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Abstract

The constant growth in network communications technologies and the emergence of
Service Specific Overlay Networks (SSONs), coupled with the rapid development of
multimedia applications make the management of such technologies a major challenge.
This thesis investigates the SSONs management problem and proposes an autonomic
architecture, a self-organizing and self-adapting algorithm, and a utility function for
monitoring the Quality of Experience (QoE) of IPTV streams in SSONS.

First, we examine the different issues stemming from the autonomic management of
SSONSs and identify the limitations of existing approaches. We then propose an architecture
to ease the management of SSONs by incorporating autonomic computing principles to
make SSONs acquire self-management capabilities. The proposed architecture introduces
autonomic control loops that continuously monitor network components and analyze the
gathered data. An Autonomic System (AS) is comprised of one or more Autonomic
Managers (AM) which take control of managing other elements in the network. The
proposed architecture highlights the different components of an AM and identifies its
purpose. The distributed nature of the proposed architecture avoids limitations of
centralized management solutions.

We then propose a scheme to allow AMs to emerge among the set of nodes in the
network as the most powerful ones in terms of different factors, including processing
capabilities and stability. Using a self-organizing and self-adapting distributed protocol,
each node in the overlay selects an appropriate AM to report to so that sensed data is
delivered error-free, and in a timely manner, while the load is distributed over the AMs.

Finally, we propose a utility function to monitor the quality of IPTV streams by
predicting QoE based on statistical Quality of Service (QoS) information. The proposed
function is simple and does not require high processing power. It allows the QoE of IPTV
users to be monitored in real-time by the AMs, so that quality degradations are accurately
identified and adaptation mechanisms are triggered at the right moment to correct issues
causing degradations.

Theoretical analysis and simulations studies are presented to demonstrate the

performance of the proposed schemes.
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Chapter 1

Introduction

1.1. Overview

The area of network communications has seen remarkable change in the last decade
through different stages. The first stage was through the introduction of the Internet, which
completely revolutionized the way network services are provided. The second stage arose
from the development and deployment of cellular and wireless technologies, which enabled
the supply of data and telephony services anytime, anywhere. Wireless cellular
technologies have considerably changed users’ behavior, allowing access to different data
and multimedia services from anyplace. The third stage constitutes of upgrading the
traditional telephony system into more sophisticated and high speed technologies such as
DSL (Digital Subscriber Line). These technologies have enabled the emergence of Triple
Play Services to homes (data, telephony and TV over IP). Currently, we are witnessing
another stage which consists of the emergence of new customized and advanced services

such as P2P-based applications and social networking.

Behind this ideal view of technology advancement, operators and service providers
have to deal with many hidden issues. In fact, users have become more focused on the
services themselves rather than the high-speed network. They no longer care about the
technologies being used to deliver services, but became more concerned about the received
quality and the cost. On the other hand, network architectures and protocols are of great
importance to operators as they drive their ability to react to customers’ needs. Increased
customers’ demands, resolving problems, and increasing capacity are examples of tasks
that require operators to constantly upgrade their network equipment, integrate new
services, components, and technologies without interrupting the operation of running

services. These and other management tasks suffer from the increased equipment
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complexity and heterogeneity, which requires more expertise and more efforts from highly
skilled people to maintain the infrastructure. This traditional way of networks management
has been used for a long time, relying on the use of primitive tools and experts to
troubleshoot and configure networks and services. Its main drawbacks consist of the high
cost associated with the need for highly trained administrators to identify problems and
correct them, as well as the high amount of time it takes to perform these tasks. As a result,
more sophisticated approaches relying on software agents [1], active agents [2] and policy-
based systems [3] were proposed with the goal of reaching higher response times at lower
costs by automating the management tasks. Nevertheless, network management systems
could not cope with the continuous increase in size and complexity of network components
and services. One of the weaknesses of these systems was their static nature that translates
into their lack to adapt their decisions to specific situations and context. The introduction of
overlay networks [4] to hide the heterogeneity and complexity of physical devices resulted
in the emergence of new types of services customized to customers’ needs. Overlays
implement value-added functionalities and are constantly growing, pushing for an efficient

management solution to offer services at the best quality and reduced cost.

An overlay network is a virtual network composed of a set of nodes connected via
virtual links. They are built on top of different real networks. Nodes are connected via
virtual or logical links that may be possibly mapped to many physical links in the
underlying network. Overlay networks are flexible and able to offer new complex services
that cannot be offered by current networks. They increase reliability and robustness and
offer end-to-end QoS guarantees. They can be subdivided into two main categories: Peer-
to-Peer (P2P) networks and Service Overlay Networks (SONs). P2P networks offer a
mixture of features including redundancy, anonymity, scalability, permanence, trust and
authentication. P2P overlay networks are famous for their applications of content search
and retrieval. SONs, on the other hand, generically provide the necessary QoS for different
multimedia applications including Voice over IP (VolIP), IPTV and online gaming. The

notion of SONs was proposed as an effective means to solve some of the issues, mainly
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QoS, to ease the creation and deployment of valued Internet services. End users directly
pay the SON provider that provides end-to-end QoS support. SON providers buy resources,
such as bandwidth, from infrastructure providers by means of service level agreements
(SLAs) to build a logical end-to-end service delivery platform on top of existing transport
networks. Recently, IEEE decided to create a new working group, [IEEE NGSON WG [5],
for the development of SONs. Network operators, service and content providers as well as
end-users are intended to profit from NGSON. When the client requests a specific service, a
path, called an SSON, is formed on the fly between the node providing that service and the
client. Nodes that take part of delivering the service provide capabilities that enable them to
modify it according to user requirements. SSONs allow a seamless integration of next-
generation multimedia services within intelligent networks. The highly dynamic nature of
SSONS, as well as their characteristics push for the need of more sophisticated management
approaches to overcome the limitation of traditional management schemes. The co-
existence of multiple SSONs could degrade their performance and that of the underlying

network as well, if left unmanaged.

Autonomic computing principles [6] represent an emerging solution to ease
networks and services management tasks by moving the management functionalities to the
network itself without or with minimal human involvement. Autonomic systems were
inspired by the nervous system of the human body. Their goal is to predict, diagnose, repair
and avoid any faults and malfunctions that could take place in the functionalities of
underlying networks without human intervention. An autonomic system makes decisions
on its own based on high-level policies set by administrators. It constantly checks and
optimizes its status and adapts itself to changing conditions. The use of autonomic
computing principles for overlay networks management aims at overcoming challenges
faced during the delivery of multimedia services using overlay networks, mainly the

heterogeneity and highly dynamic nature of these networks.

In this thesis, we address the problem of SSONs self-management. This chapter

presents an overview of different aspects of the problem and the motivation behind our
3



work. Then, it presents the contributions of the proposed work compared to other works in

the literature. Finally, an outline of the organization of the thesis is given.
1.2. Service Specific Overlay Networks

SSONs represent a new trend in multimedia delivery over the Internet. They
overcome the challenges of traditional multimedia delivery over the Internet by using
overlay networks to create a virtual end-to-end path and provide a specific service with
QoS guarantees. The notion of SON was first introduced in 2003 [7] as an effective means
to address some issues of the current Internet, mainly end-to-end QoS, and to ease the
creation and deployment of emerging QoS-sensitive services. A SON is mainly composed
of service gateways that perform specific data and control functions. In [8], Schmid et al.
define the concept of SSONs as part of the ambient networks project. SMART creates an
SSON for each type of service or group of services. SMART is composed of three basic
components: Media Ports (MPs), a Media Client (MC) and a Media Server (MS).

MSs constitute sources of media, i.e. media servers where actual multimedia files

are stored. MCs are clients that request media files from MSs. MPs are overlay nodes that

SSON

Overlay
Network
=
w

P

w
-4

o

Underlying
Network
2
=]
3

Figure 1: SMART and SSON Architecture



perform service specific functions. Examples of services that can be offered by an MP
include caching, transcoding, translating, buffering etc... SMART enables services to be
created on the fly and to be customized depending on users’ needs and the current state of
the network. It also allows the services to be adapted to changing network conditions and
users’ requirements. SMART represents a key architecture to overcome today’s broad
range of heterogeneous access networks, terminals, users, protocols, applications and
services. SSONs can be used to stream the same multimedia file to different users with
different preferences, such as audio languages. Instead of replicating the same video with
different audio languages for each user, a MP offering a splitter service is used to split the
multimedia file into video and audio streams. The audio stream is then passed on to MPs
that offer translation services to translate it to the appropriate language and forward it to the
right MC. In this example, the use of SSONs would significantly save bandwidth and
processing power, and take the burden of media conversion and storage away from service

providers and end-users.

SSONs are created for the sole purpose of offering a particular service and thus
have a life cycle. Their operation requires cooperation and coordination among the overlay
nodes to discover MPs and configure them appropriately. Their benefits come at the
expense of added complexity and overhead. Added packet headers and redundant work at
the overlay layer introduce additional overhead on the network. Moreover, overlays tend to
overload the network due to the increase in traffic they transport. This leads to high
resource consumption. Overlays are generally designed independently for different
applications. For instance, a node can be part of two overlay networks: a content storage
and retrieval network, and media transport. This causes them to affect each other negatively
since each overlay has its own requirements, which could be contradictory in some cases.
Overlays tend to compete in transporting traffic and end up creating bottlenecks and
congestion as well as negatively affecting the underlying network performance. For these
reasons, they need to be efficiently managed in order to reduce management cost and

complexity while preserving operation at the best possible state.
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1.3. SSONs Management Challenges

The management tasks of SSONs can be divided into two main categories. The first
category consists of the actual overlay nodes present in the network, namely MSs, MPs,
and MCs. The second category comprises the different services created and provided to
users by means of SSONs. The creation of an SSON goes through different steps. First, a
discovery process is needed to learn about the different MPs present in the network, the
services they offer, and their QoS. A path is then formed between the MS and the MC,
containing only those MPs that can honour the MC’s request in terms of technical, QoS,
and QoE requirements. Once the SSON has been established, proper monitoring of the
service QoS and QoE is fundamental to ensure high customer satisfaction that represent the
main source of revenue of service providers. The dynamic nature of overlay networks in
terms of constantly changing resources, network conditions, nodes churn and movement,
make traditional network management schemes useless as the gathered monitoring
information becomes obsolete in a short period of time. For instance, overlay nodes may
fail unexpectedly and links might experience congestion, which causes routing information
to change over time. The co-existence of different SSONs and the numerous users and
applications requirements also affect the choice of the overlay routing path. In addition,
overlay nodes do not have a global view of the network infrastructure and the set of
services running on the network. They are limited to knowledge acquired by each node
which differs from one node to the other. The lack of control over the physical
infrastructure, and the lack of knowledge of critical physical network information cause
overlays to inefficiently use network resources. This is coupled with the indirect or even
mis-communications between overlay and underlay networks which lead to inaccurate
analysis such as mismatch between topologies and incorrect end-to-end probing results,
generating redundancy and a large amount of overhead. Moreover, their high
decentralization makes resource coordination hard to achieve. Finally, the open nature of

overlays poses security and privacy issues, and makes resource sharing and collaboration



between end nodes challenging. These characteristics of overlay networks make their

management using traditional schemes impractical.

Traditional network management schemes suffer from increased complexity, cost
and response time. Complexity rises from heterogeneous devices making up the network
and the fact that networks belong to different autonomous entities governed by different
rules and policies. Network administrators need to be highly trained to understand
management reports and know where changes should be made. This cost inefficient
solution increases response time since experts will have to dig into logs with thousands of
lines, identify faults and find out how to correct the problem. More sophisticated solutions
tend to use new technologies (such as software agents) to automate the management
process and reduce cost and response time. However, these solutions cannot cope with the
continuous increase in size and complexity of network components and services, especially
for the case of SSONs. These automated management solutions suffer greatly from their
static nature which fails in the presence of today’s highly dynamic networks. Users’
mobility and continuous changes in networks’ characteristics require more sophisticated
solutions that can cope with these dynamics without putting more burdens on the network
and the administrators. Several initiatives to push the research forward into innovative
management solutions were recently launched. Although they use different names, they
actually converge to the same direction: the creation of a new generation of intelligent
independent equipment, networks and services with self-management capabilities. The
most common terminologies found in the literature relate to the difference in the focus of
these approaches and include Autonomic Communication, Autonomic Networks
Management, Self-Managed Networks and Autonomic Networks. Their ultimate goal is to
make network components manage themselves eliminating human intervention, or at least

minimizing it.



1.4. Motivation

Existing research work has focused more on improving traditional management
solutions by automating their operation. The ultimate goal was to ease the management
tasks performed by administrators. Setting up measurement points in different parts of the
network, remotely configuring devices, and filtering gathered information are basic
examples of common tasks performed by administrators. A major limitation of existing
frameworks stems from their built-in static configurations that are set by administrators into
different devices of the network. They lack the flexibility required for constantly changing
networks, as is the case for overlays. They may also not be adequate to handle changes in
underlying physical networks. Another effect of the nature of static configuration is the
resort of network administrators to estimate network traffic and user’s requirements when
setting up network devices. Such estimates might not be accurate and cause the network to
run inefficiently, far from its optimal state. In addition, when service degradation happens,
customers expect the QoS to be re-established in a timely manner. The long time needed
for administrators to analyze logs and troubleshoot problems makes it hard to respond
promptly to these degradations. Even adaptive management techniques, both at the network
and application layers, lack flexibility to support applications with different requirements
and fail to build upon past experiences from the impact of previously embraced strategies.

Not to mention their dependence on decisions made by human administrators.

In addition, expert administrators have to deal with low-level management and
configurations of the different devices in the network. They need to troubleshoot different
components and read hundreds, if not thousands, of logs to identify the problem. They then
have to manually configure the devices using basic command-line or GUI-based
management interfaces. These complicated procedures and the lack of experts in the IT
world make the management tasks tedious and time consuming for administrators which
causes the cost of such management systems to increase. As for SSONs, the creation of a
single SSON involves the discovery of appropriate services that offer the QoS set by the

customer. A path is then established by selecting suitable nodes that will be used to deliver
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the media files from the server to the end user. These nodes should be configured
appropriately to meet the customer’s QoS and be at his/her expectations. A SSON is
created for each media session. This means that a number of SSONs will have to co-exist
and compete for resources. If left un-managed, they might end up negatively affecting each
other. This will not only degrade their performance but will also have an impact on the
underlying network. Network reconfiguration happening as a response to customize a
user’s request can only be accomplished by a network operator. This task can take as long
as a couple of days to be completed and result in excessive delays. QoS negotiation should
not be limited to connection time as it limits the user’s behavior to opt for a better service

quality during the lifetime of the session.

As a consequence, system administrators and service providers are looking for IT
systems that can manage themselves in an autonomic manner mimicking the behavior of
the human nervous system. This idea has already been studied in the field of Artificial
Intelligence (Al). Today’s advanced technologies and innovations allow for new types of
solutions to be proposed under the shade of operators’ requirements that have become more
precise than the general case Al considered in solving the problem. The first company to
introduce the autonomic computing term with the goal of building a new generation of
intelligent computer systems was IBM in 2001 [6]. Autonomic computing refers to the
ability of components to self-manage based on high-level objectives. More specifically, the
term autonomic was adopted from the field of neuroscience, the scientific study of the
nervous system. The nervous system is divided into two subsystems. Organs under
voluntary control (generally muscles) are controlled by the somatic nervous subsystem
while the autonomic nervous system, which is not subject to voluntary control, manages
individual organ function and homeostasis [9]. Under autonomic computing principles,
system administrators and experts will not have to deal with low level management and

configuration anymore but would instead focus on the high level management process.

An autonomic system proposes a self-regulation of an entity based on internal rules

and policies and as a response to its external environment. Autonomic systems adapt their
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decisions and learn from their behaviour and that of others. They also interact with other
entities and adjust their operation as a result of the state of their environment. The use of
autonomic computing principles in the management of SSONs has many advantages. The
main goals consist of reducing the complexity and hiding the heterogeneity of devices with
minimal user intervention. The abovementioned limitations of existing management
solutions and the advantages of autonomic computing principles represent strong
motivations towards the development of a strong autonomic management solution that

enables systems to manage themselves with minimal involvement of humans.
1.5. Thesis Overview

The proposed research work tackles the issue of SSON management from an
autonomic point of view. The ultimate goal is to incorporate the autonomic computing
principles into the management tasks of SSONs to make the network manage itself
efficiently without human intervention. Overlay nodes need to become aware of themselves

and their environment to coordinate management tasks.

The proposed work is divided into a global autonomic architecture for autonomic
management, a highly decentralized self-organization and self-adaptation algorithm to
efficiently organize autonomic managers, and a QoE prediction scheme to monitor the QoE

of IPTV sessions running in the network.

The proposed architecture defines the different components and their interaction to
achieve system wide performance. The architecture becomes challenging in the case of

dynamic networks in terms of resources, equipment and users.

All overlay nodes in the proposed architecture are potential AMs. An AM
implements the autonomic MAPE (Monitor, Analyze, Plan, and Execute) loop as part of its
autonomic operation. Monitoring consists of gathering data through sensors and organizing
it in a proficient way for easy retrieval. The different types of overlay nodes have more

important functions to perform besides the management tasks. Only a subset of AMs will
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have enough resources to perform management tasks alongside serving customers and
performing service specific functionalities. We propose an election scheme by which AMs
emerge from within the set of overlay nodes as the most powerful, stable nodes in the
network. Each AM will be responsible for managing one or more elements of the network.
The problem of finding the optimal selection of elements a manager should manage is NP-
hard. We provide a highly decentralized algorithm to solve this problem without incuring
high overhead on the network, and that takes into consideration the dynamic nature of

nodes in terms of mobility and churn.

Finally, we propose a utility-based approach to predict QoE of IPTV users running
their services on an overlay network. Basically, we provide a QoE mapping to utility in
order to model the quality of the IPTV session. This information is to be used to detect
quality degradations when congestion or any other network failure happens, and to trigger

adaptation procedures to bring the quality back to acceptable levels.
1.6. Summary of Contributions

The following presents a synopsis of the major contributions planned for

dissertation:

e An autonomic architectural design for autonomic management of SSONs. The
architecture presents the different components, their functionalities and
interaction. It is designed to cope with the challenges stemming from the
characteristics of SSONs, mainly increased complexity and high heterogeneity

of network resources and equipment as well users’ mobility.

e An AM election scheme and AM selection algorithm for the self-organization of
AMs to efficiently manage network elements. The algorithm is based on a
modified regret matching procedure for network elements to select an AM to

manage it. The proposed algorithm copes with network’s changing conditions
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and provides a near-optimal selection that improves system wide performance in

a highly distributed manner, and under limited overhead.

e A utility-based function for predicting QoE of IPTV over an overlay network.
The utility is a function of QoS parameters (losses and delays) at the application
layer as opposed to packet loss ratio and delay at the network layer that has been
used in previous research. We demonstrate the effectiveness of our scheme to
other schemes that use packet loss ratio and present our modified utility
function. We also show the accuracy of the proposed function in predicting

users’ QoE based on statistical losses at the application layer.
1.7. Organization of the Thesis

The remainder of the thesis is organized as follows. Chapter 2 defines the subject
and its scope. We briefly draw the lines around which we base our work. Chapter 3
presents the related works and discusses the previous approaches to autonomic networks
management. We also identify the issues and drawbacks of previous frameworks and the

different proposed solutions in the literature.

Chapter 4 outlines the architecture upon which we base SSONs management. The
different components making up the architecture are presented along with their interactions.
We describe the functionalities of each component in detail and show how it contributes to

solve the management problem in an autonomic way.

Chapter 5 presents a novel AM election scheme and an algorithm for self-
organization of SSON nodes to gather monitoring information in an efficient, adaptive and
highly distributed manner. This introduces an autonomic behaviour of nodes to efficiently

gather sensed information while incurring limited overhead on the network.

Chapter 6 presents a novel scheme for monitoring the QoE of an IPTV stream by
predicting the quality and modeling it in terms of utility. Simulation results show the

performance of our proposed scheme and its effectiveness.
12



Finally, Chapter 7 concludes the research thesis and provides future directions.
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Chapter 2

Background

The internet was not initially designed to transport multimedia applications. Its
creation was tied to the sole goal of allowing network administrators to communicate. The
evolution of new services that require special treatment from the Internet other than
transporting data changed the way researchers and industry professionals look at the
Internet. Major changes had to be brought up to the Internet architecture in order for it to

cope with the rapid changes and evolvement of services, mainly multimedia services.

This chapter presents an overview of the definitions and semantics used in this

thesis. It will identify the context and scope of our work.
2.1. Introduction

Recent technological advances have pushed the production of highly complex and
efficient equipment forward at lower prices. The Internet is nowadays transporting a variety
of traffic that has different characteristics. We are witnessing a high and continuous rise of
Internet services and the multimedia world. Devices with high processing capabilities made
it easy and realistic to deliver audio and video in real time. Video conferencing and many
other applications have now become a reality. Although it was designed as a best effort
network, researchers and industrial companies made enormous progress in allowing the
Internet to offer a great deal of quality sensitive services over its un-reliable infrastructure.
A Service Oriented Architecture (SOA) has been recently proposed to support
interoperability among different platforms and guarantee scalability. An essential element
in SOAs is service composition, which led to the introduction of new complex services that

were not otherwise available.
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2.1.1. Service Composition

Service composition is the act of combining two or more basic services to develop
new complex customized ones by discovering, integrating and executing them. The
composition process is driven by customer’s needs for higher level solutions at the lowest
prices possible. The goal of service providers is to supply composite services from basic
services at the server based on the technical and QoS requirements of users. Service
composition can be done in design time or at runtime. The former has drawbacks especially
when nodes are mobile and are constantly changing their configuration due to movement,
nodes’ failures or changes in network conditions. The latter approach can cope with
changes in the network including QoS degradation and is able to replace component

services if the requirements change.

Most of the time, the same service is offered by different providers. However, only
one should be picked up by the system based on different criteria including the QoS
required by the client. These requirements could change during the lifetime of a session, at
which point a service selection adaptation is needed based on these changes. For these
reasons, proper management of today’s composite services have become more complicated
and time consuming. The use of autonomic computing principles to ease management tasks

and reduce cost is a promising solution for both service and infrastructure providers.
2.1.2. Autonomic Computing Principles

The incorporation of autonomic computing principles in computing systems was
first introduced by IBM in 2001 [6]. This new vision towards an autonomic behaviour of
computing systems has drawn much interest from researchers. The approach defines basic
self-managing concepts to achieve a certain degree of self-governance. The evolution of the
system management process has been carried out in different stages towards the final
adoption of autonomic concepts and technologies. At first, operators had to monitor and
manually configure each element during its lifetime. The introduction of system

management technologies allowed system operators to monitor multiple elements at the
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same time, using management consoles equipped with configuration interfaces. Systems
based on analytical solutions were then developed to analyze gathered information, identify
and predict potential problems and issues. The system operator is then given a set of
appropriate solutions to choose from and deploy, in order to correct or avoid malfunctions.
With the technological advances in the field of Al, researchers identified a need and
potential for solutions that eliminate human intervention. Systems that were able to gather
monitored data and predict situations were enhanced to react automatically to various
situations without human intervention. This is established through a better understanding of
the environment by making systems acquire the proper knowledge to identify the situation
and make decisions at lower levels. The final stage consists of achieving the ultimate goal
of autonomic management. The only human intervention at this point consists of human
operators feeding the system high level policies and objectives. The system takes on the
tasks of interpreting these high level goals and responding accordingly to achieve them.
Human operators concentrate on identifying high level business goals and put their entire

trust in the system to efficiently manage itself.
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Figure 2: IBM Self-Management Aspects
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IBM breaks self-management into four main aspects presented in Figure 2, referred

to as self-CHOP: self-configuration, self-healing, self-optimization and self-protection.

A system implementing these concepts is said to be autonomic. Self-management is
the essence of autonomic computing. It is intended to free human operators from the burden
of knowing all the details of system operation and maintenance, and to provide a reliable
system that runs at peak performance. Like the human nervous system, autonomic systems
will maintain and adapt their operation in the presence of changing conditions and
requirements including malicious or innocent hardware and software failures. Self-
monitoring and self-adapting attributes make the autonomic system self- and environment-
aware. They enable it to collect the proper knowledge and make the right decisions on its
own. The self~=CHOP properties that make up the four aspects of self-management are

explained as follows:

e Self-Configuration allows new entities to be introduced into the system without
service interruption and with minimal human intervention. The configuration
process takes place under well-defined high level objectives and policies set by
administrators. When a new entity joins the system, it shall do so seamlessly by
making its presence and functionality public to other components that will

reconfigure themselves if needed.

e Self-Healing provides elements with the necessary functionalities to detect,
diagnose and repair any problems resulting from bugs, or failures in software or
hardware. Using the acquired knowledge, an analyzer would examine different logs
and data to identify the root cause and match it to a solution that will bring the

system to a functional state.

e Self-Optimization requires elements to continuously look for various ways to
improve their operation by identifying opportunities to increase their efficiency at

lower costs. The ultimate goal in self-optimization is to efficiently maximize
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resources utilization to meet the needs of end-users while reducing the cost of

operation.

e Self-Protection enables autonomic systems to anticipate attacks and protect against
them based on early reports from sensors. Self-protection defends the system
against large-scale problems arising from malicious attacks or cascading failures

that could not be corrected using self-healing methods.

An autonomic system is composed of multiple interactive autonomic elements. An
autonomic element consists of an AM that controls and manages one or more (managed)
elements. The interaction between the AM and the managed element(s) is achieved using
sensors and effectors. Sensors gather information from the managed elements and send
them to the AM for further processing and context retrieval. They can also be used to send
asynchronous messages such as notifications when certain events happen. Effectors are
used to configure the managed element(s) and change the different aspects of their states to
control their behaviour. AMs run a control loop that implements the lifecycle for managed
element(s) and autonomically adapts their state to achieve the high level goals set by
system operators. This loop is referred to as MAPE: Monitor, Analyze, Plan, Execute and is

illustrated in Figure 3.

The monitor function allows the AM to collect, aggregate, filter and report details
about its managed element(s). The analyze function permits the analysis of collected
information by the AM in order to understand the state of the managed element(s). It
requires the use of complex models and algorithms to effectively build a global
understanding of the state of the elements. Once the situation has been determined, the AM
must identify and plan a set of actions necessary to accomplish the high level objectives.
Finally, the execute function allows the AM to change the actions of the managed
element(s) with the aid of effectors. Because autonomic systems manage themselves, they

are inherently distributed. The knowledge base sits at the center of the MAPE loop, and
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contains information and statistics gathered by different sensors. It holds data that has been

processed and converted to knowledge that will be analyzed by the analysis function.

The autonomic computing initiative opened different perspectives for the design of
new systems capable of managing themselves in different areas. Just as autonomic
computing involves the self-management of computing systems, autonomic networking
[10] was proposed to study new protocols and network architectures and develop networks
able to function with a certain degree of freedom, and to adapt efficiently to changing
network conditions. Under today’s highly complex and heterogeneous networks and
devices, autonomic networking represents a key solution towards efficient networks and
services management. The emergence of service composition techniques and overlay
networks played a role in the evolution of highly sophisticated services that are user centric
but demand special handling by networks. Such services include VoIP, video conferencing,
online gaming, IPTV and other multimedia applications that are sensitive to congestion,

delays and errors.
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2.2. Multimedia Services in the Internet

The incorporation of multimedia and multimedia communication by educational
and industrial sectors in design, management, training and learning environments mark a
major turning point. This important and continuously expanding area involves different
technologies, including compression, computer networks, and the delivery of multimedia
over these networks. New standards and technologies for multimedia and multimedia
communication are being developed every year and it has become challenging to cope with
the pace of these rapidly evolving technologies. The amount of information involved in the
transmission of audio and video is significant. Multimedia information must be first
compressed before it can be transported through different networks in order to reduce
communication delay and the amount of bandwidth consumed. To ensure a reasonable
quality at the receiving end, several restrictions, such as delay and jitter, have been
identified. Therefore, communication networks are being enhanced to support multimedia
communication capabilities. They are being constantly improved to provide a
superhighway for smooth multimedia information transport and delivery. Different QoS
management schemes have been proposed in the literature to enable best effort networks to
deliver services at the required quality mainly by introducing some kind of priority between

different types of traffic.
2.2.1. Traditional Technologies for Multimedia QoS Management

Multimedia data, as opposed to generic computer data, is characterized by particular
properties and necessitates special requirements to be met by the delivery system,
especially real-time data. Matters get more complicated when the intended audience is
heterogeneous in terms of receivers and access technologies. For example, IPTV services
must be delivered according to certain QoS guarantees, to a set of users using devices with
different screen sizes, compression schemes and connected through heterogeneous access
networks. Hence, multimedia services are often required to be adapted and customized

according to users’ needs. The traditional way to deal with this is through an end-to-end
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basis using different methods at the server side. Under this architecture, content is modified
at the server side and transported over communication networks. The sole responsibility of
these networks is delivering packets from the source to the destination under specific
constraints, to ensure an acceptable service quality. This creates bottlenecks at the servers
and poses scalability issues. Another method is to move the processing functions to the end
user’s device. However, due to device limitations in terms of processing power, memory
and battery, this method was quickly discarded. Another solution that we will discuss later
involves moving the processing functions to the network itself by defining different
network-side functionalities to support multimedia delivery. Regardless of which method is
used, the main goal of multimedia delivery systems is to respect the QoS requirements of

the applications and efficiently manage network resources.

Due to the high volume of multimedia data and the best-effort service offered by the
Internet, communication networks encountered several challenges trying to respect the QoS
requirements imposed by different applications. Several QoS management models were
proposed in the literature to support QoS over the Internet. The most established ones that
were defined by international organizations include the OSI QoS Framework [11], the
International Telecommunication Unit-Telecommunication Standardization Sector (ITU-T)
model [12], Integrated Services (IntServ) model [13] and Resource Reservation Protocol
(RSVP) [14], Differentiated Services (DiffServ) model [15], and Multi-protocol Label
Switching (MPLS) [16].

Many QoS solutions that were proposed in the literature failed to be deployed
mainly because of the autonomous nature of different networks making up the Internet.
Autonomous systems are governed by different policies that make them hard to manage.
Moreover, achieving an end-to-end QoS guarantee for a certain flow became hard to
accomplish in the presence of high heterogeneous and complex devices. In an attempt to
hide this complexity and heterogeneity, and to support QoS in the Internet on an end-to-end

basis, overlay networks have been proposed in the literature.
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2.2.2. Multimedia Delivery over Overlay Networks

Overlay networks are virtual networks that are built on top of physical networks
using logical links and connections. They allow the creation of new services that are not
available in existing networks. For example, they can be used to increase security and
robustness and to provide new services for mobile users. They can be incrementally
deployed without involving ISPs and they do not need any equipment set up or
infrastructure changes [4] [17]. Overlay networks can be divided into two main sub-
categories: P2P networks and SONs. P2P networks offer a mixture of features including
redundancy, anonymity, scalability, permanence, trust and authentication. SONs, on the
other side, are created for the sole purpose of providing QoS support to a specific service.
P2P networks are also referred to as application specific overlay networks whereas SONs
are generic overlay networks, in the sense that they are able to support different types of

applications.

Examples of application specific overlay networks include multicasting [18] [19],
content distribution networks [20], and P2P file sharing [21]. Resilient Overlay Networks
(RON) [4] allows distributed Internet applications to detect and recover from path outages
and periods of degraded performance. However, RON suffers from scalability issues and
does not scale for more than 50 nodes. Many application layer multicasting schemes work
on the problem of placing nodes strategically to create a multicasting service at the overlay.
Overcast [17] is an application-level multicasting system that provides a scalable and
reliable single-source multicast. It builds efficient data distribution trees that adapt to the
network changing conditions while utilizing the network bandwidth efficiently. Other
works that exploit the use of overlays to build efficient multicast trees for multimedia
streaming include [22], [23] and [24]. Overlay networks have also been proposed for
content search and retrieval, including multimedia content delivery. For instance, [25]
presents a framework for provisioning enhanced network-based multimedia distribution
services to heterogeneous receivers. The heterogeneity lies in clients’ processing

capabilities and characteristics including network conditions and media representation of
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the content. An overlay network is formed between sources and destinations by relaying
multiple cooperating content-aware intermediaries to distribute the media. The overlay
network provides efficient content-based programmability for the provisioning, routing and
management of media streams. Another framework that provides multimedia distribution
service based on P2P networks was proposed in [26]. The framework uses P2P techniques
to self-organize hosts with the same network conditions in the same groups, in order to
build a topology-aware overlay. Two distributed heuristic replication schemes based on the
topology-aware overlay were also proposed to improve media delivery quality and provide
service availability. SDNet [27] is a distributed storage-assisted data-driven overlay
network that provides VCR-like functionality in P2P environments. SDNet is based on the
integration of two networks: DONet, an enhanced data-driven overlay network used for the
routine video distribution, and a multi-way tree to support efficient Video on Demand
(VoD) operations. MarconiNet [28] is an overlay network based on IETF protocols to help
provide signalling, session announcement, session description, stream control, media
delivery, and feedback control for content distribution using application-layer techniques. It
helps build a flexible mobile content distribution overlay network that supports multi-
layered security and payment. Other generic content-delivery networks based on the use of
overlays were proposed in the literature and have gained much interest due to their fast
search and retrieval characteristics using Distributed Hash Tables (DHTs). Content
Addressable Network (CAN) [29], Chord [21], Pastry [30], and Viceroy [31] self-organize
based on participating nodes’ IP addresses, or use the node’s stored data as the organizing

content, to provide fast content search and retrieval techniques and algorithms.

As opposed to the abovementioned overlay networks that were designed for a single
specific application, SONs provide generic service types networks where services are
created based on users’ requirements and needs. SONs bring more advantages to
multimedia delivery and support, by adapting the delivery functions to network load and

conditions, and supporting user mobility and preferences.
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Smart Media Routing and Transport (SMART) [32] framework has been developed
to achieve these goals in the context of Ambient Networks (ANs). SMART aims at
enabling network customization for services running over legacy networks. It introduces
the concept of network-side functions or media processors that enhance media services by
providing different services including caching, adaptation, security etc.... The development
of a smart multimedia delivery framework enables a transparent incorporation of network-
side functions in the end-to-end path. It also uses the advantages of value-added services
inherent to ANs such as mobility management, the use of context information and QoS
support. Finally, it allows flow routing and prompt adaptation of media delivery based on

network, user and service context and policies.

SMART targets a highly heterogeneous and mobile environment where different
networks, terminals, network interfaces, users, signalling/transport protocols, applications,
and services will co-exist and cooperate to provide customized high-level solutions and
services. As a result, some streams may need to be cached, adapted, transcoded, split,
translated, secured or transformed in a certain way, based on some requirements, before
they can be delivered to the end user. SMART architecture [8] allows a transparent

integration of next-generation multimedia services into ANs.
2.2.2.1  SMART Acrchitecture

SSONSs represent a key concept in the SMART architecture. A SSON is a virtual
overlay network that is created for every media delivery request. The novelty of this
approach lies in the fact that appropriate overlay-level routing paths that meet specific
requirements can be configured. Also, network-side media processing functions can be

transparently integrated into end-to-end delivery paths to allow services to be customized.

The separation of media flows through the creation of independent SSONs allows
fine-grained adaptation and added flexibility to be provided for each media stream. The use
of overlays for each service introduces a new level of abstraction that allows the

establishment of a generic solution, completely independent of the wunderlying
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infrastructure, and more capable to be deployed in today’s highly heterogeneous
environments. Overlays also add the flexibility of defining routing limitations which result

in a generic, easily extensible, framework for context-aware routing of media.
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Figure 4: SMART Architecture [8]

Figure 4 illustrates the SMART architecture in the context of ambient networks.
SMART functionalities require the optimal selection of overlay nodes (called ONodes in
SMART terminology) that will be used for the creation of an SSON, and their
configuration, including possible adaptations of media and the overlay network topology.
These functions are based on services’ and users’ requirements and preferences, and hence

are controlling actions that can be grouped in a control plane. The transport and handling of
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data is performed at the user plane where actual media is transformed and adapted as

instructed by the media routing.

The Overlay Control Space (OCS) constitutes the main control entity in SMART. It
makes up the media delivery functional area of the Ambient Control Space (ACS). The
OCS represents the decision point for all SSONs. It is responsible of the creation,
management (including adaptation and re-configuration functions), and termination of
SSONSs based on users’ requests and requirements. The main management tasks performed
by the OCS are primarily related to the control of addressing and routing mechanisms at the
overlay layer. Hence, the decisions made by OCS involve appropriate configuration of
routing tables that will choose which ONodes are going to be used for each SSON and what
processing capabilities will each ONode perform as part of the SSON establishment.

On the other side, the user plane consists of four main entities: Overlay Support
Layer (OSL), media clients, media ports and media servers. The OSL is implemented in
every ONode and realizes basic overlay functionalities needed for the transport and
handling of data. It resides on top of the underlying network and builds virtual overlay links
to all other OSL entities. The sole purpose of the OSL is the transport and processing of
packets on the overlay. Application modules that implement the behaviour of a MC, MP or
MS reside on top of the OSL and help in the procedure of media routing. MCs represent
clients that receive media data and pass it on to the appropriate application. MPs are media
ports that perform specific functions to customize and adapt media according to network
conditions and user’s requirements. MSs are data sources where media is stored. The same
ONode can perform different roles in an SSON by activating different modules. For
example, an ONode can be a MS and a MC at the same time in the context of P2P

applications.
2.2.2.2  Media Processing Functions

The definition of services in the context of SMART is generic, ranging from simple

requests for information such as web browsing, to more complex services including
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mobility, content adaptation and media splitting features. The forming of these services
might require numerous stages of transformation and adaptation of media before it is
delivered to the end point. An example of such transformations is the encoding of a video
to fit into the user’s device screen. The idea of moving transformation and adaptation
functionalities to the network side provides a novel solution to overcome the drawbacks of
server-side and client-side adaptation. It allows the network to achieve the best QoS
possible by choosing optimal MPs, configuring them appropriately and constantly adapting
their functions. Additional intelligence can be embedded into the network using SMART
functionalities. Examples of such intelligence include media splitting, synchronization,
smart caching, smart media routing and adaptation to meet users’ needs and requirements.
Media processing functions are offered by MPs present in the network. Due to constantly
changing network conditions, and the unstable nature of overlay networks in terms of nodes
joining and leaving, SSONs must be carefully managed in order to ensure that network

resources are optimized, and users get services at the best possible quality.
2.2.2.3 SSONs

An SSON is defined through the set of MPs making up the path between the MS
and the MC to deliver a service, in addition to the virtual links connecting them. An SSON
is created for every media delivery service or group of services. This setting allows them to
be independently configured to meet the exact requirements of service providers and users.
The SSON lifecycle involves initial service requirements negotiation. An SSON request is
then sent to the network to setup a path from the MS to the MC. If needed, MPs are
discovered and then selected appropriately according to the requested service. Overlay
routing tables need to be configured to optimize the overlay path. MPs are also configured
to perform service specific functions. During the delivery process, an SSON might need to
be adapted according to network conditions and changes in the requirements. Fast
adaptation is required in cases where nodes or links fail unexpectedly. On the other hand,

slow adaptation might take place when the requirements change or nodes are added or
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moved in the network. When the media delivery is over, SSONs must be torn down to

release resources.

SSONs are an effective mechanism to support end-to-end QoS guarantees for the
delivery of multimedia content. Real-time applications such as online gaming, VoIP and
video streaming can be easily supported on heterogeneous devices using SMART
architecture. However, creating an SSON and setting up MPs to deliver the media under
certain QoS constraints does not guarantee that the quality of the service will not be
affected during the lifetime of the session. The end-to-end QoS must be continuously
monitored to trigger adaptations when it drops below acceptable values. This is very
important to service providers because it allows them to keep their customers happy, make
them loyal and attract new ones. Video applications, and more specifically IPTV, are very
sensitive to quality degradations and require careful monitoring and management to ensure
that customers receive the best quality possible and avoid customer churn. They have strict
requirements that must be met by the network and maintained throughout the multimedia

session to ensure that the required QoS and QoE of users are preserved.
2.3. IPTV

The IPTV system allows television services to be delivered over the IP protocol
suite, instead of being delivered through traditional networks (terrestrial, satellite and
cable). There are many advantages to IPTV over traditional linear-programming TV but the
most important one is its ability to address users individually. IPTV services may be
classified into three main categories: live TV constitutes the current traditional way people
view TV, time-shifted TV allows users to replay a TV show that was broadcast hours or
days ago, and VoD provides users with a catalogue of videos to browse and choose one to
watch. IPTV is still on-going standardization efforts from different bodies including ITU,
IETF, European Telecommunications Standards Institute (ETSI) and Alliance for
Telecommunications Industry Solutions/IPTV Interoperability Forum (ATIS/IIF).
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2.3.1. Definition

Many different definitions for IPTV exist in the literature. The ITU focus group on
IPTV defines it as “multimedia services such as television/video/audio/text/graphics/data
delivered over IP-based networks managed to support the required level of QoS/QoE,
security, interactivity and reliability” [33]. Another definition that is given by ATSI
describes IPTV as “the secure and reliable delivery to subscribers of entertainment video
and related services. These services may include, for example, Live TV, VOD and
Interactive TV (iTV). These services are delivered across an access agnostic, packet
switched network that employs the IP protocol to transport the audio, video and control
signals. In contrast to video over the public Internet, with IPTV deployments, network
security and performance are tightly managed to ensure a superior entertainment
experience, resulting in a compelling business environment for content providers,

advertisers and customers alike” [34].

IPTV can be broadly defined as the means of delivering enhanced video
applications to a television through a broadband connection that uses an IP transport
network. The sheer number of possible IPTV applications and usage scenarios explains the
interest and investments that have been put into it by different industrial and research

bodies.
2.3.2.  Applications of IPTV

The use of IPTV enables differentiated products and services to be offered to
individuals. It provides a cost saving solution in terms of equipments and system
deployment and implementation. Its flexibility to offer customized services makes it an
important source of revenue to content and service providers. IPTV applications are

numerous; we will cite only a few promising and interesting ones.

e Targeted advertising allows a type of ad to be placed so as to reach consumers

based on different traits (such as demographics, age or observed behaviour), as
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opposed to the traditional advertising method utilized in traditional TV systems,

where the same ad is broadcasted to all viewers.

e Private video recorder allows users to record requesting programs and provide

them when the program ends.

e Time Shifted TV delays the broadcast of TV programs to a later time or day.

IPTV-commerce enables the delivery of e-commerce services ona TV.

e On-screen caller ID is another interactive IPTV application that merges video

content and telephony services.

The success of IPTV is mainly due to the numerous applications available for a
variety of different devices as well as its successful integration with existing networks and
solutions. IPTV systems are made up of different components, ranging from content servers

where multimedia content is stored into different end user devices that play the content.
2.3.3. IPTV Architectures

The global IPTV architecture identifies four main domains: the consumer domain
represents end users that select and consume content and pay the bills; the network provider
domain connects the consumer domain to the service provider domain; this latter is
responsible for providing services to consumers; finally, the content provider domain owns
content or licenses to distribute it. IPTV was initially implemented as digital TV over
terrestrial and satellite networks. The growth of networking and storage technologies,
coupled with advancements in coding and the high increase in bandwidth, enabled the

transport of TV over a wide variety of fixed and mobile networks.
A typical IPTV architecture is comprised of the following main components:

e Super Head End (SHE): SHE hosts live video feeds and real-time encoding of

video broadcasts as well as VOD content. It also includes back-end systems
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such as the subscriber database. A video operator usually has one or two SHEs

residing in the core of the transport network.

e Video Hub Office (VHO): VHOs contain a mix of devices including VOD
servers, network routers that connect the distribution network to the network
core and encoders for local TV stations. VHOs are located in metropolitan areas
and serve between 100,000 to 500,000 homes. An operator typically maintains a

few dozen regional VHOs.

e Video Switching Office (VSO): VSOs host routers that aggregate and multiplex
video service with other services such as VolIP and data. A typical VSO would

serve a neighbourhood in a dense area or a small city.

P
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Digital Broadcast

Figure 5: IPTV Components [143]
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2.3.4. IPTV Requirements

Video services offered by IPTV place extra demands on the network. With the
introduction and deployment of High Definition TV (HDTV) and other forms of video
standards, IPTV users are expecting a high level of video quality in terms of higher
resolution, aspect ratio and frame rate. This means that a home with IPTV service requires
a significantly higher amount of bandwidth than one with data services only. The added
bandwidth is mainly due to the fact that video is delivered through constant streams to the
end user’s set-top-box (STB). For instance, the MPEG2 compression standard consumes
around 3.75 Mbps while the new MPEG4 standard consumes only 2 Mbps both providing
the same high-quality image. HDTV, on the other hand, consumes between 6 Mbps to 15
Mbps depending on the encoding rate. Additionally, VOD implies the use of unicast, per-
user channels that increase bandwidth consumption in the network as opposed to broadcast
TV channels that are delivered using IP multicast. The amount of users a network can

handle is limited by its resources.

Successful services lead to a rapid increase in the number of subscribers. Admission

control is essential to IPTV services in order to ensure no packets are dropped and the
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Figure 6: Basic IPTV Network Architecture [144]
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experience of users is as expected. The network must implement mechanisms that grant
permission to new video sessions only if they will not cause the quality of running sessions
to deteriorate. Channel zap time or channel change time is the time it takes the system to
terminate a channel and start playing another one. Although subscribers will not use
channel zap time as the only metric to purchase TV service, it greatly affects their
satisfaction with the service. The IPTV system should minimize channel latency as much as

possible to ensure satisfied customers and good service.

In addition, service availability represents one of the most important requirements
of IPTV. Broadcast IPTV consists of multicasting video streams to different users
interested in viewing a certain channel. When a multicast source is lost, hundreds to
thousands of users could be affected. IP multicast must be optimized to minimize
bandwidth usage and service latency. Transparent service restoration is also needed in the
network to minimize service down time. IP multicast redundancy is a good alternative to
increase availability because it allows easy switching from one source to the other. On the
other hand, VOD is user-centric and hence the loss of a stream does not affect other users.
However, proper management of VOD streams is important in order to avoid random
packet losses due to over subscriptions. It is therefore necessary to use different QoS

schemes for VOD and broadcast IPTV to increase service availability.

During the lifecycle of a service like video, the bandwidth that the service will use
depends on different parameters such as the density of the area, the overall time the service
will be offered and so on. The service lifecycle should be supported by the network in order
to accommodate more users without considerable upgrades. The network must be able to
scale easily to any rapid growth of subscribers, and since the service could change over
time, the network must be flexible to address these changes without any effects on
provisioning. For instance, additional bandwidth should be provided easily when needed, as

is the case of services and channels that become popular over a period of time.
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QoS is very crucial when assessing IPTV because of its impact on the quality of
video streams. Packet loss constitutes one of the metrics that greatly affect IPTV quality.
Although the loss of a negligible number of packets might not drastically affect a viewer’s
experience, if the event occurs too often or lasts for a long period of time, it will degrade
image quality and impact the user’s QoE. Some STBs are equipped with error correction
algorithms that conceal missing information or simply ask for it to be retransmitted.
However, the limited processing power of STBs and other portable devices makes it hard to
implement highly efficient algorithms that can cope with errors in IPTV streams. In
general, STBs have very limited resources. This constitutes a challenge to handle
degradations of QoS parameters. Jitter for instance is an important factor that must be
considered, because different STBs have different buffer sizes ranging from 150ms to 5s. It
is also essential to keep the end-to-end delay bound to a minimum value in order to avoid
degradations in the QoE. Finally, it is important to consider the co-existence of other types
of traffic that will be transported alongside IPTV. Providing a good IPTV experience
should not happen at the expense of degrading the quality of other services such as VolP.
When multiple services run on the same network, reliable scheduling and congestion
avoidance methods should be employed to keep the different services running at acceptable

QoS and offer customers an acceptable level of QoE.
2.4. QoS and QoE Requirements for Multimedia Services

Multimedia services have different QoS and QoE requirements. The introduction of
QoS architectures like IntServ and DiffServ was supposed to improve the best-effort
service provided by the Internet. The notion of QoS was initially aiming at the level of
satisfaction that a user gets from using a service. It then became a more technical issue,
focusing on monitoring and improving network key performance parameters such as delay,
jitter and packet loss. However, end users usually do not react to technical performance.
What matters for them is the experience they are able to obtain. Based on this insight, we
have noticed an important move concerning service quality. A new sense of interpreting

end-to-end quality has emerged, with the aim of putting the end user at the end of the
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communication chain. The notion of QoE has appeared to describe quality as perceived by

the end user instead of as calculated by the network in terms of technical parameters.
24.1. QoS vs. QoE: Definition

QoS is defined by ITU-T as “the collective effect of service performance which
determines the degree of satisfaction of a user of the service” [35]. It is very important to
support QoS nowadays, as it defines the requirements that should be met when a service is
provided. This is because users are not interested in how a particular service is provided but
in the quality level they perceive. QoS refers to the ability of communication systems to
provide a better service to selected users by means of prioritizing their traffic over
heterogeneous networks. It is essential to ensure that this prioritization does not negatively
affect other users by degrading their quality. Intuitively, QoS represents the set of technical
parameters to be guaranteed to the users, namely bandwidth, delay, jitter and packet loss

rate.

On the other hand, QoE is defined by ITU-T as “the overall acceptability of an
application or service, as perceived subjectively by the end-user” [36]. QoE is a subjective
measure of a customer’s experience. It is a concept comprising all the elements of a user’s
perception of the network, its performance and how both meet the user’s expectations. QoE
i1s determined from several interacting factors; these include cost, reliability, usability,
utility and fidelity [37]. Both QoS and QoE measure how well the system meets the
expectations of the user, but QoS differs from QoE in the fact that it focuses on measuring
performance from a network perspective. For example, QoE looks at user-perceived
degradations such as voice or video artefacts, whereas QoS focuses at network related
effects such as delay or jitter. QoE is directly related to QoS but the challenge for a service
provider is to accurately map QoS at the network level to the QoE at the user level, and be
able to control it. It is important to note that measurements taking place in individual nodes
might show acceptable QoS, but the end user may be experiencing unacceptable QoE. For

instance, QoS measured at the network layer might not always map to the correct QoE.
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Although the network might report the loss of a small (yet acceptable) number of packets
belonging to a video frame, the implications could be worst if other frames depend on the
corrupted one for decoding. In cases like this, QoS fails to accurately map the right level of

QoE users are experiencing.

QoS requirements for multimedia applications have been the focus of study of
different standardization groups. Recommendations Y.1541 [38], F.700 [39] and G.1010
[40] represent major findings by the ITU.

2.4.2. QoS Requirements for Multimedia Services

ITU classifies applications into eight groups according to their tolerance to the
amount of delay and errors. Error tolerant applications include conversational voice and
video, voice and video messaging, streaming audio and video, and fax. Error intolerant
applications include command/control, transactions based applications, messaging,
downloading (FTP), and background applications (web-browsing, email...). ITU identifies
applications within four main categories based on their delay tolerance. Interactive
applications do not tolerate delays beyond one second and include conversational video and
audio. Responsive applications have delays that do not exceed two seconds such as web
browsing and e-commerce. Timely applications require delays less than ten seconds while
non-critical ones can tolerate longer delays. Conversational services [40] [41] is the only
class of services with characteristics that are determined by the perception of users. Overall,
the transfer time should be low and the temporal relation between information must be
kept. The second class of multimedia services, the QoS expectations of users for Interactive
services [41], involves a request-response model of the end user. The destination expects an
answer back in reasonable times. Round trip propagation delay and low information loss
are key characteristics of this class. Streaming services [41] is a unidirectional class with
high continuous utilization meaning there are few idle or silent periods. It is characterized

by having no firm bound for delay and delay variations.
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QoS has been used to objectively measure the service delivered by the vendor,
where measurements are usually not related to the user but to the media. Because of that,
QoS fails to capture the user experience and how satisfied he/she is with the service. The
shift from QoS to QoE put the focus more on the users rather than on the media being
delivered. Although QoE is comprised of different factors, some of which are hard to
quantify, many methods based on QoS parameters have been proposed. In the next section,

we will briefly outline the most important ones.
2.4.3. QoE Requirements for Multimedia Services

The parameters that define QoE are usually service dependent. For instance,
zapping time is relevant for TV services whereas in voice or gaming, it does not make any
sense. QoE is affected by three broad parameters. First is the quality of the video or audio
stream at the source, which depends on the type of codec used. Second is the QoS which
encompasses the delivery of content over heterogeneous networks. Third is the perception
of the user, i.e. his expectations of the service. While the first two categories are easy to
capture, human perception is not. This is why it is usually quantified by ways of Mean
Opinion Score (MOS) [42], which represents the result of assessment of some test panel.
MOS covers a scale from 1 to 5, where 1=bad, 2=poor, 3=fair, 4=good and 5=excellent. A
MOS value of 3.5 represents the minimum acceptable quality. In general, QoE can be

measured using three possible methodologies:

e No Reference (NR): this model does not need to use the original stream or
source file to predict QoE. It simply monitors several QoS parameters in real-

time and use them to calculate a QoE value.

e Reduced Reference (RR): this model uses limited knowledge of the original

stream and combines it with real time measurements to predict QoE.

e Full Reference (FR): this model uses the original reference stream and compares

it with the received stream to calculate the corresponding QoE value.

37



The E-model (ITU-T Rec. G.107) is one of the most important examples of a NR
QoE model for voice conversation. It uses end-device characteristics and transport
parameters to predict QoE. An example for a FR model is the Perceptual Evaluation of
Speech Quality (PESQ) model (ITU-T Rec. P.862). It uses both the original and the
received streams and compares them to determine which differences result in annoying
artifacts. The Perceptual Evaluation of Audio Quality (PEAQ) model (ITU-R BS.1387)
represents the standards for measuring audio QoE, as opposed to PESQ which cares for
speech quality in particular. PEAQ is a FR model that analyzes the audio signal sample by
sample after temporarily aligning both the source and received signals. The G-model [43]
was developed for predicting QoE of First Person Shooter (FPS) games just like the E-
model was developed for speech. Wattimena et al. [43] performed subjective tests with
famous FPS games such as Unreal Tournament, Counter Strike and Quake III and IV. The

G-model uses network measurements of delay and jitter to calculate QoE as a MOS value.

On the other hand, the most commonly used QoE metrics for video include Peak-
Signal-to-Noise-Ratio (PSNR), Video Quality Metric (VQM) [44] and Structural Similarity
Index (SSIM) [45]. PSNR calculates QoE using mean squared error (MSE) of the original
signal to the received one. The ratio is output in terms of dB and can be thought of as the
ratio between the maximum possible power of the source stream and the power of
distorting noise affecting its quality. PSNR is a popular method to assess the difference in

quality between two videos despite being inaccurate, as was shown in [46].

VQM [44] was developed to objectively measure the perceived quality of video in
terms of perceptual effects of impairments, including blurriness, noise, block and color
distortions. It then joins them into one metric by means of linear combination. VQM has
shown a high degree of correlation with subjective video quality scores as reported by the
Video Quality Experts Group (VQEG) [47] in their Phase II validation tests. As a result,
ANSI (ANSI T1.801.03-2003) and ITU-T (ITU-T J.144, ITU-R BT.1683) have decided to

adopt VQM as a standard for video quality measurement.
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SSIM [45] is a method to measure similarity between two images, and hence needs
the source and destination streams. It assesses three terms: luminance, contrast and
structure. SSIM is based on the fact that the human vision system focuses more on
extracting structural information rather than errors happening in the viewing field. It is

regarded as one of the most accurate metrics used for calculating video QoE.

ITU issued standards for measuring video QoE of standard definition TV: ITU-T
Rec. J144 and ITU-R BT.1683 as FR models, and ITU-T Rec. J.249 as a RR model. ITU
standards for multimedia include a FR model in ITU-T Rec. J.247, and a RR model in ITU-
T Rec. J.146.

2.5. Summary

This chapter discussed background details pertinent to address the issue of SSONs
autonomic management. The use of QoS schemes is not enough to guarantee a good user
experience. There are different factors affecting video QoE, many of which are hard to
quantify. The use of QoS parameters to predict QoE has been a successful approach
followed by many researchers due to its simplicity and the availability of QoS
measurements schemes. The increased complexity and heterogeneity of computer networks
pose a challenge to the management of services. It is hence necessary to be able to monitor
network resources and users’ QoE to guarantee proper functioning of equipment and
acceptable users QoE at a reduced cost. In this work, we refer to IPTV QoE from a picture
quality perspective. Audio quality, synchronization issues and other parameters that affect
QoE, such as freshness of content, are out of scope. In the next chapter, we discuss the
major contributions in the field of networks management in general and autonomic

networks management in particular.
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Chapter 3

State-of-the-Art in Autonomic Networks

Management

This chapter presents a survey of current research efforts related to the management
of SSONs and is organized as follows. Traditional schemes for networks management are
presented in Section 3.1. Efforts towards automating the management tasks of computer
networks are outlined in Section 3.2 followed by those inspired by IBM’s autonomic
computing principles. Section 3.3 cites major works that use overlay networks to manage
computer networks and important contributions for overlay networks management. Section
3.4 identifies key contributions towards SSONs management which includes solutions that
tackle different aspects of the IBM MAPE control loop. Section 3.5 concludes the chapter

with a summary of existing contributions and some open issues.
3.1. Traditional Networks Management

The management of communication networks involves the control and organization
of network functionalities and the behaviour of its different components, with the purpose
of reaching a set of predefined high-level objectives and goals (e.g., maximize resource
utilization and reduce operational cost). Historically speaking, many network management
schemes have been proposed, some of which were adopted by standardization bodies.
Management functionalities were divided into five major categories referred to as FCAPS.
FCAPS stands for Fault, Configuration, Accounting, Performance and Security, the classes
where network management tasks are defined. The focus of previous research works was to
develop simple protocols to automate network management. The goal was to collect

monitoring information and store it into a database for later access by administrators, who
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will inspect these high volumes of data and then perform different service and component

configuration using interfaces.
3.1.1. SNMP

Simple Network Management Protocol (SNMP) has achieved high acceptance since
its creation in 1988 to manage network elements in the ever growing Internet. SNMP came
to replace its predecessor Simple Gateway Management Protocol (SGMP), and was meant
to be replaced on the long term by a solution based on the Common Management
Information Service/Protocol (CMIS/CMIP). It is based on a manager/agent model that
consists of a manager, an agent, a management information base (MIB), managed devices
and the network protocol. The SNMP manager and the SNMP agent communicate through
a set of commands and an SNMP MIB [48]. Human administrators were responsible for
manually interpreting and analyzing the monitored data, which is of significant size. They
then have to make decisions to change the system configuration in order to achieve high-

level objectives.
3.1.2. Web-based Network Management

Web-based network management [49] and the common object request broker
architecture (CORBA) [50] are two other major contributions towards easing the network
management tasks. They were proposed to overcome the problems of traditional network
management solutions, namely cost, limited support to third-party RDBMSs, and platform-
dependency, meaning that some traditional systems force their customers to support a Unix
system. The use of web services and distributed object technologies, CORBA in particular,
for network management overcome the aforementioned issues of SNMP. However, they
too suffer from many issues. The main problem arises from the added complexity and
overhead of making even a simple change, such as adding a new network variable to the
MIB, which requires manual intervention, changes in its relation to other variables and in
already existing programs. Furthermore, the performance of these systems relied strongly

on human expertise.
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3.2. Automatic and Autonomic Networks Management

As communication networks grew in size and complexity, more sophisticated
management solutions had to be developed in order to minimize the involvement of human
experts in the management tasks. Traditional schemes were not only costly, but were also
time consuming because of the time it takes humans to process and act upon huge amounts

of monitored data.
3.2.1. Automatic Networks Management

Software agents [1], active networks [2], and policy languages [3] represent major
research efforts to automate the management of communication networks. Agents, being
stationary or mobile, can be used to perform certain tasks on behalf of the human
administrator by automating it. An advantage of using agents for network management is
their extensibility. Agents can be added or removed from the network in a dynamic way,
which makes it flexible to change the computation required for a specific management task.
Mobile agents can also be very beneficiary to networks management [S1]. They are
efficient, save resource consumption and reduce network traffic due to the small size of
code they usually run, and the fact that they are deployed only when needed. They are also
robust and fault tolerant in cases when the delegation entity fails, interact with real-time

systems to prevent delays, and can be used in heterogeneous environments.

On the other hand, the active networks technology is used to dynamically insert
active programs at runtime in order to control network equipment. The high number of
managed elements and their large distribution is one of the major problems for networks
management. Active networks can alleviate this problem by distributing the management
centers inside the network. They are also flexible permitting the replacement of protocols
and services as needed by the network. The processing and time constraints of centralized
management schemes can be easily overcome using active networks by distributing the
load among different parts of the network. A major drawback of active networks is that

already existing systems had to be redesigned in order to program components to perform
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advanced operations and computations. This also comes at added complexity to the devices
management functionalities, which incurs more overhead and delays. Both active networks
and mobile agents technologies are based on executing code remotely on other devices.
This poses security risks and represents one of the main reasons why they were not adopted

in commercial solutions.

Policies allow changing the behaviour of network components at runtime without
altering their operation. They simplify the management tasks by defining the behaviour of
different equipment in response to changes in the network environment. They basically
represent rules set by network administrators to guide the actions of network components.
These rules are converted into component-specific policies that are stored into a repository
and enforced when needed. Policies have the advantage of allowing network entities to be

configured on the fly without affecting system operation.

Although these technologies add a great deal of automation to the management of
communication networks, they still rely on the intervention of human experts. Human
operators were faced with the trouble of having to describe and program precise
functionalities of different (most probably) heterogeneous equipment. They have to develop
appropriate policies, and keep modifying this behaviour as a response to the continuously
changing environment conditions. Another limitation of these approaches is their reactive
nature, in a sense that human intervention relies on changes in performance indicators for
system malfunction or components failure. Unfortunately, these approaches are unable to
cope and adapt with the ever growing business objectives and diverse users’ requirements.
The incorporation of autonomic computing principles in the management of computer

networks constitutes a promising solution to the abovementioned problems and limitations.
3.2.2. Autonomic Management of Communications Networks

As we previously stated, the notion of autonomic computing was inspired from the
human autonomic nervous system that regulates different entities of the body without

involving the human sub consciousness. By incorporating the principles of autonomic
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computing into the management tasks of communication networks, researchers and
industrial implementers aim at freeing human administrators from the burden of low-level
device configuration, so that they focus more on business logic. Some of the important
efforts towards the autonomic management of networks and services include the
Foundation, Observation, Comparison, Action and Learning Environment (FOCALE)
architecture [52]. FOCALE alleviates problems caused by the heterogeneity of network
components with different functionalities and programming models. The architecture was
designed to address a number of issues, such as data integration from different sources and
the dynamic adaptation of resources and services in the network. The basic idea is to use
the different knowledge engineering techniques available to manage new and legacy
network components in a seamless manner. Ontologies were used as a shared vocabulary
for semantically equivalent components and policies. Systems and components within the
FOCALE architecture operate with the help of a self-learning control loop. Vendor-specific
data is gathered from network components and then analyzed to ensure that services are
running in an appropriate manner. If not, managed resources are reconfigured and re-

analyzed to ensure that they are running at the desired state.

The Generic Autonomic Network Architecture (GANA) [53] proposes a reference
model to enable protocols, nodes and networks to provide autonomic management. A
Decision Element (DE) represents the main autonomic concept in GANA. It implements a
control-loop and manages a number of elements assigned to it. The self-* autonomic
properties are realized by the different DEs present in the network. GANA defines a
hierarchical control loop framework that establishes four levels of abstraction for the design
of DEs, managed entities and the corresponding control loops. These are protocol-level,
abstracted functions level, node level and network level DEs. DEs at higher levels manage
those at lower levels all the way to the managed elements in order to force them to take

specific decisions to enforce a desired behaviour or reach a desired state.

The Autonomic Network Management Architecture (ANEMA) [54] defines a

management model where objectives fed by human operators are converted into policies
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and enforced into network components using a utility-based approach. These utility
functions are described in terms of goal policies to achieve the desired utility. The
architecture is made up of two layers: the objective definition layer and the objective
achievement layer. The former is mainly composed of an objective definition point where
administrators input their high level requirements and experts introduce high level
management tasks. The objective achievement layer, on the other hand, contains a set of
autonomic entities called Goal Achievement Points (GAPs). Each GAP tries to achieve
objective high-level requirements using the corresponding network utility functions
optimization models and the specified goal policies. A GAP runs IBM’s MAPE control

loop and communicates with other GAPs in its environment.

The Autonomic Internet (Autol) project architecture [55] is another example of
hierarchical approaches that define several management levels. The proposed architecture
introduces two important aspects. First, it allows different heterogeneous domains to
interact and cooperate to achieve certain system wide goals. Second, it enables the
autonomic management of virtualized resources and services which makes it flexible and
extensible allowing for example user mobility and service migration. The Autol
architecture consists of two-levels: the lower-level is responsible for autonomic
management of a domain while the upper-level provides some sort of autonomous
coordination between lower-level components; it also allows different domains owned by
different operators to regulate their configuration in an automatic manner to achieve
network wide goals. The architecture uses policy-based adaptation methods to deal with
changes in the network. The main drawback of Autol is its monitoring scheme which is not

scalable because it 1s based on a centralized controller.

Dynamic Readdressing and Management for the Army (DRAMA) [56] is a policy-
based management tool for MANETSs. The main goal of DRAMA is to enable MANETS to
adjust their behaviour without human involvement, i.e. in an autonomic manner. The
system is organized into hierarchical clusters where managers on top of each cluster or

domain cooperate to manage the network with the help of policies. Some of DRAMA’s
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disadvantages are that it does not constitute a complete solution for network management
and planning automation. Moreover, it does not specify how distributed coordination is
achieved among the different system components. Finally, the proposed centralized
structure of the highest management level poses scalability and efficiency concerns, and

represents a single failure point.

Context-Awareness for the Autonomic Management of MANETSs [57] is another
platform to autonomically manage MANETSs. The authors propose the use of a policy-
based network management approach along with context awareness to enable the self-
management of MANETs. The proposed model consists of a three-tier hierarchical
architecture. The policy-based approach is organized in a hybrid manner, both hierarchical
and distributed, and forms hyper-clusters. The proposed solution is not fully autonomic
because it only deals with self-configuration and does not address the remaining self-
management properties (self-optimization, self-protection and self-healing). The majority
of network components are sensors and effectors with the simple role of gathering data,
processing it, and sending it to the cluster head to enforce policies. The control loop is in
fact formed between nodes with different hierarchies rather than between inner components
of each node. The major contribution of the architecture is the use of context-awareness for

the autonomic management of MANETS.

The Unity architecture [58] is an IBM proposition towards the self-management of
distributed computing systems. Unity is an agent-based and service oriented architecture
that adopts three self-management properties: self-configuration, self-healing and self-
optimization. The different components present in the system are all autonomic elements
that cooperate to optimize the performance of the system and fulfill SLAs. Each autonomic
element manages itself and interacts with other elements to exchange monitoring

information and provide other services.

The Autonomous Decentralized Management Architecture (ADMA) [59] is another

architecture that incorporates autonomic principles into the management of MANETS in a
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distributed manner. It differs from previous architectures in the use of P2P techniques
which suppresses disadvantages of centralized schemes. The main goal however remains
the same, that of enabling some degree of self-configuration of MANETs. The nodes
cooperate together to achieve high level goals set by network administrators. ADMA
combines policy-based management with autonomic principles in a distributed manner.
However, it suffers from some disadvantages. Coordination between different nodes is
limited to the duplication of policies and collection of monitored data. The operation of the
network depends on the policies pre-defined by human administrators, which are prone to
human errors and might bring inconsistency into the network. Besides, there is no focus on

the plan and analyze components of the autonomic control loop.

The 4WARD project [60] is another FP7 European project that aims at redesigning
networking models towards a clean slate framework for network of the future. One of its
proposals is In-Network Management (INM), which represents a distributed autonomic
architecture where management functionalities are embedded within the network. One of
the strong aspects of INM was its support for migration of existing networks moving the
Internet towards a pure INM system. A service-oriented architecture helped in achieving
this goal where future enhancements of the INM architecture can be seen as a new service
that is either a composition of already existing services or consists of a new enabled one.
The proposed solution introduces two entities, INM-enabled and non INM-enabled entities.
Non INM-enabled entities are network elements that do not support the INM architecture,
and are hence managed by INM-enabled entities. This helps to ease the integration and
gradual deployment of INM into the Internet. A great deal of attention was given to the
monitoring and self-adaptation parts of the ACL. INM suffers from two main issues:
security and cooperation between the different network entities to achieve a network-wide

autonomic behaviour.

In addition to the aforementioned autonomic network management architectures,
there have been substantial efforts to use overlay networks techniques in the management

of communications networks, taking advantage of their inherent self-configuration
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property. In addition, the introduction of service overlay networks is providing end-to-end
QoS over the Internet and facilitating the creation and adoption of new and complex
services. IEEE spotted a need for SON standardization and formed a working group [5] to
develop and standardize a framework for next generation SONs, which describes their
different capabilities and potential issues. In the following section, we will briefly outline
major contributions that use overlay networks techniques for autonomic network

management, as well as recent proposals towards the autonomic management of SONSs.
3.3. Overlay Networks Management

The use of overlay networks and P2P techniques in particular for the autonomic
management of communications networks was mainly tied up to solve the problems of self-
configuration and self-adaption. Overlay networks are characterized by being highly
dynamic and have unpredictable behaviour due to the freedom of nodes that join and leave
the network. They build an abstraction layer on top of physical resources which eliminates
heterogeneity issues. Moreover, they are scalable and organize themselves to offer specific
services in an efficient manner. For instance, protocols for data storage/retrieval, such as
Chord [21], use distributed hash tables to organize keys and nodes in the network in order

to provide efficient data search services.
3.3.1. Overlay Networks for Networks Management

Overlay networks have been used to increase routing robustness in cases where
links fail unexpectedly. For instance, RONs [4] allow nodes in the network to find the best
paths for data delivery in terms of latency. This property enables network nodes to run in an
optimal setting in terms of low latency, which is one step towards achieving self-
optimization. They also allow fast recovery from faults and links failures which can be seen
as a form of self-healing. On the other hand, there have been substantial research efforts
towards the use of structured overlay networks for data monitoring and knowledge

management.
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In [61], data from RON experiments is analyzed to study the difference in using
overlay routing instead of IP routing when IP routes fail or when there are better routes in
the overlay. Two mechanisms were studied: in the first one, nodes probe each other and
measure the loss rate, and then select the best path based on the average loss rate. In the
second mechanism, data is sent over multiple overlay paths to increase the redundancy and

avoid faults and routes failures.

In [62], the authors study the effectiveness of different overlay networks failure
detection and recovery mechanisms to overcome IP-layer path anomalies and provide users
with improved routing services. The performance of overlay networks is studied in terms of
failure detection and recovery, the stability of the network and the overhead incurred. In
particular, different IP-layer path failure characteristics, overlay topologies, detection and
restoration factors are investigated to study their effect on performance of the overlay
network. The authors show that highly connected overlays are useful for failure detection
but are counterproductive for failure recovery, and propose the use of a different topology

with much smaller node degrees.

The authors of [63] propose the use of overlay networks to detect failures in
MANETSs. The basic idea is to introduce detectors nodes that periodically sense each
other’s presence using heartbeat messages. Detectors are also responsible for sensing other
non-detector nodes. MANET nodes form a cooperating overlay network where they
exchange data to detect nodes failures and autonomously adapt to changing network

conditions.

An information monitoring system called PeerCQ (Continual Queries) was
proposed in [64]. PeerCQ forms a P2P information monitoring network using a large set of
heterogeneous nodes. The architecture focuses on optimizing hot spot queries, which are
information requests that are issued by a large number of users. Hot spot queries
optimization reduces the overall number of duplicate messages and improves system

utilization. The advantages of PeerCQ include management at no extra cost, no hardware or
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connection costs and scalability. PeerCQ represents an example that uses P2P techniques to

achieve the first task of IBM MAPE loop, which is information and resources monitoring.

The GANA architecture is another example that uses P2P techniques for the sole
goal of implementing self-monitoring functions [65]. GANA monitoring elements are
responsible for traffic monitoring coordination, information sharing and dissemination,
topology discovery, resource discovery, node state monitoring, providing context aware
information, fault and conflict management, accounting and registration to network
services. P2P techniques are applied in GANA to implement a distributed storage and

retrieval database for monitoring information.

BGPmon [66] is an approach for monitoring the Border Gateway Protocol using a
publish/subscribe overlay network. BGPmon suppresses unnecessary functionalities such as
route selection and data forwarding, and focuses instead on monitoring. The overlay
network is used to provide real-time access to monitoring data. Data exchange between
different entities of the overlay is XML-based. Different nodes or monitors in BGPmon
coordinate and peer up with each other to form an overlay network so that data is easily

accessible and exchanged.

Moreover, a global network monitoring model based on overlay networks was
proposed in [67]. The overlay is formed by defining representative measurement points that
will carry out monitoring and capture an overall overview of the network state. The authors
propose to remove redundancy using metrics composition and introduce a simple active
measurement methodology. The proposed scheme contributes to a scalable, robust and
reliable end-to-end monitoring. The main goal of this work is the creation of a collaborative
network monitoring overlay based on cooperation between measurement points that are
strategically located in the network. This work, however, represents initial key points
towards a global management solution, and does not detail the selection and operation of

the measurement points and how data aggregation is done.
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A personal network is a concept that extends personal area networks by including
remote personal nodes, such as home or office nodes. To reduce the complexity of their
management, a system based on P2P publish-subscribe naming was proposed in [68]. The
architecture is composed of announcers, subscribers and resolvers connected together in a
P2P network. Connectivity between remote personal nodes is usually done via tunnels that
are dynamically established. The dynamic nature of nodes due to cluster mobility and
roaming makes them change their attachment point and thus overlay tunnels must be re-
established in a dynamic way. The locating system is comprised of the P2P naming system,
where announcers announce their location and connection information, subscribers perform

name subscriptions, and resolvers track changes and update subscribers.

An information management platform based on overlay networks is presented in
[69]. Information Management Overlay (IMO) regulates information flow based on the
network state and its properties. It consists of a controller that receives QoS requirements
from a management application and sets up collection and aggregation points appropriately
in the network. Collectors collect data using sensors and filter them before forwarding them
to the aggregation points. These latter select relevant data only, aggregate it and then filters
it before sending it to the IMO controller. Data filtering and aggregation allows the system
to save bandwidth and incurs less overhead at the expense of accuracy. The localisation of

information aggregation points is based on the use of policies.

A distributed network management framework based on a P2P overlay network was
proposed in [70] and [71]. The overlay network serves to overcome the disadvantages of
centralized management, mainly single point of failure, scalability issues and the limited
view of the central management unit. The proposed Distributed Network Agent (DNA) is a
software that runs on network components and performs tasks in two phases. The first
phase consists of performing local tests to ensure it is free from local errors, while the
second phase consists of performing distributed tests. DNAs form an overlay network with
the goal of maintaining connectivity to the overlay and being able to find other random

DNAs in acceptable time. These goals can be easily accomplished with the use of DHTs.
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In [72], the authors present an autonomic P2P system of statefull service containers
to autonomically adapt the execution of services. They propose the use of control loops to
perform adaptation with the help of performance information, service migration and SLA
management tools. The uses of P2P techniques solve scalability and decentralization
management issues. The authors use Pastry [30] to build the P2P overlay because it fits
with their design requirements. Load information is collected by inspecting the P2P routing

packets and finding resources using a computed search tree.

Efficient, Scalable and Robust (ESR) [73] is an overlay based on P2P networks to
enable autonomic communication. The main idea is to exploit P2P overlay networks to
overcome the challenges of autonomic communication. The authors identify three key
requirements for a successful P2P system that is compatible with AC. A good system
should be able to locate information and route it at high efficiency. It should also scale very
well and be robust. Finally, it should prevent malicious nodes and behaviour to affect the

overall system performance.

A model for autonomous and decentralized services in MANETS is presented in
[74]. MANETS are characterized by having a dynamic topology, unreliable communication,
complexity due to the lack of a centralized control and a loose control of nodes. The
proposed approach aims at the autonomic provision of services. Focus is given to topology
formation, adaptation to changes in the network, scalability and stability of the network. It
defines different layers of operation to overcome the following challenges: efficient
utilization of available resources in a dynamic environment, independency from the
underlying infrastructure, reliability under a dynamic network, reduced management
complexity and increased flexibility for developers. The architecture consists of four
different layers. The neighbor-to-neighbor layer sits at the bottom and is responsible for
delivering upper-layer frames between neighbors. It also maintains routing cache for the
routing layer to keep up with the dynamic creation and destruction of neighboring links.
The routing layer routes upper layer frames from a node to another one where it is assumed

that nodes are not aware of how they can reach each others. On top of that is the topology
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maintenance layer. It is responsible of forming a virtual topology of the nodes participating
in the overlay, a Chord ring was used. Finally, a DHT layer uses the ring topology to
maintain a distributed hash table where information can be stored and retrieved in an

efficient manner.

On the other hand, the work presented in [75] proposes a routing protocol that is
able to handle networks complexity without any human intervention. This work differs
from other related works in the fact that it does not build upon any existing P2P protocol or
routing scheme. The proposed routing scheme is capable of efficiently routing messages in
a random graph where nodes have random addresses. Inspired by the operation of DHTs,
the routing protocol distributes knowledge in the whole network so that any route can be
resolved in an efficient time O (logn ). Hence, the routing table size of nodes is also limited
to O(logn ) entries regardless of how addresses are assigned. Unlike other schemes, the

proposed routing approach does not require any underlying routing protocol.
3.3.2. Autonomic Management of Service Overlay Networks

The properties and characteristics of overlay networks, including self-organization
and adaptation to network changes, made of them an important tool for achieving
autonomic management of communication networks. We have discussed many approaches
and schemes, based on existing overlay networks and P2P systems, to manage
communications networks in an autonomic way. However, most published works focus
mainly on the monitoring and adaptation aspects of IBM’s MAPE loop. A global solution
that incorporates all aspects of autonomic computing for the management of networks is
still far from being perfect. On the other hand, overlay networks have been proposed
mainly to offer a specific service that cannot be offered using the current Internet. SONs are
overlay networks that are created to deliver a specific service. SONs suffer from added
complexity because of the dynamic changes in the environment, the heterogeneous devices
making up the overlay, and the need to offer services at the required QoS. We briefly

outline major contributions and findings.
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A policy-based architecture was proposed in [76] and [77] to automate the
management of overlay networks. The architecture is context-aware and forms a policy
layer on top of the overlay layer to ease the management of overlay networks. The policy
layer is composed of policy decision points and policy enforcement points, which cooperate
to adapt the operation of the overlay network based on the needs and requirements of users,
service providers and the network. Policies are generated at run time based on the gathered
context. This allows prompt self-adaptation of the overlay network based on the monitored

data.

In [78], a self-organizing algorithm that composes autonomic entities into a service
specific overlay network is proposed. The idea is to enable network entities to self-organize
in an autonomic manner and compose new services without any human intervention or
configuration. The following requirements for SSON composition are addressed:
decentralization, efficiency, robustness, dynamicity and distributed operation. The
proposed scheme is highly efficient compared to other composition schemes. SORD [79] is
an extension to [78] that adds resiliency to the resource discovery process. It allows
resources to be located with more efficiency and accuracy. The approach is based on the
creation of optimal chordal rings to overcome the problems of efficiency and large message
overhead found in traditional resource discovery approaches. It allows resources to be
found without querying a central entity or involving human administrators in configuring
network entities. SORD is targeted for SMART but can be used for any kind of application

such as ad hoc and P2P networks.

In order to resolve problems of overlay links failure, [80] proposes the use of a
backup path at the overlay to overcome links failures and provide quick recovery. The
backup path is calculated based on the probability of correlation between physical links in
the underlying network. The ultimate goal of this work is to find routes for the backup path
that minimize the joint path failure probability between the initial path and its backup. In
addition, different bandwidth allocation algorithms for both paths are studied in terms of

their performance. Using backup path algorithms improve the resiliency of overlay
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networks and allow fast recovery from unexpected failures. In [81], the issue of overlay
network partition is addressed and the authors study how many nodes it takes to partition
the network and for how long it will be broken regardless of the topology. The authors use
an iterative method to detect cut vertices which result in the partition of the overlay. The
recovery process is proactive and consists of creating additional overlay links around nodes

that have been detected as cut vertices.

An architecture for creating, configuring, adapting, contextualizing and tearing
down Service-Aware Transport Overlays (SATOs) is proposed in [82]. This work tackles
the problem of selecting nodes that will collect and aggregate a specific type of context as
part of the overlay monitoring process. The proposed solution relies on the use of DHTs by
hashing the type of context for a key. Then, nodes responsible for that particular key are
selected as those responsible for collecting and aggregating that type of context. This
solution makes use of the advantages of DHTs, namely lookup time, load balancing,
decentralization and robustness. An entity named ConCoord is responsible for coordinating
the collection and aggregation of context information and providing it to SATO managers.
The authors present two types of possible adaptations to changes in the network and

illustrate how the tear-down process is achieved under the proposed architecture.

The autonomic management of service overlay networks under the scope of the
ambient networks project was also discussed in [83] and [84]. The authors propose the use
of on-demand creation of SSONs. The proposed self-management approach aims at
creating, configuring, adapting and tearing down SSONs. The management architecture
consists mainly of an overlay management functional entity responsible of creating and
adapting SSONs. Context is gathered by a service context functional entity and fed back to
the management entity. The authors suggest the use of DHTs to dynamically select nodes
that become responsible for collecting and analyzing the collected information. Sensors
register to a local context coordinator which runs an algorithm to select appropriate nodes

to build the SSON based on applications requirements. Unfortunately, this work presents a
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generic architecture and does not detail the operation of its different components and how

different technologies can be used to achieve the different management goals.

An important application of overlay networks is their support for multicasting.
Overlay multicast solved scalability and complexity issues of IP multicast. In [85], the
authors propose a mechanism to detect failures in overlay multicast systems within one
heartbeat interval with the cooperation of other nodes. The idea of cooperative failure
detection speeds up the detection process. First, the expected detection time, the probability
of false positive and the overhead of failure detection mechanisms are analyzed to study
their tradeoffs. Then, the proposed cooperative failure detection scheme is evaluated and

compared to other mechanisms to prove its effectiveness and fast detection property.

A model for parameter configuration to detect failures in overlay networks was
proposed in [86]. Close attention was given to detection time and the overhead generated,
which represents the cost of detection. There is a clear tradeoff between detection time and
overhead. A small detection time with a small probability of false positive involves high
overhead due to the exchange of a large amount of messages and the sharing of information

between nodes.

In [87], the authors evaluate different tree overlay networks adaptation strategies for
the self-management of nodes in order to connect them in a tree topology. The evaluation is
based on a defined self-organized goal and four metrics: connectedness, connectivity,
instability and robustness. The focus of this work is on tree overlay networks, where agents
are connected to a high number of children. Eight different strategies to connect peers
together in a tree topology were proposed and evaluated based on the abovementioned

metrics.

An autonomic platform for delivering services in service-oriented networks was
proposed in [88]. The platform presents a self-optimizing solution that aims at balancing
the goals of maximizing the business value derived from processing service requests and

resources utilization. It mainly consists of a utility-based cooperative service routing
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protocol that propagates prices based on the degree of congestion among nodes. This
enables a dynamic routing of service requests. A utility function is used to determine the
utility of using resources on a particular path and an optimization problem is formulated to

maximize it. The utility takes into consideration the associated price due to congestion.

On the other hand, [89] proposes two mathematical programming models for the
user assignment to access nodes, traffic routing, and dimensioning of the capacity reserved
on overlay links in SONs. Two schemes were proposed for the user assignment and routing
optimization problems. The first aims at reducing the cost of the network while ensuring
that all users are covered. The second aims at maximizing the network profit by choosing
which users will be served, based on the generated revenue from their subscription to a

SON service and the cost incurred.

Another work that studies the optimization of bandwidth provisioning in SONs is
presented in [90]. The problem is formulated mathematically for a single-link topology and
then generalized to any type of topology by proposing an approximate solution. The
problem consists of finding optimal link bandwidth that maximizes revenue under certain

QoS constraints.

Finally, there has been some limited work towards the monitoring of service overlay
networks. In [91], the authors present MONET, a framework for monitoring SONSs.
MONET proposes that only a subset of overlay links are to be monitored as opposed to
having each node monitor its own links. The main goal is to overcome scalability problems
in large networks. The main challenge for monitoring is the amount of overhead generated
when high accuracy is needed. The main idea is based on cooperating overlay nodes that
share measurement information and deduce the performance of some links without the need
to directly measure them. With proper knowledge of the IP topology and information
sharing, overlay nodes can measure the performance to any other node with minimal
overhead. Using additive and multiplicative metrics, measurements can be deduced from

the measured subset of overlay links. On the other hand, an algebraic approach that
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selectively monitors a set of independent paths to infer the characteristics of other paths in
the network was proposed in [92]. In addition to selecting a subset of links, the authors also
propose algorithms to adapt the set of links to be included in the monitoring process as

nodes join and leave the network, or when links are broken or created.

Manageable Open Overlay Network (MOON) [93] is an event monitoring and
aggregation infrastructure that minimizes the monitoring latency and aggregation cost. The
proposed solution takes into consideration the large-scale geographical and distribution of
overlay nodes. MOON clusters nodes based on their geographical location and organizes
them in a way that information is disseminated with minimal cost and latency. Nodes are
divided into three types and form clusters. Overlay nodes form different hierarchical
clusters where information is disseminated from the bottom of the cluster to its head. Issues
such as how the system responds to nodes failures, including when a cluster node fails, and

communication performance were not addressed in MOON.
3.4. Autonomic SSONs Management

SSONSs constitute a promising approach to the creation of services on the fly and
their delivery over the Internet. The different MPs present in the network have different
capabilities and offer a wide range of services. Proper operation of SSONs relies on
different factors such as accurate discovery of MPs and the ability to compose services with
minimum overhead and in a timely manner. Most important is the ability of the SSON to
keep up with the dynamic changes in the overlay networks which include not only nodes
and link failures, but also changes in the QoS offered by the MPs. The SMART architecture
does not specify how SSONs are created and managed or how they are adapted
dynamically according to the network state. There are many challenges in supporting
autonomic computing principles for the management of SSONs. We outline some key

challenges which are currently the focus of extensive efforts in the research community.

e Information reflection and collection: resource discovery mechanisms are

essential for information reflection and collection and are a primary building
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block for SSONs. The performance and scalability of SSONs are greatly
affected by these mechanisms due to the large amount of overhead generated by

flooding messages.

Lack of centralized control: overlay networks are known for their robustness to
failures and changes in the network thanks to their distributed operation that
does not rely on a centralized entity. The use of a central management entity is
out of the question in the case of SSONs. A central management solution suffers

from single point of failure, scalability and congestion.

Malicious behavior: the growth of SSONs and the lack of centralized control
make cooperation between overlay nodes essential to preventing malicious and
selfish behaviour such as free riding. Malicious nodes might take advantage of
naive systems to report falsified information, get better quality, or get offered

more resources at the expense of other nodes and users.

Dynamic environment: overlay networks are known for their highly dynamic
environment due to the loose requirements on nodes’ presence. A node is free to
join and leave the network at will, and is free to participate in offering its
services or not. Moreover, nodes fail unexpectedly which complicates matters
more, because the system must seamlessly adapt to these conditions in a timely
manner. Another aspect of dynamic behaviour is the change in nodes’ resources

due to different factors, such as over provisioning.

Heterogeneity: another characteristic of overlay networks is their heterogeneity
in terms of hardware, storage capacity, processing power and the software
installed. The management solution should hide the details and differences of
components and allow for generic and abstract operations to avoid added

complexity that stems from heterogeneity.
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e No knowledge of underlying network infrastructure: SSONs are usually created
without knowledge of the underlying physical network. Service providers
usually do not have access to the underlying infrastructure and hence the
management solution should use whatever knowledge available at the overlay.
Knowledge of the IP network topology can be used to detect and recover from
errors, however even when such information is not available, the overlay

network should keep functioning at high performance and at minimum cost.

e Security: the security requirements for autonomic operation of SSONs include
traditional security objectives, such as authentication, confidentiality and
integrity. The lack of a central entity makes security hard to achieve. In the
absence of a central entity that assigns identifiers, it is extremely hard to achieve

a high level of trust among participating nodes of the overlay.

An autonomic management solution for the management of SSONs should take into
consideration the aforementioned properties and characteristics of SSONs. A novel
management architecture should conform to IBM’s control loop that consists of
monitoring, analysis, adaptation and execution components to achieve specific goals set by

human administrators.
3.5. Summary

This chapter discussed the different schemes for network management, ranging
from traditional solutions to autonomic architectures that attempt to add a degree of self-
management to communication networks. Overlay networks were used to overcome
different challenges facing networks management including the increased heterogeneity
and complexity of devices. With the emergence of SONs, overlay networks are used to
build a delivery path for transporting media across nodes in the network based on some
QoS/QoE guarantees. Because of the characteristics of overlays, namely node churn,
movement and their highly dynamic behavior, it would be impractical to manage them

using traditional network schemes. Moreover, the co-existence of multiple SSONs with
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different requirements poses another challenge to their management. Nevertheless, it is
necessary to come up with a global management solution for these overlays to guarantee
their efficiency and ensure optimal operation without wasting resources at the underlying

physical network.

The fundamental purpose of autonomic management is to allow systems to achieve
certain goals with no or minimal human intervention. This is achieved through cooperation
and self-organization of different system components. An SSON consists of a mixture of
nodes that differ in terms of hardware, software components, storage and processing
capability. For these reasons, some nodes will have limited capabilities and will not be able
to take part of the management process. Other nodes might be selfish and prefer not to

waste their resources in running algorithms that consume CPU power.

Moreover, the management solution must be robust against nodes movement,
failures and churn. Changes in topology and nodes’ resources during the operation of an
SSON should also be taken care of without, or with minimal service disruption. These and
other issues, such as security and scalability, make the management of SSONs challenging.
However, an autonomic solution will be greatly beneficial to the operation and deployment
of SSONSs, because it provides management at reduced cost and increased efficiency. In this
work, we first propose a distributed architecture for the autonomic management of SSONSs.
We present the different components and modules included in the architecture as well as
their functionalities. We then propose a distributed algorithm for the election and selection
of AMs among the set of available nodes of the network. The algorithm allows nodes to
self-organize to build an efficient management structure to gather and store data in an
effective distributed way. Finally, we show how the architecture can be used to monitor the
QoE of IPTV streams using utility functions. The proposed function enables service
providers running on overlay networks to monitor IPTV QoE of their customers with
minimal overhead and in a light manner. The function is independent of the underlying

physical network and relies on measurements at the overlay to predict IPTV QoE. It also
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provides a way to adapt it to users’ needs depending on criteria such as price, and is shown

to work for different types of videos.
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Chapter 4

An Architecture for Autonomic Overlay

Networks Management

4.1. Introduction

The emergence of the service centric paradigm of the current Internet due to the
introduction of a high number of new services, in particular multimedia services, has raised
concerns over traditional ways that treat networks as "dumb pipes". Charging customers
flat rates for using network resources does not guarantee the return on investment for
network operators. This on its turn holds back network operators from upgrading and
expanding their equipment to offer better QoS to different services. On the other hand, the
lack of expertise of network operators and the non-cooperation from service providers who
refuse to disclose crucial information about their services restrict the emergence of new
services as well as their flexibility. A promising solution consists of separating network
infrastructure management and service delivery to decrease the management complexity. In
parallel to service delivery, there has been considerable development in the network
hardware which has made networks infrastructure more heterogeneous. Hence, a single
service is more likely to be delivered through a wide variety of transmission media for an
End-to-End (E2E) service delivery. This increased heterogeneity represents a challenge to
service providers in meeting customers' QoE expectations. Network failures have also
become more common in modern networks. Overlay networks [4] were introduced to
address the above issues. SSONs in particular represent a promising solution for the
creation and delivery of new complex service through the composition of already existing
ones. This chapter proposes an autonomic management architecture for the discovery,

configuration and management of services in heterogeneous networks.
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4.2. Overlay Architectures

The proposed architecture is based on the essence of autonomic computing to
achieve a certain degree of self-management with minimal or no human intervention. As
previously discussed, autonomic computing refers to self-management characteristics of
distributed computing systems, which adapt to unpredictable changes while hiding the
details and complexity of the system from operators and users. The vital goal of autonomic
computing is the development of systems that are able to perform self-management. Self-
management refers to self-CHOP aspects that are achieved by means of a control loop. This
latter monitors and analyzes the system for faults, and then plans and executes adaptation
strategies. The behaviour of autonomous systems is driven by high level policies that are
business goals, which enable it to make its own decisions, optimize its status and optimally
adapt to changing conditions. An autonomous system is generally modeled with two main
control loops (global and local) that implement self-monitoring capabilities via sensors and

self-adjustment capabilities aided by effectors.

The architecture illustrated in Figure 1 was proposed in previous works [78] [79]. Figure 7
illustrates the network scenario where the proposed architecture is applicable. An
application that originates from a MS is offered as a composition of different services
provided by different MPs to finally deliver the composed service to the client, MC. AN
SSON is formed by selecting optimal nodes to represent MPs that will take part of the
composition process. When a request arrives, a single SSON is built for each user and
therefore the maximum QoS guarantee needs to be provided for each request. The
construction of SSONs makes use of MPs which implement network side functions having
the ability to modify content and services. Examples of services offered by MPs include
caching, adaptation and synchronization [94]. An SSON is composed of three different
types of nodes: multiple MPs, a MS, and a MC. MCs are the actual clients that request
media services. MSs are sources of media flows from which MCs receive the desired media
services. MPs offer a particular type of service to users. SSONs are created to offer new

services originating at the MS by composing existing ones based on the technical, QoS and
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QoE requirements of the client. In this chapter, we propose an architecture that has
provisions to further improve node selection and service compositions besides providing

means for autonomic management of the whole overlay, which includes the complete ACL.

MEDIA PORT

MEDIA SPACE

MOBILE INFORMATION SERVICE

MEDIA SERVER

MEDIA STREAMIG SERVER

SERVICE SPECIFIC
OVERLAY NETWORK
END USER 1 (SSON)

AN

MEDIA CLIENT

CACHING SERVICE

ADVERTISEMENT SERVICE

Figure 7: Network Scenario for Multimedia Services [95]

4.3. Proposed Architecture

This section outlines and describes the different functionalities, modules and
components of the proposed autonomic architecture to manage media delivery in overlay
networks. Some of the components of the proposed architecture were briefly discussed in
our published work [95], and will be elaborated more herein. In addition, this section
explains how the design goals are met by the proposed architecture. The use of overlay
networks eases the separation of services management from the underlying hardware

complexities and heterogeneities. It also enables the seamless management of different
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networks and the realization of the previously mentioned business model. In this
architecture, a fully decentralized management approach is adopted in order to meet the
goal of scalability, which also introduces global and local control loops to facilitate the
management tasks of both networks and services. Figure 8 demonstrates the proposed
autonomic overlay management architecture. As it can be seen, the scope of the
architecture is restricted to the management of overlay and SSON only. Each SSON forms
a media space consisting of a single MS where the media resides, a number of MPs that

alter the media according to the requirements, and a MC where the media is played.
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Each MP is an autonomic component that consists of an AM. Therefore, each MP's
functionality completes a local ACL. Therefore, there is no central entity in the
architecture. Sensors present in each MP provide the necessary data to the managers. AMs
analyze this data to monitor and update the state of the managed elements. The status and
the location information of each MP in the network are stored in a decentralized DHT.
When an MP is looking for a specific service, it queries the DHT to locate MPs offering

that particular service.

The overlay network is composed of nodes organized in both structured and
unstructured topologies. In structured overlays, nodes are organized following specific
criteria and algorithms, which leads to overlays with specific topologies and properties.
They typically use dynamic hash table-based indexing, such as in the Chord system [21].
Unstructured P2P networks, on the other hand, do not organize themselves according to
algorithms or optimization of network connections. Unstructured overlay networks can be
easily constructed with nodes forming random overlay links. However, they greatly suffer
when a peer is looking to acquire some data. The query is flooded into the network to find
the node holding the needed data. If the service clients are looking for is not popular, then it
is less likely that it will be found in a node close to the requester. As a consequence, this
operation will result in the exchange of a high number of messages that would eventually
consume significant bandwidth in a wireless network besides the operational overhead.
Additionally, since there is no correlation between the requested service and the
corresponding MP, there is a high chance that the search will be unsuccessful. The use of
structured overlay networks overcomes many of the limitations of unstructured networks.
DHTs are used in structured overlays to distribute content in the network and offer efficient
lookup and retrieval times. The main disadvantage of structured overlays is the high
number of messages exchanged between peers to stabilize the network, maintain
connectivity and restore links that fail when nodes leave the network unexpectedly. This
represents a major limitation for highly dynamic mobile environments where nodes leave

the network at will and new nodes join the network constantly.
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4.3.1. Media Port

A MP offers a particular type of service to users like caching, synchronization video
encoding/decoding and content insertion. Our work does not assume a specific service
description. Services can be described using standard Web Service Description Language
(WSDL) [96] for example, and extended with semantic meta-data. For simplicity, a MP
service can be described using a service identification ID, an input I, an output O, and the
function f that the service provides. Using this simple representation, a service S always
receives [ and produces O as a result of applying f on I. Each service used incurs a cost,
and each MP provides one or more services. We assume that the media end points do not
alter the media flow to avoid overloading servers with too many requests or clients with
limited capabilities and processing power. Therefore, they are described using their [ and O
only. For a MC, I refers to the possible input format, and O refers to the content output
channel (e.g., Display). For a MS, I refers to the content input, and O refers to the encoding
scheme. Using this simple description scheme, a MC requesting content from a MS can be
served directly only if the input I of the client is compatible to the output O of the server. In
the case of non-compatibility, a MP (or perhaps more than one) has to be inserted between
the MS and the MC to establish the media delivery. Given an input media I and a requested
output media O, the problem is to find a set of services (or MPs) that transforms I into O
and minimizes or maximizes a cost criterion. The result is that the MPs are chained to

process the media flow.

MPs can be described according to their input and output ports: single, splitters or
joiners [97]. Single MPs have only one input port and one output port. They take a media
flow as input and transform it into a different output flow according to the service function
that they offer. Splitters have one input and several outputs. They take one media flow as
an input and produce a number of output flows. A splitter might for example take a video
as an input and produce audio and video as an output. Joiners have several inputs that they
merge into one output. Similar to the previous example, a joiner might take an audio and a

video flow as input and produce a video flow as its output. Services can therefore be
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independent, or partially or completely composed. Independent MPs can perform a service
without the help from the other MPs. Partially composed MPs consist of at least two MPs
where the output and inputs of the first can be composed with some of the inputs and
outputs of the second. They are partially composed in the sense that they need the other
MPs to provide a complete service. Completely composed MPs are made up of at least two
MPs where all the output and input ports of the first are composed with all the input or
outputs ports of the second. Also, completely composed are MPs where all the outputs of
the first are composed with some of the inputs of the second and where the remaining
inputs are composed with all the inputs of a third MP. In other words, completely

composed MPs are those that provide a complete service.

Each overlay node is a potential MP. Each one of them is equipped with an AM. As
illustrated in Figure 8, an AM handles both the overlay's and the SSON's functionalities. An

AM consists of a Monitor, an Analyzer and Planner, and an Executor.
4.3.2. Autonomic Manager Monitor

The monitor is responsible for collecting necessary measurement of the
environment that are of significance to the operation of SSONs. Sensors retrieve any
required information including common operations such as CPU and memory usage, the
number of packets and bytes coming in and out of network interfaces, and statistics of
storage on a node. Sensors should be able to run independently, making it possible for them
to gather and report data at different rates. They can also be turned on and off if for some

reason the AM responsible for them deems appropriate.

The reader collects all the measurements from sensors either at regular intervals or
as an event coming from the sensor. The converter is responsible of transforming raw data
into a common measurement object. This object contains information about the sensor, a
timestamp and the data retrieved from the sensor. The filterer takes the information from
the converter and filters them before forwarding them to the selector. The goal of filtering

is to reduce the amount of measurement and hence reduce the overhead. This can be
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achieved by only sending values that have significantly changed since previous

measurement. Filtering can be used to trade accuracy with overhead [98].

The selector, aggregator and aggregation controller work altogether to achieve
certain goals, mainly reduce the amount of final measurement data that will be stored in the
knowledge base. The aggregation controller indicates when to perform an aggregation,
what will be aggregated and how the aggregator should proceed with an aggregation. The
when specification causes the aggregator to run in intervals; waking up every X seconds to
perform an aggregation. The what specification defines the time interval for aggregation
such as “the last 10 seconds”. Finally, the how specification represents a function to
aggregate the data. Different functions can be used, such as sum and average. The what
specification from the aggregation controller is fed to the selector. The aggregator
aggregates any selected data the selector presents using the how specification from the

aggregation controller and hands over the result to the forwarder.

The forwarder inserts the final aggregated data into the knowledge base by
forwarding it to the node responsible for storing it. Using this approach, we can make use
of the advantages of DHTs, mainly efficient storage and lookup times, to efficiently insert
and retrieve data. The distribution of data across nodes in the network eliminates a single
point of failure and distributes the load over the network. Moreover, when nodes that store
data fail, we do not lose all the gathered information as would be the case with a centralized
approach. Replication and maintenance mechanisms such as [99] can be used to increase
system resiliency. The specifications of the aggregation controller are determined from the
high level objectives fed by administrators. The information is gathered and processed by
the monitor for presentation to the analyzer and planner components. It is then analyzed for
any problems, misconfigurations, and possible optimizations in order to improve the

operation of services.
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Figure 9: Media Port Sensor

Figure 9 illustrates a sensor, which consists of a Resource Manager (RM), a
Performance Manager (PM) and an Energy Manager (EM). A RM senses the usage of
resources within a MP such as storage space, processing power and main memory. RM is
used to obtain the availability of resources in a MP. PM keeps track of the performance
level of the services a MP provides. An EM on the other hand evaluates the energy
consumed by a MP based on resource usage data and Energy Profiler (EP). EP is a table
that gives the energy consumption for different levels of resource usages. The sensory

information is stored in the Context Manager (CM).
4.3.3. Autonomic Manager Analyzer and Planner

The gathered data is analyzed by the analyzer based on high level objectives to
deduce relevant information. Basically, it examines the current performance, detects
relevant events and predicts the future state of the network. The optimization engine strives
to improve the performance of services and the network as a whole. The event analyzer
discovers pertinent events that indicate degradation of QoS and QoE. The prediction engine
predicts the future state of the network to minimize or avoid service disruption and correct
problems beforehand. These components report directly to the self-adaptation planner
which constructs adaptation plans based on the situation identified by the analysis process.
Once a plan has been calculated by the planner, it is checked against any conflicts that
could arise from its execution. The conflict checker examines the impact of the plan on the

operation of other SSONs, and makes a decision on either passing the plan to the executor
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or to the conflict resolver. This latter attempt to rectify the situation by altering the plan,

and then passing it to the executor.
4.3.4. Autonomic Manager Executor

The executor reconfigures the managed elements based on the output of the
analyzer and planner components, and communicates with other AMs via the autonomic
communication channel. Before the executor can perform any re-configurations, including
sensors re-configurations (such as turning them on and off), it checks with the authorizer to
make sure that it has the proper privileges to do so. In addition to performing re-
configurations on managed elements, the executor is also made up of other components for
self-management. These components ensure proper operation of the overlay by building
overlay links, managing neighbors’ relations, finding new routes and handling service and

message requests received from neighbors.
4.3.4.1  Self-Organizer

The self-organizer aims at building the DHT-based overlay network for information
storage and retrieval. It is also responsible for organizing the nodes in a fully distributed
manner to improve the collection and access to gathered information as well as prompt

service and resource discovery for service composition.
4.3.4.2 QoS Handler

QoS Handler (QH)’s responsibility is to evaluate the QoS (service delay) levels of
services a MP provides based on the inputs from RM and PM. QoS of each MP is evaluated

QoS Handler
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Score Node
SlosRes Lacelale Analysis Classifier

Figure 10: QoS Handler
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based on the score assigned to the respective overlay node, based on a number of criteria
which includes stability of the nodes, load on the node, energy efficiency, QoS levels and
security [100]. A virtual chord like structure is maintained based on the scores given to
overlay nodes, where nodes with high scores are in the center and the lower the score is, the
farther the node is from the center of the chord structure. The SSON is built by optimally

selecting MPs that form the path from MS to MC and also facilitate service composition.
4.3.4.3  Overlay Builder

This module, as illustrated in Figure 11, is responsible for positioning the MP in the
overlay and hence building the overlay network in a distributed manner. The formation of
the overlay network is performed in three stages: initialization, sub-Chord formation and
extension, and promotion-based stabilization and overlay management as discussed in

[100].

Overlay Builder

C Media Port Organizer )

Message Handler Message Handler
C Connectivity Handler
C Media Port Initializer )

MP
Status

Figure 11: Overlay Builder

4.3.4.4  Route Finder

RF is responsible for finding the best possible route from MS to MC connecting a

number of MPs to facilitate effective service composition. In the work presented in [79],
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search for MPs to form a composition was performed based on three assumptions: The
location of the MC is known, the location of the MS is known, and the search for MPs is
performed in the direction emanating from the MC towards the MS only. Location
information is provided by the CM. Using this, any node's RF receiving a query will
forward the query to local nodes only if it is within a certain degree a. The angle a
represents the maximum search scope for possible component services. This value depends
on the locations of MC and MS. This approach, in general, avoids sending queries to
regions of the network where answers are not likely to be found. However, in wireless
mobile networks, the dynamic movement of nodes at the network layer may result in an
unequal distribution of MPs at the overlay level. We may end up with high density regions
where a large number of diverse MPs exist while the other regions may have them sparsely
located. In the latter, it is highly likely that the search degree must be continuously

increased until all component services are found.

In recent work [100], the limitations of the previous solution is overcome using two
methods. The first is by providing a hybrid lower overlay structure. The second is by
dynamic node promotion and demotion according to the node score. These two methods
result in a circular MP space consisting of MPs and MSs that is further reorganized by the
MP Organizer module residing in Overlay Builder (OB) of MPs based on the types of
services provided. As a result, MP initializer modules of the nodes arriving in the network

must first determine the overlay region they must join.
4.3.4.5  Authorizer

The Authorizer module is responsible for authorizing the other MPs for receiving
and providing services. This is performed mainly to penalize free riders and nodes with
malicious behavior. It is based on the trust the respective node has earned from the past
negotiations. If the trust score is above a predetermined threshold, then the communication
with the corresponding MP is authorized. Such a communication is disallowed if the

threshold trust level is not met. Trust score is assigned based on the history, i.e., the more a
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node has provided the required services in the past, the higher the score is. It is evaluated as

follows:

Number of Service Deliveries

Qtrust - Number of Requests (1)
The authorization condition is given as follows:
1,if Q¢ > T,
A x) = ) rust .trust. 2
(x) { 0, otherwise )

where, Tis¢ 1S the threshold trust value. More advanced trust schemes based on building
reputation for different nodes have been proposed in the litterature and can be used instead

of (1). Examples of trust management schemes in overlay networks can be found in [101].
4.3.4.6  Session Handler

The Session handler module is responsible for establishing an overlay session to
initiate an end user application process, maintaining it and terminating it. Session handler's
main task is to uphold the end-to-end QoS levels of the applications. In cases where there is
a drop in the QoS levels, session handler indicates that to Service Handler which does the
necessary service specific configurations to keep the QoS at the desired level. This module
i1s also responsible for triggering Route Finder (RF), when there is a failure in the

established path, which in turn finds an alternate path.
4.3.4.7  Service Handler

The Service Handler manages the services MS and each MP provide by
appropriately configuring them to meet users' requirements. This includes altering the

resolution of the video provided.
4.3.5. Knowledge Plane

Knowledge Plane (KP) is responsible for providing the autonomic computing with

the required knowledge. The knowledge to form KP in a distributed manner is provided by
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the context information, ontologies and the set of policies. An ontology is a "formal,

explicit specification of a shared conceptualization" [102]. In the context of autonomic
network management, [52] define ontology as: "a formal, explicit specification of a shared,
machine-readable vocabulary and meanings, in the form of various entities and
relationships between them, to describe knowledge about the contents of one or more
related subject domains throughout the life cycle of its existence". An ontology provides a
shared vocabulary, which can be used to model a domain that is, the type of objects and/or
concepts that exist, and their properties and relations. KP infers or generates new
knowledge from the acquired knowledge, which then goes through a thorough analysis for
conflict detection and removal to maintain consistency. Extensive analysis produces the

finalized knowledge.
4.3.5.1  High Level Objectives Base

The high level objectives base is a repository where high level objectives (business
goals) are stored. One of the main goals of autonomic management is the elimination or
minimization of user intervention. Users and administrators input high level business
objectives in the form of policies. The repository serves as ground for initial configuration
of network components and directs the operation of other autonomic elements. As depicted
in the proposed architecture, the high level objectives are used by the monitor to set up the
aggregation controller, by the analyzer and planner to understand what is desired, and by

the executor to lead the operation of its different components.

4.3.5.2  Knowledge Base
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The knowledge base stores the aggregated collected data, referred to as knowledge.
Overlay networks are characterized by being highly dynamic, heterogeneous and
experience random churn. Since there is no central entity in an overlay network, a
centralized knowledge base would not be practical and would suffer from many
disadvantages, mainly a single point of failure. We propose the use of DHTs to build and
maintain a knowledge base distributed over the overlay. An election scheme is used to
choose the best nodes available in the overlay to become AMs and form a DHT-based
storage/retrieval system. A knowledge base can vary in complexity from a plain database
into more complex expert systems with built-in reasoning methods. The details of a
knowledge base are out of the scope of this paper. However, Samaan et al. [103] provide a

summary of the requirements and characteristics of an autonomic knowledge base.
4.3.5.3  Context Manager

The Context Manager (CM) architecture is illustrated in Figure 13. The
responsibility of CM is to provide network state information from the monitored data. CM

is equipped with the necessary intelligence to obtain service level status information from
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Figure 13: Context Manager
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the device level status information. This is processed by gradual inference of statuses at
different levels. At the very bottom level, CM acquires the status of network resources from
the monitor. It then gathers the status of services provided by MPs, e.g. QoS, and their
inter-relationships. Finally, the composite service status is obtained from the status of

individual services. Some examples of composite service are QoE and energy usage.
4.3.5.4  Policy Manager

Policy Manager (PolM) is responsible for setting and enforcing a set of policies
required to manage the network system in a desirable manner. PolM consists of Simulator

Manager and Configuration Manager modules.

The Simulator Manager: The simulator manager is tasked with achieving three
major goals: maintaining an accurate network simulation model that closely resembles the
physical network, fine-tune the simulator to achieve a synthesized network performance
that accurately reflects the expected network performance and finally, minimizing the
difference between the desired network performance and objectives, and the actual
measurements. To achieve these goals, the manager is aided with two types of policies to
control the behavior of both the simulator and the overlay scheme, namely the simulation
configuration policies and the actual policies. The former type of policies is employed to
configure the run-time simulator with the required simulation scenarios, while the latter
controls the selection of adaptive policies. The manager also maintains meta-data
describing the static information related to the underlying physical network and the
possible configuration scenarios of the simulator. All the necessary network and service
quality parameters are collected from the context manager and the network to measure the

performance of the network and the overlay scheme.

To maintain scalability, the manager estimates the network and overlay
performance using a number of traffic classes: conversational, streaming, emergency,
interactive and background. Each traffic class is further divided into three different sub-

classes each with a different priority: high, medium and low. These classes are also used as
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the basis for defining various overlay configuration policies. The MP Sensors scan the
environment to detect any changes. Examples of performance evaluation measurements
are: throughput, jitter, end-to-end delay and error rate. Indications of performance
degradation trigger a set of simulation configuration policies that execute a number of
simulation runs testing one or more new policies. Obtained simulation results are used as
indicators to either perform further simulations or to communicate the new policies to the

configuration manager.

The Configuration Manager: The Configuration Manager maintains a list of
currently active configuration policies communicated by the simulation manager and used
to configure the overlay network. Once the simulation manager communicates a new set of
overlay configuration policies to the Configuration Manager, the new policies are

automatically mapped to configure the running overlay scheme.
4.3.6. Multimedia User Interface

Multimedia User Interface (MUI) resides in MC (e.g., STB) to facilitate a user's
interaction with the application in terms of selecting the desired application and content and
providing ratings on his/her experience and content. Typically a MUI is equipped with a
display screen (e.g. TV) and a controller (e.g. infrared remote control) to control the

application.
4.3.6.1  User Feedback Manager

User Feedback Manager (UFM) is a software that resides in the MC to enable users
to provide ratings on the content and applications. Users are provided with the rating option
in a pre-determined range (e.g., 1-10) on MUI, where they can cast their ratings via the
controller. Users' ratings are taken into account to determine the popularity of content and
reconfigure the application specific settings to provide the level of service that is as close as
possible to users' expectation. For example, the popularity P(C;) of content C; based on

user rating is given by:
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m
Lj=17j

P(C) = (3)

where, m is the number of users that have provided their ratings and 7; is the rating given
by the user j. User ratings on the service quality are taken into consideration to increase the
popularity of content and optimize the future use of network resources using caching or
replication schemes. Popularity of content can be calculated based on an interval in order to

get relevant and up-to-date ratings.
4.4. IPTV Use Case Scenario

This section shows how the architecture can be deployed in a modern IPTV
Network Scenario. Let us consider the scenario of delivering VoD only, for simplicity. The
architecture is however, applicable to the other multimedia services such as live streaming
as well. Figure 14 illustrates the proposed architecture for an IPTV environment. Service
delivery is initiated by the users from the end user devices (laptop, PDA, STB), where users
request for video content from the list of advertised videos on MUI. We assume that the
MC is aware of the nearest MS to send the requests to. Once the nearest MS is known, MC
attempts to establish a path from MC to MS. The establishment of the path is performed as
explained in the previous section. In case of a VoD request, the location of the content is
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found in the same way an MP offering a particular service is found. This mechanism
replaces the customary way of querying a server, thereby eliminating the centralized
approach. The type of content is taken into account to narrow the search. Now, this server
is the MS of the SSON and begins forming a complete SSON by finding the appropriate
MPs to from the path from MS to MC (the client device). MPs perform caching,
synchronization and encoding functionalities to deliver the desired type of client device
compatible video to MC. These services are managed and configured by the AMs
managing the respective MPs. Device Information Server (DIS) identifies the type of
device (for e.g., the type of mobile phones can be identified from the identifying number of
each phone), and performs the appropriate encoding to deliver the device compatible

version of the video.

QoE Monitor is a software supplied by the service provider that resides on the client
device, which evaluates the QoE of applications as perceived by the end user. This is
performed as explained in the previous section. These QoE levels are then fed to the AM as
a feedback. Managers adjust policies appropriately to deliver the desired QoE to the end
users. Refined policies are then fed to all the relevant AMs of MCs to adjust their behavior
appropriately for the new set of policies. The configurations with respect to the SSON are
then fed to overlay builder which does the necessary amendments to the SSON. An
example of such an amendment is rerouting video streams due to congestion or failure. The
business goals are fed to the managers by the administrators. Feedback control loop

established here guarantees that the actual result is as close as possible to the desired result.
4.5. Summary

This chapter proposes an autonomic architecture to support the delivery of media
services on the overlay, where SSONSs are built to deliver user requested services with QoS
guarantee. Different components are described to allow seamless creation of SSONs to
provide customized services based on users’ needs and requirements, as well as the current

state of the network. Shared ontologies are used to give the semantics of the network
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components whereby tackling the heterogeneity issues stemming from network
infrastructure. The proposed architecture is highly distributed solving scalability issues, and
relies on DHTs to store and access knowledge in an efficient manner. The different
autonomic managers present in the network self-organize to divide the management load.
In the next chapter, we present an election scheme for the election of AMs among the set of
available nodes making up the overlay network. We also present a highly distributed
algorithm for assigning nodes to AMs under certain criteria so that the gathered data

reaches AMs in a timely manner and error free.
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Chapter 5

Self-Organizing and Self-Adapting
Overlay Networks for Autonomic
Management

5.1. Introduction

SONs generally provide the QoS needed for applications such as online gaming,
multimedia streaming and VoIP. For some applications, the number of nodes making up an
overlay network may reach millions: Skype claims 30 million users at peak times [104].
The nodes’ increased heterogeneity and mobility, as well as the fact that nodes join and
leave the network at will, pose challenges to service providers in meeting customers’ QoS
and QoE expectations. The management of such dense and highly dynamic environments
requires a comprehensive solution that provides both constant monitoring of network
resources and efficient algorithms for the detection and recovery of anomalies. The use of
autonomic computing principles to achieve a degree of network self-management with little
or no user intervention represents a promising solution for network and service providers.
In the notion of autonomic computing, each AM is responsible for managing one or more
elements. A node reports information gathered by its sensors to the AM with the goal that
data are delivered intact under minimal delays. Receiving information in a timely manner
enables the managers to build an accurate view of the current network state. We propose a
game theoretic approach to solve the AM selection problem that can arise. Overlay nodes
self-organize to form a management architecture where each node selects an AM to manage
it with the goal of efficient network performance. To do this, we use a modified regret

matching scheme. The advantages are that the scheme is highly distributed and incurs very
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limited overhead. More importantly, it adapts the selection dynamically to the time-variant

state of the network.
5.2. Autonomic Management of Overlay Networks

The Service Specific Overlay Networks architecture is illustrated in Figure 1. We
recall that SSONs are composed of three types of nodes: Media Servers, Media Ports , and
Media Clients. MCs request media services from MSs, the sources of media flows. Every
MP offers a particular type of service. MPs have the flexibility to modify content and
services such as caching, adaptation and synchronization. SSONs are built by composing
services based on the technical, QoS, and QoE requirements of MCs. An SSON is built for
each user when a request arrives by selecting nodes that optimally represent MPs. Figure 3
illustrates the Autonomic Control Loop (ACL) introduced by IBM. The idea is that
autonomic systems manage themselves automatically, as the human nervous system does,
by controlling complexity based on high-level objectives. This self-management consists of
the four previously discussed principles, collectively referred to as self-CHOP: self-
Configuring, self-Healing, self-Optimizing and self-Protecting. Sensors and effectors are
essential to the architecture of any AS. An AM creates an ACL by monitoring behavior
with sensors and then analyzing it against past and current data. The manager then plans the
required actions and uses effectors to execute them. An AM can be responsible for
managing more than one element. Information gathered by sensors is sent to monitors for
further processing (such as filtering and aggregation) before it is made available in the
knowledge base. The knowledge base is distributed among overlay nodes by Distributed
Hash Tables with their advantages of lookup time, decentralization, robustness and load

balancing.

Every overlay node in Figure 1 implements the ACL in Figure 3 to provide
autonomic management of the whole network. This does not mean that each node is active
in the management tasks. A smart phone, for example, might not have enough storage and

power resources to store and process sensed data. A battery-powered device might reduce
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its lifetime if included in the management process, and this could cause it to stop offering
its services. The number of active AMs at any particular time is therefore limited to a
subset of nodes. A node must then pick an AM to manage it that will result in the lowest
end-to-end transmission delay, processing load and link error ratio. A centralized solution
would provide the optimal selection of AMs. But it would be very expensive to compute
with a large number of nodes. It would also be inefficient due to the dynamic nature of the
network in which nodes join, leave and move at will. In addition, the computation of a new
solution would be necessary for any slight change in the characteristics of nodes and links.
An alternative solution is for a node to pick the closest AM as its manager. Although this
solution is simple and easy to implement, it does not necessarily give good results. For
example, if an AM is located in a highly dense area, it can become overloaded. To
overcome these problems, we propose the use of a game theoretic approach using a
modified regret matching procedure. Our proposed scheme is highly decentralized, incurs

very little overhead and adapts to changing network conditions.

A number of studies have been carried out to manage networks and services using
AC principles. Strassner et al. [52] proposed the FOCALE architecture that uses models
and ontologies to represent knowledge. A model-based translation module is located in the
middle of the architecture to overcome heterogeneity at the network stack. Additional
modules address different aspects of autonomic network management. Liakopoulos et al.
proposed the GANA architecture [53] as an approach for implementing self-monitoring
functions in autonomic networks. GANA uses P2P techniques to improve performance
monitoring and resource management. Each node monitors its local state and
communicates with its peers. A hash function is used to store information based on the IP
addresses of nodes. Tang et al. proposed techniques and algorithms to create an optimal
event monitoring and aggregation infrastructure called MOON [93]. MOON aims to
minimize the monitoring latency and event aggregation cost while taking into consideration
the large-scale geographical and network distribution of overlay nodes. Nodes are clustered

based on their geographical location and organized in such a way that monitoring
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information is disseminated with minimal time and cost. Castro et al. [67] proposed initial
work towards the formulation of a network monitoring overlay. They define representative
measurement points, remove redundancy using metrics composition and introduce a simple
active measurement methodology. Chen at al. [92] proposed an algorithm to select a subset
of overlay links, to monitor losses on them and, from this data, infer the loss rate on other
links. Leitao et al. [105] proposed Hybrid Partial View (HyParView), a fully decentralized
membership protocol that builds and maintains an unstructured overlay network. The
protocol was designed such that load is distributed in the system and every component is

monitored by at least one monitor at any time.

Previous work assumes that all nodes have enough resources to take part in the
autonomic management. However, a node may correspond to a portable battery-powered
device with very limited resources. In this case, the node may be unable to process data at
the required speed. The management tasks could also drain the device’s battery if CPU-
hungry algorithms that consume power are running. The previous solutions also ignored the
dynamic nature of overlay networks in terms of the arrival, departure and movement of
nodes. Our highly distributed self-organizing algorithm is proven to converge to the set of
correlated equilibrium as time goes. According to [106], a correlated equilibrium is
“nothing other than a Nash equilibrium where each player may receive a private signal
before the game is played (the signals do not affect the payoffs; and the players may base
their choices on the signals received). This may be equivalently described as follows:
Assume that the signal of each player i is in fact a “play recommendation” s* € S¢, where
the N-tuple s = (5%);ey is selected (by a “device” or “mediator”) according to a commonly
known probability distribution. A correlated equilibrium results if each player realizes that
the best he can do is to follow the recommendation, provided that all the other players do
likewise”. The actions of each node represent an optimal reaction to its environment and
the actions of other nodes. The algorithm also adapts to the time-varying state of the
network, including the mobility and the churn of nodes. Each node is autonomous and does

not need to exchange any information with other nodes. The overhead incurred by the
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algorithm is very limited. Before presenting the proposed manager selection algorithm, we
first describe how AMs are chosen from amongst the set of nodes to be the most powerful

and stable ones.
5.3. Promoting and Discovering Autonomic Managers

We assume that wach node has an address necessary for message exchange. In
addition, nodes have a profile containing additional relevant information for the definition
of an overlay network, such as Node ID and geographical location. We assume that end-to-
end delay between two nodes is directly proportional to geographical distance. Given a set
of AMs and based on this information, a node can calculate the geographical distance to all

AMs and select the top [ AMs that constitute smaller end-to-end delay.

In order for service nodes to select an AM, they obviously need to get hold of the
list of active AMs present in the network. Since AMs form a DHT structure to store the
retrieved information, we propose to insert the list of AMs in the DHT structure itself and
make it available through querying the DHT protocol. Nodes that become AMs update the
list with their IP address. Likely, when an AM leaves the network or when a node finds out
that their corresponding AM crashed, it updates the list accordingly. AMs are chosen from
the list of available nodes based on different criteria of available resources including
processing power, storage space, high speed broadband connections and high node degree.
However, the most important criterion is node stability. It is a combination of both node’s
mobility and uptime time. Choosing stable nodes to be AMs has many advantages. First,
the AM list is rarely updated, saving bandwidth and overhead of constantly adding and
removing AMs. Second, the information gathered and stored by AMs remains intact for a
long period of time. When an AM leaves the network, it should first transfer the data it
stores to the new AM responsible for it. By choosing stable nodes to be AMs, we minimize
the number of times this procedure occurs, and hence save bandwidth. In order to protect

the gathered data in cases where an AM leaves the network (intentionally or
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unintentionally), we propose the use of replication and maintenance mechanisms such as

[99].

The promotion of a regular node to become an AM is based on different factors
representing the characteristics of overlays. In fact, for overlay networks to be fully
autonomic, they must be able to store the gathered knowledge in a distributed manner. We
propose the use DHTs to store and retrieve data because of their advantages, namely
scalability, decentralization and resiliency to node churn. Many DHT-based protocols for
content storage and retrieval have emerged in the literature (e.g. Chord [21], CAN [29],
Kadmelia [107], Pastry [30] and Tapestry [108]). Network variations in terms of
unexpected nodes arrivals and departures pose a limitation on the performance and
availability of DHTs. At best, node churn degrades the performance of DHTs due to the
reorganization of keys, which consumes bandwidth and CPU. At worst, it causes some data
to be lost. It has been shown in [109] that the use of DHTs becomes viable only when peers
stay up for days. Having unstable nodes promoted to AMs not only affects the DHT
protocol, but could also negatively disturb the management of deployed SSONSs, causing

service degradation and customer dissatisfaction.

Only stable and powerful nodes are promoted to AMs. The capabilities of overlay
nodes range from powerful servers to smart phones with limited resources. AMs
responsible for managing other elements must be powerful enough to run sophisticated
algorithms in a timely manner. As nodes join the network, powerful ones are identified and
promoted to AMs in a distributed manner. AMs then form a DHT structure based on the
protocol used to store and retrieve gathered data and inferred knowledge. We decided to
use Chord as the DHT protocol for illustration purposes only; any other DHT protocol can

be used. We divide nodes in the overlay into three types:

e Autonomic Managers (AMs) are nodes with highly available resources,

currently active in the management process. As opposed to traditional networks
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management schemes where managers are static and pre-assigned, the number

of AMs should depend on the network and service load.

Potential Autonomic Managers (PAMs) are nodes that have the capabilities to
become AMs but are not needed for the time being. As load increases, PAMs
are invited to join the AMs group in order to minimize and distribute the
management load. PAMs represent the next best nodes in terms of stability and

available resources after the set AMs.

Battery Powered Devices (BPDs), on the other hand, are nodes that are battery
powered. Such nodes constitute laptops and smart phones with limited
resources, and hence do not perform management functionalities in order to

maximize their lifetime and avoid draining their battery.

AMs and PAMs have the following characteristics:

Are stable and have a long life span. According to [107], [110], [111] and [112],
the longer a node stays in the system, the more likely it will remain online for
longer periods of time than newly arriving nodes. Stability is directly related to

the node’s arrival time.

Have an adequate level of available resources to be able to manage one or more
autonomic elements. Basically, they should have a low load, low mobility
probability [113], high CPU and memory capacity, high storage space, and high
node degree with broadband links.

We introduce a new metric called the Performance Index (PI) that is a function of

all of the above. The more powerful a node is, the higher its PI. Nodes with high Pls are

promoted to AMs and start collecting and storing data from the managed elements using

the DHT protocol. The number of AMs present in the network at a certain time depends on

the total number of nodes being managed as well as the number of deployed SSONs. By

choosing only stable nodes to be AMs, we minimize the churn and failure rates of AMs and
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ensure that the data they collect and store will remain intact for long periods of time. This
helps reduce the overhead of maintaining the DHT-based structure and avoids wasting
bandwidth for transferring data from leaving AMs to new AMs. PAMs differ from AMs in
two ways. First, they are on standby mode waiting for a chance to become AMs. This can
happen in two cases: as more nodes join the network or as new SSONs are created, the
management load increases calling for more AMs. In this case, an overloaded AM sends a
request to the PAM with the highest PI under its management authority. This latter
becomes an AM and joins the DHT-based structure as a successor of its ex-AM. This
enables the join process to be quick and use minimum message exchange. Nodes then
connect to the new AM using the algorithm described next. Similarly, when the
management load decreases, the AM switches back to becoming a PAM in order to release
its resources for other purposes. PAMs play another important role: they are queried on-
demand by their corresponding AMs to perform certain non time-critical tasks. This allows
AMs to focus on real-time management of currently deployed SSONs, such as monitoring
the QoE of a live IPTV stream. PAMs also serve as back-up storage of their corresponding
AMs in order to avoid losing the management data in case of unexpected AMs failure

(which is implausible).

When the overlay network is initially created, the first nodes joining declare
themselves as AMs and start forming the DHT-based structure. Newly arriving nodes self-
organize and select the AM that will be responsible for managing them. It is possible that
initial AMs are not the most powerful nodes in the overlay. In fact, as new powerful nodes
(PAMs) join and become more stable, their PI would become higher than current AMs. In
order to allow a PAM to take over the management tasks of its AM, we introduce a new
metric: the Base Performance Index (BPI). BPI is a fixed score that is calculated from fixed
parameters of a node (such as storage capacity, CPU, memory etc...). When a PAM has a
higher BPI than its AM, it is only a question of time for its PI to surpass its AM’s PI, and
hence switch roles with it. The reason we introduce BPI is to lower the overhead of having

all PAMs periodically query their AMs for PI updates, in a time where they do not stand a
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chance of switching roles. Hence, PAMs with a higher BPI than their AM are the only ones
which query their AM for PI updates. A simple request to switch roles with an AM is
sufficient for a PAM to be promoted. Alternatively, an overloaded AM simply sends a join
request to one of its PAMs to promote it. As previously mentioned, the list of available
AMs in the network can be made available through the DHT protocol being used. That

way, nodes can easily and quickly fetch this list and select an AM to manage them.
5.4. Problem Formulation

The overlay network consists of two different types of nodes: regular nodes and
AMs. Regular nodes are nodes that are incapable of managing themselves and/or other
nodes mainly due to hardware constraints, i.e. they do not have enough processing power
and resources to run sophisticated algorithms in a timely manner. AMs, on the other hand,
are top powerful nodes in the network. An AM is responsible of managing one or more
elements (regular nodes) in the network. Hence, every node will be managed by one single

AM.

Consider a set of AMs M = {M;,M,, ..., M} and a set of regular nodes U =
{uy, uy, ..., Uy}, so that s < n. The delay function D: (U X M) — R¥captures the network
delay between a node and an AM. The error function E: (U X M) - R* captures

retransmission delays due to errors in the link between a node and an AM.

Consider an assignment A : U — M that maps each node to a single AM. We
assume that each node u that selects an AM m incurs a unit of load on m. Denote the load
on m as L(m) £ |{u: 4, = m}|. Define a monotonous increasing processing delay
function, &§,, = N - R*, which captures the delay incurred on AM m by every processed
node. The different AMs can have different processing capabilities which means that they
can have different processing delay functions. The service delay A(u,A) of a node u

according to the assignment A is the sum of all delays:

A, 1) 2 D(u,AW) + 810y (£L(A(W) ) + E(w, 2(w)). 4)
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The cost associated with an assignment A is therefore the maximum delay incurred on a

node:
AMX(A(U)) £ maxyey Aw, 2). (5)

The AM selection problem consists of finding an assignment A* that
minimizes AM%* (}\* (U)). Such an assignment is called optimal. This problem is NP-hard.
Our goal is therefore to derive an algorithm that finds a sub-optimal solution of the problem

within acceptable time, while adapting to network changes.
5.5. Autonomic Manager Selection Game

We propose a fully distributed algorithm that is proven to converge to the set of
correlated equilibrium as — oo . The algorithm is based on a game theoretic approach where
actions of each node represent its optimal reaction to its environment and the actions of
other nodes. Each node is autonomous and does not need to know other nodes’ actions,
which introduces very limited exchange of information and reduces the overhead. The
algorithm also adapts to the time-varying state of the overlay, including nodes’ mobility

and churn.

Game theory has been used to construct many distributed algorithms for different
fundamental problems. We consider the AM selection problem as a game where players
perform a modified regret matching procedure based on their own history [106]. All regular
nodes represent players in the game. The available AMs represent different actions of the
players. Each action is associated with a payoff the player receives. When a node selects a
specific AM to manage it, there is an associated payoff or utility that comes with that
choice. The payoff function is mainly made up of two terms: the end-to-end delay and the
error rate of the link between a node and its associated AM. The end-to-end delay consists
of both the transfer and processing delays. Processing delay models the load imposed on an
AM since overloaded AMs will experience a high delay processing queries. The goal of

each player is to maximize its payoff, meaning that it should choose the best AM in terms
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of minimum delay, error rate and load. The game finishes when equilibrium is reached.
Equilibrium means that all players decide to not change their actions in subsequent rounds

and stick to a final choice.

In this game, players are denoted by a set P = {1,2,...,n}, where n is the total
number of regular nodes. All the available AMs make up the action space of each player,
denoted by a set S* = {1,2, ..., s}, where s is the number of the available AMs per player i.
However, we decide to limit the action space of players to the top [ AMs in terms of end-to-
end delay (which we assume is a function of geographical distance). Upon fetching the list
of AMs, each player ranks them according to the distance and selects the first [ AMs to
constitute its set of actions. This decision was made to allow the game to have small and

steady convergence times regardless of the number of players and actions.

The game is played in discrete time t = 1,2, .... Denote by s! € S the choice of
player i at time t. The payoff of player i in period t is denoted U} (sé,s{ i). According to
[106], the only thing that player i needs in order to play the game is his own payoffs and
actions. He does not need to know the game being played, the total number of participating
players, their choices and what their payoff functions are. The only information available to
each player i is merely his set of available actions S to choose from. We construct the
following payoff function for each node i € P at round t according to the constraints

defined in [106] and [114]:
Ul (sé,st‘i) =w X (100 — Erri(t)) — Delay; (t). (6)

In (6), Err;(t) represents the error ratio of the link between node i and its selected
AM s! in terms of the ratio of packets lost, corrupted or unsuccessfully reassembled as a
response to probing the AM. Delay; (t) represents the average two-way delay, w is a
weight factor to balance the effect of the two parts, and s{ and s;* represent the AM
selected by node i and the AMs selected by all the other nodes except node i at round t.

The proposed function serves two purposes. First, Err;(t) reflects the quality of the link
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between node i and its selected AM at time t. Second, Delay; (t) reflects the quality of the
link in terms of end-to-end transmission delay and the load on the selected AM at time t.
When an AM is overloaded, it would take it more time to process requests due to the
increases in its processing delay. This leads to an increase in the overall value
of Delay; (t). Both Err;(t) and Delay;(t) can be calculated by node i without requiring
information from other nodes, which significantly eases the decentralization of the
algorithm and reduces overhead. A simple mechanism to acquire such information is the
PING utility. PING does not incur much overhead and provides the round trip time and

packet loss rate of the link between two nodes.
5.6. Modified Regret Matching Based Autonomic Manager Selection Algorithm

To play the game, each node performs a modified regret matching procedure [106].
Regret matching simply means that if player i has taken action j at time t, the probability of
playing a different action k at time t + 1 will be proportional to the “regret for not having
played k instead of j”. The regret is defined as the increase in the average payoff that
would have resulted if the player has chosen action k in the past, each time action j was
chosen (and everything else remained the same). The implementation of regret matching
requires a player to observe all past actions that were chosen by all the players. The player
would also have to compute what his payoffs would have been if his actions in the past
were different from what they really were. In [106], the authors show that this level of
complexity is not really needed to obtain correlated equilibria. The regret-matching
procedure is modified in a way that play probabilities are determined from actual
realizations only. A player does not need to know the game he is playing, neither does he
need to know his own payoff function nor the others player’s payoffs. This procedure is a
reinforcement procedure meaning that receiving a relatively high payoff for playing action
j at round t will tend to increase the probability of playing the same action in the next
round t + 1. To summarize, each player plays a repeated game where he only knows his set
of available actions and observes his own actual realized payoffs. He knows nothing about

other players (neither their actions nor their payoffs). The modified regret matching
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procedure is an adjustment to a regret matching procedure [114] introduced in 2000 by the
same authors. The goal of the two works is the same: defining play probabilities for the
next round based on the regrets of the past history of plays. The original regret matching
procedure is modified to allow players to calculate play probabilities based on the previous
received payoffs only. Thus eliminating the need for a player to know other players’ actions
or payoffs, and making it perfect for situations that require no interaction or exchange of
information between players. As we previously mentioned, nodes in the overlay represent
players and AMs represent the set of actions for each player. Proof that the modified regret
matching procedure converges to the set of correlated equilibrium of the game almost

surely as t — oo can be found in [106].
The average regret of node i from j € S* to k € S at round t is defined as follows:
Qi(, k) = max{CL(j, k), 0}. (7)

where:

i 1 ) 4y 1 i
Cé(]’ k) = ; 2‘L'St:s£=k p.l;(k) U; - ? Z‘L'Slf:s%'=j U; (8)

Equation (7) represents an estimate of the average regret of node i at round t for not
having selected AM k every time AM j was selected in the past. It measures the difference
of the average payoff over the periods when k was selected and the periods when j was
selected. p! denotes the play probabilities at round t, (hence pi(j) is the probability that i
chose j at round 7); Play probabilities depend only on U}, US, ... Uf . This means that node i
does not need to exchange any information with other nodes. Thus, the overhead of running

the algorithm is very low.

Each node i selects AM j at round t, then the probability (9) of switching to another
AM k at round t + 1 is approximately proportional to the average regret from j to k; with
the remaining probability (10), the same AM j is selected again. AMs with larger regrets at
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Algorithm 1
AM Selection Algorithm Based on Modified Regret Matching for Node i € P
1: fetch the [ closest AMs from the list of AMs in the DHT-structure

2: randomly select an initial AM st

3: setpi(j) = % for every j € S°

4: for eachround t = 1,2, ... do

5: update the list with the [ closest AMs
6

remove old AMs from S
7 setpl(f) = %for new AMs in S°

seterr = 0,delay =0

9: while round t is not over
10: probe AM s}
11: update err and delay based on probe reply

12: end while
13: use equation (6) to compute ut (sé, St i)

14:  use equations (7) and (8) to compute QL(j, k)

15: use equations (9) and (10) to compute p, 4
16: use play probabilities pf, to select an AM for the next round
17: end for

the current round will be selected with a higher probability at the next round. The regrets

will be reduced over time, as will the average regret of any two AMs for each node.

s = (1 5) min 0105 + g

tYmt
Praa() =1— Zkesi:k:#j Pi1 (k). (10)

where j = s! is the choice of node i in period t. Att =1, we choose p! arbitrarily such

that p! (j) = 6/m’ where m’ represents the number of actions of i. Other variables are
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chosen as follows [106]: 0 < § < 1,0 <y < 0.25, u > 2M*(m‘ — 1) for all i, where M"

is an upper bound on |u‘(s)|for all s € S.

In [106], S. Hart et al. prove that when the game stabilizes, players do not regret
their dynamic selection of actions according to the modified regret-based matching
procedure. In our case, each node attains a certain reasonable payoff (i.e., the lowest error
ratios, the lowest end-to-end delay and a load-balanced AM) against the previous variations

of nodes’ movements, network topology and AM load.

Overall, the local sub-optimal performances of all nodes lead to significant network
performance. With no coordination or cooperation between nodes, the modified regret

matching based algorithm achieves the best result possible.
5.7. Simulations and Results
5.7.1. Discovering and Promoting AMs

5.7.1.1  Simulations Setup

We performed simulations using OverSim [115], an open source overlay and P2P
network simulator based on the discrete event simulator OMNET++ [116]. Chord was used
as the DHT-protocol to store and retrieve data because of its efficiency in lookup times. We
extended the original Chord protocol and call it AutonomicChord in our simulations. A
sample application based on simple request-response type messages was used utilizing the
KBR protocol [117]. KBR provides efficient routing to keys from a large identifier space.
In the simulations, we varied the size of the network from 18 to 1200 nodes, assuming that
20% of the nodes are BPDs with a mean life time of 100s and 30% of the nodes are AMs.
The rest of the nodes are PAMs on standby mode, which get deployed when the load
increases. Simulations run for a total of 1000s. The same Chord settings were set for

AutonomicChord.
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5.7.1.2  Results and Analysis

Stabilization Overhead

w
o

w b
o O

o

18 36 60 120 180 360 720 1200
Network Size

Stabilization Traffic (Bytes/s)
N
o

=@=AutonomicChord =fll=Chord

Figure 15: Stabilization Overhead

Outgoing Join Overhead

A /'~<-=—4=-—F
L S

w
U

w

N
(&)

=
[N

[EEY

o
u

Sent Join Bytes (Bytes/s)

18 36 60 120 180 360 720 1200
Network Size

o

== AutonomicChord =fll=Chord

Figure 16: Join Overhead

98




Figure 15 and Figure 16 compare the stabilization and join overhead of both
protocols. Since AMs in AutnomicChord are stable nodes with very low churn probability,
the network requires very small message exchange to stabilize. Finger table, successor and
predecessor entries are rarely altered thanks to nodes’ stability. However, when unstable
BPDs are made part of the overlay structure as in Chord, they break the structure when they

leave, causing more message exchange to stabilize the structure.

Joining a Chord structure with N nodes and K keys requires O(K/N) keys exchange
and results in extra join overhead. The same applies to AutnomicChord. However, the
exclusion of BPDs and the on-demand introduction of PAMs in the proposed overlay

results in a significant decrease in the join overhead as illustrated in Figure 16.

Figure 17 presents a comparison of the mean sent/received overlay maintenance
traffic between nodes in both networks. For Chord, the high number of nodes included in
the network increases the number of messages that need to be exchanged to maintain links
to the successor, predecessor, and fingers. Moreover, BPDs cause all these entries to be

invalidated as they die and leave the network, which in its turn results in more stabilization
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delay and overhead. The reduced number of nodes (AMs) present within the
AutonomicChord structure, as well as their stability helps keep successor, predecessor and
finger entries intact. This explains the very low maintenance overhead experienced by

AutonomicChord compared to the normal Chord.

Finally, Figure 18 shows the mean one-way hop count, which is the mean number
of hops it takes a message to reach its destination. We see a slight improvement of
AutonomicChord over Chord due to the fact that the total number of nodes in
AutonomicChord is reduced to the needed AMs, whereas in Chord all nodes form the

structure which leads to a waste of resources in low load scenarios.

Using the proposed scheme, overlay nodes self-organize in an autonomic manner to
form a DHT-structure composed of powerful, stable AMs. Each regular node then queries
the DHT for the list of AMs present in the network and performs the proposed game
theoretic approach to select a manager that will be responsible to manage it. We evaluate

the performance of the proposed AM selection algorithm next.
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5.7.2. Autonomic Manager Selection

5.7.2.1  Simulations Setup

OverSim [115] was also used to model overlay networks and was extended to
implement our algorithm. We compared our scheme to a simple solution where each node
selects the AM that is closest in terms of geographical distance (which we assume is

directly proportional to end-to-end delay).

The network setup places nodes in a 2-dimensional Euclidean space. Delay between
any two nodes is assumed to be proportional to the distance between them. The arrival and
departure of nodes from the network was modeled using a lifetime-based churn generator
based on a uniform distribution. Nodes are deployed randomly (given random coordinates)
in a 200x200km field. Nodes’ mobility consists of changing their coordinates to new
random values. Churn and mobility take place every 10 seconds when enabled unless
otherwise specified, while simulations run for 1000 seconds. Simulations were repeated 30
times and the average as well as the 95% confidence levels was recorded. During each
simulation run, AMs were randomly chosen among the available set of nodes. The
percentage of AMs present in the network was set to 20% that of the total number of nodes
in the network and the parameter [ to 10, unless otherwise specified. We chose the

following parameters for regret calculation: w=0.01, §=0.9, y=0.24 and p=

2 (m'-1).

We evaluate the proposed algorithm in terms of four metrics: the load gain,
equilibrium time, error ratio gain and delay gain. Load gain represents the standard
deviation of the load on the AMs. A perfectly load balanced system has zero standard
deviation. The load gain corresponds to the difference in the load distribution between the
proposed algorithm and choosing the closest AM solution. Equilibrium time is the time, in

terms of game rounds, it takes the algorithm to stabilize. Note that for the “cloest AM
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solution”, nodes simply fetch the list of AMs from the DHT and select the closest AM (in
terms of distance, that we assume models end-to-end delay) to be its manager. Error ratio
gain and delay gain represent the increase achieved by the algorithm in terms of link error
rate and end-to-end delay between a node and its corresponding AM compared to choosing

the closest AM.

5.7.2.2  Scalability

In this section, we evaluate the performance of the algorithm in terms of network
size. Basically, we would like to study if the algorithm scales well to larger networks.
Figure 19 illustrates the performance of the proposed algorithm compared to the simple
solution of choosing the closest AM in terms of load gain for the three considered
scenarios. Results clearly show that the proposed algorithm outperforms the closest AM
solution by more than 50% gains. We also note than it does so under node churn and
mobility. Another important aspect is that load gains are almost the same for different
network sizes meaning that the algorithm scales well in terms of load distribution. When

choosing the closest AM in terms of distance (end-to-end delay), AMs that are located in
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highly dense areas will end up serving a high number of nodes. This will cause the load to
be unevenly distributed among AMs in the network. On the other side, using the proposed
algorithm enables nodes to select an AM based on three criteria: error ratio, end-to-end
delay, and load. As more nodes select a specific AM, its processing delays goes up which
causes its probing replies to be delayed. As a consequence, the nodes’ payoffs of choosing
that AM decreases, increasing their probability of switching to another (hopefully less
loaded) AM in the next round. As the game proceeds, the load on the AMs gets evened and
that explains the high gains achieved in Figure 19.

Figure 20 and Figure 21 show the error and delay gains, respectively, achieved
using the proposed algorithm. For the case of delay, we see that the algorithm achieves high
gains that go up to 28%. When choosing the closest AM, nodes tend to minimize the end-
to-end delay of communication between them and their chosen AM. However, the high
number of nodes that connect to an AM add extra processing delays which affect the
communication link between nodes and their corresponding AMs. Although choosing the

closest AM is simple and straightforward; it is not always beneficial as the results show,
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Delay Gain vs. Network Size
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Figure 22: Equilibrium vs. Network Size

especially in highly dense areas. Concerning error gains, results show that the algorithm

achieves gains ranging from 5% to 16% in different network scenarios. Again, we clearly
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notice that the algorithm scales well for large networks and that the gains are almost the

same for all network sizes.

Figure 22 shows the equilibrium time of the algorithm as a function of network size.
The equilibrium time, or convergence time, is the number of rounds it takes nodes to
choose an AM and refrain from changing their decision in future rounds. We notice that it
takes the algorithm more rounds to converge for smaller networks while it takes a less,
almost constant, number of rounds as the network size grows. This behavior can be
explained by the fact that more AMs are present in larger networks, giving nodes more
choices and helping them diverge from choosing the same AM in a small amount of time.
This increases the payoff of nodes and makes the algorithm converge quickly compared to
smaller network sizes. Figure 22 also shows that the algorithm adapts well in the presence
of mobility and churn. Assuming each rounds counts for one second, the algorithm takes
100 seconds in the worst case to converge, while it takes only 18 seconds even for a large
network. In a highly dynamic network where nodes move, join, and leave at will, the
algorithm should be run continuously in order to cater for these changes. However, in more
static scenarios, it is safe to stop the algorithm after a node keeps selecting the same AM
for a number of rounds. Our simulation results show that nodes can safely stop the
algorithm when their AM selection does not change for at least 10 consecutive rounds. The
overhead introduced by scalability consists of added message exchange between nodes and

AMs which we study in the following section.

5.7.2.3  Percentage of Autonomic Managers

The number of AMs present in the network at any certain time depends on both the
number of nodes and the number of SSONs in operation. As management load increases,
more nodes will be invited to take part of the management process. To study how the
proposed algorithm behaves in such cases, we perform the same set of simulations for 500
nodes while varying the percentage of AMs present in the network. The results are drawn

in Figure 23, Figure 24, Figure 25 and Figure 26. As the percentage of AMs increases, we
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notice that the gains as well the equilibrium time decrease. This behavior is expected. When
there are few AMs in the network, nodes will experience a low payoff regardless of the AM
they choose because each AM will have a high number of nodes connected to it. As the
game proceeds, nodes will be switching AMs in each round hoping to find a less
overloaded one. It will take some time for a node to realize that all AMs are overloaded and
that it should select the best one it can find. This also explains the high gains achieved
under such circumstances. On the other hand, as the percentage of AMs increases, the
number of AMs surpasses the number of nodes. This means that not only AMs will not be
overloaded, but some of them will not even be managing any nodes. That is why it takes
only very few rounds for the algorithm to converge in these cases. The same analysis is true

for gains which are also decreasing as the percentage of AMs increases.
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Equilibrium Time vs. % of AMs
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5.7.2.4  Churn and Mobility Rate
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In Figure 27, we study the effect of churn and mobility rates on the performance of
the algorithm. Simulations of a network of 500 nodes were run using the same default
values while the churn and mobility rates were modified from 5 seconds to 90 seconds. A
randomly chosen node is created, removed, or moved to a random position every rate
period. The figure shows the average of the 30 simulation runs. As the results illustrate, the
algorithm performs well under different churn and mobility rates. We notice very slight

differences in the gains achieved as well as the equilibrium time in both scenarios.

5.7.2.5  Size of Actions Set

In order to study the effect of the parameter [, the size of the actions set, on the
performance of the algorithm, we carried simulations with 500 nodes and 20% AMs while
varying [. In the proposed algorithm, the parameter [ represents the number of AMs that
represent the set of actions of a node. Although the network might comprise of say 100
AMs, we propose that nodes do not need to include all AMs in their actions set. In fact, as
Figure 28 shows, doing so causes the algorithm to converge slowly and does not incur

additional gains in load, delay and errors. We calculate [ as a function of the percentage of
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AMs in the network. In Figure 28, we see that the best gains are achieved when only 10%
of the AMs make up the actions set. In fact, when including less than 10% AMSs, nodes
narrow their choices of selecting a better AM which might be far away but might have
better error rates and load. On the other hand, when too many AMs are included in the
actions set, it takes the algorithm more rounds to converge because it has a higher
probability to switching to new AM as time goes by. We conclude that the action set size [
should be set to 10% the number of AMs present in the network, requiring nodes to store
only a few number of entries to run the algorithm. As mentioned earlier, the total number

and list of AMs present in the network can be fetched by querying the DHT protocol in use.

5.7.2.6  Overhead of the Algorithm

Figure 29 draws the overhead generated by the algorithm as a function of the
percentage of AMs in the network. We assume that PING is used to measure links’
characteristics between nodes and AMs and a PING request holds 32B of data. We note
that for a network size of 10000 nodes with 10% AMSs, the overhead is less than 280 KB/s.
As the percentage of AMs increases, the overhead decreases and is less than 1 KB/s for a

small network of 100 nodes with 80% AMs. Note that increasing the game round period
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from 1 second to x seconds also cuts down the overhead by x times. For example, if the
game is played in rounds of 2 seconds, the overhead decreases to 140 KB/s for a network of

10000 nodes and 10% AMs.

5.7.2.7  Optimal Solution

In Figure 30, we compare the proposed algorithm and the solution of choosing the
closest AM to the optimal solution. The optimal solution was calculated using IBM’s ILOG
CPLEX Optimizer [118]. We run 10 simulations of a static scenario of 500 nodes and 20%
AMs, and calculate the difference between the optimal solution and our proposed
algorithm, as well as choosing the closest AM solution. We notice that in some runs the
proposed algorithm is only 14% far from the optimal solution. In all simulation runs, our
proposed algorithm performs better than selecting the closest AM and outperforms it by a
30% difference. We also note that our proposed algorithm is always more than 74% closer
to the optimal solution, which supports our previous statement that the proposed algorithm

achieves sub-optimal results with limited overhead and interaction.
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5.8. Summary

In this chapter, we proposed an AM election scheme and a self-organizing
algorithm to ease the management of SSONs. We propose the use of DHTs to store the
gathered information for efficient retrieval. Due to technological constraints, we argue that
some nodes will not have the necessary capabilities to perform the self-management
functionalities. Hence, they must rely on other, more powerful, nodes to manage them. The
decision on which AM will manage which nodes is important as management data should
be exchanged reliably and in a timely manner, under the dynamic nature of overlay
networks. First, we proposed a scheme to select AMs among the set of available nodes.
Stable nodes with higher processing capabilities are promoted to AMs to take part of the
management process while other nodes perform a regret-based procedure to select an AM.
The proposed fully distributed algorithm enables nodes to choose the best available AM in
terms of delay, load and error ratio. The algorithm has the property of self-adapting to
constantly changing network conditions, and introduces very limited overhead. Using
extensive simulations, we show that the proposed algorithm outperforms the simple
solution of choosing the closest AM, and balances the load among AMs. We also studied
the performance of the algorithm under different scenarios of churn and mobility. Results
show that the algorithm achieves high gains compared to the closest AM selection solution,
and reaches equilibrium in reasonable times while introducing very limited exchange of
data in the network. Finally, we compare the performance of the proposed algorithm to the

optimal solution and notice that it gets 86% closer to the optimal solution.
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Chapter 6

A Utility Function for Predicting IPTV
QoE Over an Overlay Network based on
Losses and Delays

6.1. Introduction

Different ways exist to deliver digital TV services to customers. However, satellite
and cable networks are switching to transporting TV over the IP-based communication
network. IPTV offers more services than the traditional linear-programming TV service,
due to its ability to address users individually. These new services include time-shifted TV,
network personal video recorder, VoD among others. Unfortunately, I[P was designed to
provide best effort service meaning that the network does not guarantee data delivered or a
given QoS level or priority. Proposed protocols for QoS support over IP networks, such as
IntServ and DiffServ, have not seen wide acceptance mainly because they require changes
to all routers in the network or are not scalable. Moreover, the introduction of a new service
into the current infrastructure without or with minimal changes to the existing infrastructure
poses a challenge to IPTV service providers. As a result, IPTV streams might experience
degraded quality along the communication path during the lifetime of the media session. To
overcome these problems, overlay networks were proposed. An overlay network is a virtual
network made up of virtual nodes and logical links built on top of an existing network
infrastructure. Overlays can be used to increase reliability and robustness in routing, to
offer QoS guarantees and to provide a wide range of new services [4]. They are designed
independently, usually extend to more than one Internet Service Provider (ISP), and

experience dynamic changes to the network topology and conditions. Even with the use of
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overlays, the quality of an IPTV stream must be monitored to ensure satisfied customers

and avoid customer churn.

Assuring QoE for IPTV users has become a top priority for IPTV service providers.
To keep the business going, IPTV service providers must monitor the QoE of their users
and ensure that it does not degrade to unsatisfactory levels. Since IPTV service providers
deliver their services using overlay networks, they cannot access the physical infrastructure.
The only option they have is to monitor QoE at the application layer by setting up

appropriate sensors in relevant points of the overlay to gather important data and analyze it.

In this chapter, we propose a utility function that maps statistical losses and delays
at the application layer into QoE. We use IPTV as the service running on the network
because of its wide use and the impact of video quality on customer satisfaction. Our utility
function provides a way to predict the user experience and has a tunable parameter to
control the user degree of sensitivity to losses/quality degradation. It is essential to point
out that the overall user QoE depends on many metrics, some of which are not directly
related to the quality of the multimedia content (such as freshness, start-up time and
response time) [119]. However, such metrics are not studied in detail in the networking
area and are difficult to quantify. On the other hand, many researchers focused on the
impact of QoS parameters on QoE [120], [121]. We decided to use byte loss rate and delays

as QoS criteria because jitter can be compensated for using a buffer at the receiver.

Figure 31 represents the IPTV monitoring architecture for overlay networks. The
node architecture is applied to both the Video Service Office and Set-Top Box depending
on where the adaptation will take place. For instance, if the VSO is responsible for
performing the adaptation, the STB only gathers the amount of received bytes and the
delay, and reports them back to the VSO. In this case, the VSO measures the sent bytes for
each STB and stores all the information in the knowledge base. Utility is then calculated for

each STB and a check for QoE requirements violation is done. The VSO can use any
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Figure 31: IPTV Overlay QoE Monitoring Architecture

adaptation scheme to increase the quality of the video (e.g. change codec) when it goes
below unacceptable values. On the other hand, when adaptation is to take place at the STB,
the VSO measures the sent bytes and sends them to different STBs. The STBs in this case
calculate the utility, predict the QoE and adapt accordingly if needed. Note that any other
network entity can perform this task given that gathered statistical data is made available to

it.
6.2. The Theory of Utility Function
6.2.1.  Utility Functions Review

Utility theory was originally proposed by Von Neumann and Morgenstern [122] as
a way to measure investors’ preferences for wealth and the amount of risk they are willing
to assume in the hope of attaining greater wealth. It describes the “want satisfying” capacity
of a commodity [123], identified by utility functions, each with different properties and
characteristics. As a simple example, let X be the set of all possible consumable packages.
The consumer's utility function U(X) assigns a satisfaction score to each package in the set.

If U(x) > U(y), then the consumer clearly favors x to y.
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Utility refers to satisfaction only. Economists distinguish between two main classes
of utility: cardinal and ordinal. Cardinal utility measures utility with specific numbers that
provide an ethically or behaviourally significant quantity. Ordinal utility compares utility as
a result of the consumption of two sets of goods; ranking is the only thing that matters. The
relative satisfaction between two states is expressed with a continuous utility function.
Utility functions have been used in the literature for different purposes. In the next section,

we briefly describe some of its important uses.
6.2.2. Classification of Utility Functions

A number of utility functions have emerged since Scott Shenker [124] introduced
their use in 1995 for admission control in the Internet. He discusses the different shapes of
utility functions needed for elastic, hard real-time, delay-adaptive and rate-adaptive real-
time applications. His work inspired many researchers who proposed different
mathematical functions in order to calculate the utility of various types of traffic as a
function of bandwidth [125], [54], [126] , [127] and [128]. Meshkova et al. [129] use utility
functions for network management. Different types of functions are proposed for class-
based queuing and power-aware load-balancing. Xiao et al. [130], Nguyen-Vuong et al.
[131] and Pal et al. [132] use a sigmoid utility function to achieve other goals such as
power control, access network selection in heterogeneous wireless networks, and admission
control and bandwidth allocation schemes that measure user satisfaction. Finally, Fielder et
al. use a linear function in [133] and [134] to measure the utility of network throughput in
the presence of losses. In general, utility functions can be classified as linear, logarithmic,
exponential and sigmoid. More details about the characteristics of and differences between

these types can be found in [131].

As discussed in the previous section, utility-based microeconomic models have
been applied in different fields to model the customer’s decision-making process. The use
of utility functions is just a mathematical way of saying that we are trying to attain certain

goals. Our goal is to achieve a high end-user QoE. We use a sigmoid utility function in our
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work because it estimates the user’s satisfaction with respect to the perceived QoS [135] as

we show mathematically in the next section.
6.3. Utility Function for Predicting QoE

It is essential to distinguish between upward and downward criterion utility
functions. An upward criterion function means that the utility increases as the value of that
criterion increases. With a downward criterion, the utility decreases as the value of the
criterion increases. In our work, we consider only the downward function, since our criteria

are byte loss rate and delay.

There are many reasons for choosing byte loss ratio and delay (at the application
layer) as opposed to packet loss ratio and packet delay as a criteria. For instance, when

packets belonging to an intra-coded frame (I-frame) are lost, the receiver might be unable

1 packet lost in I-frame 0 packet lost in P-frame 0 packet lost in P-frame

Figure 32: Effect of packet loss on video quality
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to decode the whole group of pictures (GoP) and not only the erroneous I-frame (because of
inter-dependencies among frames). From a receiver’s point of view, the amount of data lost
in this case is more than just a single packet of a frame but rather the whole GoP as Figure
32 illustrates. Moreover, IPTV service providers do not have access to the underlying
network infrastructure to gather packet-level statistical information. Finally, the use of
error-correction schemes at different layers can cancel the effects of packet loss at the
receiver and therefore using packet loss ratio as criterion would produce inaccurate results.
For example, when some packets in an I-frame are lost, they might be recovered using
redundant data or any application-level error correction scheme. In this case, no loss will be
recorded at the application layer and the frame will be decoded successfully. Since our
approach makes use of error rate at the application layer, it explicitly takes into account
error correction schemes by using byte loss ratio after any error correction schemes have

been applied.

Figure 33 shows the effects of packet delay on video quality. In both cases, (a) and
(b), a single packet experiences the same amount of delay. However, the effect on the
quality is tremendous. This is because when a packet is delayed, it causes the frame to
which it belongs to be delayed; if this packet happens to belong to an I-frame, all frames in
the GoP will be delayed since they all depend on an error free I-frame to be successfully

decoded. On the other hand, when a packet that belongs to a P-frame is delayed, a smaller

(a) packet belonging to an I-frame delayed (b) packet belonging to a P-frame delayed

Figure 33: Effect of packet delay on video quality
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number of frames are affected since only a subset of the GOP depends on the P-frame.
Hence, using packet delays as a measure to predict QoE could lead to making inaccurate

conclusions.

6.3.1. Mathematical Analysis

Table 1 defines mathematical symbols used herein. Consider a utility function of a
downward parameter 0 < x; < oo where x; is the amount of the monitored resource. Due to
technological constraints and/or user’s preferences, this parameter will always have upper
and lower limits and so will the utility (x, <x; <xp). It is more convenient and
meaningful to scale the utility to the interval [0,1] so that its value could be expressed as a
percentage. According to [131], the utility level should not change drastically given a very
small change to a criterion value (product’s characteristic) and the marginal utility should
be regular. The utility function should therefore be twice differentiable on the interval

[xa,xﬁ]. Given that our utility is for a downward criterion, an increase in the value of x;

Table 1: Table of Notations

Symbols Meanings
Xq value below which user QoE does not change
X; criterion
Xm inflection point
Xg value above which user QoE does not change
u(x) utility of x
¢ sensitivity parameter
D; delay index
missedFrames | number of frames that missed their playback deadline
totalFrames | total number of received frames
Delay average delay of displayed frames
Buffer receiver buffer size

119




implies a lower user utility, with the utility function as a decreasing function of Xx;.
However, when x; goes below a certain threshold and the utility becomes close to 1, user
behavior is indifferent to the decrease of x;. This means that the improvement of utility
disappears for a decrease of x; if the latter is less than the minimum required. Similarly, the
decline of utility disappears when x; reaches a certain threshold after which user
satisfaction does not change. To illustrate with an example, consider the case of video
quality in terms of byte loss rate. If the user is experiencing a MOS score of 5 with an loss
rate of x%, then further decrease in the loss rate to a value less than x% will not change the
way the user perceives the quality (which for the user is always excellent). In terms of
utility, further decrease in error rate in this example does not yield an increase in the utility
for the wuser. This behaviour follows the law of diminishing marginal utility,
Le., limy .y, u” (x;) = 0. The effect of diminishing marginal utility implies the convexity
of u(x;) for x; greater than a given value x. and its concavity for x; less than a given
value x,,. These requirements for a decreasing utility function can be mathematically

expressed as follows:

u'(x;) <0. (11)
Ax.:u'' (x;) > 0,Vx; = x,. (12)
Jx,:u" (%) < 0,Vx; < Xy (13)

Of the different utility functions mentioned in the previous section, only sigmoid
functions satisfy conditions (11), (12) and (13). Two of the widely used sigmoid functions

are:

1

w(X) = e (14)
w, (x) = _Ge/xem)® (15)
2 1+(x/xm)¢
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For (14) and (15), we see that u,(x,,) = u,(x,,) = 0.5. The value of x,,
corresponds to the point of inflection. In fact, x,,, and { respectively represent the center
and steepness of the utility function. We use the parameter { to model the sensitivity of the
user. In addition to being twice differentiable and satisfying requirements (11), (12) and

(13), the sigmoid utility function is redefined to satisfy the following:

u(x) = 1vx <x,. (16)
u(x) = 0Vx = xp. (17)
u(x,) = 0.5 for any x,,. (18)

We use the following utility function, as it satisfies all our requirements, given a

range for a downward criterion x, x, < x < xg < o, and a middle point x,:

(1 X < Xgq (a)
1—- ——  x,<x<x, (D)
1+e{xm—xa
u(x) =« 1_Xm Xm <X < Xp (c) (19)
1+eyxﬁ_xm
0 x> xp (a)
\
where:
{ = max (5,4*%). (20)
and
_ x[g— Xm
y = 1)
The parameter ¢ represents the adjusted steepness parameter or sensitivity
parameter.
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Clearly, (19b) and (19c) resemble (14). The reason for choosing a function that
resembles (14) and not (15) is because of the properties of the exponential function. The
rapid growth of the exponential function gives a suitable way to model the irritation of

users. Using the steepness parameter, it is easy to control the curve of this function.

Theorem 1: The proposed utility function (19) satisfies requirements (16), (17),
(18), is twice differentiable, concave in the interval [x,, X,,] and convex in the interval

(Xm, xg] with an inflection point at x,.

Proof: First, conditions (16), (17) and (18) are clearly satisfied by (19a), (19b),
(19¢) and (194).

Forx, < x < x:

)
Xm—X
u'(x) = — e m e . (22)
(G
(1+e xm—xa) (tm—xa)
since X,, —x, > 0,e* > 0and { > 0, then u'(x) < 0.
For x,, <x < xg:
Gm)
— ve
W) = - L . (23)
<1+e xB_xm) (xg—2m)
since Xz — X, > 0,e* > 0andy > 0, then u'(x) < 0.
Hence condition (11) is satisfied over the interval [xa, xﬁ].
From (22) and (23), we conclude that:
. ] _ ¢ _ : l;
lim,,,- u'(x) = pr———— x]_l)r;l%u (%). (24)
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Hence u(x) is continuously differentiable and thus twice differentiable.

We calculate the second derivative of u(x) as (25) and (26) for the intervals [x,, X,,] and

(xm, xg] respectively:

3<xm—x) S(xm—x>
9e \*p—Xa <e Xgp—Xa _1)
3

<1+e3(’$§;)> (xp—xa)” |
9 33(’5’2171__"7};)(33("?_;2)_1)
3

<1+e3<x’;rln_;’;)> (em—xp)"

It can be inferred that u'',(x) < 0; hence u'’g(x) = 0. This implies that our

(25)

u’q(x) = -

(26)

u/rﬁ (X) —

function is concave in the interval [xg4, X,,,] and convex in the interval (x,,, xz] with an

inflection point at x,,

1
° xm=40, (=5
’»‘fx&xx .o
L) [ ] * Xm:50’ =5
0.8 ", % - ¢
% X - x xm=50, (=10
- O‘X -
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Figure 34: Utility Function Characteristics
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Figure 34 illustrates the form of the utility function for different values of x,,and ¢
while x, = 10 and xg = 90. The parameter x, represents the minimum error rate at which
the user starts noticing the errors (or rather, starts caring about the quality) while xg
represents the maximum error rate after which the user’s experience does not change and is
judged to be too bad. Finally, x,, represents the amount of error rate at which the utility is
equal to 0.5. These parameters depend on the type of content as we show later. The user
controls the sensitivity threshold ¢ that determines the shape of his utility. The smaller the
value of { the higher the sensitivity. Maximum value ¢ can get is 10 - {;,;; Where, (it 18
the initial value calculated in (20). Sensitivity in this context is associated with a cost the
user is willing to pay to get a better service. If we consider the three curves in Figure 34
with x,,, = 50 and different ¢ values, we notice that for x = 39, U(x) = 0.79 for { =5
while U(x) = 0.93 for { = 10 and U(x) = 0.99 for { = 20. This implies that the user
with { = 5 experiences a low utility value for the same value of x compared to users with
higher {. Moreover, if we associate a cost function with the value of the utility, then
sensitive users will be paying less money than less sensitive users, as is illustrated in Figure
34. Thus, users control the sensitivity parameter and can trade quality to the price they are
paying. This utility-based pricing scheme gives users control and flexibility over their
budget. Service providers will be obliged to improve the quality of more sensitive users
over those with higher ¢ values. Moreover, more sensitive users should be charged a higher

base rate in order to preserve the fairness among different users.
6.3.2. The Delay Index

A delayed packet causes the frame to which it belongs to be buffered until that
packet is received. Since each frame has a deadline constraint associated with it, if the
frame is not available at the client when the decoding process attempts to display it, it will
miss its deadline or be skipped if the buffer is full. In the worst case, if the frame in
question is an I-frame, all subsequent GOP frames (depending on it) will be unsuccessfully

decoded until the delayed packet reaches the client, resulting in more frames missing their
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deadlines and in buffer overflows. In the simplest case where there are no frame

dependencies, packet delays cause visual impairments.

In order to cater for these situations, we propose a new metric called the delay

index, D;:

D; =100 « (

missedFrames Delay ) (27)

totalFrames Buffer

D; is made up of two terms: the fraction of frames that missed their playback
deadline, and the average delay of displayed frames divided by the buffer size. This latter
represents the state of the buffer (how full it is) as a ratio. Note that when the buffer
overflows due to excessive delays, packets buffered at the start are discarded to make room
for incoming ones. These discarded frames are recorded as missed frames. Values in (27)
are recorded over an observation period that we set to 5 seconds in our simulations.
However, one can change this value to trade accuracy and overhead. Since both terms in
(27) are ratios, we multiply their sum by 100. The two parts can take a maximum of 1 but
both cannot be equal to 1 at the same time. This is because missedFrames < totalFrames and
when Delay > Buffer, the buffer overflows and causes frames to be discarded (recorded as

missed frames and not included in delay calculations). Hence if all frames missed their

deadline, 1i.e. missedFrames _ 1, Delay = 0 and D; = 100. On the other hand, if no frame

totalFrames

missedFrames

missed the deadline, i.e. = 0, the average delay would not exceed the buffer

totalFrames

Delay
Buffer

size, hence < land D; < 100. As our simulation results show, any delay index

value above 80 corresponds to unacceptable quality. As opposed to using packet delays, the
proposed delay index implicitly takes into account the effect of frame type, since a delayed
I-frame would cause other frames that depend on it to be further delayed or miss their

deadline.
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6.3.3.  Pricing Function

Providing QoS differentiation in the Internet is closely related to the implementation
of appropriate pricing and charging schemes. Service providers have been adopting pricing
schemes that charge customers according to their QoS requirements. When QoS degrades,
customers are still charged the same amount. This leads to unsatisfied customers and
negatively affects the service provider’s reputation and business. While service providers
cannot predict the drop in QoS, they can and should keep their customers happy by
charging them a fair price based on the quality drop. It makes more sense to charge for QoE
instead of QoS. Utility functions work perfectly in this situation. Many QoS-based pricing
schemes and solutions have been proposed in the literature [136], but Reichl et al. [137]

describe forthcoming transitions from QoS to QoE pricing.

For the sake of simplicity, we propose a straightforward QoE cost function C(u), a
function of the user’s utility u as in (28) and (29). Here, the values Py a5, Pneq and Ppin

represent the maximum, medium and minimum prices for using the service, respectively.
For05<u<1:
C(u) = 2u(Pmax — Pmed) + 2Pmed — Pmax- (28)
Foru < 0.5:
C(w) = Puin- (29)
6.4. Simulations and Results
6.4.1. Scenario and Parameters

Using the network simulator NS-2 [138], Evalvid framework [139] and MSU Video
Quality Measurement Tool [140], we run a set of simulations with different byte loss ratios
in order to quantify the relationship between error rate and QoE in terms of the MSSIM

[141] index. We measure the byte loss ratio as the difference between bytes sent by the
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VSO and the bytes received at the STB. By varying the packet error ratio at the link
between VSO and STB, we introduce packet loss at the network layer which translates into
byte loss at the application layer. Only error-free frames which can be decoded are taken
into consideration when adding the amount of bytes received at the STB. This means that
when a frame is erroneous, we drop it as well as all the other frames that depend on it for
decoding. For monitoring purposes, the sender and receiver agree on a specific interval on
which measurements will be taken and exchanged. The calculated utility can be used as
feedback to different adaptive streaming and error correction schemes to improve the user’s
QoE. Similarly, we introduce delays at the network layer that translate into frame delays at

the application layer.

In order to select appropriate values for the utility function parameters

(XwXmand xg), we experimented with two different sets of standard video sequences

[142]: the first one consists of ‘talking head’ type where scene change and motion are very
limited. The second set consists of ‘animation’ clips rich in graphics, motion and scene
change. All sequences have a frame rate of 25 fps and are in QCIF format encoded using
MPEG4. However, the Tax and Penguins sequences are different. The Tax sequence has a
frame rate and resolution of 30 fps and 320x240, respectively. The Penguins sequence has
24 fps and a resolution of 624x336. For each video sequence, we record the bytes loss rate

and the corresponding MSSIM.
6.4.2. Results

6.4.2.1  Byte Loss Ratio

It is worth mentioning that we have run simulations based on different packet loss
ratios and found no clear correlation between packet loss ratio and MSSIM for the same set
of video sequences. This strengthens our choice for byte loss ratio at the application layer
as opposed to packet loss ratio at the network layer. The results of the packet loss based

simulations are illustrated in Figure 35 and Figure 36.
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MSSIM vs. Packet Loss Ratio - Animation
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Figure 35: MSSIM vs. Packet Loss Ratio — Animation Video Type
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Figure 36: MSSIM vs. Packet Loss Ratio — Talking Head Video Type

Figure 37 and Figure 38 plot the MSSIM in terms of byte loss ratio. We can spot a
clear difference between how the two different sets of sequences behave to byte loss ratio.
For instance, we notice that talking head type sequences reach a MSSIM of 0.9 at about
65% byte loss. However, animation type sequences reach the same MSSIM value for only
8% byte loss. According to [141], an MSSIM of 0.89 represents the threshold between a
MOS score of 3 (Fair: slightly annoying) and 2 (Poor: Annoying). As the MSSIM value
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increases beyond 0.89, the quality improves towards excellent and vice-versa. Hence, we

suggest mapping an MSSIM value of 0.89 into our proposed utility function as 0.5 utility.

MSSIM vs. Bytes Loss Ratio - Talking Head
1
0.9
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Figure 37: MSSIM vs. Byte Loss Ratio — Talking Head Video Type
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A utility value below 0.5 represents unacceptable quality, while a value above 0.5
represents better quality (up to excellent quality as a utility of 1). As we discussed earlier,
users will react differently to the change in the quality. We suggest price as a parameter to
the sensitivity of users. Therefore, the sensitivity parameter ¢ introduced in our utility

serves to control the shape of the function for each user.

Based on the results obtained in [141], we choose the values of x4, x,, and xp as

follows:

* x4, =10,y =71 and xg = 80 with a default { = 31 for talking head type

sequences

* x4 =0,x,=285and xpg =10 with a default { = 22.67 for animation type

sequences.

Utility vs. MSSIM for Talking Head and Animation
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Figure 39: Utility vs. SSIM for Talking Head and Animation Types (Bytes Loss)

We plot utility vs. MSSIM for the default calculated sensitivity { in Figure 39. We
calculated the correlation R between the plots in Figure 39 as 0.998 and the mean square
error as 0.0002. Next, we perform delay based simulations on the same set of video

sequences.
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6.4.2.2  The Delay Index

In order to study the effect of frame delays on MSSIM, we change the receiver
buffer size in Evalvid in order to simulate a wide range of receivers. Basically, we start
with a buffer size of 300ms and double it for each simulation to a maximum of 5000ms or 5
seconds. Results for Animation type videos are depicted in Figure 40, Figure 41, Figure 42,
Figure 43 and Figure 44. While results for Talking Head type videos are shows in Figure
45, Figure 46, Figure 47, Figure 48 and Figure 49.
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Figure 40: MSSIM vs. Delay Index for Animation - 300ms Buffer
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Figure 41: MSSIM vs. Delay Index for Animation - 600ms Buffer

131



MSSIM
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Figure 42: MSSIM vs. Delay Index for Animation - 1200ms Buffer
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Figure 43: MSSIM vs. Delay Index for Animation - 2400ms Buffer
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Figure 44: MSSIM vs. Delay Index for Animation - 5000ms Buffer
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MSSIM vs. Delay Index - Talking Head
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Figure 45: MSSIM vs. Delay Index for Talking Head - 300ms Buffer
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Figure 46: MSSIM vs. Delay Index for Talking Head - 600ms Buffer
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Figure 47: MSSIM vs. Delay Index for Talking Head - 1200ms Buffer
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MSSIM vs. Delay Index - Talking Head
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Figure 48: MSSIM vs. Delay Index for Talking Head - 2400ms Buffer
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Figure 49: MSSIM vs. Delay Index for Talking Head - 5000ms Buffer
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Figure 50: Utility vs. SSIM for Talking Head and Animation Types (Delay Index)
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Following the same analogy used for byte loss, we choose the following values for

the delay index:

* x4 =25xy =50,xg = 65 with a default { = 6.67 for talking head type video

sequences.

* Xx;=8xy,=19x3 =40 with a default { =5 for animation type video

sequences.

Finally, we calculated the correlation and mean square error between utility and
MSSIM for previously chosen values as in Figure 50. The correlation and the mean square
error were calculated respectively as 0.997 and 0.0003 for the delay index, respectively.
This proofs the effectiveness of our utility function in calculating the same utility value for
the same MSSIM value of the different types of videos we experimented with. Our

proposed utility gives a very good approximation for MSSIM.
6.5. Summary

In this chapter, we have presented a new method of monitoring and predicting the
QoE of IPTV users in overlay networks using a utility-based approach. The proposed
solution is very light and simple and does not require high processing or memory
consumption. The proposed utility function takes error rate and delay at the application
layer as criteria, because the amount of data lost and the delays at the application layer give
a more accurate view of the quality of the video stream as opposed to using statistical

information at the network layer.

We performed simulations, using ns-2 and Evalvid, to assess the accuracy of our
scheme. Results show that our utility-based approach maps utility to video quality
accurately and offers users the flexibility to balance quality and price. The results of the
simulations show that the use of byte loss rate and delay as criteria is effective, reliable and

accurate in estimating the QoE of IPTV users in terms of MSSIM.
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Chapter 7

Conclusion and Future Research

Directions

This chapter outlines the conducted research work. The focus of the work has been
the autonomic management of SSONs. Section 7.1 provides a summary of research
contributions in the area of autonomic SSONs management. A summary of future research

directions is then given in Section 7.2.
7.1. Thesis Contributions

The first step to solving the autonomous management problem was a literature
review of the major works and contributions in the fields of networks management
particularly overlay networks management, and the notion of autonomic computing. The
construction of SSONSs on the fly was discussed in previous work by Al-Oqily et al. [76],
[78] and [79]. Once SSONSs are created, they must be continuously monitored to ensure that
the required QoS and QoE are being met. Based on the different characteristics and
requirements of SSONs, we propose an architecture to manage SSONs in an autonomic
way. The architecture uses a fully-decentralized approach to gather monitoring information
from different parts of the network and analyze it to identify potential problems and
degradations. AMs are essential elements in every autonomic architecture. They are
responsible for managing one or more elements in the network by configuring sensors,
sharing the acquired knowledge and analyzing it to take appropriate decisions. A summary

of the main contributions of current research work is presented as follows:

¢ An autonomic architecture to support the delivery of media services in overlay

networks based on users’ QoS and QoE requirements. The heterogeneity of
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hardware and software components stemming from network infrastructure is
tackled using shared ontologies that give the semantics of the network
components. Different components have been described to allow the creation
and maintenance of SSONs with minimal human intervention. Policies that
describe high level goals are fed to the system by humans and are continuously
checked against the state of the network to optimize resource usage and increase

users’ QoS and QoE.

An AM election scheme and a selection algorithm based on a game theoretic
approach have been presented. Current management schemes assume that
management nodes have enough resources and are willing to take part of the
management process. This assumption is not always true, especially for the case
of SSONs where nodes have different storage and processing capabilities.
Hence, only a subset of overlay nodes will be willing to manage other elements
in the network. The proposed scheme allows the promotion of powerful stable
nodes to become AMs. Then the proposed algorithm ensures that overlay nodes
select the most appropriate managers that will receive sensed information intact
and in a timely manner. We also show through simulations that our scheme
adapts to changing network conditions including node churn and mobility,

converges in a few rounds, and is 86% close to the optimal solution.

A loss and delay-based utility function for the prediction of IPTV QoE has been
presented. The proposed utility function uses the loss ratio and frame delay at
the application layer as criteria to calculate the utility value that represents a
mapping to QoE. The function is simple and does not require high processing
power which makes it easy to implement on any device no matter its processing
power and capability. The predicted utility value is used to monitor the level of
quality IPTV users are experiencing and to ensure that it does not go below the
required levels as indicated by high level goals fed to the system by human

administrators. Through simulations, we show the effectiveness of the proposed
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utility function in predicting IPTV QoE for different types of standard video

sequences with different characteristics.

7.2. Future Research Directions

The main focus on future research work can be summarized into three key directions as

follows:

The proposed architecture opens many directions to explore, especially the
Analyzer and Planner, Knowledge Base, and Executor components. The utility
function proposed is one example of analyzing application statistical data and
converting it into something meaningful, i.e. QoE. With the introduction of service
composition schemes, new applications will emerge into the Internet. Analyzing the
quality of these applications against any degradation is essential to ensure high
customer satisfaction. On the other hand, optimization and prediction schemes that
analyze the state of the network as a whole, and of individual elements, to predict
future behavior and optimize the operation of the system need to be studied further.
Shared ontologies, policy and context management are other important parts of the
architecture that we plan to further investigate for building an efficient knowledge

base.

Concerning the proposed AM election and selection algorithm, we plan to study a
way to divide the management of different existing SSONs among the set of AMs.
As each MP can be part of many SSONs, we intend to investigate cooperation
schemes to assess how each SSON will be managed, and how different AMs should
cooperate to make individual decisions that will not affect the overall system

operation.

Another focus of future research work is to validate the proposed utility function
using real-life experiments. We plan to implement the proposed function in an

SSON system and test human subjects on the perceived QoE in terms of utility and
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MOS. We also plan to run more simulations with different video sequences (both

standard and non-standard), having different characteristics such as resolution.
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