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Abstract

Deploying virtual network functions (VNFs) such as WAN accelerators, network address
translators (NATs) and 5G functions at the network edge (NE) can significantly reduce
the experienced latency of delay-ultrasensitive applications (e.g., autonomous vehicles and
Internet of things). Nonetheless, a major challenge to their anticipated large-scale deploy-
ment is the ability to efficiently allocate and manage the scarce NE resources hosting these
functions. In this thesis, we describe a novel containerized infrastructure manager (cIM)
that extends current managers, such as Kubernetes, with the necessary building blocks to
provide an accurate yet elastic resource allocation service to containerized VNFs at scale.
The proposed cIM treats the main modules of the VNFs, i.e., the containerized VNF
components (¢cNFCs), as atomic special-purpose functions that can be rapidly deployed to
form complex network services. The main component of the proposed cIM, the resource
reservation manager (RRM), employs concepts of risk pooling in the insurance industry to
accurately reserve the needed resources for the hosting containers. More precisely, to meet
anticipated cNFCs demand fluctuation, the RRM accurately reserves a quota of additional
resources that are shared by the containerized functions collected together in clusters. The
reserved quota of resources ensures the desired availability level of the cNFCs without over-
provisioning the scarce resources of the NE. The RRM considers three different situations
namely that of a ctNFC instance, a cluster of cNFCs or multiple cNFC clusters sharing the
reserved resources. Different allocation approaches are then presented for each of these
three situations. Simulation experiments are conducted to evaluate the performance of our
reservation schemes from different aspects. The corresponding experimental results demon-
strate that our proposed cIM can significantly improve the performance of the cNFCs and
guarantee their desired availability with minimal resource reservation. Optimal allocation
solutions of the resource pools are further proposed considering the desired availability
level and the limit of resource pools. The evaluation results demonstrate that our opti-
mization models and solutions obtain the best performance of relevant testing parameters,

e.g., availability.
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Chapter 1

Introduction

Network function virtualization (NFV) is a recently developed technology that breaks from
the limitations of proprietary and dedicated hardware-based network operations. With
NFV, network functions such as domain name systems (DNSs), network address transla-
tors (NATSs), load balancers and firewalls are deployed as software components running
on virtual machines (VMs) or containers hosted on commodity servers. In this manner, a
typical network service can be described as a set of service function chains (SFCs), where
each SFC is comprised of an ordered set of virtual network functions (VNFs). In turn,
every VNF can be regarded as a virtualized network service moving traditional middlebox
to common virtualization infrastructure software, programmed to implement a specific net-
work function. With VNFs, the scalability and portability of the network can be improved,
and better usage of network infrastructure resources can be guaranteed. Since VNF's are
deployed on commodity virtualization software instead of physical hardware, power con-
sumption can be reduced, which results in the increment of the availability of physical
space. This paradigm shift in network operations has been gradually embraced by both

academia and industry [5].

With the promise of capital expenditures and operating expenses (CAPEX/OPEX)
savings, network operators have invested in developing a novel, European Telecommuni-
cations Standards Institute (ETSI) standardized VNF framework [6]. The architecture

is composed of two layers, a physical infrastructure, of compute, storage and network



resources, that is hosting the second layer of VNFs using different means of visualiza-
tion such as virtual machines (VMs) or containers. The management and orchestration
(MANO) entity in the ETSI architecture maintains catalogues of offered network services
(NSs), their SFC compositions and the available flavours of the VNFs. To manage the two
layers, MANO is comprised of three main components: the NF'V orchestrator (NFVO), the
VNF manager (VNFM), and the virtual infrastructure manager (VIM). These components
interact together and with the physical and VNF layers to manage the deployment and

lifecycle of the offered network services, their SFCs and the physical and virtual resources.

The role of VNF's becomes more prominent at the network edge (NE) [7,8] in proximity
to end-users. Placing these functions at the NE can significantly enhance the performance
of low-latency applications such as those using virtual reality, video streaming and IoT
applications. Moreover, it results in a significant reduction of traffic congestion in the core
network. Recently, the deployment of VNFs tends to be completed on containers that are
packaged as computing environments isolated from the rest of the system based on another
virtualization technology. Compared to VMs, containers are more lightweight under the
shared operating system (OS). Thus they can be moved across multiple environments with

high efficiency.

1.1 Problem Statement

One of the main challenges in deploying VNFs at the NE is the limited availability of
resources when compared to cloud-based deployments. The problem is further complicated
by the anticipated large number of VNFs that must be deployed as the number of served
users and applications increases with the wide deployments of 5G networks [9]. To overcome
some of these limitations, many studies [9—11] have analyzed the main characteristics of
the VNFs that are expected to be widely deployed at the NE. The majority of these
approaches agree that edge VNF's are unique in that they can be regarded as reusable and
specialized components with micro-operations [11] that can be instantiated rapidly to form

more complex service function chains (SFCs) [10].



Existing research efforts have addressed several critical issues for VNF management
including placement, resource allocation (RA), scaling and migration [12]. Nonetheless,
the majority of these efforts model the VNF resource demands as fixed scalar values that
do not account for possible workload fluctuations. On the contrary, a key ingredient
to achieving VNF reliability at runtime is to ensure the availability of sufficient VNFI
resources to meet varying demands [13] while ensuring the efficient management of the

scarce resources at the NE.

However, industrial research mostly focuses on on-demand resource allocation rather
than availability-aware allocation. To be more specific, the existing resource allocation
schemes can be divided into two categories as proactive approaches which involve the action
of predicting workload, and reactive approaches, defining how to react to the previous
workload change. Although these schemes can allocate resources to VNFs; both of them
mainly take the current resource demand of VNFs into account, neglecting the potential
VNF crash or failure when workflows increase promptly. Thus, the resources allocated to
each VNF are usually not enough to deal with the workload fluctuations. On the other
hand, it is costly to predict the resource demand in proactive approaches as the algorithm
calculation process consumes a large part of the resources. Moreover, the accuracy of
proactive allocation is also hard to be guaranteed since the workload changes frequently.
For those reactive ways, the latency of allocation is always difficult to solve as the algorithm

takes some time to run but meanwhile the workload changes rapidly.

Considering the aforementioned problems in resource allocation, we develop a novel
resource reservation scheme where a small amount of reserved resources can deal with
workload fluctuations without latency, increasing the availability of VNFs. Nevertheless,
an upcoming challenge is to take other factors that might influence the performance of
reservation into account. For example, the limit of resource pools as the reservation will
occupy a small part of server resources, the loss function which considers the difference
between actual resource demand and allocated resources while doing the reservation. On
the other hand, the profits of cloud service providers adopting the reservation scheme

should also be concerned in order to facilitate and popularize the solution in practice. The



price of resources should be set appropriately as a tool to adjust user traffic and meanwhile

maximize the service provides’ interest.

1.2 Contribution

In this thesis, we focus on the functionality of the VIM within the ETSI VNF architecture
as the main entity responsible for ensuring sufficient resources to the hosted VNFs at the
NE server. We focus on containerized VNF components (¢cNFCs) as the main atomic units
of the hosted VNFs. Similar to recent research efforts [11], we achieve resource usage effi-
ciency by clustering together cNFCs with similar characteristics. It is worth noting that,
the main motivation for VNF clustering in existing approaches was to reduce the redun-
dancy in the resources used for VNF backup in case of main VNF failures. Contrary to
these approaches, we cluster cNFCs with similar expected resource demand characteristics
with the aim of reserving a shared minimal resource buffer that can be used by the hosted
c¢NFCs during high workload fluctuations. More precisely, the main component of our pro-
posed containerized Infrastructure manager (cIM), the resource reservation module (RRM)
employs concepts of risk pooling in the insurance industry [15, 10] to accurately reserve the
needed resources for the hosting containers while ensuring that the scarce resources are
not over-provisioned [17]. The RRM also solves some relevant optimization problems to
achieve better performance, ensuring the profits of cloud service providers. More precisely,

the main contributions of this thesis can be summarized as follow.

e We describe a novel containerized infrastructure manager that extends the ETSI VNF

architecture to provide precise resource allocation for VNF's workload fluctuations.

e We propose novel mathematical models of resource reservation to allocate sufficient
resources for the containers hosting the cNFCs. We focus on the allocation of the
CPU cores, as the most constrained resources on the NE, but the presented work
can be extended to other resources. Three different circumstances where a ¢cNFC

instance, a ¢cNFC cluster or multiple cNFC clusters compose the resource pool are



taken into account. We provide the general solutions for accurate and sufficient

resource allocation of cNFCs in these corresponding circumstances.

e To meet various service level requirements, we then discuss possible optimization
problems in the reservation scheme. Based on different Quality of Service (QoS) re-
quirements, we propose corresponding optimization solutions which can be combined
with the basic allocation schemes. To be more specific, four optimization problems
are raised in our research: the optimization problem of resource pool calculation
given the specific availability requirement, the optimization problem of resource pool
calculation given the expected fluctuation, the optimization problem of resource al-
location considering the limit of available resources and penalties, a pricing model to

maximize the CSP expected long-term revenue.

1.2.1 Publication

Zhuonan Huang and Nancy Samaan and Ahmed Karmouch. A Novel Resource Reliability-
Aware Infrastructure Manager for Containerized Network Functions. In 2021 IEEE In-
ternational Conference on Communications (ICC): Communication QoS, Reliability and

Modeling Symposium (IEEE ICC’21 - CQRM Symposium,).

1.3 Thesis Outline

This reminder of the thesis is organized as follows.

e Chapter 2 gives a background of existing VIM architectures and discusses the related
research efforts dedicated to resource reservation, VNF scaling and VNF backup and

resource reservation redundancy. Some common models are also presented.

e Chapter 3 describes the architecture of our proposed cIM within the context of the
ETSI framework.



e Chapter 4 describes our novel mathematical model pertaining to efficient resource
reservation for cNFC clusters. The optimization problems considering different QoS

requirements and corresponding solutions are also presented in this chapter.

e Chapter 5 discusses the performance evaluation results of all the aforementioned
schemes considering different performance parameters. Specifically, the simulation
experiments demonstrate the efficiency and accuracy of our proposed reservation

schemes and corresponding optimization solutions.

e Chapter 6 gives the conclusion of this thesis and discusses possible future research

directions.



Chapter 2

Background and Literature Review

The work proposed in this thesis focuses on the functionality of the virtual infrastruc-
ture manager (VIM) and NFV manager (NFVM). VIM is responsible for allocating and
managing the physical resources in the VNFI [6]. NFVM fulfills the Management and Or-
chestration of VNF instances through the lifecycle, performance and fault management. In
the following sections, the background related to the transition of current cloud computing
and NFV technologies is first presented. Then we provide an overview of existing VIM
and NFVM architectures and then discuss related research efforts dedicated to resource

reservation, VNF scaling and VNF backup and resource reservation redundancy.

2.1 Background

2.1.1 From Centralized Clouds to Network Edges

With the emergence of Internet of Things (IoT), 5G technology and numerous intelligent
mobile devices, data volumes are increasing dramatically at the Network Edge (NE). Tra-
ditional centralized clouds now are not adequate enough to process such astounding quan-
tities of data, thus the shift of working mode from centralization to distribution has been
commonly embraced by the industry (e.g., OpenStack++ cloudlets running open-source

derivatives of the widely used OpenStack cloud computing platform [15]). Basically, net-
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work edge, which refers to the end-points and the first hop (the closest connections) from
the end-points into the core network, moves computation and storage resources closer to
the terminal devices, instead of leaning on the remote center location with scarce resources
and high response latency. Mobile Edge Computing (MEC) provides cloud computing,
storage, and networking capabilities to mobile subscribers at the network edge. Besides,
MEC holds great promise to open new frontiers for applications [1&], network operators and
service providers, supporting them to efficiently deploy various NSs in the area of NFV.
Introducing VNFs at the NE, in close proximity of the end-users, is a feasible solution to
reduce transmission latency and unnecessary workload of the core network while providing

flexibility and efficiency for resource allocation [19)].

2.1.2 From Virtual Machines to Containers

Traditionally, cloud service providers use virtual machines (VMs) to initiate multifunctional
applications. Each virtual machine has its own guest operating system (OS), separating
from other VMs. It uses the virtual resources provided by Hypervisor or host OS to support
the upper-layer applications. Hypervisor guarantees the isolation between guest OSs, thus
each guest OS works as if it is running directly on physical computer and it is usually

isolated from other guest OSs that run on the same compute node.

Instead of using physical compute node, virtual machine (VM) relies on virtual software
to deploy and run applications. Most virtual machines are powered by Hypervisors which is
a software that provides isolation for virtual machines running on top of physical hosts. It
is responsible for running different kernels on top of the physical host. This in turn makes
the application and process isolation very expensive. Thus when scaling out new VNF
replicas, the average startup time of each VM is costly, which may further result in the
deterioration of VNF performance. In general, there are several problems with VM-based
virtualization. Firstly, the provisioning time of resources is relatively long. The bulkiness
of virtual disk image usually results in the long setup time of the virtual machine, taking up
to approximately a minute. Secondly, a more important problem is that system resources

are utilized inefficiently and a large part of available resources may even be wasted. This



is due to the fine-grained management of each resource that’s theoretically accessible to
the operating system. For example, when a guest OS detects that 1 CPU is accessible to
it, it will take control of the whole CPU even though its upper-layer applications only uses

a small part of the CPU.

However, a container holds a different approach than a Hypervisor. It can substitute
for Hypervisor-based virtualization, using only one kernel for multiple isolated operating
systems. In other words, a software container can be regarded as an isolated user-space
instance of an operating system. This property makes the container lightweight, achieving
high performance through the efficient usage of the single host kernel base on process
isolation. Accordingly, container-based infrastructures can offer easier deployment and
better performance. Containers can also eliminate the distinction between laaS and non-
virtualized servers (a.k.a., bare metal) since they offer the control and isolation of VMs with
the performance of bare metal. Rather than maintaining different images for virtualized
and non-virtualized servers, the same container image could be efficiently deployed on

anything from a fraction of a core to an entire machine.

On the other hand, when doing containerization, we only build a virtualized operating
system for our applications, instead of virtualizing the hardware to a VM. Thus multiple
applications can run at the same time, and each one can obtain efficient performance,
oblivious of the other containers it runs alongside. It’s worth nothing that various limita-
tions can be imposed on these apps’ resource utilization in order to make full use of every
available resource. In summary, containerization technology can achieve a set of goals in-
cluding fast deployment, elasticity, scalability and high performance. Some of the most
practical container implementation projects are FreeBSD Jails, Linux Containers (LXC),

OpenVZ, rkt and Docker.

Docker containers

A docker container is the most popular container type by far [20]. The container usually
involves the automatic creation of prepackaged software images which are stored in a

local or remote repository. Each one of these images represents a complete file system
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Figure 2.1: Virtual machines versus containers [!]

that contains everything that is needed to run one or more software applications. An
end-user can deploy multiple applications into multiple containers simultaneously, greatly
reducing the times and costs for installing and maintaining the software. Besides, each
container image defines a fully reproducible environment, making the container portable
and compatible. In this case, the container is capable to be moved to other systems,
and even to be scaled into multiple instances of itself, or to be reset if the necessity of
doing this arises. As shown in Figure 2.2, Docker provides registry infrastructures to
store, publish and easily retrieve already made images from official or third-party sources;
this allows everybody to run, modify and suit them to their needs, greatly simplifying
how software is deployed and developed. A Docker container is an instance of a Docker
image, managed by the Docker Engine. The container can be seen as an extremely small
virtual machine, running on top of the same Linux kernel. Based on the aforementioned
functionalities of Docker containers, the NFV layer can interact with Docker, creating
and orchestrating VNFs contained inside containers. To be more specific, each VNF can
be regarded as an image that is defined by a Dockerfile. The image is self-contained,

providing all of the necessary software and scripts to accomplish the VNF’s primary task.
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As for the configuration variables and dependencies of this VNF, exporting them to the
Docker container as environment variables will be done to instantiate the VNF and further

compose the corresponding service function chain.
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Figure 2.2: Docker architecture [2]

Kubernetes

Kubernetes is a container orchestration platform that provides automatic deployment and
systematic management of containerized applications. It groups containers according to
user demands and supports inter-container network communication. While Docker is a
standalone software, enabling us to create and run container nodes on a OS, Kubernetes
can allow us to automate container provisioning, networking, load-balancing, security and
scaling across all these nodes [3]. Kubernetes offers DNS records to manage the networking
of all container nodes, making sure that these container nodes are connected and interact in
a secure way. A group of nodes managed by the same Kubernetes system can be regarded
as a Kubernetes cluster. In other words, Kubernetes is a container orchestration and

management platform.
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As shown in Figure 2.3, a node is a basic unit that Kubernetes manages. It contains
multiple pods and corresponding management services. More specifically, each node has a
module namely kubelet to monitor and forward the status information of the node to the
master node (the control plane of Kubernetes). Kubelet is also the primary node agent
that helps in executing instructions given by the master. On the other side, Kube-Proxy in
each node allows heterogeneous communication-related micro-services of the applications
within the cluster. Each pod can communicate to other pods via this proxy. As for pod,
it is the atomic deployment unit of Kubernetes. A pod contains one or more Docker
containers that coexist to realize and provide a specific network function. Generally, a pod
is comprised of a single container for the sake of simplicity. As for Kubernetes master,
it consists of several functional blocks such as etcd, providing the controlling, scheduling,
and networking of pods across multiple Kubernetes nodes. It guarantees the desired state

of Kubernetes cluster.

r Kubernetes Master ——

| g
Controller Manager SCrS

L md APIServer "‘
Developer = E

| etcd

»
K ]

| e | o [ - | -

-l R B
- w—)

\

Plugin Network (eg Flannel, Weavenet, etc)
\ Kubernetes Node) L Kubernetes Node -/

Figure 2.3: The architecture of Kubernetes with Docker [3]
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In general, while Docker provides us with an efficient way to instantiate VNF's, Kuber-
netes allows us to manage the provisioning, networking, chaining, scaling and monitoring of
these containerized VNFs. Consequently, Kubernetes and Docker can be highly exploited
for NFV research, conforming to the basic NFV MANO standard.

2.2 VNFs

VNFs are the atomic function units in NFV architecture. Each VNF instance can be
regarded as a virtualized network service that runs on a commodity compute node, replac-
ing proprietary hardware. Through virtualization technology, these VNF's are compatible
with various operating systems and can run consistently on different virtualization envi-
ronments. The diversity of VNFs can also be guaranteed without huge physical resource
consumption as they are mostly deployed in VM software and can be powered by various
software images. Typical VNFs such as firewalls, IDSs and NAT services are widely em-
braced by the industry. Moreover, these individual VNF's can be standalone or connected
together to form various ordered service function chains. Although the concept of service
chaining is not new, the process of chaining is simplified and improved through VNF tech-
nology [21]. For example, the problem of long-distance communication can be eliminated,
there is no need to consider the physical location of these network functions as they are
implemented in software and rely on virtual resources. On the other hand, VNF's improve
the scalability and elasticity of network services, offering agile scaling operations of NFV
infrastructure resources. Since VNFs can be substituted for dedicated hardware, the goal
of reducing power consumption is realized, increasing the available physical resource space.

This also results in CAPEX/OPEX savings.

2.3 Existing NFV-MANO architectures

NFV management and network orchestration (MANO) module plays the management role

in NFV. It contains several building blocks, each of them has a specific set of functionalities

13



and responsibilities applying management and orchestral operations on the corresponding
entities. Different building blocks can interact with each other, leveraging monitoring
information or services provided by other blocks. As shown in Figure 2.4, the MANO

architecture consists of three core building blocks:

........ 0SS/BSS 0s-Ma-nfvo I NFV Orchestrator (NFVO) —

Or-Vnfm

NS VNF NFV NFVI
Catalogue Catalogue Instances Resources

VNF Manager (VNFM)

EM

i
i
:
Ve-VnIm-em—l i
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1
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' Virtualised )

NFVI T NF-Vi Infrastructure Or-Vi
- Manager (VIM) '

i
_________________________________________________________________________ NFV-MANO;
Execution reference points @ == === Other reference points — Main NFV reference points

Figure 2.4: NFV-MANO architecture [/]

o NFV Orchestrator (NFVO): NFVO is the component managing the orchestration
of NFV infrastructure (NFVI) resources across multiple VIMs and the lifecycle of
Network Services (NSs). In other words, NFVO is mainly responsible for resource

orchestration and network service orchestration.

o NF'V Manager (NFVM): The NFVM provides the management and orchestration
of performance, lifecycle and fault of different VNF instances. Each NFV manager
may handle several instances of the same or different types, however, a single VNF

instance is uniquely managed by a specific NFVM in turn.

o Virtualized Infrastructure Manager (VIM): The VIM is the functional block that is
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in charge of the control and management of the physical resources in NFVI, including

the compute, memory and network resources such as bandwidth.

2.3.1 Existing VIM architectures

VIM as a main functional block of the MANO framework is in charge of the managing and
monitoring work of the NFVI resources. A VIM can specialize in handling a certain type
of NFVI resource which may be compute-only, storage-only or networking-only, however,
it can also be capable of managing heterogeneous types of NFVI resources simultaneously
while exposing a northbound interface to other functional blocks for communication. VIM
manages an inventory that contains the information of the NFVI resources. With the
inventory, VIM can orchestrate the allocation, release and reclamation of NFVI resources,
managing their association with corresponding physical compute, memory and network
resources such as images [22]. Also because VIM organizes virtual resources such as virtual

links and ports, it provides basic support in managing VNF forwarding graphs.

Currently, there is a large number of VIM implementations that are provided through
a number of projects. Examples of complete MANO or VIM implementations include:
OpenStack [23], OpenBaton [21], Nomad [25] and Open VIM [26]. The first is a cloud
infrastructure manager with SDN functionalities that can be tailored to VNF manage-
ment. Nomad is a specialized micro-services-based architecture that can also be used for
VNF deployments. Open VIM emerged to implement the ETSIT MANO model. Finally,
Kubernetes [27] is an open-source container orchestration platform that has been used to
manage containerized VNF'. It provides basic mechanisms for deployment, monitoring, and

scaling of VNFs.

The majority of existing research efforts relevant to VIMs focus on evaluating the
performance of the aforementioned existing implementations. For example, the authors
in [7] provided a performance comparison between two VIM deployment solutions, namely,
Openstack with VM-based deployment and Docker using containerization for VNFs as
VIMs. The authors show that the use of containers represents a much more efficient

solution for NEs due to the lightweight deployments of containers. On the other hand, a
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very limited number of existing approaches have targeted enhancements for the ETSI VIM
model. For example, the work in [28] focuses on examining the advantage of creating VIMs
on demand for sliced data center resources. Also, one notable relaxant approach is that

in [11] which extends existing VIMs in order to enable the instantiation of small-scale, or

micro, VNFs.

In general, with the exception of some recent VIM implementations using unikernels
(e.g., [11]), existing VIM architectures provide the needed functionalities for cloud-based
implementations of MANO, but perform poorly in a resource-constrained environment such

as the NE.

2.3.2 Existing NFVM architectures

Similar to VIM, NFVM also has a number of unique functionalities and communicates

with other MANO modules. These functionalities are mainly related to:

Instantiating, configuring or terminating VNF, checking if the instantiated VNF is

running correctly.

e Modifying a running VNF instance such as implementing the scaling out(in) or

up(down) operations of VNF' instances.
e (Collecting NFVI performance data and essential events related to its VNF instances.

e Managing VNF instances through their lifecycle. Communicating with VIM and
NFVO through configuration and event reporting.

As for the projects providing NF'VM implementations, Alcatel-Lucent, Ericsson, HP ES
CMS have multiple telecommunication products, which act as NFV manager [29]. The first
platform comprises the CloudBand Management System and the CloudBand Node, which
make the VNFM part and parcel of their overall solution [30]. Ericsson Manager enables the
creation, orchestration and monitoring of services running on virtualized IT [31]. HP offers
compatible management of VNF's, enabling them to efficiently run on various virtualization

environments and hardware platforms [32].
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2.4 Resource reservation and scaling

Resource reservation is an effective methodology to improve QoS. It guarantees the avail-
ability of resources of the specific VNFs at a specific time and has been incorporated into
cloud computing recently [33]. While resource reservation plays an important role in re-
source management strategies, elastic scaling is also widely adopted in industry to support
Service Level Agreement (SLA). Elastic scaling in NFV is the ability to automatically
adjust the amount of computing, storage or networking resources in accordance with the
dynamic traffic patterns of applications. It can be categorized as horizontal scaling, includ-
ing scaling out/in operations (creating/destroying container replicas) and vertical scaling,
which is comprised of scaling up/down operations (resizing the capability on containers).
It’s notable that resource reservation is complementary to elastic scaling. With resource
reservation, the efficiency of scaling can be highly improved. We discuss the related research

efforts on resource reservation and elastic scaling in the following sections.

2.4.1 Reservation process

The resource reservation can be divided into two sub-processes as VNF classification and
resource allocation. To be more specific, VNF classification is based on workload charac-
terization and profiling. Resource allocation is the process of allocating a specific amount
of resources to specific VNFs. RA is usually static, but a lot of dynamic allocation schemes

are proposed to meet the changing demand of VNFs and guarantee NFV efficiency.

Classification of VNF's

VNFs are diverse in workload patterns and resource sensitivity. The fact that different
VNF instances have different demands, imposes the need for dedicated profiling schemes
to manage co-located heterogeneous types of VNFs [34]. A lot of research has analyzed
Google cluster to reveal different workload patterns and characteristics [35]. For example,
Di et al. [36] computed statistics about resource utilization, then characterized Google

workload at the application level and job level. Mishra et al. [37] presented a multi-level
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mechanism of task and workload classification. They also profiled heterogeneous applica-
tions through workload classification, task scheduling and capacity presetting. Dezhabad
et al. [34] proposed a novel scheme to categorize workloads based on their resource usage.
The authors used a hierarchical clustering algorithm, getting three workload and resource

demand profiles for applications designated as low, moderate and high.

In general, VNF's belonging to the same type share the same time-varying behaviour
and have the same network workload demands [3%]. For example, the same type of network
functions that fulfill similar service tasks in the same working period have the same traffic
fluctuation and resource demand. Consequently, all the VNF's having the same workload
pattern and a similar degree of CPU-sensitivity are categorized into the same class and

assigned the same availability level.

Resources allocation

The problem of VNF resource reservation has been addressed extensively in the Liter-
ature [12]. For example, Roy et al. [39] proposed a predictive approach to minimize the
resource provisioning costs while guaranteeing the application QoS. Similarly, Rao et al. [10]
proposed a resource allocation scheme that guarantees the applications QoS. Joint VNF
placement and resource allocation has been considered by Zhang et al. [11]. The authors
proposed a novel VNF chain placement solution that maximizes resource utilization and
minimizes response latency. Similarly, Ghaznavi et al. [12] proposed an optimal placement
solution of VNF instances according to demanded workload. Tang et al. [13] designed an
efficient algorithm solving the provisioning of VNF instances and SFCs based on traffic

forecasting and further enabled VNF instances to scale in/out.

The main limitation of VNF placement and resource allocation schemes, in general, is
that first they assume that VNF resource demands can be modelled as a simple scalar value,
which does not account for resource demand fluctuation. Secondly, they don’t account for
the additional resources that might be needed by these VNFs. Hence, in the case of a
sudden increase in the demanded resources scaling operations can fail due to insufficient

resource availability.
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2.4.2 Scaling

A large body of research efforts has also focused on vertical and horizontal scaling. For
example, Li et al. [11] analyzed the advantages and disadvantages of vertical scaling and
demonstrated that some VNF's can not improve their performance through vertical scaling.
On the other hand, Rankothge et al. [15] illustrated that startup time is costly when
horizontally scaling new VNFs. Yu et al. [16] proposed a fine-grained hybrid scaling scheme
for SFCs to achieve NFV scaling efficiency while trying to minimizing resource cost for
each SFC. Similarly, in ElasticNFV [17], the resource consumption of the hosting VM is
monitored in order to achieve a balance between vertical scaling and migration whenever

there are conflicts in resource demands.

Our proposed work is complementary to the aforementioned approaches; using our
reservation scheme, the need for horizontal scaling is eliminated by allowing clusters of
VNFCs to share the same pool of resources. A temporary need of excess resources by
one or more instances can be immediately met using that shared pool without the need of
invoking the VIM. On the other hand, horizontal scaling schemes can work alongside our

proposed scheme by adding new instances within the appropriate VNF clusters.

2.5 Resource availability and backup models

The availability problem of SFCs, in general, has been mostly addressed by providing
additional backup resources to re-instantiate the failed VNFs. Wang et al. [18] compared
different existing backup models and presented a Joint Path-VNF (JPV) backup scheme to
jointly considers the resources needed for path and VNF backups. similarly, Fan et al. [19]
considered the problem of optimal availability-aware SFC mapping given the probability
of VNF failures. The authors then developed an algorithm to minimize resource the SFCs
consumption while guaranteeing their availability. VNF' resource consumption was divided
into two main components in [50]: basic resource consumption (BRC) and duty resource
consumption (DRC). The former is used to maintains the VNF image and libraries while

the latter represents the resources used by the VNF as it serves the incoming flows. The
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authors then employed multi-tenancy and shared redundancy-based backup of resources

to achieve SFC availability.

Our proposed work shares with these approaches the key idea of reserving shared re-
sources for a pool of VNFs. However, while these reserved shared resources are used for
backup redundancy, we utilize the shared pool to meet the fluctuations in the resource de-
mands of the VNFs. Moreover, our approach is unique in that it utilizes simple statistical
measurements about the running VNFs such as the resource usage means, variance and
covariance to create accurate resource pooling without any over-provisioning of the NE

limited resources.

2.6 Insurance and risk theory

The field of risk and insurance can be well used for designing economical NFV resource
allocation scheme considering the statistical and financial aspects. Regarding insurance
pricing, a lot of studies have been conducted to approach it. Yow et al. [51] adpoted
a shareholder and total firm profits maximizing model to determine the optimal pricing
scheme and capital allocation for the insurer. He et al. [52] proposed a novel insurance
pricing model for maximal profit, incorporating driving risk from the mobility perspective.
Kliger et al. [53] used economic and probability arguments to develop an approach for
pricing insurance contracts. Mao et al. [51] extended Kliger’s approach [53], maximizing
the expected profit of the insurers. Cummins [15] presented two core paradigms of the
field of risk and insurance as the statistical model and financial model. In the journal, the
insurance risk pooling scheme is proposed based on probability theory (the law of large
numbers and central limit theorem) and actuarial science. Zaks et al. [16] applied the idea
of risk pooling to the use case where a portfolio consists of heterogeneous risks. It also
raised the dual optimization problems considering the trade-off between the risk level and
the premium distance. In this thesis, we mainly exploit the concepts of risk pooling for
resource reservation from the studies of Cummins and Zaks, combining them with the real

NFV usage scenario.
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2.6.1 Statistical analysis

The law of large numbers and the central limit theorem play important roles in risk theory

regardless of homogeneity or heterogeneity.

The Law of Large Numbers [15]

e Version 1: Let a random variable Y be equal to the number of successes in N repe-
titions of an experiment with probability of success equal to p. (L.e., the probability
distribution of Y is the binomial.) Define the relative frequency of success as Y/N.
Then for every € > 0,

Y
lim Pr(|— — =1 2.1
Jim Pr(l= —pl <e) (2.1)

o Version 2: Let Xy, ..., Xy be a random sample from a distribution with mean p and
variance 0. Let X denotes the sample mean, which is equal to Y, X;/N. Then we

can get:

lim Pr(|X —pl<e)=1 (2.2)
N—00

Based on the Versionl of the law of large numbers, the probability that the observed
proportion of successes will approach the probability of success (p) is close to 1 as the num-
ber of trials approaches infinity. One typical example is that, when doing the experiment
of coin tosses, the probability that the observed side will be head approaches 1/2 as the

number of tosses (N) becomes close to infinity.

As for the second version of the law of large numbers, it demonstrates that with prob-
ability being close to 1, the sample mean will arbitrarily approach the true distributional
mean as N approaches infinity. This can be easily derived from Chebyshev’s inequality.
It’s worth nothing that the Version2 is frequently used in insurance industry, defining the

risk of insurers.
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The Central Limit Theorem [15]

Let Xi,...,Xx be a random sample from a probability distribution with mean p and

variance o2. Define the random variable Y, with probability distribution Fy(Y):

SN X — Ny X —u

y — Lzi= —VN(E—E 2.3
v g 23
Then, as N becomes close to infinity, the probability distribution Fy(Y') approaches N (y).
It should be noted that N(y) is the standard normal distribution.

With the second version of the law of large numbers and the central limit theorem,

insurer’s risk can be defined as follows,

2
o o
]\llHH;OPTUX pl < e) ]&ILI;OPT(|X wl < k\/N) > lim (1 ) =1 (2.4)

N—oo 52N
X; are assumed to be independent and identically distributed, representing claims of ex-
posure unit 7. And with probability becoming close to 1, the average loss per exposure
unit is in close proximity to the true mean of the loss distribution as N approaches infinity.
Then (2.4) can be extended to describe the total amount of claims of N exposure units

comprising the pool in a specified period of time:

N N
lim Pr(|Y X;— Nu| < Ne) = lim Pr(]}_X;— Np| < koV/N) =1 (2.5)
—00 -

N—o0
i=1 =1

Consequently, we can deduce the amount of surplus fund that is required for maintaining
a predefined probability of insurance pool failure. Substituting k& with y,, where y, is the

standard normal deviate such that N(y,) is equal to 1 - o, we can get:
N
Pr()) Xi— Np| <yaoVN)=1-a (2.6)
i=1

It is not hard to find that if the insurance company wants to guarantee a probability 1 — «
that all claims are paid, it must reserve a total surplus fund of y,o0v N. Consequently,

the surplus fund per exposure unit should be ya\/iﬁ. And this conclusion can be used in
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VNF resource allocation, taking the possible workload fluctuations and changing resource
demands into account. The availability of VNFs can be guaranteed at a specific level
by introducing the statistical risk pooling model. NSs can be provided to end-user with
high performance as a part of surplus resources has been reserved to deal with workload

increment efficiently.

2.7 Summary

This chapter provided the background of Network Edges and a brief introduction of NFV
related technology. We first raised the limitations of centralized clouds and illustrated the
emerging Network Edge cloudlet. Then we introduced the modern virtualization technol-
ogy and highlighted the transition in the industry, from VMs to containers. We discussed
Docker containerization principle and Kubernetes management platform. Next, we pre-
sented existing NFV-MANO architectures especially VIM and NFVM architectures. The
studies and research related to resource reservation and elastic scaling are listed in the sub-
sequent section. In particular, we discussed resource reservation from two aspects as VNF
classification and resource allocation. We also discussed recent literature on availability
problems and backup models. Following the basic idea of insurance and risk theory, we
first applied the statistical theories, i.e., The Central Limit Theorem, to risk pools which
can further be used in NFV scenario for resource reservation. Considering the advantages
and disadvantages of previous works, we will design a novel containerized NFV-MANO
architecture and resource reservation scheme to ensure VNFs’ availability and QoS in the

following chapters.
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Chapter 3

Proposed System Model

3.1 Introduction

Figure 3.1 depicts an example of our adopted NE mode. In our scenario, a server at the NE
serves a large number of chained containers. These containers host various cNFCs and are
driven by corresponding images (e.g., IDS VNF driven by Snort image). The server passes
different VNF requests of clients to specific cNFCs and monitors the status of workflows.
In turn, the server communicates and interacts with other decentralized servers through

the core network.
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Figure 3.1: An example of a NE hosting VNF's
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As mentioned in the previous chapters, the limited availability of resources in the server
becomes a vital obstacle when workflows surge. Any insufficient allocation may cause the
deterioration of VNF performance and even result in VNF crashes or failures. Therefore,
developing a reservation scheme that ensures resource availability is necessary for dealing
with unexpected workload fluctuations. On the other hand, once the reservation scheme is

proposed, a non-negligible problem is how to integrate the scheme into industrial scenarios.

To solve the aforementioned problems, in this chapter, we first propose a containerized
ETSI model including the Resource Reservation Manager and other containerized building
blocks. And the corresponding embedded resource reservation schemes for the Resource
Reservation Manager module are formulated subsequently. Specifically, section 3.2 presents
the containerized ETSI system model. And section 3.3 formulates the allocation scheme

of the Resource Reservation Manager considering different scenarios.

3.2 System architecture

Figure 3.2 depicts our proposed system model. Based on existing ETSI architecture, our
ETSI model chooses containers as virtualized function units, integrating with resource
reservation module. In the following subsections, we first introduce our containerized
NFVI architecture, then we mainly discuss the core functional blocks in our proposed

MANO architecture, which participate in the resource reservation process.

3.2.1 Proposed NFVI architecture

The NFV infrastructure contains the physical resources at the lower layer of the architec-
ture and represents the available compute, storage and network resources. These physical
resources host the VNFs, which represent the second layer, using different resource visu-
alization approaches. In our research scenario, we adopt containerization technology for
virtualization considering its efficiency and elasticity. Thus containers are the basic units

to host VNFs and fulfill service tasks. Basically, each containerized VNF can be decom-
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posed into a number of VNF components (VNFCs) and each component is hosted on one

container.

3.2.2 Proposed NFV-MANO architecture

The management and Orchestration (MANO) module represents the main component
within the ETSI NFV architecture [0] as shown in Figure 3.2. The aforementioned two
layers are managed by two corresponding modules in MANO. The NFVI layer is managed
by the containerized infrastructure manager (cIM) while the VNFs’ resource consumption
monitoring, life cycle, performance and fault management is performed by the NFV man-
ager (NFVM). On the other hand, the NFV orchestrator (NFVO) maintains a catalogue
describing available network services (NSs) as well as NVF descriptors. The latter describes
the decomposition of each containerized VNF into corresponding set of VNFCs and the
possible flavours or configurations for each component. These VNFCs are then mapped

into containers.
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Proposed NFVM architecture

In our system model, NFV manager is responsible for monitoring the traffic workload and
resource consumption of VNF's since it provides the management and orchestration from
the perspective of VNF instances, recording these VNFs’ detailed information. However,
existing NF'VM architecture is not enough to fulfill resource reservation as reservation
needs statistical analysis and calculation especially the changes of traffic and resource
demands. Accordingly, a VNF monitoring module namely VNF Monitor is specialized
in the NFVM as shown in Figure 3.2. The VNF Monitor is responsible for monitoring
the resource consumption of correlated VNFs dynamically, analyzing collected data to get
the main parameters (the mean and the variance) for resource reservation. In general, the
functionalities offered by our NF'VM module are quite similar to the existing NF'VM except

for the dedicated VNF monitor proposed for resource reservation.

Proposed cIM architecture

Our proposed cIM provides interfaces to both the NFVM and the NFVO in order to
define the resource requirements of the deployed VNFCs and then efficiently allocates and
manages these resources at the NFVI layer. As shown in the figure, cIM has three building
blocks, namely, the container service manager (CSM), the resource reservation manager
(RRM) and the infrastructure monitoring manager (IMM). The CSM receives requests
from the NFVM to instantiate cNFCs. It then employs existing placement and clustering
schemes to place each ¢cNFC into the appropriate cluster after consulting the RRM which
decides the amount of needed resources as described in the next section. The CSM then
boots the requested cVNFCs. Once cNFs run successfully, the RRM uses monitoring
information fed from the VNF monitoring entity in NF'VM and the IMM to accurately
recalculate the reserved amount for any affected cNFC clusters using risking pool model.
The CSM then enforces the desired reservation, allocating the reserved amount of system
resource to the specific cNFCs. The next section details the methodology used by the RRM
to calculate the reserved pool of resources based on the NFVM requirements in terms of

whether higher availability is required to be guaranteed per a single cNFC, a cluster or
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multiple clusters of cNFCs. These requirements are assumed to be negotiated between the

OSS/BSS and the NFVO.

3.3 Resource Reservation Manager

As discussed in the previous section, the main functionality of the RRM is to reserve
sufficient resources for the containers hosting the ¢cNFCs. Allocated resources include
computation (CPU cores), memory, storage and bandwidth. Similar to the work in [9],
we focus on the allocation of the CPU cores, as the most constrained resources on the
NE, however, the presented work can be extended to other resources. We also focus on
clustering ¢cNFS instances of identical types, however, other clustering approaches [1] can
also be employed. Let I denote the number of different types of cNF's that can be hosted on
a single server NE or MEC [55] that is managed by the c¢IM. Examples of these functions
are classifiers, packet analyzers, tunnelling functions (e.g., VPN clients) as well as service
monitoring functionalities (e.g., meters and policies) [56]. Let n; >> 1 be the number of
expected average of instances in cluster ¢ € I, such that the CPU demand for an instance
J, j=1,--- ,n; is represented by a random variable R;; with a realized demand r;; CPUs
at any time. We rely on offline profiling [57] and runtime monitoring, carried out by the
NFVM, to continuously estimate the mean p;; and variance afj of r;;. The RRM is tasked
with finding a resource allocation 7;; CPUs for each container hosting an instance j of type
1 if the availability constraints are strict with respect to every single instance. Otherwise,
it can calculate an overall resource allocation m; per cluster to achieve a more relaxed
availability requirement that is guaranteed per cluster or a group of clusters. We use 1 — «
(o is far less than 1) to denote the probability that the reserved resources are sufficient for
workload fluctuations. This probability 1 — « represents the specified availability level at
which the reserved resources are equal to or larger than actual resource demands. As shown
in Figure 3.3, to meet various implementation scenarios, the resource reservation schemes
for three different circumstances where a cNFC instance, a cNFC cluster or multiple cNFC

clusters compose the resource pool are proposed.
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3.3.1 Resource reservation per a cNFC instance

One straightforward approach to determining ;; is the direct application of Cantelli’s
inequality for any random variable r;; with a known mean and variance [58], which is

defined by the following proposition:

Proposition 1. Let r;; and m;; be the realized CPU demand and the assigned container
CPU, respectively, of a cNFC j of cluster ¢ such that r;; has a monitored mean ji;; and
variance afj. For the RRM to achieve an VNFM request with the resource availability
defined as Pr(r;; > m;) < a, with 0 < a << 1, m;; is set such that:

11—«

Mij = Wij + Oig\[ ——- (3.1)

Proof. The Cantelli s inequality states that, given a scalar, A > 0, we have [58]:

ry — i X
Pr{2—2<\|> 3.2
( 034 - -1 + )\2 ( )
setting A = “LE4 | we get
ij
(s — 1)’

Pr(ry; < mj) > 4 J (3.3)

T o 4 (i — g)?

o2
With some manipulations and equating o = WH)Q, we obtain ;. O]
ij ij T Hij

Note that the value of m;; specified by proposition 1 is dependent on the availability
parameter a and approaches p;; + 0;; as o diminishes.
3.3.2 Resource reservation per a cNFC cluster

Next, we take advantage of resource sharing by a number of ¢cNFCs, which is already

feasible in some cIMs implementations (e.g., using cgroupings in Kubernetes [59]). We will
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first assume identical demands for cNFCs within each cluster ¢ such that p;; = p, and
02 =02 Vj=1,---,n;. Let r; be their total CPU demand, such that:

i 109

Ti = Zm‘j, i = B[ri] = nipio, 07 = Var[r,] = njo}, (3.4)
j=1
The RRM can allocate a shared pool of CPUs for the n; cNFCs according to the following

proposition.

Proposition 2. Let r; and m; be the sum of the realized CPU demand and assigned CPUs,
respectively, of n; identical but independent cNFCs within cluster i, each with a monitored
mean p;, and variance o2,. For the RRM to achieve an VNFM request with the resource

availability defined as Pr(r; > m;) < o, with 0 < a << 1, m; is set such that:

Ti = Niflio + 21-aTio\/Mi (3.5)

where z1_q is the standard normal deviate of the normal distribution ¢(.), such that ¢(z1-a) =

Q.

Proof. For a large n;, the central limit theorem indicates that the probability distribution
of the random variable “># approaches the standard distribution ¢(.) [15]. Hence, we

have:

Pr (” —Hi s zl_a> <a (3.6)

0;
Multiplying both sides inside the probability bracket by o; then adding p; to both sides

and setting m; as in (3.5), we obtain the result. O

The above proposition indicates that an additional amount of a shared pool of CPUs

that is equal to the second term in (3.5), 21_,-2, is sufficient to meet the cNFCs’ demand

mn;

that exceeds their mean values.

It is also worth noting that on average, the consumed resources per a single cNFC can
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be calculated by dividing 7; equally among the n; cNFCs, and we get,

Oio
7T'L] = Wio —+ Zl_aﬁ. (37)

In other word, the excess resource that the RRM needs to allocate for one additional cNFC,

Zl—a \F’ decreases as more cNFCs share the common resource pool ;.

An immediate observation is that as the number of ¢cNFCs sharing the same reserved
pool increases, the additional quota needed for each additional cNFC decreases signifi-
cantly. In other words, resources are saved by allowing more cNFCs to share the additional

resources pool while maintaining the same resource availability requirements.

It is worth noting that the demand for the various ¢cNFCs of the same cluster ¢ may
become interdependent as flows of served traffic are redistributed among cNFCs within the
same SFC as a result of load balancing. In this case, the variance of r; can be calculated
taking into account the covariance of these cNFCs, as follows:

Var(r;] = njo2 + 2 Z Z Tk (3.8)
j=2 k=1

where o0, is the monitored covariance between two cNFCs j and k of cluster i.

Then the shared CPU reserved for the n; containers becomes:

n; j—1

Zu”jLzl o ZO’Z]—FQZZO‘]k (3.9)

7=2 k=1

Similar to the case of independent cNFCs, as n; increases the main excess resource added

per an additional amount of can be calculated as z;_,

3.3.3 Resource reservation for multiple cNFC clusters

A further reduction in the needed excess pool of resources can be achieved if multiple

clusters are allocated on a large single NE server where small cNFCs can consume part
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of the shared quota. Following this scenario, let r be the total demand on the NE server,

such that: ; , ,
r= Zri, = Zniuio, ol = Zniafo (3.10)
i=1 i=1 i=1

Then the following proposition defines the amount of CPUs to be reserved for a desired

availability level.

Proposition 3. Let r and m be the sum of the realized core CPU demand and allocations,
respectively, of I clusters of cNFCs, where each cluster ¢ has nj identical and independent
cNFCs, each with a monitored mean i, and variance o2. For the RRM to achieve a

0

VNFM request with Pr(r > m) < «, such that 0 < o << 1, 7 is set such that:

I
T = anio + Z21_a (311)

=1

where z1_,, is the standard normal deviate such that ¢p(z1_) = .

Proof. As the number of cNFCs increases, the probability distribution of ~# approaches
o(.) [15] and we have,

Pr (T e > zla) <« (3.12)

o

Multiplying both sides inside the probability bracket by o and adding p then setting 7 as
in (3.11), we obtain the result. O

With the above proposition, it is worth noting that the excess resources z;_, Zfil nio2
needed is smaller than the sum of all individually allocated resources for each cluster as
defined in proposition 2, > 1 (21-40i0\/1;). This is clear by noting that Zle(w/niawf

< (Zfil V/Ni0i,)*. This leads to NE resource savings while ensuring the desired availability.

The problem that remains is how to calculate the resource pool size needed for each
cluster in order to provide an accurate pricing scheme as can be seen in chapter 4. Several

approaches can be used to calculate the required pool size for each cluster k.;. First, let
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the required pool size z&*(t) for each cluster k.; be defined as a function of T, as follows,
J}g’z(t) = Nciflei (t) + Zl—acnc,iTC,i (313)

where T4, ..., T, k.| are non-negative numbers such that
c,ly oy Le| K| s

|Ke

(3.14)

|
nc,iTc,i =

=1

Clearly, there is an infinite number of options to determine the value of 7, ;, where i =

1,...,|K.|]. These approaches include the following:

1. Unsform allocation

The class standard deviation o.(t) defined in (3.14), is split equally among all the

_ UK
where n. =Y "' ng;.

— gc(®)

applications within this class, that is T,.; = ... = T¢, |k -

The reserved pool size for cluster k. ; is:
o.(t)

o (t) = Neiflei(t) + 21—a,Nei—— (3.15)

c

2. Semi-uniform allocation

The class standard deviation o.(t) is split equally among the clusters. Here T,; =

oc(t)
nc,ilK(;I

. The reserved pool size for cluster k.; is:

o.(t)
Kc'

x (3.16)

Z’i(t) = nC,iMc,i(t) + Z1-a,

3. Proportional allocation:

The class variance o2(t) is split among the clusters proportionally to their variances.

2
. . ioe(t Ne,iog ; (T
Thus, T.; is determined as L(), where 7.; = “2—()

- 20 The reserved pool size for

cluster k. ; is:

xi’(t) = Neiflei(t) + 21-0.Tc,i0c(t) (3.17)
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At this point, the problem of accurately determining the required pool size for each clus-
ter k.; will be modelled as a non-linear optimization problem. These three allocation
approaches stand for different allocation thoughts and can be chosen dynamically con-
sidering the difference between each cluster. For example, if the differences of resource
demand or consumption between each cluster are lower than a preset threshold, we can
adopt uniform allocation to simplify the allocation work as the weighted coefficient T'c, i of
each cluster in uniform approach is the same. The three approaches balance the trade-off
between distinct allocation and simplified allocation. In our simulations of multiple cNFC
clusters composing the whole resource pool, we used the third allocation scheme (propor-
tional allocation) to calculate the weighted resources reserved for each cluster since the

workload pattern difference between each of our clusters is relatively large.

3.4 Summary

In this chapter, a novel containerized E'TSI model was proposed with dedicated modules
fulfilling the resource reservation process. We first introduced the basic building blocks
of our system model such as NVF infrastructure, NF'V manager and containerized infras-
tructure manager. In particular, we designed a unique resource reservation manager to
calculate the amount of resources reserved for each VNF considering demand changes and
traffic fluctuations. Then we derived the statistical calculation method of RRM based on
risk pooling theory. We further discussed the reservation scheme in different usage scenar-
ios where the resource pool consists of a cNFC instance, a cNFC cluster or multiple cNFC
clusters. For the resource pool containing a portfolio of multiple clusters, the generalized
reservation solution was presented first, which was followed by three specific allocation
schemes as uniform allocation, semi-uniform allocation and proportional allocation, to il-

lustrate the basic idea of this general approach.

The reservation scheme offers surplus resources for VNFs that suffer from resource
scarcity and thus are unable to achieve high performance when workflow increases. The

availability and efficiency can be guaranteed as our scheme precisely reserves resources
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needed by each VNF to respond to traffic fluctuations based on historical workload pattern
and resource consumption, avoiding resource waste. Based on the basic solution for resource
reservation, we will evaluate and optimize our scheme from different perspectives, taking
some crucial factors that affect the performance of VNF's and the profit of service providers

mto account.
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Chapter 4

Optimization Problems and

Corresponding solutions

4.1 Introduction

In the previous chapter, we have shown that allocating a common pool of resources 7 for
I clusters of different types of cNFCs is more efficient than allocating individual resources
per component or cluster. However, once the value of 7 is calculated, we need an efficient
means to decide the initial distribution of that resource pool over individual clusters. In
this chapter, we address this problem. More precisely, we address the following problem,
given a reserved pool of resources 7, what is the optimal allocation of resources to each
cluster in order to maximize the performance of cNFCs in these clusters. We then address
a different problem, that is how can the cIM signal the VNFM with the status of the VNFI
resources in order to adjust the resource demands. As shown in Figure 4.1, when doing
resource allocation, we add different optimization mechanisms in cIM. VNFM is responsible
for passing the allocation requirement and monitoring information of each ¢cNFC to cIM.
In turn, cIM sends the optimally calculated allocation and pricing scheme to VNFM based
on the obtained information from VNFM and IMM.

In the following sections, we solve these two problems using different assumptions with

regards to approximating the functions that measure the performance loss of different
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Figure 4.1: Optimization allocation between cIM and VNFM
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cNFCs due to resource insufficiency. We employ concepts borrowed from the properties of

vector majorization and Schur-convex functions [60].

4.2 Measuring the performance of cNFCs

To measure the performance of cNFCs, the cNFCs profiling work which is based on the
previous research in the field of VNF profiling and the pattern analysis of VNF performance
is needed. As discussed in the research [61], VNFs can behave differently in the SFC
versus standalone situation, and also when the SFC’s order is changed. Consequently,
both standalone VNF's and heterogeneous SFCs need to be classified first to simplify the
performance measurement process. In other words, cNFCs with similar workload patterns
and resource demands are sorted into the same cluster. Then we only measure and analyze
the performance of ¢cNFCs in the same cluster. The research in the profiling work [62]
demonstrates that not only the VNFs themselves influence the chain behaviour, but also
the underlying support layer that connects these VNFs such as the networking platform and
basic infrastructure platform, may make a difference to the VNF performance. However, in
our implementation scenario, since the networking platform (Kubernetes) integrating with
the infrastructure platform (Docker) is lightweight and nearly latency-free, the underlying
forwarding plane has no significant effect on the whole chain performance. Thus, we
only measure the performance of cNFCs themselves, monitoring the workflow status when

passing each ¢cNFC in the chain.

4.3 Optimal allocation of resource pools to cNFCs

clusters

In this section, we build on the results obtained in Proposition 3 where an optimal allocation
of a pool of resources is found in order to ensure that the probability of the demand of
the ¢cNFCs in the I clusters is met. However, the proposition did not specify how this

pool of resources can be allocated among different clusters. Hence, the main objective
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here is to find an optimal initial sharing of this pool along the clusters in order to ensure
that the performance of the cNFCs in each cluster is optimal. The sharing policy must
still satisfy the condition that the probability of the total demanded CPU exceeding the
total reserved pool is a pre-determined small number o, 0 < a < 1. In addition, the
reserved pool size should be proportional to the expected fluctuation for each cluster. In
other words, the reserved pool size should increase as the expected fluctuation increases.
This problem is modelled as a non-linear optimization problem such that the sum of the
expected performance losses of different instances of various cNFCs is minimized. Since
we are dealing with different cNFC types, we will first assume that the performance loss
of all components can be estimated using the same loss function, then we will relax this

assumption to employ a different performance loss function for each cluster.

4.3.1 Optimal sharing with a homogeneous loss function

Assume that, at runtime, the cIM has allocated a pool 7, as calculated in the pervious
chapter (eq. (3.11)), to the cNFCs in the I clusters and that at runtime we can monitor the
deviation of the allocated resource m; for each cluster 7 from the actual resource demand
r;. Using VNF profiling schemes, we can approximate the performance loss by a function
f(ri —m), f: R —[0,00]. More precisely, f is a function that measures the performance
degradation of a cluster of n; cNFCs of type i. Our objective is, then, to find an allocation
vector 7w = (my, -+ ,77) that minimizes these losses. We will first review some important

properties related to vector majorization and Schur-convex functions [60].

Majorization and Schur-convexity

We first define the concept of majorization according to the following definition [60]:

Definition 1. A vector € = (x1,--- ,x,) € R" is said to majorize another vector y =
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(Y1, ,yn) € R™, symbolically denoted x -y, if

k
oy = > yw, VE=1,--,n-1, (4.1)
=1

i=1

and sz = iyl (4.2)
; i=1

and x;y is the it element in x, after rearrangement of its element, such that T(1) = T(2) =

. .l’(n)‘

The definition shows that majorization is a partial order relation on vectors with com-
ponents that sum up to the same value. It is also a measure of how many elements within

the same vector differ.

It can easily be noted that all allocation vectors majorize the uniform allocation vector

where 1 = 29 = -+ = x,,. Next, we provide a definition for the Schur-convex functions

( [60], Ch.3).

Definition 2. A function f : R™ = R Schur-convez if

w -y = flx)= f(y). (4.3)

Schur-convex functions are defined to be consistent with majorization. They map the
majorization ordering of the vectors to an equivalent scalar ordering. A clear example of
convex functions in this context is the maximum function on the elements of the vector.
Other examples of convex functions that are used for loss functions are the powers of
absolute values |z|%, @ < 1 on R and the powers 2% a < 1 or a < 0 and logarithmic log =

on real positive values R .

As will be shown, they can be used to represent the collective performance loss for

various types of cNFCs. The following theorem will also be useful in our context.

Theorem 1. ([00], Ch.3,C.1.) Let f : R — R be a convex function and x = (xy1,--- ,x,) €
R", y = (y1, - ,Yn) € R", then the function g : R" — R, such that g(x)=y ., f(z;), is
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Schur-convez, i.e.,

x>~y =g(x)>9(y) (4.4)

Resource allocation using Schur-convexity properties

We are interested in employing Schur-convexity of combinations of Schur-convex functions
in order to obtain the optimal resource assignment for each cluster as described by the

following proposition.

Proposition 4. Let m be the sum of the reserved CPU for I clusters of cNFCs, where each
cluster, i, + = 1,--- . I has n; identical cNFCs, each with a monitored demand mean [i;,
and variance o2,. Let f : R = R be a convex function representing the performance loss of
any cluster. An allocation m = (my,- -+ ,my), that minimizes the clusters performance loss
while ensuring that Plr(zilz1 ri <m) < a, with 0 < a << 1, is the solution of the following

optimization problem:

I
7 =  argmin {Z(f(m - ni,uio))} (4.5)
i=1
s.t. Pr(r <m) <a, (4.6)
T > Nifbio, ©=1,--+ 1. (4.7)

I
and Z T = T. (4.8)
i=1

This problem has a unique solution when f is strictly convex that is obtained when m; =
Zl—a Zle nio2,

Niplip + ——F=——"2,i=1,--- I

Proof. Let 0 = \/Zle JZZ:\/ZLl n;o2. From proposition (3.11), the constraint (4.6)

20"

is satisfied when 7 = pu + z;_,0, where u = Zle niptio Let x; = (m; — nipio), the above
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problem can be rewritten as

= arg mxin {Z f(:cz)} (4.9)

=1

st Y Ti=2140 (4.10)

and x>0, 1=1,---,1. (4.11)

from Theorem 1, the solution to the above problem is a vector «*, that minimizes g(x) =
> iy f(z;), that is majorized by all other vectors in the feasible solutions set where
Z1—a0

I . . . .
Y io1Ti = z1-q0. This vector is the uniform vector where z; = #52%, Vi. Hence, the

optimal solution for our problem is m; = 1, + =527 O

Using the above proposition, it is sufficient to measure the overall variance o of the
CPU consumption of the I clusters and assign to each cluster ¢, its average consumption
Niflio in addition to an additional pool of resources z1_o%, here 2;_, represents the (1—-a)

percentile of the normalized total consumption.

4.3.2 Optimal sharing with heterogeneous loss functions

In the previous section, the required pool size for each cluster was found such that a uniform

expected loss function was assigned to all the cNFCs.

Proposition 5. Let m be the sum of the reserved CPU for I clusters of ¢cNFCs, where
each cluster, i, @ = 1,--- , I has n; identical cNFCs, each with a monitored demand mean

tio and variance o2,. Let f; : R = R be a convexr function representing the performance
loss of cNFCs in each cluster i. An allocation m = (7, -+ ,mr) that minimizes the cluster

performance loss while ensuring that Pr(31_ 7 < 1) < a, such that 0 < a << 1, 7 is the
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solution of the following optimization problem:

I
= arg mﬂin {Z filmi — nium)} (4.12)
i=1

I
st. Prd_rm<m<a (4.13)
i=1
v zniuio, 221, ,[, (414)
I
and Z =T (4.15)
i=1
This problem has a unique solution when f;(), i = 1,--- 1 are strictly convex that is
obtained when
dfi(m — nipi,) _ _ Ofi(mi — niptio) N _ Of(mr — nipgo)
S — = (4.16)
3(7T1 - nlﬂlo) 0(% - niuzo) 3(7T1 - nlﬂlo)

and Zfil(m — Nillio) = Z1—-a0

Proof. Let u; = nipi, and z; = (m; — u;), the Lagrangian of the above problem can be

written as follows: ;

L@ )= filzi+ Mzi—ao — Y x;) (4.17)

i=1 i=11

the KKT conditions:

O fi(mi — .
M_f_)\:()’ i=1,--,1 (4.18)
T — Hi
Mzia0 =Y ;) =0 (4.19)
i=11
solving for x; leads to the solution equations. O]

The following lemma considers a special case where the performance loss function is
measured as the weighted sum of the square differences between the CPU demand and
allocation. In other words, performance loss occurs in both cases of over- and under-
provisioning of resources to the cNFCs. The weights assigned to each cluster, however,

dictate the criticality of allocation loss or excess for each cluster.
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Lemma 1. Let the performance loss function of any cNFC be measured as the square
difference between the CPU demand and allocation, such that the performance of the cIM
is represented as a weighted sum of these functions, then CPU resource allocation problem

can be defined as follows,

7= argmin {i L}i(nu = 7”)2} } (4.20)

=1
s.t.  Pr(suml_,r; <7)<a, (4.21)
I
Z =T (4.22)
i=1

and Zwi = 1. (4.23)
This problem has a unique solution which is:
TF = Niflio + 21—aWi0 i=1,...,1 (4.24)

Proof. The solution to the above problem can be derived directly from Proposition 5, where

filmi — ;) = w%_g(m — u;),and g(z;) = z?. Hence, 85&;’;;): 2(”;“@'), and we have
2(m; — 2(m; — 2y —
m—p) o _2mio ) 20— ) (4.25)
w1 Wi Wwr
which can be written as
I
) Ealmmm) 429
Wi D i Wi
and we have 7m; = p; + w;21_40 O

4.3.3 CPU distribution on clusters given predefined loss

In this section, we start by assuming a limited resource availability at the VNFI. Hence,

we solve the problem of CPU pool distribution on I clusters in order to minimize the
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probability of not satisfying the cNFCs resource while ensuring that the performance loss

does not decrease below a given threshold.

The new optimization problem can be modeled as follows,

= arg mﬂin {PT (Z ri > Z 7ri> } (4.27)

=1

1

1. —(r; —m)?| < 4.28
st D |G-m| <o (1.28)

I
d m=m, (4.29)

=1
(4.31)

Proposition 6. The minimization problem (4.27) has a unique solution which is:

T = Niflio + w; VU Vi=1,...,1 (4.32)

Where U =) — S0 ni%iy

Wi

Proof. First, both sides of the objective function inequality are normalized as follows,

Pr <i r > iw> = Pr (ZZ‘I—l(Z ~ o) | Nim Z = “") (4.33)

1=

Minimizing the left-hand side of the objective function of (4.33) with respect to m;, where
it =1,...,1 is equivalent to the maximization of Zfil(m — niftio). The problem can then

be rewritten as follows,
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™= argmax {Z(m - niuio)} (4.34)

I
nlaw 1
s.t. Z o + Z o Ty — zﬂ’zo = ’QD (435)
i=1 t i=1 ’

i io S U Vi = ]., oo ,[ (436)

(4.37)

Let U =) — Zle "w—(f", and z; = m; — n;L,,. Problem (4.37) can then be rewritten as

follows,

I
arg max {Z xz} (4.38)
i=1
I

> ix — U =0, (4.39)

wj
i=1

2 >0 Vi=1,...,1 (4.40)

To solve this problem, Lagrange multipliers are used as follows,

Z i + A (i ix - \11) (4.41)

Differentiating £(x, A) with respect to xy,--- ,z; and X yields a system of I equations:
@A) — 1 4 9\z =0 Vi=1,...,1
" AL (x,\) o I 1.9 (4.42)
==Y 12— =0

From the first I equations of (4.42) the following expression is obtained:

T = ——t Vi=1,...,1 (4.43)
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Since z; > 0 then A has to be negative. Substituting (4.43) in the last equation of
(4.42) yields,

i ) v (4.44)

hence,

1
Yo D wi= X (4.45)

i=1
with Zle w; = 1. Since A < 0, substituting the negative root of A\ from (4.45) in the first

I equations of (4.42) yields a unique solution which is:

wf = =2 T Vi=1,...,1 (4.46)
2\
Hence, (4.32) is the unique solution to (4.31). O

4.3.4 Pricing as a signal for resource consumption adjustment

In the previous sections, we calculated the value of the required pool size 7; of CPU for each
cluster 7 that can be allocated by the cIM on the VNFI. Here, we would like to use a pricing
mechanism as a signal communicated by the cIM to the VNFM in order to regulate the
requested resource demands. Hence, in this section, the problem of deciding the optimal
resource allocation among various cNFC clusters is modelled as an optimization problem

with the objective of maximizing a hypothetical monetary profit of the cIM.

We assume that the VNFM models the CPU demand of each cluster ¢, is a function
ri(p;) of the price signal p; sent by the cIM. In other words, the value of p; indicates to the
VNFM how scarce or available the CPU resources are at the VNFI. In turn, the VNFM
decides on the corresponding demand r;. For simplicity, we assume a constant elastic
relation between the resource demand and the price signal, i.e., (r;) = %, with a constant

K; > 0, however, our model can be easily extended to include more complex functions.

48



The cIM’s objective is to regulate the allocated CPU consumption for each cluster once
the resource pool 7 has been calculated. Hence, it maintains a workload ratio v; for each
cluster, such that ¢; = *=. cIM then calculates a basic price signal for a unit of CPU p and
an adjusted vector of prices (py,- -, p;) for all the I clusters, where p; = § The problem
of calculating these price signals can be formulated as that of maximizing cIM’s profit of
selling to the VNFM the desired CPU using these prices after deducting the rental cost
of the physical CPU from the underlying VNFI while satisfying the constraint that the

sum of the actual allocated CPU for all the clusters does not exceed the available pool of

resources, i.e., Zle % < m. Formally, this problem can be modelled as follows:
I
max = ri(p;) X p; — C(m 4.47
x| Zl (pi) x pi = C(m) (4.47)
~ (i)
st. = S < 4.48
; 5 (4.48)

where C'(7) is the cost of maintaining the pool of CPUs 7. Noting that the Lagrangian for

(4.47) can be written as:

Lpt, - o A) = 3 r(p) xpi— Clm) + A(w — Y ri(pi) (4.49)

i=1 i=1 bi
I I
- Z K; — C(m) 4+ A(m — —Zz? Ki) (4.50)
i=1

where A is the lagrangian multiplier. The solution to this problem satisfies the following

Karush-Kuhn-Tucker (KKT) conditions:

Zf:l K;

) = (4.51)

(4.52)

I .
and we obtain the signal price for every cluster as p; = Zﬂi—f

If the VNFM sets the values of K; such that 25:1 K; = C(m), then we have the simple

form for the price signals where p;,= %Zr)
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It is worth noting here the price adjustment may take place as a tatonnement-like
procedure [63] in order to facilitate the convergence of the price signals and the demand
between the VNFM and the cIM. During this process, the optimal price signals are calcu-
lated based on the monitored means of the demands of each cluster and a price signal is
sent to the VNFM. In turn, the demands of the CPU might be adjusted by the VNFM until
an equilibrium state is rearched when the prices reflect the actual supply and demand. At

each step, the cIM calculates an adjusted price as follows:

r; — T

pi < pi(1+v x min{1,

} (4.53)

i

where 0 < v < 1 is the adjustment rate and r; here is measured as the average demand

during an allocation cycle.

The cIM calculates the price vector that maximizes its revenue during an operating
time cycle [0,7]. This price vector is updated periodically to reflect any variations that
have occurred to the demand pattern. As indicated before, we use the price vector to
regulate the workloads: when the prices decrease, cVNFCs will be encouraged to increase
the resource consumption [64]. At each period ¢ € [0, T], the CPU pool size 7 is reserved to
fulfill the total demands of the clusters i, which is calculated based on the current demand.
A scaling-up in the CPU demand occurs at time ¢, if dr;(t) > 0, while 07;(¢) < 0 indicates

a scaling-down (d7;(t) = 0 means no fluctuation).

4.4 Summary

In this chapter, we raised several optimization problems that may exist as the status of
the VNFI resources alters and presented corresponding solution models to adjust the re-
source demand and meanwhile ensure service providers’ profits. We first discussed the
VNF profiling process in our experiment, illustrating the performance measurement man-
ner. Then, we divided the optimal allocation problem of different ¢cNFCs clusters into four
sub-problems. Specifically, the first two sub-problems of optimal allocation involve homo-

geneous or heterogeneous loss functions that measure the performance losses between the
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actual fluctuation and the reserved resource pool of different cNFCs. And corresponding
allocation solutions were proposed using Schur-convexity properties to minimize the losses
of these ¢cNFCs clusters. And the subsequent problem considering the predefined losses
threshold was solved to maximize the availability of ¢cNFCs. Finally, a pricing scheme
with the effect of resource adjustment was introduced to optimally price and regulate the
allocated resources. In other words, while the pricing scheme for allocated resources helps
maximize the cIM’s revenue, it also influences the resource demands and allocation of each
cluster in turn. In the next chapter, we will evaluate our proposed schemes and compare

their performance against baseline methods.

51



Chapter 5

Experimental Analysis

In this section, we realize our proposed reservation scheme and various optimization so-
lutions through JAVA programming language. The simulation process is conducted in
Docker and Kubernetes. Ksniff and T-shark (the analyzer for capturing and analyzing
packet data) are used to monitor the behaviour and performance of VNF's in different clus-
ters, the collected data are further analyzed by corresponding JAVA projects to get final

evaluation results.

5.1 Simulation setup

A lot of efforts have been spent in building the simulation environment since existing in-
dustrial NFV projects are mainly based on VMs. However, OpenStack (an open source
cloud computing platform) as the mainstream of NFV industry offers an excellent branched
project Tacker for NF'V orchestration service, considering the feasibility of using container-
ization technology for virtualization. Tacker provides the option of Kubernetes VIM for
installation combined with the existing OpenStack NFV platform. Consequently, users can
deploy containerized VNF on the top of NFV infrastructure platform using Kubernetes
VIM in Tacker. To implement our cIM, we similarly extend containerized Kubernetes
VNFs in Kubernetes VIM of Tacker. Based on container topology and orchestration spec-

ification for cloud applications (TOSCA) templates offered by Tacker, we create cNFCs

52



through ”openstack vnf” related Linux commands. To test cNFCs are running in Kuber-
netes environment, we can check their status by running ”kubect!” (the command-line tool
for managing Kubernetes clusters) related commands. Users also can scale VNF manually
by running ”openstack vnf scale” Linux command. However, the scaling types offered by
OpenStack are mainly limited to scaling in and scaling out, which means fine-grained re-
sizing operations (scaling up/down, resource reservation and allocation) are hard to realize
on the side of Tacker or OpenStack NFV platform. One feasible solution for this problem
is moving the resizing and allocation operations to the side of Kubernetes and Docker.
Since Kubernetes renders request and limit properties of resources to end-users, we can
specify how much CPU a container (¢cNFC) gets through these two flags. Accordingly,
the fine-grained allocation and reservation can be achieved by dynamically changing the

request /limit resources allocated to each cNFC.

Figure 5.1 depicts the architecture of our simulation environment. We use the client
application programming interfaces (APIs) offered by Tacker and Kubernetes (e.g., fab-
ric8io/kubernetes client, Kubernetes Java Client) to build Java projects for cNFC deploy-
ment, monitoring and resource allocation. Kuryr-kubernetes (a project for integrating
Kubernetes with OpenStack networking) will be used as networking between containers

and VMs, which increases the scalability.

In our simulation scenarios, each flow was served by multiple connected cNFCs hosted
on different Kubernetes pods, the smallest deployable units of compute that can be created
and managed in Kubernetes. To chain these ¢cNFCs, we employed configMap (an API
object to store separate configuration data) for inter-pod communication. In particular,
we need to enter each VNF container using ./bin/sh bash script command and explore
its configuration and working principle, so that we can ensure the right configMap can be

created and adopted by the container when communicating with other pods.

We compared the performance of the deployed VNFs using our proposed RRM against
the default configurations of the system. The optimization solutions are also implemented,
testing their effectiveness and efficiency compared with other schemes. To measure the per-

formance of our reservation schemes, we use the following basic metrics: CPU availability
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Figure 5.1: The architecture of simulation environment

per a single cNFC, actual CPU consumption and the served flows’ performance in terms
of the throughput (the number of processed frames per unit time) and delay (the round
trip time of these frames). More precisely, Ksniff, a kubectl plugin that utilizes tecpdump
and Tshark to start a remote capture on any pod in Kubernetes cluster, is used for the
monitoring of workflows of specific cNFCs. The throughput and delay of each ¢cNFC can
be recorded in a txt file at the specified speed. As for the monitoring of resource consump-
tion, we choose to implement a special metric "kubectl top” through Java project, which
is a special Kubernetes metric collected by the lightweight metrics-server and is exposed
via the metrics.k8s.io API. It’s worth nothing that we also tested other parameters (e.g.,
the total revenue) as per different optimization purposes of the proposed schemes. All the
experiments were performed on an Ubuntu-based computer with 3.40GHz x 8 Intel Core

i7 processor and 5.7 GB memory. Next, we first evaluate the performance of our RRM.
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5.2 Performance evaluation of resource allocation

We set the number of CNFs clusters, I = 3, and allowed 1 — « to vary in the range
[0.99,0.9999]. Similar to the work in [65], we divide the availability requirements of different
clusters into three levels:{0.99, 0.999, 0.9999} . As shown in Fig. 5.2, the first cluster of
cNFCs contains two types, namely, an intrusion detection system (IDS) referred to as a
frontend-vnf and an Nginx ¢NF, which is referred to as the backend-vnf. It should be noted
that, for simplicity, we achieved homogeneity of the resource demands for the ¢cNFCs in
each cluster by using similar workloads for each component. The second cluster of cNFCs,
has its availability set to 1 — a = 0.999. As shown in Fig. 5.2 it contains three types of
cNFCs, namely, firewalls, IDSs and Nginx. Finally, the last cluster is created such that

1 —a =0.9999 and is composed of independent firewall instances.

-

N

We monitored the behaviour of the cNFCs for a duration of thirty minutes and examined

Figure 5.2: ¢cNFCs in different clusters.

how the RRM reservation mechanism ensures the reservation of sufficient CPU resources
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as the workflows of the ¢cNF's fluctuates around their means.

5.2.1 Efficiency of resource allocation and sharing

Figs. 5.3 and 5.4, respectively, plot the average experienced throughput and delay by
the flows served by one type of cNFCs in each of the clusters. The plots marked with
(res) and (nores), respectively, mark the performance of the proposed reservation scheme
against that of the default system configuration with no reservation. The corresponding
resource consumption for different cNFs is shown in Fig. 5.5. As the number of served
workflows increases (e.g., periods 0 mins to 6 mins in Fig. 5.3a), the cNFC instances are
allocated sufficient resources by the RRM. Hence, they achieve better performance than
those without reservation. The difference in performance increases when the number of
cNFCs sharing the resources increases to three in the second cluster. For example, the
difference in throughput for two cNFCs per SFC per cluster is between 10,000Bps and
20,000Bps. On the other hand, in the second cluster, the difference increases sharply in
the range of 20,000Bps and 30,000Bps. The same trend can be seen with the delay which
indicates that the performance of the cNFCs is significantly improved using our reservation

mechanism.

Since the mechanism is derived from the law of large numbers, it’s necessary to test
the performance of the mechanism when the number of cNFCs constituting each cluster is
relatively large. To achieve this goal, we build different implementation scenarios where the
number of cNFCs composing the cluster increases from 5 to 30. The partition granularity
is set to 5, indicating the performance of ¢cNFCs is monitored in 6 experiments as the
cluster is comprised of 5, 10, 15, 20, 25 and 30 cNFCs respectively. We test the average
throughput, delay of ¢cNFC for a monitoring duration of 30 minutes with the unchanged
high workload. For example, Figs. 5.6 and 5.7 respectively plot the throughput in 30
minutes when 5 and 10 ¢cNFCs compose the pool. It’s apparent that the fluctuation is

pretty slight due to the continuous high workload we assign to these cNFCs.

Based on the simulation results above, we can find the throughput is nearly the same in

30 minutes because of the unchanged high workload. Thus we further calculate the mean
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Figure 5.3: Average flow throughput in ¢cNFCs in the first and second clusters without
(nores) and with (res) resource reservation
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Figure 5.4: Average flow delay in ¢<NFCs in the first and second clusters
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of throughput in 30 minutes, which returns a scalar value of average throughput. Then the
average throughput/delay/resource consumption as the number of cNFCs increases can be
derived. And the results are shown in Figs. 5.8, 5.9 and 5.10. It should be noted that each
point represents the average throughput/delay/resource consumption of each ¢<NFC in 30
minutes. When the number of cNFCs of the cluster increases, the difference of performance
between cNFCs with reservation and without reservation increases correspondingly. And
with reservation, even when the number of cNFCs increases, the performance can still
be guaranteed (nearly unchanged) while the performance degrades proportionally without
reservation. The incremental difference demonstrates that our scheme has superiority in

large-scale deployment, outperforming the resource allocation without reservation.

60

55 1

50 1

I
]

ksl
Ln

Lad
=

= ]

throughput(Kbps)
S i

[
=

5 10 15 20 25 30
number of cvnfcs in each cluster

& cynfc-with res ¥ cvnfc-without res

Figure 5.8: Average throughput of cNFCs in 30 minutes as the number of cNFCs composing
cluster increases

Next, we examine the efficiency of our scheme when multiple clusters share the reserved
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resource pool and experience different workload patterns. Figs. 5.11, 5.12, respectively,
depict the average throughput and delay of sampled ¢cNFC in different clusters. Fig. 5.13
plots the corresponding CPU consumption of these cNFCs. It is worth nothing that the
workload fluctuations are quite different due to the heterogeneity of clusters. However,
as the workloads increase, cNFCs in clusters sharing the resource pools achieve a much
better performance than the case without resource reservation. The CPU utilization of
the infrastructure is shown in Fig. 5.14. It’s obvious that while the performance of every
cluster is improved significantly, our reservation mechanism consumes only a small amount
of total CPU resources as depicts by the green areas in the pie chart.
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Figure 5.11: Average throughput of different cNFCs in multiple clusters with (res) and
without (nores) shared resource pools

5.2.2 Accuracy of resource allocation by the RRM

The previous experiments demonstrated that our reservation scheme can effectively provide
sufficient resources to different cNFCs sharing the same resource pool. Next, we examine

whether any additional resources could have been saved. In other words, we investigate
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whether our reservation scheme tends to over-provision resources or not. To achieve that,
we measure the performance of the cNFCs as they are allocated different amounts of
resources and then compare that performance against that when the cNFCs’ resources are
allocated via our RRM. We examine the performance of two ¢cNFCs, denoted, frontend-vnf1l
and frontend-vnf2, when they are allocated different CPUs. More precisely, we evaluated
their performance when they are allocated 68 milli (68m) CPU, each, as calculated by our
proposed RRM against their performance when they are allocated 60, 65, 70, 75 and 100m
CPUs, each. Figs. 5.15 and 5.16, respectively, depict the throughput and delay of the two
cNFCs with varying allocated CPUs as the workloads increase gradually, up to 12mins and
then start to decrease again. The corresponding resource consumption for these ¢cNFCs
is shown in Fig. 5.17. When the allocated CPUs are smaller than the RRM’s reserved
68m CPUs, the throughput (and delay) decreases (increases) significantly as the workload
increases when compared to the performance of the instances with 68mCPUs. On the other
hand, the figures demonstrate that allocating any CPUs exceeding the 68mCPUs selected
by the RRM does not result in any significant performance enhancement. In other words,

any additional resources allocated to the instances are wasted.

67



360,000
350,000
340,000
330,000
320,000
310,000
300,000
290,000
280,000

270,000

throughput{Bps)

260,000
250,000
240,000
230,000

220,000

210,000

200,000
0 3 6 9 12 15 18 21 24 27 30

time(Mins)
& frontend-vnf1-70m -e- frontend-vnf2-70m frontend-vnf1-60m frontend-vnf2-60m -=- frontend-vnf1-65m frontend-vnf2-65m
frontend-vnf1-68m - frontend-vnf2-68m & frontend-vnf1-75m —* frontend-vnf2-75m -® frontend-vnf1-100m -#- frontend-wnf2-100m

Figure 5.15: Average Throughput of different cNFCs when allocated different CPUs

0.00021

0.00020

0.00019

0.00018

0.00017

0.00016

0.00015

0.00014

delay(s)

0.00013

0.00012

0.00011

0.00010

0.00009

0.00008

0 3 6 9 12 15 18 21 24 27 30
time(Mins)
-# frontend-vnf1-70m -@- frontend-vnf2-70m frontend-vnf1-60m frontend-vnf2-60m -=- frontend-vnf1-65m frontend-vnf2-65m
frontend-vnf1-68m - frontend-vnf2-68m - frontend-vnf1-75m —* frontend-vnf2-75m & frontend-vnfl-100m - frontend-vnf2-100m

Figure 5.16: Average delay of different cNFCs when allocated different CPUs

68



65
64
63
62

61
60 E'_

59 /

ke
/
4

55 A \
54 ; i

53
52
51
50
49
48
47
46
45
44
43 — ‘
42 -
41 : "
40 !

CPU(m)

0 3 6 9 12 15 18 21 24 27 30
time(Mins)

& frontend-vnf1-70m - frontend-vnf2-70m & frontend-vnf1-60m  frontend-vnf2-60m -= frontend-vnf1-65m = frontend-vnf2-65m
frontend-vnf1-68m - frontend-vnf2-68m —# frontend-vnf1-75m —# frontend-vnf2-75m ® frontend-vnf1-100m frontend-wnf2-100m
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5.3 Performance evaluation of different optimization

problems

After demonstrating the efficiency and accuracy of our reservation scheme in different sim-
ulation scenarios, we move on to the next part, evaluating the performance of VNF clusters
which apply different optimization solutions for corresponding optimization problems in
chapter 4. To verify our solutions are effective to these optimization problems, we gen-
erally use three VNF clusters in the implementation of each optimization scenario except
for the pricing model as one cluster is enough to demonstrate its effectiveness. Similar
to the aforementioned experiments, we use Java to build several projects, realizing these
optimization solutions. We monitored the workload traffic and resource consumption of
different clusters for a long period, collecting the data for statistical analyses. In the follow-
ing subsections, we illustrate and evaluate our simulation results of different optimization

solutions in detail.
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5.3.1 Performance evaluation of optimal resource allocation given

the availability

This simulation is conducted in a situation where a specific level of availability is given.
In other words, cNFC clusters are assigned with a pre-determined small probability « that
the total resource demands exceed the total reserved pool. The availability 1 — « of the
clusters, in turn, is also a pre-determined number. Similar to the experiments in section

5.2, we specify the overall availability demand of the three clusters as 1 — a = 0.99.

Figure 5.18 depicts the results of our solution to the minimization problem of weighted
distances, compared to other representative allocation schemes. More precisely, allocation
scheme 2 is calculated by our optimized solution. Scheme 1 and scheme 3 are representative
counterexamples. In particular, allocation scheme 1 represents equal distribution. The
allocation scheme 3 is in close proximity to scheme 2 but gets a slightly larger amount
of weighted distance (3.64) than scheme 2 (3.61). It’s apparent that the sum of weighted
distance is minimum in scheme 2 as 3.61, indicating that our solution reaches the goal of
minimizing the sum of the distance between actual resource demand and reserved resource
pool size of each cluster while guaranteeing the required availability level. In general, the
results demonstrate that our allocation scheme is in the closest proximity to the actual
resource demands, avoiding unnecessary energy waste. It uses the minimum amount of

resources for reservation while ensuring the specific availability.

5.3.2 Performance evaluation of optimal resource allocation given

the expected fluctuation

On the contrary, this simulation is conducted in a situation where the sum of the expected
weighted distance is given. Accordingly, the whole resource pool consisting of three clusters
is specified with a pre-determined overall weighted distance 1 between the real resource
consumption and the reserved pool size of each cluster. Different allocation schemes result
in different availability or elasticity level of each cluster. We set ¢ as 1 CPU (1000m CPU)

and calculate the elasticity level /availability of the whole resource pool in accordance with
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different allocation schemes.

Figure 5.19 depicts the testing results of our solution to the minimization (maximization)
problem of the probability a (1 — «), compared to other allocation schemes. The alloca-
tion scheme 2 is derived from our optimization solution, while scheme 1 and scheme 3 are
representative counterexamples. It is worth nothing that all the listed schemes satisfy the
precondition that the overall squared distance 1 is equal to 1000m CPU. As shown in the
figure, the overall availability of three clusters is maximum in scheme 2 as 0.902, indicating
that our solution reaches the goal of maximizing the availability while guaranteeing the
required sum of the weighted squared distance. In other words, it proves that the opti-
mized allocation scheme reaches the maximum elasticity level when the expected deviation
between the actual fluctuation and the reserved pool is pre-defined, further indicating that

our solution utilizes the available resources optimally for the acquisition of higher QoS.
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Figure 5.19: CPU consumption by different cNFCs
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5.3.3 Performance evaluation of available resource allocation given

penalties

In this simulation, we consider the available resources are scarce, which may not satisfy the
required amount of resources for reservation. Accordingly, we set the amount of available
resources as a pre-determined value: 110 milli CPU. The price scheme of each cluster is also
pre-defined as $ 0.8 per n CPU (1n=0.000001m) for clusterl, $ 1.0 per n CPU for cluster2
and $ 0.5 per n CPU for cluster3. The penalty function p(.) used in the simulation is
(x&(t) — yo'(t)) * p&*(t), where z5'(t) denotes the required resource pool size of cluster

i derived from our reservation algorithm, while yS*(¢) is the actual available resources

allocated to cluster i, and p&'(t) is the price function of cluster i.

Figure 5.20 depicts the results of our allocation solution with penalty function compared
to other representative counterexamples of allocation scheme. The allocation scheme 2
is calculated by our optimization solution for total revenue. Scheme 1 and scheme 3 are
the counterexamples. It should be noted that the sum of allocated resources of these
three clusters in each scheme is equal to 110m CPU due to the limited available resources.
More precisely, resources are nearly equally allocated to each cluster in scheme 3, while
allocation scheme 1 is similar to scheme 2. However, it’s obvious that the total revenue
of the three clusters is maximum in scheme 2 as $ 173.71, while other schemes obtain less
revenue ($ 165.42 for scheme 1 and $ 134.56 for scheme 3). This result strongly proves
that our allocation solution maximizes the profits of Cloud Service Providers (CSPs) with
the existence of penalties which is caused by the failure of meeting the required elasticity
service level. Besides, our scheme successfully prioritize clusters with higher availability

level under the constraint of the scarce available resources of compute node.

5.3.4 Performance evaluation of pricing model

To test the performance of our pricing model, we categorize three resource demand states
that the clusters may experience based on historical monitoring and calculation. More

specifically, statel namely low-demand state with p = 18.83 mCPU, state2 namely mid-
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demand state with p = 28.77 mCPU and state3 namely high-demand state with p =
33.81 mCPU. As mentioned in chapter 4, the prices should be bound by maximum and
minimum values. However, in the simulation, we specify the possible price range as a
set of discrete scalar values P = {1.5,1.6,1.7} for the sake of simplicity. Thus p%'(s;) €
{1.5,1.6,1.7}, where s; € {statel, state2, state3}. The operating time cycle [0, T is defined
as [0, 12mins|, where each period t is equal to 3mins and ¢ € [0, 12mins|. The Markov
state transition matrix between states is deduced from historical monitoring and collected
resource consumption data. Besides, the transition matrix also takes the fact that price
influences the workload to the cloud into account. It’s worth nothing that we list and
evaluate the pricing process for one cluster in the first 12 minutes here since the principle
and conclusion can be generalized to other clusters for every 12 minutes recursively and

similarly.

Figure 5.21 plots the results of our optimized pricing scheme in the first 12 minutes com-
pared to other representative pricing schemes. Similarly, pricing scheme 2 is derived from
our pricing solution. Scheme 1 and scheme 3 are representative counterexamples. To be
more specific, pricing scheme 1 is similar to scheme 2 with a slightly different price for
statel. As for scheme 3, each state is priced at $1.7 per mCPU uniformly. The simulation
results show that our pricing scheme obtains the maximum total revenue (211.71) than all
the other schemes, which further demonstrates that our dynamic pricing model provides
the optimal price vector for possible states, maximizing the CSPs’ expected long-term

profits based on workload prediction while guaranteeing availability.

5.4 Summary

In this chapter, we first describe the simulation setup process, depicting the experiment
environment of Tacker combined with Kubernetes and Docker. The measurement methods
for workflow and resource consumption are also listed. Then, we illustrate the structure
and composition of our cNF clusters. The experiment results are presented in the two

subsections respectively, proving the efficiency and accuracy of our RRM. In particular,
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we demonstrate the outstanding performance of our scheme in large-scale deployment.
The simulation results of different optimization solutions to corresponding problems are
evaluated in the following section. We conduct four experiments as per the respective goals
of these optimization problems. The results show that all of our optimization solutions are
effective and efficient, making full use of the available resources to obtain high performance
and profits while considering various limitations and obstacles that may exist in resource

reservation.

7



Chapter 6

Conclusion and Future Work

6.1 Conclusion

In this thesis, we presented a novel design of a containerized infrastructure manager(cIM) as
one of the main building blocks within the ETSI VNF architecture. In contrast to existing
schemes, we focused on the problems of resource scarcity and resource availability during
workload fluctuations of the network edge (NE). The main component of the proposed cIM
can accurately calculate the needed buffer resources for hosted containerized virtual net-
work function components (cVNFCs) using concepts of risk pooling. More precisely, given
a desired resource availability guarantee at the individual component, or at the level of a
single cluster or a set of clusters of cNFCs, the proposed scheme allocates a sufficient quota
that ensures resource demands are met during an increase in the served workloads. For the
situation where multiple cNFC clusters composing the resource pool, we also illustrate dif-
ferent weighted resource allocation schemes in particular. Besides, we take the availability
of cVNFC clusters, the expected deviation between the actual resource consumption and
the reserved pool, the penalties due to limited available resources, the pricing influence
on the total revenue into consideration. Based on all these factors, we describe different
problems that may arise in the reservation with the corresponding solutions optimizing
the performance and/or profits. It’s noted that to formulate the pricing scheme, we apply

workload prediction in our model based on Markov chain theory, maximizing the profits
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of Cloud Service Providers (CSPs). The first part of the simulation results demonstrates
that our proposed reserving resource approach achieves better performance compared to
other baseline solutions in terms of resource availability and achieved workflow delay and
throughput while satisfying an economical and optimal use of resources. The correspond-
ing simulation results demonstrate that all the presented various solutions achieve their

respective optimization purposes in different hypothetical scenarios.

6.2 Future work

This thesis is based on specific scenarios and related assumptions, and there are many more
that can be studied in-depth and optimized. In addition, with the continuous development
of network edge computing technology, network function virtualization technology faces
many new scenarios and new challenges, which are worthy of further study. The short-

comings of the thesis and the future research work directions are summarized as follows.

Compatibility problem

The basic usage scenario presented in this thesis is containerized NFV, neglecting the
existence of VM-based NFs that are also widely deployed for commercial uses. Thus the
compatible problems between our model and existing NF'V projects should be emphasized
and solved to guarantee practicability. And one of the promising research directions is

integrating our model with VM-based VNFs.

Resource limitation problem

In our reservation scheme, the availability of resources is discussed when we propose the
penalties for those cVNFCs failing to meet reservation demands. However, most of our
research is on the assumption that the available resources of compute nodes are sufficient,
which may be violated in ultra-dense networks with enormous VNF's and service requests.
Consequently, it is critical to assess the availability of resources for reservation in large-scale

networks. And we can survey the severity of resource scarcity in the future.
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Scaling problem

Most existing NF'V projects achieve elasticity through horizontal scaling and vertical scal-
ing. Our RRM as the complement to these scaling methods can be further studied and
integrated with them to achieve VNF’s efficiency. For example, a scheme can be proposed
and improved, such that the temporary need of excess resources can be immediately met
through our RRM in most cases, without horizontal scaling or vertical scaling. But when
the demand increases to an extreme value that exceeds the threshold for reservation, or the
high resource demand is durable, the scheme will switch to horizontal or vertical scaling
based on different requirements. Specifically, to achieve this, it’s promising to add neural
network perceptrons into the resource allocation scheme, by which the cIM can judge and

make the right decision about whether reserving or scaling.
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