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Abstract

Maximizing sensor network lifetime, efficiently gathering data from sensor nodes, and leveraging
the reusability of sensor network protocols are crucial to make the emerging sensor network
technology succeed in real world deployments. In this thesis, our aim is to develop novel
communication protocols that will achieve this goal.

First, a deployment-based solution of multiple mobile sinks is developed to maximize the lifetime
of sensor networks. We introduced the concept of peeling phenomenon and show how sinks could
move following the direction of the progressive peeling to retain the sink-to-network connectivity.
We also proposed a novel data forwarding strategy, namely the “away-from-centroid” data
forwarding, which increases the load balancing and leverages the utilization of the network
resources. We then introduced the concept of a “guard region” that protects the core area of interest
from being peeled-off and we show how this could contribute to further maximizing the network
lifetime.

In the second part of this thesis, we turn our attention to leveraging our solution to support a wide
class of applications with different data delivery requirements. We start by analyzing the limitation of
the existing rendezvous data dissemination solutions. We then developed a novel adaptive
rendezvous mechanism that efficiently adapts to the network irregularity as well as to the application
query-requirements. We show how existing sinks cooperate as a single tier to build a reliable
rendezvous structure. We emphasize synchronization of the underlying pull and push components to
prevent resource wasting. The developed protocol works with equal efficiency in both regular as well
as irregular sensor networks.

Finally, we propose a novel mobility-based protocol for structuring a generic infrastructure that
could be efficiently leveraged by different upper layer protocols. The proposed protocol allows

mobile robots/sinks to dynamically organize the arbitrary network topology into a physical co-centric
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circular layered infrastructure. The resulting infrastructure supports both multi-hop and data-mules
regimes of communication and requires only local updates for maintenance. We prove the
correctness and efficiency of the proposed scheme. We also provide a rough cost model that predicts

the cost of communication over the resulting infrastructure.
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Chapter 1

Introduction

1.10verview

Wireless sensor networks are a subset of wireless ad hoc networks where a large quantity
of small inexpensive devices (sensor nodes) is deployed in the field of interest to create a
densely distributed network. Each sensor node incorporates communication, computation,
and sensing capabilities. The role that these networks could play in our lives puts them
amongst the top of the research topics that attract many research communities. Sensor
networks applications are widespread. They include environmental and habitat monitoring,
health care, traffic control, emergency scenarios, control and structure monitoring.

Sensor nodes have constraints in their power, communication, and processing capabilities,
as well as in their storage capacity. These constraints have drawn the attention of researchers
for many years. Many solutions that accommodate such limitations in most of the
networking aspects (e.g. data gathering, routing, and aggregations) have been developed. Yet
the existence of multiple tradeoffs and the wide spectrum of system-related application
requirements call for more optimization in the design of the communication protocols.

Recent advances in wireless communications and mechanical evolutions are enabling
mobility and multiple radio capabilities. These powerful facilities have made possible the
new trend towards heterogeneous sensor networks, and are encouraging protocol designers
to take advantage of their power. Heterogeneity could include the equipped power supply,

the means of communication, the sensing capabilities, and the mobility of nodes. While the
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new features provide strength to the old-fashioned homogenous sensor networks, they also
complicate the task of designing the communication protocols. They raise new problems that
require a new paradigm for communications and present new challenges for the protocol
designers.

Among these features, this thesis aims to translate the cons of incorporating sink
multiplicity and mobility to the pros by exploiting them to provide efficient communications
protocols that enhance the network performance while avoiding the problems that may arise.
First, a deployment-based solution of multiple mobile sinks was developed to maximize the
lifetime of sensor networks. We aimed to exploit sink mobility to maintain the network
connectivity as much as the application requires. A novel data dissemination strategy is
proposed as part of our suggested solution. Then we naturally leverage our solution to
support a wide class of network applications. Namely, a rendezvous mechanism based on
our solution for event-driven data delivery is developed. The proposed mechanism
efficiently adapts to network irregularity as well as to application query-requirements.
Finally, we present an attempt to exploit sink mobility in decoupling the communication
infrastructure from the upper data communication model. We propose a mobility-based
protocol for structuring a generic infrastructure that could be efficiently leveraged by
different upper layer applications, such as routing, broadcasting, and multiple-resolution data
collection protocols.

The rest of this chapter is organized as follows: Section 1.2 describes the problem of
maximizing the lifetime of sensor networks. This section provides the motivation and
contributes towards solving the problem. Section 1.3 describes the problem statement and
motivation and our contributions towards developing an adaptive rendezvous data delivery

mechanism; Section 1.4 describes the problem of building generic infrastructure for sensor
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networks. Our motivation and contributions towards achieving this goal are described in this
section. Section 1.5 summarizes the underlying research objectives; Section 1.6 describes the
methodology of evaluation; and Section 1.7 provides the outline of the thesis and lists our

publications.

1.2 Maximizing Sensor Network Lifetime

Maximizing the lifetime of sensor networks would convert the theoretical achievements in
sensor network research into successful real world deployed networks. In this section, we
describe the problem statement, our motivation, and our contribution towards maximizing

the lifetime of sensor networks.

1.2.1 Problem Statement and Motivation

The most important reason the lifetime of sensor networks is threatened is the energy
depletion of nodes located around the data collector nodes (usually referred to as sinks) [1].
In early work, sensor networks were assumed to be homogenous. All sensor devices in the
network have the same communication, computation, and sensing capabilities. A typical
scenario is the sensor network that consists of fixed sensors and fixed sink(s). The main task
of the network is to gather the data of interest and disseminate it to the end user through the
sink for further processing. Data travels to the sink using the multi-hop communication
model, whereby nodes located near the collectors are exposed to a heavier load. Such nodes
lose their energy resources faster than others and an early sink-network partition occurs.
This kind of partition makes the network inoperable even though the network resources are
still available. Such energy depletion forms what is called an energy hole around the data

collector. The energy hole is most likely unavoidable in networks dependent on stationary-
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based sinks. This is definitely true for networks with uniform node distribution and uniform
data collection [2].

Maximizing sensor network lifetime is considered an optimization problem in linear

programming. The problem has been proved to be NP-hard [3]. Approximation algorithms
are developed to provide efficient solutions under certain settings. The dynamicity and the
frequent updates in the network topology are usually unpredictable, which reduces the
efficiency of such solutions in many cases.
Many other practical solutions have been considered to minimize the tendency of the nodes
located near sinks to form an early partition. Examples of these solutions are (1) considering
the dynamic clustering of the network [4, 5], and (2) intentionally performing non-uniform
(controlled) node distribution over the coverage area [6]. Each of these mechanisms has its
own achievements that contribute to enhancing sensor network lifetime. Clustering results in
better load balancing that could contribute to enhancing the lifetime. Non-uniform node
distribution could result in the assurance that nodes around sinks are able to carry the data
generated from other far nodes. Although effective solutions, they have limitations and
constraints in real world deployments.

Using different clustering techniques to enhance the network performance has been known
for long time in the area of ad hoc networks as well as sensor networks. However, clustering
algorithms are expensive in terms of their communication cost. They require extensive
overhead that could contribute to draining the resources of sensor networks. On the other
hand, intentionally performing controlled non-uniform node distribution is problematic and
difficult to achieve in real world deployments. This is due to the expected large number of

sensor nodes that usually need to be randomly deployed within the coverage area.
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Recent advances in wireless communications and mechanical evolutions are enabling
mobility and multiple radio capabilities to be incorporated for moderate prices [7]. This
availability encourages us to take advantage of their power to overcome the aforementioned
problem. Mobility could reduce hotspots and balance the energy consumption and, in turn,
could contribute to enhancing the lifetime [8]. However, sink multiplicity and mobility
complicate the design of the networking protocols. They raise many new problems. Some
examples include controlling the mobility to achieve the required energy efficiency of the
data collection task; solving the problem that results from the difference between the speed
of moving the sink to collect the data versus the multi-hop transmissions of the data; and
coordinating the mobility trajectories (in the case of multiple mobile sinks) to keep the
positive effect of the interference of the mobility trajectories while collecting data.

Existing mechanisms that opt for exploiting mobility to maximize the network lifetime
provide only partial solutions. In most cases, not all of the above issues are considered. Thus,
a solution is still required that could result in composite benefits for all the above

mechanisms while avoiding their limitations.

1.2.2 Contribution

In Chapter 3, we explain our contribution towards maximizing the sensor network lifetime
by answering questions regarding how sinks could be deployed while moving and collecting
data in a way that maintains the network connectivity and maximizes the network lifetime.
We present a solution that combines the benefits of using multiple-mobile sinks and the non-
uniform node distribution (without performing non-uniform node distribution). Moreover,

we provide a strategy for data propagation segmentation that we call “away-from-centroid”.
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This strategy leverages the load balancing without introducing extra communication
overhead. We build our solution upon the following key goals:

a. Maintaining the network connectivity

b. Utilizing the network resources

c. Leveraging the eﬁergy balancing
To achieve these goals, we initially deploy the mobile sinks at the network peripheral. Then
the virtual center of the network is used as a pulling force for mobile sinks at the same time
as a disparate force for internal data propagation. We provide a dissemination strategy that
allows the data traffic to be directed away from the network center (where the number of
nodes is relatively small) toward the network peripheral (where the number of nodes is
intuitively large as we go from a narrow to a wider area). The directed data propagations
increase the load balancing through the network as it allows the traffic to spread over the
whole network. Then the data reports will travel over the network perimeter towards the
sinks. Eventually, perimeter nodes at the network peripheral will be exposed to a peeling
phenomenon or shrinking (will have their energy depleted exposing other inner nodes to the
perimeter), which results in partitioning one or more sinks from their one-hop neighbors.
The partitioned sinks move discrete steps following the direction of the progressive peeling
(i.e. from outer to inner layers towards the network center) and the connectivity is re-
established.
In contrast to existing solutions, the protocol is totally dynamic. It is a localized protocol that
does not require any global topological information. The overhead of exchanging topology
updates and messages associated with sink mobility is not required. We show that our

solution leads to a sub-optimal energy balancing through the network. The ability to
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dynamically maintain the sink-to-network connectivity, the balance of both load and energy
consumption and the short distance that data need to travel leads to a significant increase in
the network lifetime. We also investigate the “guard region” concept where a subset of the
coverage area at the outer layer of the network could participate in protecting the core area of
interest from shrinking. This concept raises the notion of coverage tolerance ratio (CTR) that
depends on the application. The performance of the protocol is shown through intensive
simulations that consider realistic conditions of the underlying network settings. Many
experiments are conducted to compare the performance of our protocol with other protocols
from the literature, such as MobiRoute [9]. The results show the efficiency of the proposed
model in expanding the network lifetime, minimizing overhead associated with sink-
mobility, and achieving a high degree of reliability. Our work presented above is published

in [161],[162].

1.3 Adaptive Data Delivery

In this section, we describe the problem of developing a data delivery solution that
maximizes the lifetime and adapts to both the irregularity and the application query-

requirements.

1.3.1 Problem Statement and Motivation

Data delivery is the crucial task of deployed sensor networks. Different applications of
sensor networks require different data delivery models [10]. Data delivery in sensor
networks is usually classified into three categories: query-driven, event-driven, and hybrid
[11]. Hybrid approaches mix both event and query based data delivery models. They aim at

overcoming the limitations of the basic models when standalone so they are an important
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class of data delivery approaches in sensor networks. Yet they are not widely utilized in real
world deployments such as the wireless vineyard [12], the botanical garden’s mother
redwood grove [13], the great duck island [14] and the remote ecological micro-sensor
network [15]. The reason is the limitations of the existing hybrid approaches. One of the
main limitations is that existing hybrid schemes are optimized for flat architecture in which
each node could be a data consumer as well as a data producer [16]. Sink multiplicity and
mobility complicate the design of these schemes. Coordination and load balancing become
essential components of the devised protocols. Most of the existing solutions do not consider
the nature of cooperation between the existing sinks. When sink mobility is considered, the
design of efficient rendezvous data dissemination protocol for such architecture is more
complicated. Existing solutions consider only random sink mobility where the movement of
sinks is uncontrolled (e.g. mobile users). Another important limitation is that they are tightly
coupled to the underlying topologies. Irregular network topologies present a challenge for
these schemes and usually result in the performance degradation of such schemes [17].
Moreover, they cannot avoid wasting resources due to the ‘“uncontrolled events
propagation,” the problem that originates in their underlying event-driven component.
Current hybrid approaches (referred to as rendezvous approaches) adapt both event-driven
(known as push) and query driven (known as pull) components that are working
independently. With a long time-interval between successive queries, resources are wasted in
processing unimportant events that are still propagated even though they are not of current
interest. Resources are also wasted when the events are not queried before being discarded
by the temporary destination nodes. These limitations narrow the spectrum where they can

be applied. So developing an energy efficient rendezvous data dissemination mechanism that
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enhances sensor network lifetime is considered a challenging task that requires more

attention.

1.3.2 Contribution

To widen the applicability of the current rendezvous mechanisms, we develop a novel
efficient rendezvous mechanism with underlying localized algorithms that adapts to both the
irregularity and the application query-requirements. Our work in Chapter 4 extends our
solution for the event-driven data collection model in Chapter 3. The proposed solution is a
completely different approach to the traditional rendezvous schemes. We propose a novel
topology-adaptive, content-independent hybrid protocol for irregular, tiered, sensor network
architecture. Our contribution towards developing this solution starts by considering the key
limitations discussed above. We emphasize synchronization of underlying pull and push
phases in the sense of making them aware of each other. This would prevent resource
wasting and leverage on-demand data communication. Then we approach the topological
adaptation by smoothly integrating a topology detection algorithm from the literature so that
the devised protocol would be topology-adaptive. This allows the protocol to work with
equal efficiency in both regular as well as irregular sensor networks. To the best of our
knowledge, most academic work considers topology detection and data dissemination
separately, even though data dissemination at the upper layer is greatly affected by the
underlying protocols. We show that, by integrating them, we can provide robust rendezvous
data dissemination. Moreover, the proposed protocol is operable and optimized for sensor
networks tiered architecture. The existing sinks cooperate as a single tier to build a reliable
rendezvous infrastructure that maintains efficient communications. When these sinks are

mobile, the mobility could be controlled according to our proposed strategy presented in
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Chapter 3. The ability to adapt the dissemination behavior to the query types and the

dynamicity of the underlying phases produce a robust operational network. This increases
the interesting features that could make it the model of choice, especially for remote sensing
applications.

To illustrate the efficiency of the proposed solution, we provide a generic analytical model.
Moreover, we also give a comparison based on a grid analysis model to compare our
solution to two benchmarks protocols that exemplify both query-driven and hybrid schemes.
Simulation experiments are also conducted to compare the performance of the proposed
solution to the benchmark Two Tier Data Dissemination (TTDD) protocol [18]. Both
analysis and simulation results show the robustness and efficiency of the proposed solution
in any network topology whether regular or irregular. Results also show the reduction in the
communication cost and the even distribution of events propagation through the network.

Our research work presented in this section is published in [163],[164], [165].

1.4 Generic Sensor Network Infrastructure

Sensor networks are known to be ad hoc with no static infrastructure [19]. In scenarios
where all nodes are static with no ability to move, nodes build logical infrastructure by self-
organizing. In this section, we describe the problem of building generic sensor network

infrastructure and our contribution towards achieving it.

1.4.1 Problem statement and Motivation
To date, the main regime that is assumed by the protocol designers is the development of
data communication protocols that are coupled with an underlying logical infrastructure.

This is the reason that most of the current proposed protocols for WSN are described as
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cross-layered protocols [20]. These protocols are in most cases tied up to specific
communication algorithms. The underlying communication algorithm in turn optimizes for a
specific system architecture.

Clustering and spanning trees based protocols are forms of self-organization approaches
that assume this regime [21]. These approaches result in unstructured overlays. The
operations over such overlays are usually based on flooding. Failure handling and
maintenance require cascade updates through the network. In addition, the optimization of
such approaches is usually towards a specific process, such as routing.

On the other hand, logical overlays such as DHTs are not suitable in the context of sensor
networks [22]. The main reason is the belief that DHTs overlays would produce extra
overhead compared to the benefits they provide to the upper layer applications. When
mobility is considered, the movement of the nodes may quickly change the topology. This
results in the increase of the overhead messages for topology maintenance and movement
management.

Increasing the reusability of the designed protocols requires decoupling the underlying
communication primitives from the upper layer protocols primitives [23],[24]. To achieve
this goal, recent research builds generic infrastructure at the level of physical links The
problem with building such infrastructure is that it is challengeable and is still open,
especially considering that sensor networks are application-oriented. The infrastructure
should be: (1) generic enough to be leveraged by upper layer protocols with equal efficiency;
and (2) flexible enough to support both multi-hop and data mule-like [25] communication
regimes. As a result, a solution is required that attempts to build a structure to fill in the

space between the physical and logical structures.



12
1.4.2 Contribution

In Chapter 5, we present a localized mobility-based protocol that organizes the physical links
of the network in generic infrastructure that could be leveraged by multiple upper layer
protocols. The protocol builds a structure that fills in the space between the physical and
logical structures. This kind of overlaying was difficult in networks such as the sensor
network. We focus on the deployment scenarios that involve both mobile and static nodes.
We consider the case where most nodes are static and only a few powerful nodes are mobile
robots/sinks. Our vision is that these robots could take the burden of being the network
organizers in addition to being the data collectors and management infusers. They would act
as moving probes that would move to access the data at its position in addition to accessing
the data that hops to them through the multi-hop regime.

Our contribution in Chapter 5 could be summarized as follows: (i) designing a protocol
(layered infrastructure protocol LIP) that constructs an infrastructure (Circular layered
infrastructure CLI) that adheres to the design objectives; (ii) designing generic
communication primitives that provide multiple communication configurations to the upper
layer protocols; (iii) providing a customized cost model that gives insight into the cost of
communication over CLI; and (iv) validating the performance of CLI in supporting upper
layer protocols.

The resulting CLI infrastructure keeps the proximity of the nodes. Nodes that are
neighbours in the infrastructure are physically neighbours. Each layer in CLI is assigned a
mobile robot that acts as a probe to access the data and monitor the layer. Access positions
are selected dynamically at each layer to provide anchors for the probes to visit at their

associated layers. CLI supports both multi-hop and data-mules regimes of communication.
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The operations of the LIP protocol to build the infrastructure are localized (i.e. based only on
one-hop neighbor information). In addition, topological changes trigger only local updates.
This provides CLI with the outstanding ability to cope with failures and requires only local
updates for maintenance. We prove both the correctness and efficiency of our solution. A
rough cost model that gives insight into the cost of the communication over the CLI is
provided. The performance of the resulting CLI infrastructure is evaluated by the
implementation and the simulation of some of the upper layer processes. We also provide
simulation-based comparisons to a multi-scale communication approach [26]. The results
show the robustness and efficiency of CLI in supporting the upper layer processes. The

research work presented in this section is published in [166].

1.5 Summary of the Research Objectives

As mentioned in the previous section, our thesis aims to investigate the impact of enabling
sinks multiplicity and mobility on the design of efficient communication protocols for large
scale sensor networks. More specifically, the key research objectives of this thesis can be
summarized as follows:

e To provide a novel solution for maximizing the sensor network lifetime based on
leveraging the positive impacts of enabling sinks multiplicity and mobility while
avoiding the implications that they raise in the protocol design.

e To develop a novel data delivery protocol that better utilizes the network resources
and overcomes the limitations that exist in the current solutions.

e To highlight the current limitations towards increasing the reusability and
modularity of the existing communication protocols for sensor networks, and to

develop a novel protocol for arranging the arbitrary sensor network topology into a
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generic infrastructure that could be leveraged by multiple upper layer
communication protocols.

¢ To investigate and study the requirements that could ease the development of
different protocol categories over the generic sensor network infrastructure and to
provide the basic primitives for facilitating such development.

e To provide an empirical as well as theoretical evaluation of the proposed
protocols/algorithms in terms of the performance metrics, such as energy
consumption and success rates and reliability, and to compare against well-
established research work.

The proposed protocols adhere to the design criteria shown in Figure 1. These design criteria

go along with the requirements of efficient protocol development for sensor networks [27].

Considering the constrained environment of wireless sensor networks, the proposed

protocols aim to achieve the following main design objectives:

¢ Energy efficiency In wireless sensor networks (WSN) the nodes should work unattended
and unwired. They highly depend on their equipped power supply, which is too limited.

Power limitation and transmission range limitation are exhibited by sensor nodes and

result in high energy-constrained networks. So energy consumption is a very critical

constraint in wireless sensor networks. This characteristic of sensor networks motivates
the need for developing new protocols that compromise and adapt to this constraint. The
proposed protocols achieve the goal of energy-efficiency by balancing the load among
nodes and reducing the number of transmissions required to perform a given task.

¢ Scalability The constrained resources in wireless sensor networks turn the scalability

into a challenging objective. The proposed protocols achieve this design criterion by



15

being localized, which means that no global information is required by any node to act or
take a required decision. Nodes depend only on knowledge about their one-hop
neighbours to achieve the global behaviour. The proposed protocols are able to adapt to
the increasing network size, in terms of the number of sensor nodes and sinks, while

maintaining a high degree of load balancing.

Energy-efficiency Robustness

Scalability
Figure 1.1 Design criteria

¢ Robustness WSN is known to be vulnerable to increasing node failures and topology

updates. The proposed protocols involve mechanisms to overcome failures and adapt to

topological changes. A localized failure handling mechanism is involved in the design of

the proposed protocols. Moreover, global updates are completely avoided to keep the

efficiency of the proposed protocols.

1.6 Methodology of Evaluation

The evaluation of the proposed protocols is done through intensive simulations. The
wireless sensor network simulator (WSNS) from the literature is used during simulation. The
details of the simulator are described in [28]. The simulator uses a multithreading

mechanism to allow accurate network configuration in addition to attractive visualization
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ability. The proposed protocols are built above the infrastructure layer that defines the
coverage-area dimensions, power model, model of nodes’ distribution, and the
transmission/sensing ranges. The behavior of the protocols is tested in both dense and sparse
network settings. We used fixed network terrain dimensions and changed the sensor

densities within the terrain. The distribution of nodes is uniformly random based on the

built-in Random! class of the underlying C# programming language. Different radio ranges
are used to maintain the connectivity of the network with the changed densities. Experiments
are conducted with different numbers of deployed sinks that are assumed to have no
restriction in their power supply. In all experiments, the initial energy of the sensor nodes is
equal. We study the energy efficiency of the proposed protocols by considering the limited
energy capacity of sensor nodes and measure the number of transmissions required for
achieving the given tasks as a reflection of the energy consumption. We also investigate the
unreliability of sensor networks by modeling the frequent temporary node failures and the
ability of the given protocols to survive under different failure models. Protocol specific
measurements that reflect a certain aspect of a given protocol are also considered and will be
explained in detail in the context of the associated protocol. To ensure the consistency of the
results, all of the conducted experiments are repeated 5 to 10 times and the results are
obtained as the average of the resulting outputs. Then standard error bars that represent {+,-}

2 om ( the standard variance of the mean) are utilized to show the confidence level of 95%.

: According to Microsoft.net® “This class generates Pseudo-random numbers that are chosen with equal probability
from a finite set of numbers. The chosen numbers are not completely random because a definite mathematical algorithm is
used to select them, but they are sufficiently random for practical purposes. The current implementation of the Random
class is based on Donald E. Knuth's subtractive random number generator algorithm. For more information, see D. E.
Knuth. "The Art of Computer Programming, volume 2: Semi numerical Algorithms”. Addison-Wesley, Reading, MA,

second edition, 1981”.
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1.7 Thesis Outline

The rest of this thesis is organized as follows: Chapter 2 provides the literature review and
the related work; Chapter 3 describes our deployment-based solution for prolonging sensor
network lifetime; Chapter 4 describes the proposed scalable rendezvous data dissemination
approach for irregular, tiered, sensor network architecture; Chapter 5 presents the proposed
mobility-based protocol for building generic infrastructure for sensor networks; Chapter 6
concludes the thesis with a summary and a discussion about the conducted research and the

future research related to this thesis.
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Chapter 2

Literature Review and Related Work

This chapter introduces state-of-the-art research directions in the wireless sensor network
that are considered the current hot issues in the area. In particular, data gathering and
mobility and sensor network infrastructure are investigated. Current solutions are explored
and discussed. This chapter also addresses the contributions of this thesis towards solving
the problems specified in Chapter 1 relating to these issues. Relevant and related works are
highlighted and comparisons are given in the context. This chapter is organized as follows:
Section 2.1 provides a generic background to introduce the wireless sensor network (WSN);
Section 2.2 shows the significance of the data gathering process in WSN and explores the
different mechanisms in the literature; Section 2.3 shows the impact of enabling mobility in
sensor network architecture; Section 2.4 shows the impact of the infrastructure on the
protocol development process and discusses the current direction towards increasing
reusability and modularity of the devised protocols for the sensor network; and Section 2.5

gives a discussion and a brief summary.

2.1 Background

The Distributed Sensor network has emerged as a sub-class of the ad hoc network. It is
defined as a large collection of small inexpensive devices used to collect data from the
physical world [29]. The network acts in a similar way to a network of processors with smart
input peripherals that have the ability to sense. The network nodes are usually deployed in

the field of interest either deterministically or randomly. These sensor nodes sense the



19

physical world and process their measurements by their local processors. The
communication among them is usually over a restricted wireless medium. Nodes cooperate
to perform the assigned tasks by partially processing their own data. Application of such
technology is widespread and includes traffic control, monitoring, health applications,
tracking, manufacturing, earth activities and many others [30]. It is not a surprise that
wireless sensor networks attract researchers from different disciplines, such as hardware
design, communication, embedded systems, distributed systems, real time systems,
multiprocessing, and parallel processing.

Wireless sensor networks show some similarities to Mobile Ad hoc NETwork MANET.
The differences between them hinder the direct applicability of the solutions devised for
MANET to the problems associated with the current WSN design [19],[27]. One of the main
differences is the services exchanged between nodes. In WSN, nodes do not require
sophisticated services from each other and the core task is the data gathering. The direction
of the data transfer is usually toward a central unit, which is almost always called the sink.
So the communication in WSN is poeint-to-multipoint rather than point-to-point. Another
important difference is the degree of mobility and its impact on the whole behavior of the
WSN. While mobility in MANET highly contributes to the failure rate, it seems to have less
impact on the kind of failures exhibited by the sensor network. In WSN, sensor nodes are
assumed to be stationary after their deployment. Mobility is usually assumed by only a few
nodes (mobile sinks). In general, failures in WSN are mostly due to channel error or
topological changes that result from malfunction nodes, obstacles, or physical damage [31].
Moreover, the number of deployed nodes in WSN ranges from hundreds to thousands, while

in MANET it usually ranges from tens to hundreds. One of the most important features of



20

wireless sensor network WSN is that nodes work unattended and unwired. They highly
depend on their equipped power supply, which is too limited. Power limitation and
transmission range limitation exhibited by sensor nodes result in a high energy-constrained
network. So energy consumption is a very critical constraint in wireless sensor networks
[32]. This characteristic of the sensor network motivates the development of new protocols

that compromise and adapt to this constraint.

Application Layer

Transport Layer

Network Layer

Data Link Layer
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Physical Layer

Figure 2.1. Sensor network architecture layers

WASN is application-oriented in the first place. The variety of WSN design choices has a
great impact on designing the networking protocols. For example, the data delivery model
required by the application could be: event-driven, query-driven or periodic updates [11].
The underlying network could involve mobile sinks or stationary ones. Sensor nodes could
be homogenous or heterogeneous. The network could rely on one sink or on multiple sinks.
The deployment of sensor networks guided by its underlying application could be random
or structured. This variety of choices implies that there is no one general solution that could

adapt to all the dynamics involved in the design. So implementing the right networking
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protocol for the sensor network requires a deep understanding of the nature of the application
[10]. Consequently, researchers are trying to achieve the best design regarding architecture,
topology, routing, tasking, and querying. There are many issues that are currently being
addressed, but standard solutions are not yet being maintained. Solutions are still required
that offer the quality of services needed by the application and, at the same time, adapt to the
constraints related to the current sensor nodes hardware design. Currently, researchers have
agreed upon the architecture layers that reflect the requirements of efficient protocol designs
for the sensor network. As depicted in figure 2.1, those layers are the physical, data link,
network, transport, and application layers. Three basic management planes are also
considered in the network stack to allow management process to be distributed over the
whole layers. Management process is concerned with power, mobility, and tasking.

At each layer of the stack, many efforts have been taken in order to enhance the
performance of the network. For example, the use of a more robust power source or a self-
supplying source, such as solar cells, is investigated at the physical layer [33]. The concept
of scheduling is investigated at the data link layer so that nodes that are not currently
interested in processing just need to turn to the sleep modes in order to conserve their power
[34]. Above the data link layer are many power aware routing mechanisms, which are
invited to work at the network layer. Also, techniques such as data aggregation [35], which is
the concept of combining data packets into a smaller number of packets, are utilized with the
goal of minimizing power consumption. However, there is a wide belief in the WSN
research community that the restrictive obeying of this layered architecture could increase
the overhead of the proposed protocols and could contribute to draining the WSN of limited

resources. Therefore, most of the current proposed protocols in WSN are cross-layers
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approaches that span multi-layers of the network stack [20]. One important research issue
that is still open is whether the application-independent techniques will be more robust than
those which assume application-specific techniques. To the best of our knowledge, the
mechanisms that demonstrate good performance for certain kinds of applications perform

very poorly when the assumptions about their virtual environment are changed.

2.2 Data Gathering in Sensor Network

Data gathering is the crucial task of the sensor network [19]. The data processing scenario
within sensor networks starts with nodes acquiring data from their physical environment.
This data acquisition process could be either a response to a query issued by the sink or
based on a particular schedule.

Query
— Dissemination

Dat :hasc? 'lt' & Sensor nodes Sink Phase 3
ata Acquisition
N SN—_ Data Dissemination — Data

Local Processing Utilization
Phase 2
Data Transmission

Figure 2.2: Data manipulation phases within sensor network

Figure 1 shows the different data manipulation phases following the acquisition phase.
The local processing phase usually involves data storage and data aggregation. These
concepts will be explained in the following text. At the data transmission phase, data is
transmitted according to the dissemination protocol and the underlying routing protocol.
Once the data is received at the final destination, further processing may be applied before it
can be utilized by the application. Although nodes consume their energy along all the above

phases, the transmission phase is the most expensive one [32]. In order to reduce the amount
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of energy dissipation along this phase, all data gathering protocols that are used for sensor
networks must take this constraint into account.

Data gathering in WSN is sub-divided into three main topics: data storage, data
aggregation, and data reporting [36]. Data reporting refers to the tasks of routing and
dissemination. Many mechanisms have been introduced to cover the above issues in the
constrained wireless sensor network. The main notice is the variety of assumptions about the
underlying environment. Researchers are still working towards standardized techniques that
could adapt to the high degree of dynamicity offered by the sensor network. This section
investigates some of the already existing data gathering protocols with their underlying

related issues.

2.2.1 Data Storage

Storage mechanisms have a high impact on the availability, accessing, and accuracy of the
queries’ results. They also influence the scalability of the network as well as the
communication protocols since they affect the rate of energy consumption due to data
transmission. Each node within the network has its own local storage, which is a limited
resource. Three storage mechanisms are explored within the literature [37]. The acquired
data is assumed to be locally stored and waiting to be queried. This is known as a local data
storage mechanism. Another alternative is that data could be sent directly to the sink nodes
on the fly once acquired. This is referred to as external data storage. The third model is the
hybrid storage model where the data can be stored within the network, but at nodes other
than those acquired for them. These mechanisms take advantage of the local storage at the

nodes and aim to reduce the total energy consumption.
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Another way to enhance the storage capability of sensor networks is to augment the
network with particular storage nodes. This results in reducing the load by transmitting all
the data to the sink and hence reduces the communication cost of the query process. For
example, in [38] authors examine the deterministic placement of storage nodes. They
provide dynamic programming based algorithms aiming to minimize the total energy cost for
data gathering. Another issue related to the data storage problem is the storage overhead
required by the different protocols. Most of the protocols for sensor networks may require
meta-data to be stored at each node. Essential concerns might then include whether each
node maintains its own copy of the meta-data, what is the lifetime of stored data, and how

frequent is the need for replacement mechanisms.

2.2.2 Data Aggregation

Aggregation is introduced within sensor network data dissemination protocols in order to
reduce the energy consumption due to exchanging large numbers of packets between nodes.
The simplest mechanism is called direct delivery [39] in which nodes are required to report
their data individually to the sink. While simple, it is problematic. Communication in WSN
is multi-hop-based so data will be sent to the sink through intermediate nodes. While each
node individually sends its data to the sink, large numbers of packets will be exchanged
between nodes increasing the transmission cost and the redundancy.

The key behind aggregation is that the local processing of data consumes less energy than
the data transmission [40]. Moreover, nodes are equipped with local processors, which could
participate efficiently in the global processing goal of the network. Most of the data

dissemination protocols allow intermediate nodes to perform partial processing of the data in
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many forms. For example, nodes could filter their own data and integrate them with the
data received by their neighbor nodes [41].

Data aggregation protocols are affected by the underlying communication protocols as
these protocols will determine the data flow paths within the network. Aggregation could be
performed implicitly by the dissemination protocols (i.e. the way of disseminating the data
determines how it will be aggregated). Also, it may be independent and general so that many
routing protocols could be applied [42].

The timing pattern [43] also has a significant impact on the design of the aggregation
mechanism for periodic update applications. There is a trade-off between data accuracy and
freshness and energy efficiency. Timing pattern allows data synchronization and
determination regarding when data is to be sent to the other nodes. Timing models could be
classified to simple periodic, periodic per hop, and periodic per hop adjusted. In simple
periodic, a node waits a predefined amount of time before aggregating all the data it has
received and then sends the data as a single packet. In periodic per hop, each node waits until
it receives data for all its children, aggregates the data, and then forwards the data. Timeout
must be used in the case of existing failed children. Periodic per hop adjusted is similar to
the periodic per hop approach but the timeout is adjusted based on the position of the node in
the routing tree. Nodes that are lower in the routing tree experience a timeout before those
nearer to the host (sink).

Another important factor that affects the design of the aggregation protocols is the nature
of the aggregation itself. There are many ways in which aggregation could be performed. For
example, aggregation could take the form of compression, concatenation, encryption, or

coding [44]. Most of the aggregation protocols can be seen as complementary approaches
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that could be integrated into other dissemination and communication protocols without

hindering their operations.

2.2.3 Data Dissemination and Communications

Dissemination protocols determine the way data will be disseminated through the network.
Communications in sensor networks are characterized in a multi-hop fashion. Nodes are
scattered in the investigated area in a large number. A node within the radio range of other
nodes is described as a neighbor node and can directly communicate. Non-neighboring
nodes require multi-hop communication protocols to communicate. Communication
protocols for sensor networks must be energy-aware and must optimize the transmission cost
of data packets. So the number of transmissions required by each node and the number of
states maintained at each node should both be minimized [19].

There are many important factors that affect the design of dissemination and
communication protocols for sensor networks [45]. These factors can be summarized as
follows:

e Non existence of specific routers; All nodes are working as small routers from the
source to the destination.

e Nodes are equipped with limited energy, computation, and communication resources.

e The identities of nodes are less important than the data they carry.

e Nodes are location-aware.

o The flow of the data within the network is mostly directed toward single sink nodes
and the collaboration between nodes is usually in the form of data aggregation.

e Nodes do not usually require sophisticated service from each other.
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e The efforts of data dissemination protocols are focused by eliminating data
redundancy to allow only information of high quality to be received by the sink
nodes.

Data dissemination and communication protocols in WSN are described as data-centric
protocols [16]. This is due to the fact that the data carried by the node is more important than
the identity of the node. In most cases, these protocols are application-dependent. The
protocol usually starts with an interest (which describes the attributes of the phenomena)
being sent through the network, either initiated by the sink or advertised by the nodes. All
the high level layers of the communication stack must be aware and must agree upon the
formatting structure of these interests. Thus, data centric protocols require naming
mechanisms for specifying the interested events or attributes that describe the interested data
[46]. All of the data-centric approaches use such application specific semantics so they
cannot work as general approaches. Many researchers are currently trying to achieve a
general approach that could work independently from the applications and, at the same time,
could highly contribute to minimizing the energy consumption.

Data centric approaches could be classified according to the underlying dissemination
structure to be either flat or hierarchical protocols [47]. In flat approaches, the transfer of
data is usually performed in a flat space as all nodes are working at the same level. In
hierarchical protocols, nodes are organized in multi-levels. Nodes could be homogenous,
having the same capabilities, or heterogeneous, having certain nodes with more computation
facilities than the other nodes and working as cluster heads. Data aggregation could be

utilized at the cluster heads. The cluster heads could be elected autonomously or they may be
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pre-selected. Hierarchical protocols contribute toward the scalability of the network and
reduce the power consumption.

Whether flat or hierarchical, the protocols could be further classified according to the data
delivery model they assume. The data delivery model describes the data reporting
mechanism, which could be: event-driven, query-driven, or hybrid [11]. In event-driven, data
reporting occurs upon detecting pre-specified events. The nodes themselves initiate the
reporting action. In query-driven, data reporting occurs upon receiving a query (request)
from the user through the sink. In hybrid models, a mix between the two strategies is
applied. We will discuss such approaches in a separate section for their importance to our
research work. Apart from the dissemination structure, protocols that utilize the location
information of the nodes are known as geographic protocols. Most of the data-centric
protocols assume stationary nodes. Sink mobility is considered only as a side effect that
should be mitigated. Flat, hierarchical, geographic and mobile sink protocols are discussed in

the following subsections.

2.2.3.1 Flat Approaches

To overcome the problems exhibited by flooding-based mechanisms in WSN, Sensor
Protocols for Information via Negotiation SPIN [48] protocol introduces the idea of using
meta-data to allow only useful data to be transmitted based on negotiations between nodes.
The basic idea is that the transmission of meta-data, which is less in size than the actual data,
would consume fewer resources than those required for transmitting the actual data.

The actual data are assigned high level names that describe them. These names are used

to advertise the data by sending advertisement packets. The protocol uses the flooding
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mechanism to send these advertisements before the actual data being transmitted to the
nodes is requested.

The protocol assumes homogenous sensor networks where all nodes could be potential
sinks. So any node could be a source, as well as a destination, of the data. The protocol
works well when only a few nodes request the advertised data. If all the nodes are interested
in getting the data, the performance of SPIN would be worse than that of flooding. In such
cases, the advertisement packets and the data request packets would create extra overhead
and more energy consumption.

Another famous protocol is the Directed Diffusion (DD) data-centric dissemination [49].
The protocol uses a distributed data centric algorithm for routing data based on localized
information. Nodes need to know only about their one-hop neighbors. The protocol assumes
a query-driven data delivery model in which an interest (task description) must be sent from
the sink to the nodes. The interest carries with it some gradient fields that help construct the
delivery path. Each node receives the interest, stores an entry into local cache, and forwards
the interest to its neighbors. Once matched data is discovered, nodes start to transmit the data
through the constructed paths to the sink, which selects the best delivery path by
reinforcement. Reinforcement requires the sink to re-send the same interest with a request
for a higher delivery rate. During data delivery, the intermediate nodes can perform data
aggregatidn to enhance the performance. Many paths will be constructed between the source
and the sink and the data will be delivered along all of them with different rates. As in [48]
the algorithm does not involve sink identification so it does not distinguish between different

sinks. An improvement to DD is suggested in [50] to enable quick path repairing. The idea is



30

to maintain backup paths in addition to the primary data forwarding path. In case of node
failures, these backup paths are used to cope with the failure.

Another protocol that assumes a data-centric approach is the Temporal coherency-aware
in-Network Aggregation TiNA [51]. The protocol focuses on the energy saving in sensor
networks, while trying to keep the data accuracy as high as specified by the user. The
protocol uses temporal coherency tolerances in addition to in-network aggregation
mechanisms in order to achieve its goal. The user should specify a tolerance value that
describes the amount of diversity between consecutive readings in order to allow nodes to
report their data. The nodes store the previous readings and compare them to the current new
readings. The data would be reported only if the difference between the two readings
satisfies the tolerance threshold. The protocol allows parent nodes to use the last reading
received from any child node in place of a new reading required by that child in case of
failure. The authors assume that the temporal coherence tolerance value reflects the user
preferences about the required data and determines the quality of data QoD submitted to the
user.

The idea of using declarative queries as an abstraction is introduced in COUGAR [52].
Queries are then processed through a query layer above the network layer. The sink is
responsible for creating a query plan. This plan should be self-contained and able to specify
the data flow and the in-network computation. For each query plan, nodes should select a
leader node that is responsible for data aggregation and data reporting to the sink node. Some
of the drawbacks of this approach are the dynamic selection of leader nodes, the overhead
due to the introduction of the additional query layer on each sensor node, and the

requirement of synchronization between nodes



31
ACtive QUery Forwarding In sensoR nEtwork ACQUIRE [53] is proposed for complex

quires (queries that consist of several sub-queries). First, nodes receive the query from the
sink and try to respond partially to the submitted query by using their pre-cached
information. If such information is unsuitable for resolving the query, nodes look up the
relevant information at their neighbors within d hops. The query results should then be sent
back to the sink through the reverse path or the shortest path. The parameter d is adjustable
such that if d is equal to the network size, the mechanism behaves in a way similar to the
flooding mechanism. The optimal value of d is calculated for the grid deployment scenario
of sensor networks.

The data reporting phase in all the above approaches flows in the reverse direction to the
paths constructed during the query dissemination phase. Nodes learn the path to the sink by
memorizing and keeping information about the neighbors from which they receive the query.
Such link memorization adds extra overhead in case of topological changes due to link
failures. In most cases, per sink information should be kept at each node. Sink mobility
requires reconstruction of the data flow paths so it is not well addressed by these approaches.

Other flat-based data centric approaches adapt other techniques to report the data to the
sink. A technique called cost-field based reporting that does not require the nodes to
memorize the reverse paths to the sink is presented in [54], [55], [56]. A cost value is
calculated during the query flooding phase. Each node keeps a cost value of reporting to the
sink. The selection of next forwarding neighbor could be receiver based or sender based. In
receiver based schemes, a node transmits the data to its neighbors without specifying the
next forwarder. The neighbors that have cost values less than the sender transmit to their

neighbors and so on until data arrives at the sink node. In sender based schemes, the sender
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transmits the data to a specific neighbor for further transmission until data arrives at the sink.

The cost filed could be calculated based on hop-count, energy level, or distance to the sink.

2.2.3.2 Hierarchical approaches

LEACH [57] is one of the early and most popular hierarchical protocols for sensor
networks. The system runs a periodically randomized distributed algorithm to elect a
number of cluster heads among the nodes. This number is determined a priori. The CHs then
advertise themselves to the nodes. Nodes join certain clusters based on the strength of the
received signals. The sensor nodes then report themselves to the CHs to join their clusters.
Each CH could create a TDMA schedule to control the transmission within its cluster. Data
aggregation within each cluster is performed at the CHs to save energy. Leach assumes that
each sensor node could adjust the transmission power so that it can reach the sink by using
the maximum transmission power. Using this assumption, nodes directly report to the CHs
and the CHs are able to report to the sink directly using one-hop transmission.

Passive Clustering (PC) [58] is a clustering mechanism fhat has been introduced for
MANET. PC aims to eliminate the problems exhibited by the ordinary flooding mechanism
when high rate of mobility is considered. PC utilizes the IP option field to piggyback the
clustering related information (e.g., cluster status of the node and the node ID) to the
ongoing traffic. This reduces the rate of exchanging cluster-related control packets. Its
applicability to sensor network is similar to that of dominating set. They aim to provide
efficient broadcasting. PC has been integrated to several MANET routing protocols such as
ADOYV [59]. It has also been utilized by Directed Diffusion (DD) in sensor network [60]. In
both cases PC is utilized to reduce the communication overhead incurred in their flooding

phase (i.e. during the search for route phase).
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In TTDD [18], each source node proactively builds up a virtual grid infrastructure over the
two dimensional plane. The grid should consist of cells of dimensions X * X where X is a
global parameter. The source node should be at a crossing-point in such a grid. The crossing
points of the grid are called dissemination points. The sensor node closest to the
dissemination point on the grid serves as a dissemination node. When the source node needs
to report data (e.g. upon detecting an event) it propagates the data announcement to all the
dissemination points. Dissemination nodes store information about the data announcement
and the dissemination points they serve in addition to the upstream dissemination nodes
locations. Then they further propagate the data announcement to the other dissemination
points except those from which the data is received. Eventually data announcement covers
all the dissemination points in the grid. When the sink node has a query to send, it floods the
query locally within the cell where it is located. The nearest dissemination nodes for the
requested data forward the query to the source node through the upstream dissemination
nodes. The source then replies to the sink using the reverse path to the query path.

Siphon [61] suggests augmenting the sensing field with additional powerful nodes. It
introduces the idea of virtual sinks (VSs), which are powerful nodes distributed randomly
within the field and are able to communicate directly with each other. These VSs form a
secondary network by themselves. Nodes divide themselves among the VSs in the form of
clustering. Data reporting is done in two phases: nodes report to their associated VS, and the
VS reports within the secondary network to the sink. As a result, Siphon works in a similar

way to LEACH with the difference that CHs in LEACH are ordinary nodes that are elected

randomly.
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The concept of virtual sink architecture, in which sensor nodes forward data to one or
more spatially diverse sinks, is also proposed for underwater sensor networks in [62]. The
authors proposed a multi-path data delivery method for a grid network with multiple sinks.
The main goal of the protocol was to provide a routing operation that could cope with
contention.

Both flat and hierarchical approaches allow for data aggregation. In hierarchical
approaches, cluster heads could perform the in-network aggregation. Hierarchical
approaches contribute better to the scalability of the network. In comparison with the flat-
based approaches, these approaches exhibit trade-offs between overhead and low energy
consumption, as well as complexity verses performance. Hierarchical approaches require
extra overhead to maintain the hierarchical structure. They also require global and local
synchronization, which add to their complexities. Whether cluster heads are elected nodes or
specific powerful nodes, other ordinary nodes need to agree upon their cluster heads. As in

flat-based approaches, mobility impacts the robust operation of these approaches.

2.2.3.3 Geographic protocols

In wireless sensor networks, nodes need to know their location within the sensing field in
order to provide meaningful information [19]. So there is always an assumption that sensor
nodes know their locations and could tag their data by such information. Geographic
approaches efficiently utilize the location information to perform the dissemination task [63].
They usually build over geographic routing schemes, and can be classified as weak or strong
geographic protocols [37]. In weak geographic protocols, data can be directed and sent to a
certain region. In strong geographic protocols, nodes can send data to a particular location.

All of the geographic routing protocols require each node to know only its location plus the
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locations of their neighbor nodes. These approaches work as complementary approaches
when the location of the source nodes that are required to report their data are known in
advance [64], [65], [66]. In deployment scenarios where the sink is static, the location of the
sink could be used to allow nodes to report their data (“push data”) to the sink using
geographic routing. We describe Greedy Perimeter stateless Routing GPSR [67] and GEAR
[68] as representative of these protocols.

In GPSR only local information about the position of the nodes is utilized. Each node
needs to know only its position and the positions of its immediate neighbor nodes. The
packets to be transmitted should include the positions of the destination nodes. Upon
receiving the packet, the node enters a greedy forwarding mode in which it tries to send the
packet in a greedy way to a node that is closer to the destination than itself. When greedy
mode fails (i.e. there is no closer node to the destination than itself), the node converts to the
perimeter mode to try to cope with the failure. GPSR uses the right hand rule in which
packets tour enclosed faces on planner sub-graphs. Once a failure is solved, and a node in the
way of the destination is found, the node returns back to its greedy forwarding mode. The
algorithm continues the same way until the packets are received by their final destination.

The use of geographic information while disseminating queries is studied in [68]. The
main goal is to enhance the performance of DD under the assumption of known data sources
positions. Instead of transmitting the interests to the whole network, GEAR considers
transmitting it to a certain region so conserving energy. The protocol allows nodes to
determine two costs: an estimated cost based on residual energy and the distance to the
destination; and a learned cost based on the consideration of routing around holes. Packets

are forwarded to the target region using ordinary greedy forwarding. If holes exist, the next



36

forwarder node is selected based on the learned cost. Within the target region, packets are

flooded or recursively geographically forwarded.

2.2.3.4 Mobile Sinks Protocols

All of the above representative protocols assume stationary nodes. There are some other
data dissemination protocols that consider mobility issues. In [69] the authors proposed a
Scalable Energy-efficient Asynchronous Dissemination SEAD protocol. In this protocol,
sinks will be able to move around the network. It does not use mobile sinks as intermediate
members of the dissemination tree so frequent changes to the dissemination paths will be
reduced. Also, those sinks will be joining the dissemination tree by sending a join query to
selected sensor nodes that will be considered as their access points. The access points are
stationary nodes that are taking the place of sinks in constructing the dissemination paths.
Those access points on one side will keep track of the mobile sinks and, on the other side,
will replace the sinks from the point of view of the tree. So data are delivered to fixed points
along the network, yet the sinks are mobile. Sinks request the data from the sources,
periodically using refresh rates assigned to each access point and the data will be replicated
at selected nodes between the source and the sinks.

TTDD [18] described under the hierarchical class is another protocol that considers
mobility. TTDD assumes another form of sink mobility where sinks are mob‘ile users.
SEAD and TTDD belong to the early work that considers sink mobility as a negative
property that should be mitigated. The main concern was how to route the data to the mobile
sink/user rather than exploiting such mobility to enhance the network performance. This

recent research direction is discussed in section 3.
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2.3.4 Hybrid Data Dissemination Protocols

Hybrid data dissemination approaches are an important class of data dissemination
approaches in sensor networks. Hybrid refers to the fact that such mechanisms mix different
basic strategies of data dissemination solutions. From the point of view of the data delivery
model, they mix the query based strategy and the event based strategy. From the point of
view of storage, they involve a storage mechanism that is in between local and external
storage. The hybrid approaches are usually motivated by the trail to achieve the balance and
to overcome the drawbacks of the basic strategies. This is referred to as rendezvous
mechanisms. The hybrid approaches could be classified as either content based or content
independent. Figure 2.5 shows the classification of such approaches with some examples of
each class. The literature contains many of these hybrid information-processing systems.
Rumor Routing [70], Geographic Hash Table (GHT) [71], DIM [72], KDDSC [73], Comb-

Needle (CN) [74], PathDC [75] and the approach in [76] are among them.

In network storage-centric models
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Figure 2.3 classification of hybrid data dissemination

In content-based models, [71], [72], [73], [76], the owner sensors are usually defined by a

mapping function linking the content of the data with a location or ID within the network. In
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content-independent models, [18], [70], [74], events and queries are sent to self-structured
sub-network regions. Querying the network in hybrid models relies on the concept of
“rendezvous”. Events travel to the rendezvous regions where they will be stored; queries are
directed to the rendezvous regions on demand.

Data-Centric Storage/Geographic Hash Table (GHT) [71] is a popular pull-push
mechanism based on Greedy Perimeter Stateless Routing (GPSR) [67]. Events are hashed
(by their names) using predefined hash functions to locations inside the network topology.
The events then travel to those locations and queries are similarly directed to the same
locations. GHT requires periodic beacon signals so that nodes can update their neighbor
table. The beacons are periodically transmitted through the network independent of the
arrival of the events and queries. Network irregularities increase the failure rate of the
underlying GPSR greedy forwarding strategy. In turn, the need to apply the planner
algorithm is increased, which results in the formation of hot-spots.

The solution proposed in [76] is similar to the one in [70] but provides better locality
awareness. While GHT builds its dissemination structure on top of the GPSR [67] routing
protocol, it builds its dissemination structure on the Glider [77] protocol. Glider builds
Voronoi complex cells with a landmark associated with each cell: sensor nodes are assigned
to tiles by their graph distance to a set of landmarks. A distributed hash table is built from
the combined tile adjacency graph. While a hash function in GHT takes the data as input and
provides a node location or ID as an output, the function in [76] provides a landmark node
ID as an output.

In DIM [72] and KDDSC [73], the mapping is done using a K-D tree. Generally, the use

of hashing techniques requires global coordination and makes the system insufficiently
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flexible to cope with the dynamic nature of sensor networks. If sensor locations are not
uniformly distributed in the coverage area, or if sensor readings are not uniform over the
range of possible reading values, the performance of these techniques is greatly affected.
According to [17], in an irregular sensor field, a standard geometric quad-tree in DIM and
KDDSC may become unbalanced. This results in an imperfect partition hierarchy that
subsequently affects the performance. Also Irregularities result in Voronoi cells that have
vastly varying areas, which results in degradation of the performance of the protocol in [76].

PathDCS [75] exhibits another form of data mapping. Spanning tree paths are constructed
through the network and data is mapped onto these paths. Some nodes work as beacons and
become roots for the constructed paths. The paths are divided into segments that define a
certain number of hops towards a particular network beacon. Data is then stored at the end
point of the concatenated path segments. Mapping data storage locations onto terminating
nodes of existing paths eliminates the need to know the network boundaries as this ensures
that a node always exists at that location. Topological changes increase the energy
consumption through the network. The overhead becomes noticeable with nodes failure as
nodes are trying to reconstruct the tree paths.

Models using content-independent rendezvous regions such as [70] and [74] are known to
show more flexibility over content-based models due to the lack of the mapping function
(usually in terms of hashing/indexing) that requires global coordination and maintenance. In
addition, the dynamic way in which their dissemination structures are constructed
contributes to their great flexibility. Even so, topology irregularities pose a great challenge.
Rumor Routing [70] is a pioneering content-independent hybrid scheme. It seeks to

propagate both events and queries randomly through the network. The propagation is
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controlled by a time to live (TTL) parameter, with no guarantee that query paths will meet
event paths. Events and queries are assumed to happen simultaneously, so the problem of
inter-query events-propagation is not explored.

Authors in [74] have introduced a combing approach in which queries are propagated
horizontally while events are propagated vertically. The protocol introduces two strategies:
combing and reverse combing. The ratio of the event arrival frequency E to the query arrival
frequency Q is used to determine the length of the needle (event propagation) and the inter-
spike of the comb (query propagation). If O < E, ordinary combing strategy implies that the
comb carries the query and the needle implements the travel of the events. If Q > E, reverse

combing is used, with needles implementing the queries while events travel in the comb.

Although the protocol achieves an asymptotic communication cost of O (\/; ) similar to
GHT, its efficiency relies heavily on knowing Q and E in advance. In addition, irregular
network topologies could result in performance degradation of the CN. In such topologies,
combs are no longer well-structured and are incomplete. Events that propagate in needle
structures cannot meet the comb-teeth.

Recently, other content-independent rendezvous-based data dissemination schemes have
been developed as alternatives to the existing solutions. Among these are the LBDD [78] and
Railroad [79]. In [78], a vertical line with width w is defined to act as a rendezvous region.
The line is placed in the centre of the network and divides the network into two parts. In
[79], a virtual infrastructure called rail is placed in the middle area of the network. Sources
transmit the Meta data of the discovered events to the closest node within the rail. Sinks
transmit their quires to the rail where they travel to reach the node with the interested data.

The limitations described in section 2 apply to these approaches.
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2.3.4.1 Location-Service Rendezvous Protocols

Many Location-service protocols apply the concept of rendezvous to location-updates and
location search queries. A survey on location service protocols and their different
classifications appears in [80]. Many of these schemes have been developed for MANET.
However, approaches such as quorum-based [81], [82], [83] and grid-based quorum
approaches [84], [85] have been developed for WSN.

Grid-based schemes build the dissemination structure, “the grid,” using geographic
routing such as GPSR. Some of these schemes decouple the function of location service
from the routing function [84],[85]. Geographic routing is then used for data routing to
destinations with known locations. Decoupling routing functions from location service
functions is believed to provide performance enhancement. This is different from the
approach taken by other grid-based schemes such as TTDD [18], which utilizes the existing
grids for both data query and retrieval. This makes the delivery paths longer, especially when
the source and destination are close to each other. However, grid-based schemes have some
drawbacks. As the grid could eventually disconnect the network, the performance of the
protocol is degraded once the network is disconnected. Also, extra overhead is required for
the purpose of grid maintenance. Moreover, grid schemes rely on a static parameter known
as (cell size a) to construct the virtual grid. This parameter should be carefully selected
according to the network size and node density. Both small and large values of this
parameter are shown to reflect some problems on the performance of the grid-based schemes
[81].

Variants of quorum-based schemes have been introduced [81], [83], [86] and a
comparison with the grid based quorum is given in [80]. Some of the proposed strategies to

build the quorum require the data (location of the mobile sinks) to travel on orthogonal
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directions; others require data to continue traveling over the perimeter of the network and
voiding era (in addition to the orthogonal directions). The variant where locétion updates
travel the perimeter are shown to be more efficient in their success rate and hence their
reliability as the intersection at the perimeter is a guarantee. However, they require extra cost
as they mainly use face routing [87] to travel the perimeter. Face routing requires the
network to be a planner graph (e.g. Gabriel graph). Heavy beaconing is a vital requirement to
cope with topological changes and allows planarization information locally stored at nodes
to be updated, which adds to the overall cost.

From the point of view of location service, the above approaches are complementary to
our approach. Their main objective is to enable geo-routing (location based routing) as the
source nodes need to be aware of the location of the destination nodes. They are best used in
scenarios where destination nodes move uncontrolled (such as in the case of MANET and in
WSN with mobile sinks that apply random mobility). The movement of the sink itself is
thought of as an “event” that the source nodes should be aware of. These approaches are less
efficient in scenarios where sinks are static or sinks mobility is controlled. In the first case,
there is no need for location updates/retrieval. In the second case, Mobility trajectory is
controlled and guided by an application goal and thus is no longer random.

Looking at these approaches as integrated data dissemination protocols (location service +
geo-routing), we would argue that these approaches belong to the “push” data dissemination
model. Once the mobile sink location is acquired, sources utilize the location information
and transmit their data directly to the sink through location-based routing (e.g. GPSR).
Communication traffic is no longer on-demand. When the network exhibits a large number
of sources/events the significant overhead overwhelms the constrained resources of WSN,

especially the constrained power supply.
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To summarize, most of the rendezvous data dissemination approaches cannot cope with
the shape irregularities of the underlying network topology. They build the dissemination
structures upon global topological knowledge. In most cases, cooperation of the existing
multiple sinks is not considered. Moreover, the independent actions of the underlying
components (the push and the pull) leverage resource wasting. Our proposed work aims at
developing an efficient hybrid scheme that takes the above drawbacks into consideration.
We consider integrating a topology detection process into our proposed scheme so that the
proposed protocol is topology adaptive. While data dissemination at the upper layer is
greatly affected by the underlying protocols, most academic work considers topology
detection and data dissemination separately. The work in this thesis shows that, by
integrating them, we can provide a robust localized data dissemination scheme. We opt for
modifying and integrating the BoundHole algorithm [88],[89] into our protocol as it has
proven to be a lightweight, localized algorithm that scales well and relies only on one-hop
neighbor information. This algorithm was originally developed to extract network topology
and detect existing holes. Many other algorithms have been developed to achieve the same
goal [90], [91]. We believe that all these protocols could be alternatively used.

As in all hybrid schemes, our proposed protocol has two phases: the pull phase and the
push phase. The proposed protocol synchronizes these phases to handle the uncontrolled
events propagation problem, resulting in totally on-demand data dissemination. In such a
way the protocol does not exhibit any resource wasting.

The proposed protocol is a lightweight protocol that scales well as it depends only on
localized information. It does not need a specific routing strategy. Both query dissemination

and event propagation phases adapt to topological updates in an efficient localized manner.
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To the best of our knowledge, our protocol is the first to introduce the concept of hybrid data
dissemination for tiered architecture with irregular topology. These unique features of the
proposed solution dramatically reduce the transmission costs and result in efficient

operations in large-scale sensor networks.

2.3 Mobility in Sensor Network

In early work, mobility in WSN was considered an incidental side effect that should be
mitigated. Mobility could result in frequent topology changes, high packet loss rate, and poor
energy efficiency [92]. The work described in [18] and [69] represents this point of view.
Recently, researchers show that mobility could be a desired property [93]. In both cases,
mobility has a significant impact on the dynamics of the WSN. It increases the complexity of
the design of networking protocols and the distributed algorithms.

Mobility in sensor networks is different from its counterpart in systems like MANET [94].
In WSN mobility is usually termed as controlled mobility [95]. This notation refers to the
fact that mobility in WSN is guided by an upper level goal. The node could be attached to or
carried by a mobile entity. The movement is controlled either directly by online commands
from the monitoring site or by pre-programmed algorithms [7].

The degree of mobility in WSN could be varied. It is possible that all the nodes have
movement capabilities. In this case, the network is referred to as a mobile sensor network. In
other scenarios only a few nodes have such capability and usually these nodes work as
mobile relays or sinks [96]. For each of these scenarios, the main concern is the movement
pattern or trajectory that describes the movement scenario. In particular, how to arrive at a
movement pattern that allows for the achievement of the upper goal? Another concern is

how to coordinate several mobile nodes in a way that boosts the performance of the network
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operations? Answers to these questions are always protocol specific. As in all aspects of the
sensor network, mobility cannot be considered separately. It should be studied in the context
of some other protocols.

As mentioned previously, sensor nodes have a constrained power supply. These nodes are
required to work unattended and unwired depending mainly on their power supply with no
chance for replenishment. The network lifetime is associated with the nodes lifetime, which
should be efficiently utilized. For many years, developing energy-efficient protocols was the
only solution that could participate in the efficient utilization of sensor nodes power
capabilities. Mobility is first believed to add complexity and hinder the achievement of
efficient communication protocols. Most of the research work regarding mobility is
concerned with the mitigation of the negative effects that could be introduced by mobile
nodes.

Literature then shows that mobility could be incorporated into the WSN with the aim to
increase the coverage degree, teach static sensor nodes their positional information, assist in
deploying static sensor nodes, and enhance network performance. In fact, all of these goals
inherently work towards increasing the network capacity and enhancing its performance.

Recently, much work considers mobility as increasing the coverage ratio [97],[98],
[99],[100]. Coverage refers to the overall area that the sensor network can monitor. These
approaches target the mobile sensor networks where all sensor nodes are assumed to have a
movement facility that can be controlled to allow nodes relocation. The idea is based on
deployment then relocation. Moderate numbers of redundant sensor nodes are first deployed

then relocated to fill the position of the failed nodes.
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Mobility has also been utilized to perform the deployment task [101-105]. For example, in

[103] three distributed protocols -- VEC (VECtorbased), VOR (VORonoi-based), and
Minimax -- are introduced for mobile sensor networks. The main principle is that moving
sensors from densely deployed areas to sparsely deployed areas provide high coverage. The
protocols run iteratively until they terminate or reach the specified maximum round. In each
round, sensors first flood their locations and construct their local Voronoi polygons (VP).
These VPs are used to discover the coverage holes. Then one of the three proposed protocols
can be adapted to calculate the target positions of the sensors and determine where they
should move. The VEC pushes sensors away from a densely covered area. The VOR pulls
sensors to the sparsely covered area. The Minimax moves sensors to their local center area.

Enhancing network connectivity is one of the issues that mobility can leverage
[106],[107],[108],[109]. While the work in [109] does not target wireless sensor networks, it
shares many concepts that are worth exploiting in WSN. The authors consider a network of
robots. They assume that every robot can reach every other robot over at least 2 vertex-
disjoint paths. This is known as a 2-connected network. They address the problem of
retaining this level of connectivity under link or node failure. The solution is based on the
relocation of some robots. They provide an algorithm that is based on graph theory to
identify cut vertices. Nodes that have a degree of 1 would move towards a cut vertex and
establish new links. Such links provide alternatives to the critical links between cut vertices.
Another algorithm is also provided and called contraction. The robots move inward to the
centroid of the deployed robots in order to increase the connectivity.

Exploiting mobility to extend network lifetime has been introduced recently into wireless

sensor networks. More and more work has been devoted to addressing the effect of sink
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mobility on enhancing the performance of the network. Two main regimes of sink mobility
are considered [96]. The first one is referred to as data mules where mobile sinks move to
visit sensor nodes and pick up the data over a single hop wireless transmission.

The main philosophy of the data mule regime is that nodes are not required to forward the
data on behalf of others. They only transfer their own data on a single hop, which
significantly reduces the energy consumption. The other regime of sink mobility considers
the mobility of the base station as an assisted facility to improve the network performance.
This kind of movement is referred to as sink repositioning as a mobile sink changes its
position within the field and data are forwarded to it at the new position. In such assisted
mobility protocols, the main regime of data transfer is the wireless multi-hop transmissions;
mobility helps reduce hot spots and increases the load balancing through the nodes. These
approaches are always associated with data collection mechanisms that maximize the

benefits of the mobile sinks.

2.3.1 Sinks as Data Mules

The main concern in the data mule regime is the latency problem [110]. This problem
refers to the delay exhibited in the data transfer process as nodes have to wait to be visited by
the mobile sink. A mobile sink could move randomly within the field, according to a known
pattern, or could be actively controlled in real time [7]. Wireless data transmission speed is
faster than the mechanical speed of the moving sink. This difference in speed makes these
approaches suitable only for applications that can sacrifice latency. Another problem
exhibited when the data mule mechanism is considered for data collection is the buffering

problem. As nodes wait to be visited by the mule, the buffer, which is usually size-
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constrained, could be exposed to overflow. This overflow increases the data loss rate and
adds to the drawbacks of this mechanism.

In [111], authors propose the idea of moving the data collector/sink towards the source
node with the highest traffic. Such a mechanism enhances the performance for high traffic
paths. The mechanism requires mentoring the network operation and determining the best
location of the sink. The authors assume that the data collector knows the positions of all the
deployed nodes. They also assume that the nodes are within the communication range of the
data collector and the radio’s transmission power is assumed to be programmable for the
required range. The main limitation is that the performance could be worsened for paths with
lower traffic and for paths topologically opposite to the movement direction of the data
collector. To solve these problems, the authors opt for validating the overall impact of the
move on the transmission energy before movement is confirmed.

Data Mule mechanisms require extensive data buffering at each source node. The authors
in [25] investigate the relationship of the data transfer rate and the buffer size at each node.
Also, the effect of changing the number of mules and access points is studied. The random
walk model is assumed for the data mules.

In [112], vehicles that pass near sensor nodes are utilized in data collection. Data
transmission is initiated by sensor nodes that are assumed to know the trajectory of the
mobile vehicles. The time of transmission is determined or predicted according to
knowledge of the trajectory. Sensor nodes stay in sleep mode until wakened up for
transmission at the estimated time. The data collection process is modeled by a queuing

model. Success rate and energy consumption are used as suggested metrics.
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To solve the problem of buffer overflow that could be exhibited when the data mule
collects the data, authors in [113] suggests a heuristic solution that allows the data mule to
first visit the nodes that are expected to have buffer overflow. The main objective is to allow
the data mule to visit sensor nodes in a way that prevents the overflow. A solution based on
scheduling the mobile data mule in real time is suggested. Authors provide a heuristic
solution called Earliest Deadline First (EDF). In this solution, the data mule first visits the
node that has the earliest buffer overflow deadline. This solution tends to increase the data
loss rate as nodes with consecutive deadlines are suffering from buffer overflow before
being visited by the data mule. This is due to the fact that such nodes may be located far
from each other. To enhance the behaviour of the EDF algorithm, the authors present a
variation that includes buffer overflow deadlines and the distances between nodes in
determining the visiting schedule. However, the problem of back-and-forth movements
between far away nodes cannot be avoided.

A best-effort based solution is proposed in [114] for data collection. A mobile sink travels
guided by a linear path. When it comes within the transmission range of the nodes in the
vicinity of that path it collects their data. Sensor nodes that will never be in the vicinity of
the travel path of the mobile sink transmit their data to nodes that are expected to be visited
by the sink using multi-hop wireless transmission. Nodes determine the intermediate nodes
to transmit their data at an initialization phase by building a shortest path tree. The data
travels over the shortest path before being buffered at the intermediate node, which will be
visited by the mobile sink. An extension to this algorithm is suggested in [115] to consider
multiple mobile sinks to increase the scalability in terms of deployment area. The multiple

sinks travel in parallel linear paths and divide the workload among them.
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Best effort adaptive algorithms that adjust the speed of MDCs while collecting the data are

also proposed in [114]. The authors introduce algorithms to allow the mobile data collector
to change the speed of movement based on the nodes existence in its transmission range. To
increase the amount of data transfer, an MDC should slow down or stop when there are
nodes in the transmission range. When there is no node in range, the MDC could travel
faster. The algorithms are a best-effort based service where there is no guarantee that data
would not get lost during the transfer.

In [116], a PBS solution is introduced with the main objective to ensure that data
collection occurs before buffer overflows. The solution computes the minimum speed and
the trajectory of the ME that guarantee no buffer overflow occurs. To achieve this goal, the
PBS calculates a mobile sink trajectory path so that no overflow occurs in between every
two consecutive visits to a node. The PBS algorithm computes such trajectories based on
knowledge of the data generation rate of sensors and their locations. The algorithm assigns a
buffer overflow time to each node and follows two phases: partitioning phase and
scheduling phase. In the partitioning phase, nodes that have similar buffer overflow times
and are closely located form a group. In the scheduling phase, the trajectory segments (inside
groups) are determined and concatenated to form a complete trajectory. The complete

trajectory length determines the minimum speed of ME.

2.3.2 Sink Repositioning

While latency is the main concern in data mules based approaches, the main concern in the
sink repositioning based schemes is the movement pattern or trajectory that describes the
movement scenario of the mobile sink. Latency in this case is comparable to that of fixed

sink scenario. In particular, the main problem is how to come up with a movement pattern
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that contributes to boosting the performance of the network operations? When multiple
mobile sinks are involved in the deployment scenario, coordination among them becomes an
essential component of the communication algorithm. Coordination among several mobile
nodes in a way that keeps the positive effect of the mobility is a challenging task and is still
an open problem. Usually the problem is ignored by considering only the case of a single
mobile sink [117]. As a sub-problem of the coordination among multiple mobile sinks, the
authors in [117] discuss how to lessen the trajectories interference of multiple-mobile sinks.
They provide multiple algorithms to solve this problem.

Sink repositioning is proposed in [118] by aiming to balance the energy consumption
among nodes. The authors suggest that the mobile sinks change their positions along the
network peripheral. Time is divided into rounds, sinks stay stationary during the rounds, at
the end of each round the new positions of the sinks are computed and the sinks move
towards these positions. Inductive logic programming methods are used to determine the
new positions of the mobile sinks based on minimizing two objective functions. The first
function is the total energy consumption of all sensors. The second is the maximum energy
consumption of any node in the next round of sink repositioning. The simulation results
show a longer lifetime (defined as the time until the first node dies).

Exploiting sink mobility to prolong network lifetime is explored in [119]. The authors
consider the case of a grid sensor network where sensor nodes are placed at the grid points.
They provide linear programming (LP) solutions to maximize the lifetime by calculating the
sojourn times of the mobile sinks. The assumption is that mobile sinks should be placed at

one of the grid points and that delay results from the movement are negligible. The authors
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observed the impact of the shape of the deployment area on determining the sojourn times of
the mobile sinks.

The most relevant work for our purposes is that suggested in [120]. The authors study the
load balancing among nodes within the network. They analytically prove that the optimal
mobility trajectory, in the case of circular networks, occurs when the mobile sink moves
around the network peripheral. They suggest a joint mobility and routing solution to extend
the network lifetime. In their proposal, a mobile sink constructs a global routing tree based
on the shortest path while moving. The peripheral nodes forward their data using a trajectory
forwarding routing that follows the mobility trajectory (in that case, a circle). Nodes outside
the trajectory reach the mobile sink by using paths that consist of circular arcs followed by
straight lines directed toward the trajectory center. The solution results in considerable
energy savings. However, the scheme tends to be less adaptable to the topology
irregularities. Both the shortest path tree and the trajectory forwarding are proactive
mechanisms that require extra communication overhead to keep their performance high.

Joint mobility strategy is also suggested in [9] where a routing scheme is proposed to route
the data to a single mobile sink. The sink moves around the network peripheral. The authors
propose that each data collection round is preceded by a sampling round. In a sampling
round, the sink stops at certain anchor positions and determines the optimal visiting time by
sampling the global power consumption. The visiting time is then applied to control the
movement of the sink while in the data collection round.

Both [9] and [120] consider a single mobile sink. As mentioned above, multiple-mobile
sinks raise the fact that coordination is required to keep the “positive effect” of the mobility

on the network performance. Both [9] and [120] did not consider this case.
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In the context of enhancing the sensor network lifetime, a dynamic multi-node positioning
is proposed in [121]. A clustering mechanism is used where cluster membership is based on
proximity of CHs nodes to the individual sensor. The movement of CHs is restricted to
maintain the connectivity of the inter-CH network. The movement of such a CH could
partition the network. So CH first checks the links with its neighbours before the movement.
If changing the position of a CH will partition the network, its neighbours are to move to
restore the broken links. A CH will cease all motion until a token is granted. To prevent
simultaneous relocations, a mutual-exclusion based mechanism is used.

The approach in [122] also addresses the same problem: maintain the connectivity among
CH nodes when some of them move. While [121] provides a centralized based solution, the
authors in [122] provide a distributed mutual exclusion based algorithm. The coordination
among immediate neighbours is based on a predefined priority system. The assumption is
that nodes have distinct priorities. The priority can be static (e.g. ID-based) or dynamic.

In this thesis, we introduce a solution that considers the scenario of multi-mobile sinks. In
Chapter 3, we describe a simple and non-interfereable mobility pattern that inherently solves
the coordination problem. The proposed protocol efficiently adapts to the topological
changes as it does not require any global knowledge that should be collected in a centralized

manner. It also works for any network topology whether regular or irregular.

2.4 Communication Infrastructure in Sensor Network

In WSN, a large quantity of sensor nodes are deployed (in most cases randomly) in the
area of interest. This deployment results in an arbitrary network graph that is referred to as a
network topology [19]. The communication over such a graph is multiple hops. This means

that nodes can communicate directly only with those in their vicinity (transmission range).
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Nodes communicate with others outside of their transmission range over multiple hops
communication. This kind of communication implies that each node could play the role of a
router to forward the messages over the multiple hops on behalf of other nodes. The arbitrary
topology graph is structured by the communication algorithm [123]. For example, spanning
tree based algorithms opt for building the tree structure over the arbitrary graph. Then the
communication process takes place using the tree primitives.

One of the research concerns that is not fully explored in the literature is the degree of
independency between various network protocols. To date, little work has been done towards
unifying the design of WSN protocols. WSN is application-specific in the first place. It poses
many challenges that motivate the production of hundreds of protocols at each networking
level. The different hardware characteristics and the different requirements of the upper
layer applications boost the protocol productivity of WSN [23].

As has been mentioned previously, numerous protocols that target aggregation, routing,
dissemination, medium access and topology control have been developed. The main notice
regarding the wide scope of WSN protocol development is that the performance of a given
protocol is tied to the underlying assumptions about the rest of the system. When such
assumptions are varied, degradation in performance is noticed. The variety of possible
assumptions about the system decreases the reusability of the developed protocols.

A new research direction towards a unifying WSN software architecture that increases the
modularity and reusability of the designed protocols is established in [124], [125]. The
argument against this direction is that the unifying process, which aims at the clear cut

between various levels of networking, would significantly increase the overhead and affect
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the resulting performance [20]. Most of the current proposed protocols merge functions from
different networking levels.

In [124], the authors discuss the narrow waist architecture where sensor protocol (SP)
resides between the network layer and the data link layer. They describe the rules by which
the network services could be arranged over the layered architecture. They also discuss the
neighbour’s management issue.

Leveraging the SNA in [124], the authors in [125] suggest a modular network-layer for
sensor networks that sits atop SP. Their main concern is to ease the implementation of new
protocols by increasing code reuse and runtime sharing. Code reuse provides a rapid protocol
and application development. On the other hand, run-time sharing reduces code and
resources consumed. The authors discuss the trade-off between functionality decomposition
and complexity. They find that finding the right granularity at which to break up the
functionality at the network layer is challenging. Unnecessary runtime overhead could result
from a very fine-grained decomposition while a too coarse decomposition reduces the level
of sharing, which in turn increases the reimplementation.

The authors in [126] propose Tenet architecture, which is complementary to the narrow
waist architecture in [124]. Tenet architecture does not address the modularity of the
software. It restricts the placement of the application functionality in a multi-tire system. In
Tenant, the sensor level tier can be implemented on SP. Tenet shares some similarities with
the Internet's end-to-end principle [127], yet it is based on specific tiered network
technology.

The authors in [124] are trying to achieve complete standard software stack architecture

for sensor networks. This is still far away from being a reality. There is a conviction in the
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literature that this unifying process would significantly increase the overhead and affect the
resulting performance [20]. It is still unknown whether this huge unifying process will
provide the required benefits to the protocol designers.

Building a generic infrastructure at the level of physical links is a promising step toward
increasing the reusability of upper layer protocols. To build such infrastructure over sensor
networks, the literature explores two approaches. One of them is to construct the
infrastructure that supports specific processes, such as routing and data aggregation. This
model is usually optimized to efficiently achieve an upper goal such as minimizing
congestion. Clustering and tree-based approaches are the most utilized techniques in building
such infrastructure [21]. They provide a way for nodes to self organize with the main goal of
maximizing the performance of specific upper layer operations.

The other way is to build infrastructure that is not tied to the upper protocol. This is known
to be general purpose infrastructure. In this case, the resulting infrastructure should be able
to support different upper layer processes with equal efficiency [24]. This task is considered
a challenging one in networks that have scarce resources, such as sensor networks.

In this thesis, we envision mobility as an assisted-facility that could provide a great
flexibility to static sensor networks. In scenarios where all nodes are static, with no ability to
move, nodes build logical infrastructure by self-organizing. Clustering and spanning trees
are forms of self-organization approaches that result in unstructured overlays [21]. The
operations over such overlays are usually based on the flooding mechanism. Failure handling
and maintenance require cascade updates through the network. In addition, the optimization

of such approaches is usually towards a specific process, such as routing.
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Sensor nodes have scarce resources in terms of energy, bandwidth and communication.
This constrained environment makes logical overlays such as DHTs not suitable. The main
reason is the belief that DHTs overlays would produce extra overhead compared to the
benefits they provide to the upper layer applications [22]. When mobility is considered, the
movement of the nodes may quickly change the topology. This results in the increase of the
overhead messages for topology maintenance and movement management.

Building generic infrastructure over sensor networks is studied in [128]. The authors
develop a virtual infrastructure in terms of coronas and wedges. They consider the case of a
static sensor network where all nodes are static. The sink named as Training Agent (TA) is
considered at the centre of the network. The assumption is that the TA has a multiple levels
transmission range. The TA takes the burden of training the nodes to gather knowledge
about their position with respect to the centre. This position will be represented by the
wedge, and the corona where the node is located. However, the protocol is centralized and is
based on global information. The number of coronas to be created should be known to the
TA before it creates them. In addition, the mechanism requires synchronization of the
wakeup time of all sensor nodes within the network, and the level of the transmission range
of the sink at that time.

A multi-scale communication overlay is developed in [26] to support upper layer
protocols. The protocol belongs to the clustering based approaches. The nodes are organized
into cells, super-cells and so on. A self-election mechanism based on sending periodic
beacons is used to form the hierarchical overlay. As in most clustering based approaches,

maintaining the whole structure requires topological updates to be broadcasted to all nodes
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and re-clustering is to be performed to adapt to the changes. This introduces extra overhead
that could participate in draining the resources of sensor nodes.

An attempt to fill in the space between logical and physical infrastructure is proposed in
[129]. Authors proposed a Virtual Ring Routing (VRR) protocol where logical rings are
constructed over the link layer. The protocol is inspired by DHT mechanisms and provides
both point-to-point and DHT like operations. The protocol creates logical rings that do not
keep the node proximity. Moreover, all the nodes within the network should have unique
logical addresses (identifiers) that are globally ordered. In addition, the protocol is optimized
only for routing processes.

Abstract regions [130] and [131] are two approaches described in the literature to abstract
the underlying communication primitives. They provide a way to ease the development of
upper layer applications.

Our work in Chapter 5 shows that augmenting SSN with a few powerful mobile nodes
would simplify organizing a generic network infrastructure that could be leveraged by
multiple upper level protocols with efficiency and robustness. We focus on the deployment
scenarios that involve both mobile and static nodes. We consider the case where most nodes
are static and only a few powerful nodes are mobile. We present an attempt to build a
structure that fills in the space between the physical and logical structures. This kind of
overlaying was difficult in networks such as the sensor network. Our philosophy is that the
few powerful mobile sinks/robots could take the burden of being the network organizers in
addition to being the data collectors and management infusers. We also suggest that the
interface to the application layer would be through a communication plan. This plan could be

seen as a complementary to the abstraction given by Abstract region [130] and that in [131].
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2.5 Summary

The existence of many tradeoffs in the design of sensor network protocols makes room
for further investigation and makes the sensor network a continuous hot research area.
Tradeoffs such as data accuracy and freshness versus energy savings, efficiency versus
complexity, latency versus energy consumption, and reliability versus energy savings must
be well investigated.

In wireless sensor networks, communication links are unreliable and the connectivity is
maintained through the working algorithms. One of the most important research issues is the
consideration of the system reliability.

In sensor networks, nodes do not require sophisticated services from each other. The
flow of data is mostly toward specific hosts. Simple but efficient data gathering protocols are
important requirements for the sensor network. Different protocols involve different data
delivery models that restrict their suitability to multiple upper layer applications. Integration
of multiple protocols could be one solution in achieving the wide applicability of these
protocols.

The evolution in sensor network hardware technology enables both mobility and multiple
radios to be incorporated and leads to heterogeneous sensor networks. Communication
protocols that go along with these new trends have a significant impact on the success of
sensor network applications.

Mobility has a great impact on designing protocols for sensor networks. It could provide
greater flexibility to the old static scenario, but it increases the complexity of designing the
communication protocols. Many benefits have been already investigated and new benefits

are yet to come.
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Decoupling the communication protocols from the application semantics to increase the
modularity and reusability is still an open research direction that should be carefully studied.
Given that the sensor network is mainly application oriented, the benefits of the clear cut
between various networking aspects over the current cross-layer approaches require more

research efforts to be clearly identified.
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Chapter 3

Prolonging Lifetime in Sensor Networks

This chapter describes our proposed solution for prolonging sensor network lifetime. The
chapter is organized as follows: Section 3.1 introduces the underlying problem; Section 3.2
explains the impact of enabling sinks mobility and provides an overview of the proposed
solution; Section 3.3 explains our assumptions about the underlying network model and
suggests a deployment model as part of our suggested solution; Section 3.4 discusses the
energy expenditure expected by the proposed protocol and the requirement of an associated
novel data forwarding scheme; Section 3.5 describes the proposed mobility strategy and the
design details of the proposed boundary-peeling data collection protocol; Section 3.6
summarizes the performance of the approach; and Sections 3.7 and 3.8 offer a discussion and

a brief summary.

3.1 Introduction

Enhancing sensor network lifetime is an important research topic for wireless sensor
networks. As mentioned previously, sensor nodes have a constrained power supply. These
nodes are required to work unattended and unwired depending mainly on their power supply
with no chance for replenishment. The network lifetime is associated with the nodes lifetime,
which should be efficiently utilized. Maximizing the lifetime of a sensor network could be
the ultimate goal that will convert the theoretical achievements in sensor network research to

successful real world deployed networks.
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The main threat to the lifetime of sensor networks is the energy hole that can be formed
around the sink or the data collector [1]. The energy hole tends to be unavoidabie in
networks depending on stationary-based sinks. This is definitely true for networks with
uniform node distribution and uniform data reporting [2].

Extensive work has been proposed by the literature to enhance the sensor network lifetime
using different conceptual approaches. Routing mechanisms that aim at balancing energy
consumption and load through the network have gained considerable attention. Some of
these protocols consider mobile sinks. However, their main concern is how to route toward
the mobile sink, rather than how to exploit the mobility of sinks to enhance the lifetime of
the network. A good survey of such mechanisms is [132].

The authors in [2] consider the guidelines study of energy balancing, which leads to
enhancing the lifetime in sensor networks that include static sinks. The authors conclude that
the optimal energy balancing is impossible under some conditions. They also suggest a
solution based on training the network into coronas with equal widths. The widths of such
coronas should be determined based on the energy loss factor. The model described above is
used in [6]. The authors show that a suboptimal energy balancing could be achieved. This
could be done by populating the sensors over the coronas era using a controlled non-uniform
node distribution. The authors describe a rule for such controlled distribution that leads to
enhancing the network lifetime.

Many approximation algorithms have been developed for maximizing the lifetime of the
network. Most of these algorithms are interested in the behaviour of sensor nodes rather than
the sink node. For instance, the effect of node density on network lifetime is studied in [133].

The authors conclude that the number of sensors should be selected carefully as the network
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lifetime does not grow proportionally to the increased node population. One of the
approaches that consider the behaviour of the sink node is found in [134]. The authors
determine the location of the base station node (the data collector) that could result in
maximizing the lifetime. The algorithm considers the routing strategy that would be used but
no mobility is considered.
Exploiting mobility to extend network lifetime has been introduced recently into wireless
sensor networks. More and more work has been devoted to addressing the effect of sink
mobility on enhancing the performance of the network.
Mobility in sensor networks is different from its counterpart in other networks, such as
MANET. In a sensor network context, mobility is usually controlled. The movement of the
mobile sinks and/or sensor nodes is guided by a certain goal. In some proposals [135, 136],
mobile sinks would be used as transportation units where they move to collect the data from
the stationary nodes. Such approaches result in significant energy saving but the latency
problem is the main concern. Other approaches consider the mobility of the base station as
an assisted facility to improve the network performance [9]. In such assisted mobility
protocols, the main regime of data transfer is the wireless multi-hop transmissions; mobility
helps to reduce hot spots and increases the load balancing through the nodes. So these
approaches are always associated with data collection mechanisms that maximize the
benefits of the mobile sinks.

Our work belongs to the assisted mobility protocols. We envision a solution that exploits
sinks mobility and multiplicity to maximize the lifetime of sensor networks. On the one
hand, sink multiplicity reduces the single point of failures and balances the load distribution.

On the other hand, sink mobility could reduce hotspots and balance the energy consumption,
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which, in turn, contributes to enhancing the lifetime. However, sink multiplicity and

mobility complicate the design of the networking protocols.

3.2 Mobility Enabled Multiple-sinks

The degree of mobility in WSN could be varied. It is possible that all the nodes have
movement capabilities. In this case, the network is referred to as mobile sensor network. In
other scenarios, only a few nodes have such capability and these nodes usually work as
mobile relays or sinks. For each of these scenarios, the main concern is the movement
pattern or the trajectory that describes the movement scenario. In particular, how to come up
with a movement pattern that allows for achieving the upper goal? Another question is how
to coordinate among several mobile nodes in a way that boosts the performance of the
network operations? Answers to these questions are always protocol specific. As in all
aspects of the sensor network, mobility cannot be considered separately. It should be studied
in the context of some other protocols.

Mobility in the sensor network is usually termed as controlled mobility. This notation
refers to the fact that mobility in WSN is guided by an upper level goal. The node could be
attached to or carried by a mobile entity. The movement is controlled either directly by
online commands from the monitoring site or by pre-programmed algorithms.

In this chapter, we introduce a solution based on a deployment strategy of multiple mobile
sinks and an associated data forwarding mechanism. The key behind our solution is that it
combines the benefits of the existing solution (multiple sinks, clustering, and the non-
uniform node distribution with performing neither clustering nor non-uniform node
distribution) while avoiding their limitations. We investigate controlled sink mobility to

answer the above questions. By exploiting sink mobility and multiplicity, our solution aims
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at (a) leveraging load balancing, (b) minimizing energy consumption, (¢) reducing overhead
and complexity, (d) maintaining network connectivity, and (e) effectively adapting to the
topological changes.

In our proposal, data traffic is directed away from the network center (where the number
of nodes is relatively small) toward the network peripheral (where the number of nodes is
intuitively large as we go from a narrow to a wider area) in which mobile sinks would be
initially randomly deployed. Data reports are collected at the network perimeter and travel
over the network perimeter towards the stationary sinks. Eventually, perimeter nodes at the
network peripheral would be exposed to a peeling phenomenon (have their energy depleted,
exposing other inner nodes to be perimeter), which results in partitioning one or more sinks
from their one-hop neighbors. The partitioned sinks move discrete steps following the
direction of the progressive peeling (i.e., from outer to inner layers towards the network
center) and the connectivity is re-established. The network center is used as a pulling force
for mobile sinks at the same time as a disparate force for internal data propagation. It
provides a by-product increase in the load balancing through segmentation of the data
propagation directions. The protocol is totally dynamic. The overhead of exchanging
topology updates messages associated with the mobility is not required. We show that our
solution leads to a sub-optimal energy balancing through the network. The balance of both
load and energy consumption leads to prolonging the network lifetime. We also investigate a
“guard region” concept where a subset of the coverage area at the outer layer of the network
could participate in protecting the core area of interest from being peeled-off. This concept
raises the notation of the coverage tolerance ratio CTR that depends on the application. The

performance of the protocol is shown by intensive simulations that consider realistic



66

conditions of the underlying network settings. Many experiments are conducted to compare
the performance of our protocol with the centric-sink model where no mobility is considered,
as well as the MobiRoute [9] where sink mobility is considered. The results show the
efficiency of the proposed model in expanding the network lifetime, minimizing overhead

associated with sink-mobility, and achieving a high degree of reliability.

3.3 Network Model

Network infrastructure: We assume a two-dimensional terrain area. The distribution of
the nodes within the terrain area is uniformly random. We assume that this uniformly
random distribution results in a connected network topology [137],[138]. Sensor nodes have
the same capabilities in communication, computation, and storage. Each sensor node knows
the coordinates of its location using either GPS or any existing localized techniques
[139],[140]. Two nodes are considered to be neighbors if each one is located in the
transmission range of the other.

Sinks or data collectors are special nodes with no restriction in their energy resources or
their communications capabilities. We assume multiples of these special nodes are initially
placed arbitrarily at the network peripheral. While we suggest such exterior placement of
sinks as part of our solution, it could actually be forced by the underlying application
requirement. In many situations, these special nodes cannot be internally placed [9], [120].
For example, they cannot be internally placed when they could lose the points of connection
to the network by being randomly dropped in a sensing field that might be inhospitable. Or
they cannot be internally placed if it is required that these access points be accessible to
humans (for maintenance and replacement purposes, etc.) while the sensing field itself

remains free of human involvement. This might take place, for example, when the sensing
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field is dangerous or contaminated, or when the sensing field must remain untouched by
humans in order to preserve its accuracy [141],[142]. One possible solution in this case could
be to deploy the nodes externally at the edge of the network. In this case, these nodes
connect to the sensor nodes over low-powered radio and connect to the end user (if they are
not the end points) over long radio.

Energy and traffic models: We assume that all sensors have the same initial energy rate
e. Although sensors use their energy while they are transmitting, receiving, and sensing, we
assume that the transmission process is the dominant factor of the energy depletion [32]. We
use the uniform data reporting model where each sensor i generates data with fixed rate p;.
Each node consumes a unit of energy to transmit one unit of data. So the number of
transmissions performed by each node is a good indicator of its energy consumption rate. No
data aggregation is considered. Each node transmits its own data in addition to any data units
that it receives to forward on behalf of other nodes. Sensor nodes complete their task when
they forward their data to any of the data collector nodes.

Mobility Model: We assume that each sink has a controlled mobility facility [7],[143].
Sinks travel using a discrete mobility pattern M where the movement is performed in steps

(only under some conditions as we will explain in the next section).

3.3.1 Balancing the Energy Expenditure

In this section, we show that our protocol leads to a sub-optimal energy balancing through
the network as defined in [6]. Authors in [6] consider a circular network model where the
network area T is partitioned into coronas with equal widths (fig. 3.1). They prove that, if the
sink is located at the center of the network ¢ and the nodes are distributed non-uniformly

according to the following rule:
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Ni/ Niv; =Njs1/ N i1=...=q (Where g >1 and N, is the number of nodes in area 4; known as
corona i), then a suboptimal energy balancing could be achieved. In other words, if the
number of nodes in corona i, which is nearer to the sink, is larger than the number of nodes
in adjacent corona i+/ by a factor ¢ then a suboptimal energy balancing is achieved. The
authors define the suboptimal energy balancing as the ability to balance the energy among all

the inner parts of the network except the outmost one.

K g - . . - ¥ .

e Ad e

Rt NPT

Fig. 3.1 Area — Dissemination direction relationship. The network is partitioned into a number of coronas.
Paths B, F represent two directions of traffic. C represents the network center.

Distributing a large number of nodes within the coverage area using the above rule could be
difficult in real world deployment. Controlled deployment is usually more acceptable if only
a few nodes are to be deployed. In this case, sinks are the best candidate for such strategic
deployment. We prove that without the need for such controlled sensor nodes distribution,
we could achieve a similar sub-optimality. This could be achieved by considering deploying
the data collector nodes at the network peripheral. In addition to such exterior deployment, a

data dissemination strategy that allows the direction of the traffic to be reversed (from inner
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parts with relatively smaller number of nodes to the outer parts with larger number of nodes)
should be applied.
In figure 3.1, path F represents one possible data traffic path from the outer corona to the
inner corona where the sink is assumed to be located at the network center. Non-uniform
node distribution is represented by darkening the corona (i.e. the darker corona represents
the increased number of nodes) so the number of nodes should be increased with geometric
proportion from the outer parts to the inner ones.

In our deployment model, no controlled node distribution is performed. Instead, the
direction of the traffic is reversed. Considering the same network model in fig 3.1, path B
represents a possible traffic path. Assuming uniform node density D= N/4 where N is the

total number of sensor nodes and:

D] =D2= D,:... =D,,

Di ZM/A,‘ , 1<i<n (1)
IntuitivelyA1<A2<...<A,~ so N <N,<...<N; (2)
Nitv)/ N=N;/ Nij=..=q and g >1 3)

This means that with uniform node distribution, corona i+/ has a number of nodes larger
than the adjacent corona i (which is nearer to the network center). This is intuitively enforced
by the underlying area to be covered by node distribution. Thus, if the traffic is reversed
toward the outer corona where data collector nodes would be deployed, then we could get
the same benefit without intentionally performing a controlled non-uniform node

distribution.
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3.3.2 Data Dissemination Strategy

Reversing the direction of the data traffic from inner parts to outer parts and deploying the
data collector nodes at the network peripheral are not enough to get the benefit of the sub-
optimal balancing of the energy. Without a data dissemination strategy that could take
advantage of the previous considerations, the external sink deployment imposes higher
communication costs than the centric-sink model [144]. Implicitly, communication paths
would be longer in terms of hops count. Nodes around the data collector have to carry the
data from a relatively larger number of far nodes. These nodes are exposed to drain their
energy resources and die faster than others forming an .early partition. So a data
dissemination strategy is required to take advantage of the sub-optimal energy balance that
could be obtained by reversing the direction of the traffic. In the following subsection, we
describe our boundary-peeling data collection protocol that works for both regular (circular,
grid) and irregular network topologies. So the network model in fig 3.1 is relaxed to the
general network model described in section 3. The protocol aims to prolong the network
lifetime defined as the time until a network partition occurs [3]. Partition could be either a
sink-network partition (where a sink node loses its connection to its one-hop neighbors), or

internal partition where group of nodes form an isolated island.

3.4 Boundary-Peeling Data Collection Protocol
The proposed data collection protocol consists of three phases: initial, continuous, and

conditional. Fig 3.2, shows the conceptual steps of the data collection protocol.

3.4.1 Phase I: Topology Recognition
This phase is performed once at the setup time. It consists of three steps. The boundary of

the network is recognized at the first step. This step allows each boundary node to know that
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it is indeed a boundary node. The second step is the computation of the virtual centroid (v-
center) of the network. This is done offline at one sink (if multiple exist) elected to perform
the computation. At the third step the v-center is broadcasted to all nodes. Each node uses
the v-center to learn its allowable forwarding directions (to be used in phase II). If the center
of the network is known in advance, as in the case of the circular network model, it could be
used directly (so we use the terms v-center and network center interchangeably). In reality,
networks are neither circular nor regular. Networks with irregular topologies are an

important class of sensor networks that require more attention.

® Perimeter Node

X
X Failed Node

(a) (b) {c)

Fig. 3.2. The boundary-peeling data collection process. (a) The network boundary is recognized and data is
directed to the boundary where it travels to the sink. (b) Sink-network partition. (¢) Sink movement toward the
network center.

We use the BoundHole algorithm [88],[89] to define the boundary of the network and to
allow perimeter nodes to know that they are located at the network boundary. The algorithm

was developed to detect the holes within the sensor field. It inherently identifies the outer
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boundary of the network. Peripheral sinks cooperatively implement the Boundhole at the
initial phase. Assuming a total of m sinks Sy, Sj,.., Sn.;, we divide the boundary into m
boundary segments associated with the m sinks. Each segment starts at one sink and ends at
the next sink in a counterclockwise direction. So the outer boundary is represented by the
following sequence: Sy, p1, p2.., Pis Si, Dit, P is2. » Pho S2, Pict 1. St Dy, So. where p’s are
the sink-to-sink nodes located at the outer boundary. Each perimeter node p keeps
information about its upstream and downstream p’s nodes in addition to counters (registering
its hop-count) to each end-sink. A node also creates a pointer to its parent (upstream) node
toward the closest end sink.

Perimeter nodes would exhibit the heavier load amongst the network nodes. Frequently,
such nodes would lose their energy and die exposing other interior nodes to be perimeter.
The algorithm is supported by a local maintenance process (at the level of one-hop
neighbors) that allows the replacement of the dead perimeter nodes by fresh ones. This local
maintenance process allows dynamic coping with topological changes affecting the outer

boundary and capturing the continuous updates.

3.4.1.1 Computation of Virtual Centriod

To compute the v-center c, we consider the network as a closed polygon in which a finite
set of perimeter nodes makes up a set of virtual vertices, or v-points. The v-center is defined
as the median of this set. The concept of the v-center provides only an approximate solution
as the network is not really a polygon with known vertices. The v-points can be selected
using a threshold distance value (4 number of hops) as following: once the network
perimeter is marked, perimeter nodes that satisfy k% distance (where k is an integer variable

with values 1, 2, 3,.., etc.) to the sink that is elected to perform the computation and report
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their coordinates. The sink collects the positions of the v-points and determines the
coordinates (x. , yc ) of ¢ as in (4) where 4 is the virtual network area using the selected v-
points [145]. The v-points could also be selected as the ends and middle of each boundary

segment. We note that the smaller the value of /4, the more precise the v-center.

1 K-l | k=
X~ 6A Z()(xl +xi+1)(xiyi+l _xi+1yi),.)’c= &Z(yi T Vi )(xiyi+1 —xi+]yi) 4
i= =0

3.4.1.2 Forwarding Directions

The v-center ¢ computed at the previous step acts as a center of a disperse force that
directs the data away from it toward the network peripheral. Each node learns its allowable
forwarding directions (out of four basic directions Up, Down, Left, Right) according to its
location with respect to c. For each node, the four basic directions are represented by four
abstract reference points on its communication circumference (the circle with the node as the
center and the communication radius as the radius). The allowable directions are those that
direct the data away-from the v-center. Fig 3.3, provides an example. If the location of the v-
center ¢, with respect to node n;, is at the up-right corner of an imaginary rectangle, »;
excludes both Up and Right directions. n; considers the remaining directions (Left and
Down) as its allowable forwarding directions. The node alternatively selects its current
forwarding direction (the direction where it should transmit its data) out of them. The v-
center offers by-product load balancing. It intuitively partitions the network with respect to

data propagation process.
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—®  Aliowable forwarding Direstions
X Wirtual Centroid

Fig. 3.3. Directions of data flow based on the away-from-centroid dissemination strategy
3.4.2 Phase II: Data Forwarding

The data forwarding phase is a continuous phase. Interior (non-perimeter) nodes forward
their data toward the network perimeter. The node selects the current direction of data
forwarding and transmits the data to the next forwarder in that direction. The next forwarder
is the neighbor closest to the reference point of the chosen direction, among those closer to
that point than the node itself. To prevent looping back, each intermediate forwarding node
should follow the direction chosen at the originating node. The process continues until the
data arrives at any perimeter node. Data that arrives at the perimeter region travels the
perimeter toward the closest sink.

We should mention that forwarding based on the away-from-centroid rule is loop free.
This forwarding strategy is based on geographic greedy routing mechanisms [63]. Such
mechanisms select the best neighbor node to be the next forwarder to the destination based
on a selection rule that optimizes certain metrics. The main difference is that here there is no
specific destination to route for. The global destination is the boundary itself and the
boundary exists everywhere. A local destination is a local reference point that represents the
selected direction on the circumference of the node. While the direction is fixed, local

destination changes at each step. So the data forwarding strategy is locally greedy and
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ensures that there is progress in each step. Assuming that the v-center is a unique point in
the network, this strategy is looping-free. To explain this, in fig 3.4, a node u selects the Left
direction as its forwarding direction. The local destination is a point L, Only v and e are the
candidate neighbors to select from. Node u selects v (the closest to L,) as the next forwarder
and transmits the packet and waits to hear v transmission. The node v follows the same
direction. Its local destination is Z,. Node v has only one candidate neighbor s that satisfies
the selection rule so u transmits to s. If no neighbor satisfies the selection rule, the node
defines the selected direction as an internal stuck direction and sends notification to node .
This indicates to u that the selected node v failed to transmit. u should ignore node v and
retransmit to the next suitable neighbor node e. The node v should not participate in any
transmissions to its stuck direction. If node u failed to find a neighbor that could resume the
transmission, no further processing should be done by u and the packet is dropped. This
ensures one-step backward healing. The first transmission by u prevents the originating node
(for example node a) to explore other neighbors. With a moderate density of nodes, the rate
of packet dropping tends to be low. In fact, if the network is covered and connected, then the
packet drop rate tends to be zero. In [146] the authors prove that geographic forwarding
schemes will always succeed if the network is sensing-covered. The network is described as
a sensing-covered network if the communication range R. of each node is greater than or

equal double of its sensing range R [146]

The same claim applies to the proposed forwarding strategy, as we will prove in this
section. The relationship between the packet loss and the degree of node connectivity, when
the assumption of being sensing-covered is not forced, is investigated empirically and

depicted in fig 3.17. Moreover, recovery mechanisms such as one-hop or two-hop flooding,
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as well as face exploring [147], already exist in the literature and could also be combined

with our forwarding mechanism.

To prove the correctness of the boundary peeling data collection protocol, we need to prove
that if the network is covered and connected, the path to the perimeter will be always

discovered. We first introduce the following definitions.
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Fig. 3.4 Forwarding Progress using away-from-centroid dissemination strategy

Definition 3.1 Away-From-Centroid Forwarding: Let L, be the local destination point on
the circumference of node u that represents u’s furthest direction from the center of a given
topology. Current node u finds the next forwarder node v, such that the distance Il (vL,) | is
the smallest among all neighbours € N. (1) in a given topology. N. (u) is the set of
neighbours of u in the forward (positive) direction with respect to the chosen direction. In
figure 3.4, N: (u) = {v, e}, N+ (v) = {s}, A denotes the progress in a given local direction.

Definition 3.2 Stuck-direction is a local direction L where node u does not have neighbours,

or where all neighbours in that direction have no neighbours in their L direction.
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Fig. 3.5 Finding next hop neighbors when the network is sensing-covered. The dashed circle indicates the
sensing region of the node.

Lemma 3.1: In the sensing-covered network, a node u will always find the next forwarder
using the away-from-centroid forwarding strategy.

Proof: We will prove this by contradiction. We will assume the network is sensing-covered
and the chosen direction is the right direction represented by L, in figure 3.5. If the network
is sensing-covered, the right half of the communication region of node u must also be
sensing-covered (this applies to the other direction of the communication region of u as
well). If node v is the nearest node to L, and |[uv]| > 2Ry(u) (meaning that v is not within the
communication region of u), then the right half of the communication region of u is not
covered. This implies a contradiction and proves that the forwarding strategy will find the
next hop.

Lemma 3.2: If node u selects node v as its next forwarder in direction L, so A,, the progress
in the direction L is positive with respect to the chosen direction.

Proof: From definition 3.1, v must € N, () accordingly A, = || (u L) ||- || v’ L,) || where
v’ is the projection point of v on the line u L, is positive. This ensures the progress of data in

the chosen direction.



78

Lemma 3.3 If the network is sensing-covered so there exists at least one single or multi-hop
path from any interior node k to the perimeter path.

Proof: 1t is well established that the sensing-covered networks are also connected
[137],[146]. When the network is connected, there exists a single or multi-hop path between
every pair of nodes within the network [137]. Given this definition, if b is a perimeter node
in the boundary path and the network is connected, then there must be a single or multi-hop
path connecting node £ to node b. Fig 3.6 presents an example in which the boundary is the
sequence a,b,c,d,e,f g hija and node £ has only one neighbor. Node k connects to the

boundary by the forwarding path £,/,m that intersects the boundary at node b.

Fig. 3.6 Example of interior-path and perimeter path connectivity.
Theorem 3.1: If the network is covered and connected, the path to the perimeter will be
always discovered.
Proof: Using lemma 3.1 and 3.2, the forwarding strategy shows progress in the chosen
direction. Using lemma 3.3, the progress will eventually lead to the perimeter of the network.

O
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3.4.3 Phase I1I: Sink Mobility

The mobility phase is a conditional phase: sinks stay stationary at their initial deployment
locations until movement is enabled. Sinks continuously validate the enabling conditions and

make the movement decision when required.

3.4.3.1 Enabling Sink Mobility

Mobility is enabled upon satisfying one of the following conditions: (a) a sink is exposed
to a full partition at its current location, (b) the current number of its one-hop neighbors is
less than a threshold value, or (c) the rate of receiving data at the current location is less than
an expected threshold value.
Enabling sink mobility according to the first and second conditions is a straightforward
mechanism. The third condition implies a predictable mechanism that could be performed by
each sink while stationary. Each sink can measure the receiving rate at its current position,
and mobility is enabled only if degradation below a certain level is noticed. Such
degradation in the data collection rate could be a sign of an internal partition within the
network. An internal partition cannot be directly detected by the sink if it does not occur at
the level of its one-hop neighbours. Also, a combination of more than one situation could be
considered. This could happen, for example, if the sink detects that the current number of its
one-hop neighbours is less than a threshold value and the receiving rate goes below the
expected rate at the current position. The threshold values depend on the application, but are

expected to be function of number of sinks, network diameter, and the data generation rate.



Boundary Peeling Data Collection Algorithms

Input: h (integer parameter), & (waiting time units), 4 (connectivity threshold)
Foralls € sinks / Initial Phase, execution frequency=1

Determine the boundary-segment
Compute the v-center
Broadcast v-center to all nodes

Foralln € N{
if Recieved-packet=v-center
Compute the allowable directions
Else if Received-packet = EXPLORE-packet
Send topology-information to sender
Else If Received-packet = GLUEBOUNDARY-packet
{
if Boundary-Condition=TRUE {
Determine Next-Perimeter
Memorize Chlid And Parent Perimeter
Send GLUEBOUNDARY-packet to Next-Perimeter
Send CONFIRM-packet to Sink

H
Else if Received-packet= EVENT

{
If n & boundary-nodes {
Determine Next-Forwarder
if Next-Forwarder # Null {
Send Received-packet to Next-forwarder
Else
Drop Packet && Notify Sender }
Elseif s € One-hop-neighbours
Send Received-packet to s
Else Send Recieved-packet to the Parent-Perimeter }

}
Else drop packet

Foralls € sinks {
Wait timeout (current-timestamp + & )
Check number of active neighbours
if Connectivity < threshold A {
Move single step towards v-center
Send EXPLORE-packet to Neighbours
Wiat (topological-information of Neighbours)
Send GLUEBOUNDARY-packet to Perimeter-Neighbours
Collect (CONFIRM-packet) from Perimeter-Neighbours

}
If Received-packet = EVENT-packet

Process Received-packet

}

Fig. 3.7 Pseudo-code of Boundary Peeling Data Collection Protocol

80
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3.4.3.2 Mobility Pattern

The movement pattern is such that the sink moves discrete steps toward the network v-
center. So the v-center acts as a center of a pulling force that attracts the moving sinks (in
contrast to the “away-from-centroid” dissemination strategy that is assumed for interﬁal data
propagation). The moving sink checks the validity of the moving condition in each step and
moves to regain its initial situation. In each step, the sink moves a progressive distance equal
to its transmission range in the direction of the line joining the current location of the sink to

the network center.

3.4.3.3 Post-Mobility

Once the movement action is complete, the sink informs its current one-hop neighbors of
its presence in their transmission region. It sends them an explore message and collects their
replies. The sink reassigns the role of perimeter neighbors among them and sends a glue-
boundary message. The perimeter nodes locally glue the boundary within their segment and
adjust their hop-count towards the sink. They also modify their pointers to the upstream
neighbors towards the closest sink if required. This mechanism retains the connectivity of

sinks to the network boundary. A simplified pseudo-code of the proposed protocol is

presented in fig 3.7.

3.5 Guard Region

The data forwarding mechanism described above increases the load on perimeter nodes.
Eventually perimeter nodes at the network peripheral would be exposed to a peeling
phenomenon (have their energy depleted exposing other inner nodes to be perimeter). The
proposed deployment model with the associated data collection protocol reduces the

negative effect of such peeling phenomenon. The peeling is distributed over the network
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boundary. The direction of the peeling is from outmost layers to inner ones (external
peeling). Since the proposed mobility strategy allows the movement of sinks to follow the
direction of the progressive peeling (towards the network center, i.e. from outmost to
innermost), the sink-network connectivity is always maintained. This raises a question about
the coverage percentage that could be tolerated by the application.

_In our solution, the loss in coverage is distributed along the network perimeter rather than
concentrated around the data collector node/sink this kind of coverage loss could be tolerated

by the application as following.
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Fig. 3.8. External peeling vs. internal peeling.

Definition 3.3 External peeling is the collective effect of the increase in rate of dead nodes
where the dead nodes are spread over the boundary of the network rather than concentrated
in the core area (internal peeling). Figure 3.8 provides an example of external peeling vs.
internal peeling when the same number of nodes dies.

Definition 3.4 Coverage tolerance ration CTR is the ratio between the area of depleted nodes

to the total area of interest 4 /4.
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If the uniform node distribution is considered, the CTR ratio could be expressed in terms of
number of depleted nodes to the total number of nodes N/N. In the case of internal-sink
deployment the peeling phenomenon also occurs. The peeling is concentrated around sinks.
The direction of such peeling is toward the outmost layers. This internal peeling results in
loss of coverage and early partition of the sink.

The outmost layer could be thought of as guard layer that protects the inner layers. If the
deployment is planned such that the outer layer is assumed to be an additional layer to the
core network layers, exposing such a layer to a peeling would not affect the interested
coverage area. The network lifetime would increase in proportion to the number of nodes in
the outer layer. The coverage would be maintained according to the application

requirements.

Fig. 3.9. Guard region: A4 is the core area of interest and G is its guard area.

Figure 3.9 shows the concept of the guard region. If A is the area of interest, G would be
its guard area that forms a layer of distributed nodes with the goal of increasing the lifetime
of the network. Lifetime in this case would be the time until the layer G is peeled off and
nodes within A start to suffer energy depletion. G could be formed either by increasing the
number of nodes at the outer layer, or by populating the nodes over a wider area to secure

the network lifetime. The number of nodes N’ that could cover G area could be determined
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as follows: if we consider the uniform node distribution model and the coronas based
network training (as in figure 3.1), the number of nodes in outer layer N’=N, could be
calculated in terms of both node density D, number of coronas n, and corona’s width r as

follows:
N, = D x 7 x r?
N, =Dx({(zx(ixr) = (zx(i-1)xr)?))  and
N, = Dx7r><r2(2xn—l)
If a general model of node distribution is considered, then the number of nodes could be
calculated with a goal of covering the guard area. If we consider 4=A+G then where 4 is the

total area to be covered , N could be determined according to the following relation, where r

is the communication range of sensor nodes [61], [138].

N=—A2 514 x log N

7Z'><}"2

The above relation binds the area to be covered to the required number of nodes. An area
A could be fully covered with N nodes if the above relation is satisfied.

The increase in the lifetime ¢’ could be expressed in terms of m, the number of peripheral
sinks, where D is the density of nodes and p is the pattern of distribution.

t’=f(m, D, p)

Increasing m and/or D would result in the direct increase of #. P has an indirect impact on
t’. If p represents uniform node distribution, ¢’ would be directly proportional to the other
parameters. Random node distribution could result in random peeling. As there will be dense
and sparse regions within the coverage area, the peeling could affect one part of the network

more than other parts.
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3.6 Performance Evaluation

We evaluated our protocol using the wireless sensor network simulator (WSNS) described
in [28]. The simulator uses a multithreading mechanism to allow accurate network

configuration in addition to attractive visualization ability.

3.6.1 Methodology and Setup

We built our protocol above the infrastructure layer that defines the coverage-area
dimensions, the power model, the model of nodes’ distribution, and the transmission/sensing
ranges. Two categories of experiments were performed to test the behavior of the protocol in
both dense and sparse networks. We used network terrain dimensions of 400 m x 400 m with
sensor densities ranging from 200 to 400 nodes (randomly distributed). Different radio
ranges Ty (ranging from 60m to 90m) were used to maintain the connectivity of the network
with the changed densities. Experiments were conducted with different numbers of sinks
deployed dynamically at the network peripheral. In all the experiments, the initial energy of
the sensor nodes was equal. We assumed that each data transmission would consume one
unit of energy. For simplicity, the third mobility condition mentioned in the previous section
was not simulated. We stopped the simulation when a partition occurred.

A third category of experiments was conducted with the centric-sink network model and
the performance was compared to our model. In the centric-sink model, a single sink was
located at the center of the network and the shortest path routing SPR was applied as the
underlying routing protocol (this model is considered as an ideal model in [2], [6], [9], and
[120]). Since nodes are stationary and no underlying MAC protocol is considered, routing
tables of the SPR are determined at the initial phase. We then allow a control packets

transmission session in every simulation round (to update the routing information and cope
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with routing failures due to the increase in the number of dead nodes). We assume that each
node consumes 0.5 unit of energy to transmit one control message. Results from the
simulation are collected at different rounds. Each round is equivalent to two data
transmission sessions and one control transmission session. To ensure consistency, all the
plotted results are the average of the outputs of 5 runs of each experiment.

The last category of experiments is conducted to compare the performance of our
mechanism to the Mobiroute [9]. MobiRoute is a protocol that considers mobility to enhance
the overall network lifetime. We have simulated MobiRoute at the application layer where
no MAC related issues are considered. We simulated both its static and adaptive strategies.
The protocol requires that one mobile sink moves around the network peripheral collecting
data at certain anchor positions. In static methodology, the anchors are randomly chosen and
stay fixed during the network operation. In adaptive version, the anchors are selected upon
determining their power profile P-profile as defined in [9]. The protocol involves two main
phases: data collection phase and sampling phase. Each data collection round is preceded by
a sampling round. In a sampling round, the sink stops at the anchor positions and determines
the optimal visiting time by sampling the global power consumption. The visiting time is

then applied to control the movement of the sink while in the data collection round.

3.6.2 Metrics and Experiments

For each configuration scenario in the conducted experiments, the level of each node with
respect to the network center is determined. Level 1 nodes are those located at a distance less
than Ty with respect to the network center ¢. Level 2 nodes are those located at a distance
larger than Ty and smaller than two Ty with respect to ¢ and so on. Fig 3.10 shows relative

node densities of different network layers for both dense and sparse network configurations.
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Layer one is the nearest one to the network center. In dense networks, the nodes are
distributed over three layers (we increase the transmission radius to simulate dense
configuration). In sparse networks, nodes are distributed over five layers. Snapshots of
simulation runs of our protocol at different simulation rounds are shown in figure Al.1. It
shows the progressive updates (shrinking) of the network boundary (that we call the peeling
phenomenon) in a dense network scenario. It also illustrates the movement of sinks towards
the network center (sinks are not necessarily moving simultaneously). It could be a case
where an internal partition occurs. Internal partition refers to the case where some internal
nodes form an isolated island. Even at the time such partition occurs, as we will show in fig
(Al.1-d), a large part of the network is still connected to one or more sinks and the network
is still operable. This feature of our protocol increases the utilization of the network

resources.
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Fig. 3.10. Relative node distribution
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3.6.2.1 Average Load

To show how our deployment model with the associated data collection protocol results in
load balancing through the network, the average load at each network level is measured and
depicted in both fig 3.11 and 3.12. The figures show that our protocol definitely balances the
average load at each network layer except the outmost one (network level 5 in sparse settings
and 3 in dense settings). The figures also show that increasing the number of peripheral sinks
results in decreasing the average load at the outmost layer. The inner layers would exhibit
approximately the same average load. In the case of the centric-sink model with the shortest
path routing, the innermost layer (level 1) is exhibiting the higher load amongst others. The
gradual increase in the average load from outmost layer to innermost layer is higher than that
exhibited by our model for both sparse and dense networks.

In the case of MobiRoute, the average load depends on the number and positions of the
selected anchor points. Small numbers of anchors increase latency as the sink is allowed to
collect the data only at such points. Moreover, the packet loss would be increased as the
packets are redirected through longer hop paths towards the new anchor positions. Large
numbers of anchors at the network peripheral reduces load balancing and increases energy
consumption. The sink is required to broadcast topological update messages when it arrives
at each anchor position. The network might be exposed to a sink-network partition before the
sink completes one data collection round. So the number and positions of the anchors must
be carefully selected. The sink requires this topological information in order to adapt to the
topological updates.

Fig 3.11 and 3.12 show the average load of MobiRoute with eight anchor points selected
uniformly over the network peripheral. The load exhibited at each layer is higher than that

exhibited in our protocol. MobiRoute tends to balance the load among the network layers at
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a higher average load value. The innermost layer exhibits the lower average load in both

dense and sparse configurations and the outmost layer exhibits the higher average load.
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Fig. 3.11 The average load at each network level (sparse network configuration).
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Fig. 3.12 The average load at each network level (dense network configuration).

3.6.2.2 The Rate of Dead Nodes

The number of dead nodes is measured at each simulation round and the average rate of

dead nodes is depicted in fig 3.13 and 3.14. The figures show that our protocol exhibits a
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higher rate of dead nodes than that exhibited in the case of the centric-sink model as well as
MobiRoute. Most of these nodes are distributed over the network boundary, which reduces
the negative effect of their early deaths. The figures illustrate the simulation rounds at which
the partition occurs. The results are the average results obtained for different network
settings where 10 simulation rounds are allowed per each setting. In sparse settings, our

model maintains the network connectivity more than the time exhibited by the other models.
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Fig. 3.13 The rate of dead nodes at different simulation rounds for sparse configuration. Dotted segments
explain the network partition.

In dense settings, the partition is more delayed than in the case of sparse networks for the
three models. The partition occurred around the seventh simulation round in the case of the
centric-model, while no partition appeared using our model over the ten simulation rounds.
In the case of MobiRoute, the rate of death is comparable to that in our case. Most of these
dead nodes are centered on the anchor positions. Fig. 3.15 shows a partition pattern in the

case of the centric-sink model (a snapshot of a simulation run).
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Fig. 3.14 The rate of dead nodes at different simulation rounds for dense configuration. Dotted segments
explain the network partition.

Fig. 3.15 A possible partition pattern in the case of the centric-sink model; the sink is represented by the
small square at the center; the circle around the sink represents its connectivity region.

3.6.2.3 Average success Rate
We also measure the success rate of the three models in the two network categories. The
success rate measures the capability of the live nodes to send their data successfully to the

sink. Fig. 3.16 shows the average results obtained for both dense and sparse configurations.
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The three models demonstrate a 100% success rate at the early simulation rounds. Our
deployment model, with the associated data collection protocol, keeps the success rate high
during the whole simulation (in both network configurations). The figure shows that, at the
time a partition occurs, the decrease in the success rate is very small. Most of the live nodes
are able to send their data successfully to the sink. Fig (A1.1-d) shows an example where

only a small percentage of the live nodes form an isolated island.
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Fig. 3.16 The average success rate.

The success rate in the case of both MobiRoute and the Centric-sink model heavily
depends on the transmission rate of the control messages. MobiRoute uses two different
control messages: s-beacon messages to inform the last-hop nodes when links to the sink are
broken, in addition to topological update messages that are broadcasted to all nodes when the
sink arrives in an anchor position. Such messages provide freshness for the routing tables.
Increasing the rate of control messages increases the success rate, yet decreases the network
lifetime. This is due to increasing the energy consumption rate at each node, which in turn

fastens the network partition. When the sink is partitioned from the network, the success rate
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drops to zero even though a large number of nodes could be alive. In the case of the centric-
sink model with a static sink when a partition occurs, the network lifetime ends. In the case
of MobiRoute, the movement pattern that depends on visiting fixed anchor points at the
network peripheral does not seem to be enough to adapt to the topological updates. The
network is vulnerable to the sink-network partition even though mobility is included. The

sink loses its connectivity to the network once the one-hop neighbors at the selected anchors

have their energy depleted.

3.6.2.4 Packet Loss
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Fig. 3.17 The rate of packet drop vs. connectivity degree.

In this experiment, the rate of packet loss is measured under various degrees of connectivity,
where nodes are distributed uniformly random. The average degree of node connectivity (

the average number of one-hop neighbors) is increased from 1 to 9 for different network
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sizes. Each node is allowed to transmit one data packet in each direction and then the rate of
the packet loss is measured. The results in figure 3.17 show that the packet drop rate exhibits
a sharp decrease at the node connectivity of 3. It decreases approximately from 40% to less
than 5% when the degree of node connectivity reaches four neighbors. It also shows that, at

higher node connectivity, the packet loss decreases to zero.

3.6.2.5 Normalized Network Lifetime

The normalized lifetime is measured for two situations: with and without considering
guard region GR. Without considering GR, the normalized network lifetime is shown in fig.
3.18. The figure shows the relative increase in the network lifetime achieved by our protocol.

It also shows the effect of increasing the number of peripheral sinks.
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Fig. 3.18 Normalized network lifetime

The normalized lifetime with a guard region applied to the network area is depicted in fig.

3.19. A guard region is constructed at the outmost layer by increasing the number of nodes at
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that layer by 25% and 50% of its initial number of nodes. Fig. 3.19 shows the increase in the

normalized lifetime of the network in both dense and sparse configurations.
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Fig. 3.19 Normalized network lifetime with guard region at outmost layer

3.7 Discussions

Random sink mobility: our solution described in this chapter exploits the controlled
mobility of the sink to maximize sensor network lifetime. Random mobility of the sink was
the early view of sink mobility and has received a lot of attention [93],[94]. Techniques that
maximize lifetime by balancing the load while mitigating the negative impact of random
sink mobility are also available [69],[97].
Converge loss: Coverage in sensor network could vary according to the application
requirements (in terms of composition of the area of interest and the redundancy in
coverage). For example, an application could require area coverage (where each point in the
area of interest should be covered) or target coverage (where only specific points/targets

within the area have to be covered). The redundancy level of coverage could range from o -
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coverage (where a fraction & of the region should be covered) to k-coverage (where each
point in the region should be covered by at least k sensors) [148]. This variety of the types
and levels of coverage makes coverage a huge research issue that is out of the scope of our
work. However, there is a fact that if a single node dies, this will lead to a loss of its sensing
capability and hence participates into loss of coverage. This is the reason that the lifetime of
the network is usually defined as the time until the first node dies. The argument against this
definition is that the network could still provide useful information long time after this event.
Moreover techniques that build upon such definition alleviate themselves from coping with
topological changes (the first node to die results in the first change in the network topology)
[149]. So defining the lifetime based only on loss of coverage is not sufficient. It could be
the situation where only those few nodes in the vicinity of the sink die. This could result in
an inoperable network even though most of network nodes are alive with their coverage
preserved. So tolerance in coverage loss could be actually an application decision. Our
solution in this chapter provides a mechanism to allow application to tolerate the loss in
coverage while insuring the sink-to network connectivity.

Reliable boundary recognition: While we opt for the BoundHole algorithm to define the
boundary nodes in a given topology, other algorithms such as GFG [87] could also be
adopted to achieve the same goal. This algorithm has a boundary detection ability in nature.
Reference [150] shows how it could be utilized to detect the outer boundary, known as the
outer face. While the BoundHole algorithm is a variant of face routing algorithms, GFG
combines the greedy mechanism with the face routing to provide a routing service between a

source and a destination.
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Mobility and large scale irregularities Sensing fields that have large obstacles could
prevent smooth mobility within the sensing field. When holes and obstacles are distributed
irregularly over the sensor field, the toward-centroid mobility policy might be not enough to
cope with such large scale irregularities. In such situations, a shape segmentation algorithm
for sensor networks [17] could be adapted prior to sink deployment. Sinks could be
distributed at the boundaries of the resulting shape segments and the segment-centroid is
calculated. Toward-centroid policy is then locally applied at each shape segment. The
distribution of sinks would be according to the number of shape segments and/or the lengths
of each segment boundary.

Cost vs. performance enhancement The results show that our deployment strategy, with
the associated data collection mechanism, outperforms both static and adaptive MobiRoute.
Of course, such enhancement in the performance comes at the rate of increasing the
hardware cost: multiple sinks are considered instead of a single mobile sink. We believe that
this kind of hardware cost is intuitively acceptable if it could be reflected in performance
enhancement. Many companies are ready to pay such costs to benefit from such reliable and
dependable networks [151]. At the same time, in large scale sensor networks, it is intuitive
that relying on a single sink to gather the data and monitor the network is not the best choice.
Variable data traffic and data delivery model The simulation part of this work has
considered the uniform continuous data traffic model. In such a model, all nodes within the
network have to report a data packet at the same time or with a small random drift time
window. This model is known to be the upper boundary of data traffic models where the data
generation rate at each node is variable. The probability of congestion is higher than in such
traffic models. We expect that our protocol, with its underlying data propagation mechanism,

would exhibit better performance when such models are adopted. On the other hand, the
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applicability of the proposed solution in supporting the wide spectrum of the sensor network
applications should be addressed. Many applications require submitting queries and getting
only the interested responses rather than continual data reporting. The problem of
developing an efficient query based data delivery model that extends the network lifetime is

addressed in the next chapter.

3.8 Summary

The work presented in this chapter describes the boundary-peeling data collection protocol
and the associated sink mobility and deployment models. The presented solution combines
the benefits of using multiple-mobile sinks, clustering, and non-uniform node distribution to
maximize sensor network lifetime (with performing neither clustering nor non-uniform node
distribution). The contributions of the proposed mechanism includes the following: (i) it
combines the benefits of using multiple and mobile sinks without introducing the problems
associated with the sink mobility, (ii) it adapts to the topological changes in an efficient and
dynamic manner with no overhead to exchange topological update messages, and (iii) it
balances the load among the nodes dynamically. The protocol with the associated
deployment model is highly reliable. It is able to retain the network connectivity as long as
the coverage percentage is tolerated by the application. The above features of the proposed
mechanism allow for better utilization of network resources. The mechanism is able to
maximize the lifetime of the network while maintaining a high degree of network

connectivity.
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Chapter 4

Adaptive Rendezvous Data Dissemination
for Irregular Sensor Networks

Rendezvous mechanisms that mix pull and push dissemination strategies have significant
importance as reporting mechanisms in sensor networks. Ordinary rendezvous approaches
are optimized for flat architecture and face challenges such as irregularities in topology and
the uncontrolled propagation of events. In this chapter, we introduce TRDD, a scalable
rendezvous data dissemination approach for irregular, tiered sensor network architecture.
TRDD is topology-adaptive, query-adaptive and content-independent rendezvous protocol
that aims at widen the applicability of rendezvous mechanisms by overcoming their
limitation and enhancing their query capabilities. The chapter is organized as follows.
Section 4.1 provides an introduction. Section 4.2 explains the limitations exhibited by the
existing rendezvous mechanisms. Section 4.3 describes the design details of the proposed
Topology-based Rendezvous Data Dissemination (TRDD) protocol. Section 4.4 describes
the adaptive behavior of the proposed protocol. Section 4.5 summarizes the performance of

the approach. Summary and discussions are outlined in Section 4.6.

4.1 Introduction

Data dissemination is one of the significant topics of current research in wireless sensor
network. As sensor networks are highly energy-constrained, the development of energy-

optimized protocols has received considerable attention. In early work, sensor networks were
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assumed to be homogenous. Two basic data dissemination models, one-many and many-to-
many, have been introduced. In the one-many models, specific data collector(s) (usually
known as a sinks) are defined in the network. In the many-to-many model, each node in the
network can act as both a data collector as well as a data producer [10].

Data dissemination models not only address the directions in which data is disseminated,
they also define the underlying storage system. To date, three canonical storage systems
have been introduced: local, external and in-network. In a local storage system, each sensor
stores the detected events locally. Querying the network (“pulling data”) can be expensive,
since, with no prior information about the location of the relevant events, each node must be
queried. Most pull-based approaches flood the whole network with queries. The high energy
consumption makes this approach unsuitable for large-scale sensor networks, especially if
the number of nodes with data to report is small relative to the network size. This model is
used in [35], [52] among others.

In an external storage system, any detected event travels to the data collector where it will
be stored (“pushing data™). This happens regardless of whether the events are useful to the
application or the end user. Communications are no longer on-demand and network
resources are wasted. An early example of this model is presented in [48].

In-network, or hybrid, storage approaches combine the advantages of both these models in
an attempt to achieve the desired balance [70]. Sensors that generate events send them to
other owner sensors in the network. Generally, hybrid systems can be classified as either
content-based or content-independent. In content-based models, [71], [72], [73], [76], the
owner sensors are usually defined by a mapping function linking the content of the data with

a location or ID within the network. In content-independent models, [70], [74], [75], events
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and queries are sent to a self-structured sub-network regions. Querying the network in hybrid
models relies on the concept of “rendezvous”. Events travel to the rendezvous regions where
they will be stored and queries are directed to the rendezvous regions on demand. Current
rendezvous solutions are optimized for flat architecture where any node could be a data
producer as well as a data sink.

Recently, some work in the literature demonstrates the need for heterogeneity and
challenges the assumption that sensor networks are completely ad—hoc and have no
centralized or cooperative management. This gives rise to the trend towards sensor network
tiered architectures [61], [62], [126],[152],[153] where multiple sinks exist within the field to
cooperate in monitoring the network and collecting data to be sent to the end user (an end
tier). The existence of multiple sinks renders the rendezvous data dissemination protocols
that previously consider multiple independent sinks, or that consider no specific sink
inefficient. Coordination and load balancing become essential components of the devised
protocols. Most of the existing solutions do not consider the nature of cooperation between
the existing sinks. When sink mobility is considered the design of efficient rendezvous data
dissemination protocol for such architecture is more complicated. Existing solutions consider
only random sink mobility where the movement of sinks is uncontrolled (e.g. mobile users).

In this chapter, we start by analyzing the challenges that should be tackled in order to
design an efficient data dissemination rendezvous scheme for irregular tiered wireless sensor
networks. We then present a novel solution that overcomes the limitation of the existing
solutions and tackles these challenges. We aim to enhance the efficiency of the hybrid model
and contribute towards widen of its applicability. To illustrate the efficiency of the proposed

solution, a simple generic analytical model is provided. Moreover, a comparison based on
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Grid analysis model to compare our solution to benchmark protocols that exemplify both
query-driven and hybrid schemes is given. Simulation experiments are also conducted to
compare the performance of the proposed solution to the benchmark Two-Tier Data
Dissemination (TTDD) protocol [18]. Both analysis and simulation results show the
robustness and efficiency of the proposed solution in any network topology whether regular
or irregular. Results also show the reduction in the communication cost and the even

distribution of events propagation through the network.

4.2 Limitations of Data Dissemination Rendezvous Solutions

1-Uncontrolled Events Propagation

Rendezvous approaches that balance pull and push strategies are known to be
complementary and efficient under some conditions [18], [71]. The main limitation is that
they cannot avoid the problem that we call “uncontrolled events propagation”. Current
rendezvous approaches include both push and pull components that are working
independently. With a long time-interval between successive queries, resources are wasted in
communicating, processing and storing unimportant events that travel to the rendezvous
region/nodes even though they are not of current interest. Resources are also wasted when
events are not queried before being discarded by the temporary destination nodes. (Usually
a “lifetime” parameter is used to determine how long the temporary destination stores

events).

2-The impact of topological irregularities
Irregular network topologies impose a challenge for rendezvous schemes that build virtual

infrastructure over the arbitrary topology. Irregularity may result in performance degradation
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of such schemes as it results in unbalanced rendezvous infrastructure. For example, in an
irregular sensor field, the virtual grids in TTDD [18] become unbalanced. The grid cells
would have vastly varying areas which result in degradation of the performance. This is due
to the increase in the flooding rate in the grid cells and the increase of formation of hot-spots
dissemination points. In many situations, the virtual infrastructure will suffer imperfection
that questions the reliability and the design precision of the scheme. For example , if comb
branches in Comb-needle CN [74] are not uniformly distributed over the network area due to
irregularity, needles initiated in some regions become disconnected and unable to intersect
the comb branches. Another example could also be found in schemes that imply row-column
intersection such as [86] where rows initiated by nodes within irregular regions will never
intersect columns initiated on other regions. Rendezvous location-service schemes (such as
quorum-based solutions [81] and grid-based ALS [84]) adapt better to such imperfection by
utilizing a recovery mechanism (in most cases, face routing [87] around voids and perimeter
of the network) at the cost of extra overhead. Moreover, finding the optimal value of some
static topological parameters (e.g. the cell size parameter in ALS and TTDD , the needle
length s in CN and the width of the line w in [78]) becomes a problem when the network
shape is irregular [17]. Figure 4.1 (a,b) shows some examples : (1) nodes that are located
along the horizontal line H-linel will never be able to access data transmitted along the
vertical line V-linel and visa versa, (ii) A comb initiated by node at location 2 will not be
complete and needles at other region with length o will not be able to access the data within

the comb, (ii) the impact of changing the cell size and/or the Xy »Ybase 15 also displayed.
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3-Operability within Tiered Architecture

Advances in hardware design have provided powerful wireless devices (access
points/sinks) that could be adopted with little cost. These advances raise the trend towards
sensor network tiered architecture. The end user (management site) takes advantage of their
power by utilizing multiple units to manage the network remotely [154]. When such
powerful units have a mobility facility, the mobility could be controlled to further add to the
flexibility of the network [123]. To the best of our knowledge, existing rendezvous data
dissemination solutions are not optimized for tiered architecture as they do not specify any
strategy for cooperation between such powerful units. The dissemination infrastructure is
usually built upon the assumption that sources and destinations of the data are unknown to
each other and the data entry could be initiated at any point in the network. This implies that
each node could be a source as well as a destination of the data. This also could be the case
when the destinations (sinks) move randomly and independent from each other as considered
by most rendezvous-based location-service schemes. When data access points/sinks are
stationary or the mobility of these units is controlled, the destination of the data is known or
predictable. This contradicts the basic assumption and renders the resulting rendezvous

infrastructure inefficient.
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Fig. 4.1. Examples of the impact of topological irregularities.

4.3 Topology-based Rendezvous Data Dissemination (TRDD)

Our contribution towards developing efficient rendezvous data dissemination protocol for

large-scale sensor networks starts by considering the key limitations discussed above. We
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emphasize synchronization of underlying pull and push phases in the sense of making them
aware of each other. This would prevent resource wasting and leverage on-demand data
communication. Then we approach the topological adaptation by smoothly integrating a
topology detection algorithm from the literature so that the devised protocol would be
topology-adaptive. This allows the protocol to work with equal efficiency in both regular as
well as irregular sensor networks. To the best of our knowledge, most academic work
considers topology detection and data dissemination separately even though data
dissemination at the upper layer is greatly affected by the underlying protocols. We show
that, by integrating them, we can provide robust rendezvous data dissemination. Moreover,
the proposed protocol is operable and optimized for sensor networks tiered architecture. The
existing access points/sinks cooperate as a singe tier to build a reliable rendezvous
infrastructure that maintains efficient communications. When these sinks are mobile, the
mobility could be controlled according to our proposed strategy presented in chapter 3. The
ability to adapt the dissemination behavior to the query types and the dynamicity of the
underlying phases produce a robust operational network. This increases the interesting

features that could make it the model of choice, especially for remote sensing applications.

4.3.1 TRDD Overview

As in all rendezvous solutions, the proposed solution consists of two phases: the push
(events propagations) phase and the pull (query propagations) phase. First, the dissemination
structure of the proposed rendezvous scheme is based on a simple geometric idea.
Considering the geometric polygon, any straight line from inside to outside (or vice versa)
would intersect with the closed boundary of the polygon. In any network topology, whether

regular (e.g., Grid) or irregular, the network perimeter could be considered as a polygon that
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provides a region that, for the interior nodes, is intuitively closed. Assuming that queries
propagate over the perimeter region, building event paths that progress in any direction
would meet the submitted query at the query region. This basic idea is enough to enable
building a self-structured rendezvous scheme that works with equal efficiency for any
topological shape. Second, submitting the query over the network perimeter (pull-phase)
ensures that a relatively small subset of network nodes receives the query. If this subset
explicitly triggers the interior nodes to start reporting their data (initiate the push-phase), the
communication traffic produced by both phases is synchronized. So the traffic would be
mainly on-demand and no events propagate between successive queries. Finally, the even
distribution of the query region over the network perimeter allows the even propagation of
events through the network. Data forwarding strategies that spread the traffic and result in a

high degree of load balancing are proposed

Tier 1: Task manager node

Short
radio

Tier 3 : sensor nodes

Fig. 4.2. TRDD Sensor Network Architecture Model
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4.3.2 Environmental Model

Deployment Model: figure 4.2 shows the underlying network model. We generalize the
network model presented in chapter 3 to into a flexible three-tier network model. A two-
dimensional terrain area, with » randomly distributed sensor nodes makes up the lower tier.
Sensor nodes are assumed to be aware of their coordinates. This could be achieved either by
using GPS or by existing localized techniques [155]. The middle tier consists of m stationary
sinks randomly placed at the network peripheral (m << n). The upper tier, the management
site, can query and control the whole network through these sinks. Control information and
queries are simultaneously received from the management site through a transient network.
Sinks work cooperatively to build the dissemination structure (hence, they work as a single
tier). Although the proposed protocol works for any number of sinks, the effective number
depends on the network size and topology shape. So the number can vary according to the
application. First sinks are assumed to be stationary then the impact of sink mobility as well
as the interior deployment of sinks is investigated.

Query Model and Power Model: In sensor networks, data transmissions are known to be
the greatest source of power consumption [32]. So the number of transmissions during the
dissemination process is a good indicator of the rate of energy consumption. For discussion
purposes, snapshot queries [35] are considered. Snapshot queries are of interest as active
events only when the query is issued; neither future nor past events are important. Events
and queries are stored as soft-state and allowed to be discarded after an event lifetime or
query lifetime, each of which is an adjustable parameter. The ability of the protocol to

behave adaptively according to the type of the submitted queries is also described.
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4.3.3 TRDD Design

Considering the tiered architecture model in figure 4.2, the basic concepts of the TRDD is
as follows. The multiple sinks cooperatively build a query region QR along the perimeter of
the network. This QR surrounds the network interior and forms a virtual closed region. The
construction of the QR explicitly triggers interior nodes to initiate event paths to carry the
events to the QR. The events could propagate in any direction yet the intersection at the
query region is guaranteed. Different policies by which nodes could select the direction of
events propagation (random, round-robin, centroid-based) are investigated. All of them
guarantee the query-events intersection. In addition to the topological adaptation, the
protocol has the ability to adapt its dissemination behavior according to the type of the
submitted queries. The detailed design of the TRDD protocol involves two main procedures:
building the query region when the queries are submitted and propagating the events towards
the QR.
4.3.3.1 Building the QR Over the Network Perimeter

In order to build the QR over the network perimeter, the network perimeter should be either
known or discovered. If the underlying network is a regularly shaped networks (such as in
the case of Grids or Circular networks), QR can be constructed over the network perimeter
based on a trajectory-forwarding mechanism [156] where queries are propagated guided by
the well-defined trajectories that represent the network boundary. More internal trajectories
can be embedded in order to establish virtual sectors in the network. This requires the
network map information to be at the management site so that sinks are supported with the
trajectory segments that they are required to embed. A regularly shaped network is perhaps a

special case. In irregularly shaped networks, trajectories that represent the perimeter of the
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network may no longer be well defined. QR should surround the network and form a virtual
closed region in order to allow the events paths to be built in any direction yet intersect the
QR. This calls for boundary awareness. So the first step in building the QR is the boundary
recognition process described in Chapter 3. The process of marking the network boundary
can be implemented either once at set-up time or on-the-fly piggybacked with the query
dissemination process. Implementation at set-up time requires local maintenance to cope
with topological changes affecting the outer boundary. On-the-fly implementation does not
require additional maintenance as the last updates in the outer boundary are always captured.
Figure 4.3 is a snapshot of a simulation run that shows the implementation of boundary
recognition process by four sinks located at the outer boundary of the network. The figure
shows that, for irregular network topology, the boundary nodes can be determined and a
closed region can be marked. The boundary nodes play the leading role in the query

propagation phase
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4.3.3.2 Query Propagation

Sinks construct the virtual QR along the network perimeter once the query is received from
the management site. The QR is made up of the boundary nodes discovered by the boundary
marking process and their one-hop neighbors. Each sink initiates multi-hop query
propagation towards the immediate sinks. The propagation is performed hop by hop: each
boundary node receives the query packet, transmits it to its one-hop neighbors after setting a
pointer to its parent boundary neighbor. The child boundary neighbor then transmits the
packet to its own one-hop neighbors and the process continues. In this way each sink
becomes a root of a thin query routing tree extends over the network perimeter towards the
immediate sinks. Nodes in the QR report to the root sinks through the constructed paths in
reverse direction. While constructing the QR, duplicate suppression is performed (nodes
transmit the same packet only once using packet’s unique ID). Upon receiving the query
packets, the one-hop neighbors of the boundary nodes transmit what we call a beacon packet.
This beacon could range from a single bit to multiple bits. In some cases hardware facilities
are used to allow nodes to wake up other nodes in their vicinity over a separate low rate
physical channel. In such cases the soft beacon could be replaced by such physical hardware
signals at no cost.

The main roles of the beacon signal are i) to allow interior nodes located outside QR to
update their neighbor table based on hearing from their active neighbors, ii) to indicate to
these nodes that the QR is constructed. This in turn means that the query is submitted at the
QR and triggers interior nodes to start reporting their events. Nodes with live events (those
already detected whose lifetime has not expired) initiate event propagation paths that work

as bridges to carry their data to the newly-constructed QR.
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TRDD Query Propagation Algorithm

Input: Packet p at node n

If p=Query-packet {
Check current query-session
If p not_exist

Set Parent=Sender

Add p to the query-list of the current query-session
ifn € QR

Send p

else {

Create Beacon-packet

send Beacon-packet }

}

else
drop p}
elself p=Beacon-packet {
Update Neighbors-List
Wait (timeOut)
Send p

}
Else drop P

Fig. 4.4 Simplified pseudo-code of TRDD Query propagation

Figure 4.5 shows an example taken from a simulation of the query propagation phase where
boundary nodes are already known from a pre-processing phase. QR is constructed
dynamically and the termination of the query propagation is confirmed. If boundary nodes
are already known from the pre-processing phase, the query propagation extends from one
sink to the next and stops when the ends of boundary query trees meet. For ideal propagation
and homogenous nodes, this would occur around the sink-to-sink midpoints, with the sinks
located in the middle of their query trees. If boundary nodes are determined on-the-fly (i.e.
piggybacked with the query propagation), propagation moves from one sink to the next in
counterclockwise order. The propagation stops when the next sink (or a node belongs to it) is
reached. This means that sinks are located at the ends of their query trees. In the following,
we consider the set-up time implementation of the boundary marking process in addition to

on-fly local maintenance where there is no need for periodic boundary repairing. This means



113

that if any boundary node discovers a disconnection while the query is propagated, it tries to

glue the boundary by finding the nearest boundary node so the propagation continuous.

Fig. 4.5. Query Region (Simulation snapshot). Network topology with 320 nodes randomly distributed in a
400 * 400 area with communication radius=50 (Left) 56 boundary nodes are marked, (Right) a total of 164
nodes received the query (solid circles represent the QR nodes) after it was transmitted by boundary nodes.

4.3.3.3 Events Propagation

This phase takes place by establishing local multi-hop paths that bridges to the QR and
carry the events. As the QR is distributed over the whole network perimeter and surrounds
the network interior, event paths that progress in any direction would eventually intersect the
QR.

We generalize the concept of centroid based forwarding strategy defined in previous
chapter to add more flexibility to the events forwarding scheme. We first define what we call
a direction group DG. This DG is a pair of directions that belongs to the basic direction set
(U:up, D: down, L: left, R: right). The directional flow of an event path is then represented
by a direction-group (direction), directiony). Direction; is the primary direction of the data

flow. Direction; is a secondary direction used when no progress can be achieved in the
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primary direction. When the primary direction is one of the (Up, Down), the secondary
direction should be one of the (Left, Right) directions and visa versa. So the above four basic
directions are represented by eight direction-groups:
{(L.U),(LD),(RU),RD)(UL)(UR),(DL),(D,R)}. For example, both (L, U) and (L, D)
represent the Left direction. For each node, the four basic directions are represented by four
abstract reference points on its communication circumference (the circle with the node as the

center and the communication radius as the radius).

4.3.3.4 Policies for selecting the direction of flow

In addition to the away-from-centroid strategy described in previous chapter, nodes could
select the direction of flow either: Random-based or, Round Robin-based. In Random, each
node randomly selects one of the eight direction-groups. Round Robin starts with a random
selection but then moves to the next in order.

While the Random and Round Robin policies guarantee intersection with the QR, they
cannot guarantee that the event path is directed toward the nearest point in the QR. The v-
centroid acts as a partitioning point that divides the network into four sections. It spreads the
traffic away and towards the QR. The advantage of the v-centroid-based selection over the
other ones is to reduce the likelihood of selecting the worst direction of flow, where events
would propagate with a number of hops equal to the network diameter D. The worst case
would be half the diameter of the network for those nodes located near the v-centroid. Travel
cost in number of hops is inversely proportional to the location of the node with respect to
the v-centroid (ie to half of the network diameter). On the other hand the other policies add
more flexibility and the travel cost tends to be comparable to that of the centroid-based. For

example based on round robin policy, the node consumes total of 2D for four events
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propagation paths so each event path would consume on average half of the network
diameter. Fig. 4.6 provides a conceptual example of event propagation path while fig. 4.7

provides a snap-shot of a simulation run.

Fig. 4.6. Conceptual example of event propagation path based on direction-group of flow (I{}),
Right). Primary direction is represented by reference point R,,. Node 2 has no neighbors in the Up
direction so it selects Node 3 because it is the closest neighbor to the Rggn.

Fig. 4.7. Event propagation paths (simulation snapshot) : the arrows highlight the direction of the propagation.
Once the direction-group is selected using one of the above policies, the node selects its
next forwarder neighbor offline in the primary direction. The next forwarder neighbor is the

neighbor closest to the reference point of the chosen direction (selected from those closer to
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that point than the node itself). Recall that interior nodes outside QR receive beacon packets
from their neighbors when a query is submitted, not the query itself. These beacons reflect
the neighborhood status so nodes are already aware of their current active neighbors. If no
neighbor satisfies the criteria for selection, the node selects the next forwarder neighbor in
the secondary direction. The data is then transmitted to the next forwarder. The process
continues until intersection occurs with the QR where the event is transmitted in the reverse
path to the root sink only if it is relevant to the available query.

While establishing event propagation paths the following rules are applied: i) Intermediate
nodes cannot change the primary direction chosen by the initiator, ii) they can temporarily
change the secondary direction to its opposite one if they fail to find a suitable neighbor
using the selected direction-group, iii) they should exclude the sender in order to avoid
looping back.

The initiating node, the detector of the event, can change both primary and secondary
directions to the opposite directions if no neighbor is found. For example, if the initiator
selects the (U/R) direction-group and fails to find the next-hop neighbor, it changes the
direction-group to (L/D). The heuristic of these selection criteria implies that nodes are
allowed to search their whole communication neighborhood for the next forwarder while
keeping the progress toward the boards. With no additional reliability insurance, nodes drop
the packets if they have no neighbors. Techniques such as transmitting in more than one
direction (using more than one direction-group), using “explicit acknowledge”, or
backtracking [157] could further enhance reliability.

This design of the query propagation and the event propagation phases enhances both

autonomy and scalability. Interior nodes do not know where the QR is located, yet the event
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propagation phase is implicitly forwarding the data in greedy mechanism to the QR. On the
other hand, the QR is constructed in parallel and result in even distribution of the query over
the network perimeter. This even distribution allows balanced events propagation as the

traffic spreads through the network.

4.4 Dynamic Query-based Adaptive Behavior

The key idea is to classify the query categories and change the behavior of the protocol
based on the query category. Five categories of the query in WSN have been defined in the
literature: continuous, snap-shots, historical, event-trigger, and range [10]. Table 4.1 lists the

query categories and example of each category.

Table 4.1 Query Categories and Examples

Query Type Example

1. Historical Queries Retrieve the average value of X in Jan. 20057

2. Snapshot Queries. Retrieve the current reading X?

3. Continuous Update Retrieve the minimum value of X during the night, repear

Queries every 15 minutes.

4. Cascaded Queries Retrieve X, If X= value,; then retrieve Y , if Y = value, then
execute event e.

5. Multidimensional What are the positions of sensors with X between value, to

Range Queries value, and Y between value, and value,

The above categories in fact could be generally represented by three points in the time space:
past (historical), present (snapshot), and future (continuous). The other two categories,
cascaded quires and multidimensional range queries, are compound quires that could be
further divided into the basic categories. For example, the multidimensional range quires
could be repeated as

“What are the positions of sensors with X between value; to value; (in past, now, in future)

and Y between value; and value; (in past, now, in future)?”
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Snapshot quires are those of interest in the current image of the network. Once the responses
are retrieved no further action are required by nodes. On the other hand other types of quires
could require more query processing upon receiving the partial responses. For example,
multi-resolution quires are kind of cascaded quires which require further details or different
access rate of the replies. The application could query a phenomenon by first determine the
occurrence of certain event , once determined further data collection rate is required from the
nodes discovered that event. Example of multi-resolution query type could be
“Retrieve x from Sensor,, if x > vl then retrieve y every 100 sec.”

Instead of transmitting a passive signal to only trigger events propagation, an active signal
carry more information about the query could enable dynamic behavior of the proposed
dissemination protocol. This would increase the query capabilities of the proposed solution
and enable it to support different applications with wide spectrum of query requirements. We
suggest a composite query structure CQS that is a query with two main parts: a query
descriptor plus a splitter tail. A query descriptor could be attribute based query description
or declarative query description which is out of scope of this work. A splitter tail is a Meta
data that determine the category of the query. The behavior of the protocol is adapted

according to the content of the splitter tail.

4.4.1 Adaptive Dissemination Behavior
The following behavior changes could increase the query capability of the proposed solution

to support different type of quires.

a) Nodes could memorize the reverse path from the QR to the source node for further

communications.
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b) Nodes could aggregate the past readings (within specific time window) and transmit the
aggregates with the current readings.

¢) Nodes could advertise the aggregates over readings in specific time window.

d) Combination of the above.

Matching the behavior to the query type is based on the content of the splitter tail which
should specify the query type. An example of simple adaptive behavior is given in figure 4.8.
This adaptive behavior would enhance the query capabilities at the cost of transmitting more
few bits (the query tail). For example, 7 types of queries could be defined by only 3 bits.
This allows supporting different kind of queries at little cost. As long as the size of the tail is
very small compared to the size of the query, the performance of the proposed protocol

would not be affected.

Piggyback to the current reading,
Transmit; memorize the reverse path for further communication.

1. Look-up( S _tail)

2. If QT = snapshot

3. Transmit the current live events
4. IfQT=CasCQ,

5. Aggregate past reading,

6.

7.

Fig. 4.8 Simple pseudo-code for adaptive behaviour dissemination

4.5 Performance Evaluation

TRDD is a data-dissemination protocol whose goals are to reduce communication cost and
to achieve a high data delivery rate while adapting to network irregularities. So the following
metrics are considered in evaluating the performance of TRDD: communication cost,
successful delivery rate, robustness, and events distribution over the network. The total
number of transmissions is used to reflect the communication cost. Successful delivery rate

is the number of successfully reported events at sinks compared to the number of events that



120

should be received; in other words, those relevant to the queries submitted. In addition, the
percentage of the events reported at each sink is measured to reflect how event distribution
through the network is balanced. This section begins with an approximate analytical model
to determine the communication cost C of TRDD. Then the simulation process is described.

Assumptions are that: Q is the total number of queries issued during the network lifetime, Er
is the total number of events detected during the network lifetime, E,, is the total number of
events detected while no queries are issued (between successive query sessions during the
network lifetime), Ey; is the number of events (relevant or irrelevant) detected when query ¢;
is issued, and that E,; is the number of relevant events discovered when query ¢q; is issued.

E,; is subset of Ej; at the worst case Ey; = Ey.
4.5.1 Generic Analysis

The cost of TRDD involves (i) the cost of the query propagation and (ii) the cost of events
propagations. Query propagation requires setting up the boundary nodes, which could be
done once at the setup time or piggybacked to the query propagation phase. Setting up the
boundary using the underlying Boundhole only consumes the number of communication
units equal to the number of marked boundary nodes since each node computes the next
perimeter neighbor locally. The cost would then depend on the shape of the outer boundary
of the network. Whether piggybacked to the query propagation phase or performed at the
setup time, the cost of constructing the QR is »’ communication units where »’ is the number
of the outer boundary nodes. The main difference is that when the boundary is marked at the
setup time the query propagates away from the sink over the perimeter in both clockwise and
counter-clockwise directions. When boundary marking process is piggybacked to the query

propagation, query propagates counter clockwise over the perimeter. While this does not
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affect the cost of query propagation, it affects the length of the return path to the sink. On

average, the construction of each query tree over the perimeter consumes #’/m
communication units where m is the number of the deployed sinks.

To determine the cost of events propagation per query session, E; is divided into two
subsets: £ (the number of events discovered by nodes located inside QR) and E (the
number of events discovered by nodes located outside QR). Assuming that the average
return path over the QR consumes r communication units, each relevant event belongs to E’
consumes ¥ communication units to return to a root sink in the query tree at which it is
detected. For the subset £ ", relevant events consume communication cost that includes the
cost of the interior path as well as the cost of the return path through the query tree at which
the interior path is intersected. Assuming that events require / steps to arrive at QR, each
relevant event that belongs to £ " consumes () + rwhere ]l =a D (0 <a<l)and D is the
network diameter (the maximum number of hops between any two nodes within the
network).

Irrelevant events to the query that belong to £ consume only the interior cost / as these
events do not have to return to a sink. Irrelevant events that belong to £ consume no cost. So
the cost of TRDD per session can be summarized as following.

Crrop =0+ Egr +E'1 6}

In (1), the cost of synchronization/beacon signals is ignored as the total cost is dominated
by the propagation of the events and queries. For the on-fly implementation of the boundary
marking, the average length of the return bath  is n/2m as the maximum length is »/m. For
set-up time implementation, sinks are located at the middle of their query trees so the

average length of the return bath is n”/4m as the maximum length is n’/2m. Assuming a
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centroid-based policy and set-up time implementation of the boundary-marking process, » =
n’/4m and I = D/4. So (1) could translate to (2) which describes the average cost of TRDD:

Crrop=n'+ E, (n’ /4m)+ E D/4 )

If Q is considered, the above is multiplied by Q. Equation (2) implies that the increase in

the number of deployed sinks positively enhances the performance and reduces the impact of

single point of failure. The worst case would be at m=1.

4.5.2 GRID-based Analysis

In this section, TRDD is analytically compared to TTDD [18], Directed Diffusion (DD)
[49] and Geographic Hash Table (GHT) [71]. DD exemplifies the pure pull schemes; GHT
exemplifies the content-based hybrid approaches and TTDD exemplifies the content-
independent hybrid approaches. The same analysis guidelines that are used for grid networks
in previous research are considered. Ideal propagation and » homogenous sensor nodes
uniformly distributed over a grid-based network topology with one monitoring site (sink/AP)
located at one of the corners are assumed. (This is considered to be the worst case of our
protocol as m=1). Flooding the network with data requires asymptotically a cost of O(n),

while data transmitted along a single path from any point in the network to a sink/AP at any

one corner costs O( Jn ) on average [18],[37],[71].

4.5.2.1 TRDD vs. DD

This section considers an optimized version of DD known as one-pull phase directed
diffusion OPP-DD where exploratory messages and periodic refresh messages are ignored.
With these assumptions, the communication cost of DD with one monitoring site placed at

one of the corners would have a communication cost per each query session approximately

equal to n+ Jn E,. The query dissemination costs » units (DD requires the query to be
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transmitted to all nodes) while each response (relevant event) costs Jn to return to the
monitoring site over a single path. Equation (3) represents the total communication cost

when Q is considered.
Q
Cpp =0On+Vn> E, 3)
i=1

The communication cost of our solution is as shown below. As the cost of establishing the
QR depends on the shape of the network, this cost approximately equals 4+/n for the grid
network. The average length of the interior event paths would be Jn /4 and the average

return path at the QR is Jn . So (2) could be rewritten for the GRID as shown in (4). When Q

is considered, the total communication cost of TRDD is given by (5).

Crrop-orip="4 \n +E, Jn +E \n/4 4)
4 Q

Crrop-orip = 4Qn + /n ZEqi +\/;/4ZE” (5)
H H

0
From (3) and (5), as long as ZE 7 <4Q (\/_r; -1), TRDD outperforms DD. The expression
=

can be further simplified as E”, < 4+/n, where E ", is the average number of events
discovered outside QR at each query session. To determine the extent to which DD could

Coop.or_ = 025 E” + (E « *4) . The extreme case is

outperform TRDD, we use the ratio
CDD-GRID \/n— + E q

when all the nodes » have events that are relevant to the submitted query. In this case E, =F,
=n E”"=n-4(d/ 2)\/; , where d is the degree of connectivity (the average number of one-

hop neighbors). d is divided by 2 for boundary nodes as neighbors are not exist in their

whole communication circles. The above ratio translates to 0.25 (n -2d ~/n ) + (n + 4) .This
Jn +n

tends to be < 1.25. For example, when the network size n= 400, the above ratio is 1.08 for
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d=5 and 1.1 for d=4. For n=900 the ratio is 1.13 for d=5 and 1.14 for d=4. So for large-scale

sensor networks where a small subset of nodes discovers events at each session, TRDD

would work very efficiently. Even in a rare extreme case, TRDD is able to compete well.

4.5.2.2 TRDD vs. GHT

The GHT data dissemination protocol is a famous hybrid protocol for sensor networks.
Similar to our solution, analysis of the approach (based on Grid analysis), shows that it
achieves a communication cost of O ( Jn ) [37],[71]. The following equation describes

GHT’s communication cost;
Q
Cour=0Q \/; + \/; ET+\/Z Z E,i 6)
i=]

In (6) the total cost of GHT is assumed to be based on the propagation of the events and
queries. Periodic beacon signals needed by GHT are ignored. This equation represents the

total cost of GHT’s pull and push components: Pushing events to the rendezvous location

consumes Er/n- Pulling data requires the query to be submitted and the relevant events to

be captured in order to send them back to the data collector node (sink). This consumes

0
Q«/; +/n Z E,i. Ercould be expressed as in (7), meaning that (6) can be re-written as
i=]
in (8).
Er= (Eq) + Ey (7)
i=]
0 Q
Conr=0 Vn+ (), Es+ Eyn+yn Y E, (8)
i=1 =
From (5) and (8), we can compute the difference Cgpr- Crrpp as in (9)

0 Q
Canr-Crrop=+/n (3, Ext En)-3Qn +n /4 Y E”) ©

i=|
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Y 0
This difference is always positive as long as (Z Ei + Ey) - 1/4 Y E” > 3Q. If we consider

i=l =

the average over Q, the above expression reduces to Ey, + Eya - 1/4E a > 3. If we recall that

E, c E, the last inquiry is almost always true. Moreover, when E1 > Q Jn, pure pull
schemes like DD definitely show a smaller communication cost than GHT [71], While this
case turns DD to be superior to GHT, TRDD competes well. TRDD keeps the
communication on-demand so in contrast to GHT 1) the communication cost of TRDD
depends on E; rather than Er , ii) the cost of TRDD does not relate the network size to the

number of quires submitted during the network lifetime.

4.5.2.3 TRDD vs. TTDD

In this sub-section, it is enough to prove that GHT outperforms TTDD in order to show
that TRDD outperforms TTDD. The cost of TTDD as described in [18] involves the cost of
three different processes: event announcement, query and data forwarding processes. TTDD

builds a virtual Grid over the whole network for each event announcement. Building a

. . 4n . . . .
virtual grid consumes —— communication units where vm is the number of nodes in the

Jm
side of a grid cell. It depends on the grid cell size « and the transmission radius r. The sink

locally floods the current cell by the query which costs m communication units. The query
then travels over the Grid to the source node in v2 v/7 units and the response travels back to

the sink inv/2 v/ . So the total cost could be rewritten as in (10).

0
CnDD=Q(J§JZ+m)+4T”ET+J§JZZ Ey (10)
m i=1
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Comparing (10) and (6), each of the three components of (10) is greater than its

counterpart in (6). If Jm is as small as 1 the second term would be very expensive and

would turn the asymptotic cost to O (n). If Jm is as large as Jn (the upper bound value) the

first term again turns the asymptotic cost to O (n). Literature shows that both small and large

values of cell size (\/_n; ) reflect some problems on the performance of the TTDD [18]. We
can then conclude that Crrpp = Cour = Crrpp. Simulation based results are provided in

the next section.

4.5.3 Simulation

In this section, both TTDD and the proposed TRDD are simulated and evaluated using the
wireless sensor network simulator (WSNS) described in [28]. Two categories of experiments
are conducted: the first is based on the on-fly dialect of the proposed protocol in which
boundary nodes are tested while query trees are extended. The second is where boundary
nodes are pre-determined at set-up time, and local maintenance is applied on-fly. In all
experiments, the direction of the events propagation is selected using the centroid-based

policy. To insure consistency, all the results plotted are the average of 5 runs for each

experiment.
Table 4.2 Simulation Parameters
Network Terrain Area 400 m x 400 m
Network size 150-t0-400 :step 50
Node distribution Uniformly random
Radio Communication Range 50~70 m
Sensing Range 40 m
Sink(s) distribution 1,2,4 sinks deployed at the peripherals
Energy per transmission Data/query : 1 unit, announcement
(TTDD) 0.5 unit
TTDD-Cell size (for comparison) 100m
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Sinks deployed dynamically at positions that satisfy the following characteristics: min(x),
max(x), min(y) and max(y), where x and y are the Cartesian coordinates. This ensures that
the modeled sinks are deployed at the outer boundary of the network. The number of sinks
and their deployment positions could be adjusted according to the applications. To simulate
TTDD, the cell size of the grid is set to 100m. This setting goes along with the setting in

[18].

4.5.3.1 Energy Consumption
As mentioned previously, energy consumption is determined by the number of
transmissions required for the dissemination process. Both query dissemination and events

propagation (data forwarding), and data announcements (in TTDD) costs are investigated.

4.5.3.1.1 Query Cost

To evaluate the cost of querying the network, experiments are stared with all sinks having
the same query to be submitted. Experiments are conducted with 1, 2 and 4 sinks. The
network size is gradually increased and the number of transmissions is determined. To
simulate the TTDD, a single source node is randomly selected to build the virtual grid of the
TTDD with cell size set to 100m. The quay propagation stops when this node is reached or a
path to it is found (which is built by another sink). Figure 4.9 shows the query cost (number
of transmissions required) for disseminating the query by both of the protocols for different

numbers of sinks.
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Fig. 4.9. Query cost vs. network size.

The figure shows that the cost of querying the network in case of TRDD does not rely on
the number of sinks. For a specific network size, TRDD consumes the same query cost for
all the tested number of sinks. This is due to the fact that the query cost depends on the
number of perimeter nodes regardless of the number of deployed sinks. On the other hand,
TTDD requires each sink to flood the cell where it is located to find a dissemination node. It
then builds a query path to the data source. So the increase in number of sinks results in the
increase in the query cost of TTDD. The figure also shows that while the increase in the
network size conducts a little effect on the query cost of TRDD, the query cost of TTDD
increases linearly with the increase in network size. In the case of TRDD, the number of
perimeter nodes, and hence the query cost, tends to decrease with the increase in network
size. To elaborate more, the ratio of the perimeter size (number of perimeter nodes), as well
as the ratio of the QR size to the network size are investigated.

Figure 4.10 shows the perimeter nodes as well as the nodes reached by the query

dissemination phase (QR) as a percentage of the total number of nodes in the network. In
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Figure 4.10, the transmission radius is fixed at 70m while the network size is increased. The
figure shows that the ratio of the perimeter nodes to the network size is decreased as a result
of increasing the network size. Similarly, the number of nodes reached by these perimeter
nodes is decreased. This is because the number of interior nodes is relatively increased. An
interesting case would be a small network of 150 nodes, where the perimeter size would be

around 40% of the network size and the QR would cover 90% of the network.
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Fig 4.10. Query coverage percentage.

4.5.3.1.2 Data Forwarding Communication Cost

To measure the cost of data forwarding, events are generated as flying objects that move
everywhere in the network. When these objects intersect the sensing range of a node, the
node becomes a source and generates event packets. In TRDD, event packets are assigned a
time of creation and stored locally until a beacon signal arrives (when a query is submitted).
In TTDD, events are announced by propagating announcement packets in a form of virtual

grid. E; is increased from 25 to 100 with an increment step = 25. The total number of
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transmissions is measured for different network sizes (150,250,350). Both single sink and

multiple sinks situations are considered (repeatable results are omitted).

Network Size=150 nodes
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Fig. 4.11. Data Forwarding Communication Cost, Network size=150 nodes.

Figure 4.11 depicts the communication cost of data forwarding for different event sizes
when network size is 150 nodes. Figure 4.12 depicts the communication cost of data
forwarding for different event sizes when network size is 350 nodes. Results of single sink
and four deployed sinks scenario are depicted. For a given network size, the number of
transmissions increases with the increase in event size for both protocols. In contrast to
TTDD, the increase in network size has little effect on the number of transmissions. This is
because both the perimeter return paths and the local forwarding paths exhibit slowly
increase with the increase of the network size. Moreover, the slope of the curves that
represent TRDD is slowly increased with the increase of the events size. Recall that the QR
spans the perimeter nodes and the one hop neighbors of these nodes, events that occur in the

QR are transmitted to the sinks through the perimeter paths only. For a specific network
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size, the increase in the number of sinks results in a noticeable reduction in the number of
transmissions. This is because the average number of hops of the return paths to any of these
sinks proportionally decreases. This matches with the analysis given in the previous section.
The reduction in the communication cost of TRDD is approximately 75% when four sinks
are deployed when the network size is 150 nodes. For a network of 350 nodes (Figure 4.12),
the average reduction is approximately 80% with four sinks deployed. This is better
explained by figure 4.13.

On the other hand, any increase in network size, events size and number of sinks result in a
dramatic increase in the communication cost of TTDD. This is because TTDD requires each
source to announce its events in the form of a Grid of announcements and to build a data

forwarding path (in the reverse direction of the query path from the sink) towards each sink.
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Fig. 4.12. Data Forwarding Communication Cost, Network size=350 nodes.
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Fig. 4.13. Data Forwarding Communication Cost of TRDD.

4.5.3.2 Impact of sink interior deployment and mobility

To evaluate the performance of TTDD and TRDD in the case of mobile sinks, different
mobility patterns have been investigated. We consider that sinks (i) move randomly, (ii)
move along the network diagonal, and (iii) move along the network peripheral. The random
and the diagonal movement patterns also represent the interior deployment of the sink. In
this situation, each sink would have to project itself at the network perimeter by establishing
local paths just as other nodes do when they have events to propagate. The query would
therefore move over the local paths until it intersected with the perimeter as described. The
cost of these sink-to-perimeter paths would be added to the normal cost of the query and the
events.

We measure the number of transmissions required for the sink to get the interested data.
We consider both multiple sources and multiple sinks scenarios. However, the results of the
multiple sinks are omitted. They would increase the total overhead in TTDD while

decreasing that of TRDD. We consider event generation rate of 0.2/sec and query
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submission rate of 0.05/sec. The mobility rate is increased from 0.1/sec to 0.3/sec with an
increment step 0.5/sec. For the purpose of clarity, we omit repeatable results. The
communication overhead is measured during a total simulation time of 120 sec and the

results are plotted.
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Fig. 4.14. Total communication overhead with peripheral mobility.

Figure 4.14 depicts the results for the peripheral movement scenario. Figure 4.15 depicts
the results of the diagonal movement scenario. Figure 4.16 depicts the results of the random
movement scenario. The three figures show that TRDD outperforms TTDD. In TRDD, the
diagonal movement (DM) and the random movement (RM) incur extra cost in TRDD than
the peripheral movement (PM). The reason is that both DM and RM also represent the
interior deployment of the sink. In TRDD, the sink only transmits when there is a query to be
submitted regardless of the movement rate. In TTDD, the cost of transmitting the events
announcements incurs high communication overhead in TTDD regardless of the sink
movement. Moreover, the increase in the movement rate increases the total communication

overhead of TTDD more than TRDD. This is due to the requirement of the sink to (i) look
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up for the new dissemination points of the newly announced events by frequent local

flooding of its current cell, (it) flood the cells along its way when moving from cell to cell to

acquire information about the current announcements.
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Fig. 4.15. Total communication overhead with diagonal mobility.
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Both diagonal and peripheral mobility patterns tested above represent the sink mobility

where the existing multiple sinks move randomly and independently. When the deployed
sinks have a controlled mobility facility, the improvement of maximizing the network
lifetime presented in Chapter 3 is applicable to our rendezvous scheme. This would allow
sinks to retain connectivity and maximizes the network lifetime while reducing the
communication cost. The longer the network operation time the shorter the communication

paths (as the boundary of the network is shrinking and the sinks move closer to the center).

4.5.3.3 Robustness
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Fig. 4.17. Robustness

The main reasons for frequent topology changes could be the sleep-awake pattern and the
permanent failures in nodes (as the sensor nodes are assumed to be stationary). If any sleep-
awake control protocol is considered, the assumption is that it cannot hinder the efficient
operation of the network. So such underlying mechanisms are not considered to reduce the

robustness of our solution. On the other hand, the proposed protocol is reactive in which the
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QR and event paths are constructed dynamically over the nodes that are currently alive and
in which all computations are localized (based on the information of the one-hop
neighbours). So the permanent failure in nodes is considered as the significant factor that
could reduce the robustness.

To test the robustness of the protocol against such topology fluctuations, an increasing
failure rate (f=0.1 to £=0.5) is modeled and the data dissemination sessions are implemented
with three different boundary-marking processes: totally on-fly each time a query is
submitted, at the set-up time with periodic local maintenance, and at the set-up time with the
on-fly local maintenance. The robustness of the protocol is shown in Figure 4.17. The figure
shows that the protocol is highly robust for each process. The on-fly dialect also allows the
protocol to achieve higher robustness than with the periodic local maintenance process. This
is because the most recent updates in the perimeter are freshly captured. Figure 4.17 also
shows that the decrease in the level of robustness of TTDD is much more than that of TRDD
with the increase of the failure rate. In the case of TRDD, the QR spans the network
perimeter which reduces the impact of node failures. When more than 50% of the maximum
network size is turned off, the boundary of the network spans most of the live nodes. The
protocol behaves approximately similar to the pull approaches (in that most of the nodes
transmit the query). Most of the live nodes are still able to forward their data to the sink. In
the case of TTDD, irregularity due to failures of nodes results in the increase in the failure
rate. It increases the rate at which the sink fails to find an immediate dissemination node

within its current cell. It also increases the rate at which source nodes fail to establish the

announcements.
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4.5.3.4 Success rate

In the experiments above, all the generated events are assumed to be relevant to the

submitted query. To investigate the success rate, two categories of events are simulated.

One of these categories is queried. Figure 4.18 shows the percentage of the average

successful delivery rate for different numbers of relevant events.

102
100

Fig. 4.18. Average Successful Delivery Rate

While E; is fixed at 100 events, the number of relevant events is increased from 50 to 100
events with an increment of 10 events per step. The curves in Figure 4.18 show the
successful delivery rate at different failure rates. The success rate of TRDD is higher than
that of TTDD for different event sizes. The figure shows that TRDD achieves 100% success
rate at small failure rate (f=0.1). It is also able to survive a high failure rate of f=0.3 with
more than 80% success rate. In contrast to TTDD, the increase in the number of relevant

events when the failure rate decreases tends to increase the success rate of TRDD. In TRDD,
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the increase in the relevant data increases the chance of balanced distribution of the data and
the existence of the relevant data within and near to the query region. In TTDD, when the
number of relevant events increases, managing the data traffic on the two tiers becomes a
problem. For example, with 50 relevant events, sources first announce the total 100 events in
the form of virtual grids and then sinks establish queries to all sources with the relevant
events in order to collect them back utilizing the established grids. This increases the failure
rate and decreases the success rate.

Figure 4.19 shows the percentage of the average reported events per sink (sink;, sinka,
sinks, sinks) for different event sizes. The figure shows that the distribution of events

propagation is balanced through the network as the loads are balanced among the
cooperative sinks.
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Fig. 4.19. Average Distribution of Reported Events

4.6 Summary
In this chapter, the Topology-based Rendezvous Data Dissemination (TRDD) approach is

proposed for data dissemination in tiered sensor networks. The proposed solution efficiently
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implements a cooperative rendezvous data dissemination strategy in irregular networks that
involve multiple sinks. The protocol overcomes the challenges that hinder the wide
deployment of hybrid schemes. The protocol dynamically extracts and adapts to the
topological features while data is collected. The even construction of the query region over
the network perimeter allows the even propagation of events through the network. This, in
turn, spreads the traffic and results in a high degree of load balancing. The synchronization
of the underlying phases results in efficient on-demand communication that reduces the
resource wasting. The proposed solution dramatically reduces the transmission costs and
results in efficient operations in large-scale sensor networks. The cooperation between the
multiple sinks reduces the impact of failure. Both analysis and simulation show that the

robustness of the protocol remains high even at high failure rates.
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Chapter 5

Mobility-based Generic Infrastructure for
Sensor Network

In sensor networks, there is a requirement for decoupling the underlying communication
primitives from the upper layer protocols. This aims to increase the flexibility and ease the
development of the designed protocols. This chapter provides an overview of the proposed
Layered Infrastructure Protocol (LIP) that exploits mobility to organize an arbitrary network
topology into a physical co-centric circular layered infrastructure (CLI). This chapter is
organized as follows: Section 5.1 introduces the significance of building this generic
infrastructure and explains our philosophy towards achieving it; Section 5.2 justifies the
assumptions regarding the network model. Section 5.3 describes the design details of the
proposed LIP. LIP's correctness and termination are demonstrated in Section 5.4. Section
5.5 discusses some of the implementation issues of the resulting CLI infrastructure. Section
5.6 summarizes the performance of the approach. Section 5.7 providesv a brief discussion on

how CLI can support upper layer protocols. Finally, section 5.8 summarizes this chapter.

5.1 Introduction

The random deployment process in Wireless Sensor Network WSN results in an arbitrary
network graph that is referred to as a network topology [19]. Communication over such a
graph is secured via multiple hops. This mode of communication implies that each node is

able to play the role of a router, and thus forward messages over multiple hops on behalf of
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other nodes—the arbitrary topology graph is structured by the communication algorithm
[95]. The communication process then takes place through the primitives of the
communication algorithm. Most of the current proposed protocols for WSNs are described
as cross-layered protocols [20], which reflects the fact that these protocols are in most cases
tied up to specific communication algorithm. In turn, the underlying communication
algorithm is most optimal when a specific system architecture is employed.

Increasing the reusability of the designed protocols requires decoupling the underlying
communication primitives from the upper layer protocols primitives [23],[24]—building a
generic infrastructure at the level of physical links is the recent research direction to achieve
this goal.

Taking into consideration that sensor networks are application-oriented [10], the problem
of building a generic infrastructure is challenging, and is an open field of research. The
infrastructure should have the following characteristics: (1) be generic enough to be
leveraged by upper layer protocols with equal efficiency, and (2) be flexible enough to
support both multi-hop and data mule —like communication regimes.

In this chapter, we propose a novel mobility-based protocol for building such an
infrastructure. Mobility in sensor networks is different from the one in systems like
MANETSs. In sensor networks, mobility is controlled ([95] and [143]), and is usually guided
by a goal related to the upper layer applications—it has been shown that mobility provides
great flexibility to Static Sensor Networks (SSNs) [94]. In this paper, we uncover a new
advantage that mobility could provide to SSNs. We show that augmenting SSNs with a few
resource rich mobile nodes simplifies the organization of a generic network infrastructure
that could be leveraged by multiple upper level protocols with efficiency and robustness. The

philosophy behind our work is that the powerful mobile robots assume the overwhelming
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role of network organizers, in addition to being the data collectors and management infusers.
The proposed Layered Infrastructure Protocol (LIP) allows these mobile robots to discover
the existing links and to arrange them into physical co-centric circular layers infrastructure
(CLI), where the infrastructure layers correspond to physical rings in the topology. Each
layer is assigned one or more robot/sink that acts as a mobile probe; this mobile probe is able
to access the data directly (data mule-like), in addition to accessing the data that has been
relayed to it via the multi-hop regime. Mobile probes navigate the network and access data
through a set of virtual access points that are present in each layer. The infrastructure
maintains the proximity of nodes. Nodes that are neighbours within the infrastructure are
physical neighbous. The protocol builds the infrastructure locally (i.e. based only on one-hop
neighbour information). In addition, changes in topology trigger only local updates. With
these features, the proposed infrastructure (CLI) adheres to the following design objectives:
(1) Generic: efficiently supporting different upper layer protocols (e.g., routing, data
collection, data aggregation and broadcasting).
(i)  Flexible: efficiently supporting different communication configurations (both
multi-hop and data mule-like communication).
(iii) Maintainable: failures neither destruct the infrastructure nor hinder the upper
layer operations.
(iv)  Complete: providing logical relationships among nodes without hiding physical
relationships.
(v)  Knowledgeable: the infrastructure basic units (the layers in LIP) should reflect
physical topological information in order to ease the access of the network.
Our contributions, as presented in this chapter, can be summarized as following: (i) design

of a protocol (layered infrastructure protocol LIP) that constructs an infrastructure (Circular
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layered infrastructure CLI); that infrastructure adheres to the design objectives, namely being
generic, flexible, maintainable, complete and knowledgeable; (ii) design of generic
communication primitives that provide multiple communication configuration to the upper
layer protocols.; (iii) a customized cost model that predicts the cost of communication over
CLI; (iv) validation the performance of CLI in supporting upper layer protocols.

This chapter focuses on the architectural aspects of the proposed infrastructure rather than
the application-related aspects; we do, however, delve briefly into the application aspects.
We justify the correctness and termination of LIP. We use extensive simulation to highlight
the efficiency of the proposed mechanism (by considering realistic conditions of the
underlying network settings). Some of the upper layer processes such as routing, data
collection and multi-resolution are implemented to show how applications can utilize the
underlying infrastructure—comparison to MSC [26] is conducted. The results draws
attention to the efficiency of the protocol in supporting upper layer processes, minimizing
overhead associated with the infrastructure maintenance, and achieving a high degree of

reliability.

5.2 Network Model

This chapter focuses on the deployment scenarios that involve both mobile and static
nodes. We consider the case where most nodes are static and only a few powerful nodes are
mobile robots/sinks (we refer to these mobile sinks as mobile probes).

Mobile Probes: the assumption is that these probes have a communication capability that
allows direct communication among them. When the facility of direct communications does
not exist, communication between the probes is achieved throughout a centralized

management site (end user), if it exists. The initial positions of the probes are invariant to the
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protocol as they will be redistributed over the terrain area according to the strategy suggested
in section (4.3). Controlled mobility facility is assumed at each probe. Each probe travels
using a discrete mobility pattern in which the movement is performed in steps. According to
[7], such controlled movement is directed toward specific coordinates. Also, movement
could follow a straight line and/or a curve pattern.

Sensor nodes: we assume that the network's distribution pattern is based on the uniformly
random distribution of sensor nodes within the terrain area [137][158]). We assume that each
node knows the coordinates of its location using either GPS or any existing localization
techniques [155]. Nodes have a common transmission range Ty. Two nodes are considered to

be neighbours if each of them is located in the transmission range of the other.
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Figure 5.1. Problem Visualization.

Problem statement: having defined the network model, the main problem investigated in
this chapter may be formulated as follows: given an arbitrary network topology that adheres
to the above network model, construct an infrastructure that adheres to the design

objectives—Figure 5.1 visualizes the problem.
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5.3 Layered Infrastructure Protocol (LIP)

The proposed Layered Infrastructure Protocol (LIP) organizes network nodes into a co-
centric circular layered infrastructure CLI. LIP discovers the physical circular layers that

may exist in the network topology. Figure 5.2 depicts a CLI .
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Figure 5.2. The conceptual and the resulting Circular Layered Infrastructure CLI using LIP

To achieve this, LIP elects one of the mobile probes MPs as the master node. This node
initiates the execution of the protocol starting at an edge point in the network. The protocol
partitions the network into the following supersets: network layers (L), back-bones of the
layers (B), internal nodes of the layers (/), access points at each layer (4P), and mobile
probes (MP). Each item in L has a corresponding item in each of B, I, AP, and MP. A node n
could belong to one or more sets. A layer L; in the set L consists of a closed sequence of
nodes (backbone) B; and all of their one-hop neighbours .. The backbone B; of the layer
forms a physical cycle that starts and ends at an initial node. A subset of the backbone node
sequence is selected as the layer access points AP;. The positions of these access points guide
the movement of the probes around the created layers. The probes move to access the data at

these positions in addition to accessing the data that hops to them via the multi-hop regime.
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LIP constructs the CLI infrastructure by the following three phases: iterative layers
extraction, access point selection and mobile probe allocation. Figure 5.3 presents simplified

Pseudo-code of the LIP algorithms.

5.3.1 Phase I: Iterative Layer Extraction

In this phase, the nodes are organized to form co-centric layers. At the end of this phase,
the network is partitioned into the layer set L= {L,, L,, .., L,}. Each layer L; consists of layer-
backbone nodes B; = {b;, by, b3, .., b;} and Internal nodes I, ={ij, i5 i3 ..}. Layers are
extracted iteratively. L, is the outmost layer; L, is the next layer immediate to L; and so on.
To extract the outmost layer L;, the master node initiates a network boundary recognition
process and considers the current outer boundary of the network as the layer-backbone B;.
The one-hop neighbours of the nodes in B; are the layer internal nodes I;. Once recognized,
all nodes within L; go temporarily into sleep-mode. By being off-operation, the new
boundary of the network is recognized as the backbone B; of layer L,. In the same way, the
one-hop neighbours of nodes in B; represent the internal nodes I, of L,. Iteratively, all
possible layers could be extracted. This iterative process requires the master node to move
iteratively in steps equal to its transmission range towards the centroid of the network. The
centroid is calculated using the coordinates of some access points (defined in the next
section) over the outmost backbone (that is considered as approximate polygon) using
equation (4) in chapter 3. The message transmitted by the master node to recognize the outer
boundary of the network carries a signature packet to indicate the current layer number. The
first node in the sequence B; (the initial node) is elected as the leader of the layer L;.
Backbone nodes in set B; determine their position within the layer L;. The position of the

node in a layer is simply its hop count to the leader of the layer. The pair (layer number,
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node_position) is used as an identification of nodes in B;. Internal nodes assign themselves
the same ID as their parent nodes in the set B; of their layer in addition to a local identifier
that distinguishes each of them. LIP utilizes the boundhole algorithm as a seed algorithm to
be implemented by the master node to define the nodes in set B of each layer. This algorithm
was originally developed to define the holes within the network. It inherently defines the
outer boundary of the network as a closed cycle of nodes.

5.3.2 Phase II: Access Point Selection

In this phase, multiple nodes are chosen as access points AP; at each layer L. AP; is a
subset of the backbone nodes B; AP;nodes are selected according to their distance in terms
of number of hops to the leader of the layer. For example, nodes at distance k4 (=1, 2, 3,
etc... and 4 is a given parameter) from the leader node are selected as the APs of the layer.
The access points’ selection process could be implemented either piggybacked to the layer
extraction process (as the parameter 4 that represents the number of hops between successive
access points could be carried in the same boundary recognition packet) or separately after
the layer extraction phase. Once APs are determined, nodes exchange their topological
status. Nodes with no layer membership are considered as dangling nodes (e.g. node d; in
figure 5.4). These nodes attach themselves to any connected internal neighbour. Access
points provide different data access levels within the network. Mobile probes consider these
access points as anchors at each layer. Probes explore the network by periodic or customized
visits of these points. The number of access points at each layer determines the network
access granularity. For example, when APs are chosen such that the number of hops between
the successive APs is small, the number of APs would be relatively large, which provides a

finer granularity. A greater distance between successive APs provides a coarse granularity.
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5.3.3 Phase 111 : Adaptive Mobile Probe Allocation

Probes should be distributed over the whole terrain area in a way that provides load
balancing to the upper layer applications. Each probe is assigned a home layer where it
serves as the main probe for data access and network management. Probes use the positional
information of the APs at their home layers as anchors over the layers; they visit these
anchors either periodically or upon request. The movement starts at the initial position
determined by the leader node at each layer. The periodic visiting time ¢ to the access points
should be specified by the upper layer application.

Probes are sequentially assigned to their layers. When a layer is extracted, an MP is
assigned. Assuming the number of probes is m and the number of discovered layers is /, if m
equals /, a one-to-one relationship is established between probes and their home layers.
When m = [, the additional (m-I) probes are considered as helpers that should be
redistributed over the terrain area to serve layers from outer to inner ones. Special attention
should be given to the event when the number of MPs is smaller than the number of layers;
in this case, probes could be distributed such that each probe serves //m layers. Probes could
also be actively distributed to apply a more intelligent load balancing rule. As the area of
each layer to be served is increased from innermost layers to outmost ones, probes that are

assigned the inner layers could help those that have been assigned the outer layers.



Simplified LIP Algorithms

LIP-Phase-I: Layer Extraction
1 req :Master MPyat the edge of the network.

2 i=0,B=¢,L=¢
3 Do
a. B=Get_L.backbone(N)
b. Lileader=MPo_Elect_Leader(B;, c)
c. Ifi=1then c=Centroid(B;)
d. Li.Members=Concatenate({Bi},{n|n belongs to b.NEG forall b In B})
e. SetMembership(Li.Members,Li.leader)
f.  Go_Sleep(L;setTimeout())
g. MP-NextPosition( MPo)=MP_CurrentPosition+r // move one step in the direction
MP-to-c

h. i=i+1
4 Untit IsEmpty(L}) // no more layers to be constructed
5 Layerextract.Secure() // MP continue move guided by MP-to-c line , make sure the layers
are visited in the reverse order
Phase II: (Set_Access_Point)
1. Pre: node_counter=hop_count_toLeader / from phase1 step 3-¢
2. Input:Lyh
3. Initialize k=1
4, ForeachLiinL
a. ForeachbiinL.B
b. If node_counter =kh Then AP_flag=true
c. Increment k
d. Nextb
Next L;
foreachn e N
n.Topology_Status.Exchange()
n.LayerMambership.Secure() // dangling nodes attach themselves to any connected
neighbour
9. Nextn
Phase llI: Allocate_MPs
Input: MP_Jist L_list, e
1. Do
1. MPy_InitialLocation=Get_ProbeLocation(Li.leader_location, €)
2. If not Empty (MP_list) then
3. Allocate_ MP(MP;_InitialLocation)
4. Else
5. Circulate through MP
2. Until IsSEmbty(L_list)
if ISEmpty(MP-list)=false
4. Circulate through L _list

Lo NN

W

Figure 5.3. LIP-Algorithms
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5.4 Correctness and Termination of LIP

In this section, we provide proof of the correctness of the LIP algorithm, and we show that
termination of the algorithm is guaranteed. To formalize the correctness of the algorithm we
introduce the following definitions.

Definition 5.1 A Layer L; is a network segment consisting of nodes arranged in a layer
backbone B; and a layer internals /;.

Definition 5.2 A backbone B; of layer L; is a non self-intersecting polygonal loop of
nodes bgb,,..,by that starts and ends at the same node by known as the leader node of the
layer.

Definition 5.3 Layer Internals /; of layer L; are the one hop neighbours of nodes that
belong to B; of L;

To prove that LIP is correct we use the following lemmas.

Lemma 5.1: LIP correctly extracts the physical circular rings that exist in the topology.

Proof: The correctness of LIP is based on the correctness of the Boundhole algorithm used
to determine the backbone of each layer. Boundhole recognizes a sequence of nodes
bobi,..,bp that simulates the outmost boundary of the network. LIP considers this sequence as
the backbone B, of outmost layer L;. L, consists of B, and the one hop neighbours of all
nodes in B;. When L; temporarily goes to sleep mode during the setup operation (and thus
temporarily withdraws from the network), a new boundary is created, which forms the new
backbone B; of the next layer L, and so on. The correctness of Boundhole is proved in [88]
and [89]. Given this correctness, LIP correctly extracts the physical rings in the topology.

Lemma 5.2: for any node p belonging to N, if p is connected then p should belong to a

layer L; created by LIP.
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Proof: We will prove this by contradiction. Assume there is a node p that is connected and
does not belong to any layer. If p is connected, it has at least one neighbour ¢ that is
connected. But p does not belong to any layer so p is a dangling node. According to LIP, p
should attach itself to any one-hop neighbours ( g in this case). So p should belong to the
same layer that g belongs to. But p does not belong to any layer, which means that p is a
disconnected node, thus contradicting the initial assumption that p is connected and does not
belong to any layer.

Theorem 5.1 LIP is correct and the union of nodes belongs to the layers created by LIP
{N(L1) u N2y . . . U N(Lp}={N-v}, where N is the total number of nodes, N(L,) is the
number of nodes belonging to L; and v is the number of disconnected nodes within the
network (those that exist in void with no connected neighbours).

Proof: using lemma 5.1, LIP provides a sequence of layers that sweeps over the topology
toward the innermost of the network topology. Using lemma 5.2, if any node cannot join the
layers created by the iterative extraction phase, that node joins the layers as a dangling node.
This means that the union of nodes in each layer is the total number of nodes in the network,
except those that are disconnected ie. {N(L;)y N(Ly)u. . . uNLy}= N-v. If the
assumption that the network is connected holds, v would equal zero and {N(L,)y N(Lo)vy . .
. U N(@Lp}=N.

To prove that LIP terminates, we need to show that the sequence of layers created by LIP
is finite. We start by proving that the algorithm makes progress in each iterative step.

Property 5.1 If L,L;+, are consecutive layers in the sequence L;L; - - - L,, then L; and L;+;
are disjoint.

Lemma 5.3: Property 5.1 is true forl <i<n-1.
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Proof: the layer L;., consists of the backbone B;.; and the internal nodes /;;;. At the time
of its recognition B;.; is the current network boundary. This means that all nodes belonging
to L; must be in sleep/withdraw status and J;+; are one hop neighbours of B;.; existing in the
inner direction of the sweeping process. So L; N L;+1=0.

Property 5.2 the area of the network topology bounded by L, is greater than the topology
area bounded by L.

Lemma 5.4: Property 5.2 is true forl <i <n-1.

Proof: intuitively, as the direction of sweeping is from the outmost layer to the innermost
layer, the topology areas bounded by each layer are shrinking. Geometrically, L; is the
outmost layer the network, so the area bounded by backbone of layer L; is the total network
area, A(L; )=A . The area bounded by the backbone of L; is A(L;) -A- A; where 4, is the area
of layer L; (area surrounded by the backbone B; and backbone B, so A (L;) <« A (L) .
Similarly, 4 (L3) = A- A;— A, =A (Ly)- A; where A, is the area of layer L so 4 (L3) < A(L;) .
Accordingly , we can generalize as follows A(L;+;) = A(L))- A; so A(Li+;) < A(L)

Theorem 5.2 LIP terminates and gives a finite sequence of Layers L;L; - - - L, that are not
overlapping.

Proof: To argue the termination of the algorithm, we only need to prove that the number
of the created layers » is finite. Given that properties 5.1 and 5.2 are true, there is a n such
that the total area A= Z A4 , but the topology area 4 of the network is a finite area,

i=1

therefore » must be finite.
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5.5 CLI Implementation Issues

5.5.1 Topology States

Each node in the network maintains a neighbour table with an entry for every physical
neighbour. Figure 5.4 shows a sample of interconnections among layers and figure 5.5 shows
samples of neighbourhood information of nodes L,.i3 and L;-bs. The first row in the tables
refers to the node itself. Nodes classify their neighbours according to the services that they
provide to them and the layer to which they belong.

Each backbone node b; in the set B; of layer L; keeps information about the upstream 5;.;
and downstream b&;.; backbone neighbours in addition to nodes that are internal neighbours.
Backbone nodes should specify which of their internal neighbours lies to the immediate
inner layers. Backbone nodes of layer L;., could have physical neighbours that are internal to
the upper layer L;. Such neighbours are considered foreign internal neighbours. FINs are
associated to the upper layer (e.g. the node L;-i; in figure 4 belongs to L;, node L,-bs

considers node L-i 3 as foreign internal neighbour).
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Figure 5.4. Example of interconnections among layers
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Definition 5.4 Foreign internal neighbours FINs of L, are nodes that belong to a layer
adjacent to layer L; and are physical neighbours of nodes in L;.
On the other hand, internal nodes specify all neighbours that are backbone nodes in the same
layer or at different layers in addition to the other internal or dangling neighbours; many
situations could be noticed. An internal node at layer L; could have multiple parent nodes at
set B;. In this case, an internal node selects one of them as the default parent and considers
others in case of failure. Internal neighbours could be neighbours to access points at the same

layer or at different layers.

Node Layer Function Node Layer Function
iz L, Internal(I)/self b, L, Access Point
bs L, backbone(B)/parent (AP/self
i L, Internal (I) bs L, backbone(B)/parent
bs L, backbone(B) bs L, backbone(B)/next
Backbone/Access is L, Internal(I)/L,
b4 L]
Point (AP) iy L, Internal (I)/L,

(@) (b)
Figure 5.5. (a) Example of neighbourhood information of node L,-i3, (b) The neighbourhood information of

node Ll‘b4.

5.5.2 CLI Network Communications

CLI provides a variety of communications that leverage both multi-hop communications
and mobility-based communications. Two main communication categories could be defined:
node-to-node and node-to-probe. Such communication categories could be single hop or
multi-hop according to the positions of the nodes with respect to each other. The destination

node/probe could be in the same layer or at different layers. Table 5.1 provides different
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levels of communication provided by CLI. In-layer node-to-probe provides communication
between nodes within a layer and the probe associated with that layer. In-layer node-to-node
communication is the communication between two specific end points at the same layer.

Layer-to-layer node-to-node is the communication between nodes at different layers.

Table 5.1. CLI network communications

In-layer node-to-probe In layer node-to-node Layer-to-Layer node-to-node

Internal node L;-];
disseminates the data to
its backbone parent
neighbor b in the set B;.

If b is not AP it
disseminates the data to
the immediate APs
through its upstream and
downstream backbone
neighbors.

Data received at an AP
node are stored until the
node is visited by a
probe.

The originating node
transmits the data to the
attached b parent node.

The backbone b node
determines whether to
send the data over the
backbone in a
counterclockwise or a
clockwise direction
according to the position
of the destination within
the layer.

Assuming nr is the total
number of nodes at layer
L;, the dissemination
would be clockwise if

(nr
destination_position)

S%and

counterclockwise
otherwise.

If the destination is
located at the upper layer,
the direction of data
dissemination is
counterclockwise else
data is disseminated in a
clockwise direction.

The data should exit the
originating layer at the
first node with a neighbor
to the immediate layer
and so on until the
destination layer is
reached.

Within the destination
layer, in-layer
dissemination is
performed.

In addition to the communication levels provided in Table 5.1, layer-to-layer node-to-
probe acts in a similar way to in-layer node-to-probe with the addition that the local probe
transmits the data in a single hop to the destination probe. Since we assume that the mobile
probes are able to communicate directly with each other, this level of communication is
trivial. When latency is not a main concern [25], node-to-node communication could involve

node-to-probe communications (in-layer or layer-to-layer); the originating node sends the
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data to its immediate access points; probes visiting the access points then carry the data to
the destination node. This variety of communication levels raises the degree of flexibility of

the proposed infrastructure.

3.5.2.1 Examples of Node-to-node communications

Figure 5.6 shows two communication examples. Example 1: if the backbone node L;.bs
needs to communicate with Li.ba, Li.bs transmits the data to its upstream neighbour in the

counter-clockwise direction. Data would be continuously transmitted until by is reached.

Example 2: let’s now assume that L; b, requires communication with L,.bs. Node L;.b;
sends the data to its neighbours in a clockwise direction. Data resides in layer L; until arrives
at the first node with a neighbour to L;_ in this case L;-bs. Data arrives at node L,-bs through
node L;-i3. Within L, the direction of dissemination is clockwise according to the position of

the destination with respect to the node L;-b;.

A =7 e = Example 1 L1-b5 to L1-b20
71 e Example 2 L1-b1 10 L2-b4

Figure 5.6. Example of node-to-node communications.



157

5.5.3 Localized failure management

To be effective, topological changes should only result in localized updates. If a link is
broken as a result of a node failure, the neighbours of the failed node should be able to cope
with this failure without destroying the overall structure. The first remark here is that CLI
requires only independent maintenance at each layer. The second remark is that a failure that
occurs at an internal node does not affect the overall operation of the infrastructure. To
discover a failure, the leader node of each layer periodically transmits a failure discovery
packet (sometimes referred to as heart beat). A node considers a neighbour as a failed one
when it cannot hear from it. A node then considers the following localized failure handling:

(a) If the failed node is an internal node, its neighbours should mark it as failed node and
exclude it during the communication. Figure 5.7 repeats communication example 2 when
node L;-i3 fails.

(b) If the failed node is backbone node, its internal neighbours should replace it with
another parent node. This replacement of the failed parent is straightforward as a node keeps
information about all possible parents. Upstream b;.; and downstream b;,; neighbours of the

failed node b, cope with the failure as follows:

(@

® m v,

R 520 L - - - Bridge bd-b2
Example 2: L1-b1 to L2-b4 Q_\// Example 1L1-b5t0 L14

ey X Failed link e
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Figure 5.7. Examples of CLI failure handling.

(i) Establish a multi-hop bridge to the successor or the predecessor (according to their
position with respect to b) of the failed node b through their internal neighbours; Figure 5.7-
b repeats communication example 1 when node L;-bs fails.

(if) Consider the failed node as a cut point and compensate the lost communication
through the immediate connected access point and the probe of the layer (Figure 5.7-c).

(iii) Send a request to the probes to consider them as new access points if they are not
already access points. The new status should be sent to the one-hop neighbours to adjust
their neighbourhood information (Figure 5.7-d).

This flexibility of the failure management process supports various configurations; healing
a node failure can leverage node-to-node communication (multi-hop bridge) or the layer’s

moving probe could compensate failure in other scenarios.

5.5.4 New nodes redeployment
A node that is new to the field could simply join the CLI by sending a join request to its
one-hop neighbours, collect the topology status of their neighbours and decide upon its own.

Once it determines its topology status, it informs its one-hop neighbours. The following rules
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describe how new fresh node # integrates into an existing CLI infrastructure based only on its
one-hop neighbour’s information:

(1) If ¢ has neighbours that are backbone nodes in only one layer L;, ¢ becomes an internal
node in L;. If there are internal neighbours that belong to the layer L;, # becomes FI in layer
Lia.

(ii) Irrespective of the neighbours that are internal nodes: if ¢ has neighbours that are
backbone nodes in two different layers L;, L;.;, then the node ¢ connects as an internal node
in Li.; and as a foreign internal FI in layer L;.

(iii) If all #’s one-hop neighbours are internal nodes and t has no neighbours that are
backbone nodes in any layer, it becomes a dangling node in the layer L;.

These join rules do not count for the new node becoming a backbone node. In sensor
networks, new nodes are not usually expected to join the network individually (the above
rules are sufficient in this case). A bulk/supplement of sensor nodes could be redeployed to
the field instead. In this case, LIP could be repeated to integrate this bulk of new fresh nodes

to the existing infrastructure.

5.6 Performance Evaluations

Partitioning the network into layers (that are separately monitored and managed by mobile
probes) results in the following effects: it reduces the communication cost, decreases the
effect of node failures, and raises the accessibility of the network. We investigate these
aspects in the following sections.

5.6.1 Cost model

In this section, a rough cost model is derived in terms of the number of layers/nodes and

access points at layers. The cost model provides information regarding the cost of the
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communications C over the CLI. The total cost C;is the sum of the individual costs incurred

at each layer. In (5.1), m is the number of the discovered layers.

C=Y.C (5.1)

The outmost layer L, is the largest layer in the network. The layers gradually shrink
toward the network centroid ¢ so that C;> C.;. Assuming Ty is the transmission range and
the nodes are distributed uniformly over the terrain area, the number of layers m = R/ Ty
where R; is the radius of the outmost layer L; with respect to the centroid c.

R; and ¢ need not be known in advance. They are calculated as follows. Considering the
outmost layer L; as a polygon with a set of & access points {pi,pa...,px } as virtual vertices, ¢
is determined according to the geometric equation (4) in Chapter 3. R; could then be
calculated using (5.2) as the maximum of the distances from ¢ to each of these k points.

Ry -Max|| ¢, {p1,p2,...px }| (5.2)

The length of the layer is the number of hops touring the boundary of the layer [Bj|.
Assuming d is the degree of connectivity that represents the average number of the one-hop
neighbours, so the number of nodes per layer L; <d |B;|.

R;, the radius of layer L; with respect to ¢ could be approximately calculated using R, and
(5.3) where D; is the width of each layer.

D; = (Ri - Rj+1y 2 the transmission range Ty (5.3)

The number of access points at each layer L; is k; = |B; |[/h where h is the number of hops

between successive access points within the layer. The total number of access points in the

network isi k.. The cost C; could be rewritten as in (5.4) where f could be customized

i=1

according to the nature of the required communication task. It could be customized to
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represent the communication overhead in terms of the number of transmissions/energy
consumption induced in the network by a given task and time consumption to achieve this
task.

C;=f(m, B, h) (5.4)
For example, the task that requires collecting data from only the access points incurs

Z k: transmission units. The time to achieve one complete layer touring round is g |Bil

i=1
where g is the time for travelling one-hop (the upper bound of the one-hop distance is the Ty)

which depends on the on the mobility speed of the MPs.

5.6.2 Simulation
5.6.2.1 Methodology of evaluation

To prove the efficiency of LIP, we first conducted proof of concepts experiments. The
ability of LIP to effectively support upper layer protocols is then compared to MSC approach
[26]. MSC is a cluster-based overlay for multi-scale communications for sensor network. It
builds a tree of clusters where each node is assigned a global identifier based on the level of
the cluster where it resides (called drum). This model is a good candidate to be considered as
milestone to compare against, as it simulates both clustering and tree-based overlays that aim
to support multi-scale communications in sensor networks. Three categories of experiments
that involve upper layer processes are conducted. The experiments involve broadcasting,
selective data collection and routing as samples of the upper layer protocols. WSNS [28] is
used in all the described experiments. The simulator is a discrete event-driven simulator
developed specifically for WSN. It also uses a multithreading mechanism to allow accurate
network configuration in addition to attractive visualization ability. Table 5.2 displays the

simulator parameters that have been considered during the simulation process.
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Table 5.2 Simulation Parameters

Network Terrain Area 400 m x 400 m
Network size 100,200,300,400 nodes
Node distribution Uniformly random
Radio Communication Range 40m to 100m
Transmit/receive energy dissipation 1: 0.69

The energy model is simplified based on [159] and [160]; it considers measurements of
Cabletron Roamabout 802.11 DS NIC [159] and a similar IEEE 802.11 network interface
card when operated in ad hoc mode [160]. To show that CLI adheres to the design
objectives, communication cost, reliability and lifetime are used as the performance metrics.
The communication cost reflects the energy savings (in both cases of mobility and no-
mobility) that the infrastructure could provide to the upper layer applications. Reliability is
another important factor that determines the ability of the protocols built over the proposed
infrastructure to cope with the failures. To simulate failures, a random subset of nodes is
selected as failed nodes while the upper process is performed. The lifetime measures the
time until the robustness of the infrastructure decreases beyond a threshold. Only samples of
the obtained results are presented in this section, and all the results are augmented with error
bars that represent {+,-}2 6, where on, is the standard variance of the mean. This provides a

confidence level of 95%.

5.6.2.2 Proof of concepts experiments

Experiment 1: in this experiment, four scenario settings have been tested. The results are
depicted in figure 5.8. In test group 1: the network size is changed from 100 to 400 nodes
with an increment step equal to 50 nodes. The nodes are randomly deployed to construct a
connected network graph where every node has a single or multi-hop path to every other
node in the network [158]. After LIP is applied, the percentage of the nodes that join the

layers is measured (by testing the layer-membership), and the results show that 100% of the



163

nodes successfully join the created layers. In test group 2, the network is initially deployed
as a connected network, and 5% of the nodes are selected randomly from the pool of the total
nodes. The edges to all one-hop neighbours of these nodes are removed from the network
topology. LIP is then applied and the average percentages of nodes that successfully join the
layers are determined. The results show that 95% of the nodes join the layers created by LIP
with confidence level (95%). This means that all the nodes except those that are intentionally
made disconnected are able to join the layers created by LIP. In test groups 3 and 4: the
network is deployed randomly to create dense networks but not necessarily connected. The
transmission range is set to 60m and 90m respectively so that the average number of the one-
hop neighbour increases. The results show that more than 95% (Tx=60m) and 97%
(Tx=90m) of the nodes are able to join the layers. For a specific Tx, the increase in network

size increases the rate of the nodes that able to join the layers.
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Figure 5.8. Rate of nodes joining the layer

Experiment 2: In this experiment, LIP is implemented both centralized and distributed.

The centralized implementation assumes the global topological information exists at the
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master unit. This unit utilizes the global information to implement the three phases of LIP in
a centralized fashion (this is the ideal case of LIP implementation). The distributed
implementation is the real implantation of LIP as described earlier where nodes determine
their topological status based only on the one-hop neighbourhood information that exists at
each node. The maximum number of layers created by LIP for both centralized (highlighted
by letter C ) and distributed implementations is depicted in figure 5.9 for network size 300
and 400. Different communication radii are tested. The figure shows that the number of
created layers is identical for both implementations. Moreover, the number of layers created
by LIP depends on the communication radius rather than the network size. The increase in
transmission radius increases the width of the created layers and reduces the number of the

layers. This goes along with the analysis provided in previous section.

Number of
created
/ X 0 NS=400
5* [ A D NS =300 C
4 o B NS=400C
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/ NS =300 C
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0 _ -~ NS=300
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Communication Radius

Figure 5.9. Number of created layers for different topology settings.

5.6.2.3 Performance Measurement Experiments
To measure the performance of LIP in comparison to MSC, three different tasks have been

tested. These involve routing, selective data collection and broadcasting. Both of the
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tuneable parameters (h, the number of hops between successive access points in LIP and D,
the ratio of n in MSC) are set to 2.

Scenario 1 (Routing): In this experiment, 10 pairs of (source, destinations) are randomly
selected from the pool of nodes. The task is to utilize the node-to-node communication in
LIP to route the data from the source to the destination. In MSC the shortest paths between
the sources and destinations through the drum heads are utilized. The communication radius
is changed from 40m to 100m while the network size is set to 400 nodes. Figure 5.10 shows
the average energy expenditure for performing the routing task over both infrastructures. The
result is the energy savings that LIP provides in comparison to MSC. With no mobility, LIP
approximately consumes half of the energy expended by MSC. When mobility is involved,

the average energy consumption of LIP is 0.16 of that of MSC.
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Figure 5.10. Communication cost vs. transmission radius for routing.

Scenario 2: In this experiment, 20 nodes are randomly selected from the pool of nodes
(using their ids). The task is to transmit the data to the data collector nodes/MPs. For MSC,

four data collector nodes are randomly picked from the group of cluster heads. The nodes
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transmit one packet to each cluster head. In LIP the nodes transmit one data packet to each of
the MPs. The average energy expenditure is then measured and the results are depicted in
figure 5.11. The figure shows that LIP provides approximately 200% of energy savings
when mobility is not enabled. With mobility enabled the energy savings is 800% and the
energy consumption tends to be stable with respect to the increase in the communication
range. This occurs because LIP enforces the MPs to access the data from each layer
independently. The figure also shows that the reduction in the energy expenditure of LIP is
faster than that of MSC when the transmission radius increases; this result goes along with

that of routing. In fact, SDC could be seen as a group of simultaneous routing tasks.

800

—__MSC-SDC
— LIP-SDC(No Mobility)
— LIP-SDC (Mobility)

700 1

P oy

e o

0 T

r

80
Transmission Radius
Figure 5.11. Communication cost vs. transmission radius for selective data collection.
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Scenario 3: In this experiment, a data packet is required to be broadcasted to all nodes.
The initiator node is picked up randomly, and the network size is changed from 100 to 400
nodes. The Tx is set to 60m. Figure 5.12 shows the energy expenditure required to
accomplish the broadcasting task. For both protocols to perform broadcasting in LIP, only

backbone nodes transmit the data. No mobility is considered.
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The figure shows that the energy expenditure increases when the network size increases
for both protocols. However, MSC energy expenditure increases faster than LIP with the
increase of the network size. This is due to the fact that the clusters are not disjoint and the
redundancy in the receiving rate increases with the network size. This redundancy increases

the energy consumption as well.
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Figure 5.13 shows the average degree of reliability of the implemented upper layer

processes: broadcasting, selective data collection and routing. The reliability measures the
success rate of both MSC and LIP in performing the required tasks when the rate of failure
increases. In figure 5.13, the network size is 400 and Ty is 60m. The tuneable parameters (4
in LIP and D in MSC) are set to 2.The figure shows that CLI provides high reliability to the
implemented tasks. The routing process is more sensitive to the increase in failures rate than
are selective data collection and broadcasting. While LIP keeps the high reliability level, the
reliability of MSC drops quickly when the failure rate reaches 0.2. This is anticipated as
MSC builds a tree of clusters. When parent nodes that are drums fail, the nodes in their cells

become disconnected, leading to rapid decrease in the MSC reliability level.
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Ave. LifeTime(#sessions)

. ... .Figure 5.14 Lifetime vs. Degree of connectivity . L
Figure 5.14 depicts the lifetime of both protocols for different values of h and D. Lifetime

is measured by the number of routing sessions that both LIP and MSC are able to conduct

until the failure rate reaches a threshold. According to the reliability results, this threshold is
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0.2 (the value of failure rate at which the reliability of MSC drops very quickly). In LIP,

when 4 increases the number of hops that data travels to reach the access points increases,
and so the energy consumption increases as well. This leads to the slight decrease in the
lifetime of LIP. The results also show that the lifetime of LIP is less sensitive to the increase
in node connectivity than MSC. LIP is more stable at the low connectivity values. The
lifetime of LIP tends to increase when connectivity increases. In MSC, both low and high
connectivity values decrease the lifetime. This is due to the requirement of more
transmissions at low values. At high values, the receiving rate becomes high due to
redundancy of nodes within the cells. This in turn contributes to the decrease of lifetime.
Moreover, the increase of D, while reducing the hierarchy level of MSC, increases the length
of paths (number of hops) between nodes within the drums and between each drum heads.

This also leads to the increase of energy consumption and the decrease of the lifetime of

MSC.

5.7 Discussion on supporting upper layer applications

CLI has the ability to trade mobility overhead vs. communication overhead (higher
number of access points implies that data travels in smaller number of hops to access points,
hence to be offloaded to the moving probe). It also exhibits a high degree of resiliency to
failure. This makes CLI a rich environment for developing efficient upper layer protocols.
CLI could effectively support both multi-hop communications and mobility-based
communications. In addition to the ordinary communication applications such as routing,
aggregation and data dissemination, the following non-comprehensive list gives information

on the vitality of the resulting CLI infrastructure.
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Applications based on Adaptive MPs Allocation: MPs could be allocated based on the
expected workload. Dynamic allocation to a critical region (region of interest) allows MPs to
perform the required task simultaneously at the APs located at this region (leverages parallel
task execution). The critical regions are application-dependent. For example, they could be
regions with nodes that exhibit higher data traffic or where certain critical events occur.
Such regions could also exhibit loss in coverage. MPs could then be allocated with the aim
to increase the connectivity and to cope with the loss in coverage.

Scheduling based applications: layers in CLI are managed separately by the associated
MPs. Applications that require a sort of scheduling mechanism could take advantage of CLI
duty activities. For example, the whole layer or part of a‘layer could be turned to sleep mode
whenever possible to reduce congestion or energy consumption.

Applications based on Multi-granularities communications: different communication
levels, ranging from communications via fraction of access points, go through all access
points to all the nodes, allowing for efficient multi-resolution/granularities applications to be
developed. For example, in applications that require obtaining the network image (current
status at each node), CLI provides different granularity levels for obtaining this image. This
granularity ranges from a partial network image where the MPs directly offload the status
from subset/all of the access points, to a full image where all the nodes transmit their status.
3.7.1 Interface to upper layers applications

We suggest that the interface to the upper layer application be an attribute-based data
structure that we call a communication plan CP. The aim of the CP is to fulfill the different
levels of communications required by different upper layer applications. The plan describes

the service requests that should be implemented by the probes. It should indicate (i) the
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probes that would participate in the processing, (ii) timing information to specify whether the
probes should visit the APs periodically or conditionally and (iii) the type of required
communication. This plan should be submitted to all the probes and should specify whether
all or subset of the probes is in the plan. It should indicate whether the underlying
communication is specific or generic. For example, a routing request requires a specific
communication in which the end points of the process should be specified. Other
applications, such as data collection where data items are equally collected from all nodes,
require generic communication. Some applications target only a sub-topology of the
network. So values such as sub_layer, cross-layer and multi-layer could be used to indicate
such topological information. All the communications required by the service are translated

into LIP communications. The complete design of this plan is left for future work.

5.8 Summary

In this Chapter, a localized LIP protocol (Layered Infrastructure Protocol) for building a
generic, efficient infrastructure for sensor networks is described—the proposed protocol
builds a physically circular layered infrastructure. The resulting infrastructure CLI (Circular
Layered Infrastructure) is able to provide a high degree of reliability to the upper layer
applications while reducing the overall energy consumption. The ability of the resulting
infrastructure to cope with failures makes it a good candidate for sensor networks; the CLI
infrastructure could efficiently support different upper layer applications due to its ability to
provide varieties of communication configurations. The sample applications mentioned in
this paper provide insight into the flexibility of the proposed infrastructure. This flexibility
provides much room for optimization, and the organized layered structure of CLI could also

help achieve effective scheduling, which would minimize congestion and boost security.
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Chapter 6
Conclusions

In this thesis, we are concerned with the development of efficient communication
protocols that aim to maximize the WSN lifetime and maintain the network connectivity.
Considering that the crucial task of WSN is the data gathering, we have proposed an efficient
data delivery protocol. The philosophy behind our protocol’s design is leveraging the
positive effect of including sink mobility and multiplicity into WSN. In order to leverage the
development of multiple upper layer protocols, we have proposed a localized protocol that
decouples the data communication primitives from the communication primitives. Section
6.1 concludes the proposed research work. Section 6.2 discusses the open research issues and

the future research directions.

6.1 Research Findings

In this thesis, we contribute research on communication protocols for irregular wireless
sensor networks that involve sink mobility and multiplicity. As a result of the work in this
thesis, three protocols have been designed, developed, and evaluated.

Firstly, the proposed boundary-peeling data collection protocol and the associated sink-
deployment model are able to maximize the lifetime of the network while maintaining a high
degree of network connectivity. The protocol shows how sinks could be deployed in order to
move and collect data so that the sink-to-network connectivity is highly maintained, the

network resources are best utilized, and the energy balancing is ensured. We show that the
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proposed movement of sinks following the direction of the progressive peeling highly retains
the sink-to-network connectivity. The proposed data forwarding strategy balances the load
among the nodes and hence leverages the energy balancing. The protocol dynamically adapts
to the topological changes in an efficient and dynamic manner with no overhead to exchange
topological updates or messages. The protocol is highly reliable. It is able to retain the
network connectivity as long as the coverage percentage is tolerated by the application. This
allows for better utilization of the network resources. We also show that by constructing a
guard region we can customize the longevity of sensor nodes in the core area of interest.

Secondly, the Topology-based Rendezvous Data Dissemination (TRDD) approach is
proposed for data dissemination in tiered irregular sensor networks. The protocol overcomes
the challenges that hinder the wide deployment of rendezvous schemes. The protocol
dynamically extracts and adapts to the topological features while data is collected. The even
construction of the query region over the network perimeter allows for the even propagation
of events through the network. This, in turn, spreads the traffic and results in a high degree
of load balancing. The synchronization of the underlying phases results in efficient on-
demand communication that reduces resource wasting. The cooperation between the
multiple sinks reduces the impact of failure. This results in a robust mechanism that reduces
the communication cost of data gathering and maintains a high degree of reliability against
network fluctuations.

Finally, the LIP protocol is proposed for building generic efficient infrastructure for sensor
networks. The proposed protocol builds a physically circular layered infrastructure. The
resulting infrastructure CLI is able to provide a high degree of reliability to the upper layer
applications while reducing the overall energy consumption. The outstanding ability of the

resulting infrastructure to cope with failures makes it an excellent candidate for sensor
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networks. The CLI infrastructure could efficiently support different upper layer applications
due to its ability to provide varieties of communication configurations. It has the ability of to
trade mobility overhead versus communication overhead. This makes CLI a rich
environment for developing efficient upper layer protocols. CLI could effectively support
both multi-hop communications and mobility-based communications.

The sample applications mentioned in Chapter 5 provide insight into the flexibility of the
proposed infrastructure. This flexibility provides a lot of room for optimization. The
organized layered structure of CLI could also help achieve effective scheduling, which

would minimize congestion and boost security.

6.2 Open Research Issues

As mentioned in Chapter 2, aggregations mechanisms could further reduce the
communication cost of data gathering protocols. Currently, the only aggregation we consider
is duplicate suppression (where nodes do not retransmit queries and events packets that they
have already transmitted). Our work could further proceed towards the investigation of the
impact of involving other aggregation schemes available in the literature.

The concept of adaptive querying behaviour, which is introduced in Chapter 4, promises
movement towards an efficient adaptive information discovery system. More investigation
and implementation of different query types based on this concept could also be considered.

The CLI resulting from LIP provides a rich environment to support both multi-hop and
data mule like communication regimes. Utilizing CLI to develop a variety of communication
protocols is a promising future research direction. For example, effective scheduling
mechanisms based on CLI could be developed to minimize congestion and boost security.

Another promising research area is the design of a complete communication plan that
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abstracts the different communication requirements of upper layer protocols and utilizes the
communication primitives of CLI.

Since all the proposed protocols have been evaluated through simulations and analysis, an
extension of our work would be to implement and evaluate the protocols in real world

wireless sensor networks.
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Appendix A: Boundary Peeling Data
Collection Simulation Snapshots

5]

Fig. A.1 Boundary Peeling Data Collection simulation snapshots at different simulation time, (a) the initial
topology, 4 sinks are deployed at the network peripheral (nodes with double circles), perimeter nodes are
recognized and each node is marked with small dark rectangular, (b) Pre-movement status: network shrinking;
three sinks lost 50% of their initial one-hop neighbors, (c) Sink movement, (d) The network partition (some
nodes form an isolated island- the simulation stops at this point).



