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Abstract

The need for coalition access control among individuals and organizations has increased
significantly in the past years as the need for spontaneous access to information increases.
However, a significant deterrent to the ability to connect in a spontaneous manner in
coalition collaborative applications is the difficulty in users from different domains being
able to access resources or services located and owned by other entities. Coalition access
control encompasses control mechanisms dealing with access between users of two or
more different organizations or enterprises. These users could be co-located or remotely

located.

The thesis first presents a delegation based D-TMAC model that extends traditional
TMAC across organizations for formal coalition environments, and a context-based
coalition access control model, which apply context information as conditions on
delegation. Then the thesis proposes a Session-based Coalition Access Control
Architecture (SCACA) and provides practical implementation that enables dynamic
coalition access control over a communication session in a spontaneous manner. The
presented system architecture and methodology leverages the IETF SIP protocol as an
underlying communication mechanism in order to greatly minimize the administration
overhead and rapidly adapt the dynamic nature of access control in spontaneous coalition

environments.

The result is that, during a spontaneous coalition communication across organizations,
every endpoint can access other endpoints’ resources and share its own resources to all
the other endpoints as well. Moreover, these privileges will dynamically change as the

status of the coalition communication changes.

Keywords

Coalition, Spontaneous Coalition, Access Control, Delegation, SIP
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Chapter 1 Introduction

Information Security deals with all “trust” aspects of information, and it covers not just
information itself, but also all infrastructures that facilitate its use - processes, systems,
services, equipments, and networks. Recalling its evolution in the past barely half a
century, a major driving factor of information security is information technology itself,
e.g. new applications, networks. The next major evolutionary step, in part already
underway, is brought by ubiquitous computing. The thesis explores the issues on the
intersection [Stajano02] [Adams05] of the two topics: Ubiquity and Security, particularly

the access control mechanisms in spontaneous coalition environments.

This chapter introduces the notion of spontaneous coalition, defines some basic
terminologies, and also points out the principal access control concerns that people shall

be facing in spontaneous coalition environment.

1.1 Problem Statement

The focus of this research shall be the investigation of access control mechanisms in
spontaneous coalition environment. The Merriam-Webster Online Dictionary' defines

“coalition” as

A temporary alliance of distinct parties, persons, or states for joint action.

! Source: http://www.m-w.com/cgi-bin/dictionary?book=Dictionary&va=coalition, accessed on Oct. 2005

Context-based Coalition Access Control for Spontaneous Networking 1



Although parties may have their own self-interest and play different roles in a coalition,
all parties share resources within a coalition in order to achieve a common purpose.
Basically, security is always a critical issue in a coalition. The oldest inter-organizational
coalition appeared thousand years ago long before the modern computer technology
emerged. A typical example of an ancient coalition was the composition of Alexander the
Great’s Army. Alexander could not have succeeded without a coalition army, for even

the greatest military strategy in the world requires troops.

In modern society, there are two different forms of inter-organizational coalitions. The
author calls the first form of coalition “Formal Coalition”, the business process/task
oriented inter-organizational coalition [BKFHDWO04], which is increasingly used to
improve the partners’ competitive position in a global world economy. This coalition is a
contractually or implicitly agreed collaboration between independent companies or
organizations. Particularly, the objective of most formal coalitions is to achieve a specific

common purpose.

Relatively stable, formal coalitions are made for a medium- or long-term cooperation,
and usually require organizational investments from the participating companies or
organizations. Examples of these investments may be time and human resource, to be
spent on negotiating coalition agreements including common ontology, coalition policies,

etc. or investments in information technology.

Context-based Coalition Access Control for Spontaneous Networking 2



Supplier
Raw Materials

Distribution
Customer

Figure 1. A Formal Coalition Example — Supply Chain Management

The economic effects, such as cost reduction, time saving, quality advantages and
reduction of risks, are ultimately achieved by effectively combining resources in each
enterprise or organization. Real examples of formal coalition are supply chain
management (shown in Figure 1), international joint projects, logistics services, etc.
Some commercial applications, like SAP, have total solutions [BKFHDW04] already in
place. In general, many existing access control mechanisms (See chapter 3) for resources
in participating partners require common inter-organizational agreement and non-
negligible administration overhead, and shared resources are fixed most of the time, and

tightly related to a business process or a task.

Nevertheless, besides business process or task-oriented formal coalition, most inter-
organizational coalitions are actually spontaneous and short-term in nature. Thomas J.
Allen reported the results of his pioneering series of studies in the book Managing the
Flow of Technology [Allen84] on the factors that predict the success of research projects

and the promotion of innovation. Allen found that informal communication was the
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prime means by which useful information flowed both into and within an organization.
The author is more interested with this informal communication between parties, which is
called “Spontaneous Coalition” in the thesis, the second form of inter-organizational
coalition. A spontaneous coalition refers to an ad hoc collaboration between multi-

parties.

The spontaneous coalition is an increasing trend in recent years. It is continuously driven
by many factors. Since the inception of the last decade, much has changed in the
networking world. Advances in high bandwidth network, wireless and mobile
communication, and mobile devices, have realized “anywhere, anytime” connectivity.
These have increased the communication between people no matter where they are and
when they want to communicate. Moreover, some recent social issues greatly drive these
technologies moving forward. The European Telecommunications Resilience and
Recovery Association analyzed and reported that the need for teleconference increased

dramatically in the Post-September 11 world [ETR2A02].

Spontaneous coalitions are Instant Messaging, Internet telephone calls, multimedia
conferences. However, it’s not limited to the above. A popular example of spontaneous
coalition is a teleconference between callers from several organizations. During the
conference, each caller can share his/her services to others. Normally there is no
particular formal task need to be achieved in this kind of coalition, organizational level
agreement is not necessary, the relationships between participating parties are relatively
simple, and available resources for every single coalition may be different. As such the

dynamic nature of spontaneous coalition brings new challenges for coalition access
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control mechanisms. The necessary requirements for access control mechanism for

spontaneous coalition are summarized as follows:

1. The access control mechanism must be well defined to suit the dynamic and ad
hoc nature of the spontaneous coalition;
2. The administration overhead should be minimal;

3. The administration and user interface should be simple and easy to use;

In general, it is difficult to satisfy the above requirements using existing access control
models (further discussions in chapter 3). They generally start their approaches from
coalition agreement by formalizing the relationships between organizations within the
coalition, and building a high level policy and access control model on top of those of
every participating organization. However, there are two obstacles if they are applied in

spontaneous coalition environments.

e Firstly, inter-organizational spontaneous coalitions are diverse and the parties
within the coalition may not only limit to several, could be many or huge (more
discussion on this scalability issue in section 2.1.3). It is a tedious task to catch the

complicated relationships within a coalition.

e Secondly, defining high-level access control model and policy brings down the
problem domain to inter-departmental relation within an organization (further
discussion in chapter 3), and hence the coalition administration overhead becomes

an issue.

Context-based Coalition Access Control for Spontaneous Networking 5



It is to be expected that, in the near future, the ubiquitous networking (more on this in the
next chapter) and spontaneous coalition will become much more general. However,
security is becoming a major obstacle for this trend. The author envisions that solving
this problem requires new mechanisms. The objective of this research is to investigate a

new access control mechanism for spontaneous coalition.

1.2 Scenario

Nowadays, telephone, video and instant messaging conversations are becoming a
standard norm for spontaneous coalition. The following is a typical scenario that will be

dealt with in the thesis.

A voice or video teleconference (shown in Figure 2) will be held between two meeting
rooms, roomA and roomB, located respectively in two different companies, CompanyA
and CompanyB. Alice is an employee of companyA, and she is the initiator of this
conference. Bob is a member of CompanyB as well as one of the participants attending
the conference and is located in his company’s meeting roomB. The purpose is to allow
all the participants attending this teleconference from different domains to get controlled
accesses to resources related to this conference call. For example, the accesses to the
resources in meeting roomA of companyA are only permitted during the conference and
to those members participating in the conference call that is the communication session.

As such once the meeting ends, all the access privileges are gone.

The following is an illustration that the across organization teleconference forms a

spontaneous coalition, and some related services/resources (e.g. printers, whiteboards,
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projectors) are attached to this spontaneous coalition, so that every participating members
can access all those resources attached to this teleconference. Please note that, in
CompanyB, the whiteboard is not attached to the teleconference, so users from foreign
domains cannot access it, even though they are participants of the ongoing
teleconference.

Teleconference

CompanyB CompayA

Legend: —— Direct Connection

= Across organization Teleconference (Audio/Video)

. Services/Resources Virtually Attached to the Teleconference

Figure 2: A Typical Teleconference Scenario

In this scenario, the number of participating parties/companies within the teleconference
may not only limited to two, could be five, ten or hundreds, and the number of users on
each participating party/company may not only limited to one either. A more practical
situation is that a group of people is sitting in a meeting room of CompanyA, and another

group of people is sitting in a meeting room of CompanyB. An ideal approach should be
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able to handle these scalability issues with low cost and minimal administration

overhead.

1.3 Overview of the Research

This thesis aims at developing mechanisms to facilitate access control in spontaneous
coalitions. According to the discussed requirements for the access control in spontaneous

coalitions (section 1.1), the proposed approaches must meet the following objectives:

1. The administration overhead can be reduced;

2. It must suit the dynamic and ad hoc nature of spontaneous coalitions;

3. The proposed approach is scalable in the number of parties in the spontaneous

coalitions;

The thesis has five primary research contributions:

1. Analyze two types of inter-organizational coalitions, and propose a notion of

“Spontaneous Coalition” (See section 1.1);

2. Define three types of Collaborative Application Types (CA Types) to categorize
existing different access control approaches, and three particular situational type
scenarios representing the situational context in which most collaborative sessions

might occur (See section 2.3);

3. D-TMAC, an extension to the TeaM based Access Control (TMAC) model

[Thomas97]. In order to form a team with members from different organizations,
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across organization delegation is used in the D-TMAC model. “Team” is a notion

first proposed in the TMAC model;

4. An extension to the distributed Role Based Access Control (dRBAC) model
[FPPKO2] by applying context information conditions into the definition of the
delegation to provide more flexible and fine-grained access control. This context
sensitive capability allows an access control application to adapt dynamic

environments;

5. A Session-based Coalition Access Control Architecture (SCACA) for building
and rapid prototyping of dynamic coalition access control management and
services for spontaneous inter-organizational coalition. The IETF standard SIP
session is leveraged in this architecture and a session role is proposed for
managing across organization coalitions. The proposed architecture can automate
the access control in a spontaneous coalition by securely maximize the available

services on each end of participating parties.

1.4 Publications Resulting from This Research

Two papers have been published. One presentation and one poster were presented at a

workshop and a conference respectively:

1. Ramiro Liscano, Kaining Wang, “A SIP-based Architecture model for
Contextual Coalition Access Control for Ubiquitous Computing”, In

Proceedings of the Second Annual International Conference on Mobile and
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Ubiquitous Systems: Networking and Services (MobiQuitous2005), San Diego,

CA, USA, July 17-21, 2005 (Section 4.2, Chapter 3, 5)

2. Ramiro Liscano, Kaining Wang, "Coalition Access Control for Spontaneous
Networking", In Proceedings of the Workshop on the Practice and Theory of
Access Control Technologies (WPTACT), Montreal, Canada, January 19, 2005

(Section 2.3, 4.2, Chapter 5)

3. Ramiro Liscano, Kaining Wang, “Context-based Coalition Access Control for
Spontaneous Networks”, Presentation, the Workshop on New Challenges for
Access Control (NCAC), Ottawa, Canada, April 27, 2005 (Section 2.3, 4.2,

Chapter 5)

4. Kaining Wang, Ramiro Liscano, “A Survey of Coalition Access Control
Mechanisms”, poster presentation, the MITACS 5% Annual Conference,

Halifax, NS, Canada, June, 2004 (Section 2.3, 3.1, 3.2)

1.5 Thesis Organization

The rest of the thesis is outlined as follows: Chapter 2 provides a brief introduction about
related technologies and analyses of relations between the thesis topic and them. Chapter
3 gives an overview of previous work related to this research. Chapter 4 introduces D-
TMAC, an extension to TeaM based Access Control (TMAC) model, and an extension to
distributed Role Based Access Control (ARBAC) model. Chapter 5 presents the Session-

based Coalition Access Control Architecture (SCACA). Chapter 6 validates the designed
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system framework through proof of concept implementation, and Chapter 7 concludes the

thesis and discusses the future work.
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Chapter 2 Technical Background

2.1 Ubiquitous Computing

Many years ago, commercial companies started to embed microprocessors in everyday
items — mobile phones, televisions, cars, wristwatches, washing machines, microwave
ovens. From then on, PC technology is showing up in more and more consumer
electronics devices. A recent example is the Dish Network 921 HD-DVR (Figure 3)
Released in 2004, a Via Centaur based PC, with some extra circuit boards for handling

the HDTV and satellite tuning chores. It runs a version of embedded Linux.

Figure 3, The Dish Network 921

At that time, most of these devices worked stand-alone. However, the continuous and fast
development of wireless communication and chip technologies has enabled a rapid and
huge change in this situation, which is an established trend to network these devices at
very low cost. TVs, PCs, PDAs, stereos, kitchen appliances will be able to talk to each
other, and electronic devices are becoming networked in some specific environments as

well. For example, medical instruments such as heart monitors and blood oxygen meters

% Source: http://www.dishnetwork.com/content/products/receivers/HD/index.shtml, accessed on Sept.2005
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are able to transfer real time patient’s data to central monitor centers. Moreover, besides
connectivity, each device may be able to interoperate with each other by taking advantage
of services offered by other nearby devices. This is the world of Ubiquitous Computing,
and it is to be expected that this networking will become much more general in the near

future.

2.1.1 Terminology

The Merriam-Webster Online Dictionary® defines “ubiquitous” as
Existing or being everywhere at the same time,; constantly encountered

The term “Ubiquitous Computing” was coined by Mark Weiser in 1988 [Weiser91] to
describe a future in which computers cease to be the focus of attention but instead
ultimately vanish into the background, “weaving themselves into the fabric of everyday
life until they are indistinguishable from it”. Weiser clearly predicted and positioned

ubiquitous computing as follows:

"Ubiquitous computing names the third wave in computing, just now
beginning. First were mainframes, each shared by lots of people. Now we
are in the personal computing era, person and machine staring uneasily at
each other across the desktop. Next comes ubiquitous computing, or the
age of calm technology, when technology recedes into the background of

our lives." -- Mark Weiser

> Source: http://www.m-w.com/cgi-bin/dictionary?book=Dictionary&va=ubiquitous, accessed on Oct.,
2005
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2.1.2 Device vs Human and User Mobility

A lot of research has been done since Weiser proposed this great idea, but different
people have different views of ubiquitous computing. Basically there are always two

important aspects in a ubiquitous computing environment: devices and human.

As discussed above, the first step of the evolution of ubiquitous computing is focused on
the devices, which is embedding chips in devices to make them not only capable of
computing but also of communication. This enables the “silent” or “calm”

communication, interoperation, organization between devices without user’s intervention.

Weiser’s ideas about the relationships between people and smart things break the myth in
the technology industry about how technology transforms people. Instead, the truth is an
ongoing conversation and mutual adaptation between human being and technology. The
ultimate purpose of ubiquitous computing is to make the systems or applications human-
centric. Users can focus on what they want to do, minimizing distractions, and allowing
devices to learn, adapt, and facilitate users’ interactions with their surroundings. Weiser
hoped to create a world in which people interacted with and used computers without

thinking about them.

In order to achieve the human-centric idea, there is an important concept “Mobile
Computing” needs to be addressed and clarified here, which is a key topic in ubiquitous
computing research and closely related to this thesis. Many buzzwords are used to

describe “mobility”, “the ability to change locations while connected to the network”

[FZ94]. They are mobile, ubiquitous, nomadic, pervasive, roaming, and anytime
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anywhere. Terminal mobility * is made possible through wireless communication
technologies and advances in the IP technology. There is a lot of reseérch and
commercial products have been done and developed in this area. However, mobility is
not only limited to the device that’s mobile and the user is attached to the device, but also

user mobility at a high level. Li defined “User Mobility” in his thesis [Li01] as

“The ability of users to access defined services from any terminal in the
network (including user’s mobile devices) while maintaining their

personal computing environment.”

User mobility does not restrict the underlying network infrastructure, which could be a
relatively fixed network infrastructure. For example, a user updates his/her contact
information at a SIP registrar server to make himself/herself continuous reachable when
he/she leaves his/her office for a meeting room. Then the new coming calls will be
automatically forwarded to the meeting room instead of his/her office. The thesis
scenario described in section 1.2 can be extended to support this user mobility, so that a
meeting participant can keep staying in the teleconference and accessing remote services
while he/she moves around. The thesis addresses this important issue and tries to provide
a solution, which is based on Session Initiation Protocol (SIP) as SIP technology can

strongly enable user mobility. (See section 2.2)

* Terminal Mobility: In commercial wireless networks, the ability of a terminal, while in motion, to access
telecommunication services from different locations, and the capability of the network to identify and
locate that terminal. (Source: http://www.its.bldrdoc.gov/fs-1037/dir-037/_5401.htm, accessed on Sept.
2005)
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2.1.3 Personal UC vs Large Scale UC

The traditional notion of ubiquitous computing [Weiser91] focuses on that a user might
interact with a number of “smart” devices at a time, each invisibly embedded in the
environment and wirelessly communicating with each other. Chetan et al [CACDO04]
define this kind of ubiquitous computing environment as “Personal Ubiquitous
Computing”, which are “formed ad hoc using personal devices carried by a person as

well as devices that are in close proximity”.

In the past decade, there have been numerous research efforts in personal ubiquitous
computing. Most researchers have focused their research on wireless network
infrastructure. Although the communication and computing are ubiquitous, the
underlying network infrastructure might not be ubiquitous, and it can be a relatively fixed
or distributed network. Nowadays some researchers notice that and believe it is time to
move to the large scale ubiquitous computing [BSSWO03] [RLO04]. “Large Scale
Ubiquitous Computing” refers to “a global-scale ubiquitous computing system that is
secure, administered by multiple independent administrators and integrates off-the-shelf
hardware and software” [BSSWO03]. This is a quite new and very interesting research
area, and the problem domain of the thesis is right in this area because a spontaneous
inter-organizational coalition is a kind of a large scale ubiquitous computing

environment.

In a large scale ubiquitous computing environment, scalability of the whole system is a
key requirement. In addition, because all the devices and users may be in different places

or under different administrations, heterogeneous systems must be able to interoperate
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automatically; decentralized management and easy deployment will be most likely
suitable; security and privacy become big issues and they must be modeled into system

architecture.

The thesis focuses mainly on designing access control models and an architecture for a
specific large scale ubiquitous computing environment, that is, coalition environment.
Some other key issues, such as scalability, authentication, will be addressed in the thesis

as well.

In general, ubiquitous computing encompasses a wide range of research topics, including
distributed computing, mobile computing, sensor networks, human-computer interaction,

and artificial intelligence.

2.2 Session Initiation Protocol (SIP)

As discussed in chapter 1, most formal coalitions are business process or task oriented,
medium- or long-term coalition, and their implementations are mainly work flow system.
Nevertheless, spontaneous coalitions are formed by Instant Messaging, Internet telephone
calls, multimedia conferences, and it’s not only limited to the above. During these
sessions there are times when the participants want to share data and/or access resources
that are not hosted on their own organizations but are available on other participants’
domains. As such the author concludes that most spontaneous coalitions are over a
communication session. In another aspect, telephone, video and Instant Messaging

conversations are now becoming a standard norm for multi-party communications.
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The Session Initiation Protocol (SIP) is an application layer signaling protocol that
defines initiation, modification and termination of interactive, multimedia communication
sessions between multiple users. Open, flexible, and extensible, SIP, the session
management protocol, is becoming a worldwide dominating standard in both IP and
Telecommunication communities. One reason for this rapid acceptance is that SIP is an
incredibly powerful call control protocol. However, Alan Johnston pointed out in his

recent book [Johnston03] that

“The biggest drive;* for SIP on the Internet has less to do with SIP’s
signaling and call control capabilities. Instead, it is due to the extensions
of SIP that turn it into a powerful “rendezvous” protocol that leverages
mobility and presence to allow users to communicate using different
devices, modes, and services anywhere they are connected to the

Internet.”

From Johnston’s point of view, SIP enables and improves the ubiquitous computing, such
as Instant Messaging, Internet telephone calls, multimedia conferences, etc, to a big
extent. Taking this advantage of SIP, the major effort of this research is to incorporate
communication session (SIP) into coalition access control, called Session-based Coalition
Access Control Architecture (SCACA) (further descriptions in chapter 5), to dynamically
control access in spontaneous coalitions, which can be considered as large scale
ubiquitous environments. The detailed reasons of this incorporation are explained in
Chapter 5. This section gives a brief overview of SIP describing all important aspects of

the Session Initiation Protocol.
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2.2.1 The History and Future of SIP

The history of SIP is in part the history of voice over IP technology. Before the
emergence of SIP, in 1995, vendors began developing software that allowed users to talk
to each other over the Internet. The first project "Bamba Phone" [WKS98] in IBM
incorporated video in an IP to IP software package. Its core was the H.323 protocol and
similar products were MediaRing Talk, Free Phone, Message ASAP, etc. Their quality
was not very good although they all worked, and the growth of voice over IP market had

been very slow for quite a few years.

In 1996, Dr. Henning Schulzrinne, later an associate professor of the Department of
Computer Science at Columbia University, and his research team submitted a draft of the
Simple Conference Invitation Protocol (SCIP) [Schulzrinne96A], the initial version of
SIP, to IETF. Until 1998, Schulzrinne and his team were aim to define a standard for
Multi-party Multimedia Session Protocol [Schulzrinne96B]. In 1999, Schulzrinne made a
change by removing inessential components regarding media content, and then the IETF
issued the first SIP specification, RFC2543 [RFC2543], which took shape as the SIP with

which people are now familiar.

From 1995 to 2001, Schulzrinne’s work did not attract enough interest from the
academics and industry sectors. One of the reasons was that vendors were concerned that
protocols such as H.323 and MGCP (Multimedia Gateway Control Protocol) could
jeopardize their investments in SIP services. However, the IETF continued its work and
issued the SIP specification RFC3261 [RFC3261] in 2001, which contains the core

protocol specification.
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The advent of RFC3261 and its later revisions was a milestone in the development of
SIP. After that, vendors began to launch SIP-based services, and see the SIP and VOIP
markets as the wave of the future. Today, software SIP endpoints are more common,
Microsoft Windows Messenger uses SIP, and in 2003, Apple Computer released
iChatAV, a new version of their AOL Instant Messenger compatible client that supports
audio and video chat through SIP. There are many softswitch implementations, such as
Nortel, Sonus, which can act as SIP proxy and registrar server. Other companies, led by
Ubiquity Software and Dynamicsoft have implemented products based on the proposed

SIP standards, building on the Java JAIN specification’.

Most importantly, more and more players are entering the SIP marketplace with
promising new services, and SIP is on path to become one of the most significant and

unified protocols in both IP and telecom world.

2.2.2 SIP Entities

Although in the simplest configuration it is possible to use just two user agents that send
SIP messages directly to each other, a typical SIP network will contain more than one
type of SIP entities. There are four types of logical SIP entities in a SIP network, they are
user agents, proxies, registrars, and redirect servers. Each entity can act as a client to
initiate a request, as a server to respond a request, or as both. Note that several entities

could physically reside on one device. They are briefly described as follows:

* JAIN technology is changing the telecommunications market from large proprietary closed systems to an
open architecture of rapidly deployable services. JAIN is a community of over 80 member companies,
specifying over 25 new APIs that target converged IP and PSTN networks. JAIN includes APIs for high-
level application development (eg Service Provider APIs, SLEE - Service Logic Execution Environment),
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User Agent A User Agent (UA) is an endpoint entity. User Agents initiate and
terminate sessions by exchanging requests and responses. User
agents usually, but not necessarily, reside on a user's computer in
form of an application [RFC2543], which contains both a User
Agent Client and User Agent Server, this is currently the most
widely used approach, but user agents can be also cellular phones,

PSTN gateways, PDAs, automated IVR systems and so on.

User Agent Client (UAC) — a client application that initiates SIP

requests.

User Agent Server (UAS) — a server application that receives SIP

requests and returns responses on behalf of user.

Proxy Server A Proxy Server is an optional intermediary entity that acts both a
server and a client for the purpose of making requests on behalf of
other clients. Proxy servers are very important entities in the SIP
infrastructure. The most important task of a proxy server is to
route session invitations "closer" to callee. The session invitation
will usually traverse a set of proxies until it finds one which

knows the actual location of the callee.

There are two basic types of SIP proxy servers: stateless and

stateful.

Registrar Server A Registrar Server is a special SIP entity that receives
registrations from users, extracts information about their current
location (IP address, port number and username) and stores the
information into location database. The location database is then
used by SIP proxy server to retrieve user’s contact information.

Because of their tight coupling with proxy servers, registrar

Call Control, as well as protocol level APIs for signaling (SIP, MGCP, SS7, etc.). There are many JAIN
products being developed in the industry. Indeed the JAIN APIs have been adopted by most softswitch and
3GPP OSA (Parlay) vendors, and are being mandated by carriers in their softswitch and OSA RFPs.
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servers are usually co-located with proxy servers.

Redirect Server A Redirect Server accepts a SIP request and sends back a reply
containing a list of the current location of the called party. This
process includes a look up in the location database for the
intended recipient of the request. Upon receiving a reply from
Redirect Server, then the requestor extracts the list of destinations

and sends another SIP request directly to them.

2.2.3 Entity Interaction

An interaction is a sequence of SIP messages exchanged between SIP network entities. It
consists of one request and all responses to that request. Basically, the interaction
between SIP entities can happen in different scenarios. In some situation, two User
Agents can communicate with each other directly. One acts as User Agent Client (UAC),
and the other acts as User Agent Server (UAS). More common scenario is that a session
is set up between two User Agents with the assistance of an intermediate SIP Proxy
Server, and usually Redirect Server and Location Database are parts of the interaction as

well, especially when the session is across domains.

Because the call proxying scenario is more related to the thesis, one proxy call example is

illustrated below.
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Figure 4 SIP Call Example with Proxy Server

In figure 4, a user at research.sipdev.com initiates a session by sending out an INVITE
message to the callee kaining at university of Ottawa. The SIP address is described as an
email like address, kaining@uottawa.ca. In order to make this example easily understood,
only one proxy server is involved here. This INVITE message goes to the SIP proxy
server in the callee’s domain, i.e. sip.uottawa.ca. The Proxy Server firstly sends a
100/trying message back to the sender indicating that the INVITE message is in
processing, and it may also query the location database to get the callee’s current location
and then sends the revised SIP message to the callee. Callee accepts the invitation by

replying a 200/OK message. Again, this response is relayed by the SIP proxy server.
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When the caller receives the response, it sends an ACK to the callee directly because it
knows the callee’s current address at the time. The session set-up process is finished.
These two endpoints can start exchanging their media data, which is defined and
negotiated in the previous SIP messages. When one endpoint wants to end the session, it
just need to initiate an BYE message to terminate the session, and the receiver will

acknowledge the cancellation by replying an ACK message.

2.2.4 Related Protocols and Session Description Protocol (SDP)

SIP is not the only protocol that the communicating devices will need. It is not meant to
be a general purpose protocol. Purpose of SIP is just to make the communication
possible. The communication itself must be achieved by another means (and possibly
another protocol). This is actually one advantage of SIP: it is open to any existing or

future underlying media transfer protocols.

Two protocols that are most often used along with SIP are RTP and SDP. RTP (Real-time
Transport Protocol) is used to carry the real-time multimedia data (including audio,
video, and text), the protocol makes it possible to encode and split the data into packets

and transport such packets over the Internet.

Another important protocol is Session Description Protocol (SDP) [RFC2327], which is
used to describe and encode capabilities of session participants. Such a description is then
used to negotiate the characteristics of the session so that all the devices can participate
(that includes, for example, negotiation of codecs used to encode media so all the

participants will be able to decode it, negotiation of trahsport protocol used and so on).
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SDP contains the following information about the media session:
e [P Address (IP address or host name);
e Port number (for UDP or TCP);
e Media Type (audio, video, interactive whiteboard, etc);
¢ Media encoding scheme (MPEG video, H.261 video);
In addition, SDP packets include the following session information:
e Session name and purpose;
e Start and stop times;

¢ Contact information about the session,;

2.3 Collaborative Applications

In order to assess the effectiveness of existing coalition access control approaches, it is
necessary to define three types of collaboration applications and three situational
scenarios that capture most typical ad hoc collaboration situations. These scenarios are
presented in section 2.3.2. Then some existing coalition access control approaches are

reviewed in Chapter 3 and categorized into the following three collaboration applications.
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2.3.1 Collaborative Application Types (CA Types)

Recent research efforts have been motivated by the problem of controlling access to

resources in collaborative environments. In the literature the author surveyed there is no

standard definition for collaborative application (CA) types, but in order to determine

their usefulness to spontaneous interaction environments it is useful to define three types

of CAs to categorize existing different access control approaches. The CA types are

based primarily on the relationship among the participants and whether they share

common access policies. These CA types are:

CA Type 1: This is the basic collaboration application type where all the

CA Type 2:

individuals are considered part of the same organization. Therefore
they fall under the same access administrative domain. These
collaborative situations are really not coalition type scenarios and are
listed here primarily for completeness. There is one situational
context where coalition access control will be required. This is when
the collaboration occurs at a 3rd party off-site location (See S Type 3

for details in the next section).

In this collaboration type, individuals are associated with different
organizations. Each organization has its own security administration
but there is a common across-organization level agreement. This
across-organization scenario must then share common policies and
roles. Another similar situation is that collaborators are in different

communities within an organization. Each community has its own
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security administration model, but supports a common organization-

level agreement.

Enterprise
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Enterprise-level SA, AA

SA: Subject Authority
AA: Attribute Authority

Figure 5 A CA Type 2 Example

CA Type 3: In this collaboration type, individuals are associated with different
organizations as in the case of CA Type 2 but there are minimal or
no organization-level agreements for access control. In other words
they do not share common policy language or role ontology. These
organizations are also unwilling to rely on a third party to administer
trust relationships and access control between them. This
collaboration type can ultimately support ad hoc interactions since it
is not necessary to define an across-organization level agreement

before hand.
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Figure 6 A CA Type 3 Example

2.3.2 Situational Types (S Types)

These particular situational type scenarios represent the situational context in which most
collaborative sessions might occur. Three types of situational scenarios are presented as

follows:

S Type I: This is the in-situ case. The collaboration session takes place at a location
associated with one of the participants. The implication here is that at
least one person will be recognized as a member of the organization that

owns the resources.

S Type 2: Multi location sites. The collaboration takes place across organizations
where there are persons associated with the owners of the resources at

each location.

S Type 3: Foreign remote site. The collaboration takes place at a location not
associated with any of the participants. This is a special case of S Type 1
where the ownership of the resources is by a 3rd party not associated with

any of the participants.
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These three S types actually represent different business models to some extent. Let us
take S Type 3 as an example. A telecom company can act as a third party to provide
various services for facilitating transactions and interactions between partners or between
end users and service providers. It is possible to combine the S Type with the CA Types
creating a 3x3 table of possible scenarios that are shown below. Certain scenarios are not

coalition type of scenarios and are marked with an NA for Not Applicable.

Table 1 CAS Possible Scenarios

Coine | o | SEes
domain) domain)
CA Type 1 NA NA CAS 13
CAType2 | CAS21 CAS 22 CAS 23
CAType3 | CAS3I CAS 32 CAS 33

All of the S Type 3 situational scenarios involve a 3rd party entity. These types of
situations will not be considered in detail. The author is more interested in the situational
scenarios defined by CAS 21, CAS 22, CAS 31, and CAS 32. Below is a short

description of these collaborative situational scenarios.

CAS Type 21: The participants belong to different organizations and are in one
location and share a common set of policies in order to access local

resources.

CAS Type 22: This is the same as CAS Type 21 except the participants are located
in multiple locations. They are required to access resources from

each others’ organizations and share a common set of policies.
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CAS Type 31: The participants belong to different organizations and are in one
location but do not share a common set of policies. Delegation of
authority with minimal administrative effort is required in order to

share resources among the participants.

CAS Type 32: This is the same as CAS Type 31 except the participants are located
in multiple locations. They are required to access resources from
each other’s organizations and need not share a common set of
policies. Again delegation of authority with minimal administrative

effort is required in order to share resources among the participants.

This research is targeting technology to address scenarioé CAS Type 31 to CAS Type 32
since these scenarios are the ones with that allow users to delegate authority, and
therefore reduce the need of administrative configuration. Moreover, extending this work
to CAS Type 33 could be one of the future work. This classification of interaction types
help better understand the access control models and mechanisms that are discussed in

the following chapters.
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Chapter 3 Related Work

3.1 Fundamental Access Control Models

In security, the term “access control” (AC) refers to the practice of restricting access to a
physical location or facility to authorized persons, and preventing access by unauthorized
persons (i.e. human guards, doors, looks). Digital schemes are used as access control
mechanisms in computer security. By definition, in computer security, access control is
the security service that guards protected resources against unauthorized access
[Adams04]. The access control protection is policy-driven and the protected resources are

those defined in access control policies.

Comparing with other security mechanisms, like cryptography, access control mechanism
is the best technology applicable in network security area [Adams04]. The simplest and
least effective access control mechanism is Access Control Matrix (ACM) [GD72]
[HRU76], which provides a system-centric, subject-object view of access control. An
ACM can get impractically large and sparse when there are many users in the system
because practically most subjects do not have access rights to most objects. Access
Control List (ACL) provides a straightforward means of determining the appropriate
access rights to a given object. It is a data structure, usually a table, containing individual
users or group rights to specific system objects. Instead of storing columns with objects
in ACL, Capability List stores rows with subjects (capabilities). Both mechanisms have

limitations on the expressiveness and efficiency of access control policy [Adams04].
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The predominant model for advanced access control is Role-Based Access Control
(RBAC) introduced in 1992 by Ferraiolo and Kuhn [FK92], which is increasingly
incorporated into the security features found in almost every operating system, database
management system and various applications, and now an American National Standard —
ANSI INCITS 359-2004 [ANSIO4]. RBAC departed from the subject-object models
presented above by introducing the organizational concept of “role” and abstracting a
concept of a user’s job function within an organization. Users can then be assigned to
roles, allowing an administrator to manage permissions on a few organizational roles

rather than directly on a multitude of users.

Nevertheless, RBAC has some limitations in its use in spontaneous coalition
environments. Traditional RBAC systems depend upon administration by a single
authority, which maintains the entire organization’s security policy. This approach does
not scale to the typical anonymous users that come together for a spontaneous meeting.

Moreover, traditional RBAC cannot satisfy the dynamic nature of spontaneous coalitions.

3.2 Coalition Access Control Models

Very little research has been done with respect to secure collaborations between different
domains. It appears that in general many existing approaches for coalition access control
are all layered on top of RBAC due to its flexibility in allowing administrators to specify
access based on roles rather than entities. The advantage of this is that the number of
access policies are reduced to a manageable number of roles, and even though it is

necessary to keep a user entity to role relationship, it is easier and more reliable to change
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the roles of a user that to change all the access policies when users come and go from an

organization.

According to the three types of collaborative applications (CAs) defined in section 2.3,
TeaM-based Access Control (TMAC) [Thomas97] and its variation TMAC using Context
(C-TMAC) [GMPTO1] are the models that support CA Type 1 (same domain). They
support the notion of a “team” as an abstraction that encapsulates a collection of
individual users in various roles and a set of object instances required by the team to
provide fine-grained and run-time access control for collaborative activity. TMAC also
applies a formal model for meeting scenarios where it is necessary to define team roles.
TMAC is a relatively restricted model for ad hoc interactions since it is known that

knowledge transfer is better achieved through informal interactions [Allen84].

Ioannidis et al. [IBIKS03] contributed two notions related to access control for CA Type
2 (multi-domain) applications. They are the idea of using a unified policy language and
an architectural model for the distribution of these policies. In 2002, Cohen et al.
[CTWSO02] examined the intrinsic characteristics of a dynamic coalition, which is very
similar to a type 2 collaborative application (CA Type 2), and argued that specific access
control models, policies and enforcement mechanisms are required in this kind of
environment. They defined Coalition-Based Access Control (CBAC) model built on top
of the domain models by adding conceptual elements designed to support a semantic
representation for coalition access policies. However, CBAC needs an administrative
model and has a limited contribution to the support of an ad hoc interaction model. Part
of this work [CTWS02] may be useful for other approaches. For example, it is possible to

incorporate some of CBAC notions into the unified policy language XACML
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[XACMLOS5]. Kapadia et al. [KACMO00] proposed a model called I-RBAC2000, which
can establish a flexible policy for dynamic role translation between two domains. In
2003, Park et al. [PHO03] presented the concept of role ontology® to support RBAC among
different communities within an organization by extending the concept of web services to
the peer-to-peer level by developing a middleware platform. The above approaches
presented either require high-level access control agreements [CTWSO02] to be put in
place or a common access policy ontology [PHO3] between organizations. As such their
administration overhead is relatively high. Moreover, scalability also brings complexity

to the above approaches and becomes a significant issue for them.

Regarding research work for CA Type 3 application, in fact only one type of approach
meets its requirements. These approaches are known as delegation access control
mechanisms. The significant difference in these approaches over those considered as CA
Type 2 collaborative applications is that they require a minimal common ontology or

policy language.

Delegation is a mechanism where a user in a role delegates his role membership to
another user or another role. As such the delegatee has the permissions of the delegator’s
role. The strength of this approach is that the organization controlling access to the
resources in a domain does not have to change any of their access policies since the
delegate takes on the persona of the delegator. Abadi et al [LABW92] [ABLP93] defined

delegation as a mechanism for authentication, access control and trust. However no

® Ontology is a specification of a conceptualization. The purpose of designing an ontology is to enable
knowledge sharing and reuse. Pragmatically, a common ontology defines the vocabulary with which
queries and assertions are exchanged among agents. So most of the time, ontologism is discussed in the
field of AI. The OWL Web Ontology Language is a recent development in the ontology research field,
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constraints can be applied to the delegation. E. Barka and R. Sandhu model role to role
delegation in [BS00], and a role based delegation model called RBDMO with some
extensions is introduced. They discuss the revocation using timeout, but the model does
not support event-driven revocation. Finin [FininO3] discusses the when and why
delegations should be used. In that approach conditions are attached to the delegation, but

the conditions are limited and it does not support contextual information.

The author is particularly interested in approaches that use a decentralized delegation
model to deal with the collaboration environment, in which multiple organizations are
unwilling to rely on a 3rd party to administrate trust relationships. E. Freudenthal, et al.
[FPPK02] firstly introduced delegation into the coalition access control by developing the
distributed RBAC (dRBAC) system to support decentralized delegation chains
maintained across multiple domains. The dRBAC model appears to offer a low overhead
in coalition environments since it requires minimal involvement of IT administrative
personnel and leverages the common RBAC access control model. In dRBAC every
partner may use its own policy language and the only common knowledge among the
participants is the exchange of roles. The dRBAC model can be improved by integrating
contextual information for dynamic interaction scenarios. The contextual information
introduces a finer grain of control over the access rights as well as a limiting period of
time during which that access is in place. In order to better understand the contextual

extensions, the fundamental components of dRBAC need to be presented.

which facilitates greater machine interpretability of web content than that supported by XML, RDF, and
RDF Schema (RDF-S) by providing additional vocabulary along with formal semantics.
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3.2.1 The dRBAC Model

The dRBAC model [FPPKO02] implements access control for a multi-party coalition
application through delegation. The high level format of dRBAC’s delegation is as

follows:

Delegations: [Subject — Object] Issuer

Object == OEntity.OName

The Subject (role/entity) has the permissions of the Object (role). An Object (role) is
defined as an Entity.OName which is the Object’s name in the namespace associated with
OEntity. This delegation is cryptographically signed by the Issuer. The dRBAC concept
“Local Wallet” is used to store a collection of delegations as a repository. By doing so,
dRBAC builds proofs requiring delegation discovery across multiple repositories. Proofs
of the delegations are performed by traversing a graph of delegations that demonstrate
that “principal P has the permissions of role R” [FPPK02] and are represented as P= R.
If the object role being delegated is not defined in the namespace of the Issuer, then the
delegation is referred to as third-party. In this case, the Subject must be given the right-

of-assignment to delegate the role Object and is shown below.
[Subject -> Object’] Issuer

The dRBAC infrastructure provides mechanisms for (1) publishing of delegations, (2)
delegation discovery and validation to build proofs, and (3) continuous monitoring of
credential validity. Proofs for delegations are performed in the local wallets. In order to
handle the complex delegation problem in a distributed environment, dRBAC uses

discovery tags to discover and authorize a delegation chain (a trust relationship which is
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spread over multiple wallets). dRBAC also uses delegation subscriptions to monitor and

propagate run-time delegation changes in all parties.

Let us take an example that is depicted in Figure 7. There is an ongoing tele-conference
between two meeting rooms, roomA and roomB, located respectively in two different
companies, CompanyA and CompanyB. Bob is a member of CompanyB as well as one of
the participants attending the conference and is located in the meeting roomB. He wants
to control and use roomA's resources during the meeting. In the following we summarize

the steps illustrated by Figure 7,

' CompanyA
[Bob=>Companyp . roomAccess]?
~ CompanyA’s Server
Step 1
P Ste,
Step 4
Step 3 ! [CompanyB.mermber->

[CompanyB.mermber-> CompanyA.roomAccess]?

CompanyA.roomAccess] ?

CompanyA research DaNyA rosmAdmin

CompanyB.member

CompanyB

Figure 7 Example of dRBAC in action
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(1)  [Bob — CompanyB.member] CompanyB:

The starting point is to validate Bob’s access to CompanyA.roomAccess. To
authorize the access, the CompanyA server software must discover a proof for [Bob
— CompanyA.roomAccess]?. In the beginning, CompanyA validates Bob as a
CompanyB.member by the first delegation (1), and then CompanyA tries to validate
[CompanyB.member — CompanyA.roomAccess], but it cannot discover a proof
locally. Therefore, it contacts the home wallet corresponding to the role
CompanyB.member and issues a subject query to obtain all proofs of the form
[CompanyB.member — *]. In response to this query, it discovers delegation (2)

defining a relationship between the roles CompanyB.member and

CompanyA.roomAdmin.
(2) [CompanyB.member — CompanyA.roomAdmin] Alice:

It discovers delegation (2) is a third-party delegation since Alice does not directly
have the right to delegate CompanyA.roomAdmin. This signifies that the delegation
must have been accompanied by its support proof. In this case, the latter comprises of

delegations (3) and (4).
3) [Alice & CompanyA.research] CompanyA:
Alice is delegated role CompanyA.research.

€)) [CompanyA.research - CompanyA.roomAdmin’]CompanyA:
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CompanyA .research has the authority to delegate CompanyA.roomAdmin. At this
point, the server wallet has a chain from Bob to CompanyA.member, but is still
missing a proof that would authorize [CompanyA.roomAdmin —
CompanyA.roomAccess]?. To obtain this, the wallet continues with its forward
search by contacting the home wallet corresponding to the role
CompanyA.roomAdmin, and issuing to it a direct query for [CompanyA.roomAdmin

— CompanyA.roomAccess]?. The response to this query is a self-certified delegation

(3).
(5) [CompanyA.roomAdmin — CompanyA.roomAccess] CompanyA:

Now the proof authorizing [Bob — CompanyA.roomAccess] is complete.

3.3 SIP-based Large Scale Ubiquitous Computing

Ubiquitous computing is not yet a reality for the general public, but it has provided much
very interesting work over the past years. The majority of those work are in personal
ubiquitous computing area, such as the Intelligent Room at MIT [Brooks97], the
Composable ad hoc location-based services [HKSR97], the Aura Project at CMU
[GSSS02], the Interactive Workspaces Project at Stanford University [BRTF02], and
[FTHWOO}[WKIJLJO1]. In recent years, some researchers [BSSWO03] [RL04] explore the
scenarios in large scale ubiquitous computing (See section 2.1.3) that is not limited to a
single location or organization. They argue that ubiquitous computing systems, especially

large scale ubiquitous computing systems, should be based on open standards, while most
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of the existing approaches use proprietary systems and non-standard communication

protocols, which prevents them from interoperating with others.

Both [BSSWO03] and [RLO4] utilize the IETF standard SIP as the underlying
communication protocol to build architectures supporting dynamical communication in a
distributed environment. The system presented in [BSSWO03] only provides an
authentication service to prohibit strangers’ accesses, since current SIP standards support
either password or certificate based authentication. In order to protect user’s information,
e.g. addressing information of user’s agent, Rao and Li [RL04] introduce an Access
Gateway (AG) and a random generated reference by user’s agent to handle incoming
access requests on behalf of the protected user agent. During this research there is no clue
in literature that incorporates SIP into access control mechanisms for large scale

ubiquitous computing systems.
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Chapter 4 Extensions for Two Access

Control Models

4.1 D-TMAC Model

In the previous chapter, the author reviews the CA Type 1 approaches TMAC
[Thomas97] and its variation C-TMAC [GMPTO01], which provide active and run-time
permission activation mechanisms for collaborators in a single organization. From the
author’s point of view, this fine-grained and run-time permission activation and “Team”
role management can be extended and applied in a coalition environment across
organizations, and it is feasible to group users from different organizations into one team
or association. This section presents the Delegation based TMAC (D-TMAC) model,

which is an extension to the TMAC/C-TMAC Models.

This is best described again by utilizing a scenario. Let us take for example a situation
where many professionals and researchers from different organizations and universities
are attending a technical conference at location ABC. At this conference there are several
standard meetings and events. Professor Thomas plays two active roles at this conference.
He is a participant for the conference and also a chair for a standard meeting. Both
conference and standard meeting are different events occurring at different times, and
may require different resources. From the point view of the TMAC model, for the
administrator of location ABC, it is convenient to define two teams (conference team and

standard meeting team) and their associated roles, including user roles and object roles,
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for the two events. However, the TMAC/C-TMAC models only deal with dynamic
collaborations with participants all from one single domain. The challenge in making the
TMAC/C-TMAC models suitable for across organization environments is that the user
context of a “Team” is defined as the specific users that comprise a team at any given
moment, that is, team members are specific users from one domain. Moreover, supposing
there is a research group at a university, the conference organizers send an invitation to
the whole research group instead of Professor Thomas, as such any researcher associated
with the group can attend the conference. An efficient solution for a scenario like this
would require that access rights be delegated to an external particular role (research

group role) rather than to an entity (Professor Thomas).

Company XYZ l Company ABC
Role-rol_e
it [l R=— PERMISSIONS
ROLES a=="" "'r Assignment

UserRole

Assi ; Sessions .

+—-—-| CONSTRAINTS

oy —; -
R N\ TEAMS
IROIB-@ *~. | TEAM
I Delegation ™ ROLES g::;it;}unn o

Legend:
== = = =Pk : Role-to-role Delegation with valued attributes;

w—— = Role-to-entity Delegation with valued attributes,

41—t : Assignment

+—>» : Activation,

Figure 8. Delegation-based TMAC Association
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The author proposes the Delegation based TMAC model (D-TMAC) as an extension of
the TMAC/C-TMAC model to operate across organizations by using delegation. Since
the members in a team can hold organization and local team roles, delegation can be used
to map users and their roles in other organizations to the roles and team roles in local
organization. This process includes two steps that are represented in the above figure as

dashed lines.
1. Use role-to-role delegations to map roles in one organization to another;

2. Use a team role-to-entity delegation, so that external specific users are able to

hold certain team roles.

When an external user of a particular organization wants to access to the resources of the
organization, the user needs to select a local role automatically or manually from the set
of roles assigned to him/her. According to this selection, a particular set of delegations
and their related set of role-based permissions for this organization are granted based on
the context. These are called session-role permissions in the C-TMAC model. After this,
the user has to select a subset of teams to participate in, which are available to him. After
the team selection procedure is completed, the permission set of the user is combined
with the permission set ayailable to the team. At this time, all the resources within the

team are available to this user.

Regarding the above scenario, with role-to-entity delegation, external user Professor
Thomas can be assigned a “member” role in the conference team, and a “chair” role in

the standard meeting team at location ABC, and for the researchers in research team role
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at that university, role-to-role delegation shall be used to facilitate their accesses to the
resources at location ABC. This allows the administrator of location ABC to properly and
easily manage dynamic and run-time resource accesses from external users. The same
concept can be further applied to the scenarios previously presented by considering the
multi-party across organization teleconference meeting between Alice and Bob. With the

use of teams, Alice and Bob can have different level of privileges accessing resources.

This extended active security model provides very tight, just-in-time permissions so that
only the appropriate team members, no matter which organizations they belong to, get
accesses to specific resources and only at the time they provide their services without

adding any significant administrative overhead.

From the author’s point of view, the D-TMAC model provides dynamic access control
for formal coalition environments because team management need administration
involved to some extent. In section 7.1, the author has some discussions of combining
this extension model into the later proposed SIP based SCACA framework to build a
more complex, fine-grained coalition access control system for relatively formal coalition

environments,

4.2 Adding a contextual model to dRBAC

In this section, the author presents an approach to add contextual information to a
delegation model named the distributed Role Based Access Control (dRBAC) model that
was developed by E. Freudenthal, et al. [FPPK02] to support dynamic and finer grain

coalition access control.
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As discussed in section 3.2, the author is particularly interested in approaches that use a
decentralized delegation model to deal with the access control in spontaneous coalition
environment, in which multiple organizations are unwilling to rely on a 3rd party to
administrate trust relationships. The dRBAC model appears to offer a low overhead in
coalition environments since it requires minimal involvement of IT administrative
personnel and leverages the common RBAC access control model. In dRBAC every
partner may use its own policy language and the only common knowledge among the
participants is the exchange of roles. The dRBAC model can be improved by integrating
contextual information and introducing a delegation security manager for ad hoc
interaction scenarios. The contextual information introduces a finer grain of control over

the access rights as well as a limiting period of time during which that access is in place.

In order to minimize the need for a common contextual ontology among coalition
organizations, the contextual constraints is restricted to be applied only to the
organization that owns the resource. This is a similar approach to that taken by dRBAC
[FPPKO02] in its use of constraint attributes. Even though it is possible for each
organization to use its own contextual model, a contextual model is presented in the

thesis as a base mark.

There is much work in representing semantics for context-aware computing. Leveraging
the work in [LHLO3] [CFJ03], in our ontology, context information is classified into
entity and activity. Entities are person, location, time, and objects (resources), and
activities are normally the behaviors of a group of entities. Currently the thesis simply
uses the Object-Oriented methodology of classes, subclasses and instance notions to

clearly represent hierarchical context information that will help us capture location and
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activity in such a manner that people can specify a general location or activity and any
sub-ordinates that will apply for the delegation proof. Context hierarchy indicates

relations between atomic context elements.

Location Name
Organization Latitude
Building Longitude
Floor ContainedBy
Office
MeetingRoom
Cafeteria
Restroom
Stairway
Activity Name
Presentation StartTime
Listening EndTime
WorkOut Status
Entertainment Participant
Eating
CommunicationSession
PhoneSession

Table 2. An example from context ontology

An advantage of using context ontology is the ability of reasoning, for example,

automatically deriving a certain context value in a given context hierarchy.

To support context sensitive access control, the context condition, which will be applied

to the delegator, may be generally defined as follows:

(Activity == PhoneSession && Location == MeetingRoom)

where the value of activity and location are general classes. The ontology for

PhoneSession and MeetingRoom is such that the run time instantiation of

Activity == PhoneSession.SessionID1234 and Location == MeetingRoom.SITE4009

will match the class types as TRUE.
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Then context information is added as attached conditions for a delegation as an extension

for dRBAC. The format is proposed as follows:

[Subject -> Object] (ContextCondition*) Issuer

ContextCondition = (Context OP value).

The contextual information is interpreted to mean that the delegation [Subject -> Object]
is valid under the Issuer’s domain that matches the ContextCondition* which could be a
combination of multiple contextual conditions. The contextual conditions can also be

applied on a right-of-assignment delegation [Subject -> Object’] Issuer.

[Subject -> Object’] (ContextCondition*) Issuer

ContextCondition = (Context OP value).

Since the contextual conditions only apply to the issuer’s domain there is no need to

share a common ontology among users.

Context conditions are following the delegation, and several context conditions can be
combined together or applied separately. The issuer’s signature ends this delegation.
Context conditions are applied to the Issuer. Let us take an example of a member of

CompanyB being delegated a role at CompanyA.

[CompanyB.member -> CompanyA.roomAdmin]

Alice (Activity == Communication_Session),

In this particular example, Alice, an employee at CompanyA, is the issuer of this
delegation. For the delegation to be true Alice must be in the activity of a

Communication_Session. When the delegation is retrieved as a proof for an access
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request, the system will check the context conditions in that delegation before approving

it.
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Chapter 5 Session-based Coalition

Access Control Architecture

In the previous chapter, the author has discussed the delegation-based TMAC (D-TMAC)
model, the Context-based Coalition Access Control Model (an extension to dRBAC
model). Here the author proposes a Session-based Coalition Access Control Architecture
(SCACA) for building and rapid prototyping of dynamic coalition access control
management and services for inter-organizational spontaneous coalitions, hence
improving the functionalities and content of real-time and spontaneous cooperation
between end users by securely maximizing available services on each end of participating

parties.

5.1 Incorporating SIP Session into Spontaneous
Coalition Access Control

As discussed in section 1.1, due to the dynamic and spontaneous nature of spontaneous
coalitions, it is difficult to satisfy its access control requirements using existing access
control mechanisms. It is a real challenge for an organization or user to trust and give
access rights out to external users within an inter-organizational spontaneous coalition,

and revoke them later in a very easy manner.

In order to solve the above problems and provide a dynamic access control mechanism

for spontaneous coalitions, the author proposes a Session-based Coalition Access Control
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Architecture (SCACA), which innovatively introduces the SIP session into coalition

access control systems. The reasons of this incorporation are as follows.

Firstly, as concluded in section 2.2, most inter-organizational spontaneous coalitions are
over a communication session, and the communication session is the basis of its higher-

level spontaneous coalition application.

Secondly, besides authentication, the communication session can be leveraged as a bridge
to include the trust required among users in their day-to-day activities. People have the
experience that making a phone call or starting a communication means that you know
the party on the other end to some extent, which is the trust in the real world. For
example, people can recognize each other with the help of real time audio and video.
Specifically in a communication session, the session initiator has to know the end points
a-prior in order to initiate a communication session and hence start a coalition. The
knowledge of the other end points helps build a mutual trust. As such, the underlying
communication session can be regarded as a bridge to transfer trust to access control
systems from the real world. The reason for making this point is to eliminate some

unnecessary security concerns and ultimately simplify the whole process.

Thirdly, an underlying communication session fully contains and reflects the dynamic
and spontaneous nature of a spontaneous coalition. A spontaneous coalition starts when
its underlying communication session is set up, and ends when the communication
session ends. For example, conference calls. As such, a communication session can be
regarded as a kind of activity context, like other context information, e.g. locations, to

help build the context-based coalition access control model. The benefit is that the
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proposed SCACA architecture is able to satisfy the dynamic nature of the access control

requirements for spontaneous coalitions.

Fourthly, to recap, a spontaneous coalition environment, as a kind of large scale
ubiquitous computing system, requires the underlying communication protocol to be
open and secure (See section 3.5). As a communication session protocol, SIP is being
standardized and governed by the IETF. Moreover, its standards are supported and
developed by telecommunication communities, such as 3GPP’ and 3GPP2®. SIP has
gained wide acceptance and is becoming a unified communication standard in the next
generation network (See section 2.2). SIP is the best candidate as a session management
protocol to provide scalability for large scale ubiquitous computing systems and the

proposed SCACA architecture as well.

Moreover, the SIP architecture helps parties automatically discover security managers
(See section 5.3) that exchange roles and delegations, and directory agents (See section
5.3) that store service description information. Knowledge of the addresses of wallet
keepers (a delegation repository in dRBAC) at each end point can also be exchanged at

the time that participants enter into a communication session.

The last but not the least reason is that, extensible and flexible, SIP operates independent

of its underlying network transport protocols and is indifferent to media, no matter

" The 3rd Generation Partnership Project (3GPP) is a collaboration agreement that was established in
December 1998. The collaboration agreement brings together a number of telecommunications standards
bodies which are known as “Organizational Partners”. The current Organizational Partners are ARIB,
CCSA, ETSIL, ATIS, TTA, and TTC.

% The Third Generation Partnership Project 2 (3GPP2) is: a collaborative third generation (3G)
telecommunications specifications-setting project; comprising North American and Asian interests
developing global specifications for ANSI/TIA/EIA-41 Cellular Radio telecommunication Intersystem

Context-based Coalition Access Control for Spontaneous Networking 51



whether the content is voice, video, or any other type of data. This allows large scale
ubiquitous computing systems to easily adapt to different environments and create new

services for users at the lowest cost.

5.2 Overview of SCACA

The proposed Session-based Coalition Access Control Architecture (SCACA) is designed
to provide security and access control in distributed systems. It is centered on the
distributed deployment of middleware services over the network across organizations to
support access control in spontaneous coalitions. The main feature of SCACA is that it
supports session-oriented access control, dynamic delegation and context-aware

computing.

5.3 SCACA Components and Functionalities

There are seven functional components within the SCACA framework: Directory Agent,
Security Manager, Context Agent, Policy Server, SIP Proxy Server, User Agent and
Resources. Figure 9 shows the components in the SCACA architecture, and they are

described in detail as follows:

perations network evolution to 3G; and global specifications for the radio transmission technologies
(RTTs) supported by ANSI/TIA/EIA-41.
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Figure 9 SCACA Framework

5.3.1 Directory Agent

A Directory Agent in SCACA collects service advertisements including service location
and attribute information, and acts as a service directory. In detail, the directory agent in

SCACA is responsible for the following tasks:

1; Service registration. Every local service or its service agent has to register,
update and deregister its service description information on a directory agent,
which resides in the same domain. The directory agent stores service description
information and their future updates.

2. Remote user subscription. Upon joining a communication session, a remote user

exchanges its directory agent’s addressing information with other endpoints, and
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subscribes him/her on directory agents in remote domains for available services.
A remote user’s subscription expires when that user leaves the session or the
whole session is over [Hu03].

3. Secure Service discovery. A Directory agent provides a filtered service view for
service subscribers, the participating members of a communication session, so a
remote user knows what services are available for him/her to access in a remote
foreign domain. The difference with traditional directory agent is that the
provided available service lists for a remote user are only those services that the
user can get access to. The directory agent needs negotiate with its security
manager to get secure service names and attributes, retrieve the service contact
information stored in the directory agent itself, and then send back to the remote
subscriber user. In general, there are always two ways for this service information
provision: active strategy and on demand strategy. Active strategy forces the
directory agent to push available service list to remote users (UA) whenever
service information gets changed. On the contrary, in on demand strategy, a
remote user retrieves the service list only when he/she needs to use services in this
domain. The former always provides latest service information, but the latter

saves resource consumption, especially when the number of parties is large.

Digital certificates can be used to authenticate directory agents, and outgoing messages
like service lists can be signed by the private key of the directory agent, so user agents in
other domains will be able to authenticate the directory agent and hence trust the received

available remote service information.
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The directory agent in the Centaurus project [KKAJFY02] acts as an active proxy
between services and users by executing services on behalf of any client that requests
them. Centaurus project was designed for personal ubiquitous environment, in which
clients are mostly mobile devices with limited capability. Since target clients in our
system that is a large scale ubiquitous computing environment are versatile, there is no
strong need to consider and minimize the resource consumption on the client side. The
directory agent in SCACA is not required to be a proxy for service execution on behalf of
clients, and the directory agent is only in charge of service discovery for clients. This
design will simplify the system architecture and make the system more open, expandable

and interoperable.

5.3.2 Security Manager

Not only acting as a PDP (Policy Decision Point) in access control system, the Security

Manager is responsible for maintaining security and trust in SCACA as follows:

1. Session role and its delegation management. After a communication session
gets set up, a session role will be automatically created in the security manager
and necessary delegations for this session get generated or activated as well.
Whenever the delegator leaves the session or the constraints of the delegation
become false, the session role delegation will be revoked or deactivated.
Furthermore, a user can manually revoke its delegations by sending proper
messages to the Security Manager anytime, and then the Security Manager

removes related delegations in its knowledge base.
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2. Session event processing. When related SIP session events arrive at the SIP
Proxy server, the security agent embedded on the Proxy server will communicate
with and notify security manager what session events happen and related session
information. These event notifications will automatically trigger the above session
role and delegation management.

3. PDP (Policy Decision Point). Upon receiving an access request forwarded by
resources, the Security Manager starts delegation proofing process and retrieves
related access control policies from the Policy Server when necessary. Sometimes
delegator’s context information is pulled from the Context Agent;

4. Authentication. In new key-oriented, distributed access control systems
(SPKI/SDSI), entities are represented by their cryptographic signature keys.
Whenever necessary, the Security Manager can always authenticate entities based

on the digital certificate transferred within a SIP request message;

5.3.3 Context Agent

A Context Agent is an important component of SCACA architecture. Dey [D00][DAOO]
proposed, location, identity, environment time and activity as basic context types for
characterizing the situation of a particular context entity. Context information are mostly
activity, location information in the author’s consideration, and they are always key
factors for across organization conference scenario described in Chapter one. Other
context information, like time, can also be used in SCACA. Different organizations have
different context ontology, so the Context Agents are domain-specific and are always
pre-defined for each domain in SCACA system. An ideal context agent has the following

four functionalities;
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1. Context Acquisition. To be able to use context in an application, there must be
a mechanism to sense the context and deliver it to the application. There are two
strategies for acquiring low-level context information: active strategy and on
demand strategy;

2. Context Modeling and Reasoning; Context information are various and there is
a lot of research on the modeling method. Based on a context knowledge
repository, an ideal context agent has a ontology context reasoning engine that
deduce facts that can be concluded from the knowledge stored in the context
knowledge repository.

3. Context Condition Computation (condition broker). The context agent can
store and update context conditions appearing in context based delegations or
AC policies, and it accepts security manager’s request for computing context
conditions, and replies back the boolean values of those context conditions.

4. Privacy Protection. In a context-aware system, a context agent collects and
shares user information. This raises great concern for user privacy that personal
information is collected without the explicit consent of the users. An ideal
system must consider the privacy of context sources as well as that of the context
subjects. The system should not release the identities of context sources without
permissions. Furthermore, to some extent, the system should allow subjects have

control over which context sources can supply data about them.

5.3.4 Policy Server

A Policy Server acts as an access control policy repository in SCACA. According to an

access request, a security manager can retrieve related access control policies by querying
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the policy server. Policy server also provides a management interface for administrator

and policy owners to create and manage policies.

5.3.5 Proxy Server

A Proxy Server is a standard SIP component as introduced in section 2.2.2 plus session-
based coalition access control functionality. The Proxy Server plays a key role in the
SCACA system. A security agent is embedded into proxy to enable the standard SIP
proxy server to support SIP session event notification for the Security Manager in the
SCACA framework. The SIP events are SIP INVITE, INVITE RESPONSE, BYE and

BYE response.

5.3.6 User Agent

In order to setup a SIP communication session, every end user has to have a User Agent
(including UAC and UAS), which is a standard SIP component as introduced in section
2.2.2 plus session-based coalition access control functionality. The User Agent can create
a SIP message with user’s credential and security manager’s service information

embedded in it.

5.3.7 Resource

Resource is data, service or system component, to which access is requested. In most
cases, security manager can act as PEP (policy enforcement point) to enforce access

control decisions received from PDP. Sometimes resources themselves can be PEP as
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well, for example, a web server in an organization can enforce access control decisions

for all web access requests.

5.4 General Support Mechanisms

5.4.1 Acquiring the delegation security manager’s addresses

To acquire the addresses of the delegation security managers the author proposes defining
a new SIP Session Description Protocol (SDP) [RFC3264] for the Delegation Security
Manager. A SIP SDP component is used to carry information of the end point capabilities
for the establishment of a communication session (See section 2.2). It is generally used to
negotiate real time streaming codec parameters. Recalling the discussions of SDP in

section 2.2.4, the key arguments in the SDP message are the following:

v= Version

0= username session-id version network-type address-type address
s= Session name

c= network-type address-type connection-address

t= start-time stop-time

m= media port transport format-list

The critical arguments are s, ¢, and m. The session name (s) can be any commonly agreed
to name, and the use of “Delegation Manager” is suggested. The network address (c) is
negotiated between the 2 entities. Since the connection between the delegation security
managers 1s intended to be bi-lateral and permanent (for the duration of the

communication session) the address that is passed between the caller and the callee is
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originally the IP address of the caller’s delegation security manager. If the callee accepts

the media it will return with the IP address of its delegation security manager.

Also of great importance is the media type argument (m). This will specify the port
number and transport type. For the delegation security manager this would appear in the
following manner: “m=application 8900 dRBAC”. In most SIP examples the format-list
is a known connection protocol. For example RTP is used for many of the real time
streaming applications including voice and video. The author is not aware of any
protocols that are used for the negotiation of delegation or security policies. This
approach has been proposed and implemented by Liscano et al. [LIDH04][Hu03] for the
negotiation of service directories. It is a relatively powerful mechanism by which some
minimal exchange of capabilities can be associated with a session. Figure 10 is a message

sequence chart of the SIP dRBAC session negotiation.

Security  Client A SIP Proxy  SIP Proxy Client B Security
Mgr Mgr
REGISTER REGISTER
L SR

INVITE -
Voice, (RBAC
OK
- dRBAC
ACK ﬂ
Voice
- .
Delggation Manage hlf:llt
had (dRBAC) ot

Figure 10 Sequence of a SIP dRBAC Session Negotiation
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5.4.2 Session Role

At this point delegation security managers can establish a connection in order to negotiate
roles and delegations whenever necessary. Even though the RBAC model [FK92] is
widely used, it is primarily a tool for network administrators. Users are not aware of what
particular roles they might be associated with since for most situations the
correspondence between a user’s identification and his/her role is performed
automatically. It is more effective to keep the same interaction model since users have a

difficult time choosing appropriate roles.

The author proposes the use of a session role (See figure 11), which is determined at run
time and created when the communication session is established. This can easily be done
by considering the CALL-ID argument in the SIP message as a role name, which can
uniquely identify a SIP communication session. This session role can be shared by all
session participants that belong to the same communication session no matter which
organizations they belong to. Every user located at the calling end of the communication
session can simply delegate his/her roles to this run time session role, so other session

participants are able to access resources across the organizations.

There are three advantages of using a session role instead of delegating internal private

roles directly to external individuals or roles as the dRBAC model normally does.

First of all, the session role eliminates the need to have the knowledge of role ontology in
other organizations, which requires high level administration overhead. Moreover, it is

more secure for the delegatee’s domain to use other roles than those used internally since
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this prevents the exposure of internal roles to external domains because the session role is

more like a virtual role which does not belong to any organization.

. ° /'
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Legend 3 3" Party Delegation (across organizations)
+—  Role-to-Session Role Delegation

User-to—Role Relation

Ceanane’ Spontaneous Coalition

Figure 11 A Comparison of Direct Delegation and Session Role

Secondly using a session role can dramatically reduce the amount of delegations to which
one must give access to from external organizations. Each delegator just delegates its
roles to one session role instead of delegating its roles to users or roles from every
external organization respectively. As shown in figure 11, in order to share its resources
within a N-party spontaneous coalition, an endpoint (in a participating organization) only
need to manage one role to a session role delegation, while the amount of delegations
need to be managed in dRBAC approach is N-1. That means an endpoint always handle
one simple and non-3" party delegation, no matter how many organizations evolve in a

spontaneous coalition. The complexity of the session role approach is O(n) while the
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complexity of the traditional dRBAC model is O(n®). The session role approach greatly
eases the administration overhead of delegation and makes a coalition access control
system very scalable, hence this allows the large scale ubiquitous computing application

be really large.

Thirdly it is easier to handle dynamic user behavior. Users are members of a
communication’s session role only when they are currently in that session. Once a user
quits an ongoing session, he/she will no longer hold that session’s role, so his or her
access requests to the other party’s resources will not be permitted any more. This is an
added security measure since the delegations should have been revoked when the user

left the session.

The use of a session role allows us to manage both single and multi-party collaborative
scenarios. In a single party collaborative scenario a delegation can be directly targeted to
an individual. In multi-party collaborative scenarios delegation needs to be targeted to a
group of persons. In either situation the individuals will be delegated the session role. For
example if Alice is the delegator and Bob is the delegate, Bob will be delegated the
session role and Alice can delegate access to a room in CompanyA by delegating a

roomAdmin role in the following manner.

[Alice@CompanyA -> CompanyA.sessionRole’] CompanyA
[CompanyA.sessionRole -> CompanyA.roomAdmin] Alice@CompanyA

[Bob@CompanyB -> CompanyA.sessionRole] Alice@CompanyA
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5.5 Access Control Data Flow Model

The major access control actors in SCACA are shown in the data flow diagram of Figure
12. For detailed SIP session related support mechanisms, please refer to section 5.4 and

5.6.
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Figure 12 the SCACA Architecture Activity Diagram

Let us take the scenario described in section 1.2 to explain how SCACA works. To recap,
a tele-conference will be held between employees from two different companies,
CompanyA and CompanyB. Alice is an employee of CompanyA, and she is the initiator

of this conference. Bob is a member of CompanyB as well as one of the participants
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attending the conference. The purpose is to allow all the participants attending this tele-
conference from other domains to get controlled access to resources related to this
conference call. For example, the accesses to the resources of Alice in CompanyA are
only permitted during the conference to those members participating in the conference
call that is the communication session. As such once the conference ends, all the access

privileges are gone.

The model operates by the following phases:

5.5.1 Service Registration

The inter-organizational spontaneous coalition access control brings a service discovery
challenge, since knowing services or resources beforehand seems impossible and
impractical in across organization environments. Suppose Alice in CompanyA gives
access rights to remote user Bob in CompanyB in a spontaneous coalition access control
system, then a problem arises, that is Bob has no idea about what he can access in Alice’s
domain, so a “Where” question will arise first: Where can I find a list of available
services and their detailed service description information to me? As a result, an access
control mechanism is not enough, and service discovery is an important and necessary

component in inter-organizational spontaneous coalition access control system.

In the design, the author leverages the Service Location Protocol (SLP) [RFC2165], an
IETF protocol for service advertisement and discovery, which provides the capabilities of
discovering services automatically without human intervention. SLP allows clients to put

a specific service query in a SLP message to discover services.
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SLP consists of three entities: Directory Agent (DA) that caches the registered service
information, Service Agent (SA) that advertises the service address and attributes
information for the service provider, and User Agent (UA) that performs service

discovery on behalf of the client.

Resources’
Rervices

Dlsctory
Agent

Figure 13 Service Registration Phase

In this service registration phase, every resource or service provider registers all its
service description information on the directory agent, which acts as a DA (a.1 in Figure
12, 13). Then in the access control phase, the remote client will be able to retrieve service

information from the directory agent.

5.5.2 Session Management with Access Control Capability

This phase includes the natural SIP session management phases.

Session Role Session Role & Role Both Session Role and its
Management: gegas;%’ Rc?rljated Access Control Delegations Revoked

Session Phase: | Session Setup |Session Management | Session Termination Phase
Phase Phase

Figure 14 Lifecycle of Session Role and Delegations in SCACA
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5.5.2.1 Setup of a Communication Session

Before permitting an access request from an external organization, a communication
session needs to be setup up, and the address information of the security managers
located in each participating organization needs to be exchanged. These security
managers will then be able to communicate with each other to share delegations and

proofs.
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Figure 15 Session Management Phase

The author embeds a security manager agent into the SIP proxy server. This agent acts as

a middle box [RFC3303] implementing a security service for the SCACA system. The

-
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timeline pictured in Figure 16 illustrates the operations between a SIP proxy and a

security manager through a security manager agent.
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Figure 16 Time Line Flow — Security Manager Service

At the beginning of the session creation, Alice, the communication session initiator,
sends a SIP INVITE message to the remote SIP user agent owned by Bob in companyB
(b.1 in Figure 15). The INVITE message uses SIP URLs for addressing, and is assumed
to carry a dRBAC SDP payload as described in section 5.1. The author also utilizes the

“k="field in SIP message to carry the URI information of user’s credentials.
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INVITE sip:bob@137.122.90.138 SIP/2.0

Via: SIP/2.0/UDP 137.122.88.36

From: <sip:alice@137.122.88.36>tag=lcwivkr
To: <sip:bob@137.122.90.138> tag=zqkvqtw
Call-ID: 911071378@137.122.88.36

v=0

o=alice 1125184048268 1125184048268 IN IP4 AIAS356
s=Voice Conversation
k=uri:http://137.122.88.36/users/alice@137.122.88.36-
CompanyA.member/deleg 000000_alice@137.122.88.36-CompanyA.member-CompanyA.xml
¢=IN1IP4 137.122.88.36

=00

c=IN1IP4137.122.88.36

m=audio 40000 RTP/AVP 0

a=rtpmap:0 PCMU/8000

c=INIP4 137.122.88.36

m=application 8900 dRBAC

Upon receiving the above INVITE message, Bob accepts the invitation by sending back a
SIP 200 OK response message to the inviter Alice. The response message may also carry

a SDP payload including the security manager information in the invitee’s domain.

SIP/2.0 200 OK

Via: SIP/2.0/UDP
137.122.88.36:1020;branch=z9hg4bk69e71889f396821b0975f195bf2a913,SIP/2.0/UDP 137.122.88.36
From: <sip:alice@37.122.88.36>,tag=lcwlvkr

To: <sip:bob@137.122.90.138> tag=zqkvqtw

Call-ID: 911071378@137.122.88.36

v=0

o=bob 1125184084312 1125184084312 IN IP4 AIAS317
s=Voice Conversation
k=uri:http://137.122.90.138/Users/bob@137.122.90.138-
CompanyB.member/deleg 000000_bob@137.122.90.138-CompanyB.member-CompanyB.xml
c=INIP4 137.122.90.138

=00

c=INIP4137.122.90.138

m=audio 20000 RTP/AVP 0

a=rtpmap:0 PCMU/8000

c=INIP4 137.122.90.138

m=application 8900 dRBAC

Since all SIP messages share one Call-ID (for example: 911071378@137.122.88.36) in
one SIP session, the author naturally uses this attribute value as run-time session role

name in security manager. As shown in figure 16, upon receiving a 2000K response
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message related to a previous INVITE message, the security manager agent, residing in
the SIP proxy server, sends both inviter and invitee’s certificates and the SIP Call-ID to
its security manager, and ask the security manager to create a run-time session role

named after the SIP Call-ID and related delegations as well (b.3 in Figure 15).

In order to make the session role related delegations automatically, the author allows
users (inviter or invitee) to predefine policies for session role related delegations. An
example of Alice’s policy may say that Alice agrees to delegate her regular role to run-
time session roles within SIP sessions. This delegation helps Alice further delegates her
access rights on resources/services in her domain to external session members who
belong to session roles. Session role membership management is introduced in section

5.5.2.2.

Moreover, in order to maintain the organizational wide security, the author allows the
security manager to control whether a user can request to create a run-time session role
within a SIP session. The author uses the access control standard language — XACML

[XACMLOS5] to define a policy for this control, an example can be found in Appendix C.

5.5.2.2 Session Role Member Management

Upon receiving an INVITE message, a callee can either accept or reject the invitation.
After accepting the invitation message, all the session participants, no matter where they
are, belong to the session role only when the communication session is active. The
SCACA leverage SPKI (Simplified Public Key Infrastructure). The SPKI name

certificate is used to identify a particular user, so the system is able to add a user to a
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session role. For auditing purposes, all the session role member management work should
be done by the delegator, which is the requesting user (either caller or callee), instead of
the administrator or the security owner of the domain. Users are represented in SIP user

name format in SCACA as shown in the following example.

[Bob@CompanyB -> CompanyA.sessionRole] Alice@CompanyA

For a conference call, it is common that some participants quit a conference in the middle
of a communication session. For example, Bob quits the session before the whole
communication session ends. Two issues are considered here. First, Bob needs to revoke
all the delegations that he gave out to the session role, generated when he joined the
session, and delete the session role immediately in his own domain CompanyB, so all
external session participants of CompanyB will not be able to access internal resources
and services any more. Secondly, other domains’ security managers need to remove Bob
from their session roles in order to take back the access rights previously delegated to
him. In the thesis’s scenario, CompanyA’s security manager will delete Bob from its
session role, and then he will not be permitted accesses to the resources in CompanyA
which Alice delegates to him through run-time session role in the beginning of the

session.

Normally, a SIP BYE message will not traverse through the proxy, and instead reach to
the remote endpoint directly, because the SIP UAs knows the endpoint address
information after exchanging INVITE messages. In the design, the author forces every
SIP message to go through SIP proxies, and then the SIP proxy will be able to capture the

status of the ongoing session, so the middlebox security manager agent can notify
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security manager to behave correctly. This is an example where a SIP proxy is being

leveraged as a manager of a domain.

When a session participant leaves a communication session, the SIP proxy server
captures the SIP BYE message, and then the security manager agent informs the security
manager that a user is leaving the session. For the first issue, since the proposed context
based coalition access control model has context constraints on the delegators, e.g.
“activity == PhoneSession.SessionIDxxxx and location == MeetingRoom.xxxx”. Context
change triggers the change of delegation status, so those related delegations will become
invalid immediately when Bob’s activity is changed and is no longer in a communication
session. The session role and session role delegations may be completely revoked
according to the implementation. For the second issue, the security manager just simply

removes the session member Bob from the session role.

In addition, the design allows a user manually revoke or even re-delegate his delegations

anytime in an ongoing SIP session.

5.5.2.3 Termination of a Communication Session

When all the participants leave the session, the conference ends and the communication
session is over. All the delegations activated within the communication session are
deactivated or revoked, and then the situation will go back to the normal that there is no
relationship or delegation between organizations, and users cannot access resources and

services located in other organizations although they can do so when the session is alive.
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Similar to the above section, SIP BYE messages trigger this security control through

middlebox security manager agent.

5.5.3 Access Control in a Communication Session

Suppose that the delegators have given out their access rights to all session members by
delegate their roles to the session role, the next step is on the client side, that is, how a
client finds services, sends an access request, and then how the security manager controls

the access.
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Figure 17 Access Control Phase
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5.5.3.1 Service Discovery

In the service registration phase discussed in section 5.5.1, all internal services register on
a SLP DA, their domain’s directory agent, so SLP UA clients will be able to query and
retrieve service information from the directory agent. However, in inter-organizational
environments, the external SLP UA clients have difficulty to do so, since they have no a-

prior knowledge about the internal SLP DA, the directory agent’s contact information.

Similar to the dRBAC SDP proposed in section 5.4.1, the author adds the directory
agent’s description information in SDP message, and attaches it to the SIP INVITE or
INVITE RESPONSE message, so both SIP endpoints will know each other’s directory

agent. An example SDP is shown below.

v=0

o=alice 1125184048268 1125184048268 IN IP4 AIAS356
s=Voice Conversation
k=uri:http://137.122.88.36/users/alice@137.122.88.36-
CompanyA.member/deleg 000000 alice@137.122.88.36-CompanyA.member-CompanyA.xml
¢=INIP4 137.122.88.36

=00

¢=INIP4 137.122.88.36

m=audio 40000 RTP/AVP 0

a=rtpmap:0 PCMU/8000

¢=IN1IP4 137.122.88.36

m=application 8900 dRBAC

c=IN IP4 137.122.88.36

m=application 9000 SLP

In the design, a remote external user first actively contacts the internal directory agent for
a service list with the contact information in the SDP message (step c.1 in Figure 17).
Upon receiving the query, the directory agent asks its security manager what services are
available or authorized for this user (step c.2 in figure 17), since the dRBAC model

supports object query: [user -> ?]. The directory agent then sends back the available
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services and their service description information stored in the directory agent to the

remote client.

The remote user picks up a service from the received service list, and asks the directory
agent for the service’s detailed contact information. Then the user can send an access
request to the service or resource directly. Considering the various services may change
from time to time, a pull model should be used for the client to proactively retrieve new

service list.

5.5.3.2 Access Control Flow

There are five functional components playing in the access control phase, they are client,
resource, security manager, policy server and context agent. A client is the requestor
sending requests. Resources are data, service and system components that users want to
get accesses to, and they may act as PEPs in access control system. In most systems,
some access gateways provide PEP services for resources. A security manager acts as a
PDP to receive access requests from PEPs, proof those requests and return back access
control decisions to the PEPs, and then the PEPs enforces the received decisions. When a
security manager proofs an access request through delegation chains, it may also retrieve
related access control policies and context information from its policy server and context

agent.
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Figure 18 Access Control Sequence Diagram
The above sequence diagram shows the interactions between the main actors: requestor,
resource/service, and security manager for an http access to an internal resource from a
external user. The following steps illustrate the access control process in detail (steps c.3

—c.6 in Figure 17):
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1. The external user picks up a service and sends an access request to the resource
(step c.3 in Figure 17). In the design, a SPKI certificate or its URI is attached to

every access request.

2. Upon receiving an access request, the resource/service transforms the native
request to an access control request and sends it to the PDP (Policy Decision Point),
its Security Manager, and waits for an access control decision (step c.4 in Figure

17);

3. The security manager (PDP) starts to proof the request through delegation chains,
and it may also query related access control policies from the policy server (step
c.5 in Figure 17), retrieving related context information from context agent (step
c.6 in Figure 17). For example, the session role delegator’s context information
may be retrieved to compute a delegation constraint to help decide whether a
delegation is active or not. The security manager (PDP) then makes an access
control decision based on the proofing result, and sends the response back to the

requesting PEP for enforcement (step c.4 in Figure 17);

4. The PEP enforces the decision. If the access is permitted, then the PEP permits the

access to the resource; otherwise, it denies the access.
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5.5.3.2 Delegation Proofing

CompanyA

Step 4

ompanyA.sessionRole>
OQpanyA.roomAccess]?

dnpanyA.roomAdmin

Figure 19 The SCACA Proofing Process based on dRBAC

This section illustrates the delegation proofing process in the SCACA framework.
Recalling the scenario described in section 1.2, Alice, the session initiator, creates or
activates delegations related to the conference call based on the communication context.
Since Alice is currently in a communication session and physically in a meeting room in

Company A. The contextual information is defined as follows:

activity == PhoneSession.SessionID1234 and location == MeetingRoom.SITE4004

The roles that Alice can delegate can be manually selected by Alice from a prompted
interface or be automatically done based on predefined policies. Moreover, other

participants, like Bob, may also delegate their roles in their own organizations to the run-
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time generated session role, so that the session participants can access each other’s

resources across organizations.

In the following, the thesis summarize the delegation proofing steps illustrated by Figure

19, in which Bob, a member of companyB, requests an access to the resources located in

the meeting room in companyA, at the time that Bob is talking with Alice in CompanyA

over a phone session. Note: since the SPKI is used throughout the design, the user-role

relation is defined by delegation instead of database approaches.

(1)

@)

[Bob@CompanyB -> CompanyA.sessionRole] Alice@CompanyA:

The starting point is to validate Bob’s access to CompanyA.roomAccess, which is
an object role grouping some access rights to certain resources. To authorize the
access, the CompanyA’s security manager must discover a proof for
[Bob@CompanyB -> CompanyA.roomAccess]. The first delegation is that of Bob
to a run-time generated session role: CompanyA.sessionRole, and this delegation is
signed by the caller Alice in CompanyA. The next step is to discover whether Alice

has the right to delegate the run-time generated session role.

[Alice@CompanyA -> CompanyA.sessionRole’] CompanyA:

This is a third-party delegation indicating that the root of CompanyA authorizes
Alice has the right to further delegate a run-time session role. Then the security
manager issues a subject query to obtain all proofs of the form

[CompanyA.sessionRole -> *]. In response to this query, it discovers delegation (3)
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defining a relationship between the roles CompanyA.sessionRole and

CompanyA.roomAdmin.

(3) [CompanyA.sessionRole -> CompanyA.roomAdmin] Alice@CompanyA (activity

== PhoneSession.SessionID1234 and location == MeetingRoom.SITE4004):

The security manager discovers the delegation has contextual constraints applied
on the delegator Alice. It first retrieves the real time contextual values of Alice
from a context agent or a SIP location server and checks the value of the context
conditions. If the condition is false, this indicates the delegation currently is not
valid and hence the access control decision is made that the request is denied. If the
condition is true, then the security manager further discovers that the delegation (3)
must have been accompanied by its support proof. In this case, the latter comprises

of delegations (4) and (5).

4) [Alice@CompanyA -> CompanyA.research] CompanyA:

Alice is delegated the role CompanyA .research.

(5) [CompanyA.research -> CompanyA.roomAdmin’] CompanyA:

This is a third-party delegation that the all members holding the role
CompanyA.research have the authority to further delegate the role
CompanyA.roomAdmin. At this point, the security manager has discovered a chain
from Bob to CompanyA.roomAdmin, but is still missing a proof that would
authorize [CompanyA.roomAdmin -> CompanyA.roomAccess]. To obtain this, it

continues with its forward search by contacting the home dRBAC wallet
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corresponding to the role CompanyA.roomAdmin, and issuing to it a direct query
for [CompanyA.roomAdmin -> CompanyA.roomAccess]. The response to this

query is a self-certified delegation (6).

(6) [CompanyA.roomAdmin -> CompanyA.roomAccess] CompanyA:

Now the proof authorizing [Bob@CompanyB -> CompanyA.roomAccess] is

complete.

5.6 Authentication across Domains

The access control mechanism the author discusses here is actually an implementation of
authorization, which is the process of giving individuals access to system objects based
on their identity, however a comprehensive security system also requires authentication
that is the process of identifying an individual, although it is not addressed much in the

thesis.

For authentication in one organization, a centralized certification authority is required.
Public Key Infrastructure (PKI) is widely used to manage keys and certificates. PKI uses
global unique naming system (X.500) to name users and securely binds the names of

users to their public keys.

Regarding a realistic distributed system, in which communications happen between
several organizations or independently administered subsystems, the existence of

centralized certificate authority is impossible. Hence it’s difficult for an organization’s
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security server to authenticate an access requestor from other organizations, even though

that requestor is certified by the remote certificate authority.

SPKI/SDSI is designed for distributed system with local naming system and local
certificate authority. Without centralized certificate authority, the trust relationships must
be explicitly established across organizations in SPKI/SDSI, so that an organization will
be able to trust a certificate created by external authority. Moreover, in SPKI,
authentication is not really “authentication”, and it is a process of authorization of

answering a delegation authorization query.

5.7 Related Security Issues

Currently SIP security is still an ongoing topic. As SIP is evolving from HTTP and
SMTP, all security mechanisms available for them can also be applied to SIP sessions.
With the assistance of PKI, digital certificate can be embedded in SIP for authentication,
and the encryption of MIME bodies, e.g. SDP payload, is supported. In the network level,
the use of SIPS URI (TLS over TCP) [SKS04] and IPsec can secure the communication

between coalition partners in public domain.

Incorporating SIP into access control also brings new challenges as user’s various
behaviors at SIP level may cause security holes. For example, one endpoint invites
another person or redirects an ongoing session to an alternative device, and then
withdraws from the session. The author is not clear whether this should be allowed or not
because this would somewhat violates the service providers’ security requirements,

which may be only given access to those original session participants. This work needs to
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be expanded to handle the interactions between the SIP signaling layer and the access

control layer.
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Chapter 6 Validation

The proposed SCACA approach is a framework system, and its validation is very similar
to the process of creating an Internet Standard in IETF. The implementation and testing is
one of the key goals of the Internet Standards Process in IETF. In this chapter, the author

validates the designed system framework through a proof of concept implementation.

Protecting network systems from attacks is critical for a security system. The most
serious attacks to computer security are to hack the authentication, and attack servers
providing all kind of services. Access control is a sub domain of computer security.
Attacks are not appropriate for access control. The best way of validating the access
control system is to test how the system controls the accesses, that is an unauthorized
access can be denied and an authorized access can be allowed. This validation will show

that access is only available when the session is active.

In this chapter, a prototype system is implemented to demonstrate that a user Bob at
organization CompanyB easily gets access to a confidential salary document located on a
web server in a remote organization CompanyA, when Bob is talking with Alice over an
audio conversation session. Bob’s access rights are gained through delegations made by
both Alice and CompanyA at the time the multimedia session is set up, and Bob’s access
automatically gets revoked after the session is over. Vice versa, at the same time, Alice at

CompanyA can access resources in CompanyB in the same easy way.

Regarding the context agent and directory agent, the author didn’t manage to implement

them in the demo validation, since there are already many context agent and directory
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agent systems in place. Since the dRBAC implementation supports a subject to object
query, the idea of secure service discovery can be implemented easily, and the
combination of delegation and access control policies is more difficult. This prototype is
focused on leveraging a communication session as a dynamic activity context to
demonstrate the proposed SCACA framework supports spontaneous coalition access

control.

6.1 Prototype Environment

-t - -’ e
.' - ‘0 "
’ Secnrity Manager ’ Secupty Manager Y
TR 13712290138 TP 137 122 8836
[ Pogt: 8900 Poat: 8900

SIF Prosge 7132,
TP 13TA2290038 Port: 1026
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SIFUA
TP 137 12288 36
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User: bobyi 37 12290138
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13712290158 P17 1228836 i
Port: 5080 iPort: BUB0 ’
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Figure 20 Simulation Environment

Figure 20 depicts the overall system environment of this simulation. As shown in the

figure, this simulation includes two organizations: CompanyA and CompanyB. The
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‘minimal devices needed for this simulation are two computers, one for each organization.
The machine with IP address 137.122.88.36 represents CompanyA with a SIP proxy, SIP
UA, Security Manager and web server running on it, and similarly the machine with IP
address 137.122.90.138 represents CompanyB with its SIP proxy, SIP UA, Security
Manager and web server running on it. Since all services including SIP proxy, security
manager, and web server run on different ports on same machine, they can be physically
installed on different servers when this system is placed into the real world. The

prototype supports various configurations.

Four processes, a SIP UA, SIP proxy, security manager, and web server are required to

run simultaneously to exercise the prototype properly.

6.2 Prototype Configuration

Before running the prototype, the thesis first describes the necessary configurations of the

key components in the SCACA implementation.

For the two SIP proxies in figure 20, each proxy is in charge of one organization, and set
the other proxy as its next hop, so SIP messages will be able to be routed to their
destinations properly. Since a SIP proxy server plays a very important role in the
proposed SCACA framework, specifically a SIP proxy server must remain on the path of
the future requests in a SIP dialog, the author enables “Record-Route” functionality in

SIP proxies in the prototype.
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The last configuration of proxy is about access control. The author creates a configuration
file for administrators to decide whether to enable the session based access control

functionality of the SIP proxy server, for example:

“allow_session_access_control : ON”

When the parameter is set to “OFF”, the proxy behaves exactly the same as a normal SIP
proxy server. In addition, the prototype also allows administrators to specify the security
manager’s IP address and port number in that configuration file, so the security agent

embedded in the SIP proxy server will be able to communicate with its security manager

properly.

In the prototype implementation, every security manager wraps a dRBAC wallet in it. To
make this prototype simple and easy to be understood, the prototype applies similar
configurations for both CompanyA and CompanyB, and statically define the following
user roles, object roles, resources and delegations as follows. For the representation of a

delegation used in the prototype, please refer to appendix B.
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Domain

137.122.88.36

137.122.90.138

Root Entity

Companya

CompanyB

Represent the root of the
domain.

User name

alice@137.122.88.36

bob€@137.122.90.138

Use SIP URI as user name
in security manager.

User role

CompanyA . member

CompanyB .member

Every user in an
organization is a member
of Company.member role.

Object role

CompanyA.access

CompanyB.access

Represent bunch of access
rights to a group of
resources, here is
specifically the privilege
to read a confidential
salary document on web
server.

Delegations

[CompanyA .member->
CompanyA.access])
CompanyaA;

[Alice@137.122.88.36
-> CompanyA.member’ ]
Companyva;

[CompanyB.member->
CompanyB.access]
CompanyB;

[Bob@137.122.90.138->
CompanyB .member ‘ ]
companvB;

Pre~defined delegations
which are necessary for
exercising the prototype.

Table 3 Pre-defined Prototype Settings

All delegations run-time delegated to a session role are made by users, either inviters or

invitees, whoever belongs to the domain. The delegators are responsible for signing

delegations and giving the access rights out, however in practice an organization may feel

somewhat lose overall control on session role delegation management when there are

many session roles get created and many delegations get generated in run time. To

address this issue, besides the above settings, the prototype leverages a XACML policy

for organizational administrators to control whether users could ask for creating new

roles. For an example of this XACML policy, please refer to appendix C.

Regarding the SIP UA’s configuration, a user configuration interface is designed below

to facilitate user’s configuration.
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: - User Info Configuration

37.122.88.36

37.122.88.36

37.122.88.36.

800

Ausersialicei@! 37.1 22.88.36'—CompanyAmembeﬂdeleg_DDDDOD_alice@1 371

Figure 21 User Configuration Interface

As displayed in the above figure, besides the proxy and audio transmission settings, the
last five settings are all for security. A user must specify its security manager’s
addressing information, and also the URI of his or her credential information, which will
be inserted into SIP messages transferred to remote endpoints through proxies. The best
URI might be a HTTP URI because it is easy to be reached anywhere. Here the author
just simply uses local URIs on hard drive to represent it. The last check box allows user
to control whether to turn on the access control functionality in a SIP UA. If it is

unchecked, then the SIP UA behaves like a normal SIP UA.

When users access resource (PEP), the resource forwards the access request to security
manager (PDP) for an access control decision. Regarding the configuration for PEP, the
author creates a configuration file for PEP with security manager’s IP address and port
number information in it, so that the resource will be able to communicate with its remote

security manager properly.
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In order to play the simulation, one user is needed at each side. As mentioned in the table
3, the author adopts SIP URI as user’s name instead of user’s real name in security

manager that are alice@137.122.88.36 and bob@137.122.90.138.

6.3 Prototype Execution

The following illustrates and describes the three major phases of the proposed SCACA

framework. Some results and outputs are shown as well.

6.3.1 Session Initiation and Delegation Creation

First of all, the author manually starts the two SIP proxy servers, security managers and
web servers on both machine 137.122.88.36 and 137.122.90.138. These processes are

supposed to keep running all the time.

Since the simulation has user Alice at CompanyA with username alice@137.122.88.36,
and Bob at CompanyB with username bob@137.122.90.138, in the beginning, both user

Alice and Bob start their SIP UAs, and register on their own SIP proxies as well.
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Figure 22 SIP session initiation of the simulation

Shown in Figure 22, user Alice at CompanyA invites user Bob at CompanyB to a voice
conversation session by inputting the SIP username of Bob in the invite window of SIP
UA program. The SIP message of Alice’s INVITE request is below. The messages are

captured by the SIP proxy message monitoring utility.

INVITE sip:bob@137.122.90.138 SIP/2.0

Via: SIP/2.0/UDP 137.122.88.36

From: <sip:alice@137.122.88.36> tag=eamyqwj
To: <sip:bob@137.122.90.138> tag=ehuapci
Call-ID: 353791834@137.122.88.36

v=0

o=alice 1126971164275 1126971164275 IN IP4 AIAS356

s=Voice Conversation
k=uri:c:\users\alice@137.122.88.36-CompanyA.member\deleg_000000_alice@137.122.88.36-
CompanyA.member- CompanyA.xml

c=INIP4 137.122.88.36

=00
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c=INIP4 137.122.88.36
m=audio 40000 RTP/AVP 0
a=rtpmap:0 PCMU/8000
c=INIP4 137.122.88.36
m=application 8900 dRBAC

According to the SDP standard [RFC2327], the author extends Mitre’s Java SDP API to
support two service descriptions in one SDP message, and especially enable more than
one services located at different IP addresses. Currently there are two service descriptions
for audio and security manager in the above SIP message. In addition, the URI of Alice’s
credential file is set to be the value of “k=" field in the SIP message, so the remote
endpoint or security manager will be able to authenticate the user. Upon receiving Alice’s
SIP INVITE message, Bob accepts the invitation, generates a SIP 200 OK response
message below based on his service information and then sends it back to Alice’s SIP UA

through SIP proxies.

SIP/2.0 200 OK

Via:SIP/2.0/UDP

137.122.88.36:1020,; branch=z9hg4bkf512c6cblae67aecd6265f184f6aebe,SIP/2.0/UDP 137.122.88.36
From: <sip:alice@i37.122.88.36>tag=eamyqwj

To: <sip:bob@137.122.90.138> tag=ehuapci

Call-ID: 353791834@137.122.88.36

v=0

0=bob 1126971120093 1126971120093 IN IP4 AIAS317
s=Voice Conversation
k=uri:C:\Users\bob@137.122.90.138-CompanyB.member\deleg_000000_bob@137.122.90.138-
CompanyB.member-CompanyB.xml

¢=IN1P4 137.122.90.138

=00

c=IN IP4 137.122.90.138

m=audio 20000 RTP/AVP 0

a=rtpmap:0 PCMU/8000

c=INIP4 137.122.88.36

m=application 8700 dRBAC

Since both Alice and Bob’s proxies all enable the access control functionality in
configuration, they receive and read the related SIP INVITE message, its response

messages, and the embedded SDP messages as well, and then the security agents on the
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proxies communicate with their respective security managers. The security managers in

CompanyA and CompanyB individually create run-time generated session roles and

delegations below:

Run-time
Session CompanyA.353791834@137.122.88.36
CompanyA.353791834@137.122.88.36"
Roles
Automatic [CompanyA.353791834@137.122.88.36 -> CompanyA.member w/[]] alice@137.122.88.36
Run-time [alice@137.122.88.36 -> CompanyA.353791834@137.122.88.36' w/[]] CompanyA
N [bob@137.122.90.138 -> CompanyA.353791834@137.122.88.36 w/ []]

Delegations | alice@137.122.88.36

suenssil;:le CompanyB.353791834@137.122.88.36
CompanyB.353791834@€137.122.88.36"
Roles
Automatic [CompanyB.353791834@137.122.88.36 -> CompanyB.member w/[]] bob@137.122.90.138
Run-time [bob@137.122.90.138 -> CompanyB.353791834@137.122.88.36' w/[]] CompanyB
N [alice@137.122.88.36 -> CompanyB.353791834@137.122.88.36 w/ []]
Delegations | pob@137.122.90.138

Table 4 Run-time Generated Session Roles and Delegations

To authorize the access request for a confidential salary at CopmanyA from user Bob at
CompanyB, the security manager in CompanyA needs to discover a proof for
[bob@137.122.90.138 -> CompanyA.access}, in which the object role CompanyA.access
includes the access rights for reading the confidential salary document. This process is
similar to the proofing process the thesis describes in section 5.5.3.2. For the detailed pre-
defined static delegations and roles, please refer to Table 3. In addition, in the prototype
implementation, the  delegation [CompanyA.353791834@137.122.88.36  ->
CompanyA.member w/[]] signed by the user alice@137.122.88.36, as shown in the
above table, is made automatically according to the user’s pre-defined policy on the

security manager. In the real world, this can be done manually by users themselves to

eliminate their security concerns.
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6.3.2 Access Control

After the above steps, all necessary session roles and related run-time delegations are in
place. In order to validate the operations of SCACA and test the access control, the
author uses a confidential salary document on a web server as a resource to be accessed.
On the client side, a HTML form helps the user build an access request with user’s
credential information in it. A Java Servlet on the web server side functions as a PEP to
accept access requests, forward requests to its security manager and then enforce the

received access control decision.

The test below shows that Bob at CompanyB can access a confidential salary document

on the web server at CompanyA when the session is ongoing.
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uthorization

Kaining Wang, University of Ottawa

DESCRIPTION:

Client: Bequestos’s browser;

Resource: A confidential salagw file Focwted tn Database ox file systein:

PEP: Web ppplicatdon server (Fava seiviet)

PDP; Secuvity Mumtager (imoning on different machine);

Communication Protocol between PEP and PDP: Cyvintly theve is no standavd for it Heve Luse my 0w,

PEP behavious: PEY accepis vequest, veirieves sotne necessnvy il veliated o this wecess, gonerates au avesssyequest inclading
veipestor's wher hership delegationcredentials, for exonple, [Bob@ 137 122.90.138 > BiglSP.menber] BigiSP, then PEP

sendly the requiest L0 renote Secority Manager(PDP) waifs for o vespoxse Frona PP which bueluddes an AC dedision, finally
invvokes ifferent tasks nccopding ¥ the decision, for examaple, pennit or deny the request.

PDP behaviors: Security Manager iy 2 sunlth-theead server always ronning on auother ot the ssine yanchine. Tts functionalities
are Session Role Managament. Acvess Conirol. and policy management, For access control, seconity manager acts as PDP, It
accepts secess requiest Hromy PEP (imy vesources) through self. defined commpmuication protoco], proof tiis request through 2
delegation ohiasin, genevates a response sd sepad badck o PEP.

subjectName: Ibub@137.122.90‘138‘
resourceName*: [snlmy
actionName: fread )

</searchtag>
</role>
walid>-1¢/valid>
<invalid>-1</invalid>
</delegation>
</docy

credentials®:

Figure 23 Build an Access Request with a HTML Form
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Your request is allowed by our Security Manager

Confidential Salary Information

Figure 24 Result of Successful Access
6.3.3 Session member and role management

When user Bob wants to leave the audio conversation, he clicks menu item “Send Bye”
in his SIP UA to send a SIP BYE request to remote user Alice at CompanyA. Since the
proxy and SIP UA have been enabled to force the SIP requests traveling through proxies,
both CompanyA and CompanyB’s SIP proxies will receive the SIP BYE request. Hence
the security manager in CompanyA will be able to delete member Bob from its session
role below first by revoking the session role member delegation in the prototype, and all
other related delegations to this session role as well, since this simulation is only a two-

party SIP session and there is no other member left in this session role.
[bob@137.122.90.138 -> CompanyA.353791834@137.122.88.36 w/ []] alice@137.122.88.36

For the security manager in CompanyB, the session role and all run-time delegations
related to this session role will be deleted and revoked too (shown in Table 4), because
Bob is the original requestor for creating the session role in CompanyB and this is only a

two-party session scenario.

In the prototype, the author has implemented full functionalities for session role and

member management, which are suitable for multi-party multimedia communication
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session. Figure 25 shows, during an active voice conversation session, user Alice click
the menu item “Security -> Revoke delegation” in her User Agent GUI to manually take
back the access rights which were given out to the session members in the beginning of
the session. The outputs of the interactions between Alice’s UA and her security manager
are shown in the GUL At this time, user Bob at CompanyB can not access the
confidential salary document any more unless Alice manually ask security manager to re-
create the session role and re-generate necessary delegations by click the menu item

“Security -> Invoke delegation” in her UA GUL

5IP User Agenkt ¥2.3

he following is INVITEE's information:

| UQEr“NamE' hobi@137.122. 90.138

E IP Address: 137.122.90.138

. Credential: [boh@13? 122.90.138- >CompanyB tnember w/[]] CompanyB
Domain Root El‘l'[ll'y’ CompanyB

‘Becurity Manager's IP; 137.122.88.36

‘Security Manager's Part: 8700

ession and delegation based access control is enabled

| Sendmg a CreateSessionRole request to Security Manager
Receive a response fram Security. Manager OK

Jow hnb@1 37.122.90.138 is holding your delegated access rights.
naudioconversation session starts

ending a DeleteSessionRole request fo Security Manager...
eceive a response fram Secutity Manager: OK

ow all session role delegations are revoked.

Figure 25 Session role and Delegation Management within an Active Session

Below shows that user Alice can’t access the confidential salary document on

CompanyB’s web server after Bob leave the session.
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subjectName:  |bob(@137.122.90.138

resourceName*: |salary

actionName:  |read

credentials®:

Sorryl Your requestis denied by our Secunity Manager!

Figure 26 Result of Failed Access
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Chapter 7 Conclusions and Future Work

7.1 Conclusions

In the thesis, the author has addressed the problem of developing access control models
and a general architecture to facilitate secured access in a spontaneous coalition. The
author discovered that the delegation mechanism places a significant trust on the
delegator such that there are no restrictions on "who" the delegation is for. Delegation is
leveraged to greatly minimize the administration overhead in the spontaneous coalition
access control, since the delegation management can be done by users themselves rather
than the administrators, and there is no need to share any common knowledge between

organizations and rely on a 3 party to administrate trust relationships.

Furthermore, context information is introduced into the spontaneous coalition access
control to make the access control adapt to the dynamic nature of spontaneous coalition.
The author places some form of acceptable context-based restrictions on the delegation
because the dRBAC model is too restrictive for ad hoc scenarios. In the proposed
SCACA framework, access rights are given out through delegations within an activity
context that is a communication session, in which every party may know each other a-

prior.

In comparison, the context used in the contextual delegation model is status information,
and its application is a kind of passive context awareness application, while the SCACA

is more likely an active context awareness application. Basically, the active context can
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provide more dynamic feature then the passive context. The SIP communication session
is a kind of active context that can change the application's behavior, since in our
SCACA framework it will not only be used for the context constraints, but also for the
generation and revocation of the delegations. The delegation generation has to be done by

some sort of event handling mechanisms.

In the thesis, the author first proposes the D-TMAC model by extending the TMAC
model with delegations, and the extension to the dRBAC model is proposed by applying
context conditions on delegations to provide more flexible, dynamic and fine-grained
access control. The SCACA, the focus of this thesis, a session and delegation based
architecture is proposed that leverages the communication session as context to facilitate
the spontaneous coalition access control. A session role is also proposed in SCACA for
easily managing the access control in spontaneous coalitions. As discussed in section
5.4.2, the session role approach offers scalability in the number of parties in the
spontaneous coalition although the prototype demo use two-party scenario in the

validation.

The central idea of the thesis is to use context-based delegations to minimize the amount
of administrative overhead and facilitate access control in spontaneous coalition
environments. A requestor can access resources in a foreign domain by providing its
identity information along with any delegations it may have to the security manager of
that foreign domain, and the requestor’s access to different resources in foreign domains

can be seamless and flexible with the SCACA framework.
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7.2 Future Work

The proposed SCACA framework is designed for users easily delegating and managing
access rights to remote users in spontaneous coalition environments. A communication
session role concept is proposed in the framework to group all communication session
members altogether, as a result, all those session members have exact same available
resources and related access rights to them. The author has discussed the advantages of
using a session role in section 5.4.2, however, one disadvantage of doing so is that the
access control loses granularity to some extent. In order to support giving session
participants different privileges instead of assigning all of them one session role, the
framework can be extended to be more general and user-centric, so that a delegator, a UA
client can manually delegate different session members different access rights within an

active communication session.

Although the SCACA framework is proposed for spontaneous coalition environments, it
is not limited to that and can be further applied to formal coalition environments (see
section 1.1), for an example, the formal across organizational conference scenario
described in section 4.1. Recalling the D-TMAC model proposed in section 4.1, which
extends the TMAC/C-TMAC models and provides dynamic and fine-grained access
control for relatively formal coalition environments, the author believes that the
incorporation of SCACA and D-TMAC can provide more flexible, dynamic and fine-
grained coalition access control for formal coalition environments. The difference is that
it will need more organizational administration involved in the access control system,
such as team role management. A possible application would be the incorporation of a

SIP conference server and the implementation of the SCACA and D-TMAC.
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This research is based on the dRBAC model whose representation of delegation is not
that universal and standardized. The work of bringing delegation into XACML is still an
ongoing work, but the author believes the future direction of the SCACA framework
would be using XACML policy language to represent both access control policies and

delegations.

As discussed in section 1.1, the need for teleconference increased dramatically in the
Post-September 11 world. More and more government entities, organizations and
companies have a critical need to securely share information and interact across non-
traditional organizational boundaries over dramatically increasing spontaneous coalitions.
Many commercial companies have sensed this big change in the market and developed
their enterprise instant messaging products, such as AOL Instant Messenger, Jabber,
Akonix, etc. In the past year or two, Instant Messaging’ has begun to take center stage for
intra-organizational communications and even inter-organizational communications. For
years, the major concern of organizations on Enterprise Instant Messaging is security, and
the current major industrial efforts are to find ways to secure communication and data.
The author believes that the future of Enterprise Instant Messaging is to focus on sharing
more resources in coalitions and providing more capabilities for coalition access control.
The models and framework proposed in the thesis can be a possible solution for this

direction.

® Instant messaging is the act of instantly communicating between two or more people over a network such
as the Internet. The typical capabilities offered by major IM client packages are: Basic text mode
messaging between users; Voice over IP conversations; Video over IP sessions; File transfers; Application
sharing; Group chat in 'chat rooms' similar to IRC.
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Appendix A:

The following is an output of related SIP messages for the prototype demo described in
chapter 6.

SIP INVITE request message:

INVITE sip:bob@137.122.90.138 SIP/2.0

Via: SIP/2.0/UDP 137.122.88.36

From: <sip:alice@137.122.88.36> ;tag=lcwlvkr
To: <sip:bob@137.122.90.138> tag=zqkvqtw
Call-ID: 911071378@137.122.88.36

CSeq: 1 INVITE

Expires: 7200

Subject: Hi

Content-Type: application/sdp

Contact: <sip:alice@137.122.88.36;transport=udp>
Content-Length: 340

v=0

o=alice 1125184048268 1125184048268 IN IP4 AIAS356
s=Voice Conversation
k=uri:c:\users\alice@137.122.88.36-CompanyA.member\deleg 000000 _alice@137.122.88.36-
CompanyA.member- CompanyA.xml

¢=INIP4 137.122.88.36

=00

c=IN1IP4 137.122.88.36

m=audio 40000 RTP/AVP 0

a=rtpmap:0 PCMU/8000

¢=INIP4 137.122.88.36

m=application 8900 dRBAC

2000K response message to a SIP INVITE message:

SIP/2.0 200 OK

Via: SIP/2.0/UDP
137.122.88.36:1020,; branch=z9hg4bk69e7f389f396821b0975f195bf2a913,5IP/2.0/UDP 137.122.88.36
From: <sip:alice@137.122.88.36>tag=lcwlvkr

To: <sip:bob@137.122.90.138>tag=zqkvqtw

Call-ID: 911071378@137.122.88.36

CSeq: 1 INVITE

Subject: Hi

Content-Type. application/sdp

Contact: <sip:bob@137.122.90.138; transport=udp>

Content-Length: 338

v=0

0=bob 1125184084312 1125184084312 IN IP4 AIAS317

s=Voice Conversation
k=uri:C:\Users\bob@137.122.90.138-CompanyB.member\deleg 000000 _bob@137.122.90.138-
CompanyB.member-CompanyB.xml
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¢c=IN1P4 137.122.90.138
=00
¢=IN1IP4137.122.90.138
m=audio 20000 RTP/AVP 0
a=rtpmap:0 PCMU/8000
c=INIP4 137.122.88.36
m=application 8700 dRBAC

SIP BYE request message:

BYE sip:bob@137.122.90.138 SIP/2.0

Via: SIP/2.0/UDP 137.122.88.36

From: <sip:alice@137.122.88.36> tag=lcwlvkr
To: <sip:bob@137.122.90.138> tag=zqkvqtw
Call-ID: 911071378@137.122.88.36

CSeq: 2 BYE

Content-Length: 0

2000K response message to a SIP BYE message:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 137.122.88.36

From: <sip:alice@137.122.88.36>,tag=lcwivkr
To: <sip:bob@137.122.90.138> tag=zqkvqtw
Call-ID: 911071378@137.122.88.36

CSeq: 2 BYE

Content-Length: 0

Context-based Coalition Access Control for Spontaneous Networking 109



Appendix B:

The following XML document contains a real delegation used in the prototype
implementation:

[CompanyA.353791834@137.122.88.36 -> CompanyA.member w/[]]
alice@137.122.88.36

The entities are actually represented by their public keys.

<doc>
<delegation>
<!-- [CompanyA.353791834@137.122.88.36 -> CompanyA.member w/ []] alice@137.122.88.36 -->
<role type="subject">
<roleid>
<name>CompanyA</name>

<publickey>1083275702583400658016440188093657868904391779259816945287919009055221034337
16624755313734334332757905060632473198324360118077116726540605249444565531641955958055
28628553087885213589126247311959172213550111707894175067823770371741380559433766447160
3955636996973074595668786087890672438302506366267678166391403 17</publickey>
</roleid>
<name>353791834@137.122.88.36</name>
<assign>false</assign>
<searchtag>
<homeipaddr>137.122.88.36</homeipaddr>
<homeport>9000</homeport>
<roleid>
<name>CompanyA </name>

<publickey>1083275702583400658016440188093657868904391779259816945287919009055221034337
16624755313734334332757905060632473198324360118077116726540605249444565531641955958055
28628553087885213589126247311959172213550111707894175067823770371741380559433766447160
3955636996973074595668786087890672438302506366267678166391403 17</publickey>
</roleid>
<ttl>S</ttl>
<subflagtype>1</subflagtype>
<objflagtype>0</objflagtype>
</searchtag>
</role>
<role type="object">
<roleid>
<name>CompanyA</name>

<publickey>1083275702583400658016440188093657868904391779259816945287919009055221034337
16624755313734334332757905060632473198324360118077116726540605249444565531641955958055
28628553087885213589126247311959172213550111707894175067823770371741380559433766447160
3955636996973074595668786087890672438302506366267678166391403 17</publickey>

</roleid>

<name>member</name>
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<assign>false</assign>
<searchtag>
<homeipaddr>137.122.88.36</homeipaddr>
<homeport>9000</homeport>
<roleid>
<name>CompanyA</name>

<publickey>1083275702583400658016440188093657868904391779259816945287919009055221034337
16624755313734334332757905060632473198324360118077116726540605249444565531641955958055
28628553087885213589126247311959172213550111707894175067823770371741380559433766447160
3955636996973074595668786087890672438302506366267678166391403 17</publickey>
</roleid>
<ttl>5</ttl>
<subflagtype>1</subflagtype>
<objflagtype>0</objflagtype>
</searchtag>
</role>
<attributeset/>
<role type="signer">
<roleid>
<name>alice@137.122.88.36</name>

<publickey>1484422205021224573585876806553777113603537217116284294851058865939236384653
22933147066748618581878965552463034936239704853929713182431431195796476254157623496260
12593003793942333662846072255247334054368949612541382456691307320415087498075307211725
8732308671619849657351313632586648318972429815411069759171243 17</publickey>
</roleid>
<name/>
<assign>false</assign>
<searchtag>
<homeipaddr>137.122.88.36</homeipaddr>
<homeport>9000</homeport>
<roleid>
<name>CompanyA</name>

<publickey>1083275702583400658016440188093657868904391779259816945287919009055221034337
16624755313734334332757905060632473198324360118077116726540605249444565531641955958055
28628553087885213589126247311959172213550111707894175067823770371741380559433766447160
3955636996973074595668786087890672438302506366267678166391403 17</publickey>
</roleid>
<ttl>5</ttl>
<subflagtype>1</subflagtype>
<objflagtype>0</objflagtype>
</searchtag>
</role>
<valid>-1</valid>
<invalid>-1</invalid>
</delegation>
</doc>
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Appendix C:

The following is an example of XACML policy to control users’ privileges for creating a
new role in a domain.

<?xml version="1.0" encoding="UTF-§8"?>
<Policy xmlns="urn:oasis:names:tc:xacml:1.0:policy"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Policyld="GeneratedPolicy"
RuleCombiningAlgld="urn:oasis:names:tc:xacml: 1.0:rule-combining-algorithm:ordered-permit-
overrides">

<Description>
This policy applies to users (example: alice@137.122.88.36)at domain
137.122.88.36, who wanna its security domain AirNet to create a role
(session role). The one Rule applies to the specific action of
create a role in AirNet, for example AirNet.sessionRole888, but other
Rules could be defined that handled
other actions. In this case, only certain groups of people are
allowed to commit. There is a final fall-through rule that always
returns Deny.
</Description>

<Target>
<Subjects>
<Subject>
<SubjectMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:rfc822Name-match">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">137.122.88.36</Attribute Value>
<SubjectAttributeDesignator DataType="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name"
Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id"/>
</SubjectMatch>
</Subject>
</Subjects>
<Resources>
<Resource>
<ResourceMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:anyURI-equal">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#anyURI">roleDatabase</Attribute Value>
<ResourceAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#anyURI"
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<AnyAction/>
</Actions>
</Target>

<Rule Ruleld="CommitRule" Effect="Permit">
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<Target>
<Subjects>
<AnySubject/>
</Subjects>
<Resources>
<AnyResource/>
</Resources>
<Actions>
<Action>
<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">createRole</Attribute Value>
<ActionAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string"
AttributeId="urn:oasis:names:tc:xacml: 1.0:action:action-id"/>
</ActionMatch>
</Action>
</Actions>
</Target>

<Condition Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<Apply Functionld="urn:oasis:names:tc:xacml: 1.0:function:string-one-and-only">
<SubjectAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string"
AttributeId="group"
Issuer="AirNet"/>
</Apply>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">AirNet.member</Attribute Value>
</Condition>

</Rule>
<Rule Ruleld="FinalRule" Effect="Deny"/>

</Policy>
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