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ABSTRACT

Surveillance wireless sensor networks (WSNss) are highly vulnerable to the failure
of the base station (BS) because attackers can easily render the network useless for
relatively long periods of time by only destroying the BS. The time and effort needed to
destroy the BS is much less than that needed to destroy the numerous sensing nodes.

Previous works have tackled BS failure by deploying a mobile BS or by using
multiple BSs, which requires extra cost. Moreover, despite using the best electronic
countermeasures, intrusion tolerance systems and anti-traffic analysis strategies to protect
the BSs, an adversary can still destroy them. The new BS cannot trust the deployed
sensor nodes. Also, previous works lack both the procedures to ensure network reliability
and security during BS failure such as storing then sending reports concerning security
threats against nodes to the new BS and the procedures to verify the trustworthiness of
the deployed sensing nodes. Otherwise, a new WSN must be re-deployed which involves
a high cost and requires time for the deployment and setup of the new WSN. In this
thesis, we address the problem of reliable recovery from a BS failure by proposing a new
security architecture called Surveillance Security (SurvSec).

SurvSec continuously monitors the network for security threats and stores data
related to node security, detects and authenticates the new BS, and recovers the stored
data at the new BS. SurvSec includes encryption for security-related information using an
efficient dynamic secret sharing algorithm, where previous work has high computations
for dynamic secret sharing. SurvSec includes compromised nodes detection protocol
against collaborative work of attackers working at the same time where previous works

have been inefficient against collaborative work of attackers working at the same time.
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SurvSec includes a key management scheme for homogenous WSN, where previous

works assume heterogenecous WSN using High-end Sensor Nodes (HSN) which are the

best target for the attackers. SurvSec includes efficient encryption architecture against

quantum computers with a low time delay for encryption and decryption, where previous

works have had high time delay to encrypt and decrypt large data size, where AES-256

has 14 rounds and high delay. SurvSec consists of five components, which are:

1.

“w»ok w N

A Hierarchical Data Storage and Data Recovery System.

Security for the Stored Data using a new dynamic secret sharing algorithm.
A Compromised-Nodes Detection Algorithm at the first stage.

A Hybrid and Dynamic Key Management scheme for homogenous network.

Powerful Encryption Architecture for post-quantum computers with low time delay.

In this thesis, we introduce six new contributions which are the followings:

1.

6.

The development of the new security architecture called Surveillance Security
(SurvSec) based on distributed Security Managers (SMs) to enable distributed
network security and distributed secure storage.

The design of a new dynamic secret sharing algorithm to secure the stored data by
using distributed users tables.

A new algorithm to detect compromised nodes at the first stage, when a group of
attackers capture many legitimate nodes after the base station destruction. This
algorithm is designed to be resistant against a group of attackers working at the
same time to compromise many legitimate nodes during the base station failure.

A hybrid and dynamic key management scheme for homogenous network which is
called certificates shared verification key management.

A new encryption architecture which is called the spread spectrum encryption
architecture SSEA to resist quantum-computers attacks.

Hardware implementation of reliable network recovery from BS failure.

The description of the new security architecture SurvSec components is done followed by

a simulation and analytical study of the proposed solutions to show its performance.
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CHAPTER 1

INTRODUCTION

In this chapter, we offer an overview of the research area of interest. In particular, we
provide a statement of the problem that we have tackled throughout this thesis. We also
provide a brief sketch of our solution for the stated problem. We mention the
contributions that we have made to this field of research. And finally, we provide the

outline of the thesis.

1.1 Overview

In the past few years, wireless sensor networks (WSNs) have seen considerable
and still growing interest from the scientific and engineering communities due to their
potential use in many applications such as monitoring and disaster management.

Sensors are empowered with limited data processing engines and storage units
and in the majority of cases their batteries cannot be changed, making them power
constrained. In many cases, collected information has to go through several to many hops
before reaching the sink (usually called a “base station”). Also, due to the many
limitations of WSNs, data have to be sent simultaneously through multiple multi-hop
paths before reaching the base station, in order to reach a certain level of reliability (i.e.
data delivery rate). Sensor nodes are used to probe their surroundings and report any
abnormal events over wireless communication links, often over multi-hop paths, to the

base station (BS).



Many WSNs deployments are mission’ critical, such as surveillance [1] and one
of the key challenges which WSN needs to address is security. The general objective of
such an application is to alert the control unit in advance to the occurrence of events of
interest in hostile regions. The event of interest will vary according to its mission which
might be the presence of moving vehicles or target detection or other events where there
are several types of sensors such as Vibration, Motion, Tracking, Video, and Infrared
sensors which can be used for surveillance applications [2]. Obviously, for successful
detection and tracking for surveillance WSN requires that the application obtain the
current position of the target in the region of interest with acceptable precision and
confidence then, this information has to be reported to the BS within an acceptable
latency [3]. However, surveillance WSN application requirements are longevity,
adjustable sensitivity, stealthiness, security, effectiveness, fault tolerance and reliable
recovery from failure [4], [5]. With their deployment, various novel security attacks have
appeared. The aims of these attacks are usually to compromise legitimate nodes,
eavesdropping, traffic analysis, physical attacks or to disrupt data flow.

We believe that, the worst attack scenario will be done by a group of attackers.
First, they will launch physical attacks against the BSs including jamming and
destruction then they will compromise many legitimate nodes during the BSs failure to

control the deployed network security and to cover their unauthorized intrusions.

1.2 Research Motivations and Objectives

The Base Station is a critical part of a WSN and an entire WSN can be rendered
useless by taking down its BS. Since the BS is a single point of failure, once its location
is revealed, an adversary can jam or destroy it, thereby rendering ineffective the entire
WSN. Physical attacks against BS are the most efficient and dangerous attacks, since the
energy, time, and effort needed to destroy a small number of BSs are much less than that

needed to destroy large number of sensor nodes.



1.2.1 Motivations

Our motivations are the followings:

1-

The high probability of BS failure as a single point of failure to render the whole
WSN ineffective and hence reduce the WSN lifetime where physical attacks
towards BS specifically target the reduction of the WSN life time because the new
deployed BS does not trust the deployed sensor nodes of the WSN. Therefore, we
designed new security architecture for reliable network recovery from base station
failure.

The high computational power of dynamic secret sharing algorithms to secure the
stored data on WSN.

The high probability for group of attackers to compromise many legitimate nodes
from the surveillance WSN. Therefore, we designed compromised nodes detection
algorithm at the first stage resistant to group of attackers.

The usage of public key based key management scheme has drawbacks of high
computational complexity and the usage of symmetric key based key management
scheme has large class of attacks such as man-in-the middle attack. Therefore, we
designed hybrid key management scheme and it is also dynamic key management
scheme using our new certificates shared verification for fast key management.

The rapid speed towards a building quantum computer increases the probabilities
towards breaking symmetric key cipher systems and asymmetric key cipher
systems. Therefore, we designed the spread spectrum encryption architecture which

1s resistant to quantum computer attacks with high speed.

1.2.2  Objectives

Our goal is to design a new security architecture called surveillance security (SurvSec) to

solve the problem of BS failure of surveillance WSN in hostile environment where

SurvSec includes the followings:

1-

Reliable WSN recovery from BS failure of surveillance WSN in hostile environment
by enabling the newly deployed BS to trust the deployed sensor nodes. SurvSec
deploys the concept of network distributed security for the Surveillance WSN by
proposing hierarchical Security Managers (SM) within the hierarchical layered WSN

3



1.3

architecture to resemble the distributed security of the cellular mobile networks.
Each SM will securely store the security related information for its downstream
nodes of the hierarchical architecture,

Continuously storing security related data of the network sensor nodes using a
designed dynamic secret sharing algorithm that uses distributed users tables,
Designing of a new compromised nodes detection algorithm to detect compromised
nodes at the first stage against collaborative work of attackers working at the same
time to capture and compromise nodes.

Developing hybrid and dynamic key management scheme based on hybrid key
management scheme to resist compromised node attack, and collusion attack.
Developing of new encryption architecture called spread spectrum encryption

architecture to resist quantum computer attacks with high speed.

SurvSec Five Phases

SurvSec 1s not comprehensive security architecture. SurvSec has only five components

which are the followings: reliable network recovery from BS failure, secure security

reports storage using new dynamic secret sharing algorithm, new compromised nodes

detection algorithm, new hybrid and dynamic key management system and the spread

spectrum encryption architecture for post quantum computing. SurvSec has five phases:

First phase, continuous secure storage of security related data of sensor nodes,
Second phase, BS failure where the last layer nodes near the BS of the hierarchical
WSN architecture cannot listen to the BS periodic beacons.

Third phase, authentication of the newly deployed BS,

Fourth phase, reliable network recovery from BS failure to enable the newly
deployed BS to trust the deployed sensor nodes. If the new BS does not trust the
network sensor nodes, the network administrator has to follow the order of two
expensive solutions:

a- First; he must test the whole network sensor nodes using software-based

attestation to verify the memory contents of the nodes to detect malicious nodes
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and hence revoke them. This solution is expensive in terms of the time and
energy required.

b- Second; he needs to deploy a new WSN if a large number of sensor nodes are
found to be malicious. This solution is expensive in terms of the time and WSN
money cost required.

5- Fifth phase, security threats recovery to delete its stored security related data.

Indeed, it is crucial to protect a BS against both software-based and physical
attacks. Several intrusion tolerant techniques have been developed to protect a BS against
software-based remote attacks such as denial of service (DoS) attacks that flood the BS
with packets, and remote spoofing of the BS to misdirect legitimate sensor data [6].

Software-based techniques cannot protect BS against physical attacks. Therefore,
some works have been done to address the problem of protecting a BS against physical
attacks through concealing its geographic location in the network [7]. Monitoring and
analyzing the volume and the direction of packets traffic towards the BS can reveal the
direction towards BS and hence the location of the BS [8]. The higher layer nodes near
the BS forward a greater volume of packets than the lower layer nodes away from the BS
where BS is located at the boundary of the field.

A relevant question in the above approach of reliable recovery from BS failure of
surveillance WSN is that whether we can use a secure multi-path routing to multiple
destination static or mobile BSs to defend against these attacks and to provide fault
tolerance against BS failure. The attackers can destroy all base stations.

Also, one of the most important performance metrics for BS security of WSN is
the average ratio of connected sensor nodes after the failure of BSs which represents the
fault tolerance of the network [9]. This metric will be our future work towards failure of

multiple BSs network.

14 The Main Problem

Our work considers the worst attack scenario in which a group of attackers’ first

launch physical attacks against the BS then compromise many legitimate nodes to control



the network security and to cover their unauthorized intrusions thus the new BS cannot
trust the deployed sensor nodes. Despite using the best electronic countermeasures,
intrusion tolerance systems and anti-traffic analysis strategies to protect the BSs, an
adversary still can destroy them.

To the best of our knowledge, no work has been done on securing the surveillance
WSN during the time between the BS failure and the new BS deployment. This is the
perfect time for a group of attackers to compromise many legitimate nodes and hence
destroy the security of the whole WSN. Also, there is not any work that describes how
the new BS will verify the trustworthiness of the deployed WSN. Otherwise, a new WSN
must be deployed which means high cost and long time for new WSN deployment.
Moreover, if the attackers isolate legitimate nodes by means of physical jamming in the
absence of the BS, these nodes must be reported as untrusted sensor nodes to the BS and
we need to verify their trustworthiness. Therefore, for mission critical applications such
as surveillance WSN, if the BS fails, we propose to address this problem for the reliable
WSN recovery from single BS failure as shown in Figure 1.1 through employing our new
designed security architecture which is called Surveillance Security (SurvSec) to
continuously and securely store the security related data of the sensor nodes in multiple
replicas, and to send the stored data to the new BS after it is authenticated. Therefore, the
first problem is BS failure. Stored security reports need to be encrypted for transmission
and this is the second problem where we use dynamic secret sharing to secure stored
data but it has high computational power to securely store the security reports. We need
new dynamic secret sharing algorithm with low computational power.

The stored data must be encrypted which is unlike traditional surveillance
networks that only transmit using mechanisms that guarantee integrity and authenticity
while confidentiality is not required [10]. However, encryption of stored data will prevent
eavesdropping and traffic analysis during data recovery after the new BS deployment. BS
failure can be alleviated such as work discussed in [11] by the use of multiple base
stations as shown in Figure 1.2 where multiple base stations are deployed along the
periphery of the field, and allowing each base station to act as a data sink however as

mentioned in [9], multiple BSs failure is an important performance metric which must be



considered [9]. Therefore, if the BS failed and the network nodes are not trusted by the
new BS, the network must be redeployed. Previous works for compromised nodes
detection algorithms cannot work against group of attackers working at the same time to
compromise many legitimate nodes. This is the third problem where we need
compromised nodes detection algorithm at first stage against group of attackers working

at the same time to compromise legitimate nodes.

Base Station

. ' Cluster Head ' ' Cluster Head

. . . . Ordinary Sensor Node

Figure 1.1, Wireless Sensor Network with a Single Base Station

Base Station

. ' Cluster Head . . Cluster Head

Figure 1.2, Wireless Sensor Network with Multiple Base Stations

‘ Ordinary Sensor Node

We need a new key management system for SurvSec security architecture, where
previous works assume High end Sensor Nodes (HSNs) for hybrid key management and

these sensor nodes are the best target for the attackers. This is the fourth problem.
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Therefore, we designed hybrid and dynamic key management for homogenous WSN. We
need an efficient high speed encryption architecture for post quantum computing where
previous works assume that we use AES-256 which has 14 rounds and it has high delay
to encrypt and decrypt large data size and this is the fifth problem. Finally, we designed
the spread spectrum encryption architecture against the quantum computer with high

speed where previous works have high time delay.

1.5 Threat Model

We assume that the sensor nodes are organized in a hierarchical architecture
which is a tree-like network routing structure around the base station. The base station is
the root node of the tree. Each node has a number of child nodes that are its downstream
nodes, and a parent node that is its upstream node. Every sensor node processes the
sensed data from all of its child nodes and itself, and sends the result to its parent node.
Each node has an activity range. If the distance between two sensor nodes is no more
than the activity range, the pair of nodes can send and receive data to and from each
others. We assume group of attackers are attacking the WSN.

For the capabilities of the adversaries, we assume that:

I- It 1s very difficult for the adversaries to obtain sufficient global information to
destroy the entire sensor nodes network. Instead, the adversaries are assumed to have
knowledge of the wireless sensor network BS location. As a result, the adversaries’
threats to the BS are to jam the communication medium, destroy the BS, spoof the
BS, or flood the BS. All of previous attacks will result in BS failure.

2- After the BS failure, the adversaries can capture sensor nodes and are capable of
compromising sensor nodes to obtain all of their information, e.g. symmetric keys. In
addition, the adversaries can reprogram a sensor node to convert it into a malicious
node. But we assume that an adversary needs some time to compromise a node.

3- The adversaries have a jamming range. Within the jamming range, the adversaries

can generate radio signals to interfere with signals generated by sensor nodes or BS.



1.6

The adversaries can receive any data from any sensor node or BS, if the distance is
less than the activity range. Although it is easy to send a stronger data signal to a
larger range than a normal sensor node's range, it is difficult to receive data from a
sensor node that is further than the activity range, since it needs very sensitive and
expensive equipments.

The adversaries are mobile and can physically move from place to place which
means high capabilities to compromise many legitimate nodes.

The adversaries do not have global information about the whole WSN, and cannot

jam the entire network.

Network Model

We consider a surveillance sensor network that is composed of a large number of

sensor nodes with a unique ID. The following assumptions have been made in the

formulation of the SurvSec security architecture:

1-
2-

1.7

All sensor nodes are static.

The secure hierarchical data storage and recovery system needs a pre-configuration
to allow the base station to choose from the network topology some sensor nodes
inside the hierarchical architecture to be security managers (SM), to allow dynamic
security for the stored data through dynamic secret sharing between sensor nodes of
the hierarchical architecture, and to allow reliable data recovery from the stored
data.

The compromised nodes detection algorithm needs a pre-configuration to allow

overlapped groups formation to protect the network from compromise nodes attack.

Research Methodology and Results

SurvSec can work with other network rather than WSN in case of base station

failure this network can be cloud computing.



1.7.1 Research Methodology

The methodology of this research started with the understanding of surveillance WSN
security, current weaknesses and new demands. Then, the existing fault management
protocols and security protocols was investigated. Our methodology to conduct the research
is similar to the DSR methodology for information systems research [207].

The methodology to conduct our research is divided into four steps which are the followings:

1- Modeling and design of new security architecture for reliable WSN recovery from BS

failure of surveillance WSN in hostile environment.

2- Simulation of the designed model.

3- Performance analysis of the designed model.

4- Hardware implementation of reliable network recovery from base station failure.
The new security architecture called SurvSec is designed with its ingredients. MATLAB is
used as a simulation tool to see the performance of the new designed security architecture.
MATLAB is used as the whole architecture is designed at the application layer where the
whole architecture considers only messages between nodes and operations at nodes. The first
step in the development of the SurvSec security architecture is to design hierarchical security
managers for reliable network recovery from base station failure. Then we design a secure
data storage system using dynamic secret sharing. The second step is done through the
simulation of SurvSec secure data storage system. The third step is done through the
simulation of SurvSec new compromised nodes detection algorithm at first stage. The fourth
step is to simulate SurvSec hybrid and dynamic key management system. The fifth step is to
measure the performance of the spread spectrum encryption architecture. Finally, the sixth
step is the hardware implementation of reliable network recovery from base station failure.

1.7.2  Results

The result from this research will be the simulation results for new security architecture and

hardware implementation of reliable network recovery from base station failure. These

results will lead to the development of new security architecture for surveillance wireless

sensor network called SurvSec which can provide the followings:

1- New security architecture for reliable network recovery from BS failure of
surveillance WSN in hostile environment.

2- New data storage system for security related data using dynamic secret sharing.
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3- New Compromised nodes detection scheme against group of attackers at first stage.
4- Hybrid and dynamic key management scheme for homogenous WSN.

5- Spread spectrum encryption architecture for post quantum cryptography.

1.8 Thesis Contributions

In this work, we present a novel recovery approach from BS failure that includes
detecting BS failure, continuously monitoring the network security issues to store the
sensitive data, and send the stored data to the new BS after deployment to enable efficient
recovery from BS failure while maintaining the operation of the network.

In this thesis, we introduce six contributions as follows:

1. The first contribution is the design and simulation of a new security architecture
called Surveillance Security (SurvSec) for reliable network recovery from BS
failure of surveillance WSN. SurvSec relies on distributed sensor nodes named as
security managers (SMs) to securely store the security related data of the sensor
nodes in distributed manner within the hierarchical architecture of the surveillance
WSN. SurvSec employs Security Managers (SM) to deploy the concept of
distributed security for WSN to resemble the cellular mobile networks. SurvSec
has hierarchical data storage and data recovery system for the security related data
of the sensor nodes.

2. The second contribution is the design of dynamic security system for the stored
data through dynamic secret sharing algorithm using distributed users tables.

3. The third contribution is the design and simulation of SurvSec compromised node
detection algorithm to detect compromised nodes at the first stage when the
attackers capture the nodes. This algorithm is designed to be resistant against
collaborative work of attackers to compromise many legitimate nodes at the same
time. This new algorithm is designed to be based on the formation of overlapped

groups to detect compromised nodes.
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4. The fourth contribution is the design of hybrid and dynamic key management
scheme for homogenous network resistant to compromised node attack, and
collusion attack.

5. The fifth contribution is the design of new encryption architecture called spread
spectrum encryption architecture which is a family of encryption architectures
designed to resist quantum computer attacks with high speed.

6. The sixth contribution is the hardware implementation of reliable network

recovery from base station failure.

IIIIII

Figure 1.3, SurvSec Components

Figure 1.3 shows the five components of SurvSec security architecture and all of its
subcomponents.

The description of the new security architecture SurvSec components is given followed
by an analytical analysis of the ingredients of SurvSec to evaluate the performance of our

newly designed security architecture.
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1.9 Organization of the Thesis

The rest of thesis is organized as shown in Figure 1.4 and the work is done as
follows: Chapter 2 presents the background of the surveillance WSN security. Chapter 3
describes the overall design of the new security architecture SurvSec for reliable network
recovery from BS failure. Chapter 4 describes SurvSec secure data storage and recovery
system to continuously store the security related data of the network sensor nodes.
Chapter 5 describes SurvSec compromised nodes detection algorithm. Chapter 6
describes SurvSec hybrid and dynamic key management scheme. Chapter 7 describes
SurvSec new encryption architecture which is named spread spectrum encryption
architecture. Chapter 8 is the hardware implementation of reliable network recovery from

base station failure. Finally, Chapter 9 is the conclusion and future work.
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CHAPTER 2

SURVEILLANCE WSNS SECURITY — BACKGROUND

In this chapter we provide an overview of the related work in this area of research and
point out their strengths and weaknesses. We have divided the literature into eight parts
corresponding to the surveillance WSN, evaluation of the surveillance WSN, enhancing
the base station security, features needed for an efficient surveillance WSN, security

issues for the WSN, attacks on WSN, security protocols and fault management protocols.

2.1 Surveillance WSN Systems

In this chapter, background information about surveillance WSN security is
introduced. Section 2.2 presents an evaluation of surveillance WSN security. Section 2.3
presents the enhancement techniques for the base station security. Section 2.4 presents
the features needed for an efficient surveillance WSN. Section 2.5 presents the security
issues for sensor networks. Section 2.6 presents the attacks on sensor networks. Section
2.7 presents the security protocols. Section 2.8 presents the fault management protocols.
Finally, section 2.9 provides the summary.

A wireless sensor network (WSN) is comprised of small and low-cost sensors
with limited computational and communication power. The objective is to sense the
environment and communicating the information to the data collection center. Many
areas of employment are investigated for WSNs ranging from the monitoring of
endangered animals populations to military surveillance. Surveillance wireless sensor
networks are deployed at perimeter or border locations or battlefields to detect
unauthorized intrusions. For deterministic deployment of sensors, the security of the

deployed sensor network can be determined sufficiently well by analysis in advance of
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the region of deployment. However, when probabilistic deployment is required,
determining the deployed network security becomes challenging [12].

In this thesis, we concentrate on a surveillance WSN whose duty is intrusion
detection in applications such as border surveillance against penetration by hostile
elements or perimeter protection. Sensors are deployed to a region; they wake up,
organize themselves as a network, and start sensing the area for intrusion. Our work
focuses on a hierarchical WSN architecture which is formed of clusters with the ability of
re-cluster to solve communication links failures. When a sensor detects an intrusion, the
event is communicated to the base station so that appropriate action is taken.

Because of the energy constraints of sensor devices of surveillance WSN; such
systems necessitate energy-efficient surveillance to ensure the longevity of surveillance
missions. The surveillance system must allow a group of co-operating sensor devices to
detect and track the positions of moving vehicles in an energy efficient and stealthy
manner. Surveillance WSN systems can trade off energy-awareness and surveillance
performance by adaptively adjusting the sensitivity of the system [5].

It is of a great practical importance to provide differentiated surveillance service
for various target areas with different degrees of security requirements [13].
Differentiated surveillance refers to providing different degrees of sensing coverage for a
sensor network according to different requirements such as energy conservation and low
communications overhead between nodes.

The wide varieties of sensors have been incorporated into the spectrum of
surveillance WSN platforms to provide flexible and different sensing capabilities using
motion detection, tracking, and monitoring sensors. We motivate the security problems
that surveillance sensor nodes networks face by first evaluating the surveillance WSN
security then second developing new security architecture to solve some of the problems

to elevate the security level.
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2.2 Evaluation of Surveillance WSN Security

Securing the surveillance WSN is challenging and requires that a surveillance
WSN be robust against an increasing number of threats and to support all security
properties such as: confidentiality, integrity, authentication and availability. We must
identify the threats and vulnerabilities to surveillance WSN starting from the radio layer
to the application layer. The threats to a sensor network are different from the threats to
Mobile Ad-Hoc network. Such existing network security mechanisms developed for
Mobile Ad-Hoc networks are a poor fit for WSN because of unattended nature of WSN.

Attackers may deploy a few malicious nodes with similar hardware capabilities to
act as the legitimate nodes during the network setup or after the network setup. The
malicious node might collude to attack the system cooperatively. The attackers may come
upon these malicious nodes by capturing some legitimate nodes to physically overwrite
their memories. Sensor nodes may not be tamper resistant and if an adversary
compromises a node, he can extract all the key material, data, and code stored on the
node. While tamper resistance might be a viable defense for node compromise attack, we
cannot use it as a general purpose solution because of its high cost [14].

A WSN is like any other data exchange network with generic vulnerabilities

including: eavesdropping, spoofing, message integrity, denial-of-service and physical
compromise [15].
The Surveillance WSN lifetime is directly related to both the energy resources of the
sensor nodes which can be extended by energy-aware protocols and the security status of
network sensor nodes. Therefore, the Surveillance WSN must be able to adapt to changes
of the network security threats and the different environmental conditions.

Also, network failure, partial or wholly, may not only be due to the power
exhaustion of the sensor nodes where physical destruction attacks can take place on a
number of sensor nodes. When a group of sensors are intentionally destroyed by
attackers, this leads to uncovered areas in the surveillance WSN which must be recovered

or replaced along with the failure distribution of power-deprived sensor nodes.
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Moreover, area failure of sensor nodes may occur through the presence of strong
physical jamming. Since sensor failures are common, the fault tolerance protocols of the
network should report these events to the base station because loss of individual sensors
or a group of sensors should not stop the task accomplishment of the WSN.

The surveillance WSN only transmits using mechanisms that guarantee integrity
and authenticity while confidentiality is not required. Also, surveillance WSN in hostile
environments poses unique security challenges as they are left unattended.

There are a number of security solutions to the security threats issues inherent in a
surveillance wireless sensor network but there are still some problems which need to be
solved. One of the security problems is that surveillance WSNs are highly vulnerable to
the failure of BS. This is because the attackers can easily render the whole network
useless by only destroying the BS. The efforts needed to destroy the BS is much less than
that needed to destroy the whole network and this attack scenario will give the attackers
the best chance to compromise many legitimate nodes and hence destroy the network
security.

Previous works have tackled BS failure by deploying a mobile BS or by using
multiple BSs which requires extra cost. Also, previous works lack both the procedures to
ensure network reliability and security during the BS failure such as storing then sending
reports concerning security threats against nodes to the new BS. Also, there is no
information about the procedures used to verify the trustworthiness of the deployed
network by the new BS; otherwise a new WSN must be re-deployed which carries a high
cost and it requires time for the re-deployment of the new WSN. Moreover, the

probability of a single BS failure is high as a single point of failure.

2.3 Enhancing the Base Station Security

There are number of security attacks that target the BS such as denial-of-service
by flooding, denial-of-service by jamming, and physical destruction of the BS. Therefore,

there are a number of proposed strategies designed to secure the sensor network BS
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against these threats that can lead to the failure of the BS. These protocols are

summarized as:

1-

Location concealing of BS through privacy algorithms [16],

The location privacy of the base station requires ultimate protection due to its crucial
position in wireless sensor networks. In [16], an efficient scheme is proposed,
consisting of anonymous topology discovery and intelligent fake packet injection
(IFPI), to protect the location privacy of the base station.

Using multiple mobile BSs [17],

Intrusion tolerant software [18],

Intrusion-tolerant routing protocol for wireless sensor networks (INSENS)
constructs forwarding tables at each node to facilitate communication between
sensor nodes and a base station. This minimizes computation, communication,
storage, and bandwidth requirements at the sensor nodes at the expense of increased
computation, communication, storage, and bandwidth requirements at the base
station. INSENS does not rely on detecting intrusions, but rather tolerates intrusions
by bypassing the malicious nodes. An important property of INSENS is that while a
malicious node may be able to compromise a small number of nodes in its vicinity, it
cannot cause widespread damage in the network.

Relocation of the BS in the network topology [19],

Using multipath routing to multiple BSs [20],

Anti-traffic analysis strategies such as random fake paths to confuse the adversary
[6],

Random areas of high communication activities [17],

Confusion of address and identification fields in packet headers via hashing

functions [8].

Despite using the best electronic countermeasures, intrusion tolerance and anti-traffic

analysis strategies to protect the BS, an adversary still can destroy it.
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2.4  Features Needed for an Efficient Surveillance WSN

Our work is towards base station failure of the hierarchical architecture of
surveillance WSN in hostile environment. We need effective security architecture for
reliable network recovery from BS failure of surveillance WSN because BS failure has
high probability as single point of failure. The BS needs to have the ability to monitor all
of network security threats, security changes of the network and all of the security related
data of the sensor nodes to trust the sensor nodes decisions and measures then to trust the
network. This ability can be added through enabling the sensor nodes to continuously
store the security related data of the downstream nodes’ security threats against the
network and the nodes in security reports. These security reports are stored encrypted and
therefore we need key management system to distribute the keys for these nodes. The key
management system must be hybrid and dynamic key management system to prevent
large class of attacks including compromised nodes attack, and collusion attack.

Therefore, to effectively defeat physical destruction attacks to BS, we propose to
continuously and securely store security reports of the network where the BS should have
the ability to monitor the network security status to be able to trust the deployed nodes.

In this thesis, we propose a new security architecture called surveillance security
(SurvSec) which can provide reliable network recovery from BS failure of surveillance
WSN through the accurate in-time security reports of the current security status of the
network. Also, SurvSec is resilient to collaborative work of attacker to compromised
legitimate nodes through SurvSec compromised nodes detection algorithm. Moreover,
SurvSec has hybrid and dynamic key management system. Finally, SurvSec has strong
encryption architecture.

SurvSec shows the importance of achieving distributed security for the network
by adding distributed security managers to resemble cellular networks.

In the next section, we will describe the design goals of WSN security, the four

security services for the sensor networks and the key management systems for the WSN
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2.5 Security Issues for Sensor Networks

The security of WSN can be breached in many ways. A remote end user accessing
the base station can be prevented from doing so in a variety of ways. Communication
between the base station and sensor nodes can be blocked. Another way to breach the
security is to destroy the base station itself then spoof the base station and deceive nodes
into routing all packets to the spoofed base station instead of the real base station. A third
threat is eavesdropping.

A WSN is influenced by the fact that the computing resources of the nodes are highly
limited, transmission rate of the radio, energy lifetime of the nodes and by the framework
and deployment environment of the sensor network. Therefore, the three tough issues
which have to be considered when designing the security of WSN which are its nature of
being wireless, sever resource constraints and deployment environment. Moreover,
security techniques should seek to implement the following general goals [21]:

I-  Communication efficiency by low communications overhead.

2-  Computational efficiency by low computations overhead.

3-  Energy efficiency by reducing the energy.

4-  Bandwidth efficiency by reducing the bandwidth.

5-  Storage efficiency by low storage size.

6- Intrusion tolerance due to compromised nodes.

7-  Fault tolerance.

8- Scalability.

There are a lot of security issues concerning wireless sensor networks according to the
increasing number of threats which will be described in Section 2.6. In this section, we
describe the required design goals of sensor network security which depend on knowing
what needs to be protected. Also, we describe the security goals suited to the unique
constraints of the sensor networks such as confidentiality, authentication, data integrity
and availability. The last security issue we will describe in this section is the key

management system.
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2.5.1 Design Goals of Sensor Networks Security [22]

The design goals of sensor networks security are the followings:

I-  Robust design: security design should build trustworthy system out of unattended
sensor nodes and should have the ability to detect and react when needed.

2-  Component-based security: security must be provided to all of the components of
WSN as well as to the network. Security must secure the whole chain. Two classes
of security can be provided which are host-based security such as local intrusion
detection and network-based security such as secure routing and secure
aggregation.

3-  Adaptive security: WSNs have numerous combinations of sensing communication
and computing technologies, sensors are deployed from very sparse to highly
dense. Depending on the traffic characteristic, environment of deployment and the
security threats faced, the sensor networks have to adopt themselves. e.g., in a good
environment where the probability of security attack is low they should use a low
level of security.

4-  Quality of security service (QoSS): an important issue is how to trade off between
the QoS parameters such as communication and computations overheads while
providing security.

2.5.2  Security Services for Sensor Networks [23]

The security goals are classified as primary and secondary. The primary services are data
confidentiality, data authentication, data integrity, and data availability. The secondary
services are data freshness, self-organization, time synchronization and secure
localization.

2.5.2.1  Data Confidentiality

Confidentiality is the ability to conceal messages from a passive attacker so that any
message communicated via the sensor network remains confidential. This is the most
important issue in network security. Confidentiality in WSN considers the followings:

I- A sensor node should not reveal its data to its neighbours. E.g., in a sensitive military

application where an adversary has injected some malicious nodes into the network,
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confidentiality will preclude them from gaining access to information regarding
other nodes.

2- Establishing and maintaining confidentiality is important when node identities and
keys are being distributed to establish a secure communication channel among sensor
nodes.

2.52.2 Data Authentication

Authentication ensures the reliability of the message by identifying its origin. Attacks in
sensor networks do not just involve the alteration of packets. Therefore, the receiving
node needs to be able to confirm that a packet received does in fact come from the node
claiming to have sent it. In other words, data authentication verifies the identity of
senders. Data authentication is achieved through symmetric or asymmetric mechanisms
where sending and receiving nodes share secret keys to compute the message
authentication code (MAC).

2523 Data Integrity

Data integrity in sensor networks is needed to ensure the reliability of the data and refers
to the ability to confirm that a message has not been tampered with, altered or changed
while on the network. Even if the network has confidentiality measures in place, there is
still a possibility that the data’s integrity has been compromised by alterations.

2524 Data Availability

Availability determines whether a node has the ability to use the resources and whether
the network is available for the messages to communicate. Since complex security
measures entail a higher consumption of energy and computation power, keeping
resource constrained sensor networks available is challenging. However, failure of the
base station or cluster heads’ availability will eventually threaten the entire sensor
network. Thus availability is of primary importance for maintaining an operational

network.
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2.5.3 Key Management Systems for Sensor Networks

Efficient key distribution and management mechanisms are needed besides lightweight
ciphers. Many key establishment techniques have been designed to address the trade off
between limited memory and security, but which scheme is the most effective is still
debatable.

It is important to examine the different requirements, constraints and evaluation metrics
of sensor networks as well as single network-wide key scheme, which is the simplest of
key management techniques, before discussing the various key management techniques.

Sensor networks’ key establishment technique employed in a given sensor
network should meet several requirements to be efficient. These requirements include
supporting in-network processing and facilitating the self-organization of nodes.
However, the key establishment technique for a secure application must minimally
incorporate authenticity, confidentiality, integrity, scalability, and flexibility [24].

A key establishment technique is not judged only based upon its ability to provide
secrecy of transferred messages, but must also meet certain other criteria for efficiency to
face vulnerability of adversaries, including the three resistance to replication nodes,
revocation of compromised nodes, and resilience to ensure that if a node is captured, it
will not reveal secret information about other nodes [24].

Key management schemes [25—40] in WSN can be classified as follows:

1- Single network-wide key,

2- Pair wise key establishment,

3- Trusted base station,

4- Public key schemes using elliptic curve cryptography [33-36],

5- Key pre-distribution schemes (random key pre-distribution scheme [28],
Random pair wise key scheme [26], Key management schemes using
deployment knowledge [31], Location dependent key management scheme
[39], Location aware combinatorial key management [39]),

6- Dynamic key management [37],

7- Hierarchical key managements (LEAP [30], Heterogeneous sensor networks

[32, 33]).

24



From the above classifications, in many key management schemes static administrative
keys or keys that are never updated are adequate to manage administrative events such as
membership management or re-clustering. However, for long lived and hostile
environment networks, the survivability of these keys cannot be assumed. Therefore, in
hostile environment, and long-lived WSN operates unattended where its nodes are highly
prone to capture, dynamic key management system is needed. This key management
system must support nodes additions and revocations, re-clustering and administrative
key updates to maintain the WSN security and survivability. Also, location-based key
management is needed to restrict the attacks within a small location area and can be used
to have less storage and communications overhead when compared with non-location
based design [40].

It is clear that the security problem in WSN becomes more challenging when
dealing with the group security as this grouping impose additional overhead in terms of
network management. Several works have addressed the problem of group key
management [41-45]; however, each of them relies on a specific and different grouping
concept.

Specifically, location-based key management is resilient to compromised node
attack as it is useless for a group of adversaries to capture number of nodes from the
whole sensor network and even if they captured a large number of nodes in one division,
the effect will be limited to that division but the adversaries will not have the capacity to
destroy the whole network [46].

SurvSec will have hybrid and dynamic key management system to defeat large

class of attacks in the unattended hostile environment.
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Table 2.1, Key Management Functions in Static and Dynamic Keying [46]

Administrative keys Static keying Dynamic keying

Key assignment Once at pre-deployment Multiple times

Key generation Once at pre-deployment Multiple times

Key distribution All keys are pre-distributed to | Subset of keys are re-distributed
nodes prior to deployment to some nodes as needed

Re-keying Not applicable Multiple times, require a small

number of messages

Handling node capture | Revealed keys are lost and may | Revealed keys are altered to

be used to attack other nodes prevent further attacks

2.6 Attacks on Sensor Networks

Wireless Sensor Networks are vulnerable to security attacks due to their broadcast
nature of the wireless transmission medium. Furthermore, wireless sensor networks have
an additional vulnerability because nodes are often placed in a hostile environment where
they are left unattended and they are not physically protected. Attacks are classified into
several classifications which are according to the capability of the attacker, attacks on
information on transit, host-based versus network-based attacks, based on the protocol

stack [14] and based on the attacker mobility.

2.6.1 Based On the Capability of the Attacker [14]
2.6.1.1 Outsider versus insider attacks

Outsider attacks are defined as the attacks from external nodes which do not belong to the
WSN and insider attacks are defined as attacks from the legitimate nodes of a WSN or a
node misbehaving or a node operating in a malicious way. To overcome these attacks, we
require robustness against outsider attacks, resilience to insider attacks, and resilience to

node compromise attacks.
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2.6.1.2 Passive versus active attacks

Passive attacks include eavesdropping or traffic analysis within a WSN and active attacks
involve some modifications of the data stream or the creation of a false data stream.

2.6.1.3  Mote-class versus laptop-class attacks

In mote-class attacks, an adversary can attack a WSN by using a few nodes with similar
capabilities to the network nodes; in laptop-class attacks, an adversary can use more
powerful devices such as a laptop to attack a WSN. Laptop-class attacks have greater
transmission range, processing power, and energy reserves than the network nodes.

2.6.2 Attacks on Information in Transit [14]

In WSN, sensor nodes monitor the changes of specific values and report to the base
station according to a pre-defined threshold. While sending the report, the information in
transit may be attacked to provide the wrong information to the base stations. These
attacks are the followings:

2.6.2.1 Interruption

Communication links in sensor networks can become unavailable. This type of attack
threatens service availability. The main purpose of interruption is to launch Denial-of-
Service (DoS) attacks. DoS attack can aim all WSN protocol stack layers.

2.6.2.2 Interception

Sensor network can be compromised by an adversary by gaining unauthorized access to
sensor nodes. This threatens message confidentiality. The main purpose is to eavesdrop
on the information carried in the exchanged messages.

2.62.3 Modification

An adversary not only can access the data but also can tamper with it. This threatens
message integrity. The main purpose is to confuse or mislead the parties involved in the
communication protocol. This type of attack usually threatens the network layer and the

application layer, because of the richer semantics of these layers.
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2.624 Fabrication

An adversary can inject false data and therefore, compromises the trustworthiness of
information. This threatens message authenticity. The main purpose is to confuse or
mislead the parties involved in the communication protocol.

2.6.2.5 Replaying existing messages

This operation threatens message freshness. The main purpose of this operation is to
confuse or mislead the parties involved in the communication protocol that is not time-
aware.

2.6.3 Host Based versus Network Based [14]
2.6.3.1 Host-based attacks

This type of attack has three classes. User compromise: This involves compromising the
users of a WSN, e.g. by cheating the users into revealing information such as passwords
or keys about the sensor nodes. Hardware compromise: This involves tampering with the
hardware to extract the program code, data and keys stored within a sensor node. Also,
the attacker might attempt to load his program in the compromised node. Software
compromise: This involves breaking the software running on the sensor nodes to change
the applications running on a sensor node.

2.6.3.2 Network-based attacks

This type of attack has two perspectives: layer-specific compromises where the attack is
targeting which layer, and protocol-specific compromises where the attack is targeting a
protocol on the layer. Also, this includes all the attacks on information in transit.

2.6.4 Based On Protocol Stack [14]

This section discusses the WSN attacks targeting protocol stack layers. This can be
summarized in Table 2.2 according to the five layers: physical layer, data link layer,

network layer, transport layer and application layer.
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Table 2.2, Sensor Networks Layers Attacks’

Layer Attack

Physical Layer | Jamming, Radio Interference, and Tampering or Destruction

Data Link Layer | Exhaustion, Collision, Unfairness, Denial-of-Service Attack (DoS) and
Sybil Attack

Network Layer | Sinkhole, Hello Flood, Node Capture, Selective Forwarding, Sybil
Attack, Wormhole Attack, Spoofed/Altered/Replayed Messages,
Acknowledgement Spoofing, DoS, and Misdirection

Transport Layer | Flooding, DoS, and De-synchronization

Application Overwhelm, and Path-based DoS Attack
Layer

2.6.5 Based On the Mobility of the Attacker [14]

The attackers can be classified as static attackers and mobile attackers. The mobile

attacker has high capability to compromise many legitimate nodes.

2.7 Security Protocols

There are different security protocols proposed and implemented for use with
wireless sensor networks. In [29], Perrig et al. proposed Security Protocols for Sensor
Networks, SPINS, a suite of security protocols optimized for sensor networks. It consists
of two secure building blocks, SNEP and pTESLA, which run on top of TinyOS, a small,
event driven operating system for sensor nodes. Secure Network Encryption Protocol,
SNEP, is used to provide confidentiality through encryption and authentication, in
addition to integrity, using a message authentication code (MAC) and uTESLA protocol
based on delayed key disclosure is used for authentication and suffers from the denial-of-
service attacks (DoS). In [47], Karlof et al. designed the replacement for the unfinished
SNEP, known as TinySec. Essentially, it provides similar services, including

authentication, message integrity, confidentiality and replay protection. There are two
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packet formats defined by TinySec. These are TinySec-Auth, for authenticated messages,
and TinySec-AE, for authenticated and encrypted messages.

Localized Encryption and Authentication Protocol (LEAP) was proposed by Zhu
et al as a key management protocol for sensor networks, motivated by the observation
that different types of messages propagated in wireless sensor networks have different
security requirements. Lightweight, energy efficient operation and robustness and
survivability in the face of node compromise, are the main design goals of this protocol
[30].

Heo and Hong proposed a new method of authenticated key agreement [48]. It is
based on a Public Key Infrastructure (PKI) and Elliptic Curve Cryptography (ECC). The
Security Manager (SM) gives static domain parameters such as the base point and elliptic
curve coefficients to prospective network nodes. Devices use these initial parameters to
establish permanent public keys and ephemeral public keys, which are in turn used to
secure the network data. After calculating a public key, a node sends this to the SM,
which could have a public key list for all nodes in the network.

ZigBee is an industrial consortium, which was designed to build a standard data
link communication layer for use in ultra low power wireless communications. ZigBee
specification outlines the design of the ZigBee network layer (NWK) that operates just
above the PHY and MAC layers specified by the IEEE802.15.4 standard. Additionally, it
contains descriptions, protocols and algorithms relating to the application support layer
(APS), ZigBee device objects (ZDO) and profile (ZDP), the application framework and
ZigBee security services [49].

The concept of a “Trust Center” is introduced in the specification. Generally, the ZigBee
coordinator performs this duty. The coordinator allows other devices to join the network
and distributes the appropriate keying information. There are three roles played by the
“Trust Center”; 1: trust manager, whereby authentication of devices requesting to join the
network is carried out, 2: network manager, maintaining and distributing network keys,
and 3: configuration manager, enabling end-to-end security between devices [49]. There

are two modes of operation; Residential Mode and Commercial Mode. Running the
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former, low security residential applications are accounted for. The latter is designed for
high-security commercial applications.

In Residential Mode, the Trust Center will allow devices to join the network, but
does not establish keys with the network devices. It therefore cannot periodically update
keys and allows for the memory cost to be minimal, as it cannot scale with the size of the
network.

In Commercial Mode, it establishes and maintains keys and freshness counters
with every device in the network, allowing centralized control and updating of keys. This
results in a memory cost that could scale with the size of the network [49]. This could be
managed through means of clustering, for example.

There are three types of keys specified for use in ZigBee security services; the
Master Key, the Link Key and the Network Key. Master keys are installed first, either in
the factory or out of band. They are sent from the Trust Center and are the basis for long-
term security between two devices. The Link Key is a basis of security between two
devices and the Network Keys are the basis of security across the entire network. Link
and Network Keys, which are installed either in the factory or out of band, employ
symmetrical key-key exchange (SKKE) handshake between devices. The key is
transported from the Trust Center for both types of keys. This operation occurs only in
Commercial Mode, as Residential Mode does not allow for authentication.

TinyECC security architecture is another variation of elliptic curve cryptography
for TinyOS [50]. It supports a number of motes including the MICAz, and supports all
elliptic curve operations over the finite field.

There is no security protocol which guarantees the security of the WSN during the
time between the BS failure and the deployment of a new base station. Also, there is no
security protocol which describes how the new base station verifies the trustworthiness of

the deployed sensor nodes.
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2.8 Fault Management Protocols

Since BS and nodes of WSNs are prone to failure due to energy depletion,
hardware failure, communication link errors, software attacks and physical attacks,
therefore, fault tolerance is one of the critical issues in WSNs. Fault tolerance is defined
as the ability of the system to deliver a desired level of functionality in the presence of
faults [51]. Since the sensor nodes and the BS in hostile environment face high
probability of destruction or failure or capture by attackers, fault tolerance should be
seriously considered in missions’ critical applications such as surveillance WSN in
hostile environment.

In [52], fault recovery mechanism in single-hop sensor networks was studied. The
proposed fault recovery scheme is designed such that it can deal with failure of sensor
nodes, including the sink node. The basic idea of the scheme is to partition the sensor
memory into two parts, namely, data memory and redundant memory. The data memory
is used to store sensed data and data recovered from failures of other sensor nodes. The
redundant memory is used to store redundant data for future recovery. The recovered data
is distributed in the memories of the non faulty sensors to be sent to the sink when it
becomes available.

Fault management frameworks address faults as part of a larger network
management structure. Such solutions approach the fault management at a higher level by
designing the management infrastructure and information model. These frameworks can
be complemented by the specific fault detection and recovery techniques discussed
previously. A number of such frameworks have been introduced for either ad hoc
networks or wireless sensor networks.

While Simple Network Management Protocol (SNMP) has been one of the
management protocol used in wired networks [53, 54], there exist studies on the design
of management protocols for ad hoc networks. For instance, Ad Hoc Network
Management Protocol (ANMP) [55] uses hierarchical clustering to reduce the number of
messages exchanged between the manager and the agents. Moreover, there are a number

of management systems that have been designed and developed specifically for WSNs.
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These systems include Digest [56], Sympathy [57], NOSY [58], SNMS [59], AgletBus
[60, 61], MANNA [62, 63], WinMS [64], WSNMP [65], and sSNMP [66].

We will present a brief overview of the management protocols in WSNs:

Digest [56] is architecture used to monitor WSNs with different levels of details, and
it focuses on the design of continuous computing summaries of network properties.
Sympathy [57] is a tool for debugging and detecting failures in sensor networks.
NOSY [58] is a centralized network monitoring system that keeps track of the
progress of code dissemination, adjusts sensor reporting frequency, pulls information
from an individual sensor, and reboots a node if no messages are received for an
extended period of time.

SNMS [59] is a middleware layer that provides a set of management services such as
remote power management, enumerating sensor nodes, monitoring physical
parameters of sensors.

AgletBus [60, 61] is a management middleware that provides consistent and
transparent framework for both inter- and intra-nodal coordination and management.
Similar to SNMS, it includes services such as leader election, event forwarding and
power management.

MANNA [62] is a policy-based network management system for WSNs. Depending
on the network topology and characteristics (homogeneous vs. heterogeneous),
MANNA assigns different roles (network managers or agents) to various sensor
nodes. These nodes exchange request or response messages with each other for
management purposes. MANNA forms a basis for fault management [63], one of
several network management services supported by this architecture. Fault
management in MANNA mainly relies on the coverage area maintenance service and
the failure detection service.

WSN Management System (WinMS) [64] is an adaptive policy-based management
system for WSNs. End users predefine management parameter thresholds on sensors
that are used as event triggers, and specifies management tasks to be executed when
the events occur. WinMS adapts to the changes of network conditions by

reconfiguring the network according to current events as well as predicting future
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events. WinMS Advantages are its lightweight TDMA protocol that provides energy-
efficient management, data transport and local repair.

WSN management protocol (WSNMP) [65] is proposed as a management
architecture protocol that monitors WSN with minimum overhead, collects the
management data and finally manages the network efficiently by periodically
reconfiguring the network. Also, it detects the fault by identifying the non-response
nodes and reconfigures the routing path.

Sensor Network Management Protocol (sNMP) [66] has two functions. It defines
sensor models to represent the current state of the network and various network
management functions. It also provides algorithms and tools to collect network state
through the network management functions. Models for sensors include network
topology, energy map, and usage patterns. The correlation between the energy map

and network topology can be used to identify weak areas in the network.

Different approaches for fault management suffer from the following problems [67]:

1- It is very challenging to apply existing fault management architecture from one
application to another due to application specific nature of WSNs.

2- Most existing approaches mainly focus on failure detection. However, there is
still no comprehensive solution for fault management in WSNs from the
management architecture perspective.

3- Different mechanisms proposed for fault recovery are not directly relevant to fault
recovery in respect of the network system level management (e.g. network
connectivity and network coverage area etc).

4- Fault recovery mechanisms are mainly application specific (e.g. gateway
recovery, and common node recovery) and focus on small region or individual
nodes thereby are not fully scalable.

5- Some decentralized approaches require the network to be pre-configured, which is
very costly for resource constrained WSNs.

6- Some management frameworks require the external human manager to monitor

the network management functionalities e.g. SNMP.
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7- Some schemes only consider permanent faults and avoid other faults such as
Transient.

8- Most existing approaches in WSNs isolate failed or misbehaving nodes directly
from the network communication, but there is no adequate fault recovery
procedure available.

Also, all existing fault management approaches lack the procedures to allow new BS to
trust the deployed sensors network after BS failure in mission critical applications such as
surveillance WSN in hostile environment.

Table 2.3 presents the fault management approaches categorization.

In [73], sympathy can detect sink failure if no node is able to hear the sink but
hearing other nodes. Remedial action will involve changing the sink placement or
examining sink metrics for bugs or other connectivity issues. Sympathy did not include
any procedures between BS failure and new BS deployment which is a must in
surveillance WSN in hostile environment.

All of the above fault management protocols lack the procedures for secure and
reliable network recovery from BS failure which are important issues for mission critical

applications such as surveillance WSN in hostile environment.
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Table 2.3, Fault Management Approaches Categorization [67]

Schemes Management System Types of Faults & Action taken
Organization Failure addressed
Sympathy Centralized Node self, Network Fault Detection
Hierarchical, faults, Sink fault, Crash | &
Pro-active monitoring & time-out omission Diagnosis
failures
MANNA Centralized + Node faults Detection,
Distributed Diagnosis &
Passive monitoring Recovery
WinMS Centralized + Node faults (week or Detection &
Distributed faulty) Recovery
(Hierarchical)
Pro-active monitoring
WSNMP Centralized + Node faults, Network Detection &
Distributed faults Recovery
(Hierarchical Clustering
based)
Cluster-based | Centralized + Node faults (energy Detection &
approach [68, | Distributed failures), Network faults | Recovery
69] (network connectivity),
Permanent faults
Passive Centralized + Node faults, Network Detection,
diagnosis of Hierarchical, faults, Transient faults Diagnosis &
WSNs [70] Probabilistic approach, Recovery
Passive monitoring
Efficient Centralized, Node faults, Route Detection,
Tracing of Active monitoring Faults Diagnosis &
failed Nodes Recovery
[71, 72]

Table 2.4 presents the evaluation of different fault management approaches.
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Table 2.4, Evaluation of Fault Management Approaches [65]

Protocol Energy Robustness | Adaptability | Memory Scalability
efficiency efficiency
MANNA No N/A N/A N/A No
SNMS Yes Yes No Yes No
sNMP Yes No No Yes Yes
WinMS Yes Yes Yes Yes No
SNMP N/A No No No No

2.9 Summary

In this chapter, we show the background of surveillance WSN. We describe the
evaluation of surveillance WSN security. We describe the techniques used to enhance the
base station security. We provide a brief discussion about the features needed for an
efficient surveillance WSN. In this section, we describe the problem of base station
failure and the solution by the reliable network recovery from BS failure of surveillance
WSN in hostile environment to increase the lifetime of the network and to verify the
trustworthiness of the deployed sensor nodes through continuously storing the security-
related data of the network. Also, SurvSec shows the importance of achieving distributed
security for the network by adding distributed security managers (SMs) to resemble
cellular networks, and the importance of designing a hybrid and dynamic key
management system for SurvSec to prevent wide range of attacks. We describe the
security issues for sensor networks. We describe the attacks on sensor networks. We
describe the security protocols such as TinySec, SPINS, LEAP and ZigBee. Finally, we

describe the fault management protocols.
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CHAPTER 3

SURVSEC: A NEW SECURITY ARCHITECTURE

In this chapter, we describe the five components of SurvSec security architecture. These
components are security managers for reliable network recovery from base station
failure, secure data storage and recovery, compromised nodes detection at the first stage
against collaborative work of attackers working at the same time, hybrid and dynamic
key management scheme and spread spectrum encryption architecture for post-quantum

computer. Also, we state the design goals and the evaluation metrics.

3.1 Introduction

In this chapter, an introduction to security of surveillance WSN is introduced.
Section 3.2 presents the requirements for SurvSec design. Section 3.3 presents SurvSec
design goals and evaluation metrics. Section 3.4 presents the threat model. Section 3.5
presents the assumptions and the network setup for SurvSec security architecture. Section
3.6 presents an overview of SurvSec security architecture. Finally, section 3.7 presents
the summary.

To the best of our knowledge, there is not any scheme in the open literature
addresses the base station failure. The current security schemes proposed for wireless
sensor networks lack the ability of providing reliable network recovery in the case of
base station failure. This challenge is quite serious in case of mission critical
deployments such as deployments of surveillance wireless sensor networks in hostile

environment.
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In hostile environments, the probability of base station failure is high since, as a
single point of failure, it is a natural target for the adversary. Also, the time and efforts
required to destroy a base station is considerably less compared to what is needed to
neutralize the actual WSN. Indeed, even excluding “physical attacks”, cyber attacks to
the base station can be quite effective. Despite using the best electronic counter measures,
intrusion tolerance systems, and anti-traffic analysis strategies to protect the BS, an
adversary still can destroy it. It should be noted that by having BS destroyed, the
attacker’s effort to compromise legitimate nodes becomes easier. Even if a new base
station is deployed or the existing one is recovered, the new base station cannot verify the
trustworthiness and security of the deployed sensor nodes, thus compromised nodes
might remain operational for quite long time.

Software-based attestation [74-78] is not valid as a solution for the whole sensor
nodes of the network because it will take long time to be completed and it will consume
considerable amount of energy, which might lead the individual sensor nodes to energy
depletion. In addition, during the attestation time, the area covered by the surveillance
system is not protected and the acquired information cannot be trusted. Deployment of a
new sensor networks is not an effective or smart solution, since this results in high cost
and long-time leaving the protected area uncovered by a reliable WSN for the duration of
deploying and establishing the new WSN.

To the best of our knowledge, there is no contribution in the open literature
addressing the situation a user has to deal with from the time the BS fails (due to hostile
attack or accidently) to the time the WSN is operational again. Also, we haven’t found
any research explaining how the new BS can verify the trustworthiness of the existing
sensor nodes. By lacking the ability to verify the trustworthiness of the existing sensor
nodes, a user has no choice but to “scrape” the existing deployment and proceed with a
new one, despite the deficiencies associated with this choice (e.g. high cost and long
duration of having unreliable coverage of the deployed WSN).

Our work addresses this important issue and strives to provide practical answers
to this challenging problem. Based on our work, we propose a new security architecture

we named Surveillance Security (SurvSec). SurvSec is capable of maintaining security
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information even during the BS failure periods. This is accomplished through two steps.
The first step is storing the security-related data until the recovery of the BS or the
deployment of new BS. The second step is sending the stored data to the recovered BS or
the new BS after it is authenticated

Furthermore, BS failure shows the importance of the continuous storage of the
security reports of monitored security threats towards the WSN through securely storing
the security-related data of sensor nodes. The stored security-related data will be sent to
the new BS during the recovery process. These procedures will result in reliable recovery
from such attack and also, they will maintain the WSN lifetime where physical attacks

towards BS specifically target the reduction of the WSN lifetime.

3.2 Requirements for SurvSec Design

In this section, we summarize the most important requirements for SurvSec
security architecture design which are the followings:

1- Processing and Data Storage: the processing power and data storage capabilities

of WSN nodes are considerably limited and require the use of computational
efficient algorithms (for the energy saving purposes) and small software
footprints (for the memory saving codes purposes).

2- Reliability: it is very important to have the network work without any human
involvement/intervention. This is because the whole or part of the network might
be located at inaccessible sites where sensor nodes are deployed unattended as
well as humans might not have the capacity to identify and respond to very time-
sensitive critical messages in due time such as considering the case of a nuclear
plant generating electric energy, with the sensors indicating “core meltdown”, or
the case of WSN deployed around a very sensitive military related facility. In
both cases there is not much margin for failure.

3- Power: the energy reserves available to a WSN node are generally very limited

and are derived from 2-3 AAA batteries. Nodes are expected to run for extended
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5-

3.3

periods of time vary from (1 - 2 years) on this internal energy reserve. Thus the
design should be energy efficient.

Cost: the cost of WSN deployments must not be adversely impacted by the
inclusion of security services as the cost is often a major factor for WSN
technology.

Scalability: the design of any security architecture composed of security
components must ensure network scalability is preserved in order to allow all the

future expansions of the WSN.

SurvSec Design Goals and Evaluation Metrics

Our design goal for SurvSec security architecture is to provide the following security

services for surveillance WSN in hostile environment:

1-

Security Managers: SurvSec proposed to choose some sensor nodes to serve as

security managers where these nodes will be responsible for adding distributed
security concept to the WSN and therefore, the security managers will store the
security-related information of its downstream sensor nodes. The security
managers are chosen by the BS every two layers of sensor nodes.

Secure Data Storage and Recovery System: SurvSec permitted to continuously

store security information of the sensor nodes in order to allow reliable network
from base station failure. The stored security related data should be handled in a
manner that reduces storage overhead. The data must be securely stored to
prevent eavesdropping on the network security status during the storage process.
The encryption scheme must be capable of preventing the attacker from acquiring
and revealing the security-related data on sensor nodes after a node compromise
attack. This will be achieved through the deployment of a new security scheme
which is based on the use of dynamic secret sharing [79-82]. Also, a secure data
storage system must allow for reliable data recovery of the stored data.

Compromised Nodes Detection: SurvSec implemented a new algorithm for the

early detection of compromised nodes. Also, the detecting technology should be
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resistant to collaborative work of attackers which target the simultaneous
compromise of many legitimate nodes.

4- Hybrid and Dynamic Key Management Scheme: SurvSec implemented an

efficient key management scheme resistant to compromised nodes attack, and
collusion attack.

5- Spread Spectrum Encryption Architecture: ~ SurvSec implemented a new

encryption architecture resistant to quantum computer.

Our evaluation metrics for the SurvSec security architecture are satisfied as follows:

1- Secure data storage system resilient to node compromised and traffic analysis
attacks with minimal data storage. Also, the data storage is resilient to multiple
nodes failure.

2- Reliable stored data recovery to the new base station.

3- Resiliency to compromise node attack.

4- Low communications overheads.

5- Low computations overheads.

6- Low storage overheads.

7- Deployment of adaptive security concept [83-86].

8- Low setup time.

9- Scalability.

34 Threat Model

Surveillance WSN imposes a wide range of attacks and the worst attack scenario
is the following planned attack: when group of attackers’ first launch physical attacks
against the BS to destroy the BS. Then, they compromise many legitimate nodes to
control the network security and to cover their unauthorized intrusions where the new BS
cannot trust the deployed sensor nodes.

In this work, we focus on the effect of collaborative work of group of mobile

attackers to destroy the security of surveillance WSN. They first destroy the base station
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then compromise many nodes at the same time to eavesdrop, send false data, change

correct alarms, physically corrupt, modify, and capture the stored security-related data of

the network. The attackers have the following capabilities:

(1) The attackers can eavesdrop on all of the traffic of the WSN.

(2) The attacker can determine the nodes that are communicating with each other’s to
secure the stored data using the secret sharing.

(3) The attackers are mobile to compromise many nodes after the base station failure.

(4) The attackers have the capabilities to jam the base station or part of the network.

3.5 Assumptions and Network Setup for SurvSec

We consider a surveillance sensor network that is composed of a large number of
sensor nodes with a unique ID. The following assumptions have been made in the
formulation of the SurvSec security architecture:

I-  All sensor nodes are static.

2-  The secure hierarchical data storage and recovery system needs a pre-configuration
to allow the base station to choose from the network topology some sensor nodes
inside the hierarchical architecture to be security managers (SM), to allow dynamic
security for the stored data through dynamic secret sharing between sensor nodes of
the hierarchical architecture, and to allow reliable data recovery from stored data.

3-  The compromised nodes detection algorithm needs a pre-configuration to allow

overlapped groups formation to protect the network from compromise nodes attack.

3.6 Overview of SurvSec Security Architecture

In this section, we present SurvSec, a suite of security services for hierarchical
surveillance WSN in hostile environment. Our goal is to address the problems discussed
in section 3.1 which are the base station failure, collaborative work of mobile adversaries

against sensor nodes and increasing the quality of security services by implementing
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dynamic secret sharing for the stored data. First, we will give an overview of our
designed security architecture then the contents of SurvSec security reports then the
security architecture operational phases and finally the security architecture components.

Figure 3.1 describes SurvSec’s five phases.

Phase 1: Continuous Storage of Security
Related Data of Sensor Nodes

y
Phase 2: Base Station Failure

Phase 3: Detection and Authentication of
Recovered Base Station

\ 4

Phase 4: Reliable Network Recovery and
Security Threats Recovery

A\ 4

Phase 5: Update / Delete the Security
Related Data of Security Threats

Figure 3.1, SurvSec Security Architecture Phases of Operations

Data Storage System and Security Managers
Data Recovery

Spread Spectrum Adding Security Functions Secure Data Storage
Encryption Architecture at the Security Managers System
Hybrid and Dynamic Compromised Nodes
Key Management System Detection Algorithm at
First Stage

Figure 3.2, SurvSec Security Architecture Components
Figure 3.2 describes SurvSec security architecture components which are security

managers for reliable network recovery; secure data storage and recovery, compromised
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nodes detection algorithm at the first stage, hybrid and dynamic key management scheme
and spread spectrum encryption architecture for post-quantum computing.

The first concern in SurvSec design is to allow a reliable network recovery from
base station failure by continuously storing the security-related data of the sensor nodes
to enable the new base station to verify the trustworthiness of the deployed sensor nodes.

The second concern in SurvSec design is to maintain the network lifetime where
we found that destroying the base station targets the network lifetime as there are nodes
but we do not trust them so these nodes are useless.

The third concern is to provide the WSN with distributed security concept by
choosing nodes to be security managers. Security managers are responsible for the nodes
security issues including gathering security-related data from its downstream nodes and
we can add new security functions to the sensor nodes from the security managers such
as node certificate to audit the node periodic tasks and to audit its trust level.

The fourth concern is to increase the WSN quality of security service (QoSS) by
deploying dynamic security protocol to provide dynamic security for the stored security
related data of the sensor nodes.

To implement SurvSec, different components need to be designed to help in
performing its functionalities and to ensure its performance.

The security threats must be encoded to lower the storage overheads, and each

node should have an ID.
Part of the SurvSec Security Report content is: Node ID, and reported attacks which are
the followings: Node Compromise Attack, Revoked Node, Local Intrusion Detection
(LID) Cloning Attack, LID Sybil Attack, LID Sinkhole Attack, LID Wormhole Attack,
LID Selective Forwarding Attack, Node Outage, Awake Node, Sleep Node, Node
Failure, Node Misbehaviour, Selfish Node, Message Corruption, Routing Attacks,
Denial-of-Service (DoS) Attack, Security Level, and Re-keying.

Figure 3.3 describes the steps for the reliable network recovery from base station failure.
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Figure 3.3, SurvSec; Reliable Network Recovery from Base Station Failure

Figure 3.3 describes the functionalities of reliable network recovery from base station

failure. First, the protocol continues to store all security-related data of the nodes

underneath the security manager. If the last layer of sensor nodes near the base station

does not hear the beacon nodes of base station, this means that the base station is failed.

Therefore, the protocol detects base station failure and the protocol continues to store all

security-related data of nodes underneath the security managers. Also, the protocol will

wait for the detection of the deployment of new base station. After the deployment of the

new base station, the new base station is authenticated then the stored data is retrieved at

the base station from the security managers underneath the base station. Then the
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compromised nodes are revoked and the protocol applies re-clustering to reroute data that
goes to compromised sensor nodes. After the replacement of compromised sensor nodes
the stored data is updated. The followings is the definitions of some attacks:

Cloning attack: it is defined as when an adversary capture legitimate nodes, make clones
by copying them, and integrate these clones back into the network.

Sybil attack: it is defined as a malicious node that behaves as if it were a larger number of
nodes, for example by impersonating other nodes or simply by claiming false identities.

Sinkhole attack: In sinkhole attacks, the adversary attracts the traffic to a compromised

node. The simplest way of creating sinkhole is to place a malicious node where it can
attract the most traffic, possibly closer to the base station so that the malicious node could
be perceived as a base station.

Wormbhole attack: In wormhole attacks an adversary positioned closer to the base station

can completely disrupt the traffic by tunnelling messages over a low latency link. Here an
adversary convinces the nodes which are multi-hop away that they are closer to the base
station. This creates a sinkhole because the adversary on the other side of the sinkhole
provides a better route to the base station.

Selective forwarding attack: In selective forwarding attacks malicious nodes simply drop

certain messages instead of forwarding every message. Once a malicious node picks up
on the messages, it reduces the latency and deceives the neighbouring nodes into viewing
it as being on a shorter route. The effectiveness of this attack depends on two factors: the
location of the malicious node such that the closer it is to the base station the more traffic
it will attract; and the percentage of messages the malicious node drops.

3.6.1 SurvSec Five Phases

SurvSec has five operational phases to ensure its proper functionalities which are the

followings:

1-  First phase, continuous secure storage of security-related data of sensor nodes,

2-  Second phase, BS failure where the last layer nodes near the BS of the hierarchical
WSN architecture cannot listen to the BS periodic beacons,

3-  Third phase, detection and authentication of the new deployed BS,
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4-  Fourth phase, reliable network recovery from BS failure and security threats
recovery to enable the newly deployed BS to trust the deployed sensor nodes. If the
new BS does not trust the network sensor nodes, the network administrator has to
follow the order of two expensive solutions:

First; the administrator must test the whole network sensor nodes using software-
based attestation to verify their memory contents to detect malicious nodes to revoke
them. This solution is expensive in terms of the time and energy required.

Second; if a large number of sensor nodes are found to be malicious, the network
administrator needs to deploy a new WSN. This solution is expensive in terms of the
time required and WSN money cost.

5- Fifth phase, update / delete the security threats to delete its stored security-related

data upon recovery from the security threats.

There is no need to inform the network nodes with BS failure because of the necessity to

continuously store security reports and the continuous sending of security reports update
with proactive/reactive methodology.

SurvSec has a proactive data storage system in the sense that the sensor nodes at
the lower layers send a periodic messages to the sensor nodes at the higher layer and if
the higher layer nodes do not receive these messages on the pre-defined times, they send
queries to these lower layer nodes. Also, SurvSec has a reactive data storage system in
the sense that the sensor nodes at the lower layers send a security report update to the
sensor nodes at the higher layer upon a detection of security threats.

3.6.2  SurvSec Components
3.6.2.1 SurvSec Hierarchical Security Managers (SM)

The first component of SurvSec is the Security manager which is an ordinary node from
the sensor nodes of the hierarchical architecture with the responsibility to provide the
network with the distributed security concept. A security manager is responsible for the
security-related issues of its downstream sensor nodes until another lower layer of

security manager.
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In order to enhance the security of wireless sensor networks, SurvSec security
architecture specifies the need for Security Managers that acts as data storage for the
security data of the network sensor nodes, and Key Distribution Center (KDC). The
distributed security managers within the hierarchical architecture of the network avoid
single point of failure of the base station. To serve the wireless network, the Security
Managers store the security data corresponding to security threats to the network,
generate, distribute, renew, revoke, and handle the keys through the interaction with the
base station.

In our work, we address the problem of choosing the security managers nodes
according to the network size, the number of nodes on each layer and the number of
layers within the hierarchical architecture. The security managers of one layer are
responsible for its downstream nodes until the security managers on the lower layer of
security managers.

The stored security issues are concerned with the data storage of security-related
data such as compromised node and cloning node and other security functionalities such
as key generation, key distribution, key revocation, sending queries to collect the data
from sensor nodes, network intrusion detection system, generating a certificate for each
node, and checking the communication links and the routing paths of sensor nodes.

The management of the security managers includes:

- A methodology to choose the security managers.
- Changing of the security managers.
- Network setup for the security managers.

- Frame format of the stored data.

3.6.2.2 SurvSec Hierarchical Secure Data Storage and Recovery System

The second component of SurvSec is the hierarchical secure data storage and recovery
system. We must take into considerations certain constraints for the data storage system.
The most important constraint is the communication overheads versus the availability of
the stored data. The second constraint is the reliability of the recovered data versus the

computational complexity which consumes the nodes’ precious power. The third
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constraint is the probability of nodes failure versus the availability of data replicas. Also,

the number of the stored data copies versus the storage overheads. Moreover, the attacks

on the data storage systems must be considered. We found that, there are two approaches
to be implemented for our system of secure data storage which are the followings:

a.  First approach: we can store the security-related data on all nodes of the
hierarchical architecture where each node stores the security data of its downstream
nodes,

b.  Second approach: we need to choose some nodes from the sensor network
hierarchical architecture according to the network size, the network number of
nodes and the network number of layers. Then, these chosen nodes from the
hierarchical architecture will be responsible for the storage of the security-related
data in multiple copies.

We choose the second approach. Stored data of security-related data must be encrypted to

prevent the attackers from disclosing the network security status after they captured any

node and also to prevent the traffic analysis and eavesdropping on the traffic. The used
key to secure stored data must be shared between nodes to prevent attackers from reading
the security-related data report by compromising a node and using the key on that node.

Another issue is that if the attacker knows that his captured node is discovered, he might

change this information or compromise other nodes.

SurvSec storage system should have a reliable recovery system for the stored
security related data through coding or any other technique.

After the security threat is recovered, its corresponding stored security-related
data must be deleted from all of the data replicas and this deletion operation must be
ensured to free a memory space from the sensor nodes’ memories.

3.6.2.3 SurvSec Compromised Nodes Detection Algorithm

The third component of SurvSec is a new algorithm to detect compromised nodes at the
first stage by forming overlapped groups from the network sensor nodes. The nodes of
each group will communicate in a closed loop to prevent group of attackers from

compromising many legitimate nodes at the same time.
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The closed loop communication within the group and the overlapped groups will
enforce the attackers to attack the whole groups at once to cover their intrusion. Also, the
overlapped groups will prevent the attackers from isolating any number of nodes to
compromise them.

3.6.2.4 SurvSec Hybrid and Dynamic Key Management

The fourth component of SurvSec is a new hybrid and dynamic key management scheme
to resist compromise node attack, and collusion attacks.

The protocol is location-based therefore; each node is registered at the base
station through the security managers with its location and ID. Also, the protocol is
dynamic to revoke compromised nodes then apply rekeying and the protocol can add new
nodes. The protocol is a hybrid key management to get the advantages of both symmetric
key based key management and public key based key management.

3.6.2.5 SurvSec Spread Spectrum Encryption Architecture SSEA

The fifth component of SurvSec is a new encryption architecture which is called spread

spectrum encryption architecture to resist quantum computer attacks.

The new encryption architecture is a family of encryption architectures which applies the
unpredictability principle for the encryption architecture and this methodology results in

developing a barrier between the encryption architecture and the cryptanalysis attacks.

3.7 Summary

The components of SurvSec security architecture provide the WSN with a reliable
network recovery from BS failure of surveillance WSN in hostile environment.

The ingredients of SurvSec are secure hierarchical data storage system, security
managers for distributed security concept, a new algorithm to early detect compromised
nodes at the first stage, SurvSec hybrid and dynamic key management scheme and

SurvSec Spread Spectrum Encryption Architecture SSEA for post-quantum computing.
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CHAPTER 4
SURVSEC SECURE DATA STORAGE AND RECOVERY SYSTEM

In this chapter, we describe SurvSec reliable network recovery from base station
failure using the concept of security managers. We will show that when the security
managers store the security-related information from its sensor nodes underneath this
will result in reliable network recovery from base station failure. However, we need to
securely store the security-related data at the security managers therefore; we apply new
dynamic secret sharing protocol to allow the secure storage of data at the security

managers.

4.1 Introduction

This chapter is organized as follows: Section 4.2 presents the related work.
Section 4.3 describes the assumptions, attacker model and network setup. Section 4.4
describes an overview of our security architecture SurvSec to recover from BS failure
with its ingredients. Section 4.5 presents SurvSec data storage system and its analysis.
Section 4.6 presents SurvSec data recovery system and its analysis. Section 4.7 presents
SurvSec security for the stored data. Section 4.8 presents the simulation results. Finally,
Section 4.9 is the summary.

This chapter proposes a novel security architecture called Surveillance Security
(SurvSec) for secure and reliable network recovery from BS failure of surveillance WSN.
SurvSec relies on a set of sensor nodes which serve as Security Managers for
management and storage of the security-related data of all sensor nodes. SurvSec security

architecture provides a methodology for choosing and changing the security managers of
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the surveillance WSN. SurvSec has four components: (1) Sensor nodes serve as Security
Managers, (2) Data Storage System, (3) Data Recovery System, (4) Security for the Data
Storage System. Furthermore, both the frame format of the stored data is carefully built
and the security threats are encoded to allow minimum overheads for SurvSec security
architecture. In this chapter, we provide detailed specifications of SurvSec security
architecture along with its security system for secure and reliable network recovery from
BS failure. We evaluate our designed security architecture for reliable network recovery
from BS failure. Our evaluation shows that the proposed new security architecture can
meet all the desired specifications and our analysis shows that the provided Security
Managers are capable of network recovery from BS failure.

Wireless sensor networks (WSNs) are deployed in many missions’ critical
applications such as surveillance [1], and one of the key issues to the success of their
mission is security. The general objective of such an application is to alert the control unit
in advance to the occurrence of events of interest in hostile regions. The event of interest
will vary according to its mission which might be the presence of moving vehicles or
target detection or other events where there are several types of sensors such as
Vibration, Motion, Tracking, Video, and Infrared sensors which can be used for
surveillance applications [2]. With their deployment, various novel security attacks have
appeared. The aims of these attacks are usually to compromise nodes, eavesdropping for
traffic analysis, destroying the base station (BS) or to disrupt data flow. We believe that,
collaborative work of attackers will first launch physical attacks against the BSs of a
surveillance WSN including jamming and destruction. Then they will compromise many
legitimate nodes to destroy the deployed network security and to cover their unauthorized
intrusions.

BS is a critical part of a WSN and an entire WSN can be rendered useless by
taking down its BS. Indeed, it is crucial to protect a BS against both software-based and
physical attacks. Several intrusion tolerant techniques have been developed to protect a
BS against software-based remote attacks such as DoS attacks that flood the BS with
packets, and remote spoofing of the BS to misdirect legitimate sensor data [6]. Software-

based techniques cannot protect BS against physical attacks. Therefore, some works have
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been done to address the problem of protecting a BS against physical attacks through
concealing its geographic location in the network [7].

Our focus in this chapter is to address BS failure. We consider a feasible attack
towards BS as single point of failure or even towards multiple BSs to render the whole
WSN useless and after this attack collaborative work of attackers can compromise many
legitimate nodes.

Also, previous works lack both the procedures to ensure network reliability and
security during BS failure such as storing then sending reports concerning security threats
against nodes to the new BS and the procedure to verify the trustworthiness of the
deployed sensor nodes by the new BS; otherwise a new WSN must be re-deployed which
has a high cost and it takes time.

To the best of our knowledge, there has not been work done on securing the
surveillance WSN during the time between the BS failure and the new mobile BS
deployment which is the perfect time for attackers to compromise many nodes then
destroy the security of the whole system. Also, there is not any work that describes how
the new BS will verify the trustworthiness of the deployed WSN otherwise a new WSN
must be deployed. Therefore, for mission critical applications such as surveillance WSN,
if the BS fails, we propose to address this problem through employing our new designed
security architecture of Surveillance Security (SurvSec) to detect the BS failure, monitor
the network sensitive security issues to store security data in multiple replica, and send
the stored data to the new BS after it is authenticated. Furthermore, BS failure shows the
importance of reporting the monitored security threats to the new BS through securely
storing this sensitive data then sending this data during the recovery process to the new
BS.

These procedures will result in reliable recovery from such attack. BS failure can
be alleviated such as the work discussed in [11] by the use of multiple base stations
deployed along the periphery of the field, and allowing each base station to act as a data
sink. Multiple BSs failure is an important performance metric which must be considered
and it is a serious attack. Therefore, if the BS fails and the network nodes are not trusted

by the new BS, the whole network must be redeployed. Re-deploying such mission
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critical large surveillance WSN shows the importance of SurvSec security architecture to
efficiently recover from BS failure and later on multiple BSs failure by updating the new
BS with all the security information that is needed to trust the network nodes thus
enabling to achieve reliable network recovery from BS failure.

In this chapter, we present a novel recovery approach from BS failure that
includes monitoring the network security issues to store the sensitive data, and send the
stored data to the new BS after deployment to enable efficient recovery from BS failure
while maintaining the operation of the network. Our motivation is the high probability of
BS failure as single point of failure to render the whole network ineffective. Our goal is
to design new security architecture SurvSec for reliable network recovery from BS failure
of surveillance WSN in hostile environment.

The contributions in this chapter can be summarized as:

The first contribution is the development of the new security architecture called
Surveillance Security (SurvSec) for fast and reliable network recovery from BS failure of
surveillance WSN with a hierarchical data storage system.

The second contribution is the design of distributed security managers to enable
distributed network security and distributed secure storage.

The third contribution is a hierarchical data storage and data recovery system for the
security data of the sensor nodes.

The fourth contribution is a proposed system to secure the stored data for SurvSec

security architecture.

4.2 Related Work

In this section, we present a brief overview of the related works such as some
previous approaches taken towards enhancing BS security, fault tolerant models, and
security protocols in wireless sensor networks.

Because the BS is a single point of failure and all the data is routed towards it, if it
failed then the entire network can be disabled. Therefore, there are number of proposed

strategies designed for securing the sensor network against the threats that can lead to the
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BS failure. These protocols are summarized as location concealing of BS through privacy
algorithms [16], relocating the BS [17], using multiple mobile BSs [17], multipath
routing to multiple BSs [6], intrusion tolerant software [18], and anti-traffic analysis
strategies such as random fake paths to confuse the adversary and random areas of high
communication activity [7].

Since BS and nodes are prone to failure due to energy depletion, hardware failure,
communication link errors, software attacks and physical attacks, therefore, fault
tolerance is one of the critical issues in WSNs. Fault tolerance is defined as the ability of
the system to deliver a desired level of functionality in the presence of faults [51, 52].

4.2.1  Fault Management Protocols

All of the fault management protocols lack the procedures for secure and reliable
network recovery from BS failure which are important issues for mission critical
applications such as surveillance WSN in hostile environment.

4.2.2  Security Protocols

There are different security protocols proposed and implemented for use with
wireless sensor networks. In [29], Perrig et al. proposed Security Protocols for Sensor
Networks, SPINS, a suite of security protocols optimized for sensor networks. It consists
of two secure building blocks SNEP and pnTESLA. In [47], Karlof et al. designed the
replacement for the unfinished SNEP, known as TinySec..

All of the security protocols lack the procedures for secure and reliable network
recovery from BS failure which are important issues for mission critical applications such
as surveillance WSN in hostile environment.

4.2.3  Data Storage Categories

At present, many data storage methods have been proposed for sensor networks.
These methods can be divided into seven categories as shown in Figure 4.1: centralized
data storage [87-90], distributed data storage [91-94, 81], local storage [95], external
data storage [96, 97], collaborative work between sensor nodes for storage [98], data-
centric storage [99—-101] and hierarchical data storage systems [102, 103]. Several

comparison studies have been done assessing the communication overheads, storage
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overheads, computations overheads [104, 105]. In the next subsections we will discuss

these categories and identifying the problem of storing data generated inside a sensor

network.
[ Data Storage Categories 1
¢ ¢ JV v v
Data centric Centralized External COllabborative Local
work between
storage storage storage nodes for storage Storage

Distributed data Hierarchical
storage data storage

Figure 4.1, Data Storage Categories
4.2.3.1 Local Storage

The data are stored locally in the sensor node which obtained them without
any data transmission. Whenever a query is issued by some user, the query has to be
flooded to every sensor in the network and each sensor transmits back the qualified local
results for the query. This is an expensive approach exactly as the centralized data storage
approach when a small fraction of the sensors have qualified data for the query.

In the current implementation of TinyDB [99], events are only signaled on the local node;
data is not provided with a fully distributed event propagation system. However, the
queries started in response to a local event may be disseminated to other sensor nodes.

4.2.3.2  Collaborative Work between Sensor Nodes for Storage

Cooperative storage systems are mainly designed for sensor networks with
disconnected operations where the sensor nodes do not have a connected path to the sink
or the base station.

The goal of the cooperative storage systems is to maximize their data storage

capacity by appropriately distributing storage utilization and offloading data to external
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devices when it is possible. The use of these systems is suitable for a large category of
sensor network applications that do not require real-time data access, such as
environmental data logging. Such networks generally operate in a disconnected mode.
Rather than focusing on multi-hop routing to a base station, the designer of this category
wishes to maximize the effective storage capacity of the disconnected sensor network. It
accommodates most data, and has the nodes attempt to upload data when the opportunity
comes to relieve the network storage.

4233 External Storage

The external storage considers an external sink which visits the sensor nodes
periodically or up on request. The external storage use data mules which are mobile
devices [96]. The data mule is defined as any mobile device that may come in contact
with the sensor network islands for the purpose of relieving the stored data.

4234  Centralized Storage

The fourth approach is to send the data readings of the sensors to a centralized

server or base station where it is stored and processed during the query evaluation. This
strategy is suitable for streaming data applications or in scenarios where most of the data
generated by the sensors will be used by the query processor. However it is proven to be
too costly in communication overheads when the user is only interested in a small
fraction of the sensor data [8§7-90].
Enabling the sharing of sensor data over a common platform is a goal pursued by the
SensorBase.org [106] project. SensorBase.org offers a centralized data storage and
management system, which provides a uniform and consistent method to “slog” sensor
network data. The term ”slog” is a combination of ”sensor” and ”log” reflecting the spirit
of sharing information in a blog for sensor nodes. In the centralized case, data are sensed,
processed, aggregated and managed at a central location usually the base station.

4235 Data—Centric Storage

Data-centric storage, organizes the sensor data into the network using a
mapping function. The data-centric approach utilizes a mapping function which maps

every data object generated in the network to a sensor called owner based on some
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attributes in the data object. The owner is responsible for the storage of the data object

and processes locally queries referencing this object.

When a user wishes to query the network, they can send the query only to the
owner node responsible for the data relevant to the query through some efficient
geographic routing mechanism without flooding the query in the network. The various
data-centric systems presented in the literature differ mainly in the mapping function
used, which could be a hash function or a tree like structure. A common feature for most
of them is that they all require knowledge of the geographic location of the sensors which
is not always possible (e.g. if the sensors are not equipped with GPS locator, or if the
sensors are located in areas where the GPS systems are blocked such as tunnels).
Examples of data centric storage are the followings:

I-  GEM [99] is a data-centric routing and storage system that does not require
knowledge of the sensors locations. In GEM, a labeled graph is computed and
embedded into the original network topology. The labels assigned to the sensors
allow messages to be efficiently routed through the network, while each node only
needs to know the labels of its neighbours. GEM utilizes only the leaf nodes to
index and store the sensor data, which wastes the storage capacity of the internal
nodes in the graph. In addition, GEM does not provide any recovery mechanism for
data loss due to node failures and the data size maintained at different sensors
cannot be balanced dynamically according to the distribution of the sensor data.

Surprisingly, limited research has been done in the area of reliable data storage for sensor

networks. In order to make the Data-Centric Storage (DCS) systems reliable, several

works propose to send a special refresh message from the owner node in the network to
all nodes which have generated objects stored at the owner.

A GPSR [107] routing protocol is then utilized to return these refresh messages to the

owner node with a network perimeter attached. If it is discovered that there is a new node

closer to this location than the original owner then the new node will become the owner
of the object and will start transmitting refresh messages. This process, however, does not
protect the network against data loss due to node failures as the data kept at the failure

node will be lost.
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2- In [98] the authors propose a Resilient DCS system to achieve scalability and
resilience by replicating objects in strategic locations in the network. The idea is
to store the object at different replica nodes generated by a hash function. The
replica nodes keep exchanging information in order to get a consistent overview
of the object generated in the network. This approach, though effective against
failures, requires a global view of the network topology along with the position of
each sensor, and thus is too expensive or impractical for many sensor network
applications.

4.2.3.6  Distributed Data Storage

In the distributed approach, after the sensor node has generated some data, the
node stores the data locally or at some designated nodes within the network, instead of
immediately forwarding the data to a centralized location out of the network.

For example, a WSN is deployed over a battlefield for military surveillance. The WSN is
aimed at providing information services to its authorized users, e.g., soldiers, which
frequently move in the field, query the network on demand, and expect real time answers.
Distributed data storage approach is used. That is, sensor nodes sense and store various
kinds of environment data locally and provide the authorized users the access to the
stored data in a distributed manner when queried. In such an application, distributed data
storage results in a considerably more robust network as compared to the centralized
approach because it may not be feasible to maintain a centralized entity in the hostile
environment as the centralized entity itself would become an easy target for attack. Also,
if a centralized data storage and access approach is implemented, every query must go
through the centralized entity thus the data access delay could be significantly increased;
not to mention that the query or data response could be lost due to link failures, traffic
congestion, or other reasons, and the result can be devastating.

Therefore, a fault tolerant and compromise-resilient distributed data storage
mechanism has to be in position to guarantee the success of such mission critical

applications.
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WSN security has been extensively studied in recent years with a focus on
network communication security. However, distributed data storage security is a fairly
new area and has received limited attention so far.

4.2.3.7 Hierarchical Data Storage System

For hierarchical storage systems, all sensor nodes cooperate in storing data
into a single database.

The hierarchical data storage system for sensor nodes is based on the constructed
tree of the hierarchical architecture. The tree-like structure will have two types of nodes;
the normal nodes or forwarding nodes and the special nodes or storage nodes.

There are two main functions in hierarchal data storage system which are the followings:
1-  Storage Tree Construction:

In [103], for hierarchical storage, there must be a reliable and load balancing
data storage algorithm for sensor nodes. More specifically, this algorithm will have to
deal with problems related to the data storage system. The algorithm will use a tree-like
structure as network topology for both data storage and in-network routing in hierarchical
sensor networks. The algorithm constructs a routing tree that covers all sensor nodes in
the network. The algorithm starts out by assigning the base station as the root of the tree
and then the root broadcasts the tree construction message to its neighbors asking more
sensor nodes to organize into the routing tree.

2-  Communications of Nodes in the Tree:

This section presents the mechanism used to communicate between sensor
nodes. In [103], in the tree construction phase, each node has several children and a
parent in the tree as its neighbours. There are communications links between sensor
nodes in the tree as routing paths to the base station and sensor nodes store other routing
paths as alternative communications links to the base station.

We need to employ the distributed security concept for a WSN to enable group of sensor
nodes to assign a node among them to be a security manager. The security manager
stores the security-related data of its downstream sensor nodes for further data recovery
in case these sensor nodes experience security threats during periods when base station is

not available. The discussion of the security managers will follow in section 4.4.1.
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We propose the first security architecture which is called surveillance security
(SurvSec) for reliable network recovery from BS failure of surveillance WSN in hostile
environment. More specifically, the architecture should allow two main steps. First step
is the storage of security data to store the security data and secure the network instead of
deploying a new network which comes at a high cost. The second step is the reliable

recovery from BS failure by collecting the stored data to the new BS.

4.3 Network Assumptions, and Evaluation Metrics
4.3.1 Network Assumptions

We consider a hierarchical sensor network that is composed of large number of
sensor nodes with unique ID and single base station placed in layers where one layer is
defined as group of nodes connected to the upper sensor node. The nodes are arranged in
clusters and it is assumed they have the ability to detect the compromised nodes. The
nodes have Local Intrusion Detection System (LIDS) capable of detecting Cloning attack,
Sybil attack and other attacks.

Meanwhile, some nodes continuously store the detected security threats and all
other security data related to sensor nodes where these nodes are named security
managers. Following the previous works on data storage in WSNs, there are several
categories but two main approaches: Centralized data storage [8§7-90] which is suitable
for streaming data applications, and Distributed data storage [91-94, 88] which is suitable
for providing information services to the authorized users such as soldiers in the
battlefield. Other approaches are the data centric storage systems and those based on the
collaborative work between sensor nodes to build the data storage infrastructure systems.

4.3.2 Evaluation Metrics

The evaluation metrics are the followings:
e [ow communication overheads.

e [ow storage overheads.

e Low recovery overheads.

e High network trustworthiness.
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e Small distributed users’ table size.

4.4 Overview of SurvSec Security Architecture

In this section, we provide an overview of the SurvSec security architecture. We
need to identify the required procedures to store the security-related data which will
allow reliable network recovery from base station failure. Also, this section describes the
functionalities of sensor nodes selected as security managers to employ the distributed
security concept for the sensor network.

SurvSec has a security report and this report content is the security-related data of
sensor nodes which are: Node Index, and part of the reported attacks are: Side Channels
Attacks, Forward Secrecy Attacks, Node Compromise Attack, Revoked Node, Local
Intrusion Detection (LID) Cloning Attack, LID Sybil Attack, LID Sinkhole Attack, LID
Wormhole Attack, LID Selective Forwarding Attack, Node Outage, Awake Node, Sleep
Node, Node Failure, Node Misbehavior, Selfish Node, Message Corruption, Routing
Attacks, Denial-of-Service (DoS) Attacks, Security Level, Re-keying.

4.4.1 Security Managers Setup and Functions

In wireless sensor networks, all the security-related information concerning the
sensor nodes must be stored in a distributed manner in some sensor nodes which will be
named security managers (SMs). This is to allow the network to be able to verify the
trustworthiness of the sensor nodes after security attacks and during all critical situations
such as base station failure by retrieving the stored critical information of the security
threats such as compromised node attack.

The security managers are responsible for the followings:
1- Storage and management of the security-related data of sensor nodes.

2- Distribution and exchanging of the shared keys between sensor nodes for encryption.
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3- Security managers have a very important feature to add to the security of the WSN
which is its capability to stop data query from spreading to every sensor node by
flooding messages. This feature provide the network with the ability to return data back
to the sink from only the security managers where this data is concerning the security-
related data of all sensor nodes.

SMs Network Setup and the Methodology used to choose the SMs:

1- The base station has the network topology of all of the sensor nodes and their locations.

2- The base station divides the overall network into divisions of two layers as shown in
Figure 4.2 where the overall network is five layers.

3- The base station assigns the first layer of the security managers as the sensor nodes
underneath the BS then cluster heads of the first layer sensor nodes. The security
manager shares a key with every node of its downstream nodes as shown in chapter 6.

4- The base station assigns the next layers of the security managers after one layer of the
nodes underneath the BS and so on. The security manager generates a group key
between the security managers and its downstream sensor nodes.

5- The base station changes the security managers from time to time according to the

sensor nodes power and the lifetime of the network.

Base Station I:I

Fifth Layer Security Managers at Last layer
Fourth Layer
Third Layer .% ® Security Managers at Third layer
Security Managers are Cluster heads A \&ond Layer

O O O First Layer

Figure 4.2, Security Managers Network Setup
Security managers will be found every two layers to lower the storage overheads.

4.4.2 Communications of Nodes in the Tree

We have two sensor nodes which are forwarding nodes and security managers’ nodes.
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The security managers are chosen by the base station. If a security threat takes
place at a sensor node, the sensor node will report the security threat to its security
manager such as wormhole attack. Also, if a compromised node attack takes place at a
sensor node, the sensor node’s upper layer node in the hierarchical architecture will
report this security threat to the security manager which is responsible for this sensor
node.

4.4.3 SurvSec Components:

1- The main component of SurvSec is the hierarchical security managers which are vital
to the implementation of the distributed security concept.

2- The second component is the data storage system with a proposed frame format for
stored data.

3- The third component is the data recovery system.

4- The fourth component is the security for the data storage system.

4.4.4  Case of Study

Compromised Security Manager:

We proposed a solution to solve the compromised security manager problem or failed
security manager by applying re-clustering for this branch of sensor nodes to reroute the
data passing through the security manager, revoke the security manager keys, inform the
nodes downstream the security manager with the compromised security manager to
prevent any node from sending to the security manager and finally, we choose another
security manager.

Another solution, we can choose a backup security manager at the same layer of the

security manager to take the place of the security manager when it fails.

4.5 SurvSec Data Storage System

In this section, we explain the stored data frame format and the security threats
coding where we found that the base station failure is the worst attack scenario because
the attacker can compromise many legitimate nodes and the new base station cannot

verify the trustworthiness of the deployed sensor nodes of the network. The heart of our
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system is founded on the use of encoded attacks, stored data frame format and data
recovery system to allow reliable network recovery from the base station failure of
Surveillance WSNs. Our security system enables lightweight distributed data storage and
recovery system using senor nodes called security managers.

4.5.1 SurvSec Nodes Indexing and Threats Coding

1- Nodes Indexing.
Each node has a unique node ID. The node ID is stored at the security manager
unencrypted to be searched in case of incoming enquiries to investigate the sensor
nodes security status. Nodes IDs are loaded at the factory before the sensor nodes
join the network.

2- Threats Coding.
We will build a table to encode each security threat into a determined bits code at
that table which is loaded on each sensor node. Each threat has a unique code.

4.5.2 SurvSec Data Storage Frame Format

The stored data frame format shown in Figure 4.3 is the following:

1- Count presents the attack number against the sensor node. We assume that count is 8
bits to enable maximum attacks number of 256 which are the number of attacks to the
cluster. This count is made by the SM.

2- Time presents the time of the attack. We assume time is 24 bits to enable 8 bits for the
hours, 8 bits for minutes and 8 bits for seconds. This time is 24 bits and it is added at
the security managers.

3- Attack ID, We assume that Attack ID is 8 bits to enable maximum attacks of 256
attacks. This attack ID is sent by the node itself.

4- Attacked node ID, We assume Attacked node ID is 16 bits to enable maximum number
of 65536 nodes in each branch of sensor nodes. This node ID is sent by the node itself
or by monitored nodes.

5- Attacked node reputation, We assume Attacked node reputation is 8 bits to enable 4
reputations levels which are good, medium, over medium and bad. It is added at the

security managers.
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6- Data replica, We assume Data replica number is 8 bits to enable 256 data replicas
within the security managers. This data replica number is added at security managers.

7- Stored record data integrity, We assume Stored record Data Integrity is 32 bits to
enable checking the integrity of the stored data records. This data integrity is added at
the security managers.

The total stored data at security manager of one monitored sensor node as one record for

one attack is 104 bits and it will be increased by 104 bits for each different added attack.

Count. 8 bits Time. 24 bits
Attack ID. 8 bits Attacked node ID. 16 bits
Data replica. 8 bits Attacked node reputation, 8 bits

Stored record data integrity, 32 bits

Figure 4.3, Data Storage Frame Format

Figure 4.3 describes SurvSec data storage frame format.

4.6 SurvSec Data Recovery System

This section describes our proposed recovery system where we found that we
cannot use the erasure coding [109] to recover the error at the 8 bits of the attack ID
because the number of used bits for error correction code will largely increase as the
attacks increased. Also, the computations required to generate and recover the errors of the
encoded attacks will be expensive. Therefore, we proposed to use multiple replicas to
ensure the correct query results when investigating the situation of a sensor node security
status.

There must be at least three replicas of the stored data for data recovery where
each data record specifying a sensor nodes security attacks is stored at least three times at
three security managers to allow queries to be sent to two security managers at a time.

The procedures for the stored data recovery system:

67



1-

3-

During the base station failure the sensor nodes send their security reports which
include the attacks ID on the sensor nodes along with the data integrity for the stored
data frame format of the security-related data to the security managers.

The security manager checks the data integrity of the sent data and if the security
manager finds an error in the process of verification for the data integrity, the security
manager will send two queries to two security managers underneath to ensure the
correct result of the attack ID for the reported senor node. If the two results are the
same, therefore, there is no problem to accept the result. But, if the two results are
different with polluted data integrity, the security manager will send a query to a third
security manager to ensure the attack ID.

After the authentication process of the newly deployed base station or the recovered
base station, the last layer of the security managers will send the security-related data
of its downstream sensor nodes to the base station.

The base station checks the data integrity of the sent data and if the base station finds
an error in the process of verification for the data integrity, the base station will send
two queries to two security managers underneath to ensure the correct result of the
attack ID for the reported senor node. If the two results are the same, therefore, there is
no problem to accept the result. But, if the two results are different with polluted data
integrity, the base station will send a query to a third security manager to ensure the

attack ID.

4.7  SurvSec Secure Data Storage System

In this section, we describe the dynamic secret sharing concept to generate our

proposed distributed users table. This is done to generate a new dynamic secret sharing

algorithm which is used to stop eavesdropping on the users that holds the secret shares

with the security managers.
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4.7.1 Secret Sharing:

This section describes Shamir secret sharing for which Shamir proposed an (¢, n) Secret
Sharing (SS) scheme [82] based on polynomial interpolation, in which ¢ of n shares of a
secret are required to reconstruct the secret [80].

Shamir’s Secret Sharing: [81, 110]

The secret k is in Z, (p is prime, and p > n). Each shareholder i is in the set P (|P| = n).

All mathematical operations are in the Finite Field Z,.

To distribute £, select a polynomial a(x) with degree (m— 1) and constant term k.
Generate a share s; for each i in P with a(x): s; =k +X75* a;i’ and s; is also in Z,.

To reconstruct £, retrieve m coordinate pairs (7, s;) of all 7 in authorized subset B of P (|B|

= m) and use the pairs in the Lagrange interpolation formula: k= X,_. b;s', where
;
bi = l_[_;l'EE',_;l'iz' _:

Example:
1-  Building shares:

Suppose that our secret is 1234, S = 1234.

We wish to divide the secret into 6 parts (n = 6), where any subset of 3 parts (k= 3) is
sufficient to reconstruct the secret. At random we obtain 2 numbers: 166, 94.
(a;=166; a; =94)

Our polynomial to produce secret shares (points) is therefore:

fix) = 1234 + 166x + 94 x°

We construct 6 points from the polynomial:

(1,1494); (2,1942); (3,2578); (4,3402); (5,4414); (6,5614)

We give each participant a different single point (both x and f(x)).

2-  Reconstruction:

In order to reconstruct the secret any 3 points will be enough.
Let us consider: (x¢,v0) = (2,1942); (x;,v1) = (4,3402); (x2,y2) = (5,4414)
We will compute Lagrange basis polynomials:

o= (X — X1/ X0~ X1) . (X — X2/ X0 — X2)
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—(x-4/2-4).(x-5/2-5)=2x-15x+33
€ = (X —Xo/ X1 = Xp) . (X = X2/ X1 — X2)
1 9 1
—(x-2/4-2).(x-5/4-5)=-x"+3-x-5
= (X~ Xo/ X2 = Xp) . (X — X1/ X2 — X))
—(x-2/5-2). (x-4/5-4)= 2x*-2x+23

Therefore;

f(x)=2§=g. Vi (%)
= 1942 (ZxX - 13x+32)+3402. (-3xX +37x-5)+ 4414, (3x*-2x +27)
=1234 4+ 166 x + 94 x°

Recall that the secret is the free coefficient, which means that S = 1234.
Secret sharing can be divided into four phases as shown in the nest figures of Figure 4.4
until Figure 4.7. These phases are the followings:

1- Shares distribution phase

2- Shares building phase

3- Secret reconstruction phase

4- Shares update phase
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Figure 4.5, Phase 2; Shares Building
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Secret reconstruction phase
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Figure 4.6, Phase 3; Secret Reconstruction

Shares update phase
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Figure 4.7, Phase 4; Shares Update

4.7.2 Dynamic Secret Sharing:

Secret sharing scheme is a threshold scheme in that without enough shares the
secret is information-theoretic secure. There exist many secret sharing schemes. One of
them is Shamir’s scheme based on polynomial interpolation. Another scheme is the

dynamic secret sharing which depends on changing the polynomial and changing the

users.
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1- Dynamic Secret Sharing by Dynamic Polynomials:

The dynamic polynomial can depend on changing the shared secrets. This is done to
eliminate the weaknesses of the secret sharing such as eavesdropping to know the shares
holders. In 1994, He and Dawson [111] proposed a multistage secret sharing scheme
based on the one-way function. By applying successive one-way hash functions, the He-
Dawson scheme realized the notion of multi-secret sharing. In 2007, Geng et al. [112]
pointed out that the He-Dawson scheme was actually a one-time-use scheme [113] and
further proposed a new multi-secret sharing scheme with multi-policy.

2- Dynamic Secret Sharing by Adding New Users:

Dynamic secret sharing [201] can be done by adding new users which is known as multi-
level secret sharing. In Multi-Level Secret Sharing, shares have distinct weight (impact)
in the secret construction. That is, secret construction requires a smaller number of
weightier shares but a large number of lighter shares. Simmons in [114] introduced the
disjunctive multi-level access structure. Tassa in [115] introduced the conjunctive multi-
level access structure. M. Belenkiy in [116] recently presented a disjunctive multi-level
secret sharing scheme. This is the first polynomial-time solution that allows the dealer to

add new users dynamically and is by far the most efficient.

4.7.3 Proposed Distributed Users Table:

In this section, we describe our designed dynamic secret sharing which includes
dynamic users by changing the shared users in the distributed user’s tables. Each SM
shares with its downstream sensor nodes multiple shares of secrets to build the used key
for the encryption process which is carried out on the SM to securely store the security-
related data of sensor nodes. We assume that we use an Arduino Uno Board therefore; the
SM or any ordinary sensor node has a memory size of 32 Kbytes.

Adding distributed users table to secret sharing will allow adding and changing of
users to enable dynamic users for the secret sharing. This is done to stop eavesdropping
during encryption of security-related data.

Our dynamic secret sharing includes reconfigurable distributed users’ tables to

change the shared users after only two hops.
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The total number of nodes around the SM after two hops, which is our bounded
limits for multiple hops around the SM, represents the total nodes space which shares
with the SM the key space that is used to encrypt the stored data of security-related
information.

Therefore, we will have a large group of nodes which can share with the SM the
shared secrets with the ability to join new nodes and change other nodes. Furthermore,
the members of the distributed users table must be able to deliver the request of the SM to
its destination that shares the secret and must be able to deliver the required shared secret
from the destination to the SM.

We need to update the distributed users table from time to time depending on the
detected compromised nodes. This is done to ensure that there is no compromised sensor
node that holds a secret with the security manager sensor node.

The distributed users table has a significant property to add to the system that it
allows the dynamic change of the table through reconfiguration of the table where
distributed users tables are reconfigurable to change the users and this is done to allow
dynamic security.

We need three phases to build the distributed users table: first, the table initialization
phase; second, the table establishment phase and third, the table reconfiguration phase.

The initialization phase to build the distributed users table:

1- The BS assigns the security managers and its downstream sensor nodes.

2- The SMs discover its downstream sensor nodes.

3- Each SM shares a group key with its downstream sensor nodes as shown in chapter6.

4- Each SM builds the distributed users table from knowing its downstream sensor
nodes.

5- SMs communicate with its shared nodes to share secrets with the SMs in only two
hops while the security managers are each two layers and each sensor node can store
two distributed users table.

6- Each sensor node will store only two distributed users table which is shared with its

security manager.
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Figure 4.8, Distributed Users’ Table Nodes
Figure 4.8 shows the distributed users table construction from the sensor nodes
downstream of the security manager with two hops where there are five sensor nodes
downstream of the security manager.
First, the SM builds the overall distributed users table and sends it to the BS. Table 4.1 is
the overall distributed users table assuming there are five sensor nodes downstream the
security managers:

Table 4.1, Overall Distributed Users Table

Index Count & First hop Second hop | Destination that shares
Reconfigured Count Node Node the secret
1 0 0X 05,0A,00,15,00
2 1 1 0X6-A 0X 06,0B,00,16,00
3 2 2 0XB-F 0X 07,0C,12,00,00
4 3 3 0X 10- 14 0X 08,0D,00,18,00
5 4 4 0X 15-19 0X 09,0E,00,00,1E
6 5 5 0X 1A -1E 0X 0A,00,15,1A,00

1-  The overall distributed users’ table is located at the base station where the security
manager sends it to the base station and the SM sends the update of the overall
distributed users’ table to the base station.

2-  Initially the count is equal to zero where there are no attacks and the SM shares the

secrets with the sensor nodes at the destination of count equal to zero.
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3-  We assume that each security manager has 5 downstream nodes and we assume we
need only 3 shares to reconstruct the secret information which is the key.

4-  The count field represents the counted attacks to the sensor nodes downstream of
the SM. This field is increased by 5 after it is used. Using the counted attack will
result in definite sensor nodes at the destination to share the secret with the SM.

5-  The second field is the first hop sensor node.

6-  The third field is the second hop sensor nodes.

7-  The fourth field is the destination sensor nodes which share the secret with the SM

and at the count equal one the first destination is set to hexadecimal value of 06, the
second destination is set to hexadecimal value of OB, the third destination does not
share any secrets with the SM, the fourth destination is set to hexadecimal value of

16, and the fifth destination does not share any secrets with the security manager.

Second, the SM builds the distributed users table at the security manager.

Table 4.2 is the distributed users table at the security manager. It explains the data to the

first hop sensor node to deliver requests from the security manager to the first hop sensor

node and to return requests from the first hop sensor node to the security manager:

Table 4.2, Distributed Users Table at the Security Managers Sensor Nodes

Index Count & Destination Nodes that Path
Reconfigured Count shares the secret
1 0 0X 05,0A,00,15,00 1-5, 2-A, 3-0, 4-15, 5-0
2 1 0X 06,0B,00,16,00 1-6, 2-B, 3-0, 4-16, 5-0
3 2 0X 07,0C,12,00,00 1-7,2-C, 3-12, 4-0, 5-0
4 3 0X 08,0D,00,18,00 1-8, 2-D, 3-0, 4-18, 5-0
5 4 0X 09,0E,00,00,1E 1-9, 2-E, 3-0, 4-0, 5-1E
6 5 0X 0A,00,15,1A,00 1-A, 2-0, 3-15, 4-1A, 5-0

I-  We count the sensor nodes downstream of the SM with 2 hops where the SM has 5

downstream sensor nodes and each node has 5 downstream sensor nodes with a total
of 30 sensor nodes downstream of the SM.
The path column is not used because it is the explanation of the destination column

where at the count equal one the first location 0X06 means the destination that holds
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the share is the sensor node number 0X6 from the first node at the first hop from the
security manager.

Also, 0X0B means the destination that holds the share is the sensor node number
0XB from the second node at the first hop from the security manager.

Also, 00 means that there is no destination sensor node through the third and fifth
node at the first hop from the security manager. This is done because there are only
three sensor nodes that shares secrets with the security manager.

Also, 0X16 means the destination that holds the share is the sensor node number
0X16 from the fourth node at the first hop from the security manager.

Each node at two hops from the SM takes a unique number from 0X00 to 0XFF
hexadecimal values.

The size of the table at the security manager is 240 bits from 40 bits at each field in
the third column where there are five sensor nodes each with 8 bits, and the
reconfigured count is 8 bits. Therefore, we have 40 bits multiplied by 5 records and 8

bits multiplied by 5 records with total of 240 bits data.

The establishment phase to build the distributed users table:

First, the SM builds the distributed users table at the first hope sensor nodes.

Table 4.3 is the distributed users table at the first hop sensor nodes. It explains the data to

the second hop sensor node to deliver requests from the first hop sensor nodes to the

second hop sensor node and return the requests to the security manager:

Table 4.3, Distributed Users Table at the First Hop Sensor Nodes

Index Node at first hop Path at second hop
1 1 0X6-A
2 2 0XB-F
3 3 0X 10— 14
4 4 0X 15-19
5 5 0X 1A-1E

The first raw is stored at the first sensor node and the second raw is stored at the

second sensor node and so on. The table size is 40 bits at each sensor node where we

have five users each with 8 bits.
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The path column at second hop first locates where the destination is then it locates
the sensor node to that destination. Also, the sensor node at the first hop which is number
one takes only raw number one and so on.

Second, the SM builds the distributed users table at the second hop sensor nodes.
Table 4.4 is the distributed users table at the second hop sensor nodes. It explains the data
to return requests from the second hop sensor node to the first hop node:

Table 4.4, Distributed Users Table at the Second Hop Sensor Nodes

Index Node at first hop Path at second hop
1 1 0X6-A
2 2 0XB-F
3 3 0X 10-14
4 4 0X15-19
5 5 0X 1A-1E

The first raw is stored at the first sensor node and the second raw is stored at the
second sensor node and so on. The table size is 40 bits at each sensor node where we
have five users each with 8 bits.

The path column of second hop only locates where the destination is from second
hop sensor node to first hop sensor node. Also, sensor node at the second hop which is
number one takes only raw number one and so on.

The reconfiguration phase to build the distributed users table:

The SM compares between the existing sensor nodes in the distributed users table which
are fifteen nodes and the overall sensor nodes downstream of the SM which are thirty
nodes. The SM adds new sensor nodes to the distributed users table for reconfiguration.

The encryption of security-related data is done using the spread spectrum encryption

architecture as shown in chapter 7.

The main contributions for our proposed dynamic secret sharing algorithm with the

distributed users table are explained in this section as we proposed a novel idea of a
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distributed users table based on the concept of dynamic secret sharing. Our proposed

security scheme has the following properties:

(1
2

©)

4

©)

4.8

It provides dynamic secret sharing with adding and changing of multiple users;

It can limit the damage from compromised sensor nodes since the compromised
node can be easily revoked from the distributed users table;

It preserves small size for distributed users table but with high search space for the
attacker to decrypt the secure stored data;

It is scalable to large sensor networks due to its lightweight computation and easy
key management.

The stored secure data contains the users used for the secret sharing.

Simulation Results and Performance Analysis

We built an analytical model for the proposed design and we implemented a

simulator in MATLAB that can scale to thousands of nodes. In this simulator, sensors can

send and receive data from each other’s. This data is the security-related data regarding

the security reports of sensor nodes. The simulation verifies the correctness and the

feasibility of our security architecture. It is our future work to implement SurvSec in

some sensor network test beds with all its ingredients. Our simulation scenarios include

N nodes distributed randomly. We choose N as 10.000 sensor nodes.

The followings are the built models for simulation:

1- Network setup model for the security managers.

This model shows the security managers setup during initialization phase of SurvSec.

2- Attacker model.

This model shows how the attacker can attack the sensor nodes of the network.

3- Changing of security managers’ model.

This model shows how we recluster to change the security managers.

4- Data storage model.

This model was explained in section 4.5.

5- Data recovery model.
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6-

This model was explained in section 4.6.
Security model to secure the stored data using the distributed users table.

This model was explained in section 4.7.

7- Update / Delete security-related data model.

This model shows how we update the security-related data at the security managers.

&- Network trustworthiness model.

This model shows how we can trust the network after the BS failure.

4.8.1 Metrics:

The following metrics are considered:

1-

Communications overhead: it is defined as the number of queries sent form the

sensor node to the SM result from number of attacks then from the SM to other SMs
until the last SM at the last layer of sensor nodes near the BS. We need SurvSec to
have minimum communications overheads. Figure 4.9 shows that the

communications overheads increase as the number of attacks increase.

We assume eight layers sensor network and each attack is at the first layer which will

result in eight communication overheads at all layers of the sensor network as shown in

Figure 4.9. When an attack occurs at the first layer sensor nodes as shown in Figure 4.2

the attacked sensor node will send a query to its SM with one communication overhead

and so on until the BS with total of 8 communications overheads.
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Figure 4.9, Communications Overhead

Communication overheads= K X n.

Where K is (number of layers — the layer of the attack + 1) and » is (number of attacks)

2-

Storage overhead: it is defined as the total stored data at the entire security managers’

plus the base station which results from number of attacks. Figure 4.10 shows that
the storage overheads increase as the number of attacks increase. We assume eight
layers sensor network and each attack is at the first layer which will result in storing
the data at three security managers and BS with total of 416 bits storage overheads

where one attack store 104 bits of security data as shown in Figure 4.10.
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Figure 4.10, Storage Overhead

Data storage overheads = 104 X K X (n+1),
Where K is (number of attacks) and n is the number of security managers storing one
copy of the security-related data and we add one because the BS also stores the security-

related data.

3- Recovered data overhead: it is defined as the data needed to recover from the attacks

at the sensor nodes after the deployment of the new base station. Figure 4.11 shows
that the recovered data overheads increase as the number of attacks increase.
We assume eight layers sensor network and one attack can be recovered from 104 bits
stored data at the last layer of the security managers near the base station as shown in

Figure 4.2. The recovered data overheads can be shown in Figure 4.11.
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Recovered data to BS after BS deployment
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Figure 4.11, Recovered Data to Base Station

Data recovery overheads = 104 X n where n is (number of attacks),

4.8.2  Efficiency:

We now assess the performance of the proposed SurvSec security architecture in
terms of the network trustworthiness after the deployment of the new base station and the
distributed users’ table size. Therefore, first we will analyze the network trustworthiness
for our proposed security architecture then we will analyze the distributed users’ table
size versus the number of nodes in each layer.

1-  Network Trustworthiness:

Network trustworthiness is defined as how much percentage the new BS can trust the
deployed sensor nodes. The SMs send the security-related information to the new BS
therefore; the network trustworthiness is 100% without attacked SMs.

The attacked security managers are critical to the efficiency of SurvSec. Generally
speaking, the more attacked security managers the less network trustworthiness.

Figure 4.12 shows the network trustworthiness without any attacks at the security
managers while Figure 4.13 shows an increasing rate of attacking the security managers

which will result in decreasing the network trustworthiness.
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The network trustworthiness is 100% in case there is no attacked security manager and
this can be shown in Figure 4.12. Then this network trustworthiness ratio decreases when
the security managers are attacked because the security managers as security data senders

cannot send their security reports and this can be shown in Figure 4.13.
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Figure 4.12, Network Trustworthiness without Attacked Security Managers
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Figure 4.13, Network Trustworthiness with Attacked Security Managers
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2-  Distributed Users’ Table Size:

The distributed users’ table is a critical part for SurvSec Security Architecture to enable
the delivery of the requests of the SM to its destination, which holds the secret for

encryption and delivering the required shared secret from the destination to the SM.

Distributed Users Table Size
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Figure 4.14, Distributed Users Table Size

Distributed Users Table Size in Bits
\\

Distributed users table size = (n X 8 X K) + (8 X K),
Where K is the number of rows in the table and there are five rows in the table and # is
the number of sensor nodes in each layer and eight presents the number of bits for each

sensor node to store its number.

Figure 4.14 shows the distributed users’ table size versus the number of nodes in each
layer where the size increases as the number of sensor nodes in each layer increases.
From Table 4.2, for three sensor nodes in each layer, the distributed users table size is
160 bits where we have five records each with a count of 8 bits, with a total of 40 bits and
24 bits at each field in the third column where there are three sensor nodes each with 8

bits, with a total of 24 bits multiplied by 5 records added to 40 with total of 160 bits.
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From Table 4.2, for four sensor nodes in each layer, the distributed users table size is 200
bits where we have five records each with a count of 8 bits, with total of 40 bits and 32
bits at each field in the third column where there are four sensor nodes each with 8 bits,
with a total of 32 bits multiplied by 5 records added to 40 with total of 200 bits. From
Table 4.2, for five sensor nodes in each layer, the distributed users table size is 240 bits
where we have five records each with a count of 8 bits with total of 40 bits and 40 bits at
each field in the third column where there are five sensor nodes each has 8 bits with total
of 40 bits multiplied by 5 records added to 40 with total of 240 bits. We found that the
distributed users’ table size increases with 40 bits for adding one sensor node at each

layer.

4.9 Summary

In this chapter, we proposed the first security architecture to achieve secure and
reliable network recovery from base station failure. Concretely, we proposed a secure and
reliable network recovery from base station failure of surveillance wireless sensor
network in hostile environment to improve the security data survival capability in
presence of base station failure. We further enhance such scheme by employing
distributed security managers and distributed users’ table. Our scheme is resilient to base
station failure through our designed data storage and recovery systems.

The performance analysis and the simulation results of our proposed hierarchical secure
data storage and recovery system provide the WSN with high confidence for secure and
reliable network recovery from the base station failure of surveillance WSN in hostile

environment.
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CHAPTER 5

OVERLAPPED GROUPS TO EARLY DETECT COMPROMISED
NODES

In this chapter we describe SurvSec overlapped groups compromised nodes detection
algorithm to early detect compromised nodes at the first stage. Node compromise attack
is a multi-stage attack which consists of three stages: physically capturing and
compromising sensor nodes, redeploying the compromised nodes back to network and
compromised sensor nodes rejoining the network. Our work studies how to achieve high
resiliency against an increasing number of compromised nodes in large surveillance
WSN in hostile environment by collaborative work of attackers at the first stage.
Specifically, after sensor nodes are deployed they first build overlapped groups in an Ad
Hoc pattern where a group can be any number of nodes. Then, the nodes within the

overlapped groups can monitor each other to detect any node compromise attempt.

5.1 Introduction

This chapter is organized as follows: Section 5.2 presents the related work.
Section 5.3 describes the network assumptions of the proposed scheme and the threat
model. Section 5.4 describes an overview of our security architecture SurvSec for
compromised nodes detection at the first stage. Section 5.5 presents the security analysis
of the compromised nodes detection algorithm. Section 5.6 presents the performance
analysis. Section 5.7 presents the simulation results. Section 5.8 presents comparison

with others works. Finally, Section 5.9 is the summary of the chapter.
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Surveillance WSNs are deployed in hostile environments such as perimeter,
border locations and battlefields to detect unauthorized intrusions. Therefore,
Surveillance  WSNs are highly vulnerable to collaborative work of attackers to
compromise many legitimate nodes. Securing surveillance WSNs is challenging because
of low-cost, limited capabilities, resource-constrained sensor nodes. Several protocols
have been proposed for detecting compromised nodes. However, some protocols rely on
an implicit assumption that compromised node will change its location or its signal
strength will be altered after it is compromised; other protocols use alert messages or
reputation based trust models which require the nodes misbehavior to discover the
compromised nodes. Node compromise attack is a multi-stage attack which consists of
three stages: physically capturing and compromising sensor nodes; redeploying the
compromised nodes back to network and compromised sensor nodes rejoining the
network. Our work studies how to achieve high resiliency against an increasing number
of compromised nodes in large surveillance WSN in hostile environment by collaborative
work of attackers at the first stage. Specifically, after sensor nodes are deployed they first
build overlapped groups in ad hoc pattern where a group can be composed of any number
of nodes. Then, the nodes within the overlapped groups can monitor each other to detect
any node compromise attempt. We describe the building blocks that can be used to build
the protocol for the detection process. Our protocol is designed to be resistant against
large number of compromised nodes by collaborative work of attackers. Extensive
simulation results are given in section 5.8 to demonstrate the high detection rate of the
proposed scheme.

Wireless sensor networks (WSNs) are deployed in many missions’ critical
applications such as surveillance [1], and one of the key issues to the success of their
mission is security. The general objective of such an application is to alert the control unit
in advance to the occurrence of events of interest in hostile regions. The event of interest
varies according to the mission type which might be the presence of moving vehicles or
target detection or other events. There are several types of sensors such as Vibration,
Motion, Tracking, Video, and Infrared sensors which can be used for surveillance

applications [2]. With their deployment, various novel security attacks have appeared.
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The aims of these attacks are usually to compromise nodes, eavesdropping for traffic
analysis, destroy base station (BS) or to disrupt data flow. We believe that, collaborative
work of attackers will launch compromise nodes attacks against the surveillance WSN to
compromise many legitimate nodes and to destroy the deployed network security.
Surveillance WSNs are usually deployed at unattended or hostile environment. Therefore,
they are vulnerable to the node compromise attack [117]. A node compromise attack is a
three stage attack. In the first stage, the attacker captures some sensor nodes from the
network and then compromises these nodes. In the second stage, these compromised
nodes are redeployed into the network. In the third stage, the attacker will use these
compromised nodes to launch various security attacks. Much work has tackled the node
compromise attack [118-128, 182-190]. However, all of them address the node
compromise attack either in the second stage based on node redeployment detection [118]
or in the third stage based on node misbehaviour detection [119-124, 77]. We believe that
group of attackers will launch node compromise attack to jeopardize the whole network
in few minutes. Therefore, early detection of node compromise attack can lead to a more
effective defense against collaborative work of attackers.

Our focus in this work is to achieve high resiliency against node compromise
attack by collaborative work of attackers at the first stage.

To the best of our knowledge, there has not been work done for securing the
surveillance WSN at the first stage from collaborative work of attackers to compromise
many legitimate nodes at the same time. Therefore, for mission critical applications such
as surveillance WSN, we propose to address this problem through employing our new
designed overlapped groups-based compromised node detection protocol.

Only two protocols detect compromised nodes at first stage. The first protocol
[125] can be easily broken by targeting couple of nodes at the same time and the second
protocol [126] has high communication overheads and it is based on the distribution of
one key list for all nodes which is not secure if one node is compromised.

Our proposed scheme is based on four algorithms. The first algorithm provides
the network with key management. The second algorithm provides the network with

secure localization. The third algorithm provides the network with secure clustering. The
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fourth algorithm builds overlapped groups from clusters. Each cluster has a security
manager SM and a backup security manager BKSM to manage security issues. From the
locations of the nodes in the cluster, the nodes can form a group by sending and receiving
from their right and left neighbours in the cluster. Each group forms an overlapped group
with its neighbour groups. The groups resemble interconnected rings in a chain and if
attackers capture one group in the chain, the chain will be cut and its overlapped groups
will discover the compromised group. Each node in the cluster sends an encrypted
“Hello” message to its neighbours in the cluster every 15 seconds. If a node does not
respond to the “Hello” message, this means it is compromised and its neighbours will
send to the SM that the node is compromised then to BS and if the SM is compromised,
its neighbours will send to the BKSM that the SM is compromised then to the BS.

Our protocol is designed to be resistant against a large number of compromised
nodes by collaborative work of attackers. Extensive simulation results are given to
demonstrate the high detection rate of the proposed scheme besides the low overheads
with high security level for the protocol.

In this chapter, we developed a new overlapped groups-based node compromise
detection scheme. Compared with previously reported schemes, the proposed scheme
detects the node compromise attack by collaborative work of attackers at the same time in
the first stage. Specifically, after sensor nodes are deployed, they first build overlapped
groups in an Ad Hoc pattern. The group can be composed of any number of nodes and
the nodes are connected in closed loop as shown in Figure 5.2. Then, the nodes within the
overlapped groups can monitor each other.

In this chapter, we present a novel node compromise detection scheme against
collaborative work of attackers working at the same time in the first stage. Our
motivation is the high probability of node compromise attack by collaborative work of
attackers to render the whole network ineffective. Our goal is to design new node
compromise detection scheme for surveillance WSN in hostile environment.

Contributions of this work can be summarized as:

The first contribution is the development of the new security architecture called

Surveillance Security (SurvSec) for node compromise detection of surveillance WSN.
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The second contribution is the formation of overlapped groups to allow each group to
monitor its overlapped groups.
The third contribution is the early detection of node compromise attack at the first

stage.

5.2 Related Work

We need an effective security scheme to identify compromised nodes in a timely
manner because compromised nodes in surveillance WSN represent uncovered areas. A
node compromise attack involves three stages. From [118-124, 84], the authors proposed
many protocols to detect compromised nodes based on location, signal strength,
reputation, weighted trust, intrusion detection and MAC layer misbehaviour. However,
these approaches are not effective since they can detect compromised nodes on the
second or the third stage and they depend on node’s misbehaviour or node’s location,
which means a node may be compromised but behaves well until a programmed time.

In [125] Xiaodong made the first attempt to detect node compromise in the first
stage. He described a new couple-based compromised node detection protocol to build
couples of sensor nodes in an Ad Hoc pattern to detect node compromise attack at the
first stage. The nodes within the same couple can monitor each other. This protocol
assumes each sensor node can detect being connected by a programming board during the
attack, then the node will send a message to its couple identifying that it is compromised.
This protocol cannot be used against collaborative work of attackers to compromise large
number of nodes where attackers can collect the couples at the same time. Furthermore,
Xiaodong did not explain the path from the couple of the compromised node to the base
station to report the compromised node attack where this path is critical to send the
message of compromised node attack from the couple to the base station.

In [126], two protocols are proposed and the protocols require high storage
overhead for one key list for the whole network, high communication overhead to
broadcast “Hello” message to all neighbours then receive the same message from the
neighbours, and high energy cost. The two protocols are based on four messages. Each

sensor node broadcasts a “Hello” message to his neighbors which receive this message
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and reply to it. If the node did not send for three times, it is marked as compromised and
the compromised node neighbors flood the network with the node is compromised
message. This protocol uses one key list for the whole network which is insecure because
if one node is captured, then the key list is known to the attacker and the protocol is no
longer secure.

Also, software-based attestation techniques [75, 76, 78, 127, 128] have been
proposed to verify the contents of the code running on nodes where the node’s free
memory space is filled with incompressible random noise known to the attester. These
techniques use a challenge-response protocol between a trusted verifier and nodes. A
verifier generates a challenge which is a random number and sends it to a suspected node.
When receiving this challenge, the node traverses its memory in a pseudorandom fashion
and recursively computes a cryptographic checksum over each traversed memory space,
and then sends the final checksum to the verifier. The verifier can verify the result since it
knows the expected memory image of a legitimate node. Software-based attestation
techniques based on the base station as verifier will incur large secure communications
overheads with all the nodes for testing the whole network [128] and also the base station

could be a single point of failure.
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Figure 5.1, Two Attackers Trying to Compromise Sensor Nodes
Figure 5.1 shows two attackers which are trying to compromise sensor nodes at the WSN.
For the detection in the second stage: In [118], Song et al. made the first attempt to detect

compromise node in the second stage. They assume that an adversary will not be able to
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precisely deploy the compromised sensors back into their original positions. Then, the
detection of location change will become an indication of a potential node compromise.
For the detection in the third stage: In [117], Carl et al. demonstrate the case in which
nodes can be compromised in the third stage and they show exactly what information can
be obtained and how it can be used to disrupt, falsify data within, or eavesdrop on sensor
networks. They suggest that sensor nodes in hostile environment would be desirable not
to respond to the standard on-chip debugging and if a node can detect its own movement
by either accelerometers or GPS then it can pre-emptively delete important information
stored in SRAM, flash, or anywhere else on the system. Their work implies very high
cost for large distributed network.

In [119], Kyasanur and Vaidya propose modifications to IEEE 802.11 MAC protocol to
simplify misbehaviour detection. Once the sensor nodes are compromised, they will
launch false data injection attack. Thus, several en-route filtering schemes [120, 121]
have been proposed to drop the false data en-route before they reach the sink.
Nevertheless, these schemes only mitigate the threats. Thus in [122], Ye et al. propose a
probabilistic nested marking scheme to locate colluding compromised nodes in false data
injection attacks. Recently, several software-based attestation schemes [123, 124] for
node compromise detection in sensor networks have been proposed. However, they are
not readily applied into regular sensor networks due to several limitations [84]. In [84],
Yang et al. present two distributed schemes toward making software-based attestation
more practical. In these schemes, neighbours of a suspicious node collaborate in the

attestation process to make a joint decision.

5.3 Network Assumptions, Attack Model and Design Goals

In this section, we formulate the network assumptions, the attack model and identifying
the design goal.
5.3.1 Network Assumptions

We consider the following assumptions in our network model:
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I- The WSN is composed of a base station and a large number of sensor nodes
uniformly deployed at a certain area. The base station is a trusted and powerful data
collection device which is responsible for collecting the data sensed by sensor nodes.

Each sensor node has a unique nonzero identifier and is stationary in a location.

2-  The WSN forms overlapped groups. Each group is overlapped with other groups by

one sensor node as shown in Figure 5.2.

3-  The communication in the network between sensor nodes in the group is formed by
a closed loop. Each two groups are overlapped in one sensor node. We assume each
sensor node periodically collects the sensed data and reports them to the base station

via a predefined routing.

4-  Each sensor node can detect being connected by a programming board when the

adversaries launch the physical node compromise attack.
5-  We consider beacon nodes equipped with a GPS called beacons.

6- We assume sensor nodes are static and some nodes continuously store the detected
security threats and all other security data related to nodes where these nodes are

SMs. SMs have BKSMs to replace the SMs if they are compromised.
5.3.2  Attack Model

In the attack model, we assume that a group of attackers can capture a large number of
sensor nodes at the same time in a local area, reprogram them with malicious code, and
redeploy them back into the network using the physical node compromise attack.
Specifically, the attackers have two physical attack policies: 1) directly physically attack
the sensor node at the sensor node’s original position; 2) firstly shut down some sensor
nodes and launch physical attack at another place. Also, we assume that there are n
sensor nodes in a local area, and the attackers can compromise k sensor nodes at the same
time in the local area where £ is from 2 to 5 sensor nodes at the same time.

5.3.3  Design Goals

The design goal is to develop an overlapped groups-based detection scheme to early

detect node compromise attack. To achieve the design goal, we assume that nodes in the
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cluster are connected in a group and each group shares other groups in one sensor node as
shown in Figure 5.2. Therefore, when the attackers launch the physical node compromise
attack against a group the other groups that share the attacked group will report this

attack to the security manager then to the base station.

5.4 Overview of SurvSec Overlapped Groups Security Architecture

The proposed scheme has four phases which are key management phase to
distribute keys among nodes, secure localization phase to determine nodes locations,
secure clustering phase to choose BKSM to revoke SM if it is compromised, and forming
overlapped groups phase for the overlapped groups based compromised nodes detection
protocol at first stage. The proposed scheme has four types of sensors: SMs, BKSMs,

initiators and sensor nodes.

In this section, we describe the overlapped groups based detection scheme in detail
to early detect sensor node compromise attack. Specifically, we will address the node

compromise problem in the first stage.

Base Station

13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39

Figure 5.2, SurvSec Overlapped Groups-based Compromised Node Detection
Protocol Network Setup for 39 Nodes

Figure 5.2, describes the network setup for the proposed protocol. Black nodes
represent the overlapped nodes between the groups. Nodes 1, 4, 5 and 6 will form a group
of four nodes. Nodes 2, 7, 8 and 9 will form a group of four nodes. Nodes 3, 10, 11 and 12

will form a group of four nodes. Also, nodes 4, 13, 14 and 15 will form a group of four
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nodes. Also, nodes 5, 16, 17 and 18 will form a group of four nodes. Also, nodes 6, 19, 20
and 21 will form a group of four nodes. The group of nodes 1, 4, 5 and 6 is overlapped
with three groups in three nodes. Node 15 is connected to node 16 to form overlapped
groups at the last layer of groups. Also, node 18 is connected to node 19 to form
overlapped groups at the last layer of groups and node 21 is connected to node 22 to form

overlapped groups.
5.4.1 Key Management Phase

We propose a novel hybrid and dynamic key management protocol utilizing our
novel scheme of certificates shared verification to eliminate the needs for High end Sensor
Nodes (HSNs) which have high power for intensive calculation of public key operations.
High end Sensor Nodes are the best targets for the attackers in the hostile environment.
Our proposed key management scheme has two steps which are: key pre-distribution and
key establishment.

The key pre-distribution and the key establishment are discussed in chapter 6. The
key management algorithm using initiators is discussed in chapter 6 where it is named
algorithm 2 of the key management. We assume that there are nodes named as initiators
every predefined number of nodes such as 30, 20 or 10 nodes to start the operation of key
management process. Initiator node verifies the certificates of the first two nodes then it
sends the certificates of the second two nodes to the verified first two nodes then it sends
certificates of the other four nodes to the verified four nodes. Algorithm 2 is efficient in
terms of the distribution of power consumption among sensor nodes in the cluster and it
can be used with all SMs in their clusters. The nodes under the initiator are ordinary nodes
and the nodes under the ordinary nodes are SMs and so on until we reach another initiator.

5.4.2 Secure Localization Phase

A number of secure localization algorithms have been reported. Different
researchers have different strategies to categorize them. These strategies can be divided
into direct and indirect localization, centralized and distributed localization, range-based
and range-free localization, absolute and relative localization. We propose to get the

location information to form the group from the followings approach:
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The indirect approaches of localization were introduced to overcome some of the
drawbacks of the GPS-based direct localization techniques while retaining some of its
advantages. In this approach, a small subset of nodes in the network, called the beacon
nodes, are equipped with GPS receivers to compute their location. Beacon nodes send
beams of signals providing their location to all nodes in their vicinity. Using the
transmitted signal containing location information, nodes compute their location. Each
node needs three beacon nodes to locate its position.

Our proposed scheme depends on the SM and certificates shared verification
where SM shares other nodes the verification process of certificates for secure
localization. We assume that each cluster has three beacon nodes. Sensor nodes in the
cluster send the beacon nodes certificates to the SM then the SM sends these certificates to
its underneath nodes for verification to ensure one verification time for beacon nodes
certificates for the whole cluster. This is done because Verification power is 1000 times
more than communication power [150]. The SM assures that certificate verification for
beacon nodes is done only once for the whole cluster to reduce the power of verification.
Each node needs to verify three beacon nodes with a total of 3n verifications but with
certificate shared verification this is done once.

The secure localization algorithm is discussed in chapter 6 where it is named
algorithm 3 of the key management.

5.4.3  Secure Clustering Phase

SMs can form secure clustering with their nodes underneath and the SM can
choose BKSM to replace it if the SM is compromised.

Secure clustering is done to choose BKSM to replace SM if it is compromised.
The secure clustering algorithm is discussed in chapter 6 where it is named algorithm 4 of
the key management.

5.4.4  Forming Overlapped Groups Phase

Each node in a cluster sends its location to its SM. From the nodes locations at the
SM, the SM starts the process to form a group. Assume each cluster has n nodes and the

SM builds the overlapped group from the nodes in the cluster as shown in algorithm 5.
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Algorithm 5 represents forming a group from n nodes which are labeled from n to
n-(n-1). The SM sends a message to its nearest node containing the sequence of sending
and receiving messages in the cluster to form a group according to each node neighbours.

The SM chooses a group key for the cluster and sends it to all nodes in the cluster.

Algorithm 5: Forming Overlapped Groups

1: SM,, — n, n-(n-1) : { join group_msg }
The SM at layer n sends an encrypted “Hello” message to node n and node n-(n-1) to
form the group and the message contains the interconnections of all nodes in the
cluster to form the group. The used key is the group key between the SM and the
nodes in the cluster. The sent message includes what every node is connected to in the
cluster to form a closed loop.

2: n — n-1, SM,, : { join group_msg }
Node n sends an encrypted “Hello” message to node n-1 and SM to complete the
process of forming a group. The message contains the interconnections of all nodes in
the cluster. Used key is the group key between SM and nodes in the cluster plus one.

3:n-1 — n, n-2 : { join group_msg }
Node n-1 sends an encrypted “Hello” message to node n and node n-2 to complete the
process of forming a group. The message contains the interconnections of all nodes in
the cluster. The used key is the group key between the SM and nodes in the cluster
plus two.

4: n-2 — n-1, n-3 : { join group_msg }
Node n-2 sends an encrypted “Hello” message to node n-1 and the node n-3 to

complete the process of forming a group. The message contains the interconnections
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of all nodes in the cluster. The used key is the group key between the SM and nodes
in the cluster plus three.

5: n-3 — n-2, n-4: { join group_msg }
Node n-3 sends an encrypted “Hello” message to node n-2 and the node n-4 to
complete the process of forming a group. The message contains the interconnections
of all nodes in the cluster. The used key is the group key between the SM and nodes
in the cluster plus four.

6: n-4 — n-3, n-5 : { join group_msg }
Node n-4 sends an encrypted “Hello” message to node n-3 and the node n-5 to
complete the process of forming a group. The message contains the interconnections
of all nodes in the cluster. The used key is the group key between the SM and nodes
in the cluster plus five.

7: n-5 — n-4, SM,;: { join group_msg }
If number of nodes in the group is 6, Node n-5 sends an encrypted “Hello” message to
node n-4 and the SM to complete the process of forming a group. The message
contains the interconnections of all nodes in the cluster. The used key is the group key
between the SM and nodes in the cluster plus six. This message closes the loop.
Finally, the “Hello” message is sent from one node to two neighbour nodes in the
cluster and the two nodes respond to the “Hello” message. If the node is
compromised, it will not send the “Hello” message and therefore, the recipient nodes
will mark it as compromised and they will send to the SM to revoke that node. If the

SM is compromised, its monitored nodes will send to the BKSM to revoke the SM.
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I- Our proposed compromised nodes detection scheme is based on the overlapped
groups to discover the compromised group. If a node is compromised in a group, it
will be detected by its neighbours which will send to the SM that this node is
compromised. If a SM is compromised, its neighbour nodes will send to the BKSM to
revoke it.

2- Each node sends at the first time with key K then next time with key K+n+1 and next
time with key K+2n+1 and so on.

3- Each node sends a “Hello” message and receives two messages from its neighbours in
15 seconds.

4- Each group forms an overlapped group with its upper group and its lower group.

We designed the compromised nodes detection protocol at the first stage such that our

network resembles a chain and each cluster in the network forms a group and each group

is a ring in the chain and the rings are interconnected therefore, if one ring is

compromised, its interconnected rings will discover this.

5.5 Security Analysis

Security analysis of our protocol focuses on resilience to node compromise attack,
collusion attack and impersonation attack.

5.5.1 Compromised Node Attack

1- If an attacker compromises one regular node, therefore, the probability of insecure
link i8S Pijnsee = 1/N where N is the number of nodes at the network. For n
compromised regular nodes the probability of insecure links is Pjysec = n/N.

2- If the attacker compromises one SM, therefore, the probability of insecure links is
Pinsee = (ng + 3) /N where ng is the number of nodes in the cluster of the SM. For n
compromised SMs the probability of insecure links is Pipsec = n (ng + 3) /N.

3- Our proposed key management assumes compromised node detection at the first
stage and compromised nodes revocation. Therefore, SM will revoke the regular

compromised node and the BKSM will revoke the SM to eliminate the insecure links.
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5.5.2 Collusion Attack

Two nodes can collude when they share their keys with each other. Our designed
protocol is resistant to collusion attack because each sensor node communicates only with
a SM therefore; compromised nodes cannot discover themselves.

5.5.3 Impersonation Attack

Each node has a certificate to join the key management process and to join the
network. This prevents the attacker from impersonating any legitimate node. Also,
knowing the public key of the SM will not reveal the private key for the SM because this
needs the attacker to solve the elliptic curve discrete logarithmic problem ECDLP which

is a hard problem.

5.6 Performance Analysis

The performance analysis is measured in computation complexity, communication
complexity, storage complexity and setup time. We assume that the network is secure
during setup time which depends on number of initiators.

5.6.1 Computation Complexity

The SM generates a group key and sends it encrypted with the shared link key with
every node in the cluster to use it in the process of compromised nodes detection. Each
sensor node decrypts the message sent with the group key with its shared link key with
the SM.

Our scheme has lower computation overhead than the scheme that uses couples to
detect compromised nodes at the first stage as this scheme uses public key to decrypt the
messages. Our scheme has the same computation overhead compared to the scheme
which uses distributed compromised nodes detection at the first stage. Our scheme has
low computation overhead to generate the group key and to send it encrypted to all the

nodes in the group.
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5.6.2 Communication Complexity

Communication complexity is the number and size of packets sent and received by
a sensor node. In our protocol, the number of messages sent is one message every 15
seconds and there are two messages received every 15 seconds with a total of three
messages sent and received every 15 seconds to establish the compromised nodes
detection protocol. Our scheme has lower communication overhead than the other two
schemes that detects compromised nodes at the first stage.

5.6.3  Storage Complexity

Storage complexity is the amount of memory units required to store security
credentials. Each sensor node stores the group key with the SM and other nodes in the
cluster. Our scheme has the same storage overhead as the scheme which uses couples to
detect compromised nodes at the first stage but it has lower storage overhead than the
scheme which uses distributed compromised nodes detection at first stage. Our scheme
stores only one key which is the group key between the SM and the nodes in the group.
5.6.4  Setup Time

Our scheme has a low setup time to achieve the compromised nodes detection at
the first stage. The setup time for the network includes the key management time, secure
localization, secure clustering and compromised nodes detection at the first stage. For

initiators every 10 nodes setup time is 1 min for the whole network.

5.7 Simulation Results

5.7.1 Simulation Environment

We built a model for the proposed design and we implemented a simulator in
MATLAB that can scale to thousands of nodes. In this simulator, sensors can send and
receive data from each other’s. The simulation verifies the correctness and the feasibility
of our security architecture. Our simulation scenarios include »n sensor nodes distributed
randomly. We choose n as 1000 sensor nodes.

The followings are the built models for simulation:
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1. Network setup model for the overlapped groups.
il. Attackers’ model.
iii. Compromised nodes detection protocol.
In the simulations, these parameters are given as follows:
a.  The number of sensor nodes 7 is varied from 39 to 1000 sensor nodes.
b.  The interval of beacon information is set to 15 seconds.
c.  The time of an adversary to successfully compromise a sensor node is varied from
30 seconds to 60 seconds.
We test the network with different parameters settings. For each case 1000 networks are
randomly generated.

5.7.2 Simulation Results

In this section, we evaluate the detection rate under different n. The detection rate
is defined as the number of detected compromised sensor nodes over all compromised
sensor nodes. In Figure 5.3 and 5.4, the parameter & is the number of compromised sensor
nodes in the network and the parameter o is the percentage of sleep nodes. The x-axis is
the number of attackers and the y-axis is the detection rate. We use small number of
points at y-axis so that the detection rate will be accurately determined otherwise it is

determined as 100% which 1s not true.
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Figure 5.3, Detection Rate Varies with Number of Compromised Nodes under
Different n =39, 120, 363, 1092, Interval = 15 Sec.
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Figure 5.4, Detection Rate Varies with n Under Different a = 0.05, 0.10, 0.15, 0.20,
Interval = 15 Sec.

In the proposed adversary model, we assume that an adversary can simultaneously
compromise k sensor nodes, where k<n.

Thus, we first evaluate the detection rate under different parameters n, & and beacon
interval and the results are shown in Figure 5.3. From Figure 5.3, we can see the
detection rate does not increase linearly with k. When n = 363 or n = 1092, the detection

rate reaches the maximum. Due to this observation, when the number of sensor nodes
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increase, we found that the proposed scheme has high resiliency against node
compromise attack by collaborative work of attackers at the same time for large
hierarchical WSN.

In the above simulation, similar to most previously reported work, we only consider that
all sensor nodes are always active. However, in reality, in order to extend the network
longevity, sensor nodes need to periodically enter into the sleep mode. In the sleep mode,
a sensor node does not send or receive any messages from others. This will result in most
power saving to the network. However, the sleep mode provides the attackers with the
best chance to compromise many legitimate sleeping sensor nodes while these nodes are
not detected as compromised nodes. Assume that all #» sensor nodes in a local area follow
the same active/sleep schedule and sensor nodes within the groups are scheduling
synchronization. For a the percentage of sleep nodes. At the same time, in each period,
only a percent sensor nodes are in a sleep mode. With these settings, we run the above
simulations again, where o has different values, interval 15 sec and number of sensor
nodes n = 1092.

Figure 5.4 shows the detection rate in terms of different parameter a. From the figure, we
can see that when o increases, the detection rate will decrease. Thus, this is another trade-
off between the detection rate and the network longevity when we choose the proper

active/sleep schedule.

5.8 Comparison with Others Works

Now, we compare between our proposed model and previous works that detects

compromised nodes at the first stage.
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Table 5.1, Comparison between Our Model and Other Models.

Propert Distributed
perty CAT [125] Detection [126] Our Model
Detect
1 compromised No No Yes
nodes for group of
attackers
2| Detection rate Less than 100% Near 100% Near 100%
. 14 messages every At least 6 messages | At least 3 messages
Communication 15 sec for beacon
3 every 15 sec every 15 sec low
overhead every 2 sec
. moderate overhead overhead
High overhead
4 Computation Low Low Low
overhead
5| Storage overhead Low to store one High toistore key Low to store one
key list key
6 Setup time Low Low Lower
7 Power cost High High Low
Detection
algorithm Key list is
8| vulnerabilities if a No vulnerable and No
node is must be revoked
compromised

Our proposed model can be used against collaborative work of attackers to compromise a
large number of nodes at the same time. Also, the detection rate is near 100%. Our model
has low communication overhead, low computation overhead, low storage overhead and
low setup time. Our model has low power cost since it sends and receives only three
messages every 15 sec which is lower than the other two schemes.

5.9 Summary

In this chapter, we proposed the overlapped groups-based compromised nodes
detection scheme to early detect the node compromise attack in the first stage. Concretely,
the simulation results showed that by building groups among neighboring sensor nodes in

a local area, a physical node compromise attack can be detected immediately. Also, the
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simulation results showed that the proposed detection scheme has a high detection rate.
This work is an initial work to form overlapped groups for detecting compromise attack at
the first stage and we do not expect that the proposed scheme will solve all the problems
in the node compromise nodes attack. Our future work will continue to build more
overlapped groups to early detect the compromise nodes attack.

We cannot detect compromised nodes during groups’ formation and this is a
limitation for the proposed system.

We cannot detect compromised nodes that are being compromised wirelessly and
this is a limitation to the proposed system.

The third component of SurvSec security architecture is a new compromised nodes
detection algorithm at the first stage against collaborative work of group of attackers
compromising sensor nodes at the same time.

In this chapter we discussed in details the compromised nodes detection algorithm

and evaluated its performance.
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CHAPTER 6

SURVSEC HYBRID AND DYNAMIC KEY MANAGEMENT
SCHEME

In this chapter, we describe our proposed certificates shared verification key
management with hybrid and dynamic key management scheme for SurvSec security
architecture. The key management scheme is hybrid to gather the advantages of both
symmetric key-based key management and asymmetric key-based key management and to
overcome both disadvantages. Also, the key management is dynamic to provide the
system with key revocation, rekeying and addition of new sensor nodes. Our designed

SurvSec key management is suitable for the hostile environment.

6.1 Introduction

This chapter is organized as follows: Section 6.2 presents the related work. Section
6.3 describes the network assumptions and threat model. Section 6.4 describes the
proposed hybrid and dynamic key management scheme along with certificates shared
verification process. Section 6.5 presents security analysis of the proposed scheme.
Section 6.6 presents the performance analysis. Section 6.7 presents simulation results.
Section 6.8 presents the security proof for the proposed model. Section 6.9 presents the
comparison with previous works. Finally, Section 6.10 is the summary of the chapter.

Key management is the fundamental security mechanism in WSN which is needed
for secure localization, secure clustering, secure data aggregation, secure authenticated
broadcasting and secure routing. In this chapter, a novel hybrid and dynamic key
management scheme was proposed. This new scheme established secret keys between

sensor nodes for SurvSec security architecture with high security level, high performance
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and low setup time. Hybrid key management provides high security level in the hostile
environment however previous work assumed heterogeneous network utilizes High end
Sensor Nodes (HSNs) with high power for high computations of certificates verification.
This assumption provides attackers the best chance to destroy the network by targeting
the HSNs. Also, HSN is connected to a large number of nodes and there is no backup
node for it. In addition, if the attackers target HSNs, then the connectivity and scalability
will be affected where these nodes are points of failure. Moreover, previous work did not
explain how to revoke compromised HSN. Furthermore, increasing the number of HSNs
will increase the network deployment cost. Finally, if HSN is destroyed, nodes cannot
have rekeying or addition of new nodes or revocation of compromised nodes. This
chapter proposed a hybrid scheme with homogenous network that uses some sensor
nodes named as security managers (SMs) with a proposed novel mechanism called
certificates shared verification to verify the certificates of group of nodes with distributed
computations to overcome the absence of HSNs. This chapter presents an analytical
evaluation and extensive simulation. The simulation results showed that at the cost of
increasing communication overhead, the certificates shared verification mechanism was
developed. Also, simulation results showed that the proposed scheme has lower
computation overhead at the SM side and lower setup time than HSN model. Both
schemes have the same storage overhead. Location based key management protocols are
very efficient methods in terms of key connectivity, storage overhead, improving the
security and scalability and localizing attacks. Also, dynamic key management assumes
long lived networks with more frequent addition of new nodes thus requiring network
rekeying for sustained security and survivability.

In this chapter, we proposed a new hybrid and dynamic key management scheme
that establishes secret keys between sensor nodes. The hybrid scheme reduces the high
cost public key operations at the sensor side and replaces them with efficient symmetric
key based operations.

Hybrid key management combines the advantages of symmetric key and public
key and it is the best solution for the hostile environment. Previous researches on hybrid

key management have suggested using a heterogeneous network with HSNs and low end
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sensor nodes (LSNs), where HSNs are used to perform high power calculations such as
certificate verification, exponentiation, elliptic curve scalar multiplications and additions
and modular multiplications.

HSNs are the best targets for the attackers to destroy the network where HSN is
connected to a large number of nodes. Also, HSN verifies certificates one by one within
its connected nodes, which takes long time. Our scheme uses security managers to
process a certificate shared verification process in distributed manner, with less time for
the same number of nodes, as shown in section 6.6. Destroying HSN in the middle of a
branch results in cut communications in the branch. Also, each node underncath HSN
needs three certificates verification for beacon nodes which has a high cost for large
number of nodes while our scheme assumes beacon nodes certificates verification once
for the whole cluster. Finally, if HSN is destroyed, nodes cannot have rekeying or
addition of new nodes or revocation of compromised nodes.

The proposed key management scheme has four types of nodes, which are
security manager (SM), backup security manager (BKSM), initiator node and sensor
nodes. The key management scheme assumes seven phases which are: key pre-
distribution, key establishment, secure localization, secure clustering, rekeying, keys
revocation and addition of new nodes. The protocol has four algorithms. The first
algorithm is used for certificates verification and keys distribution. The second algorithm
is used for initiator nodes to initiate the key management process. The third algorithm is
used for secure localization. The fourth algorithm is used for secure clustering. Sensor
nodes near the BS are the first layer SMs. SMs are located every two layers. First, SMs
near the BS verify the certificate of the BS and the BS verifies the certificates of the first
layer SMs then they share a symmetric link keys. Second, first layer SMs determine their
locations from their neighbour beacon nodes after receiving the neighbour beacon nodes
certificates and then send them to BS for verification. Third, SMs broadcast their
certificates to their neighbour nodes underneath and these nodes verify the certificate of
the SMs. Fourth, neighbour nodes underneath SMs broadcast their certificates to SMs
which in turn send these certificates to BS for verification then SMs and neighbour nodes

underneath share a symmetric keys. Fifth, neighbour nodes underneath SMs determine
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their locations from their neighbour beacon nodes after receiving the neighbour beacon
nodes certificates and then send them to SMs then to the BS for verification. Sixth, SMs
and their neighbour nodes underneath form secure clustering then SMs select BKSMs
according to maximum connectivity between BKSM and sensor nodes in the cluster.
Finally, lower layer SMs send the certificates of their neighbour nodes underneath and
beacon nodes to higher layer SMs for verification.

Our scheme proposes to deploy an initiator node every predefined number of
nodes to start the process of key management in a distributed manner and to finish it in
controlled efficient time where these nodes are SMs. These nodes collect the certificates
of their underneath nodes for verification and execute our proposed second algorithm.
Finally, every initiator node communicates with its higher layer node and its upper layer
SM.

In this chapter, we proposed a novel idea of certificates shared verification to
avoid using HSN and our scheme has a BKSM for every cluster to replace the SM if it is
compromised.

The proposed scheme provided secure clustering algorithm to choose backup
security managers (BKSMs). In addition, the proposed scheme can revoke the
compromised SM by the BKSM. Moreover, the BKSM will maintain the network
scalability and connectivity if the SM is compromised. Furthermore, the proposed
scheme provides secure localization algorithm with certificates shared verification to
lower computation overheads and to verify certificates of beacon nodes once for the
whole cluster. The proposed dynamic key management uses certificates shared
verification to reduce computations overheads and setup time for rekeying and addition
of new nodes. The proposed scheme uses initiator nodes every predefined number of
nodes to start the key management process for its underneath nodes to overcome absence
of HSN. The proposed scheme can distribute link keys in less time than the HSN model.

Motivated by insufficient hardware resources, a great deal of research has focused
on the symmetric cryptography-based solutions [129-134, 37, 191-200] for light-weight
computation. These symmetric-key schemes, however, require complicated key

management that may cause large memory and communication overhead. This drawback
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has not yet been investigated by experimental work. Recent progress in implementation

of elliptic curve cryptograph on sensors [35, 50, 135] proves public key cryptography is

now feasible for resource constrained sensors.

In this chapter, we proposed a new hybrid and dynamic key management that uses a
hybrid key management scheme in order to establish secret keys between sensor nodes
and the scheme is based on the nodes location.

The published symmetric key-based key management protocols and public key
based key management protocols are vulnerable to sybil attack and cloning attack. In
these attacks, the attacker can steal the identity of the sensor then launch impersonation
attack to use it elsewhere in the network. Also, the attacker can copy the certificate of the
node beside the public and private keys for cloning attack to join the network with
legitimate credentials.

The proposed scheme is a hybrid key management scheme to incorporate the
advantages of both the symmetric and asymmetric key management schemes. Also, the
proposed scheme is a dynamic key management which will provide the network with
rekeying, revocation of compromised sensor nodes and addition of new nodes.

The contributions of the proposed design can be summarized as:

1- We designed a homogenous network that utilizes SMs, BKSMs and initiators to
implement the distributed security concept instead of using HSNs which is the best
target for the attackers.

2- We designed the certificates shared verification mechanism to distribute the high
power computations of certificates verification among sensor nodes in the cluster.

3- We designed an integrated key management scheme that combines hybrid key
management; and dynamic key management to resist attacks in the hostile
environment.

4- We designed a secure localization algorithm that employs the certificates shared
verification scheme with low computation overhead through verifying beacon nodes
certificates only once for the cluster where previous scheme assumes that each sensor

node verifies certificates of three beacon nodes.
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5- We designed a secure clustering algorithm that chooses a BKSM to replace and revoke
the SM if it is compromised. Also, the BKSM will maintain high connectivity and
high scalability if the SM is compromised.

6- We designed the network with low setup time, and low cost compared to network with
HSNs. The computation overhead at SM is lower than that at HSN.

7- We designed our key management to be dynamic to provide rekeying, revocation of
compromised sensor nodes and addition of new nodes using certificates shared

verification.

6.2 Related Work

In this section, we present the related work to our proposed scheme where we will employ
our designed hybrid and dynamic key management for SurvSec security architecture.

6.2.1 Static versus Dynamic Key Management

The success of a key management scheme is determined in part by its ability to
efficiently survive attacks on highly vulnerable and resource challenged sensor networks.
Key management schemes in sensor networks can be classified broadly into dynamic or
static solutions based on whether rekeying (update) of administrative keys is enabled post
network deployment.

6.2.1.1 Static Key Management Scheme

These schemes assume that once administrative keys are predeployed in the nodes, they
will not be changed. Administrative keys are generated prior to deployment, assigned to
nodes either randomly or based on some deployment information, and then distributed to
nodes. Most static schemes use the overlapping of administrative keys to determine the
eligibility of neighbouring nodes to generate a direct pair-wise communication key.

The basic key predistribution scheme was first proposed by Eschenauer and Gligor
[25]. It assumes homogeneous nodes that are loaded with keying material and perform the
same key management functions. In this scheme k keys are randomly selected by each
node out of a large pool of P keys. A major advantage of such scheme is the exclusion of

the base station in key management. Another advantage is incurring no post-deployment
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communication overhead on sensor nodes. However, successive node captures enable the
attacker to reveal keys stored in captured nodes and use them to attack other nodes.

An enhancement of the basic scheme was proposed in [130], in which two nodes
can establish a link only if they share ¢ keys. Liu and Ning [136, 137] provided further
enhancements by using 7-degree bivariate key polynomials. Instead of selecting k£ keys out
of a pool of P simple keys for each node as in the basic Eschenauer and Gligor scheme
[25], a key server first randomly generates a pool of P bivariate t-degree polynomials,
each of which is uniquely identified by a polynomial ID. The server then chooses a
random subset of polynomials and distributes the polynomial shares and polynomial IDs
to the sensor nodes. Two nodes can directly communicate only if they can identify at least
one polynomial in common by exchanging their polynomial IDs, and using the
polynomial-based scheme to compute the pair-wise communication key.

In [137], the authors assume that nodes are deployed in groups; each group might
represent a deployment event to a certain location in the deployment field. Individual
nodes are assumed to be aware of their group prior to deployment.

6.2.1.2  Dynamic Key Management Scheme

Basically, dynamic key management schemes change administrative keys periodically, or
on demand or on detection of node capture. The major advantage of dynamic keying is
enhanced network survivability, since any captured key(s) is replaced in a timely manner
in a process known as rekeying.

Another advantage of dynamic keying is that it provides better support for
network expansion; upon adding new nodes, unlike static keying, which uses a fixed pool
of keys, the probability of network capture does not necessarily increase. Both
homogeneous and heterogeneous dynamic key management schemes have been proposed
in the literature.

The major challenge in dynamic keying is to design a secure yet efficient rekeying
mechanism. A proposed solution to this problem is using exclusion-based systems
(EBSs); a combinatorial formulation of the group key management problem developed in

[138].
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Rekeying takes place either periodically or when one or more nodes are captured

(or suspected of being captured). A drawback of the basic EBS-based solution is that a
small number of nodes may collude and collectively reveal all the network keys.
The application of EBS was first proposed for key management in sensor networks in
[139]. In this scheme, nodes were assumed to be anonymous (with no preloaded node ID).
The sensor network establishes a coordinate system (or virtual infrastructure) around the
base station.

An example of non-EBS dynamic keying schemes is due to Jolly et al. [140] who
proposed a key management scheme based on identity-based symmetric keying. The
network model involves a base station and several clusters of sensor nodes, each led by a
(better equipped) cluster gateway. Rekeying involves the re-establishment of clusters and
redistribution of keys.

Although the storage requirement is very affordable, the rekeying procedure is
inefficient due to the large number of messages exchanged for key renewals. In addition,
they require a centralized key server to play a major role in key management. Since the
network model involves three types of nodes: sensor nodes, cluster gateways, and base
station with different keying functionalities, this scheme is classified as heterogeneous
where no node location or other deployment information is used in key assignment.

In order to address the collusion problem in EBS, Younis et al. proposed SHELL
[141]; an EBS-based scheme that performs location-based key assignment to minimize
the number of keys revealed by capturing collusion nodes.

6.2.2 Key Management based on Encryption Key
6.2.2.1 Symmetric key-based Key Management Scheme

Symmetric-key based schemes are widely used because these schemes consume less
computation time and power than other schemes, which are suitable for the limited
resource characteristics of the wireless sensor network. However, the shortages of the
symmetric key schemes are also obvious. Different schemes may have different weakness
such as security strength (resilience), scalability and connection probability
(connectivity). Based on the key distribution, key discovery and key establishment in the

schemes, we can divided these schemes into eight categories: entity based key
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management schemes [29], pairwise key pre-distribution schemes [130], pure
probabilistic-based schemes [28], polynomial-based key pre-distribution schemes [131],
matrix- based key pre-distribution schemes [132], tree-based key pre-distribution schemes
[133], combinatorial design-based key pre-distribution schemes [134] and exclusion basis

systems EBS-based key pre-distribution schemes [40, 138].

[ Symmetric Key based Key Management }

v v
Polynomial based Probabilistic based Pairwise Key Pre- Entity based Key
Key Pre-distribution Key Management distribution Scheme Management
Scheme
v v
Exclusion basis Combinatorial design Tree based Key Pre- Matrix based Key
systems based Key based Key Pre- distribution Scheme Pre-distribution
Pre-distribution distribution Scheme Scheme
Scheme

Figure 6.1, Symmetric Key-based Key Management Schemes Categories
Figure 6.1 shows the symmetric key-based key management schemes categories.
The symmetric-key based key management schemes, however, require complicated key
management that may result in large memory and communication overhead. Also,
symmetric key-based key management schemes are susceptible to man-in-the middle
attack, collusion attack, cloning attack and sybil attack as described in chapter 2.

6.2.2.2 Asymmetric key-based Key Management Scheme

The public key-based key management schemes have many advantages such as low
communications overhead, low storage overhead, high scalability. It can provide simpler
solution with much stronger security strength. Public key solutions were thought to be
computationally expensive for wireless sensor network. However, some researchers [142]
show that public key schemes are viable on sensor node.

Public key-based schemes have been categorized into three types: RSA-based

asymmetric encryption system, ECC-based asymmetric encryption system and ID-based
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key agreement schemes. In general, public key schemes have better security strength,

scalability and connectivity but it has high computation overhead.

[ Asymmetric Key based Key Management 1

ID-based Key ECC-based RSA-based
Management Scheme Asymmetric Asymmetric
Encryption Scheme Encryption Scheme

Figure 6.2, Asymmetric Key-based Key Management Schemes Categories

Figure 6.2 shows the asymmetric key-based key management schemes categories.

RSA and elliptic curve cryptography (ECC) are two major public key techniques.
Public key technology is widely used in the realm of Internet. On the other hand, some
researchers believe that these techniques are too heavy weight for sensor network because
of its constrains. However, several research groups (Gura et al. [38]; Watro et al. [143];
Karlofand et al. [47]; Gaubatz et al. [144]) have successfully implemented public-key
cryptography in wireless sensor networks. Gura et al. [38] compared the ECC and RSA
on small devices. They show that both RSA and elliptic curve cryptography are viable on
8-bit CPU. The relative performance advantage of ECC point multiplication over RSA
modular exponentiation increases with the decrease in processor word size and the
increase in key size. They also demonstrate that ECC-160 point multiplication
outperforms the RSA-1024 private-key operation by an order of magnitude and is within a
factor of 2 of the RSA-1024 public-key operation. The asymmetric key-based key
management protocols require higher computations than symmetric key-based key
management schemes. Also, asymmetric key-based key management schemes are

susceptible to cloning attack and sybil attack as described in chapter 2.

120



6.2.2.3  Hybrid Key Management schemes

Several research groups (Huang et al. [135, 202]; Zhang and Varadharajan [145])
proposed the hybrid key establishment schemes for wireless sensor networks. The
motivation is to exploit the difference among the base station, the cluster heads and the
sensors, and place the cryptographic burden on the base station or the sensors where the
resources are less constrained. Sensors are more computational power and energy
resources limited. On the other hand, the base station has much more computational
power and other resources. The hybrid key establishment schemes reduce the high
computational cost on the sensors by placing them on the base station side. Huang et al.
[135] proposed a hybrid authenticated key establishment scheme, which is based on a
combination of elliptic curve cryptography (ECC) and symmetric-key operations. The
hybrid key establishment protocol reduces the high cost elliptic curve random point scalar
multiplications at the sensor side and replaces them with low cost and efficient
symmetric-key based operations. Moreover, it authenticates the two identities based on
elliptic curve implicit certificates to avoid the typical key management problem in pure
symmetric-key based protocols.

Hybrid schemes are suitable for the larger hierarchical wireless sensor network.
Hybrid schemes may have advantages of both asymmetric key schemes and symmetric
key schemes for larger sensor network. The public key-based key management schemes
will make strong security and will become a reality with more research work in the future.
The ongoing direction is how to secure the wireless sensor network by combining the
cryptographic techniques to provide the best solution for different environment.

6.2.3 Key Management based on Location

Liu et al. propose in [146] LBKSs (location-based keys) that relies on location information
to achieve key management. The keys are established according to the geographical
location of sensor nodes. However, knowing the geographical location of nodes is not
guaranteed with random deployment.

Recently researchers have suggested utilizing the location of sensor nodes [39, 46,
147- 149] after node deployment to improve the security and scalability of key

management schemes. Location based key management protocols are very efficient
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methods in terms of key connectivity and storage overhead. Location-aware key

management is resilient against node capture attacks in large-scale sensor networks.

6.3 Network Assumptions and Threat Model
6.3.1 Network Model

We consider a wireless sensor network consisting of a base station, many cluster heads,
numerous sensor nodes which are grouped into clusters, beacon sensors equipped with
GPS called beacons, and each node has a unique ID. Each node has a unique location.
Each cluster is controlled by a cluster head, which can broadcast messages to all sensors
in the cluster. The network architecture is depicted in Figure 4.2.

The assumptions of this model are as follows:

1- We assume that sensors are static, so once they are deployed they do not leave their
locations.

2- Some nodes continuously store the detected security threats and all other security
data related to sensor nodes where these nodes are named security managers. The
security managers store the nodes’ ID and locations underneath.

3- We assume that the goal of the adversary is to uncover the keys used in the system
in order to compromise the network.

4- We assume that our key management scheme is supported by a secure routing
protocol such as SAODV [152] which runs with the key management process.

6.3.2  Threat Model

In this chapter, we mainly consider an adversary that tries to uncover the keys of
the network and manipulate the system through capturing and compromising some
network nodes. No trust assumptions are made on the sensors. When sensors are captured;
their memory can be read and erased or tampered with. The cluster heads are not assumed
to be tamper proof either. Cluster heads compromise attack includes the uncovering of its

keys through collude. Also, the attacker can launch collusion attack.
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6.4 Proposed Scheme

The proposed scheme has seven phases which are key pre-distribution phase, key
establishment phase, secure localization phase, secure clustering phase, key revocation
phase, rekeying phase and add new node phase. The proposed scheme has four types of
sensors: SMs, BKSMs initiators and sensor nodes.

6.4.1 Key Pre-distribution Phase:

The key pre-distribution phase consists of acquiring the sensors certificate from the
certificate authority CA. ECC is used in this protocol to perform security functions on
sensors with limited computing resources. The protocol uses the elliptic curve explicit
certificate scheme instead of X.509 because of the resulting low storage overhead, low
communication overhead, which is a dominant factor for low bit transmission channels in
WSN.

The certificate generation processes for any sensor node U is performed offline before it

joins the network. The steps for keys predistribution are the followings:

1- An elliptic curve E defined over GF(p) where p is the characteristic of the base field
with suitable coefficients and a base point P of large order n is selected and made
public to all users.

2- CA selects a random integer gcy as its static private key, and computes the public key
Qca= qca - P, Where . is point multiplication.

3- To obtain a certificate and private-public key pair, the sensor U randomly selects a key
pair (qu, Qu ) where Qy= gy . P and sends Qp and gy to CA.

4- CA verifies U’s identity and private-public key pair.

5- The explicit certificate for U is the concatenation of CA’s public key Qcy4, the device
identity /Dy, the U public key Qp and the certification expiration date ¢y , i.e., the
certificate is (Qcu, IDy, Qu, ty) signed by the CA private key using the Elliptic Curve
Digital Signature Algorithm ECDSA where the signature is discussed in section 6.8.
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6.4.2  Key Establishment Phase:
Certificates Verification & Keys Distribution

Power of the signature verification for ECDSA is 1000 times more than the power
of the signature transmission [150]. Each node in HSN model performs certificate
verification four times for three beacon nodes and for HSN certificate. With the same
number of certificates verification at each node, we developed our proposed certificates
shared verification scheme. Each node in our scheme verifies four certificates only with
the cost of increasing the communication overhead with four messages for every node.
These verifications are: first verification for SM certificate, two verifications for two
nodes underneath that node, and one verification for beacon node certificate. We assume
that there are nodes named as security managers (SMs) and these nodes are located every
two layers. We assume that there are nodes named as initiators every predefined number
of nodes such as 30, 20 or 10 nodes to start the operation of key management process.

We explain our scheme in the form of two algorithms.

Algorithm 1: Certificates Verification and Keys Distribution

1: BS — n : {BS (Qc4, IDgs, Ops, tss) }
BS broadcasts its certificate to nodes near BS at layer n and nodes verify certificate
of BS. These nodes are SMs. Verification uses ECDSA as discussed in section 6.8.
2:n— BS: {n (Qc4, IDy, Qv ty) }
The nodes near the BS at layer n send their certificates to the BS and the BS verifies
the certificates of these nodes. The verification uses ECDSA.
3: n : selects (k), calculates (dy), encrypts (dy)
Each node near BS at layer n selects a k-bit random number ¢y of 160 bits to
produce its link key contribution with the BS.

Each node at n calculates the value of dy = H(cy || IDy) where H is a cryptographic
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hash function. Each node at n encrypts dy with BS public key Ogps. To encrypt and
send a message dy to BS, dy must be encoded to a point on the elliptic curve which
has x and y to be Pdy. Each node at n chooses a random positive integer x and
produces the ciphertext C,, consisting of the pair of points which are:
Cn= (P, Pdy +x QOgs).

4:n—>BS:{C,}
Each node near BS at layer n sends its encrypted link key contribution with the BS
which is Cy,.

5: BS : decrypts (C,), selects (k), calculate (dps), encrypts ( dps)
BS decrypts C,, for every node at n. BS multiplies first point in the pair by BS’s
private key and subtracts result from second point:
Pdy+x Ops —qps (x P) = Pdy +x (qs P) — qss (x P) = Pdy.
BS selects a k-bit random number cps of 160 bits for each node near BS to produce
its link key contribution with nodes near BS.
BS calculates the value of dzg = H(cps || IDps) for every node near BS where H is a
cryptographic hash function.
BS encrypts dps for every node near BS using symmetric key encryption under key
dy, generating value y = E4, ( IDps|| dps) where dyis the x value of Pdy.

6: BS —»n: {y}, {E(K|| Nonce)k encryption of K with nonce}
BS sends y, the encrypted link key contribution of BS, to every node near BS. BS
generates the link key with every node near the BS at n by calculating K where K =

d, || IDy || dps || IDps then BS generates the encryption of K along with nonce using
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key K which is H to prevent active attacks such as replay attack. BS sends H of
every node at n to its participant to achieve correctness.

7: n : decrypts (), calculates (K)
Every node at n decrypts the received message y using symmetric key encryption
under key dy to obtain the value dgs. Every node at n generates the link key with BS
by calculating K =d,, || IDy || dps || IDgs.

8:n — BS: {z}, {E(K || Nonce)k encryption of K with nonce}
Every node at n calculates z = encryption of key with nonce using key K and sends z
to BS. BS checks if z = encryption of key with nonce using key K to prevent any
adversary from applying active attacks such as replay attack. If yes, the link key is
established correctly. Otherwise, the protocol is terminated.

9: n — n-1: {n (Qc4, IDsys, Osar, tsy) }
Each SM at layer n broadcasts its certificate to nodes at layer n-1 and nodes at n-1
verify the certificate of its SM. Each node at layer n-1 verifies SM certificate.

10: n-1 — n : {n-1 (Qc4, IDy, Ov, ty) }
Each node at layer n-1 sends its certificate to its SM at layer n

10: n — BS : all certificates {n-1 (Qc4, IDy, Qu, tv) }
Every SM at layer n sends the certificates of its nodes at layer n-1 to BS for
verification because SM will lose high power and consume large time for verifying
certificates of at least four nodes connected to it.

11: BS — n : {valid certificates or invalid certificates}

BS sends to each SM an encrypted message indicating that its certificates from layer
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n-1 are valid or not. Then SMs at layer n executes steps from 3 to 8 to share
symmetric link keys with nodes at layer n-1.

12: n-1 — n-2 : {n-1 (Qc4, IDy, Qu, ty) }
Every node at layer n-1 sends its certificate to its neighbour node at layer n-2 and
the node at layer n-2 verifies the certificate of node at layer n-1. Nodes at layer n-2
are SMs.

13: n-2 — n-1, n : {n-2 (Qc., IDspr, Osus tspr) }
Every node at layer n-2 sends its certificate to its connected node at layer n-1 then to
the SM at layer n. The node at layer n-1 verifies the certificate of node at layer n-2
and node at layer n-2 verifies certificate of node at layer n-1.

14: n-2 — n, n-1 : {share link keys }
SM at layer n-2 executes steps from 3 to 8 to share symmetric link keys with node
at layer n-1 and SM at layer n.

15: n-2 — n-3 : {n-2 (Qc4, IDsm; Osm, tsm) }
Every node at layer n-2 which is a SM broadcasts its certificate to nodes at layer n-3
and nodes at n-3 verify the certificate of its SM.

16: n-3 — n-2 : {n-3 (Qc4, IDy, Qu, tv) }
Each node at layer n-3 sends its certificate to its connected SM at layer n-2.

17: n-2 — n : all certificates {n-3 (Qc4, IDy, Qu, tv) }
Every SM at layer n-2 sends the certificates of its nodes at layer n-3 to its SM at
layer n for verification.

18: n — n-1 : all certificates {n-3 (Qc4, IDy, Qu, tv) }
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SM at layer n sends the certificates of nodes at layer n-3 to its downstream nodes at
layer n-1 for verification.

19: n-1 — n : {valid certificates or invalid certificates}
Every node at layer n-1 sends to its SM indicating that the checked certificate from
layer n-3 is valid or not.

20: n — n-2 : {valid certificates or invalid certificates}
SM at layer n sends to the SM at layer n-2 indicating that the checked certificates
from layer n-3 are valid or not. Then SMs at layer n-2 executes steps from 3 to 8 to
share symmetric link keys with nodes at layer n-3. Finally, lower layer SMs send

certificates of their neighbour nodes underneath to higher layer SMs for verification.

Discussion
The bottleneck of algorithm 1 is the number of the SMs near the BS because if the
number of these nodes increases, this will reduce the setup time for the nodes underneath

the SMs. Therefore, if the number of SMs near the BS is more than three, SMs near the

BS @
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BS execute algorithm 2.

Mn
O
Figure 6.3.a, Certificates Verification for layer n-1
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Figure 6.3.c, Certificates Verification for layer n-3

Fig. 6.3 shows the certificates shared verification process in three layers using the
first algorithm. Initiator nodes start the process of key management in a distributed
manner where these nodes are predetermined every number of nodes such as 30, 20 or 10

nodes. Initiator nodes work as HSN to control the setup time for the key management.

Initia%

Layer I-1 00000
Figure 6.4.a, Certificates Verification using Initiator for 2 nodes

Initiator T

Layer I-1 O/ J O O

Figure 6.4.b, Certificates Verification using Initiator for 4 nodes
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Figure 6.4.c, Certificates Verification using Initiator for 8 nodes

Figure 6.4 shows the certificates shared verification process for one layer using
algorithm 2. The SM verifies the certificates of first two nodes then it sends the
certificates of the second two nodes to the first two nodes then it sends certificates of
other four nodes to the verified four nodes. Algorithm 2 is efficient in terms of the
distribution of power consumption among sensor nodes in the cluster and it can be used
with all SMs in their clusters. Algorithm 1 provides a high speed for certificates
verification but its drawback is that the cluster nodes between an initiator and its upper
layer SM are not involved in the process of certificates verification. Therefore, there is a
trade-off between high speed certificates verification using algorithm 1 and distributed

power consumption using algorithm 2.

Algorithm 2: Initiator nodes to start key management process

1: 1 — n: {1 (Qcu4 IDsy, Osm, tsy) }
Each initiator node broadcasts its certificate to its underneath nodes at layer n to verify
it. The nodes at layer n verify the certificate of the initiator.

2:n—1I:{n(Qcs IDy, Qv tv) }
The initiator node receives the certificates of its underneath nodes for verification. We
assume there are n nodes underneath the initiator node. First, the initiator node verifies
the certificate of the first two nodes.

3: 1 — ny; : { share link keys }
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The initiator node shares link keys with node 1 and node 2 as steps from 3 to 8 in
algorithm 1.

I —mp: {n34(Qcs, IDy, Qu, tv) }

The initiator node sends to node 1 and node 2 underneath the certificates of node 3 and
node 4 for verification.

:ny — I : { valid certificates or invalid certificates }

Node 1 and node 2 send to the initiator node two messages indicating that certificates
of nodes 3 and 4 are valid or not.

: I — n34 : { share link keys }

The initiator node shares link keys with node 3 and node 4 as steps from 3 to 8 in
algorithm 1.

1> mip34: {05678 (Qca IDy, Qus ty) }

The initiator node sends to node 1, node 2, node 3 and node 4 underneath the
certificates of node 5, node 6, node 7 and node 8 for verification and nodes 1, 2, 3, 4
respond with valid certificate or not.

: I — nse78: { share link keys }

The initiator node shares link keys with node 5, node 6, node 7 and node 8 as steps
from 3 to 8 in algorithm 1. Finally, the process of the initiator continues to verify all
of its underneath nodes then its underneath nodes use algorithm 1 to share link keys

with their underneath nodes and so on.

. Certificates shared verification between the SM near the BS and the BS needs two

messages but it needs four messages between SM at lower layer and SM at upper layer.
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2. Each SM establishes a link key with its nodes underneath in ten messages but the SM
near the BS establishes a link key with its nodes underneath in eight messages.
3. After the SMs and the sensor nodes establish link keys, they determine their locations

using our proposed secure localization scheme with certificates shared verification.

6.4.3  Secure Localization Phase:

A number of secure localization algorithms [151] have been reported. Different
researchers have different strategies to categorize them. These strategies can be divided
into direct and indirect localization, centralized localization and distributed localization,

range-based localization and range-free localization, absolute localization and relative

localization.
[ Location Algorithms }
v v v v
4 N 4 N 4 N 4
Distributed Centralized Indirect Localization Direct Localization
Localization Localization
. / . J . / .
v v v v
4 ) 4 ) 4 ) 4
Relative Absolute Range-free Range-based
Localization Localization Localization Localization
- J - J - J -

Figure 6.5, Location Algorithms Categories

We propose to get the location information from the followings approach:

The indirect approaches of localization were introduced to overcome some of the
drawbacks of the GPS-based direct localization techniques while retaining some of its
advantages. In this approach, a small subset of nodes in the network, called the beacon
nodes, are equipped with GPS receivers to compute their location. Beacon nodes send

beams of signals providing their location to all nodes in their vicinity. Using the
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transmitted signal containing location information, nodes compute their location. Each
node needs three beacon nodes to locate its position.

Our proposed scheme depends on the SM and certificates shared verification for
secure localization. We assume that each cluster has three beacon nodes. Sensor nodes in
the cluster send the beacon nodes certificates to the SM then the SM sends these
certificates to its upper layer SM for verification to ensure one verification time for
beacon nodes certificates for the whole cluster. The upper layer SM sends these
certificates to its underneath nodes for verification. Verification power is 1000 times

more than communication power.

Algorithm 3: Secure Localization

1: Beacons; 3 — SM,, : {Beacons 23 (Qc4, IDs, O, t3) }
The beacon nodes near BS broadcast their certificates and locations to SMs near BS.
We need three beacon nodes to locate the position.

2: SM,, — BS : { Beacons; 23 (Qc4, IDg, O3, t3) }
The SMs near BS at layer n send the certificates of the beacon nodes to BS for
verification.

3: BS — SM,, : {valid certificates of Beacons;,3 }
BS sends to SMs at layer n that beacon nodes certificates are valid.

4: SM,, — Beacons;,3: { Keyi23 }
Every SM at layer n shares a link key with the three beacon nodes in four steps.

5: SM,, : calculates (x, y) position

Every SM at layer n calculates its position.
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6: Beacons; 3 — n-1: {Beacons; 3 (Qc4, IDg, Op, t5) }
The beacon nodes near BS broadcast their certificates and locations to nodes at layer
n-1.

7: n-1 — SM,, : { Beacons; 3 (Qc4, IDg, Op, t3) }
The nodes at layer n-1send the certificates of beacon nodes to SMs at layer n for
verification. If the beacon nodes certificates are previously verified, it is ok but if
there are new beacon nodes certificates, then SMs at layer n send the new beacon
nodes certificate to BS for verification.

8: SM,, — n-1: { Key;23}
Every SM at layer n sends its link keys with the beacon nodes to its connected nodes
at layer n-1.

9: n-1 : calculates (x, y) position
Every node at layer n-1 calculates its position.

10: Beacons, s — SM,,.; :{Beaconsysg (Qc4, IDp, Op, t5) }
The beacon nodes near SMs at layer n-2 broadcast their certificates and locations to
SMs at layer n-2.

11: SM,., — SM,, : { Beaconsy s (Qca, IDp, O, t5) }
The SMs at layer n-2 send the certificates of the beacon nodes to SMs at layer n for
verification.

12: SM,, — n-1: { Beaconsysg (Qc4, IDg, Op, t5) }
The SMs at layer n send the certificates of the beacon nodes to nodes at layer n-1 for

verification.
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13: n-1 — SM,, : { valid certificates of Beaconsyse }
The nodes at layer n-1 send to SMs at layer n that beacon nodes certificates are valid.
14: SM,, — SM,,.; : { valid certificates of Beacons,sg }
The SMs at layer n send to SMs at layer n-2 that beacon nodes certificates are valid.
15: SM,., — Beaconsyse: { Keysse }
Every SM at layer n-2 shares a link key with the three beacon nodes in four steps.
16: SM,,.; : calculates (x, y) position
Every SM at layer n-2 calculates its position.
17: Beacons, s — n-3 : {Beaconsyse (Qca, IDg, Op, t5) }
The beacon nodes near nodes at layer n-3 broadcast their certificates and locations to
nodes at layer n-3.
18: n-3 — SM,..; : { Beaconsyse (Qca, IDg, Op, t5) }
The nodes at layer n-3 send the certificates of beacon nodes to SMs at layer n-2 for
verification. If the beacon nodes certificates are previously verified, it is ok but if
there are new beacon nodes certificates, then SMs at layer n-2 send the new beacon
nodes certificate to SMs at layer n for verification.
19: SM,; — n-3: { Keyys6}
Every SM at layer n-2 sends its link keys with the beacon nodes to its connected
nodes at layer n-3.
20: n-3 : calculates (x, y) position
Every node at layer n-3 calculates its position. Finally, lower layer SMs send

certificates of beacon nodes to higher layer SMs for verification.
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. Certificates shared verification for beacon nodes certificates between the SM at lower

layer and the SM at higher layer will reduce the setup time and reduce computations

complexity at the cost of increasing only four messages.

. Certificates verification for beacon nodes is done only one time at the SM not multiple

times at each node underneath the SM to reduce computations complexity.

. Sensor nodes underneath SM will use the shared keys between the SM and the beacon

nodes which will reduce the setup time, computations and storage overhead.

. After the SMs and the sensor nodes determine their locations, they form secure

clustering.

6.4.4  Secure Clustering Phase:

SMs can form secure clustering [153] with their nodes underneath and the SM can

choose BKSM to replace it if the SM is compromised.

Algorithm 4: Secure Clustering

1:

BS — n: {req SM_msg }
BS sends to nodes near BS at layer n that these nodes are SMs using its shared

symmetric key with these nodes.

: SM,, — n-1: { adv cluster_msg }

Every SM at layer n sends an encrypted advertise message to nodes at layer n-1 to

form a cluster.

:n-1 — SM,, : { join cluster_msg }

Every node at layer n-1 sends an encrypted message to its SM at layer n to join the

cluster.

: SM,, — n-1: {choose BKSM }

The SM at layer n chooses BKSM according to maximum connectivity between the
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BKSM and the nodes in the cluster where BKSM must be connected to all nodes in the
cluster.

: BKSM,, — n-1: { BKSM (Qc.4, IDpxsm, QBksms txsm) }

The BKSM sends its certificate to the nodes at layer n-1 where SM at layer n verifies
this certificate. Also, the BKSM sends its certificate to its upper layer node to establish
a link key with it to reroute data if SM is compromised.

:n-1 - n-2:{req SM_msg }

The nodes at layer n-1 send to nodes at layer n-2 an encrypted message that these
nodes are SMs.

: SM,,.> — n-3: { adv cluster_msg }

Every SM at layer n-2 sends an encrypted advertise message to nodes at layer n-3 to
form a cluster.

:n-3 — SM,,; : { join cluster _msg }

Every node at layer n-3 sends an encrypted message to its SM at layer n-2 to join the
cluster.

: SM,,., — n-3 : {choose BKSM }

The SM at layer n-2 chooses BKSM according to maximum connectivity between the
BKSM and the nodes in the cluster where BKSM must be connected to all nodes in the

cluster.

10: BKSM,,., — n-3 : { BKSM (Qc4, IDgxsyv, Opksm» texsm) }

The BKSM sends its certificate to the nodes at layer n-3 where SM at layer n-2 verifies

this certificate. Also, the BKSM sends its certificate to its upper layer node to establish
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a link key with it to reroute data if SM is compromised. Finally, the steps of forming

the secure clustering are performed until the last layer of SM.

1. Our proposed secure clustering scheme assumes a hybrid key management protocol to
achieve high security level.

2. Our proposed scheme chooses a BKSM to solve the problem of the compromised SM
and to sign the message of revoked SM.

3. Our scheme achieves secure clustering in four messages.

6.4.5 Key Revocation Phase:

The first component of our dynamic-based key management scheme is the keys
revocation of the compromised sensor nodes. SurvSec security architecture has a
compromised nodes detection algorithm at the first stage to be able to detect compromised
nodes but it is discussed in chapter 5.

When a sensor node is compromised by an adversary, all the session keys used by
this sensor node will be revoked. The SM will broadcast a revocation message containing
the identification of the compromised node to all the nodes underneath. A digital
signature is computed over the message by utilizing Elliptic Curve Digital Signature
Algorithm ECDSA at [154] with SMs private key. When a node receives the revocation
message, it checks the message by verifying the digital signature. This prevents an
adversary from sending a fake revocation message. If SM is compromised, it is revoked

by the BKSM.
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6.4.6  Rekeying Phase:

The second component of our dynamic based key management scheme is rekeying
after compromised nodes detection or rekeying can be done periodically. Rekeying is
used when the SM is compromised. The BKSM will share a link key with its upper layer
SM then the BKSM will use our novel scheme of certificates shared verification with its
upper layer SM to verify the certificates of the cluster nodes. Finally, the BKSM will
share link keys with its lower SM and its nodes in the cluster.

6.4.7  Addition of New Nodes Phase:

When a new node joins the network, it tries to find its nearest SM by broadcasting a
Hello message contains the new node certificate.

To support the addition of new nodes, the SM verifies the certificate of the new nodes

using our novel scheme of certificates shared verification.

6.5 Security Analysis

The security analysis of our proposed protocol focuses on the resilience to node
compromising attack, and collusion attack.

6.5.1 Compromised Node Attack

1- If an attacker compromises one ordinary node, therefore, the number of insecure link is
Piysec = 1 / N where N is the number of nodes at the network. For n compromised

ordinary nodes, number of insecure links is Pjy5ec =1/ N.

2- If the attacker compromises one SM, therefore, the number of insecure links is Py =
(ny + 3) / N where n; is the number of nodes in the cluster of the SM and 3 represents
the links with the upper SM, lower SM and SM upper node. For n compromised SMs,

the number of insecure links is Pjyec =1 (ng+3) / N.
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3- Suppose that in a network of N nodes, there are m SMs and BKSMs. The probability to
compromise one SM or one BKSM is P(com) = 2m / N, so the probability of at least &
nodes from the SMs and BKSMs are captured is:

p(k) =1 — EEoTplcom)’ (1~ p(com))™~* (1)
The probability that all SMs and BKSMs are captured is:
p(k) =1 — EEYTplcom)’ (1~ p(com))™~* )
4- Our proposed key management assumes compromised node detection at the first stage
and compromised nodes revocation. Therefore, the SM will revoke the ordinary

compromised node and the BKSM will revoke the SM to eliminate the insecure links.

Node compromising attack refers to the capability of an attacker to inject cloned
nodes or false IDs in the network using the key materials it gets from the compromised
nodes. Node captures in hostile environments is inevitable. An effective key management
scheme should be able to recover from such attacks to be effective. We describe some of
the inherent security advantages of utilizing our proposed key management scheme. Then,
using the threats identified in section 6.3, we analyze how well our proposed scheme
recovers from those attacks. A clustered and hierarchical framework for a WSN with
security managers applying distributed security provides many beneficial security
properties. Isolation is the primary benefit of a clustered key management scheme.
Security managers are responsible for distributing and establishing link keys. Therefore,
an attack such as compromised node attack that reveals keys of sensor nodes within one
cluster will not impact any other cluster in the network. SurvSec security architecture has
compromised node detection algorithm to detect compromised nodes. Security managers
are reported with the compromised sensor nodes underneath.

6.5.2 Collusion Attack

Two nodes can collude when they share their keys with each other. Our designed
protocol is resistant to collusion attack because each sensor node communicates only with
a SM therefore; compromised nodes cannot discover themselves.

Each compromised sensor node will only reveal its link key with the security

manager plus its public and private key. Therefore, it is conceivable that when the
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compromised sensor nodes collude they will only reveal their keys but this collusion
attack will not result in capturing the network. If the compromised sensor node changes
its location for launching collusion attack, it will be discovered and revoked. From such a
scenario, the adversary is incapable of revealing all encrypted communications in the
network. The main idea of our proposed scheme is the location based key management
where every node report its ID and location before it join the network to prevent

compromised node attack and collusion attack.

6.6  Performance Analysis

The performance analysis is measured in computation complexity, communication
complexity, storage complexity and setup time. We assume that the network is secure
during setup time which depends on number of initiators.

6.6.1 Computation Complexity

Our proposed hybrid key management scheme using certificates shared verification
has much lower computations overhead at SM side rather than computations at HSN in
heterogeneous network. For algorithm 1, our scheme assumes each sensor node in each
cluster verifies four certificates for the keys distribution and localization which are the
certificate of its SM, two certificates from its underneath nodes and one beacon node
certificate. SM verifies one certificate which is its upper node. For algorithm 2, our
scheme assumes each sensor node in each cluster verifies at most four certificates for the
keys distribution and localization which are the certificate of its initiator, two certificates
from the nodes of its cluster and one beacon node certificate. Initiator node verifies three
certificates which are two certificates from its underneath nodes and one certificate for its
upper node.

Each sensor node and SM performs hash two times to generate one link key. The
sensor node encrypts its part of the link key with the SM’s public key using ECC 160 bits
scalar multiplication and addition. Also, the SM decrypts the received message from the
sensor node with its private key. The SM encrypts its part of the link key using symmetric

key under the key from the sensor node. The sensor node decrypts the message from the
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SM using symmetric key. Our scheme has less computation overhead at SM than the
scheme uses HSNs at HSN.

In our scheme:

Each node performs at most 4 verifications and shares key with SM or initiator for keys
distribution and localization.

The SM or initiator performs at most 3 verifications and shares keys with n nodes for keys
distribution and localization where n nodes are ranged from 4 to 8 nodes in the cluster.

In HSN scheme:

Each node performs 4 verifications and shares key with HSN for keys distribution and
localization.

The HSN performs n+3 verifications and shares keys with n+3 nodes where n nodes are
ranged from 10 to 30 nodes underneath the HSN.

Our scheme has lower computations than the HSN scheme.

6.6.2 Communication Complexity

Communication complexity is the number and size of packets sent and received
by a sensor node. In our protocol, the number of messages sent and received to establish a
key between one sensor node and a SM is ten messages and we need six messages to
establish link key between lower layer SM and upper layer SM. The device ID is 64 bits,
expiration time is 64 bits, random number is 160 bits and L the sensor location is 64 bits.
The certificate is 56 bytes from 20 bytes CA public key, 8 bytes node ID, 20 bytes node
public key and 8 bytes validity time. Our scheme has a higher communication overhead

than the HSN model with 4 messages to establish a link key for every node.

In our scheme:

For algorithm 1:
Communication overhead = 6 Ngy + 10 m Ngym,, Nsy is number of SMs and m is the
number of nodes underneath SM within its cluster.

For algorithm 2:
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Communication overhead =1 (12 + 8 (m — 2)) + 6 I, I is the number of initiator nodes, m
is the number of nodes underneath the initiator. 2 nodes needs 12 messages and other
nodes in the cluster need 8 messages and 6 represents the communication between the
initiator and its upper node.

For algorithm 1 and 2: Total communication overhead is Ccon.

Ceom = Ngm (6 +10 m) + 1 (2 + 8 m).

We found that the communication overhead for algorithm 2 is lower than communication
overhead for algorithm 1.

In HSN scheme:

For one HSN every 30 nodes: communication overhead is Ceop.

Ceom = Nusn (6 + 6 ng +8 n; + 10 np + 12 n3). Where Nygn is the number of HSNs, ny is the
number of first layer nodes underneath the HSN, n; is the number of second layer nodes
underneath the HSN, n, is the number of third layer nodes underneath HSN, n4 is the
number of fourth layer nodes underneath the HSN and 6 represents the communication
between the HSN and its upper node.

For one HSN every 20 nodes: communication overhead is Ccop.

Ceom = Npusn (6 + 6 ng +8 n; + 10 nyp).

For one HSN every 10 nodes: communication overhead is Ceop.

Ceom = Nusn (6 + 6 no).

Our model has lower communication overhead than the HSN model for one HSN every
30 but our model has higher communication overhead than the HSN model for one HSN
every 20 or 10 nodes.

6.6.3  Storage Complexity

Storage complexity is the amount of memory units required to store security
credentials. Each sensor node stores its public key, private key, BKSM public key and the
link key shared with the SM. The SM stores all of the shared keys with each sensor node
underneath plus its public, private key, link key with upper SM, link key with the lower
SM and link key with its upper node. Our scheme has the same storage overhead as HSN

scheme.
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In our scheme:

Total SMs storage overhead = (Ng+5) Ngm, Ng is the number of nodes underneath SM and
Nswm 1s the number of security managers.

Sensor nodes storage overhead = 3 NG.

In HSN scheme:

Total HSNs storage overhead = (Ng+5) Nysn.
Sensor nodes storage overhead = 3 N.

6.6.4  Setup Time

We assume that verification using ECDSA takes 4 sec [155], share link key
takes 1 sec [135] and certificate transmission takes 0.2 sec [135]. The setup time of the
share link key is less than the setup time of the reference model [135] because the
proposed model has 4 steps where the reference model has 5 steps. The steps of the
proposed model are encryption of key with ECC then encryption of key with symmetric
key then encryption of key with symmetric key then encryption of key with symmetric
key where the 5 steps of the reference model are encryption of key with ECC then
encryption of key with symmetric key then key derivation function (KDF) of the key then
hash of the key then hash of the key. Hash of the key takes more time than encryption
using symmetric key because the hash function of SHA-1 is 80 rounds and AES-128 is
10 rounds. Therefore, we assume that the proposed model share link key time is equal to
the share link key of the reference model. The transmission time is dominant factor but
on the other hand, the bottleneck will be the certificate verification operation time. Setup
time is equal to verification time plus communication time plus share link key time.

In our scheme:

For algorithm 1 the setup time is T.

T=4S+n X 1S+ (5n+2) X 0.2S, verification is done in parallel where upper layer SM
sends to its underneath nodes the certificates of the nodes underneath its lower layer SM
which is n nodes. Therefore, we need one verification time and n times to share link keys
and (5n+2) messages to send all certificates to the verifiers and have the result.

For algorithm 2 the setup time is T.
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T=mX4S+nX IS+ (4 +4(n-2)) X0.2S, verification is done m times, share link
keys is done n times and we need number of messages equal to (4 + 4 (n-2)).

The setup time for algorithm 1 is lower than the setup time for algorithm2.

In HSN scheme:

Setup time =n X 4S +n X 1S + 6n X 0.1S, where n is the number of nodes underneath
the HSN and 6n is the number of messages between nodes and HSN.

Our proposed scheme with algorithm 1 has much lower setup time than HSN model
where we perform parallel verification but HSN model performs sequential verification.
Our proposed scheme with algorithm 2 has a lower setup time than the HSN model where
we perform parallel verifications but the HSN model performs sequential verification.
Our proposed model combines both algorithm 1 and algorithm 2.

6.6.5  Scalability

In our scheme:

BKSM will replace the SM if it is compromised and this insures high scalability to
extend the network.

In HSN scheme:

If a HSN is compromised in a branch, the scalability of the branch cannot be
achieved because there is no backup HSN.

6.6.6 Connectivity

In our scheme:

BKSM will replace the SM if it is compromised and this insures high connectivity
with its underneath nodes.

In HSN scheme:

If a HSN is compromised in a branch, the connectivity for the nodes underneath the

HSN cannot be achieved because there is no backup HSN.
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6.7 Simulation Results

In this section, we evaluate the communication overhead, the computations
overhead and the network setup time under different number of nodes N for our proposed
model and HSN model.

We built our proposed model and HSN model and we implemented a simulator in
MATLAB that can scale to thousands of nodes. In this simulator, sensors can send and
receive data from each other’s. The simulation verifies the correctness and the feasibility
of our security architecture. It is our future work to implement SurvSec in some sensor
network testbeds with all its ingredients. Our simulation scenarios include N nodes
distributed randomly. We choose N 1000, 2000 and 3000 sensor nodes.

In the simulations, these parameters are given as follows:

1- The number of sensor nodes N is varied from 1000, 2000 and 3000 sensor nodes.

2- The simulation is done for HSN or initiators every 30 nodes, 20 nodes and 10 nodes.

3- The communication overhead for the security manager to exchange a key with a node
is according to algorithm 1 or algorithm 2 or both as shown in section 6.6.
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Figure 6.6.a, Communication overhead every HSN or Initiator every 30 nodes
Fig. 6.6.a shows the communication overhead for HSN model and our proposed model
for one HSN every 30 nodes and one initiator every 30 nodes. Our proposed model has a

lower communication overhead than the HSN model.
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Figure 6.6.b, Communication overhead every HSN or Initiator every 20 nodes
Fig. 6.6.b shows the communication overhead for the HSN model and our proposed
model for one HSN every 20 nodes and one initiator every 20 nodes. Our proposed model

has higher communication overhead than the HSN model with 10%.
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Figure 6.6.c, Communication overhead every HSN or Initiator every 10 nodes
Fig. 6.6.c shows the communication overhead for the HSN model and our proposed

model for one HSN every 10 nodes and one initiator every 10 nodes. Our proposed model
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has higher communication overhead than HSN model with 20%. We need larger

bandwidth to overcome the increasing communication overhead.

Network setup time for HSN or Initiator every 10, 20 or 30 sensors
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Figure 6.7, Network Setup Time for HSN or Initiator every 30, 20, and 10 nodes
Fig. 6.7 shows the network setup time for the HSN model and our proposed model for
one HSN or one initiator every 30 nodes, 20 nodes and 10 nodes. Our proposed model

has at least half the network setup time than the HSN model.
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Figure 6.8, Computation Overhead of Certificates Verifications for HSN or Initiator
every 10 nodes
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Fig. 6.8 shows the computation overhead for certificates verifications for the HSN model
and our proposed model for one HSN node or one initiator every 10 nodes. Number 1 at
x-axis is the number of certificates verification at the SM which is 3 verifications for key
establishment and secure localization. Number 2 at x-axis is the number of certificates
verification at every node in our proposed model which is 4 verifications for key
establishment and secure localization. Number 3 at x-axis is the number of certificates
verification at the HSN which is 13 verifications for key establishment and secure
localization. Number 4 at x-axis is the number of certificates verification at every node in
HSN model which is 4 verifications for key establishment and secure localization. Our
proposed model has lower computation overhead than HSN model. Our scheme has one
quarter lower certificates verifications overhead than the HSN model at SM side and one
half lower certificates verification overhead in total. Finally, for HSN or Initiators every
10 nodes we increase communication overhead by 20% and we decrease the computation
overhead to one half whereas the power of certificates verification using ECDSA is 1000

times more than the power of communication.

6.8 Security Proof

In this section, we describe the security for our proposed key management scheme and
introduce two classes of attacks.

Security of our Proposed Scheme

The proposed hybrid key management scheme achieves the correctness and secrecy
requirements necessary to provide a distributed key generation protocol based on Elliptic
Curve Discreet Logarithmic Problem (ECDLP).

The definition of the security of key management scheme is based on correctness of the
key management and the attacks that target the key management scheme during the steps
of the key management process. We use ECDSA to sign the certificates. The hybrid key
management scheme has two classes of attacks. Existential unforgeability against

adaptive chosen message attacks (EUF-CMA) [156] is the strongest security model of
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signature scheme where the adversary is allowed to ask the signer to sign any message of
its choice adaptively and the adversary can adopt its queries according to previous
answers. Finally, the adversary should not provide a new message signature pair with
non-negligible advantage. The first class of attacks targets the certificates signature of the
nodes. The second class of attacks targets the steps of the keys establishment protocol
between SM and any node.

For class 1 attacks, there are two types of adversaries which are more powerful than
ordinary adversaries. Type 1 adversary is an uncertified client which wants to
impersonate a victim by using public keys along with the identity of the victim. Type 2
adversary is a malicious CA, which wants to sign forged certificates. However, the Type
2 adversary cannot access the corresponding private key of the victim. Moreover, the
public key that the Type 1 adversary attacks consists of the public key of CA, the identity
and public key of the victim. The public keys that a Type 2 adversary attacks consist of
the identities and public keys of a victims, and the public key of CA and the attacker
wants to know the private key of the CA to sign new certificates. The system should
remain secure under such two types of powerful attacks.

For class 2 attacks, there are two types of attacks which are impersonation attack and

replay attack.

Correctness of the Key Management:

The proposed key management is based on the verification of the certificate using
ECDSA. Therefore; the correctness of the key management is measured by the
correctness of the ECDSA. This section describes the correctness of ECDSA [206].

The CA wants to send a signed certificate to a sensor. At first, the curve parameters
(CURVE, G, n) must be agreed upon. Also, the field and equation of the curve must be

agreed upon. Also, G is a base point of prime order on the curve; and n is the
multiplicative order of the point G must be agreed upon.

Each node creates a key pair, consisting of a private key integer d ,, randomly selected in

the interval [1, n— 1]; and a public key curve point O, =d , xG. We use x to denote
elliptic curve point multiplication by a scalar.
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We sign the certificate (C) by these steps:

1. Calculate e = HASH(C), where HASH is a cryptographic hash function, such as
SHA-I.

2. Let Z bethe L left most bits of e, where L is the bit length of the group order
n. Zislessthan n.

3. Select a random integer k from [1, n-— 1].
4. Calculate the curve point (xl ) ) =kxG.

5. Calculate t =x,(modn).1f t =0, go back to step 3.

6. Calculate ¥ =k~ (Z +td, )(modn).1f r =0, go back to step 3.
7. The signature is the pair (t,r).

When computing 7, the string z resulting from HASH(C) shall be converted to an
integer. Note that Z can be greater than 7 but not longer in size.

It is crucial to select different k for different signatures, otherwise the equation in step 6
can be solved for d ,, the private key: Given two signatures (t,r) and (t,r' ), employing

the same unknown k for different known certificates C and C', an attacker can

calculate Zand Z', and since » —7 =k (Z - Z') (all operations in this paragraph are

z—z .
done modulo 7 the attacker can find k = -.Since r=k"'(z+1d, ), the attacker
r—r
_ rk —z
can now calculate the private key d , = .
4

Signature verification algorithm

For a node to authenticate the CA signature, the node must have a copy of CA public key
curve point Q. The signature is the pair (t,r).

A node follows these steps:
1. Verify that ¢ and r are integers in [l, n-— 1]. If not, the signature is invalid.

2. Calculate e = HASH(C), where HASH is the same function used in the signature
generation. Let Z be the L left most bits of e.
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3. Calculate w=7r"(modn).
4. Calculate u, = zw(mod n) and u, =tw(modn).
5. Calculate the curve point (x,,y,) =u, xG+u, xQ,,.

6. The signature is valid if # = x,(mod n ), invalid otherwise.

Correctness of the Algorithm

E is the curve point computed in step 5 of verification,
E=uxG+u,xQ,

From the definition of the public key as O, =d , xG,
E=uxG+u,d, xG

Because elliptic curve scalar multiplication distributes over addition,
E=w +u,d,)xG

Expanding the definition of #, and u, from verification step 4,
E=(Zs"' +rs''d,)xG

Collecting the common term s,

E=(Z+rd,)s' xG

s=k(Z+rd,)

Expanding the definition of § from signature step 6,
E=(Z+rd )Z+rd,)" (k) "'xG

Since the inverse of an inverse is the original element, and the product of an element's
inverse and the element is the identity, we are left with

E=kxG

From the definition of 7, this is the verification step.
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Class 1 Attacks:

Type 1 attack: uncertified client with public key of the victim.

Theorem 1. We say that our scheme is existentially unforgeable against adaptive chosen
message (EUF-CMA) Type 1 attack if no polynomial bounded Type 1 adversary 4 has a
non-negligible advantage against the challenger in the following game:

Key Gen: the adversary tries to discover the SM private key from knowing the SM public
key and from sending queries to the SM.

Sign messages: the adversary issues queries to the challenger and these queries may be
asked adaptively. The challenger responds with the resulting signature to the adversary.
Output: Finally, the type 1 adversary outputs a new signature ¢ for a message M.

Proof. The adversary A wins the game if the output signature is non-trivial and the
attacker can produce the private key of the SM. This probability is negligible since
ECDSA is secure and in order to get the private key from the public key, the attacker
must solve the elliptic curve discrete logarithmic problem ECDLP which is a hard
problem. The computation of elliptic curve discrete logarithmic problem is
computationally infeasible.

Type 2 attack: uncertified CA with public key of the CA.

Theorem 2. We say that our scheme is existentially unforgeable against adaptive chosen
message (EUF-CMA) Type 2 attack if no polynomial bounded Type 2 adversary 4 has a
non-negligible advantage against the challenger in the following game:

Key Gen: the adversary tries to discover the CA private key from knowing the CA public
key and from sending queries to the CA.

Sign messages: the adversary issues queries to the challenger and these queries may be
asked adaptively. The challenger responds with the resulting signature to the adversary.
Output: Finally, the type 2 adversary outputs a new signature ¢ for a certificate C.

Proof. The adversary 4 wins the game if the output signature is non-trivial and the
attacker can produce the private key of the CA. This probability is negligible since
ECDSA is secure and in order to get the private key from the public key, the attacker

must solve the elliptic curve discrete logarithmic problem ECDLP which is a hard
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problem. The computation of elliptic curve discrete logarithmic problem is
computationally infeasible.

Discussion. The discrete logarithm problem is as follows: given an element g in a finite
group G and another element % in G, find an integer x such that g* = A.

The ECDSA uses an elliptic curve E over Zp and a point P € E(Zp) with order a prime q
of size around 160 bits. The signer selects the valuea e {1,...,q— 1} and computes Q =
aP. Its public key is the (p, E, P, q, Q) and his private key a.

To sign a message m having hash value h(m) € {0, . . . , q — 1}, he selects a random
number k € {1, ..., q—1} which is the ephemeral key and computes k P = (x, y) (where x
and y are regarded as integer between 0 and p—1). Next, he computes the value r = x mod
q and the value s =k ' (h(m) + a r) mod q.

The signature of m is the pair (1, s).

For verification of signature one computes u; = s T h(m) mod q, the value u, =s ' r mod
q, and u; P +us Q = (X0, Yo)-

He accepts the signature if and only if r = xo mod q.

The assumption here is that the only way to forge signature is to recover either the secret
key a, or the ephemeral key k. Thus, the parameters of the system is chosen in such a way
that the computation of discrete logarithms is computationally infeasible, and so a or k is
well protected.

Class 2 Attacks:

Type 3 attack: Impersonation attack

The impersonation attack occurs when the attacker tries to impersonate the security
manager or an ordinary node.

Theorem 3. It is computationally infeasible for an adversary to impersonate a legitimate
node.

Proof. When an adversary wishes to perform impersonation attack to an ordinary node or
security manager, he needs to forge the digital signature of the node. We assume that
forging the digital signature of the node without obtaining the private key of that node is

computationally infeasible in our model.

154



Type 4 attack: Replay attack

The replay attack occurs when an adversary can intercept the key establishment messages
between the security manager and an ordinary node. We focus on the replay attack that
can be performed by an adversary to resend a session information request.

Theorem 4. It is computationally infeasible for an adversary to successfully replay an
honest node’s session formation request.

Proof. Each session formation request include a nonce which acts as a unique one-time
session ID to prevent an adversary from replaying the session formation request. When a
node receives a duplicated session formation request during the life time of the original

session formation request which means it has the same nonce, it ignores the duplicated

session formation request.

6.9 Comparison with Others’ Works

Now, we compare between our proposed model and HSN model.

Table 6.1, Comparison between Our Model and HSN Model.

Property HSN Model [135] Our Model
Computation
1 overhead for key N verification at HSN and | 3 verifications at SM and 4
establishment and 4 verifications at node verifications at node
secure localization
3 keys at node 3 keys at node
2 Storage overhead (n+5) at HSN (n+5) at SM
Communication 6or8orl0orl2 8 messages for algorithm 2
messages for each node
3 overhead for key . or 10 messages for
. according to HSN every 30 .
establishment algorithm 1 for each node
or 20 or 10 nodes
3 messages from each node
Communication to SM and one verification
4 overhead for secure No message from SM to each
localization node plus 6 messages for
one time verification
5 ove(r:}i)gglé:)itlszzure 3n verifications for the 3 verifications for the whole
localization cluster cluster
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parallel verifications
executes in 1/n time of
6 Setup time n verifications time HSN model for algorithm1
and n/2 time of HSN model
for algorithm 2
o Affected by compromised .
7 Scalability HSN High
. Affected by compromised .
8 Connectivity HSN High
9 Backup node No BKSM
. High cost at each node for | Low cost for 3 verifications
10 Secure localization ) .
3 verifications for the whole cluster
11 Rekeying High cost at HSN Low cost at SM
12 Addition of new High cost at HSN Low cost at SM
nodes
Probability of High with compromised | Low after compromised SM
13 . ; .
insecure links HSN revocation
Effect of Affect certificates shared
14 : No . .
compromised nodes verification
15 Nodes revocation Cannot revoke HSN BKSM revokes SM
16 Cost High Low

Our proposed scheme distributes certificate verification at nodes underneath the SM
rather than verifies certificates at the SM. Also, our scheme verifies beacon nodes
certificates once for the whole cluster. Our scheme has higher connectivity and scalability
than HSN model. Our scheme can revoke compromised SM through BKSM and has a
lower network cost than HSN scheme. Our scheme has a lower network setup time than
the HSN scheme and it has same storage overhead. Our scheme has lower computations

overhead than the HSN scheme.

6.10 Summary

In this chapter, we proposed the certificates shared verification key management
with a novel hybrid and dynamic key management scheme for Wireless Sensor Networks
which utilizes Elliptic Curve Cryptography and the symmetric key cryptography. We
propose a hybrid authenticated key-establishment protocol, in which we reduce the

computation intensive elliptic curve scalar multiplication of a random point at the sensor
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side, and use symmetric key cryptographic operations instead. On the other hand, it
authenticates the two identities based on elliptic curve implicit certificates, and solves the
key distribution and storage problems, which are typical bottlenecks in pure symmetric-
key based protocols. The hybrid key establishment protocol has less sensor side
computation complexity compared to other public-key based key establishment protocols.
We solved the problems of High end Sensor Nodes (HSNs) with the certificates shared
verification key management scheme.

In addition, we also design a dynamic key management based on rekeying, keys
revocation and addition of new nodes which significantly increase the resiliency of the
network to compromised node attack, and collusion attack.

The performance evaluation and security analysis show that our proposed key
management scheme has a higher communication overhead than the HSN model, same
storage overhead than the HSN model, lower computations overhead than the HSN
model and lower setup time than the HSN model. Our scheme provides perfect scalability

and connectivity unlike HSN model.
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CHAPTER 7

SURVSEC SPREAD SPECTRUM ENCRYPTION ARCHITECTURE
FOR POST-QUANTUM COMPUTING

In this chapter, we describe our designed Spread Spectrum Encryption
Architecture SSEA for SurvSec security architecture to resist quantum computer attacks
and linear and differential cryptanalysis attacks. The spread spectrum encryption
architecture is a family of three cryptographic architectures. First, SSEAI is concerned
with choosing one encryption algorithm from number of encryption algorithms to encrypt
the data where the plaintext enters all the encryption algorithms. Second, SSEA2 is
concerned with choosing one subkey out of 16 subkeys at each round of the used
encryption algorithm. Third, SSEA3 chooses one algorithm from two encryption
algorithms and then choose one subkey out of 16 subkeys at each round then the input for
the second algorithm comes from RC4 stream cipher algorithm and the outputs from the
two encryption algorithms are XORed. SSEA uses RC4 stream cipher as PRNG to choose

one algorithm or one subkey at each round.

7.1 Introduction

This chapter is organised as follows: in section 7.2, the preliminary information
from multiple discipline areas are given. These preliminaries are the hypothesis of the
design, the design goals, dynamic security, unpredictability principle, and adaptive
security. Section 7.3 discussed the threat model. Section 7.4 presented the existing
solutions for symmetric key ciphers to resist QC attacks. Section 7.5 outlined our newly

designed key-dependent spread spectrum encryption architecture for SurvSec security
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architecture. Section 7.6 explained the proof of security for SSEA3. Section 7.7 discussed
the attacks on SSEA3. Section 7.8 compared between our newly designed spread
spectrum architecture SSEA3 and the standard block cipher AES-256. Section 7.9 stated
the SSEA3 limitations. Finally, section 7.10 is the summary of the chapter.

The fast development towards building a Quantum Computer (QC) increases the
consequences of QC attacks and implies high vulnerabilities to symmetric key cipher
systems and public key cipher systems. Increasing key length for symmetric key cipher
systems to resist QC attacks implies increasing design size of the algorithm which means
slowing down the algorithm. Inspired from the unpredictability principle, PRNG is added
to the architecture of the symmetric key cipher system to add the unpredictability
property to choose which algorithm is used and which subkey is used. Spread Spectrum
Encryption Architecture (SSEA) is a family of three architectures with a high security
level and high speed resistant to QC attacks and linear and differential cryptanalysis
attacks. First, SSEA has two or more encryption algorithms and multiple subkeys at each
round of the encryption algorithm. SSEA architecture is used to hide which algorithm is
used, to hide which subkey is used and to hide the output of the encrypted ciphertext.
Second, SSEA security level is increased as the number of subkeys for each round
increased or the number of rounds in the algorithm increased or the number of algorithms
increased. This model increases the security level where the output from the PRNG is not
on the communication channel and the attacker cannot perform analysis on this output.
Finally, SSEA3 is chosen as it has the highest speed, the lowest design size and the
highest security level over SSEA1, and SSEA2.

Now, new classification for cryptography has emerged after the formal modern
cryptography: Pre-Quantum Computing and Post-Quantum Computing, because quantum
computer enables certain problems to be solved efficiently in a short time. We will prove
that QC cannot improve on classical methods to solve the unpredictability problem that
we based our newly designed architecture on. Even the QC needs to try all the possible
combinations to solve unpredictable problem. Quantum computation will have significant

impact on symmetric key cipher systems and public key cipher systems.
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In 1994, Peter Shor presented quantum algorithms which solve the factoring and
the discrete logarithm problems in quantum polynomial time [157]. These problems are
very difficult in the classical computer model and they provide a basis for the security of
the most currently-used public key cryptosystems.

In 1996, Lov Grover developed a quantum algorithm for searching an unsorted
database with NV entries in O(+'NV) time and using O(log N) storage space [158], [159]. As
a result, the brute force attack on symmetric cipher systems can be obtained in only
O(+/N) steps instead of O(N). If a suitably sized quantum computer capable of running
Grover's algorithm reliably becomes available, it would reduce a 128-bit key down to
64-bit security, roughly a DES equivalent. This is one of the reasons why AES supports
a 256-bit key length. Also, Bennett, Bernstein, Brassard, and Vazirani proved in 1996
that a brute-force key search on a quantum computer cannot be faster than roughly 2"
invocations of the underlying cryptographic algorithm, compared with roughly 2" in the
classical case [160]. Thus in the presence of large quantum computers an n-bit key can
provide at least n/2 bits of security. Quantum brute force is easily defeated by doubling
the key length, which has little extra computational cost in ordinary use. This implies
that at least a 160-bit symmetric key is required to achieve 80-bit security rating against
a quantum computer.

In 2004, the eSTREAM, ECRYPT (European Network of Excellence for
Cryptology) Stream Cipher Project, began. This four years effort running from 2004 to
2008 has identified two portfolios of promising new stream ciphers, one for software
orientation and the other for hardware orientation. The eSSTREAM raised a question, if
large QC can be built, how will this influence the symmetric key cryptographic
landscape? [161].

In [162], Akihiro Yamamura and Hirokazu Ishizuka on 2000 were the first to
discuss how to attack block cipher algorithms with multiple QCs using Grover’s
algorithm.

In [163], Gilles Piret and Francois-Xavier Standaert discussed on 2009 the
distance between the practical security approach and the actual theoretical security

provided by a given cipher. Their experiments illustrated that the provable security
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against linear cryptanalysis is not achieved by present design strategies and the relevance
of the practical security approach. Finally, they discussed the impossibility to provide
provable security of block ciphers against linear cryptanalysis.

Now, the existing proposed solution is to increase the key length. Our newly
designed spread spectrum encryption architecture has a significant security level of an
exponential gain above all other existing encryption architectures as the number of
subkeys increased or the number of rounds increased or the number of algorithms used is
increased. Our proposed solution can mitigate linear and differential cryptanalysis attacks
to encryption.

First, we reviewed some quantum algorithms, some quantum applications and the
advancements to build QC to know what QC can do and what it cannot do. We found that
QC is the same as a classical computer when solving the problem of unpredictability to
try all possibilities to find the solution.

This background helped us to develop our new key-dependent spread spectrum encryption
architecture.

The contributions of the chapter can be summarized as follows:

1- We developed a strong barrier for QC which is the unpredictability to find the right
subkeys sequence before starting the cryptanalysis.

2- We developed the spread spectrum encryption architecture family.

3- We developed the first encryption architecture characterized by increasing the
security level exponentially with increasing the number of subkeys used.

4- We developed the first encryption architecture characterized by increasing the
security level exponentially with increasing the number of algorithm rounds.

5- We developed the first encryption architecture characterized by increasing the
security level exponentially with increasing the number of algorithms used.

Comparison between our Work and Previous Works:

(1) There has not been any previous work on symmetric key cipher architectures that
had a security level growing exponentially with increasing the number of subkeys

used or the number of algorithm rounds or the number of algorithms.
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(2) Instead of using one subkey at each round, we used 16 subkeys for SSEA2 at each
round and the PRNG chooses one subkey from the 16 subkeys at each round.

(3) SSEA is immune to linear and differential cryptanalysis where each plaintext is
encrypted with a different algorithm and different subkeys group and therefore, the
subkey and the algorithm are not fixed to help for applying the cryptanalysis process.

(4) SSEA has reduced rounds AES-256 where the possible combinations increase as the

number of plaintext increases.

7.2 Preliminaries

Most encryption architectures, i.e. using multiple encryption algorithms, are dependent on
a fixed architecture therefore; cryptanalysis can be performed over these architectures. In
order to mitigate QC attacks and cryptanalysis attacks, we added the property of
unpredictability to the encryption architecture as we designed key-dependent encryption
architecture.

7.2.1 Hypothesis of the Design

It seems to be very hard to mitigate QC attacks and linear and differential
cryptanalysis. Adding unpredictability to encryption architecture through exploring the
capabilities of dynamic encryption approaches [164, 165] for cryptography will help to
build strong architecture resistant to QC attacks and cryptanalysis. We started our design
by assuming that we will use a high speed encryption algorithm and we need to encrypt a
short message and a long message.

SSEA2 has a PRNG to choose one subkey form 16 subkeys at each round. The
PRNG needs 4 bits output at each round with a total of 4 multiplied by number of rounds
of the encryption algorithm. To encrypt a short message such as 100 plaintext blocks, the
attacker needs to guess 100 subkeys combinations out of 16 * (number of algorithm
rounds) as we choose one subkey from 16 subkeys at each round.

To encrypt a long message such as 100,000 plaintext blocks, the attacker needs to

guess 100,000 subkeys combinations out of (16 * r), where r is the number of algorithm
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rounds as we choose one subkey from 16 subkeys at each round. Since the subkeys are
dynamic, the attacker cannot perform linear and differential cryptanalysis.

SSEAT1 is concerned with choosing one algorithm out of two algorithms each time to
encrypt a plaintext. SSEA3 is concerned with choosing one algorithm out of two
algorithms each time to encrypt a plaintext then to choose one subkey out of 16 subkeys
at each round of the algorithm then the outputs from the two algorithms are XORed where
the input to the second algorithm comes from the RC4 stream cipher algorithm.

With the SSEA dynamic encryption mechanism, the dynamic choosing of subkeys and
algorithms protects sensitive data from cryptanalysis, which allows only the original
sender and authorized receiver to decode the encrypted data packet via the sequence of
secret subkeys that they own. Therefore, this protocol overcomes the weakness of fixed
key encryption and protects the wireless network against cryptanalysis attacks.

Also, the attacker cannot obtain the output sequence from the PRNG to analyze it;
therefore, the attacker must start the cryptanalysis for all possible combinations of the
subkeys groups.

7.2.2  Goals of the Design

In this chapter we have three goals to achieve as follows:

1- Implementable in both Software and Hardware: The new spread spectrum
encryption architecture needs to be able to work perfectly without any constraints
from software or hardware perspectives.

2- Controlling the Security Level: The spread spectrum encryption architecture
increases the security level each time a subkey or algorithm is added to the system.
This is the first encryption architecture which has an exponential security gain by
increasing the number of subkeys used at each round or increasing the number of
rounds in the encryption algorithm or increasing the number of algorithms.

3- Prevent attacker from applying chosen plaintext ciphertext attack: The SSEA
can prevent the attacker from applying chosen plaintext ciphertext attack because the
attacker does not know the plaintext will go to algorithm one or algorithm two also,

the attacker has no clue the plaintext is encrypted with which subkeys group.

163



4- High Speed Algorithm: SSEA3 has 3 rounds AES-256 compared to 14 rounds
AES-256.
7.2.3  Dynamic Encryption

Dynamic encryption can be achieved by three main categories which are the followings:

1- Key dependent components,

Key dependent components mean that at the start of the secure session we fill S-
Boxes in the encryption algorithm such as Twofish encryption algorithm.

2- Configuration of encryption components to choose one component from multiple
components or to choose one encryption algorithm from multiple algorithms or to
choose one component from multiple components,

Configuration of encryption components mean that at the start of the secure session
we choose the used S-Box component from multiple S-Boxes or we choose the
encryption algorithm from multiple algorithms such as [PSec and SSL.

3- Reconfiguration of encryption components such as S-Boxes.

Reconfiguration of encryption components mean that the transmitter and receiver
have their encryption algorithm on reconfigurable hardware and the encryption
algorithm has S-Boxes to be reconfigured.

We added new category to dynamic encryption which is the spread spectrum encryption

architecture.

7.2.4  Unpredictability Principle

When a cryptographer is designing a new cipher, its security level may be difficult to
establish. The security is an estimation of how difficult it would be to break the cipher
without knowing the secret cipher key. Conventionally, it is assumed that the analysis
made by the cryptographer and the cryptanalyst is based upon identical information where
the cryptanalyst knows the system being used. A key point that we show in this work, is
that this condition is necessary. A cryptanalytic break implies that the cryptanalyst has
obtained a part of the secrets of the cipher corresponding to the degree of success. This
opens the possibility to challenge this fundamental assumption by introducing a
construction that will prevent the cryptanalyst from learning the details of the cipher being

used.
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We conclude that if we use a cipher that includes a general computational process
sequence, and keep all the sequence of computations of that process secret, the
cryptanalyst will face a problem which he will be unable to solve.

We found that static encryption systems that are deterministic are susceptible to
cryptanalysis but dynamic encryption systems need dynamic cryptanalysis process which
is an obstacle to cryptanalysis.

The output controlling sequence from the PRNG to choose the subkeys for each round or
the used algorithm is unknown to the attacker. Therefore, this provides the spread
spectrum encryption architecture with the unpredictability principle where the subkeys
and the used encryption algorithms keep changing for every plaintext block.
Unpredictability leads to stop the cryptanalysis.

7.2.5  Adaptive Security

We designed the spread spectrum encryption architecture to deploy the adaptive security

concept where SSEA can have three security levels from the three architectures of SSEA.

7.3 Threat Model

There are many factors which work together to compromise the security of the symmetric
key cipher systems; these are the cryptanalysis techniques, supercomputer, quantum
computer, side channel attacks, grid computing, parallel processing, and the special
purpose hardware for cryptanalysis such as the COPACOBANA embedded system [166].
Therefore, there are increasing demands to design new encryption architecture that is
resistant to all these attacks and cryptanalysis attacks.

We suppose that our system adversary is the QC that implements Grover’s algorithm
[158] to find the used key for every ciphertext block. Also, we suppose that a
supercomputer is trying to cryptanalyze our proposed system.

Akihiro Yamamura, and Hirokazu Ishizuka on 2000 discussed the quantum cryptanalysis
of block ciphers [161]. Their algorithm can be applied to compute non-uniformity of
distribution between plaintexts, ciphertexts and secret keys of a block cipher.

In [162], Gilles Piret and Frangois-Xavier Standaert discussed on 2009 the distance

between the practical security approach and the actual theoretical security provided by a
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given cipher. Their experiments illustrated that the provable security against linear
cryptanalysis is not achieved by present design strategies and the relevance of the
practical security approach. Finally, they discussed the impossibility to provide provable
security of block ciphers against linear cryptanalysis.

Therefore, we designed our newly key-dependent architecture such that the greater the
number of subkeys flows, the higher the security level will be and the greater the number
of rounds, the higher the security level will be and the higher the number of algorithms
used, the higher the security level will be.

7.4 Existing Works

Existing security systems in (wire/wireless) communications systems or in computer
networks relay on a set of encryption algorithms which are secure until cryptanalysts
break them. These existing security schemes are vulnerable to cryptanalysis techniques;
therefore, there are high demands to provide a barrier between the encryptor unit and the
growing attacks from cryptanalysis. In this chapter, our newly designed spread spectrum
encryption architecture will be this barrier that can be adopted in security systems to
dynamically change the key schedule through using a PRNG and 16 subkeys instead of
one subkey at each round.

Today’s Existing Encryption Architectures:

1- Survivable security architecture using multiple encryption algorithms such as IPSec
and SSL protocols.

2- Cascaded encryption architecture using two or three encryption algorithms.

3- Compression then encryption architecture.

4-  Proactive security architecture through frequently changing the key.

5- Using feedback modes of operations for block cipher encryption algorithms.

6- Key-dependent components architecture such as S-Boxes.

7- Stream cipher controlling block cipher key-schedule architecture [167].

All the mentioned encryption architectures have a fixed architecture except the key

dependent component architecture. We need to apply dynamic encryption to add the
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unpredictability property to the encryption algorithms because static encryption is highly
vulnerable to cryptanalysis.

Cryptographic experts recommend increasing the symmetric key cipher systems key
length to be 256 bits key length to resist the QC upcoming attacks but cryptanalysis is still
applicable for static encryption architectures. Therefore, we believe that we need to start
developing new encryption architectures that is resistant to QC attacks and cryptanalysis

using the same key length but in a different strategy.

7.5 Overview of SSEA

7.5.1 SSEA Family

If we need a barrier between the encryption algorithm and the cryptanalysis, the SSEA is
the perfect barrier. If we want a stronger security guarantee, we need to add
unpredictability to the cryptosystem and this is done for SSEA. SSEA is a family of three
architectures for symmetric key cipher systems. SSEA1 architecture is concerned with
choosing one algorithm from multiple algorithms. SSEA?2 architecture is concerned with
choosing one subkey from multiple subkeys at each round of the block cipher algorithm.
SSEA3 architecture is concerned with choosing one algorithm from multiple algorithms,
choosing one subkey from multiple subkeys at each round of the block cipher algorithm
and masking the output ciphertext with encrypted stream of bits. The three architectures
are dynamic and the third one is the strongest one.

7.5.2  SSEAI Architecture
7.5.2.1 System Components

1- Two AES-256 Encryption algorithms with 7 rounds.

We use two AES-256 encryption algorithms with two different S-Boxes to solve the
synchronization problem between the two algorithms used. Different S-Boxes ensure
different algorithms output with the same key.

2- Key schedule.
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There are two keys of 256 bits key length. We choose the key schedule of AES-256 to
generate all subkeys of the two AES-256 encryption algorithms and the 256 bits seed
for the RC4 stream cipher algorithm.

3- RC4 stream cipher algorithm as PRNG.

We use the RC4 stream cipher algorithm as PRNG for the architecture.
7.5.2.2 Encryption

Figure 7.1 shows the SSEAT1 architecture which is composed of two AES-256 encryption
algorithms with two different S-Boxes such as S1 and S2. Each algorithm has only 7
rounds not 14 rounds this is because the 7 rounds AES-256 needs 2** chosen plaintext
ciphertext pairs to break the 7 rounds [168]. Each pair has two possibilities to enter
algorithm one or algorithm two and 10 pairs has 2'° possible combinations. Therefore, 2>
pairs has (22°%) possible combinations, which is infeasible for the attacker to try. The
PRNG chooses which algorithm is used to encrypt the plaintext. The sequence of PRNG
output is not on the communication channel and this fact is the most glamour property of
SSEA1 to prevent the attacker from knowing the sequence of using the encryption
algorithms. The plaintext enters all the encryption algorithms to stop side channel attack
but we choose the output ciphertext according to the PRNG output which is only known
to the receiver. For simplicity, SSEA1 has two encryption algorithms and it can have

more than two encryption algorithms.

Plaintext
Key 1 A 4 Key 2
— 3| AES-256,7 AES-256,7 |g—
rounds, S1 rounds, S2
w
RC4 Stream Selector

Cipher as PRNG

l Ciphertext
Figure 7.1, SSEA1 Architecture with Two Encryption Algorithms
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7.5.2.3 Decryption

The PRNG chooses which algorithm is used to decrypt the ciphertext. The sequence of
PRNG output is not on the communication channel to prevent the attacker from knowing
the sequence of using the encryption algorithms. The ciphertext enters all the encryption
algorithms but we choose the output plaintext according to the PRNG output, which is
only known to the receiver. Allowing all encryption algorithms to decrypt will prevent
side channel attack.

7.5.2.4 Mathematical Model

For Encryption:

C; = {E; (Pj)x; under S;}

The ciphertext is a function of two inputs which are the plaintext and the PRNG output.
C;j is the ciphertext where j = 1 to n and n is the number of plaintexts, E; is the encryption
algorithm and we have two encryption algorithms where 1 = 1 or 2, P; is the plaintext, K;
is the key of the encryption algorithm and we have two keys for the two encryption
algorithms, S; is one bit from RC4 stream cipher algorithm as PRNG. S; selects one
algorithm output to be the ciphertext.

For Decryption:

P; = {D; (C))k; under S;}

D; is the encryption algorithm and we have two encryption algorithms where 1 =1 or 2, S;
selects one algorithm output to be the plaintext.

7.5.2.5 System Analysis

The attacker needs to try all possible combinations to break the system which is (2°P)
where P is the number of plaintext blocks. (2”*P) is infeasible for the attacker to try if P
exceeds 256. This is because the PRNG is not on the communication channel. The
algorithm architecture stops linear and differential cryptanalysis because the attacker does
not know which algorithm was used to encrypt the plaintext. The attacker needs to try all

possible combinations to know the PRNG output sequence.
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Finally, SSEA1 with two AES-256 encryption algorithms which have two different S-
Boxes is a strong barrier against QC attacks and it has a slightly larger design size than
AES-256 because we use only seven rounds of AES-256 and RC4 stream cipher
algorithm. SSEA1 has a higher speed than AES-256 and a higher security level. Since the
encryption architecture is dynamic, the attacker cannot perform linear and differential
cryptanalysis.

7.5.2.6 SSEA1 Advantages

1- The attacker cannot apply known plaintext ciphertext attack or chosen plaintext
ciphertext attack to the encryption architecture because the attacker does not know

whether the ciphertext came from algorithm one or algorithm two.

2- The attacker cannot apply linear and differential cryptanalysis to the encryption
architecture because the attacker does not know whether the ciphertext came from

algorithm one or algorithm two.

3- The attacker needs to guess all possible combinations which needs to guess 512 bits
key length and to try all possible combinations of using two algorithms and this is

impossible.

4- We can use reduced rounds AES-256. Therefore, we use seven rounds AES-256
which needs 2** chosen plaintext ciphertext pairs to break the algorithm with a total of

(2°2*%) possible combinations which is infeasible for the attacker to try.
5- SSEAT has higher speed than AES-256.
6- SSEAT1 has higher key length than AES-256 which is 512 bits.
7- SSEA1 Complexity:

The complexity of the system is measured in how many trials the attacker will do to
get the right combination of using algorithm one and algorithm two.

For P number of plaintext blocks, the attacker needs to try 2”P trials to get the right
combination. If P is larger than 256 then the attacker needs to try 27256 to know the
control sequence of the PRNG.
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7.5.2.7 SSEAT1 Disadvantages

1- The architecture has larger design size by using RC4 stream cipher algorithm as

PRNG and two AES-256 reduced rounds algorithm each of seven rounds.

2- The architecture needs extra synchronization cost to synchronize the two RC4

algorithms at transmitter and receiver.

7.5.2.8 SSEA1 Cryptanalysis

We cannot use AES-128. The attacker can get the 128 bits key from one known
ciphertext plaintext pair using QC.

There is no need to use full rounds AES-256. We need 2°* known plaintext ciphertext
pairs [168] to break seven rounds AES-256. These pairs require (2* 2*%) possible
combinations which is infeasible for the attacker to try.

7.5.3  SSEA2 Architecture
7.5.3.1 System Components

1- One AES-256 Encryption Algorithm with 7 rounds.

We use AES-256 as the encryption algorithm. We use only seven rounds AES-256.
This is because we need 2*? chosen plaintext ciphertext pairs to break the seven rounds
algorithm with fixed subkeys [168]. The subkeys of SSEA2 are not fixed therefore; we
can implement only 7 rounds of AES-256. Each round has 16 subkeys and if there are
7 rounds then we have (16" = 2**) possible subkeys groups for each plaintext.

2- Key schedule.

There is one key of 256 bits key length. The key schedule generates 16 subkeys from
the 256 bits key. We choose one subkey from 16 subkeys at each round from the 7
rounds.

The attacker needs to guess (16" = 22*) subkeys groups’ possible combinations to
know the sequence of using subkeys. Each plaintext has 2** possible combinations of

choosing subkeys groups. The attacker needs to try all possible combinations to break
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the system which is (2**AP) where P is the number of plaintext blocks. (27*P) is
infeasible for the attacker to try if P exceeds 9.

The key schedule of AES-256 generates 256 bits seed for the RC4 stream cipher
algorithm.

3- RC4 stream cipher algorithm as PRNG.

We use the RC4 stream cipher algorithm as the PRNG at each round to choose one
subkey from 16 subkeys.
7.5.3.2 Encryption

Figure 7.2 shows the SSEA2 architecture. The PRNG chooses which subkey is used to
encrypt the plaintext. The sequence of PRNG output is not on the communication channel
and this fact is the most glamour property of SSEA2 to prevent the attacker from
knowing the sequence of using the subkeys. For SSEA2, to encrypt a short message such
as 1 plaintext block, the attacker needs to try 2°® possible combinations to guess the right
subkeys. Also, to encrypt a short message such as 100 plaintext blocks, the attacker needs
to try (2°* A 100) possible combinations to guess the right subkeys. Also, to encrypt a long
message such as 100,000 plaintext blocks, the attacker needs to try (2°* ~ 100,000)

Plaintext l

possible combinations to guess the right subkeys.

Subkey 1 >
AES 256,
8 »{ Round 1
Subkey 16 » 3
°
n
RC4 as PRNG 4
Subkey 1 >
AES 256,
8 »{ Round 7
Subkey 16 » 38
; l
v
RC4 as PRNG 4
Ciphertext

Figure 7.2, SSEA2 Encryption Architecture
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7.5.3.3 Decryption

The PRNGs choose which subkey is used to decrypt the ciphertext. The sequence of
PRNG output is not on the communication channel to prevent the attacker from knowing
the sequence of using the subkeys.

7.5.3.4 Mathematical Model

For Encryption:

C; = {E (Pj)xi under S;}

The ciphertext is a function of three inputs which are the plaintext, subkeys groups and
the PRNG output.

C; 1s the ciphertext where j = 1 to n and n is the number of plaintexts, E is the encryption
algorithm and we have only one encryption algorithm, P; is the plaintext, K; is the
subkeys generated for the encryption algorithm and we have (16’ = 2°*) subkeys groups
for 16 subkeys at each round of seven rounds, S; is four bits from RC4 stream cipher
algorithm as PRNG. S; selects one subkey from 16 subkeys at each round of 7 rounds.
For Decryption:

P; = {D (Cj)xi under S;}

D is the encryption algorithm and we have only one encryption algorithm, S; selects one
subkey from 16 subkeys at each round of 7 rounds.

7.5.3.5 System Analysis

The attacker needs to try all possible combinations of the PRNG for each ciphertext pair
to break the system. This is because the PRNG is not on the communication channel. The
algorithm architecture stops the linear and differential cryptanalysis because the attacker
does not know which subkeys were used to encrypt the plaintext. The attacker needs to
try all possible combinations to know the output sequence of the PRNG.

7.5.3.6 SSEA2 Advantages

1- Subkeys are not fixed as they are dynamic.
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2-

The attacker cannot apply known plaintext ciphertext attack or chosen plaintext
ciphertext attack to the encryption architecture because the attacker does not know

which subkeys were used to encrypt the plaintext.

The attacker cannot apply linear and differential cryptanalysis techniques to the
encryption architecture because the attacker does not know the ciphertext is encrypted

with which subkeys groups.

The attack needs to guess 256 bits key length which is impossible then the attacker
needs to try all possible combinations of subkeys groups which is (2°* ~ P) where P is

number of plaintext blocks.

We can use reduced rounds AES-256 with 7 rounds. Therefore, we use 7 rounds AES-
256 which needs 2°? chosen plaintext ciphertext pairs to break the 7 rounds which

needs (2°*  2°%) possible combinations which is infeasible for the attacker to try.
SSEAZ2 has higher speed than AES-256.

The encryption design size is lower than AES-256 where we have AES-256 reduced

rounds algorithm with 7 rounds and RC4 stream cipher algorithm.

SSEA2 Complexity:

The complexity of the system is measured by how many trials the attacker will do to
get the right subkeys at each algorithm.

For one plaintext block, 16 subkeys at each round and seven rounds for the algorithm,
the attacker needs to try 16”7 trials to get the right combination.

For P number of plaintext blocks and seven rounds for the algorithm, the attacker
needs to try (16"7)"P trials to get the right combination. If P is larger than ten than the
attacker needs to try 27256 to know the control sequence of the PRNG.

7.5.3.7 SSEA2 Disadvantages

1-

The architecture needs extra synchronization cost to synchronize the two RC4

algorithms at transmitter and receiver.
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2- The architecture needs the 16 subkeys at each round to choose one subkey, which is

extra cost for hardware.

7.5.3.8 SSEA2 Cryptanalysis

We cannot use AES-128. The attacker can get the 128 bits key from one known
ciphertext plaintext pair using QC.

There is no need to use full rounds AES-256. We need Seven rounds AES-256 which
need 2*? known plaintext ciphertext pairs [168] to break the seven rounds AES-256.
These pairs require (2°° » 2°%) possible combinations which is infeasible for the attacker
to try.

7.5.4 SSEA3 Architecture:

7.5.4.1 System Components

1- Two AES-256 encryption algorithms with 3 rounds.

We use two AES-256 encryption algorithms with two different S-Boxes to solve the
synchronization problem between the two algorithms used. Each algorithm has only 3
rounds of AES-256. Different S-Boxes ensure different algorithms output with same
key. The encryption algorithm will keep changing from algorithm one to algorithm
two. Each round has 16 subkeys of the 3 rounds. The subkeys are not fixed. The
attacker needs to guess (16° = 2'%) subkeys groups’ possible combinations to know the
sequence of the used subkeys. Each plaintext has (2'?) possible combinations of
choosing subkeys groups.

Reasons to choose 3 rounds AES-256 for SSEA3:

- One round AES-256 does not achieve unpredictability at subkeys level.

- Two rounds AES-256 do not achieve unpredictability at subkeys level.

- Three rounds AES-256 achieve unpredictability at subkeys level, output level and

algorithm level.
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- We use double encryption. The ciphertext from the plaintext is encrypted with stream
of bits comes from the second algorithm while the input to the second algorithm only

known to the receiver and it is not known to the attacker.

- The subkeys are dynamic and they are changing for every plaintext with (2'%)

possible combinations.

- The architecture is dynamic where the algorithm that encrypts the plaintext is not

fixed as we use two encryption algorithms to encrypt the plaintext.

- The attacker cannot perform known plaintext ciphertext attack since the ciphertext is

encrypted with unknown input to the attacker.

- The attacker cannot perform man in the middle attack over the ciphertext because the

ciphertext is encrypted with unknown input to the attacker.
2- Key schedule.

There are two keys of 256 bits key length. We choose the key schedule of AES-256 to

generate 16 subkeys at each round for the 3 rounds of each algorithm. The key

schedule of AES-256 generates the 256 bits seed for the RC4 stream cipher algorithm.
3- RC4 stream cipher algorithm as PRNG.

We use RC4 stream cipher algorithm as the PRNG to choose one subkey of the 16
subkeys at each round. The PRNG chooses where the plaintext goes to algorithm 1 or
algorithm 2. The output from RC4 stream cipher algorithm is used to enter the
algorithm that is not used by the plaintext. The outputs from the two encryption
algorithms are XORed.

7.5.4.2 Encryption

Figure 7.3 shows the SSEA3 architecture with two AES-256 encryption algorithms and
two session keys for each algorithm. The RC4 stream cipher algorithm chooses which
subkey is used to encrypt the plaintext and the RC4 stream cipher algorithm chooses
which algorithm will encrypt the plaintext and we marked it as output2. The sequence of
PRNG output is not on the communication channel and this fact is the most glamour

property of SSEA3 to prevent the attacker from knowing the sequence of using the
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subkeys or the sequence of using the encryption algorithms. The output from the RC4
algorithm is encrypted with the second algorithm and we marked it as outputl. The
output from the two algorithms is XORed and we marked it as output3. For 3 rounds
AES-256, we need ((2'2 X 2'? X 2 X 2'%*)AP) possible combinations to break the 3 rounds
of the algorithm where P is the number of plaintext blocks. The ciphertext is encrypted
therefore, the attacker cannot apply known plaintext ciphertext attack and for this reason

we use only 3 rounds AES-256.

Plaintext RC4 output

b

RC4 as PRNG » Selector

Sel AES-256, 3 AES-256, 3 Sel
elector 4 Selector
rounds, S1 roun(.ls, S2

A A
Keyl Ciphertext Key2

XOR
RC4 as PRNG RC4 as PRNG

l Output

Figure 7.3, SSEA3 Encryption Architecture
7.5.4.3 Decryption

First, we decrypt the outputl from the PRNG and marked it as inputl. Second, we
perform XOR on the inputl with the output3 from the two encryption algorithms to get
the ciphertext of the plaintext which is input2. Third, we decrypt the ciphertext which is
input2 with the encryption algorithm that is not used by the RC4 stream cipher algorithm
to get the plaintext. The RC4 as PRNG chooses which subkey is used to decrypt the
ciphertext. The RC4 as PRNG chooses which algorithm is used to decrypt the ciphertext
and which algorithm is used to decrypt the output from the RC4 algorithm. The sequence
of PRNG output is not on the communication channel to prevent the attacker from

knowing the sequence of using the subkeys or algorithms. The decryption algorithm is
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double size the encryption algorithm to allow the decryption speed to be the same as the
encryption speed.

7.5.4.4 Mathematical Model

For Encryption:

C; = {Ei (Pj)x; XOR E; (RCj)k; under S;}

The ciphertext is a function of three inputs which are the plaintext, subkeys groups and
the PRNG output.

C;j is the ciphertext where j = 1 to n and n is the number of plaintexts, E; is the encryption
algorithm and we have two encryption algorithms where 1 = 1 or 2, P; is the plaintext, K;
is the subkeys generated for the encryption algorithm and we have (16> = 2'%) subkeys
groups for 16 subkeys at each round of 3 rounds, S;is 141 bits from RC4 stream cipher
algorithm to encrypt one plaintext block where we need 4 bits to choose one subkey out
of 16 subkeys with a total of 12 bits for 3 rounds and one bit to choose one algorithm to
encrypt the plaintext and 128 bits to enter the second encryption algorithm. S; selects one
subkey from 16 subkeys at each round of 3 rounds and selects one algorithm to encrypt
the plaintext while the other algorithm is used to encrypt 128 bits output from RC4
stream cipher algorithm. RC; is the 128 bits output from RC4 stream cipher algorithm.
For Decryption:

RC; = D; (encrypted RC;) ki under §;

P; = {D; (RC; XOR C;)k; under S;}

D; is the encryption algorithm and we have two encryption algorithms, S; selects one
subkey from 16 subkeys at each round of 3 rounds and selects one algorithm to decrypt
the plaintext while the other algorithm is used to decrypt the 128 bits output from RC4
stream cipher algorithm.

7.5.4.5 System Analysis

The attacker needs to try all possible combinations of the PRNG for each ciphertext pair
and for choosing subkeys groups to break the system. This is because the PRNG is not on
the communication channel. The algorithm architecture stops the linear and differential

cryptanalysis because the attacker does not know which subkey was used to encrypt the
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plaintext. The attacker does not know the 128 bits output from RC4 that enters the second

algorithm. The attacker needs to try all possible combinations to know the output

sequence of the PRNG. The attacker does not know which algorithm the plaintext went

to.

This architecture has much higher speed than AES-256 as it has only 3 rounds.

Finally, SSEA3 with AES-256 is strong barrier against QC attacks with higher speed than

AES-256 full rounds. The ciphertext is encrypted to prevent linear and differential

cryptanalysis.

7.5.4.6 SSEA3 Advantages

Double encryption.
Subkeys are not fixed as they are dynamic.

The attacker cannot apply known plaintext ciphertext attack or chosen plaintext
ciphertext attack to the encryption architecture because the attacker does not know
whether the ciphertext comes from algorithm one or algorithm two and the attacker
does not know which subkeys group is used to encrypt the plaintext out of 2'* subkeys

groups.

The attacker cannot apply linear and differential cryptanalysis techniques to the
encryption architecture because the attacker does not know whether the ciphertext
comes from algorithm one or algorithm two and the attacker does not know which

subkeys group is used to encrypt the plaintext out of (2'* X 2'?) subkeys groups.

The attacker needs to guess 512 bits key length and to try all possible combinations of
using two algorithms and to try to determine which subkeys group is used out of (2

X 2'%) subkeys groups and this is impossible.

We can use reduced rounds AES-256. Therefore, we use 3 rounds AES-256. We use
3 rounds because the ciphertext is encrypted and the attacker cannot perform known
plaintext ciphertext attacker over SSEA3. SSEA3 needs (2'2X2'7X2X 2'*) ~ p)
possible combinations where P is the number of plaintext blocks which is infeasible

for the attacker to try by.

The algorithm has higher speed than AES-256.
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8- The encryption design size is lower than AES-256 where we have two AES-256

encryption algorithms reduced rounds with 3 rounds.
9- The architecture has higher key length than AES-256 which is 512 bits.
10- SSEA3 Complexity:
The complexity of the system is measured in how many trials the attacker will do to

get the right RC4 input to the second algorithm. For one plaintext block, the attacker

needs to try 2”128 trials to get the right combination.

For P number of plaintext blocks, the attacker needs to try (2*128)"P trials to get the
right combination. If P is larger than one then the attacker needs to try 27256 to know

the control sequence of the PRNG.

7.5.4.7 SSEA3 Disadvantages

1- The architecture needs extra synchronization cost to synchronize the two RC4

algorithms at transmitter and receiver.

2- The architecture needs the 16 subkeys at each round to choose one subkey which

comes at extra cost for hardware.

3- The decryption design size is double the encryption design size to allow the
decryption speed to be the same as encryption speed but the decryption size is still

less than AES-256 full rounds as it has only 12 rounds AES-256.

7.5.4.8 SSEA3 Cryptanalysis

We cannot use AES-128. The attacker can get the 128 bits key using QC.

There is no need to use full rounds AES-256. We use 3 rounds AES-256 which require
((2"*X2"X2X2"**)"P) possible combinations where P is the number of plaintext blocks
which is infeasible for the attacker to try.

We choose to implement SSEA3 because it has the lowest design size, the highest speed

and the highest security level.
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7.5.5 AES-256 Components
7.5.5.1 AES-256 Block Cipher Encryption Algorithm.

The AES is a substitution permutation network (SPN) allowing the encryption/ decryption
of data by blocks of 128-bits and supporting key lengths of 128, 192 and 256 bits. In the
following, we focus on the 256-bits key version. Its internal state, usually represented as a
4x4 matrix of bytes, is updated by iterating through the round structure (10, 12 or 14
times according to the key size whether 128 or 192 or 256 bits respectively). The round is

described as four different byte-oriented transformations [169].
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Figure 7.4, BytesSub Transformation [169]
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Figure 7.5, ShiftRows Transformation [169]
First, BytesSub introduces the non-linearity by taking, for each byte, the modular inverse

in GF(2% and then applying an affine transformation. Instead of computing these two
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steps distinctly, the full transformation is achieved by passing each byte through an S-
Box. We use two different S-Boxes for the two AES-256 encryption algorithms of SSEA1
and SSEA3. ByteSub is shown in Figure 7.4.

Second, ShiftRows modifies the state. It simply consists of a circular left shift of the
state’s rows by 0, 1, 2 and 3 bytes respectively. ShiftRows is shown in Figure 7.5.

Third, MixColumns applies a linear transformation to the state’s columns. Each of them is
regarded as a polynomial and is multiplied by a fixed polynomial

¢(x) =3x>+ x> + x + 2 (mod x* + 1). MixColumns is shown in Figure 7.6.
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Figure 7.6, MixColumns Transformation [169]

Figure 7.7, AddRoundKey Transform [169]
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Finally, the AddRoundKey transform mixes the key with the state. As each subkey has
the same size as the state, the combination is performed by a simple bitwise XOR between
subkey bytes and their corresponding state bytes as shown in Figure 7. A first key
addition is performed before entering the first round, and the last round omits the
MixColumns transformation. AddRoundKey is shown in Figure 7.7.

7.5.5.2 Block Cipher Key Schedule.

Prior to the encryption/decryption process, the subkeys have to be generated. The key
schedule takes the main key Ky and expand it for the case of a 256-bit key, where
SubWord applies the S-Box to the 32-bit input word, RotWord rotates the word one byte
to the left and RC(i) is an 8-bit constant associated to each round i. Key schedule is

shown in Figure 7.8.
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Figure 7.8, AES 256-bit Key Expansion of Two Rounds [169]

7.6 SSEA3 Proof of Security

Our designed SSEA3 applied Kerckhoffs’ Principle which stated that “A cipher should be
secure when the cryptanalyst knows all details of the enciphering process and deciphering

process except the value of the secret key”. When evaluating the security of our designed
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architecture according to Kerckhoffs’ Principle, we found that the cryptanalyst knows
everything about the encryption algorithms and the PRNG generates the controlling
sequence, except the algorithms secret keys and the PRNG controlling sequence.
Shannon distinguished between two types of security:
» Unconditionally secure - means security against an enemy who has unlimited time
and computational resources.
» Computationally secure - means security against an enemy who has a specified
limited amount of time and computational resources.
Definition 1:
Let S be the output controlling sequence of PRNG, let 4; and A, be the used block
cipher algorithms with n rounds which uses at least 16 subkeys at each round, let L, to
L;s be 16 subkeys of the key, let the controlling sequence at each round from the
encryption algorithm chooses one subkey from the 16 subkeys, let the controlling
sequence choose which algorithm is used to encrypt the plaintext and let the
controlling sequence enters the second algorithm to mask the ciphertext by XORing
the ciphertext with the output from the second algorithm. Every plaintext block is
encrypted with a different group of n subkeys. Since the output of the PRNG is not on
the communication channel and the attacker cannot analyze it therefore,
The PRNG uses a seed to generate the control sequence. The receiver must use the
same PRNG with the same seed to generate the same sequence to be able to decrypt
the ciphertext. This architecture is a strong barrier for cryptanalysts to break.
Therefore, SSEA3 can be used for Post-Quantum Computing to resist QC attacks.
Definition 2:
We can define the computational security as follows [170]:
Let (E;D) be an encryption scheme that uses n-bit keys to encrypt £(n)-length
messages.
(E;D) is computationally secure if for every polynomial-time algorithm A:
{0,1}*—{1,0}, polynomially bounded &: {0,1}*— [1,0], n, and x9, x; € {0,1}’",
| PrIA(Eun(x0)) = 11 - PrA(Eun(x1)) = 1] | < € (n).

184



Traditional cryptosystem is five tuples (P, C, K, E, D), where P is the plaintext, C is
the ciphertext, K is the key space, E is the encryption algorithm, and D is the
decryption algorithm.

SSEA is six tuples (P, C, K, E, D, R), where P is the plaintext, C is the ciphertext, K is
the key space, E is the encryption algorithm, D is the decryption algorithm, and R is the
PRNG seeding.

Theorem 1:

SSEA3 is immune to linear cryptanalysis, differential cryptanalysis and algebraic
attacks.

Proof of Theorem 1:

1- Linear Cryptanalysis:

Linear cryptanalysis tries to take advantage of high probability occurrences of linear
expressions involving plaintext bits, "ciphertext" bits, and subkey bits.

The basic idea is to approximate the operation of a portion of the cipher with an
expression that is linear where the linearity refers to a mod-2 bit-wise operation. Such an

expression is of the form:

X Px,Dx,D....... Dx Dy Dy, ®y, ®....... Dy =
Where Xi represents the i-th bit of the input X = [X1, X2, ...] and Yj represents the j-th bit

of the output Y =[Y1, Y2, ...]. This equation is representing the exclusive-OR "sum" of u

input bits and v output bits.

The approach in linear cryptanalysis is to determine expressions of the form above which
have a high or low probability of occurrence. (No obvious linearity such as above should
hold for all input and output values or the cipher would be trivially weak.) If a cipher
displays a tendency for equation (1) to hold with high probability or not hold with high
probability, this is evidence of the cipher’s poor randomization abilities. Consider that if
we randomly selected values for # + v bits and placed them into the equation above, the
probability that the expression would hold would be exactly 1/2. It is the deviation or bias

from the probability of 1/2 for an expression to hold that is exploited in linear
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cryptanalysis: the further away that a linear expression is from holding with a probability
of 1/2, the better the cryptanalyst is able to apply linear cryptanalysis.

Equation (1) could be equivalently reformulated to have the right side being the sum of a number
of subkey bits. However, in (1) as written with the right side of "0", the equation
implicitly has subkey bits involved: these bits are fixed but unknown (as they are
determined by the key under attack) and implicitly absorbed into the "0" on the right side
of equation (1) and the probability pz that the linear expression holds. If the sum of the
involved subkey bits is "0", the bias of (1) will have the same sign (+ or [J) as the bias of
the expression involving the subkey sum and, if the sum of the involved subkey bits is

"1", the bias of (1) will have the opposite sign.
Discussion: Linear cryptanalysis is based on the fact that the algorithm is fixed and the
subkeys are fixed where subkeys and the algorithm in SSEA3 keep changing for every

plaintext block; therefore, linear cryptanalysis is not applicable.

2- Differential Cryptanalysis:

Differential cryptanalysis exploits the high probability of certain occurrences of plaintext
differences and differences into the last round of the cipher. For example, consider a
system with input X = [X1 X2 ... Xn] and output Y= [Y1 Y2 ... Yn].

In an ideally randomizing cipher, the probability that a particular output difference
Ay occurs given a particular input difference Ax is 1/2" where n is the number of bits
ofx.

Differential cryptanalysis seeks to exploit a scenario where a particular output

difference Ay occurs given a particular input difference Ax with a very high probability

pp (i.e., much greater than 1/2"). The pair (Ax, Ay ) is referred to as a differential.
Let two inputs to the system be x and x  with the corresponding outputs y' and y”,

respectively. The input difference is given by Ax = x @ x where "@®" represents a bit-
wise exclusive-OR of the

n-bit vectors and, hence,
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Where Ax, = x; ® xl with x; and xl representing the i-th bit of x andx , respectively.
Similarly, Ay = y @ y" is the output difference and

Ay = [AylAy2 ...... Ayn]
Where Ay, =y, @ y, .
Differential cryptanalysis is a chosen plaintext attack, meaning that the attacker is able to

select inputs and examine outputs in an attempt to derive the key. For differential

cryptanalysis, the attacker will select pairs of inputs, X andx , to satisfy a particular Ax ,

knowing that for that Ax value, a particular Ay value occurs with high probability.
We investigate the construction of a differential (Ax,Ay) involving plaintext bits as
represented by X and the input to the last round of the cipher as represented by y . We

shall do this by examining high likely differential characteristics where a differential
characteristic is a sequence of input and output differences to the rounds so that the
output difference from one round corresponds to the input difference for the next round.
Using the highly likely differential characteristic gives us the opportunity to exploit
information coming into the last round of the cipher to derive bits from the last layer of
subkeys.

As with linear cryptanalysis, to construct highly likely differential characteristics, we
examine the properties of individual S-boxes and use these properties to determine the
complete differential characteristic. Specifically, we consider the input and output
differences of the S-boxes in order to determine a high probability difference pair.
Combining S-box difference pairs from round to round so that the nonzero output
difference bits from one round correspond to the non-zero input difference bits of the
next round, enables us to find a high probability differential consisting of the plaintext
difference and the difference of the input to the last round. The subkey bits of the cipher
end up disappearing from the difference expression because they are involved in both
data sets and, hence, considering their influence on the difference involves exclusive-

ORing subkey bits with themselves, the result of which is zero.
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Discussion: Differential cryptanalysis is based on the fact that the algorithm is fixed and
the subkeys are fixed where subkeys and the algorithm in SSEA3 keep changing for

every plaintext block; therefore, differential cryptanalysis is not applicable.

3- Algebraic Attacks:

Typically, an algebraic attack consists of two steps.

1. Collecting step: The cryptanalyst expresses the cipher as a set of simple equations
in a number of variables. These variables include bits (or bytes) from the plaintext,
ciphertext and the key, and typically also of intermediate computation values and
round keys.

2. Solving step: the cryptanalyst uses some data input such as plaintext ciphertext
pairs, substitutes these values in the corresponding variables in the set of equations
collected in step 1 and tries to solve the resulting set of equations, thereby

recovering the key.

It does not come as a big surprise that SSEA3 can be expressed with elegant equations in
several ways. Whereas in many other cipher designs the structure is obscured by the
addition of many complex operations, in SSEA3 the inner structure is very simple and
transparent, clearly facilitating the expression of the cipher as a set of simple equations.
The key issue to be judged however is whether equations that look elegant to the

mathematician’s mind are also simple to solve.

The algebraic equation of SSEA3 has 768 unknown bits of the key which is impossible to

solve by equations of plaintext and ciphertext pairs.
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Discussion: Algebraic cryptanalysis is based on the fact that the algorithm is fixed and
the subkeys are fixed where subkeys and the algorithm in SSEA3 keep changing for every

plaintext block; therefore, algebraic attack is not applicable.

7.7 SSEA3 Attacks

We describe different attacks against SSEA3. It is secure against the following attacks:
7.7.1  Attack the PRNG

The adversary has no advantage to learn anything from the PRNG output since its output
is not on the communication channel.

7.7.2  Attack the Key Schedule

The attacker cannot apply the related key attack for the SSEA3 because the attacker does
not know whether the plaintext is encrypted with algorithm one or algorithm two. Also,
the attacker does not know the plaintext is encrypted with which subkeys group. Related
key attack contradicts with the design principle of SSEA3 which states that each plaintext
chooses one subkey group from 16 subkeys at each round of the encryption algorithm.

7.7.3  Attack Encryption Algorithm using Linear and Differential Cryptanalysis

The linear and differential cryptanalysis assumes that the key is fixed for the encryption
process which is not the case for SSEA3. Every plaintext is encrypted with different
algorithm and different subkeys group. Therefore, the cryptanalyst cannot apply the linear
and differential cryptanalysis over SSEA3.

7.7.4  Quantum Computer Attacks

The quantum computer can perform cryptanalysis on every ciphertext block using
Grover’s algorithm where the subkeys are fixed which is not the case for SSEA3 where
the subkeys are dynamic and the encryption algorithm is dynamic. Key length is 512 bits
to stop Grover’s quantum algorithm attack.

7.7.5  Supercomputer Attacks

The current fastest supercomputer system is the K computer which is ranked on the
TOPS00 list as the fastest supercomputer at 8.16 peta FLOPS. It consists of 68,544
SPARC64 VIIIfx CPUs. The system entered service in November 2012 with 864
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cabinets. It currently uses 68,544 2.0 GHz 8-core SPARC64 VIIIfx processors for a total
of 548,352 cores [171].

A supercomputer can perform no more than guessing the sequence of the output
controlling sequence of SSEA3. Therefore, supercomputer cannot break the SSEA3.

7.7.6  Attack on Synchronization

If SSEA3 is under miss synchronization attack, the SSEA3 will start with new keys and
new seeding for PRNG. The transmitter and receiver must initialize with the same seeding

and keys using preamble at the beginning of the secure session.
7.8 Comparison between SSEA3 and Standard AES-256 Block Cipher

Table 7.1, Comparison between AES-256 and SSEA3

No. Property AES-256 SSEA3
1 Speed Speed of 14 Rounds Speed of 3Rounds
2 Security Level 256 bits Key Length 512 bits key Length
3 No. of Algorithms One Two
4 Key Length 256 bits 512 bits
5 Design Size 14 Rounds for 3 Rounds for each
encryption and 14 algorithm and RC4
Rounds for Algorithm and Double
Decryption Size for Decryption
6 No. of Rounds 14 3
7 RC4 as PRNG No Yes
8 Key Schedule AES Key Schedule AES Key Schedule
9 No. of Subkeys at each 1 16
round
10 Gain No Exponential Gain when
increasing number of
rounds or number of
algorithms or number of
subkeys at each round
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11 Complexity 256 bits 512 bits and

(2'2X2'2X2X2"%%~ p)
possible combinations, P
is number of Plaintext
blocks

12 Cryptanalysis Yes Yes

13 Side Channel Attacks Yes No

14 Brute Force Attack Infeasible for attacker Infeasible for attacker

15 Synchronization Simple Hard

16 QC Attacks No Grover attack No Grover attack

7.9 SSEA3 Limitations

Larger Key Length:

SSEA3 uses two keys instead of one key in each session for the two encryption
algorithms.

Larger Time for Synchronization:

SSEA3 needs longer time for synchronization than the original AES-256 to setup
encryption keys from two keys and decryption keys to synchronize the transmitter and
receiver. This time is equal to double times of synchronization for AES-256 with one

key.

7.10 Summary

According to the characteristics of SSEA and its advantages, we could conclude
that SSEA family of architectures can resist QC attacks and linear and differential
cryptanalysis attacks. We choose to use SSEA3 as its security level is higher than the
security level of SSEA1 and SSEA2 and SSEA1 and SSEA2 have the same speed but
SSEA3 has a higher speed since it has only 3 rounds. SSEA3 decryption needs double
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size the encryption design size to allow the encryption speed to be same as the decryption
speed.

SSEA security level has exponential gain as the number of rounds increased or the
number of subkeys at each round increased or the number of algorithms increased. SSEA
is the first encryption algorithm that used the unpredictability principle to add PRNG to
the encryption design to hide which algorithm is used to encrypt the data or which subkey
is used at each round or to mask the output ciphertext with the encrypted bits stream from
RC4 stream cipher algorithm.

The results prove that: the architecture with the advantages of high speed and high
security level can be implemented for post-quantum cryptography. The SSEA
architecture is a strong barrier for cryptanalysis. Besides, each plaintext block is
encrypted with a different algorithm and different subkeys group which is an obstacle for
cryptanalysis.

In this chapter, we proposed a new encryption architecture which is called the spread
spectrum encryption architecture. This encryption architecture is based on the
unpredictability principle where we choose one subkey from 16 subkeys at each round
and two algorithms encrypt the plaintext blocks. Our newly designed

SSEA model is easily implemented in both software and hardware. This new

encryption architecture will be an essential architecture to the field of post-quantum

cryptography.
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CHAPTER 8

Hardware Implementation of Reliable Network Recovery from Base
Station Failure

In this chapter, the design and hardware implementation of the first component of
SurvSec security architecture, which is the reliable network recovery from base station
failure, is presented. The design and implementation of reliable network recovery from
base station failure was implemented on Arduino Uno microcontroller boards, the
transceivers used are X-Bee modules 1 mw series 1 and the motion detection sensor used
is the X-Band Doppler radar motion detection sensor. The X-Bee transceiver cannot be
connected directly to the Arduino Uno microcontroller board; therefore an X-Bee shield
card is used to connect between the X-Bee transceiver and the Arduino Uno board. The
motion detection sensor is connected to the Arduino Uno board. AES encryption
algorithm is implemented on Arduino Uno microcontroller board to encrypt the security
reports that are sent from the sensor nodes to the security manager and from the security
managers to the new base station. The reliable network recovery from base station
failure is hardware implemented to show its validity in real time implementation. Power
consumption of the received security report was measured to show that the reliable

network recovery from base station failure has low power consumption.
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8.1 Introduction

In this chapter, an introduction to hardware implementation for reliable network
recovery from base station failure is introduced. Section 8.2 presents the related work, the
requirements for the hardware implementation of reliable network recovery from base
station failure, the proposed system components, the specifications of the proposed
system components and the theory of operations for the proposed system components.
Section 8.3 presents the design and implementation of the proposed system. Section 8.4
presents the results and the evaluation metrics. Section 8.5 presents the comparison
between our work and previous works. Finally, section 8.6 presents the summary.
Appendix A presents the code of the transmitter, receiver, and AES encryption algorithm.

To the best of our knowledge, there is no scheme in the open literature which
addresses base station failure. The current security schemes proposed for wireless sensor
networks lack the ability of providing reliable network recovery in the case of base
station failure. This challenge is quite serious in case of mission critical deployments
such as deployments of surveillance wireless sensor networks in hostile environment. In
hostile environments, the probability of base station failure is high since, as a single point
of failure, it is the target for the adversary. Also, the time and efforts required to destroy a
base station is considerably less compared to what is needed to neutralize the actual
WSN. The objectives of the hardware implementation are first, the low power
consumption of transmitted and received security report which is measured and with
calculation the battery can work for one year and second, the validity of transmitter and
receiver code for reliable network recovery from base station failure.

The threats in the security report content are realized as follows:

1- The code of the attacks and threats are saved in a table and each attack has a unique
code in the table.

2- When the node discovers an attack, it tabulates this attack according to the table.

3- We assume that each node has a Local Intrusion Detection (LID) software to detect
the attacks.

4- When the attack is realized, the node sends the report to the security manager
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This section describes the steps for the hardware implementation as follows:

10-

Hardware design of reliable network recovery from base station failure is introduced.
Programming of the X-Bee Series 1 Transceivers [203] is done using the X-Bee
programmer board.

Writing down the code of the transmitter and the code of the receiver on the Arduino
Uno microcontroller boards is done.

Writing down the code of the AES encryption algorithm on Arduino Uno
microcontroller boards is done. The AES is used to encrypt and decrypt the security
reports sent from the sensor nodes to the security managers (SMs) and to encrypt and
decrypt the sent security reports sent from the security managers to the new BS.
Writing down the code of the motion detection sensor is done.

Hardware implementation for reliable network recovery from base station failure is
done using Arduino Uno microcontroller boards [204], X-Bee shields, X-Bee
transceivers, and X-Band Motion detection sensors [205].

Debugging the errors on the code is done to achieve the correct code for hardware
implementation of reliable network recovery from base station failure.

Hardware simulation of the proposed system on Arduino Uno simulator is done.
Measurements of the passing current on Arduino Uno board and the power
consumption of the sent security report is done.

Serial monitor software such as HyperTerminal is used to monitor the data
transmitted and received.

To the best of our knowledge, there is no contribution in the open literature

addressing the situation a user has to deal with from the time the BS fails to the time the

base station is operational again. Also, we have not found any research explaining how

the new BS can verify the trustworthiness of the existing sensor nodes. By lacking the

ability to verify the trustworthiness of the existing sensor nodes, a user has no choice but

to ¢

‘scrape” the existing deployment and proceed with a new one, despite the deficiencies

associated with this choice (e.g. high cost and long duration of having unreliable

coverage of the deployed WSN).
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This work is addressing this important issue and strives to provide practical
answers to this challenging problem. Based on this work, a new security architecture
called SurvSec is proposed. SurvSec is capable of maintaining security information even
during the BS failure periods. This is accomplished in two steps. The first step is storing
the security-related data until the recovery of the BS or the deployment of new BS. The
second step is sending the stored data to the recovered BS or the new BS after it is
authenticated

Furthermore, BS failure shows the importance of the continuous storage of the
security reports of the monitored security threats towards the WSN through securely
storing the security-related data of sensor nodes. The stored security-related data will be
sent to the new BS during the recovery process. These procedures will result in reliable
network recovery from base station failure and also, they will maintain the WSN lifetime
where physical attacks towards the BS specifically target the reduction of the WSN
lifetime.

Figure 8.1 shows the block diagram of the proposed system. The motion detection
sensor is connected to the Arduino Uno microcontroller board. The X-Bee transceiver is
connected to the shield card. The shield card is connected to the microcontroller board.
The X-Bee module is used to transmit the sensed data from the sensor nodes to the
security manager and to transmit the security report from the security manager to the new
base station and to transmit the security report from the sensor nodes to the security
managers. AES encryption algorithm is implemented on Arduino Uno microcontroller
board to securely transmit the security reports and the sensed data from the sensor node
transmitter side to the sensor node receiver side.

The receiver sensor node is connected to a PC through serial monitor program
which is HyperTerminal program to show the input ciphertext and the output original
plaintext. Serial monitor cable with MAX chip is used to monitor the received decrypted
data.

The decrypted data is compared with the original encrypted data to show the

validity of the hardware implementation of reliable network recovery form base station
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failure and to show the correctness of the AES code and the correctness of the transmitter

and receiver code.

SENSOR | MICROCONTROLLER | .
=2 With AES Algorithm  [———=> X-Beeshield J

——
J/

Motion Detected  Input Data or Security Report
Encrypted Data

Transmitter Side X-Bee Antenna J

Ciphertext
Receiver Side X-Bee Antenna J
Original
PC MICROCONTROLLER X-Bee shield
With AES Algorithm
Decrypted Data

Figure 8.1, The Proposed System Block Diagram
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Figure 8.2, Arduino Uno Board Interconnections

Figure 8.2 shows the transmitter side or the receiver side. The Arduino Uno
microcontroller board is connected to the shield card. The shield card is connected to
the X-Bee Transceiver module. The X-Bee transceiver module is 1 mw Series 1. The
Arduino Uno board is powered by PC via USB cable or from AC adaptor or from 9
V Battery. The Arduino Uno board is connected to X-Band Doppler radar motion

detection sensor.
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Figure 8.3, Proposed System Transmitter and Receiver
Figure 8.3 shows the transmitter and receiver components. The transmitter is
composed of Arduino Uno microcontroller board, Shield card, X-Bee transceiver 1mw
series 1 module, X-Band Doppler Radar motion detection sensor and AC adaptor power
supply. The receiver is composed of Arduino Uno microcontroller board, Shield card, X-

Bee transceiver 1mw series 1 module, AC adaptor power supply, serial monitor cable and
MAX chip.

8.2 Proposed System Components

This section introduces the related work, the requirements for hardware
implementation, the proposed system components and its specifications and finally

the theory of operation for the system components.
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8.2.1 Related Work

A surveillance WSN can be hardware implemented using motes or using
Arduino Uno microcontroller boards. A sensor node, also known as a mote, is a node
in a wireless sensor network that is capable of performing some processing,
gathering sensory information and communicating with other connected nodes in the
network. A mote is a node but a node is not always a mote. It was chosen to
hardware implement the proposed surveillance WSN on Arduino Uno
microcontroller boards to fully control all the hardware of the node. Surveillance
WSN for battlefield or borders is previously hardware implemented as works

discussed in [1, 2, 3, 5].

Transceiver

Sensor 1

Y

. E
Micro-controller [ — 1 ADC

T * Sentor 2

External Memory

23JN05 J3Mod

Figure 8.4, The Typical Architecture of the Mote

There is no previous hardware implementation works for reliable network recovery from

base station failure. The proposed work is the first work that addresses the reliable

network recovery from base station failure.

8.2.2 Requirements for Hardware Implementation

This section summarizes the most important requirements for the hardware
implementation of reliable network recovery from base station failure which are the

followings:
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1. Processing Power: the processing power and data storage of WSN nodes are

considerably limited and require the use of computational efficient algorithms (for
the energy saving purposes) and small software footprints (for the memory saving
codes purposes).

2. Reliability: it is very important to have the network work without any human
involvement/intervention. This is because the whole or part of the network might
be located at inaccessible sites where sensor nodes are deployed unattended as
well as humans might not have the capacity to identify and respond to very time-
sensitive critical messages in due time such as the case of WSN deployed around
a very sensitive military-related facility. In this case there is not much margin for
failure.

3. Power Supply: the energy reserves available to a WSN node are generally very
limited derived from 2-3 AAA batteries. Nodes are expected to run for extended
periods of time vary from (1 - 2 years) on this internal energy reserve. Thus the
design should be energy efficient.

4. Cost: the cost of WSN deployments must not be adversely impacted by the
inclusion of security services as the cost is often a major factor for WSN
technology.

5. Scalability: the design of any security architecture composed of security
components which must ensure network scalability. Network scalability must be
preserved in order to allow for all future expansions of the WSN.

8.2.3 Proposed System Components and their Specifications

This sub-section describes the proposed system components which are nine components
and their specifications and features to be used for the hardware implementation of

reliable network recovery from base station failure.
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Table 8.1, The Proposed System Components

No. Item Quantity
1 Max Chip 1
2 Serial Monitor Cable 1
3 X-Bee 1mw Series 1 Module 2
4 Arduino X-Bee Shield 2
5 X-Bee USB Programmer 1
6 X-band Motion Detection 1

sensor
7 Arduino UNO 2
Microcontroller Board
8 USB cable 2
9 Mini USB cable 1

8.2.3.1 X- Band Doppler Radar Motion Detection Sensor

The X-Band Motion Detection Sensor that is shown in Figure 8.5 is a common
ingredient in security systems, automatic lighting, and automatic door openers. It can
detect movements in a room, yard, or even on the other side of a wall. It is a Doppler
radar sensor that operates in the X-band frequency at 10.525 GHz. It indicates
movements with oscillations using its high/low output. Sensitivity is manually adjusted

with a potentiometer on the back of the device, offering direct line of sight detection from

roughly 8 ft to slightly over 30 ft (2.4 m to 9 m).
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Figure 8.5, The X-Band Motion Detection Sensor Dimensions [205]
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Figure 8.6.a, Control Board [205]
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Figure 8.6, The X-Band Motion Detection Sensor Schematic

The X-Band Motion Detection Sensor module is constructed of two boards
connected together as shown in Figure 8.6. The two boards are a control board, and the
antenna PCB with the Doppler sensor. Its block diagram is shown in Figure 8.6. When
the enable pin is either held high or left floating, the control board cycles the Doppler
sensor’s power at 2 kHz, 4% duty cycle.

The Doppler sensor’s 10.525 GHz oscillator signal is routed to the transmit
antenna, and also to a mixer diode where it’s IF output contains signals with the sum and
difference of the transmitted and received frequencies along with components of the
original signal and some harmonics. The difference between signal’s frequency that
results from mixing the outgoing and returning signal frequencies is the important
component. It oscillates at a frequency corresponding to how much the returning signal
has been either compressed or stretched as a result of the Doppler Effect that an object

has on the signal as the object moves toward or away from the sensor.

8.2.3.2 X-Bee 1 mw Series 1 Transceiver

The Digi X-Bee 1 mw Series 1 transceiver 802.15.4 modules are the easiest-to-
use, most reliable and cost-effective RF devices. The X-Bee transceiver 802.15.4

modules provide two friendly modes of communication; a simple serial method of
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transmit/receive or a framed mode providing advanced features. X-Bees Transceiver is
ready to use out of the package, or it can be configured through the X-CTU program
utility. The transceiver is controlled by the Arduino Uno microcontroller. These modules
can communicate point to point as in Series 1, from one point to multipoint as in Series 2,

or in a mesh network as in Series 2.

Figure 8.7, The X-Bee 1 mw Series 1 transceiver 802.15.4 Module [203]

The X-Bee module is chosen according to the comparison between Series 1 and
Series 2 modules. We only need to choose an antenna style (chip or wire) and power
level (Imw for up to 300ft and 60 mw for up to 1 mile). Our proposed system assumes
point to point communication between the two X-Bee transceivers modules. Figure 8.7
shows the X-Bee 1 mw series 1 module.

The two most common RF radios that are available from Digi are the X-Bee
Series 1 and the X-Bee Series 2. The Series 1 and Series 2 modules are quite similar, but
selection of a module should be based upon application specific needs. All X-Bee radios
have the same footprint and for the most part are pin for pin compatible (with a few
differences in the placement of ADC/IO lines), but are NOT interoperable. Series 1 and
Series 2 use different application profiles, which are unique to each radio family. They
can however, use the same RS232 or USB interface boards.

Series 2 X-Bee "ZigBee" modules is the PRO Series 2 ZigBee protocol 63mW
with wire antenna. It is good for point-to-point, multipoint and mesh networks. This

module is a little more difficult to get going than the Series 1. You must set up a
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"coordinator" module so they are not as plug-and-play. Series 2 modules cannot talk to

Series 1 modules so if you already have some S1 type X-Bees you may want to stick with

them. The S2 modules are not necessarily 'better' than S1 for many projects. They are just

different as they use the "ZigBee" wireless stack instead of the 802.15.4. This makes

them better for low power usage and advanced users who want a mesh topology (many

X-Bees in a spread-out configuration) but they are more difficult to use for basic point-to-

point setups.

Table 8-2, Comparison between X-Bee Series 1 and X-Bee Series 2

X-Bee Series 1

X-Bee Series 2

Filtration Options

Source/Destination

1 Indoor/Urban range up to 100 ft. (30m) up to 133 ft. (40m)
2 | Outdoor RF line-of-sight
up to 300 ft. (100m) up to 400 ft. (120m)
range

3 | Transmit Power Output 1 mw 63 mw
4 RF Data Rate 250 Kbps 250 Kbps
5 Receiver Sensitivity -92dbm (1% PER) -98dbm (1% PER)
6 Supply Voltage 28-34V 28-3.6V
7 |Transmit Current (typical) 45 mA (@ 3.3V) 40 mA (@ 3.3V)
8 Idle/Receive Current

. 50mA (@ 3.3V) 40 mA (@ 3.3 V)

(typical)
9 Power-down Current 10 uA 1 uA
10 Frequency 2.4 GHz 2.4 GHz
11 Dimensions 0.0960" x 1.087" 0.0960" x 1.087"
12 | Operating Temperature -40 to 85 C -40 to 85 C
13 ) PCB, Integrated Whip, U.FL,| PCB, Integrated Whip, U.FL,
Antenna Options
RPSMA RPSMA
14 ) Point to point, Star, Mesh ' .
Network Topologies ] o Point to point, Star, Mesh
(with Digi Mesh firmware)

15| Number of Channels |16 Direct Sequence Channels| 16 Direct Sequence Channels
16 PAN ID, Channel & PAN ID, Channel &

Source/Destination
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802.15.4: X-Bee Series 1 comes standard with 802.15.4 firmware for point-point
or star topology. This mature firmware offers ADC (analog-to-digital conversion) inputs,
and digital and analog I/O line passing. The 802.15.4 X-Bee is significantly faster than
ZigBee; RF latency can generally be calculated in 802.15.4. Throughput is also much
higher; a practical maximum throughput is around 80kbps.

ZigBee: X-Bee Series 2 does not offer any 802.15.4-only firmware; it is always
running the ZigBee mesh firmware. The ZigBee X-Bee excels in very low-power
scenarios, when configured as an End Device, this module has the lowest current draw of
any Digi RF product. However, the infrastructure of a ZigBee network is more complex
and requires more configurations to fully implement. The main benefit of a ZigBee X-
Bee is third-party device support and deep integration with the Device Cloud by
Etherios and Digi gateway products.

The shield cards provide several advantages to the X-Bee modules such as
friendly standard 0.1 inch pin spacing, mounting holes, and easy-to-solder connections. If
you are communicating point-to-point, we still recommend that you always have at least
one X-Bee USB programmer so you can easily configure and test each X-Bee module

prior to putting it in a point-to-point application.

Features

Parallax support.

Wire antenna.

e  Cross-compatibility with other 802.15.4 X-Bee modules.

e Low-power sleep modes.

100 ft (30 m) indoor/urban range and 300 ft (100 m) outdoor line-of-sight range.

Configured with API or AT commands, local or over the air 8 digital I/O and 10-
bit ADC inputs.

802.15.4 Network topology.

Multiple antenna options.
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Applications

Wireless data acquisition.
Remote signal beacon for adventure seekers.
Remote industrial monitoring.

Lighting control.

Key Specifications

Up to 115.2 kbps interface data rate.

2.4 GHz frequency band.

Industrial temperature rating (-40C to 85C).

Transmit power 1 mw (+0 dBm).

Supply voltage 2.8 - 3.4 V DC; transmit current 100 mA; receive current 50 mA.

Power-down current <10 uA.

8.2.3.3 X-Bee Programmer

This is a simple to use USB to serial base unit for the X-Bee transceiver. This unit works

with all X-Bee modules including the Series 1 and Series 2, standard and Pro version.

Plug the X-Bee module into the X-Bee programmer, attach a mini USB cable, and you

will have direct access to the serial and programming pins on the X-Bee unit. The X-Bee

programmer board is shown in Figure 8.8. The X-Bee programmer is used with the X-

CTU software to program the X-Bee modules as coordinator and end device.
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Figure 8.8, The X-Bee Programmer [203]

8.2.3.4 X-CTU Program

The X-CTU program is used to program the X-Bee modules after connecting the
programmer board with the PC through the Mini USB cable. First, we select the Com
Port at which the X- Bee module is located. Second, we press Test/Query bottom to

assure the right assignment to the module.

The X-CTU program has a Modem Configuration button to program the X-Bee
modules. The library of the X-CTU software should be updated before the programming
takes place. There are two methodologies to program the X-Bee modules, first
methodology is through AT commands and the second methodology is through the API

commands.

We choose to program the X-Bee modules through the AT commands. Figure 8.9
shows the interface of the X-CTU program.
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Figure 8.9, The X-CTU Program used to Program the X-Bee Modules

&.2.3.5 Arduino Uno Microcontroller Board

The Arduino Uno board is a microcontroller board based on the Atmel
microcontroller ATmega328 as shown in Figure 8.10. It has 14 digital input/output pins
where 6 pins can be used as Pulse Width Modulation (PWM) outputs, 6 pins can be used
as analog inputs, one pin can be used as a 16 MHz crystal oscillator, one pin can be used
as a reset button, a USB connection, and a power jack. It contains everything needed to
support the microcontroller; simply connect it to a computer with a USB cable or power

it with a AC-to-DC adapter or battery to get started.
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Figure 8.10, The Arduino Uno Microcontroller Board [204]
Features

e Microcontroller: ATmega328

e Operating Voltage: 5V

e Input Voltage (recommended): 7-12V

e Input Voltage (limits): 6-20V

e Digital I/O Pins: 14 (of which 6 provide PWM output)
e Analog Input Pins: 6

e DC Current per I/O Pin: 40 mA

e DC Current for 3.3V Pin:50 mA

e Flash Memory: 32 KB (ATmega328) of which 0.5 KB used by boot loader
e SRAM: 2 KB (ATmega328)

e EEPROM: 1 KB (ATmega328)

e Clock Speed: 16 MHz
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8.2.3.6 Arduino Uno Software

The Arduino Uno software is a software program that runs C programming
language that is used to write down the code on the Arduino Uno microcontroller board.
The code refers to the code of the motion detection sensor, the code of the transmitter, the
code of the receiver and the code of the AES encryption algorithm. Figure 8.11 shows the
interface of Arduino Uno software.

sketch_jun15a | Arduino 1.0.3 I 5 |

File Edit Sketch Tools Help

sketch_juntSa

Arduing Uno on COMM20

Figure 8.11, The Arduino Uno Software
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After writing down the C code, it’s verified, debugged, and then uploaded to the

microcontroller to test its validation.

8.2.3.7 X-Bee Shield Card

The serial pins (DIN and DOUT) of the X-Bee Transceiver are connected to the
Arduino Uno microcontroller board through the shield card as shown in Figure 8.12
which allows the programmer to select a connection to either the UART pins (DO, D1) or
any digital pins on the Arduino Uno microcontroller board (D2 and D3 default). Power is
taken from the 5V pin of the Arduino Uno board and regulated on-board to 3.3VDC
before being supplied to the X-Bee Transceiver. The shield also takes care of level
shifting on the DIN and DOUT pins of the X-Bee Transceiver. In the latest revision the
diode level shifter is replaced with a more robust MOSFET level shifter.

The board also includes LEDs to indicate power and activity on DIN, DOUT,
RSSI, and DIOS pins of the X-Bee Transceiver. The Arduino Uno board reset button is
brought out on the shield, and a 9x11 grid of 0.1" holes are available for prototyping. The

shield does not come with headers installed.

Figure 8.12, The X-Bee Shield Card [204]
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Features

® Mounts directly onto your Arduino.

* DIN and DOUT pins of X-Bee can be connected to either the UART pins or any digital
pin on the Arduino Uno board (D2 and D3 default).

* 3.3V power regulation and MOSFET level shifting on-board.

* Ox11 grid of 0.1" spaced prototyping holes.

* Reset button brought out to shield.

» Power, DIN, DOUT, RSSI and DIOS5 indicator LEDs.

8.2.3.8 Arduino Uno Board Power Supply

The Arduino Uno Board is powered by three ways, the first way is by the PC
through USB cable, the second way is by AC Adaptor and the third way is by 9 V
Battery.

In this work an AC Adaptor was chosen to power the Arduino Uno board.

8.2.3.9 Serial Monitor Cable with MAX Chip

Serial monitor cable has two terminals one of them is USB port and the other port is
serial port. It is connected between the USB port of the computer and the MAX chip. The
MAX chip converts between 12 V from the computer to 5 V at the Arduino Uno board.
The MAX chip is connected to the receiver board at the Arduino Uno board.

Features and Benefits of Serial Monitor Cable
o Compatible with USB 2.0
e 12 Mbps USB data rate

e 921.6 Kbps maximum baud rate for super fast data transmission
e Drivers provided for Windows
e DB9 male connector for RS-232

o LEDs for indicating USB and TxD/RxD activity
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Figure 8.13 shows the USB Serial monitor cable. Figure 8.14 shows the Serial port

connection.

Figure 8.13, The Serial Monitor Cable [204]
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Figure 8.14, The Serial Port [204]
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8.2.3.10 HyperTerminal Program

The HyperTerminal program is the software that is used with the serial monitor
cable and MAX chip to monitor the output decrypted ciphertext from the receiver.
HyperTerminal is a serial monitor software with windows platform only.

HyperTerminal is used with the COM Port that is connected with the Arduino
Uno Receiver board to monitor the output from the receiver board and compare it with
the input plaintext at the transmitter side. Figure 8.15 shows the interface of

HyperTerminal program.

“& moh - HyperTerminal
File Edit “iew Call Transfer Help

Connected 00:00: 16 Auto detect | Auto detect HUM

Figure 8.15, The HyperTerminal Serial Monitor Program
8.2.4 Theory of Operation for the Proposed System Components

This sub-section describes the theories of operation that are used in the proposed
system to allow correct configuration and programming to the proposed components.
These theories of operation are concerned with the Doppler Radar Motion Detection

Sensor, the Arduino Uno microcontroller board, and the HyperTerminal software.
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8.2.4.1 Theory of Operation for Motion Detection Sensor

Motion in the detection area causes oscillations at the module OUT pin, which
can be detected by a microcontroller. The front of the device is the antenna PCB, a
printed circuit board surface with a module that transmits and receives antennas which is
shown in Figure 8.16.The device should be oriented so that this surface faces the
detection area. When the enable (EN) pin is held high or left floating, the device takes
brief, periodic, low power Doppler radar measurements. The frequency of the high/low

signals the output (OUT) pin transmits corresponds to the speed of the motion.

Figure 8.16, Motion Detection Antenna [205]

The X-Band Motion detection range can be adjusted by turning the Sensitivity
potentiometer on the back of the device. The “motion/no motion” threshold constant
‘Move Threshold’ in each example program can also be adjusted, which allows it to
ignore small or brief, quick motions. The Larger Move Threshold values require more
motion (larger values in the ‘cycles’ variable) to trigger a detection; smaller values
require less motion to trigger a detection. The device’s sensitivity may vary with different
kinds of walls and window blinds. For example, direct line-of-sight detection can be

adjusted from approximately 8 to slightly over 30 ft (2.4 m to 9 m). The sensor will still
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be effective through walls and windows, but not through conductive metals, and testing
for the conditions under which it will be used is recommended.

The device’s sensitivity also varies with the object’s angle, which in turn varies
with the antenna radiation plots in Figure 8.17. It is most sensitive to objects directly in
front of the antenna PCB which corresponds to an angle of 0°as shown in Figure 8.17.

Sensitivity is maximized in the areas where the plot is between the two outermost
circles. This is the region between 0 dB (full power signal) and -3 dB (half power signal).

For example, on the horizontal plane, the antenna’s radiation pattern stays above
half power from approximately 300 degrees to just over 45 degrees.

In the vertical plane, the half-power beam width ranges from about 340 to 20
degrees. Keep in mind that angles corresponding to larger —dB values (closer to the
center of a graph) indicate that the object will have to be closer to the device for it to
detect motion.

So, the sensor will still detect motion at angles outside these half-power beam

widths, just at a closer range.

Horizontal Vertical

Figure 8.17, Motion Detection Sensor Antenna Radiation Pattern [205]

The Doppler sensor’s IF terminal passes the signal to the control board, where a
low pass filter removes all the higher frequency signals and leaves behind the difference
signal. This signal passes through an amplifier whose gain can be adjusted by the control

board’s potentiometer, and can be monitored by probing the test point, which is a plated
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hole labeled TP. The TP signal passes though a comparator, which transforms the signal
with the difference frequency to a high/low digital output. The difference signal’s
frequency is related to the component of the object’s speed toward or away from the

sensor by this equation:
F
F,=2V —cosf
C

Where:

F4 = Difference frequency (sometimes referred to as Doppler frequency).
V = Velocity of the target.

F; = Transmit frequency.

¢ = Speed of light at 3 x 108 m/s.

0 = Motion direction angle deviation from perpendicular to the antenna PCB.

In contrast to speed guns, which use a wave guide to direct the antenna radiation pattern,
the X-Band Motion Detector’s antenna has a wide radiation pattern to convert velocities
from multiple points to oscillations that notify the microcontroller that movement was
detected. This device is designed to detect motion, not to determine speed of a moving
object. However, an application may still use a rearranged version of the F4 equation to
determine speed provided everything else in the detection area stays still. The test code

for the X-Band Motion Detector is explained in Appendix A.

8.2.4.2 Theory of Operation for the Arduino Uno Microcontroller Board

The Arduino Uno is a microcontroller board based on the ATmega328
microcontroller. Arduino is an open-source electronics prototyping platform based on
flexible, easy-to-use hardware and software. It is intended for designers, hobbyists, and

anyone interested in creating interactive objects or environments.
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Arduino can sense the environment by receiving input from a variety of sensors
and can affect its surroundings by controlling lights, motors, and other actuators. The
microcontroller on the board is programmed using the Arduino programming language
(based on Wiring) and the Arduino development environment (based on Processing).
Arduino projects can be stand-alone or they can communicate with software running on a
computer.

The boards can be built by hand or purchased preassembled; the software can be
downloaded for free. The hardware reference designs (CAD files) are available under an
open-source license; and are free to be adapted according to the needs.

Steps to start with the Arduino Uno board:

I-  Get the Arduino Uno board and the USB cable.
2-  Download the free Arduino Software.

3-  Connect the board to the PC.

4-  Install the driver of the board.

5-  Launch the Arduino Application.

6-  Open the blink example.

7-  Select your board.

8- Select your serial port.

9-  Upload the program.

8.2.4.3 Theory of Operation for HyperTerminal Program

HyperTerminal is a program that you can use to connect hardware to the PC.
HyperTerminal (also known as Hyper Term) is a communications and terminal emulation
program that comes with the Windows operating system, beginning with Windows 98.

HyperTerminal can be used to set up a dial-up connection to another computer
through the internal modem using Telnet or to access a bulletin board service (BBS) in
another computer.

It can also be used to set up a connection for data transfer between two computers
(such as your desktop computer and a portable computer) using the serial ports.

HyperTerminal can be used for serial-port control of external devices or systems such as
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scientific instruments, robots, or radio communications stations. HyperTerminal can also

be used as a troubleshooting tool when setting up and using a modem. Commands can be

sent through HyperTerminal to make sure that the modem is connected properly.

The Arduino Uno board is interfaced to a HyperTerminal session by following the next

steps:

I- Open HyperTerminal.

2- Create a connection called "Arduino".

3- Select the proper port (the Arduino is set to COM20 on my machine).

4- Configure the port: Set the baud rate to 9600, the bits to 8, parity to none, stop bits to
1, and flow control to none.

You are done. Only what the Arduino sends back will be printed on screen.

8.3 Design and Implementation of the Proposed System

In this section, the design and implementation of the proposed system is
introduced. This section is concerned with the programming of the microcontroller board,
the motion detection sensor program, programming the microcontroller at the transmitter
side with the transmitter code, programming the microcontroller at the receiver side with
the receiver code, programming the microcontroller at the transmitter side and the
receiver side with the AES encryption algorithm, configuring the X-Bee transmitter using
X-CTU software, configuring the X-Bee receiver using X-CTU software and finally
providing the interconnections between the serial monitor cable and the Arduino Uno

board at the receiver.

8.3.1 Security Report Content

We assume that the security report content is the following fields: count which is
the number of threats at the sensor node and it is 8 bits, the time which is 24 bits, attacked
node ID which is 16 bits, node reputation which is 8 bits, replica number which is 8§ bits,
attack ID which is 8 bits and data integrity which is 32 bits. The size of the security
report for one attack is 104 bits.
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Table 8.3, Security Report Content

Field First Second Third Fourth Fifth Field Sixth Seventh
Field Field Field Field Reputation Field Field

Count Time Attack | Attacked Replica Data
ID Node ID Number | Integrity
Data 8 bits 24 bits 8 bits 16 bits 8 bits 8 bits 32 bits

Size

8.3.2 Programming the Arduino Uno Microcontroller

The Arduino Uno board is a microcontroller board based on the ATmega328
microcontroller. Two Arduino Uno boards are used; one of them is used at the transmitter
side and the other is used at the receiver side. The board can be powered by connecting it
to a PC through USB cable or by connecting it to an AC adaptor or by connecting it to a 9
V battery.

The Arduino Uno board at the transmitter side is connected to X-Band motion
detection sensor, shield card and the X-Bee 1 mw Series 1 Transceiver is connected to the
shield card.

The Arduino Uno board at the transmitter has three codes; the motion detection
sensor code, the transmitter code and the AES encryption algorithm code.

The Arduino Uno board at the transmitter has two inputs; the input from the
motion detection sensor and the input from the security report which is 104 bits for each
threat.

The Arduino Uno board at the receiver side is connected to shield card and the X-
Bee 1 mw Series 1 Transceiver is connected to the shield card. The receiver is connected
to a PC through serial monitor cable.

The Arduino Uno board at the receiver has two codes; the receiver code and the

AES encryption algorithm code.
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The Arduino Uno board at the receiver has two outputs; the output represents that

a motion is detected and the output from the security report which is 104 bits for each

threat.

8.3.3 Programming the Microcontroller with the Motion Detection Sensor Code

The X-band motion detection sensor as shown in Figure 8.19 has four legs which
are connected to the Arduino Uno microcontroller board as shown in Figure 8.18

according to the motion detection program in Appendix A;

e Pin GND at Sensor === Pin GND at Arduino board
e Pin ENABLE at Sensor === Pin # 8 at Arduino board
e Pin OUT at Sensor === Pin # 7 at Arduino board
e Pin5V at Sensor === Pin 5 V at Arduino board

Figure 8.18, Interconnections between Arduino Uno Board and Motion Sensor
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Figure 8.19, Motion Detection Sensor Connection with Arduino Uno Board [205]

The sensor is controlled by the Arduino Uno microcontroller board. The X-band

motion detection sensor uses the Doppler Effect which means that it sends a band of
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frequencies towards the watched area and receives these frequencies again to calculate
the shift between the transmitted and received frequencies due to a motion in the
surveillance area. After collecting the motion data, the sensor now will pass these data to
the microcontroller which in turn will encrypt the messages using the AES algorithm.

The code that controls the motion detection sensor on the Arduino Uno microcontroller
board is shown in Appendix A.

8.3.4 Programming the Microcontroller with the Transmitter Program

The transmitter collects the sensed data from the motion detection sensor and the
security report that contains the threats where the fields of the security report are the
following: count which is 8 bits; time which is 24 bits; attacked node ID which is 16 bits;
node reputation which is 8 bits; replica number which is 8 bits; data integrity which is 32
bits and attack ID which is 8 bits. The total security report for one threat is 8§ + 24 + 16 +
8 +8+ 32+ 8 =104 bits

Two problems were encountered at the transmitter. The first problem is that the
transmitter sends the data in ASCI format. The second problem is that the transmitter
does not have a start frame.

The two problems are solved. The first problem is solved by allowing the
transmitter to send in ASCI format then the receiver changes the input data from ASCI
format to binary format to return the original plaintext.

The second problem is solved by inserting a start frame before the transmission.
This start frame 1s “A” frame. At the receiver side, the receiver starts to receive with “A”
frame then the sent data.

The transmitter encrypts the sensed data or the security report with AES
encryption algorithm to send the data encrypted.

The receiver receives the data in ASCI format then converts it to binary format
then decrypts the data using AES encryption algorithm.

The code of the transmitter is shown in Appendix A.
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8.3.5 Programming the Microcontroller with the Receiver Program

The receiver which is a security manager received the sent data but at first the
receiver received the “A” frame which is the start frame from the transmitter.

The receiver converts the received data ASCI format to binary format then the
receiver decrypts the received data using the AES encryption algorithm.

The code of the receiver is in Appendix A.
8.3.6 Programming the Microcontroller with AES Encryption Algorithm
The code of the AES encryption algorithm at the transmitter and receiver is shown in
Appendix A.

8.3.7 Programming X-Bee Transceiver with Programmer Board and X-CTU Program

Both the X-Bee transmitter and the X-Bee receiver are programmed using the
programmer board which is connected to the PC through the Mini USB cable and the X-
CTU program.

8.3.7.1 Programming the X-Bee Transmitter

The transmitter X-Bee will be programmed to be a coordinator X-Bee with
Personal Area Network of 1111 and the destination addresses high and low will be
programmed from the back of the receiver X-Bee module using X-CTU program as

shown in Figure 8.20.
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Figure 8.20, X-Bee Transmitter as Coordinator

8.3.7.2 Programming the X-Bee Receiver

The receiver X-Bee will be programmed to be an End device X-Bee with Personal
Area Network of 1111 and the destination addresses high and low from will be
programmed from the back of the transmitter X-Bee module using X-CTU program as

shown in Figure 8.21.
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Figure 8.21, X-Bee Receiver as End Device

8.3.8 Connection of Serial Monitor Cable and MAX Chip with the Arduino Uno Board

The serial monitor cable is connected to the MAX chip and the MAX chip is
connected to the Arduino Uno microcontroller board as shown in Figure 8.22; The MAX

chip converts from 12 Volt at the computer side to 5 Volt at the Arduino Uno board.
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e Pin GND at MAX Chip =====>> Pin GND at Arduino board
e Pin TX at MAX Chip === Pin# 11 at Arduino board
e Pin5V at MAX Chip === Pin 5 V at Arduino board

Figure 8.22, Interconnections between Arduino Board and Serial Monitor Cable

8.4 Results and Evaluation Metrics

This section shows the evaluation metrics for the proposed system and the results
from the proposed system.
8.4.1 Evaluation Metrics
1- Security Report Size
The security report size is 104 bits for each threat.
2- Passing Current at the Receiver from the Security Report

The current is measured from the USB port at the receiver side. The USB port
connects between the Arduino Uno board and the PC.

3- Power Consumption at the Receiver from the Security Report

The power consumption at the receiver side from the security report is the
multiplication of the passing current and the input voltage.

8.4.2 Results

The results of the hardware implementation for reliable network recovery from
base station failure is shown in two folds; the measurements of the passing current at the
Arduino Uno microcontroller board at the receiver side and the measurements of the

power consumption at the receiver side for the received security report.
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8.4.2.1 Measurements of Passing Current at the Receiver from the Security Report

The passing current is measured at the receiver from the USB port. The passing current is

100 mA. Figure 8.23 shows the measurement of passing current at the USB port.
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Figure 8.23, Measurement of the Passing Current at Receiver

8.4.2.2 Measurements of Power Consumption at the Receiver from the Security Report

The power consumption is the multiplication of the passing current and the input
voltage. The measured power consumption is at receiver which is the security manager.

The sent data for one threat is 104 bits. The power consumption is 5 V multiplied
by 100 mA which is equal to 500 mw. For 1 second, the energy consumption is 500 mille
Joule.

We test the proposed model with 1A.Hour battery. The battery can remain for
1A.Hour/100mA which is equal to 10 Hours. For large network, we assume that the total
threats reported at a security manager are 25 threats in a day therefore; we can send the

threats in 25 Seconds for one day. The transmitted data current is variable according to
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the distance between the sensor node which is transmitter and the security manager which
is the receiver. The transmitted data current is from 100 mA to 300 mA. For the received
data at the security manager, the battery can remain for 10H/25 Seconds/day which is
equal to 360X4 days. If the transmitted data power consumption is three times the power
consumption of the received data, therefore; the battery can remain for 360 days which is
low power consumption. The transmitter can send four threats in one second which is the
maximum transmitted data from the transmitter.

8.4.2.3 Plaintext Input Data to Transmitter

Security Report Message From Sensor Node
1182032101010289101100000000000000000000000000000000000000000000000000043

Figure 8.24, Security Report Content Input to Transmitter

Figure 8.24 shows the security report content which is 1 then 18 then 20 then 32 then
10 then 10 then 10 then 2 then 8 then 9 then 10 then 11 where 1 is the count, 18 is
the hours and 20 is the minutes and 32 is the seconds, 10 is the attack ID which is
Sybil attack, 10 is the attacked node ID, 10 is the replica number, 2 is the reputation
of the node and 8 then 9 then 10 then 11 are the data integrity of the security report.
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8.4.2.4 Ciphertext Output Data from Transmitter

Security Report Message From Sensor Node
1182032101010289101100000000000000000000000000000000000000000000000000063
Security Report Ciphered Message

<46 10455 13111622761 71 16023313193 53 77 9 25560 16914025119 1271941571721191750 514841 55 20143 80 12422560 11042 22520341 15970 12 13711212910 11857 78 85 53 23395 14

Figure 8.25, Ciphertext Data Output from Transmitter

Figure 8.25 shows the security report ciphered message which is the ciphertext output

from the transmitter.

8.4.2.5 Data at Receiver Output

Recieved Security Report Ciphered Message

<46 10455 13111622761 71 16023313193 53 77 9 25560 16914025119 1271941571721191750 514841 55 20143 80 12422560 11042 22520341 15970 12 13711212910 11857 78 85 53 23395 14

Figure 8.26, Ciphered Security Report Input to Receiver

Figure 8.26 shows the input ciphered security report at the receiver which is equal to the

ciphered security report at the output of the transmitter.

231



Recieved Decrypted Security Heport Message

1,18,20,32,10,10,10,2,8,9,10,11,0,0,0,0,
Recieved Security Report Ciphered Message

£05523718412372242222328437116731613635
Recieved Decrypted Security Report Message

1,18,20,3,10,10,10,2,8,9%,10,11,0,0,0,0,
Recieved Security Report Ciphered Message

£805523718412372242222328437118731613635
Recieved Decrypted Security Report Message

1,18,20,3,10,10,10,2,8,9%,10,11,0,0,0,0,
Recieved Security Report Ciphered Message

£05523718412372242222328437116731613635
Recieved Decrypted Security Report Message

1,18,20,32,10,10,10,2,8,9,10,11,0,0,0,0,
Recieved Security Report Ciphered Message

£05523718412372242222328437116731613635
Recieved Decrypted Security Report Message

1,18,20,3,10,10,10,2,8,9%,10,11,0,0,0,0,
Recieved Security Report Ciphered Message

£805523718412372242222328437118731613635
Recieved Decrypted Security Report Message

1,18,20,3,10,10,10,2,8,9%,10,11,0,0,0,0,
Recieved Security Report Ciphered Message

£05523718412372242222328437116731613635
Recieved Decrypted Security Report Message

1,1%&%,20,32,10,10,1,2,8,9%,1,11,0,0,0,0,

Autoscrol Na line ending

Figure 8.27, Security Report Output at Receiver

Figure 8.27 shows the decrypted security report at the receiver output which is equal to
the input security report at the transmitter input.

8.5 Comparison between our Work and Previous Works

To the best of our knowledge, there is no scheme in the open literature that
addresses the base station failure. The current security schemes proposed for wireless
sensor networks lack the ability to provide reliable network recovery in the case of base
station failure.

The power consumption of the received security report is 500 mw which is low power
consumption. This enables the security manager to receive and send security reports

without affecting the lifetime of the security manager.
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8.6 Summary

The design and hardware implementation of reliable network recovery from
base station failure was implemented on Arduino Uno microcontroller boards. The
Transceiver used is X-Bee 1 mw series 1 module. The motion detection sensor is X-
Band Doppler Radar motion detection sensor. The X-Bee transceivers are
programmed using programmer board and X-CTU program. The output data was
monitored using serial monitor cable and HyperTerminal Program. The code of the
transmitter, the code of the receiver and the AES encryption algorithm code were
done on Arduino Software as shown in Appendix A. The power measurements of the
received security report at the security manager show that the reliable network

recovery from base station failure has low power consumption.
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CHAPTER 9
CONCLUSION and FUTURE WORK

Wireless sensor networks are a unique class of mobile Ad Hoc network consisting of tiny
low-cost resource constrained devices that have the ability to sense their environment, to
aggregate and to send the data to a destination. The deployment nature and limitations of
the nodes resources as well as the wireless communication channel make sensor networks
susceptible to a variety of new attacks in addition to the attacks which occur in mobile Ad
Hoc networks. Deployment of sensor networks has been envisioned in many sensitive
applications such as military operations and health care. Despite advances in
miniaturization and other developments in sensor networks occurring at a very fast pace,
security within sensor networks requires great effort.

Traditional security measures require heavy communication and computational resources
which are beyond the resource constrains of sensor nodes. In this research, it has been
argued that cryptographically complex security solutions for sensor networks are not
viable for many reasons: firstly, the energy, memory and transmission range limitations;
secondly, the wireless channel limitations; thirdly, the deployment nature of sensor nodes
being left unattended after deployment; and fourthly, the need to keep costs low to enable
dense deployment. Instead, sensor networks need a balanced and comprehensive solution,
which is efficient, effective and has low security overheads. Bearing these factors in
mind, a novel security framework for wireless sensor networks has been proposed.

Comment on the impact that a node is assigned to be a security manager:

1-  Security managers store the security reports.

2-  Security managers store the distributed users tables for the new dynamic secret
sharing algorithm.

3-  Security managers start the new compromised nodes detection algorithm.

4-  Security managers start and perform the key management process.

5-  Security managers are every two layers to reduce the stored data at the security

managers.
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In chapter four, we proposed the first security architecture to achieve secure and
reliable network recovery from base station failure. Concretely, we proposed a secure and
reliable network recovery from base station failure of surveillance wireless sensor
network in hostile environment to improve the security data survival capability in the
presence of base station failure. We further enhance such scheme by employing
distributed security managers and distributed users’ table. Our scheme is resilient to base
station failure through our designed data storage and recovery systems.

The performance analysis and the simulation results of our proposed hierarchical
secure data storage and recovery system provide the WSN with high confidence for
secure and reliable network recovery from the base station failure of surveillance WSN in
hostile environment.

In chapter five, we proposed the overlapped groups-based compromised nodes
detection scheme to early detect the node compromise attack in the first stage. Concretely,
the simulation results showed that by building groups among neighboring sensor nodes in
a local area, physical node compromise attack can be detected immediately. Also, the

simulation results showed that the proposed detection scheme has high detection rate.

The third component of SurvSec security architecture is a new compromised nodes
detection algorithm at the first stage against collaborative work of group of attackers

compromising sensor nodes at the same time.

The performance analysis and the simulation results of our proposed overlapped
groups based compromised nodes detection algorithm provide the WSN with high
confidence for early detection of compromised nodes.

In chapter six, we proposed a novel hybrid and dynamic key management scheme
for Wireless Sensor Networks which utilizes Elliptic Curve Cryptography and the
symmetric key cryptography. We proposed a hybrid authenticated key-establishment
protocol, in which we reduce the computation intensive elliptic curve scalar
multiplication of a random point at the sensor side, and use symmetric key cryptographic
operations instead. On the other hand, it authenticates the two identities based on elliptic
curve implicit certificates, and solves the key distribution and storage problems, which

are typical bottlenecks in pure symmetric key-based protocols. The hybrid key
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establishment protocol has less sensor side computation complexity compared to other
public-key based key establishment protocols.

In addition, we designed a dynamic key management based on rekeying, keys
revocation and addition of new nodes which significantly increase the resiliency of the
network to compromised node attack, and collusion attack. The performance evaluation
and security analysis show that our proposed key management scheme has good
communication overhead, storage overhead, computations overhead and it provides
perfect scalability and resiliency against node capture.

In chapter seven, we proposed a new encryption architecture which is called the
spread spectrum encryption architecture. This encryption architecture is based on the
unpredictability principle where we choose one algorithm from two algorithms or one
subkey from 16 subkeys at each round and the output from the two algorithms is XORed.
Our newly designed SSEA3 model is easily implemented in both software and hardware.
This new encryption architecture will be an essential architecture to the field of post-
quantum cryptography.

The results proved that the architecture with the advantages of low design cost,
and strong security level can be implemented for post-quantum cryptography. The
SSEA3 is a strong barrier for cryptanalysis. Besides, each plaintext block is encrypted
with a different algorithm and different subkeys group which is an obstacle for
cryptanalysis. SSEA3 has high speed as it has only 3 rounds AES-256.

The discovery of (possibly currently non-existing) methods to break the technique
(if they exist as such) remains an open problem and possible future work.

In chapter eight, we hardware implemented the reliable network recovery from
base station failure using Arduino Uno Microcontroller Boards.

Comment on why we use MATLAB to simulate the new architecture not OPNET:

We simulate the new security architecture using MATLAB not OPNET because we are
working on the application layer not on the physical layer or data link layer or MAC layer
or network layer and the new protocol is consisting of messages.

Summary of Contributions:

The contributions of this thesis are:
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Security Managers for Reliable Network Recovery from Base Station Failure.
Secure Data Storage for Reliable Network Recovery from Base Station Failure
SurvSec Overlapped Groups to Early Detect Compromised Nodes.

SurvSec Hybrid and Dynamic Key Management Scheme.

SurvSec Spread Spectrum Encryption Architecture for Post Quantum Computing.

A e

Hardware implementation of reliable network recovery from base station failure.

Comment on the draw backs of SurvSec Security architecture:

1. SurvSec security architecture needs public key cryptography for post-quantum
computing.

2. SurvSec security architecture needs protection from routing attacks.

Comparison between SurvSec and other Security Architectures:

There are 6 security schemes in WSN which are the followings:

1-  Survivable WSN [176] which allows WSN to work under attacks.

2-  Security protocols such as TinySec [47], SPINS [29], LEAP [30], SM [48], Zigbee
[49], TinyECC [50], Minisec [172], SenSec [175], LSec [173], and LiSP [174]
which provide the data with confidentiality, authentication, integrity and freshness.

3-  Cross Layers Security architecture such as Intelligent Security Agent ISA [177]
which optimize the security architecture and discard all redundancies. We found
that the introduction of excessive and uncontrolled interactions can break the
design of the system, hindering its usefulness and longevity therefore, cross layers
security architecture is more difficult to develop and maintain, as there may be
some new dependencies that must be taken into account.

4-  Adaptive security schemes such as Flexisec [178] to allow different security levels
for different levels of attacks.

5-  Intrusion Detection System IDS [179] which has very high implementation cost.

6- SSL [180] and IPSec [181]. They do not secure all attacks where SSL at transport

layer and IPSec at network layer.
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Table 9.1, Comparison between SurvSec and other Security Protocols

SurvSec | TinySec SPINS | MiniSec LEAP SM Zigbee TinyEC LSec SenSec | LiSP
[47] [29] [172] [30] [48] [49] C [50] (1731 | 11751 | [174]

Confidentiality Yes Yes Yes | Yes | Yes | No | Yes | Yes | Yes | No | Yes
Confidentiality Yes No No No No | No | No No No No | No
for Post QC
Authentication Yes Yes Yes | Yes | Yes | Yes | Yes | Yes | Yes | No | Yes
Data integrity No No Yes No No | No | No No No No | Yes
Data freshness No No Yes | Yes No | No | No No No No | No
Recovery from Yes No No No No | No | No No No No | No
BS failure
Distributed Yes No No No No | No | No No No No | No
security
Security related | Yes No No No No | No | No No No No | No
data storage
Compromised Yes No No No No | No | No No No No | No
nodes detection
by attackers at
the first stage
Key Yes No Yes No Yes | Yes | Yes Yes Yes No No
management
Hybrid and Yes No No No No | No | No No No No | No
dynamic key
management

All of the above mentioned security schemes do not solve the problem of reliable
network recovery from base station failure.

Table 9.1 compares between different security protocols where SurvSec is the only
security protocol for post-quantum computing. Also, SurvSec is the only security
architecture for reliable network recovery from base station failure. Furthermore, SurvSec
is the only protocol which utilizes the distributed security concept for WSN. Moreover,

SurvSec has hybrid and dynamic key management system. Finally, SurvSec is the only
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protocol which securely stores the security information of sensor nodes in surveillance

WSN.

SurvSec Overall Storage Overhead:

Every sensor node in the network except the security managers stores 7 keys:

1- Public key.

2-  Public key of SM and BKSM.

3- Private key,

4- Two keys for symmetric key encryption each of 256 bits,

5-  Group key for compromised nodes detection algorithm.

Every security manager (SM) placed every two layers with six nodes underneath stores

18 keys:

1- Public key.

2- Private key,

3- Two keys for symmetric key encryption for each node underneath the SM with a
total of 12 keys for six nodes underneath the SM each key of 256 bits,

4- Three keys for its upper layer SM, lower layer SM and its upper layer node,

5-  Group key for compromised nodes detection algorithm.

Finally, the security manager is every two layers to lower storage overheads.

Future work:

We are heading towards a future of wide scale usage of wireless senor networks where
wireless sensor networks will have high connectivity and have the ability to deliver dense
communications at very low cost.

For future research we propose extending this security framework to include trust
establishment and trust management in sensor networks. Besides this we have an interest
in exploring and solving security issues in multimedia and biometric security, cyber
security and information assurance, protection against identity theft, and forensic
computing.

To address these unique security concerns, it would be imperative to study the
adjacent technological advances in distributed systems, ubiquitous computing, broadband

wireless communication, nanofabrication and bio-systems.
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Also, we propose a future research towards reliable network recovery from
multiple base station failure of surveillance WSN in hostile environment.

Furthermore, we propose a future research towards secure multipath routing for
surveillance WSN in hostile environment.

Moreover, the most glamour future research will be the development of spread
spectrum encryption architecture over Elliptic Curve Cryptography (ECC) which will
result in public key cryptography for post-quantum computing.

Security architecture is not limited to our design but it is very big such as the followings:

1- Secure routing.

2- Secure synchronization.

3- Secure power management.

4- Reputation system.

5- Secure data aggregation.

6- Swarm protocols for routing and security.

7- Broadcasting authentication.

8- Digital signature.

Finally, our future work is to simulate our designed SurvSec security architecture with

OPNET. Then we will add the other security components of the security architecture.
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Appendix A
The appendix contains four codes: the transmitter code, the receiver code, the AES
encryption code and the motion detection sensor code.

Transmitter code:

#include <AES.h>
AES aes ;
byte key[] =
{
0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,
}i

byte plain[] =



byte my_iv[] =
{
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

0x00, 0x01,

3

byte cipher [4*N_BLOCK] ;
byte check [4*N BLOCK] ;
char strval[4];
void setup ()
{
Serial.begin (9600) ;
}
void loop ()
{
byte 1,j;
prekey (128, 1) ;
Serial.print("<") ;
for(i=0; i< 16; i++)
{
itoa((int)cipher([i], strval, 10);
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strval[3] = 0;
for(j=0;j <3;j++)
{

Serial.print(strval[j]);

delay(10);

b
}

delay(1000);

}

void prekey (int bits, int blocks)
{
byte iv [N BLOCK] ;
long t0 = micros () ;
byte succ = aes.set_key (key, bits) ;
if (blocks == 1)
succ = aes.encrypt (plain, cipher) ;
else
{
for (bytei=0;i<16;i++)
iv[i] =my _iv[i] ;

succ = aes.cbc_encrypt (plain, cipher, blocks, iv) ;
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Receiver code:

#include <SoftwareSerial.h>
#include <AES.h>
byte key[] =
{
0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,
}i
byte plainl[16];
byte my_iv[] =
{
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x01,
}i
char recieve buffer[64*3];
byte cipher [4*N BLOCK] ;
byte check [4*N BLOCK] ;

char strValue[4];
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SoftwareSerial mySerial(10, 11); // RX, TX
int Rx_flage = 0;
void setup()
{
Serial.begin(9600);
mySerial.begin(9600);
mySerial.write("Im ready");
mySerial.println();

}

void loop()
{
nt i;

if(Serial.available())

{
byte del = Serial.read();
if(del =="'<)
{

for(i=0;1<16 * 3; i++)

{
while(!Serial.available());// wait on rx flag to be asserted
recieve buffer[i] = Serial.read();

b

Rx flage =1;
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}
if(Rx_flage ==1)
{
int aa;
char tmpstr[4];
Rx flage =0;
mySerial.println();
for(int j = 0; j < 64; j++)
{
strValue[0] = recieve buffer[ (j*3) |;
strValue[ 1] = recieve buffer[ (j*3) + 1];
strValue[2] = recieve buffer[ (j*3) + 2];
strValue[3] = 0;
aa = (byte)atoi(strValue);
cipher[j] = (byte)aa;
}
Serial.println("Recieved Security Report Ciphered Message");
Serial.println("");
for (int z=0; z<16; z++){
Serial.print(cipher|z]);
b
prekey(128, 1) ;
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Serial.println();

Serial.println("Recieved Decrypted Security Report Message");

Serial.println();

for(int j = 0; j < 16; j++)

{
itoa(plain[j], tmpstr, 10);
mySerial.write(tmpstr); mySerial.write(" ");
Serial.print(plainl[j]); Serial.print(" , ");

}

mySerial.write("\n");

mySerial.write("\n");

Serial.println();

}

void prekey (int bits, int blocks)
{
byte iv [N_BLOCK] ;
long t0 = micros () ;
byte succ = aes.set_key (key, bits) ;
long t1 = micros()-t0 ;
t0 = micros () ;
if (blocks == 1)
succ = aes.decrypt (cipher, plainl) ;
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else

{
for (bytei=0;1<16;i++)
v[i] =my _iv[i] ;
succ = aes.cbc_decrypt (cipher, check, blocks, iv) ;

}
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AES code:
#include <AES.h>
AES aes ;
byte key[] =

{

0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,

0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,
}i
byte plain[] =
{

0xf3, 0x44, 0x81, Oxec, 0x3c, 0xc6, 0x27, Oxba, Oxcd, 0x5d, 0xc3, 0xfb, 0x08, 0xf2,
0x73, Oxe6

0x12, 0x23, 0x45, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,

0xCo0, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,

0xEO0, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00,

0xF0, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, Oxab, Oxcd, 0x00, 0x00,
Oxde, Oxad,
;s
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byte my iv[] =
{
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x01,
}i
byte cipher [4*N_BLOCK] ;
byte check [4*N BLOCK] ;
void loop ()

U

void setup ()

{
Serial.begin (57600) ;
Serial.print ("testng mode") ;
prekey test () ;
otfly test();
otfly test256 () ;

}

void prekey (int bits, int blocks)
{
byte iv [N_BLOCK] ;
long t0 = micros () ;
byte succ = aes.set_key (key, bits) ;
long t1 = micros()-t0 ;
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Serial.print ("set_key ") ; Serial.print (bits) ; Serial.print (" ->") ; Serial.print ((int) succ)

Serial.print (" took ") ; Serial.print (t1) ; Serial.println ("us") ;
t0 = micros () ;
if (blocks == 1)

succ = aes.encrypt (plain, cipher) ;
else
{

for (bytei=0;1<16;it++)

iv[i] =my _iv[i] ;

succ = aes.cbc_encrypt (plain, cipher, blocks, iv) ;
}
t1 =micros () - t0 ;
Serial.print ("encrypt ") ; Serial.print ((int) succ) ;
Serial.print (" took ") ; Serial.print (t1) ; Serial.println ("us") ;
t0 = micros () ;
if (blocks == 1)

succ = aes.decrypt (cipher, plain) ;
else
{

for (byte1=0;1<16;1++)

iv[i] =my _iv[i] ;
succ = aes.cbc_decrypt (cipher, check, blocks, iv) ;
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}
tl = micros () - t0 ;
Serial.print ("decrypt ") ; Serial.print ((int) succ) ;
Serial.print (" took ") ; Serial.print (t1) ; Serial.println ("us") ;
byte i;
Serial.println ();
for(i=0;1<64;it++)
{
byte val = plain[i];
Serial.print (val>>4, HEX) ; Serial.print (val&15, HEX) ; Serial.print (" ") ;
}
Serial.println ();
for(i=0;1<64;1++)
{
byte val = cipher[i];
Serial.print (val>>4, HEX) ; Serial.print (val&15, HEX) ; Serial.print (" ") ;
}
Serial.println ();
for(i=0;1<64;i1++)
{
byte val = check[i];

Serial.print (val>>4, HEX) ; Serial.print (val&15, HEX) ; Serial.print (" ") ;
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Serial.println ();
for (byte ph =0 ; ph <(blocks ==1 ? 3 : 4) ; ph++)
{
for (byte1i=10 ;1< (ph <3 ?blocks*N BLOCK : N BLOCK) ; i++)
{
byte val = ph == 0 ? plain[i] : ph == 1 ? cipher[i] : ph == 2 ? check][i] : iv[i] ;
Serial.print (val>>4, HEX) ; Serial.print (val&15, HEX) ; Serial.print (" ") ;

}

Serial.println () ;

}

void prekey _test ()
{
prekey (128, 4) ;
prekey (192, 3) ;
prekey (256, 2) ;
prekey (128, 1) ;
prekey (192, 1) ;

prekey (256, 1) ;
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Motion Detection Sensor Code:

int en_pin = §;
int pin=7;
unsigned long duration;
// the setup routine runs once when you press reset:
void setup() {
// initialize serial communication at 9600 bits per second:
Serial.begin(9600);
// make the pushbutton's pin an input:
pinMode(en_pin, OUTPUT);
digitalWrite(en_pin, 1);

pinMode(pin, INPUT);

void loop() {
// read the input pin:

duration = pulseln(pin, HIGH);

//int buttonState = digitalRead(pushButton);
// print out the state of the button:
if(duration > 30000)

{
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Serial.print("motion detected, ");

Serial.println(duration);

}

delay(1); // delay in between reads for stability
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