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Abstract

The widespread availability of sensors, improved computing, and storage capabilities,
and ubiquity of networking services have led to the transformation of the conventional trans-
portation services. Achieving the smart transportation goal can be either via dedicated or
non-dedicated methods. The former denotes utilization of sensors that are explicitly deployed
and configured for pre-defined sensing tasks whereas the latter exploits opportunistic and
participatory sensing paradigms. With that motivation in mind, the contributions of this
thesis are three-fold: (i) Sensor emulation, (ii) Crowd-sensing based GPS-less tracking, and
(i1i) Reliable data acquisition in crowd-sensed GPS-less tracking. Emulating non-dedicated
sensors in a simulation environment enables us to perform large-scale crowd-sensing tasks.
We introduce a variety of vehicular crowd-sensing-based frameworks to track public trans-
portation vehicles that move over static routes in a smart city setting without GPS-enabled
devices because of the major downsides of GPS (e.g. high energy consumption, inaccurate
localization in certain environments such as indoor, and privacy violation due to direct loca-
tion sharing). To this end, we propose a novel framework, in our initial approach, to emulate
the functionality of a sensor by using multiple available soft sensors and machine intelligence
algorithms. As a case study, the localization of city buses in a smart city setting is investi-
gated by using the accelerometer and microphones of the passengers and supervised machine
intelligence running in the cloud. In this application, the GPS functionality is emulated by
using these two soft sensors. We evaluate our proposed scheme through simulations and
show that the proposed framework can operate with more than 90% accuracy in estimating
the location of public buses while preserving the actual location privacy of the smartphone
users. This approach results in smartphone battery energy savings of 38-46% (as compared
to GPS-based approaches) due to the elimination of the power-hungry GPS devices. Ad-
ditional sensor recruitment schemes with various sensor combinations of accelerometer and
microphone are developed in an extension work to examine both localization accuracy and
energy consumption performance. Furthermore, in a subsequent work, crowd-sensed data
undergoes an unsupervised machine learning module that estimates the location of the ve-
hicle. We evaluate our proposed scheme through simulations and show that the proposed
framework can operate with 95% accuracy in estimating the location of public vehicles in
the best case and with 80% accuracy in the worst case. Since data trustworthiness is vital
when data is crowd-solicited, assessment and quantification of the trustworthiness of partic-
ipating sensors play a key role in the accuracy of the acquired information. To this end, we
propose a reliability-aware participant recruitment scheme that assesses the trustworthiness
of individual participants. Our simulation results lead to approximately 96% localization
accuracy under the reliability-aware recruitment scheme compared to 93% localization ac-
curacy the reliability-unaware participant recruitment scheme. Moreover, we introduce two
trustworthiness-aware recruitment schemes in another work: Reliability-driven naive recruit-
ment (RDNR) and Reliability-driven exclusive recruitment (RDER). We evaluate the per-
formance of RDNR, RDER, and non-restrictive recruitment (reliability-unaware). Through
simulations, we show that over 85% and 98% accuracy can be achieved in the worst and best
cases, respectively, while consuming less energy than GPS-based localization approaches.
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Nomenclature

ITS: Intelligent Transportation System is application for enhancing the safety, mobility, and
efficiency of ground transportation systems via sensing, analysis, control, and communication
technologies.

WLAN: Wireless Local Area Network is a computer network to connect two or more devices
via wireless communication within a restricted area such as home.

WPAN : Wireless Personal Area Network is a network to connect the devices centered around
a person via wireless communication.

WWAN: Wireless Wide Area Network is a network to link the separate areas of coverage or
cells wirelessly in order to service a large geographical region.

HetNet: Heterogeneous Network is a network that uses various communication technologies
to provide service.

VSN: Vehicular Sensor Network encompasses vehicles that is capable of offering sensing
services.

VANET: Vehicular Ad Hoc Network consists of vehicles communicating among themselves.

DSRC': Dedicated Short Range Communication is a two-way short- to- medium-range wire-
less communication methodology.

RSU: Road Side Units are the stations situated near the roads in order to carry information
between vehicles to cloud center, and also store, process information.

BS': Base Station is a stationary point of communication.

V2X: Vehicle-to-X communication enables vehicular communication with anything such as
an infrastructure, and vehicle.

IoV': Internet of Vehicle integrates three networks: an inter-vehicle network, an intra-vehicle
network, and vehicular mobile Internet to provide large-scale distributed wireless communi-
cation for vehicles.
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MCS: Mobile Crowd-sensing is a technique to acquire sensor data from a large group of
individuals through the sensors on their mobile devices.

VCS: Vehicular Crowd-sensing is a technique to acquire sensor data from the sensors of
individuals” mobile devices located in a large group of ground vehicles.

Non-dedicated Sensors: are the sensors owned and maintained by the participants of a smart
city application and used in multiple smart city applications on demand.

CrowdSemSim: is a discrete-event simulator developed to be used in the context of crowd-
sensing.

SDZ: Sensory Detection Zone is the probability of a vehicle to be present in a stationary
region.

SVM: Support Vector Machine is supervised machine learning algorithm to classify the given
dataset.

k-means: is an unsupervised machine learning algorithm to cluster the given dataset.
Window Size: is a set of landmarks on a bus route where SVM analyzes acquired sensor
data.

Cluster Size: is a set of labels that k-means uses to group the acquired sensor data.
AWGN: Additive White Gaussian Noise is basic noise model based on normal distribution
to simulate the effect of many random processes occurring in nature.

Identical Sensor Array Pool: is combination of sensors equally distributed in a vehicle.
Non-identical Sensor Array Pool: is combination of sensors unequally distributed in a vehicle.
Active Participant: is an individual who uses his/her smart device for both data acquisition

and entertainment.

Inactive Participant: is an individual who uses his/her smart smart device for only data
acquisition.

NRR: Non-restricted Recruitment accepts sensor readings of a participant without applying
any trustworthiness assessment.

RDNR: Reliability-driven Naive Recruitment accepts sensor readings of a participant based
on the participant’s trust score and a random value generated for the participant.

RDER: Reliability-driven Exclusive Recruitment accepts sensor readings of a participant
based on participant’s trust score and average trust score of the vehicle where participant is
located.
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Chapter 1

Introduction

1.1 Motivation

Vehicular sensing, evolving communication technologies, and cloud-assisted computing pave
the way for the development of smart city applications. Smart transportation is among
various applications under the smart city concept. Smart transportation services include
autonomous vehicles, as well as applications involving vehicular sensing and vehicular crowd-
sensing. Vehicular sensing is to use vehicles on the road for collecting, processing, and sharing
sensory data associated with location (e.g., road condition, traffic flow) [36]. Mobility of
vehicles and their capability to acquire multimodal data make vehicular sensing attractive
for smart transportation applications [130]. While vehicular sensing is capable of providing
useful insights [37] to a broad spectrum of smart city applications for various purposes such
as saving substantial amount of travel time through traffic congestion alert systems [167] or
autonomous car parking systems [11] to facilitate the hassle of parking in big cities, it also
offers cost-effective solutions for monitoring physical phenomena [30, 157].

Forming Vehicular Sensor Networks (VSNs) in smart transportation applications to share
sensor data in urban environments is an emerging concept. Data from variety of sources in
VSN is sensed and transmitted among the vehicles and other entities such as Road Side Units
(RSUs) and Base Stations (BSs). VSN takes benefit of the intelligent wireless information
infrastructure and resource pooling to facilitate smart sensing, transmission and processing
of sensory data [159]. While VSNs enable ubiquitous collection of sensory data with smart-
devices and/or vehicles, the coverage in VSNs is affected by vehicle mobility. Hence, as a
time-variant factor, opportunistic coverage must be taken into account in VSNs [179].

Moreover, huge volume of data exchange at significantly low latency and at higher reli-
ability with the involvement of 5G network architectures paves the way for wide adoption
of the Internet of Vehicles (IoV) concept [37]. Cooperative transmission with the help of
cooperating small cell Base Stations makes it possible to improve the transmission capacity
as well as reliability in 5G networks [52]. In the IoV concept, cooperation among the vehicles



is of paramount importance. With the advent of 5G mobile cellular networks, scalability and
latency challenges experienced by IEEE 802.11p and Long-Term Evolution (LTE)-enabled
vehicular networks will be addressed, particularly for real time multimedia sharing [11].
Evolving 5G communication models have enabled offloading and opportunistic spectrum
sharing for vehicular nodes to provide real time infotainment services more efficiently [65].

The advent of mobile sensing and communication leads to effective and affordable so-
lutions to large-scale urban sensing problems. Sensing in such way is often called by
other researches as opportunistic sensing [32, 81], participatory sensing [31], mobile crowd-
sensing [0 1, , |, or people/human-centric sensing [138, 32, 81]. Smart-devices, such
as smartphones and tablets, with variety of built-in environment and motion sensors (e.g.,
accelerometer, GPS, and microphone) are strong candidates of non-dedicated sensors in the
context of smart city applications under VSNs. Furthermore, smart-devices offer multiple
wireless and cellular interfaces, which makes them suitable for participatory vehicular sens-
ing [31, , | and/or vehicular crowd-sensing [156]. A typical mobile crowd-sensing
architecture consists of a sensing application running on the participants’ smart-devices, a
back-end server for aggregation and analytics of participants’ sensed data [33, ]. Indeed,
the crowd-sensed data may also be pre-processed and analyzed at the device level, as well.
Furthermore, crowd-sensing campaigns may require explicit involvement of participants such
as uploading multimedia images/videos or providing direct feedback to real time queries [67].

Vehicular sensing and VSNs along with the integration of sensors and embedded comput-
ing devices have paved the way for the development of vehicular crowd-sensing services [51].
Crowd and vehicular sensing services supported by communication technologies allow indi-
viduals collaboratively gather/share data and also obtain information to measure and map
phenomena of common interest [112]. Individuals can utilize mobile devices for their needs
and let mobile crowd-sensing services develop into a wide range of sensing standards. For
instance, the recent version of an iPhone (either 8 or X) is equipped with large amount
of sensors (e.g., camera, microphone, accelerometer, GPS and so on) to collect and share
sensory data with interested parties [169]. Furthermore, information is obtained from raw
data through a plethora of analytics techniques as crowd-sensed data undergoes machine or
deep learning processes.

Vehicles that can access vast amount of sensors (either embedded in the vehicle or carried
by the individuals) enable the development of various services such as GPS-less vehicle
localization. In public transportation, crowd-sensing can be exploited when estimating the
approximate locations of vehicles. Indeed, a vehicle can be located by the Global Navigation
Satellite System (GNSS) technology (e.g., GPS (the most commonly used)) attached to the
vehicle. However, performance of GPS-based localization systems may be poor in the case of
insufficiently weak satellite signals in the vicinity of the vehicle. Under such circumstances,
GPS devices may perform poorly and consume more energy than they used to consume,
which will eventually drain the battery of the device in which it is integrated.

Moreover, exact location of the device that hosts the GPS sensors that receives and trans-
mits the satellite signals are likely to be disclosed, which raises privacy concerns. Location



approximation through GPS-less methods could solve the issues observed with the GPS-
based localization. On the other hand, solutions that provide crowd-sensing-based GPS-less
localizations may suffer from low accuracy due to distributed and heterogeneous nature of
crowd-sensing system, and low dependability of the data during the analysis stage. Unless
there exists a mechanism that detects and eliminates such kind of data, performance degrada-
tion in terms of location accuracy will be inevitable and observed. Trustworthiness concerns
may generally raise in a crowd-sensing-based application due to either or combination of the
following reasons: (i) malfunctioning sensors, (i) malicious/untrustworthy participants.

In this thesis, we propose a series of frameworks that enables tracking a public transport
vehicle without the need for a GPS device. The elimination of GPS-enabled devices will
further help us overcome the issues (described above) introduced by GPS. We particularly
study our proposed approach and analyze its effectiveness on public transportation vehicles
as our simulation environment, CrowdSenSim [19], allows seamless integration of crowd-
sensing technique on a public transportation network which we have designed in a way
that vehicles only moves on unidirectional routes (meaning while a vehicle is moving on its
route, no other vehicle is moving on the opposite direction and passing by that vehicle).
The proposed architecture incorporates crowd-sensing approach with non-dedicated sensors
(specifically accelerometer and microphone data) to acquire sensor readings from selected
participants (a.k.a. participants) located in the public transport vehicles. To analyze the
crowd-sensed multi-dimensional non-dedicated sensor data for localizing a vehicle in the
vehicular network, we have adopted both supervised and unsupervised machine intelligence
methodologies and compared their performance in terms of localization accuracy. Moreover,
we have also addressed accuracy degradation problem introduced by the crowd-sensed data
due to various reasons explained above. To this end, we have developed different reliability-
aware participant recruitment techniques and compare the performance of each technique
with reliability-unaware technique to see their impact on localization accuracy. The following
Section 1.2 lists contributions of the thesis in detail.

1.2 Contributions

We have provided major issues that GPS might possibly introduce into a system, and recent
enhancement in the communication technologies, large-scale sensing made possible by crowd-
sensing methodology in the previous Section 1.1. Moreover, we have introduced the objective
of this thesis at the very last paragraph, which is briefly to provide an efficient framework
to approximate the location of a public transportation vehicle without using GPS data.

Our contributions to the similar studies in the literature could be summarized as follows:

e The first and most important contribution of this thesis is the development of various
G PS-less public transport vehicle localization frameworks. Our proposed frameworks
adopt crowd-sensing method to acquire non-dedicated sensor data for tracking the



location of a public transport vehicle. Non-dedicated sensor readings are collected
from participants on-board in vehicles. Furthermore, acquired data is analyzed with
machine intelligence methodologies to finalize the process of approximating a vehicle’s
location.

Non-dedicated sensors: (i) accelerometer, and (77) microphone are selected to acquire
data from the participants. When selecting aforementioned sensors, we have considered
their ease of availability on smart devices currently in the market. Upon analyzing the
acquired data transmitted from participants in vehicles, we were able to locate the
whereabouts of vehicles.

GPS shares direct location of individuals with the platform it is integrated into. There-
fore, elimination of GPS-enabled devices also promotes privacy protection of the par-
ticipants, who are willingly contributing their sensible information with the platform.
In the proposed architecture, we provide the privacy protection by acquiring data from
non-dedicated sensors that do not contain any information violating the individual
privacy.

Elimination of GPS does not only promote individual privacy, but also provides less
energy consumption, which becomes very crucial if we consider GPS-enabled devices
run on batteries. We have conducted extensive experiments on energy consumption
of our proposed non-dedicated sensors. Several sensor recruitment techniques (encom-
passes various combinations of proposed non-dedicated sensors) have been tested and
results prove us that all sensor recruitment techniques consume less energy when com-
pared with the energy consumption of GPS performing the same task for the same
duration.

Acquired crowd-sensed, non-dedicated sensor readings might contain untrustworthy
data, which causes degradation in location accuracy. To ensure the reliability of
participants, we have introduced a reliability-aware participant recruitment scheme
in [75]. Moreover, we have extended this framework and introduced an additional
reliability-aware participants recruitment scheme in [76]. We have compared the results
of reliability-aware user recruitment schemes with reliability-unaware user recruitment
scheme to determine the performance improvement in terms of location accuracy.

A simulation environment is set-up to conduct the experiment on large-scale scenario,
where multiple public transport vehicles moving on multiple routes. Non-dedicated
sensor readings are collected in real-time from one vehicle with multiple devices and
they are used to emulate the sensor behaviors in the simulation environment. It is also
worth noting that the communication flow in our simulation environment is unidirec-
tional between the participants in public transport vehicles to data center.



1.3 Outline

Organization of this thesis is as follows. In Chapter 2, we survey enabling communica-
tion infrastructure and technologies for smart transportation in Section 2.1 (more specif-
ically wireless communication technologies in Sub-Section 2.1.1, and Vehicular Ad Hoc
Networks in Sub-Section 2.1.2, we introduce smart transportation services in Section 2.2
(traffic management service in Sub-Section 2.2.1, public transportation management in Sub-
Section 2.2.2, emergency management in Sub-Section 2.2.3, and information management in
Sub-Section 2.2.4) and service provisioning methodologies (Sub-Section 2.2.5), we list some
vehicular crowd-sensing applications for smart transportation services in Section 2.3, and
finally we categorized smart transportation applications under the specified services with
regard to machine learning, deep learning, and signal processing methodologies. In the sub-
sequent three chapters (Chapter 3- 5), we introduce our proposed methodologies to overcome
aforementioned issues in Section 1.1.

In Chapter 3, we propose a public transport localization via vehicular crowd-sensing
with a supervised machine learning method: Section 3.1 defines the problem and propose a
solution, Section 3.2 introduces the high level architecture of the proposed supervised public
transport localization approach, Section 3.3 describes the methodologies adopted in detail,
Section 3.4 presents the experiments results, and Section 3.5 concludes the chapter with final
remarks.

In Chapter 4, we design a public transport tracking scheme via vehicular crowd-sensing
with an unsupervised machine learning approach: Section 4.1 introduces the problem and
proposes a solution, Section 4.2 describes the proposed unsupervised tracking architecture,
Section 4.3 explains the techniques involved to build the proposed system in detail, Sec-
tion 4.4 presents the results of performance analysis, and Section 4.5 wraps up the chapter
with final remarks.

In Chapter 5, we propose a reliability assessment mechanisms to the existing unsupervised
architecture to ensure trustworthiness of crowd-sensed vehicle tracking service: Section 5.1
introduces the problem and proposes a solution, Section 5.2 illustrates and defines the high
level architecture, Section 5.3 describes methodologies to ensure trustworthiness in detail,
Section 5.4 presents the results of experiments, and Section 5.5 concludes the chapter with
final evaluations.

Finally in Chapter 6, we wrap up the thesis with our final comments, discuss about the
issues that still needs to be addressed, and give future directions.



Chapter 2

Literature Study

Developing automated vehicle functions and connectivity between the vehicles and the sur-
rounding environment took attention starting from 2000s [72] and today there exist ade-
quate amount of technologies emerged from these efforts. IloT-enabled Intelligent Trans-
portation Systems (I7S) are some of the products of these endeavors. The main building
blocks of IoT encompasses cloud-based host center, gateways, routers, access points, and
switches. These devices facilitate and provide system interoperability with the method-
ologies such as the vehicle-to-x (V2X), which comprises of vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) methods. People, machines, and devices can also be con-
nected to the network and be a part the network. They are equipped with the tools and
technologies enabling them to exchange data without any human or computer interaction.
Data transaction between objects in the network in an IoT system is enabled by utilizing
several communication technologies.

Mobility in smart transportation solutions is the key factor when determining the suit-
able communication technologies that can be leveraged in the context of ITS. The wireless
networks for TS empower fast communications between vehicles and the roadside infrastruc-
ture and buildings. Therefore, they are more convenient to integrate in smart transportation
solutions. On the other hand, the coverage range of the wireless devices may induce network
availability problems. However there exist various solutions to overcome these type of prob-
lems such as installing multiple roadside nodes to let the information pass from one node to
another and be delivered to its destination [10].

Communication among nodes [oT-based projects including ITS is crucial. Without
transferring data from one end to the other, it is impossible to provide interoperability among
the devices, applications, and services, which leads an overall non-functional system. In the
following sub-sections, we will investigate the enabling communication infrastructures and
technologies behind ITS, smart transportation applications and services, and finally vehicular
crowd-sensing and data analytics for smart transportation applications and services.



2.1 Enabling Communication Infrastructures and Tech-
nologies for Smart Transportation

Communication is an integral component of smart transportation applications to provide
their services as designed. It is also a fundamental criterion when assuring the QoS5, espe-
cially for mission critical applications such safe and security applications. In this section,
we will explain the following communication methodologies: Wireless, Vehicular Ad Hoc
Network, and Dedicated Short Range Communication. Furthermore, we will list various
communication standards/protocols under each methodology.

2.1.1 Wireless Communication Technologies

Communication technologies that are being used in smart cities can be categorized into three
general categories with regard to their coverage area: (i) Personal Area Network (PAN), (ii)
Local Area Network (LAN), and (iii) Wide Area Network (WAN). PAN is a computer
network that has the minimum coverage capacity among the others in the list. It is used for
data transmission and communication among devices such as phones, tablets, computers,
and gateways or for connecting to higher level network such as WAN via a gateway in its
coverage area. (LAN) establishes connection among devices within a limited area such as
residence, school, and office, etc. Ethernet and WiFi are two well-known technologies of this
network architecture. WAN is a private communication network interconnecting multiple
LANS scattered across cities, states, or countries. A router or other multifunction device is
used to connect a LAN to a WAN. The most well-known example of WAN is the Internet.
Moreover, Virtual Private Network (VPN) technology is adopted to provide a secure and
protected communication.

If the data transmission or communication is conveyed wirelessly, those technologies
are considered as Wireless Personal Area Network (WPAN), Wireless Local Area Network
(WLAN), and Wireless Wide Area Network (WWAN) respectively. Therefore, communica-
tion technologies that can be adopted in smart transportation application and service can be
categorized into four categories: (i) Wireless Personal Area Network (WPAN), (ii) Wireless
Local Area Network (WLAN), (iii) Wireless Metropolitan Area Network (WMAN), and (iv)
Cellular Network.

WPAN: WPAN is based on IEEE 802.15 and is used for interconnecting the individ-
uals workplace devices. Bluetooth, Zighee and Z-Wave are some examples of WPAN-based
technology. Bluetooth (802.15.1), and Zigbee (802.15.4) are considered as low-range com-
munication technologies and more suitable for personal-area-network-based applications. On
the other hand, Z-Wave is a low-power RF communications technology designed for home
automation [170].

WLAN: WLAN enables mobile users to connect LAN through a wireless medium.
IEEFE 802.11 is set of standards outlining the technologies for WLANs. WiFiis a WLAN



technology offering wireless connection to devices equipped with WiF% adapters in hotspot
locations (where WiFi access is available). Data transmission frequency is at the level of 2.4
GHz or 5 GHz. Data transmission frequency level and maximum data transmission rate per
second (i.e., bandwidth) determine the type of 802.11 standards:

e 802.11a: transmits the data at the frequency level of 5 GHz. Maximum data rate is 54
megabits of data per second. Higher frequency compare to other standards under the
same family decreases the range of service area and increases the possibility of having
data transmission difficulties due to walls and obstacles present in the environment.

e 802.11b: transmits the data at the frequency level of 2.4 GHz. Maximum data rate
is 11 megabits of data per second. Low frequency increases the range, provides a
robustness against the obstacles around, and decreases the production cost.

e 802.11g: transmits the data at the frequency level of 2.4 GHz with a maximum data
rate of 54 megabits of data per second. Good service range along with a better max-
imum speed and obstacle penetration makes 802.11¢ favorable alternative to 802.11a
and 802.11b. 802.11¢g is backwards compatible with 802.11b, which means that it is
designed to work with 802.11b devices.

e 802.11n: transmits the data at the frequency level of 5 GHz with a maximum data rate
of 300 megabits of data per second. It provides the fastest maximum data transmission
rate, the best signal rate, and more resistant to signal interference among the others
under the family of 802.11. It is backwards compatible with 802.11 b/g devices.

e 802.11ac: leverages dual band wireless technology, which enables simultaneous con-
nections on both the 2.4 GHz and 5 GHz WiFi bands. It can provide data transmission
rate up to 1300 megabits per second on the 5 GHz band and 450 megabits per second
on 2.4 GHz band. It is backwards compatible with 802.11 b/g/n devices.

Although the WiFi protocol stack (802.11a/b/g/n/ac) is not architecture to use in the
vehicular mobility applications and services, numerous modifications and enhancement
to the IEEE §02.11 standard enables WiFi to be adopted in the vehicular mobility
context such as rapid re-authentication is enabled with IEEE 802.11r [107], improved
security is provided with IEEE 802.11i [10], protected frame management is provided
with IEEFE 802.11w, and Quality of Service (QoS) is enhanced with IEEE 802.11e.

WWAN: WWAN is a wide area network in which separate areas of coverage are
connected wirelessly to provide service to a large geographic area. Its services are provided by
cellular service providers to the devices that are equipped of WWAN cards to communicate
with the other devices. 3rd Generation Partnership Project (3GPP) and WirelessMAN (i.e.,
IEEE 802.16) are two big families specifying the standards for WWAN.

e 3GPP: is a collaborative project involving set of telecommunication companies whose
goal is to develop specifications for third generation (3G) mobile systems accepted
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across the globe. The scope of 3GPP is later broadened to encapsulate the develop-
ment and maintenance of GSM and related 2G and 2.5G standards including GPRS
and EDGE, (Universal Mobile Telecommunications System (UMTS)) ,which is based
on GSM, and related 3G standards including HSPA, LTE and related 4G standards
including LTE Advanced and LTE Advanced Pro, and Next Generation and related
5G standards.

e WirelessMAN: is an array of IEEFE 802.11 wireless broadband standards. 802.11
has developed with the aim of offering a high-speed, high-capacity, low-cost, scalable
solution to wireless network needs. Worldwide Interoperability for Microwave Access
(WiMAX) is commercialized name of this set of standards. WiMAX provides some
great benefits to satisfy the mobile user needs. However its drawbacks can also be
observed when it is being used by mobile users such as range limitation (closer to a
(WiMAX) source, better the data transmission rate) and performance issues when
many users connected to the same WiMAX station.

Heterogeneous Network: Heterogeneous Networks (HetNets) are composed of mul-
tiple types of access nodes in a wireless network. To provide wireless coverage in various
environments (e.g., indoor locations such as homes, offices and malls; underground locations
such as subways and tunnels; and outdoor locations such as roads, and city centers.), a WAN
can take advantage of macrocells, picocells, and/or femtocells. From an architectural point
of view, HetNets are built on top of the functionalities offered by conventional macro radio
access network (RAN), RAN transport capability, small cells, and WiFi.

Vehicular networks, such as VANETS, are powered by a range of wireless communica-
tion methodologies. However, high velocity, smaller coverage range, and mobility patterns
along with explosion in mobile traffic cause major challenges for VANETs when offering a
seamless handover, resource allocation, and moving the service from the previous RSU to
the new RSU. Hence, it is crucial to establish a proactive handover and resource allocation
models for VANET systems to provide a stable framework for cooperative applications using
HetNets [51].

5G: The recent enhancements on the 5G network are anticipated to provide support for
a large amount of data traffic and a massive number of wireless connections, and to attain
better efficiency in terms of cost and energy while offering a better QoS with regard to com-
munication delay, reliability, and security. To this end, employing new developments both
in deployment of super-dense and heterogeneous cells, and massive antenna arrays (massive
multiple-input, multiple-output (MIMO) technologies) and in usage of higher frequencies
— especially millimetre-wave (mmWave) — are required to achieve in the 5G wireless net-
works. In [25], authors explains the potential advantageous and issues of the 5G wireless
HetNet integrating massive MIMO and mm Wave technologies. On the other hand, network
operators has to cope with many serious challenges in terms of operation, management,
cost-effective small cell deployment, and inter-cell interface mitigation in order to provide
a large-scale HetNets (e.g., a massive VANET) functioning steadily, and robustly. The au-
thors in [176] propose a cloud-based platform that solves the aforementioned challenges. The
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proposed platform aims to simplify the deployment, operation, and management, and ease
round-the-clock optimization of the network in order to mitigate the development of 5G.

2.1.2 Vehicular Ad Hoc Networks

Vehicular Ad Hoc Network (VANET) creates a mobile network that uses moving vehicles
and roadside infrastructures (i.e., Roadside Units — RSUs) as a node. This mobile network
is capable of covering a wide area. Driver’s safety and mobility can be enhanced by di-
rect or indirect communication between two vehicles or between vehicles and RSUs. Other
applications that are leveraging the communication techniques used in VANET could be
cooperative driver assistance, decentralized probe vehicles, and user and information com-
munications [98]. VANET's consist of two communication methods that are based on wireless
local area network (WLAN) technologies: (i) Vehicle-to-vehicle (V2V'), and (ii) vehicle-to-
infrastructure (V2I) [66]. In general, they are under the category of vehicle to everything
(V2X) infrastructure [164]. This communication flow enables information sharing among
vehicles and/or RSUs, which makes the vehicles more knowledgeable about the surround-
ing and nearby vehicles, as well as potential risks. Therefore, this can particularly improve
accident avoidance, congestion awareness, and efficient operation of vehicles in the network
of transportation.

The vehicles in the VANET (e.g., cars, trucks, and buses) with the help of V2V infras-
tructure are able to communicate with each other and exchange data (e.g., direction, speed,
acceleration, vehicle size, etc.) in order to forecast and notify the safety threats and poten-
tial accidents such as collisions [(4]. The vehicles may launch series of protective actions in
accordance with the predictions well ahead of human response in some extreme cases for the
purpose of avoiding (at the best case scenario) or minimizing (at the worst case scenario) the
risk of injury and property loss. To provide those benefits, each vehicle should be equipped
with transceiver to become a part of the VANET. Vehicles equipped with transceivers and
sensors can collect information from multiple sensors, transmit and receive sensory data, and
response to the actions (as described above).

The vehicles and RSUs (e.g., traffic signals, road signs, road lights, etc.) with the V2I
infrastructure are capable of exchanging information. The RSUs as infrastructure elements
can be used to assist the data transmission among vehicles, which helps vehicles to be
aware of their driving environment and extends the communication range as well. Moreover,
information collections along the roadway (such as warning of curve speed, signal violation,
and the acknowledgement of road signs) can be facilitated for users with the help of V2I
infrastructure. There are various physical components (e.g., routers, gateways, etc.) and
communication technologies (e.g., WiFi, cellular networks, Bluetooth, etc.) behind VANET
network. In the next sub-subsections, we will cover the common communication technologies
available today.
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Dedicated Short Range Communication

Dedicated Short Range Communication (DSRC') is used to make two-way wireless connec-
tions between vehicles and RSUs. It is operating in the 5.8 GHz in the U.S. and 5.9 GHz
in Japan and Europe. There exists three ways of data exchange among DSRC' devices: (i)
on-board units (OBUs) that are situated inside the vehicles, (ii) RSUs that are situated
on the side of the road, or (iii) hand-held devices that are carried by the pedestrians. The
spectrum of DSRC' is particularly convenient for the communication that takes place in
the V2X network as it is capable of supporting very low-latency, secure data transmissions,
fast network acquisition, and rapid/frequent handovers which are part of vehicular environ-
ments; while maintaining its robustness under adverse weather conditions and being tolerant
of multi-path data transmission. The listed advantages make DSRC an eligible and favor-
able communication method for many applications in smart transportation systems. Those
applications include but not limited to vehicle safety, traffic management, and infotainment

[ ) ) ) ? ]

Communications in V2X networks are based on of the two main technologies: DSRC
and cellular networks. However, a variety of expected V2X applications for large number of
vehicles should be able to support both technologies in order to offer a better network infras-
tructure. For this matter, inter-working between DSRC' and cellular network technologies
for efficient V2X communications has been proposed in the survey paper [4]. Authors have
been studied potential DSRC and cellular inter-working solutions to discover effective V2X
communication techniques.

LTE-based Communication

V2V communication is one of the main components within the LTFE-based V2X commu-
nications framework. LTFE-based V2V communications can be achieved by employing a
cellular interface between the network and the user equipment (UE which is often referred
as up-link and down-link or Uu interface) or direct radio interface between the UEs (which
is often referred as LTFE device-to-device, side-link, or PC5 interface), or by employing both
of these methodologies. Cloud and IP-based V2X services can further be enabled with the
eNB being connected to the evolve packet core (EPC'). This powerful and rich capability of
LTFE network provides support for a wide range of V2X use cases with various distinctive
requirements on data rates, latency, reliability, coverage, and so on.

The access layers of DSRC' are established on the IEEE 802.11 standards [58] which
consists of an amendment addressing V2X communications. This series of improvements
on IEEE 802.11 for V2X communications are referred as IEEE 802.11p. In [21], authors
present a comparison between LTE side-link-based and DSRC-based V2V where authors
explained that the former outperforms the latter with regard to packet reception ratio versus
communication range in typical scenarios. In addition, authors in the article [160] have
studied the performance of different options using LTFE Uu interface and analyze the results
by comparing them to LTE side-link-based and DSRC-based V2V communications.
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2.2 Smart Transportation Applications and Services

The US Department of Transportation (DoT) [2] described the key services that the smart
transportation system should consider in order to offer an efficient and safe smart transporta-
tion system: (i) travel and traffic management, (ii) public transportation management, (iii)
emergency management, and (iv) information management. Providing these services can
improve the quality of transportation in terms of various ways such as travel safety, reduction
of travel time and gas use, etc. In the following sub-sections, we will examine case studies
(i.e., applications) conducted under specific service categories.

2.2.1 Traffic Management

A privacy-preserving route reporting scheme for traffic management using VANET's has been
proposed by the authors in the paper [126]. Two different approaches has been provided to
meet the cases where the VANET formation and management with RSUs and where no
VANET infrastructure is provided and the VANET has to self-organize. Vehicles routes
are aggregated because the traffic management systems essentially need to know the total
number of vehicles in each road segment and do not necessarily need to know the vehicles
individual routes. Their first design of the proposed approach is called Privacy Preserving
Route Reporting for Infrastructure-based VANETSs (PRIB). According to this design, each
vehicles use an encryption technique called homomorphic encryption to encode its route.
Then, vehicles transmit their ciphertext to an RSU in their range and RSU aggregates
the route of the vehicles and conveys the aggregated ciphertext to the traffic management
center (TMC'). The TMC is responsible for decoding the ciphertext and compiling traffic
guidance reports generated with the information of the total number of vehicles in each
segment. Then, it transmits the generated reports to the vehicles. Their second approach
encompasses two different designs related with the self-organization of VANETSs: (i) elliptic
curve cryptography (ECC') point-addition-based route sharing scheme for self-organizing
VANETs (EPSO) and (ii) homomorphic encryption-based route sharing scheme for self-
organizing vehicles (HESO). The former scheme forms a ring with a group of vehicles in
which each vehicle shares keys (which are used to obfuscate routes) with neighboring vehicles.
The later scheme takes advantage of homomorphic encryption without the need of sharing
keys with neighboring vehicles. Creation of platoon of vehicles is done upon the request of
vehicles chosen as a leader.

On the other hand, authors have proposed a traffic management system by employing a
method that leverages the usage of Unmanned Aerial Vehicles (UAV's) [L00]. ITS UAV's can
offer an efficient mechanism by enforcing the traffic rules and supporting the traffic police on
the ground, and as well as contributing road users information related with traffic such as
intelligent traffic management. DSRC' interface can be used to enable the operations of ITS
UAVs. DSRC interface provides information exchange via V2V and V2X communications.
ITS UAV's can communicate through a direct wireless link with the vehicles in the range with
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the enablement of DSRC' technology, which in turn better enforces road safety and provides
traffic efficiency. Applications that can be made possible by ITS UAV's include, but are not
limited to, the following: flying accident report agents, flying RSUs, flying speed cameras,
flying police eyes, and flying dynamic traffic signals. There examples incorporates more
than one UAV to fly jointly, cooperate, and coordinate to execute a specific mission. When
operating a task collectively, they consume energy all together as well. However, UAV's could
effectively use their energies by perfectly sharing the missions among all UAV's and hence
overcome the issues related with the battery limitation with optimal coordination algorithms.
For example, in the case of a traffic accident, one of the UAV's could fly to the accident
location and prepare a report/alarm (e.g., video) and send the created report/alarm to
the other UAV's via device-to-device (D2D) multihop communications. Meanwhile, another
close by UAV or RSU that has network access via cellular wireless networks (e.g., 4G,
LTE) can transmit the report to the relevant entity. One of the challenges that needs to
be accomplished when integrating UAV's into ITS is to design an optimal coordination
algorithms.

2.2.2 Public Transportation Management

Management of public transportation systems can be facilitated via surveillance systems.
Another application of UAV in the area of ITS for the purpose of understanding the current
state of a transportation system has been studied in [136]. An urban surveillance system
with monitoring drones has been proposed by the authors. Support for urban computing
architecture and on-demand execution of the distribution of data to the intended end-users
can be realized with the coalescence of ITS with drones. However, energy needs for the
operations of drones and their communications with the sensors at the ground may rise a
problem and the designed ITS system with drones may result in obstructed transmissions.
All the resources of the system may drain in an expedited manner in such a situation and the
system may fail eventually. Energy overhead is resolved by integrating LoRa WAN protocol
and using drones as on-demand LoRaWAN gateways to fortify energy efficient surveillance
in ITS. Moreover, the lifetime of the network with a fail-safe and resilient strategy enabling
the usage of drones in an energy-deficit urban environment is improved with the proposed
approach.

Another service that should be offered under public transportation management is the
payment management through mobile payment methods or smart card fare collection. In [39],
authors propose a mobile payment protocol which considers limited connectivity for VANET
applications. The proposed payment protocol aims to hold following four requirements: (i)
adaptation to the real communication scenario, (i7) computation- and communication-wise
performance efficient, (7ii) fair exchange rates and anonymity of users, and (iv) secure pay-
ment in terms of confidentiality, non-repudiation of origin, robustness to traditional security
attacks, and preventing over and double spending. A self-certified key agreement for pro-
ducing the symmetric encryption keys is adopted in this work in order to incorporate the
advantages of both public-key cryptography and symmetric-key cryptography. Moreover,
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a new session key generation is triggered after every payment transaction to provide more
robust security protection.

2.2.3 Emergency Management

Emergency management is an essential service that needs to be addressed in the context
of smart transportation. With the recent advent on the vehicular communication, and the
integration of machine intelligence methodologies into vehicular environment, applications
such as traffic accident warning and prediction provide secure and safe driving experience
on the road. Emergency management is an essential service that needs to be addressed in
the context of smart transportation. With the recent advent on the vehicular communica-
tion, and the integration of machine intelligence methodologies into vehicular environment,
applications such as traffic accident warning and prediction provide secure and safe driving
experience on the road.The study [I] proposes a data collection, and analytics application
that is capable of predicting the behavior of traffic users. Moreover, the proposed application
is empowered with traffic evacuation and sending emergency vehicles (e.g., ambulances, fire
trucks, etc.) to help people that are in need such assistance. Importance of such an appli-
cation becomes more crucial considering the fact that accidents may happen at any time at
any spot in the traffic due to various reasons such as fires, terrorist attacks, and earthquakes.
These reasons not only lead to traffic accidents, but also cause panic behavior and unexpected
traffic congestion. The architecture of proposed system encompasses three layers: (i) Sensor
Processing (SP) layer, where all possible real-time data feed into the transport system, (7i)
Intelligent Data Processing (IDP) layer, where real-time data collected from a diameter of
approximately 1 km is initially processed (IDPs are equipped with small but computationally
powerful units), and (%ii) Cloud Processing (CP) layer, where the services in different cloud
servers are provided. Furthermore, single point of failure risk is minimized by stationing
servers at different locations in the city. IEEE 802.11p WAVE is used as a communication
standard. While RSUs acquires vehicular data, IDPs acquires both vehicular data and data
collected from on-road sensors, public transport vehicles, and local authorities such as traffic
centers, transport coordination units of cities. Planting IDPs not just on roads but also at
public transport stations enables the collection of these broad-spectrum of data.

2.2.4 Information Management

Vast amount of information acquired from vehicles flows from one end to another in smart
transportation systems. Vehicles share sensitive information with the applications that offer
variety of services. Therefore, one of the fundamental tasks of an information manage-
ment service is to protect the data carried with any vehicular communication means and
stored in the data centers.The paper [38] introduces a novel privacy-preserving incentive
announcement network established on Blockchain — a decentralized storage method — called
CreditCoin. The proposed network encompasses two parts, (i) announcement protocol, and
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(ii) incetive mechanism. The prosed network is a pioneer privacy-preserving Blockchain-
based incentive network in the context of VANET's, which is capable of building trust in
communications of smart vehicles. While efficient and privacy-preserved announcement for-
warding is attainable with the Echo-Announcement protocol, users control their reputation
points with earning and spending coins as incentives with the Blockchain incentive mecha-
nism designed. CreditCoin is capable of proving the aforementioned services while preserving
privacy, achieving anonymity, and blocking security attacks. The proposed methodology is
developed in a network simulation environment — Network Simulator 2 — that runs on Java
Runtime Environment 1.8. Efficiency and practicality of CreditCoin in smart transportation
and smart vehicles applications is proven with the simulations results.

2.2.5 Service Provisioning Methodologies in Smart Transporta-
tion

The fundamental services aforementioned in Section 2.2 act as a guideline when transform-
ing a city’s conventional transportation network into a smart transportation network. The
functionality of each service varies from one another depending on the way it is provided
such as content sharing between two cooperating vehicles, autonomous driving of a vehicle
that is fully aware about its environment thanks to vehicular communication between other
vehicles and roadside infrastructures in the perimeter. Moreover, vehicles equipped with the
wireless communication capabilities (e.g., WiFi, cellular networks) are increasing in number
as a result of rapid development of vehicular cyber-physical systems (VCPS)s, which leads
such vehicles to access to the numerous mobile services or applications including safety and
multimedia content sharing applications.

Vehicles that are part of a smart transportation network are also equipped with mobile
storage and/or processing unit, which makes them capable of offering services to the other
applications. However, involvement of many challenges — introduced by the mobile nature
of the vehicular networks and lack of control over the data stored and processed in the cloud
environment — requires extra attention to the privacy, service cost and latency aspect of the
service offered by vehicles in a smart transportation network [133, 180].

In order to address the privacy, service cost, and latency issues in the vehicular net-
work, an auction-driven, multi-objective provisioning framework with the existing trusted
third party approach and the Quality-of-Experience (QoF) model has been proposed in [8].
However, auction model proposed in this work is disadvantageous in terms of delay and
action complexity due to its nxnan modelling structure. Delay caused by the action model
increases the services charges of a driver as how much a driver will pay is determined with
elapsed time that the driver used the specific service. The study [9] introduces game theory
concepts with a QoF-awareness system model to overcome the issue of latency, cost, and pri-
vacy. Proposed Multiagent/Multiobjective Interaction Game System (MMIGS) framework
offers on-demand provisioning services in a vehicular environment at low latency, minimum
cost, and minimal driver information disclosed. In each game, collected requirements and
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preferences by the QoFE-awareness system creates a QQoFE value for every service provider,
trusted third party and driver.

Miscellaneous services provisioned by heterogeneous vehicular networks are targeted
in [I81]. A generic HetVNET framework based on service and user cases analysis is of-
fered after the evaluation of numerous possible networking techniques. Number of typical
application scenarios are examined with the proposed framework, which leads to the discov-
ery of key solutions and challenges of the Medium Access Control (MAC) and networking
layers along with several open research issues for future investigations in HetVNET's.

Due to the swift growth in mobile data traffic, an extreme drop in the quality of service
provision is observed [161]. To overcome this problem and maintain an effective quality of
service (QoS), cellular network capacity was increased by adopting variety of techniques such
as developing base stations with a smaller cell size (e.g., picocell and femtocell) enabling us
to install more base stations, and deploying 4G or LTE networks [127], which provide better
QoS. However, extensive usage of advanced vehicular application such as video sharing,
cloud applications, and big data services when combined with vehicular capabilities will
boost mobile traffic data even more. Therefore, the need for offloading solutions is growing
with the boost in mobile data traffic, which pushes operators to provide various offloading
schemes in VCPSs.

Authors of the paper, [161], proposes a different approach to provide mobile data traffic
offloading in VCPSs. What makes their approach different from the previous studies is the
removal of the assumption of offloading capacity homogeneity and the global QoS guaran-
tee of QoS-aware service provision. Initially, two famous offloading models, (i) Wi-Fi, and
(ii) VANET, are formed and the offloading capacity of each Wi-Fi AP or vehicle is quanti-
fied. A formulation for multi-objective combinatorial optimization problem — which intends
to simultaneously optimize possibly conflicting objectives including efficient use of multidi-
mensional resources, achieving satisfactory global QoS, and lowering mobile data traffic —
is, then, derived from the mobile data traffic offloading. In order to obtain global optimal
solutions within a reasonable runtime, a mixed-integer programming search method is used.

2.3 Vehicular Crowd-Sensing for Smart Transportation
Applications and Services

2.3.1 Traffic Management

Acceleration in the development of plethora of technologies and the design of intelligent sys-
tem promote cleaner, safer, and more efficient transportation. The realization of Internet
of Vehicles (IoV) is crucial for clean traffic environment in the future. Even trustworthy
forecast of future traffic condition could potentially save travel time, decrease pollution, and
enhance traffic efficiency. Traffic congestion can be mitigated with the power of Mobile
Crowd-Sensing (MCS) methodology, which leverages the potential of mobile devices (e.g.,
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smartphones and /or sensor-equipped vehicles) in the context of vehicular environment. Traf-
fic monitoring systems enabled with such sensing paradigm acquire the traffic data from the
mobile devices of participants (e.g., drivers) and analyze the traffic data to notify drivers
or relevant traffic authorities about the upcoming traffic situation. Furthermore, with the
involvement of vehicular communication, real-time road status and vehicle status can be
obtained from the roadside units and this information can help estimating the average speed
of vehicles and other miscellaneous useful information.

The study in [155] introduces a technique that uses data acquired from connected vehi-
cles in order to enhance transportation efficiency. New algorithms are applied to estimate
and forecast the travel times conveniently. In addition, forecasting the accidents enables
dynamic route choices for drivers to prevent traffic congestion. Furthermore, proposed ar-
chitecture can be expanded to operate on a larger scale with the power of smartphones
and/or sensor-equipped vehicles (that provide MCS). To give an example to solidify the
benefits of MCS, traffic data can be collected for detecting the congestion level by utiliz-
ing the smartphones carried by drivers instead of planting cameras and loop detectors on
road-sides. This way, building specialized sensing infrastructure will be alleviated and the
cost of such infrastructure will be decreased. The research in [156] also leverages the power
of vehicular crowd-sensing in the context of evaluation of traffic condition. Estimating the
average travel speed for road sections is advantageous in assessing the management of trans-
portation, and so on. Real-time locations and velocities of vehicles can help estimate the
travel speed of a vehicle and acquisition of such data is possible through vehicular crowd-
sensing. Since vehicular crowd-sensing data is generally coarse-grained as a result of irregular
spatial-temporal distribution of vehicles and the alternating data-offering intervals, authors
introduce a method called Spatial-Temporal Correlation (ST'C') to overcome the coarseness
problem. STC generates a fully covered distribution of travel speeds for road sections in
time and space domains with regard to crowd-sensing data.

Operating of road networks becomes costly, time consuming, and environmentally un-
friendly (with the increasing urban pollution) in case of an accident or event that leads to
anomalies causing traffic congestion. Furthermore, traffic patterns indicate important infor-
mation about how people live in the city. For instance, people are attracted and gathered in
one location when there is a popular sporting event, which may increase the traffic activity
and lead to congestions or protests may cause road closures, etc. Authors in [115] introduce
a technique for identifying and describing the traffic anomalies, which might happen due to
various reasons such as traffic accidents, traffic controls, celebrations, protests, disasters, etc.
Proposed technique takes advantage of human mobility data (e.g., GPS trajectories of vehi-
cles) and social media data. To this end, GPS trajectory is used to identify the significant
routing changes, and the subgraph of the road network where the anomaly is detected is
used to fetch the social media information in the perimeter to define the anomaly. Authors
classified the usage of the proposed system under two category: (i) user oriented, which
detects the anomalies around the user, and (%i) city planner and traffic controller oriented,
which help city planners and traffic controllers to monitor and visually analyze the anomalies.

17



2.3.2 Public Transportation Management

Transportation systems, particularly the bus system, are effected severely from traffic con-
gestion in rush hours. Long waiting durations for a bus due to unforeseen events (including
traffic congestion) force people to select another transportation means for travelling to their
destination. An approximate estimation on the whereabouts of bus and when it will arrive
the specific bus stop can alleviate the waiting time, enhance the performance of bus riders,
and thus attract progressively more people to prefer bus transportation. Moreover, transit
agencies can profit from offering real-time traffic and arrival time prediction. One of the
ways that transit agencies use to track the vehicles to offer these services is installing GPS-
enabled in-vehicle devices to their vehicles. However, due to well-known disadvantages of
GPS-based devices on energy consumption, requirement of sky visibility to approximate the
location better, deployment and maintenance costs that are not profitable for small-scale
transit agencies and so on, building a GPS-dependent tracking and arrival time prediction
in real world is not the best option available.

The paper [177] introduces two energy-efficient tracking and prediction of arrival time in
urban areas frameworks for buses: (i) WiLocator and (ii) WiLocator(p). While WiLocator
offers real-time tracking and prediction of the arrival time of a bus in urban environment
settings, WiLocator(p) expands the capabilities of WiLocator method to track a bus by
calculating the dominated road sub-segment for each WiFi Access Point (AP) with regard
to the crowd-sensed historical data. WiLocator(p) minimizes the computational delay, and
enhances the positioning accuracy while providing an offline learning phase when compared
with WiLocator.

Authors in [18] study on a simulation environment based on an urban parking case
study, which is capable of analyzing the behavior of the crowd and evaluating the critical
user with regard to certain crowd-sensing scenarios. The use case scenario adopted by the
authors in this work is parking assistance for drivers in a busy urban environment. The
simulator enables drivers to pick a geographic region, and then — based on the selected
region — it computes and build a model of certain crowd generated events (such as leaving or
occupying a parking spot), and eventually simulates the anticipated behavior of the crowd
of drivers, and evaluate the gains (such as duration of finding an available parking spot).
Moreover, parking related events are sensed and share with other drivers by the smart
citizens. In addition, these events can be displayed real-time on a city map and integrated
into a navigation software to assist others to reduce parking related issues such as duration
of searching a vacant parking location.

Vehicles operating on fossil fuel creates environmental pollutions as the demand keep
increasing to transportation systems. Electric vehicles (EV's) can potentially resolve the
problems caused by conventional vehicles. However, increasing usage of E'V's will require
and constitute complex interactions between transportation, power, and information sys-
tems, especially when regulating charging behavior of EV's. Therefore, analyzing the further
demands due to F'V charging/discharging and coming up with a strategy to mitigate the
relevant impact of these behavior on the grid is of great importance.The study in [168]
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introduces an optimal strategy established on real-time crowd-sensing for EV to select a
route when navigating to the charging station. Authors implemented a road velocity matrix
acquisition and restoration algorithm with the help of crowd-sensing. Furthermore, queue
theory is adopted to address the duration of waiting at charging stations. The goal of pro-
posed solution is to decrease the travel time of EV users and charging or total cost based
on the time of use price mechanism, which depends on different technical constraints such
as selection of path, travel time, capacity of battery, and constraints related with charging
or discharging, etc.

2.3.3 Emergency Management

Quality of the roads has a direct impact on the quality of driving, which may lead to the
traffic accidents when it is too low. The condition of road surfaces is an important sign when
assessing the quality of roads. Traditional parameters to be considered in order to determine
the quality of road surfaces are potholes, bumps and slipperiness. Surface condition of a
road not only causes bad driving experience that may lead to an incident but also damages
the car and ages it quicker.

Authors in [20] take advantage of mobile sensors planted in either vehicles or RSUs that
are connected to cloud servers. Anomalies that vehicles experience (e.g., hitting a pothole)
while moving on the road are collected and reported to centralized cloud servers to be further
analyzed. RSUs along with the bases stations assist to carry data to the cloud to be analyzed
and to offer recommendations. Real-time data processing is necessary to provide timely rec-
ommendation based on the condition of the road surface. Another study [53] aims to detect
potholes and mark them on map. Embedded sensors in the smartphones of drivers are the
key enablers for this work. Authors have developed an application called ”Road Condition
Monitoring App”, which drivers install on their smartphones. Since the developed appli-
cation is depending on crowd-sourcing and participatory sensing, it requests access grant
to a number of sensors to operate effectively such as GPS, accelerometer, magnetometer,
compass, and connectivity on device of the user. Alerts related with the road condition is
then sent to the user based on the crowd-sensed data, which makes the innate behavior of
application ubiquitous as the user of application does not necessarily need to know how the
application operates by just using the sensor data to detect the road condition. Moreover,
the user of application does not need to mark any potholes on the device. Designing an ap-
plication based on the principles of crowd-sourcing and participatory sensing has remarkable
benefits over the other approaches. For instance, no additional deployment cost is required
as a result of usage of existing devices for the sensor platform.

Not only the road surface condition, or improved driving habits are enhancing the qual-
ity of driving and thus alleviating risk of traffic accidents, but also the constructions (e.g.,
bridge) that enable vehicles to travel and promote a flowing traffic. Evaluating the condition
of bridges conventionally relies on visual inspections, which are conducted irregularly and
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effects eventually timely structural analysis and assessments reports that maintenance plans
depend on. Observation of the operational behavior of a bridge must be done frequently to
keep track of its condition adequately and to prevent any unforeseen rehabilitation. To this
end, authors in [99] use smartphone accelerometers sensors that are capable of providing
aggregated sensor data — if provided through crowd-sourcing — about structural health mon-
itoring. Smartphone data acquired from vehicles that are passing over a bridge are capable
of identifying various modal frequencies of the bridge, which makes the process of maintain-
ing the structural consistency of the bridge more efficient and helps making well-informed
decision to prevent possible catastrophic events such as unexpected collisions.

2.3.4 Information Management

Vehicular networks are the key enablers when developing an application in the context of
smart transportation. Vehicles are enabled to behave as mobile sensors to acquire mis-
cellaneous data depending on the context of the application, which in turn facilitates to
offer different services such as traffic management, safety, smart navigation, environment
monitoring, pollution measurements, and urban surveillance. A new way of communica-
tion management is inevitable to acquire, share, transmit, and process the data collected
from vehicles. Since the vehicles are mobile, the network formed by the vehicles changes
dynamically in a way that could create isolated nodes, changing quality links, and node
densities. However, this extremely mutable and heterogeneous topology poses a problem for
conventional network protocols, which are normally created for homogeneous use cases.

Anycasting is an appropriate methodology for vehicular sensing applications as it offers
the information to those who show an interest in the information.The paper [10] introduces
an "adaptive Anycasting solution for Vehicular Envrionments” (AVE), which is a protocol
to deliver messages adaptively. AVE incorporates geographical and topological information
to adjust briskly its behavior to the condition of the network. Proposed AVE approach has
been assessed in an urban simulation environment under realistic settings. Moreover, rational
propagation models are adopted, and urban layouts from the database of OpenStreetMap are
integrated to accomplish almost real-life-like road layout when combined with a meticulous
building distribution.

WiFi A Ps, mesh routers, wireless sensors, and other wireless routes established through-
out the road are capable of operating as an RSU. Furthermore, these RSUs can cater in-
frastructural supports for wireless access and dissemination of data in cyber-transportation
systems. Authors in [163] propose two considerable applications in urban vehicular network
for promoting the development of cyber-transportation systems: (i) crowd-sensing appli-
cation to collect information from RSU resources, and (i) data dissemination application
for vehicular network through crowd-sensed results and location aware service. An hybrid
routing solution — Routing for data Dissemination by Crowd-Sensing (RDCS) — is designed
for inter-vehicle, vehicle-to-roadside, and inter-roadside data dissemination to overcome the
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data dissemination issues in urban hybrid networks. Vehicles and RSUs are the communica-
tion nodes in the proposed hybrid routing solution. Moreover, implemented crowd-sensing
module is capable of sensing physical world online via nearby RSUs, current coordinates,
and speed by crowd-vehicles, and afterwards proceeding with the offline process of these
aggregated data in the crowd-server. To facilitate routing decision to disseminate data,
crowd-sensed results are used as input by the cyber elements in vehicles.

In the context of VANET, crowd-sensing of the environment is one of the key-enabling
methodology for many applications. It empowers a group of vehicles to sense the environ-
ment with their perception sensors, and share the sensed data with other vehicles to stay
always aware of whats happening in their visible and invisible perimeters. However, security
gaps in crowd-sensing mechanism may lead to attack towards V2X networks, which can have
a destructive effect on the road safety. The paper [23] classifies potential security threats, and
defines various V2X-specific attacks that can be performed easily and may decrease the per-
formance of crowd-sensing mechanism in V2X network. The evaluation of the attacks are
based on the likelihood of weakening the road safety such as the platooning disruption (PD)
attack, which focuses on the critical platoon signaling (that enables a group self-driving
vehicles to travel safely on the road), and the perception data falsification (PDF') attack,
which transmits fake sensing data to cause traffic accidents.

2.4 Data Analytics for Smart Transportation Applica-
tion and Services

”Smart” transportation applications are made capable of predicting/forecasting events through
data analytics methodologies. We categorize data analytics into two separate sub-sections:
(i) Machine and Deep Learning, and (77) Signal Processing. In this section, we will investi-
gate enabling methodologies under each section.

2.4.1 Machine and Deep Learning

Machine and/or deep learning techniques are broadly used in the context of smart trans-
portation applications. There exist various ways of integrating a sense of machine intelligence
into an application such as algorithms, tools, and frameworks. Therefore, we will divide this
sub-section into the following sub-sub-sections: Machine and Deep Learning (i) Method-
ologies and Algorithms, and () Tools and Frameworks. Furthermore, we will investigate
applications incorporating machine and/or deep learning methodologies through algorithms,
tools and /or frameworks under the aforementioned services we have proposed in the previous
Section 2.2.
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Methodologies and Algorithms

Traffic Management: Applications and services that incorporate machine and/or deep learn-
ing algorithms and help manage traffic to improve the way of vehicles to move from a point
to another efficiently are categorized under this category. Such applications and services in-
cludes but not limited to traffic flow prediction, traffic congestion prediction, route planning,
and free parking sport locater.

One of the most common hassle drivers deal with everyday is searching an available
parking location, which contributes a non-negligible source of atmospheric and acoustic
pollution during the time of searching along with causing stress to drivers and wasting their
time. Developing systems that serves real-time information about the vacancy of on-street
parking spots in a city not only would help escalate the livability standards of the city
but also increase the sustainability of the city. Combining the data acquired by variety of
network types can help tackle the vacant parking sport detection problem. To this end,
authors integrates [135] the data collected by small-scale sensor networks and widespread
CCTV camera networks, which makes the creation of smart traffic management systems
— that are able to offer real-time information to the users about the vacancy of available
parking lots, to decrease the duration for seeking a parking space, and to reduce eventually
the traffic density along with its direct adverse effect of air pollution — possible. This work
involves a pattern recognition system that depends on a high performance classifiers, k-
nearest neighbors (kNN) and Support Vector Machines (SVM). With kNN, availability of a
specific parking spot will be decided based on the status of other visually similar parking spots
stored in the training database. kNN — measuring the similarity of two parking sports with
Euclidean distance — is able to achieve good performance in various recognition problems even
though it has a lazy-learning approach and simple architecture. On the other hand, system
learns to identify the available and occupied parking spots in order to determine the status
of a newly discovered parking sport with SVM classification approach. The performance
of both techniques will highly correlated with the tuning parameters. Therefore, authors
have tested the proposed system with different number of neighbors for kNN — ranging from
k=1 to k=80 with k symbolizing the number of neighbors — and the kernel type for SVM
— linear, polynomial, quadratic, or radial basis function (RBF'). Another paper focusing on
parking location detection is [150], authors of which explains the feasibility of vacant parking
spot detection with the usage of mobile phone magnetic sensors, magnetometer. Readings of
magnetometer is analyzed with a supervised machine learning technique, SVM to facilitate
identify the situation of the test-car. System acquires sensors readings from any car and
SVM running in the server estimates the situation in the surrounding of the car by stating
in the end that there is/are car(s) parked in the perimeter of the car (such as right/left, both
side, or no cars). Furthermore, the system is capable of drawing a heat map of free parking
spaces with the help of GPS data.

Precise and well-timed traffic flow information brings so many advantageous — including
support for better travel decisions, lessen traffic congestion, decreasing the carbon foot-print
left to earth by vehicles, and enhancing the efficiency of traffic operation — to the individual
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travels, business sectors, and government agencies. Predicting the flow of traffic is highly
correlated with the historical and real-time traffic data acquired from variety of sensors
such as inductive loops, radars, cameras, mobile GPS, crowd-sourcing, social media, etc.
Considering those listed (and not included) sources, authors in [91] offer a traffic flow pre-
diction service based on deep-learning. A stacked auto-encoder (SAFE) which learns generic
traffic flow features is integrated into the proposed architecture and trained in a layer-wise
greedy fashion. The modeling of the SAFE is done by considering the spatial and temporal
correlations.

Increasing traffic congestion in urban areas with the enhancing trend metropolitanization
of the current century, smart route planning becomes an inevitable, essential service in the
smart city development. A system to plan an individual trip that includes up-coming traffic
hazards in routing is presented in [91]. A Spatio-Temporal Random Field established on
a stream of sensor readings helps calculating the future traffic conditions. Moreover, in
areas with low sensor presence, the proposed system is capable of estimating the traffic
flow using a Gaussian Process Regression. Future traffic low values are modeled based on
their temporal patterns, correlations, and dependencies with the integration of kNN into the
system. Furthermore, proposed system uses less memory, a specific issue introduced by kNN
(which has to store all previous sensor readings for continuous traffic flow estimation).

With the advent in the area of data acquisition, storage, and processing, traffic routing
applications that take advantage of forecasted data (e.g., traffic volume data, travel time
data, and traffic condition information) helps saving time and cost of drivers on the road.
Moreover, efficient management of traffic systems based on the forecasted information can
be improved with the valuable contributions of transportation agencies. Estimating traffic
conditions in a vehicular network depends on various parameters, one of which is travel
speed of the vehicles. Regular historical traffic data plays a curial role when estimating the
short-term future traffic flow. As the nature of acquired traffic flow data is high dimensional
and non-linear, the candidate prediction algorithms that we are to integrate into traffic flow
forecasting systems are expected to be equipped with advanced technologies and computa-
tional ability to handle the traffic flow data. The neural network [184] is one approach highly
used to forecast traffic low time series. In order to improve the computational performance
and efficiency of conventional neural networks, there exists some improvements algorithms
proven to be superior such as state-space neural network model [97] and Long Short-Term
Memory Neural Network (LSTM) [118]. Moreover, the ANN created with the combination
of fuzzy inference system and network structure — fuzzy-neural networks (FNN) — demon-
strates good performance in traffic low prediction accuracy. Optimization of parameters
in an adaptive fuzzy rule-based system for traffic flow prediction in urban arterial networks
offered in [13] is furthermore improved using a generic algorithm approach.

Mapping a high-dimensional data (e.g., traffic flow) into a high-dimensional feature space
with the help of SVM’s non-linear relationship and linear regression capabilities. The sup-
port vector regression (SRV') model has been extensively employed in travel time [162] and
speed [15] prediction application. Optimization of parameters in SVM to improve its effi-
ciency, least squares support vector machines (LS-SVMs) [178] is applied in several actual
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applications. With the integration of supervised and unsupervised machine learning tech-
niques in [116], authors proposes a new learning architecture to improve the learning ability
of FNN model. While k-means method is applied to separate input samples into different
clusters, Gaussian fuzzy membership function is employed to each cluster for measuring the
degree of membership of samples to the cluster centers. Moreover, a trigonometric regres-
sion function tailors the periodic patterns derived from the traffic flow data. The prediction
accuracy of multi-step ahead forecasting can be enhanced with the FNN model that takes
periodic features into account.

Information of the present and past traffic congestion of a road network comes in handy
when forecasting the future status of the roads in the road network.The paper [134] intro-
duces a system that is capable of predicting the densely populated roads by using the present
and past traffic congestion data. Furthermore, the proposed system offers alternative paths
based on the provided source and destination. A densely congested path on the route map
is assigned with a weight to signify the level of congestion. The weight values are produced
by applying Density-based Clustering DBSCAN to the fuzzified data.

Public Transportation Management: The people using public transportation services and
applications are the center of this section as efficient management of public transportation
systems starts with a good understanding of the movement pattern of the resident living
in a city such as their transportation mode and time. Authors in [17] consider both trans-
portation and vehicular mode classification by adopting three machine learning algorithms:
Decision Tree (DT), kNN, and SVM. While transportation modes investigated in this work
are classified into 5 categories: still, walk, run, bike, and vehicle, vehicular modes are clas-
sified into 6 categories: motorcycle, car, bus, metro, train, and high speed rail. The data
fed into machine learning algorithms for classification are acquired from three types of low-
power-consumption sensors: accelerometer, magnetometer, and gyroscope. The features are
obtained from the time series of these sensor measurements by accommodating them into
the time and frequency domain.

In [142], authors cope with the short-term passenger flow prediction problems to enhance
the prediction performance in the subways system. Authors introduces a novel method
which integrates Wavelet-SVM [175]. By merging the complementary benefits of Wavelet
and SVM, the weak points of those methods are reduced and overcome. There exists three
important stages in Wavelet-SVM forecasting approach: (i) decomposition of passenger flow
into different low and high frequency series by Wavelet, (ii) application of SVM method for
learning and predicting the corresponding low and high frequency series, and # reconstruc-
tion of the diverse predicted sequences by Wavelet.

Public transportation methods are used regularly by some individuals and used occasion-
ally at specific times or purposes by the others. While general mobility of individuals can be
inferred from their public transport travel, activity patterns of different individuals can be
obtained from their smart card transaction which contributes various levels of information
about individuals’ activities. Only a small portion of an activity lasted for a period time
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can be revealed from the fare transactions history of passengers using public transport oc-
casionally. The study in [57] detects passengers whose activity pattern can be derived almost
entirely from smart card data. The number of days and the spread of days between the first
and last day that cards are observed are two variables that are used along with k£ — means
algorithm to cluster each individuals level of public transport usage. 3 user clusters are
revealed at the end of this process: a group of non-recurrent users, a group of occasional
users, and a group of frequent users.

Leveraging usage of public transport facilitate to solve the problem of meeting travel
demand of users, and thus alleviate the issue of serious traffic congestion due to lack of
capacity of current road-network. However, a driving force to allure people toward to public
transport is necessary. One important factor many people consider when choosing their way
of public transport is the duration of operational delay. In [110], authors presents a long-
term analytics model, which examines the historical bus delay patterns of arrival time delay
at time points and travel time delay for all route segments. k — means method is employed
in this work to provide users and city planners typical delay information — grouped based
on time of the day —, and other features (e.g., weather). Another study, [92], implements a
modified kNN method in order to analyze the bus arrival time BAT using historical bus GPS
data. The modified kNN merges both cluster and principal component analysis and it relies
on the processed GPS data. Validation of the proposed kNN method is performed with the
empirical analysis of data collected from a bus. The results demonstrate that the modified
version of kNN makes less prediction errors when compared with the other techniques, such
as ANN, and it is more powerful in the BAT prediction.

Many transportation systems, especially public transportation systems, take advantage
of the convenience of contact-less, electronic payment methods to eliminate the hassle of
paying with cash. Automated Fare Collection (AFC') is one system used widely in the public
transportation networks (e.g., bus, metro, and tram). AFC not only eases the way passengers
pay the fair of usage by their smart cards provided by the operator company, but also provides
additional data related with passengers’ trip to the operator company. In [102], authors
outlines two types of transaction collected trough smart cards: (i) monetary transactions as
aresult of card-holder adding credit or renewing travel pass, and (7i) journey transactions as a
consequence of passengers entering stations, boarding buses, etc. The initial purpose of AFC
systems is to automate and handle different billing operations presented in the fare collection
operation. However, the collection of data formed by those transactions above (specifically
journey transactions) creates a remarkable opportunity to infer and extract valuable (e.g.,
group behavior, frequent patterns) information that be used for various purposes such as
performance evaluations, transit planning, etc. To this end, authors explain the necessity of
employing advanced data analysis techniques (e.g., clustering, classification).

DBSCAN is used for individual trip chains to extract recurrent travel patterns of each
passengers [J0]. Furthermore, passengers are grouped by k-means++ with regard to regu-
larity of travels, which depends upon four descriptive features of the passengers: (i) number
of travel days, (i77) number of similar first boarding times, (i) number of similar route se-
quences, and (4v) number of stop sequences. Comparatively, authors in [31] apply k-means
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to distinguish infrequent passengers from frequent passengers based on the number of trip
chains, and adopts DBSCAN to further divide the latter group based on boarding and alight-
ing time and location regularity. In addition, the paper [21] also uses DBSCAN to portion
passengers into four distinct groups based on their habitual travel times and the origins and
destinations of their trips.

Group behaviors are analyzed by applying Hierarchical Agglomerative Clustering (HAC')
and k-means into smart card transactions data. In [35], authors adopt HAC' technique to
cluster weekday profiles of a passenger (trip counts over five time bins within the day) for
revealing various travel behaviors such as typical commuters, evening-only travel, etc. This
capability, in turn, facilitates to build user-tailored transport information services. Moreover,
the authors also provide several predictive models to offer personalized travel tome estimates
with regard to travel history of a passenger.

Clustering method is also applied in [104] to examine individual travel regularity. The
trips of a passenger are collected into a daily profile to express a registered boarding pass for
each time bin (a given hour). k-means method is used to determine the clusters of similar
days that are relative to boarding times.

Another work that takes advantage of the transactions provided through smart cards is
[34] which studies station congestion patterns. The station data consists of individual trips.
Each observation in a station data accommodates the difference between entries and exits
for a given station over 2-minutes intervals. Stations are re-clustered depending on their
usage by employing Dynamic Time Warping (DTW') and hierarchical clustering techniques.
Furthermore, station crowdedness is forecasted with three classification techniques that are
Historic Value, Historic Mean, and Historic Trend.

Emergency Management: Accidents on the roads are inevitable and one of the most life-
threatening dangers for travelers — not to forget to mention their potential to cause great
damages. Therefore, a smart transportation system should assure the safety of travelers
through emergency management services and application. Forecasting the future traffic
accidents in advance is an effective solution to offer in smart transportation systems. By
providing useful information to drivers, dangers on the road can totally be bypassed or
the damage can be reduced by responding quickly. Traffic accidents can be predicted by
applying classification analysis — a data mining procedures that required sufficient data for
constructing a learning model [I17]. There exists various application employing different
techniques to predict traffic accidents, such as [95] uses video image from cameras on the
road, and [172] analyzes numerous traffic data in order to prevent accident before happening
or reduce impact to minimum in case of an accident. Traffic accidents happening on an
highway are related with the short-term turbulence of traffic flow. In [95], authors analyzes
real-time traffic data with kNN to identify the potential accidents. To this end, they initially
determined the traffic accident precursors and their calculation time slice duration and then
classify the traffic patterns. The results indicate that kNN approach outperforms C-means
clustering approach.
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Furthermore, ANNs are also extensively used in traffic safety management applications.
Particularly, BP neural network is one of the common traffic safety forecasting methods.
On the other hand, the forecasts by BP neural network will be influenced due to its innate
drawbacks (e.g., local optimization solution). Another approach that is commonly used in
prediction problems is SVM, which facilitates the forecasting procedure by requiring small,
non-linear data samples. However, selection of the training parameters greatly affects the
performance SVM method as inappropriate parameter settings causes poor forecasting re-
sults.The paper [50] proposes a novel approach by integrating particle swarm optimization
with SVM for traffic safety forecasting. The method out of this merge is called PSO-SVM.
Authors first and foremost analyzed the factors influencing traffic safety, and then established
the forecasting model by employing PSO-SVM with regard to influencing factors.

The networks formed by vehicles such as Vehicular Ad Hoc Networks (VANET's) paves
the way of message broadcasting among vehicles about road condition and emergent evens
(e.g., traffic accidents and congestions nearby the vehicles). While those networks make
security and safety services and applications for smart transportation plausible, there could
be a potential chance of having security breaches in the system that allow inside attackers to
initiate false information attacks by injecting fake emergency messages to misinform other ve-
hicles, and constitutes a great danger to road safety. Therefore, not only creating emergency
management services and applications is crucial, but protecting the system from the attack-
ers is also very important. Authors in [182] offer a false information detection scheme which
depends upon information fusion technology where vehicles gather information from various
sources to understand traffic condition. To this end, Basic Belief Assignments (BBAs) are
exchanged between vehicles. However, bogus BBAs can be created and injected by multiple
adversaries to support the false emergency message. To prevent this, BBAs received by
a vehicle must be examined. A distance metric can be adopted for the quantification of
dissimilarity rate between two BBAs. A density-based outlier detection algorithm such as
DBSCAN can later be applied to eliminate the BBAs deviated largely from the others so
that authors can use the remaining BBAs in the second layer fusion.

Information Management: Applications and services offered to the users in VANETS
requires Internet connectivity. Detecting the activities of those in VANETSs is becoming a
challenging task with the rapid increase in the number of users. Furthermore, this challenging
task becomes even more complicated as the mobility and density of the nodes in a VANET
varies quickly. The information (e.g., speed of the nodes, position of the nodes, direction of
motion of the nodes) related with a specific area is shared by nodes with the other nodes
while they are traveling so that vehicles are aware of their surrounding to take precautions
in case of an emergency on the road. One of the drawbacks of VANET's is the security issues
due to the high mobility of the nodes. During the information sharing with other nodes, it is
plausible that information of the node that shares its data can be compromised. Therefore,
a smart transportation service/application should ensure the security and stability of the
network in order to avoid intrusions.

The article [32] uses a novel Collaborative Learning Automata (CLA) based algorithm to
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ensure the detection of an intrusion in VANETSs. The algorithm accepts three parameters
as an input: (7) density, (47) mobility, and (7i) direction of motion of the vehicles. Based on
these parameters, corresponding automation executes its action. Moreover, a Collaborative
Trust Index (CTI) is calculated for automaton to perform the actions. New values can be
added from CTI or already exiting values in CTI can be discarded with regard to the suc-
cessful and unsuccessful operations such as penalty or reward received from the environment
by the automaton. The action probability vector of the automaton that will be used in the
next iteration is kept updated with these parameters. The solution converges to a specific
value upon performing the action for a period of time.

Performance degradation in vehicular sensor networks (VSNs) due to an increase in
the quantity of the vehicles on road and traffic jams leads to delay when receiving the
emergency alerts. To overcome this problem in VSNs installed in dense urban regions,
authors in [33] introduce a CLA-based routing algorithm to transmit information to the
designated destination with minimum delay and maximum throughput. By integrating the
learning automata (LA) in the access points (APs) in the network, APs are made capable
of learning from their pas experience, which eventually help them make routing decisions
swiftly. The whole region is divided into various clusters. An optimized path is then chosen
by applying CLA with the following input parameters: vehicle density, distance from the
nearest service unit, and delay.

Decreasing the traffic collisions at intersections is possible in VANET's with the warning
messages sent to the vehicles. A performance improvement in the VANET's is necessary to
ensure delivery of the messages — especially safety messages — to the target destination. An
effective way to reduce packet loss and delay and to improve the reliability of VANETS is to
use data congestion control. The paper [144] offers a centralized and localized data congestion
control strategy for managing data congestion with the help of RSUs at intersections. Three
units are integrated into the proposed strategy to provide congestion detection, message
clustering, and data congestion control. Data congestion in the channels is identified by
measuring the channel usage level. An unsupervised machine learning algorithm, k-means, is
applied to cluster the messages collected and filtered. K-means method groups the messages
based on three certain criteria: (i) message size, (i) validity of messages, and (%ii) type of
messages. Moreover, the data congestion unit selects proper values of transmission range and
rate, contention window size, and arbitration interframe spacing for each cluster. Finally,
communication collisions are decreased with the communication parameters transmitted to
the vehicles (that are stopped before the red traffic lights) by RSUs at the intersections.

Tools and Frameworks

Traffic Management: Under this section, we will analyze traffic management services and
applications integrating various tools and frameworks in their platform. An experimental
study, [150], validates the feasibility of using mobile phone magnetic sensors for spotting
available parking locations. A supervised machine learning algorithm, SVM, is used for
classification. Authors particularly has integrated SVM in their project to perform Support
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Vector Classification for constructing a multiclass model following the one-vs-one scheme

developed initially by [61]. In this work, SVM implementation in scikit-learn library [119]
is adopted.
Another car parking solution is proposed in [183], authors of which takes two smart car

parking solution based on real-time car parking information into account. Three feature
sets are constructed based on the data analyzed and key parameters selected thereafter
analyzing the data. Prediction model for the parking availability is derived from those
feature sets. Additionally, three non-parametric algorithms are adopted to create parking
occupancy rate (OCCR) model: (i) Regression Tree (RT'), (ii) Neural Network (NN), and
(iii) Support Vector Regression (SVR). Python programming language is used to implement
the aforementioned algorithms. While RT and SVR algorithms are implemented using
scikit-learn library [119], NN is implemented using PyBrain [132]. Different datasets from
two cities (Melbourne and San Francisco) are used to compare the performance of feature sets
and model combinations. Their results revealed that the regression tree with a feature set
that consists of the history of observations, time of day, and day of week produces the best
performance. Moreover, the proposed system can be realized as (i) a mobile application
to facilitate trip planning for users by finding available parking spots, and/or (ii) a car
navigation system to assist drivers when selecting parking locations with regard to their
destination.

There exist some challenges when estimating the traffic flows, one of which is the sharp
nonlinearities due to transitions between free flow, breakdown, recovery, and congestion. A
deep learning architecture is capable of detecting these nonlinear spatio-temporal effects.
Therefore, a deep learning model for predicting traffic flows is proposed in [123]. While the
first layer of the deep learning network determines spatio-temporal relations among predic-
tors, the rest of the layers build non-linear relations. Furthermore, the Stochastic Gradient
Descent (SGD) technique is employed using H20 package [62] to discover an optimal net-
work structure and weights. Moreover, similar techniques can also be found in Python’s
Theano [19] or TensorFlow framework [3]. Authors present their methodology by predicting
traffic flows during two special events where there is sharp traffic flow changes occurring un-
expectedly and very suddenly. Proposed deep learning method provides accurate short-term
traffic flow predictions.

Public Transportation Management: Observing the travel mode choice with regard to
behavior of travellers can be very useful when analyzing the travel demand, planning the
transportation schedule, and managing the traffic. Transportation agencies are enabled by
speculating the travel mode distribution to develop proper strategies that mitigate travel
time of users, traffic congestion, and air pollution. A Convolutional Neural Network (CNN)
architecture is introduced in [12] to determine the transportation mode(s) of the trip of
individuals based on the information of raw GPS trajectories. The proposed system is
capable of categorizing the transportation mode into five distinct groups: (i) walk, (ii) bike,
(#1) bus, (iv) driving, and (v) train. Data structure used in this work contains four kinematic
features, which are speed, acceleration, jerk, and bearing rate. Those features together are
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sufficient to define the motion characteristics of individuals. An effective CNN architecture
that is capable of achieving the state-of-the-art accuracy on the GPS dataset is designed for
the pre-processed feature dataset. While Python programming language is used to process
the data, Keras [39] (a Python-based deep learning library) using the TensorFlow [3] backend
with the CPU support only is used to implement the CNN architecture.

One approach to address the increasing congestion problems is to develop and apply a
distributed traffic optimization system. However, such system should be capable of routinely
handling the visual information from a scene in real-time as traffic is a dynamic environment
where vehicles pass though intersections and sudden appearance of pedestrians on the scene is
quite usual. Since, those type of systems analyze the visual of a scene, an image recognition
technique is what’s needed. CNNs are extensively adopted in the systems where image
recognition is required. CNNs can be applied for miscellaneous tasks in traffic applications
such as detecting a vehicle, capturing the velocity of a vehicle, and calculating the total
wait time of vehicle, which can be handful information to have when developing a traffic
flow optimization system. However, computational complexity of CNN introduce heavy
load on the system. Therefore, the sparse representation of CNN — a simplified version —
is an efficient way to shrink the computational burden. In [90], authors study the effect
and the potential of sparse representations of CNNs in terms of run-time with different
implementations. Moreover, a code-generator creates optimized and ready-to-deploy code
upon the completion of pre-processing. This work demonstrates that the proposed solution
on two different sparse CNNs is faster than the performance of the CPU-mode TensorFlow
and is energy efficient than the GPU-mode TensorFlow.

On-demand ride service platforms provides relevant information for empty cars (e.g., an
uber, or a taxi that looks for a customer) to encourage them to move from over-supply regions
to over-demand regions through the demand forecasting of short-term passenger. However,
there exist spatial, temporal, and exogenous dependencies, which makes short-term passenger
demand forecasting challenging. Authors in [79] studies a novel DL technique — the fusion
convolutional long short-term memory network (FCL-Net) — to solve the challenge intro-
duced by the aforementioned three dependencies. Authors developed an end-to-end learning
architecture. The proposed DL model contains multiple convolutional long short-term mem-
ory (LTSM) layers, standard LTSM layers, and convolutional layers. The spatio-temporal
characteristics and relationships among explanatory variable are better detected with the
fusion of convolutional techniques and the LSTM network. Moreover, explanatory variables
is ranked with regard to their importance by using random forest (RF') algorithm. In this
work, scikit-learn [119], TensorFlow [3], Keras [39], and XGBoost [30] are adopted to com-
pare the models.

Emergency Management: Numerous research activities are recently being conducted to
alleviate the drivers through in-vehicle systems to chance their driving behavior that could
potentially cause fatal or non-fatal traffic accidents. The main purpose of these systems gen-
erally is to avoid an accident with an upcoming vehicle or pedestrian through the built-in
collision-avoidance module, which sends warning messages to drivers. The recent studies,
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such as [129], carried out with these systems shows encouraging and significant positive
effects. By applying real world location analytics on traffic accident hotspots, in-vehicle
warning messages can be produced to test the in-vehicle warning system proposed in [129].
Moreover, the proposed in-vehicle warning system uses the data acquired by connected ve-
hicles to determine the dangerous locations. The data is collected from the Swiss Road
Authority (FEDRO) and it contains more than 266,000 traffic accidents for a period of
five years. Furthermore, the data is classified into 20 different combinations of two cate-
gories: (i) road type such as "motorway” and "main road”, and (ii) infrastructure such as
"roundabout” and ”intersection”. To capture the satellite imagery of the location of each
accident are obtained from Google Maps by providing random accident samples taken from
the categories in a balanced way. Finally, TensorFlow [3] Inception-v3 is used to produce
the high-level feature vectors for the labeled images.

With the advent of high technological driving aids to ensure the safety on the roads,
there exists plethora of other in-vehicle systems one of which is on-time vehicle braking
system in hazardous road traffic situations. The study in [122] proposes a system which
is capable of forecasting the emergency situation with regard to the motion pattern of the
accelerator pedal. Data pattern obtained through the lifting motion of the accelerator pedal
is used to classify the emergency breaking situations. Eventually, the system is trained to
decrease the time delay between the following two events: (i) the driver lifts their foot from
the accelerator pedal, and (i) the driver energetically presses the brake pedal to stop the
vehicle in dangerous and emergency braking situations. The time delay introduce in varying
meters of traveled distance depending on the speed of the vehicle. For instance, a higher
travel distance to stop the vehicle is expected for vehicle moving at high speed. Reducing the
delay not only would help decreasing or totally eliminating the risks of traffic accidents but
also enhance road safety. The proposed system adopts a machine learning approach when
classifying the emergency braking situation on gradient boosting. Scikit-learn [119] library
is used to implement the algorithms described in their work.

Autonomous vehicles is another smart transportation application that gains popularity.
One of the fundamental requirements to integrate in autonomous vehicles is to make use of
vehicles following other vehicles in the perimeter safely and taking proper actions to avoid
rear-end collisions and accidents. Drivers understand the behavior and intention of the other
vehicles moving ahead with rear-lights signals. Thus, it is crucial for an autonomous vehicle
to adopt rear-lights signal recognition, which is a computer vision problem incorporates
processing of color images and analyzing brightness (i.e., blob technique). In [158], authors
introduce a two-stage approach that is capable of recognizing rear-lights from a sole image
instantly and robustly. As the traffic environment is dynamic, the proposed system conforms
the standards for analyzing the real-time data. Rear appearance images of vehicle are used
as the training data. A multi-layer perception neural network is adopted to learn ”Brake
Lights Patterns” (BLP) from a large database storing rear appearance images of vehicles.
Furthermore, deep classifier will group the given image of a vehicle under two categories:
"brake” and "normal”. Integrating multi-layer lidar (IBEO Lux fusion system) and a camera,
a vehicle can be identified instantly and robustly. Moreover, in order to accelerate the vehicle
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identification and to enhance the robustness, different methods are investigated such as road
segmentation and a novel vanishing point region of interest (ROI). In this work, an open
source deep learning library — Caffe [152] — is adopted to integrate already available deep
convolutional neural networks, such as VGG-16 [137] or AlexNet [151]. AlexNet model (an
eight-layer neural network) is used in their system to obtain real-time system.

Traffic accidents not only causes potential injuries and damages but also creates road
congestion. Therefore detecting incidents in advance decrease the likelihood of congestion
on the road. One way of detecting incidents is to take advantage of machine learning meth-
ods to analyze video feeds at fixed intersections. Authors in [117] study on a system that
is capable of distinguishing the congestions caused by high density of traffic (normal traffic
jam) and the congestions caused by a traffic accident. To this end, the proposed system
analyze the latent traffic data from readily available sources such as smart phones with su-
pervised machine learning algorithms — Logistic Regression, a Bagging classifier of logistic
regression, and an adaBoost classifier. These algorithms are adopted from scikit-learn [119]
library. A multi-Agent System (MAS) is used to simulate traffic by modelling behavior of
independent vehicles on the roadway. With the traffic data generated in the simulation envi-
ronment, supervised learning classifiers are trained to identify the normal congestion versus
congestion as a result of an accident for any given time step of a simulation.

Information Management: As the services and applications under smart transportation
category can possibly be used by many, experiencing low information delivery efficiency
and high levels of redundant traffic is unavoidable. Data can be shared between users with
various methods (e.g., via peer-to-peer (P2P) networks, content delivery (CDN) networks)
to minimize the impact of the aforementioned issues. However, enhancing network capacity
by allocating traffic or other resources efficiently is still an issue to be resolved. The network
systems are enabled to comply with the changing network environments via gathering the
traffic data and implementing the smart statistical analysis and multi-dimensional modeling.
Therefore, the network system can accommodate the allocation of network resources or
settings, which eventually will enhance both the network service and users’ experience (and
thus Quality of Experience (QoFE)).

A fine-grain network traffic prediction algorithm — Temporal Poisson traffic prediction
(TP2) isintroduced in [1741] for managing the traffic in a smart way. The proposed TP2 al-
gorithm is capable of modeling properly the non-linearity and non-stationary in Information
Centric Network (ICN). TP2 is also capable of predicting the traffic demands for various
contents in the next time windows. Furthermore, with the help of TP2, a collaborative cache
resource placement algorithm is introduced for allocating the cache resources effectively. A
simulation environment based on NDNSIM is used to measure the performance of the pro-
posed caching strategy. As a result of intelligent network management, cache resources are
utilized efficiently, which, in turn, escalate the user experience of the end clients. Intelli-
gent resource management in this work is implemented by using Theano [19], Scipy, and
Scikit-learn [119] modules.
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Providing a better networking infrastructure is a necessary to build a functioning smart
transportation system where information flows consistently from one node to another. Dur-
ing the exchange, vehicles send sensitive data (generally without encrypting) such as their
location, speed, and heading. Anybody within the perimeter of wireless coverage range can
track vehicles and their drivers by obtaining the sensitive data via intervening the network
illegally. There are many works in the literature proposing new privacy protection schemes.
In this work, authors compare the power of different privacy metrics or analyzes, which con-
stitutes a great importance for the accurate measurement of privacy to assess new privacy
protections. The paper [151] proposes a new criterion — monotonicity — for the strength
of privacy metrics such as low privacy for strong adversaries, and high privacy for weak
adversaries. Furthermore, proposed method is applied to 32 privacy metrics studies in the
literature along with the ones that have not been adopted by vehicular privacy before. Pro-
posed technique is originally introduced in [153] and it consists of four core components:
(i) user behavior, (ii) adversary behavior, (iii) criteria for metric strength, and (iv) privacy
metrics. Those fours components were implemented using Python programming language
and the packages developed in Python such as numpy, scipy, scikit-learn [119], and mpidpy.

One of the techniques to acquire information from wide-spectrum of sources in intelligent
transportation systems is Participatory Sensing (PS). It enables modern sensing-capable
devices to collect information practically from anywhere, at anytime, about anything. Infor-
mation is generated by the users of PS. They contribute sensed data with variety of enabled-
devices available to them such as smartphones, smart-vehicles, wearable sensor vests and
armbands. As information shared through personal devices, it is sensitive disclosing the
location, daily routines, and social relations of users. Moreover, it can be used to generate a
profile for a user, who will in the end stop using those services to stop information leakage.
Therefore, powerful privacy protection along with encouragement mechanisms must be de-
veloped to facilitate mass user participation. Authors introduce a framework — SHIELD — in
the article [55] to overcome these challenges. SHIELD is a new date verification framework
that integrates both evidence handling (Dempster-Shafer Theory) and data-mining methods
to detect and eliminate erroneous/malicious user contributions. The proposed architecture
trains a collection of classifiers such as RF, naive Bayes (NB) classifier, and nearest neighbor
(NN) classifier. Those classifiers are implemented with scikit-learn [119] library.

For intelligent transportation applications/services stable and robust wireless ad hoc com-
munication is necessary. Faults and shortages due to communication channel may lead to
dangerous situations in vehicle safety and automation applications. For instance, a collision
detection system without proper network communication infrastructure may delay or fail
the delivery of warning messages, which may cause accidents. No communication network
failures are considered by many systems. Communication problems caused by partial net-
work faults are not deeply considered. However, partial network faults (which are usually
hard to detect, and therefore ignored in mobile ad hoc network applications/services) are
critical and they must be addressed to ensure durability and quality of the communication
channel. The paper [171] proposes a method to identify failure in mobile ad hoc networks.
To this end, the proposed technique correlates the acquired data to demonstrate the abil-
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ity to communicate with a probabilistic model created after investigating the acquired data
from a fleet of vehicles. As a result of this comparison, a measure signifying the current
functionality state of the antenna is outputted. Moreover, this measure also reveals the
possible performance degradation. The system is built by employing Theano [19], Scipy,
and scikit-learn [119] modules. Furthermore, the system can detect the current state of the
individual radio systems to flag them for repair or replacement if necessary.

2.4.2 Signal Processing

Signal processing is another technique that can be used to analyze the behavior of a sensing
phenomenon (e.g., image processing methods to analyze the traffic camera feeds for detecting
road condition such as traffic congestions, accidents, etc.). In this sub-section, we will inves-
tigate various signal processing algorithms in the context of smart transportation services
that we have described in Section 2.2.

Methodologies and Algorithms

Traffic Management: Traffic light junctions are locations where road congestions are likely to
take place. Decreasing the waiting time spent while waiting for the traffic light to turn into
green prevents and/or minimize the chance of traffic jam occurrences. The cycles and the
phases of the traffic lights are two key aspects that need to be considered when controlling
the traffic lights. A traffic light cycle denotes to the series in the traffic light signals: 1.
green, 2. yellow, and 3. red. Each item in the series turns on and off in that order cyclically.
Almost every traffic light currently operates by following fixed cycles, which in turn makes
the duration of green light phase unsuitable and unbalanced for dynamically varying traffic
conditions. Therefore, duration and phase of the traffic lights must be calculated by consid-
ering the actual traffic flows or the actual queue lengths in order to eliminate congestions in
the traffic light junctions. citecollotta2015novel proposes a system to dynamically manage
the traffic lights in an isolated intersection where incoming vehicle movements are not in-
fluenced negatively by upstream traffic lights. Propose system aims to decrease the average
queue waiting times of the vehicles. To this end, they built the system by incorporating
an IEEE 802.15.4 WSN to monitor traffic with one fuzzy logic controller for each traffic
light phase, which enables system to detect the green time duration of each phase. A model
is developed in Simulink/Matlab to simulate the behavior of traffic light controller when
selecting the phase and managing the duration of green light. Furthermore, a prototype
board is built established on the model developed in Simulink/Matlab. The processing unit
of the board is a microchip called PIC24F J256(GB108 micro-controller, which combines the
control features of a micro-controller together with the processing and throughput efficiency
of a digital signal processor.

Traffic control management applications such as traffic signal controller, warning systems
in case of lane departure, automatic vehicle accident detection, and automatic traffic density
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estimation started relying on automatic vehicle detection systems. In [22], authors introduce
a system aiming to detect and count the number of vehicles from video feeds captured from
a fixed cameras over roads such CCTV cameras planted near traffic intersections/junctions.
Number of vehicles in a particular location and time is a useful input that facilitates to predict
the future status of the traffic. Gaussian mixture model (GMM) based object detection
method is adopted to accomplish the task. This simple approach offers a non-predictive
regional tracking and a counting of tracked objects by establishing simple rules. The frames
are extracted from the video data obtained from the stationary traffic cameras. GMM
separates the moving object from the background in each frame by keeping track of identified
objects within a particular region, and count them later on. Blob detection is applied on
a binary image to calculate a detected region with its centroid and the area of the blob.
The GMM provides the pixels detected as foreground. Furthermore, in order to improve the
performance of detection, some pixel manipulations methods are applied such as de-noise and
filter the binary image from deteriorated blobs and noisy pixels and fill the closed contours
in the binary image.

Traffic congestions due to various reasons such as insufficient road capacity, unrestrained
demand, delays exposed by traffic lights affects mostly mega cities. Among the various causes
of traffic, insufficient road capacity and uncontrolled demand are two reasons complement-
ing to each other. Whereas, delay related with the traffic light is hard-coded and usually
is not self-adapting itself depending on the current status of the traffic. Authors introduces
a technique that leverages the live video feed from the cameras at the traffic intersections
to compute real-time traffic density by adopting the video and image processing methods
in [74]. Furthermore, the proposed system also enables changing the traffic lights depend-
ing on the vehicle density on road, which eventually decreases the traffic congestions and
therefore cut down the number of accidents related with traffic congestion. Recorded video
feeds are transmitted to the servers where video and image processing methods are applied
to detect the vehicle density on every side of the road to switch the traffic lights based on the
congestion level of the road. Proposed system is developed using video and image processing
toolbox of Matlab and C+4 compiler to produce algorithmic results.

Public Transportation Management: Detecting moving vehicles is a key challenge and
must be addressed to provide an efficient transportation management. There are plethora
of techniques introduced in the literature to detect the moving vehicle such as background
subtraction [35] , inter-frame difference [30], and mixed Gaussian background modeling [139].
In the study [93], authors introduce a motion-foreground-detection technique that depends on
three-frame difference and mixed Gaussian model and is capable of extracting the foreground
moving vehicles. A training classifier encompassing improved Adaboost algorithm and Haar-
like feature is developed to eliminate undesired vehicles upon detecting the moving vehicles
with the proposed methodology. Moreover, the proposed system takes advantage of Canny
operator to locate the characteristics of a bus, which eventually differentiates the bus and
coach in their design. That makes it plausible to locate the windows and compute the color
pixel ratio of vehicle window area, and to compare later on with the pre-set threshold. In
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the end, correct identification of public transport vehicles is accomplished.

Transportation systems constitutes by their nature spatial and temporal complexity prob-
lems. With increasing number of vehicles moving on the road, traditional information
processing techniques and equipment are insufficient to deliver properly operating smart
transportation application and services. New ideas are necessary to blueprint, design, and
eventually implement state of the art modeling and control systems. When coping with
control problems, involvement of measurement and signal processing tasks are inevitable.
Therefore, to handle issues that came into existence from the ever-increasing complexity of
today’s systems, experts concentrate exclusively on modeling and signal processing method-
ologies and application of non-classical, AI, and soft computing based techniques. In the
paper [120], authors demonstrate current issues with the measurement and signal process-
ing techniques and how this issues may lead to new dimensions and re-assessment of these
techniques if necessary. Conventional methodologies are unsuccessful in many cases when
generating handy, valuable solutions. Particularly, measurement and signal processing prob-
lems are significantly complex due to involvement of a broad range of different disciplines and
requirement for a multiple components and methods. This work presents a short overview of
miscellaneous imprecise computational methods and debates on their applicability to handle
complex modeling, signal processing, and control problems.

Emergency Management: Two main causes of accidents on the road are driving 1. care-
lessly and 2. in a hurry. It is possible to prevent accidents prior to happen with the early
detection of dangerous driving conditions and warning drivers in such cases. Roadways that
are equipped with the cameras and speed detectors can monitor and detect the drivers ex-
ceeding the speed limit allowed in that part of the road. This approach is fundamental, how
it is primitive posing many limitations such as undetected drivers who usually accelerate
to a speed exceeding the permitted limit outside of speed detector zone but slowdown in
the range of a speed detector zone. Authors of the study [I71] introduce an architecture
for driver assistant system by applying image processing methods. A camera installed on
the front window of a vehicle is used to identify road lanes markings and based on this
information locate the position of the vehicle on the road. Hough Transform (HT') is modi-
fied to enhance the computational efficiency, and is adopted in the proposed architecture to
determine the lanes automatically in real-time.

Pedestrian mortality rate at night due to traffic accidents constitutes a significant por-
tion when compared with the pedestrian mortality rate during day-light. In [121], authors
propose an automotive night vision system that is capable of identifying automatically pedes-
trians from a vehicle. The proposed system integrates the passive solutions such as systems
adopting thermal vision, and active solutions such as systems using the near infrared cam-
era. Systems with the former solution offers larger range of detection. On the other hand,
systems with the active solution operates in a closer range, therefore provides more natural
images. The software adopted to detect and classify objects takes advantage of modern
digital signal processing methods such as connected component labeling (CelL), histogram
of oriented gradients (HOG), and SVM.
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Each year, accidents caused by tiredness of drivers are unprecedented. Vehicles that are
controlled by tired drivers forms a serious thread for other drivers sharing the same road.
Driver’ fatigue does not only affect negatively the capability of drivers to understand what’s
happening around of drivers, but also affect negatively their mood. Some studies has been
conducted to identify and quantify fatigue by using the measurement of physiology variables
i.e., electroencephalogram (EEG), electrooculogram (FOG), and electromyogram (EMG).
The paper [173] proposes a method to distinguish automatically the normal state from fa-
tigue state with the given FEG, FOG, and EMG signals. Moreover, more complex features
are developed to differentiate the experience drivers from the rest by computing the Lempel-
Ziv complexity (LZC') of EEG approximate entropy. Three entropy-based features: (i) the
wavelet entropy (WE), (ii) the peak-to-peak value of approximate entropy (PP-ApEn), and
(iii) the peak-to-peak value of sample entropy (PP-SampFEn) are derived from the signals
acquired. Furthermore, authors introduce WE in a sliding window (WES), PP-ApEn in a
sliding window (PP-ApEnS), and PP-SampEn in a sliding window (PP-SamFEnS) to analyze
driver fatigue in real-time. An ANN classifier is applied to real-time computation outcomes
of these three sliding window values in order to determine the level of driver fatigue.

Information Management: Data transmission in vehicular networks between V2X is pro-
vided via antennas. Performance of wireless communication system can be made better with
smart antennas by installing multiple antennas on one or both ends of the communications
link. Smart antennas use extensively signal processing technologies. What enables data
transmission between center-, traveler-, roadside-, and vehicle- type ITS subsystems pos-
sible is numerous wireless communication standards and technologies. V2I links relies on
short-range communication technologies such as RFID, wireless LAN, and UWB. The range
of short-range communication technologies, however, can be enhanced with mobile ad-hoc
networks. Wide area mobile networks are used to establish the communication link between
infrastructure and the roadside, vehicle, or traveler. The operating environment where wire-
less communication link is established poses various challenges. Furthermore, variation of
data types transmitted through the communication channels indicate design constraints for
the systems relying on wireless communication technologies. For instance, some applica-
tions are delay tolerant but they require no transmission errors such as web-surfing, e-mail.
Whereas, some applications can allow transmission errors to some extend but not delays.
Moreover, high data rate is needed when transferring large data files and video, and higher
priority when using the network capacity is required in emergency response applications.

Authors in [09] categorize the smart antennas based on the number of transmitters
and number of receivers in the wireless link into three: (i) Single-Input Multiple Out-
put (SIMO), (ii) Multiple-Input Single-Output (MISO), and (%ii) Multiple-Input Multiple-
Output (MIMO). Authors describes the superiorities of a smart antennas over the conven-
tional antennas when coping with the challenges described above in wireless communication
links. Smart antennas is capable of increasing the range through array gain, enhancing
the performance through diversity gain, increasing the capacity and quality of the wireless
link through interference cancellation. Moreover, data rate can be increased through higher
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Signal to Noise plus Interference Ratio (SINR). Additionally, authors introduce in [105] a
simulation environment for VANET's that accommodates the smart antennas with dynamic
radiation patterns. In order to enhance the performance of applications in VANET's, beam
forming based on geocase messages is adopted in this work.

IEEE 802.11p standard is developed by IEEFE to add wireless access in vehicular envi-
ronments (WAVE). Bandwidth necessary for applications that can potentially be used in
densely populated areas like in urban city, multiband CR-enabled 802.11p waveform gen-
eration is recommended. In [119], authors simulate IEEFE 802.11p waveforms in Matlab
and AWR Virtual system simulator (VSS). The generated waveforms are, then, plotted
with cancellation plot and Bit Error Rate (BER) graph to evaluate the performance of
the waveforms. Moreover, the propose simulation also involves the multiband transmission
by spectrum sensing to facilitate the generation of cognitive radio-enabled 802.11p waveform.
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Chapter 3

Public Transport Tracking via
Vehicular Crowd-Sensing: Proposed
Supervised Methodology

3.1 Introduction

3.1.1 Problem Description

As the connected vehicles have become a reality, vehicular sensing has appeared as a viable
solution to assist in several services —in addition to infotainment services— in smart cities such
as traffic management, forensics, and air pollution control [131]. Wide usage of smartphones
and the CAN-Bus interfaces in vehicles can be consolidated into a semi-dedicated sensing
platform so that the smartphones can read the data through the interface and transform the
data into a usable format by vehicular services [7].

Wide usage of smartphones and the CAN-Bus interfaces in vehicles can be consolidated
into a semi-dedicated sensing platform so that the smartphones can read the data through
the interface and transform the data into a usable format by vehicular services [7]. However,
localization and tracking of vehicles is a crucial problem in a smart environments [26, 29, 6,

, , 28, , b]. For instance, under hostile settings where GPS signal quality is not of
high quality, a smart localization approach has to be used by connected vehicles.

3.1.2 Proposed Solution

We propose a participatory GPS-less solution for the localization of public transportation ve-
hicles moving over static routes [78]. Our proposed framework relies on two primary building
blocks: (i) Multi-dimensional crowd-sensed data that is acquired from the built-in sensors of
the smartphones and/or tablets carried by the passengers, (i) Online prediction engine that
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couples probabilistic location regions using a machine learning-based classification. Our pro-
posed solution targets to obtain crowd-sensed data from multiple built-in sensors to estimate
the location of a public transportation vehicle within the bounds of a region. Moreover, as
we focus on vehicles moving on static routes, while eliminating GPS usage, by estimating a
bounded region as the location of the vehicle, we protect location privacy of the participants
who provide their sensor readings.

Through simulations, we show that the location of a bus can be estimated by the proposed
framework with a 90% accuracy. The quality of our accuracy results — when compared with
the accuracy results of GPS — are relative to the environment where public transportation
vehicles operate. In urban areas (e.g., downtown of a city) with full of obstacles (e.g., high-
rise buildings) that disable GPS signals to reach the GPS-enabled devices, the localization
accuracy of the public transport vehicle is going to be lower compared to rural areas where
localization accuracy of GPS may reach up to 100%. Since public transportation services
are mostly active in urban environments, our proposed framework shows near GPS-like, or
even better than GPS — with the enhancements we will explain in Chapter 5 — performance
in terms of localization accuracy. Furthermore, we also show that instead of aggregating
participatory sensed GPS data, which would have been possible, acquiring ambient and
kinematic sensor data can lead to some 38-46% savings in the battery energy of participating
devices. Besides the benefits of the proposed framework in terms of prediction accuracy and
energy savings, avoiding exact GPS data in the sensory acquisition stage also ensures location
privacy of the participants.

3.2 Proposed System Overview

Our proposed framework is illustrated in Fig. 3.1, which consists of four main subsystems:
1) Data acquisition, 2) Data aggregation, 3) Probabilistic prediction, and 4) Analytics.
Acquired data is stored on a remote server, on which analytics and probabilistic prediction
algorithms run. Table 3.1 presents the notation used in the description of the proposed
framework. We explain the components of our proposed framework in detail in the Sec-
tion 3.3. Moreover, Figure 3.2 illustrates the sequence of events that takes place during
localization of vehicles.

3.3 Proposed Methodologies

3.3.1 Data Acquisition

Data acquisition mainly involves the recruitment of passengers for participatory sensing of
ambient and kinematic data. Here, a possible challenge might be the quantification of the
trustworthiness of the acquired data [124]. However, by making a fundamental assumption,
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Figure 3.1: GPS-less localization architecture based on supervised machine learning.
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Figure 3.2: A generic flowchart for GPS-less vehicle localization.
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Table 3.1: Notations for GPS-less localization architecture based on supervised machine
learning. The variables and constants are grouped in three categories: The first category
(top section of the table) denotes the objects, i.e., sensors, sensory detection zones and
coordinates, second category includes the variables regarding aggregated sensed values, the
third category is related to the variables regarding communications, and the fourth category
(bottom section of the table) is related to participant recruitment scenarios.

Parameter Value

k Index of a window of ¢ landmarks

v Index of a vehicle

T Time (discrete) of interest

ry The sensory detection zone (SDZ) of vehicle v at time 7
z; SDZ 1

% x coordinate of the SDZ ¢

23, y coordinate of the SDZ i

2, z coordinate of the SDZ ¢

l # of possible landmarks that a vehicle can be present
s k" sliding window for set of possible landmarks for vehicle v
A, Time between two predictions

vy Velocity of vehicle v at time 7

vy Differential velocity vehicle v during A,

Uy Aggregated velocity at time 7

Ur_1 Aggregated velocity at time 7 — 1

P, Centre point of the SDZ of the k' window

P, o X coord. of the centre point of the SDZs of k" window
Pg, 4 Y coord. of the centre point of the SDZs of k" window
Pg, . 7 coord. of the centre point of the SDZs of k" window
D(a,b) Euclidean distance between point a and point b

Sos,r) Aggregated value of sensor s in vehicle v at time 7
Sva(s,7) Sensor s reading reported by user w in vehicle v. time 7
g Noise factor of sensor s of user u in vehicle v

alv Amplification of sensed data s of user w in vehicle v
R Fading coeff. of sensor reading s of user u in vehicle v
Ne Channel noise experienced by the aggregator

n—GPS Heterogeneous participant recruitment with GPS
n—nGPS Heterogeneous participant recruitment without GPS
a—GPS Active participant recruitment with GPS

a—nGPS Active participant recruitment without GPS

43



we model each participant /passenger with rational and cooperative behavior which results in
acquired data that does not interfere with the value of the aggregated data beyond possible
noise factors.

3.3.2 Data Aggregation

Data aggregation is a fusion center which runs a distributed estimation technique over the
acquired data from the sensors. As mentioned above, no adversary behavior is assumed
in the data aggregation subsystem but possibly noisy readings and communication channel
at each participant that would distort the individual signal transmitted to the aggregator.
To this end, the aggregator in this framework simply adopts the estimation technique in
[18] with the assumption that transmission of every sensor reading (S,,(sr)) is prone to
fading effect of hYv, and amplified by av whereas the aggregator experiences a channel noise
with normalized variance n.. Given these, the aggregated value of the built-in sensors of U
participants in vehicle v (Sp(s,7)) is formulated as shown in Eq. 3.1.

U
Sosr) = D _(Sun(or) + )02 B + 1, . (3.1)

u=1

3.3.3 Probabilistic Prediction

Probabilistic prediction mainly involves estimating the location of the vehicle within a win-
dow of ¢ landmarks, i.e., Sensory Detection Zone (SDZ). The concept of window of
SDZ is illustrated in Fig. 3.3, which accelerates the classification process in the analytics
module. It is not possible to estimate the exact location of a vehicle without GPS; however
given the probability of a vehicle’s presence in a window of ¢ stationary regions (i.e., in this
example, ¢ = 3), probabilistic deduction can be made for the next possible ¢ stationary re-
gions that the vehicle can be present. In the figure, at 7 = 1, the vehicle is predicted to be in
a stationary region denoted by Ty = {ry,ro,73}. If the probability of the vehicle’s presence
in this window is one, the vehicle is expected to be in Ty = {ry, 73,74} at 7 = 2. Given that
the vehicle was predicted to be in a landmark of the timeslot TSy, at t = 7 — A,, the
probability of vehicle v being located in the landmarks of the timeslot T} at time ¢ = 7 can
be calculated as a conditional probability as formulated in Eq. 3.2.

Pr(rl € Tri_a, € Tpcy)

:Pr(rﬁ ETLNTI_A, € Thcy) (3.2)
Pr(rl_a, € T

Due to the discrete nature of these two occurrences, the probability formulation can be
transformed to the simpler form in Eq. 3.3.
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Figure 3.3: The concept of sliding window of stationary regions.

Pr(r? € Trl_s, € Ty

:PT’(TT S gk)PT(T’T—A, € ‘Zk’<k) (3 3)
PT(TT—AT e ‘Ik/<k) . .

The probability of a vehicle being in a SDZ of the window T}, can be calculated as the ratio
of the total distance that can be covered from the center point of the SDZs of the previous
window to the center point of the SDZs of the k* window (D(®s, ., Ps,)) as formulated in
Eq. 3.4. Here it is worth noting that the differential aggregated value of the velocity of the
vehicle during the interval of A, is used to estimate the distance that can be covered. The
center point of window ¥ is denoted by a vector of xyz coordinates, and and is calculated
by obtaining the mean of the x, y, and z coordinates of each SDZ as shown in Eq. 3.5.

Pr(r; € Ty)

N N 2
Uy — Dy

= . 3.4
®(®gkfl’ (I)Tk) ( )
(I)Tk = [CDTWH q)k,yv (I)Tk,Z]
V4 V4
1
=1 i=1 =1
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3.3.4 Analytics

Analytics module takes the output of probabilistic estimation of potential landmarks (i.e.,
SDZs) that the vehicle is expected to be at, and runs (and keeps continuously training) a
machine learning-based classifier to estimate the location among the ¢ landmarks.

As mentioned earlier, localizing public transportation vehicles by GPS can be costly
in terms of energy, as well as GPS coverage issues. If GPS signals from multiple mobile
devices are used to predict the current location on earth, the energy consumption on the
participating devices becomes a critical factor as most of those devices run on batteries. Thus,
we propose utilizing built-in sensors in smart mobile devices to acquire data, and integrate
the sensed data with the proposed framework in Fig. 3.1 that consists of the four components
explained above. The output of the analytics module of the proposed framework is expected
to provide an estimated region (i.e., approximate location) of a public transportation vehicle.
To this end, while sensor data acquisition application collects data from passengers inside
of a public bus, probabilistic prediction module provides an input to the analytics module
with a window of predicted stationary regions throughout the static route, which accelerates
the classification procedure in the analytics module. The analytics module runs a machine
learning algorithm.

Analytics and probabilistic prediction modules run simultaneously. After the initial sim-
ulation day, as the analytics module classifies/trains aggregated sensor data, probabilistic
prediction module starts making predictions on already classified sensor data with the next
simulation day’s sensor data.

To clarify the scope of this paper,it is worth mentioning that in this paper, we use
Support Vector Machines (SVM) for the purpose of analyzing and making predictions on
the acquired data; however feasibility analysis of various machine learning algorithms on the
proposed framework is included in the ongoing extensions of this work. Besides, here, sensors
that are used to collect data in order to replace GPS during data acquisition process are
limited to accelerometer and microphone, whereas various combination of different sensors
is also being investigated by our ongoing research agenda.

In the next section, we will introduce two performance evaluation schemes: (i) GPS-less
localization accuracy, and (i7) GPS-less localization energy consumption. Furthermore, we
will investigate the energy consumption of proposed architecture under different participant
profile (e.g., active, inactive participant profile), and different sensor distribution.

3.4 Performance Evaluation

3.4.1 Data Acquisition and Simulation Settings

To evaluate our proposed framework, we have collected real data by using Google’s Science
Journal application [50] for five consecutive days on a static route under a linear velocity
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varying between 30-40 kmph towards 15 landmarks (i.e., stops) that are located at least 500
meters apart (available at [109]). The built-in sensors used in data collection are mainly
accelerometer (movement along z,y, z axes in terms of meters) and the microphone which
senses the sound pressure level in dB. Probability distribution of the collected data has been
fed into the CrowdSenSim [19] simulator to generate sensed data by each type of sensor
throughout the virtual simulation duration. CrowdSenSim is a discrete-event simulator
which enables the simulation of a large-scale crowd-sensing activity in an urban scenario in
order to generate innovative solutions in data collection, task assignment, monitoring, and
resource management. Simulation settings are summarized in Table 3.2.

Table 3.2: General settings

Parameter Value

Number of vehicles 50

Channel noise variance at the aggregator(n,) 1.0

Average velocity [kmph)] {30,40}
Average stop time [s] (30, 60]
Minimum inter-station distance 0.5 km
Simulation duration 5 days
Propagation environment Rayleigh fading
Noise model in sensor readings AWGN
Classifier SVM

We have simulated 50 public buses that move over 17 different lines (possibly with over-
laps) each of which consists of 15 stops. To simulate bus stops, we have randomly selected
15 random points from the street map in the simulator, which are in form of (latitude, lon-
gitude, altitude). Those points are picked according to following criteria: Each consecutive
points are ensured to be at least 500 meters apart from each other. There should not be
any colliding points. Once the stops (i.e., GPS coordinates of the landmarks) have been
determined, they are sorted. As the public transportation vehicles move along static routes,
simulating the mobility model is straightforward. Initially each bus is placed on the initial
point of its corresponding line. Bus moves forward to its next stop with a constant ran-
domly chosen velocity. After arriving the next stop, the bus waits between 30 seconds to 60
seconds. This waiting time is also determined randomly on every time a vehicle arrives at a
stop. When a bus reaches the final destination, it returns back to its initial position.

In the simulation of the data acquisition module, each passenger’s sensor reading is
subject to Additive White Gaussian Noise (AWGN). The analytics module uses Support
Vector Machine (SVM) with polynomial Kernel type and a Kernel degree of 15 under the
termination criteria of either 100 iterations or < 0.01 difference between two consecutive
results. In the simulation results, every point represents the average of ten runs with a
confidence level of 95%.

47



GPS-less Localization Accuracy

Accuracy is calculated as the ratio of the correct predictions to total predictions through-
out the total simulation duration (7"). A correct prediction denotes the case where the
actual GPS coordinates of a public vehicle is within the estimated stational region (") as
formulated in Eq. 5.6.

T
Z (rt e TS, ArlP =1?)

T

Accuracy = (3.6)

We investigate the impact of the following parameters on the accuracy: Window size
that is the number of possible landmarks that a vehicle can be present (), route length,
and the noise factor at the built-in sensor reading as listed in Table 3.3. All tests have
been conducted under varying number of passengers that participate in the crowd-sensing
campaign throughout the route.

Table 3.3: Accuracy settings

Parameter Value

Number of participants {5, 10, 15, 20, 25,30}
Stational region window size (¢) {3,4,5}

Static route length {15, 20, 30}

Sensing noise (¢**) {1.0,1.5,2.0,2.5,3.0}

GPS-less Localization Energy Consumption

We investigate the energy consumption under two different schemes:

1) Active vs Inactive Participant Profile Scheme: We have compared energy consumption
of GPS with the energy consumption of our proposed GPS-less localization framework. To
this end, we categorize the passengers/participants into two categories, namely active and
inactive. Activity denotes a coefficient regarding interaction frequency of a participant with
their mobile device. Energy consumption of an active participant (£) in our simulation is
the total energy used by previously determined social media applications (Eqpps) [11] plus
the energy consumption of GPS (Egpg) or data acquisition application (Fic + Faee) as
formulated in Eq. 3.7.

. {Eapps + Eric + Eaee 1—-nGPSVa— nGPS} . (3.7)

Eapps + FEaps n—GPSVa—-GPS
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Under this scenario, participants are recruited according to following four recruitment
scenarios: (i) n—GPS, (it) n—nGPS, (iii) « — GPS, and (iv) « —nGPS. While Heteroge-
neous participant recruitment (n) acquires data from both active and inactive participants,
active participant recruitment () acquires data from only active participants.

After evaluating the accuracy results (that we will present in Section 3.4.2), we have
determined the simulation settings listed in Table 3.2 that yield the worst and the best
accuracy results. While simulation settings with static route length of 15, window size of 5,
and buses containing 20 participants performs the best, simulation settings with static route
length of 15, window size of 3, and buses containing 30 participants performs the worst.
Energy consumptions are measured with regard to heterogeneous and active participant
recruitment under the worst and the best simulation settings. The results are presented in
Section 3.4.2.

2) Identical vs Non-identical Sensor Array Pool (Combination) Scheme: Heterogeneous
participant recruitment scenario is adopted with identical or non-identical sensor distribution
methods to visualize the energy consumption rates of various sensor combinations in a bus
under the worst and the best simulation settings. In identical sensor array pool (i.e., combo)
scheme, participants in a bus can use accelerometer, microphone, or both of them equally
distributed among participants. For instance, a bus can acquire 30% microphone, 30%
accelerometer, and 40% both microphone, and accelerometer data. On the other hand,
sensors are distributed to participants in the bus with non-identical sensor array pool (i.e.,
combo) as follows:

e Non-identical Sensor Array Pool - 1: In a bus, 50% of passengers using only
accelerometer; 20% of passengers using only microphone; and 30% of passengers using
both accelerometer and microphone.

e Non-identical Sensor Array Pool - 2: In a bus, 20% of passengers using only
accelerometer; 30% of passengers using only microphone; and 50% of passengers using
both accelerometer and microphone.

e Non-identical Sensor Array Pool - 3: In a bus, 30% of passengers using only
accelerometer; 50% of passengers using only microphone; and 20% of passengers using
both accelerometer and microphone.

Energy consumptions are measured with regard to heterogeneous participant recruitment

technique along with the sensor combination types presented above under the worst and the
best simulation settings. The results are presented in Section 3.4.2.
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3.4.2 Numerical Results
GPS-less Localization Accuracy

Figure 3.4a illustrates the scenario where route length is set to 15. As seen in the figure,
the higher the number of participants, the less the accuracy experienced. This is due to the
added noise to the sensor readings as the number of participants (i.e., sensors) increases.
On the other hand in each iteration, the larger the window size, the higher the GPS-less
localization accuracy. The reason of this phenomenon is that higher number of clusters
increases the probability of accurate estimation of the location within the stational regions.
As setting ¢ = 5 results in the best accuracy in the previous figure, we set the window size
¢ to 5 in the second experiment, and vary route length.

HRoute length: 15

BWindow size: 3 ERoute length: 20
EWindow size: 4 IRoute length: 30
2‘0'95 [IWindow size: 5 2?0'95
5 0.9 : 5 0.9
S i S
< 0.85 ) < 0.85
0.8 0.8
5 10 15 20 25 30 5 10 15 20 25 30
Number of passengers Number of passengers
(a) (b)
1 ‘ ‘ ‘ ‘Ini: 1.0
M n.: 1.5
0.95 I 1
oy T In.: 2.0
= i
g 0.9 Dni: 2.5
n.: 3.0
< 0.85 D !
0.8 = =

5 10 15 20 25 30
Number of passengers

()

Figure 3.4: Accuracy performance under three varying simulation settings (a) The effect of
window size on accuracy (b) The effect of route length on accuracy (c) The effect of Gaussian
noise on accuracy.

As it is illustrated on Fig. 3.4b, longer routes improve the accuracy of GPS-less local-
ization. The best results can be achieved when the number of participants is limited to five
and the route length is set to 30 stops. As the window size is large, the noise impacting
sensor readings can be low when the number of participants is small, and when the route
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is long. As the route gets longer, and once the prediction of the next window can be done
accurately, classification problem can be done more effectively.

To see the effect of AWGN on the accuracy, the third experiment is conducted, the results
of which are presented in Fig. 3.4c where n; is the variance factor of Gaussian noise. In our
simulations, it is the Gaussian distribution of standard deviation of 100 subsequent sensed
values of sensor type i. In order to conduct this experiment, standard deviation of 100
subsequent sensors is multiplied with a varying coefficient, n;. Initial value of n; is to 1. In
every test case, it is increased by 0.5 until 3.0. Here, route length and window size have
been set to 5 and 15, respectively as that combination resulted in the best accuracy in the
previous results. As seen in Fig. 3.4c, increasing n; has a slight effect on the accuracy in
most of the test cases except the iterations with 15 and 25 passengers. Nevertheless, the
best accuracy has been recorded with 20 passengers.

Based on these results, the following specifications can be made for GPS-less localization
in smart public transportation. The overall best accuracy value of 97% can be reached with
the following parameters set: r = 5, route length = 15, number of participating passengers =
20, and n; = 1.0-3.0. Conversely, the worst overall accuracy has been recorded as 86% with
the following specifications: r = 3, route length = 15, number of participating passengers =
30, and n; = 1.0.

GPS-less Localization Energy Consumption

1) Active vs Inactive Participant Profile Scheme: Figs. 3.5.a-b compare the energy con-
sumption of all four recruitment scenarios per vehicle under best and worst cases in terms
of GPS-less localization accuracy. Best case denotes the settings (i.e., route length, number
of participants, window length and noise characterization) that results in the best accuracy
value whereas the worst case denotes the opposite. As the inactive participant ratio in-
creases in heterogeneous recruitment scenarios, overall energy consumption of mobile device
decreases by 38%-46%.

In 3.5.c-d, multi-dimensional comparison of energy, accuracy and activity is presented
under best and worst case settings for localization accuracy of n — nGPS. As seen in both
sub-figures, increased user activity results in reduced energy consumption due to localization,
and better localization accuracy under both settings.

2) Identical vs Non-identical Sensor Array Pool (Combination) Scheme: Experiments
for varying sensor combinations are conducted under n — nGPS. 3.6 illustrates the energy
consumptions of n — nGPS with four different sensor combinations. While 3.6a displays
the energy consumption results under the best simulation settings, 3.6b displays the energy
consumption results under the worst simulation settings. The worst performing sensor com-
bination is non-identical sensor array pool - 2 under both simulation settings, whereas the
best performing sensor combination is non-identical sensor array pool - 3. Therefore, a brisk
increase in the number of passengers only using both sensors also increases the total energy
consumption.
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Figure 3.5: Energy performance per vehicle under different scenarios and recruitment
schemes (a) Best case energy consumption comparison of n — GPS, n — nGPS, a« — GPS
and o — nGPS (b) Worst case energy consumption comparison of n — GPS, n — nGPS,
a—GPS and a —nGPS (c) Best case of n —nGPS energy vs accuracy vs activity (d) Worst
case of n — nGPS energy vs accuracy vs activity.

In Fig. 3.7 and 3.8 multi-dimensional comparison of energy, accuracy, and activity of
identical and non-identical sensor array pools are presented respectively. While Fig. 3.7a
presents the multi-dimensional results under the best simulation settings, 3.7b presents the
multi-dimensional results under the worst simulation settings. In all experiments illustrated
in Fig. 3.7 and 3.8, higher activity rates lead to high accuracies and higher energy consump-
tions. We have observed from Fig. 3.8a and 3.8b, the location accuracy can go under 60%
with high number of participants using accelerometer, and less number of participants using
microphone. Moreover, experiment results show from Fig. 3.8c, and 3.8e yields high loca-
tion accuracies while consuming less energy compared to Fig. 3.8d, and 3.8f. While overall
less energy consumption with the highest performance in terms of localization accuracy is
achieved by identical sensor array pool under the best simulation settings, high energy con-
sumption with the least localization accuracy is achieved with the non-identical sensor array
pool - 1.
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Figure 3.6: Energy performance per vehicle with four different sensor array pool schemes
under best and worst simulation settings respectively (a) Best case energy consumptions of
identical sensor array pool (i.e., combo), non-identical sensor array pool (i.e., combo) - 1,
2, and 3 (b) Worst case energy consumptions of identical sensor array pool, non-identical
sensor array pool - 1, 2, and 3.
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Figure 3.7: Energy (per vehicle) and accuracy performance with identical sensor array pool
scheme under best and worst simulation settings (a) Best case energy consumption vs accu-
racy vs activity (b) Worst case energy consumption vs accuracy vs activity.
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3.5 Concluding Remarks

Smart transportation and vehicular sensing are crucial components of smart city services. Lo-
calization of public transport vehicles by reducing the usage of GPS sensors can be achieved
by covering the location data through other type of sensors that are already available in a
non-dedicated manner in a smart infrastructure. Based on this motivation, we have pro-
posed a crowd-sensing-based framework to locate public transportation vehicles in a smart
city setting without using GPS. Moreover, we also evaluated the performance of the pro-
posed framework in terms of energy consumption with different availability of the built-in
sensors to investigate the effect of sensor availability on accuracy and energy performance.
The proposed framework consists of data acquisition, sensory data aggregation, probablistic
prediction and analytics modules. Accelerometer and microphones on mobile devices have
been used to acquire sensed data and replace GPS. Data collected through a real application
have been fed into simulation environment where 50 bus lines have been simulated with each
having 15 bus stops. We adopted SVM in the analytics module, and tested the proposed
framework by varying the probabilistically derived location region, route length of buses
and the characterization of the noise factor introduced from the mobile devices. We have
achieved an overall accuracy of above 90%, and 80% in the best and worst cases, respectively.
We have also investigated the energy consumption of our best and worst cases performing
simulation settings with active and passive participant profiles. Our results showed that
GPS-based localization results in draining up to 46% higher battery power than the over-
all energy consumption of our proposed GPS-less localization solution. Particularly, our
proposed identical sensor array pool yields the highest localization accuracy with the lowest
energy consumption. On the other hand, non-identical sensor array pool - 1 yields the lowest
localization accuracy with the highest energy consumption.

In the next chapter, we introduce an unsupervised machine learning method and replace
the proposed supervised machine learning method integrated in analytics module. The
performance of the framework in terms of localization accuracy is assessed under different
availability scenarios of built-in sensors.
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Chapter 4

Public Transport Tracking via
Vehicular Crowd-Sensing: Proposed
Unsupervised Methodology

4.1 Introduction

4.1.1 Problem Description

Public transportation is among the services that call for digital and intelligent solutions in
smart cities. However, implementing even a basic feature to provide extra functionalities can
be costly in terms of sensor deployment into vehicles and implementing the communication
and processing infrastructure. For instance, in order to develop a service to track vehicles
moving on static routes (e.g., buses, streetcars, or trains) and providing real-time or near
real-time feedback about their distances to a certain station, all public transportation vehicles
need to be equipped with GPS devices unless they have not yet been equipped with one.

Previously, we studied the emulation of GPS sensors under a case study for localizing
public buses in a smart city setting [78] with crowd-sensing approach to overcome the problem
of costly sensor deployment. To emulate a sensor, we applied an ML method on sensory data
read in a non-dedicated manner. We used a supervised machine learning-based clustering
to predict the location of a vehicle on a route based on the acquired data. Although,
we achieved over 90% of accuracy when estimating the location of vehicles, the proposed
framework had to work within limited location windows of landmarks over the paths to
achieve that accuracy. Thus, a probabilistic module would estimate a sensor detection zone
(SDZ) that a vehicles is expected to be present; and the ML algorithm would run on that
limited window of landmarks (i.e., SDZ) to estimate the precise location.
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4.1.2 Proposed Solution

Our aim is to eliminate the SDZ concept and propose a holistic and plug-and-play framework
to unveil the potential of vehicular crowd-sensing in the localization of public transportation
vehicles that move on static paths [77]. Furthermore, we also aim to respect privacy of
sensing data providers by running the estimation for discrete stational landmarks as opposed
to continuous GPS coordinates. To this end, we propose a framework that comprises of two
main building blocks: (i) crowd-sensed multi-dimensional data gathered from multiple built-
in sensors of smart-devices of participants, (i) an unsupervised machine learning module
— that integrates k-means algorithm — to estimate the approximate location of a vehicle.
The results of our simulations show that the location of a vehicle can be predicted by the
proposed framework with an accuracy up to 95% without not dropping lower than 80% in
the presence of low quality data. Moreover, training of k-means algorithm took remarkably
less time than the training of SVM. Based on our observations, the training of SVM took
between 30 minutes to 30 hours to be completed, while the training of k-means has been
completed between 5 minutes to 1 hour.

Furthermore, as a result of exploiting the VCS concept, capital and operational costs
are significantly reduced allowing the proposed framework to leading to easy to deploy and
flexible to integrate benefits for the proposed framework. Moreover, high energy savings
of participants devices and preservation of participants locations (i.e., privacy respect) are
shown to be possible through the elimination of GPS sensors.

4.2 Proposed System Overview

A minimalist illustration of our proposed architecture is presented in Figure 4.1 with a
single bus line moving on its route, and acquiring accelerometer and microphone data from
participants, which comprises of three primary building blocks: (i) Data Acquisition, (ii)
Data aggregation, and (iii) Data analytics. A cloud platform stores the sensory data acquired
by participants in the vehicles. Data analytics and predictions on the data accumulated
and aggregated in the cloud run as time elapses. To help the readership, we also present
the notation used in the paper as follows: Table 4.1 accommodates the constants, Table 4.2
represents the parameters used in the k —means formulation, Table 4.3 is associated with the
communication parameters, and Table 4.4 describes the participant recruitment scenarios.
We explain the components of our proposed framework in detail in the Section 4.3.
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Figure 4.1: GPS-less localization architecture based on unsupervised machine learning.

4.3 Proposed Methodologies

4.3.1 Data Acquisition

Sensory data are acquired from the participants located in each bus. Buses moves on their
static routes with a constant velocity stopping at pre-defined stations/stops for a certain
amount of time for boarding or dropping-off passengers. A subset of passengers are recruited
as participants to crowd-sense data and communicate it to the cloud platform for analysis.

Acquired data from participants in vehicles are transmitted to platform by employing
the principles of Vehicular Ad Hoc Networks (VANETS). Collected data at RSUs later
will be conveyed to the platform. The RSUs are placed at strategically pre-determined
locations so that provided vehicular communication sustains effectively and reliably [10]. In
the data acquisition module, participants may send their aggregated sensory data to the
nearest RSU within the coverage area of participant via cellular network interfaces. They
may also transmit their sensory data via WiFi to a gateway deployed in the vehicle, which
will convey the collected sensory data from to the RSU through WLAN. While sensory data
flows from vehicle to the RSU, there is no data transmission among vehicles in our scenario.
Besides these, as proposed in [101] vehicle-to-vehicle-to-infrastructure (V2V2I), which can
leverage V2V communications.

Since sensory data is conveyed to its destination wirelessly, the loss rate of the data is
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higher compared to wired communication links [15]. Typical factors affecting the lost rate
of wireless communications are: (i) the gap/distance between the source and receiver, (ii)
communication noise, and (iii) collision rate. Therefore, in order to ensure desired transmis-
sion rates and throughput, the communication plane of the proposed architecture needs to
be complemented by error recovery techniques as studied in [15]. Here, a possible challenge
might be the quantification of the trustworthiness of the acquired data [124]. However, by
making a fundamental assumption, we model each participant/passenger with rational and
cooperative behavior which results in acquired data that does not interfere with the value of
the aggregated data beyond possible noise factors.

Table 4.1: The constants that are used in formulas such as number of vehicles and clusters,
sensor array, and so on.

Parameter Value

1% # of vehicles

v Index of a vehicle

K # of clusters

k Index of cluster

P # of participants in a vehicle

P Index of participant

R Randomly selected sensory data array
ub Participant p in vehicle v

T Size of cluster k

Cr d-dimensional centroid of cluster k

0 d-dimensional sensor array

d Day d

T Time (discrete) of sensing in a day

l # of possible landmarks

v(a,b) Binary function returns 1 ifa =b
D(a,b) The closest Euclidean distance between point a and the points in array b

min®(a,b) The smallest Euclidean distances between the points in array a and b

2A(a) Sum of elements of array a
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Table 4.2: The parameters that are used to formulate the k — means algorithm

Parameter Value

f(0,d,7)  Total of squared errors of sensor value 6 with respect to all centroids

SO Acquired sensory data on day d at time 7 by the platform

rbdr Randomly selected sensory data from acquired sensory data on day d at
time 7 by the platform

S¢ Sensory data in cluster k

egz Label of sensory data, SY, in cluster k on day d

Table 4.3: The parameters that are associated with the communication channel

Parameter Value

Og’gd’T Aggregated value of sensor 6 of participant p in vehicle v on day d at time
T

SZ%d’T Reading of sensor 6 reported by participant p in vehicle v on day d at time
T

qgg Noise factor of sensor # of participant p in vehicle v

ag{j Amplification of sensed data 6 of participant p in vehicle v

h;‘g Fading coefficient of sensor reading 6 of participant p in vehicle v

Ng Channel noise experienced by the aggregator

Table 4.4: The descriptions for participant recruitment scenarios

Parameter Value

n —rec Even participant recruitment

o —rec Uneven participant recruitment

n —reci  Even participant recruitment with sensor usage distribution scenario-:

a —rec.t  Uneven participant recruitment with sensor usage distribution scenario-z

4.3.2 Data Aggregation

In the proposed architecture, data is gathered and sent by participants carrying battery

Data aggregation is an intermediate step acquisition and analysis of sensory data. Data
aggregation involves processing the acquired sensory data and presenting the processed data
in a compressed format. In our proposed architecture, input of the data analytics component
is the compressed data generated by the data aggregation module.
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dependent and resource-limited devices (such as smartphones or tablets) equipped with non-
dedicated sensors to the cloud in order to be stored and processed. Multiple participants
transmit their sensory data concurrently, which overloads the network and may cause net-
work congestion if not handled properly. Aggregation of data is a solution to overcome the
following problems: (i) battery constraint of devices that are used by participants for sensing
tasks, (ii) network overload that results from sending huge sensed data simultaneously by
many participants, and (iii) transmission costs due to the size of sensory data.

As we aim to formulate theoretical foundations of our proposed framework by considering
practical and realistic assumptions, it is worth briefly studying the state-of-the-art in data
aggregation to address the above mentioned challenges. These challenges in data aggregation
can be addressed by various techniques. For instance, the studies in [118, 70, 12] address
the battery limitation of devices and offer data aggregation based solution while the authors
in [115] analyze different data aggregation solutions to solve network bandwidth issues that
could possibly emerge due to enormous amount of participants transmitting sensory data.
Decrease in the utilization of network resources helps to reduce energy consumption on
participant devices.

A greedy aggregation approach evaluated in [70] reduces energy consumption by increas-
ing the amount of path sharing with the adjustment of aggregation points. Cooperative-
Input-Multiple-Output (CMIMO) combined with data aggregation has proven to drop the
energy cost down by decreasing the amount of data in transit [118]. A fuzzy logic-based
technique has been employed in [115] to solve network bandwidth issues that could possibly
emerge due to enormous amount of participants transmitting sensory data. Decrease in the
use of network helps to reduce energy consumption on participants’ devices.

There is direct relation between the amount of data in transit and transmission cost.
Hence by reducing the volume of sensory data, it might be possible to reduce the cost of
transmission. This can be achieved by eliminating the correlated information in the sensed
data. In our proposed framework, recruited passengers in a vehicle are in close proximity
to each other. Therefore, it is expected that there exists a spatial correlation between the
sensory data that are received from the same origin. Sensory data could possibly experience
noise while being recorded by individual participants and while being transmitted through
communication channel towards the central cloud system. We consider similar effects as in
[18] in the aggregation of sensory data. Eq. 4.1 formulates the aggregated values of built-in
sensors of participant p in vehicle v (OZ;;’T). In the equation, fading effect (hgg) amplified
by agg represents the noise, channel noise with normalized variance of n, represents the
distortion in the sensor reading (Szgu,d’T) during transmission.

v p
ST =N N (ST 4 gy )ag byt 4 . (4.1)

v=1 p:Lp/:ug
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4.3.3 Data Analytics

Data analytics is the last component in the proposed architecture where aggregated sensory
data is used to estimate the location of the vehicle among the ¢ landmarks (i.e., stops
/ stations). In the analytics module, an unsupervised machine learning algorithm runs
continuously in order to cluster the sensor readings into landmark whereabouts / stational
Tegions.

While Figure 4.1 illustrates the high level architecture, Figure 4.2 presents the complete
crowd-sensing process in our architecture. Passengers in each vehicle are considered as
participants that are equipped with non-dedicated sensors. Participants record data for d
days with their non-dedicated sensors and transmit them to the cloud to be processed and
analyzed. Sensory values from all of the participants in a vehicle throughout a day are
aggregated before being sent to the cloud. In the figure, Sg(e,f) is the aggregated values of
the non-dedicated sensor 6 from vehicle v,, traveling from [; to [, at time 7 on day d.

Day 1—

Day2 ]

A an

Lo AT,

Day d—

Time)

Bus route

Aggregated value of sensor 8 participant
p in vehicle v at T on day d

i
us,

08 Vehicle equipped with non-dedicated sensors [0 6‘,(1',1]

Palticipantp mnvehicle v |89 Time T

Figure 4.2: Application of the crowd-sensing concept to a public transportation network
containing m vehicles each of which moves on a static route of n stops / stations.

As mentioned earlier in data acquisition section, multiple participants in a vehicle are
recruited to crowd-sense data through their smart phones or tablets. Sensory data acquired
by any participant in any day is transmitted to the platform upon aggregation (Aggregated
data: OadT) as illustrated in Figure 4.2. Aggregated sensory data is fused in the fusion
center of the cloud platform and is fed into the analytics module.
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In the analytics module of the cloud, an unsupervised learning method, namely k—means,
is used to analyze and approximate the location of a vehicle in the vehicular network. The
ML algorithm, k& — means [166] aims at partitioning the given data into pre-determined
number (k) of clusters without leaving any unclustered data as an outlier (i.e., noise).

Aggregated sensory data from a participant p in a vehicle v at time 7 of the day d (09 o )
is given as sensory data input to k —means. Sensory data is clustered in such a way that all
the values in the same cluster show similarity to the other points in the same cluster. Indeed,
this implies that data points in different clusters are expected to be as dissimilar as possible.
Clusters are defined by their centroids that are initially determined using generally one of
the two methods: (i) Forgy or (ii) Random Partition. While the former method randomly
selects k sensory values from S%¢7 and assigns these as the initial centroids of the clusters,
the latter assigns all sensory values to random clusters and then re-calculates location of
the centroids along with the sensory values in clusters until the locations of centroids are
stabilized. In this paper, we use a modified randomized initialization technique introduced
in [11] called kK — means + + for our initialization phase. K — means + + initialization
method selects the centers one by one in a controlled manner, where currently selected
centroids randomly alter the choice of the next centroid.

Initialization process starts with an empty set, R, which stores randomly selected cen-
troids ¢, for each cluster k. K —means++ initialization technique selects randomly a sensory
value, %47 from S%47 to be the cluster of the first centroid ¢; (See Eq. 4.2). Remaining
centroids are chosen based on the following probabilistic metric formulated in Eq. 4.3; i.e.,
the closest Euclidean distance of a random sensory value, r®%7 to the random sensory values
in set R over the sum of minimum Euclidean distances between every sensory value in S%%7
and R. r%47 values yielding higher probabilities will be added to the random centroid set,
R.

R« (ur??. (4.2)
@(TG,d,T’ R)
* A(minD(S%47, R)) ) 7
yridT ¢ §hdrypldT o Bk € K. (4.3)

After initialization of centroids, each sensory value is placed to the cluster that is rep-
resented by a centroid that is closest to that sensory value among all other centroids. This
similarity /closeness is calculated by using a distance-based approach. K — means uses eu-
clidean distance method for this purpose as it is formulated by the Eq. 4.5. This processes
is also called labeling as each cluster is represented with a label and sensory data assigned
to a cluster is classified with its corresponding label.
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minf(6,d, 1), (4.4)

such that

K
F0.d,7) = ("7 — )%, (4.5)
k=1

The objective of Eq. 4.5 is to minimize the squared error function, f(6,d,7) as stated
with Eq. 4.4 by placing sensory values to a cluster k, as formulated in Eq. 4.6.

{5y (Sp — ) < (S, — )},
Vk,jlk € K,j € K,k # j. (4.6)

Centroids of clusters are updated following the completion of placing all the sensory data
into randomly selected clusters. New centroid of cluster k, ¢, is calculated by the mean of
sensory data in that cluster as formulated by Eq. 4.7.

1 &
o =—Y S° 4.7
LS (A7)

Euclidean distances between new centroids and the sensory data are re-computed using
Eq. 4.5 based on the criterion formulated by Eq. 4.6. After re-labeling every sensory value in
each cluster, centroids are re-calculated according to Eq. 4.7 once again. This process con-
tinues until total squared errors of sensed value (f(6,d, 7)) converges to a local optimum for
every 6, which denotes that locations of the centroids have become steady. Is is worth noting
that k — means algorithm reaches a local optimum within a polynomial time complexity as
shown in the Eq. 4.8 for the quantity of 7, 6 dimensional sensory data in K clusters, whereas
reaching global optimum by k — means is an NP — complete problem [166].

O(WkéK),
Vk € K. (4.8)

The output of k—means algorithm is the labeled version of the given sensory data, S%47.
A cluster and the sensory values that belong to the same cluster are represented with the
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same label. Under normal circumstances (rational and dependable participants with non-
maliciously functioning non-dedicated sensors), aggregated sensory data of a participant in a
vehicle, 06 T , will have similar patterns throughout the journey on the same route everyday.
Therefore the acquired sensory data of a participant on day d will be correlated with those
acquired on the next day, d + 1. Sensory data received from the same stops/stations are
expected to be placed within the same cluster, and thus marked with the same label. Setting
the number of stops / stations equal to the number of clusters equal is needed to identify
the location of transmitted sensory data. Grouping data in different clusters, even though
they are not transmitted from those origins implies possible deviation in sensor value that
can be caused by various factors, such as readings under unusual conditions, malfunctioning
of sensor(s), or untrustworthy participant(s).

By comparing the labels of sensory data on day d and day d+ 1, an approximation about
the vehicle’s whereabouts can be made. If the labels of sensory data of a participant on day
d at time 7 are equal to the labels of sensory data of the same participant on the next day,
(d+ 1), at time 7, it is interpreted as follows: There is a consistency between day d and
d + 1, which will strengthen the estimation about vehicle’s location.

4.4 Performance Evaluation

4.4.1 Data Acquisition and Simulation Settings

In our performance evaluation tests, we simulate a vehicular crowdsensing network with vary-
ing physical conditions whereas the data used in the simulation environment are generated
through real data [110] that was collected on our personal devices in a private vehicle follow-
ing a bus route in downtown Ottawa by using the Science Journal mobile app of Google [50].
The app is capable of detecting the available sensors in a device once installed and launched.
Out of all the sensors available, we have selected the following common sensors: (i) ac-
celerometer, and (ii) microphone. The reason behind the selection of those sensors is that
they can be found in the majority of nowaday’s smart-devices.

To emulate heterogeneity in the crowd-sensing environment, we have collected sensory
data through 5 different device types (an iPhone 6s Plus, a Nexus 7, an iPhone 7, an iPad
Pro, a Samsung Galaxy Tab) and 2 different operating systems (i0S and Android).

We have maintained the same route of 15 stops / stations that are placed at least 500
meters away from each other, and in each consecutive day, velocity of a vehicle has been
varied between 30-40 kmph. We have collected 14 days worth of data, out of which 7 days of
data have been used for conducting the experiments due to exclusion of the data containing
irregular patterns caused by coarse deviation in non-qualified days. That has led us run the
simulation for 7 days.

CrowdSenSim [19] (the same simulator that is used in Chapter 3) is used as the simulation
platform for experiments, and it is introduced required classes and methods to simulate a ve-
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Table 4.5: Global simulation settings

Parameter Value

Number of vehicles 20

Antenna type of participants’ smart devices 3G

Average velocity [kmph)] {30,40}
Average stop time [s] (30, 60]
Minimum inter-station distance 0.5 km
Simulation Duration 7 days
Propagation environment Rayleigh fading
Noise model in sensor readings AWGN
Clustering Method K-means

hicular crowd-sensing environment. In our scenario, each sensor value is recorded over static
paths; hence we aim to place each sensory data point in the most suitable cluster. Therefore,
K-means is selected as our preferred clustering algorithm to determine the approximated lo-
cation of the public vehicle from which those values have been received. When participants
transmit their sensory values, the data could experience distortion to some extent due to
communication channel noise. Hence the sensory data that are sensed by participants’ mo-
bile devices would lead to slight variations compared to the data accumulated in the cloud.
In our simulation, we emulate this scenario by applying Additive White Gaussian Noise
(AWGN) to each sensor value collected by the participants.

For simulation scenarios, random points in the form of latitude, altitude, and longitude
from the street map of the simulation are selected as the stops / stations (i.e., landmarks)
to create the static routes for the public transportation vehicles. Number of landmarks is
set to 15 in most of the simulations; however we also vary the value of this parameter to
investigate the impact of the route length on the performance of our proposal. Stops /
stations of different routes may overlap with each other. The stops / stations are placed by
at least 500 meters apart from each other while velocity and waiting time of any vehicle is
set to a random value in [30, 40] kmph and [30, 60] s, respectively. Duration of the simulation
is set to 7 days. 50 public vehicles that operate on 17 different lines are simulated. So far,
we have presented the global simulation settings, which are summarized in Table 4.5.

Besides the global simulation settings, Table 4.6 lists the settings for customized experi-
ments to investigate the best possible combination of the route length, cluster size and sensing
noise under varying number of participants. The research findings of these investigations are
further discussed in the Section 4.4.2.

Upon finding the configuration that would result in the best performance, we further
investigate the impact of sensor availability on the participating devices when participant
recruitment is pursued based on "nearly” even or non-even distribution. Even and non-even
participant recruitments are denoted by n — rec. and a — rec., respectively. To this end,
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Table 4.6: Simulation settings for feasibility analysis

Parameter Value

Number of participants {5, 10, 15,20, 25,30}
Static route length {15,20,30}

Cluster size {10, 15,20}

Sensing noise (¢*) {1.0,1.5,2.0,2.5,3.0}

Table 4.7: Simulation settings for n — rec. and o — rec.

Parameter Value

Number of participants {3,6,9,12,15,18,21,24,27,30}
Static route length {10,15}

Cluster size {10, 15}

Sensor distributions for n — rec.1 {30%, 30%, 40%}
Sensor distributions for n — rec.2 {30%, 40%, 30%}
Sensor distributions for n — rec.3 {40%, 30%, 30%}
Sensor distributions for oo — rec.1 {50%, 20%, 30%}
Sensor distributions for oo — rec.2 {20%, 30%, 50%}
Sensor distributions for o — rec.3 {30%, 50%, 20% }
Sensing noise (¢**) 2.5

availability of sensors are set to different values under each scenario. For instance, under
the uneven recruitment scenario a — rec.1, sensor distribution is set to {50%,20%, 30%}
denoting that 50% of the participants in a bus record only accelerometer data, 20% of the
participants in a bus record only decibel data of microphone, and 30% of the participants in
a bus record both accelerometer data and decibel values of microphone.

In each experiment, we keep a correlation between the route length and cluster size, i.e.,
if route length is 10, cluster size will also be set to 10. By doing so, we eliminate the SDZ
concept in the previous work [78] as each stop / station over the route becomes a stand alone
SDZ. It is worth noting that in the figures, each run simulates seven days, and the results
in the figures present the average of five runs.

4.4.2 Numerical Results

We run three types of experiments: (i) Feasibility study for the combination of the route
length, cluster size, sensing noise, and number of participants, (ii) n—rec. analysis to examine
the impact of uniform sensor availability on participating devices, (iii) oz — rec. analysis to
examine the impact of non-uniform availability of sensors on participating devices. All
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experiments are conducted in a GPS-less manner.

The ratio of the correct predictions to total predictions that were made from the beginning
of time till the end of a simulation time (7") denotes the accuracy as formulated in Eq. 4.9. If
a given pair of accelerometer and microphone sensed by user in a vehicle at a stop/station is
placed in the correct cluster where all the other sensed values from the very same landmark
are placed, then the prediction made for this pair of values is correct. In the equation ~
denotes a binary function which returns one if the label of sensory data in cluster k& S? on
day d and d + 1 remains the same.

K D-1
53 el
Accuracy = =1 d}:(l(D D . (4.9)

Feasibility analysis

We aim to determine the optimal values set for route length, cluster size, sensor noise and,
number of passengers to conduct the participant recruitment scenarios under the best com-
bination of these values. We run individual experiments for each parameter by varying the
number of passengers from 5 to 30.

As depicted in all sub-figures displayed in Fig. 4.3, increasing number of passengers (i.e.,
participant) has an affirmative effect on the accuracy. Furthermore, as the cluster size of
k-means algorithm increases from 10 to 15 and 20, accuracy also increases except the case
where the number of passengers is 30, in which we see a slight drop-down from 10 to 20
cluster size. The reason behind this behavior is that it becomes easier to place participants
in less number of clusters. The highest accuracy, approximately 93%, is achieved under the
cluster size of 10, which is immediately followed by the cluster size of 15 with approximately
92% of accuracy where the number of passengers is 30.

Similar accuracy pattern as in the case of cluster size can be observed in Fig. 4.3b
for route length. As the route gets longer, accuracy improves with the increasing number
of passengers. However shorter route length tends to perform better, when the number of
passenger reaches to 30. Since increasing number of passengers and route length increases the
data generated, the clustering process, in turn, get facilitated better for k-means algorithm.
Thus, the highest accuracy, approximately 92%, has been reached with the route length of
15 stops, and a participant population of 30 passengers.

Sensing noise, n,, exhibits instable behavior under varying number of passengers (i.e., 5
and 10), however more stable behavior is achieved with the increasing number of passengers
afterwards as depicted in Fig. 3.4c. The highest accuracy, approximately 92%, has been
reached with n, = 2.5 and n, = 3.0 with a participant pool of 30 passengers per vehicle.

After analyzing these results, we conclude that the optimal combination of cluster size
(7 ), route length (¢), sensing noise (n,), and number of participants per vehicle (P) to lead
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Figure 4.3: Accuracy performance under three varying simulation settings (a) The effect of
cluster size on accuracy (b) The effect of route length on accuracy (c¢) The effect of sensing
noise (n,) on accuracy.
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to higher accuracies can be constructed as follows: {m, = 10,¢ = 15,n, = 2.5,3.0, P = 30}.

Localization accuracy under 'nearly even’ availability of sensors (1 — rec.)

In the simulations to test 'nearly even’ availability of sensors (n—rec.), number of participants
per vehicle is varied from 10% to 100% of its optimal value. A comparison between two
different settings has been illustrated in the Figure 4.4: under cluster size (route length) of 10
and 15. As expected, the lower the number of clusters (i.e., number of landmarks/stations),
the better the accuracy.
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Figure 4.4: The effect of nearly even participant recruitment on localization accuracy under
different sensor usage distribution scenarios and cluster sizes: (a) scenario-1 (n — rec.1) (b)
scenario-2 (n — rec.2) (c) scenario-3 (n — rec.3).

Fig. 4.4a illustrates the impact of nearly even participant recruitment scenario on ac-
curacy under 30% accelerometer, 30% microphone, and 40% both accelerometer and mi-
crophone availability. As the participant pool grows, accuracy under both cases increase.
Furthermore, gradual increase in participant pool leads to narrower confidence intervals for
localization accuracy. The highest accuracies under both route length (i.e., cluster size)
settings were measured as 88% and 84%.

Nearly even recruitment scenario under the availability of 30% accelerometer, 40% mi-
crophone, and 30% both accelerometer and microphone with the cluster size (i.e., number
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of stations / stops) of 15 has shown extreme low accuracy values as illustrated in Fig. 4.4b.
The highest accuracies of both test cases are 88% and 84% with large confidence intervals.

Localization accuracies in Fig. 4.4c reveal overall consistencies throughout the entire
simulation except the initial case where the participant pool is significantly small, i.e., 3
passengers per vehicle. Confidence interval has been also consistently measured minimal
except the initial case. The highest accuracies under both route length settings are recorded
as 89% and 81%.

Localization accuracy under uneven availability of sensors (« — rec.)

Fig 4.5 encompasses of three sub-figures that illustrates the impact of uneven participant
recruitment scenario on localization accuracy.

1 Ha-rec.1 Cluster Size: 10
1 Cluster Size: 15
Bo-rec.1 Cluster Size: Ba-rec.2 Cluster Size: 15
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Figure 4.5: The effect of uneven participant recruitment on localization accuracy under
different sensor usage distribution scenarios and cluster sizes: (a) scenario-1 (o — rec.1) (b)
scenario-2 (a — rec.2) (c) scenario-3 (o — rec.3).

Accuracy

Fig. 4.5a illustrates the impact of uneven participant recruitment scenario on localiza-
tion accuracy under the availability of 50% accelerometer, 20% microphone, and 30% both
accelerometer and microphone. Accuracy exhibits a sudden improvement after the first ex-
periment (i.e., 3 participants per vehicle), and keeps a steady behavior for the rest of the
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participant pool sizes. The highest accuracies achieved for both route length cases are 89%

and 81%.

Fig. 4.5b presents a smooth increase in localization accuracy as the number of passengers
increases. The highest accuracies recorded for both route length cases (i.e., 10 stops/stations
and 15 stops/stations) are 90% and 83%. Accuracies in Fig. 4.5¢ reveal a remittent pat-
tern.The highest accuracies were calculated as 88% and 82% with considerably high confi-
dence interval ranges. The reason of large confidence intervals is due to the low availability of
accelerometers and the low availability of both sensor types together. The accuracies start to
increase as the participant pool grows; thus, the sound level data combined with the limited
movement data can provide useful information only if the population is high. On the other
hand, reliability of acquired data is low as one can tell from the large confidence intervals.
When all three figures are considered, it can be concluded that the accelerometer provides
the highest contribution to the accuracy whereas at least {30% availability of both sensors
combined with high availability of accelerometers can guarantee high localization accuracies
with reasonable confidence intervals.

We have shown with these extensive even and uneven participant recruitment scenarios
that accelerometers in smart mobile devices make the highest contribution to the value of
the aggregated sensory data whereas at least 30% of the participants are required to have
both accelerometer and microphone available to be used opportunistically in order to achieve
localization accuracies at the order of 90%.

4.5 Concluding Remarks

Smart transportation and vehicular networks are integral components of smart cities. In this
article, we have proposed a vehicular crowdsensing-based effective solution to the problem
of GPS-less discovery of the whereabouts of public transportation vehicles that move on
static routes in a vehicular network setting. Despite its ubiquity, GPS is a power hungry
and location dependent sensor. We have proposed to empower smart mobile devices of
passengers in order to acquire non-dedicated sensory data in an opportunistic manner. In
our proposed framework, upon being aggregated, crowd-solicited sensory data undergoes an
unsupervised machine learning component to match aggregated data with one of the clusters,
which corresponds to a landmark (i.e., stop / station) over a static route. We have evaluated
the performance of our proposed framework through simulations that have been by the data
plane of the proposed framework. The data plane is designed as a container for sensory data
that was collected in real time by heterogeneous sensing environment consisting of smart
mobile devices with various specifications. The control plane of the proposed architecture
consists of data aggregation and analytics modules. While data aggregation module fuses
vehicular network data, analytics module applies kK — means algorithm on the fused data to
cluster them with regard to the origin of location. We have achieved an overall accuracy
varying between 80% - 90% with all user requirement scenarios. Furthermore, through
extensive simulations, we have pursued a feasibility study to find out the best availability
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combination of built-in/non-dedicated sensors in smart mobile devices. We have shown that
accelerometers in smart mobile devices make the highest contribution to the value of the
aggregated sensory data whereas at least 30% of the participants are required to have both
accelerometer and microphone available to be used opportunistically in order to achieve
localization accuracies at the order of 90%.

In the next chapter, we introduce a new dependability modules with the proposed frame-
work in order to assess the quality of data and evaluate the reliability of participants. Further-
more, we are also planning to address elimination of malicious participants in the presence
of adversaries in the participant pool.
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Chapter 5

Ensuring Trustworthiness of
Crowd-Sensed Vehicle Tracking
Service

5.1 Introduction

5.1.1 Problem Description

Processing and analysis of the data, as well as its presentation is a crucial factor. In the analy-
sis of vehicular sensing data for Intelligent Transportation Systems (I7S)s, machine learning
(ML) algorithms has attracted many researchers [71, 113] whereas deep learning (DL) meth-
ods are also gaining popularity under specific contexts [38, 73]. However, it is certain that
untrustworthy /malicious data would lead to deterioration in data analytics performance.
Distributed and heterogeneous nature of a crowd-sensing system introduces the trustwor-
thiness concerns due to either or combination of the following reasons: (i) malfunctioning
sensors, (i1) malicious/untrustworthy participants. Research on reliability and dependability
of the acquired data aims to prevent the consequential misbehaviour of the platform, and
proposes upfront actions against unreliable / untrustworthy sensed data [141, 13, 59].

5.1.2 Proposed Solution

While the proposed architectures in our previous studies [78, 77] yield location approxi-
mations above 80% on the average, in order to achieve higher accuracy and dependability
levels, root causes of misleading estimations need to be further investigated. One of the
major drawbacks of a vehicular crowd-sensing-based localization framework is the presump-
tion that all participating sensors are fully trustworthy. This presumption unintentionally
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leads to the contribution of untrustworthy data (in other words, unreliable sensor read-
ings) to the platform, which drastically effects the performance of the data analytics module
(namely the performance of analytics algorithm that is being used) in terms of estimated
location accuracy. Therefore, to achieve remarkable improvement in the accuracy and de-
pendability of vehicular crowd-sensing-based localization, participant trustworthiness and
reliability need to be taken into account in the design of sensor recruitment policies. A
participant’s trustworthiness will determine the amount of sensor data that will be accepted
into the platform from that participant. Therefore, there is a direct relationship between
a trustworthy /untrustworthy participant and reliable/unreliable sensor readings qualified to
be placed into the trustworthy sensor reading pool — a process we will discover in detail in
the Section 5.2 and 5.3.

5.2 Proposed System Overview

Vehicular crowd-sensing-based localization framework adopts the components that have been
introduced in [77]. As illustrated in Fig. 5.1, our contribution to the original crowd-sensing-
based localization is the introduction of trustworthiness assessment components. Proposed
architecture encompasses three components: I. Data acquisition, II. Data aggregation, and
III. Analytics and Prediction. Trustworthiness of the participants are assessed in the an-
alytics module, which is highlighted by a filter. Three types of databases are maintained:
a. SR-DB that stores the collected sensory data from the participants, b. PT-DB that
stores trustworthiness scores of the participants, and c. VT-DB that stores trustworthiness
scores of the vehicles. Multiple participants cooperate in the acquisition of sensing data that
is offloaded to cloud-based server and storage units for aggregation, analysis and archival.
Furthermore, Figure 5.2 illustrates the sequence of events that take place during GPS-less
vehicle localization with trustworthy sensor data.

As mentioned in the motivation, it is not realistic to assume that all participants con-
tribute to the crowd-sensed data reliably since any crowd-sensing campaign is vulnerable to
sensor malfunctioning or malicious participants. To cope with this phenomenon, we present
three recruitment policies where the first one serves as a benchmark to the second and third
schemes, which —to the best of our knowledge— are proposed for the first time in this con-
text. These recruitment policies are as follows: (i) Non-restricted recruitment (NRR), (ii)
Reliability-driven naive recruitment (RDNR), and (iii) Reliability-driven exclusive recruit-
ment (RDER). To provide an easy access to readers, we present the notation used in the
paper as follows: Table 5.1 encompasses list of constants, Table 5.2 represents the parameters
used in the recruitment policies, Table 5.3 accommodates the auxiliary functions used in the
equations, and Table 5.4 describes the activity profiles of the participants. We present the
details of the three sensor recruitment policies that operate in the presence of reliability /
trustworthiness breaches in Section 5.3
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Table 5.1: List of constants that are used in the formulas and throughout the Chapter 5

Parameter Value

V # of vehicles

v Index of a vehicle

K # of clusters

k Index of cluster

P # of participants in a vehicle

P Index of participant

0 0-dimensional sensor readings
D # of days

d Day d

T Total duration of the simulation
T Time (discrete) of sensing in a day
l # of possible landmarks

5.3 Proposed Methodologies

5.3.1 Non-Restricted Recruitment

This recruitment strategy relies on the sensor readings of participants without applying
any trustworthiness assessment for the participants. It is worth noting that NRR has been
adopted as the benchmark solution from previous work in [78, 77]. Thus, in the localization
process for public transportation vehicles, the entire sensory data is passed to the analytics
module without any elimination. Sensor readings transmitted by malfunctioning sensors or
sensory data that has been distorted should be expected to degrade accuracy of localization
of vehicles moving on static paths. Under the hypothetic assumption that the entire data
is trustworthy, the analytics module will only need to call an effective clustering algorithm
(e.g., k-Means) to cluster sensory data into clusters that correspond to anchor coordinates,
which in the case of public transportation vehicles, correspond to stops.

5.3.2 Reliability-driven Naive Recruitment

RDNR is the first trustworthiness-driven data acquisition regime for vehicular crowd-sensing-
based localization. The naive property of RDNR is because of that the decision for the
recruitment of a participating sensor is made upon a comparison between the reliability
assessment (i.e., trust score, Sz%d’T) of the sensor and the value of a random variable. In
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Table 5.2: The parameters that are used to formulate the user recruitment scenarios

Parameter Value
ub Participant p in vehicle v
Sz’gd” Reading of sensor # reported by participant p in vehicle v on day d at
time 7
Si’;’T Trustworthy sensory data of participant p in vehicle v on day d at time
T.
eZ%e’d Label of sensory data (in cluster k) of participant p in vehicle v on day
d
DIL Label of sensory data in SR-DB (in cluster k) of participant p in vehicle
Uy
v on day d
%S%H’d Binary trust score of sensory data (in cluster k) of participant p in
vehicle v on day d
Sf;,d Trust score of participant p in vehicle v on day d for cluster k&
phd Threshold trust score of participant p in vehicle v on day d for cluster
Uy
k
g£ki0.d Labels of the trustworthy sensory data on day d
Jkd “Rolling * trust score of vehicle v on day d on cluster k

Table 5.3: List of auxiliary functions that are used in the equations

Parameter Value
~(a,b) Binary function returns 1 if a = b
R(a,b) Random value generator between a and b (inclusively)
f(a,b) Sums the values in array a until the index b.

Table 5.4: Description for the participant activity profiles
Parameter Value

n-participants

a-participants

Active + inactive participant profiles

Active participant profiles

RDNR, the platform collects data from every participant to create an initial Sensor Reading

Database (SR-DB). The database contains cluster information of the sensory data of the
participants in each vehicle. SR-DB plays a crucial role when assessing the trustworthiness
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of the sensory data of a participant.

While participants feed sensory data into remote storage system, data analytics module
evaluates them and creates the Data Trustworthiness Matrix (DT'M) which consists of only
binary values. Each row of DTM corresponds to a participant p on vehicle v on day d at
time 7 and each column of DTM corresponds to a landmark/stop (i.e., cluster) for vehicle
v. A tuple [row, column| in DTM stores a binary trust score that corresponds to the sensor

reading 6 in cluster k for participant p on vehicle v on day d (%ﬁ’p@’d).

When participant p in vehicle v passes through the same landmark, data analytics module

compares the data stored in SR-DB (Q[k;?’d) with the cluster of sensor reading that participant

has just fed into the platform (eﬁf’d). If they match, binary value “1* denoting that the data

is trustworthy is recorded into corresponding [row,column| cell in DTM. Otherwise, the

value of “0“ in the cell will denote that the data is untrustworthy as it is formulated with
the Eq. 5.1.

%Z%O,d _ V(EZ%QAa mz?,d)’
Vd € D,Vk € K,Yv € V,Vp € P. (5.1)

Additionally, Participant Trustworthiness Matrix (PTM) is generated using DTM to
evaluate the level of trustworthiness of each participant. Trustworthiness values (i.e., scores)
of each index in PTM is calculated by using Eq. 5.2. As new clusters/landmarks (i.e., indices)
are added to DTM, PTM updates itself accordingly. Value of an index in PTM (Sféd) is
calculated by adding consecutively the values of indices (i.e., landmarks or clusters) DTM
until a certain cluster and dividing the sum by the index of that cluster. As a numerical
example to solidify this explanation, one may assume DTM values consisting of 5 landmarks
as [1 00 0 1]. Then the corresponding PTM will be [1 (140)/2 ... (1404+0+0+1)/5] or [1
0.5...0.2].

This method enables better understanding of the trustworthiness of individual partic-
ipants. Whenever a participant transmits sensory data that is not consistent with the
landmarks, their DT'M entries for those landmarks remain 0. Sensory data labeled as un-
trustworthy will decrease the aggregated sum at the landmark, which eventually will reduce
gradually trustworthiness of participant at the landmark (or cluster) Sf;v;d.

gha _ JB " K)
ub k ’
Vd € D,Vk € K,Yv e V,Vp e P. (5.2)

A random value generated between 0 and 1 is inclusively set as a threshold (Vf;;d) in

RDNR. The threshold value is compared against the values in PTM (ngjd). If the threshold
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is greater than trustworthiness score of the sensor reading (Ej;d), then sensory data Sz;,d’T
is deemed as untrustworthy by the data analytics module and will not be considered when
determining the approximate location of the vehicle by using Eq. 5.3. Otherwise, the ana-
lytics module gathers the trustworthy sensor readings (szsd) and feeds them as an input to
the clustering module (e.g., k —means clustering), which pi"oduces labels for the trustworthy
data (£594) to be used in the GPS-less public transport vehicle localization process.

Vit = 9R(0,1),

(Z@’dﬂ— Skd 1 > de Sng
up gkd ! < de null [

Vd € D,V € T,Vk € K,Yv € V,VYp € P. (5.3)

5.3.3 Reliability-driven Exclusive Recruitment

Another technique we have developed when assessing the trustworthiness of the participant
is RDER, which principally adopts the idea of comparing participants trustworthiness scores
in each cluster k on day d (c‘,fﬂ) with the corresponding average trustworthiness score of

the vehicle in cluster k on day d (denoted by J*?). Vehicle Trustworthiness Matrix (VTM)
contains the average trustworthiness score for each vehicle v in cluster k on day d J*?, which
determines a threshold for the vehicle when assessing the trustworthiness of a particular
sensory data point.

While the rows of VT'M denote vehicle v on route r, the columns of VT'M represent
the landmarks of route r. Thus, the tuple [row, column] denotes the trustworthiness of a
particular vehicle on a given landmark, which is calculated by Eq. 5.4. Averages of binary
values in DTM that corresponds to the related vehicle for each landmark are computed.
Each average value corresponds to trustworthiness score for vehicle v in cluster k£ on day d
(Jk4) and represents a [row, column] pair in VTM.

S S €
PD ’
Vk e K,VveV,Vd € D. (5.4)

jk,d —
v

Participant trustworthiness score (€ k’d) in PTM is compared to the corresponding J%.

77T

If the score of participants exceeds the score of the vehicle, sensory data S is considered
to be trustworthy by the analytics module and included in the evaluation dataset that will be
used for estimating the location of the pubic transportation vehicle. Otherwise, it is deemed
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to be illegitimate by the analytics module for location estimation process. We adopt the
k —means method to cluster the dataset containing the trustworthy sensor readings (QZZLT)

and produce an output of labels (£894) for the dataset that will be used when approximating
the location of the vehicles.

0,d,r k,d—1 k,d—1
z@,d,’r _ Suﬁ gup Z jv
ub v

kd—1 _
null E5 < JhdT1
Uy

Vd € D,V € T,Vk € K,Yv € V,VYp € P. (5.5)

5.4 Performance Evaluation

In this section, we present series of experiment results that evaluate and compare the perfor-
mance of NRR, RDNR, and RDER in terms of location estimation accuracy. Moreover, we
also present the average recruitment probability of RDNR, and RDER. Finally, we show the
energy efficiency of RDER approach in terms of n-participants and a-participants profiles.

5.4.1 Simulation Settings

We simulate a vehicular crowd-sensing environment where participants in public transporta-
tion buses transmit their sensory data to the cloud storage unit via cellular connection.
Crowdsensim [19] is used to simulate crowd-sensing events for localization. Sensory readings
in the simulation are generated from real data. In order to reflect a similar behavior, real
dataset has been collected under a situation closely alike to the one set in the simulation
environment (available at [111] and [108]). Real data consists of two sensors: (i) accelerom-
eter, and (ii) microphone collected by Googles Science Journal Application [56]. Therefore,
generated sensor readings are also made up of those sensors. Sensor readings experience
value degradation to some extent. Hence, values on the storage unit are noisy readings,
which are generated by Additive White Gaussian Noise (AWGN) in the simulation.

Table 5.5 lists the details of our simulation settings. There exists 50 vehicles that carry
certain number of participants varying between 3 and 18, which we have kept the same
within one experiment but increased gradually to check the effect of increasing number of
participant on accuracy. Every vehicle belongs to a certain route, each of which contains
three vehicles.

Vehicles move on a static route length for each experiment, which has a value of either
10 or 15. Size of a cluster for k —means algorithm is directly related with the value of static
route length. Thus, if the static route length is set to 10 for one experiment, cluster size will
also be set to 10. The reason behind this is to group the sensor readings from a landmark into
the corresponding cluster (i.e., landmark). For instance, if the route length is set to a bigger
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Table 5.5: Simulation settings

Parameter Value

Number of vehicles 20

Average velocity [kmph)] {30,40}
Average stop time [s] (30, 60]
Minimum inter-station distance 0.5 km
Simulation Duration 7 days
Propagation environment Rayleigh fading
Noise model in sensor readings AWGN
Clustering Method K-means
Number of participants {3,6,9,12,15,18}
Static route length {10, 15}
Cluster size {10, 15}
Sensing noise (g*) {1.0,2.0,3.0}

number than cluster size, there will be sensor readings grouped into wrong clusters due to
insufficient amount of clusters. We have analyzed the effect of varying number of participants
and route length on accuracy. Moreover, we have examined the effect of different sensing
noise associated with each vehicle on accuracy.

5.4.2 Numerical Results
Advantage of Reliability-aware Solution over Reliability-unaware Solution

Before comparing the proposed three sensor recruitment policies, a preliminary study to illus-
trate the advantage of a very simple reliability-aware sensor recruitment policy is compared
in Figure 5.3 with the reliability unaware sensor recruitment policy. We have determined two
parameters when evaluating the performance of GPS-less localization accuracy: (i) route
length and (%) sensing noise factor (qgg). In each experiment, number of participants in
each vehicle is increased gradually from 3 to 18 with a step size of 3 participants in every
iteration.

The effect of route length on accuracy can be observed in Fig. 5.3a. The route length, [,
is first set to 10, then to 15, and finally to 20 in every experiment with a static number of
participants. We observe that the localization accuracies for both recruitment (reliability-
aware, and reliability-unaware) policies are higher as the route length gets shorter. On the
other hand, we observe slight increase in the accuracy as the population of participants in
each vehicle gets higher.

The change of sensing noise on accuracy is illustrated in Fig 5.3b. We compare the
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Figure 5.3: Accuracy performance of reliability-aware and reliability-unaware sensor recruit-
ment policies under two varying parameters: (a) The effect of route length on accuracy (b)
The effect of noise factor, qgg, on accuracy.

accuracies of two recruitment policies with two different sensing noise: qg 1.5 and q““ =
2.5 under a fixed number of participants in each experiment. While sensing noise change
has no remarkable impact on the accuracy of the two recruitment policies — except the case
with reliability unaware where there is a subtle increase and decrease from one iteration to
another — it has an impact on the confidence intervals of the accuracies. As the sensing
noise factor gets higher, confidence interval gets broader because high sensing noise changes
the actual sensor reading more, which eventually causes fluctuations in the accuracy.

Benchmark

In section 5.1.2, we explained the details of three approaches we have integrated into data
analytics module. We have chosen NRR as the benchmark solution among the others since
we have employed this method in our previous works and we aim to achieve remarkable
performance improvements with the other two techniques: RDNR and RDER. Furthermore,
we also highly anticipate to see that RDER would outperform the other two in terms of
accuracy. Since RDNR evaluates trustworthiness of participants sensor readings in a totally
random manner, we also expect to see fluctuations on the accuracies of consecutive exper-
iments. On the other hand, RDER is expected to provide steady accuracy results between
consecutive experiments as it is based on average trustworthiness analysis of participants
and vehicles.

Performance analysis of the proposed framework has been conducted by running set
of simulation experiments which settings are described in Section 5.4.1. Furthermore, we
classify the experiments into two sub-categories based on their objectives: (i) GPS-less
localization accuracy with trustworthiness in mind and (ii) GPS-less energy consumption.
Accuracy is the ratio of the correct predictions to total predictions that were made during
the run time of the simulation (77), which is formulated in Eq. 5.6. A prediction in k —means
method is considered to be correct when a trustworthy pair of sensor reading (accelerometer
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and microphone) from a participant at a landmark is placed in the correct cluster where
other sensor readings transmitted from the same vehicle and landmark are placed.
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G PS-less localization accuracy with trustworthiness in mind

We conduct a series of experiments by varying the number of participants, route length /cluster
size, and sensing noise for each recruitment policy (NRR, RDNR, and RDER).
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Figure 5.4: The effect of =10 on accuracy with increasing number of participants.

Fig. 5.4 presents accuracy results where route length (therefore cluster size) [ is set to 10.
While route length is stabilized by a static number of landmarks, volume of the participants
in vehicles keep increasing gradually starting from 3 up until 18 with a step size of 3 in
every iteration. This increase in the participant count translates into an affirmative effect on
the accuracy. Moreover, RDER has the highest performing recruitment schema among the
other two having an accuracy at the worst case (number of participants = 3) around 95%
and 99% at the best case (number of participants = 18). Furthermore, NRR and RDNR not
only outperformed by RDER but they also exhibit higher data inconsistencies as it can be
observed from their large confidence intervals.

For the next series of experiments (varying sensing noise values (¢**)) route length and
cluster size values are assigned to 15. ¢ values that we have selected are: 1.0, 2.0, and 3.0,
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where the first value has the lowest impact on the sensory data degradation stored on the
platform, and the last value has the highest impact. We can observe from the Figure 5.5 that
they have similar (but not the same) accuracy values with increasing number of participants.
However, confidence interval of RDER is getting larger with the increasing ¢, which means
noisy sensory data is increasing the chance of observing sensor reading variances in the
evaluation dataset. NRR and RDNR recruitment schemes exhibit larger confidence intervals
in all sensing noise experiments due to containing larger amount of untrustworthy data in
their evaluation dataset than RDFER. We can, furthermore, see RDNR outperform RDER
when the number of participants is 3.
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Figure 5.6: Comparison of recruitment probabilities of RDNR and RDER participant re-
cruitment scenarios.

Fig. 5.6 illustrates the average recruitment probability of a participant, which denotes
to the ratio of the number of trustworthy sensor data to total sensor data that has been
transmitted to the platform. We compare the ratios of RDER and RDNR recruitment
scenarios. It is obvious in the figure that RDER exhibits a lower recruitment ratio than
RDNR, which means RDER is eliminating remarkably more untrustworthy data than the
RDER. Therefore, RDER outperforms the other two scenarios (NRR and RDNR).

GPS-less energy consumption

Our energy experiments involve two different participant profiles: (i) a-participants profile
and (ii) n-participants profile. The former denotes only participants who use their smart
devices frequently (for web browsing and social media, etc.) while participating in the sensing
task whereas the latter consists of participants from both profiles (meaning some participants
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who use their devices actively (i.e., active participants) along with the rest who do not use
their phone but contribute to the sensing phenomena (i.e., inactive participants)).

That being said, Fig. 5.7 consist of two sub-plots the first of which illustrates the effect
of increasing number of participants that belong to a-participant profile and the second of
which plots the effect of increasing ratio of active participants to inactive participants. In
the first plot, number of participants is gradually increased from 3 to 18. It is obvious that
the energy consumption and location accuracies are increasing as the number of participants
increases. On the other hand, in the second plot, activity ratio is gradually increased meaning
that number of a-participant profile has been increased and number of inactive participants
has been decreased at the same ratio, which eventually increases energy consumption.
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Figure 5.7: Energy performance per vehicle under RDER participant recruitment scenario
with different participant profiles (a) a-participants profile (b) n-participants profile.

5.5 Concluding Remarks

Public transportation methods are integral part of the cities and used by many every day.
Smart cities require a solid foundation of smart transportation. In our previous studies, we
have already developed a GPS-less localization technique by employing both supervised 78]
and unsupervised [77] machine learning methods on crowd-sensed sensory data. As partic-
ipants that feed their sensor readings into the proposed platform could be untrustworthy
due to various reasons such as malfunctioning of built-in device sensors of participants, in
this chapter, we have initially analyzed the advantage of reliability-aware technique over
reliability-unaware technique and then proposed different participant recruitment scenarios
to eliminate the untrustworthy sensor readings and analyze their performance in terms of
localization accuracy. These recruitment scenarios are Non-Restricted Recruitment (NRR)
as the benchmark, Reliability-Driven Naive Recruitment (RDNR), and Reliability-Driven
Exclusive Recruitment (RDER). Moreover, we have selected NRR as our benchmark solu-
tion to compare it with the RDNR and RDER as it totally allows untrustworthy data from
participants. We have shown that RDFER introduces the highest accuracy among the other
strategies with a localization accuracy up to 98% in the best case (I = 10 and number of par-
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ticipants = 18) and approximately 85% in the worst case (I = 15 and number of participants

= 3).
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Chapter 6

Conclusions, Open Issues, and Future
Directions

As the urban population grows rapidly, the challenge to both supply basic resources, and
ensure overall economic, social, and environmental sustainability becomes harder. Access
to sufficient fresh water, and cleaner energy, the ability to travel efficiently from one point
to another, providing safety, and security are some of the services that a modern, smart
city should offer to its citizens. Smart transportation and vehicular sensing are integral
elements of smart city services. Recent advents on wireless communication technologies (e.g.,
improvements on LTFE, on-going development of 5G, and novel infrastructure on vehicular
communication such as VANETS) enables smart transportation services to be built on robust
network, and therefore minimizes the delay and package lost rates due to dynamic nature
of transportation environment. Improvements on cloud and fog computing, accelerates the
speed data is stored and processed. Furthermore, data analytic methodologies such machine
learning, deep learning, and signal processing pave the way for building intelligent system
that is capable of predicting and proposing solutions for the possible future events.

We have categorized the smart transportation services into 4 distinct groups as follows:
(i) traffic management, (i) public transportation management, (7ii) emergency manage-
ment, and (7v) information management. A briefly summary for the functionality of each
service, traffic management service: provides applications that aim mainly to minimize traf-
fic congestion; public transportation management service offers applications that generally
focuses on improving the efficiency of public transportation vehicles; emergency manage-
ment service encompasses applications that target to provide safer roads by alleviating the
traffic accident rates; and information management service proposes applications that aim
to provide efficient delivery and secure storage of the transportation data (by taking pri-
vacy measures). In this thesis, we propose GPS-less public transport tracking framework
via vehicular crowd-sensing to eliminate the possible problems introduced by GPS (low
location accuracy performance in certain environments such as indoor, urban areas; high
energy consumption; and privacy violation of individuals due to direct location sharing).
Furthermore, we extend and improve this idea by introducing various methodologies such
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as different machine intelligence techniques, crowd recruitment scenarios, and assessment of
the trustworthiness of the crowd-sensed data.

In [78], we introduced supervised machine learning approach — specifically SVM — to
approximate the location of public transport. The proposed architecture consists of four
modules: 1) data acquisition, 2) crowd-sensed non-dedicated sensor data aggregation, 3)
probabilistic prediction, and /) data analytics. We have used following non-dedicated sen-
sors: accelerometer and microphone to acquire data from participants in public transport
vehicles. To validate the performance of proposed solution, we have set-up a simulation en-
vironment with 50 bus lines, each of which has 15 bus stops. Furthermore, each bus contains
a static number of participants that contributes sensor data to the platform. Data acquired
through a real application (which has only one vehicle) have been fed into the simulation
environment (which has 3 buses per lines expect the last line having 2 bus). Therefore,
extensive analysis with a large scale application made possible with the simulation environ-
ment. SVM has been applied to the acquired sensor readings. To conduct the performance
analysis on the proposed framework, we changed the probabilistically derived location re-
gion, route length of buses, and the noise factor induced by the network channel. Through
our performance analysis, we have determined the best and worst performing combinations
of those metrics. We have obtained an an overall accuracy rate above 90% and 80% in the
best and worst cases respectively. Moreover, energy consumptions under best and worst case
performing simulation settings have been investigated with two different participant profiles:
active and inactive. As an extension to this work, we have also proposed varying sensor
combinations (such as identical sensor array pool, non-identical sensor array pool - 1,etc.)
scenarios and computed both location accuracies and energy consumptions under the best
and worst simulation settings. While proposed identical sensor array pool yields the highest
location accuracy and the lowest energy consumption, non-identical sensor array pool - 1
offers the lowest location accuracy with the highest energy consumption among the rest.

We have proposed an unsupervised machine learning method — k —means — in [77], which
essentially has the same architectural design in [78]: a data plane to acquire the crowd-sensed
data, and a control plane to aggregate and analyze the crowd-sensed data. K — means
in the analytics module clusters the crowd-sensed readings and matches a sensor reading
transmitted from a vehicle with one of the clusters while data aggregation module fuses
vehicular network data. Performance of the proposed unsupervised approach has been tested
through simulations, which use sensor readings acquired in real time by heterogeneous sensing
environment encompassing smart mobile devices having diverse specifications. Different
participant recruitment scenarios with varying ratio of sensors (e.g., a-rec and 7-rec) and
cluster sizes have been adopted to find out the best performing participant recruitment
scenario and cluster size. Overall location accuracy of the proposed architecture is between
approximately 80% - 90% with all participant recruitment scenarios. Moreover, we have
proven that at least 30% of participants’ mobile devices should have both accelerometer and
microphone available to be used to obtain localization accuracies approximately around, or
more than 90%.

Since crowd-sensing recruits participants who contribute their crowd-sensed data into the
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proposed platform, there is always a risk of accommodating untrustworthy sensor readings,
which eventually degrades the performance of locating the public transport vehicles with
higher accuracies. Untrustworthy sensor readings could be introduced into platform due to
various reasons such as malfunctioning of built-in device sensors of participants, and ma-
licious participants (who feed untrustworthy data into the platform deliberately). In [75],
we proposed a GPS-less vehicle tracking system via vehicular crowd-sensing that employs
trustworthiness-aware recruitment technique together with the trustworthiness-unaware re-
cruitment (architectures proposed in [78, 77]) technique. While the highest localization
accuracy is obtained with trustworthiness-aware scheme is approximately 90% when [ (route
length) = 20 and number of participants = 18, the highest achieved with the same simulation
settings is 93%. Furthermore, we have extended this work with an additional trustworthiness-
aware recruitment scheme and compared the performance of three participant recruitment
schemes (Non-Restricted Recruitment NRR, Reliability-Driven Nave Recruitment RDNR,
and Reliability-Driven Exclusive Recruitment RDER). While RDER yields the best localiza-
tion accuracy among the other participant recruitment schemes up to 98% in the best case
scenario with [ (route length) = 10 and number of participants = 18, it achieves approxi-
mately 85% of localization accuracy in the worst case with [ = 15 and number of participants
= 3.

We have presented three main GPS-less public transport vehicle tracking architectures
in thesis and summarized their architectural designs and performance in terms of location
accuracy and energy consumptions. In our simulation environment, we have assumed that
traffic is flowing without any traffic congestion, or any situation that forces bus to stop except
bus stops (such as traffic lights). Therefore, emulating real-life traffic environment in order
to test our proposed architectures and to analyze the effect of various traffic flow behaviors
on localization accuracy is still an open issue to solve. Another open issue is to simulating
the effects of signal quality degradation of communication channel on localization accuracy
with the frequently changing environment in an urban location. For instance, signal quality
of mobile phones might alleviate when buses pass through downtown where there exists
signal blocking obstacles (e.g., high-rise buildings). Therefore, varying transmission channel
quality throughout to simulation to understand its effects on localization accuracy is still
an open issue to solve. Moreover, trustworthiness assessment mechanism falsely accepts the
crowd-sensed provided from vehicles where all participants contribute unreliable data to the
platform. Our experiments are based on the fact that there exists at least one trustworthy
participant in each bus.

We are currently focusing on extending this work to eliminate the open issues described
above. Adopting trustworthiness assessment module in our supervised architecture and ana-
lyze its behavior in this context is also in our agenda. Moreover, our simulation environment
(CrowdSensim [19]) currently supports three built-in maps among which we are currently
using Luxembourg. With the new release of CrowdSensim, custom maps can be added with
the coordinates extracted from Open Street Map [03]. Therefore, another future goal is to
integrate Ottawa’s public bus transport map into our simulation environment.
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