Enhancing Deep Neural Network
Reliability: Test Adequacy, Selection,
and Generation Strategies for Fault
Detection:

by

Zohreh Aghababaeyan

Thesis submitted to the Faculty of Engineering
In partial fulfillment of the requirements
For the Doctorate of Philosophy degree in
Computer Science

School of Electrical Engineering and Computer Science
Faculty of Engineering
University of Ottawa

(©) Zohreh Aghababaeyan, Ottawa, Canada, 2024



Abstract

Deep Neural Networks (DNNs) have achieved remarkable success in fields such as image
recognition, medical diagnostics, and autonomous systems. However, like traditional soft-
ware, DNNs are susceptible to failures, requiring rigorous testing to ensure their reliability.
Although their potential to bring change is substantial, their weaknesses can lead to severe
outcomes in practical applications, such as accidents in self-driving cars or incorrect treat-
ment in AI health system recommendations. These shortcomings underscore the pressing
necessity for thorough testing of DNNs to guarantee dependability and safety in essential
uses.

However, testing DNNs comes with unique challenges. One significant challenge is the
high cost of data labeling, as manually labeling large datasets for fault detection is both
expensive and resource-intensive. Another challenge lies in the complexity of test case
selection, where identifying the most fault-revealing inputs requires advanced methods to
avoid inefficiencies. Additionally, model comparison poses its own difficulties, as comparing
AT models for updates, compression, or selection demands specialized techniques to uncover
their behavioral differences.

This thesis addresses these challenges through practical and innovative solutions:

e Fault Estimation: A novel clustering-based approach that groups similar mispre-
dictions, enhancing the precision of fault detection and improving model reliability
assessment.

e Test Adequacy Metrics: A thorough evaluation of existing metrics and the intro-
duction of a diversity-based adequacy metric that excels in detecting critical faults,
particularly in safety-critical systems.

e DeepGD Framework: A black-box test selection framework that reduces labeling
costs by identifying diverse and fault-revealing inputs, significantly improving testing
efficiency.

e DiffGAN for Model Comparison: A GAN-based method to generate test inputs
that expose behavioral differences between models, ensuring reliable updates and
robust model selection, especially in domains like autonomous driving and healthcare.

By tackling the real-world challenges of DNN testing, this work provides scalable, prac-
tical solutions that enhance safety, reliability, and robustness in high-risk applications. It
directly addresses the pressing need for rigorous testing in DNNs, where failures can have
life-altering consequences. These contributions mark a significant step forward in making
DNN models safer and more dependable.
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Chapter 1

Introduction

1.1 Context and Motivation

Deep Neural Networks (DNNs) are widely used in various fields, including image process-
ing [7], medical diagnostics [103], speech recognition [117], and autonomous driving [68].
Despite their widespread success, DNNs may exhibit unpredictable behaviors or produce in-
correct outputs, particularly in safety-critical domains like autonomous driving and health-
care, where errors can have severe consequences. Unlike traditional software, where testing
relies on explicit code structures, DNNs operate based on complex, learned patterns, thus
making their internal decision processes harder to interpret and test. As a result, detect-
ing faults in DNNs becomes even more challenging, given their vast input space and the
complexity of their decision-making tasks.

Traditional software testing techniques, which often rely on code coverage metrics [72],
fall short of capturing the intricate, data-driven nature of DNNs. These metrics are not
directly applicable to DNNs because their behavior is driven by data rather than predefined
logic. This limitation necessitates new testing methodologies that extend beyond code
coverage-based techniques to ensure DNN reliability and safety in real-world environments.
Moreover, access to labeled data for DNN testing is often limited or expensive, particularly
in real-world operational contexts where massive amounts of data may be unlabeled [33].
This lack of labeled data becomes especially problematic when comparing models for tasks
like model selection. Without enough inputs that can expose differences between versions
of models designed for the same task, it becomes difficult to make an informed selection,
increasing the risk of failure in real-world deployments.

Key areas that need to be addressed include how to assess fault detection, test selection,
and test generation for model selection. These areas are crucial for advancing the state of
DNN testing and ensuring that models can be safely deployed in real-world settings. To
enhance the reliability of DNNs, we focus on the following problems:



1.1.1 Adequacy Metrics and Fault Detection

Traditional software testing methods often use metrics like code coverage to assess whether
all parts of the software have been sufficiently tested [72]. In the context of DNNs, neuron
coverage has been proposed as a similar metric to guide test case selection [89,104, 125,
141, 144]. However, empirical studies suggest that neuron coverage and other white-box
adequacy metrics do not reliably correlate with the presence of faults in DNNs [34, 100].
For instance, achieving high neuron coverage does not guarantee that a DNN has been
adequately tested for its ability to handle real-world inputs, and such metrics may overlook
critical failure modes. However, the implicit decision logic in DNNs makes it difficult to
clearly define what constitutes a fault, as failures often result from complex interactions
between learned features and inputs.

Thesis Objective 1: The goal is to develop new adequacy metrics that correlate
more strongly with fault detection and can be used to guide DNN testing processes, par-
ticularly in identifying real-world faults. This includes improving our ability to define and
detect faults within DNNs, and ensuring that test cases selected for evaluation are more
representative of potential faults in practice.

1.1.2  Test Selection and Labeling

DNN testing is particularly challenging due to the vast input space and the necessity of
labeling large datasets. For many real-world applications, such as autonomous driving or
medical image analysis, ground truths (i.e., correct labels for inputs) are either unavailable
or extremely expensive to obtain. Since we cannot rely on models to generate labels for
test inputs, due to the lack of guarantees that these labels will be accurate, the only
reliable solution is manual labeling, which is both time-consuming and costly. Existing
test selection approaches often rely on neuron coverage or other white-box techniques that
assume access to the DNN’s internal structure, which may not be feasible for third-party
or proprietary models. Moreover, DNN testing is often constrained by limited budgets,
especially when testing on real hardware or with costly simulators in the loop.

Thesis Objective 2: The objective is to develop an efficient black-box test selection
strategy that maximizes fault-revealing power while minimizing labeling costs, enabling
practical DNN testing even when access to the model’s internal details is unavailable.

1.1.3 Differential Testing

When comparing multiple DNN models, for example, to support model selection or com-
pression, using the original test dataset alone is often insufficient to expose subtle behav-
ioral differences between models [143,154,162]. For instance, two models with similar accu-
racy on standard test sets may exhibit significantly different behaviors in critical, real-world
scenarios, which especially matters in safety-critical applications. These discrepancies are
particularly crucial in ensemble learning systems or when compressed models must retain



performance while improving efficiency. Differential testing addresses this issue by gener-
ating test inputs specifically designed to highlight these behavioral differences [154,162].

Thesis Objective 3: The goal is to develop a differential testing method capable of
generating images revealing subtle yet important differences in model behavior, thus en-
abling better-informed decisions regarding model selection, optimization, and deployment
in real-world environments.

1.1.4 Research Contributions

This thesis provides several contributions that address the challenges outlined above, pro-
viding novel and validated solutions to improve DNN fault detection, test selection, and
differential testing:

e Improved Adequacy Metrics and Fault Detection: We propose a novel fault
estimation method that clusters similar mispredictions, improving fault detection
by identifying common root causes of failures. Additionally, we introduce a new
diversity-based adequacy metric and conduct a thorough evaluation of existing met-
rics to determine their fault-revealing capabilities. This evaluation will help identify
which metrics are most effective for guiding DNN testing.

e Efficient Test Selection with DeepGD: We present DeepGD, a black-box, multi-
objective test selection framework that prioritizes test cases based on their diversity
and uncertainty. This framework reduces the need for extensive labeling efforts while
maximizing the likelihood of detecting distinct faults, making it a more practical so-
lution for DNN testing in real-world applications. This approach is validated against
multiple DNN models and datasets, demonstrating significant improvements in fault
detection compared to existing methods and compared with all existing baselines.

e Differential Testing with DiffGAN: We introduce DiffGAN, a differential test-
ing framework based on Generative Adversarial Networks (GANs), which generate
realistic and diverse synthetic data. By guiding the GAN generation process through
diversity and maximizing models’ differences, Diff GAN generates test cases that ex-
pose subtle behavioral discrepancies between models. These test cases help reveal
differences in models’ behaviors, enabling better model selection and optimization,
particularly in scenarios such as model compression or ensemble systems.

1.1.5 Dissemination

The findings from this research have been published in leading journals and presented at
leading conferences. Our evaluation of adequacy metrics and fault estimation methods
was published in TEEE Transactions on Software Engineering (TSE). The DeepGD test
selection framework was published in ACM Transactions on Software Engineering and
Methodology (TOSEM). These works were presented at ICSE 2024 and FSE 2024 in their
journal-first track. The DiffGAN method for differential testing has been submitted to



IEEE Transactions on Software Engineering (TSE) and is currently under review. All tools,
datasets, and code developed during this research are publicly available to the research
community for further validation and use.



1.2 Thesis Structure

The rest of this thesis is structured as follows:

e chapter 2 addresses Thesis Objective 1 by providing;:

— Background and motivation for testing DNNs and identifying limitations of
current test adequacy criteria,

Proposal and introduction of diversity metrics as an alternative,

A thorough empirical evaluation of proposed techniques against existing criteria,
- Proposal and validation of new fault detection techniques,

— Demonstration of the effectiveness of diversity metrics in fault detection,
— Discussion of practical implications, recommendations, and threats to validity,
— Review of related work and comparison with proposed techniques,

— Conclusion and suggestions for future research directions.
e chapter 3 starts addressing Thesis Objective 2 by providing:
— Background and motivation for testing DNNs, identifying the challenges in se-

lecting high fault-revealing test inputs from large unlabeled datasets,

— Proposed black-box multi-objective test selection approach using diversity and
uncertainty,

— Discussion of the practical implications, and addresses potential threats to the
validity of the study,

Review of the related work and comparison with our proposed technique,

Conclusion of our work and suggestions for future work.
e chapter 4 addresses Thesis Objective 3 by providing:

— Background and motivation for differential testing of DNNs, identifying chal-
lenges,

— Proposal of GAN-based image generation techniques for differential testing, ad-
dressing the lack of diversity and novelty in generated test cases,

— Empirical evaluation of Diff GAN’s effectiveness in generating diverse test inputs,

— Discussion of practical implications, computational efficiency, and potential
threats to validity,

— Conclusion and suggestions for future improvements and broader application of
Diff GAN.

e chapter 5 provides:



— A discussion of the broader practical implications of the proposed techniques
across different domains, including applicability to text data and large language
models (LLMs),

— Consideration of key challenges such as computational cost, scalability, and the
complexity of testing in safety-critical domains,

— Reflection on the limitations of the current work and suggestions for extending
these methods to new applications.

e chapter 6 provides:

— A summary of the key contributions of the thesis,
— An analysis of the impact of the proposed techniques on DNN reliability,

— Directions for future research, and final remarks on the significance of the work.



Chapter 2

Exploring the relation between test
adequacy metrics and faults in DNNs

This chapter addresses TOq, i.e., exploring the correlation between test adequacy metrics
and faults in DNNs. The content of this chapter has been published in 2023 IEEE Trans-
actions on Software Engineering (TSE) [2] under the title of Black-Box Testing of Deep
Neural Networks Through Test Case Diversity.

2.1 Overview

As discussed in chapter 1, traditional software testing methods use code coverage criteria
to guide test case selection, and generation and assess the adequacy of a test suite. For
DNNs, test adequacy metrics like neuron coverage have been introduced. In traditional
software, testers rely on coverage metrics based on two assumptions: (1) test inputs that
only cover the same section of the source code are considered homogeneous, meaning either
all of these inputs will trigger a failure, or none of them will, and (2) the inputs used in
testing should be diverse to ensure high coverage [100]. However, these assumptions break
down in DNN testing because (1) unlike code coverage, neuron coverage does not fully
exercise the implicit logic embedded in DNNs; (2) the homogeneity assumption is broken
with adversarial inputs, and (3) increasing the diversity of inputs does not necessarily
increase DNN coverage [100]. Further, most coverage studies rely on adversarial inputs
to validate their proposed criteria [65,89,104,125,141]. However, these inputs are mostly
unrealistic and used to study the robustness of the DNN model instead of its accuracy.
While state-of-the-art coverage criteria have been largely validated with artificial inputs
generated based on adversarial methods, their claimed sensitivity to adversarial inputs does
not necessarily mean that they relate to the fault detection capability of natural test input
sets. This is confirmed by various studies [34,100] that have failed to find a significant
correlation between coverage and the number of misclassified inputs in a natural test input
set, despite a positive correlation in the presence of adversarial test inputs. Consequently,
coverage criteria may be ineffective in guiding DNN testing to increase the fault-detection



capability of natural test input sets. Further, another study [49] found that retraining
DNN models with new input sets that improve coverage does not increase the robustness
of the model to adversarial attacks.

Furthermore, coverage criteria require full access to the internals of the DNN state or
training data, both of which are often not available to testers, especially when the DNN
model is proprietary and provided by a third party. Thus, in our project, we focus on black-
box input diversity metrics to provide guidance on how to assess test suites or select test
cases for DNNs. We target diversity because it has been successfully used in testing software
systems [19,56,74]. Intuitively, relying on diverse test inputs should increase the exploration
of the fault space and thus increase the fault detection capability of a given test input set.
Further, we target black-box metrics that do not require executing test inputs on the DNN
under test since this is a strong practical impediment in many application contexts, such
as when dealing with large models and large databases of unlabeled inputs. We also target
black-box metrics that are model-independent and do not rely on the outputs of DNNs
under test because they cannot be trusted when the models are not accurate [101]. Based
on these requirements, we propose and investigate black-box diversity metrics for DNNs
that rely on inputs’ features, investigate their relationships with coverage metrics and
analyze their association with fault detection. In other words, this research topic focuses
on the fundamental assumptions related to the relationship between testing criteria (i.e.
coverage and diversity metrics) and faults in DNNs. However, in this first research topic,
we do not investigate how these testing criteria might be used for specific testing scenarios
such as the selection, minimization or generation of test sets. Nonetheless, investigating
the relationship between DNN faults and testing criteria is an essential step for selecting
proper criteria, independent of any specific purpose.

In traditional software systems, some of the inputs causing failures are usually very close
to each other [35,36]. Similarly, it has been observed that many mispredicted inputs in
DNNs fail due to the same causes [55]. Counting such inputs to assess the fault detection
capability of a test suite is therefore misleading. However, the notion of fault, though
rather straightforward in regular software, is elusive in DNNs. For this reason, we rely on
a clustering-based fault estimation approach to group similar mispredicted inputs based on
their features and misprediction behaviour [55]. We assume that each cluster corresponds
to a fault because similar mispredicted inputs belonging to the same cluster are assumed to
be mispredicted for similar reasons. To assess test suites for DNNs, we use and adapt three
diversity metrics. As we evaluate datasets composed of images, commonly used as inputs
in many DNNs (e.g. the perception layer of cyber-physical systems), we rely on a feature
extraction model to extract features from images that will be used to compute the diversity
of test input sets. We evaluate the selected metrics in terms of their capability to measure
actual diversity based on extracted features. We then analyze their associations with
fault detection in DNNs using four widely used datasets and five different DNN models.
We further study state-of-the-art white-box coverage metrics and their associations with
diversity and fault detection.

Based on our experiments, we show that diversity metrics, and geometric diversity
(GD) [94] in particular, though black-box and without the use of any DNN internal infor-
mation, far outperform existing coverage criteria in terms of fault-revealing capability and



computational time. We also show that state-of-the-art coverage metrics are not correlated
to faults or diversity in natural test input sets.

Overall, the main contributions of this work are as follows:

e We propose and study the use of black-box diversity metrics to guide the testing
of DNN models. We show that geometric diversity is the best option to guide the
testing of DNN models because it is positively correlated to faults in subsets.

e We introduce and validate a clustering-based approach to estimate faults in DNNs
as test input sets typically contain many similar mispredicted inputs caused by the
same problems in the DNN model. We explain why this is a requirement to evaluate
any test set evaluation criterion.

o We study state-of-the-art coverage criteria and show that there is no correlation
between coverage and faults in DNN models. Further, coverage is not correlated
with diversity in input sets. Our results question the reliability of coverage, as it is
currently defined, to guide DNN testing if the objective is to detect as many faults
as possible.

Chapter Structure. The remainder of the chapter is structured as follows. Section 2.2
presents our approach and describes the selected diversity metrics. Section 2.3 presents
our empirical evaluation and results. Section 2.4 discusses the implications of our results
and our recommendations for guiding the testing of DNN models. Section 2.5 describes
the threats to the validity of our study. Sections 2.6 and 2.7 contrast our work with related
work and conclude the work, respectively.

2.2 Approach

A central problem in software testing, especially when test oracles (verdicts) are not au-
tomated, is the selection of a small set of test cases that sufficiently exercise a software
system. Intuitively, testers should select a set of diverse test cases because selecting similar
test cases does not bring extra benefits to fault detection. In this chapter, we study diver-
sity metrics with the ultimate aim of using them to guide DNN testing, relying on the best
diversity metric in both the capacity to uncover erroneous behavior and computational
complexity. We target black-box diversity metrics that are model-independent because
we cannot rely on DNNs output when the models are not accurate [100]. We also target
black-box metrics that do not require executing the model with all inputs because it would
impede their application when working with large models and datasets. Therefore, we use
and adapt three diversity metrics that have been applied widely in other contexts and are
based on inputs. We rely on a feature extraction model to extract features from images
that we use to compute diversity. In section 2.3, we will first evaluate the selected metrics
in terms of their capability to measure the actual diversity of a test input set. Then we



will study their relationships with state-of-the-art white-box coverage metrics and analyze
their associations with fault detection in DNNs.

In this section, we describe the feature extraction method and the diversity metrics
used, followed by a detailed evaluation process in the next section.

2.2.1 Feature Extraction For Diversity Calculation

For diversity to account for the content of images, we need to extract features from each
input image in the test input set. Consequently, we rely on VGG-16 [137], which is one of
the most-used and accurate state-of-the-art feature extraction models [86,115]. It is a pre-
trained convolutional neural network model and consists of 16 weight layers, including 13
convolutional layers with a filter size of 3x3, and three fully connected layers. The model
is trained on ImageNet !, which is a dataset of over 14 million labeled images belonging to
22,000 categories.

We use VGG-16 to extract the features of images. A feature is an activation value
on the layer after the last convolutional layer of the VGG-16 model. A set of features
can characterize semantic elements such as shapes and colors. We extract the features in
the test input set S and build the related feature matrix Vs where (1) each row of the
matrix corresponds to the feature vector of an input in the test set, and (2) each column
corresponds to a feature.

After generating the feature matrix, we normalize it by applying Min-Max normaliza-
tion per feature, which is one of the most common and simple ways to normalize data. For
each feature in Vs, the maximum and minimum values of that feature are transformed to
one and zero, respectively, and every other value is transformed to a real value between
zero and one. The Min-Max normalization is defined as follows. For every feature in the
feature matrix Vs where j € {1,2,...,m} and m is the number of features, the normalized
feature Vs;- is calculated as follows:

, Vs;(i) —min(Vs;)
Vs’ = -
I max(Vs;) —min(Vs;)

(2.1)

We normalize the feature matrix (1) to make the computation of the selected diversity
metrics more scalable, and (2) to eliminate the dominance effect of features with large
value ranges.

2.2.2 Diversity metrics

In this section, we describe the selected diversity metrics: Geometric Diversity [67, 94],
Normalized Compression Distance [40,56], and Standard Deviation.

Thttps://image-net.org/index.php
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We chose these metrics based on the following criteria. First, we targeted diversity
metrics that measure diversity within a subset. We did not consider metrics that mea-
sure diversity in relation to another subset (e.g. Kullback-Leibler [76], Jensen-Shannon
divergence [32]). Second, we selected diversity metrics that can be applied to our datasets,
specifically targeting metrics that can be applied to images. Third, we selected diversity
metrics that do not depend on the DNN model under test and do not require the execution
of this model with all inputs. Finally, we targeted diversity metrics that are widely used
in a variety of other application contexts. For instance, the geometric diversity metric has
been used in a variety of machine learning applications such as the selection of training
sets with the Determinantal Point Process method [94], data summarization [102] and
data clustering [85,155]. Furthermore, the standard deviation metric is considered to be a
common diversity metric that has been successfully applied in different contexts to mea-
sure text and image similarity [116]. The Normalized Compression Distance metric has
been employed in many application domains such as image processing [40], security [22]
and clustering [38,40]. This metric supports any type of input and has been used recently
to guide the selection of diverse input tests for regular software systems [56].

In this section, we will describe each of these metrics and discuss their strengths and
limitations.

2.2.2.1 Geometric Diversity

The geometric diversity metric measures the diversity of the selected inputs [94]. As
mentioned previously, this metric is widely used to select diverse input sets with the De-
terminantal Point Process (DPP) method [67,94]. DPP is applied to guide the selection
of diverse subsets from a fixed ground set [52] and has been used in a variety of machine
learning applications for images [94], videos [66], documents [102], recommendation sys-
tems [169] and sensor placement [92]. The key characteristic of DPP is that including one
item makes including other similar items less likely (i.e. a DPP assigns a greater proba-
bility to subsets of items that are diverse). Thus, a DPP value of a subset indicates its
diversity, where the higher this value, the more diverse the subset. The key component in
DPP is geometric diversity which measures the diversity of an input set in terms of the
(hyper)volume spanned by the input feature vectors (feature matrix).

2.2.2.1.1 Definition
The geometric diversity G(.) is defined as follows. Given a dataset X, a number of inputs

n, a number of features m, and feature vectors V € R™", the geometric diversity of a subset
SCX is defined as:

G(S) = det(Vs = VsT) (2.2)

which corresponds to the squared volume of the parallelepiped spanned by the rows
of Vs, since they correspond to vectors in the feature space. The larger the volume, the
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more diverse S is in the feature space, as illustrated in Figure 2.1. It is expected that very
different (similar) images result in very different (similar) feature vectors.

Figure 2.1: Illustration of the geometric diversity metric

2.2.2.1.2 Calculation

Geometric diversity takes as input the feature matrix of the test input set, as generated
using the feature extraction model. Because geometric diversity relies on the calculation of
the determinant of a matrix, we need to handle several challenges related to such processing.

Determinant Overflow. The determinant is likely to run into overflow when we work
with large feature matrices. The main cause of the problem is that the determinant value
is too large to be represented by a real number. To overcome this problem, we follow
the recommendations of Celis et al. [31] and use the logarithm of this value rather than
the determinant itself. We also overcome the determinant overflow problem by using the
normalized feature matrix, Vs’ thus making the geometric diversity computation more
scalable.

Mathematical Limitations. If a matrix contains at least two linearly dependent vec-
tors, its determinant will be equal to zero. Consequently, we cannot calculate the geometric
diversity score of an input set that contains duplicate inputs. The feature extraction model
predicts features for each test input. If the feature values are the same for two test inputs,
we have duplicate inputs. This means the two test images are redundant in terms of this
feature extraction model. We therefore have to delete redundant inputs before calculating
the diversity score. This kind of pre-processing is acceptable in our context because (1)
duplicate inputs that do not add any value to our testing model, and (2) we aim to test
the DNN model with a diverse input set to detect faults.

Further, the maximum subset size for which we calculate GD must be less than the
number of the features in Vs. This is also due to the mathematical limitations of the
determinant and the rank of matrices.
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Proof: 1In linear algebra, the rank of a matrix A of size n * m refers to the number
of linearly independent rows or columns in the matrix. Consequently, Rank(A,.,) <=
min(n,m), where n is the number of lines in the matrix A, and m is the number of columns.
Consider a square matrix B of size n * n. By definition, If Rank(B) < n then Det(B) = 0.
Let us assume that B = A * AT. By definition Rank(B) = Rank(A * AT) = Rank(A). If
n > m then Rank(B) < m < n. As a result Det(B) = Det(A * AT) = 0.

To mitigate this mathematical limitation, we can select one of the internal layers of the
feature extraction model where the number of linearly independent features is equal to or
greater than the size of the subset. We propose to use the deepest hidden layer, which
provides enough features because, as noted by Bengio et al. [16,89], deeper layers represent
higher-level features of the input. Specifically, we can select hidden layers that are possible
candidates for feature extraction because their number of linearly independent features is
greater than or equal to the size of the subset. From these candidates, we then select the
deepest hidden layer because it is likely to contain the most semantically significant and
helpful features for characterizing an input.

2.2.2.2 Normalized Compression Distance

The Normalized Compression Distance (NCD) is a similarity metric based on the Kol-
mogorov complexity [91] and information distance [17] where we measure the information
required to transform one object into another to assess the similarity between these objects.
Because of the complexity in calculating the Kolmogorov complexity, we approximate it
by using real-world compressors [40,98]. This leads to the normalized compression dis-
tance [38], which has been extended by Cohen et al. [40] to support the calculation of
multisets’ similarity.

2.2.2.2.1 Definition

The NCD metric for a multiset S is calculated via an intermediate measure NCD1 [40, 56,
57]:

C(S) — minges{C(s)}
maxses{C(S\{s})}

NCD(S) = max{NCDl(S), maxYCS{NCD(Y)}} (2.4)

NCD(S) =

(2.3)

where C(S) denotes the length of S after compression [40, 56].This metric is interpreted
by Cohen et al. [40] as follows. For example, if a multiset S of strings (inputs) of about
1,000,000 bits each have pairwise information distances of 1,000 bits between each pair
of inputs, then those strings can be considered relatively similar. If, on the other hand,
a multiset S contains strings of about 1,200 bits each, and each pair of strings in S has
a pairwise information distance of 1,000 bits, then we can conclude that the inputs in
S are quite diverse [40]. NCD supports any type of input (e.g text, images, execution
traces) and has many applications, such as in pattern recognition [42,90], clustering [38,40],
security [22] and measuring the diversity of test sets [56,75].
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2.2.2.2.2 Calculation

We have re-implemented the NCD metric for multisets based on the original paper [56].
NCD takes the normalized feature matrix of an input set and measures its diversity score.
It takes values in the range [0,1]. The more diverse the input set, the larger the NCD
score. However, one limitation of this metric is its high computational cost, such that
its application on large input sets becomes prohibitive [40,56]. NCD is highly sensitive
to the used compression tool [56]. Different compression tools determine various perfor-
mance aspects of NCD, such as computation time, used memory and compression distance.
Following the recommendations of existing papers on NCD [22,40, 56], we tried different
compression tools like Lzm, Bzip2 and Zlip. We tested their efficiency in computational
cost and correctness in generating diversity scores. We evaluated the correctness of the
diversity scores by controlling the actual diversity of input sets in terms of features and
compared the corresponding NCD scores. We compared the NCD score of input sets with
similar images to other sets with different images. The NCD score was expected to increase
when the input set was more diverse in terms of features. The best results were obtained
with Bzip2, which we used in our experiments.

2.2.2.3 Standard Deviation

Standard deviation (STD) is a statistical measure of how far from the mean a group of
data points is, determined by calculating the square root of the variance.

2.2.2.3.1 Definition

STD is a straightforward measure of the diversity of a test input set based on the statistical
variation of the inputs’ features. We define the STD metric as the norm of the standard
deviation of each feature in the test input set. Formally, we define the STD of an input
set § of size n as follows:

STD(S) = (, > Wl <j< m) (2.5)
i=1

where Vs is the feature matrix of the input set S, m is the number of features, and u;
is the mean value of feature j in Vs.

2.2.2.3.2 Calculation

To calculate STD for an input set S, we first extract the feature matrix for § and normalize
it. Then we calculate the norm of the standard deviations of each feature in the matrix
to measure the diversity of the input set. The higher the STD, the more diverse the input
set. One of the limitations of the standard deviation is its dependence on the mean, which
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introduces unwanted bias in some cases. To explain this, we use two same-size subsets, A
and B, where (1) in subset A we have two sets of similar inputs, and these two sets are far
from each other in the features space, and (2) in subset B all inputs are different from one
another. The variance of the inputs in subset A with respect to the mean could be larger
than the one in subset B. In such a case, STD(A) would be larger than STD(B) though
subset B is more diverse than A, as the latter only contains two truly distinct groups of

inputs.

2.3 Empirical Evaluation

This section describes the empirical evaluation of our approach, including research ques-
tions, datasets, DNN models, experiments, and results.

Dataset Description DNN Model Accuracy
MNIST Handwritten digit images LeNet-5 87.85%
composed of 60,000 images for
training and 10,000 images for
testing.
LeNet-1 84.5%
Fashion-MNIST Grayscale images in 10 LeNet-4 88%
different classes of clothes
composed of 60,000 images for
training and 10,000 images for
testing.
Cifar-10 Object recognition dataset in A 12-layer ConvNet 82.93%
ten different classes composed with max-pooling and
of 50,000 images for training dropout layers.
and 10,000 images for testing.
ResNet20 86%
SVHN A real-world image dataset for LeNet-5 88%

recognizing house numbers
obtained from Google Street
View images.

It is composed of 73,257
training images and 26,032
testing images.

Table 2.1: Datasets and models used for evaluation

2.3.1 Research Questions

Our empirical evaluation is designed to answer the following research questions.
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¢ RQ1. To what extent do the selected diversity metrics measure actual
diversity in input sets? We want to assess, in a controlled way, the reliability
of the selected diversity metrics for measuring the actual diversity of an input set
in terms of the features the images contain. Only the metrics that reliably reflect
changes in image diversity will be retained for the next research questions.

¢ RQ2. How does diversity relate to fault detection? Similar to other studies in
different contexts [28,56,97], we aim to investigate the correlation between diversity
and faults to assess whether diverse input sets lead to higher fault coverage. We
do not investigate in this research question the correlation between diversity and the
number of mispredicted inputs, as this is misleading. Many mispredictions result from
the same problems in the DNN model and are therefore redundant. This is similar
to failures in regular software. In classification problems, for example, guiding the
selection of test inputs to maximize misprediction rates (the number of mispredicted
inputs / total number of inputs) could thus be misleading. However, the notion of
fault in DNN models is not as straightforward as it is in regular software, where we
can identify statements responsible for failures. Therefore, to investigate this research
question, we need to first define a mechanism to compare how effective test sets are
in detecting faults in DNNs, so that we can then investigate the relationship between
diversity and faults.

¢ RQ3. How does coverage relate to fault detection? Similar to diversity, we
aim to assess the association between state-of-the-art coverage metrics and faults.
This enables us to compare black-box diversity and white-box coverage in selecting
test sets with high fault-revealing power. Note that recent studies questioned the
use of coverage metrics to assess DNN test inputs [71,100]. Most state-of-the-art
coverage metrics strongly rely on artificial inputs generated based on adversarial
methods [65,89,104, 125,141]. However, their positive correlation with the presence
of adversarial inputs does not necessarily mean that they are efficient enough to reveal
the fault detection capability of natural test input sets. Several studies [34,100] failed
to find a strong correlation between coverage and misprediction rates when using
only natural input sets. Furthermore, coverage metrics showed poor performance in
guiding the retraining of DNN models to improve the robustness of the model to
adversarial attacks [49,159]. Therefore, there is still no consensus on which coverage
metrics are suitable for different DNN testing-related tasks such as test selection,
minimization, and generation.

¢ RQ4. How do diversity and coverage perform in terms of computation
time? We aim to compare the computation times of selected diversity and coverage
metrics. Most importantly, we aim to study how these computation times scale as the
sizes of the test sets increase. Excessive computation times may limit applicability,
though what is acceptable depends on the context.

¢ RQ5. How does diversity relate to coverage? Though diversity is black-
box and therefore has inherent practical advantages, it is interesting to study the
correlation between diversity and coverage to determine if they essentially capture
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the same thing. Though this question can be answered indirectly by some of the
previous questions (correlations are transitive), such correlation analysis can provide
additional insights to explain and support previous results.

2.3.2 Subject Datasets and DL Models

Table 2.1 shows the characteristics of the datasets and models in our experiments. We used
four common image recognition datasets, Cifar-10 [8], MNIST [47], Fashion-MNIST [47]
and SVHN [118]. We use these datasets with five state-of-the-art DNN models: 12 lay-
ers Convolutional Neural Network (12-layer ConvNet), LeNet-1, LeNet-4, LeNet-5 and
ResNet20.

Cifar-10 contains 50,000 images for training and 10,000 for testing. These images belong
to 10 different classes (e.g. cats, dogs, trucks).

We also used MNIST, which contains 70,000 images (60,000 for training and 10,000 for
testing). Each of these images represents a handwritten digit and belongs to one of the
10 classes. We included Fashion-MNIST, which contains grayscale images in 10 different
classes of clothes. It is composed of 60,000 images for training and 10,000 images for
testing. Finally, we use SVHN, a real-world image dataset for recognizing house numbers.
It contains 99,289 images where 73,257 are for training and 26,032 are for testing.

For Cifar-10, we used a 12-layer ConvNet and ResNet20 that we trained for 50 and 100
epochs, respectively. For MNIST, we used the LeNet-1 and LeNet-5 models that we trained
for 50 epochs. We trained the LeNet-4 model with Fashion-MNIST for 20 epochs. Finally,
for SVHN, we used the LeNet-5 model, which we trained for 100 epochs. The different
combinations of models and datasets, along with the models’ accuracy, are detailed in
Table 2.1.

We selected these datasets and models because they are widely used in the literature [65,
89,104, 125]. Further, all the inputs in the selected datasets are correctly labelled. These
datasets and models are considered good baselines to observe key trends, as they offer a
wide range of diverse inputs (in classes and domain concepts) and different models (in
terms of internal architecture).

2.3.3 Evaluation and Results

Before addressing our research questions, one essential issue was how to count faults in
DNNs. A misprediction implies the existence of a fault in the DNN. However, identifying
faults is not as straightforward as in regular software, where faulty statements that cause
failures can be identified. Nevertheless, estimating fault detection effectively is essential to
compare coverage and diversity metrics. Simply comparing misprediction rates is mislead-
ing as many test inputs are typically mispredicted for the same reasons [55]. Typically,
with regular software, a tester does not select input tests to maximize the failure rate
(equivalent to the misprediction rate in our context) but rather wants to maximize the
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Figure 2.2: Relying on misprediction rates is misleading

number of distinct detected faults. This should be not different with DNNs, where we
want to detect the distinct causes of mispredictions.

We illustrate this issue in Figure 2.2 where we represent an example of a test input set
in a two-dimensional feature space. Black dots refer to the inputs correctly predicted by
the DNN under test, and red dots represent the mispredicted ones. We select two subsets
from the initial set and measure their corresponding misprediction rates. As shown in
Figure 2.2, subset 1 is less diverse than subset 2 but has a higher misprediction rate.
However, some of the mispredicted inputs are very similar and somewhat redundant.

As a result, it can be argued that subset 2 is more diverse than subset 1 and is more
informative for testing the model because its mispredicted inputs potentially reveal more
faults in the DNN model. In preliminary experiments, we evaluated the computation
of misprediction rates in test input sets and studied their correlation with diversity and
coverage and found no statistically significant correlation for both diversity and coverage
metrics. We suspected that accounting for numerous redundant test inputs affected our
correlation analysis. In practice, selecting or generating test inputs that trigger failures
(i.e mispredictions) is far more useful when these failures are diverse [170]. A test set
that repeatedly exposes the same problem in the DNN model is a waste of computational
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resources, especially when we have a limited testing budget and a high labeling cost for
testing data [170]. This is why, similar to other studies comparing the effectiveness of test
strategies with regular software, we want here to address the notion of faults detected in
DNNs and study their association with diversity and coverage.

2.3.3.1 Estimating Faults in DNNs

Silhouette Metric

\
|
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|
|
|
|
I

L

Feature Extraction Dimensionality Clustering Evaluation DNN Faults
Reduction

Figure 2.3: Estimating faults in DNNs

Following a similar approach to the work of Fahmy et al. [55] and Attaoui et al. [12], we
rely on a clustering approach to group similar mispredicted inputs presenting a common
set of characteristics that are plausible causes for mispredictions. We approximate the
number of detected faults in a DNN through such clustering. Although many mispredicted
test inputs are redundant and result from the same causes, we assume that test inputs
belonging to different clusters are mispredicted due to distinct problems [55] in the DNN
model. This is an approximation but a practical and plausible way to estimate and compare
the number of detected faults across coverage and diversity strategies. Although faults can
only be addressed by retraining in DNNs, as opposed to debugging, clusters nevertheless
capture common causes for mispredictions and are thus comparable to faults in regular
software. Figure 2.3 depicts how faults are counted in DNNs and we describe below each
step in detail.

2.3.3.1.1 Feature Extraction

We start by training our model using the training dataset. We then run our pre-trained
model on the test and training datasets to identify all mispredicted inputs. We not only use
mispredicted inputs from the test set but also mispredicted inputs from the training dataset
to extract the best clusters and estimate detected faults as accurately as possible. We rely
on VGGI16 to extract the mispredicted inputs’ features and build the corresponding feature
matrix as described in section 2.2.1. We add two extra features to the matrix from the
DNN model to capture actual and mispredicted classes (labels) related to each misclassified
input. This adds information to the feature matrix about the misprediction behaviour of
the model under test for each mispredicted input, which we believe builds better clusters
to reflect common misprediction causes.
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2.3.3.1.2 Dimensionality Reduction

By definition, the number of input features for a dataset corresponds to its dimensionality.
Low density in high-dimensional spaces makes it difficult, in general, for typical clustering
algorithms to find a continuous boundary that separates the different clusters [84]. There-
fore, employing dimensionality reduction techniques can help clustering algorithms make
the inputs and their related clusters more distinguishable. Because we are working with
high-dimensional inputs (512 features from the VGG model and two features from the DNN
model), we rely on the Uniform Manifold Approximation and Projection (UMAP) [109]
dimensionality reduction technique. We selected UMAP because several studies [48, 79
have shown its effectiveness as a pre-processing step to boost the performance of clustering
algorithms when compared to other state-of-the-art dimensionality reduction techniques,
such as PCA [83] and t-SNE [145]. PCA is a linear dimensionality reduction technique that
performs poorly on features with nonlinear relationships. To work with high-dimensionality
data to obtain low-dimensionality and nonlinear manifolds, some nonlinear dimensionality
reduction algorithms, such as UMAP and t-SNE, should be used [79]. However, t-SNE
is more computationally expensive than UMAP and PCA. It is used in practice for data
visualization and data reduction to two or three dimensions. Furthermore, it involves hy-
perparameters that are not always easy to tune in order to get the best results. Therefore,
we relied on UMAP for dimensionality reduction as an effective pre-processing step to
boost the performance of density-based clustering. This will be used in the next step.

2.3.3.1.3 Clustering

After performing dimensionality reduction, we apply the HDBSCAN [108] clustering algo-
rithm to group mispredicted inputs that are similar and believed to result from the same
causes (faults) in the DNN model. HDBSCAN is a density-based clustering algorithm
where each dense region is considered a cluster and low-density regions are considered
noise. In other words, it views clusters as areas of high density separated by areas of low
density. Clusters found by HDBSCAN can be of any shape, as opposed to other types
of clustering algorithms, such as k-means or hierarchical clustering, which assume that
clusters are convex-shaped. Each cluster is supposed to correspond to a fault (common
problems) in the DNN model because their inputs are similar in terms of extracted features
and actual and mispredicted classes.

2.3.3.1.4 Evaluation

As with any clustering algorithm, there are several hyperparameters to fine-tune to obtain
the best clustering results. Such hyperparameters include for example, the minimum dis-
tance that controls how tightly UMAP is allowed to pack points together, the number of
neighbours to consider as locally connected in UMAP and the minimum size of clusters in
HDBSCAN. We tried several hyperparameter configurations and selected the best config-
urations based on both manual and metric-based evaluations. For the latter, we relied on
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Dataset Model #Train #Test Silh. DBCV #Noisy #Clusters

Misp. Misp. test

MNIST LeNet-5 8055 1215 0.64 0.68 58 85
MNIST LeNet-1 9754 1542 0.71 0.74 72 137
Fashion- LeNet-4 5636 1157 0.65 0.53 101 141
MNIST

Cifar-10 12-layer 1173 1707 0.71 0.62 o6 187

ConvNet

Cifar-10 ResNet20 2191 1384 0.75 0.63 78 177
SVHN LeNet-5 151 3009 0.69 0.59 213 147

Table 2.2: Fault estimates across datasets and models

two standard metrics to evaluate the clusters, which are the Silhouette score [129] and the
Density-Based Clustering Validation (DBCV) [114] metric.

The Silhouette score is one of the state-of-the-art clustering evaluation metrics that
compare inter- and intra-cluster distances. It varies between minus one and one. The
closer to one, the better the clustering. A score near zero represents clusters with inputs
very close to the decision boundary of the neighboring clusters. A negative score generally
indicates that the inputs are assigned to the wrong clusters.

We also relied on the DBCV metric to evaluate the generated clusters. This metric
is dedicated to density-based clustering algorithms and assesses clustering quality based
on the relative density connection between pairs of inputs. It evaluates the within- and
between-cluster density connectedness [53]. Similar to Silhouette, DBCV generates scores
between -1 and 1 [114]. High-density within clusters and low-density between clusters lead
to high DBCV scores, indicating better clustering results.

We selected the configuration with the best Silhouette and DBCV scores. We further
evaluated the generated clusters by performing a manual evaluation. First, we tried to
check the content of the clusters to see whether their inputs were similar to or shared
some features that might have led to mispredictions by the DNN model. Because of the
large number of mispredicted inputs, an exhaustive manual inspection of the clusters was
impractical. Therefore, we relied on generating the features’ heatmaps related to each
cluster to better visualize and assess the quality of the clusters. Figures 2.4, 2.5, 2.6
and 2.7 illustrate four representative examples of heatmaps where rows correspond to the
inputs’ ids in one cluster, columns refer to their features and colours encode the features’
values. As we observe in Figures 2.4, 2.6 and 2.7, within a cluster, well-clustered inputs
share common patterns in terms of the features’ distribution while ill-clustered inputs
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(such as noisy inputs) do not, as is visible in Figure 2.5. Based on our manual analysis of
the final selected clusters, we observed that most of them look like the first three figures
and share common patterns. We therefore conclude that the mispredicted inputs inside
each cluster are similar and share common characteristics (features), potentially causing
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Table 2.2 describes the final clusters that we generated for the different datasets and
models that we used in our experiments.

We observe that the number of noisy inputs (inputs that do not belong to any cluster)
is not large compared to the total number of mispredicted inputs. We decided to delete
them from the sets of mispredicted inputs in all the following experiments because (1) they
do not belong to any cluster and cannot therefore be associated with faults as we defined
them, and (2) the minimum number of detected faults in the studied DNN models can
thus be assumed to correspond to the number of clusters.
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Accuracy on the Average Accuracy on the
Model Faults C; retraining cluster C; other clusters Cj
Cluster 1 80% 28.23%
Cluster 2 60% 27.42%
Cluster 3 55% 27.45%
B Cluster 4 71.40% 27.06%
=7 Cluster 5 66.70% 27.40%
o g Cluster 6 60% 27.95%
— O Cluster 7 58.33% 27.76%
Cluster 8 67.70% 28.60%
Cluster 9 66.30% 27.74%
Cluster 10 61% 27.80%
Average | 66.64% 27.74%
Cluster 1 7% 30%
Cluster 2 75% 29%
Cluster 3 74% 28%
= Cluster 4 62.5% 31%
R Cluster 5 65% 29%
% Cluster 6 56.5% 28.70%
8 Cluster 7 78.40% 30.3%
Cluster 8 75% 29.9%
Cluster 9 62.5% 31%
Cluster 10 64% 31%
| Average | 69% \ 29.80% |

Table 2.3: The results of faults validation experiment on 12-layer ConvNet and ResNet20.
In each row, we retrained the model under test on 85% of each cluster C;. We report in
the third column the accuracy of the retrained model on the remaining 15% of cluster C;.
The last column refers to the average of accuracies of the retrained models over all other
fault clusters C; (j # i)

2.3.3.1.5 Validation

As mentioned earlier, we followed an approach similar to existing work [55], [12] to estimate
faults in DNNs. The authors conducted an empirical study on six DNNs to validate the
clustering-based fault estimation approach. They retrained the DNNs using the original
training set and subsets selected from each identified cluster (i.e. fault), which led to
a significant improvement in the models’ accuracy, thus demonstrating the usefulness of
clustering. To further validate the identified faults (clusters) in our work, we followed a
finer-grained validation method which aimed to prove that (1) inputs in the same cluster
tend to be mispredicted due to the same fault, and (2) inputs belonging to different clusters
are mispredicted because of distinct faults.
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Inputs that belong to the same cluster are mispredicted due to the same fault
in the DNN model. If inputs within one cluster are mispredicted due to the same fault,
retraining the model with a subset of the cluster should help fix the model with respect to
that fault. We verified this hypothesis for each fault-related cluster C; wherei € [1,2, ..., n]
and n is the total number of the identified faults (clusters), by retraining the original DNN
model under test with a retraining dataset consisting of the original training set and 85%
of randomly selected mispredicted inputs inside C;. The original training set was reused to
prevent any reduction in model accuracy [12,55,80]. We then tested the retrained model
on the remaining 15% of inputs in C;. We repeated this process five times (as we ran-
domly selected inputs from cluster C;) and measured the average accuracy of the retrained
models when tested with 15% of the remaining inputs from cluster C;. If clusters included
mispredictions caused by the same fault, the retraining process was expected to alleviate
the cause of input mispredictions in C; and thus significantly improve the accuracy of the
model for images in that particular cluster.

We did not expect a perfect model with no mispredictions because we did not have a large
number of mispredicted inputs in each cluster to retrain the model. Moreover, clustering
was not expected to be perfect but only an approximation of faults. Because clusters did
not have the same size and were not all large enough to enable this analysis, our analysis
focused on the ten largest clusters across datasets and models. Due to the high computa-
tional expense of our experiments, we used two models, 12-layer ConvNet and ResNet20,
to validate the fault-estimation method. Table 2.3 shows the accuracy of the retrained
12-layer ConvNet and ResNet20 models when tested on the ten largest clusters in each
of their corresponding datasets. By definition, the accuracy of the original model on all
cluster images was zero because they were all mispredicted. As shown in Table 2.3, there
was a significant improvement in the models’ accuracy, with an average equal to 66.64%
in 12-layer ConvNet and 69% in ResNet20. The results therefore suggested that test in-
puts belonging to the same cluster are indeed mispredicted due to the same faults, thus
supporting the hypothesis underlying our method of counting faults.

Inputs belonging to different clusters are mispredicted due to distinct faults.
If the clusters represent distinct faults in the DNN, retraining the model with a subset of
a cluster C; should have a significant effect on the other images in C; when compared to
images in other clusters.

Consequently, to validate that inputs belonging to different clusters are mispredicted due
to distinct faults, we test each of the previously retrained DNN models for each cluster
C; on the other clusters C; where j # i. We measure the average accuracy of each of the
retrained DNN models over all remaining clusters and report the results in Table 2.3. The
retrained ResNet20 and 12-layer ConvNet models are significantly more accurate on the
clusters for which they were retrained than on other clusters. Indeed, in 12-layer ConvNet,
for example, the average accuracy for the latter is only 27.74% compared to 66.64% for the
former.

We therefore conclude that inputs belonging to different clusters tend to be mispredicted
due to distinct faults. Although they are quite limited, we nevertheless observed improve-
ments in model accuracy on clusters for which the model was not retrained. This can be
expected because fixing one fault in the DNN model through retraining may also, to a
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more limited extent, fix other related faults, potentially improving the accuracy on other
clusters. As acknowledged previously, our clustering is not perfect and although the ob-
tained clusters’ Silhouette and DBCV scores are high, they are not equal to one as shown
in Table 2.2.

2.3.3.2 RQ1. To what extent do the selected diversity metrics measure actual
diversity in input sets?

To directly evaluate the capability of the selected metrics to measure diversity in input sets,
we studied how diversity scores changed while varying, in a controlled manner, the number
of image classes covered by the input sets. Classes characterize the content of images. For
example, a set of images, sampled from the Cifar-10 dataset and containing the two classes
Car and Deer is considered more diverse than a set containing only cars. We assumed that
diversity scores should increase with the number of classes that are present in an input set.

Algorithm 1 describes at a logical level our experiment’s procedure to answer RQ1. This
procedure aims to increase the actual diversity of the content of image sets in a controlled
manner and observe whether diversity metrics are sensitive to such changes. Given a
certain dataset, we started by randomly selecting the first class C; from the dataset in
our experiment (Line 1). Then, we randomly sampled, with replacement, 20 input sets of
size 100. Each of these input sets was sampled from the same class C; (Lines 2-4). We
measured the diversity scores for each initial input set (Lines 5-7). For each such input
set, we incrementally increased the number of classes it covered by replacing some of its
inputs with new ones from a new class Cy; while maintaining a uniform distribution across
classes inside the samples. To do so, for each initial input set Fset, we randomly selected
another class Cy that we wanted to add (Lines 8 and 10) and randomly selected new inputs
from the class Cy as a Newset (Line 10-11). We randomly kept about 100/k inputs (k is
the number of selected classes) of each existing class in Fset (Line 12) and merged their
inputs in Fser with the newly selected ones in Newset (Line 13). Finally, we measured
the diversity scores for each input set (Lines 15-17) and repeated the process until we
included images from all classes in the selected dataset (Line 9). The distribution of the
diversity scores that are related to each metric using boxplots is depicted in Figure 2.8.
Each boxplot illustrates the distribution of the diversity scores of 20 input sets of size 100,
each with the same number of classes.

For example, when we evaluated Cifar-10, we selected 20 input sets of size 100. All
the selected images inside each input set corresponded to the class Deer. For each selected
input set, we measured the GD, NCD and STD scores. For each metric, we reported the
distribution of the diversity scores related to these samples using boxplots, as depicted
in Figures 2.8.a, 2.8.b and 2.8.c. We then increased the number of classes inside each
sample by randomly replacing 50 images in Deer with new images from the Truck class.
Each input set contained equal distribution of Deer and Truck images. We reported again
the distribution of the diversity scores using boxplots. We repeated the process until we
reached a total number of 10 classes inside the selected samples, while maintaining a uni-
form distribution across classes inside the input sets at each sampling iteration. As shown
in Figure 2.8, we observed that GD outperforms NCD and STD as it exhibits a monotonic
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Algorithm 1: Experimental Procedure for RQ1

Input : C: set of n classes in the dataset (C « {c1,c2,...,cn})
Output: GDs,STDs,NCDs

1 ¢; < RandomClassSelect(1,C)
2 for j in {1,2,...,20} do
3 k<1
4 Fset «— RandomlInputSelect(100, ¢;)
5 GDs «— GD(Fset)
6 STDs « STD(Fset)
7 NCDs «— NCD(Fset)
8 C —C\{c;}
9 for k in {2,...,c,} do
10 cx «— RandomClassSelect(1,C)
11 NewSet «— RandomInputSelect(100/k, Cy)
12 Fset «— Keep(100/k, Fset)
13 Fset «— Merge(Fset, Newset)
14 C —C\{cr}
15 GDs «— GD(Fset)
16 STDs « STD(Fset)
17 NCDs «— NCD (Fset)
18 return GDs,STDs,NCDs

increase when increasing the number of classes inside the input sets. As shown in Fig-
ures 2.8.a and 2.8.d, the more diverse the input sets, the higher the GD in all datasets and
models that we have evaluated. We observed a similar but noisier trend in STD. Using
the example of STD scores for MNIST (Cf. Figure 2.8.e), we observe that these scores
slightly decrease for samples embedding seven classes. A similar observation can be made
in Cifar-10 when going from nine to ten classes (Cf. Figure 2.8.b).

Surprisingly, we found that NCD scores do not increase when input sets become more
diverse. We also observed that this diversity metric has low variability in the generated
scores. As shown in Figures 2.8.c and 2.8.f, the range of the calculated mean NCD scores
for the different input sets in the experiment is between 0.9895 and 0.9913. We should
note that we have tried other types of features in our experiments with NCD to further
assess the reliability of this metric in evaluating diversity. For this purpose, we followed
one of the recommendations of Cohen et al. [40] and Cilibrasi et al. [38] and calculated the
NCD scores of the input sets based on the raw images from MNIST. However, we obtained
similarly poor results because the NCD score did not consistently increase when input sets
became more diverse.

Besides its poor performance in measuring data diversity, we note that NCD is compu-
tationally expensive. It took approximately one hour to calculate the NCD score for one
input set of size 100, suggesting another limitation regarding its applicability in testing
DNN models. We conclude that, in our context, this metric is neither practical nor reliable
in measuring data diversity and is therefore excluded from the rest of our study.

Note that the NCD metric’s poor results may be due to the combination of feature inputs
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Figure 2.8: Evolution of the diversity scores for input sets from Cifar-10 and MNIST. Each
boxplot shows the distribution of diversity scores of 20 input sets of size 100.

and compression tools that fail to generate accurate compression distances in our datasets.
We, therefore, believe that NCD cannot be applied or function properly without careful
selection of image formats and their associated feature representation and the compression
tool, which is highly sensitive to these elements. Although we have tried several combina-
tions of the aforementioned configurations based on existing prior works [38,40], we aim in
future work to investigate more combinations of feature images and dedicated compression
tools to achieve better results for the NCD metric.

Answer to RQ1: Geometric diversity and STD performed well in measuring actual
data diversity in all the studied datasets. This is not the case with NCD, which we
excluded from the following experiments.

2.3.3.3 RQ2. How does diversity relate to fault detection?

We aimed to investigate whether higher diversity increases the fault detection capability of
test sets. We randomly selected, with replacement, 60 samples of size n € {100, 200, 300,
400, 1000}. For each sample, we calculated the corresponding diversity scores (GD and
STD) and the number of faults(i.e. the number of covered clusters of mispredicted inputs).
We calculated the Spearman correlation [21] between the diversity scores and the number
of faults. The correlation results are reported in Tables 2.6, 2.5, 2.8, 2.9 and 2.10 for the
different datasets and DNN models. The grey boxes in the table refer to statistically sig-
nificant correlations (p-value <= 0.05). We chose to use the Spearman correlation because
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’ Dataset Model \ Test Set Size H Spearman \ P-value

- 100 8% 0.53

O
. Sz 200 17% 0.20

_ < >

Citar-10 ) 2 7 300 “1% 0.78
— 0O 400 -9% 0.50
- 100 -27% 0.04
3 200 4% 0.75
MNIST E 300 20.2% 0.98
400 10% 0.46

Table 2.4: Correlation between faults in subsets and clusters in the entire test set

it measures the strength of a monotonic correlation between two variables, without making
assumptions about the form of the relationship or data distributions [21].

Nonetheless, there is a potential confounding factor in the correlation between faults
and diversity. If we were to apply clustering in the test dataset, we would expect higher
diversity to lead to more clusters. If there is a high similarity in distribution between the
entire test dataset and the subset of mispredicted inputs, the correlation between diversity
and faults in subsets could be due to the presence of such a confounding factor. To verify
this, we analyzed the correlation between the number of clusters in the entire test dataset
that were covered and the number of faults (i.e. fault-related clusters) in subsets. A low
correlation would indicate that such a threat is unlikely.

We applied the same HDBSCAN clustering process (section 2.3.3.1) to the entire testing
dataset to obtain data clusters. We then used the previously selected 60 samples of size n €
{100, 200, 300, 400} and calculated the number of faults (i.e. the number of covered clusters
of only mispredicted inputs) and data clusters (i.e. the number of covered clusters of both
correctly predicted and mispredicted inputs) inside each sample. Finally, we calculated
the Spearman correlation between the number of faults and the number of covered data
clusters in subsets. We performed this experiment using 12-layer ConvNet (with Cifar-10)
and LeNet-5 (with MNIST). The correlation results are reported in Table 2.4. As shown
in the table, we did not find any positive and statistically significant correlation between
faults and data clusters. We therefore conclude that there is no confounding factor in
our correlation study between diversity and faults, thus giving us more confidence in the
cause-effect relationship underlying the observed correlations. These results also suggest
that correctly predicted inputs belong to separate clusters from fault-related clusters (i.e.
clusters of mispredicted inputs) in general. They provide evidence that mispredicted inputs
belong to the same cluster and share common characteristics that are different from the
ones shared by correctly predicted inputs.

In our correlation experiment between diversity and faults, we evaluated a total of 60
configurations related to diversity metrics (6 models & datasets x 2 diversity metrics x
5 input sizes). As mentioned in Tables 2.6, 2.5 and 2.7, we found that GD outperforms
STD in terms of fault-revealing capabilities as we observed that there was a positive,
statistically significant correlation between GD and faults in all configurations (30/30).
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Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 29% 0.02

200 32% 0.01

GD 300 25% 0.05

400 31% 0.02

1000 29% 0.02

100 26% 0.05

200 26% 0.05

STD 300 19% 0.14

400 21% 0.11

1000 33% 0.01

100 8% 0.53

200 4% 0.74

LSC 300 0.5% 0.97

400 5% 0.70

1000 -5% 0.70

100 2% 0.85

200 18% 0.18

DSC 300 3% 0.80

400 -8% 0.55

2 1000 24% 0.07
< 100 -22% 0.10
§ NC 200 5.3% 0.69
Cifar-10 - 300 0.3% 0.98
% 400 22% 0.10
o 1000 14% 0.28
— 100 0.51% 0.97
200 14% 0.29

KMNC 300 2% 0.35

400 -4% 0.76

1000 19% 0.15

100 15% 0.27

200 5.6% 0.67

NBC 300 % 0.58

400 -0.6% 0.96

1000 11% 0.40

100 15% 0.27
200 36% 0.005

TKNC 300 28% 0.031

400 27% 0.04

1000 0.2% 0.98

100 16% 0.22

200 5% 0.70

SNAC 300 8% 0.52

400 -2% 0.89

1000 15% 0.24

Table 2.5: Correlation results between test criteria and DNN faults. The grey boxes refer
to statistically significant correlations (p-value <= 0.05)
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Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 34% 0.009
200 26% 0.04
GD 300 33% 0.01
400 37% 0.004
1000 35% 0.005
100 6% 0.67
200 26% 0.04
STD 300 34% 0.01
400 23% 0.07
1000 13% 0.34
100 28% 0.83
200 12% 0.36
LSC 300 24% 0.07
400 32% 0.01
1000 19% 0.14
100 3% 0.80
200 -10% 0.42
DSC 300 19% 0.16
400 30% 0.33
1000 8% 0.53
100 -T% 0.58
0 NC 200 2% 0.90
MNIST = 300 2% 0.85
3 400 29% 0.03
1000 27% 0.03
100 -3% 0.83
200 5% 0.69
KMNC 300 13% 0.34
400 11% 0.40
1000 19% 0.14
100 2% 0.88
200 -22% 0.09
NBC 300 9% 0.53
400 2% 0.87
1000 31% 0.0006
100 27% 0.06
200 22% 0.08
TRNC 300 17% 0.19
400 13% 0.31
1000 30% 0.02
100 5% 0.72
200 -29% 0.02
SNAC 300 3% 0.80
400 -10% 0.45
1000 32% 0.0004

Table 2.6: Correlation results between test criteria and DNN faults. The grey boxes refer
to statistically significant correlations (p-value <= 0.05)
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Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 33% 0.01

200 39% 0.002

GD 300 28% 0.04
400 33% 0.01

1000 29% 0.03

100 6% 0.67

200 26% 0.04

STD 300 20% 0.15
400 2% 0.36

1000 16% 0.21

100 6% 0.62

200 23% 0.08

LSC 300 8% 0.19
400 2% 0.35

1000 16% 0.22

100 3% 0.33

200 21% 0.10

DSC 300 25% 0.07
400 7% 0.19

1000 6% 0.67

100 6% 0.67

;'.J NG 200 22% 0.10
MNIST 2 300 24% 0.08
3 400 6% 0.67
1000 3% 0.82

100 22% 0.10

200 3% 0.32

KMNC 300 2% 0.86
400 3% 0.84

1000 19% 0.15

100 -30% 0.02

200 32% 0.01

NBC 300 20% 0.15
400 8% 0.52

1000 13% 0.33

100 10% 0.46

200 2% 0.89

TKNC 300 2% 0.88
400 19% 0.15

1000 3% 0.31

100 -28% 0.03

200 27% 0.03

SNAC 300 25% 0.07
400 1% 0.76

1000 13% 0.32

Table 2.7: Correlation results between test criteria and DNN faults. The grey boxes refer
to statistically significant correlations (p-value <= 0.05)
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Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 31% 0.02

200 32% 0.01

GD 300 30% 0.02
400 26% 0.05

1000 28% 0.03

100 10% 0.48

200 10% 0.43

STD 300 3% 0.82
400 9% 0.48

1000 18% 0.18

100 14% 0.31

200 10% 0.44

LSC 300 11% 0.42
400 9% 0.48

1000 ™% 0.61

100 15% 0.28

200 -19% 0.14

DSC 300 -12% 0.37
400 -14% 0.28

1000 8% 0.55

100 -6% 0.66

T NC 200 25% 0.06
Fashion-MNIST - 300 6% 0.63
3 400 22% 0.10
1000 10% 0.46

100 18% 0.18

, 200 20% 0.13
KMNC 300 36% 0.01
400 27% 0.03

1000 24% 0.07

100 -02% 0.99

200 2% 0.88

NBC 300 15% 0.24
400 1% 0.93

1000 25% 0.06

100 22% 0.09

200 13% 0.31

TKNC 300 18% 0.18
400 6% 0.66

1000 13% 0.32

100 1% 0.96

200 2% 0.86

SNAC 300 16% 0.22
400 1% 0.95

1000 25% 0.06

Table 2.8: Correlation results between test criteria and DNN faults. The grey boxes refer
to statistically significant correlations (p-value <= 0.05)
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Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 26% 0.05

200 31% 0.01

GD 300 37% 0.004
400 29% 0.03

1000 28% 0.03

100 16% 0.22

200 28% 0.03

STD 300 34% 0.01
400 20% 0.13

1000 28% 0.03

100 16% 0.24

200 33% 0.01

LSC 300 -10% 0.43
400 9% 0.50

1000 6% 0.63

100 3% 0.82

200 14% 0.28

DSC 300 1% 0.98
400 9% 0.48

1000 8% 0.16

- 100 2% 0.38
3 NG 200 16% 0.23
Cifar-10 z 300 6% 0.64
kS 400 6% 0.66
1000 % 0.60

100 1% 0.79

200 3% 0.32

KMNC 300 18% 0.17
400 26% 0.05

1000 33% 0.01

100 13% 0.31

200 3% 0.32

NBC 300 5% 0.25
400 2% 0.37

1000 % 0.61

100 1% 0.96

200 1% 0.95

TKNC 300 6% 0.23
400 22% 0.10

1000 1% 0.93

100 6% 0.24

200 3% 0.34

SNAC 300 19% 0.15
400 1% 0.40

1000 1% 0.41

Table 2.9: Correlation results between test criteria and DNN faults. The grey boxes refer
to statistically significant correlations (p-value <= 0.05)
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Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 27% 0.04

200 27% 0.03

GD 300 27% 0.04
400 33% 0.01

1000 30% 0.02

100 27% 0.04

200 16% 0.21

STD 300 20% 0.13
400 23% 0.08

1000 6% 0.65

100 5% 0.72

200 20% 0.12

LSC 300 10% 0.45
400 27% 0.04

1000 3% 0.83

100 1% 0.20

200 9% 0.50

DSC 300 5% 0.69
400 1% 0.75

1000 8% 0.57

100 9% 0.49

T NC 200 6% 0.64
Fashion-MNIST S 300 2% 0.89
3 400 6% 0.67
1000 6% 0.63

100 5% 0.25

, 200 22% 0.09
KMNC 300 2% 0.89
400 26% 0.05

1000 % 0.61

100 6% 0.64

200 13% 0.31

NBC 300 16% 0.22
400 1% 0.41

1000 6% 0.64

100 14% 0.29

200 1% 0.77

TKNC 300 10% 0.46
400 9% 0.50

1000 16% 0.23

100 6% 0.64

200 13% 0.31

SNAC 300 16% 0.22
400 1% 0.41

1000 6% 0.64

Table 2.10: Correlation results between test criteria and DNN faults. The grey boxes refer
to statistically significant correlations (p-value <= 0.05)
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Dataset Model GD STD | LSC DSC | NC KMNC| NBC| TKNC | SNAC
MNIST LeNet- 5/5 1/5 0/5 0/5 0/5 0/5 1/5 0/5 1/5
1
MNIST LeNet- 5/5 2/5 1/5 0/5 2/5 0/5 1/5 1/5 1/5
5
Fashion- LeNet- 5/5 0/5 0/5 0/5 0/5 2/5 0/5 0/5 0/5
MNIST 4
Cifar- 12- 5/5 3/5 0/5 0/5 0/5 0/5 0/5 3/5 0/5
10 layer
Con-
vNet
Cifar- ResNet20 5/5 3/5 1/5 0/5 0/5 2/5 0/5 0/5 0/5
10
SVHN LeNet- 5/5 1/5 1/5 0/5 0/5 1/5 0/5 0/5 0/5
5
[ Total [ 30/30] 10/30] 3/30 [ 0/30 [ 2/30] 5/30 [ 2/30 [ 4/30 | 2/30 |

Table 2.11: Number of positive statistically significant correlations between testing criteria
and faults

Furthermore, they were consistent across all the studied models, datasets and input set
sizes. On the other hand, we found that STD had a positive significant correlation with
faults in only ten configurations. These results were expected because, in RQ1, GD showed
better performance in measuring actual data diversity than STD.

We expected to have a moderate correlation between diversity and faults because we relied
on a clustering approach to approximate faults in DNNs (section 2.3.3.1). Such correlation
is expected to be higher if we have a more straightforward method to identify faults in
DNNS.

Nevertheless, the obtained results clearly indicate that GD can be used to effectively
guide DNN testing by devising input sets with maximum diversity to increase their fault-
revealing capabilities. Let us recall that GD also has the practical advantage of being
black-box, as opposed to state-of-the-art DNN coverage metrics (65,89, 104, 125], which
require access to the internals of DNN models or their training sets.

Answer to RQ2: There is a positive and statistically significant correlation between
GD and faults in DNNs. GD is more frequently correlated to faults than STD.
Consequently, GD should be used as a black-box approach to guide the testing of
DNN models.

2.3.3.4 RQ3. How does coverage relate to fault detection?

Similar to the previous section on diversity, in this research question, we aim to study
the correlation between state-of-the-art coverage criteria and faults in DNNs. Our goal
is to understand how they compare to diversity in this respect. Based on three factors,
we selected the following two coverage criteria: Likelihood-based Surprise Coverage (LSC)
and Distance-based Surprise Coverage (DSC) [89]. First, we retained criteria that were
recently published in the literature. We also chose those that (1) have been compared to
other coverage criteria, and (2) showed better performance in guiding the testing of DNN
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models.

We selected coverage metrics that we could apply and replicate on our models and
datasets. The first two factors yielded four coverage metrics: Likelihood-based Surprise
Coverage, Distance-based Surprise Coverage, Importance-Driven Coverage (IDC) [65] and
Sign-Sign Coverage (SSC) [141]. However, we could not apply IDC and SSC on our datasets
and models. We got several execution errors? when we tried to compute IDC on the 12-layer
ConvNet and LeNet models. For SSC, we obtained different results from the original pa-
per [141] when we applied this metric on LeNet-1, and encountered several execution errors
in the remaining models. Therefore, we excluded these metrics from our research and only
studied LSC and DSC in the correlation between coverage and fault detection in DNNs.
In addition to these criteria, we included basic and widely used criteria such as Neuron
Coverage (NC) [125] and DeepGauge [104] coverage metrics. We considered the following
metrics related to DeepGauge: k-Multisection Neuron Coverage (KMNC), Neuron Bound-
ary Coverage (NBC), Top-K Neuron Coverage (TKNC) and Strong Neuron Activation
Coverage (SNAC). We describe these metrics and their limitations in Section 2.6.

To investigate the relationship between coverage and fault detection, we ran the same
experiment as in RQ2 and evaluated the same selected subsets. We calculated the different
coverage scores for all subsets. For LSC and DSC, we used the same recommended set-
tings for hyperparameters (e.g. upper bound, lower bound, number of buckets) as in the
original paper [89] and other existing papers in the literature [159]. We used the same hy-
perparameters that were recommended in the literature [104] for NC, KMNC and TKNC.
We used the activation threshold of 10% for NC and fixed the number of buckets K to
three for TKNC and 1,000 for KMNC; this is for the different models and datasets in our
experiments. We calculated the Spearman correlation between each coverage criterion and
the number of faults. The results are reported in Tables 2.6, 2.5, 2.7 and 2.11.

We considered 30 configurations per metric (6 models & datasets x 5 input sizes).
Further, we accounted for a total of 210 configurations related to the coverage criteria (6
models & datasets x 7 criteria x 5 input sizes). As depicted in Table 2.11, out of 30 different
configurations per metric, the distributions of positive, statistically significant correlations
to faults are as follows: 5 for KMNC, 4 for TKNC, 3 for LSC, and 2 for NC, NBC and
SNAC. DSC, however, did not show any statistically significant correlation with faults in
any of the datasets and models.

In general, we conclude that significant correlations between coverage and faults are
rare in the configurations of models and datasets that we used. None of the studied cover-
age metrics consistently showed statistically significant correlations across all the models,
datasets and input set sizes. For example, we found that LSC is positively correlated to
faults in only three out of 30 configurations related to LeNet-5 and ResNet20. However, we
did not find any statistically significant correlation for this metric with LeNet-1, LeNet-4
and 12-layer ConvNet.

Our findings raise questions about the usefulness of the selected coverage criteria for
enabling effective DNN testing in fault detection. These results confirm, from a different

2 Authors have been contacted but the execution errors have not been resolved.
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angle, many recent studies [34,71,100] that questioned the reliability of such coverage
criteria to guide the testing of DNN models. A central concern raised by these articles
is whether such coverage metrics relate to the model’s behaviour and its decision results.
Our results suggest that this relationship is, at best, weak.

Answer to RQ3: In general, significant positive correlations between coverage and
faults are rarely based on the configurations and datasets used in our experiments.
Coverage metrics are not a good indicator of fault detection.
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Figure 2.9: Computation time for diversity and coverage metrics with Cifar-10 and
ResNet20
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Figure 2.10: Computation time for diversity and coverage metrics with MNIST and LeNet-
5

2.3.3.5 RQ4. How do diversity and coverage perform in terms of computation
time?

We aimed to compare the computation times of the selected diversity metrics and cov-
erage criteria and assessed how they scaled with the sizes of test sets. For this purpose,
we randomly selected, with replacement, 60 samples of size n € {100, 200, 300, 400}. We

37



calculated, for each sample, diversity and coverage scores, and measured their respective
computation times. Because we found in RQ2 that GD outperforms STD in correlation to
faults, in the rest of this work we only used the GD metric to calculate diversity in input
sets. For GD, we accounted for the sum of the following two computation times: (1) cal-
culation of diversity based on the extracted features; and (2) the pre-processing time that
is required to extract features with the VGG16 model. We report in Figures 2.9 and 2.10
the change in computation times for ResNet20 and LeNet-5 as we increased the sizes of
the input sets. We observed that for both diversity and coverage metrics, computation
time is linear with test set sizes up to 400. Both types of metrics are not computationally
expensive. For example, the computation time related to diversity and coverage metrics
in MNIST and LeNet-5 varies between 0.4 and 49 seconds for samples of size 400. We
observed that KMNC, SNAC and NBC have the same computation time. Further, they
are the most computationally expensive metrics. For example, KMNC, SNAC and NBC
are approximately 25 times more computationally expensive than the other metrics in
ResNet20. However, we found that GD generally outperforms most of the coverage met-
rics in computation time, except for NC and TKNC in LeNet-5. We used the Wilcoxon
signed-rank test [152] to assess the statistical significance of the difference between GD’s
computation time and the other testing criteria. We found that GD statistically outper-
formed all coverage metrics in computation time. For example, it was three-to-five times
faster to compute GD than LSC and DSC. Although absolute differences are a matter
of seconds, such computations, in the context of test selection or minimization, may be
performed thousands of times and thus become practically significant. We studied the dis-
tributions of the computation times for diversity and coverage metrics and analyzed their
variations. Due to space limitations, we included the related boxplots in our replication
package [1]. We found that the distributions of the computations times related to GD
showed less variation than the studied coverage metrics for samples of the same size. For
example, GD showed less variation than LSC and DSC for samples of the same size because
the GD metric depends on the calculation of the determinant of a fixed-size feature matrix,
while LSC and DSC depend on a search mechanism for the nearest inputs in the training
set. Search time may vary from one sample to another, and therefore leads to increased
variance in computation time.

Because GD is black-box, its computation time only depends on the used dataset and is
not affected by the complexity of the DNN model (e.g. number of layers and neurons). In
contrast, the computation time of white-box coverage metrics is highly sensitive to such
complexity.

r

Answer to RQ4: Both diversity and coverage metrics are not computationally
expensive (seconds). However, GD significantly outperforms coverage criteria. In
application contexts, such as test case selection and minimization, and based on
searches in which we perform many test set evaluations, this difference can become
practically significant.

38



2.3.3.6 RQ5. How does diversity relate to coverage?

We aimed to study the relationship between diversity and coverage to assess if diverse
input sets increase the coverage of DNN models. Conversely, increasing coverage should,
in theory, increase diversity. Although the results of previous research questions make it
unlikely for such correlations to be strong, this needed to be investigated.

We ran the same experiment as in RQ2 and RQ3 and used the same selected subsets.
For each subset, we calculated the geometric diversity and coverage scores and measured the
Spearman correlation between each pair of diversity and coverage metrics. We evaluated a
total of 175 configurations (1 diversity metric x 7 coverage criteria x 5 models & datasets x 5
test set sizes). We include all the results in Appendix 2.8, and they are available online [1].
Out of 175 configurations, only 13 correlations were positive and statistically significant.
For example, the only positive correlation (46%) between GD and LSC was for input sets
of size 400 from Cifar-10 using ResNet-20. Furthermore, the only statistically significant
correlation (-35%) between GD and DSC was for input sets of size 300 from Fashion-MNIST
using LeNet-4. For NC, we found only three statistically significant correlations in three
different models (LeNet-4, LeNet-5 and ResNet-20). Although we found six statistically
significant correlations between KMNC and GD, these results were not consistent across all
models and input set sizes. Additionally, the only statistically significant correlation (48%)
between GD and NBC was for input sets of size 1,000 from MNIST using LeNet-5. Finally,
for TKNC and SNAC, we found only two statistically significant correlations for each metric
with GD. To summarize, most configurations (159) show no significant correlations between
diversity and coverage metrics, which suggests that, in general, diversity and coverage in
DNN models are not correlated. In other words, diverse input sets do not necessarily
increase the coverage of DNN models and higher coverage does not systematically lead to
higher diversity. These results are also consistent with our previous observations in RQ3
and RQ4, where we found that while geometric diversity is correlated to fault detection,
coverage is not.

Answer to RQ5: In general, for most configurations there is no significant corre-
lation between diversity and coverage in DNN models.

2.4 Discussion and Recommendations

We should note that our correlation results between testing criteria (diversity and coverage
metrics) and faults are consistent across different datasets and DNN models. Based on our
experiments, we show that studying the diversity of the features embedded in test input
sets is more reliable as a basis to guide DNN testing than considering the coverage of
their hidden neurons. We show that geometric diversity is potentially more effective than
existing coverage metrics in guiding the testing of DNN models. This metric requires
neither knowledge of the model under test nor access to the training set. Further, it does
not require execution of the test input nor reliance on the output of the DNN model
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under test. It is therefore a practical, black-box approach that can be used to guide
the testing of DNN models. Although the results are encouraging, we only investigated
geometric diversity with DNN models using images as input. Further experiments should
be conducted to evaluate the performance on other input data types, such as audio and text
data. We will therefore explore appropriate feature extraction models to represent new data
types with feature vectors used by our diversity metrics (mainly diversity and STD metrics,
because NCD supports, by default, any data type). Because diversity metrics are black-
box and do not depend on the type of DNN model, we also aim in future work to consider
other DNN models for regression and multi-classification tasks to further generalize our
results.

In our experiments, we were surprised to see only a few significant correlations between
coverage and faults across all the models and datasets we evaluated.

We selected both widely used coverage criteria in the literature and the best coverage
metrics in published results and reproducibility (section 2.3.3.4). Nevertheless, coverage
showed poor performance as an indicator of detected faults in DNNs. In traditional soft-
ware, one of the potential reasons for the effectiveness of coverage criteria is that they rely
on the logical structure of the system’s source code. However, the decision logic in DNNs
is not explicit, which makes the definition and usage of coverage criteria more challenging
in DNNs. Also, in traditional software, relying on diverse test cases tends to increase code
coverage and the fault-detection capabilities of test suites [18,19]. In contrast, we show
that in DNN testing diverse test input sets do not lead to increased DNN coverage but, at
least for geometric diversity, lead to more fault detection in the DNN model.

Furthermore, traditional software systems and DNNs are fundamentally different with
respect to the notion of fault and their detection. Given a test input, in general, we
detect faults in software by comparing the actual test output to the expected output.
If there is a mismatch, we consider this to be a failure, and we can debug the system
using various fault localization techniques [124, 151, 173] to identify faulty statement(s).
However, in DNN models, the notion of fault is elusive because of the black-box nature of
DNN models. If the DNN model mispredicts an input, we consider this to be a failure,
but debugging and localizing faults in the DNN causing such failure is challenging because
there is no explicit and interpretable decision logic. This is also why DNNs are usually
fixed through retraining [55]. Because it is common for many mispredicted inputs to
be caused by the same problems in the DNN model [55], and because we cannot directly
identify root causes, we relied on a clustering-based approach to group similar mispredicted
inputs and therefore relied on the number of these clusters to approximate fault-counting
in our experiments. Our clustering relied on a density-based clustering algorithm that
grouped similar mispredicted inputs based on their (image) features and their misprediction
behaviour (pairs of actual and mispredicted classes). Our fault estimation approach is
therefore not “complete” because we only considered faults with a sufficient number of
observed mispredictions to be grouped into a cluster. The others were considered noisy
inputs by our clustering approach. In other words, we obtained a good approximation of
commonly occurring faults, which underestimates the total number of faults because we do
not account for noisy inputs. Because it is more important for testing approaches to detect
faults, leading to more frequent mispredictions, this is practically acceptable. As described
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in Table 2.2 and to reinforce this point, the number of noisy inputs is very small compared
to the total number of mispredicted inputs. We acknowledge that although our retraining-
based validation and evaluation results show promise, they only indirectly validate our fault
model since there is no direct way to check its fault estimation accuracy. More research is
needed to investigate alternative ways to enable fault detection comparisons in experiments
involving DNN models.

Our study of the computation time of diversity and coverage metrics was generic and
did not target a specific DNN testing scenario (e.g. selection, generation, minimization).
However, this was intentional, as we wish to provide general insights into the computational
complexity of coverage and diversity metrics. We showed that both types of metrics are not
computationally intensive and that GD is generally three-to-five times faster to compute
than the studied coverage metrics. However, whether such differences practically matter
and to what extent depends on how frequently they are computed in a given application
context. Some coverage-based test selection approaches entail computing the coverage
score only once for each test input and selecting the test inputs with the highest coverage
score. In contrast, in a typical diversity-based test selection approach, where the goal is to
select a set of diverse test inputs, the GD score may be computed many times for selected
subsets when, for example, the GD metric is used to drive a search algorithm. Finally, we
aim in future work to further investigate the computation time of coverage and diversity
metrics when used in specific DNN testing scenarios, such as test set selection, generation
and minimization.

To summarize, before using any testing criteria to support a particular test scenario
for DNNs (e.g. test selection, minimization and generation), one should investigate the
correlation between the targeted testing criteria and faults. This is our main motivation
in this work, where we investigate the relationship between testing criteria (coverage and
diversity metrics) and faults in DNNs. The stronger the correlation between testing cri-
teria and fault detection, the better. The practical implications of our results suggest
that one should not rely on coverage, as currently defined, to guide DNN testing if the
objective is to detect as many faults as possible. Alternatively, we show that geometric
diversity has strong potential as an alternative. It outperforms existing coverage metrics
in fault-revealing capability, applicability (as it is black-box) and computation time. We
therefore recommend investigating its practical use in testing DNNs to guide the selection,
minimization or generation of test input sets.

2.5 Threats to Validity

In this section, we discuss the different threats to the validity of our study and describe
how we mitigated them.

Internal threats to validity concern the causal relationship between the treatment and
the outcome. We reimplemented three diversity metrics because their source code was
unavailable (GD and STD) or not applicable on our datasets (NCD). Consequently, an
internal threat to validity might be related to our implementations. To mitigate this threat,
we carefully checked our code and its conformance to the original papers in which they
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were published. We also verified the correctness of our implementation of the NCD metric
by comparing our results with an existing implementation? that supported the calculation
of the NCD score only for pairs of images or tzt files. In RQ1, we tested, through a
controlled experiment, the reliability of the selected diversity metrics in measuring actual
data diversity and excluded the metrics that failed the test.

As we were targeting black-box diversity metrics, we needed to rely on a feature ex-
traction model to build our feature matrix. Therefore, an internal threat to validity might
be caused by a low-quality representation of inputs. To mitigate this threat, we relied on
VGG16, which is one of the most-used, accurate, state-of-the-art feature extraction mod-
els. Furthermore, this DNN model has been pre-trained on the extremely large ImageNet
dataset, which contains over 14 million labelled images belonging to 22,000 categories.
Further, the configuration of the different hyperparameters in our study may induce addi-
tional internal threats to validity. We mitigate this threat in two ways: (1) for coverage
metrics hyperparameters, we made use of the original papers’ hyperparameter values [89]
for each dataset and model that we used; and (2) for fault estimation hyperparameters
(clustering), we tried more than 500 configurations related to HDBSCAN and UMAP for
each of the datasets and models that we evaluated. To reduce potential bias, we evaluated
the configurations’ results by using two clustering evaluation metrics (section 2.3.3.1) and
by visualizing heatmaps.

A final internal threat to validity is related to randomness when sampling test inputs.
We addressed this issue by repeating such sampling multiple times while considering dif-
ferent input set sizes and different datasets and models.

Construct threats to validity concern the relation between the theory and the obser-
vations. To study the effectiveness of a given test criterion in guiding DNN testing, we
relied on a clustering-based approach to estimate detected faults in DNNs. It is a poten-
tial threat to construct validity because this estimate may not be sufficiently accurate. If
that is the case, correlations with diversity and coverage might appear weaker than they
actually are. Alternatively, relying on misprediction rates is, as previously discussed, mis-
leading, because in practice, many similar mispredicted inputs typically result from the
same problems in the DNN model. Accounting for numerous redundant test inputs would
blur our correlation analysis, an effect we observed in our study. Further, we relied on a
density-based clustering algorithm that is capable of grouping similar inputs in clusters of
arbitrary shapes, as opposed to other types of clustering algorithms, such as k-means and
hierarchical clustering, which assume that clusters are convex. Next, we clustered similar
mispredicted inputs based on their (image) features and misprediction behaviour, thus rely-
ing on what semantically distinguishes images. Finally, we quantitatively and qualitatively
assessed the obtained clusters to group test inputs with similar characteristics.

Reliability threats to validity concern the replicability of our study results. We relied on
publicly available models and datasets and provided all the materials required to replicate
our study results online [1]. This includes the set of all selected samples in the experiments
and the different configurations we used for all the selected testing criteria.

3https://github.com/simonpoulding/DataGenerators.jl
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Conclusion threats to validity concern the relation between the treatment and the
outcome. We relied on the Spearman correlation because it does not rely on assumptions
about the data set distributions or on the shapes of the relationships, except for the latter
being monotonic.

External threats to validity concern the generalizability of our study. We mitigated
this threat by using four large datasets and five widely used and architecturally different
DNN models. Further, in each of our experiments, we evaluated many samples and input
set sizes. The selected coverage metrics may not be representative of all existing coverage
criteria. However, we selected the best metrics based on their published results and our
ability to reproduce their results.

2.6 Related Work

The work presented in this chapter relies on concepts related to test diversity, black-
box testing and model coverage in DNNs. In this section, we provide an overview of
existing coverage metrics for DNN models. We also describe existing work on black-box
DNN testing and studies making use of diversity to guide testing of DNNs and traditional
software systems.

2.6.1 Test Coverage Criteria for DNNs

Several coverage metrics have been proposed in the literature. The first attempt was carried
out by Pei et al. [125] who proposed the Neuron Coverage (NC) metric for test inputs, which
is defined as the proportion of activated neurons (neurons whose activation value is above
the defined threshold) over all neurons when all available test inputs are supplied to a
DNN. However, several studies [130, 141] have shown that 100% neuron coverage is easy
to achieve with a small set of inputs, and consequently is going to limit the applicability
of such metric when testing DNNs.

Ma et al. [104] proposed DeepGauge, a set of DNN coverage metrics. They introduced
K-Multisection Neuron Coverage (KMNC), Neuron Boundary Coverage (NBC) and Strong
Neuron Activation Coverage (SNAC). KMNC partitions the ranges of neuron activation
values into K buckets based on training inputs and counts the number of total covered
buckets by a given test input set. NBC measures the ratio of corner-case regions that have
been covered. Corner-case regions correspond to the activation values that are beyond the
activation ranges observed during training. SNAC measures how many upper corner-cases
have been covered. Upper corner-cases correspond to neuron activation values that are
greater than the activation ranges observed during training. The authors showed that
input tests generated by adversarial methods increase coverage in terms of their metrics.
However, they did not study how these metrics relate to DNN mispredictions using natural
inputs.

Inspired by the MC/DC test coverage in traditional software testing, Sun et al. [141]
proposed four coverage metrics that account for the causal relationship between neurons
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in neighbouring layers of a DNN model. These metrics were used to guide the generation
of test inputs using adversarial methods to test the robustness of DNN models.

Kim et al. [89] proposed two coverage criteria called Likelihood-based Surprise Coverage
(LSC) and Distance-based Surprise Coverage (DSC). These criteria are based on an analysis
of how surprising test sets are given the training set. LSC uses Kernel Density Estimation
(KDE) [147] to estimate the likelihood of seeing a test input during the training phase.
DSC relies on the calculation of Euclidean distances between vectors that correspond to (1)
the neurons’ activation values in inputs from the test set, and (2) the neurons’ activation
values in inputs from the training set. They argue that an input set that covers a wide
and diverse range of surprise values is preferable to test and retrain a DNN model. They
show that their metrics are correlated with existing coverage criteria [104,125] when the
diversity of inputs is increased. However, our study shows that there is no strong correlation
between surprise adequacy coverage and diversity by using only natural inputs. We also
show that there is no strong correlation between these coverage metrics and faults in DNNs.
Another study conducted by Chen et al. [34] showed similar results with respect to DNN
misprediction rates when using only natural inputs.

Gerasimou et al. [65] proposed the Importance-Driven Coverage (IDC) criterion to focus
on the coverage of the most influential neurons in DNN predictions. They argue that IDC
is sensitive to adversarial inputs and achieves higher values when applied to input sets
that comprise diverse inputs. They also evaluated DeepGauge [89] and surprise adequacy
coverage criteria [104] in their experiments and observed that IDC shows a similar increase
in these coverage criteria when evaluated with test sets augmented with adversarial inputs.

Byun et al. [29] have recently proposed Manifold Combination Coverage (MCC), a
black-box coverage metric for testing DNN models based on projecting test inputs onto
a manifold space using a Variational AutoEncoder (VAE). This metric relies on manifold
learning [15] that compresses a high-dimensional input space into a lower-dimensional man-
ifold space. It then measures the coverage of test inputs within a subset in the manifold
space to assess test thoroughness [29]. The authors compared the misprediction-revealing
effectiveness and retraining efficacy of MCC and state-of-the-art white-box coverage met-
rics. They found that the misprediction-revealing effectiveness of MCC is similar to that of
the selected white-box coverage metrics. Further, MCC failed to outperform the white-box
coverage metrics in retraining effectiveness. Given the reported performance of MCC com-
pared to white-box coverage metrics, we did not consider this recent work in our empirical
analysis.

Despite active research on DNN coverage, several recent articles have questioned the
usefulness of coverage criteria to guide the testing of DNN models [34,49,100]. For ex-
ample, Li et al. [100] studied a number of structural coverage criteria and discussed their
limitations in fault detection capabilities in DNN models. Their experiments found no
strong correlation between coverage and the number of misclassified inputs in a natural
test set. Furthermore, Dong et al. [49] found that retraining DNN models with new input
sets that improve coverage does not increase the robustness of the model to adversarial
attacks.

Our work on diversity metrics is orthogonal to existing research regarding DNN test
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coverage. Most of the state-of-the-art coverage metrics require full access to the internals
of DNN state or training data, both of which are often not available to testers in practical
contexts. Thus, in our approach we focused on black-box diversity metrics, and aimed to
provide guidance to assess test suites or select test cases for DNNs.

State-of-the-art coverage criteria have been largely validated with artificial inputs that
have been generated based on adversarial methods [65,89, 104,125, 141]. However, their
relationship to (often unrealistic) adversarial inputs does not imply they relate to the fault
detection capability of natural test input sets. Li et al. [100] argue that adversarial inputs
are distributed pervasively over the divided space defined by existing coverage criteria. On
the other hand, misclassified natural inputs are distributed sparsely, making their detec-
tion difficult when using such coverage criteria [100]. Existing studies [34,100] have failed
to find a significant correlation between coverage and the number of misclassified inputs
in a test set. Consequently, coverage criteria may be ineffective at guiding DNN test-
ing to increase the fault-detection capability of natural input sets. Furthermore, existing
studies [65,89,104,125,141] have used the number of mispredicted inputs to study the ef-
fectiveness of coverage criteria to support DNN testing. However, as previously discussed,
simply comparing mispredictions is highly misleading because many test inputs may (and
usually do) fail due to the same causes in the DNN model. To address this problem, we
approximated faults (i.e. common misprediction causes) by relying on a clustering strat-
egy and by studying the correlation between test criteria (i.e. coverage and diversity) and
faults instead of misprediction rates.

2.6.2 Black-box DNN Testing

In this section, we describe black-box testing approaches for DNN models because the fo-
cus of this chapter is on black-box metrics and diversity metrics, and on their association
with detected faults in DNN models. Feng et al. [58] proposed DeepGini, a black-box
test selection approach that prioritizes test inputs along with higher uncertainty scores.
Intuitively, a test input is likely to be misclassified by a DNN if the model is uncertain
about the classification and outputs similar probabilities for each class [58]. They found
that DeepGini outperforms random and coverage-based test selection approaches to re-
veal misclassifications. However, this approach is only applicable to classification problems
and cannot be used for regression tasks. A recent study by Gao et al. [63], developed
concurrently to our work, proposed Adaptive Test Selection (ATS), a method based on
uncertainty scores and distribution of the output probability vectors of test inputs in DNN
models. The selection is guided by a fault pattern coverage score that is computed using
the output probability vectors of the DNN under test. They introduce a mapping from the
output domain of the DNN model to a set of intervals in local domains to describe the fault
pattern of a given test input or test set. They select test inputs that both cover different
fault patterns [63] and have higher uncertainty scores. Similar to DeepGini, this approach
can only be used for classification problems. Empirical results show that ATS outper-
forms coverage and uncertainty-based test selection methods (including DeepGini [58]) in
misprediction-revealing capability. They also studied the effectiveness of the proposed ap-
proach in finding diverse mispredicted inputs. Consequently, they introduced the concept
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of fault types by looking at pairs of actual test input labels and labels predicted by the
DNN model under test. Inputs that have different pairs of actual and predicted labels
are assumed to correspond to different types of faults. However, as opposed to our work,
this proposed method for counting distinct faults was not validated. We relied on a more
fine-grained fault estimation approach that is based on clustering mispredicted inputs and
accounts for their labels (actual and mispredicted) as well as their features.

Li et al. [101] proposed two black-box metrics called Cross Entropy-based Sampling
(CES) and Confidence-based Stratified Sampling (CSS) for DNN test set minimization.
These metrics are used to guide the selection of a small set of test inputs that can accurately
estimate the entire testing dataset. The authors show that their approach outperforms
random sampling and requires only about half the labeled test inputs to achieve the same
level of accuracy as the whole testing set. The authors also report that CSS does not
perform well on poorly trained DNNs because the confidence values it produces cannot be
trusted [101].

These black-box testing approaches and their underlying metrics are conceptually dif-
ferent from our black-box diversity metrics. They are model-dependent because they rely
on DNN outputs (output diversity) and uncertainty assessments. From a practical stand-
point, this implies that all inputs must first be executed to be selected based on their
diversity, which is a strong practical impediment in many application contexts, for exam-
ple when working with large models and large databases of unlabeled inputs. Further, as
mentioned above, these diversity metrics cannot be trusted when the model is not accurate.
In contrast, our diversity metrics are model-independent and based on an analysis of the
diversity of input features, thus requiring no model execution. Finally, these black-box
testing approaches focus on specific testing scenarios, while our study is generic and fo-
cuses on investigating fundamental and pervasive assumptions related to the relationship
between testing criteria and faults in DNNs.

2.6.3 Diversity in Testing

In this section, we describe existing work that relied on diversity to test DNNs and regular
software.

Diversity in DNN Testing. A recent study by Langford and Cheng [95] proposed Enki,
a DNN input-generation approach based on evolutionary search [51]. Their objective is to
diversify image transformation types and to generate new inputs from existing ones to test
and retrain DNN models. They started by evolving an archive of image transformation
types that have a diverse impact on the DNN model. Given a subset of synthetic inputs
generated with a certain image transformation type, the diversity of the impact was eval-
uated against three elements: (1) the Fl-score of the DNN model when applied on the
subset; (2) the neuron coverage score [125]; and (3) the neuron’s activation pattern [95].
After building the final Enki archive containing the most diverse image transformation
types, they (1) tested the DNN models using synthetic inputs generated with the identi-
fied image transformation types, and (2) studied the accuracy of the DNNs by retraining
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them with such synthetic training data. They also compared their results with random
input generation and DeepTest [144]. They concluded that Enki outperformed these two
input generation approaches, and reported that testing DNNs with their generated data
led to the lowest DNN model accuracy. They also reported that retraining DNNs with
their generated data increased the accuracy of DNN models.

What differentiates our work from Enki is that Enki provides a search-based approach
to diversify image transformation types. Its goal is to minimize the model accuracy and
then use it to guide the generation of synthetic inputs to test and retrain DNNs. In
contrast, our approach investigated ways to measure diversity in natural test input sets
and compared the best diversity metric with state-of-the-art coverage criteria to guide
DNN testing to maximize fault detection. Such diversity metrics can then be used for
multiple purposes such as test suite assessment and guidance for selection, minimization
and generation. Our focus on faults, as opposed to accuracy, aimed to find test inputs
whose mispredictions resulted from distinct root causes. For practical reasons, as already
discussed and as opposed to Enki, we intentionally devised an approach that is black-box
and did not rely on internal information about the model or its training set.

Diversity in Software Testing. Input and output diversity have been investigated to
support different aspects related to traditional software testing. Since executing similar
test cases tends to exercise similar parts of the source code, this is likely to lead to revealing
the same faults in the system under test. Therefore, relying on diverse test cases should
increase the exploration of the fault space and thus increase fault detection rates [30,43,74].

Feldt et al. [56] proposed Test Set Diameter (TDSm), a diversity-based test case selec-
tion strategy. The approach uses the NCD metric to measure the diversity of test inputs.
They applied their approach on four systems and concluded that diverse test input sets
increase code coverage. Finally, they show that test sets with larger NCD scores exhibit
better fault-detection capabilities.

Hemmati et al. [73] conducted an empirical study on similarity-based test selection
techniques for test cases generated from state machine models. They studied and compared
over 320 variants that relied on different similarity metrics and selection algorithms. Based
on their experiments, they found that the best test-selection technique used the Gower-
Legendre similarity function [157] and applied a (14-1) Evolutionary Algorithm [50] to select
tests with minimum pairwise similarity and thus maximized the diversity of the selected
test cases. They further showed that such similarity-based test selection configuration
outperformed random selection and coverage-based techniques in fault detection rates and
computational cost.

Biagiola et al. [19] introduced a web test generation algorithm that produces and selects
candidate test cases that are executed in the browser based on their diversity. They showed
that their test generation technique achieved higher code coverage and fault detection rates
when compared to state-of-the-art, search-based web test generators [18,110].

Our objectives in this chapter are similar to these studies, but in the context of DNN
testing. As several studies have shown the effectiveness of diversity metrics in guiding
the testing of software systems, we investigated its usefulness in testing DNN models. We
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compared the performance of existing diversity metrics with state-of-the-art DNN coverage
criteria in terms of their fault detection capabilities and computational cost.

2.7 Conclusion

In this chapter, we studied the effectiveness of input diversity metrics in guiding the testing
of DNN models. We focused on DNN models using images as inputs, as they are common
in many systems. Our motivation is to provide a black-box mechanism that does not rely
on DNN internal information or training data to assess test sets. This requirement aims to
make our approach more applicable in the many practical contexts where such information
is not (easily) accessible. We also do not rely on output diversity because this approach
would require executing the model with all inputs and would be affected by poor model
accuracy. Further, we compare the results achieved by white-box coverage criteria defined
for DNNs with those achieved by black-box input diversity.

To this end, we selected and adapted three input diversity metrics and, by means of
a controlled experiment, evaluated their capability to measure actual input diversity. We
selected the best metrics and analyzed their association with fault detection in DNNs using
four datasets and five DNN models. Because simply comparing mispredictions is highly
misleading, as many test inputs fail for the same reasons, we relied on a clustering-based
approach to group similar mispredicted inputs and thus estimated faults based on the
number of such clusters. We further selected the best state-of-the-art coverage criteria
based on published results and our ability to reproduce such results. We studied the
associations of the selected coverage criteria to both diversity and fault detection.

Based on our experiments, we found that the best diversity metric is geometric diver-
sity and that, though there is still room for improvement (e.g. fault estimation in DNNs,
investigating other diversity metrics and feature extraction models), it is a far better sur-
rogate metric than the investigated coverage criteria in terms of their relationship to fault
detection. This metric outperforms these coverage criteria in correlation to detected faults
and computational time. We, therefore, recommend investigating the use of geometric
diversity as a black-box metric to guide the testing of DNN models using images as inputs.
We aim to extend our work by studying the application of input diversity in supporting
different testing applications such as test set selection, minimization, and generation. We
also intend to investigate alternatives for DNN fault estimation.

48



2.8 Appendix A

Correlation Results Between Geometric Diversity and Coverage Metrics

Note that the grey boxes in all the following tables refer to statistically significant correla-
tions (p-value <= 0.05)

‘ Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 13% 0.45

200 2% 0.92

GD & LSC 300 1% 0.97

400 -10% 0.58

1000 -12% 0.53

100 -20% 0.27

200 -11% 0.55

GD & DSC 300 11% 0.49

400 -17% 0.36

1000 -7% 0.73

100 -30% 0.09

200 12% 0.49

GD & NC 300 10% 0.56

400 2% 0.90

£ 1000 2% 0.91

z 100 44% 0.01
=

g , 200 15% 0.40

Cifar-10 © GD & KMNC 300 15% 0.37

% 400 9% 0.63

= 1000 12% 0.54

— 100 31% 0.08

200 6% 0.75

GD & NBC 300 17% 0.31

400 -10% 0.62

1000 -28% 0.14

100 -19% 0.30

200 17% 0.33

GD & TKNC 300 -4% 0.83

400 % 0.69

1000 7% 0.71

100 34% 0.05

\ 200 6% 0.75

GD & SNAC 300 13% 0.44

400 -13% 0.47

1000 -28% 0.14

Table 2.12: Correlation results between GD and coverage metrics using 12-layer ConvNet
and Cifar-10.
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Dataset Model ‘ Metric ‘ Test Set Size ‘ Spearman ‘ P-value
100 -6% 0.78
200 -12% 0.57
GD & LSC 300 -6% 0.78
400 15% 0.30
1000 -4% 0.80
100 27 % 0.17
200 -10% 0.64
GD & DSC 300 -27% 0.17
400 25% 0.09
1000 -14% 0.41
100 18% 0.38
200 -15% 0.47
GD & NC 300 3% 0.89
400 -3% 0.85
1000 -30% 0.08
100 -15% 0.47
i 200 -16% 0.45
MNIST = GD & KMNC 300 8% 0.68
3 400 28% 0.06
1000 6% 0.71
100 6% 0.78
200 6% 0.79
GD & NBC 300 -9% 0.65
400 15% 0.30
1000 -15% 0.39
100 % 0.73
200 11% 0.61
GD & TKNC 300 29% 0.14
400 21% 0.16
1000 21% 0.23
100 -6% 0.78
200 7% 0.75
GD & SNAC 300 -14% 0.47
400 17% 0.26
1000 -13% 0.45

Table 2.13: Correlation results between GD and coverage metrics using LeNet-1 and
MNIST.
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Dataset Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value

100 3% 0.88
200 25% 0.17
GD & LSC 300 26% 0.26
400 -22% 0.23
1000 % 0.74
100 13% 0.52
200 -10% 0.59
GD & DSC 300 -22% 0.34
400 5% 0.81
1000 1% 0.95
100 -22% 0.28
200 -11% 0.57
GD & NC 300 -4% 0.86
400 -34% 0.06
1000 39% 0.05
100 -1% 0.94
10
D , 200 20% 0.29
MNIST = GD & KMNC 300 4% 0.88
S 400 5% 0.79
1000 31% 0.11
100 2% 0.17
200 1% 0.95
GD & NBC 300 -4% 0.86
400 -14% 0.46
1000 48% 0.01
100 4% 0.84
200 24% 0.18
GD & TKNC 300 1% 0.46
400 2% 0.90
1000 3% 0.90
100 -18% 0.38
200 1% 0.95
GD & SNAC 300 5% 0.81
400 21% 0.25
1000 41% 0.03

Table 2.14: Correlation results between GD and coverage metrics using LeNet-5 and
MNIST.
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‘ Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 0.2% 0.9

200 28% 0.17

Gb & 15C 300 19% 0.29

400 21% 0.20

1000 2% 0.94

100 7% 0.38

\ 200 % 0.73

GD & DSC 300 -35% 0.05

400 -2% 0.90

1000 2% 0.93

100 -37% 0.04

200 0.3% 0.9

G & NC 300 -5% 0.77

400 23% 0.16

1000 -14% 0.49

100 23 % 0.22

< .

I , 200 30% 0.14
Fashion-MNIST - GD & KMNC 300 33% 0.06
S 400 64% 0.0001
1000 6% 0.76

100 25 % 0.19

200 -31% 0.13

GD & NBC 300 12% 0.51

400 -22% 0.19

1000 -21% 0.31

100 1% 0.95

200 41% 0.04

GD & TRNC 300 -3% 0.85

400 24% 0.15

1000 11% 0.61

100 -25% 0.19

200 -31% 0.13

GD & SNAC 300 12% 0.52

400 -21% 0.20

1000 -19% 0.35

Table 2.15: Correlation results between GD and coverage metrics using LeNet-4 and
Fashion-MNIST.
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‘ Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 19 % 0.31
200 14% 0.55
GD & LSC 300 39% 0.11
400 46% 0.02
1000 -26% 0.18
100 1% 0.85
, 200 8% 0.74
GD & DSC 300 5% 0.84
400 -10% 0.65
1000 -3% 0.86
100 5% 0.81
200 26% 0.25
GD & NC 300 2% 0.94
400 12% 0.58
1000 -38% 0.04
- 100 19 % 0.3
[aN]
o , 200 39% 0.08
Cifar-10 = GD & KMNC 300 1% 0.51
Q"g’ 400 41% 0.05
1000 28% 0.15
100 24 % 0.20
200 12% 0.60
GD & NBC 300 4% 0.87
400 -9% 0.67
1000 -18% 0.35
100 2% 0.9
200 18% 0.43
GD & TKNC 300 10% 0.70
400 58% 0.003
1000 % 0.73
100 17 % 0.35
200 1% 0.62
GD & SNAC 300 4% 0.89
400 3% 0.90
1000 14 % 0.47

Table 2.16: Correlation results between GD and coverage metrics using ResNet-20 and
Cifar-10.
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‘ Dataset ‘ Model ‘ Metric ‘ Test Set Size H Spearman ‘ P-value ‘

100 15% 0.37

200 27% 0.09

GD & LSC 300 2% 0.91
400 15% 0.46

1000 34% 0.06

100 -16 % 0.33

200 9% 0.58

GD & DSC 300 19% 0.28
400 14% 0.47

1000 -14% 0.45

100 % 0.61

200 4% 0.79

GD & NC 300 30% 0.08
400 -28% 0.14

1000 -12% 0.52

100 44% 0.001

i GD & KMNC 200 66% 0.002
SVHN Z 300 23% 0.19
3 400 2% 0.9
1000 46% 0.01

100 9% 0.58

200 5% 0.77

GD & NBC 300 -19% 0.27
400 26% 0.18

1000 28% 0.12

100 -3% 0.83

200 1% 0.95

GD & TKNC 300 -22% 0.20
400 -15% 0.43

1000 18% 0.34

100 9% 0.58

200 5% 0.77

GD & SNAC 300 -19% 0.27
400 26% 0.18

1000 28% 0.12

Table 2.17: Correlation results between GD and coverage metrics using LeNet-5 and SVHN.
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Chapter 3

Selecting test inputs with high
fault-revealing power

3.1 Overview

This chapter addresses TOs, i.e., black-box selection of test inputs with high fault-revealing
power. The content of this chapter has been published in ACM Transactions on Software
Engineering and Methodology (TOSEM 2024) [4] under the title of DeepGD: A Multi-

Objective Black-Box Test Selection Approach for Deep Neural Networks.

As we discussed in chapter 1, for testing and enhancing the performance of DNN-
driven applications, a significant amount of labeled data is required. In many real-world
scenarios, there are instances where the availability of labeled data for testing is either
limited or absent. This situation becomes particularly pertinent when the trained and
tested model is deployed in different operational settings and necessitates further evaluation
using operational or real data, typically large and unlabeled. The same challenge extends
to the testing of third-party pre-trained DNN models for example, where access to internal
model information or training data is typically unavailable. In such cases, these models are
commonly subjected to further testing using end-users’ data, which is, in general, massive
and unlabeled.

However, obtaining the correct output labels for a large amount of unlabeled data,
referred to as oracle information, can be a challenging and resource-intensive task [33].
This process often requires extensive manual effort by domain experts and can be a sig-
nificant challenge when the volume of unlabeled data is large and resources are limited.
For instance, in many real-world situations, DNN testing is usually bounded by a limited
testing budget, especially when testing is performed on costly simulators such as flight
simulators or real hardware (e.g., self-driving cars, medical equipment). These execution
environments can be expensive and require substantial computing resources, which in turn
limits the number of tests that can be performed [172]. This makes it more difficult to
effectively test and improve the performance of DNN models. In order to address these
challenges and make DNN testing feasible and cost-effective in practice, it is essential to
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select a small subset of test inputs that possess a high fault-revealing power. This approach
reduces the number of inputs required for DNN testing, making it more cost-effective.

Several test selection approaches for DNN models have been proposed in recent years [63,
80,89,104,105,125,141,144]. Some of them are white-box since they require access to the in-
ternals of the DNN models or the training datasets. Similar to code coverage in traditional
software systems [72], researchers have proposed several neuron coverage metrics in the
context of DNN test selection to prioritize the selection of test inputs with high coverage
scores [89,104,125,141,144]. Studies have shown the effectiveness of these approaches for
distinguishing adversarial inputs but failed to demonstrate a positive correlation between
coverage and DNN mispredictions [2,34,100,161]. Furthermore, for some coverage metrics,
reaching maximum coverage can be easily achieved by selecting a few test inputs [34, 140],
thus putting into question the usefulness of such white-box DNN test selection approaches.
Last, the use of white-box DNN test selection approaches is hindered by the requirement
for access to the internal structure of the DNN model or the training dataset. This can be
a significant limitation, particularly when the model is proprietary or provided by a third

party [2].

To alleviate this latter problem, black-box test selection approaches have been proposed,
which do not require access to the internal information of the DNN model under test or
its training set.

They generally rely on DNN output uncertainty metrics to guide the selection of test
inputs. It has been observed that a test input is likely to be mispredicted by a DNN
if the model is uncertain about its output classification, when similar probabilities are
predicted for each class [58]. An empirical experiment conducted by Ma et al. [105]
revealed that these metrics have medium to strong correlations with mispredicted inputs,
while coverage-based metrics have weak or no correlation. One issue though is that if
the model is not sufficiently trained, outputs cannot be trusted, thus leading to unreliable
uncertainty results and test case selection [101].

Another black-box strategy that has been successfully applied in testing traditional
software systems is to maximize diversity among test cases [19,56,74]. However, only a
few studies have investigated its effectiveness in testing DNN models [2,63,167]. Zhao et
al. [167] studied state-of-the-art (SOTA) test selection approaches for DNNs and found that
they do not guarantee the selection of diverse test input sets. Furthermore, in chapter 2,
we compared the fault-revealing power of several diversity metrics with coverage criteria
[2]. We found that geometric diversity (GD) [94] outperforms coverage criteria in terms of
fault-revealing power and computational time. However, we did not investigate how such
a metric can be used for DNN test selection.

In this chapter, we propose DeepGD(Deep Geometric Diversity), a black-box multi-
objective search-based test selection approach. It relies on the Non-dominated Sorting
Genetic Algorithm (NSGA-IT) [46] to select test inputs that aim at revealing a maximal
number of diverse faults in DNN models within a limited testing budget. The latter is
mostly determined by test input labeling effort and, for larger models, their execution
time. DeepGD can therefore be used to select a subset of test inputs to label from a large
unlabeled dataset. The strategy of DeepGD is twofold: (1) trigger as many mispredicted
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inputs as possible by selecting inputs with high uncertainty scores, and (2) maximize the
probability of revealing distinct faults in the DNN model by selecting diverse mispredicted
inputs.

Similar to failures in traditional software systems, many mispredictions result from the
same faults (causes) in the deep learning model and are therefore redundant [2,55,171].
Misprediction rates' can therefore be misleading when assessing a test selection approach,
if a large number of mispredictions stem from the same fault. This is also why, for similar
reasons, traditional software testing studies typically focus on faults, not failures [69,120—
122]. Therefore, to validate the effectiveness of DeepGD, we use a fault estimation approach
proposed in chapter 2, which is based on clustering mispredicted inputs based on their
features [2]. Each cluster represents a distinct fault since it contains similar inputs that
are mispredicted due to the same root causes.

More specifically, we present an empirical evaluation of the effectiveness of DeepGD
for selecting test input sets with high fault-revealing power. Since our fault estimation
approach is tailored to image datasets and relies on clustering mispredicted inputs accord-
ing to image features, we conduct our experiments on image classification models. They
include five widely-used DNN models and four image recognition datasets. The results are
compared with nine SOTA baseline selection approaches, both white-box and black-box,
that have been recently published [58,63,89,104, 105, 125].

The experimental results demonstrate that DeepGD yields a statistically significant
and consistent improvement compared to SOTA approaches in terms of its ability to reveal
DNNSs faults and optimize the models. Thus, it can be effective in selecting test input sets
with high fault-revealing capabilities. Specifically, results show that DeepGD is consistently
the best approach, up to 4 percentage points (pp) better than the second-best alternative
and 14 pp better than the worst black-box alternative, when excluding random selection
(RS) since RS showed far inferior results in general. It is important to note that the
ranking of alternatives varies across datasets, models, and test set sizes. Consequently,
selecting any approach other than DeepGD may end up being the worst choice and lead
to significant differences in performance. Further, we also investigate the effectiveness of
DeepGD in guiding the retraining of DNNs and demonstrate that it consistently provides
better results with that respect as well. DeepGD is therefore the only technique we can
confidently recommend.

To summarize, the key contributions of this chapter are as follows:

e We propose a black-box test selection approach (DeepGD) for DNNs that relies on
a customized multi-objective genetic search and uses both diversity and uncertainty
scores to guide the search toward finding test input sets with high fault-revealing
power.

e Unlike existing test selection approaches, we consider in our validation a clustering-
based approach to estimate faults in DNN models since test input sets typically
contain many similar mispredicted inputs caused by the same problems (faults) in

'Misprediction rate = 1 - Accuracy
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the model [2,55]. We thus obtain more meaningful evaluation results, similar to
common practice in testing research.

e We conduct a large-scale empirical evaluation to validate DeepGD by considering
five DNN models, four different datasets, and nine SOTA test selection approaches
for DNNs as baselines of comparison. We show that DeepGD provides better guid-
ance than baselines for (1) selecting inputs with high fault-revealing power, and (2)
improving the performance of the model through retraining based on an augmented
training set.

e We study the diversity of inputs selected by DeepGD and SOTA baselines to assess
whether our approach not only leads to test inputs with higher fault-revealing capa-
bilities but also promotes greater diversity in the selected test input sets. We thus
confirm that DeepGD indeed selects more diverse input sets compared to baselines.

e We analyze the execution time of DeepGD and other baselines and show that they
are not computationally expensive. Though DeepGD exhibits longer execution times,
these remain practical and will have little impact in practice. DeepGD’s improved
fault detection and retraining guidance more than compensate for them.

Chapter Structure The remainder of the chapter is structured as follows. Section 3.2
presents our test selection approach. Section 3.3 presents our empirical evaluation. Sec-
tion 3.4 outlines our results. Section 3.5 describes the threats to the validity of our study.
Sections 3.6 and 3.7 contrast our work with related work and conclude this chapter, re-
spectively.

3.2 Approach: Reformulation as an NSGA-II Search
Problem

A central problem in testing DNNs, especially when the labeling of test data is costly, is
the selection of a small set of test inputs with high fault revealing power. In this chapter,
we aim to support the testing of DNN models by relying on DeepGD, a black-box search-
based test selection approach using a genetic algorithm to select small sets of test inputs
with high fault-revealing power in DNN models. Intuitively, testers should select a set of
diverse test inputs with high failure probabilities in order to be more likely to detect as
many diverse faults as possible [170]. Due to the combined high labeling cost of test inputs
and large input space, we rely on NSGA-II to select test inputs with high fault-revealing
capability. Such inputs are then selected for labeling and will be used to effectively test the
DNN model. We choose NSGA-II since it is widely used in the literature and showed its
performance in solving many search-based test selection problems [73,149]. We also rely on
NSGA-II since it is specifically adapted to our multi-objective search problem. It tries to
find solutions with diverse trade-offs between fitness functions instead of covering all fitness
functions separately (which is the case of MOSA, the Many Objective Sorting Algorithm
[123] for example). Specifically, the search is driven by two objectives: (1) maximizing the
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uncertainty score of the test inputs to trigger a maximum number of mispredictions, and
(2) maximizing the diversity of the test input set to trigger diverse mispredictions caused
by distinct faults.

To properly translate the process into a search problem using NSGA-II, we need to
define the following elements.

3.2.1 Individuals and Initial Population

In genetic algorithms, individuals consist of a set of elements called genes. These genes are
connected and form an individual that is also called a solution. In our approach, we assign
a unique identifier id; to each input i in the test dataset where idi<;<, € [1,2,..,n] and n
is the size of the test dataset. Our test selection problem has a fixed testing budget g < n
which corresponds to the total number of inputs selected from the original test dataset
to test the DNN model. In our search problem, an individual corresponds to a subset of
inputs of size 8. Each gene forming an individual corresponds to an id of a test input in
the test dataset. In our context, each individual contains g distinct test inputs. We use
random selection to build our initial population of individuals.

3.2.2 Fitness Functions

The main objective of our approach is to select unlabeled inputs that possess a strong ability
to reveal diverse faults. These faults manifest themselves as diverse mispredicted inputs.
To generate the latter, our search process is guided by two fitness functions. The first
function aims to maximize the uncertainty score of the selected inputs, as it is moderately
to strongly correlated with mispredictions [58, 63,105, 150]. By maximizing uncertainty
scores, we are thus more likely to trigger a larger number of mispredicted inputs [105]. The
second function aims to maximize the diversity among the selected inputs. This approach
increases the probability of identifying distinct faults. By simultaneously maximizing these
two fitness functions, we aim to select a diverse set of mispredicted inputs that are due to
distinct faults, thereby maximizing the fault-revealing power of the selected test input set.

We will describe next the two fitness functions and detail how to compute them.

3.2.2.1 Gini Score

We consider the Gine score to estimate the likelihood of a test input being mispredicted.
Feng et al. [58] proposed this metric to measure the classification uncertainty of DNN
models and therefore identify potential failing test inputs. Intuitively, a test input is
likely to be misclassified by a DNN if the model is uncertain about the classification and
outputs similar probabilities for each class [58]. We choose this metric since it has been
widely used in the literature, showed good performance in prioritizing test inputs for DNN
models, and has a medium to strong correlation to misprediction rates [58,63,105,150]. It
is also a black-box metric that only requires the output probabilities of DNN models as
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we will describe in the following. Given a test input x and a DNN model that outputs
DNN(x) =< Py, Py,, ..., Py, >, where Py, . is the probability that input x belongs to
class C; and m is the total number of classes, the Gini score of the test input x is defined
as:

Ex)=1-> P2 (3.1)
i=1

The higher the Gini score, the higher the DNN’s uncertainty. We compute the Gin:
score of a subset S = {s1, 52, ...., 58} of size B by computing the average Gini score of all
inputs in the subset as follow:

P E(s)

Gini(S) = 3

(3.2)

3.2.2.2 Geometric Diversity

We consider geometric diversity, one of the widely used metrics to measure the diversity
of test input sets [2,66,94]. Also, in the previous chapter, chapter 2, several coverage and
diversity metrics were investigated and results showed that the GD metric is positively cor-
related to DNN faults and outperforms SOTA coverage metrics in terms of fault-revealing
capabilities [2]. In other words, when the geometric diversity of a test input set increases,
its fault-revealing power increases as well since the diverse test input set will cover more
faults in the DNN model. Furthermore, GD is a black-box diversity metric that requires
neither knowledge about the model under test nor access to the training set. Consequently,
we have relied on this metric as a fitness function to guide the search towards finding a
diverse test input set with high fault-revealing capability.

Feature Extraction. In order for diversity to account for the content of images, we
need to first extract features from each input image and then compute the diversity based
on those extracted features. For this purpose, we follow the same feature extraction steps
mentioned in Feature Extraction For Diversity (subsection 2.2.1)

We extract features of each image in the test input set S using VGG-16 and generate
the corresponding feature matrix F = (f;;) € R™" where n is the number of input images
in S, and m is the number of features. Each row of this matrix represents the feature
vector of an image, and each column (F;) represents a feature. It is worth mentioning
that, in order to ensure the compatibility of certain image datasets with VGG-16, specific
image pre-processing techniques are applied before feature extraction. These techniques
involve operations such as image resizing and color channel duplication. Similar to the
process mentioned in Feature Extraction For Diversity (subsection 2.2.1), after extracting
the feature matrix, we normalize it as a pre-processing step to eliminate the dominance
effect of features with large value ranges and to make the computation of the selected
diversity metrics more scalable [2]. For every feature F; in the feature matrix F where
F;(i) is the value of feature number j for i"" input image in S, the normalized feature Fr ;
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is calculated as follows:
Fj (l) - min(Fj)

max(F;) — min(F;)

Fri(i) = (3.3)

Computation of Geometric Diversity Scores. After extracting the feature vectors,
we calculate the geometric diversity of the test inputs as our second fitness function with
the goal of selecting as many diverse test input sets as possible. Given a dataset D, the
normalized feature matrix F7 where Frg represents feature vectors of a subset SCD, the
geometric diversity of S is defined as:

GD(S) = det(F}  F) (3.4)

which corresponds to the squared volume of the parallelepiped spanned by the rows of Fy.

3.2.2.3 Multi-Objective Search

We need to maximize in our search the two aforementioned fitness functions to increase the
fault-revealing capability of the selected test input set. This is therefore a multi-objective
search problem that can be formalized as follows:

max Fitness(S) = (Gini(S),GD(S)) (3.5)

where D is the test dataset, S is a subset of test inputs of size B, function Fitness : S —
R? consists of two real-value objective functions (Gini(S), GD(S)), and R? is the objective
space of our optimization problem. Given our two objectives, the “max” operator in Eq. 3.5
returns non-dominated solutions forming a Pareto front in the space defined by Gini and
GD [46], i.e., solutions where at least one of the objective function values is the maximum
and the other remains unsurpassed by other solutions.

3.2.3 Genetic Operators

We describe below the two genetic operators in our test selection approach. The first
operator is crossover, which generates new offspring by cutting and joining high-fitness
parents. The second operator is mutation which introduces small changes in individuals
by mutating specific genes to (1) make the search more exploratory and (2) thus attempt
to increase the uncertainty score and the diversity among individuals in the population.
We provide below a detailed description of how we customized these genetic operators to
fit our test selection problem.
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3.2.3.1 Crossover

The crossover operator takes as input two parents (i.e., two subsets) and generates new
offspring by slicing and joining the different parts of the selected parents. Let S; and So
be the two selected parents for crossover. We provide next an example of selected parents:

S1 = {Inputy, Inputs, Inputs, - - - ,Inputfl, -+« Inputy, Inputs}

Sy = {Inputg, Inputy, Inputg, - - -, Input;?, - - -, Inputy, Inputio}

where (1) Input]® and Input}® denote the i input in S; and S, respectively and (2)
Inputi<j<i0 denote all inputs in each individual. Before applying the crossover operator,
we start by sorting the inputs forming each parent according to their Gini scores. Inputs
with higher Gini scores are placed at the beginning of each corresponding parent, as in
the example below.

S1 = {Inputs, Inputy, Inputs, - - - ,Inputfl, -+« Inputy, Inputs}
Sy = {Inputy, Inputyg, Inpute, - - - , Input;®,- - -, Inputg, Inputg}

Such reordering will help with the creation of potential high-fitness offspring with high
uncertainty scores as we will explain in the following. After such sorting, we randomly
select a crossover point using the uniform distribution. A crossover point is randomly
selected from the range between the second element and the n — 1 position of the array
(where n is the size of the array). To form the first offspring, we slice and join the first
parts of each parent based on the crossover point. Such offspring includes inputs with the
highest Gini scores thanks to sorting. Finally, the second offspring is formed by joining the
remaining parts of the selected parents. Since this offspring has inputs with the lowest Gini
scores from both parents, it will be potentially discarded later by the selection operator or
improved by the mutation operator as we will detail in the next section. Assuming that
the crossover point is at position i in the example above, the generated offspring would be:

Of fspring, = {Inputz, Inputy, - - - , Input;*, Inputy, Inputyo, - -- , Input)* .}

52
n—i+1’

Of fsprings = {Inputl‘.gjl, -+« Inputy, Inputs, Input -+, Inputg, Inputg}

However, applying the crossover on the selected parents may lead to redundant inputs
in the created offspring. Since one of our search goals is to maximize the diversity of the
selected subsets, we remove such redundant inputs (and therefore increase the diversity of
the offspring) by replacing them with random inputs that are not present in the created
offspring. We should note that we do not use the GD metric to customize the crossover
operator since it is computationally expensive. Instead, as described in the next section,
we employ it in the mutation operator since mutations occur less frequently.
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3.2.3.2 Mutation

After completing the crossover, the offspring are selected for mutation to randomly change
some genes that have (1) a low Gini score, and (2) a low contribution to the diversity of the
selected offspring. Therefore, the mutation operator is considered in our search approach
as a corrective operator with the goal of improving the offspring in terms of both fitness
functions. As an example, let us assume that S,, is the test input set to mutate. We select
2% of the inputs from S, that have the lowest Gini score. We mutate half of these inputs
that have the least contribution to the diversity of S,,. Consequently, only 1% of its genes
are mutated. This choice was inspired by recommendations for multi-point mutations in
the literature [106, 146, 164]. We should recall that to achieve our desired final mutation
rate of 1%, we initially select 2% of the genes. We compute the contribution to the diversity
of the latter and retain the 1% of the genes that show the highest similarity. This allows
us to contain the high cost of computing diversity associated with all genes while focusing
mutation on genes contributing the least to diversity.

To measure the contribution of an input; to increasing the diversity in S,,, we measure
the difference GDg;fr(Sp,i) between GD(S,,) and GD(S,, \ {input;}). The lower the
difference, the more similar the input compared to the other ones in S,,. Inputs with low
differences should therefore be mutated to accelerate our search process.

An example of offspring generated through mutation is provided below. S, is the
original offspring and S,/ is the mutated one. Suppose that S,, has 10 genes. We mutate
Input, since it has a low Gini score and a low contribution to the diversity of the selected
offspring. We mutate this gene by replacing it with a randomly selected input from the
population. In this example, we replace Input; with Input;3. To maintain diversity, we
make sure that the randomly selected input is distinct from any existing input in the
original offspring.

Sm Inputs Inputy Inputs --- Inputy; Inputig
Gini Score:  T70%  T1% % -+ 95% 96%
GDdl'ff N 60 10
S’ : Inputs Inputys Inputs --- Input; Inputg

It should be noted that each genetic operator has a distinct emphasis on a particular
fitness function. The crossover operator primarily aims to generate offspring with high
uncertainty scores, while the mutation operator also helps improve the offspring in terms
of diversity. Crossover and mutation operators therefore complement each other.

3.2.4 Search Algorithm

As explained earlier, the main objective of our search algorithm is to select from a large
unlabeled test dataset, an input set of size 8 with a high fault-revealing power in order to
(1) reduce labeling cost, and (2) effectively test the DNN model. Algorithm 2 describes at
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Algorithm 2: High-level NSGA-II algorithm
Input : The initial population (P) that is a set of test subsets, the number of
generations (G), the crossover rate (CrossRate), the mutation rate
(MutationRate)
Output: A set of individuals (@) maximizing the fitness function (Fitness)

1 gen <0

2 while gen < G do

Prew <0

PCross —0

Pcross < Cross(P,CrossRate)

Prew <— Mutate(Pcyoss, MutationRate)
P «—Select(P, Py, Fitness)
Update(a)

gen «—gen+1

© 0 N o A W

10 return «

a high level our NSGA-II search process. Assuming P is the initial population, that is a set
of |P| randomly selected test input sets, the algorithm starts an iterative process, taking
the following actions at each generation until the maximum number of generations (G) is
reached (lines 2-10). The search process includes the following steps. First, we create a
new empty population P, (line 3). Second, based on predefined crossover and mutation
rates, we create offspring using crossover (Cross) and mutation (Mutate) operators and
add newly created individuals to P, (lines 4-6). Third, we calculate the fitness of the new
population by computing Gini and geometric diversity scores of each subset in the popu-
lation and select individuals for survival using tournament [112] selection (Select) (line 7).
Finally, we update the archive a (line 8) by storing the fittest individuals in the population
then we move to the next generation (line 9). The non-dominated solutions contained in the
population of the last generation a represent the final Pareto front of the genetic search.
To select the final solution from the Pareto front, we use the knee point technique [25]
as recommended by several existing studies [111]. The solution that corresponds to the
knee point has been shown to provide the best trade-off between the different objectives
in many multi-objective problems [25,111]. To calculate the knee point, we first identify
the ideal point, where the coordinates represent the highest fitness scores (G D qx,Ginipay)
obtained from all solutions on the Pareto front, with each fitness function evaluated inde-
pendently. Given the solutions at the Pareto front P = {S1,...,S,}, the knee point Sy € P

is the solution that minimizes the distance v(GDmar GD(S;))2 + (GinipaxGini(S;))2, for
all Si € P.

We set the NSGA-II parameters in our search algorithm as follows. The crossover rate
CrossRate is equal to 75%, given recommended values between 45% and 95% [27,39,111].
The mutation rate MutationRate is equal to 70%. Although the recommended mutation
rate in the literature is proportional to the length of the individual [27,39,111], we have not
used such a rate since we used mutation for a different purpose than just exploration, i.e.,
to help increase both uncertainty and diversity scores. According to our preliminary exper-
iments, we found that smaller mutation rates, consistent with literature recommendations,
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led to poorer search results. The population size is set to 700 individuals. Furthermore,
the stopping criterion is set to 300 generations. We should note that the number of gen-
erations was determined through empirical evaluation. This was done by monitoring the
evolution of fitness functions over multiple generations using various datasets and models.
The maximum number of generations was carefully selected to ensure the convergence of
the search process. Finally, we used Google Colab and the Pymoo library [20] to implement
our genetic search.

3.3 Empirical Evaluation

This section describes the empirical evaluation of DeepGD, including the research questions
we address, the datasets and DNN models on which we perform our assessments, our
experiments, and our results.

3.3.1 Research Questions

Our empirical evaluation is designed to answer the following research questions.

RQ1. Do we find more faults than existing test selection approaches with the
same testing budget? Similar to traditional software testing, selecting a subset of test
inputs with high fault-revealing ability is highly important in DNN testing, as it should
increase the effectiveness of the testing process while reducing input labeling costs. Con-
sequently, we aim in this research question to compare the effectiveness of our approach
(DeepGD) with existing baselines in terms of their ability to reveal faults in DNNs, while
considering the same testing budget. Identifying the source of failures in traditional soft-
ware systems is relatively straightforward due to the clear and explicit decision logic in the
code. However, in DNNs, this task is more challenging as the complexity and non-linearity
of the decision-making process make it difficult to determine the cause of the failure. Hence,
many papers rely on mispredictions [58,89,125] for test selection evaluation. However, sim-
ilar to failures in traditional software systems, many mispredicted inputs can be due to the
same faults in the DNN model and are therefore redundant [12,55]. When selecting inputs
on a limited budget, we should therefore avoid similar or redundant mispredictions as they
do not help reveal additional root causes or faults in DNN models. To accurately answer
this research question, we thus rely on a clustering-based fault estimation approach [2]
that we describe in section 2.3.3.1, to investigate the effectiveness of the test selection ap-
proaches in detecting faults for a fixed testing budget.

RQ2. Do we more effectively guide the retraining of DNIN models with our
selected inputs than with baselines? Retraining DNN models with unseen inputs care-
fully selected based on DNN testing results is expected to enhance the model’s performance
compared to that of the original training set. More specifically, it is highly recommended
to retrain DNNs with inputs that have the potential to lead to mispredictions [12,58,63].
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Consequently, we aim in this research question to investigate the effectiveness of DeepGD
in guiding the retraining of DNN models by selecting inputs that will be labeled and used
to improve the model through retraining. We will not only measure the accuracy improve-
ment resulting from retraining but also analyze it considering the maximum improvement
possible based on the available data for retraining.

RQ3. Can DeepGD select more diverse test input sets? We aim to assess whether
DeepGD selects more diverse test input sets compared to test selection baselines. Diversity
in test input selection is important since it is correlated to faults as we reported in a prior
study [2]. Specifically, more diverse test input sets reveal more faults in DNN models.
Moreover, selecting diverse test inputs mitigates the risk of bias by ensuring that the test-
ing process is not disproportionately skewed towards specific test cases or testing scenarios.
It also prevents the detection of redundant faults in DNN models and thus helps optimize
the testing budget and effort, since we are more likely to discover unique faults rather than
repeatedly identify the same problems in the DNN model under test.

RQ4. How do DeepGD and baseline approaches compare in terms of com-
putation time? We aim to compare the computation times of DeepGD and baseline
approaches. Specifically, we aim to examine how the computational times change as the
size of the test input sets increases. It is essential to understand this scalability factor, as
excessively long computation times could potentially limit the practicality and real-world
applicability of the studied test selection approaches.

3.3.2 Faults Estimation in DNNs

Before addressing our research questions, we will touch upon the issue of counting faults
in DNN models. The motivation for counting faults, when evaluating selection techniques,
stems from our objective of detecting different root causes for mispredictions. Considering
misprediction rates to compare test selection techniques is highly misleading as many test
inputs can be mispredicted for the same reasons [2,55].

According to Chan et al. [35], in traditional software testing, failure-causing inputs
tend to be dense and close together. The same insight applies to DNN model testing, since
similar mispredicted inputs tend to be due to the same fault [2,12].

The above principles should not be different when testing DNNs, where we aim to
identify distinct causes of mispredictions (i.e., faults) [2] and address them. As we discussed
in the previous chapter, subsection 2.3.3, a test set that consistently highlights the same
faults in a DNN model is a waste of computational resources, particularly when faced with
constraints such as limited testing budgets and high labeling costs for testing data [2,170].
Therefore, akin to previous research on test selection in traditional software, our objective
is not focused on maximizing the occurrence of failures (i.e., mispredictions) but rather to
develop a test selection method that maximizes the identification of faults present in the
DNN model.
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Given the inherent complexity of detecting faults in DNNs, which is not as straightfor-
ward as identifying specific statements responsible for failures in traditional software, we
rely on prior work for estimating faults in DNN models in chapter 2, subsection 2.3.3. We
cluster similar mispredicted inputs that exhibit common characteristics likely responsible
for mispredictions. We then approximate the number of detected faults in the DNN model
by counting the total number of clusters. Hence, although it is an approximation, this ap-
proach offers a practical and plausible method for estimating and comparing the number
of detected faults across various test selection methods.

To investigate the effectiveness of test selection approaches in a DNN and for the reasons
mentioned above, we do not rely on misprediction rates as it is highly misleading. We rely
instead on the fault detection rate (FDR) which we compute as follows:

| Fsl

min(|S|, |F|)
where S is the selected test input set, |Fy| is the number of faults revealed by S, |S] is the
test input set size, and |F| is the total number of faults revealed by the entire dataset. The
goal of our FDR metric is to measure the extent to which a test set can detect the maximum
number of faults that can be found given a testing budget. This is why we compute the
ratio of the number of faults actually revealed by the selected test set to the maximum
potential number of faults that the subset could unveil. This potential is naturally capped
by the size of the subset (i.e., testing budget) or the total number of faults in the whole
dataset. We should note that testers cannot know in advance the total number of faults in
the dataset, and testing budgets are determined by the resources available. Our definition
of FDR ensures that its range is always between 0 and 1, enabling us to compare the
outcomes of various methods across test subsets. We present two illustrative examples of
how we calculate the FDR using the test selection scenario depicted in Figure 2.2. Given a
test dataset that reveals a total number of faults |F| equal to four, a test input set size |S|
equal to 10, and a selected subset (see Subset2) that reveals four mispredicted inputs each
belonging to a distinct fault (cluster), in this case the FDR(S) is calculated as follows:
FDR(S) = m = 100%.

FDR(S) = (3.6)

Now, considering the same test dataset but selecting only three inputs (|S| = 3), which
include two mispredicted inputs originating from the same fault (|Fy| = 1), the FDR(S)
is calculated as: FDR(S) = m = 33%. The above examples illustrate that FDR
represents the percentage of faults that can be detected in a subset relative to the maximum
number of faults that can be detected, accounting for both the subset size and the total

number of faults in the entire dataset.

3.3.3 Subject Datasets and Models

Table 3.1 shows the combinations of datasets and models used in our experiments. For
our large-scale empirical evaluation on image classification systems, we consider a set of
four well-known and publicly available image recognition datasets which are MNIST [47],
Cifar-10 [8], Fashion-MNIST [47] and SVHN [119].
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We use these datasets with five state-of-the-art DNN models: LeNetl, LeNet4, LeNet5,
ResNet20, and a 12-layer Convolutional Neural Network (12-layer ConvNet). Because
we compare our results with SOTA baseline approaches [58,63, 65,89, 104, 105, 125], we
used similar combinations of models and datasets, focusing on the most widely used ones.
Further, these models and datasets involve a variety of distinct inputs (in terms of classes
and domain concepts) and different internal architectures, and thus constitute a good
benchmark for observing key trends in DNN test selection. We provide the accuracy and
the number of faults of the used models in Table 3.1. We should note that in our study,
we intentionally trained some of our DNNs in a slightly suboptimal manner to make room
for improvement in the retraining experiments conducted in RQ2. The accuracy levels
achieved in our models are nonetheless consistent with existing studies on test selection
for DNN models [63].

Table 3.1: Datasets and models used for evaluation

Dataset DNN Model Accuracy # Faults
MNIST LeNetb 87.85% 85
LeNetl 84.5% 137
Fashion-MNIST LeNet4 88% 141
Cifar-10 12-layer ConvNet 82.93% 187
ResNet20 86% 177
SVHN LeNetb 8% 147

3.3.4 Baseline Approaches

We compare DeepGD with two categories of baseline approaches: (1) four white-box test
selection approaches including three well-known coverage-based approaches [125], along
with Likelihood-based Surprise Adequacy (LSA) and Density-based Surprise Adequacy
(DSA) [89], and (2) four SOTA black-box prioritization approaches including Maximum
Probability (MaxP) [105], DeepGini [58], Adaptive Test Selection (ATS) [63] and Random
Selection (RS). We have selected the most prominent and recent baselines that can be
applied and replicated on our models and datasets.

A- White-Box Test Selection Baselines

Neuron Coverage (NC). It is the first coverage metric that has been proposed in the
literature to test DNN models [125]. It is defined as the ratio of neurons activated by a
test input to the total number of neurons in the DNN model. A neuron is activated when
its activation value is greater than a predefined threshold.

Neuron Boundary Coverage (NBC). This coverage metric measures the ratio of
corner case regions that have been covered by test input(s). Corner case regions are defined
as the activation values that are below or higher than the activation ranges observed during
the training phase of the DNN model under test.

Strong Neuron Activation Coverage (SNAC). Similar to the NBC metric, SNAC
measures how many upper corner cases have been covered by test input(s). Upper corner
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cases are defined as neuron activation values that are above the activation ranges observed
during the training phase of the DNN model under test.

LSA and DSA. These two metrics have been proposed by Kim et al. [89] and are based
on the analysis of how surprising test inputs are with respect to the training dataset. LSA
uses Kernel Density Estimation (KDE) [147] to estimate the likelihood of seeing a test
input during the training phase. According to Kim et al. [89], test inputs with higher LSA
scores are preferred since they are closer to the classification boundaries. Thus, it could
be considered a priority score for DNN test selection. DSA is an alternative to LSA that
uses the distance between the activation traces [89] of new test inputs and the activation
traces observed during training.

B- Black-Box Test Selection Baselines

DeepGini. It is a test selection approach that prioritizes test inputs with higher
uncertainty scores [58]. It relies on the Gini metric (Section 3.2.2.1) to estimate the
probability of misclassifying a test input.

MaxP. It relies on the maximal prediction probability of the classification task to
estimate the prediction confidence of the DNN model for a given input. Such method
prioritizes inputs with lower confidence. The maximum probability score of a test input
x is defined as MaxP(x) = 1 — max", Py, where Py _,_, is the probability that input x
belongs to class C; and m is the total number of classes [105]. Intuitively, higher MaxP
scores are more likely to lead to mispredictions [105].

ATS. Tt is a recent test selection method proposed by Gao et al. [63]. The selection
is guided by a fitness function based on which test inputs are incrementally added to the
final test set. The fitness function measures the difference between a test input and the
currently selected test set based on computing a fault pattern coverage score. This score
is obtained through analyzing the diversity of the output probability vectors of the DNN
under test. They select test inputs with different fault patterns and higher uncertainty
scores.

Random Selection (RS). It is the most basic and simplest test selection method in
the literature. RS consists in randomly selecting (without replacement) B inputs from the
test dataset. Each test input has the same probability of being selected.

3.3.5 Choice of Operators

In this work, we made modifications to the traditional NSGA-II algorithm by customizing
its fundamental operators as explained in Section 3.2.3. Specifically, we introduced a novel
crossover function and mutation operator. To ensure each of our customized operators had
a beneficial impact on the search results, we conducted an empirical study by considering
four variants of the search algorithm. Each variant focused on changing only one search
operator. In the first variant of DeepGD, we replaced the customized crossover operator
with the standard version, where no reordering of the genes is applied based on their uncer-
tainty score. In the second search variant, we replaced the customized mutation operator
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with the standard version, where 1% of the genes in the selected individuals are randomly
mutated, regardless of their uncertainty and diversity scores. Finally, we introduced more
mutation strategies in the two other variants. Specifically, in the third variant, we mutated
the genes with the lowest uncertainty scores, aiming to explore the impact of prioritizing
uncertainty in the mutation process. In the fourth variant, we focused on mutating the
genes with the lowest diversity score, investigating the effect of emphasizing diversity in
the mutation operation.

Table 3.2: Fault Detection Rates of DeepGD’s Variants

Method FDR
Fashion-Mnist & LeNet4 | Cifar-10 & 12-layer ConvNet
o Original DeepGD 39.56% 59.67%
8 Eﬁ DeepGD with Simple Crossover 31.00% 54.00%
fﬂ; Q DeepGD with Simple Mutation 32.50% 49.00%
n A DeepGD with Gini-based Mutation 38.00% 52.00%
DeepGD with GD-based Mutation 37.00% 52.50%

We evaluated the different variants of DeepGD on two models and datasets, considering
a testing budget of B = 100. The search results are reported in Table 3.2. Our findings
demonstrate that DeepGD consistently outperforms all search variants with its custom
operators in terms of fault-revealing power across datasets and models. More specifically,
reordering the genes according to their uncertainty scores when applying the crossover,
helped the search converge faster and yielded better fault detection results. Moreover,
incorporating both diversity and Gini scores in the mutation process resulted in better
fault detection results compared to using the default version or relying solely on Gini or
diversity scores for mutations. These results therefore justify our operators’ customization
choices.

3.4 Evaluation and Results

We describe in this section our experimental evaluation and present in detail the obtained
results. Before addressing our research questions, it is important to note that we applied
the fault estimation approach described in Section 3.3.2 to all models and datasets. This
allowed us to identify the faults in each subject and estimate their number, which we report
in Table 3.1.

3.4.1 Research Questions

3.4.1.1 RQ1. Do we find more faults than existing test selection approaches
with the same testing budget?

To investigate the effectiveness of test selection approaches in a DNN, existing baselines

usually compare the misprediction detection rate [58,63]. Although the number of mis-
predicted inputs is a useful metric in some contexts, it is misleading for test selection in
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DNN-based systems since many mispredicted inputs may be redundant and caused by the
same fault or root cause in the DNN model [2]. Therefore, we compare the effectiveness of
DeepGD with the existing baselines based on the fault detection rate. However, in order
to provide complete information about our analysis, the number of mispredicted inputs
revealed by each approach is reported in our replication package [3].

Table 3.3: The fault detection rate for each subject with test subset size 8 = 100

White-box Black-box

Data Model 0 NC 075 0 I\O135( 1 0 SIE.ASC 1 LSA DSA RS MaxP Gini ATS DeepGD
Cifar-10 12 ConvNet 13% 21% 13% 12% 12% 12% 11% 13% 31% 35% 14% 55% 54% 53% 59%
) ResNet20 10% 10% 11% 17% 16% 11% 17% 16% 42% 37% 11% 52% 56% 50% 57%
MNIST LeNetl 25% 15% 16% 19% 12% 16% 18% 12% 31% 23% 12% 41% 28% 40% 42%
B LeNet5 16% 13% 13% 17% 16% 14% 19% 16% 29% 33% 13% 35% 34% 36% 40%
Fashion LeNet4 5% 18% 14% 15% 14% 14% 15% 14% 17% 34% 10% 39% 39% 32% 39%
SVHN LeNet5 9% 1% 11% 12% 11% 11% 12% 11% 13% 19% 11% 43% 43% 44% 47%

Table 3.4: The fault detection rate for each subject with test subset size 8 = 300

‘White-box Black-box
NC NBC SNAC - - ) ] L }

Data Model 0 075 0 05 1 0 05 1 LSA DSA RS MaxP Gini ATS DeepGD
Cit1o  12ConvNet | 19%  28% | 21%  23%  23% | 220 220 2% | 3% 3% | 224 54% 53%  50% 57%
Har ResNet20 % 1% | 1% 1% 19% | 1%  17%  19% | 49% = 45% | 19% 56% 58% 5% 59%
MNIST LoNet1 2% 25% | 3%  28%  21% | 36%  20%  21% | 40%  40% | 25% 53% 4% 53% 51%

LeNet5 34%  33% | 32%  33%  30% | 32%  30%  30% | 54%  52% | 24% 63% 59%  62% 64%
Fashion LoNetd S% % | 19% 2%  23% | 19%  23%  23% | 5%  B% | 1% 51% % 9% 53%
SVAN LeNeth %  18% | 7%  16%  18% | 7%  16%  18% | 19%  36% | 17% 58% 61%  58% 62%

Table 3.5: The fault detection rate for each subject with test subset size 8 = 500

White-box Black-box

Data Model 0 NC 0.75 0 \IJBSC 1 0 Sl(\)l/;’(, | LSA DSA RS MaxP Gini ATS DeepGD
Cifar-10 12 ConvNet 30% 34% 32% 33% 30% 30% 31% 29% 45% 51% 33% 67% 65% 64% 70%
“ ResNet20 28% 28% 28% 29% 30% 28% 29% 30% 61% 63% 27% 68% 1% 63% 73%
MNIST LeNetl 29% 31% 43% 39% 36% 42% 38% 36% 52% 58% 34% 66% 58% 65% 67%
LeNet5 39% 42% 41% 46% 40% 42% 42% 40% 65% 65% 38% 73% 72% 1% 74%
Fashion LeNet4 13% 28% 28% 29% 27% 28% 29% 27% 46% 54% 27% 70% 65% 64% 70%
SVHN LeNet5 14% 22% 24% 22% 25% 24% 22% 25% 2% 46% 26% 7% 76% 2% 78%

Detailed results of the fault detection rate for six subjects (resulting from the com-
bination of datasets and DNN models), and for different sizes of the test input set 8 €
{100, 300, 500}, are shown in Table 3.3, Table 3.4, and Table 3.5, respectively. To pro-
vide a more comprehensive evaluation of our results, we also report the average number of
faults covered by each selection method in Appendix 3.7. The results follow similar trends
and the final conclusion is consistent for all test subset sizes. Because of randomness in
DeepGD, ATS, and random selection, we re-executed each of them 10 times and reported
the corresponding average fault detection rates and average number of detected faults (see
Appendix 3.7). Our results show that all of the test selection approaches guided by cov-
erage metrics are ineffective in detecting faults. Even after repeating the experiment with
various parameters as suggested in their original papers, the results are similar. The fault
detection rate of NC, for example, was between 4% and 25% for subset sizes of 100. SNAC
and NBC also showed poor fault detection rates, which vary between 11% and 19% for
the same subset size. Compared with LSA and DSA, both DeepGD and other black-box
prioritization selection methods showed a much higher fault detection rate for all subjects.
Considering our previous experiments in previous chapter [2], where we investigated white-
box coverage metrics and reported that they are not correlated to faults, it is not surprising
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that these approaches are unlikely to perform as effectively as black-box approaches in the
selection of test inputs with high fault-revealing power. Overall, it can be concluded that
black-box approaches are more effective in detecting faults than white-box approaches.

DeepGini and MaxP fare the same as DeepGD for two different subjects with a test
subset size of 100. However, for other subjects, DeepGD achieves a higher fault detection
rate than these two approaches. For larger test subset sizes (8 € {300,500}), DeepGD
performs better than other black-box baselines in all subjects, with a fault detection rate

between 53% and 78%.

We should note that the second-best approach is not consistently the same across sub-
jects and sizes, therefore strengthening our conclusion that DeepGD is the only solution
we can confidently recommend regardless of the model, dataset, and test set size. For ex-
ample, with 8 = 100, compared to black-box SOTA baselines (ATS, MaxP, Gini), DeepGD
is, on average, 2 pp better (with a maximum of 4 pp across all models and datasets) than
the second-best black-box alternative and 7 pp better (with a maximum of 14 pp across
all models and datasets) than the fourth-best black-box alternative (excluding random se-
lection which consistently showed poor performance). Since we cannot predict beforehand
how a given alternative will fare compared to the others for a dataset and model, this
implies that the effect of selecting another technique than DeepGD is potentially signifi-
cant as we may end up using the worst alternative. For example, if we rely on the inputs
selected by DeepGini to test LeNetl on the MNIST dataset (8 = 300), we will only reach
a fault detection rate of 44% instead of 54% with DeepGD. Further, we also report that
DeepGD is on average 15 pp better than the best white-box test selection approach and
41 pp better than the worst white-box alternative across all models and datasets.

We performed the statistical analysis using the Wilcoxon signed-rank test [107], with
a significance level of @ = 0.05, to investigate whether DeepGD significantly outperforms
each SOTA baseline in terms of fault-revealing power. The Wilcoxon signed-rank test,
a non-parametric test, is used to compare the medians of continuous variables for paired
samples and is employed when the data does not follow a normal distribution, as in our
case. We employ a paired test as we compare the fault-revealing power of methods for
a given subset size and model. To conduct the statistical tests, we collected data about
the performance of each method (DeepGD, ATS, GINI, and MaxP) across the 18 different
combinations of datasets, models, and subset sizes. For each SOTA baseline, we thus
compared pairs of fault detection rates reported for DeepDG and the selected baseline
across 18 different combinations. Results showed that all p-values are lower than 0.05,
indicating that DeepGD significantly surpasses all SOTA baselines in finding more faults
in DNNss.

Answer to RQ1: DeepGD outperforms both white-box and black-box test se-
lection approaches for DNNs, in terms of detecting distinct faults given the same
testing budget. Further, the second-best black-box approach after DeepGD is not
consistently the same.
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3.4.1.2 RQ2. Do we more effectively guide the retraining of DNN models
with our selected inputs than with baselines?

Having examined the effectiveness of DeepGD and other baselines in selecting test input
sets with high fault-revealing power, we next focus on the extent to which the test selection
approaches can help select data to effectively retrain the DNN models under test. We only
consider black-box test selection approaches in this research question, as they showed much
better performance than white-box test selection baselines. We consider the same models
and datasets as in the previous experiment. We augment the original training dataset
with the test input selected in RQ1 with the size of 300 by DeepGD, ATS, DeepGini, and
MaxP, respectively, to retrain the DNN model. We measure the accuracy of the retrained
model on both the whole test dataset and a newly generated dataset that is obtained
by applying five realistic image transformations to the original test dataset. The latter
allows for a fairer and more complete comparison between our proposed method and the
other baseline approaches since none of the inputs in the generated dataset were used for
retraining the model. We leveraged the datasets generated by Gao et al. [63], a recent
work in test selection, that we consider as one of our baselines. The authors applied
various transformations to the MNIST, Fashion-MNIST, and Cifar-10 test datasets to
generate more valid test inputs. However, since the SVHN dataset was not included in
their experiments, to ensure consistency, we generated new test inputs for this dataset
as well by applying their transformations with identical settings, ensuring the validity of
generated inputs. These transformations include sheering, rotating, zooming, and changing
the brightness and the blurriness of all images in each dataset. We should note that the
size of the newly generated test dataset is five times larger than the original test dataset
since we apply five image transformations on each original test input. For each black-box
test selection approach, we measure the accuracy improvement of the retrained models on
both the original test dataset and the generated one. We report the results in Table 3.6.
We acknowledge that studying the accuracy improvement of the retrained models on the
generated datasets is more suitable in our context since it does not contain any of the
inputs used for retraining. But we choose to also report improvements with the original
test dataset to verify that the retraining process did improve model accuracy. Note that
we only select a small part of the original test dataset to retrain the model (only 300 out of
10,000 to 26,000 inputs). Because of the randomness in DeepGD and ATS, we re-executed
each of them five times on the different subjects. For each execution, we retrained each
subject with the selected test input set and reported the corresponding average model
accuracy improvements.

As described in Table 3.6, we found that DeepGD provides better guidance for re-
training DNN models than the other black-box test selection approaches. It consistently
outperforms ATS, DeepGini, and MaxP in terms of accuracy improvements across all
models and datasets. Similar to the previously reported results in RQ1, we found that the
second-best approach for guiding retraining is not consistently the same across all subjects.
For example, ATS was the second-best approach for retraining ResNet20 with Cifar-10,
while it was the third-best approach for retraining LeNetb with SVHN.

To further investigate the effectiveness of DeepGD and the other black-box baselines in
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Table 3.6: DNNs accuracy improvements after retraining with the selected test input sets.

Accuracy imp. on orig. test dataset Accuracy imp. on generated test dataset
‘ Data ‘ Model MaxP Gini ATS ‘ DeepGD MaxP Gini ATS ‘ DeepGD

Cifar-10 12 ConvNet 3.52% 2.09% 2.12% 3.53% 5.35% 5.12% 4.62% 6.85%
ResNet20 1.66% 0.74% 2.03% 2.50% 4.12% 3.45% 5.97% 6.18%

MNIST LeNet1 10.39% 10.40% 10.40% 11.10% 13.18% 13.24% 13.19% 14.76%

LeNet) 7.94% 7.91% 7.92% 9.26% 13.02% 12.92% 13.08% 15.82%

Fashion LeNet4 3.94% 3.94% 3.91% 4.17% 7.33% 7.41% 7.62% 7.69%
SVHN LeNet) 0.96% 0.99% 0.93% 1.24% 0.61% 0.54% 0.63% 1.26%

Table 3.7: Optimization effectiveness compared to retraining with all candidate tests

Opt effectiveness on orig. test dataset (T) Opt effectiveness on generated dataset (G)
‘ Data ‘ Model ‘ ?llga‘p/‘r“‘Tp) MaxP Gini ATS ‘ DeepGD ‘ 1(\113371“‘(?) MaxP Gini ATS DeepGD
Cifar-10 12 ConvNet 16.36% 21.51% 12.78% 12.96% 21.58% 28,98% 18.47% 17.65% 15.94% 23.65%
ResNet20 9.99% 16.62% 7.41% 20.32% 25.03% 23.33% 17.65% 14.80% 25.59% 26.47%

MNIST LeNet1 11.10% 93.60% 93.72% 93.69% 100% 23.80% 55.39% 55.62% 55.43% 62.04%
LeNetb 9.52% 83.40% 83.08% 83.19% 97.27% 22.78% 57.15% 56.72% 57.41% 69.46%

Fashion LeNet4 12.00% 32.83% 32.83% 32.58% 34.75% 23.72% 30.91% 31.23% 32.10% 32.41%
SVHN LeNetb 1.25% 77.01% 79.79% 74.84% 99.90% 8.92% 6.87% 6.06% 7.04% 14.15%
Average 10.04% 54.16% 51.60% 52.93% 63.09% 21.92% 31.07% 30.35% 32.25% 38.03%

retraining DNN models, we also computed their optimization effectiveness by accounting
for the maximum possible accuracy improvement. We therefore retrain the model with
the entire original test dataset and report the best accuracy that can be achieved by re-
training. Then, for each test selection method, we calculate its optimization effectiveness,
defined as the ratio of (1) the accuracy improvement when retaining the model with only
300 selected inputs from the original test dataset (Table 3.6) to (2) the accuracy improve-
ment when retaining the model with the entire original test dataset. We also repeat the
above experiment for the generated test data set to once again get a fairer comparison of
the test selection approaches and to obtain better generalizability for our results. More
specifically, we retrain the original model by adding all generated inputs to the training
dataset to achieve the highest accuracy possible. Then, we calculate the corresponding
optimization effectiveness which is the ratio of (1) the accuracy improvement when retain-
ing the model with only 300 inputs from the original test dataset (Table 3.6) to (2) the
accuracy improvement when retaining the model with the entire generated test dataset.
Because of the randomness in DeepGD and ATS, we re-executed each of them five times
on the different subjects and reported the corresponding average results in Table 3.7.

We found that DeepGD consistently outperforms other black-box test selection ap-
proaches in terms of optimization effectiveness. Compared to black-box SOTA baselines,
DeepGD is, on average, 8.93 pp better (with a maximum of 20.11 pp) than the second-
best black-box alternative and 11.49 pp better (with a maximum of 25.06 pp) than the
worst black-box alternative. As for RQ1, it is worth noting that since the performance of
alternatives is not consistent across datasets and models, selecting one of them may yield
the worst results. We also report the average optimization effectiveness on the generated
test datasets. Gini, MaxP and ATS yield 30.35%, 31.07%, and 32.25% respectively, while
DeepGD achieves 38.03%. In other words, with only 300 test inputs, from the original
test dataset and selected by DeepGD for retraining, we were able to reach 38.03% of the

74



maximum achievable accuracy by retraining with all generated test dataset. Similar to
RQ1, we performed a statistical analysis using Wilcoxon signed-rank tests, with a signifi-
cance level of 0.05, to investigate whether DeepGD significantly outperforms the selected
black-box test selection approaches in terms of optimization effectiveness across all sub-
jects. We found all p-values to be less than 0.05, indicating that DeepGD is significantly
better than the selected baselines in retraining DNN models. In other words, results show
that DeepGD can select a small, more informative subset from a large unlabeled dataset to
effectively retrain DNN models and minimize the labeling costs. Selecting diverse inputs
with high uncertainty scores not only helps at detecting more faults in the DNN model,
but also significantly improves the accuracy of the model through retraining.

Answer to RQ2: DeepGD provides better guidance than black-box alternatives for
retraining DNN models. It consistently and statistically outperforms other black-box
test selection approaches in terms of accuracy improvement, in absolute terms and
relatively to the maximum achievable improvement.

3.4.1.3 RQ3. Can DeepGD select more diverse test input sets?

m DeepGD W ATS _m MaxP_m Gini m DeepGD_m ATS _m MaxP_m Gini m DeepGD _m ATS _m MaxP = Gini
Mnist_LeNet4 Mnist_LeNet4 Mnist_LeNet4

°
o

100 200 300 400 200 400 600 800 1000 0 200 400 600 800 1000 1200 1400
Diversity Score Diversity Score Diversity Score

Figure 3.1: GD scores for Figure 3.2: GD scores for  Figure 3.3: GD scores for
subsets size=100 subsets size=300 subsets size=500

To answer this research question, we measured the diversity score of the selected test
input sets for DeepDG and the other black-box baselines. We relied on the geometric
diversity metric since we demonstrated in our prior work [2] its construct validity in mea-
suring the actual diversity of input sets. We used the same subjects, subset sizes and test
input sets that were selected in RQ1. Given the inherent randomness in DeepGD and
ATS, we reported the average diversity scores based on 10 executions. The results, pre-
sented in Figures 3.1, 3.2 and 3.3, consistently demonstrate that DeepGD outperforms the
baseline approaches in selecting diverse input sets. Across all subjects and subset sizes,
DeepGD consistently obtained the highest diversity scores. Additionally, ATS emerged as
the second-best approach for selecting diverse input sets in 12 out of 18 configurations,
while Gin: performed in general the poorest, ranking last in 11 out of 18 configurations.

We also performed a statistical test analysis using the Wilcoxon signed-rank test, with
a significance level of 0.05, to investigate whether DeepGD significantly outperforms each
baseline approach in selecting diverse test input sets. Similarly to RQ1 and RQ2, we
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performed a paired test across the different combinations of datasets, models, and subset
sizes. For each baseline approach, we compared pairs of diversity scores reported for
DeepGD and the selected baseline across the 18 different configurations. Results show
that all p-values are below 0.05, indicating that DeepGD significantly outperforms all
SOTA baselines in selecting more diverse test input sets.

Answer to RQ3: DeepGD provides better guidance than black-box alternatives for
selecting diverse test input sets. It consistently and statistically outperforms other
black-box test selection baselines in terms of diversity.

3.4.1.4 RQ4. How do DeepGD and baseline approaches compare in terms of
computation time?

To address this research question, we compared the execution time of DeepGD with base-
line approaches and analyzed its evolution with different subset sizes. Similar to RQ2,
we focused on black-box test selection approaches (excluding random selection) as they
demonstrated better performance compared to white-box test selection baselines. The
subjects and subset sizes used were consistent with our previous experiments. For each
subject and subset size, we executed DeepGD and the selected baseline approaches 10 times
and measured the computation times. This repetition allowed us to account for random
variations in execution time.

The results, presented in Figure 3.4, illustrate the change in computation times as the
size of the input sets increased. Our findings indicate that all selected approaches were com-
putationally efficient. Gini and MaxP exhibited similar execution times, approximately
five seconds, and demonstrated the best performance in terms of computation time. In
contrast, DeepGD, since it relies on a search algorithm, had higher execution times rang-
ing from 200s to 850s across all subjects and subset sizes. Furthermore, we observed that,
unlike the other baseline approaches, the execution time of DeepGD increases with subset
size. However, it is important to note that such execution times remain practically accept-
able since, in DNN testing, (1) the labeling cost of test inputs is far more expensive than
the computation cost of the search, and (2) test selection is neither frequent nor a real-
time task. Despite the longer execution times, the better fault detection performance and
retraining guidance provided by DeepGD therefore outweigh the increase in computation
time in comparison to the baselines.

Answer to RQ4: None of the black-box test selection approaches are computation-
ally expensive. Though DeepGD yields longer execution times (a matter of minutes),
these remain practical, even for large test subsets, given that test selection is not a
frequent task performed under tight time constraints.
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Figure 3.4: Evolution of the execution time over the subset sizes

3.4.2 Discussions

Based on our experimental results, we show that DeepGD provides better guidance than
existing baselines for selecting test inputs with high-fault revealing power. The second-best
approaches for test selection and model retraining are not consistently the same across all
models and datasets. This reinforces our conclusion that DeepGD is the only solution that
we can confidently recommend regardless of the model, dataset, and test set size. Indeed,
selecting diverse test inputs with high uncertainty scores not only enables higher fault
detection, but also provides more effective guidance for retraining DNN models. Although
results are encouraging, and though this remains to be further investigated, we conjecture
that DeepGD is particularly useful when datasets are more redundant, a situation that
is often observed in real-world DNN testing scenarios, especially with massive generated
datasets. Selecting diverse test input sets with DeepGD is then expected to help reduce
redundancy by selecting more informative inputs to be labeled in order to test and retrain
DNN models.

Since DeepGD relies on genetic search, it entails some degree of randomness in the final
selected test sets. We, therefore, studied the stability performance of DeepGD by running
the tool 10 times with each combination of dataset, model, and subset size that we have
previously used in our experiments. We report the minimum, maximum, and standard
deviation of FDR results in Table 3.8. As shown in the table, the standard deviations of
the FDRs reported by DeepGD are consistently low, ranging from 0.008 to 0.021. This
indicates that DeepGD consistently delivers stable and thus reliable results across subjects
and subset sizes over multiple runs. We also found that the faults revealed by DeepGD are
largely consistent across multiple runs. This can be attributed to the use of the Gini score
as one of the fitness functions to guide the search towards test inputs with high uncertainty
scores.
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Table 3.8: Stability of DeepDG’s fault detection rates.

Size =100 Size =300

Data Model Ave. FDR Min. FDR Max. FDR Std. Ave. Min. FDR Max. FDR Std.

Cifar-10 12 ConvNet 59% 57% 62% 0.019 57% 55% 58% 0.009
ResNet20 57% 55% 60% 0.013 59% 57% 60% 0.009

MNIST LeNet1 42% 40% 45% 0.017 54% 51% 54% 0.009
LeNetb 40% 38% 42% 0.016 64% 60% 68% 0.021

Fashion LeNet4 39% 36% 43% 0.019 53% 52% 55% 0.008
SVHN LeNetb 47% 44% 49% 0.017 62% 61% 64% 0.012

Note: The values of average, minimum, and maximum FDRs reported in this table have
been rounded up to two decimal digits and are represented as percentages. The standard
deviation (std) of FDRs has been rounded up to three decimal digits.

3.5 Threats to Validity

We discuss in this section the different threats to the validity of our study in this chapter
and describe how we mitigated them.

Internal threats to validity concern the causal relationship between the treatment
and the outcome. Since DeepGD is black-box and relies on extracting feature matrices
to measure the diversity of the selected test input sets, an internal threat to validity
might be caused by the poor quality representation of inputs. To mitigate this threat,
we have relied on VGG-16, one of the most accurate feature extraction models in the
literature. This model has been pre-trained on the very large ImageNet dataset that
contains more than 14 million labeled images belonging to 22,000 categories. Also, in
our prior work [2], we assessed the use of the GD metric with the VGG-16 model to
measure diversity in input sets. Our results showed that the GD metric, in conjunction with
our selected feature extraction model, performed well in measuring actual data diversity
across all the studied datasets. Moreover, DeepGD relies on the specification of a few
hyperparameters related to NSGA-II. This also applies to several white-box and black-box
test selection approaches that we considered in our study. The configuration of the different
hyperparameters in our work may induce additional threats. To mitigate them, we have
relied on the NSGA-IT hyperparameters recommended in the literature [27,39,111] except
for the mutation rate, which was intentionally set higher and experimentally tuned since we
customized the mutation operator to take into account both fitness functions, as described
in section 3.2.3.2. We have also considered different configurations of the baselines-related
hyperparameters according to their original papers. A last internal threat to validity
would be related to randomness when selecting test input sets with DeepGD, ATS, and
random selection. We addressed this issue by repeating such selection multiple times while
considering different input set sizes and different datasets and models. We also reported
on the stability results of DeepGD, which indicated that it is stable in this context.

Construct threats to validity concern the relation between the theory and the obser-
vations made. A construct threat to validity might be due to inaccuracies in estimating
DNN faults since detecting faults in DNNs is not as straightforward as in traditional soft-
ware. To mitigate this threat, we have relied on a SOTA clustering-based fault estimation
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approach [2] that has been thoroughly validated on several models and datasets. In our
previous work, we conducted various validation experiments demonstrating that mispre-
dicted inputs within the same cluster are typically mispredicted due to the same fault in
the DNN model, whereas inputs from different clusters are mispredicted due to distinct
faults (root causes). Additionally, our prior work established that clusters of mispredicted
inputs are very different from those in the entire test dataset despite the use of the same
feature extraction model (i.e., VGG-16). Such difference further reinforces the validity of
our chosen fault estimation approach. We have reused this publicly available approach to
obtain accurate fault estimates. Nonetheless, relying on a such fault estimation approach
is still far better than just considering mispredicted inputs that are redundant and due to
the same root cause in the DNN model.

External threats to validity concern the generalizability of our study. We mitigate this
threat by considering six different combinations of widely used and architecturally distinct
models and datasets. We also considered many testing budgets in our experiments and
compared our results with nine SOTA baselines for DNN test selection.

3.6 Related Work

In this section, we introduce existing work related to our proposed approach from two
aspects: test selection and test diversity in the context of DNN models.

Test Selection for DNNs. Test selection approaches proposed for DNN models can
be characterized as black-box or white-box, depending on their access requirements to the
internals of the DNN model. A few black-box test selection approaches for DNNs have been
introduced in the literature. They generally rely on the uncertainty of model classifications.
For example, Feng et al. [58] proposed DeepGini, a test selection approach that prioritizes
the selection of inputs with higher Gini scores [58]. They conjecture that if a DNN model is
unsure about a classification and outputs similar probabilities for each class, it is more likely
to mispredict the test input. Compared to random and coverage-based selection methods,
DeepGini was shown to be more effective in uncovering mispredictions [58,150]. Similar to
their work, we rely on Gini scores as one of the fitness functions in our approach. However,
we also consider the diversity of the selected test set and rely on a multi-objective genetic
search to guide the search toward finding test inputs with high fault-revealing power. Li et
al. [101] introduced Cross Entropy-based Sampling (CES) and Confidence-based Stratified
Sampling (CSS), for black-box DNN test selection. These metrics are used to select a
small subset of test inputs that accurately reflect the accuracy of the whole test dataset.
They show that compared to random sampling, their approach could achieve the same
level of precision with about half of the labeled data. Their goal is clearly different from
ours. While our focus is to prioritize the selection of test inputs with high fault-revealing
capability, their goal is to minimize test sets. Also, though Arrieta [10] relied on NSGA-
IT and uncertainty scores for selecting metamorphic follow-up test cases, our goal with
DeepGD is also different. We use both diversity and DNN uncertainty to guide the search
toward test inputs with high fault-revealing power, for a fixed budget.
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Several white-box test selection approaches have been proposed as well. Such ap-
proaches generally rely on coverage [65,104, 125] or surprise metrics [89] to select inputs
that will be labeled and used for testing DNN models. For example, Pei et al. [125] pro-
posed Neuron Coverage (NC), which measures neurons activation rates in DNN models.
Ma et al. [104] proposed DeepGauge, a set of coverage metrics for DNN models that con-
sider neurons activation ranges. Kim et al. [89] proposed surprise coverage metrics which
measure how surprising test sets are given the training set. The selection of test inputs for
all these approaches is based on maximizing coverage or surprise scores. However, several
studies [2, 34,49, 71,100, 105,159, 161], have shown that these white-box metrics are not
always effective for guiding DNNs test selection. For example, Ma et al. [105] performed
an empirical study and compared the effectiveness of white-box metrics (coverage and sur-
prise metrics) with black-box uncertainty in guiding test input selection. Results showed
that the former have a weak or no correlation with classification accuracy while the lat-
ter had a medium to strong correlation. Uncertainty-based metrics not only outperform
coverage-based metrics but also lead to faster improvements in retraining. In our work, as
mentioned above, we also consider maximizing the uncertainty score of the test inputs as
one of our two fitness objectives.

Diversity in DNN Testing. Many works have studied diversity-based test selection and
generation for traditional software [19,56,73]. The underlying assumption is that there
is a strong correlation between test case diversity and fault-revealing power [73]. Their
results confirmed this assumption and showed that diversity-based metrics are effective in
revealing faults. Inspired by these encouraging results, researchers devised diversity-based
approaches for DNN testing [2,63,167,170]. Zhao et al. [167] conducted an empirical study
of SOTA test input selection approaches for DNNs [33,101, 168] and concluded that they
have a negative impact on test diversity and suggest that more research is warranted on
designing more effective test selection approaches that guarantee test diversity.

In a recent study, Gao et al. [63] proposed the adaptive test selection method (ATS) for
DNN models that use the differences between model outputs as a behavior diversity metric.
Although ATS aims to cover more diverse faults, its test selection is guided only by model
outputs. DeepGD, however, considers both the uncertainty of model output probabilities
and input features’ diversity. Moreover, our results show that DeepGD outperforms ATS in
test input selection for different combinations of models and datasets and for different test
subset sizes. In our prior work [2], we studied three black-box input diversity metrics for
testing DNNs, including geometric diversity [67], normalized compression [40], and stan-
dard deviation. We investigated the capacity of these metrics to measure actual diversity
in input sets and analyzed their fault-revealing power. Our experiments on image datasets
showed that geometric diversity outperforms SOTA white-box coverage criteria in terms of
fault detection and computational time. However, in that work, we did not study how the
GD metric can be used in practice to guide the selection of test inputs for DNN models.

Input Selection for Deep Active Learning. Deep Active Learning (DAL) involves
the incremental selection of inputs to be labeled and used for (re)training DNN models.
Active learning typically starts with a model that has been trained using a small, randomly
selected set of inputs. Then, in each (re)training iteration, a subset of unlabeled inputs is
selected based on a query strategy, manually labeled, and then used to (re)train the model
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and improve its performance. In particular, the objective of each iteration is to select the
most informative inputs for labeling that enable reducing the labeling cost while improv-
ing the accuracy of the model. DAL methods can be categorized into three classes based
on the used input selection strategy: uncertainty-based, diversity-based, and combined
approaches that leverage both diversity and uncertainty to select inputs for (re)training
DNN models effectively [11,136,165]. Zhan et al. [165] conducted a comparative study
including 19 DAL approaches from the three categories. They concluded that the com-
bined DAL approaches such as Wasserstein Adversarial Active Learning (WAAL) [136] and
Batch Active learning by Diverse Gradient Embeddings (BADGE) [11], provide in general
better guidance for model retraining compared to uncertainty and diversity-based DAL
techniques. Both BADGE and WAAL propose a combined approach for input selection
based on uncertainty and diversity.

Although BADGE, WAAL, and DeepGD appear to share similarities in terms of se-
lection metrics, they diverge in how they measure uncertainty and diversity. For instance,
BADGE adopts a white-box approach, relying on the last-layer loss gradients of the model
during (re)training to compute uncertainty and construct input feature vectors. It then
employs K-means clustering on these feature vectors to select diverse inputs from each
cluster. Notably, BADGE primarily operates with DNN models trained using commonly
used gradient-based optimizers, unlike Deep GD which is agnostic to the model’s optimizer.

In addition, WAAL requires the initial labeling of 1% to 5% of the (re)training dataset
before performing additional and incremental input selection. These initially labeled input
sets serve as a basis for selecting diverse inputs from the unlabeled dataset, with a focus
on those displaying the largest Wasserstein distance w.r.t. the labeled input set [136].

Since active learning techniques require model training-specific data such as gradient
loss, uncertainty estimates, or prediction confidence scores during the training epochs [165],
they are only applicable during the (re)training phase of DNN models. In contrast, test
selection techniques are applicable in both the training and testing phases. It is also worth
noting that active learning techniques require human-in-the-loop labeling throughout the
entire (re)training process. This iterative selection of inputs during training iterations
makes such approaches impractical in many situations. On the other hand, test selection
techniques, including DeepGD, only require labeling once, within a given testing budget,
before testing and retraining the model.

Based on the above points, active learning techniques are therefore not adapted to
the objectives of automatically and optimally supporting test selection and using the se-
lected test inputs to support retraining, without requiring iterative human intervention for
labeling inputs through the retraining process.

3.7 Conclusion

In this chapter, we propose DeepGD, a multi-objective search-based test input selection
approach for DNN models. Our motivation is to provide a black-box test selection mech-
anism that reduces labeling costs by effectively selecting unlabeled test inputs with high
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fault-revealing power. We rely on both diversity and uncertainty scores to guide the search
toward test inputs that reveal diverse faults in DNNs. We conduct an extensive empirical
study on six different subjects and compare DeepGD with nine state-of-the-art test selec-
tion approaches. Our results show that DeepGD statistically and consistently outperforms
baseline approaches in terms of its ability to reveal faults in DNN models. Selecting diverse
inputs with high uncertainty scores with DeepGD not only helps detecting more faults in
the DNN model for a given test budget, but also significantly improves the accuracy of the
model through retraining with an augmented training set. Our results also indicate that
the second-best approach for testing or retraining is not consistent across all models and
datasets, further supporting the choice of DeepGD. We aim to extend our work by studying
the application of diversity and uncertainty metrics for other DNN testing purposes such
as test minimization and generation. Finally, we need to investigate alternative ways to
estimate faults in DNNs and study the relationship between the fault detection rate and
the model repair capability of test selection methods.

Appendix 2

Table 3.9: The average number of detected faults in each subject with test subset size
B =100

White-box Black-box
Data Model o N C0_75 . l\gi,)c e sggc | ISA DSA | RS MaxP G ATS | DeepGD

gy 2ConNet | 13 21 [ 13 13 12 |12 1 13| 3l B ] 1 55 51 53 59
ResNet20 | 10 10 | 11 17 16 | 11 17 16 | 42 37| 1 52 56 50 57

MNIST LeNet1 25 15 16 19 12 16 18 12 31 23 12 41 28 40 42
LeNetH 14 11 11 15 14 12 16 14 25 28 11 30 29 30.6 34

Fashion LeNet4 5 18 14 15 14 14 15 14 17 34 10 39 39 32 39
SVEN LeNets o 4 [ 1 12 1|1 12 1] 13 19 [ 11 3 T a7

Table 3.10: The average number of detected faults in each subject with test subset size
B =300

White-box Black-box
NC NBC SNAC . . . . s )
Data Model 0 0.75 0 05 1 0 05 1 LSA DSA RS MaxP Gini ATS DeepGD
Cifar-10 12 ConvNet 35 52 39 41 43 41 41 41 65 69 41.1 101 99 93.5 109.6
e ResNet20 26 30 30 30 33 30 30 33 87 80 33.6 99 102 92 104.4
MNIST LeNet1 34 34 45 38 37 49 40 37 55 55 34.3 73 60 72.6 74
- LeNet5 29 28 27 28 25 27 25 25 46 44 20.4 54 50 52.7 54.4
Fashion LeNet4 11 35 27 32 32 27 32 32 49 63 24 72 66 69 74.7
SVHN LeNet5 16 19 25 23 26 25 23 26 28 53 25 85 90 85.3 91.1

Table 3.11: The average number of detected faults in each subject with test subset size
B =500

White-box Black-box
Data Model . NCWS . 1\3135 1 Slg‘f( L | LSA DSA | BS  MaxP G ATS | DeepGD
Cifar-10 12 ConvNet 56 64 60 62 56 56 58 54 84 95 61.7 125 122 119.8 131.5
ResNet20 | 50 50 | 50 51 53 | 50 51 53 | 108 112 | 478 120 126 1115 129.5
UNIST TeNetl 0 22 [ 55 19 [ 58 52 @ | T 79 [ 466 90 79 801 92
! LeNet5 33 36 | 35 30 34|36 36 34| 5 55 | 323 62 61 603 63
Fashion ToNotd 18 39 [ 30 41 38 | 39 4 38 | 6 76 | 38 99 92 90 99
SVHN LeNetH 21 32 35 32 37 35 32 37 40 68 38.2 113 112 105.8 115.1




Chapter 4

Test generation for the differential
testing of DININ models

This chapter addresses TO3, which focuses on developing a differential testing method
capable of generating images that reveal important differences in models’ behavior. This
approach aims to support better-informed decisions regarding model selection, optimiza-
tion, and deployment in real-world environments. The content of this chapter is currently
under review at the IEEE Transactions on Software Engineering.

4.1 Overview

As discussed in chapter 1, comparing multiple DNN models is crucial, particularly in tasks
like model selection, compression, and regression testing. Relying solely on the original test
dataset is often insufficient to uncover subtle behavioral differences between models. Even
when models exhibit similar accuracy on standard test sets, they may behave differently
under real-world conditions. For example, models with similar accuracy and function-
ality might perform very differently in specific scenarios, such as varying environmental
conditions or operational constraints. This makes selecting the best-performing model or
optimally combining models particularly challenging, especially when testing datasets are
limited.

These challenges underscore the importance of differential testing, which focuses on
generating triggering inputs—test inputs specifically designed to expose behavioral dis-
crepancies between DNN models. Differential testing is essential in scenarios such as
model selection, where organizations must often choose between models trained for the
same task but with different architectures, training datasets, or optimization techniques.
It is also critical for model compression, ensuring that compressed models retain essential
functionality while improving efficiency. Similarly, in regression testing, differential testing
helps detect unintended performance regressions when models are updated.

Although these models may achieve similar accuracy on a given test dataset, their per-
formance can vary significantly under different operational conditions. Differential testing
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helps identify these variations by generating inputs that expose where one model might
outperform the others, providing deeper insights that go beyond simple accuracy metrics.
Similarly, in model compression, large DNN models are often compressed using techniques
such as quantization, pruning, or knowledge distillation to make them suitable for deploy-
ment in resource-constrained environments, such as mobile devices or embedded systems.
Differential testing is essential here to ensure that the compressed models retain the accu-
racy of the original uncompressed versions. By generating inputs that highlight behavioral
differences between the compressed and original models, differential testing allows devel-
opers to better understand the trade-offs involved in compression and to ensure that the
model’s critical performance characteristics are preserved. For regression analysis, when
DNN models are updated or re-trained, differential testing identifies and generates inputs
where the new version performs worse than the original or vice versa, ensuring that updates
do not compromise the accuracy of the model. Last, when using ensembles of models, a
voting mechanism is required and one needs to be able to learn when to trust which model’s
output.

However, the differential testing process presents several challenges. First, the input
subspace where highly accurate models mispredict is often extremely limited, within an ex-
tremely large input space. This makes it difficult to find the specific inputs that will trigger
behavioral differences, especially in models designed to perform well across a wide range
of scenarios. Efficient and effective techniques are thus required to reveal meaningful such
discrepancies. Second, many models are treated as black-boxes, where only the inputs and
outputs are visible without access to the internal workings of the model. This lack of ac-
cess complicates the generation of test inputs since the internal decision-making processes
remain hidden. Third, limited testing budgets constitute another constraint, particularly
in scenarios where collecting, labeling, and validating test input is time-consuming and
resource-intensive. In cases where models are deployed in environments that require ex-
pensive simulators or manual validation, testing costs can quickly escalate, further limiting
the resources available for comprehensive testing.

Finally, ensuring the validity of the generated inputs in differential testing poses a sig-
nificant challenge. Invalid inputs can lead to mispredictions and skew models’ performance
assessments. Human feedback is often required to verify the contextual relevance and va-
lidity of test inputs, adding complexity and making the process more resource-intensive.
This manual validation step is difficult to scale, further complicating efforts to evaluate
true performance discrepancies between models effectively.

Several test generation approaches for the differential testing of DNN models have been
proposed in the literature [24, 125,143,153, 154, 158, 162], but they often come with key
limitations. Many of these methods are white-box [24, 125, 153, 158], requiring access to
the internal structure and parameters of the DNN models under test. This restricts their
applicability to proprietary models, where such internal access is typically unavailable
due to privacy or intellectual property concerns. Some other approaches [24,158] assume
structural similarities between the models under test, limiting their applicability on DNN
models of different architecture. Black-box differential testing methods [143, 154, 162],
on the other hand, often rely on customized mutation operators applied to seed inputs to
generate triggering inputs. However, these methods are highly dependent on the availability
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and quality of the seed data, restricting the generation process to variations of existing
inputs.

In response to these challenges, we propose DiffGAN, a black-box test generation ap-
proach tailored for the differential testing of DNN models with similar accuracy levels on a
given test dataset. By leveraging Generative Adversarial Networks (GANs) and the Non-
dominated Sorting Genetic Algorithm IT (NSGA-II), Diff GAN generates diverse and valid
triggering inputs that effectively reveal behavioral disagreements between the models un-
der test. Since DiffGAN operates as a black-box method, it does not require access to the
internal structure of the models or assume structural similarities between them, making it
suitable for testing any pair of DNN models.

To evaluate DiffGAN, we constructed a benchmark consisting of eight pairs of models
(16 DNN models) trained on two widely used image classification datasets. We compared
its performance to DRfuzz, a SOTA differential testing baseline assuming the same testing
budget. Our experimental results demonstrate that Diff GAN significantly outperforms the
baseline, generating on average four times more triggering inputs. Moreover, these inputs
include a greater number of valid images and exhibit higher diversity, enabling a more
comprehensive assessment of the models’ behaviors.

We further demonstrate an application of the triggering inputs generated by DiffGAN
through the development of a machine learning-based selection mechanism. This system
uses a machine learning model to dynamically select between two classifiers, predicting
which one will perform better based on the input characteristics. Our results show that
training the selection model with inputs generated by DiffGAN leads to significantly more
accurate selections compared to those trained with inputs from the baseline approach.

The main contributions of chapter 4 are as follows:

1. We propose DiffGAN, a novel, black-box test generation approach that leverages
GANs and NSGA-II to find triggering inputs for differential testing of DNN models,
enabling an exhaustive analysis of behavioral disagreements between models with
similar accuracy levels.

2. We perform a comprehensive evaluation on a benchmark of eight image classification
model pairs, showing that DiffGAN significantly outperforms the state-of-the-art
baseline in generating more diverse and valid triggering inputs, given the same testing
budget.

3. We show that the triggering inputs generated by DiffGAN can be used to train a
machine learning-based mechanism to select the most accurate model based on input
characteristics, leading to improved results when compared to models trained on data
generated by the baseline. Model selection constitutes a very important application
of differential testing.

4. To support future research and reproducibility, we have made our source code and
benchmark publicly available!.

'https://github.com/zohreh-aaa/Diff_testing_GAN
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Chapter Structure: The rest of this chapter is structured as follows. In Section 4.2,
we define the research problem and outline the key assumptions underlying our approach.
Section 4.3 details the methodology and design of our proposed solution. In Section 4.4, we
present the empirical evaluation and corresponding results. Section 4.6 discusses potential
threats to the validity of our findings. Section 4.7 reviews related works. Finally, Section 4.8
concludes this chapter.

4.2 Problem Definition

In this chapter, we propose a test generation approach for the differential testing of DNN
models to reveal behavioral disagreements between DNN models that exhibit similar ac-
curacy levels.

4.2.1 Motivations

Differential analysis is crucial across a variety of practical applications such as model
selection (before and during inference time), model compression [143,148,154], model re-
gression [162], and detecting model reuse [99]. For example, consider the context of model
selection. In practice, organizations often face the challenge of choosing the most suitable
model during the training phase, prior to inference time. This decision process involves
choosing from multiple DNN models, each one possibly trained by different providers for
the same task, using different model architectures or training datasets, and demonstrating
similar accuracy on a testing dataset. In such scenario, the ability to generate inputs that
clearly indicate differences in model behavior is invaluable to guide model selection.

Differential testing is also crucial for model output selection at inference time, in the
context of ensemble learning or voting systems, where multiple DNN models are combined
to obtain a better prediction than with individual models. This type of testing involves
revealing triggering inputs that can not only help characterize the conditions under which
one model may outperform the others but also enhance our understanding of each model’s
operational boundaries. By understanding the conditions under which one model fares
better, one can determine at inference time which model’s output to trust.

Differential testing is also crucial in the context of model compression, a process where
large DNN models are transformed into more compact versions through techniques such
as quantization, pruning, and knowledge distillation [5]. This transformation is aimed at
deploying these models in resource-constrained environments while preserving as much of
their original accuracy as possible. In these scenarios, differential testing is invaluable as
it helps identify how the behavior of the compressed model deviates from the original. By
generating triggering inputs that expose these differences, developers can better understand
the trade-offs involved in the compression process. This is crucial for ensuring that the
compressed models still meet the required accuracy levels before they are deployed in
real-world applications.
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Differential testing also plays a pivotal role in identifying model regression [162], which
entails detecting discrepancies between iterations of a deep learning model (original versus
updated versions). For instance, an update aimed at enhancing the overall accuracy of
a DNN model might inadvertently introduce inaccuracies under specific input conditions.
To mitigate this, triggering test inputs are essential, to systematically assess changes in
accuracy across updates and thus ensure they do not lead to poorer accuracy in critical
conditions.

Additionally, differential testing is useful for detecting model reuse [99]. In industries
where proprietary models are crucial assets, it is important to verify that deployed models
are original. Differential testing can identify if a model presented as new is actually derived
from or modified from an existing model, thus protecting intellectual property and ensuring
the authenticity of models.

In conclusion, while differential testing has broad applications, our focus in this chap-
ter is specifically on model selection. Unlike other contexts such as model compression,
regression detection, or model reuse, the model selection scenario presents unique chal-
lenges. Here, the goal is not to evaluate how a single model evolves or changes, but rather
to compare multiple models developed independently for the same task. These models
may exhibit similar accuracy levels but differ in training data, structure, and optimiza-
tion methods. Focusing on model selection allows us to explore how differential testing
can expose behavioral differences between DNN models. This focus is critical because, in
practice, selecting the most appropriate model, whether after training or at inference time,
can directly impact the systems using these models.

4.2.2 Challenges

Generating triggering inputs to reveal behavioral disagreements between DNN models
under test introduces three main challenges. First, uncovering discrepancies in highly-
accurate models is inherently difficult due to the very small input subspace leading to
mispredictions. Because they are designed to perform well under a wide range of con-
ditions, we require effective and efficient techniques to identify behavioral disagreements.
Second, in many real-world scenarios, we do not have access to the internal information of
DNN models. Indeed, such models are often proprietary and deployed on servers, accessi-
ble only through cloud APIs. This limitation constrains us to using black-box techniques
to generate triggering inputs as we only have access to the inputs and outputs of the DNN
models. Finally, the testing budget is often limited, particularly when models (1) require
extensive manual labor to label and validate triggering inputs, or (2) operate on expensive
simulators or physical devices. These simulators usually provide a controlled environment
that replicates true operational scenarios, allowing for rigorous testing without the costs
and risks associated with testing models deployed on expensive physical devices. Within a
realistic testing budget, we must effectively generate triggering inputs that reveal diverse
behavioral disagreements between the models under test.
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4.2.3 Assumptions

In this study, we propose a differential testing approach for DNN models considering the
following assumptions:

Black-Box Models: We assume that our DNN models are black-box. The internal
DNN workings, such as intermediate computations and gradients, are inaccessible. This
assumption is crucial, especially in scenarios involving models received from third-party
providers or models trained via federated learning, where internal model details are natu-
rally obscured to protect privacy and intellectual property. Moreover, frameworks such as
TensorFlow Lite and ONNX Inference, commonly used for model quantization, usually offer
only end-to-end inference APIs. These frameworks do not provide access to intermediate
model data, emphasizing efficiency in inference [13].

Pairwise Differential Testing: Our test generation approach primarily focuses on
the pairwise comparison of DNN models. This assumption means that our analysis of
behavioral differences is based on comparisons between two DNN models at a time, allowing
for the generation of triggering inputs for a pair of DNN models.

No Access to the Training Data: We assume that we do not have access to the
original training datasets of the models under test. This is a common scenario in many
real-world situations where models are proprietary or when model testing is provided as
a service for example. Consequently, our ability to generate inputs and interpret model
behavior is based solely on observations from models’ outputs and the currently available
testing data, rather than insights from the training process. Similar Accuracy Lev-
els: We assume that each pair of models under test yields similar and high accuracy on
the currently available testing dataset. Such generation warrants the effective generation
of triggering inputs to reveal behavioral disagreement between the DNN models, to bet-
ter assess their respective capabilities and thus enable their use in the various practical
applications mentioned above.

Limited Testing Budget: We assume that our test generation approach is con-
strained by a limited testing budget, a valid assumption in many real-world situations
when (1) DNNs are deployed on physical devices or costly simulators in the loop, or (2)
when the cost of the manual labeling or the validation of triggering inputs is high. In
this study, we determine the testing budget based on the feasible execution time for test
generation. We thus restrict the number of inputs to generate and analyze. Furthermore,
a fixed and identical testing budget allows for a fair evaluation of alternative differential
test generation approaches.

4.2.4 Differences from Adversarial Inputs

Adversarial samples are inputs subtly modified to mislead a specific single model by in-
corporating nearly imperceptible changes that may lead to incorrect predictions. Con-
versely, triggering inputs are designed to expose discrepancies between two versions of a
model—for example the original and its compressed counterpart—by demonstrating that
they produce divergent outcomes when fed with the same input. This distinction is crucial
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for understanding how models behave after modification or for comparing the behavior
of two distinct models designed for the same task. Tian et al. [143] demonstrated that,
on the MNIST dataset, only 18 out of 10,000 adversarial samples generated using vari-
ous adversarial attacks served as triggering inputs for differential testing. Similarly, prior
studies [37,87] indicate that adversarial inputs can be limited in their ability to expose
differences between compressed models. Given that adversarial inputs target single model
weaknesses and are not suitable for revealing differences in models’ behavior, they are
excluded from our differential testing analysis.

4.3 Approach: Reformulation as an NSGA-II Search
Problem

A central problem in differential testing, particularly when evaluating DNN models that
exhibit similar accuracy levels, is to generate triggering inputs that reveal behavioral dis-
agreements between models. The generation and analysis of such inputs are crucial, as they
not only reveal the specific conditions under which one model may outperform another but
also enhance our understanding of the models’ operational boundaries. This insight is
important for extracting the precise operational contexts in which each model is likely
to fare best, thereby informing more targeted and effective application of these models
in real-world scenarios. Traditional approaches, such as transformation filters and adver-
sarial techniques, often fall short in producing inputs that introduce novel characteristics
or maintain realism, thus limiting their effectiveness in the comprehensive DNN assess-
ment [23, 134] and differential testing of DNNs. To address this challenge, we introduce
Diff GAN, a differential testing approach for DNN models that leverages the capabilities of
GANs and NSGA-II to drive the generation of diverse triggering inputs. The use of a GAN
model for this purpose results from its proven efficacy in generating realistic and new test
inputs across different DNN testing scenarios [61,70,81,166]. When adequately trained,
GANSs can produce novel inputs that are distinct from the training data and belong to the
same input domain—inputs that can be classified within the existing training labels.

In a typical GAN architecture, two deep neural networks operate in tandem: a genera-
tor, with the goal of creating new images from a random latent vector exploring the GAN’s
latent space, and a discriminator, whose purpose is to determine whether a given image
is produced by the generator or a direct sample from the training dataset. The ultimate
goal is for the generator to produce new inputs to ensure realism and compliance with the
training distribution.

Note that the latent space in the context of GANs refers to a high-dimensional space
that encodes a compressed representation of the data on which the GAN is trained [126,
132)].

Since the models under test often exhibit similar high accuracy levels, GANs alone
might not be effective in generating diverse triggering inputs that reveal behavioural dis-
agreements between highly accurate models. To overcome these limitations, we leverage
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NSGA-II to effectively explore the large GAN’s latent space, thereby enhancing the gen-
eration of diverse triggering inputs. More specifically, our genetic search aims at finding
latent vectors that maximize the generation of inputs produced by the GAN that are both
diverse and reveal behavioral disagreements between pairs of DNN models under test.

We also rely on NSGA-II since it is specifically adapted to our multi-objective search
problem. It is widely used in the literature and has shown good performance in solving
many search-based problems in DNN testing [4,73,149]. Many existing works in the liter-
ature have shown the effectiveness of NSGA-II in navigating the complex latent space of
GANs and solving multi-objective optimization problems [133]. Unlike algorithms such as
MOSA, the Many Objective Sorting Algorithm [123], which approaches each fitness func-
tion in isolation, NSGA-II tries to find solutions that offer diverse trade-offs among multiple
objectives. More specifically, our search is driven by two objectives: (1) maximizing the dif-
ference between the output probability vectors of the inputs to generate triggering inputs,
and (2) maximizing the diversity of generated inputs by the GAN model.

We illustrate in Figure 4.1 our test generation approach. We describe in the following
the different steps of our approach along with the different components of our search
algorithm.

4.3.1 GAN Training Dataset

To effectively train our GAN model, we use the testing dataset available for the models
under test. Indeed, access to the original training datasets of these models is often restricted
in many real-world scenarios, particularly with proprietary models, hence our reliance on
testing datasets.

To enrich the diversity of the GAN’s training data, we enhance the testing dataset of
the models under test with five realistic image transformations, encompassing operations
such as rotation, shifting, shearing, and adjustments to the images’ brightness and blurri-
ness. These transformations are applied to every image in the dataset, following the same
procedures and parameters established by Shorten et al. [135], which serve to ensure (1)
the validity of the generated inputs and (2) labels preservation by these transformations.
Consequently, the augmented dataset feeding into the GAN’s training process is expanded
to five times its initial size, due to the application of five distinct image transformations on
each original test input. Finally, we merge the original testing dataset with the augmented
data to build the final GAN training dataset.

4.3.2 GAN Model Training

We use a GAN model [126] in our approach which encompasses a generator to produce
new images and a discriminator whose role is to distinguish between the generated images
and real images from the GAN’s training dataset.

There are unique challenges in evaluating generators in GANs, which differ fundamen-
tally from standard DNNs. In the realm of traditional DNNs, models’ predictions across
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Figure 4.1: Overview of DiffGAN

various tasks are compared against a ground truth, which consists of the actual outcomes
or labels. However, generative models, such as the generator component of a GAN, follow
a different paradigm. Their output is not a label but a new, synthetic image that did not
previously exist in the dataset. As a result, traditional metrics based on accuracy against
a ground truth are not applicable.

To evaluate the generator’s performance effectively, we employed two SOTA metrics
designed for evaluating GAN’s performance: the Fréchet Inception Distance (FID) and
the Kernel Inception Distance (KID) [156].

The FID metric quantifies the difference between the distribution of GAN-generated
images and the distribution of actual images in the training dataset. Note that in the
literature [77], FID scores typically range from zero to a few hundred, with lower scores
indicating higher quality in image generation, suggesting better GAN performance.
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The KID measures the similarity between the distributions of real and generated images
by computing the maximum mean discrepancy between their feature representations [156].
Unlike FID, KID is calculated using a kernel function, making it more robust to variations
in sample size. KID scores often range from zero to one. Scores nearing zero for KID
similarly reflect superior quality in the images generated by the model.

These metrics were chosen for their strengths in assessing the quality and diversity of the
images generated by GANs. FID is sensitive to differences in image distributions, making it
effective for evaluating the overall alignment between generated and real data distributions.
On the other hand, KID is robust against varying sample sizes, providing accurate results
even when only a few images are available [156]. Together, FID ensures that the generated
images closely match the real distribution, while KID maintains robustness across different
dataset sizes, making the two metrics complementary in their ability to provide a thorough
evaluation of GAN-generated images [156].

We train the GAN model using our training dataset and perform hyperparameter tun-
ing using the Optuna framework 2, which is known for its efficiency in automating the
optimization process for machine learning models [6]. Optuna was selected for its user-
friendly interface, capability to efficiently search ML models hyperparameter spaces, and
support for a variety of search strategies. We also employ Optuna’s pruner feature for
stopping the evaluation of unpromising trials, which allows for expediting the optimization
process. Our tuning process targets hyperparameters, learning rates, epochs, and batch
sizes, and aims to minimize the FID and KID scores.

During each iteration of the Optuna optimization process, a GAN model is trained, and
10,000 images are generated by feeding 10,000 randomly sampled latent vectors into the
trained GAN. These generated images are compared with a randomly selected subset of
10,000 real images from the GAN’s training dataset. To ensure the reliability of our results
and reduce the impact of randomness, this process is repeated ten times per iteration.
The average FID and KID scores across these ten runs are computed for the currently
trained GAN model, and Optuna uses these scores to guide the search for the next set
of hyperparameters, aiming to minimize FID and KID. Finally, the GAN model with the
lowest average scores is selected as the optimal model.

4.3.3 Generation of Triggering Inputs

After training the GAN, we employ the NSGA-II search algorithm to effectively explore
the GAN’s latent space, guiding the search towards the generation of diverse triggering
input images. In this approach, a genetic algorithm manipulates and evolves a population
of latent vectors through successive crossover and mutation operations. This evolutionary
procedure iteratively refines these latent vectors towards the objectives. The selection
process is guided by specific fitness functions, which, in our context, prioritize the selection
of latent vectors that maximize the generation of diverse triggering input images. In other
words, through successive iterations, we expect to increasingly produce test inputs that

2https://optuna.readthedocs.io/en/stable/
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reveal a high number of diverse behavioral disagreements between the DNN models under
test. To properly translate the generation process into a search problem using NSGA-II,
we need to define the following elements.

4.3.3.1 Individuals and Initial Population

In genetic search, the initial population contains individuals consisting of a set of elements
called genes. These genes are connected and form an individual also referred to as a
solution. In our context, the initial population contains 100 latent vectors, each of size
100, as recommended in the literature [59]. We use random selection to build our initial
population of individuals, thereby ensuring a diverse starting point for our genetic search.

4.3.3.2 Fitness Functions

The main objective of our approach is to generate test inputs that reveal diverse behavioral
disagreements between the DNN models under test. To achieve this, our search process is
guided by two fitness functions. The first function aims to maximize the difference between
the output probability vectors of the DNN models under test when fed with the generated
input images. By maximizing the difference between the output probability vectors, we are
more likely to trigger more pronounced behavioral disagreements between the DNN models
under test. The second function aims to maximize the diversity of the generated inputs
since generating redundant inputs is a waste of computational resources, particularly when
faced with constraints such as limited testing budgets and high labeling costs for testing
data.

This strategy ensures that each input contributes to assessing the models’ accuracy and
identifying conditions where one model outperforms another. By combining both fitness
functions, we aim to generate diverse test input images that maximize the chances of
revealing distinct behavioral disagreements between the DNN models under test.

4.3.3.2.1 Divergence-based Fitness Function

This fitness function estimates the divergence between the output probability vectors of
the models under test when fed with the same input image generated by the trained GAN.
More specifically, the fitness function takes as input a GAN latent vector Z responsible for
generating the candidate test input image. We feed the models under test with such image
and compute the Euclidean distance between the resulting output probability vectors Y,,1
and Y,,2. The goal of maximizing this distance is to increase the probability of selecting
latent vectors that lead to the generation of input images revealing significant behavioral
disagreements between the models under test.

The Euclidean distance serves as a straightforward measure of the magnitude of dis-
crepancy between the model predictions, capturing how far apart the models’ outputs are
in the probability space. The choice of Euclidean distance over other metrics, such as KL
divergence [76], is motivated by its efficiency in terms of computation cost.
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However, the use of Euclidean distance or any other distance metrics alone has a limi-
tation: they do not account for the differences in the predicted labels by the models. This
means that while a high Euclidean distance indicates a discrepancy in the output probabili-
ties, it does not necessarily reflect a disagreement in the models’ final predicted labels. This
is particularly critical when the primary objective lies in searching for triggering inputs
that lead to different label predictions by the models under test.

We add the following example to illustrate the above limitation. Let us consider that
for a generated image (image 1), the Euclidean distance calculated between the output
probability vectors P1 = [0.05,0.05,0.05,0.85] from the first model under test (Model 1)
and Q1 = [0.15,0.15,0.15,0.55] from the second model under test (Model 2) is 0.3. Further,
both models predict the same class for image 1. Then, let us consider another image
(image 2), where the calculated Euclidean distance between the output probability vectors
P2 =[0.1,0.2,0.3,0.4] from Model 1 and Q2 = [0.15,0.25,0.35,0.05] from Model 2 is also 0.3,
despite these models predicting different classes. We obtain the same Euclidean distances
for both images though clearly image 2 is more interesting given our objectives.

Using a standard Euclidean distance in the context of differential testing is therefore not
optimal and indicates the need to refine the fitness function, to ensure it not only considers
the magnitude of input differences but also the impact of changes in the predicted labels,
indicating different models predictions.

To address this limitation, we modified the fitness function to reflect differences in
model predictions. More specifically, given a GAN latent vector, if the models output
different labels for a GAN-generated image, the fitness function increments the Euclidean
distance by one to assign a higher score for triggering input images. Otherwise, it re-
turns the Euclidean distance between the two output probability vectors as illustrated in
Equation 4.1:

V2 (Y (@)m1 — Y (D)m2)?2 + 1 if the models output
D(z) = different labels (4.1)
VXL Y (D1 =Y (Dm2)? otherwise

Where z represents a GAN latent vector, D(z) denotes the divergence of z, and Y,;;
and Y2 are the output probability vectors of the models under test.

To illustrate the practical impact of our modified fitness function, reusing the examples
above, Image 1, a triggering input, receives a fitness score of 1.3, whereas Image 2, a non-
triggering input, is assigned a score of 0.3. This adjusted fitness function more accurately
characterizes inputs that are likely to reveal significant behavioral differences between
models, prioritizing inputs that not only produce different probability vectors but also
result in distinct classifications by the models.

4.3.3.2.2 Diversity-based Fitness Function

Given a latent vector, this fitness function computes the contribution of the corresponding
GAN-generated image to the diversity of the collected triggering inputs during the search
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process. To do so, the diversity-based fitness function computes the minimum cosine
distance score between the pixel values of this generated image and those of the set of
collected triggering inputs during the search.

To reduce the computational complexity of comparing each generated image against
all collected triggering inputs at each iteration of the search process, we approximate
such distance by applying a clustering algorithm to group similar inputs. Then, we only
return the minimum cosine distance between the generated image and the representative
triggering inputs for all clusters. Preliminary experiments confirmed that, despite the cost
of clustering, significant time could be saved in computing similarity scores of new images,
thus leading to generating more triggering inputs. More specifically, at each iteration
of the search process, we apply the HDBSCAN [108] clustering algorithm on the set of
the collected triggering input images to group similar inputs in one cluster. We select
HDBSCAN for its ability to identify clusters of varying densities without requiring the prior
specification of the number of clusters. This adaptability makes HDBSCAN particularly
suited in our context.

More specifically, at each iteration of the search process, we apply the HDBSCAN [108]
clustering algorithm on the set of the collected triggering input images to group similar
inputs in one cluster. We select HDBSCAN for its ability to identify clusters of varying den-
sities without requiring the prior specification of the number of clusters. This adaptability
makes HDBSCAN particularly suited in our context.

Prior to clustering, we implement UMAP for dimensionality reduction, which assists in
forming more distinct clusters [4,9] at a lower cost. Subsequently, within each cluster, we
identify the representative input—specifically, the input that has the maximum probability
of association with its corresponding cluster’. The fitness function then calculates the
diversity of the GAN-generated image by measuring the cosine distances between this
image and the representatives of all clusters. Finally, the diversity-based fitness function
returns the minimum of these cosine distances to quantify the diversity contribution of the
image as illustrated in Equation 4.2:

m
Diversity(z) = miln CosineDistance(image,,image;) (4.2)
=

where z is the latent vector, image, is the generated image by GAN given z, image; is the
representative image of the i* cluster formed by HDBSCAN, and m is the total number
of clusters.

4.3.3.2.3 Multi-Objective Search

We need to maximize in our search the two aforementioned fitness functions to drive the
generation of diverse triggering inputs. This is therefore a multi-objective search problem
that can be formalized as follows:

SHDBSCAN Documentation—retrieved October 5, 2024, from https://hdbscan.readthedocs.io/
en/latest/soft_clustering_explanation.html
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max Fitness(z) = (Divergence(z), Diversity(z)) (4.3)
zC

where P is the population of latent vectors, z is a latent vector, function Fitness : z— R?
consists of two real-value objective functions (Divergence(z), Diversity(z)), and R? is the
objective space of our optimization problem.

4.3.4 Genetic Operators

We describe below the two genetic operators in our input generation approach.

4.3.4.1 Crossover

The crossover operator takes as input two parents (i.e., two latent vectors) and generates
new offspring by combining the selected parents. Similar to existing works that employ
NSGA-IT on GAN latent vectors [133,163], we use the simulated binary crossover (SBX)
in our approach as it is suitable for real-coded individuals (i.e., continuous optimization
problem) [45,133,163]. Unlike traditional binary crossover operators, which are designed
for discrete or binary representations, SBX operates directly on the real values of the
latent vectors. Let Vi and Vs be the two selected parents for crossover. We provide next
an example of the resulting offspring after applying crossover:

Of fspringi1(i) = 0.5[(1 + B)V1(i) + (1 = B)V2(i)] (4.4)

Of fsprings(i) = 0.5[(1 = B)V1(i) + (1L + B)V2(i)]

where f is a random variable controlling the extent of the crossover and i denotes the index
of the latent vectors’ components.

4.3.4.2 Mutation

Our genetic search also employs a mutation operator to further explore the search space.

Following existing works that use genetic algorithms in GAN latent space [133,163], we
also adopt polynomial mutation [44] to address the continuous nature of the latent space.

Polynomial mutation applies polynomial-distributed noise to the genes forming the
selected individuals in our search. By applying such noise to the genes, it allows for the
exploration of nearby solutions while still maintaining proximity to the original solution.
This is also essential for efficiently navigating the complex and high-dimensional search
space of GAN latent vectors. Polynomial mutation helps generate diverse solutions by
introducing variability in the population of the search. This diversity is crucial for escaping
local optima and finding globally optimal or near-optimal solutions.
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Algorithm 3: High-level NSGA-II algorithm

Input : Initial population of individuals ( ind € P ), maximum running time (7,4 ),
trained GAN, two DNNs under test
Output: triggering inputs «

1 a«0

2 Tsart < current time ;

3 while current time - Tgrart < Tnax do

4 Ppew <0

5 Pcross —0

6 Pcross < Cross(P,CrossRate)

7 Prew <— Mutate(Pcyoss, MutationRate)

8 foreach ind € P do

9 image,., < GAN(ind);
10 [OP1, OP2] « Modell (image,,,), Model2(image,.,,)
11 if generated image is triggering then
12 L a —a VU {ind}

13 P «—Select(P, Py, Fitness)
14 gen=gen+1;

15 return «o

4.3.5 Search Algorithm

The main objective of our search algorithm is to maximize the generation of diverse trig-
gering inputs to effectively identify the discrepancies between the DNN models under test.
A high-level overview of our NSGA-II search process is outlined in Algorithm 3. Assuming
P represents the initial population, consisting of a set of |P| random latent vectors, the
algorithm initiates an iterative procedure, executing the following steps in each generation
until the maximum execution time (7T') is reached (lines 3-14). The search process includes
the following steps. First, we create a new empty population P, (line 4). Second, based
on predefined crossover and mutation rates, we create offspring using crossover (Cross) and
mutation (Mutate) operators, incorporating newly created individuals to P, (lines 5-7).
Then, for each individual, we generate the corresponding image with the trained GAN and
store the triggering images in an archive (lines 8-12). Next, we calculate the fitness scores
of the new population by computing the diversity- and divergence-based fitness scores of
each individual in the population. We employ tournament [112] selection (Select) to choose
individuals for survival (line 13). Lastly, we update the population by incorporating the
fittest individuals, proceeding to the next generation (line 14). The search terminates when
the maximum execution time (T) is reached and returns the archive of generated triggering
inputs (line 15).

We set the NSGA-II parameters in our search algorithm as follows. The crossover rate
CrossRate is equal to 90% and the mutation rate MutationRate is equal to 10%, given
recommended values in the literature [78,111,139]. Finally, we used Google Colab and the
Pymoo library [20] to implement our genetic search.
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4.3.6 Filtering Invalid Inputs

Despite performing well on standard metrics such as FID and KID, DiffGAN, like any
input generation process, might still produce some invalid inputs. To address this issue,
we developed a two-stage filtration process for invalid triggering inputs, applied after the
final generation step. This process incorporates two state-of-the-art filtration techniques
to ensure the quality and validity of the generated images. Due to the computational
cost associated with the filtration process, it is applied only after the final generation
step rather than throughout the generation iterations with NSGA-II, optimizing both the
testing budget and output quality.

4.3.6.1 Discriminator-Based Filtering

The first stage of our filtration process leverages the trained discriminator from our GAN
model. We continuously evaluate our GAN’s performance during training to ensure it
reaches a high level of performance (in terms of GAN’s evaluation metrics). After training,
we use the discriminator to filter out unrealistic or invalid images. We should recall that,
when properly trained, the discriminator can be highly effective at distinguishing and
removing invalid images that do not align with the desired output distribution. Since the
discriminator is trained to differentiate between real and generated images, it serves as
a straightforward filter, ensuring that only images deemed valid are retained for further
analysis.

This approach aligns with findings from the literature [82,160,162], which demonstrate
the utility of using discriminators not only during the training process but also for post-
generation validation. By leveraging the capabilities of our trained discriminator, we ensure
a context-specific and reliable validation process that is tailored to the dataset on which
the GAN was originally trained.

4.3.6.2 SSIM-Based Invalidity Detection

As a complementary validation method, we incorporated Structural Similarity Index (SSIM)-
based detection. SSIM is a metric that evaluates the similarity between two images by
comparing their luminosity, contrast, and structure. In our method, each generated image
is compared with its most similar real counterpart from the original training set. If the
SSIM score is low, it indicates that the generated image is likely to be invalid due to its
significant divergence from real data. A low similarity score indicates significant visual
differences from its most similar real image, making it likely to be unrealistic or invalid.

To determine the SSIM threshold for filtering invalid inputs, we generated 1,000 test
inputs using the trained GAN. For each generated input, we calculated its SSIM score by
comparing it to the most similar image from the original training dataset. After manually
labeling each input as either valid or invalid, we analyzed the distribution of SSIM scores
for both categories. This procedure was applied to both datasets used in our experiments.
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We consistently observed that invalid inputs exhibited SSIM scores below 40%. Based on
these findings, we selected 40% as the threshold for filtering out invalid inputs.

By integrating discriminator-based filtering with SSIM-based invalidity detection, we
developed a two-stage filtration system for enhancing the quality and validity of GAN-
generated images. The discriminator provides the first layer of defense against invalid
images, while SSIM-based filtration, further refines this process by evaluating the structural
similarity between each generated image and its closest counterpart in the original training
data. This dual filtration approach significantly reduces the risk of maintaining invalid
triggering inputs, leading to more useful DiffGAN outputs.

4.4 Empirical Evaluation: Questions and Design

4.4.1 Research Questions

Our empirical evaluation is designed to answer the following research questions, covering
the effectiveness of DiffGAN in terms of finding triggering inputs, their diversity and
validity, and our ability to guide the training of a model selection mechanism that better
learns the conditions under which a model fares best.

RQ1. Do we generate more triggering inputs than DRfuzz with the same
testing budget?

We aim to study in this research question the effectiveness of DiffGAN in producing
more triggering inputs compared to a baseline, namely DRfuzz, within the same testing
budget. Our choice of DRfuzz is carefully justified below, along with a description of the
technique. The testing budget in our context is defined by a predetermined and fixed
execution time. Generating large numbers of triggering inputs that reveal behavioral dis-
agreement between DNN models is essential to accurately learn when each of the models
can be expected to fare better. Relying on too few triggering images would not enable
DiffGAN to identify the subtle differences between models, especially those with similar,
high accuracy. Therefore, our research question aims to evaluate and contrast the efficiency
of Diff GAN against DRfuzz in terms of their ability to generate more triggering inputs
within time constraints.

RQ2. How do DiffGAN and DRfuzz compare in terms of generating valid
triggering inputs within the same testing budget?

Generating large numbers of triggering inputs is not sufficient. To the largest extent
possible, they also need to be valid. We, therefore, aim to compare the validity of the
triggering inputs produced by DiffGAN and those generated by DRfuzz. The concept of
input validity is crucial for DNN testing in general and differential testing in particular since
it ensures that the generated inputs are both relevant and meaningful. More specifically,
they should be valid and belong to the targeted input domain. A valid input for a DNN
model is defined as one that human experts within the domain can recognize and categorize
accurately, using labels from the domain [128]. For example, in the context of handwritten
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digit recognition, an image is considered valid if it can be recognized as a digit by a
human expert, despite potential imperfections. We, therefore, aim to compare in this
research question the proportions of valid inputs that DiffGAN and DRfuzz generates.
This comparison is crucial because generating a large number of triggering inputs is only
beneficial if these inputs are to a large extent valid, as defined above.

RQ3. Does DiffGAN find more diverse triggering inputs than DRfuzz?

This research question centers on the diversity of the triggering inputs generated by
DiffGAN, compared to those produced by DRfuzz. Diversity in this context refers to
the range of scenarios and conditions under which the inputs cause the DNN models to
exhibit behavioral differences. Further, a diverse set of triggering inputs is indicative of the
approach’s ability to explore and expose a broad spectrum of potential weaknesses across
the models under test. Hence, we aim to assess not only the quantity and validity of the
triggering inputs but also the breadth of scenarios these inputs represent. RQ4. Can
training of an ML-based model selection mechanism be guided more effectively
using the triggering inputs generated by DiffGAN compared to those produced
by DRfuzz?

We aim in this research question to determine whether the triggering inputs generated
by DiffGAN can more effectively guide the training of a model selection mechanism, al-
lowing it to learn the conditions under which one DNN model outperforms another. In
many real-world scenarios, it is common to encounter multiple DNNs that perform simi-
larly in terms of overall accuracy, but exhibit significant variations in their performance
under specific input conditions. This presents a challenge for developing a model selec-
tion mechanism that can dynamically choose the most suitable model based on the input
characteristics without having to run all models in real-time. An effective solution to this
problem is to use an ML-based selection mechanism, which can predict which of the avail-
able models will perform better for a given input. However, training such an ML-based
model selection mechanism requires diverse and informative training data that captures
and reveals a wide range of behavioural differences between the models. This is where
the generation of triggering inputs becomes critical for the selection mechanism to more
effectively learn under which condition one model is preferable over the other. Indeed, the
effectiveness of the selection mechanism heavily depends on the quality of the triggering
inputs used for training. Therefore, we aim to explore in this RQ whether DiffGAN, can
better guide the training process compared to DRfuzz. It is important to clarify that we
do not intend to propose a novel ensemble method or voting mechanism in this thesis.
Instead, this research question focuses on investigating an important application scenario,
that is studying whether DiffGAN helps learn which model fares better under various
input conditions and thus train a model selection mechanism.

4.4.2 Baseline Approach
Since our main focus is to generate triggering inputs that reveal behavioral disagreements

between pairs of DNN models, we selected the baseline approaches against which to com-
pare our approach according to the following criteria.

100



First, the baselines should involve the generation of test inputs for more than one DNN
model to reveal differences in DNNs behaviors. This criterion ensures that the baselines
under comparison are aligned with our core objective of identifying divergences in DNNs’
behavior.

Second, the baseline approaches should be generally applicable and should not make
any assumption on the structural similarity between the DNN models under test (e.g., the
approach should not only be applicable to retrained models or quantized ones).

Third, the baselines should be peer reviewed, and open-source implementations of the
proposed solutions should be provided. This requirement enables rigorous replicability, thus
allowing for a fair comparison of Diff GAN’s effectiveness against established benchmarks.

Finally, we exclude baselines that limit the generation of triggering inputs based on the
number of initial test inputs available. Specifically, some approaches cap the maximum
number of triggering images to match the size of a seed set—a small subset selected from
the initial test dataset. This constraint can introduce bias into comparative evaluations.
When methods are assessed within a fixed testing budget, often measured in terms of
execution time, such limitations can lead to unfair performance comparisons. If one method
is restricted by the number of initial inputs while others are not, it does not provide a
level playing field for evaluation. Furthermore, in practical scenarios, the availability of
initial test inputs might be limited. This scarcity makes it challenging to gauge a baseline
method’s ability to generate additional triggering inputs beyond the initial set. From
a practical standpoint, it is also difficult to accurately predict the maximum number of
triggering inputs required to uncover all possible behavioral disagreements between the
DNNSs under test. Without knowing this number in advance, setting a cap based on initial
seed inputs could hinder the thoroughness of the testing process.

Based on the first criterion we identified DiffChaser [154], BET [148] Diverget [158],
DRfuzz [162], and DFlare [143], as candidates. However, BET and Diverget were excluded
due to their lack of open-source implementations. Additionally, DFlare was not selected
because its approach to generating triggering inputs is constrained by the number of initial
inputs in the testing dataset. The method applies multiple mutation rules to each initial
test input to find a triggering input. Once a triggering input is found for a particular initial
input, the method stops mutating that input and proceeds to the next one. This process
limits the maximum number of possible triggering inputs to the number of initial inputs
in the testing dataset, as it generates at most one triggering input per initial input.

We also decided not to include DiffChaser in our experiments, as DRfuzz demonstrated
superior performance in generating a greater number of trigger inputs [162]. Consequently,
we only selected DRfuzz as a baseline to evaluate the effectiveness of our proposed ap-
proach.

DRfuzz is an approach designed for generating test inputs that uncover diverse regres-
sion faults in updated versions of DNN models. In the context of DNNs, a regression
fault occurs when an input, correctly predicted by a previous model version, leads to in-
correct predictions in the updated version. DRfuzz initiates this process with seed inputs,
upon which it applies various mutation rules to produce new inputs that trigger regression
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Table 4.1: MNIST Models’ Scenario

Pair Model Architecture Training Data Optimizer Parameters Accuracy
Pair 1 |_Model | 4 Conv, 20 layers MNIST Org (60,000 images) Adam (Ir=0.001) JParam: 330,730, Batch: 128, Epoch: 10 99.26%
ar Model 2 7 Conv, 19 layers MNIST Org (60,000 images) Adam (Ir=0.001) #Param:: 327,242, Batch: 128, Epoch: 10 99.50%

. o N 40000 Org + (10% shifts, 15% zooms/rotations) . 0
7 9 avers Spr =(). aram: 696,402, Batch: 128, : B
Pair 2 Model 3 7 Conv, 33 layers on 20,000 MNIST RMSprop (Ir=0.001) #Param: 696,402, Batch: 128, Epoch: 10 99.09%
N Caan 40000 Org+ (5% shifts, 10% zooms/rotations) . - 0 o .
Model 4 7 Conv, 33 layers n 20,000 MINIST RMSprop (Ir=0.001) #Param: 696,402, Batch: 128, Epoch: 10 99.55%
Pair 3 Model 5 LeNet-5 MNIST Org (60,000 images) SGD (Ir=0.01) #Param: 44,426, Batch: 32, Epoch: 10 97.04%
Model 6 LeNet-5 MNIST Org (60,000 images) Adam (Ir=0.001) #Param: 44,426, Batch: 32, Epoch: 10 98.93%
Pair 4 Model 7 AlexNet MNIST Org (60,000 images) Adam (Ir=0.00001) #Param: 24,733,898, Batch: 128, Epoch: 9 98.85%
Model 8 AlexNet MNIST Org (60,000 images) Adam (Ir=0.0001) #Param: 24,733,898, Batch: 256, Epoch: 14 99.33%
. ? 1
Table 4.2: CIFAR-10 Models’” Scenario

Pair Model Architecture Training Data Optimizer Parameters Accuracy
Pair 1 Model 1 ResNet18 Cifar10 Org (60,000 images) SGD (Ir = le-1) #Param: 11183562, Batch=128, Epoch=200 83.38%
Model 2 ResNet20 Cifar10 Org (60,000 images) SGD (Ir = 1e-1) #Param: 274442, Batch=128, Epoch=200 85.71%

. 40000 Org + (15% shifts, 5%zooms, 10%roations) o N - - -
Ik o ’ SGD (Ir = le- aram: 5984858, Batch=128 , Epoch=1: 3.

Pair 2 Model 3 Inception on 20,000 CIFAR-10 SGD (Ir = 1le-1) #Param: 5984858, Batch=128 , Epoch=120 93.02%
i 40000 Org + (10% shifts, 10%zooms, 15%rotations) o T —— .
Model 4 Inception on 20,000 CIFAR-10 SGD (Ir = le-1) #Param: 5984858, Batch=128, Epoch=120 93.27%
Pair 3 Model 5 Inception Cifar10 Org (60,000 images) SGD (Nesterov=True) #Param: 5984858, Batch=128, Epoch=150 89.10%
i Model 6 Tnception Cifar10 Org (60,000 images) Adam (Ir = 16-3) FParam: 5034858, Batch=128, Epoch=150 92.78%
Pair 4 Model 7 ResNet18 Cifarl0 Org (60,000 images) SGD (Ir = le-1) #Param: 11183562, Batch=250, Epoch=150 80.85%
Model 8 ResNet18 Cifar10 Org (60,000 images) SGD (Ir = 1o-1) #Param: 11183562, Batch=128, Epoch=200 83.38%

faults. To ensure the validity and relevance of these inputs, DRfuzz employs the discrimi-
nator component of a trained GAN to filter invalid inputs. A customized reward function
in DRfuzz assigns priority scores to each mutation rule based on their effectiveness in gen-
erating diverse triggering inputs from the seed inputs. This selection strategy emphasizes
mutation rules that are more likely to uncover behavioral disagreements between model
versions. To align DRfuzz with our specific research objectives, we have customized the
source code of DRfuzz accordingly. We refined the approach to keep not only the inputs
that one model predicts correctly while being mispredicted by the other model, but also
any inputs that show behavioral disagreements between the models under test.

4.4.3 Datasets and Models

We consider different combinations of datasets and models in our empirical evaluation.
More specifically, we consider MNIST [47] and Cifar-10 [8], two SOTA image recognition
datasets. As shown in Figure 4.2, the MNIST dataset consists of 70,000 black-and-white
images depicting handwritten digits, split into a training set of 60,000 images and a test
set of 10,000 images. The Cifar-10 dataset comprises 60,000 color images distributed
across ten categories (Figure 4.3), including 50,000 images designated for training and
10,000 images for testing. These datasets were employed in conjunction with 16 different
DNN models, which included both custom-developed and widely used architectures such
as ResNet, LeNet-5, AlexNet, and inception models [93,96, 142]. Comprehensive details
about the combinations of datasets and models we used, along with their accuracy, are
outlined Tables 4.1 and 4.2.

As shown in the tables, our experimental study spanned four distinct and common
sources of variation per dataset across DNN models, including the model structures, train-
ing data, optimizers and hyperparameters. Our experiments thus cover 16 different DNN
models, each selected to evaluate the effectiveness of our test generation approach. For each
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Figure 4.2: Examples of original MNIST images.

model pair, the differences in DNN models are highlighted in bold in Tables 4.1 and 4.2.
Typical differences across models include:

1. Structural Variations: We considered models with different architectures. For
example, in the first configuration in Table 4.1, the two models, although both trained
on the MNIST dataset, have a different architecture. More specifically, the first model
featuring four convolutional layers among a total of 20 layers, achieved a 99.26%
accuracy on the MNIST test dataset. In contrast, the second model, with seven
convolutional layers out of a total of 19 layers, achieved a 99.50% accuracy.

2. Training Data Variations: Our analysis also covered models that are architec-
turally identical but trained on different training datasets. For example, as depicted
in the second configuration in Table 4.1, the first DNN model was trained using
40,000 images from the MNIST training dataset and 20,000 MNIST images modified
by 10% shifts and 15% zooms/rotations, achieving 99.09% accuracy. Conversely, the
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Figure 4.3: Examples of original Cifar-10 images.

second model was trained on 40,000 images from the MNIST training dataset and
20,000 MNIST images adjusted by 5% shifts and 10% zooms/rotations, yielding a
slightly higher accuracy of 99.55%.

3. Optimizer Variations: We also considered the scenario where two models are
trained with different optimizers. For instance, in a case study involving the Cifar-10
dataset (see Pair 3 in Table 4.2), two inception models were trained using distinct op-
timizers. Specifically, one model was trained with the SGD optimizer and reached an
accuracy of 89.10%, whereas the other model was trained with the Adam optimizer,
reaching an accuracy of 92.78%.

4. Hyperparameter Differences: Finally, we considered the scenario where two mod-
els are different in terms of hyperparameter values. For instance, we trained two
AlexNet models on the MNIST dataset (see Pair 4 in Table 4.1) with varying hy-
perparameters such as learning rate, epochs, and batch sizes. The first model, set
with a learning rate of 0.00001, 9 epochs, and a batch size of 128, reached a 98.85%
accuracy. Conversely, the second model, with a learning rate of 0.0001, 14 epochs,
and a batch size of 256, demonstrated a 99.33% accuracy.
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These particular variations were chosen because they represent key aspects of model
development and testing that are frequently encountered in practice, for example in frame-
works like MLfAlow? to support machine learning development, which is widely used for
managing machine learning experiments. MLflow tracks models across these four dimen-
sions, emphasizing their importance in both research and real-world applications.

Further, we selected models ranging from simple architectures, such as LeNet, to more
complex ones like AlexNet and ResNet, particularly for the Cifar-10 dataset. This choice
allowed us to evaluate our framework across a broad spectrum of models, from smaller,
less complex architectures to larger, more sophisticated ones. We could thus assess how
well our framework performs under different computational and architectural constraints.

Additionally, we specifically focused on model pairs where the accuracy difference be-
tween models was minimal. It ensures that our evaluation captures subtle differences in
model performance. Detecting such small variations is crucial for demonstrating that our
framework can reliably identify differences even when models achieve nearly identical, high
accuracy.

4.5 Empirical Results

We describe in this section our experimental evaluation and report on the results. We first
investigate whether we generate more triggering inputs than the baseline with the same
testing budget. We then study the validity and diversity of the generated triggering inputs
by both approaches. Finally, we present an important application scenario of the generated
triggering inputs, namely the development of a machine learning-based mechanism to pre-
dict the best model’s output based on input characteristics, and report the corresponding
results.

4.5.1 RQ1l. Do we generate more triggering inputs than the
existing baseline approach with the same testing budget?

To answer this research question, we executed DiffGAN and DRfuzz considering the same
execution time T € [1h, 2h, 3h], across four pairs of DNN models and two distinct datasets,
resulting in eight unique combinations (Section 4.4.3). Because of the randomness in Diff-
GAN and DRfuzz, we re-executed each of them three times and reported the corresponding
number of triggering inputs in Tables 4.3 and 4.4. This decision to limit the execution of
the approaches to three iterations was initially due to the considerable execution time as-
sociated with the experiments. More specifically, our experiments take 96h (8 model pairs
x 6h x 2 approaches) if we execute each approach once. As shown in the tables, Diff GAN
consistently outperforms DRfuzz in terms of generating more triggering inputs across all
models and datasets. More specifically, our results show that Diff GAN generates on av-
erage four times more triggering inputs than DRfuzz when considering the same testing

‘https://mlflow.org
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Table 4.3: RQI1 results: Number of generated triggering images for models trained on
MNIST dataset using DifGAN and DRfuzz

Models Configs DRfuzz #TI (Initial) DiffGAN
runl 1229 82 4932
1h run2 1237 82 5188
rund 1228 82 4963
runl 2724 82 8091
M1, M2 2h run2 2525 82 7539
rund 3427 82 6853
runl 3745 82 10077
3h run2 5056 82 10638
rund 4888 82 10839
runl 1368 95 4327
1h run2 1517 95 4531
rund 1702 95 4161
runl 3221 95 5607
M3, M4 2h run2 3227 95 6980
run3d 2953 95 5308
runl 4493 95 7143
3h run2 4737 95 7243
rund 5089 95 6880
runl 3743 268 6399
1h run2 3279 268 8191
rund 3044 268 7600
runl 7837 268 12560
M5, M6 2h run2 7023 268 11911
run3 7161 268 10866
runl 10766 268 14927
3h run2 9601 268 16271
run3 10226 268 15430
runl 1478 112 6349
1h run2 1198 112 5196
rund 865 112 5385
runl 2360 112 8195
M7, M8 2h run2 2088 112 7933
rund 2686 112 8046
runl 3246 112 11538
3h run2 4400 112 13622
rund 3141 112 15003
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Table 4.4: RQ1 results: Number of generated triggering images for models trained on
Cifar10 dataset using DifGAN and DRfuzz

Models Configs DRfuzz #TI (Initial) DiffGAN
runl 36329 1993 80700
1h run2 36916 1993 80875
run3 30284 1993 80952
runl 41345 1993 156002
M1, M2 2h run2 40009 1993 154942
run3 46268 1993 154489
runl 62148 1993 200924
3h run2 62456 1993 195712
run3 66384 1993 199785
runl 7040 618 62596
1h run2 7203 618 61854
run3 6913 618 62609
runl 14725 618 103446
M3, M4 2h run2 14159 618 104297
run3 12262 618 119261
runl 18717 618 156179
3h run2 20832 618 160324
run3 19915 618 178621
runl 9553 959 65544
1h run2 9851 959 67152
run3 9605 959 65544
runl 19248 959 124322
M5, M6 2h run2 18352 959 126532
run3 17120 959 122833
runl 33369 959 224578
3h run2 34321 959 208223
run3 32499 959 208522
runl 26068 1750 74039
1h run2 26737 1750 73702
run3 17765 1750 75850
runl 46005 1750 156716
M7, M8 2h run2 45730 1750 133703
rund 45363 1750 133569
runl 63434 1750 243193
3h run2 63879 1750 221499
run3 62148 1750 218304
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Table 4.5: MNIST Improvement

Models Time DRfuzz Imp (%) DiffGAN Imp (%)
1h 1401.62 6030.08
M1, M2 2h 3425.61 9029.67
3h 5465.85 12722
1h 1610.87 4462.81
M3, M4 2h 3103.16 6466.66
3h 4655.79 7095.44
1h 1679.29 3037.69
M5, M6 2h 3494.03 5388.33
3h 2770 4508.1
1h 898.21 4871.43
M7, M8 2h 2291.07 8100.3
3h 3080.65 12990.18

budget. We also calculated the Coefficient of Variation (CV) [54], a measure of relative
variability that compares the standard deviation to the mean, independent of the data’s
scale. We computed the CV score for each model pair and testing budget across the three
runs. A lower CV indicates higher consistency across different runs. For example, in our
analysis of the MNIST dataset, DRfuzz showed a CV between 0.33% and 21.23%, while
DiffGAN exhibited a CV between 1.33% and 12.20%, suggesting less variability in the
number of generated triggering inputs across the different runs. These CV values demon-
strate the relative stability and reliability of Diff GAN in generating triggering images, with
less variability compared to DRfuzz. These observations are also consistent for the Cifar-10
dataset. These CV values demonstrate the relative stability and reliability of DiffGAN in
generating triggering images, with less variability compared to DRfuzz.

We should note that DRfuzz generates inputs by applying a sequence of mutation rules
to seed images, optimizing the order of these transformations to increase the likelihood
of finding triggering inputs. However, this approach is by definition limited by the seed
images and the specific transformations applied to them, which significantly restricts the
potential triggering inputs that can be generated. In contrast, Diff GAN explores a much
larger input space by optimizing latent vectors within the GAN’s input space through
genetic search. The GAN’s input space inherently offers a broader range of possible image
variations than the transformations applied in DRfuzz. By optimizing these latent vectors,
Diff GAN can generate novel combinations of inputs that may not be generated through
mutation-based methods alone. This broader exploration capability thus allows DiffGAN
to produce more triggering inputs, as it can effectively explore the GAN’s latent space to
uncover a wider range of inputs that may reveal more behavioral disagreements between
the DNN models under test.

Moreover, when comparing the results to the initial set of triggering inputs in the orig-
inal testing datasets, both DiffGAN and DRfuzz demonstrate significant improvements.
The improvement is measured as the ratio of the difference between the number of trigger-
ing inputs generated through the differential testing approach and the size of the initial set
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Table 4.6: Cifar10 Improvement

Models Time DRfuzz Imp (%) DiffGAN Imp (%)
1h 1631.62 3959.07
M1, M2 2h 2031.51 7559.31
3h 3053.63 10094.88
1h 1054.86 10055.92
M3, M4 2h 2120.68 17201.02
3h 3106.35 23296.37
1h 914.39 6959.54
M5, M6 2h 2409.05 16357.15
3h 3390.65 23611.05
1h 1254.76 4195.18
M7, M8 2h 35699.33 147930
3h 63013.5 219901.5
Table 4.7: Validity Comparison
Models Method Set Size Av. V ratio V range (95% conf.) #Est. Valid
M1. M2 Diff GAN 379 0.9125 [0.8819, 0.9396] 8292
’ DRfuzz 365 0.8246 [0.7848, 0.8635] 1999
DiffGAN 377 0.80 0.76, 0.8329 6555
M3, M4 DRfuzz 364 0.79 %0.7582, 0.82} 1945
M5. M6 DiffGAN 381 0.8973 [0.8687, 0.9265] 10286
’ DRfuzz 377 0.8094 [0.7692, 0.8488] 4882
M7. M8 Diff GAN 381 0.811 [0.7717, 0.8478] 6535
’ DRfuzz 378 0.7469 [0.7037, 0.7910] 1430

of triggering inputs, divided by the size of this initial set. Specifically, Diff GAN shows an
improvement ranging from 2,660% to 12,727% in the MNIST dataset and from 3,956% to
26,606% in the Cifar-10 dataset. Moreover, DRfuzz achieves an improvement ranging from
approximately 954% to 5,465% in configurations with MNIST and from 908% to 3,509%
in configurations with Cifar-10. Though both approaches are effective in enhancing the
generation of triggering inputs, DiffGAN is significantly more so.

Answer to RQ1: DiffGAN significantly and consistently outperforms DRfuzz in
generating many more triggering inputs within a given time budget, effectively re-
vealing about four times more behavioral disagreements between DNN models than

DRfuzz.
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4.5.2 RQ2. How do Diff GAN and DRfuzz compare in terms of
generating valid triggering inputs within the same testing
budget?

To systematically compare Diff GAN and DRfuzz in terms of generating valid trigger inputs
within a given time budget, we considered the inputs generated in RQ1 by both methods.
More specifically, we considered all four model pairs using the MNIST dataset and ran both
approaches for two hours on these models. As mentioned in RQ1, we ran each method three
times to minimize randomness and recorded all images generated by each approach during
each run. After completing the runs, for each approach and model pair, we aggregated
the images generated from all three runs into a comprehensive dataset. By combining
the results from three separate runs for each configuration, we were able to mitigate the
effects of randomness in the generation process, thereby increasing the reliability of our
comparisons.

Removing redundant inputs. To eliminate redundancy from the aggregated dataset,
we employed a simple hashing-based technique that focused on the exact byte-level rep-
resentation of each image. Specifically, we converted each image into its byte form and
computed a hash value using Python’s built-in hash() function® . By comparing these hash
values, we identified and removed duplicate images that were identical at the byte level.
This method ensured that only unique images—in terms of their pixel data—were retained
for further analysis.

Selecting representative samples. Due to the large number of triggering inputs gen-
erated by DiffGAN and DRfuzz, we selected a sample of triggering inputs from each ag-
gregated dataset. For each setting, we determined the sample size that can confidently
represent the whole corresponding dataset with a 95% confidence level and a margin of
error of 5%5. As a result, in our experiments, the sample size varied from 361 to 381 across
the four settings that we considered, as shown in Table 4.7. This approach helped choose
a minimal subset that was large enough to provide results that accurately reflected the
overall distribution of inputs generated by Diff GAN and DRfuzz [138].

Manual validity checking. From the non-redundant set, we randomly sampled images
for validation, according to the sample size determined the previous step. To ensure unbi-
ased evaluation, we shuffled images generated by both DiffGAN and DRfuzz and presented
them anonymously to three independent expert evaluators. These experts were tasked with
assessing the validity of each image based on predefined criteria. Specifically, they labeled
images as either valid or invalid. Invalid images were defined as those that displayed two
numbers, no number, or other issues such as (1) Images that were a 50/50 blend of two
digits and could not be clearly identified as a specific digit, (2) Incomplete or blended digits
that could not be classified into one category by consensus, (3) Images containing random
shapes or non-digit drawings, or (4) Images that were completely white or dark, with no
discernible content. Examples of valid and invalid inputs generated by both approaches

5Python documentation, hash() function, available at: https://docs.python.org/3/library/
functions.html#hash
6As computed from https://www.calculator.net /sample-size-calculator.html

110


https://docs.python.org/3/library/functions.html##hash
https://docs.python.org/3/library/functions.html##hash

are depicted in Figure 4.4. To determine the validity of each image, we considered the
agreement among the evaluators. If at least two out of three evaluators labeled an image
as valid, we considered it valid. To quantify the level of agreement between the evaluators,
we employ Cohen’s kappa [14]—a statistical measure that accounts for agreement occur-
ring by chance. In our study, the value of Cohen’s kappa is 70%, indicating a high level
of agreement among the evaluators and underscoring the reliability of the manual labeling
process.

Bootstrapping. After completing the labeling process, we applied bootstrapping to es-
timate the probability distribution of the validity ratio of the entire generated inputs.
Bootstrapping is a nonparametric, simulation-based technique that allows statistical in-
ference from small samples [113]. By resampling the labeled subset (with replacement)
multiple times, this method estimates the probability distribution of the validity ratio of
the entire dataset of generated inputs. More specifically, we resampled the labeled subset
1000 times with replacement, calculating the validity ratio for each resample. The result-
ing distribution of validity ratios provided a more reliable estimate of the dataset’s overall
validity, accounting for variability and reducing potential bias from relying on a single
sample. This resampling approach allowed us to estimate the confidence interval for the
percentage of valid inputs across the entire dataset.

Reporting the total number of valid inputs. We calculated the proportion of valid
images for each method by dividing the number of valid images by the total number of
sampled images. We then multiplied the validity ratio, calculated from the subset, by the
average number of images generated in the runs to estimate the expected number of valid
images in each run. Additionally, we determined the 95% confidence interval as reported

in Table 4.7

Finally, we compared the expected number of valid inputs generated by DiffGAN and
DRfuzz to assess which method was more effective at producing valid triggering inputs
within the same time budget of two hours. The results presented in Table 4.7, clearly sug-
gest that Diff GAN significantly outperforms DRfuzz in generating more valid triggering
inputs. For instance, in the first setting, it is estimated that DiffGAN generated 8,292
valid triggering inputs, whereas DRfuzz produced only 1,999 such inputs. This corresponds
to a validity ratio of 91.25% for DiffGAN compared to 82.46% for DRfuzz. Importantly,
those results were consistent across all the settings we considered. To further analyze the
statistical significance of our results we performed a statistical analysis using the Wilcoxon
signed-rank test [107], with a significance level of @ = 0.05, to assess whether DiffGAN
significantly outperforms DRfuzz in generating valid triggering inputs. The Wilcoxon
signed-rank test, a non-parametric method, is used to compare the medians of continu-
ous variables for paired samples and is ideal for our case since it does not require any
assumptions about the data distribution.

Instead of considering the number of valid inputs, we relied on the validity ratio due
to differences in sample sizes. We evaluated the validity ratios from 4000 samples for
DiffGAN and 4000 samples for DRfuzz, selected via bootstrapping across four different
scenarios (1000 samples per scenario). The Wilcoxon signed-rank test, with w-statistic =
343465.5, p-value of p < 0.000001, confirmed that DiffGAN significantly outperformed
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DRfuzz at generating valid triggering inputs across all scenarios.

It is important to note that DiffGAN outperforms DRfuzz in generating valid trigger-
ing inputs primarily due to the validation mechanisms it employs throughout the input
generation process. While DRfuzz relies solely on the GAN discriminator to assess the va-
lidity of generated inputs, Diff GAN incorporates both the generator and the SSIM score,
enabling a more effective and comprehensive filtering of invalid inputs. Furthermore, Dif-
fGAN leverages the generative capabilities of GANs, which are specifically designed to
produce realistic and diverse inputs, enhancing its ability to generate valid samples. In
contrast, DRfuzz applies multiple mutation rules to the same seed image, which can often
lead to the generation of more invalid inputs.

(a) Valid Image - DRfuzz ) Valid Image - Dif GAN
(c) Invalid Image - DRfuzz ) Invalid Image - DifGAN

Figure 4.4: Examples of Valid and Invalid Images for DRfuzz and DiffGAN

Answer to RQ2: DiffGAN consistently and significantly outperforms DRfuzz in
generating more valid triggering inputs within the same time budget across all ex-
perimental settings.

4.5.2.1 RQ3. Does DiffGAN find more diverse triggering inputs than DR-
fuzz?

To answer this research question, we measured the diversity scores of the generated test
input sets for Diff GAN and DRfuzz. We selected well-established diversity metrics that are
directly applicable to input sets to measure their diversity scores. Specifically, we used two
SOTA metrics: Geometric Diversity [2] and Shannon diversity [41,131], each leveraging
different types of input features.

Shannon Diversity, also known as the Shannon-Wiener Index or Shannon Entropy,
is a SOTA metric used to quantify diversity in a dataset [41,64,88,127]. It is calculated
as follows:
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Table 4.8: Diversity scores of MNIST generated images

DRfuzz DifGAN
Models Configs GD Exponential Shannon GD Exponential Shannon
1h 422.03 e1-36 = 86, 361.86 530.62 e210 =178, 632.90
M1, M2 2h 481.24 et3% =84, 643.49 536.05 210 =191, 548.60
3h 318.04 e132 = 82,829.03 366.21 e210 =178, 497.79
1h 438.42 e139 = 89, 882.98 727.20 e221 =200, 195.46
M3, M4 2h 592.18 e139 =89, 238.14 665.31 e277 =213,472.83
3h 645.69 e3% =88, 908.85 661.64 e27 =204, 636.72
1h 410.67 e150 = 98, 610.81 712.76 e227 = 213, 402.74
M5, M6 2h 536.47 e =92, 631.60 649.41 e23 =204, 753.74
3h 551.06 e2 =91, 634.01 578.24 e226 =211, 800.43
1h 116.72 e110° =90, 159.89 481.94 e210 = 178, 751.64
M7, M8 2h 244.65 110 =90, 792.41 551.06 e>12 =183, 319.27
3h 231.87 e =87, 505.95 666.11 e2 1% = 187,734.83
Table 4.9: Diversity scores of Cifar-10 generated images
DRfuzz DiffGAN
Models Configs GD Exponential Shannon GD Exponential Shannon
1h 1790.80 e =2 435 217.87 2396.99 81 =2 774, 122.83
M1, M2 2h 2108.90 e =2 432,731.99 2333.51 83 =2, 772,404.84
3h 2318.33 e =2 430, 965.85 2457.05 ™97 =3 073, 279.80
1h 976.64 e =92 434, 515.58 2395.81 81 =2 774, 819.14
M3, M4 2h 1117.67 e =2, 432,366.04 2339.19 83 =2.772,679.02
3h 1466.08 e™70 = 2,429, 166.95 2284.04 e183 =2.772,395.01
1h 711.47 e =2 453,279.49 2387.32 81 =2 774, 233.41
M5, M6 2h 1463.54 e =2, 432,146.96 2334.41 83 =2, 772, 466.97
3h 2045.84 ™70 = 2430, 669.35 2283.65 1183 = 2.772,148.43
1h 1893.78 e =2 432 859.74 2378.10 B8 =2 774,307.47
M7, M8 2h 2199.47 e™59 =2, 496, 034.24 2331.51 e83 =2, 772,278 .57
3h 2183.13 e™59 = 2425, 208.35 2295.15 e1183 = 2771, 688.20
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S
H=-) pilog,(p) (4.5)
i=1

where:

e S is the total number of distinct categories (taxa, species, or classes).
e p; is the proportion of the dataset represented by the i-th category.

e b is the base of the logarithm, which is e (natural logarithm).

The metric computes the sum of the proportions of each category multiplied by the
logarithm of those proportions. The negative sign ensures that the index is positive and
higher diversity translates into higher values of H. To calculate the Shannon diversity
for a set of images, each image is first flattened into a one-dimensional array of pixel
values. These flattened arrays can then be combined into a single array that represents the
distribution of pixel values across the entire image set. The Shannon score, or entropy, is
then calculated using this distribution, quantifying the diversity of pixel intensities within
the dataset. A higher Shannon score indicates greater diversity within the set of images.

In some contexts, computing the exponential of the Shannon diversity score is used to
provide a more intuitive interpretation of the index. Specifically, by calculating e’’, where
H is the Shannon diversity of a set of images, we can derive the effective number of image
categories within the set. This value represents the number of equally likely categories
that would produce the same level of entropy as observed in the dataset. For example, if
H increases from 11 to 12, the exponential value e!? is substantially larger (approximately
162,754.79) when compared to e!! = 59,874.14, indicating that the dataset is considerably
more diverse. This approach allows to translate entropy into a more intuitive measure of

diversity, making it easier to understand and compare the diversity of different datasets.

Geometric Diversity is a widely used metric for assessing the diversity of test input
sets [2,66,94]. To calculate the Geometric Diversity score of an input set, we use features
extracted by the VGG16 model. In the chapter 2 [2,4], we have shown that combining the
Geometric Diversity metric with VGG16 features is highly effective in accurately capturing
and quantifying the diversity of input sets.

The Geometric Diversity metric, denoted as G(S), is computed as follows: Given a
dataset X and its feature vectors V, the geometric diversity of a subset § C X is defined
by:

G(S) = det(Vy x V1) (4.6)
This formula represents the squared volume of the parallelepiped formed by the rows of

Vs, where V; consists of the feature vectors corresponding to the subset S. A larger volume
indicates greater diversity within the subset S in the feature space.
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In this research question, we employed both the Shannon and Geometric diversity
metrics to analyze the dataset, aiming to evaluate image diversity from two complementary
perspectives. The Shannon diversity metric offers a probabilistic view, emphasizing the
distribution of pixel values, while the Geometric diversity metric assesses diversity based on
spatial relationships and geometric patterns within the image features extracted by VGG16.
By integrating these two metrics, we achieve a more comprehensive understanding of the
datasets’ diversity.

To measure the diversity scores of the generated test input sets for Diff GAN and
DRfuzz, we used the same subjects and generated triggering inputs as in RQ1. Given that
Geometric Diversity scores cannot be normalized based on subset size [2], we ensured a fair
comparison by randomly selecting subsets of equal size for both metrics. Specifically, for
each approach, subject, and testing budget, we randomly selected 1,000 unique, generated
triggering inputs and calculated their Shannon and Geometric Diversity scores. To account
for the inherent randomness in Diff GAN and DRfuzz, we repeated this process 30 times
and reported the average diversity scores.

The results, as shown in Tables 4.8 and 4.9, consistently demonstrate that DiffGAN
outperforms DRfuzz in generating more diverse triggering inputs, when considering both
metrics, highlighting its effectiveness in exploring a broader range of input variations.

Similarly to RQ1, we analysed the variability of our diversity results using the CV
score. Our CV analysis shows that both DiffGAN and DRfuzz exhibit low variability
across different runs, with DiffGAN demonstrating greater consistency. DRfuzz’s GD
diversity has a CV range of 6.76% to 18.44%, while DiffGAN is more stable with a CV
range of 2.24% to 14.23%. In terms of Shannon metrics, DRfuzz shows a CV range between
0.09% and 0.70%, whereas DiffGAN is even more consistent, with a CV range of 0.02% to
0.33%. These results underscore the superior stability of DiffGAN’s outputs compared to
DRfuzz.

Furthermore, the superior performance of DiffGAN in generating more diverse trigger-
ing inputs can be attributed to its large latent space, which allows for a greater variety of
generated inputs, and its diversity-based fitness function specifically designed to maximize
the diversity of generated inputs, a feature that is limited in DRfuzz. Indeed, DRfuzz fo-
cuses on triggering behavioral disagreements through limited mutation rules, which, while
effective in some contexts, do not inherently prioritize or ensure diversity. As a result, the
input sets generated by DRfuzz tend to be less diverse compared to DiffGAN.

Answer to RQ3: DiffGAN consistently outperforms DRfuzz in generating more
diverse triggering inputs across all DNN models and datasets.
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Figure 4.5: Accuracy of Random Forest in Selecting the Best Model

4.5.3 RQ4. Can training of an ML-based model selection mech-
anism be guided more effectively using the triggering in-

puts generated by Diff GAN compared to those produced
by DRfuzz?

We aim in this question to study whether we can better guide the training of an MIL-
based model selection mechanism that consists of (1) two classifiers (model 1 and model 2)
responsible for image classification, and (2) a third model that dynamically selects which
of the two classifiers to use based on the input characteristics, which is based on Random
Forest (RF). It predicts, based on the characteristics of the incoming input, which of the
two classifiers (model 1 or model 2) will produce a more accurate output, without the need
to run both models in an online setting. When properly trained with triggering inputs,
the RF model should learn when each classifier is more accurate, effectively serving as a
decision mechanism for selecting the optimal classifier for a given input. We choose RF
because: (1) it scales effectively to handle a large number of features, and (2) its robustness
against overfitting [26,60,62]. We do not intend to provide a novel voting mechanism here
but, instead, provide an example of an important application scenario for the triggering
inputs we generate. It also serves as a basis to compare the value of the inputs generated
by Diff GAN to enable such model selection and compare it with that of DRfuzz.

To achieve this, we trained the model selection system using two distinct training
datasets. The first dataset consists of triggering inputs generated by DiffGAN, while
the second contains triggering inputs produced by DRfuzz. To create these datasets, we
leveraged the inputs generated by DiffGAN and DRfuzz in RQ1 (with an execution time
budget of one hour), considering the four model pairs from the MNIST dataset. For each
method and model pair, we randomly sampled 1,200 triggering images, resulting in a total
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of 9,600 images (1,200 images x 4 model pairs x 2 methods). Given the large volume
of unlabeled triggering inputs, we outsourced the classification to a professional labeling
company. Each input was labeled with a value from 0 to 9, with an additional label for
“tnvalid” inputs. The number of inputs removed ranged from 21 to 121 for DRfuzz, and
from 3 to 34 for Diff GAN. Invalid images were subsequently filtered out from each of the
1,200-image sets. It is important to note that we relied on a single labeling company due
to cost and time constraints. This company was chosen for its strong reputation and track
record of high-quality labeling. To further ensure the accuracy of the labels, we manually
validated the labels of a random sample of 1,000 images. We found that all images were
correctly labeled, confirming the reliability of the labeling process.

To compare the accuracy of the RF-based model selection systems, we categorized the
images into three groups based on whether one model predicted correctly or if both models
failed. We excluded images where both models failed from further analysis due to their
low occurrence and lack of relevance to the comparison (i.e., if both models fail, it does not
matter which classification model is selected). We trained the RF classifiers using features
extracted from a pre-trained VGG16 model, rather than raw pixel data, in an attempt to
improve accuracy. The VGG16 model provides feature vectors that capture more abstract
and informative patterns than pixel-based features, which is expected to improve the RF
model’s ability to distinguish between correct and incorrect predictions. For each method
and model pair, we selected 700 valid labeled images and used their VGG16 features to
train eight RF-based selection models. To ensure a fair comparison between the RF models
trained on different datasets in each scenario, we need a common test dataset. For each
scenario, we selected 100 images from the DiffGAN-generated test set and 100 from the
DRfuzz-generated test set, creating a combined test set of 200 images. This test set allowed
us to evaluate the performance of the RF models using the same test set in an unbiased
manner. Additionally, we applied the same feature extraction process as for the training
sets.

We report the accuracy levels of each of the four selection model we trained in Figure 4.5.
As clearly visible, the RF-based selection models trained using triggering inputs generated
with Diff GAN are far more accurate than those trained with inputs from DRfuzz. For
instance, in the first scenario involving two RF-based selection models built using classifiers
Model 1 and Model 2 from Table 4.1, the RF model trained with DRfuzz achieved an
accuracy of 78%, whereas the one trained with DiffGAN reached a much higher accuracy of
87%. Overall, the accuracy levels for the RF models trained with DiffGAN range between
79% and 87% compared to a range of 70% to 78% for those with DRfuzz inputs. This
highlights that DiffGAN produces more effective triggering inputs for training, allowing
the RF model to better capture the conditions under which one classifier outperforms the
other. As a result, RF models trained using DiffGAN inputs are more accurate in selecting
the best-performing classifier, leading to a better model selection mechanism.

This improved accuracy can be attributed to several factors. DiffGAN leverages the
combination of GAN and NSGA-II to generate highly diverse triggering inputs. Unlike
DRfuzz, which applies mutation rules to existing seed inputs, DiffGAN explores a signif-
icantly broader latent input space, enabling the generation of more diverse inputs that
expose more pronounced behavioral differences between the models. These behavioral dif-
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ferences are crucial for the RF model to learn the conditions when each classifier performs
better. Additionally, Diff GAN optimizes its inputs to both maximize diversity and reveal
discrepancies, which also enables the RF model to develop a more accurate understanding
of the conditions under which one classifier outperforms the other.

Though the accuracy of RF models can still be improved, our main goal here was to
show the usefulness of DiffGAN for one important application, not to optimize model
selection. The latter would require the labeling of a much larger dataset and possibly the
fine-tuning of the RF models or experimenting with other machine-learning techniques,
which is out of the scope of this thesis.

Answer to RQ4: The ML-based model selection mechanisms trained with DiffGAN
triggering inputs are more accurate in selecting the best-performing classifier among
alternative models, leading to better model selection mechanisms. This highlights
that Diff GAN produces more triggering inputs that are more effective for training,
allowing the RF model to better capture the conditions under which one classifier
outperforms the other. In turn, this can lead to more accurate voting mechanisms
at inference time and thus higher classification accuracy.

4.6 Threats to Validity

In this section, we discuss the threats to the validity of our study and describe how we
mitigated them.

Internal threats to validity concern the causal relationship between the treatment
and the outcome. One such threat in our study is the inherent randomness in the exper-
imental setup (RQ1-3), particularly the stochastic nature of DiffGAN and DRfuzz. To
mitigate this, we executed each experiment three times, and we observed that the variance
across these runs was minimal, leading to consistent conclusions in our RQs. As a result,
we concluded that further repetitions, which would come at a high experimental cost, were
unnecessary to draw reliable conclusions.

Another potential internal threat is related to the bias in the estimation of the validity
of the generated inputs. To address this, we relied on three independent evaluators to
assess the validity of the generated inputs manually. By requiring consensus among at
least two of the three evaluators for determining validity, we minimized the influence of
subjective bias, ensuring a reliable and consistent evaluation process. Additionally, the high
level of agreement among evaluators, as measured by Cohen’s Kappa, further confirms the
reliability of the validity assessments.

Construct threats to validity concern the relationship between the theory and the
observations made. A potential threat to construct validity in this chapter could arise from
the generation of invalid inputs by DiffGAN. To mitigate this, we implemented a filtration
process using two SOTA techniques: the SSIM score and the GAN’s discriminator. We
experimented with different SSIM score thresholds to find a near-optimal value for filtering
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out invalid images, manually reviewing all images in a set to verify the adequacy of this
threshold. While we acknowledge that this threshold might potentially filter out a few
valid images, it effectively removes the majority of invalid inputs. We also recognize that
while this process significantly reduces the occurrence of invalid inputs, it does not entirely
eliminate them. However, it minimizes their impact, enhancing the overall validity of our
results. Another potential threat relates to the construct validity of diversity measurements
for the generated input sets. To mitigate this, we used two SOTA diversity metrics:
Shannon Diversity and Geometric Diversity, each capturing different aspects of inputs’
variability. The consistent results across both metrics further reinforce our confidence in
our diversity assessment of the generated inputs.

External threats to validity concern the generalizability of our study. We mitigate
this threat by considering eight different combinations of widely used models and datasets.
These combinations feature diverse model pairs varying in architecture, training data,
optimizers, and hyperparameters. Additionally, we explored a wide range of testing budgets
(execution times) in our experiments and compared our results against a SOTA baseline
for the differential testing of DNN models.

4.7 Related Work

Differential testing approaches for DNN models can be characterized as black-box or white-
box, depending on their access requirements to the internals of the DNN models under
test. A few black-box differential testing approaches for DNNs have been proposed in the
literature.

Xie et al. [154] proposed DiffChaser, a black-box, search-based test generation ap-
proach aiming to find behavioral disagreements between DNN models and their quantized
versions. They initiate the generation process by selecting seed images. Through iterative
mutations and crossovers of these seed images, DiffChaser applies a k-Uncertainty [154]
fitness function to guide the generation process, aiming to find discrepancies between a
model and its quantized version during testing.

Tian et al. [143] proposed Dflare, a search-based test generation approach that itera-
tively applies a series of mutation operations to a given seed image until a triggering input
is found. They rely on Markov Chains and divergence-based fitness function to guide the
selection of mutation operators [143]. The fitness function is designed to prioritize mutated
inputs that (1) maximize differences between the output probability vectors of two models
or (2) trigger new, previously unobserved probability vectors in the models under test.

You et al. [162] introduced DRfuzz, a differential testing method that detects regression
faults in updated versions of DNN models. A regression fault occurs when an input cor-
rectly predicted by an earlier model version results in an incorrect prediction post-update.
Similar to previous approaches, DRfuzz uses seed inputs and mutation rules to generate
new inputs that trigger regression faults. It employs a customized reward function to se-
lect mutation rules, favoring those that produce more fault-triggering inputs. DRfuzz also
leverages a GAN’s discriminator to filter invalid inputs.
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The above test generation approaches heavily depend on the availability and quality
of seed data, limiting the process to mutated versions of existing inputs. This dependence
significantly narrows the range of test scenarios, as it prevents the introduction of entirely
new features (i.e, features that are not present in the initial testing dataset) into the
testing process—a capability that DiffGAN notably possesses, enhancing its effectiveness
in differential testing by generating diverse and new test input scenarios.

A few white-box differential testing approaches have been proposed as well. DeepFEx-
plore [125] is the first white-box differential testing approach for DNN models. It formulates
the image generation problem as an optimization problem, which uses gradient-based search
techniques to find images that maximize neuron coverage and the number of behavioral
disagreements between the DNN models under test.

DeepHunter [153] is a white-box test generation approach for DNNs that uses mutation
operators on seed inputs along with coverage metrics to guide the generation of trigger-
ing inputs. The approach explores different seed selection strategies, incorporating both
diversity-based and recency-based methods, to optimize the seed selection process. Deep-
Hunter supports five different coverage metrics to guide the generation process. However,
evaluations on quantized DNNs indicate that no single coverage metric consistently out-
performs the others across different quantized DNN models, in terms of generating more
triggering inputs.

DiverGet [158] and DeepEvolution [24] are two white-box differential testing approaches
for quantized DNN models. They leverage multi-objective search algorithms and domain-
specific mutation operators to generate triggering inputs. The generation is guided by
two fitness functions. The former fitness function maximizes the divergence in output
probability vectors between the models under test, while the latter aims to maximize the
coverage of neuron activations within those models. While DeepFEvolution is designed
to test both original and quantized DNN models for image classification tasks, DiverGet
specifically targets DNN models used for hyperspectral image classification [158].

The use of white-box differential testing approaches is hindered by the required access to
the internal structure of the DNN models. This can be a significant limitation in practice,
particularly when the models under test are proprietary or provided by a third party [2].
Additionally, several white-box approaches [24,158] rely on comparing neuron activation
values or model gradients of DNN models, thus assuming structural similarity among the
models being tested. These requirements do not apply to DiffGAN, which, unlike existing
white-box differential testing approaches, supports testing across any pair of DNN models
without requiring structural similarity or the need for internal access.

4.8 Conclusion

We presented DiffGAN, a novel black-box test generation framework that leverages GANs
and NSGA-II for differential testing of deep neural networks. DiffGAN uses customized
fitness functions in NSGA-II to guide the search process, generating diverse and valid
triggering inputs that expose behavioral differences between models. To the best of our
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knowledge, this is the first work addressing black-box differential testing aimed at model
selection. We show that DiffGAN is capable of revealing behavioural differences across
models by exploring large input spaces through GAN and NSGA-II’s diversity-driven fitness
functions. Our empirical evaluation on eight pairs of image classification models trained on
two widely-used datasets demonstrated that Diff GAN significantly outperforms the SOTA
differential testing baseline, DRfuzz, by generating on average four times more triggering
inputs. These inputs are not only more diverse but also more likely to be valid, allowing
for a deeper analysis of the models’ behavior. Furthermore, we showed how these inputs
can be applied in a machine learning-based voting mechanism, which dynamically selects
the most accurate model based on input characteristics, resulting in improved classification
accuracy compared to the baseline approach.

For future work, we aim to explore DiffGAN in dynamic environments to assess the side
effects of updating a single MLL component on the overall system performance. Rather than
comparing pairs of DNN models, we will compare the original system with the updated
version. This approach will provide valuable insights into maintaining system reliability
and adaptability after updates, particularly in critical areas like autonomous driving, and
healthcare.
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Chapter 5

Discussion

This thesis focuses on selecting or generating test inputs and performing differential test-
ing of deep neural networks (DNNs) for image data. To reach the objectives (TO1, TO2,
TO3), we developed methods for evaluating test adequacy, improving fault detection, and
enhancing model selection using black-box testing. While these methods have been ef-
fective for image data, adapting them to text data, particularly in the context of large
language models (LLMs), presents unique opportunities and challenges. In this section,
we discuss how these techniques can be adapted for LLMs, identify key challenges, and
propose necessary modifications.

e TO1: Test Adequacy Metrics for Text Data: For image data, test adequacy was
measured using neuron coverage and GD diversity metric which leverages feature
extraction models like VGG16. In the context of text, features would need to be
extracted using LLMs like BERT or GPT, which capture the semantic and contextual
relationships in language. To adapt these test adequacy metrics for text datasets and
models, we propose the following steps

— Feature Extraction for Text: LLMs such as BERT or GPT can be used to
extract semantically rich embeddings that capture contextual meaning, allowing
for more accurate test input evaluation.

— Textual Neuron Coverage: Neuron coverage could be applied to the transformer
layers of LLMs to measure the extent to which diverse linguistic structures
activate different parts of the model, analogous to how it is used for image data.

e TO2: Fault Detection in Text-Based Models: Our fault detection approach for image
data used feature extraction with VGG16 and NSGA-II to generate diverse, fault-
triggering inputs. For text data, this must be adapted to linguistic features and text
classification models. Key considerations for adapting fault detection methods to
text data include:

— Feature Extraction: Text embeddings from models like BERT or GPT encode
semantic and syntactic information, allowing us to evaluate how linguistic vari-
ations trigger faults in text models.
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— NSGA-II Adaptation: The fitness functions used in NSGA-II should be adapted
to maximize diversity in syntactic and semantic variations while measuring out-
put divergence between different models.

e TO3: DiffGAN for Text Data: Since it is targeting images, Diff GAN employed a GAN
to generate diverse inputs for differential testing between DNN models. To adapt this
for text data, we propose using an LLM, such as GPT or BERT, to generate diverse,
linguistically rich textual inputs. Key components of this adaptation include:

— Generative Language Model: An LLM would generate linguistically diverse text
samples to explore the input space effectively.

— Text-Based DNNs: These text inputs can be passed through two DNN classi-
fiers to detect differences in predictions, revealing subtle behavioral variations
between models.

— Fitness Functions: Diversity-based fitness functions would measure syntactic
and semantic variability, while divergence-based functions would assess model
output differences.

General Challenges: While these adaptations hold promise, transitioning from image-
based models to text introduces several challenges that must be addressed to ensure effec-
tive testing:

e Evaluation Complexity: Text data introduces more complexity in defining correct-
ness, as there may be multiple valid interpretations for a given input.

e Computational Cost: LLMs are more computationally expensive than CNNs, in-
creasing the resources needed to generate and evaluate large volumes of test inputs.

Summary: In summary, the methods developed in this thesis for image data can be
adapted for linguistic data by leveraging LLMs for feature extraction and modifying dif-
ferential testing techniques accordingly. While there are challenges related to the complex
structure of language, ensuring linguistic validity, and handling increased computational
costs, these adaptations hold significant potential for improving the accuracy of text models
in tasks like text classifications and question answering, especially in critical applications
where robust model evaluation is crucial.

In case you want to apply the Diff GAN approach to other types of models, such as
generative models, you first need to address the question: What does ’triggering input’
mean in that context? The definition of triggering input will vary depending on the model’s
purpose. For generative models, it may involve identifying inputs that lead to significant
deviations in generated outputs of two models or assessing how input changes affect the
quality and diversity of the generated content. Adapting the method requires redefining
the fitness functions and selecting metrics that align with the objectives of the new model

type.

123



Chapter 6

Thesis Conclusion

This thesis presents a comprehensive study on the testing of Deep Neural Networks (DNNs),
focusing on improving fault detection, optimizing test selection, and enhancing differential
testing methods. Given the increasing reliance on DNNs in critical applications such as
autonomous driving, medical diagnostics, and manufacturing, ensuring the accuracy and
safety of these models is crucial. This research has addressed key challenges, including the
inefficacy of traditional adequacy metrics, the high cost of labeling, and the difficulty of
selecting effective test cases for real-world applications.

The primary contributions of this thesis are as follows:

e Empirical Evaluation of Adequacy Metrics: This research conducted an exten-
sive empirical analysis of current DNN adequacy metrics, demonstrating that tradi-
tional metrics like neuron coverage have limited utility in real-world fault detection.
The findings showed that high neuron coverage and its variants do not guarantee im-
proved fault detection, highlighting the need for alternative approaches that better
correlate with real-world fault identification. This insight formed the foundation for
the development of more effective testing criteria and better guidance for test image
selection or generation.

e Proposing a Novel Fault Estimation Approach: The thesis introduced a clustering-
based fault estimation approach, which significantly enhances fault estimation by
grouping similar mispredicted inputs that share underlying failure causes. This
method aims to improve the assessment of DNN reliability by focusing on the root
causes of mispredictions, providing a more meaningful evaluation of model perfor-
mance.

e Development and Evaluation of DeepGD for Test Case Selection: This re-
search also proposes DeepGD, a black-box, multi-objective test selection framework
that optimizes for both diversity and uncertainty. DeepGD efficiently selects test
inputs with a high likelihood of revealing distinct faults while minimizing labeling
costs, addressing the practical constraints of real-world DNN testing. Through ex-
tensive empirical evaluations on multiple datasets and models, DeepGD was shown
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to outperform existing test selection methods, improving fault detection rates and
enhancing the effectiveness of DNN retraining.

e Introduction of DiffGAN for Differential Testing: A major contribution of this
research is Dif GAN, a GAN-based differential testing framework designed to generate
diverse and valid inputs that expose behavioral differences between accurate DNN
models. DiffGAN was evaluated based on its ability to generate diverse test inputs
and its effectiveness in tasks such as dynamic model selection, model compression,
and regression testing. This framework offers a robust method for comparing and
optimizing DNN models, particularly in safety-critical applications where behavioral
discrepancies between models can lead to severe consequences.

6.1 Implications of the Research:

The findings of this thesis have significant implications for both the theoretical and prac-
tical aspects of DNN testing. On a theoretical level, the introduction of diversity metrics
and the fault estimation method shifts the paradigm from traditional neuron coverage
metrics to more effective approaches for guiding DNN testing. These methods not only
provide a deeper understanding of fault detection but also challenge the current reliance
on adversarial inputs for testing, advocating for the use of more realistic, natural input
sets.

Practically, the DeepGD framework offers a scalable, cost-effective solution for selecting
fault-revealing test inputs, which is particularly valuable in contexts where labeling costs
are high and the test input space is vast.

Additionally, Diff GAN provides a practical and efficient solution for differential testing
in real-world applications, particularly because it operates as a black-box approach, mak-
ing it highly applicable where internal model details are unavailable. Instead of repeatedly
running simulators or searching through large datasets to find rare inputs that trigger dif-
ferent behaviors in similar models, Diff GAN efficiently generates novel and realistic inputs
that expose behavioral discrepancies. This not only saves substantial time but is crucial,
especially in high-accuracy models like the ones used in our study, where finding inputs
that produce different results between models with accuracies of 99.5% and 99.25% on
10,000 images is highly challenging. Manually discovering such inputs through traditional
data collection or testing would be impractical.

Limitations Despite the significant contributions of this research, certain limitations
should be acknowledged. First, while DeepGD and Diff GAN were tested on a variety of
datasets and models, their applicability to other domains, such as text-based DNN models
or more complex real-world systems, has yet to be fully explored. However, we have
thoroughly discussed the necessary modifications for applying this work to text data in the
Discussion section.

Although DiffGAN was evaluated on standard image classification datasets, the method-
ology demonstrates strong potential for real-world applications, particularly in safety-
critical domains where rare but critical faults—such as those that could lead to accidents in
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autonomous driving—must be identified. While we did not test DiffGAN in these specific
environments, its ability to generate rare, fault-triggering inputs underscores its value in
enhancing model accuracy across diverse and complex contexts.

6.2

Future Research Directions:

The results of this thesis open several avenues for future research:

6.3

Expanding the Application of DeepGD and Diff GAN: Future research could explore
the application of these frameworks to a wider range of DNN models, including
those used for text processing, speech recognition, and other modalities. Addition-
ally, investigating the use of DeepGD in other testing applications, such as test set
minimization or generation, could further enhance its utility.

Enhancing Fault Estimation Methods: Improving the fault estimation process by
refining clustering techniques or incorporating advanced feature extraction methods
could lead to even more accurate fault characterization and estimation. Furthermore,
exploring automated approaches for identifying the root causes of faults could reduce
reliance on manual intervention in fault diagnosis.

Alternative Diversity Metrics: Future studies could explore additional diversity met-
rics that might offer further improvements in fault detection. Investigating the com-
bination of multiple metrics to create a more holistic approach to test input selection
is another promising direction.

Real-time Testing and Dynamic Environments: The application of these methods in
real-time or dynamic environments, such as continuously evolving DNNs or models
that require frequent updates, could significantly enhance their relevance in real-
world scenarios. Future research could explore how these frameworks perform in live
environments where models need to adapt to changing conditions.

Final Remarks

In conclusion, this thesis makes substantial contributions to the field of DNN testing by
developing new methods that address critical challenges in fault detection, test case selec-

tion,

and differential testing. By advancing both the theoretical understanding of DNN

testing and offering practical solutions, this research provides a strong foundation for fu-
ture work aimed at improving the accuracy, safety, and robustness of DNN models. As
DNNSs continue to play an increasingly important role in various domains, the approaches
developed in this thesis will be instrumental in ensuring their successful and trustworthy
deployment in real-world systems.
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