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Abstract

Testing deep learning (DL) systems relies on the use of extensive and diverse, yet valid,
test inputs. While synthetic test input generation methods, such as metamorphic testing,
are widely used for DL testing, they risk introducing invalid inputs that do not align
with the expected distribution of the system’s training data. Invalid test inputs can lead
to misleading results. Hence, there is a need for automated validation of test inputs to
ensure effective assessment of DL systems. In this paper, we propose a test input validation
approach for vision-based DL systems. Our approach relies on active learning to effectively
balance the trade-off between accuracy and the manual effort required for the test input
validation process. In addition, our approach adaptively selects image-comparison metrics
for the optimal classification of valid and invalid test inputs, tailored to each specific dataset
and test generation method, unlike existing methods where metrics are pre-selected. We
evaluate our approach using an industrial and a public domain dataset. Our evaluation
demosntrates that out human-in-the-loop test input validator (HiL-TV) achieves up to 96%
validation accuracy with minimal human involvement, requiring only 20% of test inputs
to be validated by a human for the industrial dataset and 50% for the public dataset. For
higher accuracy levels, such as 98%, the required human involvement increases to 40% and
70%, respectively. Additionally, HIL-TV significantly outperforms existing baselines, being
the only method capable of reaching 99% validation accuracy. These results highlight the
effectiveness of Hil.-T'V in reducing manual effort while ensuring high validation accuracy,
making it a robust solution for the validation of test inputs in DL systems across various

domains.
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Chapter 1

Introduction

Deep learning (DL) systems have become integral to many advanced systems we build
today due to their ability to automate complex tasks such as anomaly detection, object
detection, and semantic segmentation. DL systems are fundamentally data-centric, making
their effective testing and verification dependent on the availability of extensive and diverse
test inputs. To address this need, various synthetic test input generation methods have
been proposed. These include metamorphic testing approaches, which create new test
inputs by systematically modifying existing ones while preserving certain properties |10,

,11]. Similarly, various test input generation techniques for DL image classifiers aim to

create diverse test inputs by applying transformations such as rotation, scaling, or color

adjustments to images [21,37].



1.1 Challenges

Transforming inputs or synthetically generating them may lead to invalid test inputs.
According to recent research in the software testing literature [10,11, 44|, valid test inputs
are those that fall within the expected distribution and satisfy the constraints defined by
the training data of the DL system under test, while invalid inputs deviate from these
expectations and constraints. In particular, Riccio and Tonella [11] define invalid inputs
for a DL system as those that cannot be confidently recognized and labeled by human
domain experts within the input domain. Using invalid inputs for testing DL systems
can lead to misleading results, such as identifying spurious errors caused by invalid inputs
rather than by realistic, valid inputs. Furthermore, invalid inputs may give a false sense of
confidence in the system’s reliability, as the test time budget is spent assessing the system
with inputs it will not encounter in real-world scenarios, which means that flaws that may
arise with valid inputs could go undetected. Therefore, test inputs need to be validated

before being used for testing.

Recent approaches for automated test input validation techniques target vision-based
DL systems [21,41]. These techniques rely on image-comparison metrics [25], which quan-
tify how well a transformed image aligns with its corresponding original image. Specifically,
Hu et al. [21] use visual information fidelity (VIF) [12], while Riccio and Tonella |[11] rely
on the loss function of a variational autoencoder (VAE) [20] trained on a set of valid test
inputs. They identify an optimal threshold for their respective image-comparison met-
ric, derived from a manually validated set of test inputs. To automatically determine

the validity of a pair of original and transformed images, the metric value for the pair



is compared against the identified thresholds. Since the metric values vary considerably
from one dataset to another, the thresholds do not generalize to datasets not considered
in the original papers. Further, these approaches use only a single metric. It is unclear
whether a single metric can effectively distinguish valid inputs for different datasets, such
as industrial and specialized-domain datasets, which, in contrast to the datasets used by

these approaches [21,11], are not limited to common objects such as animals and vehicles.

1.2 Research Contribution

In this thesis, we propose HiL-TV, an automated, human-in-the-loop test input validation
approach for vision-based DL systems. HiL-TV receives a set of image pairs consisting
of original and transformed images, and it identifies the valid pairs — those where the
transformed image is a valid transformation of the original image — from the invalid pairs.
Hil-TV uses an active learning loop to continually train a classifier to distinguish between
valid and invalid pairs. When the classifier’s confidence in a prediction falls below a user-
defined threshold, the image pair is flagged, and a human labels it as valid or invalid. The

input features of the classifier are image-comparison metrics computed for each image pair.

Prior to the active-learning loop, HiL-T'V uses two pre-processing steps to develop and
optimize the active-learning classifier specific to a given dataset. The first step identifies a
subset of image-comparison metrics from an extensive range of options collected from the
literature that best correlate with valid pairs in the given dataset. The second step trains
a classifier using the optimal image-comparison metrics selected in the first step. This

step ensures the optimality of the trained classifier by comparing different classifiers and



considering different subsets of the optimal image-comparison metrics as input features.
HiL-TV requires a labeled subset of the input dataset to compute metric correlations and

to train classifiers.

We evaluate Hil.-TV using two extensive datasets: one from industry and the other
from the open-source domain. Our industrial dataset is developed by our industry partner,
SmartInside AI Inc [13], and includes images of power grid facilities as well as transforma-
tions of these images aimed at simulating foggy, rainy, and snowy weather conditions. As
for the public-domain dataset, we use the dataset developed by Hu et al. [21]. This dataset

includes images from the Cifar-10 datasets as well as transformations of these datasets.

Our evaluation assesses the trade-off between accuracy of test input validation versus
the effort required for manual labelling. We compare HilL-TV with two baselines from
the literature that are the approaches developed by Hu et. al. [21] and by Riccio and
Tonella [11]. Our results show that HiL-TV significantly outperforms the baselines in both

the industrial and public-domain datasets.

1.3 Organization

This thesis is structured into seven chapters, each building upon the concepts introduced

in the previous sections to provide a comprehensive overview of the research conducted.

e Chapter 2: Background - This chapter lays the groundwork for the research

by introducing essential concepts, such as image fidelity metrics, machine learning



classifiers, and active learning techniques. These topics are crucial for understanding

the methodologies applied in the thesis.

Chapter 3: Automated, Human-in-the-Loop Test Input Validation - In
this chapter, we introduce the proposed HiL-TV approach for the automated vali-
dation of test inputs in vision-based deep learning systems. The chapter details the
three-step process of image-comparison metric selection, feature selection, classifier

identification, and the integration of active learning.

Chapter 4: Empirical Evaluation - This chapter presents the empirical evaluation
of the HiL-TV approach. We outline the research questions, describe the datasets
used, explain the experimental setup, and discuss the results obtained from various

experiments.

Chapter 5: Custom-Developed Labeling Tool - In this chapter, we describe the
custom tool developed to facilitate the labeling process for the empirical evaluation.

The chapter covers the tool’s setup, functionalities, and output format.

Chapter 6: Related Work - This chapter reviews the existing literature and
compares our approach with related methods. It provides context and highlights the

contributions of this thesis to the field.

Chapter 7: Conclusion and Future Work - The final chapter summarizes the
key findings of the research, discusses the implications of the results, and outlines

potential directions for future research.



Chapter 2

Background

This chapter explains the important concepts needed for this research. It starts with
image-comparison metrics, which help measure the quality of generated images. Then, it
covers machine learning classifiers, which are used to categorize and predict data. Finally,
it introduces active learning, a method to improve models by choosing the most useful data
points. These topics provide the necessary background for understanding the methods used

in this thesis.

2.1 Image Fidelity Metrics

We investigate image fidelity metrics designed to compare pairs of images, where one image
is a transformed version of the other. These metrics assess the quality, level of similarity,

or differences in various aspects, such as segments or texture, between the two images. Our



focus is on identifying image fidelity metrics that most effectively indicate the preservation

of essential information from the original image in its corresponding transformations.

Each image fidelity metric quantifies the degree of similarity or difference between the
original and transformed images by assigning a numerical value. This value reflects how
well the transformation has maintained the critical features of the original image, such as
edges, textures, and structural details. By carefully selecting appropriate fidelity metrics,
we aim to ensure that the transformed images retain the necessary visual information for
accurate analysis and interpretation. Table 2.1 gives an overview of the metrics along with

their sources.

In the sections below, we provide a detailed explanation of 13 image fidelity metrics
that we gathered from the literature. [21,26,28 41, 42] These metrics are explored in depth
to understand their effectiveness in preserving essential information during image transfor-

mations.

2.1.1 Peak signal-to-noise ratio (PSNR)

Peak Signal-to-Noise Ratio (PSNR) is a widely used metric in image processing and video
compression to measure the quality of a reconstructed or compressed image compared to the
original image. PSNR is expressed in decibels (dB) and provides an estimate of the fidelity
or quality of the processed image relative to the original. A higher PSNR value indicates

better quality, meaning that the processed image is closer to the original. [14,31, 54|
Mathematical Definition

PSNR is derived from the Mean Squared Error (MSE), which is a measure of the average

7



squared difference between the original image and the processed image. Let us define an

original image as Ioginal and a processed image as Iprocessed, POth of size M x N pixels.

The Mean Squared Error (MSE) is given by:

M N
1
MSE = W Z Z orlgmal { .]) [processed(’l j)]

=1 j5=1
Where:
e M and N are the dimensions of the images.
® Ioiginal (7, j) and Iprocessed (%, j) are the pixel values of the original and processed images

at position (i, j), respectively.

Once the MSE is calculated, the PSNR is defined as:

2
PSNR = 10 - log;, (MAX )

MSE

Where:

e MAX is the maximum possible pixel value of the image. For an 8-bit image, MAX =
255.

e log;, is the logarithm to base 10.

Interpretation



High PSNR Indicates that the processed image is very similar to the original image,
implying high fidelity. Generally, a PSNR value above 30 dB is considered good quality.
Low PSNR Indicates that the processed image has significant differences from the original
image, implying low fidelity.

Use Cases

PSNR is commonly used in various applications, including image compression, where
it assesses the quality of images after lossy compression, such as JPEG. It is also utilized
in video compression to evaluate the quality of video frames after compression, such as in
H.264 or H.265 codecs. Additionally, PSNR is employed in image de-noising to measure

the effectiveness of noise reduction algorithms.
Limitations

While PSNR is a useful metric for measuring image quality, it has some limitations.
It is a global metric and does not always correlate well with human visual perception.
Additionally, PSNR does not account for perceptual phenomena such as contrast sensitivity

and masking effects.

2.1.2 Structural similarity index measure (SSIM)

The Structural Similarity Index Measure (SSIM) is a perceptual metric that quantifies the
image quality degradation caused by processing such as data compression or transmission
losses. Unlike traditional methods like Peak Signal-to-Noise Ratio (PSNR) that focus on
pixel-wise differences, SSIM considers changes in structural information, luminance, and

contrast. [16,32,55]



PSNR = 20 dB

pa

PSNR = 40 dB

Figure 2.1: PSNR values for an image with different qualities. [10]

Mathematical Definition

The SSIM index between two images x and y is calculated as:

(2papty + C1)(204y + Co)

IM =
SSIM(z, y) (13 + p + Ch) (03 + o7 + C2)

Where:

e /i, and p, are the mean intensities of x and y,
e 02 and 05 are the variances of x and vy,

® 0., is the covariance of x and y,

10




e (] and Cy are constants to stabilize the division.

The SSIM metric ranges from —1 to 1, where:

e SSIM = 1 indicates perfect structural similarity between the two images,
e SSIM = 0 indicates no structural similarity,

e SSIM < 0 indicates that the images are structurally dissimilar.

Use Cases

SSIM is extensively used in various applications, including image and video compres-
sion, where it evaluates the perceived quality of compressed images and videos. It is also
applied in image denoising to assess the quality of images after noise reduction, as well
as in image reconstruction to compare the similarity between an original image and its

reconstructed version.

One of the key advantages of SSIM is that it aligns more closely with human visual
perception compared to pixel-based metrics like MSE or PSNR. An extension of SSIM,
known as Multi-scale SSIM (MS-SSIM), computes the metric at multiple image scales,

further improving its robustness and accuracy.
Limitations

While SSIM is better aligned with human vision than MSE or PSNR, it is still not
perfectly attuned to human visual perception. Additionally, SSIM can be sensitive to

changes in luminance and contrast that do not necessarily affect perceived quality.

11
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Figure 2.2: SSIM values for an image with different artifacts. [30]

2.1.3 Mean square error (MSE)

Mean Square Error (MSE) is a widely used metric in statistics, signal processing, and

machine learning to measure the average squared difference between the actual values and

the predicted values. A lower MSE value indicates a better fit of the model to the data or

higher accuracy of the predicted values. [13,30,53]

12



Mathematical Definition

Let y; be the actual value, g, be the predicted value, and n be the number of data points.

The Mean Square Error is defined as:

_ 1 - ~ N2
MSE = 0 Z(yz yz‘)

=1

Where:

n is the total number of observations,

y; is the actual value for the i-th observation,

y; is the predicted value for the ¢-th observation,

e y;, — 7, is the error or residual, representing the difference between the actual and

predicted values.

The MSE metric calculates the average of the squares of these errors, providing a single
value that represents the quality of the predictions made by a model.
Interpretation

Low MSE indicates that the predicted values are close to the actual values, suggesting
that the model is performing well. High MSE indicates that the predicted values are far

from the actual values, suggesting that the model is not performing well. MSE is a risk

13



function, corresponding to the expected value of the squared error loss. It is sensitive to

outliers because it squares the errors, which amplifies the influence of large errors.

Use Cases

MSE is commonly used in regression analysis to assess the accuracy of a regression model’s
predictions, in image processing to measure the difference between original and processed
images, particularly in image compression and denoising, and in signal processing to eval-

uate the performance of signal approximation or filtering algorithms.

Limitations

While MSE is a simple and intuitive metric, it has some limitations. MSE is highly sensitive
to outliers because it squares the errors, which can distort the overall error measurement.
Additionally, MSE depends on the scale of the data, meaning that it may not be directly

comparable across different datasets or models with different scales.

Relationship with Root Mean Square Error (RMSE)

The Root Mean Square Error (RMSE) is another related metric that is often used in

conjunction with MSE. It is defined as the square root of the MSE:

n

1
MSE = VMSE = | ~ > (5 — §,)?
RMS S - (yi — U;)

=1
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RMSE provides an error metric in the same units as the original data, which can be

more interpretable in some contexts.

2.1.4 Texture similarity index (TSI)

The Texture Similarity Index (TSI) is a metric used to evaluate the similarity between the
textures of two images. While traditional metrics like Peak Signal-to-Noise Ratio (PSNR)
and Structural Similarity Index (SSIM) focus on overall image quality or structural similar-
ity, TSI specifically targets the texture patterns within images. This makes it particularly
useful in applications such as image synthesis, texture mapping, and image compression,

where preserving texture details is crucial. [12,19, 58]

Mathematical Definition

The mathematical formulation of TSI is based on comparing texture features extracted
from the images. One common approach to compute TSI involves the use of statistical
texture descriptors, such as the Gray-Level Co-occurrence Matrix (GLCM), or wavelet

transforms.

Let’s assume we have two images, Ioriginal and Iprocessed- Lhe general steps to compute

TSI are as follows:

Extract Texture Features: For each image, texture features are extracted using a
method such as GLCM or wavelet transforms. Let Tiiginal and Tprocessed T€present the

texture features of the original and processed images, respectively.

15



Compute Texture Similarity: The texture similarity index TSI(Zoviginal, Tprocessed) can be

calculated as:

2- COV (Toriginal 5 Tprocessed )
Var ( Toriginal) + Var (Tprocessed )

TSI (Ioriginal 9 Iprocessed) =

Where:

o Cov(Ziriginal; Tprocessed) 1s the covariance between the texture features of the original

and processed images.

o Var(Toigina) and Var(Tprocessed) are the variances of the texture features for the orig-

inal and processed images, respectively.

This formulation is inspired by the SSIM metric, but instead of using luminance and

contrast, it focuses on texture features.

Interpretation

High TSI: A TSI close to 1 indicates that the textures of the original and processed images
are highly similar.
Low TSI: A TSI close to 0 indicates that there is little or no similarity between the

textures of the two images.

Use Cases

TSI is particularly useful in:

16



e Image Synthesis: To compare the texture similarity between synthesized images

and their original counterparts.

e Texture Mapping: To assess the fidelity of textures applied to 3D models in graph-

ics applications.

e Image Compression: To evaluate how well texture details are preserved after

compression.

Advantages of TSI

Focused on Texture: TSI provides a focused measure of texture similarity, which is
crucial in many image processing tasks.

Complementary to SSIM and PSNR: While SSIM and PSNR measure overall image

quality, TSI complements these metrics by focusing specifically on texture.

Limitations of TSI

Complexity: The extraction of texture features and computation of TSI can be compu-
tationally intensive, especially for large images.
Sensitivity to Noise: Depending on the feature extraction method, TSI may be sensitive

to noise, which can affect the accuracy of the similarity measurement.

17



2.1.5 Wasserstein score (WD)

The Wasserstein Distance (WD), also known as the Earth Mover’s Distance (EMD), is
a measure of the distance between two probability distributions. It is widely used in
fields such as machine learning, particularly in Generative Adversarial Networks (GANs)
for evaluating the similarity between the generated data distribution and the real data
distribution. The Wasserstein Distance is part of the family of optimal transport distances,

which consider the "cost" of transforming one distribution into another. [3,48,57]

Mathematical Definition

Let P and Q be two probability distributions defined on a metric space M (e.g., R?). The

Wasserstein Distance of order p between these distributions is defined as:

1
p

W(P.@) = (__inf | Ben e )

1€l(P,Q)

Where:

e p > 1 is a parameter that determines the order of the distance.

e ['(P,Q) is the set of all joint distributions (couplings) v(z,y) whose marginals are P

and () respectively.

e d(x,y) is the distance between points x and y in the space M, typically using the

Euclidean distance.

18



For the common case when p = 1, the Wasserstein Distance of order 1 is:

Wi(P,Q) = 7&?15,@) E(zy)~y[d(z, y)]

In simple terms, W (P, @) measures the minimum "cost" required to transform distri-
bution P into distribution (), where the cost is defined as the amount of probability mass

that needs to be moved multiplied by the distance it needs to be moved.

Interpretation

Small Wasserstein Distance: Indicates that the two distributions P and @) are similar,
meaning that it requires a small "cost" to transform one distribution into the other.
Large Wasserstein Distance: Indicates that the distributions are dissimilar, meaning

that a large "cost" is required to transform one distribution into the other.

Applications in Machine Learning

Generative Adversarial Networks (GANs): The Wasserstein Distance is used in the
training of Wasserstein GANs (WGANSs), where it helps to stabilize the training process
and improve the quality of the generated samples by providing a more meaningful loss

function compared to the original GAN.

Distributional Robustness: In scenarios where models are trained to be robust to
small perturbations in the data distribution, Wasserstein Distance can be used as a measure

of discrepancy between the training distribution and test distribution.

19



Image Retrieval and Processing: Wasserstein Distance is used to compare his-
tograms, shapes, and other distributional features in image processing tasks.
Mathematical Example

Consider two discrete distributions P and () on a one-dimensional space:

P = {(21,p1), (x2,02), - -, (Tn, Pn) }

Q={(v1,q1), (2. 0), -, Ym,@m)}

The Wasserstein Distance Wi (P, Q) can be computed by solving an optimization prob-

lem that finds the best matching between the points z; and y; that minimizes the cost:

Wi(P,Q) = inf D vud(wy)

i=1 j=1

Where ;; represents the amount of probability mass transported from z; to y;.

2.1.6 Cosine similarity (CS)

Cosine Similarity (CS) is a metric used to measure the similarity between two non-zero
vectors in an inner product space. It is widely used in various applications, such as text

analysis, natural language processing (NLP), information retrieval, and recommendation
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systems. The cosine similarity measures the cosine of the angle between two vectors, giving

a value between -1 and 1. [11,29,51,57]

Mathematical Definition

Given two vectors A and B in an n-dimensional space, the cosine similarity is defined as:

A-B
Cosine Similarity = cos(f) = ————

IA[BI

Where:

e A - B is the dot product of the vectors A and B.
e ||A]| and ||B|| are the magnitudes (Euclidean norms) of the vectors A and B.

e 0 is the angle between the two vectors.

Interpretation

e Cosine Similarity = 1: The vectors are identical in direction, meaning the angle

0 = 0°, and the vectors are perfectly similar.

e Cosine Similarity = 0: The vectors are orthogonal (perpendicular), meaning the

angle 8 = 90°, and there is no similarity.

e Cosine Similarity = -1: The vectors are diametrically opposed, meaning the angle

0 = 180°, and the vectors are perfectly dissimilar.
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Use Cases

Cosine similarity is particularly useful in:

e Text Mining and NLP: To compare the similarity between documents or sentences

represented as vectors.

e Information Retrieval: To rank documents based on their similarity to a query in

search engines.
¢ Recommendation Systems: To measure the similarity between users or items.

e Clustering and Classification: In machine learning, cosine similarity is used as a

metric to cluster similar items or classify data points.

Advantages of Cosine Similarity

Scale Invariant: Unlike Euclidean distance, cosine similarity only considers the orienta-
tion of the vectors, not their magnitude, making it effective for comparing documents of

different lengths.

Efficient Computation: Cosine similarity can be efficiently computed even for high-

dimensional data, making it suitable for large-scale applications.

Limitations of Cosine Similarity

Ignores Magnitude: Cosine similarity does not account for the magnitude of the vectors,

which might be important in some contexts.
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Sparse Data: In cases of sparse data (e.g., text vectors), cosine similarity may become

less effective, especially when dealing with high-dimensional data.

2.1.7 Kullback-Leibler Divergence (KL Divergence)

Kullback-Leibler Divergence, often referred to as KL Divergence, is a fundamental concept
in information theory and statistics that measures the difference between two probability
distributions. It is widely used in various fields such as machine learning, data science,
and image processing to quantify the dissimilarity between distributions. In the context
of images, KL Divergence can be used to compare the distribution of pixel values between
a generated image and a reference image, providing insight into the fidelity and quality of

the generated image.

Mathematical Definition

Given two probability distributions P (the true distribution) and ) (the approximate

distribution), the Kullback-Leibler Divergence from @ to P is defined as:

Dr(P 1| Q) = 3 Pl (1)

Where:
e P(i) represents the probability of event i under distribution P.

e ()(i) represents the probability of event ¢ under distribution Q.
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e The logarithm is typically taken to base 2 or base e, depending on the context.

KL Divergence is a non-symmetric measure of the difference between the two distribu-
tions P and @. It is non-negative, with D (P || @) = 0 if and only if P = @) almost

everywhere, meaning that the two distributions are identical.

Interpretation

e Low KL Divergence: A lower value of KL. Divergence indicates that the approx-
imate distribution @) is close to the true distribution P, implying greater similarity
between the two distributions. In image processing, this means that the pixel value
distribution of the generated image closely matches that of the reference image, sug-

gesting high fidelity in the generation process.

e High KL Divergence: A higher value of KL. Divergence suggests that the approx-
imate distribution @) diverges significantly from the true distribution P, indicating
dissimilarity. In the context of images, this would imply that the pixel value distri-
bution of the generated image is quite different from the reference image, potentially

indicating artifacts or loss of important features during generation.

Use Cases

KL Divergence is extensively used in various applications, including:

e Generative Models: In machine learning, particularly in Variational Autoencoders
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(VAEs), KL Divergence is used as a regularization term to measure how well the

learned distribution approximates the true data distribution.

¢ Image Processing: In image generation and transformation tasks, KL. Divergence
can be used to compare the distribution of pixel values between a generated image

and its reference, helping to assess the quality of the generated image.

e Data Compression: KL Divergence is applied in compression algorithms to mea-
sure the efficiency of encoding schemes by comparing the original distribution of data

with the distribution after compression.

Advantages

e Theoretical Foundation: KL Divergence has a strong theoretical basis in infor-
mation theory, making it a widely accepted and reliable measure of distributional

differences.

e Sensitivity to Distribution Differences: KL Divergence effectively captures dif-
ferences in distributions, making it useful for applications where precise comparison

is required.

Limitations

e Non-Symmetry: KL Divergence is not symmetric, meaning that Dy (P || Q) is
not necessarily equal to Dx (@ || P). This can be a limitation in contexts where a

symmetric measure of dissimilarity is preferred.
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e Undefined for Zero Probabilities: KL Divergence is undefined if Q(i) = 0 for
any event ¢ where P(i) > 0. This can pose challenges in practical applications,

particularly when dealing with sparse data.

Relationship with Other Metrics

KL Divergence is closely related to other divergence measures such as Jensen-Shannon
Divergence, which is a symmetrized and smoothed version of KL Divergence. In some
cases, Jensen-Shannon Divergence may be preferred due to its symmetry and bounded

range.

2.1.8 Histogram intersection (Hist;)

Histogram Intersection is a similarity measure used to compare two histograms, which
are representations of the distribution of data. In image processing, histograms are often
used to represent the distribution of pixel intensities or color values within an image.
Histogram Intersection quantifies the overlap between two histograms, providing a measure
of similarity that is particularly useful when comparing images with similar content but

varying brightness or contrast.

Mathematical Definition

Given two histograms H; and H,, each with n bins, the Histogram Intersection I(H;, H»)

is defined as:
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I(Hy, Hy) = Zmin(Hl(i), Hy (7))
Where:

e H(i) and Hy(i) represent the values of the i-th bin in histograms H; and Hj, re-

spectively.

e min(H;(i), Hy(¢)) computes the minimum value between the corresponding bins of

the two histograms.

The result of the Histogram Intersection is a single value that represents the degree of
overlap between the two histograms. This value can be normalized by the total sum of the

histogram bins to obtain a similarity score between 0 and 1.

Interpretation

¢ High Histogram Intersection: A higher value indicates a greater overlap between
the two histograms, suggesting that the distributions of pixel values or colors in
the two images are similar. This implies that the images have similar content or

characteristics.

e Low Histogram Intersection: A lower value indicates less overlap between the
histograms, suggesting that the images differ significantly in terms of their pixel
value or color distributions. This could be due to differences in content, lighting, or

other factors.
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Use Cases

Histogram Intersection is used in various image processing and computer vision tasks,

including:

e Image Retrieval: Histogram Intersection is commonly used in content-based im-
age retrieval systems to compare the histograms of a query image with those in a

database, retrieving images with similar content.

e Object Recognition: In object recognition tasks, Histogram Intersection can be
used to compare color histograms of detected objects with known reference his-

tograms, aiding in the identification of objects.

e Image Matching: Histogram Intersection is used in image matching to assess the
similarity between different views of the same scene, even under varying lighting

conditions.

Advantages

¢ Robust to Lighting Variations: Histogram Intersection is less sensitive to changes
in lighting or contrast, making it effective for comparing images with different expo-

sure levels.

e Simple and Efficient: The computation of Histogram Intersection is straightfor-

ward and computationally efficient, making it suitable for real-time applications.
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Limitations

e Limited Discriminative Power: Histogram Intersection may not be effective in
distinguishing images with different contents but similar histogram distributions,
as it only considers the overlap between histograms without accounting for spatial

information.

¢ Dependent on Histogram Binning: The effectiveness of Histogram Intersection
can be influenced by the choice of histogram binning. Poor binning choices can lead

to misleading similarity measures.

Relationship with Other Metrics

Histogram Intersection is often compared with other histogram-based similarity measures
such as Bhattacharyya distance and Chi-square distance. While Histogram Intersection
measures overlap, Bhattacharyya and Chi-square distances take into account the overall

distribution and variance, providing alternative ways to compare histograms.

2.1.9 Classifier Perceptual Loss (CPL)

Classifier Perceptual Loss (CPL) is an advanced loss function used in image generation and
transformation tasks. Unlike traditional pixel-wise loss functions, such as Mean Squared
Error (MSE) or L1 loss, CPL focuses on the perceptual quality of the generated images.
It does so by measuring the difference between the feature maps created by the convolu-

tional layers of a pre-trained classification model. These feature maps capture high-level
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representations of the input images, including textures, objects, and shapes, making CPL

a powerful tool for assessing the perceptual similarity between images.

Mathematical Definition

Let ® represent a pre-trained convolutional neural network (CNN) that is used for classi-
fication, and let ®;(z) denote the feature map obtained from the [-th layer of the network
when processing an input image x. Given a reference image I and a generated image

Igen, the Classifier Perceptual Loss is defined as:

CPL(Luet, Lgen) = Y M| @1 Lrer) — @o(Lyen)|1*

leL

Where:

e O,(I) represents the feature map from layer [ of the CNN for image 1.

| - |I* denotes the squared Euclidean distance between the feature maps.

A is a weighting factor for the contribution of layer [ to the overall loss.

L is the set of layers used for computing the perceptual loss.

By comparing the feature maps of Ig, to those of I, CPL measures the perceptual
differences between the images, focusing on high-level characteristics rather than pixel-level

accuracy.
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Interpretation

e Low CPL Value: A lower Classifier Perceptual Loss value indicates that the gener-
ated image l,.n shares more perceptual characteristics with the reference image I,es.
This suggests high similarity in terms of textures, objects, and overall image content,

making the generated image perceptually closer to the reference image.

e High CPL Value: A higher CPL value indicates greater perceptual differences
between the generated and reference images. This suggests that the generated image
may have lost important perceptual features or introduced artifacts that make it less

similar to the reference image.

Use Cases

Classifier Perceptual Loss is widely used in various deep learning applications, including:

¢ Image Super-Resolution: CPL is used to enhance the perceptual quality of super-
resolved images by ensuring that they not only match the high-resolution reference

images in terms of pixel values but also retain high-level perceptual features.

e Image Style Transfer: In style transfer tasks, CPL helps to preserve the content
of the original image while applying the style of another image, ensuring that the

generated image maintains recognizable objects and structures.

e Generative Adversarial Networks (GANs): CPL is often integrated into the

loss functions of GANs to improve the realism of generated images by focusing on
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perceptual features rather than pixel-wise differences.

Advantages

e Focus on Perceptual Quality: CPL directly targets the perceptual aspects of
images, making it more aligned with human visual perception compared to traditional

loss functions that focus solely on pixel-wise differences.

e Effective for Complex Visual Tasks: By leveraging feature maps from deep con-
volutional layers, CPL is effective in tasks that require preserving high-level content

and structural details, such as image synthesis and restoration.

Limitations

e Dependency on Pre-Trained Networks: The effectiveness of CPL depends on
the quality and architecture of the pre-trained classification network. Poorly trained

networks or inappropriate architectures can lead to suboptimal results.

e Computational Complexity: Calculating CPL involves passing images through
deep convolutional networks, which can be computationally expensive, especially

when using multiple layers or large images.

Relationship with Other Metrics

Classifier Perceptual Loss is often used in conjunction with other loss functions, such as

pixel-wise losses (e.g., MSE) or adversarial losses (in the case of GANs). While CPL focuses
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on high-level perceptual features, other losses can complement it by ensuring accuracy at

the pixel level or improving the overall distribution of generated images.

2.1.10 Semantic Segmentation Score (SSS)

The Semantic Segmentation Score (SSS) is a metric used to evaluate the semantic consis-
tency and structural fidelity of generated images. This score is particularly important in
tasks where the preservation of high-level semantic information, such as object boundaries
and class labels, is critical. SSS measures the difference between the semantic details of
a generated image and a reference image by applying a pre-trained segmentation model,
such as Fully Convolutional Network (FCN-8), to both images and comparing the resulting
segmentation maps. The goal of SSS is to quantify how well the generated image retains

the semantic content of the reference image.

Mathematical Definition

Let Sief represent the ground truth segmentation map of a reference image I,ef, and let Sgep
represent the segmentation map obtained from the generated image /4, using a pre-trained

segmentation model ®. The Semantic Segmentation Score is defined as:

1 < . .
SSS(Lref, Igen) = n Z [ Sret (@) — Sgen (4|
i=1

Where:
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o Sie(1) and Sgen(7) represent the semantic labels of the i-th pixel in the reference and

generated images, respectively.

e || - || denotes a suitable norm, often the L1 or L2 norm, to measure the difference

between the semantic labels.

e n is the total number of pixels in the images.

The SSS captures the extent to which the generated image Iy, retains the semantic
structure of the reference image I..;. A high SSS error indicates significant differences
in the semantic segmentation maps, suggesting that the generated image may have lost

important semantic details.

Interpretation

e Low SSS Value: A lower Semantic Segmentation Score indicates that the semantic
segmentation map of the generated image is closely aligned with the ground truth seg-
mentation of the reference image. This suggests that the generated image preserves
the structural and semantic details of the reference image, such as object boundaries

and class labels.

e High SSS Value: A higher SSS value indicates greater differences between the
segmentation maps, suggesting that the generated image fails to retain the semantic
content of the reference image. This could be due to distortions, artifacts, or loss of

critical image structures during generation.
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Use Cases

Semantic Segmentation Score is used in various image processing and computer vision

tasks, including:

¢ Image Synthesis and Generation: SSS is employed to evaluate the quality of
images generated by models such as Generative Adversarial Networks (GANs) or
Variational Autoencoders (VAEs), ensuring that the generated images maintain the

semantic content of the reference images.

¢ Image-to-Image Translation: In tasks where images are transformed from one
domain to another (e.g., turning sketches into photos), SSS helps to assess whether
the transformation preserves the semantic meaning and structure of the original

images.

e Image Restoration: SSS is used to measure the effectiveness of image restoration
techniques, such as inpainting or super-resolution, by ensuring that the restored

images remain faithful to the original semantic structure.

Advantages

e Focus on Semantic Integrity: SSS directly measures the preservation of seman-
tic information, making it a valuable metric for applications where maintaining the

meaning and structure of the original image is crucial.
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e Alignment with Human Perception: By evaluating the semantic content, SSS
often aligns more closely with human perception of image quality, as humans are

sensitive to the preservation of objects and structures in images.

Limitations

e Dependency on Pre-Trained Models: The accuracy of SSS depends heavily on
the performance of the pre-trained segmentation model used. If the model is not
well-suited to the task or the images in question, the SSS may not provide reliable

assessments.

e Computationally Intensive: Computing SSS involves running a pre-trained seg-
mentation model on potentially large datasets, which can be computationally expen-

sive and time-consuming.

Relationship with Other Metrics

Semantic Segmentation Score complements other perceptual and pixel-wise metrics by
focusing on the semantic and structural aspects of image quality. While other metrics like
Classifier Perceptual Loss (CPL) may measure high-level feature similarity, SSS provides a
direct assessment of the semantic content, making it particularly useful in tasks requiring

detailed structural preservation.
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2.1.11 Visual Information Fidelity (VIF)

Visual Information Fidelity (VIF) is a perceptual image quality metric that quantifies the
amount of visual information preserved in a distorted or generated image relative to a
reference image. VIF is based on the concept that the human visual system (HVS) is
sensitive to the amount of information that an image conveys, and it aims to measure the
loss or preservation of this information as the image undergoes various transformations or
distortions. VIF is widely used in image processing and computer vision tasks to evaluate

the fidelity of images generated by different models and algorithms.

Mathematical Definition

VIF is rooted in the information-theoretic framework, where the image quality is assessed
based on the mutual information between the reference and the distorted images. The
mutual information is computed at different levels of wavelet decompositions to capture

both the global and local visual information.

Given a reference image I,.¢ and a distorted image Ige,, the Visual Information Fidelity

is defined as:

N Ii
VIF = Zz 1 ( ref) gen)
= = £
i=1 ( ref’ ref)
Where:
e I} and I}, represent the coefficients of the reference and generated images at the

i-th level of the wavelet decomposition.
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e [ . represents the noise-free estimate of the reference image coefficients at the i-th

ref

level.
e I(-;-) denotes the mutual information between the coefficients.

e N is the number of wavelet decomposition levels considered.

VIF essentially measures how much of the original image information is retained in the
generated image. A higher VIF value indicates that more information from the reference

image is preserved in the generated image, leading to better visual fidelity.

Interpretation

e High VIF Value: A higher VIF value indicates that the generated image retains
a significant amount of visual information from the reference image, suggesting high
fidelity and perceptual quality. This implies that the image has preserved essential

details, structures, and textures from the original image.

e Low VIF Value: A lower VIF value indicates a significant loss of visual information
in the generated image compared to the reference image, suggesting lower fidelity.
This can result from various factors, such as artifacts, blurring, or compression,

leading to a degraded perceptual quality.
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Use Cases

Visual Information Fidelity is used in a variety of image processing and computer vision

applications, including:

¢ Image Compression: VIF is commonly used to evaluate the quality of compressed
images by measuring the amount of visual information retained after compression.
It helps in optimizing compression algorithms to achieve a balance between file size

and image quality.

e Image Restoration: In image restoration tasks, such as denoising or deblurring,
VIF is employed to assess how well the restored image recovers the original visual

information lost due to noise or blur.

e Super-Resolution: VIF is used to evaluate the effectiveness of super-resolution
algorithms by measuring how much high-frequency information, which corresponds

to details and textures, is preserved in the upscaled image.

Advantages

e Alignment with Human Perception: VIF is designed to align closely with human
visual perception by focusing on the preservation of visual information, making it a

reliable metric for assessing image quality in perceptual terms.

e Multi-Scale Analysis: By considering multiple levels of wavelet decomposition,

VIF captures both local and global visual information, providing a comprehensive
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assessment of image quality.

Limitations

e Complexity of Computation: The calculation of VIF involves complex opera-
tions such as wavelet decomposition and mutual information estimation, making it

computationally intensive compared to simpler metrics like PSNR or SSIM.

¢ Dependency on Wavelet Transform: The effectiveness of VIF can be influenced
by the choice of wavelet transform and its parameters, which may require careful

tuning for different types of images.

Relationship with Other Metrics

VIF is often compared with other perceptual quality metrics such as Structural Similarity
Index (SSIM) and Peak Signal-to-Noise Ratio (PSNR). While SSIM and PSNR focus on
structural similarity and pixel-wise accuracy, respectively, VIF provides a more holistic
measure by quantifying the preservation of visual information, making it particularly useful

in applications where perceptual quality is paramount.

40



2.2 Deep Neural Network Architectures

2.2.1 Autoencoders

Autoencoders are a type of artificial neural network used primarily for unsupervised learn-
ing. Their main purpose is to learn a compressed, low-dimensional representation (or
encoding) of input data and then reconstruct the input from this encoding as accurately
as possible. Autoencoders are composed of two main parts: an encoder and a decoder,
with a bottleneck in between that forces the network to compress the input into a lower-

dimensional representation.

Architecture

As shown in Figure 2.3, an autoencoder consists of three key components:

e Encoder (g;): The encoder maps the input x to a lower-dimensional latent space z
using a function parameterized by weights ¢. The encoder reduces the dimensionality
of the input, capturing the most important features. Mathematically, the encoder is

defined as:

z = gy(X)

e Bottleneck (z): The bottleneck is the compressed representation of the input data.
It contains the essential information needed to reconstruct the input while discarding

noise and redundant information.
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e Decoder (fy): The decoder takes the latent representation z and reconstructs the
input x’ using a function parameterized by weights 6. The decoder aims to reconstruct

the input as closely as possible to the original. Mathematically, the decoder is defined

as:
/
x' = fo(z)
Reconstructed
Input = Ideally they are identical. input
x =~ x

\ Bottleneck!

Encoder Decoder
X 2 = - ; /
9o fo =

An compressed low dimensional
representation of the input.

Figure 2.3: Architecture of an autoencoder, illustrating the encoding, bottleneck, and
decoding processes 3]

Training

Autoencoders are trained to minimize the difference between the input x and the recon-
structed output x’. This is done by optimizing the parameters ¢ and 6 of the encoder and
decoder, respectively. The training process involves backpropagation and gradient descent

to update the weights in a way that minimizes the reconstruction error.
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Loss Function

The loss function used to train an autoencoder is typically the Mean Squared Error (MSE)

between the input x and the reconstructed output x’, defined as:

Where:

e X; represents the original input data.
e X'; represents the reconstructed data.

e n is the number of data points.

The goal is to minimize this loss function so that the output x’ is as close as possible
to the input x, indicating that the autoencoder has learned an efficient and accurate

representation of the data.

Applications

Autoencoders have a wide range of applications, including:

¢ Dimensionality Reduction: Autoencoders can be used as an alternative to tra-
ditional methods like Principal Component Analysis (PCA) for reducing the dimen-

sionality of data while preserving important features.
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e Anomaly Detection: Since autoencoders learn to reconstruct the normal data
distribution, they can be used to detect anomalies by identifying inputs that result

in high reconstruction errors.

¢ Image Denoising: Autoencoders can be trained to remove noise from images by

learning to map noisy images to their clean counterparts.

e Generative Modeling: Variants of autoencoders, such as Variational Autoencoders

(VAEs), can be used for generating new data that is similar to the training data.

e Feature Extraction: The latent representation learned by the encoder can be used

as features for other machine learning tasks, such as classification or clustering.

2.2.2 Variational Autoencoders (VAE)

Variational Autoencoders (VAEs) are a type of generative model that extends the concept
of traditional autoencoders by introducing a probabilistic approach to the encoding and
decoding process. VAEs are designed not only to reconstruct the input data but also to
learn a latent representation that can be used to generate new data similar to the training
data. This is achieved by imposing a probabilistic structure on the latent space, which

allows for the generation of diverse samples.

Architecture

As depicted in Figure 2.4, a Variational Autoencoder consists of the following components:
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e Probabilistic Encoder (g,(z|x)): Unlike traditional autoencoders, the encoder in a
VAE does not directly output a single latent vector. Instead, it produces parameters
of a probability distribution, typically a Gaussian distribution, over the latent space.

These parameters are the mean p and standard deviation o of the distribution:

n,0 = g¢(X)

A latent vector z is then sampled from this distribution:

z=p+o0e €~N(0I)

where € is a random noise vector sampled from a standard normal distribution.

e Latent Space (z): The latent vector z represents a compressed, low-dimensional
probabilistic encoding of the input data. It is sampled from the distribution defined

by the mean and standard deviation produced by the encoder.

e Probabilistic Decoder (py(x|z)): The decoder in a VAE also takes a probabilistic
approach. It maps the latent vector z back to the data space, aiming to reconstruct
the input x’. The decoder outputs the parameters of a probability distribution over
the data space (e.g., the mean of a Gaussian distribution), from which the final

reconstructed data is sampled:

x' ~ py(x|z)
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Figure 2.4: Architecture of a Variational Autoencoder (VAE), illustrating the probabilistic
encoding, sampling from the latent space, and probabilistic decoding processes |2]

Training

Training a VAE involves optimizing two objectives simultaneously: reconstructing the

input data and ensuring that the latent space follows a desired distribution, typically a

standard normal distribution. This is achieved by minimizing the VAE loss function, which

consists of two parts: the reconstruction loss and the Kullback-Leibler (KL) divergence.

Loss Function

The loss function for training a VAE is composed of the following two terms:

e Reconstruction Loss: This term measures how well the generated image x” matches

the input image x. It is often implemented as the Mean Squared Error (MSE) or
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Binary Cross-Entropy (BCE) between the input and the reconstruction:

Ereconstruction = Eq¢ (z]x) [lOg Do (X ’ Z)]

e KL Divergence: This term regularizes the latent space by ensuring that the distri-
bution of the latent variables g,(z|x) is close to a prior distribution p(z), usually a
standard normal distribution N (0,I). The KL divergence between the two distribu-
tions is given by:

Lk = Dk (q4(z]x) || p(2))

The total loss function for training a VAE is the sum of these two terms:

LVAE - Ereconstruction + EKL

Minimizing this loss encourages the model to produce accurate reconstructions while main-

taining a well-structured latent space.

Applications

Variational Autoencoders have a wide range of applications in various fields, including;:

e Generative Modeling: VAEs can generate new data samples that are similar to
the training data by sampling from the latent space. This makes them useful for

tasks like image synthesis, text generation, and data augmentation.
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Anomaly Detection: By learning the normal distribution of the data, VAEs can be
used to detect anomalies. Inputs that result in high reconstruction errors or unusual

latent variables can be flagged as outliers.

Data Imputation: VAEs can be used to fill in missing data by leveraging the
learned distribution over the data space, providing plausible completions for missing

values.

Latent Space Exploration: The structured latent space learned by a VAE allows
for exploration and interpolation between different data points, making it useful for

visualizing and understanding the underlying structure of complex datasets.

Semi-Supervised Learning: VAEs can be adapted for semi-supervised learning by
combining the generative model with labeled data, allowing for improved performance

on tasks with limited labeled data.

2.3 Machine Learning Classifiers

Classifiers are a fundamental aspect of machine learning, which is a branch of artificial in-

telligence that focuses on building systems that can learn from and make decisions based on

data. In supervised learning, classifiers are algorithms that assign class labels to instances

based on the input features. These labels are selected from a predefined set of possible

outcomes. Effective classification is crucial for many applications, such as image recogni-

tion, email filtering, and medical diagnosis, where making accurate predictions based on
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historical data can significantly impact performance. This section will explain four clas-
sifiers that are used in this work: Support Vector Machines (SVM), Logistic Regression,

Random Forest, and Decision Trees.

2.3.1 Support Vector Machine (SVM)

Support Vector Machines (SVMs) are a robust set of supervised learning models primarily
utilized for classification, though they also have applications in regression. The essence
of SVMs as linear classifiers is their ability to delineate data points in an N-dimensional
space with a hyperplane that distinctly classifies these points. The SVM algorithm focuses
on identifying the hyperplane that maintains the greatest minimal distance to the training
examples, a concept encapsulated in the term 'margin’. This margin, defined as the dis-
tance between the hyperplane and the nearest data point on either side, is integral to the
model’s performance; a larger margin is generally correlated with a lower generalization

error of the classifier.

To address non-linear problems, SVMs employ the kernel trick. The kernel trick is a
powerful technique used primarily in machine learning algorithms like Support Vector Ma-
chines (SVMs) to enable learning in high-dimensional spaces without explicitly performing
the computationally expensive transformation. This section expands on the kernel trick,
detailing its concept, how it works, and its advantages. The kernel trick revolves around
the idea of transforming data into a higher-dimensional space to make it easier to separate
using a linear classifier, such as an SVM. This is particularly useful in scenarios where

the relationship between class labels and features is not linearly separable in the original
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Figure 2.5: SVM separating 2-dimensional data points. [50]

feature space. In its essence, the kernel trick involves using a kernel function to compute
the dot product of two vectors (data points) in a high-dimensional space without ever com-
puting the coordinates of the points in that space. This allows the algorithm to operate in
a high-dimensional feature space using the original inputs of the data, thus avoiding the
direct computation of the coordinates in the high-dimensional space. Some of the famous

kernels are mentioned below.

1. Linear Kernel: The linear kernel is the simplest form of the kernel function, rep-
resented by the inner product of two vectors. It is used when the data is linearly
separable. This kernel is computationally efficient and often used in cases where

the number of features is very large compared to the number of samples [17]. In
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Figure 2.6: An intuitive example of how SVM kernels can separate data points that are
not linearly separable. [17]

mathematical terms, it is defined as:

K(z,2') = (x,2")

2. Polynomial Kernel: The polynomial kernel computes a polynomial of the original
variables, allowing for the modeling of more complex relationships between data

points. It is defined as:

K(z,2") = (y{z,2") +r)?

where d is the degree of the polynomial, r is the coefficient term, and v is a scale
factor. This kernel can model interactions up to the specified degree, making it useful

for problems where the relationship between features is not simply linear [50].

3. Radial Basis Function (RBF) or Gaussian Kernel: The RBF kernel is one of
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the most popular kernel functions used in SVM due to its ability to handle non-linear

relationships. It is defined as:

K(z,2") = exp(—z — 2'[|)

where 7 is a parameter that determines the spread of the kernel. This kernel is
effective in cases where the relationship between class labels and features is highly

non-linear, as it maps the input features into an infinite-dimensional space.

. Sigmoid Kernel: The sigmoid kernel, which mimics the activation function of a

neural network, is defined as:

K(z,2") = tanh(y(z,2') + 1)

This kernel transforms the data similarly to a two-layer, perceptron-like neural net-
work and can model complex relationships between features. However, it is less

commonly used compared to the RBF and polynomial kernels [1].

2.3.2 Logistic Regression

Logistic Regression is a statistical method primarily used for binary classification, but it

can be extended to handle multi-class problems using certain frameworks such as One-vs-

Rest (OvR) or Multinomial Logistic Regression. Despite its name suggesting a regression

algorithm, it is actually used for classification tasks, estimating the probability that a given

input belongs to a particular category.
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The core idea behind Logistic Regression is to find a relationship between features and
the probability of a particular outcome. In binary classification, it predicts the probability
that the target variable (with two classes) belongs to one class, generally labeled as "1".
This is achieved through the logistic function, which bounds the output between 0 and 1,

ensuring it can be interpreted as a probability.

The mathematical model uses the logistic function or sigmoid function to express prob-

abilities. The function is defined as:

1

Ply=1]x) = 1 + e~ (Bot+Biz1+-+PBnzn)

where:

e P(y = 1| x) is the probability that the target variable y is class 1 given the predictors

:E7
e 53y, 01,..., 0B, are the coefficients of the model,

e 11,...,x, are the feature values.

The coefficients of the logistic regression model are typically estimated using maximum
likelihood estimation (MLE), a method that seeks to determine the set of coefficients that

maximizes the likelihood of the observed data given the predictors [52].

Since Logistic Regression calculates a probability, a decision threshold needs to be set
to determine the class assignment. By default, this threshold is often set at 0.5. If the

predicted probability is greater than or equal to 0.5, the output is classified as class 1;
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otherwise, it is classified as class 0. This threshold can be adjusted to tune the sensitivity

and specificity of the classifier according to particular application needs [24].

Logistic Regression is highly interpretable, making it a preferred choice over more com-
plex models such as neural networks or ensemble methods. It is easy to implement, efficient
to train, and provides results that are straightforward to understand. The model performs
well when the dataset linearly separates the classes and can be extended to multiclass
classification using strategies such as One-vs-Rest (OvR) or Multinomial Logistic Regres-

sion [3].

Logistic Regression is extensively used in fields like medicine for predicting disease
likelihood, finance for credit scoring, and marketing for predicting customer retention. For
instance, it is used to predict whether a patient has a certain disease based on various

predictors, such as age, sex, and blood test results [21,52].

While versatile, Logistic Regression can struggle with non-linear relationships unless
feature engineering is employed to include non-linear components. It also assumes linearity
between the log-odds of the dependent variable and each predictor, which might not always

hold true in real-world scenarios [3].

2.3.3 Decision Tree

Decision trees are a straightforward type of machine learning model primarily used for
classification tasks, where they sort data into categories. However, they can also be used
for regression to predict continuous values. Their simplicity and interpretability make them

popular for tasks requiring clear decision-making steps.
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A decision tree resembles a flowchart where each decision point represents a question
based on data features. The paths represent the possible answers, and each endpoint (leaf)
represents a prediction or outcome. This structure allows you to trace the path from the

root to the leaf to understand the logic behind each prediction.
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Figure 2.7: Simple example of a Decision Tree. [/]

The process of creating a decision tree involves splitting the data into smaller groups
based on specific attributes. This splitting is done recursively until a stopping condition
is met, such as a maximum tree depth or a minimum number of samples per leaf node.
Choosing where to split the data is crucial and is typically done using methods that measure

the quality of the split. Common methods include:

1. Gini Impurity: Measures the probability of incorrectly classifying a randomly cho-
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sen element from the dataset. Lower values indicate better splits.

2. Entropy: From information theory, entropy measures the impurity or disorder in
the data. Information gain is calculated to determine the reduction in entropy after

a split.

3. Gain Ratio: Adjusts the information gain to account for biases in attributes with

many categories, making it especially useful for dealing with such attributes.

One significant advantage of decision trees is that they require little to no data prepara-
tion. There is no need to scale or normalize your data, and they can handle both numerical
and categorical data. This ability to work with various data types and uncover complex

patterns makes them versatile [7,22,10].

However, decision trees have some limitations. They can easily create overly complex
trees that do not generalize well to new data, a problem known as overfitting. They are also
sensitive to small changes in the data, which can lead to different trees being generated for
slightly different datasets. To mitigate these issues, techniques such as pruning (removing
branches that have little importance), setting a maximum depth, and ensemble methods
like Random Forests or Gradient Boosting are often used. These methods help stabilize

the model and improve its generalization to new data [9, 25|

Decision trees are extensively used in various fields:

1. Medicine: For diagnosing diseases based on patient symptoms.
2. Finance: For credit risk assessment and stock price prediction.
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3. Marketing: For identifying customer segments and guiding marketing strategies.
4. Manufacturing: For quality control and process optimization.

5. Natural Language Processing: For text classification tasks [7,22,16].

Despite their simplicity, decision trees provide valuable insights and clear decision-
making logic, making them a robust tool in the machine learning arsenal. However, the
trade-off between interpretability and complexity must be managed carefully, especially

when dealing with large and complex datasets.

2.3.4 Random Forest

Random Forests are an extension of decision trees and one of the most effective machine
learning models for prediction and classification tasks. They combine multiple decision
trees to improve accuracy and control overfitting, making them more robust than individual

decision trees [5].

A random forest is a collection of decision trees, each built on a different subset of
the data and using different subsets of features chosen at random. The idea is that by
averaging multiple deep decision trees, you reduce the risk of overfitting while maintaining
high accuracy. The trees in a random forest run in parallel with no interaction between

them, which makes the computations fast and scalable [33].

When building a random forest, each tree is constructed using a random sample of the
data points, drawn with replacement from the original dataset, a method known as boot-

strap aggregating or bagging. When splitting each node in the tree, instead of considering
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Figure 2.8: Simple example of a Random Forest. [35]

all features, a random subset of features is selected. This randomness helps in making
the trees less correlated and increases the diversity among the trees, enhancing the overall

performance of the model [7].

During training, each tree in the forest makes a decision based on the attributes of the
input data points and votes for that decision. For classification tasks, the forest chooses
the classification having the most votes over all the trees in the forest. For regression tasks,

it typically averages the predictions of all the trees.

Random Forests are very versatile and can handle both regression and classification

tasks. They perform well on large datasets and maintain accuracy even when a large
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proportion of the data is missing. They also provide useful insights into feature importance,
as they can measure how much each feature contributes to the final decision by averaging

the decrease in impurity over all trees [15].

While Random Forests are powerful, they also come with their own set of challenges.
They require more computational resources and can be slower to train compared to other
algorithms due to the large number of trees. The model can also become complex, which
might lead to longer prediction times. Moreover, if the trees are too deep, they can still

suffer from overfitting, although much less so than individual decision trees [23].

2.4 Active Learning

Active Learning (AL) is a powerful machine learning technique that helps improve model
performance by carefully choosing the most valuable data points to label. It’s especially
useful when labeled data is hard to come by or expensive to produce. The main idea
is to focus on labeling the data that will give the model the most bang for its buck,
so to speak—whether those data points are the most uncertain or offer the most new
information. This approach allows models to get smarter with less labeled data, making it

a critical strategy in data-driven Al development.

There are several strategies you can use to identify these key data points. For example,
uncertainty sampling zeroes in on data where the model is most unsure, using techniques
like entropy-based sampling or margin sampling. Query by Committee (QBC) takes a

different route, using multiple models to predict the same data and then focusing on the
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samples where these models disagree the most. Another approach, expected model change,
looks for data points that, once labeled, would lead to significant updates in the model’s
understanding. Diversity sampling ensures that the labeled data covers a broad range of
the input space, selecting samples that are different from those already labeled. Finally,
adaptive sampling combines several of these methods, adjusting dynamically to pick the
most informative samples based on the model’s current state and the data it’s working

with. [38,39]

As shown in Fig. 2.9, the Active Learning process generally involves several key steps
designed to enhance the efficiency of machine learning models by selectively choosing the

most informative data points for labeling. Here’s a structured overview of these steps:

1. Initial Model Training
The process begins with training an initial model on a small set of labeled data. This
model serves as the starting point for further learning and helps in making initial

predictions on the unlabeled data pool.

2. Sample Selection
After training the initial model, it is used to predict labels for a large pool of unlabeled
data. The critical step here is to apply a selection strategy to identify the most
informative samples. Common strategies include Uncertainty Sampling, Diversity

Sampling, and Query by Committee (QBC).

3. Human Annotation

The selected samples are then presented to human annotators for labeling. This step
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is essential because it ensures that the newly added data is of high quality, directly

contributing to the model’s learning process.

. Model Retraining
Once the new samples are labeled, the model is retrained using both the original and
newly labeled data. This retraining helps the model improve its performance and

accuracy by refining its decision boundaries.

. Iteration

The process is iterative. The newly retrained model again selects the most informative
samples from the remaining unlabeled data, and the cycle of human annotation and
model retraining continues until a stopping criterion is met, such as reaching a desired

level of accuracy or exhausting the annotation budget.

. Final Model Deployment

Once the iterative process has sufficiently improved the model, it can be deployed
for real-world applications. The final model is expected to perform well with fewer
labeled instances, making Active Learning particularly useful in scenarios where la-

beled data is expensive or scarce.

Active Learning presents several important benefits, including improved efficiency,

higher accuracy, and the integration of human expertise. By concentrating on the most

informative samples, Active Learning reduces the amount of labeled data required, thus

saving both time and resources. The iterative process of selecting uncertain samples and

retraining the model contributes to refining the model’s decision boundaries, resulting in
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Figure 2.9: Workflow of Active Learning [15]

enhanced performance. Additionally, involving human annotators ensures that the labeled

data is of high quality, which is crucial for the model’s overall success.

Active Learning has proven to be highly effective in various domains, such as natural
language processing, computer vision, and healthcare. For example, in computer vision,
where labeling images can be especially labor-intensive, Active Learning enables models to
achieve high accuracy with significantly fewer labeled images. This is particularly impor-
tant in applications like medical image analysis, where expert annotations are both costly

and time-consuming.
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Table 2.1: A list of image-comparison metrics from the literature [21, 28, 11]: The metric
name and its source, the metric definition, and the level at which the metric compares
images, i.e., at the pixel level or at feature-level where the features are obtained from the
latent space of a pre-trained deep learning model.

Metric Definition Comparison

level

PSNR Peak signal-to-noise ratio (PSNR) measures the ratio of the maximum possible pixel value | Pixel-level
to the mean squared error (MSE) between the original and transformed images.

SSIM Structural similarity index measure (SSIM) evaluates the quality of a transformed image | Pixel-level
by comparing its structural information, e.g., edges, textures, and patterns, with the
original image.

MSE Mean square error (MSE) is the average squared difference between pixel values of the | Pixel-level
transformed and original images.

TSI Texture similarity index (TSI) measures the texture properties of the original and trans- | Pixel-level
formed images using gray-level co-occurrence matrices.

WS Wasserstein score (WS) measures the similarity between two images by calculating the | Pixel-level
minimum effort needed to transform one image into the other. It quantifies the cost of
redistributing pixel values from the generated image to match the reference image.

CS Cosine similarity (CS) measures the similarity between high-level feature representations | Feature-
of the original and transformed images created by the convolutional layers of a pre-trained | level
deep-learning model using cosine similarity.

KL Kullback—Leibler (KL) divergence measures the difference between the pixel value distri- | Pixel-level
bution of the original and transformed images.

Hist Histogram intersection ([Hist;,) measures the similarity by computing the intersection of | Pixel-level
the pixels histograms of the transformed and original images.

Histe,r | Histogram correlation (Hist.,,) measures the similarity by computing the correlation of | Pixel-level
the pixels histograms of the transformed and original images.

CPL Classifier perceptual loss (CPL) measures the difference in high-level representations ob- | Feature-
tained from a pretrained deep-learning model of the transformed and original images. level

SSS Semantic segmentation score (SSS) measures the semantic and structural differences by | Feature-
comparing segmentation outputs of the transformed and original images obtained by a | level
pretrained segmentation model.

VAE- Variational autoencoder reconstruction error (VAE-RE) measures how far a transformed | Feature-

RE image is from the distribution of a set of original images. To compute this measure, a | level
VAE needs to be trained on a set of original images. VAE-RE is the loss function of the
trained VAE for the transformed images.

VIF Visual information fidelity (VIF) evaluates the visual quality of an image by quantifying | Pixel-level

the information shared between the transformed and original images.
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Chapter 3

Related Work

This chapter includes the recent related work in automated test input validation ap-

proaches.

3.1 VAE-Based Method

Dola et al. [10] propose DAIV, a distribution-aware approach to DNN testing that empha-
sizes the validation of test inputs using generative models, specifically Variational Autoen-
coders (VAEs). Existing DNN testing techniques, such as DeepXplore [37], DLFuzz [19],
and DeepConcolic [15], have been widely used to assess the robustness of DNNs. How-
ever, Dola et al. identify a critical flaw in these methods: a substantial proportion of the
test inputs generated by these techniques are invalid, meaning they do not fall within the

distribution of the training data. Figure 3.1 shows some invalid test inputs generated by
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Figure 3.1: Invalid test inputs generated by DeepXplore [37]

DeepXplore. The use of such invalid inputs not only leads to an inflated sense of test cov-
erage but also risks generating misleading results, as these inputs do not represent realistic

scenarios that the DNN is likely to encounter in deployment.

To mitigate the issue of invalid test inputs, the authors propose incorporating a VAE-
based approach to validate the inputs generated by DNN testing techniques. The VAE
model is trained on the same data distribution as the DNN under test, allowing it to
accurately identify whether a given input falls within the valid input space. This validation
process helps to ensure that only those test inputs which are relevant and realistic are
used in testing, thereby improving the overall reliability of the test results. Dola et al.
empirically demonstrate that their VAE-based approach significantly reduces the number
of invalid inputs generated by existing techniques, leading to more accurate and reliable
test outcomes. Their findings highlight the limitations of relying solely on traditional
DNN testing methods without considering input validity and suggest that incorporating

generative models into the testing process can enhance the robustness of DNN validation.
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This work is closely related to our research, which also focuses on validating test inputs
for DNNs. While Dola et al. use a VAE-based approach to ensure that test inputs are
within the training data distribution, our work extends this concept by employing an
active learning loop to dynamically select and validate test inputs using multiple image-
comparison metrics. By addressing the limitations of single-metric validation and extending
the analysis to industrial datasets, our approach aims to improve the accuracy of test input

validation in specialized domains.

3.2 VIF-Based Method

Ensuring the reliability of Machine Vision Components (MVCs) in safety-critical systems,
such as autonomous driving, presents significant challenges due to the potential for catas-
trophic failures if these systems misinterpret visual inputs. Hu et al. [21] propose a com-
prehensive framework for defining and verifying machine-verifiable reliability requirements

for MVCs, specifically addressing safety-related image transformations.

Current deep neural network (DNN) testing approaches often lack clear reliability re-
quirements, which can result in gaps in ensuring robustness against real-world conditions.
Hu et al. argue that the reliability of MVCs should be benchmarked against human per-
formance: if an image transformation does not impact a human’s ability to interpret the
image correctly, it should likewise not affect the MVC’s performance. This principle aligns
closely with the need in our research to validate test inputs for DNNs, ensuring they remain

within expected distributions and are representative of real-world scenarios.
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The authors introduce two classes of reliability requirements: correctness-preservation
and prediction-preservation. The correctness-preservation requirement asserts that an
MVC’s predictions should remain accurate after an image has undergone a transforma-
tion that falls within a human-tolerated range. The prediction-preservation requirement
ensures that an MVC’s predictions remain consistent before and after such transforma-
tions. These requirements are instantiated using human performance data, collected from
approximately 2000 human participants, to establish a baseline for evaluating MVC relia-

bility across a variety of realistic image transformations.

A key contribution of Hu et al. is the formulation of the Visual Change metric, denoted
as A,, which quantifies the perceptual change in images due to transformations. This

metric is defined as follows:

0 if VSNR(z,2') = oo or VIF(z,2") > 1
Ay(x,2') =

1 — VIF(z,2") otherwise
where x is the original image, x’ is the transformed image, VSNR is the Visual Signal-to-
Noise Ratio, and VIF is the Visual Information Fidelity. This metric allows the reliability

requirements to be framed in terms of perceptual changes that humans can tolerate, en-

suring that MVCs are only tested on realistic and relevant transformations.

The framework also includes an automated method for checking whether MVCs meet
these requirements, which involves generating test cases within the specified A, range, exe-
cuting these tests on the MVC under evaluation, and calculating the reliability distance—a

metric that indicates the extent to which the MVC satisfies the defined reliability criteria.
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Hu et al. demonstrate the effectiveness of their approach through extensive empirical
evaluations using state-of-the-art image classification models. Their results reveal that the
proposed method can identify reliability gaps that are not detected by other existing ap-
proaches, underscoring the importance of human performance data in defining meaningful

reliability requirements.

The human effort involved in this process is considerable. Specifically, 2000 human
participants were tasked with annotating original and transformed images under time-
constrained conditions to simulate real-world decision-making scenarios. This annotation
process is labor-intensive. The work by Hu et al. is directly applicable to our research
on validating test inputs for vision-based DL systems. We use their introduced metric as
a baseline to our method and show that we outperform their metric in both public and

industrial datasets.

The validation of test inputs for Deep Learning (DL) systems is a critical challenge,
particularly when it comes to ensuring that artificially generated inputs are valid and
represent real-world scenarios that the DL system may encounter. Riccio and Tonella [11]
address this challenge by conducting a comprehensive empirical study on the effectiveness of
various Test Input Generators (TIGs) in producing valid test inputs for DL systems. Their
work is particularly relevant to research focused on validating and testing DL systems, as it
highlights the complexities involved in maintaining input validity and preserving ground-

truth labels.

Riccio and Tonella identify that while TIGs are essential for generating diverse inputs

to evaluate the robustness of DL systems, these generated inputs often fail to maintain
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validity. The authors define valid inputs as those that are recognizable and interpretable
by human experts within the specific input domain. They emphasize the importance of
this validity in providing a reliable assessment of the DL system’s quality, as invalid inputs

can lead to misleading conclusions about the system’s performance.

The study evaluates five different TIGs across three classification tasks, using both au-
tomated validators and human assessors to determine the validity of the generated inputs.
Figure 3.2 shows some invalid and valid test inputs generated by TIGs. The results reveal
that while automated validators can achieve a good level of accuracy (78%) in assessing
input validity, they still struggle with complex, feature-rich datasets, and do not always
align with human judgment. This finding underscores the limitations of relying solely
on automated validators, highlighting the need for human involvement in the validation

process—especially when dealing with nuanced or complex datasets.

Moreover, Riccio and Tonella also explore the challenge of label preservation, where the
expected label of a generated input should remain consistent with its original ground-truth
label. Their study finds that many TIGs, while generating valid inputs, fail to preserve
the correct label, which can significantly impact the reliability of testing outcomes. This
issue is particularly pertinent when assessing the robustness of DL systems, as mislabeling

can lead to incorrect assessments of system performance and reliability.

This work aligns closely with our research to improve the validation and testing pro-
cesses for DL systems by ensuring that test inputs are not only valid but also representative
of realistic and meaningful scenarios. The insights provided by Riccio and Tonella about

the limitations of TIGs and the need for a more integrated approach to validity assess-
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ment—combining automated tools with human oversight—are invaluable for developing

more robust testing methodologies.

We have used the approaches proposed by Hu et. al. [21] and Riccio and Tonella [11]
as baselines in our work. We have shown that our approach, HiL-TV, significantly outper-

forms these baselines for both the industrial and the public datasets.
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Chapter 4

Automated, Human-in-the-Loop Test

Input Validation

This chapter presents our automated, human-in-the-loop test input validation approach
for vision-based DL systems (HiL-TV). Figure 4.1 provides an overview of Hil.-TV. In
summary, given a dataset D comprising pairs of original and transformed images, Hil-
TV is designed to determine whether the transformed images are valid test inputs, while

minimizing human effort.

Our approach begins with a subset of image pairs in D that have been pre-validated,
meaning they are labeled as either valid or invalid. This pre-validated subset is crucial
for selecting appropriate metrics and training an effective classifier for the active learning

loop. HiL-TV operates through three main steps, which are detailed below:
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Figure 4.1: An overview of our test input validation approach for vision-based Deep learning
systems (HiL-TV)

4.1 Step 1: Image-comparison metric selection.

The first step of HiL-TV is to identify the optimal image-comparison metrics for validating

the test inputs in a given dataset.

We conducted a comprehensive literature review spanning both the computer vision
and software testing communities to identify various image-comparison metrics suitable for
evaluating the content similarity between an original image and its transformations 21,28,

|. In this survey, we encountered a range of metrics and carefully selected those that were
most relevant to our work. Some of these metrics had been previously employed within the
software testing community for similar purposes, and we included these in our set, using

them as a baseline for comparison in our study.
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Among the literature, a key reference was the work of Stefano Carlo Lambertenghi and
Andrea Stocco [28], published in the 2024 IEEE Conference on Software Testing (ICST).
In their study, Lambertenghi and Stocco conducted an extensive review, gathering existing
image comparison metrics at both the distribution level and the single-image level. We
incorporated several of their metrics that aligned closely with our objectives, leveraging
them to strengthen the robustness and applicability of our approach. These identified

metrics are discussed in Section 2.1.

The primary goal of these image-comparison metrics is to determine whether the essen-
tial content of an image is preserved in its corresponding transformation. This is achieved
by quantifying the similarity or difference between the original image and its transformed
version using a numeric value. Some of the metrics studied perform this comparison at
the pixel level, meaning they directly use pixel values to measure the difference between
the two images. These pixel-level comparisons are often straightforward and can quickly

highlight any discrepancies between the original and transformed images.

On the other hand, other image-comparison metrics in Table 2.1 operate based on
high-level representations. These high-level comparisons involve feeding images into a pre-
trained deep-learning model and using the extracted features from the latent space of that
model to compare the images. High-level metrics are particularly useful for capturing more
abstract or semantic similarities and differences that might not be apparent at the pixel

level.

Among the image-comparison metrics listed in Table 2.1, only VAE (Variational Au-

toencoder) and VIF (Visual Information Fidelity) have been previously used specifically
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for assessing the validity of transformed test inputs [21,11]. These metrics have shown
promise in determining the quality and validity of transformations in vision-based deep

learning systems, and they serve as a benchmark for evaluating other metrics.

Given a dataset D, HiL-TV selects the most effective image-comparison metrics from
those in Section 2.1 that best distinguish valid from invalid pairs within D. To achieve this,
HiL-TV utilizes a validated subset, D, C D, and systematically evaluates each metric on
the image pairs within D,,,.. The selection process involves two stages of filter selection [20].
In the first stage, HiL-TV computes the correlation between each image-comparison metric
and the validity of the image pairs in D,,,. The top-k metrics with the highest correlation
to validity are selected as the most informative metrics for distinguishing between valid

and invalid test inputs.

In the second stage, HiL-TV checks for redundancy among the selected top-k image-
comparison metrics. Specifically, it evaluates whether any pair (m;, m;) of these metrics is
highly correlated, i.e., has a correlation value greater than 90%, based on their values for
the image pairs in D,,,. If a redundant pair is identified, the metric with the lower validity

correlation is replaced by the next best metric that is not already among the top-k.

The value of k is chosen based on HiL-TV’s computational budget, as in the next step,
classifiers will be trained on all possible subsets of the top-k image-comparison metrics,

which amounts to 2¥ — 1 combinations.

At the conclusion of this step, HiL-TV provides the k& most informative and distinct
image-comparison metrics that are best suited for distinguishing valid test inputs from

invalid ones. This careful selection ensures that the subsequent steps in the process are
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based on the most relevant and non-redundant metrics, thereby improving the accuracy

and efficiency of the test input validation.

4.2 Step 2: Feature selection and best classifier identi-

fication.

After identifying the set of relevant metrics in Step 1, the next critical task in Step 2 is to
select a classification technique that can effectively distinguish between valid and invalid
images when trained using these metrics as input features. This step is fundamental to
ensuring the accuracy and reliability of the overall system. It considers a range of widely
used and well-established classification techniques, including random forest, decision tree,
support vector machine (SVM), and logistic regression. These methods are selected for
their proven track record in handling various types of classification tasks and their ability

to work well with diverse datasets.

The performance of these classifiers, however, is not solely dependent on the algorithms
themselves; it also hinges significantly on the design of the input features. The metrics
identified in Step 1 serve as these features, and their careful selection and arrangement are
crucial for maximizing the classifier’s effectiveness. This step involves a thorough evaluation
of alternative input feature designs by systematically matching each classifier with all
possible non-empty subsets of the informative metrics identified earlier. By exploring
these different combinations, the process ensures that the classifier is equipped with the

most relevant and non-redundant features, thereby optimizing its performance.

76



To ensure that these evaluations are both robust and unbiased, a validated subset of the
dataset, denoted as D.,y, is employed. This subset is distinct from D,,,, which was used
in the first step for selecting the metrics. By using a separate dataset for this phase, the
evaluation process avoids any potential bias that could arise from using the same data for
both metric selection and classifier training. The use of D, ensures that the assessments
are rigorous and that the chosen classification technique and feature set are well-suited for

the task of distinguishing between valid and invalid images in a reliable manner.

4.3 Step 3: Active learning.

The third step in the process involves the semi-automatic validation of the non-validated
pairs in D through the use of active learning, as detailed in Algorithm 1. This algorithm
is designed to streamline the validation process by combining automated predictions with
user input. It takes as input the non-validated subset D, of the dataset D and the best
classifier ¢ that was developed in the second step. This classifier is a binary classifier
due to the nature of our dataset which consists of valid and invalid image pairs. During
each iteration, Algorithm 1 leverages classifier ¢ to predict labels for the remaining non-
validated image pairs. If the classifier’s prediction confidence for a given pair exceeds the
user-defined threshold «, the prediction is automatically accepted. The pair is then moved
from the non-validated set D,, to the validated set D, (lines 2-8), effectively reducing

the number of pairs requiring further validation.

However, in cases where the classifier cannot confidently validate any more pairs, the

algorithm prompts the user to manually label up to § randomly selected non-validated
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Algorithm 1 Active learning of HiL-TV

Input a: The confidence threshold for acceptable prediction
Input 3: # of pairs to be validated by human in each iteration

1: while unlabeled data exists do
2 for every sample d do
3 (prediction, confidence) <— PREDICT(C, d)
4 if confidence > o then
5: Add d to D,y
6 end if

7 end for

8 Randomly select 5 samples from unlabeled dataset
9 Ask Human to validate

10: C < FINETUNE(C, human LabeledSamples)

11: end while

12: return D,

pairs (lines 9-10). These user-labeled pairs are subsequently added to the validated set
D,q (line 11), contributing to the training data. The classifier ¢ is then fine-tuned using this
expanded set D,,;, which enhances its performance and accuracy for subsequent iterations
(line 12). This iterative process allows the classifier to continuously improve, gradually

reducing the workload on the user while increasing the proportion of validated pairs.

The active learning loop continues until all image pairs in the dataset have been vali-
dated, ensuring that the entire dataset D is accurately and comprehensively labeled. This
method not only maximizes efficiency by minimizing manual labeling but also ensures that
the classifier is optimally trained to handle future validation tasks with increased confidence

and precision.

78



Chapter 5

Empirical Evaluation

In this chapter, we present our empirical evaluation for assessing our approach described

in Chapter 3.

5.1 Research Questions

In this section, we evaluate HiL.-TV using two datasets: our industrial dataset as well as a
public-domain dataset. Our experiments begin with RQ1 and RQ2, which, respectively,
assess the capability of Hil.-TV in identifying informative image-comparison metrics for
each dataset and developing classifiers that are effective for validating test inputs for each
dataset. RQ3 demonstrates that HiL-TV effectively explores alternative trade-offs between
accuracy and the manual effort required for the test input validation process. Finally, RQ4
evaluates the effectiveness of HiL-TV compared to two state-of-the-art methods in the

literature [21,11]| that rely on a single image-comparison metric for test input validation.
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RQ1 (Image-comparison metric selection). Which image-comparison metrics are
the most informative for validating our industrial and public datasets? We conduct ex-
periments for both industrial and public datasets to identify the most informative metrics

among those in Table 2.1 for validating each dataset.

RQ2 (Feature selection and best classifier identification). Which subset of the
informative metrics identified in RQ1, when combined with which classifier, yields the best
prediction accuracy for test input validation of our industrial and public datasets? We
consider four classifiers: random forest, decision tree, SVM, and logistic regression. We
evaluate the prediction accuracy of each of these classifiers using all the non-empty subsets
of the metrics identified in RQ1 as the classifier’s input features. For each of the industrial
and public datasets, we choose the combination of classifier and input features that shows

the highest accuracy for predicting valid test inputs.

RQ3 (Optimizing the trade-off between accuracy and effort). How well does
our active learning approach optimize the trade-off between accuracy and human effort for
test input validation across each of our industrial and public datasets? We evaluate the
active learning step of HiL.-T'V as presented in Algorithm 1 based on the best instances
of the random forest, decision tree, SVM, and logistic regression classifiers from RQ2 for
both datasets. To explore different trade-offs between accuracy and human effort in the
test input validation process, we vary the values of the active learning loop parameters,
namely the confidence threshold o and the number of pairs to be manually validated at
each iteration 8. We then identify the parameter values that lead to the desired trade-offs,

which are selected based on feedback from the industry partner.
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RQ4 (State-of-the-art comparison). How well does our test input validation frame-
work perform compared with state-of-the-art test input validation frameworks in the liter-
ature? We examine two baselines, the best classifier, and active learning methods with
different levels of human effort (25%, 50%, 100%) and compare the results in terms of

accuracy, Fl-score, and human effort.

5.2 Subject Datasets

Industrial dataset. This dataset, provided by our industry partner SmartInside AT (SIA),
includes 847 unique images of power facilities mounted on utility poles in South Korea.
These images were used to train a DL-based anomaly detection system. To simulate
Canada’s climatic conditions, SIA transformed the images using InstructPix2Pix [0], a
fine-tuned diffusion model that applies localized changes while maintaining the images’
overall structure. SIA created nine transformations representing rain, fog, and snow at
three intensity levels: light, moderate, and heavy, resulting in a total of 847 x 9 = 7,623

transformed images.

Public dataset. We use the CIFAR10-C dataset as a public dataset [21], which was
generated by applying eight safety-related image transformations to the Car class of the
CIFARI10 dataset [27]. The CIFAR10-C dataset consists of two classes, "Car" and "Not
Car," comprising 1,273 pairs of original and transformed images. Similar to our industrial
dataset discussed earlier, the validity of each pair is indicated by a label with values of
"Valid" or "Invalid". We use the labels provided by Hu et al. [21]. It is worth mentioning

that only a portion of the data was available online. Table 5.1 shows properties of the
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Table 5.1: Key characteristics of our public and industrial datasets

Dataset Size | Valid Pairs | Image Size (Pixels)
SmartInside (industrial) | 7623 |  54.2 % 512 x 320
cifar10-c (public) 1273 16.4 % 32 x 32

Table 5.2: Dataset splits and their number of elements

Dataset | Correlation set for | Configuration set for | Test set for RQ3 and
RQ]- (Dcor) RQ2 (Dcnf) RQ4 (Dtest)
Industrial | 1298 (20%) 1298 (20%) 3897 (60%)
Public | 254 (20%) 254 (20%) 764 (60%)

industrial and public datasets.

5.3 Experiment setup

For our experiments, we randomly divide each dataset into three disjoint subsets: D,
Deng, and Dyesi. The Do, and Dy, sets are defined in Figure 4.1, and the Dy set is the
same as the non-validated set, i.e., D,,, in Figure 4.1. In the remainder of this section,
we refer to Deor, Dens, and Dy as correlation, configuration and test sets, respectively.
Specifically, D, is used to compute the best image-comparison metrics in RQ1, D, is
used for feature selection and training the best classifier in RQ2, and Dy, is used for
evaluating the active-learning loop of HiL-TV in RQ3 and RQ4. Table 5.2 shows the
partitioning of each of our datasets into these three sets. Note that HiL.-TV only requires
the D, and D.,s sets to be validated, i.e., to be labelled as valid and invalid. However,

to answer RQ3 and RQ4, we require the labels for the D, set to be able to evaluate the

accuracy of HiL-TV.
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Table 5.3: The Pearson correlation coefficients between each metric in Table 2.1 and the
valid labels in the correlation set, D,,,, of the industrial and public datasets. The values
highlighted green represent the metrics with the highest correlations for each dataset. The
VIF metric for the industrial dataset is removed due to being redundant.

PSNR | CPL | CS | SSIM | MSE | WD | KL | SSS | TSI | HIST_C | HIST_I | VAE-RE | VIF

Industrial | 0.47 | -0.58 | 0.78 | 0.54 | -0.23 | -0.26 | -0.07 | -0.36 | -0.42 0.16 0.18 0.02 0.70

Public 0.10 0.16 | 0.21 | 0.16 | -0.10 | -0.07 | 0.13 | -0.11 | -0.05 0.01 0.12 0.21 0.12

5.4 RQ1 Experiments and Results.

To answer RQ1, we perform the first step of HiL-TV discussed in Section 4.1. We compute
the Pearson correlation between each of the 13 metrics in Section 2.1 and the valid labels
in the correlation set, D.,.. After selecting the top metrics, we compute the Pearson
correlation between each pair of these selected metrics and then eliminate the redundant
ones. This experiment is performed on the correlation sets for the industrial and public

datasets.

Results. Table 5.3 shows the Pearson correlation coefficients between each metric and
the valid labels in the correlation sets of our two datasets. Note that the correlations
are generally higher for the industrial dataset than for the public one. This is because
the images in our industrial dataset have significantly higher resolutions than those in the
public dataset (see Table 5.1). Images of our public dataset are from CIFAR10 and their
size is 32 x 32 pixels while the size of samples for our industrial dataset is 512 x 320. For
the industrial dataset, we select the metrics with an absolute correlation coefficient above
0.5, resulting in the selection of the following five metrics: PSNR, CPL, CS, SSIM, and
VIF. Table 5.4 shows the pairwise correlations assessing potential redundancies between

these five metrics. The pairwise comparison reveals a strong correlation between CS and
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Table 5.4: The pairwise Pearson correlations between the five metrics highlighted green in
Table 5.3 for the industrial dataset. The cells highlighted in yellow indicate a high level of
redundancy between VIF and CS.

Metric | PSNR | CPL | CS | SSIM | VIF
PSNR 1.0 -0.60 | 0.63 | 0.74 | 0.67
CPL -0.60 1.0 |-0.74 | -0.76 |-0.71
CS 0.63 -0.74 | 1.0 0.74 | 0.93
SSIM 0.74 | -0.76 | 0.74 1.0 0.76
VIF 0.67 | -0.71 | 0.93 | 0.76 1.0

Table 5.5: The pairwise Pearson correlations between the four metrics highlighted green
in Table 5.3 for the public dataset.

Metric | CPL | CS | SSIM | VAE
CPL 1.00 | -0.48 | -0.09 | 0.56
CS -0.48 | 1.00 | 0.58 0.07
SSIM | -0.09 | 0.58 | 1.00 0.43
VAE 0.56 | 0.07 | 0.43 1.00

VIF, with a value of 0.93. Since the other pairwise correlations are all below 0.76, they
do not indicate a high degree of redundancy between the compared pairs. To eliminate
redundancy, between VIF and CS, we remove the one with a lower correlation value in

Table 5.1, i.e., VIF. Hence, the PSNR, CPL, CS, and SSIM metrics are selected for the

industrial dataset.

As for the public dataset, we select the top four metrics highlighted in Table 5.3 to be
consistent with the industrial dataset. The pairwise comparison between these four metrics
does not indicate a high degree of overlap between any pair as their pairwise correlations
are well below 0.9. Hence, CPL, CS, SSIM, and VAE-RE are selected for the industrial

dataset.
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RQ1 Answer: Among the image-comparison metrics in Section 2.1, CPL, CS,
PSNR and SSIM are identified as the most important metrics for our industrial
dataset. For our public domain dataset, CPL, CS, SSIM, and VAE-RE are identified

to be the most important metrics.

5.5 RQ2 Experiments and Results.

To answer RQ2, we perform the second step of HiL-TV in Figure 4.1. As discussed in
Section 4.2, we consider the following classification techniques: random forest, decision
tree, SVM, and logistic regression. To identify effective input features for these classifiers,
we train them with all non-empty subsets of the metrics identified for each dataset in RQ1.
Since four different metrics are selected for each dataset in RQ1, we train 15, i.e., 24 — 1,
different instances of each classifier for each dataset, where each instance is trained with
input features that are a subset of the metrics identified in RQ1. We train these classifier
instances on the configuration sets, Dy, of our industry and public datasets. Specifically,
for each classifier instance, we perform a five-fold cross validation on the configuration set,
by training and tuning the classifier instance on four training folds and testing it on the test
fold. We assess the performance of each classifier instance using the accuracy, precision and
recall metrics. In total, for RQ2, we trained and tested 60 = 15(instances) x 4(classifiers)

different classifiers.

Results. Figure 5.1 and 5.2 show the accuracy for each classifier with different subsets

of image-comparison metrics for each dataset. Table 5.6 shows the classifier instances with
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Model Accuracy by Configuration
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Figure 5.1: Accuracy for each classifier with different input features on SmartInside dataset

the highest accuracy trained on the industry datasets. Specifically, the table presents, for
each of the four classifier types — random forest, decision tree, SVM, and logistic regression
— the instance with the highest accuracy, the set of metrics used as the input features
for that instance, and the accuracy, precision, and recall values for that instance. As
shown in the table, SVM with PSNR, CS and CPL input features is the most accurate
classifier for the industry dataset. We note that for the industry dataset, the most accurate
instance does not require the use of all four input features identified in RQ1, indicating
that considering subsets of the optimal metrics may lead to increased classifier accuracy.
Overall, the best classifier instances for the industry dataset achieve an accuracy ranging
from 86.68% to 90.26%, while those for the public dataset achieve an accuracy ranging
from 84.11% to 85.75%.
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Figure 5.2: Accuracy for each classifier with different input features on Cifar10-c dataset

RQ2 Answer: For the industry dataset, SVM and, for the public dataset, random
forest yield the highest accuracy. For both the industrial and public datasets, random
forest, logistic regression, and decision tree classifiers exhibit their best performance

when trained with the four image-comparison metrics identified in RQ1, while SVM

yields its best performance with a subset, but not all, of these metrics.

5.6 RQ3 Experiments and Results.

To answer RQ3, we execute Algorithm 1 using the best classifier instances from RQ2. The

purpose of RQ3 is to identify optimal accuracy versus effort trade-offs. To explore different
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Table 5.6: Classifier instances with the highest accuracy for each of the four classifier types
— random forest, decision tree, SVM, and logistic regression.

Classifier Type Input Features Accuracy % | Precision % | Recall %
SVM PSNR, CS, CPL 90.26 90.59 93.80
Random Forest PSNR, CS, CPL, SSIM 89.93 90.89 92.81
Logistic Regression | PSNR, CS, CPL, SSIM 88.92 88.23 94.48
Decision Tree PSNR, CS, CPL, SSIM 86.68 89.06 89.18

trade-offs Algorithm 1 can generate, we execute it with various input values as follows:
(1) the D,, input is the Dy set specified in Table 5.2 for the industry dataset; (2) the
classifier input is replaced by each of the best classifier instances in Table 5.6 for each
dataset; (3) the confidence threshold « is, respectively, set to 0.8, 0.85, 0.9, 0.95 and 0.99;
(4) the number of pairs to be manually validated at each iteration, 3, is, respectively, set
to 1%, 3%, 5%, 8%, 10%, and 15%, and (5) the percentage of validated set D, U D, that

is used for the initial training, respectively, set to 10%, 15%, 20%, 25%, 30%, and 40%.

Different portions of the datasets are specified in Table 5.2. In total, the number of
times Algorithm 1 is executed for RQ3 and for each dataset is: 4(classifiers) x5(a values) x

6(initialdata values) x 6(5 values) = 720.

For each execution, we measure the human effort as the size of the initially validated
pairs used as an input of Algorithm 1, i.e., subset of |DS., U DS.,¢|, and the number of
pairs that Algorithm 1 requires to be manually validated. We measure the accuracy of
the validated set produced by each execution of Algorithm 1 as the percentage of correctly

validated pairs relative to the size of the set.

Results. Figure 5.3 shows the accuracy versus the human effort for the 720 different
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executions of Algorithm 1 for our industry and public datasets. As the figure shows,
as human effort increases, i.e., as more pairs are manually labeled, the accuracy of the

validation process also improves.

Figure 5.4 presents a similar analysis where [ varies while other variables remain fixed.
This figure demonstrates that while changes in $ have a minor impact on improving ac-
curacy, they do lead to an increase in human effort. Figure 5.5 illustrates the relationship
between accuracy and human effort as a function of «, with all other variables held con-
stant. The trend indicates that increasing o enhances accuracy, but it also requires greater
human effort. It is important to note that data from the Decision Tree model has been

excluded from the plot since it was not within the same range as the other classifiers.

r

RQ3 Answer: For the industrial dataset, HIL-TV can validate test inputs with up
to 96% accuracy with 20% of test inputs being validated by a human. For accuracy
of 98%, it needs at least 40% of test inputs being validated by a human. For the
public dataset, HIL-TV can validate test inputs with up to 96% accuracy with 50%
of test inputs being validated by a human. For accuracy of 98%, it needs at least

70% of test inputs being validated by a human.

5.7 RQ4 Experiments and Results.

This research question compares our methodology with the two baselines discussed in
Section ??. For our methodology, we consider two separate methods: (i) The output of

step two in the HiL-TV discussed in Section 4.2, i.e., only using the best classifier with
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no active learning. In our results, we refer to this method as Classifier. (ii) The output
of step three in the HiLL-TV discussed in Section 4.3, i.e., the active learning output. In
our results, we refer to this method as Active-Learning. For the Classifier and the Active-
Learning methods, we utilize the best classifier identified for each dataset in RQ2, as shown
in Table 5.6. We refer to the baseline from Hu et. al. [21] and the baseline from Riccio

and Tonella |11], respectively, as B-VIF and B-VAE.

We evaluate these methods by assessing the accuracy of the test inputs they validate
and the human effort needed in their training and validation process. To compare the
methods, we fix the human effort at 25%, 50%, and 75%, and then evaluate the accuracy
of each method at each level. To evaluate the Classifier method with human effort %, we
randomly pick 2% test inputs of the dataset D, denoted by Dy,;,, and train the classifier
of this method on these test inputs. We then evaluate the Classifier method’s accuracy
on the remaining part of D. Note that for the Classifier method, the human effort will be

the size of Dy, since it needs to be manually validated by the human annotator.

To evaluate the Active-Learning method with human effort 2%, we randomly pick 5%
test inputs of the dataset D, denoted by Dy.u,. We train the best classifier from RQ2 on
Doin, and execute Algorithm 1. To evaluate the Active-Learning method at the human
effort level 2%, we track the overall human effort, i.e., the total amount of manual test
input validation while initially training the classifier and inside the loop of Algorithm 1.
Once the overall human effort is %, we stop further training the classifier inside the loop

and validate the remaining test inputs with the classifier and evaluate the overall accuracy.

To evaluate B-VIF and B-VAFE methods with human effort 2%, randomly pick 2% test
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inputs of the dataset D, denoted by Djn. We then compute the corresponding metric
for each of the baselines over these test inputs. We then split the range of each threshold
to 1000 equidistance points. For each point, we compute the validation accuracy of the
baseline using that point as the threshold. For each baseline, we select the point yielding
the highest accuracy on these test inputs as the optimal threshold. We then evaluate the
accuracy of each baseline with its optimal threshold over the remaining part of the dataset
D. Similar to the Classifier method, the human effort for both the baseline methods is

the size of Dy, since it needs to be manually validated by the human annotator.

We conduct experiments for these four methods using three levels of human effort: 25%,
50%, and 75%. This allows for a more comprehensive comparison of their performance.
We run experiments 20 times for each method and randomly shuffle D each time to ensure
consistent results. In total, we run 20 x 4 x 3 = 240 experiments for the four methods with

three levels of human effort.

Results. Figures 5.6, 5.7, 5.8, and 5.9 show box plots of the accuracy and F1-score with
respect to the human efforts over the 20 runs for each method and each level of human effort
for the datasets. As we can see in these figures, even using the Classifier method without
any active learning, outperforms the baselines. Furthermore, using the Active-Learning
method demonstrates a significant improvement over the other methods. According to 5.6
and 5.7, B-VAFE is not performing well on the industrial dataset and according to 5.8,
B-VIF is not performing well on the public dataset. However, both our methods Classifier
and Active-Learning are outperforming the baselines in both the industrial and public
datasets. Finally, as shown in Figures 5.6, 5.7, 5.8, and 5.9, the more the human effort, the

more the overall accuracy and Fl-score for our methods Classifier and Active-Learning.
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This is not the case for the baselines, which can be another confirmation of the fact that

a single image-comparison metric is not enough for a reliable test input validation.

r

RQ4 Answer: Our proposed methods Classifier and Active-Learning outperform
the baselines for both the industrial and the public datasets with Active-Learning
significantly outperforming the other methods. The Active-Learning method is the
only method among our four investigated methods that can reach to 99% test input

validation accuracy.

5.8 Custom-Developed Labeling Tool

In this chapter, we present the tool developed in this research.

We created a tool called the Active Image Labeling App (AILA) to help with a specific
labeling task. AILA is designed for situations where you need to compare an original image
with its modified version and accurately label the changes. The "Active" part of the name
comes from the active learning system that’s built into the app. This system makes the
labeling process more efficient by using a machine-learning model that learns from the

annotator’s work.

As the annotator labels some of the data manually, the model gets better at under-
standing what to look for. This means AILA can start automatically labeling other images
more accurately, which reduces the amount of work the human annotator has to do. By

doing this, AILA makes the whole process faster and less repetitive, while also ensuring
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that the data is labeled consistently and accurately. Figure 5.10 shows the main page of the
application where the labeling takes place. Figure 5.11 shows the statistics of the labeling

procedure.

This tool is developed using Python, with a graphical user interface (GUI) created
using the Streamlit module. Streamlit is an open-source Python library that simplifies the
process of building and sharing custom web applications, particularly for machine learning
and data science. By leveraging Streamlit, we can develop and deploy basic applications

with minimal effort.

The backend of the application is powered by an active learning algorithm that we
developed from scratch. This algorithm is designed to iteratively improve the model’s per-
formance by selectively choosing data points for labeling. We utilize Numpy for performing

mathematical operations and Pandas for managing datasets, including handling CSV files.

In addition, we integrate Scikit-learn (Sklearn), a widely used Python module, to pro-
vide the classifiers for our active learning algorithm. This combination of tools allows
our application to efficiently manage and analyze data while continuously improving its

predictive accuracy through active learning.

5.8.1 Setup the Tool
To use the application, follow these steps:

1. Clone the repository.

git clone https://github.com/delaramGh/active-learning-app/tree/main
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2. Install the required dependencies:

Run the following command to install all necessary libraries:

pip install -r requirements.txt

3. Configure the application settings:
Open the AL-Config.txt file and set the following parameters:
e splitl: The portion of the dataset used for initial training. (default = 0.2)
e split2: The portion of the dataset used for tuning the model. (default = 0.05)

e confidence_threshold: If the model’s prediction confidence exceeds this thresh-

old, the app will automatically label the image. (default = 0.9)
e org_img_path: The directory path where the original images are stored.
e gen_img_path: The directory path where the generated images are stored.

4. Run the application:

Use the following command to start the application:

streamlit run app.py

Note: The first time you run the application, it may take some extra time. This is
because the app needs to generate a .CSV file for the dataset and perform preprocessing

on the image pairs.
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5.8.2 Tool’s Output

The results are stored in the AILA_Dataset.csv file, which contains eight columns:

e original: This column lists the names of the original images.
e generated: This column lists the names of the generated images.

e Label: This column records the labels for each image pair. The label "1" indicates
that the pair is correct, "0" indicates that the pair is incorrect or lost, and "-1"

signifies that the pair is unlabeled.

e human-machine: This column indicates whether the image was labeled by a human
annotator or automatically by the machine learning model. "h" denotes labeling by

a human, while "m" indicates automatic labeling.

e Feature Columns: The remaining columns contain extracted features from the
image pairs. These features are used for training the machine learning model and

are crucial in determining the labels for new image pairs.

This structure allows for a clear and organized dataset, facilitating efficient training
and evaluation of the machine learning model while maintaining traceability of human and

machine contributions to the labeling process.
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Accuracy vs Human Effort for Different Classifiers on Smartinside Dataset
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(b) The results for the public dataset

Figure 5.3: Accuracy vs human effort obtained by different executions of the active learning
step of HiL.-TV based on different values for parameters o and g of Algorithm 1
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Figure 5.11: AILA labeling tool statistics window

ﬂ AL-Config.txt - Notepad — O X

File Edit Format View Help

lspliti=e.2;

split2=e0.05;

confidence_threshold=0.9;

org_img_path=C:\Users\ASUS\Desktop\research\mitacs project\Delaram work\active learning\dataset\original_dataset;
gen_img_path=C:\Users\ASUS\Desktop\research\mitacs project\Delaram work\active learning\dataset\high_fog;

Figure 5.12: Requirements.txt file for setting up the tool.
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Figure 5.13: The output of the tool in csv format.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

In this work, we proposed HiL-TV (Human-in-the-Loop Test Validation), an approach for
semi-automatic validation of test inputs for vision-based deep learning systems. HiL-TV
addresses the critical challenge of ensuring the validity of synthetic test inputs by incor-
porating an active learning loop that balances the trade-off between validation accuracy
and manual effort. Unlike existing methods, which rely on pre-selected image-comparison
metrics, HiL-TV dynamically selects the most suitable metrics based on the specific char-
acteristics of the dataset and the transformations applied. This adaptability allows our
approach to maintain high validation accuracy across various datasets, including those

from specialized industrial domains.

Our extensive evaluation, conducted on both industrial and public-domain datasets,
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demonstrated that HiL-TV significantly outperforms state-of-the-art baselines in terms of
validation accuracy while reducing the manual effort required for labeling. The results
underscore the effectiveness of our approach in validating test inputs for complex and

diverse DL systems, particularly in scenarios where traditional methods may fall short.

Furthermore, our approach provides valuable insights into the potential of active learn-
ing for automated test validation, offering a flexible framework that can be tailored to
different testing contexts. The lessons learned from our experiments suggest that inte-
grating human expertise into the validation process can lead to more reliable and robust

testing outcomes, particularly in domains where the cost of errors is high.

6.2 Threats to Validity

To prevent data leakage, we used separate, non-overlapping training and test sets in each
research question. In RQ4, to ensure a fair comparison between Hil.-TV and the two
baselines, we used the same training and test sets for all methods. To counteract random
variation in RQ4, we randomly selected 20 subsets from our datasets for each effort level
and repeated the experiments for each subset. Regarding the mitigation of bias in our
datasets, we note the following: The ground-truth labels for the public dataset were taken
directly from Hu et al. [21] (via majority voting), with no modifications made by us. For
our industry dataset, labeling was performed by two independent human labelers who
are not co-authors of this paper. The ground-truth labels were subsequently reviewed by

domain experts.
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The public dataset used in our evaluation is derived from CIFAR-10 [27], a well-known
benchmark in the research community that has also been used previously for evaluating
test input validators [?,7,21]. The consistency observed between the results of our exper-
iments on the public dataset and our domain-specific industry dataset provides a degree
of confidence in the generalizability of our findings. To our knowledge, we are the first to
evaluate and compare test input validation methods using an industry dataset. Neverthe-
less, as with any case study-based research, further evaluation across a broader range of

study subjects is necessary to draw more definitive conclusions about generalizability.

6.3 Future Work

While HiL-TV has shown promising results in the validation of test inputs for vision-based

deep learning systems, several avenues for future research remain.

Firstly, one potential extension of our work involves broadening the scope of HiL-TV
to handle more complex and diverse transformations beyond those considered in our cur-
rent evaluation. This includes exploring transformations that involve multiple concurrent
changes to input data, such as combined geometric and color transformations, as well
as those that simulate more sophisticated environmental conditions. We can also add a

multi-class classification option to the algorithm.

Secondly, although our approach has been applied successfully to image classification
tasks, we believe that HiL-TV could be adapted for other types of deep learning systems,

such as those used in natural language processing, speech recognition, or reinforcement

105



learning. Future research could investigate how our dynamic metric selection and active
learning framework can be tailored to these domains, potentially uncovering new challenges

and solutions specific to different types of data and tasks.

Another area for future work is the integration of more advanced machine learning tech-
niques within the active learning loop of HiL.-TV. For example, incorporating reinforcement
learning or deep active learning could further reduce the reliance on human intervention,
thereby improving the scalability and efficiency of the validation process. Additionally, ex-
perimenting with unsupervised or semi-supervised learning methods could help to reduce
the need for labeled data, making the approach more feasible for large-scale industrial

applications where labeled data may be scarce.

These future directions highlight the potential of HiL-TV to evolve and adapt to the
ever-growing challenges in DL testing, offering a robust and flexible solution for ensuring

the validity and reliability of deep learning systems across a wide range of applications.
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