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Abstract

IP multicast is typically used to support message transmission among entities in
collaborative virtual simulations running on Intranets, especially military training
simulations. But, IP Multicast is mostly not available on the Internet because it is not
deployable by ISP’s due to undefined billing at the source and unlimited amount of
overlay topologies for data transmission. Alternatively, researches have in recent years
proposed the use of Application Layer Multicasting techniques (ALM) to alleviate this
problem and to allow a somewhat scalable message passing among peers in a group of
users on the Internet. As the number of users grows in the session, efficient handling of
resources and scalable communication between users becomes critical due to network
traffic and computation required to track all objects in the session. In this thesis, peer-to-
peer communication architecture for distributed simulation is proposed. The architecture
uses both proxies and end-systems to provide a number of communication services: 1)
Best effort LAN multicast 2) Timely-reliable LAN multicast 3) Best effort peer to peer
delivery on the Internet 4) Timely-reliable peer to peer delivery on the Internet, and 5)
Any combination of the above, including LAN to Internet translation and vice versa. The
main achievement of this research could be summarized as the design, justification, and
implementation of an architecture that, in comparison to others, has higher efficiency and
guaranteed reliability for performing tightly synchronous collaborative tasks in

Collaborative Virtual Environments (CVEs).

ii



Acknowledgements

At the end of this fruitful journey, I would like to praise and thank my Lord for bestowing
huge bounties on me and for supplying me with tremendous power and energy to

successfully complete my research with excellent results.
I would also like to thank my Supervisor, Dr. Shervin Shirmohammdi for his continuous
help, support and guidance. My gratitude also goes to Mr. Pascal Lacombe for

participating in the development of the graphics applications to test my work.

Finally, I dedicate this thesis to my Parents who have provided everything possible to

make my life smooth and to help me achieve my objectives.

il



Table of Content

Abstract ii
Acknowledgements 111
Table of Content iv
List of Tables ix
List of Abbreviations X
Chapter 1 1
Introduction 1
1.1 Motivation 1
1.2 Research Problem 4
1.3 Research Objective 5
1.4 Research Contributions and New Ideas 6
1.5 Organization of the Thesis 7
Chapter 2 8
Background 8
2.1 Distributed Simulation 8
2.1.1 Advantages of Distributed Simulations [9] 9
2.1.2 Distributed Virtual Environment 9
2.2.1 Interaction Stream 12
2.2.2 SCTP: the Synchronous Collaborative Transport Protocol 14

2.3 Overlay Networks 15
2.3.1 Applications of Overlay Networks 16

2.4 Application Layer Multicasting 18
2.4.1 Application Domains 19

v



2.4.2 Deployment Levels

2.4.3 ALM Protocols

2.4.4 ALM Protocols and Distributed Collaboration

Chapter 3

The Proposed Protocol: HDSP

3.1 HDSP-Algorithm

3.1.1 Rationale

3.1.2 Member Join

3.1.3 Member Leave

3.1.4 Routing Packets

3.2 Theoretical Evaluation

3.2.1 Architecture

3.2.2 Traffic Management

3.2.3 ALM-tree Infrastructure

Chapter 4

Communication Framework and System Design

4.1 Communication framework

4.1.1 Best Effort LAN Multicast

4.1.2. Timely Reliable LAN Multicast

4.1.3. Best Effort Peer-to-Peer Delivery on the Internet

4.1.4 Timely Reliable Peer-to-Peer Delivery on the Internet

4.1.5 Combination of all Services

4.2 Use Cases

4.3 Class and Sequence Diagrams

Chapter 5

Prototype and Performance Measurement

20
22
25

27

27

27
29
29
32
32

33
33
33
34

35

35

35
35
36
37
38
39

40

44

49

49



5.1 Simulation Prototype

5.2 Performance Evaluation

5.2.1 Delay Measurement

5.2.2 Testing Environment Setup

5.3 Subjective Evaluation

5.3.1 Testing Trials

5.3.2 Monitoring the Game Performance

Chapter 6

Conclusions and Future Work

6.1 Conclusions

6.2 Future Work

6.2.1 Area of Interest Management

6.2.2 Fault Tolerance

6.2.3 Security Issues

Appendix A — ALM Protocols Classification

References

vi

49

54
54
55

57
57
58

59

59

59

61
61
61
61

63

66



List of Figures

Figure 1: End-hosts executing parts of a large program to achieve a common task

Figure 2: Distributed simulation example: online gaming

Figure 3: Application Layer Multicasting

Figure 4: Exchange of update messages in collaboration systems

Co W N~

Figure 5: Generic interaction stream

Figure 6: Interaction Stream.

Figure 7: Regular and differential update messages

Figure 8: Differential update messages

Figure 9: An overlay network. overlay network on top of physical network
Figure 10: Multicast backbone

Figure 11: Network layer multicasting (a) versus application layer multicasting (b):

square nodes are routers and circular nodes are end-hosts.

Figure 12: Proxy-based (left) and End-system (right) deployment of ALM

Figure 13: Generic proxy architecture for computer games

Figure 14: Overlay multicast architecture of ProBass

Figure 15: Overlay multicast architecture of HDSP-ALM

Figure 16: Hybrid node mediating between LAN and Internet users

Figure 17: Member join algorithm

Figure 18: ALM-tree construction

Figure 19: Member leave algorithm

Figure 20: System architecture for Best Effort LAN Multicast

Figure 21: System architecture for Timely-reliable LAN Multicast

Figure 22: Best Effort Peer-to-Peer delivery on the Internet

Figure 23: Timely-reliable Peer-to-Peer delivery on the Internet

Figure 24: HDSP system architecture

Figure 25: Use case Diagrams 1

Figure 26: Use case Diagrams 2

vii

13
13
14
14
16
17

19
21
22
25
27
28
30
31
32
36
36
37
38
39
40
41



Figure 27:
Figure 28:
Figure 29:
Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:

Use case Diagrams 3

Use case Diagrams 4

Use case Diagrams 5

Class diagram for HDSP framework

HDSP class diagram

Timer class diagram

UpdateMessage class diagram

Comm class diagram

SharedObject class diagram

SCTP class diagram

Member-join Sequence diagrams

A bullet is shot, this triggers a key message

Scenario of movement messages being sent to adjacent users
The Civilian application: players are moving a sensitive object
Collaboration failure leads to radioactive material spilling.

Round trip time

Average round trip time to all nodes

Test procedure for a period of 5 minutes

viii

42
43
44
45
46
46
46
47
47
47
48
50
51
53
53
54
55
55



List of Tables

Table 1: Average delay values in milliSECONAS. ................cooeeuevcveivciviiiiiniieenieeeiieenniaes 56
Table 2: Number of Packets Lost in Each Testing Trial. .............cccocconienvcaninnincnannne. 56
Table 2: Brief survey of existing ALM PrOtOCOIS. ...............ccocoeeveeircieinieenciveenienniaeeens 65



List of Abbreviations

ALM Application-Layer Multicasting
AoIM Area of Interest Management
CVE Collaborative Virtual Environments
DIS Distributed Interactive Simulation
DIVE Distributed Interactive Virtual Environment
DoD Department of Defense
HDSP Hybrid Distributed Simulation Protocol
HLA High Level Architecture
IGMP Internet Group Management Protocol
IP Internet Protocol
ITU International Telecommunication Union
LAN Local Area Network
MSN Multicast Service Nodes
NAT Network Address Translator
OMNI Overlay Multicast Network Infrastructure
P2p Peer to Peer
PIM Protocol Independent Multicast
Probass  Proxy-based Single Source ALM Protocol
QoS Quality of Service
RTT Round-Trip Time
SCTP Synchronous Collaborative Transport Protocol
UDP User Datagram Protocol
UML Unified Modeling Language



Chapter 1

Introduction

1.1 Motivation

Distributed simulation is the process of executing simulations on geographically
distributed computers interconnected via local area network or Internet to accomplish
common tasks [9]. The fundamental advantage of distributed simulation is the reduction
of model execution time by a factor up to the number of entities (end-hosts, servers, etc.)

participating in the session [9] (Figure 1).

Figure 1: End-hosts executing parts of a large program to achieve a common task

Distributed simulation covers a wide range of applications especially those applications

that require intensive resource usage and demand many geographically distributed users



to participate in the simulation. Examples of distributed simulation include military
simulation, grid computing, collaboration in virtual environments, multiplayer online
games, etc. Figure 2 portraits a scenario of gaming application where users have a
common vision of the simulation environment while the computation of the whole game

state is distributed among those users.

Figure 2: Distributed simulation example: online gaming

Distributed simulations in collaborative virtual environments require the transport of
update messages between entities participating in the simulation. The primary reason for
exchanging messages between entities is to ensure that all participants have the same
synchronized view of shared objects and of one another. Although the nature of
collaboration is determined by the context and the situation where objects interact, it can
be classified into two types of collaboration: combat-type simulations and closely
coupled collaboration. The former uses dead-reckoning techniques and assumes that the
loss of one update message is compensated by the next [4], while the latter is
unpredictable and requires reliable delivery of certain “key” updates [5][8]. There can

also be scenarios where communications are performed only between two peers.



Since entities participating in the simulation send and receive update messages to each
other, great attention should be given to transport mechanisms of those update messages
as the number of entities grow in the session. The naive approach to handle the transport
of messages is the client-server architecture, which is bandwidth intensive and the server
in this approach is the bottleneck. A better approach to handle massive multi-user
simulation is IP-multicasting, however, IP-multicasting is not deployable on the Internet
by ISP’s due to undefined billing at the source and because it requires manual

configuration at routers [32].

To alleviate the problem caused by IP-multicasting, researches have in recent years
proposed the use of Application-Layer Multicasting techniques (ALM) to allow a
somewhat scalable message passing among participants in the simulation environment.
The concept of ALM is simply the implementation of multicasting functionality as an
application service instead of a network service. Figure 3 below represents a group of
entities organized in a typical ALM configuration. Entities form a multicasting tree
(logical topology) among themselves. Here, the multicasting tree has been built at the
application layer as seen in the figure. Using only the unicasting capability of the network,
the source (S) sends two packets, one to D1 and one to D2, each of which in turn send the
packet to D4 and D3, respectively.

D2 D3| |D4

Figure 3: Application Layer Multicasting



While existing ALM protocols have addressed many transport issues related to
distributed simulations in general [1], [2], [3], [4], [6], they fail to fulfill collaboration
needs mainly because they do not consider the properties of collaboration data.
Synchronous collaboration in virtual reality spaces has specific requirements that differ
from those of other application data, leading to a different communication approach [5],
[7], and [8].

In this thesis it is believed that a framework on top of which simulation applications are
written will provide transport services suitable for all kinds of simulation data including

collaboration specific data.

1.2 Research Problem

One of the main problems that have been studied and addressed to some extent in recent
years is network lag in multi-user collaborative environments. Network lag adversely
affect networked Collaborative Virtual Environments (CVEs). When a user participates
in such environment, his/her interactions with other users and/or the environment must be
sent to other participants over the network such that all entities involved are updated with
that user’s latest state. Because of network limitations and traffic conditions, some of
these “updates™ are lost or delayed. In fact, network lag is present in any distributed
application such as web browsing, email, and audio/video streaming. However, due to its
requirements for highly interactive operations, networked games are especially

susceptible to packet loss and delay.

Besides network lag, collaboration in distributed simulation introduces a new problem
that deals with the nature of data being exchanged. The general assumption in distributed
simulations is that objects transmit update messages often, and that the latest state of
things can be determined by techniques such as dead-reckoning algorithms because they
are somewhat predictable. Experience has shown that these assumptions work very well
for scenarios such as simulation of battlefields or multi-user avatar-based games. In fact

most of these systems have been specifically designed for either military purposes or



games and they do a good job at that. In “shoot-em-up” games or battlefield scenarios;
people, tanks, planes, and other war machines are almost constantly moving in a short-
term predictable manner. A plane's course of flight can be extrapolated from its position
and velocity vector. Also, a lost update message is usually followed by many other
update messages, or keep-alive messages. However, these assumptions fail for
Collaborative Virtual Environments (CVEs). The conditions in CVEs can be quite the
opposite: shared objects often do not send continuous update messages, and when they do
it is not necessarily in a predictable manner. When coordinating closely coupled
collaborative tasks in CVEs, there is no room for "guessing” the state of a shared object.
All participants must reliably receive the most current state or collaboration might fail.
Dead reckoning and similar algorithms do not guarantee that all hosts share identical state
about a shared entity and they require hosts to tolerate discrepancies. Moreover, those
algorithms lose efficiency in situations when precision and consistency are vital [31],

such as collaborative situations.

1.3 Research Objective

The research conducted in this thesis is motivated by a real world problem: How can
entities in collaborative environment simulations interact and exchange update messages
with the least bandwidth usage, in a timely manner while taking into account the nature

of collaboration data.

Researchers in recent years proposed Application-Layer multicasting to overcome the
deployment difficulties that face IP-multicasting in the Internet. Although many ALM
protocols have been developed to allow more scalability and efficient message passing
among entities in the simulation environments they do not put into account collaboration

data requirements.

The research objective in this thesis is to design, deploy, and test an ALM based protocol
that can support multi-user collaborative environments on the Intranet and on the Internet

simultaneously. This protocol must support all kind of simulation data and must meet



collaboration-specific requirements of tightly coupled tasks, which we shall see in the

coming chapters.

1.4 Research Contributions and New Ideas

This thesis introduces new ideas and a number of contributions including:

Proposal of a hybrid peer-to-peer communication architecture for distributed

simulations, which is more efficient than existing ones in the context of supporting

collaborative update messages.

Design and implementation of different transport services using the ALM

architecture, including:

vV V V V V

Best-effort LAN

Timely-reliable LAN

Best-effort peer-to-peer delivery on the Internet
Timely-reliable peer-to-peer delivery on the Internet

Combination of the above services

The designed protocol is able to provide guaranteed reliability for “key” updates.

Prototyping and performance evaluation of the proposed approach.

Peer-reviewed publications:

>

A.Diabi, S. Shirmohammadi, A. Gillmore, P. Lacombe, J.C. Oliveira, "Internet-
based Collaborative Virtual Simulations with Area of Interest Management", Proc.
International Symposium on Collaborative Technologies and Systems (CTS ’06),
Las Vegas, U.S.A, May 2006.

S. Shirmohammadi, A. Diabi, P. Lacombe "An Application-Layer Multicasting
Protocol for Distributed Collaborations", Proc. IEEE Workshop on Haptic Audio
Visual Environments and their Applications, Ottawa, ON, Canada, October 2005.
S. Shirmohammadi, A. Diabi, P. Lacombe, "A Peer-to-Peer Communication
Architecture for Networked Games", Proc. Future Play 2005, Michigan State U.,
USA, October 2005



1.5 Organization of the Thesis

The remaining part of this thesis is organized as follows:

Chapter 2 provides background knowledge of distributed simulation, Synchronous
Collaborative Transport Protocol (SCTP), an overview of ALM protocols with their
advantages and limitations, and a brief description of multi-user networked games.
Chapter 3 presents the underlying algorithm and the rational behind ALM-tree formation
for the proposed protocol, Hybrid Distributed Simulation Protocol (HDSP). In Chapter
4, a detailed discussion of the design and communication framework for HDSP is
presented. More specifically, the main classes and components of the system are
illustrated using Unified Modeling Language (UML). Chapter 5 presents the simulation
prototype, performance and subjective evaluation setup and test results. Finally, Chapter

6 summarizes and concludes the thesis with future work recommendations.



Chapter 2

Background

The main objective of this thesis is the design, simulation and implementation of an ALM
architecture that supports the transmission of all types of simulation data. Prior to
engaging in the detailed explanation of the proposed architecture, we shall present a brief

overview of the related work.

2.1 Distributed Simulation

Distributed simulation is the process of executing simulations on geographically
distributed computers interconnected via local area network or Internet [9], [16]. In CVE
technologies, distributed simulation plays an important role. This is true because of the
nature of data exchanged between entities. Moreover, entities in CVEs are scattered in
different locations, which imply that large programs’ execution can be done efficiently if
it is divided and shared among participating entities. This is achieved through exchanging

update messages between entities/users in CVEs (Figure 4).

1) Interactions of user A
generate updates to the
shared application

update

3) Receivers update
application accordingly.

update

2) Updates are sent to
other users

Figure 4: Exchange of update messages in collaboration systems



In the following few sections we will briefly discuss the advantages and types of

distributed simulation.

2.1.1 Advantages of Distributed Simulations [9]

The following are some of the advantages introduced by distributed simulation:

¢ Reducing model execution time:

This is achieved when the entities in the session run the divided portions of the
program. This process can significantly reduce the execution time by a factor equal to
the number of entities participating in that simulation. This advantage can be quite
beneficial if the number of entities is huge, i.e. (100’s or 1000’s of nodes) which is
the case in massive multi-player online games. As the number of users grows in the
session, execution time of large-scale programs could be handled efficiently through

using entities resources.

¢ Geographical distribution of users and/or resources

As the name (Geographical distribution of users and/or resources) suggests, users
and/or resources are geographically scattered. The travel expenses can be alleviated
through making virtual worlds with multiple entities communicating from different

sites.

¢ Fault tolerance

One fundamental advantage of distributed simulation is that in case of node failure,
other nodes can continue to operate and do the simulation, provided that the failure of
that node does not cause critical damage to the simulation and the functionalities

done by that node could be replaced by other nodes.

2.1.2 Distributed Virtual Environment
In this section a brief overview of some distributed virtual environments is presented. The

reader is referred to [10], [16] for more details.



2.1.2.1 Distributed Interactive Simulation (DIS) [10]

In order to conduct real-time war games across multiple host computers, DIS [11] is
considered as a standard. DIS was proposed as a consequence of the U.S. government’s
initiatives for defining architecture to make the virtual world of battlefield by linking
scattered entities of various types. DIS uses are targeted to support a mixture of virtual
entities with computer-controlled behavior, virtual entities with live operators, live
entities, and constructive entities. DIS draws heavily from the experience of the
Advanced Research Projects Agency (ARPA) who developed the Simulator Networking
(SIMNET) program by adopting many of SIMNETs basic concepts and heeding lessons
learned. In a nutshell, DIS provides for the capability to set up battlefield scenarios, with

both friendly and opposition forces on a specified terrain.

The mechanism of propagating the update messages is one of the interests of this research
and in DIS terminology; it is called Protocol Data Units (PDU). It uses multicast packets
over User Datagram Protocol (UDP) to propagate state information about an entity
among hosts. Clearly the network traffic is greatly reduced by using multicast as the
sender transmits only one packet to the whole multicast group. However, further studies
have shown that network traffic is still high with many simultaneous users in one

simulation.

DIS uses Dead Reckoning to overcome this deficiency. The idea behind dead reckoning
is that instead of just sending an entity's location, a host sends a message that contains the
entity's location, a time stamp, and a velocity vector. Each host in the network can predict
the entity's future locations based on the velocity without additional updates. The
prediction becomes erroneous when the velocity vector changes. DIS figures out this
issue by having each entity run the dead reckoning algorithm for its own object. As soon
as the difference between an actual location and a predicted location exceeds a certain
threshold, the entity re-transmits an update message with the current position/velocity.
When objects are short-term predictable, this technique reduces the network traffic

considerably.

10



Moreover, DIS entities send a periodic update message. These update messages are called
keep-alive messages. If these messages are not received from an entity within a
predetermined duration, it is assumed that the entity's existence in the simulation has
been terminated. If an entity enters the simulation after it has started, it will receive every

entity's state within a few seconds through the keep-alive messages.

Despite all these techniques, experiences have shown that large simulations still generate
a bandwidth problem. In addition, the processing of update messages for a large number
of entities overwhelms the hosts. This is due to the fact that even if some hosts are not
interested in some entities (because they are too far apart); all entities in the simulation
transmit update messages to all hosts. Hence, DIS introduces another technique, called
filtering. Filtering causes unwanted update messages to be dropped at the host without

handling, while all the update messages are still transmitted throughout the network.

2.1.2.2 Distributed Interactive Virtual Environment (DIVE) [10]

The Distributed Interactive Virtual Environment (DIVE) is an internet-based multi-user
virtual reality system, which was developed at the Swedish Institute of Computer Science
[12]. The participants of a DIVE session usually navigate in a 3D space and collaborate
with other users and applications. DIVE is an experimental stage for the development of
virtual environments where user interfaces and applications are based on shared 3D
synthetic environments. Several networked participants interact over a network that is

especially set to multi-user applications.

DIVE is based on a peer-to-peer method. It works in a decentralized way where peers
communicate by reliable and non-reliable multicast. It is possible to form different

multicast groups and exchange data among members in a group.

2.1.2.3 High Level Architecture (HLA) [13]
HLA is architecture for interoperability and general reuse. The HLA was developed
under the leadership of the Defense Modeling and Simulation Office (DMSO) to support

reuse and interoperability across large number of different types of simulations developed

11



and maintained by the US Department of Defense (DoD). HLA provides a generic
environment that can be attached to any virtual object in order to participate in the
simulation. In the Rules’ document of HLA, one can find the general principles that
define HLA and delineate ten basic rules which apply to HLA federations and federates.
The HLA Interface Specification defines the functional interface between federates and
the Runtime Infrastructure (RTI).

The Runtime Infrastructure contains the communications entities that propagate update
messages among entities in the virtual environment. Although HLA does not specify the
exact underlying mechanism for communications, it does specify certain requirements
that it must meet. HLA specifies that RTI must support both best effort and reliable

communication service. UDP multicast and TCP channels are implementations for RTI.
2.2 Synchronous Collaboration in Virtual Environment [14]

In CVEs, many types of data are exchanged depending on the need and service
requirements. Each data type has a preferred transport mechanism. In this section we
focus on a transport mechanism for “collaborative data”. We will be covering two

important concepts that have been thoroughly investigated [14]. These are:

1. "Interaction Stream Model” for translating the user’ collaborative actions into
an application- level model.

2. Transport protocol for efficient transmission of this stream among a large
number of participants, taking in consideration collaborative data

requirements.

2.2.1 Interaction Stream
A series of update messages generate a sequence of interactions of a user with a
shared object grouped into one stream. The generic interaction stream is depicted in

Figure 5.

12



Update | Update 2 - Update N-1 | Last Update

Figure 5: Generic interaction stream

Update messages are categorized according to how critical they are. For some of
those updates reliability is crucial while other updates just need best effort. Hence,
update messages are categorized as key update messages, and regular update
messages. After this categorization, the interaction stream will look different than the
generic one, as shown in Figure 6. We will see next what makes an update to be a

“key”.

Key Update | Update | Update . Key Update | Update ves Key Update

Figure 6: Interaction Stream.

Notice that the last update message will be a key message because it is the most
important message, and if it is lost a potential collaboration failure occurs since

different participants will perceive the last position of the object differently.

One way to save the bandwidth is through the use of “differential messages”. The
basic idea here is that instead of sending the entire new state of the object being
interacted with, it is enough to send the difference between the current state and the
previous state(s). Consider the example of an object moving from location (12245,
156, -1233) to (12243, 155, -1230) and then to (12241, 153, -1229). Figure 7 shows
two types of interaction streams; one is the regular one and another one uses

differential messages.

13



Regular update messages

(12245, 156, -1233) | (12243, 155,-1230) | (12241, 153, -1229)

Differential update messages

(12245, 156, -1233) (-2,-1,3) (-4, -3,4)

Figure 7: Regular and differential update messages

Applying the proposed architecture of key and non-key updates to differential
messages, Reference updates are sent as key messages while differential updates are
sent by best-effort transport. Figure 8 shows how differential messages can be sent

using the proposed architecture.

K N ™~ N

Key Update | Diff. Update | Diff. Update e Key Update | Diff. Update . Key Update

Figure 8: Differential update messages

2.2.2 SCTP: the Synchronous Collaborative Transport Protocol

SCTP is designed based on the interaction stream described above and it takes
collaboration data properties into account. SCTP is a host-to-host layer protocol and it
is encapsulated into UDP packets. It is based on IP multicast. The main advantage of
SCTP is the support for collaborative data and more specifically handling key update

messages.

2.2.2.1 Reliability for Key Updates

ACK-based (sender-initiated) and NACK-based (receiver-initiated) are the two main
approaches for achieving reliability. SCTP uses ACK-based approach instead of
NACK-based approach. Although NACK-based approach uses Automatic Repeat
Request (ARQ), Forward Error Correction (FEC), or combinations of both, it is not
utilized by SCTP, simply because it is not efficient for the Interaction Stream. ARQ-

14



based scheme only detects a loss when it receives a newer update message with a
larger time stamp/sequence number. As we can see, this is not CVE compliant due to
the fact that a newer message might be transmitted late or might not be transmitted at
all leading to a collaboration failure. ACK-based approach is utilized instead with

slight modification [15] to avoid the ACK implosion problem.

2.3 Overlay Networks

Overlay network constructs a virtual distributed network on top of a physical network.
There are many overlay networks currently available and deployed for various purposes.
This concept is not new. Peer-to-peer is an example of overlay network. In peer-to-peer,
peers are loosely coupled with one other, play an equal role in the system, independent of
each other, and can join or quit the system at any time, but their main objective is to share
the content. So it is quite clear that overlay networks are designed and implemented

targeting to provide some services by exploiting underlying network infrastructure.

The layout of overlay network is quite different from the underlying network. Usually the
nodes that use the service of overlay network are only the member of this virtual network.
Figure 9 depicts a snapshot of overlay network. This topology may be a star or may be
ring or may be anything. It may happen that any two nodes that are the neighbor of each
other in the overlay network but physically they are long away.

A number of overlay networks have been developed. These systems or architectures are
designed to provide functionalities or services that cannot be easily or quickly provided
by the IP network. But what are the reasons to design overlay networks? There many

reasons behind the development of overlay network. Some of them are mentioned below,

o To provide robust end-to-end connectivity
o To protect against denial of service attacks
o Multicast connectivity to end users

o Self organization and resilient data distribution
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o Security issues, etc.

Figure 9: An overlay network. Overlay network on top of physical network

2.3.1 Applications of Overlay Networks

Overlay networks consist of routing software installed at the selected sites to
communicate with each other. They exchange their own control packets for the
management of overlay network. The concept of overlay system is already deployed in
the IP network, namely multicast backbone (MBone), IPv6 backbone (6Bone), virtual
network system (VNS), peer-to-peer network, content addressable network (CDN), and
application layer multicast (ALM), etc. In the following sub sections a brief explanation

of some overlays networks with their working principles is presented.

Multicast Backbone or IPv6 Backbone

In order to support multicasting across the network multicast routing protocols have to be
deployed all the routers on Internet. But this is quite infeasible. One possible alternative
solution is to use tunneling concept. Tunneling is a technique which can be used for
transporting new — not universally supported — protocols or services, such as IPv6 or
multicasting, over the Internet. The unsupported packets are "wrapped” in standard IP

packets and transported across the Internet between routers that do support the protocol.
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Figure 10 is an example that illustrates the multicast backbone concept. Shared
communications such as videoconferencing, collaborative workspaces are currently using

MBone. It is often connected to universities and research institutions but not generally

connected to Internet Service Providers [35].

Figure 10: Multicast backbone

So, with the help of this tunneling concept any new protocol data can be transported
using the overlay networking nodes. But in doing so, necessary software have to be

installed and configured on the nodes.

Peer-to-peer Networks

Peer-to-Peer is a distributed network architecture where each node shares its recourses
such as processing power, bandwidth, storage capacity, etc. Usually nodes in peer-to-peer
system are loosely coupled with each other and play an equal role (client/server) in the
system. Moreover nodes are autonomous which makes it difficult to construct a robust
peer-to-peer system. In a pure peer-to-peer network, there is no notion of clients or
servers, but only equal peer nodes that simultaneously function as both "clients" and
"servers" to the other nodes on the network [36]. This model of network architecture
differs from the client-server architecture where communication is usually to and from a

server. FTP is an example of non peer-to-peer file transfer system where the client and
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server programs are quite distinct, and the clients initiate the download/uploads and the

servers react to and satisfy these requests.

Another very important application of overlay networks is Application-Layer

multicasting which we will be covered in the next section.

2.4 Application Layer Multicasting

Much research has been done to compensate for network lag in order to provide better
quality for distributed simulations. Some of these studies provide receiver-initiated and
selectively reliable transport protocols [17] that can be used to deliver important
messages with a high degree of reliability, while others use sender-initiated approaches to
transmit key updates with guaranteed reliability [8]. The IEEE DIS standard [18] has also
been successfully used in controlled environments with vast resources, mostly for
military simulations. These approaches; however, are all based on IP multicasting and
although they achieve good results in Intranet environment, they are not readily

deployable on the Internet.

The lack of applicability of IP multicasting on the Internet has been well documented
[19] [20]. Reasons include scalability; the fact that IP Multicasting is designed for a
hierarchical routing infrastructure and does not scale well in terms of supporting large
number of concurrent groups; the deployment hurdles caused by manual configuration at
routers and Internet Service Providers’ unwillingness to implement IP multicasting, and
marketing reasons due to the undefined billing at the source (content provider) and

receivers.

An alternative has therefore been proposed to shift multicast support from the networking
layer to end systems. This is Application Layer Multicasting (ALM). In ALM, data
packets are replicated at end-hosts instead of at routers. The end-hosts form an overlay

network, and the goal of ALM is to construct and maintain an efficient overlay for data
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transmission. This is demonstrated in Figure 9. Since the routing information is
maintained by the application, it is more scalable than IP multicasting since it can support
large number of concurrent groups. Also, because ALM needs no infrastructure support,
it is fully deployable on the Internet. In theory, Content Providers can deliver bandwidth-
intensive contents such as TV programs and interactive networked games to vast number
of clients via the Internet by using ALM. This was impractical before because the
bottleneck bandwidth between content providers and consumers is considerably less than

the natural consumption rate of such media.

Sender Sender

Figure 11: Network layer multicasting (a) versus application layer multicasting (b): square nodes are
routers and circular nodes are end-hosts.

However, ALM does come with a trade-off: more bandwidth and delay (compared to IP
multicasting) for the sake of supporting more users and scalability. But it has been shown
that ALM-based algorithms can have “acceptable” performance penalties with respect to

IP Multicasting, and compared to other practical solutions [21].

2.4.1 Application Domains

Perhaps the most crucial feature of an ALM protocol and one that affects most of its
resulting characteristics is its targeting application. The application domain determines
the number of users the protocol must support, the data type(s) that a protocol’s delivery
tree must accommodate and the metrics that such a tree attempts to optimize. I