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Abstract

Uise cases are widely recognized as useful tools for describing user requirements. Becaose they
are represented informally, use cases permit user participation in and are conducive tw the
creativity needed for requirements elicitation and analysis. However, the representation of a
system by a collection of use cases has disadvantages. For instance, because system description
is spread over many small models, changing one use case requires to visit all use cases to
determine whether the change affects them. This problem is exacerbated by the difficulty of
consistency check between use cases. Furthermore, such a model does not show the sturting

and terminating contexts of the use cases. nor is it ensy denote the relationships between them.

LOTOS is a mathematically based specification language developed within the framework of
ISO standardization for the specification of OSI services and protocols. This thesis presents a
methed lor transforming system descriptions in the form of scenarios (detined as collections of
causally-ordered internal and external events) into ‘unified’ LOTOS specifications. This
transformation eliminates some of the undesirable properties associated with describing a
system with scenarios, and bridges the pap between early informal requirements and formal
LOTOS-based development processes. Moreover, it describes a system’s structure in the same
model ax its behaviors. The crux of this method is the integration of scenarios. Qur proposed
method performs integration at the semi-formal level and uses LOTOS operators for the

integration,

The method was derived by a posteriori rationalization of the process followed to specify the
European standard for the Globul System for Mobile Communications (GSM). Thus, GSM
itself und its specification in LOTOS are discussed. The thesis also reports results for automatic
regeneration of scenarios from LOTOS specifications as well as a technique for determining

whether or not a specification contains a given scenario,
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CHAPTER 1 Introduction and Problem
Definition

1.1 Background and Motivation

Ax software systems continue to increase in size and complexity, Formal Description
Techniques (FDTs) and their related methodologies are becoming recognized s tools that
could aid in the construction of quality software. FDTs are a class of mathematically based
notations (fanguage and/or graphical) that enable to describe systems in consistent and
unambiguous manners us well as to reason about them in Tormal ways. Some af the more
popular languages in this class are: VDM, SDL, Estelle, Z and LOTOS.

The FDT LOTOS, Language Of Temporal Ordering Specifications [ISORY], was developed
within the framework of 1SO standardization for the specification of OSI services and
protocols. The language is based on process algebras and abstract data types and enjoys well
defined syntax and semantic., The basic idea of specification in this FDT is to describe systems
by defining the temporal relations among the events that constitute their externally observable
behaviors. Chapter 2 discusses LOTOS principles in detail. '

LOTOS does not enjoy as widespread a use in industry s older FDTs such as SDL. The lack of
penetration of LOTOS in the software development arena can be auributed to at least two main
reasons [PKTY2]: 1) lack of sufficiently powerful support tools, and 2) lack of the rich variety

of techniques and methods that other, more widely-used although perbaps less formal,
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notations have. We hypothesize that an increase in the availubility of robust support waols,
simple technigues for specifying in this language. and powerful manipulation techniques are

some of the ways to gain increased use of this FDT,

The utilization of LOTOS is probably most beneficial at the carly stages of softwaure
development when descriptions of a system usually exist mn fragments and are often
represented in informal notations such as natural language, At this stage. the user requirements
that define the behaviors and properties of the system to be build are elicited in bits and pieces.
often one functionality at a time. These requirements are represented in informal notation
because they are conducive to creativity and because they are generated with the participation
of users, who are often unfamiliar with formal notation. An aceepted technique of generming
requirements is to imagine the interactions between the system and its users as they use the
system and capture the externally observable behaviors as uye cayes |JacY?2). The problem with
madeling a system by a collection of use cases is thut they are prone to incongistencies.
ambiguities and incompleteness. We believe that LOTOS can be used at this stiuge o create
unificd models from use cases as well as to validate the requirements. By ‘unified models™. we
mean representations in which relationships between different behaviors are shown. i.c., it is
possible to tell how a system progresses from one behavior to another. A more rigorous

definition of model is given in Section 3.3.

LOTOS can ulso be used at later stages of the software life eycle, According to [Vigyl].
sequences of internal and external system events are often generated manually during design as
part of design walk-through to quickly verify the design’s capability to provide the required
service. (Note that these sequences are similar to use cases except that they contain internal
events,) There exists a rich body of theories and techniques for validating system designs by
validating their LOTOS specifications. For in.s‘tuncé. there are technigues and tools that check
LOTOS specifications for properties such as the absence of deadiocks, and those that verify
equivalence (according to some equivalence relation) between two specitications |QPFSS|
[Hus88] | Ash92] | Eerv4). Section 3.3.3 contains a brief overview of testing in LOTOS.

These important applications make obvious the need for methods for creating and validating
LOTOS specifications from use cases and from system designs, which is the problem

addressed by this thesis. We will deal only with high-level desi gns. i.e., those that are derivable
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from black-box systems by applying a small number of decompositions. 1t is possible 1o
specity low-level designs in LOTOS but such specifications are likely 1o be large and difficult
to create and oo complex for existing 1ools to handle. More specifically, we choose i view thit
focuses on the topmost system components and their interactions. For example, if the system
under consideration is @ communication network, the components we deal with are the nerwork
nodes such ay switches, gateways, databases. ete.. and the svstenv's behaviors are the
interactions between these components: i the system is an operiting sysem, its components
are the subsystems such as file manager. scheduler. ete. Systems viewed at this abstraction
tevel are called “reactive systems™ in | Vig91] and “interaction SYSiems™ in [ VSARYL They

correspond to a class of system more commonly known as distributed xvstems.

At this abstraction level, three kinds of system properties are relevant: 1) functional properties,
2) wrchitecture (or structure). and 3) non-functional properties (sometimes called constraints).
Non-functional properties pertains to aspects of performance (throughput, speed, reliability,
ete.) and appearance (colour, size, etc.). Since LOTOS was not designed to denote non-
functional system characteristics in an elegant way. this thesis does not deal with this kind of
system properties.

1.2 Behavior and Architecture Concepts for Distributed Systems

Unlike the specification of black-box systems which requires consideration of only external
properties, the specification of distributed systems must also tuke into account their internal
(top-level) behaviors and architectures. The architecture of a system is its structural properties,
and its behavior is its operational characteristics. An architecture identifics subsystem units,
called components (Section 1.2.1), from which the system is built, and defines how these
components are connected. The connections between components determine their static
relationships. The ways the components interact with each other form their clynmﬁic

relationships. and constitute behavior.

In this thesis, internal system behaviors are described by use case or scenarios (Section 1.2.2)

*

and system components and system users are called ohjects. The term objects, as used here

)

does not refer 1o objects as they are defined in Q0 programming but to object-tike entities

whe
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1.2.1 System Components

This thesis defines components as kinds of subsystem entities (as opposed to specific entities)
that possess specific functionalities and clear interfaces. Specific instances of components are
encapsulited architectural units that interact with one another to provide system services. They
operate independently of and concurrently with other instances, except possibly at specific
points of synchronization, At the abstraction level considered in this thesis. components are the
subsystems that result from the first few decompositions of the system. They may be functional

or physical units that result from partitions of the system along functional or physical lines.

In our view, two kinds of relations exist that can be used to relate components to one another:
static and dynamic relations. The sttic relations include the relations containg. connecis-io.
and conneets. The containg relation is used to relate embedded or nested components to the
ones that contain them. The other two relations are used o relate components that
communicate with one another. If the communication link between two object is
unidirectional. then the connects-to relation is used: an object that is connected to another
object can send message to that object, but not vice versa. If the communication link is
bidircctionul, then the connects relation is applicable. Two objects which are reluted by this

relation can communicate with one another.

A set of components and their stut‘ié‘relutionslﬁps constitute an architecture, The connection
topology of the components identifies communication channels that exist betwéen them. A
connection may be dynamic, This represents situations such as when new nodes are added to a
network or when some nodes fail and operationally cease to be part of the network, or on a

shorter time scale, when some of the nodes are mobile.

1.2.2  Behavioral Concepts

Use cases have been widely accepted as useful tools for describing system requirements
becituse they provide manageability. are conducive to creativity. and facilitate human
understanding [JacY2} [RKWYS][Cary3s). Somc authors use the term scenario for this same
concept [HSGY4]|CarY5). Buhr provides a visual noi:uion for use cases, called Use Case Mapy

[BuCY5], that is also a means of transforming them into high-level designs.
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The basic definition of use case/scenario, provided by Jucobson, is that it is a sequence of
events that illustrites the behavior of a system when a service is invoked. However, there exixt
in the fiterature muny variants of this basic definttion. The definitions ditter on:

+ the number of users that may be involved.

« whether or not 2 use case can contain brianches,
whether i use case should deseribe a behavior pattern that is applicable to classes of
objects or a specitic behavior of particular instances of abjects.

tre criteria upon which the events are ordered (i.e.. by causal or temporal criteria) and

the types of events (i.e., internal or external) that could be in a use case.

Itis generally accepted that a use case may involve any number users, For cx:unplé. lacabson
suggests that i use case should normatly describe the interaction between a system and only
one of its users, but it is acceptable ta involve more than one user if more complete and
extensive use cuses are desired [Jac92]. On the other hand, Regnell restricts the number of

users involved in a use case to exactly one |[RKWYS).

[JucY2| states that a use cuse may contain branches that denote variants of the basic course or
error-handling procedures. None of [HSGY4], [RKWY3| or |Car95] say anything about the
‘shape’ of use cases.

Accorqing to Jacobson, use cases should describe behaviors of classes of similarly behaved
objects rather than of specific objects. Descriptions of the first kind are said to be abstract and
of the latter to be concrete. To use OO terminology, abstract use cases are class concepts and
concrete use cases are instance concepts. Instances of use cases (or’concrcu: use cases) are
derived from abstract ones by giving specific identities to the objects involved in the
interactions and supplying specific values to any data involved the events in the use cases,
. Another way to think about abstract use cases is to consider them as programs [Jac92], When 3
use cuse iy initiated, a use case instance executes and the control of execution flows over the
abjects involved in the use case according to a path defined by the use cuse. After execution
has reached the last event, the use case instance disappears. A use case instance exists as 10|,1g
ax it is being executed. The specific values that must be supplied to a use case to instantiate it

cun be thought of as arguments that are given to a program to bind its parameters (o real
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values, This thesis uses the term use casefscenario for abstract use case/scenario and concrete

use case/scenario will sometimes be called use case/scenario instances.

The criteria for ordering events in a use case is very important in determining which sequences
of events are use cases and which are not. Many definitions of use case. for instance those of
[JacY2], IJHSGY4] and [Car95], do not specify explicitly the ordering criteria. There are at feast
two wilys 10 order sequences of events. In a causallyv-ordered use case, every event (except the

first one) is caused by the preceding evems in the sequence

BuCY5|. A use case thar satisfies
this definition contuins only events that oceur when a user invokes a system function.
Temporally-ordered use cases may contain events from unrelated parallel behaviors. The lauer
I8 & more relaxed notion, and use cases by this definition may not tell very much ot how a user

interacts with the system.

The kind ot events that should be included in 2 use case is an important factor in the defininon
of this concept. Use cases that contiin only external events express requirements and those that
include also internal events express design solutions. Because the term scenario is generalty
used interchangeably with use case, “requirements scenario™ and “design scenario™ are also
valid and ihcy have the sime meaning as their use case counterparts. However, in this thesis
we shall use the term use case to refer to requirements use case and the term scenario to refer

1o design use cuse.

Use Cases

Although the terms use case and scenario are used interchangeably in the literature, this thexis
will distinguish between the two concepts. Henceforth we shall take use cases to mean
“requirements use cases” and scenarios to mean “design use cases” or “solution use cases”. We

note that these definitions are conventions used only in this thesis, In the literature, use case
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und scenario are used synonymously. The different between use case and scenirio is ilustrated

by Figure 1. .

Liser3

User2

Liserl

Userd

1) use cases b) seenarios

Figure 1 The difference between use case and seenarios.

~We define a use cuse as follows, A use case is o (possibly branching) flow of externally
| nbxuvablc events that oceur when one system service is invoked. 1t describes the hehaviors of
a system and a group of similarly-behaved users. An example of a4 use case for o cellular
telephone system is shown in Figure 2. Note that it does not refer to any particuelar user,

elephone ar ielephone number,

user p-artor,ms OFFHOOK
- handset gives dial-tone
-+ user dials number )
=+ user pushes SEND button
-+ if the dialed number is busy, -» if dialed number is not busy,
give busy tona 0 connect the two users
-» user performs ONHOOK

Figure 2 Use case for making a telephone call on & cellular welephone.

Scenarios

We define scenario to be a course of externally observable events that could occur between o
system and its users and, possibly, internal events that could take place between system
components. In this sense scenario is a more general concept than use case; 4 use case is i

scenario but the reverse might not be true. A use case describes only the observable events that
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occur when a user invokes a system service [JacY2). but a scenario might also describe the
interactions between system components in providing that service. In other words. the scenario
concept is applicable at the requirements level as well as the design level where it can be used
to illustrate the internal mechanisms that realize system services. It does not specify
components independently of each other but rather it specifies behaviors tnvolving a set of
objects. Figure | illustrates the difference between use cases and scenarios. 1 the figure,
Usert, User2 and Userd may refer 1o the same user. Note that the main distinetion between the

two notions is in their levels of abstraction.,

Detinition 1.1

An event is an atomic unit of behavior. It is an element of an object’s capabtlities. The

following information is associated with an event:
* aname,

» an interface on which it may oceur,

L]

a set of objects that participate in the event,

cata that are exchanged (if any) during the occurrence of the event and,

a4 set of conditions (possibly empty) that determine whether or not the event can aceur.

On a more conceptual level, an event is an abstraction that conceals the detailed protocol of the
interactions inside an object to produce an observable manifestation (which is that event). For
example, an event in GSM may be “sending a message”, although to actually send a message it
may have to perform many internal events such ag composing the message, calculating the
recipient’s address, and transmitting the messiage. An event description does not contain
reference to any specific object, interface or dita value but to objects, kinds of interfuces and
data types viz. event is a class concept, and its occurrence is an instant concept. An event
oceurs (or is instantiated) when specific object identities, interface identities and data values
are supplied. The occurrence of an event is atomic and instantaneous. The term acrion is
synonymous with event.

Generally, an interface may be described at several levels of details. For example, the

communivation between an MS and a BTS may be described as occurring on the radio
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mtertace, on an interface between the specitic pair of MS and BTS or, a1 an even more detailed
level, on u specitic radio channel. In our specification of GSM. gate splitting is used 1o split the
LOTOS gate representing the frst kind of interface into representations for the laier two Kinds

(see Section “Event Structures™ on page Y4).

Definition 1.2

A xeenario s w causally-ordered tinite collection of events. 1t has the Toliowing information:
< u N,
« acollecton of events, and
= the ordering of these events.

The concept of scenario, s defined above, is similar 10 #se case parhy | BuCYS| and
timetireads |Amy944. lis definition as “causally-ordered™ follows Buhr’s definition of use case
paths. In |BuCY5|, causaliy-ordered means that all events preceding a particular event in a
scenario, including the stimuli that triggered the very first event of that seenario, contribute to
the cause that triggers thut event. The stimuli that wigger the first event of a scenario may come
from outside of the system or may be “spontaneously generated” by a system component

[BuCYS]. The last event in a scenario is the uitimate effect of the scenario.

In this thesis, the concept of i:ausulity is Turther refined to take into account definition of
scenarios as class concepts. The cause-effect refationship 4l one point in a scenario (say,
between events X and Y) is the property of the particular flow leadin £ up to that point, That is,
{wo consecutive events in 4 scenario do nat always occur together (i.e., the occurrence of X is
not always followed by the occurrence of Y), and different instances of a scenario may follow
different paths. (This implies that scenarios have branches.) To use OO terminology, the cause-
effect relation is an instance relationship and not a class refation. This definition makes sense
of scenarios that have alternative sub-paths: different sub-paths may be exercised in différent
instances of the scenario. To see this, consider the make-telephone-call scenario in Figure 2.
Suppose that two instances of this scenario differ in the telephone number that is dialed (the

third event). In one instance, the call is made to a number that is busy and the busy tone is
" sounded. And in the other instance, the call is made 10 an emergency number (where a busy

signal is never given) and the caller is connected to the emergency response unit. This example.

-g.
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shows that: 1) the occurrence of an event does not depend entirely on the occurrence of its

immediate predecessor, and 2) different instances of a path may produce different effects.

Note that scenarios are not defined as seguences of events because they may contain aliernative
paths of events; the term sequence implies linearity. This definition allows scenarios to contin
more complete behavior descriptions than if they were defined as causatly-ordered seqguences
of events. Normally, relationships between scenarios are determined after the seenarios have
been identified and described, However, in some cuses it is possible to identify them earlier. In
such cases. it is desirable to keep these rekationships and propagate them in the analysis and
specification process rather than remove them and try to rediscover them later, Furthermore. it
is not always obvious what functionality should be described separately by different scenarios.
The given definition avoids having to separate closely related behaviors. For instance. variants
of the basic course and error-handling procedures give alternative sub-paths of the basic course
of a scenarios and describing these variant behaviors independent of the basic course might be

an tmpediment 10 understanding them.

On the other hand, a scenario that is too “big’ can wlso be difficult to understand and unwieldy
to hundle. In general, a scenario should describe only one basic course of behavior. i.c.. it

should contain only the evénts that occur when one system service is invoked.,

Figure 3 illustrates a (abstract) call scenario for the use case in Figure 2. Note that the
description involves internal events and mechunisms, and that it refers to another scenario. Note
also that this informal description is ambiguous (e.g.. in the second event, “MS request s
channels from BSC with random number™. it is unclear whether the rundom number is
associated with the request, the channel, or the BSC). The depree of abstruction is not uniform
throughout the length of the scenario, for some events the actual messages that are sent are
specified, for others only general descriptions are given, e.g., “MSC establishes a
comnection to the called terminal and alerts it™. Thisexiample shows the need

W
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to Turmadize scenartos before atiempting to integrate them, or before attempting to do anyihing

with them.

HERLCS S A I A O T OFFHOOE, Jdials the uambner tov e \‘-lll"\i, P esnen SEND i'\ll‘\'h

SR vecpperts channe s fram BASC withoroandon numlaee:
Bl taps o sianalliter chanpel aid o data channed
LY seneln UM Serrviess Reguest vy MOWC
MG cegadn UM ervice ACCept to M

Semtup

M cheecke on otatus or ocalled numieer
= I called number is fres, - 10 the called numbser 1s Ineny,
MO watablishes a connection to g Call-Busy sovnario

to rhe called terminal and
alerts 1t

- MET nenckz Alert to rhe MS

Figure 3 The mobile-originated call scenario: an example.

1.2.3  Representing System Requirements with Scenarios

Scenarios are useful thinking tools as they partition a system's functionality into small
nanigeable picces that could be handled separately. 1t is well known that scenarios are

spontaneously and pervasively used in system development as currently practiced” |Cary3).

In addition. il scenarios are represented informally, such as in nawral language [JacY2] or
graphically | BuCYS|[HSGY4] [RKWYS]. they facilitate communication with users, who ufien
do not understand formal notations. This combination of concepts and notation is especially
useful in the requirements phase of the software life-cycle where usually the behaviors of a
system have to be defined with user inputs. According to {Car95], scenarios have been shown
to “provide an effective means for users and designers to communicate about system
requirements and design options.”

/
In general, s¢enarios have the following characteristics:

+ Context: A scenario has starting and terminating contexts which are the sy'.s'lcm states in which

it may be initiated or terminated. The contexts of different scenarios are likely to be different.
Thus, using a collection of scenarios to model a system does not give a ‘unified” picture of the
system’s behavior. '

» Imersection: Scenarios that describe the sume system may overtap fully or partially.

-11 -
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» Granularity: When scenarios are derived. the length and abstraction level of each scenario is a
matter of arbitrary choice. This may lead o underspecification or overspecification of the
system they describe.

* Interaction: Scenarios may interact in many ways. For example. the occurrence of a particular
scenario may exclude the possibility of another scenario from occurring, or the occurrence of
one may guarantee the oceurrence of another., ete.

» Concurrency: Different scenarios may be able to oceur concurrently or only sequentially.

These properties imply that system models that consist of collections of scenarios sufter the
following problems: '
« Since the seenarius are likely to have ditferent starting and terminating contexts. itis difticult

to pereeive a unitied piciare of the systenm’s behavior,

-

Since scenarios may overlap. a particular behavior may be described multiple times in
different scenarios.

Such mndd is difficult to change. When a change is required. many scenarios in the
collection would need to be checked o determine if lhé change affect them. Furthermore. no
criteria exists to determine those that have to be checked. Over time or with frequent changes,

scenarios may become mutually inconsistent.

*

Because of the fuct the use cases are separate models, it is more difficult to perceive the

completeness of the model.

The same behavior may be described by different terminologies, at different levels of
formality, etc. in different scenarios. This problem can be especially serious if the model were
derived by different people. '

These problems are exuacerbated when dealing with large and complex systems because their

desceriptions often consist of lurge numbers of scenarios. Some of these problems may bhe

alleviated by consolidating and integrating the scenarios into unified models. By merging

seenirtos itis possible to show relationships such as context and intersection that exist between

them as well as facilitating validution,

.132.
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1.3 Objective

The abjective of this thesis is 10 investigate how collections of scenarios can be mtegrated 1o
produce unified models represented by LOTOS specifications. The investigation focuses on
systems at the high design level. Since modeling systems i these abstraction levels requires
consideration of internal properties such as system components and their interaction. precise

definitions are given for these concepts.

A technique Tor transtorming informai models into LOTOS specifications will be presented,
The technique atempts to bring some formality o the specification process by breaking it
down into activities and formalizing them where possible. I takes as tnputs infurmal
descriptions and produces as output resource-oriented LOTOS specifications. The technigue
represents a contribution owards a methodology for the specification and validation of system
designs. The novelty of this technique s the semi-formal approach for integrating seenarios to
produce a unified model that also captures the structure of a system, The process is based on
Jacobson’s Object-Oriented Software Engineering methodology (OOSE) and on experience the
author has gained trom specifying small digital circuits, an operating system, and the GSM
mobile telecommunication system. The wechnique will be illustrated with an application on an

example of real size, the GSM system.

The thesis will also report results of validating LOTOS specifications by automatically
generating scenarios from them and by using the specification to ‘recognize’ scenarios. These
two applications also provide the means for improved understanding of the spcciﬁcutioh
behaviors, |

1.4 Approach and Related Work

The crux of the problem of deriving a unified model from a collection of scenarios is the
integration of the scenarios. This integration may be carried out at the informal level when the
scenarios are still informally represented, at the formal level after the scenarios have been
translated to LOTOS specifications, or at a point between these two extremes. A semi-formal
technique that merges scenarios is reviewed in Subsection 1.4.2. Only limited success has been
reported for integration of LOTOS specifications, it is reviewed in Subsection 1.4.3. This

thesis proposes integration at the semi-formal level.
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‘The Tront-end process that generates scenarios from informatl information sources for input inio

our process is the same one used in OOSE. Itis reviewed in Subsection 1.4.1,

L4.1  Scenario Driven Analysis

Jicabson’s Object-Oriented Software Engineering (OOSE) methodology starts system
tevelopment with the gathering and analysis of scenarios. Note that whin Jacobson called use
case we call scenario in this thesis. We use the term Scenario-Driven Analysis (SDA) w refer
to that part of OOSE that is applicable at the requirements stage o distinguish it from the
whole OOSE. SDA takes as input informal requirement descriptions and produces 2 number of
models, each capturing different aspects of the system. The SDA process und the models it

produces are illustrated by Figure 4.

. Requircnents model
- ! [o—
Intormal > 00
Desceriptiony | OO0
seenario-driven § 3 O Interlice mode
analysis ,{" \S 2 | Domain ohject muadel

Sceniwrio model

FFigure 4 Scenario-Driven Analysis (SDA).

SDA produces a Requirements Mode] that consists of three separate small models. The
Scenario Model (SM) consists of a collection of scenarios, it describes the functional aspects
of the system. Each scenario captures the dynamics of the interactions between the system and
one or more of its users. The Domain Object Model identifies the users that interact with the
system. It indirectly defines the system’s boundary and environments. The Interface Model
captures the look and feel of the system’s interfaces. Non-functional properties are not
included in the Requirements Model. All the models are represented informally, either in
natural language or with diagrams or combinations of these. and are developed in close
association with end users. In Figure 4, squiggly lines are used to represent scenarios because

they provide better visualization, In practice, scenarios are described in structured English.

- 14-
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Small arrows in the figure denotes the exrend and use relationships (delned below) between

SCCILius.

In SDA. potential users of a system are identified by examining why the system is needed and
by looking at the environments in which it will operate. Each type of user is analyzed to
determine roles that it can play. The specific role pliayed by o user type is ealled un aeror,
which represents o category of users that exhibit similar behaviors when using the system. A
lype of user may use the system in o number of ways (or play a number of roles). For exauple,
a telephone user can play the role of w caller or of 3 called paety. The identification of users/

actors effectively reveals the system’s boundaries and environment.

Actors are used to find scenarios. The specilic ways in which an actor interacts with the system
dare seenariost a scenario is generated for every service the system provides. A scenario
describes the basic course of actions tha transpired between an actor and the system when the "
actor invokes u service and possibly its variances or error conditions {sce the extend refatjon
below). Conceptually, the collection of scenarios in the SM describes the system’s behaviors or

operational characieristics.

Once a stinb]: picture of the system is obtained, the scenarios are analyzed and interrelated by

two relations: exrends and uses. _

« Extend: This relation determines how a scenurio may be inserted into, and therefore extends,
another scenario. The relation allows extensions of scenirios to be described in o simple way
and facilitates changes and additions to the systeni functionality. However, the scenario in-
which the new functionality is to be inserted, is required to be a complete course so that it can
be described independently of the inserted course. In this wity, scenarios that describe basic
functionalities can be described independently of any extended i:unclionulily. and any

extensions can be described without changing the original descriptions,

-

Use: This relation is used to identify common parts of scenarios, so that they could be
- extracted and described only once. In this way, any changes to the common part will
automatically affect all scenarios that share this part. The original scenarios from which a

common segment is extracted is said to use the extracted segment. This relation helps to

'
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climinate inconsistencies among scenarios, but it requires decomposition of scenarios which

may produce incomplete courses that do not describe meaningful bebaviors alone.

Our specification method recasis these concepts in terms of LOTOS operators. see
Section 4.2.4.

1.4.2  Behavior Integration at the Scenario Level

In [RKWYS[. SDA is extended 1o include a syarhesis phase that takes SM as input and
produces u Synthesized Usuge Model (SUM). This new process is called Usage Oriented
Reguirement Engineering (UORE). Tt assumes, unrealistically in our opinion. that a scenario is
a flow of events between exiactly one actor and the system. The synthesis phase transforms
cach use case into an abstract usage scenarios (AUS) by differentiating events in the scenario
as either user actions or system actions. Each AUS is represented by a kind of FSM that
possesses two kinds of states, one representing user actions and the other system actions.
Transitions in the AUS are labeled with the messages that pass between the actor and the
system. A usage view, which captures the behavior of one actor and the system, is then creaed
for each actor by finding similar parts of abstract usage scenarios for that actor and merging
them, The collection of usage views, one per actor, makes up the so called synthesized uszlgé

model (SUM), which describes the usage of the system.

We believe that the ussumplioﬁ made by UORE that a scenario should describe the interactions
between one actor and the system is overly restrictive and unrealistic. The process can be
casily adapted to deal with scenarios that involve more than one actors by distributing the
events in the scenarios according to actors. The products of the disiribution would be
sequences of actions, one per actor, that retain the relative order of the original scenurios. This

is the approach taken in our technique of scenario integration (Section 4.2.4).

1.4.3  Behavior Integration at the LOTOS Level

Several approaches for integrating partial system descriptions by integrating their LOTOS
representations are documented in the literature. In [Rud92), the author atiempts.to compose
‘L'OTOS' behaviors in the context of behavior inheritance. And in [IYKY0}. a LOTOS
_specifications combinator, called merge, for combining two specifications is proposed. This

b
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nerge aperidor tikes twa operiands (which are behavior expressions) and produces a
specilication that contains the combined behaviors. The definition of this binary operation is
given in the context of incremental design. so that it is known that the specifications w be
combined could be merged. In addition, the steps tor deriving the combined specification are
hot given, only the relations that the resulting specification should satisty with respect to the
twa original specifications are discussed. tn other words. {IYKY0] only tells what behavior the
combined specification should have but does not tell which two specifications can be merged
or how they are merged. The derived specification ix required 1o satisfy the LOTOS extension
relation | BSCR7] with respects to both input specifications. The proposed combinator is not

applicable to all LOTOS behaviors. in particular. it cannot handle non-determinisim.

We employ a mare pragmatic approuch, integration at a less formal level. We formalize the
seenirios o be integrated ax much as possible so as to bring them to a unitorm state, and- then
we do the integration informally. The main disadvantage of this approach is its informality,

even though LOTOS concepts are used to aid the integration,

1.5 Organization of the thesis

This thesis is organized as follows. In Chapter 2 we give an informal description of the GSM
system. Chapter 3 contains a brief discussion of LOTOS as a system specilication language. In
Chapter 4, u scenario-oriented specification process involving a semi-formal approach for

relating and integrating them is described.

Chapter 5 presents a LOTOS specification of GSM. In this chapter, we attempt to illustrate the
application of the specification method given in Chapter 4, but an illustration of the whole

process cannot be given because this is long and difficult to express.

In Chapter 6, we investigate techniques for generating scenarios from specifications and for
using LOTOS specifications to “recognize” scenarios that may be at slightly different
abstraction levels. The investigation focuses on the step-by-step and symbolic execution modes
of the ELUDO toolkit. We present the conclusion of the thesis and possible arcas for future

research in"Chapter 7.
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CHAPTER 2 The GSM Mobile
| Telecommunication system

2.1 Introduction

This chapter describes the standardized radiocommunications system GSM. The werm GSM
refers to both the standard and the sysfem that is standardized. GSM, the system, is a digital
publiv telecommunications system designed to provide mobile lund-based voice and datu
services. A GSM network is also called & Public Land Mobile Network or PLMN. GSM. the
standard. was drafied by the European Telecommunication Standard Institute (ETS1) in
response to a need for a digital networks that could provide compatibility of service for mobile
users. The rationale behind the standardization was to provide seamless and Lrunspnrcm.'mobilc

telecommunication services across European national boundaries (a PLMN cannot straddie
national boundaries.)

The descriptions contained within this chapter are buased on the standardization documents
|ETS192|. formally known as the Phase | GSM Recommendations, iMoP92], |[ReCY0}, and
IMoJ94]. Only system properties that could be specified by LOTOS will be described.

Specitically, non-functional properties shall not be discussed.

Section 2.2 contains a brief discussion of GSM services. Section 2.3 and Section 2.4 contuin

descriptions from the physical and distributed functional viewpoints, respectively. Section 2.5
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contains a short discussion on the protocols of GSM, and Section 2.6 discusses the future of

mobile communications.

2.2 Services of GSM

The main feature of GSM is national roaming. a service feature which enables subseribers to
access (GSM services in any geographical area serviced by a PLMN (provided that PLMN has
i service agreement with their home PLMNs.) A home PLMN is the PLMN in which a user
subscribed for service, and from which she will receive the bill. National roaming relies on the
following two key service elements:
+ foracall towards a mobile subscriber. the location of the mobile subscriber must be known.
Tracing the movement of the mobile subscriber within a network is done through locarion

Management.

+ during a connection, the link between a mobile subscriber and the infrastructure must be
maintained automatically and wansparently wherever the subseriber may wander. This pro-

cess is called hrandover.

These two procedures constitute the functionalities that differentiate a cellular system

operation from fixed-line system operation.

A related concept to national roaming is sim reaming, which allows for a SIM (a smart card
containing subscriber identity and information that must be inserted into the mobile station in

order to access services) to be used in any mobile station, see Section 2.3.1.

2.2.1 Basic Services

GSM telecommunication services include both speech and data services, similar to those
delivered by fixed networks. Here, speech and data services have the usual meanings as in
communications: in speech service, the information is voice, whereas “data services™ refers to
everything else, such as text, images, facsimile, etc, The best known service provided by GSM
is basic telephony, which is delivered to small personal portable terminal equipment called
mobile stations (MS).

-20-
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2.2.2 Other Services

Beside telephony and data services. GSM is also capable of providing two ather classes of

services: Supplementary Services (88). and Short Message Services (SMS).

Supplementary services are alse known as service features. and are not spectfic o GSM. They
madily and enrich the basic services by providing a means for the user to choose how calls
toward or from herselt are treated by the netwark, i.e.. block all incoming calls for a cernain
duration, Tn the Phase | Recommendations., only & few features are fully specitied, but it is
planned that later versions of the sundard will detine fully all supplementary services provided

by fixed networks.

SMS enable short alphanumeric messages of several tens of chariacters to be sent and received
by a user in u point-to-point manner. They also allow broadeasts of short messages of a pencral
nature (e.g.. roud traffic information) at regular intervals 1o all subseribers in a given

geographical area.

2.3 GSM from the Physical Viewpoint

The basic architecture of a GSM netwark is depicted in Figure 5. The configuration shown
presents all the possible signalling interfuces that could be found in any PLMN. Three

subsystems ure identitied:

the mobile stution (MS)

the base station sub-sysiem (BSS)

the network and switching sub-system (NSS)

2.3.1 The Mobile Station (MS) -

The mobile station (MS) is the terminal equipment which the subscriber uses to access and
obtain services from the network. It is usually the only equipment a GSM subscriber ever Sees.
The MS is composed of two components: the mobile equipment (ME), and the subscriber
identity module (SIM).

The mobile equipment (ME) performs generic radio functions, and provides an interface to the

human user or other terminal equipment such as a personal computer or a facsimile machine.

.21
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One of the main goals of the standard is to allow MEs produced by different manutacturers 10

be compatible with any PLMN,

Subscriber specific information is stored in a subscriber identity module (SIM) which is given
to the user upon registration with a network operator. The smart card-size SIM must be
tnserted into an MS in order for the MS to be functional. SIM is removable and can be used
with different MEs, i.c., one that comes with a rental car. [n this sense. the SIM is the GSM

subscriber.

A number of identifications are associated with a SIM (or MS). The Internationa] Maobile
Subseriber Identity (IMS1) is used for internal purposes such as subseription identitication and.
to protect against fraud. It is rarely sent over the radio interface. The temporary Mobile
Subscriber Identity (TMSI) is used instead to identify subscriber over t'hc radio interface. The
mobile station ISDN number (MSISDN) identifies uniquely an MS as an ISDN terminal and is
the public identificr of a subscriber, i.e.. it is the directory number that is dialed when a

subsceriber is called.

Atany time, a functional MS (with a SIM plugged in) is in one of two modes. It is in dedicared

made it it is involved in a connection with the network: otherwise. it is in idle mode.

Fixwl
Exchungy

.
Tclcphunc!lSl)N}
Networkfete.

i i
'

Figure 5 Architecture of GSM. The interfaces have been standardized.

-22.



Chapter 2: The GSM Mobile Telecommunication system

2.3.2 Base Station Subsystem (BSS)
The BSS is u collection of infrastructure machines responsible for providing stable connections
over the unstable radio path between MSs within a certain area and NSS entitics. A BSS

consists of o base stution controller (BSC) and a number of base transceiver stations (B718).

Base System Controller (BSC)

A BSC manages the radio interface through the remote contral, at the Abis intertace, of one or
more BTSs. [tallocates and releases radio channels and ensures that connection with an MS is
not lost when the MS maeves from one cell to another (by performing the handover procedure

described in Section 2.4.2).

Bise Transceiver Station (BTS)

A BTS is the physical machinery that performs radio transmission and reception, Each BTS
provides radio coverage for a geographical ares called a cefl. The BTS provides

communicition links to the MS aver the radio interface via logical channels,

2.3.3  The Network Switching Subsystem (NSS)

Unlike the BSSs which exist only to provide stable connections. NSS is the hub ol GSM. It
- consists of entities which perform switching, as well as those that store subseriber information.
Although the standard describes some of these entities as separate machines, an
implementation may group two or more of them in one physical machine, e.p., VLRs are
usually realized in the same machine as MSCs, forming MSC/VLR pairs. However, more often
NSS entities are implemented in distant maéhines with no direct links. Distant machines
communicate using the CCITT Signalling System No. 7 (887) network as the underlying

transport mechanism. =

In arder to provide communication services to and from subscribers of other networks, NSS
entities must interface with external networks, e.g., PSTN!, ISDN. S57 is also used as the
underlying transport mechanism between NSSs and external networks. To avoid dealing with
too much detail, we abstract from $S7 and assume direct links between NSS entities and
between NSS und external networks:

I PSTN = Pubhc Switched Telephune Network, A PSTN 15 3 lixed-Jine telephnwe network.
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Mobile Switching Center (MSC)
The MSC performs switching function for all MSs located within a collection of cells known
as MSC area. To obtain connections with MSs in its areq, an MSC interfaces by dedicated lines

with several BSSs at the ¢ interface,

There is one or more MSC in a PLMN that additionally serves as a gateway point infout of the
PLMN. Such an MSC is called a Gateway MSC or GMSC.

Home Location Register (HLR)

The HLR stores subscription information such as service profiles and identifications (IMS1s
and MSISDNs) of MSs registered in that PLMN, as well as the identities of the MSC areas in
which the MSs are currently located. Each subscriber is registered in only one HLR which

performs its charging and billing functions.

* Visitor Location Rdgister (VLR)

A VLR may be associated with a single MSC or be shared among several MSCs. Tt may be a
separate entity or integrated with an MSC. In the latter case, the b interface becomes
internalized and the combined eatity is known us MSC/VLR. A VLR is used by an MSC 1o
temporarily store subscription data and location information (at a more precise tevel than in the

HLR) for those subscribers currently roaming in its MSC area.

2.4 GS'M: Functional Viewpoint

The distributed nature of GSM implies that some of its procedures involve distant machines.
The procedures can be grouped into a number of layers [MoPY2] based on closeness in their
purposes, as shown in Figure 6. The vertical ordering of the luyers iy intended to imply that (in
some cases) highci‘ layer broccdurcs depend on or use lower layer procedures. For example, in
order to perform call setup (4 CM procedure), a stable rudio connection must first be
csmblikhcd (by an RR procedure called Network Access) between the mobile station and the
PLMN. In this scenario, the CM layer ‘uses’ the services of the RR layer directly, and the MM
layer is completely bypassed. Thus, in a sense, the higher layers depend on the services of the
lower layers. This is the reason why a part of the CM layer is shown directly over the RR layer
in Figure 6. It should be noted that this notion of layering is not identical to that of the OSI

N
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model. n the OSI model, an N-layer entity can only use the services of the (N-1)-laver, .,

messiges sent from or received by an N-layer entity must pass through the N-1 fayer, The layer
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Figure 6 Functional planes of GSM

model of GSM should be thought of s a grouping of functions according to closeness in

purpose ruther than u description of GSM in the OSI model.

24.1 Transmission Layer

The transmission plane includes aspects not traditionally called transmission. This plane
contains also functions of the OS! link layer and network layer which transport user data and
signalling messages between communicating entities. It includes low level protocols to format

data, to ensure proper sequencing, to correct errors through repetition and to route information
throughout networks.

Physically, all information transmitted within the GSM system is in digital form, even at the
radio intertuce. The MS must be capable of encoding human speech into a digital form and
converting digital information to the anatogue form (speech) understandable to human users.
Since GSM provides its users with the capability to call users of other networks, 1 PLMN must
be capuble of interfacing with analogue networks (e.g., PSTN), digital ones (e.g., ISDN), and
other networks.

At the radio interface, different frequency ranges are used in adjacent cells and distant celis

may reuse frequency ranges. In each cell, the access mode is a combination of time division
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multiple access (TDMA) and frequency division multiple access (FDMA). So the packet of
signal/data transimitted is a burst of radio energy ransmitted in an assigned frequency band.
The techniyue of frequency hopping, where the frequency used by a channel 1s regularly

changed, is einployed to help ensure privacy and combat jamming.

2.4.2  The Radio Resource Management Layer (RR)

This layer deals exclusively with the radio interface. and is most relevant at the BSS/MS
interface. The RR entities contain elementary procedures for rudio management, ¢.g..
establishing, maintaining. and releasing radio links, These funciions ure nmainly performed by
the MS on the mobile side and the BSC on the infrastructure side. athough the MSC may be
invoived in some cases of handover. The main procedures of this layer are: aceessing the

network, and handover. But first, the initial activation of the MS is described.

Initial Activation of the MS

Initially when a terminal equipment equipped with a SIM is put into service it scans the radio
channels to focate the Frequency Correction CHannel (FCCH) and become synchronized. It
then performs the network access pmccdlurc (described below) to request channels o do
location update (Section 2.4.3) o register its location. After successful location upcate, the MS
is in its normal operational state (idle mode). and can make or receive culls. During idle mode,
the MS listens to broadeast channets and monitors signal strength from the serving BTS and
the nearby BTSs, If it is tound that stronger signals corme from nearby BTS, the MS will
attempts o do  location update there (actually, the algorithm for using cells is much more

complex.)

An MS listens to broadcast channels to stay synchronized with the network and to await
instructions. For example, when there is an incoming call towards the MS, it is instructed on
the Paging CHunnel to access the network. Whenever an MS needs to access the network, and

{or whatever reason, it must first perform the “access” procedure to request radio channels,
Network Access Procedure
The access procedure consists of sending o short message (only 8 bits!) over the random access

channel (RACH) requesting a channel, Three bits of this request specity the purpose (paging

response, handover, CM service, ete.) and the other five bits represent a random number. The
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purpose for a request will etl the serving BSC how to handle the request. te. shonld channels

be granted. which type of chunnels and how numny should be given. e,

The network has no method of knowing when mobile stutions will transmi requests, and
therefore random access attempts cannot be scheduled to avoid simultancous independent
transmissions (a sitwation known as collision). A given MS must be able to correlate 1 channel
assignment from the network with its own request. This is achieved by having the network
send buck the random number with the channel assignment. An MS will know that 2 channel
assignment is not for itself it the accompanying random nuember does not mateh the one it

included in the request.

In normal load situations, atter receiving an indication of a channel request, the BSC chouses a
free pair of signalling and data channels belonging 1o the cell fronmy which the request
originated. and activate itin the BTS. After having received an acknowledgment for this
activation {rom the BTS. the BSC then builds an initial assignment messige to be sent on the
PCHL. The activation process requires the BTS W prepare for the aceess of the MS on the newly

wHocttted chanaels.

In congested situations. when no channel is uvuilﬁblc for allocation, thc'BSC may choose bot

o answer, to grant only a signalling channel. or 1o send back a rcjcctinn indication. If no
response is made to a request, an MS may repeat its attempt. In the case where only a

signalling channel is initially granted, a dulu‘c.hunne[ (if one is needed) will be granted either

after it is known that the call can go through (i.e., the called party is not busy), or even lnter

when the called party has answered. Note that in location updates, there are no user data and

data channels are not needed for successful execution.

I

Basic Handover Procedure

The handover procedure ensures a quality connection over the air interface during a call.
‘Information on the received signal quality from an MS is collected and pl‘OLL.\\Ld by the
serving BSC When the BSC detects that the signal qu.lllly is below a certain minimum

threshold. Il performs a handover of the MS to d new cell or to a new channel in the same cell.

n the discussion to follow. the suffix “old“ shall be used to refer to machines along the

communication path before the hundover, and “new” shall refer to the path after the handover,

i
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There are three cases of handover (see Figure 7) depending on the positions in the

infrastructure hicrarchy of the BSC-old and BSC-new:

Case It [ntra-BSC handover: the MS is to be served by o new cell (BTS) which is under the
control of the sume BSC as the currently serving cell, that is BSC-old and BSC-new are

one and the same.

Case 20 Inter-BSS Inura-MSC handover: the new cell 1s controlled by a BSC-new which is

different from BSC-old. but the two BSCs are controlled by the sume MSC.

Case 3 [nter-MSC handover: this case involves either two or three MSCs. An anchor-MSC is
MSC which was originally involved with the Access procedure, If the anchor-MSC is
also MSC-old. then only two MSCs (anchor-MSC or MSC-old. and MSC-new) e
invnivcd,Lallmcl'y\'isctllt'cc MSCs (anchor-MSC, MSC-old.and MSC-new Yareinvolved. In

the latier case, an inter-MSC handover (from anchor-MSC 10 the now MSC-old) must

: have aceurred.
MSC
B BSCol BSIC-ncw
BTS-0ld BTS-new . BTS-old BTS-new
a) Intra-BSC handover b} Inter-BSS inra-MSC handover

:unchnr-MSC
| ,MSC'"":W MSC-old . MSC-new
BSC-old BSC-new

MSC-old

_ |
- BSC-uld BSC-new
BTS-0ld  ° BTS-new BTS-uI d BTS-new

¢) Inter-MSC handover

Figure 7 Three cases of handover
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The anchor MSC is the MSC on which the call as originally established. In no case does this
MSC relinquish its communication control 1o a new MSC, This design choice reduces the
complexity of the charging problem. it is much simpler when one MSC tollows a call from its

heginning to its end.

The procedure for all cases of handover consists of two phitses:

Phase 10 BSC-old asks BSC-new to establish a new communication path. Then BSC-old sends 2
handover command to the MS 1o aceess the network on the new channet,

Phase 2: the MS accesses the new channel. which triggers the switching of paths in the

infrastructure and the release of the old path.

2.4.3 The Mobility Management Layer (MM) ’
The mobility management fayer handles issues peculiar to cellular networks: mobitity and
security managements. The functions involved are:
* location update: a process by which the databases are updated when the MS moves across
certain cell boundaries.
*+ security management: this includes subscriber authentication to ensure that he is an autho-
rized user. and ciphering of radio transmissions to ensure privacy. Strictly speaking, cipher-

ing is un RR function.

The network entities that are most involved in location update and secerity management are
the MSC, VLR, and HLR. The functioning of the MSC and the VLR are closely coupled in
these functions. Therefore, they will be referred to as one entity, the MSC/VLR, in this section.

Location Update Procedure

The GSM infrastructure must keep track of the location of MSs roaming in its service area.
This information which is held in the HLR and the VLR (and also stored on the SIM) is crucial
for mobile-terminated cails.

The normal reason for location update is that the MS decides that the location area best fit to
serve the subscriber must be changed. The MS starts the location update procedure by

initiating the Access procedure (Section 2.4.2), as for any dialogue between the MS and the
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infrastructure. Then it sends the request toward the MSC/VLR controlling the new cell. This
MSC/VLR may be the saume as before, if it controls both the previous and the new location
areas, or g new MSC/VLR,

The MSC/VLR may answer the MS autonomously or may have to first consult the HLR. The
MSC/VLR answers autonomously if the subscriber is already registered in the VLR, that is the
new and old location area are under the control of the same MSC/VLR. In this case. the
location update request is usually aceepted after some actions such as authentication and
setting cipher key. The successful conclusion of a1 location update involves the assignment of

“new temporary mobile subscribe identity (TMSD 1o the MS.

The MSC/VLR consults the HLR when an MS asks for registration under a new MSC/VLR,
The new MSC/VLR knows which HLR to contact from the MS's TMSI. or in rure Istnges
when the TMSIH is not available the IMS] is used. The HLR determines whether or not 1o
Jfeeept to register the MS in the new MSC/VLR by considering e subscription limitations of
the user, On a positive result, the HLR will send the new MSC/\\—’L.R informittion of the user.
and will inform the old MSC/VLR to remove the subscriber’s record from its database. The
subscription information sent to the new MSC/VLR altows it to perform more efficient call

setups (Section 2.4.4).

It the MSC/VLR receives a negative result from the HLR, it will erase all information about
the subscriber and sends a location update reject indicution to the MS.

Security Management

The open nature of radio transmission makes it more prone to eavesdropping and fraud than fix
wire trimsmission. The security tum.uons of GSM have two aims: to guard the pl'l\'dL\' of

users, and to protect the network from unauthorized access.

Preserving the privacy of the users is achieved by 4 number of means. Ciphering of

transmission over the mdlo path and frequency hopping prevent eavesdropping. In addition.
user identity protection is achieved with the use of a temporury identity alias, the TMSI, which
is used in lieu of the subscriber identity IMSI over the radio interface. This alids is allocated by
the MSC/VLR a1 every ~.uu.e\sfu1 location upd.m_ so that it cannot be associated permanently
with .my specitic sub\t.rlber.
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Prevention of unauthorized access is achieved by an authentication procedure. In this
procedure, the MS applies an algorithm on a RANDom number chosen by the inl'ru,.\'u‘ucuu'c
and on i user-specific secret key K7 1o produce a Signed RESult (or SRESY which is veriticd by
the network, The secrecy of Ki and the algorithm, called A3, is the cornerstone of this seoeurity

mechunisim,

In tact the parameters Ki and RAND are used in another computation by an algorithm known
as AN, The result of this computation is the key Ke. used by the cncryption algorithm to cipher

and de-cipher data at the radio interface.

244 Communication Management Layer (CM)

The communication management layer consists of conventional call control procedures, ie..,
setting up culls between users, and maintaining and releasing them, This Tayer also includes the
means for users to have some control aver the management of calls through supplementary
services (S3) such as call forwarding, and to send or broadeust short alphanumeric messages.

—camama

The latter services are known as short message services or SMS. see Section 2.2.2

Mabile-Terminated (MT) Call Procedure

For MT calls, the external network uses the GSM directory number (called MSISDN) of the
catled MS 1o lodate u record in the MS’ home HLR. This record contains the identity of the
MSC where the subscriber is currently visiting. If for some reason the external network cannot
interrogate the HLR, then the cull is routed to the GMSC. The GMSC then interropates the
HLR and routes the call to the appropriate MSC, which then queries its VLR for the exact
location (i.e., cell identity) in which the MS is currently roaming. The MSC then instructs the
BSC to page the mobile station over its paging channel (PCH). The mobile subscriber responds
by performing the Access procedure, and upon contact with the MSC it is instructed by the

-MSC o alert the user.

Mobile-Originated (MO} Call Procedure

To a GSM subscriber, using an MS to call a fixed or mobile subscriber follows the same basic
steps ax for (old) fix-line telephone. Typically, a call starts by the user clicking the “Power on”
hulton an action which is dnchred by the MS (not the network mtl.mruuuu.) with a dial

lone Onvce the last number is entered. the SEND buuon is pressed, after which llu.rL are a few
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moments of inactivity to permit the call 1o be cancelled. Then aff the digits are sent to the
network at once, This is different with respect to basic telephony where contact with the
network is made as soon as offhook is performed und digits are sent to the network one by one

us they are being keyed.,

The MS makes contact with the network by exceuting the Access procedure, after which it
requests, with the called number, the MSC 1o set up a connection. Upon receiving the setup
message, the MSC checks with the VLR 1o determine whether the service can be provided for
the requesting MS. This determination occurs locally because the subscriber’s information
were sent by the HLR in lecation update and stored in the VLR. Whether the service can be
provided di:pcuds on the subscription characteristics and on the availability of network

rexourees,

In case of failure, the MS is returned to idle mode. In case of suceess, the MSC starts
. v . . . . ..,
connection establishment toward the calted party by sending, for instance, an ISUP? initial

address message (IAM) in the case of communication with [SDN.

Eventually the external network will report the failure or success of the call. The MSC reacts
respectively by disconnecting the MS, or alerting it to ring. In the lauer case, an end-to-end
connection path may not be established until the called party has performed an offhook.

2.4.5 Operation, Administration and Maintenance Layer (OAM)

The Operation, Administration and Maintenance layer contains functions which enable un
Operator to control and configure the PLMN. It is also the mechanism which the GSM
administrator employs to measure and record, for the purpose of billing, usage by individual
MSs. This layer is not strictly above the other layers in terms of services, since it does not
enhance directly the services offered by these layers.

2.5 Protocols of GSM

Figure § shows an overview of the signalling architecture in the GSM transmission chain. The
horizontal axis corresponds to the distribution of the various physicul machines and the vertical

axis corresponds to the functional planes. The procedures described in this chapter and

2. ISUP = ISDN User Par: It is & call management proteol for ISDN networks,
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specified in this thesis concerns mostly protoculs of the RR, MM and CM Lavers shown in the

figure.

251 RR 'rutoculs

The RIL3-RR (Radie Interface Layer 3) protocol enables mobile stations and BSCs w
coaperate for the management of radio resources, This protocol also appears on the abis
interface where it works closely with the RSM (Radio Subsystem Management) pratocal, The

Lttter ablows a BSC o control a set of B1Ss.

A stmilar management function is supported on the ¢ interface by the BSSMADR (BSS
Manugement Application Parthy protocol, which enables an MSC o manage several BSCs,
The BSSMAP is ulso partially responsible for handover management ¢in collaboration with the

MAP/D protocol, see belows),

2.5.2 MM Protocols

The muin pratocol for this fayer is the RIL3-MM which bears many similurities to the protocul

of the CM layer. For this reason, it is discussed in the next section with the RIL3-CM.

153 CM Protocols

The upper layer protocols RIL3-MM and RIL3-CC define rules for signalling exchanpes
between the MS and NSS entities. Although these protocols also appear at the abiy and o
interfaces, both the BTSs and BSCs are “transparent” to these signalling cxchungcs. i.c., they
are relay points and are not aware of the semantics of RIL3-MM and RIL3-CC messages. Non
call-related signalling specific to GSM corresponds to many protocols which are grouped
together us MAP/x (Mobile Application Part) protocols where x is an inlcr!'uﬁc, e.g., MAP/ is
that part of MAP that is applicable at the o interface between the MSC/VLR and the HLR,

The protocols that govern the interactions between the MSCs and external netwarks are
specific 1o edch of these networks. The functionalities of GSM and other communications
networks are more or less I[he same, but variation exists according to the type of network, and
also 10 the specific implementation. The basic examples of protocols at the boundaries of GSM
are TUP? aqd ISUP?, for communications establishment with PSTN and ISDN networks

3 MAP protocols deal with non-call related funcuion. RSSMAP allows MSCx 10 control RSSs.
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respectively, TUP and 1SUP are the standard circait call management protocols used in $87

environments [MoPY2], and in the context of GSM. they interwork directly with RIL3-CC.

M5 BTS BSC MSC/VLR HILR
38

|
. ‘\‘?&\\\i\\\\ﬁ\i .
~ R SRS SR g LS 3 X R \\\K\V\_
enfl@d el

st

MM

|
NILTRR

RR BSSMAP

Trnsmission LAPD MTP

RESMAD: RSS Managemen Application Pan MAR: Molmle Applicauon "an
RIL: Radin Interface Layer LAD: Link Access Provedue
REM: Radiv Subsystem Management MTE: Muessape Teansler Pan

Figure 8 Protocols of GSM

2.6 Future of Mobile Cammunications

GSM is an evolving standard. At the time of writing, Phase 2 Recommendations have been
released. Phase | and Phase 2 GSM are classified as second generiation communication
systems, and were intended mainly to provide transparent and seamless pan-European land-
based mobile services. However, they were adopted by‘muny other countries. The North-
American counterpart of GSM is known as 18-54. (First generation systems use anaiogue
signal over the radio interface and provide only voice services.) These second generation

systems are capable of praviding voice and data services.

Third generation mobile communications systems are under study and drafied standards are
planned for 1998 [Rap95]. They ure known as UMTSs or Universul Mobile
Telecommunication Systems. UMTSs will truly be able to provide global services us they will

include satellite technologies to provide connections with users over water and in the air. These

4 TUE = Télephone User P, 0w a call management prowocol ton PSTN,
SOISUR = ISDN User Par 1t a call management protocsl for ISDN petwarks
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third generation systems will provide sufficiently high bit rates (up o 155 Mb/s) o be capable
of providing multimedia services [Dal95). 1t is Torecasted that by the vears 1996/97, the
imber of new subscriptions world-wide 0 mobile services will exceed new subseriptions

tixed-line services at around 35 millions per yeur fRapY3|,
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CHAPTER 3 LOTOS PI‘iI]CiplCS

3.1 Introduction

The FT LOTOS [1SONY] was developed and standardized by 180 for the specification of,
among athers, distributed concurrent information systems. The Finguage has not yet reached
the level of maturity that some other, more widely used FDTs have attained. 1t is still

undergoing extension and enhancement.

This chapter discusses general principles of LOTOS, a wiorial of the language is not given but
the interested reader is lefcned to [LHFY2{|BoB&7]. Section 3.2 containg brief discussion on
the two components of the language and some of their Icuturm Section 3.3 explores the
notions of specification and madel. Subsutmn 3.3.1 comments on the advantages and
disadvantages of .speufym;_. 4 System in LOTOS and Subsection 3.3.2 dl\Lll\\L\ the
e\cLumblllty of LOTOS speutlcatlon\ In Section 3.4, a number of .spu.lhculmn slylc:,-:uc
‘revllcwc,d Section 3.5 presents some of the LOTOS techniques used in our specification of
Gsm. |
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3.2 The LOTOS Language

ILOTOS consists of two clearly separate component: 1) a dary component, and 2) a control
component. LOTOS specifications, thus, are also compaosed of two parts, one describing data

types and the other deseribing behaviors,

321 The Data Component

The data component of LOTOS is the algebraic abstract da type (ADT) Linguage ACT ONE
[EMS5], which is based on equational models. This component is most suitable for describing
data structures and value expressions. The choice of abstract duta types (as opposed 1o
concrete data types) permits implementation independent specifications. With ADTS. it is
possible to represent only the essential qualities of data and their associated operations withowt
indicating how they are actually represented and manipulated in computer memory, The
ithstract nature of ADTS gives it o high level of expressiveness, Since they are detined in werms
of equations without side effects, ADTs can be “built up” easily to arbitrary complexity.
Indeed, they are capable of denoting the Turing machine which implies (in principle) that it can

denote uny systems.

Unfortnately the current version of LOTOS does not augment ACT ONE with any pre-
defined data types, although a small library of some basic datu type specifications is given in
the standard. This deficiency forces the specifier to write a specification for almost every data
types ht: needs. Commonly-used types such Integer, Record, ete,, that can be taken for granted
in concrete data type languages have to be specified from \Ll‘dﬂ.h This often results in large
specifications, which are difficult to understand and .s!ow to r..ompute However, the following

features of the data part of LOTOS offset some of the ne;,.ltwe aspects:

« reference 1o 3 library of pledehned types’
* combinition and euen\lon of data types to fonm new types
* renaming of generic types

* actualization of parameterized types - C

These features support re-use of ADT specitications. '
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3.2.2 “T'he Control Component

The control component of LOTOS is 4 process algebra and has well-detined semanties, 1t s
based on Caleulus of Communicating Systems (CCS) IMESO] and Communicating Seyuential
Processes (CSP) [ HoaX5|. In this part of the language, systems and their componems are
represented by processes, which are encapsulated units of data and behaviors. Processes
display behaviors o their environments in terms of permitted sequences of observable events,
Thatis, they appear as a black boxes to their environments. and the environments have no
knowledge of their internal structures or mechanisms. Processes may also possess internal

unobserviable behaviors.,

The encapsulation provided by the process concept makes this part of the language highly
suitable Tor specifying objects. Indeed. LOTOS processes e often used to represent abjects
with ohject communications represented by process synchronization. bn addition, the way

pracesses ure composed in a specification can be used 1o denote structure of o system,

A prc{ccss interiicts with its environment by means of synchronization at cammon points called
gares. LOTOS gites may be used 10 model logical or physical interfaces hetween a system il
its environment. Values, spcciﬁed by ADTs, may be passed and received at these gates during
synchronization. However, gates may not be dynamicaltly created, nor passed in

synchronizations..

The basic units of interuactions are evenrs (also called aetiony), which are atomic, instantaneous
and synchronous behaviors. Each event is associated with i gate, namiely the gate at which the
event occurs. Event denotation is structured, consisting of a gate name and an optiona} list of
data fields (called experiments in LOTOS terminology). The general structure of LOTOS
events is ’ |

:

gatename !value_offered ?valued_received:Value_sorr ...

An event oceurs only if all processes that participate in it are ready to interact, When an event
takes place, all the processes involved in that event synchronize and have a comman view of”
the interaction. This synchronization is interpreted us communication, and permits values 1o be

passed between processes.
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Events modeld real-life occurrences i an abstract way. The degree of detail requared ina
specification determines the events that are considered, For example. a communication
between two distang entities in o distributed system may be modeled by an {single) event that
represents the ransmission and propagation of the messige through the network, Alternatively.
the hops in the propagation of a message through the network can be modeled as distinet
CYents, o5 inan even more exireme view, the transnission o individual bits can be represenied
as a sequence of distinet events. Al these models represent the same conunumeation at

dilTerent levels of absturction,

A major deficiency of the control part of LOTOS is that it does not possess inheritance.,
implying that existing process dehnitions cannot be re-used 1o produce new processes. | Rud92|
contains a readable discussion on this shortcoming of LOTQOS and proposes new operators to

add inheritance to the language.

3.3 What exactly is a LOTOS Specification?

A LOTOS specification of i system is a representation of a model of that system. A model is
an abstraction. a conception that exists in the mind. A model typically contains oniy the
essential aspects of a system viz. the system properties of interest. A rcpre.scmulim] of & model
stich as o LOTOS specification is a rendering of the model, a.visualization of the model.
Although a model and its representation are distinct concepts, they are not independent and
utilizing an appropriate notation to describe a model can greatly affect the ease of
understanding and reasoning about the model by bearing out its pertinent aspects. This means
that the comprehensibility and ease of reasoning of a LOTOS specification is aided in areas
where LOTOS is strong and hindered in areas where it is weak. In fact, in cases of complex
systems a representation may even be necessary just to make the modeling possible. Thus, a

model and its representation may sometimes be thought of as equivalent.

For most practical purposes, the terms mode! and specification can be used interchangeably.
and this thesis does not distinguish between the two when no misunderstanding is possible, i.e.,

the term LOTOS model will sometimes be used instead of LOTOS specification.

. 40 -



Chapter 3: LOTOS Principles

A1 LOTOS Muodels: Pros and Cuns

I general, the ability to represent a model is limited by the support provided by the notation
used. The absence of the inheritance concept in LOTOS means that the language camnot
naturally deseribe. and therefore aid reasoning on, object-oriented models, It can, however,
represent object-based models, where inheritance is not essential. LOTOS also lacks the
voncept of time. implying that many non-functional properties cannot be specified clegantly.
Some proposals for timed LOTOS have been proposed | BLTYO] {VTZY4] Qul*87]. Although
these deficiencies are significant, LOTOS has many other properties (such as encapsulation,

svichronization, events. concurrency, and others) that make it suitable for deseribing systems,

Some of the benefits of using LOTOS are related o the way descriptions may be organized.
while others are due 1o the ability o execute specifications. LOTONS possesses coneepts G,
operators such as 1], ewe.) that allow o relate scc_nm'ios tw cngh other and form unified
models. Because the language supports the representation of unified models, LOTOS
specifications avoid some of the prdblcms associated with separate and partial representations
(see Section 1.2.3). Figure Y illustrates the difference between represeiting a system by a
collection of scenarios and by « LOTOS specification, In fact. LOTOS can handle most of the
prablems discussed in Section 1.2.3. J
*  Since 2 LOTOS specitication is a unitied model, it is possible to show how scenarios
relute to each other, i.e., how they are connected. Amalgamated sccm.u-ios can represent
the system states in which each scenario can be initiated and terminated.
+  LOTOS can represent the intersection of scenarios by desgc;;‘ibillg the common segments
only once. For example, the following two scenarios ‘ .
a:; b: c; d;.exit
a: b; e; £; g; exic
may be specitied as
a; by (c; d; exic (] e; f£; g; exit).
to emphasize the common segment (other kinds of iniegrution are possible).
+  LOTOS is a wide-spectrum language. it is capable of denoting systems at a range of

abstraction levels. Through the use of embedded processes and the hide operator, sce-

. . . i
' ) .
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narios of different granularity (or abstraction levels) can be specified gether without
having to abstract more detailed scenirios to the level of the most abstract one.

+  LOTOS is capable of representing concurrent behaviors. Concurrency may be specified
in LOTOS with the parallel operators I, I or I 1. Indeed, the ability 1o specify current

behaviors is one of the strang point of LOTOS.

o StTnInos

LR e R T R,

Lutinl Madels (Scenrio Model)

LOTOS el

Fipure 9 Comparison of the Scenario Model and the LOTOS Model.

LOTOS specifications have other advantages. One set of advantages are related to the formal
basis of the lunguage which permits consistent and unambiguous specifications to be produced.
Another class of benefits involves the executability of LOTOS specifications, which could be
carried out in a number of modes. e.g.. step-by-step. symbolic expansion, goul-oriented. This
FDT also possesses a large body of testing theory and other validation methods that could be
used 1o validate specifications. Section 3.3.3 presents an overview of testing in LOTOS. A very
important group of automutic manipulations is correctness-preserving design transformations
[CPTY2] which allows to formally refine designs to more t.ijI'clt: ones. A complete
development methodology bused on LOTOS has been proposed based on these transformations
{L.LOT92]. However, automated manipulation is not always possible for every LOTOS
expressions. The problems encountered with execution of LOTOS specifications are discussed
in the next section. :

3.3.2  Executability of LOTOS specifications

A LOTOS spcciﬁcauion essentially denotes a Labetled Transition System (LTS) [Eerv4). and

©execution of a specification amounts to computing its LTS. A state in the LTS corresponds to a

behavior expression. and each transition label corresponds to an action that represents at least
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one action denotation in the specitication. The set of transitions that are possible from a given

state is defined by the set of inference rules

[SORY| that define the semantic of LOTON.
Inference rules detine formally when o behavior expression [§ can perform an action x and then
behave like 87 (another behavior expression). This is commonly denoted by - #°
LOTOS liwerature.

in

Complete execution of o LOTOS specitication may be inypossible due o a nwmber of reasons,

The data portions of specifications are equationai algebra, and can be executed m practical way
by interpreting them as sets of rewriting rules {Eervd]. However, it is possible that o set ol
rewriting rules correspond to valid specitication is not execwsile beciuse it may never

erminate.

In the behavior portion of a specification. full execution may be impossible (practically) due w
parallelism. which tends to produce state explosion as the amount of paraliclism increases. In
LOTOS, the semantic of parallelism is based on the caneept ol interleave, This concept allows
multiple parallel scenarios (i.e.. scenarios that could be executed in parallel) ty be represented
by as single scenarios with sezgments of the difTerent pimtllcl seenarios interleaved in any order,
pravided the relative order of segments from each scenario is preserved. For example, the
interleaved hehavior of the two parallel scenarios a; b; stop and z: stop could bie :my ane of
the scenarios a;bh;z;stop. a;z:b;stop.orz;a;b; stop. Note that the number of possible

action sequences quickly increases as the number or size of the parallel scenarios increases.

The ultimate state explosion problem is caused by behavior expressions of the type shown in

Figure 10, which permits infinite numbers of actions at a given system state,

brocess MSInstaller[ri,ocami] (usedMSISDNs :MSISDNSet) inoexit:=
cami ?dn:MSISDN [ {NotIn{dn,usedMSISDNs)) and {dn <> noMSISDN) ) ;
MStation[ri] (IMSIof (dn), noTMSI, dn)
111

MSInstaller([ri,oami] (Insert (dn, usedMSISDNs)) "

where ' : '

=ndproc .

Figure 10 - A LOTOS expressions that describes infinite behaviors. .
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333 Test Execution on LOTOS Specifications

In Section 6.3, we discuss preliminary results on using LOTOS specification to “recognize™
scenarios that are more or less ate the same abstraction level as the specilication. The purpose
of 1his “recognition test” is to determine if the scenarios have been specified in the

specification. The technique for scenario recognition test is based on test execution in LOTOS.

Normatly, LOTOS est exceution is performed as follows, The test is specitied as a LOTOS
process., say process TestCaxe. This specification can be in the simplest style, but its event
structures must be the same as the ones used for the carresponding events in the specification.
The specification to be tested is modified into a process. say SpectnderTest. A new
specification § is then created by composing TexrCase and SpeclinderTest with the:

synchronization operator |l 1 the combined specitication

S = SpecUnderTesif el w2} it TesiCaseful .;u:’l

cin be excecuted o the end of the scenario (iLe.. to the étlti TexiCase). then the test passes:
“otherwise it fails. In fact, because LOTOS specifications may be non-deterministic, three
possible results from test execution have been defined: must pass, may piss. and reject
IQPFSS)[NiHS4]. |

3.4 Specification Styles

A major concern when producing LOTOS specifications is the selection of appropriuate
specification structures or styles. In [VSSEY], four specification siyles are described. They are
of two kinds: intensional and extensional. Specifications in extensional styles describe a
system only from the perspective of an external observer. The monolithic and constraint-
oriented 'styles are example of extensional styles. Specifications in intensional style may
include internal details of systems. The state-oriented and resource-oriented styles are two

examples of this kind. Note thdt other styles have bcul proposed (e.g.. slice style | Vig91] und

status-or :c.nu_d \'l}'lL lSlL94]) but we shall only review the abovementioned ones.

2]
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341 The Monolithic Style

This stvle uses predominantly the sequential composition, choice and guard operators to
present system behavior as alternative sequences of actions. Specifications in this style do not
reflect system architecture nor do they differentiate between internal and externil system

behaviors,

The exclusion of more complex operators, such as the disable and the parallel vperators,
implies the absence of structures that aid human comprehension and tend o produce
specilications that are large in size. Consequently. this style is most appropriate fur simple
specifications. However, the absence of more complex operators also means thit state

explosion is unlikely and makes this style more friendly w tools.

342 The Constraint-Oriented Style

This style enables specification of a system’s external behavior in an abstract, implementation

independent and modular fashion. The specification structure is based on the different

constraints that result from pcr!'orming “separation of extensional concerns,” Le.. the

canjunction of the constraints defines the external behaviar.

34.3 The State-Oriented Style

Ihc state-oriented style regards a system as a \mgln resource whose internal stite space is
e\pliully specified as a collection of guarded alternative sequences of abservable interactions.
This style is not suitable for large or complex systems {or at least two reasons. First, its lack of
structure makes human comprehension difficult. Second. this type of systems tend o have
lurge state spaces and they are difficult to identify. This .\lyll. is useful mainly when explicit
states can be readily obtained from the problem definition.

By
3.4.4 The Resource-Oriented Style :
In this style, thc specification structure follows closely a system’s actual architecture. Physical
resources are represented by LOTOS processes that are composed together 1o n,ﬂu,l the
overall behavior and architecture of the system. The processes themselves can be written in

any .slylc.-and may include internal behaviors, -

:

A
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This style is appropriate for specifying diswibuted systems at the high design level. becanse it
can capture both the structure and behaviors of g system. The specification technique describued

in Chapter 4 produces spectlications of this style,
Specification Approaches for the Resource-Oriented Style

There are two basic approaches for developing resource-oriented specifications. A top-down
approach specifies first the system’s structure (thus resuiting in a skelewon structure of the
specification), then fills in the system’s behavior by defining the interactions between its
components. The behavioral specification can also be done in twa ways. One way invoives
specifying the system’s behavior one scenario at a time by distributing the events in the
scenario among the processes representing the objects invelved in that scenario, This approach
is suitable when descriptions of the components” behaviors are scanered over a number of.._
seenarios. An alternative way is to specify, independently and one at a time, the system’s
caomponents by filling in the bodies of the empty LOTOS processes in the skeleton
Spcciﬁ_ti\utiun. This approach is dependent on having descriptions of cach component not

scattered over multiple scenarios.

Conversely. a bottom-up approuach can be taken. In this approach, a system is specitied by
separately specifying its components in LOTOS processes. then composing these processes to
obtain a specification of the whole system. This approach is probably not very practical as
“proper synchronization among prbcesscs is difficult to achieve. It may be pructiéublc il the
components are loosely coupled and have clear interfaces and if they do not interuct in an
intricate way. This approach also favors cases where the source information describes each

component separately or when such descriptions could be easily obtained. IR

The choice of which approach to use in a specification exercise depends on many factors such
as the size and complexity of the system, the kind of information available, etc. In Chapter 4.

we describe  top-down approach for constructing resource-oriented specifications.

3.5 LOTOS technigues Used in the Specification of GSM o

This section discusses some of the LOTOS specification techniyues that were used in our

eer . - . yl .

specification of GSM (Chaprier'S). -
L o

] 1
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IS0 Specilication Structure that Permits Dynamie Creation of Objects

For specification styles that use processes o represent objects, there are composition structures
thut permit to dynamically create an unbounded number of mutuatly independent objects. An
example of such a structure is illustrated in Figure 11, This structure is a recursive interleave
composition of processes: a pracess representing ane object (Ob7ect) is combined inan

interleave expression with the process that instantiates it ¢ Tnsr a2 es).

Objects are cre .HC(' as follows. Tnitially, there are no objects. This can be specilied by
nitializing the p.umnu\.l (usecic | Ids) that represents the set of object identities already in
use with an empty set. A new object, identified by a unique identity, may be created ine 2) by
instantiating Gbecr with a value supplied by o process outside of the Fnsea i jor rocess,

possibly, by the environment.

Pooprocess Tnstaller{gl (usedObd Tds t Set Ohi Tds ) snosx it :

2 g TnewObjld:ObjectId [Not Tdnewthild, usedohy Tds ]
3 { Obdect{g] (newobild) ‘

- bl

& Installer[g] (u_,-adob-, L 1-1;

6 i

7 whete

g process Object[g] [mvld ObjectId) inoexit:

g

10 2ndproc

1l endproec (*Installer*)

Figure 11 Specification structure that permits dynamic treation of objects.

3.5.2 Specitication of Infinite Size Relay Buflers :

Objects created by a specification structure as the one shown in Figure 11 are mutually

independent in their behaviors, and cannot communicate with one another. In LOTOS, if itis

required to specify communication between different instances of an object of which an
arbitrary number of ‘in,stances can be created, a specific type of process must be used. This
process reprex‘enh‘ﬁn communication medium between the different instances of the rt.plicuu.'tl
object. The LOTOS structure required to specify such a topology is shown in'Figure 12. In lhm\

figure, thc first event {line 10 of each alterndtwc behavior represents the sending of a message ™

by the sender object and the receiving of the message by the communication medium. The

second event (line 11) iu each behavior represents the medium sending the message to the
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ariginally intended recipient object. That is. the process 2u7fer is a refay Process, itaceepts
messages from one object and ransparently relay the message to the recipient, Two one-way
gies are used o connect the two communicating processes o Bur for instead of a single two-
wity buffer because the Luter solution has a side effect. To see the side effect. consider the wo
ane-way gates sofur and fromgefin Figure 120 1f these gates were replaced by single ginte,
line 33 would be able 1o synchronize with line 10, which is equivalent to FeCeIving i messige

(ront the bulfer when no message has been sent 1o it

Note that st rer rcprcscnls in infinite size buifer that cun accepts any number of messiges
simultancously and that may send them out in different orders from the order they were
received. This specification structure may also used in the representation of objects that relay
messages between objects of different Kinds. For example, in the specification of GSM
described in Chapter 5. it is the basic structure of the process that represents BTSs. which relay

messiges from MSs to BSCs and in the opposite direction.
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- Loobe tokur, fromBurin

4 ftatallerla, toBuf, trombBuf)
S irebulL fromBul]
Burierirobufl, fromBut}

- Wit o
P Butler[teBuls tromBut oot s
In TORLL P replent_1d:Obyecr Id e
. TromBul o orrecipient _igoome
H L]
A "
i Turie voeBul, Frombie:
v
i !
i= b= event obtructiabwe ™)
bl ""l\[]" (I8 '

ToIeg e Inﬂrﬂllerig.rﬂﬁuf.IFONBHf](Hﬁwduhjldtﬂwfﬂbimtrldn’:“wmgit:'

C4 TnawObjld:ObjecrId [NotIdinewobild, ey Evln

24 i Objeer g, toBut, trombut ] {newshy§ Id) :
25 P
26 Installer[g] fusedobjIds)
a7 ; .
23 '
2y . whers ‘
30 process Object [toBut, fromBut] (myId:0bjectId) :noexit:=
3l toBuf !recipient_ 1d 'm; {*sends message via Buffer*)
:1-1 . Y . . ’ ‘
33 ' [1 L .
3 tromButl tmyId ?m:T; {*receives medsage from Buffept)
35
26 ﬂndploc !

| 37 sndproc (*Installer*)

Figure 12 Specification of an infinite size buffer.

353 Specification of Mobile Nudcs (Gate Splitting)

As stated in Section 3.2.2, LOTOS pates can neither be pas\Ld in synchronizations nor created *
dynamically. This lumlatnou would preclude the ability to specify the handover procedure

(Section 2.4.2) if the interface between 4 network node and & mobile station is rcprc\'cntcd byu |
| unigue LOTOS gate. A very important evem in hundoveris the transmission of a message by
the currently serving L.C“ (or BTS) to command the mobile station Lo start connection
establishment with-a new cell. The identity of the new cell is included in lhls command. Thus,.

)
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if the interface 1o this new cell is represented by a LOTOS gate, it cannot be included with the

event that represents the command.,

In our specification, we employed the gare splitting technique |BFLYS] 10 specify dynunuc
interfaces. This technique exploits the ability to pass data in LOTOS synchrenizations and uses
values of experiments in an event to splir the gate associated with that event into multiple “sub-

gates’. For instance, the following two events

radio_intertace fchanme:li messaael;

radia_interface tchannall rmessacel;

oceur on the same LOTOS gate. but the values of the first experiment differentiate the
interfaces, i.e., the first event represents communication at the radio interface on channel | and

the second event represents communication at the same radie interfuce but on channel 2.

Qur specification of GSM uses this technique. The radio interface between all mobile stations
and the PLMN iy represented by one gate, and gate splitting is used to identify interfaces

between particular pairs of mobile stations and. BTSs (see Section 5.3.4).
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Methodology for Distributed

Systems

4.1 Introduction

This chapter presents a technigue for building specifications from use cases, It represents

L1

‘major part of the contribution of this thesi 8, und is intended as a contribution towards a

methodology for formal specification and validation of distributed systems, The technique isa

result of our effort to rationalize the process of deriving v specification from a st of use cases

plowded in various formats. Although it tel'fcus o some t,\lull the pracess that was followed;

it must be understood t!mt we did not follow it closely. The output ol the pm«.u\ is & LOTOS

specification in the resouru, oriented style at mare or less the same abstruction level as the,

input use cases. The reasons for choosing the resource- orlum.d style are dl.sul.w.d in
Section 3.4. 4 '

The teuhmque is defined for dlstnbuted .syatem:. but is apphwblc to other lypes of .sysu,mx s’

well. We utilized this technique to bpec.lfy the htdnddrdlzed GSM ‘mobile communication
system.

1
(]

i

The Lhaptcr is org_..lmzcd as follow. Sea.uon 4.2 presents the .spcuﬁn..ulon prou.ss and -

Section 4.3 dm. usses its applu.auon to technical smndards for dmnbuu,d systems,
: J
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4.2 System Modeling In LOTOS: the Scenario-Oriented Approach

The process of developing formal systenm specifications from informal descriptions mvolves
creativity and intaition, and is difficult 1o formalize and deseribe. LOTOS specitications are
typically developed incrementally by an iterative process ol specification and vatidation. The
process lirst establishes a strucure for the specitication, then a subset of the system behavior is
added on op of this structure, and the resulting specification is put through some kind of
execution (i.e., step-by-step execution, expansion, ete.). The trace from th2 exccution is
compared (often manually) with the intended behavior, 1f the trace shows that the specitied
behavior does not correspond to the intended behavior, the specification is corrected and re-
executed. When it is satisfied tha the specified behavior is as intended. another “piece™ of the
hehavior 15 added to the specification and it is validied again. The process iterates until the
specilicaiion reaches the desired lévels of accuracy and completeness, whu.h ure usually

determined \ulm.uwu]y by the specifier.

This very general specification process can be performed with different degrees of rigor and
lm'nmlny. For small ard highly abstract systems. an informal and free-style approach can
efficiently produce quality speifications. With these systems. the specifier can often visualize -
the averall system structure and behavior and. therefore. can arrange the components and their
interactions in his/her mind before deciding on a structure for the specification, It may even be
possible to perform the specification and validation in one iteration. It seems that the critical
factor is thc'nbility of the specifier to hold an adequately complete picture of the system 1o be
specified in his/her mind to be able to establish a specification structure that allows scenarios to

-

be added incrementally without requiring major redesign of the specification,
Experience has shown that a specification whose structure is established before having a clear.
stable and overall view of the features of the system is not robust to changes. When additional

scenarios are incorporated into such specifications, major structural changes are often required.

Furthermore, changes require validation, and since the existing LOTOb tools thut could be
~used to perform this validation still huve limited capabilities, it is dedirable to minimize the
number of executions reguired, Thux we want to have the specification as correct as possible

the first time.

-52-



Chapter 4: A LOTOS Modeling Methodolagy for Distributed Systems

We believe that, in order o deal clfectively systems of real size. the process has o be relined
i series o methodical steps. This thesis endeavors o formalize the provess by identifying
activities that are wypically undertaken and formalizing as many of these activities as possible,
Our intend Is to produce o process that would allow even the most Inexperience specilien
produce quality specifications with reasonable efficiency. A systemiatic approuch, driven by the
concepts of ohjects and scenarios, is described. An in-depth description of such a process
would occupy many volumes and is beyond the scope of this thesis, We will deseribe only the

Coarse-grain process that wis used to specify GSM

Figure 13 illustrates the process. which is iterative and starts with informal sSystem
descriptions. The thick arrows represent the main paths.of this analysis and specilication
process. The thick /ighr path illustrates the analysis and modeling of the system's architecture
and the thick dark path represents the analysis and modeling ol its behavior, The thinner
arrows indicate that execution of the LOTOS specification may reveal defects, incompleteness
or inconsistencies in the specification and may require to revisit the souree tinformal)
descriptions or the intermediate models. The circular paths formed by the dark arrows (both
the thick and thin ones) indicute that the analysis and madeling ol behaviors are done in
iterations. That is. the thin arrows also indicate the next iteration of behavior analysis and
modeling. The light arrows do not form a circular path because the architectural aspect of the
system is considered only dnce (before or at the same time as the first iteration of the
behavioral analysis). The architecture of the system is captured by the Object Behavior Madels
which is used to structure the LOTOS specification. The spccilicuﬁon structure is not meant to
change once it is established and is expected o be able 1o permit incremental idditions of
behavior in subsequent iterations. In practice, subsequent iterations ofien reveal the need for

minor (hopefully) modification or refinement to the architectural picture,

The circular paths formed by the arrows represent macro-iterations of the process, which are
cycles of the process. Wllhll'l each macro-iteration, there may be many micro-iterations, which
are iterations between adpu.cnt models. For L.].ll‘lly mu.m iterations are not illustrated in Figure
I3, For example, many micro-iterations of scenario elicitation are e required 1o derive the
Scenario Model. If the micro-iterations were to be shown for this meplt, the *Scenario
Elicitation® arrow would have to be mirde bidirectional.

i ‘
.
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3 :ﬁ?w\:« e i
oG R -
AR Franshition

N

into LOTOS

Ohyect
Behavior
Models (OB M=)

AR
W
Sy
V:":{h

S
] Behavior
Distribution

1.OTOS
Muodel

Fa

Exccution (Scenarios Generation,
. A, P -
Scenarios Recognition, ete.)

Informal
Deseriptions

 Intcgrined

¥ Scenario

Model (15M)

Scenario &
Integration @

Scenario
Model

Scenario

Architecture
Definition

Farmulization Graphs (SGy)

Architeciure

Mudel

’

Figure 13 A systematic approach to specification development.

i

I

“The process diagrammed in Figure 13 is based on the informal process discussed at the -
o o
beginning of this section but with specific analysis artifacts and steps identified. it is divided
into the following six steps:

1) Archilcc!p!rc Definition and Scenario Elicitation

2) Scenario Formalization . 2 b '
- 3) Scenario Integration : 2 "
4) Behavior Distribution - O BN
5) Transkation to LOTOS \
6) Validation , ¥ .
/,f;:::'_%_h ,-"‘-{ > -
; B -54.- T
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The first step is similar to Jacobson's technique for developing requirements models. The main
difference is-in the abstraction level: SDA deals with systems at the requiremens level (see

Section L4} whereas here systems are viewed at the high design level.,

The objective of the first step is to obtain a picture of the system’s architecture and behavior by
analyzing and describing them in terms of compuonents and abstract scenarios., respectively.
The results are the Architecture Model and the Scenario Model. ‘The first mode] consists of a
collection of objects and of their interconnections. The fatter consists of a collection of
seenarios, which conceptually forms a model of the system’s behavior, Sinee the overall
abjective is to specify the system in LOTOS. this initial also includes consideration of
LOTOS-refated issues as well as those that help define the system. These issues are discussed

n Section 4201,

The second step seeks to formalize and prepare scenarios in the Scenario Maodel for integration
and specification. Formalization, here, means elaberating scenarios 1o ensure that they are
complete (i.e., possess all the int\’ormnlion listed in Section l....._). are at the same abstraction
level. and use the same terminology. This step is based on the work of [RKW95). Jacobson's

SDA techniyue does not include this step, and use cases are merged at the informal level.

The products of formalization are rigorous scenarios descriptions with euch such scenario
represented by a labelled transition system called a Scenario-Graph (SG). Scénario intcgrulidn
merges these SGs into a unified model, called the Integrated Scenario Model (1ISM), which
shows how_different scenarios are related. The 1SM is the unified “behavior fabric” ol the
systen. ‘

After the scenarios Imve been merged. the behaviors represented by the ISM are distributed
among the objects, dL[Ol\ and system components, that contribute to these behaviors. The
resujt of this operation are behavior models of individual objects called Object Behavior

Vlodclx (,OBM\) 'I he Architecture Model identifies the objects that contribute to the behaviors
_ of the ISM.

. \\ - ) , .
In the fifth step, a LOTOS. specification (also called LOTOS model) is constructed from the -
Archiitecture Model and the OBMs. Thé Architecture Model with its objects and their

interconnections determines what entities exist in the specification and how their

!
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representations are composed to form the structure of the specification. The OBMs determine

the behaviors of these entities,

Translution of the Architecture Model and the OBMs into LOTOS may even be begun before
~all scenarios have been merged and distributed, The (partial) specification obtained can he used
us @ prototype of the system and can be executed to simulate the system. The simulation
"plays” out the behavior of the (partial} specification and may show how ather scenarios can be
mcorporated. The execution also serves s validation (step 6) of the specified behavior against
the intended behavior. Moreover. it may lead to discovery of new scenarios. reves|
inconsistencies and incompleteness of existing scenarios or incorrect behavior in the imegrated
model. n Chapter 6, we discuss two scenario-based validation techniques: scenario senerition
andl seenarios recognition. The latter involves using scenarios as st cases 10 determine if they

are contained in a specitication.,

,Allhmn,h the process is described as \l.ll‘tln" with informal dcsulpuom in some cases the
\omu. information may already: be in more formal notation. The fact that there is a distributed
system to be specified implies the existence of a system design (at leust. a1 the relatively
abstract fevel); and system designs are rarely documented in narrative text alone. More often.
their behaviors are described in formats such as scenarios and are rcpresemc;d by Time
Sequence Diagrams, FSMs, etc., and their architectures denoted by some kind of dingrams.
These notations may be close enough to LOTOS in terms of formality that some steps of the
pruposc(l process may be skipped. For instance, if the system’s behaviors are already in the

form of scenarios, then scenarios elicitation is not needed. _ ‘ =

v

4.2.1 Specitication Issues

The early ph:lsc of the process includes consideration of issues that lead the specifier 1o
precisely define the specification goals. It involves ussessment of the general problem areu.
how the problem should be approached, the specific aspects of-the system to be captured, und
_the expected uses of the rex'ulti'mz specification. These decisions are important because they
affect the siyle and content, and thcrcfore the usefulness, of the ﬁnal specification as well us
* the dilficulty of the process itself.

i

In general. the process should be guided by: 1) the purposes and expected uses of the

specification, 2) the expressive power of LOTOS. and 3) the format of the available
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formation. The effects of these three factors are not mutually exclusive, and together they

define what properties of a system should be specified and how they should be represented.

In theary, the purpose of a specification should be the paramount factor in determining how i
is produced. the choice of its style and what it will contain. But in practice, they are nuay be
ntuenced more by pragmatic issues such s the expressiveness of specitication linguage used,
the availabitity of specification twols. the format of the source information, ete. For instance,
even il the purpose of specification is to document all aspects of a system, this cannot ‘n, aoue

'
Y

because LOTOS is incapable of describing non- -functional properties elegantly.

The purpose ol a specitication may not an.\pnnd 10 how 1t will be actually used. The laner is
anather factor that affects llu. specification process. and the style and content of the
specification. As brietly alluded 1o in Section 3.3, I, some very important advantages associaed
with using L OTOS are related to the executability of its specifications. However, the abilities
ol existing tools and techniques are still limited, .nd full execution 01 some specificationy is
not possible or is too inefficient w be pl.u.nm! Specifications, such as that in Figure 1() that
describe infinite behaviors cannot be executed at all without limiting the bLlld\'lOl\ 1 some
hnnc size. In dddll. . some tools and techniques Ium. pu,icwnu.s for u.luun h[)LLlIIL.lllOII

stractures and \lylu For i msmnu, interleave expressions wend to produce state L.\plmmn i

are generally mou: difficult for tools and’ techniques that perform expansion tohandle, These

lactors determine the conrext and abstraction fevel i which a xy\u.m is specified as well s the

yeape and srvfe of the resulting specitication, \-)

Context

]

. B )
One of the first activities to be performed is the identification of the context, or environment, in

which the system is specified. This requires to decide wlml entities are parts of the system and

what are outside of the system, i.e., we have to xdc,nufy the entities that interact with the _

system. The identification of the context delineates the .sy.su.m.dnd defines the environment in
- whicti it operates, It indicates the information that should be gathered to describe the system,

Abstraction Level

"

The abstraction level of a specification determines the amount of detail it contains. A chosen

abstraction level must balance the ease of the specification pracess and the amount of detail
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 Specilication scope determines which parts of a system and what aspect of th@.‘.\‘c parts should

required, while keeping in mind the objective of the specification. If a4 view that is 100 abstract
is taken, the specification will not contain sufficient detail to be of much use. On the other
hand, if a too detailed view is adopted, the specification process will be 1o laborious and

thereby increasing the possibility of committing errors.

We believe that when specifying telecommunication systems such as GSM. o pure service-

oriented view is be too abstract for the purpose of investigating how the system works. A

spectfication av this level is not as useful as one that shows the interaction of the various Paurts

ol a system. These complex systems are usually built from components manufactured by
different vendars, and specifications at the Jater level of abstraction usually provide better

pictures of how they interact.

Specitication Scope '

be specified, i.c., the specifier must decide whether to specify all system properties or only

some of them. This consideration must take into account the objective of the spuuhmuon

what tools will be used, the information that is available, and the limitations of the
apc‘:\uhcallon. language. Abpect.s that are not important or relevant in the use of the spemhcuuon '
should be left out, and those that can not be represented in a natural way should also be
omuu.d We !Jc,llwe thatif a l‘mg,uage is not capuble of describing elegantly system pxopemm .

that are important, then a different, or an addmonal complementary language, should be used.

In the GSM example, the specifier can choose to specify every (.0111ponent and ‘every layer of -

functionality or only some of these. ' .

bptuhc ition Style -

v

A\ dl\l..ll\\t,d in Section 2.3, LOTOS specifications may be \truvured au.ordm}, to & number of
style\ each accentuating different aspects of the \ystem Genemlly. strict adherence to one
style is not pO\\lb[t... or even desirable. Becuuxe use of appropriate styles can clarify certain
types of 1nfor|muon. a p.lrncu].lr .style or combination of styles should be used whenever it

presents the infor nmtion more su u.tly than other styles.
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For exumple. tor the purpose of documenting the system and showing how it works at a1
refatively abstract level, a specification of GSM should adopt the resource-oriented style (at
feust at the top level) because this style can best provide un architectural view of the system, In
this style. the architectural components such as MSCs. HLEs. ete. can he madeled by LOTOS

modules with well-defined interfices.

4.2.2 Architecture Dedinition and Scenario Elicitation

This first siep of the process aims to get an understanding of the system by eliciting and
analyzing objects, their mtcnonm,umnx and interactions. The tasks in this step closely

resemble those of SDA (Section 1.4, I} and consist of the following relited activities:
1. Identification of actors und system architecture
2. Elicitation of scenarios
Figure 14 illustrates this step and the models it produces. In the ligure, scenarios are drawn as

Usquiggly™ lines for better visualization. but in practice they should be deseribed in structured

proses, 10 permit the ue.nwuy required for their uh.nutu.nmn

o _
' - O @) Architecture Model

i

Informal )
Breseriptions

Architecture Definition and ‘
Scenario Elicitation I § 5 g Scenario Model

A {

Figure 14 Architecture Definition and Scenario Elicitation,

Identification of Actoré and Syslem Architecture

The first task produces the Arn.hncz.ture Model which describes the architecture or structure of
the system. This model consists of a set of objects and descriptions of their behaviors and
mleu.onnculon lopologies of components. This task is carried out by defining the context ol'

the system. At the abstraction level considered in this thesis (that is, the high level design), this
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invalves identifying users and system components, Generully, the question of how “deep™ in
the system 1o look for components depends on all the Tactors discussed in Section 4.2
However, we do not recommend including too many layers as this will “clutier” the
specification, and make it too big for tools 1o handle and decrease readability. Rather. it a
detailed view of the system s desired. 1t is more beneficial o have several specifications. For
tnstance, one specilication to specify the wp-level components and their interactions and others

10 spectly separately the components.

Once the system cmhponcnts are known, their static relationships to each other are identitied
(see Section E2.1 for a discussion of the relations). These static relationships will be used 1o
guide the composition of LOTOS modules that represent the components. identification of a
system’s architecture. thus, requires identification of its components and the static re I.mnnslups

amany them. ) ' i

The components are then analyzed 1o determine their behaviors. Since they are likely o have
camplex behaviors, only their general purposes (towards the functioning of the System as i
~ whole) should be noted. It would not be Justified to produce detailed descriptions as they have
little use but require a tot of effort to accomplish. The descriptions of zeneral responsibilities
or roles can be used later to provide quick and empirical verifications that the éomponcms have
been specitied to the desired level of completeness. For example, the reﬁponsibility of the BSC
component is 1o manage radio resources (such as allocating and deallocating radio channels) as
well as to relay duta and signals in MSC-MS communications. These responsibilities can be
used later to prowdc a quick check on the LOTOS module that represents the BSC.

Once llu, system users lmve been ldc,nuhed they are analyzed to dctermlne poiential roles they
can tuke on. The roles are actors. Examples of actors in GSM are: a user who initiates a call,
the recipient ol a call, an external network that requests a connection to an MS for a mobile-
terminated call,"ete. Writing down brief dc%criptiom for actors (similar to those for system
components) helps to \Dlldlf}’ understanding of their behaviors and is useful tor uncovering
behaviors of the sy.xu:m ‘Since actors exist outside of the system, only their interactions with

* the system need to be considered. !
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Llicitation of Scenarios

The second task identifies und deseribes internal and external system behaviors as a collection
of acenarios, called the Scenario Model. This task is a creative and iterative one, often
requiring several attempts before a stable picture of the system’s behaviors is obtained. 1 can
be expected that some scenarios will tead to Turther decompositions of objects or uncover new

objeets which will have to be incorporated into the Architecture Model.

Seenarios are obtained by examining the system services and the roles that usues and system
components can play. Each system service should lead o the production of at least one
seenario, [JacY2) and [HMSGY3]| provide more detailed descriptions on how to discover

SCCIRINION,

Conceprually. the collection of scenarios abtained represents the behavior of the system, But as
@ muadel, this collection suffers all the prablems associuted with representing g \y\lcm by

\LP-II.HL and prrtial models. see Section 1.2.3.

4.2.3  Scenario Formalization o !
. ‘ )
The second step of the process analyses the scenarios to ensure that they are complese (with

respect to Definition 1.2) and precisely stated, to prepare them for integration. This
formalization activity produces a labelled. transition system, called Scenario Graph (8G), for.
each scenario. Labelled transition systems (LTSs) provide a natural madel for the semantic of
LOTOS, aud uxm;: them to denote scenarios facilitates wransformation of the scenarios into

LOTOS specifications. Figure lS illustrates the scenario formalization prou,ss
A 3G is derived from u scenario by crcutin g a labelled trunsilion for each event in the scenario.
After formalization, the SG of a scenario contains the exact behavior of the scenario, but more

precise. In particular. it retains the orderin g of events and pattern of flow,
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< Event Nume,

‘ Interface.
A S { <Objectgvalues recd | vadues offeredy \Cond! ..CondNy> | >

NEATLIRRIT

Formalization {Condition)

seennrio N

A Scenario A Scenario Graph

Figure 15 Scenario formalization,

The transition Llhn.l is a 3-tuple that contains all the pieces of information assaciated with an
event (sce Delinition 1.2). The format of the label, called event lubel, is inspired by LOTOS

event structure, and is as follow:

< Event Name, Interface, | <Objecr, | values recvd | A vatues offered Y\ Condl, .. .CondN > | >
The first element (Evenr Name)-in the label is the name of the event that may occur on the

nm.lf.nu. specified by the second element (Imeijm. e).

The third element is a set 0f'4-tuples, one for each object participating in the event, The first
element in the tuple (Ob}fecr) specifies the object involved. Since SGs are representations of
abstract scenarios (as opbbsed to instunces of scenarios), it is not the specfﬁc identity of un
object that should be given but rather the component name, e 8., in the case of GSM, MSCor
BSC are used instead of specific instances of these components, The second element is a set of
data whose values will be obtained i in the ocuurrem,e of the event, and the third element is the
set of values that the object offers in thc event. The lust element i 1s & set of conditions that must
be satisfied in order for the object to be able to purticipate in the event. Tl1e~.e conditions may
.lpply on the Evenr Name, on values the object received in prcwoux events. or on values it can

potentially receive in the current event; or any combinations of these.

Like scenarios. SGs may also refer 1o other SGs and their transitions may be lubelied with

scenario names instead of event lubels, Such labels may also be predicuted by conditions thi

i/
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determine whether or not the named scenario may oceur. The oceurrence of a scenario that
contains reference o another scenario is similar o procedure calls in programming, At the
point where there is a reference to another scenario. control is transferred to that scenario. At

the end of the “called” scenario, control returns (o the calling” scenario,

Figure 16 shows the scenario graph for the mobile-originated call scenario given in Figure 3.
The darkened transitions represents *calls” to other scenarios. Note that this representation of
the mobile-originated call scenario does not contain the ambiguities and incompleteness (with
respect to Definition 1.2) present in Figare 3

The abjective of praducing scenario graphs is to force the specitier to defined completely the
events in the scenarios (with respect to Definition 23, ‘The graphs awe i meany w achicving this
goal and not the goul itsell. Indeed, other notation can be used in lew of griphs but it was
found that graphs are fust and cu.{v to draw and they provide quick and casy visualization ol

SCERAros.

Scenario praphs also bridge the formality gap hetween scenarios and LOTOS L.\[llL‘\\lOll\
Cmnmued to scenario. SGs are more formal because they specify events more precisely and,
thus. they are easier to translate into LOTOS. T hey give a more formal interpretation’ of
seenario c&eculion (Section 1.2.2) by. associuting the occurrence of an event in a seenario to o

state change in the graph.

Tacabson’s uses relation canbe applied as purt of formalization. This relition permits common
sepments in different scenarios 1o be extracted and specified Just once, thus giving more
modutar and robust specifications. Any len;:e performed on the common pdll.\ will affect all
scenarios that wse them. Note that this 1cldl|0n does not integrate scenarios in the sense that i
connects them to form larger behaviors.

In conclusion, the formalization process has the fi ollowing benefits:

+ Itullows scenarios to be described more f ormally but without concerns of LOTQS
details.

« It forces the specifier to analyze scenarios in terms of the kinds of information given in

Definition 1.1 and Definition 1.2, thereby producing more complete description of
SCEnUrios,
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« Inconsistencies in a scenario may be revealed by the analysis.

« It may reveal and clarify ambiguities,

« It may reveal missing and superfluous infortmition in scenario descriptions.

« It ensures that scenarios are describea at a uniform abstraction level, For example. for

a network system it ensures that all scenarios are deseribed from a distributed view or

from an end-to-end view,

« It ensures the consistent werminologies are used in the informal descriptions. The
homogenization of terminology is important since & number of different people nay
have been involved in deriving the scenarios. Having complete and concise seenarios

and uniform werminologies will ease the imtegration of the scenarios later on,
* There is strong and obvious traceability between the scenario graphs and the Scenario
Model. '
Like the set of scenarios from which it is produced, a set of SGs also forms 4 conceptual model

of the system’s behavior.
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Commenty Scenanio Graph

< OFFHOOR, mmeb,
o User, () COFFHOCKEY, 1Y
—Mﬁ,k%,LU:V BIOKY oY - 4 >

Uiser performs OFFHQOK,

< Dilal, inmgue .,
AT {:‘.ﬁlnl Cad bediumd, 1,
MO Al b edMum L TMalr Yy s

¢ Lser dials o number,

< Chunh €}, tai, RACH:,

M3, (), (ChanRed, tmsl, CMSere, vandl ), (>
~ BEC, {ChanReg, tms Porandly, (OM3ervy, 1

P MS requests channels
| from BSC.

< ChanAsagn, (ai, PCHY,
| « BSC, [}, iChanAssgn, s

-

< M3, {ChanAssign, sigy

ghalChan, datachan, cmed, rand2 ), (1>,
alChan, dataChan, twsi, rand2), {), {randli=vand2 > }-

< CMServReq, tal, signalChan),
{~MS3, [}, {CMServReq, tmsi}, {}>,
<MSC, (CMServReg, tmsi), (Y. ()= ) »

MS sends CMService lO.
MSC.

< CM¢QLVA¢cpt,fni, signalChan),
{=MSC, (), [CMServAcept, tmsi), ()=,
NMJ,(CMquLvACLpr tmsi), {}. y- 1 >

MSC sends CMSLW cept
to MS.

< Se Lp,(ll,algnﬂthan).
{ S {}, (Setup, tmsi, CallPdNum). (), o
€. [Setup. tmsi, calledNumb, (1, {1~ ) > .

MSC checks status
of CalledNum

MS requests setup of call.

MSC performs a series of
events to check the dmlcd
number,

[CalledNum=Busy]

[CalledNum=Frea]
Call-busy seenario

MSC establishes cvonnection to
CalledNum and alerts it

Alert, tai,signalChan),

<M$, (Alert,emsi}, (), 00> ) >

{ < Object, ’ :
{ values recvd}, el
(values offered), nterface

o Condl voCondNY} >}

Event Name

Figure 16  Scenario gr’hph (8G) for the mobile-originated call scenario in Figure 3.
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4.2.4  Integration of Scenarios

In scenario integration, we amalgamate the partial system models represented by SGs into one
unifted model. The result of this wsk is the Integrated Scenario Model (ISM), which is also a
lubelled transition system (LTS). The ISM denotes the “connceted” or integrated behavior of
the system starting from some well-defined idle system stare, represented by the root of the
LTS, It is the “behavior fabric™ for the whole system, i.e.. it shows how the different seenarios
of the system behavior are mluwow.n It denotes all information deseribed by the uul:vndu.tl
SGs, as well as new information such as the starting and wrminating conditions of the

seenarios. Figure [7a tllustrates what an ISM may look like theoretically.

According 1o [RKWYS]|, the behaviors of a systems starts from an idle initial stare and
c\rcnm:lfl_\,"cndxl‘in a terminate state from which all the behaviors are once again possible, ie..
the iniliui and werminate states are identical, This highly ~cimp|iﬁcd ;md abstract notion of
system behavior is illustrated by Figure 17b. We believe that for most systems, especially large
" and-complex ones like GSM and at the abstraction level considered in this thesis, such
tenminate states exist only in principle and they are difficult to define because they depend on
nuny system vuriub]cs. It is more realistic and pralctidll to consider system behuviors as having
multiple terminate .sl.m.s that may not be identical to the uuu.tl state, We are of the opinion that

in the. m.ljonly of cas s, system behaviors are more like Flgure 17a than Figure 17b.
. ‘I »'T\k
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Inatial sie
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Figure 17 Two views of the Integrited Scenario Model (1SN,

Itis important to empathize that the goat of scenario integration is to relate the seenarios one to
another to form a unitied behavior fabric for the system. The 1SM is a visible represent: on ol
the concepual behavior fabric. It is.a means of the i integration and nat the end i in ll\L“ That i is,

integration does not require actually dmwm;c graphs that look like those in Figure 17,

Integration of scenarios is the crux of the problem of praducing a uniﬁul LOTOS model from
scenarios, T he feasibility of scenario integration is the ob\erv.mon that the scenarios are parts

of description of the same .syxu.m and therefore (m m.nuplc) tlu,y could be mutu.llly
‘connected’. | |

i

Scenario integration is similar to the game of assembling jigsaw picces to form a unified
picture. In this analogy. scenarios are like the jigsaw pieces, the ISM is analogous to the
picture that is obtained when all the jigsaw pieces have been fitted together, and the initial
system state (the root of the ISM) is'the very first jipsaw piecc that makes up the assembled
pu.tu:c For both processes, hard-and-fast step-by-step procedures for constructing the pu.luu,s
cannot be given because whether a plec.e could be fitted into the (partial) pluure depends on

the shupe or semannc of that pleuc.
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This thesis describes a heuristic for scenario integration. The heuristic expands Tacobson’s
extends relation, which ts a concept that basically stares that a use cuse may be extended by the
insertion of other use cases. This insertion operation is restrictive becuuse it depends on
scenarios being complete courses of events that deseribe the oceurrence of some functionality
(see section B4.1). This thesis lists and discusses the possible relationships between scenarios
which would allow one seenario o be meaningfully inserted into another scenario. The idea of
scenario extension is related o scenario integration, When a set of scenarios are integrated. the
resulting scenario is often an exiension of euch of the scenarios in the set, unless they are all
identical. Note thit the extension concept used here is not the same as the éxtension concept in

LOTOS |BSCS7].

The UORE process of [RKWYS] gives a technique for integrating use cases (see
Section 1.4.2). But UORE takes an over-simplified picture of behaviors by assuming that only
one actar can be involved in a use case. Moreover, it produces a madel that is still made up of
many sceparate smaller models. [TYRKY0] attempts to extend a design by adding a LOTOS
specification to another s“pcciﬁ(;:llion (see Section 1.4.3). The weehnique is concerned only with
behavioral extension, the structura) aspects of the system are not considered. Furthermore, it
addresses the problem only partially because it assumes that the two partial specifications 1o be
merged can be cdmhinc(l. |RudY2] is concerned nuinly with re-using specifications in an Q0O
environment. I tries to specify behaviors of new objects by inheriting existing behaviors. This’

approach also tries to preserve the structure of the existing behavior specitication.

The problem addressed by this thesis is more general: the poal is to combine u collection of
s.ccnurios. We do not assume that any two scenarios can be merged because scenarios may
. have to be integrated in specific orders, The situation is similar to the jigsaw game: in order to
be able to insert a j'igszlw piece into the already assembled picture, at least one of the pieces to
which that piece can be fitted must aiready be part of the assembled piclure. Thus, the activity
of sceuuri0§ integration consists of detenining whether two scenarios could be integrated and
how they van be merged, i.e.. by what relationships are the scenarios related. if they are
related. Since scenarios :'m..: merged at the semi-formal level (the SG level) and translation 1o
the final notation (i.e.. LOTOS) is done after the integration. the architectural properties of the

system can be ignored iithe tiegration process.
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To see that the order of combining scenarios is important, consider the three GSM scemarios:
Network Access (Scction 2.4.2), Location Update and MT Call (Section 2.4.4), Recalt that in
the Phase T Recommendations an MS can invoke only one service per connection session. A
connection between a mobile station and a PLMN is established by the Network Access
scenario. Location Update and MT Cull are services that could be invoked after i cannection
has been made. Therefore, two abvious integration are the concutenation of the Location
Update scenario 1o the Network Access scenario and the concatenation of the MF Call scenario
to the Network Access seenario. The MT Call scenario can also be concatenated to the
Location Updite scenario. but only after the Network Aceess scenario has been to .tppcndul W

the Lrter. Inothis example, we assume that connection rear-down is part of the Location Updane

and M°I call scenarios, "‘-‘

In practice, it is impossible o obtain all the behaviors of system by desceribing individual
scenarios. This means that it may not be possible to relate SOME SCenarios 10 uthers because
that part w which it can join is missing. Such a situation may lead the spumu o discover

missing scenarios whul atempting to integrate them.

Moare prcciscly. the integration process involves the following related i:lsks:
1) Identification of an idle initial system state. -
2) Determination of relationships between scenarios.

3) Integration of SGx accordiag to the determined relationships.

Identiiicmi‘un of an idle initial system slnl‘é

The process strts by identifying a well-defined idle initia! state of the system Lo serve is o
starting point from which behaviors start. To this initial state, scenarios are iteratively

integrated.

In general, there are many sy»;iem states that could serve as the initinl state, and what states are

available for this role depends on what iy LOI'I\IdL.I'cd “th system™, ln the case of GSM, if the
& “system” consists of a PI_.MN and mobile stations, then some possible initial states may be the
following sitations: ) lhe PLMN has no subxc.nbcr moblle‘.smuon\ of its own and no Mbl
from other PLMNs has registered (i.e., all the HLRs and VLRs are empty) \“2) the PLMN has

subscribers but no MS is currently dn_u.,ssm;: the network, and an MS l'Id\JU\t been .u.lw.uud _

e
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and 3) the PLMN has sebseribers but none has registered its location (i.e.. there is subscription

information in the HLLR but none in any of its VLRs).

Determination of relationships between scenarios

After selecting an idie initial state. the ISM is built by wdding one scenano ana time, Generally
only some scenarios start from this initial state. others are branches or segments of other
scenarios. Figure 17 shows what a set of SGs may look like (ideally) when combined. in
pracuce. the ISM can be more compactly drawn s a collection of irrows connecting the names
ol scenarios that are related. Figure 17 would be what the integrated scenarios actually look

ltke if the arrow 2 and scenarios names were substituted with actual SGs.

In order to integrate the SGs. the relationships between the scenarios must first be determined.
and these relaionships determine how they will be merged. Determination of whether and how
two scenarios are related requires comparison of different combinations of these seenarios
against possible system be haviors. Unionun.uely it does not seem possible to define this
opu ation in terms of syntactic or str un.tuml characteristics of the SGs. and therefore it is not
po.s.»thk 10 pive formal pracedures to precisely integrate scenarios. The reasons for this is-
because scenarios come in infinite varieties: any causally-ordered tlow of events qualifies as a
scenario, This is the main reason why this thesis wkes a pragmatic approach to scenario
:

integration.

However, the determination of relationships between scenarios can be aided by LOTOS
concepts bu.uum,. after all, SGs are just LOTOS behavior expressions in the monolithic style.
Thus, any LOTOS composition operations that could be applied to LOTOS behavior
expressions could also be applied 10 SGs. Some of the relationships that may exist amony
scenarios are:
« Alternative: a scenario may be an alternative courses of other scenarios. For example, an -
MS cannot perform the MQ Call and MT Call scenarios at the same time, so these scenar-
ios are .lltu native bchawors Alternative scenarios are composed in LOTOS by the lenu,

oper: ator. -
+ Subordinute: a scenario may be a subordinate of another scenario (let us call the latter a

- parent seenario). There are two Kinds of subordinate courses: those that are executed every
‘ I ' . ‘ ' ' |
' ' 1
i
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time the parent seenario is executed. and those that are executed only if conditions (it they
exist) are met. A subordinate course may be inserted at the beginning, at sonie point along
the path. or at the end of the parent scenario. Often, the SGs that are most amenable 1o
insertion into other SGs are those that describe small, general-purpose functions that could
be reused inmany SGs. An example of such seenarios in GSM s the authentication prove-
dure that can be invoked in MO call, MT call. Location Update and other seenarios, Sub-
ordinate scenarios may be represented in LOTOS by process instantiation.

- Interrupi: seenarios nuty represent behaviors that interrupt other seenarios. This reditionship
is similar o a sitnation where an interrupt service routine (1ISR) intervupts the nonal flow
of execution in rcwbnsc to an exception. Whether or not control retarns to the interrupted
seenario after the interrupting seeirio finished is 0 matter of detail and depends on the
behaviors involved. For example. a scenario that depicts how the network performs the
MO Call scenario may be illll:l;l'll]){C(! by a chn:u‘io that describes the behavior triggered
by un onhook event. Interrupt scenirios n'my be expressed in LOTOS by the disable oper-
ator. :

* Synchronization: distributed systems often have concurrent behaviors. This means that o
set of scenarios that deseribe such SYstems cun occur Sim‘llllill‘lcml.‘ily. and these parallel
scenarios may communicite. This can be represented as synchranization, using the
LOTOS parailel composition opérmors. Nowe thut the synchronization relation can exist
between scenarios or between different instances of the same scenarios, In fuet, at the
level ot abstraction considered in this thesis there are four levels of concurrency: 1) con-
curréiﬁ:y among scenarios, 2) concurrency among instances of & scenario, 3) concurrency
among objects, and 4) concurrency in the behavior of one object. Concurrency among
objects and in the behavior of an object is defined implicitly in scenario descriptions. For
example, two objects that are involved in two concurrent scenarios (one in eich séenario)
can operutefi:n parallel: and an object that is involved in two scenarios that can be executed:
in parallel is a concurrent object. Since théir descriptions are implicit in the scenario

descriptions, consideration of these forms of concurrency can be delayed until the behav-

1
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iors of the scenarios have been distributed among the objects mvolved, i until all the

behaviors of an vbject in different scenarios are brought together (see Section 4.2.5),

Sinee scenartos may overlap and/or intersect each other, the above relationships may exist
between whole scenarios, segments of different scenarios, or between some whole seenarios
and segments of others. Also, these relationships are analogous to the ones proposed by

[AmyY4| for use case maps.

As stinted previousty, there are no syntacuc or structural features of scenarios that could be
utilized in an amomated way 10 relate them o cach other. However, there is one characteristic
of scenarios that may indicate that they are related. This characteristce is conmon syNrem state
PRIKWOST. This is a system state from which execution may continue in ditferent ways, or in
other words, a node in the SG where it may branch. For instance, a common state in GSM is
that state that is reached just after dedicated channels are granted. This state exists in several
scenarios. In this state. the mobile station can performed MO call. MT call. Location Updite.

i,

Some common states mity be found by considering nodes in different SGs that have the same
prc-scquchcc. In practice, since scenarios do not start from the sume system state, the majority
ol common states can not be found this way. More often, the specifier has to .umlyn the

- semantics of the scenarios to determine common states und other types of |clduon~.inpx

lnlcgrnliun of Scenariv Graphs

The relations defined in the previous section are not class relations (in the OO sense). and
therefore they may not apply to all instances of a scenario. (Recall that scenarios are defined as
class concepts.) This implies that when scenarios are connected to each other. the points of
connection may need to be predicated by conditions such that when the combined scenario is
executed these conditions determine whether or not the relation upplte\ to that purticular
exeention. For example, consider the two scenarios MO call and User Authentication. The
former describes the connection establishment procedure for MO calls, and the latter describes
how users are anthenticated. During call setup, a PLMN may or may not authenticate a user

depending on the information the MS is able to supply and on the policy of the network, The
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authentication procedure is thus an optional subordinate course of the MO call procedure, and

i predivate is needed o state under what conditions it is executed.

Beciuse scenarios are cluss concepts. we do not have to be concerned with getting scenarion
that du not make sense when these seenarios are formed by the inegration ot other scenanos,
To undersuand what is meant by this. suppose that scenarios are not class coneepts but instemd
they describe behaviors of specific objects (.., instunces of uhjects). Suppose also that two
such seenarios are. say, the MO call seenario aind the MT call scenario. The MO call scenario
shows an object instance, say John, making a telephane calk: at the same time, the MT el
seenarto deseribes John (the same John) receiving a elephone call. Note that these scenarios
Form a valid set that describes a system’s behavior because they are separate scemarios. The
details of the seenarios are not important in this counter-eximple. Now, since M1 call is the
second half of MO call, it is intaitive 10 integrate (append) the Latter 1o the former, The:
complete call scenario that results from such an integration would not be what was intended.
But if the two scenarios refer to the object person instead of o specific instance of person
tJohn), there would be no semantic difficulty in the scenario resulting from their integration

because different instances of person can be used to instuntiate person.

Although scenario integration is discussed as a separate step that prcccdcs tanslation 1o
LOTOS. in practice not all of the scenarios have 1o be integrated belore specification can
begin. In fuct. it may not be possible to integrate all the scenarios before translation into
LOTOS because relationships between some scenarios nuty not be found, The integration of
scenarios may be carried out at the same time that they are formally specified. But it is
-recommended that scenarios that describe the main behaviors of the sysicm be integrated carly
to rapidly build a stable picture of the system’s behaviors. In this way, » LOTOS specification
of the main behaviors cun be developed early, and execution of thl\ specification may reveal

how other scenarios t_ould be incorporated.

A number of cycles of integration, specification and execution may be required (as shown in
Figure 13) in order to imcgrute all or most of the scenarios. The intermediate and partial
specifications are executed w:th the aids of tools. The execution can also be used 1o check that
the integration and the mmslatmn were done correctly. This is dlhl|050ll\ to integration testing

in system development. New scenarios may also be uncovered by the execution.
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4.2.5 Distribution of Behavior

CAs partof the process of developing a resource-oriented specification. the hehaviors
represented by the ISM s distributed among the objects involved. [n this distribution. a
behavioral model, called the Object Behavior Model (OBM). is derived from the 1SM for
every object that participates in the ISM. These objects should exist in the Architecture Model:
if there is any discrepancy between the objects in the ISM and those in the Architecture
module, it should be resolved at this point. Thus. this step consolidates the structural and

behavioral models, and moves the system model closer to the LOTOS model.

The OBMs are LI[‘JL“L(] transition systems that are derived from the 1SM by partitioning each
ISM event (i.e., transition label) into OBM cvents (transition labels) of the objects that

participate in that event. The labels of OBMS have the following format:
< Event Name, Interface, | values recvd) valiues given ) {Cond| wCondNY >

The meanings of the fields are the same as those of the labels in the 1SM (see Section 4.2.3).
Event Name is the name of the event in which the object participates. on the interface specitied
by Imierfuce. The set {values recvd} is the set of data whose values will be obiined in the
occurrence of the event. The set {valtes offered) is the set of values that the abject offers in
the event. The last clement of the Tabel is a set of conditions that must be satistied in order for
the object 1o be able to participate in the event. This set may be only a subset of the conditions
found in the corresponding ISM label, it may even be empty. For example, the condition
{*CalledNum=Free’} in the mobile-originated call scenario of Figure 16 is evaluated by the
network, and thercfore will not appear in the object behavior model for a mobile stution (us is
shown in Figure 19). Like the conditions of an ISM labtl, they may upply on Evenr Name.
{values recvd), {values ajferedl,}or any combinations of these. Note thut the name of an object

does not have to be included in the OMB labe! because an OMB belongs to only one object.

All the elements in the label of an OBM transition are copied unchanged from the elements by

the same name of the corresponding ISM uausmon except possibly the fnterfuce field (this

.\u,puon wntl bn. explained later). The example in l"u.mc 18 tllustrates the paruuomn;_, of the

“sixth event m lhr._ mobile-originated call scenario in Figure 16. The event involves: the mubllz,
station (Mb) and the mobile \WlthlI]L center (MSQC). Thcleloxe the OBM tor the MS .md thc.

MSC \hould mm.un H \'LI\IOII of this event. : ‘ ‘

K
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< Event Newe, Interfuce, | <Object.{values recvd | values offered } A Cond !, . .ComdN > } =

- . - . v
< CHMEervRedg, (o, signalChand .,
1SM label {aMS (), (OMBervReq, tmesdd, 40 -,
SMSC, SRy VR, tisid, 1) 1. >
——

Behavior
Distribution

TR vRed, tal, s ignalChany, COMSarvRed, tat, siana lchany
b A CMITeEr R, tmesy YL L) (OMAr VR, sl b, L) 0y s
MS™s OBM lubel - MSC's ORM Label

Figure IS Behavior Distribution.

Figure 19 shois the cdmplelc OBMs of the MS and MSC derived from the scenario in Figure
3. These LTSs show the behaviors of the MS and the MSC in the MO call seenirio, Dashed
lines indicate labels that were derived. from the same ISM event. Note that analogous to g
scenario, an OBM of un object may also n.!em,d o *scenarios’ ol that ObJLLl s behavior

{shown as highlighted transitions).

1 i

- This partitioning of ISM events into OBM events could be thought of as distributing the
responsibility for that event among the respmisible objects. Itis important to ensure that the
specification structure permits the event 1o oceur viz. there is no synchronization problem
~umong the objects purticipa@g_in the event. Otherwise, this is a defect. This mainly requires _
. cn.s"uring that the objects are composea with the uppropriate operators and that matching

| structures are used in'the badies’of the LOTOS processes representing the objet.ls This implies

that the specification structure (speuiu.ally the gates and pIOLL\\L\) must be defined before or

at the sume time that the OBMS are derived. But it does not me ean that the objects® dynamic
rcl.luon\ (behavior) alone determine how the LOTOS prou,ssu. are composed. Rather, the
static relations among the objects determine whu.h processes should synchronize with each

ather; the behaviors of the objects determine whether the fnterface element of the ISM label
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has 1o be refined (see Section 3.5.3 and Section 5.3.4) to “smaller” gates or whether complerely
new extra gates are needed in order o ensure the required synchronizations. The derivation of

OBMs, thus, also determines the LOTOS event structure that will appear in the specification.

The events in the OBMs retain their relative ordering and relationships. This nicans that if an
object is involved in more than one branch of an ISM, then its derived OBM should retuin
these alternative behaviors, These OBMs represent the objects” individual contributions in the
ISM of the whole system. This distribuiton, in effect, partivions the system behaviors, the 1ISM.
mta behaviors of individual objects. The individual behaviors of the objects can then be

spectiied i LOTOS,

The otal behaviors of each object is now brought together and localized in OBMs (in the 1SM.
the behaviors of an object is dispersed among behaviors of ather abjects). At this point. the
descriptions of object’s general responsibility (Section 4.2.2) can be used to quickly verify that
intended the behaviors of the object have been included. This could also lead 1o discovery of
nc'\v_sccnurius. Also, concurrency issues between objects ind \Vi‘lh'lrl] eiach abject can be

addressed (see "Determination of refationships between scenarios” on page 70).
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Figure 19 Object Beh.wnor Models (OBM\) for the M8 and MSC objects (1u|vul from the
mobile-originated call scenario in Figure 3.

4.2.6  Translation to LOTOS ‘

As discussed in Section 3.4.4, a top-down approach is suitable for dcvclnpm 1 resource-
oriented specifications. This approach starts with definition of the top-level pmu,\s structure,

then behavior is “fill in” over this structure. Data and data structures are spec

they are needed, their specification should not precede the specification of system structure or

behuvior,

First. the’boundary of the \yxtem s .\peuf’ed In order to describe the external behavior of a
system, we have to also specify the behaviors of its users. In LOTOS, there are several ways 1o

‘

describe a system’s users, leading to different top-leve] structures of the specilication.

\ — -77-
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= They may be modeled implicitly: the system’s interactions with its users oceur via exter-
nal gates, i.c., gates that are not hidden. In this case, the users are parts of the environment.
This approach is unsuitable when there are many users or when they interact with the sys-
tem in complex ways hecause the environment or the specification user has to supply the
events (o synchronize with the .s‘pcciiicufinn.

+ The users are modeled t::x'plicillsr by top-level LOTOS processes. In this case. the system's
interactions with its users are represented by synchronization on (lirst-level) hidden HIES
The processes representing the users need only deseribe their behaviors, and should be
writien in any of the extensional styles (Section 3.4). The physical and/or logical connee-
tions between the users and the system determine bow the processes are composad (i.c..
they determine what operators should be used and which gates the provesses should syn-
chronize on) and give the opmost structure of the specitication. This approach is suitable

when the system users interact with the system m complex ways,

After defining the system boundary, the top-fevel system architecture can be specified.
Architectural components are mapped to LOTOS processes. Their interconnections can be
represented in two ways; they could be represented implicirly with gates and by the way the

processes are composed, or explicidy with gates and ADTs as in [HulLY2].

At this point, it may be reguired to decide whether to have a dynamically configurable
topology of components or a tixed topology. A configurable topology is one which allows new
components to be created dynamically. It is obtained by dynamic instantiation of LOTOS
proccss‘es that represent nodes in the topology. The LOTOS technique described in
Section 3.5.1, that uses embedded recursive process definition, can nicely represent a restricted
class of dynamically configurable tree-like configurations. Applic;uion of lhi\‘-rechnique is
shown in Section 5.3.3 where it is used in a \pcutluauon that represents a dyn.lmu,ally

conligurable GSM network.

Object instances have identities that distinguish them from other instances of the sume object.
These identities are specified with ADTs and can bc associated with the objects by :nuludmu

them in the parameter list of the corresponding LOTOS processes.
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The result of the uctivities thus tar is a skeleton process structure that mirrors actual system

structure. Thie OBM of each object can then be used to detine the bodies of the PTOUCSSCS,

Different LOTOS event structures may be required, The tormats of event stractures should by
based on the format of the OBMs® labels. The right balinee between the number of differem
structures and the clarity and aceuracy of the specification has 1o be used. Experience has
shown that numy specification faults are due o events that should synchronize but do not

because of unmatehed event structures.

Names of events and data must be modeled with the ADT component of LOTOS. Some data
and dat management structures that are rot strictly mentioned in any seenario but are nceded
o manage information may have to be specified, .., structures to keep track of busy lines in

the specification of a telephone system.

4.3 Deriving LOTOS Speciﬁcations from Technical Standards

In order 1o provide frameworks for building open systems, standards have to specily a wide
range of technical issues. some at abstract levels and others at very detailed levels.
Consequently. standards often contain vast amounts of information. ‘Ihis information are the
coustraints that an implementation must satisfy in order to ensure interoperability with

conforming implementations.

However, despite copious infornvition, standards may be incomplete in their coverage. This
may seem contrary to the purpose of having standards but sometimes certain technical issues
are left out because they are not required to enable openness. Incompleteness may also be due
to unintentional oversight, or due to a lack of consensus among the. parties responsible for
defining a stundard. On the other hands, standards may describe several different ways of

implementing the seme functions.

'I‘huﬁ, it is not unusual that standardization documents contain vast amount of information yet
cun still be incomplete, and possibly ambiguous. These characteristics make the derivation of
LOTOS specifications from stﬁ'ndurds difficult as the specifier must sift the information to
extract relevant descriptions. Specifically, the specifier must deal with the questions of what
information in the standard to include in the specification, whether all permitted -

implementation options should be specitied. and what to do when required descriptions are not
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delined by the standard. Dealing with these questuons means considering the specification
issues discussed in Seetion 4.2.1 That is, the objecuves of the specification. the limittions of

the Llanguage and the tools that will be ased determine the answers 1o these questions.

[tis widely accepred that analysis should deal only with absiract, implementation-independent
deseriptions. 1t is possible for LOTOS specifications to be guite abstract, if they wre not
required to be exceutable. But in order 10 build an executable model, it is NCCEssary to specily
exeeution mechanisms, which by necessity will involve mechanics. In this sense. an exceutible
LOTOS specification may have to be less abstract and more mplementation-oriented than
prose deseriptions found in the standards, However, standards usually abready set o great deal
ol implementation constraints, Thas, it may even be unavaidable for specifications derived
from standards not to contain some implementation details. We believe that such specifications
should not be more abstract than the standards because implementation solutions have to

satisty the constaints set by the standard. We followed this belief in the specitication of GSM.

r
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5.1 Introduction

This chapter presents a LOTOS specification of GSM that was derived by the method piven in
Chapter 4. However, the actual construciion process of the specification will not be discussed
in detail because this would be extremely tong and dilticult w express. In fact, the specificinion
-was produced before the formulation of the method. That is, the methad is a posteriori

rationalization of the activities performed to derive the specification,

The specification was derived from a set of scenarios that was generated manually, a book
containing informal high-level descriptions [MoPY2], and from the GSM standardization
document [ETSI92]. It consists of about 3000 Ii.ncs of LOTOS code and Cmnmcnls. and resides
in two files: one contains the ADT specification, and the other contains the behavior part. The
dutu types specified in the ADT file are included in the behavior file us LOTOS libraries. The

Unix “make’ utility was used to maintain and update the dependency between these two files.

The chupter is organized as follows, Section 5.2 discusses the issues that lead to identification .
of the specitication goals. The specification of the GSM architecture ts given in Section 5.3 and
the specification of the behavior is given in Section 5.4, Section 5.5 presents a discussion on
the ADTS used. In this chapter. thin italic forr is used to denote verbatim extracts from the |

specitication.
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5.2 Specification Issues

According to the process in Chapier <, some of the very first activities of producing o LOTOS
specification are to identify specification goils, and 1o establish the abstraction level aud the
context (or environment) in which the system is viewed., and the specilication sivle and scope
(Scction 4.2.1). Our main objective for wishing 1o specify GSM was to derive an exeeutable
madel that also documents its structure and behaviors. Since GSM s « Large and complex
system, this goal had to be moderated by practical issues such as the case of specilicition, the
suitability of LOTOS, the rcudubﬂity of the specification that would result. and the limitation
of tools thuat will be used. These practical considerations motivated the adoption ol an

abstraction level that focuses on the coarse-grained behaviors and structure of the system.

We recagnized that large. LOTOS specifications tend to be difficalt w read and understand,
therefore wished to structure our specification in such a wily as to maximize readability and
comprehensibility. We found structuring along the physical and tunctional dimensions to be
helpful in undersunding distributed systems. Furthermore. since the standard and the othe
source documents describe GSM along these lines, we felt it was onty natural w follow these
structuring techniques in the specification. Hence, our (refined) goal wils 10 captare the
ordering of interactions between the Radio Resource (RR), Mobility Management (MM} and
Communication Management (CM) entities of the GSM physical components. Specifically. we
wished to specify inierworking of the RR, MM und CM protocols: these protocols are R1E3-
RR, RSM, BSSMAP, RIL3-MM, RIL3-CC, und MAP. The Transmission Liyer was not
specified, except for a-few Protocol Data Units (PDUs) that are intricately tied to some RR,
MM or CM functions. We also chose to specify the deployment (i.c., dynamic creation) of
Public Land Mobile Network (PLMN) nodes and of mobile stations because LOTOS I8
particularly suitable for this type of specifications and because it would give the ability o
investigate different network confi gurations.

In principle, the RR, MM and CM protocols could be completely described {with respect 1o the
source documents) by specifying all the scenarios that use them. However, we helieve that
specifying all these protocols in their entirety is both undesirable and 'impr:wliunl. It is
undesirable becuuse the resulting specification would be oo large for most wools to handle, and

it is impractical because the amount of detail would be overwhelming, The benefits would not
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justity the effort, and the resulting specification would likely contain many deiects. Moreover,
tUis unsure how completeness can be determined. As a result. our specification does not all
possible scenartos. Those scenarios or parts of scenarios that are not included pertain to
hehaviors that rarely oceur or that are not essential to understand the system at the chosen
abstraction level. Thus, our specification scope was determined as much by the expected

uscelulness of the specification as by the practical concern of being able to produce i,

To facilivine understnding, the interwaorking of the protocols are associated with the service
they realize, That is, the specitication is structured in such wway that it shows the interworking
ol the protocols when a systi:m service is invoked at the system boundary. The resource-
oriented style (Section 3.4.4) whs chosen for the highest level because it gives visual clues of
the interconnections of the sy:'.'tcm’s components. The specification of the components is in 4

. | N .
combination ol monolithic and state-oriented styles. ‘

5.3 Specification of the GSM Architecture

The top-level structure of the specification is based on an Architecture Model (Section 4.2.2)
of GSM, which is influenced by the two ways of viewing the system (Section 2.3 and
Section 2.4). The physical view identifies GSM subsystems and the physical machines as
objects in the Model. The subsystems are: PLMN, Network Switching Subsystem, Base
Station Subsystems, and Operation Sub-System. The physical machines are: Mobile Switching
Centers, Guteway MSCx, Home Location Registers, Visitor Location Registers, Base Station
Controllers, Base Transceiver Stations, and Mobile Stations. It also determines the containment
vetationship between the subsystems and the machines, as well as the connectivity between the

mitchines.

The functional view decomposes each physical machine into a CM, MM, and RR entity. Thus,
the objects in the Architecture Model for GSM are the subsystems, the physical machines and
their logical CM, MM and RR entities. The relationships in the Model are the containment
relationships between the subsystems and the machines, and between the machines and their
CM. MM and RR components, and the connect relationships between the CM, MM, or RR

components of different machines.
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In the resource-oriented specification style, these objects are modeled by LOTOS provesses.
The containment relationships are represented by process cmbedding, aad the connects
relutionship are modeled by process synchronization. The structure of the whole specificaton

is given later in Figure 21,

The top-level architecture of the specified system is illustrned in ¥ ture 200 and s
correspanding specification i1s shown in Section 21, The system consists of 2 Public Land
Mobile Network (PLMN), an Operation Sub-System (088) and an arbitrary number of Mohile
Stations. This system interacts with its environment at Tour poines. The three subsystens are

discussed below and their specilications are given in subsequent sections.

Specified,
System

man-machine

external radio : interface
nf.‘twork/ ISDN, PLMN interface Mebile {nuuj. }
(ext) (1) Stat ions
A
Operation
. Sub-System
Environment .

environment-network operation, administration
interface {eni) ~and maintenance interface (oami)

Figure 20 A pictoria! view of the specified system.

The Public Land Mobile Network (PLMN) subsystem interacts with the external network
the exc interfuce. In the real world, different protocols are used at the axt inerface Tor
dlfferent external networks. In our specification, the ISDN network was taken to be the only
external network and (a portion of) its call management protocols, I\nown as 1ISUPY,

specified. ISDN was chosen because descriptions of its interactions with a PLMN was readily
“available {[MoPY2]. Other networké, such as PSTN or PSPDN, could have served equally well

to illustrate the PLMN’s Lommumcatwn with external networks. In fact, aff networks that

. ISUP = Integrated Service (Data Netwuork) User Pan . '
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could merwork with PLMNs could have been specified. But this would have just increased the
complexity of the specification with few additional benefits because the main focus of the
specification were the radio interface and the interfaces between the PLMN components and

not samuach the PLMNs external interfaces,

The OSS, which implements some functionalities of the OAM Jayer (Section 2.4.5), interacts
with its users tnetwork operators and administrators) at the operation. administration and
mainteniee interface. oami. The rationale for specifying OSS is because of the need 10 have
LOTOS constraints that perform housekeeping duties on the creation of PLMN compenents
and MSs. rather than i desire o specify the operation and administration of PLMNs. The gate
and represents the interface at which a user may control the deployment of PLMN objects and

mobtie stations. The role of this gate is made clear in Section 5.3.1.

The Mobile System subsystem represents an arbitrary number of mobile stations. Each MS
interacts with its human user at the man-machine interface mmi. The main reason for including
mobile stations as part of the system and not make them part of the environment was because
they have complex behaviors. The radio intt'.ilﬁag;c is probably the most interesting and cd:nplex
interface in GSM. To consider mobile stations as parts of the environment would mean that the
enviranment (i.e., the speciﬁcu'tion user) has to supply events that.are expected at the radio
interface when the specification is executed. This is likely to be a difficult tsk that even GSM
experts would have difficulty with because many protocols exist at this interface.
Consequently. mobile stations were specified as components of the specified system and the
radio interface ri became internalized.

5.3.1 Specitication of the Operation Sub-Subsystemn

-

The GSM standard defines few requirements for the operation, administration and maintenance
of the PLMN. The major reason for this is that these issues do not affect system
interoperability in terms of providing smooth and transparent services across PLMNS to the

users.

Two af the functions of PLMN operation, administration and maintenance are the deployment
of new network nodes to increase coverage area, and the subscription of new users. Prodess

OFF (Figure 22) controls the creation of NSS and BSS machines and mobile stations, as well as
i

“the insertion of identities of newly created MSs into the PLMN’s master database. the HLR. A

i~
-
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specification GSM{eni, ext,mmi, oam:): noexit
..o {tdata type definition*)

hide ri in '
behavior
(PLMN[ext, oami, ri)
f{rid
MobilaeStavionsimmi,cami, rij({; of MSISDNSer)
)
| Toami] |
i 0SS[=ni,camil} {£rua)

whers
.
=ndspec

. !
Figure 21 Top-level structure of the LOTOS specification of GSM. |

specific machine is created in processes PLMN and MobileSrarions when the enviromment
supplies a value to denote its identity. All such events synchronize with s the operation,
administration and maintenance interface oami. This synchronization enables 055 W control
the deployment of network clements. For mstanee. when the variable opn_session is true
MSs and PLMN components may be created (lines 2-17). The value of opn_sess.ion can be
changed at the environment-network interface eni. This ability to control the creation of
objects is useful when the specification is executed as it limits the number of events that are
available at a given state and thus allows atiention to focus on more interesting events. Withouwt

this control mechunisivizcreation of components would be available all the time.

0SS also specifies the enrolment of users in the network. When a user comes to the network
administrator to subscribe for services, the administrator records his subscription information
in the subscriber dutabase (the HLR). In lt_he specification, this is represented by the creation of
a new MS (line I1) followed by the synchronization of 05 with the LOTOS process that
represents the HLR. This synchronization represents the insertion of a record (line 12) of the

newly created MS (i.e., its MSISDN, IMSI, and MSC location) into the HLR.
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Figure 22 4pecitication of the Operation Sub-System (OS8S).

’

5.3.2° Specilication of Mobile Stations

The process MobileScarions in Figure 23 allows an arbitrary number of mutually
independent mobile stations to be dynamically created. It utilizes the process composmon
structure presented in Section 3.5.1. Initially. the process is initialized with an empty set {) for
the parameter UsedMSISDNs to signify that no mobile station exists. A new mobile station,
identified by a uniyue directory number, may then be created (line 3 in Figure 23) by
instantiating MStat ion with an International Mobile Subscriber Identity (IMSI), Temporary
Mobile Subscriber Identity (TMSI) and mobile station ISDN number (MSISDN). The
 MSISDN number (also known as the directory number) has to be supplied by the environment
(user) ut the gate oami (line 2), and the IMSI is derived from this number by a function
specified in ADT (in the real world, IMS1s and MSISDNs are related). No TMSI is assigned to
an MS when it is created but one will be allocated after it has performed a successful location
update. The datum noTMST represents ‘no TMSI® and is used as a place holder. Similar data
are specified for other identities, e.g.. noIMSI. noMSTSDN, etc.
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1 proceus MobileStations [mmi, oams, v 1] (usedMSISDNG tMRTSDNSGU Y rnoex1t ;=
2 cami *dn:MSISDN [(NotIn(dn,usedMSISDNS) ) arwi tdn - - nodtIspm §
3 i MStation{mmi, ri] {IMSIof(dn), naTHMSI, chit)
iq I
5 MobileStations{mml, oami, r1]{Insert tadn, usedMSTSDNG
6 :
= whers
9 2ndproc (*MobileStations«)
Figure 23 Specification of an arbitrary number of mobile stations.

5.3.3  Specification of the PLMN

The specified PLMN fotlows the canonical architecture of GSM (Figure 5). and conrins all
signalling interfaces that could be found in any implementation. Recall that the GSM
Recommendations lclzlve open the number of components that may exist in a PLMN. The
specified network contains one GMSC, one HLR, and unbound numbers of MSCs, VLRs,
BSCs. and BTSs. The number of VLRs that can be created always equals the :mmhu of MSCs

because u VLR is associated with every MSC. The top-level \DLLIIIL.IHUII of a PLMN i is shown
in Figure 24,

A gruphicul representition of the structure of the whole specification is given in Figure 25, To
see the similarity between this structure and the GSM s network topology, compare I figure 5
and Figure 25. It can be seen that the lines connecting the boxes mirrors the interconnections
between the GSM machines in Figure 5. In this figure, LOTOS processes are drawn as solid
boxes and synchronization is denoted by connecting lines. Dashed boxes represent parentheses
in the behavior expressions.'Little solid rectangles denote points of one-10-one communication,
where one of the processes from one side of the rectangle can synchronize with one of the
processes connected to the other side. The shaded box represents process that does not
correspond to a physical GSM machine (the necessity for this process 18 explained below),
Arrows denote points of synchronization where data are passed only in one direction. The
technique for specifying an unbound number of objects is used to specify a configurable
network of MSC/VLR pairs and BSSs. In Figure 24, process MSCVLR_Inscaller represents ,
n “installer” entity that deploys GSM muchines in the PLMN. It allows any number of MSCY
VLR puirs and their associated Base Station Subsystems (BSSs) to be dynamically created or
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1y biivlks wil,bi 1in
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R BEG_Installer{al, ri,cami]imse, {} of BSCIdSetr)

o L

on MSCVLR_Installev(...}t..} : (*recursive call*})
N

w7 whna e

2R provess BSS_Installerv[at,vi,camiji..):noexiv:=

RE:) hicde abisi in

Ay v BSClal, abisid (bsc)

1] I {abisi] |

12 BTS_Installerfabisi, ri,oami) {bsc, {) of BTSIdSet)
13 )

34 111,

36 . BSS_Inctallerlai,vi,camij¢. .}

16

37 wheare

38 S

39 endproc {*MSCVLR_Installexr™)
d0endproc { *PLMN*}

Figure 24 Specification of a configurable Public Land Mobile Network (PLMN).

deployed. Recall that each MSC/VLR must be connected to at least one BSS in order to be
able to Qomnmnic;ne with mobile stations. Process BSS_Installer is a similar installer
process that allows the creation of any number of BSSs. The same interleave recursive
structure is used to specify an unbounded number of configurable BSSs, each consisting of a
BSC und an arbitrary number of BTSs, The embedding of BSS_Inscailler in the body of
MSCVLR_Installer means thatitis invoked with each creation of MSC/VLR. Since
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Bss_Installer specifies an arbitrary number of BSSs, any number of base station
subsy.\'tcl11§_c;1n be assoctuted with each MSC/VLR. In this sense, MSCVLE Insralier
specifies a configurable network, i.e.. any number of MSC/VLR pairs can be ereated (in
MSCVLR_Inscaller)and each pair can be connected to any number of BSSs (through

BSS _Imsraller).

PN o m T oo —————————————
[ VILE
|
T |
" vii ; v
HLR [ VIS
[ )
3 t
-t /) i
R
\ 1SC 21 i
C" ! -
. 4 MSC
i
1 X T
= | oai
O % pe—g >
ga
£ ; "‘J: ------------------------ L]
3 o 4l 1
bl . h VLR BES_Innbtalley :
m Wl 1
" . l /IKI BSC |—{Ers_tnacal el !
€) f .
= @il \,.\ MSC vy : METAT an
1 )

Figure 25 Graphical representition of the wp-level structure of the specitication.

This specification structure of embedded installer processes might appears at tirst glance o be
inconsistent with the GSM architecture, which considers MSC/VLR, BSC and BTS muachines
as being at the same abstraction level. Speciﬁc:ﬂly. it is inconsistent with the comains (Section
4.2.1) relationships between some components. The embedding of BSS_Installerin
MSCVLR_Installer and of BTS_installer in BSS_Installer gives the impression that
BSSs are sub-components of MSCs/VLRs and BTSs of BSCs, respectively. However, such an
interpretation is not entirely inaccurate since MSCs and BSCs depend on the VLRs and BTSs,
respectively, for their operations, i.e., MSCs/VLRs depend on BSSs 10 provide stable finks 10
mobile stations. and BSCs need BTSs to do the actual transmission and reception of messages

to/from mobile stations.
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The declaration of gate a1 at the MSCVLR_ Installer level enables a different instance of the
mterface to be created (although they have the sume name) for cach MSC/VLR instance and its
BSSs. This meuns that an MSC/VILR pair can communicate only with the BSSs with which it

shares an interface,

The specitication structure of MSCVLR_ Inscaller builds correctly communication paths
from MSCs to BTSs (e.g.. between an MSC and its BSCs, and berween a BSC and its BTSs).
but does not allow instnces of the sume component to communicate. This is correct for BSC
and BTS components, but is incorrect for MSC und VLR whose instances need to
communicate to carry out their functionalities. That is. the connecrs-to static relationship

(Section 4.2.1) between instances of the same components need to be represented.

[n the GSM specification, the processes that enables inter-MSC and inter-VLR
communications are IncerMSC_Comm und IncerVLR_Comm, respectively. These processes
are specified using the specification structure given in Section 3.5.2, and are subprocesses of in
a pracess called InterMSCVLR_Comm. see Figure 26. IncerMSC_Comm accepts messages sent
by sender MSCs at gate eil (line V) and passes them to recipient MSCs via pate ei2 (line 10);
InterVLR_Comm behaves the sume way, but uses gates gil and gi2. In a sense, these
processes could be considered to model the SS7 transport network that is utilized by NSS
components. There is an expression for each message format (i.e.. event structures) that could
be passed between MSCs and between VLRs. The event structures include the identities of the
senders and recipients of the messages so that InterMSCVLR_Comm knows to which recipients
to relay a message (more on event structures in Section 5.3.4). Note that this process may not
send out messages in the same order as they are received. This is an appropriate representation

because messages may travel in 87 at different speeds.

T
RN
ot
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1 progess InterMSCVLR _Comm[erl,e12,gil,qil) tneeyit oz

2 InterMsSC_Comm(eil, eil2)

3 1t

4 InterVLR_Commigil,qi2]

5

G whers

7

8 process process InterMsC_Comm{eil, 2ilj:inoexit:s

9 21l IMAPE ?shder:MSCid Yrecver iMACId TmuatHO_P imr ive;

10 { 212 IMAPE !snder irecver imsg;

11 SCOP

2 It

13 InterMSC_Comm[eil, ex2i

14 }

15 snddproc

1%

17 e

18 endproc (*Inc2rMSCVLR_Comm®: a
Figure 26 Inter-MSC and inter-VLR communications.

5.34 Specification of Interfaces

In LOTOS, interfaces between objects are modeled by gates. In our specification, the NuLjority
of the gates represent interfaces between components rather than between specific instances of
components. That is, these gates model interfaces that may have multiple instances of objects E
on one or both sides. An object on one side of such i gate can synchronize with any one of 4 -
number of objects on the other side at a time. Muiti-way synchronization was not used: all
synchronization occurred between two processes. For events that oceur on gates that have
multiple Ob_let.tb on any of its side, gare splitting (sem, Section 3.5.3) was utilized to create o
different ‘channel’ for each pair of objects. This techmque allows to distinguish instar.ces of
components on one side of a gate. The experiments that are used to split the gates are the
identities of the senders and recipients of messuges (more on this later).

Figure 25 gives a graphical illustration of the gates used in the specificition, (Remember that
little solid rectangles denote points of one-to-one communication; one of the processes on ong
_side may synchronize with one of the processes on the other side). The gates could be grouped

into the following categories, according to the number of objet,ls on each of their two sides,

()nc-une Gates: These gates model interfaces that have only one instance of a wmpuncm on
either sides. The interface between the HLR and GMSC, and between cach MSC and its
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assaciated VER are examples of intertaces of this kind. Each of these interfaces is represented
by one LOTOS gate. The HLR-GMSC interface is represented by the gate ¢i. The HRL-
GMSC interface is specified thus because the specified PLMN has only one HLR and GMSC
(see Section 5.3.3) Interfaces between different pairs of MSCs-VLRs are modeled by separate
and independent gates, although they share the same name bi. This way of specification is a

result of the decision o associte one VLR with each MSC (Sceetion 5.3.3).

One-many Gates: These gates model interfaces that have one instance of & component on one
stde and mudtiple instances of anather component on the other side. The interfaces between the
HLR and all the VLRs, between the GMSC and all the MSCs, between each MSC and all the
BSCxs under its control. and between each BSC and all the BTSs it controls are each
represented by one LOT 08 o zate. This does not mc.m that the communication mode is one-to-
many (ar broadceast). Rather. what it means is that cuch HLR, GMSC, MSC and BSC on one
side of the interface can synchronize respectively with anly one of the many VLRs, MSCs:
BSCs. and BTSs on the other side. The HLR-VLR, and GMSC-MSC interfaces were
represeated in this manner because the PLMN has only one HLR and GMSC and
indeterminate numbers of VLRs and MSCs, The MSC-BSC and BSC-BTS interfuces were
specified thus because it is the most appropriate structure when specifying a configurable

network,

[\I.mv-m.uw Gates: These gates model interfaces that have multiple instances of a component
on each side. The radio interface between all the BTSs and all the MSs is represented by one
mite, ri. At this interface, one MS communicates with exictly one BTS at a time. This rather
highly abstract representation is necessary in order to be able to specified the handover
scenario (Section 2.4.2). As discussed in Section 3.5.3, it is not possible to specify the

hundover scenario if the interface between an MS and each BTS is represented by a gate.

One-way Gates: All gates of the above three kinds are bldlrecuonal Processes involved in a
synclironization on such a gate can both offer and receive data. This is the semantics of
LOTOS gates. In the specification, some gates (specifically. e, 2, g1 and g2) were used only
as ane-way gates. Gates el and g2 are the points at which MSCs and VLRs, respectively, pass
data 1o process MSCVLR_Communicacion. Gates e2 and g2 are the points at which

MECVLR_Confnuniicar Ion passes data to MSCs and VLRs, respectively. One-way gates are
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neeessary to allow inter-MSC and inter-VLR communication. Section 3.5.2 discusses more on
these gates. .

Event Structures

As discussed in Section 3.2.2, 4 LOTOS denotation of an event is structured and consisis of 2
gate and an optional list of experiments or data fields. ln our specification, we ok advantage
of the composite nature of LOTOS events and used experiments to denote information
associated with events, see Definition 4.1. Many different event structures were used, bu they

are all based on the following general format

=

gatename !protocol_name !sender i1d !reciprent_:d Schannel_nd tprimiave

The experiment protocol_name identifies the protocol w which the primitive belongs, The
meanings of sender_id, recipient_1d.wnd primicive are obvious. The cllipses in the
general event structure indicate gther information thar might be sent with the primitive, Lot
example, because most signalling messages pertain to specific mobile stations, the identities ot

MSs are sometimes included in the events:

Note that gate-splitting is used here. The experiments sender_id and recipient_id
differentiate the interface represented by the gate garename into "sub-gates” thar represent
mterfaces between fﬁirticulur pairs of objects, For instance, the events shown below represent
two distinct interfaces, one between 1 BTS named bes and an MS with TMSI rmis g, and

another between bcs? and ems2.
ri !RIL3CC !btsl !ltmsil !chanl !Alerting;
ri !RIL3CC !btsl !tmsi2 !chanl !Alercing;

Note that the experiment chanl finther differentiates the interfuce between brst and cmsy s
into channels (chanl represents radio channel 1), The above events denote the transmission by
brsi of the RIL33-CC Alerting primitive 1o the mobile stations cmsiz and rms22 1w
command them to ring.

Events that represent communication in the downlink direction (Irom the network o 1 MS) do

not have the sender_id experiment because the identity of the sender is obvious. For
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example, u BTS always knows which BSC sends it a message since it is connected to only one
BSC

9.4 Specification of GSM functions

The previous section described the specification of the GSM network architecture. In this
section we present the spuci.ﬁcnlion of GSM’s dynumic properties, i.c.. its behavior, This
specification was derived from a Scenario Model of GSM. Different kinds of information were
extracted from the source dociments. The book [MoPY2) of informal descriptions was useful
Far understanding the services offered by GSM and the general mechanisms by which these
services are rendered. The available scenarios provided concrete details on how the GSM
components interact to provide services. and were the main input for this part of the
specification. In particular, they gave the specific protocal primitives that are exchanged
between components. The standardization document was consulted to determine parameters
and data that are passed with the primitives and alternative or variances of scenurios. 1tand the
baok pmvldui information that allowed to integrate the scenarios and filled in “holey’

undu\l.uuhm_

Cansistent with the distributed perspective. our specification regards GSM services as realized
by the co-operation of distant objects. According to this view, the behaviors of the specification
are the interactions between LOTOS processes that represent the objects. An interaction or
communication involves two kinds of objects: peer end-point object that interact to provide a
service, and refay objects that transport messages between end-point objects. Relay objects are
spectiied as in ﬁnitc-sizcd buffers that relay messages in « transparent manner (i.e.; they do not
look at the vontents of the messages), and they may send messages in different orders from the

order in which they were received. The specification of relay objects follows the s'truct_urc-

viven in Section 3.5.2,

The general form of the specification of scenarios is illustrated in Figure 27, arrows represent

messages, Their top-level structures of processes of objects are influenced by the grouping of

.- Scenarios into layers (see Figure 6 on Page 25 ), each process is composed of three sub-
processes that represent the RR, MM and CM entities. The figure depicts a CM and an RR

scenario; the relay nodes for the CM scenario are the BSC and BTS, and that for the RR

scenario is the BTS. The specification of the end-point objects determine the order of sending
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and receiving of messages between these objects. Communication between lavers within u
component is not shown. The specifications of individual GSM components are discussed in

the sub-sections to follow.

[

M 0 = ]|

MM [ysc_my BSC_Mp BTSN MS_ MM :

RR || M$C_RR BSC_RR BTS_RR Ms_RR
MSC BSC BTS M

!

Figure 27 Specitication of GSM scenarios from a distributed perspective, Each block
represents & LOTOS process.

5.4.1 Specitication of Cell and Mobility

The essence of GSM (or any cellular system) are the coneepts of cells and nmhilily.' The
specitications of geographical areay (cells) and mobiliry are interesting, and show the stren zth
of LOTOS and the resource-oriented style. They are specified indivectly through the
specification of other concepts. '

In the specitication, cells are modeled by the identities of the BTSs that prdvidc radico coverape
for those cells. The existence of a cell is implicitly associated (in the mind of the specification
user} with the existence of its BTS, i.e., there is no LOTOS text that explicitly specities cells.
The roaming of an MS within a cell is represented implicitly by the corresponding Msrar jon
knowing the identity of that cell’s BTS. The specification of MSC areas (Section 2.3.3) follows
a similar approach; the identities of MSCs are used to denote MSC areas. This means that o
mobile station’s current location is specified by giving the identities of the MSC and BTS with
which it is in communication,

The mobility or physical displacemenr of mobile stations within and across cells is also
specified implicitly. In our specification, this concept is modeled by the occurrence of events
that are triggered by mobility. It is specified as follows; certain MS events (crossing of cell:

boundaries. etc.) trigger the execution of the handover and/or location update scenarios
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(described in Section 2.4.2 and Scction 2.4.3, respectively). At appropriate points, the
specification gives the possibility to perform these scenarios by offering to synchronize with
the environment. Thus, whether the scenarios are executed or not depend on the environment.
If & scenario begins execution, then the environment must have supplied the appropriate
events, and from the points of view of both the system und the environment, the triggering
events must have oceurred. This approach specifies indirectly mobile station roaming, through
the passibiliry to perform location update and handover at appropriate points in the behavior of

the system.
5.4.2 Specitication of the Mobite Station

~ The process Mstarion in Figure 28 models mobile station, and its sub-processes ¥5_RR,
MS_MM and MS_Cr represent the RR.O MM and CM entities, respectively. Since most of the
GSM scenarios involve the MS at one end (and an infrastructure machine at the other). the

spectlication of mohile station is probably the most complex.

The specified behavior of mobile stations is us follows. The first scenario performed by
Mscarion alter its instantiation/creation consists of choosing u cell and listening to its
broudeast channels. The selection of a cell is specified by a non-deterministic choice of BTS
‘identities (line 28). After cell selection, the MS performs location update (line 13) which, if
suecessful, results ina TMST being assigned. Once the MS has been registered, denoted by its

TMS1 not being equal to noTMSI, it enters idle srare and can initiate any scenario (line 6).
\‘ .

From the idle state, the MS can initiate a scenario by first obtaining radio channels. This is
specilied in MS_RR. Once radio channels have been granted, the MS goes into dedicated mode,
and M5_RR informs either MS_MMor MS_CMto this effect by synchronizing at gate MS_SAPI or
MS_SAP2, respectively (lines 15-19). If the scenario to be performed is an MM (CM) scenario,
then the synchronization is with MS_a (MS_cM) and the other process remains blocked. Upon
completion of the scenario, MS_M\J (MS_cM) synchronizes again with MS_RR. MS_MM (MS_CM)
then returns to the block state and MStacion re-enters into idle state. This cycle can continue
for any number of scenarios. If the IMSIDecach procedure is performed (line 24), then the
MS is deactivated. In such a case, the SIM must be re-inserted, a cell selected and the MS re-

registered with the network before the MS can again perform any scenario.
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In the specification of MO and MT calls. a handover niy oceur only after an end-to-end
connection has been established. During a connection. if the MS is regarded as rouming within
onc cell, then no action is required: if it is thought of as having crossed a cell boundary, then o
handover is required. Recall that mobility is specified indirectly (Section 5.4.1). Since 1 mobile
station’s mobility is not explicitly specified. whether a handover is needed or not is determined

by the environment.

1 process MStation[mmi,ri](im:IMSI,tm:TMSI,dn:MSISDN,cell:BTSId): IS B S
2 hides MS_SAPL,MS_SAP2 in

5

q [ (noBrs <> c2ll)] -» . Tl MS is 1n touch with o oelds
5 { [(nOTMSI «> tm)] -> C*IE MS has reglaven.ads)
& { cholce serviService [} exit{sarv) (*choose soenario T eXec® )
K (1

8 ri !RILCC !cell 'dn !PAGCH tPageCmd; (taccept a paging cmd*)

9 exit { PAGING_RESP)

10 )

11 1] . . .

12 [ {noTMSI == tm}] -» ‘ {"MS has not registerad*)
13 i; exic(LOCUPD) {“do lOCﬂtLOH upnlate*)
14 ) »> accept srv:Service in

15 ( MS_RR[mmi,MS_SAP1,MS_SAP2, ri] (im. tm, dn, noCksn, cell, srv)

i6 | [MS_SAP1,MS SAP2]I

17 ( MS_MM[nmi,MS_SAPLl,ri] {im,dn)

18 Pl

18 MS_CM{mmi,MS_SAP2Z, 11](1m dn)

20 }

21 ) " ["procedure performed was not IMSIDetach®)
22 »»{ [srv <> IMSIDetach] -» MS [mml rittim, tm,dn, call) .

23 [} . (*IMSIDetach was axacutend®)
24 [srv == IMSIDetach] -- 1: MS([mmi, vi) {im, noTMSI, dn, noRts)

25 }

26 []

27 [(noBts == cell)] -» {*MZ pot in touch with a cell*)
28 { choice brts:BTSIA [ i {"choose a oell*)
29 [bts <> noBts] =-»

30 {*get sync'2d, listens to broadeasnt )
31 MQtatlon[mml ri] (im, tm,dn, brs)

32 {]

33 ibts == noBts]-» (¥ 'invalid*’ cell was cho ent)
34 i; ! (*sync'zn chanl not tound']
35 MStatien[mmi,ri} {im, tm, dn, bts) {*choose cel]l again®)
36 ) .

37 where

i 8 ...

3%endproc (*MStatlon*)

Figure 28 Specification of the Mobile Station coponent.
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543 Specilication of the BTS

In the real world, base transceiver stations are more than *dumb’ ransmitters and receplors of
radio signals, they also perform computations. For instance, they must process commands from
their controllers, the BSCs. Most of the computations they perform are related to RR scenarios.
For MM and CM scenarios, BTSs behave mainly as transport nades that simply relay

HIESSUECS,

The specification of BTS is given in Figure 29, Processes BTS. M and BTS_CM represent the
MM and CM behaviors, respectively. They processes relay MM and CM messages without
eximining their contents. Their specification structures are similar to that of relay objects given

in Section 3.5.2

BTS_RR describes the BTSs™ participation in RR scenarios such as broadcasting
synchronization information, processing mobile stations’ requests for radio channels, ciphering
and handover,

|

L Process BTSlahisi.ri}tbts:BTSId)fncexit::
o BI3_RR[abisi, rilihes)
! P
| BPS_MMlabisi,ri} (bos
5 i1 '
"6 BIS_CM{abisi, ri] (brs)
-
] wheape
9
10 process BTS_RR[abisi, ri] (bes:BTSId) :noexit:=
11 BTS_Operations[abisi,ri)](bts) '
12 i
13 BTS_Broadcast [ri,abisi) {bts) .
14
15 where
1o ‘e
17 endproc (*BTS_RR*)}

18 endproc ("BTST™)

ot

Figure 29 Specification of the BTS coponent.

5.4.4  Specification of the BSC

Base station controllers are the machines that are responsible for performing most of the RR

functions. As such. the specification of their RR layer is more complex than that of any other
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component. with the exception of the MS. RR scenarios are specified by several LOTOS

processes, as shown below,

brocess BSC[ai,abisi] (bsc:BSCId) inoexit: <
hide incraBSC in

1

2

3 .

4 BSC_RR[ai, abisi, intraB8C) (bsac!
5 I [intraBsC] |

6 BSC_CM[ai, abisi, intraBsc] (bsc)
7 1 :

8 BSC_MM[ai,abisi) (bsc)

Q

10 where

11 process BSC_CM{ai,abisi, intraBsC) (bsc:RESCIA) @ noexit : =

12 BSC_CM_Dnliak[ai,abisi, intraBsC] (buc!

13 it

i4q BSC.CM_Uplink{ai,abisi, intraBsc] (bsc)

1%

16 whayrae

17 ca

13 2nddproe (*BSC_CM™)

1@

20 brocess BSC_RR[ai,abisi, 1neraBSC) thsc:BRCTd) tnowsic = =

21 BSC_Broadcast [abisi, cami} t*Broadcast synch into, paging, ..
22 1! ’ ‘
23 BSC_Access[abisi,ai] (bsc) {"Metwork Accsss, chanhnel allol®
24 (.

25 BSC_Cipheringlai,abisi) (bsc) {“Comnd BTSs to cipher trahsm us)
26 P ‘ -

27 BSC_HO[ai,abisi, incraBsc] (bsc) (*Handowver* )
28 where

29 e

30 endproc (*BSC_RR*)

31 e (*definicions of other procesues:
32endproc

Figure 31 Top-level specification of the BSC component.

Process BSC_Access specifies the behavior of BSCs in Network Access scenarios
{Section 2.4.2)'. and includes descriptions of radio channel allocations. The rules for the
aHocation of signalling and data channel are not fully defined in the GSM stwndard.
implementors are required to define their own policies of when to grunt or refuse channels,
This means that we are required to devise an algorithm in order to have an executable model.
Fortunately, LOTOS supports non-determinism and we are able to define a non-deterministic
algorithm that is not very restrictive with respect to the policy defined in the standard. The
specified algorithm is as follows: when a mobile station requests radio channels, a BSC may

choose to assign the channels immediately, 10 defer the assignment until later, to reject the
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channel request, or 10 simply ignore the request if CM services or location update is specified
is the purpose of the request (see “Network Access Procedure™ on page 26.) Which one of
these options is taken is left for the environment to decide. However, when the request is for
IMSH Detach (Section 5.4.2), BSC_Access cannot refuse @ channel request and must assign a
signalling channel immediately. The reason for this decision is that 2 mobile station that
performs this scemario typically has been switched off (the SIM Is removed or some kind of de-
activite code has been entered) and therefore cannot receive refusals from the network. For
channel requests that come from MSCs, the algorithm assigns channels immediately. MSCs
request chuannel assignment in situations where data channels were not assigned initially during
Netwark Access or when the assigned channel is not of the righf type (i.e., it is too slow for the

voked service), or when new channels are required during handover.

BUC_CIphering interprets ciphering requests (commands) from the MSC/VLR and

commands the MSs appropriately.

One af the major responsibilities of BSCs is to performt handover scenarios to maintain stable
connections with MSs during culls. The internal gate incraBsSC permits BSC_RR 10 receive a
message indicating that a connection has been established so that handover may take place if
necessury. Once BSC_HO receives information on incraBsc that a connection has been
established, the possibility 1o perform handover is offered to the environment (see
Section 5.4.1). 5

BSC_HO is composed of two sub-processes (Inic_HO and Resp_to_HOCmd) that repré'scnt the
two roles (BSC-old, and BSC-new) played by the BSC in handover. Init_HO represents BSC-
old, and describes the behavior of a BSC when it initiates a handover. Depending on the type
of hundover (Section 2.4.2), this process may involve MSCs and another Init_HO.

Resp_to_HOCmd represents the role of BSC-new. It describes the behavior of the BSC when it
is commanded by another BSC to takeover the management of a communication, It and
Inir_Hd ke use of a general process. called EscNewPach, that establishes a4 path between
BSC-new and the MS, i.e., EscNewpacth is an example of subordinute scenarios (see

“Determination of relationships between scenarios” on page 70}
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BSCs are not very involved in MM scenarios. As such. the descripions of the MM entity are
straightforward. The structure of B35C_3% s similar to that of relay objects given
Section 3.5.2.

BSCs are more involved in CM scenarios than m MM ones. They participute in some CM
scenarios and play the role of retay agents for others. REC_CM s composed of
BSC_CM_Dnlink and BSC_CM_Uplink. In addition 1o relaying some CM miessages in the
downlink direction, BSC_CM_dnlink also deals with MSCs™s requests for channel
assignments in cases where data channels were not assi gned at initial access (Network Access).
It also performs MSCs’ communds 1o page mebile stations in MT-call scenarios. and to use
certain keys to cipher transmissions. In addition to i relay function, BSC_Ca_upirnk
synchronizes with BSC_RR when a *Connect’ message from an MS destined for an MSC s
received. The synchronization informs BSC_RR that a connection has been established and

that handover becomes possible.

545 Specification of the MSC

MSCs operate closely with their associated VLRs. and together they display complex
behaviors. In fuct, the operations of the MSCs are governed by data in the associated VLRs. I
the sﬁeciﬁcution, this means there is a large number of synchronizations between the PrOCESSeS
repreaenting these components. The specification of MSCs is shown in Figure 35. Note that Tur
reason of simplicity, we did not include gateway functions in the specification of M\C\. and
the specification of GMSCs (Section 5.4.8) does not include MSC functions.

1

Like most processes representing other network components, MSC is composed of three sub-
processes: MSC_RR, MSC_MM and MSC_cM (lines 4-9Y). MSC_RR describes two RR
scenarios that involve MSCs, namely cipher mode setting (Section 2.4.3) und handover. MSCs
can play one of three roles (Section 2.4.2) in handover, as anchor-MSC, new-MSC., and as the
MSC that is currently serving the MS. These three roles are specified in separate-sub-processes
of MSC_HO (line 15). ' /

© MSCs are highly concurrent sysiems, they are able to simultaneously participate in many
scenarios. and the structure of MSC_my reflects this. The interleave expressions of the

rccdrsive processes MSC_MM_LocUpd, MSC_MM_IMSIReq, MSC_MM_AIlovwIMsl and
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Hov_HsIber ach (lines 21-29) mean that MSCs are always ready to exccute any number of

instunces of MM scenarios.

Execution of the location update procedure (¢ procedure of the MM layer) is not complete until
the set cipher made scenario (i scenario of the RR layer) has been executed successfully. Gate
MS_SAPL serves as a synchronizing point where MSC_MM can inform MSC_RR of the

completion of location updite so that cipher mode setting can commence in MSC_RR.

secocn speetfies the MSCs™ behavior in call management. This process is composed of the
lwo stth-processes MSC_CH_MO and MSC_cy_MT The former specifies mobile-originated calls.
and the latier mobile-terminated caltls, These two subprocesses are composed in an interleave

expression to atlow #5C 1o manage any number of MO and MT calls simultancously.
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1l process MSC[ai,bi,eil,eiz,:i.ext](mse:MSCId):nnexir::
2z hide MS_SAPIC in
3
4 ( MSC_MM[ai,bi,MS_SAPLC) (mzc)
5 I [M3_SAPIC) |
& MSC_RR[ai.bi,eil.eiE,MS_SAPlCI(mgc}
7 )
8 P
g MSC_Clifal, bi, zi, ext] (msc)
I
Lowhpeye
1) U OCa MSC_RR[&I.bl.eii.@l:.MSHSAP]U]imﬂt:NSU[d‘:UHHHLI:"
L3 MSC_Ciphering[ai,bl,MS_SAFJC}(msc?
14 il
15 MSC_HO[al,bi,eil,2i2) imsc;
15 wheers
B
I8 endproc
LS
20 brocess MSC MMIai, bi, MS_SAPLC] (mac:MIC1) ttoeMat ;=
1 MSC_MM_LocUpdai, bi] imsg)
2 Pt
22 MSC_Authen{ai,bi] (mac)
24 i
25 MSC_MM_IMSIRec¢[ai,bi] (msc)
26 1
27 MSC_MM_AllOcIMSI[ai.bi.MS_SAPlC](msc}
28 il
29 MSC_IMSIDetach(ai,bi) {msc)
30 where
31 .
32 endproc {*MSC_MM*)
33 .
34 process MSC_CM[ai,bi, 2z1i) (msc:MSCId) rnoexit:=
a5 al !BSSMAP ?bsc:BSCId !msc, ?bts:BTSId Tem:TMSI Pchan:Channel
36 !CMServ !CompleteLayer3info;
37 ( MSC_CM_MOfai,bi,zi) (msc,bse, bts, tm, chan)
38 1 ‘
19 MSC_CM{al, bi, zi] (msc)
40 )
41 [] ‘
42 zi !msc !'IAM ?dn:MSISDN; ("from GMSC™}
43 { MSC_CM_MT[ai,bi,zi] (msc) ("2i:interiace leatveeon GMOGC & MSL5* )
44 (N ‘
45 MsSC_CM[ai,bi,zi] (msc)
46 )
47 where
48 P
49 2ndproc
Figure 32 Specification of the MSC component.
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A VLR serves a database function, and its information is accessed frequently by the associated
MSC Therefare, a significant message traffic exists between the two objects. In our
specification, the VLR plays a barger role than simply a database: in MM scenarios, it behaves
as 1l it is a peer end-point entity of the Msrar son, The top-level specification of the VLR is

shown below,

The pate dnrravie allows communication between the process that represents the storage
part (VLR _Table) and those that represent the behavior parts (VLR_MMand VLRE_CM) of the
VLR component. VLR_Table represents the internal starage structure of the database. The
actuad storage structure is modeled in ADTS as o Set of type V1rRacsSer. An instance of this
type s included in the purameter list of VLR_Tabie (line 1). The behavior of this structure is
muodeled by a collection of alternative expressions that represents the operations of the

dutabase, te.. Insert, Remove, ete.

VLR_MM is composed of processes which represent location update and security-related
scenirios, VLR_CH specifies MSC-VLR communications in the executions of CM scenarios.
The interleave composition of VLR_MM and VLR_CM auneans that VLR has concurrent
behavior. However, the alternative definition of VLR_Table ensures that it does not lead to
‘inconsistent data. The structure of VER_Table is similar to that of the process representing the

HLR in Figure 34, Thus, sequential access to VLR data is ensured by internal behavior,

1 process VLR[bi,di,gil,gi2] (msc:MSCId, vlr_content: V1rRecSet) :noexit:=
2 hide intvaVLR in

3 :

4 VLR_Table(bi, intraVLR,di,gil,gi2] (mse, vlr_content)
5 | [intraVLR] !

6 ( VLR_MM[intraVLR,bi,di,gil,gi2] (msc)

7 1

8 VLR_CM[intraVLR, bi] {msc}

9 }

10 where

11 -

12 wndproc

Figure 33 Specification of the VLR component.
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5.4.7 Specification of the HLR

The specitied PLMN has one HLR. modeled by the process HLR (Figure 34). The definition of
HLR is similar to that of VLR_Table except that HLR interacts directly with external objects,
which means that it cannot have concurrent behavior or risk having inconsistent duta, The
storage structure is specified in ADTS as i Set of lype HirRecser. Each subseription in the
HLR is specified as a 3-tple of MSISDN. IMSI and MSC identity (see Figure 36). The first
two clements identify the MS, and the last element identifies the MSC arcas in which the

associated MS is currently roaminy.

The external behavior of the HLR is defined as i eollection of alternative behavior expressions,
ciach specifying an operation thar the dittabase can perform, The expressions are recarsive so
that at the end of each operation all the operations are once again available. For exaple, Hig
can synchronize with a process (line 2) and modifies the storage structure secordingly (line 3),
The actual operations (Insert, Remove, ete.) on the database are not visible from the outside

(line 3). These operations are also specified in ADTS.

Thus, the specitication of VLR and HLR shows two wiys of modeling databases in LOTOS:
one approach allows concurrent accesses to the (thdlmu. but still can maintain LOI].\I\ILI]L y of

daty, the other permits only one operation on the database ata tme.

HLR can accept and process new subscription records from the network administrator (line 2),
commands from VLR to update records during handover (line 5), and a GMSC's requesis for

routing information (i.e., the MSC area of in which a particular MS is rouming) (line 13).
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ol van rILI‘[d; ouami] {myid:HLRId, content tHirRecSet) inoetit
- teamil DIHSERT_SUBSCRIPTION Prec:HirRecord; ! ragree to lﬁawl“ a record*)

K HLH[Pl.dJ]lmyid.InSert{rer.cmntent}? (*actual insertion~)
g |

L. i MARD tmecsiMSCId tmyid G Uploc Time IMSI Cdn MO ISDN; {*YVLR~- -HLE*:
‘4 COlToInHLR AN, conteney ) -0

Y (]

A 'l'ur*}' InHLR (dn, content) i} -

- CHLR must have crashed and lost soms info. Insert

L0 "1ufo on mebile station tdnt back in HLR, and

1] "recponds normally .. )

v

L i

L4 o1 tMARC (RILICC lmyid !SendRoutingInfe 2dn:MSISDN; {(*From GMSC™)
LG il IsInHLR tdn, content) =

i { et nurn:MSCldzLocAreaOf (dn, content! in

17 fnoMse .+~ msrn] - L. ¢*Send Routing MNum to GMSC™)

14 il

(e [noMaec == musrn] -. ...("Routing Num noet 1n HLR, query VLR*)

an )

2t i}

20 fnot {1sTnHLR (dn, content) i) - ., ., (*No racorde of NS in HLE =}

REEEE

<% This choiee represents an HLR erash and some loss of info.

2n i;

27 choice Jostrec:IMSI (]

28 HLR [cli, oami] (wyid, RmHLRrec(lostrec, content})) **)

Figure 34 Specification of the HLR component.

S48 Specification of the GMSC

In the standard, a GMSC is really that subset of an MSC's functions that allow it to serve as a
gaieway to external networks. In our specification, GMSCs are modeled as separate entities
from MSCs. A skeleton of the specification is given in Figure 35. The gates ext, ci, and zi
represent interfaces with the external network, HLR and MSCs, respectively. In the standard,
ho name is given for the interface between GMSC and MSC because they are specified as one
vomponent. GMSC can handle arbitrary numbers of MT-call setup requests from the external
network and MQ-call setup requests from the MSCs. For MT calls. GMSC queries HLR 10

determine the identity of the MSC to which the calls should be routed.
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L process GMSC|e1, ext, 21] tnoeNit ;-
2 ext JRIL3CC 'IAM 2dn:dMSISDN: Crreceaves MU-Call from oNt L, et wor ko
3 (* call sertup..
4 (..release by external nework..esit
5 [}
6 release by MS, . exit
7 )
8 b
9 GMSC i, axt, i)
i0 A
11 [}
12 {*..behavior for MO call.
1lendproc :
Figure 35 Specitication of the GMSC component.

5.5 Specification of data types

In LOTOS, data and data structures are specified using the abstract data type (ADT) part of the
language. In our specification, data type specifications can be grouped into three calegories:

- object identities, protocol primitives. and complex data structures.

The first category of data type specificaticn represents simple types that consist mainly of
collections of uniyue elements und the equality and inequality operators, The elemens ol these
types are used as identities of GSM objects. radio channels, random numbers. cipher modes,
etc. Most of these types were specified by mapping to o generic type for which the equality
(eq) and inequality (ne) operators have been delined. This nmppm;_‘ is a form of re-use
(Section 3.2.1) of specification.

Since the behavior part of our specification allows any number of instances of some GSM
components to be (dynamically) created, the ADT specification of these objecis” identities
must also permit dynumié creation of unique elements. Such ADT specification is possible by
mapping to the Nazural number specification provided with the LOTOS standard or even by
specifying the types in the same way as Natural's. In the ADT specific .mnn of natural
numbers, a number N is specified by the function suce () applied on the u_pruuu.lunn of the
number N-1, with the number 0 represented by the symbol 0. That is, the numln.r 1 is
represented by succ(0), the number 2 by succ(succ(0/ ). the number 3 by

succ(succisuccd1) ). ete.
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However this way of specitication is difficult for human to work with. i.c.. when he is required
temer large “values”. Thus, instead we chose to specify GSM object identities of the form
shown below for MSC identities. This specification allows only ten names ta be created
because there are only ten digits. Although this ADT specification is not strictly consistent
with the hehavior specitication (the former allows only ten numes 1o be created while the latter
allows any number of objects 10 be created). it causes no difficulty in most practical cases
beciuse in these cases no more than one or two instances of each GSM components are created
in the specilication execution. The current state of LOTOS tools is such that creating more than
a few instances of objects as complex as the GSM components increases the state space of the
\';wciﬁcminn to a size the 1ools cannot handle efficiemtly. Furthermore, the larg gest number of
any one GSM component required w illustrate all GSM scenarios is three. pe.. the lluu_ MSCs

in handover (see Fi igure 7.

types MOCIA i Digit, Boolean
sorrs MARCTdSorr

Ops
mse 3 Digit -+ M&CIdSorr
S, et MSCIdSort, MSCldSort - -Bool

sahns tovall nl,n2:Digic
wisort Bool

N (nl wg n2d =. (mscinl} eg msc(n2)) = true ;

‘ (nl neg n2) =» (mscinl) eg msci(n2)) = false:
msc(nl) neq mscin2) = notinl g n2);
pndbype

[n our specification, the names of the PLMN objects are required to reflect their

. Interconnection because they are used for routing. For example, an MSC receiving a message

from a BSC must be able to determine which of its BSCs sent the message so that it can
respond to that BSC. That is, names of objects are used to identify communication paths. This
rcquircmem is met by including the name of the MSC to which a BSC is connected in the
name of the BSC and the name of the BSC to which a BTS is connected in the name of the

BTS. Le.. BSC and BTS identitiers have the following forms, respectively. nand m ure digits.

bacmsctl), n}
bt=a(bacimscily,n).m)

The second category of data type specification represent data types that denote protocol
primitives. These types contiin elements that represent primitives or Protocol Data Units

(PDUs), functions that extract parameters from PDUs, and a function that can compare
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primitives of the same type, Most of the primitives were specified as elements of two main
types. This approach resulted in a few large data type specifications which are less conducive
to readability than many smaller ones. In retrospect, we believe the primitives should have
been grouped according to the protocols they belong 1o (i.e.. one data type for euch protocol)

because this would enhance readability of the specification.

The third category of data type specification represents two kinds of complex data types:
Record and Ser. The Record data types are used o represent HLR and VLR records. and ane
specified as tuples. The specification of the Record duta type is illusrated by the specification
of HLR records given in Figure 36, lines 20-28.

The Ser data types are used to represent HLR and VLR databases (see Section 5.40.6 and
Section 5.4.7) and for housekccping duties such as holding object identities that have already
been assigned. This complex data type is specitied as actualizations (lines 31-37 in Figure 36}
of a generic Ser type (lines 1-17), i.e., there is a specitication of a Ser lpr whose conten type

can be actualized (or instantiated) by spu.llu types.
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: Fppss Dt i Boolean

: tormaloorcs Element

h taormalopn:s

-4 e Elzzner, E

lement - Bool
tieect 2 Element, Element - . Bool
DT Dt
g
{1 - - Ber,
N Innert: Elvment, Net -0 St
(oo orher Seb opelations

I

L torall x,y:Bisment, 3:S=t

LA alsart Seat

! Thsert (2, Inservix, 51 = Insert(z,s):

v rdefinitions: of othe! 3eU npstations ™)
7 --'!x\!'l'\_.'!':-i‘ LY Sealr :

I orFpecrficarion of HLR record tvpe*)
=4 Type HlrRecord is IMSI, MSCId, Booisan
S osorrs HivrRecord

o aphs

R hirRec: IMSI, M3CId -» HlrRecord

20 _ == _ : HlrRecord,HlrRecord -. Bool
35 — =+ _ 1 HlrRacord,HlrRecord ~> Bool
26 aagh

L
28 endtype{*HlrRecord*)
26

30 {*Specification of set-of-HLR-record type™)
31 cype HirRecSet0 is Set actualizedby HlrRecord using

1 sortnames

12 HlrRecord for Element
14 DRNNAmes

in == for ag

3o ++ Eor neyg

37

ehdtype (*Hl1rRecSet0v)

Figure 36 ADT specification of record and set types.
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(,'HAI”I'[-I]% 6 AppliC&tiOHS of LOTOS
Specifications

6.1 Introduction

The major motivations for using LOTOS to describe systems are the possibility to produce
precise and unambiguous specifications as well as the feasibility to use tools to help in
anadyzing these systems. The executability of LOTOS specifications offers many advantages.
Execution enables to determine scenarios allowed by a specification and those that are
prohibited. It provides a means for improvcd'understanding as well as for validation. In this
chapter, we report on preliminary results on using LOTOS specifications to: 1) derive
seenarios, and 2) recognize scenarios. We will also discuss briefly how LOTOS specifications

nuly be used in other development uctivitics.

- A LOTOS \pu_lht..mon may be executed in a number of ways (we call them execution niodes.)
We will show how the step-by-step and ‘\vmbohc execution modes could be applied to produce
and recognize scenarios. The tools that we used to perform step-by-step and symbolic
execution are called ISLA [Hus88] and SELA [Ash92], respectively. These tools are members
‘of the toolkit ELUDO (Environnement LOTOS de I'Universite d’Ottawa) [STS94]. Many other
LOTOS tools exist (e.g., LOLA. SMILE, CEASAR) but our work concentrated on ELUDO.

This chapter is organized as follows. Section 6.2 presents a discussion on automatic generation

of scenarios. Subsection 6.2.1 compares LOTOS execution traces with scenarios. Subsections



Chapter 6: Applications of LOTOS Specifications

6.2.2 and 6.2.3 3 investigate how step- by-step and symbolic exeeution modes, respectively, can
be used to generate mraces (defined below) that correspond to scemirios. Section 6.3 outlines
ways to use specifications to recognize scenarios that may be at slightly different abstraction

levels, and Section 6.4 gives brief descriptions of other applications for LOTOS specifications.

6.2 Scenario Generation from LOTOS Specifications

Recall that the method given in Chapter 4 seeks to derive LOTOS specifications from
scenarios. The goal of scenario generation is to re-generate seenarios, or paths in the Integrated
Scenario Model (ISM), from specifications. Specifically. we want to derive sequences of
events that are causally ordered, i.e., sequences that describes specific behaviors of a system,

The concept of execution trace provides a direction 1o pursuit this goal.
0.2.1 Exccution Traces and Scenarios

In LOTOS theory, the environment of a pracess! P consists of a collection of processes with
which P can potentially interact, toz,::lhu with an unspecified. possibly human, external
observer process who watches P and lt‘.LOId\ one at a time, the names of evenis puim med by
P. Thus, whenever P interacts with the external observer, it performs an obscervable event. If /2
performs two observable events simultaneously, then the observer may record them in any
order. The sequence of event names recorded by the abserver process in a certain time interval
forms a rrace or behavioral history of the process P. More precisely, a trace is a finite-length
sequence of observable atomic events [Gal8Y]. Note that there are two important lmplu..lllom
resulting from the way observable events are recorded. One is that traces are linear (i.e., they
do not show alternative behaviors), and the other is that concurrent behaviors tend to have
muny possible traces because events from different execution threads may interleave in
numercus ways. In fact, the latter implication is the one that can ciuse state explosinn
(Section 3.3.2).

The trace concept is intuitively related to the scenario concept, but they are not identical. In
this section, we relate the two by examining their similarities and dilferences with respect 1o

Definitions 1.1 and 1.2. Our goal is to determine if traces could be considered as scenarios.

1. Notwe that a LOTOS spectfication is just a spectal process,
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LOTOS traces and scenarios are similar in that they are made up of events. In LOTOS. an
event is represented by a denotation consisting of a gate and a list of experiments! or by the
internad event £, In scenarios, events are described in natural language and contain the
mfornmation listed in Definition 4.1, According to this definition. the description of un event
must include the identities of the objects that are invalved in its occurrence as well as the roles
played by these objects (e.g., as senders or receivers of messages). Role is not an inherent
coneept in LOTOS (in the sense the no Linguage construct was included in the design of the
language for the special purpose of denoting roles). but if appropriate event structures are
employed. 1tis possible to denote an object’s role in an event. For example. the event structure
used i the GSM specification specifies identities of objects and their roles (see “Event

Structures™ an page 94).

Descriptions of events in a scenario must also specify data that are exchunged among the
abjects involved, as well as the direction of these exchanges. In LOTOS. the direction of
information exchange can be conveniently represented: the object that offers duta in a
synchronization can be considered the source, and the object which receives data as a result of
a .;;yncln'oniz:uion can be thought of as the recipient. The denotation of roles of abjects also

indicates the direction of information flow.

LOTOS traces and scenarios are also similar in that their events are ordered, although their
ordering criteria are different. LOTOS traces ure ordered temporally (i.e., by the sequence in
time in which events are recorded by the observer process), whereas events in scenarios are
ordered by causality. This meuns that events in a trace are functionally unrelated if they come
[rom different, parallel bchuviorszl. In 4 scenario, all events are logically related, i.e., there is a
causal relationship between each event (except the first event) and previous events in the
sequence. This difference seems to occur only in traces from specifications that describe
concurrent systems. In non-voncurrent systems, only one system service can be invoked ata
time and therefore all events collected during the'execution of a service are functionally
related. e.g.. they co-operate to deliver that service. Thus, the arder of the events in such a
trace coincides with that of the corresponding scenario. In concurrent systems, a number of

services may be invoked simultaneously, and events from different execution threads are

1 See Secnon 3.2.2 tor detinition of the term "experiment”.

2. By behaviors, we mean courses ol events each trigpered by a sefviee mvocation, Le,, SECnanos.
A ‘ [34
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recorded into the sume trace, Therefore. such traces My contain events that are not cansilly
related. Although the refurive order of events of one exceunon thread sl marches the order of
events in the corresponding scenario, the race as a whole does net correspond o any (singles

seenario of the system.

However, a small number of the possible traces of & concurrent system o do have seements thin
correspond to seenarios. These traces are ones in which the events from mdividual execution
threads are capured consecutively with no intervening cvents from other threads. That is. such
traces corvespond to chains of scenarios. Figure 37 illustrates the differcnce hetween seemarios

and traces of & concurrent systen.

According to Section 1,2,2, scenarios are cluss concepts in the sense that they deseribe
behaviors of classes of objects rather than of speciiic objects, i.e., specitic objecet identities and
data values are not given, Instances of scenarios wre created by assigning specific ulunuw and
values to the objects and parameters involved in the scenarios. On the other hand, no notion of
class or instance is ussociated with LOTOS traces. By definition, a trace is simply a
temporally-ordered sequence of observable events [Gal8Y]. Another difference between
LOTOS taces and scenarios is that the former are alw: ays linear sequences wheres the latter

may contuin brunches (as we described them in Section 1,2.2).

The conclusion from this comparison of trace with scenario is that the two concepts e similar
in some respects but differ in others. From the consideration of their differences. we can
stipulate at least two conditions thut must be satistied in arder for LOTOS traces (o vorrespond
to scenarios. The criterion for correspondence is that the two concepts must convey exactly the
same information. First, the specification from which a trace is derived must use event
structures that denote all information required to deseribe an event completely. Secondly, the
trace must be captured when the specification does not exhibit concurrent behaviors, e, L., when

only one system service has been invoked.

- 116 -



Chaptet b Appheations of LOTOS Specthcations

2
Ee i

%

two
SCCnUrios

€7

7

R2EP
2

7
o

Asystem with two seenarios A partial behavior tree for
v o theeads of execution. the system shown on the left.

Figure 37 Comparisons of scenarios and tuces.
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6.2.2 Scenariv Generation by Step-by-step Exceution

Step-by-step execution is carried ot by computing all pussible events at the current System
state, Then one event iy selected, usually by the user, to be *executed’. The selection of an
event corresponds to traversing a transition from the current state to a new state in the LTS of
the specitication, and represents the execution of the event. The possible events at the new state
are then re-computed, and an event is again selected for execution. The process may continue
until no further event is possible. i.e.. until an explicit stop or a deadlock is reached. Executed
events and the order in which they occurred are recorded in a trace by the environment. In this
made of execution, the environment (or the specification user) may be required to supply
values for variables whose values cannot be derived from the specification. [HH88] discusses
Ntep-by-step execution in detail,

We utilized the ISLA [HHAY] tool to execute the GSM spcciﬁgution and to generate scenarios,
ISLA enables step-by-step execution to be performed on specifications or on specific processes
of a specification. During execution. the user may backtrack to any event in the trace and
exectte different branches (or the same branch with different values), thus producing (portions
of) the LTS of the specification,
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Because specific values must be used in this exceution mode. variables in the specification thin
represent datit or object identities are assigned values. Therefore. Step-by-step exeeution trces
that have the appropriate event structures und event order. correspond in fact w inxtances of

SUEILTToN (28 oppose to scenarios),

A trace generated by ISLA is shown in Figure 38, This race corresponds o the Loeation
Update scenario deseribed in Section 2.4.3. The trace shows 1 mobile stition (M) sending o
channel request over the radio interface (line 2). The reason tor the request is o do focation
update. represented by Locupp. A BSC identified by bscnze c4), 200 hen orders a BTS
{identificd by brs thsctmse (1), 17, 1 1) w activate a channel namied Gehans? (ine ). Onee
it receives an acknowledgment from the BTS (ine 3). the BSC sends an immediate assignment
indication with the assigned channel identifier (dchanF2) to the MS (lines 6-7). The tirst thing
the MS does on the new channel is send 2 SARM to establish a link tayer connection for
signalling messages (lines 9-12). The MS then goes inta dedicated mode (ine 16 amd sends 3

location update request to the MSC (line 17). In Appendix A, we give more traces.

(* Tree generated by Isla %)

chmee rd=rimil

Pri IRIL3RR Mes(hscomse1)0),1) "RACH Yand2 2n.In=tnd IChanRey TLOCUPD;

1 idden abisi IREM UtsQlse(mse(1),0),1) thsctms 1.1 fraand2 ' !Ch:chq\l LOCUMD,;

T abise TRSM Dhseqmse(])0) thisthseqmse(E). 1,00, 1nd IChanActivation HlehanadelianzdehanF2 JouIChan <> dehan}
FEIT hidden abist TRSM Mis(hse(mseCD 00 Dseqmse(]).1) Hnd IChanActivalinnAck:

LU hidden abist IRILIRR thsetmse(i 1 Mns(hsemset 1),1).1) Hnd HimnulAssignmen;

PEEED hidddeny O RILRRE Wts(hseqmse( ), 11 WAGCH Hnd HdAssignimem WdehanF2,

FHEEN  intermal exit@dchanF2 bsefmse(13,1)

HHELTET D hidden 6 ARILAMM no TMST ts(seimse())1).0) WehanE2 'SARM IMS_INF0),

FLLTTTN T hidden ahisi IRSM Ihis(hsetmset] 111 thselmset)]) o TMS] WehanF2 1Lt UMD Estabshishlid,

TE O BTEH ) hidden ri SRIL3RR thisthse(mise( 1)), oo TMST WdehanB? 1UA Tramd2;

12 TEEIENLEL ) hidden ai TRSSMAPR thse(msc(1).1) (1) Hhts(hsemse( 1), 1).1) I TMS] RehanF2 'LOCURD
1CompleteLayer3info;

13 1L LY internal exit

I DY intemal exit(rand2, dehanF2)

IS THHERELTNN ) intemal exit(dehanF2) ‘

16 LLEEEREREREIT £ hicden MS_SAP1 tdedicated 1noTMS! ILOCUPD tehanF2 Ms(hse(msc(l )15 1) moCksn;

17 THHEIRLELER I hidden 1 IRIL3MM YehanF2 this(hseqmsc(1).1).1) ILUReqg(dnchle1, 9 naTMST inClsn) [tue|;

=3 -EES N ¥ I N =
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ey
=

Figure 38 Trace generated by ISLA showing the location update scenario

One drawback of ISLA is that it requires human assistance. When executing large
specifications, this can be very time-consuming and frustrating for the user. 1t is especially so

’
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because cach time o modification is made to a specification, it has to be re-executed from the
beginning, This is the main reason why our process in Chapter 4 strives to prevent as many
(defects as possible in cach iteration (by formalizing scenarios, ete.). It is also a reason for
minimizing the number of iterations (and executions). In the production of the GSM
specification, we performed the analysis and specification cycle (Figure 13) several times. In
executions subsequent to the first one. we sped up execution by removing some of the
behaviors that had already been exercised previously, ie., certain behavior expressions were

‘commented out’.

As a validation tool, step-by-step execution is a technique that can increase confidence in the
correciness of a specification, but it does not atlow to conclude with absolute certainty that a
specification is carrect. It permits only to empirically check the specified behaviors against the
miended ones. This mode of execution may be thought of as sinuddation because it allows 1o

play vut the behaviors of a system.
6.2.3  Scenario Generation by Symbolic Execution

Symbolic execution is another mode of execution supported by the ELUDO toolkit, Whereas
step-by-step execution exercises a path through a specification with a set of data values,
symbolic execution uses symbols 1o represent arbitrary values for variables whose specific
values cannot be derived from the specification. This has the effect of exploring all behavior
paths or traces of a specification simultaneously. Its output, therefore, is a behavior tree. The
computation of each path in this tree may generate a path condition whose solutions determine
the feasibility of the behavior represented by the path. For example, the path condition for the

behavior expression

[2==y] -»
a !'x; ‘
{g ?vall:Boolean; stop
] ‘
g ?val2:Boolean [not({val2)]; stop
) N
is the set {x==y, vall=not(val2)}=true). The abstract data type evaluator used to
solve such conditions must be able to determine whethér the expression is sutisfiable by some

values of the variables. However, since LOTOS permits undecidable and unsolvable
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conditions, complete computation of some conditions may not be possible. For tools, this

presents the problem of whether or not to output paths having such conditions,

Thus. & behavior tree produced by symbolic execution may not correspond 1o the Integrated
Scenario Model (Section 4.2.4) for two reasons. One is that it may contain paths that represent
impossible behaviors, i.c., those paths that are included in the tree only because the ADT
eviluator cannot solve their path conditions. The second reason is due to the L()'l"()S
representation of concurrent scenarios by interleaved events (see Section 331, Paralled
scenarios, which are euch represented by u path in the ISM. are represented i the behavior tree
as interleaved sequences. The behavior tree contains all possible interleaved seyuences, mnd
none of these sequences are scenarios. A small number of the sequences may have segments
thiut do correspond to scenarios, They are the seaments in which events from the same seenario
occupy consecutive positions (see Figure 37). However, because symbolic values are used,
those segments that correspond to seenarios are truly seenarios and not seenario instances as

step-by-step execution traces are,

SELA is the member of the ELUDO toolkit that performs .symhulic execution, It permits
execution of whole specifications, of specific processes in the specifications, or it can be started
from a system state reached by step-by-step execution. Since behavior trees may have large
depths and widths, possibly even infinite (see Figure 10), this tool provides options for limiting

tree sizes.
"

Figure 39 contains a partizl behavior tree of the LOTOS process that represents mobile station,
The process is given in Figure 28. The tree was generated by SELA with the width and depth
limits set at 5 and 7, respectively. A corresponding graphical representition is given in

Figure 40, the numbers in brackets relates the transitions to the line numbers in Fi pure 39,
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Figure 39 Behavior tree generated by SELA from the specification of MS,

The tree shows the behaviors at the radio interface of one MS starting at the idle state, the state
in which it is not in a connection with the network. The highlighted path focuses on one
scenarios from this state. The first transition of this path shows that the MS may access a
service if it is roaming in a service area (i.e., in a cell) andiiaz registered with the network.
After receiving input from the environment on the service (represented by the symbolic value
Sevieet1) to perform, the MS executes an internal event (represented by i). Then it picks a
random number to transmit with the request for a radio channel. A channel (represented by the
variable dehan) is immediately assigned by the network. The MS then sends a link layer

SABM on this channel 1o establish a link layer connection for signalling messuges. Although
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SABM is a PDU which belongs to the transmission planetas included in the specification

because of its important role in resolving contenton that can result due 1o simutlineous
multiple accesses. The Unnumbered Acknowledgiment (UA) to SABM rom the network 1o the
MS carries the random number which the MS transmits with its channel request. An MS will
leave the channel if the received random number does not match the one it has sent (see

Section 2.4.2 for a more detailed description).
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Figure 40 Graphical representation of the partial behivior tree of the MS specitication
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In principle, symbolic expansion can be used 1o detect missing branches/scenarios in
specifications. Because all traces of a specification are generated, scenarios that have not heen
specified can be detected by their absence in the behavior tree. In reality, this is applicable nnl)
with small and simple specifications for which it is possible 1o generate the complere behavior
trees. For specifications of systems of reul size, it is not applicable. In these cases, scenarios

represented by a specification may not show up in its behavior tree because they are nutside of
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the set tree width and depth. Likewise, symbolic execution can potentially reveal incorrectly
linked scenarios, But due 10 the fact that it may produce infeasible paths, detection of these

errors s difticuit,

6.3 Scenario Recognition Tests

The exccutability of LOTOS specifications also enables to determine whether or not certain
seenanios and instances of a scenarios are represented by a specification. This determination
does not even have o involve scenarios and specifications that are at exactly the same
ihstraction fevel. We believe it is more commeon that a collection of scenarios and a LOTOS
specification do not deseribe a system with the sume degrees of detail and completeness. For
example, one of them may include optional events whiie the other does not. This may happen

il the specification and the scenarios were derived by different people.

Thus, there is uxc..lulm,\\ in such a determination, which we call such a test recognition test.
The purpose of recognition test is to confirm that scenarios have been specified, irrespective of
the abstraction level. Note that it is much more difficult to perform this test for scenurios
because for every variable in a scenario. we must check that the value domain that could be
used to instantiate the scenario is the same as the domain that could be aceepted by the
specification. But since the equivalence lel.momhlp betwecn scenario and specification we

seek is very ‘loose” anyway, we do not distinguish bclween scenarios and scenario instances in

this section,
)

Il we desire to deal only with scenarios and specification at the same abstraction level, then the
LOTOS testing technique presented in Section 3.3.3 can be used. In the ‘usual’ way of testing
a specification, a test passes only if the specification has a trace that is identical to the test. In a
recognition test, we want the test to pass even though the trace only approximates the test.

One way to perform this recognition test is simply to generate traces from the specification and
comparing them to the scenario. If at least one trace can be generated that corresponds to a

scenario, then we can declare that this scenario is contained in the specification.

r*\ltun.uwclv we cin use variants of the existing LOTOS testing technique. One variant .snIl

follows the testing procedure outlined in Section 3.3.3, but uses an extra process, let us call ita
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dummy process. to synchronize with events that one specitication offers but the other does not.

That is. one of the following sctups can be used:
S = SpecUnderTestf gl .02} I Seenario] I K201 Dummy_Process{el 22}
S=(SpecUnderTestfgl g2 i 1 Domny_Processfel 22 ] Scenariofol w2

Another variant of the testing procedure uses the selective synchronization vperator T instend
of the full synchronization operator. This variant is applicable 1f the events, for mstance,
SpecUnderTesc containg events on other gates that are not in Scenario. in such a cuse. anly

the gates that are common to both processes are listed in 1.
& = SpecUnderTesc{gl,a2,a3; foi,ulji Scenariofal.al

Figure 41 gives a conerete, but simplified. example to illustrate the eehnique, n this eximple,
the mobile station (MS) can communicate with its human user at the man-machine interfiee
mmi and with the PLMN at the radio interface i, The specification under test has been
modified 1o the procéss SpecUnderTest and the scenirio that is used 1o 1est this specification
is specified by the process Scenario. The scenario (or test case) describes the user wrning on
the MS (line 43) and dialing a number (line 44); and the MS then sending a service request to
the network (line 45), to which the network replies with an aceept mcssngé (linc 46). The
specification describes this mobile-originated call in more detail. It shows the MS sending
request for radio channels (line 34) and the network’s reply (line 35) before displaying the MS
sending a service request message (line 36). Thus, the path in SpPCUnd(.r'I‘esr that
Scenario is to test has two more events than the scenario. These two ‘extra’ events ire

absorbed by Dummy_Process and the whole expression can be executed 1o the end.
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I speritication test_exscutionmmi, ri] inoesit
5 :
3 {* The ADT specification is moved out of the specification
4 oundder test oand is placed here.
5
N SpeelnderTest (mmi, ri] ()
7 H
?0 Test_Casefnmi, vri] ()
) b .
in Duanewy_trocess (vl
11 tYean have as many instances
Gl THhio process as Pegul veds)
e o
v wheet o
1
P bBrowess Dnony Process I ritinosxic s
(" Conite [ U1 ) EChanReg) (Tean Fonsume as many Svents as hesdsd* s
1= consume Ui iChanAssian:
I= TEST _PARSES;
I ‘ ITOL
20
21 wWhosp
22
23 Procens consume [g) (parml : ParmType] rexic =
24 g parml; '
25 EX SR
2R t*[}...can have as many alsernatives as regquired *)
27 ‘andproc {*consume™)
28 =ndproc ('Dummy_Précess® )
29
30 process SpecUnderTest{mmi.rij(...):noexit:="
31 mmi ! Power-on; (*User turns power on*)
32 mni !Pial ?calledNum:DNSorc; {*user dials number~)
33 ri !ChanReq; {(*MS requests radio channels*)
34 ri  iChanAssign; ‘ E (*PLMN assigns channels®*)
i5 ri  !CMServReq; o {*MS sends CM Service Request*)
36 ri  !CMSerAccept; “{*PLMN accepts CM Service request*)
37 stop .
15 {*[] other behaviors of the mobilae station™)
39 endproc(*SpeclnderTest *)
40 ‘
41 Process Scenaviolmmi,vi)(...) :inoexit:= , -
42 mmi !Power-on; (*User turns power on*)
43 mmi tDial PealledNum:DNSort: (*User dials number®)
4 ri ICMServReq; {*MS sends CM Service Requasr+)
15 ri  !CMSerAccept; {*PLMN accepts CM Serviece reguest*)
16 stop - , | ‘
A7 endproc {“Scenariov) .
J8endspec
Figure 41 A LOTOS test case execution technique.

The disadvantage of these techniques is that they require apriori knowledge of the behaviors

deseribed by the specifications to be tested. In fact, the technique illustrated in Figure 41 will
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not work if the process Dummy_ Process is not coded with full knowledge of the extra events
involved. One of the problems is that non-determinism which oceurs when Duneny ' ocoss
and Scenario are capable of synchronizing on the same action. [n such a case,

iy Process may ibsorb the events that should instead synchronize with Scena: o, it
thus the test does not work as intended. The example shown in Figure 41 is a partcularly
difficult one because the events 10 be skipped are on the same gates as other events of the
scenario. If they were on distingt gates {or if their event structures are differenty. then
Dummy_ Process could simply absorb the extri events on these different mattes, i the

possibility of non-determinism would not exist,

6.4 Other Uses of LOTOS Specifications

There exists many other possible applications of LOTOS s]n_t,mg.umn\ ln the subsections o

follow, we briefly discuss some of them.

6.4.1 Design Ducumentation and Communication

Since LOTOS enables unambiguous representations, there exist obvious advantages 1o using
this FDT to document systems and for communication. An application of LOTOS
specifications that is yet untried but holds great potential is to use them as standardization
documents. The level of detail and granularity conveyed by LOTOS specilications is diflicult
to create and maintain in informal documentation forms. Furthermore, since LOTOS
specifications allow to describe systems in an integrated manner, as opposed 10 descriptions
with partial models such as scenarios, they are more maintainable and evolvable. Moreover,
the executability of the language may allow dutom.lm, comparisons or consistency checking

amony successive spcuh(.auon.s of evolving standards.
6.4.2 Prototyping

A LOTOS specification may be considered an executable prototype of the system it describes,
All the benefits associated with prototyping are present. A specification may be used to identify
new requirements, evaluate and experiment with design aliernatives, and give carly exposure
to high-risk design jtems. For instance, specifications of combinations of services may be used
to determine if they interact in unintentional ways, a problem known as feature interaction.
[Fac95] gives a method of using LOTOS to detect feature interactions.
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G.4.3  Test Case Generation

LOTOS enables 1o systematically derive tests from specifications for black-box testing, We
nate that the main difference between traces and test cases (or more specifically, test inputs) is
that the former may consists of events from a number of execution threads while a test input
typically contains only events from one execution thread. A number of test generation methads
have been proposed. In [GuL8Y]. a semi-formal approach is described for deriving test cases
from LOTON specifications. The methad involves transforming a LOTOS specification into 2
symbolic execution tree, and converting this tree into 1 state diagram. Test cases can then be
derived by generation methods for FSMs. In [SchY3]. & method for data flow-based test
derivation is proposed. By performing data flow analysis of a LOTOS specification. all
associations among “inputs” and “outputs” are revealed and thereby criteria for test selection
can be derived. |Wéz‘)5§ presents an algorithm for deriving so-called conformance testers from
[-TSs. This method is based on [BriSS|’s theory of canonical testers. According to this theory, a
process P conforms™ to o process £2 if PJ deadlocks “less often” than P2 with respect 1o
traces common to P/ and P2, An implementation under test (IUT) conforms to a specificution
if no unexpected deadlocks occur when the 1UT is run concurrently with a process, called
cananical wesier, consisting of traces derived from the specification. This area of research holds

great promises and is the subject of continuing investigation,
.44 Leamiing Tool

LOTOS specifications and the specification process are useful tools for learning the designs
and behaviors of systems. As was shown in Chapter 4, the process of specifying a system
requires the specifier to think and analyze (and therefore, learn) about the system in such a way
as to relate together different partial descriptions and produce a unified picture. In this way,
designers are forced to learn how different scenarios of system usage fit together. This piecing
together of scenarios also helps to reveal incdnsi,stcncics among and incompleteness in these ‘
partial. models. |

The executability of the language also has useful implications for learning. Execution of a
specification can be regarded as a simulation of a system. For instance, step-by-step execution
animates a specification’s bchavibrs and the requirement for human assistance permits one to

-ctively learn the interaction between a system and its users. In fact, more sophisticated
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simulation tools that can display the actual physical components and behaviors of o system can
be envisioned. Figure 42 shows the interface of an animation tool for LOTOS specifications
being investigated at the University of Ottawa, The figure depicts a synchronization amony o
test process, d process representing a Base Transceiver Station (BTS) named bes . and a sub-
process of u process that represents a Base Station Controller (BSC) named bsoci on an event
that denotes the sending of a Location Update Request from best to baes The pavimeters of
the message state that the MS tow which the MESsage pertains tw has not been altocated @
Temporary Mobile Station Identifier (see “Locution Update Procedure™ on page 24 nar an

encryption key (see “Security Management™ on page 30).

Although the formal nature of LOTOS is benelicial in that it provides unambiguous notation
and facilitates formal reasoning, it decreases readability and understandability of
specifications. LOTOS specitications are generally considered *dense” and difficul to
understand. A possible solution to fucilitating comprehension is to automatically generate
graphical representations of the specifications, For LOTOS. u graphical notation, called G-
LOTOS [GLOTOS), was standardized with the language for this purpose. OF course, readistic

representations such as the one shown in Figure 42 also ease and enhance understanding.,

Scenarios facilitate understanding by allowing one to concentrate on narrow aspects of a
© system’s behavior at a time. Thus, another way 1o aid understanding of specifications is to

generate scenarios from the specifications.
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Figure 42 The display of an experimental animation tool for LOTOS
specifications developed at the University of Ottawa.
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6.4.5  LOTOS-Based System Development

A LOTOS-based development methadology that explonts the executability of specilivations i
bused on the concept of gradual refinements, This methodelogy is the vutcome ol the European
LOTOSphere projects [LOTY2|. Brictly, the gist of the method is as follows. First, usel
requirements are transformed into a formal specification. This specification, generally being
very abstract, is then successively refined in a number of steps. The constraint oriented stvle is
used at the most abstract level, while the monolithic and state-oricnted styles are considered
the most concrete. In each step. tool-guided correctness-preserving “stye tansformations™ are
used to refine the specification, Once sufficient details have been introduced. the LOTOS
specification is converted into an implementation, Currently, there exists tools (such s LOLA
[QPFSS]. CEASAR [Gurd4]) that are capable of generating C codes for a vestricted type ol
LOTOS specifications. Figure 43 dllusirates the process. The chalienges of this methoadology

~ .~ - . 1 . S "
are the transformauons, which must ensure CONSISICNCY Aoy suecessive specibeitions.,

In the context of GSM, and with technical standards in general, one may not always be
reguired to start with informal requirements as more concrete deseriptions of the system are

already be available. In such cases, it is only logicul w base development un these deseriptions.

Infonmal LOTOS
Specification Specilicaton Specitication |
and l
Validatim

1 Cinmectness-Mreseving
1 Transfonnations

|

LOTOS |
Specification N

|

[ lmplementation |

Figure 43 A LOTOS-based development methodology.
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CHAPTER 7 Contributions and Future
Work

In this chapter we sumnurize and evaluate the results that have been reported in this thesis.
Section 7.1 contains an overview ol our contributions. In Section 7.2, we discuss some possible
Tuture research aveas, and outline an integrated specification and validation environment for

LOTON specitications.

7.1 Contributions

The major contributions of this thesis are:

«  Definition of scenario
Mast definitions of use cases and scenarios that exist in the literature leave room for
interpretation. For instance, they only state that use cases are sequences of events, and
do not specify whether they are class concepts nor define the relationships that exist, if
any. among events in each sequence (see Section 1.2.2), The detinition we presented is a
combination of existing definitions and it states’precisely all aspects associated with ,
scenarios. Some may not agree with our detinition (pgriiculurly our view af scenurios as
class concepts), but it should be noted that the given definition is a consolidation of
existing definitions and therefore it does not differ drastically from them. It was

essentab that we give as precise as possible a definition of scenarios because they ure
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the driving foree of the proposed specification process. We would not ive been able 1o
give the specification and scenario generation methods i their definition wis lefl

unclear ar imprecise.

«  Specification Process
The seenario-oriented specification method presented in Section .2 FCPIesCIs an elfon
to identify and organize the activities associated with praducing LOTOS specitications,
We believe that writing specifications is one of the most basic and nuportint aclivities
ol using LOTOS, and that the analysis and documentation of this Process iy a
prerequisite for adoption by industry. Although the goal ol deriving 4 formal Provess
wils not completely achieved, the proposed process is a first step towards establishing

systematic procedure for praducing LOTOS specilications.

*  LOTOS Specificution of a Mobite Communication Systiem
A LOTOS specification of GSM way generated as part of this thesis (see Chapier § and
Appendix B). We believe that this formal specification of a system ot real xize and 1w
techniques and language “tricks’ that were used are mteresting in thei own rign
{Section 3.5, Section 5.3.3, Section §.3.4 and Section 5.5 1), Others have presented
specifications of similar systems (e.p., |CaVOU)] and OrPYO) but their specifications

deatt only with speciatized parts of the systems.

*+ Scenario Generation/Recognition Techniques
Gur comparison of scenarios and LOTOS traces led to the identification of conditions
under which traces correspond to scenarios (Section 06.2.1). We also outlined twa
approaches (using step-by-step execution and symbolic execution) for penerating
scenario-like sequences of events from LOTOS specifications (Section 6,2.2 and
Section 6.2.3) and for using specifications to recognize scenarios that are at slightly

different abstraction levels (Section 6.2.3).

7.2 F‘uture Work

- The proposed method of trunsforming collections of scenarios into formal models represented
by LOTOS specifications; as presented by this thesis. is based on the formalization and

integration of sceénarios. The process is rather laborious and needs 1o be automated in order to
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be ol practical value when dealing with systems of real size. Full automation may be
impossible, However, we suggest that further work be directed towards finding and
automating, as much as possible, partial technigues for formalizing and amaltgamating

SUCHITTON.

O dissection and formalization of the process is a step towards this goal. The given process
produces @ monber ol intermediate madels that perhaps could serve as the means of going {rom
vollections of partial madels w LOTOS specifications. Indeed, the automation of some of the
steps seems guite promising. For instance, the automatic consolidation and translution 1o
LOTOSN of the Architecture Maodel and the Object Behavior Models (OBMzs). and the
satonte derivation of the Tatter fron the dntegrated Scenario Model (ISM) seems 1o be only u

maner of syntactical manipuliaton.

Ihe ditficalty of automating the proposed specification pracess appears 1o be the formalization
of scenirios and their integration into the ISM. The work of Buhr ef af. on utilizing Use Case
Maps (LUCMs) as the means 1o canstructing high-level system designs, might be illuminating 10

these ditficulties. The work of | ABBLYS} seems to be a further step in this direction.

The problem of automatic generation of scenarios from LOTOS specifications is related to the
Prablem of penerating tests, with the difference being the criteria that muke a sequence of
events i seenirio or a test case, Similarly, the ‘scenario recognition test’ execution techniques
presented in this thesis are only variants of LOTOS test execution techniques. As such,
LLOTOS test generation and execution principles need to be mve\llbated to determine their

applicability to scenarios.

Atthe time of writing, LOTOS tools that allow to execute specifications in other modes beside
s:cp-by-slcp. and symbolic execution were just becoming available, The applications of these
- ols for the generation scenario:like sequences appears hopeful but remains to be investigated.
~Goul-oriented execution tools, which allow to construct a p.uh between two points, seems
particular Iy ploml\lllL ‘ : '
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Appendix A

Traces Generated by the Tool ISLA

[ this section, we give some more races of the GSM specification generated by the ISLA
[HERY] ool of the ELUDO toolkit [STSY4). These traces are captured from step-by-step
execution of the GSM specification, in which anly one mobile station.is created (see
Section 3.3.3) o minimize the number of available events at cach system state. Because only
ane mobile station exists, a trace contains only events that are triggered by that MS invoking a
service and. therefore. it corresponds Lo an instance of some scenario (see Section 6.2 1and
Section 6,2.2),

The traces given below have been edited to fit the pages and to improve readubility. We give a

-Step-hy-step narration for one trace and provide time sequence diagrams for the others.

Trace I Neiwork Aceess, Lucation Update - ‘TMSI Unknown

Figure 44 shows the Network Aceess and Location Update scenarios. described in Figure 2.4.2

aed Figure 2,43, respectively, A corresponding time sequence diagram is given in Figure 45,

In this particulur scenario, the mobile station, identified by the directory number ms4, is newly
created (line 2). 1t wnes to the BroadCast CHannel and listens in for cell identification,
‘Random Access CHannel ([\ACH). and other brouadcast information (line 3). It then sends a
chinnel request, included with this request is & random number (: rmd7) and the reason for the
lu.]llL\l which is locutlon udelc {lined). A BSC. named hse(msc(1,2}), receives the request
{line 3}, and du.ndu on an Immediate Assignment. The ldcnnues of the granted channels
(tle !mnl 2) are transmitted 1o my4 on the commaon P.u.mg, Au,e\\ Grant CHannel (PAGCH).
Note that there i is a small plobabxlity that other mobile stuuons, who have requested radio
channels and are listening on the PAGCH. might mistakenly interpret the paging as intended

for themselves. Thuy, more than ane MSs might start transmitting .on the dchanF2, resulting in
. | . ;
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a collision of messages. The first message ms+ sends on the new channel is its werminl
information- (line 12). In response to the first message on the allocated channel, the BTS
bes(bsclmse(1,2),1) sends buck the random number (line 13). H @ mobile station finds that thus
random number is not the same as the one it has sent, it leaves the chamnel G possibly stirs
the procedure of requesting new channels). In the wrace. myd receives back the same Gadom
number as the one it sent, and so it goes into dedicated mode (line 19, misd then sends
location update request to MSC msef /). Since a Temporary Mobile Subscriber Fdentiny was no
mcluded with the request. the VLR ask msd to provide s dentifier. msel replies with s
International Mobile Subscriber ldentifier (IMS1) imsid which. in vur specilication, was

derived from the directory number s,

Trace 2: Mobile Terminate Call - Late Channel Assignment

The scenario represented by the trace in Figure 46 is deseribed in Section 2,94, A tlime

sequence diagram corresponding to the trace is shown in Figure 47,

Note that the parameter nobChan in the trace does not mican that no channels have been
granted, rather it means that no voice channel have been assigned but sienalling channels have

- been granted.

Trace 3: Location Update with IMSI, Authentication, Set Cipher Mode
The trace in Figure 48 shows the following behavior:

I. The MS requesting location update (lines 3-3).

2, The MSC asking its VLR 1o update its database (line 6),

3. The VLR informs the HLR to update its database (Jines 7-11)
4. The VLR authenticate the MS (lines 15-27) |

3. The VLR sets the encryption mede with the MS (lines 28-35)..

-
3

Note that the VLR did not update in step 2 above. In this scenario, the VLR will update its
database after the Set.Cipher Mode scenario has ended which, unfortunately, #lso happens to

be the end of our truce.
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Figure 45 Location Updaie - TMSI Unknown
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Appendix A: Traces generated by the tool ISLA
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