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Abstract

Over the past few years, Deep Learning (DL), a promising technology leading the next
generation of intelligent environments, has attracted significant attention and has been
intensively utilized in various fields in the fourth industrial revolution era. The applications
of Deep Learning in the area of Mobile Edge Computing (MEC) have achieved remarkable
outcomes. Among several functionalities of MEC, the service migration frameworks have
been proposed to overcome the shortcomings of the traditional methodologies in supporting

high-mobility users with real-time responses.

The service migration in MEC is a complex optimization problem that considers sev-
eral dynamic environmental factors to make an optimal decision on whether, when, and
where to migrate. In line with the trend, various service migration frameworks based on
a variety of optimization algorithms have been proposed to overcome the limitations of
the traditional methodologies. However, it is required to devise a more sophisticated and
realistic model by solving the computational complexity and improving the inefficiency of
existing frameworks. Therefore, an efficient service migration mechanism that is able to

capture the environmental variables comprehensively is required.

In this thesis, we propose an enhanced service migration model to address user prox-
imity issues. We first introduce innovative service migration models for single-user and
multi-user to overcome the users’ proximity issue while enforcing the service execution effi-
ciency. Secondly, We formulate the service migration process as a complicated optimization
problem and utilize Deep Reinforcement Learning (DRL) to estimate the optimal policy
to minimize the migration cost, transaction cost, and consumed energy jointly. Lastly, we
compare the proposed models with existing migration methodologies through analytical
simulations from various aspects. The numerical results demonstrate that the proposed
models can estimate the optimal policy despite the computational complexity caused by

the dynamic environment and high-mobility users.
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Chapter 1
Introduction

With the continuous advancement of mobile devices and the dramatic development of
network technology, people’s everyday lives have enhanced tremendously. Based on the
advanced equipment and the evolved network, various high-tech concepts, such as Smart
City, Smart Factory, Autonomous Vehicle, Internet of Things (IoT), Virtual Reality (VR),
and Augmented Reality (AR), have emerged, leading to an exponential increase in the com-
plexity and throughput of network communication, requiring more computational power.
Mobile applications derived from these advanced environments have required significant
computation resources and energy consumption. Despite the constant evolution of capa-
bilities, mobile devices are insufficient to keep up with rapidly increasing demands. Thus,
Cloud Computing, which provisions flexible computation and network, draws increasing

attention from academia and industry to implement the technologies mentioned above [1].

1.1 Background and Problem Statement

The Cloud Computing paradigm has directed in the ubiquitous era of connecting all de-

vices and people to the network [209]. Even so, there are inherent constraints on Cloud



computing derived from the physical distance between User Equipment (UE) and cloud in-
stances. The trade-off between proficient computational power and communication latency
is significant, emanating tremendous efforts to obtain an adequate solution. Consequently,
Mobile Cloud Computing (MCC) has emerged to provide cloud services in proximity to
mobile equipment, coping with the inherent overhead and latency of Cloud computing.
Several conceptual models and proposals related to EC, such as Cloudlet [169], Fog [12],
and Mobile Edge Computing (MEC) [112], have been devised to improve the performance
of the technology. Furthermore, mobile application scenarios based on MCC have been

presented to bring the computing capability to the proximity of UE [96].

MEC deploys cloud devices as quickly as possible with users to efficiently use cloud capa-
bilities. Due to these characteristics, MEC is in the spotlight as a paramount technology
for realizing future-oriented concepts that require rapid interaction, such as Vehicle-to-
everything (V2X) communication and autonomous driving. Numerous studies have been
conducted to discover a more profitable MEC idea. Multiple researchers have proposed
the offloading model, which determines where services execute between the UE and the
edge server. Similarly, resource allocation models have also been introduced to utilize the
limited cloud servers efficiently [59, 60, 70,74, 83,88, 102, 103, 116, 122, 185, 198, 210, 219].
Furthermore, as it becomes challenging to predict users’ movement patterns due to their
diversity and complexity, service migration, which moves services within distributed MEC
servers, is a prominent solution to cope with the issues. Network performance degrada-
tion caused by the mobility of UE and the limited coverage of clouds can be mitigated by

migrating services according to the UE location [194].

The service migration in MEC is a complicated optimization problem since the decision
on whether, when, and where to migrate depends on many dynamic environmental variables
involving user mobility, communication channel characteristics, and resource availability
[128]. The migration model pursues to retain competent Quality of Service (QoS) with
low latency and reasonable cost. It constantly moves the service to the proximity as
responding to the user mobility to enhance communication efficiency. Although frequent

migrations can reduce latency or reinforce network usage efficiency, they derive increasing



the migration cost and deteriorate energy efficiency and QoS on account of downtime or
communication channel management overhead [37]. In this regard, notable achievements
have been yielded from research on service migration. Nonetheless, they are insufficient to

manage the real-world environment with more complex scenarios.

1.2 Motivation and Contribution

In recent years, owing to advancements in Artificial Intelligence (Al), several innovative
algorithms based on enforced optimization methods have been developed, which have been
utilized in different fields to solve a wide range of optimization problems. In terms of
the service migration in MEC, the application of Al technology to recognize and respond
to multi-dimensional information from the surrounded environment has been extensively
studied, and promising outcomes have been achieved. Therefore, It is conceivable to im-
plement an active solution that is able to make optimal decisions dynamically in the face

of any unforeseen situation rather than simply operating in the known environment.

In our work, we propose a novel service migration model based on Deep Reinforcement
Learning (DRL) that deals with the complicated real-world service migration scenarios in
MEC. While devising a single-user DRL-based service migration model, we propose the
possibility of applying DRL to complex service migration problems. Furthermore, we can
achieve realistic scenarios by considering more environmental elements and multiple users
with random mobility patterns. Different from the single-user models, this extensive service
migration model allows the agent not only to recognize the users’ mobility pattern but also
to manage the migration process with a comprehensive perspective, which involves more
environmental constituents, such as migration and transaction costs, energy consumption,
and computational capabilities. The DRL methods are also applied to deal with the
high computational complexity caused by the model’s extended parameters. The major

contributions of our work are as follows:

o We design an extensive service migration model that performs the service migration



according to the optimization policy related to the encountered circumstances. At
the same time, we also formulate the problem of service migration in a multi-user
and multi-server system. The problem consists of various components such as the
migration and transaction costs, QoS, the energy efficiency of the mobile devices, and
the load balancing on the servers. We also consider practical, real-world scenarios
where environmental conditions vary randomly and users follow random mobility

patterns.

e To cope with a high computational complexity that may be caused by an unpre-
dictable dynamic environment, we employ DRL algorithms, as well as their improved
versions, such as Dueling and Long short-term memory (LSTM), to recognize the en-

vironmental factors and estimate the optimal policy.

e A comprehensive set of simulations are conducted to evaluate the effectiveness of the
proposed DRL algorithms in a dynamic environment with high mobility users. Then,
The performance of the proposed algorithms has been compared with each other as
well as other conventional and heuristics, such as Always-Migration, No-Migration,

and Q-learning from various aspects.

1.3 Thesis Outline

The remainder of this paper is organized as follows.

In Chapter 2, we start with the basic knowledge of Edge computing (EC) concepts.
After that, we overview the related literature related to service migration in the MEC
area that contains solutions to improve the efficiency of the service migration process.
Furthermore, conventional approaches to solving service migration problems are presented.
We then overview the state of the art with regard to DL technology and discuss learning-

based solutions for service migration.



In Chapter 3, we propose an enhanced service model for the optimization problem
of the service migration with a single user. An expanded reward function is formulated
with various determinants to determine the optimal migration policy. We demonstrate the

efficiency of the model by analyzing the simulation results.

In Chapter 4, we introduce a multi-user service migration model to estimate the optimal
solution to the proposed problem. We present the numerical results regarding our proposed
DQN-based models and compare them with the existing migration models to validate the

improvement of the proposal.

Chapter 5 concludes our work and presents the open issues and challenges related to

the service migration problem.



Chapter 2

Related Work

In this chapter, we first overview the detail of EC technology, including primary concepts
and literature related to them, and provide specific information on MEC architectures.
Then, we show the importance of service migration in MEC by discussing the related lit-
erature that contains solutions to enhance the efficiency of the migration strategy. In the
subsequent, we review the valuable DL technology regarding functionalities and applica-
tions. The hierarchy of existing methodologies is described with use-cases that utilize DL

to accomplish the optimal solutions for diverse issues.

2.1 Edge computing technology

As the applications of EC, which pursue deploying computing, storage, and service re-
sources in the proximity of UE, have been diffused, multiple EC structures have been
introduced for practical processing or deploying tasks. UEs generate requests that involve
services or data to be processed at the edge or cloud server in the EC environment. These
tasks are offloaded depending on the network communication conditions and the comput-

ing capacity of nearby edge servers or cloud servers, as well as migrated following the user’s



mobility. Although they have slightly different technical approaches, the EC architectures

are generally classified into three main concepts: Cloudlet, Fog, and MEC.

In this section, we discuss existing studies related to detailed features for each of the
three prominent EC architectures. Furthermore, we also describe the MEC concepts’

fundamental principles, including characteristics, merits, and demerits.

2.1.1 Cloudlet

Cloudlet architecture, which consists of three-tier hierarchies: mobile devices, cloudlet, and
cloud, exploits a data center in a box to bring the centralized cloud to the vicinity of UEs,
as shown in Figure 2.1. Although the computational performance and storage capacity of
end-user devices are enormously improved, it is inadequate to process rich media content
solely. Cloud computing also has restrictions in performing services that require high-speed
processing because of the latency caused by the distances to the server. Cloudlet enables
vivid interactive response to tackle end-to-end latency by deploying the virtualized service

on a nearby cloudlet, generally one hop from UEs [169,170].

In [170], the improved cloudlet concept, GigaSight, was proposed to solve the high
cumulative data rate issue of incoming videos from many cameras. The authors employed
a type of “analytics” supported on cloudlets, which preprocesses video streams by editing
out frames or blurring objects. T. Verbelen et al. [185] introduced a fine-grained cloudlet
idea, which manages virtual machine (VM) applications on a component level to avoid

transferring a whole VM from the cloud to the cloudlets.

The applications of cloudlet technology intensively have been studied to ensure the
efficient usage of cloud resources. Some researchers have conducted studies related to

improving cloudlet performance by evaluating the impact of user mobility or execution

locations and implementing novel models based on cloudlet [72,75, , 120]. Moreover,
extended studies based on cloudlets, such as Data Prefetching [39], Data Caching [7, 104],
and Data Transfer [90], have proceeded.
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Figure 2.1: Cloudlet Computing.

2.1.2 Fog

Fog computing, first introduced by CISCO, is an extended notion of a Cloud computing
framework to support a number of IoT services and applications. The virtualized platform
extends computing and storage capacity in distinct cloud computing servers to the end-
users’ neighborhood [12]. As shown in Figure 2.2, the Fog nodes composed of numerous
Fog components are widely distributed close to the UEs and interact with not only each
UE but also other Fog nodes. Services and applications, such as real-time or big data
analysis and High-definition (HD) video, can be performed in Fog nodes. Apart from that,

fog nodes are also required to interplay with the cloud to keep data and service coherence.

Several applications have been proposed based on the Fog paradigm to facilitate the

concept’s benefits. In the paper [151], the authors devised a device-to-device (D2D) of-
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floading framework to minimize the time-average energy consumption for all users’ task
executions. K. Intharawijitr et al. [113] concerned latency regarding communication and
computing delay in Fog architecture. They established a mathematical model to clar-
ify the latency in the Fog network. In [216], a computation-efficient solution based on
mixed-integer nonlinear programming is offered to reduce the computation and transmis-
sion latency in a fog computing supported software-defined embedded system (FC-SDES).
The authors concentrated on the task scheduling and image placement problem to balance
the workload on the UE and fog node sides.

Meanwhile, the challenges are also apparent despite the advantages of Fog comput-
ing in terms of low latency, bandwidth economy, heterogeneous features, and low energy
consumption. Fog nodes, which are spread out innumerably, have relatively limited secu-
rity preparation and monitoring compared to cloud servers. Thus, security issues such as

authentication, secure communication, and privacy are inevitable [139, 177].

2.1.3 MEC

Emerging technologies for 5G networks and advanced mobile devices facilitate the de-
velopment of MEC, which provides virtualized service components and cloud computing
capacities at the edge of the mobile network. MEC results from ETRI’s efforts to achieve
low latency, proximity, high bandwidth, and real-time insight over the Radio Access Net-
work (RAN). As described in Figure 2.3, MEC servers exist in the base stations to ensure
a high-quality network operation and provide cloud services in the proximity of mobile
users. The MEC paradigm, which supports high data rates and low latency computation,
enables diverse, innovative services such as augmented reality, Intelligent Video Acceler-
ation, Connected Vehicles, and IoT gateways. It allows mobile users accessing the base
station to efficiently use the abundant computational power with less latency, facilitating
flexible applications that demand intensive computation and ample storage space. Unlike
Cloudlet or Fog, which can be located anywhere for convenience, the MEC server must be

deployed near the BS due to the dependency on mobile operators [1,98, 112, 125].

9
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Figure 2.2: Fog Computing

On the other hand, there are still open challenges requiring attention, even though the
advantage of MEC has introduced several opportunities and service usages in various as-
pects. In the architecture, the allocation and management of MEC resources are crucial for
improving the quality of mobile networks. Therefore, it is necessary to implement a model
that comprehensively considers resource allocation and service execution location. An al-
ternative must be prepared to obtain an optimization solution to handle the complexity
induced by complex factors and many users. It is also expected to focus on investigating a
novel method to predict the mobility of fast-moving users and efficiently and persistently

migrate virtualized services.
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Figure 2.3: Mobile Edge Cloud Computing

2.1.4 MEC Conceptual framework

Numerous attempts to obtain a smoothly operated mobile cloud network architecture have
produced various MEC concepts in the literature. Many optimization methodologies are
adopted based on these concepts to derive more practical MEC models. We briefly describe

each MEC concept and examine the features and applications.
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Small Cell Cloud

Small Cell Cloud (SCC) is a more advanced technology than Cloudlet to provide higher
spectral efficiency. The Small Cell enhanced NodeB’s cloud-enabled (SCeNBce) enables
short-range wireless access and proximity computation resources by deploying resources of
computation and radio in the vicinity of the end-user. A small cell cloud manager (SCM)
plays a significant role as a control entity of SCC, which is reliable in handling the cloud
resources and is involved in the deployment of new services and the migration of services

in progress to enhance the service utilization for the end-users [1241].

According to the deployment of SCM, the architecture of the SCC network is categorized
into the centralized SCM and the distributed hierarchical SCM, which is in a distributed
manner. As shown in Figure 2.4, the centralized SCM has two options: the standalone
SCM and the SCM as an extension. Concerning the first option, SCM is deployed closer
to users within the radio access network to reduce communication overhead between the
Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and the Evolved Packet
Core (EPC). The other option is to install SCM in the EPC to maximize the computing
usage of all SCeNBces [10, 121].

In terms of the distributed hierarchical SCM, two novel architectures, a hierarchical
SCM (H-SCM) and a virtual hierarchical SCM (VH-SCM), are introduced to control com-
putation efficiently in the SCC network [10]. In H-SCM, the SCM is physically separated
into a local SCM (L-SCM) and a remote SCM (R-SCM), as shown in Figure 2.5. The
L-SCM adjusts several SCeNBces nearby and deals with relatively low complexity com-
puting requests. Otherwise, the R-SCM conducts a role similar to the centralized SCM,
which is able to exploit the computing capacity of all SCeNBces interacting with the EPC.
Furthermore, the VH-SCM is devised to reduce the high cost of the H-SCM (see Figure
2.6). It virtualizes the L-SCM into the SCeNBces, which means that the functionality
is incorporated into the deployed VMs. Therefore, it is not required to install additional

hardware.

12



Fast Moving Personal Cloud

In the paper [193], MobiScud, an evolutionary mobile network architecture, was intro-
duced to constantly provide personalized virtual machines to mobile network users near
the framework. MobiScud is a standard mobile network based on cloud and Software De-
fined Network (SDN) technologies to support low latency services or applications. The

architecture is displayed in Figure 2.7.

A MobiScud control interacts with the cloud resources and the SDN machines to of-
fload traffic to a private VM hosted in the cloud. It also monitors the mobile network
activity and routes the network data flow between the SDN and the cloud of the provider
through the RAN. Although the network architecture has aroused appropriate usages of
the computation resources with low latency, it has a limitation of allowing only the se-

lected application to use closely located private VMs, and other requests are processed

E-UTRAN | EPC
+ | >
[\ SCM
s TN
. =" i
SCMin =287 sCcMin EPC
E-UTRAN.-7 "~
eNB P “a

UE
SCeNBce
f
2 P-GW
UE
(1)
49 v
SCeNBce

Figure 2.4: The centralized SCM in SCC architecture
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Figure 2.5: The structure of the hierarchical SCM

through the default gateway. Therefore, there are still optimization issues for choosing

proper offloading.

Follow Me Cloud

The Follow Me Cloud (FMC) concept and framework was introduced by T. Taleb et al. to
allow cloud services in the distributed datacenter to follow users on the move by involving
the decision process [183, 184]. The two essential elements of the concept are the FMC
controller and the DC/GW mapping entity. The DC/GW mapping entity connects the
data centers to the distributed S-GWs and P-GWs based on diverse metadata statically
or dynamically. These can either be two independent architectural components, two func-

tional entities collocated with existing nodes, or operate as software on any data center of
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Figure 2.6: The structure of the virtual hierarchical

the fundamental cloud.

The framework does not demand extra complexity to the existing mobile network ar-
chitecture and is highly reasonable, practical, and standardized. As illustrated in Figure
2.8, a user receives an application or a service from a distributed datacenter located nearby
at a particular moment. Then, the user moves to a different place and continues to utilize

the remaining service from the current nearest server since the FMC controller migrates

the service.

CONCERT

In [121], the authors applied the SDN paradigm to devise a converged edge infrastructure
for future cellular networks named as CONCERT concept. As shown in Figure 2.9, the
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Conductor of the architecture coordinates and virtualizes data plane resources, such as
the radio interfacing equipment (RIEs), the software-defined switches, and computational
resources, resulting in the decoupling of the control and data planes. Although the control

plane is denoted as one entity, the Conductor can be additionally designed hierarchically
for better control scalability since it is a logically centralized entity.

The control functions interfacing toward the data plan include radio interfacing, man-
aging wired network, and handling location-aware computing. The controller deals with
data plane resources and receives network context information through dedicated control
channels. All the resources for the interface related to the software-defined service, such

as computational, networking, and radio, are virtualized. Based on these virtualized re-
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sources, CONCERT facilitates various applications of software-defined services.

2.2 SERVICE MIGRATION IN MEC

Due to limited resources and capacity in the MEC environment, it is imperative to effi-
ciently allocate and manage resources related to the optimization problem of minimizing
process latency, balancing loads, and maximizing computation efficiency. In the field of
MEC, constant research has been conducted on resource allocation methods and service
execution locations. As a result, various MEC concepts, such as SCC, MMC, Fast Moving
Personal Cloud, FMC, and CONCERT, have been derived [125]. Besides resource distri-

bution issues, energy consumption issues are attracting attention to appropriately control
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the burden of maintaining energy as the importance of energy management surges [37].

Significantly, the interest in service migration has increased concerning mobility due
to mobile device usage in recent years, and related studies are actively being conducted.
Therefore, we investigate and analyze existing service migration models to strengthen the

knowledge for future research.

2.2.1 MDP-based Migration Models

Traditional service migration models are primarily employed Markov Decision Process
(MDP) [118]. In the MDP decision procedure (Figure 2.10), a mobile user has two action
spaces: moving forward with a probability p and going back with a probability (1 —
p). Based on the probability, the MDP policy u is defined as the tendency to take a
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Figure 2.10: MDP model for service migration.

specific action a in a particular state s. Optimal decision-making policy is realized through

immediate and expected future rewards given according to the selected actions.

The polynomial time-complexity algorithm was invented by S. Wang et al. [195] to
define the optimal thresholds. The users followed a one-dimensional asymmetric random
walk mobility model in the proposed model. They showed the optimal threshold policy
for determining the optimal action based on MDP. Unlike previous works related to the
one-dimension model, the distance-based MDP framework was proposed to compute a
migration strategy for the 2 — D mobility users efficiently in [196, 197]. They formulated
the numerical cost function to indicate the migration and transition costs. Furthermore,
the author conducted the simulation model with the real mobility traces of taxis in San

Francisco to discover a real-world scenario.

2.2.2 Application of Various Optimization Algorithms

Many studies have attempted to apply diverse optimization algorithms and methodologies
to optimize the service migration models. The authors in [179] introduced the PRoflt
Maximization Avatar pLacement (PRIMAL) strategy to optimize the trade-off between
the migration gain and cost in the cloudlet network. They employed an Avatar concept

placed in a cloudlet to interact with each end-user. Besides, they adopted the Mixed-Integer
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Quadratic Programming (MIQP) tool to solve the PRIMAL problem.

A. Nadembega et al. [I11] presented a mobility-based services migration prediction
(MSMP) model to achieve both the optimal micro data centers (MDCs) selection and the
requested service adjustment. The suggested model adjusts the data transfer sequence
between distinct MDCs and the user based on the user mobility and the data center’s esti-
mated capacity. It concerns three schemes: a data-transfer-throughput estimation scheme
(DTT), a service-area-handoff-time estimation scheme (AHT), and a service migration

management scheme (SMM).

A. Machen et al. [128] presented a live service migration framework to handle both
the service down-time and the overall migration time. Three layers, such as the base,
the application, and the instance layer, were contained in the generic layered migration
structure. They separated the running and idle services into the application and instance

layers and used incremental file synchronization to minimize service downtime.

The paper [116] explored the service performance optimization in the mobile edge re-
garding a long-term cost budget constraint, resulting in an online service placement frame-
work to manage the performance-cost trade-off. The authors revamped the long-term
budget into a real-time problem based on Lyapunov optimization to handle unanticipated
user mobility. They controlled the designed issue by applying the Markov approximation.
Furthermore, a distributed approximation scheme was offered based on the best response

update technique to guarantee the proposed model’s scalability and amenability.

2.2.3 Energy efficiency in MEC

In addition to works regarding the service migration cost, several studies related to energy
efficiency issues in MEC have been performed. In the article [I11], the authors investi-
gated the correlation between migration distance and equipment transmit power. They
established a dynamic service migration model through the migration strategy and the en-

ergy consumption anticipation derived based on the optimal stopping theory. Ultimately,
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they demonstrated the effectiveness of the proposal in solving the migration path selection

problem through intensive simulations.

Y. Yang et al. [207] used a Mixed Integer Linear Program (MINLP) to build the Green-
Oriented Problem (GOP) formulation, which minimizes energy consumption on mobile
devices. Their solution comprehensively considered the offloading decision, wireless com-
munication resource allocation, and computational resource allocation. Moreover, they
adopted the Q-learning method to find the optimal policy of the mathematical GOP model

for the tasks migration problem.

The paper [199] focused on reducing the energy consumption of smart mobile devices,
developing the fine-grained migration based on a generation algorithm (FGMBGA). They
not only attempted to achieve the smooth execution of tasks within migrations but also
enhanced the migration strategy by applying a fine-grained linear chain task decomposition,
which classifies the target task into a set of subtasks. They also measured the task delay
threshold and the energy consumption between the UEs and MECs. They achieved a

migration strategy that dynamically responds to complex situations through these.

In [36], A. Boukerche et al. invented a task-centric offloading framework to manage
the communication overhead and the offloading energy consumption, both incurred by
numerous offloading requests. In addition to that, a cloud task-centric scheduling algorithm
has been presented to increase the energy efficiency during the offloading process between
Cloudlet and remote Cloud. The priority of local task interest was measured via frequent

tracking of the task execution to arrange the offloading resources.

2.3 Conventional approaches to solve Service Migra-

tion

This section describes optimization algorithms and methodologies used in traditional ser-

vice migration studies. We investigate structural optimization approaches, such as layering,
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as well as various algorithms to understand existing service migration studies comprehen-
sively. In terms of optimization algorithms, although many conventional algorithms have
been invented and utilized to find optimal solutions in research areas, we only concentrate

on algorithms that were applied for service migration solutions.

2.3.1 Three-layered Migration Framework

In the process of migrating an application, the progress of the running application and
related data are recorded in the in-memory state. In this process, the service downtime
inevitably occurs when moving the recorded information and services. The authors of the
paper [120, 128] devised a three-layered migration framework using layering to minimize
service disruption (as shown in Figure 2.11). They modified the existing two-layer frame-
work by separating the application layer into two layers: the instance and intermediate

application layers.

The base layer consists of the guest OS, kernel, and other essential components, which
are the foundation of running applications. All MECs have their own copied base layer
to run on the migrated service. Hence, it is unnecessary to transfer this layer between
MECs, which allows a service downtime to be decreased. The intermediate application
layer is a layer for a deployed application and any data related to the application. When
the migration of an application is required, the application layer may be preferentially
migrated while the service is still running. The instance layer is involved in the running
state of the application, which causes downtime of the service during it is migrated. The
three-layered migration model can significantly reduce downtime due to service migration.
In addition, the overall migration time can be reduced by checking whether the base and
application layers exist in the target MEC and by transferring only the instance layer

without moving all three layers.
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Figure 2.11: The three-layer model.

2.3.2 Destination And Mobility Path Prediction

A. Nadembega et al. [110] built a mobility prediction, Destination And Mobility Path Pre-
diction (DAMP), to enlarge the network communication efficiency. The prediction model
provides the destination and movement route of arbitrary users based on the user’s moving
history and information. DAMP has two processes: Destination Prediction Model (DPM)
and Path Prediction Model (PPM), as shown in Figure 2.12 [I411]. PM predicts a user’s
destination by using databases, which contain User Contextual (UC) knowledge, Navi-
gation Map (NM), and User Frequently Visited Location Trace (UFVLT). Furthermore,
BPM consists of selecting a road segment from among one or more road segments towards
the destination based on prior knowledge of the destination obtained through DPM. The
process starts at the current location and repeats until a pre-specified travel time or the
destination is reached. At each road junction, PPM determines a set of road segments
from among the road segments neighboring the current road junction, reducing the size

of the set of adjacent road segments for the selection process. Then, the priority of road
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Operaton

In [111], the authors utilized the DAMP process to build the MSMP. DAMP was
leveraged to predict the path of a given user in the model. Through DAMP, they obtained

information related to the user’s mobility, such as the frequently visited locations, the

direction of the route, the contextual knowledge, the current trajectory, and the conceptual

spatial maps. The proposed model predicted the optimal route to the final destination by

iteratively selecting the most probable potential route among the subsequent road segments

through DAPM. Historical and contextual knowledge of mobility contributed to enhancing

the prediction’s accuracy.
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2.3.3 Mixed-Integer Quadratic Programming

MIQP is a mixed integer program in which the objective function is quadratic in the integer
and the successive variables. Its constraints are linear in the variables of both integer and
continuous variables [119]. The determined MIQP is in NP since a solution of polynomial

size exists if the decision version of MIQP is feasible [152].

In [179], the authors formulated a MIQP problem to solve their PRIMAL strategy,
which is a cloudlet network architecture to maintain lower end-to-end (E2E) delay for
communications between each UE and its software clone in a cloudlet. In order to sustain
low E2E delay of communications, it is necessary to monitor the movement of UEs and
keep an optimal distance between UEs and Avatars. The authors used MIQP to optimize

an objective function consisting of the gains and costs of the migrations.

H. Yao et al. [208] engaged a VM migration problem in roadside cloudlet to reduce
VM migration as well as general network communication traffic. They structured a static
off-line VM placement problem as MIQP and solved the complexity of the derived solution
by using a heuristic algorithm, which is composed of two phases: a shortest path-finding
algorithm based on link capacity constrained and a cost weighted-based VM placement
algorithm. They derived their proposal by considering various constraints such as path
selection, virtual machine placement, resource capacity constraints, link capacity, and net-

work cost.

2.3.4 Optimal Stopping Theory

The optimal stopping theory is a statistical decision method to find the time to execute
a specific action based on continuously given variables in order to obtain the optimal
expected reward or cost. The optimal stopping problem is to repeatably determine when
to stop a stochastic process among all possible candidate sets to maximize reward or utility.
Representative optimal stopping problems include the Secretary Problem, the Sequential
Probability Ratio Test, and the Two-Armed Bandit Problem. [187]
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J. Hu et al. [I11] presented a dynamic service migration strategy that minimizes the
energy consumption resulting from service migration. They used the optimal stopping the-
ory to obtain the expectation of the optimal migration energy consumption utilized in the
proposed model. The optimal stopping rule is to choose the most appropriate moment to
stop observation and take additional action established on a constantly monitored random

variable.

In [203], the authors also applied the optimal stopping to achieve the maximum expected
energy savings, which was an essential determinant of their strategy for the best cache
replacement. The random variable distance sequence determined the energy consumption
sequence. The energy-saving was sequentially checked by comparing the contents obtained
from randomly selected nodes. The optimal node was selected according to the iterative
comparison process. Optimal stopping determined the optimal stopping point during these

repeated comparisons.

The authors of the paper [215] proposed a live virtual machine migration model to
handle the continuity issue of cloud services in cloud-assisted vehicular networks. They
developed the migration solution based on the optimal stopping framework. Furthermore,
the one-step look-ahead approach was applied to optimize the organized optimal stopping
problem. In [I1], G. Best et al. established an optimal stopping formulation to allow a
monitor vehicle to be located adjacent to an autonomous robot. Statistically predicting
the autonomous robot’s trajectory prevented the robot from going outside the tracker’s

surveillance range.

2.4 Learning-based solutions for Service Migration

This section overviews DL technology and describes some commonly applied deep learning

algorithms that can be employed to solve complex service migration problems.
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2.4.1 Deep Learning Overview

Recently, deep learning has become one of the most popular technologies, which has been
applied in various fields of research in academia and industry. In this section, we overview
deep learning technology regarding the fundamental principles and the details of Deep
Neural Network (DNN).

In general, the advent of deep learning coincides with the beginning of the Al idea
in the 1940s. After W. S. McCulloch and W. Pitts proposed the initial neuron network
model [132], the concept was actively studied as F. Rosenblatt devised the perceptron
capable of learning through a linear classification in neural networks [165]. However, as
M. Minsky and S. Papert in [131] revealed the limitations of perceptron that nonlinear
problems such as XOR cannot be solved, Al research interests had diminished dramatically.
Although another AI winter period had come due to the problem of the gradient loss in
error backpropagation method [166], Machine Learning (ML) is being actively used in
various fields as diverse neural network models have developed and computing power has

increased.

Classification of the AI technology.

Before discussing deep learning, we first describe the hierarchy and relationship of the asso-
ciated technology. It is necessary to organize the root concepts, Al and ML, to investigate

deep learning.

Al refers to the technology that allows computers to imitate the intelligent behavior of
humans. While computers have significantly changed human society by enhancing com-
puting power, Al technology has achieved innovative technological advances by creating
the ability of computers to learn and make decisions without human participation. ML is
an algorithm that gives computers the ability to learn without explicit programming and
includes supervised learning, unsupervised learning, and reinforcement learning. ML algo-

rithms generate rules or discover patterns to make better decisions or predictions, which
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distinguishes ML from traditional cognitive algorithms. ML, which automatically learns
from data, can be applied to complex problems that require much effort or have no solutions
with conventional methods. Deep learning, a subordinate of ML methods, promises to rec-
ognize the future value of complicated optimization problems based on massive amounts
of data and layered neural networks with numerous patterns. Deep learning can extract
high-level features from data, which has contributed significantly to the application of
machine learning in various studies. The deep learning model comprises a multi-layered
neural network and can optimize numerous problems by combining layers and factors ac-
cording to the circumstances. Figure 2.13 denotes the relation between AI, ML, and deep
learning [137,172,217].

Type of Machine Learning

We can adapt different type of the ML technique amongst Supervised Learning (SL), Un-
supervised Learning (UL), and Reinforcement Learning (RL) depending on the situations

or the object problems. SL and UL can be classified by whether the answer is given. The

Deep Learning
One of ML Technique, which
allows machines to utilize

Machine Learning Artificial Intelligence
Algorithms which use statistical } Any technology that realizes
techniques to allow machines human intelligence and behavior
to improve with experiences. through computer programs.

data with multi-layer neural
network.

Figure 2.13: The relation between artificial intelligence, machine learning, and deep learn-
ing [137].
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Figure 2.14: Diagrams of the learning procedures. (a) Traditional programming, (b) su-
pervised learning, (c¢) unsupervised learning, and (d) reinforcement learning [137].

former aims to find out the relation between the given input and results, and in the latter
case, it pursues to identify a pattern or rule in a state where only data is provided. The RL
model reacting to a given state is entirely different from the previous two techniques. RL
intends to choose an action according to the state of the surrounding environment without
any given input and output value and maximize the reward accordingly. Figure 2.14 illus-
trates the procedure of the learning methods, and Figure 2.15 represents the hierarchy of
ML algorithms.

Supervised Learning: SL is the most common data-driven predictive model. The
model reduces errors between the predicted value and the given result value as the training
proceeds, resulting in the function representing the relation of data. A refined dataset
consisting of input and output values is supplied to train the model. The quality of
the dataset is essential since it has a significant impact on the SL algorithm’s learning
process. Hence, high-quality data collection and efficient management must be preceded to

implement an optimal SL model. SL has two categories: regression and classification [153].

The regression technique predicts continuous responses such as changes or fluctuations
in future values. It estimates target values based on provided datasets by deriving a
functional expression that can represent the distribution of the data. Regression algorithms

include Linear Regression, Support Vector Regression, Gaussian Process Regression, and
Ensemble Methods.
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In the case of classification, it can be applied when the data can be tagged, categorized,
or classified into a specific group or class. The classification model is designed and trained
to recognize the input data and generate rules for categorizing it. Decision trees [150],
which can be visualized, are trained to reduce the uncertainty of each node. Random
Forests generate multiple decision trees based on randomly assigning data with a single
sample data. The algorithm improves accuracy by mitigating the overfitting problem of
the Decision trees technique and ranks the importance of variables [(69]. Support vector
machine (SVM) is a technique that derives classification rules for a given sample group.
It shows effective performance in the field of character recognition [77]. Artificial neural

network (ANN) is a type of machine learning model that has become popular due to
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the availability of the model for various areas, such as classification, clustering, pattern
recognition, and prediction. ANN determines the optimal prediction through the neural

networks on several layers connected to each node and the activation function [l].

Unsupervised Learning: Unsupervised learning is a learning method used to find
hidden patterns or underlying structures from data without corresponding answers. Clus-
tering analysis is the most general method to obtain hidden patterns or classifications in
data through exploratory data analysis. There are several algorithms for performing clus-
tering, such as k-means clustering, Density Based Spatial Clustering of Applications with
Noise (DBSCAN), and Fuzzy- C-means clustering.

The k-means clustering classifies data items into k clusters, where £ is randomly defined.
The method starts setting & centroid points, which become reference points of the cluster
groups. Even though the Ameans algorithm is a simple way to define clusters, additional
efforts are required to determine the k value. Due to the ambiguity of the & value, the

deviation of outcomes is also non-negligible [1 1, 129].

DBSCAN is a density-based clustering algorithm that can distinguish unevenly shaped
clusters from a large amount of data with noise and outliers. Unlike k-means clustering,
in which groups use the distance between clusters, density-based clustering is a method of
clustering high-density particles. DBSCAN has poor performance for datasets composed
of clusters, which have different densities since it cannot set different distances € and the
minimum number of points for each cluster. In response to that, numerous enhanced

DBSCAN algorithms tackle the density variation within the cluster [95, 157].

Fuzzy clustering is a type of clustering technique in which one data is allocated to
more than one group, so fuzzy clustering is more reasonable than hard clustering. The
Fuzzy- C-means clustering algorithm is a representative Fuzzy clustering algorithm. Fuzzy-
C-means uses fuzzy partitioning, in which one data point is assigned to multiple groups
based on a membership grade between 0 and 1. The membership value is determined by
the distance between each cluster’s center point and the data pointer. It is similar to the

k-means algorithm, except that the allocation of clusters is replaced by the probability that
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individual data points belong to each cluster. Besides, it has the same problem related
to the initial parameters as the k-means algorithm because of its dependence on initial

parameters [1, 151, 178].

Reinforcement Learning: In the RL algorithm, the agent continuously learns from
the environment by trial-and-error learning. It tries to take the best action under the
current state to maximize the reward value. The RL model can be designed as an MDP,
which is composed of a set of states, a set of actions, and an immediate reward function.
The interaction with a dynamic environment is the core factor in the RL model (shown in
Figure 2.16). The agent not only exploits the stored values that are already experienced

but also explores the future possible action to obtain a better reward [131].

An off-policy Temporal-Difference control algorithm, Q-learning, is a breakthrough
approach in early RL [181]. The action-value function @ estimates the optimal action-
value function for a given finite MDP. The relationship between the current state and
action, and the next state and action is formed in the Bellman equation. The state-value
function v, (s) for MDP is given by (3.1).

Ur(s) = Eﬂ[nykRHkH\St = s] , foralls € S (2.1)

k=0

state S,

reward R,

action A,

o

| Rpvq
_____ ‘:___ Environment

Figure 2.16: The agent—environment interaction in Reinforcement Learning.
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where E,[-] means the expected value of a random variable given that the agent follows
policy m, S; is the current state, and R; denotes the expected reward at timeslot ¢. The

action-value function for policy 7 is represented as follows:

0r(5,0) = Bx | D7 ReplSi = 5, 4, = a (2.2)

k=0
All Q-function values corresponding to states and actions are stored in the Q-table and
used to determine possible actions for future states. The Q-learning algorithm is shown in

algorithm 2.1.

Algorithm 2.1 Q-learning (off-policy TD control)

Algorithm parameters: learning rate o € {0,1}, small € > 0

1: Initialize parameters

2: loop for each episode:

3: Initialize state S

4: while S is non-terminal do

5: Choose A from S using policy derived from @ (e.g., e— greedy)
6: Take action A, observe R, S’

£ Q(S,A) + Q(S, A) + a[R + ymax, Q(5', a) — Q(S, A)]

8: S+ S

9: end while

10: end loop

The Q-learning algorithm has restrictions in dealing with real-world problems due to
the limitations of the Q-table. Deep Q-Network (DQN), which uses deep learning as an
approximator to update the action-value function, is an excellent alternative to the problem
of Q-learning. The algorithm improves the Q-Learning algorithm with supplementary

techniques, the deep neural networks and the experience replay [135, 136].
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Figure 2.17: The architecture of the DQN model.

DQN was first introduced in the paper “Playing atari with deep reinforcement learning”
[135]. The authors of the paper demonstrated that the agent of the DQN model could learn
how to play a video game and achieve a great score without human intervention. They also
exploited the experience replay, where the agent’s experiences at each timeslot were stored
in a replay memory. Based on the stored experiences, the agent takes action to exploit the

experiences or explore a new action.

As shown in Figure 2.17, the proposed architecture has two convolutional layers to
reduce the complexity of the input parameters and a fully connected layer for evaluating
Q-values. By utilizing the neural network, the architecture can estimate Q-values through
a single forward pass, taking into account all possible actions for a given state. Depending
on the target problems, there are several ways to construct the architecture of the model
with various neural network algorithms. Hence, the DQN method can provide flexible

optimization solutions to complicated learning problems.
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2.4.2 Deep Neural Network

As the usage of Deep Learning, which employs ANNs to mimic human thinking mech-
anisms, is prominent, various DNN models are being developed. The neural network
algorithm has more hidden layers to build a more sophisticated decision model, and then
the computational complexity increases significantly. Additionally, in some cases, the DNN
model reached the incorrect optimal result instead of the actual optimal outcome. Various
algorithms and techniques have been proposed to release the obstacles. Thus, we discuss
not only the related DNN models, such as Multi-Layer Perceptron (MLP), Convolutional
Neural Network (CNN), Recurrent Neural Network (RNN), and LSTM but also the evolved
DQN models, such as Double DQN and Dueling DQN.

Multi-Layer Perceptron

MLP improves the limitations of Perceptron with hidden layers so that DL can be used
practically. In the MLP architecture, the first layer is the input layer connected to each
node of the next hidden layer. The hidden layers consist of the weight values and biases
and interact with the last output layer. Figure 2.18 shows the structure of MLP with two
hidden layers.

MLP calculates an estimated value through a feed-forward process and back-propagates
the error between the expected value and the actual value through the stochastic gradi-
ent descent (SGD) methods, such as Momentum, Nesterov accelerated gradient (NAG),
Adaptive Gradient (AdaGrad), Root Mean Square Propagation (RMSProp), Adaptive Mo-
mentum Estimation (Adam), and AdaMax [115,180]. As a result, an optimization network

is derived by adjusting the nodes” weight and bias values of each hidden layer.

MLP utilizes the activation function to define the output in the feed-forward step. The
activation function is significant in preventing the gradient vanishing problem. Sigmoids
function, Rectifier linear unit function (ReLLU), and the hyperbolic tangent function (Tanh)

are broadly applied as activation functions [158].
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Convolutional Neural Network

CNN [5,2006] is a representative of DNN models for processing images or datasets with
a grid pattern. CNN has become an overwhelming paradigm in computer vision tasks,
achieving notable outcomes. In recent, it is, however, not limited to the field of image
processing and has been used in various research fields. Besides, the algorithm is adopted
as an approximator of DQN to reduce the complexity of the input parameters in the model.
CNN is a complex structure network with two process steps, such as the convolutional and
fully connected steps. The first phase extracts the flatten feature of the input tensor, while
the second phase measures the expected value of the conveyed feature from the previous

stage. Figure 2.19 is a whole framework of CNN.

The convolutional process is a core component of CNN, including kernel padding, ReLLU

______________________________________
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Figure 2.18: Multi-layer Perceptron structure.
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activation, and the Max pooling. A small grid kernel is employed as a filter to extract the
feature from input tensors, enabling an efficient cognitive process. Each value at the
feature map is measured by an element-wise product of each kernel filter element and the
input and a summation of all the product outputs. This capacity significantly diminishes
the dimension and size of the input parameters to improve the efficiency of subsequent
identification processes. The sample of the kernel padding calculation is described in
Figure 2.20.

Another dominant segment of the convolutional sequence is the pooling layer, a down-
sampling method to reduce the complexity of padding results. The most common type
of pooling is a Max-pooling with a 2x2 fitter and a stride of 2. The padding result is
separated into shooting-type sub-district, and only the maximum value of each region is

extracted to form the pulling output, which is presented in Figure 2.21.

When it comes to the fully connected layer, every node in each layer is connected to
all nodes at the next layer. The flattened feature map from the convolutional stage is

regenerated into a one-dimensional array through the hidden dense layers and the last

Fully-connected layer

HE _ Forward Propagation

Tl —-.:-----+

Input —
Tensor

Max Pooling
Flatten feature

1]
=
©

o]
o

x

@
=

Convolution + ReLU
Convolution + ReLU

| Weights Back Propagation
Update

Figure 2.19: The overview of CNN framework and process.
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activation function. The CNN model conducts the gradient descent with an error function
through the forward propagation and the backpropagation to train the network. The kernel
and weight values are adjusted by iteratively updating with the loss between the expected

and the labeled values.

Input Tensor

1 1(2]1[0]2 Kernel Feature Map
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Figure 2.20: The sample of the kernel padding calculation.
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Recurrent Neural Network

RNN [133, , 118] is a type of DNN that has strengths in processing sequence data or
temporal data. The general DNN structure has a feed-forward neural network, whereas an
RNN has a recurrent neural network structure, which transfers the output of the hidden
node at the previous to the next node. RNN can efficiently estimate continuous data since
the current node contains not only the information of the previous node but also the even

earlier nodes’ information. The RNN structure is displayed in Figure 2.22.

RNN applies a Backpropagation through time (BPTT) [138,201], which considers both
the current time step and the previous time steps when passing the gradient to the hidden
layer weight. In the backpropagation process, BPTT has a problem: the computational
complexity increases as the number of objective nodes increases [110]. In this case, Trun-
cated BPTT [202], which utilizes BPTT by splitting the entire target nodes into a particular

section, is an alternative.

Input Tensor

(4x4)

Output
73| a]|7 (2% 2)
2 0 9 8 >> 7 9
1 |{of|2]¢s I
0 0 2 2

Figure 2.21: An example of max pooling operation.
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Long Short-Term Memory

RNN has a severe drawback: as the number of nodes increases, a Long-Term Dependency
issue occurs. In other words, as the number of steps for backpropagation increases, a
gradient vanishing problem occurs, resulting in inefficient training performance. As a
solution to this problem, S. Hochreiter and J. Schmidhuber introduced LSTM, a novel
RNN-based model [110]. LSTM offers distinct concepts such as Memory Cells and three
gates: Forget, Input, and Output. Figure 2.23 accounts for the recurrent architecture of
LSTM.

Memory cell plays a crucial role in the LSTM algorithm to store hidden weight states so

Figure 2.22: The Structure of RNN [112].
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that the memory contents can be shared across the entire network nodes. The memory cell
manages the state memory in conjunction with each gate and transfers it to the following

node to mitigate the gradient descent problem [100, 1 10].

The Gate units are trained to make decisions related to the maintenance of certain
information [100]. The first unit, the forget gate, performs an operation between the
specific information transmitted from the preceding node and the current node’s input and
determines whether to store the result in the memory cell using the sigmoid function. In the
next step, the input gate calculates new input-related information to reflect the memory
cell. Two outcomes are generated by applying different weights and activation functions
(Tanh and sigmoid function), respectively, based on the current input and the previous

hidden state and are multiplied to append to the memory cell. Finally, the current block’s

softmax

|

Process pzq Process
Block R Block

[ sigmoid ] [ sigmoid ] [ tanh ] [ sigmoid ]

Wi Wi

()

Figure 2.23: The recurrent architecture of LSTM [112].
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output value, which is also the hidden state value transferred to the next, is formed at the
Output Gate by multiplying the memory cell value applied Tanh and the new input value

activated with the sigmoid function.

Enhanced DQN Models

As DQN, which has the capability to learn in response to the environment, is used in various
fields, enhanced DQN algorithms have been proposed for better optimization efficiency or

less computation time. Representative models are Double DQN and Dueling DQN [173].

In the general environment where the state space and size are enormous, the exploration
frequency of DQN according to the epsilon-based algorithm decreases as the learning pro-
gresses, which derives local optimal and overestimated Q-values. An essential feature of the
DQN model is the usage of a target Q-network and experience replay. The target network
is the same as the online Q-network, and the online network is duplicated to the target
network at specific steps without updating the loss every step. Accordingly, the action

generated by the target Q-network even deteriorates the overestimation problem [173,186].

Double DQN is the same as the typical DQN [135, 130] in that it utilizes two Q-
networks. However, it is different because it decomposes the max operation into the action
selection and action evaluation [186]. Double Q-learning utilizes two Q-functions: the
online Q-function and the target Q-function, denoted as Q4 and Q?, respectively. Each Q-
function uses a different set of experience samples from the other Q-function for the update
operation. Even though both Q functions are updated with separate sets of experiences,
those value functions are exploited to select an action. Algorithm 2.2 represents the detailed

process of the Double Q-learning algorithm [107].
Both DQN and Double DQN have one deep learning phase with two Q-networks. On

the other hand, Dueling DQN has two separated streams after the convolutional layer, the
value function network for estimating the value of a given state and the advantage network
to calculate a particular action (as shown in Figure 2.24). Eventually, the outcomes are

produced by combining the results of both streams [173].
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Algorithm 2.2 Double Q-learning

1: Initialize parameters

2: loop for each episode:

3: Initialize state S

4: Choose a, based on Q*(s,-) and QZ(s,-), observe r, s

5: Choose (e. g. random) either UPDATE(A) or UPDATE(B)
6: if A then

7 Define a* = argmax, Q*(s, a)

$ QMNs.0) ¢ QA5 a) + als, @)l +1Q(S a") — QA(s,a)
9: else:

10: Define b* = argmax, Q% (s, a)

11: Q%(s,a) + Q%(s,a) + a(s,a)[r +7Q*(S", ") — Q”(s,a)]
12: end if

132 S« S

14: end loop

Dueling DQN can recognize the state value, excluding the effect of each action on the
state, which allows the agent to promptly define an appropriate action in a situation where
the action is not affected, or similar actions are duplicated. In the last aggregation layer,
simply summing the value network estimation and the advantage network value causes
a lack of identifiability. Consequently, the stability of optimization can be improved by

subtracting the average advantage of all actions possible, as shown in Equation 3.3 [200].

Q(s,a:0,, B) = V(s:8, ) + [Als, a: 6, ) — |—;’ S A5+, 0)] (2.3)
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Figure 2.24: The architecture of Dueling Deep Q-Network.

2.4.3 Al applications for Service Migration

The progress of Al technology has brought substantial changes in optimization studies.
Along with this vast advancement, many attempts have been applied to service migration
problems in MEC. T. G. Rodrigues et al. [164] utilized a configuration phase to control the
service delay elements, devising an analytical service delay model in MEC. They employed
the Particle Swarm Optimization (PSO) algorithm to analyze the behavior of the fitness
function at each Configuration Phase of the Model. The maximized scalability, derived

accordingly, allows the model to reduce the process iterations and particles.

RL also played as an optimal solution for dealing with service migration problems. Z.
Gao et al. in [97] developed a service migration model based on Q-learning and DQN
to handle the complex environment that was affected by various constraints, such as path
selection, VM placement, resource capacity, and link capacity. They took into consideration
the necessary elements for the model, such as state, action, and reward, regarding the
migration and communication costs. Similarly, a DRL-based method was devised by C.
Zhang and Z. Zheng in [218] to cope with UEs with high-level mobility patterns. They
organized a DQN model to enable the FMC controller to generate the optimal policy from
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past experiences. The authors also formulated the reward function as a trade-off between
QoS and the migration cost. Unlike MDP, the delivered task migration algorithm required

no transition probability.

In our previous research [147], we have demonstrated the possibility of implementing
realistic service migration scenarios using several environmental variables. Furthermore, we
developed an extensive service migration model that responds to the environment based on
DRL. It can respond more sophisticatedly to different UE mobility patterns by recognizing
energy consumption as well as migration and communication costs. The advanced DQN
algorithm also reduced high computational complexity with the multi-layered structure.
Through simulations based on various conditions, the influence of the proposed model

according to the situation change was additionally measured and analyzed.
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Chapter 3

A novel Deep Reinforcement
Learning based service migration

model

In this chapter, we proposed an Extensive Service Migration (ESM) [117] model based
on DRL to cope with the complex service migration environment in MEC. Compared to
the existing models, the proposed model enables the controller to manage the migration
process with a comprehensive perspective, which considers more environmental factors,
including costs of both migration and transaction, and energy consumption. Although
it brings computation complexity, we can implement the realistic simulation by utilizing

more variables and the increased number of MEC servers.

3.1 System Model

We consider a time-slotted model, as t € 7 = {1,...,T}, based on the FMC concepts,
which has the advantages of applying the proposed agent control model since the FMC

controller exists for managing distributed Data Center instances (i.e., MEC servers). The
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FMC controller decides whether, when, and where to migrate the services to enable UEs
to satisfy QoS. The MECs locations are denoted as [; € £ = {1,..., L} that the locations
in £ are 2-dimension vectors and the distance between [y and [y is calculated as the norm
value of them, such as ||l; — l5]|. Also, we define the user as u(t) and the service locations

as h(t) at the timeslot ¢, respectively.

3.1.1 The migration and the transaction Cost function

We assume that the whole service is migrated when the action occurs at each timeslot, and
we utilize the constant-plus-exponential cost functions from [197] and [196]. The function
involves both the migration and transition cost, and its usefulness as an approximator
was experimentally demonstrated. Note that state s(¢) represents the distance between
the user and the MEC server at timeslot ¢, such that s(f) = ||u(t) — h(t)||. The state
after the action a(s(t)) is denoted as s'(t), then A/(t) is the new service location, where
|a(t) = B (t)|| = |s(t) — $'(t)], and §'(t) = |[u(t) — K/ (t)||. The total costs consist of
the migration cost, the transition cost both between the connected MEC and the service
located MEC and between the user and the connected MEC, which are denoted as ¢, (),

cq, () and cq, () respectively; the expressions are as follows:

0, =0
Cm(x) = (3.1)
ﬁc + ﬁl,uxa x>0

0, xr=0
Cd, (33), Cdy (33) = (32)

50 + 51(9”7:, x>0
Where f., B, 0c, 0y, i, and 6 are real-valued parameters, z = |s(t) — §'(t)| for c¢p(x)
and cq,(z), and x = §'(t) for cq,(z). The parameters p and 6 set the weight of each

distance to the costs, and their values can be influenced with the network topology and

routing mechanism of the network. Besides, the parameters §; and d; control the costs
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proportionally. The expression of the one-timeslot cost is given by (3.3).

I

ca(s(t)) = cm([s(t) = s (E)]) + ca, (Is(t) — 5'(1)]) + car(5' (1)) (3.3)

3.1.2 Energy Consumption function

We consider energy consumption on servers related to the migration between MEC servers.
Even though it is not a significant problem since the server has always been plugging, we
can use it as a control criterion to cope with the frequent migrations. We adopt the dynamic
migration energy consumption method from [111] as the energy consumption formula for

the service migration between MEC servers, which is given by (3.4).

_TC 2R 1) (|s(t) — 5'(1)]
R- )2

where C, o, R, W, and A mean the service content size, the noise power, the transmission

)

Ea(Sn(1)) (3.4)

rate, the bandwidth, and the channel attenuation coefficient, respectively. 7 € [0%, 100%]
is cited from the degree of service unexecuted service [127], which accounts for the running

state of the service to be migrated.

3.2 PROBLEM SOLUTION

Based on the service migration model mentioned above, we formulate the DQN algorithm,
which includes the Q-learning function and the DQN algorithm. The RL method allows
the agent to deliver better estimations for the Q-value. The target problem of Q-learning is
expressed in the MDP. In the RL algorithm, the agent can make a particular action when
it encounters a specific environmental situation. The action results in a reward and a new
state, where the agent can perform another action. With the recursive process, the agent
obtains the optimal policy by determining the action, which maximizes the cumulative

rewards (shown as Figure 3.1) [181].
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Figure 3.1: The agent—environment interaction with single user.

We define the necessary factors (state, action, and reward) as follows:

e State: We define the state as the distance between the UE and the MEC server in
which the service is located. The state is denoted as s(t) = ||u(t) — h(t)|| at timeslot
t.

e Action: The agent can move the state s(t) to the possible s'(t) as taking the action
a(s(t)). The action consists of the action set A = {0,1}, which means whether to

migrate or not.

e Reward: The agent obtains the reward according to the action and the state. In this
paper, we organize the object function as the cost and energy consumption. Aside
from this, we define the reward function as the differentiation between an adequate
large QoS value as I and the object function. With the equations (3.3) and (3.4), it

is designed as follows:
Ra(s(t)) = I —[Ca(s(t)) + p- Ea(s(t))] (3.5)

where, p is a coordination factor to adjust the scale difference between the cost and

the energy consumption values.
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3.2.1 Q-value function

The Q-value function represents the maximum value of the discounted total future rewards
when the action a is taken while the system is at state s. As expressed in the equation (3.6),
according to the Bellman equation, the Q-value function is the sum of the instantaneous
reward obtained from executing action a, which moves the system from the current state

s to the next state s’, and the maximum expected future reward for being in the state s'.

Q(s,a) =r +ymaxQ(s',a) (3.6)

Given the Q-value function, the agent chooses an optimal action for a given state

according to the policy, which is represented as follows:

7(s) = arg max Q(s,a) (3.7)

Q-learning can derive the optimal policy by repeatedly calculating the Q-value function
and updating the network’s weight vectors. The update procedure of Q-learning is simply

expressed as below:
Q(St, Ar) + Q(S, Ar) + Ry + Y max Q(St11,a) — Q(St, Ar)] (3.8)

3.2.2 Deep Q-network

In practice, applying the Q-value function is unrealistic because of the input size, i.e., the
number of states. In other words, increasing the targeted states requires more computation
time and power to find the optimal value by tracking all the situations caused by possible
actions in a specific state; besides, it is impossible to complete. Hence, it is necessary
to implement the approximation for estimating the Q-value [135]. We utilize the DQN,
which includes the Deep Neural Network (DNN) stage as the approximation as well as
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implements with the experience replay method. We take the states as input parameters
and conduct the feed-forward and the back-propagation processes to obtain corresponding

output Q-values (shown as Figure 3.2)

By utilizing the experience replay, we can prevent driving the DNN into the local
minimum or diverging unexpectedly. We also adopt the off-policy control to separate the
policy update into the behavior policy update and the target policy update. It allows the

model to discover the optimal policy while following exploratory policy. During the process,

E ' Policy
Input i i Output Policy
(State) : i (Q-Value) Update

Neural Network

Figure 3.2: Architecture of deep Q-network.
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samples of experience are drawn uniformly at random from the pool D; = {ey,...,e;} of
stored samples, which are the agent’s experiences e; = (s, ay, 7y, S4+1) at each step ¢. By
conducting the update process with the loss function in Equation (3.9), we achieve the

optimal policy for the service migration [136].

2

Lz(ez) = IE:(s,a,r,s’)f\/U(D) |:(T + ’Yma%XQ(S/> a/; 9;)) - Q(57 a; 91) (39)

Algorithm 3.1 represents the entire phases of the DQN process. The process begins
with initializing the replay memory and the action Q-Network with random weight 6.
The target Q-Network, which is a separate network to restrict leading to faltering and
divergence of the policy, is also initialized as the same value as 6. According to an e-greedy
policy, actions are selected and executed during the learning loop, resulting in the reward
and the next state. The happened experiences at each step are held in the dataset D,
which is randomly used for Q-function value update. This technique allows us not only to

acquire better data efficiency but also to obstacle correlations between the stored samples.

3.3 Performance Evaluation

In this section, we discuss numerical analysis to demonstrate the effectiveness of the pro-
posed model. For the simulation, we assume that the user follows the random walk mobility
model and MEC Servers are randomly deployed in a 100x100 grid area to implement the
generic simulation environment. To validate the improvement of the proposal, we com-
pare the model with other algorithms: No migration, Always migration, and Q-learning

algorithm (as discussed later in Performance of Model analysis).

3.3.1 Parameter setting

The details of the parameter settings are provided in Table 3.1. The constant variables for

the reward function are adopted from [196,197] and the energy function values are adopted
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Algorithm 3.1 Deep Q-learning with experience replay

Initialize replay memory D to capacity N
Initialize action-value function ) with random weights 6
Initialize target action-value function @ with weights 6~ =
1: for episode = 1, M do
2: Initialize sequence s; = {uy, hy}
3: preprocess sequence @); = ((s;)

4: fort=1,T7 do

5: With probability e select a random action a;
6: otherwise select a; = arg max, Q(0(s;), a; 0)
7 Execute action a; in simulator
8: Set sp41 = s¢, ap, {Usp1, e }
9: Preprocess ;11 = 0(s¢41)
10: Store transition ((;, a;, vy, 0¢41) in D
11: Sample random mini-batch of transitions (0;, a;,7;,0;41) from D
r;, if episode terminates at step j + 1
12: Set y; = A
r; +ymaxy Q(0j41, a';07), otherwise
13: Perform a gradient descent step on (y; — Q(0;, a;; 0))? with respect to the
network parameters A9
14: Every C step reset (Q = Q)
15: end for
16: end for
from [111,204,207], which are logically and experimentally confirmed. We set §. = —0.4,

0; = 0.4, and € = 1.03 for the transaction cost function parameters to capture the impacts

of the variations in the distances between the user and the service located MEC server.
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Table 3.1: SIMULATION PARAMETER VALUES

Parameters Description Value

Constant values/ coefficient related

Oc, Op, f4, 0 to the constant-plus-exponential cost —0.4,0.4,0.8,1.03
function
Coordination factor 1x1073
C Service content size (KB) 2~ 20
o Noise power 3
R Data transmission rate (KB) 2
W Bandwidth (MHz) 100
A Channel attenuation coefficient 0.2
The cost function configuration samples presented in [197] are adopted to approximate

our transaction cost function appropriately. In regard to the migration cost, we consider
p=0.8, —p5 €10.0,2.0], and 5.+ f; = 1.

3.3.2 Performance of Model analysis

In the experiments, we train the proposed ESM with random single-user movement patterns
to achieve the minimization of the total sum of the cost and the energy consumption related
to the migration process. The trained model can select the appropriate action with the
environment state according to the optimal policy. Under the no migration algorithm, the
user starts and ends with the service on the same MEC sever such that the agent never
lets the service migrate. The reward value of it is only affected by the transaction costs

related to the distances between the user, the service located MEC, and the connected
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MEC. When it comes to the Always migration algorithm, the agent allows the service
to move to the closest MEC server as the user moves around the area. As a result, it
can reduce transaction costs but increase migration costs and energy consumption. In
terms of the Q-learning algorithm, the agent follows the policy based on Q-function and
Q-table. It repeatedly estimates Q-value and updates the Q-table to find the optimal
policy. The reward values based on the algorithm are close to the ESM results; however, it
has a limitation on the number of states since it uses the Q-table that has restricted index
values. Namely, it is unsuitable for the real circumstance, which has more state conditions

or larger areas.

Figure 3.3 shows the total reward sums of the experimental group with the variation in
the number of MEC servers. Our proposed migration model can achieve the highest reward
sum value with each number of the MEC servers when comparing the others. We cannot
observe a constant change trend in the results because we conducted the experiments using
the fixed area. As the number of servers increases in the fixed area, the density of servers
increases, so the distance between servers tends to decrease, which reduces migration costs
and transaction costs related to distances while increasing the frequency of service migra-
tion. On the other hand, reducing the number of servers grows the distance between each
server but reduces the number of migration targets, causing diminishing migration cost
and energy consumption. Due to the correlation of these inclinations, the reward sum val-
ues do not present any tendency regardless of the number of servers. The results indicate
that the policy generated by the ESM model can appropriately choose optimal actions by

interacting with the occurred states.

3.3.3 Evaluation for Impact of variables

In the second experiment, we consider the variation of the total reward sum when the
migration cost parameter —f; changes from 0 to 2 under the fixed number of MEC as
30 and the content size of 20. The migration cost function ¢,,(x) follows the exponential

function curve since it has parameters that satisfy 5.+ 8, = 1. Therefore, as —f; increases
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Figure 3.3: Total reward sum regarding the number of MECs when 8, = 1, and C' = 20.

from 0 to 2, the results are gradually raised and eventually converge to specific values.

As shown in Figure 3.4, the results from ESM, Q-learning, and Always Migration, which
involve the service migration, present a slight decrease according to —f; value is increased.
In contrast, No Migration displays no fluctuation because it has no impact on migration.
Although they also have trivial shifts in the result according to the —/f; value, ESM and

Q-learning obtain the large gaps with the other two algorithms on the reward sum value.

A similar result is observed in the third experiment set, which examines the influence
of the content size on the reward values (shown as Figure 3.5). With a low content size,
ESM, Q-learning, and Always Migration can achieve better rewards regarding migration

energy consumption. In particular, Always Migration seems to be more affected by the
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Figure 3.4: Total reward sum regarding the migration cost parameter — 3, when MEC No.
=30, and C' = 20.

parameter. Compared to the second experiment result, the algorithm has improved overall
outcomes. Apart from that, ESM can achieve the best reward sum regardless of the content
size. It indicates that the model is properly trained to obtain the optimal policy under the

variations of the environmental factors.

3.3.4 Summary

The numerical simulations demonstrate that the proposed extensive service migration
model exceeds existing algorithms in most cases. The suggested model outranks the con-

ventional approaches, No-Migration and Always-Migration. Our proposal also improves the
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Figure 3.5: Total reward sum regarding the service content size C' when MEC No. = 30,
and —f; = 1.

system’s performance compared to the Q-learning method, which results in fairly improved
results compared to the straightforward algorithms (No-Migration and Always-Migration)
in the single-user case. However, due to the limitation of the g-table index, g-learning is
limitedly applied to the actual service migration environment, which has oversized input

parameters.

The application of the DRL-based extensible service migration model to the single-user
mobility environment can be a bridgehead to propose a more improved service migration
concept by using the DRL technology. Based on this, it is required to go one step further

to develop a responsive migration algorithm that can substantially respond to the service
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migration environment in real life.
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Chapter 4

An innovative multi-user service

migration model

The migration models’ primary purpose is to maintain reliable QoS with low latency and
reasonable cost. However, it is challenging to design a feasible service migration model in
a situation where the number of mobile users increases exponentially through recent ad-
vancements in computing hardware and wireless communication technologies. Moreover,
the complexity of user mobility patterns that are increasing day by day doubles the diffi-
culty. In this chapter, we presented a novel multi-user service migration prototype based

on DRL that deals with the complicated real-world service migration scenarios in MEC.

4.1 Service Migration Model

As illustrated in Figure 4.1, we consider the problem of service migration in a dynamic
environment with multiple mobile users. We focus on establishing standards for making
appropriate action judgments in response to surrounding situations. As a result, we have
built a flexible service migration model that can take into account a wide range of dynamic

environmental parameters.
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Figure 4.1: Interworked distributed cloud/mobile networks architecture.

We assume that the decisions to whether, when, and where to migrate the services to
satisfy users’ QoS, are made in a time-slotted fashion, t € T = {1,...,T}, based on the
the concept of FMC. We consider L different MEC servers in the system. The locations of
servers, denoted as [; € £ where ¢ € {1,..., L}, are 2-dimension vectors and the distance
between servers m and n, where n,m € {1,2,,--- L}, can be calculated as the norm value of
them (i.e., ||l, —1||). Also, We consider N multiple users and illustrate the location of each
user and its corresponding service location at timeslot ¢ by w,(t) and h(t), respectively,
where, n e N ={1,...,N}.

Each timeslot consists of three steps: Move, Collect, and Action (as shown in Figure

4.2). At the Move step, each user wu, moves to the new location randomly, and then the
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Figure 4.2: The timeslot structure of the proposed model.

agent collects all information of MECs and users at the Collect step. Lastly, each user
executes the selected action with the current state based on the policy and obtains the

reward value.

4.1.1 Migration / Transaction Cost

We assume that the whole service is migrated when the action occurs at each timeslot,
and we utilize constant-plus-exponential cost function from [197], and [196] to model both
migration and transition costs. The usefulness of the approximator was experimentally
demonstrated in the aforementioned references. Note that each state is expressed as s, (t) =
{un(t),hs(t), pu(t)}. The parameter, p,(t), denotes the number of users connected to the
same MEC server which is providing service to user n. The state after the action a,,(s,(t)) is
denoted as §',,(t). Then, A’} (t) is the new service location and the connected MEC location
is determined and denoted as k', (t) based on u',(t). Furthermore, p/,,(¢) is the number of
connected users to the new service location. The total costs consist of the migration cost,
the transition cost both between the connected MEC and the service located MEC and
between the user and the connected MEC, which are denoted as ¢™(x), ¢?(x) and ¢%(x)

n

respectively; the expressions are as follows:

0, z=0
en(z) = (4.1)

BC+BZM$7 x>0
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i (x),c2(z) = 0 r=0 (4.2)
Oc+0,0%, x>0
where (., B, o., 01, p, and 6 are real-value parameters. The parameters p and 6 adjust
the proportionality of distance to cost, and their values can be influenced by the network
topology and routing mechanism of the network. Besides, the parameters 5; and §; are used
to add extra control over tuning the relation between distance and cost. Inputs of ¢*(x),
cli(z), and c®(z) are distances, dé(t), d"(t), and d¢(t), where d5(t) = |[hs(t) — b5 (t)]],
dh(t) = ||h'3 () — W ()| and dE(t) = ||o/n(t) — RS (t)]], respectively. The expression of the

one-timeslot cost for a user is given by (4.3).

cn(sa(t)) = e (dn (1)) + ¢ (dn (1)) + i (dp (¢) (4.3)

4.1.2 Energy Cost

In this part, we define the energy consumption of servers caused by the migration between
MEC servers and the transmission between the user and the connected server. Although
this is a minor problem since the server is constantly plugging, we can use it as a control
criterion to cope with the frequent migrations. The researchers in [111] developed the
dynamic migration energy consumption and demonstrated its performance. The method
measures the energy consumption during the service migration, considering the content’s
size, noise, and the capacity of the transmission channels. Therefore, we adopt their pro-
posed energy consumption formula for the service migration processes, which is expressed
by (4.4).

C - o R/W __ (S (+)2 c (1)2
By = T DB A (4.4

where C, o, R, W, and X denote the service content size, the noise power, the transmission

rate, the bandwidth, and the channel attenuation coefficient, respectively. We further
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employ the degree of service unexecuted service 7 € [0%, 100%], which is presented in the

article [127], to approximate the running state of the service to be migrated.

4.1.3 Latency Cost

We utilize the constant delay Equation (4.5) to reflect the impact of the exceeded through-
put in the MEC server.

195, (1)) = 0, Cun < Climit (4.5)
Ky, Can > Climit

where x means the delay penalty, Cj;,.;; indicates the total capacity of the MEC server,
and C,; is the unexecuted service size of the users involved in the MEC server. Note that
the entire server’s demanded throughput is considered to calculate the reward value even
though we add the number of users connected to the MEC server to the input state for
simplicity. We assume that the number of connected users is sufficient as an indicator to
represent the density of the server for training the neural network since the change of it

probabilistically reveals the load on the server.

4.2 Problem Solution

In this section, we formulate an arithmetical method based on the DQN algorithm to im-
plement the service mentioned above migration model. We define the Q-learning function
as well as DQN-based algorithms, which employ the efficient DQN methodologies, such as
the experience replay and Dueling-DQN (DDQN) [173]. Besides, we adopt two different
DNN as an approximator: normal fully connected layers (FCL) and LSTM [110] with FCL.
In the RL algorithm, the agent can respond to the ever-changing migration environment
in a proactive manner. In other words, the agent can make a particular action when it

encounters changes in the environment. As shown in Figure 4.3, a particular action results
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in a reward and a new state. The agent then updates its policy to perform another action
based on the received reward and the new state. With the recursive process, the agent

obtains the optimal policy as determining the action, which maximizes the cumulative

rewards [131].
state $% = {ub, h%, pi} , S
# P RS A !‘
’
/ : t _
Policy Update | Agent | action 4, = 0.1} >[ Environment ]
\
\\\ /* T i E

reward R, = {I,C% EZ D%} ' Rt
Figure 4.3: The agent—environment interaction with multi user.

We define the fundamental factors (state, action, and reward) as follows:

e State: The state is composed of two parts: the locations and the MEC server’s
capacity. We first define the state as the locations of both the UE and the MEC
server in which the service is located (denoted as u,(t) and hf(t) at timeslot t).
Furthermore, we add the number of users connected to the MEC server, p,(t), to the

state to recognize the load associated with multi-user connections.

e Action: The agent can move from state s,(t) to the possible state s/ (¢) by taking
the action a,(s,(t)). The action belongs to the action set A = {0, 1}, which means

whether to migrate or not.

e Reward: The agent obtains the reward according to the action and the state. In this
paper, we organize the objective function as the sum of the migration/transaction
cost, the energy consumption, and the latency, which were discussed in section 4.1.

Furthermore, we define the reward function as the difference between an adequate
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large QoS value denoted as I and the object function. Therefore, from the equations
(4.3), (4.4), and (4.5), the reward function can be represented by:

Ro(s(t)) = Z{f = [Cr(sn(t)) + p- E(sn(t)) + Ly (sn(t))]} (4.6)

where, p is a constant coefficient to adjust the scale difference between the cost and

the energy consumption values.

4.2.1 Q-value function

Apart from the conventional Q-learning algorithms, which may suffer from a dimensional
disaster in a real-world scenario, improved DQN algorithms have been introduced to reduce
the computational complexity. We further adopt one of them, referred to as DDQN. In
DDQN, the last layer is split into two parts, one of them to estimate the state-value function
(V(s)) and the other one to estimate the advantage function (A(s,a)) for each action a.
The last layer combines the outputs of both networks into a single output, which is an
estimation of the Q-values. Therefore, DDQN can recognize the state value, excluding the
effect of each action on the state, which allows the agent to promptly define an appropriate
action in a situation where the action is not affected or similar actions are duplicated. This
change is helpful because, in some cases, it is unnecessary to know the exact value of each
action, so just learning the state-value function can be enough. The Q-function can be

represented as below:

Q(s,a;0,c,8) =V(s;0,5) + {A(s, a;0,a) — ﬁ Z A(s, a; 0, oz)} (4.7)

where V' (s) denotes the value of being at the state, and A(s,a) represents the advantage
value of taking action a while being in state s. # denotes the weight vector of the neural
network layers. o and [ represent the parameter vectors of the advantage stream and the

state value stream, respectively. In the last aggregation layer, simply summing the value
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network estimation and the advantage network value causes a lack of identifiability. In
other words, the backpropagation step may experience failure since V'(s) and A(s,a) can
not be obtained from a given Q(s,a). Thus, the stability of optimization can be improved

by subtracting the average advantage of all possible actions.

4.2.2 Deep Q-network

Since it is inevitable to define more detailed and diversified states which accurately capture
all environmental parameters of a real-world service migration problem, it is unrealistic to
directly apply the Q-learning algorithm due to the increased complexity. In a multi-user
migration model, the complexity increases exponentially with the number of users. In
other words, expanding the targeted states demands more computational effort and power
to attain the optimal output by tracing all the circumstances induced by possible actions
in a particular state. Consequently, it is helpful to devise an approximation approach to
estimate the Q-value [135]. In this regard, DQN employs DNN as a function approximator
to reduce the time and space complexity. In this paper, we apply basic FCL and LSTM
with FCL for the DNN layers to implement the proposed model. We take the states as
input parameters and conduct the feed-forward and the back-propagation processes to

obtain corresponding output Q-values for each possible action.

LSTM, a kind of Recurrent Neural Network (RNN) algorithm with a recurrent neural
network structure, can efficiently estimate continuous data since the current node contains
the information for not only the last node but also all previous nodes. Besides, to solve the
Long-Term-Dependency issue of RNN, LSTM introduces distinct concepts such as Memory
Cells and three gates (i.e., forget, input, and output). Memory cells play a crucial role in
the LSTM algorithm to store hidden weight states to share the memory contents across all
network nodes. Moreover, memory cells manage the state memory in conjunction with each

gate and transfer it to the following node to mitigate the gradient descent problem [100,110].
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4.2.3 Service migration algorithm

Even though we can apply DNN to resolve the issue of complexity caused by excessive
states and actions, DQN training may fall into local optimization or unexpectedly diverge
due to the correlation of sequential states. To handle this problem, we apply experience
replay, which stores and utilizes the agent’s experience data in memory. We also employ
the off-policy control to eliminate the tendency of Q-learning to overestimate the Q-values.
Thus, we divide the policy update into the behavior policy update and the target policy
update. This approach facilitates the model to learn the optimal policy while following
exploratory policy. As shown in Algorithm 4.1, the DQN process first initializes the replay
memory, and both the action Q-Network and the target Q-Network with random weight 6.
At the Move step of each timeslot, all users change their locations based on the mobility
pattern. Next, all users’ states, the distance between the user n and the MEC server, and
the number of users near the MEC server are collected to comprehensively consider the
timeslot situations. Following that, each user selects and executes the action according
to an e-greedy policy during the action step, resulting in the reward and the subsequent
state. At each timeslot, every user’s experience e; = (Sy, as, 7y, S¢+1) is stored in the dataset
D; ={ei—p+1,-- -, e}, which will be used for training purposes. During the update process,
samples of experience are picked uniformly at random from the batch D, of the latest D
experiences. We perform the update rule by minimizing the loss function to derive the
network’s weight at each training episode. The update process will continue until the

algorithm converges and the optimal policy for the service migration is achieved [130].

Every C steps the weights of the action Q-Network are copied into the target Q-network.
The target Q-Network enables the algorithm to restrain the policy from faltering and
divergence. In the case of the DDQN, the algorithm can also use the same update process
as in DQN algorithm to obtain the optimal policy since the only difference with the basic
DQN is the additional layers after the approximation layers.
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Algorithm 4.1 Deep Q-learning with experience replay

1:

2:

3:

4:

10:

11:

12:

13:

14:

15:

16:

17:

18:

Initialize replay memory D to capacity N
Initialize action-value function ) with random weights 6
Initialize target action-value function @ with weights 6~ =
for episode =1, M do
Initialize sequence s} = {ul Al pl}
preprocess sequence @; = ((s!)
fort=1,T7 do
With probability e select a random action af,
otherwise select a!, = arg max, Q(0(s’,), a; 0)
Collect sttt = {ylt pirl pitl
Execute action @, in simulator
Observe reward r! and state {uf"!, bt pi+l

n

t+1 __ ot t t+1 t+1 t+1
Set sttt = st al {ultt hlH pl

Preprocess ;11 = 0(st)
Store transition (0, a’, 7%, 0;1) in D

n»'n?

Sample random mini-batch of transitions (0;,a;,7;,0,41) from D

r;, if episode terminates at step j + 1
Set y; =

r; 4+ ymaxy Q(0;11,a’;07), otherwise
Perform a gradient descent step on (y; — Q(0;, a;; 0))* with respect to the

network parameters 6
Every C' step reset () = @)

end for

end for
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4.3 Performance Evaluation

In this section, we use numerical simulations to study the performance of our proposed
service migration algorithm. We assume that the user follows the random walk mobility
model within the coverage area of multiple MEC Servers, which are randomly deployed
in a 100x100 grid area, to achieve a realistic simulation environment. To validate the
effectiveness of the proposal, we compare the results obtained from applying different
algorithms: DQN, Dueling DQN (DDQN), DQN with LSTM (DLSTM), Q-learning, No-
Migration, and Always-Migration. We apply the same parameter settings (3.3.1) that were

used for the simulations of the single-user service migration model.

We train the proposed DQN models to reduce the total gain of the cost and the energy
consumption during the migration process under random user mobility patterns. Given
the current state of the environment, the trained model can take appropriate action based
on the optimal policy. In terms of No-Migration algorithm, the agent lets the service
remain at its original service located MEC, and the user should communicate to that
server through the connected MEC. Therefore, the reward value is only affected by the
transaction costs between the user and the connected MEC and between the service located
MEC and the connected MEC. On the other hand, in Always-Migration algorithm, the
model continuously allows the service to move to the closest MEC server as the user moves
around the area. This mechanism will result in a reduction in the transaction cost in

exchange for having higher migration costs and energy consumption.

Regarding the Q-learning algorithm, the agent complies with the policy based on Q-
function and Q-table. It repeatedly estimates Q-value and updates the Q-table to achieve
the optimal policy. It has a limitation on the number of states since it uses the Q-table with
restricted index values. Particularly, the application of the conventional Q-learning in a
real-world service migration scenario with too many state combinations is not adequate due
to the large size of the Q-table. Additionally, we simulate the single-user service migration
scenario from our previous work [117] with a modified energy cost function to make a more

accurate comparison with the proposed multi-user migration model. We investigate the
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variation of the total reward sum when the migration cost parameter —f; changes from 0.0
to 2.0 to examine the impact of the variable. The migration trend is determined according
to the cost parameter —/f;. In other words, it is advantageous not to migrate under the
larger —f3; because it makes the migration cost high; otherwise, it is better to migrate [196].
For the energy consumption function, we also examine the effect of the service content size

using different values ranging from 2(KB) to 20(KB).

4.3.1 Performance of Model

We execute two sets of simulations to evaluate the impact of both the number of users
and MEC servers on the performance of the proposed algorithms. Table 4.1 compares the
total reward sum of the object group of different algorithms when the number of users
varies from 5 to 50. The DQN-based migration models always show higher reward sum
values with each number of users than conventional methodologies. While No-migration
algorithm shows a constant trend of reward sum despite changes in the number of users,
the other experimental groups result in a slight decrease in the reward sum as the number
of users increases. The reason is that, as the number of users increases, the probability of
being affected by the server capacity limit raises, while No-Migration has a constant server

capacity limit impact.

Furthermore, the complexity of DQN and Q-learning algorithms increases dramatically
with the size of the state space. The state-space includes all possible combinations of
users’ locations and their corresponding service-located servers, which obviously grows
exponentially with the number of users. The other reason for having a high complexity is
that the agent has to estimate the reward value and determine the optimal action for each

user, increasing the processing time proportional to the number of users.

Figure 4.4 provides a comparison for the total reward of the mentioned algorithms as
the number of MEC increases for both multi-user and single-user scenarios. As seen in this
figure, the proposed algorithms, DQN, DDQN, and DLSTM, outperform the conventional

Q-learning, No-Migration, and Always-Migration considerably. Similar to the single-user
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case, which presented an increasing tendency, the total reward sum also tends to rise
in multi-user cases as the number of servers increases. The more servers are deployed,
the agent has more options to distribute the required computation capacity for service
processing, thereby facilitating a fine-grained migration policy that can minimize the delay
penalty. It is also supported by the fact that No-Migration, which is not affected by the
delay penalty, exhibits a steady pattern regardless of alterations in the number of servers.

Always-Migration is uneven but presents a climbing slope.

4.3.2 Impact of variables

The third set of simulations evaluates the impact of the migration cost parameter —3; on
the total reward sum results. In this part, we investigate the variation of the outcomes as
—fB; changes from 0.0 to 2.0 while the number of users, MEC servers, and the content size
are set to 20, 30, and 20(KB), respectively. As depicted in Figure 4.5. a, the performance of
the DQN models, Q-learning, and Always-Migration manifests a reduction when —g; value
is raised. Therefore, it is advantageous not to migrate under the larger — ; because it makes
the migration cost high. A more significant drop is shown in Always-Migration algorithm,
which is highly affected by the migration cost in all actions as opposed to No-Migration,
which represents no vacillation since it is not dependent on the migration cost. Although
the DQN-related models represent a slight drop, they display better performance than
Always-Migration and Q-learning algorithms as the optimal policy minimizes the impact
of the migration cost parameter. This trend is more noticeable in the multi-user situation

in comparison with the single-user case (shown in Figure 4.5. b).

In the last set of simulations, we examine the impact of the content size, which is
a significant factor in estimating the energy consumption and the latency components
of the reward values. Figure 4.6. a shows the total reward sum for different values of
service content size ranging from 2(KB) to 20(KB). As shown in this figure, lower values
for content size lead to a higher reward value for the DQN, Q-learning, and Always-

Migration algorithms, which is consistent with intuition. In the case of Always-Migration
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and Q-learning algorithm, this component seems to be more affected by the content size.
Despite the reward diminution due to the increment in content size, the DQN-based models
outperform the other algorithms to be compared, which indicates that the proposed DQN
algorithms can manage to find the optimal action, regardless of the additional constraints
that are introduced to the system model. The total reward sum versus content size for
the case of single-user is illustrated in Figure 4.6. b. All migration-related algorithms
show slightly declined reward sums with increasing the content size. However, in the No-
Migration model, the reward for single-user is not affected by the migration, while the
result in the multi-user circumstance varies according to the change in content size due to

the factor related to the latency.

4.3.3 Summary

Based on the numerical results derived from the analytical simulations, we can observe
that the proposed novel service migration models outperform the conventional algorithms
in most circumstances. The proposals outweigh the straightforward methods, No-Migration
and Always-Migration. The DQN-related algorithms also improve the performance of the
system compared to the conventional Q-learning method. With the Q-learning method,
we can get relatively more valuable results compared to the intuitive algorithm (Always-
Migration) in the single-user case. However, in the case of the multi-user scenario, the
total rewards are not remarkable because the server capacity factor is disregarded due to

the state limitation of Q-learning.

Advanced DQN models such as DDQN and DLSTM generally show better performance
results than the typical DQN algorithm in environments that handle complex action states
such as game simulations [109]. However, in our simulation cases where the set of action-
state pairs is relatively small, the two improved algorithms rather hinder the learning pro-
cess, resulting in similar results to the standard DQN. To be specific, the DDQN algorithm
can measure the value of a state without the action impact by calculating an estimate for

value and action. It improves the algorithm efficiency by excluding the estimation process
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for the actions that do not affect the situation or are similarly reproduced. However, the
separated layers cause inefficiency in the service migration environment since all states are
affected by actions. LSTM-DQN also has little impact on the service migration model,

which has less continuity between each value of the state set.
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Figure 4.4: Total reward sum regarding the number of MECs when User No. = 20, —f; = 1,
and C' = 20.
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Chapter 5

Conclusion and Future Work

This chapter summarizes our contributions and introduces open issues and future directions

for obtaining improved service migration models.

5.1 Conclusion

Dynamic service migration is essential to sustaining QoS related to MEC in response to
multiple user mobility patterns. Implementing a service migration model that can adapt
unpredictable user mobility patterns with a static conventional optimization algorithm
is unattainable. Fortunately, with the recent progress of DL technology, it has become

achievable to develop a robust migration algorithm in MEC.

In this thesis, we first reviewed a comprehensive background of edge computing technol-
ogy. Then, we investigated the achievements of related studies to understand the current
status of service migration research. Moreover, we classified the types of machine learning
and described the features and specific algorithms for each category. We also explained

the details and structures of representative deep learning algorithms.

Based on the in-depth understanding of the MEC technology, we proposed an exten-
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sive service migration model based on DRL to handle the service migration problem. In
the proposed model, DQN is employed to solve the inevitable computation problem oc-
curring from designing a service migration model that considers more aspects occurring
in the practical environment. As demonstrating that the high-complexity computations
can be handled using DQN as an approximator, we suggested the possibility of realizing
the realistic service migration scenario based on the optimal policy under various deter-
minants. In addition, we introduced a reward function based on numerous environmental
variables and multi-user to support fine-grind decision-making. The enhanced DQN algo-
rithms are applied to solve the computational complexity caused by considering multiple
variables to model a real-world dynamic environment. Comparative simulations under
several conditions were performed, and the numerical results were provided to illustrate
that the proposed approaches surpassed the algorithms of the control group. In addition,
the implications of the results were discussed through numerical analysis. Furthermore,
we proved the potential of practicing realistic service migration scenarios in the real-world
by demonstrating the effectiveness of the proposed DQN-based models. Finally, we pre-
sented open issues and challenges as well as future research directions related to the service

migration in MEC.

5.2 Future Work

In line with the trend to engage DL technology in active research, several attempts to
exploit DL in the service migration within MEC environments have proceeded. Although
there have been many notable achievements, it is insufficient to reflect the real-world
requirements related to task migration and user mobility in MEC. Some technical issues still
impede the ongoing DL-based researches to control and manage the application executions
at each MEC server. Therefore, we discuss the challenges and the direction for future work

that can be further explored.
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5.2.1 Deep Learning Model Design

As DL technology is widely used, the desire to improve DNN performance is also increas-
ing. In the case of CNN, which is highly utilized among DNNs, improved neural networks
such as AlexNet [117], VggNet [175], GoogleNet [132], and ResNeXts [205] are emerging.
Furthermore, in the RL domain, novel DRL algorithms, such as Double-DQN, Dual-DQN,
and Rainbow-DQN, have developed and shown enhanced performance as overcoming ex-
isting methods has proven in [109, 173]. Therefore, performance re-verification for the
existing DL-based system problems should be performed by applying the newly improved
algorithm. Also, comparative simulations between those algorithms should be conducted
to determine which algorithm is appropriate according to the situation since new algo-
rithms do not always produce better outcomes. A new opportunity can be derived by the
intensified algorithms, which enable the design of creative scenarios that were formerly

unreachable.

Regarding DQN, defining the state, action, and reward function are more critical, even
though the RL algorithm used to find the optimal results is vital for building frameworks.
The reward value function should be designed depending on the underlying factors that
influence the variation of policies. For modeling a DRL framework for service migration,
the optimal policy from the reward function based on only migration and communica-
tion costs is distinct from the case of additionally accepting energy consumption into the
reward. Considering more determinants for identifying states, tasks, and reward factors
leads to more sophisticated optimization models, which inevitably increases computational
complexity. Consequently, we need to enhance DNN, which is utilized as an approximator

to simplify complex states.

5.2.2 Real-world Scenario

As DRL technology develops, generating a responsive service model required in the MEC

network environment became possible. Regardless, it is not sufficient to satisfy the re-
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quirements in real life since studies related to the DRL-based service migration model

have conditions and assumptions to simplify the processing.

Architectures, which can afford to interact with multiple users, are required to build a
realistic service migration model. In other words, each user must simultaneously determine
the optimal migration action based on what has occurred and collectively feedback the
results to all users within the MEC network. To this end, it is fundamental to define state,
action, and reward functions that can reflect the situation of multiple users and establish
a sophisticated algorithm that can accumulate and process the entire user’s information at
each timeslot. Moreover, a structure of DNNs that can mitigate the complexity originated
from the increased state size, and the computational amount should be investigated in
parallel. In the paper [117], a model representing multiple environmental factors has been
proposed to identify the migration situations more accurately. However, it needs to be

developed to address multiple users.

Some papers [123,168,211] have proposed a multi-agent-based DRL model that handles
network resources as another approach to support multiple users’ circumstances. However,
it is challenging to understand the state of the environment at the same time due to the
inherent non-stationarity issues of multi-agent designs [108]. In addition, the complexity
mentioned above is still a mission to reflect the scenario for the actual network physical
layer. Therefore, it is inevitable to take robust measures to unravel these problems. De-
veloping an improved DNN algorithm that simplifies many input variables and speeds up

processing must be a useful sample for the measures.

5.2.3 Security Dilemma

The network communications underlying the migration frameworks are continuously ex-
posed to security and privacy threats. There is a possibility for misusing or manipulating
transmitted context or data within the network model by unauthorized users. Although
the need for secure network communication stimulates the development of countermea-

sures such as data packet encryption technology, vulnerabilities still exist due to the slow-
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down caused by the encryption process or the techniques to disable encryption by aug-
mented computing capacity. In particular, there are many security-threatening spots that
can be struck by modern security attack techniques such as Advanced Persistent Threat
(APT) [73], malware attacks [155], and Distributed Denial of Service (DDoS) attacks [170].

During the service migration process, the state and context of each UE and cloud
server are necessary to share for the agent to be aware of the situation of the MEC envi-
ronment. Hence, it is required to apply a method to exchange data securely and quickly.
A more sophisticated optimization model can be achieved with more contextual informa-
tion exchanged. Thus, the agent needs to collect more information from UEs and MECs.
However, the security and privacy concerns make individual users hesitant to share user
information. Accordingly, an incentive strategy is mandated to encourage users to share

private information.
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