


-

FACULTE DES ETUDES SUPERIEURES jin FACULTY OF GRADUATE AND
ET POSTOCTORALES uOttawa POSDOCTORAL STUDIES

L’Universgité canadienne
Canada’s university

Reza GhasemA ghaei
AUTEUR DE LA THESE / AUTHOR OF THESIS

M.C.S.
GRADE / DEGREE

School of Information Technology and Engineering
FACULTE, ECOLE, DEPARTEMENT / FACULTY, SCHOOL, DEPARTMENT

Routing in Wireless Sensor Networks: an Ant-inspired approach

TITRE DE LA THESE / TITLE OF THESIS

Abdulmotaleb El Saddik
DIRECTEUR (DIRECTRICE] DE LA THESE / THESIS SUPERVISOR

Wail Gueaieb
CO-DIRECTEUR {CO-DIRECTRICE) DE LA THESE / THESIS CO-SUPERVISOR

EXAMINATEURS (EXAMINATRICES) DE LA THESE / THESIS EXAMINERS

Jiying Zhao

Peter X. Liu

Gary W. Slater

Le Doyen de la Faculté des études supérieures et postdoctorales / Dean of the Faculty of Graduate and Postdoctoral Studies




Routing in Wireless Sensor Networks:
Ant-inspired approach

Reza GhasemAghaei

Thesis submitted to the
Faculty of Graduate and Postdoctoral Studies
In partial fulfillment of the requirements
For the Master degree in

Computer Science

Ottawa-Carleton Institute for Computer Science
School of Information Technology and Engineering
Faculty of Engineering

University of Ottawa

© Reza GhasemAghaei, Ottawa, Canada, 2008

an




Bibliothéque et
Archives Canada

I*. Library and
Archives Canada

Direction du

Patrimoine de I'édition

Published Heritage
Branch

395 Wellington Street
Ottawa ON K1A ON4

395, rue Wellington
Ottawa ON K1A ON4

Canada Canada
Your file Votre référence
ISBN: 978-0-494-48457-9
Qur file  Notre référence
ISBN: 978-0-494-48457-9
NOTICE: AVIS:

L'auteur a accordé une licence non exclusive
permettant a la Bibliothéque et Archives
Canada de reproduire, publier, archiver,
sauvegarder, conserver, transmettre au public
par télécommunication ou par l'Internet, préter,
distribuer et vendre des théses partout dans

le monde, a des fins commerciales ou autres,
sur support microforme, papier, électronique
et/ou autres formats.

The author has granted a non-
exclusive license allowing Library
and Archives Canada to reproduce,
publish, archive, preserve, conserve,
communicate to the public by
telecommunication or on the Internet,
loan, distribute and sell theses
worldwide, for commercial or non-
commercial purposes, in microform,
paper, electronic and/or any other
formats.

L'auteur conserve la propriété du droit d'auteur
et des droits moraux qui protége cette these.
Ni la thése ni des extraits substantiels de
celle-ci ne doivent étre imprimés ou autrement
reproduits sans son autorisation.

The author retains copyright
ownership and moral rights in
this thesis. Neither the thesis
nor substantial extracts from it
may be printed or otherwise
reproduced without the author's
permission.

In compliance with the Canadian
Privacy Act some supporting
forms may have been removed
from this thesis.

While these forms may be included
in the document page count,

their removal does not represent
any loss of content from the

thesis.

Canad;

Conformément a la loi canadienne
sur la protection de la vie privée,
quelques formulaires secondaires
ont été enlevés de cette thése.

Bien que ces formulaires
aient inclus dans la pagination,
il n'y aura aucun contenu manquant.



Abstract

The field of routing and sensor networking is an important and challenging research area
of network computing today. Advancements in wireless sensor networks (WSNs) enable
a wide range of environmental monitoring and object tracking applications. Routing
in WSN is a challenging task. As the size of the network increases, routing becomes
more complex. Therefore, biologically-inspired intelligent algorithms have been taken
into consideration to address this problem. Ant routing algorithms have shown excellent
performance when applied to WSN routing. This thesis presents routing algorithms in
WSN, the current use of swarm intelligence for routing in WSN, explains different ant
routing algorithms and shows why some existing ant routing algorithms do not work
well for WSN. Consequently, we present four ant-colony based routing algorithms, which
are suitable for WSN. Our proposed algorithms take into consideration the WSN re-
quirements, including energy consumption, success rate, and time delay. In addition,
one of our algorithms is a multimedia-enabled routing algorithm, which is suitable for
single-source-to-single-destination multimedia data traffic to optimize different perfor-
mance criteria, especially end-to-end delay and jitter. The last proposed algorithm is a
many-to-one routing algorithm, which facilitates congestion avoidance in the network.

The findings in this thesis are supported with several computer simulations.
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Chapter 1

INTRODUCTION

In this chapter, we present the objective and motivation for the current research. Af-
ter that, we address some of the challenges in the research pertaining to ant routing
algorithms. The thesis contribution, the publications resulting from this thesis, and the

overall organization are illustrated subsequently.

1.1 Objective and Motivation

The objective of this research is to investigate the properties of a type of swarm intel-
ligence commonly referred to as ant algorithms, and to come up with new ant routing
algorithms that are applicable to wireless sensor networks (WSNs). Ant-inspired algo-
rithms have the capability of finding short paths and show an inherent adaptability that
could be utilized to solve dynamic problems such as routing in a network. Swarm intel-

ligence is an area of research that has recently experienced a boom in interest. Inspired



by the intelligent behavior of swarms of insects, swarm intelligence has confirmed to be a
promising field of research in many different areas. A swarm of ants in the search for food
demonstrates a remarkable potential of finding shortest paths between the anthill and a
found food source. Although any single ant could be said to possess the ability of finding
a short path from the anthill to a near food source, the probability of this occurring is
very small, due to its limited intelligence. Nevertheless, when many ants cooperate on
finding food, using pheromone trails as a simple indirect form of communication, the
swarm of ants seems to be able to find a shortest path effectively. Another characteristic
is their capability to adapt to a changing environment. If an obstacle is located on the
path from the food source back to the anthill, ants are able of finding the shortest path
around the obstacle, and possibly find food sources nearer to the anthill. The emergent
intelligence that a swarm of ants possesses is attractive from an artificial intelligence per-
spective as it can be exploited to solve several engineering problems. Indeed, researchers
in the field of biology have developed interesting theories on how ants communicate as
a group. Attempts to test these theories with computer simulations proved that it is

possible to achieve emergent intelligent behavior from colonies of artificial ants [8].

1.2 The Research Problem

Wireless sensor network routing (WSNR) is a potential research field of swarm intelli-
gence. The quality of a routing algorithm could be measured by how fast the algorithm

is capable to transfer packages through the network while visiting the least number of



sensor nodes, minimizing package loss, being energy efficient, and consuming the least
energy. In [16], the authors show an adaptive distributed, mobile agent-based system,
which is inspired from the ant colony metaphor for solving optimization problems and
targeted for communication networks. Although their basic ant routing (Basic) algorithm
forms the basic foundation of the research presented in this thesis, it is not optimized
for routing in WSNs.

Zhang et al. [103] proposed three ant-routing algorithms for sensor networks: the
Sensor-driven Cost-aware Ant Routing (SC) algorithm, the Flooded Forward Ant Rout-
ing (FF) algorithm, and the Flooded Piggybacked Ant Routing (FP) algorithm. The
SC algorithm is energy efficient but suffers from a low success rate. The FF algorithm
has shorter time delays; however, the algorithm creates a significant amount of traf-
fic. Despite the high success rate shown by the FP algorithm, it is not energy efficient.
Although all three algorithms show satisfactory performance, none of them is ideal for
routing in WSNs due to the above-mentioned shortcomings.

An Adaptive ant-based Dynamic Routing (ADR) algorithm using a novel variation
of reinforcement learning was proposed by Lu et al. [57]. The authors used a delay
parameter in the queues to estimate a reinforcement learning factor. Although the queue
is an integral part for a communication network, it is not essential in a sensor network.

Lu et al. [57] conducted a comparison study between ADR and AntNet in commu-
nication networks. The results showed that ADR is advantageous to AntNet. Zhang et
al. [103] used AntNet as a reference for their developed algorithms. We expected that

by using ADR for sensor networks and as a reference, we could propose an algorithm,



which gives better results than the ones previously presented in the literature. First we
compare the results of the proposed Adaptive Routing (AR) algorithm and the proposed
Improved Adaptive Routing (IAR) algorithm with the Basic, SC, FF, and FP algorithm.
By comparing the results of all algorithms, the result showed that IAR has more advan-
tages than Basic, SC, FF, FP and AR algorithms, which will be explain in chapters 4
and 5.

Because of the physical constraints of sensor nodes and the type of network topology
used, many WSNs use multi-hop routing algorithms to achieve energy efficiency. A huge
number of applications such as remote surveillance require that multi-modal sensory
data be sent to a base station, which we refer to many-to-one type of communication.
For example, capturing three views of a particular object and sending them to the base
station will provide more accurate idea about the remote object than that provided by
a single source. However, as the density of sensor nodes increases significantly, many-
to-one type of communication in a multi-hop WSN generates high traffic and results in
greater energy waste, higher end-to-end delay and packet loss. In order to accommodate
these challenges, we propose a many-to-one routing algorithm using ant-based swarm

intelligence to find the shortest path and to avoid congestion in the network.

1.3 Thesis Contributions

The thesis proposes four swarm-intelligence-based algorithms to address the routing prob-

lem in WSNs. They are the Adaptive Routing (AR) algorithm, the Improved Adaptive



Routing (IAR) algorithm [32], the Multimedia-enabled Improved Adaptive Routing (M-
IAR) algorithm [71] and the Many-to-One Improved Adaptive Routing (MO-IAR) algo-
rithm [31].

The AR and IAR algorithms were designed to be optimal for transferring packets
through the network, which results in less energy consumption, better packet success
rate, and less latency in a WSN.

The M-IAR algorithm best fits for single-source-to-single-destination multimedia data
traffic to optimize different performance criteria, especially end-to-end delay and jitter.

The MO-IAR algorithm is suitable for many-to-one sensory data transmission in a
multi-hop WSN. By avoiding congestion, it can route the upstream data flow through

the shortest path efficiently.

1.4 Publications Resulting from This Research
Parts of this research have been published in the following papers:

e Reza GhasemAghaei, Md. Abdur Rahman, Wail Gueaieb, and Abdulmotaleb El
Saddik. Ant Colony-Based Reinforcement Learning Algorithm for Routing in Wire-
less Sensor Networks. In Proceedings of the IEEE Instrumentation and Measure-

ment Technology Conference (IMTC2007), Warsaw, Poland, May 1-3 2007.

e Md. Abdur Rahman, Reza GhasemAghaei, Abdulmotaleb El Saddik, and Wail
Gueaieb. M-IAR: Biologically Inspired Routing Protocol for Wireless Multimedia

Sensor Networks. IEEE International Instrumentation and Measurement Tech-
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nology Conference (I2MTC2008), Victoria, Vancouver Island, British Columbia,

Canada, May 12-15 2008.

o Reza GhasemAghaei, ASM Mahfujur Rahman, Md. Abdur Rahman, Wail Gueaieb,
and Abdulmotaleb El Saddik. Ant Colony-Based Many-to-One Sensory Data Rout-
ing in Wireless Sensor Networks. In Proceedings of the ACS/IEEE International

Workshop on Wireless Internet Services (WISe’08), Doha, Qatar, April 1-4 2008.

1.5 Organization of the Thesis

The remainder of the thesis is organized as follows:

Chapter 2 provides background information related to this thesis, an overview of
sensor network routing and describes some of the related protocols in this field.

Chapter 3 introduces ant-inspired systems as well as different swarm intelligence
approaches. Relevant literature is also discussed.

Chapter 4 provides an overview of the four proposed adaptive routing (AR), im-
proved adaptive routing (IAR), Multimedia-enabled Improved Adaptive Routing (M-
IAR) and Many-to-One Improved Adaptive Routing (MO-IAR) algorithms.

Chapter 5 demonstrates the performance of all routing algorithms in sensor networks
with uniform and random node layouts.

Chapter 6 summarizes and concludes the thesis with some concluding remarks and

possible future research directions.



Chapter 2

THE STATE OF THE ART

In this chapter sensor networks will be introduced. Literature review on routing protocols

and approaches will also be detailed.

2.1 Sensor Networks

Communication is the transfer of information from one device to another [26]. Since the
1970s, wireless networks have been showing huge interest to the computing industry and
the research community. The last two decades have been the most active years in the
history of wireless communications [23]. This is particularly true within the past decade,
which has seen wireless networks being adopted to enable mobility [39,72].

Recently, advances in minimization, low-power, low-cost, efficient and multi-functional
wireless communication equipments, and improved small-scale energy supplies led to the

increasing popularity of wireless sensor networks (WSNs) [2, 3,46, 53, 75,88]. Early sen-



sor networks were applied for military purposes, such as the Sound Surveillance System
(SOSUS) during the Cold War. Modern research on sensor networks started around 1980
with the Distributed Sensor Network (DSN) program at the Defense Advanced Research
Projects Agency (DARPA). Smaller computing chips, more capable sensors, wireless net-
works, and other new IT technologies are pushing the development of sensor networks.
Sensor networks are collection of small but smart low-cost devices that can sense and
motivate their environment and communicate with each other through a wireless net-
work. WSNs contain a large number of sensor nodes with sensing capabilities such as
vibration, temperature, radiation, light, sound, pressure, motion, pollutants etc. and
have simple wireless communication capabilities. They are deployed for a wide variety of
areas, such as environment monitoring [19,22, 27,98, video surveillance, medical appli-
cation, air traffic control, robotic exploration, manufacturing and industrial automation,
and military and national security applications (10,13, 33,41, 69, 96].

Networking unattended sensor nodes is anticipated to have large impact on the effec-
tiveness of many military and civil applications such as battle field surveillance, security
and disaster management. These systems process data collection from many sensors to
monitor events in an area of interest. For instance, a large number of sensors can be
distributed in a disaster management setup. Networking these sensors can help rescue

operations by locating survivors, identifying unsafe areas and making the rescue team

more aware of the overall situation. Such application of sensor networks can raise the
effectiveness of rescue operations, and enhance the safety of the rescue team [58,80].

WSNs may incorporate a large number of sensor nodes. A sensor node can only



communicate with other sensor nodes within its limited transmission range. These sen-
sors have the ability to communicate either among each other or directly to an external
base station (BS). A BS may be a fixed or mobile node capable of connecting the sen-
sor network to an existing communications infrastructure or to the Internet where a
user can have access to the reported data [102]. Each sensor node bases its decisions
on its mission, the information it currently has, and its knowledge of its computing,
communication, and energy resources [4,42]. Mainly, each sensor node contains sensing,
processing, transmission, mobilizer, locating system, and power units, as needed [4].

The quick growth of wireless communication not only alleviates the dependency on
wired traditional networks, but also increases the potential of mobile communication and
boosts its computing power. In a WSN, each sensor node acts as a router with a sensing
capability. Because sensor nodes can be mobile, the corresponding protocol should be
able to handle rapid topology changes [93].

The decrease in the size and cost of sensors has increased the interest in the possible
use of large set of disposable unattended sensors [50,70]. This has ignited rigorous
research in the past few years addressing the potential of collaboration among sensors
in data gathering and processing and the coordination and management of the sensing
activity and data flow to the sink. An example for such collaborative distributed sensors
is a network with wireless links that can be formed among the sensors in an ad hoc
manner [68].

As mentioned above, sensors are generally equipped with data processing and commu-

nication capabilities. The sensor sends the collected data, usually via radio transmitter,



to a command center (sink) either directly or through a data concentration center (a
gateway) [1]. Since sensor networks are small and inexpensive, they can be produced
and deployed in large numbers and their resources in terms of energy, memory, compu-
tational speed and bandwidth are severely constrained. Each device is equipped with a
radio transceiver, a small microcontroller, and an energy source, usually a battery. The
devices use each other to propagate data to a monitoring computer [41].

Aside from the very few setups that use mobile sensors [84], most of the network ar-
chitectures assume that sensor nodes are stationary. On the other hand, supporting the
mobility of sinks or cluster-heads (gateways) is sometimes considered essential [95]. Rout-
ing messages from or to moving nodes is more challenging since route stability becomes
an important optimization factor, beside the energy, bandwidth, and other parameters.
The sensed event can be either static or dynamic depending on the application [87]. For
instance, an example of static events can be forest monitoring for early fire prevention,
while in a target detection/tracking application, the event (phenomenon) is dynamic.
Monitoring static events allows the network to operate in a reactive mode, which would
create traffic when the event will be reported. Dynamic events in most applications
need periodic reporting and consequently generate significant traffic to be routed to the
sink (1].

In the past few years, intensive research that addresses the potential of collaboration
among sensors in data gathering, processing, coordination and management of the sensing
activity was conducted. In most applications, sensor nodes are constrained in energy

supply and communication bandwidth. Therefore, innovative techniques to eliminate

10



energy inefficiencies that shorten the lifetime of the network and efficient use of the
limited bandwidth are highly required [29,30]. Such constraints combined with a typical
deployment of large number of sensor nodes pose many challenges to the design and
management of WSNs and necessitate energy-awareness at all layers of the networking
protocol stack. For instance, at the network layer, it is highly desirable to find methods
for energy-efficient route discovery and relaying of data from the sensor nodes to the sink
so that the lifetime of the network is maximized [4].

The following is a summary of WSNs’ most important characteristics and features:

WSNs have a highly dynamic nature, deeply embedded routers, resource con-

strained nodes, dense connectivity and unreliable asymmetric links [52,65,101).

e WSNs are feasible with very different network densities - from very sparse to very

dense deployments - which requires adaptive protocols [46].

e Energy consumption is a major restriction in WSNs. Usually the battery of a sensor
node is not rechargeable. Therefore, the need to extend the lifetime of a sensor

node has a deep impact on the system and networking architecture [46,62,89].

e WSNs should be scalable [46].

o The architecture of WSNs is drastically different compared to traditional networks,
in terms of a single node and the network as a whole, because of the principle

differences in application scenarios and the underlying communication technology.

11



e Large-scale networks of wireless sensors have become an active subject in research
[28]. For future sensor networks, the key parameters will be the success rate, energy

consumption and time delay.

2.2 Routing in WSN

To facilitate the communication between two nodes without a direct communication
link, routing protocols must be developed to support multi-hop communication [93].
An efficient routing mechanism can cause important power cost reductions and improve
network longevity [94].

Devising a routing scheme for sensor-node-to-sensor-node communication is one of
the challenging tasks in the deployment of sensor networks. Routing protocols in WSNs
might differ depending on the application and network architecture [1,4]. Many routing
protocols have been specifically designed for WSNs where several factors such as energy
efficiency, low latency, and success rate are necessary to take into account [1,4,46, 72].

Among the above factors, energy consumption is one of the most important concerns
in a sensor network because each sensor node has to be in active mode during routing,
communication and monitoring the environment [63,64,82]. Recent advances in WSNs
have paved the way for many new protocols particularly designed for WSNs where energy
awareness is of a paramount importance.

Routing is a relevant issue for maintaining good performance and successful operation

in a network. It is elementary in all WSNs and is at the core of the whole network

12



control system. Routing is the process of delivering a message/packet across one or more
networks via the most appropriate path. The main task of routing is to maintain data
flow from the source to the destination, to maximize network performance. It refers to
the distributed activity of building and using routing tables - one for each sensor node
in the network - that helps incoming data packets to choose any efficient outgoing link
to continue their travel towards the destination node [16,45].

Routing in WSNs has different characteristics than that in traditional communication
networks [40]. Address-based destination specification is replaced by a more general
feature-based specification, such as, a geographic location [47,95] or information gain [20].

A further concern is the topological deployment of nodes. This is application depen-
dent and it influences the performance of the routing protocol. The deployment is either
deterministic or self-organizing. In deterministic situations, the sensors are manually
placed and data is routed through pre-determined paths. On the other hand, in self-
organizing systems, the sensor nodes are distributed randomly creating an infrastructure
in an ad hoc manner [36,59,79,99].

Throughout the creation of an infrastructure, the process of setting up the routes is
greatly influenced by energy considerations. Since the transmission power of a wireless
radio is proportional to distance squared or even higher order in the presence of obsta-
cles, multi-hop routing will consume less energy than direct communication. Usually
sensors are distributed randomly over an area of interest and multi-hop routing becomes
necessary [1,61].

Routing in WSNs is very challenging because of several characteristics that differen-

13



tiate them from contemporary communication and wireless ad hoc networks.

e It is not feasible to build a global addressing scheme for the deployment of total
number of sensor nodes. Therefore, classical IP-based protocols cannot be applied
to WSNs. Another factor is used instead, such as the geographical location of the

sensor nodes.

o Unlike typical communication networks, nearly all applications of WSNs require the

flow of sensed data from several regions (sources) to a particular sink (destination).

e Generated data traffic contains momentous redundancy since several sensors may
produce the same data within the vicinity of a phenomenon. To improve energy
and bandwidth utilization, such redundancy needs to be exploited by the routing

protocols.

e In terms of transmission power, on-board energy, processing capacity and storage,
sensor nodes are tightly constrained. Therefore, sensor nodes need careful resource

management [1].

e In communication networks the connection is symmetric, while in WSNs it is asym-
metric, which makes applying communication network algorithms on WSNs more
complex. For instance, an algorithm may have a good performance in communica-

tion networks but not in WSNs, or vice versa.

e In WSNs, there is a dense connectivity between sensor nodes, which is not the
case for communication networks. This density adds to the complexity of routing
algorithms.

14



As a result of such differences, many new algorithms have been proposed for the problem
of routing data in sensor networks. In this part we survey recent routing protocols for
sensor networks and present a classification for the various approaches pursued. As
shown in Figure 2.1, routing algorithms are divided into two major classes: nonadaptive
and adaptive. Nonadaptive or static algorithms do not adapt themselves to the changes
in the network. However, adaptive algorithms change their routing decisions according

to the changes in the network topology and traffic.

Routing Algorithm
v | ¢
Nonadaptive Algorithm Adaptive Algorithm
v
Data centric protocol Hierarchical protocol Locatior:based protocol

Figure 2.1: Routing Algorithms Hierarchy

2.2.1 Nonadaptive Routing

Non-adaptive routing algorithms do not base their routing decisions on measurements or
estimates of the current traffic and topology. Instead, the choice of the route to use to
get from one node to another is computed in advance, off-line, and downloaded to the

routers when the network is booted. These routing algorithms do not base their routing

15



decisions on the current state of the network. This procedure is sometimes called static
routing. A change, such as loss of a link or loss of a node is not compensated for, which
means that any packet transmission will either have to wait for the failure to be repaired
before restarting its trip, or will have to fail to reach its destination and quit the trip [86].

Some of the nonadaptive algorithms are described below:

Shortest Path Routing

The shortest path routing technique is very common due to its simplicity and ease of
use. This algorithm finds the shortest path between routers on the graph. It selects
the shortest route between pair of routers. In the general case, the labels on the link
could be computed as a function of the distance, communication cost, measured delay,
bandwidth, average traffic, mean queue length, and other factors. For instance, in each
node, to select the next node we choose the shortest distance, which means choosing the

node that has the shortest path to the source node [86].

Flooding

Another nonadaptive algorithm is flooding. Each node sends the packet to all the neigh-
bor nodes. Flooding obviously generates huge numbers of duplicate packets. Flooding
can be used in WSNs, with all messages transmitted by a station received by all other
stations within its radio range [86].

Flooding has its own advantages and disadvantages: the probability of receiving

the data at the destination is high, but the collision in the network and its energy
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consumption is prohibitively high as well {100].

2.2.2 Adaptive Routing

Here we present some related works of adaptive routing protocols in WSNs. Modern
networks generally use dynamic adaptive routing algorithms. The adaptive routing al-
gorithms change their routing decisions with the changes in the network topology and
network traffics. Adaptive algorithms differ in where they get their information, when
they change the routers, and in the metric used for optimization [86].

Adaptive routing describes the ability of a system, through which routes are described
by their destination, to modify the path the route takes through the system in response
to a change in conditions. The adaptation is intended to allow as many routes as possible
to remain valid and with reachable destinations, in response to the change. For example,
when people are using a transport system, they can display adaptive routing. If a local
railway station is closed, people can alight from a train at a different station and use
another method, such as a bus, to reach their destination. Adaptive routing is normally
used in data networking to describe the ability of a network to route around damage,
such as loss of a node or a link between nodes, as long as other path choices are available.
The adaptive routing protocols can be broadly classified into three main categories: data-

centric, hierarchical and location-based [1]. Each routing protocol is illustrated under

the proper category. In the following, the data-centric routing approach is detailed.
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Data-centric protocols

In lots of applications of sensor networks, it is impossible to assign global identifiers to
each node due to the sheer number of nodes deployed. Such lack of global identification
along with random deployment of sensor nodes makes it hard to select a precise set of
sensor nodes to be queried. Therefore, data is usually transmitted from every sensor node
within the deployment region with important redundancy. Since this is very inefficient
in terms of energy consumption, routing protocols that are able to select a set of sensor
nodes and utilize data aggregation during the relaying of data have been considered. This
has led to data-centric routing, which is different from traditional address-based routing
where routes are created between addressable nodes managed in the network layer of the
communication stack [1,51,78|.

Data-centric protocols are query-based and depend on the naming of desired data,
which helps removing many unnecessary transmissions. In data-centric routing, the
sink sends queries to certain regions and waits for data from the sensors located in the
selected regions. Since data is being requested through queries, attribute-based naming
is necessary to specify the properties of data [1,90].

Sensor protocols for information via negotiation (SPIN) [35] is a data-centric protocol,
which considers data negotiation between nodes in order to eliminate redundant data
and save energy. In SPIN the idea is to name the data using high-level descriptors or
meta-data. Before transmission, metadata are exchanged among sensors by using a data
advertisement mechanism that is the key feature of SPIN. Each node upon receiving new

data, advertises it to its neighbors. The meta-data cooperation in SPIN solves the classic
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troubles of flooding for example redundant information passing, overlapping of sensing
areas and resource blindness, as a consequence, achieving a high energy efficiency. In
SPIN there are three messages defined to exchange data between nodes. The first message
is an ADV message to allow a sensor to advertise a particular meta-data. The second
message is a REQ message to request the specific data, while the third message is a data

message that carries the actual data [1].

Hierarchical protocols

Like other communication networks, scalability is one of the main design challenges of
sensor networks. A single-tier network can overload the gateway with the raise in sensors
density. Such an overload might cause latency in communication and inadequate tracking
of events. Also the single-gateway architecture is not scalable for a larger set of sensors
covering a wider area of interest since the sensors are typically not capable of long-haul
communication. Network clustering has been pursued in some routing approaches to let
the system handle additional load and to be able to cover a large area of interest without
degrading the service. The major aim of hierarchical routing is to efficiently maintain
the energy consumption of sensor nodes by involving them in multi-hop communication
in a particular cluster and by performing data aggregation and fusion in order to reduce
the number of transmitted messages to the sink [1,17].

Hierarchical protocols plan to cluster the nodes to save energy. Therefore, cluster
heads can do some aggregation and reduction of data [1,59]. The aim of these protocols

is to control the energy consumption of sensor nodes in the face of varying network sizes.
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Low-energy adaptive clustering hierarchy (LEACH) is one of the most popular hier-
archical routing protocols for sensor networks. It is an energy-efficient communication
protocol, which extends the system’s lifetime and reduces the power consumption of
WSNs [36]. The idea of LEACH is based on the received signal strength form clusters of
the sensor nodes and use local cluster heads as routers to the sink. Since the transmissions
are accomplished through these cluster heads rather than the sensor nodes, this tech-
nique leads to energy savings. In order to balance the energy dissipation of nodes, cluster
heads change randomly over time. LEACH uses single-hop routing where each node can
transmit directly to the cluster-head and to the sink. For this reason LEACH is not
applicable to networks deployed in large regions [1,34,37]. The idea proposed in LEACH

has been an inspiration for many hierarchical routing protocols [54, 55,59, 60,84, 99].

Location-Based protocols

A large amount of the routing protocols in sensor networks require location information.
Location-based protocols use the position information to spread the data to the desired
regions rather than the entire network. Protocols that make use of the location informa-
tion and topological deployment of sensor nodes are classified as location-based. In most
cases, location information is required to calculate the distance between two particular
nodes so that energy consumption can be estimated. There is no addressing scheme for
sensor networks like IP-addresses. Therefore, location information can be used in routing
data in an energy efficient way. For example, if the region to be sensed is known, using

the location of sensors, the query can be spread only to that particular region that will
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eliminate the number of transmission significantly [1].

Geographic adaptive fidelity (GAF) [94] is an energy-aware location-based routing
algorithm designed mainly for mobile ad hoc networks, however may be applicable to
sensor networks as well. GAF saves energy by turning off unnecessary nodes in the
network without affecting the level of routing reliability. It forms a virtual grid of the
covered area. Each node uses its GPS-indicated position to associate itself with a point
in the virtual grid. Nodes associated with the same point on the grid are considered
equivalent in terms of the cost of packet routing. Hence, this equivalence is exploited in
keeping some nodes located in a particular grid area in sleeping state in order to save
energy. Therefore, GAF can significantly enlarge the network lifetime as the number of
nodes increases. A sample situation is depicted in Figure 2.2 [94]. In this figure, node
1 can reach nodes 2, 3 and 4, while nodes 2, 3, and 4 can reach node 5. Hence, two
of nodes 2, 3 and 4 can be turned to sleep mode. Nodes change states from sleeping
to active in turn to keep the load balanced. There are three states defined in GAF.
These states are: ‘active’ reflecting participation in routing, ‘sleep’ when the radio is
turned off, and ‘discovery’ for determining the neighbors in the grid [1]. Which node
will sleep for how long is application-dependent and the related parameters are tuned
for that reason during the routing process. To address the mobility issue, each node in
the grid estimates its leaving time of the grid and sends it to its neighbors. The sleeping
neighbors adjust their sleeping time for that reason and to maintain the routing fidelity.
Before the leaving time of the active node ends, one of the sleeping nodes has to become

active. GAF is implemented both for the mobility (GAF-mobility adaptation) and the

21



Figure 2.2: Example of virtual grid in GAF

non-mobility (GAF-basic) of nodes. GAF attempts to keep the network connected as
in [84], by always keeping a representative node in active mode for each region on its
virtual grid. Although GAF is a location-based protocol, it may also be considered as
a hierarchical protocol, where the clusters are based on their geographic locations. For

each particular grid area, a representative node acts as the leader to transmit the data

to the other nodes [1].

22



Chapter 3

SWARM INTELLIGENCE AND

ANT COLONY OPTIMIZATION

In this chapter we provide a brief overview of why and how biological inspired intelligent
systems emerged. We briefly elaborate on how they can operate as a means of artificial

intelligence inside a device or a system.

3.1 Swarm intelligence

There are many reasons why humans try to mimic and learn from biology. Throughout
history, humans have always searched to imitate the mobility, appearance, functionality,
intelligent operation, and thinking process of biological creatures. As humans, when
we face hard technological problems, we like to turn to biology for inspiration. Insects

for example excel at problem solving. They can solve their problems individually or
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in groups, like in food gathering by ants for instance. A swarm of ants in the search
for food demonstrates the notable capability of finding shortest paths between a found
food source and the anthill [11]. In previous decades, researchers discovered a diversity
of interesting insect and animal behaviors in nature. A group of ants forages for food.
A flock of birds moves across the sky. A school of fish swim together. This kind of
collective movement is called a swarm behavior [56]. Information acquired from studying
biological systems can apply to engineering problems through the use of sophisticated
methods for large databases and tools for modeling and simulating complex systems. By
using ants and other social swarms as models, we can create software agents that can
solve complex problems, such as rerouting of traffic in a busy telecommunication network
for example [9].

Researchers in the field of artificial life have studied how to model biological swarms
to understand how such social insects interact, reach goals, and evolve. This study led
to the development of important theories on how ants communicate as a group, which
made engineers more interested in adapting swarm intelligence. The swarm of ants is
attractive from the perspective of computer science, because of the possibility to simulate
and potentially exploit this behavior to solve algorithmic problems. In a colony, each
insect has its own plan; and the entire group seems to be highly organized, and individual
activities do not require any supervision. Also, they cooperate at the colony level that is
largely self-organized. Although the interactions such as one ant following the trail left
by another are simple, together they can solve difficult problems like finding the shortest

route among many possible paths to a food source.
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Swarm intelligence is this cooperative behavior of a group of social insects [48,76,92].
It is based on the study of collective behavior in decentralized, self-organized systems.
The term ‘swarm intelligence’ was introduced by Beni and Wang in 1989, in the context
of cellular robotic systems [25]. Although there is normally no centralized control struc-
ture describing how individual agents behave, local interactions between such agents are
global.

In Figure 3.1, for instance, the ants have to decide which way to go. A number of
insects leave the nest at the same time. Each ant takes a different path while marking
it with pheromones. Pheromones are attractive chemical substances which catches the
attention of other ants. They are used for indirect communication between ants, a
phenomenon known as stigmergy [49,67]. Pheromone trails allow the ants to forage
efficiently. Artificial ants continuously explore different paths and pheromone trails to
provide backup plans. Thus, if one link fails, a pool of alternatives would already be
left [38,74].

In this figure the ant that chooses the shorter path returns to the nest faster. Because
the shorter path has a higher concentretion of pheromone, it will attract more ants than
the longer routes. Although any single ant could be said to have the ability of finding
a short path from the anthill to a nearby food source, the probability of this happening
is very small. However, when many ants collaborate on finding food, using pheromone
trails as a simple indirect form of communication, the swarm of ants seems to be able to
find a shortest path successfully. Another key characteristic is their capability to adapt

to a varying environment. If an obstacle is placed on the path from the food source
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Figure 3.1: Pheromone Trails

back to the anthill, ants are capable of finding the shortest path around the obstacle,
and possibly find food sources closer to the anthill. Ant-inspired algorithms have the
capability of finding short paths in graphs, and show an inherent adaptability that could
be utilized to solve dynamic problems such as routing in a network [77].

Ants use reinforcement learning to discover the best way. In reinforcement learning,
the intelligent system is just given a goal to reach. The system then achieves its goal
by a trial and error interaction with the environment. For the interactions that take
the system close to the target, a positive reward is received while going away from
the target, a negative reward is assigned [85]. Some researchers have addressed the
reinforcement learning of an artificial system by introducing a concept called pheromone
decay. When the chemical evaporates rapidly, longer paths will have trouble maintaining
stable pheromone trails. This has been used for telecommunication networks [9,81].

The social behavior of ants has a number of attractive characteristics, including adap-
tation, robustness and distributed, decentralized nature, which are well collected for

routing in modern communication networks [49, 97].
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Swarm intelligence is divided to two main categories: Ant Colony Optimization
(ACO) and Particle Swarm Optimization (PSO) [8]. ACO is an optimization algorithm
that can be used to find approximate solutions to difficult combinatorial optimization
problems. In ACO virtual artificial ants find solutions by moving on the problem graph
and imitating real ants. ACO has been successfully applied to a remarkable number of
optimization problems [8,15,25,43].

NASA has explored the use of swarm technology for planetary mapping. The U.S.
military has studied swarm techniques for controlling unmanned vehicles. Swarm tech-
nology is particularly attractive because it is inexpensive, robust, and simple. An agent
is an entity that acts and recognizes. A main goal in the field of artificial intelligence, is
the study and creation of rational agents like robots which are programmed to do certain
tasks [12, 73].

In the well-known Traveling Salesman Problem (TSP), a person must find the shortest
route to visit a given number of cities, each exactly once [21]. The classic problem is
difficult. With just fifteen cities (Figure 3.2) there are billions of route possibilities [9].
Researchers exploited the use of ant-like agents to find a solution. The approach relies
on artificial ants that lay and follow the equivalent of pheromone trails. The amount of
the chemical is inversely proportional to the overall length of the tour. The longer the
distance, the less pheromone each of the links receives. Therefore, after all the ants fulfill
their tours and spread their pheromone, shorter links will be richer with the chemical
than the longer ones. The artificial ants are then released to travel over the cities again,

however this time they are guided by the earlier pheromone trails (high-concentration
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links) as well as by the inter-city distances (nearby locations). In general, the two criteria

pheromone strength and inter-city distance are weighted roughly equally [9]. Scientists
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Figure 3.2: Traveling Sales Ants

have shown that they can obtain near-optimal routes by using artificial ants [16]. Another
example, artificial ants give the best solution to the classic quadratic assignment problem,
in which the manufacture of a number of goods must be assigned to different factories
as to minimize the total distance over which the items need to be transported between
facilities. In a related application, David Gregg of Unilever in England and Vincent

Darley of Bios Group in Santa Fe, N.M., reported that they had developed an ant-
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based method for decreasing the time it takes to perform certain tasks in a Unilever
plant, where the system must efficiently schedule different storage tanks, packing lines,
chemical mixers, and other tools [9].

Network traffic can be rerouted on the fly with software agents that imitate ants.
In Figure 3.3, a transmission that needs to go from node A to node B must use a
number of intermediate nodes. If a part of the shortest path between the two locations
is inaccessible, the system must redirect the transmission through an alternative path.
Software agents can perform this rerouting automatically in a way that is similar to how

ants raid different food sources. An inaccessible path is like an empty food source [9].
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Figure 3.3: Network Traffic
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To handle conditions such as a bad weather in an airport or phone lines being over-
loaded, scientists have invented a routing technique in which ant-like agents deposit bits
of information or virtual pheromones at the network nodes to reinforce paths through
accessible regions. Also, an evaporation mechanism adjusts the node information to
disfavor paths that go through busy areas. Like that, busy routes experience more evap-
oration than the reinforced ones and vice versa. Several companies are exploring this
approach for handling the network traffic like France Telecom, British Telecommunica-
tions, and U.S. MCI Worldcom. The latter has been investigating the use of artificial
ants to manage the company’s telephone network as well as customer billing [9]. In fact,
extensive tests showed that ant-base methods can outperform OSPF, the protocol that
the Internet uses, where traffic is unpredictable.

A number of ACO-based routing algorithms are described below.

3.2 AntNet Routing Algorithm

AntNet is an adaptive network routing algorithm based on ACO, which is first proposed
by Di Caro and Dorigo [16]. It is a distributed, mobile agent-based Monte Carlo system,
inspired by the foraging behavior of ant colonies for solving optimization problems [14].
In AntNet a group of mobile agents (or artificial ants) make trails between pairs of
nodes, discovering the network concurrently and exchanging obtained information to
update the routing tables [7,15]. The communication between the agents is indirect

and asynchronous, mediated by the network itself. AntNet’s agents concurrently explore

30



the network, exchanging collected information [6]. These agents are divided into two
classes, the forward ants and the backward ants [5]. The communication among the agents

is indirect and asynchronous, mediated by the network itself. AntNet was shown to

outperform other routing algorithms e.g. OSPF, SPF, BF, Q-R, PQ-R and Daemon [16].

3.3 Basic Ant Routing Algorithm

The Basic Ant Routing (Basic) algorithm is inspired from the AntNet algorithm [103].
In this algorithm, a forward ant is launched from the source node toward the destination
node at given time intervals. According to the link probability distribution, each forward
ant searches for the destination by selecting the next hop node. At first, all the links
have equal probability. While moving forward, each forward ant remembers the list of

nodes it has visited and tries to avoid going over the same node.

3.4 Sensor-driven Cost-aware Ant Routing Algorithm

One of the problems of the basic ant-routing algorithm is that the forward ants normally
take a long time to find the destination, even when a forward list is used. This is
because ants initially have no idea on the location of the destination. Just after one
ant finds the destination and travels back along the links, their link probabilities are
uploaded. In Sensor-driven Cost-aware Ant Routing (SC) algorithm, it is supposed that
ants have sensors [103]. Therefore, they can smell food right at the start. That is not

an unrealistic assumption for sensor networks, since feature-based routing dominates
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address-based routing in that space. A number of characteristics, such as geographic
location, have a natural potential field. If the destination does not have a clear hint,
pre-building the feature potential is sometimes still possible. Cost awareness generalizes
the objective of the shortest path length. Thus, ants can apply other routing metrics as

well, such as energy-aware routing [103].

3.5 Flooded Forward Ant Routing Algorithm

Even by adding sensors, forward ants can be misguided due to moving destinations or
barriers. Flooded Forward Ant Routing (FF) algorithm makes use of the broadcast
channel in WSNs. When a forward ant begins at the source, it informs all its neighbors
to look for the food, which is then passed on between neighbors, until the destination
is found. Then ants go backward to the source leaving pheromone trails on those links.
Only ants that are closer to the food will join the food searching process to control the

flooding [103].

3.6 Flooded Piggybacked Ant Routing Algorithm

Due to the asymmetric and dynamic properties of sensor networks, single path routing is
likely to have high loss rates. Hence, multi-path routing like flooding is very robust and
has a high success rate. In Flooded Piggybacked Ant Routing (FP) algorithm, forward
ants and data ants are joined by using constrained flooding in the FF algorithm to route

the data, while still searching good paths [103].
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Chapter 4

PROPOSED ALGORITHMS

In this chapter, we propose four adaptive routing algorithms based on swarm intelli-
gence: the Adaptive Routing (AR) algorithm, the Improved Adaptive Routing (IAR)
algorithm, the Multimedia-enabled Improved Adaptive Routing (M-IAR) algorithm and
the Many-to-One Improved Adaptive Routing (MO-IAR) algorithm. We use the notion
of location based convergence with the ant-based intelligence so that next-hop selection
process converges toward the destination as fast as possible. All the sensor nodes take
routing decisions based on neighborhood information only. Therefore, there is no need
to maintain the global state of the sensor nodes.

In the following section we describe the AR and IAR algorithms. Both algorithms are
designed to optimize several criteria such as energy consumption, latency and success-
rate.

In section 4.2 and section 4.3 we introduce M-IAR and MO-IAR algorithms. We ex-

plain the implementation and performance analysis of the proposed algorithms in Chapter
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4.1 AR and TAR: Adaptive Routing and Improved

Adaptive Routing for WSNs

The proposed Adaptive Routing (AR) algorithm is based on the Adaptive ant-based
Dynamic Routing (ADR) algorithm, originally intended for packet-switched communica-
tion networks [57]. We modified the ADR algorithm by removing the queue parameters.
However, we maintained the reinforcement learning concept of ADR.

The proposed AR uses probability distribution at each sensor node in the network,
where a routing table is maintained (see Figure 4.1). Each routing table contains |Ni|* N
entries where | Ni| correspond to the set of neighbors of node k, while N is the number
of sensor nodes in the network. Ants use this routing table to choose the next favorable

neighbor node {32]. In Figure 4.1 each row in the table corresponds to a neighbor and
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Figure 4.1: Routing table structure for node &
each column refers to a destination. We define the probability P, ; of a node k as the

probability of desirability of choosing the node i as the neighbor of k to go to the des-
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tination node j. Based on this probability distribution, ants explore new and possibly
better routes. Once new routes are found, the next-hop probabilities are updated in the
routing table, so that the next set of ants can follow this route. The following probability

constraint must be satisfied by all routing table entries [16, 32]:

Z P, 4 =1,i € neighbors(k),d € [1, N] (4.1)

We initialize all the routing tables with equal probabilities. In the proposed algorithms,
we employ two types of ants [16]: (i) forward ant (F,), which travels from the source
node (s) to the destination node (d). Each F,,; searches for the destination by selecting
the next hop node according to the link probability destination. (ii) backward ant (Bay)
is generated by F,,;, when F,, reaches the destination d. The B, will then come
back to s by using the information already supplied by F,. However, the By, uses
a reinforcement learning algorithm [18,44] in order to get a better and more efficient
route than the one chosen by the F,p; and at the end it updates the routing tables of the
reverse-visited sensor nodes. During the backward travel, the cost from the destination
to each node in the path is recorded; rewards are then given according to the relative
goodness of the path. Probability of the nodes in the path is updated according to the
rewards [32].

From each sensor node k having | N| neighbors, F,,; selects the next hop node i with
a probability of P ;. P/, is the normalized sum of the probabilistic entry P, 4 of the

routing table with a correction factor Cy; and the weight factor 3, which is computed as
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follows:

, P+ B xCyy
T 1+ B8x(IN|-1)

(4.2)

where, Cy; is the cost from the current node k to the neighbor node i. Cy; is calculated
as follows:

Cri=1- _ Dri (4.3)

ik Dig
where Dy ; is the distance between current node k and its neighbor node 1.

As shown in Equation 4.3, the heuristic correction Cy; is proportional to the distance
Dy ;. The value of 3 in Equation 4.2 weights the desirability of the correction factor Cj;
with respect to the probability values P4 stored in the routing table. The coefficient [
has a value between zero and one. Through experiment the optimal value of 3 is 0.1. The
simulation results presented in Chapter 5 for the proposed AR algorithm showed not very
satisfactory results with regards to the requirements of WSNs. For example, we have
observed for the simulation result that to receive 40 packets, the Fane has to visit around
400 nodes, which is assumed to be non energy-efficient. Therefore, we further modified
the AR algorithm, which results the Improved Adaptive Routing (IAR) algorithm.

In the IAR algorithm, we propose a modified heuristic correction factor A;q that
is the cost from the neighbor node ¢ to the destination node d to find the following

probability P ; [32]:

‘o4 Pia+ B X C,i
where the coeflicient A; 4 is given by:
Ay = — (4.5)
hd = A X Di,d ’



In the above equation D; 4 is the distance from the neighbor node ¢ to the destination
node d and X is an optimization factor for A; 4, which has a value between zero and one.
Through experiment the optimal value of A is 0.7. For example, for geographic routing,

we may estimate the node’s cost by [32]:

V(s — ;)% + (ya — 1:)? (4.6)

where (z;, y;) is the location of the current node and (zg4, y4) is the location of the desti-
nation. When a F,,; moves toward its destination d, it remembers the list of nodes it has
visited while updating a two dimensional matrix. Subsequent forward ants use this list
to avoid visiting the same node. If a node is already visited, another unvisited neighbor
node will be selected. Also, if the visited nodes by a F,,; are larger than half of the total
number of nodes, the F,,; dies, which indicates that the path it was following was not
efficient. The B,y works similarly except that during the backward travel, every inter-
mediate node is treated like a destination and its associated probabilities are changed.
The function ‘change of probability’ is a negative exponential, with the exponent pro-
portional to the cost between the current node & and the destination node d through the
neighbor node ¢ [32]:

AP = e (4.7)

where 7 is a coeflicient factor to control the change of probability for Bay. It has a value
between zero and one. Through experiment the optimal value of v is 0.5. dﬁ g is the
distance between the current node k and the neighbor node ¢ plus the cost between the

neighbor node ¢ and the destination node d and can be expressed as Dy ; + D; 4. When
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a By, arrives at node %, the entry in the routing table corresponding to the node i from

which the ant has just come increases by AP as following [16,57] [32]:

dew

4.8
' 1+ AP (48)

Similar to [16] and [57], the other entries in the routing table of that node are decreased

as following [32]:

P, = Pi',d
4T 1 TAP

i € neighbors(k),i # 1 (4.9)

Algorithm 1 and algorithm 2 show the pseudo-code of the proposed IAR algorithm

for the Fany and the By, respectively.

Algorithm 1: The Proposed IAR Algorithm for Forward-Ant
Forward- Ant(source-node, current-node, destination-node)

begin

if destination is reached then
| Create a new Backward-ant and Copy forward-list to backward-list

else
L Add current-node to forward-list

if Less than half of the sensor nodes visited then
Choose the next neighbor according to the following probability

r_ P; 4+B8xC;
Pia= Aig X N1

if selected neighbor visited then
| choose another neighbor node

else
|_ Perish Forward-Ant

end
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Algorithm 2: The Proposed IAR Algorithm for Backward-Ant

Backward-Ant(source-node, current-node, destination-node)

begin

if source is reached then
L Perish Backward-Ant

else
for all neighbor nodes do

if selected neighbor node visited by Forward-Ant then

P; 4+AP
| Pa=3%

1+AP
else
_ P
[_ Fa= 1+AP

L Remove first item of Backward-list
| Move Backward-Ant to selected neighbor node

end

4.2 M-IAR: Multimedia Sensory Data Routing for

WSNs

Recently, there are noteworthy number of applications that incorporate wireless multi-
media sensors such as audio, video and images. In this section, we propose Multimedia-
enabled Improved Adaptive Routing (M-IAR) that is optimized for single-source-to-
single-destination multimedia sensory data traffic. It is an extension of the proposed
IAR algorithm.

First-generation sensor nodes used to be very simple and mostly consisted of static
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sensory data. However, with the emergence of complex second-generation multimedia
sensors capable of delivering multi-modal sensory information, existing routing pro-
tocols seem to show poor performance [104]. Multimedia sensory data poses several
unique challenges on the routing protocols of these systems such as real-time delivery,
tolerable end-to-end delay, proper bandwidth, jitter, and frame loss rate. Although
many routing protocols have addressed routing over Internet and Mobile Adhoc Network
(MANet) [66,83,91,104], only very few attempts have addressed the problem of mul-
timedia data routing over resource constrained WSNs. The multi-hop nature of most
WSN applications is the main source of these challenges. The example of multimedia
traffic over a WSN might be forwarding images, video, and audio data to a sink node.
Here we extend IAR by incorporating two extra multimedia QoS parameters, namely
the end-to-end delay and jitter. M-IAR finds the shortest path rapidly by visiting least
number of nodes.

In M-TAR, we modify the notion of delay factor assumed in IAR. IAR assumed that
the inter-hop communication delay is negligible compared to the local packet processing
delay within a node and this local processing delay is equal throughout the WSN. Thus,
delay was assumed to be proportional to the number of visited nodes. This is a flawed
assumption for multimedia traffic, because multimedia traffic is sensitive to both local
processing delay as well as the transmission delay. In M-IAR we assume that both the
number of nodes and the distance between any two of them have impact on the resulting
end-to-end delay and jitter. Thus, finding the shortest path with the least number of

forwarding nodes will help us in achieving the least end-to-end delay and better jitter
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Figure 4.2: M-IAR routing in WSN

condition. Figure 4.2 shows the WSN spatial model that we use to evaluate the routing
algorithm. We assume that the sensor nodes have a limited range and each sensor node
is thus within the proximity of a limited number of neighbors.

Algorithm 3 and algorithm 4 shows the pseudo-code of the proposed M-IAR algo-

rithm for the Fy, and the B,y respectively.
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Algorithm 3: The Proposed M-IAR Algorithm for Forward-Ant

Forward-Ant(source-node, current-node, destination-node)

begin
Define equal initial probability F; 4 for each sensor node;

if Less than half of the sensor nodes visited then
Choose the next neighbor according to the following probability;

! — A FPi,g+BxCi
Flg= Aia X -1

Update the routing table;
Calculate the delay;

if selected neighbor visited then
| Choose another neighbor node;

else
| Add current-node to forward-list;

if destination is reached then
Calculate the end-to-end delay;

Calculate jitter;

Create a new Backward-ant;

| Copy forward-list, delay and jitter parameters to backward-list;

else
| Perish Forward-Ant;

end
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Algorithm 4: The Proposed M-IAR Algorithm for Backward-Ant

Backward-Ant(source-node, current-node, destination-node)

begin

if source is reached then
| Perish Backward-Ant;

else
for all neighbor nodes do

if selected neighbor node visited by Forward-Ant then

P1 d+AP
|_ Pig= T1+AP

else

_Pig
L Pig= T+AP

Remove first item of Backward-list;

| Update the delay parameter;
L Move Backward-Ant to selected neighbor node;

end

Bant does not need any local broadcast to find the probability because it simply
uses the parameters containing the probability and other contextual information sup-
plied by its parent F,,,. This allows the B,y to save resources such as bandwidth and
energy and, helps in reaching the source node faster. M-IAR can be configured for
both acknowledgment-based and non acknowledgment-based routing. To imitate the
acknowledgment-based traffic, we do not transmit a new F,,: unless the resulting Ban:
reinforces the path chosen by the F,,; and reports it to the sender. This will make sure
that the packet is successfully received by the sink node. On the other hand, M-IAR

waits for the acknowledgment message from the By, for a certain period of time. Af-
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ter timeout, the source node sends a new F,,, assuming the earlier packet is lost. This
feature is suitable for some real-time multimedia application that tolerates some packet

losses [71].

4.3 MO-IAR: Many-to-One Sensory Data Routing

in WSNs

Many WSN applications such as earthquake assessment and remote object tracking re-
quire that the captured event by n number of sensor nodes be transmitted to the base
station within tolerable packet loss. Some literature calls this a many-to-one type of
communication [24].

The proposed protocol operates in two phases. Phasel: The algorithm assumes that
each sensor node knows its location and thé location of the destination a priori. This
can be achieved using GPS technology for example. Once the sensor nodes are initially
deployed, each sensor node locally broadcasts a HELLO message to its neighbors to form
the neighborhood table. We are assuming that the neighborhood table is the same as the
routing table. Once a sensor node hears any HELLO message from any of its neighbor,
it records the ID, location of the neighboring node and distance between them. After a
predefined time, depending on the density of the WSN, the protocol assumes that all the
sensor nodes have identified their local neighbors. We assume that the sensor network
has a static destination node and N number of sensor nodes among which each sensor

node sends n number of forward ants successively to find the shortest path between

44



itself and the sink. Each F,, uses the same ant-routing algorithm detailed in Algorithm
1 to find the best next-hop neighbor node. Before leaving the current node, the Fyu
updates the probability value of the chosen next-hop neighbor in the routing table. Each
F,nt also carries some parameters in its packet header such as details of visited nodes,
corresponding probability values, total number of hops visited, distance between each
link, and neighbors of the visited nodes. The same process goes on until the destination
is reached. After reaching the destination, the F,,; creates a B,,;, destroys itself, and
hands over the aggregated routing information to the Bays.

The B, follows the same trail followed by its parent F,,, and reinforces the path
by changing the probability values. A F,,, updates the probability value of the next-hop
neighbor in the routing table of the current node. While, the B, first increases the
probability value of the current node in its routing table if it was visited earlier by the
parent F,, and decreases the probability value of the non-visited neighbor nodes of the
current node. Each B,, uses the same ant-routing algorithm detailed in Algorithm 2.
Upon reaching the source node back, the B,y destroys itself. The similar shortest path
exploration process goes on for the next (n-1) number of forward and backward ants.
The shortest path between each source node and the given destination is calculated once
the n** backward ant reaches the source. A similar process takes place in the first phase
for each of the (IV-1) number of sensor nodes.

Phase2: As soon as the shortest path between each of the (IV — 1) sensor nodes
and the destination is known, the algorithm initiates phase 2. This phase employs the

data ants to route the actual data captured by | Ng| number of source nodes toward the
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destination node. We define two extreme scenarios for this phase. One of the scenarios
might arise if the sensory data generated by the captured events do not follow any
common shortest path. In this case, there will be no congestion at all and the results
should be similar to the one proposed in [32]. This special case is illustrated in Figure
4.3, which shows the shortest paths between the source nodes 1, 4, 8, 9, 10, 26, and
34 to the destination node 18. The figure also shows that all the shortest paths have
disjoint sensor nodes and thus, each source node can send its captured packets in parallel.
In this scenario, the source nodes do not need to implement any congestion avoidance

algorithms. The second scenario arises when two or more source nodes have at least one

TT T TR IR T TETH]
CI EEN N N LN

Traversing
Eij] Nk

waiting
L] woge

:

Q R REE R

ﬁ —ETY T3 Source

E’ I l L1 Node

a Destinatkn
% Kude

o

Figure 4.3: A many-to-one routing scenario with no common next-hop neighbor node

common neighbor in their shortest path. This scenario might be the result of periodic
data captured by several sensor nodes or a number of events that simultaneously trigger
several sensor nodes within the WSN. In this case, the algorithm implements a lightweight

congestion control mechanism to avoid collision. The advantage of this approach is that
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by mapping the shortest path with the neighborhood information, a data ant can easily
guess the collision probability. Figure 4.4 illustrates how a data ant guesses the number

of probable source nodes that might be contending to access the channel for sending their

captured sensory data. We assume that at any particular instant, every sensor node falls

{{il) Destination node
{__ ) Node taking part in routing
@ Node in sieseping mode

Figure 4.4: A many-to-one routing scenario where several sensors send data to the sink

under one of the three categories: either it is busy in sensing an event, or work as a
routing node i.e. takes part in relaying the sensed data, or is in sleeping mode.

Looking at the shortest path provided by phase 1 and mapping it with the routing
table, a data ant guesses the neighbors that might be under collision. As shown in Figure

4.5, seven source nodes including node 1, 4, 8, 9, 10, 26 and 34 have sensing data that
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needs to be sent to destination node 6. Because node 1 and 4 have a common neighbor,
which is 47, node 9 and 34 have a common neighbor 36, and node 8, 10 and 26 have
a common neighbor 40, they need to run the congestion control algorithm to avoid any
packet loss. Algorithm 5 serves as the congestion control mechanism implemented by

each data ant experiencing congestion.

Algorithm 5: MO-IAR Algorithm for Data-Ant
Data-Ant(source-node, current-node, destination-node, shortest-path, packet)

begin

if destination is reached then
L Perish Data-Ant

else

if current-node == source-node then
Find the neighboring nodes’ shortest paths from the routing table

Determine probability of collision based on common next-hop neighbor

Run binary exponential backoff algorithm to calculate sending delay

Send packet to the next-hop neighbor

else
Enqueue route-thru packets in the buffer

Dequeue to transmit packet to the next-hop neighbor in the shortest

| L path

end

As shown in Algorithm 5, the data ant has two salient states; the initial state when
it remains within the source node and the routing state where it travels the route-
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thru nodes. In the first state, the congestion control algorithm implements the binary
exponential backoff algorithm to regulate the channel access by each contending data
ant and in the routing state the congestion control algorithm maintains the buffer to the

route-thru traffic [31].
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Figure 4.5: A many-to-one routing scenario with common next-hop neighbor node

We use Figure 4.5 to explain the different states mentioned in algorithm 5. When
the data ant is in the source node, it waits to access the channel to forward the captured
sensory data to the next-hop neighbor. Each contending source node runs an exponential
backoff algorithm to determine the delay offset. The protocol schedules the channel access
in the following manner. The node having the lowest node index will send its packet first
without any delay. The subsequent nodes use the binary exponential backoff algorithm
to calculate their channel access time. Each intermediate routing node maintains a
queue similar to the one shown in Figure 4.6 where the algorithm implements a queue-
based packet scheduling algorithm to service the route-thru packets [31]. Due to the
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Figure 4.6: Buffer management scheme for servicing route-thru packets

convergence nature of the many-to-one routing paradigm, the shortest paths might merge
or cross over at any intermediate node. Thus, the congestion control algorithm pushes
the incoming route-thru packets to the queue and provides service according to the First
Come First Serve (FCFS) principle. Regarding the destination node, we assume that
it is not limited in buffer or bandwidth to handle incoming traffic from its neighboring

nodes.
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Chapter 5

IMPLEMENTATION AND

PERFORMANCE ANALYSIS

We have designed a java-based simulator in order to test the performance of all of the
proposed routing algorithms. Figure 5.1 shows the simulation interface we have developed
for evaluating the proposed algorithms. The simulator helps initializing the number
of sensor nodes to be deployed, their spatial location and their connectivity. It also
allows selecting the source nodes, the destination node, types of algorithm to compare
with, and their parameters. It has two modes of operation: the nodes can be randomly
generated or uniformly distributed. For simulations, we used networks with randomly
distributed nodes as it is more realistic. Based on the connectivity and spatial layout of
the sensor nodes, the traffic and the degree of congestion might vary. Before presenting
the simulation results, we first want to introduce some of the simulation parameters. We

chose the total number of sensor nodes N as 49, total number of source nodes Ng as 7

51



fhis
R

Gruphival :
represeetation of ik o Vot Mpaa: i
m SBNsOr FAT ey T . i .
retwork ang its . E ol iR TR *
« L i
path information P gov s :
*: Y T
Simuiation results
4 trdl et path
i  Information
A fl i o
L I ) 5 -
e ; iy
&
*
Avaliable
algorithms 1o e S “
simuiate resuits § L pT—— X
t,z‘m«wmwmwém it e ) i
I T I Y R I ‘ .

g T U T ] :
. g P bt QST ko 1 e by i B L g Grems g Vit e Lot Vs, ek et R

sk Bebe b e S T T R T T Yo

aaheica 5 s [0 :
vt 1Y W A s B OR Vo o
LS R s

Figure 5.1: The simulator GUI

and the range of wireless transmission of each node as 10 meters. As a wireless sensor
network (WSN) simulation testbed, we consider 49 randomly distributed sensor nodes

with random connecting distances between neighboring nodes.

5.1 AR and IAR Evaluation and Results

We compare our proposed AR and IAR algorithms with the following four routing al-
gorithms: Basic Ant Routing [16], Sensor-driven Cost-aware Ant Routing [57], Flooded
Piggybacked Ant Routing [57], and Flooded Piggybacked Ant Routing [57].

We constructed an event driven simulator to evaluate the performance of the al-
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gorithms such as success rates, energy consumption, latency and energy efficiency as

performance metrics. We run the simulation for 200 seconds having total number of 7
X 7 sensor node grid. An ant is removed from the network if it visits more than |N|/2
nodes on its way to the destination. Nodes are assigned numbers between 0 and 48.
Figure 5.2 shows one instance of radio connectivity model in the simulation environment
with uniform sensor nodes and Figure 5.3 shows another example of radio connectivity

model with random sensor nodes.
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Figure 5.2: Sensor Network Environment

Figure 5.4 shows all routes traversed by forward ants between node 5 (source node)

and node 8 (destination node). It is evident from this figure that selected routes only
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contain one intermediate node; most ants move along this route and few ants select other
routes. All of the packets sent by the source node are received by the destination node.

In each evaluation, we choose a value for 3, v and X between 0 and 1. We chose the
increment factor of 0.1 for each of the variables and conducted the simulation. Among
all the combinations of the three variables, 3=0.1, y=0.5 and A=0.7 resulted in optimum

results that are shown in Figure 5.5, 5.6, 5.7 and 5.8.

5.1.1 Success rate Comparisons

Figure 5.5 shows the success rate comparison among the algorithms. Success rate is the
total number of packets received at the destination vs. the total number of packets sent
from the source. As shown in the figure, in the case of IAR, the success rate is almost

close to 1, which means least number of packets is lost in the network. After IAR, the AR
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shows better success rate in comparison with the Basic, SC, FF and the FP algorithms.
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Figure 5.5: Success rates evaluation among Basic, SC, FF, FP, AR, IAR

5.1.2 Latency Comparisons

Figure 5.6 shows the comparison of time delay of a packet between the source and the
destination (latency) using the different algorithms. We assume visiting more number of
nodes in a route by a packet will result in higher latency. We assume that the time taken
between any of two neighbor nodes and the processing time of packet in each sensor node
are uniform. Therefore, we can ignore the time unit and calculate delay as the division
of ‘number of visited nodes’ by the ‘number of routes found’;, which results in ‘average
number of nodes visited per each route’. As shown in Figure 5.6, in the case of IAR,
the latency is the lowest, followed by the AR, the FF, the FP, the Basic and the SC

respectively.
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Figure 5.6: Latency evaluation among Basic, SC, FF, FP, AR, IAR

5.1.3 Energy Evaluations

The comparison of energy consumption among the algorithms is shown in Figure 5.7. We
assume each visited sensor node consumes an energy unit. Therefore, we define the total
energy consumption as equivalent to the total energy consumed for visiting a number of
sensor nodes in the network. As shown in the figure, in the case of IAR, the least number
of nodes are visited in the network, thereby consuming the least energy. AR consumes a
bit higher energy than IAR followed by the FF, the Basic and the SC, respectively. Also

note, the FP consumes the highest energy among all.
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Figure 5.7: Energy evaluation among Basic, SC, FF, FP, AR, IAR

5.1.4 Energy Efficiency Comparisons

The IAR algorithm also exhibits the most energy efficiency in comparison with the others.
Energy efficiency is the ratio between the number of packets received at the destination
and the total energy consumption in the network [57]. As shown in Figure 5.8, in the
case of IAR, the energy efficiency is almost 0.32, the highest among all, which in the
case of AR 0.13, for FF 0.08, for Basic 0.04, for SC 0.03 and for FP 0.01. IAR considers
the distance between the neighbor sensor node and the destination sensor node while we
calculate heuristic correction factor A;4. Therefore, the packets always tend to go in a
route that is closer to the destination. This ensures that the number of packets sent in
the network is less; the latency decreases and the success rate increases. By comparing

all six algorithms in all four diagrams, the success-rate diagram, the energy diagram,
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Figure 5.8: Energy efficiency evaluation among Basic, SC, FF, FP, AR, IAR

the latency diagram and the energy-efficiency diagram we saw that the proposed IAR

algorithm shows better results for randomized WSNs.

5.2 M-TAR and MO-IAR Evaluation and Results

In the previous section, we explained the results of the proposed AR and IAR routing
algorithms. In this section we are going to illustrate the performance evaluation and

results of the proposed M-IAR and MO-IAR routing algorithms.

5.2.1 M-IAR

As a WSN simulation testbed, we consider 49 randomly distributed sensor nodes with

random connecting distances between neighboring nodes. The simulation is repeated
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500 times for the duration of 200 seconds each. The number of forward ants that can
be sent out within this timeframe depends on the number of hops between the source
and the destination. At the beginning of the simulation, the protocol assumes one of the
49 nodes as the sink node and the rest of the 48 nodes as possible source nodes. The
simulation takes each node from the set of 48 nodes in turn as the source node and finds
the shortest path between the sink and the source node. After each simulation, M-IAR
provides all the shortest paths between each source and the sink, the end-to-end delay
between them and the jitter values. One interesting feature of M-IAR is that in more
than 98 percent of the test cases, it could successfully find the shortest path within the
first three route discovery attempts by the forward ants. The number of visited routes
by the forward ants is related to the packet number. This is due to the fact that we
calculate the end-to-end delay once a Fypy successfully reaches the destination through

any route. In this context, the end-to-end delay is taken as:

End—to—end delay = ) (local packet processing delay in each hop + transmission delay);

where, local processing takes into account the delay in calculating the probabilities of
next-hop neighbors, updating the routing table, the header information and the transmis-
sion delay is the communication delay between two neighboring nodes. In one simulation
the total number of packets that were lost during the simulation time is 9 and shown as a
delay value of zero. This might happen in two cases. In the first case a packet is deemed

non-convergent if it has already visited more than half of the sensor nodes and thus
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discarded. The second might occur in case the current node does not have any neighbor
node within its range i.e. no way for exit. In our simulation we find that the average end-
to-end delay is 18.7 milliseconds, which shows that the protocol is capable of handling a
throughput of 53 packets per second, which is computed as 1 / end — to — end delay.
We measure jitter by calculating the delay variance between two successively received
forward ants at the destination node. The highest frequency of jitter value is between 0

and 1 millisecond while some sporadic jitter values are seen around 15 to 18 milliseconds

band.

5.2.2 MO-IAR

We have modified the works presented in [16], and [103] by adding our proposed many-
to-one routing algorithm i.e. algorithm 7, which we explained in the previous chapter.
We choose four different WSN simulation testbeds (see Figure 5.9) to evaluate MO-IAR
and compared it with the Basic, SC, FF, and FP algorithms. We evaluate MO-IAR and
the Basic, SC, FF, FP algorithms in terms of the total time taken to transmit data from
7 source nodes to a particular destination and the congestion observed during the routing
process. In order to find the global percentage of total time taken by each algorithm,
we first take each WSN shown in Figure 5.9, run each of the 4 simulations 10 times,
calculate the total routing time of each algorithm for each simulation and finally, make
the average of the total time.

Figure 5.10 shows the percentage of total time taken by each algorithm. The time

taken by each algorithm for each WSN simulation testbed includes the 7 data ants
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Figure 5.9: Four WSN models for evaluating MO-IAR

traveling from the source nodes to the destination by taking into account the routing time,
waiting in queue, and the backoff time. From the figure, we conclude that our proposed
MO-IAR algorithm requires the least amount of time (10.6 percent) in delivering the
source packets to the destination.

We now illustrate the congestion scenario of the algorithms. If the shortest paths
generated during phase 1 are completely disjoint in terms of common neighbor, it results

in no collision. Such a situation might stem from the shortest paths shown in Figure 4.3.
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Figure 5.10: Total time taken by each algorithm during the simulation

However, the network architecture does not always ensure such a situation. Thus, we
take the four WSN simulation testbeds shown in Figure 5.9 to calculate the percentage of
collisions suffered by each routing algorithm. Figure 5.11 shows the percentage of collision

by taking into account all four networks during the simulation time. MO-IAR suffers
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Figure 5.11: Total collisions observed by each algorithm during the simulation

lower collision than SC, FF and FP algorithms while it shows similar congestion behavior
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as the Basic algorithm. This is because when we extended the Basic algorithm [16] by
incorporating our proposed many-to-one approach, it came out that the Basic algorithm
uses long disjoint paths. This generates a high end-to-end delay as shown in Figure 5.10
but produces relatively less congestion. On the other hand, MO-IAR often finds the
shortest paths in such a way that some closely located neighbors share some portions
of the path depending on the network connectivity. This generates the least end-to-end
delay, as shown in Figure 5.10, while causing similar congestion as in the case of the

Basic algorithm.

64



Chapter 6

CONCLUSIONS AND FUTURE

WORK

In this thesis, we proposed four new ant-based algorithms, which are the Adaptive Rout-
ing (AR) algorithm, the Improved Adaptive Routing (IAR) algorithm, the Multimedia-
enabled Improved Adaptive Routing (M-IAR) algorithm and the Many-to-One Improved
Adaptive Routing (MO-IAR) algorithm for routing in WSNs.

We have used reinforcement learning features for our algorithms. These algorithms
can adapt themselves to the changes in the network. For evaluating the performance of
the algorithms, we compared them with the algorithms proposed in [103]. By comparing
the first two proposed AR and IAR routing algorithms with the Basic Routing (Ba-
sic) algorithm, the Sensor-driven Cost-aware Ant Routing (SC) algorithm, the Flooded
Forward Ant Routing (FF) algorithm, the Flooded Piggybacked Ant Routing (FP) al-

gorithm, the AR showed good performance results, and the IAR showed the best per-
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formance results in all the tested conditions. Adopting the AR and the IAR algorithm
for routing in a WSN can result in low energy consumption, high-energy efficiency, less
latency, and a high success rate.

The third proposed algorithm was M-IAR. It is an ant-colony based routing algo-
rithm that is specifically tailored for delivering multimedia packets over WSN. M-IAR
is optimized for tolerable end-to-end delay and jitter to be able to handle multimedia
sensory data. While routing multimedia traffic, it finds the shortest path by consuming
less energy, visiting less number of hops, and providing high packet success rate. M-IAR
can be configured for both upstream and downstream multimedia sensory data routing.

MO-IAR, the fourth proposed algorithm in this sequence is an ant-colony based rout-
ing algorithm that is tailored for routing upstream many-to-one sensory data. The rout-
ing algorithm is coupled with a lightweight congestion control algorithm that helps in
mitigating the collision. The algorithm operates in two phases. During 1* phase, it
finds the shortest paths between each source node to a particular destination node, while
it uses these shortest paths to avoid probable collisions during the 2"¢ phase. When
compared with other related algorithms, MO-IAR outperforms them in terms of finding
the shortest path within the least amount of overall time. The congestion behavior of
MO-IAR was also satisfactory.

An interesting feature we want to investigate in the future is to incorporate the effect
of dynamic network topology on the routing protocols as a result of node mobility or

node failure.
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