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Abstract

Finding a solution to the routing problem in wireless ad hoc and sensor networks has
proven to be a quite difficult. A number of position-based localized algorithms have
demonstrated important features like guaranteed delivery, scalability, robustness, and energy

conservation, just to name a few.

This thesis proposes DFS, Depth First Search, routing algorithm. It is the first position-
based localized algorithm that guarantees the delivery for (connectéd) ad hoc wireless
networks modeled by arbitrary graphs, including inaccurate location information for a
destination node. The DFS routing scheme is extended in order to provide QoS (quality of
service) routing for wireless ad hoc networks. The goal of the DFS QoS is to minimize hop

count, which resemble propagation delay requirement.

Another contribution of the thesis is the introduction of a new set of localized routing
algorithms. The best DFS routing candidate is integrated with recently proposed modification
of power and cost-aware solutions, so called progress-based power algorithms. Localized
power progress-based routing schemes either minimize total power for routing of a message or
maximize the total number of routing tasks that a network can perform before the power of

any network node reaches zero.

Proposed integrated routing schemes, referred to as DFS Power and Cost Progress
based algorithms, are combinations of known greedy power and cost-aware localized routing

algorithms, and DFS the algorithm that guarantees delivery.

Experiments confirm the ability of the new set of power-aware algorithms to improve
power and cost metrics and to guarantee the delivery due to the DFS routing framework.
These routing strategies prove to be good routing algorithm candidates for future integration
with adequate location update protocols and wakeup power-based management schemes,

when satisfactory solutions to these important ad hoc wireless networks problems are found.

Page ivof 132



Table of Contents

ACKNOWIEAZEMENES ......eeiiiiiiiiiit ettt s s ea 1
ADSITACE ....evviiiieeieeiieeit ettt ettt et ettt et et e s s aar et e s e b e s aas s rae s an e e v
TaADIE OF COMLENES ...c.eieiieieieeieeee ettt e s e ea e st na e saaeeaesanssanen v
LISt OF FIUIES ..ottt ettt et s e st a e e e se et e be e beenseeseessnenesenes vii
List OF TableS vvvvrrrsoeeoresos ettt et v
Chapter 1 Introduction s 9
1.1 Ad HOC WIreless NEtWOTKS ......ccoviiiiiiiieiieeee ettt esee e e saronane 10
1.1.1 Wireless Ad Hoc Sensor NetWorkss .......coociiviiiiiiiiiiiicieceeeencete e 12

1.2 Motivation for the Researchi..........cocooviiiiiiniininiiieneee fereerte e e e s eaneeeaas 13
1.3 Main Contribution of the Research ..........ccocooviiniininiiniiiiiceceer s 15
1.4 Simulation PLatformm .........oocooiiiiii ettt 18
1.5 Conditions, Assumptions and Limitations .........cccceeeeiienienniieenieeeeencereeeee e sneenene 19
1.6 Thesis OrganiZation.........ccveevuiiienitieniieeeeeeeete ettt rte s e ste e e senteesareesesses e sassessannsens 20
Chapter 2 Background and Related Work .............ccccceininiinn. s 22
2.1 Routing Problem in Wireless Ad HOC NetWorks .......cooccrieiiiiiniiiiiniineneceeeneee 23
2.2 Routing Algorithms Adopted MEtriCS.......cocirierienienienincectetcreeeereeeese e 25
2.3 Position Based Routing AlgOrithms.........cccueeiuimriiiniiiiceieee et 28
2.3.1 Relevant Routing AlZOrithms ........eeeiiiiniiiiioiieniiieieee e e 30
2.3.2 GRA — DFS Alike Routing Algorithim ...........cooceiiiiiiiiiiiiiccienceccece e 31

2.4 Dominating Sets and Internal NOdes........occiiriieiiiiiiiceeee e 32
2.4.1 New Definitions of Dominating SetS..........ccoviiieriiinriinniiiieriien et 35
2.4.2 Fixed Dominating Sets and Mobility..........cocoiiiiiiiniiniiiniec e 38

2.5 QoS Routing in WIreless NEtWOTKS .......viereveieriiieniieiirincieeeenreeeerteeeeeeseee s eeeaeenenens 39
2.6 Power and Cost Aware Localized Routing Algorithms........cccoeeeveirieinnvreneiiennineenncnee 40
2.6.1 The Power Aware Problem..........ccooooiiiiiiiiiiiniiiiiiiticeitctec e 40
2.6.2 Power Aware AIgOrithim... ...t 42

Pagevof 132



2.6.3 Cost Aware AIZOTIthm ...t 45

2.6.4 Power-Cost Aware AlOrithim ........cocveeeiiiniiiiiiiii e 46
2.6.5 Progress Based Power and Cost Aware Routing Algorithms ........cecevvvenenncence. 47
Chapter 3 Depth First Search Routing AIgorithm ... 49
3.1 DFS Routing AlZOTItRmM . ...cocuveeiiiiieeiieiieieee ettt ettt e 50
3.2 Proposed DFS Improvements .....c...c..coceeveceeueenncces e 54
3.3 DFS Memory ReqUIrements .......c.cccoeeviiiirieniriiieiieieniirenenneseceaesitesseesseeseesenesaeesne 58
3.4 DFS Based QOS ROULING.....c..eeiiiiiieiierieeiiiet ettt ettt et a st re e e e 61
Chapter 4 DFS and Power Aware Routing Algorithms..........ccoccovveiiiniiiiniiiiieneeieeeeneene 64
4.1 Power Progress DFS Routing AIZOTIthims .........coccevrieniriienienicniienenieseseeecesreneeseenee 64
4.2 A Routing EXample.......oooiiiiiiiiiiiiiiiiecieccteite ettt 66
4.3 ASSUMPLIONS ....cniiiiiiiiiiie ettt e b e 67
Chapter 5 Performance Evaluation ..........ccccoveriiriiiiennieniinnieiiceeececetcrr e 72
5.1 Simulation ENVIrONMENt ........cccceiviieiiiiiriiinieniieecceet ettt 72
5.1.1 Implementation Details ........c..ccoiviiriiiiiniiniiniiiciceeeetee et 74

5.2 Performance Evaluation of DFS Based Routing Protocols..........ccoeeeviieniinncnnrcennenne 74
5.2.1 FACE and GFG Routing Performance............cccecceriiiiiiiiiiiniiieeeeceeeeeee 88

5.3 Performance Evaluation of DFS QoS ROUtING ......coiiiiiiiiiiiiiiieeeeetee e 94
5.4 Performance Evaluation of DFS Progress Based Power Aware Routing Algorithm ..... 97
5.5 Performance Evaluation of DFS Progress Based Cost Aware Routing Algorithms..... 104
Chapter 6 Conclusion and Future Work ... 113
6.1 FULUIE WOTK ..ottt st et es 116
Chapter 7 RETEIENCES ... vveeeveeiieeiieiiecieeete ettt et e et ettt et ese e e seraesessesbeesee e sbenesaesanes 119
Appendix A Acronyms OF GlOSSAIY.......coouiriirierieriieneeite ettt et ees et seae e 128
Appendix B DFS Routing Algorithm — Pseudo Code .......c.oooviiiiniiiiiiniiiieceeeieeeee 129
Appendix C Procedure internal-status(v) .......ccoveviirviiiiiiiiiiniiiiiiic s 131

Page vi of 132



List of Figures

Figure 2-1 Unit graph and graph radius ...............ccccoocccoveeeiiiieeciniieneeeeeeeeecceenveniiesisnens 24
Figure 2-2 Ad hoc wireless network dominating set and its internal nodes ............................. 32
Figure 2-3 Intermediate, intergateway and gateway nodes as proposed by [WL] ................... 34
Figure 2-4 A common vs. adjusted power level in ad hoc wireless networks........................... 41
Figure 3-1 DFS routing path SABCACSCBACASCSEFGH]D.........; ....................................... 52
Figure 5-1 Graphical representation of data from Table 5-1 ..............ccccocveveuivviivvuvnnevcunnncnnn. 80
Figure 5-2 Graphical representation of data from Table 5-2............ccooeveevveiveceeereccnreeerennne. 82
Figure 5-3 Graphical representation of data from Table 5-3..........ccccoocvveevvcoienneeveineeneennne 84
Figure 5-4 Graphical representation of data from Table 5-4..........ccceccveveiveeciiniviiniincieneenne 91
Figure 5-5 Graphical representation of data from Table 5-5...........ccoeevvveeeveervenveenveniennnne. 93
Figure 5-6 Graphical representation of data from 1able 5-6............cccvveereeveevcienncvvcnnennne 96
Figure 5-7 Graphical representation of data from Table 5-7..........cccuveevmncumevcreevvennieenenns 101
Figure 5-8 Graphical representation of data from Table 5-8.........ccoeevevveeeeveenncceicirieannnn. 103
Figure 5-9 Graphical representation of data from Table 5-9...........cocovevvenievvernvevenrcenennns 108
Figure 5-10 Graphical representation of data from Table 5-10..............ccccovceevvemnenvrenvcenunnns 110

Page vii of 132



List of Tables
Table 5-1 Average hop counts (include reject and return messages) for DFS - =40 nodes ... 80
Table 5-2 Average hop counts (include reject and return messages) for DFS - #=100 nodes . 82

Table 5-3 Average hop counts (include reject and return messages) for DFS - n=250 nodes . 84

Table 5-4 Average hop counts — n=40 nodes (FACE and GFG variations) ........c.cccceeueeeurenne 90
Table 5-5 Average hop counts — =100 nodes (FACE and GFG variations)..................... ..... 92
Table 5-6 Effective hop counts (EHC) for DFS QoS routing (1=40).....coccevveververiieiericncene 95
Table 5-7 Power consumption for all routing tasks for n=40 .........cc.ccccvvverinnvnneninvenenn. 100
Table 5-8 Power consumption for all routing tasks for n=100.........c.cccccoceminiiininnnnnnn. 102
Table 5-9 Number of iterations for n=40 (before one network node drains battery) ............. 107
Table 5-10 Number of iterations for n=100 (before one network node drains battery) ......... 109

Page viii of 132



Introduction

Chapter 1

Introduction

Since their implementation in the 1970s, ad hoc wireless networks have been growing
with incredible speed. Their popularity significantly increased in the last decade, with

impressive growth in the number of users, technologies, and applications.

Existing wireless networks and applications could be divided into two basic groups.
The first kind includes structured wireless network built with fixed and wired gateways,
known as base stations. Mobile units connect and communicate with the closest base station
within their communication radius. As these units move, they change their home base stations
and switch to another base station. This switch, the ‘hand-off’, happens in the background and

is handled seamlessly by the network.

The second kind of wireless network is defined as infrastructurless network. There are
no fixed routers or a central authority in these types of mobile networks. All nodes are capable
of movement and their connectivity with other network nodes is dynamic and changing all the
time. These networks are called mobile ad hoc wireless networks. The focus of this thesis

work is limited to the simplified case, where network nodes do not move.

The architecture of ad hoc mobile wireless networks will enable many practical
applications on the commercial market. Lack of fixed infrastructure would be typical in
emergency situations, remote and environment monitoring, search and rescue operations,
battlefields, radar networks, conferences, and other similar cases. Just recently, a whole set of
possible applications have been more and more popular and various deployments have been

executed in a so called wireless sensor networks. They are typically characterized as networks
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Introduction

with nodes that do no move or have insignificant movement patterns. Quite often, sensor
nodes might host an intelligence that is capable of processing exchanged data in a real time.

In addition to the set of emergency applications, there is a group of possible everyday
implementations. It is expected that wireless ad hoc networks will easily make the biggest
commercial penetration within the wireless local area networks. The standards already exist
and they include support for some limited ad hoc connections, or peer to peer support.

Another possible application could include our everyday mobile wireless phones.
However, possible successful deployment could be prevented for some other reasons. In this
scenario, the wireless networks owners would lose a portion of the total traffic if these
networks were based on the ad hoc routing solutions. In addition, end users would probably
not easily accept the condition that their mobile phones are forced to forward other people

traffic (security and battery power drain).

1.1 Ad Hoc Wireless Networks

Ad hoc networks are comprised of wireless hosts that communicate with each other
without any static network interaction. Each network host is capable of communicating
directly with other network hosts in its neighborhood. A message sent by a node will reach all
neighboring nodes that are located at the distances that are less than the transmission radius.
However, the need for communication in these network is not only limited to surrounding
neighbors. On the contrary, any two network nodes could be involved in a message exchange.
Due to limited transmission radius, the routes between nodes are usually formed through

several hops.

The routing problem is the problem of finding a route for sending a message from a

source point to a destination point. Each network node can be a source or a destination of the
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Introduction

communication link. In addition, nodes are asked to participate in routing other nodes packets,
i.e. to act as routers. The problem of finding and maintaining routes has proven to be a

significant challenge in wireless ad hoc networks.

The satisfactory routing solution needs to be successful and to satisfy various
requirements that are part of the routing problem in these networks. As previously mentioned,
there is no central authority in ad hoc networks or the backbone infrastructure. Peer-to-peer
communication happens, most of the time, through multi hops, and in most cases depends on
other nodes’ participation. Network nodes are required to be connected at all times to the
network for guaranteed delivery to be feasible. This requirement, connected networks, is quite

important for applications that are sensitive to data loss.

One possible solution to the routing problem would be the well-known shortest path
algorithm. This non-localized scheme requires that each network node possesses global
knowledge about the network. It is an unrealistic and hypothetical requirement for the global
knowledge to be fully distributed to all network nodes. The performance of shortest path
algorithm is used as a theoretical best possible routing performance.

The information about changes in network topology, in the shortest path scenario, due
to node mobility or changes in node activity, would need to be distributed across the network.
In addition to activity status and location updates for all nodes in the network, the updates on
the status of every possible link in the network is needed to guarantee the availability of
shortest path, which is unacceptable quadratic communication overhead.

The solution to the routing problem in wireless ad hoc networks lies in localized
algorithms. These schemes are based on non global behavior. Each node makes routing
decisions based only on the information about neighboring nodes and the position of the

destination. The search for a proper solution to a complete routing problem is complicated
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Introduction

with an additional requirement for the proposed solutions to handle two other present complex
issues - mobility of network nodes and the changes in the availability of network nodes.

One of the initially proposed location-based processing was the greedy routing
algorithm, where each node forwards messages to the neighbor that is closest to the
destination. This algorithm proved not to be efficient for low degree graphs (a low average
number of neighbors). However, it offered a performance that was close to shortest path hop
count, whenever the routing of the message was successful.

The problem of finding an appropriate and efficient routing solution has proven to be
quite complex to resolve. A simplification of the problem, routing in static ad hoc wireless
networks, created several routing protocols that guarantee delivery. In most cases, these
solutions have not been very efficient in terms of hop counts. Nor have they had the ability to
satisfy a set of power and cost aware requirements, where routing algorithm has to minimize
the power of routing tasks or maximize the total number of these routing tasks that network

can perform.

1.1.1 Wireless Ad Hoc Sensor Networks

A special set of applications could be based on so called wireless sensor networks. In
this scenario, wireless networks are made up of a number of sensor nodes that are positioned
within a limited and defined geographical area. These networks might be asked to satisfy a
wide spectrum of functional requirements. They could be required to be formed in a fast and
ad hoc manner, manage individual node failures, communicate with central authority, support

incremental deployments, be scalable, etc.

Their movement pattern is typically not present or considered insignificant. Each

sensor represents a typical network node with wireless communication capabilities. They are
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Introduction

required to communicate with immediate neighbors in order to support special types of
applications. These applications might require sensor nodes to host a certain level of

intelligence needed for signal and data processing.

A possible set of applications, based on these sensor hosts, is wide and could include
the following:

»  Wireless military sensor networks (used for detection and processing information
about enemy movements, explosions, etc.).

=  Wireless Sensor networks to monitor environmental changes in critical objects and
areas (airplanes, forests, oceans, etc).

* Wireless sensor networks for detection and immediate processing of various
possible chemical, biological, radiological or nuclear attacks or materials.

»  Wireless surveillance sensor networks (support for security issues in kinder
gardens, shopping malls, residential buildings, etc.).

* Wireless parking lot sensor networks (detection and monitoring of available

parking spots).

1.2 Motivation for the Research

A localized routing algorithm, described in [BMSU], called FACE, guarantees the
message delivery in connected unit graphs. Other localized routing solutions, based on FACE
framework, have been proposed as well. The same paper, [BMSU], introduced an improved
version of FACE algorithm, the so-called GFG (Greedy-Face-Greedy) routing algorithm.
Their hop count performance was significantly improved by amendments introduced by [SD]

authors.
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Finding alternative and independent routing strategies to those discussed in [SD],
which would offer better performance than the relatively successful FACE based algorithms,
has been a challenge. This thesis will introduce and analyze a set of various DFS based routing
strategies as a possible solution. Deeper analysis of their performance and how they compare

to other successful approaches is presented as well.

Traditionally, in addition to the information about the delivery rate, hop count was the
second most important parameter used to understand the quality of the routing solution. In

these models, energy model was using the constant amount of power per hop.

[RM] proposed a different approach where consumed power, whenever a message is

sent or received, is a function of the distance d between two network nodes:
u(dy=d”* +c

for some constants « and c¢. This new model opened a possibility of replacing the legacy
constant metric with a new, power-based metric. [SL] authors proposed new power and cost
aware approaches, based on this new model. Newly proposed fully distributed routing
algorithms were based on power, cost and power-cost metrics. Nodes make routing decisions
solely on the basis of location of their neighbors and destination. Power-aware localized
routing algorithm attempts to minimize the total power needed to route a message between a
source and a destination. Cost-aware localized dlgorithm tries to maximize the number of
messages that the network can route before any node’s battery dies. The combination of power
and cost localized algorithms attempts to minimize the total power needed and attempts to

avoid nodes with battery with a shorter lifetime.

Just recently, a new set of so called progress-based routing algorithms was introduced

by [KNS3]. These algorithms, derived from [SL] algorithms, are based on the notion of
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proportional progress. They appear to be simpler than the schemes that were initially
introduced and they have better or the same performance as algorithms initially introduced by
[SL]. The common element for all of these power-aware algorithms is that they do not have
good delivery rates for sparse graphs. This thesis addresses this problem by introducing a new
set of power- and cost-aware algorithms, which are built upon a framework of DFS guaranteed

delivery routing.

1.3 Main Contribution of the Research

This thesis has generated two direct results. The first one is an introduction of a set of
DFS based routing algorithms. The best selected DFS routing candidates from the first step are

then used for a new set of DFS and power aware routing algorithms.

In addition, one of the contributions of this thesis has already been published as
[SRV1]. One or two more articles are expected to be submitted for further publishing as a

direct result of this work and proposed future research around DFS routing improvements.

Depth First Search (DFS) routing algorithm:

DFS (Depth First Search) routing scheme is defined and introduced. It is the first
localized algorithm that guarantees delivery for (connected) ad hoc wireless networks even in
a case of inaccurate location information for the destination node. This is enabled by an
algorithm internal design that is built upon the fact that DFS is not a stateless routing scheme.
Memorizing information about past traffic, at the node level, helps the routing logic to keep
switching between greedy and recovery modes, providing the message delivery even in a case

of invalid location information.
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Hop count performance of the initial DFS algorithm was not too far from the shortest
path benchmark for a well-connected network. However, sparse networks, with network
density parameter values less or equal to six (or seven), left room for further improvements.
This thesis Vinvestigated several possible ways to resolve the issue of DFS hop count
performance.

Various approaches were researched and applied. Several definitions of dominating set
and internal nodes were used in these efforts. The basic principle of dominating set theory, the
reduction of the network to the subset of nodes that belong to the dominating set, is the core of
the improvement strategies that were used. DFS is extended to route messages only across
internal nodes that form dominating sets. Dominating sets, as proposed and defined by [SSZ,
WL], were based on one of the selected set of internal nodes: intermediate, intergateway and

gateway.

Another suggestion for enhancement of the DFS routing protocol was a special
enhancement request to the internal design of DFS. The idea of this proposal is to avoid
communication between neighboring nodes that should not happen, since this knowledge
could be extracted from the past traffic. A set of simulation experiments demonstrated

associated improvements of the proposed amended routing scheme.

This small change in the DFS internal design imposed an additional request on the way
network nodes remember and monitor ongoing traffic. In order to support proposed
improvements, each node is required to create and maintain a list of neighboring nodes that
should be ignored for the ongoing routing task of the message. The impact of memorizing past
traffic and the memory requirements imposed on network nodes are separately discussed in

this paper.
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All proposed versions of DFS routing schemes are simulated in various types of
networks. The performance patterns were confirmed and conditions that influence and trigger
them have been analyzed with more detail. An associated shortest path hop count metric was
used as a benchmark. The best DFS routing candidates were chosen for different scenarios

(network sizes and network density values) and explained.

DFS and Power and Cost Aware progress based routing algorithms:

A simulation phase on a proposed set of DFS routing algorithms helped the best DFS
routing candidate(s) to be identified. This thesis proposes a new set of routing algorithms that
are created by integrating the best DFS routing candidate with a recently proposed version of

progress-based power and cost-aware routing algorithms.

The major difference between DFS and power-aware DFS protocols is that nodes use
different priority metrics for sorting best neighbors. Instead of distance to destination, the

appropriately defined power- or cost-aware metric is used.

The goal here is to leverage the best of both worlds. A new set of algorithms is
required to guarantee the message delivery, as promised by the DFS framework. At the same
time, power- and cost-aware performance of new routing schemes is expected to improve

these characteristics of the selected DFS routing candidate.

An extensive set of simulation experiments have been conducted. The new set of
algorithms have shown important improvement in power and cost aware performance in
comparison to DFS routing schemes. The power required to route the message is significantly

improved over the initial version of the DFS algorithm. As expected, the cost-aware
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performance, the ability of the network to route as many routing tasks as possible, is achieved

over the cost-aware performance of the best DFS routing candidates.

1.4 Simulation Platform

The full suite of experiments was developed in order to determine the performance of DFS
routing algorithms and proposed improvements. They helped to gain deeper understanding of
the performance metrics of a newly introduced set of protocols. A simulation platform was
built and enhanced to support various simulation requests. These are the most important

functionalities offered by used simulation framework:

1. Generates graphs from given wireless ad hoc network parameters e.g. maximum number
of nodes, the size of network area, random selection of x and y coordinates of network

nodes, network density value (d).

2. First suite of test cases independently executes all proposed improved DFS algorithms.
Included is the calculation of the hop count performance to the non-localized shortest path

problem (for randomly generated ad hoc wireless networks).

3. Second suite of test cases covers power- and cost-aware experiments. Both power models,
[RM] and [HCB] were tested. The power- and cost-aware performance of new protocols

was compared to the power/cost aware performance of various DFS algorithms.

4. Generates reports on hop counts, consumed power for routing tasks, the maximum number
of routing that network is capable of executing before any network node exhausts its

battery.
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1.5 Conditions, Assumptions and Limitations

In a contrast to many existing routing solutions, DFS routing algorithms do not require
complete information about the destination node for its guaranteed delivery capability. The
DFS routing framework will enable the delivery even if the destination knowledge is not

correct.

This thesis did not take into account the mobility of network nodes. The research work
was simplified by analyzing a special case, ad hoc wireless networks with nodes that do not
move. As discussed in [S-lu], current location update approaches have important deficiencies
and no satisfactory solution to this problem has yet been found. The focus of the research was
the introduction of the DFS routing algorithm and a set of improvements to the initial DFS
scheme within the context of wireless ad hoc networks, with nodes that do not move.
Similarly, a proposed set of power- and cost-aware algorithms, based on the best chosen DFS
routing candidate, were thoroughly simulated and monitored in this simplified environment as

well.

As discussed in this paper, it is presumed that integration of DFS power-aware
algorithms with satisfactory location update scheme is not going to be difficult. The ability of
DFS to guarantee the delivery even when location information is not fully correct will play
major role within the mobility context of the routing problem. That condition, the inaccuracy
of the location information due to the node mobility, is going to be present often and the
ability of routing solution to handle that issue will have a critical impact on the routing

performance.
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1.6 Thesis Organization

This thesis is composed of seven chapters and three appendices. This chapter, Chapter
1, gives the executive summary of the whole research work. The routing problem in wireless
networks is defined. A few relevant existing solutions are presented with some of their main
deficiencies. These inadequacies were the main motivating force for the research. Both

contributions of the thesis work are presented and discussed.

Chapter 2 provides a discussion of research background and related work. A literature
review of relevant results and solutions for the routing problem is included as well. Besides a
few of thé most important papers in the space of wireless ad hoc networking, existing
solutions and findings in a few other areas are discussed as well. These include the research in
a space of position-based routing algorithms, the theory of dominating sets, and power- and

cost-aware routing algorithms.

Chapter 3 presents the first focus of the thesis work, Depth First Search algorithm.
DFS routing is introduced and analyzed. Various improvements of the initially proposed
routing scheme are discussed and proposed changes to internal design details of the DFS

protocol are examined.

Chapter 4 introduces a new set of routing algorithms. They are generated by
integrating the best DFS routing candidate with progress based power and cost aware localized
routing scheme. This chapter includes a separate section that discusses relevant assumptions

and conditions for this research work.

Chapter 5 discusses the simulation efforts. The implemented network simulator and

results of various simulation experiments are presented here.
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Chapter 6 summarizes the conclusions of this research and offers suggestions for

further investigation. It is followed by Chapter 7, which includes a list of used references.
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Chapter 2
Background and Related Work

The first and second sections discuss relevant work in the area of routing problems and

associated qualitative and quantitative independent metrics.

A subset of routing solutions, based on the available location information, as provided
by GPS enabled devices, is presented in section 2.3. These position-based algorithms have

proved to be effective solution to the routing problem.

A new and innovative approach to the routing problem, based on the theory of
dominating sets, is presented in the section 2.4. Some existing dominating set definitions are
presented and the way they are constructed. Various research papers covered the topic and
confirmed the significant performance improvements of routing solutions. QoS problem and

proposed QoS routing solution are discussed in section 2.5.

A different approach to judge the performance of existing and new routing solutions is
discussed in section 2.6. The conventional way of analyzing potential routing solutions, the
hop count, is supplemented with two new metrics, power and cost aware. They enable
additional insights in the quality of proposed routing solutions. These metrics are new tools in |

comparing and locating the best possible routing answer.
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2.1 Routing Problem in Wireless Ad Hoc Networks

Mobile ad hoc networks, often referred to as MANET networks, consist of wireless
hosts that communicate with each other in the absence of a fixed infrastructure. Mobile ad hoc

wireless networks are best modeled by a unit graph model.

The unit graph model could be defined in the following way. Two nodes 4 and B in the
network are neighbors and joined by an edge if the Euclidean distance between their
coordinates in the network is at most R, where R is the transmission radius which is equal for
all nodes in the network. A variation of this model includes unit graphs with obstacles (or
subgraph of unit graph), minpower graphs where each node has its own transmission radius
and links are unidirectional or allowed only when bidirectional communication is possible.
However, no credible research was done in literature on any model other than a unit graph
model (one important exception in [BFNO]). A special case would include power and cost
savings and congestion-aware methods. In these routing algorithms nodes may adjust their

transmission power to merely reach an intended receiver.

Figure 2-1 gives an example of a unit graph with transmission radius as indicated. This
thesis, which proposes DFS-based power-aware algorithms, was exclusively based on the unit

graph model.
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graph radius

Figure 2-1 Unit graph and graph radius

The routing problem centers on finding a route to send a message from a source to a
given destination. Routing becomes very difficult in wireless networks. In addition, the
proposed routing solution has to satisfy handful qualitative and quantitative characteristics, as
it is discussed in the section 2.2. In highly mobile situation, the flooding scheme might be the
only reliable solution for sending data packets. Since the link channel resource is very scarce
and battery power is limited, more efficient schemes must be devised for low and moderate
mobility rates. Numerous routing protocols have been proposed in recent years that try to offer
a routing solution that would satisfy desired features — just to name a few: guaranteed delivery,

hop count, power consumption, cost aware performance, loop freedom, and others.
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2.2 Routing Algorithms Adopted Metrics

Macker and Corson [MC] discussed qualitative and quantitative independent metrics
for judging the performance of routing protocols. Desirable qualitative properties [MC]
include: distributed operation, loop-freedom, demand-based operation and 'sleep' period
~ operation. Hop count and delivery rates are among quantitative metrics. These properties and
metrics are further discussed in this section, with a special attention to the actual thesis
contribution, which is a new set of DFS-based power and cost-aware routing solutions. The

goal of the research is to design a set of routing protocols with the following properties.

a) Minimize the energy required per routing task: Hop count was traditionally used to
measure energy consumption of a routing task. This model was based on constant power
metric per hop. However, if nodes can adjust their transmission power (based on the location
of their neighbors) then the constant metric can be replaced by a power metric that depends on
distance between nodes [RM, HCB]. The distance between neighboring nodes can be
estimated on the basis of incoming signal strengths or during the initialize phase (exchange of
‘hello’ messages). Relative coordinates of neighboring nodes can be obtained by exchanging
such information between neighbors [CHH]. In addition, the location of nodes may be
provided by small GPS (Global Positioning System) devices that communicate with a satellite.
This thesis work is based on the location-based routing. Therefore, it is assumed that location

information is available to all network nodes.

b) Loop-freedom: The proposed routing protocols should be inherently loop-free, to

avoid timeout or memorizing past traffic as cumbersome exit strategies.

¢) Maximize the number of routing tasks that network can perform: Some nodes
participate in routing packets for many source-destination pairs, and the increased energy

consumption may result in their failure. Thus a pure power consumption metric may be
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misguided in the long term [SWR]. A longer path that passes through nodes that have plenty
of energy may be a better solution [SWR].

d) Minimize the communication overhead: Due to limited battery power, the
communication overhead should be minimized if the number of routing tasks is to be
maximized. Proactive methods that maintain routing tables with up-to-date routing
information or global network information at each node are certainly an unsatisfactory
solution, especially when node mobility is high with respect to data traffic. For instance,
shortest path based solutions are too sensitive to small changes in local topology and activity

status (the later even does not involve node movement).

€) Avoid memorizing past traffic or route: Solutions that require nodes to memorize
route or past traffic are sensitive to node queue size, changes in node activity and node
mobility while routing is ongoing (e.g. monitoring environment). Ideally, memorizing past
traffic should be avoided if possible. However, the need to memorize is not necessarily a
demand for new significant resources. The impact of a memorization request on the proposed

routing solution needs to be analyzed, if such a memorizing feature is required to be present.

f) Localized algorithms: Localized algorithms [EGHK] are distributed algorithms that
resemble greedy algorithms. This is the case where simple local behavior achieves a desired
global objective. In a localized routing algorithm, each node makes a decision regarding which
neighbor to forward the message to based on its own location, and the location of its
neighboring nodes and the destination. While neighboring nodes may update each other
location whenever an edge is broken or created, the accuracy of destination location is a
serious problem. In some cases, such as monitoring environment by sensor networks, the
destination is a fixed node known to all nodes (i.e. a monitoring center). The proposed routing

algorithms in this thesis are directly applicable in such environments. All non-localized
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routing algorithms proposed in literature are variations of shortest weighted path algorithm

(e.g. [CN, LL, RM, SWR]).

g) Single-path routing algorithms: The task of finding and maintaining routes in
mobile networks is nontrivial since host mobility causes frequent unpredictable topological
changes. Most previously proposed position-based routing algorithms (e.g. [BCSW, KV}]) for
wireless ad hoc networks were based on forwarding the actual message along multiple paths
toward an area where the destination is hopefully located, hoping to achieve robustness.
However, it has been shown that single-path strategies may be even more robust. [BMSU]
proposed solutions guarantee delivery do that with less communication overhead. The
significant communication overhead can be avoided if a variant of a source-initiated on-
demand routing strategy [BMJHJ, RT] is applied. In this strategy, the source node issues
several search 'tickets' (each ticket is a 'short' message containing sender's id and location,
destination's id and best known location and time when that location was reported, and
constant amount of additional information) that will look for the exact position of the
destination node. When the first ticket arrives at the destination node D, D will report back to
the source with brief message containing its exact location, and possibly creating a route for
the source. The source node then sends full data message ('long’ message) toward exact
location of the destination. The efficiency of the destination search depends on the
corresponding location update scheme. A quorum-based location update scheme is being
developed in [S-q]. Other schemes may be used, with various trade-offs between the success
and flooding rates (including an occasional flooding). If the routing problem is divided as
described, the mobility issue is algorithmically separated from the routing issue, which allows
us to consider (in this thesis) only the case of static networks with known destination in our
algorithms and experiments. The choice is justified whenever the destination does not move

significantly between its detection and message delivery, and information about neighboring
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nodes is regularly maintained. Yet another routing method may forward messages toward
imprecise destination locations, hoping that closer nodes will locate the destination more

accurately.

h) Guaranteed delivery: The proposed localized algorithms [SL] achieve a very high
delivery rate for dense networks, but low delivery rate for sparse networks. In this thesis, a
new set of routing protocols have been designed. These power, cost, and power-cost routing
algorithms guarantee delivery, for arbitrary unit connected graph. The message delivered is

guaranteed even if destination information is not correct.

2.3 Position Based Routing Algorithms

Position-based algorithms have been proven to be a scalable and efficient solution to
the problem of routing in ad hoc wireless networks. This research has only focused on these
types of routing algorithms. DFS and discussed variations of power- and cost-aware protocols

are examples of position based routing schemes.

It is assumed that correct position information is available to each network node as
provided by means of described GPS-enabled devices. It is expected that each mobile entity
would be provided with location information, latitude, longitude and if needed, height. The
accuracy of the information has increased significantly and currently it is set to only a few

meters.

In addition, it is accepted that network nodes have knowledge of relative coordinates of
neighboring nodes. This could be achieved in several ways. For example, an exchange of
‘hello’ messages between neighboring nodes could help this information to be established in

the network. The alternative way would be based on estimates due to the analysis of incoming
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signal strengths, in networks with a constant power transmission energy, or looking into time

delays in direct communications.

When required to send a packet to an arbitrary node in the network, each node, besides
the knowledge of its location and neighboring relative distances, is assumed to know the
location of a destination node as well. The premise that the source network node knows the
correct destination information is a simplification of a routing problem in real ad-hoc
networks. A quality of localized position-based routing is that routing decisions at each node
does not require the global knowledge. It is only based on the node’s neighbors’ information
and the destination information. It does not require the establishment or maintenance of routes

through the network.

The reliability of location information, the destination and other network nodes, is
evidently questionable due to many reasons. The main two include mobility of network nodes

and possible ad hoc network enforced sleep scheduling protocol.

Mobility in ad hoc networks can cause frequent unpredictable topological changes.
Various location update schemes have been developed, none of which provide a satisfactory
solution. A good review of existing location update schemes is presented in [S-lu]. [KFWM]
recently proposed a hierarchical location service as a good potential candidate for the solution
to mobility problem. However, no complete and full solution has been presented yet. The

problem has proven to be quite difficult to resolve.

An additional problem to be considered is the node activity, where nodes can randomly
decide to go offline, or ‘sleep” mode. [T] presents a good overview of currently available
research solutions for wake-up based power management schemes and concludes that none of
existing power-save management approaches offer a satisfactory solution. The survey

structures all available solutions into three categories: scheduled rendezvous protocols,

Page 29 of 132



Background and Related Work

asynchronous protocols, and on-demand protocols and suggests potential directions for future
work. Apparently, power management in ad hoc wireless networks and finding a distributed

protocol appears to be a complex and challenging problem as well.

2.3.1 Relevant Routing Algorithms

Finn [F] proposed a greedy routing scheme that chooses the successor node that makes
the best progress toward the destination. The distance to destination is used to measure the
progress. The algorithm fails when no node is closer to the destination than the current node
that holds the message. The author proposes a special based flooding mechanism, targeted at
n-hop neighbors. The goal is to reach the neighbor that is closer to the destination than the

node that currently holds the message (at has no neighbor that is closer to the destination).

A similar protocol, a variant of greedy based algorithm, called GEDIR, is presented in
[SL1]. The algorithm stops if the best choice for the current node is to return the message to

the previous node.

Several other existing location-based routing algorithms are reviewed in [SL1]. Two of
them are compared with the GEDIR algorithm performance. One of methods, called MFR
(most forward with progress), introduced in [TK], was comparable to GEDIR (it chooses the
same route as GEDIR in over 90% of cases). However, the algorithm is conceptually more
sophisticated and requires more power, as proved in [SL]. The other algorithm, based on
direction of edges [BCSW, KV, and KSU], is not loop-free [SL1] and does not perform better

in terms of success rates or hop counts, as proved in [SL].
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2.3.2 GRA - DFS Alike Routing Algorithm

[JPS] proposed, independently of our research, a routing strategy called geographic
routing algorithm (GRA). Network nodes are required to partially store routes toward certain
destinations in routing tables. The GRA routing algorithm applies a greedy strategy while the
message is forwarded. This independent work and its contributions are similar to the thesis

proposed routing algorithm, Depth First Search (DFS).

When the message reaches node C that it is closer to the destination D than any of its
neighbors, the routing logic switches from a greedy mode to a recovery mode. The packet is
‘stuck’ at node C and the greedy routing logic has to change in order to resolve the problem.
Under this condition, it starts the route discovery protocol. The route discovery discovers a
path from C to D. It updates the routing tables toward D at any node on the path with this
information. Upon successful completion of the route, the packet, currently stopped at node C,

can be routed along newly discovered route from Cto D.

The authors propose two route discovery strategies: breadth first search and depth first
search (DFS). The breadth first search is based on flooding mechanism. In contrast, the DFS
approach generates a single acyclic path from § to D. Each node puts its name and address on
the route discovery packet p. Then it forwards p to a neighbor who has not seen p before. This

neighbor is one of node’s neighbors which minimizes
d(S,y)+d(y,D)
where d(x,y) is Euclidean distance between nodes x and y.

The packet will be returned to the node from which it originally received if a node is
not able to forward the packet. This node’s information, the address and the name, are not

going to be preserved at the packet. If a same packet is received for the second time, it is
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immediately rejected. Route discovery packets are required to be kept for some time at
network nodes to enable the the node to reject the same packet. The DFS protocol, as
presented in [JPS], strives to build and maintain the routing table embedded within the packet.
The authors investigate routing table sizes and present methods for taking into account

positional errors, node failures and mobility.

2.4 Dominating Sets and Internal Nodes

Routing based on the dominating set approach, as presented and defined in [SSZ, WL],
offers an innovative and promising improvement for potential solutions to the ad hoc
network’s routing problem. A set of nodes, a subset of all network nodes, is considered to be a
dominating set if all nodes in the network are either in the set or are direct neighbors of nodes
in the set. Nodes that belong to the dominating sets are called internal nodes. Different

definitions for dominating sets generate different set of internal nodes.
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Figure 2-2 Ad hoc wireless network dominating set and its internal nodes
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The substance of this approach is to exclusively use internal nodes for routing of
messages throughout the ad hoc network. The consequence is that the search space for a route
is reduced to corresponding internal nodes. If a source is not an internal node, it forwards the
message to one of its neighboring internal nodes. This internal node represénts a new source
point of the routing problem that happens only along a reduced graph based on internal nodes
of the network. As routing gets to the end of the route, the message reaches the internal node
that is either the destination node or a direct neighbor of the destination node. In a later case,

an additional forward toward the destination is required.

A direct result is a significant reduction of the communication overhead. A dominating
set, as defined in [SSZ], was able to generate the reduction in a communication overhead of <
53% on random unit graphs with 100 nodes for most values of average degrees d. The
reduction falls to <48% when d<3. For values of 4 that fall in a range [10, 20] the reduction
is <40%.

[SSZ] authors proved with their experiments that routing based on dominating sets is
better than non-dominating set routing in all analyzed aspects: reliability, rebroadcast savings,
and maintenance communication overhead. In addition, it has been shown that these

dominating set based algorithms are simple, efficient and distributed (localized).

[WL] proposed a simple and efficient distributed algorithm for calculating connected
dominating set in ad hoc wireless networks. The latest contributions to the way dominating
sets are calculated and formed are examined in 2.4.1, New Definitions of Dominating Sets,
where [SSZ, S1] introduce a major breakthrough and improvement in a way these dominating

sets are calculated and formed.

[WL] discussion introduced the concept of an intermediate node. A node A is an

intermediate node if there exist two neighbors B and C of 4 that are not direct neighbors
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themselves. As presented on Figure 2-3 Intermediate, intergateway and gateway nodes as
proposed by [WL] Figure 2-3, nodes C and K are not intermediate nodes, while other

presented nodes can be classified as intermediate.

Figure 2-3 Intermediate, intergateway and gateway nodes as proposed by [WL]

[WL] Rule 1 defines intergateway nodes. Nfa/] = N(a) U {a} defines closed set
neighbor set of node a while N(a) denotes an open set of node a. Each node is assigned an
unique number, id(a). One possible option is to adopt the location coordinates, x and y. When
two nodes id numbers are compared, we first compare x coordinates. If they are equal, we then

compare the y coordinates.

Let us consider two intermediate nodes v and u. If N/v] < Nfu] in G and id(v) < id(u),

then node v is not an intergateway node. As presented on Figure 2-3, nodes 4 and B are
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-covered by node D, node H is covered by node F, and node L is covered by G. The remaining

six nodes are inter-gateway nodes.

[WL] Rule 2 defines gateway nodes. Look at u and w that are two inter-gateway
neighbors of a inter-gateway node v. If N(v) < N(u) U N(w) in G and id(v) = min {id(v), id(u),
id(w)}, then node v is declared a non-gateway node. As presented on Figure 2-3 Intermediate,
intergateway and gateway nodes as proposed by [WL] Figure 2-3, all inter-gateway nodes
remain gateway nodes. Node E is ‘covered’ by D and F, but D and F are not connected
themselves. Although all neighbors of node I are neighbors of either F or G, it does not have

lowest id (in this example, x coordinate serves as id).

2.4.1 New Definitions of Dominating Sets

[S1] paper is the latest correspondence and the extension of the work and ideas
outlined in [SSZ]. It includes more details and relevant improvements to the dominating set
approach outlined in [SSZ]. This thesis and concurrent experiments were based on the

dominating set definition, as proposed and defined in these two associated papers.

[SSZ] proposed improving [WL] rules for building dominating sets by replacing node
ids with a record: key = (degree, x, y)

where degree is the number of neighbors of a node and x and y are its two coordinates. In both
[WL] rules, it is suggested that both [WL] rules be modified so nodes would first compare
their degrees and node with higher degree would have greater changes of remaining an
internal node. In a case of ties, x-coordinates are used to resolve it or y-coordinates (in a case

of x-coordinates ties).
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Initial definition of dominating sets, outlined in [WL], required that each node acquires
distance-2 neighbors knowledge in order to determine its dominating set status, i.e. if the node
belongs to the dominating set or not. [SSZ, S1] propose a major breakthrough in the way
dominating sets are created. Each node is able to determine its ‘status’, that could be one of
the three possible: intermediate, intergateway and gateway, based only on location information
of itself and its immediate neighbors. The location information of a node’s neighbors is
gathered through usual ‘hello’ message exchanges, when the network is initialized for the first

time.

What is a new in [SSZ, S1] proposal is that process of determining dominating set
status of the ad hoc network nodes requires zero communication overhead. This is a
significant improvement over previous ways of 'building dominating sets. As presented in
[S1], the following is the logic that each node would execute in order to determine its

dominating set status:

» A node is marked as an intermediate node if it has two unconnected neighbors.

* A node 4 is covered by neighboring node B if each neighbor of 4 is also neighbor of
B, and key(4) < key(B). Nodes not covered by any neighbor are defined as

intergateway nodes.

» A node 4 is covered by two connected neighboring nodes B and C if each neighbor
of A is also neighbor of either B or C (or both), key(A) < key(B), and key(A) < key(C).
An intermediate node not covered by any neighbor becomes an intergateway node.
An intergateway node not covered by any pair of connected neighboring nodes

becomes a gateway node.
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Upon completion, intergateway and gateway nodes of the ad hoc network form a
dominating set as proven in [S1]. It is interesting and important to note that a dominating set

generated by [SSZ, S1] is identical to a dominating set generated by [WL].

This is the actual procedure, used by a network node, to determine its internal

dominating set status:

intermediate(v) = intergateway(v) = gateway(v) = false

for each neighbor u of v, u !=vdo
for each neighbor w of v, w 1= v do
if d(u;w) > R then intermediate(v) = true
if intermediate(v) then {
intergateway(v) = true;
for each neighbor u of v, u!=vdo {
covered = true;
for each neighbor w of v, w I=v;w !=u do
if d(u;w) > R or key(v) > key(u) then
covered = false;
if covered then intergateway(v) = false }
if intergateway(v) then { gateway(v) = true;
for each neighbor u of v, u !=vdo
for each common neighbor w of v and u do {
covered = true;
for each neighbor z of v do {

if (d(z; u) > R and d(z;w) > R) or
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key(v) > key(u) or
key(v) > key(w)
then covered = false;

if covered then gateway(v) = false }}

2.4.2 Fixed Dominating Sets and Mobility

Another important issue related to the dominating sets is the fixed selection of internal
nodes. Stationary selection of internal nodes for solving routing problems in ad hoc networks
would easily create a special scenario. In this case, only selected network nodes, belonging to
dominating sets, will retransmit the message, which will quickly reduce their battery power
levels.

This thesis does not consider mobility of nodes. However, this is one of the rare cases
in the ad hoc wireless routing problem sphere, where mobility would actually help in the
potential routing solution, in terms of prolonging nodes and network’s life. Any movement of
nodes will request that the internal node status is recalculated. As a direct consequence, the
network would select new nodes as its internal nodes and power savings would happen at

nodes that lost such status.

An interesting proposal for solving this problem, caused by stationary selection of
internal nodes, was presented in [WDGS]. The authors designed new algorithms for selecting
dominating sets, which take node battery power into consideration as well. A node power
level, in addition to its degree, determines if the node will be a part of dominating set. Nodes
having more remaining power will be more likely to be in the dominating sets, and the status

may change at some threshold values. The change is therefore triggered by change of the
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power status, not by the node mobility. The proposed scheme proved to balance the overall

energy consumption in the network and generate a relatively small connected dominating set.

2.5 QoS Routing in Wireless Networks

Various QoS issues in wireless network routing were discussed by Wang and
Crowcroft [WC] with respect to support of multimedia applications such as digital video and
audio. They examined the basic problem of QoS routing, namely, finding a path that satisfies
multiple constraints, and its implications on routing metric selection. The authors presented

three path computation algorithms for source routing and hop-by-hop routing.

Delay and bandwidth were identified as two most important QoS routing metrics
[WC]. In addition, loss probability, cost, and delay jitter were discussed and presented. [WC]
defines the bandwidth of a path as the minimum of the residual bandwidth of all links on the
path or the bottleneck bandwidth.

As per [WC], the delay is made up of two basic components: queuing delay and
propagation delay. Queuing delay is determined by bottleneck bandwidth and traffic
characteristics. Since queuing delay is already reflected in the bandwidth metric, we only need
to consider propagation delay in the delay metrics [WC]. This provides that these two metrics
are not interdependent. Bottleneck bandwidth and propagation delay can be viewed as the
width and length of a path. The problem of QoS routing is then to find a path in the network,
between source-destination nodes, that will satisfy given QoS constraints: delay and

bandwidth, i.e. the path length and width.
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2.6 Power and Cost Aware Localized Routing Algorithms

A good overview of available power and cost-aware proposed solutions to power and
cost aware routing problems in wireless ad hoc networks is presented in [LSR]. In this chapter
we present the most relevant work that marks this research area and is directly used in this

research.

2.6.1 The Power Aware Problem

The problem of managing and understanding the limitations of the power of various
mobile devices is a relatively simple one for a basic type of users (i.e. standalone mobile
users). These devices are typically equipped with lithium-ion, rechargeable batteries. Their
lifetime is known and predictable, with a current lifetime of a few hours of active workload
and about several days of idle time. However, this problem has a completely different

substance when the same device becomes a part of a wireless ad hoc network .

This section discusses a group of routing algorithms that is designed and analyzed with
different metrics in mind. Most routing protocols are compared based on their hop count and

one of the key routing algorithm goals is to minimize this hop count (or the delay).

However, in certain networks, described common power model might not be accepted.
Examples would include non-homogenous networks, where network nodes are dispersed in
the space with big gaps between certain clusters (or individual nodes). Figure 2-4 displays the
example and explains how distance between remote nodes forces us to redesign the legacy

approach where the transmit power level was constant at all network nodes.
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Figure 2-4 A common vs. adjusted power level in ad hoc wireless networks

The approach of controlling and adjusting transmit power levels is beneficial even in
ad hoc networks that have more homogeny distribution. It is obvious that multiple hops will
generate a saving in the consumed power over the case where the power is adjusted to reach
the most distant neighbor (or the destination). The power is kept down due to lowering the link
length. With this approach, nodes are allowed to adjust their transmission power to just reach a
desired receiver node, in order to preserve the energy. This is feasible based on a help of other

network nodes, who are willing to forward other network nodes traffic.

Evidently, at the same time, network nodes are asked to keep forwarding other
people’s traffic. This keeps draining their battery power along the way. All of this has
complicated power aware routing problem. Apparently, there is a need to make routing
protocols power aware which is going to minimize the total energy needed to route messages

throughout the network.
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In addition, the design of power- and cost-aware routing protocols is complicated. The
issue of control messages in the network needs to be analyzed, since these messages will drain

the battery levels as well.

Power-aware routing algorithms are designed with the goal of minimizing power per
routing task. These algorithms tend to select well positioned neighbors that will minimize the

consumed power for the ongoing routing task.

Cost aware routing algorithms maximize the lifetime of the network, i.e. the network is
considered to be available as long as all nodes are present (and their battery levels are not
exhausted). Within this routing problem, nodes with more remaining power are preferred to

other network nodes.

Power-cost aware routing algorithms are the combination of proposed power and cost
aware schemes. In a nutshell, these algorithms will choose power efficient paths among cost

optimal ones.

2.6.2 Power Aware Algorithm
[RM] suggested a model for the power consumption between two nodes at distance r to be:
u(ry=r"+c

where a (2<a <5) and c are some constants. In their experiments they used the modified
model:

u(r)=r*+2*10°

This model is referred to as the RM Model. The power-aware routing algorithm which

they outlined runs in two phases. In the first phase, each node searches for its neighbors and
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selects these neighbors for which direct transmission requires less power than if an
intermediate node is used to retransmit the message. This defines so-called enclosure graph. In
the second phase, each possible destination runs distributed loop-free variant of (non-
localized) Bellman-Ford shortest‘path algorithm and computes shortest path for each possible

source.

[HCB] proposed a slightly different model. The total power for transmission and

reception, for nodes at distance r, is set to be:

u(r) =r? +2*1000

Their model is referred to as HCB Model. Signal attenuation was used to design an
energy efficient routing protocol for wireless microsensor networks, where the destination is
fixed and known to all nodes. They propose to utilize a 2-level hierarchy of forwarding nodes,
where sensors form clusters and elect a random cluster head. The cluster head forwards
transmissions from each sensor within its own cluster. It is shown that this scheme saves
energy under some conditions. However, this clustering approach needs significant
communication overhead, the routing algorithm is not localized, and the destination is not
necessarily fixed.

[SL] introduced and discussed localized power aware algorithms. They are at the
center of the thesis work — a variant of these algorithms is expanded and modified. A source
node, or an intermediate node, that holds a message selects one of its neighbors with the goal
of reducing the total power needed for the message transmission toward the destination. This
is how the authors model the power consumption for the routing task. Let us assume that node
A 1s a neighbor of node B and adopt the following:

r=|4B|, d=|BD|, and s=|4D|

The power needed for transmission from B to 4, based on RM model:
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u(ry=ar® +c
and the assumed power needed to route the message from node 4 to a destination D, is

assumed to be:

w(s) = sc(a(a —1)/ )" + sa(a(a - 1)/c)“‘“)‘d
For (=2, this power becomes:

v(s) = 2s(ac)'”?

The proposed algorithms are looking for nodes in the network that are closest to the
optimal desirable position. In this particular case, node B will select one of its neighbors, node
A, which will minimize:

P(B,A) =u(r)+v(s)

Conducted experiments, as per [SL], confirmed the validity of the approach. This is the

actual localized power aware routing algorithm:

B:=A; (* do not set the first time *)
Let A be neighbor of B that minimizes

pP(B,A)y=u(r)+ tv(s);
Send meesage to A

until A=D (* destination reached *) or A=B (* delivery failed *);

The optimal power-saving algorithm, that minimizes the total energy per routing task
for a message, can be calculated by applying Dijkstra’s single-source shortest weighted path

algorithm. Each edge has the weight u(d) = ad” + ¢, where d is the length of the edge. We
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refer to this algorithm as SP Power algorithm (shortest path) and it is mainly used to compare

the performance of various new localized algorithms.

2.6.3 Cost Aware Algorithm
[SWR] proposed the usage of a function f(A4) that would indicate a node's reluctance

to forward the packet, i.e. to be a router point for the specific network route. This is suggested

reluctance function:

f(A)Z%g(A)

where g(A)represents the remaining life of the node. g(A4)is normalized to be in the [0,1]

interval and as a consequence the corresponding reluctance will grow significantly when node

battery lifetime approaches 0.

This is how cost efficiant protocols were born. [SL] proposed localized, position based,

cost aware protocol that would select one of its neighors that minimizes the cost function,

c(4), for node 4:
ce(A) = f(A)(1 +s/R)

where s is the distance from node A4 to the destination node and R is the node radius. The

produced cost aware paths minimize the sum of f(A4) for nodes on the path.

Node B, that holds the message, selects one of its neighbors A4 which minimizes c(A4) .

The algorithm proceeds until the destination is reached, if possible, or until a node selects the
neighbor the message came from as its best option to forward message. This is the localized

cost aware routing algorithm:
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B:=S;
Repeat
B:=A; (* do not set the first time *)
Let A be neighbor of B that minimizes
c(A);
Send message to A

until A=D (* destination reached *) or A=B (* delivery failed *),

An algorithm that is used as a reference point for cost aware protocols is referred to as
SP Cost algorithm. In this case, where information about all network nodes battery levels is
known to each node, the optimal cost aware algorithm, that will maximize the number of
routing tasks that network can handle, can be calculated by applying Dijkstra single source

shortest weighted path algorithm. The reluctance f(A) is used as a weight in a shortest

weighted path algorithm.

2.6.4 Power-Cost Aware Algorithm

[SL] proposed to merge existing power and cost considerations into a single routing
algorithm. Authors discuss power-cost metrics that is considered when a message is sent from
node A to node B and propose several power-cost metrics and associated routing algorithms.

These localized algorithms select power-efficient paths among cost optimal ones.

One power-cost metric is based on product of reluctance function for node A4, f(A),

and the power needed for transmission a message between nodes B and A, with distance r,
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u(r), as defined in 2.6.3 and 2.6.2, respectively. Power-cost routing algorithm will try to

minimize this product metric:

powercost(B,A) = f(A)*u(r)
Alternative mertic, based on the sum would look like this:
powercost(B, A) = pf (A) + au(r)

where a and [ values are to be selected (this was done through experiments).

In addition, so-called SP Power-cost algorithm would find the optimal power-cost by
applying a single source shortest weighted path Dijkstra’s algorithm (assigned node cost is
equal to the edge cost leading to the node). As previously noted, this SP algorithm defines the

baseline for comparison of proposed power-cost routing algorithms.

2.6.5 Progress Based Power and Cost Aware Routing Algorithms

[KNS3] proposed progress based localized power and cost aware routing algorithms.
In addition to these, [KNS3] authors propose other groups of routing algorithms, the
projection power-based, iterative power progress-based and iterative projection power

progress ones.

The improvements of so-called progress-based algorithms are done on algorithms from
[SL]. These new algorithms choose one of its neighbors that are closer to destination than
itself. In addition, a selected neighbor is required to minimize the ratio of power and/or cost to
reach that neighbor, and the progress made, measured as the reduction in distance to
destination (or projection along the line to destination). The new power and cost localized
schemes are shown to be conceptually simpler than algorithms presented in [SL] and have

similar or better performance.
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Let us assume that the destination node is D. Node S currently holds the message and

one of its neighbors is node A. Let r=|SA4|, d=|SD|, and x=|4D)|.

[KNS3] authors look at measure of the proportional progress and the actual power used to

make that portion of the progress. As previously discussed, the power spent on transmission of
the message from node S to node 4 is (* +c¢). The portion of the progress made with this

power is (d—x). With similar advancing through the network, there would be
d /(d — x) steps, and the total power cost would be (»® +¢)*d /(d — x). Therefore, this new
progress based routing algorithm will select a neighbor that will minimize:

(r* +c)l(d - x).
This is the neighbor that minimizes the power spent per unit of progress made, in terms of

getting closer to the destination.

Power metrics is in a similar way replaced with a cost or power-cost metric in order to
define cost or power-cost per unit of progress made. This introduces the Cost Progress and
Power-Cost Progress routing algorithms. Cost Progress algorithm will select a neighbor that

minimizes:  f(A4)/(d —x)

Consequently, Power-Cost Progress algorithm will select a neighbor that minimizes:
f(AD(F® +¢)(d-x)

where f(A)is a reluctance function for node 4, as discussed in 2.6.5:
f(A)=1/g(4)

and r=|SA4|, d=|SD|, and x=|4D|. Node S currently holds the message, 4 is the neighbor of S and

D is the destination point.
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Chapter 3
Depth First Search Routing Algorithm

This chapter presents the first centerpoint of the thesis contribution work, the DFS
routing algorithm. The DFS internal design is discussed and outlined with more details. The
several proposed improvements are observed and how they affect the DFS routing
performance. The direct impact on a way DFS memorize information about past traffic is

discussed and analyzed as well.

The DFS routing algorithm is characterized with a single path strategy. It is the first
localized position-based routing scheme that guarantees delivery even in a case where
destination node location information is not updated, i.e. the sender node knowledge about
node D coordinates is not correct. As with other localized, position-based, routing algorithms,
a node makes DFS routing decision based only on the location of itself, its neighbors, and the

destination.

This research work analyzes wireless networks with nodes that do not move (or have
insignificant movement patterns). DFS is suggested as potential localized routing strategy for
a routing problem in these types wireless networks, with routing performance that is extremely
close to the best possible (shortest path, non-localized routing scheme). Due to its ability to
guarantee delivery, DFS routing strategy will be interesting to applications that are sensitive to

the loss of the traffic.

A significant segment of these applications would be built on top of wireless sensor
networks that are formed in ad hoc manner, deployed quickly and quite often requested to host
certain intelligence and process exchanged data in a real time. They can be used for military

purposes (enemy movements), environmental (monitoring of forest, oceans, airplanes), for the
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purposes of biological and chemical wars (detection and monitoring), security (schools,

residential and business buildings), etc.

~ 3.1 DFS Routing Algorithm

Depth first search, DFS, based algorithm is similar to the routing strategy that has been
independently discussed in [JPS]. However, DFS algorithm does not use routing tables like the
one proposed in [JPS]. In DFS routing approach the message follows the whole depth first
search routing process from a node C to a node D. As explained in 2.3.2 GRA — DFS Alike
Routing Algorithm, the node C would be the one where the message stopped, since it is closer

to the destination D than any of its neighbors.
A node C that holds a message selects one of its neighbors, a node S that minimizes:
d(sS,D)
where d(x,y) is Euclidean distance between nodes x and y.

This DFS algorithm routes messages in a greedy approach whenever it is possible, i.e.
a node exists that is closer to D than S. For dense graphs most of the paths generated by this
method are the same as the paths obtained by the greedy method. When the routing process
reaches the node C, the routing switches from ‘greedy’ to ‘recovery’ mode. In ‘recovery’
mode, the DFS algorithm will help the routing process by getting back one or more steps away
from the node C. After each recovery step, the DFS will try to switch to the ‘greedy’ mode
again, if it is possible, i.e. there is a neighbor that is closer to the destination node D than the
node that holds the message. Otherwise, the DFS recovery mode forces routing to return

message further back along the route the message previously crossed.
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This routing algorithm guarantees delivery for a connected wireless ad hoc network
even in a case when the destination location is not correct. The recovery phase of the routing
algorithm makes sure that delivery happens all the time. The DFS-based routing algorithm
performs DFS search in a distributed way. It builds a path in the graph without relying on

nodes that are not direct neighbors of a node that is executing the DFS processing.

In DFS-based algorithm, nodes are marked as white or gray. This marking is specific
for the message that is going to be routed throughout the ad hoc network. Initially all nodes are
white. The process of visiting nodes coincides with sending messages between nodes. There is

always only one copy of the message in the graph.

Figure 3-1 defines a possible routing problem, where S is the source node that holds
the message and D is the destination node. The start node S begins routing by changing its
status to ‘gray’. This means that a node has been visited by this message (that is, it received
the message at least once). Each message that is sent from a node B to a node 4 has one bit
that indicates whether the message is forwarded or returned. Node A4 receiving the message

then acts according to that bit.

White node A4, upon receiving forwarded message for the first time, changes its color to
gray. Node neighbors are sorted according to distance to the destination. Neighbors which are
closer to destination are preferred and are selected the first. The only exception is that node B,

that sent message to 4, is ignored by the algorithm that is executing at node A.

Node A is required to memorize, together with the message id, the neighbor B that
forwarded that message. The message is then forwarded to the first choice C among node 4

neighbors. If there is no choice, message is returned to B.

Gray node A4, upon receiving forwarded message from any node B, will reject the

message immediately. That is, the message will be immediately returned to B. Gray node 4,

Page 51 of 132



Depth First Search Routing Algorithm

upon receiving a returned message from node C, will forward the message to the next choice E
in its sorted list of neighbors, if such a neighbor exists. If 4 has no more neighbors in its list,
message will be returned to the neighbor B which sent the message to 4 (and which was

memorized for that purpose).

Figure 3-1 gives an example of a DFS routing path:
SABCACSCBACASCSEFGHID, where bold and regular letters correspond to forwarded

and returned/rejected messages, respectively (sender node is marked).

A

Figure 3-1 DES routing path SABCACSCBACASCSEFGHID

The pseudo code of DF'S based routing algorithm:

//4 is the neighbor of B that is closest to D

%
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B forwards message to A;
If A=D
then
message delivered
else
{
If A is white node
then
{
A 1s colored as gray node;
A memorizes B;
A sorts all neighbors (except B) according to distance from D as C1, C2, ..., Ck;
Ifk>0
then
//C1 1s the neighbor of A that is closest to D
DFS-forward(A, C1, D)
else DFS-return(A, B, D)

}
else DFS-return(A,B,D);

C returns message to A;

A sorts all neighbors (except memorized neighbor B) according to distance from D as Cl1,
C2,...,Ck;

Let L be the index such that C=CL;
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IfL <k
then
DFS-forward(A, CL+1, D)
else
{
If A=S
then
D not connected to S
else

DFS-return(A,B,D);}

7

Let C be the neighbor of S which is closest to D;
DFS-forward(S, C, D);

3.2 Proposed DFS Improvements

One of the focuses of the research is the improvement of the basic DFS routing
algorithm. The DFS scheme can be improved in various ways — this section will present
several improvement proposals. In this section, we only present the essence of these
improvements. Later, in Chapter 5 results obtained from experiments will be used to
demonstrate improvements and the performance of various proposed changes and design

ideas.

The first one is based on concept of dominating sets and internal nodes. Three types of

internal nodes are used, intermediate, intergateway and gateway. The goal here, as described
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in 2.4 Dominating Sets and Internal Nodes, is to reduce the number of nodes that are used for

routing messages throughout the network.

Another proposal for a change and enhancement of DFS routing protocol is the request
for memorizing some of the past traffic at network nodes — actually, nodes will memorize
traffic of their neighbors. It has been noticed that the basic DFS algorithm considers all
neighbors at each node. DFS routing in Figure 3-1 shows that a message from node C will be
send to node A even though the same message was previously sent to node 4, by some other
network node. Apparently, previous attempts to reach the destination node through node 4
have not succeeded and node C should exclude node 4 from its list of DFS eligible neighbors
(only for this message). As per the DFS algorithm, node 4 was marked on the initial visit of
the message as the ‘gray’ node (for this specific message). As a consequence, when node C
forwards the message to node 4, it is immediately rejected by node 4. DFS hop count includes

both of these transmissions.

The proposed modification is to eliminate such communication based on additional
memory requirement imposed on network nodes. Nodes will also memorize, in addition to one
neighbor (the one message came from for the first time as required by DFS algorithm), any

neighboring node that sends the message to another node, which is then consequently rejected.

Network nodes need to memorize and manage this data for each individual message
that travels throughout the network. DFS routing bases its operation on this knowledge and
information that is stored in the required memory structures. These are discussed in more
details in 3.3 DFS Memory Requirements. It has to be noted that a DFS-enabled network is
capable of routing several messages in an independent manner and in parallel. The unique

message information that enables parallel DFS routing is the message id number.
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The improved version of the DFS routing algorithm, when executed on a section of the
network graph presented on Figure 3-1 will immediately demonstrate the strength and quality
of the modifications. Let us assume that presented network nodes are internal nodes of
(calculated) dominating sets. They are either intermediate, intergateway or gateway nodes.
This is just to highlight that each node on Figure 3-1 is considered for DFS routing. The
improved version of DFS applied in this section of the network would generate the followihg

route:
SABCBASCSEFGHID

which is significant improvement, in terms of hop count, over the initial DFS algorithm

proposed path:

SABCACSCBACASCSEFGHID

Node S is the start point for the presented routing problem, Figure 3-1. White node §
changes its state to gray, meaning that the current message has visited the node and has been
processed by DFS routing logic. As per DFS, all neighbors of S are sorted according to their
distance to the destination point D. Node 4 is selected as next hop neighbor due to the fact that
is the closest to the D. The proposed improvement of DFS requires that all neighbors of S, in
this case nodes E and C, update their ignoreNeighbor list with the recipient of the message,

node A4.

n a similar way, node 4, upon receiving the message (this is the first visit of this
message), changes its color to gray, sorts all neighbors according to their distance do node D.
Node B gets selected as a next hop selection. Similarly, the proposed improvement of DFS
requires that all neighbors of 4, in this case nodes C and S, update their ignoreNeighbor list

with the recipient of the message, node B.
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BZC! Node B DFS localized routing algorithm, for the next hop neighbor is not going to select
node A4, even though this node B neighbor is the closest to the destination D. As per DFS, the
node B, that sent the message to node A4, is ignored by DFS algorithm. Therefore, the next
neighbor of node B, whose location is the closest to node D is node C. As required,
ignoreNeighbor list for node B’s neighbors, node A, is updated with the recipient of the

message, node C.

3: Node C DFS localized routing algorithm, sorts all its neighbors according to their
distance to the destination. Node B is rejected, since this node sent the message to node C.
Node 4 is also rejected due to the fact that it is within node B ignoreNeighbor list. Node C
rejects the source of the message as well. Since no other neighbors are present, node C, as per
DFS algorithm, will switch to the recovery mode, i.e. the message will be returned to the node

that the initial sending (toward the node C). Therefore, it is returned to node B.

Node B receives this return message and looks for next DFS eligible neighbor. Node B in
its internal memory structure keeps information for this message about its neighbor that
initially forwarded that message. Therefore, node 4 is again rejected as possible next hop
neighbor. Since node B has no more neighbors, except 4 and C, node B decides to return the
message to the neighbor that initially forwarded the message to the node B. Node 4 is selected,

by DFS routing algorithm, as next hop neighbor.

Similarly, node 4 looks at this return message and searches for the next DFS eligible
neighbor. Node B was already attempted by DFS. Node C is within ignoreNeighbor list,
therefore, it is rejected as valid choice as well. Since no other neighbors exist, node 4 returns

the message to the node that initially sent it; it goes back to node S.

§-C: Node S searches for the next DFS eligible neighbor. Node C is the next one closest to the

destination and messages is forwarded to node C. Other node S neighbors, 4 and E, update
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their ignoreNeighbor list with this information (i.e. node C is added into their ignoreNeighbor

lists).

Node C searches through its list of neighbors. It concludes both of its neighbors, nodes
A and B, are inside its ignoreNeighbor list (see S-A and A-B DFS steps and how the node C
ignoreNeighbor list was updated). Since no neighbor is available, node C will, as per DFS, to

return the message to node S.

it Node S keeps running in DFS greedy mode and selects the next DFS eligible neighbor,
node E. Nodes C and A4 update their ignoreNeighbor lists with this information (i.e. node FE is
added to their ignoreNeighbor lists).

f: Node E executes DFS routing logic, which runs in greedy mode and selects node’s
neighbor that is closest to the destination, node F, as its next hop selection. Node E neighbors,

the only node S, updates its ignoreNeighbor lists as well.

The following steps for this execution are clear and they include

3.3 DFS Memory Requirements

As explained in 3.1, DFS Routing Algorithm, DFS is not a stateless routing scheme
that does not require memorization about past traffic through the network. Each node has to

comply with several requests with respect to remembering details about past traffic.

One potential solution to the memory problem could be to design and maintain (as per
DFS routing), at each network node, a memory structure, implemented as a table. Keys in the
table would be unique message identification numbers. Corresponding values would be a

special data structure that holds all necessary data required by DFS algorithm.
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The initial version of the DFS algorithm required two following information to be

remembered, per each message:

The node status — possible values include white or gray (as defined per DFS). The

localized DFS algorithm for node 4 reads the corresponding value of each received
message from its memory, the DFS memory table. This value determines the DFS
algorithm logic, as explained above, in Chapter 3, Depth First Search Routing
Algorithm.

If the message is received for the first time, i.e. there is no entry in the memory table,

the status of node A, for that specific message, is considered to be ‘white’. DFS

~ requires that the status of node 4, for this message, is changed to ‘grey’. The ‘gray’

status points out that this specific message has previously visited the node 4.

If the message was formerly received by node 4, the node A4 status, for the message
is already set to gray. DFS routing algorithm will process this message, as explained
above, in Chapter 3, Depth First Search Routing Algorithm. The status of the node

A, for the message, stays unchanged — ‘grey’.

The initiating node — when node A receives the forwarded message for the first time,

it is going to remember the node that did the initial transmission of this message

(toward node A).

The improved version of the DFS algorithm, as presented within our research,

establishes additional memory requirement:

The node’s ignoreNeighbor list — as presented in 3.2, Proposed DFS Improvements,

nodes will need to update their ignoreNeighbor list. A node C is required to update

its ignoreNeighbor list whenever the message is sent and heard by the node (and
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node C is not intended recipient). Node C will put the intended recipient in this
‘ignore’ list. As discussed, the improvement of DFS routing algorithm requests that
this list is consulted prior to sending a node. Node C neighbors, present in this list,
will be excluded as potential DFS candidates for the next forward. The processing
will chose the next neighbor, if available, or if no other neighbors are present, the

message is returned to the node that sent the message to node C.

It should be noted that DFS memory requirements are not connected with network size,
i.e. the number of nodes that form the network. DFS is fully scalable with respect to this
argument (the network size). As with other localized routing algorithms, a node makes a DFS
routing decision based only on the location of itself, its neighbors, and the destination. The

network size does not influence this process.

The only information about the traffic that node A needs to maintain is strictly tied to
messages that travel through the network and get routed through the node. As explained
above, everything is associated with the message. The maintenance of a node memory

structure is not considered complex.

After a timeout, defined and set on a network level, each node can remove old data
structures. These unused pieces of information are tied to message identification numbers that
have not been accessed or used for some time. This memory cleanup process can be done
independently in the background and in a localized manner, Node’s core node functionality
would not need to be disturbed (receiving, processing and sending message) in any way. Other

network nodes or neighbors do not need to be part of this memory cleanup procedure.

In addition, the total memory usage, at a network node, is not going to be significant.

Primarily due to the fact that nodes need only to memorize message and node id numbers that
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are inherently small. It is going to have a linear relation with an amount of the traffic that
travels throughout the node due to the network ability to process several messages in parallel.
A node’s assigned memory will dynamically grow, as new messages are received and

processed by the node, and diminish whenever the memory cleanup procedure is executed.

3.4 DFS Based QoS Routing

The framework of the DFS routing protocol can be extended in order to support QoS
routing requirements in multihop ad hoc wireless networks. This is the first proposed localized
QoS routing algorithm for wireless ad hoc networks. In addition, this is the first routing
strategy that tried to address QoS rouﬁng problem by using GPS information in its routing

decisions.

The proposed DFS QoS routing informs the source of the bandwidth and quality of
service available for required source-destination path. The knowledge obtained by DFS QoS
routing is the basis for establishment of connections that meet required QoS in wireless ad hoc
networks. This, consequently, enables a whole set of real-time and multimedia applications.
An example of these would include a packet radio network, streaming multimedia (voice or

data), IP telephone, and others.

Extended DFS QoS routing is modeled after the bottleneck bandwidth model [WL], as
previously outlined in 2.5 QoS Routing in Wireless Networks. Propagation delay, as discussed
in [WL], is considered as independent delay requirement. In wireless networks, this delay is
directly proportional to a hop count between two nodes. The basic strategy with DFS QoS

routing is to improve hop count performance as much as possible in order to decrease this
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delay and increase the associated bandwidth of the network, for a specific source-destination

routing path.

DFS-based QoS routing is implemented into three distinctive phases. In the research
and analysis of QoS problem in wireless ad hoc networks, the mobility of nodes is not taken

into account.

a) Destination search;

A source node, that holds a message, initiates a search for a destination node. It

creates a DFS QoS message and sends this message toward the destination node.

This phase depends on destination search approach, which is not clearly defined by
DFS QoS. A possible candidate for this inquiry phase can be one of the DFS routing
algorithms as well, since it guarantees destination discovery in connected wireless
networks. Quite important cases where the destination location is not fully corrected

are also resolved by guaranteed delivery of DFS framework.

b) Building of QoS path;

The destination node, when found by the search process, recognizes the DFS QoS
message and learns about location of the source node and associated QoS
requirements. It is responsible for a construction of the QoS path, which is built by

executing the second phase of DFS QoS routing algorithm.

The destination node returns this special message, marked as DFS QoS, toward the

source node. In this phase of the DFS QoS routing scheme, the destination node is

the DFS start node and the source node is considered as the DFS stop node.
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As per DFS QoS, each network node is required to remove nodes that return or reject
the message from the QoS path. As the second phase of DFS QoS routing is
executed, the DFS QoS path gets constructed.

An example of constructed a QoS path, after a search for DFS QoS path has been
executed on the section of the wireless network, is presented in Figure 3-1 DFS

routing path SABCACSCBACASCSEFGHID would become:
SEFGHID

This path is constructed upon applying the bottleneck bandwidth model, as explained
in [WL], on the initially constructed DFS routing path:

SABCACSCBACASCSEFGHID

¢) Source initiates QoS routing;

In this final phase of DFS QoS routing, the source node, upon receiving a specially
marked DFS QoS message, sent by the destination node, will learn the DFS QoS
path toward the destination. The unique message identification number is used to
associate the received DFS QoS message with the initial message that needs to be

sent along QoS path.

The initial message is now ready to be sent toward the destination node, along the
created QoS path. In this phase, network nodes will recognize the message that
travels within the network has a predefined DFS QoS path. Each hop of the message

will follow the route stored within the message that travels.
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Chapter 4
DFS and Power Aware Routing Algorithms

This chapter focuses on the introduction of a new set of power and cost-aware routing
algorithms. A progress-based set of power-aware algorithms are analyzed in more detail in
2.6.5 Progress Based Power and Cost Aware Routing Algorithms. They are the basis for the
second thesis contribution, the proposal of a new set of power-aware algorithms. The section
presents main features and characteristics of these newly proposed algorithms, the way they

operate and execute.

The last section outlines assumptions and limitations that have been adopted within the

research. Their analysis and the impact on the conducted experiments are discussed as well.

4.1 Power Progress DFS Routing Algorithms

These new algorithms are generated by integrating the improved version of the DFS
algorithm (presented in section 3.2) with progress-based power-aware algorithms (presented in
section 2.6.5). The essence of the intent is to combine latest versions of power and cost aware
algorithms, presented in 2.6.5, Progress Based Power and Cost Aware Routing Algorithms,
with the improved version of the DFS algorithm, discussed in 3.2, Proposed DFS
Improvements. The improved version of DFS scheme includes both modifications to DFS, 1.e.
one that uses dominating set principles and a modification that requires nodes to memorize

past traffic for messages.
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The goal is to extend three power-aware routing algorithms that do not guaranty the
delivery of the message with the DFS model. The message delivery, in this proposal, would be

guaranteed by the depth first search (DFS) algorithm.

The DFS routing algorithm sorts all neighbors (edges) at each visited node according
to the one of progress-based power, cost, or power-cost criteria, as discussed in 2.6.5, Progress
Based Power and Cost Aware Routing Algorithms. The framework of the execution for
progress-based power and cost-aware algorithms are defined by the DFS routing protocol rules

and the DFS routing framework.

This group of routing algorithms is referred to as Power Progress DFS routing
algorithms. As previously discussed in 3.1 and 3.2, the greedy mode of DFS will enable this
set of routing algorithm to minimize the distance toward the destination D as long as there is a
node closer to D than node S that currently holds a message. When such a neighbor is non-
existent, DFS recovery mode kicks in, returns the message and tries to switch to greedy mode,
if possible. If it is not possible, the recovery mode will continue to search for a neighbor that

will enable the switch to greedy mode.

Apparently, the DFS framework is the delivery vehicle in this combined mode,
providing that routing never halts and securing that the destination node is eventually reached
— regardless of the cost (hop counts or the energy spent along the route search phase). The
generated path, i.e. neighbors selected by routing logic, will either create routes that minimize
the power per message route or routes that will maximize the number of routing that network

can perform.
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4.2 A Routing Example
The previously discussed routing problem, as depicted on Figure 3-1, based on the

proposed localized power progress-aware algorithm, DFS Power Progress, would potentially

create the following route solution:

SCBABCSCSEFGHID
which is different than the routing solution, described in section 3.2:
SABCBASCSEFGHID
Node S is again the start point for the routing problem, Figure 3-1. As discussed in

section 3.2, all neighbors are selected according to a certain criteria. In this case, where
routing is controlled with a new DFS-based power-aware logic, neighbors are sorted according

to associated power-aware values, calculated by following equation:
r* +c)/(d —x)

as proposed in section 2.6.5. Let’s assume that Figure 3-1 nodes are positioned in such way, so
that node C minimizes the above calculated value (amongst all other node S neighbors). DFS
Power Progress algorithm selects node C as its first choice. All other DFS routing framework
required steps are executed as well. The node changes its status, from ‘white’ to ‘gray’. When
the message is transmitted from S to C, all node S neighbors update their ignoreNeighbor lists

(in this case, nodes 4 and F).

The DFS Power Progress logic at node C, might chose node B (apparently, this is
dependent on real distances between presented nodes) which minimizes the referenced power
progress value. As per DFS, the node changes its status to ‘gray’ and transmits the message.

All other DFS required maintenance steps will be executed as well.
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3-A: Node B, in the absence of any ‘forward’ nodes, will select one of its neighbors, nodes 4
or C, that minimize the power progress equation. Node 4 might be the node selected by the

routing algorithm and the message gets sent to this node.
The following steps for the execution of the proposed DFS-based power-progress algorithm

s

5 s

are clear and they include A-B, B-C. !

The resulting DFS Power Progress path, generated as a possible solution to the routing
problem, as presented on Figure 3-1, will not be equal to the path created by DFS routing
algorithm (as discussed in section 3.2). However, this DFS-based power-aware localized
routing is expected to generate a route whose power consumption will be smaller than the

consumption of other DFS-generated routes.

4.3 Assumptions

The following is the list of the assumptions that our work and conducted adjacent

experiments adopted.

e Mobility of network nodes — As discussed in 2.3 Position Based Routing
Algorithms, the problem of finding a satisfactory location update scheme has proved
to be quite hard to resolve. The focus of this work is on finding an algorithm that
satisfies a routing problem in an ad hoc wireless network where nodes do not move
or have small and insignificant moving patterns. If mobility is high and changes of
neighbor information across several network nodes are significant, the ability of the
DFS routing framework to guarantee message delivery might be negatively

impacted.
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Activity status of nodes — In order to preserve the energy in the ad hoc wireless
networks, a distributed wake-up model should be implemented in order to simulate a
real routing problem. When nodes are in the ‘sleep’ mode, the network topology
changes and that inﬂuenées the routing as well. As discussed in 2.3 Position Based
Routing Algorithms, the currently available solution to the power save mode in ad
hoc wireless networks do not provide adequate scheme. In our expeﬁments, we
assume that network nodes are present and awake all the time. They receive,
transmit packets or are in the idle mode (i.e. listening mode). Apparently, this
simplification will help us to model the proposed improvements and a new set of
routing algorithms. Simplifications are desired as well due to the fact that the goal is
to the comparison with the set of power and cost-aware algorithms that also used

analogue simplification as well.

Communication overhead — The need to communicate information with neighboring
nodes or nodes within the same group makes the simulation efforts more complex.
The goal of any routing algorithm is to minimize the communication overhead, due
to the limited battery power, in order to maximize the number of routing tasks, i.e.

the lifetime of the network node.

Node mobility and the activity status of nodes require extensive communication
overhead. As outlined above, these two issues are not taken into the account in this
research. Therefore, the communication overhead is not a factor in our experiments.
In addition, the communication overhead initiated in the startup phase, when
network nodes are powered up and learn about their immediate neighbors, is not

taken into consideration either.
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Unique message identification numbers — The research and simulation efforts didn't
look into the problem of how this unique message identification number is created
and how this knowledge is distributed throughout the network. This knowledge is
treated as a primary key that locaiized DFS running algorithms use for processing

and DFS routing messages that they receive.

This unique identification number is the base of the network node ability to route

and process several messages in parallel.

Dominating set status — We consider the established network dominating sets correct

and static due to the absence of mobility of nodes while the routing happens.

Timeout value — As per 3.3 DFS Memory Requirements, various memory structures
are created, at the node level, for each routed message. Since the network is capable
of routing several messages at the same time, the associated memory structures, at
the node level, will grow as messages are processed and retransmitted. DFS relies on
a timeout mechanism that is executed in a localized manner, at each network node,
which is needed to prevent the exhaustion of the memory resources. This research
and associated simulation effort did not analyze and monitor the memory
consumption level at network nodes, as the DFS algorithm executes. Since the
required memory structures are small and the size of the modern memory
components have significantly increased, a simple cleanup procedure, executed in a
localized manner, with a constant, globally set timeout values, will prevent any

problems being created around this issue.

Security — This is an interesting topic for wireless ad hoc networks. As the traffic

starts to flow between network nodes in a seemingly uncontrolled manner, the need
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for security and authentication arises. This thesis research did not look into these

issues nor have they been implemented in the simulation experiments.

Two key simplifications, the mobility and activity status of network nodes, do not
reduce the significance of proposed power-aware DFS-based routing algorithms. In a first
case, the case where the routing is done in a mobile wireless networks, one possible research
strategy is to combine DFS routing with independently executed location update scheme. The
goal here would be accomplished in two phases. In a first phase, the source node would
initiate a search for latest correct destination information using adequate location update
scheme. The network response to the search packet would provide correct and valid
destination coordinates. The second phase would be based on DFS routing algorithm which

would then route the message toward the destination node.

It is to be confirmed how efficient DFS would be when the destination nodes moves
and it location information becomes invalid. Small movement patterns or a temporary change
of location events would be successfully resolved by DFS framework ability to deliver even
when destination location is not correct. Other moving patterns, especially the networks with
significant moving events, would need more research and probably a new approach for

addressing this complex issue.

Similarly, the ad hoc networks need to preserve the power level of network nodes will
impose a certain power management scheme upon all network nodes. Again, as in a previous
case, it is fair to assume that certain subset of network nodes is ‘awake’ and that our routing
algorithms execution will be based on present nodes. The DFS routing strengths will enable

that a message gets delivered to the destination node as long as the network stays connected
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and the destination node is ‘awake’. Nodes that are in the sleep mode will not break the

guaranteed delivery.

The goal of listed simplifications is to, in addition to the simplification of a complex
routing problem, to properly evaluate and understand a true routing performance of the DFS

routing algorithms in this specific case (network nodes do not move).
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Chapter 5

Performance Evaluation

In this chapter, experimental results in both areas of research are presented, a set of
DFS routing algorithms and a new set of power-aware DFS-based routing algorithms. The

first section of this chapter explains the simulation environment and its main features.

The second section compares hop count performances of DFS algorithms and how
various improvements affect the performance of the initial DFS routing algorithm. Only a
subset of experiment results is presented — network sizes with 40, 100, and 250 network nodes
with selected network density values (the average number of neighbors). The best
improvement scenarios are chosen and explained. The resulting improved DFS routing
algorithm, the best DFS candidate, is used as proposed DFS component for a new set of
routing algorithms. The third section looks into the performance numbers of DFS QoS routing

algorithm.

The fourth and fifth sections monitor the performance of a new set of proposed routing
algorithms (DFS power and cost aware schemes). Obtained simulation results demonstrate
improvements to the power and cost metrics of DFS scheme. At the same time, they manifest
the ability of the DFS framework to guarantee delivery for power progress aware algorithms

that do not warrant the delivery all the time.

5.1 Simulation Environment

In order to evaluate the thesis contributions to existing the DFS algorithm and to

understand the performance of the newly proposed routing algorithms, extensive simulation
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experiments were executed within the framework of a specially constructed network
simulator. This custom network simulator was designed and implemented in Java
programming language and used to construct ad hoc wireless networks and required routing of

messages through randomly formed networks.

The source code, as explained in Appendix C, is available for download. It gives one the
ability to easily reproduce all presented simulation results. The same simulation platform has
been used for all required variations of experiments. Few simulator relevant configuration
parameters are required to be adjusted for two separate test scenarios (execution

environments):
* environment setup to simulate various DFS improvement schemes and

» environment setup for testing a new set of progress power and cost aware routing

algorithms combined with DFS scheme

Ad hoc networks have been modeled by random unit graphs. Experiments have been
executed only on connected graphs — disconnected generated graphs were rejected
immediately. Each of n network nodes was chosen by selecting its x and y coordinates at

random in the interval [0, 100).

In order to control the average node degree k (the average number of neighbors per
node), all potential n*(n—1)/2 edges in the network were sorted by their length, in increasing

order. Selected node radius R that corresponds to chosen value of k£ was equal to the length of

nk/2-th edge in the sorted order.
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5.1.1 Implementation Details

The simulation was written in Java programming language. Eclipse, version 3.1.0, was
used as integrated development environment (IDE). The included code presents the integrated
network simulator, extended and modified to support the DFS routing algorithm and various

modifications. It is available for download from the following web site:

http://home.mycybernet.net/~bosko/DFS-Power

The zip file has to be extracted to a new folder and the simulator will run from a DOS
prompt or from a UNIX command line. Included redme.txt file includes more detailed
instructions for simulation running. In additiqn, various configuration parameters are
presented and discussed. They have to be properly set and changed, as different simulation
goals are established. In addition, it is possible to run a full suite of experiments with only one

command.

The code has a number of test cases that were implemented to support the experiment
requirements. The central method for executed experiments is inside GraphP.test(). This class
contains the simulation main() routine. The experiment code, written in Java, will run on any

other platform that has properly installed and configured JRE (Java Runtime Environment).

5.2 Performance Evaluation of DFS Based Routing Protocols

In order to evaluate the DFS-based routing protocols and proposed improvements, as
they were outlined in 3.2, Proposed DFS Improvements, the experiments were structured as

follows.
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The basic DFS routing algorithm was used to route messages in simulated ad hoc
wireless networks. The first set of experiments were designed to test the initial version of DFS

algorithm. This basic version of DFS was then improved with the concept of internal nodes.

Three different types of internal node — intermediate, intergateway and gateway, as
discussed in section 2.4 and introduced by [SSZ. WL], were used to restructure the network
topology. A separate suite of experiments was conducted for each one of them. In addition, the
proposed improvement of the DFS algorithm, based on memorizing the past traffic, as
outlined in 3.2, was combined with DFS routing over internal nodes (intergateway and

gateway nodes).

The properly designed and implemented simulation environment has given us the
ability to test all of these cases of incremental improvements separately and with minimal
changes to the simulation platform configuration parameters. The effect of randomness on
results was eliminated by running the required experiments over 100 times. Each rerun was
completely independent from previous executions and happened within a new, randomly

created, ad hoc wireless network.

Each experiment execution included following types of simulations:
» DFS (initial):
In this scenario, all network nodes are considered when the DFS routing algorithm
routes a message through the network. Therefore, the number of internal nodes, used for

routing, is equal to the number of nodes. The DFS algorithm will use all network nodes

for routing messages throughout the network.

» DFS-Int:
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The basic DFS routing is improved by introducing intermediate nodes (as introduced in
2.4 and 2.4.1). The network nodes will set their status to intermediate if they satisfy
intermediate requirement. The DFS algorithm will use only these intermediate nodes for

routing messages throughout the network.
= DFS-IGW:

Another incremental improvement of the DFS routing scheme is tested with the
introduction of intergateway nodes (as defined and introduced in 2.4 and 2.4.1). Nodes
that satisfy intergateway requirement will form a new dominating set and the routing

will be based only on these nodes. Intermediate nodes are not considered or used.
» DFS-IGW-L:

DFS routing is additionally modified and adjusted, as discussed in 3.2, Proposed DFS
Improvements — based on a proposed request for DFS to memorize past traffic at each
network node. In this scenario, the dominating set, formed by intergateway nodes, is not
changed. The only modification is done to the DFS routing scheme. The DFS algorithm

will, as in DFS-IGW mode, be based only on intergateway nodes.
» DFS-GW:

In this case, the dominating set of the network is recalculated. Network nodes that
satisfy the gateway definition, as defined in 2.4 and 2.4.1, define new internal nodes of
the network. This experiment is based on the initial the DFS scheme (no memorizing of
the past traffic is done, as proposed by the DFS improvement request). The DFS
algorithm will use only these gateway nodes for routing messages throughout the

network. Intergateway or intermediate nodes are not used.
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DFS-GW-1

The previous DFS routing mode is changed, the DFS scheme is improved to memorize
past traffic (as discussed in 3.2). As in DFS-GW case, the routing is based only on

gateway nodes. Intergateway or intermediate nodes are not used.
SP:

This corresponds to the non-localized shortest path routing algorithm used in this
chapter to find the best possible ‘hop count’ value. In this case, the performance results
of various DFS based routing algorithms are compared with Dijkstra shortest path
routing algorithm. This non-localized algorithm possesses global knowledge about the
network and defines the best possible routing for established routing scenario (routing
between nodes of randomly created connected ad hoc wireless networks). Since Dijkstra

has a global knowledge, the routing solution is equivalent to the shortest path problem.

Every conducted simulation required that a message is sent from each network node to

all other network nodes. Therefore, for each test of proposed routing algorithms, as stated

above, the network routed n*(n-1) messages. Experiments were executed on three different

network sizes, i.e. with different number of network nodes:

Table 5-1 presents results for networks with »=40 nodes.
Table 5-2 presents results for networks with =100 nodes.
Table 5-3 presents results for networks with =250 nodes.

In addition, within the framework of each network size, all of these experiments were

rerun on newly randomly generated networks with different average numbers of neighbors per
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each node (the network density). Each column in listed tables Table 5-1, Table 5-2, and Table

5-3, is another and independent execution of the experiment.

All presented results are average values of 100 executions over randomly created
graphs. Unconnected graphs were immediately rejected. Each table cell includes the following

four digits:
»  Average hop count (includes reject and return messages)
= Average reject count (as per DFS algorithm)
= Average return count (as per DFS algorithm)

» Average number of ‘internal’ nodes (nodes that formed dominating set of the

network)

For illustration purposes, the number of messages that had to be routed throughout the

network needed for one table data population is:
54*100*n*(n-1)

where » is number of network nodes, 100 is number of reruns needed to average results of the
experiment and 54 is the number of table cell (shortest path information did not need a
separate reruns). The population of one table cell from Table 5-3 (test case with n=250 nodes)
with simulation data required 6225000 messages to be sent and routed throughout the

simulated and randomly formed ad hoc wireless network.
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14.626 | 11.789 8.32 6.542 4.879 3.553 2.681 2.505 2.199 Avg. hop
2.117 2.199 1.512 1.156 0.731 0.323 0.062 0.066 0.005 Rej. count
DFS (initial)
1.727 0.839 0.35 0.177 0.096 0.024 0.003 0.0042 ~0 Ret. count
40 40 40 40 40 40 40 40 40 Internal nodes
11.239 9.55 7.091 5.863 4413 3.387 2.635 2.448 2.195 Avg. hop
1.196 1.477 1.081 0.906 0.55 0.262 0.046 0.044 0.004 Rej. count
DFS-Int
1.054 0.524 0.222 0.122 0.065 0.014  0.0007 | 0.0016 ~0 Ret. count
28 31 32 34 34 35 36 36 37 Internal nodes
9.55 7.44 5.523 4.448 3.457 3.032 2.561 2.374 2.184 Avg. hop
0.543 0.635 0.435 0.31 0.143 0.108 0.017 0.015 0.001 Rej. count
DFS-IGW
0.925 0.414 0.167 0.085 0.035 0.012 0.0012 0.001 ~0 Ret. count
25 24 24 24 24 24 24 24 23 Internal nodes
8.922 6.715 5.029 4,083 3.288 2.924 2.548 2.359 2.183 Avg. hop
0.229 0.273 0.188 0.128 0.059 0.053 0.010 0.007 0.0009 Rej. count
DFS-IGW-1
0.925 0.414 0.167 0.085 0.035 0.012 0.0012 0.001 ~0 Ret. count
25 24 24 24 24 24 24 24 23 Internal nodes
9.17 6.905 5.16 4215 3.470 3.044 2.693 2.482 2.325 Avg. hop
0.359 0.351 0.214 0.138 0.069 0.045 0.008 0.006 0.004 Rej. count
DFS-GW
0914 0.42 0.177 0.094 0.046 0.02 0.0065 | 0.0044 | 0.0019 Ret. count
25 22 21 19 18 17 15 15 14 Internal nodes
8.755 6.513 4919 4.064 3.389 3 2.684 2.476 2.322 Avg. hop
0.151 0.155 0.094 0.063 0.029 0.023 0.004 0.003 0.002 Rej. count
DFS-GW-1
0.914 0.42 0.177 0.094 0.046 0.02 0.0065 | 0.0044 | 0.0019 Ret. count
25 22 21 19 18 17 15 15 14 Internal nodes
SP 6.33 4.955 4.012 3.445 2.994 2.708 2.488 2.318 2.171
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Table 5-1 Average hop counts (include reject and return messages) for DFS - n=40 nodes

Avg Hop Count - DFS routing

SP @ DFS GW-I O DFS-IGW [ DFS(lnltlal)

Network density

314§53637E8 9 10%113
SP 63 5 4 34 3 27 25 23 27277
 BDFS-GW-I 88 65 49 41 34 3 272523
O DFS-IGW 9.6 74 5544 35 3 26 24 2.2

DDFS(lnltlal) 15 12 83 6.5 4.9 3.6 27 25 22

Figure 5-1 Graphical representation of data from Table 5-1
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43421 | 31.939 | 20.489 11.118 9.348 5.917 5.642 3.939 Avg. hop
11.16 8.896 5.507 2.245 1.847 0.648 0.708 0.11 Rej. count
DFS (initial) '
4.647 2.193 0.877 0.247 0.153 0.036 0.045 0.003 Ret. count
100 100 100 100 100 100 100 100 Internal nodes
34.151 | 26.929 | 18.013 10.242 8.544 5.696 5.407 3.856 Avg. hop
8.118 7.142 4.6 1.935 1.535 0.571 0.615 0.078 Rej. count
DFS-Int
3.285 1.611 0.653 0.178 0.109 0.021 0.036 0.0006 Ret. count
79 84 87 90 91 93 94 94 Internal nodes
E 23.979 | 18.184 | 12.329 8.008 6.895 5 4.737 3.721 Avg. hop
<
2 3.915 3.406 2.134 0.973 0.82 0.272 0.321 0.025 Rej. count
DFS-IGW | &
8 2.723 1.306 0.503 0.155 0.091 0.016 0.033 0.0008 Ret. count
_§ 65 66 66 68 68 69 70 70 Internal nodes
=
g 19.168 13.986 9.729 6.825 5.883 4.689 4317 3.695 Avg. hop
f:%* 1.509 1.307 0.834 0.382 0314 0.117 0.111 0.012 Rej. count
DFS-IGW-I | &
2 2.723 1.306 0.503 0.155 0.091 0.016 0.033 0.0008 Ret. count
S
% 65 66 66 68 68 69 70 70 Internal nodes
Q
© | 20.127 | 14.852 | 10.358 7.539 6.374 5.151 4.619 4.041 Avg. hop
2.178 1.805 1.085 0.561 0.423 0.194 0.132 0.049 Rej. count
DFS-GW
2.593 1.312 0.58 0.238 0.146 0.051 0.038 0.01 Ret. count
60 58 54 52 50 47 45 43 Internal nodes
17.532 | 12.706 9.065 6.866 5.866 4928 4.469 3.986 Avg. hop
0.88 0.733 0.439 0.225 0.169 0.083 0.057 0.021 Rej. count
DFS-GW-1I
2.593 1.312 0.58 0.238 0.146 0.051 0.038 0.01 Ret. count
60 58 54 52 50 47 45 43 Internal nodes
SP 9.152 7.273 5.954 5.14 4.626 4,178 3.863 3.593
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Table 5-2 Average hop counts (include reject and return messages) for DFS - n=100 nodes

Avg Hop Count - DFS routing

SP @ DFS-GW-I [1DFS-IGW 0 DFS(initial)

- Avg Hop 25
20-
Count 15 |
10

3, - DFS(initial)
© 5 SP

o
~—

Network density

4 5.6 7 8 9 10 11

 9.157.27.5.95/5.14 4.63 4.18 3.86 3.59
@ DFS-GW-I 17.5/12.7 9.07 6.87 5.87 4.93 4.47 3.99,
CJDFS-IGW | 24 118.212.38.01 6.9 5 4.743.72
| DFS(initial) 43.4/31.9/20.5 11.1 9.35 5.92 5.64 3.94

Figure 5-2 Graphical representation of data from Table 5-2
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102.61 55412 37.012 17.428 13.456 9.044 6.766 Avg. hop
32.695 17.228 11.215 3.849 2.657 1.053 0.313 Rej. count
DFS (initial) ’
8.764 2.939 1.294 0.262 0.127 0.038 0.004 Ret. count
250 250 250 250 250 250 250 Internal nodes
86.438 48.692 33.499 16.317 12.817 8.783 6.662 Avg. hop
27.017 14.781 9.897 3.436 2.412 0.956 0.276 Rej. count
DFS-Int
6.762 2.298 1.007 0.188 0.098 0.028 0.002 Ret. count
214 222 230 235 238 240 242 Internal nodes
E 54.946 32.889 22.563 12.384 10.105 7.632 6.367 Avg. hop
[
§ 13.436 7.841 5.051 1.717 1.215 0.463 0.156 Rej. count
DFS-IGW &
2 5.467 1.935 0.79 0.145 0.078 0.021 0.002 Ret. count
_§ 169 173 177 181 184 187 189 Internal nodes
=
8 37.745 22.869 16.11 10.278 8.585 7.069 6.189 Avg. hop
§~ 4.836 2.832 1.825 0.664 0.455 0.181 0.066 Rej. count
DFS-IGW-I 5b
9 5.467 1.935 0.79 0.145 0.078 0.021 0.002 Ret. count
5
g 169 173 177 181 184 187 189 Internal nodes
[=]
© | 42266 | 26613 | 18441 | 11641 | 9636 | 7986 | 6.753 Avg. hop
7.352 4.439 2.696 1.031 0.711 0.36 0.126 Rej. count
DFS-GW
5.524 2.308 1.057 0.29311 0.154 0.062 0.018 Ret. count
147 142 137 33 129 123 120 | Internal nodes
33.168 21.147 15.119 10.417 8.784 7.566 6.608 Avg. hop
2.803 1.706 1.035 0.419 0.285 0.15 0.053 Rej. count
DFS-GW-1
5.524 2.308 1.057 0.293 0.154 0.062 0.018 Ret. count
147 142 137 133 129 123 120 Internal nodes
SpP 12.57 9.927 8.541 7.447 6.736 6.227 5.79
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Table 5-3 Average hop counts (include reject and return messages) for DFS - n=250 nodes

Avg Hop Count - DFS routing

SP @ DFS-GW-I [ DFS-IGW [J DFS((initial)

120-
100

80
Avg Hop 60

Count 40
20

W DFS(initial)
SP

5
67891011

Network density

5 6,7 8 9 10 11
| 12,6 9.93 8.54 7.45 6.74 6.23 5.79
WDFS-GW-I 33.2 21.1 151 10.4 8.78 7.57 6.61
[DFSIIGW 54.9/32.9 22.6 12.4 10.1 7.63 6.37
[ DFS(initial) 103 55.4 37 |17.4 13.5 9.04 6.77

Figure 5-3 Graphical representation of data from Table 5-3
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The available simulation results, as presented in Table 5-1, Table 5-2, and Table 5-3,

offer lots of data and input for analysis. The following is the list of several key messages

coming out from these three tables:

It is interesting to monitor how the size of dominating set affects the hop count of the DFS
routing algorithms. For example, Table 5-1 includes #=40 and degree=5 network
configuration. The size of dominating set (the number of internal nodes used for routing of
the message), for this network (40/5) changes from 40 (initial) to 32 (intermediate nodes),
then to 24 (intergateway nodes) and finally to 21 (gateway nodes) internal nodes. Even
though the number of internal nodes kept decreasing, the hop count was not punished, i.e.

it kept improving as well.

It would be normal to expect the number of hop counts to increase, as the number of
internal nodes decreases (intergateway vs. gateway nodes). This would be based on the
fact that network nodes have fewer ‘core nodes’ available for their routing requests.
However, this is not the case all of the time. For example, Table 5-1 data shows that for
d=[3, 6], the hop count decreases even though the number of internal nodes decreases. The
turning point, for network size n=40 appears to be d=7. For this and greater values of
network density parameter, the simulation data demonstrate the increase of the hop count
as the number of internal nodes decreases (intergateway vs. gateway based dominating

sets).

Other network sizes appear to have a similar turning point. Data from testing network sizes
with #=100, Table 5-2, confirm d=9, while networks with n=250, Table 5-3, show that
value to be d=10. In this last case, n=250, if intergateway nodes with DFS improvement is
compared with gateway nodes with DFS improvement, the turning point for this value

appears to be d=8.
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The size of connected dominating sets (either based on intermediate, intergateway or
gateway nodes) and their dependency on network density parameter can be analyzed. As a
general rule, it appears that the number of intermediate and intergateway nodes keeps
growing as network density increases. However, at the same time, the number of gateway
nodes decreases as the network density increases. A small exception to this rule is the case
of intergateway nodes (for n=40 networks) whose numbers mostly stay constant, or
slightly decrease, as network density increases. Table rows (with intermediate,

intergateway, and gateway nodes) demonstrate these facts.

Apparently, the number of network internal nodes is inversely proportional with the hop
count numbers. This is consistent even for the exception case presented above

(intergateway nodes for n=40 netwdrks).

Improvements to the DFS routing algorithm hop count numbers are evident as different
dominating set notions are applied. The lesser network density, the improvements are

bigger.

For example, n=40 and d=3, the basic DFS algorithm is improved ~40% with the best DFS
routing scheme (which is, in this scenario, improved version of DFS with gateway nodes).

This improvement is only ~1% for »=40 and d=11 and ~6% for n=40 and d=10.

For a bigger network, these improvement numbers are much higher. Table 5-3 presents the
improvement to be ~68% for n=250 and d=5. A bigger density, for the same network size,

gives ~9% (n=250 and d=11).

It is important to note that small improvements are delivered in those network scenarios
where the basic DFS routing algorithm performance is quite similar to the best possible
routing solutions. For example, the improvement of ~1% (n=40 and d=11) is delivered for

basic DFS performance which is only ~1.3% worse from shortest path hop count.
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However, the key message, coming out of the available data, is that the improved versions
of the DFS algorithm greatly help the hop count performance to converge to the ideal
solution. This gap is dramatically narrowed for those network scenarios where basic DFS
routing algorithm performance is far from established (shortest path hop count) baseline —
networks with small network density values. At the same time, these improved algorithms
deliver their benefits even in those network cases where basic DFS performance is quite
close to the ideal one — networks with higher network density. This performance has been
consistent across different network sizes (n=40, n=100, and n=250) and monitored

network density values.

» The presented simulation data prove that the second proposed DFS improvement, as
discussed in 3.2, benefits analyzed DFS routiﬁg schemes. Improvements to hop counts are
presented in both used cases, for DFS intergateway routing and for DFS gateway routing.
Similarly to improvements to the DFS dominating set, the benefits are more visible in

cases where deviations of basic DFS metrics from ideal routing numbers are higher.

For example, in this case, degree number d=4 and n=40, the first improvement (to the DFS
intergateway routing) is ~10% and the second one (to the DFS gateway routing) is ~6%.

Or, for n=100 and d=4, the first improvement is ~20% and the second one is ~13%.

On the other side of included data, these improvements are lower (since the performance
numbers are closer to the ideal anyway). For network size n=250 and d=11, the first
improvement is ~3% and the second one is ~2%. Evidently, the improvement pattern and

the actual contribution follow the pattern of dominating set improvements to DFS.

* An important conclusion, coming from these tables, is also the fact that improved versions
of DFS help the routing problem on two issues, independently. The improvement in the

hop count metric is delivered jointly with the improvement to the number of internal nodes
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(this number is decreased). This reduced number of internal nodes will make the
introduction and future integration of DFS routing schemes with location update protocols

and wake-up power based management schemes much easier.

= Interesting conclusion can be drawn from section 5.2.1. The hop count performance of the
best DFS routing candidates is compared with hop count of FACE and GFG routing
algorithms (introduced and simulated in another paper, [SD-th]). It appears that DFS
routing scheme performance is not as good as the best routing candidate from that group,
GFG-IG. However, it is quite close. At the same time, DFS routing offers better

performance for networks that are not well connected (d=3 and d=4).

* The best possible DFS routing candidate appears to be either improved DFS with
intergateway internal nodes or improved DFS with gateway internal nodes. The network
density value determines the turning point for the selection of the best DFS candidate. For
networks #n=40, turning point appears to be d=7. This point for networks #»=100 is =9 and

for networks n=250 turning density value is d=8.

This routing scheme has hop count performance very close to the ideal, for networks that
are well connected (#>10). The best values are gained for smaller networks. For example,
the best routing solution differs from shortest path metrics only ~6.5% (n=250, d=11),
~2.7% (n=100, d=11) and almost identical to the shortest path baseline, ~0.5% difference
for n=40 and d=11.

5.2.1 FACE and GFG Routing Performance

This section presents more simulation data and enables additional comparison of the

hop count performance of the best DFS routing candidate(s) with hop count performances of
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algorithms discussed in [SD-th]. These [SD-th] algorithms are created in similar fashion to
DFS power aware routing algorithms — the approach was to extend the guarantee delivery of
FACE based algorithms with power and cost aware routing.

FACE is a localized routing scheme introduced by [BMSU] which guarantees the
message delivery. The improved version of FACE, called GFG, is also described in the same
paper ([BMSU]). GFG (Greedy-FACE-Greedy) keeps switching its routing mode (between
Greedy and FACE modes) and by doing that improves the FACE performance. Suffixes ‘1G’
and ‘G’ indicate intergateway and gateway node definitions of dominating sets.

[SD-th] work improved the performance of FACE and GFG algorithms (their hop
count) by applying Internal nodes and Shortcuts methods.

Included simulation data for FACE and GFG experiments in Table 5-4 and Table 5-5
are not verified and are assumed to be correct. These two tables include hop count
performance of the best DFS routing candidates as well as the SP (shortest path) hop count
results — as presented in Table 5-1 and Table 5-2.
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Face2 20.404 | 14.555 | 10.391 | 8.476 6.81 6.236 | 5.485 5.166

Face2-1 15.612 | 11.78 9.143 7.885 6.504 5.93 5304 | 5.034
Face2-1G 14.915 | 11.054 | 8.593 7.329 | 6.207 5.65 5072 | 4.798
Face2-G 14.915 | 11.008 8.58 7.249 | 6.206 | 5.667 5.057 | 4.853
GFG 12.115 | 7.924 | 5.303 3.975 3.1 2794 | 2473 2.303
GFG-1 10.306 | 6.832 | 4.917 3.87 3.051 2.748 2457 | 2.298
GFG-1G 10.083 | 6.607 4.8 3.792 | 3.019 2.72 2438 | 2.295

GFG-G 10.083 | 6.584 | 4.851 3.779 | 3.018 | 2.721 2.44 2.299

DFS-IGW-I

or 8.755 | 6.513 4919 | 4.064 | 3.288 | 2.924 | 2.548 | 2.359
DFS-GW-I

SP 6.33 4.955 | 4.012 3.445 | 2.994 | 2.708 | 2.488 | 2.318

Table 5-4 Average hop counts — n=40 nodes (FACE and GFG variations)
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Avg Hop Counts - DFS, FACE and GFG

@ SP W DFS candidate [ GFG-G [ Face2-G M Face2

25
20
- Avg Hop 15
Count 10

Face?

Network density

3 4 5 6 7 8, 9 10
63 5 4 34 3 272523
B DFS candidate 8.8 6.5 4.9/4.1 3.3/2.9 2.5 2.4
OGFG-G 10 6.6 49 38 3 27 24 23

OFace2G 15 11 86 7.2 6.2 57 5.1 4.9
mFace2 20 15 10 85 6.8/ 6.2 5552

Figure 5-4 Graphical representation of data from Table 5-4
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Face2 47.353 29.025 19.007 16.717 13.324 12.787 12.037

Face2-1 | 35.012 24.534 17.185 15.415 12.701 12.299 11.671
Face2-1G 32.175 22313 15.682 14.123 11.803 11.393 10.477
Face2-G 32.205 22.194 15.759 14.035 11.819 11.307 10.427
GFG 29.263 13.551 7.876 5.976 4.674 4.318 3.857
GFG-1 22.608 12.573 7.526 5.869 4.649 4.229 3.859
GFG-1G 20.994 11.71 7.155 5.679 4.612 4.201 3.837

GFG-G 21.057 | 11.721 7.18 5.64 4.627 4.206 3.841
DFS-IGW-I

or 17.532 | 12706 | 9.065 6.866 5.866 4.689 4317
DFS-GW-I

SP 9.152 7.273 5.954 5.14 4.626 4.178 3.863

Table 5-5 Average hop counts — n=100 nodes (FACE and GFG variations)
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Avg Hop Counts - DFS, FACE and GFG

| SIS!DFS 'cainrigj“idrate 1 G‘FG-G O FéEeNZ-"G [ Face2

Network density

4 5 6 7 8.9 10

| 9.157.27/5.955.14 4.63 4.18 3.86
'm DFS candidate 17.5 12.7 9.07 6.87 5.87 4.69 4.32

OGFG-G  21.111.7.7.18 5.64 4.63 4.21 3.84
CFace2-G 322222158 14 11.811.3104
mFace2  47.4/29 | 19 16.713.312.8 12

Figure 5-5 Graphical representation of data from Table 5-5
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As per available data (Table 5-4 and Table 5-5), best DFS candidates (DFS-IGW-I and
DFS-GW-I), prove to be better routing solutions than the best GFG candidates (GFG-1G and
GFG-IG) for d<5. For values d>4, their hop count performance is not as good as GFG,
however, it is quite close. This demonstrates that DFS best routing candidates are comparable

to the hop count performance of best GFG routing candidates.

5.3 Performance Evaluation of DFS QoS Routing

This section evaluates the performance of the DFS QoS routing algorithm. The DFS-
based routing framework is reused for analysis of DFS QoS routing. QoS routing
requirements, when applied on the DFS algorithm, result in some edges being removed from
the used DFS resulting paths. The DFS QoS analysis did not require a separate set of QoS
routing experiments to be executed since the remaining subgraph is also represented by pair

(n, d) (d is the average degree of the remaining subgraph).

Instead of a regular hop count, a so-called effective hop count (EHC) was measured. In
a nutshell, this is the DFS path without edges that were marked as those that rejected or
returned messages. As discussed in 3.4, DFS Based QoS Routing, the path created by
climinating these unnecessary hops is required QoS path. The EHC of resulting QoS path can

be calculated as:

EHC = hopCount — 2*rejectCount — 2*returnCount
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DFS (initial) | 6.938 | 5.713 | 4.596 | 3.876 | 3225 | 2.859 | 2.551 | 2.356 | 2.189
DFS-Int 6.739 | 5.548 | 4.485 | 3.807 | 3.183 | 2.835 | 2.542 | 2.356 | 2.187
DFS-IGW 6.614 | 5342 | 4319 | 3.658 | 3.101 | 2.792 | 2.524 | 2.342 | 2.182
DFS-IGW-I | 6.614 | 5341 | 4319 | 3.657 3.1 2794 | 2.525 | 2343 | 2.181
DFS-GW 6.624 | 5.363 | 4.378 | 3.751 3.24 2914 | 2.661 | 2.461 | 2.309
DFS-GW-I 6.625 | 5.363 | 4.377 3.75 3.239 | 2914 | 2.663 | 2.461 2.31
SP 6.33 4955 | 4.012 | 3.445 | 2994 | 2.708 | 2488 | 2318 | 2.171

Table 5-6 Effective hop counts (EHC) for DFS QoS routing (n=40)
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EHC - DFS QoS

Effective 4
Hop Count 3-

DFS(initial)

Network density

'3 4 5 6 7 8 9 10 11
SP  6.33 4.96 4.01 3.45 2.99 271 249 232 217
BDFS-GW-l 6.63 5.36 4.38 3.75 3.24 2.91 2.66 2.46 231
ODFSIGW 6.61 534 4.32 366 3.1 279 252 234 218
O DFS(initial) 6.94 5.71 4.6 3.88 3.23 2.86 2.55 2.36 2.19

Figure 5-6 Graphical representation of data from Table 5-6

As per Table 5-6 Effective hop counts (EHC) for DFS QoS routing it is evident that
EHC results are significantly improved over those reported Table 5-1. This is evident for the
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various DFS-routing algorithms. DFS QoS routing performance improvement is greatest for
those DFS routing protocols that are characterized by the most return and reject messages. The
best DFS routing protocols, DFS-GW and DFS-GW-I, as expected, offer better EHC

performance.

The Table 5-6 results demonstrate other interesting characteristics of the DFS QoS
routing scheme. QoS performance of all listed DFS algorithm variations fall in the same range
(for a certain network configuration (n,d)), i.e. QoS performance of the worst DFS performer
gets quite close to QoS performance of the best DFS performer (hop count performance). It
should be noted that these data prove that DFS QoS routing offers almost the shortest path
route for QoS routing in localized manner. Excellent results are present for low degree
networks. Well connected networks (higher factor d) offered equally good results (quite close

to SP performance).

5.4 Performance Evaluation of DFS Progress Based Power Aware Routing

Algorithm

In this section, a new set of routing algorithms, as introduced in 4.1, is evaluated
through various set of experiments. More specifically, this section data, presented in Table 5-7
and Table 5-8, deal only with DFS Power Progress, power aware routing algorithm. Section
4.1 describes used power-aware metrics, required by routing algorithms for a neighbor

selection process.

For this set of routing experiments, DFS-GW-I variant of DFS algorithm was selected

and merged with Power Progress scheme. As discussed in Chapter 5.2, this is the best DFS
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candidate for d<7 (both analyzed network sizes, =40 and n=100). Based on this data, it was
decided to execute a simulation of the Power Progress DFS algorithm on the improved version

of DFS routing that executes over dominating set based on gateway internal nodes.

Two power models, HCB and RM (as presented in Chapter 2.6), were simulated. Only
HCB simulation data are included due to the fact that RM demonstrated similar patterns. As

per the [HCB] power model, the energy needed for one transmit and receive event was:

u(r) =r* +2*1000

(for nodes at distance r). This energy was split between the sender node (r* +1000) and the

fixed power for reception is charged to the receiving node (1000). Initial energy levels for
network nodes were set to be 200000. Two set of data is included (two different network

sizes):
= Table 5-7 presents results for networks with =40 nodes.
= Table 5-8 presents results for networks with n=100 nodes.

Each one of these set of data include a set of network density values (average number

of neighbors per network node): d=[4,10].

As in Chapter 5.2, an identical simulation and execution environment was used. All
presented results are average values of 100 executions over randomly created graphs.
Unconnected graphs were immediately rejected. In addition to the new power-aware
algorithm, DFS Power Progress, power consumptions of various variations of DFS routing

algorithm are included as well.

Included DFS algorithm variations are explained with more details in Chapter 5.2.
Table 5-7 and Table 5-8 present the same set of DFS routing experiments, this time with focus

on the power aware aspects of these algorithms (not the hop count).
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This is the short description for these shortcuts:
* DFS-Int: DFS routing based on intermediate nodes.
» DFS-IGW: DFS routing based on intergateway nodes.
» DFS-IGW-I: DFS-IGW with DFS improvement (as discussed in 3.2)
= DFS-GW: DFS routing based on gateway nodes.
» DFS-GW-I: DFS-GW with DFS improvement (as discussed in 3.2)

= DFS Power Progress: This is a new routing algorithm, based on the merge between

latest power aware routing scheme, so called power progress, and DFS algorithm

(DFS-GW-I candidate).

= SP Power: This is non-localized best possible power-aware routing within
established network scenarios. It possesses a global knowledge about the network
and is capable of routing a message across the network with minimal energy
consumption. The SP Power routing performance is the actual baseline used for
comparison and understanding power consumptions of all included routing

algorithms.
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DFS (initial) 5.045 2.666 1.411 1.269
DFS-Int 4.099 2.376 1347 1247
DFS-IGW 3112 1.803 1288 1.168
DFS-IGW-I 2,746 1716 1264 1157
DFS-GW 2.831 1756 1336 1221
DFS-GW-I 2.627 1,636 1322 1218
Powe;)l;‘g’gress 2.443 1.516 1.15 1.025
SP Power 1771 1282 1.049 0. 9485

All numbers in Table 5-7 are ten to the power of seven.

Table 5-7 Power consumption for all routing tasks for n=40
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Power Progress DFS

SP Power & PoWer Progress DFS O DFS;GW-I o DI;S-IGW | DFS(iniﬁéﬁ

6
5
4
Power
consumption
2 -
DFS(initial)
1 DFS-IGW
y DFS-GW-I
0 Power Progress DFS
4 SP Power
6 8
10
Network density
4 6 | 8 10
‘'SP Power 1.771 1.282 1.049 1
B Power Progress DFS 2.443 1.516 i 115 1.025
'O DFS-GW-I 7 2.627 v 1.686 1.322 1218
1!:1 DFS-IGW 3112 1.893 1.288 1.168
I DFS(initial) | 5.045 - 2.666 : 1.411 - 1.269

Figure 5-7 Graphical representation of data from Table 5-7
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DFS (initial) 9.2 4.845 2.199
DFS-Int 7.23 4224 2.073 1.7

DFS-IGW 4.965 2.976 1.625 1312
DFS-IGW-I 4.005 2293 1376 1.135
DFS.GW 4277 2.45 1.503 1216
DFS-GW-I 3.725 2117 1367 1.15
Powe;)ll’:rsogress 3615 2.029 1.294 1.077
SP Power 1.834 1308 0.993 0.867

Table 5-8 Power consumption for all routing tasks for =100

All numbers in Table 5-8 are ten to the power of eight.
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1 Power Progress DFS

@ SP Power B Power Progress DFS [0 DFS-GW-l 0 DFS-IGW ® DFS(iniial) |
10

8
‘ 7
| Power 2
! consumption 4
| :
3 i "
| 2 DFS(initial)
| ¥ DFS-IGW
‘ 1 DFS-GW-|

0 Power Progress DFS
4 SP Power
6 8
10
Network density
SPPower 1884 1308 0993 0.867

‘@ Power Progress DFS 3.615 2.029 | 1.294 | 1.077

'O DFS-GW-I . 3725 2117 1367 | 115

DODFS-IGW 4.965 2976 1625 1312
'm DFS(initial) 9.2 4845 2.199 1.791

Figure 5-8 Graphical representation of data from Table 5-8

Presented data in Table 5-7 and Table 5-8 shows the strength of newly proposed DFS

routing algorithms. It appears that the contribution to the saving of power spending appears to
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be greater for networks with higher density. This is the case for both tested scenarios, n=40

and »=100.

In addition, as expected, various DFS algorithm power consumptions seem to be in
direct link with the number of hop counts that characterize these schemes. Associated hop

count simulation data of these algorithms are in Table 5-1 and Table 5-2.

DFS Power Progress scheme spends ~15% less energy than DFS-GW-I algorithm for
n=40 and d=10. This improvement is not as good for n=40 and d=4, which is close to ~7%.
Similarly, the saving appears to be ~14% for =100 and ¢=10 and much less for =100 and
d=4, only ~3%.

The total power consumption is quite close to the ideal spending for smaller networks
and higher values of network density. The deviation of DFS Power Progress is only ~7% for
n=40 and d=10 and ~9% for d=9. These numbers are higher for the second simulated case,

with n=100 network nodes. The deviation for d=10 is ~20% and ~23% for d=8.

5.5 Performance Evaluation of DFS Progress Based Cost Aware Routing

Algorithms

In this section, a new set of routing algorithms, as introduced in section 4.1, is
evaluated through various set of experiments. More specifically, presented data in Table 5-9
and Table 5-10, deal only with DFS cost aware progress based routing algorithms, DFS Cost
Progress and DFS PowerCost Progress schemes. Section 4.1 describes used cost and power-

cost aware metrics, required by routing algorithms for a neighbor selection process.
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Similarly to section 5.4, for this set of routing experiments, DFS-GW-1 variant of DFS
algorithm was selected and merged with cost aware progress schemes. As discussed in
Chapter 5.2, this is the best DFS candidate for d<7 (both analyzed network sizes, n=40 and
n=100). Thérefore, the simulation of DFS Cost Progress and DFS PowerCost Progress
algorithms is based on the improved version of DFS routing that executes over dominating set

based on gateway internal nodes.

As in Chapter 5.4, we present only data for the HCB power model. All explained
conditions and the simulation details are reused for this set of experiments as well. As in

Chapter 5.4, two sets of data are included (two different network sizes):
= Table 5-9 presents results for networks with n=40 nodes.
= Table 5-10 presents results for networks with n=100 nodes.

Besides known DFS algorithm variations, two new, cost-aware DFS based routing

schemes are added to the list of monitored algorithms:

» DFS Cost Progress: This is the resulting algorithm, generated by integrating the latest

version of cost aware algorithm, so-called cost progress (discussed in Chapter 2.6.5),

and DFS routing framework.

» DFS PowerCost Progress: This is the resulting algorithm, generated by integrating the

latest version of power-cost aware algorithm (discussed in Chapter 2.6.5), so called

power-cost progress, and DFS routing framework.

= SP Cost: This is non-localized best possible cost-aware routing within established
network scenarios. It posses a global knowledge about the network and is capable of
routing as many iterations as possible by the network before one network node drains

its battery. The SP Cost routing performance is the actual baseline used for
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comparison and understanding various power consumption patterns of analyzed
routing algorithms. It simply states the biggest number of messages that network can

route before one of its nodes drains all energy (and becomes unavailable).

Presented data, in Table 5-9 and Table 5-10, define the number of iterations for
specified routing algorithm, before one of network nodes becomes unavailable. This was set as
the stoppage criteria — no further testing was conducted at this moment to confirm if the new

network topology became disconnected or not (due to the event of node disappearing).

As currently constructed, the simulation randomly chooses source and destination
points and routes the message throughout the network. Along the way, and according to HCB
power model, network nodes that route messages update their battery levels to reflect executed
routing requests. Upon the delivery of the message, a new source-destination pair is randomly
selected and routing through the network repeats. As the message travels, the energy level of
network nodes that route the message is monitored. As soon as one of nodes energy level

reaches zero level, the simulation stops and exits.
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DFS (initial) 16571 | 267.74 333.87 407.45
DFS-Int 166.5 269.36 336.53 408.9
DFS-IGW 174.9 267.22 330.65 383.38
DFS-IGW-1 180.92 266.27 329.43 380.69
DFS-GW 173.08 236.74 260.47 272.01
DFS-GW-I 178.15 235.12 259.99 274.59
DFS
174.17 232.92 262.58 275.04
Power Progress
DFS
184.14 258.57 302.48 330.67
Cost Progress
DFS
180.51 261.75 298.45 330.88
PowerCost Progress
SP Cost 215.22 373.33 530.8 665.94

Table 5-9 Number of iterations for n=40 (before one network node drains battery)
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DFS Progress Based Cost Aware Routing

DFS(initial)
0 Cost Progress DFS

® DFS-GW-|
@ PowerCost Progress DFS & SP Cost

max number of routing

6

O Power Progress DFS

4 8 1 10
DFS(initial) 16571  267.74 1333.87 . 407.45
@ DFS-GW-I 178.15 . 23512 259.99 274.59
O Power Progress DFS | 174.17 232.92 262.58 275.04
O CostProgress DFS | 184.14 | 25857 30248 33067
@ PowerCost Progress 18051 | 261.75 20845 330.88
DFS R I R
SP Cost 21522 37333 53038 i§§5,;9ﬁ, |
Network degree

Figure 5-9 Graphical representation of data from Table 5-9
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DFS (initial) 138.53 272.39 391.7 535.08
DFS-Int 147.85 276.25 392.5 533.03
DFS-IGW 162.4 282.16 390.1 521.76
DFS-IGW-1 179.69 289.71 394.85 525.17
DFS-GW 165.16 260.73 3323 397.21
DFS-GW-I 175.02 267.65 340.55 397.69

DFS
175.93 270.12 342.35 395.85

Power Progress

DFS

178.3 279.98 375.1 474.68
Cost Progress

DFS

179.98 283.6 374 470.99
PowerCost Progress

SP Cost 224.17 439.3 683.5 989.09

Table 5-10 Number of iterations for n=100 (before one network node drains battery)
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DFS Progress Based Cost Aware Routing
'@ DFS(initial) @DFS-GW-l " O Power Progress DFS
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DFS(initial) 138.53 272.39 3917 535.08
@ DFS-GW-I 175.02 267.65 340.55 397.69
0 Power Progress DFS 175.93 270.12 134235 395.85
@ Cost Progress DFS 178.3 279.98 3751 47468
@ PowerCost Progress 179.98 283.6 374 47099 |
DFS o o o
'@ SP Cost 22447 439.3 6835 | 989.09 |
Network degree

Figure 5-10 Graphical representation of data from Table 5-10

The focus of the simulation efforts in this section is on two DFS cost-aware

algorithms, DFS Cost Progress and DFS PowerCost Progress. These two routing schemes will
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maximize the number of routing tasks the network can perform before one of its nodes
exhausts the energy. DFS PowerCost Progress will try to select power efficient routes among

the cost optimal ones.

It should be no surprise that initial DFS cost- and power-aware performance is best due
to the fact that all network nodes are used. For example, Table 5-3 shows that initial DFS
routing is based on 250 network nodes (all of them), while DFS-GW is using only a subset of
these, 147 nodes. DFS power- and cost-aware candidates are improved versions of DFS-GW
(or DFS-IGW), therefore, these routing schemes will also use only a subset of network nodes.
Consequently, the power- and cost-aware performance of these will be lower than achieved
numbers of initial DFS scheme.

Presented data in Table 5-9 and Table 5-10 underline the similarity between cost aware
routing performances in both network sizes. Other relevant conclusions coming out of this
data include:

* There are three groups of routing protocols, each one of them with quite similar
performances.
First one is defined with first four algorithms (initial DFS, DFS-Int, DFS-IWG, DFS-IWG-
I). Interesting to note is that the introduction of dominating sets, based on intergateway
nodes, did not reduce the number of successful iterations, even though only the subset of
total network nodes is used for the actual routing and delivery of the messages. This
behavior seems to be consistent across both network sizes (n=40 and »=100) and used
network density parameter values (d=4,6,8,10).
Second group include DFS variations based on dominating sets that use gateway nodes,
DFS-GW and DFS-GW-I. The proposed DFS Power Progress algorithm has similar
performance as well. It proved to be successful (as discussed in Chapter 5.4) in reducing

the total power needed for routing tasks. However, it is not sensitive to nodes with critical
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energy levels encountered along routes. Therefore, its performance is as good as other two
DFS gateway-based routing schemes. Again, this proved to be consistent for all included
parameters.

Third group include two new DFS cost-aware protocols, DFS Cost Progress and DFS
PowerCost Progress. These two offer consistent improvements for included test cases
(different network sizes and network density values) over DFS gateway based variations.

* The improvement rate of the third group of protocols over the cost aware routing
performance of the second group of protocols seems to be higher for the network with less
nodes (n=40). The cost-aware performance is improved ~6% (d=4), ~11% (d=6), and
~15% (d=8) vs. bigger network (n=100) improvements of ~1.5% (d=4), ~4% (d=6), and
~10% (d=8). '

In addition, it should be noted that this performance is obviously better for the networks
with higher network density parameter value. This is consistent for both monitored
networks.

* The performance of the listed third group in most cases reaches or get quite close to the
cost aware performance of the discussed first group. This is an important achievement,
since these DFS cost aware algorithms base their routing only on a reduced number of
network nodes (gateway nodes). Therefore, they have proved to be able to keep the hop
count and the total consumed power as low as possible; yet, the number of possible routing
tasks is kept quite high (in some cases, equal or better that the best cost aware results of

the first group of protocols).
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Chapter 6

Conclusion and Future Work

This thesis focused on two goals. Foremost, the DFS routing algorithm was introduced
and various improvements to the initially proposed DFS routing scheme were simulated. The
best candidate(s) were identified and selected to be merged into a newly proposed set of DFS
power- and cost-aware localized routing schemes. In addition, the problem of QoS routing in
wireless ad hoc networks was addressed by extending the DFS routing scheme to improve the
propagation delay requirement. Presented research was simplified by focusing only on static

wireless networks with network nodes whose availability did not change.

Simulation data has helped to identify the best DFS routing candidate(s). This selection
depended on the network size and selected network density values. A small subset of
simulated test cases have shown improved DFS routing based on gateway nodes to offer the
best hop count performance. These are mostly limited to density values within range d=[3,6]
(n=40), d=[4,8] (n=100), and d=[5,7] (n=250). In all other simulated network types (network
sizes and network density values), simulation data has proved the improved DFS routing

based on intergateway nodes to be the ideal candidate.

Proposed improvements of initial DFS routing algorithm succeed in delivering
significant benefits to the hop count performance. The best candidates’ performances are
extremely close to the performance of the shortest path metrics for smaller and well connected
networks. This improvement success is significant as well for bigger and well connected
networks (however not as good as the improvement for the smaller and well connected
networks). For networks with smaller network density values, the hop count metrics of

monitored DFS candidates is not as close to the ideal, shortest path. However, in these cases,
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the proposed best DFS candidates offer the best absolute improvements of the initial DFS

routing scheme.

The best DFS routing candidate was merged with power aware schemes. A new set of
power- and cost-aware DFS based algorithms appear to have several important features. The
DFS framework extends its ability to guarantee delivery on these blended set of power- and
cost-aware routing algorithms that, as expected in their original form, do not deliver all of the
time. At the same time, the power- and cost-aware performance of the DFS routing candidate
is also improved. Power-aware improvement seems to be larger for smaller well connected
networks and not as significant for larger networks that are not well connected. The
improvement to the cost-aware performance demonstrates identical pattern as is the case with
the power-aware performance. The important thing to note is that power- and cost-aware
improvements of newly proposed set of power and cost DFS-based routing protocols are

present across different network sizes and for different network density values.

It was shown how DFS QoS generated paths offer performance that is very close to the
QoS path generated by applying shortest path algorithm. This performance is obtained in a
localized manner, while the shortest path algorithm requires a global knowledge of the
network. The DFS QoS framework requires a certain overhead — needed to generate QoS path.
This overhead is required in order to learn about return and rejected messages and is
significantly reduced in improved version of DFS routing algorithms. The outlined DFS QoS
routing performance data positions DFS based routing algorithm as an excellent candidate for

QoS routing in wireless ad hoc networks.

The DFS strategy can make a major improvement in routing performance in wireless

sensor networks that are formed in ad hoc manner. The absence of node movements in these

Page 114 of 132



Conclusion and Future Work

applications, after the network is formed, is identical to the simulation conditions used in this

research work.

DFS offers superb performance, guaranteed delivery (even when a destination location
is not fully correct) and supports applications that are sensitive to data loss. Some of
previously discussed applications, that would be hosted within these, sensor-based wireless
networks, are going to need data continuity and guaranteed delivery capability of underlying
routing framework. If QoS is required, then adapted DFS routing, DFS QoS, can be deployed

in order to support this type of requests for application execution environment.

The exclusion of mobility from this thesis did not reduce the significance of published
results in both areas of the thesis (the DFS routing algorithm and the introduction of a new set
of routing protocols). It is fair to assume that selected best candidate DFS algorithm(s) will
easily integrate with location update protocols. A source node which is about to start DFS
routing can use available location update scheme(s) to determine the correct location of the
destination node. Once the destination information is available, DFS routing would initiate the
routing task independently of the location update component, and based on the data provided

by these location update mechanisms.

Researched DFS routing algorithms prove to be ideal candidates with their guaranteed
delivery capability, even for special cases, where location information is not fully correct.
They achieve that by switching from greedy mode to recovery mode, as long as it is needed or
the destination is reached. This is going to be very important when mobility is taken into the
account. It is fair to assume that the latest and up to date destination location, obtained by
recent location update request, might change due to the movement of the destination node,
while the message travels through the network. However, DFS would make sure that even this

case is resolved, i.e. the message reaches the required destination node.
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In a same manner, introduction of wake-up power-based management schemes and
integration with selected the DFS candidate, is expected to be relatively easy. It can be
implemented on the node level, in a localized manner, as proposed by the power management
algorithm and independent of the DFS routing framework. As expected, the only requirement
would be for the wireless network to stay connected and for the destination node to be awake
— in order for the delivery to succeed. The DFS algorithm, as already explained, will not be
obstructed in its delivery capability. If one or few neighboring nodes are not available, 1.e. it is
in the ‘sleep’ mode, the greedy mode of DFS will select other available nodes and routing will
continue to execute. If no more neighboring nodes are present, the node DFS routing logic
would switch to the recovery mode, until greedy routing mode would become possible. The

delivery is going to be guaranteed.

It is important to note that the new set of DFS power and cost aware routing algorithms
prove to be an excellent candidate for future integration with the location update protocol and
wake-up power-based management scheme. Its ability to deliver the message even if the
location information of the destination is not fully correct might be a turning point in the

selection process.

6.1 Future Work

There are several possible directions for associated research of potential improvements
to introduced DFS-based power- and cost-aware routing algorithms. The following lists the

major directions for the work:
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= The hop count might be improved by applying Gabriel graph or RNG concepts, described
in [BMSU, DSV]. These concepts could be used instead of a dominating set theory or in a

conjunction with it.

s Potentially interesting and related future directions could be based on further
improvements of used dominating set definitions. The inevitable problem of routing
algorithms based on dominating sets is caused by the fact that dominating set nodes
execute many more tasks than other nodes. [WDGS], as a solution to this problem,
proposed to power aware dominating set definition. In this definition, each dominating set
node has a key (power level, degree, id) for deciding its dominating set status. Thus nodes
use their power levels as the primary criterion. Nodes with more power are preferred in the
dominating set selection process. If power levels are same, degrees are used as secondary
key, and finally node 1D would be used to break ties. The further improvement is proposed
in [STW], where the primary key is a linear combination of power level and degree, that is
a*power_level + b*degree, where a and b are parameters whose best values need to be

experimentally determined.

= Cost aware simulation efforts could be additionally improved. As it is currently designed,
random selection of source-destination pairs is completely independent between different
simulation phases (separate monitoring of cost aware performance of routing algorithms).
The direct outcome is that cost aware performances of different algorithms are influenced
by this randomness — the randomness in the selection of source-destination pairs. The
comparison would be fairer and results would reflect the true cost aware ability of
monitored algorithms if the same set of source-destination pairs was reused for all

simulation phases.
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» [SD] proposed another set of power- and cost-aware routing algorithms that guarantee the
delivery. It would be interesting to compare simulation data of this thesis work with those

from [SD] paper.

* Only one square size of wireless ad hoc networks was exclusively used in simulation
efforts - [0,100). It would be interesting to confirm how the simulation data would be
different, if any, when these established improvement patterns are reused for identical

simulation environment parameters, but with different network square sizes.

* Used power models ([RM] and [HCB]) divide consumed power of one hop between
sender and receiver nodes. As outlined in Chapter 5.4, the transmission power is charged
to a sender node which depends on the distance between nodes. A fixed power for

reception is charged to a receiving node.

This model should be additionally expanded in order to reflect the fact that a message, sent
to a particular node, is also heard by other neighboring nodes. However, not all
neighboring nodes will be able to hear the message transmission event. Since the power is
adjusted to the minimal necessary for successful reception of the message, only nodes that
are closer to the sender node than the destination node will be able to receive it. The
optimization function for power aware routing algorithm would need to take into account
all power spent by a message transmission and receiving events. Similar adjustments can

be made for cost and power-cost routing algorithms.
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Acronyms or Glossary

AODV

AP

DFS

DSDV

GRA
GPS

MANET

MH

QoS

Appendix A

Acronyms or Glossary

Ad hoc On demand Distance Vector, a routing protocol for ad hoc networks
(based on DSDV).

Access Point, a base station or other place for connection to an available
infrastructure.

Depth First Search routing algorithm.

Destination Sequence Distance Vector, an early protocol for routing in ad hoc
networks.

Geographic routing algorithm.

Global positioning system.

Mobile Ad hoc Network, a network that consists of mobile nodes that
spontaneously can connect to each other without help from any preexisting
infrastructure.

Mobile Host, a mobile host in a network.

Quality of service.
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Appendix B
DFS Routing Algorithm — Pseudo Code

The pseudo code of DFS based routing algorithm can be given as follows:
//A is the neighbor of B that is closest to D

B forwards message to A;
If A=D
then
message delivered
else
{
If A is white node
then
{
A is colored as gray node;
A memorizes B;
A sorts all neighbors (except B) according to distance from D as C1, C2, ..., Ck;
Ifk>0
then
//C1 is the neighbor of A that is closest to D
DFS-forward(A, C1, D)
else DFS-return(A, B, D)

}
else DFS-return(A,B,D);
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C returns message to A;

A sorts all neighbors (except memorized neighbor B) according to distance from D as C1,
C2, ..., Ck;

Let L be the index such that C=CL;
L <k
then
DFS-forward(A, CL+1, D)
else
{
If A=S
then

D not connected to S

else
DFS-return(A,B,D);}

Let C be the neighbor of S which is closest to D;
DFS-forward(S, C, D);
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Appendix C

Procedure internal-status(v)

As discussed in [S1], this is the correct procedure that a network node is required to use in
order to determine its dominating set status. Once executed on all network nodes, their status

flags will be set to one of possible values: intermediate, intergateway or gateway.

intermediate(v) = intergateway(v) = gateway(v) = false

for each neighboru of v, u !=vdo
for each neighbor w of v, w != v do
if d(u;w) > R then intermediate(v) = true
if intermediate(v) then {
intergateway(v) = true;
for each neighboru of v, u != v do {
covered = true;
for each neighbor w of v, w = v;w !=u do
if d(u;w) > R or key(v) > key(u) then
covered = false;
if covered then intergateway(v) = false }
if intergateway(v) then { gateway(v) = true;
for each neighboruof v, u !=v do
for each common neighbor w of v and u do {
covered = true;
for each neighbor z of v do {
if (d(z; uv) > R and d(z;w) > R) or
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key(v) > key(u) or
key(v) > key(w)
then covered = false;

if covered then gateway(v) = false }}
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