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Abstract

In this thesis, we consider the problem of self-diagnosis of mobile ad-hoc networks
(MANETS) using the comparison approach. In this approach, a MANET consists of a col-
lection of n independent heterogeneous mobile hosts interconnected via wireless links, and
it is assumed that at most ¢ of these mobile hosts are faulty. In order to diagnose the state
of the MANET, tasks are assigned to pairs of mobiles and the outcomes are compared. The
agreements and disagreements among mobiles are the basis for identifying the faulty ones.

The comparison approach is viewed as one of the most practical diagnosis approaches.
We have developed two distributed self-diagnosing protocols (DSDPs) for MANETS the
first (Dynamic-DSDP) is more energy efficient, since its communication complexity is
lower, while the second (Adaptive-DSDP) has a lower diagnosis latency and is more ap-
propriate for MANETS that have more dynamic topologies. Correctness and complexity
proofs are provided. Using the ns-2 simulator, we implemented the two protocols, which
provided us with further insight into their effectiveness and illustrated the effect the number
of faults had on their efficiency.
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Chapter 1

Introduction

As of lately, Mobile Ad-hoc Networks (MANETS) have gained much attention especially
in the field of emergency preparedness. This attention can be attributed to the need of
rescue/emergency personnel to be able to communicate reliably during times of emergency
and disasters; as normal communication networks (wired/wireless) will almost always be
dysfunctional [28]. As usual, the rise of a new technology gives rise to new problems
and potential fields of research. Given the importance of providing a reliable substitute
for regular communication methods during emergencies, fault-tolerance in MANETS has
become an important research field that should be given extra attention so as to enhance the
reliability/dependability of MANETS during times of emergency. In our work, I address the
issue of fault detection in MANETS, proposing two algorithms that can efficiently diagnose
a MANET and identify its faulty nodes within a bounded time period and with bounded
communications overhead.

Before presenting my work and the resulting performance metrics obtained from the
simulation of both algorithms, I will be providing a brief description of the main features of
MANETs and their characteristics so we can identify the computational and physical limits
within which we must operate. I will then go on to introduce fault-tolerance (dependability)
in general and follow that with a detailed description of fault detection in MANET’s before
introducing my algorithms.
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1.1 Mobile Ad-Hoc Networks

Wireless networks can operate in one of two modes, either in infrastructure mode or ad-
hoc mode. In the infrastructure mode there is a central node responsible for routing and
for the management of the networks main functions, i.e., this configuration is centralized.
On the other hand in the ad-hoc mode all the network functions are distributed as there
is no central controller, a network of nodes connected using this mode is referred to as a
MANET. MANET’s are composed of an autonomous collection of mobile nodes that are
connected by wireless communication links. Due to the mobility of the MANET’s nodes
its network topology may change over time with varying speeds depending on the speed of
each node [28]. In retrospect given the distributed and mobile nature of MANET’s, they
can be characterized as follows :

- Limited energy source: This is a direct result of the mobility of the nodes and the
need to sometimes deploy them in remote inaccessible areas.

- Relatively high communication error rate: This is because of the nature of the wire-
less medium used during communication, where these errors are usually attributed to
propagation path loss, fading and shared medium collisions.

- Dynamic network topology: The movement of the nodes in the network almost al-
ways result in a change in the topology of the network and this characteristic adds
another level of complexity to the design of protocols for MANETS.

- Distributed functionality: Given the dynamic topology of MANETS and their limited
energy, the distribution of functionality becomes a necessity for both energy preser-
vation and mobility support.

1.2 Fault Tolerance

Fault tolerance is an established field, with the first work in it being presented by von Neu-
mann in the mid 1950s [30]. The applications of fault tolerance were mainly in the fields
of distributed computing systems and VLSIs; but the growth of the internet in the early
1980s attracted renewed attention to the field. The advent of Mobile ad hoc networks and
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its applications in emergency preparedness has made the incorporation of fault tolerance
into MANETS a necessity in order to fulfill the requirements of reliability that are required
for such applications.

Fault tolerance is defined as the ability of a system to behave in a well defined manner
once a fault occurs [11], i.e. to still be operational,if even with a lower efficiency. Where
a fault is a defect in the lowest level of abstraction of the system, which could place the
system in an erroneous state. Should the system deviate from its correctness specification
as a result of the error we would have a system failure.

Faults can be classified based on their duration, on their underlying cause, or on how
a failed component behaves once it has failed. Based on duration, faults can be classified
as either permanent, intermittent, or transient. A transient fault will eventually disappear
without any apparent intervention, whereas a permanent one will remain unless it is re-
paired and/or removed by some external administrator. A particularly problematic type of
transient faults is the intermittent fault that recurs, often unpredictably. While it may seem
that permanent faults are more severe, from an engineering perspective, they are much
easier to diagnose and handle.

Based on how a failed component behaves once it has failed, we could simply classify
faults as either hard or soft. A hard-faulted mobile is unable to communicate with the rest
of the system, whereas, a soft-mobile continues to operate and communicate with the other
mobiles in the MANET, with altered behaviors. If faults are allowed to occur during the
diagnosis session these faults are considered dynamic faults, otherwise they are considered
static faults.

There are three aspects to the field of fault tolerance [10], they are respectively, fault
models, fault-detection and diagnosis and resiliency techniques. Fault detection is consid-
ered the first step to fault-correction and is a necessity for resiliency. It is also the aspect of
fault-tolerance to which we have dedicated our work, as a first step towards fault-tolerance
in MANETS.
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1.3 Motivation

The work presented here was inspired by the work of Chessa and Santi in [8], in which they
provide a model for fault diagnosis in Mobile Ad-Hoc Networks. The main motivation
behind our work in this field is to provide a protocol for diagnosing faults in MANETS
within a finite amount of time and with a low order of communication complexity such that
its overall efficiency is an improvement over previous work in this field.

1.4 Contribution

In this work we present two fault-identification protocols. In the first protocol we improve
on the communication complexity of previously known protocols by reducing the num-
ber of test requests a mobile node has to reply to. We also use a spanning tree for the
dissemination of the diagnosis results, which also helps in reducing the overall commu-
nication complexity. In the second protocol, we use an adaptive spanning tree which is
constructed at the beginning the MANETSs deployment and adapts dynamically to conform
to the MANETSs mobility. This reduces the diagnosis latency of the second protocol, mak-
ing it faster than our first proposed protocol and making it more appropriate for MANETS
have high mobility.

The following publications are also relevant to this thesis :

In Journals:

1. M. Elhadef, A. Boukerche, H. Elkadiki, "A distributed fault identification protocol
for wireless and mobile ad hoc networks", Journal of Parallel and Distributed Com-
puting, Vol. 68 No. 3, pp. 321-335, 2008.

In Conferences:

1. M. Elhadef, A. Boukerche, H. Elkadiki, "Self-Diagnosing Wireless Mesh and Ad-
Hoc Networks using an Adaptable Comparison-Based Approach”, Proceedings of
the The Second International Conference on Availability, Reliability and Security (
ARES 2007 ), pp. 983-990, 2007.
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2. M. Elhadef, A. Boukerche, H. Elkadiki, "An Adaptive Fault Identification Protocol
for an Emergency/Rescue-Based Wireless and Mobile Ad-Hoc Network", 21th Inter-
national Parallel and Distributed Processing Symposium ( IPDPS 2007 ), pp. 1-8,
2007.

3. M. Elhadef, A. Boukerche, H. Elkadiki, "A Dynamic Distributed Diagnosis Protocol
for Wireless and Mobile Ad-Hoc Networks", Proceedings of the Global Telecommu-
nications Conference ( GLOBECOM ’06 ), pp. 1-5, 2006.

4. M. Elhadef, A. Boukerche, H. Elkadiki, "Diagnosing mobile ad-hoc networks: two
distributed comparison-based self-diagnosis protocols", Proceedings of the Forth
ACM International Workshop on Mobility Management and Wireless Access (MO-
BIWAC 2006), pp. 18-27, 2006.( which was awarded the ‘Best Research Paper
Award’ at this conference )

5. M. Elhadef, A. Boukerche, H. Elkadiki, "Performance analysis of a distributed comparison-
based self-diagnosis protocol for wireless ad-hoc networks", 9th International Sym-
posium on Modeling Analysis and Simulation of Wireless and Mobile Systems (MSWiM
2006), pp. 165-172, 2006.

1.5 Thesis Outline

The rest of this thesis is organized as follows :

e Chapter 2 : Introduces some background knowledge and some related work.
e Chapter 3 : Presents our first fault detection protocol ( Dynamic - DSDP )
e Chapter 4 : Presents an adaptive fault detection protocol ( Adaptive - DSDP )

e Chapter 5 : Concludes this thesis and provides a summary of our work in this field,
here we also provide suggestions for future work



Chapter 2

Background and Related Work

In this chapter we discuss the development of the comparison approach and its application
in solving the system level fault-diagnosis problem. We discuss the use of the compari-
son approach in solving the fault-diagnosis problem in wired communication systems and
the relevant research that led to its use in wireless communication systems and how it was
exploited to take advantage of the shared nature of the medium used in wireless communi-
cation systems. After that we present a brief description of the distributed self-diagnosing
comparison-based protocol ( DSDP ) Chessa and Santi presented in [8] as an example of
the previous work done in this field.

2.1 Fault Detection in MANETS

MANET Nodes may differ in terms of their communication, processing, storage, and power
capabilities. Because of this diversity, dependable MANETS raises serious challenges and
has been an active area of research over the past years [14], [6]. As a result, several ap-
proaches to dependability in MANETS have been proposed and evaluated. A crucial prob-
lem in this area, known as the system-level fault diagnosis problem, is to identify the fault
status of mobile hosts in a MANET. Fault identification is one of the main building blocks
of many dependable protocols. Several approaches have been proposed to cope with this
problem [27], [1]. One of the most promising approaches is the comparison approach [8],
[23], [22], [12], [26]. The comparison approach assumes that, instead of testing one node
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by another, the same task is assigned to a pair of distinct nodes and the results are compared.
The outcomes of such a comparison test can be 0 (matching results) or 1 (mismatching re-
sults). The agreements and disagreements among the nodes are the basis for identifying
the faulty ones. The comparison approach is viewed as one of the most practical diagno-
sis approaches and is more efficient since it relies on more realistic assumptions about the
system under consideration.

The comparison approach was first introduced independently by Malek [23], and by
Hakimi and Chwa [12]. Malek’s model is known as asymmetric comparison since it as-
sumes that two faulty nodes always give mismatching results. Whereas, in the Hakimi
and Chwa’s model, called symmetric comparison, the outcome of comparing a pair of
faulty nodes is unreliable and may be O or 1. It was assumed under these comparison
models (symmetric and asymmetric) that all comparison tests are performed by a central
observer that monitors the system, i.e., it is assumed that the fault diagnosis is centralized.
In [22], Meang and Malek introduced another comparison model, henceforth known as
the Meang/Malek (MM) model, in which they assumed that comparisons are performed
by the nodes themselves, and that a comparison is performed by each node for each pair
of distinct neighbors with which it can communicate directly. Since the comparator node
itself might be faulty, a matching comparison outcome implies that if the comparator node
is fault-free, then the compared nodes are fault-free. Similarly, a mismatching comparison
outcome implies that at least one of the three nodes involved in the comparison must be
faulty.

Sengupta and Dahbura generalized the MM model by allowing the comparator node
to be one of the two nodes being compared [26]. The Sengupta and Dahbura model is
called the generalized comparison model, and is known to be the most general model, i.e.,
it generalizes both comparison models and invalidation models. Recall that invalidation
models [25], [5], [20], consider that units test each other directly, i.e., the comparator node
is one of the nodes under comparison. In both the MM model and the generalized com-
parison model, the comparison outcomes are still sent to a central observer for diagnosis,
even though the comparison tests are performed by the system’s nodes. In [7], Blough
and Brown developed the broadcast comparison model. Blough and Brown’s model relies
on the existence of a weak reliable broadcast protocol!, and assumes that the outputs (or

'The weak reliable broadcast protocol ensures that any message sent by a fault-free node be received by
any other fault-free node in the system.



2. Background and Related Work 8

checksums of the outputs) of two nodes being compared are broadcasted to all nodes in the
system.

A more recent comparison-based diagnostic model for MANETS has been developed
by Chessa and Santi [8]. Their model exploits the shared nature of the communication in
MANETS in order to distribute the comparison test outcomes among the neighborhood of
nodes.

Along with all these comparison models, different centralized or distributed diagnosis
algorithms have been proposed [9], [4]. Previously developed distributed diagnosis proto-
cols [3], [19], [15], [18], [17], [7], [29], were designed for wired multicomputer networks,
and hence they do not profit from the shared nature of communication in MANETSs. More-
over, the use of such protocols for MANETSs would either reduce significantly the available
bandwidth, or affect the diagnosis latency. Furthermore, the broadcast-comparison-based
diagnosis protocol proposed by Blough and Brown [7] assumes that a weak reliable broad-
cast protocol is used. This assumption in unrealistic in wireless networks.

2.2 Chessa and Santi’s DSDP

Chessa and Santi presented a DSDP based on the fixed topology comparison protocol [8],
where they assume that the topology of the MANET is fixed during the diagnosis phase.
We will refer to their DSDP from here on as Static-DSDP, since their dissemination phase
is fixed, i.e, it does not change from one diagnosis session to anther.

Their DSDP is compromised of a testing, gathering and dissemination phase. To di-
agnose the MANET nodes they use an extension of the generalized comparison model [9],
in which a fault free mobile say u sends a test to its neighbors and based on the response
provided by u’s neighbors, the nodes can be diagnosed as either faulty or fault-free using
the comparison-based invalidation rules and the asymmetric assumptions. Their focus was
to reduce the diagnosis latency of their protocol so as to reduce the restrictions imposed on

the movement of the nodes by the fixed topology comparison protocol.

The testing phase of Static-DSDP starts when a node, either periodically or as a result
of an abnormal behavior by one of the nodes, sends a test message to its neighboring
nodes. Other nodes in the MANET initiate their testing phases either after receiving a test
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request message or a test response message from one of its neighbors. After sending a
test message or receiving a test response message, depending on which occurs first, a node
enters the gathering phase ( note both the test and gathering phases can overlap ). During
the gathering phase the nodes continues to accumulate the test response messages sent to
them by their neighbors and store the diagnosis of the fault state of their neighboring nodes.
At the end of the gathering phase, all nodes initiate the dissemination phase.

The purpose’of the dissemination phase is for every fault-free node to share its local
diagnosis with all of the other fault-free nodes in the MANET so that all the nodes have a
global view of the fault-state of the MANET. To accomplish this every node broadcasts its
local diagnosis to its neighbors who pass it on to theirs and so on until the local diagnosis
reaches all the nodes. When a node receives a local diagnosis from another node it registers
that it has already received the local diagnosis from that given node in its local registry so
as to reduce the amount of redundant data broadcasted. Another mechanism applied is to
not broadcast a local diagnosis, from a node, until that node is diagnosed so no faulty data
is shared.

Even though the comparison model used in Static-DSDP reduces the diagnosis latency
of the protocol, the use of flooding the dissemination of the local diagnosis adds to its
communication complexity. In our work we will try to address both these issues.



Chapter 3

A Dynamic Distributed

Comparison-Based Self-Diagnosis
Protocol for MANETS

In this chapter, we present a distributed self-diagnosis protocol (DSDP) to solve the diagno-
sis problem in MANETSs. The DSDP is based on the comparison approach and comprises
four main phases: a testing phase, a gathering phase, a building phase and a dissemination
phase. During the testing phase, each mobile tests its neighbors by sending them a test
task, while during the gathering phase, each mobile collects its neighbors outputs and di-
agnoses them either as faulty or fault-free by comparing these results. A spanning tree is
constructed during the building phase, as a means to disseminate the diagnosis messages
throughout the network. Finally, during the last phase, i.e. the dissemination phase, all
diagnostic information throughout the network is disseminated in order to ensure that each
mobile will have a global view of the network status, i.e. each fault-free mobile correctly
diagnoses the state of all the mobiles in the system.

The organization of this chapter is as follows: basic concepts and the fault model are
described in Section 3.1. Section 3.2 details the diagnostic model, based on the comparison
approach, for MANETSs. The DSDP is presented in Section 3.3. In Section 3.4, we analyze
the time and communication complexities of our diagnosis protocol and provide a proof of
correctness. The results of our simulation of our protocol is presented in section 3.5.

10
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3.1 System and Fault Model

The mobile ad-hoc network (MANET) we consider is composed of n mobiles hosts, with
unique identifiers, that communicate via a packet radio network. We assume that all the
mobiles hosts have similar computing and storage resources. At a given point of time ¢,
the topology of the multi-hop packet radio network, also called a mobile ad hoc network
(MANET), can be described by directed graph G; = (V, L;), known as the communication
graph, where V is the set of nodes and L, is the set of logical links at time t. A logical link,
luesw € L; between nodes! u, v € V means that the transmitter of » can reach the receiver
of node v. Without loss of generality, we will assume from now on that the communication
graph G, is undirected, i.e for any [, ., € L, [, ., € L;. We indicate as 1-hop neighbors
two hosts that are connected by a logical link. If two hosts are neighbors, then they can
receive from one another. A link layer protocol is responsible for providing the following
properties, which are found in the link layers of most network equipment :

e Mobiles have unique IDs, and each one knows the IDs of its neighbors.
e The ID of any message sender can be correctly identified by fault-free mobiles.

e A I-hop reliable broadcast primitive, called _rb(-), is provided by the communica-
tion protocol used by the MANET. An example of how to implement this primitive
can be found in [24].

e Messages transmitted by fault-free mobiles are correctly received by their fault-free
neighbors in bounded time.

The first property ensures that fault-free mobiles will be able to correctly identify the
sender of a message, whereas, the third property guarantees that any message broadcasted
from a fault free mobile is correctly received on all other fault-free mobiles in its neighbor-
hood in bounded time.

The set of mobiles reachable from a node u € v at time ¢ is called the neighborhood set
and is denoted by N;(u). In order to simplify our notation, the subscript ¢ will be dropped
when it is clear from the context. The connectivity of G, i.e. the minimum number of

Iwe will use interchangeably the words unit, host, node and mobile.
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nodes whose removal results in a disconnected or trivial graph [13], is denoted by k. The
diameter of graph G is denoted by Ag.

3.1.1 Types of faults

Various type of faults are studied in the literature. In our work, only permanent faults are
considered. A permanent faulty mobile remains faulty until it is repaired and/or replaced.
If the faulty mobile is unable to communicate with its neighbors, then the fault is said
to be hard. However, if the faulty mobile continues to communicate and to function with
corrupted behaviors, then it is a soft fault. Also, we will assume that faults are static, that is,
they cannot occur during a diagnosis session, or more specifically during the testing phase
when comparison tests are conducted. Note that if faults are allowed to occur during the
testing phase then it would be hard to diagnose the state of a mobile given that it may fail
just after it has been diagnosed as fault-free by its neighbors. Although rather stringent, this
assumption is realistic since the diagnosis latency, i.e., the duration of a diagnosis session,
is too short compared to the MTTF (Mean-Time-To-Failure) and the MTBF (Mean-Time-
Between-Failure), and given that mobiles are more likely? to be fault-free rather than faulty.

3.1.2 The comparison-based diagnosis approach

In the seminal work [8], Chessa and Santi adapted the generalized comparison-based di-
agnostic model, originally developed for wired networks [26], to wireless and ad-hoc net-
works. In their diagnostic model, mobiles are required to diagnose the fault status of their
neighbors by sending them test tasks, and by comparing their outcomes. Agreements and
Disagreements between mobiles are used to identify their fault status. Since the comparator
mobile may be faulty, then various scenarios should be considered. If the comparator mo-
bile is fault-free, then the comparison outcome is O if the compared mobiles are fault-free;
and it is 1 if at least one of them is faulty. Now, if the comparator mobile is faulty, then the
comparison result should not be trusted, i.e., it is unreliable, and hence, it may be O or 1. In
Table 3.1 all these scenarios are summarized.

ZProbabilistic diagnosis models assume in general that the a priori probability of failure of a node is
smaller than 0.5 [21].
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State of mobiles under comparison Comparator’s state

Fault-free Faulty

None is faulty 0 X
One is faulty 1 X
Both are faulty 1 X

Table 3.1: Possible comparison outcomes of the generalized comparison-based diagnostic model.

3.1.3 Diagnosis terminology

Definition 1. A MANET is called o-diagnosable if all faulty mobiles can be unambiguously
identified provided the number of faulty mobiles does not exceed o.

Chessa and Santi provided in [8] an upper bound for o. They proved that the maximum
number of faulty mobiles that can be tolerated in a diagnosis session is kg — 1, i.e. 0 <
kg —1. The rationale is that when more than kg — 1 nodes fail simultaneously, the MANET
is disconnected, and thus no mobile will be able to diagnose the status of all mobiles in the
MANET.

Definition 2. A MANET is set to be self-diagnosable if each fault-free mobile participates
in each diagnosis session and correctly diagnoses the state of all mobiles in the MANET.

A distributed self-diagnosis session is initiated either periodically or if disruptions of
the specific behavior of the mobiles occurred.

Definition 3. The distributed self-diagnosis is said to be correct if there are no fault-
[free mobiles mistakenly diagnosed as faulty; otherwise, it is an incorrect diagnosis. The
distributed self-diagnosis is said to be complete if all faulty mobiles are correctly identified;
otherwise, the diagnosis is incomplete.

A distributed self-diagnosis is a correct and complete diagnosis if it identifies the ex-
act set of faulty mobiles. In this work, we consider only the deterministic diagnosis of
MANETs. The output of such a diagnosis is the set of mobiles that the self-diagnosis
algorithm identifies as faulty.
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3.1.4 An example

Due to their ease of deployment, MANETS are an attractive choice for scenarios where the
fixed network infrastructure is non-existent or unusable. Examples of applications include
search, rescue, and crisis management services applications, such as the one used in disaster
recovery, digital battlefields, and covert military operations.

Figure 3.1 shows an example of a military MANET that comprises ten tanks equipped
with radio transmitters/receivers. The MANET’S topology at the time of this snapshot is
shown in dotted lines. The connectivity of this communication graph is ks = 3, and hence,
the maximum number of faults that can be tolerated is ¢ = 2 according to Chessa and
Santi’s work [8]. It follows that the considered MANET is 2-diagnosable.

_________

Figure 3.1: A military MANET composed of 10 tanks and its communication graph .

3.2 The diagnostic model for MANETSs

The comparison-based diagnostic model that is used for MANETS has been developed by
Chessa and Santi [8]. Their model uses the comparison model as a basis in order to help
mobile hosts to self-diagnose each other in a distributed fashion. Chessa and Santi’s model
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is rather an extension to the generalized comparison model [26] devised originally for wired
multicomputer and multiprocessor systems. It exploits the shared nature of the communi-
cation in wireless networks by allowing each fault free mobile u to test its neighbors by
sending them a test request. Based on the responses provided by u’s neighbors, mobile
nodes can be diagnosed as faulty or fault-free using the comparison-based invalidation
rules described in Table 3.1. Chessa and Santi’s diagnostic model relies on the asymmet-

ric assumption. The rationale is that the asymmetric model is much more appropriate for
MANETS.

my=(TestMsg,u,i,T;)
my=(ResponseMsg,u,i,RY)
my=(ResponseMsg,u,i,RY’)
m;=(ResponseMsg,u,i,R?)

P i
smm® Response Ba o z
w® . Bo - - [P

Figure 3.2: Mobile w receives v and z’s response messages corresponding to u’s test task.

In fact, suppose that mobile u tests both its neighbors v and z by asking them to
perform the same task. Assume now that the results output by mobiles v and z reach node
w that is not a neighbor of u, given the shared nature of communication in MANETS (see
Fig. 3.2). Node w is able to diagnose the state of both mobiles v and z by simply comparing
their outcomes for the same task. Under asymmetric assumptions node w can deduce that
v and z are fault-free if they both provide the same result. However, mobile w will not
be able to deduce that if symmetric assumptions are considered. In fact, two faulty nodes
might provide identical incorrect outputs, and could thus lead to an incorrect diagnosis.
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Nevertheless, asymmetric assumptions are more restrictive than symmetric ones, since they
assume that two faulty mobiles will not provide identical outputs for the same task. In this
work, we assume that the network topology does not change during the testing phase. This
means that if node u transmits its test request at time £, and given 7Ty, as the timeout time,
then Ni(u) = Ny (u) for any ¢ < t < t+ T,.:. Note that this assumption does not
mean that the hosts are static, but rather that its topology does not change during diagnosis.
Mobiles are allowed to move without exiting their neighbors transmission ranges. Although
rather stringent, this assumption is realistic in many applications, where either the diagnosis
latency? is too small or where mobiles are moving with very low speeds.

The main rules to which the mobile hosts should conform during a self-diagnosis ses-
sion, and that constitute the fixed topology comparison protocol, can be described as fol-
lows:

(R1) Test message generation : In order to test its neighbors, each mobile generates a
message of type TESTMSG. The test message is identified by a sequence number ¢
and carries a test task 7; . Mobile u also performs the test task by itself and generates
the result RY it expects from its neighbors, i.e. N(u). Hence, node u sends the
message m,, = (TESTMSG, i, T;) at time ¢, and initiates a timer set to 7,,;. Mobile
u expects to receive all its neighbors responses within this bound. The rationale
behind the use of a timeout is that neighbors that suffer from hard faults are unable to
respond within the bounded time. The timeout 7,,,; must be chosen such that all of
u’s fault-free neighbors, which are able to communicate with  since it is still within
their transmission ranges, are guaranteed to respond to the test request within at most
that time, i.e. T,;.

(R2) Test message reception : Let v € N(u). Upon receiving the test request m, =
(TESTMSG, ¢, T;), mobile v proceeds as follows. First, it executes the test task
T; and generates the result R . Mobile v next sends a response message, i.c. a
message of type RESPONSEMSG, to all its neighbors N(v). That is, it transmits
m, = (RESPONSEMSG, u, i, RV) at time ¢’ , with ¢ < t < t + T,,;. Note that the
pair (u, 7) is used to uniquely identify the test task and its originator and is known as
the header of the message m,,.

3The diagnosis latency is defined as the elapsed time between the inception and the end of the diagnosis
session
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my = (TestMsg,i,Ti)
my = (ResponseMsg,u i,RY)
(ResponseMsg u,i, R}

—< Test request

% - Response reply

Figure 3.3: Mobile w received u’s test task and v’s corresponding response reply.

(R3) Response message reception : Upon the reception of m, = (RESPONSEMSG, u, i, RY),
node w € N(v) proceeds as follows:

Casel: w=u

This means that w is the testing unit itself. In this case, node w compares R}’ and
R}, i.e. the expected result and that produced by its neighbor v. If R} = R?, then
node v is considered fault-free; otherwise, it is considered faulty.

Case2: w# u

This holds once the mobile w is not the testing unit. In this situation, the relation
between both mobiles w and u can help deduce the fault status of either mobile w or
v. In other words, we need to check whether w is one of u’s neighbors:

- w € N(u) :In this case, we have w € N(u) N N(v), i.e. mobiles w and u (the
tester node) share at least one neighbor. Since w € N(u) this means that w
has already generated the result R}’ for u’s test T;. It follows that w is able to
diagnose v since it holds R}’ and R}, i.e. v’s outcome for the same test 7T} .
Node v will be diagnosed as fault-free if R}’ = R and as faulty otherwise. Fig.
3.3 depicts this scenario.

- w & N(u) :In this case, we have v € N(u) N N(w), i.e. mobiles u and w
have at least one neighbor in common. Having only one neighbor in com-
mon does not help with deducing v’s status. In this case, the message m, =
(RESPONSEMSG, u, 4, RY) is stored until mobile w receives another outcome
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for the same test T; . In fact, we need at least two mobiles in common in order
to be able to determine the fault status of each one. Consider now the scenario
in which mobiles v and w have a second neighbor in common, say z, from
which node w received its test outcome R . It follows that mobile w is able to
diagnose the status of both units v and 2. Hence, if R} = R}, then both nodes
are diagnosed as fault-free since we are dealing with asymmetric invalidation
rules. Otherwise, if mobile w already knows that either v or 2 is fault-free, then
it can deduce that the other mobile is faulty. For example, if v € FF,, ie. w
knows already that the node v is fault-free, then it can infer that the mobile z is
faulty. Fig. 3.2 depicts this scenario.

(R4) Timeout occurrence : After sending its test message, mobile u initiates a timer to
T, in order to guarantee that its neighbors will respond within that bound. Once
this time bound expires, i.e. the mobile u receives a message of type TIMEQUTMSG,
it diagnoses its neighbors that did not respond within the bounded time, i.e. N(u) —
{F. U FF,}, as faulty. At this stage, mobile u knows about the status of all its
neighbors; that is, u maintains two sets: F'F},, the set that contains all of u’s fault-
free neighbors, and the set F;, including all of u’s neighbors diagnosed as faulty, i.e.
F,=F,U{N(u) - (F,UFFE,)}.

Furthermore, since we are dealing with soft faults, a faulty node can alter the message
header and this could result in an incorrect diagnosis as shown in Fig. 3.4. In this sce-
nario, four mobiles are considered, say u, v, w, and 2z, such that v and w are neighbors
of v, v is a neighbor of u, and z is a neighbor of w. Let v be a faulty mobile. Two test
messages have been generated: m, = (TESTMSG,4,T;) and m, = (TESTMSG, j,Tj).
Mobile v replies to u’s test by transmitting a corrupted response message. Suppose that
the faulty node v altered the header of its response message. That is, v has sent m, =
(RESPONSEMSG, z, j, RY). Note that v was expected to send a response message with the
header (u, %) not (2, 7). Moreover, note that the corrupted header (z, j) corresponds exactly
to that of the test message issued by mobile 2. Since mobile w is a common neighbor
to both nodes v and 2, it follows that w has already computed its output R for the test
request sent by node z. Also, w received v’s altered response message, i.e. R} . Since
both outcomes correspond to the same header (2, j), mobile w will erroneously compare
RY and R} , and thus lead to an incorrect diagnosis, i.e. node w can incorrectly diagnose
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mobile v as fault-free. In fact, two different tests can provide the same result, especially
when computed by faulty nodes. In [8], Chessa and Santi proposed the use of a consis-
tency check on the message header before processing it in order to reduce the occurrence
of such a problem. Unfortunately, the suggested check can only reduce the likelihood of
the occurrence of this incorrect diagnosis, and hence there might be situations in which the
consistency check fails.

We propose the use of signed headers in order to completely overcome this problem
and thus ensure that a correct diagnosis will always be achieved. The tester mobile signs
its test message, i.e. adds a digital signature to its header, before transmitting it. The
signature is chosen such that if any node changes the content of the header of a message
it has received and then it forwards the altered message, any fault-free receiver can detect
this change. If the message header was altered by its sender, one can easily conclude that
the sender mobile is faulty. With signed headers, the previously described problem will not
occur.

In Chessa and Santi’s diagnostic model, it was assumed that mobiles respond to each
test request they receive. Although this approach works correctly, it increases the com-
munication complexity of the diagnosis protocol. In fact, this approach is only needed if
each mobile is required to diagnose the fault status of its neighbors. In this case, we have
no other choice than to adopt this approach. Howeyver, if the main objective of the self-
diagnosis protocol is to identify the fault status of all the mobiles in the MANET, then a
better solution could be achieved by reducing the number of response messages, i.e. by
decreasing the number of redundant information. Indeed, given the fact that at most o
mobiles can fail simultaneously since we are dealing with o-diagnosable ad hoc networks,
we can let mobiles respond to only o + 1 test requests. That is, we allow each fault-free
mobile to inform at least one of its fault-free neighbors about its status. Note that by doing
this, once a timeout occurs a mobile will no longer be able to conclude that all of its neigh-
bors that did not respond within the time bound are faulty. In fact, some of the fault-free
neighbors might have reported their status to other mobiles. It follows that a node should
classify these neighbors as suspected until it gets a confirmation from other mobiles that
they are either fault-free or faulty as will be described in Section 3.3. Hence, a node u now
maintains three sets: the set of fault-free neighbors F'F),, the set of faulty ones F;,, and the
set of suspected neighbors SUSPECTS,,. In the following, we propose a DSDP that allows
any fault-free mobile to diagnose the fault status of all of the mobiles in the MANET. The
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algorithm is based on the diagnostic model for wireless and ad hoc networks described
above.

|
1 My = (ResponseMsg,z,j,R;’)

my, = (TestMsg,i,Ti)

—e lest

_ _ - o Response

Faulty
O Fault—Free

m, = (TestMsg,z,j,Tj)

Figure 3.4: Mobile w received u’s test task and v’s corresponding response reply.

3.3 A dynamic distributed self-diagnosis protocol

The dynamic distributed self-diagnosis protocol (Dynamic-DSDP) is thus named because it
uses a dynamically constructed spanning tree (ST) in order to disseminate the local diagno-
sis views throughout the network. The protocol proceeds in four phases: a festing phase, a
gathering phase, a building phase, and a disseminating phase. Note that the first two phases
could overlap with each other; that is, some nodes may start the gathering phase while their
testing phase has not yet been started. However, the building phase is started only once the
first two phases have been terminated. During the testing phase, mobiles test each other by
sending test requests to their neighbors. This phase is started periodically or once an abnor-
mal behavior of the mobiles is detected. The generation of the test requests follows the rule
R1 of the fixed topology comparison protocol described in Section 3.2. Once a test request
is generated or received, a mobile enters the gathering phase, during which it collects the
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response messages broadcasted by its neighbors and behaves as described by rules R2 and
R3. The gathering phase ends once a timeout occurs (rule R4), i.e. the time bound during
which non-faulty neighbors are expected to respond has expired. At this stage, any fault-
free mobile knows about the fault status of some of its neighbors. The end of the gathering
phase triggers the building phase that constructs a tree spanning all fault-free mobiles. The
ST is then used during the disseminating phase. During this phase, all fault-free mobiles
exchange their local diagnosis views, thus generating a complete diagnosis of the MANET.
The self-diagnosis session ends once a global view of the fault status of the whole system
is reached.

3.3.1 The testing phase

The triggering of the testing phase by mobile » is done by sending a message of type
TESTMSG to its neighbors, i.e. it sends m, = (TESTMSG, 4, T;) to each neighbor v €
N(u).The generation of this test request is described in the procedure TESTNEIGHBORS
illustrated below. Any other mobile v performs the following steps upon receiving a
TESTMSG or RESPONSEMSG from one of its neighbors for the first time. First, it gen-
erates its own test request m, = (TESTMSG,j,T;), if not done yet, and transmits it
to its own neighbors, i.e. N(v). Then it initiates a timer to T,,. Second, if the re-
ceived message is a test request, T; , it replies by transmitting a response message m, =
(RESPONSEMSG, u, i, RY) to all v’s neighbors. Finally, it enters the gathering phase.

Procedure TESTNEIGHBORS () {
i = GenerateSequence Number();
T; = GenerateTestT ask();
RY = ComputeResult(T;);
_rb(m,, = (TESTMSG, u, 1, T;));
SetTimer(Tou);
TestGenerated = TRUE;
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3.3.2 The gathering phase

While in the gathering phase, a mobile collects response messages and diagnoses the status
of the senders as faulty or fault-free based on their outputs, as described in the rule R3.
Upon receiving a message of type TIMEOUTMSG, a mobile terminates its gathering phase
and diagnoses any neighbors that did not reply to the test request within the bounded limit
as suspected. The pseudocode for the gathering phase is illustrated below.

Procedure GATHERINGPHASE () {

do{
1. Receive(msg); // msg has been sent by mobile v € N(u)
2. if (CheckHeader(msg, v) == FALSE)
3. Fy = F, U{v}
else {

4 case msg.Type of {

5 TESTMSG: // i.e. masg = (Tes™™se,w, j, T;)
6. if (NbResponses < o+ 1) {

7 R} = ComputeResult(T});

8 _rb(m, = (RESPONSEMSG,v, J, R;.‘));
9 Log = LogU{< v, j, R} >}

10. NbResponses + +; }
11. RESPONSEMSG: // i.e. msg = (ResponseMse, w, j, RY)
12. if (w ¢ Fy, U FF,) { #f w has not been diagnosed yet
13. if (w ==u) OR (w € N(u))
14. if (RY == RY) FFy = FF, U {v};
15. else F, = F,U{v};
16. else // w ¢ N(u)
17. if (3 <w,j,R} >€ Log : z € N(u))
18. if (R == RY) FFu,=FF, U{v,z};
19. elsif (z € FFR) Fy, = F, U {v} }
20. Log = Log U {< w, j, R} >};
21. TIMEOUTMSG: // i.e. the delay Toyt has expired
22. SUSPECTS, = N(u) — (Fu UFFy); }
23 if (TestGenerated == FALSE) TESTNEIGHBORS();
}

24. }while(F, U FF, U SUSPECTS, == N(u)); }

At the end of the gathering phase, each mobile knows about the fault status of a subset of its
neighbors. Thus, we need the disseminating phase during which the mobiles exchange their
local diagnosis views, allowing each mobile to know the states of the suspected neighbors.
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Moreover, at the end of the disseminating phase, every mobile diagnoses the state of the
whole MANET. In Dynamic-DSDP, the dissemination phase is performed based on a tree
spanning all fault-free mobiles. This tree is constructed during the building phase and
once the gathering phase ends. Three new types of messages are needed to complete the
disseminating phase, and are described as follows:

- STMSsG:This type of message is used during the building phase to construct the ST.

- LOCALDIAGNOSTICMSG:During the disseminating phase any fault-free mobile should
inform its parent in the ST about what it knows regarding the fault status of its neigh-
bors. Hence, a mobile u transmits the message m,, = (LOCALDIAGNOSTICMSG, F,,, F'F,)
to its parent. These messages are aggregated with each other to form a global diag-
nosis view.

- GLOBALDIAGNOSTICMSG:This message is used by fault-free mobiles to dissemi-
nate the global diagnosis view, once computed, throughout the MANET.

In the following we describe how the ST is constructed and how it is used to dissemi-
nate the local diagnosis views.

3.3.3 The building phase

The construction of a tree spanning only fault-free mobiles can easily be done by assuming
that this step is initiated by a unique fault-free node, known as the initiator, in response
to an explicit request of the external system administrator. The initiator starts by trans-
mitting to its neighbors the message Minitiator = (STMSG, initiator, initiator), hence
triggering at this stage the construction of the ST. Since each mobile knows at least one
fault-free neighbor at this stage, then the STMSG messages will be propagated throughout
the MANET. The STMSG messages sent by faulty mobiles are simply ignored by their
neighbors.

When a mobile, say u, receives an STMSG message for the first time, it verifies
whether the sender is fault-free by using its local diagnosis. If it is fault-free, then it declares
the sender, say v, as its parent in the ST. Mobile u next transmits m,, = (STMSG, u, v),
i.e. its own STMSG message, to its neighbors specifying that the fault-free mobile v is
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now its parent in the ST. Upon receiving this message, mobile v knows that u is one of
its children. Consequently, a tree spanning all fault-free nodes is built during propagation.
Furthermore, node v knows the identities of its parent and children in the ST in at most T ,,;
time, since a timer is initiated to this bound once an STMSG message is sent by a mobile.
The pseudocode for the construction of the ST is provided below.

Procedure BUILDINGPHASE () {
// Childreny: set of mobiles that are children of node u in the ST.
do{
1 Receive(msg); // received from mobile v € N(u)
2 case msg.Type of {
3 STMSG: // i.e. mqy = (STMsSG, v, w)
4 if (w € FFy)
5. if (u == w)
6 Children,, = Children, U {v}
7 elsif (ParentSelected == FALSE) {
8 Parenty, =v
9 ParentSelected = TRUE
10. Broadcast(m,, = (STMSG, u, v));
11. SetTimer(Tout); }
12. TIMEOUTMSG: // i.e. the delay Toy: has expired
13. _rb(my = (LOCALDIAGNOSTICMSG, Fy, FFy,));}
14. }while((Children, # FF,)AND
(msg.Type # TIMEOUTMSG)); }

3.3.4 The dissemination phase

Once the ST has been constructed, the disseminating phase starts. All leaves of the ST,
i.e. nodes without children, send their local diagnosis views to their parents, using a
message of type LOCALDIAGNOSTICMSG. Each parent u has to wait until it collects
all its children’s diagnostics. Once collected, the parent combines all of them with its
own local diagnostic into a unique diagnostic message containing all the identities of
all the faulty nodes adjacent to at least one fault-free mobile in the subtree rooted at
u. It then transmits the aggregated diagnostic message to its parent in the ST, and so
on. The initiator collects all the local diagnostics, and it disseminates the final message
Minitiator = (GLOBALDIAGNOSTICMSG, Fiyitiator, F Finitiator) down the tree to all fault-
free mobiles. At this stage, the distributed diagnosis session terminates, and each fault-free
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node correctly diagnoses not only the state of all its neighbors, but also those of all mobiles

in the MANET. A formal description of the disseminating phase is given below.

Procedure DISSEMINATINGPHASE () {

do{

19.

Receive(msg); // received from mobile v € N(u)
case msg.Type of {

LOCALDIAGNOSTICMSG: //m, = {LOCALDIAGNOSTICMSG, Iy, F Fy)

if (v € Childreny) {
FFy, = FF, U FFy;
F, = F,UPFy;
_children = _children U {v};
if (Children,, == _children)
// mobile u waits for all its children’s diagnosis views
_rb((LOCALDIAGNOSTICMSG, Fy,, FF,)); }
if (u == initiator {
Fy,=F,U(V — (Fy UFF,));
_rb((GLOBALDIAGNOSTICMSG, Fy, FFy,));
SystemDiagnosed = TRUE; }

GLOBALDIAGNOSTICMSG : //m, = (GLOBALDIAGNOSTICMSG, F, FF)

if (v == Parent) {
FF, =FF,;
F,=F,
Broadcast((GLOBALDIAGNOSTICMSG, F, FF));

SystemDiagnosed = TRUE; }

20. }while(SystemDiagnosed == FALSE); }

3.4 Protocol analysis

In this section, we will first prove that Dynamic-DSDP provides correct and complete diag-

nosis, i.e. each fault-free mobile correctly diagnoses, at the end of the diagnosis session, the

state of all mobiles in the o-diagnosable MANET. Then we will analyze its communication

and time complexities.

3.4.1 Proof of correctness of the Dynamic-DSDP protocol

To establish the correctness of our protocol, we define the concepts of correct partial local

diagnosis and correct dissemination. A fault-free mobile achieves a correct partial local
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diagnosis if at the end of the gathering phase its state is correctly diagnosed by at least
one fault-free neighbor. A correct dissemination is achieved if the disseminating phase
terminates in a finite time and every fault-free mobile correctly diagnoses the state of all
mobiles. That is, all mobiles correctly receive the global diagnosis view disseminated by
the initiator. To prove the correctness of Dynamic-DSDP we need to show that it satisfies
the correct partial local diagnosis and the correct dissemination properties. Lemma 1 shows
the correct partial local diagnosis that each mobile should satisfy.

Lemma 1. (Correct partial local diagnosis) Given a o-diagnosable MANET represented
by the connected graph G = (V, L), let u € V and N(u) denote u’s neighbors during the
diagnosis session. If u is fault-free, then at the end of the gathering phase of Dynamic-
DSDP its fault-free status is correctly diagnosed by at least one of its fault-free neighbors.

Proof: This lemma can be proved by assuming that u has ¢ neighbors, i.e. |N(u)| <
o, and that all of them are faulty. Consequently, the removal of u’s neighbors will result in
a disconnected graph, and hence |N(u)| > kg. It follows that ¢ > kg. Furthermore, the
maximum number of faults o, that can be tolerated in a diagnosable MANET, should not
exceed kg, i.e. 0 < kg — 1, which is a contradiction. Thus, |N(u)| > o. That is, mobile u
has at least one fault-free neighbor, say v, that will generate a test request at a given point
of time ¢ and u will respond with a correct test output within at most 7,,; time. As a result,
mobile v will be able to correctly identify that u is fault-free. |

To prove the correct dissemination property, we need first to show that the tree built
at the end of the gathering phase spans all fault-free mobiles. This property is henceforth
known as the fault-free ST and is given in the lemma below followed by the proof of the
correct dissemination property.

Lemma 2. (Fault-Free ST) Let G = (V, L) be the communication graph representing
the o-diagnosable MANET once the diagnosis session is initiated and let F denote the set
of faulty mobiles such that |f’| < 0. The tree constructed during the building phase of
Dynamic-DSDP spans all the fault free mobiles of the MANET.

Proof: First, note that there is no need to prove that a tree is constructed at the end
of the gathering phase since the construction phase of the ST is very simple, and hence the
proof is trivial. However, we need to prove that the tree spans all fault-free mobiles. Given
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that the graph G is connected and since the number of faulty mobiles |ﬁ | <o < kg, it
follows that the graph G induced on G by node set V —F is connected. Since |ﬁ| < kg then
every fault-free node must be adjacent to at least one other fault-free neighbor, and hence
it is correctly diagnosed by at least one fault-free mobile (see Lemma 1). Moreover, since
STMSG messages, used to build the tree, that originated from faulty mobiles are discarded
by fault-free receivers (line 4 of procedure BUILDINGPHASE in section 3.3.3), it follows
that the tree constructed at the end of the gathering phase spans all G’s nodes, that is, spans
all fault-free mobiles. |

Lemma 3. (Correct dissemination) Let G = (V, L) be the connected communication
graph representing the o-diagnosable MANET, and F the set of faulty mobiles such that
!FV | < g. If ST is the ST constructed at the end of the building phase, and if ST is used to
disseminate the local diagnostic views, then the disseminating phase terminates in a finite
time.

Proof: The proof of this lemma follows trivially from that of Lemmas 1 and 2. In
fact, by Lemma 2 we know that the tree created before the starting of the disseminating
phase spans all fault-free nodes. Also, using Lemma 1 and given that Iﬁ | < kg, it follows
that each fault-free mobile is adjacent to at least one fault-free neighbor, and that its state
is correctly diagnosed by at least one fault-free mobile. Given that mobiles are able to
verify whether they are leaves of the ST, it follows that all leaf mobiles should start the
dissemination phase at some point of time. Let u denote a leaf mobile. Mobile v triggers
the dissemination phase by sending a local diagnostic message to its parent in the ST. u’s
parent collects all its children local diagnostics, and transmits a unique diagnostic message
to the upper layer in the ST in a finite time. The initiator receives the local diagnoses of all
the nodes in a finite time. Finally, the initiator broadcast the complete diagnosis down the
tree, and it is received in finite time by any fault-free mobile. [

The following theorem states the correctness of our Dynamic-DSDP protocol and its
proof follows trivially from Lemmas 1-3. In fact, by Lemma 1 we showed that the fault-
free status of any mobile is known to at least one fault-free neighbor, that is, each fault-free
mobile knows a subset of the fault-free set. In Lemma 2, we proved that all these fault-free
mobiles are connected to each other via the ST and that no faulty mobile is part of this tree.
Finally, Lemma 3 showed that the mobiles can transmit their local diagnostic views up the
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tree to the initiator, which aggregates the global view and sends it back down the tree in a
finite time. Hence, at the end of the diagnosis session, all fault-free mobiles have a global
view of the fault status of the MANET.

Theorem 1. Given a o-diagnosable MANET with communication graph G = (V, L),
Dynamic-DSDP is correct and complete, i.e., the output of Dynamic-DSDP at each fault-
free mobile u satisfies F,, = F and FF,=V — F, where F is the set of all faulty mobiles
in the MANET, and F,, and F'F,, are, respectively, the sets of faulty and fault-free units

maintained by any fault-free mobile v at the end of the diagnosis session.

3.4.2 Communication complexity of the Dynamic-DSDP protocol

Let n and d,,,, denote, respectively, the total number of mobiles in the ¢-diagnosable
MANET and the maximum of the node degrees.

Theorem 2. The communication complexity of Dynamic-DSDP is O(no).

Proof: The number of 1-hop reliable broadcast messages that are exchanged during
a Dynamic-DSDP-based self-diagnosis session are summarized in the following Table (
Table 3.2). The total number of exchanged messages is n(c +4) — 1 < n(kg + 3) — 1.
That is, the communication complexity is O(nkq) ~ O(no). [

3.4.3 Time complexity of the Dynamic-DSDP protocol

Let G = (V, L) be the communication graph of the MANET. Let A and dgr denote,
respectively, the diameter of GG and the depth of the spanning tree used by the disseminating
phase. The time complexity will be expressed in terms of the following two bounds :

- Tyen: an upper bound to the elapsed time between the reception of the first diagnostic
message and the generation of the test request.

- Ty: an upper bound to the time needed to propagate a message.
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Message types

fMessages

Explanation

TESTMSG

RESPONSEMSG

STMSG

LOCALDIAGNOSTICMSG

GLOBALDIAGNOSTICMSG

n

n(a + 1) < nkg

n—1

n—1

All mobiles will generate at
most one test message

Each mobile responds to
exactly o 4 1 test messages and
0 <ka—1

The worst-case scenario occurs
when all mobiles are fault-free.
The initiator sends one STMSG
message and any other node
sends one

Each mobile, excluding the
initiator, sends one message

of this type

In the worst case scenario

the depth of the spanning tree
isn — 1. hence,n — 1

GLOBALDIAGNOSTICMSG messages

are needed to broadcast the
complete diagnosis down the tree

Table 3.2: Communication complexity of messages in Dynamic-DSDP
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The time required to complete a self-diagnosis session is composed of the time needed
to complete the testing and gathering phases, plus that required by the building phase, and
finally, plus the time needed to terminate the disseminating phase.

Lemma 4. The time complexity of the testing and gathering phases is AT gen, + Tout.

Proof: The last mobile to generate its test message will do so at most in T, since
the first diagnostic message was received. It follows that in at least AgTgep, all non-faulty
mobiles generate their test requests. Any fault-free mobile diagnoses at least one fault-free
neighbor in at most 7, time. Hence the testing and gathering phases requires at most
AT gen + Tous L

Lemma 5. The time complexity of the disseminating phase is dstT5 .

Proof: The disseminating phase starts at mobiles with no children, which have to
transmit their local diagnostic views to their parents. Once a parent collects all its children’s
local diagnostic views, it forwards the aggregated diagnostic views along with its own local
diagnostic view to its parent, and so on up the tree. In at most dg7 Ty , the initiator has
collected all diagnostic views and disseminates the global diagnostic view that reaches the
farthest mobile in at most ds7T . Hence, the disseminating phase requires 2ds7 T time to
complete. [

Lemma 6. The time complexity of the building phase is ds7Ts + Thy.

Proof: The construction of the ST starts once the initiator transmits the first STMSG
message. The reception of an STMSG message by a mobile triggers it to transmit its own
STMSG message. Thus, STMSG messages are propagated throughout the MANET. The
farthest mobile generates its STMSG message in at most dgrTy . The last mobiles to
generate this type of messages should wait for 7, before discovering that they are the
leaves of the tree and thus initiate the disseminating phase. It follows that the building
phase needs ds7T's + T,y time to complete. |

Theorem 3. The time complexity of Dynamic-DSDP is O(AgTgern + dstTs + Tout)-
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The proof of this theorem is trivial. In fact, Dynamic-DSDP comprises the testing
and gathering phases, the building phase and the disseminating phase. It follows that, by
Lemmas 4-6, it requires at most AT e, +3dsr Ty + 215, to complete a diagnosis session.

3.5 Simulation Results

In order to further characterize our protocol and measure its efficiency, we chose to conduct
an extensive set of simulations using the NS — 2 simulator. For simulation purposes we
generated a set of communication graphs GG, where nodes were randomly distributed, with
a known minimum common connectivity k¢ and the number of nodes ranging from 10 to
100. We then used a graph-connectivity measurement utility that was based on the algo-
rithm proposed in [16]. In both scenarios we used the same set of simulation parameters
for NS — 2; these are summarized in Table 3.4.

The performance of our protocol will be compared to Chessa and Santi’s work [8], which
we refer to as Static-DSDP.

Parameter Value
kG 4
Number of Nodes in Network 10- 100
Simulation Time 150s
Transmission Range 150m
Topology Size 500 x 500 m
Propagation Delay 25 us
Link Layer Queue Length 10000
Propagation Model TwoRayGround

Antenna Model OmniAntenna

Table 3.3: Simulations environment variables for Dynamic-DSDP
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3.5.1 Efficiency with regards to the number of packets

Here we subjected Dynamic-DSDP to an extensive set of simulations using the previously
generated set of graphs G, and a large, randomly generated, subset of all possible faulty
nodes ( for some MANETS, all possible faulty nodes ), such that the number of faulty nodes
did not exceed the bound ¢ for the graph to be diagnosable. The results we obtained are
illustrated in Fig. 3.5. We can see that the communication complexity of Dynamic-DSDP
is linear.

1000

800 |

600

400 +

Number of packets

200

1 1 1 )
0 20 40 60 80 100
Number of mobiles

Figure 3.5: Communication Complexity for Dynamic-DSDP

When exposing Static-DSDP to the same set of tests we obtained the results provided
in Fig. 3.6. This figure allows us to clearly see that the communication complexity of
Static-DSDP is of a higher order than that of Dynamic-DSDP. Communication complexity
is of significant importance in MANETS as the energy consumed by a mobile is directly
proportional to the amount of traffic it generates or receives. Thus, a reduction in the num-
ber of packets required to diagnose a given network would significantly extend its life-span.
These results show the energy efficiency of our protocol when compared to that of Chessa
and Santi [8].

The stark difference between the results obtained for both protocols can be directly
attributed to the upper bound placed on the maximum number of responses a node can
generate to the tests it receives in Dynamic-DSDP. In order to illustrate this further, we have
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Figure 3.6: Communication Complexity for Static-DSDP

provided Fig. 3.7, which compares the average number of response messages generated by
both protocols for all of the tested graphs. The use of a ST protocol by Dynamic-DSDP
as a means of data dissemination in a network is also a contributing factor to the reduction
in the number of overall packets needed to diagnose a given network. While the use of a
flooding protocol for data dissemination in Static-DSDP does reduce the time required to
diagnose a given network, communication efficiency should be given precedence over time
efficiency for the sake of energy conservation.

7000 T T T T

Static-DSDP —+—
Dynamic-DSDP ~~~x---

6000

5000 -

4000

3000 +

2000 +

Number of response messages

1000 |

Number of mobiles

Figure 3.7: Comparison Between Response Messages in Dynamic/Static-DSDP
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3.5.2 Efficiency with regards to the number of faults

In this simulation scenario, we sought to illustrate the time and communication efficiency
of Dynamic-DSDP as a function of the number of faults that occur in a given network.
We used one of the previously generated graphs, specifically the graph with 80 mobiles,
which has a connectivity of 30. We chose random sets of faulty mobiles in which the
number of faulty mobiles ranged from 2 to 28. The results of this configuration are shown
in Fig. 3.8 and Fig. 3.10, which illustrate both the time efficiency of Dynamic-DSDP and
communication efficiency as a function of the number of faults respectively. As expected,
the time required to diagnose the MANET increases on average, even though the order of
increase is relatively small (0.5 ms). The change in the average time required to diagnose
the network is a result of the change in the depth of the ST constructed to disseminate the
global view because the testing phase is not affected by the number of faults. This increase
in time complexity is counterbalanced by the decrease in the number of packets needed to
diagnose the MANET (Fig. 3.10).

0.035

0.03 |

0.025

0.02

0.015

Diagnosis Latency {seconds}

0.005 . L . L 1
0 5 10 15 20 25 30
Number of faults

Figure 3.8: Efficiency of Dynamic-DSDP with regards to time

As the tree depth changes as a result of an increase in the number of faulty nodes, so
does the number of packets required to disseminate the global view, which decreases as the
number of nodes participating in the ST decreases (faulty nodes do not participate in the
dissemination phase). This is illustrated in the results shown in Fig. 3.10.

When subjecting Static-DSDP to the same scenario, we obtained the results illustrated
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Figure 3.9: Efficiency of Static-DSDP with regards to time

in Figs. 3.9 and 3.11. Fig. 3.9 illustrates time efficiency and Fig. 3.11 illustrates commu-
nication efficiency. From Fig. 3.10 we can see that time efficiency is on average approxi-
mately the same for both Static/Dynamic-DSDP, but we also notice from Fig. 3.11 that the
average number of packets required to diagnose the network increases. This increase is due
to the change in the average number of packets, which, as in Dynamic-DSDP, is attributed
to the protocol used in disseminating the global view. However, we notice an increase in the
number of average packets required to disseminate the global view in Static-DSDP since it
is a flooding-based protocol.

The flooding itself is not the main reason for which the number of packets increases.
Rather, the way in which it is used allows the faulty nodes to participate in the disseminating
phase while being ignored by the rest of the fault-free mobiles, thereby increasing the
number of overall packets.

Finally, we conducted a set of simulations to illustrate the time and communication
scalability of both Static-DSDP and Dynamic-DSDP when considering large MANETS.
The results of these simulations are tabulated in Table 3.4. We can clearly see the effect
that the lower order of communication complexity has on the number of packets gener-
ated in large networks and the advantage that Dynamic-DSDP presents over Static-DSDP
with regards to communication complexity. Another observation that can be made from
these results is the time efficiency of Static-DSDP with regard to large networks, where it
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Figure 3.10: Efficiency of Dynamic-DSDP with regards to number of packets
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Figure 3.11: Efficiency of Static-DSDP with regards to no. of packets

outperforms Dynamic-DSDP in terms of time efficiency in an order of more than 40 ms.
If we put these results into context, we will find that since the proposed protocols will
be used in MANETS, which are known to be energy-limited, it would be preferable for a
proposed protocol to be communication-efficient. In other words, it would be better for it
to be energy-efficient as opposed to time-efficient, which is what Dynamic-DSDP tries to
achieve by limiting the number of overall response messages and using the ST protocol in
the dissemination phase of the protocol.
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3.5.3 Discussion and comparison with related work

We believe that the design of an efficient DSDP for MANETS should not exclude from
the design goals the reduction of the communication complexity, i.e. the number of ex-
changed messages. In fact, one drawback of Static-DSDP is the use of flooding, which
result in redundant broadcasts. These re-broadcasts can cause serious contention and colli-
sion problems, especially in resource-constrained (e.g., power, bandwidth) MANETS [31].
Moreover, a DSDP which exchanges a large number of messages can consume a relatively
large amount of energy (and also time) and may not be suitable in energy-constrained
MANETs.

Our DSDP uses a ST-based disseminating phase, where the ST is built during the
diagnosis session. This constitutes the first main difference between our work and that of
Chessa and Santi. As one can easily deduce from Table 3.4, the communication complexity
of Dynamic-DSDP largely outperforms that of the self-diagnosis algorithm developed by
Chessa and Santi. However, this improvement is counterbalanced by an increase in diagno-
sis latency. Nevertheless, we believe that Dynamic-DSDP will on the average outperform
Chessa and Santi’s algorithm.

No. mobiles Dynamic-DSDP Static-DSDP
No. Packets Latency (s) No. Packets Latency(s)
500 6066 0.1497 41241 0.0911
600 7260 0.1872 45923 0.0932
700 8468 0.1399 63572 0.0938

Table 3.4: Simulations results for large MANETS.

The second main difference between Dynamic-DSDP and Chessa and Santi’s DSDP
resides in the gathering phase. In [8], Chessa and Santi assumed that every mobile should
reply to any test request it receives. In Dynamic-DSDP, each mobile is required to respond
to exactly o + 1 test requests. This is feasible since we are dealing with o-diagnosable
MANETs. In fact, by replying to only o+1 neighbors and given that at most o neighbors
might be faulty simultaneously, the mobile should be able to inform at least one fault-
free neighbor about its status. Furthermore, the assumption concerning the existence of
an initiator mobile that will initiate the construction of the ST and on which is based the
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disseminating phase can be easily relaxed by asking o + 1 mobiles to start this step. Since
up to o mobiles can be faulty at the same time, it follows that the fault-free one will be
considered as the root of the ST. In the case that there is more than one fault-free node that
initiated the construction of the ST, only one node should be elected as the root of the ST.
This can be done by assuming that all mobile IDs are ordered and hence the mobile with
the smallest ID will be considered as the root of the ST. The design of such an approach is
beyond the scope of this paper and is a matter of ongoing research.



Chapter 4

An Adaptive Distributed Self-Diagnosis
Protocol for MANETS

In this chapter, we present Adaptive-DSDP a distributed self-diagnosis protocol (DSDP)
that solves the diagnosis problem in MANETS using an Adaptive spanning tree, which is
constructed at the beginning of the deployment of the MANET. Adaptive-DSDP is based
on the comparison approach and comprises four main phases: a self-maintenance phase, a
testing and gathering phase, a self-repairing of the spanning tree phase, and a dissemination
phase.

Upon deployment of the MANET a spanning tree is created, the spanning tree is main-
tained by continuing to dynamically adapt to the movement of the nodes so that the span-
ning tree is functional at the time of the diagnosis, this occurs during the self-maintenance
phase. During the testing phase, each mobile tests its neighbors by sending them a test task,
while during the gathering phase, each mobile collects its neighbors outputs and diagnoses
them either as faulty or fault-free by comparing these results. During the self-repairing of
the spanning tree phase, every node that finds itself disconnected from the spanning tree as
the result of an orphaned or faulty parent reconnects to the spanning tree through another
non-faulty node. Finally, during the last phase, i.e. the dissemination phase, all diagnostic
information throughout the network is disseminated in order to ensure that each mobile will
have a global view of the network status, i.e. each fault-free mobile correctly diagnoses the
state of all the mobiles in the system. The system, fault and diagnosis models we use in our
design and analysis of this protocol are the same as those presented in the previous chapter

39
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in sections 3.1 and 3.2.

The organization of this chapter is as follows: the Adaptive-DSDP itself is described
in Section 4.1. In Section 4.2, we analyze the time and communication complexities of our
diagnosis protocol and provide a proof of correctness. The results of our simulation of our
protocol is presented in section 4.3.

4.1 An Adaptive Distributed Self-Diagnosis Protocol

The adaptive distributed self-diagnosis protocol ( Adaptive-DSDP ) is called so because
it uses a spanning tree (ST) that is initially configured with the MANET, and that is then
adapted to any faulty situation that might affect any of its internal nodes. The ST is self-
maintained connected while the mobiles are moving, and it is used in order to disseminate
the local diagnosis views throughout the network.

The protocol proceeds in four phases: the self-maintaining phase, the testing and
gathering phase, the self repairing phase, and the disseminating phase. Initially, a pre-
configured ST is initialized with the MANET. In the following, each of these phases is
described.

4.1.1 Self-Maintenance of the Spanning Tree

As specified earlier we assume that there exists a tree that spans all mobiles in the MANET.
The ST can be constructed as described in section 3.3.3, or by using a more efficient proto-
col as described in [2]. A minimum ST would also be more appropriate in this case. Once
Configured, the ST should be maintained connected while the mobile are moving. That is,
when a parent migrates out of the transmission range of some of its children, then these
children should be reconnected to the ST. Or, when a child moves away from its parent, a
new parent should be reassigned to this mobile to keep it connected to the ST. In addition,
we assume that this tree is rooted at a node called the initiator, and that the nodes maintain
the set of their children in the ST.

In order to maintain a connected ST, mobiles should periodically check whether they
are still connected to the ST or not. If a mobile notices that it has lost its parent, caused
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either by the parent moving away from it or by the mobile itself migrating outside the
transmission range of its parent, then it should ask its neighbors to be reconnected to the
ST. That is, it seeks for a new parent connected to the ST. Furthermore, if a mobile notices
that the initiator is now in its transmission range, i.e., it is one of its neighbors, then it
should trigger the self maintenance procedure to reconnect itself to the initiator. This will
reduce the depth of the ST, and hence the latency, of the diagnosis, which can be defined as
the elapsed time between the inception and end of the diagnosis session. Another heuristic
that could be used also to reduce the tree’s depth is to let each node maintain its depth in
the tree in a variable. Once a mobile seeks for a new parent, neighbors that are connected
to the ST will respond by proposing their depths in the tree. The mobile will hence choose
as a new parent with the lowest depth.

Let Children, denote the children of mobile u in the ST at a given point in time.

Periodically, every mobile including the initiator, updates its knowledge about its children
using the formula: Children,, = Children, N N(u). That is children of mobile u can only
be a subset of its neighbors. Those that migrated out of its transmission range are no longer
its children.
The self-maintaining phase can be summarized by two main scenarios. The first one de-
scribes the behavior of a mobile that discovers that it can reach the initiator directly.
Whereas, the second scenario occurs when a mobile finds out that its parent is no longer in
its transmission range. In this case the mobile triggers the maintenance phase.

If the first scenario occurs, then the procedure CONNECTTOINITIATOR provided in
the following page is performed. When the mobile is reconnected to the ST, the variable
CONNECTEDTOST is re-initialized to TRUE. For a mobile u to declare the initiator as a
new parent, it needs first to inform its actual parent, if it is still in its transmission range,
about this change by transmitting a message of type REMOVECHILD. Second, it should
inform the initiator that from now on it is one of its children. This is accomplished by
sending an ADDCHILD message to the initiator. Note that the second message can be
piggybacked with the first one.

In the second scenario, the prOcedure RECONNECTTOST, presented in the next page,
is executed and triggers the self-maintaining phase. If a mobile discovers that it has lost its
parent (line 1), it sends a RECONNECT request if it has not done yet (line 2-4). The term «,
has no impact on this stage since F;, = 0, but will be useful during the self-repairing phase.
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Procedure CONNECTTOINITIATOR () {
// ConnectedToST: initially True. Set to False if

//mobile w discovers that it is not connected to the ST.

1. if ((initiator € N(u))AND(Parent # initiator)) {

2 _rb(< REMOVECHILD,u, Parenty >);
3 Parent, = initiator;
4. _rb(< ADDCHILD,u,initiator >);
5 ConnectedToST = TRUE);
}
}

During the self-maintaining phase the messages of type REMOVECHILD, ADDCHILD,
and RECONNECT are handled. A formal description of the self-maintenance phase is pro-
vided on the following page, and it describes the steps performed by the mobile u. Handling
REMOVECHILD and ADDCHILD are trivial, and need no more clarifications. However pro-
cessing messages of type RECONNECT needs to be clarified. Note that the terms «;(line
6), ae and as(line 8 and 14) have no impact since F,, = 0, and will be pertinent only for
the self repairing phase.

Procedure RECONNECTTOST () {

1. if (Parent, & N(u) —Fy) {

2. if (ConnectedToST == TRUE) {
3. ConnectedToST = FALSE;,
4, _rb(< RECONNECT,u >);

}

Recall that a RECONNECT message is sent once a mobile, say v, discovers that it is no
longer connected to the ST. in this case the mobile should seek a new neighbor, say u, that
is connected to the ST. When mobile u receives the RECONNECT message, two scenarios
might happen. In the first scenario, mobile v is not the parent of . In this case, if u is
connected to the ST, then it adopts v as a new child by transmitting a message of type
ADDPARENT (line 13). The second scenario occurs when the mobile u is the parent of v,
that is, both mobiles « and v have lost connection to the ST. In this case, mobile u needs
to find a new parent connected to the ST by forwarding the RECONNECT message to its
neighbors (line 11).
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Procedure SELFMAINTAININGPHASE () {
do {
1 Receive(msg); // received from mobile v € N(u)
2 case msg.Type of {
3. REMOVECHILD : // msg = < REMOVECHILD, v, Parent, >
4 if (u == Parenty)
Children, = Children, — {v};

5. ADDCHILD : // nsg = < ADDCHILD,v,w >
6. if (u == w) AND(v ¢ Fy))
———

Q1

Children, = Children, U {v};

7. RECONNECT : // nsg = < RECONNECT,v >
8. if (ConnectedT'oST == TRUE AND(v € F,))
Q2
9. if (Parent, == v) {
10. ConnectedT'oST = FALSE;,
11. _rb(< RECONNECT,u >);
} else
12. _rb(< ADDPARENT,u >);
13. ADDPARENT : // i.e. wmsg = < ADDPARENT,v >
14. if ((ConnectedToST == FALSE) AND(v € Fy,)) {
T/
15. ConnectedToST == FALSFE,
16. Parent, = v;
17. _rb(< ADDCHILD,u,v >, < ADDPARENT,u >);
}
}
}
}

Handling ADDPARENT messages requires also some explanation. First, note that mo-
bile u might receive many ADDPARENT messages from its neighbors. Only one parent is
selected in this case. Note also that nodes can include their depth in the ST with ADDPAR-
ENT messages. This will allow the receiver to select the parent with the lowest depth, hence
reducing the number of messages that will be exchanged during the diagnosis session. Once
a mobile has selected a parent it should inform him by transmitting an ADDCHILD mes-
sage (line 17). Also, it should inform its neighbors that it is now connected to the ST by
transmitting an ADDPARENT message (line 17). These two messages can be piggybacked.

Note that the execution of the self-maintaining phase terminates when a diagnosis
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session has been initiated, i.e., no mobile will ask to be reconnected to the ST if it finds
out that a diagnosis session has been initiated. In addition, some instructions, i.e., ag
(line 1 of procedure RECONNECTTOST), a1, e, and a3 ( lines 6,8, and 14 of procedure
SELFMAINTAININGPHASE ) have been added to this phase so that it can be transformed
easily into a self-repairing phase during a diagnosis session. During the self-maintaining
phase these instructions have no impact since ' = 0. However, once the testing and
gathering phases are completed, these instructions will guide the self-repairing phase by
selecting only those mobiles that are fault-free.

from now on, we will assume that using the self-maintenance procedure all mobiles
are maintained connected to the ST. That is, once a diagnosis session is initiated each
mobile knows its parent and its children in the ST. However, since mobiles forming the ST
might be faulty, it follows that the ST should be repaired once nodes discover during the
diagnosis phase that their parents or children are faulty. This step is accomplished during
the self-repairing phase that is described in Section 4.1.3.

4.1.2 Testing and Gathering Phases

Either periodically or once an altered behavior of the MANET is detected, a self-diagnosis
session is initiated by the testing phase. The triggering of the testing phase by mobile
u is done by sending a message of type TEST to its neighbors, i.e. it sends m, =<
TEST,i,T; > to each neighbor v € N(u). Any other mobile v upon receiving, for
the first time, a TEST or RESPONSE message from one of its neighbors, it performs the
following steps. first, it generates its own test request m, =< TEST, j,7; > if not done
yet, and transmits it to its own neighbors, i.e., N(v). Then it initiates a timer to Toy;.
If the received message is a test request 7; it replies by transmitting a response message
m, =< RESPONSE,u,t, R} > to all v’s neighbors. Second, it enters the gathering
phase.While in the gathering phase, a mobile collects response messages and diagnoses the
status of the senders as faulty or faulty-free based on their outputs, as described in the rule
R3 (3.2). Upon receiving a message of type TIMEOUT, a mobile terminates its gathering
phase, and diagnoses its neighbors, that did not reply to the test request within the bounded
limit, as faulty.

At the end of the gathering phase, each mobile knows about the fault status of all
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its neighbors. Hence, we need the disseminating phase during which the mobiles ex-
change their local diagnostics views, allowing each mobile to diagnose the state of the
whole MANET. In our Adaptive-DSDP, the dissemination phase is performed based on
the tree that spans all the fault-free mobiles. It follows that the ST maintained during the
self-maintaining phase should be repaired in order to exclude faulty mobiles.

4.1.3 Self-Repair of the Spanning Tree

Once the diagnosis session has been initiated and after performing the testing and gathering
phases, mobiles are able to check whether they are still connected to the ST via a fault-free
parent. In fact, at the end of the gathering phase each mobile u knows which neighbors are
fault-free and which are faulty, i.e., it maintains two sets: F;, the set of faulty neighbors and
F'F, the set of faulty-free ones. In Adaptive-DSDP, we assume that each mobile should
respond to all the test requests it receives. Hence, we are making sure that each mobile
knows about the fault status of its neighbors and especially its parent at the end of the
gathering phase. Thus, if a mobile finds out that its parent is faulty, it needs to initiate the
self-repairing phase during which a new fault-free parent is found and it replaces the faulty
one.

The self-repairing phase is triggered at the end of the gathering phase by running the
RECONNECTTOST procedure, and it is quite identical to the self-maintaining phase. In
fact, in the self-maintaining phase we connect mobiles that have lost their parents to new
ones. However, in the self repairing phase we reconnect mobiles that have faulty parents to
new fault-free ones. The unique difference is that in the self-repairing phase only fault-free
mobiles should intervene. It follows that once a diagnosis session is initiated, mobiles stop
maintaining the ST and start the testing and gathering phases. At the end of the gathering
phase, the self-maintaining phase is resumed, but since at this stage the mobiles know who
is faulty and who is not, it turns out to be a self repairing phase rather a self-maintaining
one. note that in our implementation g (line 1 of procedure RECONNECTTOST), a;,
a2, and as ( lines 6, 8, and 14 of procedure SELFMAINTAININGPHASE ) are the key
instructions since during the self-repairing phase F;, is nonempty, and hence, mobiles will
consider only replies transmitted by fault-free neighbors.

To reduce the diagnosis latency of the protocol we attach the local-diagnosis of the
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disconnected nodes to the RECONNECT message, so that all of its neighbors become aware
of its local diagnosis. This creates a sub broadcast domain within the spanning tree prior to
the repair of the spanning tree, which could allow the dissemination of redundant diagnosis
that would add to the communication complexity of the protocol. We resolve the added
communication complexity by comparing the local diagnosis received by a node to its own
and dropping it, if it is redundant.

4.1.4 Disseminating Phase

The disseminating phase starts when all connected leaves of the ST, i.e., nodes without
children, send their local diagnosis views to their parents, using a message of type Lo-
CALDIAGNOSTIC. Each parent u has to wait until it collects all its children’s diagnostics.
Once collected the parent combines all of them with its own local diagnostic into a unique
diagnostic message containing all the identities of all the faulty nodes adjacent to at least
one fault-free mobile in the sub-tree rooted at u. It then transmits the aggregated diagnostic
message to its parent in the ST, and so on. If a node receives a LOCALDIAGNOSTIC or a
RECONNECT message, after it has sent its own local diagnosis view to its parent, it will
forward it to its parent as long as the local diagnosis data in it isn’t redundant and adds to
its own.

The initiator collects all the local diagnostic, and it disseminates the final message
Minitiator =< GLOBALDIAGNOSTIC, Fipitiator, £ Finitiator > down the tree to all the fault-
free mobiles. At this stage, the distributed diagnosis session terminates, and each fault-free
node correctly diagnoses not only the state of all its neighbors, but also those of all mobiles
in the MANET.

4.2 Protocol analysis of Adaptive-DSDP

In the following, we prove the correctness of Adaptive-DSDP as a DSDP and then we
go on to analyze the communication and time complexities of Adaptive-DSDP. The total
number of 1-hop reliable broadcast exchanged during a self-diagnosis session refers to
the communication complexity. Whereas, the time between the start and the end of the
diagnosis session denotes the time complexity.
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4.2.1 Proof of correctness of the Adaptive-DSDP protocol

In this section, we will first prove that Adaptive-DSDP provides correct and complete di-
agnosis, i.e., each fault-free mobile correctly diagnoses, at the end of the diagnosis session,
the state of all mobiles in the o-diagnosable MANET. Then we will analyze its communi-
cation and time complexities. The correctness proof of Adaptive-DSDP can be done in four
main steps. First, we need to prove that the self-maintenance phase maintains a tree span-
ning all the mobiles, that is, before a diagnosis session starts the ST is already constructed.
Second, we need to show that the gathering phase satisfies the correct local diagnosis prop-
erty. Third, we have to show that the self-repairing phase terminates in a finite time and
that it repairs the ST, Finally, we have to prove that the disseminating phase terminates in a
finite time.

Lemma 7. (Self-Maintenance Correctness) Let G = (V, L) denote the communication
graph of a diagnosable MANET. If G is connected, then the self-maintaining phase main-
tains a tree that spans all mobiles in the MANET.

Proof: We can prove by induction that any disconnected node, say u, will be recon-
nected to the ST at a given point of time before the diagnosing phase starts. Let Ny(u) de-

note the set of mobiles given by: Ny(u) = N(u)and Nyy1(u) = U Ny(v) | = Na(u).
VENG(u)
Note that d is bounded for any graph. Let d denote this bound on d. It follows that for any

mobile u, U Ny(u) = V. Since the graph G is connected, it follows that for any neigh-

d=1...d
bor v of u, i.e., v € N(u), with u € Ny(initiator), either v € N (initiator), d < d,or

v € Ngy1(u). In addition, if u € Ny(initiator) then N(u) C U Ny (u).
d'<d
If a mobile  is in the neighborhood of the initiator, i.e., u € Ny(initiator) and given
that mobiles check periodically whether they are still connected to the ST, then » will run
the procedure CONNECTTOINITIATOR, and hence, will be reconnected to the ST in a finite
time.

Now assume that mobiles in N4 (initiator) reconnect to the ST in a bounded time and
lets show that any mobile in N4y 1(initiator) will be reconnected to the to the ST in a finite
time. Any mobile u € Ny (initiator) that discovers that its initial parent is no longer in its
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transmission range runs the procedure RECONNECTTOST. That is, it transmits a message
of type RECONNECT to every mobile v € N(u). If v € N(u)N Ng(initiator), then mobile
v will reply to u’s request with an ADDPARENT message, and hence reconnects u to the
ST. If however, v € N(u) — Ny(initiator), i.e., v € Nyi1(initiator), then v forwards
the RECONNECT message to its neighbors, and so on until it reaches a mobile w that is
connected to the ST, i.e., w € Ng<q(initiator). Note that since we are assuming that
the MANET is o-self-diagnosable, then in the worst case every mobile has at least one
fault-free neighbors from which it will be reconnected to the ST. [

The lemma 8 shows the correct local diagnosis that each mobile should satisfy.

Lemma 8. (Correct Local Diagnosis) Let v € V and N(u) denote u’s neighbors during
the diagnosis session. If u is fault-free, then at the end of the gathering phase mobile u will
correctly diagnose the state of all its neighbors N (u).

The proof of Lemma 8 follows logically from rules R1-R4 of the fixed topology com-
parison protocol ( see section 3.2 ). In fact, given that a fault-free mobile will generate a
test request at a given point of time ¢, then all its neighbors that replied using a response
message will be diagnosed either as faulty or fault-free depending on their test outputs, and
those neighbors that did not respond within the bounded timeout 7,,,; will be diagnosed as
faulty.

At this stage, we have to show now that the self-repairing phase terminates in a finite
time and that it repairs the ST.

Lemma 9. (Self-Repair Correctness) If G is connected, then the self-repairing phase ter-
minates in a finite time and repairs the ST, i.e, at the end of the self-repairing phase the ST
spans only all fault-free mobiles.

As stated earlier, the self-repairing phase is identical to the self-maintaining phase.
The main difference is that in the self-repairing phase only fault-free neighbors are consid-
ered'. Hence, the correctness proof of the self-repairing phase follows logically from that
of the self-maintaining phase, i.e., Lemma 7. Once repaired, the ST is used to dissemi-

1See ap, in line 1 of the procedure RECONNECTTOST, and a1, g and a3 in lines 6, 8, and 14 of the
procedure SELFMAINTAININGPHASE in Section 4.1.1
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nate the local diagnostic views as described in Section 4.1.4. The correctness proof of the
disseminating phase is given by Lemma 10.

Lemma 10. (Correct Dissemination) Let F be the set of faulty mobiles such that |ﬁ| <o.
If 8T is the spanning tree constructed at the end of the self-repairing phase, and if ST is
used to disseminate the local diagnostic views, then the dissemination phase terminates in
a finite time.

Proof: The proof follows logically from that of lemmas 7, 8, and 9. In fact, by
lemmas 7 and 9 we know that the tree initialized with the MANET spanning all fault-free
nodes. Given that the mobiles are able to verify whether they are leaves of the ST, it follows
that all leaf mobiles will start the disseminating phase at some point of time. Let u denote
a leaf mobile. Mobile u triggers the disseminating phase by sending a local diagnostic
message to its parent in the ST. w’s parent collects all its children’s local diagnostics, and
transmits a unique diagnostic message to the upper layer in the ST in a finite time. The
initiator receives the local diagnosis of all the nodes in a finite time. Finally, the initiator
broadcasts the complete diagnosis down the tree, which is received in finite time by any
fault-free mobile. |

Theorem 4 states the correctness of our Adaptive-DSDP and its proof follows from
lemmas 7, 8, 9, and 10. In fact, by Lemma 8 we showed that the fault-free status of any
mobile is known to all its fault-free neighbors. In lemmas 7 and 9, we proved that all fault-
free mobiles are connected to each other via the ST, and that no faulty mobile is part of this
tree. Finally, Lemma 10 shows that the mobiles can transmit their local diagnostic views
upward the tree to the initiator, which aggregates it to the global view and sends it back
downward the tree in a finite time. Hence, at the end of the diagnosis session all fault-free
mobiles have a global view of the fault status of the MANET.

Theorem 4. (Adaptive-DSDP Correctness) Adaptive-DSDP is correct and complete, i.e.,
the output of Adaptive-DSDP at each fault-free mobile u satisfies F,, = F, where F and
F, denote, respectively, the actual set of faulty mobiles in the MANET, and the set of faulty
mobiles output by Adaptive-DSDP.
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4.2.2 Communication complexity of the Adaptive-DSDP protocol

Let n and d,,,,, denote, respectively, the total number of mobiles and the maximum of the
node degrees.

Theorem 5. The communication complexity of Adaptive-DSDP is O(nd )-

Proof: Number of TEST messages = n, since all mobiles will generate at most one
test message. Number of RESPONSE messages = nd,,qz, given that each mobile responds to
all its neighbors test messages. In the worst-case mobiles have d ., neighbors. Number of
RECONNECT messages=n—2. Note that the worst-case 2 scenario occurs when n—2 nodes
discover that they have lost their parent. In this case, all of them will send this message.
Number of ADDPARENT and ADDCHILD messages = n — 2. First, note that these two
messages can be merged into a single message. The maximum number of such messages
occurs in the same worst-case scenario. Hence, the n — 2 mobiles disconnected from their
faulty parent will choose a new parent. Number of LOCALDIAGNOSTIC messages =n — 1.
Each mobile, excluding the initiator, sends one message of this type. Finally, number of
GLOBALDIAGNOSTIC messages = n — 1. In the worst-case scenario the depth of the tree
is n — 1. Hence, n — 1 messages are needed to broadcast the complete diagnosis down the
tree. It follows that the total number of messages exchanged is n.(d;.., + 5) — 6, hence, the
communication complexity is O(ndy,ez)- [

4.2.3 Time complexity of the Adaptive-DSDP protocol

Let G = (V, Lt) be the communication graph, and let Ag and dgT" denote, respectively,
the diameter of G and the depth of the spanning tree used by the disseminating phase. The
time complexity will be expressed in term of the following two bounds: T, is an upper
bound to the elapsed time between the reception of the first diagnostic message and the
generation of the test request, and 7’ is an upper bound to the time needed to propagate a
message.

2The worst-case scenario can be described as follows. Let u be a child of the inifiator, and assume that
all the remaining mobiles, i.e., n — 2, are children of u. Now, suppose that  is faulty. All v’s neighbors will
transmit a RECONNECT message for their neighbors asking to be reconnected to the spanning tree. That is,
n — 2 RECONNECT messages are sent in this case.
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Theorem 6. The time complexity of Adaptive-DSDP is O(AgTgen + (2dsr +n — 1)Ty +
Tout)-

Proof: The last mobile to generate its test message will do so at most in Ty, since
the first diagnostic message was received. Thus, in at least ATy, all non-faulty mobiles
generate their test requests. Any fault-free mobile diagnoses at least one fault-free neighbor
in at most Ty, time. Hence, the testing and gathering phases requires at most AgTgep, +
T,ut- The disseminating phase starts at mobiles with no children, which have to transmit
their local diagnostic views to their parents. Once a parent collects all its children’s local
diagnostic views, it forwards the aggregated diagnostic views, along with its own local
diagnostic view, to its parent, and so on up the tree. In at most dgrT}, the initiator has
collected all diagnostic views and disseminates the global diagnostic view that reaches the
farthest mobile in at most dgrT . Hence, the disseminating phase requires 2dgrT time to
complete. The time taken by the self-repairing phase is as follows. The worst-case scenario
occurs when the initiator has only one child, say u, and all the n — 2 remaining mobiles are
children of u. Also, assume that w is faulty and that the new spanning tree constructed by
the self-repairing phase is a tree of depth n—2. The mobile, say v, the closest to the initiator
will discover that its parent w is faulty, and will generate a RECONNECT message. This
message reaches the initiator after Ty time and triggers the transmission of an ADDPARENT
message. The message is then propagated to all the disconnected mobiles, and will reach
the farthest descendant in at most (n —2)T. Thus, the self-repairing phase requires at most
T¢ + (n — 2)T} time to reconnect all fault-free mobiles to the ST. The thesis follows by
observing that Adaptive-DSDP comprises the testing and gathering phases, a self-repairing
phase, and a disseminating phase. [

4.3 Simulation Results

As in the case with Dynamic-DSDP, we chose to conduct simulations of our proposed pro-
tocol to further characterize it and measure its efficiency. We conducted an extensive set of
simulations using the NS — 2 simulator. For simulation purposes we used the same set of
communication graphs we used in our simulation of Dynamic-DSDP, so the results could
be compared. The communication graphs GG, were made up of a number of randomly dis-
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Parameter Value
kG 4
Number of Nodes in Network 10 - 100
Simulation Time 150s
Transmission Range 150m
Topology Size 500 x 500 m
Propagation Delay 25 us
Link Layer Queue Length 10000
Propagation Model TwoRayGround
Antenna Model OmniAntenna

Table 4.1: Simulations environment variables for Adaptive-DSDP

tributed nodes, with a known minimum common connectivity k¢ and the number of nodes
ranging from 10 to 100. In both scenarios we used the same set of simulation parameters
for NS — 2; these are summarized in Table 4.1.

The performance of Adaptive-DSDP will be compared to that of both Static-DSDP, and the
Dynamic-DSDP protocol we proposed in the previous chapter.

4.3.1 Efficiency with regards to the number of packets

Here we subjected Adaptive-DSDP to an extensive set of simulations using the previously
generated set of graphs G, and a large, randomly generated, subset of all possible faulty
nodes ( for some MANETS, all possible faulty nodes ), such that the number of faulty nodes
did not exceed the bound o for the graph to be diagnosable. The results we obtained are
illustrated in Fig. 4.1.

If we compare the results in 4.1 to the previous results obtained from simulating both
Static-DSDP and Dynamic-DSDSP, as shown in 4.2, we notice that the communication
efficiency of Adaptive-DSDP is better than that of Static-DSDP; but not as good as that
of Dynamic-DSDP. This is because, as in Static-DSDP, Adaptive-DSDP requires that all
the nodes reply to all tests sent to them during the diagnosis stage; but unlike Static-DSDP
Adaptive-DSDP uses a pre-constructed spanning tree for the dissemination phase of the
protocol which gives it an edge over Static-DSDP.
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Figure 4.1: Communication Complexity for Adaptive-DSDP
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Figure 4.2: Comparison of Communication Complexity between Dynamic/Adaptive and Static
DSDP

Given the relationship between the communication complexity of a protocol and the
amount the energy consumed by a mobile, we can note that Adaptive-DSDP isn’t as energy
efficient as Dynamic-DSDP even though it is a more efficient alternative to Static-DSDP.
The placement of Adaptive-DSDP’s communication efficiency in between its two prede-
cessors is a direct result of its use of a hybrid local-diagnosis dissemination protocol, which
is neither a spanning tree ( if their are faults ) nor a simple flooding paradigm.
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4.3.2 Efficiency with regards to the number of faults

In this simulation scenario, we sought to illustrate the time and communication efficiency
of Adaptive-DSDP as a function of the number of faults that occur in a given network.
We used one of the previously generated graphs, specifically the graph with 80 mobiles,
which has a connectivity of 30. We chose random sets of faulty mobiles in which the
number of faulty mobiles ranged from 2 to 28. The results of this configuration are shown
in Fig. 4.3 and Fig. 4.5, which illustrate both the time efficiency of Adaptive-DSDP and
communication efficiency as a function of the number of faults respectively.
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Figure 4.3: Efficiency of Adaptive-DSDP with regards to time

As expected, the time required to diagnose the MANET doesn’t really change much as
it really is not dependent on the number of faults; but rather on the placement of the faults
in the spanning tree. Since the tree is constructed prior to the local diagnosis, any change
in the diagnosis time is affected not by the number of faults but more by the number of
orphaned nodes that result from a parent node becoming faulty. The delay resulting from
nodes becoming disconnected and orphaned is limited in itself by piggy backing the local
diagnosis of those orphaned nodes onto the RECONNNECTMSG they send to reconnect to
the spanning tree.
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When comparing the results obtained from this scenario, in Fig. 4.3, to those obtained
from subjecting Dynamic-DSDP to the same scenario, which are shown in Fig 3.8 we
notice that on average Adaptive-DSDP takes less time to diagnosis a given network.
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Figure 4.4: Comparison between the number of packets used in the Dissemination phase
of both Dynamic/Adpative - DSDP

This is because the spanning tree which is the basis for diagnosis dissemination in
both protocols is already constructed prior to the initiation of the diagnosis, when using
Adaptive-DSDP, this results in less packets and time being consumed in the disseminating
phase of the diagnosis, this comparison is illustrated in Fig. 4.4

As with the time efficiency of Adaptive-DSDP, its communication efficiency as a func-
tion of the number of faults isn’t dependant on the number of fault but rather on their place-
ment. This, again, is because the number of packets exchanged during the testing phase of
the diagnose of a network is fixed ( test and response messages ). The only difference is in
the number of packets required to diagnose a network, with different sets of faults, would
result from a difference in the number of packets required to reconnect the orphaned nodes
back to the spanning tree after they end their own local diagnosis. This gives us the results
illustrated in Fig. 4.5.
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Figure 4.5: Efficiency of Adaptive-DSDP with regards to number of packets

4.3.3 Discussion and comparison with related work

In this chapter, we presented a second DSDP, called Adaptive-DSDP, which uses a span-
ning tree that is pre-configured with the MANET and then repaired during the diagnosis
session. The communication complexities of our Adaptive-DSDP and that of Dynamic-
DSDP largely outperform that of static-DSDP ( see Table 4.2 ).

Algorithm Messages Diagnosis latency

Static-DSDP Nmae + (N + 1)  AcTyen + ATy + Tour
Dynamic-DSDP nkg +3n —1 AT gen + 3dsTTy + 2Ty
Adaptive-DSDP ’I’Ldmam +5n —6 AGTgen + (2dST +n— ].)Tf + Tout

Table 4.2: Comparison of time and communication complexities of relevant DSDPs

However, this improvement is counterbalanced by an increase in the order of the di-
agnosis latency. Nevertheless, we believe that both Dynamic-DSDP and Adaptive-DSDP
will on the average outperform Static-DSDP. Moreover, our Adaptive-DSDP will perform
better than both. Note that in the worst-case the depth of the spanning tree is n — 1, i.e.,
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dsr = n— 1, and hence, both Dynamic-DSDP and Adaptive-DSDP provide the same time
complexity in this case. However, in other cases Adaptive-DSDP is expected to perform
better since the repairing of the spanning tree will take less time than building a new one.



Chapter 5

Conclusion and Future Work

In our work we present two distributed self-diagnosis protocols ( DSDPs ). Our focus was
on the improvement of the communication efficiency and time-efficiency of the diagnosis
( fault detection ) protocols, which inevitably improve the protocols power efficiency and
compliance with both the diagnosis and Ad-hoc system model.

In this chapter, we will summarize our contributions to the field of fault detection in
MANET: and outline the possible directions for future research.

5.1 Summary of our Contributions

The purpose of DSDPs, is to allow all fault-free mobiles to identify the fault status of all
the mobiles in its MANET within a bounded time. In this thesis we presented two DSDPs,
both of which use the comparison approach in the diagnosis of their neighbors and depend
on a form of spanning tree in the dissemination of their local diagnosis, below is a summary
of the features of both protocols.

(a) Dynamic-DSDP :

In Dynamic-DSDP the mobiles use the comparison approach in diagnosing their
neighbors, while only replying to ¢ + 1 test requests, this significantly reduces the
communication complexity of the protocol. After all the mobiles complete their lo-
cal diagnosis the initiator proceeds to create the spanning tree, which is subsequently

58
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used to collect the local diagnosis from the mobiles and then disseminate the global
diagnosis back to them. The use of the spanning tree does help in the improvement
of the communication complexity of the Dynamic-DSDP; but its construction during
the diagnosis phase increases the latency of the diagnosis, which is a drawback we
addressed in Adaptive-DSDP at the expense of the communication complexity.

(b) Adaptive-DSDP :

As in Dynamic-DSDP, Adaptive-DSDP uses the comparison approach in diagnosing
the mobiles; but in Adaptive-DSDP the spanning tree is created at the beginning of
the deployment of the MANET and the tree structure adapts dynamically to accom-
modate the movements of the mobiles. After the mobiles end their local diagnosis
they check if they have become disconnected, as a result of a faulty or orphaned
parent, before proceeding to send their local diagnosis to the initiator.

If a mobile node realizes that it is disconnected from the spanning tree after its local
diagnosis it needs to know the fault-status of all its neighboring nodes in order to be
able to reconnect to the spanning tree through a non-faulty mobile. This means that
all mobiles have to reply to all the tests sent to them, which increases the commu-
nication complexity of Adaptive-DSDP, but still guarantees an improved diagnosis
latency.

5.2 Further work

In our future research, we would be interested in investigating dynamic fault identification
solutions that will be able to tolerate the occurrence of faults during the diagnosis session.
We are also interested in investigating a self-diagnosis protocol that would be more ap-
propriate for wireless sensor networks, which can only be achieved by further reducing the
communication overhead of the DSDP’s. Another area of interest would the use of our pro-
tocols in non-deterministic diagnosis of MANET models, which could allow us to improve
their efficiency.
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