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Preface

Elizabeth Dubois and Florian Martin-Bariteau

I n 2017, we brought together academics, policy-makers, and tech-
nologists for the Connected Canada conference at the University 

of Ottawa. We wanted to generate discussion and build a network 
of people interested in mobilizing research about what it means 
to be a citizen in a connected Canada and how we, as researchers, 
policy-makers, and members of civil society, can overcome gaps in 
data that limit our understandings of the impacts of digital tools 
on civic life. 

In 2018, we published Canadians in a Digital Context: A Research 
Agenda for a Connected Canada, a knowledge synthesis report present-
ing the perspectives of participants in order to facilitate discussion 
and collaboration, and to propose a collaborative research agenda. 
In the next days, we reached out to some of Canada’s pre-eminent 
leading and emergent voices with the idea of an edited collection 
expanding on some of the noted issues through short policy papers, 
informed by evidence-based research.

In this collection you will find a range of policy-oriented pieces 
that tackle some of the most pressing research and policy gaps we 
identified over the past few years of work on the Connected Canada 
Initiative. This collection has been made possible thanks to the sup-
port of many—from academia, government, and civil society—as 
well as the University of Ottawa Press. This multi-year project will 
continue beyond this book, and we wish to thank several people 
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and organizations without whom none of these efforts would have 
been possible.

*

The Connected Canada conversations, from the conference to the 
report and this edited collection, were possible thanks to a Canada 
150 Connection grant from the Social Sciences and Humanities 
Research Council of Canada (SSHRC). We also received additional 
financial support for the conference from the University of Ottawa—
namely the Office of the Vice-President, Research; and the Office 
of the Vice-Dean, Research, at the Faculty of Arts—as well as from 
Elections Canada, the Public Policy Forum, Fulbright Canada, and 
the National NewsMedia Council of Canada. The Black Arcs, Home 
of the Creative Minds, and iVote-jeVote were also key supporters of 
the event. The publication of the edited collection has been made 
possible in part thanks to the Fund for Law, Risks and the Internet 
at the University of Ottawa Centre for Law, Technology and Society.

This collection would not have been possible without the 
involvement of many collaborators, and we wish to express our 
sincere gratitude to them. First and foremost, our profound thanks 
go to Ellie Marshall. Ellie and Elizabeth first hatched the idea for 
Connected Canada over a conversation in a coffee shop. They were 
frustrated by a lack of publicly available data about how Canadians 
use the Internet. Ellie and Elizabeth observed and participated in 
conversations about how to develop policy related to the Internet that 
were based on limited data or data from studies in the United States 
or the United Kingdom. They knew the response to these challenges 
would require a range of stakeholders and decided a conference 
bringing a diverse array of people together was the ideal first step. 
For their help in that crucial first step, we wish to offer a special 
thanks to Megan Beretta, Céleste Côté, Sara Minaeian, and Caitlin 
Myles, who all joined the crazy adventure at its inception, as well 
as Jon Penney, Alfred Hermida, Amanda Clarke, and Kent Aitken 
who led some of the initial breakout sessions at the conference. We 
are also indebted to the Ottawa Civic Tech community. Many of our 
conference planning sessions happened at Tuesday night meet-ups 
which shaped how we thought about which problems were most 
crucial to tackle, and who we most needed in the room. We would 
like to thank the many other colleagues, collaborators, members of 
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civil society, and policy-makers who got involved and supported 
the creation of this conversation. We would like to thank the par-
ticipants, experts, and volunteers who took part in the Connected 
Canada conference. We are also grateful to Catherine Ouellette and 
Chris Casimiro for their research assistance in the preparation of this 
collection. Thanks also to Jasmine Law, Eryn Heidel, and Véronique 
Poulin who provided assistance for the copy editing of this collection. 
Crucially, we are extremely grateful to Guillermo Renna who was 
immensely supportive in the final stages of the collection, notably 
through research and copy editing. Thanks are due to the authors of 
the chapters included in this edited collection, as well as the numer-
ous anonymous peer reviewers, each of whom spent part of their 
summer to assess, comment on, and improve these chapters. We also 
thank the two anonymous experts who reviewed the collection itself. 
Finally, we wish to thank the team at the University of Ottawa Press 
who agreed to consider this unusual book for publication in their 
collection under an open access licence, and for the work of their 
editorial team on the manuscript.





INTRODUC TION

Citizenship in a Connected Canada

Elizabeth Dubois and Florian Martin-Bariteau

Citizenship has become digital. 
In 2020, all experiences and expressions of civic and political 

life in Canada are impacted by digital technologies in some way. 
Whether they use a mobile app to listen to a news podcast, log in to 
their online banking profile, order food online, or connect through 
social media with co-workers, friends, or family, most people’s lives 
are necessarily digital to some degree. Even for those who choose not 
to use digital technologies in their daily lives and for those who do 
not have the needed access, resources, or skills to employ these tools, 
governments and other institutions make use of digital technologies 
in ways that impact everyone. For example, even unconnected citi-
zens are impacted by automated decision-making in government—
from benefit assessment to the justice system—and by corporate 
actors—from financial offers to traffic management. 

We could argue that citizenship has been digital for decades. 
Yet many different actors in society—civil society groups, govern-
ments, journalism organizations—, and legal systems struggle to 
keep up with shifting the ways in which individuals might enact 
their citizenship, with the impacts of increased use of digital tools, 
and with questions about what is technically possible and ethically 
advisable. This book outlines some of the ways in which civil society, 
governments, and legal systems are being challenged by an evolving 
digital context to rethink their relationships with citizens. Informed 
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by academic literature and empirical research, this collection of 
policy-focused essays puts forward a research and policy agenda 
providing recommendations for next steps both within and outside 
of academia. The aim is to help develop better policies, tools, and 
research. In order to do so, we need to understand how individuals 
enact their citizenship in digital contexts. Reflection on the uses of 
technology by citizens and their preferences about how technologies 
and digital data could or should be used is important for developing 
relevant responses in a digital context. While the digital context is 
not entirely new, it is sometimes overlooked.

Furthermore, as technology advances and as our use of technolo-
gies matures, the way we citizens are impacted by those technologies 
evolves. For example, at one time the “digital divide” conversation 
centred on who had Internet access and who did not (Paré, 2005). This 
was the primary concern for anyone trying to assess the most impor-
tant policy issues related to digital technology. Indeed, a connected 
Canada certainly requires better broadband and connectivity policies 
(Clement et al., 2012) to minimize a digital divide related to access and 
to ensure equal and equitable opportunities for enacting citizenship. 
Particularly in remote and rural parts of Canada, there continue to 
be individuals with limited or no Internet access (Canadian Internet 
Registration Authority [CIRA], 2020) who typically pay higher rates 
than those in urban centres (Waterhouse, 2019). However, the prob-
lems at hand have become more complex than connectivity alone: 
skill, experience, social treatment, and many other factors must 
also be considered when we think about who is digitally enabled 
and who is digitally excluded (Paré, 2005; Quan-Haase et al., 2018; 
Robinson et al., 2015). As a host of new kinds of digital tools enter 
the arena—ranging from mobile apps to the Internet of Things and 
smart cities—many actors are faced with new digital contexts which 
require new skills and approaches. These technological advances, 
and the resulting changes as we incorporate them into our lives, have 
meaningful effects on our relationships with each other, with societal 
institutions such as government and journalism, and with the law 
and its frameworks.

Consequently, these changes have sparked both optimism and 
fear about what is next for Canadian society and how citizens will 
be impacted. A digital context provides the potential for innova-
tive engagement of citizens in their political systems (Matheus et 
al., 2010; Haro-de-Rosario et al., 2018) as well as the potential for 
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disinformation (Faris et al., 2017), election interference (Goldman et 
al., 2020), and an amplification of existing injustices (Powell et al., 
2018). Similarly, unchecked development in artificial intelligence, 
while offering possible benefits, also raises significant challenges, 
such as creating uncertainty surrounding the future of work (Loewen 
& Stevens, 2019) causing shifts in power, and building new struc-
tures outside the control of existing and understood governance 
and accountability frameworks (Millar et al., 2018). This list could 
continue for many pages, but ultimately each opportunity or chal-
lenge offered in a digital context requires us to understand both 
how digital technologies are currently impacting civic life and how 
people feel about the various ways in which these tools are used by 
different actors in society. 

Historically, technology and policy developments have 
responded unevenly to the needs of individuals and have excluded 
people and groups such as linguistic minorities, LGBTQ2S+, those 
who are differently abled, and Indigenous Peoples. But for our society 
to thrive in its digital context, technology and policy developments 
need to be intentionally inclusive and must recognize a need for 
decolonization and reconciliation, which call for new perspectives 
and policy frameworks. From a base understanding of the experi-
ences lived by people in Canada, we can develop better policies 
and make better decisions about whether and how to regulate new 
technologies as they emerge.

Taken together, the chapters in this collection advance the argu-
ment that we need to understand how to work toward a connected 
Canada that maximizes equitable access to information and com-
munication technologies, and boosts digital literacy and skills. We 
must be cognizant of the need to mitigate risks and take advantage of 
persistent and pervasive connectivity in a society that is increasingly 
impacted by digital tools. In order to do this, various actors within 
society must come together to grapple with the difficult questions 
related to Canada’s digital future. Multi-stakeholder approaches have 
been leveraged in many fields and have been called for by stake-
holders within digital policy development (e.g., Buell, 2019). Multi-
stakeholder initiatives have been identified as the best approach to 
discuss and address the complex issues that implicate a wide range 
of actors and to ensure better representation of the different layers 
of society (Dentoni et al., 2018). Indeed in 2013, discussing the future 
role of civil society, the World Economic Forum called for such an 
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approach, to build resilient societies with civil society, academia, 
industry, and government working together across their usual silos 
to take issues outside of their organizational boundaries. 

This edited collection continues a unique conversation which 
stemmed from the Connected Canada initiative, launched in 2017, 
which embraces the ethos of this multi-stakeholder approach. We 
bring together scholars, activists, policy-makers, and businesses to 
build consensus around what a digitally connected society means 
for Canada. Ultimately, we aim to better understand both what it 
means to be a citizen in Canada in a digital context as well as the 
implications of such citizenship on policy-making in a digital con-
text. Our aim in this collection is to extend and expand upon the 
research agenda we outlined in the Canadians in a Digital Context 
report (Dubois & Martin-Bariteau, 2018).

Defining Citizenship in a Digital Context

As we have previously articulated,1 for us, “citizenship” describes 
the civic experience of individuals. In this collection, we focus spe-
cifically on those living within Canada. We intentionally take this 
broad definition in contrast to more narrow ones based on legal 
requirements of citizenship, which can be exclusionary. Defining 
citizenship in this way requires us to consider the various ways in 
which individuals enact their citizenship. Such civic experiences can 
include various acts from requesting government services, to sub-
mitting taxes online, to signing petitions. It also includes digitally 
mediated relationships between societal actors such as journalists 
reporting public opinion, data being collected to prioritize govern-
ment resource deployment, or political parties targeting messages 
to potential supporters. In these and many other ways, citizenship 
is experienced with and through digital contexts.

Definitions of citizenship vary across sectors and disciplines, 
and have evolved over time, but core commonalities can guide our 
understanding of who is a citizen and what enacting citizenship 
looks like. From a legal perspective, citizenship is bound by recogni-
tion from a given nation-state: “The notion of citizenship provides 
people living in these nation-states with certain civil, social, political, 
and economic rights and responsibilities” (Choi, 2016, p. 3). Marshall 
(1964) describes elements of citizenship: civil (such as freedoms and 
rights), political (such as the ability to exercise power over elected 
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officials and voting) and social (such as civic culture and national 
heritage). These are widely accepted as a base framework for under-
standing citizenship (Banks, 2008). Meanwhile, democratic politi-
cal philosophers argue that citizens play a crucial role in selecting 
representatives through elections, suggesting that citizens must 
be, to varying extents, informed about their political system, the 
decisions of political leaders, and current affairs (Delli Carpini, 
2000; Strömbäck, 2005). From this perspective, citizenship involves 
not only participating in procedural aspects of democracy but also 
being part of information systems and communities. However, legal 
definitions of citizenship may then break down because one can 
participate in and contribute to those systems and communities 
without legally being a citizen of a given nation-state. As such, legal 
conceptualizations of citizenship can be exclusionary, and the lines 
of exclusion too often fall along differences in language, religion, 
ethnic, or cultural groups. 

Conversely, citizenship might be more usefully considered in 
terms of identity and belonging to a community (Banks, 2008). While 
there are various conceptualizations of “cultural” citizenship (Choi, 
2016, pp. 4–5), these approaches all tend to define citizenship in terms 
of a sense of community and the construction of identity developed 
through shared experience and common aspirations and purpose, 
which are often outside legal bounds. In the Canadian context, this 
is particularly relevant given the many nations found within the 
geographic bounds of Canada. 

Culture-based understandings of citizenship are even more 
relevant when discussing digital contexts, since these often extend 
beyond national borders and governments (Barlow, 1996). Overall, 
they allow for more fluidity in understanding who counts as a citizen 
within a specific context because belonging and community shift 
as those involved grow and change, and as social norms evolve. 
Ultimately, definitions of citizenship are necessarily fluid. Different 
perspectives on citizenship are therefore useful, depending on the 
contexts in which those definitions are employed or discussed. That 
notion of the context in which citizenship is enacted is most interest-
ing for the present collection—in particular, digital contexts.

Scholarship often distinguishes experiences of online and 
offline citizenships, conceptualizing digital citizenship as distinct from 
traditional (offline) citizenship. Some have conceptualized digital 
citizenship in terms of behavioural norms online (Ribble et al., 2004) 
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or in terms of frequency of and competence with technology use 
(Mossberger et al., 2008). Others focus on identifying digital versions 
of analog acts of citizenship in order to expand our understanding 
of what constitutes such an act (Bennett et al., 2011). Digital citizen-
ship as delineated by the Council of Europe (2018) is construed as 
any online participation (Greffet & Wojcik, 2014). Hintz, Dencik, and 
Wahl-Jorgensen suggest commonalities across definitions of digital 
citizenship: “In most iterations it tries to understand the relation 
between the digital and the political, and thus the role of the digital 
subject as a political subject” (Hintz et al., 2019, p. 20). They argue, 
commenting on the role of government and business in capitalist 
systems, that “digital citizenship thus denotes our roles, positions 
and activities in a society that is organized through digital technolo-
gies” (Hintz et al., 2019, p. 144).

Problematically, many definitions of digital citizenship require 
active and intentional use of digital technology by individuals. 
Research into digital divides has shown that individuals may choose 
to not use digital tools for various reasons, may not have access to 
the Internet, or may not have the skills required to make use of the 
digital tools available to them (Helsper & Reisdorf, 2017; Bertot, 2003; 
Hadziristic, 2017; Paré, 2005). However, this does not mean that their 
experience of citizenship is not digital. Regardless of individual citi-
zens’ digital activity, policies and laws are developed about digital 
data, privacy, and other issues; data about individuals are collected 
and used by governments; and political information is almost always 
shared digitally at some point in the information system. 

Given that our lives have become unavoidably impacted by 
digital technologies, we endeavour to examine citizenship in a digital 
context, rather than digital citizenship. This slight change in phras-
ing may seem pedantic but it draws necessary attention to the fact 
that, in this collection, we wish to focus on a digital context which 
is continually evolving. Indeed, we suggest that it is most useful for 
policy-makers, civil society groups, and researchers to think about 
the ways citizenship is enacted in increasingly digital contexts. The 
aim is not to think of an entirely new form of digital citizenship—as 
if it is something distinct from an offline citizenship—but instead 
to reconcile both online and offline experiences and to think about 
the ways in which individuals enact their citizenship in evolving 
digital contexts. 
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Of course, digital contexts have existed for many years, and 
what we propose is not new. However, the COVID-19 pandemic has 
underscored the many ways in which our lives are indeed unavoid-
ably digital and has intensified dependence on digital tools. Due to 
the COVID-19 outbreak, governments, corporations, and communities 
all over the world shut down physical spaces almost overnight and 
shifted to a new online reality compatible with physical distancing. 
Responding to the pandemic has prompted increased digitaliza-
tion of political institutions, and even of the justice system; yet the 
quick shift has left out a growing number of citizens. From privacy 
to access to news media to connectivity issues, the road is long for 
vulnerable people to be part of the digital conversation (Ranchordas, 
2020; Bailey et al., 2020).

Now, more than ever, is an important moment to reflect on the 
ways in which our understandings of both citizenship and digital 
contexts are shifting, and the challenge this raises for building an 
inclusive society. Governments, journalism organizations, law- and 
policy-makers, and other actors are routinely faced with pressures to 
innovate in their uses of technologies and to respond to others mak-
ing use of digital tools in new ways. Without continued reflection on 
these practices, it is possible to lose track of the state of the digital 
context and the needs of the citizens who act within it.

Exploring Citizenship in a Digital Context in Canada

Individuals have been enacting their citizenship in digital contexts 
for decades, but “there has been a remarkably limited discussion, 
let alone theorization, of the relationship between citizens and the 
Internet” (Isin & Ruppert, 2015, p. 6). In Canada, there is a lack of 
information about how Canadians interact with the Internet and 
related technologies and how they enact their citizenship digitally. 
For instance, we do not yet know how Canadians feel about the use of 
their digital data for digital government service delivery; in political 
and news information systems, which are increasingly online first 
(Hermida et al., 2012); or in the development of new laws and poli-
cies. However, the majority of Canadian adults are uncomfortable 
with governments, journalists, and political parties (among others) 
making use of even publicly available social media data (Gruzd et al., 
2018). Similarly, if the forceful response by Canadians to the attempt 
by Statistics Canada to collect personal banking information in 
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2018 suggests that Canadians feel strongly about the ways in which 
governments collect and use their data (Gilmore, 2019; Press, 2018; 
Russell, 2018). In order for societal actors, such as civil society groups, 
governments, and journalism organizations, and legal systems to 
respond to the needs of Canadians in a digital context, we need criti-
cal reflection on the gaps in our knowledge and how to fill those gaps.

Given the dearth of knowledge, researchers in Canada often turn 
to studies about the United States and the United Kingdom because of 
shared language or similarities in culture or political systems. In these 
countries, large-scale surveys examine the impact of digital technology 
on many aspects of daily life. For example, the Pew Research Center 
in the United States maintains an extensive Internet and Technology 
program,2 and the Oxford Internet Surveys run regular nationally 
representative surveys in the United Kingdom.3 While similarities 
between the three do exist, Canada is unique in important ways. For 
example, while Silicon Valley in the United States is home to many 
major technology companies, very few have headquarters north of 
the border. Canada is a relatively small player in terms of audience 
size and potential profit for most large technology companies, which 
limits Canada’s regulatory bargaining power (Centre for International 
Governance Innovation, 2018; Dubois et al., 2019). Furthermore, the 
way Canadians are likely to use digital tools may be quite different, 
given how geographically dispersed the population is and how limited 
broadband access continues to be in rural and northern communities 
(Broadcasting and Telecommunications Legislative Review, 2020; 
CIRA, 2020; House of Commons Standing Committee on Industry, 
Science and Technology, 2018). 

Responding to this lack of information about the experiences of 
Canadians, in 2017 we launched Connected Canada/Canada Connecté. 
This pan-Canadian, multi-stakeholder, and interdisciplinary initiative 
aims to foster a conversation about citizenship in a digital context, with 
a focus on policy and, more importantly, on Canada. Up until that 
point, pockets of robust civil society and government departments, as 
well as researchers at universities and think tanks across the country, 
had dedicated themselves to help solve problems and develop strong 
policies that would be responsive to the needs of Canadians and 
Canada in a digital context. Yet there was little collaboration across 
these groups, data about citizens’ Internet use and preferences related 
to digital technology were limited or proprietary, and policy-makers 
often struggled to understand the needs of citizens in a digital context.
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Through the Connected Canada initiative, we aim to draw 
together and facilitate a network of people and organizations inter-
ested in understanding citizenship in a digital context. Our goal is 
to work together to develop a research and policy agenda. We set 
out to answer questions such as: What research and what methods 
of inquiry have been the most successful at creating positive change? 
What do we need to know about Canadians to encourage the use of 
new digital tools, ranging from social media to digital government 
services? What aspects of digital life are we forgetting about in our 
research and policy-making? How can we, as academics, policy-
makers, or members of civil society work together to create stronger 
digital policies in Canada? 

On October 13 and 14, 2017, we hosted the Connected Canada 
inaugural conference at the University of Ottawa, bringing together 
150 academics, policy-makers, and technologists around the common 
goal of mobilizing research into what it means to be a citizen in a 
digital context in Canada and how we, as researchers and activists, 
can overcome the existing gaps in data that limit our current under-
standing. Using the above questions as a springboard, participants 
at the Connected Canada conference dove deep into our existing 
knowledge and our knowledge gaps related to Canadians’ Internet 
use, comfort levels, and needs. Throughout the event, we heard many 
suggestions for expanding research, which we presented in Canadians 
in a Digital Context: A Research Agenda for a Connected Canada (Dubois 
& Martin-Bariteau, 2018). 

Conference activities began with an expert’s meeting to dis-
cuss the institutional barriers to sharing data about how Canadians 
use the Internet to engage in their communities and enable their 
citizenship. Next, we organized the wider conversation around four 
streams: Digital Rights, Government Service Design, News and 
Media, and Citizen Engagement. As part of the Digital Rights stream, 
participants discussed how to design coherent legal frameworks to 
protect citizens’ rights in a digital context. They identified several 
challenges constant connectivity poses for citizens. The conversation 
notably focused on the role, responsibilities, and obligations of digital 
platforms, and concerns regarding consent to terms and conditions, 
especially with respect to privacy.

Through the Government Service Design discussions, partici-
pants exchanged ideas about how to help governments identify risks 
in deploying new digital services and the importance of learning 
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from our mistakes. Participants made it clear that we need to create 
resources to help all levels of government choose between digital and 
analog service delivery, in recognition of the present limits of digital 
connectivity, as well as to promote an “Open by Design” approach 
to data, services, and the governance of both. 

Within the News and Media Literacy stream, participants 
discussed the ways in which citizens access, understand, and share 
information about current affairs and their political system. The 
conversation highlighted a concern that there is a sense of disconnec-
tion between Canadian readers and news content. Many participants 
also expressed concern over disinformation and misinformation, as 
well as an interest in creating a culture that guards against over-
regulation in order to future-proof Canadian news media against 
government interference. 

Finally, with respect to Citizen Engagement, participants dis-
cussed the importance of institutional bridge building and of creating 
strong methods for measuring citizen engagement. The conversa-
tion highlighted the need to use existing knowledge about who is 
excluded from digital technologies to create concrete actions aimed 
to connect all Canadians. Discussants noted that to develop best 
practices, we need to better understand how online influencers as 
well as lobbyists shape government outreach and policies.

Our vision for the conference came from concern about a lack of 
data about Canadians’ Internet use, preferences, and comfort levels. 
Indeed, when we began our work in 2017, there had been no detailed 
surveys about Internet use conducted by Statistics Canada since 2012. 
A report on the future of news and democracy commissioned by the 
Government of Canada also found there was such a lack of Canadian 
data, and one of the report’s 12 recommendations was to establish a 
research institute dedicated to the topic (Public Policy Forum, 2017). 
However, we learned that some more recent data exists, but this is 
siloed and inaccessible to most researchers because of institutional 
and communication barriers. Despite this lack of consistent data, our 
motivated and active governments at all levels, civil society groups, 
and private sector actors are working to develop new tools and prac-
tices. Since then, on October 29, 2019, Statistics Canada published a 
long-awaited update of the Canadian Internet Use Survey (Statistics 
Canada, 2019). While a helpful addition which provides some much-
needed data, the limited scope of the survey, an inability to compare 
year to year, and uncertainty about the next update have confirmed 
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for us that more coordinated, regular, and comprehensive studies on 
Canadians’ Internet use are needed. 

The conference also confirmed that academia, civil society, 
and government were ready to work together but were lacking a 
Canadian space for such a conversation. Since then, we continued 
the conversation with participants and reached out to some of the 
missing voices from our conference.

Building on the Canadians in a Digital Context research agenda 
(Dubois & Martin-Bariteau, 2018), we invited some of Canada’s pre-
eminent leading and emergent voices—from academia, government, 
and civil society—to expand on some of the most urgent policy 
issues through short policy papers, informed by evidence-based 
research. We have organized this collection of policy-oriented essays 
around three building blocks for a comprehensive digital policy for a 
Connected Canada, reflected in this book’s divisions. Part 1 examines 
the current landscape of digital civic participation, and notes some of 
the missing voices which are required to ensure an inclusive digital 
society. In Part 2, experts reflect on relationships between citizens 
and their political and democratic institutions, from government ser-
vice delivery to academic and citizen engagement in policy-making. 
Finally, in Part 3, experts address key legal frameworks that need to 
be discussed and redesigned to allow for the building of an inclusive 
society and the strengthening of our democratic institutions. 

These three components are important building blocks for 
digital policy in Canada, but they certainly do not represent an all-
encompassing examination of all the ways in which citizenship is 
being enacted in a digital context. In selecting these areas of focus, 
and the chapters which make them up, we aim to spark discussion 
on some of the most pressing issues. However, readers should not 
consider this list to be exhaustive. As technologies, and our relation-
ships to those technologies, continue to evolve, so too does the list 
of priorities. Furthermore, we intentionally did not substantially 
address electoral politics and participation because a recent report 
addressed key issues related to political uses of digital media during 
the 2019 Canadian federal election (Dubois & Owen, 2020). 

Building an Inclusive Society in a Digital Context

As a society, we need to reflect on what it means to be a citizen in a 
digital context. In Part I, we have invited community-based voices to 
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examine opportunities and challenges for digital equity and inclu-
sion, highlighted in the Canadians in a Digital Context report. These 
chapters draw both on academic literature related to well-defined 
concepts as well as the experiences of community-based organi-
zations in order to highlight some of the voices which have been 
 missing in digital policy discussions. The chapters provide oppor-
tunities to develop more inclusive approaches to understanding and 
advancing a connected Canada.

In conversations about digital policy, Indigenous perspec-
tives are too frequently excluded. In “Decolonizing Digital Spaces” 
(Chapter 1), Alexander Dirksen reflects on the dominant narrative of 
the technology sector’s rise and the urgency of grounding ourselves 
more deeply in the current realities and complexities of citizenship 
in a digital context as it relates to reconciliation in Canada. Dirksen 
identifies ways in which the private and public sectors can begin to 
mobilize around a more robust definition of citizenship in a digital 
context in Canada that will serve and support the emergence of 
decolonized digital spaces.

Certainly, the new centrality of online spaces in which political 
discourse can take place has disrupted politics and generated ques-
tions about the robustness and sustainability of liberal democracies, 
and the amplification of inequalities—both on- and offline. To build 
inclusion and trust in this digital context, we need to learn more 
about how Canadians perceive themselves and their democratic insti-
tutions in the networked society. With this in mind, Adelina Petit-
Vouriot and Mike Morden, in “Telling a Different Story: Canadian 
Citizens and Their Democracy in the Digital Age” (Chapter 2), draw 
on recent public opinion research to examine trends in Canadians’ 
attitudes toward democracy and their engagement in formal and 
informal politics. They suggest that technological and geopolitical 
changes have produced concern among Canadians about the health 
of their democracy, yet they also illustrate how Canadians are becom-
ing more engaged and satisfied with their democracy. The contribu-
tion also confirms some voices are missing in this crucial discussion. 

Finally, Leslie Regan Shade, Jane Bailey, Jacquelyn Burkell, 
Priscilla Regan, and Valerie Steeves examine the digital perspec-
tives and experiences of youth in “Framing the Challenges of Digital 
Inclusion for Young Canadians” (Chapter 3). Offering a critical dis-
cussion of elements of digital inclusion in a connected Canada, the 
authors report on findings of focus groups conducted across Canada 
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that explore online activities and platforms used by youth, ages 13 to 
17. The authors examine whether and how privacy was an essential 
aspect to the youths’ enjoyment, online experiences where they felt 
unwelcome or disrespected, and their strategies to mitigate these 
constraints. 

Building Democratic Institutions in a Digital Context

A conversation around what it means to be a citizen in Canada’s 
digital context requires us to reflect on the impact of technology on 
democratic institutions and on the social fabric. Naturally, we need 
to discuss, assess, and reimagine government service delivery and 
design. We also need to examine how citizens interact with their 
political institutions, for example by considering news and media 
literacy, citizen engagement, and corporate lobbying. In Part II, we 
have invited academics, public servants, and activists to develop a 
few of the key areas highlighted in the Canadians in a Digital Context 
report as they concern digital government, the journalism industry, 
and technology policy lobbying.

As we have argued before, “citizens’ practices, preferences, and 
needs must inform the extent to which services could—or should—be 
digitized as well as the types of data governments should gather 
about citizens” (Dubois & Martin-Bariteau, 2020). The digital era has 
created unprecedented speed and reach for citizens accessing gov-
ernment services or voicing their opinion about the policies behind 
those services. Digital tools have been developed so that citizens can 
sometimes directly change or circumvent government programs. 
Perhaps most importantly, the digital age has revealed a staggering 
volume of previously invisible or ignorable voices and perspectives, 
such as those of people in marginalized populations. In “Government 
in the Connected Era” (Chapter 4), Kent Aitken explores how the 
Canadian government is evolving, what digital government means 
for citizens, and what questions remain unanswered.

Discussing this new orthodoxy of digital government ser-
vice delivery, Amanda Clarke examines the needs for data gover-
nance reforms in “Data Governance: The Next Frontier of Digital 
Government Research and Practice” (Chapter 5). Building on case 
studies, Clarke outlines a research and policy agenda to ensure that 
digital era public management reforms bolster, rather than erode, 
Canadians’ already-precarious levels of trust in government.
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Journalism and political information systems also impact our 
experiences of citizenship in a digital context. Political information, 
including journalistic content, is crucial for individuals as they learn 
about their communities or make decisions—about voting, for exam-
ple. As argued by the authors of Chapter 6, although Canada is seeing 
a market failure in journalism, there is possible growth in digital 
journalism start-ups. In “The Conversation Canada: Not-for-Profit 
Journalism in a Time of Commercial Media Decline,” Mary Lynn 
Young and Alfred Hermida assess journalism innovation in Canada 
through a case study of a not-for-profit start-up, The Conversation 
Canada. Their illustration of this case highlights opportunities and 
challenges for political information systems and offers a concrete 
case that can be a helpful starting point for discussions about how 
the industry might evolve and what role government, citizens, and 
academics might play.

A conversation about the relationships among citizens and 
their democratic institutions also calls for an examination of citizen 
engagement in policy-making. Citizens are too often far from these 
conversations and decisions, which will nonetheless have immense 
impact on their daily lives. In the Canadian context, for example, 
conversations about regulating technology platforms have been 
primarily led by technology corporations, behind closed doors and 
far from the public’s eye. The issue, shared across the digital policy 
spectrum, is discussed by Megan Beretta in “Influencing the Internet: 
Lobbyists and Interest Groups’ Impact on Digital Rights in Canada” 
(Chapter 7). Beretta offers recommendations to ensure that citizens 
are heard, as many legal frameworks need to be re-examined in a 
digital context.

Rethinking Legal Frameworks for the Digital Context

As digital tools permeate everyday experiences, the effectiveness of 
the legal system is brought into question. In particular, the increas-
ing reliance on autonomous systems calls for a reimagination of 
legal frameworks. The building of an inclusive society and robust 
democratic institutions calls for the development of improved frame-
works to ensure respect for fundamental rights in the digital space. 
Similarly, while the Internet offers remarkable opportunities for all 
Canadians to create, communicate, and engage in civic activities, 
policy-makers and regulators are facing several challenges to ensure 
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Canadian law offers adequate protection for citizens and a level play-
ing field for all. In Part III, we invited leading Canadian legal scholars 
to discuss some of the key legal issues which were highlighted in the 
Canadians in a Digital Context report.

In order to be producers, creators, learners, critical thinkers, and 
citizens, Canadians click to agree to or sign lengthy standard-form 
contracts before getting access to goods and services—including 
government services. In “Consumers First, Digital Citizenry Second: 
Through the Gateway of Standard-Form Contracts” (Chapter 8), 
Marina Pavlović explores the relationship between consumer rights 
and digital citizenry, with a focus on standard-form contracts—such 
as the lengthy terms and conditions that one often accepts without 
reading—that have become the dominant regulatory mechanism of 
consumer relationships with goods and services, and their impact 
on digital civic participation. Pavlović calls for a paradigm shift to 
ensure proper protection of digital rights, and access to justice for 
citizens in a digital context.

This issue of standard-form contracts goes beyond consumer 
protection as it has been traditionally understood and engages with 
all aspects of the digital life. Building on Pavlović’s approach (2016), 
the Supreme Court of Canada highlighted the risks such contracts 
present for Canadians’ privacy in Douez v. Facebook (2017), framing 
privacy as a fundamental right to be protected as such. Although 
quite common in other parts of the world, notably in Europe, the 
reading of privacy rights as human rights is quite new under 
Canadian law. Building on the European approach, Teresa Scassa’s 
contribution, “A Human Rights-Based Approach to Data Protection 
in Canada” (Chapter 9), explores the potential for such a paradigm 
shift and proposes models for a human rights-based approach to 
data and privacy.

Within the conversation around the legal and regulatory 
framework of Canadian digital ecosystems, few issues have proven 
as confusing—and divisive—as the debate over taxation of digital 
services and platforms. The current state of affairs leaves domestic 
firms disadvantaged and government missing out on important tax 
revenues. Michael Geist examines this digital tax policy debate, the 
core policy choices, and the potential to develop a fair digital policy 
structure in “Making Sense of the Canadian Digital Tax Debate” 
(Chapter 10). Another heated policy issue is the confusing and 
uneven Canadian framework surrounding Internet intermediaries’ 
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liability, especially as content moderation (e.g., copyrighted content, 
harmful speech, right of erasure, etc.) raises concerns related to 
freedom of expression and information. Today, Canada is at a cross-
roads and faces pressure to review its framework. Consequently, 
we conclude this section with “Online Abuse, Chilling Effects, and 
Human Rights” (Chapter 11), a contribution by Jonathon W. Penney 
that discusses how online abuses pose significant threats to human 
rights. Rooted in empirical findings, the chapter analyzes the current 
US framework, the possible reaches of its chilling effect, and lessons 
for Canadian policy-makers. Penney argues that Internet speech 
regulations, such as online harassment laws, rather than having a 
chilling effect on general freedom of speech, can also have a salutary 
impact on the speech and engagement of victims whose voices have 
been typically marginalized.

*

Our concluding chapter reviews the key arguments presented in all 
three parts and suggests, as the chapter title says, “Next Steps for 
a Connected Canada.” In order to develop policy that responds to 
the needs of citizens in a digital context, we need high-quality and 
rigorous research into the agenda items and policy needs highlighted 
across the chapters in this edited collection. This concluding chapter 
ends with a discussion about how we, as academics, policy-makers, 
and civil society members, together with private sector actors, might 
endeavour to continue advancing existing lines of research and policy 
development, while adjusting our efforts to be more inclusive of the 
voices and issues which are too often excluded or ignored. This col-
lection, we hope, will serve to spark discussion, debate, and future 
work in order to inform policy-makers, civil society groups, legal 
systems, and other actors as they adapt to a digital context.

Notes

 1. This section builds on the previously published “Citizens and Their 
Political Institutions in a Digital Context” (Dubois & Martin-Bariteau 
2020).

 2. See: https://www.pewresearch.org/internet/.
 3. See: https://oxis.oii.ox.ac.uk/.

https://oxis.oii.ox.ac.uk
https://www.pewresearch.org/internet


 Introduction: Citizenship in a Connected Canada 17

References

Bailey, J., Burkell, J., Regan, P., & Steeves, V. (2020, April 21). Children’s privacy 
is at risk with rapid shifts to online schooling under coronavirus. The 
Conversation Canada. https://theconversation.com/childrens-privacy-is-
at-risk-with-rapid-shifts-to-online-schooling-under-coronavirus-135787

Banks, J. A. (2008). Diversity, group identity, and citizenship education in a 
global age. Educational Researcher, 37(3), 129–139. https://doi.org/10.3102/ 
0013189X08317501

Barlow, J. P. (1996). A Declaration of Independence of Cyberspace. http://homes.
eff.org/~barlow/Declaration-Final.html

Bennett, W. L., Wells, C., & Freelon, D. (2011). Communicating civic engage-
ment: Contrasting models of citizenship in the youth web sphere. 
Journal of Communication, 61(5), 835–856. https://doi.org/10.1111/j.1460- 
2466.2011.01588.x

Bertot, J. C. (2003). The multiple dimensions of the digital divide: More 
than the technology “haves” and “have nots.” Government Information 
Quarterly, 20(2), 185–191. https://doi.org/10.1016/S0740-624X(03)00036-4

Broadcasting and Telecommunications Legislative Review (2020). Canada’s 
communications future: Time to act. Department of Innovation, Science 
and Economic Development Canada. https://www.ic.gc.ca/eic/site/110.
nsf/vwapj/BTLR_Eng-V3.pdf/$file/BTLR_Eng-V3.pdf

Buell, M. (2019, May 3). Why multistakeholder policymaking works. Policy 
Options. https://policyoptions.irpp.org/fr/magazines/may-2019/
why-multistakeholder-policymaking-works/

Canada, House of Commons, Standing Committee on Industry, Science 
and Technology. (2018, April). Broadband connectivity in rural Canada: 
Overcoming the digital divide. Report no. 11. 42nd Parliament, 1st session. 
https://www.ourcommons.ca/Content/Committee/421/INDU/Reports/
RP9711342/indurp11/indurp11-e.pdf

Canadian Internet Registration Authority [CIRA]. (2020, May 7). Call for 
comments regarding potential barriers to the deployment of broadband-
capable networks in underserved areas in Canada. Submission to the CRTC 
Consultation 2019-406, https://www.cira.ca/sites/default/files/2020-05/
CRTC%202019-406%20CIRA%20Submission.pdf

Centre for International Governance Innovation. (2018, February). A national 
data strategy for Canada: Key elements and policy considerations (CIGI 
Papers No. 160). Centre for International Governance Innovation. 
https://www.cigionline.org/sites/default/files/documents/Paper%20
no.160_3.pdf

Choi, M. (2016). A concept analysis of digital citizenship for democratic 
citizenship education in the Internet age. Theory & Research in Social 
Education, 44(4), 565–607. https://doi.org/10.1080/00933104.2016.1210549

https://doi.org/10.3102/0013189X08317501
https://doi.org/10.1080/00933104.2016.1210549
https://www.cigionline.org/sites/default/files/documents/Paper%20no.160_3.pdf
https://www.cigionline.org/sites/default/files/documents/Paper%20no.160_3.pdf
https://www.cira.ca/sites/default/files/2020-05/CRTC%202019-406%20CIRA%20Submission.pdf
https://www.cira.ca/sites/default/files/2020-05/CRTC%202019-406%20CIRA%20Submission.pdf
https://www.ourcommons.ca/Content/Committee/421/INDU/Reports/RP9711342/indurp11/indurp11-e.pdf
https://www.ourcommons.ca/Content/Committee/421/INDU/Reports/RP9711342/indurp11/indurp11-e.pdf
https://policyoptions.irpp.org/fr/magazines/may-2019/why-multistakeholder-policymaking-works
https://policyoptions.irpp.org/fr/magazines/may-2019/why-multistakeholder-policymaking-works
https://www.ic.gc.ca/eic/site/110.nsf/vwapj/BTLR_Eng-V3.pdf/$file/BTLR_Eng-V3.pdf
https://www.ic.gc.ca/eic/site/110.nsf/vwapj/BTLR_Eng-V3.pdf/$file/BTLR_Eng-V3.pdf
https://doi.org/10.1016/S0740-624X
https://doi.org/10.1111/j.1460-2466.2011.01588.x
https://doi.org/10.1111/j.1460-2466.2011.01588.x
http://homes.eff.org/~barlow/Declaration-Final.html
http://homes.eff.org/~barlow/Declaration-Final.html
https://doi.org/10.3102/0013189X08317501
https://theconversation.com/childrens-privacy-is-at-risk-with-rapid-shifts-to-online-schooling-under-coronavirus-135787
https://theconversation.com/childrens-privacy-is-at-risk-with-rapid-shifts-to-online-schooling-under-coronavirus-135787


 18 CITIZENSHIP IN A CONNECTED CANADA

Clement, A. H., Gurstein, M., Longford, G., Moll, M., & Shade, L. (2012). 
Connecting Canadians: Investigations in community informatics. Athabasca 
University Press. 

Council of Europe. (n.d.). Digital citizenship and digital citizenship edu-
cation. https://www.coe.int/en/web/digital-citizenship-education/
digital-citizenship-and-digital-citizenship-education/

Delli Carpini, M. X. (2000). In search of the informed citizen: What 
Americans know about politics and why it matters. The Communication 
Review, 4(1), 129–164. https://doi.org/10.1080/10714420009359466

Dentoni, D., Bitzer, V., & Schouten, G. (2018). Harnessing wicked problems in 
multi-stakeholder partnerships. Journal of Business Ethics, 150, 333–356. 
https://doi.org/10.1007/s10551-018-3858-6

Douez v. Facebook, Inc., 2017 SCC 33.
Dubois, E., & Martin-Bariteau, F. (2018). Canadians in a digital context: 

A research agenda for a connected Canada. SSRN. https://ssrn.com/
abstract=3301352 

Dubois, E., & Martin-Bariteau, F. (2020). Citizens and their political institu-
tions in a digital context. In W. H. Dutton (Ed.), A research agenda for 
digital politics (p. 102). Edward Elgar. https://ssrn.com/abstract=3499315

Dubois, E., McKelvey, F., & Owen, T. (2019, April 10). What have we learned 
from Google’s political ad pullout? Policy Options. https://policyoptions.
irpp.org/magazines/april-2019/learned-googles-political-ad-pullout/

Dubois, E., & Owen, T. (2020). Understanding the digital ecosystem: Findings from 
the 2019 federal election [Report]. Digital Ecosystem Research Challenge. 
https://www.digitalecosystem.ca/report

Faris, R. M., Hal, R., Etling, B., Bourassa, N., Zuckerman, E., & Yochai, B. 
(2017). Partisanship, propaganda, and disinformation: Online media 
and the 2016 U.S. presidential election [Research paper]. Berkman 
Klein Center for Internet & Society. http://nrs.harvard.edu/urn-3:HUL.
InstRepos:33759251

Gilmore, R. (2019, December 10). StatCan didn’t break the law by collecting 
banking data, privacy watchdog says. CTV News. https://www.ctvnews.
ca/politics/statcan-didn-t-break-the-law-by-collecting-banking-data-
privacy-watchdog-says-1.4723494

Goldman, A., Barnes, J. E., Haberman, M., & Fandos, N. (2020, February 20). 
Lawmakers are warned that Russia is meddling to re-elect Trump. 
The New York Times. https://www.nytimes.com/2020/02/20/us/politics/
russian-interference-trump-democrats.html

Greffet, F., & Wojcik, S. (2014). La citoyenneté numérique : Perspectives de 
recherche. Réseaux, 184–185(2), 125–159. https://doi.org/10.3917/res.184.0125

Gruzd, A., Jacobson, J., Mai, P., & Dubois, E. (2018). Social media privacy in 
Canada (Version: 1.0). Ryerson University Social Media Lab. https://
doi.org/10.5683/SP/JVOT0S

https://doi.org/10.5683/SP/JVOT0S
https://doi.org/10.5683/SP/JVOT0S
https://doi.org/10.3917/res.184.0125
https://www.nytimes.com/2020/02/20/us/politics/russian-interference-trump-democrats.html
https://www.nytimes.com/2020/02/20/us/politics/russian-interference-trump-democrats.html
https://www.ctvnews.ca/politics/statcan-didn-t-break-the-law-by-collecting-banking-data-privacy-watchdog-says-1.4723494
https://www.ctvnews.ca/politics/statcan-didn-t-break-the-law-by-collecting-banking-data-privacy-watchdog-says-1.4723494
https://www.ctvnews.ca/politics/statcan-didn-t-break-the-law-by-collecting-banking-data-privacy-watchdog-says-1.4723494
http://nrs.harvard.edu/urn-3:HUL.InstRepos:33759251
http://nrs.harvard.edu/urn-3:HUL.InstRepos:33759251
https://www.digitalecosystem.ca/report
https://policyoptions.irpp.org/magazines/april-2019/learned-googles-political-ad-pullout
https://policyoptions.irpp.org/magazines/april-2019/learned-googles-political-ad-pullout
https://ssrn.com/abstract=3499315
https://ssrn.com/abstract=3301352
https://ssrn.com/abstract=3301352
https://doi.org/10.1007/s10551-018-3858-6
https://doi.org/10.1080/10714420009359466
https://www.coe.int/en/web/digital-citizenship-education/digital-citizenship-and-digital-citizenship-education
https://www.coe.int/en/web/digital-citizenship-education/digital-citizenship-and-digital-citizenship-education


 Introduction: Citizenship in a Connected Canada 19

Hadziristic, T. (2017). The state of digital literacy in Canada: A literature 
review [Working paper]. The Brookfield Institute for Innovation and 
Entrepreneurship. https://brookfieldinstitute.ca/wp-content/uploads/
BrookfieldInstitute_State-of-Digital-Literacy-in-Canada_Literature_
WorkingPaper.pdf

Haro-de-Rosario, A., Sáez-Martín, A., & del Carmen Caba-Pérez, M. (2018). 
Using social media to enhance citizen engagement with local govern-
ment: Twitter or Facebook? New Media & Society, 20(1), 29–49. https://
doi.org/10.1177/1461444816645652

Helsper, E. J., & Reisdorf, B. C. (2017). The emergence of a “digital under-
class” in Great Britain and Sweden: Changing reasons for digital 
exclusion. New Media & Society, 19(8), 1253–1270. https://doi.org/10.1177/ 
1461444816634676

Hermida, A., Fletcher, F., Korell, D., & Logan, D. (2012). Share, like, recom-
mend: Decoding the social media news consumer. Journalism stud-
ies, 13(5–6), 815–824.

Hintz, A., Dencik, L., & Wahl-Jorgensen, K. (2019). Digital citizenship in a 
datafied society. Polity Press.

Isin, E., & Ruppert, E. (2015). Being digital. Rowman and Littlefield.
Loewen, P., & Stevens, B. A. (2019, July). Automation, AI and anxiety: Policy 

preferred, populism possible. Public Policy Forum. https://ppforum.ca/wp-
content/uploads/2019/07/AutomationAIandAnxiety-PPF-July2019-EN1.
pdf

Marshall, T. H. (1964). Class, citizenship, and social development: Essays of 
T. H. Marshall. Greenwood.

Matheus, R., Ribeiro, M. M., Vaz, J. C., & de Souza, C. A. (2010). Case studies 
of digital participatory budgeting in Latin America: Models for citizen 
engagement. In J. Davies & T. Janowski (Eds.), ICEGOV ’10: Proceedings 
of the 4th international conference on theory and practice of electronic gov-
ernance (pp 31–36). Association for Computing Machinery. https://doi.
org/10.1145/1930321.1930328

Millar, J., Barron, B., Hori, K., Finlay, R., Kotsuki, K., & Kerr, I. (2018, 
December 6). Accountability in AI: Promoting greater societal 
trust [Discussion paper for breakout session]. G7 Multistakeholder 
Conference on Artificial Intelligence, Montréal, QC, Canada. 
https://www.ic.gc.ca/eic/site/133.nsf/vwapj/3_Discussion_Paper_-_
Accountabil ity _in_AI_EN.pdf/$FILE/3_Discussion_Paper_-_
Accountability_in_AI_EN.pdf

Mossberger, K., Tolbert, C. J., & McNeal, R. S. (2008). Digital citizenship: The 
Internet, society, and participation. MIT Press.

Paré, D. (2005). The digital divide: Why the “the” is misleading. In A. Murray 
& M. Klang (Eds.), Human rights in the digital age (pp. 85–97). Cavendish 
Publishing.

https://doi.org/10.1177/1461444816634676
https://www.ic.gc.ca/eic/site/133.nsf/vwapj/3_Discussion_Paper_-_Accountability_in_AI_EN.pdf/$FILE/3_Discussion_Paper_-_Accountability_in_AI_EN
https://www.ic.gc.ca/eic/site/133.nsf/vwapj/3_Discussion_Paper_-_Accountability_in_AI_EN.pdf/$FILE/3_Discussion_Paper_-_Accountability_in_AI_EN
https://www.ic.gc.ca/eic/site/133.nsf/vwapj/3_Discussion_Paper_-_Accountability_in_AI_EN.pdf/$FILE/3_Discussion_Paper_-_Accountability_in_AI_EN
https://doi.org/10.1145/1930321.1930328
https://doi.org/10.1145/1930321.1930328
https://ppforum.ca/wp-content/uploads/2019/07/AutomationAIandAnxiety-PPF-July2019-EN1.pdf
https://ppforum.ca/wp-content/uploads/2019/07/AutomationAIandAnxiety-PPF-July2019-EN1.pdf
https://ppforum.ca/wp-content/uploads/2019/07/AutomationAIandAnxiety-PPF-July2019-EN1.pdf
https://doi.org/10.1177/1461444816634676
https://doi.org/10.1177/1461444816645652
https://doi.org/10.1177/1461444816645652
https://brookfieldinstitute.ca/wp-content/uploads/BrookfieldInstitute_State-of-Digital-Literacy-in-Canada_Literature_WorkingPaper.pdf
https://brookfieldinstitute.ca/wp-content/uploads/BrookfieldInstitute_State-of-Digital-Literacy-in-Canada_Literature_WorkingPaper.pdf
https://brookfieldinstitute.ca/wp-content/uploads/BrookfieldInstitute_State-of-Digital-Literacy-in-Canada_Literature_WorkingPaper.pdf


 20 CITIZENSHIP IN A CONNECTED CANADA

Pavlović, M. (2016). Contracting out of access to justice: Enforcement of 
forum-selection clauses in consumer contracts. McGill Law Journal, 
62(2), 389–440. 

Powell, A., Scott, A. J., & Henry, N. (2018). Digital harassment and abuse: 
Experiences of sexuality and gender minority adults. European Journal 
of Criminology, 17(2), 199–223. https://doi.org/10.1177/1477370818788006

Press, J. (2018, November 1). Bank data furor threatens ability to compile accurate 
data: chief statistician. CBC News. https://www.cbc.ca/news/politics/
statistics-canada-private-information-1.4888462

Public Policy Forum. (2017, January). The shattered mirror: News, democracy and 
trust in the digital age. https://shatteredmirror.ca/wp-content/uploads/
theShatteredMirror.pdf

Quan-Haase, A., Williams, C., Kicevski, M., Elueze, I., & Wellman, B. (2018). 
Dividing the grey divide: Deconstructing myths about older adults’ 
online activities, skills, and attitudes. American Behavioral Scientist, 
62(9), 1207–1228. https://doi.org/10.1177/0002764218777572

Ranchordas, S. (2020, May 13). We teach and learn online. Are we all digi-
tal citizens now? Lessons on digital citizenship from the lockdown. 
I-CONnect: Blog of the International Journal of Constitutional Law. http://
www.iconnectblog.com/2020/05/we-teach-and-learn-online-are-we-
all-digital-citizens-now-lessons-on-digital-citizenship-from-the-
lockdown/

Ribble, M. S., Bailey, G. D., & Ross, T. W. (2004). Digital citizenship: 
Addressing appropriate technology behavior. Learning & Leading with 
Technology, 32(1), 6–11.

Robinson, L., Cotten, S. R., Ono, H., Quan-Haase, A., Mesch, G., Chen, W., 
Schulz, J., Hale, T. M., & Stern, M. J. (2015). Digital inequalities and 
why they matter. Information, Communication & Society, 18(5), 569–582.

Russell, A. (2018, October 29). Trudeau defends Statistics Canada move to collect 
banking info of 500,000 Canadians. Global News. https://globalnews.ca/
news/4608105/trudeau-defends-statistics-canada-move-to-collect-
banking-info-of-500000-canadians/

Statistics Canada. (2019). Canadian Internet use survey. https://www23.statcan.
gc.ca/imdb/p2SV.pl?Function=getSurvey&SDDS=4432
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PART I

BUILDING AN INCLUSIVE 
SOCIETY IN A DIGITAL CONTEXT





CHAPTER 1

Decolonizing Digital Spaces

Alexander Dirksen

Abstract

Power without purpose. Aspiration without intention. Ubiquity with-
out diversity. For too long, we have been enraptured by the promise 
of the digital age, failing to critically examine the roots, intentions, 
and impact of an increasingly small number of for-profit firms. In a 
world where digital spaces play such an integral role in all aspects 
of our lives, this accumulation of reach, power, and influence poses 
critical questions and concerns relating to citizenship in a digital 
context, and in particular within the context of Canada as a colonial 
state articulating a commitment to reconciliation. In this chapter, 
I will provide a brief overview of the history of digital spaces through 
a decolonized lens, a critical step toward grounding ourselves in the 
current realities and complexities around citizenship in a digital 
context. Focus will then shift with an eye to the future, identifying 
potential next steps for researchers and policy-makers so that the pri-
vate and public sectors can begin to mobilize around a more robust 
definition of citizenship in a digital context in Canada, one that will 
serve and support the emergence of decolonized digital spaces.

From Alexa to Siri, we are asking more questions of our devices 
than ever before. Their soothing mechanical voices are a far cry 



 24 CITIZENSHIP IN A CONNECTED CANADA

from the jarring tones of dial-up modems, revealing how seamlessly 
ubiquitous technology has become in the ensuing decades. We now 
exist in an era in which an entire digital world is being integrated 
into our physical spaces. 

Yet as we ask more of our devices, the time has come to also 
ask more of our governing and regulatory bodies regarding digital 
access, agency, equity, and rights. For too long, for-profit corporations 
have dictated the terms by which we engage with digital spaces, and 
have enjoyed largely unfettered reign over these spaces, which have 
become so foundational to our lives as hubs of commerce, connection, 
and knowledge exchange. An emphasis on consumers over citizens 
carries with it considerable implications, particularly for those for 
whom capitalist-colonial systems were engineered to marginalize 
or exclude. 

While privacy breaches and the spread of misinformation are 
forcing governments around the world to grapple with such realities, 
these conversations carry particular weight here in Canada, a colonial 
construct built forcibly atop the many Indigenous Nations of Turtle 
Island.1 In an age of commitments to Nation-to-Nation relationships 
(Wilson-Raybould, 2017), what does it mean to have such a small set 
of corporations—whose reach and influence are beginning to tran-
scend that of the colonial nation-state—able to exert such unfettered 
control and influence? It is clear that we cannot discuss citizenship in 
a digital age without discussing the ways in which the privatization 
of the web, data sovereignty, lack of regulatory oversight, and the 
demographics of the sector itself relate to reconciliation in Canada. 
How can we begin to meaningfully decolonize digital spaces? And 
what is the role of policy-makers in these efforts? 

We are at a critical juncture in regard to these conversations. If 
we move forward rooted in recognition and respect of Indigenous 
rights and in a shared spirit of reconciliation, we can amplify the 
work of Indigenous innovators across Turtle Island, and, in turn, 
craft a vibrant digital domain for all. To realize this promise, policy-
makers must become more actively engaged in the digital domain, 
countering market forces that claim neutrality in a complex and 
unequal world. 

In this chapter, I provide a brief overview of the history of 
digital spaces that decentres its dominant narrative—a critical step 
toward grounding ourselves in the current realities and complexities 
around citizenship in a digital context. Focus then shifts to the future, 
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and I identify potential next steps for researchers and policy-makers 
to take to private and public sectors to mobilize them around a more 
robust definition of citizenship in a digital context2 in Canada. This 
will serve and support the emergence of decolonized digital spaces.

From Defence to Dominance

Technology is never a neutral force. Behind the sleek glass and metal 
enclosures of our lithium-charged lifelines are people: the technol-
ogy sector’s evolution (from its militarized roots to today’s growing 
surveillance state) reflects the values and beliefs of those people who 
craft the code that powers our digital age. Meaningfully assessing 
our current context and potential paths forward requires us to first 
re-examine the dominant narrative of our electronic evolution with a 
more critical lens, exposing how the forces of colonialism, patriarchy, 
and Whiteness have shaped the sector and its offerings. 

While Canadian firms have played a key role in the develop-
ment of what is now the technology sector—from the companies that 
would become Nortel Networks Corporation (commonly known as 
Nortel) to the dominance of Research in Motion (RIM) in smartphone 
development—a more comprehensive understanding of the patterns 
and trends in tech development comes from an exploration of what’s 
commonly called Silicon Valley, a small geographic area in Northern 
California with a disproportionate impact as the home of the world’s 
largest and most influential technology firms.

How have the specific roots and current realities of Silicon 
Valley shaped the approach to an general engagement with digital 
spaces? And what do these trends reveal about the role of policy-
makers in ensuring digital spaces are equitable for all? 

Silicon Valley: A Case Study 

The lands now known as Silicon Valley (loosely defined as the San 
Francisco Bay area) knew innovation long before the emergence of 
electronics. The Ohlone Peoples (a modern grouping of a number 
of distinct Indigenous tribes and language groups) had a deep rela-
tionship with the lands and waters of the region prior to the arrival 
of the Spanish (Spencer, 2018). With colonization came measles 
and missions—Keith Spencer (2019) notes a drop in the Indigenous 
population of what is now California from 310,000 to 100,000 people. 
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This disruption and destruction set the tone for the technological 
“progress” that would follow in future generations. As Spencer 
(2019) notes:

The differences between the Ohlone and the Spanish ways of 
life reveal the contradictions inherent to our present-day idea 
of “technology.” To borrow the Silicon Valley business-speak of 
today, who possessed more advanced technology? The Ohlone or 
the Spanish? Who was more innovative? The deep knowledge of 
the maintenance of the landscape, and the communal lifestyles 
enjoyed by the Ohlone, meant that the Bay Area remained in a 
relatively stable ecological state for a thousand years. The incur-
sion of the colonizers disrupted this; they imposed their tech-
nological whims and their agricultural logic on the landscape 
and enslaved and exploited the Ohlone. (para. 11)

European agricultural practices were forcibly imposed upon the 
region and its peoples at the turn of the eighteenth century, stripping 
the region of its abundance of plant and animal life and replacing 
it with farmland and orchards (Spencer, 2018). A second ecological 
disruption would come as the region shifted from apple orchards to 
Apples of a different variety, a concrete densification that came in 
part through military-defence spending in the mid 1950s—ARPANET 
(the forerunner of today’s Internet) was supported by the Defense 
Advanced Research Projects Agency (Balachander, 2017; Dembosky, 
2013; O’Mara, 2018; Tarnoff, 2016). The first transistors produced by 
Fairchild Semiconductor (one of the earliest and most prominent 
semiconductor companies in Silicon Valley) were used in the com-
puter of the B-70 bomber, with others used to form the guidance 
system for the Minuteman II ballistic missile (Laws, 2017; 1958: 
Silicon Mesa Transistors, n.d.). And the first tenant of the technology 
park Stanford Research Park was Varian Associates (Findlay, 1992, 
p. 136), a company whose roots were tied to creating military radar 
components, including the development of the fuse for the atomic 
bomb (Lécuyer, 2006, p. 102). 

Whether it focuses on Steve Jobs’s garage or Mark Zuckerberg’s 
dorm room, the mainstream narrative about technological develop-
ment emphasizes human ingenuity, creativity, and innovation as its 
roots. But without active investment from military institutions for 
imperialistic purposes (aggravating colonial tensions and solidifying 
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colonial borders abroad), what we now know as our digital age would 
look markedly different. We cannot extricate the online spaces of 
today from these troubling roots, and instead must recognize both 
the harm caused by these efforts as well as the precedent it set for 
the future of the technology sector. 

For as the pace of technological progress in Silicon Valley 
steadily increased, perceptions around technology began to shift. 
No longer a niche product for military or academic applications, 
young upstarts such as Bill Gates had high aspirations for the sector’s 
potential. It became about more than the mere selling of keyboards 
and mice; there was a belief that technology had the power to fun-
damentally transform all aspects of our lives, far beyond the reach of 
the first Netscape computer browser (Beaumont, 2008). These early 
aspirations (which have now solidified into a pervasive ideology in 
Silicon Valley) were evidenced by Apple’s “Here’s to the crazy ones” 
ad, which posited that “the ones who are crazy enough to think they 
can change the world are the ones who do” (Dormehl, 2018). But lost 
in this clever catchphrase is a deeper truth: that despite a utopian 
dream of borderless and democratized digital spaces, social inequi-
ties and injustices continue to inexplicably determine whether your 
crazy, world-changing idea will even be heard or resourced. The 
sector continues to disproportionately attract, promote, and follow 
the leadership of the most privileged segments of our society. Of 
its five dominant firms (Amazon, Apple, Facebook, Microsoft, and 
Google) over 70 percent of their senior leadership teams identify as 
white, over 73 percent of all staff (in the case of Microsoft) are male, 
and none have more than 1 percent of their workforce who identify 
as Indigenous, Native American, Native Hawaiian, or Pacific Islander 
(Brown & Parker, 2019; Apple, 2019; Microsoft, 2018; Facebook, 2018; 
Our workforce data, 2018).3 As noted by Harris (2018) of Code2040 (a 
non-profit dedicated to increasing Black and Latinx representation 
and leadership in the technology sector), this is more than mere 
under-representation; it is systematic exclusion. 

This systematic exclusion and the homogeneity of the sector 
have critical implications for the digital landscape. The fact that so 
many Indigenous communities continue to face the effects of the 
digital divide, which is “the division between those who are able to 
access and use the internet and those who are not” (Cañares et al., 
2018, p. 6) is the type of reality that often exists outside of the lived 
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experiences of those most actively involved in shaping the tools and 
technologies of our digital age. 

Within the context of rights and citizenship in the digital 
environment, governments must come to play a more active and 
central role in the technology sector’s continued growth and evolu-
tion, as “self-regulation” has proven insufficient to ensure equitable 
and just access and engagement with digital tools and platforms. 
Policy-makers can and must begin to address structural inequities, 
support the emergence of new digital spaces, and establish a form 
of citizenship in a digital context that is rooted in the realities of the 
Canadian colonial state. Such shifts will help to facilitate broader 
changes within a sector whose roots and history have largely failed 
to represent, reflect, or respect the diversity of its user base.

Decolonizing Citizenship in a Digital Context

The critical conversation on decolonizing citizenship in a digital 
context comes at a time of increasing complexity and change in the 
policy landscape as it relates to issues of technology. From rapid 
e-commerce growth (soon to account for 10 percent of Canadian retail 
purchases) to the ubiquity of social media platforms (with 94 per-
cent of Canadians who use the Internet on at least one platform), the 
implications of the rapidly evolving digital landscape are inescap-
able (Gruzd et al., 2018; Mohammad, 2018). As the pervasiveness of 
digital technologies has grown, so too has the power and influence 
of the technology sector, placing policy-makers in the position of a 
seeming need to choose between the economic growth of the future 
and citizens’ rights. To date, the pendulum has swung in favour of 
tech monopolies—whether in the types of government incentives 
offered for Amazon’s second headquarters,4 the wish to embrace 
Sidewalk Labs in Toronto, or the lack of a proportional response to 
the revelations of the Cambridge Analytica scandal, governments 
appear reluctant to take on a sector with such vast reach and influ-
ence (Dayen, 2018; Gruzd et al., 2018; Wylie, 2018).

The crucial questions are worth repeating: How can policy-
makers support the emergence of a form of decolonized digital 
spaces? And what is the role of citizenship in a digital context in 
ensuring such spaces are able to thrive? 

As we explore tangible steps that can be undertaken at the fed-
eral level to support such efforts, it is critical to reaffirm that all steps 
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forward must be rooted in recognition, respect, and embodiment of 
Nation-to-Nation relationships. Only through such relationships and 
partnerships can progress be made in a way which addresses issues 
of sovereignty and jurisdiction, rights and oversight, and regulation. 
Such dialogue and collaboration must take differing forms in recogni-
tion of the diversity of Indigenous Nations and Peoples. 

A Continued Commitment

A strong foundation for a decolonized digital landscape demands 
broader societal shifts. As the result of a fundamentally human 
endeavour, digital spaces mirror, replicate, and at times exacerbate 
the real and pressing realities faced by Indigenous Peoples and other 
racialized communities in physical spaces. Eliminating the digital 
divide faced by rural and remote Indigenous communities (Howard 
et al., 2010; McMahon, 2014) demands an examination of the historic 
and continued underfunding of Indigenous Nations. At the same 
time, levels of hate speech experienced by Indigenous voices online 
(Chapin, 2015; Kassam, 2017) require reflection on the intentional 
marginalization and minimization of Indigenous world views and 
perspectives across school curricula, mainstream media, and social 
media. Growing awareness, advocacy, and action across these tan-
gible and material fronts is critical to crafting digital spaces that are 
equitable for all. While potential policy interventions to support these 
shifts are too numerous to note exhaustively in this chapter, they 
include sustained investments in Indigenous communities to counter 
a decade-long 2 percent funding cap (Fontaine, 2015), and concrete 
commitments to the realization of the Calls to Action of the Truth 
and Reconciliation Commission (2015) and the Calls to Justice of the 
National Inquiry into Missing and Murdered Indigenous Women 
and Girls (2019). 

Eliminating the Digital Divide 

As long advocated for by the First Nations Technology Council and 
other digital rights groups (Williams, 2018), decolonized digital 
rights begin with addressing basic issues of access. Despite a 2016 
ruling by the Canadian Radio-television and Telecommunications 
Commission that access to broadband Internet was a basic service for 
all Canadians, far too many Indigenous Nations are grappling with 
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a complete lack of connectivity, or connectivity far below the speeds 
which so many of us take for granted (Kupfer, 2016; Williams, 2018). 

Investments in the necessary connectivity infrastructure is criti-
cal to ensuring full and equitable access to digital spaces. How this 
work is undertaken (and by whom) represents a tangible opportu-
nity to engage in economic reconciliation by working in partnership 
with Indigenous-led broadband initiatives and continuing efforts to 
increase the number of federal procurement opportunities awarded 
to Indigenous-led businesses. 

UNDRIP Implementation

Strengthened digital rights are dependent upon strengthened rights 
overall, which gives increased urgency to the full implementation of 
legislation incorporating the articles of the United Nations Declaration 
on the Rights of Indigenous Peoples (UNDRIP 2017) into federal law. 

In the absence of action on easing the digital divide, the 
enshrinement of these rights and protections in federal jurisdiction 
would provide another avenue (via Articles 5, 21, and 23) with which 
to advocate for the necessary investments to eliminate the digital 
divide faced by remote communities.5 Such advocacy efforts are 
already underway within the province of British Columbia following 
the passage of Bill 41 in November 2019 (Jang, 2019; Khelsilem, 2019).

Sustained Investments 

Countering current trends across the technology sector requires sus-
tained investments in the service of the emergence of a decolonized 
digital future. From the provision of digital skills training opportu-
nities in remote communities to supporting Indigenous innovators 
leveraging digital tools for cultural revitalization and resurgence, 
meaningful, long-term resources will accelerate the transformative 
work that is already taking place across Indigenous communities. 

A Digital Bill of Rights 

Amid data breaches, privacy violations, and manipulative practices 
by technology firms, there has been a renewed interest and attention 
in the crafting of a “digital bills of rights” for citizens (Swisher, 2018; 
Tisne, 2018). The Canadian Bill of Rights (1960) and the Canadian Charter 
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of Rights and Freedoms (1982) reflect an understanding of government 
as the protector of citizenship rights that transcended all other (e.g., 
market) pressures or incentives. We need the same now within the 
digital realm. 

While of critical importance for all Canadians, such a frame-
work would carry particular weight and significance for mar-
ginalized communities, who are disproportionately targeted by 
digital surveillance, biases in algorithms, and online hate crime 
(Buolamwini, 2019; Massey, 2018; Small, 2019; Tahir, 2019). The 
European Union’s General Data Protection Regulation (GDPR) repre-
sented a tangible advancement toward more robust data privacy 
protections for citizens, but a broader scope needs to be considered 
(Shull, 2018). The Digital Rights Now coalition has called for the 
federal government to establish a strategy that includes a focus 
upon “data collection, ownership, use, and rights; privacy as a public 
good; consent; equitable internet access; fair competition and future 
prosperity”6 (Tech Reset Canada, the Digital Justice Lab, and the 
Centre for Digital Rights, 2018). 

Canada’s Digital Charter, first introduced in 2019, represents a 
first step within the Canadian context. It remains to be seen how 
these principles will translate into legislation and oversight, includ-
ing whether (and how) such efforts will be grounded in a commit-
ment to reconciliation and Indigenous rights. 

Establishing New Regulatory Bodies 

Such concerns raise another critical area of focus for policy-makers. 
Election interference and the spread of extremist content online has 
raised serious questions around the “self-regulation” approach the 
technology sector currently enjoys as it pertains to their platforms—a 
privileged position of low accountability to users or to governments. 
Furthermore, these platforms are ill-equipped to self-regulate. 
Reporting by Angwin and Grassegger (2017), Hopkins (2017), and 
Koebler and Cox (2018) based upon leaked content moderation guides 
revealed these platforms’ acceptance of white nationalist and sepa-
ratist sentiments, as well as a reliance upon Wikipedia to articulate 
the distinction between them and white supremacy. 

Tisne (2018, para. 2) notes that “a new set of institutions and 
legal instruments to safeguard the rights it lays out” will be required 
to strengthen and support a digital bill of rights, which could take 



 32 CITIZENSHIP IN A CONNECTED CANADA

the form of a series of robust, sector-wide regulatory frameworks, 
as well as enforcement mechanisms. These will need to go consider-
ably further than Canada’s current Privacy Act, Access to Information 
Act, and Personal Information Protection and Electronic Documents Act, 
which are largely “premised on informed consent” (Shull, 2018, para. 
6) The recent Public Policy Forum report “Poisoning Democracy: 
How Canada Can Address Harmful Speech Online” (Tenove et al., 
2018), included a recommendation to create a “Moderation Standards 
Council” (which would establish a digital equivalent to the Canadian 
Broadcast Standards Council), while Change the Terms (Center for 
American Progress et al., 2019), a coalition of organizations commit-
ted to the online rights of marginalized communities, is advocating 
for more stringent efforts to combat hate in digital spaces.

Breaking Up Tech Monopolies 

Staltz (2017) suggests that we are moving rapidly from an Internet 
to a Trinet—in essence, a trio of companies (Amazon, Facebook, and 
Google) complicit in the carving up of cyberspace into domains of 
power and influence. Amid this e-imperialism have arisen growing 
calls to splinter the tech monopolies, curbing the influence of their 
respective CEOs, Jeff Bezos, Mark Zuckerberg, and Sundar Pichai, 
as we did at the turn of the twentieth century with the Carnegies 
and Rockefellers. These calls may begin to be answered—the US 
Federal Trade Commission and Justice Department are each launch-
ing antitrust and anti-competitive investigations into Facebook, 
Amazon, Apple, and Google, while a number of 2020 presidential 
candidates (Elizabeth Warren, Bernie Sanders, and Amy Klobuchar) 
expressed a desire to break up the largest firms in part through a 
re-examination of recent mergers and acquisitions (Herndon, 2019). 
While Canadian policy-makers clearly cannot play a direct role in 
breaking up American firms, they can play a much more active role 
in influencing and advocating for such changes in response to recent 
developments.

Conclusion

The commodification and corporatization of digital spaces have a 
significant impact upon the real and urgent decolonization efforts 
we have committed to as a country. In this chapter, I have sought to 
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outline the ways in which patterns of power, influence, and ideology 
in physical spaces have manifested in the digital realm, and offer 
some reflections as to potential paths forward for policy-makers to 
help counter these trends. Companies are not governments—they 
are driven not by public good nor public accountability but by profit 
and market dominance. Market demands and citizen rights are two 
very different calculations, producing markedly different outcomes. 
Technology companies have no obligation toward diverse or histori-
cally marginalized communities outside of those that are provided 
to its entire (paying) user base. In the absence of more concerted 
leadership of governments in these conversations, we run the risk of 
replicating the failings of our current conceptualizations of citizen-
ship in this new, uncharted domain.

Advancing the decolonization of digital spaces will require 
a thoughtful and significant shift in how we approach efforts to 
democratize and decolonize digital spaces. The value of “nothing 
about us without us” must be respected and upheld by policy-makers 
by centring the voices of Indigenous Peoples in these conversations. 
This can—and should—take many forms, but must include represen-
tation and resources. The federal commitment to Nation-to-Nation 
relationships must be reflected in who is at the table in a leadership 
capacity as a digital rights framework takes shape, and investments 
must be made in Indigenous-led initiatives and in spaces that are 
already actively exploring the questions raised by this work. Truly 
decolonizing digital spaces demands that Indigenous Nations and 
Peoples are able to determine, on their own terms, what their visions 
are around their own digital futures, providing a counterpoint to the 
dominant voices currently amplified in the digital technology sector. 

Citizenship in a digital context, like all forms of citizenship, is 
only as strong as the rights, protections, and agency contained within 
it that are accessible to all its people. From the Indian Act to ongoing 
acts of genocide against Indigenous Peoples across these unceded ter-
ritories, it is clear that Canadian citizenship continues to fail in this 
regard. As Canada begins to reckon more meaningfully with its past 
and current realities (most recently in the form of the final report of 
the National Inquiry into Missing and Murdered Indigenous Women 
and Girls [2019]), there is an opportunity to articulate a form of citi-
zenship in a digital context that reflects a deepened understanding 
and commitment to inherent Indigenous rights. 
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Digital spaces hold such incredible promise—an opportunity to 
reimagine, with each line of code, a different way of engaging with 
each other and with the world around us. Yet while current con-
straints, barriers, and inequities have been unable to halt Indigenous 
innovation, creativity, resiliency, or resistance in digital spaces, they 
continue to perpetuate patterns of power and dominance. Thus, 
as we work to decolonize our physical spaces, we must also turn 
our attention to digital spaces, decolonizing current platforms and 
products while ensuring that Indigenous voices actively lead those 
that are just beginning or have yet to emerge. In doing so, we can 
begin to realize a digital future and citizenship in a digital context 
for Canada that is just and equitable for all.
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Notes

 1. Turtle Island is used in this work to refer to the unceded territories of 
Indigenous Nations that transcend colonial borders. More on its origins 
and significance can be explored here: https://www.thecanadianency-
clopedia.ca/en/article/turtle-island. 

 2. In discussing a more robust definition of citizenship in a digital context, I 
wish to acknowledge the inherent tensions, complexities, and challenges 
posed by the concept of citizenship within a settler-colonial state. I also 
wish to acknowledge those for whom citizenship refers to membership 
within their Indigenous Nation and not to citizenship in a Canadian 
context. 

 3. Data has been sourced from the five firms’ most recent diversity and 
inclusion reports, which are included in the references list for this 
chapter. 

 4. While much of the coverage of Amazon’s “HQ2” focused on the bids of 
American cities, Toronto’s bid proposal opened with a letter from Prime 
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CHAPTER 2

Telling a Different Story: 
Canadian Citizens and Their 

Democracy in the Digital Age

Adelina Petit-Vouriot and Mike Morden

Abstract

The new centrality of the digital public sphere has disrupted politics 
and generated questions about the robustness and sustainability of 
liberal democracies. This chapter draws on recent public opinion 
research to examine trends in Canadians’ attitudes toward democ-
racy and their engagement in formal and informal politics. The data 
suggests that technological and political changes both in Canada and 
abroad have produced concern among Canadians about the health of 
their democracy. But longitudinal comparison reveals that, despite 
these disruptions and contrary to prevailing public narratives, 
Canadians have become more engaged and more satisfied with their 
democracy in recent years. 

What Is the Digital Public Sphere Doing to Democracy?

Throughout the liberal democratic world, it appears as though 
we have entered a new era of democratic anxiety. There are 

several sources of this anxiety. They include a longer-term global 
democratic recession; resurgent and more activist anti-democratic 
actors in the world, specifically aiming to devalue, discredit, disrupt, 
and demoralize liberal democracies; increasing political polariza-
tion—or the perception thereof; and the electoral success of several 
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populist extremist candidates and parties (such as Donald Trump 
in the United States, Viktor Orbán in Hungary, Narendra Modi in 
India, and Jair Bolsonaro in Brazil), who threaten democratic norms 
like political tolerance and respect for institutions. This confluence 
of forces has led thoughtful observers in some of the world’s oldest 
democracies to ask serious questions about the sustainability of 
democracy as we know it (Freedom House, 2018; Levitsky & Ziblatt, 
2018; Mounk, 2018).

All of these phenomena are associated, rightly or wrongly, and 
to greater or lesser degrees, with the new centrality of the digital 
public sphere. Social media, in particular, can be regarded as a tool 
for autocratic monitoring and control (Diebert, 2019); a facilitator of 
foreign interference by malicious actors; a soapbox for radicalized 
citizens and extremist groups; a site which is contributing to affec-
tive polarization and the coarsening of democratic politics; and a 
vehicle propelling transgressive populist politicians to power. Add 
to this the distinct but often confluent, usually conflated concerns 
over the collection and use of our personal data, the practices of 
“surveillance capitalism” (Zuboff, 2019), and the still-nascent platform 
governance, and we can confirm the digital public sphere as a central 
player in the current democratic drama. In this context of digitally 
driven democratic anxiety, how are Canadians actually feeling about 
their democracy? This was one of the questions the Samara Centre 
for Democracy asked in the 2019 iteration of our Citizens’ Survey, 
which forms the basis for Democracy 360, a biennial report card on 
the health of Canadian democracy (Petit-Vouriot et al., 2019). The 
findings are at times surprising and broadly, though not universally, 
positive. Canadians have actually grown more satisfied with their 
democracy in recent years, as well as incrementally more engaged 
in their politics. They continue to view politicians and institutions 
with suspicion, but there is little evidence to suggest this suspicion 
has grown or deepened. All of this should be cause to revisit some 
of the public narrative about the state of our democracy and politics, 
which is casually and uncritically accepted—like the suggestion 
that, due to digital and economic disruption, we’re cresting toward 
a populist revolt.1 But while there are some positive indicators, there 
is also evidence that Canadians are anxious about their democratic 
future: a significantly greater number of Canadians perceive our 
democracy as becoming weaker, not stronger. 
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A Note on the Project and the Data

The public opinion data in this chapter come from the Samara 
Centre for Democracy’s Citizens’ Surveys. As noted above, the 
surveys support the production of Democracy 360, with citizens 
acting as the evaluators. The Samara Centre is a non-partisan 
charity with a mandate to work to strengthen Canada’s democ-
racy. Alongside research on institutions and political leadership, 
Democracy 360 is one of the centre’s major ongoing research proj-
ects. It was founded on an assessment that it would be desirable to 
have some objective, empirical measures for examining changes in 
how our democracy is broadly experienced. Existing international 
democracy measures and ratings are useful for cross-national 
comparison, but not sufficiently tailored to the Canadian context 
to permit us to observe fine gradations of change in citizens’ per-
ceptions of democracy.

The surveys ask a series of questions about how Canadians 
feel about democracy generally, the myriad formal and informal 
ways in which they participate, and how they evaluate their political 
leadership. By repeating the questions and the basic survey design 
every two years, the hope is that survey effects can be controlled 
for and that change can be meaningfully observed. In addition to 
the core Democracy 360 questions, the 2019 survey also included 
some questions borrowed from the Canadian Election Study and 
major international surveys, enabling us to probe new areas while 
retaining some basis for comparing data and examining trends. The 
2019 survey was conducted in English and French in January and 
February 2019, using an online sample of 4,054 Canadian residents 
over 18 years of age living in all ten provinces.

This chapter looks mostly at the aggregate picture of Canadians’ 
democratic participation and satisfaction, along with important age 
effects. Obviously, these values differ from community to community 
in significant ways. In this respect, our measures are limited. While 
our tool allows for comparison across broad demographic categories 
like “visible minorities,” those categories can often obscure more than 
they illuminate. It does not provide the necessary lens to examine the 
responses of those who may experience citizenship very differently 
than the majority—Indigenous Peoples, newcomers from particular 
communities, LGBTQ2S+, and others. Nor does it closely explore 
alternative democratic spaces, such as grassroots or community 
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organizations, Indigenous governments, workers’ unions, etc. Rather, 
its focus is on aggregate experiences of the dominant narrative of 
politics in Canada.

General Attitudes Toward Democracy and Politics

Despite the pervasive narrative of global democratic decline, public 
opinion data collected from the last three Citizens’ Surveys show that 
a growing majority of Canadians view our democracy favourably. In 
2014, 65 percent of Canadians reported that they were either satisfied 
or very satisfied with the way democracy worked in Canada, and 
by 2019, this number had increased to 75 percent (see Table 2.1). In 
2019, only 6 percent were not satisfied at all—a figure which has also 
dropped compared to previous years. Over the same period, the same 
question asked in public opinion studies in the United Kingdom, the 
United States, France, and Australia (for example) have tended to find 
a precipitous decline in satisfaction with democracy—suggesting 
that the recent Canadian experience is different in important ways 
from that of other democracies that Canadians tend to watch close-
ly.2 Regardless of whether or not this satisfaction is warranted, and 
whatever its causes (and indeed, it may itself be a reaction to trends 
in other democracies), it suggests a relatively positive orientation in 
Canada toward the machinery of democracy. 

Table 2.1: Satisfaction with Canadian Democracy3

On the whole, how satisfied are you with the way democracy works in Canada?

2014 2016 2019

Very satisfied 12.3% 16.3% 20.1%

Fairly satisfied 52.7% 54.7% 55.1%

Not very satisfied 25.2% 20.1% 19.2%

Not satisfied at all 9.8% 8.9% 5.6%

n 2238.1 3722.3 3898.4

Sources: The Samara Centre for Democracy, 2019, “The 2019 Samara Citizens’ Survey,” https://
www.samaracanada.com/research/resourcesanddata/2019-citizens-survey/, The Samara 
Centre for Democracy; The Samara Centre for Democracy, 2016, “The 2016 Samara Citizens’ 
Survey,” https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey, 
The Samara Centre for Democracy; The Samara Centre for Democracy, 2014, “The 2014 
Samara Citizens’ Survey,” https://www.samaracanada.com/research/resourcesanddata/2014-
citizens-survey, The Samara Centre for Democracy.

https://www.samaracanada.com/research/resourcesanddata/2014-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2014-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
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General interest in politics has also remained stable, if not 
risen slightly, since the Samara Centre began studying Canadian 
public opinion trends in 2014. The 2019 results indicate that two-
thirds of Canadians are either very or fairly interested in local 
and international politics, while three quarters reported this same 
level of interest for provincial/regional and national politics (see 
Table 2.2). Previous iterations of the Citizens’ Survey did not disag-
gregate interest by level, and so do not offer directly comparable 
measures, but the 2016 survey found that approximately 64 percent 
of Canadians were interested in politics generally. In other words, 
at every level of politics, Canadians are as interested or more inter-
ested in 2019 than they were in politics in the abstract three years 
before. Politics also is not generally seen as remote or abstract. 
When asked in 2019 how much of an impact politics had on their 
daily life, 64 percent reported it as a 6 or higher on a scale of 1 to 
10 (with 1 representing no impact whatsoever and 10 representing 
extremely high impact). 

Table 2.2: Interest in Politics4

How interested would you say you are in politics?

2016 2019

Local Provincial/
Regional

National International

Very interested 17.8% 20.6% 28.6% 32.8% 22.8%

Fairly interested 46.0% 45.7% 48.0% 43.9% 43.6%

Not very 
interested

25.2% 25.5% 17.7% 17.7% 25.0%

Not at all 
interested

11.0% 8.2% 5.7% 5.6% 8.6%

n 3916.6 4018.7 4032.3 4017.7 3994.5

Sources: The Samara Centre for Democracy, 2019, “The 2019 Samara Citizens’ Survey,” https://
www.samaracanada.com/research/resourcesanddata/2019-citizens-survey/, The Samara 
Centre for Democracy; The Samara Centre for Democracy, 2016, “The 2016 Samara Citizens’ 
Survey,” https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey, 
The Samara Centre for Democracy.

In short, Canadians are (relative to the recent past) interested 
in politics and satisfied with how their democracy works. The 
increased satisfaction in democracy has been observed across the 
partisan spectrum. To this point, Canada has avoided the fast slide 

https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
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into dissatisfaction that has captured several peer democracies. But 
not all indications are positive. Canadians have, perhaps, also been 
affected by the discourse of democratic recession. When asked about 
the direction of Canada’s democracy, 46 percent are under the impres-
sion that it is becoming weaker; a much smaller share (31 percent) 
perceive it getting stronger; and the smallest share (23 percent) say 
they don’t know. However, it is perhaps notable that party affilia-
tion has a strong effect on this perception: for example, those who 
identify with the Liberal Party of Canada are more likely to say that 
democracy is getting stronger, not weaker. 

Populism and Attitudes Toward Political Elites

Populism is central to much of the public narrative about democ-
racy, in Canada and elsewhere. It is perceived as a driving force 
behind some of the major political outcomes of recent years, includ-
ing the election of Donald Trump in the United States (November 
2016), and the Brexit referendum in the United Kingdom (June 2016). 
It is sometimes thought that the digital public sphere is causally 
important in the rise of populism—for example, by giving populist 
politicians opportunities to transmit a norms-transgressive mes-
sage to the public without relying on traditional intermediaries, 
or by creating avenues for new kinds of organizing and coalition 
building, from which populists can benefit (Krämer, 2017; Schaub 
& Morisi, 2019). 

A long line of Canadian commentators have asserted that popu-
lism is also present here, that Canada is a “tinderbox for populism” 
(Graves & Valpy, 2018), that populism is redrawing the basic politi-
cal cleavages of the country (Harper, 2018), or creating opportuni-
ties for the ascendancy of previously marginal political traditions 
(Broadbent, 2019). Is this the case?

The Citizens’ Survey provides Canadians opportunities to eval-
uate their political leadership. The 2019 iteration also included some 
additional questions meant to measure aspects of populist thought, 
and for which there was some basis for longitudinal comparison.5 
The study adopts a definition of populism that is conventional in 
the scholarship but sometimes confused in the popular discourse: it 
treats populism as the belief that society is divided into two camps, 
elites and the real people, and that legitimate governance must reflect 
the uninhibited will of the people (Mudde & Kaltwasser, 2013).6
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The overall finding is strong: there is scant evidence of a 
movement toward populism in Canadian public opinion (Morden 
& Anderson, 2019). Instead, Canadians have grown modestly more 
trusting of and satisfied with their political leadership. Attitudes 
toward MPs are markedly improved in the 5 years leading to 2019; 
for example—51 percent of Canadians trust MPs to do what is right, 
up from 40 percent in 2014, and 53 percent of Canadians are satis-
fied with MPs, compared with 46 percent in 2014. Attitudes toward 
political parties have held steady or softened slightly; for example, 
the share of Canadians who trust political parties has increased 
to 45 percent, from 42 percent in 2014. The Citizens’ Survey also 
replicates questions asked in past Canadian Election Studies (CES). 
The results are not directly comparable for several reasons, includ-
ing likely polling effects due to inconsistency in how the questions 
were asked over time. They are nevertheless strongly suggestive of 
a general decline in anti-establishment feeling since the 1990s. For 
example, in 2019, 60 percent of Canadians agreed that the govern-
ment does not care what people like them think, compared with 
75 percent of Canadians asked in the 1993 CES. Similarly, in 2019, 
63 percent of Canadians agreed that those elected to Parliament 
soon lose touch with the people, down from the 85 percent who 
thought that in 1993.

These measures admittedly exclude some aspects of populist 
thought, or populism-adjacent tendencies. For example, they do not 
probe Canadians’ inclination toward authoritarian leadership in 
the interest of the people. Nevertheless, what is manifestly absent 
here is any hint that Canadians are turning away from elites in 
some dramatic fashion. They show high levels of dissatisfaction and 
cynicism relative to appropriate aspirations for our democracy—but 
this is enduring dissatisfaction, rather than sea change. And indeed, 
consistent with the rise in democratic satisfaction and interest in 
politics, they suggest that change that has occurred has been in a 
mostly positive direction. 

Reported Participation in Politics and Community

The consistency and even modest improvement in attitudes toward 
democratic politics are reflected, in some ways, in reported participa-
tion. The rise in voter turnout in the 2015 federal election, especially 
pronounced in several groups that are typically among the least 
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engaged in politics (youth and Indigenous Peoples), offered some 
hope that Canadians are not turned off formal politics altogether. In 
fact, 2015 saw voter turnout rise for the second election in a row—the 
first time that has happened since 1972. Turnout fell slightly in 2019, 
but early indications are that some of the important 2015 turnout 
gains were sustained. In a major Statistics Canada survey, self-
reported turnout among young Canadians in 2019 was at roughly 
the same level as in 2015 (Statistics Canada, 2020).

But as noted above, the Citizens’ Survey seeks to capture the 
full spectrum of forms of political engagement beyond voting, the 
proxy that is often relied upon. The CES is the most comparable 
alternative data source—though the fact that CES has (previous to 
this point) only collected in election years makes comparison with 
recent data impossible. Nevertheless, it is notable that, compared 
to the CES, the Citizens’ Survey has returned slightly higher rates 
of reported participation in some activities. It is therefore difficult 
to reach firm conclusions about whether the Citizens’ Survey 
over-reports participation more than is typical of other instru-
ments. New research does suggest that simply presenting our 
survey to prospective respondents during the recruitment phase 
as being “democracy focused” could yield a disproportionately 
engaged respondent pool (McGregor et al., 2020). It is because of 
these uncertainties that we regard the change over time within 
the (roughly) same survey administered the same way as most 
analytically useful. 

The 2019 results find that rates of formal political participa-
tion have remained relatively stable during the last five years, with 
a small rise in participation most evident when using a composite 
index of several indicators (see Table 2.3). Although the number of 
people who report that they are a member of a federal political party 
has dipped slightly, more Canadians have recently donated or vol-
unteered for a political party or candidate than in previous years. 

On the other hand, rates of activism have fluctuated from year 
to year. Significantly fewer respondents reported that they had 
signed a petition or taken part in a protest in 2019 compared to 2014, 
while those choosing to boycott/“buycott” increased. There is some 
suggestion in this that activism may be more context- and event-
driven than conventional political engagement.
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Table 2.3: Formal Political Participation
In the past 12 months, have you participated in the following activities? (affirmative 
responses only)

2014 2016 2019

Been a member of federal political party 8.8% 8.2% 7.7%

Attended political meeting/speech 28.5% 30.1% 31.5%

Donated money to candidate/party 18.8% 18.6% 21.0%

Volunteered for candidate/party 16.7% 15.3% 18.8%

Composite index (those who participated in at 
least one of the above activities)

35.5 37.1 41.4

n (of composite index) 2330.0 3864.0 3925.0

Sources: The Samara Centre for Democracy, 2019, “The 2019 Samara Citizens’ Survey,” https://
www.samaracanada.com/research/resourcesanddata/2019-citizens-survey/, The Samara 
Centre for Democracy; The Samara Centre for Democracy, 2016, “The 2016 Samara Citizens’ 
Survey,” https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey, 
The Samara Centre for Democracy; The Samara Centre for Democracy, 2014, “The 2014 
Samara Citizens’ Survey,” https://www.samaracanada.com/research/resourcesanddata/2014-
citizens-survey, The Samara Centre for Democracy.

Table 2.4: Activism
In the past 12 months, have you participated in the following activities? (affirma-
tive responses only)

2014 2016 2019

Signed petition in person or online 64.3% 58.8% 56.5%

Boycotted or bought products for political 
reasons

37.0% 39.8% 47.5%

Protested or demonstrated 21.6% 21.2% 16.5%

Composite index (those who participated in at 
least one of the above activities)

69.4% 67.6% 67.6% 

n (of composite index) 2321.0 3812.0 3938.0

Sources: The Samara Centre for Democracy, 2019, “The 2019 Samara Citizens’ Survey,” https://
www.samaracanada.com/research/resourcesanddata/2019-citizens-survey/, The Samara 
Centre for Democracy; The Samara Centre for Democracy, 2016, “The 2016 Samara Citizens’ 
Survey,” https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey, 
The Samara Centre for Democracy; The Samara Centre for Democracy, 2014, “The 2014 
Samara Citizens’ Survey,” https://www.samaracanada.com/research/resourcesanddata/2014-
citizens-survey, The Samara Centre for Democracy.

https://www.samaracanada.com/research/resourcesanddata/2014-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2014-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2014-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2014-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2016-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
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A Snapshot of Youth

Younger people may or may not be more affected by the emerging 
centrality of the digital sphere, but they inarguably are most likely 
to occupy it. It is therefore particularly interesting, in a digital con-
text, to observe the ways in which young people differ in how they 
regard or engage in democratic politics. Looking at 18- to 29-year-olds 
in comparison with older demographics, the Citizens’ Survey finds 
some consistencies and interesting differences. 

A common public narrative is that young people lack trust in 
our institutions and elites, or that they only see politics as remote 
from themselves, but this is often disputed in public-opinion research 
(O’Neill, 2007; Norris, 2002). The Citizens’ Survey is no exception. 
It finds that young people, for example, are equally or slightly more 
satisfied than older demographics with how democracy works. They 
are also equally likely to believe that politics has an influence on 
their everyday lives. 

Young people tend to evaluate our political leadership more 
positively, too. More young people are satisfied with MPs (60 per-
cent of ages 18–29 versus 50 percent of ages 56+), trusting of MPs 
(57  percent of 18–29 versus 50 percent of 56+), satisfied with political 
parties (56 percent of 18–29 versus 44 percent of 56+), and trusting 
of parties (53 percent of 18–29 versus 42 percent of 56+). And while 
young people are less likely to belong to a political party, they are 
considerably more likely to consider joining one in the future. It is 
difficult to conclude that youth lack trust, at least in the abstract. 
Moreover, more young people hold an optimistic outlook for our 
democracy. It is true that just as in the aggregate, more youth per-
ceive our democracy as getting weaker than stronger. But the gap 
between those groups is relatively small (5 percentage points for 
ages 18–29, compared with a 16-percentage-point gap among ages 
30–55, and a 22-percentage-point gap among those 56+). We cannot 
reach causal conclusions, but it is nonetheless notable that so-called 
digital natives appear least affected by the democratic anxiety of 
the moment.

In other respects, young people present some familiar para-
doxes. They are much less likely to regard living in a democracy as 
very important (55.9 percent versus 75.8 percent for those 56+)—a 
relationship that is enduring and consistent across most established 
democracies (Foa & Mounk, 2017). They report being less interested in 
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politics across all levels of government and politics; the interest gap 
between younger and older voters is greatest for local politics (53 per-
cent of 18–29 versus 77 percent of 56+), and smallest for international 
politics (62 percent of 18–29 versus 72 percent of 56+). But across the 
vast majority of forms of participation—other than voting—youth are 
most likely to participate. It is likely no surprise that young people 
are more likely to engage in activism, for example, but striking that 
they are also more likely to discuss politics—in any venue, online or 
offline—than are those from older cohorts.

Conclusion: Holding Steady, but Worried

While the Citizens’ Survey does not allow us to directly measure the 
effects of the expanding digital sphere on Canadian politics, it does 
permit a snapshot of ordinary Canadians as democratic actors in 
this historical moment. The picture it reveals is complex, but there is 
much in here to challenge some familiar narratives about change in 
our democracy. A significant segment of Canadians are dissatisfied 
with democracy in general, and most are dissatisfied with the state 
of our politics. Participation is uneven, and far too many Canadians 
remain on the sidelines of our civic and political life. These are 
hugely consequential problems, and they demand solutions. But they 
should be understood as long-term, structural problems rather than 
some new crisis that has suddenly descended upon us. 

There are important suggestions in the data that the democratic 
experience in Canada of recent years is meaningfully different than 
that of several of the democracies closest to our own. And while we 
should guard against complacency and self-satisfaction, we should 
also avoid uncritically copying and pasting foreign narratives onto 
our own democracy. 

The long-term structural problems facing our democracy are 
well known, and include the weakness of Parliament and the legisla-
ture, and a concentration of power within political parties. This study 
is a reminder to address these to make our democratic institutions 
more responsive, accessible, and representative, rather than defend-
ing a status quo which is not good enough, against threats that have 
not yet completely materialized. 

These findings are not predictive. It may be that our slide into 
dissatisfaction is coming, and that our populist moment will fol-
low. There are at least some indicators that there is a qualitatively 
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and quantitatively different polarization underway here (see, for 
example, Cochrane 2015; Kevins & Soroka, 2019), which could 
facilitate some of those forces. It may be that the new digital public 
sphere will meaningfully change how we perceive and engage our 
democracy, and in negative ways. Indeed, Canadians perceive a risk 
here; in a recent 54-country study, Canadians were found to be most 
likely to regard social media as a threat to their democracy (Dalia 
Research & Rasmussen Global, 2019). But in the meantime, scholars 
and students of Canadian politics should remain critical consum-
ers of public narratives, and should work to expand the existing 
evidence basis to empirically probe the democratic implications of 
our connected age.
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Notes

 1. For example the argument has been made by Frank Graves and Michael 
Valpy (2019) in The Toronto Star, Ed Broadbent (2019) in The Globe and 
Mail, and Jeff Rubin (2019) in The New York Times.

 2. For example, the percentage of Australians satisfied with their democracy 
went from 72 percent in 2013 to 41 percent in 2018. Similarly, satisfac-
tion rates among the French was 64 percent in 2012, then declined to 
34 percent in 2017, and the United States saw a drop in satisfaction from 
80 percent to 46 percent during that same time period. For more com-
parative data, see Pew Research Center (Wike et al. 2017), modules 1 to 4 
in The Comparative Study of Electoral Systems (2015a, 2015b, 2015c, and 
2015d), and the Museum of Australian Democracy and the Institute for 
Governance and Policy Analysis at the University of Canberra (2018).

 3. All figures cited in this chapter have been weighted against census values 
for age, gender, language, region, and immigration status. In Table 2.2: 
Interest in Politics, chi-square test = 121.1778; P-value = <0.00001.

https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
https://www.samaracanada.com/research/resourcesanddata/2019-citizens-survey
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CHAPTER 3

Framing the Challenges of Digital 
Inclusion for Young Canadians

Leslie Regan Shade, Jane Bailey, Jacquelyn Burkell, 
Priscilla Regan, and Valerie Steeves

Abstract

This paper reports on The eQuality Project’s initial findings from 
focus groups conducted in the fall of 2018 and winter of 2019 with a 
diversity of youth (ages 13–17) in three Canadian cities about their 
perspectives and experiences of privacy and equality in networked 
spaces. Focus groups explored online activities and platforms used 
by participants, whether and how privacy was an essential aspect 
to their enjoyment, online experiences where they felt unwelcome 
or disrespected, and their strategies to mitigate these constraints. 
We use a modified version of the Institute of Museum and Library 
Services’ digital inclusion framework to link the perspectives and 
apprehensions of the young people we interviewed to emerging 
digital policy questions. These include access (availability, afford-
ability, inclusive design, and public access), application (across 
various sectors and uses like education, workplaces, employment, 
economic development, health, public safety, and civic engagement), 
and adoption (uptake and relevance, privacy and data rights, safety, 
and digital literacy). We conclude with several policy suggestions, 
including holding platform companies accountable and transparent 
about their data collection and privacy protection practices through 
producing coherent and well-designed terms of service; ensuring 
funding for enriched digital literacy programming for schools, 
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parents, and young people in order to strengthen digital skills and 
knowledge about the dynamic nature of datafication; and bringing 
the voices of diverse Canadian youth into policy-making to ensure 
that intersectional perspectives and digital justice are core compo-
nents for a rights-respecting networked environment.

In May 2019, Canada’s House of Commons Standing Committee on 
Access to Information, Privacy and Ethics (ETHI) hosted the sec-

ond International Grand Committee (IGC) on Big Data, Privacy and 
Democracy. The meeting brought together politicians from Canada, 
the United Kingdom, the European Union, Morocco, Argentina, 
Brazil, Singapore, Mexico, Ecuador, and Trinidad and Tobago to 
discuss heightened concerns surrounding big tech regulation and 
the need to reaffirm domestic policy commitments. Parliamentarians 
signed the Ottawa Declaration, which supported an “unwavering 
commitment to foster market competition, increase the accountabil-
ity of social media platforms, protect privacy rights and personal 
data, and maintain and strengthen democracy” (ETHI, 2019, p. 7). 
The declaration also called on digital platforms to “follow appli-
cable competition and antitrust laws, to strengthen their practices 
regarding privacy and data protection, to increase their algorithmic 
accountability, and to improve the manner in which these platforms 
prevent digital activities that threaten social peace or interfere in the 
open and democratic processes around the world” (ETHI, 2019, p. 7).

At the conclusion of the three-day hearing, ETHI Chair Bob 
Zimmer remarked that policy-makers should protect children from 
the “surveillance capitalism” business model of the major high-tech 
companies. Stated Zimmer, “the whole drive, the whole business 
model is to keep them glued to that phone despite the bad health that 
brings to those children—our kids. It’s all for a buck. We’re respon-
sible to do something about that. We care about our kids. We don’t 
want to see them turned into voodoo dolls, to be controlled by the 
almighty dollar and capitalism” (Blanchfield, 2019, para. 6).

As evoked by Zimmer, “surveillance capitalism” referred to 
testimony by scholar Shoshana Zuboff, who detailed its attributes in 
her magisterial 2019 book of the same title, subtitled “The Fight for 
a Human Future at the New Frontier of Power.” In her written testi-
mony to the IGC, Zuboff wrote that surveillance capitalism “declares 
private human experience as free raw material for translation into 
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production and sales. Once private human experience is claimed for 
the market, it is rendered as behavioral data for computation and 
analysis. While some of these data may be applied to product or ser-
vice improvements, the rest is declared as a proprietary behavioral 
surplus. This surplus is defined by its rich predictive value” (ETHI, 
2019, p. 5).

With respect to children and youth, Zuboff (2019) describes in 
her book how “young life now unfolds in the spaces of private capital, 
owned and operated by surveillance capitalists, mediated by their 
‘economic orientation,’ and operationalized in practices designed to 
maximize surveillance revenues. These private spaces are the media 
through which every form of social influence—social pressure, social 
comparison, modelling, subliminal priming—is summoned to tune, 
herd, and manipulate behavior in the name of surveillance revenues” 
(p. 456). The suggestion that the commercial model of big tech should 
be constrained because of its impact on the well-being of children 
signifies an important potential shift in Canadian policy-making. 
From the early days of the web, children have been mobilized to sup-
port the relatively unregulated growth of networked technologies: 
typically presenting children as naturally facile with technology, 
policy-makers have been both enthusiastic about connecting young 
Canadians so they can become the information innovators of the 
future, and loath to regulate tech companies because it might stifle 
that innovation (Shade et al., 2005). As problems such as access to 
pornography and cyberbullying have been identified, legislators have 
stopped short of interrogating how the commercial model that drives 
networked spaces sets young people up for conflict and erodes their 
privacy. Instead, they almost universally have responded by placing 
children under “protective” surveillance that further erodes that 
privacy (Bailey, 2015; Steeves, 2016). To explore policy options that 
better reflect the perspectives and experiences of young people, we 
conducted a study in the fall of 2018 and winter of 2019 called This Is 
What Diversity Looks Like: What Young People Need to Enjoy Privacy and 
Equality in Networked Spaces, which aimed to explore youth experience 
of online privacy and equality, including their experiences of what 
is afforded them and what constrains them in networked activities 
and platforms.1 To examine the relationship between social location, 
privacy, and equality, we adopt an intersectional approach designed 
to support young people in creating networked spaces where they 
feel included and able to participate fully (Bailey & Steeves, 2015; 
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Bailey et al., 2019). For this study, our focus groups included LGBTQ, 
Indigenous, racialized, and general population youth (ages 13–17) 
from diverse geographic locations: a mid-sized central Canadian city, 
a large central Canadian city, and a mid-sized western Canadian city.

In the study, we asked young people about the various ele-
ments and opportunities they felt ensured their inclusion in online 
spaces, and whether privacy played a key role in their enjoyment of 
their activities and platforms. We also asked youth whether and how 
schools, government, and tech companies could make online spaces 
more welcoming and inclusive of youth. This chapter discusses our 
preliminary findings. We organize our discussion around a modi-
fied version of the Institute of Museum and Library Services’ (IMLS) 
digital inclusion framework (the IMLS Framework) to connect the 
perspectives and concerns of the young people we interviewed to 
emerging policy questions about a range of online issues, including 
access (availability, affordability, inclusive design, and public access), 
application (across various sectors and uses like education, work-
places, employment, economic development, health, public safety, 
and civic engagement), and adoption (uptake and relevance, privacy 
and data rights, safety, and digital literacy) (PPF, 2018, pp. 2–3).

Moving from Surveillance Capitalism to Digital Inclusion

A plethora of social scientists have provided evidence that networked 
environments are complicated ones for children. Although young 
people report that they enjoy the easy sense of connectedness with 
friends and family, and have incorporated devices into a variety of 
daily tasks, they have also consistently raised concerns about the 
surveillance they experience at school, at home, and in the market-
place (Steeves, 2005, 2014). As Kathryn Montgomery (2015) notes, this 
surveillance is rooted in the “economic imperatives and powerful 
e-commerce business models” designed to “monitor and monetize 
[young people’s] behaviors as well as their interactions with friends 
and acquaintances” (pp. 772–773).

Policy-makers have typically responded to these concerns by 
enacting consent-based data protection legislation that purports to 
give young people (and their parents) a degree of control over the 
ways in which young people’s information is collected, used, and 
disclosed (e.g., in the United States, the Children’s Online Privacy 
Protection Act [COPPA], and in Canada, the Personal Information 
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Protection and Electronic Documents Act [PIPEDA]). However, data pro-
tection has been an incomplete corrective, primarily because young 
people have a different conception of privacy. From their perspective, 
they are required to disclose information about themselves in order 
to participate in the online world. But this does not mean that they 
are comfortable with others collecting and using that information 
(Marwick & boyd, 2014; Steeves, 2015). For example, it is remarkable 
that 95 percent of young Canadians surveyed in 2013 reported that 
marketers should not be allowed to see what they post on social 
media, in spite of the fact that the young people have technically 
consented to their posts’ disclosure to the public (Steeves, 2014).

Because of this, numerous policy organizations are incorporat-
ing human rights-based approaches to more fully protect children in 
networked environments. For example, the European Union’s General 
Data Protection Regulation (GDPR) has supplemented children’s gen-
eral data protection rights with age-specific provisions that restrict 
profile-based marketing and prohibit algorithmic decision-making 
that significantly affects a child’s rights (Steeves & Macenaite, 2019). 
And, for its part, the UN Committee on the Rights of the Child 
(CRC) is developing a “General Comment” on children’s rights in 
relation to the digital environment (2019) to support states and NGOs 
to interpret the 30-year-old Convention on the Rights of the Child 
(CRC) for the digital age and to outline the types of policy responses 
that are needed to ensure that young people can fully participate in 
online life.

The IMLS Framework is a useful tool in this process because it 
goes beyond informational control and aims to identify “interven-
tions which seek to increase access, remove barriers, develop digital 
skills, and empower people who might be otherwise marginalized 
and excluded from the design and use of digital technologies” in 
order to “ensure that everyone can benefit from digital technolo-
gies in their lives” (Ontario Digital Service, 2017). We suggest that a 
modified version of the IMLS Framework will enable policy-makers 
to begin to ask the right questions that will help inform the develop-
ment of a rights-respecting networked environment in which young 
people from diverse social backgrounds can meaningfully access 
networked technologies and thrive online without fear of discrimina-
tion. In Table 3.1 we provide questions that we deem to be relevant 
and merit further research and analysis, even though not all of these 
were addressed by participants in our focus groups.
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Table 3.1: Some Policy Questions on IMLS Framework
Elements Policy Questions

Access: 
Availability
Affordability
Inclusive design
Public access

Do young people and their families 
have access to affordable high-speed 
broadband in their homes?

Are there sufficient, affordable, 
and accessible spaces for young 
people to gain public access to digital 
technologies?

Are digital technologies inclusively 
designed so everyone can use them 
effectively and safely?

Are school-based technologies imple-
mented in ways that promote inclusion 
and respect privacy?

Application:
Across various sectors and uses:
- education
- workplaces 
- economic development
- health
- public safety
- civic engagement

Are all young people able to equally 
benefit from the use of digital 
technologies?

Can digital technologies enhance 
educational, economic, healthy, and 
civic engagement for all young people 
in ways that enhance their privacy and 
enable them to participate in decisions 
about their lives?

Adoption:
Uptake and relevance
Privacy and data rights
Safety
Digital literacy

How can young people gain the 
knowledge and skills to effectively 
use digital technologies, including 
cell phones, smart tablets, and laptop 
computers?

Do teachers and parents have the sup-
port they need to help young people 
become digitally literate?

Are tech companies being held 
accountable to ensure they design 
technologies that respect young 
people’s needs for privacy and 
participation?

Adapted from: PPF (2018). 
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Young Canadians’ Perspectives of Digital Inclusion: 
A View from the e-Trenches

Our study asked a central research question: What factors enable 
youth from diverse social locations to participate fully in networked 
spaces and activities, and enjoy a lived equality online? Using the 
IMLS Framework of access, application, and adoption, we present 
preliminary findings from our focus groups.

Access

Cell phones were the primary means of accessing the Internet for vir-
tually all of the focus group participants. They were also important 
storage devices for multiple types of content, making the prospect of 
losing one’s phone quite upsetting. Emma, a 16-year-old participant 
who thought they’d lost their phone put it, “I had lots of things in my 
phone that I didn’t really realize, like contacts and like old photos, 
like screenshots. So, I guess it’s just like small things.” Laptops, iPads, 
and Chromebooks were other common means for gaining Internet 
access, although use of these devices was more frequently associated 
with doing schoolwork either in school or at home. In a number of 
cases, focus group participants shared these devices with others, 
such as family members. For example, Xiu, a 13-year-old participant, 
reported sharing with “only my family so like it’s safe.”

Application

The focus group participants primarily connected with the Internet 
for leisure and education purposes, although occasionally their 
leisure pursuits involved information gathering that could be 
associated with civic engagement. Connectivity related to leisure 
pursuits involved both communicating with others and seeking out 
entertainment. While most of our participants communicated with 
family and friends primarily through cell phone texting, they also 
used Snapchat and Instagram, with some of them curating their 
Instagram to differentiate public from private audiences of friends 
and family. WeChat’s video call function was also a popular means 
for Chinese newcomer focus group participants to communicate 
with family and friends who were still in China. As Xiu put it,  
“[s]o other than you can talk with them, so you can also see them 
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is more convenient. It’s like when you see them and talk to them 
in real life.”

The focus group participants’ leisure pursuits involved seeking 
out entertaining content (such as Vines and memes) on platforms 
and apps such as Instagram, Amino, Kik, Tumblr, YouTube, Netflix, 
and Twitter, and gaming sites such as Fortnite. In some cases, 
participants’ entertainment-seeking activities were also forms of 
community building. Members of our LGBTQ focus group who use 
Amino, for example, described it as an opportunity to connect with 
others from around the world with shared interests such as fandoms. 
Similarly, for some of the Chinese newcomer focus group partici-
pants, watching Netflix became a way of gaining cultural capital 
that then allowed them to participate in face-to-face conversations 
in school about popular shows. They also used Chinese platforms 
such as Bilibili in order to gain access to popular culture from their 
homeland. In certain cases, information seeking on public issues was 
part of our participants’ leisure activities. For example, several fol-
lowed prominent public figures such as politicians (Donald Trump), 
tech gurus (Elon Musk), and well-known entertainers (Lin-Manuel 
Miranda) on Twitter.

Music was another popular online leisure pursuit for our 
participants, who use platforms and apps such as Spotify, iTunes, 
BlackPlayer, and QQ (which one Chinese focus group participant, 
Tommy, age 14, characterized as “a Chinese version of Spotify”). For 
one of our participants, algorithmically generated recommendations, 
such as on Spotify, were a generally inaccurate and unwelcome prod-
uct of a for-profit agenda. Emma noted, “I’ll be less likely to listen to 
[a recommendation] or enjoy it, simply because I’ve decided in my 
mind that this might just be because of money.”

Email, Google Drive, and Google Docs were platforms that 
our participants generally only used to connect with educational 
activities. Google Drive, in particular, was considered by some as 
stressful because of its association with homework assignments. As 
Tommy put it, “Every time I use Google Drive, I need to do a lot of 
school stuff, like assignments and it’s pretty stressful.” While Skype 
and Facebook were considered by Tommy to be “kind of old,” or as 
platforms used mainly by older people, both were still used to a lim-
ited extent by some participants. For example, one participant used 
Skype for English lessons, while other participants found they had to 
use Facebook in order to access school communications, information 
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about volunteer opportunities, and, to a lesser extent, news. On the 
other hand, several found that access to certain content was blocked 
while they were in school, which as Annie, age 13, commented, “can 
sometimes get annoying.” 

Adoption

Based on a preliminary analysis of the focus group comments, we 
focus on several adoption issues related to safety, privacy, and what 
government or corporations might do. A more complete analysis of 
the focus groups is underway, but our early review reveals a number 
of relevant insights.

Regarding safety, the focus group participants identified four 
main sources that negatively affect their online experiences, espe-
cially on social media: other people, corporations, malevolent anony-
mous interactions, and being hacked. The main source of concern is 
other people—specifically negative, inappropriate, mean, self-serving, 
harassing, or nasty posts and messages (e.g., use of the “n” word, 
calling things “so gay,” and intentional or ignorant ways of silenc-
ing members of marginalized communities). There was a recogni-
tion that, as Tommy put it, “These things happen all the time” but 
also that, as Emma commented, they “feel bad for all of the people 
involved.” Interestingly, the main response to such negative posts 
is “to ignore them” (Malinda, age 14). Participants also engage in 
proactive behaviour, for example, with respect to posting of photos. 
As one trans participant, Josh (age 16), related: 

But like, if they’re taking a picture of you without asking you, 
without saying anything, it’s like they could be, like, posting 
it—they could be, like, taking this to make fun of me. They could 
be, like, taking—like taking this for, like, some weird, like, mali-
cious intent. Like, it’s just creepy. That’s weird and it happens a 
lot with that, like—cosplayers [costume players]—have to, like, 
basically be like, “Please don’t take photos of me without asking 
because it’s creepy.” 

These comments mirror the results of earlier studies of online 
behaviour of youth that indicate the importance, and creativity, of 
self-management. The participants in our groups accepted that there 
was a likelihood of somewhat nasty behaviour from other people yet 
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demonstrated a confidence in handling and moving past it. Their 
responses reflect learning from experience to develop the necessary 
skills. In some cases, participants reported this type of management 
behaviour but with a sense of resignation that it might not help. As 
Andrew, a 13-year-old racialized participant, said: “I don’t know what 
happened after that. I don’t care about that anymore.” 

A second source of negativity identified by our participants is 
the behaviour of corporations, especially in terms of what partici-
pants fear is going on behind the scenes. For example, on Instagram, 
Shan (age 13) related that, “Every time I download something, they 
would also say, like, ‘Oh, we can—can we access your camera?’ and 
all that, and I’m… Yeah, that’s kind of creepy. Especially when they 
don’t need the camera. So, I just… Yeah, I would—I would uninstall 
it if it does that.” There is also a sense that some of the corporate 
offerings made to be attractive in ways that are misleading—for 
example, Snapchat (and its Snap Map), which Josh described as a 
“dangerous platform because people get, like, this sense of, like, ‘Oh, 
it’s—it’s gonna disappear, so I can say whatever’… But … nothing 
on the internet is ever gone.” When asked who should not see their 
information, participants of one focus group centred attention on 
data sharing and integration across multiple platforms owned by the 
big corporations, specifically mentioning Google, Apple, Instagram, 
and Amazon. Julie (age 15) gave as an example the targeted ads that 
appear on Instagram after searching on Amazon, noting that the 
practice “kind of scares me. Because like, then you know for sure 
that they’re kind of collecting data on you” and “Instagram and 
Amazon, they’re like two completely different apps, and seeing them 
somehow have a relationship, well, it’s kind of like, woah.” Julie also 
raised concerns about covert monitoring of activity (e.g., microphone, 
camera, texts), noting that “sometimes it seems like your phone is 
listening to you” because you can be talking to someone about a 
product and then you get an ad for it later on. The same issue came 
up in another focus group with a similar response from participants; 
as Annie exclaimed, “So, they could, like, see what I’ve talked about 
with other people? … That feels … weird, like I’m spied on.” George, 
a 17-year-old participant referred to this as “extreme capitalism,” 
while Luke, a 15-year-old participant, described it as “Big Brother.” 
Participants voiced frustration with the tech companies—that they 
were neither transparent with their practices nor held accountable 
for overstepping what was expected.
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A third source of negativity, mentioned less than the above two, 
relates to people with malicious intent outside of one’s social circle. 
Participants expressed concerns about online anonymity because 
they wanted to make sure they were not talking to, as Cody (age 14) 
described, a “dangerous person.” A fourth concern emanated from 
experiences of being hacked, which also affected future behaviour: 
George discussed an experience in which hackers “broke into my 
account, changed the password, and then started posting, like, a 
bunch of, like, pornography from my account until the account got 
deleted. So, that’s just why I’m really anxious.” 

In terms of measures that might address the negativity online, 
participants believed much of the responsibility had to rest with 
social media users themselves. For example, Shan commented, 
“When I think of, like, people posting, like, mean stuff on social 
media, I don’t really think that’s the social media’s responsibility to 
fix that.” An interesting exchange in one focus group with Chinese 
newcomers included a list of “do’s and don’ts” including “make the 
right decisions” and “don’t talk to strangers” (Janaan, age 13); “don’t 
tell someone your personal information” (Ken, age 13); “be polite, 
trying to control yourself, not saying bad words or your comments 
to other people, otherwise they’ll fight back to you” (Malinda); and, 
“don’t follow fake accounts” and “don’t watch some videos … like 
violence or pornography” (Andrew).

Participants do not generally read privacy notices or terms of 
service, which they find too long (as 16-year-old Patrick said, “to force 
you not to read it”), purposely hard to understand, “convoluted,” 
and difficult to understand (“they can sometimes sneak things in 
there that just flips everything on its head,” said Alex, a 14-year-old 
demigirl). In two focus groups, participants did note that they were 
more likely to look at the notices after the Facebook—Cambridge 
Analytica scandal.

Participants did not believe there was much that the govern-
ment or corporations could do to mitigate the negativity. Some 
participants thought the government or corporations should block 
sites or take down comments that were hateful or racist, but most 
participants had a more nuanced view, noting the difficulties of 
making these distinctions and recognizing the potential negative 
implications for freedom of speech. A number of participants had 
reported issues to social media sites but were concerned that the sites 
lacked “context” to evaluate photos or comments and would likely 
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take down reported posts because, as Emma exclaimed, “What’s the 
easy way out? ‘Let’s just delete the post.’” Annie emphasized that 
platforms could assist with “security improvements” that reduced 
the possibility of account hacking. In general, participants seemed 
to think that corporations were motivated by money and the gov-
ernment by rich people—and that there was not much either could, 
would, or should do. 

Conclusion: Digital Inclusion to Digital Justice

In May 2019, Innovation, Science and Economic Development Canada 
(ISED) released their Digital Charter emphasizing three broad areas of 
concern—the future of work, the impact of innovation, and trust and 
privacy. Echoing earlier discourses, youth are positioned in the report 
as needing to be prepared for the “workplace of the future,” through 
adequate digital skills and literacy, especially in STEM fields. Youth 
were also mentioned with respect to strengthening PIPEDA rules 
(e.g., making it easier to delete content and withdraw consent) to give 
them greater control over their personal information and reputation. 
A sidebar on “What Young Canadians Said” (ISED, 2019, p. 11) men-
tions their belief that access is fundamental, especially to improve 
digital government services and online resources for education. It 
further mentions that strong digital literacy initiatives in a climate of 
misinformation and improving privacy, trust, and consent through 
transparent agreements are needed for a democracy. The Digital Charter 
made no mention of regulating tech companies, nor did it specify what 
a rights-respecting networked environment with elements of the IMLS 
Framework would entail. The Digital Charter commitment to address 
online hate appears to be primarily connected with Canada’s decision 
to sign on to the Christchurch Call to Action,2 which focuses largely on 
terrorism and radicalization and came about in response to an attack 
at a mosque in Christchurch, New Zealand. While these are no doubt 
important equality issues, there is a notable lack of attention to day-
to-day acts of discrimination, corporate monitoring, and other forms 
of negativity that undermine inclusivity in digital spaces.

For young people, the persistent commercialization and data-
fication—the systematic collection and analysis of massive amounts 
of data sets—of their communicative practices raise ethical tensions 
and privacy concerns about whether they can maintain control of 
their digital identity over the course of their life cycle (Smith & Shade, 
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2018). Digital inclusion aims to improve quality-of-life and economic 
well-being (Rhinesmith, 2016), and is a constituent element of digital 
justice, “concerned with fair and equitable access to technologies and 
skills; appropriate instructional approaches and design tailored to 
different groups; and safe, secure and inclusive spaces online” (Pelan 
& Smythe, 2019, para. 1). Digital justice includes data literacy, which 
extends core components of digital literacy (an ability to critically 
understand and create digital media content and tools), to encompass 
an awareness of datafication processes, design, and policies. Seen 
through an intersectional lens (Bailey et al., 2019), and reflected in 
our findings, digital justice highlights how the intersectional social 
location of youth shapes their online experiences, and how corporate 
platforms, through infrastructural design, opaque algorithms, and 
complex and obfuscatory terms of service and privacy policies, can 
stifle online equality for youth.

Writing during the current global pandemic of COVID-19 
palpably highlights the pertinence of digital inclusion as outlined 
by the IMLS Framework of access, application, and adoption. An 
affordable and universal Internet is a basic necessity when social 
distancing measures and shelter-in-place orders shutter schools and 
businesses. Online learning that relies on platforms and programs 
that are privacy- and equality-protective offers potential for reduc-
ing the negative effects of interruptions in learning. However, any 
advantages it may offer will only benefit those children and families 
who possess basic domestic Internet access. For these reasons, as 
Michael Geist notes in Chapter 10 of this book, policy goals must go 
beyond consideration of cultural consumption to include the broader 
objectives of providing universal and affordable access. Moreover, 
ministries of education and school boards should ensure that all 
software programs used for education comply with young people’s 
rights, under the UN Convention on the Rights of the Child, to educa-
tion and privacy, as well as to participate in decisions that platforms 
make that affect them.

We conclude with several policy suggestions. The first is that 
platform companies must be held accountable and become more trans-
parent about their data collection and privacy protection practices 
through producing coherent and well-designed terms of service. Only 
a few participants in our focus groups read the privacy policies on 
the social media sites they use. Patrick’s response was typical: “No. 
It’s too long … to force you not to read it.” Shan said that she tried to 



 70 CITIZENSHIP IN A CONNECTED CANADA

“start reading the privacy … like, conditions” but that, “I don’t really 
… understand anything.” Annie stated that she sometimes skimmed 
through the terms of service for “anything that really … pops out 
or that seems … bad … but not usually,” while George related that 
platform companies “know that nobody reads the terms.” 

Our participants were both cynical and resigned about the 
power of social and other platform companies. Alex expressed dis-
trust with platform companies because “they can sometimes sneak 
things in there that just flips everything on its head. Like Facebook 
and that big privacy leak.” When participants were asked how they 
felt about behavioural marketing, Alex stated, “Violated … but it’s 
the price you have to pay.” Luke addressed the surveillance capital-
ism inherent in online media, stating that, “it’s really difficult to find 
an actual, like, good-natured website that’s trying to do stuff. They 
want to make money and so, they’re going to pretty much … get into 
every little bit of your life that they can to generate the most profit. 
They’re going to just … just … they, like, watch you.” 

Holding the digital industry accountable for children’s online 
safety is the focus of the UK government. In their white paper Online 
Harms they call on tech companies whose business model relies on 
user-generated content to demonstrate how they fulfill a duty of care 
to “make companies take more responsibility for the safety of their 
users and tackle harm caused by content or activity on their services” 
(Secretary of State, 2019, p. 7). A duty of care is also addressed in 
consultations to update the 30-year-old UN Convention on the Rights 
of the Child through the UN Committee on the Rights of the Child’s 
General Comment on children’s rights in relation to the digital 
environment (2019). Acknowledging children as agentic users and 
rights holders in the digital sphere is thus part of the requirement 
that states “fulfil their fundamental duty of care to children in the 
digital environment” (Third et al., 2019, p. 401).

The second policy suggestion is to ensure funding for enriched 
digital literacy programming for schools, parents, and young people 
to strengthen digital skills, knowledge about the dynamic nature of 
datafication, and to unpack and discourage discriminatory comments 
and behaviours. Digital-privacy policy literacy provides knowledge 
about the political economy of platforms and their privacy rights with 
respect to meaningful consent under privacy legislation, whether 
PIPEDA or the GDPR. Citizenship education for school-aged youth is 
also an essential component of digital literacy. An innovative example 
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that fosters democratic engagement is the pan-Canada Student Vote, 
led by the registered charity CIVIX, where over 1.1 million students 
cast ballots in a mock 2019 Canadian federal election (CIVIX, 2019).

And finally, we need to bring the voices of youth into policy-
making. With respect to the development of the CRC’s General 
Comment on children’s rights in relation to the digital environment, 
Canada was not among the 28 countries that submitted an initial con-
cept note in 2019, with the exception of the submission by Global Kids 
Online, of which The eQuality Project is an academic partner. As the 
initial findings from our focus groups demonstrate, Canadian youth 
have rich perspectives to offer on how to create a rights-respecting 
networked environment.
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Notes

 1. This research was conducted by The eQuality Project, a seven-year 
partnership of scholars, community organizations, educators, policy 
institutes, policy-makers, and youth, funded by the Social Sciences 
and Humanities Research Council of Canada, which explores young 
people’s experiences with privacy and equality in networked environ-
ments, with a particular focus on youth from marginalized communi-
ties (see http://www.equalityproject.ca/our-project/). In this paper, all 
participants are referred to by pseudonyms and, where applicable, by 
their self-identification (ex: boy, demi-girl).

 2. Christchurch Call to Eliminate Terrorist & Violent Extremist Content 
Online, May 2019. https://www.christchurchcall.com/.
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CHAPTER 4

Government in the Connected Era

Kent Aitken

Abstract

Digital government is not just about putting government docu-
ments and services online; rather, it requires a public sector that 
understands and exists fully in a digital world, which includes 
understanding the reasonable limits of digital approaches and 
the relative merits of the analog world. The digital era has created 
unprecedented speed and reach for citizens accessing government 
services to voice their opinion about the policies behind those 
services. It has created ways for citizens to directly change or cir-
cumvent government programs. And, perhaps most importantly, 
the digital age has revealed many previously invisible voices and 
perspectives. This chapter will explore how Canadian governments 
are evolving, what digital government means for citizens, and what 
questions remain unanswered.

As Canadians change in response to new possibilities and pres-
sures of a digital world, so must Canada’s public institutions. At 

its core, the role of government is to keep citizens safe and provide 
for the common good through the development of policy and the 
provision of programs and services. The digital age raises questions 
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on how government fulfills these responsibilities and what respon-
sibilities it should have in the first place.

While “digital” has a precise meaning—data expressed through 
a series of ones and zeros, which would be closer to the term “digi-
tization”—it carries a set of particular meanings in a government 
context. In this chapter we explore this through four lenses:

1. Digital government: the modernization of government and 
in particular government services to citizens through the use 
and understanding of digital technologies and approaches.

2. Policy for the digital world: creating and revising govern-
ment policies, laws, and regulations to adapt to new technol-
ogies, digitally driven trends, and impacts on citizens—that 
is, where technology is the subject of the issue at hand.

3. Digital democracy: using knowledge, approaches, and 
tools of the digital era to connect government and citizens, 
which could include digitally enabled collaborative or con-
sultative policy development, the broader public-discourse 
environment, or direct democracy features like referenda or 
e-voting.

4. The state in a digital era: the digital era not only creates ways 
for citizens to interact differently with government, but also 
with each other in ways that, in many cases, circumvent 
the state altogether. As commerce, community, and culture 
increasingly transcend borders and jurisdictional authority, 
it challenges the authority of the state as provider for the 
common good. 

Two caveats to start: first, these four lenses are non-exclusive. 
A “digital” government capable of understanding and implementing 
modern digital practices is more likely to be able to recommend smart 
and effective policy interventions, navigate digital democracy mod-
els, and understand foundational cultural shifts that could impact 
the role of the state. Likewise, a government that provides simple, 
effective services and creates meaningful opportunities for citizens to 
influence policy may see less people losing trust and circumventing 
the state. For example, tax delinquency goes down in jurisdictions 
with higher rates of democratic participation and when citizens feel 
that their government is genuinely addressing their concerns (Feld 
& Frey, 2002; Frey et al., 2004; Torgler, 2005).
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Second, these lenses are not even necessarily digital (New 
Brunswick’s digital strategy makes a point of noting, “This is not 
a technology plan”) (Government of New Brunswick, n.d., para. 3). 
One hallmark of “digital government” is human-centred design and 
research, followed by continuous testing and improvement. In many 
cases the research involves field study, interviews, and focus groups: 
all long-standing and usually analog approaches. Referenda could 
be either analog or digital; digital approaches may just lower the cost 
and make frequent referenda a viable option. 

There is one theme common to each thread. The societal dis-
course about each has moved from a sense of early skepticism based 
on the unknown to concern based precisely on what we do know. 
The proposal for Sidewalk Labs in Toronto was the target of criticism 
about data governance for “smart cities.” Political dis- and misinfor-
mation are frequent concerns in public discourse. The once-revered 
Silicon Valley companies that government was told to emulate are 
now the subject of disillusionment and fear in the wake of data leaks 
and an abdication of responsibility for how people use their technol-
ogy. At the Connected Canada conference, participants consistently 
expressed the need for equity and inclusion as fundamental prin-
ciples for Canada’s discourse about changing technology (Dubois & 
Martin-Bariteau, 2018).

Ultimately, this concern is a good thing, reflecting increasing 
understanding and maturity in how we’re viewing the impact of a 
hyper-connected world on the relationship between citizens and their 
government. The question, however, is how effectively our public 
institutions pursue possible benefits while navigating costs and risks.

This chapter aims to provide a framework for understanding 
the relationship between public sector institutions and digital era 
concepts, such as those explored throughout this book, and to put 
forth a central argument: we are reaching a point in the connected era 
where both the benefits and costs to society are coming into sharper 
focus, replacing early overenthusiasm on one side and fear and skep-
ticism on the other. With the role of stewardship for the public good, 
governments have a vested interest in this maturation, the research 
that reveals it, and the gaps in understanding that remain. 
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Digital Government

In 2017, Hillary Hartley was appointed Ontario’s first chief digital 
officer (Hartley, 2018), while the Government of Canada launched the 
Canadian Digital Service. In 2018, the federal government released 
a set of digital standards (Government of Canada, 2019) while the 
Government of New Brunswick released a 5-year digital strategy 
(Government of New Brunswick, 2018). In 2019, Nova Scotia fol-
lowed Ontario’s lead and appointed a chief digital officer (The 
Chronicle Herald, 2019) while Ontario introduced the Simpler, Faster, 
Better Services Act to “set a new bar for digital services” (Ministry 
of Government and Consumer Services, 2019). Meanwhile, Quebec 
launched its digital transformation strategy (Lachance, 2019).

This barely scratches the surface of initiatives and invest-
ments under the banner of digital government, all of which have 
the potential for having real and meaningful impacts on the lives of 
Canadians. Yet, there remains work to be done to establish evidence 
of impact. Amanda Clarke (2017) noted an absence of evidence for 
the success of government digital units designed to reform service 
design, while Ines Mergel (2018) concluded the same for digital 
co-production (i.e., third-party actors creating value by adding to 
government digital infrastructure, such as open source code or open 
data). Paul Waller and Vishanth Weerakkody (2016) mince fewer 
words with their paper titled “Digital Government: Overcoming 
the Systemic Failure of Transformation.” A common post-mortem 
theme across high-profile and high-value digital projects (such as 
transformation of the government email system, a unified Canada.
ca, and the federal pay system) was that the level of complexity was 
greater than organizations were prepared for (Aitken, 2018).

In the meantime, the need for transformation is real. The United 
States Digital Services’s Haley Van Dyck explained it like this in 2016:

The [US] federal government is the largest institution in the 
world. It spends over 86 billion dollars a year—86 billion—on 
federal IT projects. For context: that is more than the entire ven-
ture capital industry spends annually—on everything. Now, the 
problem here is that we the taxpayers are not getting what we 
pay for, because 94 percent of federal IT projects are over budget 
or behind schedule … 40 percent of those never end up seeing 
the light of day. They are completely scrapped or abandoned.
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The United States is not alone in that experience, and so govern-
ments are investing in digital. “Digital government” is a broad and 
amorphous term used to describe the current period of moderniza-
tion for government with a focus on the changing role of technology. 
The ideological history behind the term helps frame the connection 
to citizens’ lives and what the differences are now, and the stan-
dard in the literature is Karen Layne and Jungwoo Lee’s four-stage 
model (2001).

In this model, early e-government efforts (late 1990s, early 
2000s) were about cataloguing: listing government resources and 
services online and how they could be accessed (which was rarely 
online itself). Then we moved into transaction, which was about 
creating online options (e.g., updating accounts, using email chan-
nels for inquiries, and submitting forms online). The third stage was 
vertical integration, centred on sharing data and connecting similar 
functions—initial forays into piecemeal user-centred simplicity. 
The fourth stage is described by Layne and Lee as horizontal integra-
tion, which other authors have variously renamed transformation or 
contextualization. At this stage, government is reorganizing its own 
structures to make policies—and the visible front-office services 
that connect people to them—coherent and seamless to people. 
An example would be connecting two data systems so that people 
don’t have to update their address to multiple departments. The 
integration phases reflect the growing realization, from data and 
experience, that simply digitizing paper processes is an incredibly 
limited lens.

Going digital, as opposed to “digitizing,” has a more holistic, 
life-cycle model. Here’s a hypothetical case:

1. A form is available online;
2. People’s interactions with the form create a data stream about 

how it’s working in real life;
3. This leads to user research and testing, which might be 

online or in person;
4. The form is subsequently redesigned, with small changes 

and tests occurring over time;
5. The research and data highlight problems with the underly-

ing policy, so the policy people work with the service design-
ers to rewrite the policy;

6. A revised policy is also tested in beta with real users;
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7. To support changes over time and to support policy-service 
partnerships, governance strategy shifts to become more 
iterative, collaborative, and delivery-oriented.

Ultimately, the organization redesigns itself to support delivery 
in this way. In what now seems prescient for a 2001 book, Jane E. 
Fountain was one of the first to use the term “digital government” 
instead of “E-government”: “The government then turned to the task 
of building digital government, in part through the strategy of creat-
ing virtual agencies. The virtual agency, following the web portal 
model used in the economy, is organized by client. … A [virtual state] 
is a government that is organized increasingly in terms of virtual 
agencies, cross-agency and public-private networks whose structure 
and capacity depend on the Internet and web” (p. 4). The inclusion of 
the words “organized by client” foreshadows the modern mantra of 
“user-centred design” in digital services units and the “Users First” 
stickers adorning the laptops of government technologists.

One of the results of this shift to digital is that it is data-rich: 
we know more about the world and the people in it, in a more granu-
lar and personal way. Which brings us to a theme that is prevalent 
across the four lenses of this chapter and is crucial for understanding 
government’s roles in a changing Canada: with maturity comes com-
plexity. It’s easy to make bad web or mobile services that still work 
for some people. Digital maturity, however, includes effective data 
streams on who is using these services and where people are strug-
gling or abandoning tasks altogether. It includes in-depth research 
into people’s needs that reveal the work required to optimize the 
uptake of services across demographic and cultural lines, if the 
equity emphasized by the Connected Canada conference participants 
is indeed the goal (Dubois & Martin-Bariteau, 2018). 

A digitally mature organization is characterized by a com-
mitment to outcomes, fuelled by direct engagement with users and 
systematic review of the data about how services are being used. In 
the public sector context, mechanisms for public accountability can 
create pressure for improvements. For example, if a digital service is 
systematically hard to access for some Canadians more than others 
because hard-to-understand language or other issues of accessibility, 
the data would be there to make the issue known.

This leads us to the evolution referenced in this chapter’s intro-
duction. Appealing to another early e-government model, Keng Siau 
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and Yuan Long (2005) described the evolution beyond transaction 
into the transformation stage, analogous to our integration or maturity 
stage, and pointed to why the change required now is different and 
more challenging than in times past. The first two stages were simply 
changes in technology, automating different processes to provide 
information online, and then interaction. The work left to be done 
to truly organize government services around citizens’ needs are 
not technology leaps, but rather cultural and political shifts. Meaning 
that what worked to get governments through the first phases of 
modernization won’t work for the next ones.

To compound this, the next phase of digital government reflects 
an increasing recognition of governments’ limits in realizing this 
vision. No matter how effective and optimized government can 
make a service interaction, there are still people on the other side of 
the equation. Some have visual or physical disabilities (temporary or 
permanent), differing language backgrounds, limited access to smart-
phones or computers, and varying levels of trust and comfort in inter-
acting with government or via the Internet (e.g., sending personal 
financial information online). Ipsos put 23.5 percent of Canadians 
in the “low” and “very-low” digital participation categories (e.g., 
only 5 percent of people in the “very low” category choose to use 
government services online all or most of the time, as compared to 
37 percent of the “high” category) (Ipsos Public Affairs, 2016).

Canada’s reassuring figure that more than 90 percent of the 
country has access to broadband actually drops to around 60 percent 
to 65 percent when we look at the lowest quartile for income, or the 
highest quartile for age (Statistics Canada, 2012; this is in line with 
additional and more recent Statista [2019] findings). Increasingly, 
government’s efforts toward digital services start to blend into digi-
tal policy questions, where programs for Internet access and digital 
skills start becoming part of the equation, such as Ontario’s digital 
inclusion initiative: “In a digitally inclusive Ontario, all people can 
access and benefit from digital technologies in their lives—regardless 
of skill, ability, location or socio-economic situation. Closing digital 
divides and achieving digital inclusion is an obligation of people-
centred organizations as we become more digitized and design with 
our users in mind” (Government of Ontario, 2018, p. 15).

Where other works paint a portrait of plausible futures for 
digital government in Canada (e.g., Olivia Neal’s chapter on digi-
tal transformation in Benay, 2018), this section centred instead on 
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the relationship between citizens and digital government. I argue 
that increased attention on access and ability issues is the natural 
expansion of the principle of user-centred design, leading to another, 
deeper layer of government redesign to support the goals of digital 
government. The advantage of attention on the wider digital access 
and digital ability spectrum across Canada is twofold: (1) it will help 
fill the skills gaps among public servants, which likewise hamper 
digital government initiatives, and (2) it will equally support many 
governments’ stated digital policy goals that rely on digitally literate 
and innovative public, private, social, and academic sectors.

Policy for the Digital World

Governments hear calls to take action on emerging technologies, 
whether it’s regulating use, relaxing regulations, or supporting 
research and development. There are calls to involve citizens in 
policy development and decision-making using digital technology, 
and to make government operations open and transparent to citizens 
(Canadian Open Government Civil Society Network, 2016). In the 
case of a cross-cutting technology like artificial intelligence (AI), 
this may happen all at once across government accountabilities. For 
instance, at the federal level alone, one department introduced a 
program to accelerate AI research (Innovation, Science and Economic 
Development [ISED], 2018), another introduced research and guide-
lines on its use by government (TBS, 2019) and took steps to brace 
the labour market for impacts (Employment and Social Development 
Canada, 2019) as academics and observers warned of job loss or 
changes to skills required (Organisation for Economic Co-operation 
and Development, 2016; Bakhshi et al., 2017; Frey & Osborne, 2013). 
In parallel, the government created a standing advisory committee 
on AI, recognizing that the field and its impact on society will con-
tinuously change (ISED, 2019).

And that’s just for one area of technology, albeit one that serves 
as a foundation to widespread change across the digital landscape. 
A 2018 article by Iain Klugman and the former head of the federal 
public service, Kevin Lynch, is a representative overview of the 
public discourse around the digital challenges facing governments:

It wasn’t so long ago that the fourth industrial revolution—
marked by breakthroughs in areas such as robotics, artificial 
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intelligence, quantum computing, the Internet of Things and 
nanotechnology—heralded the promise of a new paradigm, a 
rewired, freer, more open society.

In the past year that narrative has been subsumed by one 
best described as disturbing, even sinister.

Fake news. Robots that will put humans out of work, or 
worse, take over. Chronic gender and race issues at tech firms 
large and small. Enormous pools of capital and influence 
controlled by a handful of ever-larger technology firms. Data 
misused and privacy breached, capped by the recent revelations 
surrounding Cambridge Analytica and Facebook. (paras. 1–3)

Our world is rife with powerful technologies that emerge quickly. 
They have their conveniences and benefits but soon reveal their 
downsides and frightening plausible futures. This is not new, though: 
if this is the “fourth industrial revolution,” then that means society 
has already weathered three. What is different this time?

The most common explanation is the pace of change for the 
development and adoption of technology. Mark Saner makes the 
case that the window between technological emergence and wide-
spread use has become too short for governments to react—that 
they go from an information deficit where there isn’t sufficient 
understanding to a power deficit where companies or people are 
too invested in a technology’s benefit for government to intervene 
(2018). Vincent Mosco, reflecting on his 2005 book chronicling media 
technology over the century (from telegraph through to telephone, 
radio, and television), described how the government reaction to the 
current media landscape represents a discontinuity. He posited that 
FAMGA—Facebook, Apple, Microsoft, Google, and Amazon—has 
too much power over public discourse for government to meaning-
fully intervene now: “This is the first time in history we’ve largely 
set aside the public utility debate” (Mosco, 2004; Aitken, 2018). The 
2001 United States v. Microsoft Corp. antitrust case, about whether it 
was an unfair monopoly to bundle Internet Explorer with Windows, 
now seem quaint in comparison.

The information deficit is not an easy one to overcome. Sixty 
percent of Canadians believe that “law and government policies are 
not keeping pace with the changes in technology” (Ipsos Canada, 
2018a). A former congressional staffer reflected on the work the 
US Congress did on Internet regulation a few years ago, noting that 
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between the 80 members of Congress and their staff working on this 
file, only a handful had a technology background: “I didn’t feel like 
I had people or expertise to make informed decisions. To be frank, 
I was [going home after work and] asking my friend at Google for 
advice. That’s not okay! Decent government in the twenty-first cen-
tury requires this expertise in-house … every issue is going to be a 
tech issue” (quoted in Aitken, 2018, p. 57).

In lockstep, we are gaining a better understanding of the 
impacts of technology, and many Canadians are wary. “There is 
some very real technology fatigue and some people (especially older 
Canadians) are struggling to keep up with the pace of change,” 
writes Ipsos Canada President Mike Colledge (Ipsos Canada, 2018a, 
p. 3). While 81 percent of Canadians think technology will have a 
very positive or somewhat positive impact on large businesses, only 
64 percent think the same for small businesses. And the outlook is 
bleaker for new immigrants (41 percent), Indigenous Peoples (35 per-
cent), older Canadians (30 percent), and low-income Canadians 
(29 percent) (Ipsos Canada, 2018b). This mirrors the reality of the 
digital government lens, where challenges in access and use for 
government services tend to be concentrated among already mar-
ginalized populations (Public Policy Forum, 2018).

Digital Democracy

In the last few years, the Government of Canada has run an unprec-
edented number of public engagement exercises, ranging from how 
to roll out an innovation fund to the process for legalizing cannabis 
(Government of Canada, 2020), to whether peach tree borer phero-
mones are an acceptable pesticide to deter moths by throwing off 
their mating (Government of Canada, 2018). This enthusiasm builds 
on a long foundation of analog engagement through such means 
as roundtables, focus groups, and Canada Post. Since 1986, every 
proposed change of a federal regulation has to be announced in 
the Canada Gazette—the official “newspaper” of the Government of 
Canada—and opened for comment from stakeholders. In parallel, 
for years, government analysts produced green papers and white 
papers about policy analyses to circulate to interested communities.

The digital age changes this environment in a few ways. Mass 
communications technologies lend themselves to scale and reach and 
can lower the cost of public engagement. At the same time, citizens, 
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led by civic organizations, called for increased engagement, and 
the existence of the Internet removed any excuse to not have this. 
Accordingly, we saw a steep rise in online public engagement pro-
cesses while learning the drawbacks and limitations.

The early days of the Internet were also characterized by lofty 
visions for its potential to reshape democracy, empower citizens, and 
create a national—or worldwide—civic dialogue about the future we 
all wanted. New York Times bestsellers proclaimed that mass collabo-
ration would “change everything” (Tapscott, 2008). In today’s world 
of bitcoin-enabled ransomware and AI-enabled deepfakes of videos 
that make it hard to distinguish the actual person from a computer-
ized manipulation of them, we are more likely to hear the musing 
that “Maybe the Internet Isn’t a Fantastic Tool for Democracy After 
All” (Read, 2016).

This period follows the typical pattern of overenthusiasm for 
technological advances, and governments experimented with online 
engagement past the point of diminishing marginal returns. Over 
time, practitioners learned that raw input and mass volumes of com-
ments were often less useful for government and less satisfying for 
citizens than smaller-scale in-depth dialogue (Gregory, 2017). People 
and organizations, both malicious and well meaning, began flood-
ing such processes with input to give a sense of a public consensus, 
often using automated bots. Governments learned that the idea of 
“conversation” doesn’t scale well; most online discussion forums cap 
out at approximately 250 participants, and the largest-scale online 
engagement platform, pol.is, can reach over 10,000 people by focus-
ing people’s attention on binary preference votes (Horton, 2018). 
Planners paid attention as the federal government’s electoral reform 
engagement was marked by widespread criticism. So, it’s perhaps not 
surprising that when the federal government launched a nationwide 
dialogue on “Canada’s energy future,” they chose a demographically 
representative group of Canadians to deliberate at length and simply 
report back to the country (Simon Fraser University, 2017). Other 
programs solicit input at scale through the more established means 
of syndicated public opinion research.

While government increasingly exists and operates in a digital 
space, so too do citizens. Through social media, blogs, and discus-
sion forums, Canadians have a plethora of options to engage in 
civic discourse. In 2017 when the Government of Canada invited 
comments on Canada’s tax policy for small businesses (Department 
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of Finance, 2017), the #cdnpoli community on Twitter crowdsourced 
and collaborated on data and analysis, which eventually made its 
way into op-eds and formal responses. In the world of government 
citizen engagement, it is easy to forget “that communities and indi-
viduals have power of their own that is not conferred on them by 
the decision-maker” (McCallum, 2015).

Two patterns from previous sections repeat. One, we see the 
deeper pattern around issues of inclusion. Although the Internet was 
touted as the ultimate leveller of the playing field, where intelligence 
and ideas would command authority rather than position, we can 
often find sexism, racism, hate speech, bullying, and abuse driving 
people from public discourse.

Two, we see the broader pattern of maturity leading to damp-
ened enthusiasm in comparison to the once lofty vision for digital 
democracy. But this dampened enthusiasm ultimately can lead to 
more productive uses of technology, in which digital means are truly 
the best way to connect citizens and their governments. 

The State in a Digital Era

“I predict the Internet will soon go spectacularly supernova and in 
1996 catastrophically collapse,” Robert Metcalfe wrote in a column in 
1995, two years before he blended that piece of paper into a smoothie 
and consumed it at the World Wide Web Conference to literally eat 
his words (Strohmeyer, 2008, para. 16).

In the early days of the now quarter-century-old Internet, people 
frequently viewed the online world as something that was fleeting, 
incomplete, and elsewhere. Academics asked questions like “can the 
Internet be used to mobilize social movements?,” and one social media 
leader warned that “you have to realize that what you do online has 
impacts in the real world” (quoted in Aitken, 2018, p. 13). Culturally, 
we’re moving away from these mental patterns and the “the idea of 
the virtual … has since receded into the background” (Hui, 2016). 
Steffen Christensen, an expert in AI and foresight at Policy Horizons 
Canada, says that “the Internet is no longer a place. It is us. It *is* the 
world. We live in it” (quoted in Aitken, 2018, p. 13).

Making deliberate choices between digital and analogue meth-
ods is a sign of maturity for the era of the Internet, where we no 
longer go digital because it’s interesting or because we can, but 
instead pick what best serves our needs and goals. At the edges of 
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this definition are the existential questions for government. If that 
which is digital is real, and people can access real services, products, 
communities, and security, then the logic of citizenship and jurisdic-
tion bounded by physical lines starts to erode. 

When Lincoln Dahlberg (2011) constructs a range of models for 
digital democracy, some bear a resemblance to that initial optimism 
and others, to the dark side that proponents may have overlooked. 
He describes the ability for people to be individually empowered in 
seeking political information and engaging in political life (he calls 
these people liberal consumers) and describes the ability to dialogue 
with others toward consensus (he calls this deliberative—the once-
presumed end state). However, the Internet also creates additional 
options for mobilization against the state for both better and worse 
(these actors he terms counter-publics), and for a fourth model to exist, 
whereby people self-organize not to interact with the state but to 
circumvent it entirely (these he calls autonomous Marxists).

This self-organization has become mainstream in our lives 
via peer-to-peer accommodations platforms like HomeAway and 
Airbnb,1 digital file-sharing platforms starting with Napster, and 
online marketplaces like Craigslist and Kijiji. Statistics Canada (2017) 
reported that from November 2015 to October 2016 an estimated 
9.5 percent of people (2.7 million) aged 18 and older living in Canada 
participated in the sharing economy by using peer-to-peer ride 
services or private accommodation services, spending $1.31 billion. 
This is a subsection of what the Canada Revenue Agency terms the 
“underground economy” of about $45.6 billion (2018). This, depend-
ing on your ideology, does contain downsides: it creates a tax gap 
of $8.7 billion (Canada Revenue Agency, 2018) less for spending on 
public infrastructure and services. Similarly, though people might 
have saved money on weekend trips by using peer-to-peer accom-
modations instead of hotels, we now are seeing that these markets are 
“having rather large impacts on our housing markets” and driving 
up rental and house prices and hurting younger people and first-
time homebuyers (Wachsmuth & Weisler, 2018). A co-author of that 
research seems to align his thinking with Saner’s on the opportu-
nity gap for governments intervening on emerging trends: “‘Airbnb, 
HomeAway and other companies in the sector enjoyed a period of 
several years where policy-makers weren’t really paying attention,’ 
[Wachsmuth] said. ‘I think that period is over now’” (quoted in 
Cardoso & Lundy, 2018, para. 38).
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But in many ways, the underground and peer-to-peer economy 
also means a boundaryless space defined by interests and markets 
as much as geographic jurisdictions. The transaction pattern and 
enabling technology are much the same whether you’re renting a 
room from a neighbour or interacting with international corpora-
tions, communities across the globe, or malicious actors operating for 
personal profit or political mischief. Governments have a much more 
difficult time defining and enforcing their responsibilities without 
borders to create delineation. On the most benign end of the spectrum, 
it’s renting out rooms. At the most virtuous, it’s government working 
with civil society to map non-government, community services that 
newcomers to Canada can draw on via Ajah’s SectorLandscape tool 
(Ajah, 2020). At the worst, the Internet can equally be used as a tool for 
political misinformation, bullying, identity theft, phishing, ransom, 
and immigration and human trafficking scams. The question is, to 
what extent are governments responsible for protecting citizens from 
their own decisions to work outside the system?

Governments have to increasingly get used to actors and actions 
that are beyond their jurisdiction and beyond their control—but that 
have real and tangible impacts on Canadian citizens and soil, and 
moving at the speed of information of 300,000 km/s. 

Conclusion: The Future of Government in a Connected World

In this chapter, we have explored four lenses through which to look 
at government’s role in a digital era: 

1. As a service provider going through modernization to meet 
rising expectations, captured by the term digital government;

2. As a governance body adapting to increasingly rapid changes 
that do (or should) impact policy for the digital world;

3. As an aggregator of the public interest where democratic 
relationships are increasingly conducted online—a digital 
democracy;

4. As an entity threated by changing cultural and geopolitical 
forces that many say threaten the relevance of the State in a 
digital era.

Through each lens, we have seen how the promise of the Internet era 
has been challenged by setbacks, unforeseen negative consequences, 
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rising expectations, and (if nothing else) a challenge in establishing 
an evidence base for the impacts on society. The need for timely 
and responsive research to support those governing or observing 
the changing world from a public good perspective has never been 
greater, and can only increase from here.

The research agenda presented throughout this book is, in many 
ways, also the research agenda required to respond to the trends 
described throughout this chapter, particularly through the lens of 
policy for the digital world.

There is a need to establish, in lockstep, a firmer understand-
ing of the impacts and success factors for different approaches to 
digital government, as per the gaps described by Amanda Clarke 
(2017), Ines Mergel (in Mergel, Kattel, Lember, and McBride [2018]), 
and Paul Waller and Vishanth Weerakkody (2016). This work would 
benefit from a closer ongoing relationship between governments 
and the academic community, and more proactive engagement from 
governments on research interests. Specifically, governments should 
identify forward-looking priorities and use existing granting mecha-
nisms to support the academic community in building theoretical 
and evidence bases for emerging questions. The government policy 
community should also increasingly consider governance and the 
digital sphere as fields requiring analytical rigour, engaging with 
the available literature and building program-to-expert relationships 
with Canada’s leading scholars.

While many authors have explored the intersections of trust, 
digital government, and digital democracy (Mahmood et al., 2014; 
Mahmood, 2018; Tolbert & Mossberger, 2006), firm conclusions have 
been few and far between. Digital government discourse lacks solid 
foundations, as Clarke describes in Chapter 5 of this volume on 
digital government and data governance.

More important than the research agenda, however, is the struc-
ture that supports governments and academics working together 
to identify and adjust research programming to support emerging 
understandings and promising initial findings. The Connected 
Canada conference and subsequent works are one model for collab-
orative issue exploration and agenda setting; developing additional 
avenues will be crucial to Canada’s maturation as a connected 
country.
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CHAPTER 5

Data Governance: The Next Frontier 
of Digital Government Research 

and Practice

Amanda Clarke

Abstract

Picking up on a global orthodoxy calling for digital government 
transformation, governments across Canada are now introducing 
ambitious service reforms and broader changes to the organiza-
tion and culture of public service institutions. These reforms are 
primarily justified on the grounds that they are necessary if govern-
ments wish to meet the expectations of citizens accustomed to the 
innovative digital service offerings of the private sector. Yet with 
digital transformation agendas come notable changes to the ways 
that public sector data is collected, applied, and shared across the 
state and among private firms. These data governance reforms may 
prove unacceptable to citizens should they lead to privacy breaches, 
betray principles of equity, transparency and procedural fairness, 
and loosen democratic controls over public spaces and services. 
This chapter presents three cases that illustrate the data governance 
dilemmas accompanying contemporary digital government reforms. 
The chapter next outlines a research and policy agenda that will 
illuminate and help resolve these dilemmas moving forward, with a 
view to ensuring that digital era public management reforms bolster, 
rather than erode, Canadians’ already precarious levels of trust in 
government. 



 98 CITIZENSHIP IN A CONNECTED CANADA

For the past decade, digital government research and practice 
have focused on the institutional and cultural reforms required 

to build more data-driven, user-focused, open, and entrepreneurial 
public sector institutions. This new orthodoxy has become widely 
accepted as the only means by which government can meet citizens’ 
expectations for services—an imperative framed as essential to pre-
serving the state’s legitimacy in the digital age. 

Inspired by this call to action, governments are investing in 
new types of data collection, sharing, and use. These efforts bring 
to light a series of complex data governance challenges that have, 
to date, largely been overlooked in the quest for digital government 
transformation. These challenges relate less to the managerial and 
institutional reform questions that occupied early digital govern-
ment work and instead speak to complex ethical questions on the 
principles and values that should inform data collection, use, and 
sharing in the public sector and within the ecosystem of private 
actors implicated in public service delivery.  

This chapter begins by outlining the digital government 
orthodoxy that has captured the attention of governments in 
Canada and globally in the past decade. Next, three recent examples 
of digital government reforms are explored in order to underscore 
the data governance dilemmas that accompany the new digital 
government orthodoxy. The chapter concludes with three recom-
mendations to guide a new policy and research agenda on data 
governance, in order to inspire immediate and widespread attention 
to this overlooked but critical challenge to democratic governance 
in Canada.

Digital Era Public Management Reform: The Existing Research 
Landscape

Since the mid-2000s, governments and academics have advanced a 
remarkably consistent vision of digital era public management reform 
(Clarke, 2017; Dunleavy et al., 2006; Mergel, 2017; Mergel et al., 2019; 
O’Reilly, 2011). This common orthodoxy asserts that in order for civil 
service institutions to be resilient, effective, and relevant in a digi-
tal context, they must initiate radical reforms to their institutional 
structures, their cultures, and their policy and legal regimes. This 
orthodoxy can be summarized by its six central tenets, which dictate 
that digital era governments should:
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1. Be horizontal and “joined up” such that policies, programs, 
and services are conceived and managed through so-called 
platform models that cut across or dissolve departmental and 
functional silos;

2. Enable greater discretion and entrepreneurialism throughout 
the civil service by streamlining and reducing hierarchical 
oversight and approval processes, and challenging a status 
quo-oriented/risk-averse managerial culture;

3. Invest in digital skills (e.g., design, user research, data sci-
ence, and product management) within the civil service, and 
better integrate those with these skills into all policy and 
program design and management, as well as at the highest 
levels of bureaucratic decision-making;

4. Be open—defined broadly and in some cases nebulously, 
and covering a range of activities, including the release of 
government data (open data); citizen consultation and stake-
holder engagement; a transparent and informal culture of 
government communications (especially via social media); 
and a willingness to engage private actors in public service 
delivery;

5. Treat data as a high-value public asset, enabling sophisti-
cated data-driven decision-making across all government 
functions;

6. Adopt the tenets of design thinking, especially through 
iterative, agile service design practices that prioritize user 
experience as a primary input in the development of policies, 
programs, and services.

These prescriptions are not strictly new.1 However, they are now 
invoked with a greater sense of urgency. In some cases, these reforms 
are justified on the grounds that they will generate much-needed cost 
savings and administrative efficiencies. But most commonly, digital 
government reforms are framed as essential given advances in the 
private sector’s online service offerings. Here, the argument goes 
that, as citizens access information and as they complete transactions 
online with relative ease in their private lives, they become ever more 
disenchanted with government, whose services are presumed to be 
clunkier, slower, and less digital friendly than those on offer from the 
Amazons and Googles of the world. Absent the reforms listed above, 
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governments are, as the orthodoxy goes, doomed to lose citizen trust 
and, in turn, the democratic licence to govern.

This preoccupation with citizens’ service expectations is reflected 
in a definition, now widely adopted, of “digital” offered by the former 
UK Government Digital Service leader, Tom Loosemore. Writing in 
2016 on Twitter, he defined “digital” as the act of “applying the culture, 
practices, processes and technologies of the Internet-era to respond 
to people’s raised expectations” (Loosemore, 2016, emphasis added). 
Loosemore’s perspective was reflected in a 2019 study that probed the 
views of digital government experts, both from within and outside of 
the public sector, on the drivers of digital government reforms. These 
experts agreed that because “citizens, businesses, and politicians 
experience the technological change in their environment, life, and 
work, [they] expect public administrations to adapt accordingly and 
to provide similar technology in their public service delivery” (Mergel 
et al., 2019, p. 2). Echoing this view, Canada’s first Minister of Digital 
Government explained in 2018 that “we can’t be a Blockbuster govern-
ment serving a Netflix citizenry” (Brison, 2018, para. 23).

With this orthodoxy so firmly settled, the bulk of the existing 
research on digital government has focused not on how governments 
should be reimagined for a digital age—on the target and goals of 
reform—but rather on the means by which governments can adapt 
to become more horizontal, entrepreneurial, data-driven, and user-
focused. This research emphasizes in particular the barriers that pre-
vent these digital era reforms from being implemented and laments 
the bureaucratic risk aversion, dated legal and policy instruments, 
and skills gaps that prevent governments from modernizing into 
competent, digital-ready organizations that satisfy the expectations 
of their digital citizenry (Clarke, 2019; Longley & Zimmerman, 2011; 
Margetts & Dunleavy, 2013). 

Until recently, this focus on barriers and the various means by 
which they might be tackled was inevitable, at least as far as empiri-
cal studies of digital government went. Few governments were actu-
ally implementing the reforms that the digital government orthodoxy 
calls for, so these reforms and their effects on governance could not 
be studied in action. However, in the past few years, a number of 
governments have made notable investments in digital era reforms, 
such that the digital government orthodoxy now at work is to scale, 
or at least at more advanced stages of implementation. In Canada, 
we see this in the creation of digital government units at the federal 
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level, and provincially in Ontario and Nova Scotia. We also see this 
orthodoxy at play in new pieces of legislation, as in Ontario’s recently 
introduced Simpler, Faster, Better Services Act (2019), and in the intro-
duction of new senior leadership roles across a range of Canadian 
governments, such as deputy minister-level chief digital officers and 
ministers of digital government. Aspects of the new digital govern-
ment orthodoxy are also driving interest in so-called smart city 
initiatives at the municipal level across Canada, and underpinned 
the recently concluded federal Smart Cities Challenge.2

These initiatives open up an important new avenue of research 
for digital government scholars and policy-makers. It is now possible 
not simply to probe the reasons the digital government orthodoxy 
has not been implemented, but rather to investigate the effects these 
reforms have on public sector governance when they are put to 
work. Early investigations in this space raise a crucial and until now 
largely overlooked question: Have we been too quick and uncritical in 
adopting the new digital government orthodoxy as a superior model 
of public management, one that should be aggressively pursued to 
meet citizen expectations? The next section responds to this question, 
focusing on data governance dilemmas as just one set of challenges 
that accompanies the new digital government orthodoxy when it is 
put into practice.

Data Governance: An Overlooked but Crucial Issue for Digital 
Governments

Three recent Canadian cases illustrate the data governance chal-
lenges that can arise when the new digital government orthodoxy is 
implemented. These cases are already inspiring, and should further 
spur, a research agenda that unpacks, critiques, and adds greater 
nuance to the digital government orthodoxy that has become widely 
accepted as gospel in the literature and in practice to date.

Case 1. Public Data Pulls from Private Actors: Statistics Canada 
and Canadians’ Financial Data

In 2018, Statistics Canada requested the collection of detailed per-
sonal financial information of over 500,000 Canadians from the 
country’s largest banks. The request was permitted under both 
the Statistics Act (1985) and the Personal Information Protection and 
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Electronic Documents Act (PIPEDA, 2000), given the data’s collection 
could be justified on the grounds that such data supports government 
administration. Moreover, internationally, many jurisdictions see 
their financial institutions share such data with their governments 
in order to support government policy work. However, the initiative 
was quickly cancelled in response to mass public outrage following 
its announcement. 

Citizens expressed concerns about privacy infringements, but 
also a broader set of data governance questions, including those 
covering how such data would be used by the government, and 
specifically whether it could be applied to target and punish citizens 
by, for instance, being shared with police in criminal investigations, 
or if such data were used to identify fraudulent government benefits 
or tax claims. Adding to these concerns, critics questioned whether 
Statistics Canada had sufficiently robust cybersecurity measures in 
place to protect the personal financial data of citizens that it sought 
to collect. Most fundamentally, the case illustrates the potential 
mismatch between pre–digital era laws governing public use of 
data—in this case, laws allowing Statistics Canada to ask private 
firms to share their documents and information for use in public 
administration—and the realities of the scope and scale of data and 
the sophisticated data analytic techniques that are now available to 
private and public firms (Scassa, 2018a). 

Case 2. Governments Sharing Data with Governments: “Tell Us Once” Digital 
Service Reforms

So-called tell us once service reforms dictate that when citizens sub-
mit information to government it should be shared across different 
departments so that it need not be resubmitted by citizens at sub-
sequent interactions. This approach is now being pursued globally 
as a best practice in digital era service design, including in Canada 
between different orders of Canadian government through the 
recently developed Canadian Digital Exchange Platform (D’Andrea, 
2018; Treasury Board Secretariat [TBS], 2018a). 

The “tell us once” model is justified on the grounds that it 
supports horizontal, “joined up” government and service design 
which better meets the needs of users, who are presumed to be little 
interested in repeatedly entering information into time-consuming 
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government forms. At the same time, “tell us once” initiatives raise 
a range of controversial data governance questions for Canadian 
governments.

At present, outside certain exemptions, the Privacy Act (1985) 
does not allow personal information collected by government to be 
disclosed to other actors (even within the same government) without 
consent, unless such disclosure is compatible with the purpose for 
which the information was collected or the information will be used 
in a way that is consistent with that purpose. 

To navigate this legislative constraint, early forays into “tell 
us once” approaches that facilitate data sharing rely on an opt-in, 
consent-based model to support such data exchange. Yet, as Teresa 
Scassa explores in further detail in Chapter 9, and as already noted 
in the case of Statistics Canada’s efforts to collect banking data, exist-
ing models of consent and the broader legislative regime protecting 
privacy rights in Canada are widely viewed as ineffective and ill-
equipped for the dynamics of digital era data collection and use. 
Reflecting this perspective in the context of “tell us once” initiatives 
challenging departmental silos, a representative of the Office of the 
Privacy Commissioner explained in a 2016 speech that “while silos 
come crashing down in the name of modernization, the pillars of pri-
vacy protection that once accompanied them are not being replaced 
by anything nearly as modern” (Kosseim, 2016, para. 9). 

Beyond these privacy concerns, the “tell us once” initiative also 
raises questions about which government actors will have access to 
citizen data and for what purposes; how such data can be applied to 
decisions about, for example, an individual’s eligibility for particular 
services or benefits; and for what purposes linked data could be used 
to “nudge” certain behaviours among citizens. 

Case 3. Private Data Governance as Governance Writ Large: 
The Case of Sidewalk Toronto

In 2017 Waterfront Toronto, a joint federal-provincial-municipal 
public corporation, issued a request for proposals for a “smart city” 
development within Toronto’s Quayside District. Sidewalk Labs, a 
sibling company to Google within the Alphabet corporate family, 
was selected to submit a proposal for the development. Sidewalk 
Labs’ proposal for the Toronto development was released in June 
2019 (Sidewalk Toronto, 2019).  
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As with smart city initiatives globally, Sidewalk Toronto draws 
on the logic of the new digital government orthodoxy, promising 
more efficient, effective, and user-friendly local services through 
data-driven decision-making, data exchange between and among 
public and private actors, digital user feedback mechanisms, and 
bottom-up entrepreneurial innovation. 

At the same time, the development has been challenged for 
potentially breaching basic standards of democratic accountability, 
a critique that has recently been launched at smart cities internation-
ally (Green, 2019; Tieman, 2017; Wylie, 2017).

Most commonly, media and other public commentators seize 
on the privacy breaches that ubiquitous sensor technologies and 
video monitoring may usher in (van Zoonen, 2016). But the Sidewalk 
Toronto case also puts on the table more fundamental questions about 
the role that private firms should play in the governance of public 
services and spaces (Scassa, 2018b; Wylie, 2019). 

This is not an entirely new concern. There is a long-standing 
literature and public discourse targeting the risks inherent in public 
service privatization (Christensen & Lægreid, 2002; VanDerWerff, 
1998) and the use of public-private partnerships for land develop-
ment (Krawchenko & Stoney, 2011). The digital government litera-
ture in particular is already preoccupied with the risks of private 
sector involvement in digital public service design and delivery (see 
Dunleavy et al., 2006; Johnson & Robinson, 2014), as evident in tech 
firms’ provision of cloud computing capacity to governments, and in 
the role of banks in supporting online identity verification for gov-
ernment services (a practice adopted by the Government of Canada 
and others). However, the Sidewalk Toronto case vividly illustrates 
how private governance of public services and spaces can become 
more fraught with risks when it also involves vast data collection and 
data-driven decision-making. Do citizens want such data to be col-
lected, and how would they want them applied to decisions around 
the design and management of their communities? Should such data 
be shared with the public, with other private firms, or with govern-
ment, and under what conditions and for what purposes? 

Most importantly, how should we go about answering these 
questions? Do we need new, private governance mechanisms to 
address these challenges, or are our governments equipped to pro-
vide sufficient oversight to design and manage the data governance 
arrangements necessitated by smart cities? 
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The Sidewalk Toronto case underscores how data governance 
can slide into governance in general. When public services and spaces 
are digitized, they produce and are subsequently shaped by vast 
troves of data. In these circumstances, the data steward (the actor 
or actors that control and manage those data) become de facto or de 
jure depending on the arrangement, the dominant governance actor 
wielding policy, oversight, and regulatory controls. 

It is far from certain that in the case of digital government 
reforms involving private actors, the state is occupying a role as 
either the data steward itself or as an overseeing body that has the 
upper hand over private actors taking on this data stewardship role 
on their behalf. Where governments do not occupy either of these 
two roles, it is unclear how any data governance arrangement involv-
ing public spaces, services, or goods is democratically accountable. 

Next Steps: A Research and Policy Agenda to Improve Data 
Governance and Digital Government in Canada

The data governance dilemmas discussed in this chapter should not 
necessarily lead the scholarly or practitioner community to discard 
wholesale the digital government orthodoxy that has emerged as 
the gold standard globally for contemporary public management. 
Rather, these data governance dilemmas should instead inspire a new 
research and policy agenda that refines this orthodoxy by balancing 
its goals of innovation, efficiency gains, and service improvements 
with sufficient attention to core democratic principles of equity, 
representation, and accountability. This work should be guided by 
three objectives.

Foster Greater Government-Researcher Engagement

In some respects, governments are further ahead of the public man-
agement and administration research community in awakening to 
the data governance challenges that accompany digital government 
reforms. Estonia, widely considered a global digital government 
leader, is regularly applauded for the security and privacy measures 
that shape how data are collected, shared, and used by government 
agencies. Likewise, the European Union’s General Data Protection 
Regulation (GDPR) of 2016 sets comparatively robust standards for 
data minimization and consent. In Canada, the federal government 
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has received international attention for recently developed frame-
works on the responsible use of artificial intelligence in govern-
ment (TBS, 2018b). We also see an acute appreciation for the data 
governance issues at play in digital reforms among senior executives 
on the digital file in Canada, as evident in testimony provided by 
government officials in 2019 to a parliamentary study of privacy and 
digital government services (ETHI, 2019b). 

Moreover, Canadian governments are investing to varying 
degrees in the digital skillsets and data literacy of their existing staff, 
acknowledging that they will be ill situated to tackle data governance 
challenges without this expertise on hand. For example, the Canada 
School of Public Service launched a new Digital Academy in 2018, 
and certain governments are working with the non-profit Code for 
Canada to recruit tech talent on short-term contracts.

These government-led efforts can only be improved by greater 
contributions and scrutiny from the research community. At a basic 
level, academic partnerships may be one way of addressing the digi-
tal skills and data expertise shortage in government in the short term. 

More importantly, the research community needs to scrutinize 
the policy and legislative changes that are accompanying digital 
reforms. That said, in some jurisdictions, these changes are emerg-
ing at such a large scale and such a rapid pace that deep engagement 
from researchers becomes incredibly taxing, and in certain cases, 
simply unrealistic. For instance, Ontario’s new Simpler, Faster, Better 
Services Act (2019) contemplates changes to a wide range of policies 
and legislative regimes, covering procurement, privacy, communica-
tions, and data sharing. The act was passed in the spring of 2019, and 
at the time of writing, three discussion papers soliciting feedback 
were to be released in the fall of the same year. The data strategy 
implementing its directives was set to be launched by the end of 2019. 
The speed with which this potentially massive set of reforms will 
be designed and implemented demands enormous, and arguably 
unrealistic, turnaround times for researchers hoping to contribute 
to the consultations.

In considering researchers’ roles in this external oversight, it 
is important to note that data governance reforms emerging across 
Canadian governments are still often primarily rationalized on the 
grounds that they will lead to more efficient and user-friendly ser-
vices, echoing the language of current digital government orthodoxy. 
This leaves open the question of whether and how these objectives 
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will be balanced in practice with concerns such as equity, representa-
tion, and accountability—concerns which may add time and costs to 
digital reforms or may justify halting them altogether. In these cases, 
it is essential that the research community illuminate the democratic 
principles that may be traded away in the name of digital service 
“innovations” and expose cases of “ethics washing” at play in data 
governance regimes. 

In addition, researchers should ensure that the scope of data 
governance regimes introduced by governments is not focused on 
the narrow sub-issue of privacy alone, which to date has tended to 
be the dominant if not sole focus of governments claiming to be 
protecting citizens’ digital rights amid new approaches to data col-
lection and use. For example, documents discussing “tell us once” 
service reforms only mention privacy as a counterweight concern 
that will temper the initiative (see TBS, 2018a). And notably, the 
parliamentary study discussed in this chapter is titled “Privacy of 
Digital Government Services” (ETHI, 2019b, emphasis added), a focus 
that at times led committee members to ask witnesses to artificially 
and awkwardly limit their testimony on data governance and digital 
services solely to this one sub-issue.3 Privacy protections absolutely 
deserve significant attention when designing data governance 
regimes but addressing privacy concerns alone is insufficient.

Finally, the research community should play an auditing 
function in evaluating the data governance arrangements that gov-
ernments are already adopting, in particular in cases where these 
arrangements are not explicit either in their design or in their publi-
cization, and where they involve private actors as mediators between 
citizens and state services. For instance, Canadians now use a host 
of privately run mobile apps and digital tools that support public 
service delivery (e.g., transit apps and tax filing software such as 
TurboTax). Researchers need to probe how data generated from these 
privately delivered services are managed and shared (or not) with 
private and government actors, and whether these services use and 
share data in ways that marginalize or benefit certain populations 
over others (Clarke, 2018, 2019; Scassa, 2015). 
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Uncover Canadians’ Views on Data Governance and Digital Government 
Services

Remarkably—given the frequency with which this claim is made—
there appears to be no concrete data to support the idea that citi-
zens are disenchanted with their governments because the services 
they offer are viewed as below par compared to those on offer 
from Amazon and Google. To be sure, despite rising slightly in 
2019, Canadians’ reported levels of trust in government remain 
low (Edelman, 2019). However, studies on citizen trust are typi-
cally unable to unpack distinctions between the public’s views of 
government in general and the civil service specifically. And even 
if low trust scores do reflect citizens’ views of the civil service 
specifically—versus, say, Parliament, parties, or their local repre-
sentatives—there is no evidence to suggest that poor public service 
experiences necessarily drive this disillusionment. Moreover, other 
studies, such as the one reported on by Petit-Vouriot and Morden in 
Chapter 2, suggest that Canadians are in general satisfied with their 
democracy (although again, such findings do not necessarily speak to 
citizens’ views on public service quality per se, but rather the quality 
of elected representatives, political processes, etc.). 

Observational studies connecting service experience and trust 
in government have at best identified a correlation between these 
variables; it remains unclear if trust in government can be improved 
by raising the quality of the public services a government offers 
(Bouckaert & van de Walle, 2003; Lægreid & Christensen, 2005). 
Moreover, studies on the trust-service relationship have not yet 
unpacked how the data governance arrangements underpinning a 
digital service innovation affect citizen trust in the state. 

This last point is important to underscore since, as noted initially, 
the digital government orthodoxy has to date primarily been justified 
by the claim that governments will become redundant and that we will 
face a crisis of confidence in the state if government does not “meet 
citizen expectations.” At present, we know very little about what these 
expectations are. We have no evidence to suggest that citizens want 
or expect their public services to look like those of private technology 
firms, and we may in fact find that citizens are ever less enthused by 
this proposition in the wake of the Facebook-Cambridge Analytica 
scandal and given daily reports of mass data breaches and controver-
sial data mining conducted by firms in the private sector (Nair, 2019). 
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In fact, the little evidence we do have on citizen views of 
digital reforms suggests that Canadians do not unconditionally 
prioritize speedy, seamless service delivery when it comes to the 
online services they receive. For example, a 2018 study of citizens’ 
views of smart cities found that, with some variation across demo-
graphics, Canadians are worried about how their data is collected, 
sold, and used to shape their behaviours in their cities and that they 
are unhappy with the current models of consent they are offered 
by governments and private firms (Bannerman & Orasch, 2019). 
Similarly, polling from Ipsos and the World Economic Forum sug-
gests that Canadians have greater trust in the state than in the private 
sector to handle their data (Colledge, 2019). Another poll from the 
Canadian Marketing Association found that just over three quarters 
of Canadians (76 percent) are comfortable with personal data being 
shared when this comes with a benefit (e.g., an improved service) and 
when the data is properly secured (Canadian Marketing Association, 
2018). Focusing again on privacy concerns at play in “tell us once” 
initiatives specifically, 2018 public opinion research conducted by 
the Government of Canada found that 58 percent of Canadians are 
very or somewhat comfortable with their personal information being 
shared across federal services, and between the federal and provin-
cial and territorial governments. Here again, though, the research 
found that citizens’ support for data sharing was conditional on their 
being given the option to opt in or out of these arrangements, and 
that they would want to know what information was being shared, 
with whom, for what purpose, and that the information would be 
secure (Phoenix Strategy Perspectives, 2018).

These findings only uncover the tip of the iceberg. In certain 
respects they raise more questions than answers when it comes to 
understanding what citizens value and expect regarding the use of 
their personal information, and data more generally, in the design 
and delivery of government services. For instance, existing research 
rarely asks citizens to factor in concrete trade-offs between data 
policy and service reforms when probing views on data governance, 
nor do studies sufficiently evaluate whether respondents understand 
the risks and benefits that certain data governance reforms would 
usher in. 

In addition, we are sorely lacking in data that identifies how 
citizen views on data governance questions vary across demograph-
ics, and especially among traditionally marginalized populations (but 
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see Bannerman & Orasch, 2019; Colledge, 2019). This is a particularly 
important avenue of enquiry given the role that data collection 
and surveillance have historically played and continue to play in 
the racial targeting (Lum & Isaac, 2016) and colonial oppression of 
Indigenous people (Kukutai & Taylor, 2016; Rainie et al., 2019). 

Last, we lack data evaluating citizens’ views on various solu-
tions to public data governance dilemmas. For instance, much atten-
tion has been paid of late to data trusts and to oversight models that 
allow citizens to audit who accesses their data across government 
(the model adopted in Estonia, for instance). Yet it remains unclear if 
these sorts of governance models will alleviate citizen concerns over 
governments’ and private actors’ collection and use of data. 

In sum, without more varied and nuanced data describing 
public expectations and concerns on public data governance, govern-
ments and researchers driving ambitious data governance reforms 
in the name of service improvements are largely acting blindly on a 
set of assumptions that may lead to policy choices that betray rather 
than meet citizen expectations, especially in cases where citizens 
actually expect their governments to act in accordance with the 
democratic compact—respecting principles of procedural fairness, 
equity, and transparency—and not that they strictly deliver fast and 
easy-to-use services.

Engage a Broad, Multidisciplinary Group of Researchers

The field of critical data studies and the literature on smart cities 
in particular have spent considerable time and effort to dig into 
the challenges of data governance facing today’s public institutions 
(Cardullo & Kitchin, 2018; Lauriault & McGuire, 2008). There are few 
connections between this research and that produced by academics 
focused on digital government and public administration reform. 
There is equally room for fruitful collaboration between public 
policy and administration scholars, legal academics, philosophers, 
and computer and data scientists; each of these disciplines will likely 
hold part of the answer to the ethical dilemmas that data governance 
raises for today’s governments.

Researchers across all of these fields will strengthen their analy-
ses by taking a longer historical view of the issues they are tackling. 
The pre-digital literature on co-production, horizontal governance, 
public management reform, and public service privatization are rich 
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with insights that are relevant to current debates on data governance. 
In fact, many of the dilemmas on the table today were entirely predict-
able had researchers and practitioners crafting and advocating for the 
new digital government orthodoxy taken heed of the lessons offered 
by these fields of study (Ansell & Gash, 2007; Brandsen & Pestoff, 2006; 
Christensen & Lægreid, 2002; Needham, 2008; Peters, 1998; Phillips & 
Howard, 2012). In particular, research on the failures of mass priva-
tization under the New Public Management reforms of the 1980s and 
on the historical barriers to effective and democratically accountable 
cross-government collaboration have much to offer those grappling 
with the challenges of digital era data governance (Clarke, 2018). 

Conclusion

A “Made in Canada” approach to digital government must be steeped 
in the values and democratic principles held by Canadians. These 
values and principles—and not simply the desire for fast, friction-
free online transactions—invariably drive citizen expectations for 
government services. Accounting for these values may mean that 
Canadian digital government moves more carefully, with services 
remaining in some instances slower or clunkier than what we see in 
the private sector or in other government jurisdictions that are less 
concerned with or obliged to respect these principles. The upside: 
Canadians’ faith in the democratic accountability of their state will 
remain intact (or at least not be further degraded). On this front, 
Canadian academics and policy-makers should become far less 
concerned with global rankings of digital government innovation. 
Citizens may be entirely comfortable seeing their government fall 
behind China, Denmark, India, and Singapore if lagged digital adop-
tion also comes with robust protections for things like procedural 
fairness, privacy, and transparency. 

Yet, at present, the digital government orthodoxy dominating 
research and practice leave little space to acknowledge the value that 
lagged adoption may play in securing sustainable, democratically 
legitimate digital government reform. To be sure, further research 
may reveal that Canadians “want it all”—services that rival those 
of Amazon alongside robust democratic controls, transparent pro-
cess, and privacy protections.4 In this case, having identified these 
potentially competing expectations, the task for governments and 
their observers becomes one of public education about the trade-offs 
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inherent in various data governance and digital government arrange-
ments, in order to support more informed public debate on these 
questions. But before any of this work can begin, we need far more 
research to understand how data governance is currently unfolding 
in Canada and, most importantly, how Canadians want it to unfold. 
This chapter’s provocations aim to kickstart this essential new 
research and policy agenda.
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Notes

 1. Calls for “joined up” government (Bakvis & Juillet, 2004; Peters, 1998), 
public sector innovation (Bason, 2010; Borins, 2001; Osborne & Gaebler, 
1992), investment in technocratic expertise (Aucoin & Bakvis, 2005; 
Wellstead, 2019), transparency (Yu & Robinson, 2012), evidence-based 
policy-making and engagement with service users (Axworthy & Burch, 
2010; Pressman et al., 1973) are well established, and form part of a lon-
ger history of public management reforms that have since at least the 
1970s explicitly endeavoured to upend the practices of twentieth-century 
industrial models of public sector bureaucracy (Clarke, 2019).

 2. For more information on the Smart Cities Challenge, see: https://www.
infrastructure.gc.ca/cities-villes/index-eng.html.

 3. At one point in the committee proceedings, Member of Parliament and 
committee member Charlie Angus said, 

Well, I have my government phone here and I get messages all 
the time telling me that I have to do such-and-such function 
right away, and I try to do the function and then it says that 
I’m not allowed to do it, because it won’t recognize my phone. 
That’s all interesting, but it’s not what our committee is here 
to discuss. We are the privacy, ethics and accountability com-
mittee; we’re not the government operations committee. There 
are many cool things and many neat things we could do. We 
could try saying that we’re doing better government services, 
and if we believe that we can turn it all around, I think that’s 
great. But our committee’s job is to protect citizen rights, end 
of story. (ETHI, 2019a, paras. 152–153)

https://www.infrastructure.gc.ca/cities-villes/index-eng.html
https://www.infrastructure.gc.ca/cities-villes/index-eng.html
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The Conversation Canada: 
Not-for-Profit Journalism in a Time 

of Commercial Media Decline 

Mary Lynn Young and Alfred Hermida

Abstract

This chapter tackles two pressing gaps in the journalism studies 
literature on the business of news in Canada: analysis of digital born 
journalism organizations and early implications of not-for-profit 
journalism. We use a case study approach to assess the launch and 
growth of The Conversation Canada, a national journalism orga-
nization that launched in 2017, and is one of eight affiliates of the 
global not-for-profit Conversation network of journalism sites. This 
case study is timely as Canada is seeing a growth in digital-born 
journalism organizations, which are often seen as innovators and 
saviours compared to legacy media. At the same time, not-for-profit 
and publicly funded journalism organizations are increasingly con-
sidered an antidote to commercial journalism decline. We find The 
Conversation Canada contributing to journalism and innovating in 
its reach to traditional and non-elite audiences, its experimentation 
with not-for-profit democratic organizational models, and its access 
to non-traditional revenue sources in the form of university member-
ship fees and competitive research funding.

This chapter tackles two pressing gaps in the journalism stud-
ies literature on the business of news in Canada: analysis of 
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digital-born journalism organizations and early implications of not-
for-profit journalism (Nielsen, 2019). We use a case study approach 
to assess the launch and growth of The Conversation Canada,1 one 
of eight affiliates of the global not-for-profit The Conversation net-
work of journalism sites. The journalism model of The Conversation 
is novel as it pairs academics and experienced journalist editors to 
create evidence-based explanatory journalism and commentary, dis-
tributing it for free to anyone to republish under a Creative Commons 
licence. We focus on a single case study of The Conversation Canada 
in its first few years of operation for three reasons. 

First, Canada is seeing a growth in digital-born journalism 
organizations with approximately 70 journalism start-ups launching 
since 2000 (Hermida & Young, 2019a). Second, start-ups are often 
seen as saviours, “better able to embrace … innovation” than legacy 
journalism organizations (Deuze, 2017, p. 10). And third, not-for-profit 
and publicly funded journalism organizations are increasingly being 
seen as an antidote to a decline in commercial journalism (Pickard, 
2017).

We also have unique access to the organization. We co-founded 
The Conversation Canada in 2017. We are current directors on the 
board of the not-for-profit organization that operates the site, the 
Academic Journalism Society. As a result, we approach this topic as 
both participant-observers and “reflective practitioners” (Iacono et 
al., 2009, p. 39). We find this stance an appropriate way to examine 
fast-changing and emergent industries such as the contemporary 
context for journalism (Iacono et al., 2009). In order to mitigate bias, 
we have built on an unpublished study of not-for-profit journalism 
start-ups by Taylor Owen (2017), and research on local news outlets 
by April Lindgren (2019). We also integrate other national comparison 
data to assess The Conversation Canada in its early development 
stage, as well as to locate it within larger changes in the journalism 
landscape (Hermida & Young, 2019b). Our goal in being transparent 
is to support knowledge generation and capacity building in this 
space. We do not work for, consult, or receive any revenue from our 
participation in The Conversation Canada or any related organization 
that would benefit from this article. 

Similar to other media systems that have been well studied 
(Cagé, 2016; Deuze, 2017; Edge, 2016; Nielsen, 2019), the media sys-
tem in Canada is seeing decline in some commercial journalism 
organizations, job loss in legacy media, and growth in digital-born 
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journalism organizations, along with evidence of a shifting regula-
tory and policy climate toward government funding of the media 
(Edge, 2016; Owen, 2017; Public Policy Forum [PPF], 2017, 2018). The 
economic context is considered so dire for commercial journalism 
that the Canadian government has created a financial subsidy pack-
age for journalism organizations, beyond existing forms of financial 
support for the media sector and despite long-standing opposition 
to this policy approach. This funding includes more than $600 mil-
lion to support journalism in the form of tax credits for labour 
and reader subscriptions, as well as an extension of the definition 
of charity to include journalism organizations. The Conversation 
Canada, along with some of the other digital-born journalism start-
ups, as well as players in legacy media, stand to benefit from some 
of these policy changes. 

We approach innovation and change in the journalism sector 
drawing from other studies that have examined a wide array of 
practices and forms as representative of “innovation” in journalism. 
These include: increases in creation and dissemination of online news 
(Boczkowski, 2009); newer forms of journalism (Zeller & Hermida, 
2015); new business models (Nielsen, 2016); and newer roles, identi-
ties, and genres, along with shifting boundary work, in relation to 
who is a professional journalist and what they could and should do 
in relation to multiple and participatory publics (Lewis, 2012). Digital 
media and journalism organizations (such as The Conversation 
Canada) are also increasingly a vehicle through which citizens 
engage within a globally networked and “contested” public sphere 
(Wahl-Jorgensen et al., 2017, p. 743). According to Wahl-Jorgensen 
et al., “We are now living in a society whose discussion about itself 
no longer takes place primarily in and through conventional main-
stream news media, such as newspapers, television, and radio, but 
is increasingly diverse, variegated, and fragmented through social 
media, blogs, and other platforms” (p. 743).

In this vein, we find evidence of innovation in the model of 
The Conversation Canada in three ways. First, The Conversation 
Canada has been able to increase global and non-elite dissemina-
tion of its journalism (through dissemination by global actors as 
well as peripheral journalism actors) in what has been considered 
a parochial national journalism landscape (Gasher, 2007; Hermida 
& Young, 2019b). Second, it has been able to experiment with not-
for-profit democratic organizational models, which is an addition 
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to the Canadian commercial journalism landscape. And third, its 
governance structure, along with its relationship to the higher edu-
cation sector, has supported access to non-traditional seed capital 
and revenue sources in the form of university membership fees and 
competitive research funding. (Other digital-born journalism organi-
zations in Canada have also been successful in the research funding 
space.) Long-term funding, however, remains a key goal, highlighting 
the challenges faced by early stage digital-born journalism organiza-
tions in similar media markets. This evidence of The Conversation 
Canada’s impact is relevant to citizenship in a digital context, as it 
suggests that, at least in the digital-born journalism space in Canada, 
digital technologies are expanding the nature of identities vis-à-vis 
their analogue legacy media peers, as well as potentially offering 
research-driven journalism as a remedy to mis- and disinformation 
concerns in a contested digital ecosystem.

Not-for-Profit Journalism Models

Two emergent areas of investigation from journalism studies and the 
business of journalism are relevant to our research. They address 
questions that include: (1) whether not-for-profit and foundation-
funded journalism models can and are living up to their potential to 
affect change, innovate in, and (by extension) “repair” or “reform” 
journalism (Benson, 2017; Cagé, 2016; Coates Nee, 2014; Graves & 
Konieczna, 2015); and (2) whether and how digital-born journalism 
start-ups and journalism organizations, specifically not-for-profit 
ones, are financially viable (Bruno & Nielson, 2012; Cagé, 2016; Deuze, 
2017; Naldi & Picard, 2012; Nielsen, 2019).

A number of scholars have approached the first question from 
a variety of perspectives. One of the most provocative approaches 
that addresses largely commercial media systems, such as Canada’s, 
is Julia Cagé’s 2016 book Saving the Media. Cagé locates many of 
the problems of twentieth-century journalism in capitalism and in 
media ownership by the wealthy or by publicly traded companies. 
She argues that, as a result, the only way to save journalism is by 
shifting from a largely commercial governance model to a novel and 
hybrid not-for-profit democratic governance and revenue model that 
incorporates crowd funding. 

At the same time, scholars have tried to assess whether not-
for-profits and foundation-funded journalism organizations are 
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part of a conscious effort to address, by repair or reform, some of 
the challenges and losses associated with twentieth century for-
profit journalism models, drawing from economics (Cagé, 2016), 
from field studies (Benson, 2017; Graves & Konieczna, 2015), and 
from social responsibility theory (Coates Nee, 2014). For example, in 
their study of news sharing at US fact-checking organizations and 
investigative not-for-profits, Lucas Graves and Magda Konieczna 
(2015) find examples of field repair in which actors are uncoupling 
historic cultural and economic capital orientations as they “seek to 
legitimize new approaches and new ways of thinking about their 
work, as necessary to protect the autonomy and integrity of the field 
as a whole” (p. 1979). 

The notion of whether not-for-profit news can save journalism 
has been addressed by other scholars largely through an examination 
of various funding models and their efficacy. Rodney Benson (2017) 
examined three types of news organizations—board membership, 
(US) foundation, and not-for-profit—to see if they are capable of 
reforming the field in an article titled: “Can foundations solve the 
journalism crisis?” The study surfaced concerns about funding bias, 
“media capture,” and short-term funding cycles oriented around 
seed capital that prevented these organizations from reaching their 
potential. As a result, he argues that not-for-profit and philanthropic 
journalism “supplements and increasingly cooperates” with legacy 
journalism norms, practices, and models (2017, p. 4). He also argues 
that, similar to other studies, such journalism is more focused 
on repairing the current system than reforming it (2017, p. 4). For 
Benson, reform would require “fundamental changes in foundation 
operations and budgeting (e.g., more long-term, non-project-based, 
no-strings-attached funding), greater recourse to small donor ‘crowd-
funding’ linked to more dispersed, democratic ownership power 
(Cagé, 2016), and more effective development of modes of distribution 
that reach beyond elite and partisan silos” (2017, p. 16).

Other studies have focused on the impact of various financial 
models, largely in the US or largely in a commercial context (or both), 
and their impact on success. In one of the few studies of not-for-profit 
journalism organization financing, Coates Nee (2014) interviewed ten 
US journalism leaders about the relationship between government 
funding and financial sustainability. Specifically, she was interested 
in whether increased government funding of news organizations is 
needed to respond to the industry’s financial crisis. She found that 
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access to diverse revenue streams is difficult, and relying on phi-
lanthropy is “tenuous” (Coates Nee, 2014, p. 338). She also found an 
aversion to government funding. She noted, however, that a number 
of the organizations she studied use space at public universities and 
benefit from partnerships with other not-for-profits that may receive 
government subsidies. She concludes that, despite tax uncertain-
ties for not-for-profits and the precedence for government loans to 
media in other national contexts, “Funding of independent commu-
nity news startups will continue to be left to the marketplace, the 
benevolence of philanthropists, and the hope for voluntary public 
support” (p. 339). 

Growing Digital Born Start-up Landscape in Canada

For this chapter, we completed an initial analysis of the digital-born 
journalism landscape and found that more than 70 media organiza-
tions (both for-profit and not-for-profit) have launched in Canada 
since 2000 (Hermida & Young, 2019a). This research builds on 
Owen’s unpublished 2017 study of not-for-profit and philanthropic 
journalism organizations, which found 14 distinct organizations in 
this space in Canada, including foundations. April Lindgren’s (2019) 
research on local news found that 51 new local news outlets have 
opened in Canada since 2008, some due to mergers and launches of 
affiliates within existing organizations. Her study counts new outlets 
as part of existing chains; our count focuses on wholly new entities. 
Our research advances the literature on the business of journalism in 
Canada, as previous studies of the Canadian media landscape have 
tended to focus on commercial and publicly held companies, such as 
Canwest Global and regional newspaper groups (Edge, 2001, 2016), 
and market-level analyses of media competition and concentration 
(Edge, 2016; Winseck, 2010). 

The more than 70 start-ups (compared to the United States, 
which has more than 230 members in the Institute for Nonprofit 
News) identified in total include a range of commercial, not-
for-profit,2 and charitable organizations, which are the three 
main vehicles (business corporation, not-for-profit organization, 
and registered charity) available for journalism organizations in 
Canada according to tax regulations (Manwaring & Valentine, 
2010). Prominent commercial examples include Vancouver-based 
National Observer, which is owned and operated by the privately held 
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Observer Media Group, and The Tyee, launched in 2003. Foundation-
funded outlets include Hakai Magazine, which is operated by the Tula 
Foundation. Not-for-profits include early digital-born entrants, such 
as Rabble.ca (founded in 2001) and funded through a mix of advertis-
ing and reader donations, as well as university-affiliated think tanks, 
such as the Centre for International Governance Innovation (CIGI). 

Included in this list is The Conversation Canada, an indepen-
dent not-for-profit which launched in June 2017, with five journalist-
editors in two newsrooms located at the University of Toronto and 
University of British Columbia. It is affiliated with the Melbourne-
based The Conversation Media Group, which runs operations in 
Australia and New Zealand. There are six other independent organi-
zations in the The Conversation’s network (Africa, France, Indonesia, 
Spain, the United Kingdom, and the United States). The Conversation 
network started in Australia, in 2011. A French-language site, 
La Conversation Canada, was launched in December 2018, with 
the newsroom based in Montréal. For the purposes of this chapter, 
we focus on the English-language site as we do not address the 
Francophone media environment in Canada. 

To start with a brief background on the development of The 
Conversation Canada: we approached The Conversation Australia 
founder Andrew Jaspan toward the end of 2014 about the possibil-
ity of piloting a Canadian version. We received a small competitive 
federal research grant to start to explore its viability (see also Young 
& Hermida, 2017, in which we wrote about the launch process). We 
applied successfully for a larger competitive research grant (almost 
$200,000) in 2016 to pilot the site, and to develop the financial and 
organizational infrastructures for launch. In 2017, the not-for-profit 
society was incorporated with four founding board members. The 
board hired Scott White, a veteran journalist with an extensive 
leadership career in legacy media—largely with Canadian Press, 
the national wire service—as founding editor. The funding model 
(similar to the rest of The Conversation network of sites), included a 
combination of university membership fees (17 university members 
at launch and 27 by year two, out of the country’s 94 universities, as 
identified by Universities Canada), foundation contributions, and 
government research funds.

As an affiliate of the global network, The Conversation Canada 
has a licence agreement with the Australia-based The Conversation 
Media Group. This agreement enabled the organization to offset 
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significant technology infrastructure and start-up costs by accessing 
the existing network content management system, data analytics, and 
technology infrastructure for an annual fee. The agreement outlined 
costs for operational technology that were less than the percentage 
costs allocated by other digital-born journalism not-for-profits for 
which information is available. For example, Rabble.ca lists technol-
ogy and server fees as 21 percent of overall operational costs in its 
2016 reporting period, whereas the fees for The Conversation Canada 
have averaged less than 10 percent (between 7.5 percent and 9 per-
cent) of operational costs. 

Two years after launching in June 2019, The Conversation 
Canada was reaching approximately 1.5 million page views monthly, 
and a total of 31 million page views over 24 months of operation. 
These page views are both direct to the website and through the 
republishing of The Conversation articles on third-party publications 
in Canada and globally. In terms of on-site traffic, The Conversation 
Canada website had a total of 8 million unique visitors since launch 
in 2017, with 3 million in the first year and 5 million in the second. 
Republishers include a combination of legacy and non-traditional, 
non-elite outlets. The legacy journalism organizations include the 
National Post, Maclean’s, The Washington Post, CNN, and the Daily Mail. 
Canadian outlets tend to access The Conversation content through 
the organization’s relationship with Canadian Press, which shares 
its stories on the news wire. Among the non-traditional and non-elite 
outlets are Sci Fi Generation, IFLScience, Raw Story, and The Weather 
Network (Canada), which is the largest republisher in terms of reach. 
Overall, articles have found a significant reach outside of Canada, 
with the United States accounting for one third of page views. While 
page views are a widely used measure in the media industry, we 
are cognizant of their limitations, noting how they can be biased by 
automated bots and a small number of users who may be responsible 
for a number of page views. 

These figures compare favourably with the average monthly 
page views, using data publicly reported by the organizations them-
selves, of two of the largest and most successful national digital-born 
journalism organizations since 2000. Rabble.ca, launched in 2001, 
reported 1.3 million unique users and more than 4 million page views 
in its 2018 annual report, with 87 percent of its readers from Canada 
and 14 percent [sic] from the States (Rabble.ca, 2018). The Observer 
Media Group, which launched its national site, National Observer, in 
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2015, had 500,000 average monthly page views (National Observer, 
n.d.). Other digital-born players are largely regional operations. 
The Tyee, one of the early digital-born journalism entrants in 2003, 
reports 500,000 to 1 million page views a month and between 300,000 
and 400,000 unique visitors per month (The Tyee, n.d.). In the context 
of the larger media environment, the 2017 Public Policy Forum report 
on the state of the news media in Canada makes the point that the 
reach of digital-born organizations is still developing compared to 
their paid subscription-based commercial competitors such as The 
Globe and Mail, which had 7.4 million monthly unique visitors in 2019 
(The Globe and Mail, 2019). 

Beyond Elite Journalism Organizations

In terms of its early funding, The Conversation Canada is com-
parable with other digital-born organizations—not-for-profit and 
commercial—where there are figures available. Similar to the rest of 
The Conversation’s network, the organization launched with almost 
$1.5 million in start-up funds over three years, and a funding model 
that combined university membership fees, government research 
funds, and philanthropy. Launch funding for The Conversation 
Canada compares favourably to examples of start-up funding for US 
journalism. Naldi and Picard (2012, p. 72) describe the not-for-profit 
MinnPost, which launched with more than US$1 million in founda-
tion funding and grants, as “one of the most well-funded start-ups” 
in the United States. 

A closer comparison to The Conversation Canada’s not-for-
profit structure in Canada is Rabble.ca, which launched in 2001 with 
$200,000 in funding—$120,000 of its start-up funds originating from 
one foundation (Kuitenbrouwer, 2001). Rabble.ca’s 2018 annual report 
online indicates that its operating budget for 2018 was $350,408. The 
bulk of its funding originated from sustaining partners (largely 
labour organizations) at 49.8 percent and individual donations 
at 34.79 percent. Special events accounted for 0.01 percent, grants 
and sponsorship for 14.11 percent, and advertising for 0.57 percent 
(Rabble.ca, 2018). As a comparison for this level of funding, though 
not a digital-born venture, The Walrus magazine has been one of 
the most sustainably funded journalism charitable organizations 
in Canada in the not-for-profit space, with a $5 million endowment.
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Similar to the findings of Deuze’s 2017 global study of start-
ups, The Conversation Canada’s main funding sources were non-
journalistic (as stated above, a combination of the higher education 
sector, government research funding, and a small amount from 
foundations). Its range of sources is distinct compared to those listed 
in the data from the Institute for Nonprofit News in the United States, 
which identifies four main revenue streams of its members: founda-
tions (43 percent), individuals (39 percent), earned sources such as 
ads and events (12 percent), and other charitable sources (6 percent) 
(McLellan & Holcomb, 2020).

The Conversation Canada was perceived as an attractive oppor-
tunity to the higher education sector because of The Conversation 
Canada’s growing commitment to knowledge mobilization and 
exchange, and its interest in gaining a competitive advantage glob-
ally, while filling a news gap for research-based commentary and 
analysis. This attractiveness was evident by the uptake of univer-
sity membership growth, with 12 of the 15 U15 university members 
signing up by the end of The Conversation Canada’s second year 
in operation (14 by the end of year three). The U15, according to its 
website, is a “collective of some of Canada’s most research-intensive 
universities” (U15 Group, n.d., para. 1). Other evidence includes the 
launch of its French-language site in late 2018. In part as a result of 
the membership growth, The Conversation Canada had adequate 
capital for the first three years, which is considered a milestone in 
start-ups as the literature suggests that many fail during that time 
(Usher and Kammer (2019). In addition, it was digitally born and part 
of a global network with high-cost technology infrastructures already 
in place that limited the need for significant seed capital related to 
technology development. 

An additional factor in its early success was the ability to defray 
other costs normally associated with starting up a new journalistic 
enterprise. For example, one of the most prominent recent US start-
ups, The Correspondent, secured US$1.8 million in runway funds to 
support the development and fundraising for the English-language 
version of its Dutch counterpart, De Correspondent (Pfauth, 2018). At 
The Correspondent, 50 percent of its pre-launch budget covered man-
agement and legal and technology costs associated with starting a 
digital-born journalism organization. In the case of The Conversation 
Canada, these costs were non-existent or decreased because of sup-
port from the University of British Columbia. Additionally, as tenured 
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professors at the University of British Columbia, we did not have to 
draw on any organizational funds for time spent on developing and 
launching The Conversation Canada.

The Public Policy Forum, the main federal journalism organiza-
tion doing research on digital journalism and policy, recognized The 
Conversation Canada in its 2018 report on the state of the industry 
for its ability to “highlight the opportunity to tap into post-secondary 
institutions and recent graduates as part of strengthening the media 
system” (PPF, 2018, p. 12). The report goes on to suggest that part of 
its success—as well as the impact of other journalism organizations 
operating out of universities—is that foundations are able to give 
tax-free funds to universities as registered charities. At the same 
time, there has been some critique. Some prominent journalists and 
journalism educators have questioned whether the Conversation 
model fits within a traditional definition of journalism. Some of 
these questions relate to the independence of the organization from 
its university funders and whether its content could be considered 
as university communications (PPF, 2017).

Conclusion: Looking Ahead

To summarize, two years after launch, The Conversation Canada 
had accumulated significant financial resources in a nascent and 
underfunded digital media ecosystem (PPF, 2017). It has generated 
year-over-year growth in audience reach, accessing a significant 
proportion of its audience outside of Canada largely due to its 
republication strategy. Its strategic audience development has been 
supported by decline in the wider journalism sector and demand 
for free high-quality journalism content, against a background of 
continued concerns about mis- and disinformation in the media. 
The Conversation Canada is still a work in progress, and our con-
clusions are therefore early findings and assessments of a start-up’s 
development in its first 24 months of operation. With this caveat, 
however, we find The Conversation Canada one of a growing num-
ber of not-for-profit start-ups in Canada that shows signs of innova-
tion in journalism. As other studies of start-ups in this space have 
shown, long-term sustainable funding needs to remain a key focus 
and concern moving forward. The business model is largely based 
on an annual membership renewal model, which has sustainability 
challenges embedded in it. 
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The business model also has similarities to the conditions 
identified by Lucia Naldi and Robert Picard for a not-for-profit to 
have the “highest level of initial success” (p. 90) and “highest prob-
ability of survival” (2012, p. 91). Considering these conditions, The 
Conversation Canada met its initial objectives, maintained a flexible 
business plan that allowed room for adaptation, and “had a small 
but steady flow of capital from outside sources” (Naldi & Picard, 
2012, p. 91). The successful not-for-profit identified by Naldi and 
Picard further outpaced one of its commercial competitors in that, 
they found, it along with another start-up studied had, “the greatest 
potential for long-term growth” (p. 91).

As co-founders, we had a number of experimental questions 
and commitments going into this project alongside initial goals of 
economic survival and sustainability, including: capacity building 
in journalism innovation and academic explanatory journalism 
within the national journalism ecosystem; experimentation with 
democratic not-for-profit governance models for journalism organiza-
tions; and commitments to an inclusive and equitable labour context. 
Looking forward, our research examines whether the model of The 
Conversation advances journalism epistemology through scholarly 
research (Hermida & Young, 2019b), and whether it can participate in 
repair and reform in the journalism ecosystem in Canada, and more 
broadly, within conversations about the emerging role of journalism 
in a networked and increasingly contested space for citizenship in 
a digital context. 
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Notes

 1. See: https://theconversation.com/ca.
 2. The Canada Revenue Agency defines a non-profit organization as a 

“club, society, or association that’s organized and operated solely for 
social welfare, civic improvement, pleasure or recreation, [or] any other 
purpose except profit” (Canada Revenue Agency, 2019). The benefit of a 
not-for-profit structure includes greater flexibility in allowable purposes 

https://theconversation.com/ca
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CHAPTER 7

Influencing the Internet: 
Lobbyists and Interest Groups’ Impact 

on Digital Rights in Canada

Megan Beretta

Abstract

This chapter provides a summary of empirical research investigating 
the relationships and perceptions of Members of Parliament, public 
policy professionals, and lobbyists engaged with technology files in 
Canada, and their understanding of digital rights. Findings from 16 
qualitative elite interviews with professionals indicate various levels 
of trust between these actors, and various levels of understanding 
of technological business models and technology issues. The chap-
ter examines the potential impacts of the political communication 
dynamics between actors on the digital rights agenda in Canada. It 
also examines the future of digital rights in Canada and the impacts 
of the public policy environment on the digital rights agenda by 
drawing on more recent public policy announcements in Canada, 
such as the release of the Digital Charter in 2019 and the subsequent 
federal election.

The Internet is an inseparable part of Canadian society with a 
90 percent adult usage rate (CIRA, 2018). Internet-enabled tools, 

such as mobile phones, search engines, computers, software, and 
wearable technology, are the digital technology essential to modern 
life. Designating the Internet as a basic service was the Canadian 
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government’s first active declaration of digital rights, which the 
Canadian Radio-television and Telecommunications Commission did 
in 2016 (Kupfer, 2016). Digital rights are human rights because they 
exist in the digital era and are an emerging concept in the human 
rights and technology fields (Hutt, 2015). However, there may be 
wider interpretations to rights that are emerging as extensions of 
known human rights as technology evolves, such as privacy, data 
protection, and sovereignty; discrimination in AI and machine learn-
ing; and Internet freedom and access (Gladstone, 2018).

Digital rights are becoming more urgent as Canadians expe-
rience harassment online, as the digital divide between rural and 
urban communities grows, and as Canadians participate in civic 
life and discussion all over the Internet (CIRA, 2018). Finding ways 
to appropriately regulate the Internet and manage the challenges it 
presents—not all of which are new, but many of which are larger in 
scale—is one of the great challenges of this medium. Understanding 
who influences that process is an important factor in better under-
standing the stakes. Digital rights are inherently linked to under-
standing citizenship in a digital context, as the civic experience is tied 
to laws, the rights citizens and residents have, and the practices that 
complement or violations that contradict those rights. In everything 
from privacy, services (see Amanda Clarke, Chapter 5, for more on 
digital government, data, and services), regulation of technology 
firms, and the role of AI in society, a government’s relationship 
with digital rights can impact the civic experience and people’s 
relationship with the state. The responsibilities that digital rights 
create could fundamentally change the types of technology built 
and further impact citizenship in a digital context because these 
rights could influence the mediated interaction between the citizen 
and civic society.

At the same time, the relationship between governments and 
technology firms in Canada and around the world has been tested as 
technology has integrated into every area of life. As governments and 
corporations have navigated their relationship, they have failed to 
prevent widespread scandals involving citizens and democratic pro-
cesses. In Canada, the Minister of Democratic Institutions launched 
the Canada Declaration on Electoral Integrity Online (Government of 
Canada, 2019), with social media companies and search engines for 
the 2019 election (Sharp, 2017). Facebook moved data servers to escape 
regulation in Europe (Hern, 2018), and was called before Canadian 
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parliamentary committees to explain the data-sharing and election 
targeting scandal with Cambridge Analytica (House of Commons 
Standing Committee on Access to Information, Privacy and Ethics 
[ETHI], 2018). The company Uber has spread its app-based services 
across Canada over the last few years while violating many munici-
pal government’s regulations. Cities like Toronto were unable to shut 
down Uber’s operations but instead wrote regulations accommodat-
ing Uber’s business model (Canadian Press, 2015). The roles of tech-
nology firms and their influence on citizenship has also been highly 
debated in the case of Toronto’s proposed smart city development, 
Sidewalk Labs (a subsidiary of Alphabet, alongside Google)—how 
their technology, integrated into infrastructure, can impact digital 
and physical citizenship. Critics have questioned how the govern-
ment agreed to the project given the lack of regulations and new 
issues around data governance and surveillance that it introduces 
into the city (Shieber, 2019). These and other events have generated 
debate about digital rights. Digital rights broadly describe the exten-
sion and respect of human rights in digital realms (Mathiesen, 2014). 
While governments struggle to decipher the technological, economic, 
political, and value-laden decisions that come with regulating tech-
nology firms, issues around digital rights have emerged in these 
real-world contexts, further complicating discussion of regulation. 

There are also high levels of skepticism about the role of lob-
bying in Canadian politics; consequently, Canada’s lobbying system 
is transparent and strictly regulated (Office of the Commissioner of 
Lobbying of Canada [OCL], 2018). There has been less critique, how-
ever, about the role of technology firms in the public policy process 
in Canada. Over the last few years, firms such as Google, Twitter, 
and Facebook have hired former political staff and candidates, high-
level civil servants, and consulting firms to staff their lobbying teams 
(Pilieci, 2018). There is a clear growth in the technology industry’s 
government relations practice in Canada, all while technology 
scandals are mounting concerns to the point that governments can 
no longer ignore the impact of unregulated digital technology on 
Canadians’ lives (Ingram & Volz, 2018). These two dynamics—the 
growth of technology industry engagement in public policy through 
lobbying, and the importance and risks of technology in Canadians’ 
lives—are worth examining together. 

In this chapter, I focus on factors influencing the discussion of 
digital rights among politicians, public policy actors, and lobbyists 
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in Canada. I rely on findings from sixteen interviews conducted in 
the spring of 2018, as part of my MSc thesis (Beretta , 2018) and build 
from that study with new information related to the 2019 federal 
election. I conclude with a discussion of the policy proposals around 
digital rights which have been released in 2019. 

Lobbying in Context

Registering lobbyists was a controversial concept introduced in a wide 
package of public sector reforms by Brian Mulroney’s government in 
1985, which achieved royal assent three years later (Rush, 1994). Since 
then, the new Lobbying Act of 2006 came into effect. This act is based 
on the principle that since “free and open access to government is 
an important matter of public interest” and lobbying is a legitimate 
activity, it is desirable for public office holders and the public to 
know who is engaged in lobbying. It is also desirable that paid lob-
byists should not impede open access to government (OCL, 2015). The 
Lobbying Registry (OCL, 2020) is a public database that reveals who is 
being paid to lobby and on what subjects, as well as the connections 
between parent and subsidiary organizations and coalitions. 

The Lobbying Registry is limited in transparency and effec-
tiveness through its structure. High penalties for the offence of mis-
registering encourages lobbyists to be careful, often causing firms 
to over register their communications and lobbyists on a file (Rush, 
1994). This dynamic weakens the chain of investigation if the Office 
of the Commissioner for Lobbying were to suspect any malfeasance. 
The registry system also does not capture the entirety of the govern-
ment relations industry. Many consultant firms offer a variety of 
services which fall outside the scope of the registry, including poll-
ing, monitoring and attending committees, offering strategic advice, 
and hosting events. Though only one service is registered, there 
may not be a measurable difference in purchasing direct represen-
tation or purchasing strategic advice, as they both provide a critical 
advantage in the policy process (Rush, 1994). Despite critiques, this 
registry is still viewed favourably worldwide as a comprehensive and 
well-implemented system (Furnas, 2014; Organization for Economic 
Cooperation and Development [OECD], 2014). However, open data 
still only capture what the system asks of it, and that leaves some-
thing to be desired for transparency and accountability that are even 
more comprehensive.
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Literature and Existing Research Agenda

There has been very little work that examines lobbying or technol-
ogy firms or has a consistent understanding of interest groups in 
the policy process in Canada, which leaves comparative politics and 
grounding in political communication theories as assets for theoreti-
cal grounding for this study. In the 1960s, Lester Milbrath first identi-
fied lobbying as a communication process. Where Milbraih (1960) and 
subsequent authors fall short, based on their own descriptions and 
analysis, is in failing to examine the impact of communication flow 
on policy. In further research on lobbying, the nuance and power of 
political communication has been inadequately studied as a domain.

I frame lobbying as a political communication issue because 
lobbying is a communication process that can influence the selec-
tion of issues for political attention by signalling issue salience 
and using persuasion to primarily move the dial on issue attention 
(De Bruckyer, 2014). In a context such as Canada’s, agenda setting as a 
function of lobbying is a much more convincing account of the main 
purpose of lobbying given that individual legislators’ votes on bills 
are not as vital to the legislative system, and there are few benefits 
that lobbyists can provide to decision makers outside of informa-
tion. This is directly related to Canada’s pluralistic policy process 
because information tools are used to shape and legitimize public 
ideas over instrumental forces like taxes or legislation in democra-
cies where negotiation and compromise are more vital to the process 
(Deschamps, 2017). 

In pluralist understandings of democracy, the politics of inter-
est groups plays an important role in political dynamics. The par-
ticipation of specialist policy communities, which operate outside 
the public’s view and provide specialist information to the policy 
development process, is a normal part of Canadian public policy 
development (Smith, 2014). Lobbyists are part of interest groups and 
are portrayed particularly badly in the media, suffering a crisis of 
illegitimacy as they are depicted receiving undeserved favours from 
the government (Montpetit, 2010). Technology firms hold a distinct 
role as an interest group due to their emergence as not just part of 
telecommunications infrastructure and consumer products, but as 
playing a role in every facet of society. 

Recently, authors have started publishing work describing 
the power of technology firms. Rasmus Kleis Nielsen sees the 
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development of platform power in addition to hard and soft power 
and describes five dynamics within its development as a realm of 
power: “the power to set standards; power to make and break con-
nections; power of automated action at scale; power of secrecy; and 
power that operates across domains” (2018). This account of platform 
power convincingly describes the dynamics present in this study, 
particularly the power to set standards and decide on measures that 
can affect entire industries and social dynamics that operate on top 
of the platforms. Furthermore, the implications of this allow dis-
cussion of the problematic dynamics that emerge when technology 
firms lobby the government: there is powerlessness on the side of 
government when it has an institutional and individual dependency 
on the service these firms provide. 

These complex political and policy dynamics are important to 
further investigate, given the immense role digital technology plays 
in society and the challenges it has already presented in the realm 
of policy. A better understanding of who is influencing this field of 
policy and how it interacts with Canada’s unique lobbying and gov-
ernment relations environment can contribute to thinking critically 
about technology policy. The specific research questions that guided 
the interviews were:

1. How does lobbying activity inform and shape the way that 
government policy actors understand technology and digital 
rights in Canada? 

2. What are the implications of these interactions on citizens’ 
digital rights in Canada? 

These questions are answered with empirical research and an analy-
sis of emerging policy in the context of these questions.

Methods

The research that underlies this chapter was designed to investigate 
individuals from multiple groups that are active in policy develop-
ment: consultant and in-house lobbyists, Members of Parliament 
(MPs) on technology committees, and public policy actors and advo-
cates (hereafter, public policy professionals). The recruitment efforts 
required significant persistence and creativity for these three groups 
of elite participants (Esselment & Marland, 2018). I interviewed six 
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current and former MPs, six registered lobbyists1 and four public 
policy professionals.2 To recruit participants, I crafted a list of every 
MP who served on a committee related to science and technology 
since the first session of the 41st Parliament of September 2013 or 
since the creation of the committee or department (approximately 
150 MPs). The committees and ministries were: Public Services and 
Procurement; Infrastructure and Communities; Industry, Science and 
Technology; Access to Information, Privacy and Ethics; Canadian 
Heritage; Treasury Board Secretariat; and Innovation, Science and 
Economic Development. I contacted sitting MPs via email, and I 
researched online those who were no longer in Parliament and con-
tacted them where available. As a result, I contacted 82 current or 
former MPs, and through a mixture of personal connections, emails, 
phone calls, and attending their committees, I was able to interview 
six of them. In the half-hour interviews, I spoke to participants about 
three main subject areas related to the research questions: (1) how 
they perceive their roles and experience with lobbying; (2) their 
knowledge about technology and level of comfort with issues of 
technology; and (3) their understanding and perceptions of digital 
rights. These themes facilitated discussion around lobbying and 
digital rights, while allowing an understanding of each participant’s 
level of experience and expertise on the topic. 

Notably, the MPs were the most difficult to recruit; it was much 
easier to recruit lobbyists and public policy professionals. The vari-
ance in response and participation rates are not unexpected: MPs 
are notoriously difficult to interview, given their schedules and 
commitments, and may be wary of junior researchers with whom 
they are unfamiliar. Personal referrals and attending committees 
were more effective than cold contacting for recruiting. Many lob-
byists were reluctant to participate because of client confidentiality, 
whereas public policy professionals were more enthusiastic to share 
their experiences. Elite interviews present challenges for validity, 
given the power imbalance between participant and researcher, 
and because of the challenges of recruiting these participants 
(Esselment & Marland, 2018). Due to their elite status, I was limited 
to interviewing whoever responded to my requests, which means 
it is likely those whom I interviewed are more invested in the field 
of technology and rights than an average committee member. This 
potential bias of the information is vital to consider when evaluating 
the data. However, it also reflects the reality that they are the ones 
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invested in shaping this field, and their biased opinion may be most 
important to analyze. 

Research Findings

The findings of the study are characterized by conflicting accounts of 
the state of technology lobbying; the evidence demonstrates the dif-
fering positions of the participants. All participants are anonymous, 
and all have been given labels matched with a random number under 
10, where LB represents lobbyists, PP represents public policy profes-
sionals, and MP represents Members of Parliament. Here, specific 
quotes complement the summarized data across interviews. These 
themes are just a sample of those investigated. 

How Information Is Exchanged

Sometimes it’s by their request where 
they want us to come and sort of help 
fill in the gaps. Sometimes it is our 
request saying, “You guys are going to 
screw this up, please make sure that 
we’re not abandoned in this process 
and can make sure we help you get it 
right.”—PP6

Lobbyists and public policy professionals both describe their role and 
the need for their role as, providing education, and this information 
dynamic was acknowledged by most of the actors. The MPs mostly 
feel like they have excellent support from the Library of Parliament’s 
research team, who provide non-partisan research support for 
information gathering. MPs demonstrated their own skills in inde-
pendent information seeking, such as using travel time to read up 
on the technology industry or employing research assistants. Several 
described talking to public interest organizations, mentioned talk-
ing to academics, and discussed learning from committee testimony 
from experts and witnesses. 
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Trust 

In a new policy area, you want to 
establish trust with government, so 
relationship building is key. —LB5

The participants indicated different trust dynamics. Public policy 
professionals held little trust in the intentions and motivations of 
technology companies and felt skeptical about the processes that 
should allow their voices to be heard in Parliament. MPs had mixed 
levels of trust: some did not mention any issues with the informa-
tion they were being provided by interest groups; others pointed out 
technology firms were biased, so they cross-checked information 
with other sources, such as public policy organizations. One MP was 
critical of the current government’s trust in technology firms, which 
they identified as misleading the government. When discussing the 
ethics and legal dimensions, three lobbyists mentioned that lobbying 
is a highly regulated field, one saying it was a benefit for the ethical 
and legal lines to be very clear. Other lobbyists stated that lobbying 
could be restrictive, hindering information through the registry and 
restricting opportunities to speak with MPs. 

Perceptions of Digital Rights

The original question of the research was about emerging digital 
rights, and it was met with confusion and needed clarification. After 
being prompted with suggestions such as the right to be forgotten, 
data protection, and rights concerning algorithms, many participants 
then discussed rights in which they had interest, some of which were 
hot-button subjects of the day. MPs mostly mentioned AI ethics, and 
ethics around autonomous vehicles, save for two MPs who were more 
aware and politically active on the issue of digital rights. 

It is noteworthy that “digital rights,” as a term, is not top of 
mind for participants such as lobbyists and MPs. The public policy 
participants were all well informed and ready to discuss the topic 
because their work mostly centres on digital rights. One public 
policy participant highlighted that they and Google would both 
agree on some digital rights as vital, but their motivations differed: 
the participant for users’ rights, and Google for corporate benefits. 
Only two participants framed companies’ interest in human rights 
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as an altruistic pursuit, including the “Tech for Good”3 movement, 
where technology firms pursue civic-impact or charitable technology 
projects. Two MPs felt that digital rights were not particularly pres-
ent in the conversation because they served no immediate political 
purpose. Thoughts were mixed on how government thinks about 
how technology may impact human rights, and whether technology 
has a negative effect on society and human rights. One MP felt that 
some colleagues in Parliament were unaware of these issues, and the 
colleagues would ask questions that demonstrated a lack of aware-
ness of the state of technology.

Digital Rights in the Future

I think it really is an opportunity, 
because you have to be thoughtful 
and careful about it, and it’s prob-
ably not a discussion that should be 
left simply to technology companies 
and the government, quite frankly. It 
probably has to involve a lot of people. 
—LB5

According to participants, there needs to be a societal discussion 
around digital rights and the power of technology firms within the 
public sector. Some discussed the need for enforcement, as regula-
tion and laws are often flaunted or just ignored by technology firms 
due to disagreements over jurisdiction. Some participants discussed 
the typical government dichotomy of the urgent overtaking the 
important, and that digital rights are not on the agenda. Although 
most identified it indirectly, a few participants mentioned that there 
could be impacts on citizenship and democracy. Two public policy 
professionals discussed funding as a method to improve non-partisan 
education and awareness, and to build expertise in civil society. One 
public policy professional called for the government to see digital 
rights as normal rights, like those offline, and saw the digital aspect 
as obfuscating the obligations of decision makers. Overall, there was 
a lack of direction for the way forward on digital rights, except for 
the acknowledgement that a public conversation will be necessary to 
address values and ethics on this industry and its regulation.
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Discussion

This data demonstrates that there is a high level of conflict in 
accounts about the environment around technology lobbying and 
little direction on a way forward for digital rights in Canada. 
Through the lobbying process, public policy professionals and lob-
byists provide expertise in technology, which is considered and used 
by decision makers in public policy making. 

Several MPs discussed bias in the information that lobbyists 
provide. However, a public policy professional said that they felt that 
companies were “pretty straight” with them, whereas another public 
policy group was discredited by a committee member; a reputation 
that spread to the Canadian telecommunications regulator. These 
very different expressions demonstrate a competitive environment 
with different levels of trust between members. Trust as a relation-
ship of risk management, however, is only truly executed on action 
(Blöbaum, 2016). Trust, or a lack thereof, was demonstrated among 
the participants when some chose to consult additional sources after 
receiving information or invited those sources to private meetings. 
Trust in information, then, will have impacts on digital rights: set-
ting public policy will be the moment where decision makers take 
risks associated with trusting interest groups and their information. 

Another participant brought up the small size of the Canadian 
market providing no incentive for large technology firms to comply 
with government regulatory or enforcement measures. Participants 
identified a lack of solutions for enforcing any regulation that was 
developed. This demonstrates the risks of platform power. It also 
demonstrates that the power may not lie just with certain companies, 
but in the way that they do business relying on user consent for their 
information and data (Culpepper & Thelen, 2018). Though platform 
companies, particularly, are monopolies, that is not the only risk 
factor to the rights of their community, rather as one lobbyist noted, 
“It’s not just about size, but it’s about the responsibility that you carry 
with the size of a company.” This speaks directly to the concerns, 
noted previously, of a growing platform power that is resonating 
with this community, especially given that interviewees from each 
participant group identified it as their main concern. 

The second research question probed the implications of the 
above dynamics on citizens’ digital rights in Canada. The clear 
answer that emerged from the uncertainty in the data is that there 
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is not yet a clear government agenda on digital rights, and decision 
makers are just in the process of understanding the importance of 
digital rights as they begin to make decisions on technology policy. 
While interest groups vie for attention, no significant resources are 
being allocated institutionally to these issues; much of the work is 
being done by individually motivated MPs and committees. 

Outside of the public policy professionals who were experts 
on digital rights, there were very few statements from participants 
that recognized the risks to citizenship and democracy. Those public 
policy participants did not feel that they were competitive enough 
with technology firms in terms of the extent to which they could 
lobby or engage in government relations to advocate. However, deci-
sion makers were aware of the public policy advocates’ policy posi-
tions and trusted them as educators and witnesses on committees, 
which indicates the advocates are being heard and included, at least 
by committee members. However, when final directions and deci-
sions are often set by the Cabinet, that trust may be less impactful. 

The implications identified speak to the problematic dynamics 
that emerge in the issue of technology firms lobbying the govern-
ment: there is a powerlessness on the side of government when there 
is institutional and individual dependency on the service these 
firms provide. MPs in the committee who saw Facebook executives 
testify spoke of their own use of the social networking site and how 
important it had become to their work as politicians (ETHI, 2018). One 
lobbyist stated that lobbying for technology procurement business is 
not a good business to be in as a lobbyist, as you assume great risk 
of public scrutiny in trying to procure the best possible product for 
government needs. This is an interesting reflection of this dynamic 
and brings the conversation back to the idea of infrastructural power 
that Sabeel Rahman et al. (2018) describe as similar to a public util-
ity and the platform power, described by Kleis Neilson (2018), that 
is more powerful than governments. It is possible that this conflict, 
and the now inextricable relationship that all people have with the 
Internet, not to mention the electoral motivations of governments, 
will necessitate a new approach to policy processes, consultation, 
procurement, and regulation. 

In 2018, I recommended (Beretta) that there should be a Canada-
wide project about digital rights, where neutral voices are mixed with 
key players, which would strengthen the impact of these messages 
to resonate, not just as opinions but as necessities. The participants 
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in this study, from all groups, felt strongly that public discussion on 
digital rights was necessary to deal with these complex issues, which 
are not just technical, but ethical and value-laden. With loaded stakes, 
power must shift to the people and their representatives to create a 
collective understanding of interests so that power cannot be exerted 
in ignorance. Public conversation and debate on digital and societal 
values, and thus digital rights, is necessary.

The Digital Charter and Public Policy Ahead

Two years after this data was collected and this analysis made, 
is there a further public agenda for digital rights? The Liberal 
government’s Digital Charter was announced in May 2019, follow-
ing the international meeting at which Canada committed to the 
Christchurch Call to Action (ISED, 2019) and consultations with 
the public and industry. The Liberal government, along with six 
appointed digital engagement leaders, held 30 roundtables with 580 
participants, and there were around 2,000 comments on their con-
sultation website and other platforms. It is not a significant enough 
sample of the population in Canada to consult on this type of declara-
tion of potentially new rights, and certainly major regulations, that 
will affect everyone. From the consultation documents and report, 
we do not know who participated in the consultations, who was 
invited to take part, or how they were engaged. It is unclear whether 
digital rights experts, human rights organizations, or privacy experts 
took part in the process leading to the development of the Digital 
Charter. Further, there is no discussion of human rights within the 
report, nor does the Digital Charter promise digital rights or any bold 
legislation that will hold companies to account. Finally, framing the 
Digital Charter as key to digital innovation, the marketplace, and the 
economy fails to take into account a rights agenda. 

The economic frame is difficult to reconcile with a digital rights 
agenda because it fails to identify the connections between the prob-
lematic business models of technology firms, which are identified as 
challenges to democracy in the present chapter. Without mentions to 
regulation, new legislation, or rights (Birch, 2019), the Digital Charter 
so far has no legal value and is taking a risk-averse, economic-centric 
approach familiar to this Liberal government’s tenure. The Digital 
Charter came without any significant implementation agenda at the 
end of a mandate with no push to implement it before the end of the 
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Parliament. The only reference to implementation in the documen-
tation around the Digital Charter has been a strengthened Privacy 
Commissioner and “other key enforcement bodies” (ISED, 2019). 

The government seems to want to set an agenda with the Digital 
Charter; however, the government is perhaps not yet sure of its inter-
ests. Without any plans for implementation or larger debate during 
the 2019 federal election, the digital rights agenda that the Liberal 
government is attempting to set does not seem to be truly a part of 
an agenda in Canadian politics. For digital rights to be about people’s 
needs, from a human rights framework perspective, it appears there 
needs to be a greater pluralistic policy process and greater public 
engagement. However, it is possible that announcing a vague Digital 
Charter gives the government a better opportunity to improve its 
policy positions and arguments, in preparation for an upcoming 
negotiation process. Lobbyists and public policy groups now have 
an opportunity to craft their positions suited to at least one party, 
and possibly others who may follow the Liberals’ more thematic 
promises. This positioning may also help prepare public servants to 
work on policy so they are prepared for the upcoming challenges the 
technology industry poses to public policy. Finally, civil society can 
start conversations on digital rights with this opportunity, directing 
citizens’ engagement toward policy. 

Conclusion

There are significant implications of this research: There is no 
consensus around the trustworthiness of the information around 
technology, there is a lack of understanding of the business models 
of digital technology, and platform power is growing in a market 
where there are few incentives for companies to comply with local 
regulation. This research also coincides with the Liberal government 
winning the 2019 federal election and implementing their proposed 
Digital Charter. There continues to be an opportunity for public 
policy-makers, MPs, and lobbyists to set an agenda on the actions 
and implementations of the digital rights agenda that the Liberal 
government is putting forward. This research has shown that Canada 
should act now to address the challenges identified and to ensure 
that there is a dynamic discussion of digital rights involving diverse 
actors. These policy recommendations capture the evidence in this 
research (see Clarke, Chapter 5, for more policy recommendations 
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related to data governance). The federal government and partners 
should implement the following measures: 

1. Foster an active discussion and review of the Digital Charter 
in Parliament and engage in cross-party discussion of 
what items should be prioritized to implement during this 
Parliament;

2. Perform public opinion research that can provide data as to 
what Canadians expect and need from citizenship in a digital 
context, which can inform the progression of digital rights 
in Canada;

3. Host extensive consultation sessions on citizenship in a 
digital context and digital rights with representative groups, 
which includes education about these issues, so that a wider 
audience who may not have pre-existing literacy on the issue 
can still take part and have their voices included;

4. Implement digital literacy education for MPs, and senior 
public servants; 

5. Fund a digital research institute that would provide multi-
partisan or non-partisan expert research from multidisci-
plinary technology researchers, one that is trustworthy for 
decision makers and the Canadian public. 

Finally, there should be further research into the digital rights space, 
and the contributions of different policy actors should be closely fol-
lowed during any further negotiations on a digital charter or rights 
agenda. Following the change to privacy legislation in Canada—who 
is included in the conversation, who it benefits, and who suffers—
will be important to understanding the public policy environment. 
Further, studying more deeply the public service’s actions, in which 
public servants may work with or support technology companies, 
will indicate how they involve, partner with, and rely on these com-
panies to self-regulate and co-operate. It is essential to better under-
stand where expertise lies in the government, and whether there are 
enough decision makers who understand the nuance of technology 
issues and have the power to impact it, because it will impact the 
process and development of balanced and necessary public policy. 
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Notes

 1. I used a publicly available lobbying registry to identify lobbyists regis-
tered to technology companies and contacted active lobbyists through 
their firms’ websites. As I worked at a small lobbying firm in 2016, I 
used personal contacts and snowball sampling for recruitment. While 
lobbyists were easier to contact than MPs, they were reticent to par-
ticipate for client confidentiality concerns. I contacted 18 lobbyists and 
interviewed six of them.

 2. I recruited public policy professionals by researching organizations 
working on digital human rights in Canada. After learning that most 
organizations would be attending the global RightsCon 2018 confer-
ence in Toronto, I acquired a ticket to do my research. I recruited ten 
participants attending the conference by contacting eight organizations 
and interviewed four people.

 3. For an example of the “Tech for Good” corporate movement, see: https://
canadianinnovationspace.ca/tech-for-good/.
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Abstract

The combined effect of the digital and global economy has funda-
mentally changed the very concept of a consumer, the consumer’s 
place in the digital society, and the relationship between consumers 
and other actors, such as governments. By using goods and services, 
consumers still play the role of passive actors in the market economy. 
However, in today’s society, not only does our consumption behav-
iour make us consumers, but virtually all aspects of our daily lives 
and social interactions are made possible by, and conditional upon, 
being consumers first. To be producers, creators, learners, critical 
thinkers, and citizens, we must be consumers first, by clicking on 
or signing lengthy standard-form contracts before getting access to 
goods and services (including government services). Standard-form 
contracts have become the dominant regulatory mechanism of con-
sumer relationships and, by extension, digital civic participation. 
This article frames the relationship between consumers and citizens 
within the growing dependency on standard-form contracts. It identi-
fies the ineffectiveness in the current legal rules governing standard-
form contracts and provides a related policy research agenda needed 
to limit the expansive private ordering of standard-form contracts. 
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The digital and global economy has fundamentally changed the 
very concept of a consumer, the consumer’s place in society, and 

the relationship between the consumer and other actors, such as gov-
ernments. By buying goods and using services, consumers still play 
the role of passive actors in the market economy. However, in today’s 
society, with the increased digitization of goods and services, not 
only does traditional consumption behaviour make us consumers, 
but virtually all aspects of our daily lives and social interactions are 
made possible by, and conditional on, being consumers first. Indeed, 
citizens must consume digital products in order to fulfill other social, 
economic, and cultural roles.

Before we acquire a digital good or service that enables us to be 
producers, farmers, creators, learners, critical thinkers, or citizens, we 
must click on or sign lengthy terms and conditions—standard-form 
contracts—imposing the provider’s terms of service. Standard-form 
contracts lead to increased private ordering in the digital context—
that is, service providers building their own rules and enforcement 
mechanisms in lieu of, or parallel to, state’s rules and enforcement 
mechanisms. 

Standard-form contracts have now become the dominant regu-
latory mechanism of consumer relationships. Migrated from the 
commercial space, those standard-form contracts have also become 
important regulatory mechanisms of digital civic participation, as 
governments are now using such contracts for service delivery. 

This chapter frames the relationship between consumers and 
citizens within the context of our growing dependency on standard-
form contracts that effectively make us consumers first. It identifies 
the ineffectiveness in the current legal rules governing standard-form 
contracts and provides a related policy research agenda needed to 
limit the expansive private ordering of standard-form contracts. 

The Paradigm of Consumers First

Up until the rise of the Internet and digital technology, consumers 
were, as Daniel Defoe noted in 1726, “the last article” (p. 5) or “utmost 
end” (p. 389) in a trade chain. As buyers and consumers of goods and 
services, consumers were exclusively situated within the marketplace. 
They were passive actors in that they were the end consumers of 
the products and services (Trentmann, 2016). Starting in the 1970s, 
consumer protection policies and legislation that were introduced in 
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Canada (and elsewhere) were deeply rooted in this classic paradigm 
of consumers as passive actors in the marketplace, articulated some 
250 years prior. As weaker parties in the marketplace, consumers 
needed “protecting,” hence, for example, a suite of policies were 
introduced on product safety and warranties (Ramsay, 1985). The 
same paradigm also underpins, to this day, competition policies, 
which focus on consumer welfare, defined purely in economic terms 
of price and market choice (Werden, 2011). While the consumer move-
ment worldwide was built on strong social, political, and (arguably) 
ideological values (Ramsay, 1993), the remit of consumer activism and 
government-issued consumer policies was predominantly focused 
on consumption. There was very little, if any, intersection between 
the role of individuals as consumers, the goods and services they 
acquired and used, and their “civic experience” and role as citizens 
(Dubois and Martin-Bariteau, 2020). Even in socially driven actions, 
such as consumer boycotts of goods, “Political [activities were] dif-
ficult to distinguish from other aspects of consumption activities” 
(Jacobsen, 2017, p. 183).

As we lead more connected lives, either by choice or by immu-
table force, in the digital and increasingly global economy the 
paradigm of consumers as passive actors has fundamentally shifted. 
Individuals, as consumers, have been propelled from their passive 
role at the very end of a market transaction to the very beginning of 
virtually all social interactions, and not just within what has been 
the purview of market transactions, but also within what has been 
the purview of other social interactions, including citizenry. 

As Margaret Scammell noted, “The act of consumption is 
becoming increasingly suffused with citizenship characteristics 
and considerations. … It is no longer possible to cut the deck neatly 
between citizenship and civic duty, on one side, and consumption 
and self-interest, on the other” (2000, p. 352). While the notion of 
citizen-consumer blurs the line between political and consumptive, in 
such a relationship, consumerism is subordinate to citizenship, even 
though citizenship is increasingly expressed through consumption 
behaviour (Scammell, 2000, p. 352; Cho et al., 2015). 

I argue, however, that this shift goes beyond the blurring of 
the lines. The shift is so fundamental that almost all relationships 
become subordinate to, and are viewed through, the lens of individu-
als as consumers, where many aspects of our lives can only be real-
ized by first consuming a digital good or a service. Our purchasing 
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behaviour still makes us consumers, fulfilling the traditional role of 
passive actors in the marketplace. More importantly, however, virtu-
ally all aspects of our daily lives and social interactions are made 
possible by, and conditional on, being consumers first. When they 
purchase farm equipment, farmers are being consumers first. When 
they read digital books, stream documentaries, or submit assign-
ments through learning management systems, students are being 
consumers first. When we use our phones, the Internet, messaging 
apps, or social media to communicate with friends and family, we 
are all being consumers first (see, e.g., Shade et al., in Chapter 3). 
Political discourse and civic participation at municipal, provincial, 
federal, or global levels are increasingly happening through digital 
tools (Dubois & Martin-Bariteau, 2020). When we read the news, 
follow government announcements on social media, or share our 
views on issues that matter, we are all consumers first before we can 
be engaged citizenry. 

Standard-Form Contracts as Dominant Regulatory Mechanisms

Standard-form contracts have migrated from the commercial envi-
ronment into every aspect of our lives. For example, we are required 
to agree to terms of services before we use social media platforms, 
create an email account, apply for government services, and so on. 
In effect, only by first consuming a digital product can we fulfill 
other social, economic, and cultural roles. The main tool governing 
this consumptive role is a non-negotiable standard-form agreement 
(also called contract of adhesion or boilerplate), which is presented 
on a take-it-or-leave-it basis. As consumers first, we have become 
“contract takers” (Cohen, 1988, p. 1125). We are presented with a 
binary choice: either accept the contract terms as they are presented 
and get access to the services, or decline the contract and effectively 
be left behind. 

Standard-form contracts have been a business reality for almost 
two centuries (Rakoff, 1983). They are an efficient mechanism to 
standardize frequent transactions and significantly reduce, if not 
eliminate, transaction costs. In the commercial environment, where 
these contracts originated, the parties have the commercial acumen 
to understand the consequences of the terms of a standard-from con-
tract, to assess, and, if necessary, absorb any future legal or business 
risk arising from it (Pavlović, 2016, pp. 406–409).
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Freedom of contract and party autonomy are foundational 
principles of contract law and by extension, private law. The state 
does not interfere in the private contractual bargain between parties, 
unless the contract itself is fundamentally flawed. For example, if the 
parties lack legal capacity to contract, the contract is unconscionable, 
illegal, or against public policy objectives. Historically, each of these 
exceptions has been interpreted narrowly, and over the decades their 
scope has gotten even narrower. These exceptions define the outer 
boundaries of the contractual relationships. Such a broad scope of 
what is permissible, the theory goes, is essential for the markets to 
function and the state has little interest (or capacity) to police how 
these individual and private relationships are ordered. In other 
words, what is within these rather expansive boundaries is permis-
sible behaviour. What is out of the boundaries is not permissible. 
As a result, the courts rarely interfere with or alter the contractual 
bargain. In the industrial society, there are few, if any, challenges 
to this type of private ordering. Private ordering generally affects 
only the commercial parties and it affects their mutual relationship. 
It does not affect third parties or ordinary people, and it does not 
pose significant challenges to society as a whole (Trebilcock, 1995).

The initial migration of standard-form contracts from the purely 
commercial sphere into the consumer environment was reserved for 
odd transactions such as tickets, standardized waivers of liability for 
dangerous sports, rent-a-car agreements, or major financial transac-
tions. Canadian courts have generally enforced these contracts, pend-
ing sufficient notice to consumers (Tilden Rent-A-Car v. Clendenning, 
1978; Trigg v. MI Movers International Transport Services, 1991). 

The true scope of the intrusion of these contracts into the 
daily lives of individuals happened at the confluence of digitization 
and the ever-growing role of the Internet. Standard-form contracts 
became an integral and unavoidable gate through which we pass, 
as consumers first, into the realm of digital services and our collec-
tive digital lives. In the digital environment, as Ian Kerr put it, these 
contracts have become “the rule[,] and [the businesses,] the rulers.” 
(Kerr, 2005, p. 191). Rakoff’s observation from the last quarter of 
the Twentieth century captures the significance of the rule-making 
power of these contracts: “The use of form documents, if legally 
enforceable, imparts to firms … a freedom from legal restraint and 
an ability to control relationships across a market” (1983, p. 1229). The 
current reality where virtually all aspects of our lives are subject to 
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standard-form contracts leads to a significant expansion of private 
ordering beyond what Rakoff originally contemplated and has sig-
nificant implications, not just for consumer rights proper but also, 
and perhaps more importantly, for civic participation and human 
rights more broadly. 

On their own, boilerplate standard-form contracts are arguably 
not what is problematic. It is the way in which they have effectively 
become the main rule-making instrument in the digital environment 
and have expanded the role of private ordering into all realms of 
digital life. Unilaterally defined contracts implement an online pri-
vate ordering which allows private actors to effectively work around 
states’ laws. This migration of standard-form contracts, from the 
commercial environment to consumer space and numerous social 
spaces, raises many challenges and questions about the appropriate 
limits of private ordering in the digital society. 

First, the commercial environment in which these contracts 
have developed is markedly different from the current environment 
in which we are consumers first. There is a fundamental informa-
tional and bargaining asymmetry between the contracting parties—
businesses, on the one hand, decide unilaterally on the terms with 
complete information about services and risks, and consumers (or 
citizens), on the other, can only accept the terms not fully aware of 
all the risks. This asymmetry is at the core of why the boilerplate 
contracts are currently being used to push the boundaries of private 
ordering.

Second, people do not have a real ability to opt out of these 
contracts. While for certain services, there may be an alternative 
service that arguably does not come with the same restrictions, 
often there is no practical alternative, or the alternative comes with 
a very similar standard-form contract (Pavlović, 2016, p. 423). More 
fundamentally, it is not about whether there are alternatives; it is 
about the lack of choice and the lack of any control that people have 
over the terms of these relationships (see Shade et al., in Chapter 3). 
The rapid shift toward digitization of everything means that every 
aspect of our lives and social activities—from work to entertainment 
to civic participation—is now governed by these contracts. This con-
cern is further amplified in relationships where people do not have 
any choice—such as government services or a growing number of 
formal or informal public-private partnerships that are taking over 
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what once was a realm of public services (for example, the increasing 
use of Google Classroom in delivering K–12 education).

Third, the way these contracts are structured—from their 
length, to their readability, to their need for instantaneous accep-
tance, makes it impossible for consumers to realistically understand 
the rights and obligations under the contract, assess the risks, and 
make a truly informed choice (Bakos, 2014; Ben-Shahar & Schneider, 
2014; Shade et al., in Chapter 3).

And, lastly, if there is a serious problem with the goods, ser-
vices, or the provider’s practices, due to restrictive contractual terms 
(such as arbitration clauses, forum selection clauses, or class action 
waivers) that limit consumer’s access to domestic courts, it is virtually 
impossible for an individual to obtain a recourse, which renders any 
rights that one may have under the contract (or even under a legisla-
tive or regulatory mechanism) effectively meaningless. In addition, 
even if consumers had unobstructed access to domestic courts, the 
perennial problem of consumer complaints has been that the cost 
of pursuing a claim is much higher (by multiple amounts) than the 
value of the claim (Best, 1981). The value of consumer claims is often 
in the range of several hundred dollars (or, at a higher end, several 
thousand dollars), while the cost of the legal process, including legal 
representations, is often in the tens of thousands of dollars. The high 
cost of pursuing the claim acts as a significant barrier to seeking 
enforcement of one’s rights or challenging unfair practices. While 
collective recourse, such as class action, may provide an avenue for 
resolving problems that affect the collective user base or the underly-
ing unfair practices, meaningful dispute resolution is increasingly 
being contracted out in standard-form contracts through arbitration 
clauses, forum selection clauses, and class action waivers (Pavlović, 
2016; Enman-Beech, 2020). The contracting out of meaningful access 
to a judicial process (as a necessary vehicle toward access to substan-
tive justice) makes the standard-form agreements virtually impen-
etrable since it eliminates an accountability mechanism to challenge 
the service providers’ practices. 

Limitations of the Current Regulation of Standard-Form 
Contracts

Despite a normative view that the enforcement of (electronic) 
standard-form contracts poses challenges and risks in the consumer 
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context (Radin, 2013; Ben-Shahar, 2007), Canadian courts, over the 
last two decades, have prioritized commercial certainty and party 
autonomy over the social reality of standard-form contracts and 
their regulatory role by routinely enforcing consumer electronic 
standard-form contracts. What follows is a brief summary of the 
most important Canadian cases on electronic contracts insofar 
as they exemplify the courts’ approach to regulating the con-
tracts from the perspective of consumers as passive market (and 
social) actors. 

Rudder v. Microsoft (1999) was the first Canadian case involving 
electronic standard-form contracts and exemplifies this approach, 
which has been subsequently carried through in a number of con-
sumer cases involving boilerplate contracts. In what is now an oft-
cited paragraph, Justice Winkler prioritized party autonomy and 
commercial certainty over the collective interests of consumers, 
which were perhaps not as apparent then as they are today. The 
following quote from Justice Winkler also exemplifies the classic 
paradigm of consumers as having no other role other than being 
market participants:

Neither the form of this contract nor its manner of presenta-
tion to potential members are so aberrant as to lead to such 
an anomalous result. To give effect to the plaintiffs’ argument 
[to not enforce the forum selection clause] would, rather than 
advancing the goal of “commercial certainty” … move this type 
of electronic transaction into the realm of commercial absurdity. 
It would lead to chaos in the marketplace, render ineffectual 
electronic commerce and undermine the integrity of any agree-
ment entered through this medium. On the present facts, the 
Membership Agreement must be afforded the sanctity that 
must be given to any agreement in writing. (Rudder v. Microsoft, 
1999, para. 16)

When the case was decided, in 1999, electronic commerce and 
electronic consumer contracts were nascent, and it may have been dif-
ficult to imagine how pervasive these contracts and digital services 
over the Internet would become in the daily lives of individuals. By 
focusing on party autonomy and commercial certainty, the court set 
an almost irreversible course for electronic standard-form contracts, 
whose negative consequences are strongly felt even today. 



 Consumers First, Digital Citizenry Second: Through the Gateway of Standard-Form Contracts  165

In Kanitz v. Rogers Cable (2002) and Dell Computer v. Union des 
consommateurs (2007), the courts have further entrenched the view 
that these contracts are about freedom of choice and party autonomy, 
and, as such, should be given the same effect as freely negotiated 
contracts in the commercial environment. Such a narrow approach is 
particularly challenging for contemporary circumstances, in which 
standard-form contracts are regulating a much wider swath of social 
relationships. By routinely enforcing standard-form contracts, the 
courts are effectively giving private actors much more power than 
to regulate pure market relations.

In contrast, the Supreme Court of Canada’s decision in Douez 
v. Facebook (2017) represents a significant shift toward both under-
standing the regulatory role of standard-form contracts and their 
implication to both economic and social relationships. The major-
ity of the Supreme Court (which included two decisions, one by 
Justice Karakatsanis for the majority and a concurring opinion by 
Justice Abella) recognized that the contemporary environment of 
consumer contracts is distinct from the commercial environment in 
which the contract rules have developed over the years. The majority 
recognized that these contracts are now ubiquitous and are based 
on the inequality of bargaining powers. Justice Abella went further 
than the majority to encapsulate the reality of these contracts: there 
is “no bargaining, no choice, no adjustments” (Douez v. Facebook, 
2017, para. 98), which is at the core of why these contracts challenge 
the traditional bases of contract law, such as consent, choice, and 
party autonomy. The majority found Facebook’s terms of service 
to be a valid agreement but did not enforce the forum selection 
clause, which effectively permitted for the class action against 
Facebook to proceed in British Columbia. Justice Abella found that 
the forum selection clause as a contract was not valid since it was 
unconscionable. 

In my view, the Supreme Court’s decision in Douez v. Facebook 
(2017) marks a fundamental shift in the court’s approach to consumer 
contracts but is short of revolutionary. The Supreme Court’ justices’ 
4–3 split—as well as the arguments used by the majority (that there 
is a new social reality in which these contracts are effectively pow-
erful regulators) and the dissent (that the economic reality in which 
“certainty and predictability of transactions” take precedence)—are 
indicative of the tension between the old and new paradigms of 
consumer relationships. 
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While the Supreme Court recognized in Douez v. Facebook (2017) 
that consumer relationships are different than commercial ones, 
two years later, in TELUS Communications v. Wellman (TELUS, 2019), 
the court failed to recognize that the same dynamic applies to other 
similarly situated parties, such as small businesses. In the court’s 
view, the case primarily hinged on the statutory interpretation of 
the Ontario Arbitration Act (1991), leaving little room for addressing 
normative and policy arguments about the role of standard-form 
contracts and their impact on relationships involving vulnerable 
parties. Similarly to Douez v. Facebook, although with a different split, 
TELUS Communications v. Wellman embodies the tension between 
maintaining commercial certainty (in the majority decision), and 
understanding the social and economic reality of “absence of choice” 
for the weaker parties (in the dissenting decision [TELUS, 2019, para. 
166]). It is worth noting, however, that Justice Moldaver, writing for 
the majority, did recognize that there are broader policy implica-
tions of these contracts, but that they “are better dealt with directly 
through the doctrine of unconscionability” (TELUS, 2019, para. 85). 
The doctrine of unconscionability is an equitable doctrine the courts 
use to deny enforcement of a contract or, more commonly, a clause 
in a contract. In Douez v. Facebook, Justice Abella found Facebook’s 
terms of use unenforceable based on the doctrine of unconscionabil-
ity. The doctrine is not uniform across Canada, and generally sets a 
high threshold (Enman-Beech, 2020). 

In Heller v. Uber Technologies (2019), the Ontario Court of Appeal 
did what the Supreme Court of Canada in TELUS did not, and rec-
ognized that in relationships governed by standard-form contracts 
other similarly situated parties—such as workers in the gig econ-
omy—ought to be protected due to the inequality and unfairness of 
the underlying relationship. In this case, Uber drivers were seeking 
a declaration that they were employees, not independent contractors; 
but an arbitration clause in Uber’s terms of service required Canadian 
drivers to arbitrate their claims in the Netherlands, with an upfront 
filing fee of $14,500. Revolving around the enforceability of this 
arbitration clause, the case was all about access to justice and access 
to class proceedings as a meaningful dispute resolution mechanism 
for class-wide claims. In its decision, the Ontario Court of Appeal 
recognized that workers in the gig economy are as equally vulner-
able as consumers, and found that an arbitration clause in Uber’s 
terms of service was unconscionable. Yet it remained to be seen if, 
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on appeal, the Supreme Court would carry forward the paradigm 
shift introduced in Douez v. Facebook. 

On June 26, 2020, the Supreme Court of Canada issued its deci-
sion in Uber v. Heller, ruling the arbitration clause in Uber’s terms of 
service was unconscionable, and therefore unenforceable. While, like 
TELUS, Uber v. Heller is not a consumer case, the underlying issue of 
the regulatory power of standard-form contracts is equally applicable 
to consumer relationships. 

The Supreme Court’s decision in Uber v. Heller might be much 
more groundbreaking than the court’s quite revolutionary decision in 
Douez v. Facebook. First, contrary to the 2017 divided bench, the very 
strong majority of eight justices to one in Uber v. Heller would signal 
that the court now embraces the new reality of how far-reaching the 
regulatory power of standard-form contracts has become. Written 
by Justice Abella and Justice Rowe, the majority judgment lays out 
a modern version of the unconscionability test that is particularly 
tailored to standard-form contracts in the mass-market environment. 
Concurring, Justice Brown agreed with the unforceability of the 
arbitration clause, but on the ground that it “undermine[d] the rule 
of law by denying access to justice” (Uber v. Heller, 2020, para. 101). 
On the opposite end, the dissenting opinion by Justice Coté is a 
treatise on freedom of contract and party autonomy, showing the rift 
between the old and new paradigms. Second, the majority and the 
concurring judgments distinctly recognize that, while being a pro-
cedural mechanism, arbitration clauses have a direct impact on the 
substantive rights under the contract, and effectively eliminates any 
rights of the weaker party when it prevents access to an appropriate 
adjudicatory mechanism. Thirdly, and perhaps most importantly, 
the Supreme Court recognized that standard-form contracts are a 
necessary tool in today’s mass market, but put on notice the drafters 
of these agreements: going forward both procedural and substantive 
clauses will be subject to a closer judicial scrutiny. 

Conclusion: Ways Forward

It has taken almost twenty years for the courts to recognize the radi-
cally different reality of the contemporary society in which we are 
consumers first—a necessary rationale to start recalibrating certain 
aspects of contract law. In today’s society, where our lives are largely 
digital, the line is blurring between a consumer, who acquires digital 
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services, and a citizen, who uses those digital services to be informed 
or participate in civic discourse. Citizenry in a digital context is often 
premised on digital consumerism, and both activities are tightly 
wrapped into standard-form contracts. Boilerplate contracts have 
thus migrated even further, from a purely commercial environment 
to a consumer environment, and now to citizenship and participa-
tion in a digital context. 

Contracts have been a regulatory tool for private economic 
relationships, yet they are increasingly being used to regulate socio-
economic rights (such as the right to work) and a wide range of social 
relationships that often include significant public interest (such as 
civic participation). As a result, standard-form contracts have become 
a powerful tool that extend the boundaries of private ordering into 
somewhat of an unchartered territory with significant risks for the 
public. By supercharging contracts with procedural limitations (such 
as forum selection clauses, arbitration clauses, and class action waiv-
ers), businesses are making it difficult, if not impossible, for users to 
challenge their practices before the courts. This effectively shields 
businesses from any oversight over their practices and makes them 
into powerful gatekeepers of numerous social interactions, including 
access to and provision of information. 

A robust and multifaceted research and policy agenda is 
urgently required in order to strengthen consumer rights, preserve 
the integrity of civic participation, and prevent further erosion of 
human and democratic rights by non-negotiated standard-form 
contracts:

• First, given the diversity of contracts (and the relationships 
they regulate), a more nuanced, empirically based approach 
to identifying risks and challenges is required for meaning-
ful evidence-based policy-making. While it is easy to paint all 
standard-form contracts with the same “unfairness” brush, 
not all of them are the same or produce the same impact, 
given the wide range of relationships they regulate and the 
multitude of provisions they include. Cataloguing the pro-
visions (Marotta-Wurgler, 2007), identifying their negative 
impact, and correlating the contracts with the market power 
and market options would be the first step, and would pro-
vide a sound empirical basis for identifying appropriate and 
proportionate regulatory approaches.
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• Second, Canada needs to learn from other comparable juris-
dictions, such as from the European Union’s (EU) New Deal 
for Consumers (Directive [EU] 2019/2161, 2019) and Australia’s 
comprehensive legislative review of consumer law (2018). 
Canada also needs to overcome federal-provincial jurisdic-
tional issues and create a strong and well-rounded consumer 
rights framework that would be applicable across industries, 
across federal and provincial borders, and across a myriad 
of regulatory schemes and regulatory agencies. Basing this 
consumer rights framework on the consumers-first paradigm 
would help resolve the current reluctance to limit the reach 
of contracts, since contracts are currently seen exclusively as 
economic regulators. 

• Third, a uniform legislation that limits the reach of standard- 
form contracts, and that applies to not only consumer rela-
tionships but other similarly situated relationships, would 
go far in addressing some of the current tensions. The legis-
lation could use as a model, or expand on, the EU Directive 
on unfair terms in consumer contracts (Directive 2005/29/EC, 
2005) or the American Law Institute’s draft “Restatement 
of the law of Consumer Contracts” (McGowan, 2019). In 
addition, providing a uniform format and simplifying the 
language of the contracts would go far in fostering digital 
and legal literacy, and helping people understand their rights 
and obligations (Shade et al., in Chapter 3). 

• Finally, and perhaps more importantly, given that standard-
form contracts act as entry points to all aspects of digital 
life, it is imperative that the narrow view of standard-form 
contracts as economic regulatory mechanisms gives way 
to a more expansive view of boilerplate contracts as social 
regulatory mechanisms. Only by changing this starting 
viewpoint can we shift the thinking and corresponding regu-
latory approaches to contracts both in the areas of consumer 
relationships as well as social or civic relationships. The 
Supreme Court of Canada may have just done that in Uber v. 
Heller, but it remains to be seen whether the Supreme Court’s 
recognition of the new social reality of these contracts and 
the corresponding shift in the way they are enforced are car-
ried forward by that Court itself, as well as the lower courts, 
in both the consumer context and, more importantly, the 
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broader social context of these contracts—until regulators 
and legislators finally act. 
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CHAPTER 9

A Human Rights-Based Approach 
to Data Protection in Canada

Teresa Scassa

Abstract

The rapidly changing digital and data landscape has placed increas-
ing pressure on Canada’s existing data protection frameworks. 
Individual-oriented consent-based mechanisms no longer seem 
adequate or appropriate to address the challenges posed by the 
ubiquitous and continuous harvesting of massive amounts of data 
through the Internet of Things, and its use in big data analytics, 
artificial intelligence, and machine learning. This paper explores the 
potential for a shift in paradigm—to a human rights-based approach 
to data and privacy.

Canadian privacy law is at a crossroads. While data protection 
law stagnates, data collection continues to increase in volume 

and variety. New technologies are connecting our bodies, homes, 
vehicles, and even our cities, to the Internet of Things (IoT). There 
are ever fewer areas of human life untouched by rampant data col-
lection. Not only is the collection of personal data ubiquitous and 
continuous, it is often of extraordinary detail and quality. In this 
sense, as noted in the Introduction to this book, individuals enact 
their citizenship in a digital context on a daily basis, and privacy is 
intrinsically intertwined with it.
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In addition to dramatic changes in the scope and scale of data 
collection, the surging digital and data economy find new applica-
tions for data at an astounding rate. Big data analytics have devel-
oped into artificial intelligence (AI) and machine learning. These 
technologies rely on massive quantities of data, and many of the 
new applications are aimed at products or services customized for 
individuals or for “categories” of individuals. AI applications for 
government and private sector actors alike will profile, sort, catego-
rize, and make decisions that both define and impact individuals 
and groups. 

The Personal Information Protection and Electronic Documents 
Act (PIPEDA) of 2000, Canada’s main private sector data protection 
law, was not built for the burgeoning data economy. The House of 
Commons Standing Committee on Access to Information, Privacy 
and Ethics (ETHI) held a number of hearings over the past two years 
that touch on privacy concerns, including hearings on the reform of 
PIPEDA (ETHI, 2018a), the applicability of privacy laws to political 
parties (Office of the Privacy Commissioner of Canada [OPC], 2018), 
the Facebook-Cambridge Analytica scandal (ETHI, 2018b, 2018c), and 
the Sidewalk Toronto’s proposed smart city development (Vincent, 
2019). Both the federal Smart Cities Challenge and the controversial 
Sidewalk Toronto proposal have sparked important debates about 
managing privacy in increasingly networked and technologically 
enabled public and private contexts (Canadian Press, 2018). 

In May 2019, the federal government announced its Digital 
Charter, a political declaration articulating a set of principles for 
digital policy development. Among these principles, three touch on 
issues of importance to PIPEDA reform: control and consent; trans-
parency, portability, and interoperability; and strong enforcement 
and real accountability. In addition, the government has released a 
discussion paper outlining some of the data protection reform issues 
it is considering (ISED, 2019).

Although there are signs that law reform is likely to occur at the 
federal level in Canada, it is not clear how extensive or transforma-
tive this reform will be. This chapter argues for a paradigm shift in 
Canadian data protection law—one that reframes privacy as a human 
right, rather than as a trade-off in the race to innovate or to carry out 
business in Canada.
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The Need for PIPEDA Reform

There is no constitutional right to privacy in Canada beyond the 
Section 8 right in the Canadian Charter of Rights and Freedoms (1982) 
to be free from unreasonable search and seizure by government 
actors. In spite of this, courts have held that both the federal public 
sector Privacy Act (1985) and PIPEDA have quasi-constitutional sta-
tus. This means that courts must interpret the rights protected by 
these laws generously (Curran, 2014). PIPEDA is a data protection 
law built around consent in consumer-business relationships. The 
law itself is premised upon a need to balance the privacy rights of 
individuals with the needs of businesses to collect, use, and disclose 
personal information (PIPEDA, 2000, s. 3). Although informed con-
sent is, in many contexts, a means of preserving individual dignity 
and autonomy, in the contemporary data protection context it has 
become increasingly unmanageable as a basis for the collection, use, 
or disclosure of personal information. Individuals are overwhelmed 
by requests for consent, by lengthy and incomprehensible privacy 
policies, and by the reality of practical exclusion from digital ser-
vices if consent is not granted (OPC, 2017). In addition, the speed 
and complexity of the data economy means that an organization’s 
purposes for collection are often unclear and may shift over time. 
The implications or consequences of granting consent are not always 
evident, and these too may evolve. 

The highly individualist orientation of the consent model is also 
no longer adequate to address all privacy concerns. Privacy rights 
are increasingly understood as having collective and not just indi-
vidual dimensions. Titus Stahl notes that traditional conceptions of 
privacy focus on the collection of “specific information about specific 
individuals,” whereas indiscriminate mass surveillance technologies 
affect almost everyone (2016, p. 33). Behavioural data collected from 
individuals can be used to profile individuals, groups, and communi-
ties. Alessandro Mantelero (2016) argues for a concept of “collective 
data protection” (p. 246), noting that “the most important concern 
in this context is the protection of groups from potential harm due 
to invasive and discriminatory data processing” (p. 249). He argues 
that collective privacy interests “have a supra-individual nature and 
a collective dimension, which are not adequately addressed by the 
existing data protection legal framework.” An example of the collec-
tive dimension of privacy rights can also be seen in the Cambridge 
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Analytica scandal. There, although there was large-scale misuse of 
personal information, the most important harms were public ones: 
the manipulation of voters with a view to subverting democracy.

The traditional consent model reflected in PIPEDA creates an 
illusion of control that is typically exercised once and fleetingly. 
Yet dramatic increase in the importance of data has led to calls for 
data protection laws to provide new mechanisms for individuals to 
assert control over their data—ones that go well beyond the initial 
point of data collection. From the right of erasure to rights of data 
portability, new approaches to privacy attempt to address what has 
been a steady undermining of individual control over identity and 
autonomy in digital realms. In addition, privacy advocates maintain 
that without strong oversight and enforcement, data protection is 
largely meaningless. PIPEDA, built on a soft-touch ombuds model 
(Scassa, 2019; Stoddart, 2005), has come under fire for its relatively 
weak enforcement (Martin-Bariteau, 2019; Scassa, 2018).

Concerns over privacy in relation to the use of personal data or 
data derived from human activity in data analytics, AI, and related 
data-driven technologies extend to human welfare more generally. 
The use of data in profiling and targeting activities—whether it is of 
individuals or groups—can be biased, and can lead to discrimination, 
exclusion, and marginalization (Barocas & Selbst, 2016). The growing 
concentration of consumer data in the hands of major corporations 
and technology giants also raises competition law and consumer 
protection issues. Further, there are serious concerns that the chang-
ing nature of data processing, and in particular the use of AI and 
machine learning, make it difficult to understand how data is used 
and how decisions are made. Transparency, which has long been a 
core value associated with data protection, is significantly challenged 
in both public and private sectors. Joel Reidenberg states that “typi-
cally, democracies shield the privacy of citizens from the state and 
make the activities of the state transparent” (2015, pp. 449–450). He 
observes that rather than the traditional concept of a transparent 
government and a private citizen, governments and corporations are 
increasingly opaque, and citizens more transparent to them. 

Canada’s struggles with these issues do not occur in a vacuum. 
The EU’s General Data Protection Regulation (GDPR) of 2016, which 
lays out the rules for data protection in all EU states, has set a new 
global standard—one which must be matched by those jurisdictions 
wishing to maintain transborder flows of personal data. The GDPR is 
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an ambitious law that seeks to balance the needs of government and 
industry to collect, process, and share data with the privacy rights of 
individuals. While it is not necessary to adopt the GDPR wholesale 
in Canada, there is no doubt that it will have a significant impact in 
driving reform of Canada’s privacy laws. Yet these changes should 
not be motivated exclusively by the fear of being excluded from the 
economic benefits of continued transborder data flows. Given the 
significant actual and potential impacts of data-driven technolo-
gies in contemporary society, Canadians both need and deserve a 
principled human rights-based framework for privacy protection. 

A Rights-Based Approach to Data Protection

Canada is a signatory to a number of international human rights 
instruments that recognize privacy as a human right. For example, 
Article 12 of the Universal Declaration of Human Rights (UNDHR) 
provides: “No one shall be subjected to arbitrary interference with 
his privacy, family, home or correspondence, nor to attacks upon his 
honour and reputation. Everyone has the right to the protection of the 
law against such interference or attacks” (UNDHR 1948). This same 
right is found in Article 17 of the International Covenant on Civil and 
Political Rights (ICCPR 1966). The UN Human Rights Committee (1988) 
has interpreted Article 17 of the ICCPR as requiring the protection of 
individuals from interference with their privacy not just by the state 
but also by other persons, both legal and natural. It also includes a 
right to the protection of the law against incursions on the right—in 
other words a right to effective legal recourse for breach of privacy 
rights. The New Zealand Human Rights Commission has stated 
that, as expressed in the UNDHR and the ICCPR, the right links “the 
human rights concepts of personal autonomy and dignity” (2018, p. 8). 

In 2013, the UN General Assembly adopted its resolution on 
the Right to Privacy in the Digital Age. This resolution reaffirmed 
the rights set out in Article 12 of the UNDHR and Article 17 of 
the ICCPR, and noted as well that “the exercise of the right to 
privacy is important for the realization of the right to freedom 
of expression and to hold opinions without interference, and is 
one of the foundations of a democratic society” (UN General 
Assembly, 2013, p. 1). The link to these other rights serves as a 
reminder that while privacy is an individual right, it has broader 
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collective dimensions as well. As Mantelero (2016) notes, both 
privacy and data protection play an important role in safeguard-
ing not only individual interests, but also the quality of society 
in general. Freedom of association, limits to disproportionate 
surveillance practises, and prevention of discrimination based 
on sensitive personal data are just few examples of the social 
effects of safeguarding the right to privacy and personal infor-
mation. Values such as democracy and pluralism are strictly 
related to the protection of these rights. (p. 245)

A human rights-based approach to privacy not only recognizes a 
fundamental right to privacy, but also acknowledges the interrela-
tionship between privacy and the right of individuals to exercise 
their other rights and freedoms with autonomy and dignity. Further, 
the human right to privacy must be supported by legislation that 
renders the right effective and realizable.

Privacy as a Human Right and PIPEDA

Although Section 3 of PIPEDA acknowledges the existence of a right 
to privacy, this is undercut by the almost simultaneous recognition 
of the need of organizations to collect, use, and disclose personal 
information. This brief mention of a simple privacy right can be com-
pared and contrasted with the recitals of the GDPR—the introductory 
statement of principles of the regulation—which situate that instru-
ment’s regulation of data processing within the context of a much 
broader range of human rights. Reidenberg (2015, p. 460) suggests that 
“the GDPR [seeks] to match political rights to new economic issues 
such as profiling, data security breach, and corporate responsibility. 
Europe looks at citizen transparency from the perspective of privacy 
as a fundamental right.”

Throughout a total of 173 recitals, the GDPR makes repeated 
references to fundamental rights of individuals in relation to data 
processing. These include the right to be protected in data processing, 
as well as the right to be protected against the multiple harms that 
can flow from the processing of personal data. The GDPR’s second 
recital reads:

The principles of, and rules on the protection of natural persons 
with regard to the processing of their personal data should, 
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whatever their nationality or residence, respect their fundamental 
rights and freedoms, in particular their right to the protection of 
personal data. This Regulation is intended to contribute to the 
accomplishment of an area of freedom, security and justice and 
of an economic union, to economic and social progress, to the 
strengthening and the convergence of the economies within 
the internal market, and to the well-being of natural persons. 
(emphasis added)

While the actual provisions of the GDPR establish the rules for data 
processing, the recitals ground these processes in an articulation of 
the rights. By contrast, Section 3 of PIPEDA casts the right to privacy 
narrowly by framing it solely as a privacy right, and by balancing 
it against the interest of organizations in the collection, use, and 
disclosure of personal data. 

Although it might be easy to dismiss the GDPR’s recitals as 
being a lofty excess of verbiage, the framing of legislation is impor-
tant to its interpretation. For example, the GDPR introduces the 
concept of “legitimate interest” for data processing (GDPR, 2018, 
Recital 47). This is meant as a kind of workaround to consent in a 
rapidly evolving data economy. An organization may have a legiti-
mate interest in processing data it has already collected, but it might 
be unduly burdensome to obtain fresh consents for this processing. 
While the GDPR allows organizations to assert “legitimate interest” 
as a basis for the use of personal data, it must be weighed against 
the human rights of affected individuals and will only be justified 
where the impact on those human rights is not disproportionate to 
the goals sought to be obtained. The concept of legitimate interest has 
been mooted in Canada as an aspect of PIPEDA reform, and if it were 
added it would benefit from being incorporated within a framework 
that acknowledges and gives priority to human rights.

It is also noteworthy that some of the new rights recognized in 
the GDPR are much easier to reconcile with a broader view of pri-
vacy as a human right than they are with the narrower concept of 
data protection. For example, the right to be forgotten is complicated 
when framed in terms of data protection, since it typically involves 
information that has entered the public domain. Yet the right to be 
forgotten is not simply a right to privacy in the sense of shielding 
one’s personal information from public view; rather, it is also tied 
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to a right to self-actualize, and to potentially even redefine oneself 
to the world. 

The right to data portability is similarly not strictly a right to 
privacy. Basic data protection law addresses an organization’s need 
to obtain consent to the collection, use, or disclosure of personal 
information. But data portability is about an individual’s right to 
control their personal data. The individual is entitled to ask for their 
data that is in the hands of an organization and to port it, in machine-
readable formats, to another organization. It is not privacy in the 
narrow sense that is enhanced by such a right, but rather autonomy 
and freedom. 

The rights in the GDPR around transparency of automated 
processing of data and the right to an explanation of automated 
decision-making are similarly not privacy rights in the strict sense. 
Rather, they are rights that enable individuals to protect themselves 
against potential bias and injustice.

Although a human rights-based approach to privacy is an 
important aspect of basic data protection, it is clear that it is also 
valuable because it both includes and extends beyond privacy rights. 
For example, the GDPR, in Recital 4, acknowledges the importance of 
“the respect for private and family life, home and communications, 
the protection of personal data, freedom of thought, conscience and 
religion, freedom of expression and information, freedom to conduct 
a business, the right to an effective remedy and to a fair trial, and 
cultural, religious and linguistic diversity.” The recognition of other 
rights and freedoms directly impacted by the protection of privacy 
shifts the GDPR away from a narrower, consent-based paradigm of 
classic data protection in which an individual negotiates for the col-
lection, use, or disclosure of their personal information in exchange 
for products or services.

Models for a Human Rights-Based Approach

In addition to the GDPR, there are several past and current models 
that offer some insights into how a human rights-based approach 
might be structured for people’s digital lives. In 2001, Senator Sheila 
Finestone introduced Bill S-21, An Act to guarantee the human right to 
privacy (Privacy Charter). The bill’s preamble declared that privacy was 
“a basic human right of every individual and a fundamental value 
reflected in international human rights instruments to which Canada 
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is a signatory.” It also linked privacy to the public good because of 
the role it plays in establishing “relations of mutual trust and confi-
dence that are fundamental to the Canadian social fabric.” Finally, 
the preamble linked privacy to the preservation of democracy and 
to the “full and meaningful enjoyment and exercise of many of the 
rights and freedoms guaranteed by the Canadian Charter of Rights and 
Freedoms” (Privacy Charter, 2001).

The bill’s stated purpose was to give effect to basic principles 
that highlighted the importance of the right to privacy, the existence 
of a legal right to privacy, and the limitations on privacy rights. 
Section 3 defined the right to privacy as including physical privacy, 
the freedom from surveillance, the freedom for interception and 
monitoring of communications, and “freedom from the collection, 
use and disclosure of their personal information” (Privacy Charter, 
2001). Section 4 gives individuals the right to claim and enforce 
their privacy rights; in Section 4(3), it also prohibits the unjustifiable 
infringement of a person’s right to privacy (Privacy Charter, 2001).

Limitations on the right to privacy were acknowledged in the 
Privacy Charter. Although Section 5 began with the principle that 
any interference with an individual’s privacy is an infringement, 
infringements can be justified if they are “reasonable and can be 
demonstrably justified in a free and democratic society” (Privacy 
Charter, 2001). To be justifiable, an infringement would have to be 
lawful and necessary to achieve a sufficiently important objective 
linked to the public good or to the need to respect another human 
right. The objective that motivates the infringement must not be 
capable of being achieved by a less privacy-infringing means and 
the importance of the objective and its beneficial effects would have 
to outweigh the detrimental privacy impacts. The consent of the 
impacted individual will also negate infringement.

The rights in the bill were to be given substantive effect in a 
number of ways. The Minister of Justice was tasked with overseeing 
all government bills and prospective regulations to ensure that they 
were consistent with the Privacy Charter (2001, s. 6). Private sector 
actors were also bound to comply with it in all of their contracts (s. 6). 
The Privacy Charter was to prevail over any inconsistent federal legis-
lation unless another statute expressly declared that it operated not-
withstanding (s. 11). This feature sought to import some of the weight 
of constitutional rights without the need for a painful and potentially 
fruitless constitutional amendment process. Past experience with the 
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Canadian Bill of Rights (1960) suggests that such a framework might not 
be particularly helpful (Hogg, 2007). However, the Privacy Charter may 
have sought to avoid the weaknesses of the Canadian Bill of Rights by 
incorporating a provision (s. 4) that would give Canadians the ability 
to claim and enforce their rights.

In 2004, the British Columbia Information and Privacy 
Commissioner (BC Commissioner) recommended the adoption, in 
the province, of some form of a “privacy charter” that would more 
deeply embed privacy considerations into government law and 
policy-making. The recommendation was to require government 
bodies to assess the privacy impacts of any “law, policy, program 
or technology under consideration” (Office of the Information and 
Privacy Commissioner [OIPC], 2004). The assessment would be 
guided by a privacy charter that either would become part of the 
Freedom of Information and Protection of Privacy Act (FIPPA) or be found 
in a freestanding statute. Although privacy impact assessments 
(PIAs) were required by FIPPA at the time, the BC Commissioner 
believed that all they did was assess technical compliance. The BC 
Commissioner was concerned that “a PIA that only assesses techni-
cal compliance fails to account for the wider risks that initiatives can 
raise for the personal privacy of individuals whose lives and personal 
information are affected” (OIPC, 2004, p. 26). The recommendation 
was never adopted.

The Privacy Charter was controversial, and it failed for a number 
of reasons (Shade, 2009). Canada’s Privacy Commissioner at the time, 
George Radwanski, refused to endorse the bill because it “comports 
itself as if there were no privacy legislation in place, as if we did not 
have a Privacy Act, which is a good piece of law, and as if we did not 
have the new Bill C-6, the private sector act, which is also a good 
piece of law” (Radwanski, 2001, para. 12). Commissioner Radwanski 
was concerned that the bill would create two-track recourse, with the 
Privacy Charter creating broad and open-ended rights, and public and 
private sector data protection laws creating carefully constructed and 
balanced frameworks that would be marginalized by the new right. 
The Senate Committee that considered Bill C-6 was concerned about 
its interface with the Criminal Code, and saw a need for the scheme 
to be more integrated with the Office of the Privacy Commissioner.

The Privacy Charter was a product of its particular moment 
in history. It was introduced in the Senate at a time when PIPEDA 
was still in bill form, and thus there was no previous experience 
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with the oversight of private sector data collection, use, or disclo-
sure. Governments were preoccupied with security in a post-9/11 
environment, and there were new measures being proposed that 
would dramatically increase the surveillance capacities of the state. 
Public preoccupations with privacy were therefore primarily turned 
toward concerns over state surveillance. While state surveillance 
remains a significant concern today, the widespread and ubiquitous 
data collection by the private sector results in a convergence with 
the surveillance state, creating a much greater need to recognize the 
relationship between human rights and ubiquitous data collection. 
Further, private sector surveillance—labelled “surveillance capital-
ism” by Shoshana Zuboff (2015)—is a growing concern. The size 
and complexity of the GDPR is an indication that addressing data 
protection requires far more than a simple set of rules; what it may 
instead require is the situating of the data protection regimes within 
a human rights-based framework. 

The Privacy Charter recognized that privacy rights were not 
absolute, but it provided no specific framework in which competing 
rights could be identified or weighed. Both PIPEDA and the Privacy 
Act, as data protection statutes, attempt to negotiate competing rights 
and interests in relation to the collection, use, and disclosure of per-
sonal information. In fact, the bulk of both statutes reflects a direct 
engagement with this balancing. This suggests that a broader human 
rights-based approach might most effectively be incorporated into 
each statute through an expanded statement of principles that pro-
vides a framework within which the legislation should be interpreted. 

The Quebec Charter of Human Rights and Freedoms offers an 
interesting model that combines privacy with other human rights. 
This provincial law takes precedence over other legislation in the 
province unless another provincial statute specifically declares that 
it does not apply (Quebec Charter, s. 52). While the Quebec Charter 
is not a privacy charter per se, it contains several provisions that 
have a strong connection to privacy values. Article 1 establishes, “a 
right to life, and to personal security, inviolability and freedom”; 
Article 4 provides that “every person has a right to the safeguard of 
his dignity, honour and reputation”; and Article 3 provides for the 
“freedom of conscience, freedom of religion, freedom of opinion, 
freedom of expression, freedom of peaceful assembly and freedom 
of association.” Each of these rights is linked to the values associated 
with privacy, and all would apply, for example, to the interpretation 
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of privacy rights under the Civil Code, or to data protection rights 
under Quebec’s Act Respecting the Protection of Personal Information in 
the Private Sector. The Quebec Charter also provides for specific pri-
vacy rights in Article 5: “Every person has a right to respect for his 
private life.” The inviolability of the home is protected in Article 7, 
Article 8 provides a broad right against anyone entering on a person’s 
property or taking anything therefrom without consent, and Article 9 
states that “every person has a right to non-disclosure of confiden-
tial information.” The Quebec Charter also includes the right to be 
free from discrimination, something that is becoming increasingly 
important in the context of data processing. Article 24.1 of the Quebec 
Charter provides for a right to be free from unreasonable search and 
seizure at the hands of the state. The document also contains a series 
of economic and social rights, among which is found, in Article 44, 
the “right to information to the extent provided by law.” The provi-
sions of the Quebec Charter apply broadly across public and private 
sectors alike: There is a right of action and a right to compensation, 
including punitive damages established by Article 49. While many of 
the rights and freedoms contain their own limitations in the wording 
of articles that establish them, the fundamental rights and freedoms 
found in Articles 1 through 8 of the Quebec Charter are made subject, 
in Article 9, to “a proper regard for democratic values, public order 
and the general well-being of the citizens of Quebec.” The Quebec 
Charter has been relied upon to protect privacy rights on its own and 
in combination with separate privacy rights found in the Quebec 
Civil Code. The rights in the Civil Code are also in part implemented 
by separate public and private sector data protection laws in Quebec. 

Both the Privacy Charter and the Quebec Charter offer examples 
of how a broader human rights perspective could inform a legisla-
tive approach to data protection law in Canada. Of course, Canadian 
federalism adds a layer of complexity to data protection, since privacy 
is neither exclusively a matter of federal or provincial jurisdiction 
(Kratchanov, 1995). PIPEDA is justified as federal legislation under 
the “trade and commerce” power, which limits its application to the 
collection, use, or disclosure of personal information to the context of 
commercial activity (s. 4.1.a). PIPEDA’s odd constitutional status and 
its relationship to provincial private sector data protection statutes 
in Quebec, Alberta, and British Columbia make adopting a human 
rights-based approach through an independent legislative instrument 
complicated. However, the values that should guide the interpretation 
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of PIPEDA could be grounded in either the preamble of the statute 
or in a reworked Section 3.

Conclusion

More than ever, big data issues raise crucial privacy concerns as well 
as complex, interrelated human rights issues. Although acknowl-
edged by the courts as quasi-constitutional in nature, PIPEDA is a 
data protection statute that makes only a brief nod to privacy rights 
in the same provision that balances them against the needs of orga-
nizations to collect, use, and disclose personal information. Further, 
it does not acknowledge the complex range of privacy interests in the 
big data era, nor does it acknowledge the relationship between the 
protection of privacy and the safeguarding of other human rights 
values. As we move toward reform of PIPEDA, it is time to recognize 
the important and interconnected human rights dimensions of pri-
vacy. Although a set of recitals in a preamble or a legislative provi-
sion setting out the human rights basis for the protection of privacy 
may seem like cosmetic changes, they would serve important goals. 
The first of these is to give legislative voice to the principles and 
human rights values that are meant to underlie data protection law 
in Canada. The second is to provide concrete direction for the inter-
pretation of provisions that, while also serving to oil the machinery 
of commerce and innovation, should never do so at the expense of 
fundamental human rights.
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CHAPTER 10

Making Sense of the 
Canadian Digital Tax Debate

Michael Geist

Abstract

Few Canadian digital policy issues have proven as confusing as the 
ongoing debate over digital taxation. While there is general agree-
ment that a neutral tax policy should apply to the online world, the 
issue has been muddled by both nomenclature and corporate efforts 
to use digital tax policy for competitive advantage. With politi-
cians fearing voter backlash over the perception of increased taxes, 
Canadian digital tax policy has struggled to keep pace, leading to a 
predominantly hands-off approach. The result is an uneven digital 
policy playing field that leaves domestic firms disadvantaged and 
government coffers missing out on hundreds of millions of dollars. 
This chapter seeks to unpack the digital tax policy debate by examin-
ing the various meanings, the core policy choices, and the potential 
to develop a fair digital policy structure. The chapter begins with a 
discussion of digital sales taxes, followed by corporate income taxes, 
and the finally mandated contributions by companies active in the 
digital economy, including online service providers and Internet 
access providers.

Few Canadian digital policy issues have proven as confusing as 
the ongoing debate over digital taxation. While there is general 
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agreement that a neutral tax policy should apply to the online world, 
the issue has been muddled by both nomenclature and corporate 
efforts to use digital tax policy for competitive advantage. With 
politicians fearing voter backlash over the perception of increased 
taxes, Canadian digital tax policy has struggled to keep pace, lead-
ing to a predominantly hands-off approach. The result is an uneven 
playing field in digital tax policy that leaves domestic firms disad-
vantaged and government coffers missing out on hundreds of mil-
lions of dollars. 

The most obvious example of confused policy-making involves 
the taxation of digital services such as Netflix. The term “Netflix tax” 
has been politically toxic for many years, dating back to the 2015 fed-
eral election campaign when then prime minister, Stephen Harper, 
pledged that, if re-elected, his government would not institute a 
“Netflix tax” (Geist, 2019a). The Liberals responded with a “no Netflix 
tax” promise of their own (Geist, 2019a), which became government 
policy when Justin Trudeau was elected and became prime minister 
a few months later. Yet the words “Netflix tax” mean different things 
to different people, including digital sales taxes, corporate taxes, or 
mandated contributions in support of Canadian content production.

The confusion is nicely illustrated by an exchange between NDP 
MP Peter Julian and Prime Minister Justin Trudeau during question 
period in the House of Commons in 2018. Julian asked:

Speaking of letting the wealthy off the hook, the government 
seems more than happy to let web giants continue to make huge 
profits without contributing to the Canadian economy. While 
the rest of the world is trying to make these companies pay, the 
Liberals are doing the opposite. They are making deals with 
Netflix and other companies, and offering massive tax breaks. 
Canadians pay their taxes and expect companies to do the same. 
When will the Liberals start making web giants pay their fair 
share? (House of Commons, 2018, p. 16751)

Trudeau responded:

Mr. Speaker, the NDP is proposing to raise taxes on the middle 
class, which is something we promised we would not do and 
have not done. We explicitly promised in the 2015 election cam-
paign that we would not be raising taxes on Netflix. People may 
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remember Stephen Harper’s attack ads on that. They were false. 
We actually moved forward in demonstrating that we were not 
going to raise taxes on consumers, who pay enough for their 
Internet at home. (House of Commons, 2018, p. 16751)

Julian’s question seems to refer to corporate income taxes, while 
Trudeau’s response takes aim at either sales taxes or mandated cul-
tural contributions. Beyond the confusion, the conversation mainly 
considered the Internet from a content consumption perspective 
while, from education to government, it became an integral part of 
Canadians’ daily lives to enact their citizenship. As such, this chap-
ter seeks to unpack the digital tax policy debate by examining its 
various meanings, the related core policy choices, and the potential 
to develop a fair digital policy structure. The chapter begins with a 
discussion of digital sales taxes, followed by corporate income taxes 
and, finally, the mandated contributions by companies active in the 
digital economy, including online service providers and Internet 
access providers. 

Digital Sales Tax

The prospect of extending sales taxes—namely GST/HST in Canada—
to digital sales has emerged as a challenging policy issue in countries 
around the world. The basic principle is relatively straightforward: 
sales taxes should be applied equally to the sales of all goods (and 
services for those countries that tax both goods and services) without 
regard for whether the good or service is tangible or intangible, or 
sold by a domestic or foreign firm. The need for equal application 
of sales tax policy is aimed at ensuring that equivalent goods and 
services are treated equally. Moreover, there is concern that applying 
sales tax collection obligations solely to domestic firms could place 
them at a marketplace disadvantage since foreign firms would enjoy 
a perceived cost advantage for consumers given the “tax free” status 
of their goods or services.

The need to address the digital sales tax issue was raised in 
Canada in 2014 when the Conservative government used its budget 
bill to launch a public consultation on the matter (Geist, 2015). Years 
later, the Liberal government advised that Canada was awaiting an 
international agreement on digital sales taxes before implementing any 
domestic reforms. In 2018, Finance Minister Bill Morneau indicated 
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that the government would support a quick resolution of the issue, but 
that provincial digital sales tax initiatives would not spark a matching 
federal tax until the global issues were resolved (Curry, 2018). 

The ongoing delays reflect the realization that creating a global 
sales tax system that requires foreign providers to register and remit 
sales taxes is fraught with complexity (Dourado, 2018). Registration 
requirements alone create new costs that some businesses may be 
unwilling to bear. In order to avoid burdening small businesses, 
countries may set a revenue threshold before registration and collec-
tion requirements kick in. In fact, some businesses may simply decide 
to avoid or block the taxing market altogether, leading to services 
that either decline to sell locally or increase their prices to account 
for the regulatory cost burden. 

The complexity of digital sales tax collection was highlighted 
by government officials at a 2016 hearing of the House of Commons 
Standing Committee on Canadian Heritage (CHPC): 

E-commerce sales by foreign-based companies can present a 
challenge for proper sales tax collection. Foreign-based Internet 
vendors’ businesses with no physical presence in Canada are 
generally not required to collect GST/HST on their sales. Instead, 
in the case of physical goods that are purchased online and 
shipped to Canada by post or courier, the applicable customs 
duties and GST/HST would generally be collected by the Canada 
Border Services Agency at the time the goods are imported.

In cases other than the importation of physical goods, the 
GST/HST legislation imposes a general requirement to self-assess 
the tax. For businesses that would be entitled to recover any 
tax payable by claiming input tax credits, there is generally no 
requirement to self-assess tax on such imports. The challenges 
related to the proper collection of sales tax on digital supplies 
by foreign-based vendors are not unique to Canada. It’s a dif-
ficult issue for all jurisdictions with a sales tax. (CHPC, 2016, 
paras. 11–12)

Indeed, the challenges of imposing a general sales tax requirement 
on foreign digital firms became readily apparent in 2018 when the 
Province of Quebec became the first Canadian jurisdiction to estab-
lish digital sales tax collection and remission requirements (Quebec 
Ministry of Finance [QMF, 2018, p. 137]). Yet despite assurances that 
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digital sales taxes are relatively easy to implement, the Quebec plan 
demonstrates the complexity associated with requiring thousands 
of online companies around the world to implement dozens or even 
hundreds of new tax requirements. 

The provincial government established a lightweight registra-
tion system for foreign companies to ease the administrative bur-
den associated with signing up for provincial sales tax collection. 
But while the basic framework raises few concerns, enforcement 
presents an enormous challenge as tax authorities try to persuade 
online businesses with no presence in the province to register, col-
lect, and remit the applicable sales tax. The government promised to 
work with businesses to assist with compliance in the first year, but 
thereafter it warned that “the penalties provided for in the existing 
tax legislation will be imposed on non-resident suppliers that have 
not complied with the new obligations” (QMF, 2018, p. 137).

For some businesses, the cost of compliance with the provin-
cial requirements may far exceed the actual tax payments. Without 
a global standard, the Quebec government has arbitrarily set the 
threshold for sales tax registration and collection at $30,000 in pro-
vincial revenues. That is low compared to many other countries that 
have adopted digital taxes: the Japanese threshold is over $120,000, 
the Saudi Arabian threshold is over $340,000, the Swiss threshold is 
over $135,000, and the New Zealand threshold is over $55,000 (Geist, 
2018a). 

Many businesses may also have to rework their customer 
relationships in order to collect increased personal information. For 
example, some digital services may not currently gather detailed 
geographic information on their subscribers, but the Quebec tax 
rules effectively mandate the collection and use of location-based 
information.

With a 9.75 percent tax rate, the low threshold sets the bar at 
less than $3,000 in annual sales taxes for some businesses, meaning 
compliance costs alone could easily exceed the tax revenues and 
cause some companies to rethink providing service in the province. 
That points to at least one tax trade-off: the benefits of increased tax 
revenues set off against decreased consumer choice as some busi-
nesses exit the Quebec market.

The enforcement challenges extend to consumers, some of 
whom may try to avoid paying provincial sales taxes by claiming 
residency elsewhere. The government has identified measures to 
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target sales tax evaders, with penalties of $100 or 50 percent of the 
applicable sales tax (Geist, 2018a). In order to identify instances of 
sales tax evasion, the government plans to collect customer infor-
mation from out-of-country operators such as Netflix, though it is 
unclear how it will compel those companies to hand over subscriber 
lists or other relevant data.

The sales tax issue has been framed by some as a “tax holiday” 
for companies (NDP, 2018a). Yet the reality is that, when applicable, 
sales taxes are paid by consumers, not companies. Companies resi-
dent in Canada are merely required to collect and remit the appli-
cable sales taxes. The tax does not come out of earnings or represent 
a gain for the companies who act as intermediaries by collecting the 
sales tax and remitting it to the government. 

In fact, for some digital companies, even the collection and 
remittance of the sales tax is borne by their users. For example, 
Uber, the popular ride-sharing service, advises its Canadian drivers 
that they are required to collect and remit sales tax. Once a driver 
has obtained a sales tax identification number, Uber will facilitate 
the collection of the sales tax with each ride and provide a weekly 
breakdown of the sales tax collected in the prior week to its drivers. 
The sales tax collected by Uber on behalf of its drivers is paid to the 
drivers, who are required to file an annual sales tax declaration to 
the Canada Revenue Agency (CRA) along with any sales tax owing. 
In other words, sales taxes are paid by riders, but the annual filings 
fall to the drivers, with Uber facilitating the process by initially col-
lecting the applicable sales tax (Uber, n.d.). A similar system is used 
by Airbnb, whose lodging providers may also be subject to municipal 
occupancy taxes (Airbnb, n.d.).

As governments race to catch up to the growth of e-commerce, 
there has long been a seeming inevitability to the imposition of 
digital sales tax. However, the experience to date demonstrates that, 
for the moment, shifting sales tax to a global Internet environment 
remains easier said than done. 

Corporate Income Tax

The debate over “Netflix taxes” has also included discussion over 
whether the company must pay corporate income tax in Canada. 
The income tax issue was raised by the NDP in 2018, who called 
on the government to ensure that Internet companies pay taxes on 
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profits made in Canada (NDP, 2018b). While the income tax issue is 
an important one, it is not a digital tax issue per se. Rather, it reflects 
ongoing corporate tax challenges that implicate all multinational 
companies that strategically structure themselves in the most tax 
advantageous manner. 

Further, the debate on the issue is not limited to Canada. 
Countries around the world struggle with the same question 
(Alberici, 2018; Leahy, 2017). Indeed, the issue was raised at the 
Canadian Senate committee hearing on the issue, with an official 
from the CRA commenting:

It is also important to understand the current corporate tax 
system, which is essentially based on the notion of a permanent 
establishment, which is a traditional concept. For example, when 
a company does business in another country and has employees 
and plants in that country, it clearly has a permanent establish-
ment. The general concept of taxation is based on these notions.

A company that does business in another country and sells 
digital products does not necessarily have a physical presence. 
Consequently, some important questions arise with respect to 
income taxation. The key question is whether these permanent 
establishment concepts on which tax treaties are based still 
represent the best way to tax those businesses and to determine 
whether value is being created in the source country by those 
electronic transactions. If that is the case, one must determine 
the approach that should be used to tax properly, but also to 
ensure that the ultimate result is not double taxation of the 
business in question.

This therefore requires discussions at the international 
level, such as those currently being held at the OECD, for exam-
ple. I think the OECD communiqués attest to the fact that the 
various OECD members have agreed to take time to analyze this 
question. The ideal solution is to come up with joint and coor-
dinated options or new standards to prevent double taxation. 
(Senate Standing Committee on Transport and Communications, 
2018, paras. 55–57)

In 2019, the corporate income tax issue emerged as a federal election 
issue as several political parties committed to establishing a special 
tax on digital companies. For example, the Liberal Party promised 
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to implement a 3 percent tax on revenues in Canada of large tech-
nology companies. The Conservatives introduced a similar plan for 
a 3 percent tax on large tech companies that provide social media, 
search, and online marketplace services (in other words, Facebook, 
Google, and Amazon, but not Netflix). But the Conservative plat-
form also noted that the preference would be for those companies 
to invest and further establish themselves in Canada. If they do so, 
the Conservative Party promised to waive the extra tech company 
corporate tax (Geist 2019b).

While the prospect of implementing a Canadian digital specific 
corporate tax remains uncertain, a similar proposal in France has 
drawn the ire of the US government. In December 2019, the United 
States threatened to implement billions in retaliatory tariffs against 
France if it proceeded with a 3 percent tax on digital companies. The 
United States argued that the proposal discriminated against US 
companies (Palmer, 2019).

In other words, the income tax question is not limited to Canada, 
nor to digital companies. There is a general consensus on the need to 
address income tax standards to ensure fair taxation without double 
payment in multiple jurisdictions.

Mandated Contributions or Taxes in Support of Canadian 
Culture

While the application of sales taxes to companies such as Netflix 
may be relatively uncontroversial, the use of the tax system or other 
regulated payments in furtherance of other government policies has 
proven far more divisive. For example, in June 2019, then-Canadian 
Heritage Minister Pablo Rodriguez seemingly embraced a mandated 
contribution requirement, stating that “everyone has to contribute to 
our culture. That’s why we’ll require web giants to create Canadian 
content [and] promote it on their platforms” (Rodriguez, 2019). The 
comment marked a significant shift in government policy. Where 
previously it had emphasized the need for contributions that may 
vary depending on the type of service, Rodriguez appeared to be 
making an explicit endorsement of requirements for digital stream-
ing services to provide funding for the creation of Canadian content 
(Geist, 2018b). 

The Canadian cultural sector has relied on three key arguments 
in support of mandated contribution requirements: (1) the system is 
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necessary to ensure that investment in Canadian film and TV produc-
tion is not placed at risk, (2) digital streaming services benefit from 
an unfair advantage, and (3) other jurisdictions, such as the European 
Union (EU), have already implemented mandated contributions for 
digital media providers.

This chapter provides an alternate perspective: (1) investment 
in television and film production in Canada is at an all-time high; (2) 
the same rules apply to foreign and domestic online video services, 
and the Canadian broadcasting sector is actually the recipient of 
significant regulatory advantages; and (3) comparisons to the EU’s 
approach are selective and inapt.

First, regarding investment, the data demonstrates that there is 
no Canadian content emergency. The most recent industry data con-
firms that the total value of the Canadian film and television produc-
tion sector nearly reached $9 billion in 2018, an all-time record, with 
overall production increasing by 5.9 percent. Notably, the increased 
funding came primarily from distributors and foreign financing, not 
from broadcasters (CMPA, 2018).

Second, the same rules apply to foreign and domestic online 
video services. Proponents argue that services such as Netflix enjoy 
an unfair advantage because they face no mandatory contribution 
requirements, while broadcasters and broadcast distributors (BDUs) 
face regulations that require contributions (30 percent of revenues 
for broadcasters, 5 percent of revenues for BDUs). The critics of the 
current system argue that the Netflix investment in Canada is below 
either percentage and that the absence of required contributions cre-
ates an uneven playing field (CMPA, 2019).

However, the most apt comparison to Netflix is not to broad-
casters or BDUs, but rather to competitive online video services. 
These services, whether Canadian or foreign, are all subject to the 
same requirements—namely, no mandated Canadian content con-
tributions. For example, Bell’s Crave, which frequently promotes US 
programming such as Seinfeld and The Sopranos, does not face any 
Canadian content contribution or spending requirements. In fact, the 
Canadian Radio-television and Telecommunications Commission 
(CRTC) even created a “hybrid model” in 2015 that allows for video 
distribution through BDU systems and the Internet without any 
Canadian-content requirements (Dobby, 2018).

In reality, Canadian broadcasters and BDUs benefit from 
significant regulatory advantages. Indeed, while some prefer the 
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comparison to broadcasters or BDUs (arguing that the service feels 
similar to Canadian subscribers), the reality is that both Canadian 
broadcasters and BDUs are subject to mandated contributions as 
part of a regulatory quid pro quo in which they receive significant 
benefits for being part of the regulated system. Both broadcasters and 
BDUs have benefited from limited competition due to foreign invest-
ment restrictions, which caps the percentage that foreign companies 
may own of Canadian broadcasters or BDUs.

For broadcasters, other advantages include simultaneous substi-
tution, which allows Canadian broadcasters to replace foreign signals 
with their own. The industry says this policy alone generates hun-
dreds of millions of dollars in revenues for Canadian broadcasters 
(CRTC, 2016a). Moreover, Canadian broadcasters benefit from must-
carry regulations, which require BDUs to include many Canadian 
channels on basic cable and satellite packages. These rules provide 
guaranteed access to millions of subscribers, thereby increasing 
the value of the signals and the fees that can be charged for their 
distribution (CRTC, 2019). They also enjoy market access protection, 
which has shielded Canadian broadcasters from foreign competition, 
such as HBO or ESPN, for decades (Sokic, 2019), as well eligibility for 
Canadian funding programs, for which companies like Netflix may 
be ineligible (Buckner, 2019).

BDUs also enjoy their own set of advantages over online ser-
vice providers. These include bundling benefits, which allow BDUs 
to bundle less popular Canadian channels with more popular US 
signals, thereby guaranteeing more revenues (CRTC, 2016b). They 
are also beneficiaries of copyright retransmission rules, which create 
an exemption in the Copyright Act to allow BDUs to retransmit sig-
nals without infringing copyright. This retransmission occurred for 
many years without any compensation (Canadian Communications 
Systems Alliance Inc, 2018).

Third, comparisons to the EU are selective and inapt. 
Proponents point to European regulation as evidence that others 
have introduced domestic content regulatory requirements on ser-
vices such as Netflix and say that Canada should follow suit. They 
argue that Europe envisions requirements that 30 percent of the 
Netflix catalogue constitute European programming and seek a 
similar mandate in Canada (Friends, 2020). However, the European 
rules, which do not take effect until 2020, do not include Europe-wide 
mandated payments. Indeed, the European Commission (EC) states:
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The new rules clarify the possibility for Member States to 
impose financial contributions (direct investments or levies pay-
able to a fund) upon media service providers, including those 
established in a different Member State but that are targeting 
their national audiences. This would be a voluntary measure for 
Member States, not an obligation at EU level. (EC, 2018, para. 24)

Moreover, the content requirements are continent-wide, not limited 
to a single country. The European requirement of 30 percent incorpo-
rates all twenty-eight EU Member States (Donders et al., 2018). Once 
spread across all member states, the requirement is not particularly 
onerous since it effectively envisions a few percent of the overall cata-
logue per country. The percentage of Canadian content on Canadian 
Netflix is already comparable to the per-European country amount 
(Geist, 2018c). In fact, the EC emphasizes: “We also need to pay atten-
tion to new market entrants and small players. The new rules also 
include a mandatory exemption for companies with a low turnover 
and low audiences. It could also be inappropriate to impose such 
requirements in cases where—given the nature or theme of the on-
demand audiovisual media services—they would be impracticable 
or unjustified” (EC, 2018, para. 29).

Supporters of mandated contributions for Canadian content 
production have also insisted that similar obligations be extended to 
Internet and wireless providers. They argue that the Internet is rap-
idly replacing the broadcast system in Canada and therefore should 
be expected to contribute in much the same manner. 

This argument is not a new one. In fact, as far back as 1998, the 
CRTC conducted hearings on “new media” in which groups argued 
that the dial-up Internet was little different than conventional broad-
casting and should be regulated and taxed as such (CRTC, 1998). In 
other words, groups have been arguing for new “Netflix taxes” well 
before Netflix was a global streaming service. 

For example, broadcast lawyer Peter Grant, who in 2019 sat on 
the broadcast and telecom review panel examining Canadian com-
munications laws, told the CRTC more than twenty years ago that 
if broadcast-quality video ever reached a certain level of market 
penetration on the Internet, the Commission should “require certain 
obligations about some funding as a proportion of the revenue from 
this particular activity to go into a fund or whatever” (CRTC, 1998, 
pp. 2550–2551). Grant continued by arguing that websites were the 
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equivalent of programming undertakings and that Internet providers 
were broadcast distribution undertakings (i.e., the Internet was the 
equivalent of cable distribution).

The argument received a modern endorsement from the CRTC 
in 2018 with the release of its Harnessing Change report. It stated: 
“There are numerous services in Canada that connect Canadians to 
content, whether through the Internet or broadcast networks, such as 
cable or satellite. Demand for these services is almost wholly driven 
by demand for audio and video content, yet the Canadian market for 
this content is only supported by BDUs, television programming and 
radio services” (CRTC, 2018, “Conclusions and Potential Options,” 
para. 36).

The reality, however, is that Internet use is about far more than 
streaming videos or listening to music. Those are obviously popular 
activities, but numerous studies point to the fact that they are not 
nearly as popular as communicating through messaging and social 
networks; engaging in electronic commerce or Internet banking; or 
searching for news, weather, and other information (CIRA, 2019; 
Statistics Canada, 2014). From the integral role of the Internet in our 
education system to the reliance on the Internet for health informa-
tion (and increasingly telemedicine) to the massive use of the Internet 
for business-to-business communications, Internet use is about far 
more than cultural consumption. Yet proponents of an Internet tax 
envision the Internet as little more than cable television and want to 
implement a taxation system akin to that used for cable and satellite 
providers.

Precisely because the Internet is such an integral part of the 
daily lives of most Canadians, ensuring universal, affordable access 
is a competing policy goal that should not be so easily discarded. The 
CRTC provided little more than an unconvincing assurance that the 
impact of new Internet taxes would be “cost neutral”—even though 
Canadians who only rely on Internet access will clearly pay more 
under such a system. 

To date, the government has indicated that it opposes an 
“approach that increases the cost of services to Canadians” (LeBlanc, 
2018). In fact, the government rejected an Internet tax proposal last 
year on affordability grounds:

The Committee’s [CHPC] recommendation to generate revenue 
by expanding broadcast distribution levies so that they apply 
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to broadband distribution would conflict with the principle of 
affordable access. The open Internet has been a powerful enabler 
of innovation, driving economic growth, entrepreneurship, 
and social change in Canada and around the world. The future 
prosperity of Canadians depends on access to an open Internet 
where Canadians have the power to be freely innovative, com-
municate, and access the content of their choice in accordance 
with Canadian laws. Therefore, the Government does not intend 
to expand the current levy on broadcast distribution undertak-
ings. (Geist, 2017, para. 3)

Notwithstanding the rejection, the Internet tax issue resurfaces again 
and again. 

Conclusion

The past two decades have been marked by near-continuous efforts 
to use the digital tax issue as a policy lever to benefit one set of 
stakeholders over another. In the nascent days of e-commerce, a 
hands-off approach was promoted as an ideal mechanism to help 
support a relatively small commercial sector. As the digital economy 
has grown, the debate has gradually shifted, first toward tax fair-
ness and a neutral, level playing field and later to using the digital 
economy to support sectors that have struggled to adapt to the chang-
ing environment. For Canadian digital policy-makers, the challenge 
is compounded by a confusing public debate with little agreement 
on what basic terms mean, much less how Canada should proceed.

Despite growing momentum to institute a variety of new taxes, 
evidence suggests that the case for many new taxes is weak. The 
implementation of a digital sales tax seems inevitable, though Canada 
should ensure that its approach is consistent with emerging interna-
tional standards. Similarly, calls for a new corporate tax on digital 
companies should be held in abeyance until a global approach to the 
issue can be developed. Further, using the tax or levy system to fund 
the creation of Canadian content based on inaccurate claims about 
a level playing field places the remarkable domestic film and televi-
sion production success story at risk. Making sense of the digital tax 
debate ultimately depends upon sensible policies, something that 
may prove challenging in the absence of an evidence-based analysis 
of the tax implications of the digital economy.
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CHAPTER 11

Online Abuse, Chilling Effects, 
and Human Rights 

Jonathon W. Penney

Abstract

Online harassment, cyberbullying, hate, and other forms of online 
abuse pose a significant threat to human rights in Canada. Now, the 
country is at a crossroads: it will face American pressure to adopt a 
broad immunity model similar to Section 230 of the Communications 
Decency Act (CDA) or, at long last, take more robust action to address 
cyberharassment and other online abuse, beyond the piecemeal 
approach used today. Central to this regulatory debate are concerns 
and claims about “chilling effects”—that is, the idea that certain 
regulatory actions may “chill” or deter people from exercising their 
rights online and in other digital contexts. Such claims, and in par-
ticular claims about speech chill, have long been raised to oppose 
measures addressing online abuse. In this chapter, I argue that such 
chilling-effect claims, which are advanced to oppose measures taken 
to curb online harassment and abuse, neglect other kinds of chill-
ing effects. I argue that such abuse chills the rights of victims. And, 
drawing on new empirical research on this point, I argue that such 
legal interventions—like cyberharassment laws—rather than having 
a chilling effect, can also have a salutary impact on the speech and 
engagement of victims whose voices have been typically marginal-
ized. I will also discuss the important implications these findings 
have for Canadian law and policy.
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Online harassment, cyberbullying, hate, and other forms of online 
abuse pose a significant threat to human rights in Canada. A 

2016 survey, for example, found almost half of young Canadians have 
experienced online harassment (Global News, 2016). A poll last year 
found a third of parents knew a cyberbullying victim (Abedi, 2018). 
Such harassment has a range of harmful and negative impacts. For 
example, researchers tracking online hate and disinformation in 
the 2019 Canadian election suggested such abuse may be harming 
Canadian democracy (Fionda, 2019). Indeed, with women and minori-
ties disproportionately targeted by such online abuse, it threatens 
deliberative and participatory democracy, which requires diverse 
perspectives and voices (Citron & Penney, 2019).1 Not surprisingly, 
a 2016 poll found that Canadians wanted more to be done to “curb 
online abuse” (BBC, 2016). This has led to calls to regulate social 
media platforms (e.g., Farber & Balgord, 2018; Elghawaby, 2018), 
including by the House of Commons Standing Committee on Access 
to Information, Privacy and Ethics (Solomon, 2018). 

Yet, other than a few limited exceptions—such as Quebec’s Act 
to Establish a Legal Framework for Information Technology (AELFIT)—
governments in Canada have been “wary” to regulate social media 
companies to address these challenges (Elghawaby, 2018). Moreover, 
Canada faces pressure to adopt a permissive regulatory framework 
that shields online service providers (OSPs) from doing more to 
address online abuse. The new Agreement between Canada, the United 
States of America, and the United Mexican States (CUSMA), signed 
in 2018, includes provisions that may require Canada to adopt an 
even more permissive regulatory framework for OSPs similar to 
Section 230 of the CDA, which provides OSPs with broad immunity, 
shielding them from liability for user-generated content and from 
lawsuits relating to how they moderate content (Laidlaw, 2020, p. 3). 

Though Section 230 is treated as a “sacred cow” with “near 
constitutional status” in the United States, especially in the technol-
ogy industry (Citron & Wittes, 2017, pp. 409–410), it has also been 
controversial. The most powerful OSPs today are popular US-based 
social media platforms like Facebook, Google, Twitter, among oth-
ers, which all enjoy sweeping protection from tort liability for most 
forms of user-generated content, thanks to Section 230. This, critics 
argue, has given these companies far too much unchecked power 
over digital rights (Klonick, 2017, pp. 1613–1614). These broad legal 
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protections, for instance, mean these platforms have little incentive 
to address online abuse (Citron & Wittes, 2017, p. 411, pp. 413–414).

Canada is thus at a crossroads. It will face American pressure 
to adopt a “broad immunity” model similar to Section 230 or finally 
take stronger action to address cyberharassment, hate, and other 
online abuse. Central to this regulatory debate are concerns and 
claims about “chilling effects”—that is, the idea that certain laws or 
state or corporate activities may “chill” or deter people from exercis-
ing their rights, particularly online and in other digital contexts. Such 
claims have long been raised to oppose legislative measures address-
ing online abuse (Franks, 2018, pp. 339–340). In fact, concerns about 
chilling effects on speech and innovation was a central justification 
for enacting Section 230, and in early decisions like Zeran v. AOL 
(Ciolli, 2008, pp. 147–148; Klonick, 2017, pp. 1607–1608). 

Yet, there has been strikingly little systematic study of such 
“chilling effect” claims in various areas of law over the years. Part 
of the problem is that chilling effects are often subtle, difficult to 
measure, and require interdisciplinary research and methods going 
beyond traditional legal analysis. After an extensive literature review, 
Leslie Kendrick found in 2013 that empirical support for such chilling 
effect claims was “flimsy” and required additional study (p. 1536). 

Today there is a growing body of literature investigating, 
exploring, and documenting “chilling effects” in a range of contexts 
(see Townend, 2014; Stoycheff, 2016; Stoycheff et al., 2017; Stoycheff et 
al., 2019; Stoycheff et al., 2020; Penney, 2016, 2017; Marthews & Tucker, 
2017; Wahl-Jorgensen et al., 2017; Dencik & Cable, 2017; Citron & 
Penney, 2019). Drawing on this research, I argue that chilling effect 
claims advanced to oppose measures taken to curb online harass-
ment and abuse neglect other kinds of chilling effects—how such 
abuse chills the rights of victims. And, drawing on new empirical 
research, I argue that contrary to critics, such legal interventions—
like cyberharassment laws—rather than having a chilling effect, 
actually may encourage more online speech and engagement, par-
ticularly for women—the usual targets of such abuse. These findings 
have important implications for Canadian law and policy, which I 
will also discuss. 
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Chilling Effects and Platform Responsibilities

Canadian governments have, as noted, been reticent to regulate social 
media platforms to address cyberharassment and similar online 
abuse. And the few measures that have been taken are quite narrow 
with limited success. The federal government enacted a “revenge 
porn” criminal offence in 2015, but it is unclear if this provision 
might also be applied to platforms or businesses, and so far none 
have been charged (Slane & Langlois, 2018, p. 50). Nova Scotia, for its 
part, enacted a Cyber-Safety Act in 2013 to tackle cyberbullying, but 
it was struck down as unconstitutionally broad two years later by 
the Nova Scotia Supreme Court. The Nova Scotia government has no 
plans to re-legislate (Slane & Langlois, 2018, p. 61). Quebec enacted 
the AELFIT in 2001—which provides for liability for intermediaries 
once made aware of “illicit activities”—but it has not been effectively 
enforced (Slane & Langlois, 2018, pp. 50–51). The result has been that 
platforms and other OSPs are “mostly left alone” in Canada, with 
online abuse, sexual exploitation, and harassment able to persist 
(Slane & Langlois, 2018, p. 51, p. 46). Not surprisingly, many experts 
believe far more can be done (Elghawaby, 2018). 

Chilling effect claims have been a key challenge in this context. 
Such claims and concerns have often been raised to criticize, oppose, 
or challenge laws and other measures taken to address cyberharass-
ment and similar forms of online abuse. The first type of chilling 
effect claim is the more general form: that, no matter what is being 
addressed—online harassment, defamation, etc.—any regulatory 
measures at all that impose liability on OSPs would lead to chilling 
effects on digital speech. 

This was, essentially, the conclusion of the US Fourth Circuit 
Court of Appeal’s famous 1997 decision Zeran v. America Online 
(Zeran v. AOL), which first found OSPs had broad immunity from 
tort liability under Section 230 of the CDA. The facts involved a 
case of online harassment whereby an unidentified person posted 
on AOL’s message board false and defamatory messages about the 
plaintiff, Kenneth Zeran, who sued AOL for failing to remove the 
postings promptly once notified. In dismissing Zeran’s lawsuit, the 
Fourth Circuit found that imposing liability on AOL for how it dealt 
with user-generated content would have “chilling effects” on online 
speech. In fact, a primary reason Section 230 was enacted in the first 
place was to guard against such chilling effects, after the New York 
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Supreme Court found Prodigy liable in its 1995 decision Stratton 
Oakmont v. Prodigy Services (1995; Ciolli, 2008, pp. 147–148; Klonick, 
2017, pp. 1607–1608). 

The second type of chilling effects claim is that raised spe-
cifically about laws and other measures pursued to address online 
harassment and abuse. That is, such laws typically target or seek 
to deter certain kinds of online harassment, hate, and abuse, and 
would thus have a “chilling effect” on the people’s online speech 
and expression (Citron & Penney, 2019, p. 2327). In the United States, 
courts have struck down such laws on “numerous occasions” for 
possible chilling effects on speech protected by the First Amendment 
(Diaz, 2016). These arguments have also been successfully raised in 
Canada. Critics of Nova Scotia’s Cyber-Safety Act argued it could “dra-
matically chill constitutionally protected speech” (Fraser, 2014). The 
statute was later struck down as unreasonably limiting freedom of 
expression under the Canadian Charter of Rights and Freedoms (Slane & 
Langlois, 2018, p. 61). And efforts to expand Canada’s “revenge porn” 
laws have been criticized as having a “chilling effect” on journalism 
(Pearson, 2016).

The Chilling Effects of Online Abuse

Chilling effect claims have been a key legal, normative, and public 
policy challenge to bettering measures to tackle online harassment, 
bullying, and other online abuse, including in Canada. But there are 
important problems with these claims. 

First, they largely neglect other chilling effects; that is, the 
chill or silencing effect that online harassment and abuse has on the 
speech and engagement of victims. Scholars such as Danielle Citron 
and Mary Ann Franks have long documented these corrosive impacts 
on victims of online abuse (see Citron, 2014, pp. 196–198). Online 
harassment, bullying, hate, “doxxing,” and revenge porn all have 
a silencing effect on victims (Franks, 2018, p. 307; Citron, 2014, pp. 
196–197). Such abuse has a “totalizing and devastating impact” upon 
victims (Citron, 2014, p. 29). In fact, silencing victims is often the 
primary motivation for such abuse (Citron, 2014, p. 196). Moreover, 
these chilling effects have a disproportionate impact on the speech 
and engagement of certain people, such as minority populations, 
already marginalized due to systematic and overt barriers (Franks, 
2018, p. 307). 
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Second, while a cyberharassment law—or other measures 
taken to address online abuse—likely will chill at least some speech, 
empirical evidence suggests that this chill pales in comparison to 
the impact on victims. As Franks points out, there is “ample evi-
dence” for “how harassment chills freedom of expression, mobility, 
and association” (2018, p. 307). However, she goes further, noting 
that these impacts have “a greater chilling effect than any govern-
mental action,” (p. 307) and current research supports this claim. 
Studies have shown how, for example, street harassment inflicts 
great costs on women, including a loss of freedom of speech and 
mobility (Franks, 2018, p. 307). There are, furthermore, countless 
cases where online hate speech or “cyber mobs” threaten victims 
into silence, forcing them to change how they live and act (Franks, 
2018, p. 307; Citron, 2014, pp. 196–197). Moreover, my own previ-
ous research work (Penney, 2017), found in a comparative study of 
different hypothetical “chilling effect” scenarios (that is, scenarios 
where state or corporate action might chill people’s online activi-
ties), the scenario involving personally received and targeted threats 
had the greatest chilling effect across a range of different activities 
and contexts, more so than even scenarios involving government or 
corporate surveillance. 

Such silencing effects of online abuse are often ignored by 
policy-makers, by critics of such anti-abuse laws, and by courts evalu-
ating them (Franks, 2018, p. 340). However, new empirical evidence 
suggests such laws may not only deter or limit online abuse but also 
help encourage greater online speech and engagement by victims. 
This salutary effect is the result of the law’s expressive function. 

The Expressive Impact of Online Abuse Laws

Most literature on legal compliance holds that people comply with the 
law either because of its coercive force—to avoid legal punishments 
or penalties—or because they believe the law is legitimate. That is, 
they believe the law is worthy of compliance (Geisinger & Stein, 
2016, pp. 1061–1062). However, a growing body of work focuses on 
the “expressive” function of law—that is, on how legal frameworks 
can shape behavioural norms by changing the social meaning of 
behaviour (Geisinger & Stein, 2016, p. 1062; McAdams, 2015). 

There are different theories as to how the law’s expressive 
function impacts behaviour, but most scholarship focuses on what 
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Richard McAdams (2015) calls the “informational” and “coordinat-
ing” mechanisms of law’s expressive effects (p. 6). On the former, a 
law provides information about how people should act, providing 
a signal about societal consensus or wider popular attitudes about 
social behaviour. Through this message to the broader population 
about what is considered acceptable and unacceptable behaviour, 
a law has its expressive impact—people internalize that message 
and alter their behaviour accordingly (Geisinger & Stein, 2016, 
p. 1062). The coordination mechanism of a law speaks to its function 
in providing a focal point for people to coordinate and organize 
their activities, leading to wider societal mobilization or social 
movements, and ultimately shifts in social behaviour (McAdams, 
2015, p. 5). These mechanisms work together in a law’s expressive 
impact. A good example of this is how, over time, anti-smoking laws 
changed public attitudes about smoking, leading fewer people to 
smoke (Geisinger & Stein, 2016, p. 1062). These laws provided infor-
mation to the wider public by signalling that a new anti-smoking 
consensus was forming, and were also a focal point for citizens to 
coordinate their action to advocate for additional law reforms or 
more effective enforcement. 

Can cyberharassment laws also have such expressive impacts? 
And if so, what are they? A new article that I co-authored with 
Citron, a leading privacy and online abuse expert (Citron & Penney, 
2019), discusses new empirical evidence that such laws can have a 
salutary impact on people’s online speech and engagement, par-
ticularly for women. The notion that law can empower the speech 
of victims is not new. For instance, the idea that law reforms could 
better give victims a voice was a core of the victim’s rights movement, 
starting in the 1970s and continuing today (Eisenberg, 2015, p. 620). 
Citron (2009) has previously discussed law’s expressive function in 
combating online harassment. As with chilling effects, however, there 
has been little systematic empirical research done on law’s expressive 
function, including its salutary impact in this context. 

Drawing on expressive law theory by McAdams (2015) and 
others, it is possible see how law’s expressive function could have 
this impact. By enacting a cyberharassment law, a democratic 
society provides important information to educate the public—
that online harassment and abuse are unacceptable behaviours. 
It also sends a message to online-abuse victims that their speech 
and engagement in online contexts are important and worthy of 
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protection. These would all be informational mechanisms of the 
law’s expression function. A new cyberharassment law could also 
provide a focal point for broader reforms or additional enactments 
addressing other forms of online abuse, such as hate or intimate-
privacy violations. These would be consistent with coordinating 
mechanisms. 

Beyond a theoretical case like this, however, our article provides 
an empirical foundation for these claims. We analyzed findings 
from an original online survey, administered to 1296 US-based adult 
Internet users, which described to participants a series of hypotheti-
cal scenario involving different government or corporate activities. 
Questions sought to elicit behavioural responses to these different 
scenarios, in order to compare and statistically analyze responses, 
including in relation to a range of demographic variables, such as 
age, gender, education and income levels, as well as other variables 
relating to online behaviour and concerns, such as the amount of 
time spent online, level of online sharing, level of social network 
engagement, and privacy concerns in response to the law. One sce-
nario involved participants being made aware that the government 
had “enacted a new law that introduced tough civil and criminal 
penalties for posting information or other content online, with the 
intent to harass or intimidate another person” (Citron & Penney, 
2019, p. 2329)—in other words, a law that might be described as a 
cyberharassment law. 

Responses offered a range of insights. First, contrary to what 
many critics argue, responses suggested the cyberharassment law 
would have few chilling effects. Of the participants, 87 percent indi-
cated that the cyberharassment law would have “no impact” or ren-
der them “somewhat more likely” or “much more likely” to “spend 
time on the Internet” (Citron & Penney, 2019, p. 2330). Similarly, 
62 percent indicated such a law would have “no impact” or render 
them “more likely” to “speak or write about certain topics online” 
(p. 2330). Additionally, 67 percent responded that the law would have 
“no impact” or would render them “somewhat more likely” or “much 
more likely” to share personally created content online, while 56 per-
cent indicated that the law would either have “no impact” or would 
render them “more likely” to contribute to social networks online 
(p. 2330). The findings thus did not provide compelling evidence that 
a cyberharassment law would have substantial or pervasive chilling 
effects on online speech and engagement. 
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Second, the findings suggested cyberharassment laws, rather 
than chilling speech and engagement, may actually encourage these 
activities, particularly for women. Analysis of the findings revealed 
a gender effect in response to this law—female participants in the 
survey were statistically more likely to engage online in response 
to the cyberharassment law on a range of different counts (Citron 
& Penney, 2019, pp. 2331–2332). Specifically, women reported being 
more likely to spend time online more likely to share personally 
created or authored content online, and more likely to contribute to 
social network sites online, in response to the government enacting 
the cyberharassment law. The findings reveal a salutary effect on 
women’s online expression, engagement, and participation—a greater 
likeliness to speak, engage, and express themselves online in light 
of a cyberharassment law.

These findings are not necessarily surprising; as women are 
disproportionately targeted by online harassment and abuse, it makes 
perfect sense that may also report being more positively impacted by 
a cyberharassment law and its expressive effects. Of course, there are 
also important limitations. The survey sample could be more repre-
sentative and was obtained through an online recruitment service; it 
thus may be biased by self-selecting respondents. And self-reported 
responses in online surveys do not always accurately reflect people’s 
actual behaviour. Beliefs do not always match actions. 

Indeed, far more research needs to be done to document both 
the silencing effects of online abuse as well as the expressive law 
effects in different Canadian contexts—such as different types of 
online-abuse laws. Complexities should also be investigated: How 
important is the enforcement of a cyberharassment law to ensuring 
its expressive impacts? Do these expressive impacts hold for different 
minority groups and cultural communities in Canada? Both nuanced 
qualitative and quantitative research is required to answer these dif-
ficult questions. That said, our study, and the survey therein, does 
reflect participants’ perspectives and beliefs about how the cyber-
harassment law would impact their behaviour. Given that the focus 
here is the law’s expressive function—the message it sends to people 
more generally and victims of online harassment more specifically—
then these self-reports are direct evidence of that expressive impact. 
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Implications

These theoretical and empirical insights have important implications 
for Canadian law and policy. First, Canadian judges and lawyers need 
to better take into account the chilling effects of online abuse; that is, 
how such activities often aim to silence victims and drive them from 
online spaces and social networks. A good example of this is the Nova 
Scotia Supreme Court’s decision in Crouch v. Snell (2015), which struck 
down the Cyber-Safety Act for unconstitutionally limiting rights to 
expression under Sections 2(b) and 7 of the Charter of Rights. The court 
found the act sought to protect people from “undue harm” to their 
“reputation” and “well being” due to cyberbullying (para. 147). As 
well, the court found that the act aimed to “balance” an “individual’s 
right to free speech against society’s interests in providing greater 
access to justice to victims of cyberbullying” (para. 172). 

However, the court never acknowledges the speech interests 
of victims of cyberbullying. As already noted, the main aim of such 
abuse is typically to silence victims (Citron, 2014, p. 196), often with 
a “totalizing and devastating impact” (p. 29). Had the court also 
taken into account the speech and expression rights of victims, then 
the court’s analysis under Section 1 of the Charter of Rights—as to 
whether the law’s limitations on the free expression of cyberbullies 
were reasonable—may have come to a different conclusion. 

Second, courts and lawyers should also take into account 
potential salutary impacts of these laws on victims’ online speech 
and engagement. This is important as the silencing effects of online 
abuse disproportionately impact the speech and engagement of 
groups and communities, such as women and visible minorities, 
already marginalized due to discrimination, racism, and other 
societal barriers (Franks, 2018, p. 307). If the court in Crouch v. Snell 
(2015) had understood how the Cyber-Safety Act may have salutary 
expressive impacts on victims of cyberbullying—encouraging their 
online speech and engagement—then its analysis and conclusion may 
have been different. These points were neither raised nor discussed 
by the court in its decision. 

Third, law- and policy-makers, at a very basic level, must 
acknowledge the corrosive impact that online abuse has both on vic-
tims and on democratic societies more broadly. Such abuse silences 
victims, weakening public discussion and democratic deliberation. 
Having acknowledged this, law- and policy-makers then must act. 
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Furthermore, any response to cyberharassment and other forms of 
online abuse should take into account the law’s expressive impact 
and function. For example, a new cyberharassment law could include 
an official preamble clearly describing the government’s objectives 
and aims, and other informational dimensions to strengthen the 
expressive impact of the law for the public in general and victims 
in particular. The findings in Citron and Penney (2019) also provide 
empirical support for important government outreach to affected 
communities to provide information and education about new laws 
or initiatives concerning online abuse. Again, this can strengthen 
the new law’s expressive function through better informational 
mechanisms. 

Fourth, any general regulatory framework for platforms and 
other OSPs should include measures to address cyberharassment 
and other forms of online abuse. As noted earlier, CUSMA may 
require Canada to adopt a new regulatory framework for OSPs. If 
so, it should not adopt one comparable to Section 230 of the CDA. 
Though acclaimed in the United States as essential to the develop-
ment of the modern Internet (Citron & Wittes, 2017, pp. 409–410), there 
is also greater recognition that some of the most harmful chilling 
effects on human rights online do not concern the activities of OSPs 
or statutes regulating them, but stem from forms of online harass-
ment, abuse, and privacy violations (Citron, 2014). Naturally, those 
concerned with addressing these challenges have been increasingly 
critical of Section 230 (Klonick, 2017, p. 1614). Consistent with those 
criticisms, and with the insights in this chapter, any new Canadian 
regulatory framework or scheme must take online abuse seriously. A 
framework, which includes safe harbours and general or specific legal 
immunities or protections for OSPs, must include express mandates, 
provisions, exceptions, and incentives to address cyberharassment 
and other forms of online abuse. What those provisions may be goes 
beyond the limited scope of this chapter, but mitigating the chilling 
effects of online abuse and encouraging the speech and engagement 
of victims online through expressive laws and other measures should 
be essential objectives for policy-makers going forward.

Conclusion

Concerns about chilling effects have long been central to debates 
about the responsibilities of platforms and OSPs in dealing with 
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user activities, particularly concerning user-generated and shared 
content. For example, the famous 1997 decision in Zeran v. AOL, which 
interpreted Section 230 of the CDA broadly to grant online platforms 
publishers immunity, was premised on a concern about how content 
liability would chill speech and innovation. Drawing on new empiri-
cal research, this chapter argued that such chilling effect concerns, 
typically raised to criticize and oppose measures to address cyber-
harassment and other forms of online abuse, neglect other forms of 
chilling effects—the silencing impact of online abuse—as well as the 
expressive impact of such laws to encourage and empower the speech 
and engagement of victims. In particular, this chapter argues for the 
following: (1) more qualitative and quantitative research needs to be 
done to document the silencing effects of online abuse in Canada as 
well as the expressive effects of laws that seek to address such online 
abuse; (2) courts and lawyers must better take into account the silenc-
ing effects of online abuse when reasoning about laws and legislation 
tackling online abuse, as well as about the salutary impacts of such 
laws; and that (3) Canada should reject a broad immunity model for 
OSPs and platforms in Canada and act now to better address cyber-
harassment and other forms of online abuse.
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CONCLUSION

Next Steps for a Connected Canada

Elizabeth Dubois and Florian Martin-Bariteau

Citizenship is digital, and Canada needs to understand the new 
digital context.
The aim of this collection is to help establish and expand a 

research and policy agenda for understanding citizenship in a digital 
context in Canada. We have created this collection with the hope that 
it can be a useful resource for policy-makers, civil society groups, and 
researchers, among others, as they advance their work in this area. 
The goal is to highlight gaps in what we know about how Canadians 
make use of and interact with digital tools, as well as how Canadians 
feel about various actors in society making use of digital tools and 
digital data. Building on the Connected Canada inaugural conference 
in 2017, which highlighted the value in bringing people together from 
various sectors, including government, law, journalism, civil society, 
and academia, this collection extends and broadens the conversations 
we started at the conference.

In the previous chapters, leading and emerging voices dis-
cussed some key and urgent research and policy issues which arise 
from enacting citizenship in a digital context. Contributors discussed 
the missing voices in typical conversations about citizenship in 
digital contexts; government service delivery and multi-stakeholder 
engagement in policy-making; and a selection of legal challenges 
for citizens and governments in the digital context. In this final 
chapter, we present and review their main arguments and identify 
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15 key recommendations for policy-makers to build a more inclusive, 
diverse, and safe connected Canada. We then discuss some of the 
limitations and research needs in order to propose ways to advance 
research and policy in the Canadian digital context.

Policy Recommendations for a Connected Canada

In this section, we review some of the key recommendations pre-
sented in each chapter, and draw links across the various arguments 
the authors put forward. Notably, we have firmly grounded this 
work in what is happening in Canada. Yet, there are opportunities 
for cross-national comparisons and to learn from other countries. For 
example, Canada and many other countries must grapple with the 
reality that major technology companies are typically multinational 
companies based outside their borders (Centre for International 
Governance Innovation, 2018; Dubois et al., 2019). Canadians can 
learn from others outside of the country, and we believe that some 
of the recommendations presented in this book can also be useful 
to those outside of Canada. 

In Part I, “Building an Inclusive Society in a Digital Context,” 
contributors mapped the landscape of civic participation in the 
current digital context. We sought to incorporate diverse voices 
and perspectives in order to shed light on some of the types of 
participation in and experiences of digital society which are less 
visible in popular discourse, academic research, and policy-making 
discussions. Our contributors each focused on the notion of equity 
as a central consideration in research and policy. To date there are 
voices missing in discussions about how to prioritize, what to spend 
limited resources on, and which policy issues are most pressing. The 
chapters focus specifically on a lack of visibility and power among 
many marginalized communities such as racialized individuals, 
LGBTQ2S+, Indigenous Peoples, women, and youth. This is because 
the Internet and related technologies are experienced differently, in 
part based on an individual’s social standing, identity, and relation-
ships to those who currently hold positions of power.

Key recommendations derived from the chapters in Part I 
include:

1. Make explicit and intentional efforts to include missing 
voices, notably by incorporating a greater diversity of 
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individuals from the technology industry, the public policy 
sector, academia, as well as civil society groups and youth. 
In tandem, invest in initiatives led by people within diverse 
communities. In particular, invest in Indigenous-led initia-
tives, which can contribute to crucial decolonization of the 
digital sphere and economic reconciliation.

2. Increase access to the Internet and digital tools. Broadband 
access is still limited and often very expensive in rural and 
northern communities in Canada. 

3. Increase digital literacy and skills through both education 
and regulation of technology companies. Digital literacy 
refers to a broad range of skills and might be accomplished 
in a number of ways, including: develop and implement a 
digital literacy strategy for K–12 students; require online 
platforms to be transparent and accountable for their data 
collection and privacy protection; focus on helping young 
people understand their digital identity and options for 
controlling it, including knowledge about datafication as 
well as privacy protections; fund digital literacy initiatives, 
particularly ones which are led by those within communities 
that are not already reached by current initiatives. 

4. Make democratic institutions more accessible, representa-
tive, and responsive. Consider the ways in which technology 
can be harnessed to incorporate voices that are not typically 
included in decision-making processes. This must be bal-
anced with increasing distrust for social media platforms 
and information found within these platforms. 

5. Update existing regulations and implement new policy 
approaches in order to minimize harms and to respect digi-
tal rights. Canada’s Digital Charter (Innovation, Science and 
Economic Development [ISED], 2019), for example, outlines 
broad ideas but implementation is unclear. Crucially, in doing 
so, policy-makers must consider day-to-day experiences of 
individuals as priority issues. For example, discrimination 
and corporate monitoring are routine but require serious 
consideration by public policy-makers. 

In Part II, “Building Democratic Institutions in a Digital 
Context,” contributors reflected on the relationship between citi-
zens and their political and democratic institutions. These chapters 
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show that as digital technology is embedded into the daily lives of 
individuals, their relationships to their government and journalistic 
institutions shifts. At the same time, the companies which develop 
and own these technologies have an increasingly important role to 
play in influencing these relationships. However, technology com-
panies do not have the good of the Canadian public as their primary 
concern; governments must. While platforms should, and to some 
extent do, consider the good of the public in their choices, ultimately 
they must respond to their shareholders, and they must act in many 
different national contexts. In order to respond to the needs of 
citizens in a connected Canada, governments—who hold the public 
interest paramount—the technology industry, and other actors must 
work together. The chapters included in Part II consider this from the 
perspective of digital government and government service delivery, 
journalism innovation, and policy development around digital rights, 
but the lessons can extend to other areas. Ultimately, digital technolo-
gies are so deeply integrated into people’s everyday lives, business, 
and government that we cannot adequately understand research or 
policy needs without collaborative approaches. 

Key recommendations derived from the chapters in Part II 
include:

1. Develop partnerships between government and researchers 
in order to better understand knowledge gaps and opportuni-
ties for development of better government services, gover-
nance structures, and approaches to other digital government 
activities. Governments should be proactive in establishing 
these collaborations.

2. Examine where digital expertise currently lies and where 
more is needed across teams in various government depart-
ments and agencies. In order to address the cross-cutting 
impacts of digital technology, governmental teams need 
to have trusted members who are digitally literate and 
informed about related policy issues.

3. Increase research and education about the trade-off between 
embedding values such as procedural fairness, privacy, 
and transparency on the one hand, and fast and innovative 
approaches to government service delivery and policy-making 
on the other. Include research into how Canadians currently 
view this trade-off and what they would ideally like. 
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4. Embrace experimentation in order to develop innovative 
responses to new challenges in the journalism industry. This 
industry faces unprecedented challenges, and it, as well as 
the government, should experiment with new approaches, 
which will require research into what works and what does 
not.

5. Support research into which actors have power in policy-
making related to the technology industry and to digital 
rights. Make efforts to include the voices and perspectives 
of those who do not have power in the current system. 

In Part III, “Rethinking Legal Frameworks for the Digital 
Context,” contributors discussed the effectiveness and fairness of 
legal frameworks for the digital context. Each contributor focused on 
a specific issue, discussing challenges of the current framework and 
recommending key shifts. The chapters consistently noted an erosion 
of human and democratic rights online. Most current frameworks 
were initially designed in a commercial-only context, sometimes 
because of constitutional limitations. However, as noted across the 
chapters, policy-makers need to acknowledge the new reality: the 
digital context goes beyond commerce. This change calls for a series 
of paradigm shifts in policy-making approaches. All the chapters 
in Part III highlight the need to rethink our frameworks to ensure 
they adequately protect citizens and to set a level playing field for 
all actors.

Key recommendations derived from the chapters in Part III 
include:

1. Adopt a more nuanced, empirically based approach to 
identifying risks and challenges for meaningful evidence-
based policy-making, rather than relying solely on corporate 
lobbying.

2. Design a comprehensive legal framework for platforms that 
would neither chill speech nor prevent innovation or access 
to justice. Platforms should not be immune from liability. 
Citizens need to be protected online in their everyday life 
activities without being policed or denied access to justice 
and privacy rights by non-negotiated contracts.

3. Redesign legal frameworks through a technologically neutral 
approach—not in favour or against the digital context, nor 
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to support or constrain a specific sector, industry, or actor. 
Against the backdrop of an unbalanced relationship between 
citizens and digital platforms, policy needs to support com-
merce and innovation; however, it should never do so at the 
expense of human rights.

4. Overcome federal-provincial/territorial jurisdictional issues 
to create strong and well-rounded pan-Canadian frameworks 
for the digital context surrounding consumer rights, privacy, 
taxation, and freedom of expression. If citizens and corpo-
rations, as well as Canada as a whole, are to thrive in the 
digital and global economy, legal certainty and consistency 
must be offered across provinces and sectors.

5. Learn from other comparative jurisdictions to build stron-
ger frameworks in line with international standards, rather 
than trying to reinvent the wheel with complex regulatory 
schemes.

This collection calls on policy-makers—at all levels of govern-
ments—to act to implement these changes, but many of the issues that 
these recommendations aim to respond to are cross-jurisdictional, 
highly political, and resource-heavy. This may require trade-offs, 
negotiation, and coordination among different actors. While policy-
makers often need to lead, the implementation of these policy rec-
ommendations relies on input from experts and from the people the 
policies will impact. In the Introduction to this collection, we argued 
building a resilient and inclusive society in a digital context requires 
a multi-stakeholder approach. A recommendation implied across all 
chapters is a need to increase cross-sector collaboration in response 
to challenges and opportunities afforded by digital technologies. 
Indeed, the policy shifts recommended throughout this collection 
require political will—which academia, civil society, journalism, and 
political parties all play a major role in developing. 

Multiple chapters in this collection discuss Canada’s Digital 
Charter (ISED, 2019) which is one important political and policy 
initiative. The Digital Charter was released in May 2019 after a series 
of Government of Canada consultations about the potential need 
to reform Canadian legal and policy frameworks to respond to the 
challenges presented by a digital context. The Digital Charter, which 
offers a set of 10 foundational principles for Canadian society to 
thrive in a digital context, formed a part of the 2019 Liberal Party 
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of Canada’s federal election platform. The principles in the Digital 
Charter are: Universal Access; Safety and Security; Control and 
Consent; Transparency, Portability, and Interoperability; Open and 
Modern Digital Government; A Level Playing Field; Data and Digital 
for Good; Strong Democracy; Free from Hate and Violent Extremism; 
and Strong Enforcement and Real Accountability. 

As many chapters in this collection outline, these principles are 
indeed essential for a connected Canada. Though seen largely as a 
step in the right direction, the Digital Charter is quite broad, lacks 
commitment, and is non-binding. Many authors in this collection 
strongly recommend the government push forward and create more 
specific and actionable changes. As noted in Chapter 8, the Digital 
Charter lacks a proper implementation agenda and, more than a 
year later, seems to have dropped from the Liberal government’s 
priority list. Consider, for example, privacy and data rights: actual 
enforcement powers for the regulatory agencies, and updates to the 
Privacy Act (1985) and Personal Information Protection and Electronic 
Documents Act (2000), are crucial, as noted in Chapters 2, 4, and 10. 
This is especially important because calls regarding privacy rights 
from academia, civil society, and even Parliament have long been 
ignored by governments (Martin-Bariteau, 2019). 

Ultimately, we believe the policy recommendations highlighted 
in this collection can act as a compass for the implementation process 
and as a spark for the government to reignite important conversations 
about implementation of the Digital Charter. 

Crucially, while the Government of Canada is an essential 
player, it cannot act alone. All levels of government must find ways 
to respond to Canada’s digital context and implement the recom-
mendations proposed in this collection. Provincial and municipal 
governments need to be part of the conversation as some key digi-
tal developments are within their jurisdictions and because they 
are developing digital infrastructures that will directly impact 
citizen’s everyday lives, from digital government service delivery 
to smart cities. 

Finally, as the Canadian Internet Registration Authority (2020) 
highlights, a foundational building block of a truly connected 
Canada requires governments to address the current digital divide 
in Canada and the lack of proper data about connectivity. This 
will rely on governments at various levels collaborating with the 
individuals and other actors who are impacted by policy changes, 
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including researchers, the technology industry, the journalism 
industry, and members of civil society. Canada also needs to build 
the legal framework for people to be safe online and to offer digital 
literacy programs to ensure that all people can be part of a connected 
Canada. It also must be recognized that full participation within a 
digital context is still a privilege. While everyday life is increasingly 
impacted by digital tools, a lack of connectivity, of digital skills, and 
of frameworks protecting vulnerable people within society means 
that Canada runs the risk of fostering a two-tier society, comprised 
of the connected and the unconnected.

What Is Missing: Research Needs for a Connected Canada

A focus on equity in both research and policy work related to citizen-
ship in a digital context is crucial. A diversity of voices and perspec-
tives are required from the very beginning in order to meaningfully 
incorporate and address equity and to avoid perpetuating existing 
inequalities. We must recognize that individuals experience the 
digital world differently, and that those experiences impact how they 
make use of digital tools, their trust in companies and government, 
and how data about them should be interpreted by researchers.

As noted in the Introduction, this collection should not be con-
sidered an exhaustive list of issues or challenges, and research needs 
to understand citizenship in a digital context through a particularly 
Canadian lens. We aimed to start a Canadian conversation and 
pointed to some of the most pressing concerns, highlighted in the 
Canadians in a Digital Context report (Dubois & Martin-Bariteau, 2018). 

Inequity in our social, political, and economic systems continue 
to impact our experiences of the digital world and limit the participa-
tion of some groups of people (Wijesiriwardena, 2017). We take this 
inequity seriously and have aimed to include research by and about 
a diverse array of citizens. For example, in Chapter 1, Alexander 
Dirksen offers a compelling reframing of issues related to digital 
inclusion in order to underscore the continued role of colonization 
in digital spaces and to empower Indigenous populations as digital 
technologies are increasingly integrated into daily life. Other work 
focuses specifically on the experiences of young people (Chapter 3) 
and on online harassment which disproportionately impacts margin-
alized communities (Chapter 11). Over half of our authors identify as 
women, many currently or have previously lived outside of central 
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Canada, and they come from a range of academic and professional 
backgrounds. For each chapter, we also sought out reviewers who 
reflect Canada’s diversity. 

That said, work remains to be done. There are a limited number 
of experts on the Canadian digital context, all of whom are in high 
demand. This made it difficult to recruit contributors in some cases, 
and we want to highlight some of the ways this may lead to gaps in 
the research and policy agenda we have put forward. For example, 
none of our pieces focused primarily on LGBTQ2S+ communities or 
the issues faced by individuals in those communities, nor are there 
LGBTQ2S+ community leaders as authors of our chapters. Similarly, 
none of our chapters focused specifically on racialized communities or 
the experience of racialized individuals. Considering specific concerns 
around personal data, privacy, and identification practices online 
(Gutierrez, 2018; Manning, 2016; Sanders & Hannem, 2012; Simonite, 
2019), and given that we expect some communities to be differently 
impacted in these cases, this gap needs to be addressed in future work. 

We also have limited regional representation among our authors 
and have not attempted to include local case studies. Often those who 
focus on regional issues are siloed away from those who focus pri-
marily on national-level issues or from those with regional focuses. 
This presents a limitation for policy-makers aiming to develop 
responses which can work cross-nationally and for researchers aim-
ing to learn from the best practices of each other. Connectivity, access, 
and skill levels with digital technology vary greatly across Canada. 
In particular, we are missing perspectives on the experiences and 
impacts of digital technology in the North. We are also missing work 
that focuses on the experiences of linguistic minority communities 
that are found across Canada.

Further, we intentionally left aside some discussions that were 
previously highlighted as essential (Dubois & Martin-Bariteau, 2020). 
For example, we do not focus on electoral politics and participation, 
as Elizabeth Dubois co-led another project that addresses key issues 
related to political uses of digital media during the 2019 Canadian 
federal election, such as mis- and disinformation, political advertis-
ing, and online harassment (Dubois & Owen, 2020). We also leave 
out a discussion of ethical hacking, whistleblowers, and freedom of 
the press, as Florian Martin-Bariteau is researching the appropriate 
framework that will ensure an open, fair, and safe society, and safe-
guards citizens’ digital rights and security.
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Important work remains to be done; nonetheless, with this work 
we have attempted to bridge gaps and include diverse perspectives. We 
believe that further collaborative efforts such as this book, conferences, 
and other opportunities for those working in different areas to share 
their knowledge and experience would go a long way to alleviating the 
tension between the work done and work that still needs to be done. 

The Way Forward for a Connected Canada

The agenda put forward is ambitious. It cannot be tackled by a hand-
ful of actors alone and requires a multi-stakeholder approach. More 
and better data about Canadians’ uses and preferences in this digital 
context are needed. To develop better policies, tools, and research, we 
need to understand how individuals enact their citizenship.

The Connected Canada conference confirmed that academia, 
civil society, and government are ready to work together, and this 
edited collection, as well as related research, demonstrates that a 
transdisciplinary and multi-stakeholder approach is possible, as well 
as needed. Collaboration is key to tackling the many challenges and 
opportunities of an increasingly digital context and to providing 
access to more and better data about citizenship in a digital context.

Unlike citizens of other countries, Canadians are missing a 
forum for such a conversation. Certainly, some existing think tanks 
or university-based research institutes can support this kind of work 
and could be used to connect communities, promote opportunities, 
and facilitate the sharing of datasets. However, these kinds of initia-
tives would be best supported by a non-partisan, pan-Canadian con-
sortium wherein multiple stakeholders, from academia, civil society, 
governance, and the corporate world contribute their knowledge, 
experience, and data sets.

We need a multi-stakeholder, pan-Canadian research and policy 
network for a truly connected Canada. 
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