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Abstract

Introduced in 1994, the celebrated Zémor-Tillich hash function over SLg (FQn) is math-
ematically elegant, efficient, and now finally broken (Grassl et. al, 2011). Yet, with a
new choice of generators Tillich and Zémor’s construction over SLgy (IFQn) still remains
of interest; looking for generators in GLs (Fpn) seems almost untouched. Here, we
present a large class of generators to choose from, using a novel theorem that outlines
conditions under which a set of matrices in PGLy(F,((z))) generates a free group,
and whose proof is an interesting application of Tits’ “Ping-Pong Lemma” (1972).
The hash functions we form from this theorem are secure against known attacks, and
simultaneously preserve many of the desired features of the Zémor-Tillich hash func-
tion. In particular, our hash functions retain the small modifications property that
Zémor-Tillich was known for: for some 4, alterations of less than § bits will necessarily

change the hash value.
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Chapter 1

Introduction

Hash functions are an essential part of many cryptographic schemes, principally as
a method of message authentication and modification detection. In [52] and [53]
Gilles Zémor introduced the idea of building cryptographic hash functions from Cay-
ley graphs of large girths. In these constructions, notions such as collision, second
preimage, and preimage resistance were all easily restated as mathematical problems
that were believed to be hard. Zémor’s hash functions also had the unusual and
valuable property that any small modification of a message would necessarily change
its hash value. Though Zémor’s initial choice of group and generators from which
to construct such a hash function was soon broken [48], the construction formed the
base for many subsequent hash functions, including our hash function of interest, the

Zémor-Tillich hash function.

From its introduction in 1994, the Zémor-Tillich hash function [49] was well-received
for many reasons. Remarkably, the Zémor-Tillich hash function was comparable in
computation speed to current cryptographic standards. In a world where compu-

tational speed is usually sacrificed for having security based on some mathematical
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problem, or vice versa, it is rare to satisfy both these properties. Further, the Zémor-
Tillich hash function retained the property that made Zémor’s original construction
so appealing: small modifications of messages are detected. Moreover, it had a real-
life application: in [42] Quisquator and Joye showed the Zémor-Tillich hash function
would be ideal for authenticating video sequences. There were many other reasons
Tillich and Zémor’s construction was so appealing, for example, it could be com-
puted in parallel and was scalable, meaning we could control the size of the output.
As message lengths increased, the distribution of all possible hash values was shown
to approach the uniform distribution. We present Tillich and Zémor’s construction

here (Definition 3.1.1).

Let r,(x) be an irreducible polynomial of degree n over Fy, Fon = Fo[z]/(r,(x)), and

G =SLy (]an). Further, set

x 1 r x+1
10 o\ 1

where x is a root of r,. Then, given m = my ... my, € {0,1}* we define the Zémor-
Tillich hash function to be H(m) := H(my)--- H(my) where H(m;) = A if m; =0
and H(m;) = B if m; = 1.

Many initial attacks on the Zémor-Tillich hash function were proposed; however, each
was specific to the choice of polynomial used to define the finite field Fon, and con-
sequently were easily avoidable. The first attack defined independently of this choice
was by Geiselmann [16], but was unrealistic in practice as the collisions it produced
contained long strings of ones and zeros. It was not until 2011 that a feasible attack
was found on Tillich and Zémor’s construction [18]. We will see in Chapter 3 that
this attack was very specific to both the characteristic of the underlying finite field,

as well as Tillich and Zémor’s choice of generators. This left an open question: what
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choices of generating matrices and underlying finite fields would produce, based on
Tillich and Zémor’s initial construction, a hash function which retained the strengths

of the Zémor-Tillich hash function but was more robust to attacks?

While some alternative generators for the Zémor-Tillich hash function have been
suggested, few have been presented with thorough analysis, and almost all suggestions
are in SLo (]an) Expanding the search for alternative generators to characteristic p,
an odd prime, or the larger group GL, (IF), where FF is a finite field, appears to be
almost entirely new and is the aim of this thesis. For what follows, let p be a prime

and F, = F,[z]/(r.(x)), where r,(z) is an irreducible polynomial over F,.

The crux of this thesis is Theorem 4.4.2, the Free Generators Theorem, which presents
a general method for forming free generators of free subgroups of PGLy (F,((z))) and
GLy(F,((z))), where F,((z)) is the field of formal Laurent series over F,. For A, B
with polynomial entries, and generators of a free group in GLy(F,((z))), we take the
generators of a hash function to be the images of A and B when we project their

entries to I, under the quotient by (r,(x)).

For polynomial choices of A and B, this construction allows us to preserve the small
modifications property. Namely, since A and B are free generators, any two distinct
words in {A, B}* must have distinct products M, M in GL, (F,((x))). If the entries
of M and M are each polynomials of degree less than n, the images of M and M in

F, must remain distinct.

The idea of the Free Generators Theorem is to construct two cyclic matrix groups
(A) and (B) acting on a space X, together with associated disjoint sets P4 and Pg in
X, such that any element of (A) maps everything outside of P4 into P4 and that any
element of (B) maps everything outside of Pp into Pg. Thus, any nontrivial word w

in {A, B} must necessarily map a point outside of P4 U Pg to either P4 or Pg, and
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thus cannot be identity. This argument is a well-known result of Tits, and is often

referred to as the “Pong-Pong Lemma” [51].

In [5] Breuillard and Gelander considered Tits’ result for projective linear groups over
local fields acting on the associated projective space by equipping this space with a
distance. In this setting, Breuillard and Gelander show that Tits’ conditions can be
satisfied by finding group elements which map everything far enough from a specified
“repulsing point” to within a certain distance of a specified “attracting point”. This
idea is the inspiration for our work, in which we consider PGLy(F,((z))) as acting
on the one dimensional projective space over F,((x)), P!, and discuss this projective
space in some detail. However, while Breuillard and Gelander used this argument
to find dense subgroups of real Lie groups, our application is much different. In
particular, our detailed consideration of these ideas in terms of PGL(F,((z))), in
addition to applying these ideas to explicitly construct an infinite class of pairs of

matrices in PGLy(F,((x))) that generate a free group, are both new.

This thesis is organized as follows. In Chapter 2, we provide the necessary mathemat-
ical background for this thesis as well as the motivation for Tillich and Zémor’s initial
construction. In Chapter 3 we formally present and look closely at the Zémor-Tillich
hash function, in particular the attributes that to us creates so much potential for
application. As well, in Chapter 3 we explore known attacks on the Zémor-Tillich

hash function, to which we would ultimately like our constructions to be resistant.

In Chapter 4 we first define a metric over P! and present numerous properties of this
metric which will aid both in our proof and hopefully the reader’s understanding of the
metric itself. We then present and prove the Free Generators Theorem, which details
explicit and easily satisfiable conditions for which two matrices in PGLy(F,((z)))
will generate a free subgroup. In Chapter 5 we present explicit choices of polynomial

generators using the results of Chapter 4, and explore useful properties and security
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of the associated hash functions to these choices. In addition, we discuss further
directions we hope to take these explorations and possible extensions of the Free
Generators Theorem. In particular, we show that the proof of the Free Generators

Theorem also applies to choices of more than two generators.

Some additional results are included in the appendices. In Appendix A, we will
consider some computational results pertaining to these explicit generator choices. In

Appendix B, we consider another approach to finding alternative generators.

The original contributions in this thesis include the second half of Chapter 4 and all

of Chapter 5, including the main theorem and suggestions of new generators.



Chapter 2

Hash Functions and Mathematical

Background

This chapter is comprised of three self-contained sections, each providing some neces-
sary background before we formally present the Zémor-Tillich hash function. In the
first section, we define hash functions and some related terms. In the second section,
we present some algebraic notions such as general and special linear groups over a
ring, their projective counterparts, and finite fields. The last section is devoted to
providing some of the history of the Zémor-Tillich hash function that motivated its

construction.

2.1 Hash functions

Given a set, often referred to in this setting as an alphabet, we define a concatenation
of elements in that set as a word or a string. The number of elements concatenated

is referred to as the length of the word. The notation {0, 1}* for some k € Ny means
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the set of all words in {0, 1} of length &, while {0,1}* is the set of all words of finite
length. When we are working over {0, 1}, a string is commonly referred to as a binary

string, or a bitstring.

A hash function is a function A : {0,1}* — {0, 1} for some N > 1 such that h(m) is
easy to compute [27]. The resulting string h(m) is often referred to as the hash value
of the bitstring m. The desired properties of hash functions range greatly depending
on how they are being used. Hash functions are usually required at minimum to be
collision resistant, meaning that it is hard to find two distinct messages, m and
m’ such that h(m) = h(m’). Possessing preimage resistance means that given
an output g, it is infeasible to find an element m € {0,1}* such that h(m) = g.
Another notion is second preimage resistance, meaning given an m, it is difficult
to find a different m’ such that h(m) = h(m’). Note that collision resistance implies
second preimage resistance; if it is infeasible to find any two messages with the same
hash value, it is infeasible to do so with one of these messages fixed. For this reason
collision resistance is often referred to as strong collision resistance, while second
preimage resistance is often referred to as weak collision resistance [27]. Common
applications of hash functions include message authentication, to ensure that any

alteration to a document after signing can be detected, and storing passwords.

2.2 Mathematical background

The Zémor-Tillich hash function we will discuss, and its extensions, are defined in
matrix groups over finite fields. Here, we will present some notation and mathematical

background that will be of use.

Definition 2.2.1. Let R be a commutative ring. We define the general linear group
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of degree k over R, GLi(R), to be
GLi(R) :={g € Mgxr(R) | det(g) € R*}.

That is, GLg(R) 1s the group of invertible k x k matrices over R. Similarly, we define
the special linear group of degree k over R, SLi(R), to be the subgroup of matrices
with det = 1, that is

SLy(R) = {g € Myxi(R) | det(g) = 1}.

We will also consider the projective general linear group, which we define as follows.

Definition 2.2.2. Let R be a commutative ring. The projective general linear group

of degree k over R is

PGL(R) := GLy(R)/Z

where Z is the centre of GLi(R), and consists of all scalar matrices. Elements of

PGLL(R) are thus cosets gZ with g € GLg(R). Similarly, we define

PSLi(R) := SLk(R)/Z
where 7 is the centre of SLy(R), that is Z = {rl sk = 1}.

Since Z = Z N SLk(R), PSLi(R) can be identified as a subgroup of PGLy(R). The
relations between the groups defined in Definiton 2.2.1 and Defintion 2.2.2 are shown

in Figure 2.1.

The following lemma highlights the distinction between PGL(R) and PSLi(R) in

the case k = 2, and will be useful later.

Lemma 2.2.3. Let gZ be an element of PGLQ(R). Then gZ is the image of an
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gr—=g
SLi(R) ——— GLi(R)

g — g7 g+ g7z

g7, — g7

Figure 2.1: The relations between the the (projective) linear groups over a
ring R.

element §Z in PSLy (R) if and only if det(g) is in the set {z* : x € R*}.

Proof:  We first note that if gZ € PSL, (R) then g € SLy (R) so det(g) = 1, which

is a square. On the other hand, if we know det(g) = h? for some h € R*, we can

write
1 |h O 1
7= — 7= —gl.
=39 9
We see g = %g has determinant 1, so %gz € PSL, (R) and gZ = gZ. O]

Let p be a prime and F, be the finite field with p elements. Further, let r,(x) be
an irreducible polynomial over [, of degree n, and (r,(x)) be the ideal generated by
rn(x) inside F,[z]. We will denote by F, the finite field with ¢ = p™ elements which
can be identified with F, = F,[z]/(r,(z)). For g € F,, we denote the order of g by
ord(g). In Chapter 4, we will also introduce and discuss F,((z)), the field of formal

Laurent series over [F,. We also introduce the following notation.

Definition 2.2.4. Let M € Mnxn(R). We then define deg(M) to be the mazimum
degree of the entries of M.

In what follows, we often mainly consider linear groups over R = F, or R = F,((z))

with £ = 2. In the case R =, and k = 2, we have Z = {7’] Cr e IFqX} As well, in
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the case p is odd we see that Z = {I, —I}, while if p = 2 we have Z = {I}.

Further, we have that |GLy(F,)| = (¢* — ¢)(¢* — 1) and |SLy(F,)| = ¢(¢*> — 1). Since
|Z| = [FY| = ¢ — 1, we have [PGLy(F,)| = q(¢*> — 1). As well, considering |Z|, we see

2.3 Cayley graphs and Cayley hashes

In the early 1990s, Zémor [52] presented the idea of constructing hash functions from
Cayley graphs. Zémor’s approach came from a desire to satisfy the following small

modification property that Godlewski and Camion had introduced in [17].

Property 2.3.1. [Small Modifications Property] There exists a d € Ny such that if m’

is any modification of m affecting fewer than d consecutive bits, then h(m) # h(m/).

Before presenting Zémor’s idea, we need to present some background information on

Cayley graphs.

Definition 2.3.2. Given a group G and generating set S of G, the directed Cayley
graph C(G,S) is the graph with vertices the elements of G and a directed edge from

w to v if and only if v = sw for some s € S.

We will make use of the following two notions regarding Cayley graphs, as defined in

[53].

Definition 2.3.3. The directed girth of a graph G is the largest integer § such that
for any distinct vertices v, w there exists at most one path from v to w of length less

than .
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We note that directed girth of a graph is different than the girth of a graph, which is
defined as the length of the shortest cycle.

Definition 2.3.4. The diameter of a graph U is the largest distance d(v,w) between

any two vertices v and w of T'.

With these notions in place, we now present Zémor’s construction.

Definition 2.3.5. Given a finite group G and two generators A and B, we define
the associated hash function H as follows: For any message my...my € {0,1}*,
H(my ...my) is the computed product H(my)--- H(my) € G, where H(0) = A and
H(1) = B.

In practice, one chooses an embedding of the finite group G into {0,1}" for some
N ~ log,(|G]). With this, the hash values lie in {0,1}" as is required, but we will

consider the hash values as elements of G for discussion purposes.

The relation between the small modifications property and hash functions from Cayley
graphs is now apparent. Namely, let G be a group with generating set S = {A, B}
and H be the associated hash function. If the directed girth of C(G, S) is 6§, then two
messages of length less than ¢ cannot form a collision in H. This was precisely the
motivation that led Zémor in 1991 to present the idea of using hash functions over
the group SLs (Fp), based on previous uses of this group to produce Cayley graphs
with large girths [52].

In particular, in [52] Zémor initially proposed the hash function H;, which was defined

as in Definition 2.3.5 with G' = SL, (Fp) for p a large prime, and generators

1
Al - and Bl =
0 1 11
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To make trivial collisions of the form A®44) = [ infeasible, Tillich and Zémor sug-

gested that p be approximately 150 bits in length [48].

In addition to picking generating sets that produced Cayley graphs with large girths,
Zémor [52] also hoped to choose other generating sets whose Cayley graphs had small
diameters. The motivation for this is as follows: given an element g in G the distance
from I to g is bounded by the diameter. Thus, given a small diameter, every element
of G is the image of a bitstring of a practical length. In particular Zémor included

computing the diameter of a resulting Cayley graph in several early works [52], [53].

However, in [48] Tillich and Zémor showed that by essentially using the Euclidean
algorithm, one could find a factorization of any matrix in SL, (Z) with entries in N as
a product of A;s and B;s. Thus one could produce collisions by finding a matrix of
such a form that was congruent to the identity mod p. The reason this construction
was subject to such an attack was that the choice of generators A; and B; generated
too large of a subgroup of SLy (Z) Attacks that use this kind of weakness are known

as density attacks.

Tillich and Zémor’s work prompted the construction of numerous other hash functions
based on Cayley graphs, which are by some referred to as Cayley hashes. Formally,
Petit, Lauter, and Quisquater describe Cayley hashes as “efficient and provably secure

hash functions constructed from the Cayley graphs of (projective) linear groups” [35].

The most widely studied of these constructions was due to Tillich and Zémor them-
selves; the Zémor-Tillich hash function, which we present as the true starting point
for this work in the next section. Before doing so, we mention some other directions

of hash functions based on Cayley graphs.

With the density attack in mind, Zémor aimed to choose generating sets with the

property that given any two matrices in SLo (Z) congruent mod p, the probability
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that one of these matrices is a product of As and Bs is small [53]. In particular,
Zémor noted the sets Sy = {A?, B?} and S3 = {A;, A1 B;} have this property [53].
In [48], Tillich and Zémor also suggested other generators, such as using the sets
S = {A} BF} for some k > 1. In [6], Bromberg, Shpilrain, and Vdovina further

investigated this suggestion, and in particular the cases kK = 2 and k = 3.

Inspired by the Zémor-Tillich hash function and Zémor’s original construction, Cayley
hashes from expander graphs have also been of great interest lately. Aiming to be
resistant to previous attacks, such as small order and density attacks, Charles, Lauter
and Goren suggested using the family of Ramanujan graphs over PSLy (]Fp) introduced
by Lubotzsky, Phillips, and Sarnak (LPS) [7]. Petit, Lauter and Quisquater suggested
another construction based on expander graphs, called the Morgenstern hash function,

which took values in PSLs (an), but was also constructible over PSL, (]Fq) [35].

In [50] Tillich and Zémor presented an attack based on the LPS hash function which
was later extended to a preimage finding algorithm by Petit, Lauter, and Quisquater
in [36]. Petit, Lauter, and Quisquater also adapted the attack to the Morgenstern
hash function [36]. More recently, in [20] and [21] Jo suggests using Chiu’s cubic

Ramanujan graphs over PSL, (Iﬁ‘p), but immediately finds a corresponding attack.

We note these expander graph constructions were different from Tillich and Zémor’s
construction as they used undirected Cayley graphs, and were further based on
quaternion-like algebras. Also, we note that another construction using Pizer graphs
over elliptic curves was given in [7], and with, the LPS construction, was proposed

for a patent [25].

The specific hash functions in this section will not be prominent in what follows, but

we hope this discussion exhibits the interest and scope of such constructions.



Chapter 3

The Zémor-Tillich hash function

Motivated by Section 2.3, in this section we present our main starting point: the
Zémor-Tillich hash function. Here, we discuss its definition and the many desirable
properties it possesses. We then discuss attacks on Zémor-Tillich, focusing on the
palindrome attack by Grassl, Ili¢, Magliveras, and Steinwandt [18] which finally dis-

qualified Tillich and Zémor’s original choice of generators.

3.1 Definition and primary properties

In 1994, Tillich and Zémor [49] presented a new hash function based on Zémor’s

previous construction. We define the Zémor-Tillich hash function as follows.
Definition 3.1.1. Let r,(x) be an irreducible polynomial of degree n over Fy, let

Fon = Folz]/(ro(z)) and let G = SLy(Fan). Further, set

r 1 r x+1
A= , B =
1 0 1 1

14
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where x 1s a root of r,. Then, the Zémor-Tillich hash function is the associated hash

function H as specified in Definition 2.5.5.

Using a well-known result of Dickson classifying the subgroups of PSLs (Fq), and its
exposition in [47], Tillich and Zémor showed that (A, B) = SLy(Fan ), thus providing
27(22" — 1) possible hash values.

As well, Tillich and Zémor presented the following the following result [49, Theorem
3.6], which suggests that the Zémor-Tillich hash function is not susceptible to density
attacks (see Section 2.3).

Theorem 3.1.2 (Tillich and Zémor). For k € N set
S = {M € M2x2(F2[$]) : deg(M) < /f}

Then, viewing A and B as elements of MQXQ(IFQ[x]),

H{M € Sy : M is a word in A and B}|
| Sk N

O(1/k).

The construction in Definition 3.1.1 also preserves the small modifications property,

namely we have the following [19, Lemma 3.5].

Lemma 3.1.3. Suppose that m, m’ are bitstrings in {0, 1}* such that H(m) = H(m').

Then at least one of m, m' must have length > n.

Proof: We give a sketch of the proof here. A more general result is shown in

detail in Appendix B.

Using induction it is straightforward to show that a product my---my in A and B
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over M2><2(]F2 [a:]) will be of the form

S if mpy=A and Ji Tk if my=20B

Je-1 Gr—2 Je-1 G
where each f; and g¢; is a polynomial, and the subscript ¢ indicates the degree. This

form is preserved for hash values bitstrings of length less than n when we quotient

by (r,(x)), thus ensuring different hash values in SLy(Fan). O

As well, Tillich and Zémor found that the Cayley graph associated to G = SLs (FQn)
and S = {A, B} satisfies the following proposition [49, Prop. 2.3].

Proposition 3.1.4. Let C(G,S) be a Cayley graph such that the greatest common
divisor of its cycle lengths equals 1. Then the associated hash function of G, S is
such that the distribution of hashed values of strings of length k tends to the uniform

distribution as k tends to infinity.

Finding a collision in the Zémor-Tillich hash function is equivalent to the problem
of finding two products of reasonable length in {A, B} that are equal in G, which
in mathematics is sometimes referred to as the “balance problem”. Further, second
preimage and preimage resistance are respectively reduced to the so-called “repre-
sentation problem” and “factorization problem” [38]. These are believed to be hard

mathematical problems for many classes of groups [49].

In addition, Tillich and Zémor’s hash function has many of the properties that made
Zémor’s original construction of considerable interest. As we are working over Fon,
computing a hashed value requires only simple operations which are easily imple-
mented in software or hardware. Further, as it is the case that H(xy) = H(x)H(y),
it is possible to improve the speed of the Zémor-Tillich hash function by using paral-

lelization and precomputations [1].
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Originally, some modifications of the Zémor-Tillich hash function were suggested
([41], [34] and [40]) to improve its feasibility. In [41] Petit, Veyrat-Charvillon, and
Quisquater optimized the computation time of the Zémor-Tillich hash function to
within 25 times that of SHA—256, which was an industry standard. De Meulenaer,
Petit, and Quisquater noted this was faster than the computation time of almost all
other provably secure hash functions at the time [11]. Further in [11] the authors
performed an extensive analysis that showed a modified version of the Zémor-Tillich
hash function was comparable in speed to many other cryptographic standards at the

time.

3.2 Attacks on the Zémor-Tillich hash function

In this section we present a summary of attacks on the Zémor-Tillich hash function.
We outline the attacks that run in subexponential time, and how to prevent these
attacks, in Table 3.1 below. We describe each of these in detail in sections 3.2.1 to
3.2.3, and 3.2.5, below.

3.2.1 Short relations attack

The first attack on the Zémor-Tillich hash function was proposed by Charnes and
Pieprzyk [8]. The authors use the idea that for certain choices of 7, (), the element A
has small order, and therefore short relations in {A, B, A~!, B!} will yield collisions
of practical lengths. Specifically, the authors find and suggest using the relation
AT'BAT'B2A-'B = BA'B. They then find a choice of polynomial for n = 131
such that the order of A is 263.
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Attack

Resolution

Short relations attack [8] : r,(x) such that A
or B has small order, produce short relations

very unlikely for random
choice of r,(z) [1], carefully
choose 7, (x)

Small order attack [46] : with decomposable
choice of 7, (z) find short products in {A, B} with
small order

unlikely for random choice of
rn(x) [43] , choose n prime [406]
or increase n to ~ 1024 [35]

Embedding attack [16] : powers of A (or B)
are uA + A\l with some conditions, use short
product of these and solve linear system

no known prevention, but
collisions produced are not
practical [16]

Palindrome attack [18]: hash of palindromic
string gives entries expressible by recursive
relation in z and x + 1, produce relations using
maximal length Euclidean algorithm

choose new A and B, or add
redundancy [37]

Table 3.1: Summary of known subexponential attacks on the Zémor-Tillich
hash function and how to prevent against these attacks.

Before going further, we remark that the relation given by Charnes and Piepryzk is

in fact more complex than necessary. For example, Abdukhalikov and Kim note [1]

that the shorter relation A~'B = B~'A also holds. Having a small order of A (or B)

also yields trivial collisions of the form A°4(4) = T

Still, the short relations attack cautions us that r,(x) should be chosen so that the

orders of A and B are large. A natural question is: how hard is it to choose r,(z)

in this way? In [1] Abdukhalikov and Kim show that a choice of r,(z) such that the

orders of A and B are small is rare. Indeed, for n = 131 the probability that the
orders of A and B are smaller than M = 10° is less than 10727 [1].
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3.2.2 Small order attack

The idea of attacking the Zémor-Tillich hashing scheme by finding elements of small
order was further explored by Steinwandt, Grassl, Geiselmann, and Beth [46]. Rather
than considering when A and B have small orders, the authors search for short bit-
strings that hash to elements of small order. Using this idea, the authors find a

collision of length 387 for n = 140.

However, this attack also depended on the choice of r,,(z), and it was shown this attack
can be avoided simply by choosing n to be prime. Further, in [43] the authors show
that the probability a random choice of r,(z) will allow such an attack approaches 0
as n increases. In [35] the authors recommend increasing n to around 1024 to protect
against the small order attack as the attack uses an “exponentially long exhaustive

search”.

Steinwandt et. al. [46] also show that for the parameters suggested by Tillich and
Zémor, constructing a “trapdoor attack” is fairly easy. To construct such attack, one
computes H(m) over My (F2[z]) for a sufficiently large message m and chooses the
defining irreducible polynomial r,(z) to be the an irreducible polynomial dividing the

greatest common divisor of the four polynomial entries of H(m) — I.

3.2.3 Embedding attack

The first attack on the Zémor-Tillich hash function that was independent of the
choice of irreducible polynomial r,,(z) was proposed by Geiselmann [16] (we note also

an alternative exposition of Geiselmann’s embedding attack in [43]).

Geiselmann’s idea is to embed (A), (B) into the subalgebras of Mays (Fa-) generated
by A and B. By the Cayley-Hamilton theorem, A is the root of a polynomial f(z)
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over [Fan, so we see that any element of the form ag+a; A+ asA%+. .., where a; € Fon

for each ¢ € Ny, can be written as
WA+ NI (3.2.1)

for some p, A € Fon. In particular, notice that if a matrix in Mayo (]an) is a power of A,
it must be of the form in (3.2.1). Geiselmann shows that an element of the form (3.2.1)
is a power of A if and only if it has determinant 1 and satisfies a second condition
that depends on the reducibility of f(z): namely that either (uA + )™ = T
or (A8 + )™ = 1, where ord(A) is the order of A and f is a root of f(z). An

analogous set of conditions is made for B.

To find a collision, one chooses an element C' € SLy (an) and creates a system of
equations by forming a short product of alternating terms of the form either pA 4+ A1
or uB + Al with pu, A € Fon. By setting this equal to C', this creates four equations in
the us and As from the entries of the matrices on either side of the equality, as well
as an additional equation for each alternating term to force a determinant of 1. One
then solves this system and checks the second condition holds for each alternating
term. If this is indeed the case, we have obtained that C' is equal to a short sequence
of alternating powers of A and B. Once such a system is found, the powers are
calculated using a discrete log, yielding an attack. By choosing C' to be a power of A

or B, we thus obtain a short relation.

Geiselmann implemented his embedding attack in AXIOM [19] for Foz1 with defining
polynomial z%' + 22 + 1, and was able to find many collisions. One of the smaller of

these collisions was

ATI6TO _ p3 AT g69216 4 . 88234 (3.2.2)

Noting that in this case, ord(A) = 2097151 and ord(B) = 699051, these collisions are
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shorter than the trivial ones, or ones using short identities in A, B and their inverses

as in [8].

We note this attack is efficient, but not practical. The collision in (3.2.2) cannot be
considered functional as an attack because it contains such long strings of ones and
zeros. Geiselmann noted this, as well as that this is a common property among the

collisions he found [16].

3.2.4 General attacks

In [40], Petit, Quisquater, Tillich and Zémor optimize the birthday attack on the
Zémor-Tillich hash function (see Appendix A) and extend this to a preimage attack.
This attack had a time complexity of O(2/?), and was noted to be practical for up
to n of about 130, suggesting that n should be chosen larger than the Tillich and

Zémor’s original suggestion of 130 < n < 170.

In [33], Petit finds heuristic methods to produce, from an arbitrary pair of matrices
{A, B} generating SLy (]F Qn), a set S containing one symmetric matrix and a subgroup
of orthogonal matrices such that factoring over S would allow factoring over {A, B}.
In [14], Faugere, Perret, and Petit use this to produce by conjugation a set of matrices

of the form

=" "), tempu, (3.2.3)
1 0

again dependent { A, B}, to which the factorization problem is further reduced. Faugere
et. al. then give an algorithm for factoring over matrices of the form (3.2.3) that
improves on the time estimates in [40] for large values of n, but as a trade off produces
impractically long factorizations. This idea does not appear to have been pursued

further, and does not seem easily generalizable to characteristic p > 2.
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In [30] Mullan presents some meet-in-the-middle attacks, each with time complexity
O(y/q) and expected collision length O(2(log ¢)?). Mullan further showed that her
algorithms could be modified in the case p = 2 to shorten the length of collisions pro-
duced to O(4n), and noted this approach could also work for Petit et. al.’s birthday
attack approach [30]. In [30] Mullan also presents a summary table of the complex-
ity and expected collision lengths of these meet-in-the-middle attacks, Petit et. al’s

optimized birthday attack and Geiselmann’s embedding attack.

In [31], Mullan and Tsaban present a generic attack, which shortens the expected
collision length considerably, providing collisions of length O(n) in the case p = 2,

and O((log q)?/log(log ¢)) in general [31].

3.2.5 Palindrome attack

In [18], Grassl, 1li¢, Magliveras, and Steinwandt present a palindrome attack on the
Zémor-Tillich hash function that is both independent of the choice of defining irre-
ducible polynomial r,(x) and produces collisions of reasonable length. The palin-
drome attack also applied to the other proposed versions of Zémor-Tillich in [41], [34]
and [40].

To find collisions in the Zémor-Tillich hash function, Grassl et. al. start by showing
that any collision found using the generators {A’, B’} = {A7'AA, A"'BA} occurs
if and only if the same message produces a collision in the original Zémor-Tillich

generators. We note here that

z 1 z+1 1
A = B = ) (3.2.4)
10 1 0
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We will denote the associated hash function of {A’, B’} by H'. Grassl et. al. show

the following result [18, Corollary 1].

Proposition 3.2.1 (Grassl et. al.). If v € {0,1}* is a palindrome of even length,
then

A'H'(0)A' + B'H'(v)B' = (3.2.5)

for some a € Fy|x] with deg(a) = |v|/2.

We see that if @ = 0 mod r,(z), then we have H'(1vl) = H'(0v0), and thus have
obtained a collision. To produce such an a, Grassl et. al. show the following result

[18, Corollary 2].

Proposition 3.2.2 (Grasslet. al.). Ifv =1b,...bb;...b, € {0,1}* is a palindrome of
length 2n then for each i the square root a; of the upper left entry of H'(b; ... biby ... b;)

15 given by

(
1 if i=0;

G =9qrx+b+1 if 1=1,;

({L‘ + bi)ai_l + a;—s Zf 1<i1<n.
\

The last line of this recursion may be familiar; in the Euclidean algorithm this is
precisely the formula for r;, with quotient ¢; = x + b;, and previous remainders
ri1 = a;—1 and r;_9 = a;_o. We saw that having a = 0 mod r,(x) is sufficient to form
a collision in H’. Connecting the two, a collision can be found by having a,, = r,(x),
which in turn can be produced by finding a polynomial, h(z), such that applying the
Euclidean algorithm for factoring polynomials to (r,(z), h(x)) produces a chain of
polynomial quotients ¢,,...,q in {z,z + 1}. In [29], Mesirov and Sweet guarantee,

and show how to find, such a polynomial h(z). To obtain a factorization of r,(x), we
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let b =01if ¢; = x and b; = 1 if ¢; = = + 1 (note that from Proposition 3.2.2, we see
that the the opposite choice is made for the case ¢ = 1). Then H'(b,,...b1by...by,)
gives us a matrix of the form in (3.2.5) with a* = (r,(z))? = 0. Thus, by the above

argument, we have obtained a collision H'(1v1) = H'(0v0).

We note that by selecting generators of the form E(t4), E(tg) as in (3.2.3) for some
ta, tg € Folz], Proposition 3.2.1 could be easily extended. Still, forming a collision
would require obtaining only 4 and tg as quotients from the FEuclidean Algorithm,

for which no such method is known.

Grassl et. al. also note that given a collision of the form H'(1v1) = H'(0v0), the known
identity A~'B = B~'A gives that H'(0v1) = H’'(1v0) as well. Further, the palindrome
attack was extended by Petit and Quisquater in [37] to a second preimage alogrithm
and separately to a preimage algorithm that factorizes any element in SL, (F2n) over

A and B using a set of matrices with precomputed preimages.

The palindrome attack is very dependent on using characteristic 2. In particular,
in [30, Lemma 3.1(b)] Mullan shows that if F, does not have characteristic 2 then
H(0v0) = H(1v1) cannot hold for any v.

To avoid this attack, a few alternative choice of generators over SLs (an) have been

loosely proposed. For instance, in [37] Petit and Quisquater proposed that replacing

132

1
A with , A2 or A3 could be enough to prevent Grassl et. al’s attack. A
10

similar suggestion was also presented as an open challenge in [38].

Introducing some simple redundancy is believed to be enough to regain security in
Zémor-Tillich against the palindrome attack and its preimage attack extension [37], as
well as in other Cayley hashes constructions such as the Morgenstern hash function

[36]. In [35], Petit et. al. also suggested introducing some redundancy to remove
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malleability from Cayley hash functions; that is, the property that given H(m;) and
H(my), one can easily compute H(mjms). One idea we had was to create some
more localized redundancy, such as defining h(mbym’) := H(m)H (b;)>H(m'). To our
knowledge, this has not been considered in the literature, and we do not explore it

further here.

3.3 Outlook for the Zémor-Tillich hash function

It is important to note that the palindrome attack that finally broke the Zémor-
Tillich hash function was highly dependent on the form of the generators chosen.
The underlying structure of hash function constructions over SL, (]an) and similar
groups is increasingly believed to be a secure model [38]. In particular, for other
choices of generators in SLy (]F Qn), as well as extensions over [, Tillich and Zémor’s

construction appears to still be considered viable [39].

For example, in [1], Abdukhalikov and Kim introduce a natural extension of the
Zémor-Tillich hash function to F, = FF,[x]/(r,(z)) for p > 2, by choosing the genera-
tors

r —1 r v—1

A= B = (3.3.1)
1 0 1 1

where again z is a root of r,, and the natural image of x in F,, and showed that A
and B generated all of SLs (Fpn). No other suggestions of generators over SLo (]Fq)

are known.

We will show that no practical general attacks are known in SLg (]Fq), and further
that we can easily prevent against the short relations and small order attacks, as
well as Geiselmann’s embedding attack. Extending to GLg (Fq) would introduce yet

another element of complexity for finding collisions. Moreover, expanding our search
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for generators to GL, (]Fq) seems new in itself. As in some initial suggestions in
SLs (an), we would also like to consider some choices of generators with quadratic
and higher degree entries. These arguments in conjunction with the many compelling
properties of Tillich and Zémor’s construction, motivate our search for generators

over GL9 (]Fq).



Chapter 4

Free Generators Theorem

Following Zémor’s original motivation, we use as a starting point the desire to preserve
the property of the Zémor-Tillich hash function that small modifications of text are
detected. Our idea of doing this is to choose A and B to be free generators of a free
subgroup of GLy(F,((x))) with polynomial entries, and then take as generators of a
hash function the images of A and B in GL, (Fq) when we quotient by an irreducible
polynomial 7,(x) such that F, = F,[z]/(r,(x)). Supposing deg(A) and deg(B) are
small, we can see, and will later show formally, that this will guarantee collisions

cannot occur before a certain length.

The main result of this chapter, the Free Generators Theorem (Theorem 4.4.2),
provides an abundant source of pairs of matrices generating a free subgroup of
GLy(F,((2))). Theidea behind the Free Generators Theorem will be to use Tits’“Ping-
Pong” Lemma (Proposition 4.5.1). Our argument is inspired by Breuillard and Ge-
lander’s [5] consideration of this argument for projective linear groups over local fields.
In particular, Breuillard and Gelander [5] consider such groups as acting on an as-

sociated projective space, and show free groups can be found using group elements

27
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which map points a sufficient distance from a specified repulsing point close to a
specified attracting point. With this in mind, we construct free generators A, B in
GL;(F,((z))) by considering the argument over PGLy (F,((2))). Again, we emphasize

that our applications of this idea in this chapter are new.

4.1 The projective space P! and matrices over F,((z))

Let p be a prime, [, be the field with p elements, and F,((x)) be the field of formal

Laurent series over IF,. The elements of F,((z)) are series of the form

g(x) = gea*
k=m

for g; € F, and m € Z. Because we want to see elements of F,((z)) as elements of an
abstract field, not as functions, we will write g for an element g(x) € F,((x)). With

this notation, we will use g~* to mean the multiplicative inverse of g € F,((z))*, not

g ().

We denote the valuation v(g) of an element g € F,((z)) as above in the standard way,

namely
min{k : g, #0} if g #0;
v(g) =
00 if g=0.
With this, we define the absolute value as |g| = p~*9. For instance, the element

f = 23+ 2% would have |f| = p~3, while ¢ = 27° + 272 would have |g| = p®. This
absolute value is multiplicative, that is |fg| = |fl||g| for any f, g € Fy((x)). As

well, this absolute value is non-Archimedean, meaning it satisfies the ultrametric or
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non-Archimedean triangle inequality
g + h| < max {|g], [n[} (4.1.1)

for all g, h € F,((x)). To see this, notice that for g,h € F,((x)) the smallest index

for which the Laurent series of g + h could have a nonzero term cannot be strictly

less than min{v(g),v(h)}.

We denote the ring of integers of IF,((z)) by O. We note that

O =TFp[[z]] = {g € F,((x)) : v(g) = 0}

Further, the multiplicative group of O is

0% ={g € Fp((x)) - v(g) = 0}.

As well, we define

Vo= {(u1,u2) : ui,ug € Fp((x))}.

With this, we define the 1-dimensional projective space over F,((z)) by

P! =P (F,((2))) = (V\{0})/ ~

where ~ is the equivalence relation (uy,us) ~ (vy,vs) if there exists a k € F,((z))*

such that (uy,us) = (kvy, kvg).

In particular, for (uy,us) # (0,0) we define [u] = [u; : us] € P! to be the equivalence

class
{k(ul,ug) eV ke Fp((x))X}.

Remark 4.1.1. The equivalence classes [1 : 0] and [0 : 1] will be denoted by [e1] and
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[e2] respectively. Note that [f:g] =[1:gf '] for f #0.

We will consider GL(F,(())) and its subgroups as acting on V' by matrix multipli-
. . a1 a2
cation on the left, that is for g = € GLy(F,((2))) and u = (u1,uz) € V
Q21  A22
we have

a11u1 + a12Usz
g-u=
Q21U1 + Ao2Usa

This action factors to an action of GLs(F,((z))) and its subgroup on P* by g - [u] =
[g-u]. In particular, the following lemma shows that GLy ((9) acts transitively on P!.

Lemma 4.1.2. Suppose that [v] € P'. Then there exists an element g € GLy(O)

such that g - [v] = [ea].

Proof:  Let v = (vy,v2) € V and assume v # (0, 0).

Notice if max{|vi|, |va|} = |v1| = pf, then |zfv| = 1, so 2%v; € O%, and |zfvy| < 1,

so vy € O. Further [v] = [z%] = [z%v; : 2%v,]. Likewise, if we instead have

max{|vi], [va|} = [va] = p’, then [z°v,] < 1, |2%vs] = 1 and [v] = [20] = [2v1 : 2'vy).
We can thus assume that there exists a representative v of [v] such that [v] = [« : (]

for some «, § € O, and further that either « € O* or 5 € O or both.

If « € O* then

We then obtain g - [v] = [ea]. O
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We recall that elements of PGLy(F,((z))) are cosets of the form gZ where Z is the
centre of GLy(F,((z))) and g € GLy(F,((z))). For ease of notation, for an element
9Z € PGLy(F,((x))) where

aix a2 . . a11 Q12
g= we will write ¢gZ =

Q21 Q22 Q21 A22

Since Z acts trivially on P!, we can consider PGLy(F,((z))) and its subgroups as

acting on P! in the same way as GLy(F,((z))), that is, by left matrix multiplication.

4.2 A metric on P!

Our main theorem in this chapter will use neighbourhoods of points in P!, and so in
particular we need a notion of a distance between two points in P*. In this section, we
will define a distance on P! and show, as the section title suggests, that this distance
is in fact a metric. To start with, we define a norm on V', which is in some contexts

referred to as the sup-norm or the oco-norm.

Definition 4.2.1. For (uy,us) € V the norm of (uy, us) is

[|(ur, ug) || = maxgus ], [us]}-

For any v = (vy,v2) € V with v nonzero, we can see that |v;| and |vy| must both be a
power of p or zero, so it follows that ||v|| must be a power of p. Interestingly, we will
show in the next lemma that ||v|| is invariant under the action of elements of GL,(O)

on V.
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Lemma 4.2.2. Let g € GL, ((’)) Then for any u € V we have

g - ul] = [lul| -

aix G2
Proof: Let g = € GLs (O) and let u = (uj,uy) € V.

21 Q22
We see g - u = (ay1uy + G1aUsg, Go1uy + agus). By the non-Archimedean triangle
inequality (4.1.1) we have

llg-ul| = max{|ai1us + arous|, |agius + asgusl}
S maX{|a11u1|, |CL12U2|, |CL21U1|, |CL22U2|}. (421)

We observe for a € O, we have that |a| < 1, so |af| < |f| for any f € F,((z)). Since
g € GLy (O), (4.2.1) therefore gives

g - ul] < max{[ul, [us|} = [lull -

As g € GLs ((’)), we know that g~ € GL, ((’)) as well. Thus by an identical argument
to above, we know ||g~! - v|| < ||v|| for all v € V| in particular v = g - u. Thus we
have

lull = |[g™"g - ul| < llg - ull < [[ull.

The following definition of distance is taken from Breuillard and Gelander [5].

Definition 4.2.3. Let [u], [v] € P! be such that [u] = [uy : uy] and [v] = [v1 : vo].
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Then the distance between [u] and [v] is

_ Al |u1v2 — usv)]

d(lul, [v])

ol maxfu ], [us] } mas{ v, o]}

In our case the alternating tensor product u A v is one-dimensional, and we take the

absolute value as its norm.

We note that d([u], [v]) is independent of the choice of representatives of the classes
[u] and [v]. Further, just as our norm is invariant under the action of elements of
GL, ((’)) on V, our distance is invariant under the action of elements of GL, (O) on

PL. That is, elements of GL, ((9) act by isometries on P!

Lemma 4.2.4. Let g € GLy(O). Then for any [u], [v] € P' we have

a1 a2

Proof: As in the proof of Lemma 4.2.2, let g = € GL, ((’)) and let
Q21 A22

[u] = [uy : ug), [v] = [vy @ vo] € PL.

We see g-[u] = [a1u1 +ajous : asug +assus] and g-[v] = [a11v1+ a2 1 as1vy + agsvs].

Further, we note that since g € GL2(0O), det (g) € O, thus |det(g)| = 1. Therefore

we have

lg-ung-v|]| = [(a11u1 + a12uz)(asv1 + aava) — (agi1uy + agus)(a11v1 + a1avs)|
= |a11a91u101 + a1102U1 V2 + Q12021 UV + A12G22UVs
—021011U1V1 — A21012U1V2 — A22011U2V1 — A22Q12U2V2
= |(CL11CL22 - a12a21)(U1U2 - U2111)|

= |det(g)|[urvy — upv1| = [Ju Av]].
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So ||lg-uAg-v|| = |luAv|l. As well, by Lemma 4.2.2 we have that ||g - u|| = ||ul|
and ||g - v|| = ||v||. Thus, with Definition 4.2.3, we have

lunoll _llg-ung-vll _
lallToll ~ Tlg - ullTlg -ol]

d([u], [v]) = d(g - [u], g - [v])-

[]

Having our distance invariant under GLy (O) will be extremely useful in conjunction

with Lemma 4.1.2 for the remaining proofs in this section.

Another property of our distance is that it is an ultra-metric, as defined below. This

is expected since our absolute value is non-Archimedean.

Definition 4.2.5. Let S be a set of points. A function D : S x S — R is an ultra-

metric if it is a metric and satisfies the ultrametric or strong triangle inequality
D([u], [w]) < max {D([u], [v]), D([v], [w])}

for any [u], [v], [w] € S.

We note here that D is a metric if it is non-negative, symmetric, satisfies the triangle

inequality, and takes value zero when, and only when [u] = [v].

Lemma 4.2.6. The function d : P' x P! — R defined in Definition /.2.3 is an

ultra-metric.

Proof: By Definition 4.2.3, we see that d is non-negative and symmetric. Given

[u], [v], [w] € P!, we need to show that

d([u], [v]) = 0 if and only if [u] = [v] (4.2.2)
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and that
d([u], [w]) < max {d([u], [v]), d([v], [w])} . (4.2.3)

We note that if the strong triangle inequality (4.2.3) holds, the triangle inequality
must hold too. Thus by Definition 4.2.5, showing the relations (4.2.2) and (4.2.3)

hold is sufficient to conclude d is a metric, and in particular an ultra-metric.

By Lemma 4.1.2 and Lemma 4.2.4 we may assume that [v] = e3. Suppose also that

[u] =[a:b] and [w] = [c: d].

To see that (4.2.2) holds, suppose first that [u] = [v]. Then by Definition 4.2.3 we
have d([u], [v]) = 0. On the other hand, if d([u], [v]) = 0 we see

la|

d([u),[v]) =0 < d(ja:b],[0:1]) =0 < max{[al, o]}

=0 < |a| =0.

Thus a = 0, and therefore [u] = [a : b] = [0: b] = [v]. So we see that (4.2.2) holds.

We now have left to prove that (4.2.3) holds. By Definition 4.2.3, the inequality
(4.2.3) holds if and only if

lad = b < ma { la l } (4.2.4)
< max , . 2.
max{|al, |b[} max{]c], [d|} max{|al, |b[} " max{]c], ||}

Multiplying both sides of (4.2.4) by max{|a|, |b|} max{|c|,|d|}, we have that (4.2.3)
holds if and only if

|ad — be| < max {|a| max{][c], |d[}, |¢| max{]al, [b]}} = max{[ac], [be], |ad[}.  (4.2.5)

By the non-Archimedean triangle inequality (4.1.1) we have |ad—bc| < max {|ad|, |bc|},
and we observe max {|ad|, |bc|} < max {|ad|, |bc|, |ad|} holds trivially. Therefore equa-
tion (4.2.5) holds. O
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The next lemma gives a useful property of d.

Lemma 4.2.7. Let [u],[v] € P'. Then 0 < d([u], [v]) < 1. Further if d([u],[v]) # 0
then d([u], [v]) = # for some d € Ny.

Proof:  Let [u], [v] € P'. By Lemma 4.1.2 and Lemma 4.2.4 we may assume that
[v] = €. Suppose also that [u] = [a : b]. Then

la|

d([u], [v]) =d(Ja:b],[0:1]) = ——————= < 1. (4.2.6)

max{|al, [b]}
We note that as the value that | - | assumes is always zero or a power of p, (4.2.6)
shows that d([u], [v]) must be zero or a nonpositive power of p. O

4.3 Neighbourhoods in P!

Before going further it is useful to visualize how distance and neighbourhoods look in
P! with respect to our metric. To do so, we prove some results about neighbourhoods
in P! that will also be of use in the proof of our main theorem. We will first define

what we mean by the e-neighbourhood of an element of P!.

Definition 4.3.1. For e > 0, the set
N ([u),€) = {[v] € P : d([u], [v]) < €}
is the e-neighbourhood of [u] in PL. Further, we will call € its radius.

We observe that by Lemma 4.2.7, for any € > 0 there exists a d € Ny such that

N ([u]. &) = N ([ul, &).
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We also recall that from Remark 4.1.1 we know any element of P*\{[es]} has a repre-
sentative of the form [1 : h]. Thus to see what a neighbourhood of an element of P

looks like, we need only consider elements of the form [1 : h] and [ey].

Proposition 4.3.2. Suppose that [1 : h| € P! and let d € Ny. Then

(

{[L:g]€P : |g—h| < 5} if [h] < 1,
1
N@”Mﬁ) = {L:gl€P ¢ |g—h| < [Pp DY if 1 < |n| < pt (431)

{[1:gl P« |gl > p?} U {[e2l} if |h > p.

\

Further,
N ([eﬂ, pi) (gl eP : gl > U {led). (13.2)

Remark 4.3.3. We remark that in some cases, such as the proof of Lemma 4.3.5,

it may be more useful to consider N ([h 1], zﬁ) In this respect, we note by

0 1

10
This allows us to replace [1 : ] with [k : 1] and [1 : g] with [g : 1] in Proposition 4.3.2

Lemma 4.2.4 we have that d([u], [v]) is invariant under multiplication by

when needed.

We notice the #—neighbourhoods of [eg] and [1 : h] are the same for |h| > p?. We

can see this makes sense intuitively, as [1 : h] = [+ : 1], and for |h| large the point

[+ : 1] is close to [eo] = [0 : 1]. Indeed, suppose [1 : h] € P* such that |h| > p%, and let
[u] € P!. By Lemma 4.2.7 we have that |h| > p?*t! must hold. Thus Definition 4.2.3

gives ) )
el [1: 1) = 5 < -

If d([1: Al [u]) < pd1+17 by the strong triangle inequality (4.2.3) we know

d([ea], [u]) < max{d([ez], [1: A]), d([1 : h], [u])} = ey
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Similarly, if d([es], [u]) < pd1+1a we know

d([1 : h], [u]) < max{d([1 : h], [ea]), d([ea], [u])} = ]%-

From these observations, we know that (4.3.2) follows from the last case (4.3.1).

We prove Proposition 4.3.2 as a sequence of three lemmas — Lemma 4.3.4, Lemma 4.3.5,

and Lemma 4.3.6 — below.

Lemma 4.3.4. Suppose that [1 : h] € P! is such that |h| <1 and let d € Ny. Then

V() = {uder g-ns b

Proof:  We note by the comments following Remark 4.3.3 that [es] & N ([1 . hl, pd%H)
since |h] <1 < p?. Thus

N (en ) ={wed s dnL g < )

Further, by our hypothesis max{1, |h|} = 1, so Definition 4.2.3 gives

lg — |

d([1:h],[1:g]) = maxc{1, g}

Suppose that |g| > 1. Then |g—h| = |g], so [1 : g] does not satisfy |¢g — h| < #. On
the other hand, we observe max{1, |g|} = |g|. With |g — h| = |g| this implies that

1) = 9 =1,

so [1:¢] Q’N([l:h],#).

We therefore suppose that |g| < 1 holds. We then have that d([1 : h],[1: g]) = |g—hl,
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and the result is immediate.

Lemma 4.3.5. Suppose that [1 : h] € P! let d € Ny. If |h| > p? then

([1 Al 1) — g e : |gl > pY)

Proof: ~ We first note that as |h| > p?, h # 0 so [1: h] = [h7! : 1], and we may
instead consider N <[h_1 . 1], pd+1> Since |h| > p? we have |h7!| < d, or equivalently
|h™'] < o= . By Lemma 4.3.4 and Remark 4.3.3 we have that

N ([h1 : 1],]%) = {[g 1] eP i jg-hTl < ]ﬁ} (4.3.3)

We notice that since [h™!| < &, if |g] > -5 we have |g — h7!| = |g] > %, and so

[g : 1] is not in this set. We can therefore see that |g — h™!| < # if and only if

lg| < z%' This gives that

1 1
{[g:l]EIP’l lg — h1|<pd+1} = {[g:1]€P1:|g|<ﬁ}

= {[1:g7€P : g7 >p'} U{les}

Combining this with (4.3.3), we have our result. O

Lemma 4.3.6. Suppose that [1: h] € P! and let d € Ng. If 1 < |h| < p? then
1 _
N ([1 hl, d+1> ={[1:g]€P" : |g—h| < [nfPp~ 1}

Proof: As in the proof of Lemma 4.3.4, we note that by the comments following

Remark 4.3.3, we have that [es] & N ([1 : hl, #) since |h| < p?.
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Now consider [1: g] € P'. We have

d([1:h],[1:g]) = 7] ILZL;{TILCJI}'

First note that if |g| < 1 then d([1: h],[1:g]) =1, and so [1: g] & N ([1 B, p%)

Thus we consider |g| > 1, so

g —h

a1 ) (L g]) = S (4.3.4)
We see that if |g| # |h|
o max{lglh) 1
R T AL

Since |h] < p? we know min{|g|, |h|} < p? as well, which gives d([1 : h],[1 : g]) > #,
a contradiction. Thus [1:g] € N ([1 : hl, #) implies that |g| = |h| must hold.

On the other hand, suppose that |g — h| < |h|?p~@+Y. Notice that if |g| # |h| then
lg — h| = max{|g|, |h|}, so in particular, |h| < |g — h|. Since by assumption we have
|h| < p?, this gives that if |g| # |h| then

(Al < lg — | < |RfPp~ @D < |RlpTp~ Y =[nl/p

which is a contradiction. Thus |g — h| < |h|?p~@*Y also implies that |g| = |h| must
hold.

Assuming |g| = ||, (4.3.4) implies that

1 lg — Nl 1 —(d+1)
W<:> 7E gde < |g—h| < |h|*p )

a1 b, [L: g)) <
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To end this section, we present a pleasing result about neighbourhoods in P*.

Proposition 4.3.7. For each d € Ny there exist p?(p+ 1) disjoint neighbourhoods of
radius # such that for any point [u] € P, N ([u], #) s precisely one of these

neighbourhoods. In particular, these neighbourhoods cover P*.

Proof: Fix d € Ny. We first consider [1 : h] € P! such that |h] < 1 and
h = ho + hix 4+ .... By Proposition 4.3.2, we have that

v () = {ial s la-n < it

We see that |g — h| < # holds precisely when all terms of degree less than z4*!
in the Laurent series of ¢ — h are zero, so g = hyg + hix + ... + hgx® + r for some

r € 27O must hold. (This statement is made more explicit later in Lemma 5.1.1.)

With this in mind, for each ay, ..., aq € F, we consider the set
S={1:9]: g=ar+amz+...+auz’+rrez’0O}. (4.3.5)

For any point [1 : h] € P! such that |h| < 1, N ([1 : h],#) is precisely the set
S with ag = hyg,...,aq = hg. Further, we observe that for any element [1,¢g] € S,
N ([1 : gl #) = 5. We note there are p?*! distinct choices of ag, ay,...,aq € F),

so there are p?*! different sets of the form of (4.3.5).

Now suppose that [1 : h] € P! is such that 1 < |h| < p?. We then have that

# < |h7!| < 1. By Remark 4.3.3 we therefore see

V(b ) =3 (7t ) = {lt e Pl -t < )
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Considering this, we look at the set
{lg7" 1] : g ' =arz+...+ a2’ +r,r € 2O} (4.3.6)

for each possible choice of ay,as...aqs € Fy, such that a;,as,...,as are not all zero.
We note there are p? — 1 such sets, and, as before, for any point [1 : h] € P! such that
1 <|h <pi N ([1 : hl, I#) is the set given by (4.3.6) with a; = hy,...,aq = ha,

where h=! = 3200 byt

Lastly, we see by Proposition 4.3.2 that if [u] € P! is such that [u] = [ey] or [1 : h] for

some |h| > p?, we have N <[u], #) is precisely the set

{[1:g) €P": 9| > p'} U{[ea]} (4.3.7)

We see for any [u] € P!, there exists a set S of the form (4.3.5), (4.3.6), or (4.3.7),
such that [u] € S and N ([u], #) = S. Further, as there are p®*! neighbourhoods
of form (4.3.5), p? — 1 neighbourhoods of form (4.3.6), and one neighbourhood of form
(4.3.7), we have 1+ p®™ + (p? — 1) = p?(p + 1) neighbourhoods. That these sets are

disjoint is clear from construction. O

Proposition 4.3.7 will be used many times throughout the remainder of this chapter,
but is also in itself interesting; for each choice of d € Ny our projective space P! is
partitioned into p?(p + 1) sets, each of which contains points that are within distance
zﬁ from each other, but of distance greater than # from points in other sets.
Further, we see that we can obtain the neighbourhoods of radius I# by partitioning

each of the previous p?(p + 1) neighbourhoods of radius # into p new ones.

For [u] € P! such that [u] = [ey] or [u] = [1 : h] with |h| < 1 or |h| > p?, the proof

of Proposition 4.3.7 also explicitly states what the #—neighbourhood of [u] should
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look like. While it is not needed for what follows, using similar methods to those we
used above we can also find the explicit form of the #—neighbourhood of [u] when
[u] = [1: h] € P! with 1 < |h| < p?. Namely, suppose that |h| = p?~* such that
0</l{<dand h = h_(d_g)x_(d_f) + h_(d_g_l)x_(d_e_l) + .... It can then be shown
that NV ([u] ; #) is

{[1:g] : g=h@or " +. .+ h ooz ) +rr e a0},

4.4 Statement of the Free Generators Theorem

We wish to find conditions for which elements A, B € PGLy(F,((z))) will freely
generate a free subgroup of PGLy (F,((2))). To do this, we will consider the action of
A and B on P! by considering the action of the preimages of A and B in GL(F,((z)))

on P!

To see how a general matrix M € GLs(F,((x))) will act on P!, we notice that if M has
eigenvalues that are far apart in absolute value, then M should map P! towards the
projective class of the eigenvector with the larger corresponding eigenvalue. We note
that as every scalar multiple of an eigenvector is also an eigenvector, we can consider
the eigenvectors of M € GLy(F,((z))) as elements of P'. Further, the eigenvectors
of kM are the same for any k € F,((z)), and become the fixed points of the image
of M in PGLy(F,((z))). For this reason, we will abuse notation slightly, and refer to
the fixed points of a matrix A € PGLy(F,((z))) as the “eigenvectors” of A.

With this in mind, we first investigate what a general form for A and B, in terms of

the eigenvectors and eigenvalues of their preimages, will look like.

Lemma 4.4.1. Let A, B € GL, (Fp((x))). Suppose that A has distinct eigenvectors

[a: ], [1:b] € P with corresponding eigenvalues g, h € F,((z)) and that B has
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distinct eigenvectors [1 : @), [1 : b] € Pt with corresponding eigenvalues §, h € F,((x)).
Then the respective images of A and B in PGL, (Fp((m))) are

U ) f)_&f~ fol (4.4.1)
b(1—f) abf ¢ ab(1— ) bf —a
where f = g, f= % eF,((x)).

Proof: We show this for A, as the proof for B is identical. By linear algebra

A= g b € PGL, (F,((x))).
0

Where we note the last matrix has been scaled by ab — ¢, which is nonzero as [a : ]

and [1 : b] are necessarily distinct.

Since we are working over GLy(F,((z))) we note the eigenvalues of A are nonzero,

and in particular g # 0. Thus, up to PGL, (]Fp((x))) we can scale by é, giving

a 1{[1 0 b —1 ab—cf a(f—1)
c bl |0 f|l|—c a cb(1—f) abf —c

where f = %. m

We note that, by Remark 4.1.1, we can assume four distinct elements of P! are of
the form [a : ¢], [1: 8], [1 : @], and [1 : b] for some a, b, ¢, @, b € F,((z)). Thus, for
elements A and B in PGLy(F,((z))), Lemma 4.4.1 is as general as possible.

Lemma 4.4.1 simplifies our main argument greatly; to find conditions for which A,

B generate a free subgroup of PGL, (Fp((a:))) it is sufficient to consider A and B of
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the form in equation (4.4.1). We now state our main theorem, the proof of which is

given in Section 4.5.

Theorem 4.4.2 (Free Generators Theorem). Let p be a prime and let d € Ny. Sup-
pose there exist a,b,c,d,b € F((x)), f,f € F,((x))*, such that

[1]

1 ¢ d([u], [v]) > # for each pair of [u],[v] in {{a:c],[1:0],[1:a],[1: l;]}

(11

N

s min|f], [/} < e, and min{|f, [F7] < o)

[11

3+ There exists [z] € P such that d([z],[u]) > &= for each [u] in

{la:d,[1:0],[1:a],[1:0)}.
Then the matrices
U At Al E)_&“’i ;ffl (4.4.2)
cb(l1—f) abf —c ab(l—f) bf —a

generate a free group in PGLs (Fp((x))) In particular, any inverse images of A, B
in GLy(F,((x))) also generate a free group.

Definition 4.4.3. Given a prime p, we define G, to be the set of pairs of matri-
ces S = (A, B) such that A, B € M2X2(Fp[x]) are preimages of matrices A, B in
PGLy(F,((z))) given by Theorem 4.4.2. Further, we will write & when p is clear

from context.

Proposition 4.4.4. Let p be a prime and let d € Ny, such that d > 0 if p=2. Then
there exists a, b, ¢, @, b, f, f such that conditions =, and =5 of our Free Generators

Theorem are satisfied.

Proof: = We first note that to satisfy =, we need only take f and f to be sufficiently

small elements of F,((z)). For instance we can take f = f = 2%,
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If p # 2, we see that any pair of the vectors [0 : 1], [1 : 1], [1 : —1], and [1 : 0] are

each distance 1 apart, and note 1 > zﬁ forp>2 d>0.

If p = 2, we see that any pair of the vectors [0 : 1], [1 : 1], [1 : 2], and [1 : 0] at least

a distance of % apart, and note % > }ﬁ since p =2 and d > 0. O

Proposition 4.4.5. Let p be a prime and let d € Ny, such that d > 0 if p = 2 or
p = 3. Further, let a, b, ¢, @, and b € F,((x)) satisfy condition =, of Theorem /./.2.
Then there exists [z] € P! that satisfies condition Z3 of Theorem /./.2.

Proof: By Proposition 4.3.7, we see that each of the [a : ¢],[1 : b],[1 : a] and

1: Z~)] must each have #—neighbourhood equal to one of the neighbourhoods given.

If d =0 and p > 5 we see that pd(p+ 1) = p+ 1 > 4. Similarly, if d > 0 we see

pl(p+ 1) > 4 for any prime p. Therefore in each case we know by Proposition 4.3.7

that there exists at least one non-empty }# neighbourhood, N, disjoint from the
1

—zrr-neighbourhoods of [a : ¢, [1: 8], [1 : a] and [1: b], and we can take [z] to be any

element in N. ]

Remark 4.4.6. We note that because of Proposition 4.3.7, condition =; implies that
the —L+-neighbourhoods are necessarily distinct. This will be important for the proof
p

of the Free Generators Theorem.

Remark 4.4.7. We note that we cannot choose d = 0 when p = 2 as it would
be impossible to satisfy condition =, since if d = 0 there are only 3 distinct #—

neighbourhoods in P*.

In Section 4.7, we will show in the case p = 3 and d = 0 such a point [z] does not
exist, and that in this case conditions =; and =5 of the Free Generators Theorem are

sufficient for A and B to generate a free subgroup of PGLs(F,((z))) as desired.
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Remark 4.4.8. Note that as a result of Proposition 4.3.2, condition =; implies that
at most one of b, a, b can have absolute value greater than p?, and none can if

el > plal.

4.5 Proof of the Free Generators Theorem

The proof of Theorem 4.4.2 will use the following proposition owing to Jacques Tits

[51, Prop 1.1], known as the Ping-Pong Lemma.

Proposition 4.5.1 (Ping-Pong Lemma). Let P be a set, I an index set, G a group
acting on P, (G,)ier a family of subgroups generating G, (P;)icr a family of subsets
of P and [z] a point of P\ U P;. Assume that for all i,j € I with ¢ # j and all
g € G;\ {1}, one has g(P; U l{e[;]}) C P,. Then G is the free product of the subgroups
G; (iel).

Here we will take P = P!, [ = {A, B}, Ga = (A) and G = (B), and G to be the
subgroup of PGL, (F,((z))) generated by G4 and Gp.

Let A and B be respective preimages of A and B in GL, (Fq). In Lemma 4.4.1 we
saw that A has eigenvectors [a : ¢] and [1 : b] with (up to a scalar multiple) respective
eigenvalues g and h € F,((x)) such that % — f. Correspondingly, B has eigenvectors
[1:a] and [1 : b] with respective eigenvalues § and h € F,((x)) such that % = f.

By condition =, we know that either |f| or | f~'] < ey, and |flor |71 < sz For
our argument we will assume that |f|, [f| < ]ﬁ. To see that we are able to make
this assumption, notice that if A and B generate a free group in PGLy (]F p((ac))), then
so do A~! and B. Further, notice that by the construction in Lemma 4.4.1, A~! is

obtained from A by replacing f with f~!.
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As we are assuming the case that | f| < #, we have that the eigenvalue correspond-
ing to [a : ¢] is large in absolute value compared to the corresponding eigenvalue of
[1: 5], and so A will map elements of P! towards [a : ¢|. An analogous observation
can be made for B, as we are assuming | f | < #. That is, B will map elements of

P! towards [1 : b).

With this in mind we will define

1 1
Nig =N ([a 2 ], W) and Npg =N ([1 : b]’p_d“) )

Similarly, we will define
| -1
Npap= N { [1: a]’]ﬁ and Nyz=N|{[L: bLW :

With this intuition, we choose

Py= N[a:c] @) N[l:b} and Pg = N[l:&] U N[l:l;]‘ (451)

We also need a point [z] € P! such that [z] € P!\ (PaU Pg). The existence of such a

point is guaranteed by condition =3 of Theorem 4.4.2.

Figure 4.1 allows us to visualize the neighbourhoods composing P4 and Pg as subsets
of P'; however, we caution this image is of P!(R) and not of our non-Archimedian

setting.

To show that the conditions of Proposition 4.5.1 are satisfied, and thus prove Theorem
4.4.2, we need to show that for all ¢ € G4 \ {1}, g(Ps U {[z]}) C P4 and for all
h € Gg\ {1}, h(P4 U{[z]}) C Pg. We notice that if we replace [a : ¢] with [1 : a,
[1: 6] with [1:0], and f with f, we obtain B from A. As B has the same form of A,
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Figure 4.1: A visual representation of the #—neighbourhoods of the eigen-

vectors of A and B and the point [z] € P!. To satisfy conditions Z; and Z; of
Theorem 4.4.2 these neighourhoods must be disjoint and the point [z] must
lie outside each neighbourhood.

we thus need only show that for any g € G4 \ {1} we have g(Pp U {[z]}) C Pa.

We will show something stronger. More specifically, we will show in Lemma 4.6.1 and
Proposition 4.6.3 that
A (P'\ Nugy) € Niag (4.5.2)

and in Corollary 4.6.4 that
At (Pl \ N[a:c]) - N[l:b]- (453)

These mappings are shown in Figure 4.2.

Assume for now that (4.5.2) and (4.5.3) hold; their proofs are deferred to Section 4.6.
We now show that equations (4.5.2) and (4.5.3) are sufficient to prove that for any g €
Ga\{1} we have g(PgU{[z]}) C P4, which will complete the proof of Theorem 4.4.2.

Suppose that g € G4\ {1}. Then either g = A* or A= for some k € N. Since the
proof is identical, we assume without loss of generality that ¢ = A*. We proceed by

induction on k.
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[a: ] [a: ]

[1:0] [1:0]

Azl a =l

Figure 4.2: A visual representation of the action of A (left figure) and the
action of A~ (right figure) on P*. We see that A maps P*\ Ny to Nigg
and that A~' maps P!\ Ni,.q to Npy.

Note that by condition Z3, we have that [z] € P!\ Npyy. As well, we recall from
Remark 4.4.6 that condition Z; implies that Pp = Nj.5 U N[u}] C P\ Npy. By
(4.5.2) we have that A maps P'\ N4 into Njg.. Thus we have A(PpU{[2]}) C Nig.q-

Now suppose that A*~*(PgU{[z]}) C N Again, from Remark 4.4.6, condition =,
of Theorem 4.4.2 implies that N, C P'\ Npy, so A (Pg U {[z]}) C P!\ Ny
Thus by (4.5.2) we have A*(Pg U {[z]}) = A(A*" (P U{[z]})) C Njug C Pa, as

required.

4.6 Proofs of (4.5.2) and (4.5.3)

In this section we will show that A (]P’1 \ N[l:b]) C Nigq and At (Pl \ N[a:c]) C Ny
hold, thus completing the proof of the Free Generators Theorem. We first note by
Proposition 4.3.2 the point [es] is in P' \ Nj1.) precisely when [b] < p?. With this in

mind we have the following lemma.
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Lemma 4.6.1. Suppose A € PGLy(F,((2))) is as in Theorem /./.2 such that [b] < p®.
Then A - [62] S N[a:c}.

Proof: We see

ab—cf a(f—1)| |0 a(f —1)
cb(1—f) abf—c| |1 abf — ¢
We have, noting that | f| < zﬁ <1,

d(fa:cl,A-les]) = dlla:d;[a(f—1):abf —c])
la(abf —¢) — ca(f —1)|
max{|al, [c|} max{la(f — 1), abf — |}
|af(ab — )]
max{|al, ||} max{lal, [abf — c[}
|allfTmax{[ab], |c|}
max{lal, [c|} max{|al, |abf — c[}

IN

Since |b] < p? and |f] < zﬁ we know [bf]| < pdlﬂ. This implies that |abf| < |al.
Thus max{|al,|abf — ¢|} = max{|al|,|c|}. So

|al| f]max{]abl, ||}

d(fa: c], A [eq]) < max{|al2, [c[2}

Recalling that [bf] < #, we see

max{lal?, [c|*}
pitl

lallfllad| < la?|bf| <

and recalling | f| < zﬁ we have

max{la|*, |c|*}
lall fle] < pmi

Thus in either case d([a : ¢, A - [e3]) < pdlﬂ. O
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In order to consider where A maps general elements of P!\ N <[1 2 bl #) we will

need the following lemma.

Lemma 4.6.2. Suppose A € PGLy(F,((z))) is as in Theorem 4.4.2, and [1 : g] €
]P)l \ N[l:b}- Then

max{|f(ag — ¢) — a(g — b)|,|bf (ag — ¢) — c(g — b)|} = max{|al, |c[}|g — b]. (4.6.1)

Proof: Suppose b is fixed and [1 : g] € PP\ N ([1 2 b, pdlﬂ>. Proposition 4.3.2

gives us that g must satisfy the following.

(A) If |b] < 1 then |g —b] > #.
(B) If 1 < |b] < p? then either |g| # |b] or |g — b] > |b]*p~.

(C) If [b] > p then |g| < p*.

To prove our claim, we will first show that each of |fg|, |f|, [bfg|, |bf] is strictly
smaller than |g — b|. We consider the three cases above. We note that we frequently

will use the fact that |f| < p=2¢-! < p=d.

(A) Suppose that [b] < 1, s0 |[g —b| > 1%' Since [b] < 1, we know [bfg| < |fg| and
bf| < |f|. Further, we have |f| < p=@ < |g —b|, so |f| < |g — b|. We see that if
lg] <[] then |g| <1, since |b] < 1, s0 |fg| < |f| <|g —b|. If |g| > |b], then we have
|fg] < |g| = |(g — b)|, where the first equality holds since |f| < 1.

(B) Now suppose that 1 < |b] < p?. Since |b] > 1, we know |fg| < [bfg| and |f| < |bf].
Note that because |f| < # and [b| < p?, we have |bf| < 1. If |g| # |b| we see that
lg| < |g —b] = max{|g|, |b|}, so [bfg| < |g] < |g — b| since [bf]| < 1. As well, since
b > 1, if g # b then |[bf| < 1 < |g—b|. If |g| = |b| we note that |g — b| > |b]*p~¢
must hold, and, recalling that |f| < p?~¢, see |bfg| = [b]*|f| < |b|?p~¢ < |g — b| .
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(C) Lastly, suppose that |b| > p?, so |g| < p?. Then again we have |fg| < |bfg| and
|f| < |bf| since |b| > 1. As |g| < p?, we have that |g —b| = |b|. Since |f| < 1 we know
bf| < |b]. Finally, as |g| < p? and |f| < p~¢ we have |fg| < 1, so |bfg| < |b|.

We now know that each of |fg|, | f], [bfg]|, |bf] is strictly smaller than |g — b|, and will
use this show that (4.6.1) holds. We first notice that if | f(ag—c)—a(g—b)| = |a(g—b)|
and |bf(ag—c)—c(g—0b)| = |c(g—"b)| both hold, we are done. We thus consider when
|f(ag—c)—a(g—0b)| # |a(g—b)], and note that for [bf(ag —c) —c(g—b)| # [c(g—b)],

the proof is identical.

Suppose |f(ag — ¢) — a(g — b)| # |a(g — b)|. Since |afg| < |a(g — b)|, we see that
la(g—0b)| < |fc| must hold. Since |f| < |g—0b|, we know |fc| < |e¢(g—b)|. This implies

that [afg| <fa(g = )] < [fe| <le(g = b)l, so [f(ag — ) = alg = b)| < [e(g = b)|.

As well, we have that [bf| < |g—b|, thus |cbf| < |c(g—b)|. Since |bfg| < |g—b|, we have
labfg| < la(g—b)| < |c(g—0b)|. This implies that |bf(ag—c)—c(g—0b)| = |c(g—b)|. O

Proposition 4.6.3. Suppose A € PGLy(F,((x))) is as in Theorem 4.4.2, and that
[1 : g] cPp! \ N[l:b]~ Then A - [1 : g] S N[a:c}~

Proof: We have

A g - _ab—cf a(f—1)[ |1
' _cb(l—f) abf —c | |g

_ | flag—c)—alg=b) |
bf(ag —¢) —c(g—D)

Sod([a:c,A-[1:g])

la(bf(ag —c) —c(g — b)) —c(flag —c) —a(g — b))
max{|al, e[} max{|f(ag — ¢) — a(g — b)|,[bf (ag — ¢) — c(g — b)[}
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_ ‘(Clb — C)f(ag - C)‘ (462)

max{|al, |c|} max{| f(ag — ¢) — a(g = b)|, [bf (ag — c) = c(g = D)}

By Lemma 4.6.2, we have that the denominator of (4.6.2) satisfies

max{|al, |c|} max{|f(ag—c) —a(g—0b)|, |bf (ag—c) —c(g—b)|} = max{|a|?, |c|*}g—b|.
Therefore we have that

|(ab—¢) f(ag — ¢)|

Ao el A 6D = 5 aR, [P = 0

Using the non-Archimedean triangle inequality, we see

|ab — ¢| < max{|abl, |c[} < max{]al, |c[} max{[1],[b]}.

Similarly, |ag — ¢| < max{|al, |c|} max{|1],]|g]|}.

Thus

| < L max{L, lgl} max{1, o)
dfac,A-[1:g)) < T .

Finally, we notice that

max{1, |g|} max{1,[b]} ‘ . _1
- =(d([1:0],[1:g])) .

By our hypothesis d([1 : 0], [1: g]) > = so (d([1: ], 1 : g)))~" < p?. Therefore

1

d(fa:cl, A-[1:g]) < |flp? < p™ Y = P

as required. N
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Recall we want to see where elements of G4 = (A) send P! \ P4 and [z]. We have
shown in Lemma 4.6.1 and Proposition 4.6.3 that A sends elements of P!\ Npy to
Ni4:), which will tell us information about AF for k € N. We also need information

about elements in G4 of the form A~*.

Corollary 4.6.4. Suppose A is as in Theorem /./.2. Then A7 (P*\ Nig.q) C Ny

Proof: Suppose that A7 (P' \ Njg.q) ¢ Njg. Then there exists an element
[u] € P'\ Njgq such that A7' - [u] € P'\ Npy. Since A7 [u] € P'\ Ny, by
Lemma 4.6.1 and Proposition 4.6.3 we have A+ (A™" - [u]) = [u] € Njz.q. As we know
[u] € P!\ Njgq, this is a contradiction. O

4.7 Free Generators Theorem in the case p = 3

Suppose in the Free Generators Theorem we wish to take p = 3 and | f| = % or |[f| = 1%
for instance, so by Condition =5 of Theorem 4.4.2 we must necessarily take d = 0. We
know that Nig.q, N, Mg, and N[1;B] must be precisely the four possible distinct
neighbourhoods guarenteed by Proposition 4.3.7. Further, by Proposition 4.3.7 we

know that these neighbourhoods cover P!, that is
Nig:) U Nigap) U Nig) U Ny gy = P

Therefore it is impossible to find a point [z] € P! that satisfies condition =3 of Theorem

4.4.2.

Since no point [z] € P! exists in this special case with d = 0 and p = 3, we are not
able to use the Ping-Pong Lemma. However, we have now proved Theorem 4.4.2 for

the case p = 3 when d = 1, and we will use this to show Theorem 4.4.2 holds without
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condition =3 for the case p = 3 and d = 0. The idea will be to map the matrices
A and B in Theorem 4.4.2 to ones that satisfy the conditions of Theorem 4.4.2 with

d = 1. We begin with two lemmas.

Lemma 4.7.1. The map

®: GLy(Fy((2)) — GLa(Fs((x)))
flx) = f(@®)

s an injective homomorphism.

Proof: To see that the map is injective, it suffices to note that the analogous map

¢ Fa((x)) — Fs((x))
flx) = f(z”)
is a field homomorphism, and thus necessarily injective. O]

The map ¢ will be used frequently in what follows, and in particular the relation that
for any h € F3((x)), we have
()| = [h°. (4.7.1)

Lemma 4.7.2. Suppose that [u] = [uy : ug] and [v] = [v1 : vy] € P! are such that
d([ul],[v]) = 1. Then

d([p(ur) : P(uz)], [p(v1) = ¢(v2)]) = 1.

Proof:  With (4.7.1), we see that

‘¢(U1U2 - uz’UQ)\

max{|¢(ua)|, [¢(uz) [} max{[d(v)], [o(va)[}

d([p(ur) = P(uz)], [¢(v1) : P(v2)]) =
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’UﬂJz - Uz®2|3

max{|u |3, |ug|?} max{|v |3, |va]3}
(o) = P = 1,

noting that the last line is by our hypothesis. O

Proposition 4.7.3. Suppose that a, b, ¢, @, b, f and f satisfy conditions 21 and =5
of Theorem 4.4.2 with p = 3, d = 0, and A and B are as given in Theorem /./.2.
Then A and B generate a free group in PGLy(F3((2))).

Proof: = We first observe that since p = 3 and d = 0, condition Z; and Lemma 4.2.7
imply that d([u],[v]) = 1 > 3 for any pair [u], [v] in {[a e, [1:0],[1:al,[1: 5}}

Thus, by Lemma 4.7.2, we see that d([u], [v]) =1 for any pair [u], [v] in

So the image of our eigenvectors, under the homomorphism ¢, satisfy =; for d > 0.

Further, since d = 0, condition = implies that |f| < % and |f| < % Consequently,
with (4.7.1), we have that |¢(f)| = |3|> = & and |¢(f)| = |3|* = &. Therefore ¢(f)

and ¢(f) satisfy condition Z5 of Theorem 4.4.2 with d = 1.

Finally, condition =3 is satisfied with d = 1 by Proposition 4.4.5.

Therefore ¢(a), ¢(b), ¢(c), ¢(a), d(b), ¢(f), and ¢(f) satisfy the conditions of Theo-
rem 4.4.2 with d = 1. As well, the matrices given in Theorem 4.4.2 for these choices
are precisely ®(A) and ®(B). Consequently, by Theorem 4.4.2, ®(A) and ®(B) gen-
erate a free group in PGLy (F3((2))).

Since ® is an injective homomorphism, any relation in A and B is necessarily a
relation in ®(A) and ®(B). Thus since ®(A) and ®(B) generate a free group in
PGL;(F,((x))), it is the case that A and B must do so too. O
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Remark 4.7.4. We note we will append to & (as defined in 4.4.3) choices of (A, B)
that satisfy Proposition 4.7.3. For the point of referring back to it, we will also

consider Proposition 4.7.3 as part of the Free Generators Theorem.

Lastly, we conclude this section with a lemma that helps us visualize the neighbour-

hoods in the case p = 3 and d = 0.

Lemma 4.7.5. Suppose p = 3 and d = 0, and that a, b, ¢, a, b € Fs((z)) satisfy
condition =, of Theorem /.J.2 . Then either

{[a e, (18], al,-[1: E]} ={[0:1],[L:r],[1:1+s],[1:2+¢]} (4.7.2)
{[a:c],-[l:b],~[1:d],~[1:b]} ([, Lo 1148 1248} (4.7.3)
for some r, s, t, u € F,((x)) such that |r|, |s|, [t| <1 and |u| > 1.

Proof: Condition =, implies that the —l+-neighbourhoods of the eigenvectors,
p

that is Ny, Ny, Npea), and N[H;], must be disjoint. By Proposition 4.3.7, we know

that there are precisely 3°(3 + 1) = 4 possible distinct neighbourhoods of radius #

in P!, and therefore these must correspond to Nia:e), Ny, Npiwa), and N[1;B}' From

equations (4.3.5) and (4.3.7) in the proof of Proposition 4.3.7 we see that our elements

must be one of the forms given in (4.7.2) or (4.7.3). O



Chapter 5

Constructing Hash Functions

In the last chapter, we sought pairs of matrices over Moy (Fp [x]) that were free gener-
ators of a free subgroup of GLs (F,((z))), and whose images in GLj (F,) would serve as
an alternative option for generators of the Zémor-Tillich hash function. Recalling that
the preimages of any pair of matrices generating a free subgroup of PGL;(F,((z)))
also generated a free subgroup of GL, (Fp((x))), the Free Generators Theorem pro-

vides an extensive choice of such generators.

We recall G is the set of pairs of generators produced by the Free Generators Theorem,
with entries in F,[z], as in Definition 4.4.3 and the later amendments in Remark 4.7.4.
In this chapter we will formally show many choices of polynomial generators in &
satisfy Property 2.3.1. Further, we analyse security properties of the corresponding
hash functions of generators given by the Free Generators Theorem. We will first
consider some particular choices of polynomial generators. In what follows, we will

mainly consider the case that p is odd.

We highlight that in the last chapter we used the notation A and B for matrices

in PGL, (Fp((x))) given by the Free Generators Theorem. In this chapter, we will

59
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work primarily over GLy(F,((z))), and thus use the notation A and B for elements
of GLy(F,((z))). For the class of A and B in PGLy(F,) we will respectively write
[A] and [B] unless stated otherwise.

5.1 Polynomial generators

Since in practice we would like to work with matrices in GLy (]Fq), it makes sense to
choose A and B so that they have polynomial entries over F,. We note that for A,
B € GLy(F,((z))) with polynomial entries, if A and B generate a free subgroup in
GL»(F,((x))) they must generate a free monoid in My (F,[z]).

For [1: h] € P! such that |h| < 1 the condition in (4.3.1) that |g — h| < - can be
p
seen more intuitively in terms of congruences modulo powers of x, which we state as

a lemma below.

Lemma 5.1.1. For arbitrary h,g € Fy((x)) such that h € O and d € Ny we have
d([1:h],[1:9g]) < ]ﬁ if and only if g = h mod x9*!.

Proof: = By Proposition 4.3.2 we have that d([1 : h,[1 : ¢]) < # if and only if

|g — h| < —&+. By the definition of the norm, this occurs if and only if the smallest
)

nonzero term of g — h is of degree d + 1 or greater, or equivalently when g and h are

congruent modulo z4*1!. O]

Remark 5.1.2. Suppose that our choices of b, @, and b for Theorem 4.4.2 are in
F,[z]. If [a : ¢] = [0 : 1] then condition =; holds if and only if no pair in {b, a, l;} is
congruent mod z%*!. Further, if [a : ¢] = [1 : ¢] then condition Z; holds if and only if

no pair in {b, c,a, b} is congruent mod x4+,

We also note that f € IF,[z] satisfies condition =5 of the Free Generators Theorem if
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and only if f = 0 mod x?4*!.

For p an odd prime, we now consider what some polynomial choices of (A, B) € &
look like for some simple choices of eigenvectors [a : ¢], [1 : ], [1 : a], and [1 : b].
Namely, we set [a : ¢] = [0 : 1] and take [1 : 8], [1 : a], and [1: 8] to be [1: 0], [1 : 1],
and [1 : —1] in some order. These possible choices of [1 :b], [1 : @], and [1 : b] give us
6 different pairs (A, B), and are shown in Table 5.1. We let Gy (f, f), ..., Ge(f, f) be

these choices of {A, B}.

Using Definition 4.2.3, we see that the elements [0 : 1], [1: 0], [1 : 1], and [1 : —1] € P*
are all distance 1 apart, and so satisfy condition Z; of the Free Generators Theorem

for any choice of d > 0.

To allow the most freedom in satisfying condition =y, we will choose d = 0. With
this choice, any f, f € F,[x] such that f and f have a zero constant term will satisfy

condition =,.

For p = 3, the choices above therefore satisfy the conditions of Proposition 4.7.3. For
p > 3, condition =3 is satisfied by Proposition 4.4.5, and so these choices satisfy the
conditions of the Free Generators Theorem. We thus see that any of the pairs of
matrices (A, B) in Table 5.1 generate a free subgroup in GLy(F,((z))) for p an odd
prime. We state this as Corollary 5.1.3 below.
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{A, B} A [a:c] | [1:9] [1:al [1:0]

el ! 0) PR oy | peg | pey e
0 1 1—F f+1

e h| (7 0) P =N oo | peg ey ey
0 1 Fo1 f+1

A I A T e R
Fo11 0 1

Gu(f, f) 1ff (1) é 1If O:1) | [L:=1] | [1:1) | [1:0]

e h | () () |-y g | e
Fo1 1 0 f

Golf, ) 1fff ;f; 0:1)| a1 | peo) |-

Table 5.1: The matrices A and B given by Theorem 4.4.2 for given choices
of [a:¢], [1:0],[1:al,[1:b] with d=0.

Note that when the choices of f and f are not specified, or are irrelevant, we will

write G; for G;(f, f) for convenience.

Corollary 5.1.3. Let p be an odd prime, and f,f € F,[x] such that |f], \f] < 1/p.
Then for each for 1 < i < 6 the pairs of matrices G;(f, f) giwen in Table 5.1 generate

a free group in GLs(F,((2))). In particular, G;(f, f) also generates a free monoid in
MQXQ(IFP[(I)]) .

We notice that the choices in Table 5.1 do not satisfy the conditions of the Free
Generators Theorem if p = 2. One may wonder if they still generate a free subgroup

for an appropriate choice of f, f . We address this in the following statement.

Proposition 5.1.4. With p = 2, the sets of matrices Gy, ...,Gg given in Table 5.1
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do not generate free groups in GLq (Fp((x))) for any f, f.

Proof:  Notice that with p = 2, for each of Gy and G5, we know B & GL;(F,((z)))
as det B = 0.

In Table 5.1 we see that for each of G3, G4, G5, and Gg, the matrices A and B have
a common eigenvector, namely [1 : 1]. Considering the eigenvectors of A as a basis
B = {[0:1],[1: 1]}, we thus have that B is triangular with respect to the basis B,
while A is a diagonal matrix. Thus (A, B) is conjugate to a subgroup of the group
of triangular matrices in GLy(F,((z))), which is solvable, and therefore contains no

free subgroups. O]

When p = 2, we see by Proposition 4.3.7 that to be able to take our four eigenvectors
with disjoint #—neighbourhoods, and a point [z] outside these neighbourhoods, we
need p?(p + 1) > 5, so we must take d > 1. This implies that, to obtain polynomial
generators, f and f must be taken to be of degree at least 3, and one of the eigen-
vectors must have an entry of degree 1. Thus, the Free Generators Theorem yields
at minimum generators of degree 4. As an example, we set p = 2, d = 1 and take
la:c]=1[0:1],[1:b=[1:0,[1:a =[1:1],[1:b =[1:z]. Then, for any

f, f € Fy[z] such that |f], |f] < o5, the Free Generators Theorem gives that

0 f+ f+1
A:f andB:fxf

0 1 xf—i—x xf+1

generate a free subgroup in GLy (IF2((z))). To obtain generators for p = 2 with entries
of lower degree, we can extend Tillich and Zémor’s original degree argument, as shown

in Appendix B.
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5.2 Constructing a hash function

With the idea of what some alternative choices of generators for the Zémor-Tillich
hash function chosen from & could look like, we now formally define our hash function.

We first need the following map.

Definition 5.2.1. Let p be a prime, r,(x) be an irreducible polynomial in Fp[z] of
degree n, and F, = F,[z]/(r,(z)). Set D := {M € Mays(F,[z]) : ra(z) t det(M)}.
We define the projection map

T, o+ D — GlLg (IFq)

to be the map taking entries of a matriz to their projection in F, under the quotient

by (rn(z)). For ease of notation, when r,(z) is not specified we will write « for m,, .

Remark 5.2.2. To form our hash function, we use this map to project a choice of
generators (A, B) € & to elements of GLy(F,). This is only possible if det(A) and
det(B) are not divisible by r,(z). In Section 5.3, we will see that we will want to
choose A, B so that the degrees of their entries are much smaller than n. Thus,

deg(det(A)) and deg(det(B)) must be smaller than n, and so not divisible by 7, (x).

We therefore assume 7, is defined for A and B from now forward.

We now formally define what we mean by the associated hash function for choices
of (A,B) € 6, and r,(z) an irreducible polynomial in F,[z]|, where we recall from

Definition 4.4.3 that &, is the notation for & given a specific choice of characteristic

p.

Definition 5.2.3. Let p be a prime. For A, B € GLy(F,((2))) and r,(z) an ir-

reducible polynomial in F,x] of degree n, we define the associated hash function of
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(A, B) and r,(x) to be the hash function given by Definition 2.5.5 for G = GLg (]Fq)
and 7y, () (A), T2y (B), where Fg =2 Fpla]/(r,(x)) and 7, () is as in Definition 5.2.1.
We define $(p, r,(x)) to be the set of all associated hash functions of (A, B) and r,(x)
such that (A, B) € &,,.

Note we will write $) in place of $(p,,(x)) when p and r,(x) are clear from context.

As mentioned after Definition 2.3.5, one chooses an embedding of GL, (]Fq) into
{0,1}" for some fixed N so that the hash values can be considered as bitstrings
of fixed length. A small example of this is done in Appendix A. However, we will

consider our hash values as elements of GLy (IFq).

We now see that the Free Generators Theorem creates infinitely many hash functions
over GLs (Fq) as we vary p and n. A natural question is, which choices of these hash
functions are the best? As well, we may wonder if these hash functions are resistant
to the previous attacks on the Zémor-Tillich hash function and what properties they

possess. For the remainder of this chapter, we provide some answers to these inquiries.

5.3 Properties of hash functions in $

We first investigate some properties of the elements in . First, we show that if the
degrees of the entries of A and B are small compared to n, we can indeed obtain
the small modifications property as desired. We then show that given a relation in
m(A), m(B) and their inverses, we can find a new choice of defining polynomial under
which such a relation does not hold. We conclude by considering the group generated
by (m(A),n(B)), and show that under certain easily satisfiable conditions we must

obtain at least all of PGLy (Fq).
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5.3.1 Small modifications property

Recall that, as in Tillich and Zémor’s construction, one of the main goals of our

construction is to preserve the small modifications property, Property 2.3.1.

With this in mind, suppose that A and B generate a free monoid in ngg(]F » [:c]), as
in the case of the generators in Table 5.1, or any polynomial generators in &. We
state the following result, part (a) of which is analogous to Lemma 3.1.3. Part (b)

shows that our matrices actually satisfy a stronger property.

Proposition 5.3.1. Let A, B € MQXQ(IFP[:L’]) such that A and B generate a free
monoid in Mays(F,[z]), and let r,(z) be an irreducible polynomial in F,[x]. Let H
be the associated hash function as in Definition 5.2.3 for (A, B) and r,(x). Further,
suppose 0 := max{deg(A),deg(B)} and that m € {0,1}" and m’' € {0,1}* are distinct

bitstrings for some 0 < r,s <n/d§. Then

(a) H(m) # H(m).

(b) If (A, B) € & then H(m) # kH(m') for any k € F, such that, viewing k as an
element of Fplx], (deg(k) + s0) < n. In particular, H(m) # kI for any k € F,,.

Proof: Let M and M’ be the respective products yielding H(m) and H(m’) in
Mays (Fy[z]) before they are projected into GLy(F,), so that w(M) = H(m) and
m(M') = H(m'). We see the entries of M are of degree at most rd and the entries of
M’ are of degree at most sd. Since 7, s < n/J, we know that each of the entries of M
and M’ has degree less than n, and therefore (M) = w(M') € GLy(F,) if and only
if M =M € My (F,lz]).

(a) We know that M, M’ € (A, B), and by our hypothesis that A, B generate a free
monoid in May» (Fp [:c]) This implies that M # M’ since m and m’ are distinct. Thus
it is impossible that w(M) = 7(M’) in GLy(F,).
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(b) Notice that since (A, B) in &, their images in PGLy(F,((z))) generate a free
subgroup of PGLy(F,((z))). This implies that [M] # [M’]. We thus have that
M # (M for any ¢ € F,((2)).

Suppose that 7(M) = kr(M') in GLy(F,) for some k € F,. Viewing k as an element
of F,[z], we then have that M = kM’ + r,(z)T for some T' € Mays(F,[z]). By our
hypothesis we know that deg(k) 4+ deg(M’) < n, so deg(kM') < n. Since the entries
of M each have degree less than n, this implies 7' = 0, thus M = kM’, which is a

contradiction. O

Remark 5.3.2. We also note that part (b) of Proposition 5.3.1 implies that products
in m(A), 7(B) of length less than n/§ cannot be the identity. In particular, 7(A) and

7(B) must have order at least n/d.

We also have the following corollary.

Corollary 5.3.3. Let r,(x) be an irreducible polynomial in F,[z] and H be the asso-
ciated hash function of r,(x) and one of the generator sets Gy, . ..,Gg from Table 5.1.
If m and m’ are bitstrings in {0,1}* such that H(m) = H(m') then at least one of

m, m' has length at least n/ max{deg(f), deg(f)}.

We note that part (a) of Proposition 5.3.1 is applicable to any choice of A and B
that generate a free monoid in M2X2<Fp[x]), and that our construction of such a
hash function could also extend to any such choices. Tillich and Zémor show their
hash function generates a free monoid using a degree argument, Lemma 3.1.3. This
argument easily extends to matrices with entries having monic polynomial entries
and certain relations in the degrees of their entries. We present this extension in
Appendix B; however, we will see that our method using the Free Generators Theorem
provides many advantages to the method in Appendix B, and further generates many

examples that would not be possible to generate using Tillich and Zémor’s method.
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As an example, we would not be able to obtain G1(f, f),...,Gs(f, f) for any choice
of fand f.

5.3.2 Guarding against attacks using known identities

We would like to ensure 7(A) and 7(B) have large enough order to prevent collisions
of the form 7(A)> ™) = [ and 7(B)>4"(B) = [ as well as Charnes and Piepryzk’s
short relations attack [8]. To do so, we see that if det(m(A)) is a primitive root then

ord (m(A)) > ¢ — 1, and note in [1], the authors consider order of at least g — 1.

However, preventing short relations of the form W (r(A), m(B)) = kI, where k € F
and W (rn(A),n(B)) is a nontrivial word in {r(A),7(B),n(A)~!, 7(B)~'}*, is also
desirable. As in example, considering A and B as the Zémor-Tillich generators,
Grassl et. al. [18] use the relation B~*A = A~ B to find non-palindromic collisions
from their original palindromic ones. We use this as motivation for the following

proposition.

Proposition 5.3.4. Let (A,B) € &, and let W(A,B) € {A,A"',B,B7'}* be a
nontrivial word. Then there exists a choice of rn(x) such that if F, = Fp[z]/{r,(x))
then

W (m,, (A), 7, (B)) # kI € GLy(F,)

for any k € F.

Proof:  Define ¢ := det(AB) € Fplz]. Let F,[z];/4 be the localization of F,[x] at
¢, that is

F,[2]1/p = {fm . g€eF,[a],m> 0}.

= 4B we have

. 1
Since A o

= € Fplalijg. Similarly = € Fylz]ij. As well,
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we note that F,[z];/4 is contained in the fraction field Fy(x) and thus in F,((x)).
Consequently, we have that A, B € GLs(F,[z]1/4) C GL2(F,y((2))).

For any irreducible polynomial r € F,[z], we define the ideal

pi=(r)={rg : g € Fplz]}

and, assuming r { ¢, let p1/, be the localization of p at ¢, that is the ideal of Fp[x] /4

-
Py = {¢_’€L c g€ Fyz],m> O}.

Further, we consider the surjective homomorphism
Yy Fplz]iyg — Fy
induced by
x =&
where ¢ is a root of r.

We see this homomorphism has kernel p;,4. Thus by the first isomorphism theorem

we have

Fp[x]l/qﬁ/plw =F,.

Further, we observe that the natural images of A and B € GLy (Fq) under this

homomorphism are 7,.(A) and 7,.(B) respectively.

Since A, B € &, the images of A, B in PGL;(F,((z))) also generate a free group. This
implies that no nontrivial word in {A, B, A™', B™'} can be I or any scalar multiple

kI of I for any k € F.
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We thus observe that W (m,(A), m.(B)) = kI in GLy(F,) for some k € F)* if and only

if, viewing k as an element of F,[z] C Fp[z]1 /4,

k+a f
v k+06

for some «, 3, v, 6 € Fpy[z]1/4 such that ¢.(a) = 1,.(0) = ¢(8) = ¥r(y) = 0.

We thus may choose 7,(z) € F,[z] such that at least one of ¥, («), 1., (9), ¥n, (5),

¢y, (7y) is nonzero. O

We note that r,(z) could also be chosen to simultaneously satisfy the last line of the
above proof for each of multiple choices of words, thus allowing us to avoid a small
set of relations. However, this proposition does not allow any way to prevent all small

relations at once.

5.3.3 The size of the subgroup ([r(A)], [r(B)])

In [49], Tillich and Zémor showed that their choice of A and B generates SLy (IFQn).
There are results in the literature asserting that for randomly chosen elements from
SLy(Fan) (or PSLy(F,)), the probability that they generate the whole group ap-
proaches 1 as the size of SL, (an) approaches infinity [22], [26]. However, this does
not apply to our case as we are taking elements from ), and thus not choosing A and

B randomly.

A well-known result of Dickson [12] determines all possible subgroups of PSL; (F,). As
in [49], we will use its presentation by Suzuki in [47], who gives an elegant exposition
of Dickson’s proof. We also note a more detailed description of the subgroups can

be found in [24]. Because we do not restrict our argument to specific choices of
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generators, we will have to do a bit more work than was needed for the argument in

[49].

In what follows, it is important to understand the relations between GLs (Fq) , SLo (Fq) ,
PGL, (Fq) and PSLy (Fq), which we presented in Section 2.2 and in particular Fig-
ure 2.1. We now present Dickson’s result [47, Theorem 6.25]

Theorem 5.3.5. Let p be a prime and q = p™. A subgroup of PSLs (Fq) 15 1somorphic
to one of the following groups:
(a) a dihedral group or one of its subgroups;

(b) a group K of order q(q — 1)/d where d = ged(2,q — 1), and its subgroups, such
that any Sylow p-subgroup of K is normal in K;

(c) the symmetric group on four elements Sy, or the alternating group on four or

five elements, Ay or As;

(d) PSLy(F,e) or PGLy(F,¢) for some (| n.

We note that an embedding of PGLy (Fpe) into PSLs (Fq) is shown in [47, Theorem
6.25 part (x)].

Before using Theorem 5.3.5, we need the following lemma.

Lemma 5.3.6. Let K be as in (b) of Theorem 5.3.5. Then K is necessarily conjugate
to a subgroup of the Borel group

B = {M € PSL, (IFq) : M is upper tr’mngular} .

Proof:  Let @ be a Sylow p-subgroup of K. Since we know that |K| is (¢ — 1) if
p =2 and q(q — 1)/2 otherwise, this implies that |Q| = ¢, so @ is a Sylow p-subgroup
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of PSL, (]Fq) and PGL, (Fq) as well. We define
1 h
N = : hel,

As the order of N is ¢, and ¢ is the highest power of p dividing |PSLs (]Fq) |, Nis a
Sylow p-subgroup of PSLy (Fq), so must be conjugate to Q. That is, N = PQP~! for
some P € PSL, (]Fq). Since Q < K, it follows that N <PKP~!. It is a well-known fact
that the normalizer of N is 9. So since N < PKP~!, PKP~! C B must hold. Thus
K is contained in P~'BP for some P € PSL, (IE‘q). O

For the following, we identify PSL, (Fq) as a subgroup of PGL, (IFq).

Proposition 5.3.7. Let (A,B) € G and § = max{deg A,deg B}. Assume that at
least one of the following holds:

(1) f or f"is a primitive root of Fy, n is odd and n/d > 5 or

(ii) n is prime and n/d > p(p* — 1) .
Then PSLs(F,) C ([r(A)], [x(B)]).

These assumptions of Proposition 5.3.7 are in practice very reasonable. We note that
we already would like to choose n, d, such that n/d is much larger than 5 so that our
small modifications property given by Proposition 5.3.1 is practical. Further, we note
that choosing n to be prime has already been suggested to prevent against the small

order attack proposed in [46].

Proof:  To simplify notation, we will write II(A) for [r(A)] € PGLy(F,) and II(B)
for [7(B)] € PGLy(F,). We note that p(p* — 1) > 5 holds for all choices of p, so we

can assume n/§ > 5.
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Let G = PSLy(F,) N (II(A),II(B)). We determine if G = PSLy(F,), by ruling out all
possible proper subgroups of PSL, (Fq) as presented in Theorem 5.3.5.

(a) We notice that the group (II(A)% II(B)?) is a subgroup of G. Thus, if G is a
dihedral group, or a subgroup of a dihedral group, it is the case that (IT1(A)2, TI(B)?)
must be as well. In particular, this means (II(A)?, II(B)?) is either dihedral or cyclic.
As n/§ > 4, Remark 5.3.2 gives that (II(A)*)? # I and (II(B)*)?) # I, so this
subgroup is not dihedral.

To see that (II(A)? TI(B)?) is not cyclic, suppose, that TI(A)*I1(B)? = I1( B)*I1(A)?.
Then, we know that 7(A)?r(B)? = kr(A)r(B)? in GLy(F,). Notice the determinants
of 7(A)?*r(B)? and 7(B)?*m(A)? are equal, so k = +1 € F, must hold. Since n/d > 4
and deg(k) = 0, Proposition 5.3.1 part (b) implies that m(A)*r(B)? # kmr(A)w(B)?
for k = +1, so this is a contradiction. Therefore, I1(A)? and II(B)? do not commute,

so this subgroup is not cyclic.

(b) By Lemma 5.3.6, we know that K is contained in PBP~! for some P € PSL, (Fq).
Since K is conjugate to a subgroup of B, the upper triangular matrices, all elements
share a common eigenvector. By construction, A and B have different eigenvectors,
respectively [a : ¢], [1 : b] and [1 : @], [1 : b]. Since § < n, we know that a, b, ¢, a,
b all must have entries of degree less than n. Thus, when we quotient by r,(z), the

eigenvectors remain distinct. As a consequence G cannot be isomorphic to a subgroup

of K.

(c) We note that any element in A4 or Sy has order at most 4, while any element in
As has order at most 5. In particular if (II(A), II(B)) were a subgroup of one of these,
either TI(A)* = T or TI(A)®> = I must hold. Thus, using Remark 5.3.2, G cannot be

in case (c) since n/J > 5.

(d) To show that G is not a subgroup of the form PSLy(F,¢) or PGLy(F,¢), for some
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¢ | n, we suggest two methods that are each sufficient on their own.

First, suppose that either f or f’is a primitive root of F, and that n odd. We suppose
without loss of generality that f is a primitive root. We recall that by construction

(see Lemma 4.4.1) there is a P € PGLy(F,) such that

10
II(A) =P P~! € PGLy(F,).
0 f

Thus, since f is a primitive root, II(A) has order p" — 1.

Suppose that G < PGLy(F,¢) for some ¢ | n. We saw that [PGLy(F,¢)| = p‘(p* — 1)
(Section 2.2), thus we have that II(A)*'®*~D = 1, so p* — 1 | p*(p* — 1). We note
that ged(p™ — 1,p") = 1, so ged(p™ — 1,p*) = 1 must hold, thus p* — 1| (p* —1).

In particular this implies that p* — 1 | ged(p™ — 1,p* — 1). We note it is known that
ged(p® — 1,p* — 1) = p&ed™20 _ 1. Further, since n is odd, ged(n,2f) = ged(n, £).

)

Combining these, we have p"* — 1 | p&d(™9 — 1, 5o in particular ged(¢,n) > n. Since

¢ | n, this implies ged(¢,n) = n, so n = ¢ must hold.

Suppose now that n is prime, and ensure n/§ > p(p? — 1), noting neither f nor f is
now required to be a primitive root. Since n is prime, the only possible subgroups
in (d) are those for ¢ = 1, that is PGLy(F,) and PSLy(F,). In Section 2.2 we saw
IPGLy(F,)| = p(p* — 1), and [PSLy(F,)| = p(p? — 1) if p=2 and p(p? — 1)/2 if p is
odd. Thus in particular II(A)?®*~1) = I, so by Remark 5.3.2, if n/§ > p(p® — 1) case
(d) cannot hold. O

To ensure [1(A)] and [7(B)] generate PGLy(F,), we state the following as a corollary
of Lemma 2.2.3.

Proposition 5.3.8. Let A and B be matrices in PGLs (Fq) such that, as in Propo-
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sition 5.3.7, PSLy(Fy) C ([m(A)], [x(B)]). Then if either det w(A) or det 7(B) is not
a square in Fy, ([m(A)],[7(B)]) = PGLy(F,).

Remark 5.3.9. Determining conditions for which (m(A), 7(B)) generate all of GLy (F,)
is left for future work. One could potentially do this as an application of Aschbacher’s
Theorem [3] (we also note its exposition in [44]). We note in the small examples we
have considered (see Appendix A), 7(A) and 7(B) have always generated GLj(F,),
provided that one of det A and det B is not a square mod gq.

5.4 Choosing generators

Let S = (A,B) € G, det (n(A)) = «, det (n(B)) =  and § = max{deg(A),deg(B)}.

Summarizing the results of Section 5.3, we would like to choose A, B such that

n/o is large;

«, 3 are primitive roots;
e n is prime or n is odd and either f or f’is a primitive root of Fy;

e o or [ is not a square in .

We note here that the last condition is satisfied when p is odd if & and 3 are primitive
roots. Namely, suppose that p is odd and o = 4? for some v € F,. Since v € Fy, we
q—1

know 79~1 = 1. It follows then that az = (v =1, s0 ord(a) | 51, so a cannot

be a primitive root.

For an example of generators with p odd, we can consider the pairs of matrices G;( f, f )
in Table 5.1. We see for each of these choices, det(A) = f and so we would choose f

to be a primitive root of smallest possible degree, considered as an element of IF,((x)).
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Though finding a primitive root of small degree is not straightforward for a general
case of finite field, we note that the maximum degree of such a primitive root is indeed
bounded [45]. Further, certain choices of r,(z) could make this easier. For example,
many packages, such as GAP [15] and Magma [4], use Conway polynomials for r,(z),

which guarantee that x itself is indeed a primitive root.

We notice that for the choices G;(f, f) in Table 5.1 det(B) is either 4f or f. To find
an appropriate choice of f , we would thus search for a power of «, relatively prime

to p" — 1, that is an element of small degree in F,.

5.5 The effect of the determinant

In some initial implementations of the generators G;(f, f ) in Table 5.1 in GAP, we
discovered that ill-informed choices of f and f could leak information about the length
of the original bitstring. In this section we explain these potential issues and propose

two separate methods to prevent them.

For this section, we suppose that 7(A), 7(B) € GLy(F,) such that det (7(A)) = «
and det (7(B)) = 8. Suppose also that m € {0,1}* and M = H(m) € GLs(F,).

Further, suppose m has ¢, zeros and f5 ones, so {1 + {5 = /£.

5.5.1 Attacks via the determinant

We first present some potential attacks that take advantage of any information leaked
by the determinant. Many of these attacks will depend on being able to compute
discrete logs in Fy, which we discuss in Section 5.6. For g,h € F we will use the

notation dlog,(h) for the k € {1,...,q — 1} such that ¢* = h.



5. CONSTRUCTING HASH FUNCTIONS 77

Attack 1. Determining ¢ when o = f3.

When a = g, dlog,(det(M)) = ¢ mod (p™ — 1), where we recall ¢ is our message
length. We note that p™ — 1 is much larger than any message length since it is of
cryptographic size. As ¢ < p™ — 1, an attacker able to efficiently compute dlog,, can

determine the length ¢ of the message.

Attack 2. Gathering information about ¢y or {5 when ged(ord(a),ord(B)) is close to

ord(a) or ord(B) in size.

We recall that ¢, was the number of zeros in m, while 5 was the number of ones, so

that 61 + 62 =/.

Suppose that ord(a) = s and ord(f) = t with ged(s,t) = k. We note s and ¢ must

divide the order of the group Fy, which is equal to p" — 1.

Since det(M) = a1 3%, we see that det(M)® = 3. Thus det(M)* = 1 if and only if
t | ¢3s, which is true if and only if ¢/k | 5. Thus, an attacker can compute det(M)?
and can conclude the number of ones in m is divisible by ¢/k if det(M)* = 1 and not

divisible by t/k if det(M)*® # 1.

This could be problematic if ged(s, t) is large in comparison to, but not equal to s or
t. For instance, if £ is a primitive root, so t = p™ — 1, and « has order s = %, then

the attacker can deduce the parity of {5 by determining whether det(A/)® is 1 or not.

If « and 3 are primitive roots then we notice that this attack strategy does not yield

any information.

Attack 3. Determining {1 and {5 when « is a primitive root, and B = " for some r

such that {1 < r and {1 + lar < p™ — 1.
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We have det M = o for some k. This gives us of = a*a™2, or equivalently k =

ly + 7l mod (p" — 1). Since ¢4 + rly < p" — 1, this means that k = {1 + rls.

Since ¢; < r, dividing k by r gives ¢1/r + {5 where {5 is an integer and ¢;/r < 1.
Therefore if an attacker can efficiently compute dlog,, so can recover k and r, then
the attacker can compute L%J to obtain /5. From this, and the relation ¢ /r + ¢y = k,
the attacker can also compute /1, and thus would know the number of ones and the

number of zeros in m.

Remark 5.5.1. We note that the above attacks are prevented by choosing a to be a
primitive root, and § = «" for some r of size O(p"/2) such that ged(r,p™ —1) = 1, so
B is a primitve root. Choosing o and 3 to be primitive roots was already suggested in
Section 5.3.2. Further, two of these attacks depend on being able to calculate discrete

logs in F,. The difficulty of this is discussed in Section 5.6.

Attack 4. Determining the parity of £ or {1 when « is a primitive root.

Since « is a primitive root, we know that § = o” for some r. Note that we have

det(M) = o* where k = {1 + rfy where ¢, = ¢ — (1. This gives
k=rl{+(1—7r){; modp"—1. (5.5.1)

Suppose that an attacker can efficiently compute dlog,, so can recover k. Since we
are assuming p is odd, we know that p™ — 1 is even. Therefore if r is even, we know
that k is even precisely when /¢, is even. If r odd, then r — 1 is even so we know that

k is even precisely when / is even.

Remark 5.5.2. Attack 4 is not limited to parity. Notice that in (5.5.1) if s € N is
such that s | (p" — 1) and s | 7, we know that s | k precisely when s | ¢;. Similarly,
if s € N is such that s | (p" — 1) and s | (r — 1), we know that s | k precisely when
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s | €. Note that if 5 is a primitive root, then ged(r,p™ — 1) = 1, so the first case will

not occur.

In Section 5.5.3 and Section 5.5.4 we will see two methods to prevent Attacks 1 to
4. The method in Section 5.5.3 also prevents the determinant from affecting the

distribution of hash values, which we first discuss in the next section.

5.5.2 Distribution of the determinant

We recall that the Zémor-Tillich hash function had the property that the distribution
of hash values of messages of length ¢ approached the uniform distribution as ¢ ap-
proached infinity (see Section 3.1). In our construction, we would also like the hash

values to exhibit the uniform distribution.

Suppose that «, § are primitive roots as suggested in Section 5.3.2 and that § = a”
for some r > 1 such that ged(r,p" — 1) = 1. As well, suppose that m is a bitstring of
length £. Then, as above, we know det(H (m)) = o* where k = ¢, + rf mod p" — 1
for some /1, {5 € Ny such that ¢ + ¢ = L.

We observe that for a fixed ¢, [{¢1,0s € Ny : {1 + ¢y = {}| = £+ 1. Thus, there are
only ¢ + 1 possible values of the determinants of hashes of bitstrings of fixed length
¢. We note in practice, ¢ will be much smaller than p". For example, a message of

size 1G B has ~ 233 bits, whereas in Section 5.6, we will see that we want p" ~ 2512,

Consequently, in practice we know that the hash values of messages of length ¢ cannot
be distributed uniformly among all possible determinants, as their determinants must
be among a subset of at most ¢ + 1 possible values of GLs (Fq). Further, notice that
amongst the £+ 1 possible determinants, the determinants of hash values of bitstrings

of length ¢ will not be distributed uniformly, as having ¢; = 0 is much more unlikely
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than having ¢, and ¢ balanced.

Remark 5.5.3. We note that, assuming that p is odd, and r, ¢ fixed with r» odd
and ¢ even, the relation k = r¢ + (1 —r)¢; mod p™ — 1 as in (5.5.1) implies that the
possible determinants of hash values of messages of length ¢ can only be even powers
of a. Again, more generally, if s € N such that s | (p" — 1), s | (r — 1), and s | £, the
possible determinants of hash values of messages of length ¢ can only be powers of «

divisible by s.

5.5.3 Padding

One common option in cryptography for preventing attacks based on the weaknesses
mentioned above is by padding messages with some bits to obscure the original deter-
minant of the hash value. As an example, one of the most standard forms of padding
is PKCS #5, which pads messages to be a multiple of a given block length based on
the amount of padding needed [23].

For elements of £, we propose padding our messages as follows. Namely, suppose
we wish to hash messages of length at most N. We could then pad our messages
to bitstrings of length 2/N with precisely N ones and N zeros. This would ensure
all outputs had determinant ™" thus completely eliminating the effect of the
determinant on the security and the distribution. If we choose elements of $ such
that w(A), m(B) generate all of GLy(FF,) (see Remark 5.3.9), the number of possible
hash values would be [{M € GLy(F,) : det(M) = oV} = ¢(¢*> — 1). We recall
from Section 2.2 this is the same size as SLy (Fq), and so is comparable to Zémor-
Tillich for p = 2 and the extension of Zémor-Tillich given in [1] (see Section 3.3) for

p odd.

Note that in the case a = 3, any choice of padding to a fixed length would both
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protect against the attacks in Section 5.5.1 and remove the distribution issues in

Section 5.5.2.

5.5.4 Hash functions over PGL, (]Fq)

Another way to remove the risk of the determinant leaking information is to define
our hash function over PGLs (Fq), rather than GLs (Fq). To do so, we would take
our hash function H to be the associated hash function of the equivalence classes
{[r(A)], [x(B)]} and G = PGL,(F,). We note that the work in Section 5.3.3 already

gave precise conditions for which our matrices would generate all of PGLy (Fq).

To store elements of PGLy (Fq) as bitstrings, we would first need a canonical represen-
tation of an element of PGL, (IFq). In some initial implementations (see Appendix A),

we store the matrix

1w/t
it t#0;
v/t w/t
GPGLQ(IFq) as
vow 0 1
if t=0.
| \w/v w/v

A small example of this, and a subsequent embedding into {0,1}" for a fixed N, is
done in Appendix A.

While this may seem a bit unfamiliar, Proposition 5.3.4 tells us that for any word
in W e {n(A),n(B),n(A)~!, 7(B)~'}, we can find a choice of irreducible polynomial
such that W # sI € GL, (Fq) for any s € F)¢, which is equivalent to the statement

that [W] # [I] € PGLy(F,). As well, the upcoming discussions in Section 5.6 and

Section 5.7 seem to apply in this construction, indicating that all other properties and
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notions of security for elements of § will be retained when we project to PGL, (IFq).

Further, Proposition 5.3.1 part (b) gives us a partial version of the small modifications
property when we project our matrices to elements of PGLy (Fq). For small examples

we have computationally found that the small modifications property holds.

Constructing our hash function over PGLs (Fq) would completely obscure the deter-
minant, and thus prevent Attacks 1, 2, 3, 4. However, we note this hash function still

leaks a small amount of information.

Namely, suppose «, 3 are primitive roots, such that § = o" for some r > 1 such
that ged(r,p™ — 1) = 1. Let m be a message in {0, 1}* of length ¢, and ¢; and /5 are
as before. Then we know det H(m) = af, where, as in (5.5.1), k = rf + (1 — ),

mod p"” — 1.

Again, we are assuming p is odd, so p”—1 is even. With ged(p™—1,7) = 1, this implies
that r is odd. We notice that det H(m) is a square modulo F, if and only if k is even,
which in turn holds if and only if ¢ is even. In particular, if £ is even, this means that
messages of length ¢ produce only elements of PGL, (Fq) with determinants that are

squares in [F,.

In this construction, we also do not expect a uniform distribution among messages of
fixed lengths, as our last observation demonstrates. Again, this weakness is addressed

by an appropriate padding.

5.6 Security

Here we consider which of the attacks on the Zémor-Tillich hash function discussed

in Chapter 3 could be extended to hash functions in .



5. CONSTRUCTING HASH FUNCTIONS 83

In Chapter 3 we saw that Zémor-Tillich was believed to be resistant against density
attacks, as a result of Theorem 3.1.2. In [49], Tillich and Zémor provide a sketch of
a proof of Theorem 3.1.2, which is a counting argument. Though not done here, we
believe this argument easily extends to elements of § that satisfy the conditions in
Section 5.3.3, and thus conjecture such elements of §) are also resistant to density

attacks.

The first attack on Zémor-Tillich was Charnes and Piepryzk’s short relations attack
(Section 3.2.1). This attack depended on r,(x) being such that A or B had small
order, and thus could easily extend to elements of GLs (]Fq). However, the probability
that a randomly chosen r,(z) yielded A and B with order large enough (at least
q — 1), is extremely high for Tillich and Zémor’s generators, thus this attack was not
a concern [1]. For elements in $), we saw in Section 5.3.2 that choosing det(A) and

det(B) to be primitive roots will ensure A and B have order at least ¢ — 1.

In [43], Regenscheid shows that the small order attack presented by Steinwandt
et. al. (Section 3.2.2) is also extendible to larger characteristics. The attack re-
quires 7,(x) to be decomposable, that is a composition of two nontrivial polynomials.
However, Regenscheid shows that in [Fy the probability that a randomly chosen irre-
ducible polynomial of degree n is decomposable approaches 0 as n approaches infinity
[43]. These methods extend to irreducible polynomials over F,. Further, Steinwandt
et. al. noted that the small order attack could be avoided by simply choosing n prime

[46].

In [36], Petit, Lauter, and Quisquater mention that the attack used on the Morgen-
stern hash function (Section 2.3) could possibly be used for the Zémor-Tillich hash
function and similar construction by embedding the associated Cayley graphs into
Morgenstern graphs. However, no concrete details were given and as far as we know

this has not been explored further.
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Geiselmann’s embedding attack (Section 3.2.3) could also apply for generators over
SLs(F,) for a general choice of ¢ = p". The alternative proof in [43] can be easily
extended to the case p > 2 when the generators are diagonalizable, as in the case of
elements S € &. The computation time of this attack depends on the computation
time of computing discrete logs in GLy (an) Note that the discrete log problem in
GL;y(Fyn) can be reduced to the problem of computing discrete logs in Fn)2 [28].

Computing discrete logs in [F,» when p = 2 is made faster by applying Coppersmith’s
algorithm [9], which also applies in the case that p is fixed and n approaches infinity,
and runs in subexponential time [10]. Currently for n prime Coppersmith’s algorithm
is still the fastest known algorithm for computing discrete logs in Fp., and in F,ny
when p is not close to n in size [2]. In general, computing discrete logs in F,n with
odd characteristic is considered to be more difficult [32]. Further, we recall that
Geiselmann’s algorithm produced only collisions containing long strings of ones and

zeros, which would not be useful in practice.

Assuming that Mullan’s attack in [31] is extendible to the case of GLy(F,), this would
therefore be the best known attack on the functions in $). We recall this attack had
running time O(,/q) and produced collisions of length O((log ¢)?/log(logq)) for a
general characteristic p. In Appendix A, we discuss the small-space birthday attack,
and present some early computational results. Other options for attacks on elements
of $ are an optimization of the birthday attack as in [40] or an attack such as the
meet-in-the-middle approach in [30]. Each of these are standard attacks that have no

advantage, and may be even more difficult, for our hash functions.

As each of these general attacks runs in exponential time, choosing parameters com-
parable to those in current cryptographic standards is expected to be sufficient to
provide a secure hash function. Currently, the NIST approved hash algorithms are

SHA3-224, SHA3-256, SHA3-384, SHA3-512 [13]. The number associated to these
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hash algorithms denotes their security strength in bits. For instance, SHA3-512 pro-
vides 512 bits of security against a preimage or second preimage finding algorithm,
and 256 bits of security against a collision finding algorithm. Since the fastest known
attacks have running time O(/p"), choosing p™ ~ 252 would provide equivalent

security.

5.7 Practicality

We saw in Section 5.3.1 that for A and B of reasonably small degree, the hash
functions in $) preserve the small modifications property. Further, we note that as
our construction is a Cayley hash function it is naturally parallelizable. Elements
of $H are also scalable, meaning we are able to control the size of the output. In
Section 5.6 and Section 5.3 we saw that under certain easily satisfiable conditions our
hash functions are secure against all previous efficient attacks on the Zémor-Tillich
hash function, the density attack on Zémor’s original construction in SLy (IFp), as well
as any potential weaknesses from a badly chosen determinant. Thus for appropriate
choices of parameters, our hash functions are collision, preimage and second preimage

resistant.

Another desired property of a hash function is that with increasing message lengths,
the distribution of hash values approaches the uniform distribution. Rigorously, one
might check this property using Proposition 3.1.4. In practice, proposed hash func-
tions are usually checked heuristically. In the case p = 2, one can test pseudorandom-
ness using the Dieharder suite as was done with the variant of the Zémor-Tillich hash
function proposed in [41]. As Cayley hashes produced in this way tend to distribute
this property, we hypothesize this would be the case for hash functions in $), provided

they are padded as suggested in Section 5.5.3. Further, we refer the reader to some
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initial computations in Appendix A. However, this is something we would ideally like

to argue more rigorously.

As well, we would like the hash functions in $ to be fast. Although the number of
bit operations needed per multiplication depends on the matrices A, B, we expect for
most choices this will be reasonable. Petit, Lauter and Quisquater [35] implemented
Cayley hashes and compared them to SHA-256 both in hardware (in which they ran
5 times slower) and in software (in which they ran 400 times slower), and believed
it was possible to improve these speeds, in particular by computing these functions
in parallel. Because of this, we expect that in hardware our hash functions would
be comparable in speed to current cryptographic standards. We note that the SHA

family of hash functions is not parallelizable.

The speed and distribution of elements in $ are both properties we hope to study
further in future work. We note in the literature very little is presented numerically on
these points. We present some initial implementation code using GAP in Appendix A.

In future work, we hope to extend our computational analysis of elements of §.

5.8 Future work

Let us recap our work in this chapter. Here, we proposed an abundant choice of
generators to replace those in Tillich and Zémor’s construction. To do so, we use
the novel Free Generators Theorem from Chapter 4, which provides an infinite set of
pairs A, B that generate a free group in GL, (Fp((m))) We then project polynomial
choices of such A and B, to GLy(F,), where F, = F,[z]/(r,(z)), using the projection
map 7 defined by taking the quotient by (r,(z)). The hash function is then as in
Zémor-Tillich ; given a bitstring my ... my, H(my...my) = H(my)--- H(my), where

H(0) = 7m(A) and H(1) = w(B). The set of all such hash functions was denoted by
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$. We note that in Appendix B we saw this method both had many advantages over,
and produced different matrices from, the natural extension of the degree argument

used in the Zémor-Tillich hash function.

To prevent potential weaknesses from using a determinant, two strategies were pro-
posed in Section 5.5: either padding elements of ) (Section 5.5.3), or projecting
elements of § to PGLy (Fq) (Section 5.5.4). More exploration into these ideas, in-
cluding finding an choosing an optimal padding and determining whether the small

modifications property holds in PGL, (Fq), is left to future work.

Our method also seems appropriate for several extensions, which we discuss here and

hope to explore further in subsequent work.

To start with, the methods in Chapter 4 could be nontrivially extended to finding
generators of free groups in GLy (F,((z))) or PGLy (F,((z))) for k& > 2.

There are also some more immediate extensions. As the Free Generators Theorem
produces not one, but many hash functions, we could also use the Free Generators
Theorem to produce a keyed hash function, where the choice of hash function was

pulled randomly from a subset of § satisfying our desired conditions.

The Free Generators Theorem is also easily extendible to a larger number of genera-
tors, as we state below. This provides k£ + 1 generators, allowing us to hash messages
written in base k + 1. For example, suppose that we instead wish to define a hash
function that is base 3, rather than binary. In future work, we would like to further

examine these base k£ + 1 hash functions.

Proposition 5.8.1. Let p be a prime, d € Ny and k € N. Further, let a,b,c,
ar,...,a, by,..., b, € Fp((x)) and f, f1,..., fr € Fp((2))*, such that

1. there emists a [z] € P! such that d([u],[v]) > # for each pair of [u],[v] in
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{la:d,[L:0]}U{1:al,[1:b] : 1<i<k}U{[2]}, and

2. min{|f1, |/} < s, and min{ ], 171} < ber for 1< < k.

Then the set of matrices

{A:: ab—cf a(f—1) }U{Bi:: bi — a;f; fi—1 :1§2’§kz}

cb(l1—f) abf—c aibi(1 = fi) bifi—a;

are free generators of a free group in GLo (Fp((az)))

We note that, because of Proposition 4.3.7, these conditions can be satisfied when

pllp+1)>k+2.

Proof: (Idea of proof): To see that this holds, we notice that A is precisely A from
Theorem 4.4.2, and each B; is of this form, taking a = 1, ¢ = a; and b = b;. Therefore,
we can again reduce the proof to showing nonidentity elements in (A) will map P\ P4
into P4, where P4 is as in the proof of Theorem 4.4.2. Our conditions ensure the
neighbourhoods of our eigenvectors are again disjoint, and that f is sufficiently small
or large in absolute value. Thus, Lemmas 4.6.1 and 4.6.3 will still apply, giving
A (IP’l \ N[l:b]) C Nigq and A (]P’1 \ N[a:c]) C Ny, as well as B; (IP’l \ N[LM) C Ny
and A (IP’1 \ N[La,-]) C Npu,) for each 1 <7 < k. The proof will follow identically. [

We note that the asymmetry of the generator A corresponds to the asymmetry of the
description of points in P*; we can view P! as {[1:g] : g € F,((z))} U{[0: 1]}. The
matrix A allows for the choice of [0 : 1] as an eigenvector, and thus provides a slightly

more general statement than having only elements of the form B;.

We believe another straightforward extension would be applying the ideas of the proof
of the Free Generators Theorem to produce free generators of general linear groups

over other local fields, such as Q,, by equipping it with an analogous distance.



Appendix A

Implementation

In this section we show some of the code we used to implement our hash function in

the software GAP [15].

We first set up p, n, and our finite field F,. In this code, we note a represents the
image of x when we project from F,[z] to F, under the quotient modulo (r,(z)). GAP
uses Conway polynomials to choose 7,(x), which guarantees a is both a root of r,(z)
and a primitive root of IF,. We note this implementation in GAP is only possible for

small values of n. For instance, choosing p" = 3!! is already too large.

We then define our choices of A and B by telling GAP the rows of A and B and using
the preset functions ConvertToVectorRep and ConvertToMatrixRep to tell GAP to

treat A and B as matrices over the finite field, thus speeding up computations.

We then set up the function Bin which finds the binary representation of an integer.

p:=3; n:=5;
a:= Z(p“n);

89
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vAl:=[ a, Oxal];; vA2:=[0*a, a~0];;
vBl1:=[-a"2+a~0, a~0+a~2];; vB2:=[a"0+a"2, -a"2+a"0];;

ConvertToVectorRep(vAl, p~n);; ConvertToVectorRep(vA2, p°n);;
ConvertToVectorRep(vBl, p“n);; ConvertToVectorRep(vB2, p°n);;
A:=[vAl1l, vA2];; B:=[vB1, vB2];;

ConvertToMatrixRep(A, p°n);; ConvertToMatrixRep(B, p~n);;

Bin:=function(x)
local bnry, 1lg, midx, idxl;

bnry:=[];
if x=0 then
bnry:=[0];
else

lg:=LogInt(x, 2);
if x>1g then

lg:=1g+1;
fi;
midx:=x;

for idx1 in [1..1g] do
if midx<2~(1lg-idx1) then
Append (bnry, [0]);

else

Append (bnry, [1]1);
midx:=midx-2~ (1g-idx1);
fi;

od;

fi;

return bary;

end;

For m € {0, 1}*, we recall that elements in ) (see Definition 5.2.3) give matrices in
GL, (Fq). In practice, we need to then map these matrices in GLq (Fq) to bitstrings
of a fixed length.

To do so, we first note that since a is a primitive root, matrices in GLs (Fq) will have
entries either 0 or a” for some r € {0,...,p" — 2}. Further, GAP stores elements of

5 as these powers of a. We thus store each entry a” as the binary representation of
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r and store 0 as the binary representation of p” — 1, each padded with zeros to be of

length [log,(p™)]. This process produces fixed outputs of length 4[log,(p™)].

As an example, with p = 3, n = 5, we have [log,(3°)] = 8, so our hash function
produces bitstrings of fixed length 32. Given A and B as set up in the code above,

the matrix
ql9 A7
AB = < GLQ (Fq)

Cl46 CL195

is stored as

[1‘7 ]‘7 07 07 07 ]‘7 07 0797 07 ]"07 17 ]'7 ]‘? 1}97 07 ]‘707 17 ]‘7 ]‘7 047}7 1707 07 07 07 ]'7 ];]

196 47 46 195

We have included our code to do this below. Here bitsize is [log,(3°)]. Given an
element g € F, the function WhatPow outputs p” — 1 if ¢ = 0, and for g = a" finds r.
Then, BinRep finds the binary representation of r € {0,...,p" — 1} as a bitstring of
fixed length bitsize. Lastly, MatrixBinRep takes a matrix in GLs (Fq) and outputs

it as a bitstring of length 4 x bitsize.

if p=2 then
bitsize:=LogInt(p°n,2);
else
bitsize:=LogInt(p~n,2)+1;
fi;

blength:=bitsize;

BinRep:=function(x)

local bnrp, idx, padlh, pad;
pad:=[];

bnrp:=Bin(x);
padlh:=blength-Length (bnrp) ;
for idx in [1..padlh] do
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Append(pad, [01);
od;

Append (pad, bnrp);
return pad;

end;

WhatPow:=function(x)
if x=0%*a then
return p°n-1;

else

return LogFFE(x, a);
fi;

end;

MatrixBinRep:=function(x)

local bnrep;

bnrep:=BinRep (WhatPow(x[1] [1]));

Append (bnrep, BinRep(WhatPow(x[1][2])));
Append (bnrep, BinRep(WhatPow(x[2][1])));
Append (bnrep, BinRep(WhatPow(x[2][2])));
return bnrep;

end;

We are now ready to define our hash function H.

H:= function(x)
local 1h, idx3, hsh;
1h := Length(x);

if x[1]=0 then
hsh:=A;

else

hsh:=B;

fi;

for idx3 in [2..1h] do
if x[idx3]=0 then
hsh:=hsh*A;

else

hsh:=hsh*B;

fi;
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od;
return MatrixBinRep(hsh);
end;

A.1 Small space birthday attack

One of the ways we've tested our hash function for small values of p and n is by
implementing a small space birthday attack. We summarize the idea of this attack,

as it is presented in [23], below. For more details, we direct the reader to [23].

Suppose that our hash function outputs bitstrings in of length ¢. The birthday
attack is a well-known idea; by computing the hash values of /2 random bitstrings,

we expect two of these hash values to be the same with a probability of approximately

1/2.

A significant disadvantage of the birthday attack is that one must store each of these
random bitstrings as well as their hashes. To remove the need for so much memory;,
one can use the small space birthday attack. The small space birthday attack is

expected to work in the same time as the birthday attack, but uses negligible memory.

The small space birthday attack is as follows. We begin with a random bitstring

xo of length not equal to ¢. At each step, we calculate
T = H(Q?l',l) and To; = H<H(x2(z—1)>)

and store only z;_1, x;, Ta(—1), and xy;. Notice we then have z; = Hi(:c), where H*

denotes 7 successive applications of H.

Each step, we check if x; = x5;. If it is the case that x; = x9; at some index I, we

know a collision exists, however, it is possible that x;_; = x5;_1 may also hold. Since
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7o is a bitstring of length different from x; = H!(x), we know that in particular at
some index J, we will find a point where x;,1 = x;,7:1, but x; # x;.;. We thus

compute H(z;) and H(z;y7) until we find this index J.

To understand why this works, notice that at each step when we check z; = z4;, we

are also checking x; = x4, for any 5 <.

Below, we show our code for the small space birthday attack, provided the previous
code has already been implemented. We will first need to set up a random bitstring
xo of some length not equal to ¢. In this this example we take the length of zy to be
17. We also need to initialize our source for random integers. The suggested way of
doing this on GAP is the first two lines of code below, where we pick the seed to be
some arbitrarily chosen integer, such as the time. We note this initialization only has

to be done once per session.

seed:=6;
mysource:=RandomSource (IsMersenneTwister, seed);

x0length:=17;
x0:=Random(mysource, 0,27 (x0length)-1);

blength:=x0length;
x0Obin:=BinRep (x0) ;
blength:=bitsize;

x:=x0bin; x2:=x0bin;

for i in [1..27(20)] do
x:=H(x);

x2:=H(H(x2));

if x=x2 then

xJ:=x0bin; xJplusl:=x;
for j in [1 .. i] do
xJnew:=H(xJ) ;
xJplusInew:=H(xJplusI);
if xJnew=xJpluslnew then
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Print(xJ, " "); Print(xJplusI, " ");
break;

else

xJ:=xJnew;

xJplusl:=xJplusInew;

fi;

od;

break;

fi;

od;

A.2 The decreasing size of H*(S)

When testing small examples of the small space birthday attack, one notices imme-
diately that the index [ is often a multiple of a few fixed values. We note that this is

expected, which we explain below.

Let ¢ be the length of output of H, and S C {0,1}* be the set of all possible hash
values of H. For k € N define H*(S) = {H*(m) : m € S} where H® := S. For
any element H*(m) € H*(S), we have H*(m) = H*1 (H(m)) € H*!(S), since by
definition H(m) € S. Thus

SDH(S)D H*(S)D H)S)D....

At each step, the size of H*(S) must either decrease or stay the same. Thus, at
some point we must have H*(S) = H*"!(S). This forms a bijection on H*~1(S),
that is, a permutation of the elements of H*~1(S). The orbits in this permutation
become the possible values of the divisors I, as we have that our collision is of the

form H(z;) = H(xr4+;). This idea is behind many cycle detection algorithms.

For each step that we do not have H*(S) = H*~1(S), we can also measure the size to
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which we expect our set to reduce. Namely, suppose that a hash function exhibits the
uniform distribution, and that there are N possible hash values, hq,..., hy. Further,
suppose that we have K bitstrings we are hashing. The expected number of hash
values we obtain from these K bitstrings is 3. F(d;) where §; is 1 if h; is obtained,
and 0 otherwise. For each §;, this means E/(9;) is the probability that at least one of
the K bit strings hashes to z;, which under the assumption of uniform distribution

is 1 — (¥z1)*. Thus, the expected number of hash values we obtain from these K

S (-5 ) (- () a

1

bitstrings is

A.3 Some preliminary results

We conclude this appendix with some results that were computed in GAP. In what
follows, we let p" = 33, and use the preset choice of r,(x) = 23 —x + 1 in GAP, so
that the image of x in I, is itself a primitive root. We notice that, in the case p = 3,
det(A) = f and det(B) = f for each G;(f, f) in Table 5.1. With this in mind, our
choices of generators were Gy (—x2, ), G3(x, —2?), G3(x, —2*+ ), G3(x, —2* —x); we
note that —z? = 2, —a? 42 = 2'", —2? — 2 = 2*. Since p" — 1 = 26, det(7w(A)) and
det(7(B)) are distinct primitive roots. Further, we have checked computationally
that in each of these cases (m(A),m(B)) = GLy(Fs:). This also gives that [m(A)]
and [r(B)] generate all of PGLy(F3:) (we note our examples are too small to apply

Proposition 5.3.7).

We first consider implementing the above elements of $ as hash functions over
PGL,y (Fq). To do so, we use the canonical representation given in Section 5.5.4,

which gives outputs of length ¢ = 3[log,(3%)] + 1 = 16.
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Let S' := {M € S : det(M) is a square in F,}, where as above S C {0,1}* is the
set of all possible hash values of H. Note that |S’| = |[sPGLy(F3s)| = 9828 (see
Section 5.5.4). Further, as for each of our choices det(B) is an odd power of det(A),
and our hash values are bitstrings of even length, they must themselves hash to

elements of PGLy (Fq) with determinant a square in [F, (see Section 5.5.4). Thus, we

see that H*(S) C S’ for each k > 1.

In Figure A.1, we compare the size of Hk_l(S’) for 1 < k < 25 for implementations
of our choices of G; as generators of hash functions over PGLy (ng) compared to the

expected model given uniform distribution (A.2.1).

We see that Figure A.1 shows that our small examples have close fit to the ex-
pected model under the hypothesis of uniform distribution, especially in the cases of

G3(z, —2* + ) and G3(x, —2? — ).

We note that for the four examples shown in Figure A.1, where n = 3 and 0 = 2, we
have found that the earliest collisions have at least one bitstring of length either 6 or
8, depending on G; and f, f. We note that if the the small modifications property
holds over PGLs (Fq) (see Section 5.5.4), we expect two distinct bitstrings cannot

yield a collision unless one has length at least n/J.

Next we implement the hash function in GL, (ng), but with padding, as suggested in
Section 5.5.3. We have chosen a simple padding that has the property that padded
messages will have the same number of ones and zeros, as suggested in Section 5.5.3.
Namely, we see that the output of the unpadded construction is 4[log,(3%)] = 20.
When measuring the size of H*(U), we thus are hashing bitstrings of length 20, since
we are taking elements from H*(U) C S. We can therefore pad these inputs to

bitstrings of length 40 in the following way.

Let m = my ... mgyy be a bitstring of length 20. We define the padded bitstring of m
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10000 |
|
9000
— Expected
8000
i === G1(-x"2, x)
7000 \| —  G3(x, -x"2)
£000 l G3(x, -x"2+x)
\‘\ - = G3(x, -x"2-x)
5000
4000
3000
2000
1000
0
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Figure A.1: Comparision of the size of H*1(S") for 1 < k < 25 between
Gi(—22, 1), G3(z,—2?), G3(x,—2* + x), G3(x, —2* — x), and the expected
model (A.2.1), where S’ is the set of possible hash values with square deter-
minant for each choice of generators, G = 33, and the number of possible
hash values of messages of even length is N = [JPGL,(Fss)| = 9828.

to be the bitstring my ... mggmy ... Moy where m; = 1if m; =0and m; =0if m; =1
for 1 < i < 20. For example, the bitstring 10011 00001 00011 00000 is padded to the
bitstring 10011 00001 00011 00000 01100 11110 11100 11111. We note that the hashes

of messages padded in this way all have the same determinant.

In Figure A.2 we compare the size of H*~1(U) for 1 < k < 25 for implementations
of our choices of padded G; as generators of hash functions over GL, (]F33) to the
unpadded extended Zémor-Tillich (3.3.1) (which we recall generated SLy(F33) [1])
and the expected model given uniform distribution (A.2.1) for U a subset of 10,000
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possible hash values. Note U is different in each case, as it is randomly chosen and

dependent on our choice of generators. We note from Section 5.5.3 we expect the

number of possible hash values to be N = [SLy(F3: )| = 19656.

9800

8800

7800

6800

5800

4800

3800

2800

1800

800

— Expected

=== G1(-x"2, X)

-  G3(x, -x"2)
G3(x, -x*2+x)

- = G3(x, -x"2-x)

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Figure A.2: Comparison of the the size of H*}(U) for < k < 25 be-
tween padded implementations of Gy(—x?, z), G3(z, —2?), Gs(x, —2* + x),
G3(x, —z* — z), unpadded extended Zémor-Tillich (3.3.1), and the expected
model (A.2.1), where U is a set of 10,000 possible hash values, G = F33, and

the number of possible hash values is N = |SLy (F33)| = 19656.

Figure A.2 shows that with padding, our small examples closely resemble the expected

model under the hypothesis of uniform distribution, and again have an especially

close fit for Gs(x, —2% + x) and Gs(z, —2* — ). In particular, Figure A.2 supports

our hypothesis from Section 5.7 that the padded hash values of elements of $ will

follow the uniform distribution.



Appendix B

Generating a free monoid

Another natural way of finding alternative generators of the Zémor-Tillich hash func-
tion that satisfy the small modifications property is to extend Tillich and Zémor’s

degree argument in Lemma 3.1.3. In this section, we present such an extension.

Lemma B.0.1. Suppose

A— fa fb B— 9o v (BOl)

fe fa g Gar

are matrices in MQXQ(]FP[:U]) such that f;, g; are a monic polynomials in F,(z) of

degree i, and a,b,c,d, V', ,d € Ny such that a =ad’, a > b,c>d, anda > b, > d'.

Let V =y - v for k > 2 where each v; € {A, B}. Then V' is of the the form

ta ta(k—
VvV = b (=)t ifvi =A and vy = A

La(k—1)+c  la(k—2)+btc

[ ta(k— /
vV = F (k=1)+ ifvy=Aandv, =B

ta(k—l)—l—c 2fa(k—Q)-‘,—b’—l—c

100
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ta ta —
V = g (k=10 ifvi =B and vy = A
ta(k—l)—l—c’ ta(k—2)+b+c’
ta Ta(k—1)+b'
V = , (k=140 ifvy =B and vy = B

ta(k— 1)+ ta(k—2)+b’+c’

where t; denotes some monic polynomial in Fylx] of degree i.

We note that certain sets of these strict inequalities can be relaxed. As an example,
we could use a > ¢, , and b > d,d’. As another example, one could allow for instance
a>bandb>d,a>b and b >d,c>dand a>c,or ¢ >d and a > . We leave

the details of this, as it is not crucial.

Further, for A, B as in Lemma B.0.1, an identical argument shows that Corollary B.0.1

holds if instead d = d and d > ¢,b > a, d > /,b' > a’. Such a result could also be

seen by conjugating A and B by
10

Proof: = We proceed by induction on k. For k& = 2 we see by direct calculation that

2
a + c a + aYa + c ayb’ + 4
AA— I fof fafo + fofa AB — fag foge fagp fv9a
fefa + fafe fefo + fafa feGa + fage  fegw + faga
oo+ avfe ufs+ gy 2+ gy ge WOy + Gy Gar
BA Gafa+ 9o fe  Gafo+ gy fa pp_ | Gatove GaGy + Gv 9a
9o fa+ gafe gofo+ gafa gega~+ gaoge 9o Gy + gar gar

Considering the relations a > b,¢ > d, and a > V', ¢ > d’ we have our result.

Consider V' = vy - - - v 1. Since the proof is identical, we suppose vy 1 = A. Then by
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our inductive hypothesis

tak ta(k—l)-‘,—b
UQ.. . .Uk+]_ —

la(k—1)+1  la(k—2)+b+i
where [ is either c or .

We see that if v; = A then

VA Lak tag—1)+b | [ Jatak + Sota—1)41  Jatag—1)+b + Sfola(—2)+b+

La(k—1)+1  La(k—2)+b+i Jetak + fatae—1)+1  Sfetag—1)+o + fatak—2)+b+

whereas if v; = B then

VeB Lak tatk-1)+6 | [ Gatak T Gyla(k—1)+1  Jala(k—1)+b + Go'ta(k—2)+b+i

La(k—1)+1  La(k—2)+bri 9ertak + Jatak—1)+1 etak—1)+o T gartak—2)+b+1

Again, considering the relations a > b > ¢ > d, and a > b > ¢ > d' we have our
result. O
From this we obtain the following corollary.

Corollary B.0.2. Let A, B be as in Lemma B.0.1, such that A, B € GLy(F,((z))).
Suppose either b £ b0 orc#d, andV =v1---v, and W = wy - --w, € ngg(lﬁ'p[x]),
where v;, w; € {A,B}. We then have that V.= W if and only if r = s and v; = w;

for1 <i<r.

Proof: Suppose V = W. Without loss of generality suppose b # b'.

From Lemma B.0.1 we know the (1,1)—entry of V' is of degree ra and the (1, 1)—entry
of W is of degree sa. Since V' = W this implies that r = s.

Now from Lemma B.0.1 we know the (1, 2)-entry of V' (resp. W) is of degree a(k—1)+b
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if v, = A (resp. w, = A) and a(k—1) +V if v, = B (resp. w, = B). Since b # ' this

implies that v, = w,.

Thus we have that vy...v,_; = w;...w,_1, and repeating the argument above shows

that v; = w; for 1 <3 <r —1. O]

Note that Corollary B.0.2 implies in particular that A and B as in Lemma B.0.1 gen-
erate a free monoid in My (F,[z]). With Proposition 5.3.1, part (a), Corollary B.0.2

thus gives the following result.

Corollary B.0.3. Let p be a prime, r,(x) be an irreducible polynomial over F,, and
A, B be as in Lemma B.0.1 such that A, B € GLy (Fp((x))) Suppose that H is
the associated hash function of (A, B) and r,(x) as in Definition 5.2.5 and m, m/
are distinct bitstrings in {0,1}* of lengths r and s, such that ar, as < n. Then
H(m) # H(m/).

One can check that Corollary B.0.3 applies to Tillich and Zémor’s original choice of
generators, as well as the alternative choices proposed at the end of Section 3.2.5. As
well, for the case p = 2 we note this method provides generators of lower degree than

we were able to obtain in Section 5.1.

However, our method of choosing generators using the Free Generators Theorem,
Theorem 4.4.2, is still preferable in many ways. For example, in Section 5.3 we
found precise conditions on our parameters for generating a large enough set of hash
values, and saw that the freeness allows for us to prevent against attacks using short
relations. Our theorem further allows more freedom in the choice of generators, which
we believe would make the corresponding hash function less susceptible to attacks,
such as the palindrome attack, which are dependent on the structure of the generators

themselves.
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Moreover, the Free Generators Theorem provides many choices of generators that
could not be produced using the degree argument, such as G1(f, f), . Gelf, f) for
any choice of A, B.
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