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Abstract 

We describe a generalization of the NTRU cryptosystem over rings other than Z 

after giving a survey of some of the most famous lattice-based cryptosystems, namely, 

Ajtai-Dwork, GGH and NTRU. Our generalization, which follows the idea of CTRU 

and NTRU over Gaussian integers, implies one may extend the NTRU encryption 

scheme over integral domains up to some constraints. We give details for realizing 

such extensions over Euclidean domains and denote by ETRU the corresponding class 

of cryptosystems. 

n 



Acknowledgements 

I would like to gratefully acknowledge all of the people who assisted me with this 

thesis. I am sincerely thankful for the invaluable support offered by my supervisors, 

Dr. Monica Nevins and Dr. Ali Miri. Their patience in offering advice and guiding 

me for performing this study is highly appreciated. Thanks to all my friends for their 

assistance and friendship, in particular, thanks to Younes Nouri, Maryam Haghighi, 

Aziz Khanchi, Masoud Nasari, Abelkarim El-Basraoui, Ratnadha Kolhatkar, Terme 

Kousha, Andrea Burgess, Shonda Gosselin and all my friends at the Department of 

Mathematics and Statistics. 

in 



Dedication 

Dedicated to my family, as no word would be able to express my gratefulness. 

IV 



Contents 

Abstract ii 

Acknowledgements iii 

Ded ica t ion iv 

1 Introduct ion 1 

2 Background and Prel iminaries 5 

2.1 Notation 5 

2.2 Public Key Cryptosystems 9 

2.3 Lattices 11 

2.4 Computational Problems in Lattices 18 

2.4.1 Shortest Vector Problem 18 

2.4.2 Closest Vector Problem 26 

3 T h e Ajta i -Dwork C r y p t o s y s t e m 30 

3.1 The Hidden Hyperplane Problem 31 

3.2 First and Second Cryptosystems 33 

3.2.1 On The Security of The First Cryptosystem 34 

3.2.2 Key Generation 36 

3.2.3 Encryption and Decryption 36 

3.3 The Third Cryptosystem 37 

3.3.1 Key Generation 38 

v 



3.3.2 Encryption and Decryption 38 

3.4 Summary 40 

4 The GGH Cryptosystem 41 

4.1 Definitions 41 

4.2 GGH One way Trapdoor Function 43 

4.2.1 Generate Algorithm 43 

4.2.2 Sample and Evaluate Algorithms 47 

4.2.3 Invert Algorithm 47 

4.2.4 Security of the GGH One-way Trapdoor Function 51 

4.3 GGH Encryption Scheme 53 

4.3.1 Key Generation 53 

4.3.2 Encryption and Decryption 54 

4.3.3 A Successful Attack Against GGH 54 

4.4 Summary 55 

5 The NTRU Cryptosystem 57 

5.1 Introduction 57 

5.2 Notations and Definitions 58 

5.3 NTRU One-way Trapdoor Function 61 

5.3.1 Generate Algorithm 62 

5.3.2 Sample and Evaluate Algorithm 63 

5.3.3 Invert Algorithm 63 

5.4 Security of NTRU One-way Trapdoor Function 67 

5.4.1 Brute Force Attack 69 

5.4.2 Lattice Attack 69 

5.5 NTRU Encryption Scheme 73 

5.5.1 Key Generation 73 

5.5.2 Encryption and Decryption 74 

5.5.3 Encryption from a Lattice Point of View 74 

5.5.4 Review of Attacks on NTRU 75 

5.6 Summary 76 

VI 



6 NTRU-Like Cryptosystems 78 

6.1 Prior Works 78 

6.2 NTRU over an Arbitrary Integral Domain 80 

6.2.1 Encryption-Decryption System 80 

6.2.2 Inverting a Unit Element of Rq 81 

6.2.3 Decryption Criteria 84 

6.3 CTRU Cryptosystem 89 

6.3.1 Notation 89 

6.3.2 CTRU Encryption Algorithm 91 

6.3.3 Security of CTRU 93 

7 NTRU Over Euclidean Domains: ETRU 98 

7.1 ETRU over Z[\^2] 98 

7.1.1 Z[v^2] is an Euclidean Domain 99 

7.1.2 Inverting a Polynomial in Z [ ^ 2 ] 104 

7.1.3 Decryption Criteria over Z[\/^2] 105 

7.1.4 Probability Argument 106 

7.2 ETRU over Eisenstein Integers I l l 

7.2.1 Z[£3] is a Euclidean Domain I l l 

7.2.2 A Euclidean Algorithm for Z[C3] 114 

7.3 Generalization to the Ring of Integers of a Cyclotomic Field 118 

7.3.1 Ring of Integers of Q[C5] 118 

7.3.2 Z[C5] is norm-Euclidean 124 

7.3.3 Euclidean Algorithm for Z[C5] 127 

8 Comparison and Conclusions 129 

8.1 Comparison of Lattice-based Cryptosystems 129 

8.1.1 Ciphertext and Plaintext 129 

8.1.2 Encryption-Decryption 130 

8.2 Conclusions About Extensions of NTRU 133 

8.3 Future Work 135 

vn 



A Ring Theory 136 

Bibliography 145 

vin 



Chapter 1 

Introduction 

Lattices have been the subject of studies since the 18th century. They have been 

mostly used as an algorithmic tool to solve a variety of problems in mathematics and 

computer science. They were widely used in cryptanalysis (e.g., [26]). Recently the 

capability of lattices in the construction of cryptographic systems has been demon­

strated in several works. These cryptosystems are based on lattice problems which 

are known to be hard including the Shortest Vector Problem (SVP) and the Closest 

Vector Problem (CVP). 

In a short period of time starting in 1996, several public key cryptosystems were 

presented. Some of them are largely theoretical (that is, impractical) but have prov­

able security while others, which are efficient in terms of implementation and have 

been proposed as an alternative to other known public key cryptosystems, do not 

enjoy a rigorous proof of security. In all cases, the resulting cryptosystems are 'im­

perfect', in the sense that there is a small probability of error in decryption. 

In this thesis, our first goal is to analyze and compare three of the main lattice-

based cryptosystems: Ajtai-Dwork, GGH and NTRU. 

In 1996, Ajtai [1] presented the first lattice-based cryptographic construction by 

introducing a family of trapdoor functions based on SVP. In 1997, Ajtai and Dwork [2] 

followed up on this by constructing a public key cryptosystem whose security is based 

on the worst-case hardness of a special case of SVP, known as unique-SVP. While 

this cryptosystem is provably secure, it is not practical from the point of view of 

1 



CHAPTER 1. INTRODUCTION 2 

implementation due to the size of the public key [40]. 

At almost the same time, Goldreich, Goldwasser and Halevi (GGH) presented 

their work on public key cryptosystems based on lattice reduction problems [18]. 

GGH was also shown to be impractical shortly after it was proposed for the same 

reason as Ajtai-Dwork [38]. However, it demonstrates a clear method of using lattices 

to built a one-way trapdoor function. 

In 1998, the only efficient lattice-based cryptosystem known so far was introduced 

by Hoffstein, Pipher and Silverman called NTRU [19]. NTRU, which was originally 

presented as a cryptosystem over polynomials with coefficients in Z, reveals the con­

nection to the lattices via its particular decryption scheme. 

All of the lattice based cryptosystems developed so far are imperfect in the sense 

that there is a small probability of decryption failure. The possibility of decryption 

failure in NTRU has been a concern from the security point of view [22]. Since it 

was proposed, several attacks have been developed against NTRU [11, 23, 13, 33, 43]. 

Among those, the last three take advantage of the weakness of NTRU due to the 

decryption failure. On the other hand, the designers of the cryptosystem have been 

improving it to render NTRU immune from these attacks [42]. 

The success of NTRU as an efficient and practical cryptosystem has spawned 

several additional works. In 2002, an analogue of NTRU proposed in [14] called CTRU 

in which the base ring of NTRU, Z, was replaced by a polynomial ring. Although 

this cryptosystem was broken soon after it was proposed [25], it suggested the idea 

of generalizing NTRU over other rings. This idea was followed in [25] where another 

analogue of NTRU was suggested in which Z is replaced by Gaussian integers. 

The second goal of this thesis is to investigate the question of which rings are 

suitable for use in NTRU-like cryptosystems. We go on to develop NTRU over several 

rings and investigate them via their lattice-like properties. 

Besides the three mentioned cryptosystems, there have been other works on the 

subject. Of particular interest, for example, are the papers by Regev [44, 45]. The 

former's security, like [2], is based on the hardness of unique-SVP and also is not too 

efficient. The security of [45] is based on the worst-case quantum hardness of the 

SVP. 
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The recent interest in lattices and their applications in cryptography is due to 

several reasons. First of all, there are not many alternatives to traditional cryptosys-

tems, such as RSA and ECC, which are based on the hardness of factoring a composite 

number or the discrete logarithm problem (DLP). Thus should an efficient algorithm 

for these problems be discovered, or (given that an efficient quantum algorithm for 

the mentioned problems already exists) a sufficiently powerful quantum computer be 

built, then these cryptosystems and all applications based on them would collapse. 

Secondly, computations in lattice-based cryptosystems are easy, which is promising 

from the implementation point of view. 

In this thesis, we first give a survey of the most famous lattice based cryptosystems 

mentioned above, that is, Ajtai-Dwork, GGH and NTRU. Then, inspired by [14, 

25], we investigate the necessary conditions for a ring to sit in place of the ring of 

integers in NTRU. We describe CTRU as an example to illustrate and motivate our 

generalization. Furthermore, we investigate the possibility of replacing Z in NTRU 

byZ[v^2],Z[C3]andZ[C5]. 

In the survey part of the thesis, we have omitted several of the proofs of main 

results, referring the readers instead to the original sources. On the other hand, we 

have proven some details which were not included in the literature where we thought 

these would aid in the reader's understanding. However, in the second part of the 

thesis, we justify all of our steps to make it more useful as a source for the further 

work in generalization of NTRU. 

The organization of the thesis is as follows. In Chapter 2 we set our notation and 

present the necessary background in complexity theory and public key cryptography. 

We then go on to present lattices and to describe the hard computational problems 

in lattices. Chapters 3, 4 and 5 are devoted to describing the Ajtai-Dwork, GGH 

and NTRU cryptosystems respectively with particular emphasis on drawing out their 

similarities and differences. In particular, in Chapter 5, we rephrase NTRU in the 

framework of trapdoor functions to better reveal its similarities with GGH. We also 

add the proofs of many intermediate results. We go on to interpret their polynomial-

based algorithm in terms of lattices to show its lattice-based structure. 

In Chapter 6 we begin our generalization of NTRU to other rings. In Section 6.1 
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we determine some sufficient conditions for a ring to serve as an NTRU base ring. We 

illustrate this by describing CTRU in Section 6.2, following [14]. In Chapter 7, we 

apply our analysis from Chapter 6 to develop NTRU over three Euclidean domains: 
rL\\f—2], Z[£3] and Z[£s], with a view towards the general case. In the last chapter, 

we present a comparison of the cryptosystems given in Chapters 3, 4 and 5 as well 

as a conclusion about the NTRU extensions discussed in Chapter 6 and 7. Moreover, 

we suggest several avenues of future work on this topic. 



Chapter 2 

Background and Preliminaries 

In this chapter, we briefly explain public key cryptography after setting our no­

tation. Moreover, we provide the background needed on lattices and introduce their 

basic properties. Finally, we present hard lattice problems that are the basis for 

several cryptosystems. The material of this chapter is mainly taken from [36, 41]. 

Except for Section 2.4, the proofs which are included here are my own. 

2.1 Notat ion 

In this section, we are setting our notational conventions as well as giving some basic 

definitions for the concepts used later on. We denote vectors by small bold letters and 

matrices by capital bold letters. We denote the vector of all l's by 1, identity matrix 

by I and the matrix of all l's by J. By x • y we mean the dot product of two vectors x 

and y, and ||x|| = y'x • x denotes the norm of x. By |_£] we mean the closest integer 

to the real number x, and |a;| denotes the absolute value of x. We denote the set of 

all n x n matrices with integer entries by M(Z, n). By B(0, r) we mean the set: 

{ x € R n , | | x | | < r } , 

that is, the n-dimensional open ball of radius r centered at the origin. 

5 



CHAPTER 2. BACKGROUND AND PRELIMINARIES 6 

Definit ion 2 .1 .1 . Let p > 1 be a real number. The £p norm of the vector x = 

(xi,..., xn) is defined by 
/ n \ VP 

| |x |i = V l r l " 

The infinity norm l^ is defined by 

Hxlloo = max{ |a ; i | , . . . , \xn\\. 

We write ||x|| = ||x||2 unless otherwise stated. 

Definit ion 2.1.2. For any sequence of m-dimensional vectors b i , . . . , b n the corre­

sponding Gram-Schmidt orthogonalized vectors b^, • • • , b* are defined by 

K = bx 

b* — bi - ^2 fcjty f°r * > ! 
i= i 

where 

^ " b j - b j -

C o m p l e x i t y Theory 

The following are some basic concepts in complexity theory [32]. All definitions are 

given under the assumption of having a well-defined algorithm, that is, an algorithm 

that produces an output for a given input. Analyzing an algorithm means determining 

the amount of time and storage required to execute that algorithm. 

The size of the input usually means the number of bits required to code the input 

of an algorithm. However, depending on the algorithm, one might use other units to 

express the input size. 

It is important to use the same notion for size while comparing two or more 

algorithms. For example if two algorithm are being compared whose both input is 

a n x n matrix, the size of input and be expressed by the number of entries in the 

matrix. 
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Definition 2.1.3. Given an input, the number of steps an algorithm takes before 

producing the output is called the running time of the algorithm. 

The notion of 'step' may vary from one algorithm to another. But it is crucial to 

use the same notion while comparing two or more algorithms. Since the exact running 

time of an algorithm depends on several factors, is not easy to calculate. Therefore, 

one studies the behavior of the running time as the input size goes to infinity. This 

is called the asymptotic running time analysis. 

Definition 2.1.4. Suppose / and g are functions from N to R+ . We say, f(n) = 

0(g(n)) if there exist a positive constant c and positive integer n0 such that 

0 < f(ri) < cg(n) for all n > n0 

The notation of O is used to describe the asymptotic running time of an algorithm. 

Definition 2.1.5. The worst-case (average-case) running time of an algorithm is the 

maximum (average) number of steps taken on any instance of input of size n. This 

is expressed as a function of n. 

Definition 2.1.6. If the running time of an algorithm A is bounded by a polynomial 

in its input size n, that is, its worst case running time is 0{nk) for some constant k, 

we say A is a polynomial-time algorithm. 

Definition 2.1.7. The problems whose answers are YES or NO are called decision 

problems. 

Example 2.1.8 (The Composite Problem). Given a positive integer n, the problem of 

deciding whether n is composite is a decision problem. 

Definition 2.1.9. The complexity class P is the set of all decision problems that are 

solvable by a polynomial time algorithm. 

Definition 2.1.10. The complexity class NP is the set of all decision problems for 

which, given a piece of information called a certificate, a YES answer can be verified 

by a polynomial time algorithm. 
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Example 2.1.11 (Hamilton-Cycle Problem). Given a graph G, the problem of deciding 

whether G contains a Hamilton cycle, that is, a cycle going from one vertex of G, 

through all the other vertices of G exactly once, is in NP. That is because, a list of 

vertices that make the cycle can serve as a certificate which allows verification of yes 

answer in polynomial time. 

Obviously, P C NP while it is an outstanding open problem whether P equals 

NP [28]. 

Definition 2.1.12. A decision problem L is said to be NP-complete if L € NP and 

every other problem in NP can be reduced to L via a polynomial time algorithm. 

AP-complete problems are the hardest problems in NP because the existence 

of a polynomial time algorithm to solve them implies the existence of a polynomial 

algorithm to solve all problems in NP, which in turn implies NP = P. 

More generally, a problem L which is not necessarily a decision problem is called 

NP-hard if there exists some NP-complete problem that reduces polynomially to L. 

Therefore, iVP-complete problems are also iVP-hard. 

Definition 2.1.13. An algorithm that follows the same sequence of steps every time 

it is run on a fixed input is called a deterministic algorithm. On the contrary, an 

algorithm may take random decisions which lead to having different sequences of 

steps when run over the same input more than once. Such an algorithm is called a 

randomized or probabilistic algorithm. 

We say a problem is NP-complete under deterministic (randomized) reduction, 

if the polynomial time reduction algorithm in definition 2.1.12 is deterministic (ran­

domized). 

Definition 2.1.14. By computationally easy problems we mean those problems which 

lie in P. On the contrary, computationally infeasible problems ideally lie in NP. 

However, there are some problems to which we refer as computationally infeasible 

without having the proof of AP-hardness. 



CHAPTER 2. BACKGROUND AND PRELIMINARIES 9 

An example of such problems is the factoring problem. In such cases, the fact 

that there is no known polynomial time algorithm allows us to use the term compu­

tationally infeasible. We may also simply use the term difficult or hard for the same 

concept. 

2.2 Public Key Cryptosystems 

A cryptosystem consists of an injective transformation / from a finite set V of plain­

text messages to a finite set C of ciphertext messages. In a cryptosystem, the keys 

are the pieces of information which allow one to encrypt or decrypt the message. The 

cryptosystems are divided into two categories of symmetrical or private key cryp­

tosystems and public key cryptosystems. In the former, the transformation / and its 

inverse are both computable by knowing one piece of information called the sym­

metrical key. That is, the person who is able to encrypt a message to a ciphertext by 

knowing the key is also able to decrypt the ciphertext. That requires sharing the key 

between two ends of the communication channel. However, in the latter, the function 

/ is chosen having a special property that allows communication without having to 

share a common key. We will shortly explain that property. 

Definition 2.2.1. A function g from a set A to a set B is called a one-way func­

tion if g (x) is easy to compute for all x € A but for almost all y € lvag(g) it is 

computationally infeasible to find an element x & g~l{y)-

Definition 2.2.2. A one-way trapdoor function is a one-way function g : A \-+ B 

such that given some extra information t, called trapdoor information, there exist a 

computationally easy function $ such that $(t,g,y) € g~1(y)-

In public key cryptosystems, the transformation / is based on a one-way trapdoor 

function which can be computed in polynomial time. The information needed to 

compute f(x) is called the public key KE which as it is apparent from its name is 

public and is used to encrypt the message. That is, knowing KE, the encryption is 

done in polynomial time. However, the trapdoor information, which is often called 

the private key, is private and is used to decrypt the message. 
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Trapdoor functions are based on hard mathematical problems. Note that since 

we are measuring the hardness asymptotically, the running time of a hard problem 

which has a known or expected exponential time algorithm might not be that long 

for small input sizes. That is why for actual implementations the bigger the input 

size is the more secure the system would be. The security parameter is a parameter 

that determines the input size of the trapdoor function. For explaining a one-way 

trapdoor function explicitly, one needs to give the four following polynomial time 

(possibly probabilistic) algorithms: Generate, Sample, Evaluate and Invert [18]. 

• Generate: This algorithm takes the security parameter as input and outputs 

(f,t), where / is a one-way trapdoor function with its associated domain Df 

and range Rf, and t is the trapdoor information. 

• Sample: This algorithm takes / and outputs x € Df. 

• Evaluate: This algorithm takes / and x and returns f(x). 

• Invert: This algorithm takes / , t and y e Rf, and returns x € Df such that 

f(x) = y. 

In addition, Evaluate is a polynomial time algorithm, and for any probabilistic poly­

nomial time algorithm A, the probability that A succeeds in inverting / without 

knowing the trapdoor information t in negligible. Note that this is why we said / 

is one-way trapdoor in the Generate step. In some cases, for example NTRU, as we 

will see further in this thesis, there is a failure probability for the Invert algorithm. 

The cryptosystems based on such trapdoor functions are regarded as imperfect cryp-

tosystems. 

The main advantage of public key cryptosystems to private key cryptosystems is 

the fact that in public key cryptosystems two parties do not need to share a key, so 

there is no need to have a secure channel (which is the case for private key cryptosys­

tems). On the other hand, unfortunately, public key cryptosystems are relatively 

slow in comparison with symmetrical cryptosystems. That is the reason they have 

been used as a key exchange method for symmetrical cryptosystems. There are more 
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recent public key cryptosystems based on lattice problems. Among those, NTRU is 

the one with a promising speed. 

2.3 Lattices 

In this section, we follow the presentation of lattices given in [36]. Except as is noted, 

the proofs included here are my own. 

Definition 2.3.1. A lattice in M.m is a set 

£ ( b i , . . . , bn) = < Y2 x*hi '• Xi e Z f (1) 
i = i 

of all integer combinations of n linearly independent vectors b i , . . . , b n in Rm(m > n). 

The integers n and m are respectively called the rank and dimension of the lattice. 

A lattice is called full rank if n = m. A lattice basis can be represented by a n x m 

matrix B having basis vectors as its rows, 

b j 

We refer to B as a generator matrix of C. So (1) can be written as 

£(B) = { x B , x e Z " } . (2) 

Note that the same lattice may have many different bases. The vector space generated 

by the rows of B is denoted by 

span(B) = { x B , x € R n } . 

While any set of n linearly independent vectors in £(B) is a basis of span(B), it is 

not necessarily a basis for £(B). 

We say that B and B' are equivalent if £(B) = £(B'). The following proposition 

gives a condition for equivalency of two generator matrices. 
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Definition 2.3.2. A unimodular matrix is a square integer matrix with determinant 

±1. 

Proposition 2.3.3. Two n x m generator matrices B and B are equivalent if and 

only if there exists a unimodular matrix UG M(Z, n) such that B' = UB. 

Proof. Suppose B and B' are equivalent. Both matrices generate the same lattice, so 

the rows of B (B') are integer linear combinations of the rows of B ' (B). Thus, there 

exist U and V in M(Z, n) such that B = U B ' and B' = VB. From this we get 

UV = I (3) 

det(UV) = det(I) 

det(U) det(V) = 1 

So, U = V""1 and since they are both integer matrices so is their determinants. 

Thus, (3) implies that they are unimodular. Conversely, suppose that a n x n uni­

modular matrix U exists such that B ' = UB. That means rows of B ' are integer 

linear combinations of rows of B, so JC(B') C £(B). Multiplying the both sides by 

V := U _ 1 , which is guaranteed to be integer matrix by unimodularity of U, we get 

B = VB' . That means rows of B are integer linear combinations of rows of B', so 

£(B) C £(B'). Hence £(B) = £(B'). • 

Example 2.3.4. Let 

It is easy to see that the rows of both matrices are linearly independent. So 

span(Bi) = span(B2). And the matrix U = I satisfies UBi = B2 . But 

since U is not unimodular, these two matrices generate different lattices. In fact, 

£(B2) is a sublattice of £(Bi) (i.e., £(B2) C C(Bi)). 

One could define the set £ ( b i , . . . ,b„) without the assumption that the vectors 

b i , . . . , b„ are linearly independent. One might ask if such an arbitrary set of vectors 

makes a lattice. By basic linear algebra, such a thing happens in the case of vector 
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spaces. That is, given an arbitrary set of vectors, there is always a (possibly smaller) 

set of linearly independent vectors which spans the same vector space. However, this 

is not generally true for lattices, as the following example shows. 

Example 2.3.5. Let 1 and \/2 be two linearly dependent vectors in R. The 'lattice' 

generated by them is C = {x\ + x2V^ : Xi E Z,i — 1,2}. We claim there is no b G R 

such that C = C{b). For any b G R we have 

C(b) = {xb,xeZ}. 

It cannot contain the elements 1 and s/2 because the quotient of any two non-zero 

elements in C(b) is rational but ^ is not rational. This shows that 

{xi + x2\/2, Xi G Z, i = 1, 2} 

is not a lattice in R. 

Definition 2.3.6. Suppose B is a matrix formed by n linearly independent row 

vectors. The half open parallelepiped is defined to be 

V{B) = {xB, 0 < Xi < IVi} (4) 

Lemma 2.3.7. Let B be a matrix formed by n linearly independent row vectors, then 

V(B)nC(B) = {0}. 

Proof. Suppose there exists a nonzero vector x of £(B) in "P(B). Since x € £(B), it 

can be written as 

x = ^Zibi, 
i 

where the z^s are integers. On the other hand, since x G 'P(B) it can be written as 

x = y^a»bi, 
i 

where 0 < a* < 1. But since these linear combinations both represent a vector 

in the vector space R™ and the bj's form a basis for R™, it contradicts the unique 

representation of an element in R™ with respect to a basis. D 
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Definition 2.3.8. The length I of a lattice basis {b i , . . . ,bn} is defined to be the 

length of the longest basis vector. That is 

I = max | |bj | | . 
i 

Definition 2.3.9. The determinant of a lattice is defined to be 

det (£(B)) = ^ d e t (BTB) (5) 

If the lattice has full rank, the determinant will be the absolute value of det(B), 

since 

det(£(B)) = y ^ e t (BTB) 

= ^/det(B r) det(B) 

= Vdet(B)2 

= |det(B)|. 

The determinant of a full rank lattice generated by B can be thus defined alternatively 

as the n-dimensional volume of "P(B). This volume can be computed by constructing 

the Gram-Schmidt orthogonalized basis and computing the product of their norm. It 

can be shown that these two definitions are equivalent. See [36, Section 1.1] for more 

details. 

Proposition 2.3.10. If B and B are equivalent, then det£(U) = detC{B). 

Proof. By Proposition 2.3.3 there exist a U € M(Z,n) with |det(U)| = 1 such that 

B = UB' . We have 

det(£(B')) - ^/det(B'B'T) 

- y /det(UB'B'TUT) 

= ^/det(UB')(UB ,)T 

= Y /det(BBT) 

- det(£(B)). 

• 
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Definition 2.3.11. Let C be an n-dimensional lattice. The dual of £, denoted by 

£*, is defined as 

£ ' = { x e R " | x • y G Z for all y € £ } . 

Lemma 2.3.12. If C has the generator matrix B, then C* — C{(B~l)T). 

Proof. If C has the generator matrix B, the dual lattice of C is generated by B* where 

the ith row b* of B* satisfies 

1 if i = j 

Since the columns of B _ 1 satisfy the condition above, B* = (B - 1 ) T . • 

Definition 2.3.13. Let £ be a n-dimensional lattice. The successive minima asso­

ciated to C are constants Ai , . . . , An defined by 

Xi(C) = inf {r : dim(span(£(B) n B(0, r))) > i} (6) 

In other words, Aj is the radius of the smallest sphere centered in the origin containing 

i linearly independent lattice vectors. 

Now we will show that any lattice contains a nonzero vector of minimal length. 

In fact one can prove that in a given lattice of dimension n, there exist n linearly 

independent lattice vectors achieving the successive minima length [36]. By definition, 

Ai is the radius of the smallest sphere containing a nonzero lattice vector. That means 

if the lattice contains a vector of length Ai, that vector is a shortest nonzero vector 

in the lattice. Since the basis vectors of a lattice are linearly independent, assuming 

that they are ordered in norm we have 

max.(|| b,- ||) > A, (7) 
j=i,...,t 

Remark 2.3.14. Note that the definition of successive minima depends on the norm 

we are using. Different norms give us different values of Aj's. Throughout the text, we 

will refer to the successive minima with respect to Euclidian norm unless otherwise 

is stated. 
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We will use the following theorem, which is stated without proof, later on to 

describe the LLL algorithm. The proof can be found in [36, Theorem 1.1]. 

Theorem 2.3.15. Let B and B* be a basis and its corresponding Gram-Schmidt 

orthogonalization for the lattice C respectively. Then the first minimum of the lattice 

satisfies 

Ai > mirij || b* ||> 0. 

Proposition 2.3.16. Let C(B) be a n-dimensional lattice. There exists a w G C{B) 

such that || w \\= Ai. 

Proof. By Lemma 2.3.7, 'P(B) only contains the zero lattice point. Note that since 

the matrix of multiplication a row of B by —1 is unimodular, by replacing each b; by 

its negative we still get a basis for the same lattice whose parallelepiped only contains 

the lattice point zero. Consider an open ball U centered at the origin in the union 

of these parallelepipeds. This U intersects the lattice only in origin. Therefore, the 

lattice is discrete. Hence any closed ball contains only finitely many lattice points. 

That guarantees the existence of an element with minimum norm which is \\. 

D 

We will shortly see that the product of any number of successive minima, in par­

ticular Ai, can be upper bounded by Minkowski's theorem also known as the convex 

body theorem. The bound is based on the following so-called Blichfeld theorem. See 

[36, Theorem 1.3] for the proofs. 

Theorem 2.3.17. Let C{B) be a lattice and S be a set such that S C span(B). If 

S has volume vol(S) > det C(B), then there exist two distinct point Zi, 2% G S such 

that Zi — Z2 G £{B). 

Definition 2.3.18. A set S G Kn is convex if all points on the straight line between 

two points of the set also belong to the set. That is, 

x, y e S =>• tx + (1 - t)y E S 

for all 0 < t < 1. 
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Theorem 2.3.19. (Convex Body Theorem) For any lattice C of rank n and any 

convex set S C span(C) symmetric about the origin, if vol(S) > 2™det(£), then S 

contains a nonzero lattice point v 6 S D C\ {0}. 

Now let S be B(0, y/n det(£)l/n)r\span(£). Notice that S contains an n-dimensional 

hypercube with edge of length 2det(£)1/n so the volume of S is strictly greater than 

2™ det(£). Applying the Convex Body Theorem, there exists a non-zero lattice vector 

in S. Since that vector lies in the ball B(0, y /ndet(£)1/"), it is strictly smaller than 

V/ndet(£)1/'Tl. That gives us an upper bound for Ai: 

Ai < Vndet(£)1 / n . (8) 

The upper bound for the product of any number of successive minima is given by 

Minkowski's second theorem. 

Theorem 2.3.20. (Minkowski's Second Theorem) For any rank n lattice C(B), the 

successive minima Ai, A2 , . . . , A„ satisfy 

/ n \1/n 

( l ] > ) < V^det(B)1/". (9) 

As we saw, Minkowski's first theorem gives a bound for shortest vector in the lat­

tice. However, in general the shortest vector can be much smaller than ^/ndet(C)1'n. 

Here is an example of a lattice whose Ai is far smaller than Minkowski's bound [36, 

section 1.2]. 

Example 2.3.21. Let £(B) be a 2-dimensional lattice generated by 

\o 1.1 M J 

Since the determinant of the matrix is 1, by Minkowski's theorem we have 

Ai < V2; 

but Xi = e which can be arbitrarily small. 

Moreover, the proof of the theorem does not give any constructive method to find 

the vectors smaller than v/ndet(B)1/™ in the lattice. 
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2.4 Computational Problems in Lattices 

In this section, we consider only sublattices of Zn since that is the class of lattices we 

will use in further chapters. 

2.4.1 Shortest Vector Problem 

The main computational problem associated with lattices is to find a shortest vector 

in a given lattice. 

Definition 2.4.1. (Shortest Vector Problem, SVP) Given a lattice £, find a nonzero 

lattice vector 1 6 £ such that || 1 ||<|| 1' || for all nonzero 1' 6 C 

Since, a lattice is usually represented by its basis, SVP can be stated as: Given a 

basis B £ Mn x m(Z), find a non-zero lattice vector xB where x 6 Z" \ {0}, such that 

|| xB || < || yB || for any other y G Z" \ {0}. 

Remark 2.4.2. The SVP is well defined due to the Proposition 2.3.16 insuring the 

existence of a lattice vector of minimal norm. 

Remark 2.4.3. In the definition above, || • || refers to any norm. Therefore, the 

solution of the SVP depends on the norm we are using. However, we are mainly 

interested in the case of the Euclidean norm. Here is an example in which norm 

dependency of the SVP is demonstrated [36, Section 1.2]. 

Example 2.4.4. Consider the lattice generated by the matrix 

-CO-
£(B) can be equivalently defined as 

£ ( B ) = { V 6 Z 2 , D I + W 2 = 0 mod 2}. 

The vector (0,2) is a shortest vector with respect to i\ with corresponding Ai = 2, 

while, the vector (1,1) is strictly shorter with respect to the £2 norm. So Ai = V2 

with respect to the £2 norm. 
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Lemma 2.4.5. If B is a matrix with orthogonal rows and C = C(B), then the shortest 

row of B, with respect to the £2 norm, is a shortest non-zero vector of C{B). 

Proof. Suppose that the rows of B are ordered in increasing order of their norm. A 

shortest non-zero vector 1 can be written as ]TV Zjbj for some integers Zj's. Therefore, 

we have 

||1||2 = 1-1 

/ j Z{ZjO{ ' DJ'J 

Since the b;s are pairwise orthogonal, we have 

niii2 = x;z?b,.b, 
i 

= V z 2 l l b - l l 2 

i 

Since 1 is a shortest vector, in particular we have 

||1|| < ||bi||. 

So, 

(^-l)Hbi||2 + Ez? |N | a <0 

Thus, it follows that z\ = ±1 and the rest of Zi s are zero. D 

Thus, for a lattice with a given orthogonal basis, the SVP is trivial. But, lattices 

typically do not have an orthogonal basis. There is currently no known polynomial 

time algorithm for finding the shortest vector in a n-dimensional lattice for a given 

n > 2 [36]. In fact, it is NP-hard under randomized reduction [4]. However, such an 

algorithm exists for 2-dimensional lattices; it is known as the Gauss algorithm. 

The Shortest Vector Problem in Two Dimensions 

The original version by Gauss (1801), in Euclidean norm, was generalized by Kaib 

and Schnorr to arbitrary norms [36]. 
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Definition 2.4.6. Let {a, b} be a basis of a 2-dimensional lattice. This basis is 

reduced if 

max{||a||, ||b||} < min{||a + b||, ||a — b||} . 

That is, the basis vectors are shorter or equal to both their sum and their difference. 

The geometric interpretation of a reduced basis is that the diagonals of the paral­

lelogram determined by the basis are longer than the sides. The proof of the following 

Theorem is taken from [36, Chapter 2]. 

be a generator matrix of a lattice C, then {||a||, | |b| a 
b 

a, b} is reduced. 

Theorem 2.4.7. Let 

{^i) ^2} if and only if ' 

To prove this theorem, we need the following lemma. 

Lemma 2.4.8. Consider three vectors on a line, x ,x + y and x + ay, where y ^ 0 

and a > 1. For any norm || • ||; if ||x|| < ||x + y|| ; then ||x + y|| < ||x + o;y||. 

Proof. Let 5 = 1/a, then 

x + y = (1 — S)x + S(x + ay). 

By the triangle inequality, 

||x + y|| < (1 - <J)||x|| + 6\\x + ay||. 

Also, from the hypothesis ||x|| < ||x + y|| we get 

(1 - <J)||x|| + <J||x + ay| | < (1 - S)\\x + y|| + <S||x + ay|| . 

Hence, 

||x + y|| < ( l - ( J ) | | x + y|| + <J||x + ay | 

*||x + y|| < <S||x + ay||, 

]|x + y|| < ||x + ay|| . 

D 
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Proof of Theorem 2.4-7. Suppose ||a|| = Ai and ||b|| = A2. By definition of Ai we 

know 

||a|| < ||b||, | | a - b | | , ||a + b| | . 

Since {a, b} is a basis, the sets {a, a + b} and {a, a — b} are linearly independent. 

So, by definition of A2 we have 

||b|| = A2 < max{||a||, | | a ± b||} = | | a ± b| | 

Therefore 

||a|| < ||b|| < ||a + b | | , | | a - b | | 

Conversely, suppose ||a|| < ||b|| < ||a + b| | , ||a — b| | . Let r, s be two integers. We 

need to show that a is a shortest nonzero vector in the lattice and b is a shortest 

linearly independent vector from a. Since {a, b} is a basis for £, this means we need 

to show that 

||a|| < ||ra + sb|| for ( r , s ) ^ (0,0), ( r , s ) e Z 2 

and 

||b|| < | | r a + s b | | for s^O, (r,s)eZ2 

Let us consider the three cases below 

• s — 0 and r ^ 0 then | | r a+ sb|| = ||ra|| > ||a||. 

• r = 0 and s ^ O then 

| | r a + s b | | = ||sb|| > ||b|| > ||a||. 

• r , s ^ 0 

||b|| < ||b ± a|| implies by Lemma 2.4.8 that ||b|| < ||b + aa| | for |a| > 1. Thus 

||b|| < ||b + -a | | = — ||sb + ra | | Vr,s such that | - | > 1 
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• 

which implies 

||b|| < ||sb + ra||. 

Note that if n, m > 0, then 

| | n ( b ± a ) + m||b|| > n | | b ± a | | — m||b|| 

> (n —m)||b|| 

If | j | < 1 we have \r\ < \s\. Since ||a|| < ||b|| we have 

||sb + ra|| > |s|||b|| — H||a| | > (|s| — |r|)||b||. 

Therefore, 

||b|| < ||sb + ra||. 

If s < 0 we can replace both r and s by their negative. 

Definition 2.4.9. A basis {a, b} is well ordered if 

||a|| < | | a - b| | < ||b||. 

Notice that if {a, b} is well ordered, then since the three points b — a, b and b + a 

are on the same line, it follows from Lemma 2.4.8 that 

||a|| < | | a - b | | < ||b|| < ||a + b| | . 

Without loss of generality, we can assume that a given basis, if not reduced, is initially 

well ordered by swapping a and b and possibly replacing the basis by {a, a — b} or 

{ a , b - a } . 

The basic idea of the generalized Gauss algorithm is to search through well ordered 

bases to find a reduced basis. The steps of the algorithm are as follows 

1. Begin with a well ordered basis. Find n G Z> 0 such that ||b — //a|| is minimal. 

Set this minimal value as the new value for b. Note that ||b — a|| < ||b|| and /i 

must be positive. 
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2. Change the sign of b if necessary to get ||a — b| | < ||a + b| | . 

3. If the obtained basis is not reduced, swap a and b and go to the first step. 

Remark 2.4.10. Note that the length of the smallest vector in the basis gets smaller. 

Since there are a finite number of vectors of length k for any integer k, that guarantees 

the termination of the process. 

The following lemma assures that the output of the last step is a good basis to begin 

with the next cycle. 

Lemma 2.4.11. The result of the last step of the generalized Gauss algorithm is 

always a well ordered basis. 

Proof. With the same notation and assumptions of the algorithm, the basis computed 

by the last step is a' = ± (b — /ia) and b ' = a. So 

||a' — b'| | = || ± (b — /na) — a|| 

= | | b - ( > ± l ) a | | 

> ||b — /ia|| 

Thus, we have that 

||a'|| < | | a ' - b ' | | < | | a ' + b' | | 

So if ||b'|| < ||a' — b' | | , then the basis is reduced. Otherwise, ||b'|| > ||a' — b' | | > ||a'|| 

and it is well ordered. • 

All the algorithms to solve the SVP are exponential time in the rank of the lattice. 

The SVP in a n-dimensional lattice is proved to be NP-hard under randomized reduc­

tion [4]. This lack of efficient algorithm leads to defining an approximation version of 

the problem. 

Definition 2.4.12. (Approximate SVP) Given 7 > 1 and a basis B E MnXm(Z), 

find a non-zero lattice vector xB where x € Zn \ {0}, such that || xB ||< 7 || yB || 

for any other y <E Z" \ {0}. 
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Thus, the solution of Approximate SVP is a lattice vector whose norm is within 

a factor of 7 of Ai. The value 7 is called the approximation factor. The most fa­

mous algorithm to approximating the SVP, known as LLL, was presented by Lenstra, 

Lenstra, Lovasz in 1982 [30]. LLL is a polynomial time algorithm approximates the 

SVP within the exponential factor 7 = 2 ° ^ . Here we summarize the LLL algorithm 

as it came in [36]. 

The LLL Basis Reduction Algorithm 

A part of the hardness of SVP is that a lattice can have many different bases as we 

saw in Section 2.3. Typically, a given basis for a lattice contains vectors which are 

much longer than the shortest nonzero vector. The idea of the LLL algorithm, as in 

the Gauss algorithm, is to find a 'reduced' basis for the lattice whose first vector is 

within the 7 factor of Ax. 

The notion of reduced basis defined before can be reformulated as follows. 

Definition 2.4.13. A basis {a, b} is LLL reduced if |^2,i| < \ and ||a|| < ||b||, where 

tin 1 is Gram-Schmidt coefficient —. 

Define the projection operation 7Tj from Km onto span(b^) to be 

iTi : R m -> spanj>i(b*) 

x _ V X bJ b* 
] = l 3 J 

Definition 2.4.14. A basis {b i , . . . ,b n } in W1 is 8-LLL if 

• |Mi,j| < \ for all i > j 

• For any pair of consecutive vectors bt, b i + i , 

<y||7ri(bi)||2<||7ri(bi+1)||2, 

where fiitj is the Gram-Schmidt coefficient and 8 is a parameter 1/4 < 8 < 1 intro­

duced for running time purposes which we will not discuss here. If 8 = 1, the above 

definition says that for any i = 1 , . . . ,n— 1, the 2-dimensional basis {7ri(bj),7rj(bj+i)} 

is reduced. 
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Remark 2.4.15. The second condition of the above definition is equivalent to 

fibril2 <iibr+1+^+i,ibrn2 

Observe that for a 5-LLL reduced basis we have 

^IIKII2 < \\bt+1+ni+i,m2 

< \W+1\\
2 + Wm+iMW2 

= ||b*+1||2 + (Mi+u)2Hb*||2 

< NK* II2 4- i | l b * l l 2 

- i l lu i+ll l ^ J l u i II • 
So 

( < ^ ) l | b * | | 2 < | | b * + 1 | | 2 . (10) 

Letting a = T^T and by induction on i — j on equation (10), we get 
" 4 

||b*||2 <ai-i\\h*f Vj<i. 
II J II — II I II •/ 

Thus 

\b*\\2 > ^\\bl\\2 > ^WbiW2 

I i II - tf-l II HI - a n - l " ' " 

using the bound for the first minimum of the lattice, given by Theorem 2.3.15, we get 

Ax > min|jb?|| > _ l-_ I575 . | |b1 | | . 

Therefore, ||bi|| is at most a^n~1^2 longer than a shortest vector in the lattice. Taking 

5 = 3/4 in particular, we get an approximation factor 2(-n~1^2. 

The LLL basis reduction algorithm computes the reduced basis from the input 

basis B in three steps. 

1. Reduction Step 

b^ = bj — y . ci,jbj for z = 1 to re, 
0<j<i 

where dj = [fJ,i,j~\. Note that the result of this step is still a basis for the same 

lattice with the same Gram-Schmidt orthogonalized vectors associated to B. 

However, all the Gram-Schmidt coefficients are at most 1/2. 
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2. Swap Step 

If any two consecutive vectors do not satisfy the second condition of 8-LLL 

reduced basis, then the algorithm swaps them. 

3. Repeat Step 

By the end of step 2, if any swapping happens, the basis does not necessarily 

satisfy the first condition of 5-LLL reduced basis any more. So if that is the 

case, the algorithm starts from the first step. Otherwise, it gives out the reduced 

result. 

This algorithm terminates in polynomial time for 8 < 1. However, the question of 

whether it terminates in polynomial time for 5 = 1 is an open problem. For details 

on the running time of the algorithm and the proof of termination, see [36]. 

Since the invention of the LLL algorithm, many efforts have been made to improve 

the approximation factor. In 1987, Schnorr presented an algorithm which decreases 

the approximation factor to 7 = 20(n(lnlnn)2/i™). In 2001, Ajtai found a probabilistic 

method to solve the exact problem in 2°^ time [3] which consolidated with Schnorr 

method improves the approximation factor. The approximate SVP is shown to be NP 

hard to within factors 2^logn)2 under randomize reduction [35]. However, approx­

imate SVP to within y/d/log d is not believed to be NP-hard [16]. We should also 

say that the best known algorithm for solving the exact problem has 2°'" ' running 

time [3]. 

Another problem which is closely related to SVP is to find a basis of a given lattice 

with minimum size. 

Definition 2.4.16. (Shortest Basis Problem, SBP) Given a basis B for the lattice 

C, find the basis B ' such that Yli ||b;|| is less than any other basis of C. 

In fact, solving this problem is the approach that many lattice reduction algo­

rithms take to solve SVP. 

2.4.2 Closest Vector Problem 

Another related lattice problem is the closest vector problem. 
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Definition 2.4.17. (Closest Vector Problem, CVP) Given a lattice basis B € Mnxm(Z) 

and a target vector t G Km, find a lattice vector xB closest to the target t, i.e., find 

an integer vector xG Zn such that || xB — t ||< || yB — t || for any other y 6 Z n . 

The Closest Vector Problem is NP-hard [36, Chapter 3]. Therefore, no efficient 

algorithm to solve CVP exists unless P=NP. So, similar to SVP case, efforts are 

focused on solving the approximation version of the problem. 

Definition 2.4.18. (Approximate CVP) Given a lattice basis B G MnxmZ and a 

target vector t G Mm, find an integer vector xG Zn such that || xB—t ||< 7 || yB — t || 

for any other y G Zn. 

As in approximate SVP, 7 in called the approximation factor. Approximating CVP 

in an n-dimensional lattice is known to be NP-hard under deterministic reduction 

for any constant approximation factor or even some slowly increasing functions of 

the dimension (j(n) = 0((logn)n)) [36]). In [8], two algorithms are presented for 

Approximate CVP which are both based on the LLL algorithm. Here we summarize 

both algorithms. 

Babai Round Off Algorithm 

Suppose that the basis B and the target point t are given. The algorithm goes 

through the following steps: 

1. Run the LLL algorithm to get an LLL-reduced basis B. 

2. Represent t as linear combination of B as follows: 

n 

where the A s are real values. 

3. Set ctj = [A! • 

4. Set w = YIi=iaJ°i-
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The following theorem gives the approximation factor achieved by the Babai Round­

off algorithm. The proof can be found in [8]. 

Theorem 2.4.19. For a reduced basis B, the Round-off algorithm finds a lattice point 

w, nearest to t within a factor 0 /7 — 1 + 2n(9/2)™/'2. 

Nearest Plane Algorithm 

Suppose that the basis B ' and the target point t are given. The steps of the algorithm 

are as follows: 

1. Run the LLL algorithm to get a LLL-reduced basis B. 

2. Set U to be the hyperplane spanned by the first n — 1 basis vectors and let C 

denote £' = C D U. Then, 

C/' = spanR{bi , . . . ,b n_ 1} and C = span z{bi , . . . , b n } . 

3. Write t as a linear combination of the Gram-Schmidt orthogonal basis B*: 

n 

1 = 1 

4. Set y' = [yn] and x' - J X " 1
 Vih* + y'b* and v - y'bn. 

5. Recursively, find w' € £ closest to x' — v and set w = w' + v. 

Theorem 2.4.20. For a reduced basis B, the Nearest Plane algorithm finds a lattice 

point w nearest to t within a factor of 7 — 2n/2. Moreover, \\t— w\\ < 2n/2-1||b*||. 

The proof can be found in [8]. 

It is worth mentioning that there is a gap between the known hardness results for 

both problems. Although it is easy to establish the NP-hardness of CVP, the question 

of whether SVP is NP-hard was open for decades and eventually was solved under 

randomized reduction [4]. 

Approximating CVP is also NP-hard under deterministic reduction for any con­

stant approximation factors [7]. However, SVP is only known to be NP-hard under 
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randomized reduction for approximation factors below y/2 [36]. It can be shown that 

SVP is not harder than CVP. Indeed, it is possible to reduce the task of finding 

7-approximate solution to SVP to the task of finding 7-solution to CVP [15]. 

In conclusion, the existence of Approximate SVP or CVP time algorithms that 

achieve approximation factors polynomial in the rank of the lattice is one of the main 

open problems in the lattice study area. The difficulty of solving these problems has 

been used to build the cryptosystems that we will study in the rest of the thesis. 



Chapter 3 

The Ajtai-Dwork Cryptosystem 

In 1997, Miklos Ajtai and Cynthia Dwork [2] presented three related probabilistic 

cryptosystems whose securities are based on a special case of SVP, called the unique-

Shortest Vector Problem (u-SVP). They introduced the so-called hidden hyperplane 

problem and showed its relation to M-SVP and the fact that solving the former leads 

to a solution for the latter. 

In particular, their third proposed cryptosystem is based on the worst case of 

u-SVP. That means if the attacker, without knowing the private key, can distinguish 

between the encryption of 1 and 0 in a random instance of the ciphertext with prob­

ability greater than 1/2, then the worst case of w-SVP has probabilistic polynomial 

time solution. According to [2], this was essentially the first cryptosystem which is 

as hard to break as the worst case instance of the underlying mathematical problem. 

Although it was shown in 1998 by Nguyen and Stern [40] that secure imple­

mentation of any of these cryptosystems would require very large keys, and hence 

be impractical in real life, the Ajtai-Dwork cryptosystems remain one of the major 

breakthroughs in theoretical cryptography. 

In this chapter, we describe the lattice problems upon which the Ajtai-Dwork 

cryptosystems are based. We then give an overview of the first and third cryptosys­

tems from [2]. The first two cryptosystems only differ in a constraint in the choice of 

a parameter which results in different key size and security argument. Since we would 

not be covering the technical security discussion in this chapter, we omit the second 

30 
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one. The ideas of the proofs included in this chapter are taken from [2]. However, 

the details are our own. 

3.1 The Hidden Hyperplane Problem 

In this section, we define the n°-unique SVP and the hidden Hyperplane problem, as 

well as the class of lattices for which the lattice problem is defined. "These problems 

are dual." 

Definition 3.1.1. (Unique Shortest Vector Problem, nc-SVP) Given n 6 N and a 

constant c, the rf- Unique Shortest Vector Problem (nc-SVP) is to find the shortest 

nonzero vector v in an n-dimensional lattice which has the property that any other 

lattice vector with length at most nc||v|| is an integer multiple of v. We refer to v as 

the nc-unique shortest vector. 

Now we consider a special class of lattices called (d, M)-lattices. 

Definition 3.1.2. Let M, d > 0 be real numbers and C C Z" be an n dimensional 

lattice. We say £ is a (d, M)-lattice if £ has an n — 1 dimensional sublattice £' such 

that £' has a basis B' of length less than or equal to M. Moreover, if H = span(B'), 

and b e £ and b in not in H, then the Euclidean distance between H and b + H is 

at least d. 

Lemma 3.1.3. Suppose £ is a (d, M)-lattice. If d > M, then £' is unique. 

Proof. Suppose d > M and assume that there are two non-equal sublattices £' and 

C" of £ with basis B ' and B" respectively, satisfying the conditions of Definition 3.1.2. 

Let b be a basis vector of C" such that b is not in H = span(B'). Then the distance 

between H and H + b is at most ||b||. On the other hand, ||b|| < M < d which 

contradicts the second condition in Definition 3.1.2. Thus, such b does not exist and 

C" C £'. Similarly, £' C C". • 

In this case, the unique sublattice £' is denoted by £(d>m) and the nonzero distance 

between H and the closest b + H is denoted by dc-
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Definition 3.1.4. (Hidden Hyperplane Problem, HHP)Given an arbitrary basis B 

for an n-dimensional (d, M)-lattice £ with d > ncM for a constant c, the hidden 

hyperplane problem (HHP) is to find £(d>M). 

Proposition 3.1.5. Let A. be a n-dimensional lattice with an nc unique shortest 

vector u. Let £ = A* be the dual of A. The lattice £ is a n-dimensional (d, M)-lattice 

for some M, in which, using the notations in Definition 3.1.2, the smallest distance 

between H and b + H is | |u||_1. 

Proof. Let A, u and £ be as in the statement of the proposition. We need to show 

that £ has a n — 1-dimensional sublattice that satisfies the two conditions of Defini­

tion 3.1.2. Observe that since £ is the dual lattice of A and u € A, by definition of a 

dual lattice, for all the vectors in £ we have 

v • u € Z Vv G £• 

For each i g Z , define Ht as 

Hi = {veRn\ u - v = i}. 

Thus it is clear that 

Cc\jHi. 

iez 

Define H = H0, which is an n — 1 dimensional subspace of Rn, and let £(d<M^ be the 

intersection of H with £. Then u is orthogonal to H. Note that the cosets of H that 

intersect £ are exactly the ii^s. Let Vi E Hi: then the distance between H and Hi is 

II D • I Ml ' U ' V ' : ' 

| U | 

i 

||u 

So, the minimum distance between H and any Hi is TTJ Hull" 

• 
In [2], it is further claimed that one may take M sa ^ i , ,,, by applying an 

algorithm (see [1]) which produces such a small basis for £(rf>M) in polynomial time. 
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Theorem 3.1.6. Given a basis for a random (d,M)-lattice with d > ncM for some 

constant c, a solution to the hidden hyperplane problem implies a solution to u-SVP 

in the dual lattice. 

Idea of proof. Suppose C is a (d, M) lattice. If one finds H or C{d<M\ then by the 

proof of Proposition 3.1.5, the shortest vector is orthogonal to H, so its direction is 

determined. To find its length, recall that all the vectors of C* are of distance jAy from 

H for an integer i. So as it is claimed in [2], by computing the gcd of the distances 

of random points in C from H, dL can be computed in probabilistic polynomial time. 

Therefore, upon knowing H, one can find the unique shortest vector in A. • 

Since the unique shortest vector problem is among the famous hard problems in 

the lattices, we deduce that the hidden hyperplane problem is also hard. 

All three cryptosystems introduced in [2] are based on the hidden hyperplane 

problem on a (d, M)-lattice. Roughly speaking, the private key is the hidden hy­

perplane and the public key is a technique to generate a vector close to the lattice. 

Encryption is done bit by bit: zero is encrypted to a vector close to a lattice point and 

one is encrypted to a random vector, in R™. A ciphertext is decrypted by measuring 

its distance from the closest hyperplane. If the distance is small enough, the message 

is decrypted as zero. Otherwise, it is decrypted as one. There is a small probability 

of decryption error, i.e., one might get decrypted as 0, depending on the values of d 

and M. A technique to eliminate this error is described in [17]. 

3.2 First and Second Cryptosystems 

As it is mentioned in the beginning of the chapter, since these two cryptosystems 

are quite similar, we will just explain the first one here. The public key is a random 

basis for a (d, M)-lattice C with d > ncM for some constant c and some M > 0 

while the private key is a basis for £(d>M). Alice, having the public key, encrypts the 

message 0 to a vector close to C This is done by choosing a lattice point at random 

and perturbing it by adding a small random perturbation vector. The message 1 

is encrypted to a random vector in the span of C. Bob, having the private key, 
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has the privilege of distinguishing whether the received vector is close to any of the 

hyperplanes. The perturbation vector is always much smaller than the distance d 

between the hyperplanes by suitable choices of the parameters. So, the distinction is 

done by projecting the received vector onto an orthogonal vector to H and comparing 

the norm with dc- If it is sufficiently small, Bob deduces that Alice has sent 0. 

3.2.1 On The Security of The First Cryptosystem 

In this section, we outline how the security of the first cryptosystem is given by the 

hidden hyperplane problem. We also explain methods for generation of the perturba­

tion vector needed for encryption. Let Un denote the unit cube in R" and Bn(0,R) 

denote the n-dimensional ball with radius R. In this subsection, we will sample 

lattice points within a small cube and also we will choose a vector uniformly from 

Bn(0, R). Methods that show how to perform these tasks are presented in [1] and [2], 

respectively. 

Definition 3.2.1. Let £ be a lattice and K > 0, R > 0 be real numbers. The random 

variable CC,K,R is defined as follows. First take a vector x chosen uniformly at random 

from KUn n C. Then choose m vectors t i , . . . , t m uniformly at random from Sn(R), 

where m — Con for some Co > 4. The value of (C,K,R is 
m 

(C,K,R = X + ^ t ; . 

t = l 

The additional term YlT=i ** is a^so r efe r red to as a perturbation and is denoted as 

pert(i?, m). 

Definition 3.2.2. Define the random variable TJK whose values are taken with uni­

form distribution on KUn. 

Definition 3.2.3. Let 5 be a random variable taking 0 and 1 as its value each with 

probability equal to 1/2. Define a new random variable VC,K,R by randomizing the 

three random variables S, CC,K,R and T]K independently and setting 

JVK if 5 = 0 
VC,K,R — \ 

\(c,K,R if 5 = 1. 
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We say that a probabilistic algorithm B finds £(d>M) on C with probability p, if 

given d, M and a randomly chosen (d, M)-lattice C as input, B outputs £(d>m) with 

probability p. 

Definition 3.2.4. A probabilistic algorithm A distinguishes C,C,K,R
 a n d r]x with prob­

ability p if given a randomly chosen (d, M)-lattice C and a random value of VC,K,R as 

an input, A outputs w = 0 or 1 so that P(w — 8) — p. 

The following theorem shows that breaking the scheme, that is distinguishing 

between ciphered zero and one, leads to figuring out the private key, that is the 

hidden hyperplanes. This is the main theorem which justifies the security of the first 

cryptosystem. For proof and more details see [2]. 

Theorem 3.2.5. There exist c,C4,c5,ce > 0 so that for all c\ > 0,c2 > 0 there exist 

cz > 3 and a probabilistic algorithm B (using an oracle) so that if n,d, M, K, R are 

positive integers satisfying the inequalities 

1. log d + log M + log K + log R < n\ 

2. d> nC6M 

3. R> ncM 

4. 2Csnd > K > 2Cind 

and V is a distribution on the set of (d, M)-lattices in Zn presented by vectors of length 

at most nCldc and for which dc > n5M and d < dc < 2d, and A is a probabilistic 

algorithm which distinguishes (C,K,R and r\K on T> with probability at least l/2 + n~C2, 

then B using A as an oracle, finds £(d,M) on £ with a probability at least 1 — 2~n, in 

time n°3. 

It follows from Theorems 3.2.5 and 3.1.6 that the security of the above cryp­

tosystem relies on the hardness of u-SVP. That is for each instance of the problem, 

breaking the cryptosystem built on that is as difficult as solving the given instance of 

the problem. 



CHAPTER 3. THE AJTAI-DWORK CRYPTOSYSTEM 36 

3.2.2 Key Generation 

Let M, K, R,d > 0 be positive integers satisfying the conditions in Theorem 3.2.5. 

The key generating steps are as follows: 

1. Generate a random n — 1 dimensional lattice £ with a basis { b i , . . . , b„_i} such 

that 11bj|| < M fori < i < n — 1. Let H be the n — 1 dimensional subspace of 

R™ containing £'. 

2. Choose a random vector b n whose distance dc from if satisfies d < dc < 2d. 

Set £ = £ (b i , . . . , b„_ i ,b„ ) 

3. The private key is any basis for £(d>M) — £'. 

4. Construct a random basis B' for C. The public key is {B', M, K, R}. 

Remark 3.2.6. To generate a random basis one can generate a random unimodular 

matrix as we do in Chapter 4. Another way to generate the public key B ' is suggested 

by Micciancio in 2002 using Hermite normal forms [34]. This technique can be applied 

to all the lattice based cryptosystems where the public key is a lattice basis and the 

ciphertext is a vector close to lattice. 

3.2.3 Encryption and Decryption 

Encryption 

Suppose Alice, having the basis B ' for £ and the parameters M, K and R wants to 

send a one-bit message to Bob. To encrypt zero, she does the following: 

1. She chooses a random lattice point x in the cube KUn n C 

2. She randomizes a value w for pert(i?, m) for some m = c0n where Co > 4 as is 

explained in Definition 3.2.1. 

3. She sets the ciphertext to be x + w. 

To encrypt one, she chooses a random point in KUn and sends it as the ciphertext. 
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Decryption 

Bob, having the private basis for H, receives the ciphertext z. He proceeds as follows: 

1. He computes w = (VLH • z)/d,L, where u# is a unit vector orthogonal to H, and 

sets a — w — [w]. 

2. If \a\ < ^p, then z is decrypted as zero, and otherwise as one. 

For the parameters satisfying Theorem 3.2.5, the perturbation vector is much 

shorter than dc which guarantees the correct decryption of zero. However, sending 

the message one, decryption error can occur with small probability. That happens 

when the random point selected in KUn by the encryption algorithm is close to one 

of the hyperplanes by chance. A technique to eliminate this error is described in [17]. 

3.3 The Third Cryptosystem 

In this system no lattice is introduced. However, the main idea is still based on the 

hidden hyperplanes. The difference is that instead of publishing a basis for the lattice 

C, a collection of m vectors close to hyperplanes is published. The encryption of zero 

uses the fact that the sum of any subset of these vectors added to a perturbation 

vector is still close enough to the lattice. The distinction between the encrypted one 

and zero in the decryption algorithm is done by measuring the distance from the 

closest hyperplane, having an orthogonal vector to the hyperplanes as a private key. 

The popularity of this version is due to the worst case/average case equivalency which 

is shown in the security proof in [2]. 

We first set some notation. For a fixed integer n, let /C(n) denote the function 

2™log" and let T be a random variable whose values are taken uniformly from the 

n-dimensional cube K.(n)Un. 

Definition 3.3.1. For a vector u € M.n of norm 0 < ||u|| < 1, R > 0 and m a positive 

integer, the random variable ^U}R>m is defined as follows: 

• Let X be the set of all x G K,{n)Un so that x • u is an integer. Thus X consist 

of subsets of a finite number of n — 1 dimensional hyper planes. 
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• Take a random point y in X. 

• Independently, sample a value z from the random variable pevt(R,m). 

The value ^u,R,m is y + z. 

Definition 3.3.2. For vectors a l 5 . . . , a„ in W1, the width(a.i,..., a„) is defined by 

the width of fundemental parallelepiped V(ai,.. •, a„), that is the minimum over i of 

the distances between the point â  and the subspace generated by {a.j\j ^ i}. 

Definition 3.3.3. Given a vector xGS™ and n vectors w l r . . ,w n in ~Rn, reducing 

modulo V(wi,..., w„) means finding a vector x' inside T-^Wi,..., wn) so that x — x' 

is an integer linear combination of the vectors Wi , . . . , w„. 

3.3.1 Key Generation 

For a fixed n, the public key and private key are chosen in the following way. 

1. Choose a random vector u e l " uniformly with ||u|| < 1. 

2. Generate m = n3 independent values v j , . . . , vm of the random variable \J/u,n-3,n-

3. Find the smallest integer i0 so that width(v i o + 1 , . . . , Vj0+„) is at least n~2JC(n). 

Let wi = v i o + i , . . . , w„ = vio+n. 

4. Set the private key to be u. 

5. Set the public key to be Vi , . . . , v m together with w i , . . . , wn . 

3.3.2 Encryption and Decryption 

Encrypt ion 

Suppose Alice, having Bob's public key, wants to send a one bit message to Bob. She 

encrypts 0 as follows: 

1. Chooses m values 5\,... ,5m independently from {0,1} with equal probability. 
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2. Computes the vector x = J^jLi ^v«-

3. Reduces x modulo w i , . . . , w„ to x'. 

Then x' is the encrypted message. To encrypt 1, she chooses a random vector uni­

formly from the set 7 ?(wi , . . . , w„) n 2~nZn and sends it as the ciphertext. 

Decrypt ion 

Suppose Bob, having the private key vector u, wants to decrypt the received cipher-

text z . 

1. He computes u • z = i + 0 where i € Z and \6\ < 1/2. 

2. If \9\ < 1/n then he decrypts the message as 0. 

3. Otherwise, the message is decrypted as 1. 

Remark 3.3.4. The bit zero is always decrypted correctly while one is decrypted 

correctly with a probability of at least 1 — 1/n. 

As claimed in [2], this cryptosystem is the only known system with the worst 

case/average case equivalent property. In other words, all public key cryptosystems 

are based on a hard mathematical problems. That is a problem which is either proved 

to be impossible to solve or is computationally infeasible to solve. But these results 

are for the worst case of the problem. That is, there might be an instance of the 

problem which is not that hard to solve. As an example, we know that factoring a 

large enough number is hard but for an instance to be hard to factor, one should avoid 

particular distributions such as even numbers. Most cryptosystems are only based on 

the average case of the underlying problem. In the Ajtai-Dwork third cryptosystem, 

if one can break a random instance of the system, that is, if one (without having the 

private key information) can distinguish between ciphered one and ciphered zero in 

polynomial time with the probability greater than 1/2, then the worst case unique 

shortest vector problem has a probabilistic polynomial time solution. 
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3.4 Summary 

The Ajtai-Dwork cryptosystem is based on the u-SVP which can be reduced to the 

hidden hyperplane problem. The private key is produced by constructing a (d, M)-

lattice C for given d and M where d > ncM. This is done by picking b i , . . . , bn_i 

vectors at random such that width of b;S is bounded above by M. The last basis 

vector b„ is chosen in such a way that its distance from H — span(bi , . . . , bn_i) 

is between d and 2d. All the lattice points lie in the hyperplanes Hk = kh*n + H. 

The public basis is a piece of information that allows one to create a vector close to 

the lattice. This information is a random basis for C in first and n3 vectors close 

to hyperplanes in third cryptosystem. The private basis is a piece of information 

which determines £(d>M). That information could be any basis of £(d>M) in the first 

cryptosystem and b* in the third one. 

The encryption is done bit by bit. The plaintext zero is encrypted to a vector 

close to C. In first cryptosystem, this is done by choosing a random vector x in C 

and random vectors t i , . . . , tm in Bn(0, R). The ciphertext is x + ]>]\ tj. In the third 

cryptosystem, summing up the close-to-lattice vectors gives us the encryption of zero. 

One is encrypted to an arbitrary vector in Rn. 

The Ajtai-Dwork cryptosystem does not fit in the general format of one-way trap­

door function based cryptosystems, since the input is an information bit b plus the 

randomly chosen vectors t i , . . . , t m , but, the decryption process can only recover b 

and not the perturbation vector. 

Hereafter, when we refer to the Ajtai-Dwork cryptosystem, we will mean the first 

one presented here, because of its clear lattice-based structure. 



Chapter 4 

The GGH Cryptosystem 

The GGH cryptosystem was proposed by Goldreich, Goldwasser and Halevi in 1997 

[18]. The security of their system is based on the difficulty of the closest vector 

problem (CVP) in lattices. They introduced a trapdoor function, based on which they 

proposed an encryption scheme and a digital signature scheme. The idea underlying 

their trapdoor function is that generating a vector close to a lattice vector is easy, 

given any basis of the lattice. However, given a vector close to a lattice, it is hard to 

recover this original lattice point. Although the GGH cryptosystem has been shown 

to be insecure unless over a high dimensional lattice that makes it inefficient [38], it 

describes a clear method of using lattices in cryptography. 

In this chapter, we describe the GGH trapdoor function and the cryptosystem 

scheme based on it. The material presented in this chapter is mainly taken from [18] 

as well as the proofs which are included here. The exceptions are Definitions 4.1.1 

and 4.1.4, which are added to improve clarity, and the proof of Lemma 4.2.1, which 

is standard. 

4.1 Definitions 

The GGH trapdoor function requires the useful notion of the orthogonality defect of 

a lattice basis. This was first defined by Schnorr [47]. 

41 
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Definition 4.1.1. Let B and B' denote two bases of the n-dimensional lattice C We 

say B is smaller than B' if FT. Ilbjll < Y\ l|b'-||. 

Definition 4.1.2. Let B be a n x n non-singular matrix. The orthogonality defect 

of B is defined as 
T—rra i i i II 

orth-defect(B) = , " , . (11) 
det(B) 

Definition 4.1.3. Let B be a n x n non-singular matrix. The dual orthogonality 

defect of B is defined to be the orthogonality defect of (B _ 1 ) T 

TTn llb*ll 
orth-defect*(B) = l l i = 1 " ' " (12) k ' det(B"1) V ' 

det(B)ni|b;||, 
i = i 

-1\T Where b* is the ith row of (B ) 

Definition 4.1.4. Let B and B ' denote two bases of the n-dimensional lattice C. We 

say B is more orthogonal than B' if orth-defect(B) < orth-defect(B'). 

Note that by Hadamard's inequality we have 

n 

|det(B)| < IXl|b*IU 
i = i 

where equality happens if and only if the rows of B are pairwise orthogonal. So, 

|orth-defect(B)| > 1 

and reaches its minimum when the rows of B are pairwise orthogonal. Let B and 

B' correspond to bases for a lattice C By Proposition 2.3.10, they have equal de­

terminants so, B is more orthogonal than B ' implies Yl7=i 11̂*11 < 1 T = I l|b';||, which 

implies B is smaller than B ' and viceversa. 

Note that with respect to Definition 4.1.1 of a small basis, one can state the 

Shortest Basis Problem as finding a most possible orthogonal basis for a given lattice. 
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4.2 G G H One way Trapdoor Function 

The trapdoor function proposed in [18] is based on the difficulty of solving the closest 

vector problem (CVP). The input of the one-way trapdoor function / is an integral 

vector v together with a small error vector e. The function / , using a 'bad' basis B of 

a lattice £, outputs a vector / (v , e) in the R-span of the lattice. Recovering v from 

/ (v , e) is equivalent to solving the CVP for the lattice C. However, given a 'good' basis 

R for C, v can be recovered easily from / (v , e). So R is the trapdoor information. 

We shall see in Section 4.2.3 that a 'good' basis, that allows to inverte / , is one with 

low dual orthogonality defect while a 'bad' basis has high dual orthogonality. As we 

saw in Chapter 2, to explain a one-way trapdoor function explicitly, one needs to give 

four polynomial time algorithms: generate, sample, evaluate and invert. 

4.2.1 Generate Algorithm 

Given the positive integer n as security parameter, the Generate algorithm produces 

a lattice basis B e Mnx„(Z) with high dual orthogonality defect and a positive real 

number a together with the trapdoor information, which is a basis R for the same 

lattice with low dual orthogonality defect. We refer to B as the public basis since, as 

we will see in Section 4.3, it serves us as a part of public key in encryption scheme. 

For similar reasons, we refer to R as the private basis. 

Basically, the one-way function / : (Z™ x W1) —> Rn is finding a corresponding 

lattice point to the input integral n-tuple and adding a 'small' perturbation vector to a 

lattice point. Thus, knowing the lattice and the perturbation vector would completely 

determine the function. The basis B determines the lattice and the positive real a 

gives the size of the perturbation vector. On one hand, a should be small enough 

so that enables a closest vector approximation algorithm using the private key R to 

invert the one-way trapdoor function. On the other hand, a should be chosen large 

enough so that the algorithms having public key or any other basis with not small 

enough dual orthogonality defect, would not be able to invert the function. The 

value of a depends on the private key R. We will discuss the constraints on a in 

Section 4.2.3. 
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Let us denote the function associated to the pair (B,cr) by /B,<T- The domain 

of /B,O- consists of pairs of vectors (v,e) E Z n x l ™ where ||e|| < a. These two 

vectors are chosen by the Sample algorithm. The task of the Generate algorithm is to 

construct the bases B with high dual orthogonality. Since it is supposed to be hard 

to find R with low dual orthogonality from B, the way it is done is to construct R 

first and then derive B from it. 

Generating a Private Basis 

For constructing R there are two suggested distributions in [18] from which R can 

be chosen. 

1. Setting £(R) to be a random lattice. That means to choose the entries of R 

independently and uniformly from the set {—I,..., +1} for some integer bound 

I. The experimental results show that the value of I has almost no effect on the 

value of dual orthogonality defect. Thus, I is chosen to be small for efficiency 

purposes. 

2. Setting £(R') to be a rectangular lattice. That means for some integer k, 

R = kl + R' where R' is constructed as explained in 1. 

This way we get a basis R with dual orthogonality r. 

Generating Public Key 

Once the private key in chosen, the public basis should be another basis for the same 

lattice. Choosing another basis for £(R) is equivalent, by Proposition 2.3.3, to finding 

a transformation T E SLn(Z). Thus, we are interested in finding a random element 

in SXn(Z). Two methods are suggested in [18]. 
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First method: Consider matrices of the form 

( I 

A,; = 

1 * 

1 

* 1 

or 

V 

(\ 

B, 

\ 

1 

• 1 * 

1 

where the blanks represent zeros and *'s are any integer in ith row or column. 

Second method: Consider upper (U) and lower (L) triangular matrices of determi­

nant one with ±1 on the diagonal. 

Lemma 4.2.1. The set of all possible matrices produced by either method is all of 

SLn(Z). 

Proof. Observe that det(Ai) = det(Bi) = 1 which guarantees that they, as well as the 

product of any number of them are in SLn(Z) . In other words, the multiplicative 

group generated by such matrices is a subgroup of SLn(Z). Similarly, the group 

generated by upper (lower) triangular matrices of determinant one is a subgroup of 

SIL„(Z). To prove that one can construct any matrix T € SLn(Z) by multiplying such 

matrices together, note that any matrix T in SXn(Z) is reducible to I and vice versa 

by elementary column operation of adding a multiple of one column to another. That 

is because obtaining an entry equal to one in each row and interchanging two columns 
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(up to a sign) can be achieve by elementary column operations. These elementary 

column operations correspond to multiplication by elementary matrices. That is, 

matrices which defer from I just by one entry [27]. On the other hand, observe that 

the sets of matrices in both methods contain all elementary matrices. That proves 

that they generate all SXn(Z). • 

Given a private basis R with dual orthogonality defect r, one generates i random 

matrices according to either method. Multiplying them together gives a transforma­

tion T. Then, one sets B = TR. The number i is determined by experiment. 

Now the question is whether R multiplied by any T, constructed using either of 

the above methods, would serve us a public basis B. Note that we would like our B to 

be a basis of C with high dual orthogonality defect in comparison with R. Moreover, 

we do not want the adversary to be able to recover our R from B. As we saw in 

Chapter 2, given a basis for a lattice, one can use the LLL algorithm to obtain a 

reduced basis. Since the reduced basis is smaller than the original basis, it has lower 

orthogonality defect. Similarly, one can get a basis with smaller dual orthogonality 

defect by reducing the transpose inverse matrix. Therefore, given the public basis B, 

the attacker can always perform a lattice reduction algorithm to gain a better basis 

in terms of dual orthogonality. 

Starting with R, each time we add a multiple of a row to another row, we expect 

to get a matrix with bigger entries. That implies that we expect the inverse also have 

bigger entries and bigger product of the norms of its columns. So, after each step 

we get a basis for the lattice C with higher orthogonality defect than r. We need 

to add enough multiples of the other columns to each columns of R to 'sufficiently 

mix' it. By 'sufficiently mixing' the private key, we mean to make sure that even 

after reduction by lattice reduction algorithms, the result basis still has large dual 

orthogonality defect in comparison to R and all the known reduction algorithms fail 

recovering R. 

The number i of required mixing steps suggested in [18] is 2n which is based on 

experimental results over A^s where the *s are chosen from the set {1,0, —1} to avoid 

the large size of B for implementation purposes. Observe that since raising an A, (Bj) 

to the power of k would give us a similar matrix with k times the ith. row (column), 



CHAPTER 4. THE GGH CRYPTOSYSTEM 47 

Without loss of generality, we can choose the *s from the set {1,0, —1}. 

Another provably better way to generate the public key B is suggested by Miccian-

cio in 2002 [34]. He explains a technique of using Hermite normal forms to generate 

the public key B given the private key. This technique is not limited to the GGH 

cryptosystem and can be applied to all the lattice-based cryptosystems where the 

public key is a lattice basis and the ciphertext is a vector close to a lattice. 

4.2.2 Sample and Evaluate Algorithms 

Suppose that we have the output of the Generate algorithm (/B,<T, R)- Given /B,<T> the 

Sample algorithm outputs an element in the domain of /B,<T- This element consists 

of the pair (v,e) € (Z",Rn). The vector v is chosen in such a way that the corre­

sponding lattice point vB looks random. In [18] it is suggested to pick each entry of 

v, independently, uniformly from the range {—n2, —n2 + 1 , . . . , n2}. The vector e is 

chosen at random from W1 such that each of its entries has mean zero and variance 

a2. For example each entry can be picked as ±a each with probability 1/2. 

Given B, a, v and e, the Evaluate algorithm computes the value of /B,CT at sample 

points given by the Sample algorithm. 

c = /B ,a(v,e) = vB + e e l " 

We refer to c and v as ciphertext and plaintext respectively. 

4.2.3 Invert Algorithm 

Given the private key R and the ciphertext c, the Invert algorithm recovers the pair 

(v,e). The suggested method in [18] is using the Babai round-off algorithm (see 

Section 2.4.2). However, other approximation CVP algorithms such as nearest plane 

can also be used. The Babai algorithm represents c as a linear combination of the 

columns of R. Then, it rounds the coefficient in the linear combination to the nearest 

integer so the result is a lattice point. Next, it recovers v by representing that lattice 

point as linear combination of the basis B. Defining T to be R B _ 1 , the algorithm 

steps are as follows: 
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• Recover v as [cR.-x] T. 

• Recover e as c — vB. 

If the output of the Invert algorithm is the same as input of / , we say the Invert 

algorithm performed successfully. Otherwise, we say an inversion error has occurred. 

Lemma 4.2.2. Let R be the private basis used in the inversion of fgt<T(v,e), then an 

inversion error occurs if and only if [eRr1] ^ 0. 

Proof. 

|cR_1"|T = L(v B + e )R _ 1 lT 

= | v B R - 1 + e R - 1 l T 

= L v T _ 1 + e R _ 1 l T 

Since T is an integral matrix with determinant 1, T _ 1 is also integral. Therefore, 

the result of multiplying the integral vector v by T - 1 is an integral vector. It follows 

that 

LvT_1 + e R - 1 l T = v T - x T + L e R _ 1 ] T (13) 

= v + [ e R - 1 l T . 

Hence, the invert algorithm performs successfully if and only if [eR _ 1 ]T = 0, which 

happens if and only if [eR_ 1] = 0 . • 

The following two theorems give restrictions on a under which the Invert algorithm 

is successful. In both of them, it is assumed that the entries of e are chosen equal to 

±a each with probability 1/2 for the sake of simplicity. 

Theorem 4.2.3. Let R be the private basis used in the inversion of /BI<7(V, e), and 

denote the maximum L\ norm of the rows in (R_ 1) by p. Then as long as a < l/(2p), 

no inversion error can occur. 

Proof. Let e = (e i , . . . , en) and set 

d = ( 5 1 , . . . A ) = eR- 1 . 
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By Lemma 4.2.2, we have an inversion error only when [eft - 1] ^ 0 which means that 

\5i\ > | for some i. Let p^ denote the the (i, j ) th entry of (R_ 1) . Since we assumed 

that all the entries of e are -ka we have 

I r I l * l 

N = |e-rj 
= I / jPiiei\ 

i 

3 

< ap 

This implies that as long as a < 1/(2/9), \5i\ < \ for every i. So, no inversion error 

can occur. • 

Remark 4.2.4. By the above theorem, to successfully decrypt the message, one can 

use any basis of C in place of the trapdoor R as long as p < l/(2cr) holds. 

This theorem gives a sufficient condition to get an error free Invert algorithm. 

Observe that higher values of a might cause errors in inversion. On the other hand, 

make it harder for the closest vector approximation algorithm to recover v without 

having the trapdoor information. So, in order to have a reasonable balance between 

the security and reliability, in practice the value of a satisfies a looser inequality. For 

the proof of the following theorem see [18]. 

Theorem 4.2.5. Let R be a private basis used in the inversion of /B,<T(VJ e), and 

denote the maximum L^ norm of the rows in (R _ 1 ) T by - ^ . Then the probability of 

inversion error is bounded by 

Pr[inversion error using R] < 2nexp 
3<7272 

In the proof of this theorem, it is assumed that the coefficients of e are independent 

and have uniform distribution. 
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So to have the error probability less than positive real number e, we should have 

1 
2n 

exp(g-i-5) 

G 

< 

< 

< 

1 
87

2 In (2n/e) 

(7 \ /81n(2n/e))-1 

For n = 140 and e = 10~4 for example, the experiments in [18] resulted in a < 2.7. 

For a given a, it follows from the proof of Theorem 4.2.3 that for an arbitrary basis 

R of £, having L\ norm of rows of (R _ 1 ) T less than l/(2cr) guarantees no inversion 

error while using R as trapdoor information. Using the norm inequality ||x|| < ||x||i, 

the dual orthogonality defect of such a basis is 

17" llrtll 
orth-defect*(R) 

< 

< 

< 

det(R"1) 

n i = l |r Hi 
det(R"1) 

pndet(R) 
det(R) 

Moreover, denoting the maximum Lc 

(2a)" ' 

norm of the rows in (R _ 1 ) T by -^ , it 

follows from Theorem 4.2.5 that having 7 < y/(8<j2ln2n/e)~1 guarantees the error 

probability to be less than e. The dual orthogonality of such basis using the norm 

inequality ||x||2 < -\/^llxlloo is 

n^illrJH orth-defect*(R) = 

< 

det(R"1) 

(v^rnr=1n<i 
det(R-1) 

< det(R) ^ ( - ^ ) n ) 

det(R) 7
n 

< 

< det(R)v/(8fT2ln(2n/e))-™. 

Thus, the upper bounds given by these theorems imply upper bounds for the dual 

orthogonality of the basis. Therefore, one can summarize that a basis R that has 
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low enough dual orthogonality can serve us as a good basis for the Invert algorithm. 

How low that dual orthogonality should be depends on a. If an attacker can find a 

basis with low enough dual orthogonality, he/she can use that to Invert the trapdoor 

function and recover the input. That is the reason why we want our public basis to 

have high enough dual orthogonality so that deriving a good basis from that using 

the known techniques is infeasible. 

4.2.4 Security of the GGH One-way Trapdoor Function 

Suppose that an adversary having e and the public basis B wants to recover v. We 

can divide the attacks into two categories based on the approach of the attacker. 

The attacker either attempts to invert the /B)0- function without having the trapdoor 

information, or tries to calculate the trapdoor information R or an alternative for 

it. The former implies solving the CVP or coming up with a good approximation 

for it. As it is discussed in Chapter 2, approximation of CVP within a polynomial 

factor is known to be a hard problem. In the latter case, the attacker has to reduce 

(B _ 1 ) T using a lattice reduction algorithm in order to find a basis for the dual lattice 

with smaller norm product and lower orthogonality defect as a result. Thus, the 

attacker needs to solve SBP in the dual lattice. Similarly to SVP, the approaches 

to approximate SBP are via lattice reduction algorithm such as LLL. One can argue 

that in the latter case the attacker needs to solve SVP. Note that given any instance 

of the GGH one-way trapdoor function, the security of the function is based on the 

hardness of the problem in that particular lattice lying underneath the function. In 

fact, as it will be described in Section 4.3.3, the actual instance that the attacker 

should solve is easier than in seems in the first sight. 

Therefore, any good approximation of one of the above problems might lead to a 

successful attack. In order to avoid such attacks, the dimension of the lattice should 

be chosen large enough to make these problems presumably infeasible to approximate 

using currently known algorithms. The original suggested value for n in [18] was 140 

based on experimental observations. However, the GGH instances, up to dimension 

400 are broken [38]. 
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Brute Force Attack 

In [18] the brute force attack is described in order to give a size for the exhaustive 

search space and also to show its dependency on the dual orthogonality defect of the 

basis used in the attack. This attack can be placed under the first category described 

above. Since having B, it is hard to find another basis with remarkable low dual 

orthogonality defect, we may assume that the attacker is working with B. 

Lemma 4.2.6. The size of the search space to find the error vector v using the public 

basis B is 

(Tre)"/2 •a--.fl||b*|| 
i 

Proof. Given c and B one computes 

c B _ 1 = v + eB" 1 . 

Then one needs to search for eB _ 1 . Denote d = e B _ 1 = (8i,...,8n) and e = 

(e i , . . . , en) and the (i, j)th element of B _ 1 by fy . Let us assume that the entries 

of d are independent random variables distributed normally. Then the mean of 5i — 

lt2j €jPji is z e r o a n d the variance is 

Var(Si) = Varlj^ e i# 

3 

- Mbrii)2 

The size of the search space is 2 to the power of the differential entropy of the vector 

d [18]. The differential entropy of a normal random variable is 

h(di) = ^\og(7rea2). 

Hence, 

h(d) = lx>s(^2llb**H2) 
i 

n 
= - log(7rea2) + J ] log | |b* | | . 
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So the size of the search space is 

2hW = (7re)"/2
f7

nfJ||b*||. 
i 

• 

This lemma illustrates the relation between the security of the function / and the 

dual orthogonality of the basis being used for brute force attack. 

4.3 G G H Encryption Scheme 

Based on the one way trapdoor function described in previous section, an encryption 

scheme is introduced in [18]. The core of the encryption scheme is the same as the 

trapdoor function. In the context of encryption, a lattice vector is encrypted to a 

ciphertext, which is a vector in W1, by adding a small perturbation vector to it. To 

encrypt an arbitrary message in a given message space, the message should map to 

an integral n-tuple using an easily invertible map M [18]. Using the same notation 

as the trapdoor function, here we describe the encryption scheme. 

4.3.1 Key Generation 

Bob generates the private and public keys as follows. 

Key Generation 

1. Take the security parameter n as an input. 

2. Run the Generate algorithm to get (B,R, a). 

3. Set the public key to be (B, er) . 

4. Set the private key to be ( R r \ T ) , where T = B _ 1 R. 
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4.3.2 Encryption and Decryption 

Encryption 

Alice, having Bob's public key (B,<r), wants to send the message v £ Z™ to Bob. 

1. She picks the perturbation vector e by running the Sample algorithm. 

2. She runs the Evaluate algorithm with inputs v and e. 

3. She sends the output c to Bob as ciphertext. 

Decryption 

1. Bob having the private key R receives c. 

2. He runs the Invert algorithm and recovers v. 

Remark 4.3.1. Notice that the only additional feature of the encryption scheme is 

in the case that the message space in not a subset of the domain of / . In that case, 

an easily invertible public map should be used from the message space to Zn. 

4.3.3 A Successful Attack Against GGH 

According to the experimental evidences and as a result of security argument de­

scribed earlier, arguing that the attacker needs to either solve CVP or SBP, the 

authors of [18], posted five challenges of ciphertexts together with the corresponding 

public information on web. These challenges were of dimensions 200, 250, 300 and 

400. In 1999 an attack is described in [38] that breaks all the challenges except for 

dimension 400. 

This attack takes advantage of the special form of the error vector in the GGH 

trapdoor function. More precisely, since the entries of e are chosen equal to ±a, one 

can write 

c + (a,... ,a) = vB mod 2a (14) 
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Solving this modular system, one can get the plaintext mod 2<r, denoted by v2(T € Z™. 

It is shown in [38] that the system (14) has very few solutions with high probability, 

and these solutions are easy to compute. 

Knowing V2CT, one can simplify the problem of finding a closest vector of £(B) to 

the target vector c = vB + e to finding a closest vector in £(B) to c~^2g — v'B + ^ , 

where v' = v~£?' • 

Now, since the error vector ^ is considerably smaller than e, it is possible to solve 

this instance of problem using known techniques to solve approximate CVP. However, 

the running time of these algorithms still increases exponentially in the dimension of 

the lattice which makes it impossible to solve the problem for very large dimensions. 

The challenge of dimension 400 remains unsolve in [38]. 

In the same paper, it is suggested that to repair this weakness, one can choose 

the entries of e from the set {±er, ± (c — 1)}. However, it is noted that the special 

form of the vector would still be of concern. In conclusion, GGH scheme, as originally 

described, cannot be reasonably secure without being impractical. 

4.4 Summary 

The GGH cryptosystem is based on a trapdoor function /B)0. : (Z™ x Rn) —> Rn. The 

public key consists of a basis B for the lattice C together with a real parameter a. 

The message space is a set together with an additional public, easily invertible map 

into Z". The public key is a basis B for C. Given (v,e) e (Z" x Rn), /B,ff(v,e) is 

vB + e. 

Computing /BI<T is an easy operation. However, computing the inverse is the CVP. 

While B is chosen such that the CVP approximation algorithms perform poorly over 

B, the same algorithms are effective over R. The reason lies in the way these bases 

are chosen. First, the basis R is constructed and £. is the lattice generated by R. The 

value a, which bounds the entries of e, is chosen such that R can recover v. Then, 

B is obtained by mixing R thoroughly via multiplication by In random elements of 

SLn(Z) so that one cannot expect to recover R given B, using any known algorithm. 

The main attack against GGH would be either using lattice reduction algorithms 
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to recover R from B or coming up with a better CVP approximation algorithm which 

allows finding v having B. A necessary condition to avoid these attacks is to choose 

the lattice dimension to be chosen large enough. As it is shown in [38], GGH with 

lattice of dimension less than 400 is not secure. Thus, GGH with reasonable level 

of security has such large keys that it makes it impractical. So, to improve GGH to 

a practical alternative for current public key cryptosystems, one should make GGH 

more efficient and secure. 



Chapter 5 

The NTRU Cryptosystem 

5.1 Introduction 

The NTRU system is a public key cryptosystem introduced in 1996 by J. Hoffstein, 

J. Pipher and J.H. Silverman at a rump session and latter on described in [19]. 

Encryption and decryption in NTRU involve computation in the ring Z[X]/(XN — 1) 

and reduction modulo two positive integers p and q (not necessarily prime). The 

encryption process uses random polynomials, so that each message has many possible 

encryptions. This structure makes NTRU fit into the general category of probabilistic 

cryptosystems. The decryption is valid in the sense that with high probability, the 

decryptor would recover the message using the decryption algorithm. 

Unlike the other lattice-based cryptosystems, the encryption scheme in NTRU 

does not demonstrate the notion of a lattice at first sight. However, the security 

of the NTRU public key cryptosystem ultimately rests on the inability of the LLL 

algorithm, or any of its variants, to produce particularly good short vectors of a given 

lattice in a reasonable amount of time. Through this connection, NTRU fits in the 

category of lattice based cryptosystems. 

The main advantages of NTRU, compared to other public key cryptosystems, are 

its higher speed of encryption and decryption in addition to the speed and simplicity 

of the key generation algorithm. However, the existence of decryption failure, which 

has led to some attacks, places NTRU under the category of imperfect cryptosystems. 

57 
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In this chapter, we describe the NTRU cryptosystem in the general framework of 

one-way trapdoor function. However, the hardness of the Invert algorithm (without 

knowing the trapdoor information) is unknown. Also one can argue that the Invert 

algorithm does not fully recover the input of the one-way trapdoor functions. Materi­

als of this chapter are mainly taken from [19] and [11]. The proofs which are included 

are our own. 

5.2 Notations and Definitions 

Let N, p and q be relatively prime positive integers where q is large compared to p. Set 

R = Z[X]/(XN — 1), with multiplication of two elements / and g of R denoted by f*g. 

Since the elements of R are polynomials of degree less than N, they can be represented 

as vectors. We shall use the following representation of / € R interchangeably when 

there is no possibility of confusion. 

J V - l 

/ = 2^, f^1 = (/o> A> • • • > IN-I)-
i=0 

By reducing an element of R modulo p or q, we mean reducing of its coefficients 

modulo p or q. 

Lemma 5.2.1. A polynomial f in R is invertible mod q if and only z/gcd(/, XN — 

1) = 1 mod q. 

Proof. Suppose that / has an inverse A in R mod q. That means f * A E 1+ < 

XN - 1 > mod q. Thus there exist a U € Z[X] such that f*A = l + U(XN - 1) 

mod q which implies / * A — U(XN — 1) = qk + 1 for some k e Z[X]. So by definition, 

the gcd of / and XN — 1 is 1 mod q. Conversely, if the gcd is 1, such U and A exist 

and therefore A is the inverse of / in R mod q. • 

As it will be explained in detail in the next section, the message, private key 

and the initial polynomials used in public key generation are all polynomials in R, 

chosen from appropriate sets. The following definitions help us introduce the system 

parameters and their constraints. 
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Definition 5.2.2. Let d\ and d2 be two positive integers. Define C(d\,d2) to be the 

set of all / € R such that / has d\ coefficients equal 1, d2 coefficients equal —1 and 

the rest 0. 

Remark 5.2.3. Despite the similar notation, C(di,d2) is not related to lattices. 

Lemma 5.2.4. The set C{di,d2) has 1 ) elements. 
V di J V d* J 

Proof. Elements of the set are polynomials with degree less than N, so they have N 

coefficients d\ of which are chosen to be 1 and among the N — d\ remainders d2 are 

chosen to be —1. • 

Definition 5.2.5. The width of an element / 6 R is defined to be 

\f\oo= max \fi\— min {fi\. 
' • " \<i<NXJ s i<i<Nx- s 

Definition 5.2.6. The centered L± norm on R is defined by 

l/U = 
N-l -. /N-l \ N-l 

\ i=0 \i=0 

The norm is imposed componentwise on (/,g) € R2: \(f,g)\± = |/|_L + |S|_L- Note 

that | / |x is the standard deviation of the entries of / , times y/N. 

Despite the notations | ^ and | |x, the width and the centered norm are not 

norms. That is because width and centered norm of a nonzero / = £1, where 1 is the 

all one vector, is zero. 

Lemma 5.2.7. If the entries of g have zero mean, the centered norm is the same as 

the L2 norm. 

Proof. Having zero mean implies that \/N ^ fi — 0 so 

l/U = 
J V - 1 

\\ i=0 0 

2-

D 



CHAPTER 5. THE NTRU CRYPTOSYSTEM 60 

Lemma 5.2.8. | / | x = Q Z ^ C A ~ If)1'2 *>her* f= ^ ( E ^ 1 fi) • 

Proof. 

£(/<-/)a = E( /< -^(£ /<) ) 

i \ j j,k / 

1,3 j,k 

i i,j 

= \f\l-

D 

Lemma 5.2.9. | / | j _ is the L2 norm of f — Proj1(f), where Proj1(f) is the projection 

of f on the all one vector 1. 

Proof. 

Il/-Proji(/)I|2 /-£4i 1 1 
N-l 

T • i fi 
J N 

/N-l 1 JV-1 \ 

\ i=l i=l / 

1/2 

\f\± by Lemma 5.2.8. 

• 

file:///f/l-
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Lemma 5.2.10. | / | j _ is invariant under the operation of adding the vector tl. 

Proof. Since Proj1(il) = tl, we have 

|/ + tl|± = Wf + tl-Prohif + tVh 

= | | / - P r o j 1 ( / ) | | 2 

= l/U-

n 

The centered norm is quasi-multiplicative [11]. That means 

\F*G\X = \F\±\G\± + A, 

where the component A is smaller by a factor bigger than 1/iV than the first compo­

nent. We write 

\F * G\± * \F\±\G\±. (15) 

On the relation between width and centered norm, the following proposition was 

stated in [19] without proof. 

Proposition 5.2.11. For any e> 0 there are constants 71,72 > 0, depending on e 

and N, such that for randomly chosen polynomials f,gER, the probability is greater 

than 1 — e that they satisfy 

71I/UI5U < 1/ * sU < 72I/UI5U 

5.3 N T R U One-way Trapdoor Function 

The trapdoor function depends on six positive integer parameters (N,p,q,df,dg,d), 

where p and q are relatively prime, q is typically a power of 2 which is considerably 

bigger than p and d, dg and df are positive integers less than N/2. Different sets of 

parameters offer different levels of speed and security. The current version of NTRU 

uses the standard parameter set [10] N = 251, q = 239, p = 2. df — dg — d = 72. 
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5.3.1 Generate Algorithm 

Given a set of parameters, one generates the keys using the following key creation 

algorithm. 

• Choose two polynomials g,f randomly from the sets Cg = £(dg,dg) and Cf = 

C(df, df — 1) respectively (see Definition 5.2.2). The polynomial / , to which we 

refer as private key, should be chosen in such a way that it has inverse modulo 

both p and q. 

• Compute the inverses of / modulo p and q with the use of the extended Eu­

clidean algorithm. Denote them by Fp and Fq respectively. 

• Compute the quantity 

h = Fq* g mod q (16) 

We refer to h as the public key. 

• Set the function k to be 

k:(R,R) -> R 

k(m,(j)) = p<f>*h + m mod q 

• Set the trapdoor information to be / . 

• Output the pair (fc,/). 

By Lemma 5.2.1, for / to have inverses modulo both p and q, it should be relatively 

prime to XN — 1. In particular, since X — 1 is an obvious factor of XN — 1, / should 

not have 1 as a root. That is the reason why the parameters d\ and d2 in the definition 

of Cf are not equal as they are for Cg. 

So, the polynomials / and g completely determine the one-way trapdoor function 

and the trapdoor information. 
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5.3.2 Sample and Evaluate Algorithm 

Given the function k of the output of the Generate algorithm together with the 

parameters, the sample algorithm chooses the input (m,(f)) in D^. If p is odd, the 

message set Cm is defined as 

£m = lmeR:^(p-l)<mi<^(p-l) Vi = 0 , . . . , JV - l | ; (17) 

If p — 2, then Cm is instead the set of binary polynomials in R. The sample algorithm 

chooses random polynomials m and 4> from Cm and Cf, = £(d, d) respectively. The 

Evaluate algorithm computes k at the sample points given by the sample algorithm. 

e = k(m, <j>) = p<j)*h + m mod q. 

We refer to e and m as ciphertext and plaintext respectively. 

5.3.3 Invert Algorithm 

Given the trapdoor information / and the ciphertext e, the invert algorithm works 

as follows: 

• Compute the quantity 

a = f * e mod q 

— f*pcj)*h + f*m mod q 

= f*p<fi*Fq*g + f*m mod q from (16) 

= pcf)* g + f *m mod q 

Identify a with an element of R all of whose coefficients lie in the interval 

(—g/2,5/2]. This is the key step is the invert algorithm in the sense that lack 

of certain conditions, as we will explain shortly, leads to decryption failure. 

• Recover the plaintext as 

Fp*a = pFp *cf)*g + Fp*f*m mod p (18) 

= rri (19) 
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Note that by reducing the coefficient mod p the first component in (18) vanishes 

because it is a multiple of p and in the second component Fp and / cancel each other 

out modulo p. 

If the output of the Invert algorithm is the same as the plaintext, we say that the 

invert algorithm performed successfully. Otherwise, we say an inversion error (decryp­

tion failure) has occurred. Let us check what happens in the process of recovering 

the plaintext. 

Remark 5.3.1. Notice that the sample algorithm gives a random polynomial <j> for 

each message m. So, for the same message m, there are C^ number of possible 

ciphertexts. Moreover, the polynomial <fi is not recovered by the Invert algorithm. 

Inversion Criteria 

Observe that if, after reduction modulo q, the polynomial a in (18) is equal to the 

(non-modular) polynomial 

a = p(f>*g + f*m, 

then the result of multiplication by Fp modulo p is the exact polynomial m. Otherwise, 

the output m! of the algorithm would not be equal to m. Note that by the choice of 

m (see equation (17)), it would not be changed under reduction modulo p. 

So, a = a if and only if all the coefficients of a lie in the interval (—q/2, q/2]. So, 

reduction of a modulo q would give us a. Therefore, in order to have a — a, it is 

necessary to have 

\f * m + p(f) * g\x < q. (20) 

We use this restriction to get a criterion for choosing the parameters. It is claimed 

in [19] that (20) 'virtually always' holds if we have 

< ?/4. (21) 

There are two possible reasons for the Invert algorithm to fail. Either a does not 

satisfy (20) or it does satisfy (20) but not all of its coefficients lie in (—q/2, q/2}. In 

the first case, we say that a gap failure has occurred. We would like to choose the 

parameters in such a way that the probability of gap failure is as low as possible. In 
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the second case, we say that wrap failure has occurred. Wrap failures can be fixed by 

shifting the coefficients or by reducing into an alternative interval (—q/2 +1 , q/2 +1) 

instead of (—q/2, q/2) for an integer t [50, 51]. The following proposition describes 

the criterion, which is suggested in [19], too choose the set of parameters. 

Proposition 5.3.2. Let e > 0. The decryption process works successfully with prob­

ability greater that 1 — e if the system parameters are chosen in such a way that 

|/L|mL~J- and |^|x|5|± „ ^ L (22) 
472 4p72 

Where 72 is obtain from Proposition 5.2.11. 

Proof. We want to have (20). From Proposition 5.2.11 we have 

\f*m\00 < 72 | / |± |m|± and \pQ * g^ < j2\pQ\±\g\± 

Note that 

(
N \ V2 / N \ V2 

So by choosing | / |x |w|x ~ -f- and |Q|_i_|g|_L ~ j 2 - for a 72 corresponding a small 

value of e, we get the desired property, by equation (21). • 

The problem with Proposition 5.2.11 is that it does not give any constructive way 

of computing ji and 72. In [19], suggested appropriate values of 72 for N — 107,167 

and 503 are 0.35, 0.27, and 0.17 respectively, based on experimental data. 

Here, using the centered L± norm, we describe another approach to get a criteria 

under which decryption is successful [11]. It follows from Lemma 5.2.9 that 

\a\\ = \p(f> * g + f * m\\ 

= \\P((> * 9 + f * m - Proj^pcf) * g + f * m)\\l 

= ||p0 * g - ProJiCp^ * g) + f * m - P r o j ^ / * m)\\2
2. 

The author of [11] claim that, according to experimental evidences, we may assume 

p<t>*g — Projx(p^)*g) and / * m — Proj x ( /*m) are nearly orthogonal, so that we may 
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assume 

M l ~ l b^*5 -P ro j 1 (p^*3 ) | | 2 + | | / * m - P r o j 1 ( / * m ) | | 2 

= N> * 5li +1/* H i 

Using the approximation in (15), we have 

W*9\JL ** P\<l>\±\9\±-

Similarly 

\f *m\± w |/ | j . |m|x. 

We consider \m\± and \<p\± as norms of a typical element in £</, and Cm respectively. 

Hence 

| a | i « \pcf> * g\A_2 + \f * m\2
± 

~ , 2 | |2 I ±|2 i I !• |2 I |2 

We choose to write it as combination of \g\\ and | / | i for later use in the next section: 

Ni«b2Hi)Mi + (Hi)|/ i i . (23) 

We may assume that the entries of a are normally distributed with mean /i m 0 

and standard deviation a PS \a\±/V~N- In order to have successful decryption, we 

want to choose the system parameters in such a way that the coefficients of a lie 

between — q/2 and q/2 with high enough probability. That means we want the ratio 

of q/2 to a to be big enough. The following failure probabilities are computed in [11] 

by use of density function of normal distribution, letting q/2 be 3,4, 5 and 6 times of 

a. 

(q/2)/* 

3 

4 

5 

6 

Individual failure p = prob\bi\ > q/2 

2.70 x 10"3 

6.33 x 10"5 

5.73 x 10-7 

1.97 x 1(T9 

Failure among 167 entries 1 — (1 — p)N 

3.63 x lfT1 

1.05 x 10~2 

9.57 x 10~5 

3.30 x 10"7 
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According to this result for ((q/2)/a) > 5, decryption process works with reason­

able high probability. So we want to have 

o- = \a\Jy/N < g/10, 

which gives us a criterion for choosing the parameters q and N. Choosing a smaller 

value of a and corresponding |a|j_ would give a lower failure probability. 

The table below shows different sets of NTRU parameters. However, we should 

point out that these are not currently in use set of parameters. 

Table 2. NTRU Parameter Sets. 

NTRU107.3 

NTRU167.3 

NTRU263.3 

NTRU503.3 

NTRU167.2 

NTRU263.2 

NTRU503.2 

TV 

107 

167 

263 

503 

167 

263 

503 

P 

3 

3 

3 

3 

2 

2 

2 

Q 

64 

128 

128 

256 

127 

127 

253 

df 
15 

61 

50 

216 

45 

35 

155 

dg 

12 

20 

24 

72 

35 

35 

100 

d 

5 

18 

16 

55 

18 

22 

65 

5.4 Security of N T R U One-way Trapdoor Func­

tion 

An adversary has all the system parameters (N,q,p,df,dg,d) as well as the public 

key h. He can eavesdrop through the channel and get the ciphertext e. Having 

this information, he is looking for either the particular message corresponding to the 

cipher text e or the polynomials g and / . Notice that / and g can be calculated from 

one another (see (16)). So it would be enough for an attacker to get one of these 

polynomials. 

Suppose an attacker, having e and all the public information, wants to recover the 

message. Let us first observe what would happen if the attacker tries an alternative 
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key, say / ' for decrypting the cipher text. He computes 

a' = f'*e 

= f'*p<fi*h + f'*m mod q. 

Then, he chooses a representative of a! with coefficients between — q/2 and q/2. 

Note that the attacker would choose an invertible polynomial mod q and p so he 

can compute both F'q and F'p. Moreover, reduction mod p, regardless of using the 

right or wrong key vanishes the first component of a' as it is a multiple of p: 

F' *a' = m mod q. 

So the attacker would be able to recover the message if his a' is equal to the non-

modular expression 

a! = f*j4*h + f*m. (24) 

That happens only if all the coefficients of (24) lie between —q/2 and q/2. 

Let us analyze when this can happen. Assume that the entries of a' are normally 

distributed with mean near zero and standard deviation a1 = \a'\±/VN. As we 

already saw, the probability of having all the coefficients of a in our desired interval 

is directly related to the ratio (q/2)/a. 

The attacker uses the equation (16) to compute g': 

g' = f'*h (25) 

The approximation (23) gives an estimation for |a'|j_: 

W\l*(p2m\g'\l + (Hl)\f\i. (26) 

In which |< |̂j_ and \m\± may be replaced by their typical values. Setting 

we will have 
/2 I" l± ^ tV |VI_Lwi /|2 , \ 2 | W | 2 

/ |2 7,21^12 

o = —— « ( — r r - ) ( | 5 L + A 1/ |j_). (28) 
Â  v N 
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Therefore, if the value of |a'|j_ is smaller or not much larger than |a|j_, then / ' can 

be used for decryption of the ciphertext and recovers the message with almost the 

same probability as / does. Note that for an element / ' chosen from Cf, having g' in 

Cg would guarantee the criterion above. That is because all the elements of Cf (Cg) 

have the same centered norm as / (g). Nevertheless, it is not a restriction and any 

/ ' and g' which are small enough so that a'2 is not much larger than a2 would do the 

decryption. 

5.4.1 Brute Force Attack 

One approach for the attacker can always be the brute force attack. That is he can 

try all possible f E Cf and see if h * / , the potential g, lies in Cg or has small entries. 

Conversely, he can try all the possible g E Cg and see if g * hr1 has small entries. In 

practice the size of Cg is always smaller so the key security level, ie., the amount of 

required work to recover the key, is determined by the cardinality of Cg. 

Similarly, the attacker can try all the possible <fr E C$ and see if e — (p * h is in Cm. 

The message security level is thus given by cardinality of C^. This value is reduced 

in half by a meet-in-the-middle attack described in [23]. 

5.4.2 Lattice Attack 

Now let us see the connection of NTRU with lattices. Another approach for the 

attacker is the so-called lattice attack. In this method, the attacker considers a lattice 

in which finding the private key corresponding to the public key h is equivalent to 

finding a short vector. In order to recover the private key or an alternative key with 

the same efficiency, the attacker builds a lattice whose elements correspond to the 

possible private keys / ' and g' and with the L^ norm of its elements being 

<?Tl + A2 |/ ' 
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Consider the lattice £' generated by the 2N x 2 AT matrix 

/ A 0 . . . 0 ho hi ... /ijv-i \ 

B' 

0 A 0 h N-l ll'O ha h JV-2 

0 

0 

0 

0 

0 

0 

0 

0 

A 

0 

0 

h 
9 
0 

ha 

0 

q 

0 

0 

h0 

0 

0 

\ 0 0 0 0 0 0 0 q ) 

where h is the public key and q is the same as in the system parameters. 

Lemma 5.4.1. The lattice CJ contains the vector r = (\f,g). 

Proof. First observe that the upper right block of B ' is the multiplication matrix of 

the polynomial h: 

( 

(F0,... ,FN-i) 

V 

h0 hi 

h.N-1 h0 

hi h2 

h-N-i 

hN-2 

\ 

F(X)*h{X). (29) 

ho J 

and the two other non-zero blocks are scalar multiplications by A and q. The lattice C 

contains a vector if and only if it is a linear combination of B"s rows with coefficients 

in Z. Observe that 
2N 

(ai,...,a2N) x B ' = ^ a i i - j 

in which r-jS are the rows of B'. So we need to check that there exists a vector in 1?N 

whose multiplication by B' gives us r. It follows from (29) and the definition of h 

that 

(f,0)B = (af,f*h) = (Xf,g). 

D 
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By choice of polynomials / and g, the vector r is among the short vectors in this 

lattice. There are several other vectors with the same norm in C as it is demonstrated 

in the following proposition. 

Proposition 5.4.2. the lattice C contains at least N vectors (af, g') with the same 

length as r satisfying f'*h = g' mod q. 

Proof. We claim that all cyclic shifts of / and g satisfy the desired equation. Observe 

that 

f*X = (f^fiX'JiX) 

— /jV-1 + foX + • • • + /JV-2-X" 

= ( / A T - I , / O , . . . , / J V - 2 ) V / € i ? 

Arguing similarly, any cyclic shift of / can be shown as f*Xl for some 0 < i < N. 

Note that all cyclic shifts of a vector have the same size as the original vector. Now 

observe that if f * h = g mod q, then f*xl*h = g*xl mod q. So we have 

/ A 0 . . . 0 h0 hi ... /ijv-i \ 

0 A . . . 0 hff-i h0 . . . hp{_2 

(f*x\0) 
0 

0 

0 

u 

0 

0 

0 

0 

0 

0 

0 

A 

0 

0 

0 

h 
Q 

0 

0 

h2 

0 

q 

0 

0 

0 

0 

h0 

0 

0 

g 

{\f*xi,g*xi 

J 
Hence, the vector (Xf*xl,g*xl) is in the lattice, has the same length as r and satisfies 

our equation. Since there are N such vectors we have at least N such answers. • 

More generally, an arbitrary element of £ looks like 

{X, Y) I XI H J - (AX, h * X + qY) = {XX, h*X) mod q 
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for X, Y € ZN. Letting X = / ' , an element of C looks like 

(\f',h*f') = (\f',g') modq. 

Note that the block H on the upper right of B' guarantees the satisfaction of equa­

tion (16) and the" mod q part" is taken care of by the lower right ql block. 

So every vector in the lattice C corresponds to a pair of private keys / ' and g' 

such that f'*h = g'. But not all such vectors can be used to decrypt the message 

since by equation (28), we need / ' such that \a'\\ be less or not much greater than 

\a\\ in equation (23). The attacker wants to construct a lattice in which the L2 norm 

of its elements corresponds to the centered norm of the \a'\\. 

Let us compute the L2 norm of a typical element of £ : 

mr,9')h? = ^(£/'.2]+Es1 E/ ' . 2 VE/ 
\ 1 / 

- U ' l 2 4 - \2\f'\ 2 

By Lemma 5.2.7, one can replace the above L2 norms by centered norms if / ' and 

g' have zero mean. However, they do not necessarily have zero mean. So we alter the 

lattice by subtracting the mean of each vector in £' which differ from one block to 

the other so that we get the desired norm property. The new obtained lattice is 

_ ( XI- (\/N)J H-aJ \ 
B V ° qI-(q/N)JJ 

Where a is a suitable scalar. Now an arbitrary vector in the new lattice £(B) has 

mean zero and is of the form 
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So the square of its L2 norm is 

||(A(/'-(/')i),</-G?~')i)ll̂  = i2W!-J'))2 + T,Mi-9'))2 

i=0 i=0 

= A2|/'|i + |</|i 

= (^w) [ | m i i l / ' l i + p 2 H i l 5 , | i ] 

= Us)1*11 

Thus, the attacker constructs the lattice £ and if he can find a vector with norm 

shorter or around 2},,$ |a|j_, he computes the / ' (</) corresponding to that vector 

which would serve as an alternative decryption key. In other words, the effectiveness 

of a lattice element which corresponds to a potential decryption key is directly related 

to its norm. Since the private key / is chosen such that it demonstrates a good 

decryption reliability, its corresponding lattice element is among the shortest vectors 

in the lattice. 

The cryptanalyst is interested in finding a shortest feasible vector in the lattice C. 

Therefore, the success of the attack depends on the performance of lattice reduction 

algorithms. The dimension of the lattice is chosen large enough so that the current 

reduction algorithm should fail to find a short enough vector in the lattice. 

5.5 N T R U Encryption Scheme 

The encryption scheme is based on the one-way trapdoor function described in the 

previous section. In real implementation, this scheme is used together with a padding 

scheme, that is a technique of embedding a message in to the plaintext space in a 

secure way, for more security[10]. However, The use of padding does not effect the 

construction of decryption and decryption explain here. Using the same notations, 

here we explain the encryption scheme. 

5.5.1 Key Generation 

Bob generates the private and public keys as follows 
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Key Generation 

1. Take the parameters (N,p, q, df, dg, d). 

2. Run the Generate algorithm to get (k, / ) . 

3. Set the public key to be the h computed in the Generate algorithm. 

4. Set the private key to be / . 

Remark 5.5.1. Since Bob will need the polynomial Fq in the decryption, to save 

time he stores this polynomial (obtained by the Generate algorithm.) 

5.5.2 Encryption and Decryption 

Encryption 

Alice, having Bob's public key h and the parameters, wants to send the message 

m € Cm to Bob. 

1. She runs the Sample algorithm to get a (f> € C^. 

2. She runs the Evaluate algorithm with inputs m and 4>. 

3. She sends the output e to Bob as ciphertext. 

Decryption 

1. Bob having the private key / receives e. 

2. He runs the Invert algorithm and recovers m granted that no decryption failure 

occur. 

5.5.3 Encryption from a Lattice Point of View 

Although NTRU was originally presented over a ring of polynomials as described in 

the previous sections, for the purpose of comparing to other lattice-based cryptosys-

tems, we give a description of the encryption using the lattice. In order to do that 
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we make a slight alteration in the definition of the public key. That does not effect 

the principle of the cryptosystem. 

Let the public key h be pFq *g and consider the lattice £(B) which is determined 

by the public key h and the parameter q, where 

B VO 9l) 

and H is the matrix of multiplication by h. For the message m and the random <j> 

the ciphertext can be computed as 

(&0) ( „ T ) + ( - 0 , m ) = {<t>,P<t>*h) + {-(f>,m) modq 
\ 0 ql J 

= (0,p(f)*h + m) mod q 

So, the message m makes a part of an error vector whose first part is determined by 

the random polynomial <f>. This error vector perturbs a lattice vector corresponding 

to the integral vector (p<f>, 0) G IP with respect to the public basis B. Therefore, 

the ciphertext is a vector in span(B) close to £(B). It is close because the entries 

of both <j> and m are small by construction. However, since there is no restriction on 

the number of nonzero elements in m, as is the case for / , g and <f>, the perturbation 

vector (—</>, m) might be larger than Ai for this lattice. Hence, recovering a particular 

message is not necessarily equivalent to solving the CVP. 

5.5.4 Review of Attacks on NTRU 

The first attack analysis on the NTRU encryption scheme, except those that are 

described in [19] by the authors, is the lattice attack proposed in [11]. This attack, 

as we saw, suggests that the dimension of the NTRU lattice should be taken large 

enough to make it infeasible for the lattice reduction algorithms to succeed. 

As it is described, decryption in the NTRU cryptosystem is imperfect, in the sense 

that, there is a small probability that the decryption algorithm fails to decipher a 

validly generated ciphertext. This property has caused intensive research and resulted 
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in a number of papers dedicated to answering the question of to what extent, if any, the 

decryption failure effects the security of the cryptosystem, from different approaches. 

A list of these papers is available through [42]. 

One can divide the attacks on NTRU in two categories. The first category consists 

of those in which the NTRU lattice is targeted. Of particular interest, one can 

mention [11, 21, 9, 48, 49]. Roughly speaking, the attacks in this category discuss the 

size of the security parameter, that is the lattice dimension, by tackling the instances 

of the hard mathematical problem underneath the cryptosystem. 

The second category consists of the attacks which take advantage of the decryp­

tion failure property in NTRU. For instance, a chosen ciphertext attack was presented 

in [13]. In this attack, the attacker can derive some information about the private 

key by observing the decryption corresponding to specially constructed invalid cipher-

texts. Since this attack, the padding schemes that had been considered for a potential 

chosen ciphertext attack have been changed [39, 20]. In [39], NTRU with two pro­

posed padding schemes was claimed to be semantically secure i.e, secure against a 

computationally limited attacker. However, as it was claimed in [43], those notions 

of semantic security are not defined under the assumption of existence of decryption 

failure. These investigations on decryption failure not only emphasize on the im­

portance of a good choice of parameters so that the decryption failure probability is 

negligible, but also demonstrate the importance of using suitable padding schemes. 

Although there have been changes in the NTRU encryption scheme since it was 

originally proposed, these changes do not effect the mathematical core of the cryp­

tosystem. That is the reason we chose to present the original version that demon­

strates the underlying construction the best. 

5.6 Summary 

In the NTRU cryptosystem, the message, as well as the public and private keys, are 

polynomials in R. The private key / is a small polynomial, which is related to the 

public key by another small polynomial g through the equation h = Fq*g mod q. The 

message is also a small polynomial which is encrypted into e = pep * h + m mod q 
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where </> is a random polynomial. This computation is fast and easy. Reduction 

modulo q and randomness of </> hide the message m i n e . The idea of the decryption 

is the observation that the coefficients of product of small polynomials in R tend to be 

distributed approximately centered around zero. So, for a good choice of parameters, 

the expression f*e=p(f>*g + f*m has all its coefficients between — q/2 and q/2. 

That implies reliable recovery of m from e by multiplication by / mod q followed by 

multiplication by Fp mod p. 

The only privilege of the private key / and its corresponding g to other pairs of 

polynomials in R which satisfy h = Fq*g mod q is their small size. In fact, the only 

feature of / and g which leads to having \f * e\ < q is their small size. That reduces 

the problem of breaking the cryptosystem to find a short vector in a lattice whose 

elements satisfy h = Fq* g mod q. This lattice turns out to be of a special form of: 

(" " ) 
\0 ql J 

There is not much known about the complexity of finding a short vector in such a 

lattice. However, the fast encryption and decryption and the small public key size has 

made NTRU the only practical lattice-based cryptosystem so far. Its performance is 

compatible with currently common used cryptosystems (see [24]). NTRU is currently 

being marketed for Java, C, and OMAP platforms. 



Chapter 6 

NTRU-Like Cryptosystems 

The cryptosystem NTRU is defined over ring of polynomials with coefficients in A = 

Z. In 2002, P. Gaborit, J. Ohler and P. Sole proposed a polynomial analogue of 

NTRU, called CTRU where the ring of integers is replaced by the ring of polynomials 

over the binary field F2 [14]. Although CTRU did not succeed as a reliable analogue 

of NTRU, it initiated the idea of using the NTRU encryption method over rings other 

than Z. This idea was followed in [25] where a NTRU-like cryptosystem, with its ring 

of integers replaced by the Gaussian integers (i.e, Z[i]) was proposed. As suggested 

in [25], it is worthwhile to investigate how the system would work over other rings. 

This chapter consists of three sections. In Section 6.1, we briefly explain the prior 

works that have been done on the subject of generalizing NTRU. In Section 6.2, we 

investigate the requirements for an integral domain A to be qualified as a NTRU-like 

ring base and discuss the general steps needed to be taken to define a NTRU-like 

cryptosystem over A. In Section 6.3, which is summarized from [14], we describe 

CTRU as an example of our general discussion. 

6.1 Prior Works 

After CTRU, which will be described in detail in Section 6.3, another generalization 

of NTRU was described over Gaussian integers by Kouzmenko in [25]. In this thesis, 

Kouzmenko shows how CTRU can be successfully attacked, and raises the possibility 

78 
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of extending NTRU to other rings. We follow up on this in Section 6.2. In this 

section, let us clarify where Kouzmenko's work ends and ours begins. In [25], it is 

mentioned that "the existence of a division algorithm [in the base ring of NTRU] gives 

us several useful properties: every such ring possesses a unit element, is a principal 

ideal ring, we can define prime elements and the notion of greatest common divisor of 

two elements. An Euclidean ring is also a unique factorization domain". Moreover, 

it is pointed out that to inverting a polynomial, as is required in the key creation 

process of NTRU, can be done with use of the extended Euclidean algorithm and 

Chinese Reminder Theorem if the base ring is a Euclidean domain. 

It is further discussed that "to switch from computation mod q to computation 

mod p in the decryption part" the criterion given in NTRU, that is \pc/>*g + f*in\O0 < 

d(q) where d is the Euclidean norm, "does not generally work for all Euclidean rings, 

since the division algorithm does not produce unique remainder", without discussing 

the reason why it works on Z although Euclidean function does not admit unique 

remainder even on Z. Moreover, it is claimed that "there may exist a constant C such 

that if d{x) < $&, then x is the unique representative of equivalence class mod g" 

without including further discission on what that constant might be. Moreover, he 

does not show why the representatives within such a range should be unique, nor is any 

connection made in general between Euclidean rings and their lattice construction. 

Furthermore, in order to illustrate NTRU over Z[i], it is shown that Z[i] is a 

Euclidean ring and an Euclidean algorithm is given for Z[i] which gives a unique rep­

resentative less that d(q)/4 modulo q. Moreover, inverting a polynomial in Z[i]/(g)[X] 

using extended Euclidean Algorithm and Chinese Reminder Theorem is explained. 

Finally it is noted that "there is a connection between the problem of finding the 

shortest representative modulo a non-zero Gaussian integer x and the CVP". However, 

it is claimed that using CVP techniques in "an overkill from efficiency point of view" 

without justification, given that the Euclidean algorithm described for Z[i] does not 

differ much from CVP round-off algorithm technique. 
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6.2 NTRU over an Arbitrary Integral Domain 

We wish to extend NTRU to an arbitrary integral domain A. In this section, we 

deduce some necessary properties of A which allow NTRU to be defined. 

6.2.1 Encryption-Decryption System 

Let A be an integral domain. For a positive integer N, set R to be the ring A[X]/(XN— 

1) with multiplication denoted by the symbol *. For an element a G A, denote by (a) 

the ideal generated by a and let Ra denote R/(a) = A/(a)[X]/(XN - 1). 

Let p and q be two elements in A and let the sets Cm, Cf, Cg and C^ be subsets of 

R. In the key creation process, two polynomials / and g are randomly chosen from Cf 

and Cg respectively such that / is invertible in both Rp and Rq. Denote the inverses 

of / in Rp and Rq by Fp and Fq respectively. The NTRU-like algorithm should be 

able to follow the steps below: 

1. Compute the public key as h — Fq * g G Rq. 

2. Choose the message m from the set Cm and the random polynomial <p from C^. 

3. Compute the ciphertext as e — p<j) * h + m E Rq. 

4. To decrypt, compute a = e*f=p(f)*g + m*fE Rq-

5. Identify a with an element a € R. 

6. If a is equal to pc/>*g+m*f in R, the receiver recovers the message as m = a*Fp 

mod q. 

Observe that once one can calculate Fq and Fp, the first four steps can be executed 

without difficulty. So, as is pointed out in [25], the ring A should be chosen in such a 

way that there exist a polynomial time algorithm for computing the inverse of a unit 

element in Rq and Rp. 

Note that in all the computations, we identify the elements of Rp (Rq), by poly­

nomials in R. More precisely, in Steps 1,3 and 4, we reduce the coefficients modulo 
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q and identify each coefficient by the representative of its class in A/(q). Similarly, 

the polynomial in Rp is represented by a polynomial in R in Step 6. 

In Step 5, in order to proceed to Step 6, we first have to identify a € Rq with a coset 

representative in R. This involves making choice of a set S of coset representatives. 

In order to ensure that Step 6 has a high probability of succeeding, we have to 

derive conditions under which the coefficients of pcj) * g + m * / lie in S. As in the 

case with NTRU over Z, these conditions help to determine the sets Cm, Cf, Cg and 

C$ and also to choose the elements p and q. 

Let us pursue the issued raised here in detail in the next two subsections. 

6.2.2 Invert ing a Uni t E lement of Rq 

As we saw in the previous subsection, one of the steps we need to take while imple­

menting a NTRU-like encryption scheme is inverting an invertible polynomial in Rq 

and Rp. Here we consider this problem over the ring A in three cases. We start with 

an integral domain and adopt the additional conditions that we need at each step. We 

will see that having A to be a Dedekind domain allows us the find the inverse of an 

invertible polynomial in Rq (Rp). We have included the statements of key theorems 

from ring theory in the appendix. 

Theorem 6.2.1. Let f G R and suppose A/(q)[X] is a PID, then f is invertible in 

Rq if and only ifgcd{f,XN - 1) = 1 € A/(q)[X]. 

Proof. Assume that / is invertible. There exists a polynomial Fq in Rq such that 

f*Fq = l eRq. 

That implies 

fFq = l + u(XN-l)eA(q)[X]. 

So, for some u € A/(q)[X] we have 

fFq-u(Xn-l) = l. 
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So, 1 is the gcd of / and XN — 1. Conversely, if gcd(/, XN — 1) = 1, then since 

A/(q)[X] is a PID, there exist u and v in A/(q)[X] such that 

uf + v(XN-l) = l. 

Thus u is the inverse of / in Rq. • 

First Case: q is prime 

Assume that q is a prime in A and let / be an invertible polynomial in Rq. We need 

to find an algorithm to find Fq. If A/(q)[X] is a PID, by Theorem 6.2.1, it is enough 

to find u,v G -A/(g)[A"] such that 

fu+(XN-l)v = leA/(q)[X] 

f *U = 1 € Rq 

and set u = Fq. If A/(q)[X] is an Euclidean domain, the polynomials u and v are 

computable by implementing the extended Euclidean algorithm. By Theorem A.0.10, 

if A/(q) is a field, then A/(q)[X] is an Euclidean domain and by Theorems A.0.9, 

A/(q) is a field if and only if (q) is a maximal ideal. Since q is a prime element, (q) is 

a prime ideal by Theorem A.0.1. Therefore, a highly desirable property of A would 

be: every prime ideal in A is maximal, because it would allow us to use the extended 

Euclidean algorithm in A/(q)[X]. 

By Proposition A.0.8, if we choose A to be a PID, (q) would be maximal and the 

argument above holds. However, a PID is more than what we really want. It follows 

from Definition A.0.12 that a Dedekind domain, which is a weaker constraint on A 

by Theorem A.0.13, would also fulfill our desired requirements. Note that in fact, the 

only property of a Dedekind domain that we are using at this point is the fact that 

every prime ideal is a maximal ideal. 

Second Case: q is a power of a prime 

Assume that q = ak is a power of the prime element a in a Dedekind domain A. So, 

by first case, we can find u,v € A/(a)[X] such that 

fu + (XN -l)v = le A/(a)[X}. 
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Note that since (ak) C (a), we can identify the elements of A/(a) in A/{ak). Under 

this identification we can write u, v G A/(q). By re-writing the above equation in 

A[X] we get 

fu + (XN -l)v = l-al 

for some I G A[X\. By multiplying both sides by n*=o(l + (a02*)> where s is the 

smallest integer such that 2s > k we get 

s - l 

11(1 + {alf){fu + (XN - l)v) = 1 - (alf. 

j=0 

Thus the right hand side is 1 modulo q which implies that the inverse of / is 

s - l 

A similar argument is used in [25] for the case A = Z[i\. 

Third Case: q is arbitrary 

Assume that q is an arbitrary element of the Dedekind domain A and let (q) de­

note the principal ideal generated by q. By Proposition A.0.15, (q) has a unique 

factorization into prime ideals. If those prime ideals are principal, we can write 

(q) = {pi)(p2) • • • (Pm)- Having (p)(p) = (p2) and arguing inductively we have 

(9) = (p? 1M 2)---(Pn") , 

where the p,'s for 1 < i < n are distinct primes in A and the ctj's are positive integers. 

Since the p?"s are relatively prime, by the Chinese Remainder Theorem A.0.17 

we have 

A/(q)*A/(p?)x--.xA/(p?). 

This ring isomorphism in particular gives us an isomorphism between the groups of 

units of both sides. Hence, it suffices to invert / in each of the rings A/(pfi) using 

the second case and then solve the congruence system 

x = FPiai mod pf 
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to determine Fq. The proof of the Chinese Remainder Theorem is constructive and 

gives us the inverse element. Using the Chinese Remainder Theorem increases the 

amount of computation in the inversion process in the second case by a factor of the 

number of distinct prime factors of q. 

However, to satisfy the condition of having the ideals in the factorization of (q) 

principal, every prime ideal in A should be principal. By Proposition A.0.18, that 

implies A to be a PID. Therefore, in this case, we need to start with an PID. 

6.2.3 Decryption Criteria 

Let A be a Dedekind domain. In the second last steps of decryption, we need p<fi * 

g + m * f to be "the same in A/(q) as it is in A". To draw a more clear and precise 

picture of the last sentence, recall that elements of A/(q) are classes. Define the 

natural projection map 7r : A —» A/(q). Given an element x € A, denote its image by 

x. Thus, the coefficients of pcf)*g+m*f lie in A/(q); denote them dj for 0 < i < N — l. 

Similarly, we denote a = p(/)*g + m*f£Rq and a=^p(j)*g + m*f^R. 

To identify an element of A/{q) with one in A, we need to choose a subset S of 

A which is a complete set of residue classes modulo q. That means the set S satisfies 

the following conditions: 

1. V6 € A/(q), 3s € S such that s G b. 

2. If Si, s2 & S and s~i = s"2, then Si = s2. 

Given S, we can define a map $ : A/(q) —> S sending s —> s. If s = b, then 

$(6) = s = b + xq for some x G A. 

Given the $, the element a will correspond to a exactly when all a,'s lie in S. 

Otherwise, if a; is not in S for some 0 < i < N — 1, then $(di) ^ ait so $(d) ^ a. 

This implies a constraint according to which we define the sets Cm, Cf, Cg and C^ 

and choose the elements p and q. 

Note that if our set does not satisfy the first condition of a complete set of residue 

classes, one can still define a partial function $ ' defined over a subset 

A' = {x € A/{q) | 3s e S such that x — s} , 
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by &'(s) — s. Again, if all the coefficients of a lie in S, then the a '̂s remain invariant 

under <3>' and a and $'(a) would be equal. 

There might be infinitely many sets S satisfying conditions 1 and 2, and we wish 

too choose a "good" one. One option to determine a set 5 is to take a feedback 

approach. This means that we choose the sets Cm, Cf, Cg and C$ in a convenient 

way, and then observe the natural interval in which the resulting aj's lie. This gives 

us the idea of finding a condition, namely 6, which the elements of our desired S 

satisfy. Resuming the last paragraph, we get that S is the set of all s 6 A such that 

they make a complete (or partial) set of residues and they satisfy &. 

The problem of identifying S in general is very broad; let us specialize to the case 

where A admits a Euclidean norm. 

Recall that a Euclidean domain A is an integral domain which possesses a function 

called an Euclidean function (Euclidean norm) d on >l/{0} which satisfies 

1. d(ab) >d{a), \Ja,beA,b^0 

2. For all a, b G A with 6 / 0 there exist q,r € A such that 

a = qb + r, 

where r = 0 or d(r) < d(b). 

Decryption Criteria Over an Euclidean Domain, Part I 

Let us first assume that A possesses a Euclidean norm d such that given two elements 

of A, the remainder and quotient are uniquely determined. 

Lemma 6.2.2. For such an A, the set S — {s G A\ d(s) < d(q)}U{0} is a complete 

set of residues modulo q. 

Proof. For a given b € A, the Euclidean norm gives us a unique remainder s and 

quotient k in A such that b = kq + s and d(s) < d(q) or s — 0. So s € S and s 6 b. 

Therefore the first condition is fulfilled. 

To check the second condition, suppose that Si and s2 are two nonequal elements 

of S such that s"i = s~2. Hence we have Si — s2 € (q), so Si = kq + s2 for some k G A. 
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Hence, we have two expression for si as 

si = Oq + si 

= kq + s2. 

Since d(s\) < d(q) and d(s2) < d(q), this contradicts the assumption that A admits 

unique remainders. So Si = s2 and the second condition is fulfilled. • 

Note that here we have defined S by the condition (3 : d(s) < d(q) or s = 0. 

Having a unique remainder is quite a strong condition which eases finding S 

remarkably. The CTRU cryptosystem enjoys this property which, as we will see in 

Lemma 6.3.4, leads to having very simple criteria for successful decryption. However, 

the following theorem, taken from [46], tells us that the only rings which satisfy this 

condition are the rings of polynomials over a field. 

Theorem 6.2.3. Let A be an integral domain that is not a field and that possesses a 

Euclidean function d such that for every a and non-zero q in A, there exist unique r 

and s such that 

a = rq + s d(s) < d(r) or s — 0. 

Then A = F[X] for some field F. 

Proof. First we prove the following lemma. 

Lemma 6.2.4. Having unique quotient and remainder is equivalent to having 

d(a + b)<max{d(a),d(b)} Va,b € A. (30) 

Proof. Suppose that we have this condition and for a, b ^ 0 there exist two pairs of 

elements r\, S\ and r2, s2 such that 

a = rib + Si d(si) < d(b) 

= r2b + s2 d(s2) < d(b). 

Subtracting the first row from the second we get 

b{r2 - n) = (Sl - s2) + 0. 
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Since d is an Euclidean function, this implies d(b) < d(si — S2). Now (30) implies 

that d(b) < vaax{d(si),d(s2)} which is a contradiction. 

Conversely, suppose that we have the uniqueness of the remainder of the Euclidean 

function and there exist elements a and b in A such that 

d(a + b) > max{d(a), d(b)}. 

We can write 

a2-b2 + b = (a + b){a-b) + b d{b) < d{a + b) 

= (a + b)(a-b+l)-a d(a) < d(a + b), 

which contradicts the uniqueness of the remainder. • 

Now, define the set F as 

F := A* = {a E A\ d(a) = d(l)}. 

Recall that every non-zero element a £ A has norm greater or equal than d(l). 

Moreover, d{a) — d(l) if and only if a is unit. Since A is not a field by assumption, 

the set A\F is not empty. Let X be an element in ^4 \F such that d(X) is minimum. 

We can choose this element since d(a) > 1 for a non-zero element a and Z+ is well 

ordered. Thus 

d(l) < d(X) < d(a) Va€A\F. 

By assumption, for any a £ A\ F there exist unique r and s such that 

a = rX + s d(s) < d(X) or s = 0 

If s = 0 then d(a) = d(rX) > d(r). Observe that s should be in F. Otherwise, it 

contradicts the choice of X of being the element with smallest norm. Moreover, we 

have 

d(r) < d{rX) 

= d{a — s) 

< max{d(a),d(s)} 

= d(a). 



CHAPTER 6. NTRU-LIKE CRYPTOSYSTEMS 88 

If r is in F we are done since a is written uniquely as a polynomial in X with 

coefficients in the field F. If not, there exist unique r\ and s\ such that 

r = r\X + s\ d(si) < d(r\) or Si = 0. 

For the same reason as above, s\ is in F and d{r) > d(r{). This gives a sequence 

d(a) > d(r) > d(r{) > d(r2) > ... 

of strictly decreasing positive integers. We repeat this process until we get a rn 6 F. 

Then we can write 

a = rnX
n+1 + snX

n + • • • + siX + s 

where all the coefficients are in the field F . Furthermore, these coefficients are unique. 

ThusA = F[X}. 

Conversely, a polynomial ring over a field with standard degree norm satisfies (30) 

which by the lemma is equivalent to having a unique quotient and remainder. • 

Decryption Criteria Over an Euclidean Domain, Part II 

Now suppose that A is an Euclidean domain which is not a polynomial ring over a 

field. Then, A possesses a Euclidean norm for which the quotient and remainder are 

not unique in all cases. Thus, observe that the set 

S' = {se A\ d(s) < d(q)} U {0}, 

while exhausting all residue classes of A/(q), may contain more than one representa­

tive of a particular class in A/(q). In this case we need to smartly choose a subset 

among the classes of congruent elements in S'. 

One way to choose S is to consider the given Euclidean Algorithm. For example, 

if we have an algorithm that always gives us the unique smallest element of a class 

with respect to the Euclidean norm, our desirable set S would be the set of smallest 

representatives of all classes in A/(q). We will define an S for A = Z[\/^2] in this 

manner in next chapter. 
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Alternatively, one may try to narrow down the permitted range of norms for 

elements of S. In other words, we are looking for a suitable threshold t, depending 

on q, such that the set 

St = {s e A\ d(s) < t} 

satisfies the second condition. Unfortunately, with this approach we lose the first 

condition. That is, there may exist b G A such that no element of b lie in St. By 

decreasing the upper bound t, we exclude all the remainders of the same class with 

bigger norm but we might exclude the smallest remainder from another class . This 

leads to the failure of first condition, and hence only a partial function <£>' as discussed 

in 6.2.3 can be used. In this case, our attempt is to choose the system parameters 

in such a way that the coefficients of a are not among the unintentionally excluded 

representatives. 

Example 6.2.5. In original NTRU, A = Z with d=\ |. The set {a € Z| \z\ < \q\} 

has two elements from each class modulo q. By choosing the smallest of each pair we 

get 

S=(-q/2,q/2)nZ. 

In the next section, will describe the CTRU cryptosystem as an example of a 

NTRU-like cryptosystem over a ring which is a polynomial ring over a field. 

6.3 CTRU Cryptosystem 

6.3.1 Notation 

This cryptosystem was presented in [14] together with an analysis of the lattice based 

attack which we discuss below. Let A = ¥2[T] denote the ring of polynomials over F2-

As above, let A'' be a positive integer and R :— A[X}/(XN — 1). A typical element of 

R can be represented as 

F{X) = F0(T) + Fi(T)X + F2{T)X2 + ••• + FN_l(T)XN~1 

where for each i between 0 and N — 1 the coefficient of X1 is 

Ft(T) = Fi0 + FnT + Fi2T
2 + ••• + FikT

ki 
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where 0 < j < kt, and F^-'s are binary. Let P and Q be two irreducible elements of 

A of degree s and t respectively such that 2 < s < t and gcd(s,t) — 1. The sets £ / , 

Cg, C<f, and Cm are subsets of R. As a brief comparison with NTRU, observe that Z 

is replaced by A, the integers p and q are replaced by irreducible polynomials P and 

Q, and finally, Z[X]/(XN - 1) is replaced by A[X]/{XN - 1). 

It is worth observing that the quotient rings Ap := A/(P) and AQ := A/(Q) 

are isomorphic to finite fields of order 2s and 2* respectively. Thus the quotient rings 

RP := R/{P) and RQ := R/(Q) are isomorphic toF2s[X]/(XN-1) and¥2t[X}/(XN-

1) respectively. 

The parameters t and s are chosen to be relatively prime so that the two extensions 

of F2 of degree t and s intersect only in F2. More precisely, F2t is Galois over F2 with 

Galois group isomorphic to Z/iZ. By the fundamental theorem of Galois theory, 

any subfield of F2t corresponds to a subgroup of Z/iZ. By the Lagrange theorem, the 

order of any subgroup H of Z/iZ divides t and the degree over F2 of the corresponding 

subfield is |Z/iZ : H\. Thus, any subfield of F2t is of the form F2t! where t\\t. Since 

gcd(t, s) = 1, the only subfield of F2s which is also a subfield of F2t is F2. 

Definition 6.3.1. For any polynomial F 6 R, by degT(F) we mean the maximum 

degree in T of the coefficients of X. In other words, deg r(F) is computed for F as a 

polynomial in T. 

Note that since deg(/+g) = max{deg(/), deg(g)}, by Theorem 6.2.3, the function 

"deg" over A is a Euclidean norm which gives unique quotient and remainder. Hence, 

CTRU falls under the first category that we discussed in the previous section. We 

define $(x) to be the remainder of x upon dividing by Q for every x € AQ. 

Definition 6.3.2. For an integer number d < t, where t is the degree of Q, define 

the set C(d) as 

C(d) = {F eR | degT(F) < d} 

Lemma 6.3.3. The set C(d) has 2Nd elements. 

Proof. A typical element of C{d) looks like 

F{X) = F0(T) + Fx(T)X + F2{T)X2 + ••• + F^^X"-1 
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where for each i between 0 and N — 1 the coefficient of X is 

Ft = Fi0 + FtlT + Fi2T
2 + ••• + FidT

d 

where for 0 < j < d, the F / s are binary. Hence, applying the elementary counting 

techniques, we get exactly 2d choices for each Fj. Since the degree in X of F is at 

most N — 1, there are 2Nd different possibilities for F. D 

6.3.2 CTRU Encryption Algorithm 

Similar to NTRU, CTRU depends on six parameters: N, P, Q (as defined in the 

previous section) and positive integers df, dg and d$ all less than t. 

Key Creat ion 

Suppose that Bob wants to create his public and private key. He picks two polynomials 

/ and g from the set Cf := £(d/ + l) and Cg := C(dg + 1) respectively. The polynomial 

/ should be invertible modulo both P and Q. That means it should be among the 

unit elements of the rings Rp and RQ. We denote the inverse of / modulo P (Q) by 

Fp (FQ). Having / and g, Bob computes 

h := g * FQ mod Q. (31) 

Bob sets his public key as h and his private key as / . 

Encrypt ion 

Alice chooses her message m from the set Cm :— C(s). She also picks a polynomial (p 

randomly from the set £«/,:= £(o?0 + 1). She encrypts the message as 

e := Pcj) * h + m mod Q. 

So e is an element of RQ. She sends e to Bob. 
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Decryption 

Bob having the private key / , receives e. He computes 

a = e * f 

— Pcj) * g + m * f mod Q 

If a is equal to the non-modular expression P(f>g + mf, Bob can can recover m as 

m = a* FP — PcfigFp + mfFp mod P 

Clearly, a and the non-modular P(j)*g+m*f are equal if and only if each coefficient in 

the latter has degree less than deg(Q). As in NTRU, we need a condition under which 

a is equal to the non-modular expression P<f>g + mf. Unlike NTRU, this criterion 

here is convincing and easy to achieve. 

Lemma 6.3.4. For the decryption process to be successful, it is enough to have s + 

d<ji + dg < t and s + df < t. 

Proof. Clearly, if degT(P4>*g+m*f) is less that deg(<5), reduction modulo polynomial 

Q would not change P</> * g + m * f. Since it has two components, we need each of 

them to be of degree less or equal than t. Using (30), we conclude 

deg(p<f> *g + m*f)<t <=> deg(P</> * g) <t and deg(m * f) <t (32) 

•& s + d$ + dg < t and s + df < t 

D 

Remark 6.3.5. The proof of Lemma 6.3.4 cannot hold without (30) and in NTRU 

it is replaced by an approximation of the norm of the sum of two elements, which 

leads to an approximation criteria derived from a probability argument. 

Thus by choosing 

t - s - 1 
df = t - s - l , dg = dq= , 

Bob definitely decrypts the message successfully. Note that the assumptions df, dg, 

dfi and s all less than t is justified here. 
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6.3.3 Security of CTRU 

Similar to NTRU, an adversary has all the system parameters (N,Q, P,df,dg,d<j,) 

as well as the public key h. He can eavesdrop through the channel and get the 

ciphertext e. Having this information, he is looking for either the particular message 

corresponding to the cipher text e or the polynomials g and / . Notice that / and 

g can be calculated one from another. So it would be enough for an attacker to get 

one of these polynomials. Following [14], let us consider some of the analyzed attacks 

on NTRU adapted to CTRU. The following proposition gives us a condition under 

which an alternative key / ' can decrypt the message. 

Proposition 6.3.6. For a polynomial f E R to be a spurious key, it is enough to 

have 

s + d<j, + deg(h * / ' ) <t and s + deg(f') < t. 

Proof. Suppose / ' is an invertible element of £ / modulo both P and Q and denote 

the inverses by F'P and F'Q. Given e, we have 

a' = e* f = P(p * h * f + m * f mod Q 

As it is discussed in Section 5.4, a condition on / ' which makes a' equal to the non-

modular expression P<f>*h* f + m* f is enough to make / ' a spurious key. It follows 

from Lemma 6.3.4 that it happens when 

s + d(f) + deg(h * f) < t and s + deg(f') < t. 

D 

So by choosing an invertible polynomial f E £f, the attacker computes g' = h*F'q 

mod Q. If 

s + d^ + degg' < t, (33) 

then / ' is a successful spurious key. Thus the condition is easy to check. 



CHAPTER 6. NTRU-LIKE CRYPTOSYSTEMS 94 

Brute Force Attack 

One approach is the brute force attack. The attacker can go through all the possible 

/ ' € Cf and compute g' and see if deg g' < t — s — d^. Conversely, if h is invertible, he 

can try all the possible g' € Cg such that deg g' <t — s — d^ and see if g' * h~l <t — s. 

In practice the size of Cg is always smaller than £ / , the key security level, i.e., the 

amount of required work to recover the key, is determined by #£ f f . 

Similarly, an attacker can try all the possible <j> and see if e — P<j> * h is in Cm. The 

message security level is thus given by #£^. 

Semi-Lattice Attack 

Another approach to find an alternative key is the semi-lattice attack witch is an 

analogue to the lattice attack on NTRU. To adopt the lattice attack on NTRU to 

this case, we replace the notion of lattice with ^-module. Thus, Lh is the module 

Lh :={(/ ' ,</) £A2N I f*h = g' mod Q}, (34) 

where we identify AN with A[X]/XN — 1. Let us define degT of an element (/', g') € 

A2N by max{degT(/'), degT(5')}- Then Lh is a F2[T] module of rank 2N. The private 

pair (/, g) is an element of Lh. The module is generated by the rows of the matrix 

Mh=(lN " V (35) 
V 0 QIN I 

where IN is identity matrix, Q is the CTRU parameter and H is a matrix having 

shifts of h as its rows. 

The attacker, having h, constructs Lh- He knows that degT (g) < dg < t — s — d^ 

and degT (/) < df < t — s. Therefore, he is looking for an element in Lh which 

satisfies these two conditions. So the attacker is looking for a lattice element (f',g') 

such that 

deg(/ ')r < df and d e g ^ r < dg. 

Below we describe that there exist an algorithm to find a shortest element in Lh 

with respect to degT. Let I be a shortest vector with degr{l) — ^h- Assume that 
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dg < df. If fXh < df and Hh < dg, I can be used as a spurious key. Otherwise, when 

dg < Hh < df, the attack is not successful. It is shown in [14] that for s « m/4 the 

Hh> dg. Therefore, semi-lattice based attacks can be avoided. 

On Lattice Reduction for Polynomial Matrices 

Let F be a field and A — F[T] be the polynomial ring over F. In this section, we see 

that for an A-module L, there exists a polynomial time algorithm that gets a basis 

of L as input and computes the shortest vector in L with respect to deg r as output. 

More precisely, this algorithm computes the weak Popov form of a given matrix with 

entries from F[T] [37]. First we need to introduce some notation. 

Let M = (rriij) be a n x m matrix with uiy € F[T]. 

Definition 6.3.7. For 1 < i < n, the ith pivot index Ii of M is an integer defined as 

follows: if rriij = 0 for 1 < j ' < m, then /, = 0. Otherwise 

1. deg(my) < deg(mii7i) for 1 < j < If, 

2. deg(my) < deg(mi)7i) for h< j < m. 

If Ii ^ 0, the element miji is called the ith pivot element of M and is denoted by Pi. 

The degree of Pi is called the ith pivot degree of M and is denoted by Di. 

In other words, the pivot element is the right most element with maximum degree 

in its row. 

Definition 6.3.8. The carrier set C of M is defined as C — {1 < i < n\Ii ^ 0}. In 

other words, C is the set of indexes of nonzero rows of M. 

Definition 6.3.9. M is said to be in weak Popov form if the positive pivot indices of 

M are all different, i.e. if 

k,iec, k^i^h + h. 

In [37] a polynomial time algorithm is proposed. This algorithm transforms a 

given matrix into weak Popov form by applying unimodular row transformations. 
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Now suppose that L is a F[T]-module and M is the matrix having a basis of L as its 

rows. Applying this algorithm, we get another basis for L which is in weak Popov 

form. The lemma below shows how we can get the shortest vector in a module by 

having its basis matrix in weak Popov form. 

Lemma 6.3.10. If M is in weak Popov form and I is such that deg(P/) = minc(deg(Pj)) 

then all vectors in the A-module generated by the rows of M have degree at least 

deg(Pz). 

Proof. Let r = XwLi °^r* 7̂  0 be an arbitrary element of the associated module L, 

where rl denotes the ith row of M and di £ A. Let k be the row where we have for 

i ^ k either deg(diP) < deg(dkPk) or if deg(d;P) = deg(dkPk) then It < Ik. Then 

for i 7̂  k we have 

1. If deg(diPi) < deg(4Pfc), then deg(d im i ]/J < deg(^P) < deg(dkPk); 

2. Ifdeg(djP) = deg(4Pfc) and 4 < Ik, then deg(d im i i/J < deg(djP) = deg(4P*)-

It follows that deg(r/fc) = deg(<ifcPfc) > deg(p). 

• 
Corollary 6.3.11. Given an A-module L with associated matrix M, the shortest 

vector of L with respect to degT corresponds to a row of the weak Popov form of M 

with minimum deg(p). 

Thus, the attacker can find //^ = deg(p). As described before, he needs [ih < df 

and fih < dg to hold. Based on this challenge, the authors of [14] give a so-called the 

shortest pair of vectors problem (SPVP) on which the security of CTRU is based. 

Definition 6.3.12. (Shortest Pair of Vectors Problem, SPVP) Let Ax and A2 denote 

two matrices in M(r X ci[F] and M(r x c2[F] respectively, and di,d,2 two non-equal 

integers. Let D be a best upper bound on the degree in T of the entries of both 

matrices. The shortest pair of vectors problem is finding an u G F2[r]T' such that 

both |u*Ai|s < d\ and lu '^la < d2 hold. 

Note that if d\ and d2 are equal, the shortest vector in the module which is 

obtained by the Popov normal reduction algorithm in polynomial time is the answer. 
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Linear System Attack 

Although CTRU seems to be immune to lattice attacks, an easily implementable 

successful attack based on solving a system of linear equations is presented in [25] 

that. In this attack, equating the coefficients of the equation f * h = g gives a system 

of equations in A — i ^ X ] . The fact that the coefficients of these equations are in 

F2 together with the constraints given in Proposition 6.3.6 makes it easy to solve 

the system of linear equations as well as guarantees that every solution can be used 

as a spurious key. However, this attack can not be implemented on NTRU. That 

is because, since the coefficients of the obtained linear system are in Z, they may 

become large and decrease the running time of finding the solution for the system. 

Moreover, not every solution of the system guarantees successful decryption. 



Chapter 7 

N T R U Over Euclidean Domains: 

E T R U 

As it was mentioned before, after CTRU, the idea of generalizing NTRU over other 

rings was followed in [25], where NTRU over Gaussian integers was presented. We 

expanded upon this idea in the previous chapter by analyzing the requirements of 

an integral domain to be a NTRU base ring. This chapter consists of three sections, 

in each of which we develop an example of our generalization of NTRU described in 

Chapter 6. In our examples, A is "L\\f—2], Z[£3] and Z[£5]. Since our first example 

A = Z[\/^2] resembles the NTRU over Gaussian integers, we will not describe NTRU 

over Z[i]. All proofs in this chapter, excepted as noted, are my own. 

7.1 ETRU over Zfv7^] 

As a result of the discussion in Section 6.2, there are two issues that need to be 

set for A in order to become NTRU based ring: Decryption criteria and inverting 

a polynomial. We concluded that A needs to be a Dedekind domain. If A is an 

Euclidean domain, it follows from Theorem A.0.5 and A.0.13 that it is a Dedekind 

domain. In the following subsection, we show that the ring rL\\f—2] is an Euclidean 

domain. 

98 
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7.1.1 Z[v/—2] is an Euclidean Domain 

In this section, we show that 1\\f—2] is norm Euclidean. Moreover, we give a Eu­

clidean algorithm to efficiently compute the quotient and remainder. 

The ring Z[\/—2] is defined to be {a + b\f^2 \ a,b € Z}. Hence each /3 € 

Z[\/—2] can be written uniquely as linear combination of {1, -y/—2}. 

Observe that Z[\^^\ C Q f V ^ ] . So it inherits the norm of the field Q[V^}-

The minimal polynomial of \/^2 over Q is X2 + 2 which has two roots ±\/—2 in 

QlV1^] C C. Hence, the Galois group Gal(Qlyf^/Q) is {a^ov,} where 

ai = id , <T2 (a + b \/—2) = a — 6\ /^2, 

for a,b E Q. Therefore, the norm d(f3) of an element (5 = a + 6\/—2 in Q[y^2~] is by 

definition 

vi(P)<T2(P) = (a + 6 v C 2 ) ( a - 6 V Z 2 ) 

= a2 + 262. 

This is a positive multiplicative norm. Thus, the first condition in Definition A.0.2 is 

satisfied. 

We can also view Z f y ^ ] as the lattice £(l,^f-2) in R2 ^ C. This is an or­

thogonal lattice since the inner product of (1,0) and (0,-\/2) is zero. Hence, we can 

consider the elements of 1\\J—2] as vectors in complex plane. Thus, we have 

|/3|2 = \a + V2bi\2 

= (a)2 + (V2b)2 

= a2 + 2b2 

= d{(3) 

where | | denotes the magnitude of a vector in complex plane. Hence, the two norms 

coincide. 

To show the second condition of Definition A.0.2, we need to show that there exist 

k and r in Z[\/—2] such that 

a = kf3 + r, d(r)<d({3). (36) 
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Let a and (3 denote two elements in 1\\f—2]. The ideal generated by j3 is 

(/?) = {k/3\ fcezf/^]} 

= {(x + yV^W | x,yeZ} 

= {xfi + yPV^ | x,yeZ} 

= C((3,V^2/3) 

Note that (/?) is also an orthogonal lattice since the inner product of /? = /?i + 

A V ^ and ^/=2 /5 = -2/?2 + A V ^ is 

(/3!,/32\/2)-(-2/32)x/2A) = -201/32 + 2p1p2 

= 0. 

We can identify C with R2 and plot (3 as a vector in R2. So, £(/?, A/—2/3) is generated 

by /? and another vector perpendicular to the first one of magnitude \/2/3. Recall 

that multiplication by i rotates the vector 7r/2 counter-clockwise. This spans the 

plane and gives us a rectangular lattice whose vertices are Z[-\/—2] multiples of (3. On 

the other hand, Z[\/—2] = £(1, \f—2) can be plotted the same way. Note that any 

a G Z[\/—2] lies in at least one of the rectangles of the lattice C((3, \/—2(3). 

Since every vertex in £(/?, \f-2~fi) corresponds to a multiple of (3, having (36) is 

equivalent to finding a vector r from a vertex k/3 in C(f3, \/—2/3) to a with <f (r) < d(/3). 

The Figure (1) illustrates the a and the vector r. As it is shown, by choosing fc/3 to 

be the closest lattice vector to a and setting r = a — k(3 we have 

|r|2 < ( | /? | /2)2+(| /? |A/2)2 

= d(/3)/4 + d(/?)/2 
d(/?) + 2d(/?) 

4 

= \d{P) 

Thus we showed that for any (3 and a G Z[y/^2] we have 

a- fc /3 + r d(r) < ^d(/3), (37) 

file:///f-2~fi
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Figure 1: Euclidean Function in Z[\/—2] 

where k € TL\\]—2]. This is even stronger than what we expect from an Euclidean 

domain. 

Now that we have a geometrical picture of the ring "L[\/—2], let us explain the 

algebra behind equation (37). Since a € span(/3,(3-\f^2), one can write a as a real 

linear combination of {/?, /3\/^2}: 

a = ai/3 + a2/3\/—2 0:1,0:2 € K. 

Set p = |_a:i] and g = [02] • If Oj is equidistant from two integers, we choose the 

smaller by convention. Hence, we may write 

a = (p + Po)P + (q + qo)VZ2/3 (38) 

- (p + q^=2)P + {p0 + q0V
Z2)P, (39) 

where \po\, \qo\ < 1/2. Set k := p + qy/—2 E Z[\/—2]. In fact, by rounding-off the 

Oi's, we are choosing the closest lattice point k(3 to a. The remainder is r = a — k/3 = 
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(Po + qoV—2)/3 € Z[y/^2\ whose norm is 

d(r) = d(/3(p0 + gov7^)) 

= d(/3)d(p0 + q0V^2) 

= d(P)(Po
2 + 2q0

2) 

< d{(3){l/2 + 2/2) 

To get an efficient algorithm to compute r and k, let us consider the equation (38) 

in the field Q[\/—2]. Using the fact that every nonzero element in Q[V—2] has a 

multiplicative inverse, we divide both sides of (38) by (3. 

% = (P + Po) + (l + Qo)^ 

= p + qV^+ipo + qo^/^). 

On the other hand, letting a = a + b\f^2 and (3 — c + dy/^2 for integers a, b, c and 

d, we have 

a a + by/^2 

(3 ~ c + d^T^ 
ac + 2bd be — ad ,—-

Hence, 

d{(3) d(/3) 

p 
ac + 2bd 

L d(0) 
We summarize our algorithm as follows. 

and q — 
be — ad 

Euclidean Algorithm for Z[y /-2] 

1. Take a = a + b\f—2 and j3 = c + d\f^2 in Z[\/—2] as input. 

2. Compute ax = ^±f^ and a2 = b-^f. 

3 . Set p = L ^ f ^ l and q = fe^l d(0) d(/3) 
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4. Set k := p + q\f—2 and r := a — kj3. 

Proposition 7.1.1. The Euclidean algorithm given for Z [ A / ^ 2 ] is the same as round 

off algorithm. 

which can be written as 

Proof. Denote (3 € Z[\A—2] by c + d\J~—2 for integers a and b. The ideal {(3) is 

~2f3 
generated by the matrix R 

with respect to the basis {1, \J—2} of Z[v—2J. Assume that the element a = c+dv—2 

in 1\\f—~2\ is given. According to the round off algorithm, first we represent a as a 

linear combination of the rows of R i.e., the basis of (/?). Computing the inverse of 

R we get 

1 ( c -d\ 

2d c ) 
R~ 

d{(3) 

and multiplying by a — (a, b), we get 

' ac + 2db -ad + be 
(40) 

d((3) ' d((3) 

The components of the (40) are the coefficients in Q of a written as a linear com­

bination of basis elements. According to the algorithm, linear combination of basis 

with the rounded off (40) gives us 

k = 
ac + 2db 

+ 
—ad + be 

d(j3) . 

such that our desired closest vector is kf3 and the shortest representative would be 

r — a — k(3. A quick comparison with the Euclidean algorithm that we gave in 

Section 7.1.1 shows that these two methods are the same. • 

As we saw in the second chapter, there exist different techniques to estimate the 

closest vector of a lattice to a given element in the span of the lattice. Among them 

we saw the rounding off algorithm and the nearest hyper plane algorithm by Babai [8]. 
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Suppose that the integral domain A is an n-dimensional lattice C{b\,..., bn). The 

ideal generated by an element f3 G A is an n-dimensional lattice itself C(f3b\,...,(3bn). 

Given an element a in C{b\,... ,bn) C span(C), the problem of finding the shortest 

representative of a modulo /? can be express as finding a vertex v in ((3) such that 

a = v + r, r G span(C), 

where the vector r is as short as possible. The proposition above illustrate that over 

1\\f—2], it is the same as finding the closest point of the lattice (/?) to a. 

7.1.2 Invert ing a Polynomial in Zfy7—2] 

In this section, we show how to invert a unit polynomial in 

Z[y/=2][X]/(XN-1). 

This is a direct use of the method explained in Section 6.2.2. For an arbitrary element 

q € Z[V—2] with prime factorization p"1 .. .p"n, suppose that we want to solve the 

congruence system 

x = Fp<*i mod (pf). 

The proof of the Chinese Remainder Theorem gives us a constructive way to find the 

solution. 

Theorem 7.1.2. Let mi,... ,mr be relatively prime elements o/Z[-\/—2] and suppose 

we have elements a,i,..., ar G Z[-\/—2]. The system of congruences 

x = a, mod (raj) 1 < i < r 

has a solution x G "L[y/—2] to all congruences which is unique modulo the product 

mi... mr. 

Proof. Let ra = \Yi=imr- Then ^ e Z[v
/ Z2] and gcd(mj, ^ ) = 1. Since Z f - / ^ is 

a Euclidean domain, by extended Euclidean algorithm there exist Ui and vt such that 

77T. 

— m + mjUj = 1. (41) 
rrii 
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Thus 

Ui = 1 m o d TTlj 

rrii 

for each i. Set 
r 

E
m 

It is easy to check that x satisfies the congruence system and is unique modulo m. • 

7.1.3 Decrypt ion Cri ter ia over Zfy7—2] 
In this section we attempt to choose a suitable set S such that having all coefficients of 

a in S guarantees a successful decryption. Note that although Z[\/—2] is a Euclidean 

domain, the quotient and the remainder are not guaranteed to be unique, since as we 

saw in Theorem 6.2.3, the only ring that has this property is the ring of polynomials 

over a field. The example below gives two different remainders for the same pair of 

elements in Z[\/—2]. 
Example 7.1.3. Suppose a = y/—2 and j3 = 1 + \f—2 . We have 

V^2 = 0 • (1 + ^ 2 ) + V^2 d{sf^2) = 2< d({3) = 3 

= 1(1 + ^2) - 1 d ( - l ) = 1 < d(/3) = 3 

So, the set 

{ s e Z [ \ / ^ 2 l | d ( s ) < % ) } 

is not a good choice. Although by Euclidean algorithm, it contains a representative 

element of all classes in Z[\/^2]/(g) and thus satisfies the first condition, it fails to 

fulfill the second condition because it contains more than one element of the same 

class. 

The example below shows that even if we take t = jd(q), the bound we found 

in (37), we would have condition one but not condition two. 

Example 7.1.4. Suppose q — 1 + \f—2 and a = y/^2. As we saw in Example 7.1.3, 

y/—2 = —1 mod q and they both have norms less that \d{q) — | . 
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To determine the appropriate set S, observe that any rectangle of the lattice 

generated by {/?, \/—2/3} in the complex plane makes a complete set of residue modulo 

j3. Figure 7.1.3 depicts four of those squares surrounding zero. We are interested in 

choosing a set S of complete residues in which the outputs of our algorithm lie. Recall 

(3 = c + \f^2d. Define the set rect(/3) to be the area in the plane bounded by the 

lines 

y = -x+(d + c)/2 

y = -x + {-d + c)/2 

y = x + \f^2{c + d)/2 

y = x - \T:2{c + d)/2 

So rect(P) is a square centered around zero and S := rect(/3) D Z[\/—2] contains 

a quarter of each of the surrounding complete residue sets. This makes S a complete 

set of residues. Moreover, our argument in Section 7.1.1 shows that all the outputs 

of our Euclidean algorithm lie in S. 

7.1 A Probability Argument 

The goal of this section is to give a criterion according to which one can determine a 

good set of parameters that leads to successful decryption with high probability. This 

is done by finding the probability distributions of the coefficients of the non-modular 

a. Once this distribution is known, one can compare the probability of having all aj's 

in S for different parameters and choose a set of parameters for which this probability 

is optimum. 

Definition 7.1.5. For a positive integer d, let C4 denote the set of all polynomials 

in R which have d coefficient equal to 1 (—1, y/—2, —y/—2). 

Let us set Cf := Cdf, £*g '•= £dg and C^ := C^ for some integers df, dg, d^ to be 

determined. From the decryption algorithm we know that 

a< = P Y, ^Si +Y1 fkmi 0<i<N-l. (42) 
k+l=i k+l=i 
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Figure 2: Complete set of residues in Z[\/—2] 

On the other hand, since ĉ  is an element of Z[V--2] it can be written as linear 

combination of the basis {1, A/—2} as 

(H = R(ai) + I(ai)V-2-

For sake of simplicity, we look at R(ai) and /(aj) as two independent random variables, 

which is not far from reality. From equation (42) we get 

= R(p) J2 R{4>k9i) - 2/(p) J2 WW) + E fl(/*m') (43) 
V fc+fei fc+fej fc+i=i / 

+ [R(p) E /(&<7I) - 2/(p) E R(M + E 7(/*m') ) ^ 
fe+Z=« fc+tei A:+fei 

To compute the expected value and variance of R(a,i) we need to have the expected 

value and variance of each component. In the following pages, we determine the 
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expected value E and variance var for each component of R(di) (I(a,i). By our choice 

of Cg and d$ we determine the probabilities: 

P{R{<t>kgi) = 1) = P(R{<t>kgi) = -1 ) = P(R(4>kgi) = - 2 ) = P(R(4>kgi) = 2) = ^ 

Thus we have 

,d^dg nd<f,dg. 0 / 0 ^ g \ ofn^^B" 
E(R(<f>k9l)) = 1 ( 2 ^ ) - 1 ( 2 ^ ) + 2(2-2-*) -2(2-

jV2 y v JV2 ' v TV2 y v N2 

0. 

The variance of <̂ <ft is 

var(R(<f>kgi)) = EiRifagi)2) - {E(R(<f>kgi)))2 

= E{{R{4>k9l))
2)-Q 

N2 \ N2 J \ N2 J \ N2 

= 20-
.cLd, '^US 

AT2 ' 

Assuming that our random variables are distributed normally, the variance of their 

sum is the sum of the variances. Since the number of components in the summation 

over k + I = i for each i is N we have 

var(^(R(hgi))) = i v ( ^ ) (44) 

EIJ^WM)) = 0. 
\k+l=i ) 

By a similar computation we get 

4cLcL P(/(&fl) = 1) = P(/(&<&) = -1 ) AT2 

Thus: 

' 4GLGL\ _ /4cLcL 
E(I(M) 

l^Ug 

N2 J \ N2 

var{I(<j)kgi)) = 
Sd^dg 

N2 
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and 

varl^KM) = N
S-ML = 8-M> ( 4 5 ) 

\k+l=i J 

E ( Y, I(<t>k9i)) 
\k+l=i ) 

= 0 

Computing the probability distribution of J2k+i=i -^(/fcm0 is n ° t possible without 

making some assumption on the choice of coefficients of m. Remember that to have 

the decrypted m safe and sound at the final reduction modulo p in the decryption 

process, we need to deal with a similar condition as for the polynomial a. Namely, 

let D = rect(p) D "L[\f—2] (see Section 7.1.3). Assuming that all the points in the 

D are equally likely, we can assume that R(mi) varies from — \/2|p| to +\/2|p| and 

I (mi) varies from —\p\ to \p\. Thus assuming that x :— R(mi) and y :— I (mi) are 

distributed uniformly we get 

„ , , x + v2|pl , ^ / x x + Ipl 
FR(x) = n * f' and Fj(y)- ^ m 

2V2\p\ iK*' 2|p| ' 

where F is the cumulative distribution function. Thus the density functions are 

Mx) - db (46) 

m = ^ (47) 

and their expected values and variances are given by 

fV2\p\ 

-E(x) = / x—j=—dx = 0 
J-V2\p\ 2V2\p\ 

rV2\P\ 1 

var(x) —I x —•=—dx 
J-V2\P\ 2V2\p\ 

(2\P\r 

Similarly we get 
\P\2 

E(y) — 0 and var(y) = ——. 
O 
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Observe that 

R(fkrrn) = R{fk)R(mi) - 2I(/fc)J(m,) 

On the other hand, the set of all possible nonzero values for fk is 

{ ± 1 , ± A / = 2 } 

according to the choice of £ / . So the set of all possible nonzero values for R(fkmi) is 

{±R(ml),±2V2I(mi)} 

each occurring with probability -£. This set can be found similarly for I(ficmi). 

From equations (46) and (47) and the set above, we conclude that the probability 

distribution of R(fkini) is either f(x) or f(y) with probability -jf each. 

Finally, from equations (43), (44), (45) we get 

<7i = var (*(*)) = (R(p))> (p^j +4(/(p))2 ( ^ a ) +var(j2R(fkml)\ 

and similarly we get 

a2 = var(I(ai)) = {R{P)f ( ^ ) + 4(/(p))2 ( ^ ) + var f £ /(/ f em,)) 

To find the probability that a* € 5, we assume that the real and imaginary parts of 

Oj's are normally distributed independent random variables with mean and variance 

as determined above. As above, relying on this assumption, for simplicity, we can 

assume that 5 is a square parallel to the axes. Then, we have 

P(oi € S) = P(-y/2\P\/2 < I(cn) < V2\f3\/2 and |/3|/2 < Rfa) < |/3|/2). 

and we get 

F( — < I(0i) < ——) = / —0(——)d/(oi), 

and 
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where 

*{x) = W,e~k"-
One can use the above probability distribution to choose the parameters dg, df, d^, 

p and q in optimal way. 

7.2 E T R U over Eisenstein Integers 

A natural next choice of NTRU base ring after Z, Z[i] and 1\y/—2] would seem to be 

Z[-\/—3]- However, as a result of Subsection 6.2.2 and Theory A.0.17 we need to have 

unique factorization property. The below example shows that this property fails in 

Z[v^3]. 

Example 7.2.1. Consider the element 4 in Z[-\/—3]- It can be factored in two different 

ways as follows 

4 = 2 x 2 = ( 1 - v ^ X l + vQ*) 

Note that by the norm inherited from Q{^f—3), we have: 

d(2) = 4 

d{\ ± V^3) = 1 + 3 = 4 

Since 4 is not divisible by any smaller integer of the form a2 + 3b2 except 1, we deduce 

that 2 and 1 ± \f—2> are all primes. 

This can be repaired by enlarging Z[\/—3] to Z[Cs] where C3 = ~1+
2 • To be 

more precise, we choose to work with the ring of integers of the field Q(\/—3) which is 

a Dedekind domain by Theorem A.0.14, and for which our inverting argument works 

as a result. In fact, Z[̂ 3] is a Euclidean domain. 

7.2.1 Z[^] is a Euclidean Domain 

First observe that Z[£3] is a lattice in C = R2 generated by { l , ^ } - So every element 

can be written as a + 6(̂ 3 for some integers a and b. Define the norm d on an element 

x = a + b(3 € Z[C3] by 

d(x) — a2 + b2 - ab 
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The lemma below justifies the choice of d. 

Lemma 7.2.2. The norm of x as an element in Q[(3] is a2 + b2 — ab. This is also 

\x\2, where x is viewed as an element o/C = R2. 

Proof. The minimal polynomial of £3 over Q is the cyclotomic polynomial m^3q = 

X2 + X + 1. Thus, there exist exactly two monomorphisms (isomorphisms in this 

case) from Q to C fixing Q and permuting the roots of m^3tq. Since TO^Q has two 

roots (3 and £3, the isomorphisms are 

ai(a + b(3) = a + b(3 and <72(a + b(3) = a + b((: 

where a, b G Q. By definition, the norm of x = a + b£3 is 

N(x) = <Ji(x)a2(x) 

= (a + b(3)(a + b(2). 

Note that (2 = <f3 and (3 + (3 = — 1- So we have 

N(x) = (a + b(3)(a + b(3) 

= a2 + b2 + ab((3 + (3) 

= a2 + b2 - ab. 

Now we show that d(x) — N{x) — \x\2. 

i)i 

(48) 

|a + &Cs|2 

a + bCl + ^ 
a + b{ 2 

b bV3i 
a~2+ 2 

2 

HH¥ 
a2 +b2 - ab. 

• 
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Remark 7.2.3. Comparing to the formula we obtained for the norm of an element 

in Q[\/^2], and knowing that Q[\f-3] = <Q[(3], one might expect N(x) = a2 + 3b2 if 

x = a + 6\/~3- So it is worth working out that these are two representations of the 

same norm. 

Lemma 7.2.4. Let x = a'+ b'yf^ E QiV^}, then N(x) = a'2 + 3b'2 

Proof. Let x be an element of Q[y/—3] = QfCs]- Thus it can be written as 

a + b(3 = a' + b'V^S 

for some a, b, a' and b' in Q. Substituting £3 by ~1+
2

 3 , we get a = a' + b' and b = 2b'. 

Using the equation (48) we get that N(x) in terms of a' and b' is 

N(x) = {a' + b')2 + {2b')2-2{a' + b')b' 

= a'2 + 3b'2 

• 
For an element j3 € ^[Cs] the ideal generated by f3 is 

03) = {k(5 I keZ[(s}} 

= {(x + y(3)P I x,ye1] 

= {a;/? + 2//?C3 I z , y e ^ } 

= ^(A/3C3). 

Thus ((3) is a lattice generated by (3 times a basis of C(l, £3) and it has the same shape 

as £(1, £3). Note that £(1, £3) is an equilateral triangle shaped lattice with unit side 

size, as it is shown in the Figure 3. Thus, {(3) is a equilateral triangle shaped lattice 

of side length \(3\. 

Each a in Z[£3] lies in some equilateral triangle whose vertices lie in the ideal 

generated by (/?). The distance of a from each of the vertices is less than the side 

length of the triangle. Suppose the closest vertex is k(3, for some k € Z[£3]. Then, 

setting r — a — k(3 we have, 

a = k/3 + r, ke Z[(3] 
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and by the above argument we have 

r < (49) 

Therefore, the second condition of Definition A.0.2 is satisfied; the first condition is 

the result of the multiplicativity of the norm. We have thus shown that Z[£3] is norm 

Euclidean. 

Figure 3: Z[C3] 

7.2.2 A Euclidean Algori thm for Z[£3] 

Suppose that a and (3 are two elements of Z[C3] and 

a = a + b(3 and (3 = c + dQ, 

for some a, b,c,d £ Z. Since Z[(a} C Q[Cs] we have a,/3e Q[Cs] and 

~0 ~ c + d(3 
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c + d(3 c + d(3 

{a + b(3){c + d(3) 
c2 + ((s + (s)cd+((3(3)d2 
(ac + bd — ad) + (be — ad)(3 

a2 + d2 — cd 
ac + bd — ad be —ad 

W) +~dW 
Above, we used the fact that (3 is the only other root of X2 + X + 1 which implies 

that (3 + (3 and C3C3 a r e integers. Take 

ac + bd — ad 
pr- d(/3) 

and q := 
be — ad 

l~dW~ 

where [x~\ is the nearest integer to x. If x is equidistant from two integers, we choose 

the smaller one by convention. Now set 

k:=p + q(3 and r = a — kj3 

Therefore we have 

a = k(3 + r 

To show that d[r) < d((3), observe that 

ac + bd — ad be — ad 
= p + Po and = g + g0, d{(3) 

where |po|> |?o| < 1/2- Thus we have 

d((3) 

a = (p + Po) + (q + qoKs 

= p + qCz + (po + qoCs,)-

Thus by multiplying both sides by (5 we get 

a = k(3 + f3(p0 + q0(3). 
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Therefore r = (3(po + qo(z) and 

d(r) = d(P(p0 + goCa)) 

= d(J3)d(po + q0(3) 

= d(f3)(p0
2 + q0

2 ~ Poqo) 

< d(/?)(l/4+l/4 + l/4) 

= \m-
Proposition 7.2.5. The Euclidean algorithm given for "L^} is the same as the round 

off algorithm. 

Proof. Let a and f3 be two elements represented with respect to the basis {1, ^3} as 

a + b(z and c + d(3 respectively. The ideal generated by ((3) makes a lattice £(/?, (s(3). 

Noting that 

C3/9 = G(c + d(3) 

= dCf + cCs 

= -d+(c-d)(3, 

this basis can be written in the matrix form relative to the basis {l,Cs} a s 

R = 
c d 

—d c — d 

Computing the inverse of R we have 

R-1 1 c — d —d 

d{(3) 

and multiplying by a we get 

1 1 ,.\ c ~ d ~d ac — ad + bd be — ad 
d(f3) ' d((3) 

Thus by the Babai round off algorithm, the closest vector in the lattice is 

ac — ad + bd 

d(P) + 
be — ad 

(3 P 
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Figure 4: S for Z[Cs] 

and the shortest coset representative is 

a — v, 

which is the same result we got in the Euclidean algorithm over Z[£3]. • 

The decryption criteria discussion for Z[£3] is quite similar to what we gave for 
ri\\f—2). The set 5 here is a centered inner hexagon shown in Figure 4. It follows 

from our Euclidean algorithm (or equivalently from the round off algorithm) that this 

set is a complete set of residues. 

Finally, to choose optimal parameters for NTRU over Z[(3], one should calculate 

the probability distribution of the coefficients of a as in Section 7.1.4. However, let 

us instead go on to a more complex example. 
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7.3 Generalization to the Ring of Integers of a Cy-

clotomic Field 

The possibility of using CVP approximation techniques opens the avenue of consid­

ering the ring of integers of cyclotomic fields as next natural step for generalization 

of NTRU. This family of 4>{n) dimensional lattices are Dedekind domains by Theo­

rem A.0.14. However, in general, Z[£n] is not a Euclidean domain. But it is known 

that for n chosen from the set below, Z[£„] is norm-Euclidean [29]: 

{1,3,4,5, 7,8,9,11,12,13,14,15,16,20,21,24} 

In fact, it is known that there are precisely 30 values of n, n ^ 2( mod 4) for which 

Z[(„] is a principal ideal domain [31]. They are: 

{1,3,4,5,7,8,9,11,12,13,15,16,17,19,20, 

21,24,25,27,28,32,33,35,36,40,44,45,48,60,84}. 

Thus, the smallest integer for which Z[C„] is a Dedekind domain but known not to 

be a PID is 23. The example we discuss here is the norm-Euclidean integral domain 

Z[(5]. Note that Zf^] is the ring of Gaussian integers which has been well discussed 

in [25]. 

7.3.1 Ring of Integers of Q[£5] 

In this subsection, we show that Z[£5] is norm-Euclidean and we give a Euclidean 

algorithm for division in this ring. We use the following proposition. 

Proposition 7.3.1. Let O be the ring of integers in a number field K. Then O is 

norm-Euclidean if and only if for every y E K there exist a value x £ O such that 

N(y-x) < 1. 

Proof. Suppose that O is norm-Euclidean. Since K is the quotient field of O, we can 

write a given y e K as y = | , a, b e O, b ^ 0. Since O is norm-Euclidean, there exist 

q,r € O such that 

a = qb + r N(r) < N(b) 
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Dividing both sides by b we get 
a r 

b-q=b 

Taking the norm on both sides and using the multiplicativity of the norm, we get: 

Hi-") - "Q 
N(r) 
N(b) 

< 1. 

Thus, setting x = q we get the desired property. 

Conversely, given a, b G O, b ^ 0, the quotient | is in K and by assumption we 

can find q E O such that iV(| — q) < 1. Setting r = a — qb, we have 

7V(r) = N{a-qb) 

= "MS"*)) 

So, we have 

a = qb + r N{r) < N(b), 

which means O is norm-Euclidean. • 

In order to be able to use the above proposition to deduce that Z[£s] is norm-

Euclidean, we first develop an algorithm to divide two elements in QfCs]- We assume 

that the reader is familiar with basic Galois theory such as covered in [12]. Recall 

that Q[Cs] is an algebraic extension of Q of degree [Q[Cs] : Q] = 4. Since £5 is a 

primitive 5th root of unity with minimal polynomial TOQ;£5 = X4 + X3 + X2 + X + 1, 

the set {1, Cs, Cli C|} forms a basis of Q[£5] over Q. 

Proposition 7.3.2. The Galois group of Q[Cs] over Q is isomorphic to the cyclic 

multiplicative group (Z/5Z)*. 
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Proof. Define a map <ft by 

0:(Z/5Z)* = {1,2,3,4} -* Gal(Q[Q/Q) 

i —>• CTi 

where a, : ($ —> Q. Since £5 generates Q[Cs] over Q, cr; is fully determined by its 

action on (5. Since 

and £i? = 1, having (j>(i)<f>(j) = o-^aj and ^>(ij) = <Xy, we deduce that (j> is an ho-

momorphism. This map in injective and the surjectivity follows from the fact that 

both (Z/5Z)* and Gal{Q[(n}/Q) have the same cardinality. Thus, Gal(Q[(n]/Q) ^ 

(Z/5Z)*. • 

Corollary 7.3.3. Gal(Q[(n]/Q) «s generated by a2. 

Proof. Since 2 is a generator of (Z/5Z)*, its image under >̂ which is cr2 is a generator 

for Gal(Q[Cn]/Q). • 

By the fundamental theorem of Galois theory [12, Theoreml4.14], there exists only 

one nontrivial subfield of Q[Cs] over Q, which is the fixed field of < <r4 > = {1,0-4}. 

Lemma 7.3.4. The fixed field of < cr4 > is Q[\/5\. 

Proof. Let F denote the fixed field of < (74 > and write Zn for Z/nZ. By the 

fundamental theorem of Galois theory, we have the degree of F over Q is equal to 

the index of the subgroup < 04 > in Gal(Q[(n]/Q) which is [Z4 : Z2] = 2. Moreover, 

since Z2 is a normal subgroup, F over Q is Galois with Galois group Gal(F/Q) = 

Z4 /Z2 ** Z2. 
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Consider the element a :— £5 + (4. This element is in if F because 

a4(a) - ^(Cs + Cs) 

= <74(C5) + a4(C5
4) 

= C s + C s 

= a. 

So we have Q[a] C F. On the other hand, using the fact that (5 is the root of 

X4 + X3 + X2 + X + 1 we get 

«2 = (Cs + Cs)2 (50) 

= Cl + Cl + 2 

- -C 5 -C 5
4 - i + 2 

= - a + 1, 

so a is a root of the polynomial m{X) = X2 + X — 1. We see directly that the other 

root is a = — 1 — a. Therefore, the degree of Q[a] over Q is 2, which implies that 

Q[a] — F and { l , a} is a basis for F over Q. Using the quadratic formula, we get 

the two roots ~1^ • The positive of these is a so y/Z = 2a + 1. So, Q[VE\ C F and 

since \/5 is a root of the quadratic polynomial, X2 — 5, with same argument as above 

we conclude that F = Q[\/5] and {1, y/E} is a basis for F over Q. • 

Since F C R is a non-complex field, (5 is not an element of F. Thus, adjoining 

C5 to F gives us a field extension of degree greater than one over F. To compute the 

minimal polynomial of (5 over F observe that 

Q = Cl + 1 - 1 (51) 

= CI + CI - 1 

= (Cs + CsKs-i 

Therefore, £5 is a root of the polynomial m' = X2 — aX + 1 over F. Since C5 is not in 

F, m' is irreducible over F and the set {1, £5} forms a basis of Q[Cs] over F. Therefore, 
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the degree of Ffe] over F is two. By the tower property of field extensions, we get 

^[C5]=Q[C5]. 

From Lemma 7.3.4 and the argument above we conclude that the set {1, a, aCs, Cs} 

is a basis for Q[Cs] over Q. We next use this basis derived from the intermediate field 

F to find a formula for dividing two elements in Q[Cs]-

Division in Q[Cs] 

Given two elements r and s ^ 0 in Q[Cs], we want to express - as a linear combination 

of the basis elements of Q[Cs] with coefficients in Q . We will use the following lemma 

in this process. 

Lemma 7.3.5. Assume that F is a field and u, v are two distinct roots of a monic 

irreducible quadratic polynomial p over F, which are not necessarily in F. Then for 

every a,b in F there exists a w € F such that 

1 a + bv 

a + bu w 

Proof. By multiplying the numerator and denominator by a + bv we get 

1 a + bv 
a + bu (a + bu)(a + bv) 

_ a + bv 
a2 + ab(u + v) + b2(uv)' 

If u, v 6 F, the result is obvious. Otherwise, « , » £ F[u] and we need the fact that 

NF{X)= I I ^ and ^ a c e F ( X ) = ^ CTM 
aeAut(F[u]/F) aeAut(F[u]/F) 

are quantities in F and since p is quadratic with u and v as roots, the two automor­

phisms are 

<j\ = id and a2(u) = v, U2(v) = u 

It follows that u +v and uv are in F. Thus, setting 

w = a + ab(u + v) + b2(uv) 

we get the desired result. • 
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The elements r and s can be written as linear combinations of 1 and £5 with 

coefficients in F as follows 
r_ _ n + r2(5 

s Si + S2C5' 

In this way, we reduce the problem of division in Q[Cs] to division in F. Now, £5 is 
one root of m! = X2 — aX + 1. In order to apply Lemma 7.3.5, we need to compute 

the other root of the polynomial m!. By the quadratic formula, we get 

x = 
±y/c a ± \/a 

C5+C54 

C5+C54 

c5 + c5
4 

iVCl + Cl + 2-
2 

± V(C5 - CI)2 

2 

±c5-c5
4 

-4 

15 

Having JV(Cs) = C5C5 = l a n d Trace(C) = Cs + C5 = " e F. It follows from the proof 

of Lemma 7.3.5 that w — s\ + s^ + as1S2 and that 

r _ (ri + r2C5)(si + s2C5
4) 

s w 
r[ + r2Cs 

w 
r[ r'2 f = - + -Cs tu w 

Now in each component we have division in F. So we reduced the problem to the 

issue of dividing in F. 

Assume that two elements of F are given. We can write them as linear combination 

of the basis {1, a} over Q as w + va and m + na with w, v,m,n € Q. Then we wish 

to calculate 
w + va 
m + na 

Similar to what we did above, we want to eliminate a from the denominator to 
reduce to division over Q. Knowing that the other root of ma^ — X2 + X — 1 is 
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a = — 1 — a, and aa = —a — a2 = — 1, we get 

w + va w + va m + na 
= x r 

m + na m + na m + na 
wm — vn + wna + vma 

m2 — n2 — mn 

Since a = — 1 — a, this simplifies to 

w + va wm — vn — wn + {vm — wn)a 
m + na m2 — n2 — mn 

wm — vn — wn vm — wn 
= 1 a. 

m2 — n2 — mn m2 — n2 — mn 

The resulting coefficients are in Q. 

We have thus developed an algorithm for division in Q[Cs]-

7.3.2 Z[£5] is norm-Euclidean 

The proof of the following theorem closely follows the one given in [5]. 

Proposition 7.3.6. For every y G Q[Cs], there exist an element x G Z[£5] such that 

N{y-x) < 1. 

Proof. Suppose that y G Q[Cs] is given. We can write y as linear combination of the 

basis {1, Cs> Cf> Cf} P m s the extra element £g. 

y = yo + yiCs + jfeCf + JfeCf + J^Cs-

Each j/j can be written as 

where |&i| < | . Let /3 and C be 

/3 = b0 + 6iCs + fcCf + 63CI + 64C5 (52) 

c - L2/0I + L2/1IC5 + L2/2ICI + L2/3ICI + L^lCl-

Thus, 

y = C + (3, where C e Z [ ( 5 ] and /3 G Q[C5]-
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All we need is to show that (3 has norm less or equal to 1. 

At least three of the coefficients of the linear combination (52) have the same sign. 

Without loss of generality, we assume that the three first coefficients are positive 

numbers. Since Cs is a root of the polynomial 1 + X + X2 + Xs + XA we have 
1 + Cs + Cf + Cf + Ci = 0. So we can write 

13 = %- 1/4) + (6X - 1/4)C5 + (h - l/4)Cf + (h ~ l/4)Cf + (64 - 1/4)C5
4 

+ 1/4(1 + C5 + CI + Cf + C5
4) 

= (60 - 1/4) + (b, - 1/4)C5 + (62 - 1/4)CI + (&3 - 1/4)C! + (&4 - 1/4)C5
4 

= a0 + aiC5 + 02(5 + a3Cf + a4Cs 

Now, for the first three coefficients we have 

\ai\ < 1/4 i = 0,l ,2, 

but for i = 3 and 4, a; might be less than ^ . To those coefficients for which it is 

the case, we add 1 to make it less than 1/2 in absolute value and subtract 1 from the 

corresponding [j/i] to keep the ŷ  fixed. Thus, now without loss of generality, we can 

assume that 

\ai\ < 1/2 i = 3,4. 

Let F be the fixed field of < a4 >. By the fundamental theorem of Galois theory [12, 

Theorem 14.14], < CT4 > is the Galois group of Q(Cs) over F. Thus 

NQ((5)/F((3) = aM^(P)-

Note that this is an element in F. Since F is an extension of degree two over Q, 

< 04 > is a normal subgroup of < <r2 > which implies that F is Galois over Q with 

Galois group < <r2 > / < <r4 >. We show that a2 is an element of Gal(F/Q). Since a2 

fixes Q, it is enough to show that it maps a to another root of its minimal polynomial 

over Q (see Lemma 7.3.4). 

0-2 (a) = o-2(C5 + C: 5J 

= (1 + Ct 
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Since Gal(F/Q) is of order two, the only other element is id = o\. Now, we have 

JVF/Q(<XI(/?)<T4(/?)) = ^(^(/3)^(/3))^(^(/3)a4(/3)) 

= (Pa4(P))(a2(P)a3(f3)) 

An easy computation can show that 

{(3a4{(5)) + (o2({3)a3(0)) = 

< 

< 

Observe that both (/?cr4(/?)) and (c2(/3)<T3(/?)) are real valued since they lie in F 

which is equal to Q(\/5) by Lemma 7.3.4. Now, by applying arithmetic-geometric 

mean inequality we get 

N(P) = Pa2(P)a3(P)a4((3) 

K ( P<T4(f3) + a2((3)a3(l3) 

55 
64 

< 1. 

D 

Combining this result with the Proposition 7.3.3 gives us the desired result. The 

Proposition above guarantees the existence of the Euclidean function and our division 

algorithm in 7.3.1 gives us an constructive method to find the quotient and remainder. 

Corollary 7.3.7. Z[£5] is norm-Euclidean. 
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7.3.3 Eucl idean Algor i thm for Z[(5] 

Suppose that two elements m and n in Z[(5] are given. First we compute ^ as we saw 

in Section 7.3.1. The result is an element in Q[Cs] expressed as linear combination 

of the basis B' = {l,a,(5,Oi(5}. To use Proposition 7.3.6, we need to transform our 

result to the basis B = {1, (5, Cl> (!}• From equation (51) we have 

c2 = «c5 - 1 , 

and also we have 

« = - l - C 5
2 - « 5 -

So the basis transformation matrix from B' to B is 

/ 1 - 1 0 1 \ 

0 0 1 0 

0 - 1 0 1 

\ 0 - 1 0 0 / 

Suppose that after dividing, we get ^ = a0 + a\a + 0,2(5 + c^Cs, with a«'s m Q-

Transforming ^ into the second basis using the above matrix we get: 

' 1 —1 0 l \ / a o \ ( do — ai + 03 \ ( Vo 

0 0 1 0 a ! a2 j/i 

0 - 1 0 1 a2 - a i + a3 y2 

\ 0 - 1 0 0 / V a3 / V - a x / \ y3 / 

Thus, we have 

- = 2/0 + yiCs + y2C5
2 + JfeCf • (53) 

Then, following from Proposition 7.3.6, by rounding off the coefficients, we write 

TYl 

- = C + /3, where C € Z[<5] and (3 € Q[Cs], 

where 

/? = b0 + 6^5 + &2C5 + 63CI (54) 
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and |6j| < 1/2 for 0 < i < 3. Let us now adapt the proof of Proposition 7.3.6 to make 

our algorithm. Observe that equation 1 4- Cs + Ci + Cf + Cs = 0 implies that for any 

t e Q w e have 

(5 = (a0 + t) + ( a i + t)CB + (a2 + t)C5
2 + (a3 + t)C5

3 + *Cs-

If at least two of the coefficients in (54) are non-negative, we set t = —1/4 and 

write 

(3 = (a0 - 1/4) + (ffll - 1/4)C5 + (a2 - 1/4)C5
2 + (a3 - 1/4)C| - l/Kl 

So at least three of these coefficients are at most 1/4 in absolute value. If for all other 

coefficients we have |a, — 1/4| < 1/2, then N((5) < 1 and we are done. Otherwise, if 

only the ith coefficient has a$ — 1/4 < —1/2, then replace C with C — Q and replace 

(5 with p + Q; then again we have ^ = (C - Q) + (0 + Q) and N{/3) < 1. 

Finally, if there are two coefficients a, — 1/4 and a,j — 1/4 which are less than 

- 1 / 2 , then replace C by C - Q - (J
5 and replace (5 by (3 + Q + C5. Then, 2 = 

(C - C,l - CJ
5) + {j3 + Q + (l) and N(fi) < 1. When at least one coefficient is positive, 

we repeat the process with t — 1/4, replacing C with C + Q and (3 with /5 — Q. 

According to Proposition 7.3.1, we have 

m = Cn + (3n N((3n)<N(n). 

Therefore, our quotient is C and our remainder is f3n. 

Thus, we gave an algorithm to calculate the quotient and remainder in the Eu­

clidean domain Z[£5]. The set S of possible values of the remainder upon division by q 

using this algorithm is a complete set of residues of A/{q) in A. Thus, this algorithm 

can be used to define a map from A/(q) to A. Namely, given any preimage a' of a in 

A, find its remainder mod q; the result is an element s E S such that ~s = a. From our 

discussion in Chapter 6 it now follows that ETRU can be implemented over Z[£s], as 

required. 



Chapter 8 

Comparison and Conclusions 

This chapter is composed of three sections: Section 8.1 is a comparison of the three 

cryptosystems explained in Chapters 3, 4 and 5. Section 8.2 outlines the conclusions 

of the results obtained in Chapters 6 and 7. Finally, recommendations for future work 

are presented in Section 8.3. 

8.1 Comparison of Lattice-based Cryptosystems 

The three cryptosystems Ajtai-Dwork, GGH and NTRU, were all discovered inde­

pendently at almost the same time, in the late 1990's. All three of them demonstrate 

methods to hide a message in a lattice with their security based on cases of famous 

hard lattice problems, like SVP, CVP and SBP. In this section, we point out the 

similarities and differences of these cryptosystems, with the intent of helping to re­

veal the common pattern of these lattice-based cryptosystems. When referring to a 

cryptosystem, we use the notations introduced in the corresponding chapter. 

8.1.1 Ciphertext and Plaintext 

Plaintext 

The way in which the plaintext is hidden in the cipher vector differs from one cryp­

tosystem to another: 

129 
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• In GGH, the message corresponds to a particular lattice point which is per­

turbed by a random error vector of a given size. 

• In NTRU, we saw in Section 5.5.3 that the message is half of an error vector 

whose other half is chosen at random. This error vector perturbs a random 

lattice vector. 

• In Ajtai-Dwork, all the lattice points correspond to the message zero and all 

the far-from-lattice points correspond to one. 

Thus, assuming that the underlying lattice has dimension n, the length of the 

message block is n, n/2 and one for GGH, NTRU and Ajtai-Dwork respectively. 

Ciphertext 

In all three cryptosystems, the ciphertext c is a vector in the span of the underlying 

lattice: 

• In GGH and NTRU, c is always a close-to-lattice vector. 

• In Ajtai-Dwork, depending on the ciphertext bit, c might be close or far from 

the lattice. 

8.1.2 Encryption-Decryption 

Probabilistic Encryption 

In all three cryptosystem, there exists a random element in the encryption process 

that makes the encryption probabilistic. That is, for the same message, the encryption 

algorithm would most likely output different ciphertexts each time it is run. 

• In GGH, this is because of the randomness of the perturbation vector e. 

• In NTRU, the randomness arises from the choice of the polynomial </>. 

• In Ajtai-Dwork, it follows from the fact that any lattice point can be picked to 

encrypt zero and the perturbation string is also chosen at random. 
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Decryption 

The output of the decryption algorithm also varies from one cryptosystem to another. 

• In GGH, one can compute the original lattice point from the output of the 

decryption algorithm. So, the error vector can also be computed by subtracting 

the ciphertext from that lattice point. 

• In NTRU, only half of the error vector, the message m, is recovered by the 

decryption algorithm. The other half, as well as the lattice point, remains 

unknown. It should be emphasized that the decryption process in NTRU may 

fail with a small probability. 

• In Ajtai-Dwork, the decryption algorithm only makes a decision about the close­

ness of the ciphertext to the lattice and outputs yes or no. That means neither 

the lattice point nor the error vector is recovered. 

As a result, GGH fits nicely in the general definition of cryptosystems defined on 

one-way trapdoor functions, since the input is entirely recovered in the decryption 

process. NTRU does not completely fit, since <fi is not recovered. In spite of that, 

the description of NTRU via one-way trapdoor functions which we gave in Chapter 

5 helps make its similarities with GGH more clear. Finally, it is not straightforward 

to fit Ajtai-Dwork in this category. 

Alternative Keys 

An interesting similarity between GGH and NTRU is the fact that in both of them, 

the private key is not the only key which allows decryption. In both GGH and NTRU, 

the feature which distinguishes these alternative keys from an arbitrary element in 

the key space is their "smallness" in some particular sense. 

• In GGH the transpose-inverse of the alternative key R' should have small rows. 

• In NTRU, the alternative key / ' and its corresponding g' should have small 

enough coefficients. 
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Unlike GGH and NTRU, in Ajtai-Dwork, breaking the system implies recovering 

the private key itself. 

Efficiency and Key size 

• In GGH we need to publish the entire basis matrix of the lattice as public key. 

The public key size is 0(n3 logn) [36]. Although this is polynomial in the rank 

of the lattice, since the rank of the lattice should be chosen large enough in 

order to have a reasonable security [38] [40], the key size is too big to allow 

efficient implementation. 

• Similar to GGH, the entire basis matrix should be published which leads to the 

key size 0(n4) . This prevents efficient implementation. 

• On the contrary, in NTRU, a single polynomial h of 0(nlogn) bit size, de­

termines the entire public basis. Moreover, the generation of h is fast and 

easy compared to numerous steps of public key generation in GGH and Ajtai-

Dwork. Therefore, these features make NTRU much more efficient compared 

to the other two cryptosystems. 

Security 

• The GGH cryptosystem does not have a security proof as Ajtai-Dwork. More­

over, it is shown that because of the special form of its error vector, the instance 

of the hard underlying problem can be reduced to an easier instance. That 

makes the system vulnerable unless for high dimensional lattices [38]. 

• The Ajtai-Dwork cryptosystems are superior to the others in that they only 

enjoy security proofs but also their last cryptosystem is based on the worst case 

of the underlying problem, which implies a stronger security. 

• In NTRU, the underlying lattice has a special format. Although breaking the 

system using the lattice attack requires solving approximate-SVP, it is not 

known if approximate-SVP in this lattice is hard as for a general lattice. 
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Based on the comparisons made between the GGH, Ajtai-Dwork and NTRU, we 

chose NTRU for our further investigation due to the following reasons. 

1. NTRU was the only efficient lattice-based cryptosystem. 

2. The existence of the decryption failure inspired us to conduct our further studies. 

8.2 Conclusions About Extensions of N T R U 

In this thesis, we described possible generalizations of the NTRU cryptosystem. Our 

work is inspired by CTRU and NTRU over Gaussian integers. 

What makes it worthwhile to investigate NTRU over base rings other that Z is its 

interesting decryption algorithm. In NTRU, as we saw, the decryption process does 

not use the properties of the lattice used to attack the system, which is the case for 

other lattice based cryptosystems that we discussed. On the contrary, the decryption 

process depends on the specific structure of the base ring. 

One drawback of NTRU is the existence of decryption failure. This motivated 

the development of CTRU which has no decryption failure. This shows that the 

decryption process of NTRU depends on some unknown properties of the base ring. 

Hence, an investigation into the performance and adaptability of NTRU over other 

rings is warranted. 

To be more precise, as we saw in Chapter 6, the suitability of a ring A for use as 

a base ring for NTRU hinges on the existence of a good set S of complete residues 

modulo q. In original NTRU, complete sets of residues modulo q are easy to find. 

Namely, any set of q consecutive integers is a set of complete residues (Figure 5). 

Moreover, given a sufficiently small set of integers E, one can hope to easily identify a 

complete set of residues containing E. In particular, consider the set E of coefficients 

of a = p(f>*g + m* f. Having a successful decryption depends on being able to identify 

a complete set of residues containing E. 

This property inspires us to consider Z as a one dimensional lattice and attempt 

to generalize NTRU over rings which are lattices of higher dimension. In Z[\/—2] 
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(Z[i]), these complete sets of residues are rectangles in the lattice with sides equal to 

(5 and \f^2(5 (i/3, respectively). 

S" S S' 
1—G 1 ul—l 1 I I |_p I Q_l L_p 1 Cj-J 1 • Jfr 

Figure 5: Complete sets of residues in Z 

The difficulty arises when we want to find an algorithm to reduce the coefficients 

modulo q to the desired set S. When our ring admits a constructive Euclidean 

function, that function, with some restrictions which assure the output lies in S, 

might be used to reduce the coefficients. For example, these restrictions on Z could 

include choosing the positive remainder. 

Interestingly, we noticed that in the cases of Z[\/—2] and Z[£3], our Euclidean 

algorithm is following the same flowchart as the Babai round off algorithm to find 

the closest vector in the lattice to a given vector. The similarity between round 

off algorithm technique and finding the smallest representative of a class in these 

two dimensional lattices suggests the possibility of using CVP techniques instead of 

Euclidean algorithm. This indicates the possibility of working over non-Euclidean 

lattices as well as the Euclidean lattices on which the Euclidean algorithm has not 

either explicitly determined or is too complicated to implement. Inspired by this idea, 

we started working on Z[£5]. We obtained an implementable Euclidean algorithm 

which can be used to reduce the elements of Z[C5] modulo q into a set of complete 

residues. 

One main question that arises here is the effect of the higher dimensional base 

rings on the cryptographic properties (i.e,efficiency and security) of the NTRU-like 

cryptosystems. Obviously, as the dimension of the base lattice ring increases, the 

number of computations in the process of key generation, encryption and decryption 

increases and this reduces the speed and efficiency. However, this also increases the 

dimension of the lattice where the key pair lies. For instance, the public basis for 

Z[v/—2~] has dimension 2JV since each entry is a 2-tuple itself. That makes the system 
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more secure against lattice reduction algorithms. 

8.3 Future Work 

Based on the results of our study, the following research avenues are suggested for 

future work and further investigation: 

• Coding and implementation of our suggested algorithms for Z[\/^2], IJ[(Z} and 

Z[Cs]. 

• Comparison the experimental results of decryption failure with the probability 

of failure based on our theoretical results. 

• Investigate the applicability to ETRU of various attacks, eg,. [13] proposed 

against NTRU. 

• Applying the CVP algorithms, other than round off algorithm, instead of the 

Euclidean algorithm. 

• Investigating the possibility of developing our theoretical result of using a non-

PID Dedekind domain as the NTRU base ring. 



Appendix A 

Ring Theory 

In this appendix, we overview the ring theory material that used in this document. 

Most of the theorems come without proof. The proofs can be found in any abstract 

Algebra book such as [12] or Algebraic number theory book such as [6]. We assume 

that the reader is familiar with the basic notions of rings and fields. 

An integral domain is a commutative ring with multiplicative identity 1 which has 

no zero devisors. Every integral domain A lies in a field that contains all quotients 

of A known as quotient field. An integral domain A is said to be integrally closed if 

the only elements of its quotient field that are root of a monic polynomial in A[X], 

i.e. integral elements over A, are those of A itself. 

In particular, a complex number which is integral over Z is called an Algebraic 

integer. The set of all algebraic integers lying in an Algebraic number field K, i.e. a 

finite extension of Q, is called ring of integers and denoted by Ok- Ring of integers 

of an algebraic number field K is an integrally closed integral domain whose quotient 

filed is K. 

Now, let K be an algebraic number field. Denote the set of all monomorphism 

from K to C who fixes Q by Mon(K, C). There are exactly n such monomorphisms 

where n is the degree of K over Q as a vector space. For each element x £ K, there 

136 
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are two very important quantities associated with x namely norm and Trace. 

N(x) = J ] G[X) 
aeMon(K,C) 

Trac(x) = y . aix) 
aeMon(K,C) 

Let us mentioning that for an Galois extension K of Q we have 

Gal(K/Q) = Mon{K,C) 

Let A be an integral domain . An element of A is called a unit if it divides 1. An 

element a G A is said to be irreducible if a = be implies that either b or c is a unite. A 

non-zero non-unit element p of A is called a prime if p|a& for a, b G A implies either 

p\a or p\b. A proper ideal P of an integral domain A is called a prime ideal if a, b G A 

and ab G P implies either a G P or b G P. 

Theorem A.0.1. Let A be an integral domain, Let a £ A be a non-unit, non-zero 

element. Then (a) is a prime ideal if and only if a is a prime element. 

An ideal / of an integral domain A is called a principal ideal if there exist an 

element a £ I such that I = (a). The element a is called the generator of the ideal / . 

An integral domain A is called a principal ideal domain if every ideal in A is principal. 

If every non-zero non-unit element of A can be expressed uniquely as finite number 

of irreducible elements of A, it is called a unique factorization domain. 

Definition A.0.2. Let A be an integral domain. A mapping <f> : A —»• Z is called a 

Euclidean function on A if it has the following two properties 

1. c/)(ab) >4>{a), Va,beA,b^0 

2. For all a, b G A with b ̂  0 there exist q, r G A such that 

a = qb + r 0(r) < <j>(b) 

Theorem A.0.3. Let A be an integral domain that possesses a Euclidean function 

4>. Let a,b G A. Then 
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1. An element a is a unit if and only if <f>(a) — <f>(l). 

2. <j>(a) >0(O), ifa^O. 

3. If a\b and b\a then (f>(a) — 4>{b). 

Definition A.0.4. An integral domain A possessing a Euclidean function <f) is called 

a Euclidean domain with respect to <f>. In particular, if A is ring of integers of a 

Algebraic Number field K, and the function norm over K is Euclidean, we say A is 

norm-Euclidean. 

Theorem A.0.5. Every Euclidean domain is a principal ideal domain. 

Proposition A.0.6. Any principal ideal domain is a unique factorization domain. 

Definition A.0.7. A proper ideal M of an integral domain A is called a maximal 

ideal if whenever I in an ideal of A such that M C I C A, then I = M or / = A. 

Proposition A.0.8. Every non-zero prime ideal in a principal ideal domain is a 

maximal ideal. 

Proposition A.0.9. In a commutative ring, the ideal M is maximal if and only if 

R/M is a field. 

Theorem A.0.10. Let F be a field. The ring of polynomials in one variable over F 

is a Euclidean domain. 

Definition A.0.11. An integral domain A in which every ascending chain of ideals 

terminates is called a Noetherian domain. 

Definition A.0.12. An integral domain D that satisfies the following three properties 

is called a Dedekind domain. 

1. A is a Notherian domain. 

2. A as integrally closed. 

3. Each prime idea of A is a maximal ideal. 
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Theorem A.0.13. Let A be a principal ideal domain, then A is a Dedekind domain. 

Theorem A.0.14. Let K be an algebraic number field. Let Ok be the ring of integers 

of K. Then OK is a Dedekind domain. 

Theorem A.0.15. Let Abe a Dedekind domain. Every proper ideal of A is a product 

of prime ideals and this factorization is unique. 

Theorem A.0.16. Chinese remainder Theorem over a general ring. Let A 

be a commutative ring with identity and Ii,..., In be pairwise comaximal ideals of A. 

Then 

A/{h ...In) = A/h xA/I2x---x R/In 

Theorem A.0.17. Chinese Remainder Theorem. Let A be a Dedekind domain. 

Let Pi,... ,Pn be distinct prime ideals in D. Let a\,...,an be positive integers. Let 

a.\,..., an be elements of D. Then there exists a € D such that 

a = a, mod P^, i — 1 , . . . , n 

Proposition A.0.18. Let A be a commutative ring. If every prime ideal in A is 

principal, then A is a PID. 
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