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ABSTRACT .

S

The effective use of data communications networks
requires reliable protocols. However, protocols are often
developed from inconsistent or incomplete specificatidns and
with inadequate validation-efforts. We propose a validation
approach based on software testing principles which covers
the entire protocol development 1life-cycle. The testing
approach includes test sequence specification, generation,

evaluation, "~ and refinement; construction of executable

specifications and designs; and consistency checking via
servahle behaviors of specifications, designs, and

Tﬁplementations. ‘ < :

\

Roth the specification of test sequences and the
construction of executable specifications and designs are
" based on attrihuted context-free grammars. A technique to
automatically generate svntacticallv defined test sequences
is presented. Shortcomings of systematic generation of test
Sequences are poihted out and a methodology aiming at
integrating a tester”s understanding of protocol semantics
into the test construction process is proposed. This
methodology is used to build generators fo semanticallv
meaningful test sequences, )

A method of two-wav complementary consistency checking
which 1is facilitated by the construction of executable
communication service and protocol specifications is
presented. Algorithms for qgenerating and validating
externally observable behaviour of executable specifications
and designs are describhed, AS an integral part of
consistency checking, test architectures which are
anplicable to pre-~release and post-release protocol
implementation testing are proposed.

The feasibility of this approach is demonstrated by a
‘detailed application to ISO transport protocol class 0.

v
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1. INTRODUCTION

H

1:1. Context and Motivation for Life~Cycle Testing

Communication protocols form an essential paft of any
communication system where the interactions between
communicating éntities | are based on‘ the exchange 'of‘
'messaqes. In sucB a svstem, information about the state of a
communicating entity is made available to the other entifies
only if i;hig?éxplicitlv releaéed via a messaqge {e.g., a
finite sequence of hits) sent by tﬁe-entity. Communicating
entities in such a system Qtilize a set of rules “for the

orderly exchange of messages between them. This set of rules

is called a communication protocel and 1is described in a

protocol specification,

Recently, a great deal sf attention has been given to the
development of techniques for specifying communication
protocols and EzF validating protocol specifications,
desiqns:'and‘implementations {IFIP 82, TIFIP 83), The term
validation is used here to include any exercise aimed at
increasing confidence in correct functioning of the enti£§
being analyzed {e.qg., specifications, implementations,
etc.). Traditionally, natural lanquage-based protocol
‘specifications and informal validation techniques have been
used in communicétion ‘protocols development en&ironments.
This approach has been found to be  inadequate and

insufficient since protocol specifications in a natural

lanquage can be ambhiguous, incomplete, inconsistent and

’
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typically allow oniﬁ manual and relatively. informal
vaiidatioq techniques such és “walkthroughs"; _ Such
validétion techniques afe in gen%ral' -incapable | of
investigating .aﬁaf,validating all possible behaviors of
protocols and thérefofe are of limited help in_increasinq
our confidence that the ﬁ;otoCol‘specifi&ation, design, or
implementation beinq.valiééted has or does not have certain
desirable properties. 1In fact, protqcols such as CCITT X.21
and X.2%; among otheés, which were developed using informal
techniques, suffered "a disturbing humber of errors or
instances of unexpected and undesirable béhavior“ [Boch»??,{

BoSu80, BeLy 77, Lai B81).

Formal specification techniques lprovfﬁe a basis’ for
adequate and relatively error-free validgtion activities in
developing reliable communication protocols. _ These
techniques vary from extended finite state machin% based
formalisms {BoGe 771 to temporal logic based techniques
[Pnue 77]1. Since a protocol specification 1is taken  as a
reference for subsequent devglopment andl validation of
protocol designs and implementagions, its validation takes
on a critical importance, In fact, any development and
validation effort applied to protocol designs and
-implementations may SE:,wasted if the underlying protocoi
specificatiqn is invalid, incomplete, ambiguous, or
inconsistent with the intentions of the specifier.

Generally speaking, validation activities in a protocol
— .
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development environment ‘may be grouped under two headings;

*ngeiy, verification and testing. Analysis of an entity for

the purpose.of validation is based on logical means in

verification and on observed behavior of the entity in

testing.

Verification techniques applicable to brotocol
specifications {and possibly to designs and implementations)
are closely related to underlying protocol specification
techniques and var? from reachability analysis [Suns 75] to
program -proving techniques [Sten ' 76]. Many of these

techniques - concentrate on checking certain general

‘ properties\ of protocols such as absence of deadlocks,

unspecified receptions, etq, (BoSu 801. 1In the case of

complex protocols, automation of these techniques becomes a
IR .

necessity due to the“combinatorial explosion of the size of

the associated state space.

On -the 'otHer hand, testing aims at detecting the
inconsistencies (if any) betweeﬁ the entity under test (EUT)
and its speci%ications (implicit or explicit) through the
observatioﬁs of controlled interactions of the EUT and its
‘envirquent. bften, testing is eﬁployed as a practical
means of checking the conformance of an Jimplementation to
its sﬁecificaﬁions. Recently, specification  testing (as

oppoéed to implementation testing) has been considered as a

.mechanism to check the consistency of specifications given

at different levels of abstraction [Gogu 80, JaBo 83]. Such

4
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a mechanism is particularly desirable in a development
process which progresses via step-wise refinement. One such
development process is imélied by the layéred protococl

architecture defined by the OSI, Reference Model [Zimm 80].

Considering the protocol lavers ih the 08I Reference
Model, a typical protocol development life-cycle involves a
sequence of pﬁases in which a - protocol implementation is
constructed through successive fefinements from its
specifications. This‘step—wise refinement process produces
a series of system functionality representations (i.e.,
specificdtions, desiqns, and implementations) in decreasing
levels of abstraction. Each such representation describes
the system functionality in terms of externally observable
behavior of the system (i.e., possible types ahd orderings
of interactions that, the system exchanges with its
environment).‘ Each steo of refinement results in a more
refined representation of the system functionality than the
one developed in the preceeding step. A major concern in a
protocol deve}gﬁ%ent life—cycle,' is to ensure that these
distinct but highlv related representations are in  fact

mutually consistent.

1.2. Objectives and the Scope of the Thesis

Our oprimary objective is to’ define a life-cycle
validation approach tha; can potentially be applicable

throughout a typical protocol development life-cycle., Here,
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we attempt to define such an approachs that employs testing
as a means of checking the consistency of system
functionality representations. In particular, we concentrate
on adapting testing to checking the consistencv of those
representapions constructed at earlier phases of the life-

cycle.

In the proposed approach, the consistency checking is
based on dynamic analysis of externally observable behavior

of revresentations. Specifically, this entails,
1) Constructing "executable" representations

2) Generating (i.,e., revealing and observing) the system
functioﬁalitv captured by these representations 1in
terms of their externally ohservable hehavior (i.e.,

in terms of input and output sequences that they

v exchange with their environment)

3) Checking whether

(a) each observed (actual) interaction sequence
obtained during the execution of the
representation under test is permitted by a more

abstract and already validated representation.

(b) each intended (expected) interaction sequence
(i.e,, test sequence) obtained during the
execution of a more abstract representation is

realizable via the representation under test.
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An overview of the approach is given in chapter 3. This
approach is intended for a protocol development environment
which progresses via step~wise refinement and which involves
formal specifications of services and protocols. Because of
the wide interest in layered architectures and in open
system interconnection (0SI), we restrict ourselves to the

context of OSI Reference Model and OSI protocols,

1.3. Summary of Main Contributions

The main contributions of the thesis are the
demonstration of a means of developing executahle system
functionality representations and methods of exefcising
these executable representations in a structured manner to
carry out validation activities throughout the protocol
development life-cycle. In particular, we demonstrate the

usefulness of ¢two highlv related attributed grammar based

formalisms, namely one for developing executable’

representations and one for constructing test (sequence)

specifications. The first formalism is .use§ to develop

executable communication service and protocol specifications

which facilitate the validation of their mutual consistency

through testing. The second formalism is intended to

integrate the tester”’s understanding of protocol semantics

into the test construction process and thus is used to
construct semantically meaningful test‘éequences. It is our

belief that development‘of such test specifications early in
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the protocol development life-cycle is a high level analogue
of "redundant development" technique proposed hy D. Panzl

[Panz 81} and expanded upon in [PrUr 82a, PrUr 82b].

Other contributions include

a} a technique for automatic derivation of syntactic%ilv
defined tests (sequences) based on the grammatical

structures underlying protocol specifications

b) algorithms for

(1) generating intended or observed interaction

sequences of executable service .and protocol

specifications

(2) checking whether a given (actual or expected)
interaction sequence is allowed by an executable

representation

c) architectures for pre~release and post-release

protocol implementation testing.

1.4, Outline of the Thesis

w
A brief survey of techniques for communication protocols
specification, verification, -and testing is given in chapter

2 together with discussions of their applicabiility and

[}
limitations,
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In chapter 3, an introduction to the proposed life-cycle
testing approach 1is presented, Basic definitions are
followed bv an overview of the approach. Various consistency
checking practicés in DrOtOCOi develooment environments are

discussed.,

Cﬁaoter- 4 Adiscusses the construction of executahle
representations: an interaction model wunderlving the
representations, an extended finite_state méchine model and
an attrihuted grammar based formalism to describe
representations," a method of encoding representétiéns in a
logic proqraﬁminq language PROLOG, and teéhniques to carry
out transformations between these formalisms. Examples

include ISO Transport Service and Protocol specifications.

-

In chapter 5, qenerationlof aetual (observed) and
expected (intended) behavior of executable represéntations
is discussed. Three different modes of system behavior
generatinn are identified; namely, systematic, user-guided,
and input-directed generation. Construction of minimum
covers and test sequence grammars are presented. An
algorithm describing input-directed system behaviqr

generation is given. .

Chapter & desc;ibes checking the mutual- consistency of
distinc£ represeqtations of the same system'fuhctionalitv.
The .chapter presents algorithms for invodation routines
which automatically %nvoke a PROLOG procedure corresponding

to an executahle representation in order to check whether an
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intended or observed system behavior is allowed by that
representation, The chapter concludes with test

architectures for protocol implementation testing.

’

Chapter 7 contains the summary, conclusions, and

suggestions for future research.
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2. PREVIOUS WORK

2.1. Protocol Specification and Verification

This section reviews previous work on communiqation
protocols specification and valida£iop. The review is based
on a classification of the protocol specification techniques
which categorizes them into three classes, namely: the
"Transition-Based” techniques, the "Programming Tanguage-'
Rased" techniques, and the "Hybfid*r1Qnified)" techniques.
Protocol validatién methods ;re reviewed during the
discussion of associated protocol specification techniques,
The discussion of each class of specification techniques
includes an introduction describing the. common
characteristics of those techniques within the class and the
validation methods applicable té'them. This introduction is
followed by the presentation of representative specification
techniques in the class. The wvresentation of eéch
representative specification technique consists of the
description of the technique, the description of the
associated wvalidation methods, and a critique of both,
Surveys on protocol specification and validation techniques
can also be found in [Suns 76,78a,79,811, ([Merl 791, [Thar

791, [BoSu R0], [Teng 801, and [Schw 81] among others.
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2.1.1. Transition-Based Méthods

The transition-based methodé have been motivated by the
observation that protocols involve communicating -entities
which respond'to certain internal and external stimuli such
that their behavior can be described by state machines.
These methods may be classified into Fiﬁite State Machine
Models, Formal Languaqge Models, and Graph Models. In
general, these models are uséd to describe the control
aspects of protocols (i.e., rules governing the exchange of
messages durinq initialization, connection establishment,
connection termination, etc.). For the repr;sentation of
the déta'transfer aspects of protocols (i.e., the parameters
involved during transfer of data such as the Seguence
numbers of the messages, message texts, etc.) additional
states are necessary, Fér example, different states are
required to represent each ﬁossible sequence numher that a
message maw take, Hence, for relativel¥y complex protocols
and/or realistic assumptions on  the trangmission medium
{i.e., arbitrary transmission delay,‘ message loss, message
duplication, and ‘message disLortion) the number of states

becomes intractablv large (i.e., state explosion) ,

The validation 'approaches associated with transition-

based formalisms are hased on a6 basic state exploration

technique (reachability analysis) [Suns 75, Boch 78]. This

technique consists of exploring all possible interaction

sequences of communicating processes by generating
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exhaustively all global states <1> (composite states)
reachable from a given initial qlbbal state <2>, Starting
from the initial global state, the state exploration
technique generates all .poamible global state transitions in

the form of a transition dizgram which corresponds to the

reachability ttee (graph) rooted in the initial global
sfaté. The traversal of the reachability tree is equivalent
to the exploration of the Complete interaction domain of the
overall communication svstem (i.e., communicatiﬁq Drocesses

and the transmission medium) .
-

The state exploration technique.is effective for checking

implicit requirements and control aspects of protocols which

3
are expressible in terms of the structure of “the

reachability tree and the contents of the global states.
Examples of these implicit requirements (more commonly, the
"general properties" [BoSu 80]) are excluding any possible

occurrences of unspecified receptions <35>, state deadlocks

<4>

r

<1> A global state is generally defined as a combination of
the states of the communicating processes and the
transmission medium,

<2> The initial global state represents the initial states
of all communicating processes and an empty transmission
medium (i.e., no messages in transit),

<3> An unspecified reception occurs when a message reception

that may take place at a state 1is not specified in the
protocol specification, ~° -

<4> A state-deadlock occurs when no messaqe transmissions
are possible from the current states of the processes and
the transmission medium is empty (i.e., Tno messages are in



non-executable interactions <5>, state ‘ambiquities <6>,'
channel overflows <7>, unbounded growth <8>, and infinite
idle loopings (or temop. blockings)<9>; establishing proper
synchronization: ‘providing self-svnchronization; and
terminating at a desired final state [Sﬁns 79]. On;e error
conditions corresponding to violations of required
properties are defined hased on'the‘ specification methods,
these conditions are checkéd on the context of each global
state reached during reachability analysis {Rudi 78]. A'
major limitation of the state exploration technique is state
explosion, that.is the size of the reachability tree grows
very rapidly with the complexity of the protocol and makes
it impractical to generate and check all reachable global

states, Automated generation of reachability trees and error

condition checks are 'reported in [DaBr 78, Rudi 78, West

L1

transity,

<5> A non-executable interaction is present when the
protocol specification Hhas receptions and/or transmissions
that can not occur under normal operating conditions (i.e.,
similar to deadcodes in programs) .

<6> A state ambiquity exists when a State in one process can
coexist with #geveral different states in the other processes
while the transmission medium is empty (L.e., terminal
global states), ’

<7> A channel overflow occurs when the number of messages in
the channel exceeds the predefined capacity of the channel.

<8> An unbounded qrowth occcurs when one of the processes
transmits messages at a-rate which is much faster than the
processing rate of the receiving process.

N
<9> A tempo—bIOCKShb is a loop in the transition diagram in
which processes may execute without any effective progress,
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78a, West 78c¢c, Zafi B80].

"Another form of 'state exploration is the symbolic
execuéioh technique which attempts to reduce state expfagion
[BrJo 791. A reachability graph is construcéed starting from
an initial symbolic global state. In this graph, each node
corresponds to a symbolic global state which represents a

large number of explicit global states.

2.1.1.1. Finite State Machine Models

.Finite Stat? Machine (FSM) models include "Pure FSM"
[Bart /9], “Duologue Matrix" ([zafi 78], "Phase Diagram"
[West 78c1, "Perturbation® [West 785, Zafi 8071, and
"Colloquy"” {LeMo 73, DaBr 751 approaches, In these
approachgs, each procesé is_répresented by a FSM whére the
states of the FSM cofreSpond to " the states of the process
and the transitions between the states of the FSM correspond
to the transitiqns in the process associated with receiving
or transmitting stimuli and responses respectively. The
coupling bhetween éSMs is done by using queues (buffers)
connecting the inputs of one FSM to the outputs of the other
and vice versa, or by direct coupling (i.e., specifiying the
tréhsitioﬁs in each FSM that must occur tdéether) when the
message tranmission delay is. not important. Although the
coupling of FSMs corresponds to the underlying transmiésion
jﬁedium, the specific behavior of the transmission medium may

be explicitly modelled by a separate FSM.
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As an example of FSM models, we briefly deécrihe the
"Perturbation Approach". This approach extends the
applicability of duologue matrix theory .[Zafi 781 to
protocols governing the interactions between more’ than two
processes without the restriction that the processes need
return to their 1initial states after a finite number of

interactions [West 78b, 7afi 801;

Specification Technique

This approach is based on a communication system model
which includes a FSM for eéch communicating process (there
may bhe more than a pair of processes) and a pair of simplex
channels, one for each direction of communication, between
each pair of processes. An instance of the communication

svstem is represented bv a system state (i.e., global state)

which is a unique set of current states of the progesses and

of all simplex channels <10>,

Validation Method and Remarks

The perturbation analysis 1is equivalent to the state
exploration: it starts with the 1initial system state and
aenerates the complete interaction domain of the
communication system - by investigating all ppssible ways in

which the initial state and all subseguent states can be

<10> At any given time, the state of a simplex channel 1is
the ordered set of messages in transit in the direction of
communication that the simplex channel stands for.
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perturhed., A perturbation

of a gyfStem state results in a

new system state by executing a single transition <11»> in

one of the processes 1in the system while other processes

remain unchanged. Simultaneous transitions of ‘more than one

process are represented as a sequence of perturbations.

During successive perturbations, a systgm state that has
heen previously generated bhv perturbations of an earlier
state need not be further perturbed and is therefore
omitted, This  procedure continues until’ \no more
perturbations are possible. During this process, each
generated system state 1is analyzed to determine whether it -
represents a non-occurable interaction, state deadlock,

unspecified reception, staté ambiguity, or channel overflow,

etec,
(4

The perturbation approach is apAZZEable to a much wider

range of orotocols than duologue matrix and phase diagram

approaches, It offers

all of the capabilities of both of

of race
N

approach in a

the previous approaches except the analysis

conditions the phase

performed by diagram

restricted environment (i.e., perfect transmission medium) .

That 1is, this approach ‘does not allow explicit timing

-

constréints such as the time taken to transport messages

between processes to be specified (like the dunlogue matrix

approach). Other limitations of this approach are caused by

<11> This implies a change in the state of the process and
also a change in the %tate (content) of the channel which is
affected by that transition, .

-
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the assumptions on the transmission medium as well. The
transmission medium is not allowed to reorder messages and

there is a predefined upper bound on the number of messages

Ain transit at any instant of time.

A decomposition teéhnique propbdsed by Vuong [Vu%p 821 has
extended the applicability of the perturbation approach to
more complex (but  structured) protocols such as session
negotiation prééeddres of the.'CYCLADES transport protocol

and the pécket level of X.75 protocol,

2.1.1.2. Petri Nets and Other Graph Models

Petri Nets (and the related "UCLA Graphs" [Post 74 RaEs

. <
801) -are the main graph models which are theoretically
applicable to a broader range of brotocols than FSM models
fMerl 797. In particular, the spécification of protocols
having a péésibly infinite number of states may be,done'by
Pefri nets which have the property to accumulate unbounded
number of messages at their nodes. Such protocols, i.e., the
ones éllowing the transmission of any mesgage_ an arbitrary

number of times, can not be represented by a finite state

machine even theoretically [Merl 797.

Petri nets are graphical representations of possible
control flow in concurrent processes andg were first
introduced by Petri [Petr 62). They provide a detailed

description of the conditions related to the control flow in

b
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processes and correspond, in a more abstract form, to
. flowcharts, or to natural language assertions of the control

filow [Dant BOY.

Specification Technique

In this formalism, 'prohocols are represented by Petri
nets which are digraphs with nodes called as conditions
(places) and évents (transitions) [Merl 741. A directed arc

connects either.a condition to an event which specifies that

condition to be an input condition to the event or an event

to a condition . which is called as an output condition for
the event,  An instance of a Petri net is represented’by a
tqgen distribution among the conditions (places) 1in the net
which is called a marking. From an initial marking of the
Petri net, it is possible to derive the set of markings
reachable from it. A token ‘distribution at any instance is
affected by the occurrence of events. For.an event to occur
(to he enahled), each of its inﬁﬁt conditions should hbld
(i.e., have at least one token) . The occurrence (firing)
of an @nabled event consists of removing one tékén from each
of its fhput conditions &nd adding one token to "all of its

output conditions,

The basic Petri net model of a protocol is a single
composite Petri net obtained by combining Petri néts:
representing the communicafinq processes., This combination
is achieved by identifying the input and output places of

each component”s Petri net representation and by connecting
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them according to . the assumptions made on the transmission

medium,

Validation Method and Remarks

The validation methods for the ba51c Petri net models are
hbased on the reachabilitvy analy51s Starting from an initial

marking, all possible- markings of the composite Petri net

are generated, The set of 'mafkings reachable from the

initial marking 4dnd the possible transitions between them

define a state machlne called token machine where each state

corresponds to a marking rMerl 767. Thus, checking some
general oroperties of protocols’ such as llveness absence of
deadlocks, etr is based on thercontext of each State of the

token machine (i.e., the corresponding token distribution“.

-

The major shortcomings of petri net approach are not

different than those of FSM approaches, To ovércome some of
these ohortcominqs several extensions and generalizations of
the basic Petri net model have been proposed. One of these
extensions, Time Petri Net, 1is’' a-direct derivative of the

F

basic model and is related to incorporating timing

constraints to the events (transitions) in the Petri net to
allow the analvsis of recoverability <12» {(i.e., sel f-

synchronization) [MeFa 761.

/
<12> The ability to return to 1%5 normal mode of operation
w1th1n a finite time after a perturbation occurs,
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2.1.1.3, Formal-Language Models

The inclusion of the formal language models in the
transition—ﬁaséﬂ methods 1is based on the cérrespondence
between state machines and formal grammars. The starting
symbol of the formal grammar corresponés to the initial
state of the state machine whereas the non-terminal symbols
to the stétes, thé terminal symbols to the input and output

sets, and the production rules of the grammar to transitions

1

in the state machines.

Specification Technique

In this formalism, the interaction sequences defined hy a
protocol between communicéting processes are viewed as the
senFences of a formal language. Thus a protocél is described
" by a formal grammar which defines a formal language and
generates all valid sentences to represent the vpossibie
interaction sequences between the communicating processes,
That is, the formal language is based on an alphabet which
is composed of symbols representing the events in the
communication system and the sentences generated hy the
formal grammar d?scribe‘ the sequences of. events (say
dialogues) d%?ined by the protocol,

If the interaction ,sequences are viewed as sequences of
terminal symbols (as described above), the formal grammar
describing a protocol as,a set of rules that define those

interaction sequences is called an action grammar [TeLi 78].
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The complex formats of the messages exchanged between the
communicating processes may also be represented in this

. d
formalism by defining a messaJe grammar for the formats of

the fields 1in each message [Teli 78]. It is possible to
substitute the productions of the message grammar 'Eorathe
terminal symbols of the action grammar to have a detailed

= representation of the protocol which is being modelled.

Validation Method and Remarks

The validation methods for formal 1anguage.models are
hbased on formal properties of the grammars used, These
methods (e.q., "grammar cleaning" techniques) ‘may detect
loops in the interaction sequences, improper termination or
deadlocks, etc. For the formal 1language models based on
reqular grammars, the state exploration techniques can be

" applied on the FoTrqsponding state machines obtained by a

oroper transformation.

The-formal language models and the associated validation
methods have the same restrictions as FSM models and the
state'%xploration techniques, pérticularly in representing
and validating the data transfer aspects of the protocols.
This approach has Been applied to HDLC 1link protocol by
Harangozo [Hara 3%} 78] . This application involves a reqular
grammar model of the protocol and an indexing technique to
accommodate Sequence numbers of the messages exchanged.

However, the indexing technigue which is used to define

groups of productions parameterizeqd by a seguence number



PAGE 22
-

leads to a rapid increase in the numbér of the productions
(i.e., similar to a state explosion}). For the solution to
this dimensionality problem, Teng proposes the use of
context-free or context-sensitive grammars [Teli 78, Teng

807.

2.1.2. Programming Langquage-Based Methods

Protocols may he viewed as procedures containing
concurrent processes which can he described as programs in
high-level programming lanquages. Depending on.the level of
abstraction provided by the programming languages, one.
advantage of the programming language-based methods is that
the protocol specification may be guite near to an
implementation of the protocol [Bogg B0l. Another advantage
of these methods is their capability to represent- data
structuring aspects of the protocols which is a major
short oming of the transition-based methods for protocol

speciflication.

Speciéication Technique

The hasi¢ programming language model consists of -programs
for each communicating process. The underlying transmission
medium is specified by the assumptions formulated as
assertions on 1its bhehavior, The communication hetween
separate modules 1is acﬁiaved through the uée of 'shared

variahles or message passing [Boch 75, Sten 76, Good 77,
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GoCo78, Haje 78, Mier 79].

Validation Method

The bhasic validation method applied to programming

language models is based on program proving approach [Eloy

671. This approach involves first formulating.appropriate
assertions.which reflect the desired correctness properties
corresponding to explicitly stated reqﬁirements (e.g.,
intentions or‘ service specifications) or to general
(implicit) properties. -The next step: is to prove the
correctness of protocols by verifyving these assertions. In
contrast to the state exploration technique, ° the program
proving technique has the capability that allows the
validation of data transfér aspects of protocols, However,
both generating the assertions and carrying out the proof
require considerable amount of expert knowledge and human
ingenuity. This requirement prevents the technique to be
fully automated. However, the use of some standard
automatic theoigm provers may be employed to. have some
degree of automation. But the lack of sufficiently rich
assertion langquages to express the assertions covering a
wide variety of data types and 'functional primitives limits
the applicéhility of these partiall? automated tools for the
time beinq.

Symbolic execution is another wvalidation activity
applicable to programming langquage models {BrJo 78], [Mier

797, Theoretically, symbolic execution may be used as a
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program proving technique: by attaching the assertions at
certain points in the pfoqrams together with some predicates
represenﬁinq the choice of paths, it is possible to check
those assertions by symbolically executing the programs,
However, practical limitations restrict the effective use of
symholic execution to the generation of paths to be proved
correct and éssertions and/or verification conditions. These
outcomeé of the symbolic execution may then bhe qgfd by a
verifier (a human or.a tool) for correctness pgg;gs. Note
that aithough symbolic’execution can be automated,. in many
cases it still requires considerable human interaction
(e.qg., during executabhle path qenefation) and usually covers
only a special' subset of the syntax of the programming

language that the automated tool is designed for. ¢

Remarks

It has heen noted that the use of preramﬁinq languages
as specification tools may generate "not a satisfactory
specification because it 1is impossible to separate the
essential features of what the program is supposed to do
from the particular way chosen to accomplish those
functiqns" [Suns 81}. In fact, it is rather difficult to
specify or model ?tprotocol with programming lanquage based
techniqdes and not to include anvy hipts ahbout the process
with which the érotocol might be implemented. The less

procedural and more abstract specification techniques for

which the underlying model 1is not' different than that of

-,

)
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programming language-hased models may revéal the "required"
distinction hetween a specification and an implementation of
that specification. These techniques employ a more ahstract
notation t?an programming languages to spe¢ify protoccls and
may be classified- as "Sequencing RExpressions" [Schi 801,
"State Deltas" ([Over 81}, "Abstract Data Tvpes" {Thom 81],

and "Temporél,Logic" fHail 81, Lamp 80, ScMe 81].

2.1.3. Hybrid (Unified) Methods

The formal ﬁethods for protocol speqéfication and
validation reviewed so far are powerful in represenﬁinq
either tWe- control 5; the data transfer aspects and
ﬁroperties of protocols, but not both [Merl 79}. Several
specification methods combining the - distinct features of

both classes of specification methods have bheen proposed

[BoGe 77, DaBr 78, Suns 78h, Boch 80, Dant 80, Schu 80].

Specification Technique

Typicaliy a hybrid model 1is a state machine augmented
with context wvariables and procedures representing " states
and transitions of the state machine written in a high level
language. ‘The states correspond to the subfunctions of the
functionally decomposable features of the protocol being
represented, namely: | initialization, connection
establishment, data transfer, interrupts, error recovery,

and such, Procedures for the states describe the action to
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be taken depending on the input (stimulus) and the values of
the context variables. For example, the sequence number of
an arriving message can be compared with a variable storing
the next expected sequence number to determine whether to
accept the message, what the next state should he, and how

to update the expected sequence‘number [Boch B8O].

Validation Method and Remarks

,The validation methods applicable to hybrid models
generally employ both the reachability analvsis (to check
the general implicit properties) on the state machine and
the program proving techniques (to ';érify the explicit
Tequirements such as sequenced message delivery) on the

context wvariahles and procedures [BoGe 77). Another

validation method which is applicable to hybrid models is

symbolic execution. 'S

Hybrid models can be viewed as extensions of transition-
based models (i.e., augmenting a transition-based model by
context information and procédures). Several hybrid models
are based on Keller®s transition model for parallel programs
[Kell 76]. This model is ~ essentially a Petri net
complemented with a set of wvariabhles X. The transitions in
the net are associated with enabling predicates on the
variables in X and with actions assigning new values for X.
Hence, the state of the Eommunication system at any given
time (when no action is being executed) is determined by the

token distribution in the net (i.e., marking) and the values

. \‘QJ

¢
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of the variables in X.

Some hybrid models are quite similar to Keller’s
transition model, Two of these models are given in [Symo
801 and [RaRs 801. 1In the following section we will present

an extension on the ahove model.

General Transition Model

The general transition model is ‘an extension of Keller”s
transition model (BoGe 77, Boch 801 to .include the
possibility of ﬁavinq several disjoint subsystems and some
means of communication hetween them. ' That is, a protocol is
specified by separate descriptions for a pair of subsystems
(e.g., entities in a protocol layer) exécuting the protocol.
Each subsystem is modelled bv the formalism of Keller’s
transition model and the bredicates and actions (local
acpions) of a suhsystem refer only to the local variables in
that subsystem. In order to specify thg variables,
predicates, and actions in a subsystem a notation similar to

that of Pascal has been used [RoGe 777.

The actions of the separate subsystems are interrelated

N
by using distantly initiated actions (DIA) which allow one

subsystem to change the 1local variab’es of the other
5ubsys§em. A DIA in a subsystem may éssiqn new values to the
local variables ;n that subsystem but ﬁnlike a local action
it is not associated with a transition in the subsystem.

DIAs are initiated by a distant subsystem with the execu?@Sn
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of an initiating stﬁtement in a local action in that distant
subsystem, The initiating subsysytem may pass parameter
values for the execution of the DIAs., The initiation of the
DIAs of a distant subsystem and the execution of DIAs in
that subsystem represent message transmission and receptions

respecti%elv.

The state of the overall system is determined by the

token distribution, values of the variables, and set of DIA

Rl

which have not vyet heen executed. This set corresponds to

the content (state) of the transmission medium {i.e.,

messages in transit).

The validation ‘method involves stating assertions agout
the state of the overali system and using a form of
induction to prove these assertions. The assertions are
predicates which state the desired properties of the
orotocol-in terms -of states of the system, The  form of
induction used states that the predicates are in fact
invariant assertions: for each transition t, if a predicate
P holds before t has fired and if t is enabled then P holds
after t. has fired. That is, the predicate P is system

invariant if it is preserved by the actions associated with

t.
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2.2, Protocol Testing

’

Another major activiiy in communication protocols
development environment --is to assess the conformance 'of a
protocol implementation to the protocol specification,
Although various validatioﬁvqggpods such as simulation or
program proving techniques c;h be used for protocol
implementation assessment the related research 1is directed
mainlv towards conformance (assessment through) testing
[Boch 83]. Investigations have focﬁsed particularly on

developing test architectures and generating test sequences

for conformance testing,

2.2.1. Test Architectures

The work on test . architectures for protocol
implementation aésessment'is very recent [Ansa 81, Ansa 82,

AnDa 82, BoCe 82, Boch 83, Henl 81, Nigh 82, Rayn 82, UrPr

83al. Accoeding to a typical proposed test architecture

{Rayn B2] (cf. Figure 2.1), a protocol implementation is
tested as a "black-box" over a communication medium between
an assessment (certification) site and a client siEe. The
assessment site configuration includes an "Active Tester®
(ATY. The client site_configuration includes the protocol

implementation under test (IUT) and a "Test Responder" (TR)

acting as the user of the service to be provided by the I1UT,

During assessment, the conformance of the IUT to the

specifications .is assesged through the ohservations of

e

)
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controlled sequences of interactions between AT and TR which

,{i? generated as a result of the application of a set of
test séquéﬁﬁes.

TEST
ACTIVE <~ — — — — — — — — — |  RESPONDER
/ TESTER Tester-Responder
/ Protocol
CIUT
W -

L]

2 /~—~COMMUNICATION MEDIUM

Figure 2.1 .A Test Architecture for
Protocol Implementation Testing



N

PAGE 31

2.2.2,/ Test Sequence Generation

Al

One of the‘majdr tasks in protoéol implementation testing
is the generation of effective test sequences (Sequences of
input stimuli and possibly corresponding. - éxpected
nespénses).. In software engineeri;g, complemén;ary testing
_techﬁiques';fe used involving both black-box and white-box
(struétural) " test qeneration strategies in order to improve
-the effectiveness of tests. However, a common assumption in
protogol 'testiné is that the internal structure (i.e.,
sourée code)-of the 10T jg hot available [Boch 83, Ravn 82]}.
Thig assumption restrigés the applicable test usequénce
1
generation strategies to blackibox or specification-based
testing techniqueé: i.e., the design and the internal
structure of the IUT can not bhe taken into acégunt to guide

c A

. the constfuotion of the test sequences. For example; a
recent attempt to generate test séquences to be used for
conformance testing is based on protocol specifications
'[Saﬁé 82, SaBo 83]. TIn this attempt, . variqus systematﬁc
methogs for ltesting finite state machines (FSM” s) are
applied‘to commuﬁicafion‘protocol specifications modelled.as
pﬁre FSM s, Other attempts are reported in [Liﬁc 83, Urpr
n
83b]. Reportslqﬁ some of the most reagent wofk on protocol
specification, verification, and testing can be found in

3

[IFIP 82, IFIP %B3].



PAGE 32

3. LIFE-CYCLE TESTING APPROACH

This chapter présents the basic definitions; an overview
of the .approach which introducgs a method of two-way
complementary consistency checking:; specific consistency
checking exercises in a typical protocol development life-

cycle; and the basis for the apprqgach.’

3.1. Basic Deffﬁitions

Consider the Reference Model of protocol hierarchies for
"Open System Interconnection” (OST) being develooed within
ISO [zimm 80, 81]. The layered protocol architecture defined
by the O0SI Reference Model is qiven in Figure 3.1 and an
overview of layers can be found in [Zimm 80]. TIn this
iayered protocol architecture + protocol layer N provides a
particular communication service (i.e., the N—service] to
layer N+1. The N-service is specifiedr-in the service
specification for laver N {i.e,, - the. N~-service
specification). The N-service specification describes the

s . '
overall behavior~ of laver' N in a highly abstract manner.
That is, the N-service is defined in terms of possible types
and possible execution sequences of interactions (i.e., N-
service primitiveé) exchanged between layer N and la?er N+1

at the N-service access points.

'However, according to the OSTI Reference Model, the N-

service is " provided by the collaboration of protocol

I
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entities. (denoted N-entities) in layer N where each N-entity
uses the service provided by the (N-l)-service provider as

shown in Figure 3.2, This corresponds to a . distributed

implementation of the N-service provider with N-entities

~{usually at physically remote locations) communigating with

each other wvia the (N-l)-service and serving their 1local

users in laver N+1 (i.e., (N+1)-entitie§). For example, the

trangﬁort protocol 1a§er is implemgnted ’with transpért
.

protocol entities communicating to each other via a :etwork

service in ord%: to provide a transport service_ta session

layer entities., 1In 0SI, the network service is implemented

in a similar manner, and so on.

‘APPLICffION ————————— APPLICATION
PRESENTATION [~ — —— — — — — — —~  DRESENTATION
. N
]
SESSION @ [T T T - —— SESSION
TRANSPORT | — — — -~ T 7T —T~—~ TRANSPORT
NETWORK - — —— —— — ——= —— NETWORK
LINk T T T T T T T T T LINK
PHYSICAL -~ [~ ==~ ———=—==-=' DUYSICAL.
" PHYSICAL MEDIA

Figure 3.1 Protocol Hierarchy of the 0SI Reference Model
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The role of an N-entity in providing the N-service is
defined in the protocol specification for layer N (i.e., the
N-protocol specification). The N-protocol specification
specifies _the hehavior of each N-entitv in terms of its

responses to requests (N-service primitives) from its users

{(N+1l)-entities), to messages (or Protocol Data Units
(PDU" s) ) from other N-entities received via the
(N-1)-service, to control messaqges ((N-1)-service

primitives) received from the (N—l)—servicé; and to internal
events such as timeouts, That 1is, the N-protocol
specification is an ahstract representation of the behavior
of each implemented protocol entity in layer N. Thus, a
complete implementation of an N-entity (i.e., N-protocol
implementation) may be constructed by successively refiniﬁéJ
the N-protocol specification. For example, ’é transport-
nrotocol prototype implementation can ge obtained directly
by refining the transport protocol specification. The
refinement steps may involve defining lower and upper laver
interfaces théouqh which the protocol implementation
interacts witb entities in lower and upper layers

respectively, algorithms implementing protocol actions and.

' rules, data structures, etc. o

" Hence, the protocol development proéess (or life-cycle)
related to a protocol layer in thé 0S1 Reference Model may
be defined as a sequence of phases starting from formulating
intentions. of the desired service {or software

functionality) and converging to implementations of protocol

1,

3
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entities., Tn fact, 1in the above context, the protocol
development life-cycle for protocol layer N may be viewed as

a step-wise refinement process involving the following

phases:
4
PROTOCOL LAYER
(N+1) (N+1) : (N+1)
PROTOCOL PROTOCOL
ENTITY ENTITY
R PROTOCOL LAYER L i e T/
B 7 | B
I N . | N N |
PROTOCOL I
| ENTITY | EntITY
L L_ ]

|

|

l

|

|

l
|
PROTOCOL | %
|

|

|

|

|

|

|

Figure 3.2 Structure of a Protocol Layer N
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1)} Formulating the intended functionality of the desired
N—service. These intentions are generally implied by
the puipose of layer N and the service requirements

of 1ayer_N+1:

2) Constructing a natural lanquage representation of the
intentions (This representation is often the first

”explicit stétement of intentions and usually is

. denoted the N-service specificationy, and then
"deriving a  corresponding formal N-service’
specification.

3) Constructing a formal N-protocol specification
portraying the role of each N-entity in the provision
of the N-service,

4) Constructing a protocol implementation by refining
the N-protocol specification in increasing levels of

detail and develoning necessary impleﬁentations of

service interfaces.

In each of these phases, a representation of either the
service of laver N (as in phases 1 and 2) or of the role of
N-entities in providindg this service according to the

distributed implementatyon "Qf the N-service provider,

. —~
implied by the 08I Refese € Model (as in phases 3 and 4),

is developed. We call these representations of desired

L —

system behavior functionality representations. - Each such

representation describes 4 the system functionality in terms
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of externally observahble behavior of the system (i.;.l
possible tvpes and arderings of interactions that the system
exchanges with 1its environment). These representations
(namely, . intentions, service specifications, protocol
specifications, protocol implementatioﬁs, and their modified
and/or refined versions) are all highly related to eaph
other and are formulated at different levels of ahstraction.
For example, consider the service specification and the
protocol specification, The N-service spécification views
layer N as a "Black - bhox" whereas the N-protocol
specification is based on a refinemen; of laver N where the

N-service is provided by the collaboration of functionally

identical N-entities over the (N-1l)-service,

In this step-wise refinement process, eaéﬁ functionality
representation (except intentions) is derived by
successively refining the more abstract representation
immediately preceeding it, A large number of errors may be
introduced into the representations during these derivatioﬁs
(i.e., transformations frém gneQ representation to another)
mainly due to misun@erstangﬁizs among projeét personnel and
lack of clarity of the more abstréct representation, as well
as omissions, ambiguities, and logical inconsistencies of
the more abstract representation. Such errors can propagate
throughout subsequent representations wunless they are
detected and corrected in the representation where they

originate., However, note that even this correction activity

is a potential source of new errors,
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Thus the purpose of validation 1in a protocol development
process is to ensure that these ﬁistinct representations are
in fact consistent, That is, wvalidation is an activity of
checking the consistency of a more refined representation
against a more ahstract representation. Accordingly,.

considering protocol layer N:

1) The purpose of service validation is to show that the
N-service specification is consistent with the
intentions implied hy the purpose of laver N and the

service requirements of layer N+1.

LV

2) The purposé of protocol wvalidation is to demonstrate
that tﬁe collaboration of N-entities, as described in
the N;protocol‘specification via the (N-l)-service
provides the N-service specified in the N-service
specification. In other wordé, protocol validation is
to check the consistency of a refined representation
of layer N (i.e., as in TFigure 3.2), whichlis
composed of N-protocol specifications and the

(N-1)-service specification, with respect to the N-

service specification. It is assumed that the
{(N-1)-service specification has already been
validated.

3) The purpose of protocol implementation validation is
to show that an implementation of an N-entity is

consistent with the N-protocol specification.
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In general, checking the consistency of a refined system
functionalitv representation (representation K) with an’
ab;tract representation of the same functionality

(representation K-1) includes demonstrating that:

a) every externally ohservable system hehavior described
hy representation K that 1is actually possible
satisfies (the constraints imposed by) representation
K-1 (e.q., intentionsfof the specifier, functional

specifica;ions, etc.), and

h) every externally observable system behavior described

by representation K is actually possible {[Boch 80].

Point a) is alsoc called "safeness" or "partially
correctness” which relates the system behavior described by
representation K to that of representation K-1. Poiné b) is
also called "liveness" .which includes some "general
properties” of any system functionality representation such
as ahsence of deadlocks, infinite loopings, unspecified

receptions, etc. [BoSu 807.

There are basically two approaches to validation, namely,

verification and testing (JaBo B3). Verification is based on

formal and logical means of analyzing the system
functionality representations. Verification methods include
both “reachability analysis [7Zafi 801 and program pfoving
techniques [Sten 76]. While reachability analysis attempts

to check general properties of system functionality
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representations, program proving techniques involve proving
assertions reflecting desired = correctness properties (i.e.,

partial correcness and termination) [BoSu 80].

Testing, on the other hand, attempts to reveal
inconsistencies between representation K and representation
K-1 by comparing the svstem behavior observed duFing the
execution of representation K with the system- behavior
described by representation K-1. However, testing can not
guarantee that representation K is "consistent" with

;representation K-1 wunless all possible system behavior
patterns described by these representations are explored and
compared against each other., In general, this corresponds to
"exhaustive" testing which is practically infeasible [Piat
801. Thus, testing aims at detecting particular, highly
likely (if not all) instances of inconsistencies bhetween

representation K and representation K-1.

3.2. Overview of the Approach
/

In this thesis, we present a life-cycle wvalidation

approach for developing reliable communication protocols.
The life-cycle validation approach employs testing as a
means of checking the conslistency of system functionality
representations. As a dynamic analysis technique, an
inherent reguirement of testing is that the entity under
test is executable, Therefore, the proposed approach

involves constructing -system functionélity representations
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that can be executed.

Construction of executable representations of system

functionalitf is based on the following assumptions:

P il

1) each system (e.q., the N-service provider) is
\Eharacterized by the interaction model given in [Boch
80]. Accordingly, 'each system is described as a
collection of processes, each process interacting

with its environment (i.e., other processes) through

a number of interaction points.

™. 2) each process is represented by an extended finite
-state machine where extensions are defined in terms
of adaitional state variables and interaction

parameters [IS0O 83b].

Using the extended FSM descriptions of ﬁrocesses in a
given svsteﬁ, an executabhle represenfation of the system
functionality is constructed in an attributed grammar
formalism fUrPr 83b]. This is in turn implemented as a
PROLOG proceduré. The details of the interaction model, the
exteﬁded finite state machine and the attributed grammar
based formalisms, logic programming implementations, and the
techniques to carry out transformations between these
formalisms are déscribed in chapter 4. ,For now,assume that

these transformation techniques have been,/ carried out,

resulting in a set of PROLOG procedures. These procedures
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characterize in some sense, the permissible sequences of
input and output interactions between the representation and
its environment.

-

In the proposed approach, these PROLOG orocedures are
used as generators and validators of the system
functionalft§ described by -the representations that they
implement., ' That is, a PROLOG procedure implementing an

abstract representation X (e.g., the design of a system) can

be used

1) #s a generator to obtain interaction sequences in
which representation K participates during 1its
execution., Specifically, it can bhe executed as a

generator to pnroduce
1) all possible interaction sequences,

ii) a set of all possible output and/or input
interaction sequences observed . at the
interaction points of representation K for a

given input (or output) interaction seguence

iii} a set of all possible interaction sequences
observable at the interaction points of
representation K satisfying a certain functional

property. This will be explained ‘and illustrated

in detail in chapter 5.

2) as a validator in recognizer or in acceptor mode to
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check whether

’

L
a) observed interaction.sequences o?taingﬁ during the

execution of a less abstract representation  K+1

L1

{e.qg., an implementation of the system) are
a
// permissihle .
\ >
b) intended interaction seguences {e.g., test

sequences) obtained by executing a more abhstract
representat&og- “1 (e.g., the specification of the

B

system) are Achievable.
é\

Generation and wvalidation of representative sets of
observed and intended' interaction sequences for system
functionality representations are discussed in chapter 5 and
6, reSpectively; In fact, the proposed approach involves
construction of invocation routines which can be used . to
automatically invoke PROLOG procedures corresponding té
executable representations for the purposes of generating or
validating observqble interaction sequences. Algorithms for

these invocation routines are also described in chapter 5

and 6,

In this approach, checking the consistency of
representation K with respect to representation K~-1 is based
on comparison of their observahle behaviors (i.e., the
system functionality captured by representation K is checked

. . .
against that of representation K-1}. In general, assuming
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that representation K-1 has already been validéted, the

following validation scenarios may be used for checking the

consistency of representation K with representation K-1:

1) Obtain a selected set of execution histories of
representation K (i.e., sequences of T%teraétions in
which representation K participates during its
‘execution) ., Eacﬁ execution history 1is a sequeﬁce of

input stimuli and responses recorded during the

execujion of representation K. We call each such
ence a trace of representation XK. Each trace of
representation K corresmonds to an inst;nce of actual
ior of representation K which in turn
corresponds o an instance of externally observable
system behavior described bf this representation.
Since reoresentation X-1 has already been.validated,
the svstem hehavigf described by representation K-1
can bhe considered as the expected behavior of

representation K. /fﬁmmat is, each trace of

representation K can be checked for consistency.with
the expected behavior described by representation
o K-1, Therefore, apply each trace of representation
K to representation .X-1 to check whether it is
vermitted by representation K-1. 'This validation

ot :

activity is called "trace checking".

2) Obtain a selected set of interaction sequences, from

representation K-1. This set contains intended (or .

L
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expected) sequenceé, of interactions between
representation K and iEs environment. We call each

" such interaction -sequence - a trajectorf " for
representation K which corresponds to an instance of
exnected behavior (i.e., potential  trace) of
representation K, Then apply  each trajectory to
representation K to check whether it is actually.

allowed by representation K. We call this validation

activity "trajectory checking".

In fact, this 1is a two~way complementary consistency
checking method. Trajectory checking can be employed to
check whether each representative expected behavior of
representation K is actually realizable by representation X.
The aim in this case is to reveal any expected behaviors
that representation K fails to perfof; or performs
incorrectly.  On the, other hand, trace checking can be
emploved to check whether each representative actual
behavior of representation X is allowed by representation
K-1. The aim in this case is to reveal any behavior of
representation K that was not intended, As well, the actual
limits and constraints that are himplemented 'by
representation K may be revealed during trace checking. In
each of these cases, discrepancies between actual . and
expected behaviors of representations are reported for

subsequent analysis and reconciliation. In the following

section, we present specific consistency checking exercises
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in a typical protocol development life-cycle [UrPr 84a]l.

3.3. Consistency Checking in Protocol Development Life-Cycle

‘Based on  the ‘definitions given in sections 3.1,

“validation activities in protocol._ development environments

are aimed to check the consistency of: ‘

.

(a) the service specification with respect to the

intentions,

(b) the protocol specification with respect to the

service specification,
»

(c) a protocol implementation with respect to the

protoceol specification.

3.3.1, Validating Service Specifications

Due to the absancg1 Qf a higher level formal
specification, cﬁecking the consistency of the WN-service
specification with respect to the intentions .of the
specifiers is an informal activity.. Two directions can be

taken: ; ' )
a) The N-service specification may be executed to vyield
a representative set of execution histories (traces).

This set can bhe inspected by the specifier manually;

any discrepancies which are detected are analvzed and
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reconciled, Where necessary the N-service

specification can he corrected or dugmented,

b} The specifier may formulate a ° small set of
{ representative‘and discriminating trajeEtories which
contain selected, intended sequences of interactions
between the N-service provider and the 'N-service
users. Each trajectory may then be (automatically)
aapplied to the N-service specification to check that
it is allowed by the N-service specification,
Alternatively, input (br output) interactions aldne
may be applied to the N-service specifiéation,r and

its reaction validated by the specifier. |

L B

e

3.3.2. Validating Protocol Specifications

Protocol Specification validation is defined as checking
the consistency of a more éefined specification (the %F
- protocol entities together with the (N-l)-service providér)
against‘a m%re abstract specification of the Neservice. This
corrésponds to validating the hehaviour of the refined
specification ‘of the N-service provider which consists of
two copies of the executable N-protocol specification
interacting throuéh an executable (N—l)-Service
specification., Thus, in each of.the following scenarios, we

are able to validate the participation of the N-protocol

specification in the provision of the N-service.
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a) The N-service specification-is executed to generate a
selective set of (possibly all representative)
observahle interactions as trajectories. Then, these
‘trajectories are applied to the refined specification
to check whether they are allowed by the cooperation

of N-protocol specifications ove£ the (N-1)-service

specification.

b) The refined spﬁgification is executed to generate a
representative set of traces. Then thése trages are
applied to the N-service "specification to check
whether they are permissible execution histories

according to the N-service specification.

c) The same set of sequences of input stimuli are
applied to the N-service specification and the
refined specification,  either one after the other
("off-line testing") or to both of them at the same
time ("on-line" testing). 1In either case, each pair
of.porrespondinq observed interaction sequences are’
compared in order to detect any occurrence of

discrepancies,

Tt should be nnted that the N-protocol spéﬁﬁficétion may not
be in its final form, A final version of the ﬁ-protocol
specification may be derived through a step-wise . process
involving a serieé of refinemen;g from a Hhigh level
abstraction to a detailed representation (c.f. éection

—.
4.3.2). The above scenarios may be employed at each step of
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such a step-wise refinement to validate the design in &ts
most recent form, and to compare the behavior of the most

recent design to that of its predecessors,

’3.3.3. Validating Protocol Implementations

s

Protocol implementation validation (or assessment) .is to

R AT .

check the conformance of a given implementation of an N-
protocol entitv to the N-protocol specification. Protocol

implementation assessment may be required basically in two

distinct contexts:

a) in-house wvalidation which 1is conducted by the
developer who may have a direct access to both upper
and lower interfaces of the N-protocol_'entity

implementing the N-protocol specification.

b) certification which is conducted by an agency
(possibly a recognized third party such as a
certification centte) which may not have a direct-
access to the lower layer interface of the protocol
implementation. We restrict ourselves to the first
type of testing, Details and particulars of
certification issues can be found in [Rayn 82, Boch

B31, among others,

In\the first context, the test seqguences given in terms of
upper and lower interface stimuli -allowable by the protocol

implementation and its responses are monitored at its

-~
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accessible interfaces, The conformance of the _protocol
implementation under test to the N-protocol specification is
determined by checking that the observed interaction
sequences are possible sequences according to the giveﬁ
specification. The incompatibhility of the types and -
parameters of the interactions can be eliminated by using

encoder-decoder modules as proposed in [UrPr 83a].

-4

3.4. Basis for the Approach

In our approach} -executable system functionality
representations are described in attributed context free

grammars, A context-free (CF) gqrammar G is a 4-tuple

(VN ,VT,P,S0) where

VN

set of non-terminals

VT = set QE terminals

P set of production rules

50

start symbol which is an element of VN

Noteg that each production rule is in the form of:
X0 —-> X1 X2 .... Xn where : : T~

X0 is in VN and Xi is in VN U vyT.

An attributed context-free grammar is a CF grammar G

augmented by a set of semantic equations:

1) For each non-ter@tnal S in VN, one associates a set

A=Aji U As where

—
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a) Al is a set of data types associated with S which
pass information to S. Each element of Ai is

called an inherited attribute.

b) As is a set of data types associatéd with § which
return information from S. Each element of As is

called an synthesized attribute.

2) For each non-terminal § occurring in a production
rule
Q

X0 -=> X1 X2 .... Xn where 5 is Xi for some i,
one associates a set of semantic equations which
define the attributes associated with S in the

following manner:

a) For each inherited attribute i of 5, there is a
semantic equation i(xi)=f(i(x0),s(Xl),....,s(Xn))

. Which defines the inherited attribute i of Xi in
terms of the inheritedqd attribu;eé of X0 and
synthesized attributes of éome symbols occurring

at the right hand side of the rule,

b) For each synthesized attribute s of S, there is a
semantic equation s(x0)=f(s(x1),....,s(Xn),i(XO))
which defines the synthesized attribute s of X0 in
terms of its inherited attributes and synthesized
attributes of some svmbols occurring at the right

hand side of the rule,

&
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Attributed context-free grammars can he used to generate

any Type 0 language [MiFi 791, and thus, theoretically, are

applicable to any effectively-computable problem.

In general, including attributes in a. grammar

a)

© h)

<)

d)

makes explicit how information is passed and updated
during the expansion of grammatical symbols. This
property orovides a means of interconnecting
processes described- as grammatical rules which

exchange messages (cf. sectioff 4.4),.

allows the possibility of the values of attributes to
control the choice of grammatical rules and symbols
via quards (i.e., enabling predicates) embedded into

the grammar,

provides the capability of incorporating context-
sensitive information (e.a., interaction parameters)
and of encoding adaptations of wvarious testing

heuristics (e.qg., boundary value analysis) into the

grammar.

allows guiding the svntax-directed translation of the
generated strings which is performed by computation

rules (i.e., action routines). This translation

" process provides a means of generating input

interaction sequences, output interaction sequences
or sequences of both input and output interactions.

Thus, both trace and trajectory generation as well as
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test séqpence generation can be supported by

attributed grammars.,

An attributed grammar, employed as a pure specification
lanquage, is independent of implementation conétraints. It
does not impose any direction as to how the system bheing
described is implemented. Thui, a specification given in
this formalism can he made free from implementation-specific.

decisions and details.

The attributed context-free grammar formalism provides an
interface  between our validation approach and a wide variety
of specification methodé used to describe system
functionality . representations. The power of attributed
context-free grammars makes +the translation from natural
lanquages and extended FSM models rather eaéy [Prob BP].
Besides, this approach can be adapted to other specification
techniques [Logr 84) such as the ones emplovying abstract

data types [Logr 83] and Horn-clauses [Sidh 83].

In the next chapter, we demonstrate how our attributed
grammar approach encapsulatés specifications written 1in
extehded FSM“s and how the approach can be embedded
effectively in a straightforward subset of the logic

4
programming language PROLOG.
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4, "EXECUTABLE" SYSTEM FUNCTIONALITY REPRESENTATIONS

This chapter presents the construction of executable
system functionglitv repre;entations in an attributed
context-free grammar formalism. 1In the first two secti@hs,
models underlying éxecutable representations, namely, an
interaction model and an extended FSM model are summarized.
Folléwinq- gome | examples of system - functionality
rgpresentations, an attributed contéxé—free grammar

formalism is preésented and PROLOG ‘¥mplementations of grammar

representations are discussed.

4.1. An Interaction Model

An interaction model characterizing distributed systems
ié given in [ Boch 80, BoRa 82, JaBo 83{. In this model;
each syétem ig considered as a number '©of concurrent
.processes. - Examples of such systems include the N-service
provider _{see Figure 4.1), the distributed implementation of
the'N—service provider (see Figure 4.,2), etc. Each process
in this modei includes a number of interaction points
through which it interacts with its environment (i.e., other
processes). In addition, each interaction that a process
participates in is associated with one of the interaction
points of that process. 1In fact, an interaction hetween two
processes takes place at a pair of corresponding interaction
points - (one in each interacting process) which are

associated with that interaction. We call each pair of

e



N-SERVICE

USER
CHANNELS

N-SERVICE
USER

i QU —

PAGE 55

Figure 4.1 Interaction Model for an Abstract N-Service Provider

Figure 4.2 Interaction Model for a Refined N-Service Provider
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corresponding interaction points between a pair of
interacting processes a channel (e.qg., an'access point). An
example of: a channel is an (N-1)-service access point

through which the (N-1)-service provider and an N-protocol

" entitv interact (see Figure 4.2).

-

An interaction is characterized by a name, a nu r of
paraq&ésrs, and ranges of valiﬂ/values_for,those ameters,
* ’ [

An occurrence of an intefaqtion between two processes
in olvés a particula; assignment of wvalid values to
parameters and a transfer of ghis information from one
process to the other over a particular channel between these
processes., That is, an interaction transfers information
only in one direction. The direction of.infqrmation transfer
taken by eaéh interaction can be used to distihguish between
interactions transferring information from and to a proéess:
Interactions that transfer information from a process are
considered as "output" interactions by that process whereas
the ones transferring information to"~ the process are
considered as "input" interactions, As well, any
interaction associated with a channel can be initiated
(i.e., ‘ outputted) | by only one of the two processes
interacting- over that channel. Hence, the interactions
hetween two processes (e.g., process A and process B) over a
channel can be classifieﬁkinto two groups; namely, those
initiated by process A and those initiated by procesé B.
Clearly, the interactions initiated by process A are

considered as "input" interactions by process B and vice
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- versa.

The model allows for the queuing.of outputs from one S
proéess hefore they are considered as inputs by the other.
In general, infinite or finite (including zero) length
queues are possible. . A zero length queue implies that a

"
"rendez-vous" type of interaction exists hetween processes:
A process which initiates an {output) interaction at a
particular interaction point waits for the other process to
invoke the same interaction at the coreasponding interaction
point as an input interaction., The interaction between these
two processes is realized when hoth processes are ready to
invoke tha;’interaction. §endez-vous t?pe interactioﬂs

between processes may give rise to deadlocks which are

difficult to resolve’in a natural way {ISO B8?).

Therefore, wea assumé that zéch input inter ién i
queued before it is considered hy the process hat inpufs
it. Hence, each process has an inppt queur at each of iEs
interaction points: Each input interaction to a.process is
first put at tﬂﬁ tail of the input queue associated with the
interaction point at which the interacéion reaches the
process. An iﬁput interaction is considered by a p;peegé

when it has moved to the head of the queue at which(Ls was

received. L \

Moreover, it is assumed that each interaction is atomic
and parameter values included in an interaction are

determined by the process that outputs the interaction.
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.We assume that only one interaction can take place at a
given interaction point at any given time. In order to
identify the interactions oécurring at a given interaction
point within a given seqﬁence of observed interactions and
to determine whether they are input or output iﬁteractions,
some attributes such as interaction point  number (e.g.,
service access point or connection end-point addressi, type
(e.g., "i" for input, "o" for output interactions), ete. can
be attached to interactions. Similarly, the relaiive order
of interactions occurring at différent interaction points of

a'process can be determined by the order of appedarance of

interactions in the given interaction sequence,

Furthermore, processes may have internal buffers to store
some data that they rece ve\through an input interaction
before they send it to another process via an output

interaction. These 1internal bd%fers may be represented by

queues [Logr 83].

Based on this model, an extended FSM formalism is being
developed in ISO and CCITT as a formal description technique
.for the specifications of communication services and
protocols (e.g., FDT [ISO 82, BoRa 821). 1In this formalism,

\,—’a'formal description of a brdcesé is given in terms of its
externally observahle behavior (i.e., possible types and
execution orders of interactions of the .process witﬁ its
Jenviroqggnt). In the féllowing section, the main features

of the extended FSM model are briefly summarized.
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4.2. An Extended Finite State Machine Model

In this extended FSM formalism, a system functionality
representation consists\gigjspecifications of one gr more
channel types followed by specifications of one or more
process (called "module” in {ISO 83b]) types. 1In general,
there may he,.more than one occurrence of a channel or a
process type in a'given system, For example, the system in
Figure 4.1, consists of one occurrence of the_process_type
"N-service provider" and téo occurrences of the the channel
type "N-service access point"., On the other hand, the system
in Figure 4.2, _consists of two occurrences of the process
type "N-protocol eptity", one occurrence of the process type
"{N-1l)-service provider", and two occurrendes of each of the
channel types "N-service ac&ess point" and " (N-l)-service

access point",

Each channel type corresponds to an abstract pair of
\ -
related interaction points between two processes. Here, the
N % . . L
concept of "rolé" is introduced ‘in order to distinguish

between two proceéess types using the channel for their

‘interactions. For example, at an N-service access point, the

"user" role is played by an (N+l)-protocol entity _and the
"ﬁ?ovider“ role 1is played by the N-service provider.
According to their roles, each process initiates or responds

to certain interactions on the associated channel.

Briefly, the specification of a channel type includes a

¥

‘channel name, the roles of two process types, and an

-\



PAGE 60
enumeration of possible types of interactions (along with
theic parémeters) initiated by each role plaver. For an
example of a channel type specification, the reader may

refer to section 4.3.1.

The specification of a process type consists of the
specifications of the process "header"™ and the process
"hody", The specification of the process header includes
the process name, the names of the channels corresponding to
the interaction points of the process, and the roles that
the process plays at each of those interaction points. For
example, an N-protocol entity plavs the role of a user at
its interaction point corresponding to the (N-l)-service
access point and plays the role of a provider at its other
interaction point corresponding to the N-service access

point,

The specification of process bodgy is given in terms of an
N

extended FSM, Accordingly, t possible orders of

interactions of a process is deécribed by the state-space of
the process that defines all the states in which the process
may be at any given time, and by the possible étate
transitions. The state-space of a process is specified by a
set of variables. At:any given time, the valuqif these
variables uniquely determine the state of the prceés. One
or more of these wvariables are calied "major state

variables" which correspond to basic functions or phases of

the process such as data transfer, disconnect, etc. The

[ )
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remaining variables are referred to as "additional state
variables" ﬁ%ich represent various attributes of the process
such as, for example, "calling" or “éalled" user, etc. Thus,
extensions to the FSM are defined in terms of additional
state wvariables and interaction .parameters whereas the
finite state part of the machine is defined in terms of
"major states" and transitions between tﬁose states, In
brief,_' the :spepification of process body consists of
declarations of major stages and major state sets (i.e., the
sgt of | allowable wvalues for major staté variables),
declarations of additional state variahles, 1initializations
of variables, declarétions oﬁ functions and procedures to be
used during execution of transitions, and an enumeration of
state transitions corresponding to the possible orderings of

interactions of the process,

A state traqsition in the extended FSM {é defined by an
‘enabling predicate which describes a condition in terms of
variables and parameters and an action which may update some.
state variables and may generate soﬁe odtput interactions,
Depending . on fwhether a transition ‘is 1initiated by ° the
reception of an input interaction or .not, transitions may bhe

classified as follows:

1) input-initiated transitions which are initiated by
some input interaction and may produce some output

interactions,

2) internal transitions which are spontaneous and do not
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produce output interactions,

3) output generating transitions which are spontaneous

and produce some output interactions.

Accordingly, a general format for the representation of
transitions in the extended FSM model is as follows;

FROM <present major state>

WHEN <input interaction»

ANY <identifier> v

PROVIDED <condition>

TO <next major state>

) BEGIN <action> END;

The execution of a transition depends on the truth value of

the associated enabling predicate which is any combination

of the clauses FROM, WHEN or ANY,I and PROVIDED, in
conjgncfive form, The transitions containing a WHEN clause

are  suhject ' to execution when the specified . input
inte;;btion' arrives at the head of the queue at the "‘,
specifi;d interaction point. A transition containing an ANY
clause is a spontanequs transition (i.e., either an internal

transition or an output generating transition). Spontaneous

% . . ) 3 . ): 2 L] :
" transitions are usually included in process descriptions in

order to represent some events such as failures that may A
occur any time,. In ®fact, non-determinism in process ///)///,
descriptions is 1introduced by the existence of spontaneous ’ 7/

transitions and/or the presence of more than one input-" .

initiated transition for a specific 4 put Interaction at
o :
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Some states, An ANY clause includes an identifier
(variable) with an arbitrary value within the range that has
already been defined. Such a clause represents the fact that

the associated transition is defined for each legal value of
that identifier.
AN

%hen an enabling ovredicate is satisfied, the associated
transition is executea; the major state of the machine
becomes the major state'sﬁécified in the TO c¢lause and the
action Adefined in the BEGIN clause is performed. The actions
are usually defined iﬁ terms of some imperative statements
which may involve updating some additional state variables,
performing some predefined functions, = and producing some

output interactions.

More details and the syntax and semantics of the
specification langulge wused@ in this formal description

technique can be found\in [ISO 83b].

4.3. System Functionality Representations

4.3.1 An Example of System Functionali&?ﬁﬁhpresentations
T - /

"

Consider the N~service vprovider shown in Figure 4.1.

- Here, each N-service user is associated with an N-service

access point through which it interacts with the N-service
provider, When an attempt is made to characterize the N-
service provider in the interaction model given in section

4.1, each N-service access point is considered as a channel

&2
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hetween two processes; namely, the N-service provider and an
N-service user. Accordingly,n the N-service provider 1is
represented as a process interacting with 1its environment
(i.e., user processes) through a number of inter&cgion
points "connected"” to the interaction points of user
processes. 1In this model, the procéés representing the N-
service provider (call it process P) can identify each user

at any of its interaction points where it may initiate or

respond to certain interactions,

As stated previously (see section 3.1}, the N-service
specification describes the N-service in terms of possihle’
types and possible execution orders of interactions

exchanged at N-service access points. More precisely, the N-

service specification consists of:

1) possible types of interactions taking place at an N-
service access point,

2) rules determining- possible execution orders of
. interactions at N-service access points, including

the desired end-to-end properties of the N-service.

Referring to the .previous section, the description of
process P is given 1in terms of its externally observable
behavior. That is, the specification of progess P consists
of declarations of channels corresponding to interaction
points of process P and an extended.finite state machine

(FSM) specification which defines the rules restricting the
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possible orderings of interactions taking place at the
interaction points of process P. Notice that the
svecification of process P refers to the specifications of
channel types which describe - the possible tvpes of
interactions that process P particivates in. .Accordinqu,
point 1} corresponds to the specification of the channel
type "N-service access point", and point 2) corresponds to

the specification of process P ("N-service provider").

- ] .
Now let us give an example of how to construct an N-

service specification by descrihing (the associated service
provider) progess P in the extendéd FSM mondel presented in
section 4.2, The example is based on the draft transport
service specification given in [ISO B81]. In order to
simplify the example: . |

1) only a single transport connection between two users

is considered,

?) quality of service parameters, various options, and

expedited data transfer are not included,

"3) declarations of constants, . .data types, and

identifiers are omitted,

N

The *transport service specification given in [1SO 81}
consists of the specification. of the channel type
"TS_access_point"” and the svecification of the process type

"TS" which corresponds @o the transport service provider.
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The specification of the channel type "TS_access point"™
{(TSAP) can he given as follows:

TS_access 001nt(TS user,TS provider);
by TS user:

T CONNECT req(TCEPI : TCEP_identifier type;

- - to T address : T address type;
from T address : T address type;
QOTS_request : quality of TS type;
options : option type;
TS connect data: TS connect data_type);

T ACCEPT req(*assoc1atpd parampters*),

etc.,

by TS provider:
T CONNECT ind(*same parameters as above*);
T DISCONNECT 1nd(*aqsoc1ated parameters*);
etc. .
’
end TS_access point;

where T stands for TRANSPORT
TS " "  TRANSPORT SERVICE
TCEPI " " TRAﬁgBQﬁT CONNECTION ENDPOINT ID
Q0TS " " QUALTITY OF TS PARAMETERS
Y .
Explanation of TSAP: The roles of the two plavers

interacting at this channel are indicdated in parentheses
after the name of  the channel as "TS user" Aénd
"TS provider™, For each role, the interactions that may be
initiated by the role player are listed along with their
parameters in a BY clause. Accordingly, the first BY clause
contains interéctions initiated by the "TS user" (which are
inputs to the process plaving the role of "TS provider").
fhe interactions given in the second BY clause are initiated
by the "TS_provider" (and thus are outputs of the process

playing the role of "TS provider").
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The specification of process TS is given as follows:

process TS (APl,AP2: TS access -~ point (TS provider));
* Major states and major state sets declarations *
statel, state2: (idle, wait for acc, data transfer,disconnect);

* Additional state variable declarations*

* initialization *
statel:=idle;
state2:=idle:

* procedure and function declarations *

* Transitions *
from (statel=idle and state2=idle)
when AP1.T CONNECT _req (... parameters ...)
prov1ded (no conqestlon)
to {(statel= walt for_acc and state2=idle)
begin 2 .
TCEP1 :=TCEPI;
caller:=from T address;
called:=to T address;
options:=requested options;
connect data:= TS connect _data;
buf fer21.clear;
hufferl2.clear;
end:

L

fxplanation of TS: The specification of process TS starts

with a déclaration of the process header. In the process
header, the names of the channels corresponding to the
interaction points of the process TS and the role that the
process TS plays at these channels are given as AP1, AP2,
and TS_provider, respectively, Thus, process TS 1is the
player of the role fprovider" at APl and AP2 which are the
names of two occurrences of the channel type

'Ts_access_point. Referring back to the specification of

F
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channel type TS_access _point, it is understood that process
TS (denoteé TS_provider) outputs the interactions enumerated
in the second BY clause and inputs the interactions given in

the first BY clause.

The process header is foliowed hy the prodess hody:
Here, the major state of process TS is defined as a pair
(statel,state?) where statel .and state? -are two state
variables which stand for the state of process TS as seen at
APl and AP2, respectivelv, The major state set, following
the declaration of the major state variables, - defines the
possible values of state variables. Tn addition, an exahple
state transition betweep the major states(idle,idle) and
(wait_for_acc,idle) is given ahove. This transition occurs
when a T_CONNECT req is received by procéss TS/ at the.
transport service access point APl and when process TS is
able to provide the service (i.e., when there 1is no
congestion). The actions associated with the transition are
naming the calling and called users, setting the options as
requested, and\\gQEj:i;ghthe buffers associated with each
transport service access point, The complete example is
given in Appendix A. The interested reader may also refer

to [ISO 817%.

.4.3.2. Refinement of System Functionality Representations

The step~wise refinement of distributed systems 1is

supported by the interaction model described in section 4.1.

- -
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A system characterized by thiS'modél may be refined by
defining its structure in terms of concurreﬁt subsystems and
their interconnections through channels. Refinements of
each subsysteﬁ may be obtained in a similar way; defining
its subcomponents and the interconnections betwéen these

subcomponents,

As an example, consider tﬁk N-servicd provider given in
Figqure 4,1, A refinement of this system is-givén in Figure
4.2, This refinement lcorresponds to a functional
decomposition of the N-service provider into two N-protocol
entieies and an (N-l)-service provider (for d%tailg, See
secéion 3.1). Each N-protocol entity may be further refined
by defining its subcomponents ,and their interconnections .
[ISO 83bh). ' Similarly, a refinement of the (N-1l)-service
provider can be constructed so as to correspond to its
distributed implementation with the (N-2)-service provider
and two (N-1)-protocol entities, - and so on. In fact, ghe
above step-wise refinement is the specification philosophy

underlying the ISO Reference Model [Zimm BO0].

& parallel argumént can be given for the step-wise

refinement of system functionality representations (as
'-;.,-// '
opposed to systems themselves)., 1In the preceding section, a

system functionality representation is constructed by !

-

considering the system (e.g., N-service provider} as a

single process (i.e., as a "black box") and by describing
J

its hehavior in terms of the possible types and execution
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orders of interactions in which it participates. A
refinement of the above system functionality representation
may be based on, a system ‘refinement corfesponding to é
functional decomposition bf the system which is given in
terms of subsystems énd their interconnections, A refined
system funétion;litv representation can then be constructed
by describinq each suhsystem ané their interconnections,
Following the example qived in the previous section, a
‘refined N-service p901f1cat10n can be copstructed by the N-
protocol specification and the (N-1)-sgrvice ape01f1catlon
Assuming that the (N-1l)-service specifjcation already exists
{(which is often the case in practice), £h's refi&ement étep

reduces to the gonstruction of an N- protocol spQCféifatlon.

Transport Connection End Points

N

S

ATP ATP ' ' ATP
- PROCESS PROCESS SRR PROCESS

. 44'47 ‘

J

MAPPING PROCESS

- -

—— e — o —— . —

Network Connection End Points'

Figure 4.3 Structure of a Transport Protocol Ehtity

w
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A transport protocol specification, based on a’
suhstructuré of a transport protocol entity (shown in Figure
4.3) is given in [ISO 83a]. The transport protocol entity in
Figure 4.3 supports an arbitrary number of transport
connections, over an arbitrary number of transport service
access points (fSAP’s). The protocol entity uges an
arbitrary ‘number of network connections at an arbitrary
numher of netwo}k éervice access points (NSAP“s), The
behavior of- this transport protocol entity is specified in

‘ﬂthe transport pfotocol specification given in [ISO 83a). 1In
this sp;cification, é transport entity isgconsidered-to be
composed of one "mapping" procéss and an arbitrary number of
“ébstract‘protocol" processes (called ATP). The assumptioq
is that there 1is an ATP process for each transport

connection end point at esach TSAP. .

3

.Thué, the given protocol specification consists of
separaée specifications of an ATP process, a "mapping"
process, and Ehe intercopnection between these 'ﬁrgcess
types. The specification of the ATP process tvpe defines the
rulesl restficting the p&ssibke ordéiings of interactions
(transport service primitives) with a traﬁspért service user
and transport protocol‘data units (PDU”s) ‘exchaﬁged with a
peer ATP process at another site, These'fules”dquribe‘ the
behavior of a transport protocol “entity in terms of
transport service primitives exchanged at TSAP”s . and

N
transport PDU"s exchanged with a peer protocol entity

through the network service provider. The specification of

-~
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the "mapping" process determines the mapping between

transport PDU”s and the network service data units., Further

details of the specification can be found in [1SO 83a].

As pointed out previouslv (in section 3.1), step-wise
refinement results in a new system functionality
representation given in a lowéi level of abstraction. 1In

general, these differences between the levels of abstréction

concentrate on the following points:

a) Glé%al rules (e.q., end-to-end properties of the
desired service) are specified in detail in more

refined representations,

by The internal channels between  subsystems or
subcomponents of subsystems in a more refined system
functionality representation have no countergart in a
more abstract representation. An example of internal
channels is an (N-1)-service access point between the

(N-1)-service provider and an N-protocol entity.

¢} The channel types. defined .in a more abstgapt
\ representation and the interactiohs.taking place at
those channels mav also be refined in a moré detailed
représentation. Such refinements  include

specifications of parameter types and ranges of

possible values for those parameters, etc.

- Hence, step-wise refinements tend to 1lead to more and

more detailed representations of the desired ' system
o « '

¥
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functionality, converging finally to an implementation of

tbé system,

4.4. An Attributed Grammar Based Formalism

L
-

It has been claimed that tﬁe extended FSM formalism
briefly summarized in section 4.2 lends itself to the

construction of executable specifications [JaBo 83].

'However, at the time of writing this thesis, it is not clear

how the system structure and subsystem structure (i.e., the
i

interconnections of subsystem descriptions an the

descriptions of occurrences (instances) of process types and

channel types) are defined in this formalism [ISO 83b]. For

example, it is not clear how an executable specification of

&

a refined N-service provider is ‘constructed within this
formalism by interconnecting two occurrences of the N-
protocol © specification with an occurrence of the

(N-1)-service provider specificaflon as shown, in Figure 4.2.

£ ]

In this thesis, the executable system fdnctionality
representations are described in an attributed context-free
grammar formalism, In this formalism, each executable

representation 1is constructed by using the extended FSM

. ; . 2
based descriptions of process types and of associated

channel types given in communication service and protocol
specifications, Briefly, an executable representation is

constructed as a grammar defining all possible ordbrings of

»

input and output interactions of the system via the possible

»
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tours of thg state space'of' the global system status.‘ ‘The
global system status 1is determined by the status values of
“all the processes 1in the syétem. ‘An integral component of
such a grammar is the definitions of all pgﬁsible single
global system status changes. Each possible global system
status change corresponds to a state transition in one of

i
’

the processes in the system, ‘ /,J

The use of attributed context free grammars presents some

advantages: In extended FSM models, the transition to bhe
executed at a staﬁe Qhere more than one‘possible state
‘transition exists is not determined by the extended FSM
formalism (ISO 83b]). Normally, ,Ehe choice " of which
transition to execute is made randomly. This 1is the case
when one considers only the syntax of an attribdted‘gramqar;
@he grammar merely sﬁbws what choices are possible‘for right
hand sides of production rules, but it does not spebifylhdw
this choice 1is made. However, in attributed grammar
formalisms, the choice of which alternative term to.use when

expanding a non-terminal can be quided 'by the user wvia

attributes [DuHu 81]. Hence, it 1is possible.to guide the

execution of system functionalfty representations described
in attriﬁﬁfed grammar based formalisms, T -addition,

<_?ttributes provide mechanisms for:

»

1) incorpofating context sensitive information (e.qg.,

state variables, interaction parameters in extended

FSM representations) into the executable system

”»

N
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functionality representations

making explicit how information 1is passed during the
execution of representations and therefore, observing

the external behaviour of these representations. As

well, the interconnections of procgess descriptions

" capability

are based on this information paslsi

provided by attributes. This

~

ppint ils discussed in

more detail in section 4.4.2.

encoding adaptations of various testing heuristics
such as boundary value analysis, equivalence
partitioning [Myer 79], error—-based testing ([Weyu
811, gnd functional testing ([Howd 801 into test

sequence specifications,

specification notation that we will use in this
is described by the extended BNF notation below:

:= production rule {production rule}.
:= nonterminal ["("atttibutes")™

expression
n n
expression t:= term {“|“ term},
term  ::= factor {factorl.
factor ::= nonterminal (" ("attributes”) ™) »

| terminal ["("attributes")"]

| "{"expression"]"
"("expression")"
"{"expression"}"..

nonterminal ::= identifier, -

terminal  ::= literal, : ’
attributes ::= attribute {attribute}.

attribute t:= identifier literal,

identifier ::= letter ‘{[" "] letter or digit}.
letter or_digit ::= letter T digit,

literal =~ t:= "“" stging of characters "’",

string_

of characters ::= character {character}.
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character 2:= letter or digit | " .,
! alternative
[ ] optional l.e.7~Ja] stands for empty .| a
} repetition i.e., lal stands for empty | a | aa | ....
( ) factorization i.e., (a{b|e)) stands for ahlac

Figure 1. An Extended BNF Notation

The . attributes pertaining4 to a rammatical symbol are
p A 9

enclosed in parantheses following the symbol. As in the
usual attributed grammars [Lewi 78], attributes can bhe
inherited (to pass information to a grammatical symbol) or
synthesized (to return information from a symbol). Each
synthesized attribute of:the left hand side'non—terminal of
a production rule must he assigned a value in the right hand
side of the production rule. It is assumed that when a
svnthesized attribute is assigned a value in a term in the
right hand side of a production rule, "all occurrences of
that attribute are\igstantia;ed to the same value in that
rule. Similarly, during the expansion of a. production rule,
all occurrences of an inherited attribute in the ruie are

instantiated to the same wvalue.

We intgoduce guards‘{n the attributed grammar formalism
to aliow values of attributes to dynamically control (to
guide) the choice of rules during the expansion of non-
terminals. The capabhility of .controlling the chaqice of
‘rules through Qalues of attributes was introduced by Milton
[MiFi 79] with attributed LL (k) Qrammars. a similar\effect

is accomplished by allowing each grammatical term to start

5
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with an optional quard [DuHu 81] as follows:

Cd

term ::= [ quard ) factor { factor },

Each guardras a hoolean expression (cf. section 4.4.1)'which

may involve inherited aftributes of the 1left hand side non-

terminal of é’production. Fér example, the following guard

corresponds to an enabling predicate which holds when the

input interaction T received at "staﬁél" is “T_CONNECT_req".
“™

and there is congestion in the system: ”j.

"STATE EQ."st 1% AND I EQ "ELQQNﬁEE;:}eQ" AND congestion"

It is understood that the rest(éf the term is evaluated when

the guard associated with that\term holds, Otherwise,. the

evaluation of the term terminaf%s.

Moreover, we introduce compytation rules to correspond to
actions performed during the éxecution of a transition in
the extended FSM formalism, \omputation rules should be

placed immediateiy after the gua?d {(if any) in a term.

Accordingly, the definition of a factor can be rewritten as

follows:

factor

computation rule
nonterminal™ [" (" attributes ")")
terminal ["(" attributes ")"]
"["expression"]" .
"("expression")"

|  "{"expression"}", t
where a computation rule is defined as:
computation rule ::= identifier ["(" attributes ")"]
- | assignment statement,

Accordingly, a computation rule can be an identifier

(followed by an optional list of attributes) which may
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correspond to a procedure .name or can bhe an assignment
statement which. may aésiqn a value to a synthesized
att;ibute. For example, the quarH given in the above example
mavy precedé the f fqg;;:;“computation rules: |

-

output("T_DISCONNBCT ind") NEXTSTATE = "statel"

The first computati e is a procedure call which invokes
0

re "output"

erate an output interaction (e.q.,
T _DISCQNNECT ind) an \the second rule 1is an assignment

statement which defines the next state.

Procedures referred to in productions as computation ™
rules are in fact action routines which provide mechanisms
for defining svecific actions taken vdurinq the execution of
éorresponding transitions, Aqlimportant usage of procedures
as computation rulés may he handling of interaction
parameters, namelv defining fanqes of wvalid values 'for
parameter fields, ~-or only those valqes_ which are on the
boundaries of allowable range of values, spegifving invalid
‘'values for ovarameters such as the_ values outside the
allowable range, and assigning orj checking the values of
parameter fields. For example, ' consider the folloWinq-
Jefinition of a procedure, denoted "parameter":
parameter (VALUE, “valid”) 1= VALUE =1

| VALUE = 10

| VALUE GE 1 AND VALUE LE 10.

parameter (VALUE, “invalid”)} ::= VALUE = 0

11

|  wvAuuE
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| VALUE LE 0 OR VALUE GE 11.

Procedure "parameter" defines both. valid and invalid values
of a parameter, sav X. The range of valid values of X is
defined as 1¢Xg10 and thus invalid values of X are those
which are outside of this range (i.e., "X>10 or X<1).
Accordingly, the first Qefihition of procedure "parameter”
specifies the wvalid values of X whereas. the second
definition specifies the invalid values of X. Notice that
both definitions consigt 65 two assignment stétements and a
hoolean expression. The assignment statements in the ﬁirst‘
definition assigns two barely allowable values (i.e., 1 and
10) as the valid values.of X, 'Thése values are on the
boundaries of ailowahﬁe raége of valid values and are called
"“.cm—hy-one".l values [Fost 80]. On the other hand, the
assignment statement. in the sec&nd.definiﬁion of procedure

e,, 0 and 11)
AN !

~
which are just outside the allowable range of X. These

"parameter” assigns two invalid values (i

values are called "of f-bhy-one” values [Fost 80]. In fact,
this 1is an implementation gﬁ "boundéry value analysis”
testing strategy [Myer 79}, ™ That is, instead of generatiﬁé
all possible valid and invalid values, this testing strategy
aims to construct test cases considering only those values
which are on the boundaries and off thé boindaries of valid

range of values,

Thus, procedure "parameter" returns "1" or "10" and "Q"

or "11" as wvalid and invalid values of parameter X when it
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is invoked by "parameter (X, “valid®)" - and
“parameter(x,’invalid‘)“; respectively. Moreover, procedure
"parameter"‘can be used to check whether a givén value of X
is valid or 1invalid. For exaﬁple, the 1invocation
"parameter (5,Y)" returns Y as ‘validé@:p}le the invovation

"parameter (0,Y)" returns Y as “invalid</

0

Note that it is also possible to selectively assign any
on-by-one or off-hy-one values to X via employing an
additional attribute in conjunction with gquards in

definitions of procedure "parameter". For example, consider

the following modified Aefinitions of the procedure:

parameter (VALUE, “valiad“, SPECIFIER} - ::

SPECIFIER EQ “lower” OR “hoth” VALUE

=1
| SPECTFIER EQ “upper” OR “hoth” VALUE = 10
| VALUE GE 1 AND VALUE LE 10.
parameter(VALUE,/jinvalid’, SPECIFIER) ::=
SPECIFIER EQ “lower” OR “hoth” VALUE = 0
! SPECIFIER EQ “upper” OR “both” VALUE = 11

| VALUE LE 0 OR VALUE GE 11.
Via the attribute SPECIFIER, one can select either the lower
hboundary value, the upper boundary value, or both of these

values as the returned valuegsof parameter X.

‘Similar definittions of parameter fields of interactions
can he employed in consfructing executable system
fﬁnctionality répresentations. However,  for simplicity of-
the presentation, we do not include the‘.specifications of

- L™ N
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interaction parameters in our examples, excépt the one given

in‘sectionv5.2.2.

In the following sections, we present +the syntax and
semantics of executable system fuﬁctionalitv representatiops
described in the attributed context free grammar formalism,
We call these system functionality representations
executable represenéations. These represgntaﬁions are

3

“testable" in the sense that they can be executed and their

external (i.e., input/outpﬁt). behaviour 1is observable.
'Beinq testable, these representations provide a basis for
validation activities,in a protocol development environment:
In particular, their consistency with respect to their more
abstract predecessor representations (that- they are derived
from) can he checked during their executions. Moreover, test
sequénce/ (o; in the more general context, t}ace and
trajectorv) generators or trace ang trajectory validators
mq?‘"fbe constructed hy emplovinq‘ these executable

rep??sentations (cf. sections 5.3 and 6.1).

4.4."The Syntax of Executable Representations

1‘ﬁp the prgposed;:~attributed context free grammar
forﬁalism, an egégufggié system fuﬁétionality representation
is described as a grammar defining all possihlé orderings of
.externally observable input and output interactions via the

i o
possible tours of the state space *of ‘the global system

\l
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status. Here, the global system status is defined as the

comblnation of the status values of all the processes in the ,,/

/

system, The status of each process is determined by the
state of the process and the contents of its internal

buffers and input (output) interaction queues.

An integral part of this grammar - defines all possible
single global system status changes. In fact, each glohal
system status change corresponds to a change in the status
of one of the processes., This requires definitions of all
possiﬁle single status changeﬁ of each process which are
constructed from extended FSM hased process descriptions by
identifging the séate transition in the extended FSM

corresponding to the change in the status of the process.

The general syntax of executahle svstem functionality
representations can bé described by the following grammar
us;nq the notation given in Fiqure 4.4: | ‘
executahle svstem functionality representation *%?;ttribufes")":::
single _global_Status change ™ ("attributes")"

executEble_sttem_fuﬁctionality_representation "("attributes")"
empty. :

I

single_qlobal_status_chanqe = prgcess_déscription
: {process”description}.

process_description ::= process header W::=" rocess hody,
_ P _ B b
process header - !i= process name
- . _ri'(n

[input interaction]
[output interaction]
present status
next status

. ll)".

process name t:= identifier. g

input_interaction ::= interaction.

output_interaction :#§ interaction.

present status 1:= Status’
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next_status 1= status.
interaction ::= interaction id
' interaction parameter
[1nteract10n parameter}.

interaction id ::= idéntifier -| literal
interaction parameter ::= identifier literal,
status ::= interaction _queues

states

internal buffers,

input_ interaction queue
output interaction gueue
. [interaction queues].

interaction queues -

1nput interaction _queue ::= 1nput_1nteract10n}
output interaction _queune ::= output_interaction}.
states” := state {statel

state

internal huffers
internal buffer
data item

identifier | literal.

{internal buffer},
data item}.
identifier | literal.

0 01 es

[ I | I I

[

process_hody t:= transition {"|" transition]. ,
transition ' ::= [enabling predicate] factor {factor}.
enabling predicate ::= bonlean_e?pression. ~
" boolean_expression ::= boolean term {"OR" boolean term}
B literal expression
relational operator
S literal expression, o
boolean term ::= boolean factor {"AND" boolean term}.
hoolean factor ::= boolean identifier -
hoolean function
"{"boolean expression")"
' "NOT" boolean expression.
boolean function: ::= identifier ["("attributes™)"].
boolean_identifier z:= " true.” | ".false.'
e

:= identifier ["("attrlbutes")"]

| computatlon rule

| "("process _hody")"

“{"process body"l"

' "process body"
::= identifier ["("attributes")")
| a551qnment statement,

factor

computation rule

assignment statement ::=Videntifier "=" llteral_expréifion. )
literal expression ::= identifier | literal,
relational operator 1= " "LE" "EQ"

- e Ll ey oll "NR" .,

: identifier ::= letter {[" ™) letter_or dlglt}
lettgr or_digit ::= letter T digit.

literal ::= """ string of -characters "*",
strlnq of- characters ::= ch&racter {character}.h~\ g
character 1:= letter or digilt | " ", ‘

attrihutes ::= attribute {attributel}.
attribute  ::= identifier | literal.

-
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. The following translation rules are épplied when
constructing system functionality representations in the

,

attributed 'qrammar formalism from those given in the
extended FSM formallsm To aid his understandlnq, the reader
may WlSh to follow the translation from Appendlx A (FSM) to

Appendix R (Attrlbuted Grammar)

1} Each description of an occurrence of a process type
. . ;
is gi unigue name and is represented as a

production rule which consists of alternative terms.

2) Each term corresponds to a single change in the
status of the prbcess_which is caused by }% state
t%ansitioﬂ‘éefined in the extended FSM'baged process
descriptien. Each term usually consists of% a guard

and computation rules,

-

3} A guard corresponds to the enablina predicate and a

computation rule corresponds to thz/ action of the

assocféled transition, respectively.

4) A quard may define a predicatj.in_terms of certain
attributes: corresponding  to an input interaction,
input/output queues, and various state variables'

including the major state variablesp?® The input

~»

interactions appearing in the guards as terminal
symbhols are the ones inén in channel type
descriptions as the interactions responded to

" (inputted) by the process heing di;cribbd.

L

s
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5) A computation rule can be used ﬁo assign values to
‘some synthesized éttributes including the nextﬁmajor
staEF and various additional state'variables, to
update fnput/ouéput queues , and to define the output
interacéion. The output interactions appearing in
computation rules as terminal symbols. are the
interactions indicated as initiated (outputted) by
the process heing described in the associated channel
type descriptiaqg.
6) Each evaluation or expa;sion of a produ ’SEQH?hlﬁ
‘ defining all possibla single changes of’fgix:tatus of
the process corresponds to an execution of a

transition in the corresponding process.
: .

1

' -
4.4.2. The Semantics of Executable Representations

‘The - semantics of executabhle system functionality

representations are described as follows: '

X "

1) Each revoresentation consists ozwg\pumber of process
occurrence descriptions Pij “Where j(%l}z;l..,m)
stands for the occurrence numbher of process type
i(=1,2,...,n). For example, Figure 4.5.,a*describes a

svstém functionality tepresentation which is composed

of two occurrences of process description p1l (i.e.,

. P11 and P12) and one bccurrence of process

description 52 (i.e., P21). Assuming that this is a
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refined rgprésentatiBn'-off-‘the ‘transport service
provider; P11l énd‘Elz correspond to occurrences of
the transport  protocol specification ‘and - P21

corresponds to an ébstract representation of, thg.

.network service provider.
-t

. o - v
2) Bach Pij refers to a number of channel occurrences

~.

Cpg where q(=1,2,...,v) stand for the occurrence
number of channel.tvbe p(=l,2,;..,z).'Continuing with
the above example{ Cll and Cl1l2 are two ocburrenceé of

~ channel type Cl which corresponds to a TSAP., and C21
: ' . + ] f
_and C22 are two gfcurrences of channel type C2, which -

& corresponds to an NSAP-.

% : [

3):Each-channel Cpg is associated with at least one Pij.

If a channel Cpq is referred to by onlv ore R{j, it.
_ R
is called an external channel. For example,qchannels

-

Cl1l and C12. (corresponding to TSAPR” s) in quure 4.5.a -

are external channels 'mhat lS, pach exterﬂal cbannel
- connects two processes, ‘one of which is not ‘Hdescribed
in the system functlonallty renresentation- (e.qg.,
session protocol entltles). On the Other haﬁH’“ﬁf a
channel is referred to by exactly two processes, it
, is called aﬁ internal channel. That is, “it is a%

i . j
P L . <~ L . @
‘channel connecting two processeg . which are @escrlbed '

'in atheJ system functionality representation- - For.
Wt o ) y ‘:'
%example channels C21 and €22 that cor;é%yond to

. : . o .
t,NSAP $ are .intermal channels in- the +4 refined

/ ’ . e . -q .

. . . - A -
. r ", ' . .
' : ™ - Cote ’
- +
o . .
y 4. N - . '
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representation of SQEV transport service provider

(Figure 4.5.a). A

’

~
. 17 _— £12
LY g . . :
c P o : P12
. ’ ) ) ‘ \
c21 - c22
“ - "
P21
e . .

Figure 4.5.a Process Descrﬁption; and -Channed's
" INPUT QUEUE FOR Pst
QINst ‘(/////’ Q0UTuy
Pst (Puv

‘ \\\\\\\\iCHANNEL Cpq
QOUTst : -

INPUT QUEUE FOR Puv

QINuv
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4) Each reference made in a Pij to a channel Cpq fs
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associated with two queues; . an input and an output
- . , <.
. 3 t : & e
interaction dueue, For. example, each referénce to

channel Cpq‘“in process Pst i} associated with the

3

interaction aueue QOUTst (see Fiqgure ™ 4,.5.b). hecall'

that each interaction point” at which a process

Anteracts with another process is associated with an
v : 1.

input queue (see section 4,2y, Hence, each channéln

is represented in our model by .a palir of ihteractioh

queles; one for each direction of information

-

input interaction queue - QINst - and the output

. . D -
transfer as in Figure 4.5.b.. The convention is that

the input.queue ~at thei}nteraction point of process
. , . . ,"" , i '
Puv is the output quede at the interaction point of

rocess Pst and vice wversa. - fThus in "order to.
o ' ) . . . -

observe the interacti?ns hetween these two processes:

Y ~

. . . .4 . . Lo
i) the' Input Interaction which is considered by a

process is represented bv the ‘inherited attribute

"ipput-interaction”. The value of this attribute -

is determined hy  the process when it is ready to
-execute , a productinn corresponding to an input
initiated transition. ' The brocess chooses an

inpu{ queue and gets the interaction at ghe head

4

N . > .
of that queue as the lnput 1nteraction.

ii) ‘the output ihteractibn\which may. result during the

AN

-éxpansion of a prodii}inn rule is placed at the

-

4

)
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rear of the corresponding output gueue. ~This

+

output interaction ‘bécomgs the ~ value of the

synthesized attfibute "output-interaction®.

L
-

By TWo process occurrences are interconnected by ,two

queues as shown in Fiqure 4.5.b.  Thus, the
interconnections between descriptions of two process
. '/' -

occurrences are provided. by the attributes associated

-with'inﬁut and output interaction queues,

]

At _any. instant of time, a Pij is considered to he

either in a single state or exacuting a transition
(i.e., hetween étates). The status of a Pij is

. )
considered to be, indeterminate if it is executing a

“transition. The status of a Pij is determined by the

values of state ,variahles and contents of queues
associated with the Pij. The latter includes all
input and output queues at the interaction points of

the Pij and all those queues corresponding to

internal bﬁffefsﬂ
)

The gldbal status of the system i's determined by the

- status of  all Pij when none is  executing a

transition.

(

’ . @
The global status of the system changes as a result

of a change in the status of one of the Pij“s. Thus,

the grammar is intended to specify all possible

aorderings ~of extarnally ' ohservable system

'
-
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interactions thrdugh all poésible global system
status tohrs. The grammar includes the definitions
of all possible single glohal system status changes
~as  production rules, All possibhle single qlabal

L]

system status changes adre defined 1in terms of

possible sinqgle changes in the status of processes.

4.4.3. Two Examples of Executable Representations

In general, there may he more than one interaction point
through which an executable representation interacts with
its énvironment. Accordingly, anégpbserved or expected
interaction sequence of an executabhle représentation
consists of inpu£ and output interactions initiated at those
interaction- points, The representat;pn that we use for
ihteraction . sequences involves an augmentation of
interactions with special attributes to explicitlv indicate
the interaction pointuét which the interaction is initiated
and whether the interaction 1is an input or an output
interaction, Specifically, we employ the £following

conventions:

i) an identifier immediately preceding an interaction
denotes the interaction point associated with that

interaction,

ii) "i" or "o" immediately preceding the interaction

point identifier denotes that the interaction 1is an
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input or ouput interat;ion, respectively. Whenever it
is obvious from the context, for the sake of

simplicity, "i" and "o" are omitted.

T-SERVICE T-SERVI&E

USER ) USER-
(APT) | TsAp - TSAP | (AP2)

_——— ———_——— ot 1

Figure 4.6 Interaction Model for Transport Service Provider

NETWORK SERVICE PROVIDER

T-SERVICE T-SERVICE
USER " USER

TSAP TSAP
T it Mty |
|
| . |
T-PROTOCOL T-PROTOCOL |
ENTITY ENTITY :
NS AP , NSAP }
}
J
I
|
|

Figure 4.7 Interaction Model for Refined Transport Service Provider
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As én example, the following interaction sequence of an

executahle transport service specification represents

reception of a connection request at APl and its suhsequent

rejection received " at AP2:

iAP1_T_CONNECT req,o0AP2 T CONNECT ind,

IAP2_T_DISCONNECT_ req,oAPl_T_DISCONNECT ind, ¥

Example 1: Transport Service Specifi€ation

Consider the transport service specification in the
extag;ed FSM formalism given in Appendix A. Following the
transformatinn rules in section 4.4.1, the rrgorresponding

) i

attribhuted grammar representation (Appendix B) is

constructed .as follows:

a) The representation’ consists of Qniy one process
descriotion; namelv, proéess “tservice"'cprresponding
té transport sérvicg provider shown in Fiqure 4.6.
fhis repéesentation specifies all possible orderings
of  externallv observahle interactions of  the
transport service provider via all possible sequences
of ‘'status changes, On the other hand, the non-
terminal “ts" defines all possible single status-
changes in the transport. service pfdﬁider.
chordinqlv, representation "tservice" is de%&ped by
thé following arammar: ’

tservice (INITIALSTATUS) ::=

ts(INITIALSTATUS,-NEXTSTATUS%
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e contlnue(NEXTSTATUS). '

contlnue(PRPSENTSTATUS) 11=

PRESENTSTATUS ®Q "predefined final status".
empty
I-tS(PRESENTSTATUS, NEXTSTATUS)

continue(NEXTSTATUS).

Here, each attribute PRESENTSTATUS and NEXTSTATUS is

in fact a list of attrihutes:

PRESENT STATUS

- - A
- N
INTERACTION QUEUES STATES? INTERNAT, BUFPPFERS
e,
" — - ™
PIIQ1 POIQ1 PILQE\POIQQ P51 PS2 PB12  PB21

-~

]

Tnherited Attributes

Synthesized Attributes

NIIQ1 NOIQL NIIQ2 NOTIO? NS1 NS2 NB12 N821
%,—_—/ L——.—-—v_..—a A\ — v
INTERACTION QUEUES STATES . INTERNAT BUFFERS
- . s " o
P NEXT STATUS

ThaE/;;TJ

1y TIQ1l, OIQl and I1Q2, OIQ2 are input and output

"~

interaction queues associated with the transport
' service access points APl and AP2 rnspectlvely,
2) S1 and S2 are major state variables,
™

3) Bl2 and B2l are queues corresponding to internal

buffers used to transfer user data items from APl

-
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(AP2) to AP2 (APl) respectively.

b} Each expansion of a production in the grammar

corresponds to the execution of a single transition
defined in the corresponding extended FSM
representation,, Tt is important to note that there
are five possible ways that the contents of the
inpﬁt—outﬁﬂt interaction gueues may bé changed during
the execution of a single transitioﬂ in the given
transport service *specification, In fact, this is
exactly the case in the corresponding extended FSM
representation; i.e., each transition is associated
with only one of the transport service access points.

These cases are enumerated in the following tahle:

TIQ1 0TQl T IT1Q2 0IQ2
AP1 : AP?

XX XX -- -

XX . _— .

J— xx —— ——

—— —_— xx R

- - - XX

—= stands for no change
XX stands for a change in the econtents of the

corresponding queue

/_L/f.
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Since each transport connection- is assumed to bhe
initiated at the access point AP1, we do not have an entry
in the . table corresponding to the case where there is a
chande in both IIQ2 and 0QIQ2, Thus, we can group the
transitions (or-status_changes in the representation) into
five classes corresponding to the above cases. Nétice that
each of these tqansitioné are eithef input initiated
transitions or output'generating tranéitions (cf. section
4.2) . Tf there was an internal transition (which is a
spontaneohs transition'that does not producerany output
interaction) thep that transition would .he considered in a

group ‘'of transitions which would not cause any change in

interaction gueues,

The status changes corresponding to the first \two
transition groups can be written as follows:
tS(PIIQl,POIQI,PIIQ?,POIQ?,PSI,PSZ,PBlZ,PB?l,

NIIQl,NOIQl,PIIQZ,POIQ?,PGI,PSQ,PBI2,PBZI) 1=

PS1 EQ “idle” AND PS?2 EQ “idle” AND

is_firstof(PIIQl,’apl,tc?eq,param’) AND congestion

restof (PTIQ1,NITQ1) I=’ap1,tcreq,param‘ input (1)

O="amnl,tdind,provider” lastof (POIQ1,NOIQL,0) output(0)

ts(PIIQl,POIQl,PIIQ?,POIQ2,PSI,PSB,PB12,PB21,
NIIQl,POIQl,PIIQ2,POIQZ,NSl,NSZ,NBl?,NBZl) 1=
PS1 EQ “idle” AN]T) PS?2 EQ ‘idlé‘ AND -
is firstof (PT1Q1, apl,tcreq,param”) AND NOT (congestion)

restof (PTIQ1,NIIQl) I="apl,tcreq,varam” input(T)
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NSl=wait accept NS2=P§?2 actions 1(NB12,NB21)

Ny, ST
N

P

'PS1 EQ “data_transfer” AND PS2 EQ “Aata transfer” AND
is firstof (PTIQl,"apl,tdatr,DATA”} AND
flow_control_tq_tpentity_ready

restof (PIIQL,NITQL) I="apl,tdatr,DATA® input (T)

NS1=PS1 NS?=PS?2 actions_2(PR12,PB21,N312,NB21,DATA)

Here, the first transition group contains only_ one
transition which updates hoth the input and ‘the output
interaction queues at Aﬁl. This transition occurs ﬁhen both
major state variables PS1 and PS? are instantiated to idle, -
the input interaction at the head of PI1Q1 is tcreq (which

is checked by the hoolean fuhetion is firstof), and the’

hoolean function congestion is true. The actions associated

with the execution of the transition are to construct the
new contents of input and output queues and to record both
input and output interactions. Notice that neither ‘the

states nor the contents of internal huffers are changed,

In the first status change defined in the representation,
the oprocedure restof returns the synthesized attribute
NIIQl, which 1is the new content of the input interaction
queue, as the rest of the contegl of inherited attribute
PTIQL. The oprocedure lastof adds the output interaction
tdind to the rear of the content of POIQL to obtain the

)

-
—_——
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ont i - i t
vc ntent of NQOIQ1l and proce@ures input and output print the

corresponding input and output interactions.

The second—f{ansition groug//ég?kespond to transitions

that.are initiated by an input interaction at APl and that

do not produce any output interaction. The complete grammar

can be found in Appendix B.

Example 2: Refined Transport Service Provider “~

Consider the refined transport service provider shown in
Fiqure 4.7. An executable representation for this system
can be constructed by wusing the network service'
specification and two (pos§ibiy identical) transport
protocol specifications. The construction process involves
two steps: The first step is to construct definitions &F
status changes in eacﬁ process in the system by utilizing
the descriptions of processes ﬁnzthe extended FSM formalism,
The second step is to interrelate these three sets of

definitions’ (call them "process descriptions") through

x]

attributes corresponding to inpq}fzsnd output interaction

gueues,

STEP 1:

For the sake of simplicity, the conspruction'of process

descriptions are based on the following assumptions:

a) The network service specification is.given similar to

the transport service specification in Appendix A
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Hence, the process description nsp which corresponds
to the definitibns of changes in the ‘status of the
network service provider can be*dérivéd ‘similar to
non-terminal ts given in Appendix B, Accordingly, in
process description "nsp", the status .of the
corresponding network sefvice provider is determinéq
by the contents of the input and—autput interaction’
queues IIQl; OIQ1 and 1IIQ2, OIQ2 at two network
service access points, by the  values of two major

_ .

state variables S1 and s2, . and by the contents of
internal bhuffers .812 and B2l. Hence, each.stétus
changé is represented in the process description
"nsp" by a production rule as it was done in the
previous example.. Fot‘éxa;ple, a typical nonterminal
at the left hand side of these rules is:

nsp(PIIQl,POIQl,PIIQZ,POIQ?,PSl,PS2,PBlZ,PB2l,

NIIQlpNOIQl.NIIQ2,NOIQ%,NSl,NS2,NBl2,NBZl)

The transporf protocol specification 1is given in the
extended FSM forﬁalism [ISO 83a) (cf. section 4.3.5).
However, the transport protocol specification is
rather detailed to be included in this section,
Therefore, Qe brieflv outline a process.description
correspondiné) to an oversimplified version of the
transport service specification. The process, denoted
Epe, - is assumed to support ole one transport
connection at a time and to be "~ associated with only

two interaction points; namely, a transport service
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-
+

access point -(TSAP) and a neswork service access

-
point (NSAP), Furthermore, proces "tpe" is assumed

to 1involve a major state variable‘ two pairs of
input-output inéeréction queues (one pair at-the TSAP
and another at the NSAP), ‘and two internal buffers
(Eé store user data to or from the local transport
sérvice user) . Accordingly, the status of process
"tpe" is determined hy'the contents of the input and
output interaction queues TIQ,TOQh\;;é NIQ,NOQ at the
TSAP and NSAP respectively,\ the value of the major
state variable ‘T, and the contents of internal
buffers BFU (buffer to store data from user) and BTU
(huffer to store data to user). Again, as 1in the
traﬁsport service specification, one can write the
status changes in procéss "tpe" 1in terms of
production rules in the grammar. These production
rules can be classified in terms of the changes made
to the input and output interaction queues during the
‘évaluation of these rules. Considering the case where

-

the input interactions are processed sequentially by
process "tpe" ‘(i.e;, ﬁo two input interactions_aré
considered simultaneously) tﬁere,may be nine possible
ways that ‘the contents of the inﬁut and output
_ interaction -‘queues may be changed during the
&éxpansion of a _produétion rule, - These~gases are

enumerated in the following table: | \\
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TIQ TOQ - NIQ NOQ
TSAP R NSAP '
XX XX - -
XX -- - -
XX - - XX
—— xx R —
- XX XX -
- - XX XX
- - XX --
- - - XX .

-~ stands for no change

XX stands for a change in the contents

of the corresponding queue

For example, the first entry in the above table
stands for all thése transitions which ingolve an
input and a corresponding output interaction at the.
TSAP, whereas the last entrv carrespondé to internal
transitions (i.e., spontaneous t;gnsitioﬁs thag.do
‘not produce any output interaction). Thus, all poss-
ible/g;:gzgﬂstatus chénges in process "tpe" can be
defined by a set of production rules corresponding
a to a non-terminal "tp", Call this set of production
rules as'process description "tp", a
A typical nonterminal .at the left hand side of these
production rules is: -
"tp(PTIQ,PTOQ,PNIQ;PNOQ,PT,PBFU,PBTU,
NTIQ,NTOQ,NNIQ,NNOQ,NT,NBFU,NBTU)

Since two such process descriptions are required in

the refined representation, we duplicate the process
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description "tp" and call these process descriptions
,':“gpl“ and "tp2". Accordingly, the process Headers

for these two process descriptions hecome:

tpl (PTIQL,PTOQL,PNIQ1 ,P!;'IOQl PT1 ,PBFUI ,PBTUi '

NTIdl STNTOQ1 ,NNIbl ,NNOQ1 ,NT1,NBFU1 ,NBTUL)

and - -

tp2 (PTIQ2,PTOQ2,PNIQ2,PNOQ2,PT2,PRFU2 PBTU2,

A NTIQ2,NTOQ2 ,NNIQ2 ,NPIOQZ NT2,NBFUZ ,NBTU2)
STEP_2: g
As st;ted previoﬁsly_(cf. section 4.4,2), interconnections
betﬁeen _process descriptions are ‘provided by attrihutes
corresponding to input ‘énd output queues. Tn our example,
process descriptions - "tpl", "tp2", and "nspg are

interconnected as shown in Fiqure 4.8,

J. rSAP) P | | [_Tswez T

T2 - T0Q2
* tp2
NIQ2 " NOQ2
N g
NSAP2
g N
1102 0102
. nsp

Figure 4.8 Interconnections Between Process Descriptions

.
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/It is clear from Figure 4.8 lhat, the input interaggion
queves IIQl and IIQ2 of process\descrippién-"nsp“ are the

>

output interaction gqueues NOQLT” and NOQ? .of process
Aescriptions "tpl" and "tp2", respectively. Similarly, the
output interaction queues O0IQ1l - and O0IQ2 of  process
description "hsp" are th? input interactién queues NIQl and

NIQ2 of process descriptions "tpl" and "tp2" at the

corresponding NSAP s,

Therefore, one can use éither of the equivalent queues.
In this example, we choose to use 1IQ1,0101,1102, and OIQ?2
for ' each occurrence .of NOQ1,NIQ1 ,NOQ2, and NIQ2,
respectively.in the process descriptions "tpl" and "tp2".
Hence, process headers for these two process descriptions

become:

tpl (PTIQ1,PTOQL1,POIQ1,PIIQL,PT1,PBFULl,PRTUL,

NTIQN,NTOQ1,NOIQ1,NIIQ]1,NT1,NBFUL ,NBTUL)

tp2 (PTIQ2,PTOQ2,POIQ2,PIIQ2,PT2,PBFU2,PRTU2,
T .

' NTIQ2,NTOQ2,NOIQ2,NITIQ2,NT2,NBFU2,NB8TU2)

'Recall that the _glebal system status is determined in a
system functionality representation by’“?ﬁz/;zéiﬁé_values of
all processes described in the represenéation (cf. section
4.4.2). . Thus, the global status of the refined transport

service provider which is denoted the refined tservice is

given in terms of contents of all mgjor state variables,
input and output interaction queues {without replicating

those which are interconnecting two process descriptions),
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and internal buffers used in all three process descriptions.

The present global status and the next glohal status of
"refined tservice" is given in _terms: of the following
attributes:

PRESENTSTATUS

(PTIQ1,PTOQL,PT1,PBFULl,PBTUL,
PITIQ1,POTQ1,PIIQ2,POIQ2,PS1,PS2,PB12,PB21,

PTIQ2,PTOQ2,PT2,PRFU2,PBTU2)

NEXTSTATUS

(NTIQl,NTOQl,NTl,NBFUl,NBTUl,
NIIQ1,NOIQL,NTIQ2,NOIQ2,NS1,NS2,NR12,NB21,
NTIQ2? ,NTOQ2 ,NT2,NBFU2 ,NBTU2)

Hence, given the process descriptions "nsp", "tpl", and

"tp2" as above, representation "refined tservice" specifies
all.péssihle ordeQThQS of externally observable interactions
via possible global status tours. The non-terminal "rts"
defineg all Dossiblp single glohalgstatus changes in the
refined transport service provider. Accordingly,
representation "refined_tservice” is defined by the
following grammar:

refined tservice (INTTIALSTATUS) ::=

rts(INITIALSTATUS,NEXTSTATUS)
. continue (NEXTSTATUS) .
continue (PRESENTSTATUS) ::=
. PRBSENTSTATUS.EQ "predefined final status"

empty
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| rts{PRESENTSTATUS ,NEXTSTATUS)
continue (NEXTSTATUS) .

rts(pTIQ1,PTOQ1,PT1,PRFUL,PRTUL,

PIIQl,POIQl,PIIQZ,POIQZ,PSl,PSZ,PBlZ,PB?l,.

PTIQ2,PTOQ2,PT?,PRFU2,PRTU2,

NTIQ1,NTOQL,NT1 ,NBFUL,NBTU1,

NITQ1,NOIQ1,PIIQ2,P0IQ2,PS1,PS2,PB12,PR21,

PTIO2,PTOQ2,PT2,PRFU2,PRTU2) ::=
tpl(PTIQl,PTOQl,POIQl,éIIQl,PTl,PBFUl,PBTUl,

NTIQ1,NTOQ1,NOTQL,NTIQ1,NT1 ,NBFUL,NRTUL).

cts(thQ1,pmooyipTl,PBFui,pBTUI,
PIIQ1,POIQ1,PIIQ2,POIQ2,PS1,PS2,PR12,PB2],
PTIQ2,PTOQ2,PT2,PBFU2,PBTU2,
PTIQl,PTOél,PTl,PBFUl,PBTUl,
PITQ1,?0I01,N1102,NOIQ2,PS1,PS2,PB12,PR21,
NTIQ2,NTOQ2 ,NT2 ,NBFU2,NBTU?) :}T

tpz(pTIoz,pTooz,poroz,pIIQQ,pmz,gaszhpBTuz,

NTIQ2,NT002,NOIQ2,NIIQ2,NT2,NBFU2,NBTU2).

rts(PTIQL,PTOQL,PT1,PBFUL,PBTUL,
PIIOL1,POIQ1,PI1Q2,P0IQ2,PS1,PS2,PB12,PR21,
pwloz,pTooz,pTg,paévz,pawuz,
PTIQ1,PTOQL,PT1,PRFUL,PBTUL,
NIIOl,NOIQl,NIIQZ,NOfQZ,NSl,NSZ,NBl2,NB2l,
PTIQ2,PTOQ2,PT2,PRFU2,PBTU2) ::=

’

nsp(PIIQl,POIQl,PIfQZ,POIQ2,PSl,PSZ,PBl2,PBZl,
~
NITIQ1,NOTIQ1,NIIQ2,N0IQ2,NS1 ,NS2,NB12,NR21).
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Notice that the above grammar includes three alternative
production rules for. single global status' changes. That is,
glohal status of "refined tservice" changes if the status of

any of its component processes changes,

4.5, ‘Logic Programming Implementation

4.5.1. Logic Programming

A logic program P is a set of universally quantified

first order axioms in the form of H <-— Bl,B2,...,Bm where H
and Bi“s are primitive goals, Sudh a clause reads as "H if
Bl and B2 and...and Bm". H is called the head af the clause

and the conjunction of B”s is called the body of the clause.

A computation of P is the construction of a .proof
{(succession of deductions) of a given existentially
quantified conjunctive goal Al,A2,...,An. The computation
can have two results; success or failure. Tf the computation
succeeds the resulting vakuas‘ of attributes in the given

conjunrtlve goal constltute the output of computation,

The computation is thought of as progressing via non-
deterministic goal reductions. At each step, the computation
has a current qoal set Al,A2,...,An. A subgoal Ai (for

arbitrarily chosen, then a clause H <--

m (m>0)} 1is arbitrarily selected from P for which

Al and H age unifiable via a substitution S (cf. [Kowa 701y .

N
Finq%ly, this clause is used to reduce the goal set to
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(Al,...,Ai-1,B1,...,Bm,Ai+1,...,ANn)S. The computation

terminates when the current gmal set is empty,

According to this computation model, different orderings

of clauses in P or Ssubgoals in the clauses or in the given

goal set do not affect the result of the computation [ApMe

821. Practical logic programming languages, however, provide

only épproximations to this computational model. For the
sake of simplicity aﬁd efficiency,‘ thﬁse languages Aenrease
the Aegree of non-determinism involved in the cémputation
process, This decrease is accomplished by specifying both
the order in wh%ch‘ goals- are reduced and the specific
clauses used in the reduétion." For example, one logic
proqramming language, sequential fROLOG ({ e.g., DEC system
10 PROLOG), searches for a proof in a’top-down left-to-right
manner: The order in which goals are reduced .is left-to-
right (i.e., the chosen subgoal - is always the leftmost in
the conjunction of goals), -and the order in which specific

- .
clauses are considered in the reduction is top-down (i.e.,

the choice of unifiahle clause is accomplished by sequential

top-down search and backtracking}. [Colm 78, Pere 781, °

4.5.2, PROLOG Implementations

Attributed grammar hased system functionality

representations can be coded as PROLOG procedures by-

4. . .
representing each production rule in the grammar by a clause

in the PROLOG procedure [UrPr 83h]. Hence, alternative
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production rules describing possible expansions of a non-
terminal symbol in the grammar are enumarated as alternative
clauses in the corresponding PROLOG procedure; This
translation allows ‘us to ﬁse PROLOG interpreters as "run
time" systems for the execuﬁion of attributed grammar bhased
representations., Here, we emphasizeqphat PROLOG is emplovyed

as a tool providing several capabilities:

a2} The top-down left-to—righ€3 search mechanism employed
by PROLOG interpreters provides a suitable expansion
mechanism for executing the _attripgted””ggammars
corresponding . tﬁ Systemx”ﬂ" functionality
representations, Thatris, during the generation of
an instance of the start symbol, a possible expansion
of a non-terminal 1is searched for in a top—~-down
fFashion among the alternative production rules,
whereas the evaluation of the expression on,fﬂe right
hand side of the chosen production rule pfoqresses in
a left-to-right manner {e.q., from the guard to the

computation rule and so on).

h) Since PROLOG interpreters augment the search
mechanism with a backtracking capability [Colm 78],
all possible alternative rules for the expansion of a
non-terminal can bhe tried one after the other ~in a
grammar coded in PROLDG./f/This capability may be
utilized, for example,fﬁxto generate all possible

instances of the start’ symbol [UrPr B83b]. Notice
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that no augmentation of PROLOG encoding of attributed
grammars is required in order to implement this
sequential search and backtracking capability,
Although the mechanisms used by PROLOG interpreters
are fixed, there are some provisions to modify the

this search and backtracking behavior [Colh 781.

Augmentation of attributed grammars with additional
attributes, in conjunction with guards and/or
computation rules, can be directly implementgd in
corresponding PROLOG procedure§ [Prob 83, PrUr 82a,
PrUr 82h]. Additional attributes embedded in PROLOG
procedures as parameters, provide the capabilify of
quiding the execution of these procedures. That is,
one may gquide the‘éhoice of alternative .clauses via
the values of attributes. This, in turn, allows
searching clauses systematically (e.g., trying each
alternative clause one after the other) or
selectivelv_.'(e.g., ‘according to particular
requirements of a test generation strategy), and so

on,

PROLOG suEquts both forward (érom input to output)
or backward '(from output to input) ' "execution" of
procedures implementing a complete relation hetween,
inp and  output, This capahiliﬁy allows a PROLOG
procedure, implementing a brocess description given

in the attributed grammar - formalism, to be executed
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L3

as a generator, récoqnizor, or transducer.

As a simple example, consider the following PROLOG encoding

of procedure "par (cf. section 4.4):

parameter (VALUE fvalid™) :— VALUE = 1
| VALUE = 10
| VALUE >= 1 , VALUE =< 10.

parameter (VALUE,"invalid") :- VALUE = 0

| VALUE

]
-
=t

| VALUE =< 0

| VALUE >= 11,

-

The ahove PROLOG encoding of procedure "parameter™ can be

executed:
1) as a transducer

a) to generate all on-by-one and off-hy-one valueg\of
parameter X via following invocations:
?- parameter (X,"valid®). |
which vields .
X=1;.

X=10:

?- parameter (X,"invalid"),
which vields
X=0; | -~

X=11



2)

3)

.
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b) to check whether a given walue of X is in the

range of wvalid values for X. For example, the

N
B

invocation
?- parameter (2,Y).

yields

¥=valid

or the invocation
?- parameter (15,Y).
yields

Y=invalid

as a generator to pgoduce, for example, all on-by-one
values of parameter X toqetheg with the indicator
which points out that those values are in the range
of valid values of X by the following invocation:

?- parameter (X,Y). |

which vields

X=1

Y=valid;

X=10

Y=valid

as a recognizer to check the validity of assertions
in the form of "the value A af parameter X is,(of is
not) in the range of-valid.qalues of X". For example,
the invocation - |

?- parameter (3,"valig").

succeeds, but the invocat%ﬁp
; .
-
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?2- paramete&(ls,"valid").
fails
or the iﬁvoéation
?- paraméter(B,"ﬁnvalid").
fails, but the invocatioﬁ
?- parameter(ls,“invalid“).

succeeds,

Here, ‘"succeeds"” and “fails" refer to the cases where the
procedure “parameter(x,¥)“ recognizes the given combination
of X and Y values_as an acceptahle combination or not
acceptable, respectively. We make use of this capability in
constructing trace or trajectory generators and validators

(cf. section 5,3 and 6.1 respectively).

4.5.2.1. PROTOG Encoding of Executable Representations

o

A PROLOG procedure, denoted - tservice, implementing the
executahle representation developed in section 4.4.3 (given
in Appendix B), is bresented in Appendix C.; The one-to-one
correspondence hetween the attributed grammar representation
and the associategd PROLOQ encoding is obvious. Therefore,d
we will not attempt to describe this PROLOG encoding.,
Instead, we will - point out wvarious ways that this

implementation can he utilized in our validation approach:

a) Procedure "tservice" can be executed as a generator

for all possible interaction sequences represented by
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the corresponding grammar: These interaction
Sequences may include hoth input and output
interactions or input interactions aloﬁe. Recall
ghat if an interaction sequence obtained from a

representation consists of both input and output

interactions, then that sequence 1is called either a

trajectory or a trace; depending on whether the
corresponding representation has already been
validated or not, respectively. . As well, an
interaction sequence consisting of input intéractions

alone is generally called a test sequence [BoCe B82].

This completelv automated execution ~of procedure
“tserviée" requires that all predicates suech as
"congestion", | ‘ "internal_problem",
“no_internal_problem", etc. should hold whengver
encountered. That is, all such predicates should he
declared as clauses in part of procedure "tservice",
as given 1in Appendix C. Moreover, predicates
"restof” and "lastof" are not required for generation
of interaction sequences, (Recall from section 4.4
‘that these operations are required when "tservice" is
interconnected ,- to other PROLOG procedures
implementing some process descriptions such as
service layer entities). Therefore, defiﬁitions of
"restof" and "lastof" in Appendix C are such that
they holad whenever they are encountered regaréless of

the contents of input and output interaction queues,
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Furthermore, predicates "input” an@ "output" simply
print the correspondi;g input or output intefaction.
The definitions of predicates "input" and "output" in
Appendix C correspond to the case where "tservice” is

executed to generate all possible input and outpdt

interattion sequences (i.e., traces or trajectories).

Notice that if it is desired to generate all possible
input interaction ‘ Sequences alone, the only
modification in procedure "tservice" 1is to avoid
printing output interaétions. This can be achieved
by changing the definition of predicate "output" such
that it succeeds whenever it is " encountered without
printing the output intefaction. Thus, the
definition of predicate "output”:

output (0} :—print("o"), print(0).

is modified as:

output(_).

which succeeds whenever it ié called,

Tt is important to note that procedure "tservice", as

it staqgs in Appendix C, generates all possible
interaction seguences starting from a diven initial
system status and ending at a prédefined final system
status (i.e., when both state variables PS1 and PS?
are  assigned to "idle"). However, ﬂprocedurei

"tservice" can be easily generalized to generate

interaction 5equences between any two system status
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balues as follows:

y; ' ts (PRESENTSTATUS, | NEXTSTATUS) ,

tservice (NEXTSTATUS, FINALSTATgS).

where predicate "ts" defines all possible single
o

changes in the the Status of the corresponding

transport service ptovidér. Thus,lthe invocation\ .

"tservice("a 5ystem~§tatus",“another‘sysﬁem status™)"

generates all possible interaction sequences between

the two given system status values.

Notice that the new deéinition-of "tservice™ can be
simply added to the corresponding .PROLOG program
instead’ of feplacinq the existing definition of
predicate "tservice",. This provides the capability
of utilizing the resft of the predicatés in the
program by either definition of predicate "tservice".
Hence, the PROLOG program can he executed to generate
all possible interaction sequences that occur either
between. a given initial system status and a
predefined final system status or between any‘.two
given“syéﬁem status values. However, 1if it 1is so
desireﬁ, one can easily remove' the previous
definition of predicate "tservice" and have only a
unique definition of. this predicate which is the

definition given above.

B

3.8
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It is obvious that the new definition of predicate
"tservice" can also be used to analvse whether a
given system status can be reached from another given
svstem status. However, the reachability analysis

related issues are outside the scope of this thesis.

Interested reader may refer to [Logr. 84].

Procedure "tservice" can be augmented with additional
predicates and attributes to Sselectively generate
either input or both input and output interaction

sequences:

As an example, consider the following predicatess:

atservice(IP,FCTPR,FCUR,C NC,
PRESENTSTATUS ,FINALSTATUS) :-
' set_params (IP,FCTPR,FCUR,C_NC)

tservice(PRESENTSTATUS,FINAtSTATUS).

[

set_paraas (EP,FCTPR,FCUR,C_NC} 1-
(A=internal probles, ternal _probles,
1IP=0 (A <) retrackiAl; true ’
"y (not(B) -> assert(B); trum)
jEP=l , (not(A) ~) ass \t(ﬁl 1 true)
4B =) retract (Bl trued)),

(Csflow_control _to_tpentity_ready, _
(FCTPR=0, (C -> retract(C); true) o
JFCTPR=1, (not{C) -> assert(C}; true})), ~

(D=fiow_control_to_user_ready,
(FCUR=0 , (D -} ratract(D}} true)
JFCUR=L | (not(D) -> assert{D)} true))},

(Escongestion, F=no_congastion,
(C_NC=0 | {E -) retract(E}} true)
s (not(F} <) assert(F}j true)
iC_NC=L | tnot(E)} =) assert(E)} trus
y{F =} retract(F)y truei)l,
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In this example, an interfrace to procedure tservice
ié provided by predicate: atservice which allows user
guidaﬁce in generation of interaction sequences,
Users may specify whether predicates:
"internal—problem“, "flow-control-tpentity-ready"
"flow-control-user-ready", and "congestion"

shodid hold ©or not via £he values of attributes IP,
FCTPR, FCUR, ana C_NC respectively., Depending on the
choices specified by the user, predicatg Yset-params"
either adds definitions of these predicates into the
PROLOG program or reméves (if they exist) © from the

program. Accordingly, . for example, set-

Earaﬁs(g,l,l,g) will add the following predicate
definitions into the PROLOé program: _
no_internal problem,

flow_control_tpentity_ready.

flow_control_user_ready.

no congestion.

Other examples on avgmenting ‘axecutable
9l

representations can be found in section 5.2,

Excluding the definitions of predicdates "tservice" -
and "continue“, the rest of the PﬁOLOG program in
Appendix C, denoted procedure ts, describes all
possible changes in the status of the correspondiné
transport service provider. An important property of-

¥

procedure "ts" is that it can he interconnected Fo
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‘other process descriptions via its input and output
L] & .

interaction queues., =~ An example of interconnecting

process descriptions is given in section 4.4.3.

— S

4.5.2.2 Modifications of PROLOG Encodings

As stated previnusly, the main function of input andg
output interaction queues 1s to interconnect process
desariﬁtions.‘ That 1is, these queues provide required
interfaces Seiween process descriptions in a system

functionality representation as well as system interfaces

[

<l> between the resulting system functionality

representation and its envi}onment. For example, th? queues

IIle 0IQl, 1102, and OIQ2 provide interprocess interfaces

hetween process descript%pns "tpi", "tp2", and "nsp", and

the queucs TIQ1l, TOQ1, TIQ2, TOQ2 provide a system interface
P

hetween the resulting refined description of transport

-

service provider (i.e., orocedure "rts") and its environment

S“‘\
{Fiqure 433}. The queues providing a system interface which

may in turn _ he used to inéerconnect the system
Functionality representation with other process descriptions
in its environment. For inépance, gontinuing with the above
example, the queues TIQL, 7T0Q1, TIQ2,, TOQ2 can bhe used to
interconnect the refined representation of transport service

provider with PROLOG procedures implementing session layer

»

<1> A system interface is an- interface where externally
ohservable interactions take place.

>
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B 4
entities to form a refined session service provider.

\

executed without heing interconn@ted "to other process

i
descriptions (in  its environment), a simpler system»

However, 1if a system “functjonalfity representation is

interface may suffice. Such a svstem interface may be
provided by a pair of attributes corresovonding to input ynd
output‘interactiops’ for each interaction point bhetween the
representation and its environment. A Adirect implementation
of this type of interface 1is accomplished by inserting
aﬂditionél attributes to the list of attrihutés\ in clauses
corresponding to status changes in the representation, For
example, consider the first ts clause in Appendix C. The
additional system interface may he implemented as follows:
ts(1,0,void,voiad,
PIIQ1l,»01Q1,PIIQ2,POTIQ2,PS),PS2,PB12,PRB21,
PIIQ1,POTQ1,PIIQ2,POIQ?,PS1,PS2,PB12,PB21): ~
PS1l=idle, PS2=idle,
is firstof (PIIQLl,"apl,tcreq,parameters"),
congestion,
restgf(PIIQl,NIIQl){ I={apl,tcreq,parameters)
O=[apl,tdind,provider], lastof (POIQ1l,NOIQ1,0)
input(T), outnut(0).
Here note that, this clause is related‘tb an input and a
corresponding output interaction at TSAP "apl" while no

interaction, denoted by "void" (or "v" in Appendix C), 1is

occurring at the other TSAP (i.e., "ap2"). When this new-

system interface .is employved during the execution of the

AN
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corresponding system functionalgﬁgj representation (i.e.,

procedure "ts"y, predicates "is firstof", "restof", and

"lastof" should- not perform their usual functions. Their
>
definitions should be adjusted accordingly; i.e., should

succeed whenever encountered (cf. section 4.5.2.1).

The same type of system interface may also be
implemented by replacinq‘the input and output interaction
queues at each interactinn pnint hetween a system
functionality representation and its environment by a péir
of attributes corresponding to single input and output
interactions, | Considering the same example as in the
previous case, the ts clause is modified as follows:

ts(1,0,void,void,
p51,PS2,PB12,PB21,PS1,PS2,PR12,PB21): -
PSl=idle, PS2=idle, conqestidh,
.. I=[apl, tcreq,parameters]
"Oi[apl,tdind,brovider1.
Here note that all 6ccurrences, and definiﬁions of
predicates "is firstof", "restof", "lastof", "input", and

"output" are no longer needed.

This simpler ' interface provides a capability of
executing system functionality representations with a given
sequence of input (and output) interactions, Via this
interface, svstem| functionality representations may be

embedded into higher level PROLOG procedures implementing
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trace or trajectory generators and véﬁidators. These
procedures apply a given -~ interaction sequenﬁe (e.q., a
trace, a tra}ecfbry, or a test sequence) to the
representation, The details of trace or trajectory
generators and validators are given in section 5.3 anéuﬁ.l.
reSpecfively. In- fact, examples of trace and trajectory
generation and validation are given using procedure ."tS"
with this simpler interface. Note that, procedure "ts" which

represents all possible status changes in the above

transport service provider is given in Appendix D
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5. GENERATION OF REPRESENTATIVE SYSTEM BEHAVIOR

-

Consider an exeﬁutable - system fﬁnctionality
representation which describes the system functionality in
terms of possible types and execution sequences of
interactions exchanged between the system and its
environment, The system functionaliﬁy captured by such a
representation may 5e revealed hy ohserving its external
hehaviour (i.é., sequences of interactions) during its

execution,

Potentially, all possible e%ternally observabhle behaviour
of representations mav he generated by executing PROLOG
programs implementing the corresponding attributed grammars
{cf. section 4.5.2.1).- Often, the set of all possible
interaction sequences is intractably large due to the

existence of

a) infinitely many possible iterations of certain lddps
in the corresponding representation such as the one
. In data transfer phase in the transport service

specification [ISO 81],

b} large number of ‘combinations of valid values for

parameter fields in input and output interactions,

€) variations of parameter fields in input énd.output

interactions, etc,

/”““f\
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Hence, checking the consistency of representations using
all possible interaction sequences (corresponding to all
possible-externally observahle behaviour patterns of these
representations) is practicaliy infeasible [Piat 80]. A
practiq€§'compromise which attempts to reduce the size of
the set of interaction sequences used in consistencv
‘checking is that of ?blectinq interaction sequences randomly
{e.g., (LiMc R31). However, random (test sequence)
selection has been criticized from the. viewpoints of
completeness [Prob 82] and effectiveness [Myer 791 for

software testing purnoses,

Thus, a npractical consistency checking exercise in
protocol development environments is confined to detecting
parlicular instances of " inconsistencies bétween
representations by using a manageably sized representative
and discriminating set of interaction sequences, In such a

set each interaction sequence is considered to correspond to

a number of functionally equivalent sequences in the set of

all possible interaction\3eauences and is aimed to check

. r
whether the cortespnnding Fohction is correctly implemented

or not,

In this chapter, we discuss approaches to generating
. representative and discriminating sets of interaction
sequences (e.g., test sequences, traces, or trajectories).
In this .discussion, we first focus on some automated

generation techniques which are based on state transition
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information or grammatical structure of executable system
functionality represantétions. Then, we concentrate upon
user and input directed trace and trajectory generation

issues.

5.1 Systematic System Behaviour Generation

Disregarding values and variations of parameter fields of.
interactions referred to in extended FSM hased
representations, relativelv simple sequential automata
describing the "control structure" of those representations
can be constructed. Based on‘ the state transition
information of such auvtomata, some sequences of (possibly
only input) interactions may be constructed systematically.
Such sequences are called transition tours [NaTs 817,
characterizing sequences [Cth 781, and  distinguishing

Sequences [Gone 707. These interaction Sequences are

quaranteed to reveal either all operation errors ( e.g.,

wrong output), transfer errors (e.g., wrong State
transition), or all missing states provided certain
assumptions hold. For example, characterizing sequences

reveal all occurrences of all the above error tvpes if the

finite state aytomata

a) is completelv specified, minimal, and strongly

connected and

b) starts at a fixed initial state.
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More details and the application of these three sgstéﬁ;zfz
methods of- construction of  interaction sequences to
communication protocols are reported in [Boch 82, SaBo 82,

SaBo 83].

In the following section, we present a fully automated
method of generating a representative set of interaction
sequences baseé on a regular qgrammar corresponding to the
control structure of a given system functionality

representation,

5.1.1'Construction of Minimum Covers

Consider a regular grammar G(VN,VT,P,S)<1> describing the
control structure of a given system functionality
representatiop. Such a grammar can be obtained in the same
way that a simpler sequential automata is ohtained from a
given extended FSM  based representation; i.e., - by
disregarding parameter fields of interactions referred to in
the given reﬁresentation. In fact, if a finite state
automata describing ,the control structure 6f a given
representqﬁion existsi the construction of a correspondi;q
reqﬁlar grammar is straightforward [Brzo 62]. An equivalent
reqular grammar for the finite state automata (FSA) in
Figure 5.1 is givén in Figure 5,2,

<1> where VN=Non-terminals, VT=Terminals

P =Productions , § =Start symbol
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tereq
tdreq
tecres
tdatr
tcind
tdind
tceon
tdati

tdreq/dr
cr/er
cc/er
dt/er -
dr/er

cr/fteind

T_Connect Request
T_Disconnect_Request
T_Connect_Response

T Data _Request

T _Connect_Indication
T_Disconnect_Indication
T_Connect Confirm
T_Data_Indication

.| tdregq/ndreq
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cc/-
dt/-
dr/-

dt/-
dr/tdind, ndreq

tereg/er

cr/er
dr/ndreq
ndind/tdind
nrind/tdind

cc/tecon |

dt/tdatr
tdatr/dt

er Error TPOU

cr Connect_Requst TPODU

cc Connect_Confirm TPDU

dt - Data_Request TPDU

dr Disconnect_Request TPDU
ndind N_Disconnect Indication
nrind N_Reset_Indication
ndreq N _Disconnect Request

Figure 5.1 Finite State Machine for the Class 0 Transport Proteco?.
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We call a string of the least number of input
interactions which covers all the production rules in

grammar G at least once, a minimum cover. Tt is obvious

that some production rules must be covered (expanded) more
than once in order to cover some others at least once.
Hence, for the construction of a minimum cover, the exact

number of expansions of each production rule should .be

determined.

si -=) ¢r 52
i tocreg 83 ' v
I ¢ N )
iodt ‘sl
i dr sl
i\ empty .
82 --) tcras w4
! tdreg sl :
I tr 5!
N sl
voodt 51 \
o sl

5] -~} ¢ 1)

t gt sl

i dr st .
84 - tdatr o

[ dt 1)

i tdreg st

HIN sl

i dr sl

i ndind i

i nripd sl

Figure 5.2 Corresponding Reqular Grammar
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We reduce the probhlem of determining the number of
expansions of progduction rules to a’ special case of the max-
flow min-cut problem [FoFu 62];_ That is, the problem is
reduced to a minimum flow assignment in the corresponding
network with lower bounds on the flow in all the edges.
This problem can bhe solved via max-flow min-cut theorem
fFoFu A2] and thus the exact number of expansions of each
production can be dete;minéq. In the following subsections,
we give an algorithm £q conétrupt minimum covers for regular
grammars. Rather than giving a lengthy proof of correctness
bv tedious e#amination of cases, we illustrate the uée of
the algorithm by a detaileé//gxample. The illustration can
be expanded into a proof in a stréiqht orward way by gener-
alizing it and including a proof of ter inatdon, Note that

PRI \

the algorithm had been implemented, té.E?ﬁ, and applied to

the grammar presented in the illustrat?

- An overview of the automated construction of a minimum
cover ~for a reqular grammar G is given in Figure 5.3.
Accordinglv, given a reqular grammar G, the minimum cover

construction process includes the.following steps:



-
PAGE 128

REGULAR ' |~ . A apoER
GRANMAR 1T T T T T T, ASSIGNMENT
- ON THE FLOW

”
o, I

_ |
MIN-FLQW MAX-CUT:

¥ v
ATTRIBUTED | i
GRAMMAR 1€ —~— — ncSIGNMENT |
|
|
|
|
| .
|
¥
MINIMUM PROLOG

~COVER < ~7| ENCODING

Figure 5.3 Automated Minimum Cover Generation Proéess
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Step 1) ‘ )

Construct a digraph DG(V,E) from the grammar G (VN,VT,P,S)

where V is the set of vertices, E is the set of edges and
a) Vv = VI and F = P

b} There is a designated vertex in Vv called the source

‘which is the start symbol S in G.

Here, what we want is to assign soﬁe weights on the edges of
the digraph DG %hich indicate the .  number of times the
corresponding production rules are expanded in order to
construct a minimum cover. . In order tb determine these

weights, the process continues-‘as follows:

SteE 2)

Construct a network N” (V*,E”) from DG(V,E) satisfying the

following conditions:
a) N"(V",BE”) is a digraph DG (V7 ,E")

b} There is a designated vertex-v in V-~ called source s

-

which is the source of DG(V,E)

c) V7 is defined as V7 = {t}JU VU 2 where t is a
designated vertex called sink . to which all edges
going into the source in DG(V,E) are directed -1in
ﬁG’(V’,E')[ and % 1is the set of vertices which are
inserted in the miédle of parallel edges or self-

loops in DG{V,E).

-

£3
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d) Each narallel edge or self-loop e in E is replaced by
- a pair of edges in DG"(V’,E”) which are Sbtained hy

inserting a vertex v in 7 in £hat parallel edge or

self-loon.

e) 1f thé numher of parallel edges and self-loops in

DG(V,E) is m then |V*| = |V] + m + 1 and |E”| = |F| +
m.
- - \ L]
£) There is a lower hound lb({e) = 1 on the flow in every

edge e in E”

g) There is no uvper bgund ub(e) on the flow in any edge

At this step, a network with lower bounds on the <flow in

e in ®°,

. . L t
every. edge 1is constructed with no.selfjloops and parallel

edge;.

Step 3) . )

- S
Find a minimum flow assignment in the network N (V™ ,E7).

'$3.1) Determine whether . a legal flow F  exists in

N“ (V7 ,E7) . Note that a 1legal flow F exists in

o

N“YV°,E") if, for evefv e -in B, there exists a
directed cycle including edge e or a directed path
from source to sink including e. Also note that a
Flow function £ 1is an assignment oﬁ a real number

E(e} to each edge e, such that the following two

conditions hold:
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a) For every edée e in E7, Ilb(e)gf(e)

h) For everv vertex v in V‘—{s,t},
0 =3 f(e) ~ 2 fle)
e in a(;) e in b{(v)
where a(v) and h(v) are sets of edges incoming

torvertex v and outgoing from v, respectively, *

thus, a total flow F of f is defined hy
F =2 f(e) - 2 f(e)
e in a(t) e in b(t)

where F 1s the net sum of flow into sink t. K

A legal flow F in N (V" ,E”) may he found as follows

—

fEven 79]:

—_————

§3.1.1) Construct an auxiliary network N" (V" ,E") by

modifying N (V7,E”) as follows:

. é) Q“ = v U {s”,t’ }‘vhere s and t” are
called au;iliarv source and sink,
respectively

©
b) For every v in v~, construct an edge.ef

T

from v to t” with an upper hound
ub”(e”) = Y 1lb(e)
e in h(v)
where bh(v) 1is the set of edges which
emanate from v in( N7, and a lower bound

v

1h” (e”) = 0 ' )
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c)} For everv v in v~, construct an edge e~
from s” to v with an upper bound
ub’ (e”) = D 1h(e)
e in a(v)
where a(v) 1is "the set of edges which
enter v in N7, and with a lower bound

lh” (e”y = 0

d) for every edge e in E®, construct an edge
e’ in N" with a lower bound Ib"(e”y = ¢

and an upper bound ub” (e”) = oo

e) construct two new edges from s to t and
from t to s in N" with upper bounds equal
to infinitv and lower hounds equal to

Zero

Apply a max-flow min-cut algorithm (Dini 70
or FoFu 621 to find a maximum flow from s~
to f‘ in N", A maximum flow in N" (V" ,E")
saturates all the edges in E" which emanate
from s” and thus, it can be concluded that

N“(V',E”) has a legal flow [Even 79].

0
Define a legal flow in N°(V7,E") by
assigning a value to the flow functioﬂijé)
for each edge e in B° which is equal tjgthe
sum of the flow function £°{e) in N" and

the lnwer hound %b(é) in N7, That is, for

\.._/\‘\
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each edge e in E®, f(e) = £“(e) + lh(ei.
Y, .

S$3.2) Minimize the leq;l\flow in N°(V*,E”) found in SB.iL
~ by applying a max-flow min-cut algorithm while
exchanging the roles of the sink t° and the source
s. Clearlvf a min-flow from source to sink is a
max-flow from sink to source [Even 707,
Step 4)

-

Assign weights on edges in DG(V,E) hy using the minimum flow

assignment in N (V°,E”) in the following manner:

a) The weaght on a parallel edge 2 in E between vertices
vi and vi in V is eéual to tﬁe flow entering the
auxiliary vertex vij in ¥v° which was inserted oﬁ the
parallel édqe e to obtain a pair of edqes in

X

NT(v7,E7) tb‘réplace the parallel edge.

b) The weight on every other edge e in E is equal to the.

flow on the corresponding. edge in E-.

The weights on the edges in DG(V,E) state exactly how many
times each alternative production rule must he expanded to

obtain a minimum cover. For example, the exact number of

expansions of production rules)in the grammar in Figure 5,2

is given in Fiqure 5.4 as d&teymined by this approach.
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Step. 5)° . \
A

Construct an attrihuteﬁ grammar by augmenting the FSA-
equivalent regular qrammar G with guards and computation
rules controilinq the number of expansions of 'préduction
rules, The notation for attributed grammars is the same as
the one described in section 4.4, As an example, consider .
the attributed grammar in Figure 5,5, Each production rule
in thig grammar is a production rule in the grammar given in
Figure 5.2, preceded by a guard and a computation rule, The
function of each gquard and computation rule pair.is to make
sure that.the associated production rule expands exactly as
many times as specified hv the minimum- flow assignment.

Step 6)

Construct a PROLDG pfoggam implemenéing the attributed
'qqammaf formed in Step 5) and execute this program to obtain
a minimal cover. The PROLOG program in Figure 65.6.a
corresponds to the attributed grammar in Figure 5.5, The
output of. this prograﬁ in Figure 5.7.a is a minimal cover

for the reqular grammar in Figure 5.2,

5.1.2 Some Properties and Limitations of Systematic

Generation

]
A minimum cover, by definition, corresponds exactly to a
transition tour which starts with an initial state and

covers all the transitions in a FSM at least once. Assuming
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that the FSM is minimal, stronglv connected, and
specified, a transition tour reveals all operation
{i.e., 'er;ors in the ouput fqﬁction) [SaBo 821 but
reveal only some of the transfer errors {i.e., errors

nextstate function)
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Figure 5.7.a A Minimum Cover
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A minimum cover may be specified by either input
interacti;n sequences or input and output inﬁeraction

3

sequences. The construction of minimum covers consisting of
input interqction seguences alone \is descrihed in the
previous subsection. This construction process can be
easily augmented to generate minimum covers consisting of.
sequenges of input and output interactions. The required
augmentation is accomplished hy providing the ouput
interactions associated with input interactions and by
inserting an output generating action in ' each alternative
production rule, For example, when the attributed grammar
and the associated PROLOG encoding are augmented with output‘
interactions, given in FPiqure 5.1, ,£he minimum cover
constructed bv the automated process (which generates the
PROLOG encoding in Fiqure 5.6.b) bhecomes as shown in Figure

5.7.h. Notice that output interactions are given in

varentheses following the associated input interactions.

Hence, the automated minimum cover construction process
can be used to generate a representative and discriminating
set of test sequences, traces, and trajectories. The
programs used in the automation of the minimum cover

construction process are given in Appendix F.

Recall that, in the  construction of minimum covers,
“ﬁiﬁ‘ . i

interaction parameters have been disregarded. Therefore,

minimum covers can bhe used only to check whether all basic

protocol {control) functions have been implemented
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correctly. Similar to distinguishing and characterizing
sequences, -when interaction parameters are taken into
consideration, the length of minimum covers may grow very

rapidly and their usage may become infeasible,.
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Figure 5.6.b Correquh&ing PROLOG Impiementation (With Outputs)
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In the followinq' section, we present a complementary

approach, namely, - a semi-automatic "~ methodology which
supports human involvement in the selection of
representative sets of interaction sequences, it is our

‘feeling that a tester”s understanding of protocol semantics

should be integrated into the test construction process as

early in the life-cycle as possible. This methodology is

aimed \at constructing test sequgnce) .specifications in an
L

attributed grammar formalism such that the resulting grammar

can he executed in a user-controlled manner.

5.2 User Directed System Behaviour Generation

-

In general, a given system fuhétionality representation

describes several major functions which can be decomposed
into a number of sub-functions and so on. Almost all of
these functions and sub—fﬁnctions are related to ‘gbme sort
of proceséinq based on various interactions and interaction
parameters, Such processing include sequencing
interactions, encoding and decoding interactipns and their
parameter fields, _etc. These interactions anéd their
parameters vary in both type and format, and sometimes take

on a very large number of possihle values.

- /
For example, qonsider the Class 0O Transport protocol

specification [ISO 82]. This soecification describes three

* major protocol functions: namely, connection establishment,

data transfer, and connection clearihqg. According to a

-
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functional decomposition [Boch 831, these funq&ions may‘he
‘decomposed into a number of sub-functions. Some ' suh-

functions are common to all three major functions. The&se
sub-functions are decoding and e;coding of interactions,
sequencing of interactions, handliﬁg multiple connect;ons,
And reacting ﬁo unexpected input interactions. The
remaining sub-fuﬁctions are uhiquely related to one of the
major functions. That is,: sub-funcﬁioné such as encodiﬁg
and decoding'of interaction parameters (including addresses
of connection endpoints),  handling default valués of

options, interpreting service quality parameters, end

detecting local congestions are particular to connection.

estahlishment. As well, sub-functions such as preserving
user data delivery’ order. &nd content, thandling various
lengths of user Aata units, etc. are particular to data

transfer, and sub-functions such as freeihg local references

and network channels are related to connection clearing.

-

These sub-functions process three types of interactions,
namely, transport service primitives, transport protocol
data units, and network service primitives. The parameters

of these interactions, their values, and variations can he

+

found in related service and protocol specifications [ISO

82]. .
It is often  desired to generate a -representative set of

. . ) !
interaction sequences

i1

a) reflecting those functions and sub-functions captured

-4
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,-by svstem functionality representations, and

+

b) containina representatiye values for interaction

parameters, ,

Since system functinnality representations generally

describe only typical and valid system: fundtionality,_

representative sets of interaction sequences {(generated from

these representations) normally do not includ seqguences
corresponding to invalid system behaviour. “For trace
generation, ~this may be tolerated. However, robust

validation of refined .representations such as protocol
implementations require generation of interaction sequences
(i.e., test sequences or trajectories) 'reflecting hostile
and stress cases where the representation under test 1is
pushed to violate the constraints imposed by the
specifications. For example, determining the degree of
robustness of a protocol implementation 1is an integral part
of protocol implemeﬁtation.afsessment LRayn Bli. In this
case, the aim | is to generate certain segiences of
interactions containinq-certaiﬂ.parameter values which will
potentially fail the protocol implementation and/or will
test the  error recovefv procedures, etc. Thus, & more
complete set of representative Interaction sequences may be
constructed by considéring hoth typicél and hostile

interaction sequences containing valid and invalid parameter

L 4
values. : 3
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Selection of interaction sequences (i.e., test sequences
or trajectories) representing hoth typical ‘and héstile
behaviour of the environment of a system functionality
representation may 'he based on various testing 5euristics
such és boundary value analysis [Myer 7971, functional
testinq [Howd 501, error—-hased testing [Weyu 81], etc. For
example, such testing heuristics may hYe used to specify

interaction sequ®nces to test the functional hehaviour of

the representation under test on the bpundaries of domains

over which the reguired functions ate defined. Such

i@teraction sequences mav he designed t uncover incorrect
implementations of functinns, limits, or const_aints,: or to
test the defensive hehaviour of tae representation under
test: Moreover, 1in order to enhance the effectiveness of
specification-based testing strategies, an analvsis of the
experience..gained during implementing or testing similar
systems can be taken into account during the construction of
a representative set of interaction sequences. This
analvsis may involve an enumeration of typicél causes for
implementation errors, interface and interaction problems
among functions, and identification of implicit requirements
for the representation under test, Aﬁ example of the latter
is identification of additional characteriétics of the

representation under test which are not specified in its

specification.

In the following section, we propose a methodology which
involves user (testef) guidance in specifying and generating

&
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semantically meaningful test quuences or trajectories.

!

’

5.2.1 User Guidance in System Behaviour Generation

-

Consider a system functionality representation, other
than the actual implementation of the system, which is given
in the extended FSM based formalism described in section
4,2, Assume . that this wepresentation includes . the
definitions of ranges of valinA valués for the interapﬁion
parameters refefreﬁ to in the representation. 1In generating
test sequences {or trajectories) from the ahove
represehtation, 3 user guidance in implementing testing
heuristics and in selecting Fepresentative test sequences

may be realized in two distinct manners:

a) A corresponding representation is. constructed in the

~

attrihuted context free grammar based formalis

described in section 4.4, Then, the tester ma

prepare invocations of the PROLOG encoding of the
attributed grammar hased representaion satisfying a
set of constraints imposed by particular requirements
of various testing heuristics. A natural extension
of this 1is to design a test specification language
which may be used as an interface between the tester
and an invocation generator program. This program
may enforce the constraints on the generated sequence
in accordance to the requirements of encoded testing

heuristics selected hy the tester. Tf the reader is
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interested, issues related to test specification.

languages are discussed in [PrUr 837. -

-

b} A corresponding attributed context—-free grammar
specifying test sequences is constructed from the
diven extended FSM hased reoresentation, We call

this qgrammar & test Seguencé grammar . A  PROLOG

encoding of a test sequence grammar can then he
nxecuted to selectivelv qgenerate representative test

sequences in a user-controlled manner [UrPr 83bl.

Both of the ahove approéches support human involvement in
test sequence construction, The first approach is somewhat
similarlto trajectory generation and partially covered in
section 5,3, Ep‘rthe following, we concentrate on the

construction of test sequence grammars,

Y _test sequence grammar G ‘is defined as G(VN,VT,P,S)
where VN,VT,P are finite sets of non-terminals, terminals,
and productiont, respectively, and S is the start symbhol
which is in the set VN, The intersSection hetween VN and VT
is én émpty set and the union of VN and VT is called-the
alphabet v, A sentence s over the alphabet V is any string
of finite length composed oﬁ the symbols from V. The empty

sentence, denoted e, is defined as the: sentence consisting

of no symbols., If the set of all sentences over the alphahet

"V _includes the empty sentence e, it is denoted hy v*,
Otﬁzrwise, it is denoted bv V+. That is, V*=V++e and
Vt=V*-ga, ' > ’

. . -

\’\
A
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Eacﬁ production N\rulef in P is in the form "a-->h" which

* ) L) - -» 13 +
reads as " a qgeneratey h" ‘where a is in YN and bh is in v*,

A sentence is defi

to hé in the "lanquage" generated hy
the qrammar G 9\if the sentence consists solely of terminals
and if it can bhe derived from the start symbol (through the

application of an arbitrary number of production rules)

[HpUl A9,

Tn fact,- a test sequence grammar is intended to gendrate
all such test sequences as strings of terminals which can be
derived from t%e start symbhol. Given a system functionality
representation, a test seqguence dgrammar (denoted "tsg")
specifving .test sequences . can he constructed in the

+

»
following manner:

a) Assuming that each input and output interaction
referred in the given representation consist of two

fields, denotegd interaction-id .and interaction-

parameters, and that the field interaction-parameters
in each interaction consists of specific subfields
corresponding to the parameters of that interaction,

we Aefine the following:

1) A is the set of all the values of interaction-id

fields

all the

RV
distinctlv  identifiahle interaction parametet

2) B is the set of some selected values of

fields
\
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3) C:is the set ;onsisting of symbols ."i" and "o;
(Recall from section 4.3.3 that an ‘"i" {("o")
immediately preceding an interaction indicates

that the interaction is an input (output)

interaction),
N
)
4)y D is 1€e set of names of all distinetly

ideJtifiahle- fields of each input and output

interaction format,

5) E 1s the set of names of all the states defined in

the given representation, -
{

f) F is the set consisting of symhols input, cutpat,

and s0.

Based on the ahove definitions, grammar

"tsq (S,VN,VT,P)" is defined as follows: .

1) The start symbol S is the initial state in the

-~

given representation,

ii) The set of non-terminals VN is the union of sets

D, E, and 7

iii) The set of terminals VT is the union of sets 3,

B, and C,.

iv) The set of productions P is the union of sets p1l
and P2 where Pl is the set of productions which

correspond to the state transitions in the given

-

2
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representation, and P2-is the set of all other
productions which involve the svmhols in all the

Sets except the set E,. Y

That is,
Pl=l a-->xb | 'a€ € & beE U {sg}}
p2={ a-->x | aeD U F)

where ¥ is | .

a string of symbols A UB U C U D U {input,output}.

Thus, each test sequence is specified as a string of

terminals which can be derived from the start symhol
bv applving an arbitrary number of productions, Tt is
important to note that the set of nonterminals
includes the symhol s0 which replaces any occurrence
of the start svmbol on the right hand side of
productions. In fact, this svmhol replaces each
occurrence of a{ non-términal on the right hand side
of productions which corresvonds to a final state ‘in
the given extended FSM in order to relate each’
specific test sequence to a path from the 1initial
state to a final state. Also, note that we allow the
grammar tsq to include inherited and synthesized
attrihutes, guards, and Computation rules as

‘l
described in section 4.4.
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ce/-
dt/-
dr/-

P3: cc/tdind,ndreq
dt/-
dr/tdind, ndreq

tereg/er

tdreq/ndreq
cr/er
dr/ndreq
ndind/tdind
nrind/tdind

P3: cc/tccon

dt/tdatr
tdatr/dt

er Error TPDU

cr Connect Requst TPDU

ce Connect_Confirm TPDU

dt Data Request TPDU

dr Disconnect _Request TPDU
ndind N_Disconnect Indication
nrind N_Reset_Indication
ndreq N D1sconnect _Request

: tcreq is (not) acceotabTe

is (not) acceptable
cc is (not) acceptable

Figure 5.8 A Simplified Extended FSM for the 01;;§\0 Transport Protocol

»
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As an example, the reader mav consider the simplified
extended FSM for the Class 0 Transport Protocol given
in Figure 5.8 and a corresponding hut thus fFar
imcomplete test sequence grammar in fiqure 5.9. Here,
the non-terminal input in each production expands
into a corresponding input interaction whose "id" is
specified hv the value of the first attribute. The
second attribute attached to the non-terminal input
specifies whether véigd or invalid (or valid But
unacceptahle) values are assigned to' interaction
.parameters, Notice that the unacceptabhle wvalues of
varameters correspond te - the reception of
unacceptable "tcreq", "er", or "cc" which are

indicated by negations of predicates Pl, P2, and p3

in Figure 5.8, respectively.

In each production rule the non-terminal output
“expands into the expected output interaction with
valid narameter values. +n-. some cases when the
expected output is not defined in the extended FSM
representation, the non-terminal output exvands .into
an empty string which is indicated ny "nil™ in the
attribute list. Also notice that the non-terminal s0

replaces all occurrences of sl on the right hand side

of prodyctions which expands: into an empty string.
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sl --> input (tcreq,0) output (cr L) 83
~l input (tcreq,l) output (tdind,0) s0
~input (cr (0} output (tcind,0) s2
input (cr (1) output (dx ,0) s0
input (cc .0} output (nil) ) s0
- input (4t 0) output (nil) sD
input (Ar  ,0) output (nil) s0.
$2 —--> input (tcres,0) output (cc L) s4
input (A4r ,0) output - (er . 0) s0
inout (cr ,0) output (er ,0) s0
input {(cc 0} nutput {er . 0) s0
input (4t ,0) output (er . 0) s0
| input (tdreq,0) output (Ar ,0) s0.
83 =--> input (cc »0) output (tccon,0) s4
| input (cc ;1) output (tdind,0)
. output {ndreq,0) s0
| input (dr (0) output (tdin?Z,0)
output (ndreg,) s0
| input (dt ,0) output (nil) s0
s4 --> input {dt ,0) output (tdati,0) s4
input (tdatr,0) output (dt 0) 84
input (tdreq,0) output (ndreqg,0) s0
| input (dr ,0) output (ndreq,0) s0
input {(cr ,0) output (er O s0
’ input (ndind,0) output (tdind,0) s0 ”
input (nrind,0) output (tdind,0) s0.

s0 --> empty. ST

Figure 5.9 Corresponding Incomplete Test Sequence Grammar

-

The construction of the grammar "tsg" is compléﬁed by
augmenting the grammar with additional attributes,
guards, and computation rules. SThe aim of

augmentation is:

1) to restrict the generation of testrsgquences te a
relativelvy small, managable, and representative

set of test sequences

2) to encode adaptations of various appropriate

testing heuristics
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3) to incorporate context sensitive information into

P

the grammar )

4) to provide the capability of selectively

specifving test sdquences.

The augmentation is based on specifying conformance,

consistgncy, and/or robustness criteria,‘ identifying

-protocol functions and their :unctional dependencies,

defining representative parameter values aﬁd' so on.
N

These . auqmentationsﬁagg,\implemented via additional

attributes which- provide the capability of gquiding

the test sequence generation process.

c) The augmented test sequence grammar "tsq" is then

implemented as a test sequence generator in PROLOG.

In the following °section, we illustrate the user guided
test sequence generation methodology by continuing with the

example given above.

5.2.2. An Illustrative Example

Consider the partially constructed .test sequence grammar
"tsq" in Figure 5,9, The construction of this grammar can
be completed hy augmeﬁting the grammar according ggkyariqus
testing heuristics, conformance criteria, and functional
decompositions. Here, in order to simplify the

illustration, the augmentation will be limited to a basic
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functional Adecomposition which divides the matdr protocol

functions into two phases; namely connection establishment

" and data transfer. We assume that for each test sequence it

is desired to specify

1)

2)

3)

in either phase

whether the local session protocol entity is

a) the initiator or the responder for the connection

establishment request -

b) .the one which issues the disconnect request or not

(denoted by disconnector or not-disconnector,

respectively) . s

- « .
in connection establishment phase whether the

N :
received tcreg, cé, and cc are acceptable or

unacceptable or whether unspecified outputs are

allowed
in data transfer phase

a) whether the 1local session protocol entity 1is the

sender or receiver during data transfer N

t

"

b) whether network-reset is allowed to take place

. ’ : .
c) whether network-disconnect is allowed to take

pnlace .
k .

d) whether unspecified or error outputs are allowed

to take place
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e) the number of data items to bhe sent 'or to he

received by the local session protocol entity

“\‘.__‘_‘___-_J

Thus, the first step of augmentation is to insert guards
in productions - in order to implement the above
factorization. A possible implementation is given in Figure

5.10 where each quard is a hoolean expression consisting of

predicates:
initiator (or.responder) IRﬁ
connect-only (6r data-tfansfer—only) CDTH
acceptahle_tcreq (or unacceptable tcreq) P1
~acceptabhle cr.tpdu (or unacceptable_cr_tpdu) P2
unspecified (or error) output | UEB
" disconnector for not disconnector) - DNB
acceptable cc_tpdu (or ﬁnacceptableﬂcc_tpdu) P3
sender (or receiver) | SRB
network reset (or not_network_reset) ‘NRB
network disconnect (or nop_network_disconnect) NDB

Note that these predicates will be set to .true. or ,false,
via the valﬁes of attributes shown at the right hand side in
the above tahle during the invocation of correépqnding
PROLOG procedure, In fact, there are two other attributes,
namely, "S" and "R" which are used;to specify the number of
data fragments that the local session protocol entity éends
and receives, respectively during Antransport connection (in

data transfer phase).: {

\
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>
{

The ahove predicates indicate the following points:

a) In addition to the specifications of test sequences

1

reflecting typical, normal operating conditions, some

robustness tests such as testing dgfensive behavior -

]

of the protocol entity . when subjected to unspecified
receptions, etc. are included ,in the test sequence

grammar .

b) combinations of predicates provide a wide variety of
selection criteria for' the tester. These include

seiectinq all - those tést sequences involving

< connecﬁlon pqtahllshmant phase aloné when the local

. ; A
session protocol entity is the- lnitiator and when

there are :pnspecified‘“receptions; or all those

T

' involving Aata transfer phasn'*alonn when the local

SPSolOD vrotocol entity- is. bothJépndlng and rece1v1nq
o .. . ~ . . "
data, etc, . o ' T Lt
~

tptlst(IRB,CBTB SRB,5,R; Pl P2 P3, DNB NRB,NDB, UEB! 1=
: set_parass(IRB,COTS, SR8, S R,P1, P2 PS DNB NRB, NDB, UEB),
setof{X,s1(X,[]} L), cutprnt(L)
. -
0 -=) €1, (a1l - - . o

5f -~}
{{1n1txator}, -
{{connect nnlyq data_transfer _onlyly
¢ {acceptable_tcrey}, - .
- inputttcreq,0), outputicr,0), s3 ! BEEETRNA
j{connect only, unacceptable_ teregl, , - :
1nput(t:req,1!, nutput(tdlnd 0}, 501 - o
'({respunder}
({connect_only; data transfer _only}h,
(acceptable_cr Jtpdul, . R
inputier,0), output(tcind,0), 52 .
j {comnect _only, unacceptable_cr_tpdu},
1nput(tr 1}, output(dr,0}, IOD)

~ O



|I{unsplcifi|d, cdnnlct _only},
{inputlce,0), outputinil}
jinput(dt,0), output (nii)’
jinput{dr,0}, output(nil)}),

§2 ==}
({connect_only}, ‘
({{disconnector}, lnput(tdreq,OJ, output (dr, Ol, 50}
i Herror}, .
linput (dr, 0% nutput(er,O} 50
jinput{cr, 0}, output(er,0), 50
jinput(ce,0), ‘outputter,0), s0 =
;input (dt, 0, autput(er 0}, 50 1)))

;((zunnect_nnly, data_transfer_nnly),
*inputitecres,0), outpeticc,0), {getval (S,R}}, s4iS,R)),

53 --) _ C
({connect_only},
{(({not dxscannector}

{input(dr,0}, output(tdind,0), output(ndreq,ﬂ), 50)
j {{unspecified},

input (dt,0), outputinil}, s0)
j.H{unacceptable_cc_tpdul,. ‘
inputlcc, 1, output (tdind,0}, output(ndreq,0), s0)})

i{{connect_only; data_transfer_only},
{acceptable_cc_tpdu},

input(cc,0), output(tceon,0), {gntvalts,R)}, s4(5,R)).

$4(0,0) ~-) “
{{connect_only; (data transfar _omly, (sender, receiver) 1},
_ {{disconnector}, 1nput(tdreq,0), nutput(ndreq,ﬂi 50)
i ({not_disconnector}, _
T ’ {nput(dr,0),  outputindreq,0}, s0)
© jlnetwork_reset},” * inputinrind,0), output(tdind,0), s0)
i ({network_disconnect}, input(ndind,0), output (tdind, 0), s0)°
,((errnr}, thput (er, 01, output (er,0},  s0}))),

-

(SHG,R) -~y

{{data transfer Jonly}, -

{{receiver, R}0, rbase(BR), SN is BR- R+1 RR is R-13,
input(dt 0}, nutput(tdati SN), 54(5 RR}}

o ;((sender, 80, sbase(BS), SN is BS-G#l, SS is S:l},
lnputttdatr SH), ‘output (dt, 0}, s4(35;RH).

‘Figure 5.10. An Augmented Tesl Sequence Grammar

?
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THe seconé step of augmentation is to specify some
selected values for the parameter fields of interactions.
Here, assuming that the tester is ipterested to specify only
those marginally valid and invalid values, the augmentation
will be based on boundary value analysis [Myer 79]. In the
following, we present an"example of specifying an input
interaction; namely, the tra;sport protocoel data'unit "dr",
In fact, the specification of this input interaction starts
with the definigion of the non-terminal input
input (ID,TYPE) ::= ID =wQ "Ar" |

i

e ) "dr"

todu param({"drc" ,TYPE)

|  *DEFINITIONS OF OTHER INTERACTIONS *

According he above éefinition, the construction of the
input i@é;f::iion "dr" involves the expansion of the non-
terminal input into terminals "i" and "dr" and the non-
terminal tpdu param . A possihle definition of thé non-
terminal _tpdu_pafam mav be given as follows:

tpdu param("dr",0) ::= leégfh_oﬁ_dr(o,l). . o

' code_of dr(0,1)
dst ref(0,1)

src_ref(0,1)

B reason_of_dr(o,lf
information(0,1).
The above definition specifies a valiqd {i.e., TYPE = 0)
interaction with a set of wvalid parameters. In this

-,

~-
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definition, each refe;ence to a parameter field carries
vaiues of two attribufes; naﬁely, E and N, The fq}lowinq
tablé summarizes éhe values of E: “
E=0 : A valid parameter value is requested
E=1 : The lower off-by-one value is requested

B

2 ): The uoper off-by-one value is requested

E

3 : Both lower and upper off-by-one values are requested
On the other hand, 1if the value of N > 0, it indicates the

relative position of the requested wvalue in the valid range

of values (where E=0). If an invalid value is requested
,/‘ ‘ ( .
:\ {0<E<4), N is set to zero.
4/// As an example, consider +the following definition of

parameter "reason of dr":

‘reason_of dr(E,N} ::=

E EQ 0 AND N EQ 1 "0"  *Reason not specified*
| ® EQ 0 AND N B0 2 "1 *Congestion at TSAP*
| EEQ O AND N EQ 3 "3" ;_Sessi.on entity not attached*
| EEQ N AND N EQ 4 "3 *Address unknown*
| E BQ 1 AND N EQ 0 "-1" *Lower off-bv-one value*
| R EQ 2 AND N EQ.O nan *ﬁpper of f~by-one value*
* | B'EQ 3 ANb NEQO "-1" | "4"., *Roth off-hy-one’s *

3

In order to implement our assumed test strategy, we could
specify all other parameter fields of the input interaction

"dr" and all other interactions and their parameter fields

in a similar wav.
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Once the consﬁruction of a test sequence grammar is

completed, it can bhe coded in PROLOG as a generator program.’
A PROLOG encoding of this .test Sequence grammar "tsg",
constructed in this section, is given in Appendix F together
with some exémples of generated test sequences. Note that
in order to simelifv setting the truth values of predicates
used in guards and facilitaiinq the generation of more than
one test ‘~sequénce satisfyihg given.selection criteria, a
simple procedure, deno r=L+:-'i-—-—-"t[::t-_.est", is addéd to thé

beginning of the test sequence grammar "tsg".

The definition of’procedure "tpYest" is as tfollows;

tptest(IRB,CDTR”,SRB,S,R,P1,P2,P3,DNB,NRS,NDS,UEB) : -

~ - -

e

set"params(IRB,CDTR,SRB,S,qug,??fEB,DNB}ERgfﬁﬁglUEB)

setof (X,s1,L) . \\\_///

outprnt (L),
Via the parameters of.procedure "tptest", the tester mavy
select a desired set of test sequences. When procedure
:}ptest" is invoked it passes the values of its parameters
to procedure "set params" which séts the truth values of
predicates described in this section, Then, the built-in
predica£e "setof" is invoked by procedure "tptest" which
generates a set L of all distinct instances of the start
symbol‘ sl. Each instance of s1 corresponds to a test

Sequence which is printed by the procedure "outprnt",
B | ~ \

Notice that wvalues of parameter fields of transport

protocol data units defined in Appendix F are taken from the



3

PAGE 1r1
transport proﬁgcol épecifi ation [ISO 83c]. Many of these
values are gqiven as .8 or 4iiits long binary numbers in the
above specification. When the grammar was constricted each
4 bit hinary number was converted into the cornespénding
hexadecimal digit in order to conserve space, Thesé
hexadecimal digits are enclosed into parentheses and stand
for the values of corresponding parameter fields. Thus, for
example, (2D) corresponds to an 8 bit binary numher which is

"00111101".

The interested reader may refer to [UrPr 84h] for a morge
detailed and complete test sequence grammar (generator)
which is constructed from the Class 0 transport protﬁg;l

specification [ISO 83¢].

5.3. Input Directed System Rehavior Generation

In previous sections, we have discussed systematic and
user directed execution of system functionality
repre;entations. Possible outcomes of these execut®ons
include representative sets of input interaction sequences
such as minimum covers, distinqguishing sequences,
characterizing sequences, user selected segquences, etc.
These input interaction sequences can be used to quiée the
" generation of representative actual or intended behavior
(i.e., ' traces or trajectories) of system functionality
representations. That is, sequences of input interactions

+/
may be applieq\to representationsrand during the application

\
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of each input sequence, the responses (i.e., output
interactions) o©of  representations may be recorded together
with the applied input interactions 1in the order of their

occurrences,

During input directed trace and trajectory generation,
each input stimulu; (i.e., input interaction) is applied to
the system functionalitv representation (say réprésentationl
K) at the designated interaction point. Fach applied input
stimulus is reéorded at the end of the trace or trajectory
generated thus far following a prefix consisting of the
symbol "i" and the identifier of the assodiated interaction
point (e.q., - apl or ap?). Tach response of the
representation K 1is recorded éimilarly following a prefix

consistinq' of the symbol "o" and the identifier of the

interaction point at which the response is ohserved.

In general, there may not he a corresponding reéponse for
each input stimulus applied to represéntation K and if there
is, it may not be initiated at the same interaction point at
which the input stimulu54Was applied. Moreover, afIESponse
?orrespondinq to an inout_stimuius mgy not necessarily occur
immediatelv after the application of that input stimulus.
Hence, - since the interactipné are recorded in the order of
their occurrences, there may he somé stimuli and/or
tesponses recorded 1in between a particular input stimulus
and its cotresponding response. This situation does not

affect trace or trajec%:ixngneration. However, it presents

e
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some problems during trace or trajectory checking which will

be addressed in section 6.1.

In the following sections, we discuss trace and

trajectory generation issues, '

5.3.1. Input Directed Trace Generation

Traces of an executable representation may he

.mechanically generated by using a higher 1level PROLOG

procedure, dennted the trace generator, Briefly, a trace

-t

generator reads a sequence of innut stimuli, anplies each

input stimulus in this sequence to the executabhle
renresentation, records both input stimuli and responses,
and outputs the resulting observed behaviour of the

representation.

During the application of a sequence of input stimuli, it
mav not be possible to invoke the executable/representation
any longer, and the ‘trace generation process discontinues.,
This occurs when the invocation of the PROLOG p}ocedhre
(implementing the executahle .representation) with a
particular input stimulus is not successful, This failure
usually results Ffrom an occurrence of an unspecified
reception (i.e., the reception of the input 1interaction
involved in the 1invocation is not specified at the current

state of the executable representation). Tn turn, an

unspecified reception mav be an indication of incompleteness

\
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in the specification, a potential deadlock, or a late
indication that an inconsistency occurred earlier in the

application of the sequence of input stimuli.

Hence, there can he at most, one trace resulting from the
application of a 'seduence of input stimuli to a
deterministic executable representation, However, this may
not be the case fof a non-deterministic representation due

to the existence ofqinternal' transitions or more than one
possible input-initiated transition for a specific input
interaction at some states of the representation. Two
possible avproaches {among otﬁers) may be taken for

generating traces of a non-deterministic representation:

a) specify a oriori the choice of transition to  bhe

executed at each state

b} try each nossible transition at each state, one after

the other.‘

The first approaqh may be implemgnted by augmenting the
attributed-qrammar- with additional attributes to guide the
choice of transition to be executed and qenératinq sequences
of input -stimuli augmented with values for those attributes.
However, this approach requires identifying and selecting
potential transitions, setting attributes values either
manualiy or mechanically via a testing heuristic which may

be rather complex.
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The second approach may be'implemented bv coding a trace
generator in PRdLOG and using the standard PROLOG
backtracking mechanism to generate all possible traces for a

qiven'sequence of input stimuli. Notice that each trace is

a result of traversal of a possible transition path through

the complete state-space of the nondeterministic

representation. The set of possible transition paths is
determined bv the applied sequence of input stimuli and the
set of npossible spontaneous transitions at the states

reached during the application of that sequence of input

i}

stimuli, As an example, consider the following partial non-

deterministic finite state machine:

a,b,c,.. Input Interactions
A,B,C,.. Output Interactions
- - - > Spontaneous Transition

a/C \\\
~
5
Assume that the sequence of input stimuli is caf.. The
application of input ¢ causes a transition from s1 to s3.
But the 'set of possible states that the machine can be in
after the application of input ¢ includes s6 and s8 as well,

1
Hence, the application of the next input stimulus (i.e., a)

may cause any one of four possihle transitions; namely

transitions from s3 to s4, from s3 to s5, from sé to s7, or

from s8 to s9._ Thus, the possible partial ‘transition paths

D
z’

[
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after the application of the second input st{é@l s are:

- s1,s3,s4; s1,s3,s5; s1,s3,s6,57; and s1,s3,s6,s8,59)

Therefore, a trace generator should generate a set (SSi)

of all possiBle status values that the representation can
assume after the avplication of an input stimulus (Ii)}) and

-apply the next stimulus {Ii+1) to each status in that set

and so on, The construction of set S5i can be performed in

three steps:

i) The input stimulus Ti is applied to each status i%
SSi-1 (i.e.,, the set of all possible status values
that tﬁe reppésentation can assume = after the
.application of the input stimulus Ii—lﬂ.‘ This
results in a set SSINi which consists of all
possible status values that can be reached by the
application of Ii Eo each status in SSi-1, without

letting the representation perform any spontaneous

transitions.

ii) Let the representation execuge each spontanéous
transition possible at each status in SSINi %nd at
all the status reachable from those in SSINi by
spontaneous transitions, One possible wav of
accomplishing this is to apply a depth-first search;
that is, for each status Sj in SSINi, find all such
paths that start from status §3j and énd at a status
from which no ther} status can he reached by " a

spontaneous transition. All the status values
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reached via spontaneous transitions from status 83

form the set s§s57j,

1ii) Take the union of sets SSSTj”s. The resulting set

is the set S5i,

-

Tt is important to note that non—deterhinisﬁic
rep;ésentations may involve cycles consisting: of ‘only:
spontaneous transitions, Several such cycles may be formed
in the ahove example by adding spontaneous transitions from
s3 to 53; from sehto,sﬁ,ror from s8.to s3. The existence of
a cycle of this type in a non-deterministic représentatidn
results in an infinite idle 1loop during the construction of
_set SS1 and hence, neither the construction of set SSi nor
thé trace generation procps§ terminates, in fact,' the
existence oﬁ a cvcle of spontaneous transitions may be
considered as a potential "tempo blocking” (also called
infinite idle looping) in wgich a representation may execute
without any effective progress: That 1is, although it mav
initiate some ‘output interactions, it may not accept any

-

input interaction.

"
T

Notice that if there 1is such a cvecle in the
representapion, it appears in a path described in step ii)
above. Thus, a cvele can he easily: detected by checking
_ whether the most recently reached status has already been
visited in the path being formed. If a cycle -is detected

during the construction of set SSi, the trace generator

e
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shopld report g%e existence of the cycle by documenting the
Sequence of inpuf stimuli, the relative position of input
stimulus Ti cu%rently being apblied, the -status Sj ‘from
which the path containing the ‘cycle originates, the
immediqte}y visited status SVj on the path, and the
spontaneous transition executed at status svj.

in the'remaiﬁfhg-of this séction, we présent'an algorithm

for trace generators. The algorithmic lanquage that we

employ includes the following constructs:

a) The two iteration constructs used in qlgorithms are:
-for each s in § do
[ a group of statements |
repeat |
which is used to repeat a specific set of
aétions fbr each element s in é set S.
for i=m to n do
[ a group oflstatements.] -
repeat
which is.used to repeat a specific set of
actions for a specific number of times

-

(i.e., n-m+1 times).

b) The assignment operator "<-=" is used to assign the
value of an expression to an identifier; (i.e., i<--

expression),

-

c) The set union operater "Uévis ‘used to take the union

'
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of two sets ( i.e., set-a U set-h),

4) A procedure is "called" by simply referring the

procedure (i.e,, procedure—name (arguments) ),

e} A special procedure denoted setof (X,P(X),L) finds a
set L of all diétinét instances of X which satisfies
’the procedure P, ﬁote that a single call to

setof (X,P,1) .pntentially hacktracks and generates

alternative hut distinct values for X. 1§ fact,
after each successful call to procedure P, "setof™

forces procedure P to backtrack and generate ancther

instance of X until .no other alternative is possible,

f) BEach control construét "if-then-else" "and each
procedure deEiA;tTon are terminated with "endif" and

"end "procedure-name"", respectively,

A  trace generator may be based on the following

algorithm:

procedure: trace generator (SEQFILE, TRACES)

*SEQFILE is the set of input stimuli sequences*

*TRACES 1is the set of resulting traces*

for each SIS (seguence of input stimuli) in SEQFEILE do

S50 <-- {initial status}
- Ll

PART 1: CQNSTRUCTIQN OF .SET SSi

* consider each Ii (input stimulus) in SIS *

: -
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for i=1 to |sIs] dé/// o o .

. . l
\ 551 <-~ empty

i

s qet Ii

J apply 1nput qtlmulus Ii to each status in §Si-1 *

’

SSIN1 ¢=- empty T . -

for 'each PpS (present status) in QSi-l do

‘. .\

* define ST .to be the set of all N3’s (next
i . 1

%téths values) reachahle from PS whdn Ti

et -f is’ anplled to the renrespntatlon *

. o : - qetof“(ws reprasontatxon(tl PS Nq), ST)

" ' SSTNl <——JSQIN1 U sy :

kS

> tepeat ’ - ' N o A

* check . whether there is an uns pécified reception *
if SSINl =_emptv then reoort unspe01f1ed receptlon

Ca R N B ) \15—?
- . . _ else:contlnun sl

.

o -, * flnd all statuo values\Lhat can be reaqheé by

o . AR ‘ J. spontaneous. transitions from each .s;a;us'S]
| © in ssThi T e *
for each 53 in SSINi dé
. ;f- - <1 : ..3 =
‘ SSETK <<= empty |
C) ' : - * PATHS is the sét.of'aél'pﬁths stértiné at
i l - -8j and éﬁéinq at a status from which no
’ ' ‘ other s%ghtaneous transition is-poséfble‘*

sqtof'(PATH,_bathé(Sj,Sj,?ATH), PATHS )

-* do not include in"SSSTK multiple

occurrences of . status values in PATHS *



% Eor m=1 to ]PATHS[ do . .
_— a \\ GSSTK <—¥ 5SSTK' U PATHm in PATHS IS

repeat’ “": ) R

k=k+1, e R L T

‘?;)' febeat- . ’ ' ;}‘

; N ' : ]
L - . for. m=1- to k do’ o T \
SSi <-- SSi'U_SSSTm _ - ‘@;ﬁ
- N : - g ) . ‘ ’
repeat - !

repeat -
AKXk hr Rk kA" * - ‘

-y T
Y

Strictiy sbeaking, in the flr t part of © the algorithm,

feach éet'%Si QSTNI,u Ssmqjk etc. ‘consists of eiements of

the follow1nq type 1T, O qBT ,SAT] where

1 :  Tnput Tnteraction -ﬂ' - , | '

.‘.z

0 i outﬁbt Ihteractioh

- 8BT -Statqs nf the representa*lon before the tran51t10n

SAT : Status of the repreaenfatlon after the tran51tion

/

Recall that;in\section.i.d,.'a‘status of a representation

is defined as the contents of major state variables,
& ) S

- additional state- variables, internal buffers ‘ and input,

ohtput queues;" In'fact ‘each element of the above sets 15,'

' the parameter llSt of PROLOG procedure correspondlng to the

tepresentatlon - For example, - whep inpyt stimuelus Ii (say
¥ . ot
input-9) is* applieﬁ‘ito , an element of . SSi-1, {say
< ) : T .
[iflput-2,output- ?\q&irus—B,sgatus—4]),Nthe representation is
. P - L]

‘= . ‘
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e
* obtaln sefk 581 hy taklng the union of all SSSTk”s *f/
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invoked.by
éepresentatioh ([input—Q:QUTPUT,status—4,NEXTSTATUS]) which
-returns:the values for OUTPUT and NEXTSTATU% (say "output-5"
and "status-6", respectively),. Keeping these in mind, the
rest of the. alqorithm is given as follows:
*f*}*;**** ‘ -

PARTLII:-lCONSTRUCTION OF TRACES FOR EACH SIS

* construct an adjacency list from the sefs SSi“s * ;
for each SSi Ao |

for.each {1,0,58T,SAT] in SSi do

link [1,0,3AT] into the adjacency list of SBT

repeat’
repeat | - \\Y

* construct all possihle traces for IS *
setof (TRACE, allpaths(SSi,TRACE), TRACES)
repeat

end trace generator - .

proceﬁure: allpaths(Sl,TRﬁCE)
If there is a transition from S1 to S2 with I and O
then paths{SZ,T)‘
TRACE <-- T UOUT
else TRACE <-- empty
end if
end alipath;
procedure ? paths (CS,PSF,PATH)
* C5 is current status

DSF is the path formed sc far
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PATH 1s the resulting path *
* find 2 path from CS to a status from which
no‘other spontaneous transition is possiﬁle *
representation (éS,NS)
If there is a N§' U

then if NS is_a member_of pSF ~

o &

A

then réporﬁ;infinite;lqop
else PATHSF <-=- PSF U NS u
paths (NS,PATHSF,PATH)
\ end 1 . " a
else PATH <-— PATHSF i =
end if

{

~

end paths

i

S

Since an occurrence(éf an infifite idle looping (if anvy)

I's detected and documented, the akgorithm terminates with a

finite set of traces,, unless t;éﬁe‘ is éﬁijunspecifieéj,// .

reception. Thus, a trace generater bhas on the above
-.—-—/‘—;'J—‘/
algorithm generates a set of all possible irredundant traces
of a representation corresponding to a given sequence of
input stimuli. One then can select a representat{&e subset

of traces by considering onlvy the shortest among alg' of

those demonstrating cxﬁlic behaviour,
Ll .
The above algorithm has bheen implemented and extensivelv

tested. A PROLOG encoding of this algorithm is given in

Appendix G. This PROLOG procedure! denoted "totgen“,\
-

" receives an input interaction sequence anaiby applying this

R
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sequence of input interactions to rebresentation- K (e.qg.,

procedure "ts" or procedure "rts") generates all

-

corresponding traces or trajectories as sequences of input
and output interactions. Each interaction sequence 1is

represented as a list whose elements are in the form of:

.

where Tnteraction-Type is either "i" (stands for input)

or "o" (stands for output)

| ‘ <

TSAP-IAd is the identifier for the access point at

which the interaction oc?pg\s\:{N -

Note that if the interaction sequence congists of ohly input

interactions /th the TInteraction-Type is dropped for

simplicity.

Three examp £ qeherating traces of the abstract TS

provider are given/. in Appendix G. In these examples,
"totgen"  is invoked wvia procedure "run-totgen” - which

includes a group of sample input interaction sequences, Each

‘invocation of procedure “"run-totgen" contains the sequence

number of the input interaction sequence to be passed to

"totgen",

§ ' B

5.3.2, Ipput Directed Trajedtory Generation
' T

Since input directed tfajector generation is basj ally
the same as input directed trace generation, the a¥gorithm
. /-‘. l * .
for trace generation _may also be used for trajectory

generation, That is, the algorithm given in the previous

[Intéraction—Type,[TSAPFId,TS-Primitive—Type,TS-Primitive—Parameters]]



PAGE 175,

section genefates both traces of representation K and
trajectories of representation XK-1. Note that trajectory
generation involves a representation which Has already been
validated. Thus, one normally would not encountler the

problems such as unspecified receptions, deadlocks, infinfte

\.

LA

idle loopings that might occur during trace generation,
Therefore, the control steps included in the algorithm to
check the possihle occirrences of such ﬁfohlems may not be
necessary during trajectory generation, However, the
control steps may he preserved in order to permiE _the

algorithm to be emploved for bhoth trace and trajectory

generation. ’

Tt is important to note that once representation K has
heen wvalidated, certified traces obtained during its
g validation c&n he considered as trajectories for (or

potential traces of) repredsentation K+1.

»
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6. CONSESTENCYERECKING
N

-+

The two-way complementary consistency checking, namely
tréce and trajectory checking is a eritical component of the
life-cycle testiné approach. 1In this chapter, we first pre-
sent aqurithms for invocgtion routines which automatically
invoke PROLOG encodings of dxecutable reprgsentationé in
order to facilitate trace and trajectory checking. Then, we
present test architectures for local and remote testing of

protocol implementations being developed.

.

6.1. Trace-and Trajectory Checking

In this section, we demonstratg‘how . PROLOG procedﬁ{is
corresponding to *an ahstract representation K (e.éttt the -

detailed design of a system) are used to check:

a} whether traces obtained by'observihg the execution of
a less ahstract representation K+1 {(e.qg., an
implementation of tﬁe system) are permissible

execution histories and '

h) whether"%rajectories obtained by executing a more
abstract representation K-1 (e.qg., a functional -

specification of the system) are achievahle,

Recall that a trace or a trajectory is expressed in terms

"of inbut and output interactions of the representation that
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it is ohtafned from: A trace of representation K+1 is a
sequence of interactions observed during its execution
whereas a trajectorvy obtained frém representation K-1
corresponds to  an intendéd sequence of interactions of
representation K, Thus, checking both whether a trace of_
representétion_ K+1 is a permissible ‘execution historv or
whether a.trajgptory of representation K-1 is achievable mav
be pe}formed hy represen;ation K in the same mahner: In each
casé,_ the interaction séquence is read sequentiallv from
left Eo right and a match for the interaction sequence is
searched. For each input and output interaction all possible
states that the implemented proceés can assume and all
possihl; trénsitions (including internal transitioﬁs)
;llowed at those states are investigated. The states and
tfﬁﬂﬁitions -which do no£ follow from or 1lead to the
interaction being analyzed are not further considered in the
analysis.‘ Therefore, all subsequences of igﬁeractiOns which

-

do not leéd\Eo a match for the given interaction sequence

are eliminated?ﬁ

The search for a match may be gquided by carefully
constructing sequences of invocations of PROLOd procedurés
corresponding to executahle representation K ﬁrom a qiqgn
trace or a trajectory. In fact, assuming that no two input
Or no two output interactions may occur simultaneously at
the interaction points of a representation and -a
Eepresentation may have. only two interaé&ion points (say
éhannel a aﬁd channel by, the invocation sequence

L L
.
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construction process can be mechanized 'in the following

manner: ,

’ "
Step 1) Start with'the first interaction .in the given ‘

interaction sequence (a trace or a trajectory) to be
validated;
if the ‘interaction is an input interaction'Ié
(stands for ‘an input interaction at channel a)
and if it is followed by:
a) a;other input interaction at channel a, take ya
h) an input interaction at channel b, takk Ia
c) an outpuﬁ intéraction Oa at chaﬁnel a, take
Ia and Qa as a'pair and lééer (i1f the previous
‘invocation Fails to lead to a match for .the
interaction seguence) take Ta alone
[ d) an output interaction Ob at channel b take
la and Oh as a pair and later (if the previous
invoeation fails to lead to a match for the
interactionfﬁéﬁhence) take Ia alone

if the interaction 1% an output interaction Oa

then take.Oa alone

{Step 2} Consider the inpu‘ intéraction, the output
interaction, or the input—putéut interactiqn pair
obtained in step 1}, *!:E prepare the inwqcation for
the 'FROLOG procedure .corresponding  to executable
representation K. Since each representation - is

assumed to have two channels, each invocation for the

\l
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corresponding PROLOG procedure is a four-tuple
containing  the values of input and output
’ %

interactions occurring at these channels. Based on

the above assumptions, the following table summarizes

the possible invocations for representation X:

Interaction
Point A ~ Point B’

/ INPUT OUTPUT INPUT OUTPUT
Ia Oa void void
Ta void void void
Ta void void Ob

void Oa A void®™ = wvoid
voiad Oa Ib voiad
void void - b - Ob
void volid 1b void
void voiAd void Ob
void void void void

Notice that it may be required to  invoke
representation K by the last invocation in the table
in order to let the representation exacute any

internal transitioén, I

Step 3) - Consider the next 1interaction in the given
interaction sequence following the interaction pair
or single interaction obtained in step 2), and

continue likewise from étep 1,

Notice that the ahove assumptions are made for illustration
purposes ohly. 1In fact, this algorithm can he generalized
for cases where the ~representation has more than two
LS

interaction points easily. Both the above ‘algorithm and

several of its variations have been implementd&d in PROLOG
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and extensively tested,

o

(\«/J An invocation seqdenée can he applied to representation K
via a higher level PROTOG procedure, denoted the validator,
This thigher level- PROLOG procedure can also control and
monitor thé matching process and generate discrepancy
repofts. The efficient use of such highflevel PROLOG

control procedures has been reported in [Probh B8137.

Depending on whether or not a qivgn PROLOG implementation
corresponds to a deterministic or a non-deterministic systenm
functionality represengétion, different algorithms for
validators mav be designed. In the following suhsections,
We present two algorithms for validators of traces and
trajectories. In order to simplify the presentation we
assume that the- invocation sequence corEeSponding to a trace

Or trajectory is provided to the algorithm,

6.1.1. Validators for Deterministic Representations

Since in a deterministic representation  there are no
id%grnal transitions and not more than ong input initiated
transition at any state for a given input interactien, the
validation of a trace or trajectory is relatively simple. A
general form for validators 'for deterministic

representations is as follows: ®
. o

procedure: validator (INITIALSTATUS, IS, FINALSTATUS)

PRESENTSTATUS <-- INITIALSTATUS : *
g >



PAGE 181
for each invocation I in IS (invocation sequence) do
- rep'reSentatiori(I,‘ PRESENTSTATUS, NéXTSTATUS)
if NEXTSTATUS-i's undefined -
then repgi:i’sequence is invalid”y
else PRESENTSTATUS <-- iBXTSTATUS

endif

repeat ' N

1f PRESENTSTATUS #= FINALSTATUS P
. then report(’éequence is invalideﬂi_‘////‘
else report{“sequence is wvalid *) .
endif

end validator

1 . J}

The algorithm determines whether the trace or the téajectory
corresponding to the given invocétién sequeﬁbe is a valid or
an invalid interaction  sequence with respect to
representation X, Accordingly, starting from an initial
status, the algorithm applies invocatiisp/lone at a time to
the repreSehtation. Each invocation takes Ehe représentation
from one status (i.e.,"PRESENT STATUS) to the next (i.e.,
NEXT STATUS). The latter is assigned‘ as the new present
status of the representation when the next invocation is

applied.

’

However, ,if the current invocation fails to yield a next

[y

.status (i.e., NS is undefined), the algorithm can no longer
continue with the application of the invocation sequence and

terminates by declaring the intéraction sequence invalid.

v
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This is the, :case when the representation can not
legitimately change its status using the current invocation.
That is, there are no production rulés correspogding to a
status change with those values of input and# output
interaction v%fiahles or queues involved in the invocatioﬁ.
On the other hand, a given trace or t;ajectory is recognized
as a permissible interaction sequencé if the status of the
representation after the apélication of the last invocation

, |

1s the same as the given final status. TIf this\ & not the

case, then the algqorithm declares the given interaction

sequence invalid.

Note that this algorithm can also be used to check

whether a given status can be reached from another given

status by the application "of the invocation sequence 1S

This may he particularly useful for debufging ‘purposes.

-

.
o

6.1.2. Validators for Non-deterministic Representations

As -stated vpreviously, a non-deterministic representation
contains internal transitions and/or . more than one possible

input-initiated transition fqr,a. given input interaction at

1
some states, The existence of such transitions require a

more careful analysis during the validation of a trace or

trajectorv. The following algorithm is designed particularly

J :
f%r.applvﬁng invocation sequences Ffor a given trhce or a .

AN

. ‘ e C s s . '
trajectory to a non—determlnlsth‘repreSentatlon in order to

check whether the given trace or trajeCtory is permitted by

o
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the representation.

Due .to the non-deterministic " nature of  ‘the

represenfation, there may be more " than one possiBle status

that the representatlon may assumo after the appllcatgpn of

w

an 1nvocat10n For example, from a .given status, there may
be more than one possible input initiated transitionr(and
hence, more than one pOSSlble status that the represpntatlon
- may assume) _wlth an invocation consisting of 'aﬁrllnput
interaction at ‘one of the: interaction points of the
repfesentation. As well, there mav be 1nternal tranéltlons
causing sfatus chanqes from any-statps reached after ' the

f
application of the above invocation. Therefore a validator

should first ob®ain a set {SNS} of all,poésible next sﬁétus

values that he representation may assume after the

application off an invbcatioﬁ.{Ii) and then .apply the next

invocation (Ji+1) to each possible status in set sN8, and so

vocation Ii is applied) can be performed in three steps: .

’

a) The invocation TIi is applied to each status. in set

SPS (i.e., the set of all possible status values that

. &

the ‘representation can assume after the application
of the invocation Ii-1). Thiss}results in a set SSNS
which consists’ of all . pOSSlble status that can be

reached by thh\app11cat10n of Ii to each status in

. > ». "
SPS, without' letting theqrebresentathn change any

« ' ‘ ’ oo .

The construction of set SNS at step .1 (where. the.-
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¥

status via internal transitions.
s via tran

b} Let the répresentat&on execute each internal
't?ansifion possible at each status in SSNS and all
others reaéhable frém those in SSNS ‘by internal
transitions._. One way of accomplishing this is to °
‘apply 'a depth first search; that isﬂ fér each status
Sj; in SSNs, fiﬁdléll such paths thét‘staif from
status S§ and end ~at 3 status from which no other.
status can bhe reaqﬁéd by an internal transition. The

set. of status reached on such a path (including

status Sj) is the set LPSjk. ;
4 | _ ;
¢) Take the union of sets LPSjk, The ‘resulting set is

"the set SNS. .
_These steps are 'aesciibed in detail in the following

algorithm: . I

prbceadre:*vaiidamorgINiTIALSTATUS, IS, FINALSTATUS)
SPS <--. INITIALSTATUS . :

for'each_invocatidn Ii in IS ‘(invocation sequence) do
SSNS'<~—'emptY j
for éach status.bs in SPS (set of.present status) do
* invoke representation K by Tit
setof (NS, represenfation(Ii, PS, NS), LS)
?_LS is the set éf all such next status NS
reachable‘ﬁfdm Psrwith applicétioﬁ of Iix*

SSNS <-- SSNS U LS
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repeat " ‘ ik\
* 'SSNS is the 'set of all such next status NS°s ,
_ ’that can be reached from each status in_'éPé‘_‘
Qhen. Ii is applied to repreééntgtion‘ K * ; . €
"'* check whether thefe is an;énspecffied recép£ion o
if 'SS‘NS’= empty ' |
then report(”sequence is invalid”) exit
else continue -‘ ‘
* find.all such status values that can be reached
' by internal transitions from each status in SSNS *
for each PSj in 88NS do .
k <-= 1
LPSjk <-- empty-
* PATHS is the set of all paths starting at PSj
) and éndinq;at a status from which no other
" internal transition is possible *
setof (PATH, paths (PSj, PSj, PATH), PATHS)
- * remove multiple occurrences of status in PATHS n -
for m=1 to |PATHST do ' . B e ST
LPSjk. <-- LPSik U PATHm in PATHS
‘repeat ' ‘
k=k+l - - - @
repeat '
T ' -
* obtain set SNS by taking the union of all LPSjk“s *
for m=1 to k do ' : ' i E%
SNS <-- SNS U LPSjm -

repeat
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! * SNS is the set of all poss " statis phét
representation K can ?e after invocation.Ii
has heen applied to repregentation K . *
SPS <-- SNS '
‘repeat

* When there is no more ‘invocation in IS; check
whether the set SPS obtained at the last step
contains the FINALSTATUS or not -

for each status PS in SPS do

"if PS = FINALSTATUS

then report(“sequence is valid”) exit
else continue )

endif ' : be
repedt

report{“sequence is invalid”)

procedure : paths(CS, PSF, PA%H)
* find a path from CS to a status from which
no other internal transition is possihle *

representation (empty, C5, NS)

If there is a NS

then if NS is a_member of PSF
‘ then report error(“infinite-loop”) i
else PATHSF <-— PSF U'NS
) paths (NS, PATHSF, PATH) ;
end if

else PATH <-- PATHSF

end if

P Y
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eha paths . ' : Cor e

end validator,

The algorithm employs two procédures, namely, "setof" ang

"paths% which were discussed in section .5.3, Notice that the

'

representation which . is used.tp check "whether a given

trajectory is allowed, is the representation ynder test. -

Thus, cycle detection is presérved in prosedure "paths" in
order to perqif the alqbrithm.to be employed for both trace

and trajeétory checkihg_ : . . o . (\

An implemeﬁEation of this algorithm in, PROLOG (dehoted

hY

"checker"™) ~ is given in Appendix H, - ‘together with some

examples of trace and trajectory checking, Procedure

"checker" has ‘been integrated with an invocation sequen?B\__—”’E\\

generator (denoted‘“invoker") corresponding to the algorithm .

given in section 6.1. This composite validator (denoted
"totval") "is invoked by an input/outp&t’interaction sequénce
{(a trace or trajectory): The éiven iﬁteractionfséquence_is
passed to Tinvokér" which instead ofJ'prepéring the whqle
invocation sequence ani then Fqlling "checke;“, prépares

each individual invecation acd'calls "checker" with that

invocation, This process continues until the input/output

Ly

interaction sequence is found to he either’valid ¢r invalid.

L)

In the examples ‘included h{ @pbendix H, procedure
"totval™ is invoked via procedure "run-totval" which

contains a group of sample( interactien sequences. Each

]

RITY SN

£ e
ey A e
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invocation of procedure "run-totval" carries 'an invocation

[ -

sequence number which identifies the sequence to be pasSed
to "totval”, In these examples, traces of the refined TS

Y ) . ‘
.provider is checked by the abstract TS provider. That is,

"totval" isfused to invoke procedure "ts" to check whether - .

.

traces of procedure "rts" are permissible interaction
sSequences, Notice that when the given interaction sequence

is not achievahle or permissible’ an .error message is

printed,.

»
s

Thus far..in this chapter, algorithms which are used to
invoke executable system functionality representagidns for
checking Eheir_t;aces'aqd trajectories have been presented,
During the presentation of algorithms, the focus has been on
validating servic; and protocol specifications via their
executahble representatives constructed specifically fdé
validation pﬁrposes. However, the algorithms can also be
employed: for the validation of prétocol implementations
‘(i.e.;'cheqkinq the cénformance of a protocol implementation
with the protocol’ specification): Traces of an EUT
(Drotocdl implementation under test) can be checked by
employing the"exgcutable protocol épecification  (referred
procesé "tp" in section 4.4.3) via a procedure implementing
the algorithm 'given in section G.l.é. Similarly, a
procedure implementing the algorithm given in Section 6.1.1
can be used to cheék whether the trajectories obtained from
the protocol specification are realizable by the EUT. 1In

fact,. this alqgorithm mav also be implemented as a "test *hed"

~



.. (or as proposed by Roohmann, may be employed by an
1nteract1ve tester [Boch 83]) for "unit testing" [Myer 79]

. purposes.: - ; - ]

Udit,testing of prbtocél implementations is an importaﬂi

.valldatlon act1v1ty whlch is performed by the 1mplementor of
the EUT, qenPrally for debuqung purposes In unit test1qq,
theé EUT is tested Ln 1solatlﬁh from the rest of the. system

,via controlling and observ1ng _both its upper and lower
1nterfaces ' .o ' o P

- . . A

2

through performance - testé}“ certification tests .(i.e.,
. A ' -
demonstrating that the EUT conforms to the reference

protocol specification), acceptance tests etc.. These tests

are generally petformed when the EUT is integrated into the

~

rest of the system.' TIn the following section, .we present

test‘architectures that are bhased oﬁ a model which can be

incrementally expanded .into ~local and remote testing of

s

protocel implementations,

-~

L

. ' LT : PAGE 199/
3 . . . ) .

Besides unit -tegtinq, protocol implementations may- » ga -

e
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6.2. Architectures for Prétocol Implementation Testing '
3 - - - ~ Al - ; " - .

| . Ihithi§meséctibh, we present lbgical | test architectures:
T 9 ‘ . X i .
for’ 1ocaiﬁg(1abofatqryr an";emote ‘tesginq of protocol

1 L] -

P

- .. .mplémentations. - The architectures are’ based on a model

na which consists of - two open systems interacfing over a -

o~

e

v . .-
network connection. The model can he expanded incrementally

from a laboratorv environmeht to an environment for remote
* - : X L ) o ¢ S

testing -of .protocol "implementations.. ' This incremental
Sy A : A . . -

expansion offers a - variety of test configurations for

testing and debudging protocol implementétions during both

pre-release and post-release validation and maintenance
|\ - r - . - : * (1] -

‘ ‘§hases of the. protocol development. p;océss; . 'ITn  the
foilowing sectiaﬁsy, we present the proposed model, for test

oy °

arciiitectures,’ define.the testing compenents, and describe

4 ’ \

" the loqicdl.architbdkures for local and remote‘testing.
) A
6.2.1.‘§‘Model for Test Architectures . -

B
'.

The model is intended specifically for testiny 0SI
~ F] ' . . . . R .. i
protocol implementations for . conformance to particular

protocol specifications that they implement. We assume that
entity under'test, ‘abbriviated as EUT, {(Figure 6.1, is a
protocol implementation corresponding to one or more layers

in the Reference Model of 0SI [Zimm BLIf " If the EUT is
R~
intended to implement more~than one layer, the seruiqe that

the EUT provfdes to the user layer above is understood to be

»

. the sérviée provided by the uppermost layer implemented by.

. Ls .
<
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' “the EUT,‘ + To provide this service, the EUT. utilizes the
sérvice provided hy the next layér below its lowermost
layer. For examﬁle, if'the EUT corres$ponds to both session
E aﬁd transport 1averé, the. service it proviées 'and tﬁe
éerv1ce it utiliies will*be the session service and the

network service. respectlvely. ' I

The proposed model for test a;chitectdres is intended to

/

provide a deterministic testing capability whenever

. possible, Tn other words, except for certification testing,

i her~ the test components in the architegtures behave
Qrédi tabl? or their unnredictahle (unexpected) béhavior can
be:- tected and’ corrected before the effect of this

‘arbitrary hehavior bbntaminates the, application pf the rest
of the tes; sequence.: This capability enables the tester to
recreaté error_conditions and to gepeat the tests involving

+ L]

- those donditions.

G

HoweGer, the reéreatioé of erroc conditiops andﬁ§r .
cqfrectioﬁ‘of unpredictable (unexpected} behaviour of the:
components of a test architecéﬁre (e.q.,. uqﬁeflying
commu;ication” medium) may.ﬁnot,always be possible. For

A example, test 'archipectures for éertifica;ion testing are
hbased on the assumption that 6nly éhe upper layer interface
of the EUT is diée&tly accessiblé JB?gh 83]. fhusi- dﬁring
certification testing; neither the unexpected failures and’

abnormal behav1our of the underlylng commun1cat10n medlum

can he corrected nor those error conditions can he cteated

'\
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5
Service provided by the EUT '
upper __ . __ t \
interface | . . “
: ’ . Corresppnding to one or more
EUT 17 Tayers in the Reference Model
lower
interface T /
Service required.by the EUT
' H
s Figure 6.1 Entity Undfj Test
TEST ' O
MANAGER
TESTER SITE | iMPLEMENTER STTE
TEST SUPERVISOR TEST SUPERVISOR
(TSTS) _ (1STS) v
EMULATOR . ‘ ‘
FOR | EUT
PEER LAYER ) )
;
T T T T T
| ] ! I
| e
| ______ COMMUNICATION MEDIUM ‘ :
- ~ / - ~ .
TESTER SITE ' ) IMPLEMENTER SITE

Figure 6.2 A yé:;l for Test Architectures
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intentionally [UrPr 83a]. . 'Herce; deterministicf<te5ting
capability ieﬂ particularly intended'for ‘the éase where
testing is collabetat;ve with the EUT developer, 1\e., both
'upper aﬁH - lower 1nterfaces of the EUT are dlrectly
accessible, In fact, this is the main focus of the

following discussion.

Figure 6.2 describes the model for  the proposed

architectures, The model .consists of two open systems; -

namely' the tester site and the implementer site. The names
of Ehehsites are 1ntended to reflect the wview that testing
‘is performed by a group other than the implementing group,
The implementer site configuration consists of a test
superv;sor .iISTS)H anA the ,EUT- The tester site
configuratfen.consists‘of a test manager, ~a test supervisor
(TSTS), and an eﬁdiehdr.for the peer of the EUT. The

remaining layers - under the EUT and its peer - form the

underlying communication medium. A

« In this model the test management function (possibln

except for local Eestinq) is implemented in a distributed

fashion, The distributed test management is intended to.

allow for rapid test recevery and restart procedures and ‘to
avoiﬁ the need ﬁor a "testef-responder protocol" (cf. [Rayn
821). The distributed ma egement is facilitated by locally
storinglthe roles, of ea;h test supervisor corresponding.to

the test sequences to be applied.and by emplo#ing the same

algorithm ‘at  both sites for gJetermining the next test
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sequence, - '
N ' . -

.
r

48

Tt is assumed that test sequences are stored in rold
files in a predetermined order accérding to their coverage
af protocol functions. Thus, the synchronization hetween

0 - .‘ <
tester site and implementor site -is -enforced
a) by specific¢ ordering of service ﬁrimitives in each

test sequence during the application of that sequence

and
"h) by specific ‘ordering of. test sequences which is taken
into accoint by both copies of the 'stored algorithm

. 2 B
at the end of the e tion - of éach test sequence or

. in the case of a logs of - synchronization due to a

fFailure of either the EUT| or the communication medium

a test sequence.

during the application o o
~ M . N . - .

]

Moreover, the model allows a variety of possible designs

for the-.communication medium: One -example is communication .

via an emulator for thefpfotécol entity.below the peer of
the EUT in the teéter site and andther emulator for the rest
of the medium (including all the.layers up to .the EUT in&Ehe
implementer site). Another possibility involves wusing an
emulator for the prqtocol enéitv below thHe EUT, , another for
the one beloy the peer‘of'the EUT, and reppesenting'ﬁhe teét

of the medium with a single emulator or .with the actual.

. -«
lower-layer protocol implementations and a physical 1link.

e

e e .-' . .
P Y S

Tk
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N the following section we describe the test components -
" employed in the proposed logical architectures in. detail,.

-
)

s

-

6.2.2.'Componen£s of the Model

_Dufinq testing, the EUT is subjected to " controlled
.sequences of service‘ pgimitiyés' .across boéh. of its
idterface;} The séguences, of serVipe primitives correspond
to both normal (valid) and abndrmal (invalié, excéptional,
or error) .cases, The service primitives corresponding to
normalupt‘ﬁﬁbnormal behavior (e.g., -‘undefined or' oﬁt—of~
sequence requests) of the user of the EUT can be generéted
and applied. across its upper lafer interface by the ISTS

‘ e .

{see Figure 6;2). The service primitives which are applied
across the lower laver interface of the EUT correspond to

the cases related to nor@gl or abnormal behaviors of the

- -

F
peer user, the. peer protocol entity, and the underlying
)]

communication medium.- Sohe of the exqeptiopal and error
cases 1in th tést sequences should correspond to peer
protocol errors a—d exceptions, some to invalid lower layer
service primitives, and some others to failures of the

underlving communication medium.

In the proposed"ﬁodel, the mechanisms required to
generate f(and recognize) some of thoée cases in a controlled
fashion'ére provided by the emula?ors for the corresponding
protocol ehgfiies or layers under .the contrél of the test.

management mechanism. For example, the emulator for the péer
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-

protocol éntity‘is used to generate on demand peer protocol

drrors and éxceptions in terms Bf invalid protoco® data“

units - (PDU) as well as ﬁo provide the normal required

service of its laver, Similarly, the emulator for the next

el .

lower layer of the EUT is used to generate invalid service

primitives as wéll as valid ones as required by the test

Sequence script,. WNote that a basic difference -between

emulators and enhanced reference implementations" (cf. [Rayn
821) . of the prdtééol layers 1is that emuigtors can be
dﬁvéloped from scratch, - desigﬁéd to be independent éf
implementagionnspgcific feétures of the EUT, and thus become

mdfe.flexible and less' error-prone than "enhancing” 5%£Fady

existigg\implementations.

* b

As well, an emulator for the communication medium may be

used to delibe;ately generate exceptional and error cases
oy .

corresponding to failures of the underlying communication

medium (i.e., connection :resets and clears, etc.) in a
controlled fashion, This emulator can be a separate ﬁodule
providing the capability of generatiﬁg érror and exceptional
:ases as Qell_ as providing the required services at the
lower laver interfgbes of both the EUT and. its peer.
Alternatively, the émuigﬁor ©an be constructed by wusing

emulators for the protocol entities in the leyer below the

EUT -and its' peer .and representing the rests of .the

communication medium by a transformation” moduﬁg;;,j%his

transformation module provides the required transformation

3
of the service primitives and introduces the controlled

LY

R
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errors and exceptions. Y

W .
The emulators for both protocol entities and protocol

. layers (or the communication medium) are directed either by
the test manager or by the test supervisors. Basically, the

test supervisors (TSTS and ISTS) can-be consjdered as the

users of the service provided by the EUT and the emulator of
itsfﬂREgr in the tester site. They take éart in the

L

fapplication of the test sequence being executed By the test
*
hanager. They -act as communicating entitiés in the layer
above (next to the EUT) according to_their:roles which are
specified in test sequences. 1In fact, they.may read- their
roles from role files, initiate or respond to service
primitives, set timers, Jinitiate time-out mechanisms,
control and direct the emulators in their sites to generate

PDU”s and service primitives according to their roles, and

record observed interactions onto log files, Note that the

need for a‘"Test Briver-Responder Protocol"™ (cf. Rayn 82) or

-

a "Testing Protocol" (cf. Boch 83) between TSTS and ISTS is

avoided by supplying the role of the ISTS corresponding to

the test sessions to be -l4pplied in, advance. The

synchronization between the tester site and the I'mplementer

site is enforced by the specifag orderings of the service

’ K]

primitives received and transmitted during” the application

v

of a particular test sequence. As well, the test sequences
are stored in 'é predetermined order in each teét. file.
'Hencg,‘ in the case of a loss of synchronization between the
sites due to an error in the EUT, thé selection of the next

LY
L]

N\
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tesgl séqugnqe is performed by the copies of the same
algorithm implemented by bofh test supervisors. The ne?t
test sequence to be applied‘ is determined by this.algérfthm

according to“the test parameters and the results of

execution of previous test sequences,

-

The primary function of the test manager is to assist

test personnel to run the test procedures. A test procedure
‘9 . : .

tontains one or more test sessions involving the interaction

sequences observed and initiated by test supervisors, test

setup parameters, timing parameters, test reporting

\Tparameter§ all coded in a formal test procedure language

(e

[PrUr‘BB].‘ The test manager either automatically or- after
prohpting by the tester initiates a test session in the test
environment, The initiatip; and management of a test session
involves constructing test sequence ‘scripts defining the

roles of the test supervisors, initiating procedures (i.e.,

'timers, logging),” passing the roles and test’ barameter

values to test supervisors, and invoking the test supervisor

fesponsible for initiating connection establishment for the

" 1 N N ¢ ' . -
required connection in the current test session (or for the

first connection in . a test session involwving multi-

connections),

”»~
a

'Each test session is realized by the 'mutual interaction

of the ISTS afid TSTS. Reports on the actual test session can

" be generated from the log files at the end of the session

-

(or whenever it 1is no longer possible to. continuerwith the
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session). The actual test session concludes with the
detérminqtion of whether the test has failed,, succeededt or
should be re-applied. In addition, a decision needs to be
made as to whether to attempt to recover from a failed,

incomplete session and to continue the 'session. These

decisions are based on_the comparison of the expected
- a - *

interaction sequence to the observed interaction sequence.
R
We call the module in the test manager which performs this

comparison the test consultant (another common term is "test

oracle") .

LY

b 4

The complexity of'the comparison function xperfqrmed by

the test consultant varies with the predictability of thg

v
.

behavior of the communication medium, This funcgion is
trivial when the behavior of the communication medium is
predictabhle (i.e,, when an emulator for the communication
medium is being employed). Since énv anomalies introduced
by. the emulator are deliberatély generated (under the
‘Supe}visign q;rth%\ TSTS or  the test manager), a direct
comparison gf/the té?t\gequence tp the observed intefaction
égqﬁencefyg sufficieft £o decide Qhether the test failed or

succeeded.

On the other hand, when the behavior of the communication

medium-.is arbitrary (i.e.,, when a real connection is being

LI
employed) the test consultant provides a more complex

comparison function. First it should check whether the

arbitrary behavior of,the communication medium (reported by

s
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probes) has altered the way that the test sequence should
“~have been applied. T1f it has been altered then-the decision
should be either to reapply the test sequence or to recover
and continue; 1F the validity of the test has not been=
compromised, then the decision should be either to accept

the test or to reject-it.

As stated previously, a requiremen; for deterministic
testing is' to control and monitor the interactions taking
piace-across both 1interfaces of the EUT. '‘We propose using .
prohes at interfaces which are not directly controlled byl
test supervisors. Particularly, it may be useful.to place a
probe at the lower- laver interface of the EBUT in a test
environment c;;taining a real connection between siteé to
ensure that messages are not altered while they are in
transit due to failures of'the lower 'layers. It is also
possible-to embed a timing function inEq a probe to time
stamp the information ohtained as a snapshot, Such’
information may be uséd_to differentiate between the errors
caused bv the EBUT and the erfors inEEoduced by the

communicatinn medium,

We call a probe which merely takes snapshots of the

interactions across an  interface a passive probe, For
T e

example, a passive probe7may be integrated into the emulator

for the lower layer of the EUT or cah be a separate module

writing snapshots onto the log file primarily used 'by the

ISTS. On the other hand, we dall a probe which modifies
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interactions across an interface in addition to monitoring

, them an_'active probe.  For examplé,_ the emulator for the

vrotocol entity in the layér below the BUT can be considered
torbe‘ % active probg-directed by the ISTS to perform the
required modifications (i.e., correcgions) on certain
iqferactions. "A natural extenSign of utilizing probes on

the test environments 1is to provide the probes the ability

to access the role files directly to make them independent °

of test supervisors, We call such probes intelligent
probes, Intelligent probes perform "the required functions
according to the "control information they obtain fRom role

S

files comhined with infofmation describing the test context.

Tt is advantaéeOus to design the components of. a test
architecture Eo be as independent” of the implementation
spebific features of the real communication ﬁedium and/or
the ﬁUT as possible. Oné such feature is the ‘type and format
©of the service primitiges and protocol data. units _of
protocel layers. It 1is possible to design the test
components by assuming a spegific convention for the
associated %;Esage primiéivés. Once these message

primitives are specified, it is rather easy to develop

Encoders-Decoders (ED}) -to bridge the syntactic gap between

these primitives and ' the given implementation-specific
primitives employed by the EUT and the real communication
’medium. The encoders/decoders may then be coded either as
separate units or as 1integral parts of the emulators for

certain layers which have an interface with the EUT or the
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actual communication medium.

In the next section, we descrihe two possible logical
test architectures, " one for local testing and the other Ffor

remote -testing.

6.2.3. A Logical Test Architecture for 'Local Testing

Generally, the messages exchanged between commuP;cating
entities in computer communication networks are squect to
arbitrary transmission delavs, distortiong, reorderinqs over
connactions which themselves ma# arbitrarily be reset,
cleared, or disconnected. This arbitrary behavior.of the
communication mediym and the resultant anomalies shoud be

- taken into account during protocol implementation testing,

In the tést architectureg employing ‘an actual connection
between two open systems, there .is no control over,_lhe
behavior of the communication médium, In other words, the
anomalies introduced by -the communication medium can not
Ny .
‘directly be generatéd in a controlled fashion. They occur,
althouqh rqrel?, "in an unprgﬁictable way and their
occurrences have to be revealed during testing and should
not Se considered as errors caused -by the EUT. 1In addition
to this, certain exception and ‘error conditions cannot be
inducea a; the imple@enter sité by any action in the tester
site Adue to the limitatioﬁs imgosed by the actual

"communication medium (¢.f. (Rayn 81])?
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On the other hand, test architegtures employing an’

emulator for the communication.ﬁedium-provide the capability

' ]

of creating a controlled hostile environment for the EUT.-Tn

fact, the logical architecture given in Figure 6.3 describes

u

a local testing faci;ity whe the -behavior_ of the

communication medium and hence the lower laver interface of

>

the EUT are directly controlled by the test‘managér. The

emulator can be viewed as d software module designed to

. - D -
perform requir mapping functions,. to augment, K alter,- or
modify selected service: primitives{rﬂfto génerate_ certain
exception inditations and errors, and to gécord the

e

interactions

t its interfaces. This module can be.
constructed using emula&prs for the ‘torresponding lower
layer protoﬁol entities and service providers and a control

. . ’ -
sub-module interacting with the test manager, &

. . N [+ 1
The functions of the other test components in the
i 4
architecture given in Figure 6.3 are the same as described.

“--.- -

previously, Note that the test .manageér communicates
directly with hoth the TSTS and the ISTS.,” This provides an
alternative synchronization mechaniém between the éwo
(virtualy sites in . addition to the one provided by the

ordering of tests.

The emulator for the communication medium enables the
fest personnel to apﬁ%ﬁ\selected stimuli at the lower layer
interface of the BUT, particularly those which correspond to

tests to determine the defensive behavior of the EUT under

~
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abnormal and hostile conditions. Examples.for these tests
include out-of-sequence or unspecified service primitives,
logs or misorderings of PDU;s due to failures of the. layers
below the EUT for tesLinq @rror recovery proce@ufes, or

transmission delays for testing time-out mechanisms, etc.

.

The architecture for 1local testing can be ased for
pepform%nce testing and for debugging purposes, particularly. .
later in the development' process to facilitate regression
testing which is performegd on a modified implementation?with

.the previously applied test procedures, The 'éim Qf
regfgssion testing 15‘ ‘to ﬁerify that the modifications had

only the intended local effects and nothing more.

b

6.2.4. A Logical.Architecture for Remote Testing

—

+

Another logical architecture that cah be derived from e
'proposeé model for test archﬁteptures is given in Figure
; :

6.4. This architecture is’ intended specifically for remote

testing which is particularly ‘suitable for performance,

roMustness,  and acceptance testing of protocol

t). ‘-implementations. In remote testing the EUT is tested over

an actual connection bhetween the tester .site and the

1}

implementer site, The actual conneceion is realized, in
general, through some real networks. Accordingly, we assume
that the ‘1avers below the lower layer of the EUT and its

peer are represented by éctual'protocbl implementations over

a phvsical-link,
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The other two components of the communication medium for
laver N (the layer correspondlng to the EUT) are represented
by two emulators. Both of these emulators may perform the
funetipns of probes (active, intelligent) in addition to.the
functions described in section 6.2.3; Specifically, the

emulator for the N-1 protocol entity in the tester site may

hbe directed by the test manager, by the TSTS, or

-alternativelv may have access to the role file which

contains specific control instructions for the activation of

- certain functions during the application of each test

session, Tt can bhe used to provide N-1 service, perforﬁ
additional mapping functions (i.e., as Encoders/Decoders
({ED}), generate N-1 exceptions and errors, introduce
deliberate delays, record the.activity across its 1lower
laver interface into a log file, and ';eport any errors

encountered to the TSTS and/or the test manager.

On the other hand, the emulator for the N-1 protocol
entity in the implementer ~site has additional functions
relative to its peer in the tester site. These additional
functions are similar to those of the Portab;e Testing Unit
(PTU) (cf. [Rayn 82}). However, in our proposed architecture
a control protocol such as "PTU Control Protocol" is not
required bhetween this emulator and the emulator for N
protocol entity or N-1 protocol entity in the tester site.

Instead, the emulator operates independently (e.g., as an

1
hatl

- intelligent probe) and its operation is synchronized with

the rest of the environment through its direct access to the

=

RO
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role files containing control information as pfobe §cripts.
In addition to the functions-deécribed for its peer in the
tester site, ~ the emulator .uses the role file to genéra;e

. those conditions which cannot be induced at the lower layer

interface of the' EUT by anv action taking place in the

' tester site, Moreover, it can be used to maintain the

— -

synchronization hetween the tester site and the implementer.
site ' as well as to recover from errors and exceptions
introduced by the lower layers: The Eunctibns of the
remaining components ~in the proposed reﬁote testing

architecture are the same as described in the previous

section,

A variation of this arch;tecture {see F;gure 6.5) whi
does not include the-emulator for the N-1 protocol entity in
“the implementor site can he 'qsed for. certificat?oh testiﬁg.
Notice that in Figure 6.5 the lower layer interface of the
EUT is no'l;nqer directly accessible, Certification testing
related issues are covered é;tensively élsewhere [Rayﬁ 82;
Boch 827, Thgrefore, we do not attempt to elahorate on Ehe

. possible use of ‘this architecture for , certification

purposes.
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L

L

The validation approach presented in this thesis employs

testing.as a means of checking the consistency of system
- \

fudctionality representations produced throughout a typical

protocol 'development life-cycle. This life-cycle testing

.approach is realized by

1}  contructing executable représentations ‘
T

1i)}) revealing the sygtem funétionality captured by/:q

these representations in terms .of their externally

observable hehaviour (i.el, sequences of input and

output interactiops)-
-

iii) checking the mutual consistency of these

’ '

representations via their ‘externally -observable -

hehaviour,

-

Executablé representations are ‘constructed in an
attributed coAtext-free grammar formélism ‘énd encoded in
sequential bROﬂbG. * These representations describe ' the
system functionalif; in terms of externally observable

behaviour of the system (i.e., in terms of péssiblé\ivpes

l

. and orderings of interactions that the system exchanges w th‘

its environment), In this formalism, a .- grammar
corresponding to a representation defines all possible
L3 P

.orderings of input and output interactions via the poSsible

——_

tours of the state aee of global system status.. An

- M . b

.
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[ 4
'

integral part of such a grammar is the definition of_ali
pogéible sinéle global'sﬁaﬁﬁs “changes. ‘Assuming that each -
‘process is described by an extended FSM, each possiblé.
global status change is caused by a state transition in one
of the processes in the system. 1In fact, it is démoﬁstrq;ed
that_the‘ FDT language of ISO Sdbgroup B can bhe naturally
encoded in this attributed grammar formali%m.; At présenp, a_ .
prototype translation system @as been deée;pped to carrcy outwaw-ﬁ\
translations automatically from the extendéd FSM into the " 8
attributed grammar representation and from attributed

grammar representations into interpretable PROLOG encodings.

Tt is also observed that similar construction gtrategies can

be devised for other specification techniques such as "Horn-

Clauses" [Sidh’hBl aﬁd_"Abstrgct Data Typeé" [Logr 83], to

obtain gxécutable specifications in attributed'.grammars

encoded in PROLOG. - - ’ - 1

' The PROLOG prbcedﬁres implementing distinct
representations of the same system functionality produced at
each (succeSsiyg) phase(s) of the.protocol development li?e-
cycle can be executed as generators and validators of -both

.+ actual and potential execution histories which are obserwved
and intended ﬁeqﬁencesﬁ of input and output intgractiqns,
réspectively.ﬂ Briefly, a QROLOG encoding of representation ‘j
K (implementing all possible single global status chadgés

described in that_represéntatfon) can be executed

-

i) as a generator ,of its own actual execution

L
*

[
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“histories (called traces) or alternatively of
potential traces (called - traﬁéétories) of

representation X+1,

-

ii) as a validator in acceptor or. in recognizer mode to

check whether
‘ .

(a) traces of representation K+1 are permissible

and

(b) trajectories implied by representation K-1 are

-

achievable.

This capability allows a two-way consistency checking
scheme in which the consistency of representation_ K can be

checked against an élready validated representapion K-1 by

checking whether .

»

(a) traceifj,of representation K are allowed by

representation KQI‘(éalled trace checking) and

(b).trajectoriés dictated by representation K-1 are

achievahle by representatien X (called tr&jectory

a4

checking).

It is our tendency to regard trace and trajectory

checking as "“being .'complemgntary validation approaches,

. °
However, the degree of overlap between these two approaches

is for' further study. x

4

s
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An important requirement of both trace and trajecto;y
checki;g is the genefétion of a restricted set of
representativé tests as tracqs/;nd trajectories (or test
\
sequences), In this thesis, three different test generation
modés are idehtified: namely, systematié, user-quided, and
input—direc;ed generati;n, . For-‘systematic genqution, an
autoﬁated technique is presented for generating interaction
' - Lh "
sequeﬁces syntactically defined by the grammatical structure
underlying executable representations. Like products of
other systematic test generation techniques, the resulting
tests are restricted to checking the syntax ("control
structure”") of executab}e represéntétions. In ordér to
assign semantics to tests, a use:-éuideﬁ generation
methodology which aims at integratfng the tester”’s
o .

understanding.of communication protocols semantics into the

ation process is proposed. ‘This methodolggy

constructing  specifications of semantically
meaningful tests in an attribﬁted grammar formalism, The
resulting test grammar ‘is encoded iff PROLOG as a generator
_prodraﬁ which égn be executed in a wuser controlled manner.
Thé usefulness-~pf this methodology is demonstrated by
Lconstructing a test specification‘from a simplified class 0
transport pfotocql specif}cafion. The' develdpment of suc?
Eest-qpecifications early in the protocol development 1ife-
cycle ﬁay " provide a mechanism for  reconciliation of

communication service and protocol specifications.

' e‘
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Possible outcomes of both “sY ematic and user-directed
- .

test generation are generally édther sequehces of input

interactions alone (i.e., test se

igénces)

. ] : 4 - ‘
and output interactions {e.g., trajéctories or traces).

Another way of generating traces and trajectories of
executable repgesenta§ions is = execdting these
representations using aﬁ'set of selected sequénces of.input
interactions. This corresponds tq,input-éirected}qeneration
which is facilitated by a set of input intéf%ction sequences
selected either systematically or via user gquidance. Notice .
that input-dirgcted generation is not a new tegt generation
approach, rather it 1is an effec£ive and ;cqptrolled way of

generating externally observable = behavior” of

representations. & -«

' -
w

Algorithms for invocation routines which automatically
invoke a PROLOG procedure corresponding to a systém
functionality representation in oxder*.to generate or
validate traces and trajectories are presented in. the
thesis, These algorithms have been-implemented, executed,
and extensively tested, Some example runs together with
codes implementing  these qalqoritnms which .invoke . an

.

4
executable trangifrt service specificagion are given in

aprendices,
It is important to note . that these . algorithms  are
intended to avoid searching through the entire ‘state space

of global system status during generation and validation. of

+
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-

traces ‘and trajectories. Thus, the algorithms generate and

evaluate ‘only those paths which are implied by the given

. interaction sequence. As well, ~ the algorithms avoid

employing depth-first search through the state space
whenever possible in order to limit the amount of back-
tracking to those absolutely necessary cases, e.g., - to

generate alternative traces.

Our experience with this approach has heen limited. to
validating transport service and (élass 0)' trahsport
protocol specifications via, their “executabhle
representatives, The proposéd algorithms caﬁ potentially be
emploved for deBugqing protocol implementations during unit

testing. .In addition, test architectures for both local and

remote testing are, proposed for ° other protocol
implementation testing . practices, such as performance,
acceptance, certification testing where the EUT is’

in;egratéd to the rest qf the cowmunication system. The
architectures are particularly intended for collaborative
testing where the EUT developer permits direct access to
‘both upper and lower layer interf;ces of the EUT. The model

underlying test architectures employsm a distributed test

management function and thus avoids the need for a tester-

. -y

‘responder protocol,

@
Since the " existence of non-determinism . in  the

specifications allows certain choices for an implementation,

in general dynamic testing —.and {in particular trajectory
: .0 '

- g

r
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checking (whiéh are based on predetermined test cases or
sequences). both encounter some problems (cf. sections 2,1
and 3.1.3).’ In'prajecto;y checking, these problems avpear
only when the EUT (entity under test) is unable to provide '
capabilities to undo the choices that it has takén which do
"not lead to the expected response included in the applied
test sequence. In this -rerect, there is a need for an
adaptive testing stratedy which does not relv on the
predetermined expected hehavior of the EUT but rather adapts
to the unpredictable choices of the EUT in responding to
applied input stimuli, A possible and convenient way of
adapting to responses of the EUT seems to be employing the
\exe¢utable specification as an on-line test oracle. Further

research should be carried out along these lines.

It is our bélief that the generalit? 6f the,underlyiné
modeks (e.g9., extended FSM) a the uée of attributed
grammar formalisms extend the agij;cability of the approach
to other software development environments progressing via
step-wise refinements where syateﬁ specifications are
amenable to representations via Finite State based
formalisms. At the same time, it should Be noted that the
use of PROLOG ihterpre&ers as run time systems for
attributed grammar based representations resdIts in simplér
algorithms fér-trace and‘trajectory‘generators and checkers,
Thus, ' PROLOG provides a significant assist to implementing

our approach. _ .

& | - -
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APPENDIX A : TRANSPORT SER E SPECIFICATION IN EFSM FORMALESM

interactions

-

TS_accessﬁpoinf(TS_user,TS_provider) is
by TS user:

. T_CONNECT req (TCEPI:
- to T address
from T _address.
Q0TS request
options
TS_connect_data

TCEP identifier _type;
T address type;™ :
T address type;
quallty of_TS_type;
optlon tyve;

TS connect data_type)

-

TCEP identifier _type;
quallty of TS type-'
optlon tpeL, .

Ts_accept_data_type:

T _ACCEPT req(TCEPI
-~ QOTS_request
options
TS _accept

a8 ap

‘TCEP_identifier _type;

T DISCONNECT _req (TCEPI
: TS user reason type),

TS _user_ redson

T DATA _req (TCEPI
TSDU_fragment

TCEP_identifier type:
data fragment type),

by TS provider:

T_CONNECT_ind (TCEPI :
to T address
from T address
QoTS ™ request
options
TS, connect data

TCEP 1dent1f1er _type;

T ‘address tyoe; ™

T address type; .
quality of Ts _type;
option type;

TS connect data_type);:

49 o8 S8 80 B4 s

;‘ T_ACCEPZ. ind(TCEPI

= QOTS_request
options :
TS _accept

TCEP identifier _type;
qualltv of TS type,
option_ type),

TS accept édata type;

o

L1 LY N1

T DISCONNECT 1nd(TCEPI TCEP _identifier _type;
TS dlsconnect reason: TS dlsconnpct reeson type;
TS _user reason- : TS~ _user_ reason tvn?),

o
4 .

T_DATA_ ind(TCEPI 3 TCEP identifier __typer
ZQﬁDU_fraqment//H : data fragment type;

-end TS_access point; . d / .

1

-



_Transitions

_from (statel=idle) and (state2=idle)
- when AP1.T: CONNECT_req(TCEPI,to T ‘address, from T address,
. N - QOTS_request, requested options,
. . . TS_connect data )
pr*ded (no_congestion)
: (statel=wait for acc) and (state2=idle)
begin - T
TCEPl:=TCEPI:;
caller:=from T address:;
. Called:=to T address;
.+ bptions:=requested options;
> connect_data:=TS connect data;
buffer2l.clear; ~ - .
"bufferIl.clear;
end; .
provided (cohgestion) .
to (statelsidle) ang (state2=idle)

LA

begin
out APl.T ISCONNECT_ind(TCEPI,empty);
end; . - f - .

from (statel=wait;for_acb) and, {state2=idle)
. provided (connection request reaches the called user)
\“\\\ : to (statel=wait for acc) and (state2=waif for“acc);
) begin -7 - T T
TCEP2:=...; (* some unique identifier *)
TCEP2_QOTS_estimate:=,..; (* QOTS request *)°
out AP2.T_CONNECT ind(TCEP2,called,caller,
. - TCEP2_QOTS, estimate,
. connect data,options);
. end; -
provided (internal problem)
to (statel=idle) and (state2=idle)
begin |
out APl.T_DISCONNECT_ind(TCEPl,emgfy);
end;

from (statel=wait for acc) and (state2=wait for ace)
when AP2.T_ACCEPT req (TCEPI,QOTS request,
. s - requested option,TS accept data)
provided (TCEPI=TCEP2) - - -
to (§tatel=wait_for_acc) and (state2=data transfer)
begin : - . -
options:=requested options;  ° b}
accept_data:=TS accept data; Ty
. end; - . .
: K when AP2.T DISCONNECT req(TCEPI,TS user Treason)
provided (TCEPI=TCEP2) N
’/_/f © (statel=wait for_acc) and {state2=disconnect).
begin. : ) ) '
) . . TS_reason:=TS user initiated termination;
usEr_reasop:;?S;us@r_reason - L

end; . _ . /s
provided (internal problem) :
. to (statel=wait for acc) and (state2=disconnect)
begin - =



...".
@S_reason:=...:
user reason:=empty;

4

end; _
provided (internal problem) '
to (statel=disconnect) and (state2=wai;_for_acc)

begin \\
TS_reason:=.,,;
user_reason:=empty; »
. out APl.T_DISCONNECT_ind(TCEPI,TS;reason,user_reason):
end; . ‘

»

from (state1=wai;_fop_acc) and (state2=data transfer)
provided (accept .indication reaches the caller)
to (statel=data_transfer) and (stateZ=data transfer) -
begin ' - -
. TCEP2_QOTS estimate:=.,.; .
out AP1.T_ACCEPT ind(TCEP1,TCEP1 QOTS estimate,

options,accept data);
end:

when AP2.T_DATA req(TCEPI,TSDU fragment)
provided (f1ow_control~tq_TrEnspor;_Entity_is_ready)
and (TCEPI=TCEP?) ‘
to (statel=wait for _acc) and (statgz=datq_transfeEJ

begin -
buffeer.append(TSDU_fragment);
end;

pfovided (internal pfoblem)

to (statel=disconnect) and (state2=datq_transfer)
begin

TS_reason:=,.,;
user_reason:=empty;

end;
provided (internal problem)
to (statel=wait for acc) and {state2=disconnect)
begin -~ | . T = ' '
TS _reason:=,,,:
user_reason:=empty; |
out AP2.T_ DISCONNECT ind(TCEP1,TS_reason_reason);
end; - -
from (statel=data transfer) and (state2=data transfer)
when APLl.T DATA req(TCEPI,TSDU fragmenty
provided (flow control tg Transport Entity is ready)
and (TCEPI=TCEP3) - -
to (statel=data_transfer) and (state2=data transfer)
begin ' . -
bufferk@.append(TSDUﬂfragment):
end; . T
provided hufferlz.get_next(datq_fragment)=/ empty
and (flow control to user is ready)
to (statel=data transfer) and (state2=data_transfer)
begin - : A

AP2.T_DATA_ind(TCEP2,data_fragment):
end; .. 4 -
@

+

out sz.T_DISCONNECT_ind(TCEpz,Ts_reason,user_reason);-

out Kpl.T_DISCONNECT_ind(TCEpl,Ts_reason,user_:eason);



when APZ.T_DATA_req(TCEPl,TSDU_fragment)
- - provided (flow control to Transport Entity is ready)"
s and (TCEPI=TCEP1Y - -
to (statel=data transfer) and (state2=datq;transfer)
begin - ' :

bufférzl.anpend(TSDu;fragment);

end; e ,
provided buffer21.ge't next(data fragment) =/ empty
and (flow control to user is ready) - '
- to (statel=data transfeTr) and (5tdEe2=data_transfer)
.begin -
out APl.TﬁDATA_ind(TCEPI,datq_fragment):
end: -
when APL.T DISCONNECT req(TCEPI,TS user reason) ’
provided (TCEPI=TCEF1) - .
to (statel=disconnect) and (state2=data_transfer)
begin '
TS _reason:=TS user initiated termination;
user_reason:=TS \yser reason; ’
end; - - ’
when AP2.T DISCONNECT req {TCEPI,TS user reason)
provided (TCEPI=TCEP2) . - -
to (statel=data transfer)} and {state2=disconnect)
begin - '
TS_reason:=TS_user_initiated_termination;
user ‘reason:=TS user reason;
end; - -
provided (internal problem) :
to (statel=data transfer) and - {state2=disconnect)
begin -
TS_reason:=...:
user_reason:=empty;
out APZ.T_DISCONNECT_ind{TCEPZ,TS_reason,user_reason);
end; N ) o
provided (internal problem)
to (statél=disconnect) and (state2=data_transfer)
begin i
TS reason:=, ..,
user_reason:xzempty;
out KPl.T_DISCONNECT_ind(TCEPl,TS_reason,user_reason):
end: o .

t

LY

from {statel=disconnect) and ((state2=datq_transfer) or
(state2=wait for acc))
provided (disconnect reaches_the called user)
to (statel=idle) and (state2=Idle;)
begin ‘
out AP2.T_DISCONNECT_ind(TCEPZ,Ts_reason,usér_reason);

iy

end;

from_((statel=data transfer) or (statel=wai§_for acc))
. and (state2=disconnect) -
‘ provided (disconnect  reaches the calling user)
to (statel=idle) and (state2=1dle) -
- begin . ‘ .
4 out APl.T_DISCONNECT_ind(TCEPl,TSﬁYeason,user reason);
end; : .

-

end; (* transitionsr)



APPENDIX B : TRANSPORT SERVICE SPECIFICATION IN AG FORMAL}SM

tservice(PIIﬂl,PUIGI,PIlﬁz,Pﬂlﬁz,PSl,PSZ,PBI2,PB21) - ts(PIIDl,PDIDI.PIIGZ,PUIEE,PSI,PSE,PBI2,PBZI,
- ' NIIDI,HUIGI,NIIDZ,NUIGZ,NSI,NSE,HBIZ,NBEI)
continue(NIIOL,NGIO1,NITQZ,ND 102, NST,NS2, NBI2, NR21).

-cuhtinue(PIIDI,PDIGI,PIfﬂ2,PDIGZ,PSI,PS2,PBI2,P321) ::= PS1 EQ ‘idle’ AND P52 EO ‘idle’ enply
I
tS(PIIGI,POIﬂl,PIIDE,PUID2.PSI,PSE.PBIQ,PEE .
NIIO1,NOIAY,HII02,NOI02,NS1,NS2, NB12,4B21)
cuntinue(NIIGl.NﬂIﬂl.HIIG2,NGIRB,NSI.NSB,HBIH,HB21).

_ ts(PIID],PﬁIGl,PIID2,PUIQ2,351,PS2,P312,P821,NIIDI,NUIGI,F;IQZ,PDIG2,NSI,HSB,PBIZ.PBQI) M-
P51 EQ *idle’ AND PS2 EQ ‘idle’ AND is_firstof(?liﬂl,’apl,tcreq,P’) AND congestion
restof (FIIG1,NTI0)) I='apl,tcreq,p’ Cinput(D) "

NSl=‘idle’ NS2=’idle’ 0="apl,tdind, provider’ lastof (POI01,NOI01,0) output(0) . '
ts(PIIQl,PDIOl,PIIDZ,POIﬂz,PSl,PSZ,PﬁlZ,PBZl,NIIGl,POIGI,EIIGZ,FUIRZ,HS],NSZ,NBIZ NE21) ii=
PS1 EQ'idle’ AND PS2 EQ ‘idie’ AND is_firstof(PIIﬂl,’apl,tcr9q,P‘2 AND no_gongestion

resiof(PII0L,NIIOL) I="apl,tereq, P’ input(])
NS1="wait_accept’ NS2='idle’ actions_1(NR12,NR21})

PS1 EQ 'data_transfer’ AND PS2 Eg ‘data_transfer’ ANR is_firstof (P1I01,apl,{dave, IE/) AND
flnu_cnntrul_to_tpentity_ready resto? (PTIA1.NIIDL) 1=‘apl,tdatr,DE’ inpyt(I}
NSl='data_transfer’ N52='data_transfer’ actions_2(PB12,PR31,NB12,MB21, E)

A

PS) EQ ‘data_transfer’ AND P52 E0 ‘data_transfer’ AND is_tirstof(PIIQ
restof (PTIOL,NIIAL) I='apl,tdreq,user’ input{I) .
W51="disconnect’ NS2=‘data_transfer’ actions_3(PB12,PB21.NR1I2,NR2D) . '

’apl:tdreq.user')

is(PIIO],PDIOI,PIIGZ,PUIDE,PSI.PS2,EBIQ,PBEi,PIIGl,Nﬂlﬂl,PIIB2,PGIQ21NSI,NSZ,NHI2,NBEI) e

P51 ER ‘wait_accept’ AND PS2 B0 ’idle’ AND internal problem -
HS1='idle’ NS2=’idle’ actions_4(PB12,PB21,NB12,NB21) 0="apl,tdind, provider lastof (PDIRI,NOIGI, 0 output(0)

"PS1 EQ ‘wait_accept’ AND PS2 EQ ‘wail_accept’ AND internal problea
N51='disconnect’ NS2='wait_accept’ actions _5(PB12,PB21,NB12,NEQY)
J="apl,tdind,provider lastof (FDI01,NOINI;0) output{0)

P81 EQ ‘wait_accept’ AND PS2 EQ ‘data_transter’ AND no_internal _problen
NS1="data_transfer’ NS2='data_transfer’ actiuns_ﬁ(?BlZ,ggﬂl,NBIZ,NBEl)
=‘apl,taind,p’ lastof (POIOL,NDIOL,D) oubput{0) .

PS1 EQ ‘wait_accept’ AND P32 Eg ‘data_lransfer’ AND internal_problea i
N51='disconnect’ N52="data_transfer actions 7(PB12,PB21,MB12,NB21)
{='al,tdind,provider’ lastof (POI01,NOIOL, D) autput (D)

P81 EQ ‘data_transfer’ AND PS2 Ef ‘data_transfer’ SHD not(PB2L EQ eapty) AND flew control taq user ready
NSi=‘data_transfer’ NSZ=’data_tj§isfer‘ actions_8(PRI12,NB12) ¢ ‘

get_next_buffer(PB21,DF,NB21} 02 apl,tdati,DF’ lastof (POIAL.40101,0) output(0)

PS1 EQ ‘data_transter’* aND PS2 0 ‘data_transfer’ AMD internal problem
H51="disconnect ’ NS2='data_transfer’ actiunsm9(P812,P821,NB&Z,HB2IJ
0='apl,tdind, pravider’ lastof (POI0I,ND10L,0) cutput{D)

! . .

(P5) ER 'data_transter’ | PS1 EQ ‘uait_accept‘)i AND PS2 EQ 'discornect’

H51='idle’ WNS2=‘idle’ actions_lO(PBLZ,PR21,NR12,NB21} ‘ : '

0="apl,tdind,R’ lastof(POIOL,NDIGL,0) output(0) , ; . !



L 4
'

tstPIIdi,PUIGI,PIIDZ,POIGZ,PSI,PS B12,PB2L,PII0Y,POI0L,PIIO2,NOIO2, N1 52, NBL2, NB21) $:=
’s1 EQ ‘wait_accept’ ANK PS2 EQ ‘idle’ AND no_internal_problen

NS1="wait_accept’ NS2<"wai{ acceot’ actiuns_ll(?ﬂlZ.PBZl.HBI2.N821?

0='ap2,tcind, P’ lastof(POIO2,NDI02,0) outout ()

P51 EQ ‘vait_accept’ AND P32 EQ ‘wait_accept’ AND intermal _probles
N81='wait_accept’ NS2='disconnect’ actions_12(PB12,PR21,NB12,NR21} =
0="ap2, tdind, provider’ lastof(POI02,ND102,0) output(C}

P51 EQ@ ‘wait_accept’ QHD ﬁéa EQ ‘data_transfer’ AND irternal prodlen
N81='wait_accept’ WS2=’'disconnect’ actions_13(PB12,FB2],HB12,NB21)
0="ap2,tdind,provider’ lastof(P0IN2,N0INZ,0) output(0)

PS1 EQ ‘data_transfer’ AND PS2 E0 ‘data_transfer’ AND not(PBI2 E3 empiy) AND low_control to_user_ready
NS1="data transfer’ NS2='Mata_transfer’ actions 14(PR21,NE21)

get_next_buffer(?B@P,Nmm 0="ap2,tdati,DF lastof (POIOZ,MOI0Z,0 cutput(D)

PS1 EQ ‘data_transfer’ AND PS2 ER "data_transfer’ AND internal_prt;ble
NS1='data_transter’ NS2='disconnect’ actions 15(PB12,PB21,NR12,NE21) i -
0='ap2,idipd,provider’ lastof(POIO2,N0102.0) output()

discnnneci’ AND (P52 EQ “data_transfer’ | PS2 EQ ‘wait_accept’)
NS1=’idle’ NG2='idle’ actions_16(PB12,PB21,NB12,NB21)
="ap2,tdind,R’ lastof(FOI02,MDI02,0) output(l) .

ts(PIIDl,PU*hl,PIIOZ,PHIDE,PSI,PS2,PBIZ,PB21.PIIGI,PUIGI,NIIGB,POID2,N81,NSE,NBIB,NBZI) S
»

PS1 EQ ‘wait_accept’ AND PS2.EQ ‘wait_accept’ AND is_firstof(P1102,'3p2,tareq,P’) ' )

restof{PII102,N1I02) I=‘ap2,tareq,P’ input(I) -

NS1='wait_accept’ NS2='data tramsfer’ actions_17{PBi2,PR21,NB12,NR2I) ) s
¢

PS1 EQ ‘wait’accept’ AND PS2 IO ‘wait_accept’ AND is_tirstof (PII02,ap2,tdreq,user)
restof(PII02,NI102) I='ap2,idreq,user’ input(I) -
NS1=‘wait_accept’ N52="disconnect’ actions_LB(PB12,PB21,NB12,NE2])
L X .

PS1 EQ ‘wait_accept’ AND PS2 EQ ‘data_transfer’ AND is_firstof (PI102./ap2,tdatr,DF’) AND O
' ! flow_conirol _to_tpentity_ready restof(PIIGZ,NII02) [='ap2,tdatr,DE’ input(D)

N51='wait accept’ NS2='data_transfer’ actions_19(PB12,PB21,NB12,4B21,0F)

P51 EQ ‘data_transfer’ AND PS2 EQ ‘data_transfer’ AND is_firstof (PII02,/3p2,1datr,DE’) AND
flow_control_to_tpentity ready restof{PIIQ2,NII02) ="apd, tdatr ,BE' input(I)
N31='data_franster’ NS2=’data_transfer’ actions_20(PE12,PB2]1,NBY2,NB21,1E)

|

' PSTp%G ‘data _iransfer’ AND PS2 EQ ‘data_transfer’ AND is_firstof(PI102,’ap2,tdreq,user’)

restaS(PIIGZ,NIIGZ) I="apd,idreq,user’ input(I}

b " NSl='data_transter’ "NS2='disconnect’ actions 21(PB12,PB2]1,NB12,NB2L) .

“input(Id  fi= print{fi,’) print(D), & !
output(D) :i= print(‘o,’) "print(D). '

resto(01,02) ii= Q2=tail_of(Q1).
is_firstof(X,Y) ::= Y EQ@ head of(X).
lastof(01,02,0) ::= NO=List(0) Q2=3ppend(0l,N0),



APPENDIX C : PROLOG ENCODING OF TRANSPORT SERVICE SPECIFICATION

tservice (P1101,P0101, 1102, POIG2, PSE , P52, PBI2, PB21) - ts(PIIAL,POI0Y,PII0Z,POT02, PSL, P52, PBIZ, B2,

] NLI01,NOIOL,NET02,N0102,N51,N52, NBL12,HB21},
. continue(NI101,N0101,H1102,NOTG2,NS1 ,N62, NB12, NB2L) .

continue(F1I01,POIG],P1102,P0IG2, id1e,idle,PRI2,PB2L).
continue(P1Y01,POI01,P1I02,PO102,PS1,FS2,PRI2,PB2L) :- ts(PIIA1,POIAI,PIIAZ, POI02,P81,PS2,PB12,08R21,
' N1IQI,NOIOI,NITO2,N0102,N51,K52,KB12,HB21)
cnntxnue(NIIﬂl NOI01,N¥I02,NOTO2, N1, NS2, NB12,KB2L).

ts(PII01, FbIO! +F1102,P0102,FS1,PS2,PR12,PR21,N1101,NO 1G], P1IO2,POIOZ, NS, NS2, PRIZ, PR2L) :-

" (PSl=idle, PS52= 1dde, is f1rstof(PIIﬂl sLapl,tereq,PD), congesiion, .
restof (PII01,NIIGL), I-[apl tereq,P3, input(I), ot

NSl=idle, NS2=idle, O=Lapl,idind,provider, lasto?(POIOL,NDIO1,0), output(d)).
b P 1101, FOI0L, P1102, POIGZ, PSL, PS2, 312, P21, HI1AL, POI0L, PLI02, OTG2, NS N2, 12, HB21) -

(PSl=idle, PS2=idlp, is fxrstat(PIIﬂl s[apl,tereq,P1), no_congestion,
restof (PHOL,NII0L), I=Capl tereq,P], input(I},

NSl=vait_accept, NS2=idle, actions l(PBIQ.PﬁZI NB12,NB21})

(PS1=data_transfer, PS2=data_transfer, is_firstof(P1IO1 »Lapl, tdatr DEJ), flow_conirol_to 1nentxty ready,
Testaf (PI101,NI101), 1=Capl,tdatr,DE], input(Dd, )

N5l=data_transfer, NE2=data_transfer, actions_2¢PB12,FR21,NB1Z,NB21,DF)}

(PSl-data _transter, pS2= data _transfer, is_firsto?(FIIDL,[apl,tdreq,userl},
restof (PIIQL,NTIOL), I=[apl,tdreq,user], input(I),

NS1= dxsconnect, N52 =data _transfer, actians 3(P312 PB21,NBL2,NB21} ).
ts(PIIOl,POIOl,PIIGZ,PUID.,PSI,PSZ,PBIZ,PBZI,PIIDI,NOIOI,PIIDQ.POIBZ,NSI.st,HBlZ,NB2l) H

(PSl=uait_accept, PS2=idle, internal_problen,

NSl=idle, NS2=idle, actions_4(PB12,PB2],NB12,HB21), O=[apl, tdlnd,provxder],
lastnf(PUIQI NOIO1,3), output(d)) .

(FSl=vait_accept, PS2=wait_accept, internal _probles,
¥S1=discannect, NS2=wait_accept, actions_§(PR12,PB21,NB12.HB21),

' 0=Eap1,tdind,provi§er]; lastof(POINL,NOIOL,0), output(D))
(PSl=wait_accept, PS2=data_transfer, no_internal _problea,
KSl=data_transfer, NS2=data_transfer, actions_G(PB12,PB21.KB1Z,NB21),
0=Capl,taind,P1, lastof(POICI,NOINL,D), output(D))

-
»

(P81=vait_accept, PS2=data_transter, internal_problen,
NSl=disconnect, KS2=data transfer, actions_7(PB12,PR21,MB12,NB21),
0=[al, tdind,providerl, lastof(POI0L,NOIOZ,C), oy

-

(PSl=data_transfer, PS2=data_transfer, aet4¥f21=(1), tlow_control _to_user gady,
H81=data_transfer, “H52=data _transter, actions 8(PBI12 NBI&), -

qet_next buffer(PBZl +DE,NB21),-0=[apl, tdati,DE], lastnf(PUIﬂl.NGIGI,U;}‘DQ ut(0))

-

(PSl=data_transfer, PS2=data_transter,’ internal problen,
NSl=disconnect, NS2=data_transfer, actions_9(PBI2,PB21,NBI2 JNB21),
0={apl,tdind,provider], lastot(POIGL HDIGI,O),,output(O))

-u

)
((P51=data_transter ;PSl=wait accept), PS2=disconnect,
N5l=idle, NSZ=idle, actions_10(PB12,PR21,RB12,K821),
0=Capl,tdind,R], lasiof(POI1,NOIAL,0}, outpul(l)).



ts(mm,?nlnl,Prmz,Poloz,991,Psz,mz,pazl,Prml,mml,P'Imz.nomz,nm,st,nslz,usmJ :-

(PSt=wait_accept, PS2=idle, no_internal problea,
N91=ua%t_accept, N52=wait_accept, actions 11(PB12,PB21,NB12,NB21),
O?Eapz,tcind,P],-lastor(PUIUE,NUIGZ,U), sutput(0)y

NSI=wait_accept, N$2=disconne t,'actions_lZ(PBl2,PBZl,NBIE.NBal),

(P5l=wait_accept, P92=uait_35§§pt, internal_probles,
0={ap2,tdind,provider], lasto

{POIO2,ND162,0, output(D))

(PSl=wait_accept, PS2=data_transfer, internal_probles,
NSl=wait_accept, N$2=disconnect actj ns_13(PB12,PB21,NB12,NB21),
ﬂ=[apz,tdind,prov_iderJ, lastof (P10 (NDIG2,0), output(D))

(PSl=data_transfer, PS2=data_transtenl not(PB12=(1), flou_control,to_user_ready,
NSl=data_transfer, N52=data_transfer, actions_l4(PB21,NB21),

get_next_buffer(PBIZ,DE,NBIZ), 0=[ap2,tdati,DE], lastof (POIA2,N0102,0), output(0))

-a

(PSl=data_transter, P82=data_transfer, internal _problew,
NSl=data_transter, NS2;d{scunnect, actinns_lS(PBlz,PBZI,HBIZ,NBZI),
0=[ap2,tdind,prnvider],'lastof(PﬁIﬂ?,NOIﬁz,O), output (0))

(PSl=disconnect, (PS2=data_transfgp =wait_accept),
MSl=idle, NS2=idle, actiong 6 B12,PB21,NB12,NB21), )

O=Lap2,tdind,R1, Ligtot(POIN2,N0I02,0), autput(0)).
ts(mul,mml,'Pnua,pux'ga\,m,Psz,mz,Ple,Pmu,P{Jml,Nxmz,romz,nm,st,nmz,r_wzl) - '

(PS1=wait_accept, PS23 t_accept, is_firstot(PIIOZ,[ap2,tareq,P]),
restof (P1102,N1102), I=[ap2,tareq,P], input(I}, '
NSl=wait_aceept, NS2=data_transter, actions_17(PB12,PB21,NB12,NB21}) .
(PS1=uait_accept, PS2=wait_accept, is_rirstof(PIIOZ,[apZ,tdreq,user]),
restof (P1102,N1102), I={ap2,tdraq,user, input(D), )

NSl=wait accept, NS2=disconnect, actions_18(PB12,PB21,NB12,NB21)}

. (PSI=uait_accept, P52=data_traq5ter, is_rirstof(PIIO2,[ap2,tdatr,DEJ), flou_caﬂtrol_to_tpentity_ready,
restof (P1102,N1102), I=(ap2,t&atr, DF], input(I), i
NSl=wait_accept, NS2=data _transser, actions_19(PB12,P321,NBIZ,NBEI,DF))

-

(PSl=data_transter, PS2=data_transter, is_rirstnf(PIIOE,[apZ,tdatr,DE]), flou_controlhto_tpentity_ready,
restof (P1102,N1102), 1={ap2,tdatr,DF], input (1),

NSl=data_transter, NS2=data_transter, actiuns_20(PBl2,P321,HBIZ,NBZI,DF))

(PSl=dat3_transfer, P82=d5ta_transfér, is_firstnf{PIIGZ,IapZ,tdreq,user]),
restof (PII62,N1102), =[ap2,tdreq,user], input(},
NSl=data_transfer, N52=disconnect, actinns_Zl(PBIZ,P@ZI,NBIE,NBZI)).

input(l) :- print(‘i,*); print(D),
output{Q) i- print{‘o,"), print(0},

restof(_, 1,
is_firstof([X]Y1,X).
lastot(_, , ).



congestion,

no_congestion.
internal_pgrobles.

no_internal problem.
flow_control_to_tpentity ready.
flow_control to_user_ready.

actions_1(X,Y,X,Y).

actions_ 2(Bl X NBI X.DF) c bufferi2 append(Bl LDE1,NB1},
actions_ 31X Y).
actions_4(X,Y,X, Y)
actions_ﬁtX,Y,X,YJ.
actions_6(X,Y,X,Y).
actions_7{X,Y,X,Y).
actions_8(X,X).
actions_9(X,Y,X,Y).
- actions_10(X,Y,X,Y),
actions_11{X,Y,X,Y}.
actions_12(X,Y,X,Y).
actions_L3(X,Y,X,Y}.
actions_l4(X,X}.
actiens _15{X,Y,X.Y).
actions_16(X,Y,X,Y}.
actions_17(X,Y,X,Y).
actions_IB(X,Y,X,Y). .
actions_19(X,B2,X,%B2,DF) :- buffer2l_append(B2,[BF1,NB2),
actions_20(X,B2,X,NB2,DF) i~ buffer2l_append(B2,[DEI,NB2).
actions_3L(X,Y,X,Y). )

bufferl2 append(B1,DF,NB1) :- append(B1,DE,NB1).
buffer2l _append(BZ,DE,NB2) :- append(B2,DF,NB2).

qet_next_bufferl2({DF|NB13,DEF,HB1).
) 9et_next_buffer21([DElNB2J,DE,NBZ).

append{l]1,X,X).
append([H]Tl] L, LH|I2D) 3- append(Tl L;I2).



-

APPENDIX D : ABSTRACT TRANSPORT SERVICE PROVIDER : PROCEDURE "TS"

ts(t[I,UJ,[v,v]],[PSl,PSZ,PBl2,P521],[PSI,PSE,PRIZ,PBZIJ)‘:-
F5l=idle, PS2=idle, I=Lapl,tereq,pl, congestion,
no_action, 0=Capl,tdind,provider].

ts([tI,v],[v,vJ],[PSl,PSZ,PBIZ,PB?IJ,[NSI,NSZ,HBIZ,Nﬁall) -
(PS1=idle, PS2=idle, I=Lapl,tcreq,pl, ne_congestion,

« NSl=wait_accept, NS2=idle, act?ons_l{PBlz,Nﬁlz,PB2l,HBZI))

' ,

e (PS1=data_transfer, PS2=data_transfer, I=[apl,tdatr,DE], fluu_control_to_tpentity_ready,
NSl=data_transfer,.ﬂ52=data_tran5fer, actions_E(PBlE,NB{E,PBEl,NBﬂl,DE))

(PSl=data_transfer, P52=data_transter, I=Lapl,tdreq,user],
N51=disconnect, H52=data_transfe1: ¢ actions 3(PB12,NR12,PR21,NR21)),

ts(f[v,DJ,[v,v]]?[PSl,PS2,P812,PB2IJ,[NSI,HSE,NBIB;Nﬂzll) -
{PS1=wait_accept, P§2=idle, internal problenm, . _
NSl=idle, NS2=idle, actions_4(PB12,NB1Z,PB21,NB21), G={apl,tdind,providerd)

-

{(PS)=wait_accept, -P52=wait_accept, internal_probles,
NS1=disconnect, NS2=wait_accept, actions_StFBl2,NBIZ,FBZI,HB21), 0=Capl,tdind,providerd)

fPSl=uait_accept, PSZ=data_transfer, no_internal_problem,
NSl=data_tqan5fer, N82=data_transfer,'actions_G(PBIZ,HBIE,PBEI,NBEI),‘0=[apl,taind,pid

(PS1=vait_accept, PS2=data_transter, internal_problea, .
NS1=disconnect, NS2=data_transter, actions_7(PB12,NB12,PB21,NB21}, 0=Lapl,tdind,provider])

(PSl=data_transter, P82=data_transfer!not(P321={]), flow_control_to_user_ready,
KSl=data_transter, N§2=data_transfer, actions_8(PBI12,NB12),
get_nexthbufferzl(PBZI!DF,NB21), 0=Lapi,tdati,DFD)

(PSl=data_transter, PS2=data_transter, interral_problen, ’ S
KSl=disconnect, NS2=data_transfer, actions_9(PBI2,NB12,PR21,NR21}, 0=Capl,tdind,provider

((PS1=data_transfer 1PSl=wait_accept), PSl=discompect, -
{(internal probles, R=provider) 1(no_internal _groblen, R=user)),
NSi=idle, NS2=idle, actions_lofPBlZ,NBlZ,PBZl,HBEI), 0=[apl,tdind,R1),

ts([[v,yl,[v,ﬂ]i,[PSl,ﬁSf,PBIE,PB21],[NSl,NSZ,NBIE,NB21]) H

- {PSl=wait_accept, PS2=idle, no_internal_probles; .
N51=wait_accept, N62=wait _accept, actions_ll(PBIZ,NBIE,PBZI.NBBI)5 0=Lap2,teind,pl)

' : .

(PS1=wait_accept, PS2=vait_accept, internal probles,

NSl=wait_accept, NS2=disconnect, actions_12(PB12,NR12,PB21,NB21), 0=Lap2,tdind, provider])

(PS1=wait_accept, PS2=data transter, internal_problen, e )
NSl=wait_accept, NS2=discomnect, actinns_13(PBlZ,NBlE.PBZl,HBBI), 0slap2,tdind,providerd)
! - -
{PSl=data_transter, PS2=data_transter, not{PR12=[1), flow_control_to_user_ready,
NS1=data_transfer, NS2=data_transfer., actions_14(PR21;NBI1},
9et_next_buffer12(PB12,DF,NB12), 0=Cap2,tdati,DFD)
- .
. {(PSl=data_transter, PS2=data_transter, internal :problen, :
. NS1=data_iransfer, NS2=disconnect, actiun;_lﬁ(PBIZ,NBIZ.PB21,NBZI), 0=Cap2,tdind,pravider])
; ‘ .
(PS1=disconnect, (PS2=data_transfer 1PS2=wait_aceept),
({internal_problem, R=provider) ;(no_internal_problen.'R=user)),
‘NSl=idle, NS2=idle, actions_l6(PB12,NB12,FB21,NR21), 0=[ap2,tdird,R1).

/



ts([[v,v],[I,v]],[PSI,PSZ,PBI2,BB?1],INSI,NSZ,HBIZ
{PSl=wait_accept, P32=wait_accept, I=[ap2,tareq,pl,

NSl=wait_accept, NS2=data_transter, actions

NSl=wait_aceept, NS2=disconnect, actions_18

-

NB21D) - - -

“

_17(PB12,NB12,PR2],NB21))

(PSl=wait_accept, PS2=vait_accept, I=[ap2,tdreq,userl,

(PB12,KB12,PB21,NB21))

(PS1=wait_accept, _992=daté_transfér, I=Iap2,tdatr,DE],'flou_control_to_tpentity‘ready,

MSl=wait_accept, NS2=data_transfer, actions
NSl=data_transfer, NSd=data_transfer, actions

MSl=data_transfer, NS2=disconnect, actions 21

no_action.
actions_1(B1, B1,B2, B2),

_19(PB12,NB12,PB21,NB21, D) )

(PSl=data_transfer, PS2=data_transfer, I1=Cap2,tdatr,DE], low_control io_tpentity ready,
_20(PB12,NB12,FB21,NB21, DE))

(PS1=data_transter, PS2=data_transter, I={ap2,tdreq,user],

(PB12,NB12,PB21.NB21)),

actions 2(R1,NB1,B2, B2,DE) :- bufferl2_append(B1,CDE],NR1).

actions_3(BY, B1,B2, B2),

actions_4(B1, B1,B2, B2).

actions_5(Bl, Bl,B2, B2),

actions_6(B1, Bl,B2, B2).

actions_7(Bl1, B1,B2, B2).

actions_B8(B,B).

actions_9(81, BI,B2, B2),

actions_10(B1, B1,B2, B2).

actions_11(B1, B1,B2, B2).

actions_)2(Bl, B1,B2, B2).

actions_13(pl, B1,B2, BJ).

actions_l4(B,B),

actions_15(R1, B1,B2, B2).

actions_16(R1, B1,82, B2),

ns_17(R1, BI,B2, B2).

actions_13(B1, B1,B2, B2).

actions_19(Bl, B1,B2,NB2,DE) ;- butfer2l_append{R2
actions_20(B1, B1,B2,NB2,DE) :~ butfer2] append(p?
actions_21(Bl, B1,B2, B2).

bufferl2_append(B1,DE,NR1) :- append(BL,DE,NBL).
buffer2l _append(B2,DF,HB2) :- append(B2,DE,NB2).

get_next_bufferl2(LDE|NB11,DF,NB1).
qet_next_butfer2i([DF|NB23,DF,NB2).

- ['setparam_tsp’l, .
- set_parans(0,1,1,0).

-

,CDE1,NB2).
,LDE1,NB2),

3



APPENDIX E : MINIMUM COVER CONSTRUCTION FOR FSM SPECIFICATEONS

G

e

: PROC OPTIONS (MAIN);

DLL FILEl FILE INPUT , ’ » ) -
© ENV(F BLKSIZE (80)): -
D EG , TSG) FILE OUTRUT ‘

(F BLKSIZE(80)); .

DUCTION , STRING) CHAR(80)L-WVARYING; . -

CL (STATE , NEXTSTATE , IN ' OUT) CHAR (20) VARYING’ '
DCL NOTEOF BIT(l) INITIAL(”1°B);

DCL (N , M , IS , MAX , LAST) FIXED INITIAL{0D);

ON ENDFILE (FILEl) NOTEOF = “0° B;

PUT FILE (REG) SKIP(lO),

PUT FILE (REG) EDIT (“REGULAR GRAMMAR )(COL(BO),A(lG)),

PR B RO TREE L

GET FILE(FILEl)‘LIST(STA E , IN , OUT , NEXTSTATE) ; =
IS = SUBSTR(STATE , 2 , }); o
DO WHILE {NOTEOF) ;
IF (INDEX(STRING , STATE) = 0) THEN DO;
IF (LAST = 1) THEN DO;
PRODUCTION = * .| EMPTY”
PUT FILE (REG) SKIP EDIT(PRODUCTION) (COL (2) ,A):
END; /* IF */
PUT FILE{REG) SKIP(5);

PRODUCTION = STATE || “ --> “ || IN {[. “ “ || NEXTSTATE;
PUT FILE (REG) SKIP EDIT (PRODUCTION) (COL(2),A);
N N + 1;

TRING = STRING || STATE;

IF (M > MAX)THEN ,
MAX = M;

M=1;

LAST = LAST + 1;

END;: . .

ELSE DO; -

- -

PRODUCTION = | || IN || © “* || NEXTSTATE;
PUT FILE (REG) SKIP EDIT(PRODUCTION) (con(z) JAY;: -
M=M+1r ~
END; /* ELSE *
GET FILE (FILE1M LIST(STATE , IN , OUT , NEXTSTATE);
END; /* DO WHILE */

NOTEOF = “17B;

MAX = MAX + 1; .
CLOSE FILE (FILE1); : e
OPEN FILE (FILEl) INPUT; - , -
BEGIN; . 7
’DCL 1 ADJ(N , MAX) , . .
2 GUARD FIXED (2}, : ™
2 PSTATE FIXED(l), '

2 INP CHAR{20) VARYING, -
2 OUTP CHAR(20) VARYING :
2 NSTATE‘FIXED(I),

DCL SAVE (N);
DCL (P , T , J , K, L ,» SUB) FIXED INITIAL(0); g
DCL, PRESENT CHAR(ZO) VARYING INITIAL("]);



ON ENDFILE (FILEl) NOTEOF = “(”B; : ' T X
GET FILE(FILEl) LIST(STATE , IN ,.ougﬁ, NEXTSTATE) ; .
i =0: . i
" DO WHILE (NOTEOF);
J = 1:
I=1I+ 1;
IF (PRESENT “= STATE) THEN DO;
CALL INITMAT;
PRESENT = STATE:;
SUB = ADJ(I , J).NSTATE;
IF (SUB = IS | SUB = TI) THEN
. P =P + 1 o~
J = 2; §
GET FILE(FILEl) LIST(STATE , IN ,OUT NEXTSTATE) ;
DO WHILE ( (PRESENT = STATE)' & (NOTEOF) ) ;
CALL INITMAT; - _
SUB = ADJ(I , J).NSTATE;
IF (SUB = 1S | SUB = I) THEN
P =P + 1;
J=J + 1; .
GET FILE(FILEl) LIST(STATE , IN , OUT NEXTSTATE) ;
END; /* DO WHILE */
END; /* IF */ -
END; /* DO WHILE */ ' :
PUT FILE (REG) SKIP(10);
PUT FILE{REG) EDIT (“MINIMAL "COVER”) (COL (30) ,A);
CALL AUXNT; '
PUT FILE (REG) SKIP(5);
DO I =1 TO N;
PUT FILE(TSG) EDIT (°P”,I,
DO J =1 TO (SAVE(I) - 1):
Jl'

-

e hriee e me el L

“(7) (COL(2),A(1),F(1),A(1));

PUT FILE (TSG) EDIT ( Y (A(2)):
END; /* DO J */ _ 'f
PUT FILE(TSG) EDIT (“1).”) (A(3));
END; /* DO/I */ .
PUT FILE(REG) SKIP(10); .
PUT FILE (REG) EDIT (“ATTRIBUTED GRAMMAR") (COL (30) ,A(18));
PUT FILE (REG) SKIP(5): '

DO I = 1 TO N; _ . A
K= 1; .
DO J = 1 TO MAX: o . . »
IF (J <= SAVE(T)) THEN DO;
PUT FILE(REG) EDIT (° S*) (COL (2) ,A(2))
PUT FILE(REG) EDIT (ADJ.(I,J) .PSTATE) JF (L)) ;
PUT FILE(REG) EDIT (“ = GS*) (A(9));
PUT FILE(REG) EDIT (ADJ (14J) .PSTATE,K) (F(1),F(1));
. PUT FILE(REG) EDIT (° LE °) (A(4)); o
PUT FILE(REG) EDIT (ADJ (I,J) .GUARD) (F (1)
PUT FILE(REG) EDIT (“ : "1 INC(GS™) (A (11)
PUT FILE(REG) EDIT (ADJ {1,J) .PSTATE,K) (F
PUT FILE(REG) EDIT (“) I(”) (A(5));
PUT FILE(REG) EDIT (ADJ(I,J).INP) (A); ) i
PUT FILE({REG) EDIT (") O©O(°) (A): . : 4

o W

)3 B ¢
):
(1) ,F(1));




FILE (REG)
FILE (REG)
FILE (REG)
FILE (REG)
FILE (TSG)

"PUT
PUT
PUT
PUT
PUT
PUT FILE (TSG)

pUT
PUT

FILE (TSG)
FILE (TSG)

.PRODUCTION = “ ,
DO L = 1 TO (SAVE(I) - 1);
'~ PRODUCTION

¢

)

EDIT (ADJ(I,J) OUTP) (a);
EDIT (°) 87) (A):
EDIT (ADJ(I,J) NSTATE)
SKIP;
EDIT (“s8”

(F(1)):

{1,J3) PSTATE
- (1),A(1)); .

-,

=

PRODUCTION || “*,

END; /* DO T, */
PRODUCTION = PRODUCTION || “%)~
. LAST = 1; ’
CALL STROUT;
. PUT FILE(TSG) EBIT (°) .& LE(") (A(Q)),
. PUT FILE(TSG) EDIT (“*GS”,ADJ(I,J).PSTATE +K)
(A(3),F(1),F(1));

PUT__RILE (TSG) EDIT (“,”,ADJ(I,J).GUARD,”)") ..

N A E)A));

I PUT FILE[TSG) EDIT (“& DELAX{P",ADJ(I,J).PSTATE)

PUT FILE(TSG) EfIT (°

(COL (2} ,A(25));

(A(34));

. (COL (30) R (10) ,F(1));
PUT FILE(TSG (PRODUCTION )’) (A,A(1));
PUT FILE(T " (J& SUM(*GS } {COL({30),A(10));
PUT FI ADJ(I,J) .PSTATE,K) (F(l),F(l));
PUT FILE (TSG) (“,1,*G)} ") (A(G)). .
PUT FILE(TSG) EDIT\("& ADDAX(P”,ADJ(I,J) PSTATE U
i ~ (COL (30) ,A{10) ,F ¢1) A(Ll));
“\ LAST = 0;
’> CALL STROUT; -
: PUT FILE(TSG) EDIT (’)‘) (A(1)); "
(f\\‘ - PUT FILE(TSG) EDIT ("& ' IN(“““,ADJ(I,J). INP."‘)‘)
. (COL (30) ,A(7) ,A qu)),
PUT FILE(TSG) EDIT (& OUT(“‘,ADJ(I ) OUTP, ") ")
' . (COL (30) ,A(8) ,A,A(2)); .
PUT FILE(TSG) EDIT (“& S”,ADJ(I,J).NST 'E, .‘)
(COL (30) ,A(4),F (1) ,A{
- K=K+ 1
END; /* IF */
END;: /* DO */ ’
END; /* DO */ o
PUT FILE(TSG) EDIT (“IN(*X) <- WRITECH (*X).")
. {COL (2) ,A(24));
PUT FILE(TSG) EDIT (“OUT(*X) <- WRITECH({"“("“)~")

& WRITECH(*X) & WRITECH("")””").”")




STROUT : PROC;
DCL A FIXED; .

DOA =1 TO (SAVE(I) - 1);

. IF (A=K) & (LAST = 9) THEN
' puT FILE (TSG) EDIT ({“*G,”)
ELSE DQ;

PUT FILE(TSG) EDIT (“*GS”,ADJ(I,J).PSTATE,A,”
(A(3),F(L),F(1),A(L1));
END: /* ELSE */

Y

-~

END; /* DO A */ - ‘ e

IF (K = SAVE(I) & LAST = 0) THEN : . e
., PUT FILE(TSG) EDIT (“*G)“) (A(3)): - -
ELSE . =

PUT FILE(TSG) ‘EDIT (“*GS",ADJ(I,J).PSTATE,SAVE(I),”)")
(A(3),F(1),F(1) ,A(L));

-

END STROUT;

INITMAT : PROC; i . .
ADJ(I , J).PSTATE = SUBSTR(STATE , 2 , 1);
ADJ(I , J).INP = IN; b ’
ADJ(I , J).OUTP = OUT; : . ‘
ADJ(I , J) .NSTATE = SUBGTR(NEXTSTATE
SAVE(I} = SAVE(I) + 1:

END INITMAT;

AUXNT: PROCEDURE;

DCL (K,L,M) FIXED BIN(31);
DCL (MAT(1:99,1:99,4),STA(1:99,4) ,LAB(1: 99)) FIXED BIN(31);:

M=N+ 1;

DO I = 1 TO N BY 1;
L =TI+ 1;
J = 1;

DO WHILE (J <= SAVE(I));
IF (ADJ(I,J) .NSTATE = }iL

THEN ¥
DO;
M=M=+ 1;
MAT(L,M,1) = 0;
MAT (L,M,2) = 1:
MAT (L,M,3) = 999;
MAT {(M,N+P+2,1) = 1; :
MAT (M,N+P+%2,2) = 1; ~/
MAT (M,N+P+2,3) = 999; .
END; -
ELSE ' ol
r//_ﬁ DO;
@ IF (ADJ (I J) NSTATE = I). -
: THEN - ' .
DO: - ,
M=M+ 1;

MAT(L,M,1) = 0;

-




L . ) A ) /
© L ) *'—.."E':f/j/ - :
MAT (L ,M,2) =-1;
MAT (L,M,3) = 999; .
MAT (M,L,1) =, 1; - L
"MAT (M,L,2) = 1;
MAT(M,L,3) = 999;
END: .
, ELSE ; _ ’ :
PO; . . . ' oo
K = ADJ(I,J) .NSTATE + 1; 5
*MAT(L,K,1) = 1; . 4
MAT (L,K,2) ="L;~ . 5 *
. , MAT (L ,K, 3) :,453; : . %
END; .
END; V‘
J=J + 1; .
END: .
END;
DOI =2TON+P + 1 BY 13 _
M= 0; .
DOJ = 2 TON + P + 2 BY 1;
& ‘M = M + MAT(I,J,2);
END; _
MAT(I,N + P + 3,3) = M;
END: .
'DOJ = 2TON+ P + 2 BY 1;
M= 90; ° o
DO I =2TONG+“TP+ 2 BY 1;
M =M+ MAT(I,J,2);
" END;
MAT (1,7,3) = M;_
END; : . .o 4
MAT(2,N + P + 2,3) = 999; . '
, MAT(N + P + 2,2,3) =

999;

N =N+ P + 2; ‘

DOI =1 TO N BY 1; .
LAB(I) = 05 . >
DOJ =1TO 4 BY 1; -

STA(I,J) = 0;
END: '

END;

CFB = 1; ~

STA(1,1)

STA(1,4)

L =1 S

LAB(1l) = 1

I 1;

J N + 1:

DO WHILE (CFB > 0);

IF (CFB = 1)
THEN * . i _,.'_.'....
DO; : : ' . s

DO WHILE (J > 0); . . .
IF (MAT{(I,J3,3) > 0 & LAB(J)Y = 0 & MAT(I,J(3)>MAT(IfJ,4))

THEN

nn
[

-

.
N\
Pk

»
a

- .

ety

%v;‘,-. . N



DO;

: LAB(J) = 1; °
" L=L+1; % ‘ ®
. . STAL,L) = J: A
o STA(L,2) = I; ~
- STA(L,3) = 0;

M = MAT(1,J,3) - MAT (I,J,4);
IF (M < STA(L-1,4})
THEN STA (L, 4)

ELSE STA(L,4)
I.=J; '

IF (I "= N+ 1) THEN J = N + 2; : _ g
i END;s .
: : J =J - 1; ' T

END; X e
IF (I = N +'1) A * -

THEN ] '

‘PO; - R

DO K =1L TO 2 BY -1; . e

~IF (STA{K,3) = 0) .
‘ THEN MAT (STA (K,2) ,STA(K,1),4)
. | MAT (STA(K,2) ,STA(K,1),4)
ELSE MAT (STA(K,1),STA(K,2),4)
MAT (STA (K, 1) ,STA(K, 2}, 4)

T

M;
STA (L-1,4);

[ I O
=

END;
N DO K= 2 TON + 1 BY 1;
. LAB (K) = 0; e
DO M=1T0 4 BY 1;
STA (K,M) = 0; -
_ END; T
END;
I
J
L
END;
.ELSE ”~
DO;
IF (I =) THEN CFB = {;
ELSE DO;

1; ‘ T '
N+ 1; : Q& L

1;

mnn

END; ' — -

END; - .

IF (CFB = 2)
THEN .
DO; _ - ¢
DO WHILE (I>183J > 1); - - .
IF (MAT(I,J,3) > 0 & LAB(I) = 0 MAT (1,J,4)>MAT (I:J,2))
Doy o

8 LAB(I) = 1;




4

LY N -

L=1L+ 1;,.
STA(L,1) = I
: STA(L,2) = J
¢ STA (L, 3}

M = MAT(I,J,4) --MAT(I,J,?2);

IF (M < STA(L-1,4)) :

THEN STA (L, 4)
ELSE STA(L,4)

- e we
[}

M;
STA(L—1,4);

J = 1; )
“~ I=I+1; ' i
END;
I=1I-01;
END; N '
) IF (0 =1 & I.> 1)
THEN 4
DO;
J =N+ 1; D}
' CFB = 1
END; -
. . ELSE 5
e, - DO;
©- LAB (STA (L,1)) = 0;
M = STA(L,3);
L=T..-]_:

IF (STA(L,1) = 1)
THEN CFB = (;
ELSE

£ . DO:

: . IF (M = 0)
b T THEN

*///” : DO; r - ) )

I = STA(L,1):
J = J - 1;
* CFB = 1;
END: .
a ' "ELSE . ¢
. DO; - o
! I.=J - 1; .
’ J = STA(L,1);
- CFB = 2; )
END; )
END:
END; "
END;
END;
N =N- 2;
DO.I = 2 TON + 1 BY 1; ‘ '
DOJ = 2 TON + 2 BY 1: Co ‘
MAT(I,J,4): = MAT(I,J,4) + MAT(I,J,2); o
END; e
: END; : . | . .
v DOT =1 T0O N BY 1; .
v ' LAB (I) = 0;

DO J = 1 TO 4-BY 1}




r

STA(I,J) = 0; - ’ :

END; . : v
END; ’
CFB ‘= 2;
STA(1,1)
STA (1, 4)
L = 1; .
LAB(N + 2) = 1;

J =N+ 2;
I =N+ 1;
DO WHILE (CFB > 0):
IF (CFB = 2) '
THEN
DO
DO WHILE (I > 1);

IF (MAT(I,J,2) > 0 & LAB(I) = 0 & MAT(I,J,4)>MAT(I,J,2))
’ THEN '

DO;

LAB (I) =
L=L 4+
STA(L,1Y
STA (L, 2) J;

.STA (L, 3) 1;

M = MAT(1,7,4) - MAT (I ,J,2);
IF (M < STA (L -~ I, 1))

1;
999;

nou

-

N H o~ =
-

THEN STA(L,4) = M; ° _ , .
ELSE STA(L,4) = STA(L - 1,4); :
J = I;
IF (J = 2) THEN I = N + 2%
~ END; - \
I=1-1; .
END: - .
IF (J = 2)
THEN ,

DO; L
M =.STA (L, 4);
-DO K =1L TO0 2 BY -1;
IF (STA(K,3) = 0) .
THEN MAT(STA(K,2),STA(K,1),4)
MAT(STA(K,B),STA(K,l),4)
ELSE MAT(STA(K,I),STA(K,Z),4)

Fa

10 o+ u®™.
=

MAT (STA(K,1) ,STA (K, 2),4) M;

"END; )
. DOK=2TON+ 1 BY 1; ' -
‘ LAB (K) & 0; _ ' ‘

DO M =1 TO 4 BY-.1;
STA(K,M) = 0;
. END:

END; ! -

L=l; - e

J =N+ 2; @ 4

I =N+ 1; 3
END;
ELSE :




»

*DO; . -
IF (J = N 4+ 2) THEN CFB = 0;
ELSE .
DO;
I =J;
J =N+ 2; :
CFB = 1;
END; J
' END; . :
END; _ :
IF (CFBNe_1) . .
) THEN .
DO; ‘ ‘
DO WHILE (J > 1 & I > 1); -
IF (MAT(I,J,2) > 0 & LAB(JY) = 0)
THEN — . k
DO; \\J
LAB(J) = 1;
=1L+ 1; -
STA(L,]_) = H
STA(L,Z) = : .
STA(L,3)! = 0; -
STA(L,4) = STA(L - Y,4);.
I = 1;
) J =T + 1:; I
END;
Jg=J - 1: .
END:
IF (T =1 & J > 1)
THEN
DO;
I =N+ 1;
CFB = 24 '
END: . .
ELSE - . _ -
) . DO; ' . .
J LAB{STA(L,1)) = 0; - '
M = STA(L,3); | . '
L=1L- l;
"IF (STA(L,1) = 1)
.THEN CFB = 0; "y
ELSE _
DO; ' o .
IF (M = 0) X .
. THEN . " .
DO; -
J=1-1;
I = STA(L,1);
. - CFB = 1; B
T \ END} : : o - ' _.“
- - ELSE
;) DO; ) .
. I ‘= I - 1: . . - C'
J = STA(L,Ll): . ﬁ
N
i(uz;‘ig



. CFrB = 2;
- END;
END;
END;
, END;
END;
N =N - p; i}
DOI =2TON+ 1 BY 1;
K=1I-1;
L = 0;
DOJ =2TONS+ P i 2 BY 1;
IF (MAT(I,J,4) ~= 0)
THEN,”
DO; ¥ .
L=L+1;
. IF (MAT(I,J,1) = 1)
, . THEN ADJ(K,L).GUARD = MAT(X,J,4);
ELSE : “ -
Do; . _
IF (MAT(I,J,4) = T(J,N+P+2,4) |
" MAT(I,7,4) = MAN(J,I,4))
’ THEN ADJAK;L).GUARRL= MAT(I,J,4);
-  ELSE ADJ (K,L) .GUARD = 0;
END: *
END:
END;
END;
DO'I = 1 TO N; j
DO J = 1 TO MAX; "
IF (J <= SAVE(I)) THEN .
PUT FILE (REG) SKIP LIST (ADJ (I,J) .GUARD);
END; .
END AUXNT;

END; /+ BEGIN\*/

END GRAM:




—

. setof (X,s14X,(]) L}, nutprpt(L},

B V )

APPENDIX F : A TEST SENUENMCE GRAMMAR FOR TRANSPORT PROTOCOL CLASS 0

— .
- *

tptest(lRB COTB, SRE, §,R, P1,P2,P3,DNB, NRB NDB,LEB) :-
set_pirils(IRB CBTB SRB S RyP1, P? Pl DNB +NAB, NDB, UEB), -

50 =-> 11, [nl), : '

5] ==} .
(tinitiator}, | ' hl
((cunne:t _only; data_transfer only},
{acceptable_tcreg),
input(tcreq,0),
output (cr,0),
s3

j{connect_only, unacceptable _teregl,

input (tcreq, 1), :
output (tdind, 0),
50
]
| .
j {{responder}, -

{{connect_only; data transfer nnly},

{acceptable_cr_tpdy},
input(cr,0), q\\\\hﬂ

output (tcind,0), .
52 ' a
;{connﬂct nnly unacceptable_cr’ tpdu), 1{“

input (cr, l}, )

output (dr, 0}, .

11/ I —X

L'}

"t ({unspecified, connect_only},
{input{ec,0), outputinil)
pinput(dt,0}, output(nill
jinput (dr, 01, output (nil}

)

','
52 ==
({connect_only},
({{disconnector), input (tdreq,0), autputfdr 0], s0) Lt
j (Lerror}, : :
(input (dr,0}, outputier,0), s0 _
;inputtcr,ﬂ), output(er,0), s0
- jinputlee,0), outputier,0), 50"
- jinput{dt,0), outputfer,0), 50
| , ,



"o
)
;({cunnect_only;.ﬁita-transf'r_only},

inputiteres,0), ’

outputice, 0},

{getval (S,R)}, s4(5,R)
}. . .
7 ‘ S——
53 ==} N

{{connact _oniy),

{{{not_disconnecter), D
input(dr,0), -
output(tdind,0},
output {ndreq, 0}, >
50

)

j ({unspecified), ~ - -

L=t imputidgt, 0,
outputtnil},
50
}

j ({uracceptable_cc_tpou},
/_) input (cc, 1),
\ ’ output (tdind, 0},
output (ndregq, 0),
50 : -
) - ) 1}
) ! -
oo
} ({connect _only; data_transfer_only},
{acceptable_re_tpdu},
input (cc, 0},
output(tecon,0),
(getval (5,R}}, s4{5,R)
- )n *
- s4(0,0) ~-)
‘ {€connect _only; (data_transfer_only, {sender; receiver) )},
{(disconnector}, input (tdreq, 0}, output (ndreq,0), s0)
i {{not_disconnector}, .
( ’ input(dr,0), cttput (ndreq, 9), s0)
} ({network_resst}, input(nrind,0), output (tdind,0), 50
;{(netnnr';_disconnect}, input (ndind,0], output(tdind,0}, s0)
i (Lerror), inputtcr,0), output (er,0),  s0)
I,
54(5,R) —~)
({data_transfer_only},
({receiver, R)0, rbase(BR}, SN is BR-R¢{, RR is R-1}, -
. input(dt,0), -
output (tdati,SN),
s4(S,RR)



)

$ ((sender, $30, sbase(BS), SN is BS~5+1, 56 is §-13,

tsp_paraa(tcreq,0) --)
teepi€0}, to_addri0), fron_addr (0), qots_reqto), options(0}, tscon_datato),

tsp_paramitcreq,1} --)

teepi (0}, to_addri0), from_addr (0}, qots_req(l), optio
jteepi (0}, to_addrio), froe_addr (0), gots_req(0}, optio

tsp_param{tcind,0) :-> teepi (0), to_addr(9), fron_addr {0}, qots_

options{0), tscon_dataio),

tsp_paran(teres,0) --) tee
tsp_parai(tccnn,p)
tsp_param(tdatr,P)
tsp_paraa(tdati,p)
tsp_paras(tdreq, 0}

nsp_paran{ndreq,Pl,

input {tdatr, SN},
output (dt, 0],
54 (85,R)
) } - -
»
input (1,P) -} : '

({I=tereql, 6 1, [tereqly [, tsp_paraattcreq,P), [7)'], (nl])
i ({Iatcres), [7i '3, [tcres), ('], tsp_paranitcres,P), ('3, (nld)
1i{I=tdatr}, (*i '), [tdatr], (7€', tsp_paran(tdatr P}, 'y, tntn
i ((Istdreqd, [*i *1, [tdreqd, [*(’], tsp_paran{tdreq,P), ['}'], [nl])
pll=er 3y 870 Ler], 070, tpdu_paramlcr,P), (’}'], (nid}
il=cc 3, 070 'Y lea), U7¢’1, tpdu_paramice,P), ('}, tnldy
TOE I W 1 1y dtl, . 07, toducparamidt,P), (*}'], [nl])
jUI=dr -3, ['1 '), [dr), [}, tpdu_param{dr,p), ('¥1, Inll)
i({I=nrind},- (*i *1, [nrind), (’(’}, nsp_parantnrind,P), 'y, tnide -
i ((I=ndind}, C°i '1; ndindl, {*('], nsp_paras(ndind, P}, {’'}*], [nl)),
output(nil) «-) 1, Inll,
output(0,P) --) , .

HO=teindd, ['0 '), (teindd, (7 ('), tsp_paramftcind,P), ['}'], (all}
j({0=tecond, [0 *1, [tecond, 07073, tsp_paraa(tccon,P), ['}'), (nl}}
i ((0=tdati}, [0 '], {tdatil, ['('], tsp_paranttdati,P), ['}'], (1))
i ({D=tdind}, €70 '], Ctdindl, ' ('], tsplparanitdind,P), (*}'1, [nid)
yUl=er 1y [P0 '), Lerl, 07073, tpdu_paramtcr,P), ')*), fal))
pld=dt 3 o', (8t), D¢, tpdu_paraa(dt,p}, [’}'}, (nl))
i0=dr 3, "0 '} Ddrd,  [°¢), tpdu_paraatdr,P}, ('}'], (sl1)
il0=cc 1}, (’a '), Cfeed, U071, tpdu_paranice,P), 'y, il
i{(=er 3, {0 "), {er), ('}, tpdu_paranter,P}, {'y1, [al)
((@=ndreq}, [’0 '), [ndreql, ['('], U3, alh,

ns(0), tscon_data(0)
ns{l}, tscon_data(o),

req(d},

pit0), qots_reqi0), options(0), tsace_data(o),
==» teepi(0), qots_req(0), optians(0), tsace_datato),
==} teepii0), tsdu_fragment(P),.
=~ teepi (0}, tsdu_frageent(P),
==} teepi(0), discon_reason(o}, user _reason{(},

tsp_paras(tdind, 0} -=> teept(0), discon_reason{0), user_reason(0},

calculate(_>

tsdu_fragla\\k\\h\

at (X} == (11,

==} (1.

A



S

7

L]

tpdu_paramicr,0) --» length(t, 1}, credtie, 1), dst_ref (0,1}, src_raf(0,1), class_option(0,1},
tsap_id1(0,1)," tsap_id200,11, tpdu_size(0,1), throughput (0,11, transait_delay(o,1),
talculate(o,1}, : ]
tpdu_param(cr,t) --) length(0,1}, credtig, 1), dst_ref(0,1), src_refio,1), tlass_option{0,1},
tsap_id1(0,1), tsap_id2(0,1), tpdu_sizetl,ﬂ),'throughputto,l), transait_delay(0,1),
. Caleulatefo, 1), :

. tpdu_param{ce,0} ~-> lengthtd, 1}, cccdtto,ll,.gst_reft0.ll¥;src_ref(0,lf, class_aption(0,1),

tsap_id1(0,1), tsap_id2(0,19, tpdu_size(0,1), throughputto, ), transait_delay(o,1},
. calculate(0,4), ) ‘ _
tpdu_paras(ce, i} --) length{0, 1}, ceedtio,1), dst ref(0,1}, src_re¢(0,1), tlass_optiont0,1},
tsap_idi(0,1), tsap_id2{0,1), tpdu_sizel!,0), throughput(o,1), transait_delay(0,}),
calculate(o, 1), ) .o
tpda_paranm(dr,0) --» length{t, 1), dr_codefo, 1), dst_ref0,1), sre_ref(0,1),
dr_reason(0,1}, infol0,1}, calculate(d, 1),
tpdu_paran(dt,0) --) length(0,1), dt_codeto,!), eot seqnp (0,1}, user_data(0,1}, caleulate(o,t).
tpdu_paraater,0) --) length(9, 1), er_code(0,1}, dst_ref(0,1}, reject_causei0,1), °
invalid_tpdut(o,1), calculate(o, 1),

nsp_paraaindreq,0) --) ncepi(o}, discon_reason{0), user_reason(o),
nsp_paraaindind,0} -~} ncepi(0), diston_redsont0), user_reason(0},
nsp_paraa{nring,0) --> ncepi(0), reasonio),

ncepi(0) -=> [(0)*), é;
teepi (0) -=) {"(1)'],

to_addr(0) ~-> ["(2)'1. iy
from_addr (0) -=> [’ (1)), *
qots_req(0) --) [’ (+)*],

gots_req(l} ==) [*{-)'],

options(0} --) {*(8}7],

optionsl) =) (2 {8)°],

tscon_data(0) ~-) ['{4)?], :
tsacc_datat0) --> (' (4)’},

user_reason(0) ~-» [’{4)’],

user_reason(l} == {?{**}'],

diston_reasen(0) --> [*{3)’),

diston_reason(l) ==} [*(7)'),
reason(0] -=) [*(i1)7),

yetvalis,R) 3- data_sent(S), data_received(R).

decreaent (Header) :- F=.. [Header,Lount], F, Newcount is Count - {
NF=..[Header, Newcount], retract(F), assert(NF),

outprnti()),
outprat (LHITY) :- writer (H), outprnt(T). ,

writer((1] - {, , RN
writer(nl} 3- nl, ‘ ]
writer {{nl1T]) - nl, !, writer(T), - ‘

writer ((XITI} 1= write(X), !, writer(T),



-~

length(E,N) --)
(E=0, D0, NS}, 7 (2D)")
j(E=l, N=0}, [*(28)']
1 (€22, N=0}, [’(2C)’],

credt (E,N) --> cr_codel, N}, cr_cdt_codelE,N).
cr_cadelk,N} --)
(E=0, >0, NCS}, [P4ED71, -

" er_cdt_code(E,N) --)
- {E=0, M0, N(5}, £710)°) v
3 (E=2, N=0}, [*(1)°),

dst_ref(E,N) == :
{E=0, N0, N¢SY, [7(1)°)
}(Eal, N=O}, ['{FFFF)}?]
i (€82, Na0}, [7(0001)°1,

arc_ref(E,N} -=)
{E=0, NX0, N¢BY, £7(1)7]
j{E=1, N=0}, (’{0BAD)’)
1{E=2, N=0}, ["(0BAF}?],

class_option(E,N) --)
(E=0, >0, N(5}, [7(00)']
i (E=2, Ns0}, [*{00)°],

tsap_idi(E,N} -~} v
) tsap_idt_code(E,N),
- tsap_idl_lengthiE,N},
tsap_idl_value(E,N},

tsap_idi_code{E,N) --)
{E=0, N>0, N(5}, {2 (C1)’]
t{E=1, N=0}, [*(BF)’]
i (E=2, N=0}, [*(L3)’),

tsap_idf_length{E,N) =)
{E=0, NX0, N¢5}y ['(03)7]
i (Es1, N=0}, (' (02)°)
1{E=2, N=0}, [’(04)7],

tsap_{d_value(€,N) --) "(E=0, N)0, N¢SH, L’ (1)°1.

tsap_id2(g, M) --)
tsap_{d2_code(E,N),
tsap_id2_length(E,N},
tsap_id2_value(E,N},

isap_id!_codetE,Hl -}
(E=0, NX0, NC5), £71C2)')



t{E31, Na0}, 17 (BF)’)
1{E=2, N=0), [7(C3)°1,

tsap_id2_length{E,N) -=)
(E=0, N)0, N¢5}, [7(03)7] ,
1 (Eaty N=0}, (*(02)*] ~
${E=2, N=0}, [’(04)"],

. s :
tsap_id2 value(E,N} --) (Ew0, N)0, N¢S}, .[7(2)').

tpdu_size(E, N} --) -
tpdu_size_code(E,N),
tpdu_size_length(E,N),
tpdu_size_value(E,N).

tpdu_size_code(E,N) --)
(E=0, N>0, N(S),

$(E=1, N=0}, ['(

;(Es2, M=0}, [/,

tpdu_size_length(E,N}
(E=0, N0, N¢(5),
1{E=1, N=0}, ['(00N
,/’?1E?27\u§gll £r102171,
tpdu_size_value(E, N} --)
{E=0, NX0; K(5}, [7(0T}")
i (E=1, N=0}, [’ (04)"] . -
1 (En2, N=0}, {'(08)'], ‘
™" . I

throughput (E,N) ~~)

throughput_tengt
throughput_value(E, N}, A

throuthut_:ude(§¥g!ﬁz_~ e —
hs':\() d

thraughput_code (E,N) --»
{E=0, N0, N¢S}, [’(89)7]
1 (E=1, N=0}, C’(87)")
1 (E=2, N=0}, ("(8A)?),

throughput _length(E,N) --)
(E=0, N>0, N¢S}, (7(0C)’)
i (E=t, N=0}, {7(08)°]
1{E=2, N=0}, C’{0D)’],

throughput_value(E, N} --) - ~
(E=0, N)0, NCS3, (70!, 343, 222011444333, £34), *)7),

transait_delay(E,N}-=) . :
transeit_delay_code(E,N), An
transait_delay_length(E,N},

B—— .../.-u-. -



/

transait_delay length(g,N) ==} ‘

transait_delay_value(E, ¥y,

transait_delay_code(E,N) --)

(Es0, N30, NC5), (' (88)’]
HEsL, Ne0), [*(87)"]
$(E=2, =03, [ (8A)’1. , .

{E=0, NY0, NCS3, [7(08)7]
FLE31, Na0), ['{0T)") .
FEE=2, NeO}, ("(09)°), : ‘

transait_delay value(E,N) -=)
" (E=0, N30, WCSD, [ (", (341, 55447766, (341, *)'1,

ceedt (E,\N) =) ce_code(E, N}, ec_cdt _code(E,N},
tc cnde(E N} ==> (E=0, N)O, H(S), '],

cc_cdt_code(E,N) --) '
(E=0, N>0, NS}, [*(0)') &
1{E=2, =0}, L' (1)'],

dr_code(E,N) -~

{EBO' N)o, H(s}, [’!80)’]
> 31E=1, N=0}, [7 (7F)23
1(E=2, N=0}, [*(81)’),

dr_reason(E,N} --)
(Es0, (N=1; N=4}}, ['{00)")
1CER0, (N=2y N=7)}, ['(03)")
FCEa0, Ne3)y (L7000)1% [7(01)'3 § [74021°0 § (* (03)°1)
1(E=0, N=5), ['(01)7)
j(E=0, Neb}, (7(02)7]
1 (Ea2, u=0}, £1{04)1, ~

infolE, K} ==}
info_code(E,N),
fnfo_length{E,N),
info_value(E,N},

info_code(E,H3 -=} , - . -
(E=0,- N0, N¢5}, (’TE0)’} :
i (Esf, N=0}, [’(DF)") u
_1{E=2, N=0}, ['(E1)'1. )

info_lengthiE,N) ~=) :
(E=0, NX0, NCBY) [¥(7)7]
(&=t N=0), {7(00)°) ) ,
H{E2, NsO}, C'(7A)'), - - '

info_value(E,N} -=) (Ex0, N}, N(p), 0 to 119 bytes internal infol'),



4

dt_:nde(E,H)_--)
{E=0, N)0, N(S), ['(F0)')
1{E=t, N=0}, [’(EF}")
${E=2,, N20}, (' (F1}7],

eot_seqno(E,N} --} 1'

{E=0, (N=1} N3y Nad)}|,_L'(00)")
1(E=20, (N=2; N=3; HHETTSE#’(EOP’J
j{E=1, N=0}, ['{FF)’]
${E=2, N=0}, [*(B1)",

user_data{E,N) -~» (Eﬁp, N>0, NChY, ['(1 to 125 bytes user data)'],

er_code(E,N) -~)
(E=0, N0, N(S), [7(70)")
1 (E=1, N=0}, [’ (4F)")
1{E22, N=0}, ['(71)'),

reject_cause(E,N) -~)
' {E=0, (N=13 N=4)3}, [’(00)'}
HEG, =27 K, £70O3']
$E=0y N=3}, {L70001°) 5 [740L)7) § [*(02)") ; 3 h

™

7

-

1(E=0, NsB}, C'(0§)'] .
1{€=0, Nsb}, ['(02)"]
1{E=2, N=0), 7 (04)7),

invalid_tpdu(€,N) --)
fnvalid_tpdu_code(E,N},
invalid_tpdu_length(E,N),
invalid, tpdu_value(E,N),

invalid_tpdu_code(E,N) --)
(E=0, W0, K5}, {7(C1)"]
HE=1, N=0}, [7(C0)’'] o
(B2, N=0), 1'(C2)'),

L s
invalid_tpdu_length(E ) --
(€20, N)0, N(6}, 17(2)°]
p{Est, NeO), 07 (00)"]
(€22, N=0), £'(7A)'),

{nvalid_tpdu_value(E,N) --}

{E=0, NX0, N8}, ['{f to 121 bytes fron erred TPDUI'],

LT L



(rbase (R}

rassertidata_received(R)))),
=) truej{(retract (rbase(_}); truel,assert(rbase{R)))),

(B=acceptable_tcreq, Raunacceptable_tereq,

(P1=l, {not() -»

assert(6); true)

o H =) retractid); true)
P12, € 6 =) rétract(6)y true)
y(not(H) =>  assert(H); true)

iP1=3,  (not(6) -
, (nob {H} =

assert{f}; true)

asger LR ~tryerr T~

{I=acceptable_cr_tpdu, =unacceptable_cr_tpdu,

(P2=1, (not(l) <>
M AR Y)
1922, (1 =)
s (not{d} ~»
1P2=3, (oot} -)
y (nat ) =>

-assert(l)y true)
retract{J}; true)

retract(l}; true)
assertidl; truel
assert{l); - true)
assert(J); true))),

{K=acceptable_cc_tpdu, L=unacceptable_cc_tpdu,

. (P3sly ° (not(K) -»
. 8 L =
1P3=2, (K <)

s notil) -»

iP3=3,  (notiX) -)

* yinot(l) =)

assertikl; true)
retractil); true)
retract(Kiy true}
assert(L}; truel
assert{kly true)
assert(L)s true)l)b

(¥=disconnector, N=not_disconnector, o

sntharans(IRB,CDTB,SRB,B,R,PI,PZ.PS,BHB,NRB,HDB,UEB} :- R
i (A=initiator, B=responder, S .
(IRB=1, (not(A) ->  assert{A); true)
b B =) retractiB); true)
iIRB=2, { A& -> retract(A); truel - ) "
p(not (B} =>  assert(B); true)
jIRB=3, {not(A} ->  assertit); true)
p(not(B} <> assert(B); truetl),
(C=connact _enly, Dedata_transéer_only, .
(COTBa1, (notC) ->  assertiC); true) *
& D =) retract(D)y true) -
JCOTB=2, (€ -> retractiC); true) *
pinot(D) =>  assertiD}; true)
$CDTB=3, (not(C} =>  assert(C); true) .
: pinot(D) =>  assertid); truell}, a -+
(E=sender, F=receiver,
(SRB=0, | £ =) ratract(Ed; true) i
o F => retractiFl; true) ——
iSRBst, (not{E) -)  assert(E}; true) - /”’\L
0 F =) retractiF)y tree ‘
1SRB=2; { € "=} retract{f); trus) ' s
ot (FY =) assertiF); trye) :
jSRB=3, (not(E) =)  assert(E); true)
y(not(F) =) assert(F)} true))), D
{data_sent (5) ({retract (data_sent(_));true) , issbrt (data_sent(3)))),
(shase(5) ract(shasel_)) jtruel,assert(shase(S)))),
(data_received(R) - true; ((retract{data_received( )} ; true) <



{DNB=1, (not(X)
0N
iONB=2, { N
s (not (N)

“1DNB=3, (not (M)
; (not (N}

<> assertiM}; true)
=) retract(N}; true)
=} retract{X); true)
=> assertiN); true)
=>  assertiM)} true)
=>  assert(N); truel}),

(Danetwork_reset, P=not_network_reset,

(NRB=1, (not(D)
o4t P
{NRBs2, ( 0
s (not (P)

" JNRB=3, (not(Q}

=) assert(0}; true)
=> retract(P}; true)
~> retract(D)} true)
=>  assert(P);. trug)
=) asserti0}; true)

y (ot (P} ~>

assert(P}; true)}},

_(Aﬂlnetuork_diskunne:t, BBtnot_netnork_diécnnnuct, '

((NDB=1, {natiAd) -)
BB
jNDB=2, ( AR -

tNDB=3,

(CE=unsperified, DD=error,

(UED=1,
JUEB=2,
JUEB=3,

AY write(),
(8 =) write(B),
(C -} write(C),
(D =} writedD),
(E =) write(E},
{F =) writel(F},

, (not (BB} -
(not {AA} =)
 (nat (BB} =)

(not (EE} =)
DD -
( €L =
y (not (DD} =}
Inot {LL} =)
y (not (D0} =)
nlytruel,
nljtrue),
nljtrue),
nlitrue},
mjtrue),
al 3 truel,

assert (AR)} true)

=} retract{Bd)} true)
retract{ff); true)

assert(BB); true)
assert(AA); true)
assert(BBly tryel)),

assert{CCly true)
retract{DD}; true} . .
retract(CC}; truef
assert (DD} true}
assert(CC); true) -
assert(DD); true))),

{data_sent(§) -} write(data_sent(5)), nlstrue),

(data_received(R} -) write(data_received(R}),

(6 ~> write(s),
{H =) write(H},
=y write(l},
{-) writetdl,
{K =) write(k),
(L ~> writell),
LM<y writen),
(N => write(N),
(0 «> writetl},
(P - write(pt,
(AR -> write(na}
(BB > writa(BB)
(CC ~) write(CLC)

(o0 - urife(ﬂﬂ), nlytruel, nl,

Ll

nljtruel,
nljtrue), -
nlitruel,
nlitrue),
nl;truel,
nljtrue),

nljtruel, -

nljtruel,
nlitruel,
nijtrue),
y bljtruel,
' nl;t;ue},
y hljtrue),

nljtrue),



pro
C-Prolog version {.4a \
{ Restoring file /.plstartup I .
7= [wkB1,wk814], - /
setpwkd reconsulted 6236 bytes 2,75 sec,
wk81 consulted 22892 bytes 14,0833 sec. . S
wk81d consulted 13008 bytes 8.04647 sec, '

i
yes '
» 7= tptest{l,1,0,0,0,1,1,1,1,2,2,2),
initiator '
connect_only
data_sent{0)
data_receivedio) oo .
" acceptable_tcreq . !
- acceptabla_cr  tpdu
acceptable cc_tpdu
disconnector
not_network_reset
not_network_disconnect
error

1 tereg{{L) (2} {1} {4 (1) (1))

0 cr((2B}(El(01;1)(1)(OOI(CI)(03)(1)(62)(03}(21tCO)!Oll(OTl(B?I(OC)([34!2.221119+11[34])(83!(08)t[34]5544?766[34])}
i cc((?B)tD)(O)(IJ(l)(OQ!fEleosl(1)(C2)(03)(2)(00)(01)(07)(89)(OC)([34]2}22llle+11[34]l(EB)tOB}([34]5544?765(34]))
0 tccon{ (1) {+) (2} ()}

i tdreq{{1} (3] (*)}

- o ndreg{(0} {3} {»)) -

yes
P 7= tptest(f,1,0,0,0,1,1,1,2,1,1,1),

initiator

connect_only

data_sent (04

data_received(0)

acceptable_tcreg

acceptable_cr_tpdu

agceptable_cc_tpdu

net_disconnector ‘ .
network_reset o
network_disconnect

unspecified

-

§ ceC(zBY (D) (03 €1} (1) (00} (C1 ) T03) (1 (€2) (03} (21 (CO} (01 (07) (B9} (OC) ([3412,2211 Le+41C341) (88) (08) (L3AISSHATT61340) )
i dr((28) (80 (1) (1) 001 (E0) (20 119" bytes internal infol) N
i dt((2B)(FO)(00) (1 to 125 bytes user datal} -

I tereqCiIH2I(} () 00} (1))



i - e

Ll

o-:r{t29)t£)tp:t1:tl)tou»{cxitosrexxtezitosrtzltcoltoiltor:tsen(ocr¢r3412.221115f11r3411(aa:t031¢131155447765[341))
i ::{tzal(Dl(OJ(!1(1)(OOI{BI}IOS)(I)(CZlIOSl(2)ICO)(OIJ(07)(B9)(OC)([34]2.22111a+11£34]}tGBItOBI([34]55447766[34])}
0 teeon((1) (+)(8) (§1) - ' '
£ dr ((2B) (80) (1} 1) (00) (0} (2111 to 119 bytes internal info)}

0 ndreq{(0) (3} (*)} .

1 toreg(i1] (2) (11 64) (1) ()

0 cr((!BJ(El(O}(lllll(00!(C!l(OSl(l)(C?)(OS}(2I(20}!011(071(991(OC}![34]2.2211]e+11[34])(GBJ(08)([34]55447766[34]))

I cc(iZBltD!ﬂO)(I}(l}(OOIICl)IOS)(I){CZ}(OSJ(ZJ(CO}(01)(07)(89)(00)([34}2.221119+11[34JJ(88[(09)1[34]554477&5(34])}
0. tecon{ (1) (+#) (8} (4)) )

1gndind (0} (3) (41} ' ' '
o tdipd{(1) {3} {1}

i tereqCtid (et (o) (33 (4)) - : .
o cr((?BI(El(O)(11(1)(00)(01)(03)(11(02)(03)(2](COl(OIl(O?)(B?)(OCl([34]2.22111e+11[34])(BBJ(OB)([34155447765[34]!)

i ccctzarto}tortlrilnt00}tc11cosa(11(c2)103:531(001(01)<07:(eezt001(:3412.22111e+11{3411tee;(051:[3415544775&[34111
o teconli} 0 (t) ()Y 3 o,
i nrindl{0) 1)) . : .

o tdind{(1) () (*))

]

i tereg{rI(2) (1) (+h (8} ()}

0 :r((?B)fE)(OJtl)(1}(00)(311(03)(1)(82)(03)(2)(CO)(O!I(OTJ(S?)(OCI([34]2.221119+11[34])(89)(08!f[34]55417756[34]))
i dr{(2B) (80} (1) ¢1) (00)(EOI (D) (1 to 119 bytes internal infol) :

0 tdind((1)(3) (*}}

0 ndreq((0}{3) ()}

i tereg{C1 420 L0004) (1) (L))

0 :r((ZBl(EJ(O)(I)(Il(00)(01)(03)(!1(C2l(03)(2}(00)(01)(07)(6?)(08)([34]2.2 leel10341) (88) (08) (L34)5544 776613410}
i dtCi281(FO) (00) (Y to 125 bytes user datal}

yes
| &g tetest(3,1,0,0,0,2,1,1,1,2,2,2), s
initiator , oA
respander T

" connect_only o

data_sent (0)
data_received(0)
unacceptable_tcreq
acceptable_cr_tpdy
acceptable_cc_tpdu
disconnector '
not_network_reset

. hot_network_disconnect
| error

I er{(2BY(E) (0} 1} {1340
o teind{{I (2 ) (43} (L)}

1 cc({2B) (DD (0) (1) (1) {00} (C1) {03} J{C2}t03)(2!(80)(01)(07)(99)(00)([34]2.22111e+11[34])(881(09)([34]55447766[34])}
0 ér((ZB}(TOJ(I)(00)(01)(?)(! to 121 bytes from erred TPDU)}

S B



i cr((?B)(E)(O)Il)(llIOO)(Cl)(OSi!{lE%Z)(O3J(2](CO](O]I(07)(89)(OE}([34]2.2211!e+1l[34]l(88}(08)([34]55447755[34])}

teindLUE) (20 C1) (+) () &)
:r((iﬂ)(EJ(O)(ll(ll(OO)(Cl)(03)(!)!82){03)(2}(CO)(01){071(89)(081([34]2.22111e+11[34])(BB)(08)([34]5544776&[34])}
0 er{(2B}{70) (1} (00} (CLI (2} (1 to 121 bytes from erred TPDU)}

i cr((!Bl(E)(O)(Il(!l(OO)(Cl)(03)(ll(02)(03)(2}180)(011(071(B?)}OC)([34]2.22111!+ll[34]1(HB)(031([34]55447766[34]}}
%tcind{(ll(2)(1](+HN(U} : :

1" dr((20) (BO} (1}(1) {00} {EO){?) (1 to 119 bytes internal info)} -

0 er((28) (70} (1) (00) (C1) (741 to 121 bytes from erred TPOU}}

i cr{IZBJ(E)IOIII)(I)IOO)(EII{OS)(l)(C2)t031(2l(C01(01}(07)(893{OC)([34]2.22llie+11[34ll(88)tOB)([34]55447765{34])}
0 teind{{1)(2) (1) (+) (3) ()} ‘ '

1 dt((2B)(FO) (001 {1 to 125 bytes user data}}

o er{(2B) (70} (£) €00} (C1) (7} (1 to 121 bytes from erred TPDU)}

T cr ((2B) (E} (0 (1) (1] (00} (C1) (031 1) (C2) (03) (2) (CO) (011 107) (89} (0C) (£3412, 2211 te+11L347} (88} (08) (L34155447766E341))
o teind ({11211 (+) (3] (4)}

i tE H+) (EHE) _ .

0 cc((2B) (D) 10) (1} (1) {00) (E1}(03) (1} (C2) (03) (2) (CO) (01} (07) (89) (OC) (13412, 221 1+ 110341) (88) (08) ((341SSAATI6EIIAT)) .
i tdreg{{l) (@ (*)}" : . '

0 ndreq{(0} (3} ()

i cr(l!B)(E)(Ol(l)(l)(OOl(011(031(11(82}(031(;1(CO)(01)(0?!{89}(OC)(f34]2.221113+1![34])(88)(08)([341554477&6[34])}
o teind ({1 (21 (1) (e} 8D {8)} ' . '

i tdreq{{1}(3) (")} '

o dr{(2B} (80} (1}(1){00) (EO)(?} (1 to 119 bytes internal infa}) r},;y

i tereq{I} (20 1) (4} (8} (&)}
o tdind((1}{3)(*))

i tereq{{EH(2) (1} (=0{) (&)}
o tdind(([}{3) ()}

yes
b2 thtast(l,2,3,2,3,1,1,1,1,2,2,2).
initiator :
data_transfer_only . 4
sender
receiver -
- data_sent(2)
data_received(3)
“acceptable tereg
acceptable_cr_tpdu
acceptable_ct_tpdu .
disconnector
not_network_reset o
not_netuork_disconnect . -
errar : . -

A,_,T_§___—-—-'“”"') .‘ o



F

~

i tereq((l) (21411 (4) (8) (1))

N} cr((?B)(E)tOi(1)(1)(00)(t1)(035(I)(CZ)(03)(2}(CO)(01!(07}(B?)lOC)([34]2.22!11e+11[34])(881(08}([34]554477&6[341)}
A c:{tzﬂ)(D)(O}(l)(I)(00)(81)(03)(1)(CZIIOS)(2J(E0)(011(07!(89!(0C)([34]2.221!1e+11[34])(BB)(OBJ({34155447765E3411)
o tecon{(f) (+) (3) (4))
i dt{(2B)4F0} (00} (! to 125 bytes user data))-
o tdati{({1)1}
i dt((28) (FO} (00} {1 to 125 bytes user data)}
e tdati((1)2}
i dt{(2B) (FO) (00} (f to 125 bytes user data))
o tdati({1}]}
i tdatr{f111}
o dt{(2B) (FO} {00} (1 to 125 bytes user data))
i tdatr (112} .
o dt({2B) (FO) (00} {1 to 125 bytes user data}}
i tdreq{(1) {3} (~}}
0 ndreq{(0} () (*)}

!

i tereqCUITE2Y (1) (4) (8D (4} ) . - i o
o :r((?B)(E)(OJ(I)(lI(00)(51]{031(1)(02)503)(21tC0)(0!1(07)(89}(0C1([34]2.221!le+11§34}1tBﬂ)(OB)(£34155447765t34J}}x"

i c:{t2Bl(D1IO)!lbil)(OO)fCIJ(OS}(ll(CZ)(03!(2)(C0)(01)(07)(B?)!08)(t3412.221119+ll[34]l(88!(081([34]55447755[3411}

o tecon({1}(+) (81 (8)} s ‘ . >

i dt{{2B}(FO){00) (1 to 125 bytes user data)}

o tdati{(1)1} .
1 dt(2B)(FO (00} (! to 125 bytes user data))
o tdati{(1)2} :
i-tdate{(1)1}

0 dt((2B){FO} (00} (1 to 125 bytes user data)} T ‘
1 dt{(2B)(FO)100) (1 to 125 bytes user data)) ] ‘ '

o tdati{{1}3} “.

i tdatr({1)2} | '

0 8t{(28} (FO)(00) (1 to 125 bytes user data)}
i tdreq{(1143)(*)}
0 ndreq{(0) (3} {*)}

i t:req((l)(Z}(I)(+)tl)(Q%%\TT/,/" ‘ . : )
o cr{(2B}E}{Q) (1) (1} 100) b 03)(1)(02)(033(ZIICO)JOI}(07}(89}(Otl([34]2.2211!!#11[34])(83)(08)([34]5544?76&[34]))
i ecC{2B) (DY 10) (111} {00H(C JIO3)L1}C2) (03) (2 (CO) (011 (07) (B9) (00} (13432, 2211 1o+ 13411.688) (0B) ([ 34)554477461341))
o teccon{1) (+) (8) (4)} s
1 dtC(2B){FO} (00} (1 ta 125 bytes user data)} . T
0 tdati((1){}
1 dt{(2B) (FO}(00) (1 to 125 bytes user data)}
o tdati{{1)2}
i tdatr((1)1} o
o dt{(2B) (FOL{O0} (1 to 125 bytes user data)}
- i tdatr{(1)2} . -

, 0 0t{{2B) (FOI (00) (1 to 125 bytes user data)}
b dt{{2B} (FO} 100} (1 to 125 bytes user data)}
0 tdati{{1)}}
i tdregtil) (@) (*)}
o hdreq{ (0] (3) {*1}



i toreq L) (20 4L} (41 {8} (41} .

b :r((ZB}(E)(OJ(l)(l)(00)(CllIOS)(!)(G?)(03)(2)(80)(0!}(07)(89]IOB)![84]2.2fllll+11[34j)(BBIIOB)([34155#47765[34111

i cc((ZB)(D)fO)(ll(l)(OOlfCll(03)(1)(E2)(03)!2)(CO)(OI)(07)(89}IGC)([3412.22111!+11IS4JI(88!(08!![34]554‘776bt34!1}
o tecon{(1} (¥} (8) 14)}

i dt{(2B)(FO}(00) (1 to 125 bytes user data}} R

o tdati{()n} R

i tdatr{(0) 1}

0 dt((?ﬂ)(FOltOO)(I.tn 125 bytes user data)}

1 dt((20) (FO}(00) {1 to 125 bytes user data}}

0 tdati{(1)2}

i db((2B){FO) (00} (1 to 125 bytes user data)) ©
o tdati{(1)3} -

i tdatr{(1)2}

0 dt{(2B}(FO} (00} {1 to 125 bytes user data)}

i tdreq{{l)(3)(*}) ' »
0 ndreq{{0} (2} (*)} ’

1 tcfeq{(l)(Zll!l(+l(l)(&1} -
0 cr((!ﬂl(E)IOl(11(11(00)(01)(03}(11(82)(03)(21(50)(011(07)(89}(001([34]2.22[119+11E34]}(88)(091([341554#7766[34}1}

i cc((?B)(Dl(O)(l)(l)(OOl(Cl)(OS)(l)(CZl(03)(2}(00)(011t07)(89)(OC)([34]2.2211Ie+11[34])(Bal(08)((34)554477&&[34])}
o tecon{{L){¢) () (8} - .

i dt{(2B)(FO)(00) (1 to 125 bytes user data)}
o tdati{{1)1} -
i tdatr{{1}1}

0 dt((2B} (FO) (00) {1 to 125 bytes user data)}
1 0t{(2B}(FO) (00} (! to 125 bytes user data)}
o tdati{(1)2}, -

i tdatr{(1)2)

o dt{(2B} (F0) (00} (1 to.125 bytes user data))
1 dt{{28) (FO) (081 (1 to 125 bytes user data))
o tdati{({1)3} .

i tdreq({1)(3)(*)} y -
o ndreq{{0} {3} {*)} %

&

i tereg{1 (20 (B (Y} 7

0 cr({ZB)(El(0}(11(1)lOO)(Cl)(GSI(l)(C?)(OS)(21(C0)(01){07}I89l(001((34ﬂ2.22111!+1![34])(BB}IOH)([34]55‘47766[34]1)

i cc{IZB)(D}(Oitl}tll(OOJICll(OSJ{!l(C2)(031(2)(00)!01)(OT}(891(001([34]2.22111e+11[34]l(BB)(OBI{[341554i7766[34])}
o tccon{{1) (+} (4) ()}

i dt((28) (FO} (00} (1 to 125 bytes user data)}
o tdati{{{)1}
i tdatr{{1)13
o dt{{(28) (FO) (00} (1 to 125 bytes user datal}

T -1 tdatr((112)

g 0t{{2B) (FO) {00 (1 ta 125 bytes user data)}
i dt{(2B){F0){00) 1 to 125 bytes user data)}
o tdati{(1}2}

.1 dt{(2B%(FO1(00) (1 to 125 bytes user datal}}

o tdati((1)3}
i tdreq{{1) () (~)}
o ndreq({0) {2} (*}}



i teregCO1) (2 (1) (43 (1) 01D}

] cr((?B)(E)(OJ(l)(i)(00}(CI!(03}L!)(C2}(03)!2I(COI(OIIIO%)(89I(GCI([34]2.22111!+!1[34]JtES)(08)({34]55447766[34]1}

i C:((2BJ(01{0)(Il(l)(OOl(Cll(OSi(!}(62)(031(21{CO)(01)(073(89)IOCl([34]2.22!lle+!1{34]1!88!(08!(E34]55i4775&[34])}
e tecon{ (1) (+) {2} (4} - . .

i tdateCtiDI)

o dt{(2BY(FO}(00) (1 to 125 bytes user data)}
1 dt{{28)(F0) (00) (1 to 125 bytes user data)}
0 tdati{{lin} ‘ :
i dt{(2B}(FO} (00)(1 to 125 bytes user data)}
o tdati((1}2}

1 dt((2B) (FO} (00} (1 to 125 bytes user data}}
o tdati{(1)3}

i tdatr{(1)2}

o 4t ({2B) (FO} (00 (1 to 125 bytes user data}}
i tdreg((13 (2} (~)} )
@ ndreq{{0) (§) (*}}

I teregCtI (20 (1) (4) (0D 1))

0 cr((?B)(El(OJ(l)(l)(00)(01!1031(!jfﬁZJ(OS)(Zl(CO)(O]l(O?l(89)(OCI([34]25221119+11[34])(BS)(08)([34355447768[3411}
i cc[(?B)(DJfOl(1)(1)(00)(211(03)(!)(82}103)(2}(CO)(O!)(O?J(89)(OCI([34]2.221119+]1[34])IHB)(OBI([34]554477&&[34]))
0 teeon{(1}(+) (8) (4)} :

I tdatrit1)1} ' . _ ’
o dt{{2B)(F0) (00} {1 to 125 bytes user data))
-1 dt((2B}(FO)(00) (! to 125 bytes user data))
o tdati{{f}1}
i dt{(28) (FO}(00) {1 to 125 bytes user data)}
o tdati{(1)2y - '
i tdatr((4)2) :
0 dt (128} (FO) (00} (1 to 125 bytes user data))
1 dt{(2B) (FO}(00} (I to 125 bytes user data})
0 tdati{(1)3} -
i tdreq({1}(a}{*)} , v
0 ndreq{(0} (3} (~)} ’

I tereqUi (2) (1) (4} (0) (1)} ’
0 cr((2Bl(E)(O}(IJ(I)(OOFICIJ(03}(Il(CZ)(03!(ZJ(CO}GOl}KOTJ(Eq}(OCl(I34]2.221!I|+ll[34]}tGB)(08)(!34155447766[34]1}
i tc((ZEl(D}IO}(IJ(!)(OOI!CIJ(03)(1)(62)(03)(2)(60)(01)(07)(3?)(08)t[3412.22llte+11[34]}(88!{091([34]554i7766[3411}
o teeon{(1) (+)(8) (1)}

i tdate{(1) 1)

o dt{(2B} (FO}{00)(1 to 125 bytes user data)}
(i dtL(2B){FO)(00) (1 to 125 bytes user data)) ’ ' v

o tdati{(1)gy - )

i tq;trttllz} , . A
o dt{(2B) (FO} (00) (! to 125 bytes user data)}

i dt{(2B){FOI (00} (1 to 125 bytes user data)}

o tdati((1)2} 2"“‘

i dt (2B} (FOY (00) (3 to 125 bytes user data))}

¢ tdati(¢1)3}

i tdreq((1) (3){*1)

0 ndreq((0) (3} (*}}



1 tereqfll) (2} (1) {e) (83180}

0 cr((ZB)(E}(OY(lJ(IJIOO)(BIIIOS)III(02)(031(2)(CO!(O])(07)(89}!OC)([34]2.22111l+ll[34ll(88)(085([34]55447755[341}}

-1 cc(IZB}tD)(O)(Iltll(OO)tCI)(03}(11(CZ}lQ})!Z)(CO)(0!)(07)(B?)(OB)([34}2.22111e+11[341)(BB)(0&1([34]554&77&5[34]))
0 teeond{{i}(+} (¢} i$)}

i tdatr{(1)1}

o dt{{2B}{FO) (00) (! to 125 bytes user data}) -

i tdatr({1)2}

o dt({2B)(FO}(00){I to 125 bytes user data)} . -,

i dt{{2B}(FO)(00}(1 to 125 bytes user data)}

o tdati{{1}1}

1 dt{(2B) (FO) (00} {1 to 125 bytes user data)}

o tdati{(1)2}

i dt{(2B) (FO) (00} (1 to 125 bytes user data)}

o tdati ({1}3) .

i tdreg{{1) () (~)}

o ndreq{i0) (3){}}
. ¢

yes
! 7~ halt.

p[ Prolog execution halted 1



[l
o

APPENDIX G : A,TRACE AND TRAJECTORY GENERATOR : PROCEDURE "TOTGEN"

totgen(§18) ;- initial(8Si_l), echolSIS), invoker(95i_1,515), alltrace(SSi 1),

invoker{55i_1,[1). - K
invoker(85i_1,LI|RIS])} i~ for_each(1,58i _1,0],S5INi), (SSINi=(] > errorl(§Si_l,I,RIS) )
. ¢ {for_all(S5INi,{1,58i}, invaker(SSi,RIS))).

/% Apply each input stimulus IS to each state CS in set 58i_1 and obtain set SSINi &/

for_each(_,{3,X,X). )
', for_each(IS, [CS|RESTSIATUSI, LS, SSINI) :- get(1S,CS,LSTATUS), append(LS,LSTATUS.LH), for_each(IS, RESTSTATUS, LN, SS1i)

9et(11,0_,CCNL|PSI, , 1,LSTATUS) :- I=Lapl{R]1, I2=v, CN is CN1+l,
1=..Ets,([11,001,12,0212,PS,NS3, setof (LLCN1{PS1,[CN|NS3, LI, 121,001,021,
set(I2,0_,[CN1|PS1,_, 1,LSTATUS) :- Il=v, 12=[3p2|R1, Ch is CN1+l,
- I=..lis,0010,013,012,023],P5,NS1, setof (CLCNY|PS1,LCN{NST,[11,121,001,02]
qet(_, ,[1). - s

STATUSY, i .

yI,LSTATUSY, ! .

/k Find 3ll states that can be reached by spontaneous transitions froa each state in set SSINi and obtain set 8S1 &/
¥

_ 2~
for_all([1,X,%). N

for_al1(CS{RS1,1S,561) :- store_s(CS,T), ((T=0, for_all(RS,LS,561))
: #(9et_all(C5,L81), b, union(lS,LS1,LN), for_all(RS,LN,58i))), t.

get_all(C§,L81):- store p(C5), not(each_path(CS)) , collect(LSl). -
each_pathi{[_,[CH1(PS1,_, 1) :- get_each([CNllPél,é;SJ), fail.

9et_each([CN1}P§],PSE) :- ts(Llv,013,0v,0211,P5,NS), Y=E[CN1l5§].ECN1IHSJ,[V.V],[01,02JJ,
' store_s{Y), check(Y,NS,PSE) +3et_each(ECNI |NS3, INS{PSED), N

check(Y,5,%):- nnt(neiber(S,X)), store_p(Y),!,
check(Y,§,X):~ error2(s,X).

initial(LL_,L0,idle,idle,[],[3], , 11}, ,
tin(L0,idle,idle, , 1), u

alltrace(l_,I5, , 11) :- allpaths(I8}) , traceout,

allpaths{IS) ;- fin(£s), at(IS,85,1), not(path(1)) ¢ assert(path(I) . fail.
allpaths( ).

&
=

traceouti- retract(path(1})) , traceprint(I) , nl , traceoiit.
traceout.

at{LIX1,L31X3,ID) :- notll=1). . | ' J/\.hfﬂ
X, 1,2) 1= 5(0X,X1, 1,01, at(X],Y,21), ravel,0,V), append(V.71,2), . :

rov(lv,vl,lv,wl, (1) ek, '
rav(lv,v1,{v,03,0{6,017) 3~ 1, . -
rav(lv,v1,[0,v],[L0,00) :- 1,

rav(ly, 11,0v,v], 004,100} &~ 1.

rav{(I,v],[v,v1,[05,11) ¢- 1,
rav(LI,v],I0,v1,111,13,00,010) &~ 1,

rav({v,I1,{v,01,C(i,12,00,000) :- 1.

ravilI,v1,Iv,01,01i,11,00,010) :~ 1, , ’
ravily, 13,00,v1,[i,13,00,031) :- I, ' ' '



append([1,X, X).
append([X|RJ Y [X[ZJ) - append(R Y, Z).

nesber (), [X[_1).
aeaber(X,[_ ‘Y]) 1~ menber¢X,Y).

V union(L1,X,X). ‘
union(LX|R],Y,Z} :- nember(X,Y) ,!, union(R, Y Z),
unlon(EX]R] Y [X]Z]) unlun(R Y,2).

collect([X|R)) :- retract(p(X)), collectiR), !,
collect(L1).

store_s(#5,1) i- not(s(G)), assert(s(Ng)), 1.
store_s(NS,0). -

store_s(NS} :- not(s(NS)), assert(s(NS)), !
store_s{NS} :- fail.

store_p(NS) - not{p(NS)), assertalp(Ns)), !. =
store_p(NS} :- fail, ’

"braceprint(fd).
traceprint([X{T1) :~ write(X), nl, write(’ ¥y !, traceprint(I).

lists i~ s(l), write(l), nl, fail.
outprint((1)." -
outprint([X|T1), i- write(X), nl, :? outprint(I),

, echo(SIS) :- nl, write{’Input Interaction Sequence is:‘), nl, outprint(SIS),
) nl, write(’Irace or trajectory is(are):’}, nl.

error1(IS,I,RIS) &
nl, ur:te( Execut:on Aborted. Unspecxrled reception encountered.’),nl,
nl, write({‘AR possible Status that the representation ean be’),

nl, write(’atter the application of previous Input Interaction.’),nl,
oytprint (IS),

. ’ )

nl, write{'Current Input Interaction Sequence:’), nl,
write(Id, nl,

nl, write{‘Rest of Input Interaction Sequence:’). nl,
outprint(RIS),

nl,'urite(’Staiﬁs seen up to this pointi’),
nl, not(lists),

s lail.

errorZ(Y PSE) -
nl write{‘Execution Aborted. Infinite Idle louo encountered’’,
nl, write(‘The pathi’), nl, outprint(PSE),

nl write{’foras a loop ulth.’), nl, outprlnt(Y),
y fail.



C-Prolog version 1.4a

" [ Restaring file /.plstartup ]
| ?- [ts, totgen, run_totgend.
setparan_tsp consulted 992 bytes 0,683336 sec.
ts consulted 9208 bytes 5.45 sec.
totgen consulted 7904 bytes 4.6 sec.
run_totgen consulted 996 bytes 0.616667 sec.

yes

| 7= run_totgen(l).

Input Interaction Sequence is:
Lapl,tcreq,pl

[ap2,tareq,pl

[ap2,tdatr,1]
[apl,tdreq,user]

Trace or trajectory is(are):
[i,Capl,tereq,pld
Lo,{ap2,teind,p1]
(i,Lap2,tareq,pll
Co,Lapl,taind,pl]
fi,lap2,tdatr,123
‘[o;Eapl,tdati,lll
[i,[apl,tdreq,userl)
(o, [ap2,tdind,user 13

[i,Capl,tcreq,pl]
Lo, Cap2,teind, pld
[i,{ap2,tareq,p13 ™~
Lo,Lapl,taind,pld
(i,Lap2,tdatr,171
{i,Capl,tdreq,user]]
Lo,[ap2,tdind,userd

P

[i,Capl,tcreq,pld
(o,Cap2,teind, pil
(i,Cap2,tareq,pld
-{i,[ap2,tdatr,11)
Co,Lapl,taind,pll
[o,lapl,tdati,11] .
{i,lapl,tdreq,userl]
Lo, Cap2,tding,user]

" Li,Capl,tereq,pl ‘
Lo,Lap2,teind,pl]
[i,lap2,tareq,pl]
[i,03p2,tdatr,133
Lo, {apl, taind,pl3
(i,{apl,tdreq,user]]

— [o,[ap2,tdind,userdl -

yes

[ 7= run_totgen(2). C

Input Interaction Sequence is:

[apl,tcreq,pl ' -
Capl,tdreq,user] ’



%)

: [apl;tdreq,user} -
.

, . .t - wma
. .
. B
L) Lo
bt .
. .

Irace or trajectory isfare);
. Execution Aborted, Unspecitied reception ‘encountered.

All possible Status that the representation can he

~ after the application of previous Input Interaction.
[[l,uaitﬁaccept,idle,[],[l],El,uait_accept,uait_accept{[],[JJ,[v,vJ,[v,[apz,tcind,p]]J
E[O,idle,idle,EJ,[JJ,El,uait_accept,idle,[],[]),[[apl,tcreq,p],&],[v,v]]

-t

Current Input Interaction Sequence: ,
[apl ,tdreq,user ¢

Rest of Input Interaction Seqience: -

Status seen yp to this point: I :
[[0,idle,idle,£],[]J,[I,Hait_accEpt,idle,[],[]J,[[apl,tcreq,p],v],[v,v]]
[tl,wait_accept,idle,[],[]],[l.uait_accept,yait‘acuépt,[],E]],[v,v],[y,[ap2,toind,p]]]

no
| 7= run_totgen(3).

Input Interaction Sequance is;
Lapl,tcreq,pl

[ap2,tdreq,user)

Trace or trajectory is(are):
(i,Capl,tereq,pld -
Lo,Lap2,teind,pll -~
{i,l3p2,tdrequser]] - i
fo,[apl,tdind,userd] o
)

-

yes e
| 7- halt. -
{ Prolog execution halted ]

run_totsen(Z) :- clear, input_interaction_séquence(Z,X) ytotgen(X).
clear i~ retract(s( ), fail, .

clear, . _ i
‘input_interactionqsequence(1,{ . o v
Capl,tcreq,pl, h
Lap2,tareq,pl,
Cap2,tdatr,1], : . A .
Capl, tdreq,user] ' R )
.o - A , '
input_interac'ion_sequence(Z,E B "
Capl,ttreq,p], '

— . - .

input_interaction_sequence(3,E '
Capl,tcreq,pd, - .
Lap2,tdreq,user]

n. .



=3

APPENDIX H : A TRACE AND TRAJECTORY VALIDATOR : PROCEDURE "TOTVAL"f

totval(I0S) :- echo(]0S), initial(SPS), invoker(I0S,5PS). T ¢

invoker([,8P5) i~ checker{[1.5P5}. .
invoker([[i,apl,l.?] ,SPS) "1~ checker(C{ETapl. I, P1,v1,{v,v111,5PS,9NS), invoker{[1,5NS}, -
invoker([[o,3pl,0,P13,5P5} :- checker([[v, Capl,0,P11,Lv,v13,5PS.5NS) , invoker([1.5NS).

invoker ({{i,ap2.1,P31,5PS) :- checker([{v, W), (L4025 1,P1,v11,5P8, 945 ¥, invoker([1.SNS).
“invoker ([[o,2p2,8,P13,5P5) i~ checker([lv,v1,Lv, {2p2,0,F112, §PS,8NS) , invoker{[],SNS)
invoker([[S1,C1, I1,P11{R13,5P8) :- Ri= [Y§R23 Y=(82,02,12,P21,

({(51=1, 82=i,
((Cl=apl, R=R1, O=LLLL1,I1,P1],v]1,lv,v1D)

j{Cl=ap2, R‘?ﬂ, 0=Llv,v1,LIC1,11,P10,v3D)
} o) .

|(91 =i, Sn'Ur

((Cl=apl, C2=apl, )
(R=Rl, 0=CLLC1,T1,P13,v3,0v.v]] :
k= nz, 0=CECC,I1,P13,0C2,12,F232,Lv,v3I)) r )

7 (Cl=ap2, C2=ap2, v {
(R=R1, 0=CLv,v3,C[$1,11,P13,v]] -
:R=RZ, B=Clv,v1,LIC1,11,P10,0C2,12,P2231)) )

1 (Cl=apl, C2=ap2,
(R=R1, 0=LLLC},I1,P11,v1,[v,v1] .

© jR=R2, 0=C[LC1,11,P10,v3,Lv,E02,12,P2310)) ‘

$(Cl=ap2, Cd=apl,
{k=Rl, 0=CLv,v1,ECC1,11,P1, v]J :
;R=R2, 0=LCv,(C2,I2, P2JJ Ccel, 1,3, v2an

) )

;¢Sl=o, Cl=apl, R=Rl, 0=[Lv,(C1,11,11],Lv,v]])
1(81=0, Cl=ap2, R=R1, O=Liv,v],{v,[E1,11, PI]]])
) ,checker(0,SPS, SNS), invoker(R,SNS),

@
checker (C1,5N8) :- final(ES), eember (FS,SNS), nl, write(’Axk VALID kx&'),i.
checker (10, SPS,3NS) :- for each(IC,SPS.L1,S5HS), (§SN8=1 - errarl(il) fcr JBL1(EENG,[2,8N8)),

/% Apply each invocation I0 to each state [§ in set SPS and cbtain set SSNS 4/

for_each(_,[1, X X}, |
for_ _each(I0, ECSlREStSIﬁIUS] L5,58N8} :- qet(10.CS, LSIQIUS) aonend(LS LS*nIUS LN}, o [
for_each(I0, RESTSTATUS, LN, SSNS). '

get(10,PS,LSTATUS) :- setof(NS, ts(10,PS,NS), LSTATUS), 1, =
get( , ,[]). '

. ‘ . : N . -
/% Find all states that can be reached by internal transitions from #ach state in set SSNS and obtain set SNS 4/

for_all(L1,X,X).
for-all([CSiRS] LS,508) - get all(csg, LSI) un1un(LS LS1.LN), for_all(RS.LN,SNS),!.

q

get_al1(CS,L51} - stare_p(CS), not(each_path{CB)). collect(IS),

.

each_path(CS)  i- qet_each(C5,(CS1), fail. -

qet_each{PS,PSE) i~ ts(Clv,v1,[v,v13,PS,NS) ystore_s(NS) .checklNS PSE). get_each(NS,[NS{PSED),
" qet_each(_, ). , .
» » -

n



i~ not(mesber(S,X)), store_p(S),!,
+~ error2(§,X). Py

check(§,X)
check(5,X) "
initial(C [idle,idle,[1,021 D,
final(lidle,idle,_, 1.

append([1,X,X). .
append(CXIR1,Y,IX|Z]) i~ append(R,Y,Z).

seaber(X,[X| 1), .
nember(X,_|Y]) :- member(X,Y).

union{(1,X,X).
union([X|R1,Y,Z} :- wesber(X,Y} ,!, urion{R,Y,2).
union(CX|R1,Y,{X|Z1} i- union(R,Y,Z}.

collect(CX[R]) :~ retract{p(X)), collect(R), !,
collect([]). :

store_s(NS) i- notls(NS)) , assert(s(NS)) ,I.
store_s(NS} :~ fail.

store_p(NS) :- not(p(NS)} , asfertalp(NS)) el
store p(NS) :~ fail, ' .

echo(I0S) :- nl, urite(;Input Output Interaction Sequence’), nl, outprint{I98).

outprint{C1). .
outprint(iH]11) i- write(H), nl, !, outprini(I).

errori(ID) -

((is_I(ID);is_0(10)) -> nl, write(’Execution Aborted’)’,
(is_K10) -> nl, write(’Unspecitied R eption Encountered’);true),
{is_0(I0) -> nl, write(’Unexpected Output Encountered: ‘),
((is_I(I0)3is_0(I0)) -» nl, write{’ikk NOT VALID &ix"),

error2(Y,PSE) - .

nl, write(’Intinite idle loop encnuntered}),

= nl, write{’The path:’), nl, outprint (PSF},

nl, write(‘foras 3 loop with:),"nl, outprint(),!,fail,

is_I{[I,v1,0y,vI).
is_I([{v,v1,01,v1D),
is_0({Lv,01,0v,vID).
is_0([lv,v1,Lv,01).

write(I0);4rue),
nl), 1, tail,



run_totval(X) i- clear, interaction_sequence(X,S), totval(s).
clear :- retract(s( )), retract(p(_}), fail.

clear,

irteraction_sequence(l,[

Ci,apl,tereq,pl,

Lo,ap2,teind,pl,

{i,ap2,tareq,pl, b

{i,2p2,tdatr,}], :

(1,3p2,tdatr,2),

Foeapl,taind,p

{1,ap¥, tdatr, 1

(i,apl,tdatr {21,

.[o,ap],tdati Y],

. [i,apl,tdatr,3],

Lo,apl,tdati,2],

fo,ap2,tdati,l], .

{o,3p2,tdati,3)

HE

interaction_sequence(2,f

[i,apl,tcreq,pl,

Lo,3p2,tcind,pl,

Ci,ap2,tareq,pl, - )
fi,ap2,tdatr,1], '
[i,ap2,tdatr,2],
{o,apl,taind,pl, N
[i,apl,idatr,1],
[i,apl,tdatr,21,
Lo,apl,tdati, 13,
Ci,apl,tdatr,3],
fo,apl,tdati, 21,
(o,ap2,tdati, 11,
fi,3pl,tdreq,user],
(a,3p2, tdind,user]

n.



C-Prolog version 1.4a

[ Restoring file /.plstartup J *

| - {is, totval, run_totvall.

setparam_tsp consulted 992 bytes 0.416669 sec.
ts consulted 9208 bytes 3.28333 sec.

totval consulted 8528 bytes 2.78333 sec.
run_totval consulied 1948 bytes 0.550004 sec.

yes

| 7= run_totval(l).

Input Bytput Interaction Sequence
Li,apl,tcreq,pl :
{o,ap2,tcind,pl *
[1,3p2,tareq,pl ‘
[i,ap2,tdatr,1]
[i,ap2, tdatr,2)
[o,apl,taind,p]
[i,apl,tdatr,1] 4
[i,apl,tdatr,2]
[o,apl,idati,1]
li,apl,tdatr,31 "™
[o,apl,tdati, 2]

- Lo,3pl,tdati, 1]
fo,ap2,tdati,3]

Execution Aborted

Unexpected Output Encountered: t[v,v] Lv,{ap2,tdati,331]
kkk NOT VALID A4

no
| 7= run_totval(2). \
Input Output Interaction Sequence
Li,apl,tereqlpl

lo,ap2,tcind,pl

-{i,ap2,tareq,pl

[i,3p2,tdatr,1]

[i,ap2,tdatr,2]

Cojapl,taind,pl

(i,apl,tdatr,1]

li,apl,tdatr,2]

{o,api,tdati,1]

[i,apl,tdatr,3]
[o,apl,tdati,27

[o,3pd,tdati, 1]
‘Li,apl,tdreq,user]
La,ap2,tdind,user]

Ahx VALID khk

yes _ '
| 7- halt. - )

{ Prolog execution halted ]

.

& e





