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Autonomic Systems are computer systems that can self-manage by ensuring that 

the system is optimal, correctly configured, protected and able to recover from 

errors with minimal to no human intervention. Applications of autonomic sys­

tems range from usage optimization for clusters of servers or virtual machines, 

to error prevention and error recovery for web applications. The methods used 

to undertake research in the area of autonomic systems are also varied, ranging 

from complex machine learning algorithms to simple rule-based control systems 

and from complex control models of the underlying system to simple policy based 

control systems. At present, autonomic system structures are missing a key com­

ponent - a robust, reusable, and standard architecture based on patterns. This 

would simplify the design and implementation of autonomic computing systems. 

Autonomic systems are often designed and developed following a monolithic pat­

tern which leads to a replication of development efforts when parts of the system 

are later used in a different approach. In this thesis, an architecture rooted in 

real-time control systems is introduced and its corresponding detail design is de­

scribed. The development of the architecture is based on Model-Driven Develop­

ment principles. Furthermore, the thesis presents and develops various models for 

the control of autonomic systems. The models used allow for an easy interchange of 

components via composition/decomposition mechanisms. It is thus demonstrated 

how the framework developed based on the proposed architecture can be easily 

reconfigured for the control and supervision of different types of autonomic com­

puting strategies such as self-management for Web Services or self-optimization 

for Server Virtualization. Experiments on and with the above new autonomic 

computing methodology for various computing paradigms are given to support 

the design and the implementation described. 
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Chapter 1 

Introduction 

1.1 Motivation and Research Objectives 

As the IT departments have become more pervasive and more important to every 

company, as well as to our daily lives, they have also become more complex. In 

some cases so complex that it is nearly impossible for humans to continue to 

manage the IT infrastructure. Failures of the IT infrastructure in a company can 

have disastrous consequences for the company or even for the economy. In a world 

that is as fast as the current one an IT failure can result in lost sales and even 

the loss of customers to competitors for a company. Even worse, an IT failure can 

result in a market crash where millions or billions of dollars can vanish. The crash 

of 1987 is an example of such a problem when a glitch in the functioning of the 

application which traded stocks automatically took the global economy in a state 

of crisis. [1] 

The increase of the dependence on the web, be it searching for a map, looking 

for locations online, shopping or gaming online adds to the increasing need for 

self-managing systems. The explosion of social networks, web related services and 

mashups has also led to the emergence of cloud computing. Where before each 

small enterprise would run its own small IT department, now large data centers 

provide IT services to multiple consumers and enterprises. For the IT providers 

the ability to maintain the systems and prevent service outages is paramount since 

long period of failures can open them to liabilities from their customers. 

1 
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On top of the complexity of managing the IT infrastructure, two new factors have 

appeared in recent years that compound the problem. On one hand, most busi­

nesses are attempting to become greener and reduce the amount of energy used. 

As such, server farms can no longer be set up to face a worse case scenario demand, 

and during non peak times operate at five to fifteen percent server utilization. [2], 

[3] The solution is to intelligently move loads such that only the required CPU 

power is used for a certain demand. Another factor that increases the problem is 

the recent push that server virtualization has seen in data centers. While on one 

hand, server virtualization improves the usage of servers in data centers, it also 

increases the complexity of managing the servers in the data centers, as suddenly 

one single hardware server can be running tens of virtual machines, each with its 

own load and processing requirements. 

Because of all the above factors, in 2001 IBM launched the Autonomic Computing 

Manifesto [4]. The goal of autonomic computing is to build systems that are ca­

pable of self-managing themselves by self-configuring, self-healing, self-optimizing 

and self-protecting themselves, together known as self-CHOP. Such a system must 

be able to analyze itself at runtime, determine its state, determine a desired state 

and then if necessary attempt to reach the desired state from the current state. 

Normally the desired state is a state that maintains the system's Service Level 

Agreement (SLA). For a self-configuring system for example, this could include 

finding missing libraries and installing them with no human intervention. A self-

healing system would be able to determine errors in execution and recover to a 

known safe state. A self-optimizing system example would be a cluster of servers 

that dynamically adds and removes servers at runtime in order to maintain a cer­

tain utilization and client response time. Finally, a self-protecting system example 

would be a server that detects a denial of service (DoS) attack and prevents it by 

refusing requests from certain Internet Protocol (IP) addresses. 

The above goals of autonomic computing were mapped in the Manifesto [4] on 

eight key requirements that a system must meet to be considered autonomic. An 

autonomic computing system must: 

1. "Know itself" by knowing its components, status, ultimate capacity, and 

other interconnected systems 

2. Configure and reconfigure itself under various and sometimes unpredictable 

situations. The configuration must be done automatically by the system 
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3. Never settle for the status quo, and must always try to optimize the available 

resources, itself, and the way it works 

4. Be able to heal itself in case of malfunctions on some of its parts, and be 

able to recover its normal state of execution 

5. Be able to protect itself by identifying and responding to threats against 

various types of attacks, while maintaining system integrity and security 

6. Be aware of its environment and act according to the environmental needs 

7. Function in a heterogeneous and open way, and implement open standards 

8. Keep its complexity hidden from the end user 

With the launch of the Manifesto a varied number of research projects were started 

with the goal of building autonomic systems, ranging from ways of monitoring 

and controlling the underlying system to rules of how resources should be dis­

tributed among competing requirements. Among the control rules, the research 

was also varied spanning from control loop theory approaches to machine learning 

approaches. However, one problem that existed was that each research project 

and each product lived in its own hermetic world, and in many cases this lead 

to code being written to do the same function by multiple people. For example, 

if one project required the monitoring of a cluster of application servers in order 

to optimize the hardware usage and another required the monitoring of a cluster 

in order to optimize the thread pools in the servers, each project would write its 

own monitoring code. Because of the above there is a need for a standard archi­

tecture for autonomic computing. An architecture which would allow developers 

and researchers to concentrate on the problem that they are trying to solve, and 

not on communication with and control of external entities. Such an architecture 

has to be modular and contain standardized APIs in order for modules developed 

by various parties to be tied together at runtime in order to perform the required 

autonomic goal. At the same time, the system built on top of the architecture 

must be easily manageable through the use of a graphical user interface, which 

would allow the composition of parts in order to create an autonomic management 

system. 

The solution proposed by this thesis is an architecture rooted in real-time system 

theory and based on software engineering patterns and practices. On top of the 
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proposed architecture a framework is built that supports the real time composition 

of modules in order to create autonomic systems. The architecture and subsequent 

framework are developed using the Model-Driven Development (MDD) approach. 

At the same time, the framework is built on top of open standards, thus meeting 

the requirements set by the Manifesto. [4] Furthermore, the solution allows for the 

composition and recomposition of autonomic modules at run time, thus creating 

a control system that is itself capable of reconfiguring the internal structure and 

execution of its logic. The framework is applied to the problem of self-optimization 

of clusters of servers in both virtualized and non-virtualized environments. 

1.2 Organization of the Thesis and Contribu­

tions 

The thesis is organized in order to present the solution moving from a high level 

architecture to the low level details of the architecture, going into the various real 

time mechanisms set up to ensure integrity of data and reliability of the system. 

The framework that implements the architecture is also presented, together with 

a solution for server optimization created on top of the framework. Results from 

running the solution are also shown. As such the rest of the thesis is organized as 

follows. 

Chapter 2 presents the need for an architecture for autonomic systems and also 

presents various related work in both autonomic architectures and self-optimization 

problems. The requirements for the architecture and framework are also presented. 

Chapter 3 introduces the theory behind the model built for the autonomic system, 

and also presents the model identification steps taken in order to initialize the 

model. 

Chapter 4 describes the high level design of the proposed architecture. It maps 

the requirements for the system to the architecture's main components. 

Chapter 5 goes into the low level architecture and describes the various real time 

mechanisms used to provide reliability to the architecture. 
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Chapter 6 introduces the problem of self-optimization that is solved in order to 

show how the architecture and framework can be used. It also describes some 

results obtained by running the systems presented on a test bed. 

Finally chapter 7 presents conclusions of the benefits provided by the proposed 

solution. Future developments of the architecture are also described. 

This thesis contains a number of contributions to the field of autonomic computing, 

as presented in [5], [6], [7], [8], [9], [10], [11], [12]: 

1. A standard architecture for autonomic systems is presented which can de­

crease the time of development and deployment of new autonomic systems. 

By standardizing the architecture, using object composition to build the 

system and defining interfaces for the architecture's components, a flexible 

system can be developed which allows researchers to concentrate and improve 

a smaller subset of the autonomic control loop. A standard architecture can 

also ensure easier communication with third party components, which is one 

of the requirements for an autonomic system as defined by IBM. 

2. Issues of reliability and concurrency in such a distributed system are dis­

cussed and solutions based on real time patterns are presented. Since the 

developed autonomic system architecture is the first distributed architecture 

for an autonomic system - all previous autonomic systems being monolithic 

structures, it must deal with reliability and concurrency issues, and the best 

solution can be found by applying real time patters to the developed archi­

tecture, since real time systems must always deal with these issues. 

3. A new model for an application server's response time is created, which is 

based on examining the internal mechanics of the sever's internal scheduling 

and queuing mechanisms. Based on the above analysis of the processes 

executing inside an application, a system of equations is developed in order 

to describe the relation between the input variables of the system, the state 

of the system and the controlled variables of the system. On top of the 

developed equations an Extended Kalman Filter is added for control of the 

system and model identification is performed in order to determine the initial 

values of the model's parameters. 

4. A framework based on open standards and the above architecture is also de­

veloped. The thesis presents a framework created on top of the Web Service 
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Distributed Management (WSDM) standard. This framework is the first 

framework developed for autonomic systems which is built entirely on open 

standards. Through the use of WSDM, the requirement for an autonomic 

system to be based on open standards - as described in the Autonomic Com­

puting Manifesto [4] such that systems developed by different vendors can 

interoperate is achieved. 

5. A solution for allowing the modification of the control system at run time is 

also presented. Due to the way the architecture splits the autonomic system 

into components, and the capabilities added by the framework and the real­

time software patterns used, the control loop itself can be modified at run 

time with minimal impact to the execution of the autonomic system. This 

capability of real time adaptation in the control loop allows the autonomic 

system to better perform its management function as it can better respond 

to changes in the environment and the managed resource by modifying its 

own internal structure. 

6. The autonomic computing architecture is applied to the control structure 

of two autonomic computing environments - the self-optimization of a clus­

ter of WebSphere Application Servers and the self-optimization of a cluster 

of Virtual Machines with WebSphere Application Servers installed on top. 

Through the use of the architecture and framework, it is demonstrated how 

autonomic system components can be developed on top of the system de­

scribed in the thesis. 



Chapter 2 

Autonomic Computing Systems 

This chapter presents the need for a standard architecture for autonomic systems 

from both an academic and an industrial point of view. It then discusses related 

work in the field of autonomic computing and shows how the present research 

makes use and at the same time expands previous research in the domain. Finally 

the requirements for the system are presented. 

2.1 The Need for an Architecture 

Since the release of the Autonomic Computing Manifesto [4], autonomic system 

research has received a significant amount of attention from the research commu­

nity. Most of the research is based on the idea of a MAPE loop (Monitor. Analyze, 

Plan, Execute) as described by IBM in the Autonomic Computing Blueprint [13]. 

Figure 2.1 shows the loop as described by IBM. The loop's starting point is the 

constant monitoring of the underlying resource, be it a single system like a server, 

a homogeneous system like a cluster of servers, a heterogeneous system like a data 

center including servers, switches, routers, etc., or a full business system which 

includes all the knowledge and systems which make up the business' infrastruc­

ture. The monitor function of the autonomic system is responsible to gather data 

from the underlying resource, filter, process and correlate data from the parts 

composing the resource and if necessary trigger a symptom which is sent to the 

analyze function. Once a symptom is triggered the analyze function attempts to 

determine if the current state or the predicted future state of the system will be 

outside required parameter values. If such a breach of requirements is detected, 

7 
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FIGURE 2.1: MAPE Loop 

the analyze function triggers a change request in order to bring the resource back 

within its required parameters or in order to prevent the resource's functionality 

to go outside its required functional parameters. The change request causes the 

autonomic system to plan the changes required in order to restore or maintain 

the required functionality of the system. The change plan can be as simple as 

a single command or as complex as the execution of multiple workflows on dif­

ferent subcomponents of the resource. The planning function also deals with the 

possibility of resource conflicts, and attempts to generate a plan which does not 

break the functionality of other resources. Once a plan is generated, the execute 

function is responsible for the scheduling and execution of the changes required 

by the plan. The execute breaks the plan into its composing parts and ensures 

that the plan is executed in the correct order. The MAPE loop contains an extra 

component in the form of the knowledge repository. The repository's function is 

to provide the four functions the required information needed in order to run their 

logic. This could be information about how the resource behaves under various 

symptoms, what the required parameters are and possible solutions to maintain 

the parameters. 

To illustrate an autonomic system and how the MAPE loop would be constructed 
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and work for it, the optimization of a cluster of servers will be taken as an ex­

ample. The problem in many data centers is that the server clusters for various 

applications are set up for the worst case scenario. Outside of peak times, the 

server utilization is only 10 - 15 %, causing increased electricity bills for no reason. 

One way to solve the problem is to optimize the server usage, by starting and 

stoping servers as required by demand. As user demand increases the autonomic 

system will add server clones to the cluster, and as demand decreases some of the 

clones will be released back into a pool of free available servers. This allows the 

data center to have less servers than there are required by each of its applications' 

peak demands running at one time, as long as not all the applications peak at the 

same time. For this small example, it will be assumed that the application is a 

simple one tier web based application. 

Based on the above example, the monitoring function would measure the response 

time, CPU utilization, and throughput of each of the servers, and then aggregate 

the data across all the servers in the cluster. Assuming a homogeneous cluster 

with Round Robin load balancing, a simple mean will provide a good estimate of 

the use of the cluster. The information regarding how to aggregate the data comes 

from the knowledge base which contains the topology of the cluster. These values 

are then fed forward to the analyzer function. The analyzer function takes the 

aggregated data, and compares it to known thresholds which represent a breach 

in the Service Level Agreement (SLA). In more complex cases the analyzer can 

approximate future values of the measured data and compare them to the thresh­

olds. If a breach is detected, the analyzer triggers a change request which contains 

information regarding the size of the breach. The plan function takes the SLA 

breach information and creates a plan of how many servers to add or remove from 

the cluster. In complex cases the decision could include communicating with a 

top level manager to ensure that no conflict with other resources is caused by the 

plan. Once a plan is developed, the plan is sent to the executor. The executor uses 

the topology information in the knowledge base in order to decide which specific 

servers should be added from the pool or removed to the pool. Once the decision 

is made, the executor selects the appropriate workflows to execute on each server, 

and executes them. By doing this, the cluster can be optimized and can use less 

resources. 

At the same time as the autonomic computing research got under way software 

companies like IBM, Sun Microsystems and Cisco all developed autonomic system 
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software solutions. An issue that appeared however is that the solutions provided 

by various software vendors do not collaborate and integrate well with each other. 

This is a problem if various autonomic systems from different vendors are deployed 

to manage separate parts of the IT infrastructure. Having the servers managed by 

one solution and the switches by another can cause problems if the two systems 

are incapable of interoperating. Since the IT infrastructure of most businesses is 

heterogeneous, it would be very possible to have such a mix of autonomic systems, 

especially if each of the low level resources has its own autonomic intelligence. Take 

for example a cluster of servers for a web application that uses a front end of IBM 

WebSphere Application Servers, with a back-end database composed of MySQL 

servers. If the autonomic intelligence for the application servers is provided by IBM 

as part of WebSphere and the autonomic management of the databases is provided 

by Sun Microsystems as part of the MySQL servers, then the two autonomic 

systems must be able to interact with each other. Without such an interaction 

each of the two systems would have an incorrect view of the full picture, and 

decisions made by each of them would result in non optimal results. For example, 

the WebSphere manager could decide to add application server clones to the cluster 

even though the actual bottleneck is the database cluster. 

There is an extra problem which appears due to the fact that a common unified 

architecture is missing, and that is the need for different projects, both research 

and industrial, to rewrite code that was already developed by other parties. Fur­

thermore, this redevelopment can cause research projects to spend valuable time 

developing components that are not part of the main research goals. While all 

the autonomic research tries to solve the same issues - those of self-configuration, 

self-healing, self-optimization and self-protection, the solutions proposed are var­

ied ranging from machine learning algorithms to control systems. Various parts of 

the problem have also been attacked, varying from data gathering techniques to 

decision techniques. As each research project creates the entire MAPE loop this 

leads to inefficiencies. If the purpose of the research is to develop a new decision 

technique to self-optimize a cluster of servers, then it should be possible to pick 

up some Monitor and Analyze functions that provide the required parameters and 

work on developing just the Plan logic, while again not worrying about the Exe­

cute function. An extra benefit of using existing components, is that it becomes 

easier to compare just the new Plan function to previously existing solutions for 

planing and know that the other components do not cause any of the observed 

differences. 
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The above problems can be solved using a common unified architecture, which 

breaks the autonomic system into its composing parts. With such an architec­

ture, a repository of components can be created, which work together to form 

an autonomic system. Thus researchers who want to explore and develop better 

components can simply use the available components for the parts of the system 

that they are not improving. At the same time, such an architecture would al­

low components from various vendors to interoperate, as the architecture would 

provide standard interfaces that must be exposed by different components. 

2.2 Related Work 

Autonomic computing research has been an important area of research in recent 

years with a number of publications and conferences supported by IEEE and ACM. 

The research has included varied disciplines and approaches in order to solve the 

problems, and various solutions for parts of the MAPE loop have been proposed. 

Solutions for the predictive part of an autonomic system include machine learn­

ing techniques and control loop techniques. The model of the autonomic system 

is also varied including queuing models, biological inspired models, policy based 

models and goal models. The change plan creation methodology also varies in­

cluding decision tree based methods and algorithmic methods. While the proposed 

architecture must meet all the needs of various types of solutions, it must also be 

able to integrate with various vendor solutions by being based on open standards. 

This section will be composed of related work in autonomic system architectures, 

various approaches for the MAPE loop components, related software products and 

finally related open standards. 

2.2.1 Autonomic system architectures 

A number of approaches have been taken by different research groups in order 

to build the infrastructure needed for the creation of autonomic systems. This 

section looks at a number of other such architectures. 
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2.2.1.1 Autonomic Element based architecture 

Work done at Montana State University [14] designs an autonomic system as an 

autonomic element by using object oriented approaches. Similar to the research 

in this thesis the goal of the paper is to design an architectural blueprint that 

can be used to quickly and simply develop other autonomic primitives. Also like 

this thesis, the paper starts from the MAPE loop designed by IBM, and goes into 

detail as to how the internals of each function should look like. The autonomic 

element, is seen in the paper as the base building block for an autonomic system. 

The element is composed of two parts: the autonomic manager and the managed 

element. In the paper, the element is described as a multi-threaded daemon, with 

each of the four MAPE functions as well as the effectors and sensors running in its 

own thread. Message passing is done via queues and synchronization is obtained 

via semaphores. 

The architecture uses sensors to obtain data about the managed element and the 

environment, and defines two separate sensors for each autonomic element - one 

for internal data from the managed element and an external one for data from 

the environment. Similarly there are two effectors: one which passes required 

changes to the external environment and one which modifies the managed element 

internally. 

Furthermore, the architecture defines a "data atom" as the basic message that 

is passed throughout the system. Each atom is an XML data structure that 

contains version, priority, type and meta-data as well as the base data for the 

event. Furthermore, multiple atoms can be chained together to form a single 

atom if required by some common relation. 

Since the architecture for an autonomic element uses separate threads for pro­

cessing, care must be taken to ensure that the system performs correctly asyn­

chronously and that there are no deadlocks in the system. In order to ensure the 

above, the authors of [14] propose the use of a priority queue for message passing. 

As data atoms are sent from one component to another, the atoms are stored in 

a queue, based on their given priorities. The components then pop the respective 

atoms, process them, and either send them forward to the next component, create 

new atoms to be sent, or send the atoms to empty data sink to be destroyed. In 

order to prevent deadlocks and starvation, the authors also use an extra object 

named a locker, which is similar to a semaphore. A locker is placed between each 
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two adjacent components and its role is to pass atoms between components. A 

locker receives an atom from a sending component, and notifies the receiving com­

ponent that it has a new atom available for processing. Since polling is not used, 

it prevents synchronization and deadlock issues. Lockers are unidirectional, mak­

ing it impossible to send data back to a previous component for processing, thus 

resulting in a sequential processing of data. In order to provide rapid response 

for sensors and effectors, the architecture uses data streams, which are one-way 

communication channels where one component writes data, and another reads the 

data in an atomic way. 

The system also uses a repository to store both processed atoms that are needed 

later, as well as policy rules. This repository acts as the knowledge base in the 

MAPE loop. 

While this architecture has some common points with the subject of this thesis, 

there are also a number of differences between the two architectures. First of 

all, the autonomic element architecture executes its entire process on a single 

machine, while the architecture which will be proposed here is distributed across 

multiple nodes. Second of all, while the authors ensure the synchronization of the 

system and lack of deadlock in the system, the architecture does not deal with 

possible reliability problems in the execution of the control loop. Third of all, 

the architecture prevents the sending of messages backward and forward between 

components, something that, as will be shown later, can be desired in some cases. 

Finally, the architecture forces an autonomic element to have two sensors - one 

external and one internal, as well as two effectors. However there are cases were 

data comes from a varied number of sources, possible each with its own data 

sample period, and splitting the data inputs into more than two sensors is desired. 

Because of the above factors, the autonomic element architecture is restrictive in 

terms of the kind of autonomic system which can be developed and deployed. 

2.2.1.2 Self-managing peer-to-peer architecture 

Another approach taken to build autonomic system is that of a self-managing 

peer-to-peer architecture, as described in [15]. In this approach each element of the 

managed resource has its own management logic, and the overall Quality of Service 

(QoS) is achieved through peer-to-peer negotiation between the elements. While 

the architecture does distribute the management function across various elements, 
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the architecture is not fully peer-to-peer, the authors choosing a hybrid approach. 

The top level of the QoS is reached through peer-to-peer negotiations, the lower 

level state is reached through hierarchical control. The described approach is 

meant for "the autonomic management of heterogeneous networks and services" 

[15], but it can also be extended to other autonomic systems. Figure 2.2, taken 

from [15], shows the behavior of the system. 

For example, for a data center with multiple clusters of servers, the high level 

negotiation of how to split the existing servers in order for each cluster to reached 

it:s required SLA can be done via peer-to-peer negotiations between the managers 
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2.2.1.3 Hierarchical control architecture 

Another approach for creating autonomic systems is that of building a hierarchical 

control system, as proposed in [16] and [17]. In such a system, at the top, a data 

center controller monitors and manages the whole data center. At the middle level, 

each application deployed has its own controller which monitors the application, 

as well as receives configuration changes from the data center controller and its 

composing servers' controllers. At the bottom, each server has its own controller 

responsible for configuring and optimizing the server. If the server controller can 

not optimize the server by its own, it can request the application controller to try 

and optimize the whole application and its servers. If the application controller 

can not optimize the application and maintain its SLA and QoS, it can request 

the data center controller to take provisioning actions. In both architectures [16], 

[17] low level controllers can take very fast actions to optimize the system, but 

are restricted in how much they can affect the system. High level controllers can 

affect bigger parts of the system, but their provisioning actions require more time 

to complete and must use better estimates before taking any action. 

Using the same example as before, of a data center with multiple clusters of servers, 

the low level server managers can make minor modifications regarding how the 

server behaves, like size of various pools, memory management, CPU management. 

The middle level application controllers, manage the entire application by making 

modifications regarding how many servers are being used, how many are free, 

how servers are distributed between various tiers, how the load balancing is being 

done, etc. Finally, the top level manager ensures that the entire data center 

behaves within the required SLAs and resolves possible conflicts. If an application 

that is very important requires more servers, than servers can be taken from a 

less important application for example. Figure 2.3 shows how the hierarchical 

architecture would look for a data center. 

2.2.1.4 Biologically inspired and multi-agent architectures 

A fourth architecture of autonomic systems is inspired by biological and multi-

agent systems. In recent years, biologically inspired algorithms like the Ant al­

gorithm [18] for best route discovery in a network have been investigated and 

developed. Similarly, for autonomic computing, biologically inspired architectures 
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have been investigated. In [19], the authors propose an approach which is closer 

to biological models, than to IBM's vision for autonomic systems. Instead of look­

ing at an autonomic systems as a component that controls another resource, the 

authors design an autonomic system as a system that is able to change its internal 

behavior and its external interactions with other components, but is unable to 

modify external components. In order to reach this design, the authors create a 

"SelfLet" which is a self sufficient component, able to interact with other SelfLets 

in order to reach the high-level goals of the system. Each SelfLet has one or more 

behaviors, goals and actions. A goal represents a high-level objective, which can 

be achieved by executing some behaviors. Behaviors are performed by executing a 

set of local or remote actions. Similarly to the peer-to-peer architecture, SelfLets 

also have a negotiator manager, which they use in order to negotiate with other 

SelfLets a way to reach the goals. Figure 2.4 shows the design of a SelfLet. 

A similar approach to that for SelfLets is presented in [20], where a system named 

Unity is introduced. Like the SelfLet concept, the creators of Unity develop the 

"self-management of a distributed computing system via interactions amongst a 

population of autonomous agents called autonomic elements". Unlike the SelfLet 

concept however, the high-level decisions of the autonomic system are obtained 

by using a resource arbiter, which is responsible for finding the optimum resource 

allocation. Furthermore, while in the SelfLet design the group to which a SelfLet 
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belongs is set beforehand by a human manager, in the Unity design autonomic 

elements group themselves based on their needs through the use of a registry 

component for discovery. 

Due to the existence of a "global manager" in the form of the resource arbiter, 

the Unity design is closer to what an autonomic system tries to achieve. Without 

the existence of such a component it is impossible to achieve global optimums 

at the data center level, especially in cases where the demand is higher then the 

available resources and decisions of priority must be made. In the SelfLet design, 

each SelfLet tries to optimize itself to reach its own goals and without very careful 

design of policies instabilities in the system can be reached. Furthermore, the 

design of an autonomic element in Unity is very close to the MAPE loop design 

presented by IBM which is used for the development of the architecture presented 

in this thesis. 
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2.2.2.1 Machine Learning Analysis 

One approach taken by researchers in order to analyze the performance of a system 

is by using machine learning algorithms, be it Bayesian networks or neural net­

works. The first step in analyzing a system and its behavior is to create a model 

of the system. The turning point for a correct design of an autonomic system 

is related to defining and building an accurate model of the system. The model 

provides a view of the controlled resource and both the future prediction of the 

state of the system and the creation of a plan to modify the system are based 

on the model. While a model can not perfectly represent the resource under con­

trol, it is important that the model accurately represent the state of the resource 

and more importantly accurately modify itself to changes in the environment. If 

the modifications in the system do not translate into correct modifications of the 

model, even an initial correct model will be out of tune with the modeled system 

after a number of iterations. 

The complexity of deriving a model which can be used for solving at least the self-

optimizing aspect is complicated due to a combination of types of processes such 

as computing, task scheduling, resource allocation solutions, and many others. 

In such a complex model, one can encounter discrete and continuous processes, 

discrete event systems, finite state machines, timed automata, and so on. On the 

other hand, there are two contradictory requirements for building good models: 

1. the model has to be simple enough to facilitate design and 

2. complex enough to contain the basic dynamics of the modeled process. 

One very important feature of machine learning in general is that the system is 

capable of learning from a set of observed results, and then apply what it learned 

in future cases which might not perfectly match previously observed results. Thus 

a machine learning system is attempting to induce the full system behavior based 

on the way the system behaved in the past. 

In [21] the authors compare the modeling of response time for a service-oriented 

architecture via Bayesian networks and neural networks. While the comparison 

results of the two methods is not important, what is important is how the two 

models are built and used. The case studied by the authors is a system composed 

of six services that work together to perform a certain user operation. 
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FIGURE 2.5: Neural Network Model for Response Time 

In order to build a Bayesian model the authors assume that each of the services is 

independent from all the others, and that the response time for the composition 

of the services is obtained due to a causal relation between it and the time elapsed 

on each service. As such, the authors use a Bayesian Network in order to model 

the systems response time. Bayesian modeling is based on Bayes' theorem which 

states that "the probability of a hypothesis H conditional on a given body of data 

E is the ratio of the unconditional probability of the conjunction of the hypothesis 

with the data to the unconditional probability of the data alone" [22]. In terms 

of the response time modeling, this means that probability of a certain response 

time, given a distribution of elapsed times for each of the services is dependent on 

the prior known response time for the distribution and the conditional probability 

of that distribution. 

On the other hand, the neural network model is built as a feed-forward neural 

network, with six input nodes, six neurons in the hidden layer, and one output 

layer with one neuron. In the neural network model, the various weights of how 

the inputs affect the hidden layer, and how the hidden layer affects the outputs 

must be found. Figure 2.5 shows the design of the neural network. 

Even though they are built differently, the two models have a number of common 

operations. Both models use newly measured data, both input and output in order 

to learn the system's behavior and improve the model. Thus the model must be 

able to receive new data and update itself. Furthermore, the models must be 

capable of being used in order to predict the future state of the output variables 

based on the the current state of the observed variables. 
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2.2.2.2 Queuing Model Analysis 

A different approach for analyzing the behavior of computer systems is based on 

the principle of queuing models. Examples of such model design are presented in 

[23] and [24] where the authors develop models for multi-tier transactional appli­

cations based on Queuing Network Model (QNM) theory. The QNM looks at a 

system as a network of queues, including CPU queues, disk I/O queues, network 

queues, etc. Requests are split into various classes which represent different be­

havior of the modeled system when facing those requests. Any request of a certain 

class has to go through some of these queues, and the model of the performance 

(response time, throughput) is obtained by modeling the time a request waits in 

each of the queues, based on the workload. The structure of the queues can not be 

changed at run time and represents a static view of how the system must behave. 

While the high-level modeling approach for the QNM is very similar to the Bayesian 

model described previously, the differences appear in how the model is built and 

used. The Bayesian model's parameters are chosen based on its update equa­

tions through observed values, while the QNM's parameters are computed through 

mathematical calculations before the system's deployment. At the same time, the 

Bayesian model's output is based on the previously known probability of an ob­

served distribution, while the QNM's output is based only on the current size of 

the queues. 

The similarity between the models appears again regarding the functions that they 

perform. Both models are used in order to predict the future state of the system's 

output variables based on the current model state and a new input value, and both 

models can update their parametric model based on observed input and output 

values. The approach taken in this thesis for modeling the response time of a 

cluster of servers is based on the queuing model approach, however the architecture 

proposed for autonomic systems can accommodate any of the described models. 

2.2.2.3 Black Box Analysis 

Another approach for analyzing autonomic systems is based on a black box ap­

proach. Unlike queuing models and machine learning models, which assume a 

certain structure to how the internals of the managed resource behave, black box 
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models are only considering the input variables and the output variables. No as­

sumptions are made about the internals of the managed resource outside whether 

the resource behaves as a linear or non linear system. Based on observed input 

and output variables a parametric system of equations is then built using known 

control theory like Kalman equations [25]. Once the system of equations has been 

built, the best parameter values can be determined using known identification 

methods like recursive parameter estimation (RPE). 

After the model has been fully determined, new input variables can be simply 

plugged in the equations and the predicted output variables can be found. The 

equations can be used to predict the future value of the output after a certain 

number of steps or time frames. The model equations can also be updated to 

better represent the system based on observed input/output relations. 

Different systems of equations have been used in literature for building autonomic 

system models, as seen in [10] and [11]. One point in common however, is that 

computer systems are assumed to be non-linear since with the exception of the 

most basic, computer systems are not linear, and modeling them as such would 

result in poor performance. 

2.2.2.4 Cost Function Planning 

In an architecture based on the MAPE loop, once the analyze function has deter­

mined that a change must be done in the system due to a possible breach in the 

SLA or non optimal execution, a plan must be created in order to either maintain 

the SLA or try and reach an optimal execution. Like the analysis component, 

different plan function solutions have been proposed in literature. One such so­

lution is based on cost functions and optimization of such functions. In [24] such 

a plan is described. The authors assume that in a data center there are various 

costs: energy, hardware, and software utilization, as well as revenues obtained by 

providing the service and penalties due to breaches of SLA. The plan functions is 

then based on the observation that "revenues increase almost linearly with the sys­

tem load and start decreasing after a maximum that is obtained when the service 

center utilization is about 0.5 to 0.6". Because of this, the plan function attempts 

to optimize the cost function but since the optimization problem is NP-hard, the 

solution proposed is a heuristic search which results in a local optimum, but not 

necessary the global optimum. 
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Similarly in [26], the authors use a profit/cost approach combined with a policy 

approach to determine when the system is breaching the optimal execution and 

attempt to bring the system back to optimal execution. 

2.2.2.5 Policy Based Planning 

A different and simpler approach to creating a plan is based on policies. As 

shown in [27] and [28], policies can be used in order to determine how to optimize 

the managed resource based on the state of the resource. In the case of a data 

center with multiple server clusters that have conflicting requirements - for example 

demand is higher than the capacity of the data center - the system would decide 

how to distribute the servers based on the defined policy. For example the data 

center could have a policy that says: 

if (cluster 1 demand is high) and (cluster 2 demand is high) and (has no free 

servers) then (cluster 1 receives 40% and cluster 2 receives 60%) 

A major problem with policy based decision making is that policies have to be 

created by a human user before the system is deployed. At the same time, the 

policy creator has to consider all possible cases where the system must take a 

decision. On the other hand a policy based system has the advantage of having a 

fully defined behavior for a certain set of symptoms. Due to the need for policy 

creation, policy based planning is more appropriate in the case of a hierarchical 

architecture as a high level decision planner than as a low level decision planner. 

2.2.2.6 Goal Model Planning 

A third way to plan the actions required to optimize the system is through the 

use of goal models. Goal models are similar to policy based planning, however 

unlike policy planning which for a set of inputs has one possible action, goal 

models allow a certain number of actions for a set of symptoms. The system 

then picks the action that is the best action based on some internal metrics. In 

[29] the authors present how goal models can be used in order to create change 

plans for autonomic computing systems. A number of possible applications of the 

goal models are presented for self-configuring, self-optimization and self-healing. 

For example, for self-optimization the authors present an e-mail system where the 

client chooses one of three servers to connect to, based partially on server load. 
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The load function for each server is defined as a softgoal function, as described in 

following equation. 

C< i / / 

f(srv) 

+" , if load(srv) < 300 

+" , if 300 < load{srv) < 600 

, if 600 < load(srv) < 800 

" - -" , */ 800 < load(srv) < 999 

(2.1) 

The above function is only part of the goal based decision used to determine which 

server should be used by the e-mail client, and the functions have a certain con­

tribution to the final decision. In goal modeling a (+) represents a help and a (-) 

represents a hurts relationship between goals and softgoals. Based on a computa­

tion of how its goals can be achieved based on the goal model and softgoal values 

the system decides which of the servers to use to achieve an optimal connection. 

Like policy based planning, goal based planning requires the creation of the goals 

by a human user. Once created, the monitored values of the system are used to 

compute the softgoal values, which then combine to form a decision based on the 

goals of the system. 

2.2.2.7 Machine Learning Planning 

Another method used for planning changes in an autonomic system is based on 

machine learning classification and clustering techniques. In [30] a system named 

MESO is built for online decision making in autonomic systems. The system is 

applied to the problem of self-healing for an application which streams audio over 

the network. The streaming application described uses forward error correction 

(FEC) in order to fix some of the loses due to network packet loss at the receiver. 

The autonomic system's goal is to decide how much FEC to use based on the 

network's loss rate. As the loss rate increases, more FEC is used, and when the 

loss decreases no FEC or little FEC is used. 

In order to learn the appropriate FEC values, the authors train the system by 

randomly dropping packets and using reinforcement learning. A human user se­

lects a FEC configuration for the observed packet loss, and if the perceived loss 

is under an acceptable level then the configuration is reinforced. Based on mul­

tiple learning instances, the system learns a clustering approach which matches 
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the input/output values given. Once the system is in use, based on the observed 

packet loss at the receiver, a request is made to the sender for a specific FEC 

configuration which minimizes the bandwidth/information loss. 

While the authors train the system using human input, methods to automatically 

cluster available data exist and can be used to build such an autonomic planner. 

2.2.2.8 Control Theoretic Planning 

Due to being well-established in most engineering fields and being backed by a well 

understood theoretical background, which includes stability analysis and accuracy 

analysis, control theoretic approaches have also been proposed for the MAPE 

loop's plan function. Control theoretic approaches as shown in [31] base themselves 

on a black box modeling approach, where the state of the system is defined by 

some linear or non-linear equations. As such, finding the planning action that 

must be taken in order to reach the desired state requires optimizing the given set 

of equations. 

In [31] the authors examine the use of a control theoretic approach in order to 

optimize the response of a database which is exposed as a Web Service. When the 

response size for a query to the database is large, the response must be broken 

into blocks in order to avoid out of memory problems. The autonomic part of the 

system must decide what block size to use in order to optimize the response time. 

Based on test observations as the block size increases, the response time decreases 

up to a certain value, and after that as the block size increases the response time 

decreases. The goal of the system as such, is to find the optimal value of the block 

size which results in the minimum response time. 

For the self-optimization system that will be presented later in the thesis, a control 

theoretic planing function will be used. Like the modeling of the system, all the 

various planning functions have a number of similarities which can be modeled 

in the architecture. First of all, all the plan functions are based on the current 

observed inputs of the system and the modeled state of the system. Second of all, 

the plan functions try and calculate an optimum value for the state of the system 

under control. Finally the plan functions compute the required actions to go from 

the current state to the optimum state. 
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2.2.3 Related software 

As mentioned previously, a number of software companies have developed auto­

nomic computing systems. At the same time, autonomic systems manage other 

software systems. Since one of the goals of the architecture presented in this thesis 

is to integrate easily with existing software systems, both autonomic and managed 

systems, it is important to look at and understand what systems which already 

exist do. 

2.2.3.1 Related autonomic systems 

Two of the first autonomic systems were the IBM Tivoli Provisioning Manager 

(TPM) and Tivoli Intelligent Orchestrator (TIO), which is based on TPM [32]. 

TPM is a simple deployment engine and is unable to analyze a system and deter­

mine what action to take. The goal of TPM is to receive a request for an action to 

take and decide on a plan which would execute the required action. For example, 

TPM can receive a request to add extra servers to cluster. In the face of such a 

request TPM would find available servers and based on predefined workflows pro­

vision those servers and add them to the cluster. Unlike TPM, TIO contains an 

intelligent component, which is capable of analyzing the CPU utilization of servers 

in a cluster and based on utilization over time, and future predictions decide if 

servers must be added or removed. Once a decision is reached TIO uses TPM, 

which is part of the TIO product, to deploy additional servers. A number of issues 

exist with the TIO/TPM platform. First of all. TIO assumes that all the servers 

in a cluster or resource pool are homogeneous in hardware and have the same be­

havior. This is rarely the case in data centers. Furthermore even two computers 

with the same software/hardware will exhibit slightly different behavior. Second 

of all, TIO can not monitor multiple metrics, and provide multiple provisioning 

decisions to the same cluster. Only the CPU is monitored and only add/remove 

server actions are supported in the autonomic mode. Third of all. TIO is designed 

as a monolithic piece of software making it hard to extend in order to add extra 

intelligent behavior. 

Another autonomic computing solution, for web application management, is Sun's 

Nl Service Provisioning System (SPS) [33]. Unlike TIO which manages clusters of 

servers, Nl automates the deployment and configuration of web applications, thus 
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providing the self-configuration characteristic of autonomic computing. Similarly 

to TPM, SPS is capable of provisioning operating system clones and applications 

in order to quickly configure a new server. Like TIO and TPM, Sun's Nl system 

is a closed proprietary system which is hard to extend. 

A similar product to Nl SPS and TPM is Enigmatec's Virtual Orchestrator (EVO) 

[34]. EVO is geared specifically for virtual machines and permits the quick deploy­

ment of virtual machines for a certain request for resources. Based on predefined 

policies EVO provisions servers, deploys the appropriate virtual machines and once 

the lease time expires releases the servers back into the available pool. 

While the above software systems are all closed source software, there also exist 

some open source autonomic software systems. Scalr [35] is a self-optimizing, 

self-healing autonomic system for Amazon's Elastic Cloud Computing (EC2) grid. 

Scalr allows users to create farms of servers on EC2 and then is capable, in the case 

of failure, to provision new servers and synchronize data between servers. Scalr 

also provides some basic self-optimization capabilities in that it monitors the load 

average across the server's in a farm and when the load average goes above or 

bellow certain thresholds the system adds or removes servers from the farm. 

The above systems all represent starting points for autonomic systems, however 

none of them offer an open architecture, which would allow users to build their 

own intelligent components. At the same time, the capabilities offered fall short 

of what a full autonomic computing system needs to offer in terms of intelligence. 

2.2.4 Related Open Standards 

One of the major requirements of autonomic systems according to IBM's descrip­

tion is that autonomic systems must "function in a heterogeneous and open way, 

and implement open standards" [4]. Since the final goal of autonomic systems is 

to automatically manage a given set of resources, open standards in management 

are especially important. A number of open standards for resource management 

and resource instrumentation exist. 
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2.2.4.1 Application Response Measurement (ARM) 

The Open Group's Application Response Measurement (ARM) [36] is an open 

standard for enterprise application instrumentation. The standard defines APIs 

which are used to monitor the execution of an application from the point of view 

of units of work which are important for the application. The API defines ways for 

an application to inform a monitoring agent when a transaction starts and when 

a transaction ends. The decision of what a transaction represents is left to the 

application that is being monitored. The agent also receives from the application 

information regarding the completion status of the transaction, and context data 

like parent/child relations between transactions. The agent receives the data, 

transforms the data into appropriate measurements and passes the measurements 

to a management application. 

Due to the parent/child relations that are created between transactions, ARM 

allows the measurement of end-to-end call trees. The ARM standard can be used 

in autonomic systems to provide a unique interface for all manageable resources 

which care about transactions time. However, in an autonomic system transaction 

times are not the only important metric to measure, and as such for more complex 

measurements a different standard has to be used. 

2.2.4.2 Web Service Distributed Management (WSDM) and 

WS-Management 

WSDM [37] and WS-Management [38] started as competing standards that had 

the same final goal - creating a standard for management of resources through the 

use of web services. Recently the parties involved with each of the two standards, 

OASIS and DMTF respectively, have started working on creating a single set of 

standards for management of resources via web services that would reconcile the 

two sets of standards. 

Both standards define, each in their own slightly different way, the idea of a re­

source. Resources are manageable entities, which provide a certain number of 

capabilities through which a managing application can gather data from the re­

source and also modify the resource. All communications are done via SOAP and 

each resource has its own unique endpoint where it can receive messages. Both 

standards also define ways to create notification based systems, where managers 
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can subscribe to resources and receive events from these resources. The standards 

also define a way to exchange meta data between a resource and a manager regard­

ing the capabilities of the resource. An extra feature of WSDM is the definition 

of the idea of a metric. Metrics are measurements that a resource can provide to 

a manager which represent the state of the running resource. 

The two standards do not define what kind of data can be measured or what 

type of resources can be managed. The standards define the messaging formats 

only and it is up to resource developers what data they want to provide to out­

side systems. It is important to note that software vendors have already started 

supporting WSDM and WS-Management. IBM provides a feature pack for Web­

Sphere which adds WSDM management capabilities for some of its data. Similarly 

Microsoft includes Windows Remote Management in Windows Vista and Windows 

Server 2008, which is based on WS-Management. Other vendors like Novell, Sun, 

Oracle have also developed or are working on developing management capabilities 

based on one of the above two standards for their products. The final goal is 

that all similar products, like databases or application servers would provide the 

same data in the same format. For example, all application servers would provide 

the response time for a servlet in a similar manner, such that an autonomic man­

ager can transparently manage application servers and not be restricted to only 

WebSphere servers or Weblogic servers. 

The framework presented in this thesis is based on the WSDM standard due, in 

part, to the fact that it provides support for metrics. 

2.3 Architecture Requirements 

The first step in building the architecture for any software system, regardless of the 

development paradigm being used, is developing the requirements of the system. 

Only once the requirements of the system are well understood can an architecture 

which meets the requirements be built. As such, the following requirements were 

determined for the architecture presented in this thesis based on past research, 

existing systems and the IBM autonomic computing manifesto. 

Componentized In order to build an architecture which contains standard inter­

faces and functionality, and which can be reused in various self-management 
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aspects the system must be split into separate components. At the same 

time each component should perform only one role in the system resulting 

in high cohesion. Such a system can use various types of models, controllers, 

and decision makers and the components can interoperate no matter what 

type of analysis or planning is used. This split will result in an ability to 

mix and match components to create autonomic systems. 

Distributed The components can be distributed across multiple nodes and com­

ponent to component messaging goes through the network. This provides 

higher reliability as a hardware failure only results in part of the system's 

failure and the components that failed can be moved to a different node. 

Minimal coupling The communication between components must happen via 

clearly specified interfaces in order to minimize the coupling between com­

ponents. These interfaces define the contracts between components similar 

to Service Oriented Architecture (SOA) interfaces. Since the architecture is 

distributed over multiple nodes no other messages are allowed. The interfaces 

exposed by each component will represent the functionality of a component 

Push based messaging The communication between the components must be 

push based, with components sending the data when it is available. This 

also results in high cohesion within the components, low coupling, and allows 

multiple recipients for the same data. Since the data is sent when it becomes 

available, no extra time is spent polling the other components. Due to the 

distributed nature of the system, a polling based system would also result in 

higher network utilization and higher response times. 

Reconfigurable The control loop itself must be reconfigurable at run time, either 

through user actions, self-reconfiguration or reconfiguration request from 

some other component in the environment. This creates a management 

system that is able to modify itself based on its execution and environ­

ment. Components in the autonomic control loop can be stopped/start­

ed/removed/created/changed on demand, and while they are modified, if 

possible, the rest of the control loop continues to function. 

Reliable and fault tolerant The autonomic solution itself must be fault toler­

ant and reliable. Since the final goal is to build a system which can manage 

other resources by itself, some of the resources being critical, the system 
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must be capable of having very high uptime and must provide guarantees 

regarding its decisions. 

Based on open standards As defined in the manifesto an autonomic system 

must work with components from various software and hardware providers, 

and as such it must use and be based on open standards. 

The high level design of an architecture, rooted in real time software engineering 

patterns, developed using the Model Driven Development (MDD) practices and 

based on open standards, is presented in Chapter 4. 



Chapter 3 

Model and Identification of 

Autonomic Computing Systems 

As showed in Figure 2.1 of Chapter 2 and in more details in Chapter 4 the auto­

nomic computing structure maps well in a classical control loop technology. 

In this thesis the control loop technology will be exploited to build an interoperable 

architecture for the Autonomic Computing Infrastructure such that control loop 

elements and laws are interchangeable. Under this design concept, the system 

itself is able to make decisions in regards to the changes desired and proceed with 

appropriate actions towards this goal. 

The control technique, which will be used in this thesis, follows the modern ap­

proach of state estimation and robust control which has its foundations in [39]. 

According to this approach, whatever the plant is, a state estimator will provide 

the proper information about the evolution of the states inside the plant infras­

tructure. At the same time, a Kalman gain will assure that the controller controls 

the system such that the system error due to stochastic variations in the system 

variables will be minimized and eliminated. 

This elegant strategy, which revolutionized the whole domain of system and control 

theory and applications, requires the existence of apriori knowledge of the model 

of the system. This in turn requires the analysis of all physical or domain laws 

which govern the evolution of the processes taking place in the plant (in our case 

the clusters on which the application servers are executed) and combines them in 

a state space model in order to describe the plant from a theoretical point of view. 

31 
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As the Kalman filter cannot work with arbitrary parameters (symbols) there is 

a need to know numerically which are the values of the parameters used in the 

theoretical model above. As such an identification process has to take place. The 

identification process is nothing else than the algorithm used to find which are the 

numerical values of the parameters of the system and at what order the algorithm 

has to stop. 

To comply with the above requirements, in the present Chapter an abstract model 

of the autonomic computing processes will be sought. This model will then be 

identified in order to obtain the best numbers for the system parameters and the 

order of the matrices used. In an intermediate step, a special model and parameter 

estimator for the Kalman filter will be considered, such that it will cover certain 

nonlinearities present in the model used which will imitate the real nonlinear 

behavior of the plant. 

3.1 Queuing and Scheduling Model 

A very important decision when building an autonomic computing system consists 

in modeling the process that will be controlled. Based on the model created, a 

system which updates the model using observed data can be chosen and finally a 

control law can be also built. This section presents the background theory used 

when building the model and control law for the response time of a cluster of 

application servers which are running a multi-tiered application. 

In what follows, the dynamic processes taking place in a JEE server will be anal­

ysed and a model for these dynamic processes will then be built. It is considered 

that a JEE application server receives a request from a client for a servlet, per­

forms some processing, creates one or more database requests and finally builds a 

response which it sends back to the client. At the same time an application server 

uses a thread pool which contains a number of threads. Each of these threads can 

process requests. Once all the threads in the pool are being used, new requests 

are added in a queue which uses a First Come First Served (FCFS) policy while 

they await a request under process to complete and a thread in the pool to become 

available. After the request has been processed, the corresponding reply is added 

to a queue in order to be sent back to the client. Figure 3.1 shows the strucuture 

of the considered model. 
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FIGURE 3.1: Application Server Request Model 

Assuming the following notations: 

1. rt(k) is the response time for request k in milliseconds, with rt(k) E M>o 

and k EN 

2- rtthread{k) is the response time for request k in milliseconds due to being 

processed by a thread, with rtthread(k) € M>o and k E N 

3- rtbuff(k) is the response time for request k in milliseconds due to buffer 

queuing, with rtbuff{k) E M>o and k E N 

4. rtavg is the average response time for all requests 

5. ct(k) is the computing time for request k in milliseconds, with ct(k) E M>o 

6. bt(k) is the I/O waiting time for request k in milliseconds, with bt(k) E R>o 

7. st(k) is the time process k waits to be scheduled in milliseconds, with st(k) E 

8. Af represents the total number of requests scheduled while a certain request 

is waiting to be scheduled. N E N 

9. q(k) is the size of the buffer queues when request k arrives, measured in 

number of requests, with q(k) E N 
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10. U(k) is the number of incoming requests expressed as a piece-wise constant, 

non-decreasing, over the time interval [0, k] with U(k) from M. —> N 

11. V(k) is the number of the outgoing requests expressed as a piece-wise con­

stant, non-decreasing, over the time interval [0, k] with V(k) from K —> N 

12. u(k) and v(k) are the time derivatives of U(k) and V(k) respectively 

13. r(k) is the rate of processed requests, with r(k) € N 

14. a, b, c, d are all constant values for a system, with a, b, c, d G K 

15. respt is a function representing the average response time of the system, at 

time t, with respt £ K>o 

16. cpuLoadt is a function representing the CPU load of the system, at time t, 

with cpuLoadt G N and 0 < cpv,Loadt < 100 

17. arrivalRatet is a function representing the arrival rate of request, at time t, 

with arrivalRatet € N 

18. buffStatet is a function representing the state of the application server 

buffer, at time t, with buffStatet € N 

19. Satq(q) is a multivaried function representing the saturation of the buffer, 

when the buffer contains q requests, with Satq(q) e N 

The model for the response time for an application server can be decomposed in 

two parts as in Equation 3.1: a scheduling part and a queuing part. The scheduling 

part represents the time it takes for a request to be processed by a server thread, 

from the time the request is passed to one of the threads in the thread pool, 

to the time a response is sent to the client. Even though an application server 

uses multiple threads to process requests, the underlying operating system and 

hardware will limit the number of threads being run concurrently. However, the 

processing of a server request will not run uninterrupted as data from a database 

will be required to build the reply. When a request becomes blocked due to 

database I/O, other threads can execute their own requests. The queuing part 

of the response time represents the time the request waits in a buffer for a free 

thread in the thread pool. 
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The response time due to scheduling can be modeled using the same methodology 

as in real-time systems [40]. In the simplest form, where there is only one process­

ing core and only one database request per user request, the response time for a 

request due to scheduling can be expressed as in Equation 3.2: 

rt(k) = rtthread{k) + rtbuff(k) (3.1) 

rtthread{k) = Ct(k) + bt(k) + St(k) (3 .2 ) 

For modeling purposes ctk and btk can be assumed to be constants for a given 

request type, since they represent the exeuction time of a request and the time 

a request is blocked due to database I/O. stk however depends on how the other 

threads are released for processing and how long they take to process. This can 

be expressed mathematically as follows: 

N 

st{k) = Y,<*iJ) (3-3) 
3=0 

where ct(j) represents the time it takes to process a request j which is scheduled 

before request k. This results in a total response time for scheduling as in equation 

3.4. 

N 

rtthread{k) = ct{k) + bt(k) + J2 ct(j) (3-4) 
3=0 

However, as noted before, a request does not wait only to be scheduled, it also waits 

in a buffer for a thread in the thread pool to become available. This situation can 

be modeled using principles from network buffer modeling and more specifically 

using a fluid flow model [41], [42]. In the fluid flow model a buffer is seen as being 

controlled by the following law: 

q(k + l)=q{0) + U{k)-V(k) (3.5) 

which upon derivation with respect to times, as shown in [41], becomes: 
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q(k + 1) = q(k) + u{k) - v(k) (3.6) 

However, any buffer has a size limit. Despite the fact that applications servers 

and operating systems have a large capacity for processing requests, there are 

situations when the server slows down considerably. Once the buffer is full, any 

incoming requests are discarded. In the case of an application server, this will 

result in client timeouts. The model for response time must deal with this case 

also. As such, similar to the work done in [42], the buffer state can be defined as: 

q(k + 1) = Satq {q{k) + u{k) - v{k)} (3.7) 

where 

SatQ{q) 

0 ifq < 0 

Q ifq>Q 

q otherwise 

The response time, due to the queue wait, is then a function of the size of the 

buffer when the request is received. As such, the response time for request k due 

to buffering can be approximated as the buffer size at time k when the request 

arrives multiplied by the average response time for a request in the previous time 

frame k — 1. 

rtbuff{k + 1) = q{k) * rt[k) (3.9) 

The outgoing number of requests themselves can be calculated based on the pro­

cessing rate of the application server, which will be denoted r(t). The final ex­

pression for the response time assuming an empty initial processing queue, thus 

becomes: 

N 

rt{k + l) = ct(k + l) + bt{k + l) + ̂ Tctj + SatQ{q(k) + u{k)-r{k)}*rt{k) (3.10) 
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In order to determine how a system under such a model will behave in the future, 

the control system must be able to predict ahead of time the state of the buffer 

queue's capacity as well as of the scheduling system. The scheduling system itself, 

depends on the load of the processing core the application server is running on. 

The buffer queue's capacity depends on the arrival rate, and the processing core 

which affects r(k) and R(k), thus the response time can be expressed as a function: 

respk+i = a + b* cpuLoadk + buffStatet * respk (3-11) 

and 

buffStatek+i = SatQ {buffStatek + c* arrivalRatek — d* cpuLoadk} (3.12) 

with 

respk+i —> oo when SatQ(q) = Q (3.13) 

where the average response time at time k +1 is a function composed of a constant 

factor - which represents the average computation and I/O wait times for a request, 

the cpuLoad function at time k which represents the state of the scheduling system, 

and the response time at time k multiplied by the state of the queues which depends 

on arrival rate, CPU load and previous buffer state. 

3.2 Extended Kalman Filter 

The model previously built is a state-space model, and the equations for expressing 

the response time are non linear equations. In order to estimate the future value of 

the average response time, based on the current average response time, arrival rate 

and CPU load, an Extended Kalman Filter (EKF) can be used [25]. The Kalman 

Filter was developed originally in order to predict the output of a linear dynamic 

system, based on an approximation of the state of the system. Kalman Filters are 

developed as Markov chains built on top of linear systems with Gaussian noise. At 
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each time step, the Kalman Filter computes the new state based on the previous 

state and the measured inputs. Once the new state is calculated, the output of 

the system is predicted from the new computed state. This allows the Kalman 

Filter to require only the state for the previous step. No history is required, as 

the state of the system is evolved with each computation. 

Due to how useful the Kalman Filter proved to be for the control of linear systems, 

the Extended Kalman Filter was developed in order to solve the same problem 

for systems which have non-linear state transitions or observation models. This is 

achieved by linearizing the non-linear functions around the state estimate at the 

time of prediction. 

The following notations will be used for the Kalman Filter formulas: 

1. Xk is the state vector of the system, Xk € M.n. 

2. Zk is the measured data vector for the system. Zk € Mm. 

3. Uk is the driving function of the system, Uk 6 R'. 

4. f(x, u) is a non-linear function which relates the previous state and the 

driving function at step k with the state at step k + 1. This function can be 

expressed as follows: 

xk+\ = f(xk,uk) (3.14) 

5. h(x) is a non-linear function which relates the state Xk to the measurement 

Zk The function can be expressed as: 

Zk = h{xk) (3.15) 

6. Xk represents an a posteriori estimate of the state performed at a previous 

step k 

7. ik and Zk are the approximations of Xk and zk respectively 

8. Wk represents the process noise, as a random variable 

9. Vk represents the measurement noise, as a random variable 

10. A is the Jacobian matrix of partial derivatives of / with respect to x 
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11. W is the Jacobian matrix of partial derivatives of / with respect to w 

12. H is the Jacobian matrix of partial derivatives of h with respect to x 

13. V is the Jacobian matrix of partial derivatives of h with respect to v 

For the model described in the previous section, the Extended Kalman Filter 

structures would translate as follows: 

The state vector of the system is composed of three elements - response time, 

request buffer size and CPU load. This is expressed in vector form as: 

Xk 

cpuLoad 

responseTime 

buffer Size 

(3.16) 

The measured data is represented by the CPU load. This is expressed in vector 

form as: 

Zk cpuLoad (3.17) 

The driving function is the arrival rate of requests, expressed as: 

uk 
arrival Rate (3.18) 

f(x, u) is a non-linear function which relates the CPU load, response time and 

buffer size at time k + 1 to the CPU load, response time and buffer size at time k 

and to the arrival rate at time k. This function can be expressed as follows: 

cpuLoad 

responseTime 

bufferSize 

cpuLoad + a * arrivalRate 

b + c * cpuLoad + bufferSize * responseTime 

SatQ {bufferSize + d * arrivalRate — e* cpuLoad} 
(3.19) 

h{x) is a function which relates the measured CPU load to the state of the system 

formed by the CPU load, response time and buffer size. The function can be 

expressed as: 
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cpuLoad cpuLoad (3.20) 

The filter can be expressed mathematically via the following equations: 

xk = /(x f e_i,it f c_i,0) 

zk = h{xk,0) 

(3.21) 

(3.22) 

which can be linearized as follows around the value of the state at time k — 1: 

Xk ~ xk + A{xk-\ - xk-i) + Wwk-i 

zk& zk + H{xk -xk) + Vvk 

(3.23) 

(3.24) 

with A. W,V and H defined as follows: 

A[i,j] = •Z-LL{Xk-UUk-l,0) 
OX[j] 

yXk-i,uk-i,0) 

H, hJ] dxb] 

dh{i] 

dv{]] 

(xk,0) 

(xfe,0) 

(3.25) 

(3.26) 

(3.27) 

(3.28) 

Like any other Kalman Filter, the computations of the Extender Kalman Filter 

are done in two steps, with Q and R representing the process noise covariance and 

measurement noise covariance respectively. 

1. Time update, which is the prediction stage. At this stage the Kalman Filter 

predicts the future state of the system and the covariance matrix for the 

estimate using the following two equations: 

xk = f(xk-l,Uk-l,0) 

Pk = AkPk-iAl + WkQk^Wl 

(3.29) 

(3.30) 
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2. Measurement update, which is the Kalman Filter correction stage. At this 

stage the filter corrects its internal structure based on the measured values. 

This is done by first computing the Kalman gain, followed by updating the 

state and covariance matrix as shown in the next three equations: 

Kk P^HZ(HkPk-HT + VkRkVk
T)^ (3.31) 

xk = xk + Kk{zk - h(xk , 0)) 

Pk = (I- KkHk)Pk 

(3.32) 

(3.33) 

For the model described previously the A, W, V and H matrices can be defined 

as follows: 

A\i,: 

dM [xk-i,uk-i,0) 
dx{j] 

1 c —e 

0 buffer Size 0 

0 responseTime 1 

Hi hi] 
dh\i] , 

dxm 

1 0 0 

with W and V being identity matrices. 

3.3 Model Identification 

Once the model has been built for a system, the model's parameters must be 

identified. The problem of initializing the model in the case of the Extended 

Kalman Filter presented previously, consists in finding the initial values of the 

matrices that compose the model, as well as the required sampling rate. This is 

done by applying model identification techniques. Model identification techniques 
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Response time 

CPU Utilization 

FIGURE 3.2: Black Box View 

work by assuming that the system is a black box, with certain inputs and outputs. 

As presented previously, the input for the model of a server is the arrival rate of 

clients and the outputs of the system are the response time and the CPU load of 

the server, as shown in figure 3.2. 

A black box model system can be transformed from the time domain, where the 

output function is the convolution of the input and the impulse functions, into 

the frequency domain, where the output function is the product of the input 

function and the transfer function. The transfer function is the frequency domain 

equivalent of the impulse function. The transformation from the time domain 

into the frequency domain can be obtained via a Laplace transformation of the 

functions. 

In order to determine the sampling interval, a stochastic input is applied to the 

black box and the output values of the system are measured. The autocorrela­

tion function is applied to the input and output values, and then the Discrete 

Fourier transform of the autocorrelation functions for the input and output is 

taken. Through this method, the transfer function, defined as: 

"output I T i2 / o OA\ 
~~7^ \Jtransfer\ yo.DQ) 

"input 

can be found, where Foutput is the Fourier transform of the autocorrelation of the 

output values and Finput is the Fourier transform of the autocorrelation of the 

input values, while Jtransfer is the transfer function. 

The graph of the transfer function's magnitude versus frequency is taken, and the 

intersection with the x axis of this graph represents the frequency of the signal, 

which translates directly into the sampling timing required for the input variables. 

The second problem that model identification deals with, is that of calculating 

the initial values of the matrices that compose the model. In the EKF model 

presented previously this consists in finding the initial values of the A and H 
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matrices. This can be achieved by sampling a number of input/output pairs and 

using a Recursive Prediction Error (RPE) approach. Like in the case of sampling 

determination, a stochastic input is fed into the system, and the output is then 

measured. At its base an RPE algorithm deals with the development of a recursive 

formula to estimate the parameters of the form: 

$(t) = $ ( i - l ) + £(i)Z(t) (3.35) 

where <£(£) is the vector containing the parameter estimates at time t, C{i) is the 

gain for the parameter estimate and Z(t) is the observation error, defined as the 

observed output {z(i}) minus the predicted output (z(t)), or: 

Z(t) = z(t) - z(t) (3.36) 

In order to build a model for parameter estimation a criterion [43] of the following 

form must be minimized. 

N{*) = ei^m-'m (3.37) 

where II is a positively defined matrix, for which, as shown in [43], the best choice 

is the true prediction error covariance matrix. The minimization of the criterion 

is achieved by doing iterative approximations [43], via for example a stochastic 

Newton method. The Newton method is generalized via successive approximations 

of the form: 

f(t + l) = f(t)+j-l&r (3.38) 
5tS(*) 

where f(t) is the solution, g(t) is the function being solved and j is the gain 

factor. Applying the Newton method to solve for the optimal solution of Af($), 

which means solving NJ^ ' = 0 results in an equation of the form: 
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$(t) = * ( * - l ) - V ( t ) 

= Mt-\)-v(t) 

n - l 

d$ 
-AT$ (3.39) 

A ( i - l ) n - 1 Z ( t - l ) (3.40) 

where A(t) is the gradient of the observation error, and V(t) is a time decaying 

gain factor. 

The second derivative of the criterion can be approximated recursively as follows: 

d& m * i^N^) (3.41) 

n{t) = n{t - I) + v(t) [A{t)n-lAT(t) - n(t -1)] (3.42) 

The gradient of the observation error can be derived from the Kalman equations 

as: 

A(M - s^'> 
T 

£/&*-<•,«) 
(3.43) 

(3.44) 

A(<M) H d ~ (3.45) 

The problem is this approach is that the estimate of second derivative is very 

sensitive to round-off errors, and as such a more stable approximation of the 

derivative must be used. In order to achieve this a sequence X(t), called forgetting 

factor, is defined, as follows: 

x{t) = ^%T[1" v(')] (3.46) 

Based on this sequence, a new factor V(t) is defined as: 
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V{t) = V{t)1l-\t) (3.47) 

and a form of the gain function can be defined as follows in order to be more 

numerically stable: 

C(t) = V{t - 1)A(i) [AT{t)V(t - l)A(i) + \(t)Rz{t)]_1 (3.48) 

V{t) =[I- C(t)AT(t)] V(t - 1) [/ - A(t)jrT(t)] /X(t) + £(t)Rz(t)£
T(t) (3.49) 

$(t) = mt-l) + C(t)Z(t)]VM (3.50) 

where 

Rz(t) = HkPk-HZ + VkRkVk
T (3.51) 

and [}VM represents a mapping function such that the parameter vector is also 

stable. A common way of doing this, is by multiplying C{t) with a weighting 

factor that decreases from 1 to 0, and selecting the factor that results in a stable 

system. The stability can be tested by ensuring that all the eigen values are within 

the unit circle [43]. 

It is necessary to define a sequence for the forgetting factor \{t). This should have 

a low value initially and approach a value near 1 when the data is processed in 

order to achieve a stable result. Like in [43], the forgetting factor can be defined 

as: 

K — Ass + Arate\Ai-l ~ *ss) ( 3 . 52 ) 

where Xss is the steady state value of A, and Arate determines the rate at which 

X(t) approaches Xss. 
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All the above equations can be given in terms of the model developed earlier for 

the Kalman Filter to form the RPE algorithm as follows: 

Aj = Ass + \ate\\~l ~ ^ssj (3.53) 

Aft*) = Hk±x~ (3.54) 

Sk = Al{$)Vk-yAk($) + XkRz{k) (3.55) 

Ck = TViAfc^S*-1 (3.56) 

Vk = Ul- AAft$))n-i(/ - Ck&lmf + £kRz{kA (3.57) 

$fc = [$fc_! + CkZk\VM (3.58) 

Kk = ^Kk{$>) (3.59) 

£»(*)(*) = ^Xk (3.60) 

{I-Kk(®)Hk) + KkZk{$) (3.61) 

= >l(*)Ea(fc)(*) + ^ U - i (3-63) 

The initial conditions required for the parameter estimation are 3>0. TZ0, A0, Arate, 

Xss and Ea(0) 
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3.3.1 Model Identification Results 

In order to determine the sampling rate, the arrival rate of clients - represented by 

a client distribution - was created using a Gaussian distribution with the following 

parameters: 

// = 50, cr = 25 (3.64) 

The number of clients accessing the server was changed every minute, with data 

for number of clients gathered every 30 seconds, and the data from the server 

was gathered every 10 seconds. Figure 3.3 shows the client distribution for the 

experiment for 787 data points, which is equivalent to the experiment running for 

six hours and a half. Figure 3.4 shows the CPU utilization distribution, and figure 

3.5 shows the response time distribution. 
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By taking the Fourier transform of the autocorrelation functions for the input and 

output and diving them, the transfer function can be obtained. If the magnitude 

and phase of the transfer function versus the frequency are plotted in a Log-Log 

plot, the required sampling rate for the system can be found. The frequency at 

which the magnitude is zero is equal to the required sampling frequency, and the 

sampling rate is simply: 

SampleRate = — (3.65) 
Frequency 

Figure 3.6 shows the magnitude and phase of the response function. By zooming 

into the graph it can be seen that a magnitude of 0 is obtained for a frequency 

of approximately 10"114Hz, which means in this case a sampling rate of approx­

imately 13.80 seconds. Since this is an approximation, and the sampling rate 
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should be less then the found sampling rate, the sampling rate used of 10 seconds 

is satisfactory. 

By applying the RPE method described previously to the same data set used for 

determining the sampling interval, the following initial matrices were found for 

the control of the application server: 

A[U] = 

0.68797 0.61823 -0.079551 

0.34731 0.88649 -0.55752 

-0.22688 0.83512 0.54463 

W\ ».jj 

0.0026355 

0.0034263 

0.0056881 

Hu 784.76 209.64 -355.31 

Vlij] 

and 

K, hj] 

0.00045276 

0.00060938 

0.001044 

This model results in a fit of the data of 18.58% as shown in Figure 3.7. For the 

purpose of this thesis, this will provide good results for the model - in part due to 

the iterative nature of the EKF. More research must be done however in applying 

various types of nonlinear identification methods like the ones in [44] or [45]. 
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FIGURE 3.7: Data and Model Fit 



Chapter 4 

High Level Design 

The development of the architecture, and of the framework built based on the ar­

chitecture uses the Model Driven Development paradigm. In the MDD paradigm 

the first step is to build a Platform Independent Model (PIM). The PIM repre­

sents the architecture of the system in a platform agnostic way, without making 

any reference to any language of development, system on which to execute or 

method of communication between components. As such the PIM represents a 

very high-level view of how the system is composed and how various components 

interoperate with each other. For the architecture presented in this thesis the PIM 

defines the components that form an autonomic system, the functionality that each 

component provides as well as the common functionality for all the components. 

The second step in developing a system using MDD is the development of the 

Platform Specific Model (PSM) which will be presented in Chapter 5. 

The starting point of the architecture is the MAPE loop as defined by IBM in 

[4]. In the MAPE loop shown in figure 2.1, the functionality of an autonomic 

system is split into four subcomponents: the monitor function which gathers data 

from the managed resource, the analyze function which takes the measured data 

and analyzes it in order to determine the state of the system, the plan function 

which creates a plan to modify the resource based on analyzed data, and the 

execute function which performs the necessary modifications to the resource. The 

problem with the MAPE loop, is that some of the four functions perform more 

than one functionality. The analyze function models the system, predicts the 

present and future states of the resource and determines any breach of policy. At 

the same time, the plan function uses a model of the resource to determine how 

51 
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to modify the resource's state and creates a plan that achieves the modification. 

Furthermore, in some cases the data provided by the resource is not the same 

with the data expected by other components, in which case either the monitor or 

the analyze function will have to modify that data. For example, for a cluster of 

servers each server will provide its own CPU utilization but the analyze function 

analyzes the whole cluster and is interested in the average across all servers. In this 

case the analyze function will need to average the utilizations across all servers. 

4.1 Component Design 

One of the main goals of the architecture is to allow the reuse of components 

created by separate entities with minimal effort. In order to achieve this, ob­

ject composition is used throughout the whole design of the system. By building 

an autonomic computing s}'stem via object composition, the system can obtain 

the appropriate functionality dynamically at runtime by choosing the appropriate 

components for the task and composing them into a full autonomic computing 

environment. Furthermore, this generates a system that is capable of modifying 

the structure at runtime, by simply replacing a component in the system with an­

other component with equivalent functionality. The composability of the system is 

achieved by enforcing that communications between components are done only via 

the component interfaces. This results in minimal coupling between components, 

and high cohesion within components. 

The design of each of the components takes the composability one step further 

however. Each of the components, which will be described later, is created by com­

bining low level blocks that perform specific functions. These functional blocks can 

be shared between components of different types. For example, the notification 

based block, which will also be described later, can be added to any of the com­

ponents by simply creating an object of the right type and communicating with it 

via the object's interfaces. The component creator is shielded from knowing the 

internals of the notification mechanism and can only subscribe to some types of 

notifications or publish notifications, depending on whether the system added the 

notification client or producer block respectively. Note that this does not mean 

that a component must choose between a producer and a client. A component 

is free to compose both of them and become both a client and a producer for 

notifications. 
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4.2 Component Descriptions 

Because of the problems with the MAPE loop, the architecture splits the auto­

nomic system into eight high-level components. Each of these components have 

only one clearly defined role, and do not perform any function outside the given 

role. All the interfaces for the components define ways to access the data or the 

functionality of the components. An autonomic system can be obtained by com­

posing some or all of these eight components. An autonomic system can also 

contain more than one of a type of component. The eight components of the 

architecture are: 

Sensors The sensor performs the monitor function in the MAPE loop. Its single 

goal is to gather raw data from the managed resource. The sensor does not 

process the data gathered, and only makes it available to the next compo­

nent in the system. As such the sensor must interface with the underlying 

resource, retrieve the necessary data and format the data to the required out­

put. For example, WebSphere's Java Management extension (JMX) module 

provides many statistic values since the server started. For the purpose of 

reusability, the sensor that monitors WebSphere server data, provides to the 

rest of the system the values since the server started. This allows the use of 

the same sensor in a system that requires a value since the server started, or 

a system that requires a value just for the last thirty seconds. 

At the same time, all of a sensor's data must come from the same source. 

A WebSphere Application Server sensor can not gather data from the op­

erating system or the hardware. The goal of this requirement is allowing 

reuse of sensors. In order to alleviate the need for measuring data from 

separate sources a single resource can have multiple sensors, each of them 

providing different data from the resource. For the same example as before, 

a WebSphere based server can have a sensor that monitors the WebSphere 

software execution, a sensor that monitors the CPU usage at the operating 

system level and a sensor that monitors network traffic at the network card 

level. By having the sensors separated, the same CPU sensor can be used 

for other deployments that use the same OS, and the same network sensor 

can be used for other machines with the same network card. Furthermore, 

this allows for easy composition of sensors at deployment. By knowing the 
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hardware and software in a system, a manager can easily choose and deploy 

from a repository sensors that measure data from the system. 

Filters In the MAPE loop, filters would reside either in the monitor or the analyze 

function. The filter's role is to take data coming from sensors and modify 

it based on the requirements of other components. The filter communicates 

with the sensors in order to retrieve data available in the sensors, processes 

this data based on some internal structure and makes the data available to 

other components in the control loop. For the WebSphere server example, 

the filter would be able to compute the statistic for the last thirty second 

interval, based on two consecutive measured observations. Because of this, 

the filter must be able to store data that it receives from a sensor previously 

and use it at a later time. 

The filter can also aggregate data across multiple sensors, thus forming a 

many to many structure between sensors and filters. For a cluster of servers, 

a filter can gather data from each of the servers regarding the CPU uti­

lization, and then generate a unique view for the whole cluster based on 

statistical values like average, mean, minimum, and maximum CPU usage. 

In some cases it is also necessary for the filter to compute new measure­

ments that are not directly available from the managed resource but that 

are necessary later in the control loop. For example, an autonomic system 

that requires the throughput of a server, but the server can not provide the 

throughput as a measurement. Throughput being defined here as the rate 

of successful operations, be it in requests/second, bytes/second, etc.. In such 

a case a filter can gather data from the server regarding the number of suc­

cessful operation together with the timestamp when the number of successful 

operations was observed and compute throughput from the two values. 

In order to achieve complex behavior from simple components, each of the 

components performing one filtering role, filters can be chained together. 

First a filter can compute the values for the last thirty seconds. Based on 

the results for the last thirty seconds, the throughout for those thirty seconds 

can be computed by a second filter in the chain. Similar to the sensors, this 

allows for the reuse of various filtering techniques in multiple control loops. 

Model The model acts as part of the knowledge component in the MAPE loop. 

It is used by both the analyze and the plan functions in order to predict and 

to optimize the state of the system. A valid and stable model is paramount 
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for an autonomic system. The model must be able to represent the state of 

the system accurately enough for decisions to be made regarding changes in 

the system. The model must also be able to maintain a correct view of the 

system as the system and its environment change. As presented earlier, the 

model can be created using any of a number of different methods ranging 

from control theoretic models to machine learning based models. The goal of 

the model is to hold the autonomic's view of the managed resource. Since in 

autonomic computing the managed resource is a complicated, non determin­

istic system with different processes, task scheduling, resource allocations, 

the model will represent just a portion of the state of the system. As such 

the model offers its modeled variables to other components which require it 

for their own computations. 

At the same time, computer systems are not static and the model must be 

capable of updating itself based on newly observed measurements in order 

to preserve a good model of the resource. This can include retraining the 

model or recomputing the parametric values in the model based on known 

equations. Because of this, the model can receive update requests from other 

components, together with measured or computed data that is the basis for 

the update. The knowledge of how the model is to be updated is part of 

the model however. The model can be seen as a black box by the other 

components of the system. 

Est imator The estimator acts as part of the analyze function in the MAPE loop. 

Its goal is to use the modeled data and any new measured data in order to 

estimate the future state of the system. Like the model, the estimator can 

use various approaches to determine the future state like machine learning 

methods or control theoretic methods. Since the decision of making modifi­

cations to the system is based on estimated data, the estimator must provide 

stable estimates in the face of changing environments. The estimator allows 

other components to request a new estimate of the system's state at a future 

time T based on some input variables, and through the use of the model the 

estimator predicts and returns the state at time T. 

The estimator and the model interact frequently since the estimates are 

based on the current known state of the system, as presented by the model. 

Furthermore the estimator can trigger changes in the model based on esti­

mated data in order to keep the model in line with the system's state. In 
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order to achieve this, the estimator and the model must be able to have a 

common knowledge of what the model's parameters represent. 

Coordinator The coordinator is the brain of the autonomic system. Its function 

is too coordinate the execution of the other components in order to achieve 

the final goal of the autonomic system. It is responsible for gathering data 

from the filters and using this data and its own internal logic to decide the 

order in which to execute the other components. It is the coordinator who 

decides when to estimate the future state and how far ahead to estimate and 

it is also the coordinator who decides when to create a change plan. As such, 

the coordinator can communicate with all other components of the system 

with the exception of the sensors and adaptors. 

In order to understand why a coordinator is required an example is presented 

next. For some control theoretic approaches to autonomic computing, like 

Kalman filters for example, it is necessary to compute the estimate of the 

future state multiple times. As new estimates are computed, the values of 

those estimates will approach one another. A valid estimate is one obtained 

when two consecutive values are within a certain threshold. It is the coor­

dinator who decides, in such cases, when to execute the estimate and how 

many times to execute it. Other control methods like machine learning, do 

not require multiple estimates and the coordinator's driving logic would be 

different. 

Decision maker The decision maker is the component which generates a change 

plan. Based on a request coming from the coordinator, which asks for a 

decision to be made regarding necessary changes in the system, the deci­

sion maker uses the model's data, its own internal logic as well as preset 

knowledge in the form of QoS and SLA levels in order to generate a decision 

which maintains the managed resource's SLA and QoS. Like the estimator, 

the decision maker uses the state of the system as presented by the model 

in order to reach its plan. 

Logically, the decision maker will implement an optimization algorithm which 

attempts to find the optimal value which keeps the system within its SLA. 

It is extremely important that the decision maker is stable and does not 

cause fluctuations in the manged resource since some modifications can take 

minutes to complete. For example, for a cluster of servers the addition of a 

new server to the cluster can take upwards of five minutes. In such cases it 
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is important that on one hand the decision maker does not attempt to add 

servers to the cluster multiple times for the same symptoms and on the other 

hand does not add and remove servers from the cluster frequently. While 

the decision maker can access the state of the system through the model, 

unlike the estimator it can not make changes in the model. 

Actuator The actuator is equivalent to the execute function in the MAPE loop. 

It is responsible for executing a change plan created by the decision maker. 

This can include scheduling actions for a later date, communicating with 

various components of the resource and requesting changes, and executing 

workflows. The actuator also ensures that in the case of a failure in the 

execution, the action is rescheduled for a later time if possible. Because 

of this, the actuator must be capable of not only sending a request to the 

resource but also monitoring the execution of that request. For example, an 

actuator that has to add a new server to a cluster needs to perform two high 

level actions - first it must install a server clone on the new machine, and 

once that is done it must notify the cluster controller about the new server. 

The new server installation can be done by executing remote commands on 

the new server via SSH for example. In this case the actuator would monitor 

the execution of the remote commands and ensure that all the commands 

finish successfully. 

The actuator must have an extra capability in order to roll back unsuccessful 

changes. If a change request is being executed and it fails before successfully 

completing, the actuator must be able to roll back any changes made. For 

the example above, if the execution fails while the cluster controller is trying 

to add the new server to its internal structure, the newly created server 

would go back to the available pool after the new software is uninstalled. 

Adaptor The adaptor does not exist as a component in the MAPE loop, but 

it is necessary in order to ensure that the control loop works correctly. Its 

responsibility is to adapt the rest of the autonomic system to changes in 

the managed resource. Unlike the model which makes changes based on 

measured data and estimated data, the adaptor makes changes based on 

structural changes to the managed resource. For example, for the cluster 

example given above, when a new server is added to the cluster the adaptor 

ensures that the correct sensors are deployed on the new server, that the 
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FIGURE 4.1: Autonomic Control Loop 

filters know about the new sensor and that the model is updated with the 

new number of servers. 

The adaptor can also be used to make structural changes to the control 

loop if there are changes in the environment. Such changes can include 

completely replacing one or more components if the state of the environment 

changes sufficiently that they can no longer operate correctly and control 

the managed resource correctly. Because of this, the adaptor must be able 

to send control commands to all the other autonomic system components 

and also receive notifications regarding changes in the environment and the 

managed resource. 

Figure 4.1 shows the high-level architecture of the autonomic system, based on the 

eight components described previously. While the architecture defines the eight 

components, a control loop does not need to implement all the eight components 

if they do not make sense logically. For example a control loop that uses raw data 

for its analysis and decision can use the data directly from the sensors and not use 

a filter. 

4.3 Message Structures 

In order to ensure the correct communication between components a number of 

common message objects are created that define the structure of the messages 

passed between various components. 
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Measured Data The Measured Data structure defines the message structure of 

the messages between the sensors and filters and between the niters and the 

rest of the control loop. Such a data structure can contain multiple measured 

data entities in the same message. Each of the entities is composed by the 

following fields, with each field represented by a name/value pair. 

1. Name, representing a unique ID which identifies the measured data 

2. Value, representing the value of the measured entity 

3. Data type, representing the type of the value - string, integer, double, 

etc. 

Model data The Model Data structure defines the message structure which rep­

resents the internal data being held by the model. Like the Measured Data 

data structure can contain multiple subentities in the same message. The 

structure of these entities is: 

1. Name, representing a unique ID which identifies the model data 

2. Value, representing the value of the model entity 

3. Data type, representing the type of the value - string, integer, double, 

etc. 

Estimated data The Estimated Data structure is used to pass data from the 

estimator to the coordinator and from the coordinator to the decision maker. 

This data represents the future predicted values of the estimator. This data 

structure contains the following: 

1. Name, representing a unique ID which identifies the estimated data 

2. Value, representing the value of the estimated entity 

3. Data type, representing the type of the value - string, integer, double, 

etc. 

Decision data The Decision Data structure is used to pass data from the decision 

maker to the coordinator and from the coordinator to the actuator. This 

data structure represents the result of a decision made by the decision maker 

and is used to instruct the actuator what actions it needs to take. This data 

structure contains the following: 

1. Name, representing a unique ID which identifies the decision data 
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2. Value, representing the value of the decision entity 

3. Data type, representing the type of the value - string, integer, double, 

etc. 

Modified Object data The Modified Object data structure is used to pass data 

from the actuator to the adaptor. This data structure contains information 

regarding the results of the actuation and changes made in the managed 

resource. It tells the adaptor how the managed resource changed, such that 

it can adapt the control loop. One data structure can contain multiple 

entities, one for each part of the managed resource which changed. Each 

entity contains an array of name/value pairs: 

1. Name, representing a unique ID which identifies the entity's property 

2. Value, representing the value of the entity's property 

3. Data type, representing the type of the value - string, integer, double, 

etc. 

While all the data structures have the same common format, they are separated in 

order to allow developers to extend one of them if needed, and to split the logical 

meaning of the messages being passed in the system. 

4.4 Autonomic Computing Registry 

The architecture presented in this thesis has an extra component, which is not 

part of the autonomic computing control loop, in the form of the autonomic com­

puting registry. The registry has two main goals: to allow system administrators 

to create autonomic control loops by choosing from the autonomic components 

available, and to allow human operators to monitor the state of a previously cre­

ated autonomic system. In order to achieve these goals the autonomic registry 

provides three interfaces to clients: 

Register interface The register interface allows components, autonomic systems 

and manageable resources to register or modify themselves. Autonomic sys­

tem components register themselves on startup and remove themselves when 

they shutdown. Autonomic systems get registered when they are created by 
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a system administrator. Manageable resources are added to the registry by 

an administrator or the system can scan the network for possible resources. 

Even in the case of scan, an administrator is required to choose which enti­

ties are manageable and which are not. The information in the registry is 

backed in a persistent storage. 

Retrieve interface The retrieve interface is used to query data from the registry. 

A client can connect to the registry and perform a query to obtain data re­

garding available components, autonomic systems or manageable resources. 

Components can be queried by location (server node where it is deployed) , 

type (sensor, filter, etc.), or name. Autonomic system's can be queried by a 

unique name given at creation or by type of managed resource. Manageable 

resources can be queried by type. 

Remove interface The remove interface is used to remove data from the reposi­

tory. Components and manageable resources can remove themselves at shut­

down, autonomic systems can be removed when an administrator stops the 

system and destroys it. The removal is done based on a unique ID of the 

resource. Objects removed through this interface are removed from the per­

sistent storage. 

The registry component also defines the structure of the objects that can be per­

sisted - components, systems and manageable resources. 

Manageable Resources The Manageable Resource data structure stores infor­

mation related to system resources that can be managed by autonomic sys­

tems. Each manageable object contains the following fields: 

1. Name - a unique identifier of the resource 

2. Description - a human readable description of the resource 

3. Location - how the object can be accessed, like a URI 

4. Type - type of the resource like server, database, router, etc. 

5. Object type - the object type can be one of 

(a) "non-manageable" - which represents an object that can not be 

directly managed like a multi-tier application 
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(b) "manageable" - which represents an object that can be directly 

managed like a cluster of servers 

(c) "endpoint" - which represents information about objects that can 

be directly modified in order to impact the performance of a man­

ageable object like the servers in a cluster. 

6. List of children objects - servers in a cluster 

7. Link to its parent object if one exists and was persisted in a previous 

request 

Autonomic component An Autonomic Component data structure stores infor­

mation about either a component which is available to be deployed as part of 

an autonomic system, or one which is already deployed as part of a running 

autonomic system. The component data structure contains: 

1. Name - a unique identifier for the component in its container. Different 

components can have the same ID, as long as they are deployed in 

different containers - where container is defined by a combination of 

the machine and process in which the component is residing. 

2. Description - a human readable description of what the component does 

3. Type - which can be one of the eight component types described before 

4. Location - URI where the component can be accessed, this will be 

different between an available component and a running component 

5. Status - the executing status of the component, can be one of: available, 

configured, running, paused, stopped 

System The System data structure represents an already created and deployed 

autonomic system. The fields of the system data structure are: 

1. Name of the autonomic system - unique identifier given at creation time 

2. Status of the autonomic system - whether it is running, stopped, paused 

or reconfiguring 

3. Process type - what kind of process is being automated by this auto­

nomic system be it a server cluster, or a virtual machine cluster, etc. 

4. Links to Manageable Object data structures - which represent the ob­

jects which are managed by the autonomic system 
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5. Links to Autonomic Component data structures - which represent the 

objects which form the autonomic system. 

Through the use of the registry, a client can create an autonomic system by choos­

ing the appropriate components and managed entities based on those available in 

the environment. Once created the system is persisted in the registry and a client 

can use the information in the registry to connect to the components and monitor 

their execution. Figure 4.2 shows the structure of the registry's interfaces as well 

as the data structures and the relation between data structures. 

4.5 Real-time pat terns 

An autonomic system must itself be reliable and fault tolerant. In order for system 

administrators and IT managers to trust automation in data centers and in the IT 

infrastructure, they must be able to trust the autonomic solution to perform the 

correct actions even in the face of incorrect stimuli, and to recover from possible 

failures in such a way that the infrastructure remains managed at all times. The 

first part of this requirement means that the data is constantly being validated as 

it passes through the control loop in order to ensure that incorrect actions are not 

being taken. For example, a request to remove more servers than are currently 

available from a cluster would result in no action being taken, as the validation 
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unit for the actuator would detect an incorrect request and refuse to perform it. 

The second part of this requirement means that the autonomic manager is capable 

of saving its state and in the case of complete or partial failure, is able to recover 

and restart itself from a known safe state. For example, if the model fails while the 

control loop is executing the autonomic system is capable of restarting the model 

based on the previous saved state. Furthermore, the rest of the control loop does 

not fail just because the model fails, and is intelligent enough to pause itself until 

the model is back online and running. 

Another issue caused by the distributed nature of the control loop is that of mes­

sage synchronization. Since each component can run on a different node, and 

messages are passed through the network as notifications, issues such as latency 

and jitter can impact how the control loop is performing, especially if the control 

law requires high frequency calculations. Jitter is more of a problem than latency 

though, as jitter can result in multiple messages being delivered at once, or even 

being delivered out of order. Depending on the type of component, this can result 

in incorrect calculations. For example, in the case of a control loop that does 

iterative estimations, and which updates the model based on each estimate, an 

incorrect order of messages could result in incorrect updates to the model. In ad­

dition, the use of SOAP over HTTP (which uses a reliable transmission protocol 

- TCP/IP) for data communications can result in message retransmission in the 

case where messages are lost in the network. Message retransmission can cause 

the same problems as jitter - incorrect order of messages. 

Both of the above types of problems can be solved however using principles and 

patterns from real-time systems, as reliability, synchronization and fault tolerance 

are problems real-time systems always deal with. Because of this, the thesis infuses 

a number of real-time patterns into the architecture to deal with these problems. 

4.5.1 Reliabil ity 

In order to deal with the problem of reliability, the architecture uses an instance 

of the protected single channel pattern. This pattern adds validation checks at 

specific points in the control loop's communication channel. At each of these 

points, the message either coming into a component, or going out of a component 

is checked and validated to ensure consistency. This pattern results in less fault 

tolerance than a redundancy pattern, but at the same time it is not as expensive 
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resource-wise as a pattern that uses multiple control loops and a voting system to 

choose which action to use. A simple example is a sensor measuring the response 

time of an application server - if the number of clients requesting a certain servlet 

is high, but the response time is zero, this would suggest that there is a problem 

with the measurements and that the data either should not be passed to the filter 

if it is validated at the output of the sensor, or should not be processed by the 

filter if it is validated at the input of the filter. Figure 4.3 shows the structure of 

this pattern. 

In the figure, the sensor is responsible for measuring data from the monitored 

entity. Once the data is available it is passed to the input processing unit, which 

transforms the measured data into some new form. This new data is then passed 

to the data transformation unit and at the same time to a data validation unit. 

If the data validation fails then two options are available, either the processing is 

stopped and the system waits for the next iteration assuming that the failure was 

transient, or the data validation unit attempts to fix the invalid data and passes 

this data to the data processing unit. The above steps are then repeated until the 

action is sent to the actuator. For the purpose of the system described by this 

thesis the validation unit simply stops the processing until valid data arrives, thus 

preventing incorrect actuation actions and leaving the system in an unmanaged 

state. 

While not implemented for this thesis, another option for reliability in the auto­

nomic system could be to use a redundancy pattern. Two types of redundancy 

patterns exist - homogeneous and heterogeneous. For homogeneous redundancy, 

multiple control loops are created all with the same structure. The control loops 

run either in parallel and use a voting procedure in order to reach a decision like 

in the Triple Modular Redundancy Pattern or run in a main/backup setup like in 
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the Switch To Backup Pattern [46]. An example of a homogeneous redundancy 

for the autonomic system would be creating two control loops with the same logic, 

and with a periodic iteration every 30 seconds. However, one would be started 

with a shift of 15 seconds from the other's start time. An actuation would be 

taken only if both control loops reach the same decision. 

For heterogeneous redundancy, multiple control loops are created but with differ­

ent structures. The downside of this design in normal real-time applications is 

that it requires an increased design and development time for the system. For the 

architecture presented here, as long as multiple options exist for the various com­

ponents this is not a problem. The advantage of the heterogeneous redundancy 

pattern is that identical design and implementation errors are unlikely to appear 

in all the control loops. For an autonomic system architecture as described in 

this thesis, this could include for example building two control loops, one based 

on control theoretic approaches and one based on machine learning approaches. 

Like the homogeneous example, a decision would be taken only when both control 

loops agree. 

The redundancy patterns are not implemented for this thesis, however due to the 

modular design of the architecture adding them is possible. The architecture would 

require an extra component which manages the voting process of the multiple 

control loops. 

4.5.2 Fault tolerance 

In real-time systems fault tolerance and reliability are strongly interlinked. For 

example, the Switch To Backup Pattern deals with a main/backup system where 

in the case of failure in the main control loop, the backup loop takes over. For the 

purpose of this thesis, they are separated since different mechanisms are used for 

each of them. Fault tolerance is achieved in the system by using error recovery 

methods. Each of the components periodically saves its state and internal structure 

and in the case of a complete failure of the component, of the application server it is 

running in, or even of the hardware the component is running on, the component 

can be restarted from the last saved checkpoint. This is achieved by adding a 

persistence capability to each component, where through some mechanism which 

is not specified in this section the capability can request to save its data. After a 

failure of the component, the persistent storage is checked for existing data and if 
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any such data exists the component loads the data and brings its internal state to 

that of the saved data. 

While persisting its data the component also stores data regarding the location of 

other components it communicates with. Once it brings its internal state back to 

the one before the failure, the component communicates to the other components 

to notify them, that it is back online. In the period of time when the component 

is offline, the components communicating with it recognize the situation and stop 

transmitting data to it until they receive a notification that the component is back 

online and in the correct state. The persistent capability provides two interfaces 

- store and load. The store interface receives an XML description of what the 

component needs to save and the load interface returns an XML document. The 

persistent capability does not care what the XML document contains, it is the 

responsibility of each component to implement appropriate save/load functions 

which process the XML and map it to the components state and structure. 

4.5.3 Synchronization 

The third issue solved through the use of real-time software patterns is that of 

message synchronization between components. In order to ensure that the correct 

operation of the control loop takes place, the architecture infuses two real-time 

patterns for synchronization - one for synchronous messages and one for asyn­

chronous messages. Even though all messages between components are sent via 

notifications, some communication instances require synchronous replies. For ex­

ample, a coordinator that requires data from the model, must wait for the data 

to return before it can continue with the processing of the control logic. 

4.5.3.1 Asynchronous communication 

In the described architecture, asynchronous messaging between components is 

done via the message queue pattern. In the message queue pattern, messages 

between components are passed through the use of queues, which store the mes­

sages to be sent, or received until the next time the receiver or sender thread 

executes respectively. Data integrity for the messages is guaranteed by the use 
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of a mutual exclusion semaphore (mutex) to guard against multiple, simultane­

ous access operations on the queue. The application of the above communication 

pattern is shown in 4.4. 

In the above diagram, two or more threads which communicate through a message 

queue, would share one queue (or multiple ones - one queue for each type of 

message) in order to pass messages. The queue is owned by the receiving thread 

and messages received, via notification from other components, are stored in the 

queue. When the receiving thread becomes active, it retrieves data from the queue 

and processes it. In order to ensure that the data processed is valid a mutex is 

used to ensure that there is no synchronous access. If a mutex would not be used, 

both the sender and the receiver could access the queue at the same time. In 

such a case, if the receiver accesses the queue, while the sender is updating the 

queue with new information, the receiver would retrieve partial information that 

might not represent the correct information. In some cases, the receiver could 

interpret the missing data as zero or null, which would introduce further errors 

in the control loop. Even worse, such incomplete information could cause a crash 

or errors raised by the receiver, if it can not retrieve information that is required 

for further processing of data. In this example, by using a mutex if the receiver 

tries to read the data while the sender is adding new information to the queue, 

the receiver would be blocked until the sender finishes adding data to the queue, 

as the data in the queue would be incomplete. Because of the fact that the data 

is incomplete, the data can not be processed correctly. In this architecture, since 

the components can be distributed the sender and receiver are part of the same 

component. The sender represents the thread which receives notifications and the 

receiver is the thread which processes the information. 

Furthermore, to ensure that the data is processed in the correct order the messages 

contain the timestamp of the sending component. Messages are added to the 
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queue based on the timestamp, with the oldest first. As the receiver processes the 

messages it stores the timestamp of the last processed message. Any new message 

with a lower timestamp than the last processed is discarded as old. 

4.5.3.2 Synchronous communication 

The guarded call pattern takes care of the cases where a synchronous message is 

required for the communication among components. Message queues can be used 

only for asynchronous messages as the data is added to the queue and taken from 

the queue, by each thread when the appropriate time arrives. This causes the data 

added to the queue to be processed by the receiving thread at its next execution. 

There are cases in an autonomic computing system where synchronous messages 

are needed. One example of such a case is the communication between a coordi­

nator and a model. In a control theoretic control loop based on Kalman filters, 

the coordinator uses an iterative approach to calculate the estimated data and 

update the model. In each of the iterations, the coordinator estimates the data, 

updates the model, and verifies if the estimated values converge. Furthermore, the 

estimator uses the model also in order to do the estimates. The communication 

between components for this example has to be synchronous, as the coordinator 

has to wait for the estimated data returned from the estimator before it can con­

tinue its operation. The simplest solution is to make a synchronous invocation in 

the appropriate component. This however can lead to mutual exclusion problems, 

so the guarded call pattern also employs a mutex to prevent simultaneous access 

to the same resource. Figure 4.5 presents the application of the pattern. 

In this diagram a client and a server communicate with each other. The client 

thread trying to access a resource in the server thread. The invocation is done 

across the server thread boundary, and is accomplished through the use of the 

guarding object. The guarding object has the role to combine all the method 

Server Thread 

3| Guarding object h 

A Shared Resource 
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invocations that use the same shared resource, in order for the resource to be 

protected across all possible method invocations. Like in the message queue pat­

tern, the mutex is a blocking semaphore, which protects the shared resource across 

multiple invocations. The role of this pattern comes into play when more than 

one client attempt to use the same resource in a server thread. For example, an 

estimator and a coordinator which use the same model in order to do the process­

ing. If the coordinator requests an update of the model at the same time as the 

estimator requests the values of the model, one of the two requests needs to be 

blocked until the other completes. 

Unlike asynchronous messages, synchronous messages do not require timestamps, 

as a request can either be completed and a value returned or a request is blocked. 

In both cases until a reply returns to the initiator of the messaging, the initiator 

is blocked. 

4.6 Common component infrastructure 

All eight autonomic system components have a common infrastructure which man­

ages the life cycle of the components. This infrastructure is outside the functional 

part of the components and is meant to allow clients to create, manage and destroy 

autonomic components. The infrastructure is composed of three parts, as shown 

in Figure 4.6. 

Component Manager which is responsible for managing the components at run 

time by loading, removing or modifying the components. The Component 

Manager uses the management interface provided by the component in order 

to configure the component. 

Component Loader which is responsible for the actual loading of a component, 

in response to a request from the Component Manager. 

Component Repository which is responsible for storing the loaded component 

instances. A request for a component goes through the repository, which 

attempts to locate the component, and returns a way to access the compo­

nent. 
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The first step in the operation of the infrastructure is for a client to request, 

either based on a human operator or an autonomic decision, the creation of a 

new component. The creation request goes to the Component Manager which 

finds the appropriate component interface in the Component Repository and uses 

the Component Loader in order to create a new instance based on the interface. 

The Component Manager uses the component's management interface in order to 

configure the component. Once configured, the new component is added in the 

Component Repository and the information about how to access the component is 

sent back to the client. The client can later request the start of the component. The 

start request goes to the Component Manager. The Component Manager finds the 
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appropriate component in the Component Repository and passes the request to the 

component. Once started, the status is returned to the client. Future functional 

requests to the component go to the component's client interface. However in order 

to access the component the client communicates with the Component Manager 

again. Like before the Component Manager passes the requests to the component. 

Finally when the component is no longer needed, a destroy request is sent to the 

Component Manager. The Component Manager uses the management interface to 

shutdown the component and then destroys it and removes it from the Component 

Repository. Figure 4.8 shows the sequence of events for component management, 

and figure 4.7 shows the state chart of components. 
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Chap te r 5 

Low Level Design 

The second step in using the MDD paradigm is to build a Platform Specific Model 

(PSM). The PSM defines the architecture based on the language of development, 

system on which to execute and methods of communication between components. 

As such the PSM represents a low-level view of how the system components are 

created and how various components communicate with each other. For the ar­

chitecture presented in this thesis the PSM defines how each of the components 

is built, how the real-time patterns are implemented and how open standards are 

used. 

The architecture developed in this thesis is based on the Java language and the 

components run in a Java Enterprise Edition (JEE) container. All communica­

tions between components are done via SOAP and web services. All components 

are created as WSDM resources and part of the WSDM specification is used to 

provide mechanisms needed by the system. Since WSDM is just a specification, 

an actual implementation of the standard is used in the form of Apache Muse 

[47], an open source project under Apache. The reason to choose WSDM as the 

deployment container is two folded. First of all, one of the key requirements for an 

autonomic system according to the IBM Manifesto is that an autonomic system 

must "function in a heterogeneous and open way, and implement open standards". 

The purpose of this requirement is that the management solution must be inde­

pendent from the vendor which provides it and the systems that it manages, such 

that the solution can be applied to a variety of hardware and software systems 

from various vendors. From the point of view of the autonomic system a server 

should be seen as a server, no matter if it is a JBoss Application Server [48] or 
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a WebSphere Application Server [49]. The interfaces that provide data regarding 

the state of the server and its performance should be the same across a product 

line. Similarly, the management interfaces should be the same across a product 

line such that, for example increasing the thread pool is done the same way for all 

application servers. This is provided by the WSDM standard, since the WSDM 

standard provides "interoperable, base manageability for monitoring and control 

managers using Web services" [50]. The WSDM specification also provides a way 

to compose management resources from various capabilities, which is an utility 

that was used in the architecture, and makes use of other Web Service standards 

including Web Service Addressing (WS-Addressing) and Web Service Notification 

(WS-Notification). 

5.1 Component Implementation 

As stated, the component framework is developed in Java using Apache Muse. 

All the components have a common part, which is responsible for the manage­

ment of the components and a separate part which defines the execution of the 

component. One component container can manage multiple component instances 

which run separately, each in their own thread. The WSDM standard specifies 

two levels of abstractions - the resource and the capability. A resource is a com­

position of capabilities, providing a unique cohesive web service endpoint where 

messages can be received. A capability is a collection of properties, operations, 

events and metadata that describe a certain functionality of the resource. Some 

capabilities are already provided by the Apache Muse framework, and some are 

developed for the autonomic system. Figure 5.1 taken from [47] shows the ar­

chitecture of the Apache Muse framework. The isolation layer provides isolation 

from the web service container used by Muse. The router is capable of finding the 

resource that receives a request, and routes the request to that resource. Finally 

the resource routes the request to the correct capability which is responsible for 

that functionality. 
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5.1.1 Component Management Framework 

The component management framework represents the common part of the eight 

autonomic system components. It implements the common component infras­

tructure described in the previous chapter. Since WSDM is used to develop the 

framework, each component will be composed by a group of WSDM resources. 

Figure 5.2 shows the structure of the component architecture implemented using 

WSDM. The component is split in two resources and one helper class: 

Autonomic Factory Resource Singleton factory resource, responsible for cre­

ating instances of the components. 
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Autonomic Resource Resource which provides the functionality for one com­

ponent instance. 

Autonomic Persistence Helper class which provides the persistence mecha­

nisms used for fault tolerance as described in Chapter 4. 

The Autonomic Factory Resource has only one capability, the Factory Capability. 

This capability receives a request to create a new component based on a certain 

component type, with the component type representing the name of the class 

to create. The capability then uses Java Reflections in order to create an object 

based on the requested class and also creates and initializes an Autonomic Resource 

which encapsulates the given object. Once created a unique endpoint is created 

for the resource, and this endpoint is registered with the ResourceManager of the 

Apache Muse instance the factory is running under. The client which requested 

the creation receives back the unique endpoint of the created resource. 

The Factory Capability has an extra responsibility, which takes place on its ini­

tialization. The initialization of the factory capability, which is based on the en­

capsulating resource's initialization , takes place when the container (i.e. server) 

in which the component resides starts. This extra responsibility is to discover the 

components that can be created by the factory and to register the components 

with the Autonomic Registry. The discovery is done by using class loader mech­

anisms in the JVM. Since all the components will implement the same interface, 

for example niters will implement the filter interface, this mechanism searches, 

using the class loader's paths, classes which implement the component interface. 

Once found, the class types - based on the class name are stored with the registry. 

When the factory shuts down, it asks the registry to remove all it's component 

types from the registry since creation of new components will become unavailable. 

The Autonomic Resource is composed of three capabilities - management, execu­

tion and notification. The Management Capability provides management mecha­

nisms for the resource including configuration, start, stop and remove interfaces. 

The configure function, configures a component that was previously created and 

changes the state of a component from notconfigured to configured. This operation 

is component specific as the configuration of a sensor is different from that of a 

filter, for example. The start operation moves the component from a configured 

or stopped state into a running state. While in the running state, the component 

receives messages and processes these messages as needed. The stop operation 
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moves the component into a stopped state, in which the component can not pro­

cess messages. Finally the destroy operation removes the component from use; 

only a previously stopped component can be destroyed. 

The Management Capability provides three other helper operations. The cre-

ateNotificationProxy operation creates the notification mechanisms used by the 

component, which will be explained later. The persist and reload operations are 

used in order to communicate with the persistence layer. The persist function is 

periodically called by the persistence layer in order to save the state of the compo­

nent, and the reload function is called by the persistence layer on startup if there 

exists saved data for the component. 

The Execution Capability provides a wrapper to the functionality of the component 

and simply passes messages coming to the component from the outside to the class 

implementing the functionality. 

The Notification Capability provides the notification mechanisms between com­

ponents. The notification mechanism is based on a producer/subscriber model. 

Each notification producer has a number of topics that it offers; subscribers can 

then choose to subscribe to some or all the topics provided. When data is avail­

able for a topic, the producer sends notifications containing the data to all the 

components that are subscribed to the topic. The Notification Capability is built 

on top of the Apache Muse framework through the use of a NotificationProducer 

on the sender side and a NotificationClient on the receiver side. The producer 

and client provide partially the mechanisms used for notifications between peer 

resources. These mechanisms are extended on the receiver side in order to provide 

the full functionality required by the autonomic framework. As such, the receiver 

side of the notification is composed of three interfaces and two implementation 

classes that are responsible for creating the notification client, starting/stopping 

the client as needed, and processing the information before it is passed to the 

resource's appropriate capability. The interfaces and classes are: 

NotificationEnabledResource Any autonomic component that wishes to ac­

cept notifications must implement this interface. The interface adds one 

function - setNotificationProxy, which adds a reference to the proxy used to 

set up the notification mechanisms. 

NotificationProxy and MuseNotificationProxy The NotificationProxy inter­

face and its MuseNotificationProxy implementation encapsulate the logic 
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required to set up the notification mechanisms. The interface specifies the 

high-level communication with the other components, while the MuseNoti-

ficationProxy class implements the logic specific for the Apache Muse no­

tification mechanisms. The reason to separate the interface from the Muse 

implementation is in order to allow the components to use other notification 

mechanisms without changing the component logic. The interface defines six 

functions - setDataRetriever, which attaches a retriever to the proxy; setPro-

ducerlnformation - which adds the information regarding the endpoint of the 

producer that will receive the subscription request; set Topics - which sets the 

information regarding what topics the client wishes to accept; start/stop -

which start and stop the proxy; and getUniquelD - which returns the unique 

identification of the endpoint receiving the notifications. 

NotificationBasedDataRetriever must be implemented to specify the process­

ing logic for any incoming notifications. The interface specifies two func­

tions that must be implemented - setData, which is called by the proxy to 

pass a new received notification and getUniquelD - which returns a unique 

identification of the producer that is sending the notifications. The Noti­

ficationBasedDataRetriever also implements the message queue mechanism 

described in Chapter 4. 

MuseListener is an implementation of the NotificationMessageListener interface 

in the Muse framework. It implements two methods - accepts which receives 

a message and decides if it accepts it based on the topic in the message; and 

process which processes the content of an accepted message and adds the 

data in the retriever. 

In this structure a NotificationEnabledResource can have any number of Notifica-

tionProxies, and a NotificationProxy is attached to one NotificationBasedDataRe­

triever. Figure 5.3 shows the structure of the notification mechanisms and figure 

5.4 shows the sequence diagram. The Componentlmplementation implements both 

the NotificationEnabledResource interface and its own Componentlnterface, which 

specifies the functions required to be implemented by the component, like filtering 

for a filter. 

When a component is first configured, it creates the notification mechanisms by 

creating the listener, the retriever and the proxy. Once the start command is 

received, the component starts its notification proxy which in turn starts all the 
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listeners it has attached. When a notification arrives later, the Muse framework 

sends the notification message to the listener, which decides based on the topic if 

it should accept it or not. If it accepts it, the listener processes the message and 

attempts to access the MessageQueue by trying to get the mutex. If it can not 

obtain the mutex the execution blocks until the mutex becomes available. If it 

can get the mutex, it simply adds the data to the queue and releases the mutex. 

When the component requires the data later, it also tries to obtain the mutex, and 

once it has obtained the mutex it retrieves the data and releases the mutex. Once 

a stop request is received by the component, it passes the request to the proxy, 

which also halts the listening operation. 

The Autonomic Persistence helper classes provide the mechanisms to periodically 

save information from the autonomic components. This mechanism is added by 

extending the default Apache Muse persistence logic. The functionality is pro­

vided by two classes that act together to periodically save the information about 

a persistable autonomic component and restore the state of such a component in 

case of failure. The two classes are: 

AutonomicComponentFilePersistence which extends the default Muse frame­

work file persistence logic in order to act as a persister/restorer for an auto­

nomic component. 

PeriodicPersister which is a thread that runs periodically and saves the infor­

mation about the required component. 

Furthermore, the persistence functionality requires that each component that must 

be persisted implement two functions: persist and reload. The persist function re­

turns a valid XML document that can be saved in a file, and the reload function 

accepts an XML document and knows how to recreate the autonomic component 

from it. In order to separate the persisting logic from the components, the call 

of these methods is done via the Java Reflections API. Components that require 

persistence only need to implement the two methods and the system knows how 

to persist them; components that do not require persistence do not need to imple­

ment the two methods and the lack of the two methods will have no impact on the 

system. Figure 5.5 shows the structure of the persistence mechanisms. The Auto-

nomicComponentFilePersistence extends the Apache Muse class AbstractFilePer-

sistence, and creates/destroys the PeriodicPersister class, which implements the 

Java Runnable class and provides the periodic threading logic. 
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The component management framework provides one extra functionality which 

is not part of the common component infrastructure - the validation framework. 

The validation framework acts as an implementation of the Reliability pattern 

described in Chapter 4. The goal of the validation framework is to allow developers 

to implement their own logic required for the validation of messages as well as the 

actions to take when validation errors occur. The implementation is composed of 

the following classes and interfaces: 

MessageValidationSubsystem which is the main class used to drive the mes­

sage validation. The subsystem uses a filter chain pattern in order to pass 

the validation through a number of validation filters. The class receives as 

input the message to be validated, and it provides as output the validated 

message, which can be the initial message if there are no problems, a repaired 

message if it is possible to repair a damaged message, or an empty message 

if the validation fails and no repair is possible. 

ValidationFilter The validation logic is composed of a number of validation fil­

ters, such that the validation can be chained, if needed. Each validation 

filter implements one type of validation logic. For example, one filter would 

ensure that all the required data is in the message, and another would val­

idate if the data are within the expected thresholds. The validation filter 

uses the two following interfaces to perform it's functionality. 

Message Validator This interface is the interface to be implemented by the val­

idators. Its role is to validate the message, or part of a message and return 

the part that is invalid if such a part exists. A filter uses a class implement­

ing this interface in order to find errors in the messages. If errors are found 

the class implementing the next interface is called. 

ValidationErrorAction This interface is the interface to be implemented by 

error recovery mechanisms, in order to specify the action to take in case a 
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validation error is found. The message validator can have a list of possible 

actions to be taken depending on the error in the message. Based on the 

action it decides to use, it either fixes the message, or notifies the validator 

to discard the complete message. 

Figure 5.6 shows the structure of the validation mechanism and figure 5.7 shows 

the sequence of events in a system with two validation filters. The mechanism is 

applied at both the input and the output of all the components. 

The processing of the validation framework starts when the subsystem receives 

a message to be validated. The message is passed to the first validation filter 

in the list, which determines if the message is valid or not by using its message 

validator. If the message is valid an empty message is returned to the subsystem. 

The subsystem then passes the initial message to the next filter. This filter again 

uses its message validator to determine if the message is good or bad. If the 

message is not good, the validator returns the part of the message that is invalid. 

The filter then uses its validation error action, to which it passes the invalid part 

of the message in order to fix it. The error action examines the incorrect part and 

determines if the error can be fixed. If it can fix it, it returns the fixed message 

and the filter changes the invalid part with the correct part. If it can not fix it, 

the error action notifies the filter to discard the message, and the filter notifies the 

validation subsystem to discard the message. 

A number of extra capabilities are provided directly by the Muse framework. 

1. ResourceTermination - allows the destruction of a resource either immedi­

ately or somewhere in the future 

2. ResourceProperties - allows the querying of what properties exist, and also 

the setting and retrieving of resource properties 
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3. Metadata - specifies mechanisms used to retrieve metadata about a deployed 

resource 

4. State - specifies the state of the component, and allows the retrieval of the 

state by clients 

5. Resourceld - generates a unique resource ID for each instance of a resource 

6. Addressing - provides unique addressing for each resource that resides at a 

certain endpoint. and ensures that messages reach the correct resource 

5.1.2 Sensor component 

The sensor component has one goal, to retrieve data from the monitored resource 

and process the data to be passed forward to the filter. The data must be in 

its original raw form, which means that any processing must only include taking 

the data and transforming it into the data structure used to pass messages be­

tween components - WSDM format in this case. The processing must not include 

any kind of changes to the data values retrieved from the underlying monitored 

system, as that is the responsibility of the filter. The sensor can however filter 

the information that it can send such that a client of the sensor only receives the 

information that it requires. For example, a sensor for an application server which 
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uses JMX to retrieve the data can provide any information available through JMX 

to the filter. Such a sensor can however be configured to filter the data that it 

sends to the autonomic computing filter in order to minimize the data sent and 

processed. In the case of an autonomic loop that is interested only in the metrics 

of a certain web application, the sensor can filter the JMX data and send only the 

data about that web application. The measurement filters are set up when the 

sensor is configured. 

At the same time, one sensor component can be composed of multiple probes, 

where each probe monitors and retrieves data for one specific part of the system. 

In the case of an application server, there could be one probe monitoring the 

response time, number of clients, throughput, etc. of a certain application, and 

another probe monitoring the connection to the backing database. As such, the 

sensor component is split into the following classes and interfaces: 

SensorFactoryCapability which is responsible for creating the sensor resource. 

This implements the Autonomic Factory Resource mechanism defined ear­

lier. The capability receives a list of MeasurableData objects specifying what 

the rest of the control loop is interested in being monitored, as well as a nu­

meric value specifying how fast the data should be gathered. The factory 

also provides to clients a way to query what types of data it can monitor. 

SensorCapability which is responsible for configuring the sensor, and also start­

ing and stopping the sensor. This implements the Autonomic Resource mech­

anisms. Configuring the sensor includes creating the appropriate probes and 

filters, setting the synchronization mechanism for the probes, as well as set­

ting the notification producer endpoint which accepts subscriptions from 

clients. 

SensorProbe which represents one probe that is used to gather data from one 

part of the system. 

SensorFilter which is responsible for filtering unnecessary data retrieved by the 

probe. In the cases where one probe could retrieve more data than what is 

needed, because the underlying monitoring mechanism it uses returns too 

much data, the filter will remove any extraneous data. 
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SensorDataContainer which creates a buffer at the sensor in order to store the 

data from multiple probes, such that when all the probes have returned their 

available data, it can all be sent together to the filter. 

Due to the composition of the sensor from multiple probes, the probes must be 

synchronized such that the data returned by the probes represents almost the same 

moment in time. If probes were allowed to execute each in its own thread without 

synchronization, in time the executions would drift away from each other. In order 

to achieve this a cyclic barrier is used to ensure the synchronization. The cyclic 

barrier allows a number of threads to synchronize with each other, by setting a 

common wait point. Once all the probes reach the barrier, they are released in 

order to gather the information. Figure 5.8 shows the structure of the sensor 

component. 

The sensor component contains one Factory which can create multiple sensors. 

Each sensor can have one or more probes that do the actual measuring. The 

sensor and the probes share a DataContainer in which the probes add the data 

and from where the sensor takes the data. Each of the probes also has a filter 

in order to remove extraneous data from the data retrieved from the underlying 

resource. All the probes also share a CyclicBarrier used in order to synchronize 

their execution. 

Figure 5.9 shows the sequence of events required to create a sensor, start it, and the 

internal sequence of the sensor for one iteration. In this example the sensor has two 

probes, a local probe and a remote probe. In the first step, an autonomic system 

manager would request from the sensor factory which instances can be measured. 

Once a reply is received the manager can select the metrics to measure, and request 
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the creation of a sensor. Upon reception of the create request, the factory creates a 

new sensor and passes the information about what is to be measured to the sensor 

via the configure request. In order to configure itself, the sensor analyzes what it 

needs to measure and creates the appropriate probes - in this case a local probe 

and a remote probe. After configuration, the sensor returns that it has configured 

itself. The manager later requests that the sensor starts, which results in the 

sensor starting its probes. The probes reach the wait point in turn, and once both 

have reached it, they are released to gather data. After the data is gathered and 

filtered, each of the probes adds its data to the common data container, which is 

synchronized to ensure that the probes do not overwrite each other's data. Once 

all the data is in, the data container sends the data to the autonomic filter (the 

data goes through the validation filter, if any) and the process repeats again after 

the sampling interval passes. 
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5.1.3 Filter component 

Like the sensor component, the filter component has only one role - to transform 

the measured data into data that can be used by the rest of the control loop. In 

order to provide a certain degree of reusability and modularity, the autonomic filter 

implements a filter chain pattern, where the data is passed successively through a 

number of filters, each filter taking one action to modify the data. For example, 

in the WebSphere Application Server cluster example, the data coming from each 

of the sensors represents the total values for a certain metric since the server had 

started. What is required by the rest of the control loop is an incremental value for 

the previous pooling period. Furthermore, the control loop requires a number of 

metrics that are not directly available from the sensor, but which can be calculated 

from the measured metrics. The control loop also requires an average value for the 

whole cluster and not distinct values per server. Each of the above calculations 

can be abstractized into three separate filters, which can then be chained. The 

autonomic filter component is split into the following interfaces and classes: 

FilterFactoryCapability which is responsible for creating the filter resource. 

This implements the Autonomic Factory Resource mechanism defined ear­

lier. In order to create a filter resource the capability receives a list of the 

filters to use in the chain. The factory also provides clients a way to query 

what types of filters are available. 

Filter-Capability which is responsible for configuring the filter, and also starting 

and stopping the filter. This implements the Autonomic Resource mecha­

nisms. Configuring the filter includes creating the appropriate filter chain, 

setting the notification clients to the sensors, as well as setting the notifi­

cation producer endpoint which accepts subscriptions from its own clients. 

Starting the filter resource is done by subscribing the notification clients to 

the appropriate sensors. 

FilterManager which acts as the binding mechanism between the data coming 

from the sensors, the filter chain and the push of the filtered data to the 

coordinator. It ensures that the filter has received the data from all the 

sensors before it begins filtering. Also allows for the runtime addition and 

removal of sensors that must send their data for filtering, and takes care 

of creating the appropriate notification client mechanisms for each of the 

sensors. 
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FIGURE 5.10: Filter Structure 

FilterChain which defines a certain chain of filters and ensures that the data is 

passed successively through the filters. The filter chain also stores previously 

used data from the sensors in case the data is later needed. The data is stored 

based on a predefined buffer size. 

Filter which is the base of a chain and provides the main logic for one filtering 

operation. In the example above, the three filters would be a difference filter, 

to calculate the incremental value; an averaging filter, to average the data 

across all the servers in the cluster; and a computational filter, to calculate 

the values that are not available from the servers. 

Figure 5.10 displays the structure of the filter interfaces. 

The filter component contains one Factory which can create multiple filter re­

sources. Each filter has one filter manager, which is a Runnable instance and 

periodically drives the execution of the filter chain. Each manager has an at­

tached filter chain describing the order of execution of the filters. Finally, each 

filter can perform one action - doFilter, which takes measured data or filtered data 

as input and outputs filtered data. 

Figure 5.11 shows the sequence of events required to create a filter, start it, and 

the internal sequence of the filter for one iteration. The filter in this example has 

two external sensors and two filters in the chain. In the first step, an autonomic 

system manager would request from the filter factory what filters can be created. 

If the required filters can be created, the manager asks the factory to create a 

filter chain based on a certain filter sequence. The factory creates a filter resource, 

which creates a filter manager, and asks the manager to configure itself based 

on the filter sequence. The manager creates a chain and configures the chain 

with the given sequence, however it is the filter chain's responsibility to create 
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the filters. Once everything has been created, the filter resource returns to the 

autonomic manager that it is configured and ready to start execution. Once the 

start command arrives, the manager subscribes to the sensors whose data it must 

process. At a later time, the sensors send their data to the filter manager. Upon 

reception of all data, the filter manager starts the doFilter action, which is passes 

to the filter chain. The filter chain, in turn asks each filter to process the data 

based on the previous filter output. Once the last filter returns the filtered data, 

the filter manager uses its notification producer in order to send the data to its 

subscribers. 
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5.1.4 Coordinator component 

The coordinator component acts as the central brain of the control loop, and con­

tains knowledge about the way in which to drive the other autonomic components 

to achieve the goals. Because of this, the structure of the coordinator is very 

simple, as different systems will have varying requirements. What the coordinator 

provides are the communication links with the other components. How those links 

are used, the order in which they are used and even if they are used is up to the 

developer of the control loop. For example, a simple self-protecting control loop 

that detects unauthorized access would not require an estimation of the future 

state, and could reach a decision based directly on the filtered data. A more com­

plex system that self-optimizes would require an estimator to determine the future 

state of the system, such that it can decide what action to take. However, even 

the solutions for such problems are varied. A machine learning self-optimization 

control loop would get the new data, use the model and estimator in order to 

classify the data, possibly update the model with the new data by learning from it 

and pass the classification to the decision maker. An iterative control loop based 

on control theoretic methods would take a different approach. After receiving the 

data, it would successively estimate and update the model until a good enough 

estimate is found. Once this estimate is found, the coordinator would then request 

a decision. 

Since all these logical flows are different, the coordinator does not impose any 

required order of events, other than a filtered data input being received, resulting 

in a coordination action whose output is a decision that is passed to the actuator. 

What the coordinator offers is as mentioned, the links between the components, 

and a way to define the driving logic between the communications. The structure 

of the coordinator interface is shown in figure 5.12. 
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CoordinatorFactoryCapability which is responsible for creating the coordina­

tor resource. This implements the Autonomic Factory Resource mechanism 

defined earlier. In order to create a coordinator resource the capability re­

ceives a list containing the other components' endpoints. The factory also 

provides clients a way to query what types of coordinator logic is available 

to create. 

CoordinatorCapability which is responsible for configuring the coordinator, 

and also starting and stopping the coordinator. This implements the Auto­

nomic Resource mechanisms. Configuring the coordinator includes setting 

the notification clients to the other resources, as well as setting the notifi­

cation producer endpoint which accepts subscriptions from its own clients. 

Starting the coordinator resource is done by subscribing the notification 

clients to the appropriate components. 

Coordinator which acts as the brain of the system. Upon reception of data from 

the filters, the coordinator periodically executes its only method - coordi­

nate. This method contains the logic of how the other components should 

communicate with each other. 

Figure 5.13 shows the sequence of events required to create a coordinator, start 

it, and the internal sequence of the coordinator for one iteration. In the first step, 

an autonomic system manager would request from the coordinator factory what 

coordinator resources can be created. If the required coordinator can be created, 

the manager asks the factory to create a coordinator of the given type. The factory 

creates a coordinator resource. At a later time, the coordinator resource through 

its management capability receives a configuration request, which contains all the 

endpoints it must communicate with. Since the other components must be created 

in order for the coordinator to configure itself, the coordinator is the last configured 

resource. Some of these endpoints can be null and the system will run fine without 

them, if the coordinator logic does not use them. Once configured, when a start 

message is received, the coordinator resource subscribes to its clients and starts 

its Runnable object. If all the data from the filters is available, the coordinator 

instance calls coordinate on itself, which executes the logic and once the execution 

is completed, it sends a decision to actuator if a decision has been reached. If no 

change decision is reached, the coordinator goes back to waiting for filtered data. 
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5.1.5 Model component 

Similar to the coordinator, the model component does not enforce how the model of 

the underlying system is stored or represented. Like the coordinator, the models 

that can be used in autonomic systems are varied. The structure of a neural 

network model is completely different from that of a queuing model or from that 

of a Bayesian model. Furthermore, the action that can be taken on each of the 

models are different. Since some actions might not make sense for some models and 

it is the responsibility of the coordinator to know how to interface with the model, 

not all of the functions defined by the model interface have to be implemented. 

In the case of the example control theoretic model, the model is represented by 

a set of mathematical equations, which map the measured inputs impact on the 

controlled outputs. The model is also a dynamic model, in that it is updated based 

on the input values and output values, such that its divergence from the actual 

system is minimal. Figure 5.14 shows the model's structure. The model allows the 

setting of model variables from outside, for example based on measured data or 
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estimated data. The model also allows the updating of the model. The difference 

between setting the model variables and updating the model, is represented by 

what values are being changed. A model is composed of two parts: the parameters 

of the model and the variables in the model. In the case of the Kalman filter 

model, the parameters are the Jacobian matrices [25], and the variables are the 

state matrices. Updating the model modifies the Jacobian matrices while setting 

the variables sets the state matrix. At the same time, if it makes sense for the 

specific model being used, the model allows requests to solve the model, or solve 

and update the model after the solution is found. Solving the model, means for a 

given set of input values, finding the output values. Solve and update is different 

in that once solved, the model is updated with the given input/output values. 

ModelFactoryCapability which is responsible for creating the model resource. 

This implements the Autonomic Factory Resource mechanism defined ear­

lier. In order to create a model resource the capability receives only the type 

of model to create. The factory also provides clients a way to query what 

types of models are available to create. 

ModeiCapability which is responsible for configuring the model, and also start­

ing and stopping the model. This implements the Autonomic Resource mech­

anisms. Configuring the model includes setting the notification client to the 

coordinator, as well as setting the notification producer endpoint which ac­

cepts subscriptions from its own client - the coordinator. The model also 

receives at configuration the initial values of the model's parameters and 

variables. Some models will also require their internal structure to be de­

fined and this is done via the configuration as well. For example, for a neural 

model one can define the number of inputs, hidden layer and outputs. Start­

ing the model resource is done by subscribing the notification clients to the 

appropriate components. 
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Model which stores the model data and structure and allows the appropriate 

operations on the model. The component has setter and getter for its model 

variables, as well as solve, update and solveAndUpdate operations. 

Figure 5.15 shows the sequence of events required to create a model, start it, and 

the internal sequence of the model for a certain request pattern from a coordinator. 

In the first step, an autonomic system manager would request from the model 

factory what model resources can be created. If the required model can be created, 

the manager asks the factory to create a model of the given type. The factory 

creates a model resource and returns its endpoint. At a later time, the model 

resource through its management capability receives a configuration request, which 

contains the configuration of the model and the initial variables of the model. The 

model is configured first, and once its structure is created, the initial values are set. 

Once a start message is received, the model subscribes itself to the coordinator 

in order to receive messages. At a later time in the iteration, the model receives 

first an update of the model variables via its setter, followed by a request to solve 

and update the model. Once finished the model returns the modeled values to the 

coordinator. 

5.1.6 Estimator component 

The estimator is, like the coordinator and the model, a component that depends 

on what type of control logic is implemented. Its goal is to try and determine 

what the future state of the system will be, based on the measured variables and 

the model state. The estimation function could be a classification of the data 

points for a machine learning algorithm or a mathematical function of what the 

values of the measured variables will be somewhere in the future for a queuing 

model or control theoretic control loop. The estimation is needed especially in the 

cases where the provisioning action is long, on the order of minutes and reactive 

decisions would result in a breach of the required performance. In the cases where 

an estimator is not necessary, the estimation step can be skipped by the respective 

coordinator. The estimator's structure is very simple - the interface requires only 

the implementation of an estimate function. Figure 5.16 shows the structure of 

the estimator component: 
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EstimatorFactoryCapability which is responsible for creating the estimator 

resource. This implements the Autonomic Factory Resource mechanism de­

fined earlier. In order to create an estimator resource the capability receives 

only the type of estimator to create. The factory also provides clients a way 

to query what types of estimators are available to create. 

EstimatorCapability which is responsible for configuring the estimator, and 

also starting and stopping the estimator. This implements the Autonomic 

Resource mechanisms. Configuring the estimator includes setting the notifi­

cation client to the coordinator and model, as well as setting the notification 
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producer endpoint which accepts subscriptions from its own client - the co­

ordinator. The estimator receives information about the model's location 

because it communicates directly with the model to perform its estimates. 

Estimator which computes the future state of the system. In one iteration it 

is possible for one estimator to receive multiple estimate requests from a 

coordinator. 

Figure 5.17 shows the sequence of events required to create an estimator, start 

it, and the internal sequence of the estimator for one estimate request received 

from a coordinator. The creation/configuration/start operations are similar to the 

model, with the extra step of subscribing to a model. Once started the estimator 

receives an estimate request, and in turn requests the model state from the model. 

Once the model data is received, it estimates the future state and returns to the 

coordinator the future state of the system. For complex systems, the estimator's 

estimate method allows a coordinator to specify for how far in the future the 

estimate should be. 
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FIGURE 5.18: Decision Maker Structure 

5.1.7 Decision Maker component 

The decision maker is responsible for analyzing the state of the system and using 

its internal structure and that of the model to determine if any changes have to 

be made in the system. In the case that a change has to be made, the decision 

maker returns a change plan that is to be passed to the actuator for execution. 

The internal structure of the decision maker depends on the type of method used 

to build it, and as such the interface only requires one method - makeDecision, 

which receives a request from a coordinator and returns a Decision datastructure. 

Figure 5.18 shows the structure of the decision maker's capability. 

DecisionMakerFactoryCapability which is responsible for creating the deci­

sion maker resource. This implements the Autonomic Factory Resource 

mechanism defined earlier. In order to create a decision maker resource 

the capability receives only the type of decision maker to create. The fac­

tory also provides clients a way to query what types of decision makers are 

available to create. 

DecisionMakerCapability which is responsible for configuring the decision ma­

ker, and also starting and stopping the decision maker. This implements the 

Autonomic Resource mechanisms. Configuring the decision maker includes 

setting the notification clients to the coordinator and model, as well as set­

ting the notification producer endpoint which accepts subscriptions from its 

own client - the coordinator. At configuration time, it is also possible to set 

the thresholds necessary to reach a decision. 

DecisionMaker which creates the decision action based on the model structure 

and the estimated data. 
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Figure 5.19 shows the sequence of events required to create a decision maker, start 

it. and the internal sequence of the decision maker for one execution request re­

ceived from a coordinator. The creation/configuration/start operations are similar 

to the model. Once started the decision maker receives a makeDecision request 

based on an estimation made by the estimator. The decision maker then uses the 

model data to reach a decision. If no changes are to be made, the decision maker 

does not send anything to the coordinator. If changes are to be made, the decision 

maker returns the decision plan. 

5.1.8 Actuator component 

The actuator is the component responsible for executing the actions required to 

bring the decision to fruition. It is also responsible for notifying the adaptor about 

what entities were modified, such that the adaptor can modify the control loop if 

needed. In the cases where an execution engine already exists, the actuator can 

provide a bridge between the autonomic control loop and the execution environ­

ment. For example, in a case where IBM's Tivoli Provisioning Monitor (TPM) is 

present in the environment, the actuator can provide a communication bridge to 

TPM and TPM actually executes the actions. In such a case the actuator receives 
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the decision, and translates it into a command that can be sent to TPM for execu­

tion by doing a SOAP request to execute a specific workflow. Once the workflow 

returns the results, the result is packaged as a modified object data structure and 

passed to the adaptor. Similar to the model and the decision maker, an actua­

tor must implement only one method - actuate, which receives a decision data 

structure. Figure 5.20 shows the structure of the actuator component: 

ActuatorFactoryCapability which is responsible for creating the actuator re­

source. This implements the Autonomic Factory Resource mechanism de­

fined earlier. In order to create an actuator resource the capability receives 

only the type of actuator to create. The factory also provides clients a way 

to query what types of actuators are available to create. 

ActuatorCapability which is responsible for configuring the actuator, and also 

starting and stopping the actuator. This implements the Autonomic Re­

source mechanisms. Configuring the actuator includes setting the notifica­

tion client to the coordinator, as well as setting the notification producer 

endpoint which accepts subscriptions from its own client - the adaptor. The 

actuator also receives information about how to contact either the resources 

it manages or the execution engine it uses. For example for TPM, it would 

receive the location of TPM's web service endpoint as well as the names of 

the workflows needed to perform its actions. 

Actuator which takes the decision action, and receives the results of that action 

from the underlying resource. The actuator also monitors the execution of 

the action in order to ensure the correct operation. 

Figure 5.21 shows the sequence of events required to create an actuator, start 

it, and the internal sequence of the actuator for one execution request received 

from a coordinator. The creation/configuration/start operations are similar to 
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the model. Once started the actuator receives an actuation request based on a 

decision made by the decision maker. The actuator then invokes either its own 

logic to perform the action or communicates with an execution engine. The action 

can be scheduled for a later date if needed. Two possible results can be achieved 

- either the actuation is successful and the actuator sends the modified objects to 

the adaptor, or there is a failure during actuation in which case the actuator can 

reschedule the action for a later time. The actuator must also be smart enough to 

determine if a request received at a later time is due to previous symptoms that 

caused the failed actuation. For example, if the actuator is requested to add a new 

server to a cluster and the execution fails, the decision maker could, at the next 

iteration, request a new server again. In such a case, the actuator can detect that 

both requests are due to the same symptoms and discard one of the requests. 
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5.1.9 Adaptor component 

The adaptor is the component that makes changes in the control loop itself based 

on changes in the managed resource or in the environment. The existence of the 

adaptor transforms the autonomic control loop itself into an autonomic system 

capable of adapting itself. The composition of the adaptor can be a very simple 

or very complex structure, depending on the reconfiguration that is required. The 

reconfiguration can range from a simple case where it configures new sensors and 

ensures that the filter knowns about them, to more complex cases where it modifies 

parameters at runtime in the other components, to the extreme case where it 

can actually replace components while the control loop is executing. As such, 

the adaptor interface specifies a number of functions with different granularities, 

not all of which must be implemented. Figure 5.22 shows the structure of the 

adaptor. A control loop can have more than one adaptor, each taking care of 

different types of adaptations. The sequence of events for the adaptor starts when 

it receives a modified object data structure from the actuator. In response to 

the notification, the adaptor decides how this impacts the execution of the control 

loop, and starts the appropriate adaptation. In order to be able to execute some of 

its logic, the adaptor must have information regarding how the other components 

are configured. For example, in order to deploy a new sensor for a new server, it 

must know how the other sensors are configured in order to have the sensors being 

homogeneous across a certain metric. In the example described above, adding a 

new server would result in the addition of a new sensor, and the reconfiguration of 

the filter, while the removal of a server would result in the removal of a component, 

and again the reconfiguration of the filter. Replacing a component is defined as a 

separate method and not simply as a succession of a removal and an addition, as 

replacement requires part of the control loop to be paused while the replacement is 

done, while removal assumes no impact on the rest of the control loop's execution. 

The adaptor is composed of the following parts: 

AdaptorFactoryCapability which is responsible for creating the adaptor re­

source. This implements the Autonomic Factory Resource mechanism de­

fined earlier. In order to create an adaptor resource the capability receives 

only the type of adaptor to create. The factory also provides clients a way 

to query what types of adaptors are available to create. 
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AdaptorCapability which is responsible for configuring the adaptor, and also 

starting and stopping the adaptor. This implements the Autonomic Resource 

mechanisms. Configuring the adaptor includes setting the notification client 

to the actuator. The adaptor also receives information about how to contact 

the rest of the control loop's elements in order to reconfigure them if needed. 

Adaptor which examines changes in the managed resource and takes appropriate 

action in order to adapt it to the changes. The interface provides a number 

of functions that can be used for various reconfiguration operations, but the 

base of the adaptation is the adapt function. 

Figure 5.23 shows the sequence of events required to create an adaptor, start it, 

and the internal sequence of the adaptor for two adaptation requests received 

from an actuator - an add component and a remove component request. The 

creation/configuration/start operations are similar to the model. Once started 

the adaptor receives an adapt request based on a modification to the managed 

resource made by the actuator. The adaptor then invokes its appropriate method 

based on the type of modifications received from the actuator - addNewComponent 

or removeComponent. 

5.2 Autonomic Registry Implementation 

As mentioned previously, the registry is a key component of the autonomic control 

loop, as it allows the management of the various components and of the running 

control loops in the environment. Similar to the way a UDDI registry can be used 

to find the appropriate web services for a SOA architecture and a management 

system can bind the services together, the autonomic registry acts as a center 
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point for finding autonomic components which can be composed in a control loop. 

When an autonomic component container starts, it automatically adds itself to 

the registry, allowing for future retrieval by a manager. Such a manager could be 

either a graphical user interface which allows a user to build a control loop, or an 

automatic script choosing the components that it requires. 

Figure 5.24 shows the structure of the registry component. The registry is com­

posed of the three interfaces for registration, retrieval and removal as well as the 

persistence layer, implemented using the EJB3 specification [51]. The persistence 

layer is composed of the three entities showed in the figure, as well as the stateless 

beans used for database access. 

RegisterCapability which implements the Register interface described in Chap­

ter 4. It provides three functions - register System, registerComponent and 



Chapter 5. Low Level Design 105 

Reg isterCapa bi I ity 

+registers ystem() 
+registerComponent() 

registerManagabfeObjectQ 

-system 

System Entity 

id 
processType 
•name 
status 

RetrievalCapability 

getSystemByName() 
+getSystemByManagedResource() 
+getCornponentsByType() 
+getComponentsByl_ocation() 
+getComponentsByName() 
+getManageable() 

RemovalCapability 

+removeSystem() 
+removeComponent() 
+removeManageableObject() 

-managed 

-system 

0..1 
-components 

_^_ 
Component Entity 

•id 
-name 
location 
type 
•status 
•description 

ManageableObjectEntity 

-name 
-location 
-type 
-objectType 
-description 

"7K 

K-
-parent 

FIGURE 5.24: Registry Structure Implementation 

registerManageableObject. Each of the three functions allows the registra­

tion of one of the types of data stored in the registry. Registering a compo­

nent includes using the persistence layer in order to store the data describing 

the object that is being registered. 

RetrievalCapability which implements the Retrieve interface described in Chap­

ter 4. The capability allows clients to search for data in the registry, and 

each of its getter functions return one or more entities. 

RemovalCapability which implements the Remove interface described in Chap­

ter 4. This capability provides the ability to remove data from the registry. 

A remove request for one object, based on the object's unique ID, results in 

the object and its related data being removed from the registry. 

SystemEntity which implements the System persistable entity. This entity ob­

ject has as attributes all the data defined in Chapter 4 as well as a unique 

ID, which is an auto incremented integer. The ManageableObjectEntity and 

ComponentEntity object links are represented as OneToMany relations. 

ManageableObjectEntity which implements the Manageable Resources per­

sistable entity. Like the SysytemEntity this entity object adds a unique ID. 

The children relation is represented as a OneToMany relation, while the 

parent relation is the inverse ManyToOne relation. 
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ComponentEntity which implements the Autonomic component persistable en­

tity. This entity also adds a unique ID, as well as a ManyToOne relation to 

the SystemEntity. 

5.3 Example Component Structure 

One of the main reasons behind the development of the architecture and frame­

work for autonomic computing systems presented in this thesis was to create a 

system that could be easily expanded by creating new implementations of compo­

nents. One way of achieving this was by splitting the architecture into components 

and rooting the components in object oriented patterns. Figure 5.25 shows a pos­

sible class hierarchy for the estimator component. The KalmanFilterEstimator 

and the BayesianEstimator both achieve the same goals in different ways. Each 

of these two estimators use their own approach in order to estimate the future 

state of the system, and each have specific limits on systems where the estimation 

will be valid. Furthermore, due to the object oriented approach used to build 

the system and the framework's capabilities, each of these two estimators can be 

further extended - the KalmanFilterEstimator via an ExtendedKalmanFilterEsti-

mator class and an UnscentedKalmanFilter class, and the BayesianEstimator via 

a RecursiveBayesianEstimator class. 
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FIGURE 5.25: Estimator Structure Implementation 
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Note that the class hierarchy could be built differently, as the KalmanFilerEstima-

tor class could extended the RecursiveBayesianEstimator class, and the Unscent-

edKalmanFilter class could extend the ExtendedKalmanFilterEstimator class. 

Through this approach the development of components is simplified, as the Ex­

tendedKalmanFilterEstimator for example can simply modify the internal equa­

tions for the estimate while using the same data structures as the KalmanFilter-

Estimator. At the same time, this component structure simplifies the adaptation 

of the control loop. When the controlled system's parameters go outside the valid 

bounds for the autonomic components that are executing, the adaptor can easily 

replace one component with another especially if they share a similar structure. 

For example, replacing an Extended Kalman Filter with an Unscented Kalman 

Filter could be done by simply copying the data structures from the original filter 

to its replacement and starting the replacement. 



Chapter 6 

Example Implementations 

In order to test the architecture and framework for autonomic system, a number of 

test autonomic system applications were built. The architecture was first applied 

to the issue of self-optimization for clusters of application servers. The problem 

was that of controlling the performance of a cluster of WebSphere application 

servers, by providing optimal server usage which ensures that the response time 

of the application is within certain thresholds. 

6.1 WebSphere Application Server Cluster Op­

timization 

In such an optimization problem, two conflicting issues are balanced. On one hand, 

the desire is to use as few servers as possible in order to minimize energy costs and 

upkeep for the servers. On the other hand the response time of the application 

servers must be within desired values in order not to impact the application's 

clients. As such, the problem is one of minimizing the number of servers used, 

while at the same time maintaining the desired response times. One extra problem 

appears due to the long time it takes to create new servers. While the desire is 

to minimize the response time and utilization, actions to remove or add servers 

do not happen unless they are absolutely needed. For example, if removing a 

server would improve the utilization but maintain the same response time, but 

the improvement in utilization is small no action is taken in order not to disturb 

the system. 

108 
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6 . 1 . 1 T e s t B e d 

Autonomic Manager 

In order to test the control loop which was built for the optimization of the cluster 

of servers, a testbed was created which is shown in Figure 6.1. 

The testbed was composed of four actual machines, with some machines taking 

multiple roles from Figure 6.1. The client was a custom built workload generator. 

The autonomic manager represents the control loop part of the system and TIO 

was used as the execution engine. All the machines were part of the same LAN 

and were connected via a 100 Mbps Ethernet connection. 

The client machine was a Pentium 4 at 3.4 GHz with 2 GB of RAM. The Web­

Sphere servers were also Pentium 4 machines at 3.00 GHz with 2 GB of RAM. 

The Tivoli Intelligent Orchestrator machine was a Pentium 4 at 2.4 GHz with 2 

GB of RAM. The Tivoli Intelligent Orchestrator machine also contained the DB2 

version 8.2 database, while the client machine also executed the autonomic man­

ager. The HTTP server was collocated with one of the WebSphere servers. The 

WebSphere application servers were clustered through the use of the WebSphere 

Network Deployment software and were both running the Trade 6 benchmarking 

application. 

The Trade6 benchmarking application is a three tiered web application developed 

by IBM for benchmarking the performance of WebSphere servers. The application 
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simulates a stock trading application in which a client can log in via a user name 

and password, look at the holdings he has, buy or sell stocks and also view quotes 

for various stocks. The application executes via a number of servlets and each 

request results in one or more queries to the back end database through the use 

of Enterprise Java Beans 2.0. The benchmarking application provides a servlet 

which is used to generates requests in the application that simulate typical user 

actions. These actions are semi random, such that two threads sending requests 

will generally simulate different user patterns. 

The HTTP server acted as a load balancer in front of the Application Servers. All 

requests were sent to the HTTP server, and the server redistributed the requests 

to the two WebSphere servers using Round Robin load balancing. The workload 

generator was a Java program that created a number of threads each loading an 

URL - the simulate servlet URL. Each thread slept between consecutive requests, 

and the application started a set number of threads based on a user distribution. 

In some test cases, the user distribution was set to change dynamically and as 

such client threads were started and stopped dynamically in order to preserve the 

required distribution. The TIO execution environment executed its own workflows 

in order to add or remove servers, and part of the workflow execution included 

using SSH and SFTP connections to the servers to copy files and to execute remote 

commands on the servers. 

6.1.2 Autonomic Components 

The autonomic control loop which was created for management of the control loop 

implemented each of the eight components described previously in the architecture. 

6.1.2.1 WebSphere Sensor 

The sensor for the WebSphere Application Server is based on the JMX data pro­

vided by the application server. The WebSphere sensor is deployed as part of the 

WebSphere server it is monitoring. When the server starts, the sensor's factory 

capability is also started and initialized, and the sensor registers itself with the au­

tonomic registry. For a cluster of WebSphere servers it is possible to have multiple 

server instances deployed on the same machine. This is achieved by deploying the 

server in two components - a nodeagent which acts as a unique manager for the 
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servers deployed on the same machine with it and is capable of starting/stopping 

the server instances and a number of separate server instances. This is important 

because it affects the sensor's design. Figure 6.2 presents the structure of the 

WebSphere sensor and how the interfaces previously described are implemented. 

WebSphereJMXFactory - the factory implements the SensorFactoryCapability 

interface. First of all. the factory communicates with the server's JMX 

configuration in order to determine what metrics can be measured by the 

sensors. The factory also provides a way to create sensors for the WebSphere 

instance it is deployed in. 

WebSphereJMXSensor - the sensor implements the SensorCapability interface. 

The sensor configures its internal structure and sets up its appropriate probes 

in order to measure what a client is interested in from the WebSphere server. 

JMXSensorFilter - the sensor filter implements the SensorFilter interface. The 

sensor filter knows how to receive data measured via JMX and remove un­

necessary data, based on a configured list of required data. 

LocalJMXSensorProbe - the local probe is meant to gather data via JMX from 

a local WebSphere instance. It connects via the local JMX client defined by 

IBM for WebSphere servers. 

RemoteJMXSensorProbe - the remote probe is meant to gather data via JMX 

from a remote WebSphere instance. It connects via RMI to a remote Web­

Sphere server in order to gather data. The goal of the remote probe is to 
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gather data from a nodeagent regarding the hardware the server is running 

on. 

For the cluster optimization problem presented in this section the autonomic sys­

tem is interested in measuring the following data from the servers: 

1. CPU utilization of the server. This value is obtained from the nodeagent via 

the SystemMetrics JMX object and provides the average CPU utilization 

since the previous measurement. 

2. Request count for the Trade6 scenario servlet. This value is obtained from 

each of the servers via the Servlet JMX object and represents a counter for 

the total number of requests received by the servlet since the application 

server started. 

3. Total service time for the Trade6 scenario servlet. This value is obtained 

from each of the servers via the Servlet JMX object and represents the total 

time taken by the application server in order to service requests received for 

the servlet. 

When a new sensor is created for a WebSphere server, the sensor creates its two 

probes - the local probe monitors the Servlet JMX object and filters the data 

coming from the JMX system in order to preserve only the request count and 

total service time attributes. The remote probe monitors via RMI the nodeagent 

for the server and retrieves data regarding the CPU utilization of the machine. The 

monitoring is done by the sensors in an active manner - the sensors periodically 

request the JMX system to do a measurement and are not based on notifications 

by the JMX system. For the problem presented in this section, the sampling time 

is set to 30 seconds. 

6.1.2.2 Filter Manager 

The filter for the given problem is based on the data being measured and data 

that is required by the rest of the control loop. The following measurements are 

what the control loop expects in order to be able to optimize the application server 

cluster: 
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1. Average CPU utilization - the average of the CPU utilization across all 

servers. This is simply computed as ization 

TV 
where N is the 

number of servers in the cluster and CPUutilization is the measured CPU 

utilization for each server. 

2. Average number of users - the number of users that made requests to the 

scenario servlet in the last sampling time frame. This is computed as 
*N 

Y,i=i(Usersn ~ Usersn-i) 
N 

where Usersn is the number of users measured 

at time n and N is the number of servers. 

3. Average response time - the average response time of the scenario servlet. 
^-vJV ServiceTimen—ServiceTi7nen-i 

This is computed as -y—serSn-1 where ServiceTimen is 

the measured service time at time n, Usersn is the number of users measured 

at time n and N is the total number of servers. 

4. Average throughput - the average number of user requests processed per sec-
v-*iV UserSn — Usersn-i 

ond. This is calculated as —— -—^ where Usersn is the number 

of users measured at time n, N is the total number of servers and At is the 

sampling time. 

Since a number of the calculations have common parts, the calculations are split 

into three simple filters as shown in Figure 6.3. 

The three filters all implement the Filter interface and the interface's single method: 

doFilter. 

DifferenceFilter The DifferenceFilter receives two types of input - the current 

values measured by the sensors and the values from the previous measure­

ment. Based on these inputs the filter computes (Usersn — Usersn-i) and 

(ServiceTirnen — ServiceTimen-i). All other values are left unchanged. 
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WASClusterComputeFilter This filter computes the values required by the 

control loop which are not measured directly by the sensors - the response 

time and the throughput. Based on the data computed by the previous filter 

in the chain, the DifferenceFilter, the WASClusterComputeFilter calculates 
AServiceTime AUsers 

for each server —— and — . 
AUsers At 

AveragingFilter The averaging filter computes the average of the data points 
across all the servers. For all of the input values, which are based on the 

data computed by the WASClusterComputeFilter, it calculates — I=1 . 

Due to the way the filter computations are split, both the difference filter and the 

averaging filter can be reused for other control loops, since the doFilter functions 

that they implement are general and do not distinguish their computations based 

on the input data. 

6.1.2.3 Iterative Convergence Coordinator 

The control loop logic used to solve the self-optimization of a cluster of servers 

is based on Queuing Model Analysis similar to the solution presented in [52]. In 

such a control system, the estimation of the future state of the system is computed 

multiple times for each measurement of the system. At each iteration, the model 

is updated, the future state is estimated, and the system checks whether two 

consecutive estimations are within a certain distance from each other and thus 

converge. If two consecutive values converge the latest value is considered the 

appropriate estimate and the iterative loop breaks. If after a certain number 

of iterations there is no convergence, the system gives up and uses the latest 

value as the appropriate estimate. Figure 6.4 shows the sequence of events in one 

coordination iteration. 

6.1.2.4 Layered Queuing Model 

The model used for representing the state of the system is a layered queuing 

model. The queues of the system's model represent locations where the requests 

are waiting to be processed or locations where the requests are actively being 

processed. Figure 6.5 shows the structure of the queues. In a three tier system 

like the one described in this section, the client sends a request to the HTTP 
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FIGURE 6.4: Iterative Convergence Coordinator Sequence 

server, where the request waits to be redirected to one of the application servers. 

Once at the application server, the request waits for a free thread in order to 

be processed, is processed - which can include a request to the database server, 

and waits to be sent as a reply. The Layered Queuing Model used only models 

the interaction at the application server level, which includes the database server 

request as part of itself. This can cause provisioning problems if the database server 

is the bottleneck, however for the testbed presented in this section the database is 

never the bottleneck. The HTTP server queue times are considered constant and 

insignificant to be modeled. All the servers in the cluster are modeled together 

as one server, and as such the average of the cluster's performance represents the 

performance of this "global" server. 

The data modeled is the same as the data described in the filter section for the 

filter's outputs - response time, number of users, utilization and throughput. In 

order to solve the model a special package built by IBM was used named Appli­

cation Performance Evaluator and Resource Allocation Tool (APERA) [53]. The 



Chapter 6. Example Implementations 116 

Load Balancing 
Queue 

r 
WebSphere Server 

Server Request 
i Queue \ 

Database Server 

Database Request 
Queue , 

^ 

WaitForProcess 

WebSphere Server 

Server Request Queue 

&M Processed i 
r 

• - N 

Reply Queue | 

J 

FIGURE 6.5: Layered Queueing Model - 3 Tiers 

APERA software is a Java package which allows the creation of an LQM descrip­

tion via an XML file, and then can be used to solve and update the model. 

6.1.2.5 Kalman Filter Estimator 

The estimator used is based on Kalman Filtering techniques [25]. The goal of 

the Kalman Filter is to estimate the future state of a discrete-time controlled 

system which is governed by a linear equation. The input for the future prediction 

of the system's state is based on an observation vector, obtained by combining 

the layered queuing model and the latest measured values. The Kalman Filter 

execution happens in two steps: 

1. Time update, which is the prediction stage. At this stage the Kalman Filter 

predicts the future state of the system and the covariance matrix for the 

estimate using the following two equations: 

xk = Axk-i + Buk-i (6.1) 

Pk~ = APk-rA7 + Q (6.2) 

2. Measurement update, which is the Kalman Filter correction stage. At this 

stage the filter corrects its internal structure based on the measured values, 

or in this case the LQM's modeled values. This is done by first computing 

the Kalman gain, followed by updating the state and covariance matrix as 
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shown in the next three equations: 

Kk = P^HT{HP^HT + R)'1 (6.3) 

xk = x^ + Kk(zk - Hx^) (6.4) 

Pk = (I - KkH)Pk~ (6.5) 

Whenever an estimate request is received by the Kalman Filter Estimator, it 

performs the measurement update stage based on the measured/modeled data 

followed by a time update stage which predicts the future of the system. As the 

estimate step is performed multiple times by the iterative coordinator, the Kalman 

filter will perform multiple measurement updates based on the model data which 

is updated via its time update function. 

6.1.2.6 Threshold Based Decision Maker 

The decision maker used is a simple threshold based optimizer. The goal of the 

autonomic system is to maintain the SLA of the cluster of servers in terms of min­

imum response time, while at the same time using a minimum number of servers. 

In order to achieve this, the decision maker uses two thresholds - a minimum and 

a maximum response time threshold. As long as the estimated response time is 

within the given thresholds, no decision is taken in order to change the managed 

resource. If the estimated response time goes outside its bounds, the decision ma­

ker attempts to determine what would be the minimum number of servers that 

would bring the response time back between the thresholds. The optimization 

problem of finding the minimum is done via a binary search over the model space. 

The decision algorithm can be formally described as follows: 

Algorithm 6.1 Decision Maker Pseudocode 

if LowerThreshold < EstimatedValue < HigherThreshold then 
do nothing; 

else 
if LowerThreshold > EstimatedValue then 

findMinimum(minServers, currentServers) 
else 

findMinimum (currentServers, maxServers + 1) 
end if 

end if 
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Where minServers represents the minimum number of servers the cluster should 

contain, currentServers is the current number of servers in the cluster and maxSer-

vers is the maximum number of servers the cluster can contain. The findMinimum 

process is a recursive processes and is described bellow: 

Algorithm 6.2 findMinimum (min, max) Function 

newServerValue := [(min + max)/2\ 
if newServerValue == min then 

return newServerValue 
end if 
update model with newServerValue 
solve model 
if LowerThreshold < newResponseTime < HigherThreshold then 

newServerValue := findMinimum (min, newServerValue) 
else 

if LowerThreshold > newResponseTime then 
newServerValue :— findMinimum (newServerValue, max) 

else 
newServerValue := findMinimum (min, newServerValue) 

end if 
end if 
resetModel 
return newServerValue 

Once a decision on whether to add or remove servers is taken, the decision maker 

also chooses which servers to add/remove. 

6.1.2.7 TIO Actuator 

The actuator used to deploy new application server replicas and add these replicas 

to the cluster does not perform the actions itself, but rather uses an external TPM 

deployment which is part of a TIO installation in order to perform the appropriate 

actions. Once a request to add or remove a certain number of servers is received 

by the actuator, the actuator packs the request in a format accepted by TPM 

and sends a request to TPM to execute a workflow with the given parameters 

which include the cluster to add/remove the server to/from, and the servers to 

add/remove. The decision of which servers to add/remove is taken by the decision 

maker and passed to the actuator. 

In order to communicate with TPM, the actuator uses the Web Service interface 

defined by IBM for TPM. While the workflow is being executed by the TPM 
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instance, the actuator periodically checks the status of the execution. Once the 

execution has succeeded the actuator retrieves the result of the execution, which 

contains the servers added or removed and packs them into an array of ModifiedOb-

ject data structures which is returned passed to the adaptor. If the deployment 

fails, the actuator requeues it for later deployment up to a certain number of times. 

If too many failures happen, the actuator notifies the adaptor which can stop the 

control loop if needed. 

While executing the request the actuator maintains information about the state of 

the cluster before the request was sent, and ensures that if other deployments are 

received while it is executing the cluster does not go into a conflicting state. For 

example, if the cluster has two servers, the actuator receives a request to add a new 

server at time t, and later at time t + x it receives again a request to add a server, 

the adaptor will ensure that the old request has completed successfully. If the old 

request has not completed, the actuator will discard the new request. Similarly, if 

the second request asks the actuator to remove a server, the actuator will assume 

that changes in the environment have caused this request. Because of this, the 

actuator will ask TPM to stop the previous request and instead remove a server. 

If the previous deployment of adding a server has just finished, the actuator will 

remove two servers instead of one. 

6.1.2.8 Reconfiguring Adaptor 

The adaptor used is only capable of reconfiguring the components in the control 

loop, and is not capable of adding or removing components from the control loop. 

Based on a list of ModifiedObjects received from the actuator, which contains the 

names of the servers added or removed, the adaptor performs the following actions: 

1. Configure new sensors based on the configuration of the sensors already 

existing in the systems. The adaptor connects to each of the newly created 

servers, and based on the information it has about how the other sensors are 

configured, it configures and starts these sensors. 

2. Reconfiguration of filters in order to add the new servers. Once the new 

sensors have been configured and started, the adaptor notifies the filter that 

new sensors exist to which the filter should subscribe. 
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3. Reconfiguration of the model. The model is reconfigured with the new num­

ber of servers in order to ensure that the model has the appropriate knowl­

edge. 

6.1.3 Administrator User Interface 

A web based user interface was also built for the system, in order to allow an 

administrator to easily create and deploy a control loop. The user interface also 

allows an administrator to monitor the execution of an already created control 

loop. The user interface interacts directly with the registry in order to find what 

components are available and what systems have already been deployed. Figure 

6.6 shows the layout of the graphical user interface. 

The user interface presents a manager of an autonomic system, a guided way 

to create an autonomic computing solution. For each of the components to be 

created for the autonomic control loop, the user is presented a wizard in order to 

configure the component. The information regarding what is to be configured for 

each component is retrieved directly from the component via WSDM's metadata 

capability. The left side of the UI contains a tree with available components found 

via the registry, the user can then drag and drop items from the left side tree to 

the component holders displayed in the right side loop. 

The first step in creating an autonomic control system, is to define what type of 

container is to be managed. The top right hand side box allows the administrator 

to configure this. In figure 6.6, the administrator has the option of controlling a 

WebSphere Application Server cluster, a Virtual Machine cluster or a DB2 cluster. 

Based on the choice made by the administrator, the component tree is pruned to 

remove components that can not be used for the chosen container type. Figure 

6.7 shows the two wizards which form the container selection process. On the left 

hand side is the wizard where the user selects the container type to be managed. 

Once a container type is selected, the second tab becomes active and the user can 

select which instance in the datacenter to manage. The second tab is populated 

based on the choice selected in the first tab. In the figure, only one WebSphere 

cluster is available which is named TradeCluster and whose deployment manager 

(Dmgr) resides on the server named cerastlO. 
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After the container to manage has been selected, the administrator can configure 

the sensor to use in order to measure the required data. The user first drag and 

drops the appropriate sensor on the Sensors area in figure 6.6. in this case a WAS 

Muse Sensor, and then configures the sensors. In this example it is assumed that 

all the sensors on all the servers are capable of providing the same data. As 

such, the data regarding what can be measured by the sensors comes from one 

of the servers in the cluster chosen randomly. The sensor configuration is done 

in two steps - first the user chooses what data to measure, and then he selects 

the sampling interval for the sensor. Figure 6.8 shows the sensor configuration 

process. The measured data configuration tab presents the data as represented in 

JMX. The user can select from a drop down what object to retrieve data from, 

and after that he can select which variables of that object to measure. The drop 

downs result in one probe created per drop down, and the check marked variables 

result in data that is not removed by the sensors' filtering structure. 
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FIGURE 6.9: Filter Configuration 

After the sensor configuration, the filter configuration follows. First the admin­

istrator chooses the filter manager type to use by drag and dropping it on the 

Filter area in figure 6.6. Once a filter manager type is selected, the user can select 

from a drop down the location where the filter manager should be deployed. This 

choice is based on the machines in the data center that have registered themselves 

as having the respective filter manager as available. After the manager is selected, 

the filter manager factory is contacted in order to find the filters which reside at 

the endpoint. A list of these filters is displayed and the administrator can choose 

the order of chaining the filters. Filters with a value of 0 are not used. Figure 

6.9 shows the filter configuration wizard. This filter is an Autonomics ens orFil-

terManager deployed on the jwwongpc2 host and instance serverl of WebSphere 

Application Server on that host. The three niters that are chained, in order, are 

the DifferenceFilter, the PMIComputedFilter and the MergeFilter. 

After the filter, the model is configured. The model and the estimator are placed 

together in the GUI in a container named estimation in order not to clutter the UI. 

Like the filter, the administrator chooses the type of model to use - a PMIModel 

in this case, the location where the model should be deployed - the constanta 

host machine, and the model configuration. In this example, the full model is 

preconfigured for the management of the WebSphere cluster, and only the mapping 

between the model's internal structure, and the data coming from the filter is given 

by the autonomic administrator, as shown in figure 6.10. 

The estimator configuration is also very simple. Like the other components, the 
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autonomic administrator chooses the type of estimator to use - a PMIKalmanEsti-

mator, and the location where the estimator should be deployed which is the same 

as the model. The configuration of the actual component consists of setting the 

initial values of the estimated parameters which are the utilization and the think 

time. The rest of the configuration - the number of parameters and the number 

of variables are set by default without user input. 

Again, in order not to clutter the UI, the coordinator, decision maker and actuator 

are all placed together in a container named Controller. All three components are 
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similarly configured by choosing the type of component and the deployment loca­

tion. All three are deployed on the constanta node and the types of components 

are - IterativeConvergenceNotifCoordinator, PMIDecision and TPMExecutorAc­

tuator. The coordinator configuration consists of setting the maximum number of 

iterations - 10, the convergence value - 0.1 and the periodicity, which represents 

how much time to wait between two coordination actions - 30000 milliseconds. 

The decision configuration consists in setting the upper and lower thresholds for 

the controlled variable - 25 milliseconds and 20 milliseconds respectively for the 

response time. Finally, the actuator configuration consists of setting the location 

of the machine where TPM is running on, the port where TPM receives incoming 

requests as well as the user name and password of a TPM user who can execute 

workflows. Figures 6.12 through 6.14 show the three configuration windows. The 

adaptor configuration consists only from choosing the type of adaptor and location 

to deploy, and will not be shown. 

Once all the components have been configured in the GUI, the administrator 

can deploy the system. The deploy command, sends the appropriate create and 

configure commands to each of the components. Once all have been created and 

configured the user can start the system, which sends a start command to each of 

the components. The deployed components and system are saved in the registry 

and later the user can change the view and see the performance of the running 

system. 
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6.1.4 Results 

The results presented here are meant to show the effectiveness of the proposed 

architecture. They do not focus on how the model and estimator perform in order 

to predict the future of the system as this has been shown in various research 

papers [52]. The results included next demonstrate why a distributed application 

works better than a single monolithic one. This is achieved by simulating a large 

cluster of servers and increasing quickly the number of users making requests to 

the server. In order to simulate a steadily increasing load on the cluster ten new 

client threads are launched every minute, up to a total of 120 clients. At the same 

time, in order to simulate a large cluster of servers and show how the monitored 

data would change while the data is gathered iteratively from the servers, we loop 

multiple times and retrieve the data from the same server. In the shown results 

the necessary data is collected 50 times from the same server while the demand 

steadily increases. The time necessary to retrieve the data from one server is 

approximately two seconds. Two sets of images are shown, one for the low end of 

the demand on the server, with less than 40 clients, and one for the high end of 

the demand, where there are between 90 and 110 clients. 

What can be seen from these figures is that an iterative polling mechanisms where 

a central unit periodically gathers data iteratively from its sensors does not work 
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in an environment that changes heavily. By the 50th iteration, in both cases, the 

CPU utilization nearly doubles. As such, by the time an iterative mechanism 

would reach the last server in a large cluster, the data from the first server would 

already be out of date. While the CPU utilization graph is the most pronounced, 

the other graphs exhibit similar characteristics in that the data would be out of 

date. 

6.2 Virtual Machine Optimization 

A different optimization problem for autonomic computing is the problem of op­

timizing the distribution of virtual machines across hardware machines in a data 

center. The problem is similar to the one presented before, where a cluster of 

WebSphere servers is to be optimized. Unlike the previous example where each 

WebSphere server had its own machine, in this example each WebSphere server 

resides on top of a Xen Virtual Machine [54]. In order to optimize the data cen­

ter, the autonomic system makes decisions regarding which new VMs have to be 

deployed or how to modify the resources used by existing VMs. The decision of 

adding resources is reached based on a number of factors. 
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If there are enough free resources in the data center to create a new VM, the 

decision of what to do is based on where the free resources are located. If there 

are enough free resources on a machine that already has a VM which is running the 

application needing more resources than the exiting VM is given more resources. If 

no such machine exists, than a new VM is created on a machine which has enough 

unused resources. In the case where none of the above two can be accomplished, 

the system calculates a way to add resources to an existing VM and create a new 

VM with the remainder resources. The approach of modifying the CPU usage 

of various VMs is similar to the idea in [55]. If there are not enough resources 

in the data center, then the system recalculates the resources required by each 

application, and shifts the resources in such a way as to provide the best possible 

response time for all applications based on how critical each application is. 

In order to create this autonomic system, part of the previous solution for a cluster 

of WebSphere servers can be used with no changes. Due to the modular aspect of 

the architecture and through the use of the GUI, old and new components can be 

combined to create a new autonomic system with a different goal. The following 

changes were made to the previous control loop: 

Virtual Machine Sensor - This sensor provides information directly from the 

guest VM in terms of CPU utilization and memory allocation of the VM. 

VM Decision Maker - The decision maker decides what action to take, as de­

scribed before. Figure 6.23 shows the logic for decision making. 
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VM Actuator - Two actuators are used - the first actuator is responsible for 

creating new VMs and removing VMs when they are no longer needed. This 

actuator is also responsible for configuring the VMs and starting the applica­

tion server as well as any other necessary applications. The second actuator 

takes care of redistributing the CPU time and memory allocated to each 

VM. 

VM Adaptor - On top of the responsibilities of the Reconfiguring Adaptor, this 

adaptor switches seamlessly between two decision makers based on the free 

resources in the cluster. When there are available free resources, the deci­

sion maker used simply decides where to create a new VM and how much 

of the underlying system's resources the VM will take. The same decision 

maker decides when to free up VMs that are no longer needed by the ap­

plications. The second decision maker is used to decide how to repartition 

the used resources when no free resources are available, or when insufficient 

free resources are available. The same decision maker repartitions resources 

when a VM's resources are released, if the system was previously strained 

for resources. 

The virtual machine optimization was tested on the same testbed as the Web­

Sphere optimization example but with Xen VMs running between the hardware 

and the application servers. Figures 6.24 through 6.27 show the average response 

time, the average CPU utilization and the average number of clients for cluster 

of servers as well as the number of virtual servers in the cluster. What can be 

seen in the graphs is that when the response time goes outside its thresholds the 

autonomic manager calculates the number of servers to add. It initially adds an­

other VM server - which decreases the number of clients making requests to the 

server and thus also the response time. Later, when the response time threshold 

is again breached it adds another two VM servers to the pool. In order to force 

the servers' response time to go outside the threshold, the number of clients is 

increased suddenly by the workload generator, as can be seen around 500s and 

1700s. 
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Chapter 7 

Conclusions and Future Research 

Since the launch of the Autonomic Computing Manifesto [4], autonomic computing 

has seen increased interest in both research and industry. In the future autonomic 

solutions will play an important role in managing data centers and helping system 

administrators quickly diagnose and repair problems in the resources that they 

manage. While autonomic computing is showing great promises, the lack of a 

standardized architecture can slow or even stop the adoption of autonomic solu­

tions in data centers. Similarly, the lack of an architecture slows research in the 

area of autonomic computing as different research groups repeat the same work. 

The research presented in this thesis aims to solve this problem by creating a 

standard architecture and framework for autonomic systems. 

7.1 Concepts Addressed in this Thesis 

This thesis presents an architecture for autonomic system rooted in software en­

gineering and real-time principles. The architecture splits the autonomic system 

into its composing parts and allows the creation of a distributed autonomic system 

where different components reside on different machines. The development of the 

architecture is done using the Model Driven Development approach. Furthermore, 

the architecture infuses real-time software patterns and mechanisms in order to 

ensure the reliability, fault tolerance and message synchronization of the created 

system. While the concept of a standardized architecture for autonomic systems 

136 
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is not new in literature, the novelty of this thesis comes in the form of the dis­

tributed nature of the resulting architecture and in the use of real-time patterns 

to guarantee the correct execution of the system. 

The thesis also presents a prototype framework built on top of the architecture. 

The framework takes the architecture and implements it using open standards. 

The specifications for each of the components are presented, as well as the com­

munication, persistence and message validation subsystems. The framework allows 

autonomic computing component developers to concentrate on the specific func­

tionality of the component and not on extraneous issues like data measurements, 

communications, system integrity, etc. Two test examples are presented which 

show how components can be reused for different autonomic systems which have 

different goals. Results of how the control loops behave are presented. 

7.2 Contributions of this Thesis 

This thesis examines the creation of an autonomic system architecture which can 

be standardized and used for all the aspects of autonomic computing represented 

by self-CHOP. An architecture rooted in real-time software patterns is presented 

and developed and extended into an autonomic system framework. 

More specifically, the need for a standardized architecture and issues with which 

such an architecture must deal are presented. This includes a review of research 

done in autonomic system architectures and components, as well as a review of 

existing autonomic systems and standards that deal with aspects of autonomic 

computing. A full distributed architecture which makes use of real-time soft­

ware patterns is created in order to address these issues. Mechanisms that ensure 

the correct execution of the autonomic computing control loop are presented and 

added to the architecture. On top of the architecture, a framework is built which 

uses the WSDM open standard in order to allow the components to communicate 

with each other. The design also includes issues of persistence for the state of 

components as well as the need for a registry which stores available components. 

Both the architecture and the framework are presented using the Unified Modeling 

Language. Two test systems are built on top of the framework and results ob­

tained with the two systems are presented. The two systems demonstrate that it 

is possible to reuse components between different autonomic computing systems. 
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This thesis made a number of significant research contributions which can be 

summarized as follows: 

1. A distributed architecture for autonomic computing systems which is rooted 

in real-time software patterns was presented. Through the creation of a 

standard architecture, which splits the system into eight basic component, 

each with very specific roles, the time to develop new autonomic solutions is 

decreased as researchers can concentrate on a small subset of the autonomic 

system. 

2. The architecture provides synchronization, reliability and fault tolerance ca­

pabilities to the autonomic control loop. The architecture, due to its inova-

tive distributed nature, must deal with issues of reliability and fault tolerance 

in its components, as well as message synchronization between components. 

The solutions to these problems are taken and adapted to the control loop 

from real time systems, which must always deal with these issues. 

3. A new framework which implements the architecture is developed. The 

framework is developed on top of the WSDM open standard and makes use 

directly of a number of WSDM capabilities, while extending other capabili­

ties. By using WSDM, the requirement that autonomic systems be developed 

on top of open standards, in order to allow interoperation between autonomic 

systems built by different vendors is achieved. The framework presented in 

this thesis is the first framework which achieves this very important reauire-

ment of autonomic systems. 

4. A new registry that stores existing components and autonomic systems is 

also developed. Like the requirement for use of open standards, an autonomic 

registry which provides capabilities for autonomic system components similar 

to what an UDDI registry provides for web services, is paramount for the 

adoption of autonomic systems. This thesis describes such a registry. 

5. A GUI which allows system administrators to create an autonomic com­

puting system by simply drag and dropping the various components on the 

interface. A third very important requirement for autonomic systems is that 

of ease of use. The GUI developed in this thesis supports the architecture 

and framework by allowing the creation of autonomic systems from compo­

nents to be done in a very intuitive and easy manner. 
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6. A new model for application server response time calculations is developed 

through the analysis of the scheduling and queuing mechanisms taking place 

inside an application server. The non-linear, space-state set of equations 

discovered via this analysis are then used in an Extended Kalman Filter 

estimator to predict the future state of the application server. Finally, the 

model's parameters and sampling interval are identified through autocorre­

la t ion and RPE approach. 

7.3 Future Research 

While this thesis presents a framework that would allow the composition of au­

tonomic components in order to create an autonomic system that manages some 

resources, the implementation of a large number of these components is outside 

the scope of this thesis. As such, more components need to be developed in order 

to validate the architecture and ensure that the architecture can be applied to 

other types of components, like machine learning for example. 

Another avenue for research is that of adaptation in the control loop itself. While 

this thesis only uses a simple adaptor that modifies the rest of the control loop, 

the adaptor itself can become a more complex control loop which manages the 

autonomic control loop, as presented in [9]. The research presented in [9] can be 

extended in order to analyze the impact of making changes in the control loop at 

runtime. 

The model developed in this paper for the response time of an application server 

can also be improved, by applying identification methods to discover the initial 

parameters of the model's matrices. Various identification methods can be used 

and compared to see which gives the best results. 

With the framework developed, future research can concentrate on developing 

various types of control loops. It would be useful if a baseline for comparison of 

control performance would be created, similar to the UCI Machine Learning [56] 

repository which exists for machine learning algorithms. 
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