Utopias in the Digital Age: Uncovering the Sociotechnical Imaginaries of Facial
Recognition

Zimo Meng

Thesis submitted to the University of Ottawa in partial fulfillment of the
requirements for the degree of Master of Arts in Criminology

Department of Criminology
Faculty of Social Sciences

University of Ottawa

© Zimo Meng, Ottawa, Canada, 2023



Table of Contents

ADSEIFACE. ... v
ACKNOWIEAZEMENL ...........cooiiiiiiiiiiiii e vi
INEroduCtioN ........oooiiiii 1
Chapter I: Literature Review ............ccccccooviiiiiiiniiiieiee e 5
The Individual and Dividual..........cccoiiiiiiiiiiii s 6
Surveillance and PrivacCy ........oocvviiiiiiiiii e 8
Surveillance, Control, and Power Imbalance ............ccccccoooviiiiiiec e, 10
CO TV CAMETAS ...ttt e e 11
ONliNe SUIVEILANCE.......eiiiiiiiiiiiciee et 12
Facial Recognition TeChNnolO@y ..........cccueiiiiiiiiiiiiiiiic e 13
The Mechanism: HOw Does it WOTK...........cceiiiiiiiiiiiiieiecc e 14
Technological OptiMISIM........ccuiiiiiiiiiiici s 15

The Social and Cultural EIements...........cccocieiiiiiiiniciieseee e 17
Surveillance and Resistance: Sousveillance and Advocacy Groups ..........cceeevennees 20
Technology, Surveillance, and IMaginaries...........ccovvereiienienieiesesece e 24
COMNCIUSION ...ttt et e et e e bt e e nab e e e e e e s bn e e e nneeeenes 25
Chapter II: Theoretical Framework .................cccccceiiii e, 27
Technological DeterminiSM........c.ceiuiiiiiiiieiie et 27
Cultural DeterMInISI ... ...o.veeiuiiiieeiie ettt e e neee s 28
Articulation and AsSEmMDbIAage..........ccveiiiiiiiiii i 29
Technology, Politics and Sociotechnical Imaginaries ............coccvoveiiiiiiiniciiicnnns 31
Sociotechnical IMAagINaATIES. ........ueeiviiiiiiiiiiie e 35
A Unique National Sociotechnical Imaginary ...........ccccooeviieniiniicnic e 36
Multiple National Sociotechnical Imaginaries...........ccccooveriieriieniienic e 37
Sociotechnical Imaginaries as Dynamic and Contextual...........ccccceviiiiiiiieennns 39
Sociotechnical Imaginaries as CO-eVOIVING..........cccueeiiriiiiiiiiiiiesie e 40
Sociotechnical Imaginaries as Sites 0f POWEr ..........cccocoviviiiiiiiicee 41
Sociotechnical Imaginaries as Commodified by Corporate Actors ............coeevene 42
COMNCIUSION 1.ttt ettt s ekt e e bt e e e bb e e e nbeeeenbneesnbneeas 43



Chapter II1: Methodology ..............ccocoiiiiiiiiiii e 45

RESCATCH DESIZN ..vviiiiiiiiiiii st 45
Sampling and Material ............ccociiiiiiiiii s 45
Characteristics of the AdVOCACY GIOUPS ......oivveriiiiiiiiiiiiiiciiee s 47
Material ANALYSIS.....viiiiiiiiiiiieie e 48
Narrative Analysis and Russian Folktales...........cccoveiiiiiiiniiii e, 49
Stone and Causal StOrIeS.........ccvuviiiiiiiiii 49
Operationalization of Sociotechnical Imaginaries ............cocvvvvveiiieeiiien e 49
Combining the MOdEIS........coiviiiiiiiiiiie e 51
Chapter I'V: Narrative Construction.................ccccveeviiiiineeniiinenn e, 58
INEEOAUCTION ...t e e sree s 58
Narrative CONSTIUCLION ....vveiivieiieiieestie e e siee sttt e e s e sn e e re e sneenneeannas 58
Fight FOr The FULUTE ......cccoiiiiiii e 60
Big Brother WatCh ... 66
Electronic Frontier FOuNdation ...........cccoceiiiiiiiiiie e 70
Surveillance Technology Oversight Project...........cccooveiiiiiiiiiiiieiicic e 74
07071161 10 S 10 s F OO P PP 79
Chapter V: Narrative Analysis..............cocooiniiii 80
INEPOAUCTION ...t nree s 80
Similarities among the Four Advocacy Groups’ Narrative .........cccocceereeriveeneennenne 80
Lack of Regulations, Transparency, and Oversight ...........cccooeniviicniiniicnennnne. 80
Private Sector: Regulations or a Complete Ban?............cccocveviiiiiiciicnene 83
(010 121 o103 21 2 o) 4 P OO OPPROUPPOTPRRRTR 85
FRT: the Algorithm and the Biases ..........ccccociiiiiiiiiiiiiii e, 86
The Evolution of TeChNOlOZY .......ccoviviiiiiiiiiiic s 89
Differences Among the Four Advocacy Groups’ Narrative ..........ccccevveriiirinennnn, 90
The “Big Tech” and the Digital Space..........cccccviviiiiiiiii e 90
Addressing the DIlemma............ccoooiiiiiiiii e 92
The Reliable ALIES......cuiiiiiiiiiiie it 97
COMNCIUSION ...ttt ettt st et e e e e e nneeanbeenrne s 98

Concluding Remarks ..............ccoooiiiiiiii 100



Dystopias and Utopias Present in the Narratives .......ccoocvevvveeiiiieiiien e 101

BBW: Walking IDs in an Authoritative State. ........cccccevviiiriiiieiiiiniiiee e 101
EFF: Hiding from a Perpetual Facial Dragnet. ..........ccccocoviiiiiiniiiicnic 101
FFTF: Constant Surveillance of Disenfranchised Masses. ...........c.cccovvvivrniennne 102
STOP: Mass Discrimination Fueled by Search for Profits. ..........cc.ccooveiiinnnn. 103
SUIMIMATY ..ttt e e s e e s s b e e e s anr e e e e e nnees 103
SOCIAL LIE ..t 104
SOCIAL OTAET ...t nnee s 108
Future Research: Avenues and Opportunities.........c.ccvrvereeiriiieenienineeneeieseenns 109
References ...........ccooviiiiiiiiiii 111
Reference List for Empirical Materials ..................cccccccooiviiniinnn. 120

Appendix A: Propp’s 31 Functions and 8 Character Archetypes ... 126



Abstract

The concept and practice of surveillance has long existed in our society, yet with the
development of technology, it has taken on new forms and capabilities. As a result, surveillance
technology has become integrated in our society, influencing norms and shaping imaginaries
surrounding it. While many existing studies have thoroughly examined people’s experiences
with surveillance technologies, there has been little attention paid to the efforts of advocacy
groups in challenging and reshaping the mainstream imaginaries regarding surveillance
technology. Using narrative analysis, this thesis aims to address this gap and explore the
sociotechnical imaginaries surrounding facial recognition technology of four advocacy groups:
a) Fight for the Future, b) Big Brother Watch, c) Electronic Frontier Foundation, d) Surveillance
Technology Oversight Project. This study uncovers that these groups’ shared sociotechnical
imaginary aligns closely with modern liberal ideals, highlighting the possibility of separating
public and private life, the necessity for not only moderate government intervention, but
healthy commercial competitions, as well as public education. In other words, I argue that
resisting against a particular technology and its associated power dynamics does not always

represent a challenge to the fundamental power structure.
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Introduction

The advancement of technology has brought us a great deal of convenience. Now thanks to the
invention and innovations of smartphones, we can not only take pictures and videos and share
them on social media for everyone to see, but also know how many steps we walked and how
many calories we burned. We can now buy almost anything online, and interestingly, the
internet seems to know what we want better than we do. Furthermore, in China, if you forget
to bring your wallet, you can pay for your purchase by scanning your face at a vending machine.
Indeed, everything appears to be much more convenient than it was twenty years ago, but there
are also issues brought about by such seemingly harmless technologies.

The rapid development of technology is a crucial feature and driving force of Western
modernity (Rahaman, 2022). We now enjoy the benefits of technological advancements yet at
the same time, the process of modernity has reinforced the concept and practices of surveillance
(Lyon, 2002). As a result, development of technologies has made mass surveillance much
feasible and efficient. To put it differently, we have stepped into a “surveillance society” in
which our actions, behaviours and information are constantly monitored, recorded, and
analyzed (Murakami Wood, Ball, Lyon, Norris & Raab, 2006).

Despite the fact that initially criminal justice agencies introduced surveillance technology
as a ‘techno-fix’ in many countries to address the rising crime rates and combat terrorism, these
technologies are now re-designed and used by different agencies and corporations for various
reasons, and that eventually, newly forged connections, relations, and problems are produced
alongside the introduction of such technology (Kearon, 2012).

For instance, technical designs reveal to us how technology can be utilized to build power
over others (Winner, 1986). When we look at the design and usage of surveillance technology,
a power relation can be discovered between the surveiller (who use such technology to manage
and control the majority of the population) and the surveilled (Williams, 2020).

However, just like Foucault once said, “where there is power, there is resistance” (1978, p.
95). Given surveillance technology’s utilization to target and discriminate against certain
populations, along with the concerns raised by mass data collection, monitor, and analytics,

many activists and advocacy groups have taken the initiative to resist the power imbalance
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caused by surveillance and aim to protect people’s freedom, autonomy, and privacy.

Much research has been conducted to examine the use and influence of surveillance
technology, and people’s experiences of living in the surveillance society. For instance, Kearon
(2012) looks at how surveillance technology may lead to a decrease in public’s confidence
towards criminal justice agencies, and thus challenging its legitimacy; Van Oort (2019) reveals
in her research that the use of surveillance in fast fashion retail has led to job insecurity and
inequality in the workplace; Venkatesh (2021) argues that mass data collection and analytics
have made the exploitation of internet users by surveillance capitalists possible; and Inoue
(2019) concludes in his research that with the development of technology, campus police
perceived themselves as both empowered and disempowered through the use of surveillance
technology. However, not much research was done in relation to right advocacy groups that
fought against the misuse of surveillance technology.

In an attempt to address this gap and explore how these groups challenge the mainstream
imaginaries surrounding surveillance technology, in this case facial recognition technology
(FRT), this thesis aims to examine the sociotechnical imaginaries (SI) of four different rights
advocacy groups: The Big Brother Watch (BBW), Electronic Frontier Foundation (EFF), The
Surveillance Technology oversight Project (STOP), and Fight For the Future (FFTF). While
BBW is based in the UK, EFF, FFTF, and STOP are situated in the US. Yet, unlike the previous
two groups, which focus on global surveillance issues, STOP focuses primarily on local
surveillance incidents within New York City.

Using narratives analysis, | explored the futures they have envisioned with FRT, and
mapped out the dystopias and utopias that populate the groups’ positions. The choice of
focussing on FRT is due to the fact that the increased demands for surveillance in society have
led to the widespread utilization of biometric security solutions (Van der Ploeg, 2003). As a
relatively new form of biometric data, facial biometrics are considered as non-intrusive and
convenient when compared to other forms of biometrics. This is because the use of FRT does
not require direct physical contact (Leong et al., 2020; Singh et al., 2019), while at the same
time allowing a distanced and automated identification process (Purshouse & Campbell, 2022;

Keenan, 2021; Fussey, Davies, and Innes, 2020).



Under promises like this, FRT is now widely used by both the public and private sectors
(Raposo, 2022). Yet, despite these tempting benefits, researchers have pointed out that we must
now pay attention to the impacts FRT may pose on society and be aware of the risks associated
with its utilization (Ho et al., 2021; Chochia & Néssi, 2021; Raji et al., 2020). Therefore, by
focusing on the advocacy groups’ discussions of FRT, we can direct our attention to one specific
technology, developing a greater and more nuanced understanding of the concerns and issues
regarding this technology and what future it is embodying according to these groups.

The analysis shows that far from being subversive, the sociotechnical imaginary
envisioned by these advocacy groups, as well as the dystopias and utopias that fuel it, align
closely with modern liberal ideals: a tight separation between the public and private lives,
moderate governmental involvements to safeguard civil liberty, commercial competition as
adjuvants to human rights, and public education as guarantor of democracy. Most importantly,
the research reveals that resisting a technology and the power imbalance that it contains and
produces does not necessarily equate with resisting fundamental power structures.

Chapter 1 begins by establishing the notion of a surveillance society to demonstrate how
surveillance technology has developed and been integrated into our daily lives, influencing the
way we behave and the treatments we receive. Next, I highlight some of the concerns and
problems that have arisen as a result of the implementation of general surveillance technologies,
before focusing on the dilemmas brought by facial recognition technology. Following that, I
introduce the concept of resistance towards surveillance technology, focusing on how activists
organized as advocacy groups to resist against surveillance and fight to protect people’s privacy,
autonomy, and online freedom. Finally, I discuss briefly the imaginaries surrounding the
concept of surveillance in our society and how such imaginaries may be inverted and
challenged by creating new ones.

In Chapter 2, I introduce the theoretical framework utilized to analyze my materials. The
introduction to this chapter begins with a discussion on how a deterministic perspective may
be insufficient to address the problems associated with technology, and then point out the
importance of paying attention to the interconnectedness of technology and society before

introducing the concept of sociotechnical imaginaries.



Moving on to Chapter 3, I introduce the methodology used in this study, highlighting the
sampling methods and my analytical schemes. I then provide an example of how I utilize such
schemes to analyze the samples and construct several narratives for each advocacy groups.

The constructed narratives are showcased in Chapter 4, and later analyzed to reveal their
similarities and differences in Chapter 5.

In the conclusion, I identify each group’s overarching narrative as well as the dystopias
and utopias that fuel them. I then return to the main concept of my theoretical framework and
identify the sociotechnical imaginary around FRT shared by the groups under study and what
it says about the type of resistance they undertake. The thesis concludes with a short discussion

on the avenues and opportunities for future research.



Chapter I: Literature Review
In this chapter, we will first examine the concept of a “surveillance society”, highlighting three
major problems brought by surveillance technology. Then, we will focus on the development
and adoption of facial recognition technology (FRT) and explore the associated concerns and
issues from two different perspectives. After that, we will shift our attention to resistance
against surveillance technology, examining how activists may organize as an advocacy group
to fight against the utilization of such technology. Finally, we will explore the mainstream
imaginaries surrounding the concept of surveillance and how they may be challenged.
Surveillance Society
According to Giddens, how surveillance is practiced is a reflection of the modern way of life,
and it is a crucial feature that defines and shapes modernity (Giddens, 1985, as cited in Lyon,
2002). As we enter into this era, we find ourselves in a surveillance society, where technological
advancements as well as the state and corporations’ raising demands for controlling and
managing the citizens facilitate new forms of surveillance. In this context, our every movement
and action are monitored, recorded, and categorized (Marx, 1985).

Over the years, the concept of surveillance society has developed into a major topic that is
frequently discussed and analyzed in surveillance studies (Murakami-Wood, 2006). Gradually,
this discourse has expended beyond examining state and corporate entities’ utilization of
surveillance cameras to monitor and track people’s behaviors in public contexts. Now Studies
of surveillance society have extended it scopes to include how through acts of mass data
collection, these entities can now gain access to a large amount of personal data and use it as a
reference to make judgements and decisions that may influence our lives (Lyon, 2008).

Though some have argued that surveillance can be beneficial to law enforcement practices
and social conduct, and that surveillance technology has made preventive policing possible
(Walker-Munro, 2019); Living in a surveillance society can pose several problems:

1. Data Double: When individuals interact with technology, multiple copies of their “data

double” are created. Following that, the state and corporate entities will profile,
scrutinize, and judge individuals based on their combined data double (Deleuze, 1992).

2. Privacy infringement: When people are put under a constant surveillance gaze, there is



little room for privacy (Zhang, 2010).

3. Power Dynamics: The use of surveillance technology has produced power dynamics
between the surveiller and the surveilled, and this may eventually lead to repression,
control, discrimination and marginalization (Lyon, 2006).

In the following sections, I will first examine these three problems brought by surveillance
society respectively, highlighting how personal data is collected by the state and private entities
and then used as basis for decision-making, as well as exploring how these problems may be
exemplified in the use of facial recognition technology, before moving on to a detailed

introduction and analysis of the technology itself.

The Individual and Dividual

Deleuze once suggested in his 1992 essay that as we interact with technology, we are
transformed from being individuals into dividuals; meaning that we are divided and reduced
into data representations/simulations. As we keep using the technology (making changes to our
applications, updating our information), multiple simulations will be generated, and
‘modulated’ or modified simultaneously. More importantly, our online data simulations will
eventually displace us. The “data double” is what the corporations or institutions will look
at/evaluate instead of the original one, we have ceased to matter or even to have a reality (Best,
2010).

For example, as Brusseau (2020) argues, it is not him who wants to purchase a “four-wheel
drive Land Rover”, but the “fifty-year-old male, married, with incompletely attained
professional aspirations wants that powerful vehicle” (p. 14). Additionally, our data doubles
will not only replace who we are in reality, but they will also be recombined out of our control
“based on the criteria deemed salient by those with access to the information, be the
government officials or corporate marketers” (William, 2005, p. 108).

Best (2010) suggests that though individuals tend to underestimate the severity of being
replaced by their dividuals online, the generation and recombination of dividuals affects our
live chances significantly. For instance, she provided an example of how, if your actions are
deemed by institutions as transgressive, they can simply refuse to provide you with their

services (such as terminating your internet account, locking your credit cards, etc.). In this



sense, your freedom has been taken away without any actual physical interaction. However, a
good proportion of the participants from her research expressed the idea that if the above-
mentioned situation happened, they would simply move on to other service providers. Best
explains that the participants usually expected a transparent decision-making process from the
states, public institutions or corporations who have access to their data. What they did not
realize is that the accuracy of their data collected online could not be guaranteed, yet that data
is their representation in the cyber world, and the one that will be scrutinized, judged, and
served as a reference for decision making. Furthermore, as previously stated, these data and
information will be combined in ways out of our control, and sometimes what seems unharmful
can be put together in ways to target and discriminate individuals (William, 2005).

For example, the collection of data now can be used to search out and correlate patterns
from a large pool of data through the process of data mining. Best explained this process with
an example of where correlations of data could be made between the preference of purchasing
a certain color of sports car and the likelihood of “defaulting on one’s loan” (2010. p. 11).

Yang (2009) gives another example suggesting that when applying for American Visa, if
the information you submitted was deemed as having several indicators for immigration intent
by the visa officers, then your application would be denied. These ‘indicators’ are usually
separate data and information, such as your gender, level of education, your current territory of
residence, and your employment status etc. Yang explains that this separated information would
be recombined by the visa officers to determine whether you have a higher inclination for
immigration.

For instance, if you were a 30-year-old female who was planning to visit America for
undergraduate study, then your application for the entrance visa was more likely to be denied
by the visa officer than someone in their 20s planning to do the same thing. This phenomenon
occurred because when combining your age, gender, and reason for visiting together, you were
evaluated by the visa officer as more likely to have an immigration intent, disregarding what
your intention for visiting really was.

Shifting our attention to FRT, when using FRT, our facial features will be analyzed and

transformed into unique facial templates. These facial templates can then be used to conduct



identity verification or identification (Buckley & Hunter, 2011). However, as these generated
facial biometrics are associated with a specific individual, they will simultaneously be
integrated into an important part of the data double (Van der Ploeg, 2003). For instance, when
FRT is used in various services and digital platforms, the produced facial information will then
be associated with our online activities, allowing the construction of a more encompassing data
double that can be used as the basis for decision-making (FFTF, 2021).

With these examples in mind, we can see how judgements are made based on a
recombination of individual’s data and information, and in this sense, we have no power or
control over how, and on what grounds such combinations are made. As Best argues, the actions
and judgements are made against the data double/simulations of us, rather than “any kind of

transparent, grounded representation of the real” (2010, p.11).

Surveillance and Privacy

According to Zhang (2010), the collecting of personal data and information has infiltrated our
lives with irresistible tendency and speed due to the development of technology, agencies’
rising desire for control of personal information, and a pursuit of higher work efficiency. In
China, the process of data collection and categorization began when a child was born since
1950. With the birth of a child, the household information and residence information are
updated and stored; when signing a lease, you must provide both personal and family
information to the property manager; and when paying for internet, electricity, and heat, among
other services, personal information is once again required by the service providers. Moreover,
even when you choose to stay at home and use the internet to pass the time, your data would
be collected, stored and analyzed the moment you made an appearance online. During these
actions and processes, what is considered private is passed around among service providers,
and what should be our private spaces are being invaded and monitored.

It is worth noting that such surveillance is prevalent not only in private life, but also in the
workplace, where employers adopt various surveillance technology to watch their employees
and ensure that they will be fully productive during working hours (Fuchs, 2013). The
following paragraphs are an example of how Chinese employers utilize such technology to

monitor employee’s work performance.



On November 17, an internal Gome Holdings Group Co., Ltd. document titled “Notice of
Punishment for Violation of the Employee Code of Conduct” was circulated on the internet in
China. The warning criticized 11 employees for indulging in non-work-related activities in the
workplace, such as watching movies, playing video games, and listening to music. The warning
even included specific traffic data, demonstrating that the majority of the employees spent more
time “fishing” on Tencent Video and Jitterbug while at work (Southern Morning Post, 2021).

This document soon sparked a heated debate. What scared the netizens most was the fact
that the surveillance software Gome used on its employees could even record the entire network
data, which showed the exact amount of data usage each employee spent on a specific website
or application. Many perceived the company’s actions as an infringement of individuals’
privacy. However, the controversy around this incident was soon resolved since there are no
laws in China prohibiting companies from monitoring their employees or deeming such
measures illegal (Southern Morning Post, 2021).

Another example of workplace surveillance can be seen in Fuchs’ 2013 work where he
uses e-Surveiller, a product of SurveilleTech LLC, as an example to demonstrate the functions
and usage of such technology in the workplace. For instance, according to e-surveiller’s
description listed on SurveilleTech’s website, it allows the employers to measure “how much
text each employee has written, if and when work time was used for private computer or
internet use, how long each employee has worked, etc.” (2013, p. 10). Fuchs later explains that
the description of e-surveiller did not mention anything about employees’ privacy, and that this
technology can be used by employers as tools to measure each employee’s work performance,
and that the data collected from e-surveiller can be used as a reference to fire those who are
deemed unproductive. In this sense, Fuchs sees technology as more than just an invasion of
individual privacy; he sees workplace surveillance as a means of control and class struggle
between employers and employees, in which employers use surveillance to “strengthen
capital’s power against workers,” ensuring that workers are always productive during working
hours, and thus benefit from the surplus value generated during the process of production (2013,
p.10).

When it comes to FRT, Kostka and Steinacker (2021) suggest that both government and



corporations perceive this technology as a powerful instrument, and they are now promoting
its utilization to satisfy their own interests. However, it is important to note that the use of FRT
has raised several ethical concerns. For instance, there are biases inherent in the algorithm itself,
subjecting certain populations to the risk of being misidentified. Additionally, researchers have
pointed out that when FRT is utilized secretly, without acquiring individuals’ consent first, it
also infringes upon people’s rights and privacy (Kostka & Steinacker, 2021; Tene, 2011).

As previously mentioned, facial biometrics transformed and collected by different actors
may eventually be associated with other personal data (Van der Ploeg, 2003). Such association
has only worsened existing privacy concerns as if the databases containing our facial biometrics
are hacked, the associated information is also at the risk of being stolen (Naker & Greenbaum.
2017).

We can see from these interactions that a power relation has been formed between those
who use surveillance to manage, control, and benefit and those who are being surveilled. In the
following sections, I will first provide a general overview of the power dynamic in our society
produced by the employment of surveillance technology, and then demonstrate how a power
imbalance between the surveiller and the surveilled can be formed and exacerbated by
exploring two areas where power dynamics are strongly perceived by scholars: CCTV cameras,
and online surveillance. After that, we will delve into a more complex technology — facial
recognition technology (FRT). This will involve an exploration of the issues associated with its

development and utilization from two unique perspectives.

Surveillance, Control, and Power Imbalance

As we interact with different technology, we have been turned into several ‘dividuals’ that
contain a part of our information which is then collected and analyzed by various agencies and
corporations (Deleuze, 1992). David Lyon (2010) explains that as our data/information is being
monitored and analyzed, a category and social position will be assigned to us. To put it
differently, discrimination and marginalization are embedded in technology. For instance,
though the original aim for surveillance technology was to deter crime and fight terrorism, they
have also been used as a method to sort “foreign workers, immigrants and asylum seekers” into

two categories: the “desirable” and the “undesirable” (p. 10), in other words, instead of
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everyone being affected by the act of surveillance equally, people are now sorted into those
who need to be controlled, and those who are free from such control.

Adding to Lyon’s statements, Smith (2016) states that the categories individual is assigned
into (desirable or undesirable) will also influence the treatments he/she will receive in specific
situations. In this sense, individuals are evaluated solely on the data and information collected
on them, and different meanings are attributed to these data and information based on cultural
assumptions and biases. During this process, social inequality will be maintained and
exacerbated. One example of how surveillance technology reinforces the existing systematic

discrimination can be seen in the use of CCTV cameras.

CCTV Cameras
In his 2005 research, Norris argues that the adoption of CCTV by law enforcement agencies
was at first aimed to democratize the surveillance gaze, based on the fact that camera would
not discriminate or differentiate between different social groups, and that electronic
surveillance technology could help to eliminate corruption and discrimination. The reality,
however, was much different from what had been anticipated. Instead of being an impartial
“techno-fix” for the criminal justice agencies to deter and solve crimes, the use of CCTV
cameras has intensified the existing categorizations and discriminations (Graham, 1998).

Norris reveals that most CCTV operators have a strict protocol to follow, which usually
forbid them from tracking individuals on the street unless they are deemed “‘suspicious”, but
neither the protocol nor the training clarifies what actions might be classified as suspicious.
Therefore, whether an action or behavior is seen as suspicious by the operators are entirely
based on common sense or self-evident (2005). Furthermore, Norris and Armstrong’s research
discovers that young black males are more likely to be tracked and targeted by CCTV operators
based on how they look and dressed rather than the way they behave. They argue that this bias
may be attributed to the overrepresentation of young black males in prison populations, which
in turn, leads to increased attentions received from CCTV operators (1999).

In conclusion, what CCTV operators consider suspicious is based on cultural assumptions
and biases as a result of a lack of definition of what constitutes suspicious behaviour in their

operating protocol and work training sessions. Therefore, instead of democratizing the
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surveillance gaze, the use of electronic surveillance technology is instead perpetuating and

reinforcing the long-existing systematic discrimination in our society.

Online Surveillance

Now turning our attention to online surveillance, Mark Andrejevic (2014) expresses the
concerns that with us entering into the big data era, people are experiencing a lack of control
and knowledge over their own data and information. This has led to a sense of powerlessness
among those whose data is being collected and analyzed.

In her research, Best (2010) discovers a lack of concerns from her research participants
regarding to how their data may be used by the data collectors. The majority of the participants
believed that they were not a worth-while target for neither the state nor the corporations, and
they argued that as long as they did nothing wrong, there would be no need to fear about
surveillance or data collection.

Even after being informed about the potential harms associated with data collection and
surveillance, the participants perceived a trade-off between these possible damages (i.e. privacy
infringement) and the convenience provided by technology. In this case, despite the
acknowledgement of potential risks, a significant number of participants chose to participate
in the process of surveillance willingly. Such result has shown that people would comply with
being surveilled if data collection and their participation in surveillance is a prerequisite for
them to use the technology or services provided by different entities. Moreover, some also
believed that it would be impossible to stop participating in the digital life, due to society’s
increased dependency on technology. From these statements, Best recognizes that the problem
1s not a lack of concerns for the risks associated with data collection and surveillance, but rather
a lack of viable alternatives for people to choose from (2010).

Adding to Best’s argument, Venkatesh (2021) gives an interesting analogy that draws a
parallel between the roles of the workers and entrepreneurs in industrial society, and those of
internet/technology users alongside the capitalists in contemporary surveillance society. On the
one hand, workers sell their labor force as a commodity in exchange for wages to purchase
necessities, and the surplus value they produced through working is exploited by the factory

owners; on the other hand, internet/technology users sell their personal data to entrepreneurs
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in exchange for the services they provide, and eventually, they are exploited for economic
benefits by surveillance capitalists.

From these examples, we can see that the utilization of surveillance technology has led to
a power dynamic between the surveiller and the surveilled: The surveilled individuals find their
data exploited by those who conduct the surveillance, while being left with limited or no viable
alternatives to choose from. In the meantime, the surveillers reap benefits from the collected
data, whether in the form of commercial gains or claimed ‘increased security’, often

disregarding the potential harms they may pose to the surveilled.

Facial Recognition Technology

In this section, we will move on from the use and influence of general surveillance technologies
to a more advanced and complex one: facial recognition technology (FRT). It is important to
note that, unlike general surveillance tools (such as CCTV cameras), which facilitate constant
seeing and monitoring, FRT makes immediate recognition possible. As a result, according to
Gray (2003), FRT may be able to “bring the disciplinary power of panopticon surveillance into
the contemporary urban environment” (p. 314), and better identify and sort out dangerous
individuals, offering increased security.

Purshouse and Campbell (2022) reveal that the development and utilization of FRT have
exacerbated the power imbalance in society. They explain that the increased adoption of FRT
by law enforcement has given arise to problems due to a lack of regulations and oversight.
However, government and domestic courts often fail to acknowledge this issue. According to
Purshouse and Cambell, FRT is now being used to further oppress and discriminate against the
marginalized population. Police are found to utilize FRT at public gatherings, aiming to identify
“persons of interest” (p. 3). This not only poses risks to individuals’ rights and privacy, but also
turns the general public into targets of mass surveillance and identification, with no power to
opt-out from this covert surveillance gaze.

Similarly, Leong (2019) has expressed concern that FRT provides the government and
corporation with immense power to monitor, track, and even manipulate the general public
without their knowledge or consent. It is even more concerning that FRT is not only used by

authoritarian governments to reinforce their control over the citizens, but it is now visible in
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democratic states, where FRT is used for oppression and discrimination, disregarding
individuals’ privacy and civil liberties.

As previously discussed, though FRT can be beneficial in some perspectives, much more
problems are being pushed to the surface (Raposo, 2022; Purshouse & Campbell, 2021;
Chochia & Nissi, 2021). In order to adequately assess the risks associated with FRT, Leong
argues in her 2019 research on FRT and the future of privacy that we must first understand how
the technology functions technically.

In the following sections, I will first introduce the mechanism of FRT, demonstrating how
it works to extract facial features and identify individual’s identity before moving on to
examine how FRT is perceived by engineers (who focus primarily on analyzing and improving
the algorithm/mechanism of FRT to solve the associated problems) and social scientists (who
study the relationship between society and technology) respectively to reveal their perceived

benefits, problems, and solutions to the issues brought on by FRT.

The Mechanism: How Does it Work

Facial recognition is a biometric system that can identify an individual based on his/her unique
physiology. To begin, facial recognition software detects individual faces in images or videos.
Following the detection of a face, the individual’s facial features will be measured and
transformed into multiple nodes/facial landmarks (Hirayama, Iwai, and Yachida, 2003; Chou
et al., 2017). According to Amazon Web Services’ website on FRT (2023), these facial
landmarks might include: “distance between the eyes”, “distance from the forehead to the chin”,
“Distance between the nose and mouth”, and so on.

Once the face has been mapped into a “template” based on the landmarks measured and
extracted from individual’s facial features, it will then be converted into binary codes and stored
in the system. When a new image/person needs to be identified, the system will first scan the
image/face before creating a template based on the measured facial landscapes. The template
will then be converted into codes to be compared with the ones previously collected and
identified in the database (Leong, 2019).

It is worth mentioning that different facial recognition programs will measure and convert

these landmarks differently, yet the technique remains the same. In other words, regardless of
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the program employed, three distinct processes are required: image acquirement and detection,

facial features analysis, and identity recognition (AWS, 2023).

Technological Optimism

According to Islam, Toufiq, and Rhaman (2017), many researchers view biometrics as an
effective solution to today’s problems with user identification and security. They claim that
FRT based personal identification has yielded some highly accurate results and created secured
systems that are now used in a variety of practical fields. For instance, Carlos-Roca, Torres,
and Tena (2018) suggest that, given the current state of internal security and terrorist threats,
FRT has proven to be a more efficient and effective border control and management technique.
It has reduced the time required for travellers to cross the border and the workload for the
border control officers. Moreover, some researchers express the belief that comparing to other
biometric characters, facial data and recognition are non-intrusive, easy to use without being
noticed by the users or those being monitored (Singh et al., 2019; Leong et al., 2020).

Apart from collective use of FRT by the state and corporations, there is also an increase in
personal use of such technology. For example, individuals can now unlock their phones via
‘face id’, increasing security and efficiency at the same time (Chambino, Silvia, and Bernardino,
2020).

While FRT has undoubtedly brought us with much convenience, problems have also
occurred with the development and implementation of such technology. For instance, critics
have pointed out the fact that the accuracy of FRT is subjected to multiple factors, such as
lighting, shading, position, expression, occlusion etc. (McLindin, 2003; Li, Gong & Liddell,
2002; Hirayama, Iwai & Yachida, 2003; Singh et al., 2019). Researchers and scientists reveal
that FRT algorithms are usually trained within a controlled environment, meaning that a good
testing performance is achieved by using well-lit frontal face photos and images. However, the
real-world application of FRT introduces unpredictable factor, leading to variations in
algorithm performance (Ng, Tay & Goi, 2015; Li, Gong & Liddell, 2002).

Researchers have suggested several solutions to deal with the issues brought by these
uncontrollable factors. For example, Chou et al. (2017) proposed a “robust real-time face

recognition system that utilizes regression tree based method to locate the facial feature points”
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(p.1), so that the recognition system will be able to better identify and recognize the face region
and facial expression, and perform the analyses geometrically. Chou’s team concludes that an
accurate detection of facial image will increase the performance and accuracy of facial
recognition and identification. Additionally, McLindin, Butavicius, and Meaney (2003) have
acknowledged that because previous FRT tests were primarily conducted in a laboratory setting,
the results of facial recognition may not be reliable once applied in an operational environment.
In order to increase the accuracy of FRT, McLindin and their colleagues collected facial data
from operational trials, so that the trained system will be able to provide a more accurate data
in an uncontrolled environment (2003). To further increase the robustness of current facial
recognition technology, Hirayama, Iwai, and Masahiko (2003) have proposed a facial
recognition system composed of their “flexible matching and rapid parallel estimation of facial
position and scale” (p. 3236). To put it differently, their system is able to measure the facial
scale and position at the same time, and thus increasing the accuracy and efficiency of dynamic
facial recognition.

It is worth mentioning that some scientists have acknowledged privacy and security issues
raised by FRT and have offered various technological solutions to deal with these problems.
For instance, according to Leong, Phan, Baskaran and Ooi (2022), their program removes
identifiable facial information and relies solely on a “one-dimensional spatial information™ (p.
11). In their case, the identification/verification is performed without individual’s facial
appearance being revealed to the public view, and thus privacy is preserved.

In conclusion, from a technological optimistic perspective, scientists and researchers see
FRT as posing more benefits than problems. They consider the unstable accuracy of FRT to be
a challenging problem and have identified lighting, positions, expressions etc. as factors that
may influence the recognition results. To tackle these challenges, many researchers start from
a technological deterministic perspective. Some of them argue that in order for FRT to be more
accurate, facial data from environments other than controlled lab settings should be included
to train the algorithm (Singh et al., 2019; Ng, Tay & Goi, 2015; McLindin, Butavicius, and
Meaney, 2003). Others have proposed that improved algorithms can also be developed to solve

these problems (Chambino, Silva, Bernardino, 2022; Chou et al., 2017; Islam, Toufiq, and
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Rhaman, 2017; Goodall, Gibson & Smith, 2012; Hirayama, Iwai & Yachida, 2003; Li, Gong
& Liddell, 2002).

In the next section, I will highlight how the issues with FRT are perceived by social
scientists. In other words, how they balance the benefits and problems of FRT from a

sociological perspective.

The Social and Cultural Elements

Both the engineers and the social scientists see FRT as a non-intrusive technique for performing
recognition and identification tasks without being realized by the individuals under surveillance.
However, while engineers see such non-intrusive nature of FRT as beneficial and efficient,
believing that any problems brough by technology can be solved through analyzing and
improving the algorithms (Singh et al., 2019; Leong et al., 2020), social scientists perceive it
as problematic. They suggest that in order to tackle the problems, we must either focus on the
causal relation between culture and technology or consider their interconnectedness (Raposo,
2022; Purshouse & Campbell, 2022; Chochia & Néssi, 2021).

To begin, Raposo (2022) argues that though FRT based authorization and authentication
can provide consumers with many benefits, it has also facilitated mass surveillance. In the case
of FRT, individual’s biometric information (facial data) is being collected automatically, and
no consent is given in these instances. Raposo further suggests that this situation has raised
serious privacy concerns and created a power imbalance between the “data controller” and the
“data subject” (p. 13).

Similarly, Chochia and Nissi (2021) express their concern that, apart from the convenience
brought by FRT, the adoption of such technology also brought challenges to individual privacy,
data security and human rights. They explain that FRT may lead to discrimination, meaning
that the already marginalized populations in our society might be specifically
targeted/identified under FRT without their consent, exacerbating the long-existing systematic
discrimination.

What is more, Ho, Black, Agrawala and Li (2021) suggest that in order for academic and
civil organizations to better evaluate and assess the benefits and risks of FRT, we need to first

understand the accuracy of FRT in the precise context of its application. They not only highlight
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the inadequacies of training FRT algorithm in a controlled environment, as identified by
engineers, but also point out that FRT is integrated in a human system. Such integration implies
that given the inherent biases within our society, users of FRT may selectively rely on the
recognition results, using it to support their biased beliefs and conducts.

When such human bias is combined with a lack of diversity in the database used to train
the algorithms, it will eventually lead to false identification, further marginalizing those who
are already subjected to discrimination.

As exemplified in the previous discussions, one of the major differences between how
engineers and social scientists perceive FRT related problems is that while engineers view the
issues from a technological perspective and believe that these problems can be solved through
technological innovation and advancement (technological determinism); social scientists see
the problems with FRT as stemming from not only the technological domain but influenced by
human/cultural factors, and that to solve these problems, technological solutions will not be
enough. It is worth mentioning that even within the field of social science, researchers have
expressed different opinions and proposed various suggestions regarding the adoption of FRT.

Contrary to the engineers, researchers in the field of social science evaluate FRT from
either a cultural determinist’s position or an angle that acknowledge the interconnectedness of
the technology and the culture.

For example, Raposo (2022) and others (Purshouse & Campbell, 2022; Chochia & Nassim,
2021) argue that the privacy and security issues raised by FRT are the result of a lack of clear
regulations regarding “how, when and for what purposes this technology can be used in specific
fields” (Chochia & Nassi, p. 14, 2021), and that with appropriate regulations in place, we will
finally be able to enjoy the benefits of FRT while avoiding the risks associated with it.

Additionally, according to Leong (2019), the invention of FRT did not cause discrimination
or prejudice against certain populations. Rather, we need to acknowledge the fact that this
technology is being “implemented into a world already facing the problems of biased human
systems”, and that FRT is just another “tool in the tech box” (p. 114) that allows the government
to fulfill its desire to track, monitor and manage its citizens in a more advanced manner. Leong

suggests that what the future will be like depends on how the society and culture react to
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balance government efficiency and national security.

Unlike Leong’s cultural deterministic approach to issues associated with FRT, which
contends that once we fix the culture, we will automatically solve the problems brought about
by technology, various researchers argue that in order to understand the situations with FRT,
we have to pay attention to the interconnectedness of culture and technology.

According to Williams (2020), when analyzing a specific technology, we must look back
to the historical moment in which it was designed and deployed. He explains that for some
technologies, there are “prejudicial values” ingrained in “every aspect of their commission,
design, and construction” (p. 580). Using FRT as an example, Williams argues that simply
adding more diversity to the photos used to train the algorithms will not solve the problem of
FRT’s disproportionate impact on certain populations. The problems stem not only from the
deficiency of the algorithm, but from the strong influence of the cultural context in which the
technology is designed and used.

In this sense, FRT is more than just a neutral tool waiting to be used by state actors to meet
their different needs. Rather, the flawed algorithm reflects the biases and values prevalent in
our society while at the same time, reinforcing these biases through its utilization.

Similar to Williams’ argument, in their research on police use of FRT, Fussey, Davies, and
Innes (2021) suggest that instead of saying such technology is “automated”, it should be
“assisted” facial recognition. They explain that behind the design and use of FRT lies not just
the algorithms. When thinking about facial recognition, we should keep in mind that its use
constitutes a “socio-technical assemblage that both shapes police practices yet is also
profoundly shaped by forms of police suspicion and discretion” (p. 327). In other words, Fussey
and his colleagues argue that in order to avoid technological determinism, researchers must
acknowledge the impact of human intervention and interpretation. For example, FRT’s lower
accuracy in recognizing female and people of color has led to a higher rate of false positives
within these groups (p. 338). Once this factor is combined with the fact that police are often
influenced by social biases and focus their attention mainly on racial minorities, the use of FRT
by law enforcement will further intensify the societal issues with marginalization and

discrimination.
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What is more, Stark (2019) draws an analogy between FRT and Plutonium, claiming that,
while some believe that FRT benefits society, the risks outweigh such advantages, just like how
it is with nuclear technology. Stark explains that because of the flaws within the algorithm, the
technology itself is harmful regardless of its creators’ intention, and that its use will only
exacerbate the problems in our society. However, apart from the technological flaws, it is
important to note that FRT was invented and is used by human, thus the algorithm and the way
FRT is utilized will also reflect the bias of the human system.

In conclusion, both the engineers and the social scientists have acknowledged the benefits
and problems associated with FRT. However, while the engineers perceive FRT’s problems
from a technological deterministic perspective, the social scientists perceive such problems in
two ways: as a cultural dilemma (cultural determinism), or propose that we need to recognize
the interconnected nature of technology and culture. In other words, we must think about what
such interconnectedness has revealed, and whether the technology in question can really be
separated from the culture to be controlled and used safely and impartially.

Though Raposo (2022) and others argue that proper regulations will provide effective
constrains on the use of FRT, there are still challenges when it comes to the definition and
criteria of what constitutes “proper regulations”. For instance, Purshouse and Campbell (2022)
point out that while police use of FRT in Britain is controversial among the general public, the
government and domestic courts still perceive such use as being properly regulated, thus
ignoring the voice of the public. As many (Best, 2010; Venkatesh, 2021; Raposo, 2022) argue
that there is a power imbalance between those who have access to our data (data controller)
and those who are subjected under surveillance gaze (data subject). The data subjects may not
even know that they are being exploited by the data controllers, and that they have little power
to resist against the exploitation of their data since technology has been integrated into our lives.
Therefore, now is the time for someone to speak up and raise people’s awareness of the

dilemma, as well as mobilize individuals to fight for privacy, security, and freedom.

Surveillance and Resistance: Sousveillance and Advocacy Groups
David Lyon (2007) once suggested that although the problems brought by surveillance

technology has been widely explored by scholars located not just in the global north, but also
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the global south, the idea of resistance and the activities of advocacy groups have yet to be
fully examined. He suggests that though most of the time, these resistance and actions of the
advocacy groups can not be described as a social movement, they do have the potential to
influence certain political decisions. Therefore, it will be meaningful to see how these groups
resist against what they perceive as inadequate use of surveillance technology.

Like many reveal (Leese, 2014; Introna & Gibbons, 2009; Andrejevic, 2014) the states’
desire for control and management of their citizens have increased, particularly following the
9/11 incident. This has caused a power imbalance that needs to be addressed and solved in
order to avoid problems caused by such asymmetrical relation.

For example, Best’s (2010) research has shown the fact that there is an existing gap
between public’s knowledge on surveillance technology (how they think the technology work)
and how these technologies are actually experienced. Adding to Best’s findings, Andrejevic
(2014) reveals that as individuals interact with technology and services provided by different
agencies and corporations, a large amount of data will be generated and combined for analysis.
However, the users themselves do not have access to this generated data and information.
Andrejevic further claims that even if they are given such access, it will be impossible for the
majority of the general public to understand or interpret this data/information, let alone make
use of it. Together, these findings have revealed a major problem underlying the asymmetrical
relation between those who monitor, collect, and analyze individual’s data, and those who have
been put under surveillance — a lack of information. To elaborate, most of the time, problems
surrounding surveillance technology are not clearly made visible to the general public, and that
individuals often lack sufficient information or education in this specific area.

Introna and Gibbons (2009) add that the increasing expansion of the installation of
surveillance technology by states, alongside the lack of relevant information, have resulted in
a decreased public’s confidence towards government’s ability of managing and securing the
collected data. As a result, the idea for resistance has been pushed to the surface.

One way to address the power imbalance caused by surveillance is through ‘sousveillance’.
According to Mann and Ferenbok (2013), one of the challenges brought by modernity is the

regulation and discipline of the majority. Foucault’s Panopticon theory is often widely used as
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“a power metaphor for the distribution of institutional power that works through the fear of
being watched” (p. 23). They explain that in the panopticon system, each individual is
‘localized’ into different identities (docile bodies) and then watched by a prison guard who sees
the bodies of the prisoners while remaining unseen. This characteristic of panopticon suggests
that overtime individuals will learn to discipline themselves due to the fear of punishment, thus
we have the idea of ‘the few watch the many’. However, with the development of technology
and portable devices many argue that now surveillance technology does not just serve as an
all-seeing eye of the panopticon, where the few watch the many, it has also made ‘sousveillance’
possible, where by using different technology, the many now have the ability to watch/surveill
the states, and expose potential harms in their practices (Newell, 2020; Brucato, 2015; Mann
& Ferenbok, 2013).

According to Brucato (2015), the release of the Rodney King video in 1991 shocked the
public sphere since police violence was not recognized as a critical issue, and it was challenging
to prove prior to the invention and usage of videotapes or mobile recording devices. The
Rodney King case demonstrated the power of technology and mobile recording, showing that
no one could escape from the surveillance gaze. Furthermore, with the help of social media,
video recordings of police misconducts can now be widely disseminated and made visible to
the public sphere (Mann & Ferenbok, 2013). In this sense, sousveillance attributes a portion of
power to the surveilled, contributing to balancing the asymmetrical power between the states
and the general public.

Apart from the idea of sousveillance, Introna and Gibbons (2009) state that advocacy
groups that aim for social, economic and political change are the most suitable actors to engage
in the action of sousveillance. They explain that one of the key elements for resistance is “the
ability of different actors to make visible the variety of state surveillance practices and the
connections between such practices” (p. 237). They propose that resistance becomes possible
for the general public only when advocacy groups consisting of various actors step forward to
“expose and make visible” the potential harms and practices brought by the adoption of
surveillance technology (p. 234).

Similarly, Venkatesh (2021) proposes that we can learn from the workers’ strategies in the
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industrial society and create a “data union” to aid in educating people about data collection and
surveillance. In this way, people will gain a better understanding of how surveillance works
and will be alerted to potential threats they may not be aware of before. Raising people’s
collective consciousness is crucial, because it is only when they realize their shared
predicament will they stand together to fight for their common good. What is more, once we
develop a collective consciousness within the data union, we will be able to negotiate with
those who have access to our data, bargaining for more benefits and thus working together to
address the power imbalance caused by surveillance technology.

One example of how the advocacy groups addressed the problems of surveillance
technology can be seen in the case of the banning of Amazon’s facial recognition technology —
Rekognition.

Williams & Lynch (2018) indicate that on May, 29th, 2018, Electronic Frontier Foundation
(EFF) joined a coalition formed by privacy/civil right advocacy groups in the fight against the
use of Rekognition by law enforcement agencies. They argue that the use of facial recognition
system will lead not only to an infringement to individual’s privacy, but also exacerbate
discrimination against the racial minorities. For instance, without receiving any form of consent
or giving prior knowledge, Rekognition was used by Immigration Customs Enforcement to
scan state driver’s license with the purpose of identifying undocumented individuals (Aboulafia,
Fritzius, Mears, & Nix, 2021).

On June 11%, 2020, as a result of the concerns and protests raised by privacy/civil right
advocacy groups and the ongoing police brutality against racial minorities, Amazon decided to
ban law enforcement use of their FRT for one year (Greene, 2020). Later in 2021, Amazon
announced that it would extend this ban indefinitely until the problems associated with police
utilization of FRT are properly addressed with regulations (Harwell, 2021).

Additionally, in both the UK and the US, several advocacy groups have formed coalitions
to fight against states mass surveillance after the event of the Snowden leaks (Wascher, 2017;
Dencik, Hintz, Cable, 2016). Dencik et al. argue that in the UK, the voice of advocacy groups
is very significant and hold an important position in the debate over the use of surveillance

technology. They state that advocacy groups “have formulated fundamental critiques of
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surveillance practices, but they have also, increasingly, been recognized as a legitimate
participant in policy debates that holds relevant expertise” (2016, p. 4). In this sense, it shows
that the efforts put up by advocacy groups were not in vain, their materials and information
online have equipped people with relevant knowledge around surveillance, and they organize
together with a common interest to protect people’s privacy, freedom, human right, and
autonomy in this surveillance society.

Though advocacy groups have proven to be effective in addressing issues caused by
surveillance technology and protecting individuals from the surveillant gaze, there are still
imaginaries prevalent in our society that limit people’s awareness of the potential of resistance.
In the next section, I will present the dominant imaginaries surrounding surveillance

technology and how such visions can be challenged and replaced.

Technology, Surveillance, and Imaginaries

As technology advances, the concept of surveillance becomes increasingly integrated into our
daily lives. As Lyon (2017) suggests, certain imaginaries surrounding surveillance technology
have dominated the general public’s perceptions and reactions to it.

In his research, Kearon (2012) reveals that every time surveillance technology fails to
deliver what we expect, people choose to blame those who operate or implement the technology,
rather than the technology itself. Kearon explains that such belief is prevalent because the
concept of surveillance and technology is culturally created and maintained. People tend to
imagine that machines are objective, neutral, impartial, and capable of bringing significant
changes to society. In this sense, the symbolic meaning of surveillance technology is more
important than its ability, as technology is often perceived as a force “outside of social and
political influences” (Sturken and Thomas, 2004, as cited in Kearon, 2012, p.425).

Adding to Kearon’s arguments, Lyon (2017) states that now we are living in a surveillance
society, where the presence of surveillance has become naturalized. Similar to Best’s (2010)
findings, Lyon suggests that with an increased integration of surveillance technology into our
lives, people perceive that it is impossible to avoid being surveilled by the states or corporate
entities. Therefore, instead of resisting against surveillance, people tend to comply with it. This

widespread imagination of surveillance technology being the all-seeing eyes of the panopticon
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has been planted deep inside the minds of the general public, leaving little room to imagine an
alternative future or possibility.

However, just like Kazansky and Milan (2021) propose, these seemingly unchangeable
imaginaries are now being challenged by advocacy groups. They strive to shed light on
problems and information surrounding surveillance technology and offer guidance and
technical interventions to help the general public resist against surveillance technology and
promote positive social change. According to Kazansky and Milan, these imaginaries represent
collectively held visions by groups of people which contain shared ideals and beliefs about
technology. Therefore, analyzing the sociotechnical imaginaries that populate the activists
mind enables us to see how advocacy groups work to invert the dominant imaginaries
surrounding surveillance technology and gain insight into their vision of a future utopia without

(or with limited utilization of) such technology.

Conclusion

The advancement of technology has brought us numerous comforts, but also the integration of
electronic surveillance into our daily lives. Though surveillance technology was initially
adopted by law enforcement agencies to fight terrorism and severe crimes, the widespread use
of it has also exacerbated and made prevalent many existing problems in our society.

Like many suggest that since the concept of surveillance has been naturalized in people’s
perception, it is seen as unavoidable in our daily routine (Lyon, 2017; Kearon, 2012). However,
as we will explore in the next chapter, the understanding of surveillance varies on the
conceptual level, depending on whether the analysts adopt a technological or a cultural
determinist position or choose to avoid both. The literature on sociotechnical imaginaries might
be a way out of the cultural vs technological determinism. For example, Kazansky and Milan
(2021) argue that now we have various advocacy groups who are trying to invert the dominant
imaginaries by offering guidance and technique to help the general public defend themselves
in this hyper-surveillance society, as well as producing and imagining a new future where
people are empowered to fight for their rights and privacy. The rationale behind their thinking,
which also serves as the driving force for my research, will be further developed in the

following chapter. Once again, my thesis will delve into the sociotechnical imaginaries of four
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different advocacy groups (BBW, EFF, STOP., and Fight For the Future) by analyzing the
materials posted on their official websites to explore the dystopia and utopia that populate their

imaginaries, and examine how they constructed such visions.
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Chapter II: Theoretical Framework
With a thorough review of the existing literatures on surveillance society, the issues associated
with different surveillance technologies, as well as the idea of resistance and imaginaries, we
will now move on to explore the theoretical framework that guide my understanding and
analysis of the collected materials.

Overtime, researchers in the field of Science and Technology Studies (STS) have
investigated the historical and social contexts of and relationships with science and technology,
and various explanations for technology-related problems have been presented and addressed.
These explanations can be classified into two categories:

1. Problems are caused by the technology.
2. Problems are caused by the cultural/social/economic system.

In the following sections, I will first examine these two perspectives in terms of
technological and cultural determinism respectively, and then introducing a third perspective

which focuses on the interconnected nature of technology and society/culture.

Technological Determinism

According to Winner (1986), a technological deterministic perspective suggests that
technology is separate from and independent of society, in that it will mold society to “fit its
patterns” (p. 20). In other words, the shape and form that a society takes is the result of the
adaptation to technology.

Similar to Winner’s claim that society changes according to technology, Slack and Wise
(2005) state that technological determinism considers technology as a force that causes effects
which lead to cultural change. To put it differently, technology is seen as having the ability to
impose effects and changes on society, and that social, historical, and cultural contexts are
deemed irrelevant.

Inoue’s 2020 research on the concepts of surveillance and sousveillance is one example of
technological determinism. Elaborating on Palmer’s (2016) statement on body-worn cameras,
Inoue suggests that the development and adoption of body-worn cameras has made both the
“governing of and governing by police” possible (p. 233). For instance, during his ethnographic

research with the University of Kentucky Police Department, Inoue learned that police are
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required to turn on their cameras whenever they interact with the public.

The recording of police-public interactions has enabled sousveillance (governing of
police), it ensures police misconducts are recorded on tape, and in some instances the recorded
videos are uploaded to the internet with open access, allowing the public to view these videos.
The use of body-worn cameras has also made surveillance (governing by police) possible,
because as it records every interaction between the police and the public, it protects the police
from false accusations by the public.

As previously mentioned, Slack and Wise (2005) propose that technological determinism
views technology as causing different effects in society, and that it may eventually lead to
cultural change. When we look at Inoue’s research on surveillance and sousveillance, we see
that body-worn camera (the technology) has enabled both surveillance and sousveillance (the
effect), and that it transforms Foucault’s concept of Panopticon, in which the watcher is
invisible, to a model of “new governance” (p. 250), where the “watcher” (body-worn camera)
is made visible and integrated into society. As a result, instead of the idea of “watching without
being watched” (p. 250), a mutual surveillance (surveillance and sousveillance) is encouraged

and has become a social norm.

Cultural Determinism

Unlike technological determinism which holds that technology shapes society, cultural/social
determinism suggests that as society/culture develops, it needs new technology to achieve its
goals. To put it differently, society’s needs and desires are reflected through the development
and adoption of various technologies (Slack & Wise, 2005). Therefore, when we look at
technology-related problems in society, we must focus our attention on the social/cultural
system in which these technologies are embedded, rather than the technologies themselves
(Winner, 1986).

In his 2013 research on political economy and surveillance theory, Fuchs explores how
surveillance technology is tied to the capitalist economy. He explains that the increasing desire
for economic gain in the capitalist society has led to a heightened need for surveillance. For
example, Fuchs suggests that surveillance technology is used in the workplace to monitor and

control workers’ behaviors. It is used as a convenient tool by the employers to measure
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employees’ work performance and ensure maximum profit. Furthermore, Fuchs mentions that
technology has made monitoring and evaluating consumer data much easier for corporations.
As a result, it has led to a phenomenon known as “social sorting”, in which services are
provided and promoted to certain users based on an analysis of personal data collected in
various ways.

In conclusion, whether it is workplace surveillance or social sorting in the fields of
advertising and service providers, they are not the results of the adoption of various
technologies (or as the effects caused by technology). Rather, modern society is built on the
concept of constant surveillance, and the phenomenon of social sorting has long existed in our
society (Fuchs, 2013). Because of society’s/culture’s growing desire for effective control and
management of its citizens, technologies are being developed and adopted as tools to facilitate
the monitoring and management process. Therefore, instead of focusing on technology, a
cultural/social deterministic perspective argues that we must focus our attention on the
cultural/social system in which these technologies are embedded (Winner, 1986; Slack & Wise,

2005).

Articulation and Assemblage

According to Slack and Wise (2005), both technological and cultural deterministic perspectives
view technology and culture in a casual relation as specified in previous sections. They have
also contended that viewing them in this way is insufficient because reality is more complicated
than the cause-effect model envisioned by deterministic perspectives. In this section, I will
introduce a non-deterministic perspective proposed by Slack and Wise (2005) to assist in the
analysis of technology-related issues.

To begin, it is crucial to consider the interconnectedness of technology and culture. In other
words, technology should not be considered a separate and independent entity from society. the
development of a technology is in fact, influenced by the society and culture in which it is
designed and used. This in return, shapes and transforms the culture itself. Therefore, instead
of technology and culture, it should be considered as “technological culture” (p. 129).

Culture is made up of various connections and relationships in society, and Slack and Wise

describe these connections as “articulations” (p. 112). They explain that these articulations are
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not static but dynamic and can move in different directions; they are contested in some
instances yet corresponding in others, and that eventually, these articulations form into an
“assemblage” (p. 126). To be more specific, when we look at articulations, we are examining
and exploring connections and relations among various “practices, representations, and
experiences” (p. 126) that composed the society we live in; on the other hand, when we
investigate the assemblage, we are seeking to scrutinize the “structured nature and work” (p.
126) of the articulations that made up such assemblage. In other words, the articulations are
formed by the interactions between different actors, and the assemblage is the final network
composed by such interactions and connections.

Let us now return our attention to technological issues. Unlike deterministic perspectives
which consider technology and culture in a causal relation, Slack and Wise suggest that we
need to view technology in terms of articulation and assemblage, because technology is not
only interconnected with the materiality of the society, but also “practices, representations,
experiences, and affects” (p. 128). When we consider technology in terms of both articulation
and assemblage, we are paying attention not only to the connections and relations that influence
and constitute the technology (what are the connections), but also how these connections are
articulated into a particular form.

To use FRT as an example to demonstrate Slack and Wise’s concept of articulation and
assemblage, we must first keep in mind that FRT is interconnected with the culture, and these
connections are what considered to be articulations (whether it is the materiality of FRT, the
state’s desire to monitor its citizens, or business sector’s cooperation with the state); these
articulations are dynamic and fluid, and eventually form into an assemblage. However, once
new articulations are established, this assemblage may be rearticulated. For example, when
new regulations on FRT are introduced into society, the public and private sectors will respond
accordingly (e.g., it may lead to new business practices, and depending on the regulations, it
may either improve or decrease public confidence towards the state), and eventually, new
articulations will be constituted, resulting in a different or slightly different assemblage.

It is worth mentioning that articulations are contingent; some may be more tenacious and

thus more difficult to disarticulate, whereas others are much easier to be taken apart or
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rearticulated. Using surveillance as an example, Slak and Wise argue that rather than trying to
persuade people that their beloved technology poses severe risks to their privacy and rights, it
will be easier and faster to appeal to their commitment to the Bill of Rights. They suggest that
the Bill of Rights “hits home affectively in the mainstream heart of the United States” (p. 132),
and that with an affective and collective response, it may eventually lead to the enactment of
laws, regulations, and oversight to protect people’s privacy and rights.

Although Slack and Wise argue that we can target this weakest link in the articulations to
promote the desired change, they do not suggest that it is crucial for us to always target such
articulations to solve the associated problems faced by society. Rather, Slack and Wise state
that we must map out the assemblage created by various articulations and pay attention to the
tenacity of the articulations we are trying to dis/rearticulate.

To summarize, technology should never be separated from the cultural/social context in
which it is embedded; technological articulations are constantly disarticulated and rearticulated
as a result of technology and culture’s interconnectedness; and a new assemblage will be
formed once new articulations are made (or unmade). Therefore, “if you don't like what you
see, don't blame the tech or the culture; understand the assemblage that maps technological
culture” (Slack & Wise, 2005, p. 132).

While the concept of articulation and assemblage has provided a fundamental framework
that guided my understanding of the interactions between culture/society and technology,
highlighting how different elements are interconnected and eventually form into a unique
socio-technological network, it was utilized as a theoretical lens for me to examine and
understand FRT, rather than being the primary focus of my analysis.

Technology, Politics and Sociotechnical Imaginaries

Similar to Slack and Wise’s (2005) perspectives on technology and cultural determinism,
Winner (1986) contends that analyzing technology from a deterministic perspective is
insufficient for understanding its associated issues or phenomena. He explains that when we
look at a technology, we must at the same time identify and analyze its political properties.
Therefore, we should look beyond the fact of how technology is used and focus our attention

on its design. For instance, a certain technology may be beneficial to some (give them more
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power and control over others), yet harmful to others. In the case of FRT, although it has
become much easier for the state to monitor and manage its citizens, the general public
perceives it as an invasion of individual privacy and a sign of oppression and authoritarianism
(Chochia & Nassi, 2021). However, it was not in FRT’s original design intention to infringe
people’s privacy or oppress certain populations. Rather, such phenomena have reflected an
interaction between technological innovation and the state’s raising desire for efficient
surveillance and management of its citizens, and these different factors “reinforces each other
in deeply entrenched patterns, patterns that bear the unmistakable stamp of political and
economic power” (Winner, 1986, p. 27). Drawing a parallel to Winner’s example of how
tomato harvester may influence small farmers and larger growers differently, those who oppose
the use of FRT/artificial intelligence are labeled as “anti-technology”, “anti-progress” or “anti-
innovation” (Bartoletti, 2020, p. 66), and in this sense, FRT resembles and embodies a social
order in which proponents of FRT are empowered and are able to enjoy the benefits brought
by its utilization, while opponents are marginalized and discredited (Winner, 1986). Most
importantly, Winner contends that such embodiments of social order reveal to us the world
constructed by the adoption of certain technologies.

To examine a technology, Winner (1986) suggests that we must venture beyond its
associated policies, regulations, and ideologies and look at the technology itself. Because
different values, patterns and power are embedded in the materiality of a technology, and once
we choose a particular technology, we are at the same time choosing a “particular form of
political life” (p. 29). Winner explains that the selection and adaptation to a certain technology
influences the “form and quality of human associations” (p. 33). To put it differently,
technology has an impact on the social order and social life that we choose to maintain. For
instance, because of the unstructured and decentralized nature of solar energy, it can be easily
managed by local communities. As a result, supporters of solar energy perceive it as “more
compatible with a democratic, egalitarian society” (p. 32). On the other hand, because of its
structured and centralized nature, by choosing nuclear power, we accept a centralized
government that manages and safeguards nuclear facilities and materials. Therefore, Winner

argues that technology has political qualities, and that by examining the materiality of a
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technology, we will also discover how power and authority are structured around such
technology.

Adding to Winner’s (1986) statement on the importance of analyzing the design of
technology, Latour (1992) argued that technological design has the ability to impact human
action and shape the way we behave and react. He stated that by designing a technology, we
have not only delegated certain forces to that technology, but also various “values, duties, and
ethics” (p. 157). As Latour stated, these different values and political goals may be discovered
by analyzing the development and implementation of a technology. For instance, the use of
surveillance cameras and facial recognition technology in China has revealed government’s
desire to build a “smart city” in which citizens are simplified into “human subjects” (Jasanoff
& Kim, 2009, p. 122, as cited in Bareis & Katzenbach, 2021, p. 19), so that they can be
monitored, governed and managed more efficiently, and allow a “intelligent monitoring and
early warning and control system” to be established (Bareis & Katzenbach, 2021, p. 19). In
other words, people are reduced into data and subjects, devoid of their agency, and subjected
to constant monitoring, identification, and tracking.

What is more, living in a “smart city” has significantly altered and shaped people’s actions
and lives. For example, FRT is currently being used as an access control system in an increasing
number of neighborhoods in China. Instead of speaking with the security guard who usually
sits near the entrance (who may or may not be present when you need to enter the
neighborhood), residents must scan their faces at the front of their neighborhoods in order to
enter the building complex. According to Zhang and Luo (2022), while neighborhood FRT is
now commonly used in China for its convenience, it has transformed people’s ways of living
and exposed residents to various risks. Now residents are faced with the risks of privacy
infringement and illegal collection of their biometric information, due to not only the absence
of Al (artificial intelligence) regulations in China, but a lack of transparency in the algorithm
and the inadequacy of law enforcement.

In conclusion, it is insufficient to perceive technology from a deterministic perspective,
because technological innovations are imbued with political qualities and are influenced by

existing cultures and values. At the same time, the utilization of these technologies shape and
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influence people’s actions and lives (Winner, 1986; Latour, 1992). When we look at technology,
each design reveals to us how it may be used to build power and control over others. Such
notions of “power over others” may be intentional, unintentional, or a mixed of both, and in
order to understand such dilemma, we must pay attention to how technology is arranged in
society, as well as the social actors who are influenced by these arrangements. Furthermore,
technology has an impact on the form of social order and social life that individuals choose to
uphold, and examining technology and its arrangement reveals the associated “institutionalized
patterns of power and authority” (p. 38). In this sense, by choosing a specific
technology/technical system, we are at the same time choosing the political lives/structures
embodied by it.

Furthermore, when considering the political qualities of technology, it is important to
distinguish between the politics made possible by technology and the politics embedded within
technology. In the case of FRT, the characteristics of this technology enable the act of
identification. Ideally, law enforcement may use FRT to help identify criminals and even
prevent crime, thus ensuring safety in society. However, there are also biases and political
values inherent within FRT. For instance, FRT may be used to exacerbate systematic
discrimination in society, infringing on people’s privacy and rights, and ultimately pose a threat
to democracy.

Now when we consider sociotechnical imaginaries (SI), a concept developed by Jasnoff
and Kim (2009), we can see some similarities. Winner’s (1986) perspectives on technology and
politics have emphasized the importance of venturing beyond determinism and focusing on the
design of technology, its patterns, encompassing values, social structures and power. Accepting
and adapting to one technology/technical system represents the acceptance of a specific social
order and social life. Similarly, SI are visions that reveal how the choice of a specific
technology might constitute a collectively imagined future. In other words, by choosing a
specific technology, individuals have envisioned a future in which that technology works well
to benefit society (Schmid, 2021).

In the following section, I will introduce the concept of SI in detail, highlighting how it is

understood and operationalized by different scholars, before introducing my own
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operationalization of this concept.

Sociotechnical Imaginaries

Sheila Jasanoft and Sang-Hyun Kim proposed the concept of sociotechnical imaginaries (SI)
in their 2009 research on national policies and nuclear energy, and later redefines SI as
“collectively held, institutionally stabilize, and publicly performed visions of desirable futures,
animated by shared understandings of forms of social life and social order attainable through,
and supportive of, advances in science and technology” (2015). SI has since been used by
various researchers to explore the relationships between technology and state policies,
specifically how technological policies are structured around society’s shared vision of the
future. However, as more researchers use the concept of SI to investigate the collectively held
imaginaries surrounding a technology, new interpretations of SI are proposed and added to
Jasanoff and Kim’s original definition.

In this theoretical section, I will first examine different researchers’ interpretations and
applications of the concept of SI, highlighting how they evolve from the original definition,
before introducing my own operationalization of the concept. I have classified these various
interpretations of SI into two types based on researchers’ different views and approaches to SI
(Consensual view V.S. Conflictual view), and then within these two types, building on Mager
and Katzenbach’s summary (2020), I will introduce six different subtypes of SI, four that fit in
the consensual type and two that fits in the conflictual type. These six subtypes are listed as
follows:

Type 1: Consensual View on Sociotechnical Imaginaries

Subtypes:

1. Each country has one leading sociotechnical imaginary.

2. Sociotechnical imaginaries are multiple and dynamic: state actors may have various
SI for a particular technology to help inform policies and decision-making process.

3. Sociotechnical imaginaries will not only vary according to groups, but also change
over time.

4. Sociotechnical imaginaries are dynamically interconnected, they influence and

shape one another and evolve together through time.
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Type 2: Conflictual View on Sociotechnical Imaginaries
Subtypes:

5. Sociotechnical imaginaries are contested: they can be produced by a variety of
actors (nation states, public institutions, advocacy groups, etc.), competing for
dominance or seeking resistance.

6. Sociotechnical imaginaries can be commodified by corporate actors (Corporations
create/facilitate a specific imaginary to promote and sell their products).

The first type expresses a more functional view of society, where imaginaries negotiate
peacefully. On comparison, the second type focuses on force and dominance of imaginaries,
emphasizing power dynamics between contested SI. In the following sections, I will explore

and explain the aforementioned six subtypes in these two types separately.

A Unique National Sociotechnical Imaginary

The idea of sociotechnical imaginaries was originally proposed by Jasanoff and Kim during
their 2009 research which examines and compares America and South Korea’s SI surrounding
the use of nuclear energy. They explain that current science and technology studies (STS) tend
to undertheorize the relationship of science and technology to political power, as a result, they
introduce the concept of sociotechnical imaginaries to fill the gap.

Jasanoff and Kim define SI as “collectively imagined forms of social life and social order
reflected in the design and fulfillment of nation-specific scientific and/or technological projects”
(p. 120). They state that imaginaries describe the attainable future envisioned and desired by
states and practitioners. By analyzing these imaginaries and visions, researchers will be able to
understand how policies can be built upon dominant imaginaries and how these visions
influence technological development and preference. In other words, to understand why certain
policy is preferred over others, we need to identify imaginaries that populate the policymaker’s
mind and examine how such imaginaries are stabilized.

For instance, the US and South Korea entered the atomic age differently, with the US being
the first country that developed and launched the atomic weapons and South Korea being a
newcomer to such technology. As a result, these two nations have positioned themselves

differently. On the one hand, the US perceives itself as the peaceful protector of nuclear energy,
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thus measures concerning radiation release containment are of primary concern to the state. On
the other hand, South Korea is guided by the vision of ‘developmental nationalism’ (p.134),
which sees nuclear energy as a means to achieve national development and self-sufficiency,
therefore policies usually focus on promoting the use of nuclear energy and building domestic
capacity. In conclusion, Jasanoff and Kim’s study reveal how different imaginaries around
nuclear energy affect national political cultures, in other words, they have shown how
“technoscientific and political orders are co-produced” (p. 123).

Similarly, in her 2021 research, Schmid shows how the choices for specific nuclear
reactors constitute a particular sociotechnical order and reflect a collectively imagined future.
She explains that there are different visions and expectations behind each choice of the nuclear
reactor design, and that these imaginaries reveal how institutions feel the world should function
and their expectations of how such technology would transform the society we live in.

For instance, in the 1970s, the RBMK reactor model “was neither the cheapest nor the
technologically most sophisticated design available, nor did it have the most substantial track
record” (p. 1320), yet by choosing RBMK as the national nuclear reactor, Soviet Russia had
envisioned a future in which RBMK is capable of providing the society with unlimited power
supply, which is considered as a sign of advancement and modernity, and is believed to be
capable of accelerating the progress of Communism.

Furthermore, Schiolin (2020) provides an example of a leading national SI in Denmark.
He explains that by adopting the concept of the fourth industrial revolution (4IR) as its national
imaginary, technology is seen as revolutionary, capable of bringing positive change to society,
and that the future with 4R is depicted as inevitable. According to this depiction, policies in
Denmark strive to ensure a smooth transition to this inevitable future. Actions and modes of
being congruent with the techno-positive aspect of 4IR are encouraged, while others are
marginalized/discouraged. As a result, such hegemony in the Danish government has led to a

neglect of democratic and ethical value.

Multiple National Sociotechnical Imaginaries
Other than the idea that each country has one leading SI, the works of many researchers have

revealed that state actors can have various Sl for a particular technology to help inform policies
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and decision-making process.

In the context of the fourth industrial revolution (4IR), many argue that technology is
revolutionary, capable of bringing about inevitable change in society. As a result, in order to
succeed in the coming global competition, countries must adopt and adapt to the 4IR rhetoric,
as well as make decisions and allocate funds accordingly (Schiolin 2020; Vivente and Dias-
Trindade, 2021). Similarly, the growing prominence of the “Big data” discourse has led the
European Commission (EC) to perceive an upcoming global competition driven by big data
rhetoric. Therefore, in order to maintain its global competitiveness and ensure a leading
position in the global market, the commission has decided to fully embrace this digital trend
(Rieder, 2018).

Instead of a single leading SI that informs the policies within EC, Rieder has identified
three SI envisioned by the commission. EC’s first SI depicts the big data trend as a perfect
opportunity to boost the union’s economy, and in order to do so, it is perceived that regulations
should not constrain the development and innovation of technology. Second, big data is viewed
as a means for the government to provide improved social services, because it is believed that
by incorporating technology and big data management into the administrative process, it
increases “government efficiency and effectiveness” while reducing the costs (p. 5). Third, big
data is envisioned as capable of providing evidence-based policies and informing the decision-
making process.

These three SI co-exist peacefully and together guide the European union’s (EU) policies
and the direction of its development. The economy is viewed as a crucial factor that will
influence the Union’s position in the global competition driven by the big data rhetoric. To
ensure a leading position, risks associated with technology are downplayed, and it is argued
that regulations should make space for technological innovation.

Mager’s 2017 research on search engine imaginary is another example of multiple national
SI. According to Mager, the European Union perceived information and communications
technology (ICT) to be beneficial for economic development; however, with an increase in

incidents and controversies surrounding ICT (such as the Snowden leak and the Google Street
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view incident in Austrial), state and public discourse have shifted from a techno-euphoric
attitude to one that emphasizes citizens’ fundamental rights. As a result, the EU envisions itself
as the “guardian of citizens’ personal data” (p. 249), and that policies and regulations should
be designed towards privacy protection (protecting citizens from the control and influence of
multinational ICT corporations such as Google and Microsoft). However, instead of being a
homogenous entity, Mager argues that Europe is envisioned as a “multiply imagined
community” (p. 255), with policies and decision-making process shaped by different member’s
ICT imaginaries.

For instance, while some members believe ICT technology violates citizens’ privacy and
that strict legislation is required to ensure privacy and safety, such vision and belief are
perceived by other EU members as posing a negative impact on national economy, overlooking
the argument that this emphasis on the economy and the call for lenient regulation has resulted
in “high costs and competitive disadvantages for European companies” (p. 254). These
different imaginaries may appear to be conflicting, yet instead of competing for dominance,
they collectively contribute to the negotiations of the EU’s data protection policies and
legislations.

In conclusion, as Mager writes, “sociotechnical imaginaries should not be seen as

monolithic or stabilized, but rather as multi-faceted and dynamic” (p. 256).

Sociotechnical Imaginaries as Dynamic and Contextual
Indeed, state actors may have various SI to help inform policies, this section reveals that SI can
not only vary according to groups but change over time.

In their 2022 research on how newspapers construct and shape the sociotechnical
imaginaries around digitally mediated touch and communication technologies. Mackley and
Jewitt state that news media is considered as an indispensable part of people’s social lives, and
that by revealing the sociotechnical imaginaries shaped and disseminated by news media, they
will be able to see how the development and adoption of certain technologies create a

collectively held vision of the future while shaping the societal response at the same time.

1 Google’s Street View project was banned for violation of privacy when it was discovered to have illegally
collected WiFi data in Austria in 2010 (Mager, 2018).
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More importantly, since Mackley and Jewitt focus on the historical context of discourse
and knowledge, their research has shown how the SI around certain technologies varies over
time. For instance, Mackley and Jewitt argue that prior to Covid-19, the imaginary around
remote touch/communication technologies expressed concern that the development of such
technologies may one day replace the desire for human touch. During the pandemic, however,
the imaginary changed from a “threatening replacement” to a “bridge for interpersonal
connection” because of the elements associated with Covid-19 (such as segregation, isolation,
long-distance relationship, and lack of personal touch and intimacy etc.).

Yang, Szerszynski, and Wynne’s 2018 research on energy futures and power shortages in
Taiwan is another example of how SI may change over time. They argue that though renewable
energy is initially presented as a solution of power shortage, it is portrayed as “immature and
unviable” when nuclear energy enters the big picture. Contrary to renewable energy, nuclear
energy is depicted as “cheap, reliable, and safe” (p. 278), and is envisioned by the government
actors to be a better solution to Taiwan’s energy shortage. However, with the anti-nuclear
movement in Taiwan and the closure of Nuclear Power Plant 4 in 2015, nuclear energy, which
was once envisioned as “the only feasible way of solving this imminent power shortage” (p.

278), is now faced by debate and controversies.

Sociotechnical Imaginaries as Co-evolving

Previous subgroups of SI have pointed out the existence of multiple SI co-existing within a
national context, which may also vary across different scenarios. In this section, we will explore
how multiple SI may be dynamically interconnected, influencing and shaping one another, and
ultimately evolving through time.

In their 2021 research on electrification and biogas fuel imaginaries in Sweden, Mutter and
Rohrache focus their attention on the relationship of different SI and how four crucial qualities
of SI (spatial bondedness, materiality, contested nature, and temporality) have all contributed
to the co-evolution of the sociotechnical imaginaries surrounding electric vehicles and biogas.
They explain that biogas was at first imagined as a way to not only provide clean energy to
society and help to reduce pollution, but also to contribute to economic development and waste

management. However, Mutter and Rohrache argue that since biogas is more tied to regional
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development because of its materiality (it is transported via undersea transnational gas pipeline,
and is usually mixed with natural gas), the imaginary around biogas is more “fragmented and
unstable” (p. 94). Similarly, although electrification is recognized as an alternative national
energy supply to biogas, and its associated imaginary is less fragmented and more stable, there
are still issues attached to its imaginary. For instance, many people in Sweden have expressed
concerns that electrification alone may not be sufficient in many parts of the nation, and that a
regional supplement is needed. Therefore, Mutter and Rohrache argue that SI around biogas
and electricity should be seen as complementary, as they have together created a “new types of
imagined future transport systems” (p. 99), with biogas being imagined as “local imaginaries
of a sustainable regional future” (p. 104), and electric vehicles as national imaginaries
indicating advancement, sustainability and modernity. In this sense, we can see that instead of
competing for dominance or seeking resistance, these two different visons have shaped each
other, co-evolved through time, and together influenced the envisioned energy future in

Sweden.

Sociotechnical Imaginaries as Sites of Power

Moving on to the conflictual view on SI, researchers have demonstrated through their works
that SI can be contested, produced by a variety of actors competing for dominance or seeking
resistance.

Polleri’s 2020 research on nuclear controversies in post-Fukushima Japan reveals to us that
there can be confronting SI existing in society, and they may eventually lead to a power
imbalance. Polleri identifies two confronting sets of sociotechnical imaginaries around the use
of nuclear energy: one from the METI (the Ministry of Economy, Trade and Industry) and the
other from nuclear energy protesters. While state actors promote the use of nuclear energy,
framing it as an economic backbone of the society and a symbol of modernity and
independence; protesters compare nuclear energy to “akuma” (p. 582), a demonic force/energy
that will lead to the detriment of democratic values, and that instead of providing equal
electricity, protestors believe that nuclear energy will be used by militaries to build nuclear
weapons.

By analyzing these two confronting SI, Polleri states that there is a clear power-imbalance
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between the state and protesters (general public), and that such imbalance allows us to see how
the state uses its power to depoliticize the uncertainties raised by the activists/protesters,
framing these uncertainties as invalid or of minor importance. In this sense, the state is limiting
activists’ political engagement in order to advance the SI preferred by the authority. To put it
another way, by looking at different SI of various actors, we can now see how power is
distributed unequally among actors and how this power-imbalance plays a crucial role in
advancing a particular imaginary while limiting others.

According to Smallman (2020), such a power imbalance between the state actor and the
general public is also visible in the UK’s policy-making institutions. She explains that the
technoscientific viewpoint that informs the decision-making process in the UK depicts
technology as a problem-solver for societal issues. Guiding by the elite SI of “science to the
rescue” (P. 6), it has influenced the knowledge production process and caused a democratic
backlash. For instance, while policymakers separate science from societal/ethical issues,
perceiving the latter as “epiphenomena” (p. 4), public imaginaries express the concern that
such separation is impossible. The public imaginary insists that we have to consider the
problems produced by using science as a solution to societal issues during the policy-making
process. However, since the policymaking structures are shaped by the elite SI, such
complexity is regarded as a hinderance. As a result, imaginaries, knowledge, and perspectives
of science that do not fit with the elite SI are framed as unprofessional and illegitimate. In order
for public imaginaries to be incorporated into the policy-making process, they have to be
assimilated into the dominant SI. In this case, we can see how power is exercised by controlling
which types of knowledge/perspective are legitimate to advance an elite imaginary while
marginalizing or assimilating conflicting ones.

Sociotechnical Imaginaries as Commodified by Corporate Actors
SI may also be commodified by corporate actors, meaning that corporations may create and
facilitate specific imaginaries to promote and sell their products.

According to Bareis and Katzenbach’s 2021 research on narratives and imaginaries on
national Al strategies, various studies on media discourse have revealed an increasing presence

of business and corporate actors in promoting positive discourse around Al and emphasizing
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the benefits it may bring to the society. Similarly, Vicente and Dias-Trindade (2021) point out
in their analysis of Portuguese news media discourse of the fourth industrial revolution (4IR),
that corporate actors contribute almost half of the information sources in 4IR news. They state
that corporate actors have expressed an elite SI in which technology is seen as inevitable and
framed as a solution to economic problems. Furthermore, Vicente and Dias-Trindade
discovered that 17% of the collected news articles are sponsored by corporate actors, and that
some of the 4IR news coverage is related to industrial products. They argue that such “product-
placement logic” in the news media has made the concept of 4IR into a brand (p. 718), and that

the associated SIs (such as techno-fix) have been commodified to promote corporate interests.

Conclusion

Though the original concept of sociotechnical imaginaries focuses on one leading national
imaginary and was developed for analyzing technological policies in a certain nation, over time
various researchers utilize the concept of SI to analyze not only national policies, but media
discourse, corporate documents, or marketing materials. This has widened the scope of SI, and
the concept itself has been further developed by integrating different interpretations to its
original definition. As a result, instead of being “monolithic, linear visions of future trajectories
that are primarily enacted by state actor” (Mager and Katzenbach, 2021, p. 226), SI are multiple
and dynamic; state actors may have various SI for a particular technology to help inform
policies and decision-making process; SI can also be contested, produced by a variety of actors
competing for dominance or seeking resistance; and corporate actors may also commodify
certain SI to promote their own benefits. It is worth mentioning that SI will not only vary
according to groups but will also change over time. Finally, when we look closely at the
relationship between different SI, we may notice that they are dynamically interconnected.
These SI influence and shape one another, and ultimately co-evolve through time.

In my case, I acknowledge that SI are both multiple and dynamic. By analysing the
similarities and differences in these SI, we will be able to understand each group’s unique
perspective and emphasis with FRT. Instead of solely examining how a nation’s attitudes,
policies, or social norms may influence advocacy groups’ imaginaries related to FRT, my

analysis went beyond specific geographic boundaries. It explored diverse social perspectives,
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ethical considerations, suggested solutions, and future visions surrounding FRT across different
advocacy groups. As a result, the characteristics of these groups’ narratives make it possible to
subsume their imaginaries into a more encompassing one. The examination of this collectively
imagined SI not only reveals the groups’ universally recognized dilemmas brought by the
technology, but also how they perceive these problems, shedding light on the values and ideals

that drive their advocacy, as well as the envisioned pathways for the future of FRT.
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Chapter II1: Methodology

In this chapter, I will introduce my sampling methods and explain how I combined three
different models to serve as my analytical framework. After that, I will demonstrate how this
framework is utilized to analyze the materials.

Research Question and Goals

This research aims to explore the sociotechnical imaginaries (SI) of four advocacy groups (Big
Brother Watch (BBW), Electronic Frontier Foundation (EFF), The Surveillance Technology
Oversight Project (STOP), and Fight for the Future (FFTF)) regarding facial recognition
technology (FRT), as well as how they construct such imaginaries. In order to sketch out their
SI, I analyzed the materials on their official websites, and used narrative analysis to identify
how they envision a future with FRT. In other words, I examined the narratives they had
developed for their fights against FRT, as well as the roles they assigned to various actors that

occurred in their stories to reveal their goals and desired futures.

Research Design

The first step of my research design was to identify four different privacy advocacy groups.
Although there were many advocacy organizations to choose from, I prioritized organizations
with a higher level of online presence and more readily available information and materials, as
this would provide me with more details to delve into for my analysis.

Second, these four groups offered me diversified samples. For instance, although FFTF is
considered an independent advocacy organization, it has a strong connection with the Silicon
Valley, as it is often backed by technology companies (Levine, 2018). In comparison to FFTF,
which primarily focuses on the US, EFF operates at a global level, collaborating with various
international organizations to protect human rights and civil liberties worldwide. Conversely,
STOP and BBW provided me with a more extensive view on local and national issues
surrounding the use of FRT in the United States and United Kingdom, respectively. In this way,
I was able to acquire a more comprehensive understanding of various attitudes toward FRT and

its relating issues and concerns.

Sampling and Material

To begin, since the focus of my analysis is on how different privacy advocacy groups envision
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a future with/without the use of FRT, I specifically selected materials (blogs, press release,
newsletters, and project descriptions) from their websites that discussed issues with FRT. To
use EFF as an example, I used the search function located at the top right corner of the
homepage and entered “Facial recognition” as my keywords to access relevant materials. The
results were presented in a sorted order based on the relevance of their titles and contents to
the prompted keywords, and then I reviewed each source carefully, double-checked its
relevance, removed duplicated or repetitive materials, and transferred the contents into a word
document, which was then imported into QDA Miner for analysis. It should be noted that while
it was possible to sort these materials by date, such sorting option yielded articles that
mentioned FRT in general but were focused on a different technology.

It is worth mentioning that though FFTF’ website did not have a search function for
accessing archived materials, there was a section featuring news articles written by its members.
In order to search for articles on FRT, I used my browser’s (Chrome) search function (CTRL +
F) and entered the keywords “Facial recognition”, prompting the browser to highlight all
matches on the page. I then reviewed each highlighted article for relevance and copied the
contends into a word document.

As a result of my material collection, a total of 38 articles were collected, the detailed
information is shown in Table 1.

TABLE 1

Article Collection

Name of the # of Articles Word Count | Search Total Word
Advocacy Collected Order Count
Group
Big Brother 10 6265 Chronological
Watch (BBW) (default
option, no
alternatives)
Electronic 10 6748 Relevance (as 25,597
Frontier sorting by
Foundation date would
(EFF) not ensure the
articles’
relevance to
FRT)
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Fight for the 9 6213 Chronological
Future (FFTF) (default
option, no

alternatives)
The 9 6371 Chronological
Surveillance (default
Technology option, no
Oversight alternatives)
Project (STOP)

To organize my research materials, I created a separate word document for each of the four
advocacy group. After reviewing the contents on their website, I transferred relevant materials
to their respective documents. This way, when I imported these documents into QDA Miner,

each group had their own section, making it easier to analyze their discourse separately.

Characteristics of the Advocacy Groups

Before delving into the analysis, I believe it would be beneficial to first familiarize ourselves
with the characteristics of these advocacy groups (BBW, EFF, FFTF, and STOP). Because it is
only when we understand their motivations, goals, drives, and values, can we situate their
narratives into appropriate context.

To begin, we will review some of the common characteristics shared among these groups,
and then move on to explore the differences in their focuses.

Upon reviewing their “About US” section, we can see that all groups are determined in
their fight for people’s rights and civil liberties in this digital age. They are independent, non-
profit organizations composed of individuals from diverse backgrounds, aiming to empower
the general public with knowledge regarding current technologies and their own rights. Their
goal is to provide measures and opportunities that enable the public to defend their own privacy
and civil liberties. In other words, the groups’ missions extend beyond fighting solely for the
interests of the public. They aim to foster the emergence of a collective consciousness, where
individuals will be able to come together and fight for their rights and freedom.

In addition, these groups all employ multiple yet similar measures to advocate for people’s
rights, including but not limited to:

1. Using internet and media to communicate their findings to the public.
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2. Engaging in Parliamentary/Congressional conversation.

3. Attending legal proceedings

4. Launching public campaigns.

What is more, these groups recognize the importance of collaborating with other rights
advocacy groups and organizations, and they have received help from actors across various
fields.

After exploring their shared characteristics, now let us move our attention to their
differences. First, though they all aim to safeguard people’s privacy and rights in the face of
rapid technological advancement, their focuses differ slightly.

For instance, BBW and STOP prioritize the problem of surveillance in society. They
suggest that as more technologies are developed and adopted by various sectors, it has created
a complex surveillance network, subjecting individuals under constant monitoring and tracking.
STOP pays particular attention to the impact of surveillance on BIPOC communities,
highlighting the trauma caused by “anti-Black policing” (STOP, 2023). The group argues that
these communities are disproportionately affected by government use of surveillance
technology, and that they have firsthand experience with such technology and understand its
impacts. Therefore, their voices need to be amplified and empowered to lead the movement
against government's mass surveillance practices.

On the other hand, EFF and FFTF focus more on the relationship between the technology
and society. For instance, they suggest that despite the problems brought by technological
advancement, technology can be used to benefit society when used properly and responsibly
(STOP also has a similar suggestion).

With a basic understanding of the groups’ positions, goals, and values, now is time for us

to explore the analysis of the materials.

Material Analysis

In order to analyze my materials, I combined Propp’s (1968) model of analysing folktale,
Stone’s (1989) concept of causal stories, and components related to my own operationalization
of SI. This allowed me to create multiple narratives for the groups’ discourse on FRT, while
gaining a better understanding of how they envisioned and constructed a future utopia. I will

first provide a brief overview of my analytical schemes before explaining how I combined them
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together to reveal the narratives and the constructed futures.

Narrative Analysis and Russian Folktales

To understand the structure of folktales and shed light on historical study, Propp reviewed 100
Russian folktales (1968, p. 123) and identified 8 “sphere of actions/character archetypes (p.
79) and 31 functions. He believed that these 31 functions are essential components of folktales,
and that by analyzing these functions and character archetypes, researchers will be able to
discover the fundamental structure of the tale, the unique role of each character, and how they
interact to advance the story. Additionally, by conducting narrative analysis, it reveals to the
researchers the values, beliefs, and norms of the culture in which these stories are composed.
In other words, by analyzing Russian Folktales, researchers will be able to explore the culture
as well as the social settings during the time these stories were composed. A list of Propp’s 31

functions and 8 character archetypes is provided in Appendix A.

Stone and Causal Stories

According to Stone (1989), politicians frame issues in ways that benefit their conditions to gain
public support. She explains that political actors create their own “causal stories”, in which
they portray harmful events as being caused by certain organizations or individuals in order to
build support for their own policies. In response, the opposing parties will attempt to shift the
blame away by creating a new causal story to argue about and identify the “true cause” (p. 283).
However, as Stone suggested, political conflicts are never about finding a “true cause”, but
rather about gaining support and control by explaining why things happened in ways that
benefit their positions, and attributing responsibility for the outcomes. Therefore, by analyzing
these causal stories, researchers will be able to understand how public policies are shaped by
the ways narratives are uttered and delivered to influence public opinions.

Apart from exploring causal stories to analyze formal policy, in my case, identifying the
causal stories behind the dilemmas associated with FRT will allow me to understand how the
advocacy groups under study assign responsibility to different actors, as well as how these

groups utilize these causal stories to support their claims and proposals.

Operationalization of Sociotechnical Imaginaries

To help me in identifying advocacy groups’ SI surrounding FRT, 1 developed a SI

operationalization table (SIO). The table was composed of three major sections: the dimensions,
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the components, and the indicators (see Table 2).

This table was produced by combining Jasanoff and Kim’s 2015 definition of SI with
various researchers’ understandings and applications of this concept in their respective fields
of study. In the following paragraphs, I will first explain how I created my table before
explaining the way I combined all three models (Narrative analysis, Causal stories, and SIO)
to assist me in analyzing advocacy groups’ discourse on FRT, constructing multiple narratives,
and revealing the futures they have envisioned.

To begin, Jasanoff and Kim (2015) define Sociotechnical imaginaries (SI) as “Collective
held, institutionally stabilized and publicly performed visions of desirable futures, animated by
shared understanding of forms of social life and social order attainable through, and supportive
of, advances in science and technology”. According to this definition, there are two crucial
elements: a shared understanding of ideas in society (social life), and a shared societal
understanding of the roles and functions of actors and mechanisms (social order). These
elements served as the dimensions of my operationalization table, as they provided the
underlying structures of SI. Within each dimension, there were different components, each of
which was defined by specific indicators. For example, on the one hand, social order was
composed of various actors and mechanisms of society (state, government, law, Industry, and
economy, etc.). On the other hand, social life was constituted by a diverse set of beliefs and
ideas (futures promoted and fought; goals, values, affects promoted and fought, etc.). To
identify and analyze these components, | created a list of questions (indicators) such as “what
is the role and involvement of the state actors” and “what is public good”. This allowed me to
analyze the components and dimensions of the advocacy groups’ SI systematically and shed

light on the futures they envisioned.

TABLE 2

Sociotechnical Imaginaries: Operationalization

Dimension Components Indicators
Social Life (ideas) Futures predicted What would the future
look like if FRT was

continuously used in its
current way?
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Futures promoted and fought What are they? Why are
they important?

Goals, values, affects What is public good?

promoted/fought

Obstacle/problems encountered What are they?

Solutions/designs/measures to What are they? How do

address the problems they work? What are

their characteristics?
What are their risks or
dangers? Feasibility of
their conception,
implementation, and
adoption.

Rapport to
change/innovation/science

What speed? Promoting
continuity or rupture
with the past or the
present?

Social Order (actors and

Public/organized groups such as

What are their roles and

mechanisms) activist groups involvement?

State/government/laws What are their roles and
involvement?

Industry/economy What are their roles and
involvement?

Decision process regarding the Who makes the

technology decision? How do they
make the decision?

Monitoring/Safeguarding/Oversight | Who oversights the

of the technology technology? How do
they do that?

Combining the Models

As previously mentioned, I combined Propp’s (1968) model of analysing folktale, Stone’s
(1989) concept of causal stories, and my SIO to analyze the advocacy groups’ discourse.

To begin, I used Propp’s 31 functions of Russian folktale, 8 character archetypes, and my
SIO table to help me determine the plot of the story, the role of each character, as well as their
interactions.

To accomplish this, I divided Propp’s 31 functions into four major parts based on
Brusentsev, Hitchens, and Richards’ (2012) traditional grouping methodology:

1. Functions 1 to 8: These functions together signify the beginning of the story, where the
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villain has created a dilemma? that requires the hero to address.

2. Functions 9 to 11: The situation is made known to the hero, and the hero is sent out to
remedy the dilemma. In my analysis, this section is about the hero recognizing the
dilemmas presented by the villains and providing proposals and suggestions for
counteractions.

3. Functions 12 to 19: The hero faces/is tested by the villains and fights them. This section
is about the sequence of events. In other words, it reveals how the villains present the
dilemma and how the hero fights against the villains and the challenges they pose.

4. Functions 20 to 31: The hero has addressed the dilemma and is determined to fight
against any other dilemmas brought by the villains®.

Together, these functions revel to us who the characters are, what happened in the story and

how the story advanced.

To use FFTF as an example, after reading one of their articles on FRT, I got a general idea
of what happened/was happening and who the relevant characters were. Then, based on my
SIO and the grouping strategy, I identified the roles of the participants and organized the
discourse into a general story arc. Again, the key point in this step was to sketch out the
underlying structure of the story by answering the WHO and WHAT question. To put it
differently, at this stage I aimed at examining the dilemmas created by the villains (Functions
1 to 8), the heroes’ counteractions (Functions 9 to 11: what did the heroes propose/do to address
the dilemmas), as well as the results of their counteractions (Functions 20 to 31).

With a general understanding of the structure of the story, the next question to answer was
HOW: How did the story advance? In other words, I needed to identify the sequence of events
—namely, how the villains presented the challenges and how the heroes remedy the dilemmas.

I used my SIO to help me navigate through the discourse, because each indicator of a specific

2 A dilemma in my case refers to a situation in which different actors’ development and utilization of FRT pose
risks to individuals’ privacy and civil liberties.

3 It is worth mentioning that, according to Brusentsev, Hitchens, and Richards (2012), the original definition of
function 20 to 31 focuses on how the hero defeats the villain, returns, and is rewarded for their actions. However,
the fight against different actors’ development and utilization of FRT is often a prolonged process with no
immediate results. Therefore, the groups express the commitment to keep advocating for robust regulations

governing the use of FRT, while urging for a complete/partial ban on its utilization across various sectors.
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component reveals the key factors that require me to identify. For example, by answering the
indicators for advocacy groups (as one of the components of social order), I would not only be
able to confirm the role I assigned to each character in the story, but also their involvement (i.e.,
how did FFTF fight against the use of FRT). It is worth mentioning that the answers to the
HOW question revealed the details of Functions 12 to 19.

As of this stage, I have sketched out the entire plot of a story based on how Propp’s 31
functions depict the storyline of Russian folktales. However, unlike folktales, exploring the
reasons behind the heroes’ actions is crucial for understanding the motivations behind each
advocacy group’s activities (i.e., the values and beliefs that motivate them).

In other words, once we knew what happened and how it happened, the next question was
WHY certain things happened. To answer this question, I referred to Stone’s (1989) concept of
causal stories. Instead of examining the sequence of events, the aim was to explore the
intentions and motivations that led to the outcome. To that end, I needed to identify the causal
factors for an action. For example, I could ask “why did FFTF fight against the use of FRT”.
Identifying different causal factors allowed me to understand the reasons behind FFTF’s fight
(their explanations of why it was crucial to ban the use of FRT), and their attribution of
responsibility to different actors.

When putting the answers to the WHO, WHAT, HOW and WHY questions together, the
entire plot of the story was unfolded. In the case of FFTF, now I would understand not only the
dilemma they faced and who/what caused this situation (who/what FFTF chose to blame), but
also how and why FFTF fought against the use of FRT. It is worth mentioning that the storylines
or plot generated by answering these four questions would only provide me with different
analytical structures for each group. These structures would later be reorganized into distinct
narratives, so that we could get a better look at how the story around FRT is told and presented.
More importantly, by sketching out the story and constructing the narrative, I had discovered
the social life and social order held and imagined by FFTF, as well as the future they envisioned
with/without the use of FRT.

In the following pages, I will first demonstrate how I produce a storyline for FFTF, and

then move on to the details of narrative constructions.
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First, after reading FFTF’s articles, I reorganized them according to Propp’s 31 functions
and Brusentsev, Hitchens, and Richard’s (2012) traditional grouping methodology as
introduced earlier to identify “what happened” and “who are involved”. During this process, I
used my SI operationalization table (SIO) to help me navigate through the discourse, assigning
roles to different characters, and identifying the sequence of events (“how it happened”). The
following section showcases the result for the analysis of one article.

Article Name:

e Congress needs to stop messing around and ban facial recognition
Characters:

¢ Villain: Facial recognition companies, Law enforcement agencies (LEA), Clearview Al

(CAI), FRT
e Hero: FFTF, civil rights advocacy groups, university students
e Helper: Congress/lawmakers= not so helpful helper, European Union, and many US

states

Functions 1 to 8: These functions together signify the beginning of the story, where the
villain has created a dilemma that requires the hero to address (What happened 1).
e C(Clearview (CAI) is selling its FRT to law enforcement agencies, which has raised

various concerns regarding the potential impact on individuals’ rights and privacy.

Functions 9 to 11: The situation is made known to the hero, and the hero is sent out to

remedy the dilemma. In my analysis, this section is about the hero recognizing the

dilemmas presented by the villains and providing proposals and suggestions for
counteractions (What happened 2).

o FFTF believes that the utilization of FRT by law enforcement, government agencies,

as well as both the private and public sectors should be banned when it is used for

the purpose of public surveillance.

Functions 12 to 19: The hero faces/is tested by the villains and fights them. Again, this
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section is about the sequence of events. In other words, it reveals how the villains present

the dilemma and how the hero fights against the villains and the challenges they pose

(How it happened).

FFTF and many students from 50 universities are calling on the banning of FRT at

college campus.

The European Union and several US states are considering and promoting a moratorium

on FRT.

Activists are now working together to slow down the spread of FRT.

= For instance, FFTF, in collaboration with many other civil rights advocacy groups,
has launched a campaign (BanFacialRecognition.com) urging for a moratorium on
Law enforcement and government use of FRT.

FRT vendors have start marketing their technology to state, private and public sectors.

FFTF publicly performed a facial recognition process using Amazon’s Rekognition

software to show the problematic aspects of this technology.

Technology industry and Law enforcement agencies are pushing for a “industry-

friendly regulatory framework™ for FRT.

Apart from banning the technology, FFTF also supports a restriction of “egregious” use

of FRT, such as the utilization of FRT at public housing.

Functions 20 to 31: The hero has addressed the dilemmas and is determined to fight

against any other challenges brought by the villains (What happened 3).

The campaign launched by FFTF, along with other rights advocacy groups, has led to
the rejection of FRT in many US cities. FFTF states that it will keep fighting against

2

the establishment of an “industry-friendly regulatory framework” regarding tech
industry and law enforcement use of FRT. At the same time, FFTF continues to

advocate for a ban on governmental use of FRT.

After organizing FFTF’s articles based on both the traditional grouping methodology and my

SIO, now we have a clear depiction of the characters featured in the stories, along with their
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respective roles, the dilemmas created by the villains, the measures proposed by FFTF to
address the situation, and how the group proceeds to remedy the dilemmas. The next step is to
attribute causal factors* for FFTF’s actions. For instance, when examining the second part of
the grouping (Function 9 to 11), this section reveals the actions suggested by FFTF to different
actors to address the dilemmas posed by the villains. If FFTF argues that the Internal Revenue
Service (IRS) must terminate its contract with ID me, then, using Stone’s (1989) concept of
causal stories, we are looking for causal factors that explain the rationale behind FFTF’s
proposals and actions. Additionally, we will be able to identify to whom FFTF assigns
responsibility. Here is a list of the causal factors I have identified for the same article as
exemplified above:

a) Why should the government ban the use of FRT by law enforcement, government
agencies, as well as the private and public sectors if it is used for the purpose of
public surveillance.

—1. According to FFTF, “weak, industry-friendly regulation” of FRT will only help
the adoption of the technology to spread further.

—2. FRT poses threats to “public safety and basic liberty”.

—3. It has also threatened individual’s privacy and human rights.

—4. The technology must be banned because it can never be used safely.

—5. The algorithm is biased, and the use of FRT only exacerbates pre-existing
discrimination.

—6. FRT is “a software for tyranny”.

—7. FFTF’s public demonstration of Rekognition’s capability has shown the fact that
FRT is “invasive and dangerous when it works”, but it is equally dangerous when it

does not work.

After identifying these four factors (what, who, how, and why), now we have a general

4 Causal factors are the underlying elements that provide explanations for the occurrence of a particular incident
or an individual’s action. In our case, we are looking at the reasons behind different advocacy groups’ proposals
and actions. For example, we can explore the factors that explain these groups’ belief that the utilization of FRT

by different actors should either be banned or regulated.
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structure/storyline of FFTF’s narratives. However, this general structure can be quite confusing
since it encompasses a mixture of all the characters present in my collected materials for FFTF.
In order to establish some distinct narratives, the next step is to separate and categorize the
storyline of these 10 articles based on the villains and their relationships as identified by FFTF.

To be more specific, we can deduce from this general storyline that FFTF has identified
the state, private sectors as the villains of the story, and the group perceives the collaboration
between these two sectors as problematic. In order to make the narrative construction process
easier, this general storyline is divided into 3 types of stories: a) State sector as the villain, b)
Private sector as the villain, c) Collaboration.

The new storylines are organized in the chronological order of what happened, how it
happened, and why it happened. It is worth mentioning that the constructions of these storylines
for all groups followed the same manner. Ultimately, with the help of these storylines, we will
be able to craft some distinct narratives.

To conclude, the organized storylines for each group reveal that, unlike STOP, who does
not identify the private sector as a potential villain in the story, the remaining groups (EFF and
BBW) share the same three storylines as FFTF. It is worth mentioning that while BBW also
identifies some members from the public sphere as villains (such as publicly funded research
institutions) in some instances, such discourse is primarily centered around the problematic
aspects of collaboration between the state and private/public sectors. Therefore, I categorized
this type of discourse into the aforementioned collaboration category shared by the other three
groups. In the next chapter, I will showcase the constructed narratives for each group based on

these storylines to examine how they present and address the dilemmas associated with FRT.
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Chapter IV: Narrative Construction

Introduction

In this chapter, I demonstrate that although the four advocacy groups (FFTF, BBW, EFF, and
STOP) in this study all have expressed a negative attitude towards the utilization of facial
recognition technology (FRT) by different sectors, all the groups maintained a clear separation
between the public and private life, as exemplified in how they differentiate and treat public
and private surveillance® differently. Additionally, they emphasize the necessity of commercial
competition, as well as highlight the needs for public education to ensure privacy and
democracy. Notably, instead of challenging the fundamental power structure, the groups’
positions and imaginaries align with and reinforce modern liberal ideals.

As a reminder, this study aims to answer two questions: a) what are the sociotechnical
imaginaries (SI) of different advocacy groups regarding FRT, and b) how did the groups
construct such imaginaries? By addressing these questions, I aim to understand how the groups
advocate to invert the dominant imaginaries surrounding FRT and surveillance, as well as to
map out the utopias that populate their imaginaries.

In order to find answers to these questions, I combined Propp’s (1968) narrative analysis,
Stone’s (1989) casual stories, and my own SI operationalization table (SIO) to analyze the
materials posted on the official websites of these advocacy groups.

In the following pages, we will construct three unique narratives for each of the following
groups under study, FFTF, BBW, and EFF, and two for STOP. In other words, this chapter
presents the results of my vertical analysis for each group.

Narrative Construction
As demonstrated in the methodology chapter, after analyzing each groups’ discourse on FRT, |
organized each of their general story structure into three distinct storylines®. Two of these

storylines feature a distinct villain, while the third focuses on the relationship between the

5 According to the advocacy groups, while the use of FRT for public surveillance must be banned to safeguard
the general public, its utilization for private surveillance is perceived as more acceptable and only requires robust
regulations and privacy protection measures.

6 |t is worth mentioning that STOP has only two storylines. In the selected articles, the group focuses exclusively

on the utilization of FRT by state actors and the collaboration between the state and private sector.
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villains previously identified by the advocacy groups under study. These villains include state
actors (i.e., the metropolitan police, the NYPD, the Home office), private actors (i.e., FRT
company), and public actors (i.e., public research institutions).

In the following sections, I will first provide a reminder of the basic analytical structure
for each story, along with a brief description (Who are the characters? What happened? How it
happened? Why it happened?)’ before putting together a narrative for each storyline®.

In my analysis, a well-crafted story is composed of four important components: the
characters, the events that occurred (what happened), the ways these events unfold (how it
happened), and the underlying reasons behind the events (why it happened). Though these four
parts are seemingly independent of each other, together they create a complete picture of a story
and illuminate its significance.

1. Characters: The characters of a story play an essential role in advancing the plot. Each
character is distinct and has a unique role. They have goals, ideals, and values that may
sometimes clash with other characters’, leading to conflicts in the story.

e Villain = the actors who are producing /using FRT in ways that results in causing
harms to the general public during the process.
e Hero = Individuals/organizations that fight against/disclose concerns regarding
the use of FRT.
e Helper = The allies or supporters of the hero
2. What happened: This is the base of the story. By answering “what happened” in the
story, it reveals to us the basic structure of the story and it offers us a summary of the
events that happened in the story.
3. How it happened: This is the sequence of events, by answering the HOW question, it
shows us the key stages in the narratives and reveals to us the ways these events are

presented to the readers.

7 Please refer to Appendix B-l for detailed construction processes.

8 While the narrative is about how the story is told and presented, the storyline is the analytical structure | put
together for each article. It highlights the events and their sequence within a story, as well as the causal relations
among different actors and events in the story. In other words, the storyline reveals the basic

structure/progression of a narrative.
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4. Why it happened: In order to answer this question, our aim is to identify the casual
factors that led to the events in the story. By answering the WHY questions, we can

uncover the underlying motivations and fundamental reasons behind the events.

When we put all four elements (who, what, how, why) of the story together, different narratives
unfold before us. We will start with the three narratives that I extracted from Fight For The
Future (FFTF), an American advocacy group that states its mission as ensuring technology is

used as a force to empower people.

Fight For The Future

Narrative 1: State Sector. One of the major dilemmas identified by the hero, FFTF, is the
systematic discrimination within law enforcement agencies. There have been several instances
where police targeted and mistreated people of color, causing further harms to the marginalized
population. Now with the advancement of technology, law enforcement agencies are provided
with a range of “high-tech” tools to incorporate into their practices. Regrettably, despite the
original design purposes of these technologies, some are being used in ways that exacerbate
the pre-existing discrimination in society, while others possess inherent characteristics that
enable and lead to its misuse. According to FFTF, FRT is a technology just like this, and as
such it is an opponent to the quest for unbiased identification practices.

The hero reveals that FRT has enabled certain forms of surveillance. For instance, now law
enforcement and various government agencies have turned into villains who utilize FRT to
constantly surveil millions of Americans without their consent or knowledge. It is even more
problematic that the use of FRT by law enforcement is often without strict regulations or
guidelines. Many police departments use FRT without informing their superiors, highlighting
a lack of transparency in police conduct and the missing of proper oversight. Additionally,
police have been found to utilize FRT during public demonstrations to identify and track
protesters. As a result, this has threatened people’s freedom of expression and civil liberties.

Furthermore, apart from identifying the state actors as the villains of the story, the hero
also emphasizes how the unique characteristics of FRT have turned the technology into another

villain. The hero acknowledges that the algorithm is “racist, biased, and discriminatory” (FFTF,
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2021), as it has a higher misidentification rate for women and especially people of color. This
has led to wrongful arrests and imprisonments of many innocent people, and FFTF argues that
it may even lead to physical harms or death. FRT is described as “authoritarian and dangerous”
(FFTF, 2020) as the technology is perceived as an “Orwellian technology”, capable of constant
monitoring and identification of a large number of individuals, eventually turning the society
into the one portrayed in George Orwell’s fiction, 1984.

Another concerning qualities of this algorithmic villain is its “toxicity”. FFTF argues that
the technology’s dangerous and invasive nature have not only sparked many political
controversies, but also infiltrated into our society slowly and unknowingly, causing irreversible
harms like toxic gas.

Additionally, the hero draws an analogy between FRT and nuclear/biological weapons.
This implies that there is no way to provide proper guidance regarding the utilization of FRT
while ensuring the safety of the general public. In other words, even with strict regulations,
nuclear or biological weapons are at risk of being misused, and the consequences of such
misuse are dreadful and unthinkable. FFTF believes that the situation with FRT is similar, and
that it may be impossible to properly regulate this technology when it is applied in public
contexts.

Taking into account of these dilemmas, many lawmakers have expressed concerns
regarding the impacts of FRT. However, the hero suggests that these potential helpers must
now take concrete steps by banning the use of FRT by state actors. What is more, it is worrying
that some lawmakers attempt to align with the perspectives of the villains, such as the “Big
Tech” companies and law enforcement, necessitating and justifying the utilization of FRT in
certain incidents or on certain populations (i.e., to identify and arrest the protestors during the
Capitol Attack).

Under situations like this, FFTF expresses the concern that if we allow the widespread use
of FRT continues, we may step into a future where we will be constantly oppressed and
controlled.

In order to address the problems brought by FRT, the hero, FFTF, contends that it is crucial

to recognize that the issues lie not only with the technology itself, but also with the individuals
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who use it. The algorithm of FRT is equally problematic as the manner in which it is utilized
in police practices. In order to tackle the dilemmas, the group has launched several campaigns
along with other rights groups advocating for the banning of FRT in the state sector, and it has
achieved many successes in its fights. FFTF states that it will continue to fight to protect
people’s privacy, security, and civil liberties from the invasive use of FRT.

Narrative 2: Private Sector. Not only the state sector, but the private sector has also
started using FRT to surveil the general public. Unsurprisingly, private sector is another villain
identified by the hero, FFTF.

To begin, FFTF points out that many retailers use FRT to monitor and discipline their
employees, making sure they always stay productive. Additionally, as soon as the customers
enter a store with FRT installed, they will be immediately subjected under constant surveillance
and identification, posing a risk to individual’s privacy and rights.

What is more, there are risks that FRT in store may be used in discriminatory ways, such
as the targeting of members from BIPOC (Black, Indigenous, and People of Color)
communities, and the profiling of customers. It is worth mentioning that these dilemmas are
not only results of human biases, but rather a combination of human’s biased decision-making
and the biases inherent within the algorithm. For instance, FRT has a higher misidentification
rate, especially for the BIPOC community. When relying on FRT for identification purposes,
the biased algorithm will affect individuals from these communities disproportionally,
eventually leading to targeting and discriminatory treatments.

The hero argues that it is unethical and authoritarian for retailers to subject their employees
and customers to constant, covert and potentially discriminatory monitoring and identification.
Their use of FRT is deemed “un-American” and “unwarranted” as such utilization infringes
upon individuals’ privacy and human rights, contradicting the democratic values the U.S. is
aligned with.

To address these dilemmas, FFTF, along with various rights advocacy groups, have
launched a campaign® to call on U.S. retailers to stop the use of FRT on shoppers and

employees. As a result, many retailers have acknowledged the public’s negative attitudes

® The campaign, “Ban Facial Recognition in Stores”, was launched on July 14, 2021.
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towards FRT and confirmed that they would refrain from using it in stores. The hero states that
it will keep mobilizing the public to reach out to other retailers.

Apart from the retailers, FFTF reveals that FRT vendors often present their technology as
a means to bring conveniency and “personalization” (FFTF, 2021) into people’s daily lives.
These corporate villains seize every opportunity (i.e., the COVID 19 pandemic) to promote
their technology and maximize profits, without considering the impacts of FRT on people’s
rights and safety.

Furthermore, the hero utilizes the controversies and incidents around Facebook’s (FB)
facial recognition program to highlight the inherent self-centered and greedy nature of the “Big
Tech” companies. For instance, even though FB announced that it would stop using FRT for
its “Tag Suggestions” feature, the technology continues to be adopted in other platforms and
services owned by FB!C. At the same time, though FB is ordered to delete the database that
contained its users’ facial biometrics, due to a lack of independent oversight and assessment, it
would be impossible to know whether the data was really deleted.

Additionally, in order to promote the idea of a “metaverse”, where individuals are able to
interact in virtual realities, FB/Meta!! sells equipment like headsets that can track the wearer’s
eye movements and facial information.

FFTF argues that the situation with FB/Meta is concerning, because first of all, FB has
dominated the digital world and it exerts a great influence over people’s choice of social media
platforms. This dominance/monopoly enables the sharing of data across its various platforms,
leading to the collection of a large amount of personal data. This situation has raised a
significant risk to individuals’ privacy and online security.

Moreover, as individuals interact in the metaverse, the production and collection of more
personal data become inevitable. People’s’ biometric information is collected, analyzed, and
stored unknowingly, which further exacerbating concerns about users’ privacy and the potential
of data misuse.

The hero suggests that in order to put an end to private sector’s misuse and abuse of FRT,

10 Sych as Meta, Instagram, and Oculus, etc.
11 On October 28, 2021, Facebook rebranded itself as “Meta”.
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and safeguard people’s rights and privacy, Congress must now enact more Federal data privacy
legislations, and allocate sufficient resources to make sure such legislations can be enforced
properly. The hero further argues that it is crucial to ban the private sector’s use of FRT in a
public context, and insist that when such technology is deployed, the acquirement of
individuals’ consent is a prerequisite.

Furthermore, FFTF suggests that to address the dilemma with Big Tech’s monopolization
of the digital space (such as FB and its multiple social platforms), it is necessary to enact
legislation that provides opportunities for smaller companies to compete and offer “alternatives
to major platforms” (FFTF, 2021). In other words, fostering competition gives rise to more
services and choices for individuals to choose from. By bringing equality to the digital space,
smaller companies will be able to innovate and offer unique services to suit different user’s
needs and preferences. Moreover, addressing such monopoly also reduces the Big Tech’s
ability of conducting mass data collection and analytics. As competition increases, Big Tech
companies may face more inquiries and pressures to prioritize their users’ privacy and data
protection. As a result, people may be empowered by being able to choose services and
platforms based on their preferences and gaining more control over their own data.

Narrative 3: Collaboration. The widespread utilization of FRT in both the state and
private sectors has spurred a collaboration between them. This collaboration between the two
previously identified villains has also introduced certain dilemmas into the picture.

In order to gain more profits, FRT vendors such as Clearview Al (CAl) all start marketing
their products to state actors “aggressively”, while disregarding the negative impacts their
technology may have on the general public. For instance, CAI has exploited the COVID-19
pandemic to promote and sell its technology. The company suggests that incorporating their
facial recognition program into existing CCTV networks is crucial for more effective contact
tracing and public safety during the pandemic. However, according to the hero, FFTF, such
measure will subject individuals to constant monitoring, identification, and tracking. It not only
grants police access to individuals’ health information, but also their locations, posing a threat
to people’s privacy and civil liberties.

Apart from capitalizing on the pandemic, some corporate villains resort to lies to promote
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their technology. FFTF reveals that under pressure from heroes like rights advocacy groups,
FRT vendors tend to advertise their algorithms as verification'?, instead of recognition??, so to
distance their technology from the controversial FRT. However, ID.me was found to be lying
about not only the algorithm of its matching strategy, but also the number of unemployment
benefit fraud cases, with the intention of securing more government contracts. Together, these
incidents indicate that certain FRT vendors, like ID. me, are willing to prioritize their profits at
the cost of their integrity, reputation and people’s privacy and rights.

When moving our focus to the collaboration between the villains from both the sate and
private sectors, the hero points out that due to a lack of regulations and oversights on private
sector’s collection and processing of users’ personal data, the collaboration may pose a risk to
individuals’ privacy and data security. Additionally, the use of FRT in government services
presents challenges for marginalized communities due to issues with “accessibility and
accuracy” of the technology. For instance, FRT has a high misidentification rate among people
of color, and incorporating FRT into government services may result in wrongful identification
and subsequent account lockouts for users from BIPOC communities. What is more,
“economically disadvantaged” individuals may face difficulties accessing ID.me, as it requires
smart phones or computers with high-quality cameras.

Uniting as heroes in the cause of safeguarding people’s privacy and civil liberty, FFTF,
along with other rights advocacy groups, have launched a campaign'* advocating for a ban on
government and law enforcement use of FRT. The campaign later also urges the private and
public sector to stop utilizing FRT to surveil the general public in public contexts or without
the consent of affected individuals. Although the IRS terminated its contract with ID.me
regarding the utilization of FRT in its online services due to the pressure received from a 2022
petition organized by FFTF and various rights groups, similar collaborations can still be seen

in other government agencies. Our hero, FFTF states that it will keep fighting against the

12 A “one-to-one” matching strategy which compares the two photos uploaded by service users.

13 A “one-to-many” matching strategies which compares the photos uploaded by the service user with the
photos stored in the database. This is often perceived as more harmful and invasive, as the algorithm has
received a lot of criticisms regarding its high misidentification rate for members from the BIPOC communities.

14 “Ban Facial Recognition”, launched in July, 2019.
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government use of FRT and advocate for regulations to govern private sector’s utilization of
this technology.

In the following pages, we will examine three narratives that I constructed for BBW, a UK
advocacy group that aims to fight for a “free future” (BBW, 2023), and safeguard people’s

privacy and freedoms during the time of technological change.

Big Brother Watch

Narrative 1: State Sector. According to the hero, BBW, police are given far too much
discretion in making policy decisions that may influence the lives of UK citizens. They have
the authority to decide what technology to use to police the country, as well as how that
technology will be used. This has posed serious threats to democracy. One of the most
controversial problems at hand is police use of FRT.

Now, the police are using this intrusive technology to surveil and identify UK citizens
without their consent, with a particular focus on protestors and individuals with mental health
conditions. This has led to innocent people being subjected to constant surveillance, effectively
transforming them into walking ID cards, ready to be identified by the police. Additionally, the
algorithm of FRT is not without blame. With a high misidentification rate for women and
people of color, it exacerbates the discrimination of marginalized population. However, police
have refused to subject their facial recognition software to bias testing and have rejected any
opposing voices to their use of FRT. Additionally, police even justify the inaccuracy of FRT by
claiming that there is no perfect algorithm, disregarding the negative implications posed by the
risks of misidentification to society.

Furthermore, when combining these algorithmic flaws/biases with existing human biases,
FRT becomes an intrusive and authoritarian police tool, ready to surveil and identify the
individuals at any instance and transform UK into a dystopian police state. In this sense, police
have been turned into an uncontrollable villain, using the biased technology (FRT) as they see
fit.

What has made the situation even worse is the fact that, instead of acknowledging the
problematic aspects of police’s use of FRT, the Home Office (HO) has supported and defended

such usage. However, their plans and claims are misleading and false according to BBW: how
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do you build a board to oversee FRT and ensure police use this technology in line with
guidelines if there are no safeguards regulating its utilization, or guidelines for them to follow?
The HO has claimed that FRT is just an evolution of “super recognisers”, but are these human
experts capable of identifying millions of individuals across time and space everyday, as FRT
can? The HO has clarified that all facial data gathered will be deleted immediately if no matches
are found in the database, yet evidence suggests that such claim is simply untrue, as every facial
photo captured unknowingly is stored in police database for up to 1 year. In addition, though
HO argues that it would be too expensive to delete all of the collected photos, they still awarded
the South Wales Police Department £2 million to deploy FRT. Ultimately, according to our hero
BBW, HO has transformed into yet another villain, posing threats to democracy.

BBW suggests that, considering the biases inherent in the law enforcement and the
algorithm, instead of funding the police for the integration of more advanced technology into
their practices, they should use their existing resources to fulfill their duties.

According to BBW, the UK police use of FRT is problematic, as it has violated UK citizens’
right to privacy, freedom of expression, and created a “democratic vacuum” (2019 b) in the
society. In 2018, acting together as heroes, BBW launched a legal campaign against the use of
FRT by police, with the support of more than 15 rights advocacy groups. They also publicly
support the Ethic group’s statement that facial biometrics should receive the same level of
attention from the government as other forms of biometric data (i.e., fingerprints). More
importantly, BBW argues that we must not only bring police illegitimate use of FRT into
democratic inquiry, but at the same time, advocating for a moratorium on this technology before
it turns society into a dystopian police state.

Narrative 2: Private Sector. Indeed, the utilization of FRT by state actors has brought
about certain dilemmas, yet the responsibility also lies with those who develop and provide
such technology.

Our hero, BBW has expressed concerns over the unauthorized and unethical collection and
processing of people’s facial biometrics by private actors. For instance, Clearview Al, an
American facial recognition company, was found to be secretly collecting and making available

UK citizens’ facial data to the highest bidder in 2022. The company was fined by Information
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Commissioner’s Office (ICO) over £7.5 million for its illegitimate collection and processing
of personal data and was ordered to delete all previously collected and stored data. Similarly, a
few months later, an online facial recognition search engine named PimEyes was found to be
unlawfully processing millions of UK citizens’ facial images collected across the Internet,
without proper safeguards to prevent their technology from being used for surveillance
purposes. While PimEyes asks the users to use their service ethically, there are no limitations
on the type of photos users can use on their website, posing privacy risks to the individuals in
those photos.

Private sector’s handling of personal biometrics is problematic, and the cases of Clearview
Al and PimEyes are only the tip of the iceberg. According to BBW, the lack of transparency
surrounding the data collection and handling practices of these companies are concerning,
because without knowing how personal data is collected, handled, and used, people have lost
control over their own data, and it poses serious privacy risks to the data subjects. These
unregulated practices have clearly violated UK citizen’s human rights, and it ends anonymity
in society.

Similar events will continue to occur with this lack of transparency and the absence of
effective laws to properly regulate and safeguard private sector’s development and utilization
of FRT, as well as their handling of personal data. In order to battle the mishandling of
individual’s personal data and to protect UK citizens’ privacy right, uniting as heroes in this
narrative, BBW has filed a legal complaint with the ICO against PimEyes for its violation of
data protection law, and BBW proposes that now the ICO must take on the role of the hero to
protect the citizens from “these dangerous facial recognition tools” (2022).

Narrative 3: Epidemic of FRT (Collaboration). In addition to the state and private
sectors, the public sectors have also started to develop and employ FRT, and their utilization is
similarly concerning.

In 2017, the Bristol Robotics Laboratory planned to use FRT at train stations to enhance
travel experience. In this sense, instead of train tickets, people are able to use their facial
biometrics as tickets, avoiding the need to wait in line to enter or exit the barriers. This seems

to be quite convenient, and Professor Lyndon Smith at the laboratory believes that in the future,
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individuals’ faces will be the key to doing whatever they want in the modern world. However,
such convenience is not free of concern. The hero, BBW argues that the use of FRT by the
public sector may encourage and lead to collaboration between the private/public actors and
the state actors, and such collaboration between the previously identified villains may
eventually introduce certain dilemmas into society. BBW has warned the government that this
collaboration, as well as the lack of regulations, monitoring and transparency regarding data
collection practices in the private and public sector, may raise some privacy concerns. However,
the UK government paid no attention to their warning.

According to our hero, we are faced with an epidemic of FRT, and it is eroding our
democratic values and threatening our right to privacy. Many private and public actors perceive
government’s inaction regarding FRT as a greenlight for their illegitimate development and
deployment of the technology. Looking back on the use of FRT at train stations, BBW argues
that our faces are no longer private to us. They were reduced to binary codes and stored in the
system. Once we give the private and public sectors access to our facial data, it may not only
be shared with the state for policing and safety purposes, but it also poses serious risks to
security and privacy. We are constantly monitored, tracked and identified whenever we appear
under a CCTV camera, and unlike password, which we can change at will, facial biometrics
are unique to each individual. Therefore, if the database containing our facial information is
breached or lost, this data could be used for identity theft. Eventually, we may end up living in
a society where there is no right to privacy.

Though some argue that the collected data will be encrypted and thus safe from security
breaches, BBW expresses the concern that, given the government’s history of weakening and
abandoning encryption measures, the group does not trust the government’s ability or claim to
secure citizens’ personal data.

BBW states that with this epidemic of FRT, the UK is gradually transforming into a
surveillance state, and is on the path of becoming “the most surveilled democracy in the world”
(2019a). According to BBW, regulations regarding FRT are insufficient to pull us out of this
democratic vacuum and will only provide the private sector with a defined space to conduct

public surveillance and monitor the citizens. Under a situation like this, BBW states that we
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must subject the use of FRT by different sectors and their handling of personal information to
democratic investigation and proper oversight, while advocating for a ban on any use of FRT
for the purpose of public surveillance. It is only then can we ensure that our society does not
transform into an authoritarian state devoid of privacy and democracy.

Moving on to the narratives of the next advocacy group under study, EFF is an American
based NGO who states its mission as to ensure that technology is utilized to support “freedom,

justice, and innovation for all people of the world” (EFF, 2023).

Electronic Frontier Foundation

Narrative 1: State Sector. In 2011, the FBI announced that it would build a “bigger, faster
and better” (EFF, 2013) biometric database, including an updated facial recognition program.
This database was designed to be shared across different agencies and with foreign countries,
with the inclusion of innocent people’s facial images. These plans alone raised some serious
concerns regarding the infringement of people’s privacy and civil liberties, as they would
enable massive and yet covert monitoring, identification, and tracking of not only suspects but
innocent people.

What makes the situation worse is the FBI’s unshakable determination to roll out this
database and its facial recognition program, despite the lack of thorough review regarding the
potential technological impacts on the general public®®. EFF, along with other rights advocacy
groups, have united as the heroes and demanded that the villain, FBI, release relevant
information regarding this new database and have argued that a public debate is needed to
determine its acceptability. However, against many opposing voices, the database was
eventually deployed and gradually enhanced over the years, enabling a massive surveillance
network.

As time goes by, an increasing number of government agencies have also started to adopt
FRT into their practices, leading to various dilemmas in its utilization.

To begin, FBI’s Next Generation Identification system (NGI) has created a shared facial
biometric database that allows different government agencies to access and share their own

collection of individuals’ facial images. For instance, the Department of Motor Vehicles (DMV)

15 FBI has not updated its Privacy Impact Assessment (PIA) for several years.
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can share driver’s photos with the NGI database, allowing law enforcement agencies to conduct
facial verification and identification of suspects. However, due to a lack of regulations and
guidelines, these facial biometrics are at risk of being misused, raising concerns for people’s
privacy and rights. Moreover, this unrestricted access to and sharing of facial biometrics
facilitates a “perpetual facial dragnet” (EFF, 2018), enabling the large-scale collection,
identification, and storage of individuals’ facial biometrics.

When focusing our attention on another villain identified by our hero, law enforcement
agencies, they may argue that such high-tech equipment will help solve and even prevent
crimes. However, the reality differs from these claims.

For instance, people should have the freedom to participate in peaceful gatherings and
demonstrations and express their beliefs openly. Yet, police have been found to frequently
utilize FRT to identify and track protesters during peaceful demonstrations, causing harm to
individuals’ civil liberties.

What is more, though the San Diego police department’s drafted policy requires the
officers to obtain individual’s consent before taking a photo, many officers choose to rely on
their “spidey senses”!® (EFF, 2015). In other words, if an officer instinctively perceives
someone as “suspicious”, they will choose to utilize FRT without regard for the policy’s
guidelines.

Now, moving on to the technology itself, the algorithm of FRT is equally flawed and
problematic, as it is prone to errors and misidentifications, especially for women and people of
color. However, the problems escalate when we combine the manner in which FRT is used by
government agencies and the algorithm itself.

For example, in order to produce a match through the algorithm, police analysts may edit
the photo by modifying individual’s facial expressions, adding special effects to improve the
quality of the image, or using 3d modeling to create non-existent facial features in the photo
etc. Yet, these editing all increased the risks of misidentification. Moreover, the accuracy of

identification results can also be influenced by the database used by police. This is to say that

16 Spiderman’s ability to be hyper-aware of the surroundings, sensing and preventing dangerous before it

happened.
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when conducting facial recognition, police may utilize their own criminal databases. However,
because of an already biased police practices, mugshots stored in these databases are composed
mainly of individuals from over-policed and marginalized communities. In this sense,
individuals from these communities are more likely to be affected by the resulting
misidentification. As a result, police use of FRT may further exacerbate the pre-existing
discrimination in society.

Additionally, since FBI’s NGI facial recognition program is used by all levels of
government agencies, it is essential for the FBI to ensure the accuracy of their recognition
system and take measures to prevent FRT from being used in a manner that may result in
innocent people being falsely identified as suspects by its external partners. Unfortunately, the
FBI has done none of these.

As the hero, EFF has also highlighted the lack of transparency in police use of FRT. For
instance, police keep the specific processes of their FRT utilization and the adopted facial
recognition algorithm secret. This lack of knowledge has posed a challenge when it comes to
questioning police utilization of FRT, such as assessing the validity and the trustworthiness of
the identification results. It is also worth mentioning that once potential matches are identified
by the algorithm, human reviewers may still be influenced by their own biases when making
judgements and decisions.

To address these dilemmas and safeguard people’s rights and civil liberties, our hero
argues that lawmakers and regulators must now act to limit the collection of individuals facial
biometrics and subject FRT to independent oversight. It is also crucial to make transparent law
enforcement agencies’ development and adoption of FRT. Additionally, EFF urges the public
to be concerned about the government’s plan to enhance the ability of their facial recognition
system and be aware of its potential impacts. By doing so, people will be able to properly assess
the situation and together oversight the development and utilization of FRT.

Narrative 2: Private Sector. Apart from the state sector, there has been an increase in
private sector’s use of FRT. According to the hero of this narrative, EFF, actors in this sector
recognize the potential benefits that the adoption of FRT can offer. They are willing to subject

individuals to constant surveillance, causing privacy concerns in the process, all in pursuit of
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greater profits. Despite the existence of bills and regulations that aimed to safeguard people’s
privacy rights, such as the “Illinois Biometric information Act”, various members from the
private sector are attempting to repeal bills like this and promote a more “industry-friendly”
framework (2016). In this sense, private sector is another villain identified by the hero.

Additionally, in a meeting organized by the National Telecommunications and Information
Administration for the drafting of a “voluntary code of conduct” regulating the utilization of
FRT by private companies, the industry stakeholders rejected proposals put forth by privacy
advocates, such as the requirement for consumers’ consent prior to the collection of their
biometric data.

These instances reveal that when it comes to their own profits and interests, corporate
villains are willing to sacrifice their consumers’ privacy, security, and rights in exchange for
their own benefits. In other words, they prioritize their self-interest above all else.

To address this dilemma, EFF has joined forces with other privacy advocacy groups to
advocate for new regulations and bills that protect people’s privacy and rights from private
sector’s invasive use of FRT, while defending existing privacy bills from being attacked and
repealed by corporate actors.

Narrative 3: Collaboration. So far, we have seen the adoption of FRT by both the state
and private sectors, which has resulted in the establishment of a massive surveillance network.
However, as time goes on, a collaboration between these two types of villains has been pushed
to the surface.

According to our hero, EFF, corporate villains often describe the technology as a “silver
bullet”. This implies that FRT vendors and advocates present the technology as a quick, easy,
and almost magical solution for law enforcement. However, EFF argues that FRT does not
work as advertised, and the reality is far more complex.

One example of this collaboration is the partnership between the Internal Revenue Service
(IRS) and ID.me. EFF highlights the lack of regulations and privacy restrictions governing the
private sector’s collection and handling of personal data. As a result, the IRS’ collaboration

with a third-party FRT company has posed privacy risks to its service users.
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Our hero argues that apart from the collaboration, FRT itself is a dangerous technology
with the potential to become one of the most pervasive and intrusive surveillance technologies.
When such a technology is incorporated into government services, individuals are forced to
give up their privacy in exchange for accessing these services. This is dangerous and
unnecessary, especially when the companies that provide this technology are not bound by
federal rules and laws that regulate state actor’s use of FRT. In this sense, when forcing
individuals to entrust their biometric data to a third party, their personal information is at risk
of being misused.

The collaboration between the IRS and ID.me has received critiques from not only the
public (such as rights advocacy groups like EFF), but from various branches of government.
Consequently, the IRS terminated its contract with ID.me. However, EFF contends that many
state and local government agencies still use or plan to use FRT for user identity verification
under the disguise of ensuring “safety”. The hero states that it will keep fighting for a ban on
government use of FRT.

Finally, let us now shift our attention to STOP, an American-based rights advocacy group
that primarily focuses on issues related to surveillance and surveillance technology in New
York City. The organization’s works highlight the discriminatory impacts of surveillance on
marginalized populations, and it fights to ensure that technology is used ethically and with

proper regulation and safeguards.

Surveillance Technology Oversight Project

Narrative 1: State Sector. With the advancement of technology, there has been a surge in
Al-powered surveillance technology. Among these technologies, FRT is one of the most
controversial surveillance tools utilized by law enforcement. According to our hero, STOP,
police have slowly incorporated FRT into their practices to aid their investigations. Yet,
dilemmas have occurred along with its utilization, and these problems originated not only from
the technology itself, but the manner in which police utilize it.

Firstly, contrary to the powerful and accurate tool advertised by many technology
companies, FRT is biased and dangerous. The accuracy of the algorithm depends not only on

the quality of the photo provide for identification, but also the inherent qualities of the
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algorithm.

Our hero suggests that when a technology is developed, a series of “decisions and
assumptions” are made that can influence the reliability of the technology. These choices and
assumptions not only affect the technological accuracy but also introduce biases into the
algorithm. Consequently, these fundamental factors significantly influence the functioning of
the technology.

For instance, STOP highlights a lack of diversity!’ in the photos used to train the
algorithm of FRT. As a result, it has a higher misidentification rate for women and people of
color. This has led to many wrongful arrests and imprisonments of innocent individuals, further
exacerbating discrimination against marginalized population in society.

To expend on the problems inherent to the algorithm, it is crucial to examine its real-world
applications and impacts. According to the hero, FRT has facilitated a new form of surveillance,
infiltrating our lives and subjecting us to constant identification and tracking without our
awareness. This invasive technology has become a driving force behind the establishment of a
“dystopian surveillance state” (STOP, 2020). Now, shifting our attention to the law
enforcement, it becomes evident that the problems arise not only with the inherent qualities of
the algorithm of FRT, but also with its users. STOP has identified law enforcement as one of
the villains that utilizes FRT as a tool, bringing certain dilemmas into society. Our hero has
specifically highlighted a lack of transparency and oversight in police conduct, emphasizing
how the use of FRT by law enforcement may exacerbate the infringement on our privacy and
civil liberties.

For example, though FRT has been shown to have a higher misidentification rate for people
of color, police continue to use this biased technology to target the already over-policed
communities. This effectively transforms individuals’ bodies into “government tracking
devices” (STOP, 2021), all while using fundings and donations to purchase more surveillance
tools without City Council oversight. What is more, when the photo of a suspect is of low

quality, police analysts may resort to editing the photo using software like Photoshop to force

17 Stop reveals that the algorithms of FRT are usually trained with photos of “middle-aged white men”. This

decision has introduced biases and limitations to the performance of the algorithms.
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a match through the algorithm ® . However, such edits only increase the risks of
misidentification and wrongful arrest.

Moreover, due to the impacts of the Capitol Attack incident, even those who once criticized
police practices have begun promoting and justifying the use of FRT, arguing that it is crucial
to empower the police. Yet, according to STOP, this perspective is misguided.

The hero argues that the police already possess enough power — perhaps too much power.
They have the discretion to decide when, how, and on whom FRT is used, without any oversight
body to assess and regulate their use of such invasive technology. In addition, despite public
criticism of police use of FRT, law enforcement not only rely on the algorithm to make
decisions for them, but also use the results of FRT as evidence to support their biased beliefs
and conduct. What is more, NYPD even refused to disclose relevant information regarding the
FRT it has used, such as how the technology works, when it is used, and the accuracy of the
algorithm. Such disregard for transparency may further exacerbate systematic discrimination
in society.

STOP asserts that FRT is treated by the law enforcement as nothing more than an advanced
toy, indicating a lack of awareness within police departments regarding the inherent biases and
potential negative effects associated with this technology. When such unawareness is combined
with an already biased system, it threatens individuals’ privacy, human rights, and civil liberties,
and may eventually lead to the erosion of democracy.

In light of this dilemma, our hero contends that instead of giving police more surveillance
technology to target and surveil marginalized communities (figuring out how to empower
police), it is crucial to not only address the systematic discrimination within law enforcement
agencies, but also establish a civilian oversight board to evaluate the surveillance technologies
purchased and used by police and protect the general public from police misuse of these
technologies, while advocating for a ban on invasive technology like FRT.

In order to achieve such a goal and safeguard people’s privacy and civil liberties, STOP,
along with other rights advocacy groups, united as the heroes and launched a global campaign

in 2021 to call for the banning of FRT not only in New York, but several other cities over the

18 Such as adding special effect to improve the quality of the image.
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world. Moreover, due to collected efforts’®, the “Public Oversight of Surveillance Technology”
(POST) was passed in 2020, which requires transparency in police policies and practices, and
establishes a civilian surveillance oversight board in New York to govern police use of
surveillance technology. Similarly, many cities in the U.S. have also passed the “Community
Control Over Police Surveillance” (CCOPS) laws, requiring police surveillance technology to
be evaluated and monitored by civilian. However, despite these successes, STOP suggests that
this is only the first step, as they will keep advocating for a ban on law enforcement utilization
of FRT, and safeguard people’s privacy, civil liberties, and democracy.

Narrative 2: Collaboration. According to our hero, STOP, there is a growing global
demand for FRT, and many companies have recognized the potential benefits they may gain in
this industry. However, as more and more companies enter into the FRT market, the
competition has intensified. Now in order to stay ahead of their rivals (such as gaining more
government contracts), companies are expected to introduce innovative features of their FRT
products. Nevertheless, many of these innovations are invasive in nature and have brought
certain dilemmas into the picture.

For instance, the hero reveals that Wolfcom, a company that specializes in manufacturing
bodycams, is now proposing the idea of “live facial recognition” by integrating FRT into
bodycams. However, such incorporation raises a thereat to individuals’ privacy and the
democratic values that the U.S. upholds. It enables real-time analysis of live video feeds
captured by body-worn cameras, subjecting not only suspects but innocent bystanders to
constant monitoring and identification. Their facial biometrics are collected and analyzed
automatically without consent whenever they appear in front of the camera.

Apart from the unique dangers posed by live facial recognition, STOP highlights the fact
that Wolfcom fails to clarify the source of their FRT and the database it uses for identification.
It remains unclear whether the technology is designed and developed by itself or obtained from
a third party. Without this information, it is challenging to assess the reliability of the algorithm
and determine who has the access to the collected data, ultimately posing a threat to individuals’

privacy and civil liberties.

1% The majority of the City Council, public advocates, and the New York Times editorial board.
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Similarly, many U.S. FRT vendors present their technology as an effective solution for
tackling societal issues, such as the increasing occurrence of unemployment benefits fraud. As
a result, more and more government agencies have begun incorporating FRT into their online
services.

While some argue that government agencies employ FRT solely for the purpose of
verification, a one-to-one matching technique commonly used in smartphones, instead of
identification, making it less invasive, STOP has a different stance. The hero asserts that
verification is as dangerous and biased as identification, as the use of it has led in delays or
even denials of unemployment benefits applications. Moreover, due to a lack of regulations
and oversight concerning corporate actors’ collection and processing of individuals’ personal
data, the use of FRT by government agencies has posed a risk to people’s privacy and rights.

In addition to privacy concerns associated with government use of FRT, STOP argues that
incorporating FRT into government services may exacerbate inequality and marginalization
within US society, contributing to the “digital divide” (STOP, 2021). One example can be seen
in the IRS’ contract with ID.me, where the economically disadvantaged users may experience
difficulties accessing IRS’ service due to the requirement of owning a phone or computer with
a high-resolution camera.

Taking into account the aforementioned dilemmas, the hero states that though the use of
FRT is common for consumer devices, the government should never incorporate this kind of
technology into its services. Such incorporation is authoritarian in nature, as government use
of FRT will subject citizens to constant surveillance, identification, and tracking, building a
pervasive surveillance network. To address the dilemma, STOP has collaborated with other
rights advocacy groups to launch several campaigns against law enforcement and government
use of FRT. Fortunately, many state actors and corporate actors have recognized the risks
associated with FRT and have taken on the role of heroes. For instance, California, along with
Oregon and New Hampshire, banned police use of FRT on body cameras in 2020, and Google
has also paused its development of FRT programs for government use. Despite these successes,
STOP states that it will keep advocating for a ban on law enforcement and government use of

FRT, with the aim of safeguarding people’s privacy, rights, and democracy.
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Conclusion
Using Propp’s (1968) narrative analysis, Stone’s (1989) casual stories, and my own SI
operationalization table (SIO), I have constructed three narratives each for FFTF, BBW, and
EFF, as well as two for STOP. These narratives were created based on the villains identified by
the groups in their discourse and the relationships between these villains. To elaborate, FFTF,
BBW, and EFF all recognize the state and private sector as villains in the story, and perceive
their collaboration as problematic, calling for it to be addressed. In contrast, STOP focuses
primarily on the state sector and its collaboration with the private sector. Similar to the previous
three groups, STOP also emphasizes the need to end such collaboration due to the potential
threats it may pose to the general public.

Additionally, all groups assume the role of the heroes and acknowledge the importance of
collaborating with other actors to safeguard privacy and civil liberties of the general public.

In the following chapter, we will analyze these narratives, exploring their similarities and

differences, before delving into their envisioned futures.
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Chapter V: Narrative Analysis

Introduction

After constructing distinct narratives for each advocacy group, the similarities and differences
in these narratives have all been pushed to the surface. We will begin by exploring the common
problems that all four advocacy groups have identified and agreed upon: the lack of regulations,
transparency, and oversight; the issues rising from the collaboration between the main
stakeholders on FRT; and the inherent problems and potentialities with the technology itself as
well as its combination with existing devices. Next, we will discuss the differences found in
the narratives of the four advocacy groups under study: the place attributed to Big Tech
companies; and the means the advocacy groups deployed to meet their goals including the
relationship developed with their allies. Finally, we will examine the futures they predicted and

envisioned under the influence of different sectors’ utilization of FRT.
Similarities among the Four Advocacy Groups’ Narrative

Lack of Regulations, Transparency, and Oversight

As Marx (1985) argued, technological advancements have led to not only the state but
corporate actors to employ various surveillance tools for their own purposes. As a result, the
general public has been transformed into the subject of surveillance, giving rise to various
problems associated with the adoption of these technologies. When focusing our attention on
the state and private sectors’ utilization of FRT, the narratives presented by all four advocacy
groups have emphasized the lack of regulations, transparency, and oversight in both the use of
FRT by law enforcement and the collection and processing of personal data by technology
companies.

The groups’ narratives all point out that first, there are inherent biases within the legal
system. Without proper regulations and oversight, police have been found to utilize FRT as
they see fit, while justifying their practices with the results produced by an equally biased
technology (which we will discuss later). As Chochia and Nassi (2021) argue, such misuse and
abuse of FRT may eventually lead to an intensification of the existing marginalization and
discrimination. Notably, these narratives reflect Ho et al.’s (2021) concerns regarding FRT. The

researchers have warned that apart from the flawed technology, the inherent biases within
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society may lead users of FRT to selectively rely on the recognition result and reinforce their
biased conducts and beliefs.

For example, EFF and STOP’s narratives highlight that police have been using editing
tools such as Photoshop to enhance the quality of the images they use for identification, or even
employing 3D modeling software to add non-existent facial features to facilitate a match in the
database when using FRT. This has increased the rate of misidentification and may lead to the
exacerbation of systematic discrimination?.

In addition, FFTF’s narrative suggests that some police departments use FRT without
informing their superiors, while EFF, STOP and BBW argue that police now have too much
power/discretion in deciding how and on whom FRT is used, and that they refuse to neither
reveal the details of the FRT they used, nor subject the algorithm to bias-testing. Similarly,
Purshuse and Campbell (2022) highlight that the British legal framework has granted police
too much discretion in deciding how to utilize FRT, and whether such utilization is
“proportionate and necessary” (p. 17). The researchers point out that such excessive discretion
reflects a “structural deficiency” (p. 22) in British law, and they argue that FRT should never
be used by law enforcement without strict regulations and ethical evaluation. It is worth
mentioning that Purshuse and Campbell suggest that with a rapid technological advancement,
it may become challenging, if not impossible, to predict new innovations and tailor regulations
accordingly to safeguard the general public from law enforcement misuse and abuse of such
technology. Rather, the researchers propose that we must at least begin addressing the problems
within the legal system. Therefore, they contend that it is now crucial to regulate police
practices and tackle the power imbalance between law enforcement and the general public.

Furthermore, BBW and STOP point out that such lack of regulations and oversight in
police practices have resulted in a diminishing of police accountability. They argue that instead
of providing police with more fundings for the incorporation of FRT into their practices, in an

attempt to empower them, as some suggested?’, all police need to do is to use the existing

20 EFF reveals that due to systematic racism, police databases are composed of images of individuals from over-
policed and marginalized communities. Therefore, members from these communities are more likely to be
affected by the resulting misidentification (EFF, 2022 b).

21 UK: The Home Office awarded the South Wales Police Department £2 million to deploy FRT (BBW, 2018 b).
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resources to do their jobs.

Using the Capitol Attack incident in 2021 as an example, STOP suggests that what is
“infuriating” (STOP, 2021 a) is not the attack, but rather the lack of accountability displayed in
police unwillingness to act. In this sense, the police failed to take proper action to deescalate
the situation during the attack, indicating a failure to fulfill their duty and responsibilities as
law enforcement officers. STOP states that such lack of accountability may eventually lead to
the erosion of democracy.

Indeed, the lack of regulation and oversight in law enforcement utilization of FRT has also
been widely identified and discussed by many scholars (Raposo, 2022; Chochia & Nassi, 2021;
Stark, 2019). They have revealed how such lack of regulation and excessive police discretion
may result in an infringement of individuals’ rights and privacy. It is worth mentioning that
Brad, Yesberg, Jackson and Dawson (2020) highlight a correlation between an individual’s
level of trust towards police and their acceptance of police utilization of FRT. They explain that
the higher an individual’s trust level in the police is, the more legitimacy they will assign to
police use of FRT, and the more likely they will accept such technology.

On the contrary, when there is a low level of trust in police, less legitimacy will be assigned
to police conduct, and there will also be a heightened concern for individuals’ privacy. Such
findings are in line with our advocacy groups’ narratives surrounding police conduct. These
narratives have shown the groups’ uncertainty towards police utilization of FRT. To be more
specific, they have not only questioned police excessive discretion and their legitimacy of
utilizing FRT, but also raised concerns regarding its impact on people’s privacy and rights. In
this sense, it has revealed the lack of confidence and trust in the groups’ narratives towards the
police. Therefore, all groups have emphasized the necessity of having more robust regulations
to govern and oversee law enforcement utilization of FRT, and ultimately, they advocate for a
ban on the police use of such technology.

Similar for the corporate actors, the absence of regulations and oversight has led to a lack

of transparency regarding private sector’s collection and processing of individuals’ facial

US: some lawmakers believe that it is important to empower police by providing them with more advanced tool

to aid in their practices.
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biometrics, posing risks to people’s privacy and security. According to BBW, Clearview Al
(CAI) has been secretly collecting millions of UK citizens’ facial images and prepared them
for sale without individuals’ consent. Additionally, Raposo (2023) points out that due to the
lack of regulations in the private sector, CAI was found to illegitimately collect and process
people’s photos gathered from various companies, such as “Facebook, YouTube, Venmo and
millions of other websites” (P. 7), without the consent and agreement from these involved
companies. Leong (2019) points out that FRT has provided corporate actors with immense and
unregulated power to surveil and even manipulate the general public unknowingly. This has
raised concerns that such unregulated utilization of FRT may eventually lead to more
oppression and discrimination.

In conclusion, the narratives of those groups all emphasize that the absence of regulations,
transparency, and oversight in law enforcement practices and private sector’s activities have
resulted in an infringement to citizen’s privacy, human rights, and civil liberties. As BBW puts
it, unregulated police conduct, along with corporate actors’ illegitimate collection and

processing of personal biometrics have punched a hole in democracy.

Private Sector: Regulations or a Complete Ban?

Indeed, the groups’ narratives have all emphasized the importance of implementing proper
regulations and oversight for both the state and private sector’s utilization of FRT. However,
there is a divergence in these narratives. On the one hand, they suggest that regulations alone
are insufficient to safeguard the general public from the inherent risks associated with both the
technology and the biased legal system, therefore a ban on law enforcement and governmental
use of FRT is crucial. On the other hand, the narratives reveal that it is not necessary to call for
a complete ban on the private sector’s utilization of FRT.

This differentiation in their positions has raised a contradiction in some of the groups’
narratives. For instance, similar to Stark’s position (2019), though FFTF also draws a parallel
between FRT and nuclear/biological weapons, highlighting the fact that such technology is
dangerous and can never be properly regulated. Yet, instead of advocating for a complete ban

on private sector’s use of FRT (as they did for the state sector), the group calls for a partial
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ban??, demanding that the private sector stop using FRT in public for surveillance purposes or
without the affected individuals’ consent.

Such a stance may seem contradictory at first, but if we recall the characteristics of the
groups, the answer becomes evident. According to FFTF, STOP, and EFF, they believe that
when used properly, technology can become a force to “empower people” (FFTF, 2023),
allowing the general public to gain more access to knowledge and information so that they can
be more aware of their own situations, and challenge the dilemmas that concerns them. In other
words, the groups have recognized the potential benefits of technological advancement. For
instance, such access to technology enables individuals to educate themselves on issues that
may affect their rights and well-being. What is more, technology provides people with spaces
(such as social media platforms) where they can express their believes and ideas freely. As a
result, their voices can reach a wider audience and have a greater impact.

In terms of FRT, when incorporated into consumer devices, it does provide the users with
much convenience. However, the groups’ narratives reveal that such incorporation also enables
mass surveillance.

Similar to several scholars’ suggestions (Roposo, 2022; Purshouse & Campbell, 2022;
Chochia & Nassim, 2021), the groups acknowledge that with proper regulations and oversight,
we will be able to enjoy the benefits brought by technological advancements without having
our rights and freedom taken away from us. However, another question arises: if the groups
believe that instead of a complete ban, regulations and oversight can ensure the responsible use
of FRT by the private sector, why have they all expressed the necessity to ban state sector’s use
of FRT? To put it differently, both state and private use of FRT facilitates a distinct form of
surveillance, yet one form is considered unacceptable and needs to be banned, the other is
perceived as acceptable, as long as there are strict regulations and legislations to regulate the

utilization of FRT. We will discuss this seemingly confusing separation in greater detail later.

22 Similar to FFTF, BBW states that the use of FRT for public surveillance is a human rights issue. In this sense,
regulations will only provide corporate actors with a defined space to surveil the general public. To put it
differently, the group argues that the use of FRT by private sector for public surveillance purposes must be

banned.
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Collaboration
All four groups’ narratives identify the existing (or potential) collaboration between the state
and the private sector. According to EFF, FFTF, and STOP, FRT vendors tend to advertise their
technology as not only a powerful and accurate tool for law enforcement, but also an effective
tool for other government agencies to address existing societal problems (Ho, Black, Agrawala
& Li, 2021). For instance, EFF, FFTF, and STOP use IRS’ contract with ID.me as an example
to highlight the risks and harms associated with such collaborations. More specifically, though
some government agencies claim that they incorporate FRT into their online services for
“safety” purposes, the groups argue that safety problems are posed exactly by forcing
individuals to subject their data to a third party that is not regulated by strict privacy laws.
Similarly, BBW’s narratives also reveals the possibility that once individuals subject their
facial biometrics to the private or public sector by using their services, their data may be
collected and shared with law enforcement for policing and safety purposes. Likewise,
Purshouse and Campbell (2022) reveal that law enforcement sometimes may also provide
individuals’ images to private entities to use when deploying FRT. They argue that with a lack
of regulation and transparency in both the state and private sector’s processing of personal data,
people’s data are at risk of being misused and abused, posing risks to individuals’ privacy and
data security. Gray (2003) has also expressed that such collaboration between the state and
private entities raises ethical concerns due to a lack of oversight and regulations, yet such
problem is seldomly examined. More importantly, Gray argues that this collaboration may
eventually lead to a shrinking of private space and an expansion of surveillance spaces.
According to the groups’ narratives, the sharing of facial data between different sectors
provides the state with an opportunity to use or even merge facial biometrics collected by the
private sector with its own databases, establishing a complex surveillance system and network.
In this sense, the collaboration between law enforcement and private entities also enables police
to extend the scope of their surveillance to online platforms and activities, building a more
encompassing and intrusive data double of the affected individuals (Van der Ploeg, 2003).
Ultimately, with the lack of regulations and transparency in both the state and private sector,

we have no idea how our data is collected and combined. As a result, the combined data may
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be used as a reference for biased decision-making (William, 2005).

Furthermore, such collaboration gives the government access to millions of people’s facial
biometrics, and BBW expresses a level of disbelief in government’s ability to prevent the
collected data from undergoing security breaches due to its history of insufficient and
irresponsible encryption measures. In a similar light, researchers (Introna and Gibbons, 2009)
have observed a decline in public confidence regarding the government’s ability of managing
and securing the collected data.

It is worth mentioning that regarding issues of identity theft, both BBW and EFF suggest
that when faced with data breaches, we can change our passwords. However, our facial
biometrics are unique to us, and thus can not be changed. In this regard, the uniqueness of our

facial biometrics has made us more vulnerable to the risks posed by data breaches.

FRT: the Algorithm and the Biases
Different sectors’ utilization of FRT has led to not only an infringement of our privacy, rights,
and civil liberties, but also a threat to democracy (Chochia & Nissi, 2021; Willam & Lynch,
2018). Indeed, all four groups’ narratives have identified the inherent biases within law
enforcement, and that due to a lack of regulations and oversights, FRT is treated by police as a
tool to justify their discriminatory conduct. At the same time, the private sector attacks existing
privacy protection bills, asking for a more “industry-friendly” framework, and continues to
collect and process our facial biometrics illegitimately. With all that being revealed, the fault
seems to be with the users of the technology. However, the groups contend that while it is true
that FRT is used in a way that exacerbate the discriminations in society, the technology itself
is also problematic.

For instance, the groups’ narratives suggest that the unique qualities of FRT have facilitated
a particular form of surveillance. In other words, FRT has not only made constant monitoring
possible, but also enables covert identification and tracking (Singh et al., 2019). While FRT
engineers perceive such characteristics of FRT as non-intrusive since most of the time, it does
not require direct contact with the affected individuals (Singh et al., 2019; Leong et al., 2020),
BBW and EFF argues that when confronted with such technology, it will be challenging for us

to safeguard our privacy and rights if we are not even aware of being watched and identified.
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Furthermore, there are biases inherent in the algorithm (Williams, 2020). The groups point
out that the algorithm has a higher misidentification rate for women and people of color
(William & Lynch, 2018; El Khiyari & Wechsler, 2016). When such flawed algorithm is
combined with an already biased system, it exacerbates discrimination against the marginalized
populations. More specifically, as STOP highlights, when a technology is designed, there will
always be a series of “decisions and assumptions” (2019, b) embedded within the algorithm.
These factors not only introduce biases into the algorithm, but at the same time influence its
accuracy, ultimately leading to the intensification of pre-existing discrimination in society. It is
worth mentioning that many researchers have also pointed out these problems with FRT. They
suggest that it is crucial to not only address the flaws with the algorithm, but also be aware of
the societal context in which FRT is deployed (Fussev, Davies & Innes, 2021; Ho et al., 2020).

One example of such embedded decisions and assumptions can be seen in the training of
FRT. The groups’ narratives have all pointed out the lack of diversity in the photos used to train
the algorithm, similar to that mentioned by Ho, Black, Agrawala and Li (2021). This choice
not only increases the rate of misidentification for women and people of color, but also reflects
the inherent biases prevalent in society?®. To put it differently, FRT is developed under the
influence of existing human biases, and at the same time, the utilization of this biased
technology within an already biased society further amplifies the oppression and discrimination
experienced by marginalized populations. Therefore, as William (2020) argues, such dilemma
cannot be solved by simply adding more diversity to the photo galleries used to train the
algorithm. Because given the mutual influence between technology and society, it is crucial to
examine not only the technology, but the society and culture in which FRT is designed and
used; otherwise, the problems associated to the algorithm can never be properly addressed.

Fussey, Davies, and Innes (2022) also suggest that instead of being a tool to be used by
police, the utilization of FRT constitutes a “socio-technical assemblage” (p. 327). Such an
assemblage is composed of various articulations, including not just the material aspects of the

technology, but also the practices, values, and ideals within law enforcement and society. In

23 According to STOP, most FRT algorithms are trained with photos of white men. Such choice also reflects the

problematic aspect of people’s assumptions about the “default” representation/indication of people.
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this sense, the use of FRT has shaped police practices and is at the same time shaped by “forms
of police suspicion and discretion” (p. 327).

From the previous discussion, we can see a mutual existence and influence between the
politics made possible by FRT and the politics embedded within FRT. As mentioned in Chapter
2, Winner (1986) emphasizes the importance of looking beyond how a technology is utilized
and focusing on its design when exploring the issues associated with technology.

In terms of the politics made possible by FRT, the groups’ narratives reveal that the
characteristics of FRT have enabled covert and constant identification of individuals. On the
one hand, police are now using this technology to identify and monitor suspects to enhance
public safety (Purshouse & Campbell, 2022), and the incorporation of FRT into border control
and management has increased the work efficiency for border control officers (Carlos-Roca,
Torres & Tena, 2018). On the other hand, while the idea of “safety enhancement” may be the
original design purpose of FRT, such design, at the same time, has facilitated a massive and
invasive surveillance of the general public, causing privacy concerns during the process of its
utilization.

Moving beyond the effects caused by the design of FRT, the groups’ narratives and many
scholars (Fussev, Davies & Innes, 2021; Ho et al., 2020; Williams, 2020) all point out that the
values, ideals, and cultures within a society will influence its design (politics embedded within
technology). In other words, there are inherent biases within the technology itself, as it is not
designed and deployed in a value-free society. Therefore, as the groups’ narratives suggest,
these inherent biases within FRT have led to not only an infringement of individual privacy,
but also an exacerbation of oppression and discrimination experienced by certain populations,
posing a threat to civil rights and democracy.

In conclusion, when we combine these two perspectives together, we see not only how the
use of FRT causes various effects in society (what is enabled by the technology), whether it is
increased workflow for border control officers, or the facilitation of public mass surveillance,
but also how the design of FRT is influenced by societal values and ideals, and again reinforcing

those values through its utilization.
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The Evolution of Technology

Apart from FRT, an interesting phenomenon that emerges in the groups’ narratives is the
evolution of technology. According to STOP and EFF, in order to stay ahead of their rivals in
the competition that takes place in the FRT market, companies are expected to improve upon
their FRT products. This is when Wolfcom introduced the concept of “live facial recognition”,
which combines FRT with police body cameras, enabling constant and automated facial
recognition.

This phenomenon is interesting yet concerning. It demonstrates how a new technology is
developed through the combination of existing technologies. This combination not only brings
new possibilities to police practices, but also introduces new risks and concerns for individuals.

Similarly, the combination of CCTV with FRT?*, as proposed by Clearview Al (FFTF,
2020b), marks another evolution of technology, as such innovation facilitates new forms of
surveillance.

To be more specific, when we combine CCTV network with FRT, we enable a surveillance
network with the capacity of constant seeing and identifying. As we combine bodycams with
FRT, the technology further evolves. Now police not only have a portable panopticon with
them, but this panopticon also has the ability to automatically assign an identity to every
individual that comes before it. In this sense, FRT continues to evolve into increasingly invasive
and accessible forms, facilitating various forms of surveillance and identification of individuals
within society.

Though these are the only two combinations discussed by the advocacy groups, such
combinations are quite common in our society. Some of these combinations can appear to be
invasive and concerning, like the aforementioned ones, yet they may also conceal their
invasiveness under the disguise of safety and convenience. For instance, now you can unlock
your smartphone by simply scanning your face, and there are vending machines that have built-
in FRT, meaning that you do not even need to bring your wallet with you when you want to

grab something to drink (Chambino, Silvia, and Bernardino, 2020; Zhao, 2022). These

24 BBW (2018) has also warned about the possibility and risks of how the incorporation of FRT into the CCTV

network may pose threats to people’s privacy and rights.
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evolutions of technology seem to provide us with so much convenience, yet behind their
seemingly innocent nature lie risks and threats to our privacy and rights (Raposo, 2023).
Therefore, we must pay attention to the constantly evolving technologies, and consider the

impacts they may have on our lives.

Differences Among the Four Advocacy Groups’ Narrative

After discussing the shared similarities in the groups’ narratives, we will now explore some
differences and variations in their narratives in the following pages. We will begin by
emphasizing FFTF’s focus on the importance of addressing digital monopolization. Next, we
will compare the means and strategies that the groups deployed or suggested to achieve their

goals, as well as examine their relationships with their allies.

The “Big Tech” and the Digital Space

The groups’ narratives have all addressed the problems with illegitimate collection and
processing of our personal data by the private sector, emphasizing the need for regulations and
privacy protection bills to safeguard people’s privacy and rights. However, FFTF also
highlights the Big Tech’s monopoly of the digital space. The group explains that such monopoly
has limited opportunities for smaller and start-up companies to compete and offer platforms
and choices other than the major ones owned by the Big Techs.

For example, FFTF points out that Meta has monopolized the digital space by offering
various platforms and services for individuals to utilize and engage with. However, as we
interact with these platforms, our data are collected, analyzed, and shared across multiple Meta-
owned platforms unknowingly. During this process, we have lost the ownership and knowledge
over our own data, raising significant privacy and security concerns (Andrejevic, 2014).
Moreover, Best (2010) and Brusseau (2020) have warned that the data collected from
individuals and shared among different actors and across various platforms will be recombined
out of our control. The recombined data will then be used as a basis to make decisions that may
influence our life chances. Chochia and Nassi (2021) further argue that once database
containing our facial biometrics are breached, the data associated with these faces may also be
hacked.

According to FFTF’s narratives, in order to provide people with more alternatives in the
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digital space, it is necessary to enact legislations that provide opportunities for smaller
companies to compete, eventually bringing equalities to the digital space. By doing so,
consumers are empowered by being able to choose platforms that suit their preferences and
prioritize user privacy and data protection. In addition, with more privacy protection bills, it
may also pressure the Big Tech companies to give priority to their users’ privacy and data
protection. Notably, FFTF’s narratives reveal that this monopoly has created a power dynamic.
Due to the lack of competition in the digital space caused by the monopoly, the Big Tech
companies can exert a great influence and limitations on the information we will be able to
access, as well as the services available to us (Best, 2010). What is more, this monopoly may
also lead to a limitation of individuals’ freedoms, particularly the freedom of speech and
expression online. When this situation is combined with the lack of regulations and safeguards
regarding private sector’s collection and processing of personal data, we find ourselves losing
control over our data. In a similar light, Hull (2021) argues that such imbalance between data
companies and individuals have led to the “death of the data subject” (p. 1), in which
individuals are disempowered due to their lack of legal standing, resources and influences
compare to the data companies. Hull suggests that in order to ensure people’s privacy and rights,
it is crucial to address this power asymmetry.

Furthermore, this narrative on monopoly also reveals a unique aspect of FFTF’s
sociotechnical imaginaries (SI). As mentioned earlier, FFTF’s goal is to fight for a future where
technology empowers people and serve as “a force for good” (FFTF, 2023). This indicates that
the group recognizes the potential benefits and opportunities that technology may bring to the
picture, such as increased accessibility of knowledge and information. Therefore, by addressing
the Big Tech companies’ monopoly of the digital space, it may not only promote competition,
innovation, and provide more choices for the general public, but also balance the power
dynamic between the Big Techs and the consumers.

Ultimately, such effort can lead us to regain control over our data and ensure the protection
of our privacy and rights. In this sense, FFTF is fighting for a future where instead of being
used as a tool to discriminate and exacerbate inequality, technology is utilized to serve the

interests of the general public and promote democracy. In other words, technology is imagined
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by FFTF as having the potential to empower people and promote positive social change.
However, in order to achieve such vision, this narrative has revealed that we must first work
towards creating a society where there is an equal distribution of opportunities, so that power

and resources will not be monopolized by the few in power.

Addressing the Dilemma

In order to tackle the problems brought by different sectors’ use of FRT, all groups’ narratives
suggest that the government must now act to ban law enforcement and governmental use of
FRT due to the negative effects it has posed to the general public. As for the private sector, their
narratives reveal that strict privacy protection bills and regulations are necessary to safeguard
the public from corporate actors’ illegitimate collection and processing of data. However, it is
worth mentioning that there are also some distinctions and variations in the groups’ suggestions.

To begin, although all groups’ narratives argue that governmental use of FRT must be
banned, they have slightly different strategies to achieve this goal, and their attitudes towards
private sector’s use of FRT also varies. We will start with examining the approaches of their
advocacies before moving on to their attitudes towards the private sector.

In order to safeguard people from police use of this invasive technology, STOP suggests
that there must be an independent civilian board to oversee law enforcement use of FRT, and
the group has launched various campaigns and participated in congressional conversations to
facilitate the establishment of such oversight.

As mentioned earlier, the groups’ narratives have all emphasized the biases, lack of
transparency, and accountability within law enforcement. Therefore, having an independent
civilian board will enable an impartial evaluation of police utilization of surveillance
technology.

Additionally, involving citizens in the oversight process allows them to engage in
protecting their own interests and rights. This increased involvement can foster a greater
confidence in the oversight process.

The building of a civilian board also helps to shift some power away from the law
enforcement and empower citizens. According to Bragias, Hine and Fleet (2021), a healthy

public-police relationship is crucial for democratic society. To be more specific, the researchers
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suggest that it is essential for the general public to have confidence in police utilization of new
technology, such as FRT. Therefore, by participating in the oversight process, it not only adds
transparency to how surveillance technology is deployed and used by police, but also increases
people’s confidence in police practices.

Many researchers (Purshouse & Campbell, 2022; Bragias, Hine & Fleet, 2021; Bradford,
Yesberg, Jackson & Dawson, 2020; Gray, 2003) reveal that individuals are usually unaware of
the influence of FRT, they have no access to the information collected on them, and that there
is very little known about the general public’s attitudes towards FRT. Therefore, to ensure
public safety and rights, we must raise people’s awareness of the utilization and potential
influence of FRT, and that the implementation of any surveillance technology and system needs
to be publicly scrutinized to ensure such technology is used ethically and properly.

For their part, EFF suggests that the public at large must stay vigilant and informed
regarding state’s development and adoption of FRT. Because it is only by staying engaged and
aware that we can properly assess the technology and situation, and collectively oversee the
development and utilization of FRT. The group has also filed several Open Record requests,
demanding that law enforcement agencies disclose the details of their use of FRT. EFF believes
that by bringing transparency to police conduct, it enables us to challenge their use of such
technology.

Comparing the strategies proposed by STOP and EFF, we can see that while STOP
emphasizes the importance of addressing the problems associated with police utilization of
surveillance technology with an independent civilian board, EFF highlights the cruciality of
sensitizing the public with knowledge regarding surveillance technology.

These differences in strategies may be due to the fact that STOP focuses primarily on
surveillance issues within New York City. In other words, the group places a greater emphasis
on local concerns. In contrast to STOP, EFF is mostly concerned with surveillance problems
on a broader national level. Therefore, while STOP aims to directly address the immediate
concerns with surveillance technology (such as police illegitimate use of FRT) through the
implementation of a civilian board, EFF takes a long-term approach by focusing on educating

the public and raising awareness about the utilization and implications of surveillance
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technology. By doing so, EFF aims to equip the general public with the knowledge necessary
for people to actively participate in challenging and shaping the mainstream discourse
surrounding surveillance technology. At the same time, this strategy aims to mobilize the public
to advocate for necessary changes in policies and regulations, so that they will be able to
safeguard their own privacy and rights.

Similarly, BBW argues that the government has constantly ignored their warnings
regarding the utilization of FRT, and the risks associated with state sector’s utilization of FRT
are often overlooked. BBW’s concerns are in line with Purshouse and Campbell (2022) who
point out that despite the controversy surrounding police use of FRT in the UK, the government
and domestic courts still perceive the technology as being properly regulated, thus disregarding
the voice of the general public. Once again, such narrative and emphasis on authorities’
unwillingness to properly regulate the use of FRT highlight a lack of oversight over how
decisions are made by those in power, thus pointing to a power imbalance between the authority
figures and the general public. According to BBW’s narratives, we must now bring police
illegitimate use of FRT into democratic inquiries, shedding light on not only the algorithm, but
also the manner in which police utilize it.

It is worth mentioning that the government tends to justify the incorporation of FRT into
their online services under the guise of safety. For instance, some argue that such incorporation
will better prevent issues with identity theft. However, as mentioned earlier, FFTF and EFF’s
narratives suggest that it is equally dangerous to subject people’s personal data and biometrics
to unregulated third parties.

Additionally, STOP’s narratives state that instead of incorporating FRT into government
services to combat identity fraud and subject people to automated system, the implementation
of a “secure digital ID system” (STOP, 2021 e) may be a better option. Though the group
acknowledges that this ID system may not be the ideal choice, it argues that there is no perfect
solution. According to STOP, any system capable of proving individuals’ identity consistently
should be considered as a “mass surveillance tool”. However, the group contends that the use
of such a universal ID system can, at the very least, save us from the biased algorithm. In this

sense, STOP has proposed a solution to address the dilemma of identity fraud, aiming to avoid
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the potential exacerbation of discrimination caused by the biased FRT algorithm. However, the
group’s narratives also suggest that in order to implement this solution (a universal ID system),
people need to be willing to make compromises and accept to live with certain risks in society
(such as the adoption of certain mass surveillance tool like the aforementioned ID system). In
other words, STOP perceives a trade-off between addressing the issues regarding identity theft,
and accepting the risks brought by increased surveillance in society.

Now focusing our attention on the private sector, all four groups advocate for strict
regulations and privacy protection laws to govern the private sector’s utilization of FRT, and
demand that the government allocate more resources to ensure proper enforcement of such
regulations and laws. However, BBW and FFTF’s narratives suggest that regulations alone are
insufficient if FRT is used by private sector for public surveillance.

BBW emphasizes that instead of defining a standard to be used as a globally accepted norm
for new technologies, human rights are the only standards we need. Similar to other groups’
positions described in their narratives, BBW’s narratives also highlight the authoritarian and
discriminatory implications associated with the use of FRT for public surveillance. Therefore,
as depicted in their narratives, public surveillance is “first and foremost a human rights issue”
(BBW, 2019 a). The implementation of more regulations regarding public surveillance will
only provide the private sector with a defined space to spy on us.

For their part, apart from advocating for a ban on state sector’s utilization of FRT, FFTF
also started a campaign calling for a ban on the use of FRT in universities, music concerts, and
stores etc. According to FFTF’s narratives, using FRT in these publicly accessible spaces may
not only jeopardize individuals’ privacy, but also pose threats to people’s civil liberties.

These narratives and examples have indicated that these two groups believe in the
necessity of banning FRT to address the risks and harms associated with its utilization by the
private sector in publicly accessible areas.

From the previous discussions, we can observe a separation between public and private
surveillance from the group’s narratives. This distinction revolves around whether affected
individuals are able to opt-out of the surveillance. To be more specific, the state sector’s

utilization of FRT is recognized by the groups as a form of public surveillance, in which
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individuals are subjected to scrutiny without their consent or an option to opt-out. When it
comes to private surveillance, the groups’ narratives reveal that individuals do have the choice
to choose whether to be surveilled (by trading their data in exchange for services from the
service providers) or not. In order to ensure people’s data is not exploited by the data collectors,
we need more robust regulations to govern private surveillance.

In conclusion, as depicted by all four groups’ narratives, there is an ongoing power struggle
between the general public and the state as well as the private sectors. With the use of FRT, we
are being constantly monitored, identified, and tracked unknowingly. As we interact with
different technologies and utilize various services provided by corporate and state actors, our
data and facial biometrics are collected, analyzed, and stored without our consent. This
dilemma has created a power imbalance between the surveiller and the surveilled. Eventually,
this power dynamic may lead to the exacerbation of the repression and discrimination
experienced by already marginalized populations (Lyon, 2006).

As Best (2010) and Venkatesh (2021) argue, the power dynamic described above is often
the result of the general public's lack of attention and knowledge regarding surveillance and
surveillance technology. Therefore, the groups’ narratives have revealed their shared objective:
to educate the general public about surveillance, thus raising awareness about the dilemmas
they face. Once the public has developed a collective consciousness regarding their own
situation, the groups advocate for mobilizing the public and forming alliances with other actors
(i.e. advocacy groups, researchers, law makers, and public institutions, etc.). Together, they aim
to safeguard people’s privacy and civil liberties.

More specifically, the groups’ narrative suggest that this process empowers the public by
equipping them with awareness and knowledge about their own situations. Such empowerment
would enable them to join the fight against illegitimate utilization of FRT and the unlawful
collection and processing of personal data. As a result, a portion of the power would be shifted
to the surveilled. In addition, the four groups’ narratives have also revealed their belief that it
is possible to separate private and public surveillance and treat them accordingly. By doing so,
we will be able to enjoy the benefits brought by technological advancements without

compromising our privacy and rights.
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The Reliable Allies

Along the road of addressing the problems associated with FRT, there are multiple
helpers/allies that appear in the groups’ narratives. For instance, the groups have all
collaborated with other advocacy groups and organizations to launch campaigns advocating for
the protection of people’s privacy and rights. Apart from the grassroots organizations, they have
also received support from actors in various sectors, including researchers, law firms, and
journalists.

It is worth mentioning that while BBW, EFF, STOP, and FFTF’s narratives all suggest that
lawmakers/congress now need to pass more privacy protection bills and ban governmental use
of FRT, FFTF’s narratives depict them as somewhat “unhelpful” allies. The group’s narratives
suggest that although lawmakers often acknowledge the problems associated with the
technology, and express concerns accordingly, they are not willing to act upon those concerns.
Similar to FFTF’s narratives, Purshouse and Campbell (2022) contend that even though police
use of FRT have raised public protest, and many advocacy groups and organizations have
joined force and launched several campaigns to call for a ban on police utilization of FRT,
lawmakers have refused to listen to these calls for actions.

Additionally, FFTF’s narratives reveal that some lawmakers even choose to align
themselves with corporate actors, justifying the governmental use of FRT under the guise of
safety and convenience. FFTF states that these lawmakers must now “get off their butts, do
their jobs” (FFTF, 2020 a), by banning law enforcement utilization of FRT immediately.

Another important point to highlight is BBW’s relationship with the Information
Commissioner’s Office (ICO). According to its narratives, the group constantly urges the ICO
to investigate various incidents associated with the adoption of FRT, and the group states that
whether it is police illegitimate utilization of FRT, or private sector’s unlawful collection and
processing of personal data, [CO must take the responsibility to safeguard UK citizens’ privacy,
civil liberties, and democracy (Purshouse and Campbell, 2022). This indicates that the ICO
plays a significant role in safeguarding the general public’s privacy and data security, and that
there is a mutual influence/collaboration between the ICO and the BBW.

By urging the ICO to start investigating in unlawful use of FRT, and enforcing data
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protection laws, BBW is at the same time advocating for the ICO to act according to their
shared goal — safeguarding people’s privacy and protecting democracy from being eroded by
the misuse/abuse of surveillance technology.

Similarly, STOP’s narratives suggest that as more and more civil society groups unite in
their efforts to combat the use of FRT, greater support from state actors may facilitate the
progress. In other words, STOP calls for state actors to join forces with local activists to address
concerns regarding FRT and push for bans and restrictions on its usage.

From these narratives, the government has a tendency to downplay the dangers and risks
associated with the use of FRT. FFTF’s narratives have also highlighted that some lawmakers
have even chosen to align with corporate actors’ perspectives and justify state actors’ utilization
of FRT. In this sense, the responsibility to bring awareness to the state actors who refuse to

perceive the reality seems to lie on the advocacy groups’ shoulder.

Conclusion
Through the analysis of the groups’ constructed narratives, we have discovered both similarities
and differences shared in these narratives.

On the one hand, the groups have all identified a lack of regulations, transparency and
oversight in the utilization of FRT by both the state and private sectors. Their narratives reveal
a belief in the possibility of separating the public and private life through the enforcement of
different strategies to address the problems associated with FRT in these sectors separately. In
addition, the groups’ narratives highlight the dilemmas associated with the collaboration
between the state and private/public sector on FRT, the technology itself, as well as how it may
evolve through a combination with existing devices, facilitating new forms of surveillance in
the process.

On the other hand, the groups’ narratives differ in the place they attribute to Big Tech
companies (FFTF: addressing Big Tech’s digital monopoly), the strategies they suggest to
tackle the dilemmas, and their relationships with their allies.

In the following and concluding pages, based on the analysis of previous narratives, we
will establish four overarching narratives for each advocacy group. We will explore the

dystopian background portrayed in these narratives, as well as the groups’ envisioned utopian
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futures. After that, we will examine the social life and social order present in these overarching

narratives to get a clear image of the groups’ SI regarding FRT.
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Concluding Remarks

This research explored the sociotechnical imaginaries (SI) of four rights advocacy
organizations that advocate against the use of FRT. The study discovered that the underlying
values and beliefs driving these groups’ advocacy align closely with modern liberal ideals.
Their shared SI highlights the importance of separating public and private life, the necessity
for moderate government intervention to regulate different sectors’ utilization of FRT,
promoting public education to raise people’s awareness about issues affecting their rights and
civil liberties, and encouraging healthy commercial competition in the digital realm for more
alternatives. In this context, instead of advocating for an overhaul of the current system, the
groups act to reinforce the existing power structure.

To serve as a reminder, Jasanoff and Kim (2015) define sociotechnical imaginaries as
“collectively held, institutionally stabilize, and publicly performed visions of desirable futures,
animated by shared understandings of forms of social life and social order attainable through,
and supportive of, advances in science and technology” (2015).

Based on this definition, I have documented the two dimensions of SI: social life and social
order. Each dimension is composed of various components. Social life encompasses a set of
ideas, such as the futures predicted by advocacy groups, or the goals and values the groups
fight for. Social order, in contrast, is composed of various actors and mechanisms in society
(state, private, and general public), and relate to their roles, weaknesses, strengths, and
involvement in the decision-making processes regarding the technology®®. By documenting the
actors and mechanisms, we can not only explore how various actors (both human and non-
human) interact and contribute to shape the imaginaries, but also the power relation between
various actors. Ultimately, once we identify and piece all the components together, we can
unravel the SI behind the groups’ narratives.

By analyzing the similarities and differences presented in the narratives of FFTF, BBW,
EFF and STOP, we have uncovered various components of the SI envisioned by these advocacy
groups. In the following pages, I will first briefly describe the overarching narratives of the

four groups as well as the dystopian background used to promote the utopian future present in

25 Pplease refer to my Sl operationalization table for details.
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those narratives. Afterward, conceptually, I will explore the components of social life identified
by the advocacy groups, before delving into the dimension of social order present in their

narratives.

Dystopias and Utopias Present in the Narratives
Based on the selected and limited material that I have subjected to the analysis, the overarching
narrative on FRT envisioned by each advocacy group, including the dystopian background and

utopian future they propose can be synthesized in the following way.

BBW: Walking IDs in an Authoritative State.

BBW argues that when using FRT, people are put under covert monitoring and identification.
Such constant surveillance has transformed the general public into “walking ID card” (BBW,
2018,2019 a, 2019 b, 2022 a), ready to be surveilled and identified. During this process, it ends
anonymity in society, people have lost the control over their own data and their right to privacy.
In this sense, BBW has described a future, where the use of FRT ends up transforming society
into an authoritarian police state, devoid of privacy, rights, and democracy, similar to the
dystopian state portrayed in George Orwell’s novel “1984”.

Alternatively, in BBW’s imagined future, people are no longer “walking ID card”, and
the ability to remain “anonymous” has finally been returned to them. Now the UK government
has not only recognized the importance of treating facial biometrics on par with other forms of
biometrics (i.e. fingerprints), but also acknowledged the potential harms that may arise from
their collaboration with other sectors (private and public). As a result, the government has
decided to enact strong regulations governing different sectors utilization of FRT and the
sharing and processing of data, while allocating enough resources and oversight to ensure the
enactment of these regulations. Furthermore, in order to better protect people’s personal data
and facial biometrics from data breaches, the government has strengthened their data
encryption level and measures. Now there are not only transparency within law enforcement
and government practices, but also an increased accountability. BBW, alongside the ICO,

remains committed to safeguard the privacy and rights of the UK citizens in this utopian future.

EFF: Hiding from a Perpetual Facial Dragnet.
EFF contends that the use of FRT has created a “perpetual facial dragnet” (EFF, 2018 b),
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meaning that it enables a massive yet covert form of surveillance. Under such situation, we are
heading towards a future where we must constantly worry about being falsely identified as
someone else due to FRT’s flawed algorithm. We must be concerned about potential data
breaches and the unauthorized use of our facial biometrics by identity thieves. We must also be
wary of our every move being monitored and tracked whenever we appear in front of a camera.
In this hyper-surveillant society, we have lost our right to stay anonymous. We must constantly
expose our faces to others, all the while worrying about how our facial biometrics are captured
and subjected to FRT. During this process, how will our privacy and rights be affected?
Similar to BBW, in the utopian future society imagined by EFF, we can once again remain
anonymous. There is no need to worry about our facial biometrics being captured and searched
unknowingly without our consent. Furthermore, the sharing of data and facial biometrics
between different sectors is strictly regulated or even postponed, preventing them from being

misused by different agencies or the creation of a “perpetual facial dragnet” (Ibid).

FFTF: Constant Surveillance of Disenfranchised Masses.
Moving on to FFTF, FRT is an “Orwellian technology”, capable of conducting constant
monitoring and identification of a large number of individuals. There are not enough
regulations to govern different sectors’ utilization of this technology, and the collaboration
between the private and state sector has exacerbated the situation. As the group argues, under
such surveillance, we have lost ownership of our data, and our facial biometrics are
“weaponized” against us (FFTF, 2021 b). Police use this technology to target and discriminate
against marginalized populations, while Big Tech companies seek every opportunity to
advertise their technologies at the expense of our privacy and rights. With all the concerns
raised by FFTF, it becomes clear that we are heading towards a future where we are subjected
to constant and potentially discriminatory surveillance. Our every move is monitored and
tracked without our consent. Additionally, the digital space is dominated by major Big Tech
companies, leaving us with no choice but to entrust our data to them, hoping that it remains
safe and secure. Ultimately, we have lost the ownership of our own data and biometrics.

In the utopian future imagined by FFTF, the digital space is no longer monopolized by

Big Tech companies. Smaller and start-up companies all have an equal chance to participate in
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online competitions and have offered various alternatives to the major platforms owned by the
Big Tech companies. We are empowered with the ability to choose platforms that prioritize our
privacy and data security. In a society like this, we have reclaimed ownership of our data.
Hopefully, with increased competition and the enforcement of strong privacy protection laws,

the Big Techs may also feel the needs to pay attention to their users’ data security and privacy.

STOP: Mass Discrimination Fueled by Search for Profits.
Slightly different from the previous groups, STOP primarily focuses on the marginalized
population in society. The group suggests that when the already biased law enforcement is
combined with a biased algorithm, the use of FRT will only further the discrimination in our
society. Additionally, due to the lack of regulations, transparency, and safeguard in not only
police practices, but private sector’s collection and processing of personal data and biometrics,
our privacy and rights are infringed, and we are turned into “government tracking devices”
(STOP, 2011). With an increased reliance on technology provided by tech companies, the
decision-making power regarding the utilization of FRT is also placed in their hands. If we
allow this situation to continue, STOP argues that we may end up in a society where technology
companies suggest and decide how FRT can be used to “assist” in police conduct, while police
utilize such technology to justify their biased practices and perpetuate discrimination in society.
Conversely, in the ideal future imagined by STOP, there are independent civilian
oversight boards across the country, tasked with evaluating any new technology purchased by
law enforcement and overseeing their practices and conduct. State actors have also joined
forces with local activists to address concerns regarding FRT, and advocate for bans and
regulations on its usage. Furthermore, apart from banning and regulating the flawed technology,
the government also begins to address biases within law enforcement. They finally realize that
in order to tackle the problems brought by FRT, simply “fixing” the technology is far from
enough. The real problem lies within both the algorithm and its users. It is only when we
address the problems with the technology and the discrimination within the system, can the US

truly become a “beacon of world democracy” (STOP, 2021).

Summary

According to the dystopian character of those narratives, our society has already been
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transformed by the rapid advancement of technology. The utilization of FRT by various sectors
is gradually turning our society into a surveillance state, where we are subjected to a constant
surveillance gaze without even being aware of the dangers and risks associated with FRT.
Ultimately, what was once considered private is now made public and exploited by various
actors. As FRT and similar surveillance technologies are used continuously without proper
regulations and oversight, we are stripped of the ownership over our own data and biometrics,
rendering us powerless and vulnerable to pervasive surveillance. Privacy and civil liberties
have become remnants of the past.

When moving to the collectively imagined utopia, this is a future where law enforcement
use of technology is strictly regulated and subject to oversight. Technologies that are deemed
invasive, discriminatory, or potentially harmful to society (such as FRT) are prohibited from
being incorporated into police practices and governmental services. In other words, the
technologies they choose to incorporate in their services must not enable massive surveillance.

At the same time, the private sector is regulated by strict privacy protection bills. Their
utilization of FRT and the collection of individuals’ personal data must obtain people’s consent
first, and that it is prohibited for private actors to use FRT for the purposes of public
surveillance.

Eventually, people are no longer subjected to constant monitoring, identification and
tracking. There is no need to worry about the possibility of being misidentified as someone
else, or having our data used against us. In this envisioned future, we have regained control
over our data, and the complex surveillance network has been partially dismantled. With
support from various sectors, the advocacy groups will continue to safeguard our privacy, rights,
and democracy whenever new challenges arise.

Conceptually, the groups’ narratives share enough similarities for us to be capable of
subsuming them under one sociotechnical imaginary. Indeed, we can contend that, at the root,

the four groups promote a similar vision of the social life and social order.

Social Life
In this section, we will start with a brief discussion on the goals and values pursued by the four

advocacy groups and their perceptions of technological influence on society. Then, we will
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explore the problems the advocacy groups associate with FRT itself and how this technology
is utilized by various actors, highlighting the groups’ shared belief in the separation of private
and public surveillance. Next, we will investigate the problems of collaboration between
different sectors before examining STOP’s unique ways of addressing the issues with FRT.

The constructed narratives have revealed that all four groups are determined in their fight
for the privacy and rights of the general public, as well as the protection of the democratic
values that the US/UK aligns with. These narratives suggest that the world we live in has
already been transformed by technological advancement, making the problems associated with
FRT concrete realities.

Furthermore, the groups have all acknowledged the inherent biases present not only within
law enforcement, but also within the algorithms of FRT. The biased nature of this technology
has resulted in disproportionate wrongful arrests and the unjust imprisonment of members from
the BIPOC community. Police have also been found to use FRT as they see fit, sometimes
justifying their biased conduct. The narratives of these groups display that the fault lies with
both the technology and the users, as there exists a mutual influence between the technology
and society. Therefore, as suggested by these narratives, it is crucial to ban the state sector’s
utilization of FRT. In addition, the groups’ narratives point out the concerns behind the
evolution of technology, noting that sometimes the combination of existing technologies may
lead to the development of new ones. However, we must remain vigilant about such evolution,
as new technologies may conceal their dangers and harmful effects under the guise of safety
and convenience.

It 1s worth mentioning that there is a distinction in the groups’ attitudes towards the state
and private sector’s utilization of FRT. While the narratives identify a lack of regulations and
oversight in both sectors’ utilization of this technology, on the one hand, the narratives place
particular emphasis on the importance of banning state actors use of FRT. On the other hand,
the private sector’s utilization of FRT is deemed to require robust regulations and strict

t26

oversight™. Such divergence in their attitudes reveal the groups’ belief that it is possible to

26 BBW and FFTF’s narratives also display the necessity for a partial ban, arguing that the use of FRT by the

private sector must be banned if it is used for the purpose of public surveillance.
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separate private and public surveillance?’.

Moreover, FFTF’s narratives depict a monopoly of the digital space by Big Tech
companies. The group argues that it is necessary to promote market competition, so that people
may be provided with more alternatives to the services offered by the Big Tech. At the same
time, individuals may also be empowered by the possibility to choose services that prioritize
their interests and rights. Most importantly, promoting competition in the digital space helps
ensure that power and resources are not monopolized by the few in power.

Apart from the state and private sector’s utilization of FRT, all four groups’ narratives have
depicted a collaboration between the state and private sector, and they all contend for the
termination of the collaboration between these two sectors. It is possible that this objection
arises from the perception that such collaboration blurs the line that separates public and private
surveillance.

According to our groups, though ID.me’s FRT program was initially developed and used
for commercial purposes by the private sector, collaborating with the government means that
state sector can now utilize ID.me’s service for public surveillance. Additionally, BBW
suggests that such collaboration facilitates data sharing between the state and private/public?®
sector. This provides the state with an opportunity to use or even merge data collected by the
private sector with its own databases, establishing a complex surveillance system and network?®.
Additionally, the collaboration between the state and private sector may lead to the facilitation
of a more pro-surveillance legal framework. FFTF and STOP point out that in the US, law
enforcement and private sector are now trying to push for a more industry-friendly framework

to promote the use of surveillance technology like FRT.

27 While the use of FRT for public surveillance (the form of surveillance that is usually associated with state
sector) must be banned, private surveillance is perceived as more acceptable, and only requires proper
regulations and oversight.

28 Sych as public transport and schools.

2% According to FFTF, police were found to have used ID. me’s commercial database to perform facial searches.
Furthermore, due to the service and platform monopolization happening in the digital space, FFTF suggests that
people’s data and facial biometrics are shared across platforms held by Big Techs, such as Meta. Though this data
is initially collected for commercial purposes (private surveillance), the collaboration between the private and
state sector enables state actors to utilize it for their own purposes. In this sense, we can see an overlap between

private and public surveillance.
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With the aforementioned examples in mind, we can see that the line between public and
private surveillance has become blurred. Regulations alone are no longer sufficient to ensure
that such collaboration may be effectively regulated and overseen. As previously discussed,
collaborating with third parties has resulted not only in an exacerbation of the discrimination
experienced by marginalized populations, but has also posed risks to individuals’ privacy,
online securities, and civil liberties. As the line continues to blur, the groups argue that it is
necessary to stop these collaborations.

Another component that deserves attention is STOP’s proposal to address the issue of
identity theft. As previously mentioned, STOP’s narratives recognize the biases inherent in both
the technology and legal system. Therefore, in order to mitigate the risks associated with the
biased FRT algorithm, STOP has proposed the idea of implementing a universal ID system to
combat identity theft. Though the group does acknowledge that such a system could also be
considered as a tool for mass surveillance, its narratives suggest that in order to solve a dilemma
(in this case, identity theft), we need to be willing to accept the accompanying risks of increased
surveillance in society.

In addition, STOP’s narratives depict the necessity of establishing an independent civilian
board to evaluate and oversee police utilization of surveillance technology. By involving the
general public in the oversight process, according to the advocacy group’s narratives, this
approach not only enhances transparency in police conduct, but also has the potential to
empower the public.

Finally, all the groups have expressed their concerns regarding the futures we may step
into. Their narratives suggest that if the widespread utilization of FRT is not regulated and
stopped, the US/UK society may eventually be transformed into an authoritarian surveillance
state, devoid of democracy.

In conclusion, the social life depicted in the groups’ narratives is characterized by a clear
distinction between public and private life, a reliance on commercial competition as well as a
belief in the education and empowerment of the public. These ingredients are deemed essential
for the protection of the public, especially minorities, from abuse and the preservation of

democracy for all. Contrary to being subversive, the social life imagined by these advocacy
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groups aligns closely with liberal ideals.

Social Order

We will start our discussion on social order by exploring the roles and involvements of the state
and private sectors. We will then examine how these four advocacy groups position themselves
in their narratives, as well as the approaches they take to fulfill that role.

Regarding the components of social order as depicted in the groups’ narratives, it is
important to note that all groups identify the state and private sectors as the villains. According
to their narratives, state actors often downplay and overlook the dangers and risks associated
with FRT and surveillance technology. Some of these actors, such as law enforcement agencies,
have refused to disclose details of the FRT programs they use and justified their utilization
under the guise of justice and security, ignoring the lack of regulations and oversight. Similarly,
BBW?’s narratives also point out the UK government’s tendency of weakening and abandoning
encryption measures for the data and biometrics collected from the general public.

In terms of the private sector, the groups point out that the expansion of the FRT market
has led to more innovations. Industry actors strive to improve upon their FRT products in the
hope of securing more contracts across different sectors. FFTF and EFF’s narratives reveal that
many corporate actors are willing to sacrifice the consumers’ rights and interests in exchange
for their own benefits, and STOP’s narratives also highlight that with an increased reliance on
technologies provided by tech companies, the decision-making power regarding the utilization
of FRT is concentrated in their hands.

These narratives underline a power dynamic between the state/private sector, who
possesses the power and resources to influence and decide how FRT may be used, and the
general public, who are often unaware of the invasive use of FRT.

In order to address this power imbalance, all groups position themselves as the “heroes”
of the story. They bear the responsibility to “awaken” different actors in society (the general
public and state actors, such as law makers, etc.), making them aware of the issues associated
with FRT. The groups’ aim is to urge actions to address the dilemmas, and together safeguard
people’s privacy and rights. In order to fulfill their tasks, the groups have all joined forces with

other advocacy groups and actors from various sectors to tackle the issues related to FRT.
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Notably, the groups’ narratives all emphasize the importance of educating and sensitizing the
general public about surveillance and surveillance technology. Because it is only when people
are aware of their own situation and the harms they face, can they actively engage in
safeguarding their rights and privacy, and collectively oversee the development and utilization
of FRT.

In their sociotechnical imaginary, the four groups boil down the social order into three
major components: a) a state that needs to be sensitized to the issues posed by FRT to produce
better regulations, b) a private sector that pursue innovative enhancements and combinations
of technology without much care and need to be reined in, c) a public that requires awakening
and defending by the advocacy groups. These groups act as protectors and efficient moderators,
mediating between the state, the private sector and the public. Here again, the sociotechnical
imaginary promoted by the advocacy groups under study is rather conventional and in line with
liberalism. Rather than presenting an alternative, the proposed SI reinforces the current social
life and social order prevalent in the western democracies. While advocacy groups might be
seen as agents of resistance to the power imbalance that exist, this study shows that resisting a

technology does not necessarily mean resisting fundamental structures of power.

Future Research: Avenues and Opportunities
It is important to note that the four advocacy groups under study are all organizations that
mainly focus on surveillance issues in the Global North, emphasizing how technological
advancements may lead to an erosion of democracy. It may therefore be worthwhile for future
research to investigate the narratives of privacy advocacy organizations that focus on a similar
issue in the Global South. By shifting our attention on the Global South, it allows us to acquire
a more diverse understanding of the impacts of surveillance and technological advancements
on society. In other words, such research enables us to see how different cultures, politics, and
social settings may lead to varying perspectives on the issues with surveillance and technology.
In addition, the groups under study all focus on how the utilization of FRT may
undermine democracy, yet I believe it would be valuable for future research to examine
organizations that investigate how FRT is used to further build and support authoritarianism in

different countries. In this sense, instead of emphasizing on the potential impact of FRT on
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individuals’ privacy, rights and democratic values, the attention is shifted to how FRT is utilized
and incorporated into various systems and services to reinforce authoritarian government’s
control on their people.

Furthermore, due to a time limitation, this research only examined advocacy groups’
narratives surrounding FRT. However, future research could benefit from an analysis of the
narratives of FRT vendors. By analyzing their narratives, researchers will be able to see how
providers of this technology perceive and market their FRT programs. Such as how they may
emphasize the benefits of their products while downplaying or ignoring the risks and
limitations. In this way, it reveals to us how these FRT programs were originally intended to be
used, the abilities of these technologies, as well as the targeted customers. By comparing the
advocacy groups and FRT vendors’ narratives, it may help the researchers to better identify and

understand the patterns in the advocacy groups’ narratives and the futures they envisioned.
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Appendix A: Propp’s 31 Functions and 8 Character Archetypes

Propp’s 31 Functions
(Propp, pp. 26-65, 1968)

Function 1-8:These functions together signify the beginning of the story, where the
villain has created a dilemma that requires the hero to address.

1.0ne of the members of a family absents himself from home. (Definition: absentation)

2. An interdiction is addressed to the hero. (Definition: interdiction)

3. The interdiction is violated (Definition: violation)

4. The villain makes an attempt at reconnaissance (Definition: reconnaissance)

5. The villain receives information about his victim. (Definition: delivery)

6. The villain attempts to deceive his victim in order to take possession of him or of his

belongings. (Definition: trickery)

7. The victim submits to deception and thereby unwittingly helps his enemy. (Definition:

complicity)

8. The villain causes harm or injury to a member of a family. (Definition: villainy)

8a. One member of a family either lacks something or desires to have something.

(Definition: lack)

Functions 9 to 11: The situation is made known to the hero, and the hero is sent out
to remedy the dilemma.
9. Misfortune or lack is made known; the hero is approached with a request or command;
he is allowed to go or he is dispatched. (Definition: mediation, the connective incident)
10. The seeker agrees to or decides upon counteraction. (Definition: beginning
counteraction)
11. The hero leaves home. (Definition: departure)

Functions 12 to 19: The hero faceslis tested by the villains and fights them,
12. The hero is tested, interrogated, attacked, etc., which prepares the way for his
receiving either a magical agent or helper. (Definition: the first function of the donor)
13. The hero reacts to the actions of the future donor. (Definition: the hero's reaction)
14. The hero acquires the use of a magical agent. (Definition: provision or receipt of a
magical agent)
15. The hero is transferred, delivered, or led to the whereabouts of an object of search.
(Definition: spatial transference between two kingdoms, guidance)
16. The hero and the villain join in direct combat. (Definition: struggle)
17. The hero is branded. (Definition: branding, marking)
18. The villain is defeated. (Definition: victory)
19. The initial misfortune or lack is liquidated. This function, together with villainy,
constitutes a pair. The narrative reaches its peak in this function.

Functions 20 to 31: A. The hero returns and is rewarded for their actions. B. The
false hero takes credit for the hero’s actions, but is eventually exposed and
punished. The hero is then rewarded for their deeds.
20. The hero returns. (Definition: return)
21. The hero is pursued. (Definition: pursuit, chase)
22. Rescue of the hero from pursuit. (Definition: rescue)
23. The hero, unrecognized, arrives home or in another country. (Definition: unrecognized
arrival)
24. A false hero presents unfounded claims. (Definition: unfounded claims)
25. Adifficult task is proposed to the hero. (Definition: difficult task)
26. The task is resolved. (Definition: solution)
27. He hero is recognized. (Definition: recognition)
28. The false hero or villain is exposed. (Definition: exposure)
29. The hero is given a new appearance. (Definition: transfiguration)
30. The villain is punished. (Definition: punishment)
31. The hero is married and ascends the throne. (Definition: wedding)
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