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Abstract

With the advancement of information technology, more and more information is stored in
digital format. Along with the evolution of computer science and its related technologies,
new hardware and software emerge every day. At the same time, old hardware and soft-
ware become obsolete and the data on them become inaccessible. Therefore, the devel-
opment of environments to preserve digital data for the long-term (such as 50 years) has

become a critical issue.

This thesis focuses on how to preserve data in multiple databases for a very long time. A
framework is proposed to provide a platform for archiving and retrieving the data in per-
sistent databases. Within this framework, a multi-agent system is used to deal with the
scalability and evolution of the data. An experimental environment is developed to vali-
date the framework and to provide a base for further research. Since there is a lack of
universally accepted methods to prove the success of a long-term data preservation re-
pository, we combine theoretical proof and empirical confirmation together to address

this issue.
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Terminology

Agent: Active persistent software component that perceives, reasons, acts, and commu-
nicates.

Consumer: The role played by those persons or client systems, which interact with OAIS
services to find preserved information of interest and to access that information in detail.
Digital Object: An object composed of a set of bit sequences (e.g., a PDF file, a WORD
file).

Virtual Model: The data schema in the IDeAL Framework, containing the metadata of
Digital Objects.

Designated Community: An identified group of potential Consumers who should be
able to understand a particular set of information.

Ingest: A function entity that provides the services and functions to accept submission
from Producers and prepares the contents for storage and management within digital ar-
chives.

Independently Understandable: A characteristic of information that has sufficient
documentation to allow the information to be understood and used by the Designated
Community without having to resort to special resources not widely available, including
named individuals.

Knowledge Base: A set of information, incorporated by a person or system, which al-

lows that person or system to understand received information.

xi



Producer: The role played by those persons or client systems, which provide the infor-
mation to be preserved.

Representation Information: The information that maps a Data Object into more mean-
ingful concepts. An example is the ASCII definition that describes how a sequence of bits

(i.e., a Data Object) is mapped into a symbol.
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Chapter 1. Introduction

We are living in the “Information Age”, in which more and more data is created and
stored in digital format. With the advancement of information technology, the upgrading
or replacement of hardware and software occurs very frequently. According to the
Moore’s Law [Moore, 1998], the number of transistors that can be inexpensively placed
on an integrated circuit is increasing exponentially, doubling approximately every two
years. Further, almost every measure of the capabilities of computing devices is linked to
Moore's Law: processing speed, memory capacity, even the resolution of LCD screens.
All of these are improving at roughly exponential rates as well. However, when the old
hardware and software become obsolete, the data depending on them becomes inaccessi-
ble too [Heminger, & Robertson, 1998]. How to preserve such data, especially over a
very long time, has become a crucial problem [Hedstrom, 2001]. As Jeff Rothenberg
[1999] says, the goal of preservation is “... to allow future users to retrieve, access, deci-
pher, view, interpret, understand, and experience documents, data, and records in mean-
ingful and valid ... ways.” It is relatively simple to preserve digital data over a short time,

but it is quite difficult to preserve it over a period of a few decades.

Challenges and issues associated with preserving digital resources over the long term are
a critical research area. The coverage of these concerns spans across digital libraries
[Rothenberg, 1999], scientific data repositories [Hedstrom, Brandt, & Campbell, 2002],

e-government [Neuroth, & Strathmann, 2005], e-records, and digital cultural heritage

13



[Lorie, 2004; Viktor, & Paquet, 2005]. Several approaches have been proposed as the so-
lutions to the long-term preservation of digital data, such as emulation [Rothenberg,
1999], encapsulation [Waugh, Wilkonson, & Hills, 2000], migration [Wheatley, 2001],
amongst others. Furthermore, some best practices and regulations have been standardized
in OAIS (Open Archival Information System Reference Model) [Lavoie, 2000; CCSDS,
2002], PREMIS (Preservation Metadata Implementation Strategies) [OCLC, RLG, 2007],

and METS (Metadata Encoding and Transmission Standard) [DLF, 2007].

1.1. Motivations

Although the long-term data preservation has been researched during the past several
years, there are still many unsolved issues. This is due to the complexity of the problem,
such as vast volumes of data, the large number of data formats, and heterogeneous data in
one digital collection, amongst others [Hedstrom et al., 2002]. Among all these issues, we
are particularly interested in the long-term preservation of data in multiple databases.
These databases may contain various data in the e-society, including the e-health, e-
government, and e-commerce domains. Typically, such databases contain both relational
data and multimedia data. In this study, special focus is put on how to archive, maintain,

and retrieve the software-dependent data (e-data) in these databases for over 50 years.

To better understand the intrinsic subtleties of these issues, our goal is to create a concep-
tual framework for the long-term preservation of data in multiple databases. An experi-
mental environment is established for validating the framework, studying implementation

issues, and providing a testing environment for future research. The design of the frame-

14



work aims to cope with some important concerns, including the scalability of digital ar-
chives, the retrieval from heterogeneous data sources, the data evolution, as well as the

upgrade of hardware and software.

1.2. Thesis Contributions

The major contributions of this thesis are summarized as follows.

First of all, we design a framework for addressing the problem of long-term data preser-
vation in multiple databases. The framework is name the IDeAL Framework, where
IDeAL stands for “Intelligent Decision Analysis and Data Lab”. Metadata is the corner-
stone of digital preservation, without which a digital object may be irretrievable, incom-
prehensible, and unusable. Based on some established standards [CCSDS, 2002; OCLC,
RLG, 2007; DLF, 2007], we establish a specific metadata schema, the Virtual Model, in
the framework. As far as the author is aware, there is no other framework that integrates
OAIS, PREMIS, and METS. As such, we provide a new set of guidelines or “checklists”
for long term data preservation environment. This framework can be used as an approach
for addressing the problems of archiving, maintaining, and retrieving the data in persis-

tent databases over a very long time.

Secondly, a multi-agent system is used in the IDeAL Framework to cope with the scal-
ability and evolution of the data therein. Agents are active persistent software compo-
nents that perceive, reason, act, and communicate [Huhns, & Singh, 1998]. Agents pro-

vide a way to describe independent components of a distributed system. Multi-agent sys-
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tems are the systems composed of multiple autonomous agents [Sycara, 1998]. The adop-
tion of the multi-agent system addresses the scalability of the IDeAL Framework. This is
due to the fact that it is easier to add new agents to a multi-agent system than it is to add
new capabilities to a monolithic system [Stone, & Veloso, 2000]. Further, a storage re-
source broker agent in the multi-agent system is used as a mechanism for accessing the

data smoothly and transparently.

We also thirdly develop an implementation, based on the conceptual framework, which
provides a base for the validation of the IDeAL Framework. The implementation contains
a web-based portal, two similar data sets and their related metadata databases, and essen-
tial functions of digital repositories, which include archiving, retrieving and analyzing

data in these repositories.

Moreover, we lastly use a novel evaluation method of combining theoretical proof and
empirical confirmation. This evaluation method may be a base for the establishment of
widely accepted evaluation criteria and methodologies. Our evaluation method is chosen
based on the following observations. Neither theoretical proof nor empirical confirmation
can individually be used to confidently prove digital repositories as trustworthy and sus-
tainable long-term data preservation systems. The digital preservation systems should
first be validated against some pervasively used standards that are based on best practices.
If confirmed as valid, the concepts in these systems can be thought as complete from the

theoretical perspective. Then, the detailed processes and functions may be assessed in
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practical tests. These tests are used to prove that the above concepts are successfully real-

ized in the digital preservation systems.

1.3. Thesis Outline

This thesis contains six chapters and is organized as follows. Chapter 2 reviews the cur-
rent literature pertaining to long-term data preservation and multi-agent systems. In
Chapter 3, we propose a framework, the IDeAL Framework, to address the issues men-
tioned in the motivations. The framework is clarified from several aspects: the overall
design, the design from the perspective of long-term data preservation, the design from
the view of multi-agent systems, and the design from the angle of J2EE (Java 2 Enter-
prise Edition). Chapter 4 presents the current deployment environment and the implemen-
tation details of the IDeAL Framework. In Chapter 5, two kinds of methods are used to
appraise the IDeAL Framework based on the current implementation. The compliance of
the IDeAL Framework with some proven standards is assessed first. Then, the framework
is evaluated against general metrics for trusted digital repositories. Chapter 6 concludes
this thesis by some final remarks, summary of contributions and directions for future re-

search.
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Chapter 2. Background

This chapter introduces the background of this thesis research from two main aspects:
long-term data preservation, and agent technology. The challenges and issues of the long-

term preservation of digital data are presented first, and agent technology is introduced.

2.1. Long-term Preservation of Digital Data

2.1.1 Overview

One of the most obvious characteristics of information technology is the continuous im-
provement in computer processor, memory, and storage performance and their simulta-
neous drop in cost. Large organizations routinely upgrade their computer systems with
terabytes of storage, and more and more people own personal computers with tens of
gigabytes of storage. Therefore, more and more information is stored in digital format.
With the advancement of computer science and its related technologies, new hardware
and software emerge every day. At the same time, old hardware and software become
obsolete and the data on those computers become inaccessible [Heminger et al., 1998].
Therefore, the development of environments to preserve digital data for the long-term
(such as 50 years) has become a critical issue [Hedstrom, 2001]. To this end, from the
1980’s, people have begun investigating this issue in order to create viable approaches
and methodologies for the long-term preservation of digital data. One unique aspect of

long-term data preservation is its concern with extended periods of time, where ‘long-
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term’ may simply mean long enough to be concerned about the obsolescence of technol-
ogy, or it may mean decades or centuries. When long-term data preservation spans sev-
eral decades, generations, or centuries, even a minor failure of the preservation of digital
objects becomes critical. Recently, ISO (International Organization for Standardization)
has announced the Open Archival Information System (OAIS) Reference Model as its
standard ISO 14721:2003 [ISO, 2003]. This standard provides a common conceptual
framework for the environment, functional components, and information objects of a
long-term data preservation system. However, there are still many challenges in the long-
term data preservation field. These involve establishing corresponding metadata and
preservation standards, storing vast heterogeneous digital data, designing affordable and
reliable tools, constructing full-fledged preservation architectures, amongst others [Day,
2006; Doyle, Viktor, & Paquet, 2007; Hedstrom et al., 2002; Neuroth et al., 2005; Roth-
enberg, 1999; and Verdegem, 2003]. Among all the challenges, eight major ones are the

following.

The national preservation policy is the declared statement to preserve digital heritage na-
tion wide, which includes an overall preservation policy to give out the strategic guidance,
advice, and standards [Neuroth et al., 2005]. There are no countries that have announced
a national preservation policy, to which individual preservation practice needs to be com-

pliant for future interoperability and information exchange.

Secondly, organizational, social, economic, and legal issues must be taken into considera-

tion. Incentives for long-term preservation of digital information are required. Further,
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the metrics to qualify all aspects of digital archiving are needed. Legal issues and intel-
lectual property rights must also be considered when acquiring and maintaining digital
data [Hedstrom, & Ross, 2003]. For example, the preservation and modification of some

data may be prevented by copyrights.

Thirdly, the growth of the vast and heterogeneous digital collections outpaces our ability
to manage and preserve them. People need the models and metrics for selecting complex
digital objects. After choosing suitable digital objects, proper methods are needed for ag-
gregating digital objects into collections. Even after having data and methods on hands,
more and more digital content is available and worth preserving. However, most people
increasingly depend on digital resources and do not realize the needs to preserve those

[Hedstrom et al., 2002].

Fourthly, there are no mature architectures for long-term data preservation archives. The
attributes of digital archives determines that a single architecture approach will unlikely
satisfy all the digital preservation needs of various organizations and individuals. These
attributes include the security framework of the archives, the possible changed purpose of
the archives, the temporary changes of data, and the evolution of data, amongst others.
Currently, only one reference model, the previously introduced Reference Model for an
Open Archival Information System, is widely used to build persistent archives. Yet, the
applicability, effectiveness, and efficiency of OAIS as a universal architectural frame-

work need more practice and assessment [Hedstrom et al., 2002].
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Fifthly, new tools and technologies are needed for the long-term preservation of digital
data, such as automatic acquisition of data and metadata, preservation decision support,

interoperability, amongst others [Hedstrom et al., 2002; Hedstrom et al., 2003].

The sixth challenge is web archiving. Web information has become a major part of our
digital heritage and has become a new dimension of social cultures. According to Day
[Day, 2006], web archiving initiatives exist to collect ephemeral web content for use by
current and future generations of users. Until now, most such initiatives have concen-
trated on the development of strategies and software tools for the collection of web con-
tent and for the provision of access interfaces. Although it is difficult to get accurate and
up-to-date statistics on web page longevity, several researches have indicated that the
longevity of web pages is fairly short. It is estimated by Lawrence [2001] that pages dis-
appeared on average after 75 days after they are published. Longitudinal studies of web
page persistence by Koehler found that only 33.8 percent of a sample set of pages se-
lected in December 1996 persisted at their original URLs by May 2003 [Koehler, 2004].
The short longevity is a specific feature of web content as digital data and makes the
preservation tasks urgent. Further, the most apparent nature of web content is that the
massive and growing amounts of digital information is now being generated combined
with a proliferation of format types. Moreover, the unpredictable remote changes can af-
fect the web content, which should be reflected in the archive of this web content. All
these above issues make the long-term preservation of web archiving a challenging task,
requiring specific monitoring, collecting and preserving strategies, procedures, and tools

[Day, 2006].
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Seventhly, the preservation of databases possesses unique problems compared to other
digital data (such as an image file or a Microsoft Word file) [Verdegem, 2003]. A data-
base has an internal structure that is understandable by both people and programs, and
changes over time. Many databases contain information with considerable value and their
preservation is a matter of priority. Each database is unique in its data, application and
management. For example, the application to change or use or view the data is usually
not widely available and is generally database specific. Furthermore, many databases are
being produced as parts of business transactions or scientific procedures, and are valuable
both for the information they contain and the evidential value they provide. The database
will be useless if only the database is preserved. Thus, specific metadata, procedures, and

methods are needed for database preservation [Verdegem, 2003].

Lastly, it is crucial to consider the end users’ needs with respect to the preserved digital
data when a long-term data preservation system is designed and implemented, because
they are the ultimate users of the data [Doyle et al., 2007]. Actually, this is a matter of
data usability in the future. Such considerations aid in determining exactly what informa-
tion should be preserved along with the digital data. However, we can not predict every-
thing an end user wants to do with preserved data in the future. Further, there is a lack of

study in the research literature regarding the needs of the future end users.
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2.1.2 Preservation Strategies

Many digital preservation strategies have been proposed, but no single strategy is appro-
priate for all data types, situations, or institutions. For one digital archive, several strate-
gies may be used in combination. Considering all the preservation strategies, most of the
literature regarding preservation strategies refers to five main strategies, which are intro-

duced as follows.

The first strategy is emulation, which combines software and hardware to reproduce all
essential characteristics of the original computing environment, allowing programs de-
signed for the original environment to operate in a newer environment. Emulation re-
quires the creation of emulators, programs that duplicate the functions of one system
within a different system. There are three options in this strategy: application emulation,
operating system emulation, and hardware emulation [Rothenberg, 1999]. One of the
benefits of this strategy is that the original data is kept intact. Only the emulation will
change with time. Moreover, this strategy is applicable to all kinds of digital objects. An-
other advantage of implementing emulation is its possible efficiency. It can be a one-time
effort for large groups of digital objects. Once the data is archived with appropriate meta-
data and software, no other action is required apart from media refreshing until access is
desired by consumers. One emulator can also be used as a solution for many data objects
requiring the same operating environment. Certainly, this strategy has some disadvan-
tages, such as the technical difficulties of creating emulators, users lacking knowledge of

the obsolete software, and intellectual property rights violations [Rothenberg, 1999].
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The second strategy is migration, which refers to the "periodic transfer of digital materi-
als from one hardware/software configuration to another, or from one generation of com-
puter technology to a subsequent generation” [Waters, & Garett, 1996]. Migration in-
cludes refreshing and copying digital information without changing it [Waters et al.,
1996]. However, while refreshing will overcome the media obsolescence, it is sometimes
not enough to cope with the technological extinction. Migration to new computing envi-
ronment often means that the copy is not exactly the same as the original data. This strat-
egy has some advantages [Waters et al., 1996]: the conversion functionality is usually
supplied with software, the migration result has a format that is familiar to the user, and
the new format may have some new functionality. Nevertheless, the migration strategy
has several disadvantages, including appearance changes, conversion errors, changed

meaning, inefficiency of migrating everything.

The third strategy is encapsulation, a technique of grouping together a digital object and
the information necessary to provide access to that object (i.e. the information used to
interpret the bits appropriately for access and the provenance to describe the source of the
object). Obviously, the grouping process lessens the likelihood that any critical compo-
nent necessary to decode and render a digital object will be lost. Appropriate types of
metadata to be encapsulated with a digital object include reference, representation,
provenance, fixity, and context information [Cornell University Library, 2003; Rothen-
berg, 1999]. The main benefit of this strategy is that it preserves digital objects in their
native format and can include useful metadata as much as possible. However, updating

metadata is difficult.
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The fourth strategy is technology preservation, which preserves obsolete information
systems to ensure access to digital data. This strategy is often called “computer museum”.
It needs to save everything: files, software and hardware and to keep them alive. It offers
the potential of coping with media obsolescence, assuming the media hasn't decayed be-
yond readability. It can extend the window of accessing obsolete media and file formats,
but it is ultimately a dead end, since no obsolete technology can be kept functional in-

definitely [Cornell University Library, 2003].

The fifth strategy is normalization, which refers to converting all objects to one or more
chosen preservation formats. Within an archival repository, all digital objects of a par-
ticular type (e.g., colour images, structured text) are converted into a single chosen file
format that is thought to embody the best overall characteristics such as functionality and
longevity. It assumes that such chosen format will endure and that problems of compati-
bility resulting from the evolution of the computing environment (applications software
and operating systems) will be handled by the continuing need to accommodate the stan-
dard within the new environment [Cornell University Library, 2003]. With this strategy,
only a limited number of formats need to be preserved and maintained, and the formats
chosen have a higher chance of surviving longer than most of the original formats. How-
ever, this strategy has some drawbacks: the meaning of data can be changed after nor-

malization, the choice of formats can be wrong, and the strategy is not flexible.
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To compare these strategies clearly, we use —Table 1 to clarify their advantages and dis-

advantages, as discussed next.

Strategy Name

Advantages

Disadvantages

emulation

The original data is kept intact. It is
applicable to every sort of digital
data. It may be efficiency. It can be a
one-time effort for large groups of
digital data.

The disadvantages include the
technical difficulties of creating
emulators, users lacking knowl-
edge of the obsolete software,
and intellectual property rights
violations.

migration

It overcomes the media obsoles-
cence. The conversion function is
usually supplied with software. The
migration result has a format that is
familiar to the user. The new format
may have some new functionality.

The disadvantages include ap-
pearance changes, conversion
errors, changed meaning, ineffi-
ciency of migrating everything.

encapsulation

It preserves digital objects in their
native format and can include useful
metadata as much as possible.

The update of the metadata is
difficult.

technology

preservation

It offers the potential of coping with
media obsolescence. It can extend
the window of access for obsolete
media and file formats.

No obsolete technology can be
kept functional indefinitely.

normalization

Only a limited number of formats
need to be preserved and main-
tained.

The meaning of data can be
changed after normalization,
The choice of formats can be

wrong, the strategy is not flexi-
ble.

Table 1

Comparison of Preservation Strategies

The migration strategy may overcome media obsolescence and software obsolescence,

but the migration of the data in a database may be a task with a huge workload. This is

especially true in cases when there are many data types in the database and the database

contains a large amount of data. Moreover, the database potentially has to be migrated

every few years. The encapsulation strategy allows the digital objects to be preserved in

its original format, together with some useful metadata. However, updating the metadata
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in an encapsulation, that was created decades ago, can be very complicated. The technol-
ogy preservation strategy cannot be a practical strategy, even though it provides the bene-
fit for preserving the original hardware and software; because no obsolete hardware can
be kept functional indefinitely. Since the meaning of data can be changed, and the data
type of a data object may be modified so that it cannot be stored in its original database
table, the normalization strategy is not suitable for the preservation of data in databases.
Emulation is chosen as the primary strategy of our proposal for the long-term preserva-
tion of multiple databases, because of two main reasons [Doyle et al., 2007]. Firstly, we
aim to keep the original databases intact. Secondly, our long-term data preservation sys-
tem may contain many databases that require the same type of computing environment

and it is therefore efficient to use one emulator for all these databases.

2.1.3 Related Standards

In the digital preservation field, many excellent practices and reference models have been
put into place. The adoption of such standards has benefit for the preservation of the in-
tegrity of, and access to, digital information. The use of standards also helps ensure best
practice in the long-term preservation of digital data. For example, resources that are en-
coded using open standards have a greater chance of remaining accessible after a long
time, rather than those resources that are not. Furthermore, the activity of adopting stan-
dards increases the level of cooperation and will ultimately result in enhanced interopera-
bility among digital repositories [Hodge, & Frangakis, 2004]. Among all these standards,
the three most widely used ones (OAIS, PREMIS, and METS) are adopted in the IDeAL

Framework [Lavoie, & Gartner, 2005].
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OALIS is broadly accepted when long term preservation repositories are implemented, so
it is used as the base of the IDeAL Framework. Since the OAIS only provides a reference
framework without implementation guidance, a metadata schema must be designed for
the IDeAL Framework. Further, we would like to establish a long-term data preservation
framework, which can interoperate with other digital repositories. Thus, some other stan-
dards, such as PREMIS and METS, are brought into consideration when the metadata in
the IDeAL Framework was designed as discussed next. PREMIS is a metadata frame-
work to support the preservation of digital objects, which contains a set of preservation
metadata elements. These metadata elements construct an essential and minimal metadata
set [OCLC, RLG, 2007]. METS is a flexible and software independent platform, which
can be used for interoperability between digital repositories by providing a framework for
integrating various types of metadata [DLF, 2007]. The METS standard provides a
method to combine a digital object and its diverse metadata as a whole, which can be

shared, exchanged, and searched. The three standards are introduced as follows.

Open Archival Information System Reference Model (OAIS RM)

OALIS establishes a common framework of terms and concepts for preservation of infor-
mation, defines an information model, and identifies the basic functional model of digital
archives [CCSDS, 2002]. It is a conceptual framework, not a blueprint for system design.
However, it gives out some hints of the construction of preservation metadata, the design
of system architectures, and the development of systems and components. Currently, it is
widely used by current digital archives [Lavoie et al., 2005]. The simple model shown in

Figure 1 depicts the environment surrounding an OAIS.
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Figure 1 OAIS Environmental Model [CCSDS, 2002]
Outside the OAIS are Producers, Consumers, and Management. Producer is the role
played by those persons or client systems which provide the information to be preserved.
Consumer is the role played by those persons or client systems that interact with OAIS
services to find and gain preserved information of interest. Management is the role played

by those who set overall OAIS policy in a broader policy domain [CCSDS, 2002].

As depicted in Figure 2, the OAIS information model defines the broad types of informa-
tion that would be required, in order to preserve and access an information object stored

in a repository [CCSDS, 2002].
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Figure2 OAIS Information Model [CCSDS, 2002]
In the digital preservation areas, information means knowledge communicated or re-

ceived concerning a particular fact, such as a PDF file. In the context of the OAIS, infor-
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mation can exist in two forms: either as a physical object (e.g., a paper document, a gas
sample), or as a digital object (e.g., a PDF file, a WORD file). Altogether, these two
types may be referred to as the data object. Interpretation of the data object as meaningful
information is achieved through the combination of the Designated Community's knowl-
edge base and the representation information associated with the data object. The knowl-
edge base of the Designated Community is not always enough to be used to fully under-
stand the archived information. In this event, the data object must be supplemented by
representation information. The composition of the data object, the Designated Commu-
nity's knowledge base, and the representation information results in an information object,

depicting understood information to the Designated Community [CCSDS, 2002].

The core concept of OAIS, the information package, is comprised of four types of infor-
mation objects: Content Information, Preservation Description Information, Packaging
Information and Descriptive Information. Content Information is the primary information
of interest - the data object and its associated representation information. Preservation
Description Information (PDI) contains information essential to sufficiently preserve the
Content Information with which it is associated. Normally, PDI contains four sections:
provenance information, context information, reference information, and fixity informa-
tion. Packaging Information combines the components of the information package into an
identifiable entity, while Descriptive Information facilitates access to the information

package [CCSDS, 2002].
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Within the OAIS model, three types of information package are identified: the Submis-
sion Information Package (SIP), which is received from the Producer; the Archive Infor-
mation Package (AIP), which is the information package actually stored in the archive;
and the Dissemination Information Package (DIP), which is the information package

transferred from the archive in response to a request by a Consumer [CCSDS, 2002].

As depicted in Figure 3, the OAIS defines the core set of functional entities for digital
archives in its functional model, which is composed of six functional entities: Ingest,
Data Management, Archival Storage, Access, Administration, and Preservation Planning.
To preserve information over a long time, a digital archive can adopt these functional en-
tities as parts of its system. The OAIS functional model provides a collection of six high
level services that achieve the goals of OAIS to preserve and provide access to the infor-
mation. In Figure 3, the lines connecting entities identify communication paths over
which information flows in directions. The lines to Administration and Preservation

Planning are dashed only to reduce diagram clutter [CCSDS, 2002].
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Figure 3  OAIS Functional Model [CCSDS, 2002]
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The OAIS standard also establishes mandatory responsibilities that an organization must
discharge in order to operate an OAIS archive [CCSDS, 2002]. As defined in [CCSDS,
2002], the OAIS archive must fulfil these responsibilities: (1) negotiate for and accept
appropriate information from Producers; (2) obtain sufficient control of the information
provided to the level needed to ensure long-term data preservation; (3) determine, either
by itself or in conjunction with other parties, which communities should become the Des-
ignated Community and, therefore, should be able to understand the information provided;
(4) Ensure that the information to be preserved is Independently Understandable to the
Designated Community; (5) follow documented policies and procedures which ensure
that the information is preserved against all reasonable contingencies, and which enable
the information to be disseminated as authenticated copies of the original; and (6) make

the preserved information available to the Designated Community.

PREservation Metadata Implementation Strategies (PREMIS)

The second major standard, PREMIS, is a metadata framework to support the preserva-
tion of digital objects, which is claimed to contain a set of preservation metadata ele-
ments. These metadata elements construct an essential and minimal metadata set. More-
over, the metadata elements can be implemented easily in digital repositories, which can
support the viability, understandability, identity, and authenticity of digital objects over

time [OCLC, RLG, 2007].
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Figure 4 PREMIS Data Model

As shown in Figure 4, PREMIS contains a data model of five types of entities involved in
digital preservation activities: Intellectual Entities, Objects, Events, Rights, and Agents.
Among all the five types of entities, an Object, or Digital Object, is a discrete unit of in-
formation in digital form. An Intellectual Entity is a coherent set of content that is rea-
sonably described as a unit, which can include other Intellectual Entities. For example, a
database table can include a column, and that column can include an attribute. An Event
is an action that involves at least one Object or Agent known to the preservation reposi-
tory. An Agent is a person, organization, or software program associated with preserva-
tion events in the life of an object. Rights are assertions of one or more privileges or per-
missions pertaining to an object and/or agent [OCLC, RLG, 2007]. All of the five types
of entities have their own properties, named Semantic Units. The preservation metadata is
actually these properties. Moreover, PREMIS also provides guidance for local implemen-
tations. Many digital preservation projects have used PREMIS in their systems, including
FEDORA [Gewirtz, & Gano, 2006], APSR [Lee, Clifton, & Langley, 2006], MathArc

[Enders, Kehoe, & Smith, 2006], amongst others.
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Metadata Encoding and Transmission Standard (METS)

The METS schema is a standard for encoding descriptive, administrative, and structural
metadata regarding objects within a digital library, using XML. It is a data encoding and
transmission specification that provides the means to convey the metadata necessary for
both the management of digital objects within a digital repository and exchange of such
objects between digital repositories. A METS document refers to the serialized XML
document conforming to the METS schema. A METS document consists of seven major
sections, METS Header, Descriptive Metadata, Administrative Metadata, File Section,
Structural Map, Structural Links, and Behavior. These sections may contain a variety of
elements and attributes as specified in the METS schema. The METS Header contains
metadata describing the METS document itself. The Descriptive Metadata may point to
descriptive metadata outside the METS document or involve internally embedded de-
scriptive metadata, or both. The Administrative Metadata section represents the manage-
ment information for the object, such as the date it was created, rights information,
amongst others. The File Section lists all files containing content that comprise the digital
object. The Structural Map outlines a hierarchical structure for the digital object and links
the elements of that structure to content files and metadata that pertain to each element.
The Structural Links section records hyperlinks between nodes in the hierarchy outlined
in the Structural Map. The Behavior section may be used to associate executable behav-

iours with the content object [DLF, 2007].
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2.1.4 Data Integration

Integrating disparate data has always been a difficult task, and given the data explosion
occurring in most organizations, this task is not getting any easier [White, 2005]. Over
69% of respondents to the survey in [White, 2005] rated data integration issues as either a
very high or high inhibitor to implementing new applications. The three main data inte-
gration issues listed by respondents were data quality and security, lack of a business case

and inadequate funding, and a poor data integration infrastructure.

From the theoretical perspective, data integration refers to the problem of combining data
residing at different sources, and providing the user with a unified view of this data
[Lenzerini, 2002]. From the practical perspective, data integration involves a framework
of applications, products, technologies, and techniques for providing a unified and consis-
tent view of enterprise business data [ White, 2005]. The applications are custom-built and
vendor-developed solutions that utilize one or more data integration products. Products
are off-the-shelf commercial solutions that support one or more data integration tech-
nologies. Technologies implement one or more data integration techniques, which are

technology-independent approaches for doing data integration.

There are three main techniques used for integrating data, namely consolidation, federa-
tion, and propagation [White, 2005]. Data consolidation captures data from multiple
source systems and integrates it into a single persistent data store. This data store may be
used for reporting and analysis, as in data warehousing, or it can act as a source of data
for downstream applications, as in an operational data store. Data federation provides a

single virtual view of one or more source data files. When a business application issues a
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query against this virtual view, a data federation engine retrieves data from the appropri-
ate source data stores, integrates it to match the virtual view and query definition, and
sends the results to the requesting business application. Data propagation applications
copy data from one location to another. Data propagation may be used for the real-time or

near real-time movement of data, workload balancing, backup and recovery, and disaster

recovery [ White, 2005].

Data integration is relevant in our long-term data preservation system in order to reflect
the evolution of data in digital archives, and to extract useful information from multiple
related data sources. The data integration systems can be characterized by an architecture
based on a global schema and a set of data sources. The sources contain the real data,
while the global schema provides a reconciled, integrated, and virtual view of the under-
lying sources. How to model the relation between the sources and the global schema is
therefore a crucial aspect of data integration, from our perspective. Two basic approaches
have been proposed to this purpose. The first approach, called global-as-view (GAV),
requires that the global schema is expressed in terms of the data sources [Lenzerini,
2002]. The second approach, called local-as-view (LAV), requires the global schema to
be specified independently from the sources, and the relationships between the global
schema and the sources are established by defining every source as a view over the global

schema [Lenzerini, 2002].

One basic service provided by the data integration system is to answer queries posed in

terms of the global schema. Given the architecture of the system, query processing in data
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integration requires a reformulation step: the query over the global schema has to be re-
formulated in terms of a set of queries over the sources. Since sources are in general
autonomous, in many real-world applications the problem arises of mutually inconsistent
data sources. In practice, this problem is generally dealt with by means of suitable trans-
formation and cleaning procedures applied to the data, as retrieved from the sources. The
theory of query processing in data integration systems is commonly expressed using con-
junctive queries [Levy, 2001]. One can loosely think of a conjunctive query as a logical
function applied to the relations of a database such as "f(4,B) where 4 < B". If a column
or a set of columns are substituted into the rule and satisfies it (makes it true), then that

column is considered as part of the set of answers in the query.

The LAV and the GAV approaches are compared in [Ullman, 1997], from the point of
view of query processing. Processing queries in the LAV approach is a difficult task. In
this method, the only knowledge we have about the data in the global schema is through
the views representing the sources, and such views provide only partial information about
the data. Since the mapping associates, to each source, a view over the global schema, it
is not immediate to infer how to use the sources in order to answer queries expressed over
the global schema. Thus, query processing is easier in the GAV approach, since the map-
ping directly specifies which source queries corresponds to the elements of the global
schema. From the point of view of modelling the data integration system, the GAV ap-
proach provides a specification mechanism that has a more procedural benefit with re-
spect to the LAV approach. While in LAV the designer may concentrate on declaratively

specifying that the content of the sources in terms of global schema, in GAV, the de-
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signer needs to specify how to get the data of the global schema by means of queries over
the sources. In this study, we adopt a modified GAV approach, as will be discussed in

Section 3.3.3.

In this thesis, we consider data integration from the point of view of integrating different
versions of the same database, over a long period of time. This will be discussed further

in Section 3.3.3.

2.2. Agent Technology

A multi-agent system is used in the IDeAL Framework to cope with the scalability and
evolution of the data in the framework. JADE (Java Agent Development Framework) is
adopted for implementing the multi-agent system in the IDeAL Framework. JADE is a
software environment to build agent systems in compliance with the FIPA (the Founda-

tion for Intelligent Physical Agent) specifications, so the FIPA Standard is introduced too.

2.21 Whatis an Agent

Agents are active persistent software components that perceive, reason, act, and commu-
nicate [Huhns et al., 1998]. Agents provide a way to describe independent components of
a distributed system. Agent-based computing is a multidisciplinary field which combines
artificial intelligence and distributed computing technologies. Thus, multi-agent systems
can provide excellent mechanisms for simulating distributed, complex and dynamic real-
world environments. For example, simulation of economies, societies and biological en-

vironments are typical application areas [Luck, McBurney, Shehory, & Willmott, 2005].
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As defined in [Huhns et al., 1998], an agent generally has four necessary properties: the
first property is autonomy, which means that an agent can acting independent from the
user intervention and self-govern its functions; the second property is reactiveness, which
means that an agent can monitor its environment and respond effectively to changes in
the environment; the third property is proactiveness, which means that an agent has goals
that direct behaviour over longer periods of time towards achieving complex tasks; the
last property is socialability, which means one agent must have the ability to interact and
communicate with other agents. This is because the agent operates in dynamic and open

environments with many other agents.

Agents provide software developers with a way of designing applications based on
autonomous, communicative components [Luck et al., 2005]. They offer a new and ap-
propriate approach to the development of complex software systems, especially in dis-
tributed and dynamic environments. Most traditional software systems involve static rela-
tionships between software entities sharing the same preferences and goals, in a system
with a single thread of control. While agent systems contain dynamic relationships be-
tween autonomous software entities with different preferences or goals, and there is no

central point of control [Luck et al., 2005; Jennings, 2001].

Agent technologies involve a variety of specific techniques and algorithms for dealing
with interactions in distributed environments, which address issues such as controlling
actions in individual agent architectures, communicating with other agents in the envi-
ronment, initiating and carrying out actions upon user preferences, cooperating with other

agents, and finding appropriate means of forming and managing coalitions [Luck et al.,
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2005]. Many applications involving multiple individuals or organizations must take into
account the relationships between participants and these individual agents may also need
to be aware of these relationships in order to make appropriate decisions [Luck et al.,

2005; Jennings, 2001].

2.2.2 Agent Architectures

As defined in [Maes, 1991], the agent architecture is a particular methodology for build-
ing agents, which specifies how the agent can be decomposed into the construction of a
set of components and how these components should be made to interact. The architec-
ture is a mechanism encompassing techniques and algorithms that support this methodol-
ogy. Further, there are mainly three major agent architectures: Reactive Agent Architec-
ture, Deliberative Agent Architecture, and Hybrid Agent Architecture, which are briefly

introduced as follows.

Reactive agent systems act by means of stimulus-response rules and do not symbolically
represent their environment. Agents can respond to events in the environment in a timely
and responsive manner. From this aspect, agent’s behaviours are directly coupled with
the environment; the environment provides a stimulus that causes a rule to fire and the
agent to respond in a predefined way [Luck, ASHRI, & D’INVERNO, 2004; Vidal,

Buhler, & Huhns, 2001].

Deliberative agent systems symbolically model their environment and manipulate these
symbols in order to act [Luck et al., 2004; Vidal et al., 2001]. Agent systems capable of

maintaining and manipulating representations of the environment, without stimulus-
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response rules of the kind described above, are called deliberative agents. In order to
model rational or intentional agency in these kinds of agents, mental attitudes are used to
describe and characterize behavior. These attitudes include beliefs, goals, desires, knowl-
edge, plans, motivations, and intentions, which are commonly grouped into three catego-
ries: informative, motivational, and deliberative. The first category refers to that which a
system consider to be true about the environment, involving knowledge, beliefs, and as-
sumptions; the second refers to the wants of a system, including goals, desires, and moti-
vations; and the third concerns how an agent’s behavior is directed and includes plans
and intentions. The BDI (Belief-Desire-Intention) architecture is one of the typical delib-
erative agent architectures [Vidal et al., 2001]. In the BDI model, agents continually
monitor their environments and act to change them, based on the three mental attitudes of
belief, desire, and intention, representing informational, motivational, and decision-
making capabilities. Architectures based on the BDI model explicitly represent beliefs,
desires, and intentions as data structures, which determine the operation of the agent

[Luck et al., 2004; Vidal et al., 2001].

Hybrid agent systems can act both deliberatively and reactively. In general, agents are
neither totally deliberative nor totally reactive. If they are only reactive, they cannot rea-
son about their actions and will not be able to achieve any sophisticated behavior; if they
are just deliberative they may never be able to act in time [Luck et al., 2004; Nahm, &

Ishikawa, 2005].
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2.2.3 Multi-agent Systems

Multi-agent systems (MAS) are systems composed of multiple autonomous components
showing the following characteristics: (1) each component has incomplete capabilities for
addressing the problem; (2) there is no global system control; (3) data is decentralized,;
and (4) computation is asynchronous [Sycara, 1998]. The most important reason to use
MAS is motivated by the need of open and adaptive domains where different entities with
different goals and proprietary information need to fulfil global targets [Stone et al., 2000;
Sycara, 1998]. While parallelism is achieved by assigning different tasks to different
agents, reliability is a benefit of MAS with redundant agents [Stone et al., 2000]. Another
benefit of MAS is scalability, because it is easier to add new agents to MAS than it is to

add new capabilities to a monolithic system [Stone et al., 2000].

2.2.4 FIPA Standard

FIPA is an IEEE Computer Society standards organization that promotes agent-based
technology and the interoperability of its standards with other technologies. FIPA specifi-
cations represent a collection of standards which are intended to promote the interopera-
tion of heterogeneous agents and the services that they can represent. The core specifica-
tions in FIPA include FIPA Abstract Architecture, Agent Management, Message Trans-
port, Message Structure, Inter-agent Interaction Protocols, Ontology, and Security. The
details of Agent Management, Message Transport, and Inter-agent Interaction Protocols

are as follows [FIPA, 2002].

Agent Management provides the normative framework within which FIPA agents exist

and operate. This establishes the logical reference model for the creation, registration,
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location, communication, migration and retirement of agents. As shown in Figure 5, the
reference model includes some agent platforms, each of which contains agents, a Direc-
tory Facilitator (DF), an Agent Management System (AMS), and a Message Transport
Service (MTS). The DF, if implemented, provides yellow pages services to other agents.
Yellow page is the term for a directory which maps services to agents that provide these
services. Agents may register their services with the DF or query the DF to find out what
services are offered by other agents. The AMS supervise the access and use of the agent
platform. The AMS maintains a directory of Agent Identifier (AID) which contains
transport addresses for agents registered with the agent platform. The AMS offers white
pages services to other agents. Just like telephone books, white pages map agent names to
their location (i.e. a network address, an identifier in a software system, amongst others).
Each agent must register with the AMS to get a valid AID. The Message Transport Ser-
vice (MTS) is the communication method between agents on different agent platforms

[FIPA, 2002].

Moagssaoge Transport System

Figure5 FIPA Agent Management Reference Model [FIPA, 2002]
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Message Transport in FIPA contains three levels as depicted in Figure 6. The first level,
Message Transport Protocol (MTP), is used to carry out the physical transfer of message
between two agent communication channels. The second level, Message Transport Ser-
vice (MTS), supports the transportation of FIPA ACL (Agent Communication Language)
Messages between agents. The topmost level, the ACL, represents the payload of the

messages carried by both the MTS and MTP.
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Figure 6 FIPA Message Transport Reference Model [FIPA, 2002]

Inter-agent Interaction Protocols are the critical part of the FIPA specifications. In FIPA,
various interaction protocols are defined, which indicate certain message sequences ex-
changed among agents in typical conversations. Figure 7 presents an example of one of

the Inter-agent Interaction Protocols — the FIPA Request Interaction Protocol.
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Figure 7 FIPA Request Interaction Protocol [FIPA, 2002]

The FIPA Request Interaction Protocol allows one agent to request another to perform
some action. The Participant processes the request and makes a decision whether to ac-
cept or refuse the request. In case of agreement, the agent must communicate either a
“failure” if it cannot fulfil the request or an “inform-done”/”inform-result” to indicate that

it successfully complete the request and to notify the result.

2.3. Summary

In this chapter, the background literature of long-term data preservation and agent tech-
nology was introduced. The challenges, preservation strategies, and related standards of

the long-term preservation of digital data were brought out one by one. Eight major chal-
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lenges were discussed, such as national preservation policy, social and legal issues,
amongst others. Five main preservation strategies, to which most of the literature regard-
ing preservation strategies refers, were briefly introduced. The strategies include emula-
tion, migration, encapsulation, technology preservation, and normalization. After their
advantages and disadvantages were compared, emulation was chosen as the primary
strategy of the IDeAL Framework. This is due to the fact that the strategy can keep the
original databases intact and it is efficient to use one emulator for all the databases that

require the same type of computing environment.

OAIS, PREMIS, and METS are noted as the three major standards and to be employed in
this research. OAIS is broadly accepted when long term preservation repositories are im-
plemented, and it is used as the base of the IDeAL Framework. Since the OAIS only pro-
vides a reference framework without implementation guidance, a metadata schema must
be designed for the IDeAL Framework. PREMIS is a metadata framework that supports
the preservation of digital objects, and it contains an essential and minimal metadata set.
For this reason, it is adopted in the IDeAL Framework. In order to interoperate with other
digital repositories, METS is used to provide a mechanism for combining a digital object
and its diverse metadata as a whole, which can be shared, exchanged, and searched.
Moreover, we use data integration technologies to deal with the problem of data evolu-
tion. A multi-agent system is used to cope with the scalability and evolution of the data in

the IDeAL Framework

The next chapter introduces the IDeAL Framework.
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Chapter3. A Long-term Data Preservation

Framework — IDeAL Framework

As stated in Chapter 1, we are particularly interested in the long-term preservation of data
in multiple databases. Among all the major challenges in the long-term data preservation
field, four are addressed in this thesis: (1) establishing a mature architecture for long-term
preservation of multiple databases, (2) preserving and querying multiple heterogeneous
databases, (3) dealing with the large volume, the scalability, and the evolution of the pre-
served digital data, and (4) taking the future end user’s needs into consideration. After
comparing the preservation strategies in Section 2.1.2, emulation is chosen as the primary
strategy in our research. The strategy benefits the end users in that the end users can view
and interact with the preserved data in the same way the original users would. The IDeAL
Framework is proposed to achieve these goals. In this chapter, we clarify the detailed ob-
jectives of the IDeAL Framework first, and then present an overview of the architecture

of the IDeAL Framework. Moreover, varied perspectives of the framework are elaborated.

3.1. Objectives of the IDeAL Framework

The IDeAL Framework has the following four objectives.
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Firstly, the IDeAL should be able to preserve the digital data in databases for a very long
time. Thus, the IDeAL Framework should be OAIS-compliant, because OAIS is a widely
accepted standard for the long-term preservation of digital data [CCSDS, 2002]. Accord-
ing to the OAIS standard and its implementation recommendations, the IDeAL Frame-
work needs to provide enough essential metadata and functions for preserving digital data
for a long period. Moreover, we require it to meet the common long-term data preserva-
tion functional requirements as introduced in Chapter 2, such as acquiring data and meta-
data from the Producer, archiving data into repositories, and providing access services to

the Consumer, amongst others.

Secondly, it should be able to provide a uniform web-based access interface to the users.
Through the interface, these users create and manage metadata, and retrieve information
from the data sets. The interface consists of a set of built-in functions to access the digital
information and its common characteristics, such as the key metadata of the digital in-

formation,

Thirdly, it should be able to cope with the scalability and evolution of the preserved data.
Data in the persistent databases may change over time, so multiple data sets with similar
content may exist. Although they contain analogous content, these data sets may reside
on different platforms. Further, more and more data sets will be added to the IDeAL
Framework. In the future, the IDeAL Framework may consist of hundreds of persistent
data sets. Thus, the IDeAL Framework needs a mechanism to access these data sets

smoothly and transparently. A multi-agent system is employed to cope with the require-
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ments, since the multi-agent system can easily grow with the expansion of the IDeAL
Framework. One dedicated access agent can be designed to handle the access to individ-
ual data set; the problems of accessing the new data sets in the framework are trans-
formed to increase the number of the access agents in the multi-agent system. Further, an
SRB (Storage Resource Broker) agent is used in the multi-agent system to provide a sin-
gle interface to the non-agent environment and to make the database access operation
simple and transparent for the logic process component of the framework. Moreover, the
multi-agent system may be upgraded without influences on the data sets in the IDeAL

Framework, because the access agent for each data set can be kept intact.

Last but not least, the framework should be able to retrieve and manipulate data from het-
erogeneous data sources (different hardware, operating systems, DBMS, amongst others),
and to aggregate and integrate data from multiple sources. A comprehensive data integra-
tion mechanism should be included to track the evolution of data sets and present the var-
ied versions of the same data sets. Since the data sets in the IDeAL. Framework may
evolve over time and new data sets may be added into the IDeAL Framework, a good

mechanism is required to access these data sets.

3.2. Overview of the Architecture of the IDeAL Framework

Figure 8 shows an overview of the architecture of the IDeAL Framework, which contains
five components, namely Users, the IDeAL Framework Portal, the Business Logic Proc-
ess System, the Multi-agent System (including Storage Resource Broker Agent System,

VM Access Agents, and Data Access Agents), and Digital Repositories.
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Figure 8  Architecture of the IDeAL Framework

The Users component defines the users of the IDeAL framework. All users interact with
the IDeAL Framework through a web-based interface, the IDeAL Framework Portal. The
portal routes users’ requests to the proper functional component in the Business Logic
Process System. If database access needs to occur, a SRB (Storage Resource Broker)
agent is instantiated in the Multi-agent System, and the database access request is dele-
gated to this agent. Then, a specific access agent is chosen to handle the database access
request. In the IDeAL Framework, a data set must have its metadata stored in one meta-
data database, named the Virtual Model. All data sets and their Virtual Models reside in
Digital Repositories. In order to address the problem of preserving digital data over a pe-
riod of several decades and ensure their usability over a very long time, the metadata in

the Virtual Model is designed based on the consideration of the characteristics of data-
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bases, and on the concepts in OAIS, PREMIS, and METS. As indicated in the beginning
of this chapter, emulation is chosen as the primary preservation strategy. All the data sets
and their Virtual Models in the IDeAL Framework are kept in their original state within
their original computing environments. These computing environments are deployed on
top of emulators in Digital Repositories. Recall that in order to query multiple databases
transparently and to cope with the scalability and the evolution of the preserved data, a
Multi-agent System is used. Among the Multi-agent System, each data set and each Vir-
tual Model has its own access agent. Different access agent can be created for each spe-
cific data set or Virtual Model in a special computing environment. Thus, the evolution of
data sets can be dealt with by the creation of special access agents. Moreover, one Multi-
agent System may contain thousands of access agents, which means that it can connect to
thousands of data sets and Virtual Models [Chmiel, &Gawinecki, 2005]. Furthermore, the
Multi-agent System provides a mechanism for accessing digital objects transparently,
because the SRB Agent provides a single interface for the interaction with the non-agent
environment. The single interface shields the details in the Multi-agent System from the
Business Logic Process System. In the next several sections, the functions of the compo-

nents in Figure 8 are explained in detail.

3.2.1 Users

Firstly, the users can be persons, organizations, or software systems. Secondly, as illus-
trated in Figure 8, the users of the IDeAL Framework can be divided into three categories
as based on the OAIS — Administrator, Producer, and Consumer. Each user must at least
have one role; however, a user can play several roles. The role Administrator mainly fo-

cuses on the administration of the users, including creating new users, assigning roles,
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updating users, and deleting users. The role Producer provides digital objects in data sets
for preservation. Moreover, it also takes the responsibility for creating and maintaining
the metadata in the Virtual Model. The role Consumer interacts with the IDeAL Frame-

work to find and acquire specific digital objects of interest.

3.2.2 The IDeAL Framework Portal

As shown in Figure 8, the framework portal is a unified web-based user interface that is
used to fulfil the objective of providing a consistent “look and feel” with access control
and procedures for multiple applications. It is a centralized application that has access to
the Business Logic Process System, which consists of multiple applications. Moreover,
various users with different roles using different applications may have a single access
point over the Internet. Firstly, Users access the framework portal from a web browser;
secondly, the IDeAL Framework fulfils their requirements through backend applications;

and finally, the portal presents result in a uniform display.

3.2.3 The Business Logic Process System

As depicted in Figure 8, the Business Logic Process System is where the main logic of
the IDeAL Framework is processed. It obtains requests from users through the frame-
work portal and fulfils the corresponding requirements. For the data access part of the
requirements, the Business Logic Process System delegates the requirements to the Stor-
age Resource Broker System. The main functions of this system are listed as following:
(1) Ingest receives the submission from the Producer and stores the metadata into the Vir-
tual Model; (2) Administration fulfils the functions of the role Administrator, which con-

sist of creating new users, assigning roles, updating users, and deleting users; (3) Archi-
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val Storage provides the functions for the storage, maintenance and retrieval of the digital
objects; (4) Data Management creates, updates, reads, and deletes the metadata in the
Virtual Model; and (5) Access obtains results from the related data sets based on the

user’s requirement, and then integrates the results.

3.2.4 Mutli-agent System

As illustrated in Figure 8, the Multi-agent System contains the SRB (Storage Resource
Broker) Agent System, the VM Access Agents, and the Data Access Agents. The Multi-
agent System acts as the bridge between the Business Logic Process System and the Digi-
tal Repositories. As shown in Figure 9, the Multi-agent System presents a simple mecha-
nism to access distributed data, which is stored in Virtual Models or data sets. Not only
does it have abilities to support the CRUD (Create, Read, Update, and Delete) operations
of the metadata in the Virtual Models, it also underpins the retrieval and integration of the
data in the data sets. Moreover, the multi-agent system is the crucial component of the
IDeAL Framework for addressing the issues of scalability and evolution of data sets.
Each data set and each Virtual Model has its own access agent. The data sets and the Vir-
tual Models may reside in different computing environments during the very long life
cycle of a system based on the IDeAL Framework. Different access agent can be created
for each specific computing environment. Thus, the evolution of data sets can be handled
by creating special access agents for them. Except for a few SRB Agents, one Multi-
agent System may contain thousands of access agents which are mapped to thousands of
data sets and Virtual Models [Chmiel et al., 2005]. Moreover, the Multi-agent System

provides a mechanism for accessing digital objects transparently, because it uses the SRB
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Agent as a single interface to the non-agent environment and the Business Logic Process

System does not need to know the details in the Multi-agent System.
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Figure9  Architecture of the MAS

3.2.5 Digital Repositories

As shown in Figure 8, the IDeAL Framework may consist of many digital repositories,
which may reside on different platforms. One digital repository may contain some data
sets and some Virtual Models, which reside in their original computing environment on
top of an emulator. To preserve the original computing environment, the data sets them-
selves, their original rendering software, and their related DBMS, their related operating

system are all saved.
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In the IDeAL Framework, one data set must have its metadata stored in a related Virtual
Model. Although one digital repository may involve a combination of numerous data sets
and Virtual Models, one specific data set would not necessarily be located in the same
digital repository where its corresponding Virtual Model resides. For each data set or Vir-
tual Model, one access agent is created, which provides data access service to the SRB

Agent System.

3.3. Design from the Perspective of Long-term Data Preserva-
tion

In order to preserve digital data over a very long time, first, we need to identify the re-
sponsibilities, components and major functions of a feasible archival system. During the
past several years, OAIS has become the most widely adopted standard as the reference
model for the digital preservation [Lavoie et al., 2005]. Thus, we would like to establish
an OAIS-compliant system as the IDeAlL Framework. Second, OAIS only provides a
conceptual structure for a digital preservation system. We create our own metadata
schema, the Virtual Model, which is an incorporation of the concepts in OAIS and some
metadata standards related to digital preservation. Finally, the mapping information in the
Virtual Model and the SRB agent system is used to achieve the data integration mecha-
nism, and this mechanism is used to retrieve data from various versions of same data sets

in heterogeneous data sources [CCSDS, 2002].

3.3.1 Architecture Design from the Perspective of OAIS

Figure 10 shows the architecture of the IDeAL Framework from the perspective of OAIS.
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Figure 10 Architecture from the Perspective of OAIS

Figure 10 depicts the architecture of the IDeAL Framework from the perspective of how
it corresponds to OAIS. A special characteristic of the IDeAL Framework, which only
archives data already in databases, makes the IDeAL Framework employ the conceptual

information structure in OAIS with some variances [CCSDS, 2002].

In OALIS, the conceptual structure for supporting long-term preservation of information is
the Information Package (IP). Two specializations of the IP are defined in OAIS as In-
formation Collection (IC) and Information Unit (IU). While, in the IDeAL Framework,
we extend them to five specializations: Information Collection (IC), Information Package
(IP), Information Unit (IU), Column, and Attribute. Correspondingly, the data in the digi-
tal repositories of the IDeAL Framework are distributed into five categories that reflect
the logical relationship among them, which are Data Collection, Data Set, Table, Column

and Attribute. Data Collection is a logical concept that contains logically related Data
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Sets. A data set corresponds to a database. Further, these data sets involve varied versions
of the same data, the data in which are not exactly the same because the data evolves over
time. Table and Column correspond to the concepts of table and column in databases. At-

tribute represents the value of one column at a specific row [CCSDS, 2002].

Figure 11 is a UML diagram illustrating the relationships among these specializations and
the associations among the digital data in the digital repositories. One Information Col-
lection (Data Collection) may contain multiple Information Packages (Data Sets). One
Information Package (Data Set) may include some Information Units (Tables). One In-

formation Unit (Table) may involve some Columns (Columns). One Column may contain

multiple Attributes.
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Figure 11 Architecture from the Aspect of OAIS
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Figure 12 portrays the relationship between the IP Specializations and the digital data in
the IDeAL Framework. Each IP Specialization maps to one category of Digital Data,

such as that one Information Package maps to one Data Set.
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As shown in Figure 10, the major functions of the OAIS are implemented in the IDeAL
Framework. The Producer determines what are to be archived, prepares necessary meta-
data, collects application software, and acquires the digital data into the IDeAL Frame-

work. All of these actions make up the functions of Ingest.

The Archival Storage provides the services and functions for the storage, maintenance
and retrieval of AIPs [CCSDS, 2002]. Among the functions of the Archival Storage, Re-
ceive Data and Provide Data are implemented. There are two kinds of data in the Digital
Repositories: digital object and its metadata. The digital object is stored directly into the
Digital Repositories and can be retrieved directly or through the SRB Agent System.

While, the metadata is received from the Ingest functions, processed, then stored into the
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Digital Repositories via the SRB Agent System. Meanwhile, the access to the metadata is

also through the SRB Agent System.

The Data Management provides the services and functions for populating, maintaining,
and accessing both Descriptive Information which identifies and documents archive hold-

ings and administrative data used to manage the archive [CCSDS, 2002].

The functions of Access are realized in three ways. First, the metadata in the Virtual
Model can be obtained via the SRB Agent System. Second, the digital objects may be
presented on the users’ web browser by the IDeAL Framework. Third, the digital objects
can be accessed directly by applications such as data mining tools and data retrieval soft-

ware.

The functions of Administration and Preservation Planning mainly focus on planning,

monitoring, and controlling the daily operations of the IDeAL Framework.

3.3.2 Architecture Design from the Perspective of Metadata

Metadata is the cornerstone of digital preservation, without which a digital object may be
irretrievable, incomprehensible, and unusable [Hodge, 2002]. In the IDeAL Framework,
all essential metadata is incorporated in the Virtual Model. With the considerations of the
special characteristics of databases, the Virtual Model is designed based on the ideas
from OAIS, PREMIS, and METS. Moreover, the METS is also used as the mechanism to

construct an encapsulation from the data sets and their metadata in the Virtual Model
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[DLF, 2007; OCLC, RLG, 2007]. The encapsulation can be used to share, transfer, or ex-

change data with other long-term data preservation systems.

Figure 13 depicts the entity-relationship model of the Virtual Model, whose explanation

is the following:

e Entity object, entity relationship and entity object_relationship are used to achieve
the function of the Structural Map section of METS. The Structural Map is the
core of a METS document, which outlines a hierarchical structure for the digital
object. In addition, this function is extended to include manifold relationships
among the elements of the digital objects in the IDeAL Framework, such as the

relationships among the IP specializations [DLF, 2007].

e Entity md, entity mdWrap and entity mdSchema are both for embedding the De-
scriptive Metadata section and the Administrative section of METS and for adopt-
ing other useful metadata. For instance, MIX (Metadata for Images in XML

Schema) can be accepted for the detailed description of still images [DLF, 2007].

e The core set of the PREMIS metadata elements, including Objects, Events,
Agents, Rights, and Relationships, are involved in the Virtual Model [OCLC,

RLG, 2007].
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Figure 13 The Virtual Model
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3.3.3 The Data Integration Mechanism

The data integration mechanism is an important part of the IDeAL Framework, because it
is common to retrieve and analyze various versions of the same data sets during the long
lifecycle of the IDeAL Framework. As introduced in Section 2.1.4, the Data federation
technique is used in the current implementation of the IDeAL Framework. Recall that this
technique provides us a single virtual view of all data. Moreover, an alternative approach
of the global-as-view (GAV) approach is adopted. Instead of generating the global
schema from all related data sets, when a user would like to retrieve data in the IDeAL
Framework, he/she defines the query criteria based on the information of one data set.
Since a data set is mapped to one IP (Information Package) in the IDeAL Framework and
multiple IPs may coexist in one IC (Information Collection), a list of similar IPs can be
obtained. There are four steps in the data integration mechanism. Firstly, a user chooses
an IC (named IC-A) that may contain multiple IPs. Then, he/she chooses one of these IPs
(named IP-A) and defines query specification based on the information of the IP. For ex-
ample, the query specification of IP-A includes the column ‘name’ of the table ‘em-
ployee’ as the result column and ‘people.age > 25 as the predicate condition. Secondly,
the mapping information in the Virtual Model is used for defining the query criteria of
other IPs in IC-A based on the query specification of IP-A. For instance, suppose that IC-
A contains another IP (IP-B). The column ‘name’ of the table ‘employee’ of IP-A maps
to the column ‘employeeName’ of table ‘emp’ of IP-B. The predicate condition also has a
corresponding mapping. Thirdly, the query specification, the internal relationships within
an IP, and the specific characteristics of the DBMS on which an IP reside are used to
formulate the query statement for each IP in IC-A. In IP-A, the query statement is ‘select

employee.name from employee, people where (people.age > 25) and (people.id = em-
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ployee.peopleID)’. However, the query statement in IP-B is ‘select emp.employeeName
from emp, people where (people.age > 25) and (people.id = emp.peopleldentifier)’.
Fourthly, the reformulated query statements are executed by corresponding Data Access
Agents, based on the available database schemas. Then, query results of IPs in IC-A are

synthesized into one web page.

3.4. Architecture Design from the Perspective of Multi-agent
Systems

First, the overview of the multi-agent system (MAS) in the IDeAL Framework is ex-
plained. Then the algorithms of the SRB (Storage Resource Broker) Agent in the MAS

are described in detail.

3.4.1 Overview of the Multi-agent System
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Figure 14 Architecture of the MAS
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Figure 14 illustrates the architecture of the MAS. The MAS contains one DF Agent, one
AMS Agent, one SRB Agent, several VM Access Agents, and some Data Access Agents.
As introduced in Section 2.2.4, DF Agent and AMS Agent are two FIPA specified man-
datory agents [FIPA, 2002]. The AMS Agent acts as the registry of agents and provides
the naming service. It maintains a directory of the agent, agent identifier and agent state.
All agents in the MAS must register with the AMS agent. As introduced in Section 2.2.4,
the DF Agent provides the yellow page service defined in FIPA specifications. It is the
registry of services, through which agents can register their services and obtain service
information of others. VM Access Agents and Data Access Agents advertise their ser-
vices to the DF agent. Then, the SRB Agent can find the relevant services and use them.
Additionally, each VM Access Agent is in charge of the CRUD operations of the meta-
data in one Virtual Model. Each Data Access Agent is responsible for accessing data in
one data set. The SRB Agent is the key player of the MAS, which connects non-agent
environment to the MAS [Bellifemine, & Caire, 2007]. It gets the requests from the
Business Logic Process System, passes the requests to suitable Access Agents, gains re-
sults, and returns the results back to the Business Logic Process System. Further, SRB
Agent, AMS Agent, and DF Agent reside in the SRB Agent System component of the

IDeAL Framework.

3.4.2 Algorithms of the SRB

There are mainly two kinds of SRB (Storage Resource Broker) algorithms in the MAS:

the metadata related SRB algorithm and the data set related SRB algorithm. The metadata
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related algorithm is responsible for the creation, maintenance, and retrieval of metadata in

Virtual Model. The data set related algorithm provides the service of accessing digital

objects in a data set [Bellifemine et al., 2007].

Metadata Related SRB Algorithm
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Figure 15 Metadata Related SRB Algorithm
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Figure 15 illustrates the metadata related SRB Algorithm, whose pseudocode steps are

detailed in the following figure.
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Input: mEnvelope from the Business Logic Process System
Output: resultObject (database retrieve or manipulation result)

1. JadeGateway init(VBroker A gent) /finitiate a Broker Agent
if { mEnvelope instance of MessageEnvelope) {
queryResult = mEnvelope. getVIMResult(); //get database command

aid = queryResult, getA1d(); //get agent id if exists

2. 1if (atd = null) { Hif no agent id in mEnvelope

}

create DF AgentDescription as template; /fcreate searching template
create ServiceDescription as tempSD. in template;
tempSD.type = “VM_AccessAgent™;

temp3D language = FIPANames ContentLanguage FIPA 5L

/get possible agents based onthe template
get DE A gentDescription_list based on template;

atd = DF A gentDescription_list[0],

3. {fsend database command to & specific agent identified by aid
ACLMessage queryFromBroker = ACLMessage{ ACLMessage CFP);
queryFromBroker. setContentObject{queryResult),
queryFromBroker addReceiver(aid),
send{queryFromBroker);

4. fHuse a behaviour to receive the response from agent identified by aid
addBehaviour( new Behaviour {

)5

Message Template mTetnplate =
Message Template MatchPerformative(ACLMessage PROPSE) &&
Message Template. MatchSender{aid),

ACLMessage message = blockingReceive(mTemplate);
if (message I=null) {
resultObject = message. getContentObject();

}

return resultObject, Areturn output result

Figure 16 Data Set Related SRB Algorithm
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The steps of the algorithm may be illustrated by the following example. Suppose that the
Business Logic Process System needs to create an environment metadata in a Virtual
Model, VirtualModel-A. It sends a request to the SRB Agent System. The request con-
tains the creation command and the agent identifier of the VM Access Agent for Virtu-

alModel-A, namely A-AID.

1. A SRB Agent instantiates and registers with the AMS Agent. It obtains the crea-
tion command and A-AID from the Business Logic Process System.

2. If the database access command does not provide a VM Access Agent identifier,
the SRB Agent searches for the suitable VM Access Agent from the DF Agent.
However, in our example the agent identifier, A-AID, has already been obtained.
Therefore, this step is skipped.

3. The SRB Agent sends the creation command to the chosen VM Access Agent,
identified by A-AID. Then, the VM Access Agent creates the corresponding envi-
ronment metadata in the Virtual Model VirtualModel-A. The result of the creation
operation is returned to the SRB Agent.

4. The SRB Agent receives the result from the VM Access Agent.

5. The SRB Agent returns the result to the Business Logic Process System.
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Data Set Related SRB Algorithm
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Figure 17 Data Set Related SRB Algorithm
Figure 17 illustrates the data set related SRB Algorithm, whose steps are similar as the
metadata related SRB Algorithm except for “tempSD.type = “DS_AccessAgent” instead
of “tempSD.type = “VM_AccessAgent”. That is, it accesses the digital objects already in

the archive.

3.5. Architecture Design from the Perspective of J2EE

In order to build a web-based framework, J2EE (Java 2 Enterprise Edition) is adopted in
the current implementation of the IDeAL Framework. J2EE describes the overall archi-
tecture for designing, developing, and deploying component-based, enterprise-wide ap-
plications. J2EE is widely used in web applications. Moreover, J2EE promotes Java-
centric computing and all components deployed into a J2EE deployment must be written

in JAVA. This matches with programming language (JAVA) chosen in the implementa-
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tion of the IDeAL Framework. Therefore, J2EE is chosen to build the web application

part of the IDeAL Framework.

A common implementation approach of J2EE applications is software layering, among
which each layer provides one section of the functions of the J2EE system. Layering has
proven itself in the operating system domain; moreover, the same benefits are available
when applied to web applications. Layered architectures have become essential in sup-
porting the iterative development process by promoting reusability, scalability, and main-
tainability [Alur, Crup, & Malks, 2003; Bodoff et al., 2002]. Figure 18 illustrates the lay-
ered J2EE architecture, which contains the Presentation Layer, Controller Layer, Domain

Layer, and EIS (Enterprise Information System) Layer.

Presentation Layer
{(JSP, HTML)

Controller Layer
(Servlet, Struts, JavaBean)

Domain Layer
(JavaBean, Value Object)

EIS Layer
{Database)

Figure 18 J2EE Architecture
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The Presentation Layer consists of objects defined to accept user inpﬁt and display appli-
cation outputs. The presentation technologies that are used are JSP, HTML, and
JavaScript. Under the Presentation Layer is the Controller Layer. The Controller Layer is
used to dispatch requests from the Presentation Layer to the components in the Domain
Layer and to return responses back. Further, the business logic is processed in the Do-
main Layer. If a business logic needs to access databases, the Domain Layer with interact
with the EIS Layer. The EIS layer manages access to persistent databases, Virtual Models

and data sets, in the digital repositories [Singh, Stearns, & Johnson, 2002].

3.6. Summary

The IDeAL Framework is proposed for coping with the long-term preservation of data in
multiple databases. We aim to use the IDeAL Framework as a mature architecture for
long-term preservation of multiple databases. Heterogeneous databases can be archived
in the framework. The Multi-agent System is used to deal with the problems caused by
the large volume, the scalability, and the evolution of the preserved digital data. In order
to preserve digital data over a very long time and to ensure their usability at the same
time, the metadata in the Virtual Model of the IDeAL Framework is designed based on
the characteristics of databases, and on the ideas in OAIS, PREMIS, and METS. Emula-
tion is chosen as the primary preservation strategy. All the data sets and their Virtual
Models in the IDeAL Framework are kept in their original state within their original
computing environments, which are deployed on top of emulators in the Digital Reposi-
tories. A Multi-agent System is included for querying multiple databases transparently
and coping with the scalability and the evolution of the preserved data. Within the Multi-

agent System, each data set or Virtual Model has its access agent. Different access agent
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can be created for each special data set or Virtual Model. Then, the problem of the evolu-
tion of data sets can be addressed through creating special access agents for them. More-
over, one Multi-agent System may contain thousands of access agents, which means that
it can possibly connect to thousands of data sets and Virtual Models [Chmiel et al., 2005].
Furthermore, the SRB Agent in the Multi-agent System is used as a single interface to the
non-agent environment and the details in the Multi-agent System is hidden from the non-

agent systems.
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Chapter 4. Implementation of the IDeAL
Framework

This chapter presents the implementation of the proposed framework for evaluating the
concepts in the IDeAL Framework. Section 4.1 describes the implementation environ-
ment, including hardware, software, and topology. Section 4.2 introduces the adopted
software. Section 4.3 explains the main components of the framework. Especially, for the
implementation of agents, the Agent Implementation Model of PASSI (a Process for
Agent Societies Specification and Implementation) is adopted to describe the multi-agent
system. PASSI is a software engineering methodology for designing and developing
multi-agent systems using UML notations [Cossentino, & Potts, 2002]. It focuses on
agent platforms that conform to the FIPA Specializations [Bernon, Cossentino, Gleizes,
& Turci, 2004]. PASSI is suitable for depicting the multi-agent system in the IDeAL
Framework, because a FIPA-compliant agent development framework, JADE (Java
Agent Development Framework), is used establish the Multi-Agent System in the IDeAL

Framework.

4.1. Implementation Environment

Figure 19 is a UML deployment diagram, which shows the topology, the hardware envi-
ronment, and the software artefacts in the current implementation. The implementation
contains two servers: the ApplicationServer and the DBserver. In the ApplicationServer,

an Apache Tomcat (including an HTTP Server) and a JADE platform are installed. The
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IDeAL Framework Portal and the Business Logic Process System are deployed in the
Apache Tomcat container. The Multi-agent System resides on the JADE platform. The
DBServer can be treated as a Digital Repository. Currently, no emulators have been de-
veloped, though the two computers’ hardware can be considered as two hardware emula-
tors. In the DBServer, a IBM DB2 Version 8.2 is installed and four databases are created
as data sets or Virtual Models. The users of the IDeAL Framework use a browser to

access the IDeAL Framework, through the IDeAL Portal on the ApplicationServer.

) A 2

wdevieen | wdevicen wdevicen 2l

Client ' ApplicationServer DBSeiver: i
{08=Windows} {DS=Windows} h

{0%=Limxt . ||

«application servery ] «MAS snvironmenty
Tomeat 1 JADE 1]
$]' s:] i
sbuildComponenty 1 ; o
) 9 Ing:l?: | atifitys wbuidtomporents
«web servery /*? S | DEAgent VMiccessdgent]
HITP Server |/ o
7

wdatabasen. 1}

cbuildComputients ,
VirtualModell | |

& |}<HITE Data Management e IDBC
sesecutablen o -

Browser

«buildCompoienb: :
DatoAccessAgent

wbuildé’ompoents
SRB Agent';,..

«buildCormponent»
IDeAL Portal

«buildComponenty:| |
Adiministation. b

abuildComponents ¢4
Archival Stapage | ¢

utility
AMS Sgent

abuildCompotienth |
Access

Figure 19 IDeAL Framework Deployment Diagram

4.2. Software Tools

4.2.1 Programming Languages
JAVA and JavaServer Page (JSP) were used for programming. The adopted JAVA is

JAVA Standard Edition 1.5 and the JSP is JSP 2.0. The benefits of using them are: (1)
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JAVA is object-oriented and allows programmers to create modular programs and reus-
able codes; (2) JAVA is platform-independent and is capable of moving easily from one
platform to another; (3) JAVA is high performance, robust, and secure; (4) JSP is a Java
technology that allows software developers to dynamically generate HTML, XML or
other types of documents in response to a Web client request [Bergsten, 2003]; (5) The
adopted agent framework JADE is a platform developed in JAVA; and (6) Apache Tom-
cat is the application server of the IDeAL Framework, implementing the servlet and JSP
specifications, providing an environment for Java code to run in cooperation with a web
server [Eckel, 2004]. Thus, the IDeAL Framework is completely based on JAVA tech-

nologies.

4.2.2 Application Server and Web Server

Apache Tomcat is a web container developed at the Apache Software Foundation (ASF).
Apache Tomcat version 5.5.23 is adopted in the IDeAL Framework, which implements
the Servlet 2.4 and JavaServer Pages 2.0 specifications from the Java Community Process
and contains many additional features that make it a great platform for developing and
deploying web applications [Moczar, 2004]. Apache Tomcat can be easily configured
and deployed. It is very stable. Moreover, Tomcat can act as an application server and an
HTTP server of the current implementation, since it includes its own internal HTTP
server. A standalone HTTP Server is not used in this implementation, because the IDeAL
Framework Portal mainly contains dynamic content. The advantages of a standalone
HTTP Server are to serve static content fast and provide some other features (e.g. Perl,

PHP, etc.) that are not needed in the current IDeAL Framework.
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4.2.3 Apache Struts

Apache Struts is an open-source web application framework for developing Java EE web
applications. One of the most significant advantages of Struts is to encourage developers
to adopt Model-View-Controller (MVC) architecture in web design. Moreover, Apache
Struts is adopted in the implementation and its advantages is listed as the following: (1) it
is very stable and mature; (2) rather than hard coding information into JAVA programs,
many Struts values are put in centralized configuration files; (3) the Form Bean feature
simplifies the processing of request parameters; (4) the custom tags let programmers eas-
ily output the properties of JavaBeans components; and (5) it has a very large user base,
which proves its effectiveness and provides great programming aids [Husted, &
Dumoulin, 2003]. Therefore, Apache Struts 1.2.7 is adopted as the skeleton of the IDeAL
Framework Portal, which handles the requests from browsers, determines processing ac-

tions, routes page links, and returns the results to users.

4.2.4 JADE Framework

As previously introduced, JADE (Java Agent Development Framework) is a software en-
vironment to build agent systems in compliance with the FIPA specifications for multi-
agent systems. The agent platform can be distributed across platforms and the configura-
tion can be controlled via a remote GUI. JADE incorporates the three basic management
agents defined by FIPA: the Director Facilitator (DF), the Agent Management System
(AMS), and the Remote Monitoring Agent (RMA) that manages a GUI of the JADE plat-
form and all registered agents. The full FIPA communication model has been imple-
mented and its components have been fully integrated. JADE includes both the libraries

of JAVA classes required to develop agents and the run-time environment. A JADE
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multi-agent application is composed of the FIPA standard agents, provided by the JADE
platform, and of a set of application dependent agents realized by the application devel-
oper. Agents are implemented through a JAVA class containing a set of inner classes that
realize the different behaviours of the agent. Agent behaviours can be composed of other
behaviours and can be executed either a single time (one-shot behaviour) or different
times (cyclic behaviours) [Bellifemine et al., 2007]. Currently, JADE is one of the most
used and promising Java-based agent development framework [Vrba, 2003]. Thus, it is

adopted into the IDeAL Framework implementation.

4.2.5 IBM DB2

IBM DB2 UDB Version 8.2 is the DBMS used in the current Digital Repositories. It is
adopted for the following reasons: (1) DB2 can scale to meet all business requirements on
most hardware platforms, from single processor and mid-range multiprocessor systems to
large-scale mainframe and clustered environments, which, together with the scalability of
JADE Framework, provides an excellent base for the expansion of the Multi-agent Sys-
tem in the IDeAL Framework; (2) DB2 can ensure minimal downtime and zero data loss,
which is critical for the purpose of long-term data preservation; (3) DB2 offers all the
features and functionality required to secure and protect all important data, so it can fulfil
the security requirements of the Digital Repositories in the IDeAL Framework; and (4)
The high performance of DB2 is the critical base of the high performance IDeAL
Framework, because the most time-consuming operations happen in the Digital Reposito-

ries [Baklarz, & Wong, 2002].
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4.3. Implementation Details

4.3.1 J2EE Implementation in the IDeAL Framework

The following figure depicts the J2EE implementation in the IDeAL Framework.

{05 =Windows} 05 =Linux

Presentation Layer Controller Layer Domain Layer EIS Layer

Figure 20 J2EE Implementation
The J2EE implementation is based on Model-View-Controller (MVC) design paradigm,
which is achieved by Apache Struts in Apache Tomcat. As introduced in Section 3.5, the
layered J2EE architecture contains the Presentation Layer, Controller Layer, Domain
Layer, and EIS (Enterprise Information System) Layer. JSPs, the View components of
the MVC model, are used in the Presentation Layer, which are divided into three groups
corresponding to three types of users: Administrators, Producers, and Consumers. The
Controller of the MVC Model, mapping to the Controller Layer, involves ActionServlet,
RequestProcessor, and actions specific for the IDeAL Framework. Among them, Action-

Servlet and RequestProcessor are provided by the Apache Struts framework. They re-
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ceive the HttpServletRequest, automatically populate a JavaBean from the request pa-
rameters, invoke proper action component, get the response from the action component,
and forward it to suitable JSP. The action components act as a bridge between user-
invoked commands and business methods, and delegate these commands to the Domain
Layer, the Model component of the MVC model. JavaBeans are used as the Model com-
ponents in the IDeAL Framework to process the business logic. The interaction between
the Domain Layer and the EIS Layer is accomplished through the SRB Agent of the
MAS in JADE platform. The actual database access is through the JDBC connection be-

tween access agents in MAS and the databases in the DBServer.

4.3.2 The Multi-agent System Implementation

The PASSI methodology integrates design models and concepts from both object-
oriented software engineering and artificial intelligence approaches using the UML nota-
tion with some extensions. Its Agent Implementation Model describes the agents in terms
of both structure and behavior. At the multi-agent level, the Agent Implementation Model
use MASD (Multi-Agent Structure Definition) diagram and MABD (Multi-Agent Behav-
ior Description) diagram to describe the agent system. MASD diagram focuses on the
architecture of the multi-agent system, in which agents are represented as classes with
their behaviours in the operation compartments and attributes specifying the agent
knowledge. MABD diagram is a UML activity diagram used to illustrate the flow of

events at the multi-agent level [Cossentino et al., 2002].
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Figure 21 MAS Multi-Agent Structure Description Diagram
The above figure shows the MASD diagram of the Multi-Agent System. Among the four
agent classes, the AMS and DF are the agents provided by the JADE platform. The AMS
agent is used to manage the agents in the JADE platform, including managing agent life-
cycle, registering agents, deregistering agents, searching for agents, amongst others. Pro-
viding the yellow pages service in accordance to the FIPA specifications, the DF registers,
deregisters, and searches agent services in its catalogue. The SRBAgent (Storage Re-
source Broker Agent) and the AccessAgent (either VMAccessAgent or DSAccessAgent)
extend the Agent super-class in JADE. Both of them contain the setup method, which is
invoked by the JADE platform and used to begin the agent activities. After instantiated,
an agent is assigned a universal identifier called AID (Agent Identifier). Other methods in
these two agent classes are used to achieve their specific functions. The attributes of the
SRBAgent are used to compose an agent communication message. The attributes of the
AccessAgent are for establishing a JDBC connection, registering its agent service with

the DF agent, and preparing agent communication messages.
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Both the SRBAgent and the AccessAgent register themselves with the AMS agent when
they instantiate. Then the AccessAgent registers its agent service with the DF agent.
Later, the SRBAgent search for suitable AccessAgents through the DF agent. After ob-
taining the suitable agent identifier, the SRBAgent directly interacts with the Acces-
sAgent to fulfil the database access tasks that the SRBAgent receives from outside the

Multi-Agent System. Figure 22 depicts the Multi-Agent System MABD diagram.

[Irwalid aid]

Figure 22 MAS Multi-Agent Behaivor Description Diagram
In Figure 22, we depict one swimlane for one agent or one task, and the activities inside
the swimlanes indicate the methods of the related class. To better understand this diagram,

Section 4.3.3 and Section 4.3.4 should be used as a reference for the task
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“SRBAgent:GetResponse” and the task “AccessAgent:ServiceBehavior”, which are the

tasks in their corresponding agent’s SASD (Single Agent Structure Description).

When a SRBAgent is instantiated, it first registers itself with the AMS agent. Then, it try
to get a suitable AccessAgent identifier either through searching with the DF agent or
from the transfer object that is transferred to the SRBAgent from the Business Logic
Process System. After this, the SRBAgent prepares and sends an ACLMessage to request
the service from an AccessAgent. The SRBAgent will instantiate a task
“SRBAgent:GetResponse” to wait for the reply from the AccessAgent after sending out
the ACLMessage. The AccessAgent that receives the request ACLMessage from the
SRBAgent will firstly check the content of the ACLMessage. Then, three optional meth-
ods can be chosen based on the value of the attribute “queryld” obtained from the content.
Upon the completion of the optional method, the task “AccessAgent:ServiceBehavior”
will assemble and send back a reply ACLMessage. Receiving the reply, the SRBAgent

extract the result and return it.

In section 4.3.3 and section 4.3.4, two representational single-agent implementations are
presented. At the single-agent level, the Agent Implementation Model use SASD (Single
Agent Structure Description) diagram and SABD (Single Agent Behavior Description)
diagram to details the agent design. The SASD diagram is created for individual agent in
order to explore its internal composition and its tasks in detail. This diagram is a UML

class diagram with the agent main class and each agent task as a class. Further, we use
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UML Activity Diagram as SABD diagram to describe the internal operations of each

agent [Cossentino et al., 2002].

4.3.3 The Storage Resource Broker Agent Implementation

Figure 23 shows the SASD of the Storage Resource Broker Agent (SRBAgent).
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Figure 23 SRBAgent Single Agent Structure Description Diagram

Besides its main class, the SRBAgent has one task, the class GetResponse, which extends
the OneShotBehaviour class of JADE platform. The SRBAgent receives request from its
invoker, obtains a suitable AccessAgent, prepares and sends out a request ACLMessage,
and finally takedown itself. The GetResponse task is instantiated after the SRBAgent
sends out the ACLMessage. It waits for the response and processes it. Figure 24 shows

the SABD of the SRBAgent.
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Behavier Description
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Figure 24 SRBAgent Single Agent Behavior Description Diagram

As illustrated in Figure 24, a SRBAgent begins its activities with registering with the
AMS agent. Then it receives and checks the transfer object from outside. If the transfer
object is invalid, the SRBAgent will terminate. Otherwise, it continues to check whether
the AID (Agent Identifier) in the transfer object is valid. If not, the SRBAgent will search

in the DF catalogue for suitable AccessAgent. Then, the SRBAgent will assemble and
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send out an ACLMessage based on the content of the transfer object and the valid aid
(Agent Identifier). Next, the task GetResponse is instantiated and will wait for the reply
from the AccessAgent for a specific time. If no proper reply is received when time is out,

the SRBAgent terminates. If not, result will be extracted from the reply message and re-

turn to the invoker of the SRBAgent.

4.3.4 The Access Agent Implementation

The following Figure 25 shows the SASD diagram of the AccessAgent.
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Figure 25 AccessAgent Single Agent Structure Description Diagram
Aside from its main class, the AccessAgent has one task, the class ServiceBehaviour,
which extends the OneShotBehaviour class of JADE platform and keeps executing con-
tinuously. The AccessAgent initiates its JDBC connection, registers its service with DF
agent, and instantiates the ServiceBehaviour. The ServiceBehaiour task is a cyclic one.
Upon receiving the request ACLMessage, it responses it. Figure 26 shows the SABD of

the AccessAgent.
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As depicted in Figure 26, an AccessAgent registers itself with the AMS agent at the be-
ginning. Then it reads and checks its parameters. If the parameters are invalid, the Ac-
cessAgent will terminate. Otherwise, it tries to create a DB2 JDBC data source. If the op-
eration fails, it terminates. If successful, it continues to register its service with the DF
agent. Then it instantiates the cyclic task, ServiceBehavior. Firstly, the task is blocked
and waits for request signals. Upon the arrival of proper request messages, the task ex-
tracts useful information from the message and directs the operation flow to one of the
three optional methods based on the value of the “queryType”. Subsequently, the re-
turned result from the optional method is incorporated into the reply ACLMessage. If
anything is wrong during the above steps of the task, a specific reply ACLMessage is
created. After sending out the reply ACLMessage, the task backs to its blocked and wait-

ing status.

4.4. Summary

In this chapter, the implementation environment of the IDeAL Framework is introduced.
We provide an overview of the whole system, including the hardware, the software, and
their relationships. Then, the software tools we use are described. JAVA is used as the
programming language due to its platform-independence, high performance, and robust-
ness. Apache Tomcat is chosen as the application server and web server due to its stable-
ness and easy deployment. Further, Apache Struts is used to construct the MVC (Model-
View-Controller) skeleton of the implementation. JADE is chosen as the multi-agent sys-
tem development platform since it has JAVA-based feature and is effectiveness as an
agent development framework. IBM DB2 is used as the DBMS based on its high per-

formance, security, and availability.
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The J2EE implementation of the IDeAL Framework is explained in detail. The PASSI
method is used to describe the Multi-Agent System. It is suitable because it is a step-by-
step requirement-to-code methodology for designing and developing Multi-Agent Sys-
tems. The architecture of the Multi-Agent System is depicted with MASD (Multi-Agent
Structure Diagram). Also, one MABD (Multi-Agent Behavior Diagram) is used to illus-
trate the flow of events inside the Multi-Agent System. Using the SASD (Single Agent
Structure Diagram), the internal compositions and the tasks of the two major types of
agents, namely the SRBAgent and the AccessAgent are detailed. The SABD (Single

Agent Behavior Diagram) is used to explain the activities of the two types of agents.

All of the above provide a workable platform for the experiments, as discussed in the

next chapter.

87



Chapter 5. Experiments

5.1. Evaluation Methodologies Overview

As far as the author is aware, there are no widely accepted methods to prove the success
of a long term preservation repository. However, some standards, such as OAIS, are
broadly accepted when long term preservation repositories are implemented. Further,
several general evaluation metrics for trusted digital repositories are proposed in [Nestor,
2006], including data integrity, data authenticity, the necessary functionality of digital

repositories, amongst others.

In order to evaluate the ability of the IDeAL Framework to preserve digital data for a
long time, we decided to use a combination of theoretical proof and empirical confirma-
tion. The compliance of the IDeAL Framework with OAIS, PREMIS and METS was as-
sessed first. Then, the framework was evaluated against the general metrics for trusted

digital repositories.

Furthermore, the achievement of other objectives of the IDeAL Framework was ap-
praised. These include providing uniform web-based access interfaces, coping with the
scalability and evolution of the digital data, and retrieving data from heterogeneous data
sources. These objectives were implied by the specific characteristics of the IDeAL
Framework and their functions were clearly defined and described, the corresponding ex-

periments were implemented.
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All of the experimental practices were implemented based on two similar data sets:
CAESARI1 and CAESAR2. The two data sets contained various data types, such as inte-
ger, string, date, time, 2D image, amongst others. Moreover, CAESAR2 could be consid-
ered as an evolution from CAESARI1. The detail of the two data sets will be introduced

later.

5.2. Assessment of the Compliance of the IDeAL Framework
with OAIS

First, we will briefly introduce the meaning of OAIS Compliant. Then, the compliance of
the IDeAL Framework will be validated from three aspects: compliance with OAIS re-
sponsibilities, conformance to OAIS functional entities, and conformity with OAIS in-

formation model [CCSDS, 2002].

5.2.1 What Does It Mean to Be OAIS Compliant?

The OAIS reference model offers a common set of concepts, responsibilities, information
models, and processes. The OAIS standard claims to be a basis for compliance [CCSDS,
2002]. Firstly, a standard or other document that claims to be conformant to the OAIS
Reference Model should use the terms and concepts defined in the OAIS Reference
Model in the same manner. For example, the same terminology is used. Secondly, the
OAIS-compliant archive implementation should support the information model as intro-
duced in Section 2.1.3, although the OAIS Reference Model does not define or require
any particular method of implementation of these concepts. Thirdly, the OAIS-compliant

archive should fulfil the OAIS responsibilities as noted in Section 2.1.3. Finally, the
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OAIS reference model is recommended as a guide, but no assumption is made for any
specific computing platform, system environment, system design paradigm, system de-
velopment methodology, database management system, database design paradigm, data
definition language, command language, system interface, user interface, technology, or
media required for implementation [CCSDS, 2002]. Additionally, an OAIS-compliant
archive may provide additional services to users that are beyond those required of an
OAIS. Therefore, a data preservation system can claim to be OAIS-compliant if it con-

forms to OAIS responsibilities, OAIS information model, and OAIS functional model.

5.2.2 Compliance with OAIS Responsibilities

As introduced in Section 2.1.3, the OAIS standard establishes six mandatory responsibili-
ties that an organization must discharge in order to operate an OAIS archive [CCSDS,

2002]. The OAIS archive must:

o Negotiate for and acceptance of appropriate information from Producers.

e Obtain sufficient control of the information provided to the level needed to ensure
long-term data preservation.

e Determine, either by itself or in conjunction with other parties, which communi-
ties should become the Designated Community and, therefore, should be able to
understand the information provided.

o Ensure that the information to be preserved is Independently Understandable to
the Designated Community.

e Follow documented policies and procedures which ensure that the information is
preserved against all reasonable contingencies, and which enable the information
to be disseminated as authenticated copies of the original, or as traceable to the
original.

» Make the preserved information available to the Designated Community.
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These responsibilities are normally carried out by digital archives. Detail of the compli-

ance to these responsibilities is described as follows.

Negotiate for and Accept Information from Producer

“An organization operating an OAIS will have established some criteria that aids in de-
termining the types of information that it is willing to, or it is required to, accept.”
[CCSDS, 2002]. The OAIS standard requires that the OAIS archive should extract, or

otherwise obtain, sufficient descriptive information from the data producers.

It is normal for digital archives to set certain criteria on quality of the data they accept
from depositors. This practice has become a standard for long-term data preservation ar-
chives and it can fulfil this responsibility only on the condition that the deposited material
meets certain criteria [Beedham, Missen, & Palmer, 2004]. The IDeAL Framework col-
lects data from databases, which contain data in the e-society fields, including e-health, e-
government and e-business domains. These databases may involve not only relational
data but also multimedia. For example, the experimental data set CAESARI is a case of
e-health database, which at least contains a mixture of textual and numeric data as well as
images. Currently, the IDeAL Framework depends on the Producer’s knowledge of the
IDeAL Framework and of their data sets to fulfil this responsibility. In future, essential
metadata that accompany a data submission and general guidance on depositing can be
strictly defined and enforced. This is due to the fact that the IDeAL Framework not only
consists of all requisite metadata but also provides a web-based unified user interface
(IDeAL Framework Portal) for creating, reading, updating and deleting both digital data

objects and their corresponding metadata.
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Obtain Sufficient Control for Preservation

The OAIS standard recommends that, when acquiring digital data from any other Pro-
ducer or entity, the OAIS archive must ensure that there is a legally valid transfer agree-
ment that either transfers intellectual property rights to the OAIS, or clearly specifies the
rights granted to the OAIS and any limitations imposed by the rights holder. Further, the
OAIS must ensure that its subsequent actions to preserve the information and to make it
available conform to these rights and limitations. At the same time, the OAIS archive

must assume sufficient control over the objects and their metadata [CCSDS, 2002].

This responsibility is mainly about copyright, intellectual property, and other legal re-
strictions, which can be accomplished through signing essential legal transfer documents

with the depositor for the data that is to be stored in the IDeAL Framework.

Determine Designated Consumer Community

The OAIS standard requires that the Designated Community is identified when digital
data is submitted or planned to be submitted, because this is necessary in order to deter-

mine if the digital data will be understandable to that specific community [CCSDS, 2002].

Since the IDeAL Framework may contain data from various domains in the e-society, the

user community is broad and one specific community is largely determined by the digital

data characteristics and its contractual obligations with the depositor.
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Ensure the Information is Independently Understandable

The OAIS archive must be capable to preserve the usability and maintain the understand
ability of its data, so that the preserved digital data has sufficient metadata to allow its
information to be understood and used by the Designated Community without having to
resort to special resources not widely available, including named individuals [CCSDS,

2002].

The IDeAL Framework is adopting the emulation strategy as its primary preservation
strategy. The strategy benefits the end users in the way that the end users can view and
interact with the preserved data in the same way the original users could. Further, the
IDeAL Framework may contain many same types of databases and it can be efficient to
use one emulator for all the same type of databases. Moreover, the IDeAL Framework
selects open standard for information representation of common data types, ensuring that
the data remain manageable over the time. Extensive structural and descriptive metadata
is captured during Ingest and subsequent storage archival processing stages. Thus, in the
IDeAL Framework, original bit streams of data are held in perpetuity with the original
preservation manifestation and full metadata, ensuring that the data information is inde-

pendently understandable in the far future.

Follow Established Preservation Policies and Procedures

It is essential for an OAIS archive to have documented policies and procedures for pre-
serving its collections, and it should follow those procedures. The Producer and Con-

sumer communities should be provided with submission and dissemination standards,
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policies, and procedures to support the preservation objectives of the OAIS [CCSDS,

2002].

Our current research on long-term data preservation mainly focuses on the technical im-
plementation of the IDeAL Framework. The necessary policies and procedures may be
documented in near future, because many policies and procedures, such as the preserva-
tion strategy and the data ingest procedure, can be summarized based on the current tech-
nical implementation. Actually, the Virtual Model contains various metadata, which sup-
port the digital preservation processes, including tracking the chain of alterations over
time, describing the environment from which the digital data originated, and describing

technical details of the digital object, amongst others.

Make the Information Available

By definition, an OAIS makes its archives visible and available to its Designated Com-
munities. Multiple views of its holdings, supported by various search aids, may be pro-
vided. The expectations of OAIS users (Consumers) regarding access services will vary
widely among archives and over time as technology evolves. Pressures for more effective
access must be balanced with the requirements for preservation under the available re-
source constraints. Moreover, some collections may have restricted access and therefore

may only be disseminated to consumers who meet access requirements [CCSDS, 2002].

Current fulfilment of the IDeAL Framework uses the user role to restrict access. The role
Consumer can access the metadata of the digital data through the IDeAL Framework Por-

tal. Further, the role Consumer can retrieve digital data through customized database
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query statement. In future, the relationship metadata between the digital data and the user
can be used to control the data access in a more precise manner. The IDeAL Framework

Portal will be improved as the technology evolves.

Conclusions of the Compliance with OAIS Responsibilities

The compliance testing of the IDeAL Framework against the OAIS mandatory responsi-
bilities shows that the IDeAL Framework can fulfil the the technical aspects of these re-
sponsibilities. The biggest discrepancy with the OAIS is revealed to be the definition and

documentation of the policies and procedures, which falls outside the scope of this thesis.

5.2.3 Compliance with OAIS Functional Entities

As introduced in Section 2.1.3, the OAIS reference model defines six functional entities:
Ingest, Data Management, Archival Storage, Access, Administration, and Preservation
Planning. The assessments of the compliance with the OAIS functional entities are de-

scribed as follows.

Ingest

This entity provides the services and functions to accept Submission Information Pack-
ages (SIPs) from Producers and prepare the contents for storage and management within
the archive. As illustrated in Figure 27, Ingest functions include five services: receiving
SIPs, performing quality assurance on SIPs, generating an Archival Information Package
(AIP) which complies with the archive’s data formatting and documentation standards,
extracting Descriptive Information from the AIPs for inclusion in the archive database,

and coordinating updates to Archival Storage and Data Management. The five services

are introduced as follows [CCSDS, 2002]:
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Figure 27 Functions of Ingest [CCSDS, 2002]
The first service, the Receive Submission function, provides the appropriate storage ca-
pability or devices to receive a SIP from the Producer [CCSDS, 2002]. The IDeAL
Framework receives the SIP from the Producer in twofold: one is the data set in a data-
base; the other is the corresponding metadata, which is input through the IDeAL Frame-
work Portal and is stored in the Virtual Model. Since the IDeAL Framework focuses on
the long-term preservation of data in databases, a critical Ingest function is to receive the
metadata of the tables in databases. The Figure 28 shows the page for creating metadata

of a table in the Virtual Model.
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The second service, the Quality Assurance function, validates the successful transfer of
the SIP to the staging area [CCSDS, 2002]. Currently, the Producer of the IDeAL
Framework takes the responsibility to assure the quality of the SIP through validating the
content of the data set, assuring the completion of the data, checking the metadata,

amongst others.

The third service, the Generate AIP function, transforms one or more SIPs into one or
more AIPs that conform to the archive’s data formatting and documentation standards
[CCSDS, 2002]. In the current IDeAL Framework, all AIPs are the combination of one

digital object in a data set and its corresponding metadata in a Virtual Model.

The fourth service, the Generate Descriptive Information function, extracts Descriptive
Information from the AIPs and collects Descriptive Information from other sources to
provide to Coordinate Updates, and ultimately Data Management [CCSDS, 2002]. In the
IDeAL Framework, the descriptive information is first collected and generated during the
creation of the metadata of a data set. Later, the descriptive information can be modified
manually through the IDeAL Framework Portal. The following Figure 29 is an index

page for manually create or modify metadata in the Virtual Model.
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Figure 29 Functions of Archival Storage [CCSDS, 2002]

The fifth service, the Coordinate Updates function, is responsible for transferring the
AlPs to Archival Storage and the Descriptive Information to Data Management [CCSDS,
2002]. In the current IDeAL Framework, after the Receive Submission function, the data
set is transferred to Archival Storage and the metadata including Descriptive Information

is stored in the Virtual Model of the Framework.

Archival Storage

This entity provides the services and functions for the storage, maintenance and retrieval
of AIPs. As depicted in Figure 30, Archival Storage functions include five services: re-
ceiving AIPs from Ingest and adding them to permanent storage, managing the storage
hierarchy, refreshing the media on which archive holdings are stored, performing routine
and special error checking, providing disaster recovery capabilities, and providing AIPs

to Access to fulfill orders [CCSDS, 2002].
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Figure 30 Functions of Archival Storage [CCSDS, 2002]

The IDeAL Framework is implemented on an ultra-fast fibre-optic mass storage in Uni-

versity of Ottawa. A tape-based backup system is used to backup the data in the IDeAL

Framework. The Archival Storage function is achieved mainly through the Business

Logic Process System, the Multi-agent System, and the Digital Repositories in the IDeAL

Framework.

The Receive Data function receives a storage request and an AIP from Ingest and moves

the AIP to permanent storage within the archive. This function will select the media type,

prepare the devices or volumes, and perform the physical transfer to the Archival Storage

volumes [CCSDS, 2002]. In the current implementation, the Producer takes the responsi-

bility to store the data into specific databases on the designated computer platform.

Through the IDeAL Portal, the Producer can determine where to store the metadata.
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The Manage Storage Hierarchy function positions the contents of the AIPs on the appro-
priate media based on storage management policies, operational statistics, or directions
from Ingest via the storage request [CCSDS, 2002]. In the IDeAL Framework, the Pro-
ducer stores the data set into a specified database on a designated media. Then the loca-
tion information is input into the Virtual Model of the data set. However, there are no
storage management policies and operational statistics in current IDeAL Framework. The
IDeAL Framework depends on its Multi-agent System to determine the positions of a
data set and its related Virtual Model. Figure 31 depicts the location information obtained

from the Multi-agent System.
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Figure 31 Location Information of a Data Set and a Virtual Model

The Error Checking function provides statistically acceptable assurance that no compo-
nents of the AIP are corrupted during any internal Archival Storage data transfer [CCSDS,
2002]. The IDeAL Framework bases this function on the error checking functions of its
implementation infrastructure, including those in DB2, operating system (Windows and

Linux), fibre-optic mass storage, amongst others.
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The Replace Media function is used to supersede the obsolete media with new ones. The
Disaster Recovery function provides a mechanism for duplicating the digital contents of
the archive collection and storing the duplicate in a physically separate facility [CCSDS,
2002]. The Replace Media function is mainly one part of the administration tasks of a
computer system. The Disaster Recovery is mainly for the business continuity and is con-
sidered as an individual research area. Although they benefit the preservation of digital
data, they are not in the scope of this research. Moreover, they can be incorporated with

the IDeAL Framework easily in the future as add-on functions.

The Provide Data function provides copies of stored AIPs to Access. This function re-
ceives an AIP request that identifies the requested AIP(s) and provides them on the re-
quested media type or transfers them to a staging area [CCSDS, 2002]. Currently, the
IDeAL Framework can fulfil this function through its Business Logic Process System and
Multi-agent System. Specific data can be retrieved by defining customized database
query statement in the IDeAL Framework Portal and its metadata can also be obtained in

the similar way.

Data Management

This entity provides the services and functions for populating, maintaining, and accessing
both Descriptive Information which identifies and documents archive holdings and ad-
ministrative data used to manage the archive. Figure 32 depicts that Data Management
functions include four services: administering the archive database functions, performing
database updates, performing queries on the data management data to generate result sets,

and producing reports from these result sets [CCSDS, 2002]. An QAIS archive requires
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abundant metadata to assure the usability and understandability of the digital data for a
long time. Further, an efficient metadata management system is needed to manage those
complex metadata. In the IDeAL Framework, all metadata is stored in the Virtual Model

and the manipulation functions of these metadata are the important part of the framework.
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Figure 32 Functions of Data Management [CCSDS, 2002]
The Administer Database function is responsible for maintaining the integrity of the Data
Management database, which contains both Descriptive Information and system informa-
tion [CCSDS, 2002]. This function is fulfilled by IBM DB2 in the current IDeAL

Framework.

The Perform Queries function receives a query request from Access and executes the
query to generate a result set that is transmitted to the requester [CCSDS, 2002]. This

function is carried out through the Multi-agent System.

The Generate Report function receives a report request from Ingest, Access or Admini-
stration and executes any queries or other processes necessary to generate the report that

it supplies to the requester. [CCSDS, 2002] The current IDeAL Framework focuses on
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the core long-term preservation tasks, such as metadata design, and data archival and re-

trieval. The report functions can be added in the future.

The Receive Database Updates function adds, modifies or deletes information in the Data
Management persistent storage [CCSDS, 2002]. This function is achieved through the

Multi-agent System.

Administration

As presented in Figure 33, the Administration entity provides the services and functions
for the overall operation of the archive system. Administration functions include solicit-
ing and negotiating submission agreements with Producers, auditing submissions to en-
sure that they meet archive standards, and maintaining configuration management of sys-
tem hardware and software. It also provides system engineering functions to monitor and
improve archive operations, and to inventory, report on, and migrate/update the contents
of the archive. It is also responsible for establishing and maintaining archive standards

and policies, providing customer support, and activating stored requests [CCSDS, 2002].
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Figure 33 Functions of Administration [CCSDS, 2002]
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The Negotiate Submission Agreement function solicits desirable archival information for
the OAIS and negotiates Submission Agreements with Producers [CCSDS, 2002]. This
function is about the policy and the procedures, so it will be considered in the later phase

of the IDeAL Framework lifecycle.

The Manage System Configuration function provides system engineering for the archive
system to continuously monitor the functionality of the entire archive system and system-
atically control changes to the configuration [CCSDS, 2002]. This function is mainly one
part of the administration tasks of a computer system and is not in the scope of the core
long-term data preservation functions. Subsequently, it can be added into the IDeAL

Framework later.

The Archival Information Update function provides a mechanism for updating the con-
tents of the archive [CCSDS, 2002]. The update to the data in the IDeAL Framework is
through the IDeAL Portal interface. The update operations to the Virtual Model are

achieved through the access agents in the Multi-agent System.

The Physical Access Control function provides mechanisms to restrict or allow physical
access (doors, locks, guards) to elements of the archive [CCSDS, 2002]. In current
IDeAL Framework, this function is provided by University of Ottawa, because the
IDeAL Framework is implemented on the computing facilities in the computing lab of

University of Ottawa.

The Establish Standards and Policies function is responsible for establishing and main-

taining the archive system standards and policies [CCSDS, 2002]. Our current researches
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on long-term data preservation mainly focus on the technical implementation of the
IDeAL Framework. This function may be fulfilled in near future, because many policies
and procedures, such as the preservation strategy and the data Ingest procedure, can be

summarized based on the current technical implementation.

The Audit Submission function will verify that submissions (SIP or AIP) meet the speci-
fications of the Submission Agreement [CCSDS, 2002]. In current implementation of the
IDeAL Framework, the Producer takes the responsibility to ensure the authenticity and
the integrity of the submission before the submission is ingested into the IDeAL Frame-

work.

The Activate Requests function maintains a record of event-driven requests and periodi-
cally compares it to the contents of the archive to determine if all needed data is available
[OAIS]. This function is not carried out in current implementation of the IDeAL Frame-
work, because the access request is responded immediately based on the availability of

data now.

The Customer Service function will create, maintain and delete Consumer accounts. It
will collect billing information from Access and will send bills and collect payment from
Consumers for the utilization of archive system resources [CCSDS, 2002]. This function
is partially implemented. The Consumer accounts can be manipulated through the IDeAL
Framework Portal as shown in Figure 34, but currently there are no policies and proce-
dures for other services, such as consumer billing, system utilization analysis, amongst

others.
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Preservation Planning

This entity provides the services and functions for monitoring the environment of the
OAIS and providing recommendations to ensure that the information stored in the OAIS
remains accessible to the Designated User Community over the long term, even if the
original computing environment becomes obsolete [CCSDS, 2002]. As depicted in Figure
35, Preservation Planning functions include evaluating the contents of the archive and
periodically recommending archival information updates to migrate current archive hold-
ings, developing recommendations for archive standards and policies, and monitoring
changes in the technology environment and in the Designated Community’s service re-

quirements and Knowledge Base.
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Figure 35 Functions of Preservation Planning [CCSDS, 2002]
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The IDeAL Framework developing team monitors the up-to-date technology and stan-
dards development. The IDeAL Framework uses the emulation approach as its preserva-
tion strategy. Since the Preservation Planning function is not technology-oriented, it can

be realized in later phase of the IDeAL Framework lifecycle.

Access

This entity provides the services and functions that support Consumers in determining the
existence, description, location and availability of information stored in the OAIS, and
allowing Consumers to request and receive information products. As shown in Figure 36,
Access functions include communicating with Consumers to receive requests, applying
controls to limit access to specially protected information, coordinating the execution of
requests to successful completion, generating responses (Dissemination Information

Packages, result sets, reports) and delivering the responses to Consumers [CCSDS, 2002].
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Figure 36 Functions of Access [CCSDS, 2002]
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The Coordinate Access Activities function provides a single user interface to the informa-
tion holdings of the archive. Three categories of Consumer requests are distinguished:
query requests, which are executed in Data Management and return immediate result sets
for presentation to the user; report requests, which may require a number of queries and
produce formatted reports for delivery to the Consumer; and orders, which may access
either or both Data Management and Archival Storage to prepare a formal Dissemination
Information Package (DIP) for on- or off-line delivery [CCSDS, 2002]. The current
IDeAL Framework Portal is implemented as a single user interface. Among the three
categories of requests, the service of the query requests is achieved and other two ser-
vices can be achieved in future implementation of the IDeAL Framework. The following

Figure 37 shows the index page of the user interface in the IDeAL Framework.

Bigseminabion = Morilla Firefox

This is the index page for retrieving data sets.

Figure 37 Dissemination Index Page
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The Generate DIP function accepts a dissemination request, retrieves the AIP from Ar-
chival Storage, and moves a copy of the data to a staging area for further processing
[CCSDS, 2002]. The digital data and its metadata in the Virtual Model are used to con-

struct the DIP.

The Deliver Response function handles both on-line and off-line deliveries of responses
(DIPs, result sets, reports and assistance) to Consumers [CCSDS, 2002]. The current
IDeAL Framework provides on-line delivery of responses through the IDeAL Framework

Portal.

Conclusions of the Compliance with OAIS Functional Entities

The current IDeAL Framework focuses on the technology-oriented functions in the func-
tional model of OAIS. Within all six functional entities, the Preservation Planning func-
tion entity and the Administration function entity are barely realized, because they are
mainly concerned with polices, procedures, agreements, and responsibilities. Overall, the
core functions of a long-term data preservation system are implemented. The following
table is used to summarize the fulfilment of these functional entities in the IDeAL

Framework.
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OAIS Func- Sub-function Is it fulfilled in Comments
tional Entity the IDeAL
Framework ?
Receive Submission Yes
Quality Assurance Yes
Generate AIP Yes
Ingest Generate Descriptive Infor- Yes
mation
Coordinate Update Yes
Receive Data Yes
Manage Storage Hierarchy Yes
Archival Stor- | Replace Media No The Replace Media function is mainly one part
age Disaster Recovery of the administration tasks of a computer sys-
tem. The Disaster Recovery is mainly for the
business continuity. They are not in the scope of
the research.
Error Checking Yes
Provide Data Yes
Administer Database Yes
Perform Querics Yes
Data Manage- | Generate Report No The current IDeAL Framework focuses on the
ment core long-term preservation tasks, such as
metadata design, and data archival and retrieval.
The report functions can be added in the future.
Receive Database Updates Yes
Negotiate Submission No This function is about the policy and the proce-
Agreement dures, so it will be considered in the later phase
of the IDeAL Framework lifecycle.
Manage System Configura- No This function is mainly one part of the admini-
Administration | tion stration tasks of a computer system and is not in
the scope of the core long-term data preserva-
tion functions.
Archival Information Update | Yes
Physical Access Control Yes
Establish Standards and No This function may be fulfilled in near future,
Policies because many policies and procedures, such as
the preservation strategy and the data ingest
procedure, can be summarized based on the
current technical implementation.
Audit Submission Yes
Activate Requests No Instead of event-driven, the access request is
responded immediately based on the availability
of data now.
Customer Service Yes
Preservation Monitor technology, Monitor | Partially The IDeAL Framework developing team moni-
Planning Designated Community, tors the up-to-date technology and standards
Develop Preservation Strate- development. The IDeAL Framework uses the
gies and Standards, and De- emulation approach as its preservation strategy.
velop Packaging Design and Since the Preservation Planning function is not
Migration Plans technology-oriented, it can be realized in later
phase of the IDeAL Framework lifecycle.
Access Coordinate Access Activities | Yes
Generate DIP Yes
Deliver Response Partially Only online delivery is implemented.
Table2  OAIS Functional Entities Implemented in the IDeAL Framework
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5.2.4 Compliance with OAIS Information Model

As introduced in Section 2.1.3, the information package is the core concept of the OAIS
information model. Within the OAIS model, three types of information package are iden-
tified: the Submission Information Package (SIP), which is sent from the information
Producer to the archive; the Archive Information Package (AIP), which is the information
package actually stored by the archive; and the Dissemination Information Package (DIP),
which is the information package transferred from the archive in response to a request by

a consumer [CCSDS, 2002].

A detailed view of an AIP is depicted in Figure 38. An AIP is composed of four types of
information objects: Content Information, Preservation Description Information, Packag-
ing Information and Descriptive Information. Content Information is the primary infor-
mation of interest (the Data Object and its associated Representation Information). The
Representation Information is the combination of the Structure Information and the Se-
mantic Information. Preservation Description Information (PDI) contains information
necessary to adequately preserve its associated Content Information. Typically, PDI is
divided into four sections: provenance information, context information, reference infor-
mation, and fixity information. Packaging Information binds the components of the in-

formation package into an identifiable entity [CCSDS, 2002].
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Figure 38 AIP Detailed View [CCSDS, 2002]

During the Ingest processing stage, a typical SIP submitted to the IDeAL Framework is
the data in a data set and its related metadata about the data, such as data type, relation-
ship, and fixity, amongst others. More metadata is added manually through the IDeAL
Framework Portal. All metadata are stored in the Virtual Model. A digital object in the
data set and its related metadata constitute an AIP. When requested, a DIP can be con-
structed based on the data in the data sets and the Virtual Models in the IDeAL Frame-
work. Table 3 shows the mapping between the entities of the AIP (depicted in Figure 38)
and the tables in the Virtual Model. The table indicates that the OAIS Information Model
is successfully adopted into the IDeAL Framework, because almost all entities related to
digital data are realized in the Virtual Model. The only exception, Packaging Information,

can be obtained through the usage of METS, as stated in Section 5.3.2.
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Entity in AIP

Table in Virtual Model

Comment

Package Description

object

Packaging Information

Packaging is achieved through the
usage of METS as stated in Section
5.3.2.

Data Object object The actual bit stream of the data
object is in the data sets of the
IDeAL Framework.

Physical Object Not exist in the IDeAL Framework.

Digital Object The data in the data sets of the

IDeAL Framework.

Representation Infor-
mation

environment, hardware,
software, dependency,
format, formatRegistry,
creatingApplication

Structure Information

object

Semantic Information

objectCharacteristics,
format, md, mdWrap

Reference Information

object

ArkID of table object is a persistent
identifier across various preserva-
tion respositories.

Provenance Informa-
tion

Event, eventOutcomeln-
formation, object_event,
event user, md, mdWrap

Context Information

Object, relationship, ob-
ject_relationship,
event_relationship, ob-
ject user

Fixity Information

objectCharacteristics,
signaturelnformation

Table3 Mapping between Elements of AIP and Tables in the Virtual Model

Conclusions of the Compliance with OAIS Information Model

Two facts indicate that the IDeAL Framework conforms to the OAIS Information Model.

First, as shown in Table 3, most of the entities of the OAIS information model are in-
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cluded in the Virtual Model of the IDeAL Framework. The only exception (Packaging
Information) can be obtained through the use of METS. Second, PREMIS defines an im-
plementable, core preservation metadata framework based on OAIS reference model.
Table 4 in Section 5.3.1 depicts that the metadata elements of PREMIS are successfully

adopted into the Virtual Model, as discussed next.

5.3. Usage of the PREMIS and the METS in the IDeAL Frame-
work

Since the OAIS only provides a reference framework without implementation guidance, a
metadata schema must be designed for it. Further, we would like to establish a long-term
data preservation framework, which can interoperate with other digital repositories. Thus,
some standards, such as PREMIS and METS, were brought into consideration when the

Virtual Model in the IDe AL Framework was designed.

5.3.1 Usage of the PREMIS in the IDeAL Framework

As introduced in Section 2.1.3, PREMIS is a metadata framework to support the preser-
vation of digital objects, which is claimed to contain a set of preservation metadata ele-
ments. These metadata elements construct an essential and minimal metadata set [OCLC,
RLG, 2007]. In [Deborah Woodyard-Robinson Holdings, 2005], sixteen preservation re-
positories are surveyed regarding their implementation of PREMIS, including the APSR
(Australian Partnership for Sustainable Repositories), FDA (Florida Digital Archive), KB

(Koninklijke Bibliotheek), amongst others. Although the implementation in these reposi-
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tories may differ in scale and data management practices, their success justifies the ra-
tionale of PREMIS as a workable framework. Thus, the ideas of the PREMIS are adopted

into the Virtual Model of the IDeAL Framework.

PREMIS contains a data model of five types of entities involved in digital preservation
activities. All of the five types of entities have their own properties, named Semantic
Units. In the IDeAL Framework, the metadata of the Virtual Model are stored in data-
bases and are grouped into database tables as depicted in Figure 13. Since we would like
to measure the extent of the implementation of PREMIS in the IDeAL Framework, the
mapping between the semantic units of the PREMIS data model and the tables of the Vir-
tual Model is assessed in the following Table 4. Note that the Intellectual Entity is gener-
ally treated as an entire preservation repository and it does not have specific semantic

units, it is excluded from the following mapping.
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Entities in Semantic Unit in Table in the Virtual Comment
PREMIS PREMIS Model

objectldentifier object

preservationLevel object

objectCategory object

objectCharactertistics | object, objectCharac- | The properties of the seman-
teristics, format, for- | tic unit objectCharacteristics
matRegistry are in four tables of the Vir-

tual Model.
creatingApplication | creatingApplication

originalName It is not adopted in the Vir-

tual Model.

Storage hardware It is included into the hard-

) ) ware table.
Object Entity signatureInformation | signatureInformation

Environment environment, soft- The properties of the seman-
ware, hardware, de- tic unit environment are in
pendency four tables of the Virtual

Model.

Relationship relationship, ob- The properties of the seman-
ject_relationship, tic unit relationship are in
event_relationship three tables of the Virtual

Model.

eventldentifier event

eventType event

eventDateTime event

Event Entity eventDetails event

eventOutcomelnfor- | eventOutcomelnfor-

mation mation

linkingAgentldenti- event_user

fier

linkingObjectldenti- | object_event

fier

agentldentifier vmuser

Agent Entity agentName vmuser
agentType vmuser

Rights Entity all semantic units of | md, mdWrap,
rights entity mdSchema

Table 4 Mapping between the Semantic Units and Tables in the Virtual Model

Table 4 shows that the metadata elements of PREMIS are successfully adopted into the
Virtual Model. Except for one Semantic Unit (‘originalName’), all Semantic Units of

PREMIS are mapping to tables in the Virtual Model. The ‘originalName’ of the Object
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Entity is not included in any table of the Virtual Model, since a persistent identifier,
‘ARK ID’ in table ‘object’, is used to identify each object in the IDeAL Framework.
Therefore, it is not feasible to give original name to each record in a database. Some Se-
mantic Units are combined into one table, due to efficiency reasons. For example, table
object contains properties of ‘objectldentifier’, ‘preservationLevel’, and ‘objectCategory’.
However, some properties, belonging to one Semantic Unit in PREMIS, are distributed
into several tables in the Virtual Model. This is due to our design requirement that unnec-
essary duplication of information is minimized. For example, properties of ‘environment’
are divided into table environment, table software, table hardware, and table dependency.
Note that, since one software or hardware component may belong to multiple environ-

ments, this design minimizes storage overhead.

5.3.2 Usage of the METS in the IDeAL Framework

One of the main challenges facing all digital repositories is the provision of seamless ac-
cess to the assets within the repository. Access is partially dependent on the provision of
different levels of metadata to describe the assets. The METS system would appear to be
a good overall metadata solution as it fulfils all the criteria within the Open Archives Ini-
tiative’s Protocol for Metadata Harvesting (OAI-PMH) framework [DLF, 2007]. Given
that the OAIS Reference Model allows the conceptual mapping between heterogeneous
systems, METS is one method of implementing this concept [Beedham et al., 2004].
Moreover, as introduced in Section 2.1.3, METS is a flexible and software independent
platform, which can be used for the interoperability between digital repositories by pro-

viding a framework for integrating various types of metadata. The METS standard pro-
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vides a method to combine a digital object and its diverse metadata as a whole, which can
be shared, exchanged, and searched. Except our essential requirement that the metadata
schema is compliant with the OAIS, two crucial requirements are considered when de-
signing the metadata schema: designing a dissemination template of the DIPs (data and
its metadata) in the Framework and preparing for the potential of the interoperability with
other digital repositories. Therefore, the METS approach is adopted into the Virtual
Model of the IDeAL Framework. Currently, no standard DIP template is defined in the
IDeAL Framework, but the architecture of the IDeAL Framework supports various pos-

sible designs of DIPs. The following is an example XML of these designs.

<mets OBJID="ARKA#123" LABEL="caesar_ thumbnails a" TYPE="Attribute":>

<metsHdr>
<agent ROLE="CREATOR">
<name>Tom Lorie</name>
</agents>
</metsHdr>

<amdSec>
<techMD ID="premisl">
<mdWrap MDTYPE="PREMIS">
<xmlData>
<PREMIS metadata/>
</xmlDatas>
</mdWrap>
</techMD>
<techMD ID="image_ techl"s>
<mdWrap MDTYPE="NISOMIX">

<xmlData>
<NISO Metadata for Images in XML />
</xmlData>
</mdWrap>
</techMD>
</amdSec>
</mets>
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In this example, the data in the element OBLID, LABEL, TYPE, and ROLE can be ob-
tained directly from the Virtual Model. PREMIS related metadata in the Virtual Model
can be stored in the techMD section for PREMIS. The techMD section for NISOMIX is
an example for involving potential metadata that is not visibly included in the Virtual
Model. Actually, the Virtual Model is designed with an interface for those metadata that
are not involved but useful in some situations. The table md and mdWrap in the Virtual
Model constitute the interface. For example, the NISO Metadata for Images in XML
(NISO MIX) is only useful for images, so there are no tables in the Virtual Model espe-
cially designed for this kind of metadata. Thus, the NISO MIX can be stored in table md
and mdWrap. When constructing a DIP, the data in the md and mdWrap can be extracted

to fill in the techMD section for NISOMIX as shown in the above XML.

5.4. Description of the Test Data Sets

To test the functionalities of the IDeAL Framework, two data sets were used, which are
named as CAESAR1 and CAESAR?2. Their content is similar and they can be considered

as two versions of the CAESAR™

database, which is a repository of anthropometric data.
Anthropometry is the study of human body measurements (e.g. weight, height, and pro-
portions) and its biochemical characteristics (e.g. stature, and size of body parts) [Viktor,
Paquet, & Guo, 2006]. Anthropometry is used in many application areas, such as the de-
sign of clothes, and the design of seats in airplanes and buses. The CAESAR™ Project is

an international anthropometric survey that was carried out in the United States, Italy, the

Netherlands and Canada. This survey included many individuals in each country. For
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each individual, various highly accurate anthropometric measurements were performed
and questions of demographic nature were collected. The anthropometric measurements
included forty-nine details which have been recorded by domain experts, using standard
anthropometric practices [Viktor et al., 2006]. These include the stature, weight, thigh
circumference, feet length, amongst others. The demographic data contains the family
income, number of children, age, amongst others. We chose them because their character-

istics and relationships matched the test data requirements of the experiments.

During the lifecycle of the IDeAL Framework, many types of data may be stored into the
framework. Data sets with multiple data types are required to evaluate the capability of
the Framework to manipulate and retrieve various data. The data types in CAESAR™
contain 2D images, 3D images, STRING, SHORT, INTEGER, DECIMAL, DATE, and
TIME. Most data in CAESAR1 and CAESAR?2 are same, but there is some minor differ-
ence. Thus, they are used as two versions of one data set. Figure 39 shows the database

schema of CAESARI.
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http://caesar.codss.key

The data set CAESARI contains 13 tables. Table anthropometric_main contains the ma-
jor anthropometric data. Table caesar thumbnails includes the 2D views of the human
body scans. Table caesar 3D and caesar feature vectors houses 3D human body scans.
Table demographic_main, car_information, location, job_related info, clothing_size, and
perceived sizing involve the demographic data, such as family income, number of chil-

dren, age, amongst others. Table caesar _codes is used as a reference table.
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Figure 40 CAESAR?2 Database Schema
Figure 40 presents the database schema of CAESAR?2. The data set CAESAR2 contains

12 tables. Table anthropometric main, anthropometric_extra a, and anthropomet-
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ric_extra_b contain the major anthropometric data. Table caesar_thumbnails includes the
2D views of the human body scans. Table demographic_main, car_information, location,
job_related_info, clothing_size, and perceived_sizing involve the demographic data, such

as family income, number of children, age, amongst others.

The major differences between CAESAR1 and CAESAR?2 include four major points.
First, CAESARI1 contains table CAESAR 3D and table
CAESAR _FEATURE VECTORS, which are for 3D data; while, CAESAR2 does not
involves 3D data. Second, CAESAR2 contains two tables which are not in CAESARI,
ANTHROPOMETRIC EXTRA A and ANTHROPOMETRIC EXTRA B. Third, the
content of table CAESAR_THUMBNAILS are different in CAESAR1 and CAESAR2,
although the content represent the same information of the data. Finally, some column
names are dissimilar in CAESAR1 and CAESAR2, even though the content in those col-

umns are the same.

After loading CAESARI] and CAESAR?2 into the IDeAL Framework, the related meta-
data needed to be input into the Virtual Model. As described in Chapter 3, five specializa-
tions of IP are used in the IDeAL Framework: Information Collection, Information Pack-
age, Information Unit, Column, and Attribute. In our experiment, one Information Col-
lection, CAESAR, was created. CAESAR contained two Information Packages, named as
CAESARI1 and CAESAR?2. The metadata of CAESAR1 and CAESAR? resided in differ-

ent Virtual Models.
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In the IDeAL Framework, all of the relationships among specializations were first sepa-
rated into two types: STRUCTURAL and DERIVATION. Then, the relationships were
further divided into subtypes. In our experiment, the relationships between the specializa-
tions inside CAESAR1 and CAESAR?2 included REFERENCE TABLE, FOREIGN KEY,

ATTRIBUTE REFERENCE, and SIMILAR.

To clearly illustrate the metadata of the experimental data sets in the Virtual Models, we
use an XML file as depicted in Appendix I. Figure 41 shows the corresponding XML
schema. The schema clarifies the five data specializations in the Virtual Model and their
relationships. As introduced in Section 3.3.1, the five data categories are Information
Collection, Information Package, Information Unit, Column, and Attribute. Moreover,

the relationships among the five specializations are included in the schema too.

[ infa_Collections E-(=== Info_Collection 5w
tiom

Relatonships &) Adlatonshlp B-G

Qow

Figure 41 Test Data XML, Schema
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In the Appendix I, not only the specializations except for the attributes are listed, but also

all necessary relationships are recorded. However, only an excerpt of the whole XML is

cited, due to the considerable length of the entire XML document. The relationships are

crucial for the data integration function. Currently, four relationships were used for the

experiment. The following are detailed explanations of these relationships:

1.

REFERENCE TABLE is a table into which an enumerated set of possible
values of a certain field data type is divested. This relationship is depicted as
below:

<Relationship>
<Type>STRUCTURAL</Type>
<SubType>REFERENTIAL TABLE</SubType>
<Member>
<Sequence>0</Sequence>
<IP_Label>CAESARI1</IP_Label>
<IU_Label>CAESAR_CODES</IU_Label>
<ColumnName/>
</Member>
</Relationship>

FOREIGN KEY is a referential constraint between two tables, which identi-
fies a column or a set of columns in one (referencing) table that refers to a
column or set of columns in another (referenced) table.

<Relationship>
<Type>STRUCTURAL</Type>
<SubType>FOREIGN KEY</SubType>
<Member>
<Sequence>0</Sequence>
<IP_Label>CAESAR1</IP_Label>
<IU_Label>CAESAR MAIN</IU_Label>
<ColumnName>
ANTHROPOMETRIC _KEY</ColumnName>
</Member>
<Member>
<Sequence>1</Sequence>
<IP_Label>CAESARI1</IP_Label>
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<[U_Label>
ANTHROPOMETRIC MAIN

</IU_Label>

<ColumnName>
SUBJECT NUMBER

</ColumnName>

</Member>
</Relationship>

. ATTRIBUTE REFERENCE is the relationship for the columns that need to
refer to the columns in the reference table.

<Relationship>
<Type>STRUCTURAL</Type>
<SubType>ATTRIBUTE REFERENCE</SubType>
<Member>
<Sequence>0</Sequence>
<IP_Label>CAESARI1</IP_Label>
<IU_Label>LOCATION</IU_Label>
<ColumnName>COUNTRY</ColumnName>
</Member>
<Member>
<Sequence>1</Sequence>
<IP_Label>CAESARI1</IP_Label>
<IU_Label>CAESAR _CODES</IU_Label>
<ColumnName>ATTRIBUTE NAME</ColumnName>
</Member>
<Member>
<Sequence>2</Sequence>
<IP_Label>CAESARI1</IP_Label>
<IU_Label>CAESAR_CODES</IU_Label>
<ColumnName>ATTRIBUTE VALUE_ CODE</ColumnName>
</Member>
<Member>
<Sequence>3</Sequence>
<IP_Label>CAESARI1</IP_Label>
<IU_Label>CAESAR_CODES</IU_Label>
<ColumnName>ATTRIBUTE _VALUE TEXT</ColumnName>
</Member>
</Relationship>

127



5.5.

4. SIMILAR is the relationship between the similar columns in two related In-
formation Packages of one Information Collection. This relationship is cre-
ated for data integration.

<Relationship>
<Type>STRUCTURAL</Type>
<SubType>SIMILAR</SubType>
<Member>
<Sequence>0</Sequence>
<[P_Label>CAESARI1</IP_Label>
<IU Label>DATA COLLECTION</IU_Label>
<ColumnName>COLLECT TIME</ColumnName>
</Member>
<Member>
<Sequence>1</Sequence>
<IP_Label>CAESAR2</IP_Label>
<IU_Label>DATA COLLECTION</IU_Label>
<ColumnName>COLLECT TIME</ColumnName>
</Member>
</Relationship>

Evaluation of the General Metrics for Trusted Digital Re-
positories

One of the central challenges to long term preservation in a digital repository is the abil-

ity to guarantee the interpretability of digital objects for users over a very long time,

which includes an assurance of integrity, authenticity, and the necessary functionality of

the repository. General metrics for trusted digital repositories are given in [Nestor, 2006].

The criteria for trusted digital repository evaluation include the evaluation of technology,

organizational framework, human resources, amongst others. Since we focus on the tech-

nical part of the long term preservation of digital data, we mainly assess three metrics,

namely integrity, authenticity, and the necessary functionality of digital repositories. In
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[Nestor, 2006], the processing stages correspond in the OAIS reference model to the
processes of submission (ingest), storage (archival storage), and usage (access). The

evaluation of the general metrics may happen in any or all of these processing stages.

5.5.1 Evaluation of Integrity of Digital Objects

The IDeAL Framework should be able to ensure the integrity of the digital objects during
all processing stages. Integrity refers to the completeness of the digital objects and to the
exclusion of unintended modifications. Inappropriate modifications may be caused by
human error, technical imperfections or damage to the technical infrastructure. We used
the assurance of the integrity of a 2D image to evaluate the integrity of digital objects in

the IDeAL Framework. Totally there were six steps in this evaluation.

The first step was to calculate the message digest of a 2D image (51.jpg) as shown in
Figure 42. “md5deep” was a cross-platform set of programs to compute MD5, SHA-1,

SHA-256 Tiger, or Whirlpool message digests on an arbitrary number of files.

sriEentEesTans Ainasin

Figure 42 Message Digest of 1.jpg

The second step was to logon into the IDeAL Framework with proper authorization.
There were three types of user roles, each of which has specific access rights. As shown
in Figure 43, the logon page was to ensure that no unauthorized user can obtain rights

over digital objects and metadata.
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Figure 43 Logon Page

The third step was to manually input the message digest metadata as shown in Figure 44.
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Figure 44 Input Message Digest
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The fourth step was to retrieve the 2D image through the IDeAL Framework Portal after
the image was loaded into a data set and its metadata is input into the Virtual Model. The

query result is shown as Figure 45.

(et sttt e
b CAEAR Tubeckn Exciagn cansan s s PR 10

Besult Cohme;

cagsak
N ‘Resuk Cohumn: CATSAR THUMBNALLS] Culngng Novwa:
oo
it
M [r—— [ R PRmm— sm.qmm,g-;ms.%
o Vs £ et Brestaate oo Yot
4 {geatiieiieaer nanie
o carsana, Dora Snmoe: DAV DRS00 FATE:
Rissen (Seusa
k s ek
. \OE_ACAESAR THUMBNAILSBUBIECT_NUMBER
W
tefo b\' { { agtk-Kamer nae:
cnin - e PRI G0 s DT
Y/ 499,108 830077 e
Rerw :
" CAFSAR ] L IUMBER

a

Figure 45 Query Result of a 2D Image
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The fifth step was to save the result image to file “showlmage51.jpg” and to calculate the

message digest of “showlmage.jpg”. The experimental result is shown in Figure 46.

Figure 46 Message Digest of showlmae.jpg

The sixth step was to retrieve the message digest of the 2D image as shown in Figure 47.
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Message Digest
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Figure 47 Get the Message Digest

The equality of the message digest obtained from the fifth step and the sixth step indi-

cates that the IDeAL Framework can assure the integrity of digital objects.
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5.5.2 Evaluation of Authenticity of Digital Objects

The IDeAL Framework should be able to ensure the authenticity of the digital objects
during all stages of processing. For a definition of authenticity, we consider Rothern-
berg’s authenticity principle which indicates that for a digital document to be interpreted
authentically in the future, it should “exhibit as much as possible of its original behav-
iour, functionality, look and feel, as well as its content” [Rothenberg, 1999]. About how
to ensure data authenticity, Gladney’s viewpoint relates to trusting the content of a pre-
served digital document and he suggests signing a digital object to inform the users that
the content can be trusted [Gladney, 2004]. Therefore, Public Key Infrastructure is
adopted into the IDeAL Framework and digital signature is used for authenticating data.
The authentication mechanism contains six steps as depicted in Figure 48. Since the size
of data may be very large, normally the message digest of the data is calculated first.
Then the message digest is signed with the Producer’s private key to produce a digital
signature. The combination of the message digest and its signature can be verified by the
Producer’s public key to make sure if the Producer is authenticated. This digital signature
mechanism was carried out in the following example to verify whether user “test]” was

the authenticated Producer of a 2D image.
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Figure 48 Digital Signature Mechanism [Gladney, 2004]

To assess this functionality, a security standard was needed to provide cryptographic pri-
vacy and authentication. Within tens of such standards, OpenPGP was chosen. OpenPGP
is a widely used email encryption standard in the world. It is defined by the OpenPGP
Working Group of the Internet Engineering Task Force (IETF) Proposed Standard RFC
2440. Moreover, the OpenPGP protocol defines standard formats for encrypted messages,
signatures, and certificates for exchanging public keys. GnuPG, the software used in the
experiment, can achieve complete implementation of the OpenPGP standard as defined
by RFC 2440. GnuPG can encrypt and sign your data and communication, accompanying

with a versatile key management system [Koch, 2007].

Before this evaluation, we assumed that the private key and public key of user “test]l” had

been created successfully. The first step was to calculate the message digest of a 2D im-
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age (51jpg), which is the same as the first step of the evaluation of integrity of digital
objects in Section 5.5.1. The message digest was stored in a text file “cae-
sar2_thumbnails image a S51.txt”. The second step was to sign the file “cae-
sar2_thumbnails image a 51.txt” with the private key of user “testl” as depicted in
Figure 49.
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T ————— T
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ze to unlock
) <{tes
4124, cres

HGCHWNHs HhM+uQBGRAGITORDU t wT2Z20huPs R A BY 188 L78T jUwulE
SyBBs ICQUBCGZRRMY =

Figure 49 Sign with testl’s Private Key
The third step was to combine the content of the “caesar2_thumbnails_image a 51.txt”
and its digital signature together. The fourth step was to input the public key and the digi-

tal signature into the Virtual Model as in Figure 50.
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The step five was to retrieve the public key and the digital signature as in Figure 51.
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The sixth step included two sub steps. Firstly, the message digest in the digital digest was
needed to compare the digital digest obtained in the fifth step and sixth step of the evalua-
tion of integrity of digital objects. If all of the three message digests were equal, the digi-
tal signature could be verified with the public key as in Figure 52. If not, the 2D image

data was unauthentic or non-integrated.
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Figure 52 Verify Digital Signature

The results in Figure 52 indicate that the digital signature is a good signature from the

user testl, which means that the IDeAL Framework can assure the authenticity of those

digital objects.
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5.5.3 Evaluation of the Necessary Functionality of the Digital Repository

As recommended in [Nestor, 2006], four aspects are examined to assess the necessary
functionality of the digital repository. They are the identification of the digital objects and
their relationships, formal description of digital objects content and structure, interpret-

ability of digital objects, and documentations of all changes to digital objects.

Identification of the Digital Objects and Their Relationships

Identification of the digital objects and their relationships is essential for administration
of the objects. A kind of standardised persistent identifier (ARK ID) is used to ensure the
future interoperability with other digital repositories. A persistent identifier tracks a spe-
cific object regardless of its physical location or current ownership. It is similar in func-
tion to a Social Insurance Number which is assigned to an individual and does not change
when that person’s address changes. Likewise, in the long-term data preservation envi-
ronment, digital objects must at least have one identifier, unique, persistent, and inde-
pendent of specific digital repositories. The Archival Resource Key (ARK) identifier is a
naming scheme of persistent identifier, emphasizing on persistent access to digital objects;
so it 1s adopted into the IDeAL Framework. Figure 53 shows one object metadata in the
IDeAL Framework, including its identifier (objectID), ARK ID (ArkID), its relationships,
its attributes, amongst others. This figure indicates the IDeAL Framework can identify
the digital objects and their relationships, since the ‘Object ID’, ‘Object ARK ID’, ‘The
Object Relationship List’, and ‘The Attribute List’ in the following figure depict such in-

formation.
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Figure 53 Metadata of a Column Object

Formal Description of Digital Objects Content and Structure

In addition to the identification of digital objects, their structures are also important. As
described in Section 3.3.1, the data in the digital repositories of the IDeAL Framework

are divided into five categories, which are Data Collection (Information Collection), Data
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Set (Information Package), Table (Information Unit), Column and Attribute. The follow-

ing five figures show description of these five kinds of data and the structure among them.

Figure 54 shows Information Collection ‘CAESAR’, which contains two Information
Packages: ‘CAESAR!’ and ‘CAESAR2’. The following web page also includes the fea-

tures of Information Collection ‘CAESAR’, such as the ‘Object Label’, ‘Object Create

Date’, amongst others.
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Category: Collection: Object 1D: 3 Label: C'AESAR; ARK ID: VMB#1 :
Object Object Last Objecté
Createl] 2007-08-05! Modify| 2007-08-05 Record
" ‘ Date: AL Status:
The IP
f . Show IP
,o,.w IP Label: CAESARD g‘u tail
1 | IP Label: CAESARL (

Figure 54 Information Collection
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Figure 55 presents the details of Information Package ‘CAESAR2’. This Information
Package includes twelve Information Units (Tables). Moreover, the following web page

contains the features of the Information Package ‘CAESAR?2’, such as ‘Object Label’,

‘Object Create Date’, ‘The Related Environment List’, amongst others.

i e
Object ‘“f";’a":‘ﬁ"“| Object ID: slobjéet Label: CAESARzEJ Agﬁiﬁgﬁi vaiBEz
= ackage | - g
Object. coa.ne|  Object Last Oy
Create Date:| 20070805 | v s diy Date: 2005-08-05 gf‘"“’“a
e i CRERAS S
The Obfject
Relationship
IList: s
The User
() Environment:; Enviromnent ID: Ch?r‘:;::;lg:czt basic Purpose: Note: none!
., . - Hardware! . Other
Hardware?, Hardware Name; serveri Type: ibmp8o Tiito o
Software: Software Name: wind Xp: V 2007 Type: i nform(;:i}:: sp2 Dependem:y:é none%
Environment . N N Ha - Identifier] :
Dependericy: = i y= . Value:
The 10 List: . )
] IU Label: ANTHROPOMETRIC_MAIN
i IU Label: CAR_INFORMATION
2 IWkabel CTAESAR _MAXIN
3 IU Label: CLOTHING_SIZE:
4 IU Labek CAESAR_THUMBNAJILS
5 1 IUTLabelr DATA,_COLLECTION
] U Label: LOCATION:
7 TU Label: lANTRREOPOMETRIC, EXTRA A
8 I Label: | ANTHROPOMETRIC: EXTRA.B
[<] I Label: DEMOGRAPHIC_MAIN.
10 i IU Label: JOB_RELATED_ INFO:
il 1 I Label:! PERCEIVED, _SIZING:

Figure 55 Information Package
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Figure 56 presents the details of Information Unit ‘CAESAR_THUMBNAILS’. This In-
formation Unit includes several columns. Further, the following web page contains the
features of the Information Unit ‘CAESAR _THUMBNAILS’, such as ‘Object Label’,

‘Object Create Date’, ‘The Event List’, amongst others.

X Show 512 Berait s Meriila Dirnfox.

Obiect

Object‘ Informat jonii Object | Object g : o 10
Category:% Urnit D 3OV Labal: CAESAR_THUMBIVAILS; Aﬁ;x \:.IMB#G;O&?O;
Object | Object Ohject
Create (2007-08-08; e 2007-08-08! Record’
Date: Modify Sratus:
" Date. ~
('The Object
iRelationship
{iList:
iThe User
Plist:

H T Event| Event: |
i Typer Ingestf Date: 2007-06-06
iList:
o Cotumi, SUBJECT _NUBBER

THUMBNAILS IMAGE_A Cob

. THUMBNAILS A FILENAME E

Figure 56 Information Unit
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Figure 57 presents the details of column ‘THUMBNAILS IMAGE_A’. This column in-
cludes several attributes. Moreover, the following web page involves the features of the
Column ‘THUMBNAILS IMAGE A’, such as ‘Object Label’, ‘Object Create Date’,

‘The Object Relationship List’, ‘The Related Environment List” amongst others.

© Object Category: 344 ‘Zf’bflﬁic&mmmwsmm 0"’*”“%‘3’1\13:33244;
Object Last Ghject
Column Name: 2007-08-08]  Modify 2007-08-08]  Record:
Datey . Status:
*Relationship! IRelationship gy Relationship: o Object it o Object. |
% 5 Twe,ii STRUCTURALY g bType: simifar: .luwgimm-\a_mumwm%m5’\1«19!33244
Environment List:
0 : Environeent 1D 3 ‘_‘E“Vi'°".’"?“e7  TrhageDisplagServer’
Haidware: Hardware Name: Pz Hardware Type: pel
Software: Software Name:; windows xp! Version:, |
| Event Type: Fivity_Cheek| Event Date: | 2007-00-06
i Application; | Application]
Wane:. Adobe Phomshop% Versions, 100
© primar Show
0 Primary Key: "SUBJE(‘T_NUMBER} m‘?{;’lﬂ; A Artribuite
o Detall
DU SN
, " i Primary) ] Show
1 Primary Key: "SUBJECT_NUMBER] . v . 2} Attribute
P Detail
{ {
; ; Show
2 Primary Key: Asumcr_wmsd Kem 7| atute
] 1l i Detall
i : Show:
: i Primary’ S
3 Primary Key: *SUBJECT_NUMBER]  “Tary "8 Attribute
eV et
: =
i Show
4 Primary Rey: Asumcr_mrmj xel;m ‘ol Atriite
] " Det
o [ S
5 Pritnary Key: “SUBJECF_}\’UMBEREI Key Vaie: “10f  Attribute:
s Detal
6 Primary Key: *sumcr_:emtsle K:’i,:ﬁ‘z ~a{  Attribute
s Detal
7 Primary Key:*SUBJECT_NUMBER: KE‘: m 13| Attribite
L Detal
8 Primary Key: “SUBJECT_NUMBER| k‘fm “14] Attribute
| ey Vel Detal
: ! Primary! Show
) Primary Key:.*SUBJECT_NUMEER] ,, "Iyt “15) Attrbate

Figure 57 Column
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Figure 58 shows the details of an attribute, such as ‘Object Category’, ‘Object Create
Date’, ‘The Event List’, ‘The Signature Information List’ amongst others. Further, the

web page contains some object characteristics, including object format, fixity information,

amongst others.

) Object - Object . .
| Categary: Atm’bute; Object ID: 33245, { ihel: CAESAR . THUMBNAILS ObjectARKID..;hiB#;;;msi
. . | Object
Object Create | Object Last |
: " 12007-08-08 L 2007-08-08 Record
Date; | Modify Date: Status:
The Object
Characterisites,
List: '
Object Object o Significant
,9  [Characteristics:| Characteristics ID: 33243 Compasition Level Properties: ol
| | Format:;|  Format Name: JPEG| Format Version: ro2ll
Fixity: Messffgim MDs5 Message Digest: 3ee2f8ed7nsa2ﬂ‘dafa373bdz48dodcﬁ ‘
Inhibitors:|  Inhibitor Type: Inhibitor Target: In‘nﬂ;{i;;ij
The Object
Relationship
The User List:
The Signature
"Ilnformation
List:
: Signature’i _ f Ke
0 Information base64 Signer: testt Signature Method:|| PGP-SHA1 )EDSA-Egma};:
_________ Eneoding . | i M
TheMd1
The Event
0 | Event Type: S 2007-0907%

Figure 58 Attribute
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Interpretability of Digital Objects

Since the preservation strategy of the IDeAL Framework is emulation, the digital object
itself, its original rendering software, its related DBMS, its related operating system and
software environment required by that software are all saved. If the metadata about the
original computing environment and format are reserved correctly, the original interpret-
ing environment can be established and the digital object can be interpreted successfully.
The following experiments show how to get the required metadata for interpreting a 2D
image. The computing environment of the Information Package, the computing environ-
ment of the Column, and the format of the 2D data are retrieved. In the Virtual Model,
Information Packages map to databases. Therefore, the computing environment of Infor-
mation Package is that of the database. In the following figure, the web page shows the
hardware and the software information. Based on the information in the web page, we
can obtain the relevant information that the Information Package CAESAR?2 resides in

the software (windows xp sp2 Version 2007) on top of the hardware (ibm p80).
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List:
The Related
Envir
{List:
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. i 5 Hardware Other:
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| En 4 - - Identifier:| 3 Identifier ’ !
| Dépendeney: e N pygernardwared Value:

o IU Label: ANTHROPOMETRIC_MAIN
1 U Label CARLINFORMATION
F 1U Labek CAESAR.MAIN|
5 $ULabel: CLOTHING, SIZE;
4 TU Label CAESA&THUMBNA;L'{
5 I Label: ﬁATA;coi‘LEcrx ; g
6 U Label LOCATION
7 1Y Label [ANTHROPOMETRICEXTRA: A
8 I Label I ANTHROPOMETRIC_EXTRA, B
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10 IV Label: JOB_RELATED INFO,
11 PERCEIVED SIZING

T Label:

Figure 59 Environment of the Information Package

Environment of the Information Package

146


http://DRl.aU

The computing environment of the 2D image column THUMBNAILS IMAGE_A can be
obtained from the web page in Figure 60. Based on the information in the web page, we

can know that the 2D image can be viewed with software Microsoft Paint Version 5.1 on

top of a personal computer.

ObectCtegr: G et i &“ﬁ%mm_mmms Ot
v ’ " ' O Lt T o
Colmnn;‘éametTHL?A‘IBNAILS_IM%GE_AOmeacg;: N0p0808  Nodi 20070808 Reoord
. » " Date;: St
The Object
{Relatiouship List:
" Relationship: ey et Objent, Objeet,. . Obieet onearr OHEL
0 ; D STRUCTURAL ™70, 0 oo cCmgm:Co]umnEHMECAES.-\R_,MUMBNAILS%_WD:}118933244-
The Related
Envorent it
" T : Dot o D
0 5Emenmemm “.4 Chraderitis: baske  Purpose: Nate:
/Aardware: Hardwareh"ame;jj i) Hardware Type:
The
- softivare
il | mosat
Software;,  Software Naine: cro'i Version: st Tvpeappleation " Dependeicy  topof
Pant: Info St
| Wingois
operating
S ¢ s
The Bvent List:
] CBventType  Fidly Chedk BremtDate.  200700:06
Environment of the Column
0 wimm Sdcbe PheteShop. Appleton 100
e . Yersum, )
0 Primary Key. "SUMECT._NUBMBER. vy “E Atirbute
i KeyVelie: L
T~ Sty
1 Primary Key: *SUBJECT_NUMBER! Pmm ) Mtribute
i«Ke)\,alue, Dot

Figure 60 Environment of the Column
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Furthermore, the format information of the 2D image can be obtained from the web page
in Figure 61, which is JPEG Version1.02 in this example. Not only the information can

be used to help the end user understand the 2D image, but also it can be used to aid the

end user in choosing software tools to interpret the 2D image.

Object: . . . 1 Object: : . I
Categbgry:v Atoibute,  Object ID: 33245 | soay; CAESAR_THUMBNAILS Object ARK ID: | VMB#33245,
. . _ Object
Object Create oa.on  Object Last o g
Date:§2°°7 08-08  y1odify Date: 2007-08-08 g{f:&rg .
; : ! — A R Format of the attribute
'The Object
iCharacterisites
List:
i
o mull
s Format Version:
Trihibiters:]  Enhibitor Type: Trihibitor Target: m}ﬁg;‘;f
The Signature .
Information
List:
Signature Ke :
0 Information base64 Signer: test1 Signature Method:|| PGP-SHA1 Type}: DSA:-Egmal
_-Encoding: | o :
The Md List:
The Event
List:
o i EventType: Siganture Validate %:g 2007-09-07

Figure 61 Format of the Attribute
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Documentations of All Changes to Digital Objects

The documentation of all changes to digital is necessary to ensure technical preservation
of the digital objects, to assure the authenticity of the data and to trace the evolution of
the digital repositories. In the IDeAL Framework, events are used to keep all the changes.
The events can be many kinds, such as ingest, fixity check, digital signature validation,
amongst others. These events can be recorded in the Virtual Model. Not only the event
related metadata includes the characteristics of events, but also it involves the related us-
ers, related objects, and related relationships. Figure 62 shows a list of events in the

IDeAL Framework, such as ‘Ingest’, ‘Fixity Check’, and ‘Signature Validate’.

S Fmbats 41

A T e R ]
Ele BT ew : MIBSOCY - BOGKMENKS. IO . e
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Figure 62 Read Events
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5.6. Evaluation of the Function of the SRB Agent

Recall that the SRB (Storage Resource Broker) Agent acts as the bridge between the
Business Logic Process System and the Multi-agent System. It presents a simple mecha-
nism to access data distributed across multiple digital repositories. In Chapter 3, the SRB
Agent Algorithm is described, and its implementation is detailed in Chapter 4. As indi-
cated in Section 3.4.2, two kinds of SRB Agents in the Multi-agent System are similar.
The experimental result of the Metadata Related SRB is shown in this thesis although

both of the SRB Agents were tested.

5.6.1 Experimental Results of Metadata Related SRB Algorithm

The first step of the algorithm was to initiate a SRB Agent as shown in Figure 63.

enter VHBrokerGateway

i e R koK RROR A pse Broker AGENT e
Sep 12, ZO07 9:28:02 AM jade.coye:Huntime beginContainer
THEO T o o o o ot s it i 1 e e v i

This is JADE 3.5 — revision S988 of 2007/06/21 131:02:390
downiosded in Open Scource, under: LGPL restricoions,
at notp://jade.cilak.com/
Sep 12, 2007 B:22:0% AM jade.cors.BasefService indt
INFC: Sexwvice Jade.core.mansgement.hgentiHanagement initvialized
Sep 12, 2007 5:28:09 AM jade.core.Baselervige initc
IHNFC: Serwvice Fade.core.messaging.Messaging inivialized
Sep 12, 2007 8:28:03% AM jade.core,BaseService -init
INFO: Service jade.corve.mobilicy.AgentHMebility injitislizged
Sepr 12, 2007 8:282:08 AM Jade,core.BaseService init
INFC: Sexvice JFade.core.event.MHotificarion inivialized
Sep 12, 2007 9:22:09 AM jade.core.messaging.MessagingService glesrfachedSiice
INFC: CTlearing cache
Sep 12, 2087 3:12&8:03 AM jade,core.fgencviontainerTmpi JoinPiatform
INFG: ———— —_— . b
Ligent container Container—-134@earch: is ready.

Figure 63 SRB Agent Initialize
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The second step was that the SRB Agent searched for suitable VM Access Agent from
the DF Agent if needed. Figure 64 shows that the SRB Agent sent the search request to

the DF Agent and the DF Agent responded with suitable Access Agents in its reply mes-

sage.

e VM_Access_Agent

namé waName

Encoding:
! Oology
* Pk
Conversatidnid:
In-rahetor

“Jariguages {setfipa-sh)
{searctrconshraini - e » 3 !
g resuls 1)) : § Sennotfications i o value VWegesshuentt)

- ggg;:tzs:ﬁ?e"m AdES tstite . ‘Ser-esponsy |
Language: fparsil . g
4 % Handle-substripf = ; Handfe-siibseriptie
Hantle:-cancel

i Hanole-cancet
GuiHandierBefiand

FiPA-AgentManagement h GuiHandierBehaviour,
A | Howel

st D9ADEN 6366750891

DF Agent Respond to SRB Agent

SRB Agent Sends “Search for VMAccessAgent” request to DF Agent

Figure 64 SRB Agent Interacted with DF Agent
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The third step was that the SRB Agent sent the database request to the identified Access
Agent and the identified VM Access Agent responded with results in its reply message.

Figure 65 shows the message exchange between the SRB Agent and the VM Access

Agent.

Coilent; s .
§uadfacton tresholbp?@®  w w3y
SLE T

4 Ntpeanh T 7Eiaecrptooppnent. Vildeossshgentt

Dobmonesd - %9 W
19 ‘; g

Language:
Encoding
Onoe
Prolocet +
L
Reply

i

7@8%

iours 2 @Be@w‘murs

i Preties.

SBB Agent Sends Request ACLMessage to Access Agent Aceess Agent Send Response ACLMessage to SKB Agent

Figure 65 SRB Agent Interacted with Access Agent
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Further, the following Figure 66 gives out an outline of the message exchanges among

the Multi-agent System.

arsnitfetDeearth: 1 DI IADE S Sniffer Apent
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VMALCESSAGEnt 1 ﬁ@
niffer(:on: Contain
n-gContaingr
RiviA@earth: Y9AIA
C B ams@earthi T0S9/4AD
§ df@earth: T699/JADE

Figure 66 Message Exchanges in the MAS

The fifth step was that the broker agent returns the result to the Business Logic Process

System. The result was further forwarded to the IDeAL Framework Portal and shown as

Figure 67.
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CABESARZ
]
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CTAESARY

Ohject | Object] §
oo b CAESNR, ARK ID: VIVEE
Obiect

Record!

Bratusi

Figure 67 Result Displayed by the IDeAL Framework Portal

The above experimental results indicate that the SRB Agent can function properly and

correctly.
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5.7. Evaluation of the Scalability of the MAS

MAS provide an ideal mechanism for implementing heterogeneous and complex distrib-

uted systems. The agent technology is well suited for applications that are based on

communication of loosely-coupled systems. In the current configuration, except the

JADE system agents, the MAS have two VM Access Agents, two Data Access Agents,

and various Broker Agents.

Business
Logic
Process
System

SRB Agent System

AMS Agent

Multi-Agent System

|

7
VM ,A’coess Agent1 |
Il l
I
I
!

& ¢"
o
=" 'Data Access-Agent1

~~~~~~~~~
“““““““““

Figure 68 The MAS Implementation

As depicted in Figure 68, the experimental environment contains two data sets:

CAESARI1 and CAESAR?2, which reside in two different databases. The metadata of

CAESAR1 is stored in database VMODEL1 and the metadata of CAESAR2 is in

VMODEL2. All the four databases have their corresponding static access agents.
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Figure 69 Agents Status in RMA
Figure 69 shows the status of the JADE system agents and the four static access agents.
There is no status of the Broker Agent, because the status of the Broker Agent is shown
dynamically. The success of the evaluation of the general metrics indicates that the MAS
can handle the requests from the Logic Process System efficiently and effectively. The
scalability and performance of the JADE framework have been discussed in [Chmiel et
al., 2005; Cortese, & Quarta, 2002; Rahmi, Bjursell, Paprzycki, Cobb, & Ali, 2006; and
Chmiel, Tomiak, Gawinecki, & Karczmarek, 2004]. Its scalability was acknowledged.
The Chmiel [2005] concluded that the JADE framework could contain thousands of
agents and tens of thousands of ACL messages if given enough hardware. Further, the
architectture of the IdeAL Framework determines that handling the access to one data set
only needs one Data Access Agent, and that the access to a Virtual Model needs one VM
Access Agent; therefore, this suggests that the MAS can support the IdeAL Framework to

possibly involve thousands of data sets.

5.8. Evaluation of Data Integration

155



The data integration function of the IdeAL Framework combines data from multiple data
sets into a coherent data representation. Currently, the framework shows the integrated
data from different data sets instead of combining them as a whole. Thus, the issues such
as the redundancy of data, the detection and resolution of data value conflicts are not in-
cluded in this implementation of the IdeAL Framework. The experimental results include
three aspects pertaining to data integration: (1) present various data types already in the
IdeAL Framework (2D, date, time, integer, decimal, and varchar); (2) show the differ-
ence of two data sets to indicate the existence of data evolution; and (3) depict the situa-
tion when one user-defined column only exists in part of all the similar data sets. Figure
70 shows data in both CAESAR1 and CAESAR2 with same query criteria and the data
types are date, time, and varchar. The query results are same from CAESARI1 and

CAESAR2.
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Figure 70 Data of Type Date, Time and Varchar
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Figure 71 shows data in both CAESAR1 and CAESAR?2 with the same query situation.
The data types are integer, and decimal. Parts of query results are same from CAESARI1
and CAESAR?2. Since there is no column ‘ARM_INSEAM RT’ or its similar columns in

CAESARI, no result is shown for this column in CAESARI.
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Figure 72 presents 2D data in both CAESAR1 and CAESAR?2 with the same query crite-
ria. Although the column ‘THUMBNAILS IMAGE A’ in CAESARI and the column
‘THUMBNAILS IMAGE A’ in CAESAR?2 were similar columns and they were shown
based on the same query situation, apparently their content were different. However, they
were not totally unlike. We could recognize that the 2D images from CAESARI1 and
CAESAR2 were of the same person. Thus, our system was able to retrieve the image of
the same person from two different data sources. This example also illustrates the data

evolution within our Ide AL Framework.
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5.9. Result Analysis
As stated at the beginning of this chapter, initially the compliance of the IdeAL Frame-

work against some standards was evaluated.

Firstly, the IdeAL Framework can be claimed to be OAIS-compliant. The OAIS refer-
ence model provides a common set of concepts, responsibilities, information models, and
processes. The IdeAL Framework uses the terms and concepts defined in the OAIS stan-
dard. The technical part of the OAIS mandatory responsibilities are accomplished in the
IdeAL Framework. The definition of polices and procedures is left to the future imple-
mentation. Moreover, the IdeAL Framework fully conforms to the OAIS Information
Model. Table 3 shows that the Virtual Model contains most of the entities of the OAIS
information, and the only exception (Packaging Information) can be obtained through the
use of METS in the IdeAL Framework. Further, the current IdeAL Framework concen-
trates on the technology-oriented parts of the OAIS functional model. Within all six func-
tional entities, the core functions as a long-term data preservation system are imple-
mented. The Preservation Planning function entity and the Administration function entity
are barely realized, because they are mainly concerned about polices, procedures, agree-

ments, and responsibilities.

Secondly, the design of the metadata (Virtual Model) adopts PREMIS and METS, be-
cause the OAIS only provides a reference framework without implementation guidance.
Further, the adoption provides the IdeAL Framework the ability to interoperate with other

digital repositories. As introduced in Section 2.1.3, PREMIS is a metadata framework
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that claims to contain essential preservation metadata elements. The mapping between the
Semantic Units in PREMIS and the tables in the Virtual Model indicates that PREMIS is
successfully adopted into the Virtual Model. Some properties, which belong to one Se-
mantic Unit in PREMIS, are distributed into several tables in the Virtual Model. More-
over, as introduced in Section 2.1.3, METS is used for the interoperability between digi-
tal repositories by providing a framework for integrating various types of metadata.
METS is employed for designing dissemination templates of the DIPs (data and its meta-
data) in the IdeAL Framework and for preparing for the potential of the interoperability
with other digital preservation repositories. An example is presented to illustrate how

METS is used to construct a DIP based on the metadata in the Virtual Model.

After introducing the test data sets (CAESAR™), the IdeAL Framework was evaluated
against the general metrics for trusted digital repositories. The experimental results indi-
cate that the IdeAL Framework can successfully accomplish the technical parts of the
general metrics for trusted digital repository evaluation proposed in [Nestor, 2006]. These
metrics include integrity, authenticity, and the necessary functionality of digital reposito-
ries. Integrity refers to the completeness of the digital objects and to the exclusion of un-
intended modifications. Together with the original data, a message digest of the original
data is calculated and kept in the Virtual Model. When integrity needs to be checked, a
new message digest is calculated from the data in the IdeAL Framework and it compares
with the one in the Virtual Model. If they are same, the integrity is guaranteed. Digital
data can be interpreted authentically if it can show its original behaviour, functionality,

look, and feel [Rothenberg, 1999]. The Public Key Infrastructure is used to ensure the
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data authenticity. The original data, its message digest, the public key of the data creator,
and the digital signature are stored in the IdeAL Framework. The digital signature can be
verified with the public key to authenticate the data in the IdeAL Framework as the ex-
periments in Section 5.5.2. Moreover, the experiments show that the IdeALL Framework
can fulfil the essential functions of digital repositories, including the identification of the
digital objects, formal description of digital objects content and structure, interpretability

of digital objects, and documentation of all changes to digital objects.

Finally, the achievement of other objectives of the IdeALL Framework was appraised. The
MAS (Multi-Agent System) provides an ideal mechanism for the scalability and evolu-
tion of digital data. The SRB (Storage Resource Broker) Agent is used as a single inter-
face to the non-agent environment to provide transparent database access to the Business
Logic Process System. The experimental example in Section 5.6 shows that the SRB
Agent functions properly and correctly. The scalability of the MAS is discussed based on
the success implementation of the MAS and the capability of agent development frame-
work JADE. The conclusion is that the MAS can potentially support the IdeAL Frame-
work to involve thousands of data sets. Further, the data integration functionality is
evaluated successfully from three aspects: (1) presenting the data types already in the
IdeAL Framework, such as 2D, date, and integer, (2) showing the data evolution of two
data sets, and (3) illustrating the situation when one user-defined column only exists in

part of all the similar data sets.
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Chapter 6. Conclusions

The IdeAL Framework presented in this thesis provides an effective and efficient envi-
ronment for preserving data in multiple databases for a very long time. This is success-

fully demonstrated through the implementation and evaluation of the framework.

6.1. Summary of Contributions

This thesis has four contributions. Firstly, The IdeAL Framework is proposed to address
the problem of long-term data preservation in multiple databases. The framework can be
used to archive, maintain, and retrieve the data in persistent databases over a long period
of several decades. As the cornerstone of digital preservation, a specific metadata schema,
the Virtual Model, is created based on the ideas from OAIS, PREMIS, and METS. Thus,
we provide a novel set of guidelines or directives to be used when evaluating long-term
data preservation environments. Secondly, a multi-agent system is used in the IdeAL
Framework to cope with the scalability and evolution of the data. Further, the SRB (Stor-
age Resource Broker) Agent in the multi-agent system is used as a mechanism for access-
ing the data smoothly and transparently. Thirdly, an implementation is developed to as-
sess the IdeAL Framework, and as the base for further research. The implementation con-
tains a web-based portal, and essential functions of digital repositories, which include ar-
chiving, retrieving and analyzing data in these repositories. Finally, a novel evaluation

method of combining theoretical proof and empirical confirmation is employed to evalu-

163



ate the IdeAL Framework. This method can provide some ideas for the establishment of
the standards for assessing the trustworthiness and effectiveness of long-term data pres-

ervation systems.

6.2. Future work

The effectiveness of the IdeAL Framework has been illustrated and a workable imple-
mentation has been provided as the basis for further extension and improvement. Future
research should address several issues to extend the capability of the IdeAL Framework.
Various kinds of emulators can be integrated into the implementation of the framework.
Additional research is needed into the automatic generation of metadata, through self-
description of digital objects or the provision of archiving mechanisms in authoring tools.
Moreover, except the general metadata definition in the Virtual Model, specific metadata
for each individual kind of data can be further investigated, such as the NISO MIX
(NISO Metadata for Images in XML) for images. Such new metadata can be easily inte-

grated into the Virtual Model.

Although METS is adopted for encapsulating information packages (AIP, DIP, and SIP)
and the metadata in the Virtual Model are well designed for constituting information
packages, no standard templates of information packages are proposed at the current
stage. However, the information packages are one of the key aspects for interoperability
between the IdeAL Framework and other digital repositories. Some research efforts

should be put into this issue because of the importance of the interoperations in the future.
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Furthermore, the interoperation and the exchange between our framework and other digi-

tal repositories can be an interesting research area.

From the implementation aspect, only IBM DB2 databases are considered at current stage.
However, during the long life cycle of an IdeAL Framework, data sets may be from other
kinds of DBMS, such as ORACLE, Sybase, and MS SQL Server. Therefore, specific ac-
cess agents for each DBMS are needed and the evaluation of the IdeAL Framework with

heterogeneous DBMS is required.

Further investigation is needed on globally accepted evaluation criteria and methods for
long-term preservation of digital data. The methodologies in this thesis can provide some
suggestions for this task, such as combining theoretical proof and empirical confirmation,
assessing the metadata against the OAIS standard, and testing the functions against the

general metrics of trusted digital repositories.

Currently, the research has focused on the technology aspect of long-term data preserva-
tion. While complete policies and procedures are also crucial for long-term data preserva-
tion repositories and these are required for the Ide AL Framework to be a full-fledged sys-
tem. Further, data mining functions can be added to the framework for making use of the
value of the information already preserved therein. Moreover, more data integration ap-

plications and technologies can be incorporated into the IdeAL Framework.
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Appendix |: Depiction of Test Data

The following XML file illustrates an excerpt of the metadata of the experimental data

sets in the Virtual Models.

<Info_Collection>
<Label >CAESAR</Label>
<Info_Package>
<Label>CAESAR1l</Label>
<Info Units>
<Label >CAESAR_MAIN«< /Labels>
<Column>
<ColumnName>SUBJECT NUMBER</ColumnName>
</Column>
<Column>
<ColumnName >ANTHROPOMETRIC KEY</ColumnNames>
</Column>
<Column>
<ColumnName>DEMOGRAPHIC KEY</ColumnName>
</Column>
<Column>
<ColumnName >DATA COLLECTION_ KEY< /ColumnName>
</Column>
<Column>
<ColumnName>CAESAR THUMBNAILS KEY</ColumnNames>
</Column>
<Columns>
<ColumnName>FEATURE_VECTORS KEY</ColumnNames
</Column>
</Info Unit>
<Info Units>
<Label >DATA COLLECTION< /Label>
<Column>
<ColumnName>SUBJECT NUMBER</ColumnName>
</Columns>
<Column>
<ColumnName>COLLECT DATE</ColumnName:
</Column>
<Columns>
<ColumnName>COLLECT TIME</ColumnName>
</Column>
<Columns>
<ColumnName>RECORDER<«/ColumnName>
</Column>
<Column>
<ColumnName>MEASURER</ColumnName>
</Column>
<Column>
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<ColumnName>SITE</ColumnName>
</Column>
</Info Units>

<Info_Units>
<Label>CAESAR_FEATURE_VECTORS< /Labels>
<Columns>
<ColumnName>SUBJECT NUMBER</ColumnName>
</Columns>
<Columns>
<ColumnName>3D_INDEX_ A</ColumnName>
</Columns>
<Column>
<ColumnName>3D INDEX B</ColumnNamesx
</Column>
<Column>
<ColumnName>3D INDEX C</ColumnNames>
</Column>
</Info Unit>
</Info_Package>
<Info Package>
<Label >CAESAR2</Label>
<Info Unit>
<Label>CAESAR_MAIN</Label>
<Column>
<ColumnName>SUBJECT NUMBER</ColumnName>
</Column>
<Column>
<ColumnName>ANTHROPOMETRIC KEY</ColumnName>
</Columns>
<Column>
<ColumnName>DEMOGRAPHIC KEY</ColumnName>
</Column>
<Column>
<ColumnName>DATA_COLLECTION_KEY</ColumnName:>
</Columns>
<Column>
<ColumnName>CAESAR_THUMBNAILS KEY</ColumnNames
</Column>
<Column>
<ColumnName>ANTHROPOMETRIC_ EXTRA A KEY</ColumnName>
</Columns>
<Column>
<ColumnName>ANTHROPOMETRIC EXTRA B KEY</ColumnName>
</Columns>
</Info_Unit>
<Info_Unit>
<Label>DATA COLLECTION</Labels>
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<Column>
<ColumnName>SUBJECT NUMBER</ColumnName>
</Columns>
<Column>
<ColumnName>COLLECT_DATE</ColumnName>
</Column>
<Columns>
<ColumnName>COLLECT TIME</ColumnNamex>
</Columns>
<Column>
<ColumnName >RECORDER< /ColumnName >
</Column>
<Column>
<ColumnName>MEASURER</ColumnName >
</Column>
<Column>
<ColumnName>SITE</ColumnName>
</Column>
</Info Unit>

<Info_ Units>
<Label>CLOTHING SIZE</Label>
<Column>
<ColumnName>CLOTHING SIZE_ KEY</ColumnName>
</Column>
<Column>
<ColumnName>SHOE SIZE</ColumnName>
</Column>
<Column>
<ColumnName>JACKET SIZE</ColumnName>
</Column>
<Columns>
<ColumnName>PANTS SIZE WAIST</ColumnName>
</Columns>
<Column>
<ColumnName>PANTS_SIZE_INSEAM</ColumnName>
</Columns>
<Column>
<ColumnName>PANTS_SIZE WOMAN</ColumnName>
</Column>
<Column>
<ColumnName>BLOUSE_SIZE</ColumnName>
</Columns>
<Column>
<ColumnName>BRA_ SIZE</ColumnName:>
</Column>
</Info Unit>
</Info_Package>
<Relationshipss>
<Relationship>
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<Type>STRUCTURAL</Type>
<SubType>REFERENCE TABLE</SubType>
<Member>
<Sequence>0</Sequence>
<IP_Label>CAESAR1</IP_Labe1>
<IU Label>CAESAR CODES</IU_Labels>
<ColumnName/ >
</Member>
</Relationship>
<Relationship>
<Type>STRUCTURAL</Type>
<SubType>FOREIGN KEY</SubType>
<Member>
<Sequence>0</Sequence>
<IP_Label>CAESARl</IP_Label>
<IU Label>CAESAR MAIN</IU Labels
<ColumnName >ANTHROPOMETRIC_KEY</ColumnName>
</Member>
<Member>
<Sequence>l</Sequence>
<IP_Label>CAESAR1</IP_Labe1>
<IU Label>ANTHROPOMETRIC MAIN</IU Label>
<ColumnName>SUBJECT NUMBER</ColumnName>
</Member>
</Relationship>

<Relationship>
<Type>STRUCTURAL</Type >
<SubType>SIMILAR</SubType>
<Member>
<Sequence>0</Sequence>
<IP Label>CAESAR1</IP Label>
<IU Label>ANTHROPOMETRIC_MAIN</IU Label>
<ColumnName>WAIST HEIGTH PREFERRED</ColumnName>
</Member>
<Member >
<Sequence>1l</Sequence>
<IP_Label>CAESAR2</IP_Label>
<IU Label>ANTHROPOMETRIC_MAIN</IU Labels>
<ColumnName>WAIST HEIGHT PREFERRED</ColumnName>
</Member >
</Relationship>
<Relationship>
<Type>STRUCTURAL</Type>
<SubType>SIMILAR</SubType>
<Member>
<Sequence>0</Sequence>
<IP Label>CAESAR1</IP_Labels>
<IU_Label>ANTHROPOMETRIC MAIN</IU Label>
<ColumnName>WEIGHT</ColumnName>
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</Member>

<Member>
<Sequences>l</Sequences
<IP Label>CAESAR2</IP Labelx>
<IU Label>ANTHROPOMETRIC MAIN< / IU__Labe 1>
<ColumnName>WEIGHT</ColumnName>

</Member>

</Relationship>
</Relationships>
</Info_Collections

</Info_Collections>
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