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Abstract

The rapid proliferation of fake news across domains, such as politics, health, and social
media, poses a significant threat to the integrity of information dissemination, leading to
misinformation that can affect public perception and decision-making. Detecting fake news
is critical to preserving the credibility of media sources, protecting democratic processes,
and ensuring public safety. However, as Artificial Intelligence (Al)-driven Fake News De-
tection (FND) systems become more prevalent, ensuring Al safety is equally important
to prevent unintended biases, ethical concerns, and adversarial exploitation of these mod-
els. Several challenges hinder the effectiveness of current FND models. Among these,
cross-domain generalization and class imbalance are two critical problems that consider-
ably impact the performance of detection systems. Although there are multiple challenges
in FND, this thesis focuses on these two problems due to their widespread influence across
various datasets and domains.

Cross-domain generalization is a complex problem because the characteristics of fake
news differ significantly between domains. For example, fake news in politics may be pre-
sented in a completely different manner when compared to health-related misinformation.
This variation in linguistic and contextual features makes it difficult for models trained
in one domain to generalize to another. Still, important patterns can be present across
domains and might be useful to detect fake news on different domains, helping with model
generalizability. This thesis adopts a domain classification approach to address this issue,
allowing the model to classify the domain before applying a domain-specific FND strategy,
thereby improving overall generalization.

The class imbalance, where fake news is underrepresented in datasets compared to
real news, presents another challenge, as models often become biased toward the majority
class. This thesis addresses this problem by incorporating advanced Deep Learning (DL)
techniques, such as Transfer Learning (TL) and class imbalance mitigation strategies, to
ensure that models learn the nuances of detecting fake news even when instances are scarce.

The contributions of this thesis are categorized into the following areas: the first con-
tribution is a comprehensive Systematic Literature Review (SLR) of the current DL tech-
niques used in FND. This review highlights the challenges existing methods face, particu-
larly with respect to cross-domain generalization and class imbalance, laying the founda-
tion for developing novel approaches. The second contribution is developing a two-tiered,
multi-domain FND framework. This framework integrates domain classification with FND,
enhancing the model’s ability to generalize across diverse domains, in addition to the mit-
igation of the imbalance issue by navigating various techniques. The third contribution is
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the introduction of a fine-tuned, prompt-tuned Llama 2 model. This model leverages pre-
trained knowledge from Large Language Models (LLMs) and adapts it to the specific task
of FND, improving performance by focusing on domain-specific characteristics. This thesis
has an extensive evaluation of the proposed approaches using publicly available datasets
from various domains, including politics, health, science, crime, and social media. The
results demonstrate that our methods significantly improve the robustness and accuracy
of the FND models, providing benchmarks for future research in this field. Additionally,
the findings emphasize the importance of Al safety in FND, ensuring that models are not
only effective but also fair, explainable, and resistant to adversarial manipulation. These
contributions advance the state-of-the-art of FND and establish a more resilient framework
for detecting fake news across multiple domains, addressing critical challenges that have
previously limited the generalization and reliability of detection systems.
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Chapter 1

Introduction

In this chapter, we introduce the thesis topic and objectives, outline the problem statement
addressed in this thesis, outline the research questions and goals, highlight the contributions
and publications that fill gaps in the current literature and resolve existing issues, and
conclude with the thesis outline.

1.1 Overview

The rapid rise of social media and online platforms has revolutionized how information
is disseminated, but it has also enabled the rapid spread of fake news. Fake news can
distort public perception and influence critical areas such as political outcomes, health
decisions, and social stability. The challenge of detecting fake news lies in its diverse
nature across different domains (politics, health, science) and the imbalance between fake
and true news articles. This makes it difficult for machine learning models to generalize
effectively, especially when faced with content from new or unseen domains.

While many DL models have been applied in FND, they typically perform well within
specific datasets but struggle to generalize when tested across domains. Moreover, due
to the imbalance in datasets where fake news is often outnumbered by true news, models
tend to skew their predictions toward the majority class, reducing their effectiveness in
identifying false information.

This thesis aims to address these core challenges by proposing innovative detection so-
lutions that improve cross-domain generalization and mitigate class imbalance, ultimately
leading to more reliable FND systems in diverse contexts.



1.2 Problem Statement

In this thesis, we tackle two key challenges of FND:

1. Cross-Domain Generalization: Existing FND models struggle to generalize effectively
across domains [25]. For example, models trained on political news may fail when
tested on health-related misinformation. This lack of robustness is a significant hurdle
in real-world applications, where fake news spans multiple domains and topics [25].
The importance of cross-domain generalization comes from the fact that fake news
does not follow a fixed structure or linguistic pattern, and fake news varies signif-
icantly depending on the domain. A model trained solely on one domain may not
recognize deception in another, limiting its real-world applicability. Since new topics
and narratives constantly emerge, FND models must be adaptable to unseen domains
to remain effective. Ensuring cross-domain generalization is crucial for building scal-
able and reliable detection systems that can handle fake news across diverse sources
and contexts.

2. Class Imbalance: Fake news datasets often suffer from a class imbalance, where fake
news articles are vastly outnumbered by true news articles [6,25]. This imbalance
causes models to favor the majority class (true news), leading to poor detection of
the minority class (fake news), which is the primary focus of detection systems.

While traditional DL models have made progress in addressing these issues, they often
fall short in multi-domain environments. To overcome this, transformer-based architectures
such as BERT contribute to this process by providing a robust mechanism for contextual
understanding in text analysis tasks. Furthermore, LLMs, such as Llama 2, take this
further by leveraging their extensive pre-training on vast and diverse datasets. Through
TL, these LLMs can be fine-tuned for domain-specific FND tasks, enabling them to better
capture linguistic nuances and contextual variations across multiple domains. However,
the challenge remains to fully leverage these models to enhance cross-domain detection
and address class imbalance effectively.

This thesis tackles these issues by using LLMs for TL, combining fine-tuning and
prompt-tuning techniques to enhance model adaptability across different domains. Ad-
ditionally, we introduce methods to mitigate class imbalance and improve the model’s
ability to detect underrepresented fake news instances.

This research is inherently interdisciplinary, aligning with the Digital Transformation
and Innovation (DTI) program by addressing both technological and real-world challenges



associated with fake news. Although this thesis focuses mainly on DL models to enhance
FND, this constitutes an applied research thesis, as the problem being tackled extends
beyond computer science into domains such as digital media, policy making, and public
trust in information systems.

Fake news has significant social, psychological, and economic consequences, influencing
public perception, elections, healthcare decisions, and financial markets. The rapid spread
of fake news can contribute to public panic, polarization, and economic instability, making
its detection not just a technical challenge but a societal necessity.

The increasing reliance on Al-driven FND highlights the need for cross-domain solutions
that go beyond purely computational methods. Digital transformation involves not only
advancing technology, but also ensuring its adaptability, ethical application, and real-
world deployment. By tackling key challenges such as cross-domain generalization and
class imbalance, this research contributes to the broader innovation landscape in Al-driven
FND, making it highly relevant to the DTI context.

1.3 Research Questions and General Methodology

This research is driven by the following questions:

e RQ1: How can we change DL models to improve their generalizability across multiple
fake news domains?

e RQ2: What techniques can effectively mitigate the class imbalance problem in FND?
e RQ3: How can TL and LLMs be leveraged to enhance FND across multiple domains?

e RQ4: What are the trade-offs between different approaches (e.g., fine-tuning, prompt-
tuning) to improve FND performance?

To address these questions, this thesis aims to achieve the following research goals:

1. Conduct a comprehensive literature review to identify gaps in current FND models.

2. Compare different strategies for FND, analyzing their effectiveness, scalability, and
applicability:.

3. Develop and evaluate a two-tiered multi-domain FND framework that integrates
domain classification and class imbalance mitigation strategies.



4. Introduce a more generalized and novel TL approach that utilizes fine-tuned and
prompt-tuned Llama 2 models to enhance FND performance.

This research follows the Design Science Research (DSR) methodology [311], which em-
phasizes designing, refining, and evaluating artifacts to solve FND. The thesis presents two
primary artifacts, BERTGuard and ProFineLlama, developed iteratively to enhanceFND.
The research follows these key DSR stages:

e Problem Identification and Motivation: Defining the challenges in FND, such as
domain shifts and class imbalance.

e Objectives of the Solution: Establish performance benchmarks for improved FND
models.

e Artifact Development: Designing BERTGuard and ProFinellama to enhance gener-
alization and mitigation of class imbalances.

e Demonstration and Evaluation: Testing the models across multiple datasets and
comparing them with baselines.

e Communication: Presenting findings to contribute to both academic research and
real-world applications.

1.4 Contributions

This thesis makes the following four key contributions:

1. Systematic Literature Review: We conduct a comprehensive review of the ex-
isting literature on FND, highlighting the strengths and limitations of various DL
models, TL techniques, and strategies to address class imbalance. The review sets
the stage for the novel contributions presented in later chapters.

2. Evaluation of Cross-Domain Models: Various DL architectures, such as BERT
and Bidirectional Long Short-Term Memory (BiLSTM), are evaluated for their per-
formance in cross-domain FND. We assess how well these models perform across
multiple datasets and highlight the limitations of current approaches, particularly in
terms of their inability to generalize to new domains.



3. Two-Tiered Multi-Domain Framework: We introduce, BERTGuard, a novel
two-tiered FND system designed to improve cross-domain generalization and mitigate
class imbalance. This approach leverages feature extraction combined with imbalance
handling techniques to deliver superior results across multiple domains.

4. Transfer Learning with Prompt-Tuning and Fine-Tuning: We present, ProFinel.-
lama, a refined TL strategy that incorporates prompt-tuning and fine-tuning of Llama
2 models. This approach demonstrates significant improvements in FND, particularly
in tackling the class imbalance problem.

1.5 Thesis Organization

The thesis is structured as follows:

e Chapter 2: Background on FND, Machine Learning (ML), DL, TL and class imbal-
ance techniques.

e Chapter 3: An SLR of FND methods and key challenges in the field.
e Chapter 4: Evaluation of various DL models for cross-domain FND.

e Chapter 5: Proposal of a two-tiered multi-domain detection system addressing class
imbalance and domain generalization, BERT Guard.

e Chapter 6: Development of a framework based on TL using prompt tuning and fine
tuning techniques, ProFineLlama.

e Chapter 7: Conclusion, limitations, and future directions for improving FND models.

Each chapter in this thesis corresponds to a standalone research paper published in peer-
reviewed journals and conferences. As a result, some repetition is inevitable, particularly
in literature reviews and methodology descriptions. However, the structuring of this thesis
as a collection of individual studies enhances its contribution by ensuring that each section
is self-contained and directly accessible to researchers focused on specific aspects of FND.



1.6 Publications List

The research conducted during this thesis has contributed significantly to the field of FND,
particularly in addressing the challenges of cross-domain generalization and class imbalance
using DL techniques. The following peer-reviewed publications, chronologically ordered,
present the results and innovations developed as part of this thesis:

1. M. Q. Alnabhan and P. Branco, "Evaluating Deep Learning for Cross-Domains Fake
News Detection," in Foundations and Practice of Security. FPS 2023, Lecture Notes
in Computer Science, vol. 14552, Springer, Cham, 2024. doi: 10.1007/978-3-031-
57540-2 4

2. M. Q. Alnabhan and P. Branco, "Fake News Detection Using Deep Learning: A
Systematic Literature Review," IEEE Access, vol. 12, pp. 114435-114459, 2024. doi:
10.1109/ACCESS.2024.3435497

3. M. Q. Alnabhan and P. Branco, "BERTGuard: Two-Tiered Multi-Domain Fake News
Detection with Class Imbalance Mitigation," Big Data and Cognitive Computing, vol.
8, no. 8, p. 93, 2024. doi: 10.3390/bdcc8080093

4. M. Q. Alnabhan and P. Branco, "ProFineLlama: A Prompt and Fine-Tuned Transfer
Learning Approach for Multi-Domain Fake News Detection," in Foundations and
Practice of Security. FPS 2024, Lecture Notes in Computer Science, Springer, Cham,
2024.

1.7 Summary

In summary, this thesis addresses the core challenges of cross-domain FND and class imbal-
ance through the use of advanced DL methods and LLMs. It proposes innovative solutions
that lead to significant improvements in detection accuracy across a variety of domains.
Throughout this thesis, several key contributions were made to advance the field of FND
using DL techniques. First, we present a comprehensive review of the state-of-the-art in
FND. Second, in addressing cross-domain challenges, this thesis offers insights into han-
dling domain shifts in FND systems. Third, the development of BERTGuard, a two-tiered
multi-domain FND system, introduces a robust model designed for multi-domain detection
tasks. Lastly, we present ProFineLlama, TL, and Prompt-Tuning for FND which explores
innovative TL methods and prompt-tuning to improve detection accuracy across multiple
domains.



Chapter 2

Background

This chapter provides background information for this thesis. We explain in Section 2.1
the notion of fake news and its impacts in different domains. Other terminology used
interchangeably with fake news is discussed in Section 2.2. The background notions on
TL and the class imbalance are provided in Section 2.3 and Section 2.4, respectively.
In Section 2.5, a description of different ML and DL architectures is provided. Finally,
Section2.6 summarizes the chapter.

2.1 Notion of Fake News and its Implications

Fake news can be defined differently in different contexts. For example, “fake news is
fabricated information that mimics news media content” [15]. This definition emphasizes
the appearance and format of fake news, highlighting its intention to imitate legitimate
news content to gain credibility and deceive audiences. It is often applied in contexts where
the focus is on the structural characteristics of fake news, such as the case in journalism
or media analysis.

Another definition of fake news is “news articles that are intentionally and verifiably
false and could mislead readers” [218]. This definition emphasizes the intentionality of the
information. It is more aligned with psychological and behavioral research, where the focus
is on how fake news impacts readers.

The ability of fake news to alter people’s beliefs is becoming a major concern. It
can have significant effects on many aspects, such as consumer decision-making [355],
elections [21], education [266], and health [16]. The reasons behind the spread of fake
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news can vary significantly depending on the context. While some individuals may share
fake news out of a desire for community acceptance or to align with societal views, there
are often more malicious intentions at play. For instance, fake news can be deliberately
crafted to bias public opinion before elections, manipulate perceptions, or achieve political
or economic goals.

Moreover, during the COVID-19 pandemic, fake news was frequently used to target
specific groups, spreading misinformation with malicious intent, such as undermining trust
in health authorities or promoting harmful agendas. These examples highlight that the
spread of fake news is not limited to social conformity but can also stem from deliberate
attempts to mislead, harm, or exploit individuals and communities.

The popularity of using social media made it possible to disseminate fake news at low to
no cost. Moreover, it also enabled the rapid dissemination of messages with the assistance
of various dissemination tools. These tools include social robots, trolls, and cyborgs [215].
Such social robots are created as computer algorithms to share content and interact with
people in the online environment. These bots manipulate news and conversations to be
shared with readers. This was clear during the 2016 US presidential election when statistics
showed that more than 19% of online conversations were found to have manipulated the
information of the presidential election results to spread false news and disrupt online
communities [19].

Fake news is considered one of the greatest threats in the world due to its ability to be
found in many domains. It was recorded as a multi-disciplinary threat that can exist in
various domains such as social, economic, commerce, health, journalism, and democracy
all over the world, with huge direct damages [165]|. Financially, United States of America
(USA) governmental financial reports showed that about $130 billion loss in the stock
market was the direct result of fake news that reported that USA president Barak Obama
got injured in an explosion [259]. On the commerce and health levels, fake news was the
reason behind the sudden shortage of salt in Chinese supermarkets after claiming that
iodized salt would help counteract the effects of radiation after the Fukushima nuclear
leak in Japan [314]. In addition, an escalation of tensions between India and Pakistan
began with the fake reporting of the Balakot strike and resulted in the deaths of military
personnel and the loss of expensive military equipment [230]. In another instance, during
the 2023 wildfire crisis in Canada, fake news circulated widely on social media, spreading
false claims about evacuation orders and fire containment measures [303]. This confusion
led to delays in evacuation efforts, putting lives at risk and impeding emergency responses.
Such incidents highlight how fake news during critical events exacerbates public safety risks
and undermines trust in official communications.



By obtaining this fake information, we cannot make good decisions regarding worldwide
matters or even personal decisions. Researchers categorized the primary impacts of fake
news into four groups as follows:

e Impact on People Psychology and Social Life: A specific person or group of people
may be harassed, insulted, and threatened by fake news in social media, which may
lead to serious life consequences such as committing suicide and leading to a high
level of depression [130]. Social media readers must not rely on this invalid news
when judging others or building relationships through social media.

e Impact on Health: The internet has become the main source of health-related infor-
mation. Fake health news has a serious impact on people’s lives and existence [353].
The impact of fake news on health has had an incredible impact over the last year [39].
The pressure from doctors, health agencies, health advocates, and lawmakers has
forced social media platforms to change their policies to ban fake news publishers
and limit the spread of health fake news [16]. During the recent COVID-19 pan-
demic, social media platforms have experienced a remarkable increase in usage as
primary health resources. Recent statistics indicate that the number of active users
on social media has surpassed 3.8 billion [123]. People are now getting more involved
in these platforms, especially on Facebook, Twitter, Instagram, etc., and expressing
their thoughts, news, opinions, and information related to COVID-19. The sources
of this COVID-19 gathered information are other news media or social media plat-
forms. This information is being shared without verifying and fact-checking it. As a
result, this fake news has scared people and affected their mental health in addition
to the panic it shared. This fake news has also affected people’s behaviours toward
the validity of the virus and the vaccination side effects [130].

e Financial Impact: Fake news is currently a crucial problem in industries and the
business world. Fake news is being disseminated by dishonest businessmen in the
form of reviews that will raise their profits. This fake news is the reason for the drop
in stock prices. This fake information can also destroy the reputation of a business
and ruin its fame. The fake reviews will also create an unethical business mentality
and impact the overall customer experience [130].

e Democratic and political impact: Research and scientists have investigated the signif-
icant effect of fake news on political rights after the vital role that fake news played
in the American presidential election [104]. This was a major drop in political and
democratic life. It has been argued that without fake news targeting the opponents
of former President Donald Trump, he would have never won the election [104].
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2.2 Fake News Related Concepts

The term "fake news" refers to a broad range of concepts and is frequently used in con-
junction with the widespread practice of disseminating misleading information. In the
related literature, misleading information is frequently referred to in various forms, includ-
ing misinformation, disinformation, rumors, satire, and clickbait [230]. These terms can
be used interchangeably; however, there are some differences in terms of the purpose of
disseminating this news and the context of using it as follows:

o Misinformation is false information that is inaccurate or misleading information [350]
[17]. There is no intention behind sharing this kind of false news, and it usually results
from an honest mistake |1 16] or knowledge update without the purpose of misleading.

e Disinformation is false information that is controlled by a defined reason and inten-
tion (e.g., to deceive people [1&1] and/or to promote a biased agenda [310]) of sharing
this misleading information. Disinformation is close to a narrow definition of fake
news. In contrast to misinformation, it spreads because of a deliberate attempt to

deceive or mislead others [116]. The survey conducted by Guo et al. [105] differen-
tiates between misinformation and disinformation by using the term “deception” to
highlight disinformation and fake news but not misinformation [373].

e Rumor is an early stage of the information disseminated from one person to another
and is unverified and relevant information that is circulated. This kind of information
can later be confirmed as true, fake news, or left unconfirmed [243] [55]. The concept
of “rumor detection” was used to classify false news before the term “fake news”
became popular [376].

e Hoazxes are information intentionally created and presented as the truth [181]. Be-
cause it involves rather complicated and substantial fabrications, it frequently results
in serious material damage to the target [267].

e Satire, is meant to amuse or critique the readers and frequently uses irony and humor
[53]. Some websites, such as SatireWire.com [207] and The Onion [73], routinely
publish these news pieces. If parody news is widely disseminated regardless of the
context, it might be damaging.

e Hyperpartisan news is news that, in a political context, is incredibly skewed or one-
sided [2416]. Biased in and of itself does not imply being fake, but according to certain
publications |1 17] [368] it has a high likelihood of being false in hyperpartisan news
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networks and is extensively disseminated in the alt-right community on sites like
4chan |71] and Gab [75].

e Propaganda: Through the controlled dissemination of one-sided messages, propa-
ganda is a type of convincing that seeks to affect the feelings, attitudes, opinions,
and behaviours of certain target audiences for political, ideological, and religious
reasons [193]. In the recent past, it has frequently been employed to sway political
opinion and election outcomes.

e Spam is made up of fake information, ranging from self-promotion to fake product
announcements. Spam on review sites offers unreasonably good ratings to unfairly
promote products or unjustified bad reviews to harm the reputation of rival products
[110]. Spam in the social ecosystem targets users to spread malware and promote
affiliate websites [185].

o Clickbait is a tale with a catchy headline written to draw readers and earn from
advertising [310] [69]. Clickbait is one of the less severe forms of false information
because of the difference between the headline and the substance, which is the major
element of clickbait.

From the existing literature, we observe that many researchers aimed to define fake news
using some or all of the aforementioned definitions interchangeably (e.g., in [373], [351],
[105]). In addition, there are no formal definitions for these terms, similar to the term “fake
news”’, which is why they are being used interchangeably. For the context of this thesis,
we will consider the definition of fake news as false information shared with a specific
purpose, such as deceiving people or promoting a biased agenda. We may sometimes use
other fake news synonyms, such as misinformation, interchangeably. It is worth mentioning
that this thesis does not aim to detect or analyze disinformation, as that would require
methods beyond text classification, such as source credibility analysis, intent detection,
and network-based propagation tracking. Instead, this research focuses on automated FND
using DL models, emphasizing cross-domain generalization, class imbalance handling, and
model performance optimization. The proposed approaches assess the factual integrity
of news content based on textual characteristics without evaluating the intent behind
misinformation spread.
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2.3 The notion of Transfer Learning

ML and DL techniques have been applied to numerous real-world applications. These
methodologies typically assume that the input feature space and data distribution are
consistent, as both the training and the testing data are drawn from the same domain [354].
However, this assumption may not hold in many real-world scenarios. In some cases,
collecting training data can be expensive or difficult. Therefore, it becomes necessary
to develop high-performance models trained on data that is more readily available from
different domains. This approach is known as TL, as depicted in Figure 2.1.

Textual Dataset Randomly initialized weights  Network trained to Fine-Tune model
classify classes (Update Weights)
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Figure 2.1: Transfer Learning Process

Many applications in which it is possible to extract patterns from historical information
(training data) to forecast future outcomes have successfully and widely used data mining
and ML [356]. Training and testing data for traditional ML typically share the same
input feature space and data distribution. The performance of a predictive learner may
suffer when the distribution of data between training and test sets differs [296]. In some
circumstances, it can be challenging and expensive to find training data that match the
test data’s feature space and predicted data distribution properties. Consequently, a high-
performance learner for a target domain that has been taught from a similar source domain
is required. This is the motivation for using TL.

TL is a technique used to advance a learner from one domain by transferring knowledge
from a related domain. Real-world, non-technical experiences can help us comprehend why
TL is feasible. Take the case of two individuals who wish to learn how to play the piano.
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One person has no prior musical training, whereas the other plays the guitar and has a
wealth of musical expertise. By applying previously acquired musical information to the
goal of learning to play the piano, a person with a strong musical background will be able
to learn the piano more quickly and effectively [239]. One can employ knowledge from a
task they have already mastered to help them learn a new related task.

Consider the challenge of predicting text sentiment of product reviews when there is
an abundance of labeled data from digital camera reviews as a specific example from the
domain of DL. DL approaches are employed to generate strong prediction results when
the training and target data are derived from digital camera reviews. The prediction
results, however, are likely to deteriorate due to the different domain data when the target
data comes from food reviews and the training data comes from digital camera reviews.
Digital camera reviews and food reviews still have several characteristics in common, if not
exactly the same. They both convey opinions regarding purchased goods and are written
in text form using almost the same vocabulary. Since the digital camera and food reviews
are related domains, TL can be utilized to potentially improve the results of a target
learner [239]. An alternative way to view the data domains in a TL environment is that
the training data and the target data exist in different sub-domains linked by a high-level
common domain. A musician domain, for instance, has subdomains for piano players and
guitarists. In addition, reviews of food and digital cameras are subdomains of the review
domain. How the subdomains are related is determined by the high-level common domain.

In FND, TL typically involves (1) pretraining on large datasets: models like BERT and
Llama are pre-trained on vast corpora of general text data, allowing them to learn useful
language patterns and representations; and (2) fine-tuning: after pretraining, the model is
fine-tuned on a smaller dataset specific to the task at hand, such as FND, adapting the
pre-trained knowledge to the new domain [31].

2.4 The notion of Class Imbalance

Another challenge in FND is class imbalance. In many fake news datasets, the number of
true news articles vastly outnumbers the number of fake news articles. This imbalance can
skew the model predictions toward the majority class (true news), making it difficult to
accurately identify fake news.

To mitigate this issue, various strategies have been proposed, including: Oversampling:
Increasing the number of fake news instances in the dataset by duplicating or generating
new examples, Undersampling: Reducing the number of true news instances to balance
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the dataset, and Cost-sensitive learning: Adjusting the model’s loss function to penalize
misclassifications of the minority class (fake news) more heavily, encouraging the model to
focus on detecting fake news [27,51].

In this thesis, various techniques are integrated into DL models to address the class
imbalance problem and improve the performance of FND.

2.5 'Traditional Machine and Deep Learning methods

DL models have seen an extraordinary evolution in recent years due to their promising
success in many fields, including communication [236] and networking [5], computer vision
[371], intelligent transportation [330], speech recognition [153], as well as Natural Language
Processing (NLP) [L69)].

DL systems have advantages over traditional ML methods. DL is a subfield of ML
strategies, which shows high precision and exactness in FND. ML methods are based on
hand-crafted features, which may introduce biased features since the feature extraction
task is considered a challenging and slow task [250]. They also work best with small
datasets, which made them fail in the context of FND, which needs large datasets to train
the DL models. In addition, ML approaches produce high-dimensional representations of
linguistic information, resulting in the curse of dimensionality. The existing neural network-
based models have outperformed the traditional models in terms of their performance
due to their exceptional feature extraction capability [250]. In contrast, DL systems can
acquire hidden representations from less complex inputs. The hidden features can be
extracted from both the news content and context varieties. A study by Hiramath and
Deshpande |1 18] showed that Deep Neural Networks (DNNs) need less computational time
than other ML-based classification algorithms, such as Logistic Regression, Random Forest,
Support Vector Machine (SVM), etc. However, DNNs use more memory. CNN and RNN
are two highly utilized ideal architectures for DL that pioneered Artificial Neural Networks
(ANN). We provide a brief description of ML and DL-based detection strategies in the
following subsections.

2.5.1 Traditional Machine Learning

Traditional ML refers to the methods that have been used consistently for many years.
These traditional ML methods are often used to solve classification [152], regression [90],
clustering [38], etc. These traditional ML methods contain Logistic Regression, SVM,
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Naive Bayes, K-Nearest Neighbours (KNN), Decision Tree, Random Forest, and eXtreme
Gradient Boosting (XGBoost).

The SVM is one of the most used types of algorithms in terms of classification prob-
lems. Creates a hyperplane or a set of hyperplanes in a high-dimensional space for the
classification of the data point based on the set of features [76]. The number of features
determines the dimensions of the hyperplane. For instance, the hyperplane will be exclu-
sively a single line if there are two input features. On the other hand, the hyperplane
will be a two-dimensional plane if there are three input features. Hyperplanes help in the
classification of the data points. The main objective is to identify the optimal hyperplane
that differentiates the data points with maximum margin (the maximum distance between
the data points of both classes), as there could be many possibilities for a hyperplane to
exist in an N-dimensional space.

The Naive Bayes model is considered a simple probabilistic model [141]. NB is assumed
from the Bayes theorem. It involves a conditional independence assumption. The KNN is
a popular lazy learner [3]. In KNN, a data point is classified according to the class of the
majority of the k closest data points. It is a non-parametric method used for classification
and regression [29].

The Decision Tree is an algorithm that is supervised and can be used when dealing with
both classification and regression problems [253]. A Decision Tree model can be broken
down into several parts (branches) since a tree is composed of nodes. The outcome, which
can be categorical or continuous, is represented through the leaf of the tree. The tree is
built by an attribute selection method and split criteria. The attribute selection can be
done in several ways, but most allocate a quality measure directly to the attribute and
split. After the tree is grown, a pruning method is applied to simplify the tree structure
and deal with the overfitting problem.

The Random Forest creates output predictions by merging the outcome sequence of
multiple decision trees [52]. All trees in the forest have the same distribution and are built
separately using a random vector selected from the input data. As such, a tree is made up
of nodes that consist of a combination of features or randomly selected features.

2.5.2 Deep Learning

DL is the most recent type of ML being used and explored. When dealing with NLP
tasks, DL is becoming the most preferred method to be used [169]. The frequently used
DL methods include NN, CNN, RNN with both Long Short-Term Memory (LSTM) and
BiLSTM, GRU, and BERT. We will now briefly describe these methods.
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A NN is a highly complex system composed of multiple layers of interconnected nodes,
known as neurons, which process and transform data through mathematical operations.
Inspired by the structure of the human brain, NNs are designed to recognize patterns and
learn hierarchical representations of data [152]. At a fundamental level, a NN consists of
an input layer, one or more hidden layers, and an output layer. Each neuron in a layer
receives inputs, applies a weighted transformation, passes the result through a non-linear
activation function, and forwards the output to the next layer. Through backpropagation
and gradient descent, the network adjusts its weights iteratively to minimize the error in
predictions, making it capable of learning complex relationships within data [294]. These
neurons are linked with the next layer of neurons. Although some linkages have a higher
weight, all inputs are multiplied with the weight in which the total value is processed in
the activation function that is in the hidden layer neurons. At this stage, the neuron will
either be activated or shut down. The output layer is then in charge of producing the
outcome. Figure 2.2 represents the function of the NN method.

Input Layer Hidden Layer

Output Layer

Figure 2.2: A Simple Neural Network

The CNN is a class of DNNs that is designed to process data that has a grid-like
structure, such as an image [71]. The CNN contains a series of layers: an input layer, a
convolutional layer consisting of various filters, pooling layers, and fully connected layers.
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The input layer represents the pixel matrix of the image. It will then extract and convert
the text input into a matrix form, also known as a word embedding vector, ensuring that
each vector is at a fixed size.

As the name suggests, the CNN contains filters that execute the convolution task on
the input. This layer is a complex process in which a mathematical operation is conducted
between two inputs, for instance, between the matrix layer and the convolution filter. The
convolution filter glides over the input matrix layer to extract a dot product, which is
located between the filter and the input matrix. Once the matrix of the input layer passes
through this layer, a feature map with a single column is obtained as the output [71]. Upon
the conclusion of this process, a bias value is incorporated into the acquired output matrix.
The pooling layer performs dimensionality reduction of its input feature vectors |71].

This is achieved by sub-sampling onto the convolutional layer’s output vectors in col-
laboration with near elements. Although many types of pooling can operate in the pooling
layer, max pooling appears to be the most frequently used. Max pooling functions by
extracting the greatest value from the feature map within the convolutional layer. Average
pooling, amongst others, is one of several types of pooling that can be used in this layer.
The final layer found within the CNN structure is the Fully Connected layer. This layer
consists of a minimum of one layer. The output information from the pooling layer must
be flattened before being processed in the Fully Connected layer. The softmax or sigmoid
activation functions determine the final output in the Fully Connected layer. Each acti-
vation function serves a different purpose. The softmax activation function is often used
for a multi-class classification problem and the sigmoid activation function is used in the
binary classification task [250].

Another DL method is the RNN, which is a class of ANN that employs sequential
information in the network, which is important in the application where the implanted
structure in the data sequence carries beneficial knowledge [23]. When looking at the
traditionally used neural networks, one would notice that all inputs are treated separately
from one another. This will be deemed impractical in instances where anticipating the
following word in each sentence is the target, as the preceding words must be considered.
As such, the RNN network became a preferred choice as it resolves the issue found with
the traditional RNN processes, each word in a sentence sequence the same by considering
its preceding words. Once each word is separately processed until the entire sequence
is complete, the output will be given. The RNN can then use the information collected
to predict other word sequences. When considering the basic RNN model, one must be
aware of the difficulties the model has with long-term dependencies, which in turn causes
a vanishing gradient problem. This can be solved by using two variants of RNN, such as
the LSTM [120] and GRU [70]. LSTM features feedback connections as opposed to typical
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Feedforward Neural Network (FNN). Such a RNN may analyze whole data sequences (such
as speech or video) in addition to single data points (such as photos). A cell, an input gate,
an output gate, and a forget gate compose a typical LSTM unit. The three gates control
the flow of information into and out of the cell, while the cell holds values over arbitrary
time intervals. Given that there may be lags of uncertain length between significant events
in a time series, LSTM networks are well-suited to categorizing, analyzing, and making
predictions based on time series data [120]. It is used to solve the issue of vanishing
gradients that can arise when training conventional RNN. The weights of a NN are updated
via gradients. The gradient reduces as it travels through time, which is known as the
"vanishing gradient problem." A gradient value doesn’t add much learning if it gets very
small. The vanishing problem can also be solved by using GRU. The GRU is a more recent
version of RNN and resembles an LSTM in many ways. GRU got rid of the cell state and
transferred information using the hidden state. A reset gate and an update gate are the
only gates it possesses. GRU train slightly more quickly than LSTM because they have
fewer tensor operations.

Many researchers investigated various DL models for detecting fake news in social
media. Nasir et al. [230] developed a hybrid model that integrates a CNN and LSTM.
The CNN extracts the features, while LSTM captures the long-term dependencies. The
approach uses Global Vectors for Word Representation (GloVe), which are pre-trained word
embeddings that represent words as vectors. This methodology surpassed seven established

ML techniques in terms of performance: Logistic Regression, Random Forest, Multinomial
Naive Bayes, KNN, Decision Tree, CNN, and RNN.

Kaliyar et al. [118] developed a DL network based on pre-trained GloVe word embed-
dings called FNDNet. Three convolutional pooling layers gathered characteristics from
word embedding vectors, which were then classified using additional convolutional pooling
and dense layers.

Saleh et al. |[274] proposed an optimized DL approach, OPCNN-FAKE, based on CNN
architecture. They assessed its performance against RNN, traditional ML approaches,
and LSTM. The model includes an embedding layer that generates embedding vectors, a
dropout layer for improved regularization, a convolution-pooling layer for extracting and
reducing features, a flattened layer that produces a one-dimensional vector, and an output
layer that decides whether the input text is fake or real based on the previous layer’s
output.

Yang et al. [305] designed another CNN-based approach (TI-CNN) that detects fake
news by integrating obvious and hidden features from text and picture data. The authors
evaluated their approach to various models such as LSTM, GRU, and CNN. Similarly, Raj
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et al. [255] developed a CNN approach that uses text and image data to categorize internet
news. However, these methods may fail to capture long-term contextual information.
Furthermore, word embedding does not capture context-specific information inside the
text.

Hashmi et al. |1 11] proposed a thorough approach to detecting fake news utilizing three
publicly available datasets: WELFake, FakeNewsNet, and FakeNewsPrediction. They com-
bined FastText word embeddings with a range of ML and DL methods, improving these
algorithms through regularization and hyperparameter optimization to reduce overfitting
and boost model generalization. Significantly, a hybrid model that integrated CNN and
LSTM and was enhanced with FastText embeddings surpassed other methods in terms

of classification performance across all datasets, achieving accuracy and Fl-score of 99%,
97%, and 99% in WELFake, FakeNewsPrediction, and FakeNewsNet, respectively.

In addition, the BERT is a transformer-based DL model that is widely used for NLP
tasks [79]. This model is an unsupervised pre-training of deep bidirectional representa-
tions within the text, which can represent the text from any direction (left or right) in
all its layers [79]. This model can represent any token in its bidirectional property as it
is an encoder-only transformer. It consists of two sizes when discussing its pre-trained
model: the BERTBASE and the BERTLARGE. The difference between each is that the
BERTLARGE uses more parameters than BERTBASE. This model utilizes an input rep-
resentation, allowing it to display a single and a pair of sentences in one token sequence.
The CLS is a classification token used for a classification task that is found at the beginning
of each input sentence. When looking at single-sentence tasks, a Word Piece token and
a separator token (SEP) are placed after the CLS token. In contrast, a pair of sentences
is combined into a single sequence separated by a SEP, or an extra sentence is included
in each token to indicate which sentence it belongs to. Furthermore, a positional embed-
ding is included in each token to indicate the position of the sequence. BERT has been
pre-trained in an unsupervised way using two tasks named Masked Language Modeling
(MLM) and Next Sentence Prediction (NSP) which operate slightly differently from one
another [79]. When presented with a sequence of tokens, MLM aims to predict the masked
tokens. On the other hand, NSP aims to predict if sentence number two is coherent when
matched with sentence number one.

BERT has many variants, such as XLNet [366], Robustly Optimized BERT Pretraining
Approach (RoBERTa) [190], and A lite version of BERT (ALBERT) [183] to deal with dif-
ferent problems. The XLNet architecture uses the bidirectional context of BERT without
masking. It combines the bidirectional property of BERT with autoregressive language
modelling of Transformer-XL. RoBERTa is trained on more data and has longer training
than BERT. The masking pattern will be changed in this variant, and the NSP procedure of
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BERT is removed here. The third variant of BERT is ALBERT, which uses parameter re-
duction techniques to increase the training speed. ALBERT uses sentence order prediction
instead of NSP which solves the limitation of inter-sentence coherence in ALBERT.

2.6 Summary

In this chapter, we provided a comprehensive background on the concept of fake news and
its implications across various domains. It begins by defining fake news and discussing its
significant impact on society, including its effects on public perception, decision-making,
and trust in media. The chapter then explores related concepts such as misinformation, dis-
information, rumors, hoaxes, satire, hyperpartisan news, propaganda, spam, and clickbait,
highlighting the differences and similarities among these terms.

The chapter also delves into the notion of TL, explaining how it can be used to improve
the performance of ML models by leveraging knowledge from related domains. This section
discussed the benefits of TL, particularly in scenarios where collecting training data is
challenging or expensive.

Another critical topic covered is the class imbalance problem, which occurs when the
number of instances in one class significantly outnumbers those in another. The chapter
outlined various strategies to address this issue, including oversampling, undersampling,
and cost-sensitive learning.

Finally, the chapter provided an overview of traditional ML and DL methods used
for FND. It compares the advantages and limitations of these approaches, emphasizing
the superior performance of DL models in handling large datasets and extracting complex
features.

In the next chapter, we will build a SLR to comprehensively study fake news detection
using DL. We will discuss the used DL models and datasets in the detection process. We
also discuss the TL concept, its mechanisms, and challenges in FND. The SLR will finally
detail the strategies for dealing with class imbalance and the challenges concerning FND.
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Chapter 3

Fake News Detection Using Deep
Learning: A Systematic Literature
Review

This chapter provides a comprehensive SLR on the use of DL methods for the detection
of fake news. With the increasing prevalence of fake news on social media platforms,
researchers have turned to advanced DL algorithms to improve the accuracy and efficiency
of detecting false information. The purpose of this chapter is to synthesize existing studies,
explore the strengths and limitations of current methodologies, and identify gaps that
require further research.

In this SLR, we investigate existing FND strategies that use DL. We focus on publicly
available datasets used in FND and their NLP approaches. We aim to gather information
about the TL techniques applied and the methods used for addressing class imbalance, to
examine their effect on detection accuracy. Our survey aims to identify open issues and
research gaps in current studies. To the best of our knowledge, we are the first to provide
a comprehensive SLR that investigates the effects of TL and class imbalance treatment in
the FND domain.

This chapter is based on the following published paper:
e M. Q. Alnabhan and P. Branco, "Fake News Detection Using Deep Learning: A

Systematic Literature Review," in IEEE Access, vol. 12, pp. 114435-114459, 2024,
doi: 10.1109/ACCESS.2024.3435497.
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3.1 Introduction

Due to a greater interest in the use of the internet, the spread of fake news has become
more common than ever before. Before the popularity of social media platforms, fake news
was less common and much more difficult to spread to a vast amount of people, as it
was achieved either through word of mouth or through printed media. Fake news can be
defined as the phenomenon that occurs when incorrect information is purposefully spread
throughout social media outlets with a significant ability to convince the reader of the
written content [24]. Today, anyone can publish content without regulation or scrutiny.
Several social media platforms, such as Facebook and Twitter, serve as a means of spreading
fake news, as people and influencers use them to share their opinions, videos, and various
activities |91, 130].

Fake news increased significantly in 2016 during the period preceding the USA pres-
idential election [291]. As such, fake news on social media networks has captured the
attention of many researchers. Recently, detecting fake news has become an emerging area
of interest for many researchers, such as [291] and [357]. However, detecting fake news is a
complicated task that requires the use of complex models to compare related or unrelated
information with known truthful information [358]. Furthermore, fake news is perceived by
researchers in several ways, leading to multiple ways of addressing and solving this issue.
Some terms related to misinformation are used interchangeably in multiple cases. These
terms include fake news, rumors, spam, and disinformation that usually contain numerical,
categorical, textual, and image contents |1, , 196]. Unfortunately, many people have
the urge to spread false information on social media, backed by professionally written,
long, and referenced comments that allow the reader to more easily agree with the mis-
information provided (e.g. [180,299]). The purpose of the researchers is to eliminate the
increased spread of misinformation by detecting the various ways in which misinformation
can be spread. As such, researchers have resorted to the use of DL algorithms to detect
fake news before it spreads (e.g. [148]). This is accomplished by collecting or creating a
data set that contains both true and false information within articles. Then, a pattern
is determined, creating a model that can predict whether a given article contains true or
false information.

There are noticeable gaps in existing studies on FND that our chapter highlights.
This includes (i) a lack of clear distinction between the definitions of misinformation,
disinformation, and false information; (ii) a lack of systematic reviews based on DL on
varying types of misinformation problems; (iii) a lack of generalizable DL models that
allow achieving an acceptable detection accuracy of a base on different datasets, which
introduces the scarce use of TL in this context; and (iv) a lack of models that deal with
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different levels of imbalance datasets in a FND environment.

As technology progresses, the ability to detect misinformation becomes more compli-
cated and thus more difficult to detect using standard ML techniques. This motivates our
focus on DL techniques for the problem of FND.

Key Contributions

The main contributions of this chapter are as follows:

e We provide a detailed discussion of the main DI-based algorithms used to detect
fake news, including their effectiveness.

e We discuss the main datasets available for FND as well as their respective character-
istics, advantages, and disadvantages.

e We study TL techniques and strategies to deal with class imbalance in this application
domain. We also investigate their effects on detecting fake news and the challenges
of implementing these strategies.

Chapter Organization

This chapter is organized as follows. Section 3.2 presents the research methodology,
including the search strategy, research questions, source databases, search query, inclusion
and extraction criteria, and summary of data collection. In Section 3.3, we investigate
the DL algorithms used to detect fake news. Section 3.4 describes the publicly available
datasets in the field of fake news and the associated challenges. Section 3.5 discusses
TL strategies and open challenges in the FND context. Section 3.6 analyzes the class
imbalance problem in FND. Section 3.7 summarizes the data collected in this SLR and
answers our research questions. Section 3.8 addresses the threats to the validity of the
research, and Section 3.9 discusses the main gaps and open issues that still exist in FND.
Lastly, Section 3.10 summarizes our chapter.

3.2 Research Methodology

3.2.1 Search Strategy Overview

Our SLR is generated based on the guidelines and a set of detailed steps described in [160)].
We begin by defining our research questions, after which we build the keywords for the
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search query to obtain the relevant articles for our study. Then, we select the most relevant
databases to query and establish the inclusion and exclusion criteria. Finally, we define
the fields to be extracted from the retrieved documents.

3.2.2 Research Questions

The key focus of our SLR is understanding how DL techniques have been used to address
the FND problem. We are also interested in how TL has been applied in this field and
how the problem of class imbalance has been tackled.

RQ1: Which DL algorithms have been used for FND throughout time?

RQ2: Which datasets are used in the FND domain?

RQ3: How effective are the DL methods for FND?

RQ4: Which solutions incorporate TL mechanisms, if any?

RQ5: Which solutions deal with different levels of imbalanced datasets (if any)?

3.2.3 Source Databases and Search Query

For the purpose of collecting research articles, we selected four digital databases that are
renowned for their comprehensive coverage and relevance to our field of study. These
databases include:

e Google Scholar (we selected the articles that appeared in the first thirteen retrieved
pages);

e Association for Computing Machinery (ACM) Digital Library database;

e [EEE Xplore database; and

e Scopus.

Based on the research questions established in Section 3.2.2, we collected a set of
precise concepts that can cover the topic we are studying. We, therefore, formulate the
search query as follows:
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((fake OR misinformation OR false OR wunverified OR inaccurate OR rumor* OR
misleading)

AND

(information OR news OR article* OR media)

AND

(detect™ OR classification)

AND

(“deep learning” OR “machine learning” OR ‘“neural” OR “artificial intelligence”))

Figure 3.1: Search query used in our SLR.

The search statement displayed in Figure 3.1 addresses the research questions by fo-
cusing on the four key concepts in the studied topic: "fake", "information", "detect", and
"deep learning". We searched both the title and the abstract for articles published be-
tween January 2018 and December 2023 inclusive. Limiting the search to this date range
is motivated by the fact that FND has become more popular in recent years, especially
during the COVID-19 pandemic that started around the beginning of 2020.

We defined the following set of restrictions on the results that limit the selection among
the returned articles.

e The selected articles must be published in peer-reviewed journals or conferences.
Thus, we excluded patents and any articles that did not conform to this condition.

e The language of the surveyed papers must be English. Any papers retrieved that
were not written in English were excluded.

e Articles containing classification models that do not mention the performance evalu-
ation of the methods (e.g. accuracy, precision, recall, Fl-score, etc.) were excluded.

e We excluded the articles that have not mentioned the classifier/model used in the
detection task in their methodology.

e We excluded the articles that only applied standard ML algorithms instead of DL
ones.

e We excluded older articles when extensions and more recent editions were found.

e We excluded articles that were published in domains outside of Computer Science
such as art, business, or other domains.
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The total number of articles obtained from the search query, adhering to the extraction,
duplicate removal, inclusion, and exclusion criteria, is 176. This includes 88 journal articles
and 88 conference articles. The process of obtaining the articles is detailed in Section 3.2.6.

3.2.4 Inclusion Criteria

We considered the following inclusion criteria for our SLR:
e Peer-reviewed journals and conference articles retrieved from the search query defined
in Figure 3.1.
e Articles from the Computer Science domain.
e Research articles that focus on detecting or classifying fake news.
We applied the backward snowballing technique [134] to gather relevant articles that
might have been missed in our search by inspecting the reference sections of the retrieved

papers. We identified two articles that were not picked up through our search query and
were added to the set of manuscripts to analyze.

3.2.5 Data Extraction

We used Covidence [11], a special web-based software for supporting the data aggrega-
tion and extraction of SLR. The extracted data was organized in a spreadsheet that was
exported from Covidence. The data that were extracted from the retrieved and selected
articles are the following:

e Date: date of the publication;

Publication Type: where the article has been published (conference/journal).

Classifier/Model: algorithms used for FND in the article.

Network Structure: the architecture of the network (details including the num-
ber/types of layers and any special setup in the network.

Dataset: name of the fake news corpus or dataset(s) used.
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e TL Techniques: the TL mechanism(s) used in the proposed solution.

e Imbalance Techniques: shows whether the imbalanced issue was treated in the pro-
posed solution and how they dealt with it.

e Effectiveness: depicts the performance of the model in terms of accuracy, precision,
recall, F-measure, and other evaluation metrics.

3.2.6 Data Collection Summary

Overall, our search query retrieved 1642 articles. We found 436 duplicate articles that
were removed. After the first screening of the titles and abstracts, we ended up with 393
research papers, matching our research keywords and the inclusion and exclusion criteria.
After a second full-text screening, we excluded 217 articles obtaining 176 research papers
for analysis. Figure 3.2 shows the PRISMA chart demonstrating the retrieved papers’
selection strategy.

Articles from Scopus || Articles from ACM | | Articles from IEEE Articles from Google Scholar

v v v
Total Number of Articles found = 1642

+

Duplicates Removed = 436

Articles Screened by Title and Abstract = 1206

Excluded based on the
Exclusion Criteria = 813

T

Full Text Articles Assessed for Eligibility = 393

Excluded based on other
reasons = 217

:

Articles Included in this SLR = 176

T

Figure 3.2: PRISMA Chart of selecting and retrieving the articles



3.3 Deep Learning algorithms used for fake news detec-
tion

The thorough examination of various models and techniques pointed out the significant role
that DL plays in different classification tasks including detecting fake news. Building and
improving such algorithms became a pressing necessity, especially during the COVID-19
pandemic when a large volume of fake news and rumors were being disseminated widely.
Figure 3.3 demonstrates a clear increase in the use of DL models over the years.

70
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50
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30
20
10
, 0 |

2018 2018 2020 2021 2022 2023

m #Articles

Figure 3.3: DL Models used for FND between the years of 2018 and 2023.

The extracted data shows that the FND task usually follows a generic framework as
illustrated in Figure 3.4. Initially, the process involved acquiring or generating a dataset.
The majority of studies have relied on news articles sourced from openly accessible datasets.
After collecting the dataset, pre-processing techniques were employed to prepare the data
for input into a NN. Prior investigations have mainly employed Word2vec and GloVe word
embedding methods to transform words into vectors [99]. Finally, the NN model is trained
and the predictions are obtained.

Neural networks for FND can be categorized into different types based on their ar-
chitecture and how they process data. The first type is FNN, including single-layer and
multi-layer perceptrons. CNN are another type, which is designed to process data with a
grid-like topology, such as images. They include traditional CNN, residual networks, and
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Figure 3.4: The General DL Framework that Used for FND

dense networks.

RNN are designed to handle sequential data, such as time series or language, and include
basic recurrent neural networks and bi-directional RNN, LSTM, GRU and bi-directional
GRU, and BiLSTM. we will refer to the model and its bi-directional version collectively
as (Bi)X, where X is the model. Graph Neural Network (GNN), a newer type of NN is
designed to operate on graph-structured data, such as social networks, chemical molecules,
or protein structures.

Recently, attention-based models have gained popularity due to their ability to focus on
certain parts of the input data selectively. They include self-attention networks and multi-
head attention networks. Hybrid models, which combine different types of neural networks,
have also become popular. For example, convolutional recurrent neural networks combine
the spatial processing capabilities of CNN with the temporal modelling capabilities of
RNN. Transformer networks, like BERT, combine self-attention mechanisms with FNN to
process sequences of data. Figure 3.5 shows a taxonomy of the various types of NN that
are used for FND. It is worth mentioning that Figure 3.5 is intended to show a general
categorization of the models regardless of the accurate position of the submodels in this
illustration. We kept one level of models under each main category even though a model
may be considered under a subcategory rather than a main category, such as the case of
BiLSTM not being under LSTM.

Based on the data that we gathered from the surveyed articles, it is evident that the
researchers extensively explored several DL algorithms for the detection task. Figure 3.6
shows the usage of different DL detection models for fake news. More precisely, this figure
displays the percentage of articles in which a particular model was used. We observe that
BiLSTM was the model most frequently included in 72% of the articles, and the CNN
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Figure 3.5: Taxonomy of the main NN categories used for FND.

model was the second most used model, utilized in 61% of the articles reviewed. The
third architecture used is the hybrid architecture, which combines different types of NN
in the detection process. Since multiple models may be used in the same research paper,
summing up the percentages in Figure 3.6 exceeds 100%. The following sections provide a
detailed discussion of the main architectures used for FND.
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Figure 3.6: Deep Learning Models for FND

3.3.1 Architectures based on Convolutional Neural Networks

Our findings also show that 61% of the previous works used CNN to handle the detection
process, attempting to boost the performance of the FND process through the use of this
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The detection effectiveness is the result of CNN’s ability to carry out feature extrac-
tion [186]. It is worth noting here that CNN were trained on different fake news datasets.
The CNN achieved notable effectiveness, with accuracy ranging between 95% and 98%,
depending on whether it was used individually [179] or in conjunction with another model,
such as the GRU [161], respectively. It is also worth mentioning that the CNN has fallen
in some cases to about 47% detection accuracy [125] which leads to the conclusion that
some key points may affect the effectiveness of the CNN in FND tasks. The first point
is the degree of the deepness of the network being used. A deeper CNN is considered an
advantage for solving the overfitting issue [115]. This is what we discovered using the data
collected which contains a case of building a deeper CNN, called FNDNet, which solved
the overfitting problem by learning the discriminatory features for FND using multiple hid-
den layers [148]. The second point affecting the CNN’ effectiveness concerns the selected
dataset that will be used in the detection task and its readability and cleanness before
being fed into the model [100]. Finally, the overall architecture that will be used for the
detection task may adopt either the CNN itself or a CNN in a hybrid approach as we can
see in our extracted results [161].

Figure 3.7 illustrates an example of a CNN architecture used for FND, as proposed
in [287]. The CNN architecture used in this study is composed of an input layer, an
embedding layer, and three sets of convolutional and max pooling layers. The input layer
resizes the input data to a uniform size of 1000, while the embedding layer reduces the size
to 100 by embedding the data. The convolutional and max pooling pairs extract features
from the input. To perform this task, filters are applied to each convolutional layer, each
of which consists of 128 filters with a kernel size of 5 and a ReLU activation function.
Additionally, the fully connected network includes both a flat and a dense layer. Lastly,
the feature maps are classified using a dense layer with a softmax activation function.

3.3.2 Architectures based on Recurrent Neural Networks

Another popular FND algorithm examined in previous studies is RNN and its variations.
The authors have investigated various RNN models to detect fake news in sequential data.
They have proposed LSTM, GRU, unidirectional LSTM-RNN, vanilla RNN, and BiLSTM.
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Figure 3.7: An example of CNN architecture used in FND [287]

Our findings show that the researchers’ focus is highly shifted toward RNN and their
variations in FND. Figure 3.8 shows the utilization of RNN in previous studies.

It is noticeable from our findings that the researchers examined FND using classic
RNN only in 12% of the total number of articles surveyed [34,72,77,99, 103, 128, 175,198,
199,203, 230,274,305,307,310,314,325,361,374]. Despite the importance of RNN in such
domains, the research authors discussed the problem of RNN vanishing [21]. One solution
to solve vanishing in RNN is to use other architectures such as LSTM and BiLLSTM. The

percentage of articles that examined both LSTM and BiLSTM was around 72% of the
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Figure 3.8: RNN utilization in FND.

total articles [1-3,10, 14,16, 18,32, 33,36, 38, 40,43, 58,63,64,67, 72, 77, 78, 80, 83,84, 89, 93,
97,99,101, 103,125,128, 131-133, 137-139, 145, 147, 150, 151, 154, 156, 157, 164, 167,171,172,
175,178,182, 184,188,192,197-200,202-204, 206,210,211,215, 217,228,229, 247, 250, 252, 254,
256,257,261,264,268,269,271,272,274, 281,282, 287,289,292, 295, 297,305,306, 310, 322, 325,
327-329, 332, 334, 349, 359-361, 363, 369, 370, 374].

Other solutions were also adopted in previous studies that include the use of Bidi-
rectional Gated Recurrent Unit (BiGRU) as a detection architecture. BiGRU has been
examined in 16% of the total of articles surveyed [12,19,32,33,38,58,67,82,83,99,128 161,
198,203,268, 280, 287,310, 328,331, 337,347, 370].

Figure 3.9 shows the architecture based on RNN GRU for FND presented in [287].
In this proposed solution, the use of GRU RNN for FND is explored. The proposed
model includes an input layer and an embedding layer with data sizes of 1000 and 100,
respectively. The GRU layer is then implemented with hyperparameters identical to those
of the LSTM layer to facilitate a reliable comparison between the two. Finally, fully
connected networks are used, along with a batch normalization layer, and a dense layer
with a softmax activation function is applied for classification.

The findings of our survey also show that RNN and their variations had a remarkable
detection accuracy in the fake news domain compared to other detection models taking
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Figure 3.9: An example of GRU architecture used in FND [287].

into account the usage of different datasets. The detection effectiveness of RNN ranged
from 48% [271] to around 92% [203] to around 99% [252] detection precision.

Using another architecture with RNN does not appear to increase the accuracy of the
detection results as shown in the works of Ilie et al. [128] and Nasir et al. [230]. It is also
noticeable in our findings that the GRU model had also participated in detecting fake news
with an accuracy ranging between about 76% [280] and 97% [58]. These satisfactory results
are not the case when using the BiGRU instead of the standard GRU architecture. In the
latter case, the detection accuracy decreases to a range of 28% and 71% [268]. Finally, it
was clear that the detection was more accurate when done by a second model besides the
GRU in a hybrid mechanism. This was obvious when the researchers used the GRU with
a CNN in [161] and [280] and when a GRU was used with BiLSTM in [38].

Despite the effectiveness of the above-mentioned architectures in FND, previous studies
showed that the LSTM and the BiLSTM are the future key players in enhancing FND.
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Figure 3.10: An example of CLSTM architecture used in FND [287]
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The average accuracy of detecting fake news using LSTM architectures ranged between
79.03% and 81.21%. These models also reported a maximum of 99.9% detection accuracy
in [83] and a minimum of 11% in [171].

In addition, the findings show that LSTM was used in a hybrid fashion with one or
more architectures to determine the optimal FND system among the proposed systems.
Figure 3.10 shows the architecture of the CNN-LSTM model proposed in [287]. This model
utilizes both hybrid and recurrent models on collected news data. The proposed hybrid
model incorporates both the CNN and LSTM models. The algorithm includes an input
layer that resizes the input data frames to 1000 and an embedding layer that embeds the
input tensor size from 1000 to 100. The embedded tensors are then processed through
two sets of convolutional and max-pooling layers for feature extraction. The convolutional
layers have 32 and 64 filters, respectively, and a kernel size of 3. The feature extraction
process is then performed by the LSTM layer with 100 units, a dropout rate of 0.2, and a
recurrent dropout rate of 0.2. Additionally, the fully connected network is designed with a
batch normalization layer, followed by three dense layers with a ReLLU activation function
and several filters of 256, 128, and 64, respectively. The classification task is carried out
using a dense layer with a softmax activation function.

Researchers focus more on testing the effects of developing hybrid models that adopt
LSTM in the detection process. They tested the importance of BiLSTM over LSTM
and reported that the BILSTM+CNN achieved considerably higher accuracy than when
they attempted to use the LSTM with the CNN. They reported a detection accuracy of
about 99% detection accuracy when they attempted to use the BiLSTM instead of the
LSTM [252].

When LSTM is combined with CNN, studies also reported an accuracy ranging between
97.8% in [200] and 47.06% in [125], with an average accuracy of 82.3%. In the case where
LSTM is combined with a DNNs architecture, we observed an accuracy of 91.16% [228],
while when it is combined with BERT the accuracy achieved was 84.10% [254].

BiLSTM is also getting popular in FND as our survey findings show. It recorded the
highest detection accuracy of 99.52% [182] and the lowest of 28% [268] with an average
of 75.22%. It also appeared connected to other detection architectures such as CNN and
GRU. BiLSTM with CNN recorded the highest accuracy of 98.65% in [217] and the lowest
accuracy of 35.13% in [328]. The average detection accuracy in such cases was about 77.6%.
BiLSTM with GRU reached 89.8% detection accuracy [35].
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3.3.3 Architectures based on Graph Neural Networks

Another popular model in fake news detection is the GNN and its variants such as Sequence
Graph Transform (SGT) [318], Graph Attention Networks (GAT) [61], GraphSAGE [107],
and Graph Convolutional Networks (GCN) [166]. GNN is a neural network directly op-
erating on the graph structure. One of its popular applications is node classification in
which every node in the network has a label. This network predicts the node’s label with-
out the ground truth [281]. In FND using GNN, news articles, and related information are
represented as a graph. The nodes of the graph represent the individual entities, such as
news articles, users, or social media posts, and the edges represent the relationships or in-
teractions between them. To create the graph, the news articles are typically preprocessed
to extract features such as the article content, metadata, and social media interactions.
These features are used to construct the nodes and edges of the graph, with the nodes rep-
resenting the articles and the edges representing the relationships between articles, users,
or other entities. For example, edges could represent similarities between articles or social
media interactions such as retweets or mentions. Once the graph is constructed, GNN
are used to analyze the graph structure and extract useful features for FND. The GNN
use graph algorithms to propagate information across the graph and learn representations
of the nodes and edges that capture their relationships and interactions. These learned
representations can then be used to classify the news articles as fake or real based on their
similarity to other articles and the overall structure of the graph.

Our findings show that only 4% of the selected research articles adopted GNN archi-
tectures for FND [42,119,201,244,263,313,333,347]. The claimed detection accuracy was
incredibly low compared to the other DL models on different datasets used. The high-
est detection accuracy obtained when using the GraphSAGE was 89.7% accuracy without
mentioning whether this was on the training or the testing dataset [211]. The accuracy
went deeply down to 61.5% when they adopted the GNN. It also recorded a 73.12% [12]
with GCN with a maximum of 88.6% [211|. The other variants such as SGT, GCN, and
GAT had reached an average accuracy of about 83.1%.

3.3.4 Attention-based and BERT-based Architectures

Another notable advancement happened in FND with the use of attention-based approaches
using different datasets. Our findings show that their use has been increasing since the
year of 2018 and has reached the maximum in the year of 2022. In addition, this approach
appeared in 15% of the surveyed articles mostly in the year 2022. Authors have applied it
to the other detection models including RNN [128], GRU [12,19,82, 128 234], LSTM, and
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BiLSTM [3, 15, 132,217, 247,257,329, 333,349, 360], BERT [349], and CNN alone [247,257]
or with other models [3,257,329]. The detection accuracy ranged between 54% [257] and
98.65% [217.

Another deep learning model in our surveyed works that shows cutting-edge detection
is the BERT [79] model. Tt is a sophisticated pre-trained word-embedding model built on a
transformer-encoded architecture. It was used widely for different detection tasks such as
FND, hate speech detection [309], depression detection [127], and others. The findings show
that 16% of the surveyed studies adopted the BERT as a FND mechanism [31,10,78,81,129
155,163,163,171,176,227,229,238,254,269,272,276,277,293,310,325,338,349,370,374]. The
findings also show that authors started using the BERT as a detection model for fake news
in 2021 which makes it still a novel tool for the detection model and a future direction in the
FND field. Our findings show that this model has reached a remarkable detection accuracy
with the highest recorded accuracy of 98.5% [293] and an average accuracy of around
90%. It is also clear in our findings that researchers experimented with the effectiveness of
applying the BERT with other models such as LSTM [254] and CNN [277] for the detection
of fake news using different datasets.

An example of using BERT in the FND process, FakeBERT has been proposed in [110]
which outperforms all other models with an accuracy of 98.9%. Figure 3.11 illustrates the
proposed FakeBERT.

Figure 3.11: An example of BERT-based architecture used in FND, FakeBERT

As Figure 3.11 shows, this design employs three parallel blocks of 1D-CNN with 128
filters, each with one convolutional layer. The first layer has a kernel size of 3 and 128
filters, reducing the input embedding vector from 1000 to 998. The second layer has a
kernel size of 4 and 128 filters, reducing the input vector from 1000 to 997. The third
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layer has a kernel size of 5 and 128 filters, decreasing the input vector from 1000 to 996.
Max-pooling layers are also included after each convolutional layer to reduce the dimension
further. A max-pooling layer with a kernel size of 5 reduces the vector to 1/5th of 996,
which is 199. After concatenating the three convolutional layers, another convolution layer
with a kernel size of 5 and 128 filters is applied. This is followed by two hidden layers with
384 and 128 nodes, respectively. The number of trainable parameters for each layer is also
provided in the "Param number" column for further details.

A recent study has thoroughly compared different DI models in FND using various
datasets [25]. The authors studied the effect of the deployment of BiLSTM, CNN-RNN;,
C-LSTM, CNN, and BERT in the detection of fake news. They used seven FND datasets
with each model to be able to draw a generalized conclusion. They figured out that the
BiLSTM and BERT detection models achieved the best detection accuracies and F1-scores.
The authors have also concluded that BERT performs better than BiLSTM when the model
aims to detect fake news in different contexts from the one it was trained on [25].

3.3.5 Architecture based on Feedforward Neural Networks

Finally, other DL models have been used in the FND field with basic and standard FNN
settings. Authors categorized these models under simple neural networks (NN; ANN],
DNNs, and FNN). Although these models are referred to as simple detection techniques
and were used in 7% of the total surveyed articles, they still reached a noticeable accuracy
in detecting fake news. Our findings show that FNN has reached a detection accuracy of

89.8% [172] to about 95% when it was provided by solid support from a strong embedding
technique [264] and a lower accuracy of 83.35% [77]. On the other hand, DNNs reached
an accuracy of 94.68% [323] while it was less accurate when applying it with an LSTM by
2.8% [228]. The findings also show that using a multichannel ANN [323] has increased the

detection accuracy by approximately 13% of the basic ANN which was 80.9% accurate in
detecting fake news [119].

In conclusion, we observe a clear growing trend in the solutions proposed using BiLLSTM,
CNN, BERT, etc. throughout the years, as Figure 3.12 shows.

3.3.6 Challenges related to deep learning methods for fake news
detection

Despite the promising results of DL methods for FND, several challenges remain to be ad-
dressed. These include issues related to dataset quality, model performance on imbalanced
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Figure 3.12: DL models in FND throughout the time.

datasets, and the generalizability of models across different datasets. In this section, we
will explore these challenges in more detail and discuss potential solutions.

It is important to recognize that there are several challenges when it comes to achieving
effective fake news detection using deep learning methods. One major issue is the potential
for overfitting, where models achieve high accuracy on the training data but perform poorly
on new unseen data [309]. Some previous research has reported extremely high accuracy
results, but these were obtained by evaluating the model on the same data that was used
for training. The performance of their models achieved a high accuracy of 99.9% [64,
83,139, 182,211,217,282], and [369]. This raises questions about the model’s ability to
generalize to new data. Another challenge is the use of accuracy as the sole evaluation
measure for imbalanced datasets, where the number of fake news samples vastly outweighs
the number of real news samples [1-3,16,64,132,145,151,178,211,271,289,297,316,319,369].
Accuracy can be misleading in these cases, as it can be skewed by the dominance of the
majority class. A more appropriate measure, such as precision or recall, would provide
a better understanding of the model’s performance. Additionally, different datasets can
have varying characteristics and biases, and models that perform well on one dataset may
not generalize to other datasets. This is noted from our findings in [154, 171,256, 268],
and [274]. This was also proved by the extensive experiments carried out in a recent study
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of cross-domain FND [25]. Finally, the quality and diversity of the training data can greatly
impact the performance of the model [222,372]. In some cases, models have been trained
on datasets that are not representative of the full range of fake news content, leading to
poor detection performance [106,222].

3.4 Datasets used for fake news detection

In this section, we first discuss the main characteristics of the datasets used in the sur-
veyed works. Then, we discuss some of the open challenges related to the datasets in this
application domain.

3.4.1 Main datasets used for fake news detection

Researchers have used several datasets in the context of FND. However, we found that
only a small part of these datasets is publicly available, while a considerable percentage is
created by the researchers and /or is not disclosed publicly. A pie chart of the used datasets
in the surveyed studies is presented in Figure 3.13.

We observe that ISOT [9], PHEME [377|, Liar [315], and FakeNewsNet [300], with its
three sub-datasets, GossipCop, PolitiFact, and BuzzFeedNews, are examples of publicly
available fake news datasets. These are among the most popular and commonly used
datasets.

The LIAR dataset includes short statements obtained from the Politifact fact-checking
website. This dataset includes a total of 12.8 K labelled short statements. The annotation
task has been done by the Politifact site, and the statements are classified into 6 classes:
pants-fire, false, barely-true, half-true, mostly-true, and true. In addition, another fake
news dataset was collected from real-world news articles called ISOT. The real news cases
were collected by crawling news articles from Reuters.com, and the fake news examples
were obtained from unreliable websites, which were annotated by the Politifact website.
The PHEME dataset was collected from Twitter based on 9 newsworthy events classified by
journalists. The annotation process was conducted by journalists (human annotators) and
each tweet was annotated with one of the following labels: "proven to be false", "confirmed
as true" or "unverified". The FakeNewsNet dataset consists of three subdatasets, which are
GossipCop, PolitiFact, and BuzzFeedNews. In total, the FakeNewsNet dataset contains
approximately 19,838 news articles labelled as either "fake" or "real". The news articles
in the FakeNewsNet dataset were annotated by a team of human annotators. Annotators
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Figure 3.13: Datasets used in the surveyed studies

received guidelines for identifying fake news and were trained to identify various charac-
teristics of fake news, such as misleading headlines, fabricated content, and misleading
images. Table 3.1 summarizes the main characteristics related to these datasets.

Table 3.1: Main characteristics of the publicly available FND datasets.

Dataset Size Num. of Labels Type
LIAR 12.8K 6 Political Statements
PHEME 5800 2 Social media (tweets)
ISOT 45k 2 News articles
BuzzFeedNews 5,835k 2 News articles
PolitiFact 12,835k 2 News articles
GossipCop 1168k 2 News articles

From our findings, LIAR achieved a maximum of 98.95% when a BiLSTM model was
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used for training [151]. The same dataset was an option for training the BiIGRU in [208]
which recorded a low detection accuracy of 28.12%. ISOT recorded high detection effec-
tiveness in many cases, especially when the trained model was a BiLSTM [282] with an
accuracy of 99.95%. Still, the accuracy decreased when the models used for training were
RNN and CNN, with the lowest performance recorded at 82.5% [230]. PHEME also exhib-
ited high performance when the CLSTM model was used, achieving an accuracy of 91.88%
and recording a minimum accuracy of 65.5% with the training of a CNN [324]. Lastly,
FakeNewsNet sub-datasets used in training different models such as CNN [274], various
RNN [254,268,274,325,374], GNN [201], and BERT [238,254,325,374]. The best detec-
tion accuracy was achieved when training GAT with a 96.42% accuracy while recording a
71.16% accuracy when used to train BiGRU.

3.4.2 Challenges related to the datasets used for fake news detec-
tion

One of the main difficulties in the field of FND is the scarcity of labeled cases [59,233,335].
Even though multiple datasets with massive amounts of records exist, they are mostly
unlabeled or have only a few records labeled. Researchers have collected datasets over the
last few years for use with DL models in different contexts associated with FND. Datasets
are massively diverse from each other due to having different research goals inside the fake
news detection application domain [352]. For example, some datasets contain exclusively
political statements, while other datasets only include news articles or posts on social
media [25].

To collect appropriate datasets to serve in FND, we need fake articles and non-fake
articles. Fake articles are collected from fraudulent websites that are designed to spread
misinformation and false news. The fake news published on these websites will eventually
be shared on social media to be read and circulated by innocent people who do not check
the source of the news.

It is also clear from our findings that the datasets used in FND are insufficient for
training models due to their characteristics, such as language features or size [115]. That
leads us to the question of creating a dataset to serve as a benchmark in the detection
process. However, this can be challenging due to several reasons, some of which are:

e Sources of fake and non-fake news: Identifying reliable sources of fake and non-fake

news can be difficult, especially in today’s world where there are numerous sources
of information and not all of them are trustworthy [2410]. It is crucial to ensure that
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the dataset contains a diverse range of sources to ensure that the model is trained to
detect fake news from a variety of sources.

e Bias in the data: Bias can be introduced in the data due to various reasons such as
the sources of the data, the labelling process, or the selection criteria for the dataset.
Bias can affect the accuracy of the model and can also lead to unfair predictions [155].

e Labeling issues: Labeling data for FND can be challenging, as there can be discrepan-
cies in the definition of what constitutes fake news. Human labels may be subjective,
and there may be inconsistencies in the labelling process. Automatic labels generated
using ML techniques can also have their limitations [59,339].

¢ Bots involvement: Bots can be used to generate large volumes of fake news and spread
it rapidly across the internet, making it difficult to detect and remove. Bots can also
be used to manipulate the labelling process by providing biased labels, leading to
inaccuracies in the dataset [210].

e Rapid evolving nature of fake news: The nature of fake news is constantly evolving,
and new techniques for creating and spreading it are being developed all the time.
This makes it difficult to create a comprehensive dataset and up-to-date [315,352].

To address these issues, it is crucial to have a well-designed and diverse dataset that is
regularly updated to reflect the changing nature of fake news. It is also important to have
robust labelling procedures in place, using a combination of human and machine labels, to
ensure that the dataset is unbiased and accurate. Additionally, researchers should consider
incorporating techniques such as adversarial training to improve the robustness of the
model to adversarial attacks.

3.5 Strategies for transfer learning

3.5.1 Transfer learning strategies applied to fake news detection

Numerous real-world applications have made use of the ML and DL techniques. These
learning methodologies assume that the input feature space and data distribution prop-
erties are maintained across the experiments carried out because the training data and
testing data are drawn from the same domain [3541]|. This assumption, however, may not
be accurate in some real-world ML situations. In fact, in some circumstances, gathering
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training data can be costly and/or challenging. As a result, the research community has
been considering the development of high-performance learners who are trained using data
that could be more easily obtained from other various domains instead of the deployment
domain.

TL is a powerful approach for improving learning efficiency by leveraging knowledge
from a related domain. Consider two individuals learning Spanish: one has no prior knowl-
edge of other languages, while the other is fluent in Italian. Due to the similarities in gram-
mar, vocabulary, and linguistic structures, the Italian speaker can transfer their existing
knowledge to Spanish, making the learning process faster and more effective [239]. Simi-
larly, in ML, previously acquired knowledge from a related task or domain can accelerate
and enhance the learning of a new, similar task.

The essence and necessity of TL appear when there is a dearth of target training
data [354]. This can be the result of the data being rare, expensive to gather and label, or
inaccessible. The use of other existing datasets that are related to, but not precisely the
same as a given target domain of interest makes TL solutions an alluring strategy since
big data repositories become more widespread. TL has been successfully used in many ML

and DL applications, including text sentiment classification [343], image classification [35,
,375], classification of human activity [110], classification of software defects [224], and
classification of multi-language text [248].
Different techniques can be utilized in TL to accomplish tasks as the following [367]:

e Training models in similar domains: This TL method trains models that belong to
similar domains. For instance, if there is insufficient data to complete task X, but
task Y is similar and has adequate data, a model can be trained on task Y and then
used to create a new model for task X [30].

e Feature extraction: Feature extraction is another TL approach where deep NN are
trained to extract features automatically. After training them on pre-existing mod-
els, the representations are exported to new models. This technique is commonly
employed by data scientists [121].

e Utilizing pre-trained models: This approach involves developing pre-trained models
that take TL variables into account. Companies experienced in model development
often have access to a library of models that can be used to create future models. This
means that when dealing with a new problem, a pre-trained model can be selected,
optimized for the problem at hand, and then reused to train another model [30)].
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The first TL technique involves training models in similar domains by using a pre-
trained model from a source domain (i.e. the original domain used to train this model)
that is similar or related to the target domain (i.e. the new domain we are considering in
our task). The idea is that the knowledge learned from the source domain can be leveraged
to improve model performance on the target domain, even if the target domain has limited

labelled data.

Training models in similar domains typically involve the following steps:

1. Selecting a source domain: The source domain should be chosen based on its sim-
ilarity or relevance to the target domain. Ideally, the source domain should have
similar data distribution, task, or domain characteristics as the target domain, so
the knowledge learned from the source domain can be effectively transferred to the
target domain.

2. Acquiring or creating a labelled dataset in the source domain: A labelled dataset in
the source domain is needed for training the pre-trained model. This dataset should
be representative of the data in the source domain and should cover the task or tasks
of interest.

3. Pre-training the model on the source domain: The pre-trained model is trained on
the labelled dataset in the source domain. This involves training the model using
standard ML or DL techniques, such as supervised learning or unsupervised learning,
depending on the availability of labelled data in the source domain.

4. Fine-tuning or adapting the pre-trained model to the target domain: After pre-
training on the source domain, the pre-trained model is fine-tuned or adapted to the
target domain. This typically involves further training the model using the limited
labelled data available in the target domain, while retaining the knowledge learned
from the source domain. Fine-tuning can be done by updating the weights of some
or all of the layers of the pre-trained model, depending on the specific task and data.

5. Evaluating and validating the model performance: The fine-tuned model is evalu-
ated and validated on the target domain dataset to assess its performance. This
may involve measuring metrics such as accuracy, precision, recall, F'1 score, or other
relevant performance indicators to determine the effectiveness of the TL approach.

TL by training models in similar domains can be useful when the target domain has
limited labelled data, but related or similar domains have abundant labelled data. By
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leveraging the knowledge learned from the related source domain, the model can benefit
from the additional data and potentially achieve better performance on the target domain
task. However, it is important to carefully consider the similarity and relevance between
the source and target domains to ensure that the knowledge transfer is effective and results
in improved performance.

For the second TL technique, feature extraction is one of the common techniques used
in TL, where a pre-trained model is used to extract features from data in one domain and
these features are then used to train a new model for a different task or domain [209].

In TL with feature extraction, the pre-trained model is typically a deep NN trained on
a large dataset from a source domain. This model has learned to extract relevant features
from the source domain data, which can be representations or embeddings of the input
data at different layers of the network. These learned features are then used as inputs to a
new model, often referred to as the target model, which is trained on the limited labelled
data available in the target domain.

The process of using feature extraction in TL typically involves the following steps:

1. Selecting a pre-trained model: The pre-trained model should be chosen based on its
relevance to the target task or domain. Ideally, the pre-trained model should have
been trained on a large dataset from a source domain that is similar or related to the
target domain, so that the learned features are relevant to the target task.

2. Removing the last layers of the pre-trained model: The last layers of the pre-trained
model, which are often responsible for task-specific predictions, are removed to retain
the feature extraction capability of the model. These last layers are replaced with
new layers that are specific to the target task.

3. Extracting features from the source data: The pre-trained model is used to extract
features from the data in the source domain. This typically involves passing the
data through the layers of the pre-trained model up to a certain layer and using the
outputs of that layer as the learned features.

4. Training a new model on top of the extracted features: The extracted features are
then used as inputs to a new model, which is trained on the limited labelled data
available in the target domain. This new model, often referred to as the target
model, is trained using standard machine learning or deep learning techniques, such
as supervised learning or fine-tuning, depending on the availability of data in the
target domain.
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5. Evaluating and validating the target model performance: The trained target model is
evaluated and validated on the target domain dataset to assess its performance. This
may involve measuring metrics such as accuracy, precision, recall, F1 score, or other
relevant performance indicators to determine the effectiveness of the TL approach.

Feature extraction in TL allows leveraging the knowledge learned from the source do-
main to extract relevant features from the data in the target domain, even if the target
domain has limited labelled data. By using the learned features as inputs to a new model,
the target model can potentially benefit from the representations or embeddings learned
from the source domain. This can help improve the performance of the target model on
the target domain task. However, it is important to carefully consider the similarity and
relevance between the source and target domains to ensure that the features extracted
from the source domain are relevant to the target task.

For the third TL technique, utilizing pre-trained models is a common approach in TL
where a pre-trained model, typically trained on a large dataset, is used as a starting point
for training a new model on a smaller target dataset. The idea is that the knowledge
learned from the source domain can be transferred to the target domain, even if the two
domains are different, to improve the performance of the target model [113].

Here are some key steps involved in utilizing pre-trained models for TL:

1. Select a pre-trained model: Choose a pre-trained model that is trained on a large
dataset and relevant to your target task. For example, suppose you are working on
an image classification task. In that case, you can choose a pre-trained CNN such as
VGG, ResNet, or Inception, which are trained on large image datasets like ImageNet.

2. Remove or freeze some layers: Depending on the architecture of the pre-trained
model, it may be necessary to remove or freeze some layers. For example, you can
remove the output layer(s) of the pre-trained model and replace them with new layers
that are suitable for your target task. Alternatively, you can freeze the weights of
some of the layers in the pre-trained model and only fine-tune the remaining layers
during the training process.

3. Add new layers: Add new layers on top of the pre-trained model to adapt it to your
target task. These new layers are typically randomly initialized and are trained using
the target dataset. The output of these new layers serves as the final prediction layer
for your target task.
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4. Fine-tune the model: Train the entire model, including the pre-trained layers and
the newly added layers, on your target dataset. During the fine-tuning process, the
weights of the pre-trained layers and the new layers are updated using the gradients
computed from the target dataset. Fine-tuning allows the model to learn task-specific
representations while leveraging the knowledge from the pre-trained model.

5. Evaluate and tune: After training, evaluate the performance of the transferred model
on your target task. You may need to tune the hyperparameters and architecture of
the transferred model to optimize its performance.

Utilizing pre-trained models can be an effective TL approach as it allows leveraging the
knowledge learned from large datasets, reducing the need for extensive training data in the
target domain, and potentially improving the performance of the target model. However,
it is important to carefully choose the pre-trained model, architecture, and fine-tuning
strategy to ensure that the transferred knowledge is relevant and beneficial for the target
task.

There are various pre-trained ML models available in the market, such as Google’s
Inception model [317], Microsoft’s Microsoft MLi R package [213] and Microsoftml Python
package [212], and others like AlexNet [173], Oxford’s VGG model [301], and Microsoft’s
ResNet [113]. In addition, some of the well-known pre-trained models used for NLP-
related data problems are Google’s word2vec model [211], Stanford’s GloVe model [212]
and BERT [79].

BERT is a pre-trained language model that was initially introduced by Google in 2018.
The model is trained on a large corpus of unlabeled text data to learn the underlying
structure of the language. It utilizes a transformer-based architecture that allows it to
capture long-term dependencies and contextual relationships between words. After pre-
training, the model is fine-tuned on a specific downstream NLP task, such as sentiment
analysis, question answering, or named entity recognition. This fine-tuning step enables
the model to adapt to the specific requirements of the downstream task. In summary,
BERT is a TL technique that leverages pre-training on unlabeled text data and fine-
tuning on specific NLP tasks to achieve state-of-the-art performance on a variety of NLP
benchmarks |79].

In particular, the most common TL strategy in FND is fine-tuning pre-trained models.
Models like BERT, Llama, and Generative Pre-trained Transformer (GPT) have been
pre-trained on extensive text corpora and can be fine-tuned for FND [84]. By adjusting
the weights of these models on a specific fake news dataset, researchers can achieve high
detection accuracy with relatively low computational resources.
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Other TL strategies used for FND include the adaptation of CNN, traditionally used
for image recognition, to text classification tasks, including FND [28]. Models like VGG16,
which previously trained on large image datasets, may be reused by replacing the last layers
and retraining on textual data [37]. This strategy takes advantage of CNN’ hierarchical
feature extraction capabilities, which enable them to detect detailed patterns in textual
data that indicate fake news. In addition, pre-training hybrid models on large datasets
and then fine-tuning them on specific fake news datasets used in fake news to exploit the
strengths of both architectures.

Recently, the researchers shifted the whole focus to transformer-based models, partic-
ularly those like BERT, GPT-3, and Llama [237,241]. These models are pre-trained on
massive datasets using self-supervised learning techniques, which enable them to under-
stand and generate human-like text. For FND, these models can be fine-tuned on labelled
datasets specific to fake news, enabling them to distinguish between fake and real news
with high precision.

Based on the collected data from the surveyed articles, along with their correspond-
ing FND effectiveness, the following conclusions can be drawn related to the use of TL
techniques in this domain:

1. CNN with AlexNet as a TL technique achieved an accuracy of 93.2%. In comparison,
not applying TL recorded an accuracy of 70.1% in [25].

2. In [129], pre-trained BERT as a TL technique achieved an accuracy of 94.66%. Simi-
larly, a pre-trained BERT has also helped in the detection of fake news using the ISOT
dataset [341]. In another case of BERT variations, RoBERTa achieved an accuracy
of 92.77% and 91.7% on Politifact and Gossipcop respectively [237] which outper-
form the state-of-the-art, without TL, techniques by achieving an average accuracy
of 10.49% and 14.53% improvements on Politifact and Gossipcop, respectively.

3. CNN with various TL techniques, such as AlexNet, ResNet50, MobileNet, DenseNet,
XceptionNet, InceptionV3, VGG16, and VGG19, achieved high accuracy on the
EMERGENT dataset [87]. The detection accuracy was ranging between 91.22%
and 97.68% in [255]. VGG16 was also used as a pre-trained model with freezing
some layers and trained on a self-created dataset, achieving about 98% detection
accuracy [205].

4. The Universal Language Model Fine-tuning TL technique has achieved over 80% for
all the evaluation metrics (Accuracy, Precision, Recall, F1) on PHEME dataset [32].
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3.5.2 Transfer learning challenges for fake news detection

TL has been used in various NLP applications, including FND. However, there are several
challenges associated with applying TL in this domain.

One initial aspect that we must highlight is that TL has not been extensively explored
in FND. we consider that this is partly due to the complexity of the task, which requires
identifying subtle linguistic cues and context-specific information.

Another challenge concerns the difficulty in finding related domains and publicly avail-
able datasets that can be useful for training the models. The success of TL relies on the
availability of large and diverse datasets that share some commonality with the target task.
However, in the case of FND, relevant datasets are often limited, and it can be challenging
to find related domains that can be used for TL.

The rarity of data is another significant challenge in FND. Since the detection of fake
news is a relatively new area of research, there are limited annotated datasets available for
training and testing models. This scarcity of data makes it difficult to apply TL techniques,
which rely on large amounts of labelled data for pre-training.

In addition to these challenges, other issues need to be addressed to effectively apply TL
in FND. For instance, the choice of pre-trained models and their adaptation to specific tasks
can significantly impact the performance of the models. Furthermore, the transferability
of pre-trained models across different languages, domains, and cultures is still an active
area of research. Considering TL strategies is a relevant area for further research that can
lead to improved solutions for FND.

3.6 Strategies for dealing with imbalance

DL and ML algorithms presuppose that the target classes of the training data have similar
prior probabilities. This assumption, however, is flagrantly violated in a variety of real-
world applications, including FND. In this section, we start by summarizing the main
techniques used to deal with the class imbalance problem and describe our main findings
from the surveyed articles in the context of FND. Then we summarize the main open
challenges related to the class imbalance problem that are still open in this domain.
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3.6.1 The class imbalance problem in the context of fake news
detection

In many real-world domains, the majority of the available examples belong to one class (the
majority or negative class). In contrast, a much smaller number belongs to the other class
(the minority or positive class), which is typically the most important class [288]. This
situation is known as the class imbalance problem. The dominant class tends to overpower
classifiers in this situation, causing them to overlook the minority class. The significance
of the imbalance problem grew as more researchers discovered that it leads to inadequate
classification performance and that most algorithms perform poorly when datasets are
highly imbalanced [191]. From the standpoint of applications, the nature of the imbalance
can be divided into two categories: data that is naturally imbalanced (e.g., credit card
frauds, earthquakes, shuttle failure and rare diseases) or data for which it is too expensive
to obtain data on the minority class for learning such as natural disasters prediction, or
uncommon events prediction such as volcanic eruptions or tsunamis, may require historical
data or expert knowledge, which could be sparse or expensive to obtain [191]. This is also
the case for FND where the number of fake news available is much less represented in the
available data.

Several techniques have been proposed to address the issues associated with class im-
balance. The three main techniques that can be applied are resampling techniques (or data
pre-processing), algorithmic level techniques, and data post-processing techniques [51]. The
solutions most commonly used are the data pre-processing or algorithm-level techniques.

In data preprocessing techniques, sampling is applied to the training data to add new
samples or remove existing ones. These techniques aim to change the training data dis-
tribution to force the learning algorithm to focus on the most relevant class. This change
in the training data can be accomplished through over- and/or under- sampling. Over-
sampling is the process of adding new samples to the training data while under-sampling
is the process of removing samples. Figure 3.14 and Figure 3.15 illustrate the random
under-sampling and random over-sampling techniques. These techniques act by randomly
removing cases or adding copies of existing cases.

In Random Undersampling, examples from the majority class are randomly removed
from the training dataset until the class distribution becomes more balanced. This can
be achieved by randomly selecting examples from the majority class and removing them
from the training dataset. Random under-sampling can be a simple and quick technique
to address class imbalance, but it may result in the loss of valuable information from the
majority class, leading to a potential loss of predictive performance.
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Figure 3.15: Random oversampling

In Random oversampling, examples from the minority class are randomly duplicated or
synthetically generated to increase their representation in the training dataset. This can be
achieved by randomly selecting examples from the minority class and duplicating them or
generating synthetic examples using techniques such as Synthetic Minority Oversampling
Technique (SMOTE) [65] or Adaptive Synthetic Sampling (ADASYN) [112]. Random
oversampling can help in increasing the representation of the minority class, but it may
also result in overfitting or amplification of noise if not done carefully.

The second method for resolving class imbalance is to create or modify an existing
algorithm. Instead of changing the distribution of the training data, the change is applied
to the learning and the decision process by increasing the importance of the positive class.
The cost-sensitive method and recognition-based approaches, kernel-based learning, such
as SVM and radial basis function [66], are among the algorithms that have been adapted to
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address the class imbalance problem. Typically, specially developed algorithms for dealing
with the class imbalance issue will work very well for a specific domain for which they
were thought. However, they will fail under other domains and they require a thorough
understanding of the algorithm to implement the modifications [51].

Our findings show that the use of various imbalance techniques, such as oversampling
and downsampling, has shown promising results in improving the performance of different
classifiers, including RNN variations, CNN, and hybrid models like CNN+LSTM. The
results indicate that oversampling has been effective in improving the accuracy of LSTM
and CNN models in [18], achieving accuracies of 95.51% and 98.96%, respectively. Similarly,
oversampling has also been beneficial for BERT, achieving an accuracy of 94.66% in [129].

Moreover, the use of SMOTE oversampling has demonstrated effectiveness in dealing
with class imbalance. For instance, in [15], SMOTE was used to improve the performance
of a DNNs model, achieving an accuracy of 98% on the Politifact dataset.

Additionally, another study [15] utilized the focal loss function to prevent classification
bias towards the majority class, which significantly improved the performance of their
models on imbalanced datasets.

Downsampling has shown effectiveness in improving the training accuracy of hybrid
models like CNN+LSTM on PHEME and FN-COV datasets in [117], achieving accuracy
rates of 91.88% and 98.62% respectively. Additionally, downsampling has improved the
accuracy of CNN and LSTM models in [281], achieving accuracies of 92.38% and 93.56%
respectively.

It should be noted that despite the effectiveness of class imbalance techniques in improv-
ing the accuracy of FND models, a significant portion of the literature has not thoroughly
investigated or addressed this issue. From our findings, only five research articles investi-
gated the class imbalance effect on FND. This highlights the need for further research and
exploration of various imbalance techniques to better understand their impact on model
performance and generalizability in the context of FND.

3.6.2 Challenges related to the class imbalance problem in fake
new detection

Class imbalance is a common problem in multiple application domains, and FND is not
an exception. However, it has not received as much attention as it deserves in the context
of FND, which we consider a big challenge to be addressed. The imbalance between real
and fake news samples in the dataset can lead to biased classification, where the model
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performs well on the majority class but poorly on the minority class [51]. Even when
considering the usage of DL models, it was shown that the class imbalance problem will
still affect the performance of the models [95].

One of the challenges related to the class imbalance problem in FND is the issue of using
adequate performance assessment metrics to evaluate the model’s performance. Traditional
metrics such as accuracy can be misleading, as the model may perform well on the majority
class but miss out on correctly identifying the minority class. This issue emphasizes the
need for specialized metrics such as F1 score, precision, and recall [95].

In the FND field, there is a lack of systematic studies that evaluate the impact of
known techniques for dealing with class imbalance. Techniques such as oversampling,
undersampling, and ensemble methods have been widely used in many other domains.
However, their effectiveness in FND remains understudied. Therefore, more research is
needed to explore the effectiveness of these techniques in the FND field. An important
challenge with the application of these techniques for FND is related to the generation of
fake news texts. In this case, it is necessary to generate complete texts that look like real
news, but it is also necessary to generate texts that correspond to fake news. This leads to
another challenge connected to the need to carefully craft the synthetic text generation so
that it corresponds to either fake news or real news. In particular, the generated fake news
articles should be realistic and representative of the actual fake news articles to ensure the
effectiveness of the model.

The context is also a challenge when considering the generation of fake news. Since
fake news is often generated in response to specific events or situations, it can be difficult
to apply generic techniques for dealing with a class imbalance that does not consider the
specific context in which the fake news was generated.

Lastly, special-purpose algorithms that can deal with the class imbalance problem have
not been explored or evaluated for FND. These algorithms include cost-sensitive learning,
manipulating the loss functions, or building ensembles that are specially developed to
address the class imbalance problem [51]. These techniques have shown promising results
in multiple domains, and their effectiveness in FND requires further investigation.

In conclusion, addressing the class imbalance problem in FND is crucial for developing
accurate and reliable models. Still, not much research has been done to address this
problem. Researchers and practitioners need to pay more attention to this problem and
explore various techniques to overcome it. This is a possible area where future researchers
should focus on that may lead to improved solutions for FND.
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3.7 Answers to Research Questions

In this section, we attempt to answer the research questions presented in Section 3.2.2
based on our findings. The detailed answers are described below.

RQ1: Which algorithms are used for fake news detection throughout time?

Given our findings, DL models are considered effective models in FND. There is a no-
table increase in the number of articles that address the different models and architectures
for this task. We also noticed that the research focus shifted towards DL models for FND
during the global COVID-19 Pandemic in 2021 which forms about 83% of the research ef-
fort that was conducted on FND. The remaining 17% of the FND research was conducted
before this year.

Our findings also show that fake news can be detected by CNN, RNN, GRU, LSTM,
and BERT models in many variations and with different architectures. We noticed that
LSTM/BILSTM were the models that appeared more frequently in the surveyed articles.
The detection was also examined using hybrid models, which increased the detection effec-
tiveness at some points. It is also noticeable that using the BERT model in the detection
of fake news exhibits a huge positive impact on the detection effectiveness.

RQ2: Which datasets are used in the fake news detection domain?

The most difficult part of detecting fake news is the absence of a labeled dataset with
trustworthy ground-truth labels with accepted size [300]. For several usages in DL, re-
searchers have attempted to collect datasets over the past few years. The collected datasets
are massively varied from each other due to the purpose of the study. For instance, some of
these datasets are political and consist of political statements, as is the case in PolitiFact.
Other datasets are built with news articles collected in a specific time frame, while other
datasets include social media posts such as Twitter. Moreover, fake news is frequently col-
lected from duplicitous websites intended to disseminate misinformation. This fake news
will end up being shared on social media platforms by its creator. This fake news will
also be shared by other individuals unintentionally without checking the news source or
by other malicious users and bots.

Our findings show that Liar, ISOT, PHEM, and FakeNewsNet (with their three vari-
ations) are the most popular datasets used in fake news detection. These six datasets
have been used in about 80% of the surveyed articles. We also noticed that researchers
frequently attempted to create their own dataset to reach the required size and the domain
which is obvious in about 45% of the surveyed studies. Other researchers combined two or
more datasets to have an acceptable-sized dataset.
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It is also worth mentioning that selecting a suitable dataset is crucial in FND since
it impacts detection effectiveness. It is noticeable from our findings that the application
of the same detection model in different datasets has an enormous difference in detection
accuracy [25,82,93,100,125,149,154,161,170,171,201,230, 256, 263,268, 274].

RQ3: How effective are deep learning methods for FND

The researchers studied various DL algorithms to detect and classify fake news as
mentioned above. These algorithms include CNN, RNN (with variations), GNN, BERT,
Attention-based mechanisms, and various hybrid approaches. The detection effectiveness
of these algorithms is influenced by the datasets used and the combination of different
architectures for detection.

CNN and BiLSTM have been the most used detection models and have achieved the
highest detection accuracy compared to other approaches. RNN, including their variations
such as LSTM/BiLSTM and GRU, are utilized with considerable effectiveness in approx-
imately 70%. Their ability to maintain information over sequences allows them to better
understand context, which is essential for identifying fake news. CNN on the other hand
have proven to be effective for FND tasks, appearing in 61% of the research articles we
surveyed. BERT and hybrid detection models have also made noticeable detection effec-
tiveness appearing in about 47% of the surveyed articles. FNNs and GNN were also used
in the detection process even though not in many studies.

It is worth mentioning that in one research article, many DL models were developed
to draw comprehensive conclusions. Hence, the total percentage of all the models that
appeared in the surveyed articles is more than 100%.

The detailed effectiveness of DL detection models in the fake news field is in Section

3.3.
RQ4: Which solutions incorporate transfer learning mechanisms, if any?

TL is the process of exploiting what has been learned in one task to improve the
generalization in another task [354]. The goal of TL is to improve learning the target task
by leveraging knowledge from the source task.

TL is not applied in many FND studies as our findings show. Only seven research
studies examined the effect of TL on the detection accuracy [28,84, 129, 163,205,237, 314].
However, utilizing TL strategies enhanced the detection accuracy. The TL that was utilized
in the FND field can be categorized under fine-tuning pre-trained models, using CNN-
based architectures, employing pre-trained hybrid models, and leveraging transformer-
based models. The highest improvement presented by using TL was reaching an accuracy
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of 93.2% when applying the Alexnet pre-trained model which represents an improvement
of 23.1% compared to the baseline case which is performed without applying TL.

It is worth mentioning that the application of the same detection model on different
datasets recorded enormous differences in detection accuracy [25,82,93, 100,101, 125,149,

, , , , , , , , |. This issue might be tackled by including a TL
approach so that the detection model can report an approximate accuracy.

RQ5: Which solutions deal with different levels of an imbalanced dataset?

A dataset with a skewed class distribution where the end-user preferences are biased
towards the least represented class(es) suffers from a class imbalance problem. A model
learned under these conditions will focus on the majority class and will not learn correctly
the minority and important classes [51].

Most of the available fake news datasets are imbalanced. From the articles we sur-
veyed, only seven articles specifically treated class imbalance and studied its effect on
FND utilizing various strategies to handle this issue. These strategies were random and
advanced oversampling in four articles, random undersampling in two articles, and using
a different loss function in one article. Oversampling has been used by increasing the
number of instances in the minority class to match the majority class, improving the de-
tection effectiveness [18,128,129]. In addition, advanced oversampling techniques such as
SMOTE generate synthetic examples of the minority class by interpolating between exist-
ing instances rather than duplicating existing ones. SMOTE helped the trained model to
achieve 95% detection accuracy with a noticeable improvement compared to the baseline
case without treating the class imbalance [15]. This helped mitigate the risk of overfitting
and enhanced the model’s generalization ability.

Another strategy presented to balance the dataset was the random undersampling which
involves reducing the number of instances in the majority class to match the minority
class [117,281].

Finally, the focal loss function is designed to address the class imbalance by down-
weighting the loss assigned to well-classified examples and focusing more on hard-to-classify
instances [15]. This approach helps to prevent the model from becoming biased towards the
majority class and ensures that the minority class instances are given appropriate attention
during training.

Handling the imbalanced dataset achieved a better accuracy result compared to the
baseline cases that do not deal with the class imbalance. Thus, this is a relevant area for
further research that can lead to improved solutions for FND.
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3.8 Threats to Validity

SLRs are prone to several threats to validity that can lead to bias in review outcomes.
These threats are publication bias and errors in data collection, study exclusion, and data
extraction. Regarding publication bias, studies with positive results are more expected
to be selected over negative studies. This issue is alleviated by attempting to determine
whether the studies discuss their results and limitations. Moreover, the sole purpose of
this SLR is to report the effectiveness of DL models rather than present new results. In
addition, there is no motivation from our SLR to select studies reporting only positive
results.

Regarding filtering out studies based on the search criteria, our objective was to have
a broad search query as mentioned in Section 3.2.3 to alleviate this threat. We could
also expand the survey date range to include studies published before 2018. However,
fake news became more popular from 2018 onward, and our objective was to provide an
updated review of the most recent trends in this application domain. This motivation is
supported by Figure 3.3, which shows a notable increase in publications on the detection
of fake news over time.

Regarding the issue of incorrectly excluded articles and data extraction, we alleviated
this problem by asking another researcher to review some random studies. There is no rule
for determining the number of articles for the random check task, but about half of the
surveyed articles were selected for this special check.

3.9 Main gaps and open issues

From our investigation, we collected a list of the main gaps and open challenges that still
deserve the attention of the research community for FND problem. We must highlight that
this is a challenging task, involving several difficulties which we describe to allow future
researchers to focus on the most important open issues.

e Lack of labelled data: One of the major challenges in training DL models for FND
is the limited availability of labelled data [59,339]. Fake news datasets are often
small, and obtaining accurate and comprehensive annotations for training can be
challenging. This can impact the performance and generalization of DL models, as
they heavily rely on large amounts of labelled data for effective training.
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e Potentially biased datasets: Another issue in FND is the potential bias in the
datasets used for training and evaluation [158]. Fake news datasets may contain
inherent biases, such as political or cultural biases, that can affect the performance
and fairness of DL models. It is essential to carefully curate and preprocess datasets
to mitigate these biases and ensure the reliability and generalizability of the models.

e Lack of benchmarks: There is a lack of standardized benchmarks for evaluating the
performance of DL models in FND. The absence of benchmark datasets, evaluation
metrics, and protocols makes it challenging to compare the performance of different
models and assess their effectiveness [25,304]. The development of standardized
benchmarks can facilitate fair and rigorous comparisons and foster advancements in

the field.

e Long-term performance of FND models: One critical area that requires fur-
ther attention is the long-term performance of FND models. This issue was not fully
studied in the literature. It reveals that the performance of the detection models can
fluctuate significantly over time due to changes in the nature and topics of the data.
Guimaraes at al. [102]| studied this topic and stressed the necessity of evaluating
models based on their immediate accuracy, robustness and stability over extended
periods. Current research often focuses on short-term performance metrics, neglect-
ing the potential degradation of model effectiveness as the data landscape evolves.
Addressing this gap is crucial for developing more reliable and adaptable fake news
detection systems. This should incorporate longitudinal evaluations to better under-
stand the dynamics of FND and ensure that models maintain high performance in
the face of changing data trends.

e Transfer learning solutions not sufficiently explored: 'TL, which leverages
pre-trained models for feature extraction or model initialization, has shown promise
in improving the performance of DL models for various tasks [298,321]. However, in
the context of FND, the exploration of TL solutions is still limited. There is a need
to further investigate and optimize TL approaches for FND to leverage knowledge
from related tasks and domains.

e Class imbalance not adequately addressed: Classimbalance, where the number
of samples in different classes is significantly imbalanced, is a common issue in FND.
DL models trained on imbalanced datasets may result in biased and inaccurate pre-
dictions, as they tend to be biased towards the majority class [6,162]. Although some
studies have explored imbalance techniques such as oversampling or undersampling,
the effectiveness of these techniques in DL for FND needs further investigation.
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e Limited understanding of fake mnews dynamics: Despite extensive research
on fake news, there is still a limited understanding of the complex dynamics and
mechanisms underlying the spread and impact of misinformation [221]. DL models
for FND may be limited by the lack of a comprehensive understanding of how fake
news is created, disseminated, and received, which can impact the models’ accuracy
and effectiveness. Further research is needed to better understand the underlying
dynamics of fake news and inform the development of more effective solutions.

e Real-world applicability: While DL models for FND show promising results in con-
trolled research settings, their real-world applicability, and effectiveness in detecting
fake news in diverse and dynamic environments, such as social media or online news
platforms, is still a challenge. Real-world factors, such as varying levels of informa-
tion quality, diverse sources of misinformation, and rapid information spread, can
impact the performance and reliability of DL models in practical scenarios [315,352].

3.10 Summary

This chapter provided a comprehensive SLR on the use of DL methods for FND. With the
increasing prevalence of fake news on social media platforms, researchers have turned to
advanced DL algorithms to improve the accuracy and efficiency of detecting false informa-
tion. The purpose of this chapter was to synthesize existing studies, explore the strengths
and limitations of current methodologies, and identify gaps that require further research.

The chapter began by investigating existing FND strategies that use DL, focusing on
publicly available datasets and their NLP approaches. It gathered information about the
TL techniques applied and the methods used for addressing class imbalance, examining
their effect on detection accuracy.

Key findings from the SLR included the extensive use of various DL models such as
CNN, RNN, LSTM, and BERT for FND. The review highlighted the superior performance
of DL models in handling large datasets and extracting complex features compared to tra-
ditional ML methods. Several commonly used datasets for FND were identified, including
LIAR, ISOT, PHEME, and FakeNewsNet. However, the scarcity of large, well-annotated
datasets was noted as a limitation, which affects the generalizability of the models. TL
was found to be a promising approach for improving FND, particularly in scenarios where
collecting training data is challenging or expensive. Various TL strategies and their effec-
tiveness in enhancing model performance were discussed. The class imbalance problem,
where the number of instances in one class significantly outnumbers those in another, was
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identified as a critical issue in FND. The chapter outlined various strategies to address this
issue, including oversampling, undersampling, and cost-sensitive learning.

Despite the advancements in DL for FND, several gaps were identified. Many existing
models perform well within specific datasets but struggle to generalize when applied to news
from different domains, highlighting a lack of robustness in real-world applications. The
potential bias in datasets was also noted, which can affect the performance and fairness of
DL models, indicating a need for more diverse and representative datasets to ensure reliable
and unbiased FND. While various strategies for handling class imbalance were discussed,
their effectiveness in FND needs further investigation, and more research is needed to
develop robust methods for dealing with imbalanced datasets.

In the next chapter, we will build on these findings by evaluating DL models for cross-
domain FND, addressing the issues of dataset generalization and class imbalance. We
will conduct extensive experiments to assess the performance of various DL models across
multiple datasets, providing insights into their robustness and effectiveness in real-world
scenarios. This evaluation will lay the groundwork for developing novel approaches to
enhance the accuracy and reliability of FND systems.
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Chapter 4

Evaluating Deep Learning for
Cross-Domains Fake News Detection

Building on the SLR presented in the previous chapter, which highlighted key DL models
and challenges in FND, this chapter shifts focus to evaluating the performance of these
models across multiple domains. In this chapter, we evaluate various DL models for cross-
domain FND. Although many models perform well when trained and tested on the same
dataset, their performance often degrades significantly when applied to news from different
domains. This is known as the cross-domain generalization problem. Cross-domain gen-
eralization is crucial to creating robust FND systems that can be deployed in real-world
scenarios where fake news spreads across diverse platforms, regions, and topics.

The chapter begins by reviewing the relevant literature on cross-domain learning, out-
lining the challenges of domain adaptation, and introducing the DL models selected for
our study. We then discuss the datasets used in the experiments and present the results
of model evaluations both within the same domain and across different domains. In this
chapter, we demonstrate that while the selected models show strong detection capabili-
ties on the same dataset, their performance significantly declines when applied to different
datasets and domains, underscoring a critical issue with generalizability. The findings of
this chapter lay the groundwork for the development of novel approaches, which will be
discussed in later chapters, particularly BERTGuard and ProFineLlama.

This chapter is based on the following published paper:

e Alnabhan, M.Q., Branco, P. (2024). Evaluating Deep Learning for Cross-Domains
Fake News Detection. In: Foundations and Practice of Security. FPS 2023. Lecture
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Notes in Computer Science, vol 14552. Springer, Cham. https://doi.org/10.1007 /978~
3-031-57540-2_4

4.1 Introduction

With the growing usage of the internet, the prevalence of fake news has reached unprece-
dented levels. In the past, before the advent of social media platforms, the dissemination
of false information was less common and more challenging due to limited channels of com-
munication, relying mostly on word of mouth or printed media [24]. Fake news refers to the
deliberate spread of inaccurate information through social media platforms, often aimed at
persuading readers to believe the fabricated content. It is commonly motivated by political
gain or financial profit through advertising [21]. Nowadays, the ease of publishing content
on social media without regulation or scrutiny has contributed to the proliferation of fake
news [50]. Platforms like Facebook and X (formerly Twitter) have become popular vehicles
for spreading misinformation, as they are extensively used by individuals and influencers
to share opinions, videos, and various activities [91, 130].

The surge in fake news gained significant attention in 2016, particularly during the
lead-up to the US presidential election [291]. Consequently, detecting and combating fake
news on social media networks has become a subject of great interest among researchers.
However, detecting fake news is an extremely complex task that requires sophisticated
models to compare and analyze related or unrelated information against known truthful
data [358]. The challenges are not restricted to the models used for the detection. The
concept of fake news also encompasses various forms, which brings an added difficulty, po-
tentially leading to different approaches and solutions in addressing this issue. Terms like
misinformation, rumours, spam, and disinformation are often used interchangeably, encom-
passing numerical, categorical, textual, and image-based content |14, 114, 196]. Moreover,
the recent developments in NLP for text generation do not make the detection of fake news
easier [114].

The goal of researchers is to curb the spread of misinformation by identifying the diverse
methods employed in its dissemination. To achieve this, researchers have turned to DL
algorithms to detect and mitigate the spread of fake news [148]. This involves curating
or generating datasets comprising both true and false articles and developing models that
can predict whether a given article contains genuine or fabricated information.

There are noticeable gaps in the existing studies that were conducted on DL for FND. A
core gap is a lack of understanding of the generalizability of DL models that allow them to
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achieve an acceptable detection accuracy over different fake news datasets. To investigate
this matter, we conducted an extensive amount of experiments using different DL, models
across multiple publicly available datasets for FND. We aimed to study the effectiveness of
these models in a particular dataset (i.e., training and testing them on the same dataset)
and across datasets (i.e., training them on one dataset and testing them on a different one).

Key Contributions

The main contributions of this chapter are as follows:

e we provide an extensive analysis of the performance of DL models in detecting fake
news when they are trained and tested on the same dataset;

e we provide an extensive analysis of the performance of DL models when they are
trained on one dataset and tested in a different one;

e our experiments are the first to compare the performance on a large number of
datasets and DL algorithms for this particular problem.

Chapter Organization

This chapter is organized as follows. Section 4.2, presents a background and literature
review. In Section 4.3, we discuss the steps that we follow in our study to build a com-
prehensive study of the generalizability of FND models. Section 4.4 analyses the results
obtained and answers our research questions. Lastly, Section 4.5 summarizes the chapter.

4.2 Background and Literature Review

Fake news is fabricated news in the form of articles, or videos distributed throughout social
media which aim to imitate real news media content [18]. Such fake news is deliberately
intended to mislead and persuade the readers into believing the content presented [2185].
Fake news can be obtained from a variety of tools which include cyborgs, trolls, and social
robots [218]. Social robots are what exploit the fake news, and the exchange of discussions
among the readers. These bots are initially generated as computer algorithms to contribute
to online discussions and continuously spread fake information. As such, fake news is a
danger due to its ease of spreading while potentially covering a high diversity of topics and
reaching a large volume of sites. This can have a direct impact on readers by touching
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on topics related to health, democracy, journalism, finance, and social issues among many
others [165].

To detect fake news, researchers tend to develop DL models. Recently, more attention
has shifted towards the usage of DL as opposed to other traditional ML methods. In
traditional ML, features are manually constructed, which is time-consuming and can lead
to biases |250]. However, DL requires a larger dataset to train the model [250]. On the
other hand, DL has shown a high detection performance for fake news by automatically
extracting useful features. A variety of DL models have been used for FND including
CNN [171], RNN [77], BERT [293], Attention Mechanism [257], and GNNs [211]. We
previously detailed these models in Chapter 3, Section 3.3.

Researchers claimed that the main challenge in the FND task is the absence of a com-
prehensive benchmark dataset containing reliable ground truth labels and the limited avail-
ability of large-scale datasets [300]. Moreover, only a few datasets are available online for
FND, having varying labels, sizes, and application domains [300]. Some datasets consist
solely of political statements, others are from social media posts, and there are cases where
the source is news articles. This diversity in the fake news domain is a serious challenge.
These datasets are collected over a few years and are utilized by DL and ML for different
purposes. Some of the well-known publicly available datasets for FND are LIAR [315],
ISOT [9], PHEME [377], FakeNewsNet dataset [300], FakeNewsChallenge dataset [350],
FA-KES [275], Fake-or-Real (FoR) [90], Fake News Detection [112], etc. We detailed the
datasets used for FND comprehensively in Chapter 3, Section 3.4.

4.3 Research Methodology

4.3.1 Research Questions

To achieve our goals, we propose to answer the following research questions:

RQ1. What is the effectiveness of DL models in detecting fake news when they are trained
and tested on the same dataset?

RQ2. How do these models perform when they are trained on one dataset and tested on
a different one?

To answer these research questions, we selected five general NN architectures from the
literature and seven datasets for FND. We provide the experimental details in the next
sections.
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4.3.2 Selected Datasets

We selected the following seven most popular and publicly available datasets related to
fake news:

1. LIAR [345]: This dataset is made up of carefully labeled brief assertions, containing
12.8K labeled short phrases. The Politifact site handled the annotation process for
this dataset, assuring reliable and accurate labeling. It has six classes: "pants-
fire", "false", "barely-true", "half-true", "mostly-true", and “true." We binarized
this dataset using the strategy in [268]. The labels "true", "mostly true", and "half-
true" were merged under the "real" label. We also considered "fake" instead of
"pants-fire", "false", and "barely-true".

2. ISOT [9]: This dataset’s real news cases were collected between 2016 and 2017 by
crawling news articles from Reuters.com. The fake news examples were obtained
from unreliable websites, which were annotated by the Politifact site. It includes
over 44k articles in each CSV file; “True.csv” and “Fake.csv”, with articles primarily
focusing on political news. The dataset contains subjects related to one of six types
of information (world-news, politics-news, government-news, middle-east, US news,
left-news).

3. PHEME [377]: This dataset was collected from X (formerly Twitter) based on
nine newsworthy events classified by journalists. The data is structured in directo-
ries. Each event has a directory with two subfolders for true and fake claims. The
annotation process was conducted by journalists (human annotators), and each tweet
was annotated with one of the following labels: "proven to be false", "confirmed as
true", or "unverified". We dropped the unverified data from this dataset.

4. Fake News [144]: This dataset contains verified news articles from various news
resources. For each article, a label of 0 or 1 is assigned, with 0 corresponding to
authentic news articles and 1 to fake ones. There were almost 10k articles in each
category. For each news article, this dataset included the article ID, title, author’s
name, text, and the label.

5. Fake News Detection [142]: This datasets has about 4k records in a Kaggle
repository. It has the news URLs, Headline, Body, and the Label; true or fake news.

6. FA-KES [275]: In 2019, a dataset was created specifically to showcase fake news
related to the Syrian conflict. This dataset includes a collection of articles labeled
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as either 0 (fake) or 1 (credible). The credibility assessment of the articles was
determined by comparing them to ground truth information sourced from the Syrian
Violations Documentation Center (VDC). The authors employed a crowdsourcing
platform to extract information from each article, such as the date, location, and
number of casualties. Subsequently, the authors cross-referenced these articles with
the VDC database to ascertain their authenticity and determine if they were fake or
genuine.

7. Fake-or-Real News (FoR) [90]: This dataset includes features such as the article
title, text content, publication date, and source. The data contains almost 11000
articles tagged as either real or fake.

4.3.3 Deep Learning Models

We selected five representatives DL architectures based on their diversity and the recent
proposal for news detection where they showed good performance.

4.3.3.1 Bidirectional long short term memory (BiLSTM)

A hybrid BiLSTM model with GloVe embeddings [2412] and self-attention, combined with
a dense layer, was proposed in [217]. This model consists of the following layers: Input
Layer, Embedding Layer, 4 Dropout Layers, 2 BiLSTM Layers, 3 Batch Normalization
Layers, Attention Layer, and 2 Dense Layers. The choice of BiLSTM over LSTM is based
on the model’s ability to process data in both forward and backward directions, allowing
for effective correlation between words in text data [217]. The inclusion of self-attention
further enhances the model’s capacity to learn the relationships among different words. In
addition, a fully connected dense layer is employed, adding complexity to the model. This
was shown to be advantageous, enabling the model to better understand and distinguish
between different classes.

4.3.3.2 Hybrid Convolutional and Recurrent Neural Networks (CNN + RNN):

This algorithm combines a CNN and an RNN [230]. Initially, a CNN layer with Conv1D
architecture is employed to process the input vectors and extract local features at the text
level. The output of the CNN layer, which comprises the feature maps, is then passed as
input to an LSTM layer consisting of LSTM cells. This LSTM layer effectively captures
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Figure 4.1: A CNN-based architecture for FND.

the long-term dependencies among local features obtained from the news articles, enabling
accurate classification based on their authenticity.

4.3.3.3 Convolutional Neural Networks (CNNs):

A CNN consisting of multiple layers of neurons, forming a complete stack, and incorpo-
rating an embedding layer is proposed in [171]. Initially, each document is encoded as a
collection of one-hot vectors, with the number of vectors set to 500, determined through
experiments. This approach ensures a fixed length of 500 vectors. The classification head
uses a dense layer with softmax activation. This layer receives a vector representation
resulting from the input of a single document, as Figure 4.1 shows.

4.3.3.4 Hybrid CNN with LSTM (C-LSTM):

Kaliyar et al. [117] proposed to stack the CNN and LSTM layers in a unified structure
named C-LSTM. Because multiple-branch convolution contains varied filters and kernel
sizes for successful feature mapping and because the LSTM network provides a batch
normalization process, this combination is beneficial. For effective detection of fake news,
the LSTM layer can extract useful information from the convolutional layer. Different
filter sizes across each dense layer were also considered. Figure 4.2 depicts the layered
architecture of the proposed C-LSTM deep neural network.
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Figure 4.2: A C-LSTM architecture for FND.

4.3.3.5 Bidirectional Encoder Representations from Transformers (BERT)

To address the limitations of earlier FND approaches, which failed to capture semantic
correlations between words, a language-based transformer model was introduced in [235].
The model incorporates the powerful bidirectional encoder representations from BERT
model [79] used to extract textual features, allowing for the preservation of semantic rela-
tionships between words. We evaluate the usefulness of the BERT in the FND context.

4.3.4 Experimental Settings
Our methodology consisted of two main phases. In the first phase (intra-domain), each

model was trained and tested on a specific dataset. We ensured a systematic approach by
splitting the data into appropriate training and testing sets, incorporating the necessary
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preprocessing steps, and monitoring the duration of training. The data split ratio was
7:1:2 for the training, validation, and testing sets, respectively. The hyperparameter tuning
process involves evaluating and comparing the learning rate, number of epochs, optimizer,
and batch size. The second phase (cross-domain) involved training each model on one
dataset and subsequently testing it on all other datasets to assess its performance across
multiple datasets and diverse domains.

The evaluation of the model performance was conducted using multiple metrics, in-
cluding accuracy, precision, recall, and F1-score. These metrics were selected to provide a
comprehensive assessment of the effectiveness of the model in detecting fake news.

4.3.5 Computational Environment

The experiments in this chapter were conducted on an ROG Strix G733ZW laptop powered
by a 12th Gen Intel Core 19-12900H processor, an NVIDIA GeForce RTX 3070 Ti GPU,
and 32GB of DDR5 RAM. Development and experimentation were carried out primarily
using Python, with Jupyter Notebooks and VSCode serving as the main programming
interfaces. A range of libraries, including NumPy, transformers, pandas, torch, tqdm,
scikit-learn, pyarrow, accelerate, sentencepiece, ipywidgets, datetime, logging, imblearn,
papermill, and XlsxWriter, facilitated various aspects of training and evaluating the model
in addition to data preprocessing.

The computational setup was well-suited for training RNN-based models such as LSTMs,
BiLSTMs, RNNs, and CNNs. However, BERT posed additional memory challenges due
to its larger model size and parameter complexity. To optimize memory usage, gradient
accumulation and batch size adjustments were implemented, ensuring efficient execution
within the available GPU capacity. For particularly resource-intensive tasks, cloud-based
computing resources were leveraged to enhance processing efficiency without compromising
performance.

4.3.6 Evaluation Metrics

The performance of the system was evaluated using various metrics including Accuracy,
Precision, Recall, F1-score, and Geometric-mean (G-Mean), as detailed in Table 4.1. These
metrics were chosen to provide a detailed assessment of the effectiveness of the model in
detecting fake news. We include accuracy as well as several metrics suitable for imbalanced
domains. This allowed us to obtain a better understanding of the performance of the model
in an imbalanced setting [95].
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Table 4.1: Performance evaluation metrics.

Metric Formula  Evaluation Focus

Accuracy % The proportion of correctly predicted positive and neg-
ative instances out of the total instances.

Precision (pre) # Measures the positive patterns that are correctly pre-
dicted from the total predicted patterns in a positive
class.

Recall (rec) ﬁ The proportion of actual positive instances that were
correctly predicted by the model.

F1-Score % The harmonic mean of precision and recall, balancing
both metrics.

G-Mean V/Sn x Sp The G-Mean evaluates the balance between correctly

identifying positive cases (sensitivity) and correctly
identifying negative cases (specificity).

Note: tp—true positive; tn—true negative; fp—false positive; fn—false negative; Sn—Sensitivity; Sp—
Specificity,

The tp value represents the number of correctly identified fake news instances. The
fp represents the number of instances incorrectly identified as fake news when they are
actually real. The tn represents the number of correctly identified real news instances,
while the fn is the number of instances incorrectly identified as real news when they are
actually fake.

The G-Mean is a crucial metric for evaluating performance in imbalanced classification
tasks. Unlike accuracy, which can be misleading in imbalanced datasets, G-Mean ensures
a balance between correctly classified positive and negative instances. It is particularly
useful when the dataset has a class imbalance issue, as it prevents the model from favoring
the majority class. In this thesis, G-Mean is mainly used when addressing class imbalance.

4.4 Results and Discussions

4.4.1 Models’ Performance Within the Same Dataset

This section presents the results of training and testing each model in each dataset, i.e.,
one dataset is used for training a model and testing it. Figures 4.3, 4.4, 4.5, 4.6, and 4.7
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show each model’s performance when trained and tested in a particular dataset by showing
the Accuracy, Precision, Recall, and F1 results for the selected models and datasets.

Our experiments show that the detection models have varying performances, working
well on some datasets while performing not so well on other datasets.

BiLSTM achieved a detection accuracy of 98.6% on the Fake News dataset, the original
dataset that was used to train this model [242]. Tt also performed well on other datasets
such as Fake News Detection and ISOT achieving an accuracy of 95.1% and 98.9%, respec-
tively. However, it was not successful in the other datasets. It achieved a low performance
of 47.8% on the FA-KES dataset and 58.7% on the LIAR dataset.

Our experiments also show that the hybrid CNN+RNN model that was trained on
ISOT achieved 99% detection accuracy while achieving a lower accuracy of about 50% in
FA-KES and LIAR datasets. The same pattern appeared for the CNN model on different
datasets other than the dataset ISOT that was originally used to train this model in [171].
It achieved 88% of detection accuracy on ISOT but its performance fell for all other datasets
used.

BERT demonstrated a strong performance in the detection of fake news across multi-
ple datasets, surpassing the other models previously examined. When originally trained
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on the FakeNewsNet dataset in [238], BERT achieved an accuracy of 92%. In our ex-
periments, when we applied BERT to various datasets such as Fake-or-Real, Fake News,
PHEME and ISOT, it consistently exhibited high accuracy rates of 74%, 95.8%, 88.8%,
98.3%, respectively. These results highlight BERT’s ability to effectively capture contex-
tual information and semantic relationships between words, enabling accurate detection of
fake news instances. However, it is important to acknowledge that BERT’s performance
can be influenced by the characteristics of the dataset it is trained on. When trained on
the LIAR dataset, BERT achieved a detection accuracy of 63.1%, while on the FA-KES
dataset, the accuracy was 52.9%. These results emphasize the need for further research
to better understand the factors that contribute to BERT’s performance variation across
different datasets and to enhance its effectiveness on challenging datasets.

4.4.2 Models’ Performance Across Datasets

This section presents the performance of the selected models when trained on a partic-
ular dataset and tested on each of the remaining datasets. Our goal is to observe their
performance across multiple datasets and diverse domains. Figures 4.8, 4.9, 4.10, 4.11,
4.12, 4.13, and 4.14 present the cross-domain testing results (i.e., training on one dataset
and testing on the remaining ones (x-axis)). The accuracy is used to reflect these models’
performance.

From the results we obtained, all models achieved superior results when the same
dataset was used to train and test the model. The BiLSTM, trained on the Fake News
dataset, achieved high accuracy (98.7%) when tested on the same dataset. However, its
performance decreased with all other datasets, indicating limitations in its generalizability.
In addition, BiLSTM struggled to detect fake news accurately in the ISOT and LIAR
datasets that achieved an accuracy of 51.7% and 43.7%), respectively, suggesting a potential
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challenge in the handling of various sources of deceptive information. The accuracy also
decreased when the FND and FA-KES datasets were used to test the model.

The hybrid CNN+RNN trained on the Fake News dataset showed a competitive accu-
racy of 90.8% when tested on the same dataset. However, its performance varied across
other datasets. Notably, the CNN+RNN model encountered difficulties in accurately iden-
tifying fake news in both the LIAR and the Fake News Detection datasets. This pattern
persisted even when the model was trained on other datasets, such as the Fake-or-Real
News, where it achieved an accuracy of 87.3% when evaluated on the same dataset. How-
ever, when tested on the FA-KES dataset, the accuracy dropped significantly to 25.1%.
This pattern also appears in the C-LSTM case.

Notably, BERT’s performance varied across datasets, suggesting that dataset charac-
teristics can influence its effectiveness. Despite this variation, BERT consistently out-
performed other models, demonstrating its robustness and effectiveness in FND. BERT
achieved competitive accuracy rates, including in the Fake News (95.8%) and ISOT (98.3%)
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datasets. However, it achieved an accuracy ranging between 38% and 62.2% when the Fake
News dataset was used for training the model and it was tested on the other datasets. These
findings showcase the importance of utilizing advanced language representation models like
BERT to enhance the accuracy and reliability of FND systems.

4.4.3 Research Questions’ Answers

From the extensive experiments we run, the defined research questions in Section 4.3.1 can
be answered as the following:

RQ1. What is the effectiveness of DL models in detecting fake news when they are trained
and tested on the same dataset?

The selected detection models exhibit a notable pattern in their performance: they
tend to work well on specific datasets but perform poorly on others. This indicates that
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the effectiveness of these models in detecting fake news is highly dependent on the charac-
teristics of the dataset they are trained on. For example, BiLSTM and hybrid CNN-+RNN
models achieve high detection accuracies when trained and tested on the same dataset,
suggesting their ability to capture patterns specific to that particular dataset. However,
their performance significantly declines when different datasets are used, indicating a lack
of generalizability. In addition, BERT stands out as a more robust model in terms of its
ability to adapt to different datasets, although further research is needed to understand the
factors that contribute to its varying performance and improve its efficacy on challenging
datasets.

RQ2. How do these models perform when they are trained on one dataset and tested on a
different one?

Based on our experiments, we observed that the models’ performance tends to decline
when tested on datasets different from the ones they were trained on. For example, the
BiLSTM and hybrid CNN+RNN models, which achieved high accuracies when trained and
tested on the same dataset, experienced a huge performance drop when tested on different
datasets. This suggests that these models struggle to generalize their learned patterns and
fail to capture the specific characteristics of new datasets. Similarly, the C-LSTM model,
despite performing well on the dataset it was trained on, faced challenges when applied to
other datasets.

In contrast, BERT demonstrated relatively better and more stable performance when
trained on one dataset and tested on other datasets. It consistently achieved high accuracy
rates across multiple datasets, indicating its ability to capture contextual information and
semantic relationships between words effectively. BERT’s strong performance suggests its
potential for generalization and adaptability to different sources of fake news.

Overall, our results confirm that specialized techniques such as TL should be applied
to enhance the model’s performance so that they can be used for FND in a real-world
scenario.

4.5 Summary

This chapter sheds light on the efficacy of DL for intra- and cross-domain FND. To investi-
gate the models’ detection generalizability and robustness, we conducted an extensive set
of experiments. We studied the models’ performance when they were trained and tested on
several datasets from different domains in the context of FND. Moreover, we also studied
the performance of these models when were trained in one dataset and were tested on
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other different datasets. As far as we know, this is the first study that carries out such an
extensive set of experiments including a vast number of fake news datasets and DL algo-
rithms. Our findings show that the selected models exhibit strong detection capabilities
when trained and tested on the same dataset, highlighting their ability to capture dataset-
specific patterns effectively. However, their performance notably deteriorates when applied
to different datasets and on different domains, indicating a lack of generalizability. Overall,
this chapter provides valuable insights into the performance of DL models for cross-domain
FND, highlighting the need for continued research and development to advance the field
and address the challenges associated with detecting fake news in various contexts.

In the following chapter, we will introduce BERTGuard, a novel two-tiered multi-
domain FND system. This approach is designed to enhance the effectiveness of FND
across multiple domains while addressing the class imbalance problem.
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Chapter 5

BERTGuard: Two-Tiered
Multi-Domain Fake News Detection
with Class Imbalance Mitigation

In the previous chapter, we evaluated the performance of several DL models in cross-
domain FND, revealing the challenges posed by class imbalance and generalization across
datasets in addition to the effect of utilizing BERT for the detection of fake news. In this
chapter, we introduce a novel two-tiered approach designed to enhance multi-domain FND
while specifically addressing the challenges posed by class imbalance. As previous chapters
highlighted, the effectiveness of DL models can be significantly hampered by the uneven
distribution of fake news instances across various datasets. This two-tiered framework
leverages a combination of model architectures to effectively capture different aspects of
fake news, while also implementing techniques to mitigate the impact of class imbalance.
The goal is to develop a more robust detection system that can operate effectively in
real-world scenarios where data variability is commonplace. This chapter is based on the
following published paper:

e Alnabhan, Mohammad Q., and Paula Branco. 2024. "BERTGuard: Two-Tiered
Multi-Domain FND with Class Imbalance Mitigation" Big Data and Cognitive Com-
puting 8, no. 8: 93. https://doi.org/10.3390/bdcc8080093
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5.1 Introduction

Social media has become a primary source of news that is readily accessible to people
worldwide. Today, sharing news content on social media platforms is as simple as click-
ing a button, leading to a constant stream of news from various domains being uploaded
daily [302]. Unfortunately, the ease of uploading news content coincides with the increased
spread of fake news. This poses a major problem in terms of reliability amongst consumers
and can have negative impacts, not only on individuals but also on social mobility, po-

tentially inciting widespread social panic [68]. In 2020, it was reported that one in every
five USA adults relied on social media as their primary source for news about the 2020
USA presidential election [291]. Therefore, detecting fake news is essential for assessing

the truthfulness of the content being consumed.

While human judgment remains effective for FND, ML models are increasingly em-
ployed by researchers for rapid and efficient FND [285,290]. News gathered from social
media has been categorized by topic into multiple domains, including health, social, pol-
itics, and entertainment [226]. While FND is important in all domains, some domains
have extremely limited fake news [225|. Further, fake news from specific domains has an
impact on society that is deemed more significant [226]. For instance, the dissemination
of fake news within the political domain during the 2016 USA presidential election may
have had a significant effect on the election outcome [21,312]. Another example that led
to a worldwide social panic [68] is linked to the influx of various information related to
the COVID-19 pandemic. The impact of spreading fake news via various social media
platforms led to a reduction in pandemic prevention measures [57]. As such, fake news
within specific domains like political or health domains tends to be more significant than
other fake news domains because of its ability to delve deeper, spread widely and more
rapidly, and reach a larger audience.

To address the issue revolving around detecting fake news, a wide range of ML detection
models have been suggested. Typically, these approaches concentrate on Single-Domain
Fake News Detection (SFND) in areas such as politics or health, where an algorithm
is specifically trained to identify fake news within a particular domain. However, models
trained in this manner often produce inadequate results when applied to other domains [25].
Although it has been found that news pieces from various domains can be interconnected,
which can potentially enhance the detection of fake news for the target domain, the use of
SFND is currently viewed as a disadvantage [225,302]. As such, multi-domain FND has
been used to address the limitations of SFND [146]. Multi-domain FND allows for the
utilization of various domains at once within a given dataset, leading to an improvement
in the performance in all domains. However, this comes with great complexity, creating a
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flaw within multi-domain FND such that the detection of fake news in some domains will
be higher at the expense of other domains performing worse [320)].

In addition, the majority of the available real-world domains’ instances belong to the
real news class (the majority or negative class), while a significantly smaller number cor-
responds to the opposite fake news class (the minority or positive class), which is the most
important class [27,288]. This is known as the class imbalance problem, in which the dom-
inant class has an advantage when training predictive models, causing them to disregard
the minority class. The imbalance problem leads to inadequate classification performance,
and most algorithms perform badly when datasets are substantially imbalanced [191]|. The
class imbalance problem also affects FND, as there is typically a lower representation of
fake news instances compared to true news instances in the available data, which makes
the model predict the true class (true news) almost all the time [27].

A critical gap remains from previous works, which is the lack of the details needed
to train models for each domain comprehensively. Moreover, existing solutions typically
train models on one or two datasets at most, which limits the scope of their analyses.
Recognizing the lack of systematic and comprehensive work in multi-domain FND, this
chapter introduced our newly invented BERTGuard, a holistic approach to multi-domain
FND. BERTGuard combines datasets from a diverse set of news domains to build the
groundwork for a complex detection system that functions on two levels. The first level
of our detection system performs domain classification, which is a critical phase in which
a BERT model is trained on a merged multi-domain dataset. This initial classification
attempts to determine the exact domain to which a given news story belongs. The second
level uses domain-specific BERT models to predict the news inside each designated domain.
This hierarchical structure ensures that the detection process is tailored to the unique
characteristics of each domain, increasing the overall system’s precision and reliability.

To assess the performance and generalizability of our technique, we rigorously tested
the invented detection system in five distinct domains: politics, health, science, crime, and
social. We considered as baselines a single-level BERT model (Baseline 1) and the model
proposed by [116] (Baseline 2). Finally, we assessed the impact of class imbalance on de-
tection accuracy and explored three different handling approaches; random downsampling,
random upsampling, and class weight adjustment.

Key Contributions

The main contributions of this chapter are as follows:
e Introduction of BERT Guard: We propose BERTGuard, a novel two-tier solution
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for multi-domain FND utilizing BERT-based models, which addresses limitations in
existing methods by improving the semantic understanding of textual data.

e State-of-the-art performance: We carry out an extensive evaluation of our pro-
posed approach by comparing it against existing alternative solutions and demon-
strate that BERTGuard outperforms existing methods by achieving a 27% improve-
ment in accuracy and a 29% increase in F1-score across multiple benchmark datasets,
establishing a new state-of-the-art in FND.

e Class imbalance analysis: We analyze the impact of three methods for dealing
with the class imbalance inherent to these domains, providing valuable insights for
future research and practical applications in FND.

Chapter Organization:

This chapter is organized as follows. Section 5.2 provides the background and a review
of the literature. In Section 5.3, we present our proposed multi-stage solution for FND,
BERTGuard. In Section 5.4, we outline the experimental methodology employed in our
study, providing details on the datasets and the evaluation metrics utilized. Section 5.5
presents the experimental results and analyzes the findings. Lastly, Section 5.6 summarizes
the chapter.

5.2 Background and Related Work

Transformer-based models have been explored for FND. BERT is a DL model designed
to generate text, analyze sentiment, and understand natural language. It leverages trans-
former encoders to perform various NLP tasks [219]. BERT has been employed in previous
studies to achieve superior results in various sentiment analysis tasks [187]. Despite being
pre-trained on a large set of textual data, BERT needs to be modified to perform efficiently
on a given task [302].

Several versions of BERT exist in the literature, each tailored to specific domains or
tasks. Some notable BERT versions include:

e RoBERTa: This is a variant of BERT designed to improve the training process.
It was developed by extending the training duration, using larger datasets with
longer sequences, and employing larger mini-batches. The researchers achieved signif-
icant performance improvements by adjusting several hyperparameters of the original

BERT model [177].
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Distilled version of BERT (DistilBERT): This is a more compact, faster, and
cost-effective version of BERT, which is derived from the original model with certain
architectural features removed to improve efficiency [279]. Similarly to BERT, Dis-
tilIBERT can be fine-tuned to achieve strong performance in various NLP tasks [195].

BERT-large-uncased: This is a BERT model with 12 more transformer layers, 230
million more parameters, and a larger embedding dimension, allowing the model to
encapsulate much more information than BERT-base-uncased [320].

BERT-cased: This model was trained with the same hyperparameters as first pub-
lished by Google [195].

ALBERT: This is a streamlined version of BERT designed to reduce memory usage
and accelerate training. It employs two primary parameter reduction techniques:
dividing the embedding matrix into two smaller matrices and using shared layers
grouped together [183]. ALBERT is recognized for its reduced number of parameters
compared to BERT, which enhances its memory efficiency while still delivering strong
performance. These variations highlight BERT’s adaptability across various domains
and its potential for tailored customization to specific tasks.

Table 5.1 summarizes the latest key advances utilizing transformer models in FND.
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Table 5.1: The main transformer-based FND models.

Ref. Year Model Covered Multi-Domain?
[25] 2023 BiLSTM, Hybrid CNN+RNN, CNN, C-LSTM, and BERT No
BERT+LSTM model for text content analysis

[194] 2023 GAT for modeling social network features No

[48] 2023 BERT No

[35] 2023 BERT + LightGBM No

[301] 2023 SBERT, RoBERTa, and mBERT No

[311] 2023 Hybrid en.semble learn.ing 1n9del: BERT for text classiﬁcatic.)n tasks No

Ensemble learning models, including Voting Regressor and Boosting Ensemble

[20] 2023 CT-BERT with BiGRU No

[283] 2023 BERT, LSTM, BiLSTM, and CNN-BiLSTM No

[168] 2023 DistilBERT and RoBERTa No

[272] 2023 hybrid model combining LSTM and BERT with GloVe embeddings No

[36] 2023 TF-IDF N-gram, BERT, GloVe, and CNN No

[231] 2022 Arabic-BERT, ARBERT, and QaribBert No

[258] 2022 BERT, XLNet, RoBERTa, and Longformer No

[219] 2022 BERT with Reinforcement Learning (RL) Gossip (Soci;ge)jsan d Political
[262] 2022 BERT No

[330] 2022 BART and RoBERTa No

[116] 2021 FakeBERT: Combination of BERT and 1d-CNN Social arTgSPoli deal
[286] 2021 ALBERT, BERT, RoBERTa, XLNet, and DistilBERT No

[126] 2021 BERT Yes

Political, Social, and Health

A comparative study was carried out that involved five transformer models: BERT,
ALBERT, RoBERTa, XLNet, and DistilBERT [286]. The authors performed a comparison

with different combinations of hyperparameters and yielded equivalent results.

Another comparative study investigated the effectiveness of cross-domain models and
found that models based on BERT achieved the best detection accuracy [25].

Subsequently, a DL model was developed combining BART and RoBERTa to differ-
entiate between true and fake news articles [330]. The embeddings from both BART and
RoBERTa were first processed through LSTM and CNN architectures, then concatenated
and further processed through additional LSTM and CNN layers.

In addition, Kaliyar et al. [110] introduced FakeBERT, a DL model for the detection
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of fake news that uses BERT in conjunction with 1D CNNs of various kernel sizes and
filter configurations to improve classification performance. BERT is used to generate word
embeddings, which are subsequently processed through three parallel convolutional layers
with different kernel sizes. The dataset used encompasses both social and political news,
with a focus on the USA presidential election of 2016. This approach based on BERT
achieved an impressive detection accuracy of 98.9%, outperforming other ML techniques.

An attention-based transformer model has also been used to detect fake news [251]. The
authors compared their approach with a hybrid CNN model that integrates both text and
metadata. The transformer model demonstrated superior accuracy compared to the hybrid
CNN model. However, transformer-based methods often involve significant computational
costs and require large amounts of training data.

Using single datasets for the detection of fake news has several limitations. First, they
provide limited coverage: single datasets can focus on specific topics or domains, such as
political statements or social media posts, leading to a lack of diversity in the types of
fake news covered [233]. Second, there is dataset bias: Datasets constructed only with
specific types of news, such as political or e-commerce news, can lead to biased models
that perform poorly when detecting news related to other topics, resulting in dataset
bias [159,233]. Third, there is a lack of labeled data: the shortage of labeled data for
training detection models impedes the development of effective FND systems [262]|. Fourth,
there are problems with overfitting and generalizability: limited and imbalanced datasets
can cause ML and DL models to overfit or underfit, affecting their ability to generalize and
perform well [98, 106].

To overcome these limitations, it is crucial to utilize a diverse set of publicly avail-
able evaluation datasets for the detection of fake news and incorporate multiple domain-
specific datasets. Implementing cross-domain, cross-language or cross-topic analyzes pro-
vides a comprehensive approach by incorporating datasets across various domains or topics,
thereby enhancing the detection process and improving the generalizability of FND mod-
els [260].

Many studies on automated detection of fake news have relied on datasets confined
to a single domain, such as political, social, or health domains, for model training and
evaluation. This focus on a single domain is driven by the performance decline observed
in these ML and DL techniques when they encounter unseen data from other domains.
Domain-specific features, particularly style-based attributes, can vary significantly across
different domains [260]; consequently, features must be carefully selected to distinguish
between fake and real news within the specific domain being examined.

The current state-of-the-art highlights the need for further research across various do-
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mains. As a result, comprehensive cross-domain techniques for FND are essential, despite
some previous studies that attempt to tackle this issue using cross-domain data, such as
the recent work by Alnabhan and Branco [25].

Other works exist that address the multiple-domain problem in detecting fake news.
Han et al. [108] proposed a continuous learning approach for domain-agnostic FND that
utilized a GNN to sequentially learn across multiple domains. However, this method has
two drawbacks: (1) it assumes that new domains will arrive in a specific sequence, and (2)
it assumes that these domains are already known, which is not the case in real-world data
streams. In contrast, Cardoso et al. [00] introduced a method that retains knowledge across
different domains by leveraging a robust, optimized BERT model to select informative
instances for manual annotation from a large unlabeled dataset. Consequently, earlier
studies explored the integration of information from multiple domains to develop a model to
detect fake news across domains. For example, Castelo [62] trained a model on the Celebrity
dataset and tested it on the US-Election2016 dataset to determine the generalizability of
their approach.

Huang et al. [126] proposed a novel framework for detecting fake news in new domains
called DAFD: Domain Adaptation Framework for FND. The framework combines domain
adaptation and adversarial training strategies to align the data distribution of the source
and target domains and enhance the model’s generalization and robustness. The framework
consists of a pre-training phase, where the data distribution alignment is performed, and a
fine-tuning phase, where adversarial examples are generated to further improve the model’s
performance. Experiments conducted on real datasets, including PolitiFact, GossipCop,
and COVID show that DAFD outperforms state-of-the-art methods for detecting fake news
in new domains with a small amount of labeled data. The framework components were
analyzed, showing that both domain adaptation and adversarial training are crucial to
improving detection performance.

Mosallanezhad et al. [219] proposed a domain-adaptive model called Reinforced Adap-
tive Learning FND (REAL-FND). REAL-FND leverages generalized and domain-independent
features to differentiate between fake and true news. This approach is based on previ-
ous findings that suggest that domain-invariant features can improve the robustness and
generalizability of FND techniques. For example, fake news publishers have frequently
used clickbait writing styles to capture the attention of targeted audiences, highlighting a
domain-invariant characteristic. In addition, patterns derived from social contexts, such
as a user’s comment disputing a news article or interactions between users and identi-
fied fake news disseminators, offer critical additional information for classifying fake news
within a specific domain. In REAL-FND, the approach departs from the conventional
method of using adversarial learning to train cross-domain models. Instead, it employs
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a RL component to transform the learned representation from the source domain to the
target domain. Unlike other RL-based methods that modify model parameters, in REAL-
FND, the RL agent adjusts the learned representations to obscure domain-specific features
while preserving domain-invariant components. This method offers greater flexibility than
adversarial training, as the RL agent can directly optimize the confidence values of any
classifier without the need for a differentiable objective function.

5.2.1 Fake News Datasets

Researchers identify the primary challenge in the detection of fake news as the scarcity of
large-scale datasets and the absence of a comprehensive benchmark dataset with reliable
ground truth labels [300]. Furthermore, there are not many datasets with different labels,
sizes, and application domains that can be found online for the detection of fake news.
Certain datasets are sourced exclusively from political statements, while others come from
posts on social media and even news articles. This diversity presents a significant obstacle
in the field of fake news.

Additionally, acquiring datasets for academic research is challenging due to privacy
restrictions on extracting data from online sources. One solution is to purchase data
from these platforms or crowd-sourcing websites. Another approach is to utilize existing
datasets from the literature that align with the study’s requirements,; such as ISOT [9],
PHEME [377], Liar [315], GossipCop [300], FakeNews [111], Snopes [303], COVID FN [312],
Politifact [216], Climate [51], and COVID-Claims [270].

5.2.2 Dealing with Class Imbalance

The class imbalance problem has received a lot of attention [51]. However, when observing
the particular domain of FND, we verify that this issue still has received very little atten-
tion. Existing research has shown the prevalence of the imbalance problem as cases of fake
news proliferate, sometimes exceeding those of true news [(]. This imbalance complicates
the development of accurate and reliable methods for detecting fake news. The overfitting
of NNs due to class imbalance is a key challenge, highlighting the need for investigation
and improvements in this domain [106].

Although some studies have explored specific elements of FND models, including dataset
division, features, and classifiers, there has been an insufficient examination of the limi-
tations of datasets and features and their impact on detection models, particularly with
respect to class imbalance [27, 106]. Furthermore, the precision of the detection models
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is significantly unsatisfactory, with a low detection rate and a long detection processing
duration [6,233,260].

In addition, research has been performed to minimize domain biases and increase the
accuracy of cross-domain FND, which is connected to the difficulty of imbalanced data
across different domains [159]. In addition, a comprehensive review highlights the con-
straints of current FND models due to imbalanced and limited datasets, highlighting the
necessity for comprehensive cross-domain techniques to address these difficulties [233].

Furthermore, learning techniques such as resampling methods (e.g., oversampling and
undersampling), data augmentation, and cost-sensitive learning have been utilized to bal-
ance the class distribution and increase the accuracy of FND models [273]. These ap-
proaches have yielded promising results in addressing the class imbalance problem in FND.

Keya et al. [162] created ’AugFake-BERT’ to control imbalances by data augmentation
to boost the effectiveness of fake news categorization, specifically addressing the influence
of imbalanced datasets on detection models. Similarly, [2532] used back-translation as data
augmentation, applying pre-trained word embeddings (Word2Vec, GloVe, and fastText) in
CNN, BiLSTM, and ResNet models for FND.

Mouratidis et al. [220] addressed the class imbalance issue by implementing SMOTE to
oversample the minority class. SMOTE is a widely used method for generating synthetic
samples to effectively reduce the class imbalance problem in machine learning models. This
approach resulted in an improved accuracy and Fl-score, improving from 95% and 99% to
98% and 100%, respectively.

Additionally, other methods such as the focal loss function and specific learning tech-
niques have demonstrated the ability to achieve high accuracy and satisfactory recall,
further mitigating the effects of class imbalance [15,37].

The number of research studies conducted highlights ongoing efforts to tackle the im-
balance in detecting fake news.

5.3 BERTGuard: Two-Tiered Multi-Domain Fake News
Detection with Class Imbalance Mitigation

In this section, we outline our BERTGuard approach FND, which utilizes a two-stage
detection method based on BERT, and explore the impact of domain-specific classification.
The first stage of our solution entails classifying the news domains with BERT to capture
the nuances associated with various sources of information. Then, in the second stage, we
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use domain-specific BERT models to determine the validity of news within their respective
areas. Figure 5.1 presents the BERTGuard detection approach.

We chose to base our approach on BERT due to its proven ability to enhance FND
by capturing complex linguistic patterns and contextual nuances. Numerous studies have
validated the effectiveness of BERT in this domain [25, 129,171,238 254, 316]. In addition,
BERT’s contextualized word representations enable it to capture the nuanced meaning
and context of words and phrases within news articles, which is crucial for distinguishing
between real and fake news. Moreover, BERT handles the issue of missing information in
FND through its advanced language understanding capabilities and the ability to capture
contextual information. By analyzing the language used in the news articles and comparing
it to a database of known fake news, BERT can identify patterns and inconsistencies that
suggest that a news article may be fake, even in the presence of missing information [116].
Furthermore, BERT’s fine-tuning capability allows it to adapt to the nuances of the task
and the dataset, which can help mitigate the impact of missing information on the overall
accuracy of FND [146].

As depicted in Figure 5.1, the initial stage of the pipeline employs a multiclass clas-
sification model based on BERT. This model ingests diverse text formats, such as news
articles, and analyzes them to determine and assign a relevant domain.
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Figure 5.1: BERTGuard FND architecture.

Following initial testing, we discovered that the base version of DistilBERT, a distilled
variant of BERT, outperformed other BERT models and was significantly faster in both the
training and testing phases. Therefore, it was decided to use DistilBERT for classification.

We trained this model on all the training datasets allocated for this purpose. These
training datasets were chosen from five different news domains. We merged the datasets
FA-KES, COVID-EFN, COVID-FNIR, FakeNews, ISOT, LIAR, Climate, and GossipCop
into a single dataset for training DistilBERT. The data were preprocessed for classification
by encoding the categories into integer values (crime: 0, health: 1, politics: 2, science: 3,
and social media: 4).

The DistilBERT model was therefore set up to have five labels, one for each category.
The training, validation, and testing datasets were encoded with the DistilBERT tokenizer
and converted into PyTorch tensors. The motivation for domain classification arises from
the fact that a news article often belongs to multiple domains or topics, i.e., news articles
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may overlap across different topics. In addition, the domain classification model was tuned
by adjusting the number of epochs, and several iterations of a given epoch were performed
to assess the performance at a given epoch.

Following the domain classification stage, the pipeline directs the input data to a
domain-specific detection model. We conduct an initial testing phase to determine the
most suitable BERT for each domain. The models in this stage are trained on datasets
with data belonging to that specific domain, making them specialized at detecting fake
content within that domain. The model outputs a boolean value denoting whether the
input is detected as fake or not. Fine-tuning of the models was done to maximize the
F1-scores. The fine-tuning that was done on all of the models above for each category
includes epochs, optimizer, and learning rate.

Five domain-specific models were trained on each of the five domains considered (crime,
health, politics, science, and social media). The pre-trained model selection consists of the
tokenizer, the sequence classifier, and the model itself. Below are all the options used:

1. Tokenizer: BertTokenizer, classifier: BertForSequenceClassification, and model: BERT
(base uncased);

2. Tokenizer: BertTokenizer, classifier: BertForSequenceClassification, and model: BERT
(base cased);

3. Tokenizer: DistilBertTokenizer, classifier: DistilBertForSequenceClassification, and
model: DistilBERT (base uncased, finetuned SST-2 English);

4. Tokenizer: DistilBertTokenizer, classifier: DistilBertForSequenceClassification, and
model: DistilBERT (base uncased);

5. Tokenizer: RobertaTokenizer, classifier: RobertaForSequenceClassification, and model:
RoBERTa (base);

6. Tokenizer: AlbertTokenizer, classifier: AlbertForSequenceClassification, and model:
ALBERT (base v2).

Overall, BERTGuard incorporates an initial BERT model for domain classification,
followed by five specialized BERT-based models tailored to the detected domain.

In addition, BERTGuard addresses the critical issue of class imbalance in FND. Our
approach includes balancing the training datasets by oversampling the minority class, un-
dersampling the majority class, and adjusting the class weights.
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5.4 Research Methodology

In our study, we developed BERTGuard: a two-stage FND approach utilizing BERT and
focusing on domain-specific classification. The first stage involves classifying the news
domains with BERT to capture the nuances of various sources of information. In the
second stage, domain-specific BERT models are used to assess the validity of news within
their respective domains. To establish baselines for comparison, we developed a model that
disregards news domains to serve as the first baseline. We also used a well-known model
using a base version of BERT called FakeBERT [116]| as another baseline.

5.4.1 Selected Datasets

We chose the most widely used and publicly available datasets related to the following
fake news domains shown in Table 5.2. This table provides an overview of the datasets
used in our experiments, organized by news domain to highlight the diversity of the data.
Each dataset is categorized into specific domains, such as politics, health, and social media,
which helps understand the context and type of content each dataset contains. The table
also indicates which datasets were used for training and which were used for testing. This
distinction is crucial for evaluating the model’s performance across different domains and
ensuring that the model is exposed to a variety of data during both the training and testing
phases. The primary goal of this organization is to provide comprehensive coverage of each
domain. By having at least one dataset from each domain for training and another for
testing, we can better assess the model’s generalization capabilities and its effectiveness in
handling domain-specific nuances. This structured approach allows us to systematically
evaluate ProFineLlama’s performance and robustness across multiple domains, providing
a thorough assessment of its fake news detection capabilities.

It is worth mentioning that the datasets used previously in Chapter 4 are different
from the ones we use in this chapter, Chapter 5, and in the next chapter, Chapter 6.
The datasets used in Chapter 4 were selected to provide a broad evaluation of different
architectures, including LSTM, BiLSTM, RNN, CNN, and BERT, allowing for an initial
comparison of their effectiveness in FND. These experiments helped draw the conclusion
that a generalized cross-domain detection model was needed, which required datasets cov-
ering various news domains to improve model adaptability. While Chapters 5 and 6 focus
on advanced approaches, they incorporate most of the datasets used in Chapter 4 along
with additional datasets from other domains to better address cross-domain generalization
and improve the robustness of the models. The dataset selection evolved to align with the
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research objectives in each stage, ensuring that the later experiments were conducted on a
more diverse and representative set of news domains.

Table 5.2: Characteristics of the datasets used in our experiments.

Dataset Ref Domain True Fake Purpose
FA-KES [1] Crime 426 378 Training
Snopes [303]  Crime 195 120 Testing
COVID-FNIR [270] Health 3795 3793 Training
COVID-FN [312] Health 2061 1058 Training
COVID-claims [270]  Health 1591 1230 Testing
Liar [315]  Politics 7176 5669 Training
ISOT [11]  Politics 23,481 21,417 Training
FakeNews [111]  Politics 10,413 10,387 Training
Pheme [377] Politics 5089 1335 Testing
Politifact [216]  Politics 11,760 9392 Testing
Climate [51]  Science 654 253 Training
ISOT-small (ISOT-Science) [I1]  Science 1000 1000 Testing
GossipCop [300]  Social 16,817 5323 Training
ISOT-small (ISOT-Social) [11]  Social 1000 1000 Testing

Regarding the training data and the preprocessing tasks, the model in the domain
classification stage (the first stage of BERTGuard) is trained on a dataset composed of
FA-KES, COVID-FN, COVID-FNIR, FakeNews, ISOT, LIAR, Climate, and GossipCop
datasets. These datasets represent the five news domains we selected. The data are
processed into 'text’ and ’label’ columns. The 'text’ column contains all the news article
content (title and text) used for detection. The ’label’ column will be either ’1” or '07,
corresponding to 'fake’ or 'not fake’, which serves as the target for the detection model.

Combining these datasets to train the domain classification model required careful
consideration as some datasets include more textual columns such as ’title’ and 'text’.
We concatenated these fields into a single 'text’ column containing all relevant content
from the news articles. All other features were stored in a JSON dictionary and kept as
supplementary metadata. Retaining the additional features in a metadata field can make
them ready to be accessed if needed for future refinements or other aspects of the project.

Our datasets (news articles) were already labeled by their respective sources. We did
not perform additional labeling. Each article was assigned a label in the 'label’ column,
where ’1” indicates 'fake’ and 0’ indicates 'not fake’. Some datasets had more than two
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possible truth values, so articles that were labeled half-true or mostly-true were labeled 0
(True), while articles labeled barely-true or pants-fire were labeled 1 (Fake). This label
was used as the target variable for our detection models.

For domain labeling and categorization, we added a new ‘domain’ column to each
dataset, indicating the specific category (domain) of each article based on its content and
source. The domain label is consistent across all news articles within the same dataset.
The domains were categorized into five primary areas: Politics, health, crime, social and
science. These categories were encoded into integer values for consistency and ease of
processing as follows: Crime: 0, Health: 1, Politics: 2, Science: 3, and Social: 4. We
followed a systematic approach, splitting the data into training, validation, and testing
sets with a ratio of 7:1:2. We also included essential preprocessing steps and tracked the
duration of the training to maintain consistency and optimize effectiveness. We tuned the
models by adjusting the number of epochs and running multiple training iterations at a
given epoch.

To achieve a unified format for all the collected datasets, a comprehensive preprocessing
was performed. This standardization ensures minimal additional processing in later stages
and maintains data consistency across the project. The following steps detail the main
preprocessing tasks:

1. Label standardization: The label values were standardized to ensure uniformity. The
datasets that we utilized in this study were already labeled by their sources. In
this project, "1’ was assigned to indicate ’fake’ news, and ’0’ indicates 'not fake’
news. Some datasets originally had multiple classes representing varying degrees of
'fakeness’. These were binarized into a fake / non-fake format based on criteria that
balanced the dataset as effectively as possible.

2. Text processing:
e (Cleaning: Raw data were cleaned to remove irrelevant content such as HTML

tags, scripts, special characters, and advertisements.

e Standardization: Standardized formats were applied, such as converting dates
to a consistent format and removing duplicates.

e Normalization: text normalization included converting text to lowercase and
expanding contractions.

e Tokenization: The text was tokenized to break it down into individual words or
tokens using BERT’s WordPiece tokenizer.
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3. Handling missing data: entries with missing titles, bodies, or descriptions were re-
moved to ensure the integrity of the dataset.

4. Multi-language data: for datasets containing multi-language data, articles were fil-
tered to include only those written in English, ensuring uniformity in text processing
and model training.

5. Metadata management: all other features not directly used in the primary analysis
were stored in a JSON dictionary as supplementary metadata. This approach allows
these features to be easily utilized if needed for further refinement of the results.

It is worth mentioning that no other text preprocessing techniques, such as stopwords
removal and lemmatization, were applied so as not to affect BERT performance.

Regarding the detection stage (second stage of BERTGuard), each domain-specific
model was trained using the training datasets that represent that domain. For example,
we used the FakeNews, ISOT, and LIAR datasets to train the political BERT model.
The remaining political datasets (Pheme and Politifact) were used later for final complete
detection system testing.

Data were handled by loading them as a whole category to train and test models.
This process included detecting all datasets files, loading them as dataframes, and then
concatenating all of these dataframes to create a combined dataframe.

5.4.2 Experimental Settings

Various versions of BERT were utilized after carefully considering the performance and
time required by these models. The selection of these BERT versions has been made
based on the experimental results that we will detail later in Table 5.4 in Section 5.5.1.
This dynamic selection process improves the adaptability and effectiveness of our solution.
Based on these experimental results, we chose the following BERT versions for the following
news domains:

e Crime: distilbert-base-uncased-finetuned-sst-2-english;

e Health: distilbert-base-uncased;

e Politics: bert-base-uncased;

e Science: roberta-base;
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e Social media: distilbert-base-uncased.

For the first stage of our BERTGuard, we trained the DistilBERT model on a merged
dataset comprising the FA-KES, COVID-FN, COVID-FNIR, FakeNews, LIAR, Climate,
and GossipCop datasets. The dataset was preprocessed by encoding categories into in-
teger values (crime: 0, health: 1, politics: 2, science: 3, and social media: 4). The
DistilBERT model was configured with five labels: one for each category. In the second
stage of BERTGuard, each domain model was trained on the training datasets from the
respective domain. For evaluation, we compared the performance of BERTGuard against
the baselines.

Our BERTGuard also attempts to mitigate the class imbalance since this is a critical
issue in the FND context. These attempts include balancing the training datasets by
oversampling the minority class, undersampling the majority class, and adjusting the class
weights.

Oversampling entails boosting the number of instances in the minority class by ran-
domly replicating them. This technique helps mitigate bias towards the majority class,
enhancing the model’s ability to learn from minority class examples.

Conversely, undersampling involves decreasing the number of instances in the majority
class by randomly discarding some samples. This approach prevents the model from being
dominated by the majority class, allowing it to concentrate more on learning from the
minority class.

In addition, adjusting class weights is another technique used to address class imbal-
ance. The idea is to assign higher weights to the minority class (e.g., fake news) and lower
weights to the majority class (e.g., true news) during training to ensure that the model pays
more attention to the minority class. The common approach to determining the optimal
class weights is manual tuning. The purpose is to manually tune the class weights based
on domain knowledge or prior experience with the dataset. The choice of class weights is
often a balance between overfitting and underfitting. Assigning excessively high weights
to the minority class can lead to overfitting, where the model becomes overly biased to-
wards classifying instances as the minority class, potentially reducing its overall accuracy
and effectiveness. Conversely, setting the weights too low can result in underfitting, where
the model does not adequately learn from the minority class, leading to poor performance
in those examples. This approach ensures that the loss function penalizes misclassifica-
tion of underrepresented classes more heavily, thereby improving their recognition. The
weights were fine-tuned iteratively, evaluating the model’s performance on validation data
to achieve an optimal balance between majority and minority class predictions. By dy-
namically adjusting these weights, the model was able to learn from the minority class
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without overfitting to noise, improving classification robustness in the presence of skewed
distributions.

Regarding the main baseline model, we developed a BERT (base uncased) model for
one-stage FND (Baseline 1) without paying attention to the news domains. The imple-
mentation is based on what we did in the domain classification model, with the following
changes: the label column will be either "1’ or ’0’, corresponding to ’fake’ or 'not fake’,
which will be the target for the detection model.

The other baseline (Baseline 2) that we used from the literature, FakeBERT [116], was
trained on the same dataset used to train our main baseline.

5.4.3 Evaluation Metrics

The performance of the proposed models was evaluated using various metrics, as detailed
in Chapter 4, Section 4.3.6. These metrics were selected to offer a complete evaluation of
the effectiveness of the detection model. These metrics include recall, precision, accuracy,
F1-score, and G-mean.

5.4.4 Computational Environment

The experiments in this chapter were carried out in high-performance local and cloud-based
computing environments to ensure efficient model training, evaluation, and data processing.
The primary setup utilized for these experiments included a ROG Strix G733ZW laptop
equipped with a 12th Gen Intel Core 19-12900H processor, NVIDIA GeForce RTX 3070
Ti GPU, and 32GB DDR5 RAM. Additionally, cloud-based computing resources were
employed, specifically Vast.ai, which provided access to an AMD EPYC 7302 16-Core
processor, an NVIDIA RTX 4090 GPU, and 32GB RAM, offering peak performance of
81.8 TFLOPS.

The experiments were executed using CUDA 12.3 for GPU acceleration, with Python,
Jupyter Notebooks, and VSCode as the primary development environments. The software
stack included NumPy, transformers, pandas, torch, tqdm, scikit-learn, pyarrow, accel-
erate, sentencepiece, ipywidgets, datetime, logging, imblearn, papermill, and XlsxWriter,
ensuring seamless handling of data preprocessing, model training, and evaluation.

The setups used in this chapter provided greater flexibility for iterative experimentation
and rapid prototyping, balancing computational efficiency with accessibility. This approach
enabled extensive testing while maintaining high computational performance, ensuring
reliable and scalable experimentation across multiple FND tasks.
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5.5 Results and Discussion

This section presents the results of our experimental evaluation. We begin by presenting
the ad hoc testing results for selecting the best model for each case and domain. Afterward,
we observe the performance of the baseline models considered and BERTGuard. Then we
explore the effect of handling the imbalance problem by adjusting the class weights and
applying upsampling and downsampling.

5.5.1 Model Selection

In this section, we present the initial ad hoc tests to pick the model for classification and
detection. This is not meant to be an exhaustive test, but rather a quick comparison
between the models when deciding the best course of action.

To select the domain classification model, we used a balanced dataset with 850 samples
per category in the training/validation data and 160 samples/category in the testing data.
The test/validation split was 80% to 20%. Table 5.3 shows the accuracy for each model
used.

Table 5.3: Domain classification model results.

Model Average Accuracy Training Time
(seconds)
albert-base-v2 95.8% 724.1
bert-base-uncased 92.9% 1933.9
distilbert-base-uncased 96.8% 96.2
distilbert-base-uncased-finetuned-sst-2-english 91.8% 220.6
roberta-base 98.6% 1546.0

While roberta-base achieved a slightly higher average accuracy (98.6%) compared to
distilbert-base-uncased (96.8%), the training time for distilbert-base-uncased was signifi-
cantly shorter. The distilbert-base-uncased model trained in 96.21 s, whereas the roberta-
base model required 1545.98 s.

This substantial difference in training time demonstrates that distilbert-base-uncased
is much more efficient, making it a more practical choice, especially when computational
resources and time are constrained. Moreover, the marginal difference in accuracy (1.8%)
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does not justify the significantly higher training time and resource consumption of the
roberta-base model. Therefore, we opted for the distilbert-base-uncased model to achieve
a balance between high accuracy and efficient resource utilization.

For the domain-specialized detection model, another quick testing task took place for
each news domain. Table 5.4 presents the average accuracies of different models tested for
each domain.

Table 5.4: The average accuracies of various models on news domains.

Model Crime Health Politics Science Social

albert-base-v2 61.7% 84.8% 67.8% 75.3% 84.2%
bert-base-uncased 61.3% 87.5% 87.8% 74.7% 84.7%
distilbert-base-uncased 60.1% 88.3% 68.5% T77.7% 95.6%
distilbert-base-uncased-finetuned-sst-2-english 68.8% 86.2% 61.3% 71.6% 84.5%
roberta-base 56.9% 87.6% T71.8% 80.2% 88.7%

bert-base-cased 61.9% 87.1% 69.6%  76.4% 84.7%

For deciding the best model for each news domain, we prioritized the highest average
accuracy for each specific domain:

1.

Crime: The distilbert-base-uncased-finetuned-sst-2-english model performed the best,
with an average accuracy of 68.8%. This suggests that the fine-tuned version of Dis-
tilBERT is better at capturing the nuances in the crime domain.

. Health: The distilbert-base-uncased model achieved the highest accuracy of 88.3%,

making it the most suitable for health-related news detection.

. Politics: The bert-base-uncased model had the highest accuracy at 87.8%, indicating

its effectiveness in detecting political news.

Science: The roberta-base model excelled in the science domain, with an accuracy
of 80.2%, suggesting it handles the specific language and context of science-related
news more effectively.

Social: The distilbert-base-uncased model stood out, with a remarkable accuracy of
95.6%, making it the best choice for the social domain.
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These selections balance accuracy across various domains, ensuring that each model
is optimized for the specific characteristics of the content it will encounter. Although
the Roberta-base model showed strong performance in certain areas, the distilbert-base-
uncased variants, including the fine-tuned version, offered competitive accuracies with the
added benefit of being more resource-efficient, as noted in previous experiments.

5.5.2 Single-Stage Fake News Detection Results

In this section, we present the results of testing the first baseline model (Baseline 1) that
we used in our work. This model is a BERT (base uncased) model trained on the merged
datasets from the domains considered and tested on the set of unseen datasets. Domain
categories were not taken into account when training this model. Table 5.5 presents the
precision, recall, accuracy, F1-score, and G-Mean when testing the Baseline 1 model, which
is the main baseline model we developed.

Table 5.5: Single-stage FND results—DBaseline 1.

Testing Dataset Precision Recall F1-Score Accuracy G-Mean

Snope 0.583 0.774 0.665 0.517 0.672
COVID-Claims 0.224 0.135 0.169 0.247 0.174
Pheme 0.313 0.193 0.238 0.744 0.245
Politifact 0.486 0.182 0.265 0.495 0.298
Climate 0.349 0.435 0.387 0.616 0.390
GossipCop 0.379 0.744 0.502 0.645 0.531
ISOT-small 0.581 0.790 0.670 0.557 0.677

The evaluation of Baseline 1 reveals the drawbacks of a non-domain-specific approach.
Across several datasets from various domains, distinct patterns emerge. Starting with
the accuracy and recall measures, the model’s performance varies significantly between
datasets. Notably, in the ’Snope’ dataset, the model shows higher precision but lower
recall, demonstrating a tendency to properly identify true news while missing a significant
proportion of fake news cases. In contrast, in the 'GossipCop’ dataset, the model achieves
a greater recall, indicating a stronger capacity to detect fake news but with a trade-off in
precision. On the other hand, specialized datasets such as ’‘COVID-Claims’ pose distinct
difficulties for the baseline model, as evident in the reduced precision, recall, and F1-score.
This underscores the importance of tailoring models to specific content domains, particu-
larly those with distinct characteristics such as health-related information. Additionally,
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the G-Mean, which measures the balance between recall and specificity, is notably low
for this dataset, further highlighting the challenge in achieving a balanced performance in
certain domains.

The baseline model has modest precision and recall in the ’Politifact’ dataset, indicat-
ing some adaptation across platforms. However, the findings highlight the need for a more
complex and domain-aware strategy to detect fake news across several platforms. However,
an unanticipated anomaly appears in the 'Pheme’ dataset, where the model achieves sig-
nificantly higher precision and accuracy than other performance measures. This anomaly
necessitates more analyses to identify potential biases or unique dataset factors that could
have influenced the model’s performance. Understanding such anomalies is critical for
improving the model’s adaptability to different datasets.

The discovered disparities highlight the limitations of creating a one-size-fits-all FND
methodology. While the baseline approach shows promise in some domains, its performance
limits emphasize the need for domain-specific modifications.

5.5.3 Multi-Domain Fake News Approach

In this section, we present the results of testing our BERTGuard, a multi-tier detection
system, by using unseen datasets that we kept for this purpose. We compared Baseline 1,
the existing Baseline 2 solution (FakeBERT'), and our proposed BERT Guard.

Table 5.6 shows the overall results of these three solutions averaged over all the testing
datasets.

Table 5.6: Overall results of Baseline 1, Baseline 2 (FakeBERT), and BERT Guard.

Architecture Precision Recall F1-Score Accuracy G-Mean
Baseline 1 (No Domains) 42% 46% 41% 55% 43%
Baseline 2 (FakeBERT) 32% 34% 31% 38% 32%
BERTGuard (Domain-Aware)  82% 68% 70% 82% 72%

Note: These results reflect the average testing values for various unseen datasets.

The results demonstrate that our domain-specific strategy significantly improves de-
tection performance by leveraging domain-specific information. Moving into more detailed
results of our experiments, Table 5.7 presents the precision, recall, accuracy, F1-score, and
G-mean when testing the proposed BERTGuard for each testing dataset.
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Table 5.7: The proposed BERTGuard testing results.

Testing Dataset Precision Recall F1-Score Accuracy G-Mean

Snopes 0.838 0.979 0.903 0.870 0.906
COVID-Claims 0.957 0.976 0.966 0.962 0.966
Pheme 0.848 0.625 0.719 0.899 0.728
Politifact 0.800 0.083 0.151 0.479 0.258
Climate 0.535 0.577 0.555 0.742 0.556
GossipCop 0.836 0.663 0.739 0.888 0.744
ISOT-small 0.899 0.868 0.883 0.884 0.883

BERTGuard had significant improvements across multiple datasets that reflect multi-
ple news domains, as evidenced by the precision, recall, F1-score, accuracy, and G-Mean
metrics.

The findings from the ‘Snopes’ and ‘COVID-Claims’ datasets demonstrate the success
of our domain-specific approach in these crucial domains. With precision reaching 83% and
recall exceeding 97% in 'Snopes’ and precision and recall both exceeding 95% in ’COVID-
Claims’, the model exhibits an impressive ability to properly classify both true and fake
news instances, demonstrating its durability in areas where accuracy is critical. Moreover,
the G-Mean values of 90.58% for 'Snopes’ and 96.64% for "COVID-Claims’ reflect a well-
balanced performance, indicating the model’s effectiveness in detecting both true and fake
news without favoring one over the other.

In the 'Pheme’ dataset, the model performs superbly, with a precision of 84.76%, sug-
gesting a high proportion of accurately identified fake news events. However, the recall is
rather low at 62.47%, indicating possible difficulties in collecting all instances of fake news
in this particular domain. This intricate balance requires further investigation to fully
comprehend the complexities of information transmission within the "Pheme’ dataset. The
G-Mean of 72.77% for '"Pheme’ shows that while precision is strong, the recall limitation
affects the overall balanced performance. Class imbalance could be a significant factor
here, as the model might be biased towards the majority class (true news), leading to poor
recall for the minority class (fake news). To improve this, techniques such as re-sampling
the dataset could help address the imbalance.

The model encounters significant obstacles in the ‘Politifact’ and ‘Climate’ datasets.
‘Politifact’ has a lower precision of 80.05% and a recall of 8.32%, indicating a risk of
false positives. The ‘Climate’ dataset, despite obtaining moderate precision and recall,
reveals complexity in differentiating between authentic and fake news in the science-related
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domain. The G-Mean values of 25.81% for Politifact’ and 55.55% for ’Climate’ further
emphasize the challenges in achieving a balanced results in these domains. The very low G-
Mean for "Politifact’ is particularly due to the extremely low recall (8.32%), which suggests
that the model misses a large proportion of fake news, resulting in a significant imbalance
between recall and precision. This low recall could be due to several factors, including class
imbalance, where the fake news instances might be underrepresented in the dataset making
it difficult for the model to identify fake news. To address this, re-sampling techniques
could help balance the dataset. In contrast, the model performs well on the ‘GossipCop’
and ‘ISOT-small’ datasets, with excellent precision and recall values. In ‘ISOT-small’, the
model achieves precision and recall levels that exceed 89%, demonstrating its adaptability
and effectiveness in dealing with a wide range of information across domains.

Across all datasets, our BERTGuard maintains a balanced F1-score, demonstrating its
capacity to perform consistently across domains. Taking domains into consideration im-
proved the detection performance compared to the baseline strategies, which did not con-
sider news domains in their detection approach. Figure 5.2 shows the F1-score comparison
between both baselines and the proposed BERT Guard solution with domain-specific knowledge.

The use of different models for each news domain highlights the challenge of cross-
domain generalization in FND. This suggests that a single model cannot generalize equally
well across all domains, making domain-aware fine-tuning a necessary step to maximize
performance. Initial experiments showed that when tested on a dataset from an unseen do-
main, BERTGuard successfully selected the most relevant trained domain, demonstrating
its adaptability. However, if new data from a completely new domain becomes available,
an ablation study could be conducted to evaluate its impact, followed by updating the
classifier to incorporate the new domain. Additionally, even within the same topic, varia-
tions in data distribution could lead to different models being more effective, reinforcing
the need for continuous domain adaptation and model selection based on evolving data
patterns.

Finally, the domain-specific technique appears to be a promising step toward a system
that can detect fake news with greater adaptability and accuracy. The nuanced perfor-
mance across domains emphasizes the significance of designing models to fit the complex-
ities of unique information sets and domains.

It is worth mentioning that statistical significance tests were not conducted because
the experimental results across different models and domains were closely aligned across
different runs, reducing the necessity for such tests. Given the similarity in performance
metrics, statistical testing would likely not yield meaningful distinctions. Instead, the
evaluation focused on accuracy, Fl-score, and domain-specific performance trends, which
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provided sufficient insights into model effectiveness.
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Figure 5.2: Fl-scores for both baselines against BERTGuard.

5.5.4 Overall Impact of Class Imbalance Handling Strategies

This section details the findings from the experiments aimed at assessing the effective-
ness of various strategies for addressing class imbalance, including random upsampling,
random downsampling, and adjustments to class weights. We tested this impact on Base-
line 1, FakeBERT (Baseline 2), and our proposed BERTGuard. We trained each model
on balanced datasets by applying each imbalance strategy individually. The performance
obtained was compared against the model’s performance without handling the class imbal-
ance. The results shown in Table 5.8 show the results of this experiment averaged across
all datasets tested. We observe that modifying class weights consistently outperforms the
other strategies, indicating its effectiveness in mitigating the class imbalance in the context
of FND.
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Table 5.8: The impact of class imbalance handling in BERTGuard.

Strategy Precision Recall Fl-score @ Accuracy
BERTGuard
No balancing 82% 68% 70% 82%
Random oversampling 81% 69% 1% 82%
Random undersampling 79% 61% 65% 68%
Adjusting class weights 87% 68% 73% 78%
Baseline 1
No balancing 42% 46% 41% 55%
Random oversampling 46% 48% 45% 52%
Random undersampling 36% 41% 37% 46%
Adjusting class weights 62% 51% 55% 56%
FakeBERT (Baseline 2)
No balancing 32% 34% 31% 38%
Random oversampling 46% 48% 45% 52%
Random undersampling 36% 41% 37% 46%
Adjusting class weights 62% 51% 55% 56%

Note: These results reflect the average testing values for testing using various unseen datasets to include
Snope, COVID-Claims, Pheme, Politifact, Climate, GossipCop, and ISOT-Science.

These findings underscore the importance of treating class imbalances in FND, with
class weighting being the most effective strategy among those tested, while downsampling
did not consistently improve the model’s performance across all testing datasets.

5.5.5 Impact of Balancing Datasets by Adjusting Weights

The effort to address class imbalance through adjusting weights in the dataset has yielded
distinctive outcomes for the baselines and the proposed domain-specific FND approaches.
Figures 5.3 and 5.4 show the effect of handling the class imbalance issue by adjusting the
class weights on both the main baseline (Baseline 1) we developed and the BERTGuard
approaches.
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Figure 5.3: The effect of handling the imbalance on the main baseline (Baseline 1) F1-
scores by adjusting the class weights.
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Figure 5.4: The effect of handling the imbalance on the BERTGuard F1-scores by adjusting
the class weights.

The class weight adjustment approach results in significant improvements in some
domains. Notably, ‘Snopes’ and ‘COVID-Claims’ show high precision and recall rates,
demonstrating the model’s expertise in these critical domains. The targeted changes in
class weights show the potential efficacy of domain-specific techniques for resolving class
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imbalance. Significant advances in ‘Pheme’ and ‘GossipCop’ were demonstrated by gaining
higher precisions, recalls, and F1-scores. The model’s adaptability in capturing complex
information transmission within these domains demonstrates the advantages of altering the
class weight in the detection task as well as the possibility for domain-specific techniques
to efficiently handle class imbalance over the baseline approach with no domains.

Despite efforts to address the imbalance, difficulties exist in some domains, as seen
in the ‘Politifact’ and ‘Climate’ datasets. The models struggle to achieve a harmonious
balance between precision and recall in several domains, implying that domain-specific
complications may necessitate more specialized tactics than simple class weight modifi-
cations. Figure 5.5 presents a comparison between the baselines and the BERTGuard
F1-scores after handling the class imbalance by adjusting the class weights.
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Figure 5.5: Fl-scores of both baselines and BERTGuard after treating the imbalance by
adjusting class weights.

In conclusion, the findings highlight the approach’s versatility across a variety of datasets
while also noting ongoing problems in specific domains. Balancing datasets by altering class
weights is a complicated process. The domain-specific methodology demonstrates promis-
ing advances in the majority of the domains, emphasizing the importance of continuing
refinement and adaptation. The findings also highlight the dynamic nature of fake news
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identification, emphasizing the need for specific imbalance handling solutions to navigate
the intricacies of various domains.

5.5.6 Impact of Balancing Datasets by Upsampling

In this section, we investigate handling class imbalance by using the random oversampling
technique. Although this technique shows enhancements over unbalanced cases, upsam-
pling performed more poorly compared to adjusting the class weights. Figure 5.6 shows
the effect of the random oversampling technique on our proposed BERTGuard approach.
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Figure 5.6: The effect of random oversampling on BERTGuard F1-scores.

The F1-scores improved notably across multiple datasets as compared to the baseline.
The Fl-scores topped 89% in ‘Snope’ and ‘COVID-Claims’, showing a significant improve-
ment in both precision and recall. The approach achieved balanced precision and recall in
both ‘Gossipcop’ and ‘ISOT-small’, indicating an effective trade-off between false positives
and false negatives in both the baseline and domain-specific approaches.

While some datasets’ F1-scores improved when compared to the imbalanced baseline,
others declined. Notably, ‘COVID-Claims’ and ‘Pheme’ had lower F'1-scores for the baseline
approach, showing the limitations of the baseline model even in a balanced setting. In the
domain-specific approach, several datasets, such as ‘Politifact’ and ‘Climate’, nevertheless
faced difficulty, with lower F1-scores. This indicates that upsampling alone might not fully
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address the complexities in certain domains, and other techniques may perform better,
such as adjusting the class weights.

In conclusion, while both upsampling and class weight adjustment strategies help to
improve FND in imbalanced datasets, the class weight adjustment approach displayed supe-
rior adaptability and competitive or superior F1-scores across many datasets, as presented
in Figure 5.7.
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Figure 5.7: Fl-score comparison between upsampling and class weight adjustments on
BERT Guard.

5.5.7 Impact of Balancing Datasets by Downsampling

In this section, we investigate handling the class imbalance by using the downsampling
technique. Although this technique has shown enhancement over the unbalanced case in
different classification tasks, it did not help in our context.

Balancing the class distribution in the used dataset using random undersampling had a
noticeable effect on the performance of our FND approach. Looking at the F1-scores before
and after treating the class imbalance using random undersampling, we can see that for
most of the datasets, the F1-scores decreased slightly with training the models on balanced
datasets by randomly undersampling the majority class. This could be due to the loss of
information that occurs when randomly removing instances from the majority class during
undersampling. However, it is important to note that while the F1l-scores decreased, they
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are still relatively high, indicating that our model still performs well even after balancing
the dataset. Figure 5.8 presents the Fl-score results for the proposed BERTGuard after
applying the random undersampling technique for handling class imbalance.

Regarding the baselines, downsampling produced mixed results. While there were
advances in ‘Pheme’ and ‘Politifact’, other datasets such as ‘COVID-Claims’ and ‘Snope’
had difficulties, leading to decreased precision. Furthermore, ‘GossipCop’ and ‘ISOT-small’
revealed a trade-off between precision and recall, highlighting the difficulty of attaining
balanced performance through downsampling alone. Figure 5.9 presents the F1-scores for
the Baseline 1 (single-stage) detection model after applying the downsampling technique
to handle the imbalance.
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Figure 5.8: The effect of random undersampling on BERTGuard F1-scores.
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Figure 5.9: The effect of random undersampling on Baseline 1 F1-scores.

The performance of downsampling was context-dependent, with certain datasets favour-
ing this approach over others. This underscores the importance of understanding the in-
tricacies of each dataset to tailor the strategy accordingly. It performed well in some cases
compared to the non-balanced case but had worse performance than the other imbalance
handling techniques. Figure 5.10 compares the results of the F1 score when utilizing the
three class imbalance handling techniques in the proposed domain-specific approach.
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Figure 5.10: The effect of using upsampling, downsampling, and class weight adjustment
vs. no handling technique on BERTGuard.

Another observation is that the Fl-scores for some datasets, such as Climate, remained
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relatively stable after balancing, while others, like Politifact and Climate, saw a more
significant decrease. This variation could be due to the nature of the datasets and the
distribution of the classes within them.

Downsampling was not effective in improving the precision-recall balance and was not
helpful in most other datasets. Upsampling, while beneficial in some domains, has draw-
backs, including susceptibility to information nuances, and it handled more datasets than
the downsampling technique. Class weight modification emerges as a consistently adaptive
method for preserving and improving detection accuracy across diverse datasets and do-
mains. The domain-specific character of issues, as seen in ‘Politifact’, necessitates nuanced
studies and future model changes.

For detailed statistics per each fake news dataset used, Appendix A shows testing results
of our proposed two-tier model against both baselines.

5.6 Summary

In this chapter, we propose BERTGuard: a thorough, domain-specific strategy within the
multi-domain FND framework. Our methodology builds upon the unique characteristics
that exist in various news domains. BERTGuard, a two-tiered FND approach, includes
domain categorization and domain-specific analyses using various BERT models. Our
proposed approach demonstrates enhanced adaptability and precision across diverse infor-
mation environments by leveraging multiple datasets from various domains simultaneously.
To the best of our knowledge, this setting has not been explored previously. Our chap-
ter introduced a methodical approach to the challenging obstacle of class imbalance in
multi-domain FND. We determine the best-performing strategy by rigorously evaluating
handling strategies such as random oversampling, random undersampling, and class weight
adjustment. This strengthens the detection system against the difficulties of imbalanced
datasets.

While our BERTGuard approach demonstrated strong performance in multi-domain
F'ND, challenges related to noise and bias remain and require further attention. Although
preprocessing steps were applied to reduce noise, dataset inconsistencies and ambiguities
may still affect model performance. The dataset selection process aimed to incorporate
diverse sources to improve representation, yet biases in news content and reporting styles
remain an inherent difficulty. Additionally, while class imbalance was addressed through
weighting adjustments, oversampling, and undersampling techniques to prevent the model
from being skewed toward majority classes, such methods may introduce their own biases
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or overfitting risks. Furthermore, cross-domain evaluation was performed to assess gener-
alizability and reduce dataset-specific biases. Future work should explore more robust bias
mitigation strategies to enhance model fairness and generalizability across domains.

In the next chapter, we will explore an advanced transfer learning approach that further
builds upon the findings presented in this chapter, aiming to refine and optimize FND across
various domains with tailoring prompts for the navigated news domains.
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Chapter 6

ProFineLlama: A Prompt and
Fine-Tuned Transfer Learning Approach
for Multi-Domain Fake News Detection

In the previous chapter, we explored a two-tiered approach that improved multi-domain
F'ND by addressing class imbalance. Building on that foundation, this chapter introduces a
TL-based method that further enhances detection accuracy across diverse datasets. Specifi-
cally, we combine fine-tuning with prompt-tuning techniques to leverage pre-trained models
in a way that adapts more effectively to the nuances of fake news in different domains.
This chapter’s work is based on the following article:

e Alnabhan, M.Q., Branco, P. (2024). ProFinelLlama: A Prompt and Fine-Tuned TL
Approach for Multi-Domain Fake News Detection. In: Foundations and Practice of
Security. FPS 2024. Lecture Notes in Computer Science. Springer, Cham.

6.1 Introduction

In the digital age, the internet has become a vast reservoir of information. Still, not all of
it can be trusted. From misleading reports on global conflicts to fabricated stories about
celebrities, the pervasive nature of fake news poses a significant threat. The widespread
dissemination of fake information has profound societal impacts, underscoring the need for
effective detection systems to combat this issue [17].
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With the expansion of accessible news content, the spread of fake news has become
a growing concern, threatening the trustworthiness of the information people rely on.
This challenge affects individuals and can disrupt social stability, potentially triggering
widespread public anxiety. For example, in 2020, one in five USA adults relied primarily
on social media to stay informed about the USA presidential election [291]. Therefore, de-
tecting fake news is essential to ensure the accuracy and trustworthiness of the consumed
information. The key source of this information is social media platforms like X (formerly
Twitter), where users gather news [20].

To address the challenge of detecting fake news, researchers formulated different ap-
proaches. One of these approaches is a traditional detection method that involves manual
checks. For example, journalists examine news by hand with fact-checking sites [299].
However, this method could not be applied to monitor events that have recently occurred.
Meanwhile, manual detection requires significant work and time, especially in an era of
data explosion [299]. Thus, it is necessary to build an automated model for FND.

To address this need, researchers proposed various computational alternatives for FND.
One common strategy is to apply ML, which has been shown to perform well in detecting
and curtailing fake news on social media platforms [121]. However, there are some limita-
tions to the ML algorithms. Constructing such models requires handcraft-based features.
In other words, these models are based on manual feature selection, which is data-specific
and onerous [124]. In addition, the manual feature extraction process also depends on the
work person’s background and domain knowledge, thus leading to unstable data quality.
Moreover, manually selected features are derived from shallow layers, mostly induced by
statistical methods, and thus cannot capture and describe semantic information at deeper
layers [124].

To overcome these limitations, researchers have turned to DL strategies, a specialized
subset of ML, which offer a more accurate and automated approach to recognizing fake
news. Instead of manually selecting features for ML, DL learns the features and recognizes
the best feature set automatically through the deep neural network, minimizing in this way
the time and effort costs [27]. In addition, multiple and non-linear layers could be built
into the DL model to allow it to study semantic information automatically. Overall, DL
has proven advantageous over ML, leading to its adoption in recent years for FND, where
it has outperformed existing ML methods with improved results [25].

More recently, the usage of LLMs for FND has further advanced this field, offering even
greater accuracy and adaptability to identify fake information [25,26]. These LLMs have
advanced the field of NLP and text classification, providing tools to combat the spread of
deceptive information. In particular, OpenAl GPT [235] has established a benchmark for
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model performance, with competitors such as Google’s BERT [293] and Meta’s Llama [13]
entering the field. While BERT is smaller and less powerful than GPT, Llama’s competitive
performance makes it an appealing choice for FND.

However, fake news is not limited to a single domain. Many news domains include
health, social, politics, and others. Hence, developing a learner based on one single news
domain is not general and efficient. This is called single-domain FND in which an algo-
rithm is specifically trained to identify fake news within a particular domain. However,
models trained in this manner often produce inadequate results when applied to other do-
mains [25]. Moreover, when training one model for FND in a particular domain, the size
of the available dataset is smaller, and possibly important information from other domains
is discarded. As such, multi-domain FND, where information from multiple domains is
considered together, has been used to address the limitations of single-domain FND [146].
Additionally, dealing with multi-domain FND requires the integration of fine-tuned and
prompt-tuned LLMs such as the Llama model [26]. Fine-tuning Llama enhances its per-
formance by customizing the model to recognize deceptive patterns and domain-specific
features. Building on this foundation, prompt tuning further refines the model’s capabili-
ties by optimizing its responses to targeted inputs [122].

This research builds on the current state-of-the-art in FND, BERTGuard [26], which
utilizes a two-stage detection system to classify and verify the credibility of news across
multiple domains. BERTGuard has proven to be highly effective by leveraging a first-layer
domain classification and a second-layer domain-specific FND model. In this chapter, we
propose a modification to BERTGuard by introducing a tailored version called ProFinel-
lama, which enhances the second layer by integrating a fine-tuned and prompt-tuned Llama
2 7B model. The first layer still relies on DistilBERT to classify the domain of news articles,
while the second layer now uses the output from the first stage to apply domain-specific
prompts, improving the model’s ability to focus on the unique aspects of each news do-
main. This two-stage approach aims to improve the accuracy of the model in detecting
fake news by first fine-tuning Llama 2 for the task and then applying prompt tuning to
further guide the prediction of the model.

In the context of FND, prompt tuning refers to optimizing model responses to spe-
cific prompts through minor adjustments to the pre-trained model parameters, enhancing
domain-specific performance. These prompts can direct the model’s attention to specific
aspects of the news content, such as the credibility of the source or the truthfulness of
particular claims within a given news domain. By designing prompts that align with pre-
existing knowledge of the model, prompt tuning can improve the accuracy of predictions
without requiring extensive retraining. Two prompts are prepared and carefully evaluated
for each news domain: (1) "Classify the following <DomainName> news article as true or
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fake: <NewsContent>" and (2) "Evaluate the credibility of the following <DomainName>
news: <NewsContent>." This refined approach, which incorporates both fine-tuning and
prompt tuning, represents a significant improvement over previous methods, offering a
more targeted and accurate multi-domain FND system.

To maintain the generalizability and comprehensiveness of the model, we trained the
model on a comprehensive dataset that includes various news domains. The five distinct
domain categories considered are politics, health, science, crime, and social. We also tested
our model, ProFineLlama, against five other alternative baseline solutions, including the
current state-of-the-art BERTGuard, in multi-domain FND.

Key Contributions

In this chapter, we introduce ProFineLlama, an innovative approach to multi-domain
FND that leverages TL and domain-specific prompt tuning for improved cross-domain
robustness. Unlike previous methods, which often train models in single-domain contexts
and struggle with unseen data, ProFinelLlama incorporates fine-tuning with Llama 2 and
strategically designed prompts to achieve greater adaptability across domains. The main
contributions of this chapter are as follows:

e Novel Multi-Domain FND Framework: We present a two-tiered approach, com-
bining domain classification and domain-specific prompts, allowing the model to
adapt its predictions based on the unique features of each domain using Llama 2

7B.

¢ Enhanced Cross-Domain Generalization: By integrating domain-adaptive prompts
with a fine-tuned Llama 2 model, we address the common issue of domain dependency
in FND.

e Analysis of the effect of TL: We provide a comprehensive study on the impact
on the detection accuracy of fine-tuning a pre-trained model and prompt-tuning it.

¢ Extensive performance evaluation: ProFinelLlama was tested on multiple bench-
mark datasets, achieving a notable improvement over existing state-of-the-art meth-
ods and solutions. These experiments demonstrate that ProFinelLlama outperforms
existing methods by achieving an 11% improvement in accuracy and a 21% increase
in Fl-score across multiple benchmark datasets, establishing a new state-of-the-art
in FND.
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Chapter Organization

This chapter is organized as follows. Section 6.2 presents the background and literature
review. In Section 6.3, we present ProFinellama, our proposed solution for multi-domain
FND. In Section 6.4, we discuss the experimental methodology that we follow in our
study in this chapter, detailing the datasets and the evaluation measures used. Section
6.5 presents the results of the experiments and analyzes the results obtained including a
detailed error analysis section. Lastly, Section 6.6 summarizes the chapter.

6.2 Background and Literature Review

The literature review comprehensively examines the current state of FND, the application
of TL approaches, and the various datasets utilized in this domain. This review aims to
establish the foundation for the methodologies and models applied in the study.

6.2.1 Multi-Domain Fake News Detection

FND involves identifying and classifying intentionally false or misleading information, typi-
cally disseminated through digital platforms [27]. Fake news is often propagated by cyborgs
and social robots, which engage in online discussions and distribute false information [215].
These bots contribute to the rapid spread of fake news, affecting key areas such as health,
democracy, the media, finance, and social concerns [165].

Several DL models, such as CNN, RNN, and BERT, have been developed to tackle FND
tasks [171,293]. Hybrid approaches, such as CNN-LSTM models, have shown improvements
over traditional techniques by utilizing pre-trained word embeddings for feature extrac-
tion and long-term dependencies [230]. Transformer-based models, particularly BERT,
have emerged as highly effective for FND, achieving superior performance in cross-domain
tasks [20,219]. Advanced models such as FakeBERT [116] and BERTGuard [20] combine
transformers with additional techniques, like convolutional layers, to handle multi-domain
fake news classification. Despite these advancements, challenges such as data set bias and
limited generalizability persist, as demonstrated in studies showing significant performance
drops when models trained on specific datasets were tested on unseen data [25]. To address
this, cross-domain, cross-language, and prompt tuning techniques, as applied to models like
LLAMA, have shown promise in improving FND’s generalizability and detection accuracy
across various domains [241,265].
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6.2.2 Transfer Learning approaches for FND

TL has been widely applied in FND, particularly with transformer models like BERT in
recent research studies. TL is a technique used to advance a learner in one domain by
transferring knowledge from a related domain [27]. It involves taking a model trained
on a large general dataset and fine-tuning it on a smaller, task-specific dataset [27]. This
approach is highly effective in FND because it allows models to leverage knowledge learned
from vast text corpora and apply it to the nuanced task of identifying false information.
Studies have shown that TL significantly reduces the time required for model training and
improves the accuracy of FND models [7,22].

TL is particularly crucial when there is a shortage of target training data [354]. This
shortage can occur because data are rare, expensive to collect and label, or otherwise
inaccessible. Using existing datasets that are related to, but not identical to, the target
domain makes TL a valuable strategy, particularly as large data repositories become more
available. This approach has proven effective in various machine and DL applications, such
as text and image classification [27].

One of the most popular and effective methods in TL involves using pre-trained mod-
els. In this approach, a model trained on a large dataset serves as a starting point for
training a new model on a smaller target dataset. The concept is that the knowledge
gained from the source domain can be transferred to the target domain, even if they differ,
thereby enhancing the performance of the target model [1413]. After this initial training,
the pre-trained models undergo a fine-tuning process. Models like BERT, Llama, and GPT
(Generative Pre-trained Transformer), which are pre-trained on extensive text corpora, can
be fine-tuned for tasks such as FND [26,81] to achieve high detection accuracy while using
relatively low computational resources.

Isa et al. [129] demonstrated that using a pre-trained BERT model as a TL technique
achieved an accuracy of 94.66%. Similarly, pre-trained BERT models have also proven
effective for FND with the ISOT dataset [$1]. In another instance involving BERT vari-
ants, RoOBERTa achieved accuracies of 92.77% and 91.7% in the Politifact and Gossipcop
datasets, respectively [237]. These results outperformed state-of-the-art techniques that
did not use TL, showing average improvements of 10.49% and 14.53% in accuracy on
Politifact and Gossipcop, respectively.

While using pre-trained models is an effective TL strategy leveraging knowledge from
large datasets to minimize the need for extensive target domain data and potentially en-
hancing the performance of the target model, it is crucial to select the appropriate pre-
trained model, architecture, and fine-tuning approach. This careful selection ensures that

119



the transferred knowledge is relevant and advantageous for the specific target task with
the need to use prompts that guide these selected models.

6.2.3 Prompt-Tuning Technique

Another method of enhancing the model’s domain-specific performance is by using a
prompt tuning of the approach. Prompt tuning is a technique that involves crafting spe-
cific input prompts to guide the response of a pre-trained language model to a particular
task [109]. Unlike traditional fine-tuning, which adjusts the model’s parameters across
the entire dataset, prompt tuning keeps the model’s pre-trained parameters largely intact,
instead optimizing a small set of parameters that influence how the model interprets the
input prompts [92|. This method has been particularly effective in adapting LLMs to new
tasks with minimal additional training, offering a more efficient alternative to complete
fine-tuning.

In the context of FND, prompt tuning can be used to direct the model’s attention to
specific aspects of the news content, such as the credibility of the source or the truthfulness
of specific claims. By designing prompts that frame the input data in a way that aligns
with the model’s pre-existing knowledge, prompt tuning can help improve the accuracy of
predictions without requiring extensive retraining.

This approach generally involves designing prompts that can effectively extract relevant
knowledge from pre-trained models, tailored to the specific context of the news content.
For example, a study introduced the Prompt Tuning (FNDPT) FND model, which uti-
lizes prompt-based templates to incorporate contextual information, thus improving model
performance in the early stages FND [92]. Similarly, another framework, DPOD (domain-
specific prompt tuning using out-of-domain data), improves the detection of out-of-context
misinformation by leveraging out-of-domain data in a prompt tuning setting, thus improv-
ing generalizability and effectiveness across different domains [50)].

The primary advantage of prompt tuning in FND is its efficiency [189]. By requiring
fewer adjustments to the model’s parameters, prompt tuning reduces the computational
resources and time needed for training, making it an attractive option for rapid deployment
in real-world scenarios. Additionally, prompt tuning allows for greater flexibility, as new
prompts can be designed and tested without the need for full model retraining.

However, prompt tuning also presents challenges. Crafting effective prompts requires
domain expertise and a deep understanding of how the model interprets language. Poorly
designed prompts can lead to suboptimal performance or even introduce biases into the
model predictions. In addition, prompt tuning is highly dependent on the quality of the
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underlying pre-trained model; If the model’s pre-training does not adequately cover the
relevant domain, prompt tuning alone may not be sufficient to achieve high accuracy.

6.3 ProFineLlama: A Prompt and Fine-Tuned Transfer
Learning Approach for Multi-Domain FND

In this section, we present our method, ProFineLlama, for FND, which utilizes a two-stage
approach leveraging Llama 2 7B. In our solution, we combine both fine-tuning and prompt-
tuning of the model to enhance the detection accuracy. Our proposed ProFinel.lama works
in two stages. The first stage involves obtaining the news domains using BERT to capture
the distinct characteristics of various information sources. In the second stage, Llama 2
7B is employed to assess the authenticity of news within their respective domains using
the knowledge obtained from the first stage. To achieve this, the domain obtained from
the first stage is used as an input for the second stage. Figure 6.1 presents an overview of
the proposed ProFineLlama detection approach.

Input Domain Classification News Detection
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Figure 6.1: ProFineLlama FND Architecture
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Figure 6.1 presents an overview of the ProFineLlama architecture. The first stage
involves domain classification using DistilBERT, categorizing input news into specific do-
mains. The second stage applies domain-specific prompts to the fine-tuned Llama 2 model,
guiding it to make more accurate predictions based on the domain context.
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We followed what was used in BERTGuard for the domain classification stage [20],
where we found that DistilBERT, a distilled version of BERT, had better performance
than other variants of BERT while being significantly faster to train and test. Thus, we
use DistilBERT for the domain classification stage.

Following the domain classification stage, we enter the second stage of FND. The classi-
fied data are processed using the Llama 2 7B model with domain-specific prompts to guide
the model to make more accurate predictions based on the domain context. The Llama
2 7B model used in this stage is fine-tuned for improved performance. The fine-tuning
process involved systematically testing and adjusting hyperparameters to achieve optimal
results.

We also carried out prompt-tuning of Llama 2 7B. A prompt engineering approach was
applied to guide the model responses. Five different textual prompts were crafted and
tested to determine the most effective formulation for inference. Each prompt varied in
structure and wording to explore different ways of guiding the classification decisions of
the model. The best-performing prompts were selected based on quantitative performance
metrics, such as classification accuracy. This approach ensured that no additional fine-
tuning or retraining was required after initial model adaptation. The predicted domain
obtained from the DistilBERT model in the classification step was used in the selected
prompts. The goal is that this information will guide the Llama model by providing a
better context for the news. The Llama model outputs a Boolean value denoting whether
the input is detected as fake or true.

Overall, our ProFinelLlama goes beyond existing LLMs applications by combining
prompt tuning with domain-specific fine-tuning, uniquely tailored to the specific challenges
of multi-domain FND. Unlike prior models, ProFineLlama leverages domain-adaptive prompts
to address variations across domains, achieving superior performance in handling nuanced
and domain-specific language compared to other LLMs-based approaches for FND in var-
ious news domains, especially in health and politics domains.

6.3.1 Computational Environment

Given the complexity of fine-tuning large-scale DL, this research required high-performance
computing resources beyond consumer-grade hardware. The Digital Research Alliance of
Canada (Compute Canada) provided access to high-performance computing (HPC) clus-
ters, enabling the efficient training and evaluation of Llama 2 and other transformer-based
models.
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6.3.1.1 Hardware and Computing Resources

Training LLMs such as Llama 2 demands significant VRAM to store model weights and
process large datasets. Consumer-grade GPUs (e.g., Nvidia RTX 4090) lack the memory
required for fine-tuning these models, while cloud-based solutions such as Google Colab
and Kaggle provide insufficient computational guarantees for long-duration training. Due

to these limitations, experiments were conducted using Compute Canada’s Graham cluster,
which provides access to Nvidia Tesla V100 32GB GPUs.

The primary hardware setup was as follows:

e Primary GPU: Nvidia Tesla V100 32GB

Alternative GPU (when V100 was unavailable): Nvidia Tesla T4 16GB

CPU: Intel Xeon E5-2683 v4

Memory (RAM): 256GB DDR4

OS: Linux Ubuntu 20.04

Storage: Shared networked SSD storage

While attempts were made to use multiple V100 GPUs (up to six, totaling 192GB
VRAM), the Transformers library did not fully support multi-GPU training in Compute
Canada’s cluster environment, restricting training to a single V100 GPU.

6.4 Research Methodology

6.4.1 Data Collection

We selected the most popular and publicly available datasets related to the following fake
news domains as detailed in Table 5.2 in Section 5.4.1 of Chapter 5.

These datasets were used to train the models. The training was conducted on a
combined training dataset comprising eight sub-datasets: FA-KES, COVID-FN, COVID-
FNIR, FakeNews, ISOT, LIAR, Climate, and GossipCop. These datasets encompass five
news domains: political, crime, science, social, and health, providing a diverse and rep-
resentative corpus from which the model can learn. Each data set was subjected to a
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preprocessing step that involved text cleaning, tokenization, and normalization to ensure
consistency across different sources. The datasets were then merged into a single compre-
hensive training dataset.

The data is processed in a "text" column and a "label" column. The text column will
contain all the content of the news article that will be used in our detection task. The
label column will be 1" or ’0’, corresponding to 'fake’ or 'not fake’ news, and this will be
the target of the detection model. We ensured a systematic approach by splitting the data
into appropriate training and testing sets, incorporating the necessary preprocessing steps,
and monitoring the duration of training.

6.4.2 Experimental Settings

In our experiments, we evaluate the proposed ProFineLlama model against five alternative
baselines, which include the most recent state-of-the-art model for multi-domain FND, the
BERTGuard model. These baselines are the following:

1. Baseline 1: blindly testing the original Llama 2 without fine-tuning or further train-
ing.

2. Baseline 2: fine-tune the Llama 2 7B model on the training dataset and evaluate its
performance on the test datasets.

3. Baseline 3: a previously developed one-stage model [26] that does not pay attention
to the news domains.

4. Baseline 4: FakeBERT, a well-known FND model [116]. It is a BERT-based model
enhanced with 1D CNN layers of varying kernel sizes for improved FND. We retrained
this model on our dataset to adapt it to different news domains and improve detection
accuracy.

5. Baseline 5: BERTGuard, the current state-of-the-art model for multi-domain FND [20].
It employs a two-tiered approach, where the first tier involves domain classification,
and the second tier focuses on FND within those specific domains and uses a special-
ized model for each news domain.

We designed our experiments to understand two aspects: (i) the TL effect and (ii)
the impact of domain categorization and prompt tuning. To achieve this, our first set

of experiments compares the impact of fine-tuning against blind testing. In this set of
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experiments, we used baseline 1 and baseline 2. Our second set of experiments focuses
on assessing the impact of domain categorization and prompt tuning using DistilBERT
for domain classification and domain-specific prompts. These experiments included the
following;:

e Domain Classification with DistilBERT to classify the news articles into one of the
five news domains. It will be trained on a huge labelled dataset to categorize each
news article into the respective domain.

e Prompt Tuning for Llama 2 7B: Use the domain classification results in prompts for
directing the Llama 2 7B model. This includes creating training and testing datasets
with these prompts.

e Domain-specific prompts were created to provide context for the Llama 2 7B model
and further guide the fine-tuned model for better performance. Each prompt included
a clear instruction related to the domain based on the domain classification model’s
output, as follows:

Prompt 1: "Classify the following [NewsDomainName/| news article as true or fake:
[NewsContent]",

Prompt 2: "FEvaluate the credibility of the following [NewsDomainName| news:
[NewsContent]".

We conducted six independent runs to ensure the reliability and stability of our pro-
posed ProFinelLlama model. These multiple runs helped minimize the impact of potential
biases introduced by single-run fluctuations and improved overall confidence in the re-
ported performance metrics. By averaging the results across these runs, we ensured that
the model’s reported performance was not influenced by random initialization or specific
data splits.

The fine-tuning process began with the pre-trained Llama 2 7B model, which was
downloaded from Hugging Face and integrated with the Transformers library. The model
was initially trained using a standard learning rate and batch size, but multiple configura-
tions were tested to optimize performance. The fine-tuning involved adjusting the model
weights to minimize the loss function on the training dataset. Key hyperparameters such as
learning rate, batch size, the number of epochs, and gradient accumulation steps were iter-
atively adjusted to avoid overfitting and improve model convergence. They were carefully
selected based on preliminary experiments to ensure optimal performance. This selection
includes: Learning Rate: le-5, Batch Size: 8, Number of Epochs: 5, Optimizer: AdamW.
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To ensure robust training and evaluation, we carefully curated a multi-domain fake news
dataset comprising news articles from five domains: politics, health, crime, science, and
social media. The 70% training division of our merged multi-domain dataset was used to
update the detection model weights during fine-tuning, while the 10% validation division
of the dataset was used to tune the hyperparameters and monitor generalization during
training.

Regarding the prompt-tuning process, initial experiments were conducted to evaluate
several prompts. The validation split of 10% of our merged multi-domain datasets was used
to evaluate the effectiveness of each prompt. This validation split was used to compare
different prompt variations and select the most effective ones based on accuracy, precision,
recall, and Fl-score. Then, a test split of 10% of the dataset was used to evaluate the
performance of the selected prompt structure on completely unseen data. This iterative
process allowed us to determine which prompts provided the most accurate predictions
while ensuring that the model remained generalizable across domains. The prompts "Clas-
sify the following [NewsDomainName| news article as true or fake: |[NewsContent|" and
"Evaluate the credibility of the following [NewsDomainName| news: [NewsContent|" were
ultimately chosen due to their superior performance in initial trials, as it effectively lever-
aged domain-specific context to enhance model accuracy across all tested domains, which
yielded to a butter detection accuracy. Other prompt structures were explored to maxi-
mize the accuracy of cross-domain detection, given the diverse nature of fake news content.
These variations were tested to examine whether alternative phrasings could improve ac-
curacy in specific domains. These additional prompts included:

e Prompt 1: "What do you think about this news: [NewsContent|"
e Prompt 2: "Judge the factual accuracy of this news: [NewsContent|"

e Prompt 3: "Is this [NewsDomainName| story credible: [NewsContent]?"

These two selected prompts, the direct classification prompt (“Classify the following
[NewsDomainName| news article as true or fake: [NewsContent|)” and the credibility
evaluation prompt (“Evaluate the credibility of the following [NewsDomainName| news:
[NewsContent|”), helped guide the model and gave better detection accuracy. Our findings
indicate that the direct classification prompt generally yielded higher precision and recall
across most domains, particularly in the health and political domains. In contrast, the
Credibility Evaluation Prompt showed improved performance in the social and crime do-
mains, suggesting that the model benefits from prompts that align closely with the nature
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of the content being evaluated. These prompts effectively leveraged domain-specific con-
text, which proved essential in guiding the model toward more accurate predictions across
domains such as health and politics.

It is worth mentioning that we recognize that LLMs such as Llama 2 may inherit biases
present in their pre-training data, which could influence FND outcomes. In our approach,
we minimized bias by employing domain-specific prompts to reduce reliance on potentially
biased pre-trained associations.

6.4.3 Evaluation Metrics

The performance of the system was evaluated using various metrics, as detailed in Chap-
ter 4, Section 4.3.6. These metrics were selected to provide a well-rounded evaluation
of the model’s capability in detecting fake news, especially in the context of imbalanced
datasets. By including not only accuracy but also several metrics that are particularly
suitable for imbalanced scenarios, such as F1-score, precision, recall, and G-Mean, we aim
to gain a deeper understanding of how well the models perform under such challenging
conditions [94].

6.5 Results and Discussion

This section presents the results of the various models tested, including the five baseline
models and our proposed solution, ProFineLlama.

6.5.1 Baselines Performance

Five different baselines were used to validate our proposed model. Table 6.1 shows the
overall performance of these baselines in all testing datasets. The results presented are the
average obtained for all six test datasets.

We observe that ProFinelLlama has a better average performance compared to all the
baselines considered. We also observe that the fine-tuned Llama model (Baseline 2) pro-
vides better results than the BERTGuard model. These results show that considering
a two-layered approach and entering the predicted domain in the second layer for FND
detection provide important performance gains across all performance metrics.

127



Table 6.1: Performance comparison between ProFinelLlama and various baseline models.

Model

Precision Recall

Accuracy F1-Score G-Mean

Baseline 1 (Blind Llama)

Baseline 2

Baseline 3 (BERT Domainless)
Baseline 4 (FakeBERT Domainless)

Baseline 5 (BERTGuard Domain-Aware)

(
(Fine-Tuned Llama)
(
(

ProFineLlama (Our Solution)

44%
86%
42%
32%
81%
90%

51%
88%
46%
34%
68%
91%

46%
87%
55%
38%
81%
91%

51%
87%
41%
31%
70%
91%

47%
87%
43%
32%
5%
91%

These results reflect the average values for testing using various unseen datasets

Table 6.1 provides an ablation study of ProFineLlama, demonstrating the effect of
each component of the model (fine tuning, prompt tuning, domain classification) on model
performance across domains. By comparing all these baselines, we observe a clear improve-
ment in accuracy and generalization with the components we added to the original Llama

2 model.

Our proposed model has shown positive effects across all datasets and performance

metrics as presented in Table 6.2.

Table 6.2: Results per Dataset for Baseline 1, Baseline 2, and ProFineLlama

Dataset Model Precision Recall Accuracy F1 G-Mean
Baseline 1: Llama 2 7B 0.383 (£0.016)  0.619 (£0.020)  0.619 (£0.019) 0.473 (£0.016)  0.487 (£0.017)
Snope Baseline 2: Fine-tuned Llama 2 7B 0.712 (£0.018)  0.791 (£0.008)  0.731 (£0.010)  0.750 (+0.008)  0.750 (+0.012)

ProFineLlama

0.826 (+0.003

=

0.880 (+£0.005)

0.852 (+0.004)

0.852 (0. 004)

0.852 (£+0.004)

COVID-Claims

Baseline 1: Llama 2 7B
Baseline 2: Fine-tuned Llama 2 7B
ProFineLlama

0.189 (£0.018
0.964 (+0.004)
0.984 (£0.003)

z

0.435 (£0.022)
0.984 (£0.003)
0.980 (+0.003

0.435 (+0.020)
0.974 (£0.003)
0.987 (+0.002)

0.263 (+0.017)
0.974 (£0.004)
0.982 (0.002)

0.287 (£0.019)
0.974 (+0.003)
0.982 (0.002)

Politifact

Baseline 1: Llama 2 7B
Baseline 2: Fine-tuned Llama 2 7B
ProFineLlama

0.513 (£0.013)
0.916 (+0.011)
0.940 (£0.004)

)
0.480 (£0.016)
0.915 (+0.002)
0.950 (£0.004)

0.480 (£0.013)
0.915 (£0.002)
0.940 (+0.004)

0.496 (£0.012)
0.916 (0. 002)
0.945 (0.003)

0.496 (+0.014)
0.916 (+0.007)
0.945 (£0.004)

Pheme

Baseline 1: Llama 2 7B
Baseline 2: Fine-tuned Llama 2 7B
ProFineLlama

0.463 (£0.019)
0.902 (+0.018)
0.923 (£0.011)

0.473 (£0.022)
0.900 (+0.011)
0.922 (0.011)

0.473 (£0.021)
0.900 (£0.015)
0.922 (+0.011)

0.468 (£0.019)
0.901 (0.015)
0.923 (0. 010)

0.468 (£0.021)
0.901 (+0.014)
0.923 (+0.011)

ISOT-science

Baseline 1: Llama 2 7B
Baseline 2: Fine-tuned Llama 2 7B
ProFineLlama

0.636 iO 020)
0.796 (£0.016)
0.823 (+0.006)

0.636 (+0.020)
0.802 (£0.011)
0.820 (0. 008)

0.636 (%0. 021)
0.802 (+0.013)
0.829 (+0.010)

0.636 (£0.020)
0.799 (£0.017)
0.822 (£+0.001)

0.636 (+0.020)
0.799 (£0.014)
0.822 (£0.005)

ISOT-social

Baseline 1: Llama 2 7B
Baseline 2: Fine-tuned Llama 2 7B
ProFineLlama

0.458 i() 017)
0.884 (40.009)
0.919 (£0.004)

0.442 (£0.019)
0.8871 (0. 019)
0.913 (+0.002)

0.442 (£0. 019)
0.887 (£0.007)
0.920 (+0.004)

0.450 (£0.018)
0.885 (+0.007)
0.916 (+0. 001)

0.885 (£0.013
0.916 (£0.003)

0.450 (£0.018)
( )

Upon fine-tuning the Llama 2 7B model as a TL approach, the results improved dra-
matically across all datasets compared to Baseline 1 (testing Llama 2 without fine-tuning).
Notably, the model achieved nearly perfect scores in the COVID-Claims dataset, with a

Precision of 96.38%, Recall of 98.4%, Accuracy of 97.4%, and F1 score of 97.37%.

This

improvement indicates that TL significantly improves the model’s ability to generalize and

128



100%

90%

80%
70%
60%
50%
40%
30%
20%
10%

0%

Snope COVID Claims Politifact Pheme Science-isot Social-isot

M Baseline 1F1  mBaseline 2F1  m ProFineLlama F1

Figure 6.2: Fl-scores of the alternative baselines vs. the proposed ProFinelLlama

detect fake news, especially in health-related content. The Politifact and Pheme datasets
also exhibited substantial improvements, with F1 scores of 91.56% and 90.13%, respec-
tively, indicating a better handling of political FND. Across all datasets, the F1 scores and
overall accuracy were consistently high, reflecting the efficiency of the fine-tuned model.
Additionally, the G-Mean results further confirm the balanced classification performance
of the model, particularly in data sets with a higher class imbalance ratio. The higher
G-Mean values indicate that the model is capable of correctly identifying both fake and
real news without disproportionately favoring one class over the other. For example, in
the COVID-Claims dataset, the G-Mean score matches the F1-score, reinforcing that both
positive and negative instances were handled effectively.

6.5.2 ProFineLlama Performance: Prompt-tuning the Fine-tuned
Llama 2 7B

Further improvements were observed when applying prompt tuning in combination with
fine-tuning which helped in directing the model in the detection process. Figure 6.2 depicts
the improvement that occurred with the use of prompt tuning compared to using Baseline
1 (the blind Llama) and Baseline 2 (the fine-tuned Llama).

For the Snope dataset, the model’s Precision improved to 82.5%, Recall to 88%, Accu-
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racy to 85.2%, F1 score to 85.2%, and G-Mean to 85.2%. Across most datasets, Precision,
Recall, F1 scores, and G-Mean all increased, particularly in the Politifact and Pheme
datasets, where the F1 score increased to 94.5% and 92.3%, respectively. The COVID-
Claims dataset reached its highest performance of 98.2% for both G-Mean and F1. The
additional layer of prompt tuning seems to have enhanced the model’s understanding of
the contextual patterns in FND across domains.

Additionally, the proposed ProFinellama with Prompt-tuned Fine-tuned Llama 2 7B
recorded a noticeable performance when it was compared with the best-performing models
in FND in the literature. For instance, BERTGuard [26], Baseline 5 in this study, has
achieved the best detection performance in the multi-stage detection systems. This baseline
underperformed significantly in the Politics domain with the Politifact dataset, with an F1
score of only 15%, compared to our model’s score of 94.5%. In the Health domain, COVID
Claims dataset presents a more competitive comparison, with BERTGuard achieving an F1
score of 96.6%, which is slightly lower than our model’s score of 98.2%. The same pattern
is visible on the Social-isot dataset where our proposed model outperformed BERTGuard,
with F1 scores of 88% for BERTGuard and around 92% for our model.

These results demonstrate the superiority of utilizing ProFineLlama, our proposed two-
layer Prompt fine-tuned Llama 2 model. This is particularly clear in the Politics domain
with the Politifact dataset and the Health domain with the COVID Claims dataset, where
BERTGuard struggled the most. Figure 6.3 shows the performance of all baselines com-
pared to our proposed two-stages prompt-tuned the fine-tuned Llama 2 7B, ProFineLlama.

The F1l-score results show that the proposed model, ProFinelLlama, significantly out-
performs all baselines across most news domains. The prompt tuning step in the proposed
ProFineLlama model significantly enhanced the representation of several challenging news
domains that had previously struggled with low accuracy or F1 scores. For example, the
crime, health, and social news domains saw dramatic improvements, with F1 scores reach-
ing 85.2%, 98.2%, and 91.6%, respectively. Beyond F1-score, ProFineLlama also achieved
exceptionally high G-Mean values, demonstrating its ability to maintain a strong balance
between precision and recall across all domains. Notably, the political dataset Politifact’
improved to a G-Mean of 94.5%, and Pheme’ reached 92.3%, showcasing the model’s abil-
ity to capture both fake and real news instances effectively. This substantial improvement
stems from the fine-tuning and prompt-tuning strategies, which allow the model to adapt
more precisely to domain-specific language patterns, reducing misclassification and enhanc-
ing generalization. Moreover, the political dataset Pheme, which had previously performed
poorly in all previous work and experiments, experienced a substantial boost, achieving
92.3% with ProFineLlama. In contrast, earlier methods, such as BERT Domainless and
FakeBERT, failed to address the low performance in these domains, particularly in datasets
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Figure 6.3: Fl-scores of the Baselines vs. the Proposed ProFineLlama

belonging to crime, social, and political (specifically PHEME) domains, where accuracy
consistently lagged. None of the previous models were able to sufficiently resolve these
issues, highlighting the critical role of domain-specific prompt tuning in improving FND
across diverse datasets. The combination of prompt tuning and fine-tuning in ProFinel-
lama ensures that the model not only achieves high accuracy but also maintains strong
robustness across domains, as reflected in the consistently high G-Mean values. Overall,
the results demonstrate the superiority of ProFinelLlama in handling multi-domain FND,
particularly when compared to various models that either lack domain adaptation or use
domain-specialized approaches.

6.5.3 Error Analysis

In this section, we conduct a comprehensive error analysis of our proposed model, ProFinel.-
lama, which employs a two-tiered approach for FND. The analysis focuses on the two levels
used in the model: domain classification and fake news detection, taking into account the
prompts used. This analysis aims to identify the types of errors made by the model,
understand their causes, and suggest potential improvements.

1. Domain Classification Errors
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The first stage of ProFineLlama involves classifying news articles into specific do-
mains using DistilBERT. Errors at this stage can significantly impact the subsequent
FND process. We analyzed the misclassified instances and identified the following
types of errors:

(a) Misclassification of Ambiguous Domains: Some news articles contain content
that spans multiple domains, making it challenging for the model to classify
them accurately. For example, an article discussing the political implications of
a health crisis was misclassified as political rather than health news, depending
on the emphasis of the text.

(b) Misjudgment of Contextual Keywords: The model sometimes misclassified ar-
ticles based on the presence of high-frequency keywords that are strongly as-
sociated with a particular domain. For instance, articles containing terms like
"election" or "vaccine" were misclassified since the context did not align with
the typical usage of these keywords in the training data.

(c) Annotation Errors: Errors in the labeling of the training dataset led to misclas-
sification. If the ground truth labels were incorrect or inconsistent, the model’s
predictions reflected these inaccuracies. For example, an article labeled as "so-
cial" actually belonged to the "political" domain, leading to confusion during
training and testing.

2. News Detection Errors

The second stage involves detecting fake news within the classified domains using a
fine-tuned and prompt-tuned Llama 2 model. We analyzed the misclassified instances
in this stage and identified the following types of errors:

(a) False Positives Errors: Instances where real news articles were incorrectly clas-
sified as fake news. This type of error occurred due to:

e Misleading Headlines: Real news articles with sensational or misleading
headlines were flagged as fake news.

e Complex Language: Articles with complex language or nuanced arguments
were misinterpreted by the model as fake news.

(b) False Negatives Errors: Instances where fake news articles were incorrectly clas-
sified as real news. This type of error occurred due to:

e Sophisticated Fake News: Well-crafted fake news articles that closely mim-
icked the style and content of real news evaded detection.
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e Lack of Context: The model missed subtle cues indicating fake news if the
context was not fully captured by the prompts.

(c) Prompt-Related Errors: Despite using the best-performing prompts, some errors
persisted. The effectiveness of prompt tuning can vary based on the design of
the prompts. We identified the following issues:

e Inadequate Prompts: Prompts that did not fully capture the context or
specific characteristics of the domain led to incorrect predictions. For ex-
ample, a prompt like "Classify the following political news article as true
or fake" did not provide enough context for nuanced political articles.

e Overfitting to Prompts: The model overfitted to specific prompts used dur-
ing training, leading to reduced generalization when encountering slightly
different prompts or real-world scenarios.

Table 6.3 provides examples of misclassified instances by showing the types of errors
identified, error examples, and the percentage of errors, which presents the proportion of
each specific type of error relative to the total number of misclassified instances. Instances
with incorrect domain classification are excluded from the next stage of FND analysis to
prevent the propagation of errors between stages.

Table 6.3: Examples of Misclassified Instances and Their Distribution

Error Type ‘ Example ‘ Ground Truth ‘ Predicted ‘ Percentage of Errors
Domain Classification Errors

Misclassification of Ambiguous Domains | "The political impact of the COVID-19 vaccine | Health Political 15%
rollout."

Misjudgment of Contextual Keywords "Election results show a significant impact on | Health Political 10%
vaccine distribution."”

Annotation Errors An article labeled as ’social’” actually belonged | Political Social 15%
to the ’political’ domain.

News Detection Errors

False Positives (Type I Errors) "Breaking: New vaccine shows 95% efficacy in | Real Fake 20%
trials."

False Negatives (Type II Errors) "Miracle cure for COVID-19 discovered in re- | Fake Real 25%
mote village."

Prompt-Related Errors "Classify the following political news article as | Real Fake 15%
true or fake: [NewsContent]"

The error analysis highlights the complexity of the FND task and the challenges asso-
ciated with domain classification and news detection. Misclassification of ambiguous do-
mains, misjudgment of contextual keywords, and annotation errors were significant sources
of errors in the domain classification stage. In the news detection stage, false positives,
false negatives, and prompt-related errors were prominent. Addressing these issues requires
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improving the quality and consistency of the training data, refining the design of prompts,
and enhancing the model’s ability to capture contextual nuances.

To improve the model’s accuracy and reliability in both domain classification and news
detection tasks, it is essential to enhance the quality of training data by ensuring it is
comprehensive, accurately labeled, and representative of various domains and types of
news. Regular updates and expansions of the dataset will help maintain its relevance and
effectiveness. Additionally, refining prompt design by developing clear, precise, and con-
textually relevant prompts can significantly reduce prompt-related errors. This process
involves iterative testing and feedback loops to continually improve prompt quality. Fur-
thermore, leveraging advanced NLP techniques to better capture the nuances of context
and domain-specific language can enhance the model’s performance. This includes using
contextual embeddings and attention mechanisms to focus on relevant parts of the text.

6.5.4 Scalability and Deployment Considerations

While ProFineLlama demonstrates robust performance across multiple domains, the scal-
ability and deployment of such a large model present significant challenges. Llama 2 7B,
being a substantial model with 7 billion parameters, requires considerable computational
resources for both training and inference. This poses potential limitations for deployment
in resource-constrained environments, such as edge devices or organizations with limited
access to high-performance computing infrastructure.

6.5.4.1 Computational Requirements

ProFineLlama’s deployment necessitates powerful GPUs to handle real-time inference ef-
ficiently. The model’s memory footprint and processing demands can lead to increased
latency and higher operational costs, especially when scaling to handle large volumes of
data or integrating into real-time systems. To mitigate these challenges, several strategies
could be considered:

e Model Optimization: Techniques such as model pruning, quantization, and knowl-
edge distillation can reduce the model size and computational requirements without
significantly compromising performance.

e Distributed Computing: Leveraging cloud-based platforms and distributed comput-
ing frameworks can distribute the computational load, improving scalability, and
reducing latency.
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e Batch Processing: Implementing batch processing for inference can optimize resource
utilization and improve throughput in environments where real-time processing is not
critical.

6.5.4.2 Deployment Strategies

For large-scale deployment, ProFineLlama could be integrated into cloud-based services
where computational resources can be dynamically allocated based on demand. Addition-
ally, containerization technologies such as Docker and orchestration tools like Kubernetes
can facilitate scalable and efficient deployment, ensuring that the model can handle varying
workloads seamlessly.

6.5.5 Discussion of Different News Content

One important aspect of the detection process is the ability to handle other types of
news, such as sarcasm and clickbait, as misinformation can take various forms beyond
straightforward false claims.

Sarcasm presents a unique challenge in FND, as it often conveys meaning that con-
tradicts the literal text. Since Llama 2 relies on textual patterns, sarcasm detection may
require additional contextual understanding, such as sentiment shifts, historical author
behavior, or multimodal cues (e.g., images or tone in speech). Future work could involve
evaluating ProFineLlama on sarcasm-heavy datasets or integrating external tools, such as
sentiment analysis models, to improve interpretation.

Similarly, clickbait headlines use exaggeration and sensationalism to mislead readers.
While ProFineLlama was not explicitly tested on clickbait detection, its ability to recognize
manipulative language patterns could make it suitable for this task. A targeted evaluation
of clickbait datasets would help determine how effectively the model distinguishes between
engagement-driven exaggeration and actual fake news.

Preliminary experiments with an unseen news category suggest that ProFineLlama can
generalize beyond its trained domains. We conducted an additional experiment using a
news sample outside the categories covered in the study from the ’entertainment domain’.
The model successfully aligned the sample with the most relevant domain and correctly
classified it to 'social’ domain, demonstrating its adaptability to unseen news topics. How-
ever, further testing on different news kinds, such as sarcasm, clickbait, and other news
domains, would be beneficial in understanding the model’s full adaptability and limitations.
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6.6 Summary

In this chapter, we proposed a novel approach, ProFineLlama, which leverages fine-tuning
and prompt tuning along with a domain classification step to enhance multi-domain FND.
The proposed model significantly outperformed all alternatives in five news domains:
Crime, Health, Politics, Science, and Social. The results demonstrated that our model
achieved the highest overall performance, indicating its robustness across diverse domains.
In comparison, baseline models performed poorly, particularly baseline 1 (Blind Llama),
which lacked domain knowledge and fine-tuning and resulted in lower accuracy scores. This
underscores the importance of applying TL and task-specific training along with domain
adaptation. Baseline 2, which was fine-tuned but lacked prompt tuning, showed marked
improvement across domains but still underperformed compared to our proposed model.
The outcomes of the remaining non-domain aware baselines show even worse performance,
which suggests that domain-specific adaptation is critical for effective FND. The following
Chapter 7 offers the research conclusions and a discussion of future work.
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Chapter 7

Conclusion and Future Work

This chapter presents the conclusion of the thesis, summarizing the key contributions,
findings, and limitations. The work addresses three core challenges in FND: cross-domain
generalization, class imbalance, and the effect of TL techniques in FND. Through the
development of DL-based and LLMs-based solutions, the research demonstrated significant
improvements in the detection of fake news across multiple datasets.

7.1 Conclusion

The primary objective of this thesis was to enhance the performance of FND models,
particularly in cross-domain generalization and class imbalance mitigation. This research
contributed novel solutions, including a two-tiered multi-domain detection system, BERT-
Guard, and a TL-based approach leveraging prompt-tuning and fine-tuning of pre-trained
models, ProFineLlama.

At first, our comprehensive SLR provided a solid foundation for understanding the lim-
itations of current FND methods. Second, the evaluation of DL models in cross-domain
settings revealed significant performance degradation, prompting the development of a new
multi-domain detection framework. Third, the introduction of class imbalance handling
techniques along with domain-specific model for accurate FND further improved the ro-
bustness of the models. Finally, the proposed solutions have been embedded with tailored
prompts to guide the models throughout the detection process. The research findings,
validated through extensive experimentation, set a new standard for FND across diverse
domains.
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In conclusion, this thesis made four key contributions:

1. A comprehensive review of existing literature on FND was conducted, highlighting
the strengths and limitations of various DL models, TL techniques, and strategies to
address class imbalance. This review set the foundation for the novel contributions
presented in subsequent chapters.

2. Various DL architectures, including BERT and BiLSTM, were evaluated for their per-
formance in cross-domain FND. The assessment revealed how well these models per-
formed across multiple datasets and identified the limitations of current approaches,
particularly their inability to generalize to new domains.

3. A novel two-tiered FND system, BERTGuard, was introduced to enhance cross-
domain generalization and address class imbalance. This approach combined feature
extraction with imbalance handling techniques to achieve superior results across mul-
tiple domains.

4. A refined TL strategy, ProFineLlama, incorporating prompt-tuning and fine-tuning
of Llama 2 models was presented. This approach showed significant improvements
in FND, especially with tackling the domain classification before the detection.

These contributions collectively advanced the field of FND by addressing critical chal-
lenges and proposing innovative solutions.

7.2 Limitations

While this thesis achieved significant improvements in FND across multiple domains, sev-
eral limitations remain, which are critical to address for further advancements.

Firstly, generalization across entirely new domains continues to be a significant chal-
lenge. Although the models have shown improved cross-domain performance, their ability
to generalize effectively is limited when applied to datasets that contain vastly different
structures or topics. This results in performance drops when the models encounter unfa-
miliar data patterns, reducing their adaptability to new or evolving domains.

Another limitation lies in the availability of large and well-annotated datasets. High-
quality domain-specific data are essential for training robust models in FND, yet accessible
data sets are often limited, particularly on diverse topics. This bottleneck restricts both the
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training and the evaluation stages, which in turn hinders the comprehensive applicability
and accuracy of the models across domains.

In addition, coping with Ambiguous News Content is also a noticeable limitation. Al-
though our proposed solution demonstrates robust performance across various domains,
the challenge of classifying ambiguous news content remains an area for future improve-
ment. Ambiguous news items, often containing partially true or misleading information,
pose unique challenges to classification systems as these articles do not fit strictly within
"true" or "false" labels. This solution could benefit from incorporating additional sub-
classifications, such as satire or opinion, which would refine its detection abilities.

To handle real-world complexity, future enhancements could include training ProFinel-
lama on a dataset with more nuanced categories, allowing it to discern degrees of truthful-
ness. In addition, a confidence scoring mechanism can be implemented for borderline cases,
providing users with a clearer understanding of uncertainty in classifications. Such adap-
tations will enable the ProFinelLlama solution to better manage the intricacies of authentic
news content and improve its applicability in dynamic news environments.

Finally, the computational requirements of transformer-based architectures present a
major challenge. The models developed in this research are computationally intensive,
requiring significant resources for training and fine-tuning, which complicates their deploy-
ment in real-time or at large scales. This limitation impacts the feasibility of applying
these models in environments where computational resources are limited or the response
time is critical.

Addressing these limitations requires several strategic approaches. To improve gen-
eralization, incorporating domain adaptation techniques and exploring meta-learning ap-
proaches could enhance the flexibility of the model when handling diverse domains. Ex-
panding and diversifying available datasets through collaborative data sharing and data
augmentation techniques could help mitigate the data scarcity issue, making training more
robust. To overcome computational constraints, exploring model optimization techniques
such as quantization, pruning, and distillation, as well as utilizing cloud-based resources,
can make transformer-based models more accessible for real-time applications. By tack-
ling these areas, future research can push towards more adaptable, efficient, and inclusive
solutions in FND.

7.3 Future Work

Future research will focus on addressing the remaining challenges highlighted in this thesis:
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Enhancing Generalization: Exploring domain adaptation techniques and more ad-
vanced TL strategies can help improve the model’s ability to generalize across entirely
new domains.

Creating New Datasets: Collaborating with media organizations and fact-checking
bodies to develop larger and more diverse datasets will provide the necessary resources
to train more robust models. The collection and curating of high-quality datasets
from the sports, entertainment, and finance domains will improve the generality of
models’ training.

Coping with Ambiguous News Content: Future work will explore ProFineLlama’s
ability to classify ambiguous or partially true news content. Integrating additional
sub-classifications, such as satire, clickbait, sarcasm, or opinion, would improve the
model’s detection abilities in real-world scenarios where content often contains ele-
ments of truth mixed with fake news. Implementing confidence scores for borderline
cases could further enhance the usability of ProFineLlama, allowing users to gauge
the certainty of classifications.

Resource-Efficient Models: Future work should focus on optimizing DL models for
efficiency, including the use of model distillation and pruning techniques to reduce
the computational cost of large transformer models without sacrificing performance.

Real-World Application in Dynamic News Streams: While ProFineLlama has shown
robust performance across multiple domains in a static testing environment, its
adaptability to dynamic real-world news streams is essential for practical application.
In a live environment, news topics and fake news trends evolve rapidly, requiring the
model to continuously learn and adapt. This is a challenging deployment setting
for a FND solution. ProFineLlama’s modular architecture, which integrates domain
classification with domain-specific prompt tuning, makes it particularly suitable for
deployment in dynamic settings.

An approach for a real-world application could involve deploying ProFineLlama
within a continuous learning framework. Such a framework would allow periodic
retraining on updated datasets, capturing emerging trends and evolving language
patterns in fake news across domains like politics, health, and social networks. Fur-
thermore, incorporating real-time news feeds would enable ongoing assessments, en-
suring that the model remains effective in detecting fake news as it develops. This
adaptability demonstrates ProFineLlama’s potential to serve as a reliable tool for
real-time FND in dynamic media landscapes in the future.

140



e Expanding Domain Diversity: To further establish ProFinelLlama’s robustness, fu-
ture efforts should consider expanding testing to additional domains such as sports,
entertainment, and finance. These domains introduce unique linguistic styles, ter-
minologies, and types of misinformation that differ from those in politics, health,
and social media. Evaluating ProFineLlama in these new contexts will provide a
more comprehensive assessment of its generalization capabilities and identify any
domain-specific limitations.
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Appendix A

Extra Experimental Tests

A.1 BERTGuard Detailed Results

Table A.1 represents the testing results of all models using the Snope dataset, Table A.2
shows the testing results of all models using the COVID-Claims dataset, Table A.3 shows
the testing results of all models using the Pheme datasets, Table A.4 shows the testing
results of all models using the Politifact dataset, Table A.5 shows the testing results of all
models using the Climate dataset, and Table A.6 shows the testing results of all models
using the GossipCop. dataset.
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Table A.1: Testing Results on Snope

Model

Precision Recall F1-score Accuracy

Baseline 1 (Single-Stage)
Baseline 2 (FakeBERT)
BERTGuard

0.583011583 0.774358974 0.665198238 0.517460317
0.384977855 0.483582913 0.428683218 0.447892589
0.837719298 0.979487179 0.903073286 0.86984127

Baseline 1 (Single-Stage)
+ Adjusting Class Weights

Baseline 2 (FakeBERT)
+ Adjusting Class Weights

BERTGuard
+ Adjusting Class Weight

0.472440945 0.625 0.538116592 0.463541667

0.412659847  0.489921405  0.447983806  0.432982697

0.772357724 0.989583333 0.867579909 0.848958333

Baseline 1 (Single-Stage)
+ Random Oversampling

Baseline 2 (FakeBERT)
+ Random Oversampling

BERTGuard
+ Random Oversampling

0.579630124  0.775894752 0.663553992  0.509871545

0.409235843 0.509821473 0.454024394  0.418259451

0.829632541 0.963254891 0.891464337 0.889193257

Baseline 1 (Single-Stage)
+ Random Downsampling

Baseline 2 (FakeBERT)
+ Random Downsampling

BERTGuard
+ Random Downsampling

0.503514973  0.614358974  0.553441545  0.556482013

0.394272455  0.479155478 0.43258934 0.469781209

0.829914686 0.860479554 0.844920791 0.821669209
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Table A.2: Testing Results on Covid-Claims

Model

Precision Recall F1-score Accuracy

Baseline 1 (Single-Stage)
Baseline 2 (FakeBERT)
BERTGuard

0.224425887  0.135135135 0.168693605 0.246979389
0.189236934 0.115833972 0.143704727 0.219358114
0.956869994 0.976115651 0.966397013 0.961620469

Baseline 1 (Single-Stage)
+ Adjusting Class Weights

Baseline 2 (FakeBERT)
+ Adjusting Class Weights

BERTGuard
+ Adjusting Class Weight

0.492921493 0.391615542 0.436467236 0.494376278

0.301254982  0.498246303  0.375482026  0.489244721

0.943564356 0.974437628 0.958752515 0.95807771

Baseline 1 (Single-Stage)
+ Random Oversampling

Baseline 2 (FakeBERT)
+ Random Oversampling

BERTGuard
+ Random Oversampling

0.298140269  0.260536923  0.278073096  0.325971273

0.225971472  0.293258705 0.2552552 0.223804178

0.938367825 0.971478833 0.954636306 0.958731071

Baseline 1 (Single-Stage)
+ Random Downsampling

Baseline 2 (FakeBERT)
+ Random Downsampling

BERTGuard
+ Random Downsampling

0.215957211 0.130287603  0.162524007  0.159320159

0.118349661 0.229854687  0.156248619 0.39254215

0.887931557 0.898320015 0.893095577 0.899914330
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Table A.3: Testing Results on Pheme

Model

Precision Recall F1-score Accuracy

Baseline 1 (Single-Stage)
Baseline 2 (FakeBERT)

0.313032887
0.211972237

0.192509363
0.159728818

0.238404453
0.182179063

0.744396015
0.208359716

BERTGuard 0.847560976 0.624719101 0.71927555  0.89866127
Baseline 1 (Single-Stage)

- Adiusting Clags Weights 0078362573 0434456920 0529680365 0.61423221

Baseline 2 (FakeBERT) ) w0001 ime (459015803 0.510018077  0.498250711

+ Adjusting Class Weights

BERTGuard
+ Adjusting Class Weight

0.942528736 0.61423221 0.743764172 0.788389513

Baseline 1 (Single-Stage)
+ Random Oversampling

Baseline 2 (FakeBERT)
+ Random Oversampling

BERTGuard
+ Random Oversampling

0.382557854  0.198977128  0.261790831 0.483258776

0.338326978 0.226862148 0.271603191 0.236484122

0.853290018 0.608954712 0.710708634 0.899101146

Baseline 1 (Single-Stage)
+ Random Downsampling

Baseline 2 (FakeBERT)
+ Random Downsampling

BERTGuard
-+ Random Downsampling

0.310138297  0.226820179  0.262015136  0.386214479

0.183925587  0.159728818  0.223484548  0.208359716

0.820173808 0.579873577 0.679401462 0.601333679
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Table A.4: Testing Results on Politifact

Model Precision Recall F1-score Accuracy

Baseline 1 (Single-Stage) 0.486368313 0.18228263 0.265180199 0.49520736
Baseline 2 (FakeBERT) 0.386986823 0.125522351 0.189559518 0.389158614
BERTGuard 0.800490597 0.083248299 0.150812601 0.478772693

Baseline 1 (Single-Stage)
- Adjusting Class Weights 0.57832193 0.387034582 0.463726269 0.552415954
Baseline 2 (FakeBERT)

- Adjusting Class Weights 0.499128995  0.342180216 0.40601497 0.448917520

BERTGuard
+ Adjusting Class Weight 0.834051724 0.139896373 0.239603756 0.556030847

Baseline 1 (Single-Stage)

. 0.451789226  0.201493781  0.278693057  0.475873331
+ Random Oversampling

Baseline 2 (FakeBERT)

i 0.448209722  0.289173815  0.351541657  0.398731518
+ Random Oversampling

BERTGuard 0.791581883 0.123983301 0.214387652 0.479918739
+ Random Oversampling

Bascline 1 (Single-Stage) ) 1o ic00 0908270145 0.204981161  0.441993275
+ Random Downsampling

Baseline 2 (FakeBERT) ) oa0u0io01 0998045412 0.263858782  0.317295515
+ Random Downsampling

BERTGuard

: 0.780304702 0.069358933 0.127394182 0.328347991
-+ Random Downsampling
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Table A.5: Testing Results on Climate

Model Precision Recall F1-score Accuracy ‘
Baseline 1 (Single-Stage) 0.349206349 0.434782609 0.387323944 0.61631753
Baseline 2 (FakeBERT) 0.269025792 0.340992147 0.300763885 0.331289459
BERTGuard 0.534798535 0.577075099 0.55513308 0.742006615
Baseline 1 (Single-Stage)
- Adjusting Class Weights 0.655462185 0.386138614 0.485981308 0.591584158
Baseline 2 (FakeBERT) ) o000y 0000 (339652552 0.306124966  0.329518024

+ Adjusting Class Weights

BERTGuard
+ Adjusting Class Weight

0.7125 0.564356436 0.629834254 0.668316832

Baseline 1 (Single-Stage)
+ Random Oversampling

Baseline 2 (FakeBERT)
+ Random Oversampling

BERTGuard
+ Random Oversampling

0.479190576 0.44372519 0.460776459  0.628347923

0.301710366  0.368231514  0.331668367  0.331289459

0.519136522 0.593255101 0.553726554 0.750148775

Baseline 1 (Single-Stage)
+ Random Downsampling

Baseline 2 (FakeBERT)
+ Random Downsampling

BERTGuard
-+ Random Downsampling

0.281452588 0.401997021 0.331094204 0.412865201

0.238154502 0.411355454  0.301661745 0.398451714

0.529663888 0.523665556 0.526647643 0.528911174
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Table A.6: Testing Results on GossipCop

Model

Precision Recall F1-score Accuracy

Baseline 1 (Single-Stage)
Baseline 2 (FakeBERT)
BERTGuard

0.378611058
0.321026966
0.835781991

0.743565658
0.619652353
0.66259628

0.501743044 0.644941283
0.422939275 0.601397116
0.739180551 0.887579042

Baseline 1 (Single-Stage)
+ Adjusting Class Weights

Baseline 2 (FakeBERT)
+ Adjusting Class Weights

BERTGuard
+ Adjusting Class Weight

0.707474227  0.644668859  0.674612927  0.689055895

0.337935218  0.582315714  0.427676802  0.375923658

0.933965459 0.647721935 0.764942449 0.800962893

Baseline 1 (Single-Stage)
+ Random Oversampling

Baseline 2 (FakeBERT)
+ Random Oversampling

BERTGuard
+ Random Oversampling

0.418263754 0.74316255 0.535269361 0.628739785

0.329187265 0.573599781 0.41830849 0.389217214

0.819732297 0.670117381 0.737412462 0.890125896

Baseline 1 (Single-Stage)
+ Random Downsampling

Baseline 2 (FakeBERT)
+ Random Downsampling

BERTGuard
-+ Random Downsampling

0.320173659  0.681455469  0.435658438  0.665847845

0.298966547  0.661492152 0.411811616 0.562321354

0.786928771 0.550944282 0.648124134 0.728914474
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