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Abstract

In the context of classical information, every message is composed of 0s and 1s; these
messages can generally be copied at will. However, when quantum phenomena are
used to model information, this guarantee no longer exists. This difference gives rise
to a range of cryptographic possibilities when one considers encoding certain messages
as quantum information. In our case, we analyze a potential benefit of encoding part
of an encryption scheme’s ciphertext as quantum information. We call this type of
ciphertext a quantum ciphertext.

In particular, quantum ciphertexts are useful when one wants to be able to prove
the deletion of the plaintext underlying a ciphertext. Since classical ciphertexts can be
copied, clearly such feat is impossible using classical information alone. However, we
show that quantum encodings allow such certified deletion. More precisely, we show
that it is possible to encrypt classical data into a quantum ciphertext such that the
recipient of the ciphertext can produce a classical string which proves to the originator
that the recipient has relinquished any chance of recovering the plaintext, should the
decryption key be revealed. Our scheme is feasible with current quantum technology:
the honest parties only require quantum devices for single-qubit preparation and
measurements, and the scheme is robust against noise in these devices. Furthermore,
we provide a proof of security which requires only a finite amount of communication,
and which therefore avoids the common technique of relying on the analysis of an
asymptotic case.
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Chapter 1

Introduction

Consider the following scenario: Alice sends a ciphertext to Bob, but in addition, she
wants to encode the data in a way such that Bob can prove to her that he deleted
the information contained in the ciphertext. Such a deletion should prevent Bob
from retrieving any information on the encoded plaintext once the decryption key is
revealed. We call this certified deletion.

Informally, this functionality stipulates that Bob should not be able to do the
following two things simultaneously: (1) Convince Alice that he has deleted the
ciphertext; and (2) Given the key, recover information about the encrypted message.
To better understand this concept, consider an analogy to certified deletion in the
physical world: “encryption” would correspond to locking information into a keyed
safe, the “ciphertext” comprising of the locked safe. In this case, “deletion” may
simply involve returning the safe in its original state. This “deletion” is intrinsically
certified since, without the safe (and having never had access to the key and the
safe at the same time), Bob is relinquishing the possibility of gaining access to the
information (even in the future when the key may be revealed) by returning the
safe. However, in the case that encryption is digital, Bob may retain a copy of the
ciphertext; there is therefore no meaningful way for him to certify “deletion” of the
underlying information, since clearly a copy of the ciphertext is just as good as the
original ciphertext when it comes time to use the key to decrypt the data.

While certain cryptographic tasks seem plainly impossible when considering only
the use of classical information, they may become achievable when one uses quantum
information as well. Whereas a classical bit can only exist as either a 0 or a 1, a
quantum bit, or qubit, can exist in a continuous-valued superposition of 0 and 1. Also,
while two classical bits at a physical distance from one another may not be able to
affect one another, two quantum systems can be correlated at a distance, which is a
phenomenon known as entanglement. Moreover, whereas a classical bit can be copied
from one register to another, this is not possible for quantum states. This latter
restriction is known as the no-cloning principle [Die82, Par70, WZ82|. This quantum
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feature has been explored in many cryptographic applications, including unforgeable
money [Wie83], quantum key distribution (QKD) [BB84], and more (for a survey,
see [BS16]).

1.1 Summary of Contributions

In this work, we add to the repertoire of functionalities that are classically impossible,
but that quantum information allows to achieve with unconditional security. We
give the first formal definition of certified deletion encryption (which is a type of
scheme) and certified deletion security (which is a security notion). Moreover, we
construct an encryption scheme which, as we demonstrate, satisfies these definitions
(in addition, our proofs are applicable in the finite-key regime, which unlike many
analyses, does not rely on a case with asymptotic communication). Furthermore,
our scheme is technologically simple since it can be implemented by honest parties
who have access to rudimentary quantum devices (that is, they only need to prepare
single-qubit quantum states, and perform single-qubit measurements); we also show
that our scheme is robust against noise in these devices. We now elaborate on these
contributions.

Definitions

Our first contribution is in the area of definitions (see Chapter 3). We build on the
quantum encryption of classical messages (QECM) framework [BL19] in order to
explicate our notion of encryption (for simplicity, our work is restricted to the single-
use, private-key setting). Here, we specify both a decryption key and an auziliary key:
The decryption key is used for decrypting a ciphertext, whereas both the decryption
and auxiliary keys are used for encryption. To the QECM, we add a delete circuit, used
by Bob if he wishes to delete his ciphertext and generate a corresponding verification
state, and a wverify circuit, which uses both the auxiliary and decryption keys, and is
used by Alice to determine whether Bob really deleted the ciphertext.

Next, we define the notion of certified deletion security for a QECM scheme
(See Fig. 1.1 and Definition 3.2.3). The starting point for this definition is the
indistinguishability experiment, here played between an adversary A = (Ao, A1, As)
and a challenger. After running the Key Generation procedure, the adversary A,
submits an n-bit plaintext msg, to the challenger. Based on a random bit b, the
challenger either encrypts msg, or a dummy plaintext 0", and sends the ciphertext
to A;. The adversary A; then produces a candidate “deletion certificate”, y. Next,
the decryption key is sent to the adversary As, who produces a guess v € {0,1}.
A scheme is deemed secure if the probability that both y is accepted and b = b is

negligibly close to % We note that certified deletion security does not necessarily
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imply indistinguishability, and hence these two properties are defined and proved
separately.

kaua
KeyGen J/ Ency, %{Z’i : Ver > ok
kdec ~ N
msgo Y 1
AO Al dec =] A2 NN b/

Figure 1.1: Schematic representation of the security notion for certified
deletion security. The game is parametrized by b € {0, 1} and Ency outputs
an encryption of 0" while Enc; encrypts its input, msg,. An adversary
A = (Ap, A1, As) wins the game if the verification output is ok and V' =

Scheme

In Chapter 4, we present our scheme. Our encoding is based on the well-known Wiesner
encoding [Wie83]. Informally, the message is encoded by first generating m random
Wiesner states, [r)? (r,0 € {0,1}™) (for notation, see Section 2.3 and Table 4.1). We
let r|z be the substring of r where qubits are encoded in the computational basis, and
we let 7|z be the remaining substring of  (where qubits are encoded in the Hadamard
basis). Then, in order to create a proof of deletion, Bob measures the entire ciphertext
in the Hadamard basis. The result is a classical string, and Alice accepts the deletion
if all the bits corresponding to positions encoded in the Hadamard basis are correct
according to r|z. As for the message msg, it is encoded into x’ = msg @ H(r|z) ® u,
where H is a two-universal hash function and « is a fresh, random string. The use of
the hash function is required, intuitively, in order to prevent that partial information
retained by Bob could be useful in distinguishing the plaintext, whereas the random
is used to guarantee security in terms of an encryption scheme. Robustness of the
protocol is achieved by using an error correcting code and including an encrypted
version of the error syndrome. We note that while our definitions do not require it,
our scheme provides a further desirable property, namely that the proof of deletion is
a classical string only.

Proof

In Chapter 5, we present the security analysis of our scheme and give concrete
security parameters (Theorem 5.4.2 and its proof). First, the fact that the scheme
is an encryption scheme is relatively straightforward; it follows via the uniformity
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of the expected ciphertext state to an observer with no key (see Section 5.1). Next,
correctness and robustness (Section 5.2) follow from the properties of the encoding
and of the error correcting mechanism.

Next, the proof of security for certified deletion has a number of key steps. First,
we apply the security notion of certified deletion (Definition 3.2.3) to our concrete
scheme (Scheme 4.0.1). This yields a “prepare-and-measure” security game (see
Game 5.3.1). However, for the purposes of the analysis, it is convenient to consider
instead an entanglement-based game (this is a common proof technique for quantum
protocols that include the preparation of random states [LC99, SP00]). In this game
(Game 5.3.2), the adversary, Bob, creates an initial entangled state, from which Alice
derives (via measurements in a random basis € of her choosing) the value of r € {0, 1}™.
Interestingly, we show that without loss of generality, in this game, Bob can produce
the proof of deletion, y, before he receives any information from Alice (this is due,
essentially, to the fact that the ciphertext is uniformly random from Bob’s point of
view). Averaging over Alice’s choice of basis §, we arrive at a very powerful intuition:
in order for Bob’s probability of creating an acceptable proof of deletion y (i.e., he
produces a string, where the positions corresponding to § = 1 match with r|z) to
be high, he must unavoidably have a low probability of correctly guessing r|z. The
above phenomenon is embodied in the following entropic uncertainty relation for
smooth entropies [TR11, TLGR12], where we consider the scenario of Eve preparing
a tripartite state pspg, with Alice, Bob and Eve receiving the A, B and F systems,
respectively (here, A and B contain n qubits). Next, Alice either measures all of her
qubits in the computational basis to obtain string X, or she measures all of her qubits
in the Hadamard basis to obtain string Z, whereas Bob measures his qubits in the
Hadamard basis to obtain Z’. We then have the relation:

HE

min

(X | E)+ H

max

(2| 2Z) > n, (1.1.1)

In the above, € < 0 is a smoothing parameter which represents a probability of failure,
and the smooth min-entropy HS; (X | F) characterizes the average probability that
Eve guesses X correctly, using her optimal strategy, and given her quantum register F,
while the smooth max-entropy, HS,.(Z | Z') corresponds to the number of bits that
are needed in order to reconstruct Z from Z’, up to a failure probability € (for details,
see Section 2.5).

Our proof technique thus consists in formally analysing the entanglement-based
game and applying the appropriate uncertainty relation in the spirit of the one above.

Finally, we combine the bound on Bob’s min-entropy with a universal, hash
function, which, together with the Leftover Hashing Lemma of [Ren05], are used to
prove indistinguishability between the cases b = 0 and b = 1 after Alice has been

convinced of deletion.
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1.2 Related Work

To the best of our knowledge, the first use of a quantum encoding to certify that a
ciphertext is completely “returned” was developed by Unruh [Unrl4] in the context
of revocable timed-release encryption.

Fu and Miller [FM18] gave the first evidence that quantum information could be
used to prove deletion of information, and that this could be verified using classical
interaction only: they showed that, via a two-party nonlocality game (involving
classical interaction), Alice can become convinced that Bob has deleted a single-bit
ciphertext (in the sense that the deleted state is unreadable even if Bob were to learn
the decryption key). Their results are cast in the device-independent setting (meaning
that security holds against arbitrarily malicious quantum devices).

Further related work (that is independent from ours) by Coiteux-Roy and
Wolf [CW19] touches on the question of provable deletion using quantum encod-
ings. However, their paper is not concerned with encryption schemes, and therefore
does not consider leaking of the key. By contrast, we are explicitly concerned with
what it would mean to delete a quantum ciphertext. However, our techniques are
closely related to the scheme which they outline.

Relationship with Quantum Key Distribution. It can be instructive to com-
pare our results to the ones obtained in the analysis of QKD [TL17]. Firstly, our
adversarial model appears different, since in certified deletion, we have one honest
party (Alice, the sender) and one cheating party (Bob, the receiver), whereas QKD
involves two honest parties (Alice and Bob) and one adversary (Eve). Next, the
interaction model is different, since certified deletion is almost non-interactive, whereas
QKD involves various rounds of interaction between Alice and Bob. However, the
procedures and proof techniques for certified deletion are close to the ones used in
QKD: we use similar encodings into Wiesner states, similar privacy amplification
and error correction, and the analysis via an entanglement-based game uses similar
entropic uncertainty relations, leading to a security parameter that is very similar
to the one in [TL17]. While we are not aware of any direct reduction from the
security of a QKD scheme to certified deletion, we note that, as part of our proof
technique, we manage to essentially map the adversarial model for certified deletion
to one similar to the QKD model, since we split the behaviour of our adversarial
Bob into multiple phases: preparation of the joint state papg, measurement of a
register B in a determined basis, and finally bounding the advantage that the ad-
versary has in simultaneously making Alice accept the outcome of the measurement
performed on B, and predicting some measurement outcome on register A, given
quantum side-information E. This scenario is similar to QKD, although we note that
the measurement bases are not chosen randomly, but are instead consistently in the
Hadamard basis (for Bob’s measurement), and Eve’s challenge is to predict Alice’s
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measurement in the computational basis only (this situation is reminiscent of the
single-basis parameter estimation technique [TL17, PLWC16]).

1.3 Potential Applications

While the main focus of this work is on the foundations of certified deletion, we can
nevertheless envisage potential applications, which we briefly discuss below (we leave
the formal analyses for future work).

Protection against data retention. In 2016, the European Union adopted a
regulation on the processing and free movement of personal data [Thel6]. Included is
a clause on the “right to be forgotten”: a person should be able to have their data
erased whenever its retention is no longer necessary. Certified deletion encryption
might help facilitate this scenario in the following way: if a party were to provide their
data to an organization via a certified deletion encryption, the organization would be
able to certify deletion of the data using the deletion circuit included in the scheme.

Encryption with classical revocation. The concept of ciphertext revocation al-
lows a recipient to provably return a ciphertext (in the sense that the sender can
confirm that the ciphertext is returned, and that the recipient will not be able to
decrypt, even if the decryption key is leaked in the future); such a functionality is
unachievable with classical information alone, but is known to be achievable using
quantum ciphertexts [Unr14]. In a sense, our contribution is an extension of revocation,
since from the point of view of the recipient, whether quantum information is deleted
or returned, the end result is similar: the recipient is unable to decrypt, even given the
decryption key. Our scheme, however, has the advantage of using classical information
only for the deletion.

As a use case for classical revocation, consider a situation where Bob loans
Alice an amount of money. Alice agrees to pay back the full amount in time 7" plus
15% interest if Bob does not recall the loan within that time. To implement this
scheme, Alice uses a certified deletion encryption scheme to send Bob an encrypted
cheque, and schedules her computer to send Bob the key at time 7T'. If Bob wishes to
recall the loan within time 7', he sends Alice the deletion string. Another possible
application is timed-release encryption [Unrl4], where the decryption key is included
in the ciphertext, but encoded in a classical timed-release encryption.

1.4 Outline

The remainder of this thesis is structured as follows. Chapter 2 is an introduction
to concepts and notation used in the rest of this work. Chapter 3 lays out the novel
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security definitions which appear in this thesis. Chapter 4 is an exposition of our
main scheme, while Chapter 5 provides a security analysis. Chapter 6 recapitulates
the main results and discusses potential future work.



Chapter 2

Preliminaries

In this chapter, we introduce certain concepts and notational conventions which are
used throughout the thesis.

2.1 Strings

Here, we introduce strings (composed of bits) and certain functions related to them.
Definition 2.1.1 (String). A string x of length n € N is a tuple x € {0,1}".

In order to refer to specific bits of a string, we generally assume a string = of
length n to be of the form = = (z1,zs,...,x,). Further, denote [n] = {1,2,...,n}.
Then, for any string x = (z1,...,x,) and any subset Z C [n], we use z|7 to denote
the substring of x restricted to the bits indexed by Z, where the order of the bits is
the same as that of x.

Definition 2.1.2 (Exclusive or). The ezclusive or is a binary operator
@: {0,1} x {0,1} — {0,1} (2.1.1)

defined by 06 0=0,001=1,190=1,101=0. For n € N, the exclusive or is a
binary operator
@: {0,1}" x{0,1}" — {0,1}" (2.1.2)

defined by
(1, T0) D Y1y Yn) = (L1 D Y1, -+, Ty B Yn)- (2.1.3)

Definition 2.1.3 (Hamming weight). For any string z € {0,1}", we define the
Hamming weight function w: {0,1}" — N by

w(z) = Z:p (2.1.4)

8
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2.2 Probability and Negligible Functions

In the context of cryptography, when certain information is given to an adversary, it
may be the case that it will raise their chance of success in obtaining some information
which is meant to be secret. Were this to happen, it would be important that this
extra chance of success should not be so great so as to render the cryptographic scheme
useless. In order to encapsulate the notion of “small probabilities of success”, it is
necessary to discuss negligible functions, which are functions that become very small
very quickly as their arguments (typically security parameters) grow.

Definition 2.2.1 (Negligible function). We call a function n: N — R negligible if
for every polynomial p with p(z) > 0 for all z, there exists an integer N such that, for
all integers n > N, it is true that n(n) < zﬁ'

At times, we may want to calculate the expected value of a function evaluated
on a uniform random variable. However, to avoid the inconvenience of having to
always make the random variable explicit, we make use of the following notation: for
a function f: X — R, we denote

1
E f(v) = Tl > fla). (2.2.1)

TEX

2.3 Quantum Computation and Information

This section is heavily indebted to Watrous’s book [Wat18]. What follows is composed
in large part of excerpts from the book which are germane to the thesis. Added to
this is a certain exposition which draws a bridge from Watrous’s formalism to that of
the research at hand.

2.3.1 Linear Algebra

Certain basics in linear algebra are required to understand discussions surrounding
quantum computation and information. Here, we lay out the bare necessities for the
rest of this thesis.

An alphabet is a non-empty finite set. For any alphabet X, we use C* to denote
the set of all functions from ¥ to C; this forms a vector space of dimension |X| over the
complex numbers, with pointwise addition and scalar multiplication. We call this kind
of vector space a complex Euclidean space. Morever, we define C* := Cl", and we will
typically view vectors v € C™ as column vectors v = (ay, ..., q,) for a,...,a, € C.
We notice that there is a bijection between C* for any alphabet ¥ and C" where
n = |X|, and we therefore refer to this equivalence implicitly.
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At times, we make reference to the standard basis of C*, which is given by {e,: a €
Y}, where

1 ifa=0b
ea(b)z{o oL (2.3.1)

Recall the inner product of two vectors of a complex Euclidean space. For
vectors u,v € C*, it is defined as

(u,v) = va(a). (2.3.2)

a€d

This inner product is conjugate symmetric, linear in the second argument, and positive
definite.

Note that we may also use Dirac bra-ket notation. In this notation, |¢)) € H
(known as a ket) represents a column vector, and (1| = [¢0)' (known as a bra) represents
the conjugate transpose. The inner product of vectors |¢) and |¢) would be written
as (¥]¢).

For complex Euclidean spaces H and H', we use L(H,H') to denote the collection
of all linear mappings of the form

M:H —H, (2.3.3)

which we call linear operators. This set has a complex vector space structure. We say
L(H) = L(H,H) are the operators acting on H.

For complex Euclidean spaces H = C* and H' = C*', we may make reference to
the standard basis of L(H,H'), which is given by {E,, € L(H,H'): a € ¥',b € ¥},
where E,; is defined as

Eqpu=u(b)e, (2.3.4)

for every u € H.
We now list specific classes of operators which will be referred to later in this
thesis.

1. An operator M € L(H) is Hermitian if M = MT. We use Herm(H) to refer to
the set of Hermitian operators on H.

2. An operator M € L(H) is positive semidefinite if M = NTN for some opera-
tor N € L(H). We use P(H) to refer to the positive semidefinite operators
acting on H. Note also that every positive semidefinite operator is Hermitian.

3. A density operator is a positive semidefinite operator with trace equal to 1. We
typically refer to density operators with lowercase Greek letters like p, o, and &.
We use D(H) to refer to the collection of density operators acting on H.
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4. An operator M € L(H) is unitary if MTM = MM = 14. Unitary operators
are also isometries. We use U(H) to refer to the group of unitary operators
acting on H.

5. An operator M € L(H) for a complex Euclidean space of the form H = C* is
a diagonal operator if M(a,b) = 0 for all a,b € 3 such that a # b. We write
Diag(u) € L(H) for a vector u € H to denote

u(a) ifa="b

0 if a # b. (2:3.5)

Diag(u)(a,b) = {

For two density operators p,o € D(H), we use the notation p < o to say that o — p is
positive semidefinite.
For an operator M € L(H), the trace is defined as the sum of its diagonal entries:

Te[M] =Y M(a,a). (2.3.6)

a€y

The trace allows us to define an inner product on the space L(H,H') by the

following formula:
(M,N) =Tr[M'N] (2.3.7)
for all M, N € L(H,H’).

As an example of a unitary operator, let H € U (Q) denote the Hadamard operator,
which is defined by
0 1 0) — |1
UED RN UE]
V2 V2
Now, for complex Euclidean spaces H and H', we can discuss linear maps of the
form

|0) = (2.3.8)

®: L(H) — LIH). (2.3.9)

The set of such maps is denoted T (H,H’) and is a complex vector space.
We now list specific classes of the maps defined above.

1. Amap ® € T(H,H') is Hermiticity-preserving if, for every H € Herm(H), it
holds that
®(H) € Herm(H'). (2.3.10)
2. Amap & € T(H,H') is positive if it holds that

o(P) e P(H). (2.3.11)
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3. Amap ® € T(H,H') is completely positive if, for every complex Euclidean space
H”, it holds that

® @ 1o (2.3.12)

is a positive map.
4. Amap ® € T(H,H') is trace-preserving if, for all M € L(H), it holds that

Te[®(M)] = Tr[M]. (2.3.13)

Let us now consider some norms on the space of linear operators. For M €
L(H,H') and any real number p > 1, the Schatten p-norm of M is defined as

||, = (Te[(MTap2)) (2.3.14)
The Schatten co-norm is defined as
M|l = ]}ggo | M|, = max{||Mu||: u € H, |lul| <1}. (2.3.15)

Of particular note is the Schatten 1-norm, also known as the trace norm. This is
equal to

M|, = Tr[ MTM] (2.3.16)

For two density operators p,o € D(H), the value ||p — 0| is often referred to as the
trace distance between p and o.

2.3.2 Quantum States, Quantum Channels, and Measure-
ments

In this thesis, we will represent strings in the classical regime via the formalism of
registers.

Definition 2.3.1 (Register). A register X is either one of the following two objects:
1. An alphabet X.
2. An n-tuple X = (Y3,...,Y,), where n € N and Y}, ...,Y, are registers.

For the case of a simple register which is equal to its own alphabet, the alphabet
represents the classical states which the register may store.

Suppose we were unsure about the actual value of a bit x. We would know that x
can only take a value of either 0 or 1, but we might only know, for example, that x
would take on value 0 with probability z|® and value 1 with probability z|'. Then we
could represent our knowledge of the value of x by a probability vector v = (z|", z|').
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Now, suppose we have a simple register X with alphabet ¥. Then we represent a
probabilistic state of X to be a probability distribution over X. If we are working with
reference to an implicit probability distribution, then we will use X to represent a
random variable from that distribution, rendering statements like Pr[.X = z] for z € ¥
meaningful. Such a distribution can be rendered simply as a probability vector.

However, quantum states are not represented by probability vectors, but by
density operators.

Definition 2.3.2 (Quantum state). A quantum state or quantum system is a density
operator of the form p € D(H) for some choice of a complex Euclidean space H.

Note that, at times, we make use of subnormalized states, which are positive
semidefinite operators with trace greater than 0 and less than or equal to 1.

Often, a quantum state p € D(Ha, ®Ha, ®---®H 4, ) which is a density operator
of a tensor product of complex Euclidean spaces will be written as pa, 4,...4,. Taking
the partial trace of such a quantum state may eliminate one of the subscripts, such as
in the following example:

PAzA, = Tra,[pa 454, (2.3.17)

Moreover, the individual subscripts Ay, ..., A, may on their own be referred to as
“quantum systems” as a matter of convenience.

Definition 2.3.3 (Qubit). A qubit is a quantum state p € D(C*) for X = {0,1}.
We use the notation Q := C* to denote the state space of a single qubit, and we
use Q(n) = Q%" to denote the state space of n qubits.

Definition 2.3.4 (Pure state). A quantum state p € D(H) is said to be a pure state
if there exists a unit vector [1)) € H such that

p=[Xvl. (2.3.18)

Equivalently, p is a pure state if its rank is equal to 1.

It is common practice to refer to a pure state as |¢) instead of as |1))(1)|. An exam-
ple of a pure state which we use is the Einstein-Podolsky-Rosen (EPR) state [EPR35],
which is defined as .

V2

Definition 2.3.5 (Completely mixed state). For a complex Euclidean space H, the
completely mized state is

IEPR) = —(|0) ® |0) + [1) ® |1)). (2.3.19)

1y
dim(H)

(2.3.20)
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Note that the formalism we have discussed so far is sufficient to represent
probabilistic classical states. Suppose we have a register X with classical state
set . Consider the associated complex Euclidean space H = C*. Then the
classical state for a € ¥ can be represented as E,, € D(H). Accordingly, prob-
abilistic states correspond to diagonal density operators; for a given probability
vector {p(a): a € £, s p(a) = 1}, the state is represented as

> " p(a)Eq,q = Diag(p). (2.3.21)

a€Y

Moreover, we use x & X to denote sampling an element x € X uniformly at random
from a set X. This uniform randomness is represented in terms of registers in the
completely mixed state.

From now on, wherever a register which represents a classical state is denoted by
an uppercase letter (e.g. X), we will use the script version of that letter to denote its
alphabet (which in the current example would be X).

Let us introduce a few more notational conventions that will prove useful later
on. Let |z;)}z;] € D(C?) be classical states for integers 4 such that 1 < i < n. Then
we use the notation

|z1, oy ooy XT1, Ty o X = T 2| @ T ) (2] @ -+ - @ T Xy - (2.3.22)
Recall that H is the Hadamard operator. For any strings x,0 € {0, 1}", we define
|2%) = H' |2) = H"' [21) @ H” |23) ® -+ @ ™" [z,) (2.3.23)

States of the form |x9> are here called Wiesner states in recognition of their first use
in [Wie83].

The representation of classical states in the quantum formalism allows us to
address the matter of correlation between quantum and classical states using classical-
quantum stales (cq-states). For a classical register X and a quantum system A, one
may write the cq-state

pxa =3 Pr(a)|a)ly @ pajx—s. (2.3.24)

zekX

where p 4 x—, is the state of A conditioned on the event that X = .
Quantum channels are linear maps which are used to represent changes to quantum
systems, whether these changes are related to computation, noise, or otherwise.

Definition 2.3.6 (Quantum channel). A quantum channel is a linear map
O: L(H) = L(H) (2.3.25)

for some choice of complex Euclidean spaces H and H’, satisfying two properties:
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1. ® is completely positive; and
2. ® is trace-preserving.

For classical registers X and Y and a function f: X — ), we denote by
Er: D(CY) — D(C* @ CY) the channel

Erl] =D If(@)y leXalx - [a)elx (F(2)]y - (2.3.26)

zeX

Measurements are functions which enable the extraction of classical information
from quantum states.

Definition 2.3.7 (Measurement). A measurement is a function of the form
p: X — P(H) (2.3.27)

for some choice of an alphabet ¥ and a complex Euclidean space H, satisfying

> () =14 (2.3.28)

TEL

The alphabet ¥ is the set of measurement outcomes of the measurement and each
operator p(a) is the measurement operator associated with the outcome a € .

The term positive-operator valued measure (POVM) may also be used to refer to
a measurement. This may be used to distinguish it from a generalized measurement,
which is a type of function which we do not discuss.

If one wants to measure a state py € D(H,), then the measurement p must map
to P(Ha). In performing the measurement, two things happen:

1. An element of a € X is selected as the outcome of the measurement according
to the probability distribution given by p(a) = (u(a), p); and

2. The system A ceases to exist; the measurement outcome may now reside in a
register stated explicitly or left implicit.

In this thesis, we often specify measurements not as functions as above, but as a
collection of measurement operators indexed by a set of measurement outcomes, such
as the following:

(P,:a €S} CPH); (2.3.29)

This can be easily rewritten as a measurement p: ¥ — P(H) with u(a) = P, for
each a € Y.
We can also describe measurements as quantum-to-classical channels.
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Definition 2.3.8 (Quantum-to-classical channel). Let ® € T(H,H') be a channel.
It is said that ® is a quantum-to-classical channel if, for every p € D(H), ®(p) is a
diagonal density operator.

Such a description for measurements can be useful when we want to make obvious
the systems involved in a measurement. For instance, the notation M4 — X would
indicate a channel mapping quantum states in D(H 4) to classical states in classical
register X.

Given what we have discussed so far, we can now examine the problem of state
discrimination. Let H be a complex Euclidean space, and suppose po, p1 € D(H) are
both quantum states from the same state space. Consider two parties Alice and Bob
who both know what the states py and p; are. With probability A, Alice sends pg to
Bob, and with probability 1—\, Alice sends p; to Bob. Now, Bob’s task is to determine
whether he received py or p; via measurement. The Holevo-Helstrom theorem relates
this problem to the trace distance.

Theorem 2.3.9 (Holevo-Helstrom theorem). Let H be a complex FEuclidean space,
let po,p1 € D(H) be density operators, and let X € [0,1]. For every choice of a
measurement j1: {0,1} — P(H), it holds that

A(0), po) + (1 = A)(u(1), p1) < % + %H)\Po — (1= XNplfs- (2.3.30)

It follows by Theorem 2.3.9 that the best possible choice of measurement for Bob
will result in the correct guess with probability

S+ 2l — (1= Xl (2331)

In this work, measurement of a qubit in our scheme will always occur in one of
two bases: the computational basis ({|0),|1)}) or the Hadamard basis ({|+),]|—)}).
Thus, for a quantum system A, we notate these measurements as {M,"},cq011,
where z € {0, 1} ranges over the possible outcomes, and where 6 € {0,1} determines
the basis of measurement (0 = 0 indicates computational basis and 6 = 1 indicates
Hadamard basis).

Let {M3}, and {N%}, be two POVMs acting on a quantum system A. We define
the overlap

c({Mii}e, {Na}y) = max|l\/ Mgy Nil%. (2.3.32)
Wherever dealing with an m-qubit quantum system A, we define, for all i = 1,...,m,
¢ =c ({MY"}o, {M1"},) . (2.3.33)

We assume our measurements are ideal. Therefore, the overlap between measurements
in the rectilinear and diagonal bases would be

GO LI B - () -5 e

CZ‘:‘
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2.4 Hash Functions and Error Correction

We make use of universal, hash functions, first introduced by Carter and Weg-
man [CWT79]. This class of hash function families is made to ensure a low number of
collisions when sampling from a family of hash functions at random.

Definition 2.4.1 (Universal, Hashing). Let § = {H: X — Z} be a family of
functions. We say that § is universaly if Pr[H(x) = H(2')] < é for any two distinct
elements z, 2’ € X', when H is chosen uniformly at random from $).

Such families exist if | Z] is a power of two (see [CW79]). Moreover, there exist
universaly families of hash functions which take strings of length n as input and which
contain 29 hash functions; therefore it takes O(n) bits to specify a hash function
from such a family [WC81]. Thus, when we discuss communication of hash functions,
we assume that both the sender and the recipient are aware of the family from which
a hash function has been chosen, and that the transmitted data consists of O(n) bits
used to specify the hash function from the known family.

In the context of error correction, we note that linear error correcting codes can
generate syndromes, and that corrections to a message can be made when given the
syndrome of the correct message. This is called syndrome decoding, and it is an
efficient means of decoding linear codes.

Suppose we have a linear code with parity check matrix M. Let x be a trasmitted
codeword, and let y be the associated error vector. Then z = x @ y is received. Now,
we know that for all codewords x, Mx = 0. Therefore, due to the error, a syndrome is

generated:
Mz=Mxde)=MrdMe=0+ Me = Me. (2.4.1)

The recipient can, assuming a bound on the number of errors, look up the value of e.
Then,
r=z®e. (2.4.2)

We implicitly refer to syndrome decoding of an [n,n — s|-linear code which
handles codewords of length n and generates syndromes of length s < n when we use
functions synd: {0,1}" — {0,1}* and corr: {0,1}" x {0,1}* — {0, 1}", where synd is
a syndrome-generating function and corr is a string-correcting function. We also make
reference to the distance of an error correcting code, which is the minimum distance
between distinct codewords.

2.5 Smooth Entropies and Uncertainty Relations

The purpose of entropy is to quantify the amount of uncertainty an observer has
concerning the outcome of a random variable. Since the uncertainty of random variables
can be understood in different ways, there exist different kinds of entropy. Key to our
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work are min- and max-entropy, first introduced by Renner and Koénig [Ren05, KRS09],
as an application of Rényi entropies [Rén61] to the quantum setting. Foundational to
these, however, were the Boltzmann-Gibbs-Shannon entropy (hereafter known as the
Shannon entropy) and the quantum generalization thereof, the von Neumann entropy.

Note that all the entropies that are discussed will be written as “conditional”. The
corresponding unconditional entropies are a special case where the side information is
not correlated to the system of interest.

We begin, therefore, with Shannon entropy. Let X be a random variable with a
probability mass function p(z). Then

Zp IOg (2.5.1)

The higher this value is, the higher the uncertainty concerning the outcome of the
random variable X.

Let us now look to the conditional case. Let X and Y be random variables, and
let p(x,y) be a joint probability mass function with marginals p(x) and p(y). Then
the conditional Shannon entropy is

(y)
H(X|Y) Zp (x,y)log (@) (2.5.2)
= H(XY) — H(Y). (2.5.3)

From here, we can make the move to the conditional von Neumann entropy, or the
quantum conditional entropy.

Definition 2.5.1 (Conditional von Neumann Entropy). For any bipartite state pap €
D(Ha ® Hp), we define the conditional von Neumann entropy of A given B for the
state pap as

H(A|B),=H(AB),— H(B),, (2.5.4)

where
H(A), = —Tr[palog pal. (2.5.5)

Note that the von Neumann entropy corresponds to the Shannon entropy of a
state’s eigenvalues.
Let us now consider min- and max-entropy.

Definition 2.5.2 (Min- and max-entropy). Let pap € D(Ha®@Hp) and o5 € D(Hp).
The min-entropy of pap relative to op is

Hmin(pAB ‘ O'B) = —10g>\ (256)
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where A is the minimum real number such that A - 14, ® op — pap is non-negative.
The mazx-entropy of pap relative to op is

Huax(pap | o) = 1og Tr[(13, ® 05)p%5), (2.5.7)

where p%p is the projector onto the support of pap. The min-entropy and the
max-entropy of pap given Hpg are

Hopin (A | B)p = sup Hu(pas | oB), (2.5.8)
O'BED(HB)
and
HmaX(A ’ B)p = sup Hrnax(pAB ‘ O_B)- (259)
ocB€D(HpB)

In short, the min-entropy of a random variable measures the degree to which its
distribution is uniform, and the max-entropy of a random variable measures the size
of its support. It follows that min-entropy is never larger than max-entropy. One may
find an elaboration on the operational meanings of these quantities in [KRS09].

The current definitions of min- and max-entropy entail that, were the state in
question to change a little bit, the entropy might change drastically. Smooth entropies
give the state in question some room to move about, so to speak. In the classical case,
for instance, it allows one to study the distributions close to a given distribution.

Definition 2.5.3 (Smooth min- and max-entropy). Let pap € D(Ha ® Hp),0B €
D(Hg), and € > 0. The e-smooth min-entropy and the e-smooth maz-entropy of pap
relative to op are

Hiin(pap | 0p) = sup Huin(Pap | o), (2.5.10)
PAB
and
HIi’laX(pAB | UB) = %nf Hmax(ﬁAB | UB), (2511)
AB

where the supremum and infimum range over the set of all operators p, 5 € D(HAQHp)
such that ||[p4g — paglli < Tr[pag] - €. The e-smooth min-entropy and the e-smooth
max-entropy of pap given Hpg are

Hi(pap | B) = sup  Hy(pas|os), (2.5.12)
op€D(HpB)
and
Hyox(pap | B) = sup  Hp . (pag|op). (2.5.13)
ocpED(HEB)

It is of note that smooth entropies satisfy the following inequality, commonly
referred to as the data-processing inequality [TCR10]. This states that the uncertainty
of a system never decreases due to any sort of processing done to the side information.
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Proposition 2.5.4. Let € > 0, pag be a quantum state, and E: D(Ha) — D(He) be
a channel. Define oac = (1p@,) ® E)(pan). Then,
Hi(A| B), < H

m

2(AC)y and H

max

(Al B), < H,

max

(A|C),.  (25.14)

We use the following uncertainty relation, introduced by Tomamichel and Ren-
ner [TR11], and expanded upon in [Tom12]. It was originally understood in terms of
its application to QKD, and was used to prove the secrecy of the key in a finite-key
analysis of QKD [TLGRI12]. One can explain this in an intuitive sense: suppose
the parts of a tripartite state are distributed among three parties: Alice, Bob, and
Charlie. Suppose also that Alice has the choice of measuring in one of two bases. Then,
depending on how distinct these bases are, there is a limit to how much certainty Bob
can have about Alice’s measurement outcome in one of the bases if Charlie is certain
about Alice’s measurement outcome in the other basis.

Proposition 2.5.5. Let € > 0, let pacp € D(HA®@ He @ HE) be a tripartite quantum
state and let {M%},ex and {N3}.cz be two POVMs acting on A. Then
H€

min

(X | C)s + Hj

max

(Z | E)s 2 q, (2.5.15)

where ¢ = log% and ¢ = max, . |[\/M%\/N3||%. Moreover, oxcr = Ma_x(pace)
and 6708 = Ma_z(pace) with maps

Max() = Trs (Z (el (M) - (M) m) (2.5.16)

TEX

and

Masz() =Tra (Z (21, (NF) - (N3) |Z>Z) : (2.5.17)

zEZ

We also use the Leftover Hashing Lemma, introduced by Renner [Ren05]. It is
typically understood in relation to the privacy amplification step of QKD. We state it
in the form given in [TL17]. This result relates the min-entropy of a quantum state
to the trace distance between a post-hashing state and a uniformly random state.

Proposition 2.5.6. Let ¢ > 0 and oax be a classical-quantum state, with X a
classical register which takes values on X = {0,1}*. Let $ be a universaly family
of hash functions from X to Y = {0,1}". Let xy = 5=1pqy) be the fully mized
state, pgu = ﬁ Y otes [HXH|gun and Caygn = Trx[Er(0ax @ pgn)] for the function
f:(x,H) — H(x) be the post-hashing state. Then,

1

_1(ge —n
ICavsm = Xy ® Cagr e < 5272 Hin X7 4 9¢, (2.5.18)
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2.6 Statistical Lemmas

The following lemmas are required to bound a specific max-entropy quantity. They
are both proven in [TL17] as part of a security proof of finite-key QKD, and this line
of thinking originated in [TLGR12].

The following lemma is a consequence of Serfling’s bound [Ser74].

Lemma 2.6.1. Let Zy,...Z,, be random variables taking values in {0,1}. Let m =
s+ k. Let T be an independent and uniformly chosen subset of [m| with s elements.
Then, for v € [0,1] and § € (0,1),

Pr|Y Zi<k6AN> Zi>s(6+v)

1€T icT

< exp (%) 260

It will also be useful to condition a quantum state on future events. This is called
“smoothing”. In order to proceed, we define purified distance, which is a metric on
quantum states, and which is related to the minimal trace distance of purifications.

Definition 2.6.2 (Purified Distance). Let A be a quantum system. For two (subnor-
malized) states pa, 04, we define the generalized fidelity,

2
F(pA,UA> = (TI‘ |: \/,OAO'A\//)A:| +\/1—Tr[pA]\/1—Tr[aA]) , (262)
and the purified distance,

P(pA,O'A) = 1—F(pA,O'A). (263)

The following lemma from [TL17] states that, given a classical-quantum state,
there may exist a nearby state on which a certain event does not occur.

Lemma 2.6.3. Let pax be a classical-quantum state with X a classical register,
and 2: X — {0,1} be an event with Pr[Q], = € < Tr[pax]. Then there exists a

classical-quantum state pax with Pr[Q]ﬁ =0 and P(pax, pax) < Ve

2.7 Quantum Encryption and Security

Whenever an adversary A is mentioned, it is assumed to be quantum and to have
unbounded computational power.

Considering that the scheme introduced in this thesis is an encryption scheme
with a quantum ciphertext, we rely on the “quantum encryption of classical messages”
framework from prior work [BL19]. This framework describes an encryption scheme
as a set of parameterized channels which satisfy certain conditions.
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Definition 2.7.1 (Quantum Encryption of Classical Messages). Let n be an integer.
An n-quantum encryption of classical messages (n-QECM) is a tuple of polynomial-
time quantum circuits S = (key, enc, dec) implementing channels of the form

o O D(C) = D(Hy),
o O3 D(Hi @ Hu) — D(Hr), and
[ ] (p(){eci 'D(HK,)\ X /HT,)\> — D<HM)7

where Hyr = Q(n) is the plaintext space, Hr = Q(¢(A)) is the ciphertext space, and
Hir = Q(k(N)) is the key space for functions ¢, x: N* — NT.
For all A € Ntk € {0,1}*™ and m € {0,1}", the maps must satisfy

Tr[|k)k| ©*Y(1)] > 0 = Tr[|m)(m| ®4= o O™ [m)m|] = 1, (2.7.1)

where A is implicit, ®$" is the channel defined by p — ©*"(|k)k| ® p), and we define
®fec analogously. We also define the channel 575 : D(Has) — D(Hrn) by

p = ©;7(|0)0]) (2.7.2)

where 0 € {0, 1}" is the all-zero bit string, and the channel ®5"f: D(Hyr) — D(Hr,n)
by
o S Tellm)oml 4] - S (mml). (273

me{0,1}m

In Definition 2.7.1, we have three channels: a key generation channel, an en-
cryption channel, and a decryption channel. The security parameter A allows us to
determine how large we want our key and ciphertext to be; in our scheme to come,
a larger key and ciphertext will result in a better security bound. The meaning
of Eq. (2.7.1) is that, if the key is k, then encryption of that message with k followed
by decryption with & should return the original message.

As part of the security of our scheme, we wish to ensure that should an adversary
obtain a copy of the ciphertext and were to know that the original message is one of
two hypotheses, she would not be able to distinguish between the hypotheses. We
refer to this notion of security as indistinguishable security. It is best understood
in terms of a scheme’s resilience to an adversary performing what we refer to as a
distinguishing attack.

Definition 2.7.2 (Distinguishing Attack). Let S = (key, enc, dec) be an n-QECM. A
distinguishing attack is a quantum adversary A = (Ap, .A;) implementing channels of
the form

° AOJ\I D(C) — D(HM ®,HS7>\) and
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° AL)\I 'D('HTQ\ X 'H&)\) — D(Q)
where Hg = Q(s())) for a function s: Nt — NT.

In Definition 2.7.2, we see the first adversarial circuit outputting a message to be
sent to the challenger and a memory state. The second adversarial uses the ciphertext
received from the challenger along with the memory state in order to make a guess as
to whether the challenger encrypted the 0 state or the adversary’s message.

Definition 2.7.3 (Indistinguishable Security). Let S = (key, enc, dec) be an n-QECM.
Then we say that S is indistinguishable secure if for all distinguishing attacks A there
exists a negligible function 7 such that

EE Tr[[b)b] App 0 (95 ® Ls) 0 Aga(1)] < =+ n(N) (2.7.4)
where X is implicit on the left-hand side, b € {0,1}, and K, is the random variable
distributed on {0, 1}*™ such that

Pr[Ky = k] = Tr| |k )k| @ieyu)] (2.7.5)

In Definition 2.7.3, we see the first important security criterion formalized: it is
that the adversary is unable to correctly guess whether the challenger encrypted 0 or

the given message with probability greater than negligibly over %



Chapter 3

Security Definitions

In this chapter, we introduce a new description of the certified deletion security notion.
First, however, we must augment our QECM framework to allow it to detect errors
on decryption.

3.1 QECM Modifications

Definition 3.1.1 (Augmented Quantum Encryption of Classical Messages). Let n
be an integer. Let S = (key,enc,dec) be an n-QECM. An n-augmented quantum
encryption of classical messages (n-AQECM) is a tuple of uniform efficient quantum

circuits S = (key, enc, dec), where dec implements a channel of the form

O D(Hpr @ Hron) = D(Hu @ Q). (3.1.1)

For all A € NT,k € {0,1}*M and m € {0,1}", the maps corresponding to the circuits
must satisfy

T [|k)(k| 94¥(1)] > 0 = Tr[|m><m| © |1(1] ddee o pene |m><m\] -1, (312

where A is implicit, ®$" is the channel defined by p — ®*"(|k)k| ® p), and we define
Pdec analogously.

The extra qubit (which will be referred to as a flag), though by itself without
any apparent use, may serve as a way to indicate that the decryption process did not
proceed as expected in any given run. In the case of decryption without error, the
circuit should output |1)(1], and in the case of decryption error, the circuit should
output |0)0]. This allows us to define a criterion by which an AQECM might be
robust against a certain amount of noise.

Since the original QECM framework will no longer be used for the rest of this
thesis, we henceforth note that all further references to the QECM framework are in
fact references to the AQECM framework.

24
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Definition 3.1.2 (Robust Quantum Encryption of Classical Messages). Let S =
(key, enc,dec) be an n-QECM. We say that S is e-robust if, for all adversaries 4
implementing channels of the form

A: ’D(KHTM\) — ID(,HT,)\), (313)
and for two distinct messages m, m’ € H,;, we have that

kEIC Tr[|m/Xm'| @ [1)(1] D5 0 A o D™ [m)(m|] < e. (3.1.4)

In other words, a QECM is e-robust if, under interference by an adversary, the
event that decryption yields a different message than was encrypted and that the
decryption circuit approves of the outcome is less than or equal to e. This is functionally
equivalent to a quantum authentication scheme [BCGT02].

Our description takes the form of an augmentation of the QECM framework
described in Definition 3.1.1.

3.2 Certified Deletion Encryption and Security

Given a QECM with key k and encrypting message m, the certified deletion prop-
erty should guarantee that the recipient, Bob, cannot do the following two things
simultaneously:

e Make Alice, the sender, accept his certificate of deletion; and
e Given k, recover information about m.

Definition 3.2.1 (Certified Deletion Encryption). Let & = (key,enc,dec) be an
n-QECM such that

o Hir=Hrr® Hgry, where Hyr = Q(k'(A)) is the decryption key space and
Hir n = Q(K”(N)) is the auxiliary key space for functions «’, k”: N* — NT; and

o forall A € N* k= (K, k") € {0,1}*M+"N) "and m € {0,1}", it must hold that
Tre[ [k 94 (1)] > 0 = Tr | Im)m| & 1)1 @S ) 0 O [mm] | = 1,

(k,0%")
(3.2.1)
where A\ is implicit.

Let del and ver be efficient quantum circuits implemented by channels of the form
o (bc)j\eli ’D(/HT,)\) — D(HD)\)
o Y D(Hi )@ Hpy) = D(Q)
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where Hp x = Q(d(N)) for a function d: N* — N*.
For all A € N*, k € {0,1}*™, and m € {0,1}", the maps must satisfy

Tr[|k)k| @Y (1)] >0 = Tr[|1)1] @* o (|k}k| ® (2% 0 @™ [m)m|))] =1
(3.2.2)
where A is implicit.
We call the tuple &' = (key, enc, dec, del, ver) an n-certified deletion encryption
(n-CDE).

Definition 3.2.2 (Certified Deletion Attack). Let & = (key,enc,dec, del,ver) be
an n-CDE. A certified deletion attack is a quantum adversary A = (A, A1, As)
implementing channels of the form

e Ay : D(C) = D(Huy @ Hsy),
e Aiy: D(Hrn® Hsa) = D(Hpr @ Hsr @ Hyr ), and
o Asy: D(Hyrpn @ Hsp @ Hrrp) = D(Q)
where Hg ) = Q(s(\)) and Hqv y = Q(¢'()\)) for functions s, ¢': Nt — N+,

We are now ready to define our notion of Certified Deletion Security. We refer
the reader to Section 1.1 for an informal explanation of the definition, and we recall
that notation @} is defined in Eq. (2.7.2).

Definition 3.2.3 (Certified Deletion Security). Let S = (key, enc, dec, del, ver) be an n-
CDE. For any fixed and implicit A\ € N*, we define the channel ®y*": D(Hx \QHpr) —
D(O® HK’,)\) by

p > O([R)E @ p) @ [K)(K] . (3.2.3)

Then we say that S is n-certified deletion secure if for all certified deletion attacks A,
there exists a function 7 such that

JngK Tr[(|1,b)1, b)) (1 ® As) o (B} @ Lggr) 0 Ay 0 (P55 @ 1g) o Ag(1)]

(3.2.4)

< - +n(A)

where A is implicit on the left-hand side, b € {0, 1}, and K, is the random variable
distributed on {0, 1}*™ such that

Pr[KCy = k] = Tr||k)(k| @(1)]. (3.2.5)

We say that S is certified deletion secure if there exists such a function 7 that is
negligible.



Chapter 4

Constructing an Encryption
Scheme with Certified Deletion

Scheme 4.0.1 aims to exhibit a noise-tolerant prepare-and-measure n-CDE with
indistinguishable security and certified deletion.

Scheme 4.0.1 (Prepare-and-Measure Certified Deletion). Let n, A, 7, u,m = s+ k be
integers. Let © = {0 € {0,1}" | w(f) = k} be all m-length strings with Hamming
weight k. Let both e == {h: {0,1}* — {0,1}7} and $,, = {h: {0,1}* — {0,1}"}
be universaly families of hash functions. Let synd: {0,1}" — {0,1}* be an error
syndrome function, let corr: {0,1}" x {0, 1}* — {0, 1}" be the corresponding function
used to calculate the corrected string, and let 6 € [0, 1] be a tolerated error rate for
verification. We define a noise-tolerant prepare-and-measure n-CDE by Circuits 1-5.
This scheme satisfies both Equation (3.2.1) and Equation (3.2.2). It is therefore an
n-CDE.

We note that in Chapter 3, we allow for the general case of both an auxiliary and
decryption key — both keys are accessible to the encryption and verification circuit,
but the decryption circuit only has access to the decryption key. Furthermore, after
the verification, only the decryption key is revealed. This makes our definition more
general, and our scheme makes use of this framework, since the string r is in the
auxiliary key only (otherwise, letting r be part of the decryption key would clearly
make certified deletion impossible, since correctness would follow without the quantum
portion of the ciphertext. However, we note that, strictly speaking, ver only requires
the portion ¢ = 7|z of the auxiliary key, and that in fact the certified deletion property
holds if we include ¢ in the decryption key. This means that the use of an auxiliary
key is unnecessary in our scheme; we have nevertheless chosen to include it for ease of
presentation.
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0,z
M,

Measurement operator acting on system A with setting # and outcome z

ML x|se Measurement map applied on the qubits of system A indexed by Z with setting 5@
and outcome stored in register X
A Security parameter
n Length, in bits, of the message
m = k(A\)  Total number of qubits sent from encrypting party to decrypting party
k Length, in bits, of the string used for verification of deletion
s=m —k Length, in bits, of the string used for extracting randomness
T=1(A) Length, in bits, of error correction hash
= p(N) Length, in bits, of error syndrome
0 Basis in which the encrypting party prepares her quantum state
1) Threshold error rate for the verification test
(C] Set of possible bases from which 6 is chosen
Hpa Universals family of hash functions used in the privacy amplification scheme
Hec Universal, family of hash functions used in the error correction scheme
Hy, Hash function used in the privacy amplification scheme
H. Hash function used in the error correction scheme
S© Seed for the choice of 6
SHpa Seed for the choice of the hash function used in the error correction scheme
GHee Seed for the choice of the hash function used in the privacy amplification scheme
synd Function that computes the error syndrome
corr Function that computes the corrected string
Table 4.1: Overview of nomenclature used in Chapter 4 and Chapter 5

Circuit 1: The key generation circuit key.

Input

: None.

Output: An auxiliary key state p € D(Q(m)) and a decryption key state

(S D(Q(m—l—n—l—,u—i—r) ®f)pa®f)ec))-

1 Sample r & {0,1}™.
2 Sample 6 Eo.

3 Sample u & {0,1}™.
4 Sample d & {0, 1}~
5 Sample e & {0,1}".

6 Sample

7 Sample
8 Output

$
Hpy < $pa-

Hec ﬁ ﬁec‘
p = |T’><T'| a“nd 0 = |0a u, d7 €, Hpaa Hec><0, u, d7 €, Hpaa Hec|~
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Circuit 2: The encryption circuit enc.

Input :A plaintext state |msg)(msg| € D(Q(n)), an auxiliary key state
|rXr| € D(Q(m)), and a decryption key state
10, u,d, e, Hpa, Hee 0,1, d, €, Hpa, Hee| €
D(Qm+n+p+7) @ Npa @ Nec)-
Output : A ciphertext state p € D(Q(m +n+ 7 + p)).
1 Compute © = Hpa(r|z) where Z = {i € [m] | 6; = 0}.
2 Compute p = He(r|7) ® d.
3 Compute ¢ = synd(r|z) & e.
4 Output p = ‘r9><7"9‘ ® |msg @ z ® u, p,gmsg O = d u, p, ql.

Circuit 3: The decryption circuit dec.

Input :A decryption key state |0, u, d, e, Hpa, Hee X0, u, d, €, Hpa, Hee| €
DOMm+n+pu+7)® Hpa @ Hec) and a ciphertext
p @ le,p,gfep,ql € D(Qm +n+ p+7)).

Output: A plaintext state o € D(Q(n)) and an error flag v € D(Q).

Compute p' = H? pH?.

Measure p’ in the computational basis. Call the result 7.

Compute r" = corr(r|z,q @ e) where Z = {i € [m] | §; = 0}.

Compute p' = He(r") @ d.

If p # ¢/, then set v = |0)0]. Else, set v = [1)(1].

Compute 2’ = Hpa(1").

Output c @y =lc@® 2 D ulcd 2’ D u|®7.

N O 0ok N =

Circuit 4: The deletion circuit del.

Input :A ciphertext p ® |¢,p, ¢)c,p,q| € D(Q(m +n+ pu+71)).
Output: A certificate string state o € D(Q(m)).

1 Measure p in the Hadamard basis. Call the output y.

2 Output o = |y)y|.

Circuit 5: The verification circuit ver.

Input :An auxiliary key state |r)(r| € D(Q(m)), a decryption key state
|97 u, d7 €, Hpa7 Hec><07 Uu, d7 €, Hpa; Hec| S
DQMm+n+pu+7)® Hpa @ HNec), and a certificate string state

ly)y| € D(Q(m)).
Output: A bit.

1 Compute ' = §|z where Z = {i € [m] | §; = 1}.
2 Compute ¢ = r|z.
3 If wig®Y') < ké, output 1. Else, output 0.




Chapter 5

Security Analysis

In this chapter, we present the security analysis for Scheme 4.0.1: in Section 5.1, we
show the security of the scheme in terms of an encryption scheme, then, in Section 5.2,
we show that the scheme is correct and robust. Finally in Section 5.3, we show that
the scheme is a certified deletion scheme.

5.1 Indistinguishable Security

In considering whether Scheme 4.0.1 is indistinguishable secure (Definition 2.7.3), one
need only verify that an adversary, given a ciphertext, would not be able to discern
whether a known message was encrypted.

Theorem 5.1.1. Scheme 4.0.1 is indistinguishable secure.

Proof:  For any distinguishing attack A = (Ay, A;), any state p = ps®|msg)(msg| €
D(Hs @ Q(n)), and where k = (1,0, u,d, e, Hpa, He) € {0, 1} T X 900 X Hec 18
a key, we have that

enc 1
]% (]ls & (Pm) (p) = T [§ (1 9ec] Zk:ps ® |7“9><7“9|

® |msg ® x ® u, p,q)Xmsg Oz D u,p, q|

[ D ps @ [r'Xr’| @ |z @ u,p,q)a D u,p,ql
k

1

2T (9 [ e

=E (Ls @ ®56) (p),

where the second equality is due to the uniform distribution of both msg & x & v and
u. Therefore, an adversary can do no better than guess b correctly half of the time in
a distinguishing attack. This implies perfect indistinguishable security with n = 0. |l

30
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5.2 Correctness

Thanks to the syndrome and correction functions included in the scheme, the decryption
circuit is robust against a certain amount of noise; that is, below such a level of noise,
the decryption circuit outputs Alice’s original message with high probability. This
noise threshold is determined by the distance of the linear code used. In particular,
where A is the distance of the code, decryption should proceed normally as long as
fewer than [%J errors occur to the quantum encoding of r|z during transmission
through the quantum channel.

To account for greater levels of noise (such as may occur in the presence of an
adversary), we show that the error correction measures implemented in Scheme 4.0.1
ensure that errors in decryption are detected with high probability. In other words,
we show that the scheme is €,,,-robust, where €, = 2%

Recall that 7 is the length of the error correction hash, and that u is the length
of the error correction syndrome. Consider that Bob has received a ciphertext state
pe®lc,p,q)Xe,p,q] € D(Q(m+n+pu+7)) and a decryption key (0, u, d, e, Hpa, Hee) €
© x {0, 1} X §pa X Hec. Given 0, Bob learns Z. This allows him to perform the
following measurement on pg:

Me (=37 Jyhy (M2 - (ME) (1, (5.2.1)

y€{0,1}*

The new register Y contains a hypothesis of the random string Alice used in generating
c. Since pg was necessarily transmitted through a quantum channel, it may have been
altered due to noise. Bob calculates a corrected estimate: & = corr(y, ¢®e). Finally, he
compares a hash of the estimate with p & d, which is the hash of Alice’s corresponding
randomness. This procedure is represented by a function ec: {0,1}* x {0, 1}* X $ec —

{0,1} defined by
if Hec
ec(z,y) = ; : (@) 7y (5.2.2)
1 else.

To record the value of this test, we use a flag F°° := ec(z,p @ d). It is very unlikely
that both F*° = 1 and the outcome of Bob’s decryption procedure is not equal to
Alice’s originally intended message. This is shown in the following proposition, the
proof of which follows that of an analogous theorem in [TL17].

Theorem 5.2.1. Ifr € {0,1}™ is the random string Alice samples in key generation,
and & = corr(y,q ® e), then

Pr[H o(r|z) # Hpa(d) A F© = 1] < (5.2.3)

1
27
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Proof:
Pr[Hypa(r|z) # Hpa(2) A F = 1]
= Pr{Hp(rlz) # Fiyu(8) A Hiclp @ ) = Hic(2)] 24
= Pr[Hyu(rlz) # Hya(#) A Heolrlz) = Heo3)] (5.2.5)
< Prlr|z #xAHeC( l7) = Hec(i)] (5.2.6)
= Prr|z # 2] Pr[Hec(r|z) = Hee(2)] (5.2.7)
< Pr[Hee(r|z) = Hee(2) | 7|z # 2] (5.2.8)
1
< ool (5.2.9)
_ 2i (5.2.10)

The first inequality follows from the fact that |z = & implies a collision under H,
The second inequality follows from the fact that it may be true that r|z = &. The
final inequality follows by the definition of universals. i

5.3 Certified Deletion Security

We now prove certified deletion security of Scheme 4.0.1. Our technique consists in
formalizing a game (Game 5.3.1 that corresponds to the security definition (Defini-
tion 3.2.3) applied to Scheme 4.0.1. Next, we develop an entanglement-based sequence
of interactions (Game 5.3.2) which accomplish the same task as in the previous Game
(the formal proof that an upper bound on the winning probability of Game 5.3.2 is an
upper bound on the winning probability of Game 5.3.1 is postponed until Section 5.4).

To begin, we describe a game which exhibits a certified deletion attack on
Scheme 4.0.1, and which thus allows us to examine whether the scheme has certified
deletion security. In what follows, the challenger represents the party who would
normally encrypt the message, and the adversary A represents the recipient. The
adversary sends the challenger a candidate message msg, € {0, 1}" and Alice chooses,
with uniform randomness, whether to encrypt 0" or msg,; the adversary’s task is to
guess which one has been encrypted.

Game 5.3.1 (Prepare-and-Measure Game). Let S = (key, enc, dec, del, ver) be an n-
CDE with A implicit, and with circuits defined as in Scheme 4.0.1. Let A = (Ag, A1, A2)

be a certified deletion attack. The game is parametric in b & {0,1}.
1. Run |msg,)msgy|,, ® ps <= Ao(1). Generate
0, u,d, e, Hya, Hee, 7 X0, u, d, e, Hpa, Hee, 7| o 4= — ey, (5.3.1)
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Denote

n if b=
msg = {O o =0 (5.3.2)

Compute

‘7“9><7‘6}T ® |msg @ x @ U, p, q>(msg @ x EB u,p, C]lT
— (10, u,d, e, Hpa, Hee, 70, u, d, €, Hpa, Hee, 7| ;o @ |msg)(msg|,,).
(5.3.3)

2. Run

lyXylp ® ps @ prv = Ay (|r'Xr?|, © |msg & x & u,p, g)Xmsg & x & u, p, |7 @ ps).
(5.3.4)

I 0)0] < @ (0, u,d, e, Hya, Hee, 7)0, 1, d, €, Hy, Hee 7l @ [y)yl), (5.3.5)
then A loses the game. Else, the game continues.

3. Run
[XV| — As(10,u,d, e, Hpa, Hee X0, u, d, €, Hpa, Hee| jor @ pls @ prv).  (5.3.6)
If o = b, then A wins the game.

Per Definition 3.2.3, we say that Scheme 4.0.1 is certified deletion secure if the
probability that A wins Game 5.3.1 is bounded above by 1 + n(X), where X is the
security parameter and 7 is a negligible function.

Instead of directly analyzing Game 5.3.1, we analyze a game wherein the parties
use entanglement; essentially, this allows us show to express the game in a format that
is conducive for the analysis that follows. Please note, as we will show in Section 5.4,
the probability that Bob wins Game 5.3.1 is bounded above by the probability that
Bob wins Game 5.3.2.

Game 5.3.2 (EPR Game). Alice is the sender, and Bob is the recipient and adversary.
The game is parametric in b & {0,1}.

1. Bob selects a string msg, € {0,1}" and sends msg, to Alice. Bob prepares a
tripartite state papp € D(Q(3m)) where each system contains m qubits. Bob
sends the A system to Alice and keeps the systems B and B’. Bob measures the
B system in the Hadamard basis and obtains a string y € {0,1}"™. Bob sends y
to Alice.
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2. Alice samples 0 & O, u & {0,1}", d & {0,1}*, e & {0,1}7, Hpa & Hpa, and
H,. & $Hec. She applies a channel to system A which measures A; according to
the computational basis if §; = 0 and the Hadamard basis if #; = 1. Call the result
r. Let Z = {i € [m] | 6; = 0}. Alice computes x = Hpo(r|7),p = Hee(r|z) @ d,
and ¢ = synd(r|z) @ e. Alice selects a message:

msg =14 ro=0 (5.3.7)
&= msg, ifb=1. o

If y = r|z, Alice sends (msg®xPu, 0, u,d, e, p, ¢, Hpa, He) to Bob. fw(y®r|z) >
ko, Bob loses the game. Otherwise, the game continues.

3. Denote
c=(msg® @ u,msgy,0,u,d, e p,q, Hy, Hee). (5.3.8)

Bob computes
V)| = E(pp @ [c)cl) (5.3.9)

for some channel €. If &’ = b, Bob wins the game. Otherwise, he loses the game.

Game 5.3.2 is intended to model a purified version of Game 5.3.1. Note that
Bob’s measuremement of B in the Hadamard basis is meant to mimic the del circuit
of Scheme 4.0.1. Although it may seem strange that we impose a limitation of
measurement basis on Bob here, it is in fact no limitation at all; indeed, since Bob
prepares papps, he is in total control of the state that gets measured, and hence may
assume an arbitrary degree of control over the measurement outcome. Therefore, the
assumption that he measures in the Hadamard basis is made without loss of generality.

It may also appear that the adversary in Game 5.3.1 has more information when
producing the deletion string than Bob in Game 5.3.2. This, however, is not true, as
the adversary in Game 5.3.1 has only received information from Alice that appears
to him to be uniformly random (as mentioned, the statement is formalized later, in
Section 5.4). In order to further the analysis, we assign more precise notation for the
maps described in Game 5.3.2.

Bob’s measurements. Measurement of Bob’s system B of m qubits in Step 1 is
represented using two channels: one acting on the systems in Z, with outcome recorded
in register Y; and one acting on the systems in Z, with outcome recorded in W. Note,
however, that Bob has no access to 8, and therefore has no way of determining 7.
The formal separation of registers Y and W is simply for future ease of specifying the
qubits to which we refer.

Recall the definition of the measurements MyY from Section 2.3.2.
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The first measurement, where the outcome is stored in register Y, is defined by

May ()= 3 ly)y (MEY) - (ME)) (5.3.10)

ye{0,1}¢

and the second, where the outcome is stored in register W, is defined by

M= S0 by (ME7) - (M) ol 531

we{0,1}F

Ly . Lyi it Lw s
where My == @),;c; Mg", and the definition of My is analogous.

Alice’s measurements. We represent the randomness of Alice’s sampling using
seed registers. Thus, the randomness used for Alice’s choice of basis is represented as

Z 10)(0)] go - (5.3.12)

669

Similarly, Alice’s randomness for choice of a hash function for privacy amplification is
represented as

PgHpa =

|h)h| grp. - (5.3.13)
™ 2 Kl

Recall that m = s + k, where k is the weight of all strings in ©. Measurement
of Alice’s system A of m qubits in Step 2 is represented using two channels: one
acting on the systems in Z, with outcome recorded in register X (by definition, these
qubits are measured in the computational basis); and one acting on the systems in Z,
with outcome recorded in register V' (by definition, these qubits are measured in the

Hadamard basis).
x @ f )
Mixise() =D D |2y (Mar @ 10)0]se) - (Mar @ 10X0]se) (] ;
€0 ze{0,1}s
and the second measurement, where the outcome is stored in register V', is defined by

M o) =3 3 oy (MA@ 1000]ge ) - (M32 @ 10)0150) ' (ol

0€0 ve{0,1}*
where Mz’; = Qer Mg’fi and the definition of Mj‘; is analogous.
We also introduce a hypothetical measurement for the sake of the security analysis.

Consider the case where Alice measures all of her qubits in the Hadamard basis. In
this case, instead of MZ A x|SO Alice would use the measurement

z 2 T
Mo g0V =D > |2), (My2 @ 16)6lse) - (M} @10)6]ge) (2],
0€O z€{0,1}s
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Each of Alice’s and Bob’s measurements commute with each other as they all act
on distinct quantum systems. We can thus define the total measurement map

Mup_vwxy|se = MA%X|59 o MAHV‘Se oM%E ., 0 MB—)W (5.3.14)
The overall post-measurement state is denoted oy xyge and is given by

OvwXYySs®e

= TrapMapovwxy|se (PABS@ )]

_Z Z Z )|0 (0]ge @ |v,w, z,yNv, w, T, Y|,y xy @

0€0 z,y€{0,1}° v,we{0, l}k

Tras [ (M5 M (ME) MY © (MEDTMEY © (ME")ME) pas]
We analogously define the hypothetical post-measurement state Gy zyge-

Alice’s verification: Alice completes the verification procedure by comparing the V'
register to the W register. If they differ in less than kd bits, then the test is passed.
The test is represented by a function comp: {0,1}* x {0,1}* — {0,1} defined by

0 if wivdw) > ko

5.3.15
1 else. ( )

comp(v, w) = {

To record the value of this test, we use a flag F'°°™P := comp(v, w).

The import of the outcome of this comparison test is that if Bob is good at
guessing Alice’s information in the Hadamard basis, it is unlikely that he is good at
guessing Alice’s information in the computational basis. This trade-off is represented
in the uncertainty relation of Proposition 2.5.5.

Note that we can define the post-comparison test state, since A|7 is disjoint from
Alz and Bz is disjoint from B|z. The state is denoted 74y se|peomp—; and is given
by

1
TABVWS@IFCOmpzl = Fcomp — 1 Z Z (T) ’0><0|5’@ ®
k

969 v,w€e{0,1}*
w(v; Pw; ) <kd

[0, 0N, Wy ® (ML © ME)pan(ME © M),

(5.3.16)

The following proposition shows that in order to ensure that Bob’s knowledge
of X is limited after a successful comparison test, and receiving the decryption key,

his knowledge about Alice’s hypothetical Hadamard measurement outcome must be
bounded below.
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Proposition 5.3.3. Let ¢ > 0. Then

€
Hmin

(X A Fem™ = 1|[VWS®B), + He

max

(ZAF™ = 1Y), >s.  (5.3.17)

Proof: We apply Proposition 2.5.5 to the state 74y go|peomp—1. To do this, we
equate C' = VW S®B’ and E = S®B. Using the measurement maps Mo xise and
M 4,750 and applying Proposition 2.5.5 then yields

anin

(X A FeomP = 1|[VWS®OB), + HE

max

(Z NFo™ =1|S°B), > 5. (5.3.18)

We then apply the measurement map Mp_,y|ge and discard S®. Finally, by Proposi-
tion 2.5.4, we note that

HE. (ZNF*™ =1|S°B), < H

max max

(ZAFo™ =1|Y),, (5.3.19)

which concludes the proof. |

In the spirit of [TL17], we provide an upper bound for the max-entropy quantity,
thus establishing a lower bound for the min-entropy quantity.

Proposition 5.3.4. Letting v € (0, 1), we define

e(v) =exp (%) . (5.3.20)
Then, for any v € (0,3 — 6] such that e(v)? < Pr[F*™ =1] = Pr[F™ =1],,
HW(ZANFO™P = 1Y), <s5-h(6+v) (5.3.21)
where
h(z) = —zlogx — (1 — x)log(l — x). (5.3.22)

Proof: Define the event

1 >
O 1 fw(ZeY)>s(d+v) (5.3.23)
0 else.

Using Lemma 2.6.1, we get that

PriF™ =1AQ, =Prlw(VeW)<kiAw(ZaY)>s(d+v), (5.3.24)
< e(v)’. (5.3.25)

Given the state 67y peomp—1, we use Lemma 2.6.3 to remove the possibility of €2 and
arrive at the smoothed state zy peomp with Pr[Q]; = 0 and

P(OA'ZYFcomp:17 5ZYFCDmp) S E(l/) (5326)
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Since Pr[F™P = 1]. = 1, we get that

HNZANFO"P =1 Y)s < Hpax(Z A FO" =1 Y)s = Hpox(Z | V). (5.3.27)

max

Expanding this conditional max-entropy [Tom12, Sec. 4.3.2], we obtain

Hpax(Z | V)5 =log [ D Pr[y = y] 2/ meZM)s (5.3.28)
ye{0,1}
< max  Hyx(Z|Y =vy)s (5.3.29)
ye{0,1}°
Pr[Y=y];>0
< H{l(?i(} log|{z € {0,1}*: Pr[Z=2|Y =vy|; >0} (5.3.30)
e{0,1}*
Pry[Y:y}5>0
= n{l(?ﬁ log|{z € {0,1}": Pr[Z =2AY =y, > 0}]. (5.3.31)
ye bl s

Since Pr[Q], = 0, we have

{z € {0,1}: Pr[Z =2AY =y], > 0}

< {2 € {0,1}*: w(z B y) < (8 + 1)} (5:3:32)
Ls@+0)]
- Z (7> (5.3.33)

When § + v < 1/2 (see [vLvdG12, Sec. 1.4]), we have that ng:(g:m (3) < 25h(+v)

At this point, we use Proposition 2.5.6, the Leftover Hashing Lemma, to turn the
min-entropy bound into a statement about how close to uniformly random the string
X = H,.(X) is from Bob’s perspective. We name this final state g peomp g peomp_; =
Trx [Ef(0 x50 gHee peomp & pgipa )] for the function f: (X, Hp,) — Hpa(X). We compare
this to the state y g ® gpeomp papeomp—1 Where y ¢ is the fully mixed state on X.

Proposition 5.3.5. Let (v) be as defined in (5.3.20). Then for any v € (0,3 — 0]
such that e(v)? < Pr[F°™ = 1] , we have

1. 1.0
{5 g eomp apeomp—1 — X5 ® (greomp papeomp—1 || < 52 290) 4 2¢(v), (5.3.34)
where g(v) == s(1 — h(d +v)) —n.
Proof: By Proposition 5.3.4, we see that

He(u)(Z A Feomp — 1 | Y)U <s- h((S + y)_ (5335)

max
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Together, with Proposition 5.3.3, this means that

HE. (X A F"P = 1|VIWS®B), > sq, (5.3.36)

min

where ¢ = 1 — h(J + v). Finally, applying Proposition 2.5.6, we obtain the desired
inequality. i

For the case where e(v)? > Pr[F™ =1] ., we note that the trace distance

1€ % g preomp pp preomp 1 — X & Cgpeomp g peomp—1 ||y 1S upper bounded by the trace of both
states (Pr[F ™ = 1].). Therefore, the inequalities Pr[F®™ = 1] < ¢(v)* < €(v)
grants us the following corollary.

Corollary 5.3.6. For any v € (0,1 — 6], the following holds:

“CXSFCO‘“PE/\FCOI“P:I - XX & CSFCO‘“PE/\FCO‘“PZI ||Tr

5.3.37
< %\/23(1h(6+u))+n + 2¢(v). ( )

Finally, we would like to translate this statement into a probability that Bob
would win Game 5.3.2. Let C;]ZSFcompEAmepzl be the state of ¢ gpcomp gppeomp_q 1D the
case that g € {0, 1} was selected at the beginning of Game 5.3.2.

Corollary 5.3.7. The probability that Bob wins Game 5.3.2 is bounded above by
%_{_2(\/2 1h5+u)+n+2€( ))

Proof:
||CO)~(SFCDmpE/\FC°mP:1 - C}(SFcompE/\FcompzlnTr (5338)
0
S ||g{€SFCOmpE/\Fcomp:1 - XX ® CSFCOmpE/\Fcomp:lHTr (5339>
+H<XSFCOmpE/\FCOmp:1 - X)E' & CSFcompE'/\Fcomp=1HTr
( V2-s(=h(E+v)+n 4 9¢(y )) . (5.3.40)
The conclusion follows from Theorem 2.3.9. |

5.4 Security Reduction

We now show that the security of Game 5.3.1 can be reduced to that of Game 5.3.2.
In order to do so, we construct a sequence of games starting at Game 5.3.1 and
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ending at Game 5.3.2. Each game will be winnable by the adversary (or Bob) with a
probability only less than or equal to that of the subsequent game.

The first new game, G, deprives A; of the classical portion of the ciphertext. In
the second new game, GG’, instead of selecting r uniformly at random, m EPR pairs are
prepared, with one half of each being sent to the adversary, and the other half of each
being measured in basis 0, yielding r. In the third new game, G”, the aforementioned
measurement, and hence the determination of r, is delayed until after running A;.

Proposition 5.4.1. The probability that A wins Game 5.3.1 is bounded above by the
probability that Bob wins Game 5.3.2.

Proof: The probability that A wins Game 5.3.1 is given by the following formula:
Prb =V A |IX1| <= " (px ® |yXyl|p) | Game 5.3.1]. (5.4.1)

The probability that Bob wins Game 5.3.2 is given by the following formula:
Prb =V Aw(y ®r|z) < kd | Game 5.3.2]. (5.4.2)

Let G be a game like Game 5.3.1 except that, in G, A; does not have access
to |msg @ x @ u, p, g)msg & = & u, p, q|. Then

Pr[b =" A 1)X1] < @Y (pK @ |y)yl|p) | Game 5.3.1]

= Prfo =¥ A1)1] < @ (o © ly)ylp) | G, (5.4.3)

because, from the perspective of A; in Game 5.3.1, |msg & = @ u, p, ¢){msg ® x O u, p, q|
is uniformly random. Let G’ be a game like GG except that, in G’, instead of A; being
given ‘7’9><r‘9 , m EPR pairs are prepared, yielding quantum systems A and B, of
which the adversary A; is given B. System A is measured in basis 6 yielding a string
r, and A; then computes

[yXylp ® ps ® prv = Ai(pp ® ps). (5.4.4)
We show that, due to the measurement of system A, adversary A; receives !7’9 ><r9|
where r is uniformly random. The post-measurement state, conditioned on the

measurement of system A yielding outcome 7, will be equivalent to

Y

¥,) = (H® |r)(r| H’ ®1,,) [EPR™) (5.4.5)

= (H*@L,) (|Ir)(r| @ 1) (1 ® H’) [EPR™) (5.4.6)

= 2. 27,{/2 (H” |r)r[ 7)) (R |7)) (5.4.7)
Fe{0,1}m

= Qip (H"[r)) (H"|r)) (5.4.8)

= ol e, (5.4.9)
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which occurs with probability || [¢,) ||> = 5. Therefore,

Pr(b = b AIX1[ = ©*(px @ [yNylp) | G

— Pr[b =¥ A1Y1] — " (px @ [y)yl,) | ). (5.4.10)

Let G” be a game like G’ except that, in G”, instead of system A being measured
before running A;, system A is measured after. Then

Prib = A IX1] = @ (px @ |yXylp) | G

=Prb =0 A |1)1] + 2" (px @ [yXylp) | G"], (5.4.11)

because the measurement and A; act on distinct systems, and therefore commute. G”
is like Game 5.3.2 except that, in the latter game, Bob is the party that prepares the
state. Since allowing Bob to select the initial state can only increase Bob’s chance of
winning, it follows that

Pr(b = b AIXL] = ©*(px @ [y)ylp) | G”]

5.4.12
<Prb=V Aw(y®rlz) < kd | Game 5.3.2]. ( )

Theorem 5.4.2. Scheme /.0.1 is certified deletion secure.
Proof: By Corollary 5.3.7, Bob can win Game 5.3.2 with at most a probability of

%4_2( \/2 (1—=h(6+v) )+n+2€( )) . (54]_3)

By Proposition 5.4.1, this also serves as an upper bound for the probability that A
wins Game 5.3.1. Since Game 5.3.1 is a certified deletion attack for Scheme 4.0.1, we
see that Scheme 4.0.1 is n-certified deletion secure for

T (s (V)2
= ( Ve +2‘”‘p((vrbu))((k(»)H)))’ (5.4.14)

which is negligible for large enough functions s, k. i




Chapter 6

Conclusion

We have built on the QECM framework (Definition 2.7.1) to give rise to a new type
of scheme (Definition 3.2.1) and security notion (Definition 3.2.3). We presented an
encryption scheme (Scheme 4.0.1) which satisfies indistinguishable security (Theo-
rem 5.1.1), is robust to a certain amount of noise (Theorem 5.2.1), and satisfies the
new security notion (Theorem 5.4.2). This has scaled up the task originally posed by
Fu and Miller [FM18] while only requiring commercially available technology.

There remain a number of issues which could leave openings for future work. We
present a few potential avenues here.

Can the key be shortened? The current key is very lengthy, and this would
pose a problem in scenarios where shorter key lengths are desired. Can the key
length be shortened while retaining the level of security guaranteed by Scheme 4.0.17
If not, is there a feasible scheme with a reduced key length, yet which guarantees
some useful level of security? Indeed, one could consider limiting adversaries in
terms of computational power. Moreover, the current scheme guarantees perfect
indistinguishable security, whereas one could potentially achieve the indistinguishable
security of Definition 2.7.3 without going to the length seen in our work.

Timed-release encryption with classical revocation. Comparing our scheme
to that of [Unrl4], a notable difference is that Unruh’s revocation step requires
the transmission of quantum information, while our deletion step requires only the
transmission of classical information. However, our proof does not guarantee that the
scheme would carry its security guarantee if the key were given to Bob in a timed-
release encryption (TRE). As Unruh notes, Bob’s possession of the TRE complicates
the matter of security due to the randomness extractor being fixed and included in the
TRE. Therefore, the question remains: is it possible to develop a secure timed-release
encryption scheme with classical revocation?

42
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Everlasting security. Using our quantum encoding, it may be possible to trans-
form a long-term computational assumption into a temporary one. That is, that a
computational assumption would need to be broken during a protocol, or else the
security is information-theoretically secure as soon as the protocols ends. This is
called everlasting security [Unr13].

For example, consider the situation encountered in a zero-knowledge proof system
for a 3 protocol (for instance, for graph 3-colouring [GMWO91]): the prover commits
to an encoding of an NP-witness using a statistically binding and computationally con-
cealing commitment scheme. The verifier then randomly chooses which commitments
to open, and the prover provides the information required to open the commitment. If,
in addition, we could encode the commitments with a scheme that provides certified
deletion, then the verifier could also prove that the unopened commitments are effec-
tively deleted. This has the potential of ensuring that the zero-knowledge property
becomes statistical as long as the computational assumption is not broken during the
execution of the proof system. This description assumes an extension of our certified
deletion encoding to the computational setting, and also somehow assumes that the
verifier would collaborate in its deletion actions (we leave for future work the formal
statement and analysis). Nevertheless, since zero-knowledge proofs are building blocks
for a host of cryptographic protocols, certified deletion has the potential to unleash
everlasting security, which is highly desirable given steady progress in both algorithms
and quantum computers.

Public verification. In the scheme we present in this thesis, verification of a
certificate of deletion can only be done by a party who has access to the entire key,
e.g. Alice. However, is it possible for a third party, without access to the entire
key, to independently verify that the recipient has deleted the message? Consider
the following addition to our scheme. Let H be a randomly selected universal, hash
function with domain {0, 1}* and have Alice secretly distribute it among third parties
along with 6 and H(rz). Then, upon receiving the certificate of deletion y, the third
parties can verify it by checking whether H(rz) = H(yz). Other potential schemes
with this property, along with accompanying analyses, might be worth further research.
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