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Abstract

The safety of learning-enabled autonomous systems is critical for their reliable operation
in real-world applications. However, ensuring the safety of learned components in these
systems is highly challenging due to the complexity of their behaviors and interactions
with the system’s operational contexts. This thesis presents two contributions addressing
key challenges in learning-enabled autonomous system safety.

First, we propose MLCSHE (ML Component Safety Hazard Envelope), a novel method
to identify the hazard boundary of learned components in a learning-enabled autonomous
system. MLCSHE uses a Cooperative Co-Evolutionary Algorithm (CCEA) to decompose
the high-dimensional problem space into manageable subproblems, efficiently exploring safe
and unsafe regions. Additionally, we introduce a probabilistic view of the hazard boundary,
incorporating a custom fitness function that drives the search. Empirical evaluation on an
Autonomous Vehicle case study shows that MLCSHE outperforms traditional methods like
genetic algorithms in both effectiveness and efficiency.

Second, we address the challenge of developing real-time safety monitors for learned
components. We propose a method based on Deep Learning (DL)-based probabilistic
time series forecasting to predict safety violations given the operational context. Through
empirical evaluation on autonomous aviation and autonomous driving case studies, we
assess the accuracy, latency, and resource usage of several forecasting models. Among them,
the Temporal Fusion Transformer (TFT) demonstrates superior performance in predicting
imminent safety violations while maintaining acceptable computational overhead.

Together, these contributions advance the state of the art in safety assurance of learning-
enabled autonomous systems, facilitating their safer deployment in complex environments.
Finally, the thesis discusses the larger practical and policy implications of the proposed
methods and provides future directions for research.
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Chapter 1

Introduction

1.1 Motivation

Autonomous systems are increasingly empowered by being embedded with learned compo-
nents for various tasks, such as perception, localization, prediction, planning and control.
These components are inherently different from conventional software components and
pose new challenges and safety risks that are not manageable by traditional software en-
gineering practices. The main reason for this difference is that these components’ logic is
not captured by source code or specifications but their behavior is rather learned through
training. Therefore, ensuring the safety and reliability of such systems through conven-
tional software engineering practices is inadequate. These risks are particularly acute
when learning-enabled autonomous systems 1 are employed in safety-critical applications,
e.g., autonomous driving [16], autonomous aviation [64], medical diagnosis [154] or disease
prediction [155], as failures could directly jeopardize human safety. These systems have
already contributed — if not directly led — to fatalities in the case of Autonomous Vehicles
(AVs) [11,96].

Recent efforts have focused on making learned components more reliable, robust and
accurate through novel testing methods [50, 151]. However, even a system with reliable
components is still prone to accidents [73]. For example, some accidents are caused as a
result of unsafe component interactions [2, 73]. Thus, the impact of learned components
on safety can only be studied in the context of the system they are integrated into and in
a specific operational context [14, 73].

The inherent specificity of learned components favors the use of safety monitors (also
known as Run Time Assurance or RTA mechanisms) [128]. Safety monitors, at run time,
check the inputs and outputs of a component that cannot be fully trusted, e.g., a learned
component, and will block its outputs from being propagated to the rest of the system if
they are potentially hazardous. In such cases, systems usually fall back on a trustworthy

1In this thesis, we sometimes refer to learned components as Machine Learning Components (MLCs),
and to learning-enabled autonomous systems as ML-enabled Autonomous Systems (MLASs), as they are
interchangeable in our view.
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but less efficient component [6], or take any other pre-designed fallback mechanisms, such as
stopping the AV on the shoulder of the road. Runtime safety monitors observe the system,
its operational context, and the inputs and outputs of a component that cannot be fully
trusted, such as a learned component, predicting if its outputs may lead the system toward
a safety requirement violation. For example, misclassification of an AV’s object detection
component might not lead to any hazards under a certain system context (henceforth called
a scenario), e.g., when an AV misidentifies an animal crossing the road as a pedestrian and
stops. Thus, identifying the combinations of system contexts (i.e., scenarios) and learned
components’ behaviors (i.e., inputs and outputs) that will transition the system to a hazard
state is an essential step in developing safety monitors to be able to ensure the safety of
the learning-enabled system.

However, finding the hazardous combinations of the learned components’ behaviors and
operational scenarios before system deployment is challenging. First, the problem space of
scenarios and learned components’ behaviors is vast and high-dimensional, making it diffi-
cult for conventional search methods like Genetic Algorithms (GA) to be effective. Second,
determining safety violations requires running the system within its operational environ-
ment, which involves computationally expensive simulations. The combination of a large
problem space and high computational cost exacerbates the challenge. Last, environmental
parameters, such as the random trajectory of pedestrians in simulators like CARLA [33]
for AVs, cannot always be controlled, and the non-linear behavior of ML models like Deep
Neural Networks (DNNs) means that similar inputs can lead to vastly different outputs.
As a result, we cannot assume uniform safety outcomes across a region of the problem
space, making it difficult to establish clear boundaries between safe and unsafe regions.

Monitoring for hazardous combinations of operational scenarios and learned component
outputs during system operation presents additional challenges. First, system integrators
often lack access to the training or test data and detailed internal information of third-
party learned components. Second, safety monitors must track not only the outputs of these
components but also the operational context, including static parameters like weather and
dynamic ones like nearby vehicle trajectories. Last, in safety-critical situations, the monitor
must predict safety violations with enough lead time for corrective actions to be effective,
necessitating efficient monitors with low latency that can operate within the constraints of
onboard computing resources.

The safety-critical nature of the rapidly proliferating learning-enabled autonomous sys-
tems, coupled with the numerous challenges in identifying and monitoring hazardous com-
binations of operational scenarios and learned component outputs (hazard conditions),
underscores the urgent need for research.

1.2 Thesis Objectives

The long-term vision of this research is provide accessible ways of designing and developing
safer autonomous systems with learned components. Thus, given the motivation above
(section 1.1), the overall goal of this thesis is as follows:

2



“ Identify and monitor the hazard conditions for the learned components of an
autonomous system based on system-level safety requirements.”

To address the above goal we further refine them to the following two main Thesis
Objectives (TO):

TO1 (Hazard Boundary Identification): Identify the combinations of system contexts
and learned components’ behaviors that lead the system to a hazard state, i.e., the
hazard boundary of learned components.

TO2 (Safety Monitoring): Monitor the system during operation (at runtime) and pre-
dict if the behavior of learned components can lead to system safety violations (i.e.,
hazard) given its operational context.

1.3 Research Methodology

To address reach the objectives set out in section 1.2 in this thesis, we use a research
methodology that is heavily influenced by the Design Science Research (DSR) approach
in Information Science (IS), initially presented by Hevner et al. [48]. DSR integrates both
social and design aspects within information science, as well as in other engineering and
computer science disciplines.

This section begins by outlining the conceptual framework of DSR, followed by its
specific application to this thesis.

1.3.1 DSR’s Conceptual Framework

The DSR methodology is aimed at the IS field with the goal of designing and evaluating
artifacts to address specific problems. It deals with the complexity inherent in IS research,
encompassing both social (natural) science and design science elements. Hevner et al.
identified three primary cycles in a DSR-based approach [48]: First, the research should
address significant business needs while producing outcomes relevant to the domain (Rel-
evance Cycle). Second, the research should be grounded by solid theoretical foundations
from the existing knowledge base while its findings contribute to this base (Rigor Cycle).
Finally, the research should iteratively design, develop and evaluate artifacts, whereby the
evaluation results inform the design phase (Design Cycle).

Based of the above cycles, Hevner et al. provide guidelines, which are summarized in
Table 1.1 [48]. The research described in this thesis has adhered to these guidelines to
enhance the potential for producing meaningful and practical results by carrying out the
research.

In this thesis, we present multiple research and artifact contributions (G1 and G4
in Table 1.1) which we discuss in section 1.4. We discuss the relevance of the problem

3



Table 1.1: Seven DSR guidelines [48]

Guideline Description

G1: Design an artifact DSR should produce a practical artifact, which can
be a construct, model, method, or instantiation.

G2: Problem relevance The aim of DSR is to create technology-based so-
lutions to significant and relevant business issues.

G3: Design evaluation The utility, quality, and effectiveness of a design
artifact must be rigorously demonstrated through
well-conducted evaluation methods.

G4: Research
contributions

Effective DSR must offer clear and verifiable con-
tributions in terms of the design artifact, design
foundations, and/or design methodologies.

G5: Research rigor DSR relies on the application of rigorous methods
in both the design artifact creation and evaluation.

G6: Design as a search
process

The search for an effective artifact requires utiliz-
ing available resources to achieve desired outcomes
while adhering to constraints in the problem envi-
ronment.

G7: Communication of
research

DSR must be effectively communicated to both
technology- and management-oriented audiences.

addressed by this research (G2 in Table 1.1) in subsection 1.3.2. We discuss the design-
based research process (G6 in Table 1.1), that we used for this research, in subsection 1.3.3.
We outline the rigorous evaluation methods to evaluate the proposed solutions of this
research (G3 and G5 in Table 1.1), in subsection 1.3.4. Finally, we list the publications
that have resulted from this research (G7 in Table 1.1) in section 1.5.

1.3.2 Relevance

Part of the problem relevance was motivated in section 1.1, according to guideline G2 in
Table 1.1. Further evidence of relevance was provided through collaboration with industrial
and research partners:

• Over the course of this research, we collaborated with a North American startup
developing automated tools to test and analyze complex AI-enabled systems. Fur-
thermore, we collaborated with a large technology company which had also developed
its own automated driving solution. Both have considered using the artifacts of this
research in their solutions to test and monitor AI-enabled autonomous systems.

• We had many meetings and discussions with various Canadian and US companies
involved in various domains such as aerospace, robotics, software safety verification
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and validation, information technology and AI consulting, where the relevance of the
problems targeted by our research was recognized as a major concern of the field.

• Recent legislation such as the European Union (EU) AI Act [27] and standardization
efforts such the ones published or underway by International Standardization Com-
mittee (ISO) and International Electrotechnical Committee (IEC)’s Joint Technical
Commission (JTC) ISO/IEC JTC 1/SC 42 [59], where one of their main areas of fo-
cus is safety and trustworthiness of AI-enabled (autonomous) systems, highlight the
ongoing interest from the regulators and the need for the industry to better identify
and manage safety risks of such systems, which is in line with the main objectives of
this thesis.

• Events such as the accident involving a Cruise AV dragging a pedestrian leading to
the revocation of Cruise’s autonomous driving license in California [40] and multiple
crashes involving Tesla’s ‘Full Self-Driving’ software which triggered a mass recall of
about two million vehicles [56], further highlights the need for safer and more reliable
learning-enabled autonomous systems.

1.3.3 Research Process

To ensure research rigor and approach design as a search process (guidelines G5 and G6 in
Table 1.1), a research methodology, with a problem centered research starting point, was
adapted from Design Science Research Methodology (DSRM) [104].

Figure 1.1, the DSRM process model, illustrates the research steps and feedback. The
process starts with the problem definition stage, which is motivated by problems faced by
industry and society. We then refine the problem into the high-level solution objectives
which guide the design and development of the solution. We implement the solution and
evaluate it which might trigger a re-design of the solution (a design iteration). After satis-
faction with the evaluated solution, we communicate the evaluation results and the solution
to the academic and industrial community, where their feedback could lead us to revise
the solution objectives or the solution (community feedback). Through frequent communi-
cation with industry and academia, while the solution is being defined and developed, we
have tried to minimize large objective redefinition or solution redesign efforts.

The problem was motivated in section 1.1, while section 1.2 describes the objectives of
the solution. We have provided a detailed problem statement, outlined solution objectives,
developed solutions to address TO1 and TO2, and have rigorously evaluated them in chap-
ter 2 and chapter 3, respectively. The results of this research were communicated to the
scientific community via various publications and presentations, as listed in section 1.5.

1.3.4 Evaluation

The evaluation of the artifacts, as pointed out by guideline G3 of Table 1.1, is performed
primarily through rigorous empirical evaluations using various case studies.
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Initiation Community Feedback
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End

Figure 1.1: The DSRM process model (based on the process proposed by Peffers et
al. [104]).

We have evaluated our proposed methods and tools addressing TO1 and TO2 by empir-
ically evaluating them using case studies in autonomous driving and autonomous aviation.
Each case study involves a realistic learning-enabled autonomous system and a high-fidelity
simulator to generate realistic execution data of such systems in various scenarios. The
details for each case study, including their detailed setup, can be found in chapter 2 and
chapter 3. Note that although a single and shared running example and case study could
have been used to answer both TO1 and TO2, we did not do so for two reasons. First,
due to the exploratory nature of the research, i.e., we could not know, in advance, all of
the data required for the safety monitoring method (chapter 3), while we were designing
the experiments for the hazard boundary identification method (chapter 2). After identi-
fying the required data to develop the safety monitor, we realized that data recorded from
the simulations done in chapter 2 were missing the granular (per second samples) safety
metric values required for the safety monitoring method proposed in chapter 3. As noted
in chapter 2, the experiments took more than 75 days of parallel simulations which were
prohibitively costly for us to re-run and record the necessary data. Second, by the time
we were developing our safety monitoring methods, we had discovered newer case studies
could generate data much faster than the one used in chapter 2, thus allowing us to save
time in generating necessary data, while also increasing the diversity of the case studies
addressed by this thesis.

During the experimental evaluations, we have used clearly defined research questions for
the empirical evaluations, followed by a rigorous experiment methodology to answer each
of them. We also have relied on applicable statistical methods in order to draw statistically
sound conclusions from our experiment results. We have provided a detailed discussion
of the threats to the validity of each of our experimental evaluations in their respective
chapters, i.e, chapter 2 and chapter 3. Throughout our study, we have communicated with
industry to receive feedback on the relevance of the research questions and the selected
evaluation metrics, as well as with academia to receive feedback on the validity of the study
design and execution. Finally, in chapter 4, we have discussed the potential impacts of our
results in industry and society.
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1.4 Contributions

The research contributions of this thesis include:

1. Hazard Boundary Identification (TO1):

(a) MLCSHE, a dedicated and tailored cooperative coevolutionary search approach
to approximate the hazard boundary of an ML component, in a probabilistic
way, taking into account the combination of scenarios and MLC behaviors.

(b) An application of MLCSHE to a complex Autonomous Vehicle (AV) case study
involving an industry-strength simulator and an Autonomous Driving System
with deep learning components. Our implementation of MLCSHE as well as
other case study artefacts are provided in our replication package (see subsec-
tion 2.6.5).

(c) An empirical evaluation of the effectiveness and efficiency of MLCSHE through
large scale experiments using CARLA, a high-fidelity open-source driving sim-
ulator, and Pylot, a high-performance open-source AV composed of multiple
components.

(d) A comparison of MLCSHE against baseline methods, namely random search
(RS) and a vanilla genetic algorithm (GA).

2. Safety Monitoring (TO2):

(a) A safety monitoring method that leverages probabilistic time series forecasting
of a safety metric to identify learned component behavior and system context
that lead to system safety violations at runtime.

(b) An application of the safety monitoring method to a widely used autonomous
aviation case study, i.e., Autonomous Centerline Tracking (ACT), including a
dataset generated from system-in-the-loop simulations. We have additionally
applied our proposed method to another case study in the automated driving
domain using a dataset available from the literature.

(c) A large-scale empirical evaluation with state-of-the-art DL-based probabilistic
forecasting models targeting safety metric and safety violation prediction accu-
racy, inference latency, and runtime resource usage.

(d) A Python-based implementation of the models as well as detailed hyperparam-
eter tuning and data generation instructions are provided (subsection 3.6.9).

Contributions 1(a)–1(d) address TO1, whereas contributions 2(a)–2(d) address TO2.
This thesis also includes a discussion on potential practical and societal considerations of
the proposed methods and tools in this thesis. While the author of this thesis is the main
author and contributor to all of the above contributions, contributions 1(a)–1(d) benefited
from the co-supervision of Donghwan Shin in terms of refining the idea, code contribu-
tions, empirical evaluation design and writing. The same contributions also benefited from
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Nathan Aschbacher where he provided help with idea refinement and empirical evaluation
design feedback, from an industry application point of view. Similarly, the work done
related to contributions 2(a)–2(d) benefited from Andrea Stocco’s guidance in terms of
idea, empirical evaluation design, writing. It goes without saying that all the contributions
above were supervised, guided, and reviewed by the supervisor of this thesis, Prof. Lionel
Briand.

1.5 Publications

In addition to this thesis, the research results have been communicated to the public via
the following publications:

1. Sepehr Sharifi, Donghwan Shin, Lionel C. Briand, Nathan Aschbacher, “Identify-
ing the Hazard Boundary of ML-Enabled Autonomous Systems Using Cooperative
Coevolutionary Search,” in IEEE Transactions on Software Engineering, vol. 49, no.
12, pp. 5120-5138, Dec. 2023, doi: 10.1109/TSE.2023.3327575.

• Sepehr Sharifi, Donghwan Shin, Lionel C. Briand, Nathan Aschbacher, “Journal-
First Presentation: Identifying the Hazard Boundary of ML-Enabled Autonomous
Systems Using Cooperative Coevolutionary Search,” in IEEE/ACM 46th Inter-
national Conference on Software Engineering, Journal-first track, Lisbon, Por-
tugal, ACM, 2024.

2. Sepehr Sharifi, Andrea Stocco, and Lionel C. Briand, “System Safety Monitoring of
Learned Components Using Temporal Metric Forecasting,” in arXiv preprints, 2024,
arXiv:2405.13254 (Under Revision).

The detailed contributions of each publication is listed in section 1.4, where contri-
butions 1(a)–1(d) correspond to publication 1 and its presentation at the International
Conference on Software Engineering; and contributions 2(a)–2(d) correspond to publica-
tion 2. We have provided a detailed statement of contributions of each co-author of the
publications in section 1.42.

1.6 Thesis Structure

The rest of this thesis is structured as follows:

• chapter 2 addresses TO1 by providing:

– a background on Cooperative CoEvolutionary Algorithms (CCEAs), a search-
based method based on which we propose our hazard boundary identification
algorithm (section 2.2),

2The co-authors affirm their agreement with the statement of contributions, as outlined in a signed
attestation submitted to the Department of Engineering.
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– a formal definition of the problem of identifying the ML-component hazard
boundary for an ML-enabled autonomous system (section 2.3),

– a review of the related work and their shortcomings in addressing the defined
problem (section 2.4),

– a cooperative coevolutionary algorithm to search for the hazard boundary (sec-
tion 2.5), and

– a thorough empirical evaluation of the proposed method while comparing it with
two other comparable methods (section 2.6).

• chapter 3 addresses TO2 by providing:

– a background on time series forecasting (section 3.2),
– a formal definition of the safety monitoring problem which is recast as a time

series forecasting problem (section 3.3),
– a review of the related safety monitoring literature and their shortcomings (sec-

tion 3.4),
– a safety monitoring solution based on probabilistic forecasting of the safety

metric (section 3.5),
– and empirical evaluation of the proposed method using state-of-the-art Deep

Learning (DL)-based probabilistic forecasting models (section 3.6).

• chapter 4 discusses the broader considerations related to the outcomes of this research
on industry and society.

• Finally, chapter 5 concludes and enumerates future work items.
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Chapter 2

Hazard Boundary Identification

This chapter addresses TO1, i.e., identifying the hazard boundary of a learned component
embedded in an autonomous system. The contents of this chapter have been published in
the Journal of Transactions on Software Engineering (TSE) [122].

2.1 Overview

As discussed in chapter 1, identifying the combinations of system contexts (i.e., scenarios)
and ML component’s behaviors (i.e., inputs and outputs) that will transition the system
to a hazard state is an essential step in developing safety monitors to be able to ensure the
safety of the ML-enabled system.

However, there are several challenges involved with identifying the hazard boundary.
First, the problem space of scenarios and ML component behaviors is very large and high-
dimensional and is thus a challenge for more conventional search metaheuristics such as
Genetic Algorithms (GA). Second, the violation of a given safety requirement can only be
determined if the system is executed within its operational environment, which involves
computationally intensive simulations. The high computational cost, in addition to the
large problem space, renders the problem even more challenging. Last but not least,
while safety can only be evaluated by executing the system within an environment, there
are many environmental parameters that cannot be controlled even via a high-fidelity
simulator; for example, the trajectory of pedestrians in CARLA [33], a well-known AV
simulator, is random. Furthermore, two similar ML-enabled Autonomous System (MLAS)
inputs may generate largely different outputs due to the non-linear behavior of ML models,
such as Deep Neural Networks (DNNs). Therefore, we cannot assume that all combinations
of scenarios and ML component behaviors within a region of the problem space have a
uniform safety outcome, i.e., the region is deterministically safe or unsafe. Consequently,
it is difficult to define hard boundaries between safe and unsafe regions.

To address the aforementioned challenges, we propose MLCSHE (ML Component
Safety Hazard Envelope), a novel Cooperative Co-Evolutionary Algorithm (CCEA)-based
approach that efficiently searches the problem space by decomposing it into two sub-spaces
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(one for scenarios and one for ML component behaviors) and parallelizing the search of sub-
spaces while taking the joint contribution of both scenarios and ML component behaviors
to the autonomous system safety into account. Moreover, instead of naively assuming that
the hazard boundary is a clear line that exists between the safe and unsafe regions, we take
a probabilistic view of the problem domain, i.e., at any point within the scenario and ML
component behavior space, there is a probability of being safe. Based on this probabilis-
tic lens, we present a novel fitness function that effectively guides the search towards the
“probabilistic” hazard boundary based on the probability of finding safe scenario-behavior
pairs within a given region.

Contributions. The contributions of this work are summarized as follows:

• MLCSHE, a dedicated and tailored cooperative coevolutionary search approach to
approximate the hazard boundary of an ML component, in a probabilistic way, taking
into account the combination of scenarios and MLC behaviors.

• An application of MLCSHE to a complex Autonomous Vehicle (AV) case study in-
volving an industry-strength simulator and an Autonomous Driving System with
deep learning components. Our implementation of MLCSHE as well as other case
study artefacts are provided in our replication package (see Section 2.6.5).

• An empirical evaluation of the effectiveness and efficiency of MLCSHE through large
scale experiments using CARLA, a high-fidelity open-source driving simulator, and
Pylot, a high-performance open-source AV composed of multiple components.

• A comparison of MLCSHE against baseline methods namely random search (RS)
and vanilla genetic algorithm (GA).

Key Findings. The key findings of our empirical evaluation are summarized as follows:

• For reasonable boundary closeness thresholds given a search budget, MLCSHE is
significantly more effective than RS and GA at detecting distinct boundary regions.
This implies that a cooperative co-evolutionary algorithm makes the search for dis-
tinct boundary regions more effective than GA and RS.

• For reasonable boundary closeness thresholds given a search budget, MLCSHE finds
significantly more diverse regions that overlap with the hazard boundary at a faster
rate than GA and RS.

Chapter Structure. The rest of this chapter is structured as follows. Section 2.2 provides
background materials on CCEA. Section 2.3 defines the problem of MLC hazard boundary
identification and details its challenges. Section 2.4 discusses related work. Section 2.5
presents MLCSHE in detail. Section 2.6 provides the empirical evaluation of MLCSHE
and discusses the results. Section 2.7 concludes and suggests future directions for research
and improvement.
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2.2 Background

In this section, an overview of Evolutionary Algorithms (EAs) is provided. Then we focus
on a specific family of EAs, Cooperative Co-Evolutionary Algorithms (CCEAs), which
happens to be particularly useful in our context. Finally, the key decision points involved
in designing a CCEA, namely collaborator selection and individual fitness assessment are
discussed.

EAs are a family of algorithms designed based on the principles of evolutionary compu-
tation [79]. EAs are inspired by the concepts related to biological evolution and have been
applied to various optimization problems for which standard mathematical optimization is
not applicable [79]. EAs use concepts such as individual, population, fitness, selection and
mutation to formalize an optimization problem. Individuals usually represent solutions to
the targeted problem and are members of a population whose fitness is evaluated (usually
by a fitness function). Desirable individuals, i.e., those with the highest fitness values, are
more likely to be selected to act as the parents of the next generation. Using methods
such as crossover (replacing some parts of an individual with another one) and mutation
(adding randomness to some parts of an individual), individuals of the next generation
population, i.e., next iteration of the search, are created.

For many problems, the search space is high-dimensional such that a conventional EA
would not be able to solve it within a reasonable timeframe [83]. To address this, Coopera-
tive Coevolutionary Algorithms (CCEAs), originally proposed by Potter and De Jong [106]
in 1994, decompose the original problem into lower-dimensional subproblems, each of which
can be solved in a separately evolving population as in conventional EAs described pre-
viously. Since individuals from each subproblem population must join together to form a
complete solution to the original problem, the fitness of an individual can only be evalu-
ated based on the joint fitness of the complete solution created by joining the individual
with representative individuals, called collaborators, from other populations. By carefully
selecting collaborators and assessing individuals’ fitness, CCEAs are known to be effective
at solving even non-separable problems [101, 149] where the fitness of an individual of a
subproblem population depends on the fitness of individuals of other populations. Further-
more, the decomposition of the original problem naturally allows parallelism to increase
search performance [83].

Figure 2.1 depicts the process of an abstract CCEA. Each population is initialized,
either with randomly selected or guessed values (usually provided by domain experts).
Individuals of each population collaborate with individuals of the other population(s) to
form complete solutions. Then, these complete solutions are evaluated via joint fitness
assessment functions. The joint assessments are then aggregated to provide evaluations of
individual fitness values. If the stopping condition is reached (true), then the fittest indi-
viduals are returned. Otherwise, the individuals go through breeding (selection, crossover
and mutation) to create the next generation of the populations and go through evaluations
again.

Designing a CCEA includes two important decisions in the following aspects: collabo-
rator selection and individual fitness assessment.
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Figure 2.1: An abstract coevolutionary algorithm (CCEA).

Collaborator Selection. One of the most important factors affecting the performance
of a CCEA is its collaborator selection strategy. To assess the fitness of the individual,
the algorithm has to form one or multiple complete solutions with different collaborators.
However, ideally, to get closer to the global optimum, all individuals of all other populations
should be used as collaborators [100], which is usually infeasible due to resource constraints.
Therefore, a strategy to efficiently select collaborators is required. Various strategies have
been proposed in the literature, such as single best, tournament-based, and random [83].
These strategies affect the algorithm via controlling the selection pressure and the pool
size of the collaborators.

Some studies have proposed archive-based collaborator selection to effectively reduce
the number of collaborators to join in individual fitness assessments while maintaining the
amount of information contained in the populations [83]. The idea is to carefully select
a population archive which is a subset of a population to be used as collaborators. For
example, Panait et al. [101], have proposed iCCEA, which aims to minimize the size of the
population archives by considering only the collaborators that are informative and distinct.
A collaborator in an archive is informative if adding it to the archive changes the fitness
ranking of the population’s individuals. If there are multiple collaborators that can change
the ranking of the same individuals, the collaborator that changes the ranking the most will
be kept in the archive. A collaborator in an archive is distinct if its (Euclidean) distance
from other collaborators in the archive is higher than a pre-defined threshold. As a result, a
population archive keeps only a minimum number of collaborators while attempting not to
lose information in terms of collaborations between subproblem solutions. However, though
the population archive selected by iCCEA is minimal in size, the algorithm proposed by
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the authors to update the population archive in each generation has a high time complexity
(𝑂 (𝑛3) where 𝑛 in the number of individuals in the archive) and this severely impacts the
performance of the algorithm. Thus, simpler population archive selection methods, e.g.,
elitist, random and best+random, that are much faster, are also widely used in practice.

Individual Fitness Assessment. The collaborator selection strategy of a CCEA affects its
individual fitness assessment strategies as well. The only objective fitness assessment that
can be done on the individuals is based on their joint fitness assessments with collaborators.
Thus, all algorithms perform some form of aggregation on joint fitness assessments related
to an individual to determine its fitness value. Best, worst or average joint fitness values
are usually used for individual fitness assessments.

2.3 Problem and Challenges

In this section, we provide a precise problem definition regarding the identification of the
boundaries of hazard envelopes, focusing on the behavior of a Machine Learning Com-
ponent (MLC). While we use an AV as an example, it can be easily generalised to any
ML-based Autonomous System (MLAS).

2.3.1 Problem Definition

Consider an AV as an ML-enabled Autonomous System (MLAS) including an ML com-
ponent (MLC), namely an image-based object detection component using DNNs. The AV
continuously observes its surrounding environments—such as roads, traffic signs, buildings,
and other moving vehicles via sensors (e.g., camera) and generates driving commands (e.g.,
steer left and decrease speed) to best satisfy given functional and safety requirements (e.g.,
reach a given destination point without colliding with other vehicles). During testing of
the AV, the environment is often simulated by a high-fidelity driving simulator due to the
high cost and risk of real-world testing. Inside of the AV, whenever new sensor data (e.g.,
an image taken from the camera) is collected, it passes through the object detection com-
ponent to identify the positions of surrounding objects, if any, from the (fused) sensor data
(e.g., in the form of bounding boxes in the given image), which will then be used to de-
termine proper driving commands. Under a certain driving scenario, the AV might violate
requirements such as “the AV shall keep a minimum distance of 1.5 m from any vehicle
in front.” In such cases, the MLC could internally contribute to the violation. Therefore,
identifying the boundaries of the hazard envelopes of the AV in terms of the combination
of driving scenarios and MLC behaviors is important. Figure 2.2 provides a simplified
illustration of an ML component’s hazard envelope, defined in terms of scenarios and ML
component behaviors, where a safe region leading to no violations is surrounded by an
unsafe region leading to violations. The goal is to identify, as precisely and completely as
possible, the boundaries between safe and unsafe regions, illustrated by the dashed line in
Figure 2.2.
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Figure 2.2: An illustration of safe and unsafe regions and the corresponding hazard bound-
ary.

More specifically, let 𝑠 be the AV including the MLC 𝑚 for image-based object detection,
operating in a simulated driving environment. For a given scenario 𝑢, which consists of all
the static and dynamic entities of the environment such as road shape, weather, and other
vehicles, the simulation result for 𝑠 and 𝑚, denoted by Π𝑢,𝑠,𝑚, is a sequence ⟨𝑒1, 𝑒2, . . . , 𝑒𝑇 ⟩
where 𝑇 is the duration of the execution and 𝑒𝑡 for 𝑡 = 1, . . . , 𝑇 is the snapshot (state) of the
environment at time step 𝑡. For each time 𝑡 ∈ {1, . . . , 𝑇}, 𝑠 takes an image 𝑖𝑛𝑠,𝑡 taken from
the camera by observing 𝑒𝑡 and generates a pre-processed (e.g., gray-scaled) image 𝑖𝑛𝑚,𝑡

for 𝑚. Then, 𝑚 produces the object information 𝑜𝑢𝑡𝑚,𝑡 (in the form of bounding boxes)
by processing 𝑖𝑛𝑚,𝑡 and 𝑠 produces driving commands 𝑜𝑢𝑡𝑠,𝑡 by processing 𝑜𝑢𝑡𝑚,𝑡

1. The
environment snapshot 𝑒𝑡+1 for the next time step 𝑡 + 1 is updated based on 𝑜𝑢𝑡𝑠,𝑡 , and the
whole process repeats until 𝑡 reaches 𝑇 . The behavior of 𝑚, denoted by 𝐵𝑚, is defined as
the sequence of input/output pairs such that, for an input/output pair (𝑖𝑛𝑚, 𝑜𝑢𝑡𝑚) ∈ 𝐵𝑚,
𝑜𝑢𝑡𝑚 is the output produced by 𝑚 by processing 𝑖𝑛𝑚. For a safety requirement 𝑟 (e.g., do
not collide with other vehicles), we can measure the degree of the safety violation (e.g.,
the distance to the other vehicles) of 𝑠 for 𝑢 and 𝐵𝑚 in terms of 𝑟, denoted by 𝑓 (𝑟,Π𝑢,𝑠,𝑚),
by analyzing Π𝑢,𝑠,𝑚 = ⟨𝑒1, 𝑒2, . . . , 𝑒𝑇 ⟩ against 𝑟. If 𝑓 (𝑟,Π𝑢,𝑠,𝑚) > 𝜖 for a small threshold 𝜖

predefined for 𝑟, we say that 𝑟 for 𝑠 is violated by (the combination of) 𝑢 and 𝐵𝑚. This
means that we can decide the violation of 𝑟 (with 𝜖) given 𝑢 and 𝐵𝑚.

Given the above context, let (𝑢, 𝐵𝑚) be a point in a space referred to as the input
space, that is defined by (the combination of) possible scenarios and MLC behaviors. For
each point (𝑢, 𝐵𝑚) in the input space, we can decide its output (i.e., unsafe or safe) by
checking whether it leads to the violation of 𝑟 or not. The identification of the boundaries

1Note that there can be other components in 𝑠 that interact with 𝑚. For example, 𝑜𝑢𝑡𝑚,𝑡 can be one of
the (possibly many) factors that determine 𝑜𝑢𝑡𝑠,𝑡 . We only assume that 𝑚 is one of the (possibly many)
components required for 𝑠 to operate; specifically, 𝑖𝑛𝑠,𝑡 can affect 𝑖𝑛𝑚,𝑡 and 𝑜𝑢𝑡𝑚,𝑡 can affect 𝑜𝑢𝑡𝑠,𝑡 .
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of hazard envelopes attempts to find as many (𝑢, 𝐵𝑚) points as possible that are close to
the boundaries between safe and unsafe regions in the space. Notice that we intentionally
left the precise definition of safe and unsafe regions unclear since it is one of the challenges
we address next.

2.3.2 Challenges

The problem of hazard boundary identification for an MLC in the MLAS under analysis,
entails multiple major challenges.

As discussed in Section 2.3.1, both a scenario 𝑢 and an MLC behavior 𝐵𝑚 collaboratively
determine the violation or satisfaction of a safety requirement 𝑟. As a result, there are too
many possible scenarios and MLC behaviors for the input space to be exhaustively explored
without resorting to limiting assumptions that can bias the results [97]. One might argue
that unsafe regions of the input space could be analytically identified using methods based
on expert knowledge, such as FTA [54] and HAZOP [130], to provide clear insights into
how hazards can occur. However, such methods are not sufficient to address all possible
ways hazards can arise due to complex interactions between MLAS components and the
opacity of ML components.

Second, the satisfaction or violation of 𝑟 can only be determined if the system is operated
within its surrounding environment. During testing, in addition to the first challenge above,
this requires running a high-fidelity simulator which is generally very resource-intensive.
The high cost of simulation highlights the need for an efficient and effective method to
search as much of the input space as possible while focusing on the regions close to the
boundary.

Lastly, recall it is unrealistic to consider a region 100% safe or unsafe. This is explained
by two main reasons. First, simulators do not often enable full control of all relevant
parameters in the environment, thus randomly configuring some of them. For example,
the movement of pedestrians is random in CARLA [21], a high-fidelity simulator. Second,
two inputs that are close in the input space may generate different MLC outputs that
are handled differently by the rest of the system, e.g., due to the non-linear behavior of
other DNNs using the MLC outputs as their input, resulting in different safety results
(i.e., safe or unsafe). As a result, we cannot assume a uniform and consistent safety
outcome for a region, making it difficult to define hard boundaries between safe and unsafe
regions. Rather, hazard envelope boundaries (i.e., the dashed line in Figure 2.2) should be
probabilistic as they encompass regions with a given probability threshold of violating a
selected requirement.

To address the above challenges, we propose a novel method using Cooperative Co-
Evolutionary Algorithm (CCEA) that efficiently address our objectives as an optimization
problem, within a large input space, by decomposing such problem into lower-dimensional
subproblems. Further, to recast our problem into a coevolutionary search problem, we
define a special fitness function that can assess how far a candidate solution (i.e., a combi-
nation of 𝑢 and 𝐵𝑚) is from the boundary of a “probabilistic” unsafe region. See Section 2.5
for details of our method.
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2.4 Related Work

This section discusses existing studies related to the problem of hazard envelope boundary
identification. Depending on the methods used, we found three categories: search-based
methods, sampling-based methods, and formal methods.

2.4.1 Search-based Methods

Search-based methods employ metaheuristics (search algorithms) and convert the boundary
identification problem into a search problem guided by a fitness function that evaluates
how close a system input (e.g., test scenario) is from the boundary. Fitness assessment
for individual system inputs often involves simulation executions to check whether safety
requirements are violated.

Although there are many search-based methods for testing MLCs [115, 151], the prob-
lem of boundary identification has received very little attention. Only recently, Riccio
and Tonella [116] proposed DeepJanus, the first search-based method to identify the fron-
tier of behavior (frontier) of MLCs, i.e., a set of similar input pairs that trigger different
behaviors (e.g., safe and unsafe) of the system. The discovered frontier can allow devel-
opers to approximate a safe operating envelope for the MLC (by interpolating the pairs).
Also, the overlap of the estimated safe operating envelope with the validity domain of
the MLC, which is the domain where the MLC is expected to behave according to its
requirements [116], can facilitate the evaluation of the MLC’s quality. Therefore, for ex-
ample, DeepJanus can be useful in distinguishing between the performance of two MLCs
that perform the same task. However, it cannot solve the issue of identifying the hazard
boundary, as the impact of MLCs on safety can only be assessed when evaluating the entire
system in a given environmental context. Furthermore, as illustrated in Figure 2.3, the
interpolated frontier of behavior and the hazard boundary of an MLC are not necessarily
the same. More precisely, a member of the frontier (i.e., a pair of safe and unsafe inputs)
does not necessarily lie in proximity to the hazard boundary since the violations can occur
in probabilistic safe regions (i.e., regions where the proportion of safe inputs is above a
certain threshold) as argued in Section 2.3.2. Therefore, we need a novel method to identify
the hazard boundary of an MLC within a system, considering the probabilistic nature of
(un)safe inputs.

2.4.2 Sampling-based Methods

Unlike search-based methods, which are guided by fitness functions, sampling-based meth-
ods use repeated random samplings (e.g., Monte Carlo methods) or statistical metrics
to identify certain system inputs that lead to safety violations. For example, Meltz and
Guterman [89] proposed SmARTest, which uses Monte Carlo methods to identify a scenario
domain (i.e., set of system inputs) that lead to safety requirement violations determined by
measuring Performance Assessment Functions (PAFs) defined based on the requirements’
Key Performance Indicators (KPIs). Sinha et al. [126] proposed Neural Bridge Sampling
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Figure 2.3: A possible application of DeepJanus to the systemic hazard boundary detection
problem. Connected dots are a safe and unsafe pair.

(NBS), a method to measure the probability of rare events, such as accidents, using Monte
Carlo methods. NBS decomposes the probability of a rare event into chained conditional
probabilities, which are tractable to compute using standard Monte Carlo methods. This
provides a better estimate than the naive Monte Carlo or Adaptive Multi-Splitting (AMS)
methods.

Sampling-based methods can efficiently identify safe and unsafe inputs from the sys-
tem’s input space. However, they only consider system inputs (i.e., scenarios) and not
the effect of different MLC behaviors for the same scenario. As discussed in Section 2.3.2,
both the scenario and the MLC behavior must be taken into account to determine the
conditions when MLC behavior leads to safety violations.

2.4.3 Formal Methods

Formal methods rely on formal representations of the input space, the system (including
the MLC), and the output space. Examples of such representations include hybrid system
or dynamical system formalisms [5]. Tools like SMT solvers [66] and Mixed Integer Linear
Programming (MILP) [78] can be used to analyze whether the system containing the MLC
can reach an unsafe region given its input space [50]. This is known as reachability analysis.
Reachability analysis is used to identify the MLC’s barrier certificate, which is an invariant
function that constrains the state space of the system and ensures the satisfaction of a
safety property [107] while considering the closed-loop behavior of the system. Barrier
certificates can be seen as an over-approximation of the hazard boundary of the MLC.

Ivanov et al. [61] proposed Verisig, which can be applied to Cyber-Physical Systems
(CPSs) with DNN-based feed-forward controllers with ReLU activation functions. Verisig
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transforms the ReLU DNN into a hybrid system representation and combines it with the
rest of the system. This recasts the problem as a hybrid system verification problem.
Given a set of system inputs, the outputs can be approximated using Flow∗ [24], a nonlin-
ear system reachability analyzer. Tuncali et al. [136] proposed another method to identify
barrier certificates of DNN-based, feed-forward controllers, which is not limited to archi-
tectures with ReLU activation functions. This method first identifies candidate barrier
certificates using simulations, then evaluates their suitability using the dReal [37], an SMT
solver for nonlinear formulas in real numbers. Tran et al. [134] proposed NNV, a method
to perform closed-loop reachability analysis of control systems with Deep Reinforcement
Learning (DRL) controllers. These controllers have a feed-forward architecture with Re-
LU/Saturation activation functions. NNV calculates a low-error over-approximation of the
output region, which are reached by the system given its inputs.

Although the aforementioned methods provide guarantees for the hazard boundary and
cover all possible trajectories of the system, they suffer from practicality and scalability
issues. For example, over-approximation of the hazard boundary might incorrectly reduce
(or even remove in the worst case) the safe operating envelope of the system by incorrectly
considering some safe behaviors unsafe, thus limiting the practicality of the methods [135].
Furthermore, reachability analysis can only be applied to feed-forward controllers with
specific activation functions. Thus, it cannot be used for practical MLCs that perform
perception, obstacle tracking, or prediction tasks with different DNN architectures (e.g.,
recurrent neural networks). Also, reachability analysis has not yet been applied to closed-
loop, industrial Cyber-Physical Systems (CPS) with feedback DNN controllers [61,134,136].
In such a context, scalability is very likely to become an acute problem.

2.4.4 Remark on Differences in Objectives

A common goal underlying all the above-mentioned methods is to identify the hazard
boundary of a given MLC embedded within its containing system (MLAS). It could be
useful when the MLC under test is fixed, but as soon as the MLC changes (e.g., via
retraining), the previously identified hazard boundary would be invalid, and the whole
safety verification exercise would have to be repeated. On the other hand, in our research,
we aim to identify the combinations of conditions and MLC behaviors, without referring to
a specific MLC implementation, that could potentially lead to hazards. Once characterized,
such situations could then, independently of a specific MLC implementation, be used to
monitor the operation of the system and MLC and warn the user in case it is operating
near to the hazard boundary.

In the following section, we propose a novel method that addresses the challenges
discussed in Section 2.3.2, and is applicable to various types of MLCs, such as perception,
planning, and control, without making any assumptions about their architecture.

19



2.5 Our Approach

In this section, we provide a solution to the problem described in Section 2.3, i.e., the
hazard boundary identification of an MLC in the MLAS under analysis. Our key idea
is to recast the problem as a cooperative co-evolutionary search problem where scenarios
and MLC behaviors co-evolve as two separate populations but contribute together to find
complete solutions (i.e., the combinations of scenarios and MLC behaviors) close to the
boundary. Then, we use CCEAs, the algorithms that are well known to be effective at
solving search problems such as the one described in Section 2.2.

In the following subsections, we first describe how scenarios and MLC behaviors can be
represented as two separate populations in a search problem (Section 2.5.1). We then define
a novel fitness function of the search problem to assess how close a complete solution is
from the boundary (Section 2.5.2). Finally, we present our novel method based on CCEAs
using the representation and the fitness function (Section 2.5.3).

2.5.1 Representations

We consider two populations, one for scenarios and another one for MLC behaviors. This
is to consider all possible MLC behaviors that can lead to the boundary regions when
combined with certain scenarios. Note that MLCSHE does not aim to test a particular
MLC in the system under analysis, but rather to monitor the behavior of current and
future implementations of the MLC using the resulting boundary information. Therefore,
it is important to manipulate MLC behaviors and scenarios to find all boundary regions.
However, the individuals of the MLC population, subjected to evolutionary operators,
are only represented as MLC-outputs (𝑜𝑢𝑡𝑚). This is due to the initial MLC-input (𝑖𝑛𝑚)
being (indirectly) determined by the scenario, whereas the next MLC-inputs are affected
by previous MLC-outputs. Therefore, 𝑖𝑛𝑚 is recorded in an archive of complete solutions
(i.e., 𝐴𝑐 in Algorithm 1; see Section 2.5.3 for details) but not included in the representation
of the behavior of the MLC that can be manipulated by the search. Recording the 𝑖𝑛𝑚 and
𝑜𝑢𝑡𝑚 sequences, along with their corresponding scenarios (𝑢), is indeed crucial as it records
unsafe behaviors of an MLC (its input and output sequences) given a set of environmental
conditions (its scenarios). This information enables the design of safety monitors that
will prevent the MLC from contributing to a systemic hazard via leveraging the recorded
information.

MLC behaviors

One of the two populations considered for the search is the set of MLC behaviors. The
behavior of an MLC can be expressed as a sequence of input and output tuples. However, as
discussed above, the inputs of an MLC are indirectly controlled by the environmental input
to the system (i.e., scenario parameters) and the components of the system that process
that input before it is passed on to the MLC. Thus, the parameters that we can directly
manipulate during the search are the outputs of the MLC. We represent an individual in
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the population of the MLC behaviors as a sequence of MLC outputs where the 𝑡-th element
of the sequence denotes an MLC output at time step 𝑡.

The output of an MLC depends on the task performed by the MLC. For instance, in
the case of a steering angle estimator, the output is a single real value. Whereas, in the
case of an object classifier, the output is a vector of probabilities (real values between 0
and 1), where each element corresponds to a label. Finally, similar to our running example,
in the case of obstacle detection, the outputs in an ML component (MLC) are detected
obstacles, i.e., their bounding box2, their label (such as pedestrian, vehicle, lamp post,
etc.), and their timestamp. Therefore, an mlco (MLC Output) for a simulation duration 𝑇

can be defined as a sequence of the trajectories of detected obstacles during 𝑇 in the case
of obstacle detection.

Specifically, given the maximum number of detectable objects 𝑛 and the simulation
duration 𝑇 , an mlco can be defined as a sequence of 𝑛 trajectories ⟨trj1, . . . , trj𝑛⟩ where
trj 𝑖 represents the trajectory of the 𝑖-th object (in terms of the bounding boxes) for 𝑇 . By
allowing the search algorithm to manipulate individual trajectories, an arbitrary mlco can
be generated for obstacle detection.

However, allowing the search algorithm to generate all the bounding boxes for individ-
ual time steps will likely yield an unrealistic trajectory randomly moving around without
a consistent direction, which we observed during our initial trials. Therefore, it is better
to allow the search algorithm to generate only the start and end bounding boxes, and
then generate the remaining bounding boxes for intermediate time steps using linear in-
terpolation between the start and end boxes. Specifically, trj 𝑖 can be defined as a triple
(class𝑖, start𝑖, end 𝑖) where class𝑖 is the class of the 𝑖-th object (e.g., car, bicycle, pedes-
trian), start𝑖 is the position and the size of the bounding box of the 𝑖-th object at time
step 𝑡 = 𝑡start , and 𝑒𝑛𝑑𝑖 is the position and the size of the bounding box of the 𝑖-th object
at time step 𝑡 = 𝑡end . For example, start or end can be defined as a quintuple (𝑡, 𝑥𝑚𝑖𝑛,
𝑥𝑚𝑎𝑥, 𝑦𝑚𝑖𝑛, 𝑦𝑚𝑎𝑥), which are time and bounding box parameters for the beginning or the
end of the trajectory, respectively. Then, for a given trajectory trj = (class, start, end), we
can easily generate the positions and sizes of bounding boxes for intermediate time steps
(i.e., 1 < 𝑡 < 𝑇) based on start and end (using linear interpolation) whenever needed for a
simulation.

We want to note that MLCSHE does not aim to test a given MLC implementation in the
system under analysis, but to monitor the behavior of any current or future implementation
of the MLC using the resulting boundary information (see Sections 2.1 and 2.3.1). For a
given implementation, there may indeed be “unfeasible-in-practice” MLC behavior for a
given scenario, which is, however, hard to determine beforehand. But then this is part of
the problem space that will never be reached at run-time and is not an issue.

2A bounding box specifies the area on the image processed by the obstacle detector that contains the
detected obstacle. It can be expressed as (𝑥𝑚𝑖𝑛, 𝑥𝑚𝑎𝑥 , 𝑦𝑚𝑖𝑛, 𝑦𝑚𝑎𝑥) corresponding to a specific 2D box.
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Scenarios

A scenario can be represented as a heterogeneous vector of real and integer values. For
the case of an AV, a scenario consists of the vehicle itself, the weather, the road and other
static (e.g., lamp posts and other obstacles) and dynamic objects (e.g., pedestrians and
other cars) [44]. Each of them have many attributes of various types, namely float (e.g.,
speed) and enumerated types (e.g., line pattern) which can be encoded as integer values.

The size of a scenario individual is determined by the simulator. Furthermore, a finer-
grained level of simulation control implies a larger scenario size as more parameters have
to be manipulated by the search algorithm. For instance, one can manipulate all weather-
related parameters separately (10 parameters in the case of CARLA [21]) or manipulate
them using the weather preset parameter (1 parameter) which sets the value of all granular
weather parameters according to high-level modalities, e.g., rainy sunset, clear noon.

Figure 2.4 is the scenario domain model for our running example. A Scenario consists
of one or more Vehicles (including the ego vehicle), zero or more Pedestrians and, Mission
and Weather. The attributes of the domain model that act as the parameters for a scenario
representation are written in bold font in Figure 2.4. Therefore, a scenario can be defined
by the time of day, weather preset, map of the town, start point of the ego vehicle, its tar-
get destination and target velocity, the number of Pedestrians, and the number and position
of other Vehicles with respect to the ego vehicle (e.g., in front, on the opposite lane).

Operational Design Domain (ODD). The Operational Design Domain or ODD defines
an operational envelope of the AV, i.e., a set of bounds on the environmental parameters
of the system. For instance, highway driving is an ODD for AVs which determines the type
of the road, the average speed of the surrounding vehicles, and the (lack of) pedestrians
in the vicinity [28]. However, within an ODD, many scenarios can still be defined, e.g.,
weather, the number of cars, the length and shape of the road. Therefore, a search can
be done within an ODD, which sets the values or the bounds of some parameters, such as
the target speed of the ego vehicle. The parameter bounds or values set by the ODD will
remain static for the duration of the search, e.g., a target speed of 90 km/hr in a highway
driving ODD, or the angle of the sunlight during a daytime driving ODD.

2.5.2 Fitness Function

This section presents our proposed fitness function in detail. Our aim is to design a fitness
function that can effectively guide the search towards the boundary of unsafe regions.
However, as mentioned in Section 2.3, we cannot assume that a region is either 100% unsafe
or safe. To address this, we first define the notion of safe and unsafe inputs, followed by
probabilistic unsafe regions.

Definition 1 (Safe and Unsafe Inputs). An input is unsafe if and only if it leads to the
violation of a given requirement. Otherwise, the input is safe.

Recall that an input is a combination of a scenario and an MLC behavior in our context.
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1..*

1

Scenario

Weather

+ preset: WeatherPreset

+ time_of_day: TimeOfDay

Vehicle

+ id: Integer

+ drive_control: VehicleControl

+ position: Position

Pedestrian

+ id: Integer

+ position: Position

+ control: WalkerControl

Mission

+ map: Map

+ start_point: Waypoint

+ target_destination: Waypoint

+ target_velocity: Float

0..*

<<enumeration>>
WeatherPreset

Clear
Cloudy
Wet
WetCloudy
SoftRain
MidRainy
HardRain

<<enumeration>>
TimeOfDay

Noon
Sunset
Night

Figure 2.4: The scenario domain model for the running example. The model is based on the
concepts provided in the CARLA World domain model [21, 33]. The scenario parameters
are shown on the figure in bold font, i.e., the weather preset, the attributes of Mission and
the number of actors such as Vehicles and Pedestrians.

Definition 2 (Probabilistic Unsafe Region). Let 𝑋 be a set of all possible inputs, repre-
senting the input space. Given a threshold probability 𝑝th, a region 𝐺 ⊆ 𝑋 is 𝑝th-unsafe
when the proportion of unsafe inputs in 𝐺 is higher than 𝑝th.

For example, if we randomly draw an input from a 5%-unsafe region, we have more
than 5% chance of leading to a safety violation. The value of 𝑝th should be determined by
a domain expert within a specific application context.

Notice that the shape of a probabilistic unsafe region is unknown, as is its boundary.
Nevertheless, we can approximate how far an arbitrary input is from the boundary by
sampling its neighborhood. Specifically, for an input 𝑥 ∈ 𝑋, let 𝑝𝑥 be the proportion of
unsafe inputs in the neighborhood of 𝑥. If 𝑝𝑥 ≤ 𝑝th, it implies that 𝑥 is not likely to be
located in a 𝑝th-unsafe region. Otherwise, if 𝑝𝑥 > 𝑝th, it implies that 𝑥 is likely in a 𝑝th-
unsafe region. Therefore, if 𝑝𝑥 is close to 𝑝th, it implies that 𝑥 is close to the boundary of
a 𝑝th-unsafe region. To leverage this idea, we define the notion of neighborhood as follows:

Definition 3 (Neighborhood). For an input 𝑥𝑖 ∈ 𝑋 and a non-negative real number 𝛿 ∈ R+,
a neighborhood of 𝑥𝑖 with the radius of 𝛿, denoted by 𝑁 (𝑥𝑖, 𝛿), is defined as follows:

𝑁 (𝑥𝑖, 𝛿) = {𝑥 𝑗 ∈ 𝑋 | dist(𝑥𝑖, 𝑥 𝑗 ) ≤ 𝛿} (2.1)

where dist(𝑥𝑖, 𝑥 𝑗 ) indicates the distance between 𝑥𝑖 and 𝑥 𝑗 .
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Notice that various distance functions dist can be adopted depending on the nature
of complete solutions. For example, if a complete solution can be represented as a het-
erogeneous vector composed of numerical, ordinal, and categorical values, heterogeneous
distance metrics [144] are good candidates to measure the distance between two complete
solutions. In Figure 2.2, a neighborhood with a radius of 𝛿 is visualised as a circle between
safe and unsafe regions.

Based on Definition 3, let 𝑝𝑥,𝛿 be the proportion of unsafe inputs in 𝑁 (𝑥, 𝛿). Then,
as discussed above, we can use the difference between 𝑝𝑥,𝛿 and 𝑝th to approximate the
distance between 𝑥 and the boundary of a 𝑝th-unsafe region. However, we cannot compute
the exact value of 𝑝𝑥,𝛿 since 𝑁 (𝑥, 𝛿) has too many complete solutions to exhaustively
evaluate. Nevertheless, we can compute an estimate of 𝑝𝑥𝑖 ,𝛿, denoted by 𝑝𝑥𝑖 ,𝛿, and its
confidence interval since the consecutive trials of checking whether an input 𝑥 𝑗 ∈ 𝑁 (𝑥𝑖, 𝛿)
is safe or not are assumed to be independent and can be treated as Bernoulli Experiments.

Specifically, the probability distribution of 𝑝𝑥,𝛿 can be modelled as a Binomial distri-
bution, and we can compute 𝑝𝑥,𝛿 as follows:

𝑝𝑥,𝛿 =
unsafe(𝑁 (𝑥, 𝛿))

evaluated (𝑁 (𝑥, 𝛿)) (2.2)

where evaluated (𝑁 (𝑥, 𝛿)) is the number of inputs evaluated (sampled) in 𝑁 (𝑥, 𝛿) and
unsafe(𝑁 (𝑥, 𝛿)) is the number of unsafe inputs among those evaluated. Furthermore, us-
ing the Wilson Confidence Intervals [19], we can compute the confidence interval of 𝑝𝑥,𝛿,
denoted by CI (𝑝𝑥,𝛿), as follows:

CI (𝑝𝑥,𝛿) =
1

1 + 𝛾
(
𝑝𝑥,𝛿 +

𝛾

2
)

± 𝑧

1 + 𝛾

√︄
𝑝𝑥,𝛿 (1 − 𝑝𝑥,𝛿)

evaluated (𝑁 (𝑥, 𝛿)) +
𝛾

4 × evaluated (𝑁 (𝑥, 𝛿))

(2.3)

where 𝛾 = 𝑧2

evaluated (𝑁 (𝑥,𝛿)) and 𝑧 is determined by the standard normal distribution for a
given confidence level (e.g., for a 95% confidence level, 𝑧 = 1.96).

Based on CI (𝑝𝑥,𝛿), we can assess the maximum difference3 between 𝑝𝑥,𝛿 and 𝑝th as
follows:

diff (𝑝𝑥,𝛿, 𝑝th) = max
(
|UL(𝑝𝑥,𝛿) − 𝑝th |, |LL(𝑝𝑥,𝛿) − 𝑝th |

)
(2.4)

where UL(𝑝𝑥,𝛿) and LL(𝑝𝑥,𝛿) are the upper and lower limits of CI (𝑝𝑥,𝛿), respectively. Using
diff (𝑝𝑥,𝛿, 𝑝th), we define our fitness function as follows.

Definition 4 (Boundary-Seeking Fitness Function). For an input 𝑥, a neighborhood radius
𝛿, and a threshold probability 𝑝th, the fitness value of 𝑥 given 𝛿 and 𝑝th, denoted by
fitness(𝑥, 𝛿, 𝑝th), is defined as follows:

fitness(𝑥, 𝛿, 𝑝th) =
diff (𝑝𝑥,𝛿, 𝑝th)

max(𝑝th , (1 − 𝑝th))
(2.5)

3We consider the maximum difference to be conservative.
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where the denominator is a normalisation factor, making the range of the fitness value
between 0 and 1.

In other words, we compute the fitness value of an input 𝑥 using the difference between
𝑝𝑥,𝛿 (i.e., the proportion of unsafe inputs in the neighborhood of 𝑥 with the radius of 𝛿)
and 𝑝th (i.e., the probability threshold).

Note that the fitness function is meant to be minimized and decreases as the difference
between 𝑝th and 𝑝𝑥,𝛿 decreases. The fitness function also takes the number of observations
(i.e., evaluated inputs) within 𝑁 (𝑥, 𝛿) into account, as the size of CI (𝑝𝑥,𝛿) (i.e., the con-
fidence interval of 𝑝𝑥,𝛿) decreases when the number of observations in the neighborhood
increases, thereby also decreasing the value of the fitness function. A sparsely populated
neighborhood therefore tends to yield high fitness values, which is what we would expect
as 𝑝𝑥,𝛿 in such neighborhoods comes with much uncertainty.

To better illustrate how the boundary-seeking fitness function distinguishes between
inputs based on their proximity to the boundary, let us consider an input space 𝑋 and two
inputs 𝑥1 ∈ 𝑋 and 𝑥2 ∈ 𝑋 where CI (𝑝𝑥1,𝛿) = 0.1± 0.05 and CI (𝑝𝑥2,𝛿) = 0.5± 0.1 for a small
𝛿. This means that the proportions of unsafe inputs around 𝑥1 and 𝑥2 are estimated as
0.1 ± 0.05 and 0.5 ± 0.1, respectively. If we consider the boundary of a 5%-unsafe region
(i.e., 𝑝th = 0.05), we can say that 𝑥1 is closer to the boundary than 𝑥2 since the proportion
of unsafe inputs around 𝑥1 is up to 15% while that around 𝑥2 is up to 60%. This is exactly
captured by the fitness function since diff (𝑝𝑥1,𝛿, 0.05) = 0.1 and diff (𝑝𝑥2,𝛿, 0.05) = 0.55, thus
yielding fitness(𝑥1, 𝛿, 0.05) = 0.1

0.95 = 0.105 and fitness(𝑥2, 𝛿, 0.05) = 0.55
0.95 = 0.579, showing

that 𝑥1 is closer to the boundary than 𝑥2.

2.5.3 MLC Systemic Hazard Envelope (MLCSHE) Algorithm

Based on the representations of scenarios and MLC behaviors described in Section 2.5.1
and the boundary-seeking fitness function described in Section 2.5.2, this section proposes
a novel algorithm, MLC Systemic Hazard Envelope (MLCSHE) [/mIlS/], based on CCEA
as described at the beginning of Section 2.5.

Algorithm 1 shows the pseudocode of MLCSHE. It takes as input a population size 𝑛,
a minimum number of joint fitness assessments per individual 𝑘, a threshold probability
𝑝th to define a probabilistic unsafe region, a threshold distance 𝑑𝑎 to ensure the diversity
of individuals and complete solutions in archives, a maximum population archive size 𝑙,
a distance threshold 𝑑th to filter the complete solutions that are distinct enough, and a
boundary fitness threshold 𝑡𝑏 to filter complete solutions close enough to the boundary; it
returns an archive 𝐴𝑏 of distinct complete solutions, with the pairwise distance of more
than 𝑑th, whose fitness values are less than 𝑡𝑏 (i.e., close to the boundary of a 𝑝th-unsafe
region), while 𝑘 and 𝑙 are parameters to control the algorithm’s search behavior (detailed
below). MLCSHE in essence is a CCEA that uses population archives as described in
Section 2.2. However, it is different from other similar methods as its goal is to return a
set of complete solutions satisfying certain properties (i.e., close to the boundary) rather
than returning a single-best complete solution.
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Algorithm 1: MLC Hazard Envelope Search algorithm (MLCSHE)
Input : Population Size 𝑛

Minimum Number of Fitness Assessments per Individual 𝑘
Threshold Probability 𝑝th
Distance Threshold for Population Archives 𝑑𝑎
Maximum Size of Population Archive 𝑙

Distance Threshold for Post-processing 𝑑th
Boundary Fitness Threshold for Post-processing 𝑡𝑏

Output: Archive of Distinct Boundary Complete Solutions 𝐴𝑏

1 Population of MLC Output Sequences 𝑃𝑂 ← initPopulation𝑂(𝑛)
2 Population of Scenarios 𝑃𝑆 ← initPopulation𝑆(𝑛)
3 Archive of MLC Output Sequences 𝐴𝑂 ← 𝑃𝑂

4 Archive of Scenarios 𝐴𝑆 ← 𝑃𝑆

5 Archive of Complete Solutions 𝐴𝑐 ← ∅
6 while not (stopping condition) do
7 𝑃𝑂, 𝑃𝑆 , 𝐴𝑐 ← assessFitness

(
𝑃𝑂, 𝑃𝑆 , 𝐴𝑂, 𝐴𝑆 , 𝑘, 𝐴𝑐, 𝛿, 𝑝th

)
8 𝐴𝑂 ← updatePopulationArchive(𝑃𝑂, 𝑙, 𝑑𝑎)
9 𝐴𝑆 ← updatePopulationArchive(𝑃𝑆 , 𝑙, 𝑑𝑎)

10 𝑃𝑂 ← Breed(𝑃𝑂) ∪ 𝐴𝑂

11 𝑃𝑆 ← Breed(𝑃𝑆) ∪ 𝐴𝑆

12 Archive of Complete Solutions 𝐴𝑏 ← postProcess(𝐴𝑐, 𝑑th , 𝑡𝑏)
13 return 𝐴𝑏

The algorithm first randomly initializes the population of MLC Output sequences 𝑃𝑂

(line 1), the population of scenarios 𝑃𝑆 (line 2), and their population archives, 𝐴𝑂 (line 3)
and 𝐴𝑆 (line 4), respectively. The algorithm also initializes the archive of complete solutions
𝐴𝑐 as an empty set (line 5). The algorithm then co-evolves 𝑃𝑂 and 𝑃𝑆 using 𝐴𝑂 and 𝐴𝑆,
until the stopping condition is met (line 6), such that it guides them towards the complete
solutions that are close to the boundary of a 𝑝th-unsafe region (lines 6–11). During the
co-evolution, the algorithm repeats the following three steps:

1. assess the fitness values of individuals in both 𝑃𝑂 and 𝑃𝑆 and update 𝐴𝑐 to include
complete solutions with their joint fitness values evaluated by the simulator (using
function assessFitness at line 7, described in detail in Algorithm 2);

2. update 𝐴𝑂 and 𝐴𝑆 based on the individual fitness values, 𝑑, and 𝑙 (using function
updatePopulationArchive at lines 8–9, described in detail in Algorithm 3); and

3. evolve 𝑃𝑂 and 𝑃𝑆 (using the function breed detailed at the end of Section 2.5.3), and
merging them with 𝐴𝑂 and 𝐴𝑆, respectively, to make up the next generation of 𝑃𝑂

and 𝑃𝑆 (lines 10–11).

After the co-evolution, the algorithm creates a set of complete solutions 𝐴𝑏 from 𝐴𝑐 such
that the distance between two arbitrary, complete solutions in 𝐴𝑏 is at least 𝑑th and the
fitness value of every complete solution in 𝐴𝑏 is less than 𝑡𝑏 (using function postProcess at
line 12). The algorithm ends by returning 𝐴𝑏 (line 13).
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Fitness Assessment

The function assessFitness is to first calculate the joint fitness values of complete so-
lutions, generated by joining the individuals in 𝑃𝑂 and 𝑃𝑆 (with higher priorities to the
individuals in 𝐴𝑂 and 𝐴𝑆, respectively) such that each individual is joined at least 𝑘 times,
using the simulator. In other words, the fitness of each individual is assessed based on at
least 𝑘 collaborators to avoid inaccurately estimating the individual fitness (see Section 2.2
for more details about collaborators). To reduce the number of computationally intensive
simulations, complete solutions that are the same as the ones in 𝐴𝐶 (i.e., generated in the
previous generations) are not simulated again. Then, the function assesses the fitness value
of each individual using the joint fitness values of the complete solutions that contain the
individual.

Specifically, Algorithm 2 shows the pseudocode of assessFitness. It takes as input the
population of MLC output sequences 𝑃𝑂 , the population of scenarios 𝑃𝑆, the population
archive of MLC output sequences 𝐴𝑂 , the population archive of scenarios 𝐴𝑆, the minimum
number of fitness assessments per individual 𝑘, the archive of previously evaluated complete
solutions 𝐴𝐶 , the neighborhood radius 𝛿, and the threshold probability 𝑝th; it then returns
𝑃𝑂 and 𝑃𝑆 updated to include individual fitness values, and 𝐴𝐶 updated to include newly
generated complete solutions and their joint fitness values.

The algorithm begins by initializing a set of populations 𝑃𝑆 as {𝑃𝑆, 𝑃𝑂} (line 1). It
also initializes a set of complete solutions 𝐶 by selecting and collaborating individuals
from 𝑃𝑆 and 𝑃𝑂 using the collaborate function (line 2). This function first makes every
individual of 𝑃𝑆 and 𝑃𝑂 collaborate with every individual of 𝐴𝑂 and 𝐴𝑆, respectively,
and if the number of collaborations for each individual is less than 𝑘 (i.e., when the size
of 𝐴𝑂 and 𝐴𝑆 are less than 𝑘, where 𝑘 ≥ 1), randomly selected individuals of 𝑃𝑂 \ 𝐴𝑂

and 𝑃𝑆 \ 𝐴𝑆 are used in addition to 𝐴𝑂 and 𝐴𝑆, respectively, to ensure a minimum of 𝑘

collaborations for each individual 4. Then, for each complete solution 𝑐 ∈ 𝐶 (line 3), if
𝑐 ∉ 𝐴𝐶 , i.e., 𝑐 has not been previously evaluated (line 4), the algorithm evaluates 𝑐 using
the high-fidelity simulator to identify if 𝑐 is unsafe (line 5) and adds 𝑐 with its evaluated
result into 𝐴𝑐 (line 6). Once 𝐴𝑐 is updated using 𝐶, for each complete solution 𝑐 ∈ 𝐴𝑐

(line 7), the algorithm computes its joint fitness value (i.e., the boundary-seeking fitness
value) using 𝐴𝑐, 𝛿, and 𝑝th by calculating the proportion of unsafe complete solutions in
the neighborhood of 𝑐 and its difference from the threshold probability as described in
Section 2.5.2 (line 8). Although computing the neighborhood of 𝑐 requires many distance
computations, we can significantly reduce the computations by reusing the distances among
the complete solutions that were originally in the input 𝐴𝑐. For each individual 𝑃 ∈ 𝑃𝑆

and for each 𝑖 ∈ 𝑃 (lines 9–10), the algorithm sets the minimum (i.e., the best since we
aim to minimize fitness values) joint fitness value of the complete solutions involving 𝑖 as
the individual fitness of 𝑖 (line 11). An elitist individual fitness assessment strategy (i.e.,
selecting the best fitness value), is consistent with reported experimental studies [79, 83]
as well as our preliminary evaluation results on a widely used benchmark problem known

4Note that a high value of 𝑘 might add significant computational cost to the search since it tends to
exponentially increase the number of joint fitness evaluations per individual.
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Algorithm 2: assessFitness
Input : Population of MLC Output Sequences 𝑃𝑂

Population of Scenarios 𝑃𝑆

Archive of MLC Output Sequences 𝐴𝑂

Archive of Scenarios 𝐴𝑆

Minimum Number of Fitness Assessments per Individual 𝑘
Archive of Complete Solutions 𝐴𝑐

Complete Solutions Pairwise Distance Matrix 𝐷𝑐

Neighborhood Radius 𝛿

Threshold Probability 𝑝th
Output: Updated Population of MLC Output Sequences 𝑃𝑂

Updated Population of Scenarios 𝑃𝑆

Updated Archive of Complete Solutions 𝐴𝑐

1 Set of Populations 𝑃𝑆 ← {𝑃𝑂, 𝑃𝑆}
2 Set of Complete Solutions 𝐶 ← collaborate(𝑃𝑂, 𝑃𝑆 , 𝐴𝑂, 𝐴𝑆 , 𝑘)
3 foreach Complete Solution 𝑐 ∈ 𝐶 do
4 if 𝑐 ∉ 𝐴𝑐 then
5 𝑐.isUnsafe← simulate(c)
6 𝐴𝑐 ← 𝐴𝑐 ∪ {𝑐}

7 foreach Complete Solution 𝑐 ∈ 𝐴𝑐 do
8 𝑐.fitness← computeBoundaryFitness(𝑐, 𝐴𝑐, 𝛿, 𝑝th , 𝐷𝑐)
9 foreach Population 𝑃 ∈ 𝑃𝑆 do

10 foreach Individual 𝑖 ∈ 𝑃 do
11 𝑖.fitness← assessIndividualFitness(𝑖, 𝐴𝑐)

12 return 𝑃𝑂, 𝑃𝑆, 𝐴𝑐
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as the MTQ (Maximum of Two Quadratics) [20]. The algorithm ends by returning the
updated 𝑃𝑂 , 𝑃𝑆, and 𝐴𝑐 (line 12).

Update Population Archive

The function updatePopulationArchive updates the population archives 𝐴𝑂 and 𝐴𝑆,
for the next generation. They play a key role in guiding the search algorithm since every
other individual has to form a complete solution with them, whose joint fitness will be
assessed afterwards.

There are many ways to update the population archive such as the ones proposed in
iCCEA and pCCEA [83]. However, as mentioned in Section 2.2, they can be inefficient due
to additional fitness evaluations for updating population archives, making them impracti-
cal for our problem involving computationally expensive simulations for fitness evaluation.
Instead, we can consider more efficient archive update strategies as follows: selecting in-
dividuals with the best fitness values (Best), selecting the best individual plus random
individuals (Best+Random), or randomly selecting individuals (Random) [83]. Our prelim-
inary evaluation results on the MTQ problem showed that both Best and Best+Random
work similarly well for updating population archives in MLCSHE. To ensure the diversity of
individuals in each population archive and maximize exploration, we choose Best+Random
with a similarity threshold (i.e., the distance threshold 𝑑th) that filters out individuals
deemed too similar to be included in a population archive. The pseudocode for updating
a population archive is provided in Algorithm 3.

The algorithm takes as input a target population 𝑃, a maximum size of a population
archive 𝑙, and a threshold distance (i.e., the minimum distance between two arbitrary
individuals in a population archive) 𝑑th; it returns a population archive 𝐴𝑃 of 𝑃 such that
|𝐴𝑃 | ≤ 𝑙 and 𝑑 (𝑖, 𝑗) ≥ 𝑑th, based on the distance function 𝑑 as described in Section 2.5.2,
for all 𝑖, 𝑗 ∈ 𝐴𝑃 if 𝑖 ≠ 𝑗 .

Algorithm 3: updatePopulationArchive
Input : Population 𝑃

Maximum Size of Population Archive 𝑙

Threshold Distance 𝑑th
Output: Population Archive 𝐴𝑃

1 Archive 𝐴𝑃 ← {popBestFitnessIndividual(𝑃)}
2 while |𝐴𝑃 | < 𝑙 and |𝑃 | > 0 do
3 Individual 𝑖 ← randomPop(𝑃)
4 if isDistinct(𝑖, 𝐴𝑃, 𝑑th) then
5 𝐴𝑃 ← 𝐴𝑃 ∪ {𝑖}

6 return 𝐴𝑃

The algorithm starts by initializing a population archive 𝐴𝑃 for 𝑃 using the individual
with the best fitness value among all the individuals in 𝑃 (using function popBestFitnessIn-
dividual at line 1). While |𝐴𝑃 | < 𝑙 or |𝑃 | > 0, the algorithm iteratively pops a random
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individual 𝑖 from 𝑃 (line 3) and add 𝑖 into 𝐴𝑃 (line 5) if 𝑖 is distinct from all individuals
in 𝐴𝑃 based on the distance threshold of 𝑑th (line 4). The algorithm ends by returning 𝐴𝑃

(line 6).

Evolution

As illustrated in Algorithm 1, after updating 𝐴𝑂 and 𝐴𝑆, 𝑃𝑂 and 𝑃𝑆 undergo evolution to
generate their next generation using a breed operation, which entails three main steps:

1. Selection. MLCSHE selects the candidate individuals for breeding via the standard
tournament selection technique, i.e., the most widely used selection technique for
evolutionary algorithms [142]. It is simple yet effective since it only requires the rank
ordering of individuals in terms of their fitness values.

2. Crossover. Selected individuals of each population act as parents to create offspring
individuals using a crossover operation [142]. For our problem, the widely used
uniform crossover technique [79,142] is used, since there is no preference for specific
points in individuals as crossover points.

3. Mutation. Finally, offspring individuals are mutated via the introduction of stochas-
tic noise [142]. Since the individuals are heterogeneous vectors with both float and
integer values, the standard Gaussian and integer randomization mutation techniques
are applied to individual elements, respectively [79]. Through these mutations, all
valid individuals can be considered during the search, making it possible to find the
global optimum. There is a chance a mutated individual might be invalid. For ex-
ample, the x-coordinates (𝑥𝑚𝑖𝑛 and 𝑥𝑚𝑎𝑥) of a bounding box used to define a detected
obstacle can be out of the camera frame width bounds (from 0 to 800 pixels). Such
invalid cases are handled by a simple repair function in our implementation, which
is available in the replication package (see Section 2.6.5).

We want to note that there are hyperparameter values for selection, crossover, and mu-
tation (e.g., the tournament size, crossover and mutation rates) that could affect breeding
performance. More details on tuning hyperparameter values in our evaluation is provided
in Section 2.6.2.

2.6 Evaluation

In this section, we report on the empirical evaluation of MLCSHE when applied to an
open-source MLAS. Specifically, we provide answers for the following research questions:
RQ1 (Effectiveness) How effectively can MLCSHE find the MLAS hazard envelop bound-

ary compared to baseline boundary search approaches?
RQ2 (Efficiency) How efficiently can MLCSHE find the MLAS hazard envelop boundary

compared to baseline boundary search approaches?
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To answer RQ1, we investigate how many complete solutions (i.e., combinations of
scenarios and MLC behaviors) that are close to the boundaries are found by different
boundary search approaches, including MLCSHE, given a same time budget. To answer
RQ2, we investigate how quickly complete solutions that are close to the boundaries are
found by different boundary search approaches. The results of RQ1 and RQ2 may depend
on the distance threshold between complete solutions and the boundaries5 (𝑑th and 𝑡𝑏 in
algorithm 1). Thus, we also consider the effects of the distance thresholds while answering
RQ1 and RQ2.

2.6.1 Evaluation Subjects

We use Pylot [39], one of the highest ranking component-based AV on the CARLA Au-
tonomous Driving Leaderboard [1], at the time of the evaluation. The leaderboard evalu-
ates AV according to 11 metrics that are designed to assess safe driving performance such
as collision, red light infractions and route completion. Pylot’s high performance on the
leaderboard makes it a good candidate to consider as an evaluation case study. Further-
more, Pylot is one of the only high-ranking AV that is open-source, has been deployed on
a real-life vehicle [39].

We also use CARLA [33], a high-fidelity open-source AV simulator. CARLA allows
us to control various static and dynamic elements in driving environments. Based on
the controllable elements, following a previous study using CARLA [43], we consider the
following seven scenario elements: road curve and length, start and end points on maps,
the density of pedestrians, time of day, and weather condition. The detailed explanation
for the scenario elements and their values (ranges) are available in the supporting material
(see Section 2.6.5).

For the ML component under test in Pylot, we target a DNN-based obstacle detection
module. The obstacle detection module takes digital images of the front-facing camera and
detects obstacles in the images in terms of their location and size (captured as a bounding
box), their type, and the uncertainty associated with the predicted label. The output of
the obstacle detection module is then used by an obstacle prediction module that pre-
dicts the trajectories of the detected obstacles for future timestamps, followed by planning
and control modules that generate driving commands considering the obstacles’ predicted
trajectories. Thus, we let the boundary search methods manipulate the parameters that
define the output sequence of the target MLC (i.e., the object detection module) during the
execution of a simulation. Specifically, for each obstacle, there are 11 parameters: the label
of the detected obstacles (pedestrian or vehicle), the start and end time the obstacles are
detected, and the 2D coordinates (i.e., 𝑥𝑚𝑖𝑛, 𝑥𝑚𝑎𝑥, 𝑦𝑚𝑖𝑛 and 𝑦𝑚𝑎𝑥) that define the start and
end bounding boxes of the trajectories on the input image. Additional details regarding
the scenario and MLC output are available in the supporting material (see Section 2.6.5).

5Recall that the fitness of a complete solution is defined based on its distance from the hazard boundary.
Throughout the rest of the section boundary distance threshold and fitness threshold are used interchange-
ably.
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The above-mentioned categorical (e.g., road curve, weather condition, and obstacle’s
label) and numeric (e.g., obstacle’s position) parameters defining scenarios and MLC out-
puts are used to define a distance function dist which measures the distance between two
complete solutions as discussed in Section 2.5.2. Given that these parameters are hetero-
geneous, we use a heterogeneous distance metric. Specifically, dist is defined as the average
of the normalized Hamming distance [139] of categorical values and the normalized City
Block distance [139] of numeric values, where the latter are normalized by their maximum
range of values that each parameter can take. For instance, the 𝑦-coordinates of the MLC
outputs range from 0 to 600 due to the height of the camera frame, and thus they are
divided by 600 to be normalized. As we have many pairwise distance calculations during
the search, we opted for these distance metrics since they are computationally efficient
compared to alternatives. Given its definition above, dist ranges between 0 and 1. If
dist = 1 between two complete solutions, it means all the categorical values of the two are
different, and the differences in all the numeric values of the two are the maximum.

Among various AV safety requirements used in the literature [44, 80, 114], considering
the capability of CARLA and the major functionality of our target MLC (i.e., the ob-
ject detection module), we focus on the following safety requirement: “AV should have a
distance no less than 𝑑𝑚𝑖𝑛 from the vehicle in front.” To detect safety violations, if any,
during the simulation of a complete solution (i.e., the combination of a scenario and an
MLC behavior), we measure the distance between the ego vehicle and the vehicle in front
for each simulation time step. If the distance is less than 𝑑𝑚𝑖𝑛 at any time, the violation
is detected and the complete solution is marked as unsafe. Since our driving scenarios
often involve junctions with traffic lights where the vehicles should completely stop for a
while, 𝑑𝑚𝑖𝑛 should be small enough to avoid false alarms (i.e., incorrectly triggering safety
violations) even when the vehicles completely stop. Based on the rule-of-thumb that the
driver should be able to see the rear tire of the vehicle in front and a small part of the
asphalt when stopping behind a stopped vehicle, we set 𝑑𝑚𝑖𝑛 to 1.5 m.

Due to the execution time of individual simulations in CARLA, which is around five
minutes on average, the total computing time for the evaluation is more than 1800 hours
(75 days). To address this issue, we conduct our evaluation on two machines, M1 and M2.
Machine M1 is a desktop computer with 2.6 GHz Intel i7-10750H CPU, NVidia GeForce
RTX 2070 with Max-Q Design GPU (with 8 GB memory), and 32 GB RAM, running
Ubuntu 20.04. Machine M2 is a g4dn.2xlarge node configured as NVIDIA GPU-Optimized
AMI (version 22.06.0) in Amazon Elastic Cloud (EC2) with eight virtual cores, NVIDIA
T4 GPU (with 16GB memory), and 32 GB RAM, running Ubuntu 20.04. Specifically, we
use M1 for Random Search (RS) and standard Genetic Algorithm (GA), while MLCSHE is
run on M2. Note that since we keep the number of simulations, as opposed to the execution
time, constant over all the experiments, the experiments on M1 and M2 are comparable
(see Section 2.6.2 for details).
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2.6.2 RQ1: Effectiveness

Methodology

To answer RQ1, we execute MLCSHE and other comparable methods to generate sets of
complete solutions that are close to the boundary and measure their boundary search effec-
tiveness in terms of Distinct Boundary Solutions (DBS) capturing the number of distinct
complete solutions close to the boundary. Specifically, given a distinctiveness (distance)
threshold 𝑑th (for the distinctiveness of complete solutions) and a boundary closeness (fit-
ness) threshold 𝑡𝑏 (for the closeness to the boundary), let 𝐶𝑉 be the set of complete solutions
generated by a boundary-seeking method 𝑉 , satisfying the following conditions6: (1) the
pairwise distance between two arbitrary complete solutions in 𝐶𝑉 is more than 𝑑th and (2)
the fitness value of every complete solution in 𝐶𝑉 is less than 𝑡𝑏. Then, DBS of 𝑉 is defined
as DBS(𝑉) = |𝐶𝑉 | (i.e., the size of 𝐶𝑉). Recall that both distance and fitness values are
normalized (𝑑th , 𝑡𝑏 ∈ [0, 1]).

To better understand how DBS varies depending on different 𝑑th and 𝑡𝑏 thresholds, we
vary 𝑑th and 𝑡𝑏. Specifically, we set 𝑑th to 0.1, 0.2, and 0.3 because it is unrealistic to think
that two arbitrary complete solutions are distinctive only if their pairwise distances are
more than 30% of the maximum possible distance7. We set 𝑡𝑏 to 0.01, 0.03, 0.5, 0.1, 0.15,
and 0.2 because we are not interested in complete solutions with fitness values above 0.2
(i.e., far from the boundary, such that the normalized difference between the probability
threshold 𝑝th and the proportion of unsafe inputs near the complete solutions is above 0.2).

For the other methods to compare with MLCSHE, as discussed in section 2.4, we could
not find any other work that has been proposed to address the problem targeted by this
chapter. Note that DeepJanus is incomparable to MLCSHE, as discussed in Section 2.4,
because:

1. its goal is to study an MLC’s safety under various conditions, which is different than
the goal of this research effort, i.e., finding the conditions under which an MLC’s
behavior can impact the safety of the system;

2. the boundary identified by DeepJanus consists of safe-unsafe pairs that can exist in
probabilistic safe or unsafe regions.

Thus, we compare MLCSHE against two baseline methods, namely Random Search (RS)
and standard Genetic Algorithm (GA) [79]. RS randomly generates complete solutions,
and GA evolves complete solutions without considering two separate populations of sce-
narios and MLC behaviors. In all the methods (including MLCSHE), the fitness function
is the same as defined in Section 2.5.2. The results of RS will show how difficult the
search problem is. Furthermore, the comparison between MLCSHE and GA will show how
effective our CCEA-based method is compared to a standard search method.

6𝐶𝑉 is computed via the post-processing function postProcess shown in Algorithm 1.
7We actually confirmed that, when 𝑑th > 0.3, even MLCSHE yields insufficient DBS for safety moni-

toring. The results for 𝑑th > 0.3 are also included in our replication package [121].
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For all methods, we set the total number of simulations as the search budget to 1,300
(i.e., around 2.5 days to run with two parallel simulations per run), which was a large
enough number to see the convergence of the effectiveness metrics on our preliminary
evaluation. Since most of the execution cost is dedicated to running simulations, the
computation budget of the experiments is mainly determined by the number of simulations.
Thus, we use the total number of simulations as the search budget. Note that, for MLCSHE
and GA, the actual number of simulations could be slightly more than the predefined
total number since population-based method check if the search budget is exhausted only
after the completion of one generation. In addition to the search budget, to ensure the
comparability, we set the same boundary threshold probability (i.e., 𝑝𝑡ℎ) and the same
maximum number of obstacle trajectories per mlco to 0.1 and 2, respectively, for all the
methods. This makes a complete solution to have 7 (𝑠𝑐𝑒𝑛𝑎𝑟𝑖𝑜) + 2 × 11 (𝑚𝑙𝑐𝑜) = 29
dimensions.

MLCSHE and GA have additional hyperparameters. For GA, we used recommended
values in [91]; the population size, the mutation rate, and the crossover rate are set to 60,
0.01, and 0.85, respectively. However, since there are no suggested values for CCEAs, for
which there is much less experience, we decided to tune them on two benchmark problems,
namely MTQ and Onemax, that are widely used in evaluating CCEAs [83]. As a result,
we used the following hyperparameters for MLCSHE: population size = 10, maximum
population archive size = 3, mutation rate = 1.0, and crossover rate = 0.5. The reason
for the high mutation rate is to compensate for the individuals in the population archives
that are directly passed to the next generation without mutation and crossover in CCEAs.
Similarly, regarding the distinctiveness threshold for population archives (𝑑𝑎) in MLCSHE,
we set it to 0.4 based on the two benchmark results.

To account for the randomness of the search-based methods, we repeat the experiments
for each method 10 times. To evaluate the statistical significance of the difference in
effectiveness metrics of different search methods, we use the Mann-Whitney U test [87].
To measure the effect size of the differences, we measure Vargha and Delaney’s 𝐴𝐴𝐵, where
0 ≤ 𝐴𝐴𝐵 ≤ 1 [138]. Typically, the value of 𝐴𝐴𝐵 indicates a small, medium, and large
difference (effect size) between populations 𝐴 and 𝐵 when it is higher than 0.56, 0.64, and
0.71, respectively.

Results

Table 2.1 reports the DBS achieved by MLCSHE, RS and GA over 10 runs at various
distinctiveness (distance) threshold (𝑑th) and boundary closeness (fitness) threshold (𝑡𝑏)
values.

Overall, for all three boundary-seeking methods, DBS values increase as boundary
closeness threshold (𝑡𝑏) values increase. This is expected since increasing the value of
𝑡𝑏 results in more boundary solutions to consider. Further, DBS values drop rapidly
as distinctiveness threshold (𝑑th) values increase. This is also expected since identifying
complete solutions that are distinct enough with respect to higher 𝑑th values becomes
quickly more challenging. However, when 𝑡𝑏 = 0.01, the DBS equals to zero for all methods
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Table 2.1: DBS values for different search methods at different values of 𝑡𝑏 and 𝑑th.

Average DBS±0.5 × 𝐶𝐼0.95

𝑡𝑏 = 0.01 𝑡𝑏 = 0.03 𝑡𝑏 = 0.05 𝑡𝑏 = 0.10 𝑡𝑏 = 0.15 𝑡𝑏 = 0.20

𝑑th =

0.1

RS 0.0 0.0 0.0 0.5 ± 0.4 5.1 ± 2.0 19.0 ± 8.8
GA 0.0 12.0 ± 6.1 37.2 ± 8.9 66.7 ± 11.4 82.8 ± 10.8 94.1 ± 15.4

MLCSHE 0.0 0.0 39.6 ± 17.2 166.8 ± 33.2 247.5 ± 29.2 315.4 ± 35.1

𝑑th =

0.2

RS 0.0 0.0 0.0 0.5 ± 0.4 4.6 ± 1.5 17.0 ± 7.3
GA 0.0 3.8 ± 1.6 9.2 ± 2.5 18.8 ± 3.3 26.0 ± 2.6 29.8 ± 2.8

MLCSHE 0.0 0.0 19.4 ± 6.8 57.5 ± 6.7 82.0 ± 5.2 101.6 ± 6.5

𝑑th =

0.3

RS 0.0 0.0 0.0 0.4 ± 0.3 2.6 ± 0.6 6.7 ± 2.1
GA 0.0 1.5 ± 0.7 3.7 ± 0.9 8.0 ± 1.0 11.2 ± 1.2 12.3 ± 1.1

MLCSHE 0.0 0.0 7.9 ± 1.8 17.9 ± 1.1 23.1 ± 1.7 25.6 ± 2.2

regardless of 𝑑th, meaning that none of the methods found complete solutions closer to the
boundary than 0.01. This is simply because the provided search budget (1,300 simulations)
is not enough to decrease the fitness values of complete solutions below 0.01 by reducing
the size of confidence intervals (i.e., Equation 2.3).

Figure 2.5 depicts how the DBS values of the different methods vary with increasing 𝑑th
for different 𝑡𝑏 values. In each plot, the x-axis is 𝑑th and the y-axis is the average DBS over
10 repeats. The DBS values for MLCSHE, GA, and RS are marked with circles, triangles,
and squares, respectively. The 95% confidence intervals for the average DBS values are
also shown as error bars.

First, RS achieves extremely low DBS values when compared to the other two methods
in all cases. This implies that the problem of identifying MLAS boundaries is sufficiently
challenging for RS not to be able to satisfactorily address it.

Regarding MLCSHE and GA, we can see different patterns depending on different 𝑡𝑏
values. When 𝑡𝑏 = 0.01, due to the limited search budget provided as already discussed
above, DBS = 0 for all the methods, meaning that none of the methods find distinct
complete solutions near the boundary. When 𝑡𝑏 = 0.03, MLCSHE once again does not
find any complete solutions near the boundary, whereas GA finds some (e.g., 12.0 ± 6.1
for 𝑑th = 0.1), which are likely not applicable for safety monitoring as a very focused and
limited part of the hazard boundary is covered by these solutions. However, when 𝑡𝑏 ≥ 0.05,
MLCSHE finds more complete solutions near the boundary (e.g., 39.6 ± 17.2 for 𝑑th = 0.1
and 𝑡𝑏 = 0.05) than GA. Furthermore, for the same 𝑑th value, the gap between MLCSHE
and GA increases significantly as 𝑡𝑏 increases.

A plausible explanation for these results is that, although GA is better than MLCSHE
in terms of exploiting a specific region, leading to higher DBS values when the boundary
closeness threshold is very low compared to the provided simulation budget (i.e., when
𝑡𝑏 = 0.03), MLCSHE successfully uses a cooperative co-evolutionary algorithm which de-
composes a high-dimensional problem into two lower-dimensional sub-problems, making
the search more effective than GA in terms of identifying distinctive (diverse) complete
solutions near the boundary for higher 𝑡𝑏 values. Furthermore, MLCSHE takes advantage
of population archives that not only carry information regarding the highest-performing
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Figure 2.5: The relationship between 𝑑th (distinctiveness threshold) and DBS (distinct
boundary solutions) along with their confidence intervals (shown as error bars) for MLC-
SHE, GA, and RS for different 𝑡𝑏 (boundary closeness threshold) values.
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Table 2.2: Statistical comparison of DBS values for different search methods at different
values of 𝑡𝑏 and 𝑑th. Comparisons with no results are specified as 𝑁/𝐴. Such cases happen
when 𝐴 or 𝐵 have no samples to compare.

Comparison 𝐷𝐵𝑆

𝐴 𝐵
𝑡𝑏 = 0.01 𝑡𝑏 = 0.03 𝑡𝑏 = 0.05 𝑡𝑏 = 0.10 𝑡𝑏 = 0.15 𝑡𝑏 = 0.20

𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵

𝑑th =

0.1

𝑀𝐿𝐶𝑆𝐻𝐸 𝑅𝑆 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 1.46 × 10−4 1.00 1.78 × 10−4 1.00 1.83 × 10−4 1.00
𝑀𝐿𝐶𝑆𝐻𝐸 𝐺𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 1.00 0.51 4.40 × 10−4 0.97 1.83 × 10−4 1.00 1.83 × 10−4 1.00

𝑅𝑆 𝐺𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 1.46 × 10−4 0.00 1.78 × 10−4 0.00 1.83 × 10−4 0.00

𝑑th =

0.2

𝑀𝐿𝐶𝑆𝐻𝐸 𝑅𝑆 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 1.44 × 10−4 1.00 1.73 × 10−4 1.00 1.77 × 10−4 1.00
𝑀𝐿𝐶𝑆𝐻𝐸 𝐺𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 4.88 × 10−2 0.77 1.79 × 10−4 1.00 1.81 × 10−4 1.00 1.73 × 10−4 1.00

𝑅𝑆 𝐺𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 1.44 × 10−4 0.00 1.73 × 10−4 0.00 6.32 × 10−3 0.14

𝑑th =

0.3

𝑀𝐿𝐶𝑆𝐻𝐸 𝑅𝑆 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 1.38 × 10−4 1.00 1.63 × 10−4 1.00 1.70 × 10−4 1.00
𝑀𝐿𝐶𝑆𝐻𝐸 𝐺𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 3.35 × 10−3 0.89 1.74 × 10−4 1.00 1.72 × 10−4 1.00 1.75 × 10−4 1.00

𝑅𝑆 𝐺𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 𝑁/𝐴 1.36 × 10−4 0.00 1.62 × 10−4 0.00 5.45 × 10−3 0.13

individuals but also enforce diversity among archive members.
Our visual observations are supported by the results of the statistical comparisons

provided in Table 2.2. Columns 𝐴 and 𝐵 indicate the search methods being compared.
Columns 𝑝 and 𝐴𝐴𝐵 indicate statistical significance and effect size, respectively, when
comparing A and B in terms of DBS at different 𝑡𝑏 and 𝑑th values. Comparisons with no
results are denoted as N/A; it happens when 𝐴 or 𝐵 have no boundary search results to
compare. Given a significance level of 𝛼 = 0.01, the differences between MLCSHE and
other methods are significant when 𝑡𝑏 ≥ 0.05, except when 𝑡𝑏 = 0.05 and 𝑑th = 0.1—that
is when the very low threshold makes it infeasible to find many complete solutions that
are both distinct enough from each other and close enough to the hazard boundary—for
which the average DBS of MLCSHE is only slightly higher than that of GA. Moreover,
𝐴𝐴𝐵 is always greater than 0.71 when 𝐴 = MLCSHE, indicating that MLCSHE always has
a large effect size when compared to other search methods. Therefore, we conclude that,
for 𝑡𝑏 values that require practical numbers of simulations to find a sufficient number of
distinct boundary solutions for safety monitoring, MLCSHE yields better results than GA
and RS.

For boundary closeness thresholds that require practical numbers of simulations to
find a sufficient number of distinct boundary solutions for safety monitoring, MLC-
SHE is significantly more effective than GA and RS with high effect size, meaning
that MLCSHE finds significantly more diverse regions near the hazard boundary.

2.6.3 RQ2: Efficiency

Methodology

To answer RQ2, we follow the same methodology as for RQ1, including the hyperparameters
and 10 repeats for each method, except for the search (simulation) budget. Specifically,
we measure DBS across different methods while varying the simulation budget from 10%
(130 simulations) to 100% (1300 simulations) in steps of 10%. We then report and analyze
how the effectiveness values of different methods vary over time.
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Results

Based on the data we collected in our experiment, we analyzed how all different threshold
values for 𝑑th and 𝑡𝑏 affect the relationship between the percentage of simulation budget
consumed and the average DBS values for 10 runs across MLCSHE, GA, and RS. In Fig-
ure 2.6, we selected three 𝑡𝑏 values (0.03, 0.05, and 0.15) that, together, are representative
of the overall trends. The remaining plots8 are available in the supporting material (see
Section 2.6.5).

On the one hand, Figure 2.6a shows that only GA finds a few boundary solutions when
𝑡𝑏 = 0.03. Although GA does not reach a plateau for 𝑑th ≤ 0.2, the numbers of distinct
boundary solutions found by GA are not enough for safety monitoring as already discussed
in Section 2.6.2. On the other hand, Figure 2.6b and Figure 2.6c show that MLCSHE
leads to significantly higher DBS once the consumed budget is above 10%, except when
𝑡𝑏 = 0.05 and 𝑑th = 0.1 for reasons that we already discussed in Section 2.6.2.

We suspect that the results during the first 10% of the simulation budget can be ex-
plained by the initial overhead of MLCSHE: since it simulates all possible complete solu-
tions that can be generated by joining the scenario and MLC output populations in the
first generation, it could complete only one search generation while GA could complete
two or more generations. However, MLCSHE continues to find new distinct complete so-
lutions near the boundary as the budget increases, whereas GA quickly starts to stagnate
and reach a plateau. As a result, after only spending 20% of the total budget, MLCSHE
always significantly outperforms GA.

Note that, even though we had to set the maximum simulation budget to 1,300 simula-
tions due to the large size of experiments and the unavoidable limitations in computational
resources, the DBS values of MLCSHE keep increasing until the budget is exhausted for
practical boundary closeness thresholds (𝑡𝑏 ≥ 0.05). This suggests that MLCSHE is able to
find considerably more boundary solutions with more simulation budget, when available.

MLCSHE is significantly more efficient than GA and RS for practical boundary
closeness thresholds: MLCSHE finds significantly more diverse regions that overlap
with the hazard boundary at a faster rate than GA and RS.

2.6.4 Discussion

Interpretability of Boundary Region

Since the boundary complete solutions found by MLCSHE and other methods are for safety
monitoring, one might wonder if we could obtain interesting insights from such boundaries
regarding the characteristics leading to high risks of safety violations.

However, the concept of meaningful boundaries is not relevant here as we are not looking
for boundaries for a specific MLC implementation but for boundaries that should not be

8The plots for 𝑡𝑏 = 0.1 and 𝑡𝑏 = 0.2 are very similar to Figure 2.6c.
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Figure 2.6: Plots of DBS vs. % simulation budget for MLCSHE, GA, and RS, with
𝑑th ∈ {0.1, 0.2, 0.3} and 𝑡𝑏 ∈ {0.03, 0.05, 0.15}.
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approached by any implementation for given scenarios. Incorrect MLC implementations
can yield arbitrary outputs that may lead, for certain scenarios, to violations. Why that is
the case for certain scenarios and not others is extremely difficult to explain as it requires
going into the details of how the system uses these outputs across different scenarios.

Nevertheless, the violations identified by MLCSHE are the result of executing the sys-
tem (including the MLC) in interaction with the simulation environment. Therefore, they
are real violations regardless of whether engineers can interpret them.

Threats to Validity

This section discusses potential threats to the validity of our results, namely internal,
external, conclusion and construct validity [127,145,156].

Internal Validity. Internal validity is concerned with the accuracy of the cause-and-
effect relationships established by the experiments.

As mentioned in Section 2.6.2, the actual number of executed simulations is slightly
higher than the allocated simulation budget (1,300) for the population-based methods (i.e.,
MLCSHE and GA). Although the same budget should be used for different methods for
a fair comparison, the deviations are so small (less than 5% of the allocated budget) that
they cannot significantly impact the results in terms of effectiveness and efficiency.

Another potential threat to internal validity is that the hyperparameter values for GA
can affect the results. For example, one might want to intentionally increase the mutation
rate of GA to improve the diversity of the complete solutions found by GA. However,
it could make GA similar to a Random Search (RS) and could substantially reduce its
performance [91], which was also confirmed in our preliminary evaluation results. To
mitigate this threat, as mentioned in Section 2.6.2, we relied on the values recommended
by Mirjalili [91], which are commonly used in the literature.

External Validity. External validity is concerned with the generalizability of the results.
One notable factor to consider is related to the fact that we have relied only on a specific

ADS (Pylot) and simulator (CARLA). However, CARLA is a widely used open-source,
high-fidelity simulator, and Pylot was the only component-based AV among those high-
ranking in the CARLA leaderboard [1] at the time of our evaluation. Moreover, running
the experiments on Pylot and CARLA took more than 75 days of execution, even with
parallelization, making it infeasible to consider additional evaluation subjects. Nonetheless,
further studies involving other ML-enabled Autonomous Systems in autonomous driving
as well as other domains, such as aerospace, agriculture, and manufacturing, are required.

Also resulting from the high cost of running experiments is the fact that we could not
evaluate different design choices for MLCSHE using the ADS case study, namely hyperpa-
rameters, individual fitness assessment, and archive update strategies. This might impact
the generalizability of our results. To account for this factor, we relied on two widely used
benchmark problems which are widely used by the literature, as referred to in Section 2.5.3,
to tune the hyperparameters of MLCSHE and decide between alternative strategies.
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The generalizability of our results is also affected by the fact that a specific ODD, i.e.,
urban driving, was considered for the evaluation. Changing the ODD to highway driving,
for example, changes the lower and upper bounds of the scenario parameters, as well as the
complete solutions that will be discovered close to the hazard boundary. However, urban
driving is one of the most complex driving ODDs where complicated interactions (and
safety violations) between many cars and pedestrians can occur, e.g., at an intersection.
Thus, the hazard boundary related to the urban driving ODD is expected to have a more
complex shape than a simpler ODD such as highway driving. Furthermore, additional
ODDs could not be considered due to time and resource constraints, as described above.

The specific encoding of scenarios and MLC outputs would be another generalizability
factor since it determines the search space, which could significantly affect the effectiveness
and efficiency of each search method. However, for the large search space problems that
are common in practice, we expect MLCSHE to fare increasingly better than GA and RS
since MLCSHE is designed to decompose high-dimensional problems into lower-dimensional
subproblems.

Conclusion Validity. Conclusion validity is concerned with the conclusions that can be
drawn from the collected data and their statistical significance. The experiments could only
be repeated 10 times, which is less than the widely accepted rule-of-thumb of 30 repetitions.
However, as mentioned in Section 2.6.1, more than 1,800 hours were consumed to run the
experiments with 10 repetitions. To account for the statistical error associated with the
lower number of repetitions, we report every statistical value with its confidence interval.

Construct validity. Construct validity is concerned with the degree to which the mea-
sured variables in the study represent the underlying concept being studied. In our case,
the concept of hazard boundary coverage is operationalized by the DBS value, which suf-
ficiently captures both concepts of closeness to the hazard boundary (via 𝑡𝑏) and coverage
of the hazard boundary in diverse regions (via 𝑑th) at the same time.

2.6.5 Data Availability

The search algorithms (i.e., MLCSHE, GA, RS), the parallel simulation execution module,
and the postprocess script are all implemented in Python. The replication package, in-
cluding the aforementioned implementations, the instructions to set up and configure Pylot
and CARLA, the detailed descriptions of the initial conditions used in the experiments,
and the detailed results, is available at [121].

2.7 Conclusion

In this chapter, we presented MLCSHE, a cooperative coevolutionary search algorithm to
effectively and efficiently approximate the systemic hazard boundary of a machine learning
component embedded in an ML-enabled autonomous system, given a system-level safety
requirement. We address the challenge of the high-dimensional search space and expensive
high-fidelity simulations by using cooperative coevolutionary search, which decomposes
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the problem into two smaller subproblems. We rely on a probabilistic fitness function
that guides the search towards the boundary of probabilistic unsafe regions. We apply the
method to an AV case study, where we run large-scale experiments with parallel simula-
tions to evaluate the effectiveness and efficiency of MLCSHE. The evaluation results show
that, for practical boundary closeness thresholds, MLCSHE is significantly more effective
and efficient than random search and a standard genetic algorithm in identifying diverse
boundary regions.

Over the next chapter (chapter 3), we propose a method that can leverage information
found in a hazard boundary, i.e., learned component outputs and scenario combinations
to monitor the system at runtime and predict safety violations in the near future.
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Chapter 3

Safety Monitoring

This chapter addresses thesis objective TO2, i.e., monitoring the system for safety viola-
tions at runtime using learned component outputs and operational contexts (scenarios) of
the system. The contents of this chapter have been submitted (arXiv report is available
online [124]).

3.1 Overview

As discussed in section 1.1, runtime monitoring of the operational context and the learned
components outputs is crucial in developing effective safety monitors that can identify
transitions of the system from safe to hazard states, which can lead to safety requirement
violations.

However, monitoring the impact of a learned component on learning-enabled system
safety poses several significant challenges. First, many safety-critical learning-enabled au-
tonomous systems are developed by system integrators who are developing the system
using various components, including learned components, many of which are developed by
third parties. Thus, system integrators often do not have access to the training or test
data of the learned component, nor to white-box information such as their architecture or
neuron weights. Second, safety monitors should be able to monitor not only the outputs of
the learned component over time but also the operational context, which typically includes
static parameters such as weather, and may also include dynamic parameters such as the
trajectory of other vehicles in proximity to an AV. Third, in a safety-critical context, the
safety monitor must predict a safety violation early enough to allow the system or a user
sufficient time to mitigate it. As such, efficiency is a key requisite, which translates to the
necessity of developing monitors that exhibit a low reaction latency and do not exceed the
practical limits of onboard computing units, as opposed to cloud-based alternatives.

Currently, existing methods fail to address all of the above challenges as they monitor
for learned component mispredicitons, as opposed to system safety violations [41,45,47,131,
133, 140, 152]. Furthermore, many of the proposed methods rely on internal information
sources from the learned component [46,99,131].
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To address the above challenges, we propose a safety monitoring method based on the
idea of predicting the near-future values of a safety metric, i.e., the objective measure used
to determine the satisfaction or violation of a safety requirement [8], given the history of
learned component outputs and the operational context of the system.

Given the safety-criticality of learning-enabled autonomous systems, where the cost
of not predicting safety violations at runtime is very high, instead of relying on single
forecast values for each timestep, our method predicts the probability distribution of the
safety metric and relies on its tail-end values to conservatively predict safety violations.
We leverage Deep Learning (DL) based probabilistic time series forecasters and empirically
evaluate state-of-the-art models in terms of prediction accuracy as well as average inference
latency and runtime computation resource usage.

Chapter Structure. section 3.2 provides the necessary background on time series fore-
casting models and the main DL-based architectures. Section 3.3 formally defines the safety
metric forecasting problem and details its challenges. Section 3.4 discusses related work.
Section 3.5 presents our proposed safety monitoring method in detail. Section 3.6 provides
an empirical evaluation of our method and discusses the results. Whereas, section 3.7
concludes the chapter.

3.2 Background

In this section, we discuss the main characteristics of time series forecasting methods as
well as the main Deep Learning (DL)-based time series forecasting architectures.

3.2.1 Time Series Forecasting

Time series forecasting aims at predicting the future values of a time series. As described
in Januschowski et al. [63], we can distinguish among forecasting methods along a number
of dimensions such as global vs. local, probablistic vs. point, computational complexity and
costs, and data-driven vs. model-based.

Global vs. Local Forecasting. Local methods involve estimating model parameters inde-
pendently for each time series, while global methods estimate parameters jointly using all
available time series [13,63]. This distinction is concerned with how model parameters are
estimated and does not necessarily imply a specific dependency structure between the time
series. For instance, a global model can still assume independence between forecasts for
different time series for computational efficiency reasons, even though it estimates parame-
ters jointly [63]. While traditional statistical methods often adopt local approaches, global
methods have been utilized in both the statistics and machine learning (ML) communities.
Recent trends show that deep neural networks are effective as global models and surpass
their earlier mixed results when used as local models [13].

Probabilistic vs. Point Forecasting. Forecasting techniques can also be broadly catego-
rized into probabilistic and point forecasting methods. While point forecasts offer a single

44



best prediction, probabilistic forecasting methods quantify predictive uncertainty, allowing
decision-makers to consider this uncertainty when using the forecast [63]. Methods for
handling uncertainty include Bayesian approaches and frequentist approaches like model
ensembles and bootstrap sampling [13]. The use of Bayesian approaches in estimating pa-
rameter and model uncertainty is well studied in ML literature (for introductory and recent
work references refer to the study by Januschowski et al. [63]). The predictive uncertainty
for a time series is fully described by the predictive distribution, but probabilistic fore-
casting methods differ in how they enable users to access this distribution, often providing
pointwise predictive intervals or Monte Carlo sample paths [13]. Some methods assume
a parametric form of the distribution and return its parameters [13, 118]. Modern ML
methods handle uncertainty by estimating quantile functions directly [63]. The results of
the M4 competition have demonstrated the accuracy of prediction intervals obtained from
ML methods, even though they may lack theoretical underpinnings [63,85]. This highlights
the effectiveness of ML approaches in handling uncertainty in forecasting.

Data-driven vs. Model-based Forecasting. Methods commonly associated with ma-
chine learning, such as deep neural networks, are characterized by their data-driven na-
ture. These approaches excel at capturing intricate patterns from data without relying on
strong structural assumptions. However, their flexibility comes at the cost of requiring large
amounts of data to effectively tune the multitude of parameters they possess. For instance,
recurrent neural networks (RNNs) can discern complex nonlinear patterns from data, as
exemplified by their ability to predict time series with oscillating variance amplitudes [63].
Nevertheless, the risk of overfitting arises due to their capacity to memorize patterns, a
challenge that regularization techniques like Dropout [129], aim to mitigate. In contrast,
statistical models like AutoRegressive Integrated Moving Average (ARIMA) models and
Generalized Linear Models (GLMs) are characterized by their parsimonious parameteriza-
tion and reliance on assumptions to model patterns [18]. These models require less data to
accurately estimate their parameters but are inherently more rigid due to the limitations
imposed by their structural assumptions [63]. Furthermore, a study by Kolassa [71] shows
that simpler models can sometimes outperform complex, correctly specified ones, showcas-
ing the intricacies of model-driven approaches [63]. Furthermore, model-driven approaches
require meticulous feature engineering and model specification. Conversely, data-driven
models are often preferred for forecasting tasks that involve a large number of time series,
from which complex patterns can be extracted [86]. Moreover, DL-based forecasting mod-
els can often be trained on large datasets without the need for problem-specific feature
engineering [63].

3.2.2 DL-based Forecasting Architectures

DL-based forecasting models can be categorized into two main categories of architectures,
namely iterative and sequence-to-sequence. The iterative architecture generates forecasts
step by step, where the model predicts a one-time step based on the previous hidden state
and current available information [13]. The process is repeated until the desired forecast
horizon is reached. Iterative models can easily be applied to any forecast horizon length.
However, since the generated forecast at each time step has an error, the recursive structure
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of iterative models can potentially lead to large errors being accumulated over long forecast
horizons [75]. RNN models such as long short-term memory networks (LSTMs) and gated
recurrent units (GRUs) are commonly employed in iterative architectures [13]. On the
other hand, sequence-to-sequence architectures operate by mapping an input sequence to
an output sequence, potentially of different lengths. This architecture consists of two main
components: an encoder and a decoder. The encoder transforms the input sequence into a
fixed-size context vector, which is then used by the decoder to generate the output sequence
of a predetermined length. A typical training instance in this approach includes the target
and covariate (static or time series features or embeddings [75]) values up to a specific time
point t as input, while the neural network generates a set number of target values beyond
time t.

3.3 Problem and Challenges

In this section we cast the learned component safety monitoring problem as a safety metric
forecasting problem and discuss its challenges.

3.3.1 Problem Definition

Safety-critical systems such as autonomous vehicles (AVs) or Unmanned Aircraft Systems
(UASs) use learned components such as Deep Neural Networks (DNNs) to automate and
inform perception, localization, and planning tasks. In this chapter, we use as a running
example an Autonomous Centerline Tracking (ACT) software, which is used to ensure
accurate and safe UAS taxiing on a runway, by detecting and following certain reference
points or a designated path without human intervention. The distance between the system
position to such reference point or centerline is called Centerline Track Error (𝑐𝑡𝑒). The
ACT uses a DNN to estimate the 𝑐𝑡𝑒 from camera images and steer the physical system,
e.g., a vehicle or an aircraft, towards the centerline where 𝑐𝑡𝑒 = 0.

During its operation, the system must satisfy certain safety requirements such as “the
system shall stay within 5 meters of the centerline”. Although the learned component and
the system have to be thoroughly tested and validated before going into operation, dur-
ing certain challenging or unexpected execution scenarios, the learned component could
contribute to the system violating the safety requirement, with potentially life-critical con-
sequences. Therefore, early run-time prediction of a safety violation is an important en-
deavor and a prerequisite for developing fallback measures and mitigation strategies [128],
that include blocking the output of the learned component from being broadcast through-
out the rest of the system. To measure the degree of satisfaction or violation of a safety
requirement, safety metrics are used. For example, from the above requirement, the safety
metric can be defined as the difference between the actual 𝑐𝑡𝑒 (measured by calculating
the difference between the system and centerline GPS locations) of the system and a max-
imum safe 𝑐𝑡𝑒 threshold of 5 m. Note that the safety metric value varies over time and is
therefore calculated at each time step.
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More concretely, let 𝑠 be the ACT system including the learned component 𝑚 for
image-based 𝑐𝑡𝑒 estimation, operating in its environment under an operational scenario
𝑢. The latter is represented by static and dynamic properties that exist during system
operation, e.g., the angle of the sun, cloud cover, runway properties, or the initial position
of the aircraft. For each time step 𝑡, the system takes an input 𝑖𝑛𝑠,𝑡 from the camera, thus
capturing the state of the environment, and provides a pre-processed (e.g., by drivers or
information fusion) image 𝑖𝑛𝑚,𝑡 ready to be consumed by 𝑚. 𝑚 produces a real number
𝑜𝑢𝑡𝑚,𝑡 which represents the 𝑐𝑡𝑒 estimate. 𝑠 processes 𝑜𝑢𝑡𝑚,𝑡 , generates a steering command
𝑜𝑢𝑡𝑠,𝑡 , and applies it to the system. The state of the environment relative to 𝑠 changes based
on 𝑜𝑢𝑡𝑠,𝑡 , and the entire process repeats during the operation of 𝑠, whereas the next learned
component inputs are partially determined by previously learned component outputs.

For a safety requirement 𝑟 (e.g., “the system shall not deviate from the centerline more
than 5 m”), we can measure the degree of safety violation of 𝑠 at time 𝑡, denoted by 𝑦𝑟,𝑡 ,
with a continuous function 𝑓𝑟 (𝑡) which determines at time 𝑡 whether 𝑟 has been violated
(𝑦𝑟,𝑡 = 𝑓𝑟 (𝑡) ≥ 0) or how close it has come to violating it (𝑦𝑟,𝑡 = 𝑓𝑟 (𝑡) < 0). Note, that the
exact definition of 𝑓𝑟 is context-dependent and varies based on the system and the safety
requirement of interest. For the ACT system and the safety requirement above, we define
𝑓𝑟 as denoted in Equation 3.1.

𝑦𝑟,𝑡 = 𝑓𝑟 (𝑡) := |𝑐𝑡𝑒𝑎𝑐𝑡 | − |𝑐𝑡𝑒𝑡ℎ𝑟 | (3.1)

Whereas, 𝑐𝑡𝑒𝑎𝑐𝑡 and 𝑐𝑡𝑒𝑡ℎ𝑟 are the actual and safety violation threshold values of the
centerline track error, respectively. Based on the above context, let 𝑢(𝑛) be a given set
of environmental conditions in the space of all possible conditions, also referred to as
operational scenarios. Let 𝑜

(𝑛)
𝑚,𝑡−𝑘:𝑡 and 𝑦

(𝑛)
𝑡−𝑘:𝑡 be the sequence of observed 𝑚’s outputs and

safety metric values from time 𝑡 − 𝑘 to 𝑡 (where 𝑘 denotes the lookback horizon), given 𝑢(𝑛).
Given a hazard forecast horizon ℎ1 , we want to predict the sequence of safety metric

values from time 𝑡 + 1 to 𝑡 + ℎ, i.e., 𝑦
(𝑛)
𝑡+1:𝑡+ℎ, using a prediction model 𝑔, as expressed in

Equation 3.2, as accurately as possible.

𝑦
(𝑛)
𝑡+1:𝑡+ℎ = 𝑔(ℎ, 𝑦 (𝑛)

𝑡−𝑘:𝑡 , 𝑜
(𝑛)
𝑚,𝑡−𝑘:𝑡 , 𝑢

(𝑛)) (3.2)

As mentioned in section 1.4, aside from the ACT system mentioned above, this chapter
additionally targets a second cases study, i.e., an Autonomous Driving System (ADS)
which performs the lane keeping functionality autonomously, while relying only on image
inputs from the camera. The formal problem definition of the problem provided in this
section, especially Equation 3.2, equally apply to the ADS case study. We provide, in
subsection 3.6.1, complete details for both the ACT and ADS case studies evaluated in
this chapter.

1Hazard forecast horizon is the number of timesteps in the future [42], over which we want to predict the
values of a safety metric such that safety violations (hazards) can be predicted and mitigated or avoided.

47



3.3.2 Challenges

Given the context and the problem definition provided in subsection 3.3.1, we observe
multiple challenges. First, the development of learned components is often outsourced to
third parties [49,113], which are later integrated into the main autonomous system. Thus,
the limited or lack of access to the learned component details inhibits the application of
white-box methods for safety monitoring [133]. Such details include the training data and
the model’s architecture, weights, activation patterns, or gradients during the feed-forward
pass.

Second, as mentioned in section 3.1, evaluating the safety of a learning-enabled au-
tonomous system relies both on the static operational context data (scenario) and dynamic
time series data related to the behavior of the learned component and the history of safety
metric values over time. Thus, the safety monitor should be able to utilize both types of
data to provide an accurate forecast of the safety metric values over the hazard forecast
horizon.

Third, safety monitors are often developed for safety-critical cyber-physical systems
with limited computation capabilities. Thus, it is paramount that the safety monitor
introduces low latency and memory overhead to the system. Although many safety moni-
toring methods that rely on white-box confidence estimation techniques [41,131] are more
accurate than their black-box counterparts, their memory and computing overhead makes
their adoption in resource-constrained settings impractical [132].

To address the above challenges, henceforth denoted C1 through C3, respectively, in
this chapter we evaluate time series forecasting methods, especially the ones based on DL,
to forecast the safety metric values of a learning-enabled system over the hazard forecast
horizon. DL methods have been shown to provide accurate forecasts while being amenable
to multiple data types (static and time series) and a large number of samples [13,63,86]. In
section 3.5, we provide further details on the proposed safety metric forecasting solutions,
whereas in section 3.6 we discuss the experimental evaluation of different state-of-the-art
forecasting models for the ACT case study.

3.4 Related Work

This section discusses existing studies related to the problem of learned component safety
monitoring. Some surveys [15,81,92,110] distinguish between Out-Of-Distribution (OOD)
detection and uncertainty estimation (quantification) methods. The former focuses on
identifying learned component inputs that are not within its training distribution, while
the latter estimates the uncertainty associated with the learned component outputs. Since
these methods aim, at a high level, at a similar goal, i.e., identifying inputs that lead to
uncertain and thus untrustworthy outputs, they should therefore be discussed here. Next,
we discuss the main safety monitoring techniques in the literature, primarily categorized
based on the type of system information access they assume, namely black-box and white-
box approaches.
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3.4.1 Black-box Methods

Black-box methods use information such as learned component inputs and outputs, as
well as their training and test datasets,2 to identify the shift in the distribution of in-
puts observed during operation from the training input distribution, which can lead to
mispredictions during operation [157].

For example, Zhang et al. [153] proposed DeepRoad which was mainly designed for
testing AV learned components by validating single input images according to their mini-
mum distance from the training set based on the embeddings generated according to VG-
GNet [125] features. SelfOracle [133] is a black-box failure predictor that uses an autoen-
coder and time series-based anomaly detection to reconstruct the input images observed
by the learned component and to use reconstruction loss to detect OOD inputs. Similar
methods that utilize variational autoencoders (VAEs) to measure an anomaly score have
also been proposed by other studies [17,45,52]. DeepGuard, proposed by Hussain et al. [52],
uses the VAE reconstruction error to prevent roadside collisions with other vehicles, Borg
et al. [17] proposed an OOD detector based on VAEs combined with object detection for
an automated emergency braking system.

Moreover, some black-box methods quantify the uncertainty of the learned component
outputs, to help practitioners identify the learned component inputs leading to unreliable
outputs, by estimating probability distributions of the outputs given past system exe-
cutions. These methods leverage Bayesian networks or their approximations [7, 36, 84],
allowing them to incorporate expert domain knowledge in their Bayesian network models.
In the context of autonomous aviation systems (similar to our ACT example), Asaadi et
al. [7] used a non-parametric Bayesian-based uncertainty quantifier, i.e., Gaussian Process
(GP) regressor, trained on a subset of the learned component training data, to estimate
the uncertainty in learned component outputs given its inputs.

3.4.2 White-box Methods

Unlike black-box methods, white-box methods take advantage of internal information
sources from the learned component, e.g., model confidence [46], neuron activation pat-
terns [147] or gradients [131], comparing their observations at runtime (during the learned
component operation) against design-time (during the learned component training).

For example, Lakshminarayanan et al. [72] proposed the use of an ensemble of neural
networks (Deep Ensembles) to effectively predict the uncertainty of perception component
outputs at runtime. Kendall and Gal [68] proposed a Bayesian deep learning framework
that captures uncertainties associated with both the learned component inputs, also re-
ferred to as aleatoric uncertainty, as well as the model itself, also known as epistemic
uncertainty, for a perception component (image segmentation and depth regression). In

2The survey conducted by Riccio et al. [115] categorizes the methods that require access to learned
component train and test dataset as data-box methods. However, to avoid confusion, we categorize them
as black-box methods here as they do not use any internal information from the model itself.
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the context of autonomous driving, Grewal et al. [41] evaluate different uncertainty quan-
tification methods for the misbehavior prediction of failures. Hendrycks and Gimpel [46]
used the learned component’s own confidence, i.e., its softmax probability distributions, to
measure uncertainty in learned component outputs. However, since learned components
are prone to generating incorrect outputs (misprediction) with high confidence [99], many
methods have leveraged other information sources to estimate uncertainty. ThirdEye [131]
uses an eXplainable AI (XAI) technique, namely attention maps, to generate a confidence
score for the learned component (in this case a DNN) based on input images and gradients
of the DNN. The generated confidence score is then used to predict a failure by comparing
it with a failure threshold learned from past system executions (simulations).

3.4.3 Limitations of Existing Methods

Although the white-box and black-box methods mentioned above are effective at evaluating
the inputs to the learned component, they do not consider the effect of learned component
outputs on system safety. Learned component inputs that can lead to inaccurate outputs
(i.e., mispredictions) may not lead to system safety violations, depending on the system’s
operational context. As discussed in subsection 3.3.2, a safety monitoring method must be
able to predict the combinations of system context and learned component outputs that
can lead to system-level safety violations.

In terms of information requirements, methods such as DeepRoad [153] and the Bayesian
method proposed by Asaadi et al. [7], require access to training and test datasets. Fur-
thermore, as mentioned in subsection 3.4.2, to identify safety-violating inputs, white-box
methods rely on internal information of the model [46, 131, 147]. As discussed in subsec-
tion 3.3.2, system integrators often do not have access to such information, nor training
and test datasets, as they are frequently developed by third parties.

Finally, both the black-box and white-box methods discussed in Sections 3.4.1 and 3.4.2,
respectively, were not evaluated in terms of their inference latency and computation re-
source usage at runtime [7, 36,84,131,133,147,153].

Different from the described black-box and white approaches, we evaluate time series
DL methods for safety monitoring, a previously unexplored topic. We empirically evaluate
the effectiveness of such methods when using both the operational context of the system and
learned component behavior while being computationally feasible for runtime monitoring.
We then predict when system context and learned component behavior together lead to
system-level safety violations.

3.5 Temporal Forecasting of Safety Metrics

In this work, as mentioned in section 3.3, we have cast the safety metric prediction problem
as a safety metric forecasting problem. As such, we evaluate existing time series forecasting
methods for the problem of predicting the value of the safety metric of a learning-enabled
autonomous system over a hazard forecast horizon, as introduced in subsection 3.3.1. Note
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that the hazard forecast horizon is set by the system developers and safety engineers accord-
ing to the system properties, its intended mission and its corresponding set of operational
contexts, also referred to as its Operational Design Domain (ODD) [28,122].

The inputs to the forecasting model are both static operational scenario data as well
as dynamic (time-dependent) learned component behavior and past safety metric data of
learning-enabled autonomous systems. The output of the forecasting model3 is the safety
metric forecasts over the hazard forecast horizon.

As mentioned in section 3.2, model-based time series forecasting models such as fit-
ting ARIMA models are not suitable for forecasting when the dataset is large or highly-
dimensional, or contains non-linear relationships (between features and target), as the
time required to fit them to data considerably increases and their prediction performance
degrades. Classical machine learning (ML) models, especially tree-based methods (e.g.,
gradient-boosted tree methods), have been used widely in time series forecasting as they
provide superior prediction performance to their statistical counterparts [13]. While they
can be trained on a large number of samples, these models require substantial feature en-
gineering, thus requiring expert knowledge of the system [13], which consumes significant
time and effort.

Recently, deep learning time series forecasting models (DL forecasters) have shown great
potential for challenging forecasting problems. As discussed in section 3.2, DL forecasters
can be trained on large time series samples without requiring white-box knowledge of the
system under test, or specific feature engineering. Thus, addressing challenge C1 described
in subsection 3.3.2 by relying only on black-box information related to the system under
test. Moreover, some DL forecasters can handle samples that contain both static and
dynamic data types with complex and non-linear relationships, addressing challenge C2
stated in subsection 3.3.2. Last, DL forecasters, given real-valued times series inputs, con-
sume limited computation resources and enable low inference latency, addressing challenge
C3 discussed in subsection 3.3.24.

Finally, due to the safety-critical nature of learning-enabled systems, it is important to
account for the uncertainty associated with predicted safety metric values. As discussed
in section 3.2, DL-based probabilistic forecasting methods account for such uncertainty by
predicting the values of the safety metric probability distribution. Knowing the values at
the tail-end of the predicted probability distribution of the safety metric allows us to rely
on such values for worst-case metric predictions.

Thus, to address the challenges outlined in section 3.3, we propose training a DL-
based probabilistic forecaster, given historical execution data of the system and its safety
metric, such that it provides forecasts of the safety metric value over the hazard forecast
horizon. Note that the weights of the DL model are selected and remain the same for all
the different scenarios and time series data that are used for training, i.e., it is a global
model. Concretely, the DL-based probabilistic forecaster takes the times series of the safety
metric values and learned component outputs, as well as scenario parameters as input, and

3Also referred to as target variable in time series forecasting literature [13].
4We will empirically measure the inference latency as well as the computation resource usage of state-

of-the-art DL forecasters in section 3.6.

51



Safety Monitor Training

Data
Preparation

Hyperparameter
Tuning

Execution
History

SITL Simulation Runtime Safety Monitoring

Safety
Metric

Forecasting

Safety
Violation
Prediction

Lookback Horizon Forecast Horizon

Safety Metric

Time

Forecast Time

Safety Violation
Threshold

Figure 3.1: The overall process for training the temporal safety metric forecaster for safety
monitoring.

returns time series predictions of the safety metric probability distribution. Note that the
duration of the input time series is equal to the lookback horizon, while the duration of
the predicted time series is equal to the forecast horizon.

Safety Violation Prediction. As discussed earlier in Section 3.3.2, one of the main goals,
aside from knowing the value of the safety metric at each timestep, which is crucial for
safety-critical decision-making, is to predict safety violations that might occur in the near
future, i.e., over the hazard forecast horizon. Therefore, we further describe how a safety
metric forecaster can be used to predict safety violations.

Recall that a safety metric forecaster, at timestep 𝑡, provides predictions of the safety
metric value from timestep 𝑡 + 1 to 𝑡 + ℎ. Further recall that we have assumed that the
function measuring the safety metric is defined such that non-negative values imply safety
violation, similar to Equation 3.1. Thus, if the maximum of the predicted safety metric
values over the hazard forecast horizon is non-negative, we can say that a safety violation
has been predicted.

More specifically, given predicted safety metric values and a hazard forecast horizon ℎ,
we can define the safety violation function 𝑣(ℎ) as detailed in Equation 3.3.

𝑣(ℎ) = sign
(
𝑚𝑎𝑥{𝑦𝑡+1:𝑡+ℎ}

)
(3.3)

Note that the sign function sign (𝑖) used in Equation 3.3 returns +1 when 𝑖 ≥ 0 and
returns −1 otherwise [12, 29]. Based on the definition provided in Equation 3.3, a safety
violation is detected over the hazard forecast horizon, i.e., from timestep 𝑡 + 1 to 𝑡 + ℎ, if
𝑣(ℎ) = 1.

Figure 3.1 depicts the overall process for training and deploying the safety monitor. The
process starts with data generation using System-in-the-Loop (SITL) simulation where the
required data to train the safety monitor, as discussed above, is generated. Then, in the
training stage, we preprocess the execution history, tune the hyperparameters of the safety
metric prediction model, and train the best model on the complete dataset. Finally, the
trained model is deployed during system operation where the future values of the safety
metric are predicted, which is in turn used for safety violation prediction.
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As surveyed by Benidis et al. [13], various DL models with different architectures have
been proposed and applied to time series forecasting. The number and variety of the
proposed models make the problem of selecting the appropriate DL model for safety metric
and violation prediction an important challenge, which can only be addressed through
empirical investigation. To this end, we have empirically evaluated state-of-the-art DL-
based time series forecasting models in our specific application context.

3.6 Empirical Evaluation

In this section, we report the empirical evaluation of time series-based safety monitors
applied to an ACT and an ADS system. We aim to answer the following research questions:

RQ1 (Safety Metric Prediction Accuracy) How do different forecasting models score
and compare in terms of safety metric prediction accuracy?

RQ2 (Safety Violation Prediction Accuracy) How do different forecasting models per-
form and compare in terms of safety violation prediction accuracy?

RQ3 (Accuracy Sensitivity Analysis) What is the impact of varying lookback and
hazard horizon window sizes on safety metrics and safety violation prediction accu-
racy?

RQ4 (Resource Overhead Sensitivity Analysis) How do different forecasting models
compare in terms of the memory and time overhead of making predictions?

RQ1 and RQ2 are motivated by the wide variety of potentially applicable forecasting
models, which raises the need for experimental evaluation to determine which one scores
best in terms of safety metric forecast and safety violation prediction accuracy, respectively.
RQ2 is particularly relevant in scenarios where a safety monitor does not have a particularly
high accuracy in predicting safety metric values, yet its predictions sufficiently contribute
to accurate safety violation predictions.

Note that hazard forecast horizon and lookback window sizes are design choices for
system developers. Increasing the hazard forecast horizon is expected to decrease safety
metric prediction accuracy, as indicated by previous studies [22]. Conversely, increasing
the lookback window size is expected to enhance accuracy. However, we also expect such
changes to impact models’ runtime performance, as they impact the number of model pa-
rameters, influencing factors like latency and memory overhead. Given that the forecasters
are destined for deployment in resource-constrained safety-critical systems, understanding
the consequences of altering window configurations—specified by hazard forecast horizon
window size and lookback to forecast window size ratio parameters—on prediction accu-
racy and runtime performance is crucial for system developers in practice. Consequently,
our evaluation further explores the effects of different window configurations on prediction
accuracy (RQ3) and runtime performance (RQ4).

53



3.6.1 Evaluation Subject

We evaluate the DL-based forecasting models by applying them to two case studies related
to an autonomous centerline tracking system for autonomous taxiing (ACT), and an au-
tonomous driving system (ADS) focused on lane keeping. In this section, we provide for
each case study, an overview of the subject system, explain the details of the evaluation
dataset and the simulation workflow used to generate it.

ACT Case Study

Subject System and Simulation Platform. We used an open-source ACT system [67], sim-
ilar to previous studies that had ACT-related case studies [8, 26, 103]. As illustrated in
Figure 3.2a, the ACT system consists of a camera, a learned component (i.e., a DNN es-
timator that outputs cross-track error 𝑐𝑡𝑒 and heading error ℎ𝑒 estimates given an image
input), and a proportional controller that generates control commands steering the aircraft.

Previous studies that used ACT as a case study used the TaxiNet model [8, 26, 103],
a DNN developed by Boeing for ACT applications, as their learned component. Since we
were not granted access to TaxiNet, we relied on the open source version called TinyTax-
iNet [67],5 which has a lower number of deep layers and input vector size. We used X-Plane
11 [146], a high-fidelity flight simulator— which is used for training pilots [146] in all flight
phases including taxiing—to control various aircraft and environmental parameters. Based
on the simulator’s controllable elements, in line with previous studies [67], we considered
the following four scenario elements: period of the day, cloud cover, starting cross-track
error, and starting heading error. A detailed explanation of the scenario elements and
their value ranges, and the TinyTaxiNet model can be found in the supporting material
(see subsection 3.6.9).

Considering the capability of X-Plane in controlling environmental parameters and the
major functionality of our target learned component (i.e., ACT), we focus on the following
two safety requirements: 1. “The aircraft shall have a distance (|𝑐𝑡𝑒𝑎𝑐𝑡 |) no more than
𝑐𝑡𝑒𝑡ℎ𝑟 from the centerline, while taxiing on the runway.” 2. “The aircraft shall have a
heading angle (|ℎ𝑒𝑎𝑐𝑡 |) no more than ℎ𝑒𝑡ℎ𝑟 from the centerline, while taxiing on the runway.”
To compute the safety metric related to the above requirements, we measure the actual
distance of the center of the aircraft from the centerline (|𝑐𝑡𝑒𝑎𝑐𝑡 |), as well as the actual
angle between the longitudinal axis of the aircraft and the centerline (|ℎ𝑒𝑎𝑐𝑡 |), at every time
step. Given our definition of the safety metric provided in subsection 3.3.1 (Equation 3.1),
negative values of the computed safety metric (|𝑐𝑡𝑒𝑎𝑐𝑡 | < 𝑐𝑡𝑒𝑡ℎ𝑟) imply that the 𝑐𝑡𝑒 safety
requirement is not violated, whereas zero and positive values (|𝑐𝑡𝑒𝑎𝑐𝑡 | ≥ 𝑐𝑡𝑒𝑡ℎ𝑟) indicate a
safety violation. Note that the same applies to the ℎ𝑒 safety requirement. Based on the
size of the aircraft and its taxiing speed, we set 𝑐𝑡𝑒𝑡ℎ𝑟 to 5 m and ℎ𝑒𝑡ℎ𝑟 to 5◦, in line with
other ACT-related studies [6, 7, 103].

Evaluation Dataset. Given the input and output of the safety metric forecaster, dis-
cussed in section 3.5, the dataset used to train and evaluate the DL-based forecasters must

5To the best of our knowledge, this is the only open-source DNN model trained for ACT.

54



ACT System

DNN
Estimator

Sensor
(Camera) Controller

X-Plane Simulator

Environment Airplane

Control
Command

(a) ACT.

ADS System

DNN
Estimator

Sensor
(Camera) Controller

Udacity Simulator

Environment Vehicle

Control
Command

(b) ADS.

Figure 3.2: System-in-the-loop simulation of the ACT system and the X-Plane simulator
(a), and the ADS system and the Udacity simulator (b).
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contain time series values of the learned component’s output and the safety metric, given
a specific scenario. Thus, we generated a dataset based on the autonomous taxiing aircraft
case study (section 3.6.1, inspired by the simulation setup proposed by [67]).

Concretely, we used the Latin Hypercube Sampling (LHS) method to generate 1,996
unique scenarios to ensure coverage of the scenario parameter search space [82]. LHS is a
sampling method that is used to generate near-random samples from a multidimensional
distribution, while ensuring uniform coverage of the simulation input space (i.e., scenario
space) by stratifying each input dimension [82,120]. Given that the high-fidelity simulations
that we require to generate the dataset are computationally expensive, LHS allows us to
obtain diverse scenarios with a limited number (1996) of simulations. We executed each
scenario using the ACT simulation stack until the aircraft reaches to its destination on the
runway (taking an average duration of 200 s), whereby time series data of TinyTaxiNet
outputs (𝑐𝑡𝑒𝑒𝑠𝑡 , ℎ𝑒𝑒𝑠𝑡) are recorded, as well as the safety metrics (computed based on
Equation 3.1, with 𝑐𝑡𝑒𝑡ℎ𝑟 = 5 m and ℎ𝑒𝑡ℎ𝑟 = 5◦, as discussed in section 3.6.1). Thanks
to our sampling strategy, 52% and 21.9% of the scenarios recorded in the dataset for the
𝑐𝑡𝑒 and ℎ𝑒 safety requirements, respectively, include safety violations in their test set (the
division of the dataset is discussed in section 3.6.3). We therefore generate a large number
of diverse 𝑐𝑡𝑒 and ℎ𝑒 safety violations in the test sets. In many simulations, the ACT
system misidentifies an imaginary line, which is a parallel offset of the runway centerline
by more than 5 m, as the actual centerline and continues taxiing along it. This can explain
why the dataset includes more 𝑐𝑡𝑒 safety violations than ℎ𝑒 safety violations.

Finally, following best practice, similar to the guidelines provided by previous studies
on training and evaluating DL-based time series forecasting models [74, 118, 141], we nor-
malized the time series data, i.e., 𝑐𝑡𝑒𝑒𝑠𝑡 , ℎ𝑒𝑒𝑠𝑡 and the safety metrics values using Z-score
normalization, thereby reducing model bias caused by differences in time series magnitudes
among various parameters and scenarios [76]. Further details regarding our generated
dataset can be found in the supporting material (see subsection 3.6.9).

ADS Case Study

For the ADS case study, we relied on the artifacts available in the paper by Stocco et
al. [131], where the authors tested a lane keeping ADS in a driving simulator [131]. The
dataset includes not only the time series of the learned component outputs and the sce-
nario parameters but also the time series of the safety metric, which is crucial for our
safety monitoring method. Over the rest of this section, we provide an overview of the
ADS subject system and the simulation platform used to generate the dataset. We then
discuss the details of the raw dataset from the study by Stocco et al. [131], as well as our
preprocessing steps leading to the final dataset used by our study.

Subject System and Simulation Platform. The ADS case study involves a lane keeping
ADS widely used in previous studies [51,62,115,131,133,133]. As depicted in Figure 3.2b,
the ADS consists of a camera, a learned component (i.e., a DNN which estimates the
required steering angle 𝑠𝑎𝑒𝑠𝑡 to keep the vehicle within the lane given an image input),
and a controller that issues the control commands to the vehicle. The learning component
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is based on the NVIDIA Dave-2 model architecture [16], a DNN-based steering angle
estimator that is trained with a set of images collected while a human driver is driving a
vehicle. The simulator used to evaluate the ADS case study was the Udacity simulator
for self-driving cars [137], a driving simulator which has been widely used in the ADS
testing literature [51, 62, 62, 131–133]. Udacity provides close-loop tracks to simulate an
ADS driving under various scenario conditions. Based on the controllable elements of
the Udacity simulator, Stocco et al. [131] considered the following two scenario elements6:
weather conditions (i.e., clear, fog, rain, and snow), and weather intensity. Since the
authors record the time series of 𝑐𝑡𝑒𝑎𝑐𝑡 , we use the recorded value at the beginning of each
episode as our third scenario element, i.e., the starting cross-track error, which indicates the
initial position of the vehicle. A detailed explanation of the value ranges for the scenario
parameters can be found in the supporting material (subsection 3.6.9).

Considering the main functionality of the target learned component, i.e., lane keeping,
the following safety requirement is considered: “The vehicle shall have a distance (|𝑐𝑡𝑒𝑎𝑐𝑡 |)
no more than 𝑐𝑡𝑒𝑡ℎ𝑟 from the centerline, while driving on track”. To compute the safety
metric, measurements of the 𝑐𝑡𝑒𝑎𝑐𝑡 is required, which is contained in the dataset provided
by Stocco et al. [131]. Similar to the 𝑐𝑡𝑒 safety requirement for the ACT case study, the
safety requirement is violated when |𝑐𝑡𝑒𝑎𝑐𝑡 | ≥ 𝑐𝑡𝑒𝑡ℎ𝑟 and not violated otherwise. Given
that the total width of the track set in the simulator, the size and the speed of the vehicle,
we set 𝑐𝑡𝑒𝑡ℎ𝑟 to 5 m, which is reasonable as it provides the vehicle less than 0.5 m of side
clearance from the edge of the track.

Evaluation Dataset. The dataset generated by Stocco et al. [131] contains a time series
of the Dave-2 outputs (estimated steering angles), a time series of 𝑐𝑡𝑒𝑎𝑐𝑡 (which we used
to compute the time series of the safety metric, as described above), and the scenario
parameters.

Concretely, the authors executed the ADS in the Udacity simulator, i.e., let it drive
for one lap around the track under various weather conditions with intensity increments of
10%. Therefore, to cover a diverse range of the scenario space, the authors recorded 31 one-
lap simulations (1×clear+10×fog+10×rain+10×snow = 31) which include the time series of
𝑐𝑡𝑒𝑎𝑐𝑡 measurements [131]. Note that in some scenarios, the ADS drives the car out of the
track, in which case the car is reset on the next waypoint on the track. This reset during
the execution of the scenario leads to a discontinuity during the execution of the learned
component output and safety metric time series. Therefore, we divide the executions at
the points where the vehicle has gone out of the track completely into separate episodes,
to handle the discontinuity in the time series data. However, this has led to having diverse
execution lengths, e.g., from 5 s to more than 100 s. To make the size of the episodes more
uniform, we discarded the very short episodes, i.e., less than 15 s, as they do not contain
the minimum number of timesteps required to train and test the DL-forecasting models,
and divided the larger episodes into shorter chunks. The resulting dataset contains 175
episodes with an average duration of 17.5 s. Note that the size of the ADS dataset is a
fraction of (approximately 0.8%) the size of the dataset we generated for the ACT case

6Note that we are only mentioning the parts of the study conducted by Stocco et al. [131] that are
relevant to our study. We refer the reader to the study itself for comprehensive details on all the evaluations
conducted by the authors.
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study. As we will see, this will have an impact on our results and conclusions. Despite the
ADS dataset size, we observe that 33.7% of the episodes include safety violations in their
test set. We therefore observe that the ADS dataset includes, a considerable number of
diverse safety violations, with respect to the dataset size, thanks to the sampling strategy
used by Stocco et al. [131] to search the scenario space, as discussed above.

Finally, similar to the ACT case study (item 3.6.1), we normalized the time series data,
i.e., estimated steering angle and the safety metric values using Z-score normalization. We
have included more details about the raw and the preprocessed datasets in our supporting
material (subsection 3.6.9).

3.6.2 Models Under Evaluation

In this section, we outline the chosen forecasting models for evaluation, and discuss the
hyperparameter tuning process applied to optimize the selected models.

As discussed in section 3.5, we are interested in global univariate probabilistic forecast-
ing models that take in input both dynamic time series and static scenario data and provide
probabilistic forecasts of the safety metric. We selected the models for evaluation from the
GluonTS library [3], a widely used probabilistic DL-based forecasting Python library, con-
taining the implementations of many state-of-the-art models. From the list of available
models in the library, we selected four models, three of which satisfy all the requirements
of the safety metric forecasting problem (i.e., a global univariate probabilistic forecasting
model capable of processing both static and dynamic inputs), whereas the fourth model
acts as a competitive baseline, even though it does not fully satisfy all requirements.

• MQCNN: a sequence-to-sequence model which is the CNN-based variant of Multi
Quantile Recurrent Forecaster, using a CNN encoder instead of an RNN [141].

• Temporal Fusion Transformer (TFT): a sequence-to-sequence transformer-based model [74].

• Seq2Seq: a vanilla sequence-to-sequence model with a CNN encoder and an MLP
decoder [3].

• DeepAR: an iterative model which utilizes both RNNs and autoregressive techniques
to iteratively capture temporal dependencies [118]. Due to DeepAR’s architecture,
it only takes as input the static scenario parameters and time series of the target
variable, i.e., safety metric. Despite DeepAR architecture’s lack of ability to pro-
cess the time series of the learned component output, we have included it in our
evaluation as a competitive baseline, due to its high performance in the forecasting
benchmarks [86] and wide use in industry [13].

Hyperparameter Tuning. We fine-tuned the hyperparameters of each considered model
before answering the research questions, considering the values (fixed or range) retrieved
from the original publications. We have tuned the hyperparameters for each safety require-
ment separately, as they lead to different datasets for the models to be trained and tested
on. The relevant hyperparameters and their value ranges for each model are as follows:
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• MQCNN [141]. Number of layers in the MLP decoder (or dim) was selected in the
range {2, 4, 8}. Number of neurons in the hidden layer was selected in the range
{20, 40, 80}. Number of channels per layer of the CNN encoder was chosen in the
range {20, 40, 80}.

• TFT [74]. We set the dropout rate to values ranging from 0.1 to 0.3 in steps of 0.1.
We took the values of number of attention heads and state size in the ranges {1, 4}
and {80, 160, 320}, respectively. We kept the loss function the same as the original
paper, i.e., quantile (pinball) loss [74].

• Seq2Seq. Number of layers was chosen from {2, 4, 8}. Number of neurons per layer
was selected from {10, 20, 40}.

• DeepAR [118]. The number of RNN layers was set to 3 as in the original study [118].
The number of RNN nodes per layer was selected in the range {40, 100}. We selected
the type of RNN nodes in each layer as being one among {LSTM, GRU}. We selected
the dropout rate in the range {0.1, 0.2, 0.3}. The loss function negative log likelihood
was used, in line with the original study [118].

• DL Training. For all the deep learning models above, we selected the hyper-parameters
related to training as follows. We chose learning rate in the range {0.0001, 0.001,
0.01}. We selected max gradient norm in the range {0.01, 1.0, 100.0}. We evaluated
batch size in the range {64, 128, 256}. The Adam optimizer [69] was used for training
all the models, as per the original paper implementations or that of the GluonTS
library.

For other hyperparameters, we relied on the suggested values used in the original studies
or the default value in their implementation (additional details on the parameter settings
are available in the supporting material in subsection 3.6.9).

We trained each model configuration (defined by a combination of hyperparameters) on
the training set (i.e., 70% of the dataset) and evaluated it on the validation dataset (i.e.,
10% of the dataset), 5 times, to account for randomness, for example, due to random seeds.
Similar to RQ1, we compared the models based on their q-Risk (Equation 3.4) values at
quantiles considered in RQ1. The details of the evaluation metric, i.e., q-Risk and the
quantiles under consideration, are presented in section 3.6.3. Table 3.1 summarizes the
hyperparameters for each model, their possible values, and the selected hyperparameters,
for 𝑐𝑡𝑒 (ACT𝑐𝑡𝑒) and ℎ𝑒 (ACTℎ𝑒) safety requirements of the ACT case study and the 𝑐𝑡𝑒

(ADS𝑐𝑡𝑒) safety requirement of the ADS case study, respectively.
Evaluation Hardware. To train each configuration of the models under investigation on

the evaluation dataset and evaluate them, we used the following compute resources: 1x
NVIDIA V100 GPU with 32GB HBM2 memory, 16 cores of Intel Silver 4216 Cascade Lake
2.1GHz CPU, and 128GB of RAM.
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Table 3.1: Hyperparameters of the models under evaluation, for 𝑐𝑡𝑒 and ℎ𝑒 safety require-
ments of the ACT case study, and the 𝑐𝑡𝑒 requirement of the ADS case study

.

Hyperparameter Value Range ACT𝑐𝑡𝑒 ACTℎ𝑒 ADS𝑐𝑡𝑒

Seq2Seq
Batch Size 64, 128, 256 128 64 64

Learning Rate 1e-4, 1e-3, 1e-2 1e-3 1e-4 1e-4
Gradient Clipping Value 1e-2, 1.0, 1e+2 1.0 1e-2 1e+2

Number of MLP Decoder Layers 1, 2, 4 2 2 2
Number of Neurons per MLP Layer 20, 80 80 20 80

DeepAR
Batch Size 64, 128, 256 64 64 64

Learning Rate 1e-4, 1e-3, 1e-2 1e-2 1e-3 1e-3
Gradient Clipping Value 1e-2, 1.0, 1e+2 1e-2 1.0 1.0

RNN Node Type LSTM, GRU GRU GRU LSTM
Number of RNN Nodes 40, 100 40 40 100

Dropout Rate 0.1, 0.2, 0.3 0.1 0.1 0.1
TFT

Batch Size 64, 128, 256 256 256 128
Learning Rate 1e-4, 1e-3, 1e-2 1e-3 1e-3 1e-2

Gradient Clipping Value 1e-2, 1.0, 1e+2 1e-2 1.0 1e+2
State Size 40 , 80, 160 160 160 160

Number of Attention Heads 1, 4 4 4 4
Dropout Rate 0.1, 0.2, 0.3 0.1 0.1 0.1

MQCNN
Batch Size 64, 128, 256 256 64 128

Learning Rate 1e-4, 1e-3, 1e-2 1e-3 1e-4 le-4
Gradient Clipping Value 1e-2, 1.0, 1e+2 1.0 1e-2 1.0

Number of MLP Decoder Layers 1, 2, 4 2 2 2
Number of Neurons per MLP Layer 20, 80 20 20 80

Number of Channels 20, 40 20 20 20
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3.6.3 RQ1: Safety Metric Forecast Accuracy

In this section, first we provide the details of our evaluation methodology to answer RQ1.
Then, we present the results for the autonomous taxiing (ACT) case study, followed by the
results of the autonomous driving (ADS) case study. Finally, we draw conclusions from
both case studies and present our answer to RQ1.

Methodology

To answer RQ1, we divide each dataset (detailed in section 3.6.1) into training, valida-
tion, and test datasets, which correspond to 70%, 10% and 20% of the dataset, respec-
tively. The training set is used to train the time series forecasting models, whereas the
validation dataset is used for hyper-parameter tuning (subsection 3.6.2). Finally, we gen-
erated predictions using the trained models on the test dataset, which is disjoint from the
training and validation datasets. To avoid look-ahead bias [148], we used time-based split-
ting [13, 75, 105], such that all the samples in the test dataset occur after the validation
dataset, whose samples occur after the training dataset.

The most accurate model resulting from the hyper-parameter tuning phase, in terms
of the loss function, was selected and retrained on the union of training and validation
datasets. The hyper-parameters for each optimized model selected for evaluation, are
listed in Table 3.1. The retrained model was evaluated against the test dataset and its
corresponding evaluation metric was computed. To account for randomness (in the training
process), we repeated the above process, i.e., training the best model on the joint training
and validation set and evaluating it on the test set, 30 times and reported descriptive
statistics of the evaluation metric. To evaluate the statistical significance of the difference
in accuracy metrics of different DL-based safety metric forecasters, we used the Mann-
Whitney U test [87]. To measure the effect size of the differences, we measured Vargha
and Delaney’s 𝐴𝐴𝐵, where 0 ≤ 𝐴𝐴𝐵 ≤ 1 [138]. Generally, the value of 𝐴𝐴𝐵 indicates a
small, medium, and large difference (effect size) between populations 𝐴 and 𝐵 when it is
higher than 0.56, 0.64, and 0.71, respectively.

We investigated RQ1 while considering, as the window size for the hazard forecast
horizon, the minimum reaction time required for a human to take over control of the system
in case of a hazard. Considering that each time step in the ACT dataset corresponds to
one second and the minimum reaction time for a human with vehicles traveling at 30 mi/h
is 3 s [131], we set the minimum hazard forecast horizon to 3 timesteps. Furthermore, the
lookback to forecast horizon ratio was set to 3 times, since it has been frequently considered
in previous studies [74,118].

Similarly, for the ADS dataset, we selected the hazard forecast horizon of 3 timesteps
equaling to 3 s, which is in line with the minimum reaction time suggested by the original
study [131]. However, due to the small size of the dataset, as described in section 3.6.1,
we could only select the lookback to a forecast horizon ratio of 1, i.e., 3 s. Note that larger
lookbacks to forecast horizon ratios significantly increase the total window size and reduce
the number of samples available to train and test the model.
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Evaluation Metric. As discussed in section 3.5, a probabilistic forecast is better suited
than a point forecast for critical applications, such as predicting a safety violation, as it
provides forecast intervals with attached probabilities. Similar to previous studies in other
application domains, where the performance of probabilistic forecasting models has been
reported [74,118], we report the q-Risk metric at multiple quantiles. Equation 3.4 provides
the definition of q-Risk. Intuitively, q-Risk measures the quantile loss [141] (Equation 3.5)
across the entire hazard forecast horizon, normalized over the length of the horizon and
over all samples in the test set. Thus, it allows us to compare the safety metric prediction
accuracy of models under evaluation at each prediction quantile. Formally, q-Risk is defined
as follows:

𝑞-Risk =
2∑yt∈Ω̃

∑𝜏max
𝜏=1 QL

(
yt , ŷ (𝑞, 𝑡 − 𝜏, 𝜏), 𝑞

)∑
yt∈Ω̃

∑𝜏𝑚𝑎𝑥

𝜏=1 |yt |
, (3.4)

where Ω̃ is the test set, 𝑞 is the quantile, 𝜏 = 1, . . . , 𝜏max is the time step counter of
the hazard forecast horizon7 and QL is the quantile loss function, which is defined in
Equation 3.5.

QL(y, ŷ, 𝑞) = 𝑞(y − ŷ)+ + (1 − 𝑞) (ŷ − y)+, (3.5)
where (.)+ = max (0, .).

Given the safety-critical nature of the decisions that need to be made based on the
predicted safety metric values, we reported the q-risk at quantiles that correspond to tail-
end values of the prediction interval, namely 90% (q=0.05, 0.95), 95% (q=0.025, 0.975),
99% (q=0.005, 0.995), as well as the median (q=0.5) of the prediction distribution.8

ACT Case Study Results

Table 3.2 reports the achieved q-Risk values for Seq2Seq, DeepAR, MQCNN, and TFT
over 30 repetitions at different quantiles, where the best value for each quantile is written
in bold.

Overall, we observe that TFT consistently outperforms the other models at all reported
quantiles, except in the case of the ℎ𝑒 safety requirement when 𝑞 < 0.025, where TFT and
DeepAR both have the lowest q-Risk value. Furthermore, for the 𝑐𝑡𝑒 safety requirement,
DeepAR is the second best at very high and low ends of the quantile spectrum (specifically,
when 𝑞 < 0.025 or 𝑞 ≥ 0.95), while yielding the worst accuracy at the median of the forecast
probability distribution (𝑞 = 0.5). Similarly, for the ℎ𝑒 safety requirement, DeepAR is the
second best at the ends of the quantile spectrum (except when 𝑞 < 0.025, as mentioned
above), while being second to last at the median (𝑞 = 0.5). We suspect that the fact that
DeepAR is an iterative forecasting model, as opposed to the other three models which

7𝜏 = 1 and 𝜏 = 𝜏max correspond to t + 1 and t + ℎ in Equation 3.2, respectively.
8Note that the median of the predicted probability distribution often corresponds to the single value

predicted by point forecasting methods [13].
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Table 3.2: q-Risk values for different models and quantiles, for the 𝑐𝑡𝑒 and ℎ𝑒 safety
requirements of the ACT case study and the 𝑐𝑡𝑒 safety requirement of the ADS case study,
respectively.

Quantile Seq2Seq DeepAR MQCNN TFT
ACT𝑐𝑡𝑒

𝑞 = 0.005 0.038 ± 0.0076 0.004 ± 0.0006 0.012 ± 0.0015 0.001 ± 0.0001
𝑞 = 0.025 0.046 ± 0.0056 0.012 ± 0.0012 0.015 ± 0.0011 0.003 ± 0.0001
𝑞 = 0.05 0.052 ± 0.0028 0.020 ± 0.0019 0.018 ± 0.0016 0.004 ± 0.0002
𝑞 = 0.5 0.040 ± 0.0013 0.062 ± 0.0035 0.030 ± 0.0010 0.012 ± 0.0002
𝑞 = 0.95 0.026 ± 0.0014 0.016 ± 0.0008 0.026 ± 0.0025 0.005 ± 0.0001
𝑞 = 0.975 0.024 ± 0.0019 0.009 ± 0.0005 0.023 ± 0.0022 0.003 ± 0.0001
𝑞 = 0.995 0.020 ± 0.0026 0.003 ± 0.0002 0.017 ± 0.0026 0.001 ± 0.0001

ACTℎ𝑒

𝑞 = 0.005 0.208 ± 0.0420 0.041 ± 0.0022 0.092 ± 0.0197 0.041 ± 0.0026
𝑞 = 0.025 0.300 ± 0.0363 0.118 ± 0.0040 0.171 ± 0.0161 0.096 ± 0.0037
𝑞 = 0.05 0.420 ± 0.0370 0.199 ± 0.0056 0.260 ± 0.0151 0.140 ± 0.0041
𝑞 = 0.5 0.841 ± 0.0204 0.732 ± 0.0119 0.705 ± 0.0170 0.379 ± 0.0025
𝑞 = 0.95 0.541 ± 0.0390 0.296 ± 0.0092 0.418 ± 0.0372 0.158 ± 0.0036
𝑞 = 0.975 0.458 ± 0.0314 0.196 ± 0.0077 0.316 ± 0.0215 0.112 ± 0.0034
𝑞 = 0.995 0.330 ± 0.0351 0.086 ± 0.0053 0.180 ± 0.0273 0.049 ± 0.0025

ADS𝑐𝑡𝑒

𝑞 = 0.005 0.019 ± 0.0025 0.007 ± 0.0004 0.015 ± 0.0021 0.023 ± 0.0040
𝑞 = 0.025 0.056 ± 0.0064 0.023 ± 0.0008 0.052 ± 0.0076 0.045 ± 0.0023
𝑞 = 0.05 0.074 ± 0.0065 0.042 ± 0.0011 0.070 ± 0.0080 0.069 ± 0.0035
𝑞 = 0.5 0.222 ± 0.0033 0.204 ± 0.0031 0.214 ± 0.0031 0.226 ± 0.0066
𝑞 = 0.95 0.137 ± 0.0073 0.124 ± 0.0049 0.119 ± 0.0068 0.098 ± 0.0049
𝑞 = 0.975 0.097 ± 0.0089 0.090 ± 0.0045 0.077 ± 0.0060 0.065 ± 0.0039
𝑞 = 0.995 0.045 ± 0.0127 0.048 ± 0.0041 0.028 ± 0.0068 0.023 ± 0.0006

are sequence-to-sequence forecasting models, could explain the large variability in q-Risk
values over quantiles. Since iterative forecasting models, such as DeepAR, only predict
the target value for the next timestep and use the predicted value to predict the timestep
after that (as explained in section 3.2), they are prone to accumulating forecasting errors
from previous forecast timesteps. DeepAR’s error accumulation is more extreme when
predicting at quantiles closer to the median (q = 0.5), where other models also have higher
q-Risk values than for other quantiles.

Figure 3.3a, which depicts the q-Risk average values and their 95% confidence interval
for different models at all measured quantiles, illustrates the large change in performance
(average q-Risk values) of DeepAR.

Our visual observations are supported by the statistical comparison results reported in
Table 3.3. Columns 𝐴 and 𝐵 indicate the DL-forecasting models being compared. Columns
𝑝 and 𝐴𝐴𝐵 indicate statistical significance and effect size (as described in section 3.6.3),
respectively, when comparing A and B in terms of q-Risk at different quantiles q. Given
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Figure 3.3: Average q-Risk values and their corresponding 95% confidence interval (CI0.95)
for all models over all reported quantiles, for the 𝑐𝑡𝑒 and ℎ𝑒 safety requirements of the
autonomous taxiing (ACT) case study and the 𝑐𝑡𝑒 safety requirement of the autonomous
driving (ADS) case study, respectively. Note that the x-axis is not drawn to scale, in favor
of a more readable presentation.
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Table 3.3: Statistical comparison of q-Risk values for different DL-based forecasters at
different quantiles q.
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a significance level of 𝛼 = 0.01, for the 𝑐𝑡𝑒 safety requirement, we observe that the differ-
ences between the best model (TFT) in all quantiles, and the other models are significant.
Furthermore, for all quantiles, 𝐴𝐴𝐵 is greater than 0.71 when 𝐵 = TFT, indicating that
the difference between TFT and other models is large. For the ℎ𝑒 safety requirement,
TFT and DeepAR are equally the best models, when 𝑞 < 0.025. In this case, we observe
that TFT is significantly better than the second best model, i.e., MQCNN, with a large
difference, though that is not the case for DeepAR.

ADS Case Study Results

The q-Risk values achieved by Seq2Seq, DeepAR, MQCNN, and TFT over 30 repetitions
at different quantiles are reported in Table 3.2. Note that the best value for each quantile
is written in bold.

Overall, we observe that at each quantile, the difference between the most accurate
and least accurate models are less than what is observed for the ACT case study results at
similar quantiles (compare Figure 3.3c vs Figure 3.3a and Figure 3.3b). We believe that this
is due to the sample size of the ADS dataset which is significantly lower than the size of the
ACT dataset, as discussed in item 3.6.1, where a model like TFT is expected to suffer the
most, as it is a transformer-based model, which has been shown to require significantly more
training data than other DL-based models such as CNNs in vision tasks [32]. Nonetheless,
we observe that TFT achieves the lowest q-Risk values (most accurate predictions) when
𝑞 > 0.5. Whereas, for 𝑞 ≤ 0.5, DeepAR outperforms other models.

Our statistical test results (Table 3.3), confirm that TFT significantly outperforms
other models when 0.5 < 𝑞 < 0.995, with a large effect size as the corresponding 𝐴𝐴𝐵

values are greater than 0.71. However, at 𝑞 = 0.995, using the Mann-Whitney U-test, when
𝐴 ∈ {Seq2Seq,MQCNN} and 𝐵 ∈ {TFT}, indicate that their difference is not statistically
significant (with a confidence level of 95%), as p-values are larger than 0.05. Therefore,
at 𝑞 = 0.995, we conclude that sequence-to-sequence models, i.e., TFT, MQCNN and
Seq2Seq, all equally yield the best safety metric prediction accuracy. Finally, we observe
that for 𝑞 ≤ 0.5, DeepAR consistently outperforms other models with a large effect size.

Summary

Given the results of the ACT case study (section 3.6.3), we observed that, for probabilistic
prediction of both 𝑐𝑡𝑒 and ℎ𝑒 safety metrics, at all measured quantiles 𝑞, with a practical
window configuration, i.e., hazard forecast horizon of 3 s (which correlates to the minimum
reaction time, as discussed in section 3.6.3) and lookback to forecast horizon ratio of three
(which is similar to the ratio used by the literature in multiple forecasting problems [74,
118]), TFT yields significantly more accurate quantile forecasts than Seq2Seq, DeepAR,
and MQCNN. Our observations for the ℎ𝑒 safety requirement is the same as 𝑐𝑡𝑒, for
𝑞 ≥ 0.025. Whereas, for 𝑞 < 0.025, TFT and DeepAR both yield the highest time series
prediction accuracy. Therefore, we can conclude that for the ACT dataset, where the
dataset size is large and contains numerous safety violations, TFT is the best model or one
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of the best models to be used for probabilistic forecasting of the safety metric values at all
quantiles, given a practical window configuration.

For the ADS case study results (section 3.6.3), we observed that for probabilistic safety
metric prediction, again with a practical window configuration, i.e., hazard forecast hori-
zon of 3 s and a lookback to forecast horizon ratio of one, as discussed in section 3.6.3,
TFT yields significantly more accurate predictions when 0.5 < 𝑞 < 0.995. At 𝑞 = 0.995,
all sequence-to-sequence models, i.e., TFT, MQCNN and Seq2Seq, yield the lowest q-Risk
value. Finally, DeepAR yields significantly more accurate predictions when 𝑞 ≤ 0.5. There-
fore, for the ADS case study, where the size of the dataset is a fraction of the ACT dataset,
as discussed in section 3.6.1, TFT is the best or one of the best models to be used for
safety metric forecasting when 𝑞 > 0.5. Though DeepAR is the most accurate model when
𝑞 ≤ 0.5, as we will discuss in detail in section 3.6.4, given the definition of the safety met-
ric (Equation 3.1) and the safety violation function (Equation 3.3), forecasts for quantiles
𝑞 > 0.5 are more important for safety violation prediction.

For a the ACT case study, where the size of the dataset is large, given a practical
window configuration, i.e., hazard forecast horizon of 3 s and lookback to forecast
horizon ratio of 3, TFT is more suitable than Seq2Seq, DeepAR and MQCNN, for
probabilistic safety metric forecasting over all reported quantiles, for both 𝑐𝑡𝑒 and
ℎ𝑒 safety requirements.
For the ADS case study, where the size of the dataset is small, given practical window
configuration of ℎ = 3 s and 𝑐𝑚 = 1, DeepAR is significantly more accurate than TFT,
MQCNN, and Seq2Seq, for 𝑞 ≤ 0.5. However, TFT is more the most accurate model,
among the evaluated models, when 𝑞 > 0.5, which are more important in a safety
monitoring context, as previously discussed.
Therefore, TFT is the most accurate model, when 𝑞 > 0.5, for both case studies.

3.6.4 RQ2: Safety Violation Prediction Accuracy

In this section, similar to subsection 3.6.3, first we provide the details of our evaluation
methodology to answer RQ2. Then, we present the results for the ACT and ADS case
studies. Finally, we draw conclusions from the results of both case studies and present our
answer to RQ2.

Methodology

To answer RQ2, we reuse the models trained to answer RQ1 with the aim of predicting
safety violations. To do so, we applied the safety violation function (Equation 3.3) to
the safety metric values predicted by the forecasting models, as reported in RQ1. A non-
negative safety function value implies a safety violation. We compared the predicted safety
violations with the true safety violation value of the test samples used in RQ1. True safety
violation values are calculated by applying the safety violation function to the true safety
metric values of the test samples.
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Evaluation Metric. To report the safety violation prediction accuracy of the models,
we report Precision (Pr=TP/(TP+FP)) and Recall (Re=TP/(TP+FN)), where true pos-
itives (TP), false positive (FP), and false negatives (FN) are the correct, false, and missed
safety violation predictions, respectively. Note that Precision measures the fraction of cor-
rect warnings that a safety monitor raises, whereas Recall measures the fraction of safety
violations that a safety monitor can successfully predict [131]. We further compute and
report the F𝛽 score [10] as a weighted balance between precision and recall, with 𝛽 = 3.0
(F3 = 10· Precision×Recall

9·Precision+Recall ), granting higher importance to Recall as compared to Precision, as
false negatives have severe consequences for safety-critical systems [41,131]. We recall that
false negatives, in the context of safety-critical systems, are safety violations that were not
predicted by the safety monitor and thus could lead to system hazards. In contrast, false
positives, although an important consideration for the design of the safety monitor, lead
to inconvenience or inefficiencies for the users, which are less harmful than safety viola-
tions. For the ACT system specifically, false positives could lead to the disengagement of
the autonomous taxiing operation or emergency stops, which could lead to delayed flight
operations and schedules.

ACT Case Study Results

Figure 3.4a and Figure 3.4b illustrate the False Negative (FN) and False Positive (FP)
values for all the models at the reported quantiles, respectively.9 Overall, we observe
that with an increase in the prediction quantile, the FN value decreases while the FP
value increases. This is expected based on the definitions of the safety metric and the
safety violation function (Equation 3.110 and Equation 3.3, respectively). Recall that
negative values of the safety metric imply no violation of the safety requirement while non-
negative safety metric values imply a violation. Further, the higher the negative values,
the closer the system is to a safety violation. Recall that safety metric values predicted
at higher prediction quantiles (q) provide the upper bounds of the predicted safety metric
value, which are worst-case estimates based on the definition of the safety metric function.
Therefore, the higher the prediction quantile, the higher the probability of the safety
monitor correctly predicting safety violations (lower FN) and raising false alarms (higher
FP).

As discussed in section 3.6.4, the priority in safety-critical applications is having the
lowest FN value possible (since FNs lead to system hazards), while having a reasonably low
FP value (since FPs lead to inefficiencies) is the second priority. Therefore, for the ACT
problem targeted in this chapter, hereafter we focus on the results for prediction quantiles
𝑞 ≥ 0.5, for which the FN and FP values are reported in Table 3.4. We have provided the
values at other quantiles in the supporting material (subsection 3.6.9). Table 3.4 reports
the averages and their 95% confidence intervals for the evaluation metrics, namely Pr, Re,
F3.

9Note that the x-axis, i.e., quantile 𝑞, is not drawn up to scale for better readability.
10As mentioned in section 3.6.1, substituting 𝑐𝑡𝑒 with ℎ𝑒 in Equation 3.3, provides us with the safety

metric function definition for the ℎ𝑒 safety requirement.
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Figure 3.4: False Negatives (FN) and False Positives (FP) at different prediction quantiles
(q), for 𝑐𝑡𝑒 and ℎ𝑒 safety requirements of the ACT case study and the 𝑐𝑡𝑒 safety requirement
of the ADS case study, respectively. Note that the x-axis is not drawn to scale, in favor of
a more readable presentation.
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Overall, Precision for all models drops as q increases, whereas Recall increases, for both
𝑐𝑡𝑒 and ℎ𝑒 safety requirements. This general trend is in line with the FN and FP trends
above. Since estimates become more conservative, more safety violations are correctly
predicted (Recall ↑) while the proportion of false alarms increases (Precision ↓). For the
ℎ𝑒 safety requirement, since the proportion of time steps including a safety violation is
lower than that of the 𝑐𝑡𝑒 safety requirement (item 3.6.1), we expect and observe that the
precision scores of the models recorded for ℎ𝑒 are lower than the scores recorded for 𝑐𝑡𝑒. In
the case of the 𝑐𝑡𝑒 safety requirement, note that TFT and DeepAR reach a Recall value of
1.0 at a q = 0.995, thus indicating all of the safety violations are correctly predicted, which
is also confirmed by the low corresponding FN values; Seq2Seq and MQCNN, on the other
hand, yield the lowest Recall scores (high FN values). However, we observe that DeepAR
has the lowest Precision among the models for q ≥ 0.5, indicating a higher fraction of false
alarms, which is also confirmed by the fact that the FP value for DeepAR is an order of
magnitude greater than that of other models. In contrast, TFT has a precision above 0.92,
for q ≥ 0.5, which makes it a more suitable choice for safety monitoring than DeepAR. In
the case of the ℎ𝑒 safety requirement, we observe that TFT consistently yields the highest
Precision and Recall scores for q ≥ 0.5, whereas the Recall of other models is 20 − 40%
lower. The superiority of TFT over other models is further confirmed by the reported F3
scores, where TFT consistently has the highest F3 scores for q ≥ 0.5, for both the 𝑐𝑡𝑒 and
ℎ𝑒 safety requirements. Note that the highest F3 scores for each quantile are highlighted in
bold. Our visual observations are supported by the statistical comparison results reported
in Table 3.6. Columns 𝐴 and 𝐵 indicate the DL-forecasting models being compared. Given
a significance level of 𝛼 = 0.01, we observe that the differences between TFT and the other
models are significant for all quantiles. Furthermore, for all quantiles, 𝐴𝐴𝐵 is greater than
0.71 when 𝐵 = TFT, indicating that the difference between TFT and other models is large.

ADS Case Study Results

Similar to the ACT case study results (section 3.6.4), Figure 3.4e and Figure 3.4f, indicate
that FN decreases and FP increases with increase in prediction quantile. As explained in
section 3.6.4, we will focus on the results for prediction quantiles 𝑞 ≥ 0.5. We report the
averages and 95% confidence intervals of the FN, FP, Precision, Recall and F3 score values
in Table 3.5.

Overall, in line FP and FN trends, Precision for all models drops when 𝑞 increases,
while Recall increases, as discussed in section 3.6.4. Note that TFT and MQCNN yield
the highest Recall score of 0.985 at 𝑞 = 0.995, while for the same quantile, MQCNN
yields the lowest Precision score. We further observe for 𝑞 ≥ 0.5, TFT is the second best
performing model in terms of Precision score while yielding the highest Recall score. This
results in TFT achieving the highest F3 score over all quantiles 𝑞 ≥ 0.5. Moreover, we
observe that DeepAR yields the lowest Recall and F3 score over all quantiles 𝑞 ≥ 0.5.

This case study thus confirms the superiority of TFT over Seq2Seq, MQCNN, and
DeepAR, when 𝑞 > 0.5, in terms of F3 score, based on the results of our statistical analysis,
reported in Table 3.6. We further observe that, when 𝑞 > 0.5, TFT is significantly better
than other models with a high effect size. However, for 𝑞 = 0.5, we observe that TFT
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is not significantly better than Seq2Seq, though it is still outperforming DeepAR and
MQCNN significantly. Moreover, the effect size of the difference between the F3 scores
of TFT and MQCNN when 𝑞 = 0.5, i.e., 𝐴𝐴𝐵, when 𝐴 = TFT and 𝐵 = MQCNN, is
0.64 < 𝐴𝐴𝐵 = 0.69 < 0.71, indicating a medium effect size.

Summary

Based on the results of the ACT case study (section 3.6.4), where the dataset is large
and includes numerous safety violations, we conclude that, for probabilistic prediction of
the safety violation, at all measured quantiles q, with again a hazard forecast horizon of
3 s and a lookback to forecast horizon ratio of 3, as discussed in section 3.6.3, TFT is
significantly more accurate than Seq2Seq, DeepAR, and MQCNN, for both 𝑐𝑡𝑒 and ℎ𝑒

safety requirements.
Based on the ADS case study results (section 3.6.4), where the size of the dataset is

much smaller than the ACT dataset, we observe that, given the hazard forecast horizon of
3 s (equal to the minimum reaction time) and a lookback to forecast horizon ratio of 1, as
discussed in section 3.6.3, TFT is significantly more accurate that Seq2Seq, DeepAR, and
MQCNN with a large effect size, when 𝑞 > 0.5. At 𝑞 = 0.5, TFT and Seq2Seq both yield
the most accurate predictions, while significantly outperforming DeepAR and MQCNN
with a large and medium effect size, respectively. Therefore, we conclude that TFT is
the most suitable model, among all evaluated models, for safety metric forecasting, for all
reported quantiles 𝑞 ≥ 0.5. Predictions for 𝑞 ≤ 0.5 are in any case not sufficiently accurate
regardless of the model employed and therefore comparisons for such q values are not of
practical utility.

For the ACT case study, where the size of the dataset is large, given a hazard forecast
horizon of 3 s and a lookback to a forecast horizon ratio of 3 for safety violation
prediction (minimum reaction time), TFT is significantly more accurate, with a
large effect size, than Seq2Seq, DeepAR, and MQCNN for all quantiles q ≥ 0.5, for
both the 𝑐𝑡𝑒 and ℎ𝑒 safety requirements.
For the ADS case study, where the datset size is much smaller, given a practical
window configuration, i.e., ℎ = 3 s and 𝑐𝑚 = 1, TFT is the most suitable model,
among all evaluated models, for probabilistic safety metric forecasting, for all quan-
tiles 𝑞 ≥ 0.5. Predictions for 𝑞 ≤ 0.5 are poor for all models.
Therefore, when 𝑞 > 0.5, TFT is consistently the best model for both case studies.

3.6.5 RQ3: Prediction Accuracy Sensitivity Analysis

In section 3.6.5, we provide the details of our evaluation methodology as it relates to
answering RQ3. As discussed in section 3.6.3, due to the low number of samples available
in the dataset of the ADS case study, we were only able to study the effect of varying
window sizes on prediction accuracy for the two safety requirements of the ACT case
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study, for which we report the results. Finally, we present our answer to RQ3, based on
the reported results.

Methodology

We have answered RQ1 and RQ2 based on the minimum reaction time (3 s) for hazard
forecast horizon and a commonly used lookback horizon that is three times longer (9 s).
However, the size of the hazard forecast and lookback horizons are design choices of the
system developers. To investigate the impact of window configuration, for each forecasting
model, in terms of safety metric and violation accuracy, inference latency, and computations
resource usage, we also assessed the tuned models with different hazard forecast horizons
and lookback-to-forecast horizon values.

Particularly, we selected the hazard forecast horizon from {3, 12} and the ratio of
lookback to forecast horizon window size, also known as context multiplier (𝑐𝑚), from {1,
3, 9}. Thus, we studied the following forecast horizon window size and context multi-
plier combinations (ℎ, 𝑐𝑚): (3, 1), (3, 3), (3, 9), (12, 1), (12, 3), and (12, 9). Note that
the smallest total window size11 is 3 + 1 × 3 = 6 s, whereas the largest total window size is
12+9×12 = 120 s. In our preliminary experiments, we observed that increasing the forecast
horizon increases the likelihood that samples include safety violations. We further observed
that for forecast horizons longer than 12 s, the distribution of test samples becomes highly
imbalanced, leading to biased comparisons of safety violation prediction accuracy metrics
between short (ℎ = 3 s) and very long (ℎ > 12 s) forecast horizons. Furthermore, we would
not have been able to study the effect of varying 𝑐𝑚 on very large forecast horizons since
their total window size on higher 𝑐𝑚 values would become longer than the maximum train-
ing sample length. Thus, for the evaluation of RQ3, we did not include forecast horizons
larger than 12 s. The results for a representative instance of our preliminary experiments
with long forecast horizons, i.e., a forecast horizon of 36 s and context multiplier of 1, are
included in our supporting material (see subsection 3.6.9).

Results

As discussed in section 3.6.4, we are interested in the predictions at quantiles that primarily
detect as many hazards as possible while having a low number of false alarms. Due to the
safety-critical nature of our problem, we only focus here on predictions at q = 0.995 since
it is the most conservative measured prediction quantile (section 3.6.4). Recall that when
comparing models, a lower q-Risk value implies a more accurate model at predicting safety
metric values.

From Figure 3.5a, we observe that for the 𝑐𝑡𝑒 safety requirement, given a fixed 𝑐𝑚 value,
increasing the forecast horizon ℎ leads to higher q-Risk values and thus lower accuracy.
Further, we can also see that, in contrast, for a fixed forecast horizon, increasing 𝑐𝑚 does
not significantly improve q-Risk. We observe that TFT outperforms all models (i.e., has

11Total window size = ℎ + (𝑐𝑚 × ℎ)
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Figure 3.5: Safety metric prediction accuracy metrics for various window configurations of
DeepAR, MQCNN, Seq2Seq and TFT, for the 𝑐𝑡𝑒 and ℎ𝑒 safety requirements, respectively.

the lowest q-Risk value) at the forecast horizon of 3, across all 𝑐𝑚 values. At longer forecast
horizons (ℎ = 12), DeepAR outperforms all other models. Moreover, note that due to the
iterative forecasting architecture of DeepAR, it is prone to accumulating forecasting errors.
Thus, its confidence interval increases significantly with the increase in forecast horizon.
For instance, at 𝑐𝑚 = 3, the confidence interval of DeepAR includes the q-Risk values for
both TFT and MQCNN.

For the ℎ𝑒 safety requirement, similar to 𝑐𝑡𝑒, we observe that given a fixed 𝑐𝑚 value,
increasing ℎ leads to higher q-Risk values, except for MQCNN at 𝑐𝑚 = 9, where q-Risk
decreases when increasing the forecast horizon.

In terms of precision for the 𝑐𝑡𝑒 safety requirement (Figure 3.6a), we observe that
when increasing forecast horizon, given a constant 𝑐𝑚 value, the precision of models with
a sequence-to-sequence architecture (TFT, MQCNN, and Seq2Seq) drops while DeepAR’s
precision increases, most particularly at 𝑐𝑚 = 1. A similar trend is observed for the
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ℎ𝑒 safety requirement (Figure 3.6b) with the difference that the models reach a lower
precision score than similar models evaluated on the 𝑐𝑡𝑒 safety requirement data. This can
be explained by the lower proportion of samples including safety violations for ℎ𝑒, when
compared to 𝑐𝑡𝑒 (as discussed in section 3.6.3). Further note that, for both 𝑐𝑡𝑒 and ℎ𝑒,
given a constant forecast horizon, increasing 𝑐𝑚 can slightly improve the precision of the
model, most particularly for DeepAR.

In terms of recall for the 𝑐𝑡𝑒 safety requirement (Figure 3.7a), we observe that all
models yield a lower recall when increasing forecast horizon while increasing 𝑐𝑚 does not
significantly improve recall given the same forecast horizon. Note that TFT and DeepAR
similarly reach the highest recall at ℎ = 3. Whereas, at ℎ = 12, TFT experiences a larger
drop in recall and is outperformed by DeepAR. Concerning the effect of 𝑐𝑚, we observe that
MQCNN experiences the most improvement when 𝑐𝑚 changes from 3 to 9. At the same
time, we observe that the recall score of DeepAR and Seq2Seq drops when 𝑐𝑚 increases
given a fixed forecast horizon. Finally, the recall score of TFT is not significantly affected
by changes in 𝑐𝑚 values. Similarly, for the ℎ𝑒 safety requirement, TFT reaches the highest
recall score at ℎ = 3. However, instead of all models experiencing a drop in recall score with
increases in forecast horizon, the recall score for DeepAR increases in all 𝑐𝑚. MQCNN
also experiences a recall score increase with an increase in ℎ at 𝑐𝑚 = 9. To conclude, the
effect of 𝑐𝑚 is similar to that observed for the 𝑐𝑡𝑒 safety requirement, with the exception
of the differences mentioned above.

In terms of overall safety violation prediction accuracy, i.e., F3 (Figure 3.8), for both 𝑐𝑡𝑒

and ℎ𝑒 safety requirements, we observe that TFT yields the highest F3 score when ℎ = 3
for all values of 𝑐𝑚, except for ℎ𝑒 when 𝑐𝑚 = 1. However, we observe that F3 is much lower
than the scores reached for other 𝑐𝑚 values, suggesting that the small lookback horizon
does not contain sufficient information for the models to generate accurate forecasts. Note
that for the same window configuration, DeepAR yields the lowest F3 score, which is
mainly due to its very low precision. Nevertheless, given the increase in precision and a
smaller decrease in recall for 𝑐𝑡𝑒, as well as an increase for ℎ𝑒), the F3 score of DeepAR
for configurations with ℎ = 12 at any 𝑐𝑚 value rises to become the best model. However,
note that the highest F3 score at ℎ = 12 is still lower than the highest F3 score reached
by TFT at ℎ = 3, suggesting that increasing the forecast horizon ℎ leads to lower safety
violation prediction accuracy in general.

Given a hazard forecast horizon of 3 s, for both 𝑐𝑡𝑒 and ℎ𝑒 safety requirements of
the ACT case study, TFT yields the most accurate safety metric and safety vio-
lation predictions, with an improving accuracy when the lookback horizon length
increases (𝑐𝑚 × ℎ). For the ℎ𝑒 safety requirement at 𝑐𝑚 = 1, the lookback horizon
does not contain sufficient information for any model to generate accurate forecasts.
We further conclude that for prediction horizons longer than the minimum reaction
time, i.e., ℎ = 12 s), regardless of the 𝑐𝑚 value, DeepAR yields the most accurate
predictions.
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Figure 3.6: Precision score measurements for DeepAR, MQCNN, Seq2Seq, and TFT, in
various window configurations, for the 𝑐𝑡𝑒 (a) and ℎ𝑒 (b) safety requirements.
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Figure 3.7: Recall score measurements for DeepAR, MQCNN, Seq2Seq, and TFT, in
various window configurations, for the 𝑐𝑡𝑒 (a) and ℎ𝑒 (b) safety requirements.
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Figure 3.8: F3 score measurements for DeepAR, MQCNN, Seq2Seq, and TFT, in various
window configurations, for the 𝑐𝑡𝑒 (a) and ℎ𝑒 (b) safety requirements.
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3.6.6 RQ4: Latency and Memory Overhead

In this section, we provide the details of our evaluation methodology for answering RQ4.
As discussed in the beginning of subsection 3.6.5, we were only able to evaluate the effect
of varying window sizes, on runtime performance, for the two safety requirements of the
ACT case study. We also measured the runtime performance of the ADS case study, when
ℎ = 3 s and 𝑐𝑚 = 1. We finally provide our answer to RQ4 based on the reported results.

Methodology

To answer RQ4, we queried each of the models trained in RQ3 over the whole test set
for both 𝑐𝑡𝑒 and ℎ𝑒 safety requirements of the ACT case study, and collected the av-
erage latency (in milliseconds ms) and peak GPU memory12 usage during inference (in
megabytes, MB). Furthermore, we measure the model size in terms of GPU memory usage
(in megabytes, MB), by measuring the difference in GPU memory usage before and after
a model is loaded to the GPU. Note that the base ML libraries are preloaded in the GPU
and their GPU memory usage is not reported. For the ADS case study, we applied the
above process to the models that were trained in RQ1 (ℎ = 3 s and 𝑐𝑚 = 1).

Results

The RQ4 evaluation results for the 𝑐𝑡𝑒 safety requirement of the ACT case study are similar
to those for its ℎ𝑒 safety requirement. This is to be expected, as the size of the input and
output vectors for the same model do not change between the two safety requirements. The
only difference between them is due to differences in the hyperparameter values selected
to best address each safety requirement, which in turn can change the number of learnable
parameters in the model. However, as observed, such change has not substantially changed
the results. Therefore, although we present the results for the 𝑐𝑡𝑒 safety requirement of the
ACT case study (Figure 3.9) in the chapter, our discussion of the results and conclusions
similarly hold for the ℎ𝑒 safety requirement. Moreover, we have observed that the ADS
case study results, are not substantially different from the ACT case study results for
the same window configuration, i.e., when ℎ = 3 s and 𝑐𝑚 = 1. Thus, the discussion of
the results and conclusions for the 𝑐𝑡𝑒 safety requirement of the ACT case study, given a
similar window configuration, i.e., when ℎ = 3 s and 𝑐𝑚 = 1, similarly holds for the ADS
case study. The figures and results for the ADS case study, and the ℎ𝑒 safety requirement
of the ACT case study, are available in our replication package (subsection 3.6.9).

As shown in Figure 3.9a, all models in all window configurations have low GPU memory
usage. TFT, which has the highest usage of all, only consumes around 175 MB. We further
observe that an increase in context multiplier does not lead to a significant increase in model
memory usage, while an increase in forecast horizon leads to slight increases in MQCNN
and Seq2Seq model memory usage.

12Recall that, as mentioned in Table 3.6.2, we use a GPU to train the models and generate predictions.
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From Figure 3.9b, we observe that an increase in forecast horizon leads to increased
peak memory usage during inference. When increasing 𝑐𝑚, the peak memory usage of
the models does not increase significantly for the same forecast horizon, except for TFT
where the rate of increase in peak memory usage with increasing forecast horizon grows
at higher 𝑐𝑚 values. Nevertheless, the largest peak memory usage during inference, which
we observe for TFT when ℎ = 12 s and 𝑐𝑚 = 9, is 700 MB, only consuming 17.5% of the
available memory of an NVIDIA Jetson Nano GPU, the least powerful embedded GPU
made by NVIDIA. Therefore, we conclude that all the evaluated models, for all ℎ and 𝑐𝑚

combinations, yield practical GPU memory usage in terms of model size and peak inference
memory usage.

Finally, Figure 3.9c suggests that the average inference latency for sequence-to-sequence
forecasting models (MQCNN, Seq2Seq, and TFT) does not significantly change when in-
creasing the forecast horizon or context multiplier. However, as expected, DeepAR’s in-
ference latency linearly increases with forecast horizon. Furthermore, when increasing 𝑐𝑚,
DeepAR’s prediction latency increases for the same forecast horizon. Thus, for longer pre-
diction horizons or higher context multipliers, DeepAR is prone to having a high inference
latency which could render its use prohibitive in the context of safety-critical systems. In
general, for a safety monitor to be effective it should be able to predict safety violations
and raise an alarm before the planning or control modules update their command. In our
ACT example, the system does not include a planner and the controller directly generates
control commands based on the perception system outputs. Thus, in our ACT case study,
the use of a safety monitor is only meaningful if its average inference latency is less than the
controller cycle time, i.e., the time period between two generated control commands. For
practical reference, the design requirement for the maximum cycle time of planning and
control modules at the Indy Autonomous Challenge [53], is 10 ms [65].13 In autonomous
aviation, Paredes-Vallés et al. [102] and Navardi et al. [94] report an average vision cycle
latency of 12 ms and 13 ms, respectively on an NVIDIA Jetson GPU. In another example,
for a real-time vision-based drone system developed by Farrukh and West [34], the authors
empirically measure and report that the average latency for the vision pipeline, where the
safety monitor should have an average 16 ms or less to be useful. Note that DeepAR with
a forecast horizon of 12, reaches the maximum latency of 10 ms at 𝑐𝑚 = 3 and largely ex-
ceeds it at 𝑐𝑚 = 9. In contrast, sequence-to-sequence models maintain a constant average
inference latency of approximately 2 ms for all ℎ and 𝑐𝑚 values. This is expected since
sequence-to-sequence models generate their forecast for all forecast horizon timesteps at
once.

13The Indy Autonomous Challenge is an international challenge where teams from universities develop
autonomous racing vehicles with the ultimate goal of improving the safety and performance of autonomous
driving technology [53].
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Figure 3.9: The plot for a) model memory usage, b) peak inference memory usage, and
c) average inference latency for DeepAR, MQCNN, Seq2Seq, and TFT models at different
window configurations, for the 𝑐𝑡𝑒 safety requirement of the ACT case study, which is
similar to the results for the ℎ𝑒 safety requirement. The above results at forecast horizon
of 3 s and 𝑐𝑚 = 1 are also similar to the results for the ADS case study.
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For both 𝑐𝑡𝑒 and ℎ𝑒 safety requirements in the ACT case study, all models in all
configurations yield practical model size and peak inference memory usage. Fur-
thermore, although MQCNN, Seq2Seq, and TFT exhibit a constant and very low
inference latency, DeepAR’s inference latency significantly increases with the fore-
cast horizon and context multiplier, which can render DeepAR impractical for longer
forecast horizons at 𝑐𝑚 > 1.
For the ADS case study, all models, in a practical window configuration of ℎ = 3 s
and 𝑐𝑚 = 1, yield practical model size, peak inference memory usage and inference
latency.

3.6.7 Discussion

Safety Monitoring via Safety Metric Forecasting. Overall, the results of our study suggest
that safety metric forecasting, given learned component outputs and scenarios, is effective
for safety monitoring. Indeed, the models, when evaluated on a dataset with a balanced
distribution of safety violations, i.e., the 𝑐𝑡𝑒 safety requirement of the ACT case study,
have yielded F3 scores above 95% for all 𝑐𝑚 and ℎ combinations, except for Seq2Seq at
ℎ = 12 s.14 However, the fact that all the evaluated models have high F3 scores, for
the 𝑐𝑡𝑒 safety requirement in the ACT case study, does not mean that all of them are
equally accurate in predicting safety violations. This is highlighted in Table 3.4, where
1-2% differences in F3 scores, for the 𝑐𝑡𝑒 safety requirement, translate into two orders of
magnitude increase in the number of false negatives (FN). Furthermore, for both the ℎ𝑒

safety requirement of the ACT case study, where the distribution of safety violations in
the dataset contains less safety violations compared to 𝑐𝑡𝑒, and the ADS case study, where
the size of the dataset is substantially smaller than that of the ACT case study, we observe
that at least one model yields an F3 score of 77% or more, for 𝑞 > 0.5. This suggests that
training the DL-forecasting models to achieve high safety violation prediction accuracy,
collecting a large number of diverse safety violations in the dataset is crucial.

Moreover, we observe that the ranking of evaluated models in terms of safety metric
accuracy (q-Risk) matches the ranking of models in terms of recall scores, suggesting that
q-Risk values could be indicators of the recall scores for safety violation prediction (compare
Figure 3.5 with Figure 3.7). However, we observe that the same order does not hold for
precision and F3 scores. For instance, MQCNN and Seq2Seq have higher (q-Risk) values
than DeepAR for ℎ = 3 s (Figure 3.5), whereas their precision and F3 scores (Figure 3.6 and
Figure 3.8, respectively) are significantly higher. Thus, we conclude that although q-Risk
values, which are readily available after training the models and testing them on the test
dataset, might be an indicator of the recall score for safety violation prediction, they are
not indicators of precision and overall accuracy (F3) scores for safety violation prediction.
Thus, in practice, one needs to compute precision and F3 scores before choosing a model
for runtime deployment, and not only rely on q-Risk scores.

14Recall that by safety monitoring, we refer to runtime monitoring of learned components and the system
operational context to predict a system safety requirement violation, which is, different from predicting
when a learned component might mispredict.
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Our results further illustrate that the use of DL-based probabilistic forecasting methods,
especially those with sequence-to-sequence architecture, leads to low inference latency while
consuming feasible computing resources in terms of model size and peak memory usage
during inference.

Furthermore, the results confirm the superiority of probabilistic forecasting over point
forecasting for use in safety monitoring. This conclusion is drawn based on our empirical
results and the fact that point forecast predictions correspond to the median (𝑞 = 0.5)
value of the probability distribution predicted by probabilistic forecasting methods [13].
Our empirical results show that using values from the tail-end of the forecast probability
distribution (𝑞 ≥ 0.95 in our case) leads to more accurate safety metric and safety violation
predictions than predictions for 𝑞 = 0.5.

Window Configurations. We explored the effect of different combinations of varying
hazard forecast horizons and context multipliers (window configurations), on prediction
accuracy (RQ3) and runtime performance (RQ4), on the ACT case study only, due to the
limited size of the dataset used for the ADS case study (as discussed in section 3.6.3).
Given all the results discussed in section 3.6.5 and section 3.6.6, we conclude that for both
𝑐𝑡𝑒 and ℎ𝑒 safety requirements in the ACT safety monitoring problem, TFT is the best
model to be used for predicting imminent safety violations, i.e., ℎ = 3 s, for all 𝑐𝑚 values.
We further suggest that high 𝑐𝑚 values (𝑐𝑚 = 9) be used as they improve overall safety
violation accuracy. Nevertheless, as the peak inference memory of TFT increases with
the increase in 𝑐𝑚, a lower 𝑐𝑚 might also be considered depending on the available GPU
memory onboard the learning-enabled autonomous system. The results for ℎ = 12 s further
highlight that, although DeepAR has superior prediction accuracy than other models, it
is not as accurate as TFT for ℎ = 3 s. Furthermore, the high average inference latency
of DeepAR at ℎ = 12 s prohibits it from being used as a safety monitor of the learned
component, as discussed in section 3.6.6. However, if model optimizations and specialized
inference hardware can reduce the DeepAR’s inference latency to an acceptable range, it
can be considered for predicting longer horizon safety violations given its good prediction
accuracy. Nevertheless, considering both accuracy and inference latency, using TFT on
shorter forecast horizons than 12 s, is a better option.

Challenging Scenarios. Although the trained safety metric forecasters yield high overall
accuracy in predicting safety violations, it is important to identify the scenarios during
which the safety monitor is more likely to mispredict safety violations. Characterizing
such scenarios will allow the developers to generate more relevant execution data which can
be used to train the safety monitors further and increase their safety violation prediction
accuracy. Moreover, knowing the scenarios under which the safety monitor is expected to
yield lower safety violation prediction accuracy would allow a system to be vigilant during
the run-time of such scenarios and intervene in the automated operation of the system, if
necessary.

One potential method relies on fitting a regression tree [77] to the safety violation
prediction results (such as the ones provided in section 3.6.4). Concretely, a regression tree
is fitted to a dataset whose features are the scenario parameters, and target variable is the
F3 score that the safety monitor yields for the corresponding scenario. A notable benefit of
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a regression tree is that it allows the extraction of explainable rules that specify the part
of the scenario space where the safety monitor yields a lower accuracy.

As an example, to explore the feasibility of explaining variation in safety violation pre-
diction accuracy, we have fitted a regression tree to the safety violation prediction accuracy
results of the safety monitor based on the TFT forecasting model, at the prediction quantile
𝑞 = 0.995, for the 𝑐𝑡𝑒 safety requirement of the ACT case study (section 3.6.4). Therefore,
the features of the regression tree are the ACT scenario parameters, i.e., time of day, cloud
cover, and starting 𝑐𝑡𝑒 and ℎ𝑒 of the aircraft 15, while the target variable is the F3 score
of the TFT model at 𝑞 = 0.995. Using grid search, we fitted regression trees by exploring
combinations of values for its hyperparameters, i.e., maximum depth and minimum number
of samples per leaf node. We computed the average mean squared error (MSE) for each
model using 10-fold cross validation [35] and selected the most accurate tree, i.e., the one
with the lowest average MSE over all ten folds (𝑀𝑆𝐸 = 3 × 10−4). The computed measure
of determination (𝑅2) for the most accurate model is 0.68, indicating that most of the
variance in F3 is explained by the tree. We have provided the dataset used to train the
regression tree, as well as the selected regression tree (with detailed accuracy metrics) in
our replication package (see subsection 3.6.9).

Based on the most accurate regression tree, we observe that the following three rules
characterize part of the scenario space where the safety monitor yields its lowest F3 score:

• time of day ∈ {afternoon} ∧ cloud cover ∈ {moderate, high}=⇒𝐹3 = 0.952

• time of day ∈ {afternoon} ∧ cloud cover ∈ {none, low}=⇒𝐹3 = 0.973

• time of day ∈ {morning} ∧ hestart ∈ [−10◦,−7.5◦]=⇒𝐹3 = 0.984

Given the above rules, we observe that time of day, cloud cover conditions and starting
ℎ𝑒 values are the most important features explaining variations in safety violation predic-
tion accuracy across scenarios. We further conclude, based on the above rules, that the
lowest accuracy scores are observed during the afternoon, when the sky is moderately or
highly cloudy (cloud cover ∈ {moderate, high}). As mentioned earlier, knowing the scenario
subspace where prediction is challenging, specified by the above rules, can help the devel-
oper understand where more scenarios can be generated to re-train the safety monitor and
potentially increase its prediction accuracy for low-accuracy scenarios. Moreover, the user
can take the uncertainty of the safety monitor predictions into account at runtime, e.g.,
by being vigilant during scenarios where safety violation prediction accuracy is low and
intervening when necessary.

3.6.8 Threats to Validity

In this section, we discuss potential threats to the validity of our study, namely internal,
external, conclusion and construct validity [127,145,156].

15The detailed description and value ranges for the scenario parameters are provided in our replication
package (subsection 3.6.9).

83



Internal Validity. Internal validity is concerned with the accuracy of the cause-and-
effect relationships established by the experiments. Due to the limitations of the GluonTS
library at the time of our evaluation, we had to use models for evaluation that were
implemented in different ML frameworks. Concretely, DeepAR, MQCNN, and Seq2Seq
models were implemented in MXNet while the TFT model was implemented in PyTorch,
as the MXNet implementation of the TFT model was faulty and the MXNet models for
MQCNN and Seq2Seq were not available. The use of different ML frameworks could impact
the internal validity of the results. However, we conducted preliminary experiments on a
model implemented in both frameworks16 to compare the impact of differences in ML
framework on safety metric forecasting accuracy and runtime performance (memory and
time overhead). We found that the differences in accuracy and runtime performance metrics
were less than the standard deviation of the measurements and negligible.

External Validity. External validity is concerned with the generalizability of our results.
One notable factor to consider is that in this study, we relied only on a specific ACT

system (TinyTaxiNet) and simulation platform (X-Plane), for the ACT case study, and
relied on a specific ADS system (Dave-2) and a simulation platform (Udacity simulator).
However, X-Plane is a widely used high-fidelity simulator, and TinyTaxiNet was the best
open-source ACT available at the time of our evaluation. Through preliminary exper-
iments, we confirmed the superior 𝑐𝑡𝑒 estimation accuracy of TinyTaxiNet against two
other pre-trained models that were available on the NASA ULI X-Plane Simulator project
repository on GitHub [67]. Regarding the ADS case study, Dave-2 is a widely used lane
keeping ADS, and Udacity is a popular simulator used for closed-track simulation of ADS.
Nonetheless, further studies involving other learning-enabled autonomous systems in avi-
ation and autonomous driving, as well as other domains, such as autonomous agriculture,
and manufacturing, are required. We should however keep in mind that experiments such
as the ones reported here entail substantial computations and extensive calendar time, i.e.,
7500+ hours of GPU computation which were performed over 42 calendar days, thanks
to having access to multiple GPUs on the Digital Research Alliance of Canada compute
clusters.

Another relevant factor is that due to X-Plane’s capabilities, we were only able to
set the weather statically, i.e., without sudden changes that rarely happen. The same
static weather has been used in the ADS simulation used by our study [131]. Nevertheless,
both X-Plane and Udacity simulator are widely used high-fidelity simulators, as mentioned
above. Moreover, given that the maximum duration of a scenario execution, in both the
ACT and ADS cases studies, are less than 4 min and 2 min, respectively, assuming a static
weather over the execution is not unreasonable.

An additional factor potentially impacting our proposed method’s generalizability, is
the fact that we assume that the monitored safety metrics are directly measurable (e.g.,
𝑐𝑡𝑒𝑎𝑐𝑡 can be measured directly using a GPS) or can be estimated during the system op-
eration (e.g., Time-To-Collision or TTC in the case of autonomous driving is estimated
based the relative distance and velocity between the ADS and the object in front of it [90],
which can be measured using a front radar on the ADS). However, this is not a restrictive

16At the time of our evaluation, only similar DeepAR implementations were available in both frameworks.

84



assumption as safety requirements, similar to any type of requirement, should have already
been defined by the system developers and safety engineers, such that they are measur-
able [60]. Therefore, the safety requirements are expected to rely on metrics that can be
measured or estimated to assess their satisfaction or violation.

Another factor that could impact the generalizability of our results relates to the fact
that we have not evaluated the performance results of our models on embedded hardware
similar to the one that might be used during the operation of real ACT and ADS systems.
Nevertheless, our analysis revealed that the memory demand by the models is quite low and
in line with what is reported in resource-constrained environments. Regarding the average
inference latency measurements, model optimizations such as model quantization [117],
can potentially improve the average inference latency of models, especially DeepAR such
that its latency falls below runtime constraints. However, we have performed our latency
measurements using cloud-strength NVIDIA V100 GPUs, in an inference setting, e.g.,
disabling gradient calculations [108,109].

Conclusion Validity. Conclusion validity relates to the conclusions that can be drawn
from the collected data and their statistical significance. We followed the widely accepted
rule-of-thumb of 30 repetitions for the experiments and we report every statistical value
with its confidence interval.

Construct Validity. Construct validity is concerned with the degree to which the mea-
sured variables in the study represent the underlying concept being studied. As dis-
cussed in section 3.6.3, q-Risk is a widely used metric to measure the accuracy of time
series predictions (forecast safety metric values in our case) for a specific prediction quan-
tile [13, 74, 75, 118], since it provides a summation of quantile loss (QL) over the forecast
horizon for all predictions, normalized over all samples in the test set. As discussed in
section 3.6.4, we have used precision and recall which are widely used as metrics to capture
the accuracy of the models in terms of missed safety violations and false prediction, re-
spectively. Furthermore, similar to [131], we have used F3 score as an aggregate metric to
compare the overall safety violation prediction accuracy of safety monitors while capturing
the relative importance of false negatives and false positives. As discussed in section 3.6.6,
the performance overhead introduced by the safety monitor can be refined to space and
time overheads. Since models are loaded in the GPU, GPU memory usage is a metric that
successfully captures the space overhead of the models as model size and peak memory
usage during inference. Whereas, average prediction latency effectively captures the time
overhead of the model at runtime.

3.6.9 Data Availability

The evaluated DL-based probabilistic forecasting models have been implemented in Python.
We made the aforementioned implementations, the instructions to set up the ACT case
study, the detailed description of the scenario parameters used to generate data, the gen-
erated ACT dataset, the raw and preprocessed ADS dataset, and the detailed evaluation
results, for both the ACT and ADS case studies, available in our replication package [123].
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3.7 Conclusion

In this chapter, we proposed a method for safety monitoring of learned components in
autonomous systems via probabilistic safety metric forecasting. We address the practical
challenges of lacking access to internal information of the learned component and the system
having limited operational resources, by using state-of-the-art DL-based probabilistic time
series forecasters. They rely on scenarios and learned component output values to provide
predictions of the safety metric probability distribution with acceptable inference latency
and memory usage. We apply these forecasters to widely used case studies in autonomous
aviation and autonomous driving, namely ACT and lane keeping ADS, respectively, where
we run extensive experiments to evaluate the safety metric and violation prediction accu-
racy, inference latency, and computation resource usage of state-of-the-art models, with a
varying lookback and hazard forecast horizons while comparing them against a very com-
petitive baseline (DeepAR). Our evaluation results suggest that probabilistic forecasting
of safety metrics, given learned component outputs and scenarios, is effective for safety
monitoring. Moreover, the evaluation results show that using Temporal Fusion Trans-
former (TFT) for predicting imminent safety violations (ℎ = 3 s), for all lookback horizons,
leads to the most accurate predictions with acceptable inference latency while consuming
reasonable computational resources.
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Table 3.4: Various safety violation prediction accuracy metric values for different models
and quantiles, for 𝑐𝑡𝑒 and ℎ𝑒 (rows highlighted in gray ) safety requirements.

Model Average Metric Value ± 0.5 × 𝐶𝐼0.95

𝑞 = 0.5 𝑞 = 0.95 𝑞 = 0.975 𝑞 = 0.995
FN

Seq2Seq 2062.9 ± 111.5 2022.0 ± 114.5 1949.7 ± 142.3 1669.6 ± 198.9
1400.9 ± 32.9 1138.8 ± 43.8 1073.4 ± 42.0 989.4 ± 44.7

DeepAR 2236.5 ± 329.5 124.5 ± 73.9 46.0 ± 31.1 10.3 ± 7.6
1658.8 ± 20.3 1130.5 ± 40.0 934.1 ± 45.2 577.7 ± 46.2

MQCNN 2128.0 ± 199.9 1531.2 ± 201.6 1372.3 ± 174.0 1037.6 ± 211.2
1344.7 ± 40.3 961.7 ± 65.9 826.2 ± 67.1 594.6 ± 73.2

TFT 729.2 ± 27.2 131.4 ± 17.6 78.1 ± 11.6 16.8 ± 2.5
866.9 ± 20.4 420.0 ± 24.3 325.7 ± 22.3 153.9 ± 15.6

FP

Seq2Seq 1073.4 ± 129.0 1108.9 ± 150.6 1191.4 ± 175.6 1642.5 ± 291.9
958.8 ± 165.1 2395.2 ± 402.2 2953.1 ± 460.7 3982.8 ± 528.9

DeepAR 3311.0 ± 684.6 14501.4 ± 1113.0 16781.9 ± 998.2 19858.7 ± 842.3
276.4 ± 24.8 2337.9 ± 240.0 4420.1 ± 455.4 13203.1 ± 1093.1

MQCNN 732.8 ± 110.2 1243.0 ± 160.6 1457.3 ± 186.4 2224.9 ± 336.1
533.7 ± 76.3 2032.3 ± 363.5 3118.9 ± 522.3 6069.3 ± 1018.0

TFT 348.4 ± 13.3 1677.3 ± 61.3 2190.1 ± 78.9 4026.0 ± 138.0
344.6 ± 19.1 1752.8 ± 73.0 2385.5 ± 102.9 4808.9 ± 221.0

Precision

Seq2Seq 0.978 ± 0.0026 0.977 ± 0.0030 0.975 ± 0.0035 0.967 ± 0.0056
0.496 ± 0.0304 0.343 ± 0.0254 0.309 ± 0.0237 0.261 ± 0.0233

DeepAR 0.936 ± 0.0120 0.773 ± 0.0138 0.746 ± 0.0116 0.712 ± 0.0089
0.693 ± 0.0156 0.338 ± 0.0186 0.242 ± 0.0162 0.118 ± 0.0082

MQCNN 0.985 ± 0.0022 0.975 ± 0.0031 0.970 ± 0.0036 0.956 ± 0.0062
0.646 ± 0.0261 0.422 ± 0.0330 0.343 ± 0.0304 0.249 ± 0.0335

TFT 0.993 ± 0.0003 0.967 ± 0.0012 0.957 ± 0.0015 0.924 ± 0.0024
0.804 ± 0.0081 0.515 ± 0.0085 0.451 ± 0.0087 0.308 ± 0.0086

Recall

Seq2Seq 0.958 ± 0.0023 0.959 ± 0.0023 0.960 ± 0.0029 0.966 ± 0.0041
0.383 ± 0.0145 0.499 ± 0.0193 0.527 ± 0.0185 0.564 ± 0.0197

DeepAR 0.954 ± 0.0067 0.997 ± 0.0015 0.999 ± 0.0006 1.000 ± 0.0002
0.270 ± 0.0089 0.502 ± 0.0176 0.589 ± 0.0199 0.746 ± 0.0203

MQCNN 0.956 ± 0.0041 0.969 ± 0.0041 0.972 ± 0.0036 0.979 ± 0.0043
0.408 ± 0.0178 0.577 ± 0.0290 0.636 ± 0.0295 0.738 ± 0.0322

TFT 0.985 ± 0.0006 0.997 ± 0.0004 0.998 ± 0.0002 1.000 ± 0.0001
0.618 ± 0.0090 0.815 ± 0.0107 0.857 ± 0.0098 0.932 ± 0.0069

F3

Seq2Seq 0.960 ± 0.0019 0.960 ± 0.0020 0.962 ± 0.0024 0.966 ± 0.0032
0.390 ± 0.0125 0.472 ± 0.0122 0.486 ± 0.0107 0.498 ± 0.0103

DeepAR 0.952 ± 0.0049 0.969 ± 0.0012 0.966 ± 0.0015 0.961 ± 0.0015
0.287 ± 0.0090 0.476 ± 0.0135 0.510 ± 0.0129 0.481 ± 0.0146

MQCNN 0.959 ± 0.0036 0.969 ± 0.0035 0.972 ± 0.0030 0.976 ± 0.0034
0.423 ± 0.0170 0.549 ± 0.0212 0.576 ± 0.0182 0.595 ± 0.0159

TFT 0.986 ± 0.0005 0.994 ± 0.0002 0.994 ± 0.0001 0.992 ± 0.0003
0.633 ± 0.0084 0.770 ± 0.0079 0.785 ± 0.0064 0.774 ± 0.0048
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Table 3.5: Various safety violation prediction accuracy metric values for different models
and quantiles, for the ADS case study.

Model Average Metric Value ± 0.5 × 𝐶𝐼0.95

𝑞 = 0.5 𝑞 = 0.95 𝑞 = 0.975 𝑞 = 0.995
FN

Seq2Seq 56.8 ± 1.4 31.0 ± 3.7 19.5 ± 4.9 6.6 ± 4.3
DeepAR 61.4 ± 0.7 30.6 ± 1.2 23.5 ± 1.5 13.2 ± 1.8
MQCNN 59.3 ± 2.0 20.0 ± 3.7 8.4 ± 3.2 2.2 ± 1.8
TFT 55.6 ± 1.8 12.3 ± 1.6 7.7 ± 1.2 2.2 ± 0.3

FP
Seq2Seq 22.0 ± 1.9 45.5 ± 5.5 80.1 ± 18.7 158.0 ± 23.5
DeepAR 2.9 ± 0.3 48.5 ± 3.1 64.1 ± 3.2 87.4 ± 4.4
MQCNN 14.4 ± 2.5 67.7 ± 14.0 126.0 ± 21.7 180.7 ± 16.4
TFT 12.9 ± 1.5 55.1 ± 3.1 67.1 ± 3.0 97.1 ± 6.0

Precision
Seq2Seq 0.810 ± 0.0128 0.728 ± 0.0153 0.649 ± 0.0380 0.505 ± 0.0449
DeepAR 0.968 ± 0.0035 0.711 ± 0.0120 0.663 ± 0.0101 0.610 ± 0.0113
MQCNN 0.867 ± 0.0179 0.676 ± 0.0311 0.555 ± 0.0405 0.460 ± 0.0282
TFT 0.880 ± 0.0105 0.714 ± 0.0101 0.679 ± 0.0085 0.605 ± 0.0142

Recall
Seq2Seq 0.619 ± 0.0092 0.792 ± 0.0246 0.869 ± 0.0329 0.955 ± 0.0289
DeepAR 0.588 ± 0.0047 0.795 ± 0.0079 0.842 ± 0.0097 0.911 ± 0.0121
MQCNN 0.602 ± 0.0131 0.866 ± 0.0248 0.943 ± 0.0216 0.985 ± 0.0122
TFT 0.627 ± 0.0121 0.918 ± 0.0109 0.949 ± 0.0080 0.985 ± 0.0022

F3

Seq2Seq 0.634 ± 0.0084 0.784 ± 0.0197 0.833 ± 0.0215 0.866 ± 0.0144
DeepAR 0.612 ± 0.0046 0.785 ± 0.0062 0.820 ± 0.0079 0.868 ± 0.0096
MQCNN 0.620 ± 0.0119 0.838 ± 0.0169 0.874 ± 0.0099 0.880 ± 0.0028
TFT 0.645 ± 0.0113 0.892 ± 0.0086 0.912 ± 0.0057 0.927 ± 0.0031
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Table 3.6: Statistical comparison of F3 score values for different DL-based forecasters at
quantiles q≥ 0.5, for 𝑐𝑡𝑒 and ℎ𝑒 safety requirements of the ACT case study and the 𝑐𝑡𝑒

safety requirement of the ADS case study, respectively.

Comparison F3 score

𝐴 𝐵
𝑞 = 0.5 𝑞 = 0.95 𝑞 = 0.975 𝑞 = 0.995

𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵 𝑝 𝐴𝐴𝐵

TFT Seq2Seq 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00
TFT DeepAR 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00
TFT MQCNN 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00

Seq2Seq DeepAR 1.84 × 10−2 0.68 1.16 × 10−7 0.10 1.60 × 10−3 0.26 3.39 × 10−2 0.66
Seq2Seq MQCNN 7.62 × 10−1 0.48 2.28 × 10−5 0.18 1.25 × 10−5 0.17 3.37 × 10−5 0.19
DeepAR MQCNN 3.64 × 10−2 0.34 1.37 × 10−1 0.39 4.71 × 10−4 0.24 7.69 × 10−8 0.10

ACTℎ𝑒

TFT Seq2Seq 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00
TFT DeepAR 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00
TFT MQCNN 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00 3.02 × 10−11 1.00

Seq2Seq DeepAR 8.99 × 10−11 0.99 5.59 × 10−1 0.46 5.26 × 10−4 0.24 3.64 × 10−2 0.66
Seq2Seq MQCNN 3.34 × 10−3 0.28 3.01 × 10−7 0.11 1.55 × 10−9 0.05 1.96 × 10−10 0.02
DeepAR MQCNN 6.70 × 10−11 0.01 8.20 × 10−7 0.13 6.53 × 10−7 0.13 7.39 × 10−11 0.01

ADS𝑐𝑡𝑒

TFT Seq2Seq 1.41 × 10−1 0.61 2.92 × 10−9 0.95 2.19 × 10−8 0.92 1.61 × 10−11 1.00
TFT DeepAR 2.58 × 10−5 0.82 3.01 × 10−11 1.00 3.01 × 10−11 1.00 4.96 × 10−11 0.99
TFT MQCNN 9.88 × 10−3 0.69 4.98 × 10−7 0.88 1.98 × 10−8 0.92 7.85 × 10−12 1.00

Seq2Seq DeepAR 2.12 × 10−4 0.78 5.89 × 10−1 0.46 2.77 × 10−1 0.58 1.52 × 10−1 0.61
Seq2Seq MQCNN 6.25 × 10−2 0.64 9.79 × 10−5 0.21 3.25 × 10−2 0.34 6.87 × 10−1 0.47
DeepAR MQCNN 2.97 × 10−1 0.42 1.49 × 10−6 0.14 1.74 × 10−8 0.08 6.60 × 10−3 0.30
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Chapter 4

Discussion

In this chapter, we discuss the broader impacts that the outcomes of the research presented
in this thesis can have on practitioners and industry, as well as policy makers, and the
general public (society).

4.1 Industry Considerations

In this section we discuss the higher level, practical considerations of the tools presented
in this thesis, to be used by system developers.

Safety requirements. It is important to note that to be able to successfully use the
hazard boundary identification and safety monitoring tool, system safety requirements
should be measurable, i.e., their (degree of) satisfaction can be measured via safety metrics.
However, given that measurability is one of the fundamental characteristics of a well-
formed requirement [60], we can assume that applying the methods and tools proposed
in this research does not pose additional burden in terms of reframing requirements to be
measurable, as this should have already been done by system and requirement engineers
during the system design process [60]. It is worth noting that autonomous systems deployed
in safety-critical settings, such as an ADS or a service robot, are interacting with the
public directly. Thus, they should have to additionally satisfy system safety requirements
stemming from ethical and trust considerations. The satisfaction of such requirements are
more challenging to measure, as they involve normative and subjective concepts that have
to be operationalized, as opposed to objective physical properties involved in physics-based
safety requirements, e.g., minimum safe distance.

Simulation infrastructure. As discussed in chapter 2, to evaluate the safety outcome of a
combination of scenario and learned component output, the system has to be executed in a
simulator to enable measurements the safety metric values. Although the search algorithm
that we proposed is significantly more effective and efficient compared to other baselines,
we observed that increasing the compute resource for simulation increases the number
of combinations that are close to the hazard boundary (Figure 2.6). Furthermore, the
larger the number of combinations searched by MLCSHE, the larger the number of hazard
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boundary samples upon which safety monitors (chapter 3) can be trained on. Therefore,
it is important for the developers of AI-enabled autonomous systems to setup a simulation
infrastructure that is:

1. configurable: the relationship among environmental objects are captured by a scenario
domain model where their parameters can easily be controlled to define (ideally using
a dedicated scenario specification language) and simulate a wide variety of scenarios;

2. high-fidelity: can realistically simulate physical interactions (ideally without requiring
prohibitively high amount of computation), e.g., implementation of variable road
friction based on different weather conditions for ADS;

3. controllable: can easily measure, record and control environmental and system pa-
rameters, usually implemented through an API;

4. concurrent: multiple simulations can run in parallel on distributed or dedicated com-
pute resources without adversely impacting each other.

There are also ways to improve the compute demand for simulations, which will be dis-
cussed in section 5.2.

Parameter observability. In both chapter 2 and chapter 3, we have assumed that many
parameters are observable during simulation and operation of the system. They include
scenario parameters such as environmental conditions, as well as the time series of pa-
rameters necessary for computing the safety metric values. This highlights the need for
a simulator with sufficient fidelity in identifying the hazard boundary. The required level
of simulator fidelity depends the operational context (complexity) of the learning-enabled
system. For instance, a simulator for a robotic arm involved in automated manufacturing
does not need to be as high-fidelity as a simulator for an AV, as the former has a relatively
constant surrounding environment while the latter has a much more diverse and complex
surrounding environment. Due to the recent leaps in simulator quality and fidelity, we ex-
pect this to be less of an issue in the future. Finally, as noted above, for safety monitoring,
parameters selected to characterize a scenario and compute the safety metric should be
observable by the system. For instance, in the ACT case study in chapter 3, weather con-
ditions and centerline deviation (to compute the safety metrics) are measurable via sensors
other than the camera, i.e., the former is provided by weather satellites while the latter
can be computed using GPS coordinates (although with higher latency than the camera-
based estimator). Again, the advances in sensor development and low latency connectivity
(5G and 6G communication), have improved and will continue to improve the limitations
caused due to this consideration.

Safety Monitor Evaluation. In chapter 3, we proposed a safety monitoring method
evaluated in terms of prediction accuracy and runtime constraints. However, developers
should also consider assessing the safety monitor in terms of robustness, explainability, and
completeness. In subsection 3.6.7, we introduced and demonstrated a potential method for
evaluating the explainability of safety monitors. This approach identifies the operational
contexts in which the safety monitor forecasts are less accurate and serves as an additional
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uncertainty metric associated with the safety monitor forecasts at runtime. In the context
of safety monitoring, robustness refers to the ability of the safety monitor to provide con-
sistent forecasts under perturbed inputs. While robustness analysis methods such as fuzz
testing [70] are indeed necessary for further evaluating safety monitors before deployment,
the method discussed above can also offer valuable insights into the safety monitor’s ro-
bustness to variations in operational contexts. Finally, regarding completeness, we argue
that practitioners should ensure a safety monitor is trained on and evaluated against an
authoritative set of scenarios (operational contexts) before runtime deployment. This sce-
nario set should be carefully defined for the target geographic area and operational design
domains (ODDs). For example, the scenario set for an autonomous taxi operating in Ot-
tawa, ON, should not only include nominal highway and urban driving scenarios but also
extreme winter conditions, such as freezing rain or blizzards on rural roads lacking visible
markings. Recent initiatives, such as the Safety Pool Scenario Database1, offer a valuable
repository of scenarios collected from municipalities worldwide, serving as an excellent
starting point for practitioners.

4.2 Regulatory and Societal Considerations

The methods and tools presented in this thesis can be applied to any learning-enabled
autonomous system such as in driving, aviation, manufacturing, and agriculture. However,
discussing their impact on regulations and society depends on their application context.
For the rest of this discussion, we focus on automated driving as it is arguably the field
with the most development, interest, investment and near-term impact on society.

As described in the hierarchical socio-technical safety control structure of a system,
presented by Leveson [73], a system’s operation and development process is subject to
regulations enforced by local, national and international authorities. For instance, for
an autonomous vehicle to be able to operate in California, its operation should have been
sanctioned by US Department of Transportation (USDOT), National Highway Transporta-
tion Safety Administration (NHTSA), and California Department of Motor Vehicles (CA
DMV), the national and state regulatory bodies. This happens either through permits
issued under previously issued regulations or under special permits which are issued before
comprehensive regulation is enacted, such as the Autonomous Testing and Deployment
permits issued by CA DMV2.

Currently, the overall regulatory environment is characterized by a mix of federal, state,
and international laws, which is rapidly evolving while trying to establish frameworks that
establish a balance among various aspects such as safety, innovation, public acceptance,
integration with existing transportation system and liability [143]. Due to the dynamic
and evolving regulatory landscape, many regulators, in different jurisdictions, can mainly
rely on international industry standards as a baseline for safety evaluation and certification
of autonomous vehicles to issue public road testing and deployment permits [93].

1https://www.safetypool.ai/database
2https://www.dmv.ca.gov/portal/vehicle-industry-services/autonomous-vehicles/

autonomous-vehicle-testing-permit-holders/
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Notable industry standards concerned with functional and system safety of autonomous
vehicles include: ISO 26262 [57], ISO 21448 [58], and ANSI/UL 4600 [4].

The ISO 26262 standard [57], titled “Road Vehicles – Functional Safety,” is a standard
for the functional safety of electrical and electronic systems in road vehicles. It focuses
on ensuring that automotive systems meet safety requirements throughout their lifecy-
cle, mostly in the context of potential hazards caused by system malfunctions [57]. The
standard provides a risk-based approach, which classifies hazards according to severity,
exposure, and controllability to determine the appropriate Automotive Safety Integrity
Level (ASIL) [57]. It is worth noting that ISO 26262 covers safety from component to
system level, over all the stages of the system development lifecycle, including testing and
operation.

The ISO 21448 standard [58], titled “Road Vehicles – Safety of the Intended Functional-
ity (SOTIF)”, focuses on addressing safety concerns that arise from the intended functions
of a system, particularly in advanced driver assistance systems (ADAS) and automated
driving systems (ADS). Unlike ISO 26262, which deals with risks due to system malfunc-
tions [57], ISO 21448 addresses scenarios where the system functions as designed but may
still encounter safety issues due to limitations in sensor performance, environmental condi-
tions, or unexpected use cases [58]. The standard emphasizes a comprehensive process that
starts with hazard identification and risk assessment, followed by design and development
activities aimed at mitigating identified risks.

Testing plays a crucial role in ISO 21448, where verification and validation processes are
used to ensure that the system performs safely in real-world conditions [58]. This includes
rigorous scenario-based testing to evaluate the system response to a wide range of opera-
tional scenarios, including those that might not have been foreseen during the design phase.
The standard also highlights the importance of simulation and field testing to capture edge
cases and scenarios that are difficult to replicate in controlled environments [58].

Runtime monitoring is another essential aspect of ISO 21448, focusing on the continuous
observation of system performance during operation. This involves implementing mech-
anisms to detect when the system is approaching the limits of its intended functionality,
enabling real-time adjustments or interventions to maintain safety [58].

Finally, the ANSI/UL 4600 standard [4], titled “Standard for Safety for the Evalua-
tion of Autonomous Products”, is a safety standard specifically designed for autonomous
systems, including autonomous vehicles and robots. It focuses on addressing functional
safety, system safety, and validation of fully autonomous systems, where there is no human
intervention or fallback in case of system failure. UL 4600 differs from ISO 26262 and
ISO 21448 in that it is designed specifically for fully autonomous operations and covers a
broader range of autonomous systems beyond just road vehicles. The standard relies on the
concept of a safety case, which is a structured argument backed by evidence demonstrat-
ing that the autonomous system operates safely. The safety case must address potential
hazards and ensure that risks are reduced to an acceptable level [4].

Similar to ISO 26262 and ISO 21448, UL 4600 requires performing a hazard and risk
analysis. However, UL 4600 focuses on identifying hazards specifically related to au-
tonomous decision-making and environmental perception. The standard outlines a process
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for safety assessment that includes scenario-based testing, simulation, and field testing,
ensuring that systems can operate safely under both nominal and edge case conditions.
UL 4600 requires that autonomous systems be designed with capabilities for continuous
monitoring and self-assessment during operation. This ensures that the system can de-
tect anomalies, adapt to new conditions, and be updated as needed to address unforeseen
safety issues [4]. UL 6400 also addresses many other aspects related to autonomous ve-
hicles such as cybersecurity, human-machine interaction, and ethical considerations. We
refer the interested reader to the standards themselves for further details.

The methods for hazard boundary identification and safety monitoring that we pro-
posed in this thesis can be useful in ensuring that an AV adheres to the above standards.
As mentioned above, ISO 26262 focuses on safety violations resulting from faults in compo-
nents, including learning-based software components. Our hazard boundary identification
method (MLCSHE), described in chapter 2, provides the means to identify the cases where
the learned component malfunction, e.g., miclassification of objects detected by the percep-
tion component, leads to a system-level safety violation. Moreover, as MLCSHE searches
the scenario space using a high-fidelity simulator, the identified hazard boundary can take
into account the edge cases, as well as system safety violations caused by complex com-
ponent interactions, which is the focus for ISO 21448, as discussed above. Finally, the
approximate hazard boundary of the learned component, identified by MLCSHE, can be
used as (in)direct supporting evidence for the safety case arguments developed under UL
4600 guidelines. As discussed in subsection 2.4.4, the identified hazard boundary is inde-
pendent of the learned component implementation itself. Thus, by comparing the outputs
generated by the actual learned component, used in an AV during operation, under various
scenarios, with the approximated hazard boundary, one can demonstrate that the system
does not violate the safety requirements under the combinations covered by the hazard
boundary.

Regarding runtime operations of AVs, the safety monitoring method proposed in chap-
ter 3, not only monitors for safety violations that are caused by learned component faults,
it also takes into account edge cases and complex component interactions as the dataset
used to train the safety monitors is based on high-fidelity simulations of the system in
diverse scenarios. Thus, the method presented in chapter 3, provides a valuable means to
ensure that AVs can adhere to runtime monitoring demands of ISO 26262, ISO 21448, and
UL 4600.

Finally, we would like to briefly address the impact our tools and methods can have on
the overall safety certification process performed by the certification authorities. Recent
examples of the authorities delegating their certification expertise to system developers
themselves, e.g., the delegation of many certification activities of the B-737 Max aircraft
to Boeing itself by the Federal Aviation Authority (FAA) [98], have shown to be fatal,
as they “erode the oversight capability” [98] of the authority. Therefore, certification
authorities need to be capable in evaluating the safety of AVs using unified methods and
tools that can also preserve the confidentiality of the design of various AVs. Overall,
black-box methods, such as the ones proposed in this thesis, that enable identification
of the hazard boundary of the system and runtime monitoring, without making specific
assumptions on the architecture of the learned component, allow them to be applied to
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various AV providers in the industry, without requiring confidential system information.
Specifically, MLCSHE can be used to identify the hazard boundaries of various critical
learned components of the AVs without requiring the certification authority to have access
to their design details. Recall that an executable model (or even and API) of the system
that can be executed in a simulator is sufficient to run the search. Alternatively, the
AV developers can execute the search, where the algorithm and its convenience functions
and tools are encapsulated in a library approved by the certification authority, and report
the execution results to such authority. Therefore, MLCSHE provides the regulators and
certification authorities with a unified means to evaluate the impact of learned components
on the safety of learning-enabled autonomous systems during the certification process.

Furthermore, the black-box safety monitoring method proposed in chapter 3, can poten-
tially provide a path for policy makers to demand runtime safety monitoring mechanisms
from AV providers. The safety monitoring method based on safety metric forecasting re-
quires execution data which can be collected while simulation-based testing of the AV is
being conducted by the developers. Note that simulation-based and scenario-based test-
ing of AVs is common practice and is usually conducted as part of their development and
testing. Furthermore, our evaluation methodology provides the metrics and the process to
assess the accuracy of the trained safety monitors.
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Chapter 5

Conclusion

In this chapter, we provide a summary of contributions and identify future work items.

5.1 Summary of Contributions

In summary, this thesis provides the following contributions:

1. MLCSHE, a hazard boundary identification method that can identify learned-component
output and scenario combinations that exist on the hazard boundary of a learned
component, using cooperative coevolutionary search (section 2.5). Our contributions
related to MLCSHE include:

(a) A probabilistic fitness function to estimate the distance of a learned component
output and scenario combination to the hazard boundary (subsection 2.5.2).

(b) An application of MLCSHE to a complex autonomous driving case study, i.e.,
Pylot and CARLA (section 2.6).

(c) A Python-based implementation of MLCSHE with a simulation manager to run
parallel simulations (subsection 2.6.5).

(d) An empirical evaluation of the effectiveness and efficiency of MLCSHE and its
comparison with random search and genetic algorithm baselines, using large-
scale Pylot and CARLA experiments (section 2.6).

2. A runtime safety monitoring method that provides early warnings of safety violations
using probabilistic temporal forecasting of system safety metrics. Relevant contribu-
tions to our safety monitoring method are:

(a) A low-latency method to forecast the safety metric values in the near future
using the history of the safety metric, learned component outputs and its oper-
ational context (section 3.5).
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(b) An application of the safety monitoring method to two safety requirements of
a widely used autonomous aviation case study, including a dataset generated
from system-in-the-loop simulations (section 3.6).

(c) A large-scale empirical evaluation of state-of-the-art DL-based time series fore-
casting models assessing safety metric and violation prediction accuracy as well
as runtime latency and memory usage over various window configurations (sec-
tion 3.6).

(d) A Python-based implementation of the models as well as detailed hyperparam-
eter tuning and data generation instructions are provided (subsection 3.6.9).

3. A discussion on potential impacts of the above methods and tools on industry and
society.

Table 5.1 summarizes the relevance of the contributions of this thesis with respect to
the objectives stated in section 1.2, which are repeated below for convenience:

TO1 (Hazard Boundary Identification): Identify the combinations of system contexts
and learned components’ behaviors that lead the system to a hazard state, i.e., the
hazard boundary of learned components.

TO2 (Safety Monitoring): Monitor the system during operation (at runtime) and pre-
dict if the behavior of learned components can lead to system safety violations (i.e.,
hazard) given its operational context.

Table 5.1: Thesis objective-contribution traceability matrix

Thesis Objectives Contributions
1 2 3

TO1 x x
TO2 x x

5.2 Future Work

As learning-enabled autonomous systems become more complex and ubiquitous, so does
the need and potential for growth in research aimed at making them safer at the design,
development, and operation stages of their life cycle. Below, we present several immediate
and long-term opportunities for future research.

Other case studies. Although we have studied various case studies in the automated
driving and autonomous taxiing domain over large-scale experiments, there is still a need to
further evaluate and validate the proposed methods and tools in other application settings,
e.g., industrial manufacturing, agriculture, search and rescue. Moreover, the same case
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studies can be further studied under different ODDs, e.g., a highway driving ODD for the
automated driving case study evaluated in chapter 2.

Integration testing of learned components. We believe that the identified hazard bound-
ary using methods and tools introduced in chapter 2 can also be used to further improve
the integration testing of a learned component. As described in chapter 2, MLCSHE jointly
searches the space of scenarios and learned component behavior without relying on a spe-
cific implementation of the learned component. Thus, if the ODD and the architecture
of the system remains the same, the identified hazard boundary does not change as well.
Therefore, using the information in the hazard boundary, we can test to ensure that given
a scenario, a learned component does not generate an output sequence that we know will
lead to system safety violation. This is useful in cases where the model is changed, via
re-training for instance, or is replaced with another model during the system operation.

Increased MLCSHE search efficiency. We have already shown in our evaluations that
MLCSHE is more efficient than its comparable baselines. Nevertheless, it is still a costly
search that can benefit from further efficiency in search. One way to improve the search
can be to leverage ideas from surrogate-assisted search methods [43], where the outcome of
a scenario and learned component output combination is estimated, instead of being exe-
cuted in a simulator, based on surrogate models that are trained using a limited number of
simulations. Over the course of the search, these surrogate models can become more accu-
rate using additional simulations for cases where the surrogate models’ uncertainty grows
large [43]. We expect the above suggestion to provide a major improvement to search effi-
ciency as the high-fidelity simulations conducted during the hazard boundary search con-
sume the most significant portion of the search budget. Another potential way to improve
the search efficiency is to take advantage of methods developed based on formal methods.
Methods such as the ones mentioned in section 2.4, can provide over-approximations of
the learned component and system output regions given various scenarios. Despite the
fact that they currently face many practicality and scalability limitations, if such methods
were to be successfully combined with MLCSHE in such a way that they could determine
the regions that the search should focus on, e.g., the over-approximated hazard boundary,
they can reduce the size of the search space significantly, thus improving the efficiency of
the search.

Increased tool availability. The tools developed during the course of this research are
available online and have been developed such that they can be reused by other researchers
and practitioners. However, we believe that they can be made more available and usable
for a wider community use. First, the code for the MLCSHE algorithm can be further
refactored such that it can be integrated into one or more widely used searched-based
algorithms libraries such as DEAP1. Second, the safety monitoring tools developed in this
thesis and the used models can be packaged in Docker2 images significantly facilitating the
setup, training and deployment of such models.

Emerging learning-enabled autonomous systems. Recent advances in machine learning
have led to the emergence of novel learning-enabled autonomous system architectures. Con-

1https://deap.readthedocs.io/en/master/
2https://docs.docker.com/
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ventionally, autonomous systems observe, process and interact with the environment using
a perception-prediction-control cycle [88]. However, the advent of end-to-end learning-
enabled systems and foundation models is starting to change that. In the case of end-
to-end learning-enabled systems, such as the ones mentioned in the survey by Chib and
Singh [25], a large deep learning based model consisting of various layers and architec-
tures, directly connects the environmental inputs to control actions of the system. In
another case, with the emergence of Large Language Models (LLMs) and (vision) founda-
tion models, new autonomous system architectures have already been proposed that utilize
such models to perceive the environment, reason and make decisions [23,30]. Furthermore,
foundation models have shown promising results in handling novel scenarios (i.e., zero-shot
inference) [31]. Both of the emerging autonomous systems mentioned above introduce addi-
tional safety challenges. The end-to-end autonomous systems currently lack the modularity
that exists in the conventional component-based autonomous systems, which can be used
to introduce redundancy to the architecture and thus make them more reliable. For foun-
dation model-based autonomous systems, aside from them being at early stages of research
and development, leading to basic challenges such as runtime performance [88], they po-
tentially suffer from having a single point of failure, i.e., the foundation model, which is
known to have its unique safety challenges such as hallucinations [9, 150]. Nevertheless,
due to the promising effectiveness of the above architectures, they are likely to be deployed
in safety-critical applications in the future. Therefore, the need for further research on
making these emerging autonomous systems safer is crucial. We believe that the ideas and
tools introduced in this thesis can play an integral part in defining the hazard boundary
of such systems and monitoring them at runtime.

Improved usability. It is unlikely that the practitioners would like to use the tools
and methods proposed in this thesis are experts in cooperative coevolutionary search and
probabilistic temporal forecasting. Rather, they are probably safety engineers who would
like to rely on our proposed tools as part of their overall safety assurance framework.
Although we have tried to explicitly describe the decision making process for choosing
the parameters of the search algorithm and the forecasting models, and provide detailed
installation and execution instructions in our implementations, more thorough guidelines
and rules of thumb (such as the ones provided in handbooks [38, 119]) can be developed
both in general terms as well as context-specific cases for various common application
contexts, to further improve the usability of such tools for practitioners.

Multiple safety metrics. In this thesis, we have proposed methods and tools while fo-
cusing on a single safety requirement and metric at a time3. However, a learning-enabled
autonomous system has to satisfy numerous safety requirements, each of which can po-
tentially be measured using multiple safety metrics. Although our proposed methods and
tools can be applied to various safety requirements and metrics individually, we believe
that they can also be modified to take multiple safety metrics into account at the same
time. In the context of safety monitoring, this would translate to probabilistic multivariate
forecasting where multiple safety metrics forecasts can be jointly generated. Thus, the use
of alternative probabilistic multivariate DL-based forecasting models [95, 111, 112] should

3We have addressed different safety requirements and metrics over the various case studies evaluated
in this research.
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be considered. For hazard boundary identification, the search problem would potentially
be changed into a many-objective cooperative coevolutionary search problem [55], which
would probably impact the definition of the fitness function. In both cases, further research
and investigation are required.
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Autonomous Driving: A Survey. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition (CVPR) Workshops, pages 4488–4499,
New York, NY, USA, June 2022. IEEE.

[16] Mariusz Bojarski, Davide Del Testa, Daniel Dworakowski, Bernhard Firner, Beat
Flepp, Prasoon Goyal, Lawrence D. Jackel, Mathew Monfort, Urs Muller, Jiakai
Zhang, Xin Zhang, Jake Zhao, and Karol Zieba. End to end learning for self-driving
cars. CoRR, abs/1604.07316, 2016.

[17] Markus Borg, Jens Henriksson, Kasper Socha, Olof Lennartsson, Elias
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Bright, Stéfan J. van der Walt, Matthew Brett, Joshua Wilson, K. Jarrod Mill-
man, Nikolay Mayorov, Andrew R. J. Nelson, Eric Jones, Robert Kern, Eric Larson,
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