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ABSTRACT

A cryptosystem makes use of a transformation and some
keys. The security of the system thus depends on the secure
management of the keys apd .the “robustness” of the
transformation.

In this thesis, we first describe some of the methods for
cryptanalytic attacks, key distributions and diéital
signatures. We then modify some of the key distribution and
digital signature techniques for possible application in a
videotex environment (Chapter I and II).

Our major work is the proposal and computaticnal
experiments of a statistical technique for testing one of
the properties about the “robustness”® of ‘encryption

algorithms (Chapter III}). In fact, the Chi-square test is.
| used to detect :E; funétional independeﬁce between the
ﬁléintext and the ciphertext (for a fixed key), and between
the key and the ciphertext (for a flxed élaintegt) Qf a
é}yptosystem.

Though the method can be applied éo a general encr&ption
algogithm, we'dp our computational experiments for DES (Data
Encryption Sténdard Algorithm of WNational Bureau of

Standards) because-of its widespread dcceptance. A lot of

efforts have been'spent in the coding (Chapter 1V).

- iv - , Z
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‘42 tests have been /Bngofhed, 21 for testing the

functional independence between the plaintext and ' the.
ciphertext and 21 for testing the key and the ciphertext.

Our test results show that independence between these data

can be éssumed for DES.
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. Chapter T - o ..
e ¢
FUNDAMENTALS OF DATA. ENCRYPTION' AND.  VIDEOTEKT - ‘.
- SYSTEMS S
1.1 INTRODUCTION
L ZR— .
Data encryption depends mainly on mathematical

transformationé. 0Old-fashioned cryptosystems rely heavily

) : Ch .
on keeping these transfeormations secret. In modern

. . LI
cryptography, the transformations are ‘'often known to the

pﬁblicba d security of a cryptosystem depends on keeping the

-

keys secret. Two different approaches for handling the kefs

result in what we now §Enerally accept as the conventional

. cryptosystems aﬁd public-key cryptdsystems (DAVI82, DIFF76,

RIVE18, NEED78, POPE79, DIFF79, MEkK?S, DENN81). In this
Chapter, “we explain the fundamental concepts of these

[
cryptosystems and some cryptanalytic“ schemes of attacking

Ehemd- Some relevant applic¢ations will be reviewed “in
.

Chapter TI. -

Since we shall consider some encryption-based skcurity’

' ‘
problems for videotex systems, a brief review of some major
] .
videotex systems is included. Lo



1.2 FUNDAMENTALS OF OLD-FASHIONED, CONVENTIONAL AND.
PUBLIC—KEY CRYPTOSYSTEMS

»

i) Old-fashioned cryptosystemst ' : -

Y

" Historically, encryption methods have been

4 e

divided into two categories: substitutions and
transpositions.

v a) Substitution .

In this category -of methods, - each letter ar
group of letters of the plaintext is repléded,by
another letEer or group of lette;s according to
a certain rule, The result is the Ciphertext
(TANES1) .

A particular approach is the }éethbd of
permutation on the symbols of ‘the plaintext,. as‘

shown in the following

Plaintext:

abcdefghiijklm
nopdgrstuvwzxy?z

ciphertext:-

LY

gwer tyuio p asd
fghijklzxcvbnm

By this permutation, the word “attack”, for

instance, will be encrypted as “gzzgea“. This

‘method is called a monoalphabetic substitution.
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A method in which évery letter in the
plaintext is replaced with two letters is called
a 2—a1phabétic substitution. A more complex
method, called polyalphabetic substitution, can
be obtained by introducing the concept of key

and table lookup (HARR73).

Transposition

.In this category of methods, the ciphertext

is produced by reordering the letters of the
plaintext (LEMP79).

=

One of the commonly used transposition

methods, ,is called . columnar transposition. In

w’

"this method, axkeyword without repeated letters

(e.g., MEGABUCK) is used to index alphabetically

the columns of a table. The length of the

keyword determines the number of columns of the
'table. The plaintext is ﬁritten horizontally .as’
a series of ro&s. The ciphertext is formed by
reading the columns df’f%e table, stgrting Qifh
the column under' the (alphabgticallyﬁ lowest
letter, then the column under the sécond lowest,
and so on. This is illustrated by tHe following

example:



MEGABUCK <---- Reyword

Plaintext--> pl e ase tr Ciphertext

Plaintext : pleasetransferonemilliondollarst

omyswissbankaccountsixtwotwoabed

Ciphertext: afllsksoselawaiatoossctclnmomant

esilyntwrnntsowdpaedobuoeriricxb

The keyword 1in this example is “MEGABUCK”.
The plaintext is written row by row under the
keyword. To form the ciphertext, the column
under the letter -‘A‘ of the keyword is read
first,'and then the columns under ‘B‘; “c*, °E”

and so on.

ii) Conventional cryptosystems:

A conventional encryption process makes use of a
mathematical transformation F, and a key SK, such

that
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-

C = F(P:SK)

1

where P is the plaintext (the message to be
encrypted), and C is the ciphertext (the encrypted
message). For F to be useful, there must exist

another transformation F*, the inverse of ¥, for
» -

~recovering P from C, i.e.,

P = F"(C,SK).
Usually, both F and F° are known to the public
and use the same key SK, and the key SK is kept

secret. Thus, this approach is useful only if it

is very difficult to Yecover P from C without the

knowledge of the key SK.

The DES (Data Encryption Standard) Algorithm is
the most well-known methmatical transfo}mation used
in conventional éryptosystems (SMIﬁBl,‘ JRENTB1,
BRAN76, GAIT77b, HEAT76, MORR77, STEP78, SYKE77,
fUCH?S, YASATG) . It was developed by IBM and
adopted by NBS (National Bureau of Standards) as‘a
USA standard (NBS77, BRYCS81}. The algorithm

consists of a sequence of product transformations

f{i.e., combinations of transpositions and

substitutions). Its details will be described in

Chapter IV,

Public-key cryptosystems:




In 1976, Diffie and Hellman‘jDIFF76) propdsed‘a
new direction for cryptographic developments
(MERK78, RIVE?SC, RIVE79, SIMM77, PRIC81, SIMM79,
MERK78b, SHAMSO, POHL78, ADLE79, HERL78, NEED7S,
DAVI8Ob). In their approach, a transformation F is

ssed for'encrypting the daEa P
C = F(P,Pk)

while another transformation F~ -
P = F°(C,SK)

is'ﬁsed for recovering the oriéinal data P. The
decryption key SK £§T§o called thé secret ‘key) is
different from t&% encryption key PK (also called
the public key) and is difficult to be derived from
PK. In practice, the two transformations and the
encryption key PK are known to the publiec, while
the decryption key SK is kept secret. Obviously,
there must be some relationship between the two
keys and between the encryption and decryption
transformations.

Well-known mathematical transformations for the
public key cryptosystems are the MIT Algorithm
proposed‘by'ﬁivest, .Shamir, and Adleman (RIVE78)
and the-Trapéoor\ Knapsack Algorithm proposed by

Merkle (MERK78).



1.3 CRYPTANALYSIS

Cryptanalysis is the subject in which we stuﬁy t?e
methods for breaking a cryptosystem. (DIFF77, GARD77,
SINK68, DAVI79, HELL79, RAHN76, KULL76, TUCH79, RIVE7S8,

RIVE?79, HOFF?%, BRIG77, EDWA66, GROS74, TUCK73, HELL76,
BARK77, FRIE44, GAITSG).. In old-~fashioned cryptography the
aim is to discover the mathematical transformations. For
modern cryptosystems the aim is either to discover the keys
‘or to recover the plaintexts directly. Three approaches are
commonly used for ¢ryptanalytic attacks: ciphertext only
attacks, known plaintext attacks and chosen plaintext

o

attacks:

iT‘ . Ciphertext only attack

A ciﬁherﬁext only attack 1is a cryptanalytic
process in which the cryptanalyst has obtained a
large amount of ciphertext and the attéck is based
almost entirely on thé information about them
(TANEBl,HOFF?7,BRIG77). If the cryptanalyst also
has some general (but not speéific) knowledge
(e.q., the format) about the plaiﬁtext, he may be
able to crack the system more easily. For example,
he may know that the ‘plaintext is a .Telidon data
stream, but does notiknow exactly what its conteﬁts
are.

In the following we describe a typical procedure
of how a cryptanalyst attacks an old-fashioned

cryptosystem,
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A cryptanalyst first‘ collects. a substantial
amount of ciphertexts. To determine if they are
generated by the method of transposition, he can

make use of certain statistical properties of-the,
| plaintext. For example, if the plaintext 1is an
English message, étatiétical information about the
occurrence freguencies of English letters is
available. (e.g., E, 13.05%; 2, o.dsé; digrams TH,
3.16%; RO, 0.55%; trigrams ING, 1.42%; CON, 0.45%;
wordd THE, 6.42%; NOT; 0.61%; etc.) (TANESL). - He
then counts the frequencies of the letters
appearing in the collection of ciphertexts and
compares these frequencies with those of the
English letters. If they have a simila: frequency
distribution, those ciphertexts are 'éenerated by
the method of transposition siﬁce a transposition
simply vreorders the letters and - does not change
their occurrence frequencies. - {

If the ﬁreguency distribations are different{
the collectéd ciphetexts may bg_generated by the
method of substitution. In order to find out
whether this is true, a cryptanalyst can calculate
the index of coincidence, IC, of the ciphertext. It

is defined as

‘i .
rc - A £5(£5-1)
N (N-1)



-

where £ is the number of occurrences in the
ciphertext of the i letter of the alEhabe;, and N
is the number of letters in the whole ciphertext.

If the plaintext is in English and the IC value
is greater than 0.066,-- probably mono§1phabeticl
substitution has been used. If the 1IC value |is
between 0.052 and 0.066, a 2-alphabetic
substitution is possible. If the IC value is less
than 0.038; a polyalphabetic substitution 1is
expected.

Tf the IC wvalue —indicates that @he ciphertext
may have been generated by © the method of
monoalphabetic substitution, a cryptanalyst can use
the following technique to attack the ciphertext.
He sfarts by counting the relative freQUencies of
all the letters in thé ciphertext. Then, he
assigns the most common one to ‘e’ and the next
common one to “t”. After the substitutions, if
there is a éattefn, e.g., “tXe’, in the ciphertext,
he 1ooks at the trigrams to find a common one of
the form “tXe”. It suggests that “X° is ’h‘:
Similarly, if the pattern “th¥t” occurs frequently,
the “Y° probably stands for “a“. With this
information, he can look for a frequently occuring
trigram of thg form “azw” thch is most 1likely

“and”. By making.guésses of the commonest letters,




‘

digrams, and érigramsf’tﬁe cryptanalyst builds up_a‘
tentative plaintext.

In some cases, a cryptdnalyst may also make use
of certain knowledge of sgmé commonly uséd.phraées
to build - his plaintext. For examplé, a business
letter mosé probablf.begins with “Dear Sir:” and
many time-sharing computer ’ systems Jbegin with a
ﬁessage “Please ;ngn‘.

Cons;der the following ;iphertext created by an

accounting firm (grouped  into blocks of five

characters each):
¢+ CTBMN BYCTC BTJDS QXBNS GSTJCIBTSWX CTQTZ CQVUJ
QISGS TJQZZ MNQJS VLNSX VvSzZJU JDSTS JQUUS JUBXJ-

JDSKS UJSNT KBGAQ JZBGY QTLCT ZBNYB NQJéW‘ABCDE

A word which occurs frequently in an accounting
firm repoft is “financial”. Using the knowledge
that “financial” has a repeated letter. “i%, with
four otﬁer letters between their occurrences, a
cryptanalyst looks for repeated letters with this
spacing in the ciphertext. He finds 10 such cases
starting -at positions 6; 15, 27, 31, 42, 48, 56;
70, 71, and 83, However, only two of these groups,
those starting at positions.Bl and 42 respectively,

have the second letter (the letter “n” in the

- 10 -
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ﬁiaintext) repeated - in the proper places.
Furthermqre, among these two, only the firét has
the 1e£ter “a® correctly positioned. Thus he knows
that the word “financial” begins at position 30.

' Ciphertekt only 'attack is the weakest -threat'a
cryétosystem is usually subject vto. Any system
-which succumbs to it must be considered Eotally

unsecure,

Known plaintext attack and chosen plaintext attack

A known plaintext attack is a cryptanalytic:
process in which the cpyptahalyst has knowledge of
a substantial amount of released plaintexés and
their corresponding ciphertexts (TANES1, BRIG77).
For a modern cryptosystem the goal of the attack is
to discover thé key for later usage by making use
of such knowledge. For eiample, commercial product
announcements or press releases may first be senf
in encrypted forms and disclosed to the public
.later. | A cryptanalyst caﬁ first intercept the
ciphertext and later match it with the released
plaintext.

In a known plaintext attack, cne poséible

Iapproach is for a cryptanalyst to first collect a

' possible 1list of keys, e.q., names of babies} names

of streets, etc. He tﬁen encrypts the (known

plaintext with each of these keys and compares the

-1 -



. .
resulting ciphertext with the known ciphertext. If

they are the same (or in similar patterns), the key

is trapped. The drawback of this approach is that

it . is very time consuming to try all the possible
keys. ' -

In order to save encryption time, a cryptanalyst
can encrypt some comﬁon plaintexts (e.g., ELEASE
LOGON, DEAR SIR, etc.) in advance by using all the
keys he has collected. He then stores the pairs of
keys and ciphertexts. Laéer, if he wants to break
the ciphertext,‘ he simply 1locates the . same
ciphertext 1in the pairs of keys and ciphertexts
which he has already stored. He tﬁen uses the
extracted encryption key to decrypt the ciphertext
to get the‘corresponding plaintext. The drawback of
this approach is that it requires a largé storage
area for all the keys and ciphertexts.

The trade-off of these two approaches is time

and computer meﬂ?ry.
* [ »

A chosen ﬁléintext attack is similar to the

known plaintext attack. The difference is that in
a known élaintext-attaCR the plaintext is always
obtained from the user of the system; whereas in
the chosen plaintext attack, a cryptanalyst plans

and creates his own plaintext which can help him to

obtain knowledge about the structure of the keys,

- 12 -
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etc.  He then traps the system to encrypt it amd -

intercepts the ciphertext.
A system that succumbs to known or chosen

plaintext attack is considered unsecure.

VIDEOTEXT SYSTEMS

Videotext services

A videotex sysgem has three subsystems: .the user
terminals, the information providers” términals:
and the information gentre. A user terminal
consists of a display monitor, a microprocessor and
a keypad (see Figure 1.1). A user selects data for
display on the screen by qsing " menu-lookup
'searching techniques.

Videotex service may be one-way or two-way.
One-way service is also known. as teletext. 1In such
a system all the informatibn pages are continuously
broadcast in cycles to all the users, A uéer cah
select those pages he wants. Ceefax (WOOL80) is an
example off such systems. Two-way service is also
known as viewdata. It needs a two-way cgnnection‘
between the user terminal and the information
centre by telephone 1linesy coagal cable, etc. -
Examples include England”s Prestel_Syétem (TROUBO)

and Ffance’s Antiope system (MART79).

- -

~-13 -



Following are a few major videotex systems:

‘Bell Canada“s.Vista

Vista (WOOLBO) is a videotex System having a

single host. All users and information providers

are connected to the host,

Britain”s Prestel

Britain“s early Prestel System {(TROUS0)

consisted of several information retrieval
computers (IRC) and one update centre (UPC). Each
of the IRC”s contained an identical database. = The

current plan is to include three update centres.

v

France”’s Antiope e

In France’s ?ntiope systém (MART79)., the
videotex centreg,’databases, and update'centres are
connected by the Transpac Data Network. Users are
connected to the information retrieval computers by
telephone lines.: A particular unit called DIDON

provides the broadcast services,

ii) Data encryption in videotex systems

Data streams in certain videotex systems have
speci;I formats. - For example, a Telidon system
uses the PDI (Picture Description Inst;uction)
opcodes (OBRiBZ) in ‘coding the data. fThere are 32
PDy/;pcodes. Since they are publicly known, data
encryption of Telidon data will be particularly

r

- 14 -



sensitive to cryptanalytic attacks (see Section

1.3).

A “conventional” (i.e., nofi-integrated) vidg?tex‘

system has the following 1imitations: ' -

a) User "terminals - have very little processing
capability.

b) For teletext systems (one-way p}oadcast) no
feedback is possible. | |

c) For a v%deotek'syétem using . a terminal with a

simple ké&rad, the input tool is limit® to a

few numeric keys and special function key{.

The above limitations restrict thé applicability
of data encryption techniques to a “conventional”
videotex system. A cryptosystem requires more
intelligence and computing facilities in the user
terminals in order to distribute the communication

keys and encrypt or decrypt the meésages. An

ordinary user terminal in a “conventional” videotex _

system cannot handle these problems.

/”"‘ - 15 -



aalmges
oo
i

dalets

DDD

ongln Tepaal

C_]C:JC]

vistany

DDD
Be-

raxl

back

reyraca

{uncuon

heip

Figure 1.1

send -

next -

back -

delete

retrace -

origin -

LABELS
execute operation
next page
previous page

erase previous-
character

repeat 1in reverse
order last ten
pages viewed

restore service
directory to

T sCcreen

repeat -

‘page » -

function-

vista/tv-

- pause -

2c0om -

help -

Keypad 3r the VISTA System.

display pa'ge again

display page
pumber

followed by other
key(s), .specifies
operations

sign—on/s'gﬁ—off

halt display until
pressed. again

expands top or
bottom half of

page

reguests user
instructions



.,

Chapter II

KEY MANAGEMENT AND DIGITAL SIGNATURES

2.1 INTRODUCTION

. ¢
In designing a cryptosystem for a network environment,

one ofsthe major issues is to properly  distribute the keys
to the senders and receivers. %he keys should not be
permanent and must be.changed when there is fear of being
compromised. Kejs must g; provié;; to new users and old keys:
be discarded égﬂwsers withdraw. Consideration of all these
problems forms the . subject of Key management (MATY?Bt
ERRS78, SEND78). '

In business, authenticity of dpcuﬁents for legal, or
financial purposes is determined by. the-presence of an
authorized handwritten signature, However , handwritten
signatures cannot be used in a modern information system
because they cannot be computerized and automatically
transmitted to the wusers. Digital signatures which are
devised to replace the handwritten ones can be used to
authenticate these documents (FEISS58, NEED78, WIDM76,
RIVE78a, DAVI80a, BOOTS81). k

In this Chapter, ue shall discuss the solutions for some

of the problems related to key distributions and digital

signatures. Section 2.2 presents a key distribution protocol

- 17 -



for conventional cryptosystems. Section 2.3 reviewsfMe;klefs
method for’ key distribution.  Section 2.4 discusses a kéy
distribution protocol for public-key cryptssystems. Section
2.5 reviews,‘a key distribution protocol wusing the
exponential function in modulo arithematic. Section 2.6
aiscusses briefly ™ some. public-key digital signature
protocols. - Section 2.7 proposes some modifications on the
conventional-key and the publiec-~key distribution protocéls_
for a videotex system. Section 2.8 studies the application
of the expsﬁential—function-based key distributidﬁrprotocol

to a videotex system.

2.2 A COﬂVENTIONAL-KEY DISTRIBUTION PROTOCOL

In a conventiqnal cryptosystem, both the sender and the
receiver use the same key. For each pair of éender and
receiver, " two identical keys are créated and delivered
personally between themselves. This key distribution method
is inconvenient énd insecure, especiallf for those
cryptosystems which have many users or have to change the
keys frequently. 1In oraer to communicate securely with the
other users, one has to maintain all their keys. If the
cryptosysﬁem is large, secure storage of these keys will be
a difficult problem.

. In the following we. describe a key distribqtion protocol

for conventional cryptosystems (NEED78, PRICS81, GUDES8O0,

KENT81, SIMM79). In this protocol, a KDC (key distribution
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centée) yiil handle.the creation and transmig;iop of kegﬁ.
For each usef;- two keys are involved, A key, éalled the
communication key,  is temporarily created for each
communication session. ' It is discarded once the
communication is over. Another key, called the secret key,
is known only to the RDC and the user. It is used for
encrypting the communication keys. |

Notation: (X,Y)K'I means that the concatenation of X and
Y is encrypted with the key K; ofuser i.

Assume that user A initiates a request for cémmunication-
with user B. The following five steps (see Figure 2.1)
describe how a communication key can be created and

transmitted to the two users, A and B.

(1) To establish a connection, user A sends a request to
the RKDC. The request contains his own identity A and
a message (R,BfKa. This message contains a random
number R and the identity of B and is encrypted with

the secret key of A.

. SKa

A->KDC: . A, (R,B)

(2) The KDC obtains R by decrypting the encrypted part
of A“s message. He then sends the following
encrypted information to‘A: the communicétion'key Ke,
the random number R, and £he message (KC,A)SKb, The

random number R is included in the reply s¢ as to

prevent an intruder from impersonating the KDC by
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(3)

inserting a previous communication key which the

intruder wants users A and B to use again.

SKy, SKa
KDC->A: (RerR, (K yA) )

When user A receives this reply, he decrypts it with

"his secret key. He extracts the encrypted portion of

SK

" the incoming message, (K¢,A) b, and sends it to user

(4)

(3)

B together with a request identity, CR.
- SKp

A->B: CR, (Kc,A) '

Now only wuser B can.get the coﬁmunication gey Rer
since it is encrypted with user B s secret key. User
B may need fqrther assurance that it is indeed user A
who sends the réquest,'and not some intruder using
reéuest of the previoﬁs communication. Thus, user B
includes in his reply to user A a different random
number R, and his own identity, encrypted with the

communication key, Ke.

) . Ke
B->A: (R",B)

After checking user B”s identity, user A modifies the
random Qumbér R 1in a preafranged manner (e.g.,
changing R to R°-1). He then encrypts and returns
the modified number to user B. In this way; user A

authenticates himself to user B.

K
A->B: (R"=1) ©
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k4 . .
After these steps, user A and user B have authenticated

their own identities and can start their data communication.

-

2.3 MERKLE”S METHOD FOR KEY DISTRIBUTION

Merkle (MERE?Ba) proposed anotherlkey distribution method
for copventional cryptosystems; fhe method is based on the
concept of a “puzzle”. A “puzzle” is defined by Merkle as a
cryptogram (also called ciphertexéy | intended to be broken.
This method is described below in the context of the DES
algorithm (TANES8L).

~Two users A and B wish to communicate in a secure way.
Suppose that user A initiates the conversation. His firs;l
message to user B may read as follows:
¥ "Dear B,

T am sending you 20,000 puzzles. Each puzzle 1is a
cryptogram whose corresponding plaintext starts with 128
zero bits and 1is followed by a 16-bit puzzle number and
then a 56-bit key. These cryptograms have been encrypted
using the DES algorithm w{th a key of 56 bits long whose
last 22 bits are all zero. Please, pick Sne of these
cryptograms randomly and break .it by brute force, For
example, by trying all the 2**34 56-bhit keys, each
ending with 22 zeros. On finding a kef that yields a
plaintext starting with 128 zeros, . vyou will have broken
the cryptogram. Then extract the 56-bit number at the end

and use it as your key for our communication. As your

i
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first message, send me back the puzzle numbé; in an

unencrypted form, so that T knqyswhich key you are going

to use.

Your secretive correspondent, A"

The above message is followed by 20,000 puzzles. User B
then.selects one of them at random, decrypts it according to
user A”s instruction, ‘and obtains the puzzle number and the

communication key. User B will send the puzzle number .to

user -A. When  user A receives it, he_can look up for its

corresponding key. This key- will beg, used to encrypt and
decrypt messages in both directions throughout the
communiéation.

The main point of this method is that a user has only to
break one puzzle by brute force, while an intruder has to
try an average of 10,000 pu}zles in order to compromise the

key.

2.4 PUBLIC-KEY DISTRIBUTION PROTOCOLS

Theoretically, the algorithm and the public key of a
public-key cryptosystem can be made public-(see Section
1.2). . It seems that this solves the problems of key
distribution. However, this is not so. The security of a
pub}ic—key cryptosystem depends on the cgrreCQA public~key
being selected by the sender. If the key listed in a bublic

directory is a wrong one, (probably altered.by an intruder},
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the purpose of using a public key is lost. Also, the users
themselves may someﬁimes want to change the:public keyé for
fear that their secret keys have beeﬁ compromised.

Thus, a secure public-key cryptosystem requires the use
of aﬁ up-to-date public key. ° One Qay to distribute and

maintain the up-to-date public keys is by' means of a key

3
distribution centre. The following protocol (see Figure

2.2) describes how such keys can be transmitted to two users
A and B from a key distribution centre (KDC) (PRICE1,"
SMB&ZQ). It is assumed that user A initiates the

communication request.

(1) User A requests the public key of user B by sending
the following message to the KDC, which contains the

identities of both A and B.
A~>KRDC: (A,B)

(2) The KDC sends to user A the public key of user B, and
SKkoc |
a message, {PKp ,A) R all encrypted with the

secret key SKype of the RDC.
SK SK
KDC->A: (PR}, (PR4,A)  ROC ) "KDC

(3) After decrypting this message with the public key of
KDC, user A extracts the public key of user B and the
encrypted message {PK, ,AFKKDC . He then sends a
communication requesth CR and the eﬁcrypted message

SK
(PK3.,A) KDC to user B.
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A->B: CR, (PK, ,A)S‘KKDE
(4) On recognizing the command CR, user B knows that the
received messageis a communication request. He then
decrypts the encrypted part of thé message with the
public key of KDC. He now knows user A is. the sender
and his up-to-date pﬁblic key is PK,;. To prove that
the message is not sent by an intruder, user B sends
to user A a random number R, encrypted with the

public key of user A.

PK
B->A: (R)
(5) User A identifies himself to user B as follows: He
first obtains R by decrypting the received message
and re-encrypts R with the public key of user B. He

then sends the re-encrypted R to user B.

PK z
A->B: (R) P
{6} On receiving this message, user B decrypts it with
his own secret key and obtains R. He compares this R
with the one he sent to user A previously. The

‘ -
messages sent by A are valid if they are the same,

because only A can have obtained R by decrypting the

message in (4) .

After these steps, users A and B have obtained the up-to-
date public keys and have authenticated their own
identities. They can start their data communication.
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2.5 éﬁ'EXPONENTIAL—FUNCTION—BASED KEY DISTRIBUTICN
PROTOCOL

Tﬁis protocol makes use of the foilowing property of the
exponential function in modulc arithmetic.

For a given prime number, m, and appropriate intggers a and x (e.gf,
when a and m are relatively prime, x between 0 to m-1), the exponen?ia? “
; funcEion, b=aX(mod m), is a one-to-one mapping onto the set
. {0 1,...,m-1} As a result, b has an inverse, x=logab (mod

. For a given value of b, ip has been p;bven ({DAVIB2)
that, in most cases, it is very difficult to calculate x
from this inverse function when m is large. Thus, §g=ax(mod
m) is a one-way function. This property is used in the
following key dlstrlbutlon protocol.

Assume that a and m are publicly known. Users A and B
choose secretly thelintegers x and y, respectively, from the
range of 0 to m-1. A computes the véiue a* (mod m} and sends
it to B. Simila;ly, B compﬁtes the value ay(mod m) and
sends it to A. Knowing'x and ay(mod my. A can now computé

(ay)x(mod m), which is the same as axy(mod m). Similarly, B

can compute (ax)y(mod m} which is also axy(mod m) .
The value of axykmod m) will be used as a ccmmunication
key throughout ?ﬁe éommunication session between users A and
B.
An intruder knows only the values of a, m, ax(mod m) and
ay(mod m). . In order to compromise the communication key, he.
has to invert the exponential function ax(mod m) or ay(mod

m) so as to obtain the value of x qQr-y. This process can be
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made impractical by choosing an extremely 1arge‘prime number -

m (DAVI82).

-

2.6 ~DIGITAL.SIGNATURE PROTOCOLS

A digital signature  protocol has three parts: a method

for signing a message, a method for. authenticating a

signature, and a method for resolving disputes. Some digital

signature protocols are briefly described below:

i)

iiy

A digital signature for public-key cryptosystems

The use of public-key cryptosystems for.

providing digital signatures was first suggested byl

Diffie and Hellman (DIFF76). It is based on the
fact that encrypting the decrypted ‘form of a
message m yields m itself, i.e., m=E(D1m,SK),Pﬁ).

User A signs a message m by decrypfing it with
his own secret key, SK. He sends the deérypted
message D(m,SKi to user gras a signed messaqge. Uéer
B can compute E(D(m,SK},PK) (i.e., encrypting the
decrypted message‘with the public key of 'A} and get
back the original message m,

The above procedures c¢an confirm that user A
sigﬁed the message because only he has the

[

decryption key.

-,

A time~stamped digital signature for public-key
cryptosysgtem
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It is often desirable to: be able to solve the
following problems invoiving digital signatures: ’

(1) After the reported 1loss of a key, to deny

the issuance of any messages signed by
éomeone else,

{2) To brevent a user grom’ denying his

’ signatures which are signed before a
reported key loss.

The following time-stamp protocol was proposed
by Merkle (MERK80) to answer those problems. ' In
his approach, he assumes that users A and B agree
on using a time-keeper to indicate the time that a
message is received. User, A, sSigns a message, m,
by decrypting m with‘his secret key, and sends the
decrypted message, D(m,SK), to user B. User B then
uses a time-keeper to time-stamp the message and
asks the central éuthority (CA) to check 1if user
A“s secret key is still wvalid at the current time.
The CA signs a message to confirm the status of A”s
éecret key and sends it to user B.A If user A’s
secret key ha§ been reported 1lost, user B rejects
. the signat;re, otherwise he accepts it.

The time-stamp together with the message signed

by the Ca can confirm that wuser A 1is held

responsible for sending the message, since only

user A has the secret key and the time-stamp can

»
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'Verify that the message was signed before the

reported loss of his secret key.

-

2.7 MODIFICATION OF SOME EXISTING KEY DISTRIBUTION
PROTOCOLS FOR A VIDEOTEX SYSTEM

In designing a Jkey distribufion protocecl for a
“conventional” videotex. system, two properties should e
taken into consideration: Firstly, a “conventional”
videotex ‘system is essentially for information retrieva
Most data move in one direction from the Information
Retrieval Centre (IRC) to the  users. There is no
communiéation among the users themselves. That is, during
each communication session, only one user participate?.
Thus, £he IRC can maintain a central control of the whdie
" system and act as the Key DistriBution Centre (KDC) at the
same time. Secondly,‘the user terminals of a ‘conventionalf
videotex system have very limited processing and operational
capabilities. Their keypad has énly a few function and
character keys and the users are mostly non-technical
people. The burden of communication key création,'etc:vlies
- Qn the XDC. In order to implemeht a cryptosystemj%n a
videotex system, a terminél "should pessess at 1east- the
ability of decrypting encrypted- data and handling key

. ¥
manaéement.'ﬁBécause of the real-time environment, software
implehéntation of sucb\aléorithﬁs will be very inefficient.
LS} cﬁip implementation seems to‘be the natural approach. A

T
chip for the DES Algorithm is being manufactured (DATA82)
S



-

éné another for the MIT Algorithm (RIVE;B) is being designed
in Japan (MIYABZ). |

Wijh the above features in mind, we modify the
conventional key distribution protocol and the public-key
distribution protocol of Sections 2.2 and 2.4 respectively,

so that they will be more suitable for a 'gonventional‘

videctex system.

i) A modified protocol for conventional-key

distribution iE_E videotex system
We modify the con?entional-key distribution
protocdol of Section 2.2 as follows: {see Figure
2.3). The 1IRC kegbs a secret key for every
individual user.
(1) To initiate a request, user A encrypts a
random number R with his secret key SK, aﬁd

sends it together with his identity A to the

IRC,
SKa
A-->IRC: A, (R)
\\\\\\5 (2) IRC decrypts the message with A”s secret key

and‘ gets the random number R. He then
\ encrypts a communication key K. and R with
the secret key of A. The encrypted message
is sent to A. R 1is included in the meséage
so that A knows that the communicatioh‘key
really comes from IRC, because only the IRC
can have decrypted A”s previous message. .
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K
IRC-=->A: (R » Ry

(3) A identifies himself to the IRC by modifying
the R in an agqreed manner. This modified R
is encrypted with the communication key K.,

and sent to the-IRC.‘
Ke
A-—>IRC: (R-1)
After these steps, A can start retrieving

information from the 1IRC with the common

communication key K..



Figure 2.3 A modified protocol for conventional key

distribution in a videotex system.
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ii)

|3

]

modified protocol for public-key distribution in

a videotex system

For a public-key cryptosystem, the IRC does not
have the burden of keeping the users” keys secret,
Both IRC and the usérs use publicly-known keys.
Foilowing is a -modification of the public-key

distribution protocol of Section 2.4 (see ' Figure

(1) To initiate a request, user A encrypts a
random number R with the public key PKpc of
the IRC and sends it together with his

identity A to the IRC.
PK
A=->IRC A, (R) IRC

(2) The IRC decrypts the received message with
his secret key and gets the random number R.
Then he modifies R in an agreed manner
(e.g., changing R to R-1), encrypts a
communication key K., the modified R, and
another random number R” with the_?ublic key
PK, of A aﬁd sends the encrypted message to

A.

| PKy
IRC-->A: (Ke ,R-1,R")

(3) A decrypts-the reply with his own secret

key. He knows that the communication key, K
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¢, is f{@m the IRC by checking the modified
R. To iqentify himself ¢to the IRC, he
modifies ;he R” in an agreed manner (e.g.,
) changing R® to R"-1), encrypts it with the
comm;nication key K. and sends it to the

IRC.

Ke

A-->IRC ~ (R”-1)

After these steps, A can start retrieving
information from the 1IRC with the common

communication key K.,



-~

PK
A, (R) IRC @

PKq
@) (K oR-1,R")
< Ke

~N L Y
(R'fl)KC @

Figure 2.4 A modified protocol for public key

distribution in a videotex system,

A - User

IRC - Information Retrieval Centre
PKigc - Public Key of IRC

PK; - Public Key of A

R,R' - Random numbers

Ke - Communication Key

( )K - Encryption under K



2.8 APPLICATION OF THE EXPONENTIAL-FOUNCTION-BASED KEY
DISTRIBUTION PROTOCOL FOR THE VIDEOTEX SYSTEMS

As mentioned 1in Section 2.7, a “conventional”® videotex
terminal has very limited data processing capability and its
users can only do simple searching, such as menu-lookup,
etc. In this Section, we show how to execute the
expohential—functiéﬁ—based key distribution protocol at such
a videotex terminal without éreatly expanding the
capabilities of its keypad and CPU.

It is assumed that an LSI chip with the capability of
evaluating an integral exponential function in modulo
arithmetic and storing a few numbers is attached to the user
terminal. Functions that are not available in the keypad can
be operated by a combination of existing function keys and
character keys. For example, pressing a key “Origin” ﬁay
mean “to store the keypad input in the chip”; .pressing the
keys “Origin” and “Send” may mean “to store the input in the
chip and also seﬁd:i;'to.the IRC’._

A conversation between a user band the IRC for generating

a communication key may run as follows:

(1) The user first initiates:a key generation request by
pressing a combination éf certain function keys and
character keys. |

(2) On-receiving the request, the IRC sends the following
paQe of information to the user for guiding h;m to

form a communication key.



(3)

(4)

* CHOOSE ONE OF THE FOLLOWING PRIME
NUMBERS, m:

1. xXxXxXxXxxX

2. XXXXXX

9.,  AXAKXXX

* PEFORM ONE OF THE FOLLOWING OPERATIONS:
i} KEY IN YOUR CHOICE OF PRIME NUMBER, m.
ii) PRESS “NEXT” FOR MORE PRIME NUMBERS.

™
iii) PRESS “STOP” FOR QUIT.

Suppose the usen-chooses Operation i), he presSes the
keys “Origin”, keys in one of these-prime numbers and
presses the key “Send”. The number will be stored in
the chip and also sent to the IRC automatically:

On receiving the prime number m, the IRC sends to the

terminal another page of prime numbers which are all

relatively prime to m.
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{(5)

(6)

* CHCOSE ONE OF THE FbLLOWING PRIME

NUMBERS, a.

1. xxxxxx

2., XXXXXX '

9. XXXXXX

* PERFORM ONE OF THE FOLLOWING OPERATIONS:
i) DO THE FOLLOWING;
1. KEY IN YOUR CHOICE OF PRIME
NUMBERS, a,
2. PRESS THE “BLANK” KEY,
3. KEY IN ANY POSITIVE INTEGER x.
ii) PRESS “NEXT” FOR MORE PRIME NUMBERS,

iii) PRESS “STOP” FOR QUIT.

Suppose Operation i) 1is chosen. The chip will store
the integers a and x and compute the value of a* (mod
m) automatically. The numbers a and a*(mod m) will be

sent to the IRC when the user presses the key “Send”.

On receiving these numbers, the IRC forms the
communication key a*Y (mod m) by using the received

number a * (mod m) and a positive integer vy chosen
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randomly. It also computes the value of a¥(mod m) and
sends it.back to the user.

(7) Using the received value aY(mod m) and the stored
number x, the communication key axy(mod m) is
automatically computed by the chip. The terminal is
ready to decrypt any information sent from the IRC

' and encrypted with the new dommunication key.

The abqﬁe methog is rather straightforwgrd. Its drawback
is that the'user‘and the IRC are not sure‘that the exchanged
messages come from the valid sender. There ;s no prior
identification between them. To compévSate for thif, we
shall describe in +the following a time-~stamped digital
signature technigue as a procedure for the user and the IRC

to authenticate‘themselves. n)

Time-stamped key distribution protocol for videotex systems

The followida time—stamped protocol 1is created by
combining the techniques of the exponential-function-based
key distribution protocol of Section 2.5, the public-key
digital signature of Section 2.6, and the modified public-
key distribution protocol of Section 2.7{ii}.

Unlike Denning (DENN81l) who used time-séamps as a means
for validating the time integrity for two—Qay
communications, a time-stamp 1is used here only as a

. b
*password” ‘for user identification. . This is the terminology
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used by Needham (NEED78, BOOTS81, MERK80) who used it for
one-way communications.

A time-stamp T is a piece of digital information
‘containing a ﬁime—keeper and a sequence number. It is
assumed that the user and the IRC have agreed on a specific
time-keeper. A sequence number is a positive integer. A
message is regarded.as a duplicate and will be discarded if
it has the same séquence number as one received before,

A digital signature S 1is computed by applying the
sender”s secret key SK and the decryption algorithm D on a

time~stamp T, i.?.,
A

S = D(T,SK).

To verify this signature the receiver applies the
sender”s public key PK and the encryption algorithm E to the

digital signature S, i.e.,

T = E(S,PK).

The Aigital ‘signature is accepted if the time~-stamp is
valid (i.e., having the agreed time-keeper and correct
sequence number). This confirms that the sender has signed
the time-stamp since he is the only one who has the secret
key to decrypt it.

The first four steps of the following time-stamped key

- “¥

distribution protocol for a videotex system are the same as
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‘the first four steps of the process desc}ibed above. Steps

{5}, (6) and (7) are replaced by the following: ~

(5)” User A chooses the prime numbers a, m, and a random

(6)°

(7 °

using 1its own time-keeper and a new segquence number

positive integer x. The chip computes the value of

‘ax(mod m) , forms a digital signature S using a

a
suitable time-stamp, ~ and sends the .following

encrypted message to the IRC.

PK
A-->IRC: (a,m,a’%mod m), Sa,A) IRC
This message is encrypted with the public key of IRC
so that an intruder cannot intercept the digital
signature S, . The name of the sender, A, 1is also

included so that the IRC knows A is the sender.

On receiving this message, the IRC decrypts it with
his own secret key. It forms the communication key a*y
(mod m) if A”s digital signature is wvalid and the
sequence number is not a duplicate. ‘It‘cqmputes_the
value a'y(mod m) and forms a digital signature SIRC
. B
(e.g., the received sequence number + 1). The

following encrypted message will then be sent to A:
P y } PKa
TRC-=>A: (a’ (mod m),SIRC,IRC)

User A decrypts IRC”s reply with his own secret key

and verifies the received digital signature. After .
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checking the sequence number, he forms the
o

communication key axy(mod m).
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Chapter ITI ° .

CHI-SQUARE TEST FOR INDEPENDENCE OF ENCRYPTED
DATA

3.1 INTRODUCTION =~

The following two problems are relevant to those schemes
cryptanalysts often use for breaking a cryptosystem which

uses a publicly available encryption algoEithm:

s,

Problem #1 For a fixed but arbitrary key, is there any
relationship between a certain portion of the
plaintext and a certain portion of the

ciphertext?

Problem #2 For a fixed but arbitrary plaintext, is there
any relationship between a certain portion of
the key and a certain portion of the ciphertext?

If the answer to Problem #1 is “yes”, a éryptanalyst will
be able to derive that portion of the plaintext by analyzing

the . corresponding portion of the ciphertext for a

cryétosystem which is using a fixed key (though unknown teo

the attack). Although that po;ficn may be just a small part
of the entirg plaintext, an experienced cryptanalyst may

find it very helpful for conjecturing or deducing the whole

hY
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* plaintext. Sinﬁldrly, if the answer to Problem #2 is “yes”,
a cryptanalyst will be able to derive the key by applying
the algorithm on a known plaintext. In short, if some
portions of the key, the plaintext and the ciphertext are
found to be‘dependent, the encryption algorithm will become
unsecure or even Eo;ally useless,

Thus, these two problems should be an important concern
for encryption algoritﬁmziesigners and users. However, as
far as we know, ™ vgsg f;if&e,;esearch has been done with the
objective of shoﬁing, either mathematically or
experimentally, that the existing encryption algorithms are
insensitive to this kind of troubles. Because of the
complexity of these aigorithms, rigorous mathematical proofs
seem toc be out of reach. 1In this Chaptef, we investigate
these two problems by means of a statistical technique,
namely the Chi-square test for data independence. The
technique 1is lapplisable to a general encryption algOrithm.-
However, our tests are done on the DES (Data Encryptiocn
Standard) algorithm, because it is well known.

In Section 3.2, we review briefly the method of Chi-
squére test of independence. Section 3.3 describes our test
process of applying this technique on the DES Algorithm.

Section 3.4 presents the test results and discussions.



3.2 CHI-SQUARE TEST OF INDEPENDENCE

Suppose a sample of N*outcomes have been collected from a
population. These outcomes are grouped according to their |
values of two nominal variables describing the population.
For example, a populatien of students ﬁay be described by
théif examination marks‘e;d their heights. We want to find
out whether these two variables are independent or not by
applying the Chi-sgquare test on the observed frequencies of

these groups.

Procedure of the Chi-square test

In a Chi-sguare test, we begin with the null hypothesis
that the two nominal vaeiables are independent. The test ie
then used to determine whether the hypothesis should be
aceepted'or rejected. The process has the following steps:

1) Form a contingency table of cells using the two

nominal variables as its row and column indices.

The pair of wvalues of the two 'variables for an

outcome specify the cell it belongs to. After N

outcomes are measured, the observed frequency Oijf
i.e., the number of outcomes belonging to cell
(i,3), is recorded.

ii) From the observed values of this contingency table,

calculate the expected frequencies Eij as follows:

i
BV
~
[§8]
-



where Eij= expected frequency for cell (i,j},

R; = sum of the frequencies in row i,
Cj = sum of the frequencies in column j,
N = sum of the frequencies in all cells,
r = number of rows of thé contingency
table,
c .= number of columns of the contingenct
o table.

iii) Compute the Chi-square value,x2 , by the following

formula
x2=l: 5 (0 5= £59)°
i=1 j=1 Eij
where Oij= observed fregquency in_;ell (i,j) of the
contingency table.
iv) Compare the computed Chi-sguare value y? with a

critical value obtained from Syéhi—square table
{(also called rejection' cegioné) at a specified
significance level @ and degree of freedom, df.
Only a one-tailed test is appropriate.

v) If the computed Chi-square value eguals or exceeds
the Chi-square table value, the null hypothesis of
independence is rejécted. Otherwise, it is

accepted.

Errors in hypothesis testing

ey
~1



‘When drawing conclusions on a hypothesis about a
population by applying the Chi-square test on its samples,
two types of errors may be committed:

Type 1 error: If the hypothesis'is actually a true

statement about the pépulation but the test
rejects it: a Type I error is commiitéd. This
type of error occurs with a probability
a(alpha). That is, the probability of rejecting a

true statement is no greater than ¢ .

L
g
1}
4
—

error: If_ the hypothesis 1is actually a false

statement about the population but the test
accepts it, a Type II error is committed. This
type - of error oécurs with a probability
beta). ‘That is, the probability of accepting a

false statement is no greater than 3 .

The power 65 a .statistical test on a hypothesis |is
defined as the probability that it will reject a false
hypothesis: The value of the power. is given as (1- 3). It is
related t¢& the sample size n, and the value a. Increase in
nor a will decrease 8 and therefore will increase the

|

power of a test (ROSCE9).



3.3 APPLICATION OF CHI-SQUARE TEST ON THE DES ALGORITHEM
We have conducted two :sets of tests, one foé Problem £1

and another for Problem #2. The test processes are explained

below while the results will be described in Section 3.8.

1) Experimental process for Probleh-il {fixed key)

For Problem #1, with the‘ﬁéy unchanged; the set
of all possible (plaintext, éiphertext) pairs fo}m
the population. The two 'nor%ihal variables
describing the population are a specified portion
of the plaintext and a specified portion of the
ciphertext. |

Each experiment consists of N c¢cycles. Each cycle
applies the DES algorithm once to get a (piaintext,
cipﬁertext) pair as an outcome. The first cycle
chooses an arbitary key and plaintext, bofh 64 bits
long. In the other cycles, the same key is used‘but

a random number generator is used to generate the plaintext.

In each cvcle, the value of a specified portion
of the plaintext and the value of a specified
portion of the ciphertext are used as the row and
column numbers, respectively, for determining the
cell location in tﬁe contingency table. The

freguency of that cell is then increased by cne.-
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ii)

After N cycles, the Chi—square value is computed
and the hypothesis is tested according to the

method described in Section 3.2.

Experimental process for Problem $2 (fixed
‘plaintext) r

The same concept and process as for Problem #1
are adopted for Problem #2, except that the
plaintext and the key exchange their roles, The
plaintext is now fixed in‘“all cycles while, in each
cycle, the ciphertext of the previous cycle is used

as the new key.



3.4 TESTS AND DISCUSSIONS

Tests:

(see also Section 3.3)

The data and results of our test are explained in the

following:

i)

iiy

Since software for the DES encryption " and

‘decryption algorithms is not available in the

literature, a lot of efforts have been spent in
their coding. Table 3.1 shows part of our tests on
the validity of our coding. The 64-bit key and
plain;ext are chosen arbitrarily, The encryption
algorithm is then applied to generate the 64-bit
ciphertext. Then, this ciphertext is used as the
plaintext for the decryption algorithm. The same
key as for the encryption test is used. The output
of the decryption test’ shows the complete recovery
of the plaintext in the encryption test by the
decryption algorithm.

Twenty-one tests have been performed for each of
Problem #1 and Problem #2. Results are summarised
in Tables 3.2 and 3.3, respectively. 1In these
tables, each row shows the data and the results of
éne test. The total frequency ( i.e., sample size
) for each test has been' chosen between 500 to
3000, depending on the degree of freedom used. The
bit positions' of the plaintext and the ciphertext

are- chosen arbitrarily. Rejection regions are
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iii)

AN

obtained from the Table of Chi-square distribution
[BEYE] with 1% significance level. The Chi-square
values are calculated by thé method described in
Section 3.2.

Fof a statistical test, incrgase in the sample
size will decrease the two types of errors
mentioned in Sgcticn 3.2, Also, according to
Roscoe (ROSC69), a sample size between 30 to 500 is
usually adequate for this type of behavioural
research. ~ The sample size for our Chi-square data
independence tests are between 500 to 3000. These
are much greater than this requirement and should
therefore give us a high level of confidence about
our test results.

As shown in Tables 3.2 and 3.3, the computed
Chi-square values are all less than the rejection
regions at a significance level of 1%, Therefore,
the hypothesis of independence between the
specified portion of the plaintext and the
specified portion of the ciphertext is accepted.
The  hypothesis oY independence between - the
specified portion of the key and the specified
portion of the ciphertext is élso acceptéd in all
of our tests.

As illustrations, two typical examples of our Chi-

square tests for Problem #1 and #2 are given and



shown in Figures 3,1 and 3.2. These figures are
self-explanatory. The inputs and outputs for both
. examples are explained below and the Figure 3.3

shows the actual input data of Example 2.

The following data are input (see Figure 3732:
* First line: Total frequency, Nnmber of Eits
" to be tested in the plaintext
or key, and number of bits
to he tested in the ciphertext.

* Secone line: Positions of the bits in the

plaintext/key.
* 3rd line: Positions of the bits in the
ciphertext.

* 4th 1line: Fixed key? Print table? (/1° for
. “yes”®, “0° for “no”).
* 5th line: significance level and rejection
region. .
* Lines 6 to B6:Data required for the DES
algorithm (NBS 77).
* Last 4 lines: 64-bit long plaintext and key.

)

The following data are outpht .{see Pigures 3.1 and

3.2):

N

* Statement of hypothesis.

* The 64-bit fixed key (for Problem #1) or
plaintext (for Problem $2) used.

* Contingency table (output is optional)}.

H
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* Sum of the frequencies in all cells.

* Positions ofthe specidied but fixed portion of
the plaintext/key.

* Positions of the specified but fixed portion
of the ciphertext.

* Degrees of freedom. f>

* Significance level.

* Rejection regions.

* Computed Chi=-square value.

* Coﬁclugion about the hypothesis.

* Total CPU time for the run.

The results recorded in Figure 3.1 show that the
hypothesis of independence betweeﬁ the specified
portion (bits 1 and 2) of the plaintext and the
specified portion —{hits 3, 4 and 5) of ‘the
ciphertext is accepted. Also, the results recorded
in Figqure 3;2 show that the hypothesis of
independence between the specified portion of the
ciphertext (bits 1, 2 and 3) and the specified

portion (bits 1, 2 and 3} of the key is accepted.



L)

!

Table 3.1 Data of the DES Encryption gnd Decryption- Algorithms.

Data for the DES encryption algorithm:

Key
Input (Plaintext)

Output {Ciphertext)

10101110
01001111

1100100Q
10100101

11100010
00101100

oo100t10
11110010

00111010
16000001

11000111
10000101

Data of the DES decryption algorithm:

Key
Input (Ciphertext)

Qutput [Plaintext)

10101110
01001111

11100010
00101100

11001000
10100101

00100110
11110010

11000111
10000101

00111010
10000001

10110000
10011010

10111010
11101010

01101100
01001101

10110000
10011010

01101100
01001101

10111010
11101010

00111100
00001111

01111100
01100011

01101011
00100011

00111100
00001111

01101011
00100011

01111100
01100011

-
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13 01 7 4 9 1
14111312 3 7
£ 11 12 8 1 4 10

13 2 8 4 6 15 11
11312 810 3 7
711 4 1 9 12 134
2 114 7 4 1i0 B8

16 7 20 21 .

29 12 28 17
115 22 2¢
5 18 31 10
2 B 24 14

32 27 3 o

19 13 210 6

32 11 4 2%

37 48 41 33 25 17 Q
1 S8 SO 42 34 26 18

10 2 59 51 43 33 27

©1% 11 '3 60 52 44 26

£2 55 47 39 31 23 15
T 62 5S4 46 38 30 22

14 6 61 33 43 37 29

21 13 5 28 20 12 4

14 17 11 24 1 5
128 15 6 21 10

2319 12 4 26 B8

16 7 27 20 13 2

41 52 31 37 47 55

30 40 S1 45 33 48

44 49 39 56 34 53

46 42 50 36 29 32

1122222212

1100100000

010110000

1010111000

0111111110
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Example of input
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Discussions:

-

rrom the results of cur tests, we can make the following

remarks:

)

ii)

The DES algorithm is insensitive to cryptanalytic

attacks

The results as recordéed in Table 2.2 show that,

-~

"at a 1% significance level, there is no close

relaticnship between a portion of the plaintext and
a portion of the ciphertext. Thus, a crvpotananalyst

the plaintext from the

will not be able o derive‘.

ciphertext without knowing the encryption Xev.
This implies that a DES crvptosystem can be ruled
cut from ciphertext-only attacks.

Similarl?, the results as recorded in Table 3.3
show that, for a fixed plainéext,_ a portion of the
xev is independent of a portion of the ciphertext.
Thus, it is impossible for a crvptanalvst to derive
the kev by'applying the DES élgorithm on a known

plaintext. In other words, the known plaintext

attack can also be ruled out for the DES algorithm,

Applicability of our method to Telidon instructions

A Telidon system is more susceptible to

. '

ciphertext-only attacks because Telidon data

streams have special structures. (See Section-'1.3)



A Telidon PDI has only 32 differént opcode
formats. They are also publicly known. If the
opcode'portion of a PDI is found to be related with
a certain portion of the ciphertext, a crvptanalyst

ywill be able to deduce the most important part,

i.e., the opcode, cof the PDI without having to know
the kev being used. The probability of success in
this kind of attacks is high since the number of
posible PDI wvariations is small and they usually
appear in certain patterns.

Our . results imply that DES is a secure
cryptosystem for data composed of Telidon

instructions.

iii) Software implementation of encryption algorithm is

imgractical

As a side result, we can say scmething about the
practicability of implementing DES by software.
Qur programs ‘are written in PASCAL and run 1in an
AMDAHL 470 V7-A computer.

On the average, the time required to encryvpt or
decrypt 64 bits of data bf DES 1is about 52
milliseconds. Although this can probably be
improved by optimizing the program coding, it is
considered too slow for application to real-time
information Systems. For practical applications,

hardware implementation is therefore necessary. A,



microprocessor chip is now commercially available
for the DES algorithm. ‘It~takes 25 microseconds to
encrypt.oé decrypt eighé\ bytés of data (DATAB82).
For the RSA algorithm, a CMOS LSI chip with
encryption speed of 5000 bits/sec is also being.

designed (MIYAB2).
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Chapter IV

/f”/ PROGRAM DESCRIPTION

4.1 DESCRIPTION OF PROGRAMS

This section cutlines the computer programs of our
experiments (see Chapter 3). Since coding of the DES
algorithm is not available in the literature, great effort

has been spent in coding this algorithm.

The software of our experiments consists of a main

program, called CHI SQUARE, and six procedures:
INITIALIZATION,  READ_DATA, DES, LOCATION, CHISQ and
NUT_DATA, all coded in PASCAL. Figure 4.1 shows their .

logizal relationship. They are described in more details in

the following subsections.

4.1.1 Main program CHI-SQUARE -

CHI_SQUARE is coded in such a way that it can perform
T
several experiments in a single run. It defines the types

and variables tc be used in the accompanying subroutines and

controls the interworking of the subroutines.



4.1.2 Procedure INITIALIZATION

This procedure inputsl the values of the total freguency
(i.e., number of experiments-in a single run) for the chi
square test, the number of plaintext and ciphertext bits to
be tested and their positions, thk significance level, and
the rejection regions,. Freguencies in all the\cells of the

contingency table ares initialized to zero.

4.1.3 Procedure READ-DATA

This procedure inputs all the data (values for the
permutation tables) required by the Data Encryption Standard
{DES} Algorithm (NBS 77). The initial values of the kev and

plaintext are also input.

4.1.4 Procedure DES

This procedure implements the Data Encryption Standard

(DES) Algorithm (NBS 77), I+ .is supported by eight
procedures: "EY_GENERATION, INITIAL_PERMUTATION,
INVERSE PERMUTATION, LR_SEPARATION, E BIT_ SELECTION,

EXCLUSIVE OR, PER _FUNCTION, and SELECTION_FUNCTION.

The algorithm”s main logic is sho@n in Figure 4.2. Both
its input (plaintext) and output (ciphertext) are 64-bit
long. After permuting the plai%text, the 64-bit resultant
block i; divided into two equal halves, The right half
undergoes a transposition, 1in which 16 of the 32 bits are

duplicated to form a block of 48 bits. The input key is a



48-bit block and alsoc undergoes some alterations. These two
48-bit block§ are then exclusive-QORed together, - as shown iﬁ
Figure 4.2. The result, when. permuted, 1is 32 bits of data.
Now that the right half has been transformed and exclusive-
ORed to the appropriate key value. This is shown as f(R,K)
in Figure 4.3. The result of that ciphér‘is now exclusive-
DRed with the left half from the initial permutatién that
has up®te now been unchanged. That result will now be used
as the right half for the next iteration of the entire
process. As for the left half forrtheqnext iteration, the
right h;if from the previcus one will be used.  This entire

operation is repeated sixteen times, as shown in Figure 4.2.

4.1.5 Procedure EKEEY-GENERATION

This precedure 1is supported by three sub-procedures:
PERMUTED CHOICE 1, LEFT_SHIFT, and CHOICE 2. It generates 16
subkevs acceording to the method shown in Figure 4.4.

The initial 64-bit key is first reduced to 56 bits. It is
thén split intec two equal halves, € and D. The two halves
undergo a circular left shift or rotation, respectively.
The number of left shifts is determined by the iteration
number. The two halves are then recombined and undergo a
permutation which reducei the number of bits to 48. 1t is
used as the first subkey. The values of the rotated C and D
become the new values of C and D of the next iternation.

This subkey transformation is repeated sixteen times. The



i=

Y

permutation tables are the same for each calculation but the
number of left shifts vary. For this reason, the sixteen

/

iterations are not identical.

4.1.6 Procedure PERMUTED-CHOICE-1

This procedure supports the procedure KEY GENERATION by
\
transforming the original 64-bit key into a 56-bit permuted
key which is then split into twe equal halves, 7 and D.

4.1.7 Procedure LEFT-SHIFT

This procedure supports the procedure KEY GENERATICN by
left, shifting or rotating) the two halves < and D. The

number of left shifts depends on the iteration number.

4.1.8  Procedure CHOICE-2

r

This procedure supports the procedure KEY GENERATION by
first recombining the two halves C and D into a 56-bit block
and then reducing its number of bits to 48. This 48-bit

block is then used as one of the 16 subkevs.

4.1.9 Procedure INITIAL-PERMUTATION

-

This® procedure supports the procedure ENCRYPTION by

permutatiné the original 64-bit input.



=

4.1.10 Procedure INVERSE-PERMUTATION

A
This procedure  supports the biocedure ENCRYPTION by

permutating the 64-bit preoutput (see Figure 4.2 ) into

ciphertext.

1.1.11 Procedure LR-SEPERATION

.

This procedure supports the procedure ENCRYPTION by

dividing the 64-bit blocK into 2 equal parts, L and R.

4,1.12 Procedure E-BIT-SELECTION

This procedure supports the procedure ENCRYPTION by
transposing and duplicating the right half R of 32 bits to

produce a block of 48 bits,

4.1.13 Ppocedure EXCLUSIVE-OR

This procedure supports the ﬂprocedure ENCRYPTION by
performing bit-by-bit addition modulo 2 mathematics for a
hlock of 32 or 48 bits.

Pl

4.1.14 . Procedure PER-FUNCTION

This procedure supports the procedure ENCRYPTION o3%
permuting the 32 hit block output from the procedure

SELECTION FUNCTION.



4.1.15 Procedure SELECTION-FUNCTION

This procedure supports the procedure ENCRYPTION by
performing the following calculation: The 48-bit block
output of the procedure EXCLUSIVE OR is divided into 8 equal
sub-blocks. éach block of 6 biﬁs are input to SELECTION-
FUNCTION, which yields a 4-bit cSutput block according to the
‘following procedures: |
Assume Bl is a block of 6 bits and S1 is a defined selection
table for Bl. The first andﬂ last bits of Bl represent in
base 2 a number in the range 0 -to 3. Let that number be i.
The middle 4 bits of Bl represent in base 2 a number in the
range 0 to 15. Let that number be j. TLook up in the‘table
the numbef in the i"th .row and j“th column, Tt is a number
pre-defined by a'4*Qit block. For example, for B1=011011 the'
row is 01 that is row 1, and the column is determined by
1101, that is column 13. If in row 1 column 13 appears 5,
the outéut ié‘OlDl,

The procedure PRiMITIVE_PUNCTION is called to calculate
the entry of the selection table and the suitahle decimal to

binarv conversion.

C

This procedure supports the procedure SELECTION-FUNCTION

4.1.16f Procedure PRIMITIVE-FUNCTION

by finding the entry of the table of the primitive function

and performing suitable decimal-to-binary conversion.

- L
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4.1.17 Procedure LOCATION

This procedure supports the main program by determining
the cell location in the contingency table. The value Of a
fixed portion or the plaintext and the value of a fixed
portion of the cipherteit are used as the row and column

number, respectively.

4.1.18 Procedure CHISQ

This procedure calculates the chi-square statistic by the

.method menticned in Section 3.2,

4.1.19 Procedure QOUT-DATA
This procedure outputs the relevant statistics. The
contingency 'table is printed ijly on request by setting the

variable PRINT TABLE to 1.
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— CHI_SQUARE; (* Main Program *)(\
[PROCEDURE INITIALIZATION; -
END;

PROCEDURE READ _DATA;
END; ’
- PROCEDURE DES;
@fﬂr @ VWY_GENEPATION; _
" ROCEDURE PERMUTED CHOIGCE 1:
- -cHoree.
[PRDdEDURE LEFT_SHIFT;

END; i
) PROCEDURE CHOICE_2;

END; )
- END; {* Key Generation *)

PROCEDURE INITIAL PERMUTATION;
END;

[PROCE‘.DURE INVERSE_PERMUTATICN;
END;

N PROCEDURE LR_SEPERATION;
END;

ZLECTICN;

l(l]

[ PROCEDURE £ BIT
END;

PROCEDURE $XCLUS IVE OR;
END;

[PROCEDUR.E PER_FUNCTICN;
END; .

PROCEDURE SELEC’I‘ION_FUNCTION F.'
PROCEDURE PRIMITIVE_FUNCTION:
END; '
END;

LEN’D; (* DES *)

[PROCEDURE LOCATION; . !
END; '

PROCEDURE CHISQ;

o~
END; L .
- PROCEDURE OUT_DATA; C '_ ™
END; - i S

— END; (* Main Program *)

Figure 4.1 A schematic diagram of the computer progr;am for

et

Chi-square data independence tesft_s. ’

-
.
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Figure 4.2 Flowchart for. enciphering computation of the
" DES Algorithm.
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Figure 4.3 Flowchart for the calculation of f{R,K) in the

. DES Algorithm.
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4.2 PROGRAM FOR CHI-SQUARE TEST QF INDEPENDENCE

(‘Itll.lt.t'.‘..O.‘l..l.....é..l-I.O.‘....'.l.t...‘l"l.‘....--......
“ e .  __SEP 20,'82
. MAIN PROGRAM FCR CHI SQUARE INDEPENDENCY TEST
. R . - A
.‘....'.l"““.lt‘.'.‘..“....l..'.....t‘l"l'l.....‘t‘.t'.....‘.'.

THIS SYSTEM APPLIES THE, STATISTCAL TECHNIQUE, NAMELY "
THE CHI=SQUARE TEST FOR DATA INDEPENDENCE FOR SOLVING . -
THE FOLLOWING TwO PROBLEMS: ’

PROBLENM 31 FOR A FIXED BUT ARBITRARY KEY, IS5 THERE ANY
RELATIONSHIP BETFTWEEN A CERTAIN PORTION OF
THE PLAINTEXT AND A CERTAIN PORTION OF THE
CIPHERTEXT?

PROBLEM n2 FCR A FIXED BUT ARBITRARY PLAINTEXT, IS5
THERE ANY RELATIQONSHIP BETWEEN A CERTAIN
PORTION OF THE KEY AND.A CERTAIN PORTION OF
THE CIPHERTEXT?

OATA IN BIT PATTERNS ARE ENCRYPTED BY THE DES (DATA
ENCRYPTION STANDARD} ALGORITHM OF NATIONAW BUREAUODF

STANDARDS OF USA. . . }/”J

YHE SYSTEM CONSISTS OF A MAIN PROGRAM CHI=SQUARE AND /

SIX PROCEDURES: INITIALIZATICN, READ-DATAy DES, LOCATION,

CHISQ AND OUT-DATA, ALL CODED IN PASCALe. T ) |
THE MAIN PROGRAM IS DESIGNED TO PERFORM SEVERAL TESTS | '

IN A SINGLE RUN. IT FIRST DEFINES THE TYPE AND VARIABLES

TO BE USED IN THE ACCOMPANING SUBROUTINES.

YEEEREEEERENRENNNENENENE RN N SN/

8..t.....‘.“‘.‘ll.'....“.‘..l“‘.‘..“...........'..'............

el o

2 VARIABLE USED FOR KEY SCHEDULE CALCULATION ..

, IN THE DES. j
CHI: CONTIKGENCY TABLE FOR CHI S5QUARE TEST,. '
CIPHERTEXT: OUTPUT OF THE DATA ENCRYPTION STANDARO.'

COL_TOTALL COLUMN TOTAL IN THE CONTINGENCY TABLE.
CONST_KEY: FLAG TO BE SET IF THE XKEY IS FIXED.

coL_ TEST_BITICONTAINS THE TESTING BIT POSITIOAS IN -
THE PLAINTEXT. '

C_SQUARE? CHI SQUARE.

CoL: COLUMN -LDCATION IN THE CONTINGENCY TABLE.

cCPU_1: CONTAINS THE TINE TO START EXECUE THE PROGRAMY

cpPpy_21t CONTAINS THE FINAL TIME TO EXECUE THE PROGRAV,

H VARIABLE USED FOR KEY SCHOULE CALCULATION IN

THE DES. )

DEGREE_OF_FREECOM: DEGREE OF FREEDOM. !

EzZ E BIT-SELECTION TABLE IN THE DES, : A -

EXPECT? EXPECTATION IN THE CONTINGENCY TABLE. /

FRX: VALUES FOR FL{Ry,K} IN THE DES. .

IP11t INITIAL, PERHUTATION TABLE IN THE DES.

Ip2: INVERSE OF THEY INITIAL PERMUTATION TABLE IN
THE DES.

INPUT_TEST_81IT: NO. OF BITS YO BE TYESTED IN THE PLAINTEXT {(INPUT) .
INPUTY SCALEt THE TOTAL NO. OF RQwS OCCUPYED IN THE
CONJINGENCY TABLE IN THE PRESENT TESTING.
KEY3 KEY OF THE DES. S
KL,KZ,....KLS.IG SUBKEYS GENERATED FROM THE KEY SCHEDULE
" CALCULATION IN DES.

,

v



OUTPUT_SCALEITYTRE TOTAL NO.

PLAINTEXT 64 BITS INPUT

. BITSUBKEY AND
ROw: -~

ROv_TOTAL: ROw TOTAL IN-T

[2E BN SR BE BN O N B BN BN BE OBE BX BE BE BN BN N BX I BN BN BN BE BN BN N J

H VARIABLE FOR ENCIPHERING COMPUTATION IN THE

DES.
LSHIFT: NCs OF LEFT SHIFTS WITHIN THE KEY SCHEDULE IN
TrE DES. )

-NQ_OF _TEST: TOTAL NC, CF FREQUENCY FOR THE CHI SQUARE TEST.,
OUTPUT_TEST_BITINO. OF BITS TC BE ‘TESTED IN THE CIPHERTEXT.

OF COLUMUS QCCUPYED IN THE

CONTINGENCY TABLE IN THE PRESENT TESTING,

: PERMUTATIOMNM FUMCTION P USED IN THE DES.
PC1: . PERMUTED CHOICE 1 IN THE DES.
pe2 PERMUTED CHOICE 2 IN THE DES.

FOR THE DES.

PRINT_TABLE: FLAG TO INDICATE WwWHETHER THE CONTINGENCY
TABLE IS GGING TD BE PRINTED.

R VARIABLE FOR ENCIPHER COMPUTATION IN THE DES,

RR1 OUTPUT AFTER APPLYING THME E-BIT-SELECTION
FUNCTION TO THE BITS IN R.

RRXS YALUE OBTAINED FROM EXCLUSIVE OR OF THE 48

RR

- ROW LCCATION IN THE CONTINGENCY TABLE. . .
ROVY_TEST_BITICONTAINS BIT POSITIONS IN THE PLAINTEXT FOR THE
' CHI SQUARE TEST.

HE CONTINGENCY TABLE.

51952 9eeeey582080 PRIMITIVE FUNCTICNS FOR THE OES.
b 32 BIT GUTPUT FROM THE 8 PRIMITIVE FUNCTION

. IN THE CALCULATION OF F{Ry,K) IN THE DES.
TABLE_VALUE: CONFIDENCE LEVEL.

. ' %

)

SO B ISINNETIREI NI BN INO SR EIIIS IS ENITSITREUt GNP ERAIERERI OSSR SEROIETR

PROGRAM CHI SQUARE(INPUT,
TYPE !

QUTPUTI ;

MAT_8 = ARRAY(.1..8.) OF INTEGER}

MAT _2%8_236 = ARRAY![.0.
MAT_64 = ARRAY(.1.464,.)
MAT_256 = ARRAY(.0,.25%5%
MAT_285_25% = ARRAY(,.0.
MAT_32 ARRAY([.1,.32.,)
MAT_28 ARRAY (o41l,,28,)
. MAT_18 ARRAYlalae26.1
MAT & ARRAY lofaad,)
MAT 48 ARRAY (4l..48.)
MAT_ 86 ARRAY (el ,e48E6,.)

ElE W oM

VAR
IPL,IP2,KEY % -MAT_643

- EsRRyRRK4PC2Z I MAT_aa;
$51,52453454,5%,56,57,58

L Y
: p,L,n,s.an,sronE_L,srch_n 1 MA

PC1 I MAT_56;
HIFT ¢ MAT_16;

I MAT_283 -
K233 g Kby KS K6 3KT4K8
w_TEST_BIf,CGL_TEST_B
) CHI ¢ MAT_256_2%6;

EXPECT 2 MAT_29%5_253%;
CIPHERTEXT3PLAINTEXT 3

- O

«e2%%, Dee2%%.) OF INTEGER;
0OF INTEGER;
.1 OF INTEGER}
e25%%, O0se2%%.1)
OF INTEGER;
OF INTEGER;
gr INTEGER; -
F INTEGER;
CF INTEGER;
OF INTEGER;

OF RBAL;

MAT_4_16 = ARRAT(-O.-fT_OJ.15.l OF INTEGER;

T OMAT_

\

!

I
¥K9 3K10,
ﬂ? IOMAT_

MAT_64;

K

@ e

-
v

COL_TOTAL,ROW_TOTAL : MAT_2%6;°

' ROWSCOL Ky JyIyNO_OF_TEST4DEGREE_OF_FREEDOM : INTEGER}

INPUT_TEST_BIT,0UTPUT_TEST BIT,INPUT_SCALE,OUTPUT_SCALEIINTEGER;

SIGNIFICANCE_LEVEL,C_SQUARF TABLE_VALUE :REAL;
) PRINT_TABLE,CONST_KEY,CHU_1,CPU_2 i 'INTEGER}

. oy

19K12,K13,K18yXK15,K163MAT_48;

h



l‘..‘....l...t.l.t..ll'......‘.......“....O.....'.....‘.‘...‘.-.....|

PROCEDURE INITIALIZATION;

|---oo-.nootooo.--t-co-ontotooooooooooootao-tott-loo.o‘-.-‘nw-to-ooo;
. . .
THIS PROCEDURE INPUTS THE VALUES OF THE TOTAL FREQUENCY

[ 4
L4 OF THE CHI=SQUARE TEST, THE NUMBER OF PLAINTEXT AND
. CIPHERTEXT BITS TO BE TESTED AND THEIR POSITIONS, THE
L SIGNIFICANCE LEVEL, AND THE REJECTION REGIONS. ALL THE
L J VARIABLES IN THE CONTINGENCY TABLE MRE INITIALIZEOD TO BE
L ZERD.,
Y r
..........t....'l.l.‘-.t.........."-ll‘...ttt...‘.l.-“-l.‘.......‘]
VAR
I,Jd4% ¢ INTEGER]
BEGIN . .
READINO_DF_TEST, INPUT_TEST_BIT, OUTPUT_TEST_BIT)
READL N3

FOR Ki= 1 TO INPUT_TEST_BIT DO
READ (ROW_TEST_BIT(.Ka)1;
READLN;

FOR XK= 1 TO OUTPUY_TEST_BIT DO
READECOL_TEST _BITl.X.1) 3

READLN}

READ (CONST_KEY, PRINT_TABLE};

READLN ;

READ (SIGNIFICANCE_LEVEL, TABLE_VALUED;
READLN;

INPUT_SCALEt=2%eINPUT_TEST_BIT =13 -

OUTPUT_SCALE:=2eeQUTPUT_TEST_BIT -1,
FOR It= 0 TO INPUT_SCALE DO ’
FOR Ji= 0 TO CUTPUT_SCALE DO
CHI{+X3Jde) 2= 0}

FOR K:F © TO INPUT_SCALE DO .
RDU_TD'AL‘.K-’ = 03

FOR X:= © TO OUTPUT_SCALE DO
‘COL_TOTAL(.K.} 1= 03

C_SQUARE 3= 0;
END; {® INITIALIZATION o)

l‘...‘...‘......'-‘..t.......‘.“.l.............'..‘.‘.‘..l.‘....."'.j

PROCEDURE READ_DATA;

‘.“..“.........‘...O“‘..l“l...‘."‘..."'..""."'.‘............‘
]

. TH1S PROCEDURE INPUTS ALL THE DATA REQUIRED 8Y THE OES
y ) {DATA ENCRYPTION STANPARD) ALGORITHM. INITIAL VALUES OF
. THE KEY AND PLAINTEXT/ ARE ALSO INPUT,
. .
[ YRR EENTRNEESARLNS RER LN SN .‘.'.“‘"“.t........O..‘Ct‘..‘t...“l‘.tl.
VAR . : : .
I,J 3 INTEGERY} O Co
BEGIN - v ,

FOR I:= 1 TO 64 0O
READ (IP1(eIo))}

READLN
_ FOR I$= 1 TO 64 DO ~

- . READ (IP2{.I.11); .
READLN; : 5\ . ‘ )
FOR I:= 1 TO &8 DO . . A

READ (E(sI.l]; g

READLN} - ) LT

) : N
d ¥



FOR I:= ¢ TO 3 DO
FOR Ji= 0 YO 1% DO,

READ (S1l.I,J.N);
READLN

FOR I= 0 TO 3 0O
FOR Jiz 0 TO 15 DO
READ (52(.X,4.));
READLN; 7

FOR Ii=.0 TO 3 DO
FOR J:=.0 TO 15 0O
READ (S53{elgda));
READLN;

FOR Iz 0 TO 3 DO '
: FQR Ji= 0 T0 13 DO _
READ [S4(sI,Jel)}

READLN}

FOR I!x 0 TO 3 DO
FOR J:= 0 TO 1% DO’
READ (S55{eIyJdel)}
READLN}

-EQOR XI3= 0 TO 3 DO
FCR 1= 6 TO 15 DO
- READ [(S6({+X3J9.1);
READLN}

FOR X2z 0 TO 3 0O
FOR Ji= 0 TQ 15 DO
READ (ST{eIzJdellj
READLN;

FOR I3z 0 YO 3 DO
FOR = 0 70 1% DO
READ (58telyd.)}

READLN;

FOR It= 1 TO 32 0O
READ (Pl eI41);
READLN;

FOR I:= 1 TO 56 D0
READ {(PC1ll«l.))}
READLN; -

FOR Iz 1 TO 48 0O
READ (PC2{.I.0};
READLN}

FOR I:x 1 TO 16 DO .
READ ILSHIFT(.I.31)3;
READLN;
FOR Itz 1 TO 6& DO
READ (CIPHERTEXTU.Iei)}
READLN; i

FOR Isx= 1 TO 64 DO
READ (KEY (sI. i) .
END; ‘'le READ_DATA =)

-




(...............'..-“......l..l'...OI........‘-l'...."l.l"..ll.t..,

PROCEDURE DES(INDICATOR:INTEGERIA .

{..O.........‘-....t....‘...l...l.l'."........l.......‘.‘-...‘C"...

B

L THIS PROCEDURE IMPLEMEMTS THE DATA ENCRYPTIOM STANDARD

- ALGORITHM, IT IS SUPPORTED BY EIGHT PROCEODURES:

. KEY=~GENERATION,; INITIAL=PERMUTATION, INVERSE=PERMUTATION

®  LR~SEPARATICNy E=BIT-SELECTIOMN, EXCLUSIVE=OR, PER=FUNCTION,
L] AND SELECTION=FUNCTION.

. INDICATOR? THE VARIABLE INDICATING THE CYCLE NUMBER,

]
]

.........‘.C'..'..‘."...‘.l“"..'.‘...“'..-..".‘."..'.O.'l-.i.)

VAR
STEP;AyB ! INTEGER:

(l'.l..t'......"".‘.Cl.-....‘O“‘l.‘.‘.t‘..'O..........“....‘."."

PROCEDURE KEY_GENERATION;

|....-.‘-........‘...‘.........C....‘.“-..'..‘l.....‘.."“..‘O‘....
[ ]

. THIS PROCEDOURE IS SUPPORTED 8Y THREE PROCEDURES 71O

. GENERATE 16 SUBKEYS: PERMUTED_CHOICE_1, LEFT_SHIFT, AND
. CHOICE_2,. I

]
L ]

P EIEN ST E ST OSI SRS IDROSOPRECEEITNSEREIENISRESEER0EINIOREReREROIRRIEOITSTTS])

VAR
M 3 INTEGER]

{0.0'.'...‘.O‘.'Ot..““‘.OOOO;CC't.t.‘.l.t‘.‘..O.‘.-..-‘tttt.“tt..Ol
PROCEDURE PERMUTED_CHOICE_1;

|.......‘.".l“.‘.“.‘.‘..‘..l‘.‘........".“.‘..‘.‘.0‘.‘.“".....

L
. THIS PROCEDURE SUPPORTS THE PROCEDURE KEY=GENERATION
. BY TRANSFORMING THE ORIGINAL 64~8IT KEY INTOD A %&-8IT }
. PERMUTED KEY, WHICH I5 THEN SPLIT INTO TwC EQUAL HALVES,
. ¢ AND D, ) i
] .
...‘.."...“‘..'.."......O..‘...“..‘.....‘.‘..-“..........t...‘.'
VAR ,
I,JeINDEX .3 INTEGER;
BEGIN
FOR I%= 1 TO 28 DO

BEGIN .

INDEX:= PCli<Il.)}

CleXle) 1= KEYU(.INDEX,.]} '
END; (® FOR #)

FOR J:=%1 To 28 DO
BEGIN
INDEG 3= PCll.J+28,);
DlaJde) 1= KEYI(L,INDEX,}}
END; (% FDR ¢}
END; {(® PERMUTED_CHOICE_1 #*)

- 3
-

K



(G20 020 003 ¢0 0800000030000 RSRRIINERItNRNCIRNESININEIREUSOISERIROEORERTILSETS])
PROQCEDUYRE LEFT_SHIFT(NUMBERIINTEGER) ;

‘..‘-...O.......O....O.....ll'...“"...t.....‘..'...........'...'..‘..
. .

L] THIS PROCEDURE SUPPORTS YTHE PROCEQURE KEY-GENERATION fY
. LEFT SHIFTING (CR ROTATING) THE TwO HALVES C AND D. THE

. NUMBER OF LEFT SHIFTS IS DETERMINED BY THE ITERATION

. NUMBER .

]

.

O PIVBECL L SRS OBER PRI ROV EL SO NECVSEPRNIERRODOISIEFGeeNBOROSRRBERRORTER)

VAR
SHIFT_NUM I, TEMPL,TEMP2,y,4 : INTEGER}
BEGIN
SHIFT_NUM 3= LSHIFT(.NUMBER,]; i ~
FOR 1I2= 1.T7T0 SHIFT_NU® DO
BEGIN
TEMPL = Cl,1.,)
TEMP2Z 3= D(el.)
FOR*JIz 1 TO 27

e ws

END; (e L



>

l....l.........._......'.'l.-.l....-....'Ot....‘. BN RN RN NNEEERR LR NN BN

PROCEDURE CHOICE_2(LCC

(..'.‘.'..-......‘....l.'...........‘l.l.".‘..‘.“'..l..........“..l

*

. THIS PROCEDURE SUPPORTS THE PROCEDURE KEY=GENERATION BY
L FIRST RECOMBINING THE TwO HALVES C AND D INTO A 56-BIT

* BLOCK AND THEN REDUCING ITS NUMBER OF BITS TO &8,

- 48-BIT BLOCK IS USED AS ONE OF THE 16 SUBKEYS.

»

[

.‘OC...‘..........l.l‘....‘.‘“.‘I‘...‘.......II.‘.O..i"..‘........

VAR
CO I MAT_56;

I,J9XsINDEX t INTEGER;

BEGIN
FOR ¢t= 1 TQ 28 DO
DleIlel 3= Clals)

FOR TO 28 0C

[o B}

FOR = 1 TO- 48 DO

1
c
J
c
K3

BEGIN

INDEX 22 PC2Il.K.

CASE LOGC -GQF
K2l aKad
K3l,Ka}
K&K,
K5 oK)
KE{.Ks)
KTleKa}
KBfleKa)d
K91l .Ke)
K10l XKl
Kilfl eKas)
Kl2( K.
K13{.X.)
Klafl oKead
K15(.K,}
K16l oK)
I® CASE
FOR )

A% 58 48 §5 S0 Ik 84 B8 92 .04 4 an ..‘.l e a8
L (O LI T I T T L £ L L I L [ 1]

e
eI UNHOWEdAWNEWN

-~
B 05 04 08 44 #4 08 BE B4 4 U0 #8448 S 44

m
z
L]

END}

END; ¢® PERMUTED_CHOICE_

BEGLN
PERMUTED_CHOICE_1;
FOR M 3= %t TO 1§ DO

BEGIN
LEFT_SHIFTIMI]
CHOICE_21M);

END; (% FOR )

INTEGERY);

1
edt284) 15 DlaJdeld;

.
13

CDl.INDEX,L}
CO(+INDEX .}
CODl+INDEXG)
COlLINDEX,)
CD{+INDEX )
CDtsINDEX,)
CD{.INDEX,)
CD{.INDEX.)
CDL.,INDEX.]
CO(.INDEX,.)
COl.INDEX ]
CD(+INDEXS]
CO(+INDEX.)
CDUINDEX L}
CDl+INDEX .}
CO{.INDEX,)

(s KEY_GENERAYION )

END} (* KEY_GENERATION =)

P e R LR TR R TR T TR R ]

7

THIS

4
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(‘..--"..l.-.‘.......'...l.‘.l.'...l'..‘..‘...‘....‘.,“_‘:...‘........)

PROCEDURE INITIAL_PERMUTATION;

“‘.‘-‘..l..l.I‘l.....l........‘...........'.‘-.......‘.‘.‘......‘...
-

. THIS PROCEDURE SUPPCGRTS THE PROCEDURE ENCRYPTION BY
L] PERMUTATING THE ORIGINAL 64 BITS INPUT.
- .

...l"....“.tt.‘...‘.........-...O....‘...'..l......-‘.‘.‘-.“..I..l

VAR
TEMP : MAT_b64;
I,INDEX 2 INTEGER;
BEGIN
FOR I:x 1 TO 64 DG
BEGIN
INDEX = IP1t.1.1; )
TE#MP(+sIs) I= CIPHERTEXT(.INDEK.]);
END; (® FOR )
CIPHERTEXT = TEMP;
END; (® INITIAL_PERMUTATION %}

v

l.....‘.O‘....'.‘i...‘..0.......0t‘.t‘.....i.“.‘l"‘..t..ttl"'OO..’)

PROCEDURE INVERSE_PERMUTATICN; | .
(ot-oo.coooooa.-o-o---too-.t-to-ooooootoopo---no--i;-tooooooooc--c--‘
: THIS PROCEDU#E SUPPORTS THE PROCEDURE ENCRYPTIbN BY

. PERMUTATING THE PREOUTPUT INTO CIPHERTEXT,
.

......-.'.'.........................l.‘l..".‘.“l.....‘.".“‘.‘...'

VAR
TEMP 1 MAT_64; :
I,INDEX ! INTEGER;

BEGIN -
FOR It 1 TO 54 0O
BEGIN
INDEX 3= IP21.I.);
TEMP{eledl 3= CIPHERTEXT(4INDEX.);
END; (® FOR *} .

CIPHERTEXT 1x TEMP;
END; (e INVERSE_PERMUTATION )

l.“‘l‘-.“‘.'l'........'."..‘...'C...‘.".O‘.-‘-....““.."‘.‘..“'_

PROCEDURE LR_SEPERATION;
(S5 4 00000RLESINEPIEITERIRIIITENININPITENIINRPRROBOOOSRIRIIOCIERRRITFORRAICSTEIRTS
.

. . THIS PROCEDURE SUPPORTS THE PROCEDURE ENCRYPTIUN BY ,
L] DIVIDING THE &4-BIT BLOCK INTO TwO EQUAL PARTS L AND R.
[ ]

S5 9200 SRS PETNEIIGSNNEINENIEENNLNINEBNCEIBOAEBEISIRIEGSEGRECOSOEITSEITDTORTIY)
e ) g
. - P
VAR

1,4 I INTEGER;
BEGIN
FOR 1:= 1 TO 32 0O _
LleIo) = CIPHERTEXT(aI.);
FOR Jt= 1 TO 32 DO
R{sJe) 2% CIPHERTEXT(.J+32.1;
END; [® LR_SEPERATION #)

cz . \ . ,



|.....-..'....C.'.-.'.....O.........‘....I......"‘..l....‘..‘.....'-)
PROCEDURE E_BIT_SELECTION; . -

(..C“..“...‘.‘...I'.......l‘..l'.......'...ll‘......t.......O‘.‘liB
[ ]

THIS PROCEDURE SUPPORTS ThHE PROCEDURE ENCRYPTION BY

. L]
<® TRANSPOSING AND DUPLICATING THE RIGHY HALF R DOF 32 BITS
. 170 PRODUCE A BLOCK OF 48 BITS.
| ]
I R R XY FE X R Y R Y N R RN E N R E Y NN PR S RN R RN TR RN RN ERFRRRYRER AN NN REEREY RN FRD]
VAR
I1,1KDEX : INTEGEFR;
BEGIN
FOR I:=1 TD 48 0O

BEGIN
IMNCEX = EleIa); ’
ARI{aIs) 2= STORE_RIE«INDEX,.I

END; (% FOR o)
B END; " E_BIT_SELECTIDN .}
. .

Y
‘.t...'....‘..."....'..‘..‘.......O..Ob‘..“...'..."!......".‘..")
\

PROCEDURE EXCLUSIVE_OR(DIMENSION,NUM T INTEGERI};

“ll...;.‘.‘.‘.....“..........J...l......“‘..'l.....“"“‘....“"
‘. 3

. THIS PROCEDURE SUPPCRTS THE PROCEDURE ENCRYPTION BY
. PERFORMING BIT=BY=BIT ADDITION MODULD 2 MATHEMATICS ON A
. A BLOCK OF 32 OR 48 BITS,
. : .
..lll.'....'.‘."‘.....l...'..‘..........‘"'..."..l“.,....“l..-.l
VAR
I ¢ INTEGER;
‘ BEGIN

CASE DIMENSICN OF .
32 FOR I!= 1 TO 22 0O
RUeXali={STORE_LIJI.]1*FRK{.I.}) MOD 23

48 FOR i= 1 TC & DO
CASE NUM OF .

11 RREKll.tiz={RRI+I.VI*XI(.I.,1) MDD 2;

- 22 RRK{.I,):=tRR{.I.)*X2{.14)) HMOC 2;
’ " 33 RRX[eIadli={RR{,1.)I*K3(414)) MOD 2;

41 RRK{ela)izZ{FRI«IsI*Ka(.I.)] MDD 2;

52 RRK[aIalti=(RRI{.I)*+KS(aXa)) ™OD 2; O

! RRK{.I.)1t=(RRII.V*KB(.I.3) MOD 2;

. T: REKIE4I L ):=(RR{Is)*XTl 1)) MOD 23
83 RRK (eIl i=(RRIsI)*KBLsIs)) #OD 235

9t RREK( .11t ={FRRI-TI.)1*K3(.1Is}} MOD 23

10 RRK{ oI )i {RRI.I}I*+K10( 1)) MOD 2;
113 RRK( eI W) :=[RRIII*K11{ .I.)) ™OD 23

12! RREKl<«Ia)I={RR{eIJ)*XK12(.I.}) MOD 23

132 RRK(.II)::(RR‘.If"KLJ'II.', MOD 2%

142 RREK{«IL):={RRI[«I)+K1l4[ 1)) ™MDOD 23

1535 RRAK{4I«)li=(RR{+IC)I+*K1501I.)) ™OD 2;

182 RRK{W+I.}i=IRRls1.,1*K16(aI,3) HOD 2;

END; |® CASE =)
END} (% CASE )
ENDj (* EXCLODSIVE_OR *)
- B4 -



v

(p-..-----tc.t-.o-t.n-ioto-t--‘..lcn.----o-.-.Oottta‘t.o".n..'..'o“|

PROCEDURE PER_FUNCTION;

l.i.‘l'.“.‘..l.l..O."..'!'O...‘.‘.“..“..".‘..“h.‘.".....“....

L] - - .
. THIS PROCEDURE SUPPORTS THE PROCEOURE ENCRYPYION BY
. PERMUTING THE 32 BIYT BLOCK QUTPUT FROM THE PROCEDURE
. SELECTION_FUNCTION.
[ ] i .
'".l...'.‘..t‘-...‘.“l.‘.....'......‘l‘..?l“‘.“.““.C“".‘l.“‘l
¥ AR
I,INDEX : INTEGER}
BEGIN
FOR I:= 1 TO 32 DO
BEGIN '
INDEX := P:. | -
FRK{.I.) := INDEX.I. . ~

END; (* FOR -)
END; |® PER_FUANCTION e}

IR AR RN NN RN SRR EREZESERRLER AR R NN RS ENIE RN RE ERE RN ARERR RS ERERESREND]

PROCEDURE SELECTION_FUNCTICON;

(-".'.'.....t.-“'.."..‘......;‘O-“‘.“...‘l....t.'.‘..t.‘.;.“ﬁ“\
. .

L] THIS PROCEDURE SUPPORTS THE PROCEDURE ENCRYPTION BY

. PERFORMING THE FOLLOWING CALCULATIQN: THE 48-=BIT BLOCK

. QUTPUT FROM THE PROCEDURE EXCLUSIVE_OR IS DIVIDED INTO

. 8 SUB—-BLOCKS. EACH BLOCK TAXKES 6 BITS AS INPUT AND YIELDS

* A4 BITS AS CUTPuUT,

[ ]

L]

‘.l.‘..‘.-.tt.-O.Ul""..l-.‘.t-.-l.-'l‘.“...“.‘.‘."‘.‘..‘...C.-'
VAR

BB I MAT_4; .
INDEX,J,K ¢ INTEGER;

(E R AN AN AR R R AR R R R R R A AR R R AR A RSN ER R AR REI AL R LR RS NI NI LN D]

PROCEDURE PRIMITIVE_FUNCYION(POSIINTEGER;SNIMAT_ _4_1613

S AR R AR BERE RN RN NSRRI NS NARNRANERNYRNNRNRENSINERERNERYENNERNEEEERERENREENLERERZSZN]

L]
. THIS PROCEDURE SUPPORTS THE PROCEDURE SELECTION=-

[ FUNCTICN BY FINDING THE ENTRY OF THE SELECTION TABLE AND
L PERFORMING SUITABLE DECIMAL TO BINARY CONVERSION,.

.

.

“o‘n-t.-t-tt--ottu.c--c‘o--ta.----ooqoat---o-otttittattgooit'-ttitj

VAR
ROW,COLUMN ,NUM,]I ! INTEGER;
VALVUEl, VALUE2,VALUE? . INTEGER}
BEGIN
VALUELI=RRK( .,POS5+5,1%2 + RQK(.POS."
CASE VALVELlL CF

0 ROW 3= 0;

12 ROW = 1,

2 ROw 1= 23 .

37 ROw 1= 33 -
END; ASE =)



VALUE2IZRRK I JPOS+4,1%8 ¢ RRK{.POS+3.) s

. + RRK{ .POS+2,)¢2 ¢+ RRKI.POS”-.I;A N ____

CASE VALVUE2 OF . N .
02 COLUMN 3=
11 COLUMN 1=
2 COLURN iz
3t COLUMN 2=
41 COLUMN =
5t COLUMN 3=
$: COLUMN ==
7t CCLUMN I=.
83 COLUMN 3=
83 COLUMN 3=
103 COLUMN:
131 COLUMN
121 COLUMN
133 COLUMN
143 COLUMN
152 COLUMN

END} (e CASE

VIWUNMHOVSENNORELUNMD
Bt e B D S B NS Be W S W

- e e

8400 49 38 4 %8
aHNUKMMW

NUM 1% SN{.ROW, COLUMN.)}
FOR I:= & DOWNTO 1 DO )
BEGIN
PB(.I.) 1= NUM MOD, 2}
NUM = NUM OIV 23 o
END; (e FOR #) : -
END; (% PRIMITIVE_FUNCTION #)

BEGIN (o SELECTION_FUNCTION )
INDEX 2= 1; .
FOR J%= 1 TO 8 DO
BEGIN
CASE J OF
13 PRIMITIVE_FUNCTION{1,51)
231 PRIMITIVE_FUNCTION{T,52)
331 PRIMITIVE_FUNCTION{13,523
4! PRIMITIVE_FUNGCTION{L18,54
52 PRIMITIVE_FUNCTION(2%,55
[
7
8

LR RT RN )

§t PRIMITIVE_FUNCTIONI{31,5
7: PRIMITIVE_FUNCTION(37,S
8t PRIMITIVE_FUNCTION(43,5

_ENDj (® CASE w1

FOR Kix 1 TO & DO _ - -
BEGIN
.Sl +sINDEX,) 2= BBI.K.';
INDEX 3= INDEX + 13
END} (® FOR o}
END; (® FOR *}
END; (® SELECTION_FUNCTION #)

ees IF INDICATOR = 1, {FIRST CYCLE)y PLAINTEXT IS5 OBTAINED®¢e
e®e FROM INPUTs OTHERWISE, PLAINTEXT OR KEY IS OSB8TAINED. sss
ese FROM THE PREVIOUS CIPHERTEXT., e

BEGIN (® DES o)
IF INDICATOR = 1
THEN PLAINTEXT = CIPHERTEXT
ELSE IF CONST_KEY = 1
- TMEN PLAINTEXT $x CIPHERTEXT .
ELSE KEY 1= CIPHERTEXT; ) #\j

KEY_GENERATION;
INITIAL_PERMUTATION;
LR_SEPERATION;



-

~ ' SN .

ses {§" ITERATIONS ARE GOING- TD PERFURN UITH THE PRESE&T ses

s OF THE Sq&'ABLE SUBKEY.

FOR STEP tz 1 TO 1§ DO -
BEGIN <
- STORE_L 3= L3
L = R}’ N
STORE_RIzR}
E_BIT_SELECTION]
EXCLUSIVE_ORI&A8,STEP); .
SELECTION_FUNCTION] -
PER_FUNCTTION;
. EXCLUSIVE ontaz,srsrht
END3 (® FOR ¢)

ese THE RESULT "OF THE 16 TH ITERATION IS ASSIGNED TO BE sse

ese THE PRECUTPUT.

FOR A$= 1 TO 32 0O

CIPHERTYEXT A ,.) = R‘-‘.,;
FOR B!= 1 TO 32 ©O

CIPHERTEXT( ,B+32,) 3= LleBel]
INVERSE_PERMUTATION;

END} (= DES )

)

)

(’.....l"‘..................'...'.........‘....OC....'..(’...‘.....

PROCEDURE LOCATION {TEMP' 3 MAT_SAJVAR PLACE: INTEGER

4

FLAG I1INTEGER);

: +
(...‘...'.....‘....‘..‘.....“.._‘.........Ol'....0.‘.*...."..........

]
| ]
*
L
L]
[ ]

THIS PROCEDURE SUPPOéTS,THE MAIN PROGRAM BY DETERMINING

THE LOCATION OF THE CELL IN THE CONTINGENCY TABLE.
FLAGS INDICATING ROW OR COLUMN LOCATION IN USED.

PLACE? VARIABLE WHCIH CONTAINS THE ROV OR COLUMN LOCATION.

’
3

VAR

I,INDEX EGER} - ’
‘BEGIN a ‘ .
PLACE/ 1= 03 g K
CASE/FLAG QOF
of FOR I3z 1 TO INPUT_ TEST_B8IT DO
BEGIN .

INDEXIZROV_TEST_8IT(.Z4)}
_ END}
13 FOR I!= 1 TO OUTPUT_TEST_BIT DO

BEGIN
- INDEX1®wCOL_TEST_BIT{.Is);
PLACES=PLACE+TERP (. INDEX.) 9200 (=1} ;
END}
END; (® CASE ) :
END; [® LOCATION ¢) C

PLACEIZPLACEC*TEMP {,INDEX, ) 298 (I=1}3;

O.......‘..".........-l.i..“.‘.“.‘.-...““‘.".“...‘..."A.C“.‘]



‘.......{..........‘......I......‘....‘.‘-............................
* PROCEDURE GHISQ; _ ‘ : T :
::.n...'...b..............."‘..............;..‘... ..................... ’
. THIS PROCEOURE SUPPGRTS THE MAIN PROGRAM BY CALCULATING ‘
-‘\ "THE "CHI=-SGUARE STATISTIC VALUE,.

..‘...l...............‘.l.'..l‘....‘...‘.'.."‘........‘........‘...'C.
8) - ~

VAR .
I3 IINTEGER; . \ )
te cHISa e} i . : .

s /THE FOLLOWING LINES CALGCULATE -THE ncﬁ TOTALy COLUMN see
sse| TOTALy, EXPECTATION AND THE CHI~SQUARE VALUE. AND sese
sse \THE DEGREE OF FREEDOM. tes

FOR, Itz 0 T INPUT_SCALE DO
FOR TO QUTPUT_SCALE DO .
' ROI T TALI.Iol3=ROV TOTALTf«Ie). ¢ CHILlWIpJdal}

FOR Ji= 0 TO OYTPUT_SCALE 0D
FOR Xtz 0 TO INPUT_SCALE DO
coL_ TOTALCeJ2 ) I=COL_TOTALUeJe) + CHIloIpJdal}

‘FOR Ils 0 TO INPUY_SCALE DO
FOR Ji= ¢ TO OUTPUY_SCALE DO
BEGIN
EXPECT oI5 4.) 12ROV _TOTAL(.I.)eCOL_ TOTAL‘-J.II
NO_OF_TEST}
IF EIPECT(.I'J-I =0
) THEN BE€IN °*
. WRITELN; VRITE(® EXPECT = 0 AT ',I,Ji}
: END} .
END§ (% BEGIN *)

FOR_ X1 0 YO INPUT_SCALE DO
SFOR JI® 0 TO OUTPUT_SCALE DO
C_SQUARE 3= C_SQUARE+*(CHIl.IgJe)“EXPECT(eIpJdal o2y
— EXPECTI.iIgde)}

DEGREE_OF_FREEDOM 2z INPUT.SCALE®OUTPUT_SCALE]
END; (% CHISQ @) ,



(R L ERR RN LR N YRR ]) -..‘........-l.....-.....iﬂl.,.....'..........‘.........
;"

i»
.......'......h....‘....‘.‘-.....‘.‘......‘.l..C.O......‘..‘........

PROCEDURE QUT_DATA;

)

te THIS PROCEDURE SUPPGCRTS THE MAIN PROGRAM TO OUTPUT THE v)—i
. RELEVENY STATISTICS. THE CONTINGENCY TABLE I5 ONLY PRINTED

* ON REQUEST,

. .
ooo.-oc.-oooo-oo-n-o-.o---o----octoloo----o.o-oo.-ooo-coo-t-t-tto-oo
*) v

VAR
. I4d,INDEX : INTEGER;
BEGIN ‘
te ee¢ THE SUITABLE HYPOTHESIS IS GUTPUTED ... ' see

f IF CONST_KEY = 1
- THEN BEGIN
WRITELN:
. WRITE ('0 HYPOTHESIS : FOR A FIXED KEY, A CHOSEN ‘)13
WRITE {*BUT FIXED BCRTION OF CIPHERTEXT Is "1y
URITELN:UR!TE(' b BH
WARITE (“INDEPENDENT TC A CHOSEN BUT FIXED ");
" WRITE {*PORTIQON OF THE PLAINTEXT,.'}; .

3

WRITELNS. '

g N . .. WRITE {*0 FIXED KEY ¢ '}3;
INDEXwiz 13
FOR Is3= 1 TC 8 DO

BEGIN .
FOR Jiz 1 TO 8 DO o
> BEGIN '
- WRITE (KEYl,INDEX,.331);
INDEX :=. INDEX + 13
END; (% FDR *)
WRITE (' *21);
END; (* FOR =}
END .
ELSE, BEGIN
WRITELN; ' .

WwRITE (°0 HYPOTHESIS : FDR A FIXED PLAINTEXT, *13;
WRITE ('A CHOSEN BUT FIXED PORTION QF THE cIPHERrExT L
WRITELN;VWRITE(® )

WRITE (°IS INDEPENDENT TO A CHOSEN BUT r:xEo ');

WRITE (*PCRTYION or/;ue KEYa"')}

WRITELN; \%J

WRITE ('0 FIXED PLAINTEXT : ');
INDEX 2z 13 '
FOR It= 1 TO 8 uo N .
BEGIN. .
FOR Ji= 1 To & DP o

BEGIN
YRITE |Py&1u?£xrt.xnoex.|:1|;
. TNGEX sxIINDEX ¢ 1;

$ (* FOR »)

1) 3

)

END 3



(e ses THT CONTINGENCY TABLE IS ONLY PRINTED ON REQUEST,  ese
eee FOR EXAMPLE, BY SETTING THE VARIABLE PRINT_TABLE = 1eee
IF PRINT_TABLE = 1 SN~— — e
THEN BEGIN -
WRITELN] WRITE('O0 CONTINGENCY TABLE 1')3

*)

WRITELN} VWRITE(‘= 133

FOR Iz 0 TO GUTPUT_SCALE DO
WRITE(IID);

WRITEL® TOTAL®*) } e ’ .

VRITELN} WRITE (° tyy

FOR Itz 1 YO 5 DO .
VKITE (°_°%); .
WRITE (%1%}

FOGR-It= § TO ASOUTPUT_SCALE+7 DO
WRITE (*_")3

WRITELN} WRITE (° . I B

WRITELN; WRITE (* *)3

FOR If= 0 TO INKPUT_SCALE DO
BEGIN ,
YRITE (I6,' 1°)3 !
FOR Ji= 0 TO OUTPUT_SCALE 0O
WRITE (CHI{.I,J.)%3)3
YRITE (ROVW_TOTAL(.I.)2813
. VRITELN; WRITE (* . 1913
VRITELN; wRITE (* *)3;
END;
WRITE(L®
FOR It=
WRIT
WRITE (°

-

FOR Iz § T

WRITE
WRITELN; WR
WRITELN; YRITE

UTPUT_SCALE+T DO

FOR 1= 0 TO CUTPUT_SCALE DO
_MRITE (COL_TOTAL(.I.123);
YRITE INO_OF_TESTI6)3
END3



te see STATISTIC INFORMATIONS ARE PRINTED eces N ese
e} . . -
iRIYELNi
wRITE ('0 SUM OF ThE FREOUEHCIES FOR ALL CELLS : ',
: NO_OF tEST:Sl.

WRITELN}
IF CONST_KEY = 1

THEN BEGIN ‘ ™
WRITE ('0 POSITIONS OF THE CROSEN BUT FIXED PORTION *)
WRITYE \'qr THE PLAINTEXT? )3
END . ’ :

ELSE BEGIN -
‘WRITE (°0 Posxrxous OF THE CHGSEN BUT FIXED PORTION ')}
WRITE (*OF' THE KEY3 , *13 - -
END } o

FOR If= 1 TO INPUT_TESY_BIT DO
: WRITE (ROW_TEST_BITi.I.113)}

WRITELN :
WRITE 10 POSITIONS OF THE CHWOSEN BUT FIXED PORTION *);
YRITE (*OF T¢E CIPHEPTEXT. 13 '
FOR It= 1 TO OUTPUT_TEST_BIT DO

WRITE (COL_TEST_BITC(.I.0131}3

WRITELNS /
WRITE ('0 DEGREE OF FREEDOM 3 * ¢DEGREE_OF_FREEDOMIS) }

VRITELN; _

YRITE ('0 SIGNIFICANCE LEVEL: " SIGNIFICANCE_LEVEL
110:4) 3

WRITELN; . ‘

WRITE (%0 REJECTION REGIONS 2 ' S TABLE_VALUEZ10:4)3

WRITELN; .
WRITE (°0 CHI SQUARE & ° " sC_SQUAREI10%4);

WRITELN; - »
WRITE (%0 CONCLUSION FROM THE 'TEST ABOUT THE HYPOTHESIST *)j

IF (C_SQUARE ='TABLE_VALUE >= 8)
THEN BEGIN X
WRITE (' THE MYPOTHESIS OF INDEPENODENCE IS*)}
WRITE 1* REJECTED. ')}
END Qo
ELSE BEGIN
VRITE (' THE HYPOTHESIS OF INDEPENDENCE IS%)j;
WRITE (' ACCEPTED.');
END

ENDi (o QUTY_DATA s}



" BEGIN (® MAIN PROGRAM #) ) -

CPU_1 1= CLOCK; ) '
INITIALIZATION; :
READ_DATA}
FOR Ttx= 1 TO NOLlOF_TEST DO
BEGIN
DESIIN}

IF CONST_KEY =1
THEN LOCATIONI(PLAINTEXT, ROW, 0)
ELSE LSCAYIONIKEY, ROV, 013

LOCATIONICIPNERTEXT, COL,1)}
CHI{.RC¥, COLs} :x CHI(.ROW, COL.) +1}
END} (® FOR @) ) 1
cCHISA} -
OUT_DATA}

CPU_2 = CLOCK]
unxtanl

WRITE (°0 TOYAL CPU TIME USED 1 *,(CPU_2 = CPU_1171000
. :1n=~a;;szconos. *33

ENDe. (® MAIN PROGRAN o)

",
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