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Abstract

Recently, augmented ultrahigh frequency radio-frequency identification (UHF RFID) systems have been developed,
and they contain additional components that can detect a tag’s backscattered response and use this information for
the localization of the tag and other applications. The methods currently employed either have poor performance
because the detection of the tag’s response is based on envelope detection or are costly because they are based on
software-defined radio. The solution proposed in the paper is to use a method called synchronous detection to
intercept tag signals. Using synchronous detection, we were able to use a conventional UHF RFID reader integrated
circuit for the method, leading to a cost-effective, high-performance solution. We performed an analysis of its read
rate and read range performance. The analysis showed that our receiver is capable of receiving tag signals with a read
rate of 50% for passive and 66% for semi-passive tags at a 1-m distance between the tag and the receiver and is
capable of receiving tag signals at a maximum distance between the tag and the receiver of 3.25 m for passive and 5.5
m for semi-passive tags, with the reader being within 8 m of the receiver. This augmented RFID system has a potential

to facilitate localization and prevent the cross-read problem in RFID-based portals. In addition, it can be used as a
protocol analyzer as well as a component of future Internet of Things.
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Introduction

Radio frequency identification (RFID) is a wireless auto-
matic identification technology that uses radio waves to
automatically scan and identify individual or bulk items
[1]. In this paper, we will consider only passive ultra-
high frequency (UHF) RFID systems. A complete RFID
system typically consists of a reader, one or more tags,
and software for controlling the reader and processing
the information. While a simple RFID system can help
identify an item, only a coarse-grained awareness of its
location can be achieved, i.e., the tag is located somewhere
in the interrogation zone of the reader. For some appli-
cations, for example, the Internet of Things (IoT), more
accurate localization is needed [2].

One approach to localization is the proximity method,
which is easy to implement and is less affected by dynamic
changes in the environment. This method requires scat-
tered receivers to be deployed. The location of the tag is
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estimated as the location of the receiver that receives the
tag response. The receivers on the market today are not
suitable for this method to be implemented. Our goal is
to implement a receiver for proximity methods for UHF
RFID systems.

There are currently two receivers that detect signals
from passive UHF RFID tags, which can be used for
proximity localization: the Astraion Sensatag [3] and the
Gen 2 Listener [4]. These designs have different architec-
tures and implementations. The Sensatag uses an enve-
lope detection architecture, has the advantage of simple
implementation and low cost, but has poor sensitivity
and selectivity. The Gen 2 Listener is a software-defined
radio, based on the GNU Radio toolkit and running on
the expensive Universal Software Radio Peripheral (USRP,
Ettus Research, LLC, Mountain View, CA, USA) hard-
ware. It offers good performance, but the high cost of the
hardware prohibits it from being widely deployed.

In this paper, we introduce a novel device into the
RFID system which can intercept UHF RFID tag signals
called the augmented RFID receiver (ARR). This device
uses a method called synchronous detection to overcome
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challenges associated with intercepting tag signals using
a non-envelope detection scheme. Two main challenges
that have been addressed are frequency offset, which
occurs because there are two different clock sources:
on the transmitter and receiver, and frequency hopping,
which makes determining the channel of the tag transmis-
sion difficult. To showcase the device, the performance of
the implementation was compared to the other two out-
lined solutions: the Sensatag and Gen 2 Listener. A com-
parison of the read rate and range of the implementations
was made.

The ‘Background and related work’ section shows re-
lated work in the field. The challenges of such a system
are presented in the ‘Challenges’ section. The solution
we propose to overcome these challenges is presented
in the ‘Synchronous detection - the solution’ section.
The implementation of the receiver is described in
the ‘Implementation’ section. The ‘Experimental results’
section details the tests performed; the next section is the
‘Applications’ section, and last is the ‘Conclusions’ section.

Background and related work

Donno et al. [4,5] proposed an RFID receiver system,
based on GNU Radio and implemented on a USRP.
The receiver had a matched filter and a channel selec-
tor implemented in a digital radio. The applications
proposed in other papers about localization, suggested
implementation of a set of receivers for multilateral RSS-
based localization, and protocol analysis. Further research
was conducted in [6], where the system was used to
evaluate the performance of a UHF RFID system. The
use of the USRP makes the device expensive, especially
if multiple devices are used to implement the anchor
points.

Another device is implemented in [3] called the Sensa-
tag. There, a special tag acts as a proximity-based local-
ization device. The device can detect the responses of
the tags and embed the detected electronic product codes
(EPCs) into the tag’s own EPC. The tag is battery-powered
and has an field gate programmable array (FPGA) on
board. Due to the power-hungry FPGA, the device suffers
from short battery life.

Sensatag and Gen 2 Listener are based on different
architectures. The Sensatag uses an envelope detection

Table 1 Receiver comparison
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architecture, suffering from poor sensitivity and selectiv-
ity but has simple implementation and low cost. The Gen
2 Listener is a software-defined radio, based on the GNU
Radio toolkit, running on the USRP. The USRP hard-
ware is expensive but is flexible and offers good perfor-
mance. The solution in this paper uses a direct conversion
architecture.

The Astraion Sensatag is read by a standard EPC Gen
2 reader. The data Sensatag receives is encoded into its
own EPC, through a technique called piggy backing [7].
The Gen 2 Listener runs directly on a PC, so any kind of
interprocess communication is possible.

Table 1 compares the existing receivers with the pro-
posed implementation. Note that Architecture concerns
the radio architecture used. Interface refers to the way that
data is extracted from the device. Hardware refers to the
platform that is used. Software refers to the software com-
ponent used in the receiver. The last column presents how
the device is powered.

Challenges

Frequency hopping

UHEF RFID operates in the industrial, scientific, and med-
ical (ISM) unlicensed band and shares the spectrum with
other devices. To mitigate potential interference, FCC
mandates the use of frequency hopping. In the ISM band,
902 to 928 MHz, a device can occupy a channel for
at most 400 ms [8]. The regulations also state that the
next channel to be occupied must be selected pseudo-
randomly.

The frequency hopping provision presents a problem
for the receiver design. In a normal RFID system, the
reader transmitter and receiver are integrated inside the
reader, and the receiver knows the frequency at which
the transmitter sent the signal. In this paper, the receiver is
decoupled from the transmitter, so the receiver must have
knowledge of the transmitter’s channel frequency.

In general, three methods can be identified to overcome
the channel-hopping issue. The first method is to listen
to all the channels. Depending on the region of operation;
this could be a simple task, like in Europe, where the num-
ber of channels is low. For North America, where there are
50 channels, in the frequency range from 902 to 928 MHz;
this is not such a simple task.

Device Architecture Interface Hardware Software Power
Gen 2 Listener SDR UsB USRP GNU Radio External connector
Sensatag Envelope detection UHF RFID Custom RF front end Custom LLRP Battery
with FPGA application
This paper Direct conversion Ethernet UHF RFID reader IC Custom LLRP External connector
with FPGA application
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The second solution involves predicting the next chan-
nel hop through a stepped serial search. A certain amount
of time is required to acquire a lock on the channel, either
by scanning the spectrum until finding the transmitting
channel or randomly hopping, and then predicting the
next hop. This will work if there is knowledge of the algo-
rithm used for determining the next channel hop. Based
on the FCC specifications, the algorithm is to be pseudo-
random, so it is up to the manufacturer to implement the
algorithm for channel hopping. In some cases, this can be
determined by reverse-engineering the algorithm with the
help of a spectrum analyzer.

The third solution is that the reader or host PC directly
notifies the receiver where the next frequency hop is
going to be. The most widespread communication pro-
tocol between PCs and RFID readers, low-level reader
protocol (LLRP) [9], specifies a function called NextChan-
nelHop() which informs about the next frequency channel.
In this scenario, a PC calls this function through LLRP and
reports it to the receiver device through ethernet. With
this approach, there are time delay issues and not all UHF
RFID readers support LLRP.

Frequency offset

Oscillators have a stability rating, i.e., offset from a desired
frequency, expressed as parts per million (ppm). The EPC
Gen 2 standard defines the minimum stability rating for
the oscillator to be 10 ppm in dense reader mode [10]. The
RFID reader uses the same local oscillator (LO) for send-
ing the signal and receiving the backscattered signal, so no
frequency offset will be present in the reader (except from
Doppler shifts due to moving tags, but they are negligible
even on fast moving tags, e.g., tags on trains [11]). The fre-
quency offset is a problem for a receiver that is decoupled
from the transmitter.

A frequency offset can be modelled as the multiplica-
tion of the signal by ¢"* where w is the frequency of
the offset. This multiplication causes an instantaneous
change in phase in the in-phase/quadrature (I/Q) con-
stellation, which causes a rotation. An experiment was
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set up to showcase the problem of frequency offset. The
analog outputs from two UHF RFID readers were con-
nected to an oscilloscope. One reader was functioning
as a receiver, while the other as a full transceiver. The
readers were set to the same mixer frequency. The sig-
nal during a tag-reader exchange of the transceiver was
then captured, and the I/Q constellation vs. time was plot-
ted in LabView. Figure 1 shows the obtained results; the
z-axis is time, and the y and x axes are I and Q compo-
nents. Figure la shows the I/Q constellation of receiving
a PR-ASK signal successfully by the transceiver reader.
Figure 1b shows the obtained signal on the reader acting
as a receiver. If two LOs are used without any provi-
sion to deal with frequency offset, a rotation appears, as
seen in Figure 1b, and the signal cannot be successfully
demodulated.

If a radio was tuned to the same channel as the trans-
mitter, e.g., 902.75 MHz, then it would see a large signal
adjacent to the tag channel in the <10-kHz range, which
is the DC signal that would be removed if the transmit-
ter and receiver were synchronized. Figure 2 shows how
the frequency offset problem looks in the time domain.
The top row is the clean reader and tag signal, as seen
on the RFID reader. The tag signal is the high-frequency
square wave at the end. The bottom row is the received
response with frequency offset. The strong signal from the
reader is modified, but the high-frequency weak tag sig-
nal cannot be seen, but rather the large blocker signal at
around 8 kHz is seen.

Synchronous detection - the solution

Both envelope and homodyne detection techniques are
simple and reliable demodulation techniques. The prob-
lem with the envelope detector is that its performance
is limited by the relative amplitudes of the signal being
demodulated. One of the goals of this paper was to make a
system more sensitive than the system based on envelope
detectors. Synchronous detectors are more complex than
envelope detectors, and they require a phase-locked loop
and a mixer. Demodulation is performed by multiplying

i time

time

Figure 1 Frequency offset in I/Q constellations. (a) Without frequency offset. (b) With frequency offset.
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Figure 2 Frequency offset in time domain.
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the received signal by a sine wave that is phase-locked to
the incoming carrier.

On the reader side, the carrier frequency is known and
the signal at that frequency is also used in the demodu-
lation process. This frequency is not known by the ARR.
However, since the reader transmits continuous wave
(CW) signal during tag transmission, we proposed to use
the CW signal as the input to the mixer. So the clock is
retrieved through the air, instead of using a LO. Figure 3
shows conceptually the signals in frequency domain dur-
ing tag transmission. The reader sends a signal at a fixed
frequency called the CW, fcw, and the tag responds with
a weak backscatter signal, fjs.x. The CW signal is used as
an input to the mixer instead of the LO.

In the EPC Gen 2 standard, the reader initiates query
process by transmitting a specific command or a set of
commands at a particular frequency channel. This leads
to a handshaking process that ends, most frequently, with
the tag transmitting its ID. Therefore, two types of reader
signal appear as inputs to the mixer: (1) unmodulated CW
signal during tag transmission and (2) modulated signal
during reader transmission. The synchronous detection
method for the first type of reader signal is shown in
Figure 4. The dotted lines display the frequency compo-
nents at the various stages of the design. The signal to
the LO is taken from RF signal path and is amplified and
filtered to remove any modulation, i.e., the backscatter sig-
nal. The mixer outputs the difference of the frequencies
(the sum of the frequencies is filtered out). At the out-
put of a baseband filter, only the tag backscatter signal
remains.

Let us now consider a situation when the reader tran-
smits the modulated signal as presented in Figure 5. The
reader signal is self-mixed with an attenuated or amplified
version of itself. At the output of the mixer is the down-
converted reader signal. The same bandpass filter as that
in the case of tag transmission is used.

In order to implement this system, an external low gain
loop antenna was used to provide an attenuated version of
the signal for synchronous detection. Therefore, the ARR
contains two antennas: one that performs ‘listening’ of tag
communication and another one for receiving the CW sig-
nal and using it as an input to the mixer. We performed a
number of experiments regarding the type of the second
antenna and relative positions of two antennas until we

determined the configuration that provided satisfactory
results.

There are a number of advantages of synchronous
demodulation with the reader signal used as an input
to the mixer. The design of the receiver is simplified
since there is no need for a PLL while at the same time
the problem of frequency offset is resolved. Synchronous
detection also resolved frequency-hopping problem when
the pattern of hopping is unknown. As mentioned
before, the reader selects its next frequency channels
pseudo-randomly and the pseudo-random sequence of
frequencies is not known to the ARR. Using syn-
chronous detection with the reader signal instead of the
LO, the ARR obtains the CW signal directly from the
reader and use it as a local oscillator. Thus, regardless
whether the reader is in frequency-hopping mode or
not, the ARR receives the reader-transmitted signal at
any frequency and uses it as a reference frequency for
demodulation.

The system has an additional advantage in common sit-
uations where multiple ARRs associated with one reader
are used. All ARRs are synchronized because they use the
same clock from the reader. This can be very important
for further research on localization of passive tags based
on the signals obtained from multiple synchronized ARRs.
In addition, multiple synchronized ARRs can be used for
cooperative reception techniques like soft combining and
interference cancellation as presented in [5].

Recently, there have been several publications that deal
with extending the read range of the UHF readers. The

dB A
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Figure 3 Spectrum during tag backscatter.
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Figure 4 Synchronous detection during tag backscatter.
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read range can be extended by adding the external exciters
that provide CW signal [12] or by amplifying the signal
from the reader [13]. Having external exciters will allow
not only for providing additional energy, but also for using
that signal as an external oscillator and having all elements
in the system synchronized to the same clock. However,
to the best of our knowledge, using CW from the exter-
nal exciters to synchronize the RFID components has not
been done yet; the same techniques as described in this
paper can be used.

Limitations of our approach include the need to per-
form time multiplexing in case there are multiple readers
in the same area, problems with a narrow-band interfer-
ers in the same frequency range, and the fact that the
amplitude of the oscillator depends on the distance and
on fading. Since tags are not frequency selective, some
type of time scheduling of the readers would need to be
done anyway in case of deployment with multiple read-
ers. Regarding the amplitude of the signal, it is possible
that the signal used instead of the LO received by the ARR
is subject to deep fades in which case the ARR will not
function properly.

Implementation

Figure 6 shows the high-level overview of receiver imple-
mentation. It consists of a UHF RFID reader IC acting as
the RF front end and an FPGA with a soft-core CPU that
implements the state machine for receiving the tag signals.
Ethernet is used for communication with the host PC. The
next sections will give the details of the subsystems in use.

Radio frequency integrated circuit

Austria Microsystems AS3992 was selected as the radio
frequency integrated circuit (RFIC). The RFIC is an EPC
Gen 2-compatible front end, which has a direct con-
version RF section and EPC Gen 2 protocol handling
capability.

Through register settings, the IC can support different
modes and settings such as the gain of the receiver chain
and filter selection. The reader IC also has provisions to
decode tag signals by decoding the Miller and biphase
space (FMO) encoding. By itself, the reader IC does not
support receiving and decoding the pulse interval encod-
ing (PIE) signal, so the decoding part was outsourced to
another digital section.

f reader

S
S

RF signal‘\‘

Figure 5 Synchronous detection during reader transmission.
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ARR The outputs from the RF section are the I and Q dat-
\ / apaths. Figure 7 shows the reader-tag exchange as seen
I by the AS3992 chip using synchronous detection. The Q-
RF UHF RFID FPGA channel can.be seen to have a higher .amphtude than the
Reader IC I-channel. Figure 8 shows the block diagram of the com-

% EtherrEt g g
> CPU > onents used from the IC. The output from the AS3992 to

P P
Y the digital section is the signal after passing through the
| Tox comparator.
Figure 6 High-level block diagram.

FPGA subsystem
Figure 9 shows the block diagram of the hardware. This
section describes the details of each block in the sys-
Most reader ICs regularly operate solely, i.e., perform-  tem. The main blocks in the architecture are the reader
ing the demodulation, decoding, and protocol processing.  PIE decoder, FMO decoder for the tag signal, reader com-
The AS3992 was set to direct mode, where the protocol mand decoder, and tag command decoder. Logic gates are
processing is bypassed and a demodulated analog or digi-  used for enabling and disabling the decoding of tag sig-
tal signal is output. In this mode, the chip acts only as an  nals. Once the ARR receives an ACK from the reader, the
RF front end. gates are opened for decoding the tag signal. The system
The IC also has an oscillator and timing system. Unfor- ~ was implemented in Verilog, and it is executed on a Xilinx
tunately, it cannot be used due to frequency offset prob-  Spartan 3E starter kit (San Jose, CA, USA).
lem. To mitigate the issue, synchronous detection was
used. To achieve synchronous detection outlined in the  Reader decoder
previous section, the external VCO port, EXT_IN, was The PIE decoder module samples the input waveform
used on the AS3992. This pin allows us to set the fre- and outputs the data symbols; it also provides a symbol
quency manually by retrieving it from the air. clock, which rises whenever a symbol has been decoded.
An external low gain loop antenna was used to provide ~ The symbols come in six varieties: data-0, data-1, TRcal,
an attenuated version of the signal for synchronous detec-  RTcal, invalid, and delim [10]. They convey information
tion. Another solution would be to use an amplifier on  about the commands, data, and physical characteristics
the RF signal path, but the power consumption and cost  of the channel between the reader and tag. The symbols

would rise. can also have different parameters depending on the TARI
The sensitivity of the receiver is configurable through  (length of data-0) value set by the reader.
register settings, which allows increasing or decreasing The signal is over-sampled by 625 samples due to the

the read range of the receiver. The step size of the read  default clock of 50 MHz on the FPGA, which can be low-
range was experimentally determined to be around 50 cm.  ered if power consumption is a concern. A lookup table is

3,
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Figure 7 AS3992 analog output.
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Figure 8 Block diagram of digital logic including decoders and a
soft core processor implemented on FPGA.

used to determine the symbol. A counter /i_cnt is started
on a high signal. Whenever a falling edge is detected, a
counter lo_cnt is started and the 4i_cnt is stopped. A ris-
ing edge indicates the end of a symbol. Furthermore, the
type of symbol: TRcal, RTcal, data-0, data-1, invalid, and
delim is determined from the length of the symbol, and
the high count is determined through a lookup table. The
low count is only needed to determine the mode of oper-
ation. The command decoder is a state machine that is
sensitive to symbols from the PIE decoder and outputs
commands from the reader.

Tag decoder

The tag decoder decodes the FMO signal. The method
used for decoding this signal is a modified version of an
existing method [14]. A close look at the FM0 waveforms
reveals that the rectangular waveform shown in Table 2
can be identified. The method based in [14] proposed
looking at the duty cycles of the rectangular waveforms
to decode them. Duty cycle requires a division opera-
tion which is not efficient in FPGAs. The method used
in this implementation is a modified version, where a
lookup table is used to compare the high and low counters
to symbol values that are obtained experimentally. After
receiving the decoded bits, they are passed through the
tag command decoder which groups the bits together to
determine commands, including the EPC of the tag.
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Experimental results

Range

The first set of experiments on the ARR was performed to
characterize its performance based on the distance from
the reader. The design of the receiver relies both on the
reader and tag signals to successfully decode EPCs. A
tag is considered successfully read if an ethernet packet
is received containing the tag’s EPC. Wireshark [15] was
used to count the number of packets, which was an indi-
cator for performance. The reader was set to hybrid mode,
160-kHz FMO, 30-dBm output power for 60 s. A Higgs3
[16] passive dipole and PowerP [17] semi-passive tag were
used for the tests.

Reader range

First a passive dipole and then a semi-passive tag were
placed at a distance of 1 m away from the receiver. The
reader antenna was set to output at full power. The dis-
tance between the ARR and the reader antenna, d, was
increased from 1 to 8 m, with an interval of 1 m. Figure 10
shows the read rate results for both semi-passive and pas-
sive tags, where read-rate is defined as the number of
ethernet packets received by the host per minute. At some
distances, the effects of multipath propagation and fad-
ing made the tag unreadable. In such cases, the reader
antenna was slightly moved to the side to mitigate this
effect.

The results show that the distance from the reader to
the receiver does not affect the performance when the
distance is within 8 m, which is the room length. Semi-
passive tags have a read rate of about 140 to 160 packets
per minute, while passive tags read at under 100 packets
per minute.

Maximum range

The goal of this experiment was to determine the max-
imum distance that the receiver can detect the tag
response. A similar setup was made in the previous exper-
iment, but the distance d was fixed at 8 m, while the
distance from tag to receiver was varied. The reader was

Digitized I
PIE decoder
Digitized Q:

Reader
command
decoder

FMO decoder

oLy

Plasma
CPU

Tag command
decoder

Figure 9 FPGA system.
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Table 2 Rectangular waveform decoding

Symbol Waveform Bit(s)

RWO | 10
RW1 | 11

Rw2 0

Rw3 | 1

set to transmit for 60 s, and the tag was moved away from
the receiver until the receiver could not detect the EPC
anymore. A test was made without ethernet sending: a
counter was implemented on the FPGA and ethernet was
disabled. The reader was set to transmit a query every
second for 60 s. A logic analyzer was then used to get
the counter value. A tag was considered detected if the
receiver could read more tag signals than 5% of the EPCs.
For passive tags, this distance was determined to be 3.25
m, and for semi-passive, it was determined to be 5.5 m.
Depending on the application, the range can be reduced
by adjusting the attenuation registers of the AS3992 chip.

Reader power

This experiment tests the relationship between the reader
power and the receiver performance. The reader antenna
was placed at a fixed distance of 5 m, and the reader output
power was varied from 15 to 30 dBm. A passive tag was
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placed in between the reader and the receiver, which is 1
m away from the receiver. The read rate of the receiver was
recorded. Figure 11 shows the results.

At the 22-dBm mark, the performance decreases signif-
icantly. This is the threshold where the receiver does not
receive enough power to its local oscillator to correctly
decode the tag. Based on the Friis equation, the power at
the LO port can be estimated to be —12 dBm at this power
and distance. Thus, theoretically, if the reader is located
at a distance of 12.5 m and is transmitting at full strength,
the receiver will have enough power for its LO port.

Comparison

Table 3 presents a comparison of the maximum read
ranges of the different receivers. The Sensatag and ARR
implementations were determined experimentally, while
the Gen 2 Listener value is based on [4].

The values of the table are to be expected. The Sen-
satag, based on an envelope detector, provides the worst
performance of the three. The Gen 2 Listener, based on
an software-defined radio (SDR), provides the best per-
formance. The ARR implementation shows results that
fall in between the Sensatag and Gen 2 Listener. Table 4
compares the success rate at which the EPC packets were
successfully decoded at a 1-m distance. The results for the
Gen 2 Listener were taken from [5], while the ARR and
Sensatag results were obtained experimentally. For the
experimentally obtained results, a passive tag was placed 1
m away from the receiver, and the tag antenna was placed
5 m away from the receiver. The reader was programmed
to send a query every second for 60 s.

Analysis

The Gen 2 Listener offers the best performance in read
range and read rate, but it has a limitation due to fre-
quency hopping. The results presented were obtained
with a reader transmitting at a fixed channel. The Gen
2 Listener was originally designed to operate in Europe,

o o o N

5 O ® O

o o o o
T T T

m
i
S 120
e
o 100 — — — ~ _ _-"
o =~ -
4 80f =~
@
Q
X g0
40
20
O Il Il Il
1 2 3 4

— — — Passive

Semi-passive

Figure 10 Reader range vs read rate.
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where UHF RFID has 2 MHz allocated to it. In North
America, the device is able to listen to only four channels
at a time due to this limitation. EPC responses being sent
from the other 46 channels will not be captured. Another
limitation is the cost of the hardware. The USRP, on which
the SDR is running on, costs around $1,000, limiting wide-
scale deployment needed in cases such as for proximity
localization.

The Sensatag is a low-cost solution compared to the
Gen 2 Listener and the ARR. The device consists of mostly
passive components, making it to have low power con-
sumption and can be run from batteries. The use of an
envelope detection scheme limits its performance as can
be seen from the tests. Another issue is variable selec-
tivity due to the architecture in use: in some channels,
the device will be able to decode EPCs, while in others,
it may not. The ARR offers better performance than the
Sensatag but worse than the Gen 2 Listener. Its advantage
is that it overcomes the limitations of both approaches.
The use of an industry UHF RFID reader IC as the RF
section cuts down costs compared to the USRP, allowing
it to be widely deployed for use in localization methods.
Using synchronous detection deals with the frequency-
hopping issue and the limitation of the Gen 2 Listener.
An issue for the ARR is the time to form a packet to be
transmitted over the ethernet: EPCs could be discarded
if the reader is sending queries continuously. This prob-
lem can be corrected by implementing a counter for the
EPCs and sending ethernet packets at fixed intervals with
the counter value, not in real-time, as soon as an EPC has

Table 3 Maximum read ranges

been received, as it is done now. Another limitation is that
two readers cannot be used at the same time, unless they
transmit in a time-multiplexed fashion.

Applications

Besides the aforementioned receiver for localization, the
device can be adapted by other applications. These
include a portal, protocol analyzer, and Internet of Things
Sensor.

An RFID portal can be used to track people or packages
passing through some area. For the ideal RFID portal sys-
tem, the reader should achieve 100% read accuracy when
tags pass through the confined area. The reader should
not read them when they are not present in the confined
area. The read accuracy performance is the most impor-
tant factor for RFID portal systems, but they experience
the problems of cross-reads - a tag that is outside of the
confined area is read. Using the device described in this
paper, a confined area can be created, without having to
lower the power of the reader antennas.

During the development and implementation of a wire-
less system, it can be beneficial to have a test tool to debug,
analyze, and monitor the wireless network. Industry test
tools have limited specific functionality and very high
costs. The device outlined in this paper can be used as a
low-cost test tool for UHF RFID. Researchers will have the
ability to test their hypotheses for new anti-collision algo-
rithms, frequency-hopping techniques, channel coding
optimizations, etc., without delving into time-consuming
simulations and expensive equipment.

Tag type Sensatag (m) ARR (m) Gen 2listener (m)  Table 4 Ratio of the tag EPCs sent to device EPCs received
Passive 0.6 3.25 >12 Tag type Sensatag Receiver Gen 2 listener
Semi-passive 145 55 N/A Passive 17% 50% 70% [5]
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The Internet of Things refers to a concept of devices
connected in an Internet-like structure and having unique
identifiers [18]. Since passive RFID tags are inexpensive
and provide automatic identification, they are a good
candidate technology for IoT. By themselves, they only
provide limited information, but by introducing localiza-
tion and proximity detection, more complex operations
can be performed and a more capable IoT network can be
created. A potential application for the ARR is an IoT sen-
sor. The ARR acts as a gateway between the tags and the
Internet-like structure. The gateway attaches a location
identifier to the tags which are in its proximity, thereby
allowing a more capable system.

Conclusions

UHF RFID systems offer only coarse-grained knowledge
of the location of the tag. One localization method, which
is easy to implement and is not affected by dynamically
changing environments, is proximity localization. This
paper proposes a new receiver, called the ARR, which can
be used for proximity localization. In this work, a con-
ventional UHF RFID IC, in combination with an FPGA
was used to create the receiver, which augmented the
RFID system. The use of conventional IC allows for a
cost-effective way of implementing the system. The con-
ventional IC is modified to use synchronous detection to
overcome synchronization issues - frequency hopping and
frequency offset.

The augmented RFID receiver offers good performance
and low cost due to the use of an industry UHF RFID
reader IC and novel way of synchronizing with the reader.
Quantitatively, the receiver achieved a read rate of 50%
for a passive tag and 66% for a semi-passive tag that are
placed 1 m away. With the maximum range, between the
ARR and the tag with the reader located within 8 m of the
ARR, the receiver can decode EPCs properly at 3.25 m for
passive and 5.5 m for semi-passive tags.
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