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Abstract

Large-Scale Digital Twins Notification System (LSDTNS) monitors a Digital Twin (DT)
cluster for a predefined critical state, and once it detects such a state, it sends a Notifi-
cation Event (NE) to a predefined recipient. Additionally, the time from producing the
DT’s Complex Event (CE) to sending an alarm has to be less than a predefined deadline.
However, addressing scalability and multi-objectives, such as deployment cost, resource
utilization, and meeting the deadline, on top of process scheduling, presents a complex
challenge. Therefore, this thesis presents a complex methodology consisting of three con-
tributions that address system scalability, multi-objectivity and scheduling of CE processes
using Reinforcement Learning (RL).

The first contribution proposes the IoT Notification System Architecture based on
a micro-service-based notification methodology that allows for running and seamlessly
switching between various CE reasoning algorithms. Our proposed IoT Notification System
architecture addresses the scalability issue in state-of-the-art CE Recognition systems.

The second contribution proposes a novel methodology for multi-objective optimization
for cloud provisioning (MOOP). MOOP is the first work dealing with multi-optimization
objectives for microservice notification applications, where the notification load is variable
and depends on the results of previous microservices subtasks. MOOP provides a multi-
objective mathematical cloud resource deployment model and demonstrates effectiveness
through the case study.

Finally, the thesis presents a Scheduler for large-scale Critical Notification applications
based on a Deep Reinforcement Learning (SCN-DRL) scheduling approach for LSDTNS
using RL. SCN-DRL is the first work dealing with multi-objective optimization for critical
microservice notification applications using RL. During the performance evaluation, SCN-
DRL demonstrates better performance than state-of-the-art heuristics. SCN-DRL shows
steady performance when the notification workload increases from 10% to 90%. In addition,
SCN-DRL, tested with three neural networks, shows that it is resilient to sudden container
resources drop by 10%. Such resilience to resource container failures is an important
attribute of a distributed system.
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Chapter 1

Introduction

1.1 Overview

As the availability and affordability of sensors continue to increase, we are witnessing
an enormous expansion of sensor networks deployed for various applications that include
smart healthcare solutions, smart homes, environmental monitoring, and smart cities [15].
Deployed sensors across the Internet are essential components of the Internet of Things
(IoT) systems. IoT systems ranging from machine-type communications to mission-critical
communications (such as autonomous driving cars and remote surgery) pose unprecedented
challenges in capacity, latency, reliability, and scalability [16].

One of the main aspects of IoT Notification systems (IoT NS) is to monitor the external
environment and send a notification when a specific, observed complex event occurs in
the environment. The Complex Event (CE) combines observed multiple primitive events,
acquired from IoT systems sensor data, over time. IoT NS operates by observing a set of
primitive events in external environments, interpreting and combining them to identify a
higher level of CEs [1]. An essential part of the system under observation is to recognize
CEs that match a given set of Complex Event Criteria (CEC). However, those primitive
events are uncertain by their nature and can create CEs that are even more uncertain.
Therefore, if the probability of the CE is not taken into consideration, the reliability of the
[oT Notification system is at significant risk.

The IoT Notification system sensors observe objects in a limited area. In this disserta-
tion, the monitored area that contains a set of sensors is called the Monitoring Entity (M E)
and the observed object is the Monitored Object (MO). For example, a prison often has



hundreds of prisoner cells. A similar set of sensors could be deployed in each prisoner cell
to monitor one prisoner. Each prisoner represents a , and a prisoner cell represents a ME.
In prison, the IoT Notification system monitors several monitoring objects, which requires
the system to scale and process a large volume of critical data.

Furthermore, the Monitoring Entity definition presented above is similar to IBM’s
definition of a Digital Twin (DT). A digital twin is a virtual representation of a physical
object or system across its lifecycle, using real-time data to enable understanding, learning,
and reasoning [18]. Therefore, further in this document, we will use Digital Twin instead
of ME; ME is used in our previous published work.

Bigdata complements IoT systems [13]. More precisely, [oT systems produce an enor-
mous amount of data; [oT Systems generated data are Bigdata.

1.2 Research Challenges and Motivations

1.2.1 Research Challenges

The Cost-Effective Large-Scale Digital Twins Notification System (LSDTNS) with priori-
tization consideration is a complex multi-domain problem that requires a holistic approach
for problem analysis and solution. The current state-of-the-art is only looking into prob-
lems from the single-domain point of view. In the following text, we will explain each
domain that contributes to the whole research challenge and opens tremendous research
opportunities while presenting many challenges.

Large-Scale Digital Twins Notification System (LSDTNS) definition:

LSDTNS is a critical monitoring system that must monitor n Digital Twins, where n can
be a large number, order of a few hundred. Each Digital Twin (DT) has m IoT devices
connected through the network. IoT devices generate primitive Events (E) and send them
in specified time intervals over the network, which generates a sequential array of events
known as an Event Stream (ES). The LSDTNS systems have a notification deadline (D),
which is the latest time the system should respond with a notification event. For each
DT, the system combines m E into a Complex Event (CE) and then applies a Complex
Event Reasoning (CER) algorithm by applying Complex Event Criteria (CEC) to detect a
Critical Event (CE). When a CE is detected, the system has to send a Notification Event
(NE) to predefined recipient before the deadline D.




Figure 1.1 shows an LSDTNS example: a cluster of n DTs, where each DT has a set
of primitive Events (E; where ¢ = 1,..n) that compose a Complex Event (CE). LSDTNS
monitors n DT to recognize when Complex Event Criteria (CEC) are reached, and, once
that happens, it generates a Notification Event (NE).
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Figure 1.1: LSDTNS example.

To better illustrate the LSDTNS concept, the "prisoner" use case example will be pre-
sented: The goal of the prisoner use case example is to develop an IoT Notification system
to improve inmates’ safety by detecting events that correspond to attempted suicides.
Monitoring the prisoners is done using small radars that can detect activities (active or
not), posture (lying, sitting or standing) and estimate their breathing rate every 30 sec-
onds. Detection and estimation are done using signal processing algorithms developed in
our laboratory. These sensors’ accuracy could be much higher; the current values are in
the 80% range. The objective is to reliably detect that the person is not moving and not
breathing, then to alarm the officers [I|. We envision this system being placed in every
prison cell, resulting in many sensors sending data continuously [2]. A prisoner presents a
Monitoring Entity, also known as a Digital Twin (DT).

A DT critical state is the estimated state of the monitoring object that requires genera-
tion notification or the alarm. A critical state of a DT, the estimated state of the monitoring
object that requires generating notification, is defined in the system and requires that the



[oT Notification system is continuously monitored. For example, a prisoner is in a critical
state if they attempt suicide. The system can only recognize the attempt through a com-
plex event recognition of detected primitive events (for example, in the prisoner use case:
activities, posture, and breathing rate).

The LSDTNS systems have a notification deadline: For example, in the prisoner use
case [1], the system’s response to the deadline must be less than 3 minutes, which is one
of the system requirements [1].
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Figure 1.2: Large Scale Digital Twins Notification System challenges and the list of the
research domains contributing to the current art.

LSDTNS is a complex system facing multiple challenges, crossing multiple research do-
mains. Figure 1.2 presents LSDTNS challenges and research domains that this dissertation
focuses on. The challenges are the following:

1. Uncertainty, the system must be able to address uncertainty in the system through
complex event recognition;

2. Notification, the system must meet the IoT Notification system deadline;
3. Scalability, the system must address running data-intensive jobs;

4. Cost optimization, the system must consider cloud resource cost optimization.



The research domains that have been researched during the dissertation work include:

1. Complex Event Recognition (CER)
2. Bigdata

3. Cloud Computing

4. Multi-objective optimization (MOO)

5. Artificial Intelligence (AI) and Machine Learning (ML)

LSDTNS has to address Uncertainty in the system; some events in LSDTNS are inferred
from other events, and uncertainty is propagated from parent events to the inferred events,
contributing to overall system uncertainty. Most LSDTNS monitor Complex Events (CE),
a complex relationship of primitive events produced by IoT devices and collected in LS-
DTNS systems. An essential part of the system under observation is recognizing complex
events that match a given set of Complex Event Criteria (CEC), where CEC is a function
of m primitive events. Therefore, the DT critical state detection is achieved with CEC |[2].

CER is a research domain that deals with the recognition of complex events from large-
scale data streams, which can be inherently uncertain due to various factors such as noise,
incompleteness, and ambiguity. Therefore, CER algorithms must account for uncertainty
to recognize and effectively interpret events in real-world scenarios. There are two main
directions for handling uncertainty in the CER domain: Complex event programming, rule-
based solutions, and probabilistic programming models, which can assign probabilities to
different events based on the available evidence and the level of confidence in the evidence.
CER aims to enable computers to detect and understand complex events in real time
automatically. More information on the CER state-of-the-art can be found in Chapter 2.

In this dissertation, the focus is not on contributing to the CER algorithms but on
addressing scalability issues in state-of-the-art CER systems, which is even more required
for large-scale systems such as LSDTNS. In addition, CER is an emerging research domain
where new algorithms keep emerging fast. Because of that, LSDTNS focuses on providing
an architecture that allows for easy and quick application of the new algorithms to LSDTNS
with minimal interruptions to the existing system when needed, which will also translate
to lowering the system maintenance cost.

LSDTNS generates a large amount of data and must address Bigdata problems. The
LSDTNS must monitor n Digital Twins, where n can be a large number, order of a few



hundred. Each Digital Twin has m IoT devices connected through the network. IoT devices
generate primitive Events (E) and send them in specified time intervals over the network,
which generates a sequential array of events known as an Event Stream (ES). Therefore,
the system must be scalable and capable of processing and storing a large number of DTS’
data. More information on the Big Data state-of-the-art can be found in Chapter 2.

LSDTNS is required to process a massive volume of data streams. The streamed data
arrives from Monitored Objects (MO), contributing to virtual Digital Twins representation,
where each MO has a set of sensors that stream data in time intervals. Therefore, a highly
scalable solution is critically required to handle such data effectively. In addition, this
implies that selecting appropriate scalable Cloud Computing architecture is crucial.

LSDTNS running data-intensive jobs is costly. Running data-intensive jobs requires
large-scale parallel processing engines; a Cloud Computing environment provides the re-
quired processing power. Even though the processing is done on a Cloud, the cost can still
be significant. Therefore, optimizing the usage cost of cloud resources for running data-
intensive jobs is very important. Cloud service providers, such as Amazon AWS, Microsoft
Azure, IBM, etc., allow users to outsource the hosting of applications and services to a
cloud using clusters of virtual machine instances. Cloud service providers charge a service
usage cost to cloud service users. The service usage cost is based on the hourly usage rate
of the virtual machine instances running in the service provider cloud [11].

LSDTNS must address Near Real-Time Notification problems. The LSDTNS systems
have a notification deadline (D), which is the latest time the system must respond with a
notification event. For example, in the prisoner use case, the system must detect an event
that corresponds to attempted suicides, and the system must respond by the required
deadline specified in the system requirements.

LSDTNS must address Multi-optimization objective problems. The LSDTNS system
has multiple objectives: deadline (D), cost and resource usability to address simultaneously.

LSDTNS should learn directly from experience; the latest achievements in ML and Al
should be explored.

In the end, each DT has a set of additional information on the DT; we will call the set
of additional information the DT Profile (profile). For example, a DT profile can contain
additional information on a monitored prisoner: the length of the prisoner’s sentence,
medical condition, psychological state, and similar personal data. Based on the profile, we
can determine the critical state of the monitored DT.



1.2.2 Short Overview of the State-of-the-art

This section will provide a short overview of the state-of-the-art, and more details can
be found in Chapter 2. As we already mentioned in the previous section, LSDTNS is
a complex system facing multiple challenges crossing multiple research domains. In our
state-of-the-art research through multiple domains we find that research challenges in one
domain might have a solution in another domain and vice versa. Figure 1.3 shows LSDTNS
data flow analysis and presents our attempt to organize researched domains based on the
data flow. The LSDTNS’s data flow analysis consists of three stages. The first stage is
the data originator, which defines the components that originate data, such as IoT sensor
data (covered in Section 2.1) and Digital Twin (covered in Section 2.2). The second stage
is the data transport. We acknowledged that this is an unimportant component, and we
will not focus on it in this dissertation. The third component is data processing. In this
component, we looked for the following answers:

e What kind of data is processed? Section 2.4 provides an answer to the question and
covers the Bigdata domain.

e Where is data processed? Section 2.5.5 provides an answer to the question and covers
the Cloud computing domain.

e How data processing is architected? Section 2.6 provides an answer to the question
and talks about architecture.

e What kind of algorithms are used to process data? Section 2.3 provides an answer
to the question and talks about the Reinforcement Learning algorithm.

In their brief survey paper on Complex Event Recognition (CER), Alvizos et al. [3]
highlighted certain limitations observed in the current state-of-the-art. They observed
that distributed processing for probabilistic complex event streams is still in its early
stages of development. Probabilistic Programming (PP), a foundational machine learning
technology, is preferred over Complex Event Modeling (CEM) [13], with techniques such
as Bayesian Networks and Markov Chains being prominent examples.

In summary, probabilistic programming holds promise for addressing uncertainty. How-
ever, a key challenge in the probabilistic programming approach is that achieving higher
accuracy, especially with algorithms like Dynamic Bayesian networks capable of modeling
complex probabilistic systems, often requires longer processing times and more compu-
tational resources. Hence, the strategic selection of probabilistic programming algorithms
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Figure 1.3: LSDTNS data flow analysis consists of three components: a) data originator,
b) data transportation, and c¢) data processing.

becomes pivotal, aligning them with the required accuracy and processing time constraints.
Furthermore, as highlighted in the survey [%], all observed Complex Event Recognition
(CER) systems seem to exhibit scalability issues, emphasizing the necessity for a novel
architectural approach.

In Section 2.6 we look into two architectural approaches: microservice and monolithic.
The monolithic architecture is a traditional software development architectural style, where
all components are built as a single code base and deployed as a single installation file.
The micro-service architecture is a newly adopted architectural development style, where
the application comprises small autonomous services developed for a specific domain.

IoT systems and DT produce huge and complex data known as Bigdata. Bigdata
is impossible for traditional software and traditional warehouses to process, where the
Cloud computing domain is developed to help. with Bigdata processing. Bigdata can
be structured, unstructured or semi-structured from different sources, such as machines,
humans, and information collected from nature [31]. More information is presented in
Section 2.4. Big Data solutions mainly run in Cloud computing environments (more on
the topic can be found in Sections 2.5 and 2.5.5. Cloud computing is a set of aggregating
hardware resources, mostly virtualized resources.

In order to better present the Cloud computing domain, we will provide Buyya et al.
definition [15], where Cloud is a parallel and distributed computing system consisting of a
collection of inter-connected and virtualized computers that are dynamically provisioned



and presented as one or more unified computing resources based on service-level agreements
(SLA) established through negotiation between the service provider and consumers [15].
Virtualization is the foundation of Cloud computing and is achieved with Virtual Machines
(VM). Virtualization technologies are an inseparable part of cloud computing that enables
multiple virtualized servers to run in isolation on physical machines. Two major server
virtualization technologies are hardware-level (HL) and operating-system-level (OSL) vir-
tualization. Service use cost is related to the number of virtualized resources used in a
solution. Therefore, the allocation of virtualized resources, particularly OSL (Docker), is
one of the focuses of this research. More detail on Cloud Computing is presented in Section
2.5.

Two directions in Cloud computing allow us to process a huge amount of data. The
first one uses parallel processing engines (see Section 2.5.5), and the second uses containers
(see Section 2.8.0.1).

There are a couple of state-of-the-art solutions that use parallel processing in Cloud
computing that we will mention. The work of Akbar et al. [35] is a great attempt and
starting point to address the complex event uncertainty in Large-Scale IoT applications.
However, the work is a simplified problem that LSDTNS must address. Therefore, their
solution needs to address the cost and deadline of the solution. In addition, the Bayesian
Network they used in their example is oversimplified, and they mainly only investigate one
monitoring object, Digital Twin. More information can be found in Section 2.5.5.1.

Sidhanta et al. [17] also uses the parallel processing cloud computing approach. It
presents OptEx: a novel deadline-aware cost optimization model for optimizing the cost
of running data-intensive jobs in a Spark environment. The work of Sidhanta et al. [17]
provides a novel, deadline-aware cost optimization model for optimizing the cost of run-
ning data-intensive jobs in a Spark environment. However, neither solution addresses our
requirements. More details can be found in Section 2.5.5.2

Running Bigdata-intensive jobs in a cloud computing environment requires large-scale
parallel processing engines that can be very costly. Optimizing the cost of using cloud
resources for data-intensive jobs is a fundamental yet relatively less explored problem [17].
Cloud service providers, such as Amazon AWS, Microsoft Azure, and IBM, allow users
to outsource the hosting of applications and services to a cloud using clusters of virtual
machine instances. Even though Sidhanta et al. provided a novel deadline-aware cost
optimization model, the model does not address our problem statement requirements.
Topics on optimizing service usage cost will be discussed in chapters 4 and 5.

Wu et al. [10] contributed significantly to the Container Resources allocation field. No-
tably, they were focused on the Docker container resource, which is widely used. Their



work proposes a CPU allocation approach, called a flexible deferrable server (FDS) sched-
uler, that improves the performance of a Docker containerized mixed-criticality real-time
system (DC-MC-RTS). DC_MC_RTS defines two container types: RT-Containers and
NRT-Containers, where an RT-Container type is a container containing the real-time ap-
plication, and an NRT-Container type is a container containing a non-real-time application.
The proposed FDS has been implemented and is available in the Docker community edition
17.09.0 [841] However, their work needs to provide more granularity to solve the resource
challenges.

In section 2.8 we cover scheduling in more detail. Here, we will highlight two: DeepML
[65] and DeepML2 [66], where DeepML2 further improves DeepML, significantly contribut-
ing to resource allocation using reinforcement learning. Compared with traditional heuris-
tics approaches, both solutions adapt to different conditions, converge quickly, and learn
sensible strategies in hindsight. Therefore, we use their learning as groundwork for our
SCN-DRL algorithm. However, our objectives are different from DeepML and DeepML2.
Instead of focusing on the average slowdown time, we are more interested in on-average
job competition based on job priority, where our solution favors the most critical jobs first.
In addition, the synthetic data used to train both DeepML and DeepML2 only support
two types of jobs based on the job length: short and long, where the ratio is fixed at 80%
short and 20% long jobs. In reality, it is expected that this ratio can change over time.

The LDTNS system has multiple objectives: deadline (D), cost, and resource usability
to address simultaneously. Most real-world scenarios involve making trade-offs concerning
different performance objectives [33]. No single optimal policy in multi-objective problems
maximizes all the objectives. Instead, there is a Pareto set (also known as the Pareto
front), a set of all Pareto optimal solutions that are non-dominated. The non-dominated
solution presents another feasible solution to the observed current solution; it is better
than the current one in some objective functions and does not worsen other objective
functions. Finding the optimal Pareto set is a complex problem and hard to achieve,
so an approximation is often used. More information on the current state-of-the-art in
multi-objective optimization can be found in Section 2.7.

1.2.3 Motivation

The proposed research goals are motivated by the need for Critical Large-Scale Notification
Systems that can process uncertain data and respond within a notification deadline (D),
where D is the latest time the system should respond with a notification event. In addition,
the "prisoner" case discussed earlier can be easily extended to other similar use cases. For
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example, it monitors babies in the natal care unit, where a quick response based on vital
functions requires a fast response or any other critical notification system.

As mentioned in Section 1.2.1, different domains should be considered in solving the
problem. On one side, we have highly uncertain data (Complex Event Recognition research
domain area, covered in Chapter 2 Section 2.1.1.1) that requires trade with extended
processing time and high processing power. Conversely, running data-intensive jobs, such
as loT notification systems, on a large-scale parallel processing engine can be very costly (
Chapter 2 ). The cost of running large-scale parallel processing is an important topic yet
a relatively less explored and researched problem [17].

This research aims to develop an intelligent enough solution to trade between DTs’
complex event monitoring accuracy and cost-effectiveness of the overall system. However,
most DTs at a given time will be in a non-critical state; therefore, by prioritizing DTs
based on the critical level, we will be able to trade the accuracy level with the cost.

This dissertation proposes research on the solution for a Cost-Effective Large Scale
Notification System for a Digital Twin Cluster, considering the uncertainty and priority
of Digital Twins. The thesis proposal considers that IoT systems are highly uncertain,
have to process massive amounts of data, and must be able to process and scale a cluster
of digital twins. In addition, the following assumption is that not all Digital Twins will
require notification messages, have equal priority and require equal sampling frequency for
keeping close monitoring.

1.2.4 Research Questions

Based on the challenges discussed in Sections 1.2.2 and 1.2.1, the following research ques-
tions (RQs) are raised:

1. RQ1: How to architect LSDTNS that can address the following:

(a) How can we optimize the architecture of LSDTNS to minimize operational costs,
maximize resource utilization, and ensure the system’s ability to recognize crit-
ical complex events while meeting required deadlines?

(b) How can we architect a scalable and maintainable CE request processing system
for a DT cluster to efficiently handle hundreds of DTs while meeting system
deadlines?
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2. RQ2: Techniques for selecting the right VM type offered by a Cloud Service provider
based on cost, CPU, RAM, and storage are challenging. Additionally, LSDTNS
adopts microservice architecture, which increases the number of components in the
applications; the problem then becomes even more challenging. Cloud service providers
provide a long list of VM types; each provided VM type has CPU, RAM, Storage,
and cost. For such a complex deployment system, the following questions need to be
answered:

(a) How to select a VM type that provides the most cost-effective solution?

(b) Which container cluster deployment will provide the best cloud VM resource
utilization?
(c) How many microservice container instances are required to support the incoming

workload?

3. RQ3: How to schedule incoming DT complex event requests in order to satisfy multi-
optimization objectives:

(a) How should the incoming workload be scheduled to deliver a notification on
time (by the deadline)?

(b) How should the incoming workload be scheduled so that cloud resources maxi-
mize utilization?

(c) Can we build a solution that learns to manage the cloud container’s resources
directly from experience?

1.2.5 Specific Aims

Specific Aims that the dissertation should achieve are:

1. Developing LSDTNS architecture that is cost-effective, scalable, and able to process
large amounts of streamed incoming DT data before specified system deadline.

2. Create a methodology that is able to select a VM type based on a multi-objectivity
approach that satisfies three objectives: cost, resource utilization and deadline.

3. Create a schedule for incoming large DT complex event requests that satisfy multi-
optimization objectives and learn based on experience.
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1.2.6 Assumptions

We are making several assumptions for the LSDTNS.

Assumption 1: All DTs have the same number of IoT devices (sensors) and the same
DT Profile metadata.

Assumption 2: The system must process n DT CE requests and, if CEC is met, send
a Notification Event (NE) message. Of course, not all requests will require a notification
event message to be sent. The parameter p,.;s (network load) presents a percentage of
total n requests that will require a notification event message 2| [3], and ppetif can take a
value in [0,1].

Assumption 3: The size of DTs, n, might change over time, although we assume that
change will be minimal. If, for example, prisoner cells in prison are the observed DTs [2], it
is unlikely that the number of cells will change drastically over time. What can change is
the ppouir, the number of CE requests requiring notification event messages to be processed.

Assumption 4:

1. System Capacity (c): refers to the maximum number of digital twins that the system
is capable of accommodating. This limit represents the upper bound of the system’s
capabilities in terms of managing and processing digital twins.

2. Workload: presents the number of digital twins that are presented to the system
for processing. Specifically, it denotes the number (n) of digital twins that Complex
Events (CEs) are tasked with handling within the system. This metric provides
insights into the demand placed on the system’s resources and processing capabilities.

3. Notification Workload: signifies the number of requests that require notifications to
be issued.

Assumption 5: Additional information about DT, known as the DT profile, will be
considered, and DT profile can increase or decrease the overall DT’s priority.

1.3 Summary of Contributions

The research methodology and objectives are highlighted in Figure 1.4 w.r.t the identified
research questions (Section 1.2.4). Four research domains are considered in order to attain
those objectives. Furthermore, the following major contributions of this dissertation are
summarized in the following subsections:
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Figure 1.4: Challenges of the Large Scale Digital Twins Notification System and the list
of the research domains researched in this thesis to address challenges.

14



1.3.1 IoT Notification System Architecture

The IoT Notification System architecture covered in our work |3] presents a micro-service-
based notification methodology that uses complex event recognition to handle the IoT
system’s uncertainty. Current works in Processing Uncertain Complex Events are attempts
to quantify the system uncertainty by estimating the likelihood of the occurrence of events
of interest while taking into account the uncertain data and uncertain parameters of the
model of the physical system with rule-based complex event processing or the Bayesian
network. However, these methods were implemented as stand-alone software solutions that
cannot scale under heavy loads of incoming events. This research proposes a micro-service-
based notification methodology [3| that opens the door to scaling IoT uncertain streaming
data to many sensors, which cannot be done with the current works.

1.3.2 Multi-Objective Optimization for Cloud Provisioning

Multi-Objective Optimization for cloud Provisioning (MOOP) presents an approach to
optimize a large-scale micro-service deployment for a critical notification system. The pro-
posed optimization solution addresses optimization for three objectives: cloud service cost,
cloud resource utilization of CPU, RAM and storage, and meeting the system notification
deadlines. To the best of our knowledge, this is the first work dealing with multi-objective
optimization for microservice notification applications where the notification load is vari-
able and depends on other priority-executed microservices, which are part of the total
process request. The presented work analyzes and proposes a Pareto front and optimal
list from preselected VM candidates. First, we formulated multi-objective optimization
problems for micro-service-based large-scale notification system applications and provided
the mathematical deployment model. Then, based on the expected workload and required
multi-objective criteria, the thesis proposes a set of algorithms that provide the Pareto
front optimal solution for preselecting a Cloud Service provider’s VM type.

1.3.3 Digital Twin Resource Allocation Scheduler

Digital Twin Resource Allocation Scheduler (DTRAS) was devised using Deep Reinforce-
ment Learning (DRL). The work presented in this chapter is not limited only to the cluster
of Digital Twins. The same concept can be used in a much broader deployment area as
a Scheduler for large-scale Critical Notification applications based on Deep Reinforcement
Learning (SCN-DRL). SCN-DRL is a Multi-objective Scheduler for a Critical Notifica-
tion system in a Digital Twin (DT) cluster based on Deep Reinforcement Learning. This
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research addresses optimization for three objectives: cloud service cost, cloud resource uti-
lization, and system notification deadline. To the best of our knowledge, this is the first
research dealing with multi-optimization objectives for critical microservice notification
applications using deep reinforcement learning, where the notification load is variable and
depends on the results of the other prior processed microservice. Inspired by recent ad-
vances in deep reinforcement learning, we researched how to build a solution that learns to
manage the cloud container’s resources directly from experience. We evaluated three Neu-
ral Network (NN) types in the proposed work. Results show that all three NNs: a) provide
feasible performance for scheduling the DT cluster’s notification jobs, b) outperform state-
of-the-art heuristics, and c¢) keep steady performance when notification workload increases
from 10 to 90%. Furthermore, resilience to resource container failures is a critical compo-
nent of the distributed system; our proposed research shows that SCN-DRL is resilient to
sudden resource drops by up to 10%.

1.4 Thesis Organization

The remainder of this dissertation is organized as follows:

Chapter 2 briefly discusses the fundamental concepts of the Internet of Things, Dig-
ital Twins, the Bigdata, Cloud Computing, Uncertainty, cloud computing resources, and
reinforcement learning.

Chapter 3 presents our proposed IoT Notification System architecture. The presented
architecture is groundwork for further research in this dissertation.

Chapter 4 presents our proposed Multi-objective optimization for cloud provisioning
(MOOP). In the end, the chapter presents a case study to demonstrate the proposed
techniques.

Chapter 5 presents our proposed Scheduler for the Critical Notification system based on
Deep Reinforcement Learning (SCN-DRL). The end of the chapter presents experimental
results and a performance discussion of the DTRAS solution.

Chapter 6 concludes this dissertation and discusses future work.
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Chapter 2

Background and Literature Review

This dissertation chapter covers the state-of-the-art and is organized into eight sections.

Section 2.1 introduces the concept of Internet of Things and discusses uncertainty in
[oT systems. Section 2.2 introduces the Digital Twin concept and covers uncertainty in
DT’s systems. Section 2.3 introduces Reinforcement Learning, focusing on Policy Gradient
and Imitation learning. Section 2.4 introduces Bigdata concepts and covers uncertainty in
Bigdata systems. Section 2.5 introduces Bigdata and Cloud Computing. Then, Section 2.6
debates the pros and cons of microservice and monolithic architectures. Section 2.7 covers
the state-of-the-art and concerns multi-objective optimization. Finally, Section 2.8 covers
the state-of-the-art in scheduling on Clouds.

2.1 Internet of Things (IoT)

Internet of Things (IoT) means “thing” or “object" connected to the Internet and each
other. An object (a "thing") can be almost anything: a computer, tablet or smartphone,
door lock, home security camera, fitness device, and etc. What is essential is that each
object has: a) a unique identification number (UID) and b) an Internet Protocol (IP)
address. Next, those objects have to be connected, and this can be achieved via cords,
wires, and wireless technologies, including cellular or satellite connections, Bluetooth, and
WIFI. In addition, they sometimes use built-in electronic circuitry and radio frequency
identification (RFID) or near-field communication (NFC) capabilities. Once objects are
connected, the collected object data must be transferred for further processing [7].

IoT and Bigdata concepts go together: An IoT System data is essentially a Bigdata.
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To better understand the Bigdata concept, it is helpful to have some historical back-
ground. In 2001, Gartner provided the Bigdata definition, which is still the primary defi-
nition: Bigdata is data that contains a greater variety arriving in increasing volumes and
with ever-higher velocity. The Bigdata attributes variety, volume, and velocity are the
three Vs.

Bigdata has significant volume and complex data sets, especially from new data sources,
such as social media or IoT systems. These data sets are so voluminous that traditional
data processing software cannot manage them. Nevertheless, these massive volumes of
data can be used to address business problems that would not have been able to be tackled
before.

The use of Bigdata analytics has grown significantly in just the past years. At the same
time, the IoT has introduced public awareness and people’s imagination about what an
entirely interconnected world can offer. For this reason, Bigdata and IoT are almost made
for each other. IoT devices will produce, analyze, share, and transfer data in real-time.
Without this data, IoT devices would not have the functions and capabilities that have
caused them to gain so much worldwide observation.

2.1.1 Uncertainty in IoT systems

As previously noted, IoT notification systems are complex systems that try to observe
a physical system by deploying many sensors, such as temperature sensors, cameras and
GPS tracking devices. These sensors produce a large amount of raw, uncertain data. It is
important to emphasize that only a small subset of that raw data, combined with other
collected sensor data and additional information about the monitoring entity, presents a
complex event that should be further processed in IoT notification systems. For example,
such notifications may be used to alert doctors and nurses of the critical state of their remote
patients or to alert dispatchers when a vehicle is stolen. Recognizing the combination of
these data events is known as Complex Event Recognition (CER), and such systems are
known as Complex Event Systems (CES).

Most existing works have focused on extending rule-based complex event processing by
including uncertainty calculations in the solution. For example, in work done by Cugola et
al. on TESLA, complex event specification language [10] was further extended to include
system uncertainty. There were a few attempts to address uncertainty resulting from event
interference using Bayesian network [11] [10] and Hidden Markov models |11]. Wasserkrug
et al. [16] propose a mechanism for the event materialization under uncertainty and two
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algorithms for specifying probability space based on the Bayesian network and the Monte
Carlo sampling algorithm.

2.1.1.1 State-of-the-art: Complex Event Recognition

Based on the short survey provided by Alvizos et al. [8], Complex Event Recognition
(CER) systems did not handle Uncertainty until recently; all papers cited in the work
were published after 2008. The short survey paper [] concludes that the fundamental
drawback of most systems is the absence of support for constructing hierarchies of CEs.
In addition, most systems do not support Uncertainty in the rules defining CEs, and those
that support Uncertainty in the rules are based on simplified assumptions. Furthermore,
they conclude that making substantial simplifications limits the accuracy in domains with
complex dependencies, whereas other solutions face severe underperformance issues, even
when approximate inference is employed. Furthermore, their paper states that the dis-
tributed processing of probabilistic complex event streams is still in its early stages [3]. In
order to continue the discussion with related work, we need to introduce a few terms from
the probability programming field. General knowledge presents what we know to hold in
the observed domain without considering the details of a particular situation [13]. A prob-
abilistic model encodes general knowledge about a domain in quantitative probabilistic
terms [13]. Probabilistic programming is one way to code probabilistic models and inter-
faces. Bayesian or probabilistic machine learning is the fundamental concept of machine
learning and is a way to create a system that helps us make designs in the face of Uncer-
tainty [13]. Evidence is specific information we know about a particular situation [13]. A
query asks a question to gather information about the situation [13]. An inference uses a
probabilistic model to answer queries with the given evidence [13]. Possible Worlds describe
all situations that are considered possible before seeing any evidence. A prior probability
distribution is the probability distribution before seeing any evidence. A posterior proba-
bility distribution is a distribution after considering evidence [13]. Maximum a posteriori
(MAP) estimation chooses the most probable value given observed data and prior Belief.
Maximum likelihood estimation (MLE) chooses a value that maximizes the probability of
observed data. Alvizos et al. [38] also state that all review CER solutions only support
the probability of occurrence of a complex event, and none of them support Maximum of
Posteriori (MAP) inference or approximate inference.

In addition, Dhilon et al. [39] research work introduces an edge-computing based Com-
plex Event Processing (CEP) architecture for Remote Patient Monitoring (RPM), which
is an essential issue in the context of remote healthcare. The proposed architecture [39]
detects complex events that may indicate impending health problems and is performed on
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a mobile device that receives data from sensors attached to a patient’s body.

2.2 Digital Twin

Digital Twin is a new paradigm, and the definitions vary among scientific circles. One close
to our understanding is the IBM definition: a digital twin is a virtual representation of a
physical object or system across its lifecycle, using real-time data to enable understanding,
learning, and reasoning [18]. The "Digital Twin" concept was introduced in the publication
of "Mirror Worlds" by D. Gelernet in 1991. Dr. M. Grieves applied the first idea as a
software concept for manufacturing in 2002. The term "Digital Twin" was first introduced
by NASA’s John Vickers in 2010 [18].

2.2.1 Three-dimensional Digital Twin

In 2003, Dr. M. Grieves proposed the first three-dimension DT, which, by some academic
circles, is considered the origin of the DT [19] [20]. As shown in 2.2, the three-dimension
DT contains three parts [20]:

1. A Physical Entity (PE) in physical space
2. A Virtual Entity (VE) in virtual space, and

3. A Connection (CN) of data and information that ties the physical and virtual entities
together.

The physical entity exists in a physical space with real functions and capabilities. It op-
erates based on specific preplanned behaviours and produces actual outputs. For example,
an airplane, a physical entity, can fly, carry cargo, land and, etc. On the other side, the
virtual entity consists of models to describe the physical counterpart from different per-
spectives, such as geometrical dimensions, physical properties, behaviours, etc. The DT is
a digital mirror that accompanies the physical entity during its lifetime, characterized by
real-time synchronization, accurate mapping, and high reliability. Interactions between the
physical and virtual entities are performed via the connection. The physical entity collects
and transmits the real-time data to the virtual replica for model updating and calibration.
The virtual entity feeds valuable information generated from virtual simulations back to
the physical entity to guide and optimize the corresponding physical entity. The DT forms
a closed loop between the physical and the virtual space [19].
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Connection of data and Virtual Entity
information (CN) (VE)

Physical Entity (PE)

Figure 2.1: Three-dimension DT Physical Entity (PE), Virtual Entity (VE) and Connec-
tion of Data and Information (CN).

2.2.2 Extended five-dimensional Digital Twin

Tao et al. 2018 proposed an extended five-dimension DT [21| by adding DT data and
services concepts to the previously mentioned three-dimension DT. The five-dimension
DT concept is designed for a broader range of applications and to support data fusion
and on-demand usage; a high-reliability modelling method is developed to perfectly and
thoroughly reproduce geometries, physical properties, behaviours, and rules of the physical
entity.

The five-dimension DT concept is shown in expression 2.1 [21] :

Mpr = (PE,VE,Ss,DD,CN) (2.1)

PE refers to the physical entity existing in the physical space; VE represents the virtual
entity consisting of a set of models; Ss stands for the services for both PE and VE; DD
is the DT data, and CN is the connection that ties different parts of the DT together.
Furthermore, Figure 2.2 shows a five-dimension DT concept model and the model elements’
interactions.

2.3 Reinforcement Learning

This section covers Reinforcement learning (RL), one of the most active and promising
research areas in artificial intelligence.
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Physical Entity Virtual Entity |

(PE) I | (VE)

Figure 2.2: Five-dimension DT concept model that consists of file elements: PE, VE, CN,
and two model extensions Ss and DD

The well-known RL book, "Reinforcement Learning: An Introduction," published in
1998 by Sutton and Barto [20], effectively defines and explains reinforcement learning as:
"learning what to do, how to map situations to actions, to maximize a numerical reward
signal. The learner is not told which actions to take but must discover which ones yield
the most reward by trying them. In the most interesting and challenging cases, actions
may affect the immediate reward and the next situation and, through that, all subsequent
rewards. These two characteristics—trial-and-error search and delayed reward—are the
two most important distinguishing features of reinforcement learning."

Reinforcement learning (Figure 2.5) consists of four elements:

Agent,

Environment,

Action,

Reward.

RL is a type of ML that involves training an agent to interact with an environment to
learn a specific task. The agent receives feedback in the form of rewards or punishments,
and the goal is to maximize the cumulative reward over time. Communication between
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reward 1

state s;

action a;

Figure 2.3: Four elements of Reinforcement Learning: agent, environment, action and
reward.

agents and the environment is done through set of actions, know as an Action Space. For
each action selected by an agent, the environment performs a predefined change in the
environment, which brings the environment to a new state. The environment can only be
in the predefined set of states, known as a State Space. The environment will validate the
new state and reward the action. The agent can be any algorithm, for example, a heuristic
or a neural network. The algorithm takes as in input the state of the environment and
returns one of the RL system’s actions from Action Space.

The learning happens through the actual environment interaction, where the model-free
method is selected. The reinforcement learning model-free algorithm can be divided into
two main groups: Dynamic Programming and Policy Optimization. Dynamic Program-
ming [3] and Policy Optimization [3].

Dynamic Programming is used to compute the optimal policy, a sequence of actions
that maximizes the expected reward over time. Dynamic Programming assumes that the
underlying dynamics of the environment are known, and the goal is to find the optimal
policy that maximizes the expected cumulative reward over an infinite time horizon. The
dynamic programming method involves the optimal policy by solving the optimal action-
value function. On the other hand, policy optimization is a process of improving the policy
of an RL agent to maximize the expected cumulative reward. The policy is a function that
maps the environment’s state to an action that the agent should take. The goal of policy
optimization is to find the policy that maximizes the expected cumulative reward over
time. One of the subgroups of Policy Optimization is the Policy Gradient method that we
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will focus on in the thesis.

2.3.1 Policy Gradient Method

The policy gradient is a representation of the policy-based approach. The gradient of the
objective given by [20]:

o0

VoEr Y v'ri] = Exg[Vologm(s,a)Q™ (s, a)] (2.2)

t=0

In Equation 2.2, (s, a) represents the cumulative reward value based on the 76 policy.
(s,a) represents the probability of selecting an action a in state s under the current policy.
After obtaining the gradient, we use the gradient ascent algorithm to update the parameters
of the policy:

00+« Z Vologmo(si, ar)vy (2.3)
¢

Equation 2.3 is the parameter updating process, 6 is the policy parameter, and « is the
learning rate. v; is an unbiased estimate of Q(s,a).

2.3.2 Imitation Learning

Imitation Learning (IL) methodology aims to speed up RL learning time. The optimization
policy is usually learned in traditional reinforcement learning tasks by calculating cumu-
lative rewards. The traditional RL method is simple and straightforward but requires
a very long training process and many training data for better performance [66]. After
years of development, the IL method solved multi-step decision-making problems well and
significantly speed up the training process of reinforcement learning. It also reduces the
size of the required training data [11]. IL has been widely applied in robotics, self-driving
cars, and other fields [66]. However, the search space for multi-step decision-making in
RL tasks is enormous. Learning appropriate decisions before many steps based on cu-
mulative rewards is very difficult. Directly imitating the "state-action" of human experts
can significantly ease this problem. This process is known as "Behaviour Cloning (BC)".
BC produces the samples, which are initially used for machine learning [27]. Building the
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initial policy model can be done with a classifier or regression algorithms. Then, such a
policy can be used as an initial policy for machine RL. Since the RL methods are based on
environmental feedback, the first model will be improved over the learning time to obtain
a better policy.

2.3.3 Neural Networks: Convolutional and Fully Connected

Artificial Neural Networks (ANN) are brain-inspired systems that are intended to replicate
the organic neural network, such as the human brain, learn. One of the ANN commonly
used techniques is Multi-Layer Perception (MLP). MLP is composed of one (pass-through)
Input Layer, one or more layers of Linear Threshold Units (LTU), called Hidden Layers, and
one final layer of LT Us called the output Layer [36]. When an ANN has two or more hidden
layers, it is called a Deep Neural Network (DNN). DNNs have a much higher parameter
efficiency than shallow ones; they can model complex functions using exponentially fewer
neurons than shallow nets, making them much faster to train.

Further in this text, we will focus on two types of Hidden Layers, used in Chapter 5:
Fully Connected (Compound) Neural Networks and Convolutional Neural Networks.

2.4 Bigdata

In the last couple of decades, continuous increases of computational power enabled society
to produce an overwhelming data flow. As a result, Bigdata is increasingly becoming
available, which led to research that enabled computers to understand Bigdata [32] better.

There are a lot of Bigdata definitions; we will highlight two.

e In 2008, the Journal of Science published that “Bigdata represents the progress of the
human cognitive processes, usually includes data sets with sizes beyond the ability
of current technology, method and theory to capture, manage, and process the data
within a tolerable elapsed time”.

e The definition given by the Gartner says: “Bigdata are high-volume, high-velocity,
and/or high-variety information assets that require new forms of processing to enable
enhanced decision making, insight discovery and process optimization”.

Bigdata is so huge and complex that traditional software and traditional warehouses
can’t work and process it. Bigdata can be structured, unstructured or semi-structured from
different sources, such as machines, humans, and collected information from nature [31].
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2.5 Cloud Computing and Bigdata

Bigdata and Cloud Computing are both the fast-moving technologies. Cloud Computing
is associated with provisioning of computing infrastructure and Bigdata is associated with
processing methods for all kinds of resources. Both technologies are developing in parallel,
and they are interconnected. Furthermore, some new cloud-based technologies have to be
adopted because of dealing with Bigdata for concurrent processing [32].

Clouds supply a set of aggregating hardware resources on demand for providing a
large amount of computer power. The main idea behind Cloud Computing is delivering
computing as a utility. Therefore, the Cloud computing business model provides a cloud
computing service |[15].

To better understand the Cloud Computing concept, we can briefly look into hydro-
power distribution for analogy, where we, as the electrical energy user, use electrical power
in our home and offices, not knowing and wondering how and from where that energy is
coming from. The same concept applies to the Cloud, where the user will use computational
power when and how much they need, and they will be charged per usage. Conversely, the
cloud computing provider will care of hardware, management, electrical energy, building
and similar [15].

There are many Cloud Computing definitions; in the next few lines present three:

e Buyya et al. have stated: “Cloud is a parallel and distributed computing system con-
sisting of a collection of inter-connected and virtualized computers that are dynami-
cally provisioned and presented as one or more unified computing resources based on
service-level agreements (SLA) established through negotiation between the service
provider and consumers” [15].

e Vaquero et al. have stated: "Clouds are a large pool of easily usable and accessi-
ble virtualized resources (such as hardware, development platforms and/or services).
These resources can be dynamically reconfigured to adjust to a variable load (scale),
also allowing for optimum resource utilization. This pool of resources is typically ex-
ploited by a pay-per-use model in which the Infrastructure Provider offers guarantees
utilizing customized Service Level Agreements" [15].

e In addition, the report of McKinsey and Co. states that “Clouds are hardware-
based services offering to compute, network, and storage capacity where: Hardware
management is highly abstracted from the buyer, buyers incur infrastructure costs
as variable OPEX, and infrastructure capacity is highly elastic” [15].
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2.5.1 Virtualization in Cloud Computing

Virtual Machine (VM) is a software environment that emulates a complete computer sys-
tem, including hardware components such as the CPU, memory, storage, and network
interface. A VM allows multiple operating systems to run on a single physical machine,
providing isolation and flexibility. Each VM runs as a separate entity, with its own oper-
ating system and applications, as if it were a physical machine. Replacing computational
resources with VMs is called virtualization.

VMs are a fundamental building block of cloud computing. They enable cloud service
providers to offer their customers the ability to provision and manage computing resources
on-demand without the need for physical hardware. Here is the list of four key benefits
that VMs bring to cloud computing;:

e Resource Optimization: Virtualization allows multiple VMs to run on a single phys-
ical machine, which enables better utilization of hardware resources. This translates
to cost savings for cloud service providers and their customers.

e Scalability: Cloud computing is designed to provide elastic scaling of resources, mean-
ing that customers can quickly and easily scale up or down their computing resources
as needed. VMs make this possible by providing a flexible and portable platform for
running applications.

e [solation: VMs provide a layer of isolation between different applications and cus-
tomers running on the same physical machine. This helps to prevent one customer
from affecting the performance or security of another customer’s applications.

e Fasy Migration: VMs are portable and can be easily moved between physical ma-
chines, making it easy for cloud providers to perform maintenance or upgrades with-
out disrupting customer services.

2.5.2 Cloud Computing Infrastructure Resources

Cloud Computing infrastructure can only be achieved with virtualization technologies.
Virtualization technology enables multiple virtualized servers to run in isolation on physical
machines [10]. Two major types of server virtualization technologies are:

o hardware-level (HL) virtualization, such as Xen [11], KVM [33] and VMware ESXi
[18], and
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e operating-system-level (OSL) virtualization, such as LXC [13], Ubuntu LXD ||, BSD
Jails [17], Oracle Solaris Zones [10], Windows Containers [37], and Docker [52].

The main difference between HL. and OSL virtualization is that, in HL virtualization,
each virtualized server runs its operating system and applications, while OSL virtualization,
also called containerized virtualization, encapsulates applications as standard OS processes
and their dependencies to create containers. OSL containers are also referred to as virtual
servers.

2.5.3 Virtualization Containers

In OSL, virtualization containers are managed by the underlying OS kernel, which con-
tributes to low-overhead virtualization. OSL virtualization effectively avoids the overheads
of starting and maintaining virtualized servers (i.e., containers), while those overheads are
necessary for HLL virtualization. Because of the low overhead, OSL virtualization has be-
come the dominant virtualization technology.

One of the popular OSL virtualization solutions is Docker [31]. As a result, we see a
trend where many server applications are virtualized Docker containers. Docker uses the
resource isolation features of the Linux kernel, such as cgroups and namespaces, to allow
multiple containers to run within a single Linux system.

In the state-of-the-art space, it is important to emphasize the significant scientific con-
tributions in the Docker Resource Allocation work by Wu et al. [10] described in the
paper "Dynamic CPU Allocation for Docker Containerized Mixed-Criticality Real-Time
Systems". Their work proposes a CPU allocation approach called a flexible deferrable
server (FDS) scheduler that improves the performance of a Docker containerized mixed-
criticality real-time system (DC-MC-RTS). DC-MC-RT defines two different container
types: RT-Containers and NRT-Containers, where an RT-Container type is a container
containing the real-time application and an NRT-Container type is a container containing
a non-real-time application. By allocating the CPU accurately, the timing constraints of
RT-Containers can be met since their workloads are known in advance. However, it is
difficult to provide performance guarantees to NRT-Containers since Docker uses static
CPU allocation methods and the online workloads of NRT-Containers are unpredictable,
and they might be changed significantly at the runtime. In particular, FDS first provides
available CPU capacity to RT-Containers in order to ensure their timing constraints can
be met. Then, the remaining CPU capacity is provided to NRT-Containers dynamically
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at runtime to meet their unpredictable online requirements as much as possible. The pro-
posed FDS has been implemented and made available in the Docker community edition
17.09.0 [34].

The dissertation work will focus on both types of virtualization: VMs and containers.

2.5.4 Cloud Computing Resource Selection and Cost

Running data-intensive jobs requires large-scale parallel processing engines that can only
be run in a Cloud Computing environment; such a solution can be very costly. Optimizing
the cost of running-data-intensive jobs in the Cloud Computing environment, known as
cloud resource utilization, is very important research area, yet it is a relatively less explored
problem [47].

Cloud service providers, such as Amazon AWS, Microsoft Azure, and IBM, allow users
to outsource the hosting of applications and services to a cloud using clusters of VM
instances. Cloud service providers charge a service usage cost to cloud service users. The
service usage cost is based of the hourly usage rate for the VM instances running in the
service provider cloud [17]. The Cloud service provider offers a predefined set of VMs,
known as VM types.

Selecting the right VM type offered by a Cloud Service provider based on cost, CPU,
RAM, and storage is a challenging task. For example, Microsoft Azure offers over 450 VM
types for the user to choose from [10]; selecting the most optimal VM type is challenging.

If microservice architecture is adopted, which increases the number of components in
the applications, the problem becomes even more challenging.

Here, we will highlight some of the research questions the dissertation addresses in Chapter
4.

For a complex containerized microservice architecture deployed in a public cloud, the fol-
lowing questions need to be answered:

1. Which VM type will provide the most cost-effective solution?

2. Which container cluster deployment will provide the best cloud VM resource utiliza-
tion?

3. How many microservice container instances are required to support the incoming
workload?
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2.5.5 Cloud Computing Processing Engines

Expansion in Bigdata has given rise to computational challenges and created research op-
portunities for techniques and systems required to address them. The size of data has
outgrown the capabilities of single machines, and users need new systems to be able to
perform computations on multiple nodes. That triggered an explosion of new cluster pro-
gramming models targeting diverse computing workloads. At first, the focus of those new
models was relatively specialized in response to new workloads; for example, MapReduce
supported batch processing, Google developed Dremel [19] for interactive SQL queries, and
Pregel [50] was developed for iterative graph algorithms.

In the open source community, the Apache Hadoop stack, as well as systems like Storm
[50] and Impala [38] are also specialized. Even in the relational database world, the trend
has shifted from "one-size-fits-all" systems [51] to databases built for specific purposes.

In 2009, researchers at the University of California, Berkeley [51], concluded that most
Bigdata applications need to combine many different processing types. They started the
Spark project to design a unified engine for distributed data processing. They noted, that
the nature of Bigdata is diverse and unstructured; a typical pipeline will need MapReduce-
like code for data loading, SQL-like queries, and iterative machine learning. Specialized
engines can thus be given rise to create both complexity and inefficiency; users must
combine disparate systems, and some applications cannot be expressed efficiently in any
single engine.

Spark has a programming model similar to MapReduce but extends it with a data-
sharing abstraction called Resilient Distributed Datasets (RDD). With this extension,
Spark can capture a wide range of processing workloads that previously needed different
engines, including SQL, streaming, machine learning, and graph processing. In addition,
even Spark is written initially in Scala, an object-oriented programming language; today,

Spark supports development in four commonly used languages: Scala, Java, Python and
R.

In 2013, the Spark project was donated to the Apache Software Foundation and switched
its license to Apache 2.0, which enabled fast adoption in both, academic research circles
and industry. In February 2014, Spark became a Top-Level Apache Project [31].
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2.5.5.1 Real-Time Probabilistic Data Fusion for Large-Scale IoT Applications

This section highlights the state-of-the-art work of Akbar et al. [35]. We selected this work
because it addresses real-time probabilistic data fusion in large-scale IoT applications. The
work proposes a two-layer architecture for analyzing IoT data. The first layer provides a
generic interface using a service-oriented gateway to ingest data from multiple interfaces
and [oT systems. Data is stored in a scalable manner and analyzed in real-time to extract
high-level events. The second layer is responsible for the probabilistic fusion of these high-
level events. Furthermore, in the second layer, their solution processes collected data in
the form of complex events, using Bayesian Networks (BN) to address the system uncer-
tainty. Their proposed solution using open-source components is optimized for large-scale
applications. They demonstrate their solution in a real-world use case in the domain of
intelligent transportation systems, where they analyzed traffic, weather, and social media
data streams from Madrid city to predict the probability of congestion in real-time [35].

Akbar et al. also researched the work of Cugola and Margara [!1] in the Complex
Event Reasoning (CER) domain, and they concluded that processing data in real-time
often leads to the design of simplified solutions with no inherent support for handling
uncertainty. According to Akbar et el., no work in the literature focuses on the computation
of conditional probabilities for real-world problems to construct BNs with Complex Event
Processing (CEP). They noted that as the complexity of the Bayesian inference process
increases with an increase in the data size and the number of data sources, it is essential
to propose a scalable and efficient solution [35].

The architecture proposed by Akbar et al. has two components: data collection and
system analysis. The architecture is built from open-source components. The incoming
stream data are collected as three independent data streams: Traffic data, Twitter, and
weather network data. The traffic data are aggregated into data sets and pushed to the
system for processing as an [oT service every 5 minutes. The Twitter data is available
through an open API and are pushed into the system. The weather data used is an open
API provided by Weather Underground.

The BN model proposed by Akbar et al. consists of five nodes: a) Time, which presents
the time of the day, b) Weather, which presents the weather conditions, Large Crowd
Concentration (LCC) Event, traffic congestion level, d) Day, presents weekdays or weekend,
and e) Congestion, presents congestion level.

The work of Akbar et al. [35] is a great attempt and starting point in addressing the
complex event uncertainty in Large-Scale IoT applications. The paper presents a data
flow: from the data originator, various sensors, through data transport using Kafka to
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data processing using Spark Engine [51|. However, the work is a simplified researched
problem compared to LSDTNS objectives. The presented paper still does not address the
following questions: 1) monitoring multiple critical Digital Twins simultaneously, 2) pro-
viding scalable architecture that allows easy CER code module maintainability, 3) having
a multi-objective solution deployed in the cloud environment. In addition, the BN mode
used in their research is oversimplified in comparison to the real BN models used in the
industry.

2.5.5.2 OptEx: A Deadline-Aware Cost Optimization Model for Spark

This section highlights the work of Sidhanta et al. [17] that present OptEx: a novel deadline-
aware cost optimization model for optimizing the cost of running data-intensive jobs in a
Spark environment. The OptEx model estimates the cost-optimal cluster composition for
running a given Spark job on a cloud under a completion deadline specified in the Service
Level Objective (SLO). OptEx is a closed-form job execution model for the Apache Spark
processing engine, and it is the first work that analytically models job completion time
on Spark. The model can estimate the completion time of a given Spark job on a Cloud
concerning the size of the input dataset, the number of iterations, and the number of
nodes comprising the underlying cluster. Experimental results demonstrate that OptEx
yields a mean relative error of 6% in estimating the job completion time [17]. Furthermore,
experiments show that OptEx can correctly estimate the cost-optimal cluster composition
for running a given Spark job for specified an SLO deadline. In addition, OptEx achieves
an accuracy of 98% [17].

OptEx decomposes a Spark job execution into different phases: the initialization phase,
the preparation phase, the variable sharing phase, and the computation phase. Then,
following an analytical modelling approach, OptEx expresses the execution time of each
phase in terms of the cluster size, number of iterations, the input dataset size, and specific
model parameters.

Sidhanta et al. work [17] provides a novel deadline-aware cost optimization model for
optimizing the cost of running data-intensive jobs in a Spark environment. However, the
model does not address our requirements. We observe that the OptExt solution has not
been tested on Spark streaming applications. OptEx solution was tested for simple Spark,
non-streaming applications, such as WordCount, Sorting, and PageRank, by varying the
input data size and the number of executors. In addition, even though the system is ap-
plication deadline-aware, it is not a critical notification system. The proposed work is
a different research problem than LSDTNS, and the following questions are still not ad-
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dressed: 1) monitoring a large number of critical Digital Twins simultaneously, 2) providing
a scalable architecture that allows easy CER code module maintainability.

2.5.5.3 dSpark: Deadline-base Resource Allocation for Bigdata Application
in Apache Spark

This section highlights the work of Islam et al. [11], which presents dSpark, a lightweight,
pluggable resource allocation framework for the Apache Spark processing framework. dSpark,
the allocation framework, works from the master node along with an underlying cluster
manager. The solution uses two models: a resource allocation model where a cost-effective,
deadline based Resource Allocation Schema (RAS) can be built for an application and an
application completion time prediction model that predicts the completion time of an ap-
plication based on the number of executors and application properties.

Figure 2.4 shows a typical Apache Spark cluster. Applications are submitted through
a cluster manager to run in the cluster. Spark comes with a default Standalone cluster
manager or can be integrated with Apache Mesos or Hadoop Yarn cluster managers to
allocate resources among applications. An Apache Spark cluster can be deployed on a cloud
Virtual Machines (VM), then, to deploy an application in the cluster, a Resource Allocation
Schema needs to be defined. dSpark provides a solution that is cost and application
deadline aware: dSpak provides a cost-effective RAS that ensures that an application will
be completed before the user-specified deadline [11].

The proposed dSpark Framework architecture contains two modules:

e Profiler is controlled by the Resource Allocator and generates the application profile
for an application.

o Resource Allocator is the main component of the framework, that, based on the
application information, user-specific deadline, and VM price produces the Resource
Allocation Schema.

dSpark provides a cost and deadline aware resource allocation solution for deploying
the multiple applications in Apache Spark. Similar to the OptExt solution, the dSpark
solution does not address our requirement. dSpark has also been tested for simple Spark,
non-streaming applications, such as WordCount, Sorting, and PageRank, by varying the
input data size and number of executors, and not a streaming application.
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Figure 2.4: A typical Apache Spark cluster, shows two applications that need to be deployed
in the Apache Spark cluster
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After further Cloud computing processing engines state-of-the-art research, particularly
Spark, we concluded that Spark and other processing engines, even though they are de-
veloped to process large-scale data, do not satisfy LSDTNS requirements: 1) monitoring a
large number of critical Digital Twins simultaneously, 2) providing a scalable architecture
that allows easy CER code module maintainability.

2.6 Architecture: Microservice vs Monolithic

Expansion in Bigdata volume also affects the way applications evolve.

Essential requirements for any complex system, which is even more critical for Bigdata
systems, are that the system has to be maintainable and remain, over time, malleable
to change. The way to achieve this is through modularity. Modularity requires that the
source code for a given module should be separated from the code of the rest of the modules.
A module also has to have well-defined interfaces for interaction with the other modules.
Modularity ensures that the code is understandable, encapsulates functionality, and defines
constraints on how different system parts interact [18]. Even for the traditional monolithic
architecture, the modular approach is highly recommended.

Haywood [33] analyzed and summarized when a modular monolithic architecture should
be used and when a microservice architecture should be deployed. He stated [33] that if an
application has to have high scalability and modules are well-defined domains, and there
is less concern about the complexity than the scalability, then, the microservices should be
chosen over the modular monolithic architectures.

Figure 2.5 shows how scalability and domain complexity affect the decision of which
architecture should be selected for a specific application. When selecting the architecture,
the question should be asked: "What is most important to optimize in the application?".
For example, if a domain is (relatively) simple or can be broken into smaller independent
domains, but we have to achieve a high level of scalability, and the application is processing
a high volume of data, the micro-service architecture is suitable. On the other hand, if the
application domain is complex and expected volumes are bounded (for example, used only
for an enterprise), then a modular monolithic architecture still makes more sense [33].

Since a Bigdata project requires working with vast volumes of data, and scalability is
critical, the micro-service architecture is recommended. This dissertation research focuses
on microservice architecture.
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Figure 2.5: Scalability vs. Domain complexity

2.7 Multi-Objective Optimization

As previously mentioned in chapter 1.2.1, the dissertation focuses on solving the multi-
objective optimization problem. Any multi-objective optimization problem involves mak-
ing trade-offs between different objectives. Our focus is on the optimization of the following

three objectives:

1. Minimizing the deployment cost
2. Maximizing resource utilization

3. Maximizing the number of jobs to be completed before the deadline.

Multi-objective problems involve trade-offs with respect to different performance met-
rics. In a multi-objective problem, performance is measured using multiple objectives
metrics. Because of that, there is not a single optimal solution, but multiple optimal so-
lutions [52]. For example, one optimal policy may prefer a low-cost but low percentage of
jobs completed before the deadline, whereas another optimal policy prefers high-cost but
a high percentage of jobs completed before the deadline.
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In multi-objective problems, no single optimal policy maximizes all the objectives.
Instead, there is a Pareto set (also known as Pareto front); a set of all Pareto optimal
solutions that are non-dominated solutions. The non-dominated solution means that there
is not another feasible solution better than the current one in some objective function
without worsening other objective functions. Finding the optimal Pareto set is a complex
problem and hard to achieve, so an approximation is often used.

Equation 2.4 formulates a multi-objective optimization problem [60], where m is the
number of objectives, IT is the policy, and f;(II) is the objective function i:
max F(II) = max|fi(I1), fo(ID), ... f(ID)], (2.4)

Definition: Pareto optimal |60]:

We say policy IT dominates policy IT" if F(IT) > F(IT') and F(IT) # F(IT'). A policy IT is
Pareto optimal, if, and only if, it is not dominated by any other policy. The set of all such
policies is called a Pareto set, and the image of the Pareto set is the objective space, called
Pareto front.

Multi-objective optimization research emerges in two research directions:

e Heuristic techniques. Some of the multi-objective heuristics solutions are:

— The work of Frincu et al. [53] is an example of a meta-heuristics scheduling
approach in the multi-cloud resource provisioning environment. The multi-
objective solution optimizes the following: deployment and run-time cost of
the solution, resource load, and application availability in case of failures. The
solution researches the Web 2.0 application. The presented solution architec-
ture in the paper does not use containerized micro-services architecture, and
they system it is not a critical notification system, and the deadline is not the
required objective.

— The work of Legillon et al. [5] is also an example of meta-heuristics methodology
that proposes a model that addresses placing services into Infrastructure as a
Service (laaS) virtual machines from multi cloud providers. The objective of
their work is cost minimization. Same as in the previous example, the solution
architecture is not containerized micro-services, it is not a critical notification
system, and the deadline is not an objective.
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— Guerrero et al., 2017 [55] propose a genetic algorithm approach using the non-
dominated Sorting Algorithm IT (NSGA-II) to optimize container allocation and
elasticity management. The proposed solution is multi-objective and enhances
system provisioning, system performance, system failure and network overhead.

— Guerrero et al., 2018 [56] propose an approach to optimize the deployment of
microservice based applications using containers in a multi-cloud architecture.
The solution has three multi-optimization objectives: cloud service cost, net-
work latency among microservices, and time to start a new microservice when
a provider becomes unavailable.

— Fan et al. [77] research on microservice scheduling in edge computing. The
solution has three multi-optimization objectives: network latency, reliability,
and load balancing.

— Xuet al. [72] formulate the energy efficiency virtual resource allocation for cloud
computing as a multi-objective optimization problem (decreasing the number
of used server, increasing total dynamic power and increasing utilization of
servers). Their researched constraints functions represent the potential prob-
lems when VMs are scheduled across different Physical Machines (PMs).

— Chen [62] proposes a cloud resource allocation method supporting sudden and
urgent resource demands. The proposed solution can allocate various resources
timely for urgent resource demands. The proposed multi-objective mathemati-
cal model considers the minimum performance match distance between virtual
machines and physical machines, and the minimum number of physical machines
as resource allocation goals.

e Reinforcement learning. Some of the multi-objective RL solutions are:

— Yang et al., 2019 [60] present a new algorithm for multi-objective reinforcement
learning (MORL) with linear preferences. The goal of linear preference is to
enable few short adaptations to the new task. The MORL aims to learn policies
over multiple competing objectives whose preferences are unknown to the RL
agent. The proposed solution does not consider micro-service architecture nor
deployment in the cloud environment. The work is focused on improving MOO
algorithm and exploring RL.

— Chen et al. [58] present a Multi-Objective Reinforcement Learning (MORL)
framework that aims to approximate the Pareto frontier uniformly. The frame-
work has two stages. The soft actor-critic (SAC) algorithm is executed in the
first stage to a multi-policy soft actor-critic (MPSAC) algorithm. In the second
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stage, the multi-objective covariance matrix adaptation evolution strategy (MO-
CMA-ES) is applied to fine-tune the policy-independent parameters. Similar to
the previous RL example, the proposed solution does not consider micro-service
architecture nor deployment in the cloud environment. The work is focused on
improving the MOO algorithm and exploring RL.

— Tian et al. [59] propose an efficient evolutionary learning algorithm to find the
Pareto set approximation for a continuous robot control problem. The solution
extends the state-of-the-art RL algorithm and presents a novel prediction model
to guide the learning process. The work is focused on improving MOO algorithm
and exploring RL for continuous robot control.

— The work of Rjoub et al. [71] proposes deep and reinforcement learning-based
scheduling approaches to automate the scheduling of large-scale workloads onto
cloud computing resources, while reducing resource consumption and task wait
times.

Furthermore, research objectives also greatly vary. Some of the research objectives are:
network latency [56] [57], high availability [53] and reliability [57], and system performance
and system failure [55].

Table 2.1 provides a summary and comparison of various state-of-the-art papers focus-
ing on multi-objective optimization. The table evaluates different characteristics relevant
to the requirements of the LSDTNS:

1. Cloud Containerized Deployment: Indicates whether the solution employs cloud con-
tainerization for deployment.

2. Micro-Service Observation: Indicates whether the solution is built using a microser-
vices architecture.

3. Critical Notification System with Deadline Objective: Indicates whether the system
is designed for a critical notification scenario where meeting deadlines is one of the
objectives.

Additionally, the table captures the following aspects:

1. Multi-Objective Criteria: Specifies the various objectives the system is built to opti-

mize.
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2. Application Types: An application type used to validate and demonstrate the effec-
tiveness of the proposed solutions.

The works of Guerrero et al. [55] [56], and Fan et al. [57] are the most similar to
our approach, although there are significant differences. All three papers research multi-
objective optimization for containerized microservice applications, which is similar to our
work. However, all three works focus on different objectives than our research focus. Our
research focuses on minimizing the deployment cost, maximizing resource utilization, and
maximizing the number of job requests to be completed before the deadline. In addition,
the applications observed in Guerrero et al. and Fen et al. works are not critical notifi-
cation system applications, and, therefore, a new research focus is needed. As previously
mentioned, selecting the most optimized Cloud Service provider VM type for containerized
microservice application is a challenging task; none of the previously referenced works are
trying to answer how to select the best VM type candidates based on multi-objectives and
expected load in a large-scale containerized microservice applications.

2.8 Scheduling

Scheduling jobs in cloud computing is a critical task that ensures the efficient utilization
of available resources while meeting the requirements and objectives of users. As previ-
ously mentioned, LSDTNS system has to fulfill the following multi-optimization objective
requirements: a) minimize the deployment cost, b) maximize resource utilization and c)
maximize the number of jobs to be completed before the deadline.

Definition: timing parameters associated with processing a job,
The timing parameters presented below are used in the dissertation as well as in some
state-of-the-art work that will be presented later in the text [70]:

1. arrival _time — the time at which the process arrives in the ready queue.
2. completetion time — the time at which the process completes its execution.
3. burst_time — time required by the process for CPU execution.

4. turn_around time - time interval from the arrival time to the
completetion _time.

5. waiting time - the time difference between turn _around time and burst time.
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Well-known CPU Scheduling algorithms that will be used for the evaluation are [70]:

1. First Come First Server (FCFS) — an algorithm that schedules jobs in the same
order they arrived.

2. Shortest Job First (SJB) — an algorithm for which the process (job) with the
shortest burst time is scheduled first.

3. Longest Job First (LJF') —an algorithm for which the process (job) with the longest
burst time is scheduled first.

2.8.0.1 Scheduling containers: state-of-the-art

A recent comprehensive survey [64], published by Ahmad et al. in 2021, focuses on con-
tainer scheduling techniques. They noted that container scheduling can take different forms
depending on the underlying technology. For example, depending on the implementation
details, the incoming task can be scheduled directly on a container running on the physical
machine (hardware) or on a virtual machine (VM) running on the physical machine (hard-
ware). They also noted that container scheduling has become critical for the cost-efficient
operation of modern applications on the cloud due to the diverse nature of the workload
and available cloud resources.

A container scheduling problem is an NP-hard problem. There is no polynomial time
complexity algorithm to find optimal scheduling for large-size problems. The majority of
work examined in the survey [64] fit into one of four categories:

e Mathematical modeling is suitable for small-sized problems. Mathematical modeling
techniques represent scheduling problems as a collection of equations with specific
constraints. One commonly used approach is Integer Linear Programming (ILP),
where variables are assigned integer values and linear equations are formulated to
represent the problem’s constraints [(4].

e Heuristics algorithms are the majority of solutions, and they are generally of low
complexity and generate satisfactory schedules in a reasonable amount of time [64].
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e Meta-heuristics are population-based optimization algorithms inside the intelligence
processes and behaviours arising in nature [6].

e Machine Learning algorithms and techniques have not been fully explored for con-
tainer scheduling [6].

Other work focuses on Kubernetes, providing Kubernetes Scheduling Framework [36]
[37] or proposing a value-based market allocation heuristic model for Dockers [14].

2.8.0.2 Scheduling and RL

As previously mentioned, machine learning algorithms and techniques have not been fully
explored for container scheduling [61]; further in this section, we will explore the related
state-of-the-art in the domain of scheduling and RL. Unfortunately, none of them does
investigate scheduling of jobs on containers using RL techniques.

Raub et al. [69] present BigTrustScheduling that is a trust-aware Bigdata task schedul-
ing approach in a cloud computing environment. BigTrustScheduling consists of three
stages: 1) VMs’ trust level computation, 2) task priority level determination, and 3) trust-
aware scheduling. The system used in this research is a Hadoop cluster environment, which
is an architecturally different environment from the containerized architecture used in this
dissertation. Furthermore, the objectives of the BigTrustScheduling (Bigdata performance
and makespean cost) are different from LSDTNS objectives ( resource utilization, deadline
and resource cost).

Rjoub et al. [70] present Deep Smart Scheduling (DSS) that automatically predicts the
Virtual Machines (VMs) to which each incoming big data task should be scheduled; the
objectives are to improve the performance of big data analytics and reduce their resource
execution cost. DSS combines Deep Reinforcement Learning (DRL) and Long Short-Term
Memory (LDTM). The system used in this research is a Hadoop cluster environment and,
as such, can not be used in the environment with containerized architecture.

The work of Rajob et al. [71] continues the previous work [70]. It proposes four deep
reinforcement learning-based scheduling approaches to automate the process of scheduling
large-scale workloads onto cloud computing resources, where the objectives are to reduce
resource consumption and task waiting times. The system used in this research is also a
Hadoop cluster environment.

Mao et al. [65] present DeepRM, an example solution that translates the problem of
packing tasks with multiple resource demands into a learning problem. Their results show
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that DeepRM compares to state-of-the-art heuristics. Furthermore, DeepRM adapts to
different conditions, converges and learns strategy quickly. They stated that resource
management problems are ubiquitous in computer systems and networks. Examples in-
clude job scheduling in computing clusters, bitrate adaptation in video streaming, relay
selection in Internet telephony, virtual machine placement in cloud computing, congestion
control, etc. They also stated that the majority of these problems are solved today using
methodically designed heuristics. Furthermore, they suggest that the typical design flow
consists of two phases. In phase 1, the designer comes up with clever heuristics for a sim-
plified model of the problem, and after that, in phase 2, the designer manually tests and
tunes the heuristics until a satisfying performance are achieved. This process is long and
often has to be repeated multiple times.

The DeepRM leverages the Deep Reinforcement Learning (DRL) paradigm. The RL
Agent presented in the DeepRM RL system is a policy built using Deep Neural Network
(DNN).

Further improvements to the DeepRM solution have been provided by Ye et al. [66].
They introduce the online resource scheduling algorithm DeepRM?2 and the offline resource
scheduling algorithm DeepRM-Off. Compared to the state-of-the-art DRL algorithm,
DeepRM, and heuristic algorithms, their proposed algorithms have higher convergence
speed and better scheduling efficiency regarding average slowdown time, job completion
time, and rewards.

DeepRM and DeepRM2 significantly contribute to the resource allocation domain using
reinforcement learning. In our solution, we use DeepRM ideas and build on top of them.
Our objective is different from DeepRM and DeepRM2. Instead of focusing on the average
slowdown time, we are more interested in average job completion based on job priority,
where our solution favours the most critical jobs first. There are also a few critical differ-
ences: Our architecture is a containerized microservice architecture running in a Cloud on
VM instances, whereas their software is deployed directly on the hardware. Furthermore,
they only observe a single objective, such as average slow down, and our system requires
multi-objective consideration.

All presented solutions have in common: they did not evaluate microservices applica-
tions deployed in the cloud containers and had not observed the system job completion
deadline as the system requirement.

Table 2.2 summarizes and compares previously mentioned state-of-the-art scheduling
solutions based on DRL. The comparison table focuses on the following the LSDTNS
requirements:a) Is the provided solution deployed as a cloud-containerized application?
b) Is the observed application designed as a microservice? c) Is the system designed for
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critical notification purposes, with meeting deadlines as one of its objectives? Since our
scheduler is a multi-objective scheduler, we also observe the multi-objective criteria the
system is built for, and the type of applications used to verify the solution.

Table 2.2 offers a comprehensive summary and comparison of recent state-of-the-art
research papers that focus on scheduling through Deep Reinforcement Learning (DRL).
This table assesses the following characteristics:

1. Cloud Containerized Deployment: This column indicates whether the solution utilizes
cloud containerization for its deployment.

2. Micro-Service Observation: This column highlights whether the solution employs a
microservices architecture.

3. Critical Notification System with Deadline Objective: This column denotes whether
the system is designed for a critical notification scenario where meeting deadlines is
a primary objective.

In addition to these key points, the table also covers the following aspects:

1. Multi-Objective Criteria: This column specifies the various objectives the system is
built to optimize.

2. Application Types: This column details the types of applications used for validation
and demonstration of the proposed solutions.
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Table 2.1: Multi-objective optimization: comparison with the state-of-the-art

’ ref H contain. \ ms \ optim. objectives \ notif. app. \ application \ method \ Note
yes no | network latency no SockShop | heuristics | Edge
[57] reliability computing
load balancing
yes yes | system performance no SockShop | heuristics | Single
[55] system failure cloud
network overhead
yes yes | cost no SockShop | heuristics | Multi
[56] network latency cloud
time to start new ms
no no | high availability no Web 3.0 heuristics | Multi
[53] fault tolerance cloud
app. cost
no no | cost minimization no Web 3.0 heuristics | Multi
[51] fault tolerance cloud
app. cost
no no | number of used server | no C++ sim. | heuristics | deployment
[72] dynamic power VMs-PMs
servers’ utilization
no no | distance VM-PM no CloudSim | heuristics | deployment
[62] min. number of PMs VMs-PMs
u
no no | not specified no DST, FTN | DRL Generalized
[60] algorithm
no no | high speed no DST, FTN | DRL Dynamic
[58] low cost MORL
no no | not specified no DST, FTN | DRL DRL
[59] Framework
no no | resource consumption | no Google DRL process
[71] task wait time Cluster automation
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Table 2.2: Scheduling: Comparison of the state-of-the-art

’ ref H contain. ‘ ms ‘ optim. objectives ‘ notif. app. ‘ application ‘ method ‘ Note
no no | bigdata performance | no Google DRL Hadoop
[69] makespean cluster
cost
no no | min. task exe. delay | no Google DRL Hadoop
[71] resource utilization cluster
no no | cost no Google DRL Hadoop
[70] bigdata performance
no no | single no simulated | DRL deployment
[65] optimization jobs on HW
objective
no no | single no simulated | DRL deployment
[66] optimization jobs on HW
objective
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Chapter 3

IoT Notification System Architecture

This chapter of the dissertation proposes a micro-service-based notification methodology
using complex event recognition to handle the uncertainty of LSDTNS. Note that this
proposed solution can be used in any other IoT Notification System.

Part of the work presented in this chapter has been published in two papers:

1. "Complex Event Recognition Notification Methodology for Uncertain IoT Systems
Based on Micro-Service Architecture,” The IEEE 6th International Conference on
Future Internet of Things and Cloud, FiCloud 2018 |2].

2. ”A Performance-Driven Micro Services-Based Architecture/System for Analyzing Noisy
[oT Data,” 19th IEEE/ACM International Symposium on Cluster, Cloud and Grid
Computing, CCGrid 2019 [3].

This chapter addresses the RQ1 research questions discussed in Section 1.2.4 and
presents a proposed micro-service-based notification methodology using complex event
recognition to handle the uncertainty of IoT systems. Our present methodology can ad-
dress the scalability issue in CER systems, and still keep the flexibility to select from
various Complex Event Recognition solutions.

Section 3.1 presents the system overview. Section 3.2 discusses the IoT Notification
system architecture, where the following is covered:

e Subsection 3.2.1 discusses IoT Notification system modules,

e Subsection 3.2.2 discusses IoT Complex Event Recognition modules,
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Subsection 3.2.3 discusses IoT Controller Module Functionality,

Subsection 3.2.4 discusses the IoT Notification System workflow,

Subsection 3.2.5 discusses the LSDTNS components and their interactions,

Finally, Subsection 3.2.6 discusses the components of IoT Notification systems.

Section 3.3 demonstrates the feasibility of the proposed IoT Notification system archi-
tecture through the Case Study: Prisoner Use Case. Section 3.4 provides discussion.

3.1 System Overview

This dissertation focuses on a digital representation of a physical loT system. The IoT
system is one of several systems that operate by observing a set of primitive events that
happen in external environments, interpreting and combining them to identify a higher level
of Complex Events (CE) |2]. The physical system consists of n Physical Monitored Objects
(PMO). A PMO can be, for example, an older adult whose vital signs are monitored
or a prisoner in a prison cell where the detection of a suicide attempt is monitored for
prevention. Each PMO in a digital world is presented as a DT, and each is equipped with
the same set of m primitive sensor types. Sensors data is collected and processed, which
defines a DT.

The IoT system monitors multiple primitive Events (E) in specified time intervals,
which generates a sequential array of events known as an Event Stream (ES). An E consists
of sensor value v, event type type, and the time occurrence t (Equation 3.1). The CFE is a
complex relationship of primitive events and can be presented as a function of n primitive
events in a time interval AT (Equation 3.2).

E;(vi, type;, t;), where i = (1,...,n) (3.1)
CE = fon(Er, Es, ... Ey) (3.2)
CEC = fcpc(FEy, By, ...Ey,) (3.3)

An essential part of the observed system is recognizing complex events that match a
given set of Complex Event Criteria (CEC), where CEC' is a static function of n events
(Equation 3.3). In the prisoner use case, the JoT system monitors the activities of prisoners
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in order to detect a prisoner’s suicide attempt. A suicidal attempt presents a critical state
and high risk for the prisoner that the IoT system must monitor. A prisoner cell is equipped
with three sensors: an activity sensor that detects the prisoner’s activity (moves / does
not move), a position sensor that detects the prisoner’s posture (sit, stand, lie down) and
a breathing sensor that detects when the prisoner breathing (yes/no). The system has to
detect the prisoner’s critical state to prevent death and then notify when the critical state
is detected. Critical state detection is recognized with CEC (if the prisoner is inactive,
lying down and not breathing). The DT 3.4 consists of a unique entity id, for example,
prison cell id, and a list of primitive Event Streams (ES) (for example, breathing event
stream, activity event stream and posture event stream) that are monitored by the loT
system.

DT (entity 1Id, List < ES >) (3.4)

The IoT Notification System consists of n Digital Twins (DT). Each DT has the same
set of m sensors that generate streams of primitive data. Each sensor Sk, where k = 1, ..m,
streams data in equal intervals ATk. Please note that sampling of each sensor type Sk
can be different sampling rates. In addition, the primitive sensors data is aggregated into
a Complex Event (CE) in the time interval AT - see Fig. 3.1. Each DT; will have a
corresponding C'E; (the relationship between DT and CF is 1:1).

We can also recognize the IoT Notification System as a Notification Monitoring System
(NMS), where NMS is a system that operates by observing a set of primitive events that
happen in the external environment, interpreting and combining them to identify a higher
level of complex events [3]. Once the system recognizes complex events that match the
predefined set of CEC, the system sends a notification message, also known as an alarm,
to a previously predefined recipient. If the notification message is critical, such as pro-
tecting someone’s life, it needs immediate action. Such a system, where the notification
message has critical importance, is a Critical Notification System (CNS). Figure 1.4 shows
an example of the LSDTNS.

Additionally, the time from producing the CF to sending an alarm has to be less than
deadline D, which is the system’s predefined parameter. D presents the latest time the
system should respond with a Notification Event (NE).

The NMS rarely monitors only one DT’ it is more likely to watch thousands of moni-
toring entities. Therefore, the system has to be able to scale and process a large number
of monitoring entities. An essential characteristic of the system is that it monitors the DT
for a predefined critical state, and it is responsible, once it detects such a state, for sending
a Notification Event (NE) to a predefined recipient.
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Figure 3.1: An example of CNS system consisting of n DTs, where each DT composes a
CE. The CNS monitors to recognize when CEC is met and, once that occurs, sends NE to
a predefined recipient for further processing.

3.2 IoT Notification System Architecture

3.2.1 IoT Notification System Modules

This section presents and explains loT Notification methodology modules. As previously
defined in the Research Challenges 1.2.1, the system should be modular for a complex
system to be maintainable and malleable to change. The system is modular when the
source code is organized into logical modules. Furthermore, a module is required to have
well-defined interfaces for interaction with the other modules. Modularity ensures that
the code is understandable and functionality is well encapsulated. The modular software
defines how parts of the system interact [33].

LSDTNS requires a modular solution; the system has to incorporate multiple modules
from different complex domains into a single solution (for example, rule-based complex
event processing, probabilistic programming and streaming).

LSDTNS requires the following components (see Figure 3.2):

1. A Streaming module,
2. An IoT Controller module,

3. A Complex Event Recognition module,
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4. A Notification module.

‘ <<component>> @
<<component>> @. loT Controller microservice

Streaming microservice
get CEs stream
<<component>> %
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<<component>> @ Send CE evidence
CER microservice
probability <<component>> ‘1%]
\. DTRAS
<<component>> I
Notification Send notification
microservice

Figure 3.2: LSDTNS Components

The purpose of the Streaming module is to prepare raw data for the Complex Event
Recognition (CER) process and to stream data to one of the monitoring components by
performing either coarse filtering in the rule-based complex event module or fine processing
in the probabilistic programming module.

The purpose of the IoT Controller module is to manage and coordinate other modules
in the system. The Controller is the "brain" of the system.

The purpose of the Complex Event Recognition (CER) module is to consider the system
uncertainty and provide a probability of occurrence for the CE. In addition, the module
should be able to provide confidence intervals, which are obtained from the variance of the
posterior distribution. Further in this document, the CER module will be covered in more
detail.

The purpose of the Notification module is to provide a different type of notification
mechanism that the controller module will use to notify clients about the monitored com-
plex event. Based on the probability of the complex event occurrence received from the
complex event recognition module, the Controller will decide which notification mechanism
type is provided in the notification module to use. Therefore, the notification module is
only a provider of different notification mechanisms.
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3.2.2 The Complex Event Recognition Module

Uncertainty in loT systems is always present at some level, as shown in Section 2.1.1. The
uncertainty in foT systems is a complex problem that must be considered. The Complex
Event Recognition module is a crucial component that addresses this complex uncertainty
problem in the LSDTNS.

The complex event recognition component can be either rule-based complex event recog-
nition or use probabilistic programming, as has been covered previously in Section 2.1.1,
Uncertainty in IoT systems. As presented in Section 2.1.1.1, state-of-the-art in Complex
Event Recognition and the Dynamic Bayesian network, which are part of the probabilistic
programming paradigm, provide an appropriate way of modeling. Probabilistic program-
ming is a paradigm that unifies general-purpose programming with probabilistic modeling.
The primary objective is to specify a probabilistic model and perform inference on it. The
probabilistic programming field contributes many different algorithms. Some algorithms
require less or more computational power and less or more time to estimate posterior dis-
tribution. Since selecting suitable algorithms is a domain-specific question, it should be
left to the LSDTNS domain designer to select the appropriate algorithms for a specific
domain problem. In addition, rule-based complex events and probabilistic programming
are fast-growing fields. With all the ongoing effort from open-source communities and
commercial enterprises, one can expect continuous solution enhancements (e.g. new prob-
abilistic programming or rule-based reasoning algorithms). Considering that probabilistic
programming and rule-based complex event recognition fields are advancing fast, we advise
that the component is built so that the implementation can be easily adapted to use a new
and better solution without affecting the integration with other modules in the system.

Furthermore, each monitoring object has additional information for the monitoring en-
tity; we will call it the DT Profile (profile). For example, in prison, a DT profile can
contain additional information on a monitored prisoner: the length of the prisoner’s sen-
tence, the medical condition of the prisoner, the physiological state of the prisoner, and
similar additional information. Based on the profile, we can determine the critical state of
the monitored DT. The LSDTNS component, the IoT controller, computes a DT process-
ing priority for each monitoring entity.

3.2.3 IoT Controller Module Functionality

The purpose of the IoT controller module is to manage and orchestrate other modules in
the system. During the system development phase, a list of k predefined DT resource
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types for the system is created. Each DT resource type is mapped with a corresponding
containerized module type, encapsulating a complex event recognition technique and/or
algorithm. As previously mentioned, selecting the complex event recognition algorithm
is a domain-specific problem, and a domain expert will perform the algorithm selection
task. The domain expert will select the appropriate algorithm for the corresponding DT
resource type based on the domain requirements.

The Digital Twin Priority Controller Algorithm (DTPCA) and the Digital Twin Re-
source Allocation Scheduler (DTRAS) are subcomponents of the IoT controller module,
and we will briefly explain them.

DTPCA calculates the DTs priority using the following data: a) a DT profile, b)
historical DT priority data, and c) the current DT CFE data. Research on DTPCA is an
optional component and will not be covered in this dissertation but in future work.

The Digital Twin Resource Allocation Scheduler (DTRAS) has to schedule n DT com-
plez event (CE) probabilistic processes on a cloud cluster. The objective of DTRAS is
to perform scheduling so that processing priority, which can be one of k predefined DT
resource types, is given to the higher priority processes first, and so on. The additional
requirement is that processes should be completed before the specified system deadline D.
DTRAS will be covered in depth in Chapter 5: Digital Twin Resource Allocation Scheduler
(DTRAS).

Table 3.1 shows the system parameter values and two subgroups of the solution. The
first group of DT modules presents all DT Controller elements, and the second subgroup
presents a Cloud computer resource where the processing will be deployed.

Table 3.1: DT System parameters

’ Size H System variable \ System subgroup ‘
n Digital Twins (DT) DT controller elements
m Sensors per each DT DT controller elements
k Preselected DT priority resources | DT controller elements
c Cloud clusters Cloud computing resource
cc Number of containers in a cluster | Cloud computing resource

3.2.4 IoT Notification System Workflow

This section presents the loT Notification system components interaction workflow. The
proposed workflow considers that the IoT system will consist of many digital twins, where
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each digital twin will collect the same type of primitive data. As a result, some parts of
the workflow will be repeated for each digital twin. The workflow is presented in Figure
3.3 and is explained below:

1. Once the DTPCA calculates and assigns priority types to all n DTs, the Controller
will request Kubernetes to start cc pods (aka Docker containers) that run a Complex
Event Recognition Module.

2. Once all cc containers are started, the system is ready to process incoming CE streams
from the streaming module.

3. Further steps present time-critical real-time system processing, and the steps will run
continuously. Those steps are repeated for each DT}, where i =1,...,n:

(a) The streaming module aggregates m individual primitive events for each DT;
into DT; complex event (CE;), where i = 1,..n.

(b) IoT Controller redirects the C'E; stream for DT; to the assigned DT; container
instance for processing.

(c¢) The Digital Twin Resource Allocation Scheduler schedules incoming n DTs’ CEs
based on priority p of the Kubernetes pods.

(d) Once all incoming data is processed, the priority is assigned to each DT.

(e) The notification module will be invoked if the priority is equal to or higher than
notification threshold P.

(f) This step presents a DTPCA priority update and will be invoked when the
following events occur:
e The DT’s profile has been changed.
e The DT’s new expected probability is changed.
e Scheduled update.
e Manually requested updates.

3.2.5 LSDTNS Components and Their Interactions

This section shows LSDTNS components, selected technologies and interaction between
components. As previously described, our system is modular, and each module encap-
sulates a logical, functional modular unit. The following modules were described in the
previous section:
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1. Streaming module,
2. IoT Controller module,
3. Complex Event Recognition module,

4. Notification module.

Furthermore, the section explains why micro-service architecture and REST APIs are
selected.

In his work, Haywood analyzed and summarized when modular monolithic architecture
should be used vs. micro-service architecture |33]. It is stated in [33] that if an application
has high scalability, modules are well-defined domains, and there is less concern about the
complexity than the scalability. Therefore, the micro-services should be chosen over the
modular monolithic architectures.

The IoT notification system needs to process continuous streams of data. The volume
of streamed data is in order of n, where n is the number of DT. Therefore, a highly
scalable solution is critically required to handle such data volume effectively. Our modules,
presented in Section 3.2.1 IoT Notification Methodology modules, are well-defined domains
where Domain expertise is required for implementation (for example, rule-based complex
event processing and probabilistic programming).

Using the micro-service architectural approach requires well-defined micro-service in-
terfaces, which allows the refactoring and future modifications of each component for han-
dling technology enhancements and system requirements enhancements over time without
interfering with the existing implementations of other micro-services. For example, rule-
based complex event domain, as well as probabilistic programming, are fast-growing do-
mains. Open-source communities and commercial enterprises provide continuous improve-
ments in the form of new inference algorithms implemented in probabilistic programming.
The system can replace components with the latest improvements using the micro-services
approach without interfering with the rest of the system.

An application program interface (API) is a set of routines, protocols, and tools for
building software applications. An A PI specifies how software components should interact.
An API can be internal (only known internally in the component) or publicly available, as
an external API. The publicly available APIs should be well documented, and those APlIs
should not change over time. In rare cases, an API is deprecated.

Many API methodologies can be used for intercommunication. However, based on
many years of software development trends, the REST API has been selected for the
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dissertation proposal. One example of trending is the leading public cloud computing
solution, Microsoft Azure, where all Azure App services are RESTful, and the body content
is in JSON format [14].

3.2.5.1 Data Model

This section shows the data model used for the solution—the following Figure 3.4 shows
model objects. The model contains the following classes:

1. Complex Event class encapsulates information about a complex event and consists
of the following:

(a) an id, a unique CE identifier
(b) a list of events

(c) a date, presents a time stamp of when the complex event occurred.

2. Ewvent class encapsulates event information and consists of a) an id, a unique Event
identifier; b) event type, for example, temperature, oxygen; c) a value that corre-
sponding to the sensor value.

3. Event Type is an enumeration class that defines a list of Events in the system.
4. Priority is an enumeration class that defines a list of priorities in the system.

5. The Historical Priority class provides a list of previous priorities for the observed
DT.

6. Digital Twin class presents a DT in the system and has the following parameters:

(a) id that is a unique identifier

(b) priority, which presents the current priority of the DT

7. Digital Twin Info class provides additional information about the DT
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Figure 3.4: Partial Data model
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3.2.5.2 LSDTNS Micro-services and APIs

This section explains LSDTNS micro-services, their Representational State Transfer (REST)
APIs and the interaction between micro-services. It is important to emphasize that inter-
communication between micro-services is done solely over external micro-services APIs.

The REST API is domain-independent, and, as such, it can be used in any loT system.
Each API specifies the URL of that method, the request method (which can be one of
GET, POST, PUT, or DELETE), the data format (we are using JSON since it is the most
commonly used and has a small footprint), and body, which presents the data content of
the message.

All microservice modules are implemented using the Java programming language and
open-source Springboot framework [21]. The modules are deployed inside Docker contain-
ers [32].

Figure 3.5 shows the LSDTNS component diagram, which will be covered later in the
text.

Stream micro-service

The purpose of the Stream module (Figure 3.5 stream MS) is to aggregate primitive
events into the complex event and continuously send the aggregated complex event data
stream for processing to the complex event reasoning module.

Stream service API

The Stream service API contains "Register for CE Stream" (Table 3.2), an essential
external API that allows the IoT Controller to register, aka subscribe, to receive ME CE
streams (Figure 3.5, 5).

Table 3.2: StreamManager service API

Method
| Register for CE stream || /streaming/register/<dt-id> [ GET | Text | TEXT |

Name URL Request FormaT Produce

IoT Controller Micro-service

The IoT Controller has access to the Data Warehouse. The IoT Controller invokes
and loads the DT list from a data warehouse (Figure 3.5, 1). Once the DT list is loaded,
the IoT Controller will calculate the priory for each T'D using DTPCA. The priority can
have one of the values from the k-predefined priority list. Two sets of data influence the
priority selection:
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Figure 3.5: LSDTNS component diagram. 1) get the TDs from the data warehouse, 2)
DTPCA calculates DTs priorities, 3) start p Pods running CER modules, 4) run DTRAS,
schedule DT’s jobs to p CER containers, 5) get CE stream from Stream MS, 6) send
CE evidence to each CER, 7) each CER container calculates probability based on CE
evidence, 8) the CER container returns probability to the IoT controller, 9) IoT controller
compares the return probability with the threshold, and, if the probability is greater than
the threshold, repeat steps 4- 9, 10) notify the Controller with the CE probability, 11) save
CE stream evidence and return probability into the data warehouse.

60



1. the TD profile that is retrieved from the Data warehouse

2. the historical data for the DT (Figure 3.5, 2)

In Step 3, the IoT Controller sends a request to Kubernetes to start p containers (Figure
3.5, 3). In Step 4 (Figure 3.5, 4), the DTRAS will schedule DT’s jobs on p containers. The
IoT Controller receives C'E streams for each DT (Figure 3.5, 5) and redirects them to the
corresponding Complex Event container (Figure 3.5, 6). The Complex Event Pod will take
CE evidence stream data and calculate the probability of the CE event (Figure 3.5, 7) and
return this value to the IoT Controller (Figure 3.5, 8). Once the loT Controller receives
probabilities from CER containers, the Controller will compare received values with the
previously defined threshold for the system (Figure 3.5, 9). For values greater than the
threshold, the loT controller will send a message to the notification MS (Figure 3.5, 10).
To emphasize that once the sensor data streaming is established, the processes defined
in Steps 5,6,7,8,9,10 are high priority. In Step 11 (Figure 3.5, 11), the IoT Controller
sends an update to the data warehouse, and this step has a lower priority than Steps 5-
10. The data stored in the Data Warehouse is HistoricalProbability (Figure 3.5), which
combines the CF sensor data for each DT and probability for the CFE sensor data. Stored
Historical Probability will be used as historical data to make better predictions in the future.

IoT Controller Service APIs
The IoT Controller external APIs consist of a set of APIs:

1. IoTControllerManager, which contains four APIs responsible for starting and stop-
ping ME containers (Table 3.3)

2. IoTControllerPriorityManager contains one A PI responsible for receiving probability
from ME containers (Table 3.4).

3.2.5.3 CER Micro-service

The primary purpose of the Complex Event Reasoning (CER) micro-service is to calculate
the probability of the complex event based on the received CE evidence (Figure 3.5, 5)
and return the probability value to the loT Controller for further processing (Figure 3.5,
7).
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Table 3.3: ToTControllerManager service APIs

Name URL Request | Format Produce
Method

Start the process for a | /iot-controller/start/<dt-id> | GET JSON | TEXT
single DT container

Start the process for All || /iot-contrller/start GET JSON | TEXT
DT containers

Stop process for single || /iot-controller/stop/<dt-id> | GET JSON | TEXT
DT container

Stop process for All DT || /iot-controller/stop GET JSON | TEXT
containers

Table 3.4: ToTControllerPriorityManager service APIs

Name URL Request | Format Produce
Method
Update /IO T-controller-probability /<dt- | POST JSON | HistoricalProbability
DT CE || id>
probability

As mentioned, each project’s list of k DT resource types is predefined.We decided to
have three profile possibilities: a) high, b) medium and c¢) low. For each DT profile,
a corresponding algorithm is chosen. For example, the low profile uses complex event
probability and rule-based solution, the medium profile uses Static Bayesian, and the high
profile Dynamic Bayesian Algorithm.

Even though the algorithm chosen can be different and correspond to one of the DT
profiles from the predefined list, they all have the same external A PIs, presented in Section
3.2.5.4.

The open-source JBOSS DROOLS fusion Complex Event Processing (CEP) tool [33]
is selected for processing CE of DTs with the low probability being critical. The JBoss
is well-known and widely used by the open-source community. DROOLS fusion is one of
its components. Complex event processing aims to recognize CFEs, calculate probability,
and respond as soon as possible. Each event type received from the stream micro-service is
stored in the corresponding event type stream of the CEP component. All those event-type
streams are considered when complex event rules are executed. The JBoss Drools CEP tool
has two possible execution modes: Cloud and Streaming. We chose the second since loT
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applications have to process streams of events. All sensors’ data is collected independently
at specified time intervals and is not synchronized in time. Therefore, the Sliding Time
Window functionality of the CEP tool becomes very handy. The Sliding Time Window
allows the user to write rules that will only match events occurring in the last T time units,
where T is definable by the rule designer. This functionality is used to observe different
event streams in the time window.

Probabilistic programming (PP) is selected for processing CE of DTs with the medium
and high probability to be critical. The purpose of the PP micro-service is to calculate
the probability that DT will require notification while considering the predefined domain
probability model, inference algorithm and evidence provided in the form of streamed sen-
sor data. Probabilistic programming is a suitable methodology to address all uncertainty
types mentioned in Section 2.1.1.1. However, it requires domain knowledge to build a prob-
ability model and select the most suitable inference algorithm. Once the PP micro-service
calculates the probability value, the probability value is sent back to the IoT Controller
(Figure 3.5, 8). The IoT Controller uses the probability value and the predefined reasoning
rule to decide further action (Figure 3.5, 9).

Our experimental work, used an open-source probabilistic programming library, Fi-
garo |85]. Figaro is a library built using the Scala programming language and can be easily
integrated into more extensive programs and frameworks. Figaro probabilistic program-
ming library has several built-in reasoning algorithms that can be applied automatically to
new models. The implementation of medium priority uses the static Bayesian network. The
algorithm of choice is Variable Elimination, an algorithm for finding the posterior distribu-
tion for a variable in an arbitrarily structured Bayesian network [30]. The implementation
of the high priority is done using a Dynamic Bayesian network [30)].

3.2.5.4 Complex Event Recognition Service APIs

The Complex FEvent Recognition external APIs consist of a set of APIs:

1. CERManger, which contains two APIs responsible for starting and stopping algo-
rithms inside DT containers (Table 3.5)

2. CERFEvidenceManager, which contains one API responsible for receiving CE evi-
dence, and computing probability (Table 3.6)
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Table 3.5: CERManager service APIs

’ Name H URL H Request Method H Format H Produce ‘
Start Algorithm || /cer/start/<dt-id> || POST JSON || Success or Error
Stop Algorithm || /cer/stop/<dt-id> | POST JSON || Success or Error

Table 3.6: CEREvidenceManager service APIs

’ Name H URL H Request Method H Format H Produce

| Set CE Evidence || /cer /evidence/<dt-id> || POST | JSON || ComplexEvent |

3.2.5.5 Notification Micro-service

The purpose of the Notification micro-service is to provide different notification mech-
anisms such as email, SMS, setting alarms, etc. The notification microservice has one
external API (Table 3.7): NotificationManager, that allows the IoT Controller to send the
notification message (Figure 3.5, 10).

Table 3.7: NotificationManager service APIs

’ Name H URL H Request Method H Format H Produce

|

’ SendNotification H /notification/<dt-id> H POST H JSON H HistroicalProbability ‘

3.2.6 IoT Notification Systems Components

This section explains the essence of IoT" Notification systems. It presents the processing
steps and workflow, from capturing the raw sensor data to the final system notifications.
The notification process can be divided into six steps, as presented in Figure 3.6. Step
1 shows the raw data streams (events) captured in DTs. In Step 2, events are sent over
the network to where they will be processed. Step 3 presents an aggregation component
that aggregates events into DT complex events. In Step 4, the DT complex events list
is passed to the IoT controller MS, where DT complex events are processed. Step 5
presents notification events sent over the network to a notification component used in Step
6. Finally, step 6 produces the notification action, such as an alarm.

IoT Notification systems considered in this research are associated with a deadline D.
Each step has its execution time T'step. Therefore, the sum of all execution times must be
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equal to or be less than the D, presented in Equation 3.5.
Tstep; < D where i = 1,6 (3.5)
Dstep; < D where i =1,6 (3.6)

In order to achieve the overall system deadline, each step has an expected deadline
Dstep; to complete the process. Therefore, the sum of all deadlines should be equal to or
less than the system deadline, presented in Equation 3.6.

The following two chapters: Chapter 4 and Chapter 5 will focus on processing in Step-4,
presented in Figure 3.5.

3.3 Case Study: Prisoner Use Case

The goal of the prisoner use case example is to develop algorithms to improve inmates’
safety by detecting events that correspond to attempted suicides. Monitoring of the pris-
oners is done using small radars that can detect activities (active or not), posture (lying,
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sitting or standing) and estimate breathing rate every 30 sec. Detection and estimation
are done using signal processing algorithms developed in our Lab. The accuracy of these
methods is modestly low, for example, 80%. The objective is to reliably detect that the
person is not moving and not breathing and to alarm the officers using such inaccurate
data. We envision that this kind of system can be placed in every prison cell resulting in
a large number of sensors sending data continuously [1].

3.3.1 Implementation of Prisoner User Case

3.3.1.1 Data and Streams User Case

In our prototype implementation, we use only two monitoring entities: celll and cell2. Celll
has three sensors: active-1, posture-1 and breathe-1, and the cell2 has the following three
corresponding sensors: active-2, posture-2 and breathe-2. Please note that the number
of monitoring entities in the real prison will be in the order of hundreds of active prison
cells. The active sensor provides two values: “yes” when the prisoner moves and “no” when
a prisoner does not. The sensor has 97% accuracy in this example. The posture sensor
provides three posture states: STAND - the prisoner is standing (82% accuracy), SIT —
the prisoner is sitting (83% accuracy) and LIEDOWN — the prisoner is lying down (80%
accuracy). The breathing sensor provides two values: “yes” when a prisoner breathes and
“no” when the prisoner does not breathe. The breathing sensor accuracy is 82% for yes
and 80% for no.

3.3.1.2 Implementation of Modules

Since all modules were built using Java, a common data model library is shared among
most components. Figure3.7 shows the common data model libraries, where EventR,
ME and Complex event are non-domain specific, and ActivityEventR, BreatheEventR,
PostureEventR and EventType are domain specific implementations, and present data in
the prisoner user case.

3.3.1.2.1 Streaming module In our prototype, data records are read from the Excel
files and stored in memory. When a process starts the data is streamed to one of the
reasoning components. Java parallel threads are used to stream all 6 data streams (celll:
activity-streaml, breathe-streaml, posture-streaml and cell2: activity-stream2, breathe-
stream2, posture-stream?2).
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Figure 3.7: Class diagram of common data model library

3.3.1.2.2 Controller module The Controller does not have any domain-specific tasks.
All functionality and interfaces with other modules are explained in Section 3.2.5.2.

3.3.1.2.3 CEP module The CEP module consists of REST APIs presented in Section
3.2.5.3, and the core module functionality. The REST APIs are generic for any IoT system,
and the core module functionality is domain-dependent and requires a good understanding
of the domain problem and of the complex event processing paradigm. We decided to use
JBoss Drools Fusion complex event processing [33] for our implementation. As mentioned,
we are using Stream mode that allows us to process incoming streams. Figure 3.8 shows
CEP process definition, known as Knowledge base.

The data is streamed from the stream module to the CEP module. Once the CEP
module receives data, data are continuously added into the corresponding rule base streams.
The rules defined in the package rule (Figure 3.8 package) run continuously. Our package
only has one rule “Does Prisoner Lay-Down” (Figure 3.9). The rule recognizes the complex
event, where the activity event value is no, and the posture event value is LIEDOWN.
Furthermore, we expect that all events are less than 30 seconds apart. Once the rule is
satisfied, we will update Complex Event and send the notification to the Controller to
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<?xml version="1.0" encoding="UTF-8"7?>
<kmodule xmlns="http://jboss.org/kie/6.0.0/kmodule">
<kbase name="rules" equalsBehavior="equality"
eventProcessingMode="stream" packages="rules">
<ksession name="ksession-rules" default="true"
type="stateful" clockType="pseudo"/>
</kbase>
</kmodule>

Figure 3.8: Knowledge module definition

notify the Stream module to redirect streams to the PP module.

rule "Does Prisoner Lay-Down"
when
$cep : CEPEvent()

$al : ActivityEvent() from entry-point ActivityStream
$pl: PostureEvent() from entry-point PostureStream

exists ActivityEvent($pl.posture ==Posture.LAY DOWN, activity ==
false, this after[0s,4s]1$pl) from entry-point ActivityStream
then

$cep.setActivityEvent($al);
$cep.setPostureEvent($pl);
end

Figure 3.9: "Does prisoner Lay-Down” rule

3.3.1.2.4 PP module The PP module consists of REST APIs presented in Section
3.2.5.3, and the core module functionality. The REST APIs are generic for any IoT system,
and the core module functionality is domain-dependent and requires a good understanding
of the domain problem and probabilistic programming and artificial intelligence knowledge.
For our implementation, we decided to use Figaro probabilistic programming library [35].

Figure 3.10 presents the Prisoner cell reasoning component. As shown in the figure,
three sensor streams (active, posture, and breathe) are continuously coming to the system
and those sensor values are probabilistic evidences. An additional, non-sensor-related,
information about the prisoner can be added as entry information for providing additional
knowledge about the prisoner. For example, if we know the period of the prison sentence,
that might change the probability of the prisoner being in the critical state. Figure 3.10
shows that the reasoning component consists of: the model and the inference algorithm.
For our use case, we use the Variable Elimination algorithm as the inference algorithm.

Figure 3.11 presents a simplified version of the prisoner cell Bayesian model. The model
consists of seven nodes. On the top of the directed acrylic graph is a Prisoner condition
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node, which defines the prisoner state. The prisoner condition node can have two possi-
ble values: noncritical (probability of 99%) and critical (probability of 1%). The prisoner
condition node is the common ancestor of the active, posture and breathe nodes. The
active node has two values, "yes" with a probability 99% and "no" with a probability of
1%. The posture node has three values: SIT with a probability of 24% for noncritical,
and 14% for critical, STANDS with a probability of 63% for noncritical and 1% for crit-
ical and LIEDOWN with a probability of 23% for non-critical and 85% for critical. The
breathe node has two values: "non-critical” with a probability of 90% and “critical” with
a probability of 95%. The model also has three leaf nodes: active sensor, posture sensor
and breathing sensor, where each leaf node has a corresponding ancestor node.

It is important to note that all these values are arbitrarily chosen in this thesis. After
the experimental data are obtained, these values will be updated.

3.3.2 Results

Table 3.8 presents the execution time of then CEP algorithm shown in Figure 3.9. and PP
Bayesian inference algorithms for the model shown in Figure 3.11. Bayesian inference is
slower than the CEP algorithm.

Table 3.8: execution time of CEP and PP algorithms

’ CEP algorithm execution time \ PP algorithm execution time ‘
| 4.47 ms \ 33500 ms |

Table 3.9 shows how probabilities of the prisoner’s noncritical and critical state change
with sensor evidence. The most critical probability of 97.68% is obtained when the prisoner
is not active, does not breathe and is lying. The second critical state, according to our
model, with a critical probability of 86.93% is when the prisoner is not active, does not
breathe and is sitting.

3.4 Discussion

In this chapter, we presented a novel IoT Notification System Architecture based on a
micro-service methodology that uses complex event recognition to handle uncertainty in
[oT systems. Our present methodology can address the scalability issue in CER systems,
and still keep the flexibility to select from various Complex Event Recognition solutions.
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Table 3.9: Activity, posture and breathing probabilities, and complex event probability of
critical and non-critical prisoner’s condition.

‘ Active ‘ Posture ‘ Breath ‘ Alive ‘ Critical ‘

Yes Stand Yes 0.9999 | 0.0001
No Stand Yes 0.9999 | 0.0001
Yes Stand No 0.9997 | 0.0003
No Stand No 0.8468 | 0.1532

Yes Sit Yes | 0.9992 | 0.0008
No Sit Yes | 0.6839

Yes Sit No 0.9889 | 0.0110
No Sit No 0.1307 | 0.8693

Yes Lie down Yes 0.9950 | 0.0049
No Lie down Yes 0.2546
Yes Lie down No 0.9338 | 0.0662
No Lie down No 0.0232 | 0.9768

Section 3.3 evaluates the proposed IoT Notification System Architecture through the
Prisoner Use Case. The system orchestrates one of two monitoring techniques based on the
estimated risk for the observed person/object. When the risk is low, the system performs
coarse filtering of the data stream using Complex Event Processing (CEP), and when the
system is under risk, a Bayesian network implemented using Probabilistic Programming
(PP) techniques is used. Our tests show that Bayesian inference is slower than CEP,
thus justifying our idea that one should use less demanding CEP characterized by a lower
computational demand for low-risk monitoring.

The proposed [oT Notification System Architecture, based on the micro-service method-
ology, presented in this chapter is used as a starting point for further research in Chapters
4 and 5.

71



Chapter 4

Multi-Objective Optimization
Methodology for Cloud Provisioning

This chapter proposes a Multi-Objective Optimization methodology for cloud Provisioning
(MOOP).

Part of the work presented in this chapter has been published in a paper: "Multi-
objective optimization for cloud provisioning: A case study in large-scale microservice
notification applications,” The IEEE 10th International Conference on Future Internet of
Things and Cloud FiCloud 2022, Rome, Italy [1].

In Chapter 3, we discussed the IoT Notification system architecture based on the mi-
croservice architecture paradigm. Microservices are deployed in a cloud cluster. Each
microservice is deployed in a container, creating a containerized image. In the previous
chapter, in Subsection 3.2.6, we presented IoT Notification systems flow with six steps. In
this chapter, we will focus on Step-4, presented in Figure 3.5.

This chapter addresses the RQ2 research questions discussed in Section 1.2.4, and
presents an optimizing approach for a large-scale microservice deployment in a critical
notification system. The presented research focuses on optimization for three objectives:

1. cloud service cost
2. cloud resource utilization of CPU, RAM, and storage

3. meeting the system notification deadlines.
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To the best of our knowledge, this is the first work dealing with multi-objective opti-
mization for microservice notification applications where the notification load is variable
and depends on other priory executed microservice in request processes. Furthermore, to
the best of our knowledge, this is the first work based on multi-objective optimization,
which analyses and proposes a Pareto front, an optimal list from preselected VM candi-
dates. First, we formulate multi-objective optimization problems for microservice-based
large-scale notification system applications, and then we provide the mathematical deploy-
ment model. Then, based on the expected workload and required multi-objective criteria,
we propose a set of algorithms that provide the Pareto front optimal solution for preselect-
ing a Cloud Service provider’s VM type. Finally, at the end of this chapter, we present a
case study demonstrating the use of the proposed technique.

Note: Multi-Objective Optimization (MOO) is considered to be a form of unconstrained
optimization, which involves mathematical and computational techniques aimed at finding
the minimum or maximum of a function without any constraints or limitations on the
variables involved. However, Pareto optimal solutions, used in the proposed MOOP, intro-
duce an element of constrained optimization. These constraints emerge from the trade-offs
between different objectives. Each Pareto optimal solution signifies a point where the com-
peting objectives have been balanced to the best possible extent, within the confines of
these trade-off constraints.

Section 4.1 presents the system overview. Section 4.2 discusses the IoT Notification
System Application. Section 4.3 presents the mathematical model. Section 4.4 covers
proposed algorithms. Section 4.5 demonstrates the feasibility of the proposed MOOP
through the Case Study. Section 4.6 provides discussion on proposed MOOP solution in
this chapter.

4.1 System Overview

Microservice architecture is a new emerging architectural approach that has become in-
creasingly popular in recent years [51]. Microservice-based applications are independent,
small, modular services. Those services are named microservices. In addition, container-
ization is a newly emerging trend: a lightweight virtualization technology where applica-
tions deployed inside containers can easily be deployed and scaled up or down. Moreover,
containers are suitable for encapsulating and deploying microservices [57]. Furthermore,
data-intensive jobs often require large-scale parallel processing engines that can only be
run in a cloud computing environment; such a solution can be very costly.
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Therefore, optimizing the usage cost of cloud resources for running data-incentive jobs
is very important. Cloud service providers, such as Microsoft Azure, Amazon AWS, and
IBM, allow users to outsource the hosting of applications and services to a cloud using
clusters of virtual machine instances. Cloud service providers charge a service usage cost
to cloud service users. The service usage cost is based on the hourly usage rate of the
virtual machine instances in the service provider’s cloud [31]. Selecting the right VM type
offered by a Cloud Service provider based on cost, CPU, RAM, and storage is challenging.
For example, Microsoft Azure provides over 450 VM types [75]|. Furthermore, the adoption
of the microservice architecture increases the number of components in the applications,
and because of that, the problem becomes even more challenging. For such a complex
deployment system, the following questions need to be answered:

1. Which VM type from the list of offered VMs will provide the most cost-effective
solution?

2. Which container cluster deployment will provide the best cloud VM resource utiliza-
tion?

3. How many microservice container instances are required to support the incoming
workload?

This is a multi-objective optimization problem that involves making trade-offs between
different objectives. This chapter focuses on optimizing the following three goals: a) min-
imizing the deployment cost, b) maximizing resource utilization, and c¢) maximizing the
number of job requests to be completed before the deadline.

The main components presented in this chapter are:

1. A formulated multi-objective optimization problem for microservice-based, large-
scale notification system applications, Section 4.3,

2. A multi-objective mathematical deployment model of containerized microservices in
a cloud cluster, Section 4.3,

3. An algorithm that estimates the required number of microservice containers based
on the expected workload, Section 4.4.1

4. An algorithm that selects the Pareto front leading VM type candidates based on
multi-objective optimization, Section 4.4.2

5. An algorithm for deploying microservice containers in a cluster where the VM type
is preselected, Section 4.4.3.
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4.2 The IoT Notification System Application Definition

In this chapter, as previously mentioned, we observe only Step-4 of the IoT Notification sys-
tem phase steps shown in Figure 3.5. Figure 4.1 presents the Step-4 processing application
workflow in the form of Directed Acryclic Graph (DAG).

The DAG has two paths. Path #1 starts from the START node and ends in EN D1,
and it consists of the following four nodes: START, PP _MS, NOTIF MJS, and END1.
The PP _MS presents the probabilistic programming process deployed as a containerized
microservice. NOTITF MS presents the notification process deployed as a containerized
microservice. The Path #1 is the critical path, where the requested deadline D has to be
granted, and the notification has to be delivered before deadline D. After processing the
PP __MS based on the results of the processing, the system might require the notification,
and the workflow will continue in the NOTTF M S microservice.

Path #2 starts from the START node and ends in END2, and it consists of the
following four nodes: START, PP_MS, DB_MS, and EN D2. Path #2 is not a critical
path since the data record has to be updated in the Database, but no deadline is attached
to this process.

Even though the DAG presents the LSDTNS workflow (Figure 4.1), the methodology
presented in this chapter can be applied to other similar DAG solutions following the
presented methodology.

The application is deployed in three deployment layers that will be covered further in
the text:

1. Software and Application layer
2. Platform layer

3. Infrastructure layer

4.2.1 Software and Application layer
4.2.1.1 Application

LSDTNS application is modelled as a DAG since DAG is a valuable and well-known tool for
presenting the processing of data flows. A DAG that is characterized as a tuple ( ms_ set,
ms_relation, ms_path), where ms_set = {msy, msa, ... msy} is a set of ¢t microservices
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of the application; ms_relation is the set of dependencies among microservices; ms_path
is a set of paths, where all paths consist of microservices from the start to the end in the
execution process.

S ©

Figure 4.1: DAG example

One path in ms_path that is considered a critical path is ms_path critical. The
system requirement is that the execution of the critical path ms_path critical is finished
before a given deadline D. Figure 4.1 shows an example of a DAG. The DAG has
two paths. Path 1 starts from the START node and ends in ENDI1, and it consists
of the following four nodes: START, PP_MS, NOTIF _MS, and END1. Microservice
ms; is characterized as a tuple (comp_res, storage _res,max_requests), where comp_res
represents the compute resources required for processing a request on the microservice
ms;; storage res represents the storage resource necessary for processing a microservice
request; and, max_requests is the maximum number of requests for one instance of a
microservice ms;. In addition, preset; is the preceding set of microservices that provides
data to microservice ms; to be executed. When there is a microservice msy € preset; then
the relation between microservices can be presented as (ms;,msy) € ms_relation. In other
words, msy needs to be completed before ms; can be executed.

4.2.1.2 The workload from the critical path point of view

This section focuses on the ms_path_critical from the workload perspective. The critical
path consists of the following microservices ms_path critical = {msi, ..., msy}, where k
is the number of microservices in the critical path.

Figure 4.2 shows the subcomponents of the critical path’s execution time, where:

1. wait_time; - is the waiting time for the i*" microservice execution process. The wait
time is expressed as Equation (4.1), where arrival _time; is the job arrival time, and
start _time; is the scheduled start time.
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2. burst_time; is the execution time of the i*" microservice.

3. ms_nl; is the network latency time between the i and (i — 1)™ microservices’
locations.

wait _time; = start_time; — arrival _time; (4.1)

walt_
time, ' I I

ms_path_extime = path execution time

Figure 4.2: Subcomponents of the critical path’s execution time

Figure (4.2) shows the components of ms_path _critical execution time, denoted by
path__extime. Equation (4.3) expresses path _extime, directly proportional to deadline D,
where [ presents a security coefficient.

path _extime = wait _time; + burst _time;+
k

L . (4.2)
Z(wazt_tzmen + burst_time,, +ms_nl,)
n=2
B % path__extime = D, where > 1 (4.3)

As previously noted, only the p,.ir percentage of total n requests will require notifica-
tion messages. That means only the p,.ir percentage of the requests will fully complete
the critical _ms_path. The rest, the (100 — puoir) percentage of total n requests, will
complete the execution path in the microservice prior to the notification subtask.

4.2.2 Platform layer - Container-based Architecture

Each microservice in the application layer is encapsulated in a container image, and con-
tainer images are deployed in the cloud’s cluster VM environment. The VMs in the cluster
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used for processing the workload are often referred to as worker nodes. Each container
image has the following computational resource characteristics: 1) CPU computational
resource: The CPU is measured in CPU units, which is 1 vCPU/Core in the cloud envi-
ronment or 1 hyper-thread on bare metal (when a hypervisor is installed directly on the
physical machine, it is called a bare-metal hypervisor), 2) RAM - Memory computational
resource: the system requested memory is measured in bytes.

Kubernetes [73], a popular container scheduler and orchestrator, recognizes two types
of computation resources: requested and limited. A requested computation’s resource is a
recourse required to execute the application inside a container. While a limited computa-
tion’s resource is designed to limit a container, the container will not use more computa-
tional resources than the limit, even if resources are available. The following parameters
characterize a microservice of type y:

1. R, required CPU computational resource for microservice of type y

2. Ry, —required RAM storage resource for microservice of type y
3. Rlorage —required storage for microservice of type y

4. T3~ time to start container image of microservice of type y

4.2.3 Infrastructure Layer

The dissertation’s scope limits the system’s deployment on a cloud provided by a single
cloud provider in a single location. Investigating multi-cloud vendors or different geograph-
ical locations of the same cloud vendor forms a critical direction for future research. At
this point in time, the public container offerings only allow a single VM type in the cluster.
To be consistent with public container offerings, we will assume that all worker nodes in a
cluster must be of the same type (CPU, RAM, storage, and cost).

The Solution infrastructure can be presented as cluster C, where cluster C has a set
of v VMs of type c. All VMs in the cluster are of the same VM type. The VMs are

: VMc VMc VMc VMc .
characterized as tuple {R2,,¢, Ryn®, Rgorages COSt } where:

1. RYMe yepresents CPU capacity for VM type c

cpu

RYMe represents RAM capacity for VM type ¢

ram

R;{g/ﬁgge represents a storage capacity for a VM type ¢

tVMc

- W N

cos presents a cost per hour for a VM type ¢
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4.3 Mathematical Model: Objectives

The focus of the chapter is multi-objective optimization in a cluster. Objectives can be split
into two groups: static objectives, which do not change once the system is deployed, and
dynamic objectives, traditionally known as scheduling optimizations that take effect after
deployment is completed during the application run time. The focus is on the following
optimization objectives:

1. deadline
2. resource utilization

3. cost.

All three objectives will be further discussed in the following text.

4.3.1 Objective 1: Deadline

As previously noted, the critical path consists of microservices, and the critical microservice
path is presented as critical _ms_path = {msy,...msy}. First, the critical _ms_path
presents a task. Then, microservices are subtasks of the total task. For example, if the
critical path consists of two microservices, ppl _ms and notif ms, the task will consist
of two subtasks (a subtask to process ppl ms microservice and a subtask to process
notif ms microservice). The critical _ms_path execution is presented as job task j with
the following characteristics:

T execution time for a task j on the critical path

Ti . — execution time of microservice ms for a task j, where T3 = taskend time —

taSkarrival_time

T - ideal time to run a microservice ms, where

Tms:taSkenditjme - taSkstartitime

T{}Mi’VMj - the network latency between two microservices deployed on two different
VMs: VM; and V' M;.
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Tee ms, — the network latency between two microservices. If microservices are de-
ployed on two different VMs in the same cluster, the network latency will be greater
than 0. However, when microservices ms, and ms, are deployed on the same VM,
the latency is so small that we assume it will be 0. The network communication

latency between two microservices, msy and msy, is presented as Equation (4.4).

net 7
frrnsx,msy - TVMi,VMj (44)

Note: VMi and VMj present two different VMs in the same cluster, where each VM
hosts one of the dependent microservices.

The task j’s execution time is computed as the sum of all sub_task’ execution times,
where a sub_task is the sum of the microservice execution time and network latency
between dependent microservices on the observed critical path (4.5).

ms

TI=) T/ + > Tt i<kANi£k (4.5)
=1

i=1,k=2

D7 — deadline for the task j

DI > T7, a task type with j's execution time, must be less than or equal to the
deadline D’

deadline_ach; - the number of all tasks of type j that are executed before the deadline
D (4.6).

dealine _ach; = Z 0 ifDi<T (4.6)
) <T

i=1

kF,ﬁMzﬁ
avg_deadline_ach; - the average number of tasks completed before the deadline

(4.17).

deadline_ach;

k

avg_deadline__ach; = (4.7)

deadline_missed; - a counter for all tasks of type j that missed the deadline D (4.8)

deadline_missed; = k — deadline__ach; (4.8)
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e avg_deadline_missed; - the average number of tasks that missed the deadline D
(4.9)

deadline_missed;
k

avg_deadline__missed; = (4.9)

4.3.2 Objective 2: Resource Utilization

As mentioned in Section 4.3, resource utilization can be expressed as static and dynamic.

4.3.2.1 Static Utilization

Cluster C has two sets of values: 1) the cluster resource requirements based on the sum
of all microservice containers that should be deployed on the cluster and 2) the cluster
capacity offering provided by the cloud vendor once the VM type and the number is
selected. Resource utilization presents the relation between these two values. In addition,
the cluster resource requirements are not a fixed value; the workload is expected to vary, and
the cluster can adapt by scaling up and down (adding more or less computational nodes).
We denote this utilization as static since once the VM type is selected for deployment, it
does not change.

Several parameters are defined next:

. Rnggge - the VM’s storage capacity for VM type ¢
® RYNC eq min Presents the minimum required CPU (Equation 4.10)

u

o RN eq maxbresents the maximum required CPU (Equation 4.11)

® RYMS req min Dresents the minimum RAM required (Equation 4.13)
o R?Qrﬁc_req_max presents the maximum required RAM (Equation 4.12)
o Rnggge_req_mm presents the minimum required storage (Equation 4.14)
. R;/:g/llrggeireqimax presents the maximum required storage (Equation 4.15)

® RYNC eq usea Presents the used CPU

o RYMe presents the used RAM

ram_req_used
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VMc
® Rgorage req used Presents the used storage

num__alloc_ms

RVMC _ Z RVMC

cpu_req min cpu_req min ms

num__allocms

RVMC _ Z RVMC

ram_req min ram_req min ms

num__alloc_ms

RVMC _ Z RVMC

storage req_min storage req_min ms

num__alloc_ms

RVMC o RVMC
cpu_req max cpu_req max ms

num__alloc_ms

RVMC _ Z RVMC

ram_ req_ max ram_req_max ms

num__alloc_ms

RVMC o RVMC
storage_req_max ~ storage_req_max ms

ms=1

Then, the utilization can be defined as a combination of CPU, RAM,

utilization.
CPU utilization (Equation 4.16):

VMc;

. cpu_req_used

UV Mi] gy = —2isrea_veed
chu

has the value is between 0 and 1.
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Since Rzg\lfci will not change over time, we will present it as a constant ﬂgﬁf‘”, then

(Equation 4.17):

U[VM?:]CPH = 2{31}1/101 * Rz/lv)l\fiireq_used (417>
RAM utilization (4.18):
VMc;
U[VMi]ram = mr;;v;w (418>

has the value is between 0 and 1 (4.18).

Same with the RAM utilization, RYM¢ will not change. We can present it as constant
yyMei (Equation 4.19):
UV MiJram = Yo * Ry’ (4.19)

ram_req_used

Storage utilization (4.20):

VMCZ'
U[VMi]storage = Storag\ii/fceiqiused (420)
Rstorage
, the value is between 0 and 1 (4.20).
As in the case of storage utilization, R;{gf;tée will not change. We can present it as

constant dyect. (Equation 4.21):

storage

U[VMi]storage - 522(1;/1{;%9 * RVMCi (421)

storage req used

Overall, the total V' M; utilization is presented (4.22)(4.23) as a sum:

UVM;| = UV M;lepu + UV M;ram + U[V M]storage (4.22)
U[VMI] - Bc\g\fcz * Rzgal\fcjreq used+ <4 23)
71};%%‘ * Rgﬁireq_used + 5;‘{10\1[;;;6 * R;/tvlg/f;ige_req_used ‘

83



The cluster utilization can be described using Equations (4.24) and (4.25):

total—VMc
UVMl= > U[VM|] (4.24)
i=1
VMc;
UV M. = VMc; % RVMCi +
[ J] ; (Bcpu cpu_req_used (425>
’YD;%% * Rzixl:t/[lireq_used + 5;@/1{226 * R;g/izge_req_used)

4.3.2.2 Dynamic Utilization

Dynamic utilization is a percentage of resources utilized during the system processing time,
where, in this case, the resources are deployed containers in a cluster on VMs. This type
of utilization is affected by the performance of the scheduling algorithm. Equation (4.26)
presents the dynamic utilization:

total _cycle_time —~num_ containers

i— container _runjob,
= = = z 4.26
Y ; num__containers ( )

4.3.3 Objective 3: Cost

Cloud service providers charge a usage cost to cloud service users based on the hourly
usage rate of the VM instances running in the service provider’s cloud. The cost of service
is denoted as Cost[V M;], where i presents an it instance of the VM. The overall cost per
cluster can be presented as (4.27):

total—VMc
Cost[cluster] = Z Cost[V M;] (4.27)

i=1
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4.4 Algorithms

4.4.1 Algorithm: "ms containers’ count"

This section presents a method devised for calculating the required number of contain-
ers based on: a) the critical ms_path and all microservices that are part of the critical
ms__path, and b) the expected workload.

Algorithm 4.1 : ms containers’ count

Input: critical path ms, [ms_path_len], n
Input: arrival time period, ppotit
Output: [num_ count]

: init[num_ count]

1

2:

3: for doi+ k

4 num_job=mn

5: if ms is notif then

6: num__ job = n X puotit
7 end if

8

9

num_jobs x ms path len
num__count = —J P L

X3

arrival _time _period
add num__count to [num__count]

10:
11: end for
12: return[num__count]

The deployment cost is a critical objective. Referring to it by name this algorithm
aims to optimize the number of containers deployed in a cluster. The number of con-
tainers is directly related to the number of VMs deployed in the cluster, which is related
to the total cost. In order to reduce the required number of containers, a new term
arrival _time period is introduced. The arrival time of n incoming jobs can be spread
over some time period. This time period will be referred to as arrival _time_period.

The workload CE arrives in the arrival time interval AT (covered in Section 3.1 ). The
total _cycle time (presented in Figure 4.3) is equal to the arrival time_period (4.28).
The total cycle time must be smaller than or equal to the arrival time interval AT (4.29).

total cycle time = ms_path extime+ (4.28)
arrival _time period ’
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total _cycle time < AT (4.29)

Figure 4.3 visually presents the relationship among values: total cycle time,
ms; _path__exttime, arrival _time__period.

] total_cycle_time

L ms,_path_ex_time
[ I

L el L R ——— g m— — —_—

o || ms,_path ex time | .

P T - % ms_path_ex_time !

1 1 (=t @+ = == o m— - — e — — e | — —
(I I | ms,._path_ex timel [
arrival_time | ' :
eribd | '

Figure 4.3: Total cycle time

The parameter num__count; is the number of required containers for a ms; microservice.
The num__count; is a component of the critical path ms and is expressed as equation
(4.30).

num count; =
- (4.30)

f(arrival _time period,num_jobs, B,ms_path_len)

Equation (4.31) further describes the computation of num__ count;. Note that the num-
ber of containers is directly proportional to the number of jobs (workload) and the microser-
vice execution time (ms_path len), and inversely proportional to arrival time period
and the security coefficient [.

num__jobs x ms__path _len . (1
B

) (4.31)

num__count = ( ; : .
arrival _time _period

For the regular microservices that are not notification microservices, the total number
of jobs (num__jobs) is n, the number of incoming CE. For the notification microservices,
the number of jobs is captured with Equation (4.32), where ppo is the percent of total

jobs n that will require notification.

num__jobs = n * Ppotit (4.32)
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The definition of the ms containers’ count algorithm is presented in Algorithm 4.1. The
procedure “getNumCounts” takes the following: a) the critical ms_path, b) the list of
ms_path_len, ¢) n, which is a number of incoming CE, d) arrival time _period, €) ppotit
, and the procedure getNumCounts returns the list of ms containers’ counts for each ms
on the critical path.

4.4.2 Algorithm: "deployment"

The definition of the deployment algorithm is presented in Algorithm 4.2. The main
procedure deployment takes the following inputs: a) a list of num_count, a list of ms
containers’ count for each required microservice on the critical ms _path provided by
Algorithm 4.1 in Section A, and b) a list of vin candidates. The primary deployment
procedure invokes the vm__deployment procedure that returns a deployment table or null.
If null is returned, the VM is unsuitable for deploying ms containers. Then, the deployment
procedure returns the list of deployment tables for each VM candidate. Examples of
deployment tables are shown in Tables 4.2 and 4.3.

The procedure vm__deployment first checks (check _vm_walidity) that the VM’s CPU,
RAM and storage are not smaller than every ms CPU, RAM, or storage on the
critical _ms_path. If a check does not pass, the return value is null, and the VM is
discarded. The |ms_counters| are initiated in the next step, and values are set to 0.
Further, the vm_depoyment procedure invokes the fill vm procedure that fills a VM
instance with ms containers. For each assigned ms type to a VM instance, the ms__counters
for this ms type are increased by one since we are counting deployed ms containers.

4.4.3 Algorithm: "VM Pareto front"

The definition of the VM Paretofront algorithm is presented in Algorithm 4.3. This
algorithm aims to find a list of VM types that form a Pareto front based on the set multi-
objective optimization goals. The procedure find pareto optimal takes the input data
tuple [vm;d, deadline, cost, util] and returns the pareto_ front. Based on a multi-objective
optimization goal, the dominance test takes two input data tuples, x and y. The return
value tells us if x dominated y and vice versa, or if they are not dominated.
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Algorithm 4.2 : deployment

1: procedure: deployment
Input: [num_ count|, [vm_type]
Output: [deploy vm]

2: for do vm; < [vm_ type]

3: vm_df = vm_deployment(vm;, [num_ counts)
4: if then vm df ! = null

5: add vm_df to [deploy vm]

6: end if

7: end for

8:

1: procedure:vim _deployment
Input: vm, [vm_count]
Output: vm_df
vm_ df < null
if check vm_validity != null then
[ms_counters] =0
vm;|[ms__counts] < fill _vm([mscounters]|lvm_info|[ms_info]
end if

1: procedure:fill vm

Input: [ms_count], vm_info, [ms_infol

Output: vm;

2:

3: update [MScount]

4: vm; <— vm;(vm;d [ms_count| cpuyi Tamyg storageyti)
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Algorithm 4.3 : VM Pareto front

1: procedure: find Pareto optimal
Input: inputData
Output: pareto_ front

2: set pareto_ front

3: cadidate _row =0

4: set dominated

ot
6: while candidate row = inputData[candidate _row| do
7: input Data.remove(candidate row)
8 row =0
9: non__dominated = True
10:
11: while len(linput Data) | = 0&row < len(inputData) do
12: row < inputData[row]
13: if dominance test(row,candidate_row) < true then
14: input Data.remove(row)
15: dominated.add(row)
16: else if dominance test(row, candidate row) < false then
17: non__dominate = False
18: dominated.add(candiate _raw)
19: row+ =1
20: end if
21:
22: if non_dominated then > add non__dominated point to pareto  front
23: pareto  front.add(candidate row)
24: if len(inputData) == 0 then
25: break
26: end if
27: end if

28: end while

29: end while

1: procedure: dominance test(x, y)
Input: z|y

Output: boolean

2:

3: testl : deadline < x(deadline) > y(deadline)

4: test2 : cost < x(cost) < y(cost)

5: test3 : util < x(util) > y(util) > true if all tests are true
6: testl < test2 < test3d < true
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4.4.4 Fitness Function

The Pareto front presents a set of optimal solutions. In order to get the single best option,
the linear weighted sum model will be used. At first, a single optimization problem per
cluster is defined, and the fitness function f(cluster) is presented (4.33), where D presents
the avg deadline _ach, U presents utilization optimization (4.25) and C’ (4.34) presents
the normalized cost optimization:

f(cluster) = ay * avg_deadline _ach + as x U + a3 * C’

(4.33)
Where ai,as,a3 > 0, and a1 +as +az =1
Equation (4.34) shows the normalization C’ function:
o (C — Cmin) (4.34)

(Cmaz — Cmin)

Furthermore, the cluster is expected to scale up and down from the minimum number
of VMs (the min number of ms containers) to the maximum number of VMs (the maximum
number of ms containers). The fitness function is presented in Equation (4.35).

f = (01 * f(min) 4 d2 * f(max))

(4.35)
where 1 +d2 =1, and 0 < 41,92 <1

4.5 Case Study

The case study presented in this section analyzes the notification application covered in
Section 4.2.1 in Figure 4.1 The pp_ms container requires 5 CPUs and 7 RAMs, and the
notif _ms container requires 1 CPU and 2 RAMs. In addition, the pp_ms job’s length is
50 milliseconds, and the notif ms job’s length is 20 milliseconds. The expected workload
is 100 jobs, arrival _time is 20 milliseconds, and the security coefficient [ is 7.2.

In addition, the expected notification workload will vary from p notifmin = 20%
to p_notifmar = 60% . Once Algorithm 4.1 is applied, the number of pp count is
30 containers for both min and max notification loads, and notif countmin is 20, and
notif _countmaz is 60 containers.

The list of VMs shown in Table 4.1 has been selected as an example from the Azure
price calculator [74]. The cost is presented in cost units; the cost unit, for example, can be
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USD or any other currency. Please note that a problem can be larger than our case study
example. In order to simplify and demonstrate the problem, we selected only 8 VM types
from over 450 possibilities [75].

Table 4.1: The list of VMs

| 1d | A3 | A4 | B4 | B8 |BI12 | E8 | EI6 | E64 |
CPU [[4 [8 [4 [8 |12 [8 [16 |64
RAM [[7 |14 [16 [32 |48 |64 | 128 [ 504
Storage || 285 | 604 | 32 | 64 | 2 2 |2 2

Cost 36 |72 [22 [43 |65 [92 | 372 | 742

Tables 4.2 and 4.3 show two examples of deployment tables returned by Algorithm 4.2.
Both Tables 4.2 and 4.3 observed the same VM type E64. The only difference between
Table 4.2 and 4.3 is that, in Table 4.2 , the number of required notification containers is
30, whereas in Table 4.3, it is 60.

Table 4.2: A deployment example 1:
VM(cpu = 64, ram=504), pp_ms(cpu=>5, ram=8), notif ms(cpu=1, ram=2), pp _count
= 30, notif conut = 20

’ VM id H pp__count ‘ notif count ‘ cpu_ util ‘ ram_ util ‘

1 12 4 100 11.11
2 12 4 100 11.11
3 12 4 100 11.11
4 0 8 12.5 3.12

Table 4.3: A deployment example 2:
VM(cpu = 64, ram=504), pp_ms(cpu=>5, ram=38), notif ms(cpu=1, ram=2), pp_count
= 30, notif conut = 60

’ VM id H pp__count \ notif count \ cpu__ util \ ram__ util ‘

1 12 4 100 11.11
2 12 4 100 11.11
3 12 4 100 11.11
4 0 48 75 19.05
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Table 4.4: Show values from Algorithm 4.2. Highlighted values belong to the Pareto front
calculated by Algorithm 4.3

\ VM id H Cost20n \ cpu20 \ Ram20 \ Cost60n \ Cpu60 \ Ram60 \

A4 0.63 0.7125 | 0.3857 | 0.76 0.875 | 0.5714
B8 0.9 0.7125 | 0.1688 | 0.97 0.875 | 0.250
B12 1 0.9444 | 0.2222 | 1 0.9722 | 0.2778
ES8 0.43 0.7125 | 0.0844 | 0.61 0.875 | 0.1278
E16 0 0.9659 | 0.1136 | 0 0.9375 | 0.1339
E64 0.37 0.7812 | 0.0913 | 0.44 0.9375 | 0.131

Table 4.5: Fit functions results: for f-min minimal cluster size, f-max, for maximal cluster
size, and f-total for minimal and maximum cluster size combined. a; = 0,a, = 0.5,a3 =

0.5,6, = 0.7, 6, = 0.34

| VM _id [| fmin | fmax | f-total (70min, 30 max) |

A4 0.42 | 0.78 0.528
B12 0.897 | 0.97658 | 0.920874
E16 0.397 | 0.38 0.3919

Figure 4.4 and Table 4.4 show the number of required VMs that were calculated using
the Algorithm 4.2 deployment for min (20%) and max (60%) notification workload. We
can notice that for some VM types, the number of containers does not increase with more
containers deployed (A4, B8, E8 and E64), and for some, the number of containers increases
with increased workload (B12 and E16).

Further results are presented after applying Equation 4.26, (Equation 4.31) with the
following parameters a; = 0,a2 = 0.5,a3 = 0.5, 6; = 0.7,05 = 0.34.

Figure 4.5 and Table 4.5 show for each VM type total cost (cost20 and cost60, where
cost20 presents 20% and cost60 present 60% notification workload), cpu utilization (cpu20
and cpu60) and ram utilization (ram20 and ram60). The values in the columns Cost20n
and Cost60n in Figure 4.5, are 1 - the normalized value of cost value from columns Cost20
and Cost60 in the table. For normalization, Equation 4.35 has been used. After applying
Algorithm 4.3 to the data presented in Table 4.5, 20% of the notification workload has
three elements in the Pareto front (A4, B12 and E16) and two for 60% of the notification
workload (A4 and B12).
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Figure 4.4: Values from Algorithm 4.2, the VMs A4, B12, B16 belong to the Pareto front
calculated by Algorithm 4.3
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Figure 4.5: Results of fit functions for f-min minimal cluster size, f-max, for maximal
cluster size, and f-total for minimal and maximum cluster size combined a1 = 0,a_2 =
0.5,a_3=0.5,0, =0.7,00 = 0.34
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4.6 Discussion

This chapter presented an approach to optimize the deployment of a large-scale critical
notification system. Our research focuses on multi-optimization objectives for microservice
notification applications, where the notification load is variable and depends on the results
of previous microservice subtasks.

First, in this chapter, we formulated the multi-objective mathematical deployment
model. Then, we presented and demonstrated the methodology through the case study. In
step one, the methodology estimates the required number of microservice containers based
on the expected workload. Step two selects the Pareto optimal front for leading VMtype
candidates based on multi-objective optimization using the results from step one. Finally,
step three delivers the deployment model for preselected VM types based on the results
from step two.

Chapter 5 concerns on multi-objective optimization for microservice notification appli-
cations and will be focused on dynamic optimization and resource allocation scheduling.
Chapter 5 operates under the assumption that a deployment map has been provided. This
assumption constitutes one of the significant contributions offered by the solution to the
Multi-Objective Optimization Problem (MOOP) discussed in the chapter.
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Chapter 5

Digital Twin Resource Allocation
Scheduler

This dissertation chapter covers the Digital Twin Resource Allocation Scheduler (DTRAS)
that was devised using Deep Reinforcement Learning (DRL). The work presented in this
chapter is not limited only to the cluster of Digital Twins. The same concept can be used
in broader deployments as a Scheduler for a large-scale Critical Notification application

based on Deep Reinforcement Learning (SCN-DRL).
Part of the work presented in this chapter has been published in two papers:

1. "SCN-DRL: Scheduler for large-scale Critical Notification applications based on Deep
Reinforcement Learning,” The IEEE 10th International Conference on Future Inter-
net of Things and Cloud FiCloud 2022, Rome, Italy [5].

2. "Deep Reinforcement Learning solution for Scheduling critical notifications in a Dig-
ital Twin cluster", ready for submission [0].

This chapter provides answers to RQ3 research questions discussed in Section 1.2.4.
Previously, in Chapter 4, we presented MOOP, a multi-objective optimization solution
for provisioning microservice critical notification system applications. MOOP focuses on
static multi-objective optimization. The following three multi-objectives are optimized: a)
cloud service cost, b) cloud resource utilization of CPU, RAM and storage, and c¢) meeting
the system notification deadline. In the previous chapter, we observed that the objectives
can be divided into two categories: 1) static, which does not change once the system is
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deployed, and 2) dynamic, which is traditionally known as scheduling optimization and
takes effect after deployment is completed, during the application run time.

The work in this chapter addresses the dynamic optimization for three objectives: cloud
service cost, cloud resource utilization, and system notification deadline. In addition, the
work in this chapter provides an answer to the DTRAS discussed in Chapter 3.

Micro-service architecture, presented in Chapter 3, is a popular paradigm. Combined
with micro-service containerization, it allows the building of scalable and reliable systems.
However, the micro-service architecture has a drawback: selecting a modular microservice
architecture increases the number of components and their interactions that must be man-
aged, scheduled, and orchestrated. To the best of our knowledge, the results presented in
this dissertation are the first work dealing with multi-objective optimization for microser-
vice notification applications, where the notification load is variable and depends on other
priory executed microservice in request processes.

The work presented in this chapter addresses dynamic optimization for three objectives:
cloud service cost, cloud resource utilization, and system notification deadline. A scheduler
for large-scale Critical Notification applications based on Deep Reinforcement Learning
(SCN-DRL) is an example solution that translates the containerized microservice cloud
cluster scheduling problem into a learning problem, achieved using Deep Reinforcement
Learning.

SCN-DRL is a solution based on RL, where the RL Agent is a pre-trained Neural Net-
work (NN) that has been trained using the Policy gradient approach. In this chapter, we
present our experimental results with three types of NNs: 1) NN1 is built using the fully
connected NN with one hidden layer, 2) NN2 is built using the fully connected NN with
three hidden layers, and 3) NN3 is built using the 2D Convolutional NN.

Our research shows that SCN-DRL tested with all three types of NNs:

1. Provides feasible performance for scheduling the DT cluster’s notification jobs.

2. Outperforms well-known heuristics schedulers Small Job First (SJF), Long Job First
(LJF), and First Come, First Served (FCFS), as well as the heuristics, First VM
and Same_V M, presented in Section 5.1.3.

3. Keeps steady performance when the noti fication _workload pyetis increases from 10
to 90%.
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4. Tt gives rise to increases in performance if the total system workload is 5% smaller
than the system capacity ¢ (see Section 1.1).

Furthermore, the research results show that SCN-DRL using all three NNs are resilient
to sudden container resources drop by 10% and even show improved performance when
the container resources drop by 5%. Containerized microservice resilience to failures is a
crucial component of a distributed system, and our researched critical notification system
described in this thesis is one of them.

Please refer to Chapter 4, Section 4.2, for the definition of the system used in this
chapter. In addition, based on the research presented in Chapter 4, the following have
been preselected and used in this research:

1. VM type is deployed in the cloud cluster, where VM info such as cost, CPU, RAM
and storage are known.

2. The number of required microservice application containers is known.
3. A container’s deployment schema is known.

The remainder of this chapter is organized as follows: Section 5.1 describes the Re-
source Learning Setup. Section 5.2 discusses the Neural Networks model training. Section
5.3 discusses the workload used for NNs training. Section 5.4 discussed the performance
evaluation of Neural Networks. Section 5.5 provides discussion.

5.1 Reinforcement Learning Setup

Reinforcement learning has four essential components:
1. Environment
2. State space
3. Action space

4. Rewards

Figure 5.1 presents the Reinforcement Learning components. Please note that Figure
5.1 shows six different Agents, but only one will be paired with the Environment during
the learning. Also, please note that all Agents use the same actions (discussed in Section
5.1.3) to communicate with the Environment. The Agent algorithm performs the selection
of action.
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5.1.1 Environment
The Environment consists of the following (see Figure 5.1):

1. Cluster
2. Job slots

3. Backlog

5.1.1.1 Cluster

The cluster is built using the deployment schema provided. The deployment schema defines
the number of VMs m and, for each VM, provides the type and number of deployed
microservice (ms) containers.

Environment

State, reward

Cluster , with selected VM type x Action a
- Agent PG
PPy ME PBag TS
contalmar containes Action a
By Ms

pp, ms ‘ Agent First_VM

cantainer containes

WL V2 VMM | action a

oy nams e Agent Same_VM
container Sy el

Action a

Agent Random
Job slots

Action a

Agent FCFS

JaARN

I Action a
Backlog £ SIF

Figure 5.1: Reinforcement learning components

The deployment schema is shown in Table 5.1 for the reinforcement learning environ-
ment, the VM type B12 [1]. The deployment schema displays five columns for each VM
deployed: 1) vm_id is the position of the VM in the cluster, 2) pp count is the number of
PP _MS deployed on this particular VM, 3) notif count is the number of NOTIF MS
deployed on this VM, 4) cpu_ util is the percentage of CPU utilization for this particular
VM after ms containers have been deployed, 5) ram_wtil is RAM utilization percentage
of the VM after ms containers have been deployed.
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Table 5.1: The deployment schema
VM(cpu = 12, ram=48), pp_ms(cpu=>5, ram=8), notif ms(cpu=1, ram=2), pp count =
30, notif conut = 60

’ VM id H pp__count \ notif count \ cpu__ util \ ram__ util ‘

1 2 2 100 25
2 2 2 100 25
3 2 2 100 25
4 2 2 100 25
) 2 2 100 25
6 2 2 100 25
7 2 2 100 25
8 2 2 100 25
9 2 2 100 25
10 2 2 100 25
11 2 0 83.34 16.67
12 2 0 83.34 16.67
13 2 0 83.34 16.67
14 2 0 83.34 16.67
15 2 0 83.34 16.67

5.1.1.2 Action Space

Initially, we evaluated the commonly known CPU scheduling algorithms (FCFS, SJF, LJF),
which showed poor performance due to our system’s nature. More information on evalua-
tion of commonly known CPU scheduling algorithms can be found in Section 2.8 | and in
our previous work [5].

Communication between Agents and the Environment is done through actions. After
analyzing the nature of the total system workload, we provided a set of 10 recognized
actions. For each action selected by an Agent, the Environment performs a predefined
change in the Environment, which brings the Environment to a new state, presented in
Section 5.1.1.3. The Environment will validate the new state and reward the Action 5.1.2.
Table 5.2 provides the list of actions and presents an action number and a description for
each action.
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Table 5.2: Action Space

’ Action H Action description

0

Let the system run for one millisecond

Schedule all job types based on arrival time (FCFS)

Schedule all jobs based on the first to arrive at the backlog

Schedule all jobs randomly

Schedule notification jobs randomly

Schedule notification jobs on the same VM as pp jobs

Schedule notification jobs based on arrival time (FCFS only for notification jobs)

Schedule notification jobs based on the first to arrive at backlog

Schedule notification jobs based on the earlier pp complete time

O| 0| | O O | W[ DO —

Allocate jobs

5.1.1.3 State Space

The state space, shown in Figure 5.2, is a distinct image. The image consists of five
segments:

. The segment highlighted in orange colour presents the number of the "PP_MS"

microservice containers deployed in the cluster

. The segment highlighted in green colour presents the number of “NOTIFICATION _MS”

microservice containers deployed in the cluster

. The segment highlighted in yellow colour presents the number of the job slots
. The segment highlighted in blue colour presents the number of backlog slots

. The segment highlighted in white colour presents the number of completed jobs

The number in the first two segments represents the cluster resources for both PP__ M S

and NOTIF MS containers. Each rectangle in the first and second segments presents a
container deployed in the cluster. Suppose value in the rectangle is greater than 0. In that
case, this particular container has a job scheduled and currently running in the container.
The number shown in the rectangle presents the elapsed job time. If the number is 0, no
job is currently running in that container. The number in a rectangle of the third and
fourth segments represents job slots and backlog. The number shown is the job’s arrival
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Figure 5.2: An example of State space

time. If the number is 0, then this job slot or backlog slot is empty, meaning no job is
assigned in this slot. The number in a rectangle of the fifth segment represents completed
jobs. If the number is greater than 0, it presents the job’s competition time; if it is 0, it
means the job is not yet completed.

5.1.2 Rewards

The rewards function is a crucial component in reinforcement learning. Therefore, properly
defining the rewards function affects the capabilities of DRL to learn. The importance of
the rewards function is demonstrated in Section 5.1.3. The reward is calculated after
each Agent action based on a new Environment state. The following three objectives are
rewarded or penalized when the objective is met:

1. jobs completed
2. resource utilization

3. job completion prediction

Rewards functions for each objective is presented in the following sections.
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5.1.2.1 Reward 1: Job Completed

The job completed reward jobcompi—rew 1S given by Equation 5.1, where the peomp—q Presents
the percentage of all PP _M S jobs that are completed before the deadline, the noti feomp—d
presents the percentage of all NOTTF _ M S jobs completed before deadline D, the pprotcomp—d
presents the percentage of all PP__M.S jobs that did not get completed before deadlineD.
The noti frotcomp, Presents the percentage of all NOT'TF M S jobs that were not completed
before deadline D.

jObcompl—rew = &1 * PPcomp—d + a9 * nOtifcomp—d — Q3 * PPnotcomp—d — C4 * nOtifnotcomp—d (51)

5.1.2.2 Reward 2: Resource Utilization

The resource utilization reward util _rew is given by Equation 5.2 as a sum of percy,_yui
which presents the utilization percentage of PP_M.S containers, and percyotif—utir, Wwhich
presents the utilization percentage of NOTIF MS containers. Equation 5.3 presents the
PerCpp—_ytit, and Equation 5.4 presents percporif—urit- 51, B2 are coefficients, where 5y, B2 > 0
and 61 + 62 =1.

util _rew = P * DET Cpp—util + 52P€T0nom‘f—um (5‘2)
PPusedi
DET Coppy—ytil = EP:counti 53
P =l DPPcount ( )
; noti fusedi
OTCpy i yy = SOl Feount T Jusedt 5.4
b noti f—util i=1 notifcount ( )

5.1.2.3 Reward 3: Job Completion Prediction

This section presents job completion prediction reward function. In this reward, we observe
the state of the three Environment components: cluster, jobslots and backlog.
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In the cluster component, we observe the status of ms containers. We try to predict the
following: “What is the probability that currently running jobs in the cluster’s containers
will be completed by the deadline?” For each job that has a chance to complete before
deadline D, the counter complete count is increased by one. For the job failing to complete
by the deadline, the not _complete count counter is increased by one.

In the Jobslots component: We try to predict the following: “What is the probability
that jobs in jobslots will be completed by the deadline?” For each job that can be completed
before the deadline, the counter complete count is increased by one. For the job that fails
to be completed before the deadline, the not complete count counter is increased by one.

In the Backlog component: We try to predict the following: “What is the probability
that jobs in backlog will be completed by the deadline?” For each job that can be completed
before the deadline, the counter complete count is increased by one. For the job that fails
to be completed before the deadline, the not _complete count counter is increased by one.

The job competition reward is expressed by the Equation 5.5, where v, v5 are reward
optimization coefficients:

job_pred rew = 1 x complete _count — 2 * not_complete _count (5.5)

5.1.2.4 Total Reward

The total reward is expressed in Equation 5.6, and «, [, and 7, are reward optimization
coefficients:

total _rew = a * job_compl_rew + [ * job_util _rew + vy * job_pred_rew (5.6)

There are 11 («, ay, ag, as, ag, B8, 51, B2, 77, 71,72 ) reward coefficients. Further in the
text, we refer to them as Rewards parameters. Rewards parameters are used to tune the
total reward function. Section 5.1.4 shows how rewards parameters affect policy perfor-
mance.

5.1.3 Other Agents

The RSC—DRL algorithm has undergone evaluation and comparison against well-established
CPU scheduling algorithms (Section 2.8), including FCFS, SJF, and LJF, which have
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served as benchmarks for other researchers [65], [66], [69], [71], [70]. Additionally, we as-
sessed RCS-RSC — DRL alongside a Random algorithm, which randomly selected one of
10 actions and was also utilized as a benchmark by [65] [66].

In addition, we devised two heuristic algorithms:

1. First VM presented in the Algorithm 5.1

2. Same_V M presented in the Algorithm 5.2.

5.1.3.1 Furst_ VM and Same_V M Heuristics Algorithms

Both First VM and Same_V M algorithms monitor cluster containers’ usage, including
job_slot and backlog. These algorithms make decision based on the observed monitored
values. The fundamental difference between these two algorithms lies in their scheduling
approach:

e First VM schedules a notification job on the first available notification container.

e Same VM waits until the same VM, where the pp job was running, is freed to
schedule the notification job. This distinction is important because if the pp job and
the notif job are scheduled to be executed on two different VMs, the network latency
time needs to be added to the processing time.

Here is a list of the cluster containers’ usage parameters used in algorithms:

e pp.contaniers: The number of pp containers available in the cluster.

e notif.contaniers: THe number of notif containers available in the cluster.

e c.pp.running: The number of pp containers currently processing a pp job.

e c.notif.running: The number of notif containers currently processing a notif job.

e c.per.pp.allocated: The percentage of how many pp containers is currently running a
pp job.

e c.per.notif.allocated: The percentage of how many notif containers is currently
running a notif job.
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Algorithm 5.1 : First VM Heuristic Algorithm

Input: cluster, jobslot, backolog
Output: action a, where a € {0,..9}

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:

canit a =0

1
2:
3: pp.contaniers — cluster.get.pp.containers()

4: notif.containers — cluster.get.notif.containers()
5:
6
7
8
9

c.pp.running — cluster.get.pp.running.jobs()

. c.notif.running — cluster.get.noti f.running.jobs()
. c.per.pp.allocated — len(c.pp.running)/len(pp.containers)
. c.per.notif.allocated — len(c.noti f.running)/len(noti f.containers)

slots — get(jobslot.get.available.slots())
per.pp.slots = 0, per.notif.slots =0, per.slots =0
if slots is not 0 then
per.pp.slots = jobslot.get.pp.slots()/slots
per.notif.slots = jobslot.get.notif.slots()/slots
per.slots = slots/len(jobslot.get.job.slots())
end if

current.size, pp.size, notif.size = backlog.get.backlog.job.count()
backlog.holds — len(backog.get.backlog()

per.backlog.size — current.size/backlog.holds

per.pp.b.size — pp.size/backlog.holds

per.notif.b.size — notif.size/backlog.holds

if c.per.pp.allocated is 100 then
if per.notif.b.size is 0 then

a=0
end if

else if c.per.pp.allocated < 80 then
if per.pp.b.size > 10 then
a=1
else if per.notif.b.size > 1 then
a="7
else
a=0
end if
else if c.per.notif.allocated < 50 then
if per.notif.b.size > 1 then
a=1
else if per.notif.b.size > 0 then
a=0
else
a=1
end if
else
if backlog.holds is not 0 then
a=1
end if
end if

return a
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Algorithm 5.2 : Same_V M Heuristic Algorithm

Input: cluster, jobslot
Output: action a, where a € {0,..9}
it a =0

pp.contaniers — cluster.get.pp.containers()

noti f.containers — cluster.get.noti f.containers()

c.pp.running — cluster.get.pp.running.jobs()

c.noti f.running — cluster.get.noti f.running.jobs()
c.per.pp.allocated — len(c.pp.running)/len(pp.containers)
c.per.notif.allocated — len(c.noti f.running)/len(noti f.containers)
c.notif.detected — cluster.noti fyetected

slots — get(jobslot.get.available.slots())
per.pp.slots = 0, per.notif.slots =0, per.slots =0
if slots is not 0 then
per.pp.slots = jobslot.get.pp.slots()/slots
per.notif.slots = jobslot.get.notif.slots()/slots
per.slots = slots/len(jobslot.get.job.slots())
end if

current.size, pp.size, noti f.size = backlog.get.backlog.job.count()
backlog.holds — len(backog.get.backlog()

per.backlog.size — current.size/backlog.holds

per.pp.b.size — pp.size/backlog.holds

per.notif.b.size — notif.size/backlog.holds

if c.per.pp.allocated is 100 then
if c.per.notif.allocated is 100 then
if per.slot is 100 then
a=0
else if per.slot > 50 then
if c.notif.detected > 0 then
a=>
else
a=0
end if
else
if c.notif.detected > 0 then
a=>
else
a=2
end if
end if
else if c.per.notif.allocated < 50 then
if c.per.notif.allocated > 80 then
a=1
else
a=2
end if
else
if c.per.notif.allocated < 50 then
a=>h
else
if per.slot is 1 then
a=0
else
a=2
end if
end if
end if 106
else if c.per.pp.allocated < 80 then
if per.pp.b.size > 10 then
a=1
else if per.notif.b.size > 1 then
a="7
else
a=0
end if
end if




e c.notif.detected: This parameter informs us if a scheduled job is a notif or pp job
(used only in Same_V M, and linked with Action 5 (for more info see Table 5.2),
which is also only used only Same V M).

Here is the list of the following job slot parameters used in both algorithms:

e slots: The number of available ("free") slots.
e per.pp.slots: The percentage of slots that hold pp jobs.
e per.notif.slot: The percentage of slots that hold notif jobs.

e per.slots: The percentage of slots that are still "free".
Here is the list of the following backlog parameters used in algorithms:

e backolog.holds: The backlog capacity.
e per.pp.b.size: The percentage of pp jobs in the backlog.

e per.notif.b.size: The percentage of notif jobs in the backlog.

5.1.4 Tuning of Rewards

We executed the following NN training sessions to find the best-performing Rewards pa-
rameters. We used NN1, the simplest of the three neural networks, for this set of tests.
Six NN1 neural network training were performed with 200 training iterations, ppos =0.2,
and rewards parameters are shown in Table 5.3. Once the six NNs had been trained, we
performed six tests for each of the trained NNs, where we changed the notification load.

This training session was performed to find the best performing Rewards parameters.
Six NN trainings were executed with: 200 training iterations, pn..r —0.2, and rewards
parameters are shown in Table 5.3. Once the NNs were trained, we performed six tests for
cach trained NNs, where we were changing the notification load. The test values for pyoif
are: 0.1, 0.2, 0.3, 0.4, 0.5 and 0.6.

Figure 5.3 shows the results of the tests. In Figure 5.3, we omitted the results of TEST 3
and TEST 4 since training NN with those parameters produced significantly worse results
than those achieved with the other tests. Furthermore, Figure 5.3 shows that TEST1
and TEST6 have jobs and notification jobs that did not complete (TEST1 -30% of jobs
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Table 5.3: Rewards Parameters for Tests
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Figure 5.3: Performance evaluation for different test settings, where JR - jobs remained,
NJR - notification jobs remained, JBD — jobs completed before the deadline, NJBD —
notification jobs completed before the deadline.

and 49.5% of notification jobs, and TEST6 - 8.3% jobs, and 41.5% of notification jobs).
Furthermore, TEST 5 performs the best: 89.7% of jobs completed before the deadline
(JBD) and 90.0% of notification jobs completed before the deadline (NJBD). The second
best is TEST2, with 84.5% JBD and 64.5% NJBD.

Figure 5.4 shows the test results after running TEST2, TEST5, and TEST 6 with
p_notif of 0.1, 0.2, 0.3, 0.4, 0.5, and 0.6. TEST 5 has the best performance results, where
JBD ranges from 88.2 to 89.7%, and NJBD ranges from 86.36 to 90.0%.

Surprisingly, in the case of TEST5, changing the p{notif notification percentage does
not significantly affect the performance of the TESTS5 NN Agent; JBD and NJBD in TEST
5 stay almost the same even if we increase the pyqrif.

The tests show that selecting different values for the Reward Parameters significantly
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Figure 5.4: Test results of running NNs with p,,.r of 0.1, 0.2, 0.3, 0.4, 0.5 and 0.6.

affects the NN’s performance. For example, using NNs trained with TEST3 and TEST4
produced significantly worse results than the other tests. Furthermore, event TEST1 and
TEST6 perform better than TEST3 and TEST4, but still, there are jobs and notification
jobs that are never completed. TEST5 performs the best, with 89.7% of jobs completed
before the deadline (JBD) and 90.0% of notification jobs completed before the deadline
(NJBD). The second-best result was TEST2, with 84.5% JBD and 64.5% NJBD.

To our surprise, in the case of TESTS, changing the p,. s notification percentage does
not significantly affect the performance of the TEST5 NN Agent; JBD and NJBD in
TESTS stay almost the same even if we increase the p,q¢. For all future tests, the Reward
parameters in TESTS are used during the NNs training.

5.1.5 Other Agents Used for Comparative with Neural Network
NN1

An important question is how the NN agent in TEST 5 compares with well-known CPU
scheduling algorithms FCFS, SJP, LJF, and heuristic algorithms First VM, Same VM
and Random described in Section 5.1.3. Figure 5.5 shows test results using the 0.2 no-
tification workload. We can notice that classical scheduling algorithms FCFS, SJF, and
LJF perform very poorly (jobs completed before the deadline are 25.2% for FCFS, 23.3%
for SJF, 33.4% for LJF, and the notification jobs completed before the deadline are 0%
for all algorithms). Thus, further in our research, we only compared RCN — DRL with
First VM, Same VM, and Random.

Figure 5.7 presents test results of JBD for NN1, First VM, Same VM and Random
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Figure 5.5: Performance evaluation between different algorithms (x-axis). The algorithms
are evaluated for % JR, % NJR, % JBD, % NJBD (y-axis). Where % JR presents the
percentage of jobs that remained uncompleted, % NJR presents the percentage of noti-
fication jobs remained uncompleted, % JBD presents the percentage of jobs completed
before deadline, % NJBD present the percentage of notification jobs that completed before
deadline.
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Figure 5.6: JBD - jobs completed before the deadline. The x-axis presents p,.s and the
y-axis presents the percentage of jobs completed before the deadline.
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Figure 5.7: NJBD - notification jobs completed before the deadline. The x-axis presents
Prnotis and the y-axis presents the percentage of notification jobs before the deadline.

agents for noti fication _workload p_notif range from 0.1 to 1. To our surprise, the PG
stays consistent with the increase of notification_workload until 0.9 p,..r, where, after,
that has a significant drop from 76.8 to 42.5%. It is essential to mention that this differed
from the other Reward parameter selections.

Figure 5.8 presents test results of NJBD for NN1, Flirsty,,, Sameyy and Random
agents for notification total _system__workload pyeiy range from 0.1 to 1. Again, to our
surprise, the NN1 stayed consistent with the increase of notification workload until 0.9

Protif-

5.2 Training Neural Networks

Deep Reinforcement Learning (DRL) uses a Neural Network (NN) as an RL Agent to make
decisions. In this work, we developed three NNs to compare their effectiveness, training
and execution time. There are the following three NNs: a) Small Compact NN (NN1), b)
Compact NN (NN2), and ¢) Small Convolutional NN (NN3). More details for all three
NNs will be presented further in the text.
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SCN-DRL uses one of the three NNs mentioned above as a policy. In DRL, the input of
the NN is the state space; a district image is input; and the output is possible distributions
of all actions in the action space. The SCN-DRL uses the Policy Gradient (PG) RL
technique for training the neural network [29]. The training is done by repeating the
same execution process E times, known as an episode (or epoch in RL terminology), with
a different data set. Number E presents the number of episodes the system will take
during the policy training. The episode terminates when all jobs are executed, or the
maximum execution time is reached. The datasets (batches) used for training and testing
are synthetically generated. The batch size is n, the number of requests in the system.
The protir is the percent of total jobs that require notification and will be processed on
the "notification" microservice. However, exactly which job will require the notification
processing is known only after the probabilistic interference is completed [3] [2].

To speed up the training process of reinforcement learning, we first used the imitation
learning algorithm for pre-training, also known as BC [27], which is similar to supervised
learning. Then, we used the First VM heuristic algorithm as a mock object for behaviour
cloning, previously covered in Section 5.1.3. Next, we used generated datasets as data
samples in supervised learning. Then, using the First VM algorithm, the corresponding
scheduling order of the samples is determined, and these sequences are considered the
labels of the samples. Finally, the results were obtained and divided into two groups: the
training and the test sets. Then, we train the NN by using the training set. Pre-training
of the NN is terminated when the accuracy of the test set stops increasing, and the model
parameters are saved. Finally, we used the pre-trained NN model parameters as a starting
point for deep reinforcement learning, which saves learning time.

To implement our NNs, we used the following open-source libraries: Theano |77] and
Lasagne [78]. Theano is an open-source project, a Python library that effectively allows
users to evaluate mathematical operations, including multi-dimensional arrays. It is pri-
marily used in building Deep Learning Projects. It works much faster on the Graphics
Processing Unit (GPU) than on the CPU. Theano attains high speeds that give tough
competition to C implementations for problems involving large amounts of data.

Furthermore, it can take advantage of GPUs, which makes it perform better than C
on a CPU by large orders of magnitude under certain circumstances [77]. Theano is a
prevalent library in the field of Deep Learning. It is mainly designed to handle the types
of computation required for large neural network algorithms in Deep Learning. Theano is
designed to know how to take structures and convert them into very efficient code that
uses NumPy and some native libraries [77]. Lasagne [18] is a lightweight library to build
and train neural networks in Theano.
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For our experiment, we built the following three NNs using the Theano and Lasagne
libraries:

1. Small compact neural network (NN1). The Small Compact Neural Network (NN1)
consists of one hidden layer with 20 neurons and 89,451 parameters.

2. Compact neural network (NN2). The Compact Neural Network (NN2) consists of
three hidden layers. The first hidden layer is a DenseLayer of 520 units. The second
hidden layer is also a DenseLayer of 20 units, and the outer layer is a DenseLayer of
20 units.

3. Small convolutional neural network (NN3). The Small Convolutional Neural Network
(NN3) consists of one hidden layer. The hidden layer is Conv2D of 20 units. The
outer Layer is a DenseLayer of 20 units.

The SCN-DRL model synthetically generated data has been used for training and test-
ing. If not otherwise specified, the batch size for all performance tests was 100, presenting
100 complex events in the system. In addition, it is known that p,.;s percent of total jobs
in the batch will be required to be processed in the notification microservice, and which
one will require the notification processing is known after the probabilistic programming
process is completed [2| [3]. Jobs that required notification were selected randomly. A
uniform distribution (from 0.9 ppeis t0 1.0 ppeiyr) was used for the job selection. Then,
according to the algorithm of Flirst V' M, the corresponding scheduling order of the sam-
ples is calculated. These sequences are considered as the labels of the samples. By doing
that, we are shortening the neural network training time, and this technique is known as
Imitation learning (Section 2.3.2). Finally, the results obtained in the previous step are
divided into the training set (80% of results) and the test set (20% of results). The train-
ing is used to pre-train the neural network, and the test set is used to validate the neural
network model’s accuracy.

We conducted a preliminary evaluation of SCN-DRL for all three NNs, to answer the
following research questions:

1. How does the length of arrival time period affect the performance of neural net-
works that are previously trained?

2. How does a change in the notification _workload affect performance?

3. How are NNs resilient when resource containers are dropped?
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Figure 5.8: NJBD - notification jobs completed before the deadline. The x-axis presents
Protif and the y-axis presents the percentage of notification jobs before the deadline.

5.3 Workload

We mimic the setup described in Section 4.1. Specifically, complex event jobs arrive,
and a pneir percentage of total jobs must be processed in the notification microservice.
The cluster is deployed based on the deployment schema presented in TABLE 5.1. The
deployment schema specifies the required number of VMs and microservices containers per
VM. The PP_MS job’s length is uniformly distributed between 45 and 55 milliseconds.
The NOTIF _MS job’s length is chosen to be distributed uniformly between 18 and 22
milliseconds. The notification latency between two VMs is distributed uniformly between
18 and 22 milliseconds. Finally, if not specified otherwise, the arrival time_period is set
to 20 milliseconds.

5.3.1 Policy Gradient Agents - Neural Networks

We built the three SCN-DRLs prototypes using the three NNs covered in Section 5.2. An
example of State space, aka "images", used by the PG agent is presented in Figure 5.9.
The SNC-DRL agent allocates from a subset of 10 jobs but can also observe the number of
other jobs ("backlog", which we set to 100 job slots). We used 100 different jobsets during
training. We run N = 20 Monte Carlo simulations in parallel per jobset in each training
iteration. We updated the policy network parameters using the rmsprop [28] algorithm;
the learning rate is set to 0.001. Unless otherwise specified, SNC-DRL is trained with 200
training iterations.
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Figure 5.9: Observes NNs and plots rewards a) NN1, b) NN2, and ¢) NN3. The x-axis

shows the number of iterations and the y-axis shows the total rewards

5.4 Performance Evaluation

The objective of the following tests was to compare three neural networks: NN1, NN2,
and NN3. All three are present with their characteristics in Section 5.2. The NNI1 is
the simplest NN, a Fully Connected Neural Network, with only one hidden layer. The
second NN2, a Fully Connected Neural Network, has three hidden layers. Finally, the
third NN3, a Convolutional 2D Neural Network, has one hidden layer. All three neural
networks are trained with the same settings and parameters. Neural networks are trained
by execution of 600 training iterations (epoch) with p_notif =0.2 noti fication _workload.
The rewards parameters used in the setting are from TEST5, which had the best-observed
performance, shown in Table III. Training and evaluation of the NNs were done on a Mac
Mini M1 (8-Core, 8-Core GPU), with 8 GB memory and 512 GB of storage.

Figure 5.9 shows the training time for all three NNs. As expected, the shortest time
was 3645 min (60 hours and 45 min) achieved with NN1. The NN2 had the second shortest
training time of 3818 min (63 hours and 38 minutes), and the longest training time 5626
min (93 hours and 46 minutes) achieved with NN3. The NN2 took 4.7% more time than
NN1, and NN3 took 53% more time than NN1 to train. Performance reporting and the
neural network parameters have been stored in 50 iteration intervals during the neural
network training.

The following text will discuss five collected performance objectives for all three NNs.
The following performance objectives are:

1. the total reward for the average number of total jobs completed by the deadline D
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2. the average number of notification jobs completed by the deadline D

Figure 5.9 shows NNs (NN1, NN2, and NN3, respectively) and maximum plots rewards
(PG max curve on the diagram).

5.4.1 Total Reward During the NNs Training

This section shows how the total reward for all three NNs changed during the training
period. Figure 5.9 shows total rewards results for all three NNs (a presents NN1, b presents
NN2, and c presents NN3) across all of the Monte Carlo Runs at each iteration and the
average rewards (PG mean curve on the diagram). The NNs are also compared with some
heuristic algorithms (First VM, Same VM, Random, FCFS and SJF). Total rewards
have been shown as constant values (horizontal lines) since they do not change over time.

The NN1 (Figure 5.9 a) starts to perform better than Fist VM, after the short training
period (approximately 50 intervals). However, it continues to have substantial performance
oscillations until the end of training.

Interestingly, the NN2 (Figure 5.9 b) is not rewarded more than First VM for a
long training period. The tipping point is approximately 400 intervals, when NN2 has a
noticeable reward jump. After that point, the learning continues without huge oscillations.
NN2 takes the longest training time to converge to the same reward as NN1 and NN3.
NN3 (Figure 5.9 ¢), on the other hand, has steady convergent, and oscillation is minimal.

5.4.2 The Average Deadline

In this section, we discuss the average number of jobs completed by deadline D during the
training period. All three NNs are considered.

Similar results observed for the total reward can be observed in this test. NN1(Figure
5.10 a) again has the highest oscillation in the near time than the other two NNs. NN2
(Figure 5.10 b) it takes the longest time to perform better than the heuristic First VM
algorithm (approximately 400 intervals), and NN3 has steady and minimal oscillations.

5.4.3 Performance of Notification jobs Before the Deadline

In this section, we discuss the average number of notification jobs completed by the
deadline D during the training period. All three NNs are considered.
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Figure 5.12: Compare the performance of all three NNs regarding the percentage of all
jobs completed before the deadline.

Figure 5.10 shows the percentage of jobs completed by deadline D for all three NNs.

Again, we see a similar pattern to the one we saw in previous observations. NN1 (Figure
5.10 a) again has the highest oscillation in the near time values than the other two NNs.
NN2 (Figure 5.10.12 b) takes longer to improve performance compared to the heuristic
First VM algorithm, and NN3 (Figure 5.10 c) has steady rewards growth over training
time with minimal oscillations in performance values.

In conclusion, regarding the training time, the NN1 takes the shortest time to train,
followed by the NN2 where the time increases by 4.7%, over the NN1. The NN3 requires
the longest time, which is expected, to train, since it is built by a convolutional 2D layer.
The NN3 requires 53% more to train than NN1.

Figure 5.9 shows the percentage of jobs completed by deadline D for all three NNs.

Let us compare the NNs regarding the recorded performances. First, we can notice
that the NN3 steadily converges with minimal oscillation in recorded values in all recorded
tests, opposite to the NN1, where values oscillate a lot. In the following text, we will
evaluate NNs’ performance after completing NNs training.

5.4.4 Performance Testing of Neural Networks

Once the NNs were trained, we performed additional performance tests for each trained
NN. The following four performance tests try to answer the following questions:
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1. How does changing p _notif affect performance?
2. How does changing arrival time period affect performance?
3. How does changing total system workload affect performance?

4. How does the reduction of container resources affect performance?

These questions are discussed in the following sections.

5.4.5 How Does Changing p notif Affect Performance?

In this set of tests, we used previously trained NNs (Section 5.2). The tests compare how
three NNs perform when the notification _workload p_notif changes from 0.1 to 1; the
results are presented in Figure 5.11 for JBD and Figure 5.12 for NJBD.

Please note that in Figure 5.11 NN1 still holds the JBD value the best with an increase
of the p_notif up p_notif = 0.9, then at p_notif = 1 JBD significantly drops to 42.5%.
The second best is NN3, which surprisingly has the smallest drop at p_notif =1 where
the notification _workload is 69.3%. Finally, the NN2 has the steepest drop at p_notif
=1 where the notification workload to 15.9%.

Figure 5.12 shows NJBD test results, where the NN2 performs better than the NN1
and the NN3 for p_notif from 0.1 to 0.4. then, the NN1 continues to hold the NJBD
steady until p_notif =0.9, then drops to 42.5% for p_notif=1. The NN3 again has the
smallest drop in performance for the p_notif =1, where the performance value is 69.3%.
In conclusion, all three NNs’ performance results are comparable for JBD and NJBD for
10 to 90% of the notification _workload. However, when the notification workload is
100% NN performed significantly better at 69.3%, compared with NN1 at 42.5% and NN2
at only 15.9%.

5.4.6 How Does Changing arrival time period Length Affect Per-
formance?

Figure 5.14 shows JBD’s performance results for all three NNs where arrival _time period
was decreased /increased. The y-axis shows the percentage of jobs completed before the
deadline (JBD), and the x-axis shows NNs test results. NN1 reg, NN2 reg, and NN3 reg
correspond to nominal test results. NN1 -10%, NN2 -10%, and NN3 -10% corresponds
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Figure 5.14: arrival _time_period performance tests for all three NNs regarding the per-
centage of all jobs completed before the deadline (JBD). The x-axis shows for all three
NNs performance test results when arrival time period is 20ms (0% change), 18 ms
(10% decrease), 22 ms (10% increase) and 24 ms (20% increase). The y-axis shows mini-
mal, maximum and average results values.
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to a decrease of 10% in the arrival time period. NN1 10%, NN2 10%, and NN3 10%
correspond to increase by 10% of arrival _time period, and NN1, 20%, NN2 20% and
NN3 20% increase of arrival _time__period.

For this set of tests, we used previously trained NNs (Section 5.2). During NNs training
arrival _time__period was set to 20 ms. The following three tests were executed where:

1. arrival _time period is increased by 20% (24 ms)
2. arrival _time_period is increased by 10% (22 ms)

3. arrival _time_period is decreased by 10% (18 ms)

All test results are compared with nominal ones when the arrival time_period is 20
ms.

Fig. 15 shows NJBD’s performance results for all three NNs tests (NN1, NN2, NN3)
where arrival time period was decreased/increased. Again, the image shows mini-
mum (min), maximum (max), and average values. We expected that increasing the
arrival _time period would lead to better performance. Instead, the results show non-
significant performance improvements for all three NNs.

Figure 5.15 shows NJBD’s performance results for all three arrival time period de-
creased /increased tests. Again, we expected that increasing the arrival time period
would lead to better performance, but the results show non-significant performance im-
provements. In conclusion, all three NNs showed no significant performance change when
the arival time period was changed during the test for pre-developed neural networks.
However, the question is still open and will be part of future research to compare NNs
trained with different arrival time periods.

5.4.7 How Does Changing total system workload Affect Perfor-
mance?

For this set of tests, we used previously trained NNs (Section 5.2 ). During NNs training,

the total system workload was set to 100 DTs, the system capacity, which is also the

maximum number in our environmental setup. The three different case are considered:

1. The total system workload is reduced by 5% of the system capacity (95 DTs)

2. The total _system workload is reduced by 10% of the system capacity (90 DTs),
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Figure 5.15: NJBD’s performance results for all three NNs tests where
arrival _time_period was decreased/increased. The y-axis shows the percentage of
notification jobs completed before the deadline (NJBD), and the x-axis shows NNs test
results. NN1 reg, NN2 reg and NN3 reg present nominal test results. NNI1 -10%, NN2
-10%, and NN3 -10% present a decrease of 10% in the arrival time period. NN1 10%,
NN2 10%, and NN3 10% present increase by 10% of arrival time period, and NNI,
20%, NN2 20% and NN3 20% increase of arrival _time_period.
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Figure 5.16: shows JBD’s performance results for decreased workload test for all three
NNs. The y-axis shows the percentage of jobs completed before the deadline (JBD), and
the x-axis show NNs test results in NN1 reg, NN2 reg and NN3 reg, presenting the system
capacity. NN1 5%, NN2 5%, and NN3 5% present a decrease of 5% in the system capacity.
NN1 10%, NN2 10%, and NN3 10% present a decrease of 10% in the system capacity, and
NN1 20%, NN2 20% and NN3 20% decrease the system capacity.

3. The total system workload is reduced by 20% of the system capacity (80 DTs)

All tests are executed separately for each of the NNs. Finally, the results are com-
pared with test results when the total system workload is 100 DTs (considered system
capacity).

Figure 5.16 shows JBD’s performance results for all three NNs. Even a 5% decrease in
the total system workload significantly improves the performance results: on average, a
4.53% for NN1, a 6.31% for NN2, a 4.93% for NN3, increase in performance. In addition, a
10% and 20% of total _system _workload decrease improved performance even more. With
the 10% decrease in total system_workload, the performance increased by an average of
14.3% for NN1, 13.44% for NN2, and 15.9% for NN3. With the 20% decrease in the
total _system workload, the performance increased by an average of 16.84% for NNI,
15.92% for NN2, and 13.7% for NN3.

In conclusion, all three NNs showed performance improvements when the test value
total _system__workload was decreased than the total system workload used for train-
ing NNs. In addition, we can observe that NN1 has a higher average and minimum per-
formance value than the other two NNs.

Figure 5.17 shows NJBD’s performance results for the decreased total _system _workload
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Figure 5.17: shows NJBD’s performance results for decreased total system workload
tests for all three NNs. The result shows significant performance improvement with t a
5% decrease in the total _system _workload. On average, 4% for NN1, 8.58% for NN2,
and 3.98% for NN3 increase performance results. Furthermore, a 10% and 20% decrease
of total _system workload improved performance results even more. With the 10% de-
crease in total system workload, the performance results increased by an average of
17.39 for NN1, 14.77% for NN2, and 17.27% for NN3. With the 20% decrease in the
total _system workload, the performance results increased by an average of 21.14% for
NN1, 18.19% for NN2, and 16.02% for NN3.
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test for all three NNs. The y-axis shows the percentage of notification jobs completed be-
fore the deadline (NJBD), and the x-axis shows NNs test results. NN1 reg, NN2 reg and
NN3 reg present the system capacity. NN1 5%, NN2 5%, and NN3 5% present a decrease
of 5% in the system capacity. NN1 10%, NN2 10%, and NN3 10% present a decrease of
10% in the system capacity, and NN1 20%, NN2 20% and NN3 20% decrease the system
capacity.

5.4.8 How does the Reduction of Container Resources Affect Per-
formance?

In this set of tests, we would like to determine how trained NNs are resilient to resource
availability. To be more precise, we would like to learn how performance is affected when
the number of containers is reduced, for example, due to container failures.

For this set of tests, we used previously trained NN (Section 5.2). During the NNs train-
ing, the available resources have been set to 30 PP__M S containers and 20 NOTIF _MS
containers. In the following three tests, we decreased the number of available containers
in the system:

1. The number of available PP__MS and NOTIF MS containers dropped by 5%
(which was 28 pp_ms and 19 notif ms containers)

2. the number of available PP_MS and NOTIF MS containers dropped by 10%
(which was 27 pp_ms and 18 notif ms containers)

3. the number of available PP MS and NOTIF MS containers dropped by 20%
(which was 24 PP_MS and 16 NOTIF MS containers)

All tests are executed separately for each of the NNs. Finally, the results are compared
with test results with the maximum number of containers.

Figure 5.18 The JBD performance result Figure 5.19 The NJBD performance results
during the container reduction tests for all three NNs. The y-axis shows the percentage
of notification jobs completed before the deadline (NJBD), and the x-axis shows NNs test
results. NN1 reg, NN2 reg, and NN3 reg present the system capacity. NN1 5%, NN2 5%,
and NN3 5% present a decrease of 5% in the system capacity. NN1 10%, NN2 10%, and
NN3 10% present a decrease of 10% of the system capacity, and NN1 20%, NN2 20% and
NN3 20% decrease the system capacity.
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Figure 5.18: shows the JBD performance results for all three NNS when the total number
of resource containers is reduced. The NNT1 test results show that 5% of container reduction
in the case of the NN1 event slightly improved. NN2 and NN3 5% test results show that
the maximum value is comparable with NN2/NN3 reg value, but the average and minimum
values have a drop. With the reduction of 10% of containers, on average, the performance
dropped by 7.14, 6.48, and 6.48%. Furthermore, with a reduction of 20% in containers,
the performance dropped by 21.44, 24.84, and 34.82% on average.
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Figure 5.19: shows the NJBD performance results for all three NNS when the total number
of resource containers is reduced.
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The NNT1 test results show that 5% of container reduction improved in the case of NN1.
NN2 test results show a drop for maximum, average, and minimum values. NN3 test results
show a small increase in maximum value and a drop in average and minimum value. With
the reduction of 10% of resource containers, on average, the performance dropped by 7.14,
6.48, and 6.48%. Furthermore, with a reduction of 20% in containers, the performance
dropped by 21.44, 24.84, and 34.82% on average.

In conclusion, all three NNs showed resilience in the 5% reduction of containers, which
means that the system will have time to recover dropped containers. However, all three
NNs showed a drop in JBD and NJBD average performances from 6.48 to 7.14% after the
10% reduction of containers. Furthermore, a 20% reduction in containers shows a drop of
over 20% in performance for both JBD and NJBD.

5.5 Discussion

This chapter presents a multi-objective optimization scheduling approach for large-scale
micro-service critical notification system applications, SCN DRL, based on Reinforce-
ment Learning. SCN_ DRL is an example solution that translates the containerized
micro-service cloud cluster scheduling problem into a learning problem.

Our initial results show that SCN D RL performs better than well-known heuristic al-
gorithms (FCFS, SJF, LJF). In addition, it performs better than two heuristics algorithms
introduced in this chapter: "First VM" and "Same VM".

In this chapter, we present our experiments and results with three types of NNs: 1)
NNT1 is built using the fully connected NN with one hidden layer, 2) NN2 is built using
the fully connected NN with three hidden layers and 3) NN3 is built using 2D Convolu-
tional NN. Lead by the literature review [06] where the Convolutional 2D NN significantly
improved performance over the connected NN, we decided to research and compare the
performance of the "First VM" with not only connected NNs (NN1 and NN2) but also
with Convolutional 2D NN (NN3).

Our research results did not show the advantage of choosing the Convolutional NNs
(NN3) over connected NNs (NN1 and NN2) to perform the scheduling jobs in the system
observed in this chapter. It is important to note that while the current findings did not
showcase a performance advantage for Convolutional NNs, more research is needed. The
future research direction will be to build the Convolutional NN with more hidden layers
and/or consider a large workload.
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In addition, the research further indicates that the "SCN DRL" approach exhibits
consistent performance characteristics in response to changes in notification workload pye¢i -
Specifically, as the notification workload increases from 10% to 90%, the performance of
the "SC'N _DRL" solution remains steady. This suggests that for the system and work-
load parameters experimented with, the system’s ability to manage notifications remains
resilient and unaffected by variations in the notification workload within this range.

Furthermore, the "SCN DRL" approach demonstrates an interesting behavior when
it comes to the total system workload. The research indicates that this approach improves
its performance when the total system workload is reduced by 5% compared to the initial
system workload. In other words, when the system’s overall workload experiences a slight
reduction, the "SCN DRL" solution exhibits enhanced performance characteristics.

Finally, our research findings reveal that the "SC'N _DRL" approach, when utilizing all
three neural networks (NNs), exhibits remarkable resilience to sudden drops in container
resources. Specifically, the solution demonstrates its ability to maintain stable perfor-
mance levels even when faced with a significant reduction of 10% in container resources.
Intriguingly, the solution’s performance shows further improvement when container re-
sources experience a 5% drop. This heightened resilience to resource container failures is
a crucial attribute for distributed systems, demonstrating the system’s capacity to adapt
and deliver consistent results even under challenging circumstances. In our future research,
we will investigate extending SCN _DRL to consider predictive affinity-based scheduling,
where previous DTs states will be considered.
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Chapter 6

Conclusions and Future Research

This Ph.D. thesis focused on system scalability, multi-objectivity and scheduling of CE pro-
cesses using Reinforcement Learning (RL) in Large-Scale Digital Twins Notification Sys-
tems (LSDTNS). The dissertation presents a complex methodology that leads to three con-
tributions, IoT Notification System Architecture, MOOP, and SCN-DRL, that addresses
the system scalability, multi-objectivity, and scheduling of CE processes using Reinforce-
ment Learning (RL). This chapter summarizes the scientific and business value of all three
contributions in Section 6.1. Section 6.2 suggests various directions for future research.

6.1 Summary of Contributions

There are three primary contributions to this dissertation. For each contribution, we will
provide a conclusion in the form of a short problem statement, the solution, and the
resulting research insights.

6.1.1 IoT Notification System Architecture

During the literary survey, we learned that Complex Event Reasoning (CER), rule-based
or probabilistic programming solutions, lack scalability. We also learned that although the
existing rule-based CER can address the system’s uncertainty, it is not the most feasible
solution.

To address the issues, we presented the IoT Notification System Architecture, a micro-
service-based notification methodology that uses CE recognition to handle the uncertainty
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of IoT systems. The IoT Notification System architecture consists of modules (components)
and defines the interconnection between those modules through well-defined APIs. The
interconnection between modules can be presented as a directed acyclic graph (DAG),
which is used in two contributions, MOOP and DTRAS, presented in this thesis. Each
module is presented as a micro-service, which is then containerized, making an easily
deployable micro-service deployment image.

The proposed [oT Notification Architecture solves the scalability issue that CER sys-
tems face and provides few business values. Choosing modularity and well-defined APIs in
the architecture allows us to isolate the CER domain knowledge, which allows the system
to be easily and quickly maintained, thus lowering the maintenance cost of the system.
In addition, choosing the containerized deployment of the micro-services allows deploy-
ment in the cloud computing environment and leveraging containerized container scaling
capabilities, allowing us to use a more flexible "pay as you go" service provider payment
option.

6.1.2 MOOP

Micro-service architecture provides many benefits but also brings some deployment com-
plexity. For example, LSDTNS deployed in the cloud computing environment faces the
following challenges: CE has to be processed, and if CEC is reached, the system sends a
notification to a predefined recipient to meet the system notification deadline. In addition,
the deployment cost should be as low as possible, and the cloud resource utilization should
be high. The presented research on MOOP is one of the first works dealing with multi-
objective notification applications where the notification load is variable and depends on
other priorly executed micro-services in the request process.

MOOP provides a multi-objective mathematical cloud resource deployment model, and
its effectiveness is demonstrated through a case study (see Section 4.5). First, MOOP
provides the multi-objective mathematical deployment model. Then, the presented work
demonstrates the methodology through the case study in three steps. In step one, the re-
quired number of microservice containers for handling the expected workload is estimated.
Step two focuses on selecting the Pareto optimal front for leading VM-type candidates
based on multi-objective optimization using the results from step one. Finally, using the
results of step two, step three delivers the deployment model for the preselected VM types.

The case study presented in Section 4.5 demonstrates MOOP methodology that sig-
nificantly reduces deployment cost by selecting a set of VM-type candidates offered by a
commercial Service Cloud provider.
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6.1.3 SCN-DRL

CPU Scheduling is a well-researched area; however, applying the well-known CPU schedul-
ing heuristics algorithms in the case of critical micro-service notification architecture where
notification load is variable and depends on the results of the other previously processed mi-
croservices. In addition, the scheduling has multiple objectives that include controlling the
cloud service cost, maximizing cloud resource utilization, and meeting system notification
deadlines.

To the best of our knowledge, SCN-DRL is the first solution to the multi-optimization
objective for critical notification systems, where the notification load is variable and de-
pends on the results of the other prior processed microservices. SCN-DRL uses DRL that
translates the containerized microservice cloud cluster scheduling problem into a learning
problem. The results show that SCN-DRL performs better than state-of-the-art heuristics
scheduling policies and adapt to different workload conditions without a noticeable drop in
performance. During further performance evaluation, SCN-DRL showed a steady perfor-
mance when the notification workload increased from 10% to 90%. In addition, SCN-DRL,
tested with three neural networks, shows that it is resilient to sudden drops in the number
of container resources by 10%. Such resilience to resource container failures is a desirable
characteristic of a distributed system.

6.2 Future Research

6.2.1 Digital Twin Resource Allocation Scheduler Future work

In Chapter 5, we presented DTRAS. DTRAS processes every incoming DT using complex
event criteria to determine if the observed DT requires notification. In our future research,
we will investigate extending SCN-DRL to consider predictive affinity-based scheduling,
where previous DTs states will be considered.

6.2.2 Digital Twin Priority Controller Algorithm

In Chapter 3, Section 3.2.3, we covered the purpose of the IoT controller module, which is
to manage and orchestrate other modules in the system. During the system development
phase, a list of k predefined DT resource types for the system is created. Each DT resource
type is mapped with a corresponding containerized module type, encapsulating a complex
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event recognition technique and/or algorithm. As previously mentioned, selecting the
complex event recognition algorithm is a domain-specific problem, and a domain expert
will perform the algorithm selection task. The domain expert will select the appropriate
algorithm for the corresponding DT resource type based on the domain requirements. In
addition, we mentioned that the Digital Twin Priority Controller Algorithm (DTPCA) and
the Digital Twin Resource Allocation Scheduler (DTRAS) are subcomponents of the IoT
controller module. DTRAS has been covered in Chapter 5, and DTPCA that has been left
for future work will be discussed more in the following text.

DTPCA can calculate the DTs priority using the following data: a) the current DT CE
data, b) a DT profile, and ¢) a historical DT priority data.

The solution proposed in Chapter 5 uses the current DT CE data to determine if the
DT is in the critical stage. In future work, we propose additionally to use a DT profile.
The DT profile is a set of additional information on the DT. For example, a DT profile
can contain additional information on a monitored prisoner: the length of the prisoner’s
sentence, medical condition, psychological state, and similar personal data. Then, the DT
profile should be combined with the current DT CE data to define the priority.

Additionally, to determine the priority and critical state of the DT we can use the
historical data. The historical data is the data collected in the system by the system over
time. Further research on Unsupervised learning for anomaly detection is suggested.

Once DTPCA can group DT based on priority, then this knowledge can be used to
design a system that is capable of selecting different algorithms and different types of
learning. That will allow us to optimize the cost of the system furter without compromising
other system objectives.
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