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Abstract

Many unique attributes of quantum cryptography arise from the no-cloning property of
quantum information. We study this using two closely-related types of uncloneability
game: no-cloning and monogamy-of-entanglement games. In a no-cloning game, a ref-
eree sends a quantum state encoding classical information to two cooperating players who
split the state, then try simultaneously guessing the information, provided the key. In a
monogamy-of-entanglement game, two cooperating players try to guess the referee’s mea-
surement result on a tripartite state the players prepared.

In this work, we prove winning probability bounds on no-cloning games based on
coset states, which have the interesting property that the players guess two different strings.
We also show a rigidity property for the original monogamy-of-entanglement game, letting
it be used as a test of separability. Finally, we apply these properties to construct a variety
of novel cryptographic protocols for uncloneable encryption, quantum key distribution, bit

commitment, and randomness expansion.
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Chapter 1
Introduction

An important feature that distinguishes quantum information from classical information is
that an arbitrary quantum state cannot be perfectly copied, unlike a classical string. This is
formalised via the no-cloning theorem [Par70, WZ82, Die82]. This theorem puts forward
an important principle that has wide-ranging implications. In early discussions of entan-
glement, it was unknown whether there are any limitations on the strength of correlations
permitted by quantum mechanics [EPR35]. For example, there exist maximally-entangled
states on two systems with the property that a measurement in any basis on the first system
may always be perfectly predicted by a corresponding measurement on the second system.
This seemed to indicate that there is a way to use entanglement to achieve instantaneous
communication, in violation of the well-established light-speed limit to information trans-
mission [Her82, Per03]. However, such a communication scheme would require cloning of
quantum states to be viable. As such, the no-cloning theorem provides a limitation on the
strength of entanglement that allows it to avoid contradicting important predictions of clas-
sical physics. Interestingly, though the no-cloning theorem allows a condition of special
relativity to be met, it requires no relativistic construction or argument to show, appealing
only to the linear and probability-conserving nature of quantum operations.

The limitation on quantum operations given by no-cloning also relates to a limitation
on multipartite entanglement. If quantum cloning channels existed, they would permit the
creation of unphysical quantum states. This dual property to no-cloning is monogamy-of-
entanglement (MoE). Informally, the limitation of entanglement provided by MoE refers
to the fact that a quantum system cannot be maximally entangled with two other systems
at once. A state that violates this would arise by acting with a cloning operation on one

system in a maximally-entangled state.
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However, we might ask what happens in the cases where perfect copying would not
be required: for example, where not all states are considered, or the states only need to be
approximately cloned. Here, the no-cloning theorem does not directly imply any constraint.
A drawback of the theorem arises due to this observation; it is rarely directly applicable to
the study of quantum information and cryptography. In the same way as no-cloning, it is
not straightforward to quantify the implications of MoE in particular scenarios.

One way to approach these uncloneability properties, no-cloning and MoE, is by
means of quantum games. They serve as thought experiments representing idealised ver-
sions of scenarios where quantum properties apply. Very generally, we consider games
played cooperatively by multiple quantum players against a referee, which could always be
won with certainty if the players had access to a quantum operation or state that violates
no-cloning or MoE, respectively. Then, if the optimal winning probability of the game is
strictly less than 1, the game provides a concrete manifestation of uncloneability. We study
two families of uncloneability games. Both are played by two cooperating players, whom
we refer to as Bob and Charlie, against a referee, Alice. The referee has fixed actions, but
the players may undertake any actions within the constraints of the game.

The first family of uncloneability games are the monogamy-of-entanglement games.
In an MoE game, the players are allowed to prepare a shared entangled state in their, and
also the referee’s, quantum systems. Then, Bob and Charlie are isolated and may no longer
communicate. The referee makes a measurement sampled at random from some fixed set
of options, and then informs the players of the measurement basis. By using their local
quantum systems, the players each attempt to guess the referee’s measurement result. Bob
and Charlie win if both their results are equal to Alice’s. If the game were played with
only one player, for example Bob, he could share a maximally-entangled state with Al-
ice, allowing him to always guess correctly. However, because MoE guarantees that there
is no state where Alice is simultaneously maximally entangled with Bob and Charlie, the
winning probability of an MoE game may be non-trivial. The MoE game model was first
introduced by Tomamichel, Fehr, Kaniewski, and Wehner [TFKW13], where they con-
struct a game where the measurements are in the conjugate-coding bases, whose winning
probability is exponentially small in the number of bits output. MoE games fit into the
larger framework of extended nonlocal (XNL) games [JMRW 16], which extend nonlocal
games by allowing the referee’s decision predicate to be based on a quantum measurement.

The second family of uncloneability games we study are the no-cloning (NC) games.
In the simplest form of an NC game, Alice samples a question and an answer at random, and
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prepares a state as a function of them. We usually assume that, for each question, the states
for different answers are orthogonal — that is, they are distinguishable by a measurement.
Then, Alice sends the state to Bob and Charlie, who may attempt to clone it by means of an
arbitrary quantum operation. Afterwards, however, they are isolated. Alice communicates
the question to Bob and Charlie, who try to guess the answer using their local quantum
systems. They win if they both identify it correctly. As for an MoE game, either one of the
players could always guess correctly by having the channel send the shared state directly to
them. However, only the existence of a quantum cloning channel would allow the players to
win all the time at any NC game. It is possible to represent an MoE game by an NC game
by way of the duality between the two concepts. The NC form is often more useful for
applications, as it relies only on the transmission of quantum states and not the generation
of entanglement. For example, the transmitted state can be seen as a quantum encoding of
a classical message represented by the answer of the underlying NC game. If the winning
probability of the game is small, the NC game provides a way to encrypt a classical, easily
clonable, message as an uncloneable quantum state [BL.20]. On the other hand, the MoE
form tends to be more amenable for analysis.

'
—— Bob — UB ()///,,,,/——74 Bob —— UB
o - /
H? T / H’y)
P —— Alice —> U Alice ——— @
l 0 \\\\\ \
—— Charlie — Yc ¢ —————— Charlie — Yc
—
(a) TFKW MoE game. (b) TFKW NC game

Figure 1.1: The MoE and NC game versions of the TFKW game. Quantum parties
or information are indicated in black, while classical information is indicated in

gray.

A simple but instructive example of an MoE game is the original game introduced
in [TFKW13], which we refer to as the TFKW game after the authors. The structures of
the TFKW game in the MoE game form, as well as an NC game form, are illustrated in
Fig. 1.1. In its simplest form, Alice holds a one-qubit system and measures in one of two
bases: either the computational or the Hadamard basis. They show that, for any shared
state papc and measurements Bob and Charlie may make, they can only guess correctly

with probability cos? (%) ~ 85%, even when Alice provides them with a bit # indicating
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her measurement basis. Alternately, this game may be represented as an NC game; in this
version, Alice prepares a random state in either of the two bases rather than measuring.
In this game, Bob and Charlie make use of a channel ® to attempt to split the state and
preserve the information, before they learn the preparation basis. The duality ensures that
this version of the game satisfies the same winning probability bound.

We study two generalisations of the uncloneability property of the TFKW game. First,
we study NC games where the states sent generalise the computational and Hadamard
states of the TFKW game. These states are subspace coset states. A basis of subspace
coset states is indicated by a linear subspace of the finite vector space of n bits, and the
states are phased superpositions of the basis vectors of the corresponding n-qubit space
indexed by the elements of a coset of this subspace. The computational and Hadamard
bases are the trivial cases of the 0 subspace and the whole space, respectively. For an
intermediate subspace, the basis is naturally indexed by two strings which indicate the coset
representative and the phase. It was conjectured in [CLLZ21] that it is hard for Bob and
Charlie to each simultaneously guess one of these two strings, in the NC game called the
strong coset state NC game where Alice sends subspace coset states. We show this property
by adapting the proof of [TFKW 13] to this more involved context; and then generalise it by
considering leaky and robust games where Bob’s answer string leaks to Charlie, and there
is some error tolerance. These end up providing a natural example of games highlighting
uncloneability that exist beyond the purview of the extended nonlocal game model: when
there is both leakage and error-robustness, Bob might use some fraction of his answer string
to send information to Charlie.

The other generalisation we study is to demonstrate additional properties of the TFKW
game. In [TFKW13], it was shown that this game may be won optimally with an unentan-
gled strategy where the players simply send Alice a state and guess her result determinis-
tically. That is, no entanglement is able to improve Bob and Charlie’s winning probability.
We strengthen this by showing that, if Bob and Charlie win the TFKW game optimally,
they may not make use of any shared entanglement in their strategy. This provides the first
rigidity result for a monogamy-of-entanglement game. To strengthen this basic observa-
tion, we generalise the result to be error-tolerant and hold in parallel repetition, so that the
rigidity can be guaranteed from statistics observed when playing the game.

A natural way to see what is implied by uncloneability properties is to look for an
application to cryptography. This gives a concrete realisation of the property to a scenario
that is beyond the reach of the no-cloning theorem. To that end, we use the uncloneability
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games that we study to inform the construction of cryptographic scenarios, and use our
results to construct and prove properties of protocols therein. We apply the NC properties
of the subspace coset state games to uncloneable encryption, quantum key distribution, and
uncloneable bit commitment. On the other hand, we apply the rigidity of the TFKW game

to bit commitment from weak string erasure and to randomness expansion.

1.1 Outline

We now outline the structure of the remainder of the thesis. We attempt to make each chap-
ter as self-contained as possible, noting whenever we appeal to results in previous sections.

First, in Chapter 2, we provide a high-level summary of the contributions of this thesis.
The general structure of this thesis follows the order therein.

In Chapter 3, we introduce the mathematical preliminaries and notations needed,
drawn largely from algebra, representation theory, probability theory, and the theory of
error-correcting codes. As much as reasonable — and probably in a few places where it is
unreasonable — we provide proofs of the major results.

Next, in Chapter 4, we give background on quantum theory to introduce the postulates
of quantum mechanics. Then, we discuss entanglement and its consequences, such as the
no-cloning theorem; that provides a springboard to subsequently introduce the theory and
notation of quantum information, that we make use of throughout the work.

In the next chapter, Chapter 5, we discuss how to interpret the monogamy-of-entan-
glement and no-cloning properties as games, and formally introduce the structures of the
quantum games we study: MoE games and NC games. We discuss the parallel repetition
of games, and study the relationship between MoE and NC games in a general context.

In Chapter 6, we formally introduce and analyse the strong, leaky, and robust leaky
coset state games. The NC properties that come from the winning probability bounds
are given as Theorem 6.2, Theorem 6.8, and Theorem 6.11. The expressions of these
properties as entropic uncertainty relations, which is the form used in applications, are
given as Corollary 6.15 and Corollary 6.17.

Our next theory contribution, rigidity of the TFKW game, is studied in Chapter 7. This
provides the first example of rigidity for an MoE game. First we discuss the exact rigidity,
which is the most intuitive, and then build up step by step to get to the form of the rigidity
that is useful for applications. Our most general rigidity results are given by Theorem 7.11
and Theorem 7.14.
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Finally, in Chapter 8 we provide some applications of these results to cryptography.
We apply the coset state game bounds to uncloneable encryption, quantum key distribution,
and bit commitment; and we apply the rigidity of TFKW to bit commitment from weak

string erasure and to randomness expansion.



Chapter 2
Summary of Contributions

In this chapter, we summarise our contributions and the proof techniques we use to show
them, at a high level. The order here follows the structure of the thesis. First, in Sec-
tions 2.1 and 2.2, we introduce the theory contributions, i.e. winning probabilities of new
families of no-cloning games and the first rigidity result for a monogamy-of-entanglement
game, respectively. Then, we introduce applications of these results to cryptography in
Section 2.3.

2.1 Coset state games

We study a family of no-cloning games based on subspace coset states. These states gener-
alise subspace states [AC12], which are uniform superpositions of the basis vectors indexed

by a linear subspace a C 717,

(2.1.1)

=

The generalisation is attained by encrypting the subspace state with a quantum one-time
pad |a;py) = X tZ"|a) [CLLZ21, VZ21]. Alternately, this can be seen as a uniform su-
perposition over a coset ¢t + a, with phases provided by the coset of the orthogonal com-
plement ¢ + a*. Changing the coset representatives only affects the global phase of the
coset state; and, for a fixed subspace, the subspace coset states ranging over a set of coset
representatives form an orthonormal basis.

To construct a first example of a no-cloning game from coset states, we consider the
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game called the weak coset state NC game, where Alice sends a subspace coset state |at,t/>,
and Bob and Charlie have to guess both cosets (¢ + a,t + a'). This game was introduced
in [CLLZ21], wherein they show that its winning probability is subexponentially small
in n. They also introduced a more powerful game, the strong coset state NC game, that
makes full use of the two-index structure. In this game, Alice sends the same state, but
Bob needs only guess t + a and Charlie needs only guess ¢ + a*. This breaks with the
original structure of a no-cloning game, as, to win this game, Bob and Charlie need to guess
two independent pieces of information. Also, we see that this game must be easier to win
than the weak coset state NC game, as any strategy the players use in the weak game can
be adapted to one for the strong game that succeeds with equal or higher probability. It
was conjectured in [CLLZ21] that the value of the winning probability of the strong coset
state NC game is also subexponentially small in n, which they show has applications to
uncloneable decryption and copy-protection of pseudorandom functions. We provide the
first proof of this conjecture by finding an exponentially small upper bound on the winning
probability of this game.

Next, we introduce a version of the strong coset state NC game that is even easier to
win, which we call the leaky coset state NC game. This game proceeds in the same way as
the strong coset state NC game, but before Charlie makes his guess of ¢/, Bob’s guess of ¢
leaks to him. In this way, we are able to see the information that Charlie gets as messages
sent during an interaction between Alice and Bob, on which he eavesdrops. Also, we make
this game robust by allowing Bob and/or Charlie’s answers to have some small number of
error bits. We show that the winning probabilities of these games are also exponentially

small in n.

Major Theorem (informal version of Theorems 6.2, 6.8 and 6.11). The optimal winning
probabilities of the strong, leaky, and robust leaky subspace coset no-cloning games are

exponentially small in the number of qubits Alice sends.

To formalise these games, we work with a very general form of the no-cloning game
model. In this model, Bob and Charlie may receive different questions, and rather than
requiring that they both guess the question that Alice has encoded, they come up with
answers that satisfy some arbitrary decision predicate. This is a natural generalisation, as it
corresponds to a generalised version of the MoE games which still fits into the XNL game
model. However, even though the robust leaky game is only a slight variant of the leaky
game, it does not fit into this model. In this game, the leaked answer from Bob to Charlie

is allowed to be in some small neighbourhood of the string that Alice prepared. Hence,
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Bob may freely choose a small fraction of the bits of his answer. As such, the question
that is sent to Charlie is in part chosen by Bob. As the questions cannot be seen as being
simply sampled by Alice, this cannot fit into the no-cloning game model, and in fact its
entanglement-based version cannot fit in the XNL game model either. This provides an

example of a useful quantum game beyond the XNL game model.

Proof techniques. To bound the winning probabilities of the subspace coset no-cloning
games, we adapt the technique of [TFKW13]. Our approach for each game proceeds in a
few steps. First, we transform the game into an MoE-like entanglement-based variant by
making the splitting channel into a shared state with the Choi representation, so that we
might consider the winning probability as the norm of an operator, as in [BL20]. Then,
by purifying the strategy, the winning probability is the operator norm of a sum of projec-
tors over the questions. By using the overlap lemma of [TFKW13], we bound this norm
of a sum of operators as the sum of the overlaps — norms of products — of these opera-
tors. Making use of a couple simple operator inequalities, we can reduce the overlaps into
overlaps of only Alice’s operators. As the structure of Alice’s operators are given by the
definition of the game, we can work out a sufficient upper bound for this overlap. Putting
this together provides an upper bound on the winning probability of the original game.

To take the no-cloning game winning probability bounds to a form more intuitively
usable in applications, we express them as entropic uncertainty relations. Entropic un-
certainty relations, and earlier uncertainty relations beginning with [Hei27], have played
a foundational role in quantum information [WW10]. Tomamichel, Fehr, Kaniewski, and
Wehner [TFKW 13] show an entropic uncertainty relation in the same scenario as their MoE
game. We provide an entropic uncertainty relation that arises naturally from the scenario
of the leaky subspace coset NC game, allowing us to work with the full strength of the
no-cloning property in an entropy setting.

To show our relation, we generalise the min-entropy of guessing H.,i,(X|A), to what
we refer to as the sequential min-entropy, Hy,in(X|A,Y|B), which represents the uncer-
tainty of guessing X knowing A, followed by guessing Y knowing B, on the same state.
To the best of our knowledge, this is a novel concept.

For any measurement M on A used to guess X, this decomposes as the entropic

uncertainty relation

Hpin(X|M(A))p + Huin(Y'|B) > Huin(X|A,Y|B),, (2.1.2)

P|(M(A)=X)
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where pjr(4)=x) 1s the state conditioned on the guess of X being correct. A notable
distinction between such an entropic uncertainty and a more standard relation is that the
states on the two terms are different, although closely related. The winning probability of
the leaky NC game can directly be expressed as exp(—Hpm(T|AB,T'|ATC),) using a
sequential entropy, where p a7 gc is the state such that A holds the subspace a, 7" and 7"
hold the coset representatives ¢, t', and B and C' hold Bob and Charlie’s quantum systems
once they are isolated. Hence, the leaky NC property provides the entropic uncertainty
relation

Hoin(T|M(AB)),, + Hypin(T'|ATC) € Q(n). (2.1.3)

P|(M(AB)=T)

This may be compared to the MoE game-based entropic uncertainty relation that was stud-
ied in [TFKW13], Huim(X[0B), + Hun(X[0C0), > —21g[(1+27"%)/2] € O(1),
where papc is any quantum state with A = Z7, X is the result of measuring A in a
uniformly random Wiesner basis of states |2?) = H% |z1) ® -- - H"|z,,), and © is the de-
scription of the basis. The relation is found in the same way as their bound on the winning
probability of their MoE game, but is strictly weaker than that bound, since it only consid-
ers entropies with respect to the same state. This makes it too weak to provide security of
related cryptographic primitives. In fact, even in the case of the subspace coset NC game,

we similarly have
Hpin(T|M(AB)), + Huin(T'|ATC),, € O(1), (2.1.4)

using the same simple attack: half the time, Bob takes the whole state, and the other half
of the time, Charlie takes the whole state.

We can also handle the probability of approximate guessing in the robust leaky NC
game as an entropic uncertainty relation, by representing the “entropy of approximate
guessing” as an entropy of exact guessing on a modified state. Explicitly, the relation
takes the now-familiar form

Hoin(T|M(AB))y + Huin(T'|ATC) € Q(n), (2.1.5)

O|(M(AB)=T)

where o is the state modified to account for the error bit flips o = [K,, <, /o X170 XT-
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2.2 Rigidity for monogamy-of-entanglement games

We study the MoE game of [TFKW 13], where Alice measures either in the computational
or the Hadamard basis. As shown there, Bob and Charlie can win with probability at
most cos? g ~ 0.85. The TFKW game has a particularly simple optimal strategy: Bob
and Charlie share no entanglement; they just send Alice a Breidbart state |3) o |0) +
|+), that sits directly between the computational zero |0) and the Hadamard zero |+),
and always guess 0 for the measurement outcome. It is straightforward to see that, due
to the symmetries of Alice’s measurement bases under the action of the Pauli operators,
there are at least 4 optimal unentangled strategies: the Wiesner-Breidbart states |3), X|5),
Z|B), XZ|P). But the question remains: are these all the possible optimal strategies?
Particularly, are there optimal strategies where the players use entanglement? This question
is tantamount to asking about the rigidity of the TFKW game.

The idea of rigidity, first formally introduced by Mayers and Yao [MYO04], is that
certain games can be used to “self-test” quantum states: if such a game is won with high
enough probability, then the self-test property tells us that the players must hold some
quantum state, up to local isometry. More general are robust self-tests, where even a near-
optimal winning probability gives a guarantee that the state is near to this optimal one. Up
until now, the study of rigidity has been limited to nonlocal games. This area of study
grew around the CHSH game. This game, introduced by Clauser, Horne, Shimony, and
Holt [CHSH69] as a discrete-variable analogue of a Bell inequality [Bel64], was known,
even before rigidity was formalised, to self-test a maximally-entangled state on two qubits
[Tsi93]. This result was later extended to be robust [MYS12] and to hold under parallel
repetition [Col17].

The rigidity of the CHSH game has found many applications: for example it was used
to construct a protocol for quantum delegated computation [RUV13]. Other examples of
nonlocal games include the Mermin-Peres magic square game — which can always be
won and self-tests two copies of the maximally entangled state, and was used to show
MIP* = RE [JNV*21] — and more generally linear constraint games [CMMNZ20].

Our main contribution in this part is to prove the first rigidity result for a monogamy-

of-entanglement game:

Major Theorem (informal version of Theorem 7.5). The state of any optimal strategy for
the TFKW game is given as a convex combination of the unentangled optimal states |/3),
X|B), Z|B), XZ|B). This is robust and extends to multiple rounds played in parallel.
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By convex combination, we mean a superposition of tensor product states where the
components on Alice’s register are the optimal Wiesner-Breidbart states and the compo-
nents on Bob and Charlie’s register have orthogonal supports. That is, Bob and Charlie
can simultaneously distinguish which unentangled optimal state Alice receives. Note that a
similar notion of rigidity holds for some nonlocal games: for example, Mancinska, Nielsen,
and Prakash [MNP21] show that the glued magic square game self-tests a convex combi-
nation of inequivalent optimal strategies. This requirement on optimal strategies of the
TFKW game forces Bob and Charlie to not use any of their shared entanglement while
playing.

For applications, it is often necessary to extend the rigidity result to be robust and
to the scenario where games are played in parallel. This is because playing the game only
once gives essentially no information on the winning probability of the strategy used. What
Alice can do to remedy this is to get Bob and Charlie to play many games at the same time
and use that information to build up statistics about how often they win. As such, she needs
the result to be robust — a guarantee that the state is near-optimal if the winning probability
is near-optimal — as the sampling cannot quite show that the strategy is optimal. Also, she
needs the result to hold for games played in parallel, to ensure that there is nothing different
and more exotic they may do using their entanglement to win multiple games optimally.

We show that the rigidity of the TFKW game holds in this general case.

Proof techniques. We present a sum-of-squares (SOS) decomposition of the game poly-
nomial for the TFKW game. The state |¢)) of any optimal strategy is in an eigenspace of the
game polynomial in terms of the observables of that strategy, which provides a selection
of relations for the observables. There are two types of relations that come out: one allows
to exchange Bob and Charlie’s observables and the other gives that |¢)) is an eigenvector
of a particular sum of observables. In particular, these imply that each of the players’ ob-
servables must commute with respect to the state, generating a |t))-representation of Z3.
As such, we invoke the Gowers-Hatami theorem as in [Vid 18] to locally dilate the players’
space isometrically and transform this into a bona fide representation. These observables
are simultaneously diagonalisable, so the dilated shared space can be decomposed as a di-
rect sum of orthogonal subspaces on which they act as scalars. Returning to the relations
from the SOS decomposition using the dilated observables allows us to constrain where the
shared state lives in this orthogonal sum and show that the components on Alice’s space
must take the form X Z*1|3).
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We then build on this technique to show the rigidity in the robust case. Here, however,
since the winning probability is assumed to be some € > 0 smaller than optimal, the value
of each of the terms in the SOS decomposition are not zero when acting on the state, but
rather in O(e). Nevertheless, we can use the relations to get an approximate representation,
which we dilate similarly with Gowers-Hatami. Of course, this cannot give that the state
is exactly a convex combination as above, but rather that its projection onto the unwanted
subspaces is small, giving that this is O(,/2) close to an optimal state.

We show the exact rigidity for a parallel repetition of n TFKW games by extracting
many optimal strategies for a single game, assuming Bob and Charlie can guess each of
the answer bits for the repeated games with optimal probability. We show first that the
observables related to each copy of the TFKW game must act in the same way on |¢)) by
using the rigidity decomposition, and then use this as tool to show that all of the observables
commute. This induces, again with Gowers-Hatami, a representation of (Z2)" and lets us
conclude in a similar way as for the single-game case that the state must be a convex
combination of tensor products of states of the form X 7%1|53).

The most general rigidity result we prove is the robust case of the parallel repetition of
TFKW games. To generalise the exact-case method, we use a technique of [Col17] to ex-
tract sufficiently many strategies for TFKW that win near-optimally. Proceeding similarly
as before, we get that the state is O(n?,/g) away from an optimal state.

Finally, we adapt a technique of [RUV13] to be able to pass from winning statistics
Alice may observe when playing TFKW games in parallel to a guarantee on the winning
probability of a large subset of the games. Knowing upper bounds on the winning probabil-
ity of each of the games, we can use Hoeffding’s inequality to show that there is but a low
probability that the players win most games while the winning probability for too many of

them is more than ¢ away from optimal.

2.3 Applications

Quantum uncloneability has powerful implications for cryptographic scenarios by provid-
ing properties that are classically impossible. Through the study of uncloneability games,
we are able to quantitatively exhibit uncloneability properties, such as no-cloning and
monogamy-of-entanglement. As such, if we construct cryptographic protocols around the
structures of these games, the uncloneability properties serve as resources we may use to

show security of concrete instantiations.
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We present a variety of applications of the above results on uncloneability games to

cryptographic scenarios.

2.3.1 Uncloneable encryption

Uncloneable encryption as is currently understood was introduced in [BL.20], building on
earlier concepts such as the tamper-evident encryption of [Got03] and the MoE games of
[TEFKW13]. In its most general form, an uncloneable encryption scheme provides a way to
encrypt messages in such a way that they cannot be simultaneously read by two malicious
parties, Bob and Charlie, under the assumption that they are isolated once the encryption
key is released. To the best of our knowledge, it is unknown whether this is achievable
in the plain model, even if we allow computational assumptions. Uncloneable encryption
schemes in the quantum random oracle model (QROM) have been studied [BL.20] and
provide nearly optimal security; nevertheless, security in the random oracle model, even
classically, does not imply security in the plain model [CGHO04], though this relies on a
contrived counterexample. Computational assumptions have been considered: under the
assumption of post-quantum one-way functions, [AK21] show that it is possible to turn an
uncloneable encryption scheme into one with semantic security; and under the assumption
of a post-quantum public key encryption scheme, they show how to turn the scheme into a
public-key uncloneable encryption scheme. Since all these rely on the existence of unclone-
able encryption, a key open question remains concerning the existence of an “uncloneable
bit” — an optimal uncloneable encryption scheme in the plain model that encrypts one-bit
message. This is a fundamental object as any uncloneable encryption scheme implies an
uncloneable bit [BL.20, Theorem 9].

We construct and show information-theoretic security of an uncloneable encryption
scheme in a model that is slightly different from the one in which it was originally defined.
Originally, the encryption was represented by a quantum encryption of classical messages
(QECM), a protocol that encrypts classical messages as quantum ciphertexts, which can be
decrypted using only the classical encryption key [BL.20]. We extend this by replacing the
decryption algorithm by an interaction between the sender and the receiver, what we call a
quantum encryption of classical messages with interactive decryption (QECM-ID).

A QECM scheme is uncloneable if two receivers, Bob and Charlie, receive a cipher-
text, split it arbitrarily, and only get the key once they are isolated, then they can simultane-
ously learn the message with at best near-trivial probability. To adapt this to a QECM-ID
scheme, we again have two receivers, whom we call Bob and Eve, who split a ciphertext.
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To decrypt, Bob initiates an interaction with Alice. Only after this point does Bob need
to be seen as the intended recipient of the message. To avoid the trivial attack where Bob
simply gives the decrypted message to Eve, they may not communicate directly during the
interaction step — nevertheless, Eve may eavesdrop on the communication between Al-
ice and Bob. We therefore say that the encryption is uncloneable if, for any actions Bob
and Eve take, the probability that Eve guesses the message correctly once the interaction
finishes and the decryption protocol does not abort is near-trivial.

Finally, we also adapt uncloneable-indistinguishable security, which is meant to rep-
resent an uncloneablility version of chosen-plaintext attack (CPA) security. We say that a
QECM-ID is uncloneable-indistinguishable secure if, after the decryption interaction, the
probability that, simultaneously, Alice accepts the decryption and Eve distinguishes a cho-
sen message distribution from a fixed message is near trivial, i.e. half the probability of
accepting. This adapts the uncloneable-indistinguishable security of QECMs defined in
[BL20]. For a QECM, this is the property that Bob and Eve cannot simultaneously distin-
guish the encryption of a chosen message distribution from a fixed message. Intuitively,
the condition that Bob guesses correctly is replaced with the condition that Alice accepts
the decryption in order to adapt the definition to a QECM-ID. We show there is an equiv-
alence between these two definitions up to scalar multiple, which extends the property
shown in [BL20] that uncloneable security implies uncloneable-indistinguishable security
for QECMs. We also show that our construction satisfies both of these definitions sepa-
rately.

Proof techniques. To instantiate an uncloneable QECM-ID, we make use of the leaky
no-cloning property. Note that this bound implies that, if Bob is able to provide ¢ to Alice,
then with high probability Eve is unable to guess ¢’ correctly even if she learns ¢. Hence,
Alice can use the interaction to check whether Bob knows ¢. If he does, she is sure with high
probability that ¢’ has not been cloned, so she can share the message, encrypted classically

using a key that is a function of ¢'.

2.3.2 Quantum key distribution

Quantum key distribution (QKD), introduced by Bennett and Brassard [BB84], is a foun-
dationally important quantum cryptographic primitive. In its most basic form, it allows
an honest sender, Alice, to share a secret key with an honest receiver, Bob, over a public

channel without an eavesdropper Eve learning the key. Many variants of QKD that require
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only weaker assumptions on the honest parties have been proposed. In particular, device-
independent protocols, initiated by Ekert [Eke91], seek to allow QKD with few, if any,
assumptions on the behaviour of Alice and Bob’s devices. One-sided device-independent
QKD, shown in [TFKW13], allows Bob’s quantum device to be fully untrusted, relying
on a monogamy-of-entanglement game winning probability bound for security; and fully
device-independent QKD, shown by Vazirani and Vidick [VV14], allows both Alice and
Bob’s quantum devices to be untrusted, with security coming from the rigidity of a nonlocal
game. These varying assumptions allow implementations of QKD to balance practicality
and security, depending on available resources.

We show security of QKD in a model extending the one-sided device-independent
model, which we call receiver-independent QKD. In this model, Alice’s quantum device
remains fully trusted, but neither Bob’s quantum nor his classical device is trusted. How-
ever, we require that Bob’s communication be trusted: if Bob’s communication were not
trusted, any QKD scheme would be susceptible to the trivial attack where Bob sends his
final key to Eve. In this way, this model can be seen as the minimal assumption on the
receiver, hence warranting the name “receiver-independent”.

Receiver-independent QKD schemes are distinct in a number of ways. First, since any
computation Bob might want to make is inherently untrusted, he cannot be trusted to check
any property of the shared state. As such, only Alice may be given the power to abort the
protocol. In this way, the interactions between Alice and Bob take the form of a sequence
of challenges and responses. Also, the idea of correctness must be altered to account for
the fact that Bob’s classical computations are untrusted. This is because it is not possible
to be certain that Bob has access to the final key, but it is possible to be sure that his device

can compute it.

Proof techniques. We construct a receiver-independent QKD scheme using coset states,
and show its security using an error-robust generalisation of the leaky NC property. Alice
sends a coset state |a;+) to Bob. To verify that Eve does not have ¢/, Alice asks Bob to
provide ¢, acting as the parameter estimation step. If he is able to, with only small error,
then Alice issues challenges to Bob that allow her to correct her ¢’ to match the guess #'
Bob’s device claims to have, and then verify this match, which act as the error correction
and information reconciliation steps, respectively. Finally, for privacy amplification, Alice
acts on her corrected raw key with a quantum-proof strong extractor and instructs Bob to

do the same. It is worth noting that our use of an entropic uncertainty relation brings the
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security proof intuitively closer to the original proofs of QKD security than the proof of
[TFKW13], which works directly with an MoE game.

2.3.3 Bit commitment

Bit commitment is a fundamental cryptographic primitive with a variety of applications,
e.g. to zero-knowledge proofs, and to two-party computation via its association to oblivious
transfer. In commitment, a sender Alice commits to a string that a receiver Bob can only
access when Alice chooses. Ideally, the commitment should be hiding, in the sense that Bob
cannot learn the string Alice has committed until she chooses to reveal, and binding, in the
sense that Alice must reveal the same string to which she had committed. The problem is
that, without additional assumptions, bit commitment is impossible [May96, LC97, BS16],
but there are a variety of models in which it was shown to exist. For example, under
classical computational assumptions [Cha87, Nao91] (see also [Crél1]) or in the noisy
quantum storage model [KWW12]. We study two different ways to apply uncloneability
games to the problem of commitment.

First, we introduce a method to make a bit string commitment scheme uncloneable.
A problem underlying many classically-defined cryptographic primitives is that they are
inherently cloneable; if an eavesdropper Eve is able to eavesdrop on the communications
between Alice and Bob, she may be able to produce a transcript of their interactions and
hence learn the final string whenever it is revealed. This is the case for bit commitment:
in fact, the reveal step is usually represented as a public broadcast with no indication of
security against an eavesdropper. To remedy this, we define an uncloneable bit string
commitment scheme as a commitment scheme with an additional check step in between the
commit and reveal steps, where Alice verifies whether an eavesdropper has attempted to
clone the commitment. If the commitment passes this check, then an honest Alice can be
sure that only Bob will be able to open it during the reveal phase, despite a lack of prior
agreement between them. Bob may even be malicious: the only restriction needed on him
is that he does not communicate directly to Eve after the check. With this in mind, the
point in time when Alice chooses to undertake the check allows it to be run under varying
assumptions. In particular, Alice may check immediately after committing, which means
that no honest party needs to store any quantum information, but Alice needs to be sure
that Bob does not communicate privately with Eve at any point after committing. This
is more feasible for near-term quantum devices, but requires that Bob not communicate
information to Eve for a period of time between steps. On the other hand, if Alice waits
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until immediately before revealing to do the check, she may assume that Bob and Eve have
arbitrary communication after committing. The drawback is that Bob must store a quantum
state even if he is honest.

Secondly, we consider an alternate model, with two colluding receivers, and show that
that bit commitment is possible in this model. Two-prover bit commitment was studied
before in the classical context [BGKW88], where it was shown that separating the sender
into two isolated parties can be used to ensure the binding property (see also [CSST11]).
In contrast, we introduce a third party Charlie who is initially in full collusion with Bob,
but who is isolated from Bob once Alice measures. Under the assumption of a public
broadcast from Alice to Bob and Charlie, we are able to achieve bit commitment. To
the best of our knowledge, this is the first such scheme; furthermore, we show that, with
classical communication only, our model reduces to the single-receiver model — where
unconditionally secure bit commitment is impossible — meaning that we have identified a

new qualitative advantage for quantum communication in cryptography.

Proof techniques We use the leaky NC property to provide a way to turn a commit-
ment scheme into an uncloneable commitment of the above form, which works under the
same assumptions as the original commitment. In order to commit to e(t’, ), where e is
a quantum-proof strong extractor, Alice commits to r using the original commitment and
sends a coset state |a; ) to Bob. Because Bob does not know a, he has no information
about ¢’ and r has not been revealed, so the commitment is hiding. Next, to check for
cloning, Alice sends a to Bob and verifies that he can measure . Due to the leaky NC
property, this implies that Eve is only able to guess ¢’ with low probability. Finally, to
reveal, Alice reveals r and Bob queries Alice for some information about ¢’ to make sure
that their values are consistent, making the scheme binding. With a good choice of strong
extractor, this causes only a polynomial decrease in the length of the committed string and
an exponentially small change in the binding parameter.

On the other hand, to give a construction of two-receiver commitment, we make use
of the rigidity of the TFKW game. Using a reduction of Konig, Wehner, and Wullschleger
[KWW12], we first show the security of weak string erasure (WSE), which implies both bit
commitment and oblivious transfer, in this model. WSE is a cryptographic primitive that
allows the sharing of partial information between mistrustful parties, a sender Alice and a
receiver Bob. In WSE, Alice receives a random bit string = while Bob receives a substring;

Bob knows which bits of = he holds but is unable to determine the remainder, while Alice
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is unable to determine which substring Bob holds. We construct a WSE scheme whose
security is based upon the rigidity of the TFKW game. The receiver Bob prepares a state
papc shared between Alice, Bob, and Charlie, where Alice holds N € poly(n) qubits.
In the honest case, this has the form of an unentangled optimal strategy for the parallel-
repeated TFKW game. Then, Alice verifies that the state must be near an optimal state for
the TFKW game by playing the game with Bob and Charlie using N —n of her qubits. This
check fails with exponentially small probability in . On the remaining n qubits, however,
she measures in a random Wiesner-Breidbart basis, i.e. either the basis |3), X Z|3) or the
basis Z|3), X|3). Giving Bob the information about which basis she chose for these n
qubits, he may guess on average half of the bits and have no information about the rest.
This provides security against a dishonest Bob. For security against a dishonest Alice, we
note that the rigidity still gives Bob the freedom to choose the Wiesner-Breidbart state on
the register he gives to Alice. These states constitute a pair of mutually-unbiased bases.
Therefore, if Bob chooses the state randomly, this eliminates Alice’s chance of guessing
which bits he knows. The isolation requirement between Bob and Charlie is necessary to
prevent an attack where they jointly share a maximally entangled state with Alice and then
can always measure each bit in the correct basis. The requirement that Alice broadcast
publicly which n bits are used to generate the output string is to prevent an attack where
she asks Bob and Charlie to play the TFKW game on different bits, and uses Charlie’s
replies to extract information about Bob’s prepared conjugate-coding basis.

2.3.4 Randomness expansion

Randomness is a precious resource for computation and cryptography. Pseudorandom gen-
erators are functions that produce large amounts of randomness from a small random seed,
but the quality of this randomness is inherently based on a computational assumption,
e.g. the existence of one-way functions. Thus, given sufficient computational power or
time, an adversary can eventually break the scheme.

Quantum entanglement has long been known to provide an advantage in creating un-
conditionally secure randomness [Col06, AM16]. By verifying that two isolated parties
violate a Bell inequality, a verifier is able to guarantee, due to the randomness inherent in
quantum mechanics, that the players’ outputs provide intrinsic, fresh randomness. Such
schemes are able to yield exponential randomness expansion [VV12]. Further, using the
rigidity of the CHSH game, it is possible to guarantee that the randomness is secure against

side information, and thus allow composition, providing arbitrarily large randomness ex-
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pansion [CY14]. The technical difficulty with these schemes is that they require entan-
glement between isolated parties, which remains difficult to generate in sufficient quanti-
ties. Based on the experimental demonstration of a loophole-free Bell inequality violation
[HBD™15], recent work has been able to achieve a randomness expansion of 24% over a
period of 91 hours; however, the new randomness is only secure against classical and not
quantum side information [SZB*21].

Here, we give a protocol where entanglement between isolated parties is not required
in order to expand randomness. In order to achieve this, we make use of an adapted version
of the WSE protocol as described above. First, the questions Alice asks are pseudorandom
rather than uniformly random; this allows Alice to start with only a small random seed.
With polynomial overhead, we can extract statistically near-uniform randomness using the
rigidity of the TFKW game. To do this, Alice uses many of the bits to verify that the
shared state is near the state of an optimal strategy, and then extracts randomness using her
knowledge of the remainder of the state. We thus require the computational assumption
to hold during the interaction of the protocol, after which the output randomness becomes
nearly indistinguishable from uniform, even to an unbounded adversary — this concept
is called everlasting security and was previously studied in the context of quantum key
distribution [SML10] and multi-party computation [Unrl3]. Furthermore, we note that
in our model, all of the measurement settings Alice uses can be leaked as she measures,

without compromising the security or uniformity of the randomness.

Proof techniques. We use the rigidity of the TFKW game, as well as a computational
assumption on the existence of pseudorandom generators, to construct a randomness ex-
pansion scheme that is everlasting, in the sense that the output randomness is guaranteed
to be near-uniform in trace norm, as long as the computational assumption is not broken
during the execution of the protocol. As in the previous protocol, Alice interacts with a pair
of adversaries, Bob and Charlie, and they all share an adversarially-prepared state papc,
where Alice holds N € poly(n) qubits. Alice plays the TFKW game on N — n of the
qubits to verify that the shared state is near an optimal state. However, rather than choosing
the locations and questions for the TFKW game rounds uniformly at random, she chooses
them by sampling the output of a pseudorandom generator, given a random seed. Bob and
Charlie, who are assumed to be computationally bounded, have only a negligible probabil-
ity of distinguishing this from the uniformly random case, and thus this check has only a

negligibly small probability of failure. Alice measures each of the remaining n qubits in
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the basis |+i), |—4) that diagonalises the Pauli Y operator. Since this basis is mutually un-
biased with both of the Wiesner-Breidbart bases, the outcome is nearly uniformly random,
and neither Bob nor Charlie have information on what this outcome is, as long as they stay

isolated.



Chapter 3

Mathematical Preliminaries

In this chapter, we review the standard mathematical objects we need and the notations we

use to represent them.

3.1 Sets and Notation

We make use of two different set constructor notations: for usual sets of unlabelled ele-
ments, we construct them with the usual notation, such as {x;|i € I'}; and for labelled sets,
we construct them with subscript notation, such as {z; }
set, which is the set of all subsets, Z(X).

We use standard notation for the number sets: N = {1,2,3, ...} for the set of natural

ser- Foraset X, we write the power

numbers, Z for the integers, R for the real numbers, and C for the complex numbers.
To avoid confusion, we write the non-negative real numbers as [0, c0) and the positive
real numbers as (0, 00). For conciseness, we write the set of natural numbers up to n as
n] ={1,2,--- ,n}. Write Z,, = Z/nZ for the ring of integers modulo n € N. We equate
Zs and the space of one bit, and in this way see the addition as the XOR operation and the
multiplication as the AND operation.

We write the base e logarithm In and the base 2 logarithm lg. They are related by

Inz

lgr = &=,

3.1.1 Words and Groups

It is often useful to see a finite set X as an alphabet. That is, we see elements of X as

letters which are concatenated to give strings, or words. In this interpretation, we call

22



3. MATHEMATICAL PRELIMINARIES 23

elements of the Cartesian power x € X" strings of length n and write them z = z; ... 2,
for z; € X. For asubset I C [n], we define z; := z;, 2, ... z;, the string of length £, for
I = {iy,...,ix} with iy < ... < 7. The most important example is the space of n-bit

strings Z4. In this set, we also write e; for the string such that (e;); = J; ;, the Kronecker

irjo
delta, and e; = ), e;. We write the space of all bit strings Z3 = |J,-, Z%, where Z3 is
considered to contain one element, the empty string e.

We can also generate groups from words. For a finite set >, we take F, the free
group generated by Y, to be the set of words of any length in ¥ U 7! U {1}, where 1 is
an identity element and X! represents the inverses of the elements of X, subject to the
relations v = 1z = z1 and 22! = 27 ' = 1 for all z € X. The concatenation of
strings becomes the group product on FX. We can represent relations on X by elements of
F>.. In order to avoid conflation with bra-ket notation, we write the group generated by >
with relations R C FY as gen {3|R}; this is the quotient of FX by the normal subgroup

generated by R.

3.1.2 Order Approximations

It is often useful to compare the growth rates of functions N — [0, co) without having to
appeal to their exact forms. To do so, we compare the functions asymptotically up to order.
Let f,g : N — [0, 00). We define the sets O(g), o(g), and (g) as follows. First, f € O(g)
if there exists N € N and k£ > 0 such that f(n) < kg(n) for all n > N; and that f € o(g)
if this holds for all £ > 0. Next f € Q(g) if g € O(f). Write O(g(n)) = O(g) and
similar for the others. We say that f is polynomial if f € O(n™) for some m € N, that it is
negligible if f € o(1/n™) for all m € N, and that it is exponentially small if f € O(b™")
for some b > 1. Write the set of polynomial functions as poly(n) and the set of negligible

functions as negl(n)

3.2 Vector Spaces

Most of the results here are standard. Some of the proofs follow [NC10].

We assume some familiarity with linear algebra, so we don’t dwell on the basics.
A vector space V over a field [ is an abelian group under + along with a field ac-
tion ' x V' — V called scalar multiplication, where the addition on the field and the group

and the field are compatible. The set of all linear combinations of elements in a sub-
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set S C V is called the span and denoted spany S, where the subscript is omitted if the
field is evident; the span is the smallest vector subspace containing S. When obvious we
sometimes write v to denote the subspace Fv = spanp{v}. A subset S C V' is linearly de-
pendent if there exist vy, ..., v, € S,and ¢y, ..., ¢, € F notall zero such that ) . ¢;v; = 0;
else the collection is linearly independent. A maximal linearly independent subset of V' is
called a basis. Every basis of V' has the same cardinality, called the dimension of V' and
denoted dim V'. V is finite dimensional if dim V' < oo — unless otherwise indicated, we
assume any vector space we work with is finite dimensional.

3.2.1 Metrics, norms, and inner products

On many spaces, it is primordial to have a notion of distance. The most basic among these

1S a metric.

Definition 3.1 (Metric). Let X be a set. A metric is a function d : X x X — [0, 00) that
satisfies, for z,y, 2z € X,

positive-definiteness d(x,y) = 0 if and only if x = y
symmetry d(z,y) = d(y,x)

triangle inequality d(z,y) < d(x,z) + d(z,vy)

The pair (X, d) is called a metric space.

Any metric space is automatically a topological space with the topology generated by
the base of open balls B(x,¢) = {y € X|d(z,y) < e} forallz € X, e > 0.

An example of a metric that we use on multiple occasions is the Hamming distance.
This metric is defined on any set of words X" as the number of letters on which a pair of
words differs d(z,y) = |{i € [n]|x; # v}

On vector spaces, we can do more. We define norms and inner products. In general,
these can be defined on real or complex vector spaces, but for our purposes we consider
them only on complex spaces.

Definition 3.2 (Norm). Let V' be a vector space over C. A norm is a function ||-|| : V —
[0, 00), that satisfies for u,v € V and A € C,

positive-definiteness |u|| = 0 if and only if u = 0
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homogeneity ||Au| = |A|||u]]
triangle inequality ||u + v|| < |lul| + [|v]|
The pair (V, ||-||) is called a normed vector space.

Any norm on a vector space induces a metric, and so a topology, via d(z, y) := ||[x—yl||.

The canonical example is the Euclidean norm on C", that we write ||[v]| = />, [vi]%.
An interesting non-example is provided by the Hamming distance. On Z%, which is a vec-
tor space, the Hamming distance can be used to define the Hamming weight |z| = d(z,0),
the number of non-zero letters in the word. This is both positive-definite and satisfies the
triangle inequality, but it is not a norm as Z is not a C-vector space and hence homogenity
over C is impossible.

Definition 3.3 (Inner product). Let V' be a vector space over C. An inner product is a
map (-|-) : V x V — C that satisfies, for u,v,w € V and o, § € C

positive-definiteness (u|u) € [0,00) and (u|u) = 0iffu =0

conjugate symmetry (u|v) = (v|u)
right-linearity (u|av + fw) = o (ulv) + B (u|w)
The pair (V, (:|-)) is called an inner product space.

Note that we use the definition of an inner product that is more common in physics
with linearity on the right. In mathematics it is more common to see left linearity. In
our case, the inner product is nevertheless nearly linear on the left, satisfying conjugate
linearity (au + fvjw) = a (u|w) + B (v|w).

The positive-definiteness implies that the inner product is non-degenerate in the sense
that (v|u) = 0 for all v € V' if and only if u = 0.

An inner product induces a norm ||v|| := +/ (v[v), giving the inner product space the
structure of a normed vector space and therefore a topological space. An inner product
space that is complete in the topology generated by the inner product is called a Hilbert
space. In finite dimensions, every inner product space is a Hilbert space as it is always
complete in the inner product topology. We denote Hilbert spaces by script capitals, such
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as ‘H. In a complex inner product space, it is possible to express the inner product in terms

of the norm by means of the polarisation identity

3
(o) = 1 (=i)¥|u+ i, (3.2.1)

k=0

The standard inner product in C" is (ulv) = > | 4;v;. The induced norm of this is
the Euclidean norm.

In an inner product space a vector v € V' is called a unit vector if ||v|| = 1, and two
vectors u, v € V are called orthogonal if (u|v) = 0. Given a subset S C V, the orthogonal
complement S+ = {u € V| (ulv) =0V v € S}. This is always a subspace, and in finite
dimensions we have (S+)* = spanc S. For any subspace U C V, we can decompose as
the direct sum V' = U @ U*, where the direct sum & denotes that U N U+ = {0}. The
inner product structure allows us to choose a very nice basis for the space.

Definition 3.4 (Orthonormal basis). Let V' be an inner product space over C. A basis
{vitier SV is

* orthogonal if (v;|v;) = 0 forall i # j
* orthonormal if it is orthogonal and composed of unit vectors, i.e. (v;|v;) = J; ;.

Using the Gram-Schmidt orthonormalisation procedure, we can always choose an or-

thonormal basis for a Hilbert space.

3.2.2 Linear maps

We consider maps between vector spaces.

Definition 3.5 (Linear maps). Let U, V' be vector spaces over '. Amap7 : U — V is
linear if, for all u,v € U and o, B € I, T'(au + Pv) = oT'(u) + BT (v). The set of all
linear maps U — V is denoted L(U, V'), and if U =V, L(U), which is called the space of

operators on U.

For a linear map 7', we write Tu := T'(u). The rank-nullity theorem tells us that
dimker 7"+ dimim7 = dim U. The set of linear maps £(U, V') is a vector space over
F under addition (7" 4+ S)(u) = Tu + Su and scalar multiplication (a1")(u) = o(Tu).
Linear maps also satisfy a product under composition: for 7' € L(U,V) and S € L(V, W),
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their composition ST = SoT € L(U,W). In L(U), the identity operator is denoted
Iy, omitting the subscript when evident; it is the identity under composition, and the set
of invertible elements is denoted GL(U). This is a group under multiplication. The set of
linear maps U — T is called the algebraic dual and denoted U' = L(U, F).

Definition 3.6. Let V' be a finite-dimensional vector space. An operator 7' € L(V) is
diagonalisable if there exists a basis of eigenvectors {v;},., C V and a set of eigenvalues
A; € IF such that T'v; = \v;.

In finite dimensions, we represent linear maps by matrices. Let § = {u;},., be a
basis of U and v = {v;},_; be a basis of V. The matrix representation of T" € L(U, V) is
the matrix Tj_,, = (1};);es:er Where the coefficients are such that Tu; = > ; Tjivj. The
composition of linear maps becomes matrix multiplication of their matrix representations.

The matrix allows us to define an important functional.

Definition 3.7 (Trace). Let V' be a finite-dimensional vector space over [ with basis 5 =
{vi},c;- The trace is the map L(U) — T defined as

T(T) = > T (3.2.2)

The trace is a linear map, so Tr € L(U)'. A priori, the trace depends on the choice of
basis: however, this is not the case, due to the cyclic property.

Lemma 3.8 (Cyclic property of the trace). Let T € L(U,V) and S € L(V,U). Then,
Tr(ST) = Te(TS).

Using this property, we see that if M is a change-of-basis matrix J — =, the trace in

basis /3 is equal to that in basis v: Te(MTM ') = Te(MMT) = Tr(T).
Proof: Treating the choice of bases implicitly, we have that

J

Te(ST) =Y (ST)a =Y SyTi = Y (TS);; = Te(TS). (3.2.3)

i
[

The norm of a normed vector space induces a norm on the linear maps.
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Definition 3.9 (Operator norm). Let U, V' be normed vector spaces and 7' € L(U, V). The

operator norm of T' is
1T} = sup {||Tull|u € U, [[ul] = 1} . (324

A linear map 7' € L(U, V') that preserves the norm — ||Tu|| = ||ul| for all u € U —
is called an isometry. Every isometry is injective and has operator norm 1, but not every
injective and/or norm 1 operator is an isometry. Write the set of isometries U(U, V) C
L(U,V).

We note some important properties of the operator norm. First, for u € U and T' €
LUV), |Tul| < || T|||w||. Similarly, for T" € L(U,V) and S € L(V,W), ||ST| <
IS

Now, we consider linear maps on inner product spaces.

Definition 3.10 (Adjoint). Let U, V' be finite-dimensional inner product spaces and let 7" €
L(U,V). The adjoint of T is the unique map 7" € L(V,U) such that, for all u € U and
velV,

(u|TT) = (Tulv). (3.2.5)

The adjoint is a conjugate-linear map £(U,V) — L(V,U), and satisfies (ST)! =
TTST and (TT)" = T'. For the matrix representation with respect to orthonormal bases, the
adjoint becomes the conjugate transpose (17);; = T';.

The adjoint interacts with the operator norm in an important way via the C* iden-
tity | TTH| = || T

Finally, we can use this to construct an inner product on linear maps, the Hilbert-
Schmidt inner product (T, S) — Tr(T1S). For a linear map between linear maps ®, we

make use of the adjoint ®' with respect to this inner product.

3.2.2.1 Normal operators

Now, we focus on a class of operators that is well-behaved with respect to the adjoint. Fix

V' a finite-dimensional inner product space.

Definition 3.11 (Normal, hermitian, and unitary operators). An operator 7' € L(V) is
called normal if TTT = T'T. T is called hermitian (or self-adjoint) if T = T and unitary
if 7T =771,
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Note that both hermitian operators and unitary operators are normal. We write the set

of unitary operators I/ (1), and see that it is a subgroup of GL(V).

Lemma 3.12 (Characterisation of unitaries). For an operator U € L(V), the following are

equivalent:
(1) U is unitary.
(i1) U is an isometry.
(iii) Forall u,v € V, (Uu|Uv) = (u|v).
(iv) U sends orthonormal bases to orthonormal bases.

(v) U sends a fixed orthonormal basis to an orthonormal basis.

Proof: | (i)=-(ii) | This is immediate as |Uv||? = (Uv|Uv) = (u|UTUv) = (v|v) = |jv||*

(i1)=-(ii1) | This follows from the polarisation identity:

3 3
1
_1 Nk kN2 N ko112
(Uu|Uv) = 1> (=) |U(u + i*v)|* = ZZH) lu+ > = (ulv).  (3.2.6)
k=0 k=0
(ii1))=-(iv) | Direct since inner products are preserved.
(iv)=(v) | Direct as it is a special case
(v)=-(1) | Let {v; };cs be the fixed orthonormal basis. Then, {Uv;} is an orthonormal

basis, so (Uv;|U Uj> = 0;,;. Thus, as any vector can be expressed in the basis, that means

(Uu|Uv) = (u|UTUv) = (u|v) for all u,v € V. By non-degeneracy of the inner product,
we get UTU = 1. As GL(V) is a group, this means UT = U1, |

Next, any operator 7" € L(H) can be written as a linear combination of hermitian
operators as I’ = T+TTT + ZTE—ZTT An important class of hermitian operators are the positive

operators.

Definition 3.13. An operator P € L(V) is positive (semidefinite) if, for all v € V,
(v|Pv) > 0. We write the set of positive operators P (V).

We also write P > 0 to denote P € P (V). We see that sums of positive operators are
positive, and positive scalar multiples of positive operators are positive. The product of any
linear map and its adjoint is positive. Also, positive operators are hermitian: for P > 0,
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we have (v|Pv) = (Pv|v) = (v|P™v) since it is real, which gives by polarisation identity
and nondegeneracy of the inner product that P = P. Hence, positive operators provide
a partial order on the hermitian operators, defined as S > T'if S — T € P(V). Finally,
we see that the operator norm ||7'|| > T, and hence 7" may be written as the difference of
positive operators T = || T|| — (|| T|| — 7).

Definition 3.14. A hermitian operator P € L(V) is a projector if P? = P.

Because it is hermitian, we see that is also positive. Projectors correspond exactly to
linear subspaces of V.

Lemma 3.15. P € L(V) is a projector if and only if there exists a subspace U C V such

that P acts as identity on U and as 0 on its orthogonal complement.

This tells also us that any projector is diagonalisable with eigenvalues 1 and/or 0. Note
that if P is the projector onto U, I — P is the projector onto U~.
Proof of Lemma 3.15: Let P be a projector. Note that any eigenvalue of P must satisfy
A =) soX=0or )\ =1 Now, let U = {v € V|Pv = v}; this is the 1-eigenspace,
and it may be the 0 subspace. Consider v € U~*. For any u € U we have that (u|Pv) =
(Pu|v) = (u|v) = 0, and so Pv € U*. On the other hand, P(Pv) = P?v = Pu, and so
PveU.AsUNU* =0, we have Pv = 0, and so U~ is the O-eigenspace. Thus, U fully
characterises P.

On the other hand, consider P the map such that Pu = u for v € U and Pw = 0 for
w € U*. As any vector v € V can be decomposed uniquely as v = u + w for some u € U

and w € U+, it is direct to see that P is in fact a projector. |
3.2.2.2 Diagonalisation and decomposition

Normal operators are easily diagonalisable.

Theorem 3.16 (Spectral theorem). Let 7" € £(V') be a normal operator. Then, 7" is diago-
nalisable with an orthonormal basis of eigenvectors.

We can express the spectral theorem by means of projectors. Let A C C be the set
eigenvalues of 7" and for each A € A, let P, be the projector onto the A-eigenspace. We
can write

T =Y AP (3.2.7)
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An important consequence of the diagonalisation is that the norm of a normal operator
is simply the largest among the moduli of its eigenvalues.
Proof of Theorem 3.16: We proceed by induction on the dimension of V. If dimV = 1,
then every operator is diagonal so we are done. For dim V' > 1, we can pick an eigenvalue
A of T" (just by picking a root of the characteristic polynomial). Let P be the projector onto
the A-eigenspace V), and write () = I — P. We decompose

T=(P+Q)T(P+Q)=PTP+PTQ+ QTP+ QTQ. (3.2.8)

First, for any v € V, Pv € V) and hence PT Pv = AP?v = \Pv, giving PTP = \P.
Similarly, QTP = AQ P = 0. To see that PT'() = 0 also, we note first that for any v € V),
TTiv = T'Tv = XTTv, and so T preserves V. Hence, as the image of TP is in Vj,
QTTP = 0. Taking the adjoint gives PT'Q = 0. As such T' = AP + QTQ. To finish, we
want to use the induction hypothesis to diagonalise ()7'Q), as it is an operator on V), that

has dimension strictly smaller than V. It remains to show that Q7'Q) is normal. In fact,
knowing that PT'(Q) = QTP = 0,

QTQ(QTQ)" = QTQT'Q = QT(P + Q)T'Q = QTT'Q = QT'TQ = (QTQ)'QTQ,
(3.2.9)

which completes the proof. |

Now, we can deduce some important properties of normal operators.

Corollary 3.17. Let 7, S € P(V) be commuting (7'S = ST') normal operators. Then,

they are diagonalisable with the same orthonormal basis.

By induction, this extends to any finite number of pairwise commuting operators.
When discussing commutation of operators, we often make use of the commutator [T, S] :=
TS — ST.

Proof: Let A C C be the set of eigenvalues of 7" and, for each A € A, let V), C V be the
A-eigenspace. Let v € V). Then,

TSv = STv = \Swv, (3.2.10)

giving that S preserves the eigenspaces of 7. Thus, S can be restricted to a map V), — V.

As its adjoint can be restricted by projecting onto V), .S is normal on V), and hence it can
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be diagonalised on it. Taking the union of the bases over all A € A, we have an

orthonormal basis on which both 7" and S are diagonal. |
Corollary 3.18. Let 7' € L(V).

(i) If T is hermitian, its eigenvalues are real.

(i1) If T is unitary, its eigenvalues have modulus 1.

(iii) If T is positive, its eigenvalues are contained in [0, 00). 7" has a unique positive square

root /7.
Proof:

(i) Let X be an eigenvalue of 7', and let v be an eigenvector. By the spectral decomposi-

tion, \v = Tv = TTv = \v, giving that )\ is real.

(i) Let X be an eigenvalue of 7" with an eigenvector v. Using the spectral decomposition,
v="TITv = |\*v,s0 |\ = 1.

(ii1) Since 7' is positive, every eigenvalue is real. Let A be an eigenvalue with unit eigen-
vector v. We have that 0 < (v|Pv) = .

To find the square root, consider the spectral decomposition 7' = > *, AP. It is direct
to see that for P = ), VAP, P is positive and P2 = T, so P is a positive square
root of 7. Now, let Q be a positive square root of 7. As QT = Q> = T(Q, they
are diagonalisable on the same orthonormal basis. Let A\ be an eigenvalue of () with
eigenvector v. Then, Tv = Q*v = A\?v, giving that every eigenvalue of () is the
square root of an eigenvalue of P with the same eigenspace. As such, () = P and so

the square root is unique.

Using the square root, we define the absolute value of an operator 7' € L(V'), as the
positive operator |T'| = VTTT.
We end the section with decompositions of general operators.

Theorem 3.19 (Polar decomposition). Let 7 € L£(V'). There exist a unitary U € U(V)
and a positive P € P(V) such that 7' = U P.



3. MATHEMATICAL PRELIMINARIES 33

Proof: Let P = |T'|, and let {v;} be an eigenbasis of P with eigenvalues \;. For \; # 0,
let u; = )\%T"Ui. Note that the u; are orthonormal as (u;|u;) = % = 0; ;. Now, we
can extend the set {u;} to an orthonormal basis, and associate each of the added vectors to
an ¢ such that \; = 0. Then, define U as the linear map that sends v; to u;. By definition,

U is unitary, and U Pv; = \;\Uv; = \ju; = Tv;, 0T = UP. [ |

Corollary 3.20 (Singular-value decomposition). Let 7' € L(V,W). There exist orthonor-
mal bases {v;} of V and {w; } of W and positive numbers \; € [0, o) such that T'v; = A\w;.

Proof: By rank-nullity, we know that dim (ker T)L = dimim 7, so T can be seen as an
operator on a space of that dimension. Using the polar decomposition, write 7' = U P. Let
{v;} be an eigenbasis of P be with eigenvalues \;. Then, taking w; = Uv;,

Tv; = \;Uv; = M\w;. Finally, we extend {v; } to an orthonormal basis of V, take A\; = 0
for those additional elements, and then extend {w;} to an orthonormal basis of V. |

3.2.3 Tensor products

This section follows [Ash02, NC10].
An immensely important construction for quantum theory is the tensor product, that

provides, in a sense, a product of vector spaces.

Definition 3.21 (Tensor product). Let U, V' be vector spaces over . The tensor product
U ®V is defined as follows. Let F' be the [F-vector space with basis U x V', and let G C F
be the subspace spanned by (u+ aw, v)— (u,v) —a(w, v) and (u, v+ax) — (u,v) —a(u, x)
forall u,w € U,v,z € V,and a € F. Define U ® V = F/G. The class of a basic element

(u,v) € F is called a pure tensor and written u ® v.

Note that, in general, the tensor product depends on the choice of field (or ring) with
respect to which it is taken, but we need not worry about that because all our tensor products
are with respect to C. Every element of the tensor product is a linear combination of the
pure tensors. The tensor product is associative in the sense that U (VW) = (URQV )W
and distributes on the direct sum in the sense that U @ (V@& W)= (U V) ® (U @ W),
which we often use implicitly. We also have F @ V = V @ F = V. There is also an
isomorphism U ® V' = V ® U, but we don’t see the tensor product as commutative, since
onU ®@U,atensoru @ v # v ® u.

The tensor product of two inner product spaces U ® V' can be made into an inner prod-

uct space by taking the inner product of pure tensors to be (u ® v|w ® x) := (u|w)v|x)
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and extending using the linearity. Hence, if {u;},.; C U and {v;},_, C V are orthonormal

bases, {u; ® v;} is an orthonormal basis of U ® V.

i,J)eIxJ

Theorem 3.22. Let U, V' be finite-dimensional inner product spaces, U @ V' = L(U, V).

Proof: Let {u; ® v,} (i.j)e1x e an orthonormal basis of U @ V. Take

¢:U®V — L(U,V) to be the linear map such that ®(u; ® v;)u = (u;|u) v;. We need to
show ker ® = 0 and im ® = L(U, V). Letw = }_; ; ¢;ju; ® v; € ker @. Then,

0= ®(w)u; = ), cijv; for all 4, so all the coefficients ¢;; = 0, giving w = 0. Also, let

T € L(U,V). Consider the matrix representation 7} (.} and let w = Z” Tjiu; ® v;j.
Then, ®(w)u; = Zj Tjv; = Tu;, s0 T € im ®. Thus, @ is an isomorphism. [ |

Note that the isomorphism we consider is not quite the same as the natural isomor-
phism U’ ® V' = L(U, V), and hence requires a basis-dependent map. However, it makes
the Schmidt decomposition below more straightforward.

Proposition 3.23 (Schmidt decomposition). Let U, V' be finite-dimensional inner product
spaces and let w € U ® V. Let d = min{dim U, dim V'}. There exist orthonormal bases
{u }4mY C U and {v;}30YV C Vandp; > Ofori = 1,...,d such that Y, p; = (w|w)
and

d
w=> " /pit; ;. (3.2.11)
=1

Proof: Consider the isomorphism ® of the previous theorem. Then, as ®(w) € L(U,V),
we can apply the singular-value decomposition Corollary 3.20 and find orthonormal bases
{u; }4mU C U and {v;}&Y C V and \; > 0 such that ®(w)u; = A\v;. Let p; = A\? and
take w' = Zle \/Piti; @ v;, where the complex conjugate is with respect to the basis with
respect to which ® was defined. We see that ®(w')u; = A\;jv;, so ®(w) = ¢(w') and

hence w = w'. [ |
We can also consider the tensor product of linear maps.

Definition 3.24. Let 7' € L(U, W) and S € L(V, X). The tensor product of maps T ® S €
LU @V, W @ X) is the map defined on pure tensors as

(T ® S)(u®v) =Tu® Sv, (3.2.12)

and extended linearly.
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The tensor product behaves well with respect to both the operator norm and the trace:
|7 @ S|| = ||T]|||S|| (which follows from the diagonalisation of 77" ® STS) and Tr(T ®
S) = Tr(T) Tr(S). An important tensor product of linear maps is the partial trace: Try :
LU)® L(V) — L(U) is defined as idy ® Tr. The partial trace extends directly to any
number of tensor factors.

In the matrix representation, the tensor product becomes the Kronecker product. For
matrices A = (A;;); ; and B, the Kronecker product is the block matrix A® B = (A;;B); ;.
Similarly to the tensor product, this is associative but not commutative.

3.3 Group Representations

Throughout this section, let GG be a finite group.

3.3.1 Representation theory of finite groups

This section uses [Ser77, Wei03].

First, we introduce the basics of group representation theory.

Definition 3.25. Let V' be a finite-dimensional inner product space over C. Then, a repre-

sentation of G is a homomorphism into the invertible operators of 1/
0:G—GL(V). (3.3.1)

Take two representations o; : G — GL(V;), i = 1,2. An intertwining operator is a
linear map T : V; — V5 such that T'o1(g) = 02(g)T for all ¢ € G. The representations
are said to be equivalent if there exists an invertible intertwining operator. We often write
dy :=dim V.

Remark. Any representation is equivalent to a unitary representation. By changing the
inner product on the space to (¢[Y)) — > . (0(g)d|o(g)), it becomes invariant under
the action of G. So, pis equivalenttoa ¢’ : G — U(V).

Definition 3.26. A representation o : G — GL(V) is irreducible if the only subspaces

of V that are invariant under the action of GG are the trivial ones, 0 and V itself.

Write Irr(G) for a set of representatives of the equivalence classes of the irreducible
representations — without loss of generality, we can choose these representations to be

unitary. A fundamental result on irreducible representations is Schur’s lemma.
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Lemma 3.27 (Schur). Let g; : G — GL(V;), i = 1, 2, be irreducible representations.
1. Any non-zero intertwining operator 7' : V; — V5 is invertible.
2. If o1 = 09, then every intertwining operator is a constant multiple of the identity.
Proof:

1. Let T' be a non-zero intertwining operator and let v € kerT. Since Tpi(g)v =
p2(g)Tv = 0, ker T is invariant under the action of G. As kerT" # Vj and p; is
irreducible, ker T" = 0 so T is injective. Conversely, if w € imT’, then w = T'v for
some v € V1, 50 p2(g)w = Tp1(g)v € im T, so im T is invariant under G. As such,

as im 7T # 0 and py is irreducible, im T = V5, so T is also surjective.

2. Let T : Vi3 — Vj be an intertwining operator. As it is a linear map, it has an eigen-
value . Thus, 7' — Al is an intertwining operator. As this has a zero, it must be zero

everywhere, giving 7' = AL
[ |

Corollary 3.28. The image of a central element by an irreducible representation is a mul-

tiple of identity. Every irreducible representation of an abelian group is one-dimensional.

Proof: Let g € Z(G) the centre. Then, the operator o(g) is intertwining, so it is a multiple
of identity. For an abelian group, G = Z((G), so all the elements are multiples of identity.
In order that there be no non-trivial subspace invariant under the action on G, the

dimension of the representation must be one. [
Definition 3.29.

* A function f : G — C is called a class function if it is constant on all the conjugacy
classes, i.e. f(hgh™') = f(g) forall g,h € G.

* A character of GG is a function x : G — C such that y = Tr o~y for some representa-
tion v of G.

First, due to the cyclicity of the trace, equivalent representations have the same char-
acter. This also tells us that characters are class functions. Next, we show the classic
result of representation theory that the characters of the irreducible representations form
an orthonormal basis of the space of class functions, under the inner product (f'|f) =

ﬁ > gec '(9)f(g). Schur’s lemma helps us show the orthogonality.
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Lemma 3.30 (Orthogonality of characters). Let x, x’ : G — C be characters. Then,

> X(9)x(g) = Gloy (3.3.2)

geG

Proof: Let y and x’ be the characters of ¢ and ¢, respectively, where we may choose the
representations to be unitary and that, if Yy = x/, then o = ¢’. Now, for any linear map
X :V = V', we define X = > g 0'(9)"X o(g). By construction, this is an intertwining
operator. Consider first the case y # x’. Then, by Schur’s lemma, X = 0. Now, fixing
orthonormal bases {u;} of V and {v;} of V', let E be the map with matrix representation
Ej., = 6;#6;;. We have that

=2 By =2 > (@Bl )y =3 > d@uelg)y = D x'(a)

1,J 9€G 1,505 geG 1, geG

(3.3.3)

Now, for the case y = X/, we have that X = M, where, taking the trace, A = LZ—C:' Tr(X).

Thus, using the same construction,

Gl =Y E7 =Y x(9)x(9). (33.4)
1,J

geG
[

To show that the characters also span the class functions, we need the full strength of

Maschke’s theorem.

Theorem 3.31 (Maschke). Every representation is equivalent to a direct sum of irreducible

representations.

Proof: We prove this by showing that any representation that is not irreducible can be
written as a direct sum of two nontrivial representations, which can then be continued
recursively. If o : G — U(V') is reducible, there is a nontrivial subspace U that is closed
under the action on G. Let IT : V' — V be a projector onto U. Defining

P = \_c1:| > g 0(g)lo(g), we have that P acts on U as II, and it is intertwining so ker P
is closed under the action of G. So V' = ker P & im P = ker P @ U is a decomposition of
V into representations of smaller dimension. |

Now, suppose that the irreducible characters do not form a basis. Then there exists a
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nonzero class function f : G — C that is orthogonal to all of them: >~ ., f(g)x(g) = 0.
Consider the operator 7' = > ., f(g)o(g), where g is the irreducible representation for
which y is the character. Because f is a class function, this is intertwining, and hence
T = M. But TrT = 0, so T = 0. By Maschke’s theorem, this holds for the character
of every representation. Consider the regular representation o : G — U(V'), where V is

spanned by orthonormal e, for all g € G, defined by o(g)ej, = egy,. Then,

0=>_flg)elg)er = f(9)e,, (33.5)

zeG geG

so f = 0. We see that the irreducible characters form a basis of the class functions.

This allows us to derive a useful relation. Consider the function f : G — C defined
f(g) = 9,1, which is a class function as {1} is a conjugacy class. It has an expansion in
the characters f = > a,x, and by orthonormality we have |Gla, = >_ . f(9)x(g9) =
X(1) = d. Thus, for g € G, we have |G[0g,1 = >_. ) 4y Tr(7(9))-

3.3.2 Approximate representation theory

We now discuss the theory of approximate representations, which hinges on a result of
Gowers and Hatami [GH17].

Definition 3.32. Let V' and W be finite-dimensional inner product spaces and let ¢ €
V @ W. For e > 0, an (g, 1)-representation of G is amap f : G — U(V') such that, for
every h € G,

ﬁ SO F() — Flgh)el? < & (3.3.6)

geG

Note that, in the above definition, we implicitly consider f(g) as acting on V' ® W as
f(g) ® Ly . The following theorem characterises how close an approximate representation

is to a true representation.

Theorem 3.33 (Gowers-Hatami). Let f : G — U(V) be a (e, ¢)-representation, where
e > 0and ¢ € V ® W. Then, there exists a finite-dimensional inner product space '/, an
isometry U : V' — V’, and a representation ¢ : G — U(V") such that, for any g € G,

[(Uf(g) —o(g)U)¢| <e. (3.3.7)
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Note that the above definition and theorem have a slightly different form from how
they were presented in previous work [Vid18, CMMN20].

The proof given here is almost identical to the proof of [Vid18], which uses the notion
of the Fourier transform of a function acting on a group. Given a function f : G — L(V)
for V' a C-vector space, the Fourier transform is the map [ Irr(G) — L (V QP eIt (G) Vq,)
defined as

F0) = =3 flg) ©g). (33.8)

It is straightforward to check, using the orthogonality of the characters, that the inverse

transform is

o) =3 d, T (v ©1(9)) (7). (339

~velrr(G)

Proof of Proof of Theorem 3.33: First, we construct the necessary objects. The dilated

space is
@ Ve,V (3.3.10)
~elrr(G
and the representation is taken to be
P 101, @1(x), (3.3.11)
~yelrr(G)

where the complex conjugate on V/, is taken with respect to a fixed basis {e; }ic[a,). Then,

we take the isometry to be

@ \/_Zf (v ® ey;) ® €y (3.3.12)

~v€Elrr(Q)
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This is in fact an isometry as

IUv]* = Z dy Z N @ ey )lf ()0 @ er)) (erales)

~yElrr(G 1,5=1

=) d Z (@ e ) f(7) (0 @ er))

yelm(@)

| 12 Z VZ (@) £(R)0) (v(g)eqilv(h)ess) (33.13)

9,heCG velrr(G
| | Z v) Y dyTe(y(g7'h)
g,heG yelr(G)
@l Z Ogh = @l Z 1f(g)vll* = [lo]*.
g,heG g,heG

Thus, with a similarly long equation we may simplify

(u|UTo(g Z d, Z N @ ex ) (0@ ey ) (eyilv(g)ey )
~elr(G i,j=1
1
:|G_|2 Z u|f h/ Z d Z €,H|’y eﬂ/j> <@%j|fy<g)T€%i>
h.h'eG ~elm(@) =1
1 o
C Y ) ¥ 4T
h.h'eG ’yelrr(G)
1
=G D (f(h)ul f(h)v) nng = \G|Z Byl f(hg)v
h,W €G =
(3.3.14)

which gives UTo(9)U = & e f(h)' f(hg). Noting that

1(£(9)f(h) = flgh)wl* = 2 (¥|v) — 2Re (L[ f(R)'f(9)' f(gh)¥) (3.3.15)
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we can use the above and the hypothesis to get

(U f(g) — o(g)U)0|1> =2 (¥[v) — 2Re (| f(9)'UT0(9)Uv)

_ 1 — 9Re et
—,G|];(2<w|w> 2Re (WIf(0) T (W) T (ho)0)) oo
= G I (0) = Fba) ) < =
heG
which completes the proof. [

3.4 Semi-pre-C*-algebras

In this section, we give a rapid tour of some of the aspects of C*-algebra theory. Ideas from
(C*-algebras are used in this work to phrase rigidity of games as an abstract noncommutative
polynomial inequality. We proceed from semi-pre-C*-algebras, following [Ozal3]. We

also cite [BOOS8] as an important resource.

Definition 3.34. A unital x-algebra is a unital algebra A over C equipped with an involu-
tion z — z* such that

e 1" =1
e (zy)* =y*z*forallz,y € A
o Az +y) = z*+y* forallz,y € Aand )\ € C.

The involution generalises the adjoint of linear maps. It is also possible to define *-
algebras over R, but we will not do that here. To simplify notation, we do not distinguish
between C and the copy C1 of it in A. For a set S C A, we write genf(S) for the *-
subalgebra generated by S. Finally, we will refer to the R-subspace A, = {x € A|z = x*}

of hermitian elements.

Definition 3.35. Let A be a unital x-algebra. A subset A, C A}, is a x-positive cone if
* Ry C Ay
e Ma+be A, foralla,be A, and A > 0

e r*ar € A, foralla € A, and x € A.
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The *-positive cone generalises the positive operators on a Hilbert space. In the same
way, A, induces an order on A;, where we say a > bifa —b € A,.

There is always a minimal cone composed of the sums-of-squares

AL =Y2A = {i ;T
i=1

nGN;xl,...,xneA}. (3.4.1)

Definition 3.36. An element x € A is called bounded if there exists B > 0 such that
x*r < R; denote the set of bounded elements A;. A x-algebra A endowed with a x-positive

cone A, is called a semi-pre-C*-algebra if every element is bounded, A = A,.
In a semi-pre-C*-algebra A, we simply call A, the cone.
Lemma 3.37. Let A be a -algebra with *-positive cone A. If S C A,, then gen(S) C Ay.

It follows that A, is a x-subalgebra of A, and that A is a semi-pre-C* algebra if and
only if it has a set of bounded generators.
Proof: We need to show that boundedness is preserved under linear combinations,
products, and the involution. Let o € C and =,y € A bounded. There exist R, .S > 0 such
that vz < R and y*y < S. First, we get (ax)*(az) = |a*z*z < |a|?R. Next, as
(x —y)*(r —y) > 0, we have z*z + y*y > x*y + y*r and therefore
(x+y)(z+y) <2(x*x+y*y) < 2(R+ S). Thus boundedness is preserved under linear
combinations. Also, (zy)*zry < y*x*zry < y*Ry < RS, so boundedness is preserved
under the product. Finally, 0 < (R — xz*)? = R? — 2Rzx* + z(2*z)x* < R? — Raa”,
giving xx* < R as well. |

As noted above, the canonical example of a semi-pre-C*-algebra is the set of bounded
operators on a Hilbert space B(# ). The involution is provided by the adjoint and the pos-
itive cone is provided by the positive bounded operators. For a finite-dimensional Hilbert
space, these are all the operators £L(H) = B(H).

Definition 3.38. A x-representation of a semi-pre-C*-algebra A is an algebra homomor-
phism 7 : A — B(H), where H is a Hilbert space, such that 7(A,) C P(H) and
m(x*) = w(x)! forall z € A.

Example 3.39. An important example of a semi-pre-C*-algebra is the full group algebra.
Let I be a discrete group. The group algebra is C[I'], the set of finitely-supported functions
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I' — C; we express € C[I'] as a linear combination z = > - x(g)g. The product on
C[I'] is given by convolutions zy = >__,cr 2(9)y(h)gh = > cr (X per z(R)y(g7"h)) g,
and the involution by ¢* = ¢!, which makes this into a *-algebra. To get the full group
semi-pre-C*-algebra, we can define the cone to be the sums of squares C[T'], = 22C[I].
With this cone, every unitary representation of I' sends positive elements to positive oper-
ators. Since the group elements generate C[I'], it suffices to show that they are bounded,
which we see by g*g = 1.

The *-representations of the algebra C[I'] are the unitary representations of the group I".

Finally, we give a construction that allows us to construct new algebras.

Definition 3.40. Let A and B be semi-pre-C*-algebras. The max-tensor product is the
algebra A®@™** B = A® B, the algebraic tensor product, with involution (a®b)* = a*® b*

and cone generated by the tensors of positive elements

k
(AR™ B), = {Zx:‘(az ®b))xi|k € Nja; € Ay b € Byyjo, € A® B}- (3.4.2)
=1

For a finite-dimensional Hilbert space #, the algebra L(H) ®™** A is referred to as
the matrix algebra over A as the elements can be represented as A-valued matrices. On

group algebras, the max-tensor acts as the Cartesian product. For discrete groups I' and H,
Cl' x H] = C[I'| @™ C[H], (3.4.3)

which can be directly seen by using the isomorphism (g, h) — g ® h.
The algebra we work with will be the matrix algebra over a tensor of group algebras.

3.5 Probability

In this section, we present the standard definitions and results that we use in probability
theory. We cite [Rén70] as an important reference.

Definition 3.41. Let X be a set, called the sample space, ¥ C (X ) be a set of subsets
of X (containing & and X, and closed under complement and countable unions), called
the event space. A function 7 : . — [0, 1] is called a probability distribution on X if
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7(X) = 1 and, for any countable collection of disjoint sets 2y, €s,... € .7,

7r<© Q) - iw(m). (3.5.1)

We only consider probability distributions on finite sets, so we do not need the full
strength of this definition. In this case, we can take the event space to be the whole of
(X)) and see that m(2) = >, m({z}) for any event 2 C X. As such, we consider any
probability distribution on a finite set as a map 7 : X — [0, 1] satisfying > _ 7(z) = 1,
which is linked to the general definition via 7(x) = 7({x}).

When the probability distribution is implicit, we often write Pr[Q2] := 7(12) for an
event 2. The conditional probability of an event {2 conditioned on an event €2’ is

Pr[Q N Q]

PHOIY) = —5re

(3.5.2)
This represents the probability that €2 occurs once €2 has already occurred. Two events 2
and ()’ are independent if Pr[QN QY] = Pr[Q2] Pr[]. In that case, the probability of 2 does
not change when conditioned on €Y',

For a function f : X — V, where V is a vector space over R or C, we write the

expectation value with respect to 7 as

K f@) =Y (@) f(x). (3.5.3)

T zeX

An important probability distribution defined on any finite set is the uniform distribu-

tion, uy(x) = ﬁ Write the expectation value with respect to uy as [{, . -

Definition 3.42. A (finite) random variable on a set X is a function I' : A — X, where
A is the finite sample space of a probability distribution. For x € X, the probability that

I'=uxzis
PrI' = 2] = Pr[{a € A|l'(a) = z}]. (3.54)

For a random variable I' : A — X and a function f : X — Y, we write f(I") for the
random variable f o' : A — Y. For two random variables, ' : A — X and A: A —» Y,
the pair (I, A) is a random variable A — X X Y. As such, arbitrary functions of arbitrarily
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many random variables on the same (finite) sample space give rise to random variables.
When working with random variables, we can avoid reference to the sample space and
simply use the probability of the outputs.

If I' is a random variable on X C V a vector space, the expectation value of I" is

ET =Y aPr[l =a]. (3.5.5)

zeX

Two random variables I'; A on X and Y, respectively, are said to be independent if,
forany x € X and y € Y, the probability Pr[I' = 2 A A = y| = Pr[I' = 2] Pr[A = y].

Theorem 3.43 (Markov’s inequality). Let I" be a random variable on [0, c0). Then, for
all e > 0,

Er

Proof: Consider the random variable A on [0, 00) defined as A = 0if ' < e and A = ¢ if
I' > e. Then, A <T, so
ET > EA = ePr[T > €. (3.5.7)

Dividing by ¢ gives the result. |

3.5.1 Hoeffding’s inequality

Hoeffding’s inequality provides an exponential bound on the probability that a sum of
independent random variables deviates from its expectation value. We make use of this
bound on multiple occasions. The proofs given here are based on the original paper of
Hoeffding [Hoe63].

Lemma 3.44 (Hoeftding’s lemma). Let I" be a random variable on [a,b]. Then, for any
s> 0,

EesT-ED) < o552 (b-a)? (3.5.8)

The proof relies on the convexity of the exponential function. A function f : V —

R, where V is a real vector space, is called convex if, for all u,v € V and p € [0, 1],
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flpu+ (1 —p)v) < pf(z)+ (1 —p)f(v). By using convexity recursively, we get Jensen'’s

inequality f(>_, pivi) <> . pif(v;) forv; € V and p; € [0,1] such that ) . p;, = 1.
Proof: We can replace I' with I' — [EI', and similarly for the bounds, and hence suppose

that ET" = 0. Next, by convexity of the exponential, 5% < (b=2) eSZfL(la*m)ESb , and so
sa sb sa sb
EeT < (b—EDN)e* + (EI' — a)e _ bes® — ae _ JGst-a) (3.5.9)

- b—a b—a

b—a b—a b—a b—ae®

_a_ b )
where f(z) = In{ j eb-a” — Leb—a””>. Differentiating, we have f'(z) = 4 1=¢" and

(%) =y ( (ac+11n EOWOL Then, using Taylor series, there exists some ¢ € R such that
f(x) = f0)+ f(0)x+ f'(t Z—Q.Notingthatf 0) = f'(0) = 0and f"(t) < i, we get
2 4

1
f(z) < Z. This gives Be*" < e5*° 09" a5 wanted. |

Theorem 3.45 (Hoeffding’s inequality). Let ', ..., I, be independent random variables
on [0,1],and letI' =T'; + ...+ [';, be their sum. Then, for any ¢ > 0

22

Prl —El > <e n. (3.5.10)

Proof: Let s > 0. We see that Pr[l’ — EI" > ¢] = Pr[e*""ED) > ¢5] because the events
are equal. Now, we make use of Markov’s inequality (Theorem 3.43) to get

Pr[eT B0 > 5] < e'Ees(TED), (3.5.11)

Since e*T—ED = T, e*i~EL%) and they are independent, the expectation decomposes as

1=

the product of the expectations. Now, using the lemma,

2

e—stEes(F—lEF) — e—stH]Ees(Fi—EFi) S e—stne% — e—st—l-%sQ' (3512)

Minimising this as a function of s gives the optimal value s = %, which provides the
+2
upper bound Pr[es(T=ED) > ¢st] < e~ [
A stumbling block that arises in the usage of Hoeffding’s inequality is the need for
independence of the random variables. However, if we fix the outputs of a collection of
non-independent random variables, we can still make use of Hoeffding’s inequality by

sampling a uniformly random subset of them as the outputs of new random variables.
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Corollary 3.46 (Hoeffding’s inequality for sampling). Let z1,...,xy € [0, 1]. Define the
random variables I'; on [0, 1] for ¢ € [n] to represent sampling without replacement: let
(I'y,...,I,) be the variable on [0, 1]™ that samples a random tuple from {z1,...,zx} of
size n. Then, writingI' =T + ... + 1,

242

Pr[l —EL > ] <e n. (3.5.13)

Proof: Let A; be the random variables corresponding to sampling with replacement: each

outputs a random element of {z1,...,xy}. In particular, they are random variables with

support in [0, 1], and are independent and identically distributed. Let A = A; 4+ ... + A,,.

Hence, we know from the groof of Theorem 3.45 that Pr[I’ — EI' > t] < e~ **Ees(TED)
t

and e *'Ee*(®~FA) < ¢~ To finish the proof, it suffices to show that EeT < Ee2,

noting that EI" = EA as every x; belongs to the same number of subsets of size n. To do

-----

and
EA= K @+ +z)= [ E @+ o+,
jl ,,,,, ]nG[N] {’il ..... Zn}g[N] T1yeees jne{il ..... Zn}

(3.5.14)
where we can see that z;, + ...+, =[K; o in}(le + ...+ x;j,). Hence, using
the convexity via Jensen’s inequality,

flag + .. 4x) < K flag, +... +x5,). (3.5.15)

Putting the expectations back gives Ef(I") < Ef(A) as wanted. [

3.6 Linear Error-Correcting Codes

The theory of error-correcting codes deals with the problem of encoding messages in such a
way that they are robust against transmission errors. Most often, messages are represented
as bit strings in Z% and errors are represented as random bit flips. Many different kinds of
error-correcting codes exist, and linear codes make up the most developed and accessible
family. We make use of linear codes in many of our applications. In this section, we

introduce the definitions, notation, and results we need; we refer to [MS77, Pre92].
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Definition 3.47. An (n, k)-code is a subset C' C Z such that |C| = 2. It is called linear if
C' is a subspace of dimension k, where Z7 is seen as a vector space over the finite field Z.
It is called an (n, k, d)-code if d = min, yecipzy d(z,y), Where d(z,y) is the Hamming

distance.

For an (n, k,d)-code C, n is called the block length, k is called the rank, and d is
called the distance. Additionally, we call r := k/n the rate, and s := n — k the syndrome
size. The elements of C' are called codewords.

An (n, k, d)-linear code C' encodes message strings of length k as codewords of length n.
The encoding procedure is simply a Z,-linear injection G : Z5 — Z» with image C, called
the generator matrix. The decoding procedure may vary, but a canonical choice is to de-
code a received word Z% to a closest codeword in Hamming distance, and then act with
G~! to give a string in Z%. Note that this closest codeword is not necessarily unique.

Using the linearity, we see that d = min,ce {0y ||, the minimal Hamming weight of
a codeword.

Theorem 3.48. Let C be an (n, k, d)-code.

(i) It is possible for C' to detect that any error of weight at most s has occurred if and
onlyifs+1 <d.

(i1) Itis possible for C' to correct any error of weight at most s if and only if 2s + 1 < d.
Proof:

(i) Suppose s+ 1 < d. The code can detect that an error has occurred if the error cannot
distort one code word into another codeword. Let y be the received string. Suppose
that it is a codeword. By hypothesis, there is a codeword 2 € C' such d(z,y) < s < d.
Then two codewords are closer than the minimum distance, which is a contradiction.

Hence, y cannot be a codeword and so the error is detected.

Conversely, suppose s + 1 > d. Then, as the code distance is d, there are two code-
words that are < s apart and hence the error may exchange those codewords and be

undetectable.

(i) Suppose 2s + 1 < d. The code can correct an error if the codeword closest to the
received string is the original message. Let y be the received word and x be the

original message. By hypothesis, d(z,y) < s. Then, as for any codeword z’ # «,
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d(z,2') > d, d(«',y) > d(z',x) — d(z,y) > s+ 1 > d(x,y). So z is the closest
codeword to y, and so the code corrects correctly.

Conversely, suppose 2s + 1 > d. Let x, 2’ be code words of distance d. Construct
the received word y as follows. Let the first |d/2] bits of y be those of = and the
remaining [d/2] bits be those of 2’. As such, y may be received upon sending x but

a closest codeword to y is 2.
|

Definition 3.49. Let C be an (n, k, d)-linear code. A linear map H : Z3 — Z5 ¥ is called

a check matrix if ker H = C'. In that case, for z € Z%, Hx is called the syndrome of x.

The syndrome gives information about the error that has occurred without divulging
much information about the actual message.

There is a systematic, if inefficient, way to decode a received string, using the standard
array. To do so, we consider the quotient space Z} /C. For any coset y + C, we choose
a representative § € y + C such that |§| = mingec |y + x|. This representative is not
necessarily unique, so it must be fixed for each coset. Then, to correct a received string vy,
it suffices to output the preimage of the codeword y + y € C'. This is in fact a codeword
with minimal distance to y.

Proposition 3.50. Let y € Z3 and x € C. Then, d(y,z) > d(y,y + y).

Proof: First, note that d(y, y + y) = |y|, the weight of the representative. As
y+ 2z €y+ C, wealso have that d(y, z) = |y + z| > |y| = d(y,y + y), as the
representative is minimal. |

The syndrome Hy uniquely determines the coset representative of y as the check ma-

trix induces an isomorphism Z3 /C' = 727,

3.6.1 Code bounds

In this section, we present upper and lower bounds on the rates, or dually on the relative
syndrome sizes, which gives an idea of the strengths and limitations of possible codes.

We write the ball of radius m in Zl as B(n, m) = {y € Z%||y| < m}. The ball around
x € ZY is expressed x + B(n, m).

First, we give an upper bound on the rate as a function of distance that is satisfied by
any code.
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Theorem 3.51 (Hamming bound). Let C'be an (n, k, d)-code. Thenk < n — g |B(n, 1.

In particular, this tells us that the length of the syndrome of any linear code must be at
least [lg |B(n, &1)]| bits.
Proof: Since the code distance is d, Theorem 3.48 tells us that the balls of radius d;21
around each codeword must be disjoint. Then, as there are 2* codewords, this provides
2¥|B(n, %51)| distinct elements in Z5. As such, we know that 2" > 2¥|B(n, 451)|. Taking
the logarithm gives the result. |

However, the Hamming bound is almost never tight. Nonetheless, we can show that

there exist codes that attain a related bound.

Theorem 3.52 (Gilbert-Varshamov bound). For all n,d € N, there exists an (n, k, d)-code
such that £k > n —lg|B(n,d — 1)|.

Proof: Let C' C Z3 be a code with distance d. We may suppose it is maximal in the sense
that, for every string z, there exists a codeword y such that d(x,y) < d. Else, we could
add the string that is d or further from the code without changing the distance. Hence, we
see that the balls of radius d — 1 around the elements of the maximal code cover Z3. So,
the size |Z%| < 2¥|B(n, d — 1)|. Taking the logarithm gives the wanted bound. [

We note also that the Gilbert-Varshamov bound is attained by linear codes.

Proposition 3.53 (Linear Gilbert-Varshamov). Let C' be an (n, k, d)-linear code. If the
rank k < n —1g|B(n,d — 1)|, there exists an (n, k + 1, d)-linear code C' O C.

Proof: By hypothesis, there exists € Z} such that d(z,y) > d for all y € C. Consider
C" = Zyx + C. By construction, this is a linear code that contains C strictly. It remains to
show that the distance remains d. For v € C"\{0}, we have u = y or u = x + y for some
y € C. In the former case |u| > d since this is the distance of C' and in the latter case

|u| = d(x,y) > d by construction. |

In the asymptotic limit n — oo, these bounds can be represented in a particularly
simple way. We do so by bounding the volume of the Hamming ball.

Definition 3.54 (Binary entropy function). The binary entropy function is the function
h:[0,1] — [0, 1] defined as h(y) = —ylgy — (1 — ) 1g(1 — 7).

Lemma 3.55. Letn € Nand 0 < § < 3. Then,

|B(n,dn)| < 2", (3.6.1)
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lg|B(n,on)| _ h(é).

Further, lim,,_, o p”

Proof: First, for any m < n, the number of strings of weight m is (:1) Thus, the size of
the ball | B(n, n)| = S (™).

m=0

m=1 m
o, o, 5 (3.6.2)
>3 (2)oma—oyn> > (2)a-ori)"

Then, |B(n, én)| < 677 (1 — §)~ (10 = gnh(d),

For the second part, we show that a lower bound on lg|B(n.dn)|

o | tends to h(4), as the

upper bound does. First, | B(n,dn)| > (|4, ). We use a simple form of Stirling’s approxi-

— lon]

n 9

mation In(n!) € nlnn — n + o(n) to see that, writing J,,

In (L;LJ) = In(n!) — In(|6n]!) — In((n — [dn])!)

enlnn—n—d,nln(d,n) + d,n — (1 — d,)nIn((1 — 6,)n) + (1 — d,)n + o(n)
= (In2)h(0,)n + o(n).
(3.6.3)

1 n
Therefore, as 6,, — 0, lg|B(:’m)| > 5 (13n1) — h(7). [ |

n

Corollary 3.56. Forany 0 < ¢ < % and ¢ > 0, there exists N € N such that foralln > N,
* Every (n, k, [dn])-linear code satisfies £ > h($) —¢

* There exists an (n, k, | n])-linear code such that such that

I

N[

)—e <2< h(d), (3.6.4)

Slw

where £ = 1 — £ is the relative syndrome length.
n n

This follows directly by using the asymptotic expression of the volume of the Ham-

ming ball in the Hamming and Gilbert-Varshamov bounds.



Chapter 4
Quantum Theory

In this chapter, we introduce and provide some justification for the postulates of quantum
mechanics, and discuss the implications thereof to physical reality, notably entanglement.

After, we introduce the theory of quantum information, which arises from this.

4.1 Quantum Mechanics

4.1.1 Origins

In this section, we give a very terse historical introduction to quantum mechanics that
omits most of the major players and developments, but should be sufficient to motivate the
axiomatisation of the following section. We cite [BJOO] as a major resource.

At the end of the nineteenth century, classical physics was able to give a complete
description of the world. Except for all the problems. Notably, in what is known as the
ultraviolet catastrophe, blackbody radiation was theoretically expected to increase without
bound at low wavelengths, which neither matched experiments nor was physically possible.
In 1900, Planck gave the first derivation of the observed spectrum by assuming that light
energy was only available in discrete quanta, integer multiples of £/ = hf = hw [Pla0O1].
Einstein [Ein05] later used those same quanta to explain the photoelectric effect; and
Bohr [Boh13] noted a similar quantisation of electron energy would explain the atomic
spectrum of hydrogen. Energy quantisation of matter as a function of frequency was con-
firmed experimentally by Franck and Hertz [FH14], and by the electron diffraction experi-
ment of Davisson and Germer [DG28]. These results seemed to indicate that both light and
matter had properties of both waves and particles.

52
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De Broglie [de 23] noted that, since energy and frequency are the time components
of the special relativistic momentum and wavenumber four-vectors, respectively, the mo-
mentum of a massive particle should quantise in the same way as the energy does, giving
the de Broglie relations £ = hw and p = hk expressing the wave-particle duality. With
this in mind, Schrédinger [Sch26] attempted to find a wave equation for a particle. He
did so by combining the classical nonrelativistic Hamiltonian equation for a single parti-
cle with energy F in a potential V, H = % + V = E, with the basic form of a plane

wave 1) = e'(kr—wt)

. To extract the momentum from this wave, we can act by the operator
—ihV1y = pt and to extract the energy, we can act :70;1) = E1). Using these momentum
and energy operators, the Hamiltonian equation can be made into the Schrodinger equation
—%Vzw + Vi = ihoyp. Note that this a linear partial differential equation, similarly to
the wave equation. In free space, as originally proposed, we have V' = 0 so plane waves
— particles with definite momentum but indefinite position — are in fact solutions of this
equation. The Schrodinger equation was first accepted as it is able to more accurately pre-
dict hydrogen spectra than Bohr’s model. In general, the solution is called the wavefunction

and describes the state of a single quantum particle.

4.1.2 Postulates of quantum mechanics

Though quantum mechanics was originally formulated to describe experiments whose re-
sults clashed with classical physics, it can be equivalently thought of as an axiomatised
mathematical framework. The axioms of the theory take the form of a collection of pos-
tulates. In this way, we can describe quantum systems very generally and avoid reference
to a particular physical representation. In this section, we introduce a formulation of the
postulates similar to that of Nielsen and Chuang [NC10] that is well-adapted to quantum
information and cryptography, and justify them at a high level using the discussion of the
previous section.

4.1.2.1 Postulate 1: State

Postulate 1. The state of an isolated quantum system is fully described by a unit vector in
a complex Hilbert space H.

This postulate is composed of two important parts. First, the description of a quantum
system as a Hilbert space relies on the principle of superposition. Because the Schrodinger

equation is linear, any complex linear combination of wavefunctions o) + [S¢ remains
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a solution of the equation. Hence, the solution space of the Schrodinger equation is a
subspace of the vector space of functions R* — C. This vector space may be endowed
with a norm. We can again rely on the Schrodinger equation to provide a candidate: the
equation implies a continuity equation 9;p + V - j = 0, where p = [¢|? is interpreted as
a density and j = —%(J}V@/} — V1)) as a current. Using this, the total “mass” of the
wavefunction can be used to define the norm |[1)[|* = [, [¢(z)|*dx. This interpretation
indicates that the wavefuctions should have finite norm (else we would have problems
such as infinite energy) and hence the solution space is a normed vector space. This norm
arises from an inner product (¢[¢)) =[5 ¢(x)¥(x)dz so the solution space is an inner
product space. Finally, we assume that this vector space is complete, so it is the Hilbert
space L?(IR%). Note that this means a general element of the space is a class of functions
equal almost everywhere, and only on a dense subset is the Hamiltonian operator defined.
However, these concerns are never a problem in finite dimensions. Generalising, this tells
us that a quantum system’s state should be a point in some Hilbert space H.

Next, it follows directly by using the Schrédinger equation that a wavefunction’s norm
is constant, i.e. J; (¢[)) = 0. As such, we may normalise and assume that the norm of
any wavefunction is 1. This also gives rises to the probabilistic interpretation of quantum
mechanics: the density |1/|> can now be seen as a probability density where the measure
of aset E C R?, [, [¢(x)|*dx, is the probability of measuring the particle at a point in £.
Thus, quantum systems also satisfy conservation of probability.

As is customary in quantum theory, we use Dirac bra-ket notation for vectors in the
Hilbert space of a quantum system. A vector in # is denoted by a ket |¢)) € H. The symbol
(or symbols) such as ¢ inside the ket identifies it and the |-) denotes that it is a ket and serves
as brackets in the case of multiple symbols. A functional in the dual H* = H is denoted by
abra (¢| € H*. Every ket |¢) corresponds to a unique bra (¢| such that (¢|(|¢))) = (¢|v),
the inner product on H which is called the braket. Finally, for kets 1)) € H, |¢) € K
we define the ketbra |p) (| € L(H,K) as the map )| (|x)) = (¥|x) |¢). For finite-
dimensional Hilbert spaces, L(#, K) is the span of its ketbras; in infinite dimensions, the
bounded operators are the closure of the span of the ketbras in the strong topology. Finally,
the action of an operator A € L(H,K) is written as Al¢)) € K, which is expressed as

(BlAJY) = (¢|A) = (Al@[v) in the braket.
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4.1.2.2 Postulate 2: Evolution

Postulate 2. The time evolution of an isolated quantum system is a unitary linear operator:

[¥(t)) = U(#)[1(0)).

Write U(t) : H — H to be the time-evolution operator. First, the state evolves as

U(t)(alp(0))+8]9(0))) = alv(t)+5]6(t)) = aU(t)[¢(0))+BU (t)|$(0)), by linearity of

the Schrodinger equation. So, time evolution is linear. Also, by conservation of probability,

we immediately have ((0)[12(0)) = (p(t)|v(t)) = (Y (0)|U(t)TU(t)]x(0)). Because

time evolution in an isolated system is reversible, this implies that U (¢)" = U(¢)~!, and so

it is unitary.
More generally, any transformation of an isolated quantum system is described by a

unitary.

4.1.2.3 Postulate 3: Measurement

Postulate 3. A measurement on a quantum system 7{ with possible outcomes in a set /
may be described by a function M : I — L(H,K) called a generalised measurement
which, writing M; := M(i), satisfies ) ., M/ M; = T,;. The probability of measuring

outcome 7 on state |)) is given by (1| M M;|) = || M;|4))]

M; )
| M)

2- and the post-measurement

state conditioned on measuring i is

This notion of measurement arises as a generalisation of the quantisation of energy
in quantum mechanics. This is the foundational observation that, for a bound quantum
particle, such as the electron in a hydrogen atom, the energy can only take discrete values.
Quantisation arises from the Schrodinger equation in that the solution space is spanned by
the eigenstates of the Hamiltonian, for which time evolution simply varies the global phase.
However, the postulate that the measurement changes the state discontinuously in what is
infamously known as a “collapse of the wavefunction” is a significant point of contention
in the interpretation of quantum mechanics. The way we formulate the postulate aligns
with the Copenhagen interpretation of quantum mechanics originated by Bohr, which sees
measurement results as the only physically-relevant knowledge available about a quantum
system.

In the energy measurement example, this means that for a measured energy F, the
state becomes an F-eigenstate of the Hamiltonian with probability (|I1g|¢), where I1g

is the projector onto the F-eigenspace. This expression for the probability of measurement
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is known as the Born rule after its discoverer, who first saw it to be the only possible in-
terpretation of the solution to a scattering [Bor26]. Gleason’s theorem [Gle57] puts this on
a stronger mathematical footing by showing that, assuming that measurement probability
depends only on the measurement projector (noncontextuality), Born’s rule is the only way
to assign probabilities to a measurement, in spaces of dimension greater than two.

Different interpretations of quantum mechanics handle the collapse of the wavefunc-
tion to a post-measurement state differently. From a Bayesian point of view, the wavefunc-
tion is taken to be the knowledge an observer has about the system, and as a measurement
increases the knowledge, it follows that it should restrain the states of the system. As is
noted later in the preliminaries, from an information-theoretic perspective, the act of mea-
suring can be seen as a unitary operation on a larger quantum system — one that also takes
into account the measurer’s space. That is, wavefunction collapse becomes a consequence
of a usual unitary operation on a non-closed system.

Finally, we mention what the measurement postulate indicates about phase. For any
¢ € C with || = 1, the measurement probability ||M;(([¢))||* = ||[M;|¢)]?, that is
that the measurement probability does not depend on the global phase of a state. In the
Copenhagen interpretation, this tells us that the global phase of a state is not a physically
relevant quantity as it cannot be measured. Formally, we can say that the space of quantum
states is in fact the projective space H /C*, however it is usually easier to work with simply
‘H due to the linearity. Nonetheless, the relative phases of different terms in a superposition
are physically relevant since they affect measurements.

4.1.2.4 Postulate 4: Composition

Postulate 4. The joint state of two quantum systems 7/ and K is described by the unit

vectors in the tensor product Hilbert space given by the completion of H & /.

Suppose a system 7 is in state 1)) and a system K is in state |¢). It is absolutely
untenable to require that these states be considered separately. Naively, we can consider
the state of the joint system as the pair (|¢), |¢)). However, first, we need to allow for
the principle of superposition: that is, it must be possible to superpose these pairs as
a(|r), |61)) + B(|1e), |¢2)). Due to superpositions on only one of the systems, the two-
system superposition must satisfy «(|11), |9)) + 5(|12), |¢)) = (alyr) + Blie), |¢)) and

a(|¥), [¢1)) + B(|Y), |¢2)) = (|¢), a|p1) + Bles)). The space generated by the addition
given by superposition, modulo the above relations, is exactly the tensor product H ® /C.

The elements are linear combinations of the pure tensors [¢) @ |¢) = [1)|@) = |1¢). The
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inner product on the tensor product space extends the inner products on each of the factors
as ((1] @ (1) ([¥2) ® |p2)) = (Y1]12)(@1]@2), which extends linearly to a unique in-
ner product. For infinite-dimensional Hilbert spaces, the tensor product space is no longer
complete, so the associated Hilbert space of this system is the completion in the topology

generated by the inner product.

4.1.3 Entanglement, communication, and no-cloning

One of the most striking consequences of the formulation of quantum mechanics is entan-
glement: the property that superpositions of states in multipartite Hilbert spaces give rise

to stronger-than-classical correlations between systems.

Definition 4.1 (Separability and entanglement). A state |¥) € ‘H ® K is called separable
if it can be expressed as |¥V) = |¢) ® |¢) for states |¢)) € H and |¢) € K. Else, the state is
called entangled.

This feature was first noted by Einstein, Podolsky and Rosen [EPR35], who saw it as
flaw in the theory as it meant that there are physical systems that do not admit local de-
scriptions. Rather, they advocated that there must be local “hidden variables” that underlie
any quantum system and allow a local description of the system. Bell [Bel64] developped
a way to test for the existence of these hidden variables, a Bell inequality, a bound on the
probability of measuring certain outcomes of measurements on a joint system assuming
the existence of hidden variables. Thus, in order to disprove any hidden variable theory,
it suffices to violate a Bell inequality by undertaking an experiment where the measure-
ments succeed with higher-than-prescribed probability. This challenge was first succeeded
by Aspect et al. [ADR82] and since greatly improved. As such, quantum theory must be
nonlocal and hence allow for all the classically-unexpected consequences of entanglement.
We give an important example.

Definition 4.2 (EPR state [EPR35]). Let H = spang {|0),|1)}. The EPR state is the
quantum state |[EPR) € H ® H defined as

1
V2
It is direct to verify that for any unitary U € U(H), (U ® U)|EPR) = |EPR), and

therefore for any a measurement in any basis made on the first system, there is a measure-

IEPR) = —(]00) + |11)). 4.1.1)

ment on the second system that accurately predicts the result. This was originally seen as
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a significant problem as it would seem as though this property might permit instantaneous
communication, contradicting the light-speed limit of communication set by special rel-
ativity. However, this is not the case, as we highlight with the following simple thought
experiment, or game. The game, which we call the no-signalling game, is played by two

cooperating players, Alice and Bob, against a referee and proceeds as follows.

1. Alice and Bob agree on a strategy, consisting of respective quantum systems # 4 and
H p, generalised measurements MY : [ — P(H4) and N : {0,1} — P(Hp), and a
shared quantum state |¢)) € H 4 ® Hp. Then, they are separated and may no longer

communicate.

2. The referee provides Alice with a bit y € {0, 1} sampled uniformly at random, and
she does an arbitrary action on her system, represented by her measurement M?Y.

3. Bob attempts to guess y, represented by his measurement V.
4. Alice and Bob win if Bob guesses y correctly.

If the players are able to win with probability any higher than % which is attained
by Bob randomly guessing, then the state is allowing them to communicate information
without sending a signal and using only entanglement. Otherwise, entanglement by itself
does not permit communication.

Proposition 4.3. For any strategy the probability of winning the no-signalling game is %

Proof: Fix a strategy and let p be the winning probability. Then, collecting the events that
allow the players to win

=3 3 WIS (M M @ NINJw) = 5 3 (lla® NN, ) =

y=0,1 icl y=0,1

1

5 @412

Nonetheless, there have been attempts to show that entanglement permits communica-
tion. Most important and believable among these is the FLASH scheme of Herbert [Her82],
and the search for its flaw was foundational in the development of quantum information.
Though it was evident that it contradicted fundamental physics, it was accepted for publi-
cation as, at first, the actual source of the error was unable to be found [Per03]. The scheme
attempts to make use of the strong correlation property of the EPR state, in the same con-

text as the no-signalling game above. To send a bit y, Alice makes a measurement in one
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of two bases. Then, Bob uses the fact that his register contains all the information about
Alice’s measurement result to retrieve her measurement setting. However, he cannot do this
with one measurement. Instead, Herbert proposes to have Bob make multiple copies of his
local state, measure half of the copies in one of the measurement bases and the other half
in the other, and deduce Alice’s original bit by seeing which measurement always gives
the same result. It is here that the problem lies: quantum states are not in fact able to be
copied, or cloned. Soon after the FLASH scheme was proposed, this property was shown
by Dieks [Die82] and separately by Wooters and Zurek [WZ82]. In hindsight, it was later
seen that the no-cloning property had already been studied implicitly by Park [Par70]. This
is in opposition with classical information, for which cloning is easy — reading a classical
string does not disturb it, and therefore a copy of it can be made. We give a proof of the
no-cloning theorem, following [NC10].

Theorem 4.4 (No-cloning). Let # = spanc{|0),|1)} and let KC be an arbitrary Hilbert
space. For any collection of states |in), |outy) € K for all [¢)) € H, there does not exist a
unitary U € U(H ® H ® K) such that

U([4)[0)[in)) = |4) |1} |outy) (4.1.3)

for all [¢) € H.

For generality, we include an auxiliary register  that could be modified, even as a
function of the input state, by the cloning operation. Note also that, although this theorem
only explicitly gives no-cloning in a two-dimensional Hilbert space, it extends directly to
any higher dimension as it holds on any two-dimensional subspace.

Proof: Suppose that a cloning unitary U exists. We look for a contradiction. By hypothesis,
we have that U(|0)|0)|in)) = |0)|0)|outy) and U(|1)|0)|in)) = |1)|1)|out;). Consider
1

cloning of the state |+) := —5(|0) + [1)). On one hand, again by hypothesis, we must have
)

U(|4)[0)]in)) = |+)|+)|out.). On the other hand, by linearity of U, we must have

U(]+)[0)in))

?(U(|0>|0>|in>) +U(I1)[0)]in))) (4.1.4)

= 75 (10)[0)[outo) + [1)[1)]outs)),

S0 |4)|+)|out) = \%(!0}\0)|outo> + [1)|1)]out,)). Acting with (0| ® (1| ® Ik on either

side gives |out, ) = 0, which contradicts the unitarity of U. |
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The proof of the no-cloning theorem also helps show that the uncloneability of quan-
tum information does not contradict the cloneability of classical information. The contra-
diction was only attained by considering states that are not in the same basis; since classical
information corresponds to a fixed basis, the no-cloning theorem nevertheless permits it to

be copied.

4.2 Quantum Information

In this section, we formally introduce the ideas and notation peculiar to quantum informa-
tion theory, following [NC10, Wat18].

4.2.1 States, Measurements, and Channels
4.2.1.1 Registers and their states

A physical device can be used to store information by assigning values to the various phys-
ical states of the system. The concept of a register is a mathematical abstraction meant to
represent such a physical device.

Definition 4.5. A register is a non-empty finite set X. The elements x € X are called the

classical states of X.

We use uppercase Latin letters to represent registers and the corresponding lowercase
letters to represent their states.

It is important to note that, although two registers might have the same underlying
set of states, they do not correspond to the same system and hence should in general be
considered distinct.

We can consider the states of multiple registers at the same time.

Definition 4.6. Let X, and X, be registers. Their compound register is X1 X5 := X7 x Xo.
An element of the compound register is written x; 22 and represents a classical state on both
systems.

If X is a compound register with Y as factor, Y is called a subregister of X.

If a classical state on X is probabilistic, it corresponds to a probability distribution on
the register. In that case, we also use X to refer to the random variable whose value is the

state on X.



4. QUANTUM THEORY 61

We can see registers as quantum systems, which provide the natural setting for quan-

tum information and computation.

Definition 4.7. Let X be a register. The Hilbert space on X is Hx = spang {|z)|z € X},
where {|z)|x € X} is an orthonormal basis called the register basis. A quantum state on X

is a unit vector |¢)) € Hx.

Compounding registers corresponds to taking the tensor product of their Hilbert spaces,
as Hxy = Hx ® Hy. We use this isomorphism implicitly.

For simplicity, on Hilbert spaces on registers, we write £(X,Y) = L(Hx, Hy),
U(X) = U(Hx), etc. Also, write the identity operator [y = I3, and the identity map
idx = Iz(x), suppressing the subscript when obvious.

An important quantum register is the qubit, whose register is the space of one bit Z,
with corresponding Hilbert space Hz, = C?. In this space, the register basis {|0), |1)} is
called the computational basis. Two other important bases are the Hadamard basis

{\+> _ |o>¢+§\1>’ - = w} (4.2.1)

and the complex Hadamard basis

{|+z’> = P | —g) = —‘°>;;;'1>} . (4.2.2)
A major property of these bases is that they are mutually unbiased in the sense that the
overlaps [ (0| H) > = | (1] )]’ =...=1 = dimlﬂ%. These three bases diagonalise the Pauli
operators

Z = 10)0] - 111 = [3 ]
X = [0+ = 1)1 = 124 2.3
Y = el — =ikl = [0 ),

where the matrix expressions are in the computational basis. Another related important
operator is the Hadamard operator that exchanges the computational and Hadamard bases
H = [+)0] + [-X1] = 55[1 }4]. (4.2.4)

The Bloch sphere provides a useful geometrical representation of the states on a qubit.

A state [1)) € Hy, can be, up to global phase, represented by a point on the sphere. Ex-
pressing the point in spherical coordinates (6, ¢) for 6 € [0, 7] and ¢ € (—7, 7], we write
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Figure 4.1: The Bloch sphere representation of a qubit. The computational,
Hadamard, and complex Hadamard bases correspond to the z, x, and y axes on
the sphere, respectively.

the corresponding state ) = cos 2|0) + €' sin ¢|1). This representation is illustrated in
Fig. 4.1.

The computational and Hadamard bases generalise to the n-qubit space 7—[%2” as the
conjugate-coding or Wiesner states. A conjugate-coding state is identified by a pair of
strings z, 0 € Z4 and takes the form

2%) = H|z) = H"|21) ® -+~ @ H"|2,,). 4.2.5)
For fixed 6, the conjugate-coding states form a basis.

4.2.1.2 Density operator formalism

Representing quantum states as density operators allows us to synthesize quantum states
and classical probability distributions. Since a physical state is represented by a quantum
state, we should also be able work with a probability distribution over quantum states.
Consider an ensemble of states {|v;) }, where the system is in state |1/;) with probability p;.
What is the probability of measuring an outcome j with generalised measurement M ? If
the system is in state [¢);), the probability is || M;]1);)||?, so taking the mean gives that the
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probability of measuring j is

S p I = 3 (MM l) = 3 T (M M a5
i (4.2.6)
:Tr(M}Miji\wi (wil).

That is, the probability depends linearly on the operator p = > . p; |;)(;|. This is called
the density operator or mixed state of the ensemble. Since the measurement outcomes
are the only physically relevant quantities, the density operator is all that is needed to
characterise the state of a system. Also, the density operator does not depend on the global
phase of the states in the ensemble, which indicates that there is a bijective correspondence
between the density operators and the (probabilistic) physical states of the system. So, we

consider mixed states the most general form of quantum state.

Definition 4.8. Let X be a register. A mixed quantum state on X is an operator p € P(X)
such that Tr(p) = 1. Write the space of mixed states on X as D(X).

Under this general definition, we see due to the spectral decomposition (Theorem 3.16)
that any mixed state can be written as the density operator of an ensemble of orthonormal
states.

All the states we have considered thus far may be represented as mixed states. First,
quantum states — which we contrast by referring to them as pure quantum states — are
represented by the rank 1 mixed states [¢)) — [¢)¢]. Classical states x € X, which
correspond to quantum states |z), give the mixed states [x] := |z)(z|. Finally, proba-
bilistic classical states, corresponding to probability distributions m on X, give the mixed
states i, = EI «|z]. The uniform probability distribution corresponds to the mixed

state py = called the maximally mixed state. We say a register X is classical if every

X
state we wor‘k |w1th is (probabilistic) classical on it.

We also consider states that are somewhere in between classical and quantum. A
state p € D(XY) is called classical-quantum (cq) or classical on X if it can be written
P =D .ex Pz[T] ® pi- for some py. € D(Y') and p, € [0, 1]. By extension, we say a state
pEDXy - X, Y1---Y,)is cq" if it is classical on each X;.

To refer to a mixed state p € D(X), we often write py. This allows us to refer to
states like p¢(x)x, where f is a function applied coherently on the register basis to give a
new register; or if pyy is defined on multiple registers, to write py, which represents the

state with register Y “forgotten” by taking the partial trace Iry. This representation is due
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to the fact that any measurement done locally on register X takes the form M & I, and
therefore Y is removed by trace anyway. We say that a state px is supported on Y if Y is
a subregister of X.

Similarly to random variables, mixed states can also be conditioned on events. For
any cq state pxy and any event {2 C X — which may be phrased as either a subset or as a

relation — write the partial state

PAQ = PXYAQ = prm ® py, (4.2.7)
€
and the conditional state pjq = ngfﬂ. Since pyx is classical, the probability of the event €2

is simply Pr[Q2] = Tr ppq.
Any mixed state can be seen as a pure state where one of the registers has been for-
gotten by tracing out.

Lemma 4.9 (State purification). Let px be a mixed state. There exists a register Y and a
state |1)) € H xy such that Try ( [)}]) = px.

Proof: Using the spectral decomposition, we can write px = > . p; [1;)(1;| where the |¢/;)
are orthonormal. Then, taking Y = X and [¢)) = >, \/Pi|¢s)|¢:), we have

Try ([9)]) = px- u

An operator p € P(X) is a subnormalised state if Tr(p) < 1, representing a state
scaled by a probability. The partial states seen above provide an important example. The
definitions for mixed states extend directly to subnormalised states. We write the set of

subnormalised states on X as D<(X).

4.2.1.3 Representations of measurements

The measurements originally considered in quantum mechanics were projectors onto an
eigenspace, which seems to be only a very specific case of the generalised measurement
postulated. In this section, we see that generalised measurements reduce to projective

measurements in a natural way. First, we define an intermediate type of measurement.

Definition 4.10. Let X be a register and / be a set of measurement outcomes. A positive
operator-valued measurement (POVM) on X with outcomes in [ isamap P : [ — P(X)
such that ) ., P; = I, where P, := P(i).
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Any generalised measurement M : I — L£(X,Y) gives rise to a POVM P, = MZ-TMi;
this POVM has the same distribution of outcomes as the generalised measurement. The
canonical generalised measurement associated to a POVM is v/P. However, this does not
necessarily recover the original generalised measurement. But, using the polar decom-
position (Theorem 3.19), we know that there exist isometries U; : im P; — Hy such that
M; = U;/P;. As such, a generalised measurement is just a POVM followed by an isometry
conditioned on the measurement outcome.

Next, we simplify POVMs.

Definition 4.11. Let X be a register and / be a set of measurement outcomes. A projector-
valued measurement (PVM) on X with outcomes in  is a map I : I — P(X) such that
> icr 1L = I'and each I1; = II(%) is a projector.

The projectors II; are in fact orthogonal, as, for any ¢ # 7, II; + II; < I, and so the
subspace of II; is contained in the orthogonal complement of the subspace of II;. So, for
a PVM, we have ILII; = ¢;,II;. We can reduce POVMs to PVMs by dilating the space

using Naimark’s theorem.

Theorem 4.12 (Naimark). Let X be a register and P : [ — P(X) be a POVM. There
exists a register X', an isometry V' € U(X, X’'),and aPVM Il : I — P(X’) such that

P, = VIILV. (4.2.8)

The proof we give follows the one in [TFKW 13]. More general versions of the theo-
rem exist, such as in [Pau02].
Proof: Consider the linear operator

V. HX — HX[

429
W) = Y VIR ® i), (42.9)

Since (p|VIV|y) = 3. (@|Pi|w) = (p[), we have that V' is an isometry. Define now
IT:1— P(XI)byll; =[x ® [i], which is immediately a PVM. Finally, II is a dilation
of P as

IVILVIY) = Y (ol/By/Pilw) (7'li) (ili) = (olP[w) . (4.2.10)

33
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4.2.14 General quantum operations: channels

Since both unitary evolution and measurement are possible quantum operations, we should
be able to see them as particular cases of a more general quantum operation. To do so, we
first define the most general possible operation, called a quantum channel, see how both
unitary evolution and measurement appear as special cases, and then see that this general
operation can in fact be seen as a unitary on a larger system. A map must satisfy some
basic properties to be an admissible quantum channel. First and most importantly, the
channel must send quantum states to quantum states. Second, as both unitary evolution
and measurement are positive linear on mixed states (as maps to states and probability
distributions, respectively), we can assume a channel is positive linear as well. Due to the
decomposition of an operator as a linear combination of positive operators, the channel

extends to a complex linear map on operators.

Definition 4.13. Let X and Y be registers. A completely positive trace-preserving (CPTP)
map from X to Y is a linear map ¢ : £(X) — L(Y) thatis

positive For any P € P(X), ®(P) > 0.
completely positive For any register Z, the map id; ®® is positive.
trace preserving For all T € P(X), Tr(®(T)) = Tr(T).

The CPTP maps represent the quantum channels. The complete positivity condition
implies the positivity condition, however the converse does not hold (unless |X| = 1 or
|Y| = 1). That is, there are linear maps that locally send quantum states to quantum states
but are not well-behaved with respect to entanglement and thus cannot be considered as

permissible quantum operations.

Example 4.14. The canonical example of a positive but not completely positive operation
is the transpose. Let &7 : L(Zy) — L(Zy) be defined as ®7(p) = p’. This is both positive
and trace preserving. However, consider the state p = |EPRXEPR| € D(ZyZ,). This
is positive, but (id @®7)(p) = 5(]00)00] 4 [01)(10] + [10)01] + [11)(11]), which has an
eigenvalue —% and hence cannot be positive.

Now that we have given a non-example, it is perhaps time to actually give some exam-

ples. A first example is the trace, because the partial trace sends quantum states to quantum

states. Next, we represent the quantum operations we have previously seen as CPTP maps.
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Definition 4.15. Let X, Y, [ be registers. Let V € U(X,Y ) be anisometry, M : [ — L(X,Y)
be a generalised measurement, and P : [ — P(X) be a POVM.

e The isometric channel is the map ®y : L(X) — L(Y) defined Oy (p) = VpVT. If
V' is a unitary, it is called the unitary channel.

* The destructive measurement channels are ¥, Vp : L(X) — L(]) defined

Upr(p) =Y Te(M{Mip)li], — Wp(p) = Tr(Pip)lil. (4.2.11)

i€l i€l

* The nondestructive measurement channels are the maps ®,; : L(X) — L(IY) and
Qp: L(X) — L(IX) defined

Ou(p) =Y il ® MipM[,  @p(p) =D [[]@/Pp/P  (42.12)

icl i€l

Note that if M and P represent the same measurement, then ¥ p = W), and ®,, is the
composition of ®p with an isometric channel. For a mixed state px, we write the cq state
arising from the action of a POVM P by the nondestructive channel pp(x)x := ®p(px).

Using these channels, we can consider states conditioned on events that make ref-
erence to a measurement, e.g. 2 = (P(Y) = s). We assume that the measurement is
undertaken by the nondestructive channel, used to come up with the partial or conditional
state, and then the result is forgotten by tracing out. This may perturb registers on which
the state is non-classical, so we have to in particular assure ourselves that any two mea-
surements in the same event are compatible (commuting), or that it is made obvious which
measurement occurs first.

Now, we show some general results about CPTP maps. At first, the complete positivity
condition may seem daunting, but we can reduce it to the positivity condition of a related
quantum state.

Definition 4.16. Let X be a register. The EPR state on X is

|[EPRy) = Zp: z) € Hxx. (4.2.13)

\% xeX

This extends the one-qubit EPR state (Definition 4.2).
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Definition 4.17 (Choi representation). Let X, Y be registers and ® : £(X) — L(Y) be a
linear map. The Choi representation of ® is operator

J(®) = (Iy ® ®)( |[EPRxXEPRx]|) € L(XY). (4.2.14)

Note that this is a different normalisation from what is usually chosen for the Choi
representation, for example in [Wat18, Pau02], but the normalisation we use allows for a

more direct correspondence between quantum channels and states.

Theorem 4.18 (Choi). Let ¢ : £(X) — L(Y) be a linear map. ® is a CPTP map if and
only if the Choi representation J(®) > 0 and Try (J(®)) = px.

Note that this implies that the Choi representation of a CPTP map is a quantum state.
However, not every quantum state is the Choi representation of some CPTP map, but every
positive operator is nonetheless the Choi representation of some completely positive map.
Proof: If ® is CPTP, then id ®® is positive so (id ®P)( |EPRx)}EPRx|) is positive; and
trace preserving, so Try (J(®)) = id(ux) = px-.

For the converse, suppose J(®) is a state. Then, by the spectral decomposition, we

can decompose J(®) = 37, pi [vs)(i. Since J(®) = 57322, ex [2)Xyl @ 2(|2)yl), we
see that for z,y € X,

S(|z)yl) = 1X|((z] @ DI(@)(|ly) © 1) = > X |pi((x] @ ) [l (Jy) @ I). (4.2.15)

(2

Let A; : £(X) — L(Y) be such that A;|z) = /| X|[p;({z| ® T)|¢;). Then,

O( |z)y|) = 32, Ai | )Xy| AL, and so ®(p) = 3=, A;pAl. This is called the Kraus
decomposition of . Now, since conjugation is completely positive and sums of
completely positive maps are completely positive, we have that ® is completely positive.
It remains to show that it is also trace preserving. Since the partial trace

Try (J(@)) = ok X, Te(@( |e)(y])) [2)(y] = jux. we have that ®([2)(y]) = b,.,., which
suffices to show it. |

Next, we present the Stinespring dilation, which allows any quantum channel to be
represented as an isometry. This provides a further theoretical justification of the measure-
ment postulate, as we get that measurements may be represented as unitaries on a larger
system.
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Theorem 4.19 (Stinespring). Let ® : £(X) — L(Y) be a CPTP map. Then, there exists a
register Z and an isometry V' € U(X,Y Z) such that

®(p) = Trz(VpVT). (4.2.16)

Proof: We make use of the Kraus decomposition from the proof of the previous theo-
rem: ®(p) = 3,.; AipAl. We take Z = I and define V|¢)) = 3, A;|¢)) @ |i). Using
trace preservation, (Y|VIV[y) = 3. (|ATA|p) = Te(®( [} ) = (|ih), so V is an

isometry. Finally,

Try(VpVT) =) AipAl (jli) = Y AipAf = (4.2.17)

2,j€1 i€l

Finally, we note that, with respect to the Hilbert-Schmidt inner product, the adjoint of
a completely positive map is completely positive, and the adjoint of a trace preserving map
is identity preserving (®'(Iy) = Ix) and vice versa.

4.2.1.5 Metrics

Metrics on states and operators allow us to understand inexact or error-prone processes.
On pure states, the Euclidean norm on the Hilbert space provides a distance metric, and
by construction, the induced operator norm (Definition 3.9) is the appropriate metric on
operators acting on the states. However, the situation is less clear on mixed states. It turns
out the appropriate norm is the trace norm due to its relation to measurements. First, we

introduce the norm and then we justify it.

Definition 4.20. Let U, V' be finite-dimensional inner product spaces and let 7" € L(U, V).
Then, the trace norm of T is

1T = L Te(|T)) = 1Tr(\/TTT>. (4.2.18)

Note that a different normalisation is sometimes used. The normalisation we give has

the property that, for quantum states p and o, ||[p — o||T, < 1. We give some important

properties.
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Proposition 4.21. Let X be a register.

(i) For T € £(X) hermitian, |||, = supg<p<y, Tr(PT) — 5 Tr(T).

(ii) For p,0 € D(X) and ® a quantum channel, | ®(p) — ®(o) || < |lp — 7|
(iii) For pure states [¢), [¢) € Hux, | [¥X¢] = |eXelllm < [[[¢) = @)l
Proof:

(i) Using the spectral decomposition, we can write 7' = A — B where A and B are both
positive, and AB = 0. Thus, |T| = A+ B, so

[Tl = §(Te(A) + Te(B)) = Te(A) + §(Te(B - A)) = Tr(4) — L Te(T).
(4.2.19)

Since Tr(A) is Tr(II7T) for II the projector onto sum of the positive eigenspaces we
have Tr(A) < supy<py, Tr(PT); and as Tr(PT) = Tr(PA) - Tr(PB) < Tr(PA),
this is in fact an equality.

(i) Using part (i), since Tr(p — o) = 0, we have ||p — o||n. = supg<p<1, Tr(P(p — 0)).
Thus, we get that

1P(p) — (o)l = sup Tr(Q®(p—0)) = sup Tr(®(Q)(p - 0))
0<Q<Iy 0<Q<Iy (4.2.20)

< Hp - UHTr'

(iii) Consider the subspace V' = spang {|¢), |¢)}. If dim V' = 1, then the trace distance
HoXe] = leXellle = 0 < [[[¥) = [#)]|. Else, dim V" = 2, so we can choose an
orthonormal basis {|t), | L)} in which we may express |p) = ¢’ cos £[¢) +sin £| L).
Then,

_ — ‘ 2 = |sin 2].
It =Iedellin = 1| o odne o [sin 3|

1 — cos? g —e' cos ¢ sin g
€ 2 2

Tr

(4.2.21)

On the other hand, ||[¢) — |¢)|| = \/|1 —elocos 82 4+ sin* ¢ > 2[sin¢|. The in-

equality is provided by ‘sin g| < 2[sin g].
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Finally, in order to justify the use of the trace norm, we relate it to an important
probability. Consider the following scenario. Alice holds a quantum register X, and she
knows that the register was prepared in state p or o, each with probability % She attempts
to guess which state she holds with one measurement. Then, her optimal probability of

guessing correctly

p= sup %(Tr(Ppp) + Tr(P,0))
P:{p,0}—=P(X)POVM
= sup 3(Tr(Pp) + Tr((I— P)o)) =1+ % sup Tx(P(p—0)) (4.2.22)
0<P<I 0<P<I

=5 +3lp— ol

As such, the trace distance is related to a guessing probability, which makes differ-
ences between states in trace distance very amenable to interpretation.

4.2.2 Entropy

Entropy provides a measure of the uncertainty on a system. We make use of the min-
entropy, as it has an important operational interpretation. The main reference for this sec-
tion is [Tom16].

First, we define the entropy of a classical probability distribution.
Definition 4.22. Let 7 : X — [0, 1] be a probability distribution. The min-entropy of X on
s

Hypin(X)r = — lgmax m(x), (4.2.23)

zeX

where lg is the base-2 logarithm.

It is direct to see that 2~ H=in(X)= g the optimal probability of guessing the outcome.
The probability of guessing can be improved by having access to some side information
about the distribution on X. This gives rise to the conditional min-entropy.

Definition 4.23. Let 7 : X x Y — [0, 1] be a probability distribution. The conditional
min-entropy of X knowing Y on 7 is

Hypin(X[Y )z = =18 ) maxm(z,y). (4.2.24)

yey
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As such, 27 Hmin(XY)= ig the optimal probability of guessing the outcome x as a func-
tion of a known outcome on y. In the quantum setting, due to the diagonalisation of the
density operator, the original min-entropy becomes Hy,in(X), = —1g||p||, where ||-|| is the
operator norm. This is the optimal probability of guessing the outcome of an X-outcome
projective measurement on p. The generalisation of the conditional min-entropy is the most
useful.

Definition 4.24. Let pxy be a subnormalised quantum state. The conditional min-entropy
of X knowing Y on p is

Hmin(X|Y)p = — 1g inf {TI‘(CTy)|0'Y Z O, PXY S ]IX X Uy} . (4225)
We mostly make use of the alternate expression
Hpin(XY), = —1gsup {Tr(Tp)|Txy > 0; Trx(T) < Iy}, (4.2.26)

which is closer to the operational interpretation. The two expressions are related as the

primal and dual forms of a semi-definite program optimisation [Tom16].

Theorem 4.25. Let pxy be a cq state. Then, 2~ min(XI¥)s jg the optimal probability of
guessing X by making a measurement on Y.

Proof: We use the alternate expression of the min-entropy. Writing pxy = Y p.[z] ® p§
and analogously Txy = > ., |[z)(2'| ® T;ﬁ’x/, we get that Tr(Tp) = > p, Te(T%"p").
As positivity implies positivity of the diagonal blocks, we can restrict to those 7' that are

zero on the off-diagonal blocks and write

9~ Hun(XIV)p _ qup {pr Te(T7p")|T§ > 0; Y Ty < Hy}

(4.2.27)
= sup pe Tr(P.p®).
P:X—P(Y) POVM Z,E: ( )
This is exactly the probability of guessing X with a measurement on register Y. |

We also work with a robust version of the min-entropy, that is attained by considering

the entropy of all possible small perturbations of the state.
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Definition 4.26 (Smooth entropy). Let ¢ > 0 and pxy be a subnormalised state. Then, the

e-smooth conditional min-entropy
Hiin (X[Y)p = sup {Huin(X|Y)o|0 € Tr(p)D<(XY); |[p — oflme < Tr(p)e}. (4.2.28)

Though it is defined in terms of the norm, the smooth min-entropy is stable under

inclusions in a larger space.

Proposition 4.27. Let pxy be a subnormalised state and U € U (X, X'), V e U(Y,Y’) be
isometries. Fix plyy, = (U @ V)pxy (U ® VT). Then,

HE

min

(X/’Y/)p’ = H,

min

(X|Y),. (4.2.29)

Proof: Since the ball around p’ is compact, there exists a state ¢’ that maximises the min-
(X'IY")y = Hmin(X'|Y"),. Now, let ITxy be the projector onto im(U ® V)

and Iy be the projector onto im(V'). Again using compactness, there exists 7y satisfying

entropy H;;,
7 >0, <I®r7,and Hyun(X|Y),r = —lgTr(7). Then, as conjugation preserves
positivity,

nyalﬂxy S ny(]I X T)HXY S I X HyTHy. (4230)

Letting 0" = Il xyo'Ilxy and 7" = Iy 711y, this gives that, since Tr(7’) < Tr(7),
Hupin(XY)or < Hiin(X|Y) . Finally, since p’ = [Ixy p'Ilxy, we have that
¢ — "l < ||p" — o1, SO We can restrict the search to those states that are in the

image of the isometry, and so we get the wanted equality. [

Now, we provide the important inequalities we use when dealing with entropy.

Theorem 4.28 (Data processing). Let pxy be a subnormalised state and ¢ : L(Y) — L(Y”)
be a completely positive trace non-increasing map. Then, for e > 0,
Hy (X0(Y)), = H

min

(X[Y),. (4.2.31)

Note that in this expression H3; (X |P(Y)), := HE;,(X[Y")a, (»). The data-processing
inequality tells us that no local quantum operation can increase the knowledge about an-

other system.
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Proof: First, we work with the un-smoothed entropy. We see that

2—Hmin(X|<I>(Y))P = sup {TI'(Tq)Y(p)NT Z 0, TI'X(T) S ]I}
= sup {Tr(@in(T)p)) T >0;Trx(T) < 11} (4.2.32)
< sup {Te(Tp)|T > 0; Trx(T) < T} = 2~ Huin(XV)p

since ®' is completely positive and identity non-increasing ®(I) < I
Now, as in the previous proposition, let o be a state such that

H: (XY), = Hyin(X[Y),. Then, we have that

Huin(XY), < HE,(X|P(Y)), < HE

min min

(X|®(Y)),, as a CP trace non-increasing map
does not increase the trace distance. |

Theorem 4.29 (Conditioning on classical information). Let pxy 7 be a subnormalised state
that is classical on Z. Then, for e > 0,

Hoi (XY Z), 2 H

m.

n(X1Y), —1g|Z]. (4.2.33)

This tells that n bits of classical information can only decrease the uncertainty by n.
Proof: As above, we first approach the unsmoothed case. Writing pxyz = >, iy @ |2)(z|
and Txyz =), T2 ® |2)2/|, we have that

9~ Hmin (X 2)0 — gyp {Z Te(T%p*)|T* > 0; Trx (T%7) < HY}

< |Z| maxsup{Te(Tp*)|T > 0; Trx(T) < Ty}
zE

(4.2.34)
<|Z| maszup{Tr(Tpr)\T >0;Trx(T) <Iy}
z€E

S |Z‘Q*Hmin(XD/)ﬂ7
as pxy = 2. Pxy-

For the smoothed case, let 0 xy » be a state classical on Z in the ball around pxy, —
every oyy around pxy can be attained by tracing out the register Z. Then, by the above,
Huin(X|Y), —lg|Z| < Huin(X|YZ), < HE

m

(XY Z),. Taking the supremum over o
gives the result. u



4. QUANTUM THEORY 75

4.2.2.1 Quantum-proof strong extractors

An important use of conditional min-entropy is for quantum-proof strong extractors. Due to
the operational interpretation, the conditional min-entropy of a cq state provides a condition
on the probability of guessing a classical register. However, in general, the min-entropy
being high does not say that the classical register is uncorrelated. Strong extractors provide

a way to remedy that.

Definition 4.30 ([KTO8]). Let X, Y, Z be classical registers. A quantum-proof (k, €)-strong
extractor is a function e : X XY — Z such that for any subnormalised cq state px¢, where

() is a quantum register such that H,,;,(X|Q) > k, if we take py x¢g = iy ® pxo,

|pecxyive — bz ® py ® pg|4, < €. (4.2.35)

Additionally, we say that e is a (k, €)-strong extractor if the condition holds when
there is no side information (), and that e is a classical-proof (k,€)-strong extractor if the
condition holds whenever () is classical.

It was shown in [KTO8] that every (k, €)-strong extractor is (k — lge, 2¢)-classical-
proof; and that, if its output Z = Zs, then it is also (k — lge, 31/¢)-quantum-proof.
In [DPVR12], it was shown that a one-bit quantum-proof strong extractor can be used
to construct an extractor on many bits via Trevisan’s construction [TreO1]. They also give
many examples of extractors based on list-decodable codes.

Though we will tend use general extractors and only specify their parameters, we
give an example of the construction of [DPVR12] that is useful to keep in mind. For any
m,n € N and ¢ > 0, there exists a quantum-proof (81g(3m/2¢e) 4+ m, €)-strong extractor
e: 28 x 73 — 73, where d € O(1g(m~/n/e)?1gm). Of course, for this to be useful, we
need that k = 81g(3m/2e)+m < n. Nevertheless, it is possible to achieve an exponentially
small error ¢ = n™ for any output length m by taking n > 81g(3m/2) + (1 +8lg1/n)m €
O(m), though this requires the key length d to be polynomial in 7. This example absolutely
defeats the original purpose of strong extractors, to extract a large amount of near-uniform
randomness using a small seed, but is of great use in our cryptographic applications.

Another important construction of extractors often used, especially for QKD, is a con-
struction based on hash functions. This is a family of functions that, when sampled ran-
domly, minimises the probability of a collision — it is unlikely for two elements to have

the same image. Hash functions are often used to approximate random functions.
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Definition 4.31. Let X,Y be finite sets. A family of functions H from X — Y is
universal if, for any distinct z, 2" € X, Pr[H(z) = H(a")] = 5, where, abusing no-
tation, H represents the uniform random variable on H.

There are constructions of hash functions whenever the cardinalities of X and Y are
powers of 2 [WC81]. It is possible to use this property to construct quantum-proof strong
extractors.

Lemma 4.32 (Leftover hash lemma). Let H be a universal, family of functions Z5 — Z5.
Then, the function e : Z% x H — 75 defined as e(x,h) = h(z) is a quantum-proof
(k, 2= *=2)/2) strong extractor for all k > 0.

A proof of this result is given in [TL17].



Chapter 5
Uncloneability Games

In this chapter, we formally introduce the general structure of uncloneability games, ex-
panding on the descriptions given in Chapter 1. First, in Section 5.1, we discuss the no-
cloning and monogamy-of-entanglement principles that the games illustrate. Then, we
present the extended nonlocal game framework in Section 5.2, which provides a general de-
scription of entanglement-based games. We specialise this to monogamy-of-entanglement
games in Section 5.3. Finally, in Section 5.4, we introduce no-cloning games and discuss
the duality between these and monogamy-of-entanglement games.

Much in this chapter consists of literature review, though we do include some new
contributions; we indicate these with footnotes.

5.1 The Monogamy-of-Entanglement Principle

The idea of uncloneability games arises from the question of how to study the no-cloning
principle. Though it may be rigorously understood via the no-cloning theorem (Theo-
rem 4.4), the principle is often unamenable to application. Uncloneability games attempt
to remedy that.

Rather than the no-cloning property of a channel, it often serves to work with a re-
lated entanglement-based property of a state. This is a property of tripartite entanglement,
the monogamy-of-entanglement (MoE). This property is rather elusive, and has been stud-
ied from a variety of perspectives, for example by means of state shareability [TerO4] or

entanglement-measure inequalities [CKW00]. We give an operational interpretation' that

I'To the best of our knowledge, this way of interpreting monogamy-of-entanglement is novel.

77
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is dual to no-cloning in the sense that, if there were a channel that permits cloning, its Choi
representation (Definition 4.17) would be a state that breaks monogamy-of-entanglement.
The MoE property says that no quantum system can be maximally entangled with two sys-
tems at once. Here, maximal entanglement is taken to generalise the property of the EPR
state that any unitary operation on one of the systems can be counteracted by an unitary
operation on the other system. Note that maximal entanglement under this definition does

not exist in infinite dimensions — only approximate versions of the property exist.

Definition 5.1. Let H = C?. A state |¥) € H ® H is called maximally entangled if, for all
U € U(H), there exists U’ € U(H) such that

(U@ U)|0) = ). (5.1.1)

In this definition, we see maximally-entangled states as those where unitary evolution
on one of the systems can be undone by an operation on the other system.

Lemma 5.2. Let |¥) € H ® H be maximally entangled and let {[i)},., be a basis of H.
Then, there exists a basis {|v;) },¢ (4 of H such that

1 d
Uy =—3 i 5.1.2
k%, ﬂ;\zmlv) (5.1.2)

and for every U € U(H), U' = MUM?' where M = Y. |v;)i| is the change-of-basis
matrix and the conjugate is with respect to the basis {|i)}.

This tells us that every maximally-entangled state is essentially a higher-dimensional
generalisation of the EPR state (Definition 4.2), up to a local unitary rotation. In particular,
the result of any measurement on one system may be perfectly predicted by a corresponding
measurement on the other system.

Proof: We consider the Schmidt decomposition of |¥) = Z?:1 VPilui) @ |v;). Using
the maximal entanglement property, we can act by U ® U’ where U is a change-of-basis
1

matrix and preserve the state, and hence assume that |u;) = [i). Next, we show that p; = -.

Suppose otherwise, that is that there exist i, j € [d] such that p; # p;. Consider the unitary
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S;; defined as

) k=i
|k) , else

Then, as (Si; ® S};)|¥) = [¥), we have that

VSl = (i @Sy © Sp)IW) = (6| @ D) = y/ilos). (5.1.4)

Taking the norm of each side gives the contradiction p; = p;. As such, we get the wanted
form of the state. Now let U € U(H). Writing U = >, - Uj; [i)(j] and
U = Z” Uj; [vi)v;], the equality (U @ U')[¥) = |¥) g_ives, for all j, 7' € [d],

Zj UijUi//j_: 5. Since U is un_itary, this means UZ-’]» = U;j, giving
U’:ZijUijM|i)<j|MT:MUMT. [ |

Theorem 5.3 (Monogamy of entanglement). Let # = C? for d > 1. There does not exist
a state |U) € H ® H ® H such that for all U € U(H ), there exists U’ € U(H ) such that

URIsD)|¥) = 1o U © U')|¥). (5.1.5)

Proof: Suppose otherwise and let |¥) be this state. Using the Schmidt decomposition,
write |[U) = Zle Pilvi)|1;) for |v;) € H and |¢);) € H ® H. As the subspace of H ® H
spanned by the [¢);) has dimension d, the above lemma implies [¥) = —- S o) @ |bs)
and there exists an isometry M : H — H ® H such that U’ ® U’ = MUM?. In particular,
for U =1, U’ ® U' = M M. But this gives that a projector onto a subspace of H ® H of

dimension d is unitary, which is a contradiction. |

5.2 Extended Nonlocal Games

Extended nonlocal games are a general class of one-round quantum interaction involving a
referee or verifier, Alice, and two players or provers, Bob and Charlie. This model was first
introduced in [JMRW16] and has both nonlocal games and monogamy-of-entanglement
games as special cases. In an extended nonlocal game, each party holds a quantum register,

where Alice’s register A is fixed, and Bob and Charlie’s registers, B and C, are arbitrarily
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chosen by the players. The gameplay proceeds as follows.

1. Bob and Charlie prepare a shared quantum state p opc, after which they are isolated and

may no longer communicate.

2. Next, Alice samples a pair of random questions (0, f) from a fixed question distribu-
tion 7. She sends Bob 05 and Charlie 6.

3. By making local measurements on their spaces, Bob and Charlie produce answers x g

and x(, respectively, and send them to Alice.

4. Alice makes a fixed single-bit measurement on her space, depending on the questions

and answers. Bob and Charlie win if she measures 1.

Op Oc
e . Vv .
Alice | win/lose
p Bob o
Charlie To

Figure 5.1: Scenario of an XNL game.

This setup is illustrated in Fig. 5.1. We can formally define games and strategies in
this setting.

Definition 5.4. A extended nonlocal (XNL) game is atuple G = (Op, O¢, Xp, X, m, A, V)
where

* Op and O are finite sets, representing the possible questions

* X and X are finite sets, representing the possible answers
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e m:0p x O¢ — [0, 1] is a probability distribution
* A is aregister, representing Alice’s quantum system

* V:XpXxXecx0Opx0c— P(A)is a function satisfying V (zp, z¢|0p, 0c) < L4,
called the predicate.

In this definition, it is possible to pack the probability distribution and the predicate
together in a function K : X x X¢ x Op x O¢ — P(A) defined K(xp,xc,0p,0c) =
7(0p,0c)V (xp,xc|0p,0c), called an assemblage. 1Tt is possible to see the assemblage
as something like a joint probability distribution of which the predicate is the conditional
probability distribution with marginal 7.

Next, we define the strategies that Bob and Charlie may use to play the game.

Definition 5.5. Let G = (Op,00, X5, X¢, 7, A, V) be an XNL game. A strategy for G is
a tuple S = (B7 C? {BQB }9}36@37 {060}6’06907 P), where

* Band C are registers, representing Bob and Charlie’s quantum systems

e B’ : Xp — P(B) and C% : X — P(C) are POVMs, representing Bob and
Charlie’s measurements

* p € D(ABC) is a shared quantum state.

The winning probability of a strategy S for G is

we(S)= [ D T[(V(es,zclbs, b0) @ Bl @ CI%)p]. (5.2.1)
(03,90)<—7r rp€EXp
ro€EXco

The optimal winning probability of a game is t0(G) = supg v¢(S), where the supremum is
over all strategies.

In this definition, we can see that the predicate is seen as a POVM element corre-
sponding to Alice measuring a winning outcome; the other element I — V (x5, x¢|0p, 0¢)
corresponds to Alice measuring a losing outcome.

Note also that there is not necessarily a strategy that attains the optimal winning prob-
ability — this occurs iff the set of winning probabilities contains its supremum. In general,
to work with the optimal winning probability, we would have to deal with a sequence of

strategies whose winning probabilities tend to this bound.
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Remark. Nonlocal games form a special case of XNL games: they correspond to the games
where Alice’s space is one-dimensional. Then, the predicate is just a real value in [0, 1] that
gives the probability of Alice accepting the set of questions and answers. That is, all Alice’s
operations are classical. Formally, we write a nonlocal game G = (Op, O¢, Xp, X¢, 7, v),
where 7 is a probability distribution on ©p X O¢ and v : Xp X X X O X O¢ — [0, 1]
is the predicate. This is represented by the XNL game (O, O¢, X5, X, m, {0}, v[0]).

Next, given a strategy for an XNL game, it is possible to simplify by purifying all the

elements.

Theorem 5.6 (Strategy purification). Let G be an XNL game and S be a strategy for G.
There exists a strategy S’ such that the state is pure and the measurements are PVMs, that
wins with at least the same winning probability.

We call this type of strategy a pure strategy, and note that we may assume that any
strategy is pure.
Proof: First, we can use Lemma 4.9 to purify the state by enlarging Bob and Charlie’s
spaces with auxiliary registers that they ignore. Next, for each of the POVMs, we make
use of Theorem 4.12 to express it as a PVM conjugated by the adjoint of an isometry. By
moving the isometries to the state we find a strategy with a pure state and measurements
given by PVMs conjugated by isometries. This strategy has the same winning probability
by construction. The conjugated PVM elements remain projectors, but they may sum to
less than identity because the conjugating isometry may not be surjective, so it remains to
extend them to a full PVM to get the pure strategy. This has greater or equal winning
probability. [

It is possible to construct new XNL games by playing two games in parallel.

Definition 5.7. LetG = (05, O¢, X5, Xc, m, A, V) and ¢’ = (', OL, X}y, X0, ', A", V7).
Then the parallel product of G and G is the XNL game

G X G/ == (@B(—);By @C'@/Ca XBX/B> XC'X,C’7 7T7T/, AA,) V ® V,) (522)

where

(m7") (007, 0cb;) = w(0B,0c)7 (Oc, O;)

(5.2.3)
(Ve V) (xpaly, xorp|0p0%,0c0:) = V(xp, xcl0p,0c) @ V' (2, 26|05, 05).
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By playing the strategies of the two games in parallel, it is possible to see that
(G x G’) > w(G)1o(G’). However, the converse is not necessarily true.

The n-fold product of a game with itself G" = GX- - - X G is called the parallel repetition
of G. In a parallel repetition, we can consider not only the total winning probability, but

also the winning probability on each of the games.

Definition 5.8. Let G = (O, 0¢, Xp, X¢, m, A, {A%}geo) be an XNL game, let i € [n],
and let S = (B,C,{B%}g,co,, {C% }o,co., p) be a strategy for G". Then, the i-th win-
ning probability* of G" is

g (8) = |E, E Tr [(W(yg, yel0p,0c) ® B)? . @ Cg&) p} , (5.2.4)
(0.0c)<n" yp€EXB
yo€Xc

where V;(yg, ycl0s,0c) = V(ys, yc|(0B):, (0c):); is the predicate acting on Alice’s i-th

. 0 0 . . 0c
register and B, 7 ; = E(x 5 )e xp BzZ with analogous definition for C 7 ;.
TB)i=YB

By definition, the predicate V; depends only on the i-th terms of the strings 0z, 0¢.
However, this does not hold for the players’ measurements. Nevertheless, if they are PVMs,
we can get some weaker but important relations on the operators. First, they commute for

the same question

0 0 1 _
[Byni By ;1 =0, (5.2.5)
and satisfy the product relation
0 _ nb 0 0
ngg B B(fB)l,lB(fB)%? o B(fB)n,n' (5.2.6)

5.3 Monogamy-of-Entanglement Games

In its most general form, a monogamy-of-entanglement (MoE) game is an extended non-
local game where Alice’s predicates decompose as a measurement followed by sampling
from a probability distribution that depends on the question and answer pairs as well as the
measurement result. The important difference that arises here is that Alice’s measurement

can be undertaken before she receives the answers from Bob and Charlie. As such, the

2This idea has been studied in some form in the context of nonlocal games [Col17], but not for XNL
games.
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MoE game can be interpreted as measuring how well Bob and Charlie are able to each
guess some aspect of Alice’s measurement by making use of their entanglement. The
monogamy property of entanglement is thus illustrated by the winning probability of such

a game being low.

5.3.1 MoE games and generalised MoE games

First, we introduce the original form on an MoE game studied in [TFKW 13, JMRW16].

The gameplay proceeds as follows.

1. Bob and Charlie prepare a shared quantum state p op¢, after which they are isolated and

may no longer communicate.

2. Next, Alice samples a random question ¢ from a fixed question distribution 7. She sends
6 to Bob and Charlie.

3. By making local measurements on their spaces, Alice, Bob, and Charlie produce an-
swers z, g, and ¢, respectively. Bob and Charlie send their answers to Alice.

4. Bob and Charlie win if x = x5 = x¢.

S)

Alice |[—— =

Charlie |— Zc¢

Figure 5.2: Scenario of an MoE game. The players win if the equality z = zp =
Zc holds.

This setup is illustrated in Fig. 5.2. We present this formally.
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Definition 5.9. A monogamy-of-entanglement (MoE) gameisatuple G = (0, X, m, A, {A’}yco)

where
* O is a finite set, representing the possible questions

* X is a finite set, representing the possible answers

7 : © — [0, 1] is a probability distribution

* Ais aregister, representing Alice’s quantum system

A% .Y — P(A) are POVMs representing Alice’s measurements.

The monogamy-of-entanglement principle (Theorem 5.3) relates to the structure of
the above MoE games in an insightful way. Consider an MoE game where Alice’s mea-
surements are projective — that is where her measurement result is fully dependent on the
state and not on auxiliary randomness. Then, first of all, by sharing a maximally-entangled
state with Alice, either Bob or Charlie could always guess her measurement result, because
he could always undo her transformation into her measurement basis with an appropriate
unitary. Now, what if there existed a state that violates the monogamy of entanglement?
Then, by acting simultaneously, Bob and Charlie could undo Alice’s measurement basis
transformation in the same way. Then, they would be able to both simultaneously guess
her measurement result. In this way, MoE games would be trivial if there were a state that
violates monogamy-of-entanglement. So they can be used as way to measure the influence
of monogamy-of-entanglement on a system.

This original definition is too restrictive to capture many of the games highlighting
MOoE properties. There have been games of the same style that go beyond by allowing the
guesses to have errors [TFKW 13] or requiring that the players guess different aspects of the
measurement result [CLLZ21]. Our more general definition intends to capture all of those
that fit in the XNL game model.> We capture these additional properties by having Alice
compute a predicate that is a function of her, Bob’s, and Charlie’s measurement results. For
example, to allow error, Alice will be able to say that the players win if their results fall
within a neighbourhood of her result; or to have the players guess different aspects of the
measurement result, she may verify that their results match hers up to some equivalence

class. The gameplay proceeds as follows.

3This is a novel generalisation.



5. UNCLONEABILITY GAMES 86

1. Bob and Charlie prepare a shared quantum state p4pc, atter which they are isolated and

may no longer communicate.

2. Next, Alice samples random questions 6, 6~ from a fixed question distribution 7. She
sends 65 to Bob and 0, to Charlie.

3. By making local measurements on their spaces, Alice, Bob, and Charlie produce an-

swers ¥y, x g, and x ¢, respectively. Bob and Charlie send their answers to Alice.

4. Alice samples from a one-bit probability distribution depending on the questions and

answers. The players win if she samples 1.

Op Oc
Alice [—VY
P Bob —— B
Charlie [— Zc¢

Figure 5.3: Scenario of a GMoE game. The players win with probability
p(xBJxCJy|QB7QC)'

Next, we formalise the above discussion. The setup is presented in Fig. 5.3.

Definition 5.10. A generalised monogamy-of-entanglement (GMoE) game is a tuple G =
(@Ba @Ca X37 XC') Y7 T, P,y A7 {AQB’QC}GBGQB,GCGQC) where

* Op and O¢ are finite sets, representing the possible questions
* Xp and X are finite sets, representing the possible answers

* Y is a finite set, representing Alice’s intermediate answer
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e m:0p x O¢ — [0, 1] is a probability distribution

p:Xp X Xe XY x0Op x0c —|0,1] is a function representing the probability of

winning with each question and answer set, called the scalar predicate

* A is aregister, representing Alice’s quantum system

A%89¢ .Y — P(A) are POVMs representing Alice’s measurements.

A GMOoE game in this definition reduces to an extended nonlocal game by taking the
predicate V(zp,zc|0p,0c) = 3,y P(xB,7c,yl0B, 0c)ASP%. As such, a strategy for
the GMOE game is a strategy for the equivalent XNL game (O3, O¢, X5, X¢, 7, A, V). In
terms of the GMoE game, the winning probability of a strategy S = (B, C, {B?=},{C%}, p)
is

we(S) = K D p(xs,zc,yl0s,0c) Tr[(AP% @ B @ CI¢)p].  (5.3.1)

(93 90 +—nmxpeEXp
roc€EXCo
yey

Further, any MoE G = (@, X, m A, {Ae}) game may be represented as the GMoE
game (@, 0,X,X,X,7,p, A, {AQB’GC}) , where the distribution 7' (05, 0c) = 7(05)d0,.00
the scalar predicate p(x g, ¢, y|05, 0c) = 0rp y0se 4> and the measurements A%%0¢ = A%,
Making use of the representations as a GMoE game and then an XNL game, we see that
strategies for G take the form S = (B, C, {B}sce, {C’}oco, p). and have winning proba-
bility

=1 > T[4l @ Bl @ C)p]. (5.3.2)

O—m xeX

Parallel repetition of the XNL game also carries over to MoE and GMoE games. The
parallel-repeated predicate is V" (25, xc|0p, 0c) = >, cyn D" (2B, TC, y|0B, fc)(Am)iebe,
where (5, 7¢. 9165, 6¢) = Ty p((#5):, (20):, il (95, (6c).) and (4")go0e =
(I Ang )u%0)i Hence, the i-th winning probability of a strategy can be written

w(8) = B plusve.ul) Tr| (4557 @ (B, @ (€)1, ) ).
(0B,0¢c)+n" ypEXp
yoc€EXc
yey

(5.3.3)
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05,0 05,0 0B)i,(0c)i
where A/%0¢ = $7 (o An0Ete = (AfR)E0C),
Ti=Yy

5.3.2 The TFKW game

To illustrate the MoE game model, we give the foundational example introduced in [TFKW13].
In the basic form of this game, which we call the TFKW game, Alice measures her single-
qubit system in either the computational or the Hadamard basis. Then, she informs Bob
and Charlie of her measurement basis, and to win, they are simultaneously required to
guess her measurement result correctly. Formally, this corresponds to the MoE game
TFKW = (Zg, Lo, m, Ly, { A°, A'}), where A% = |y”)(y°|. For this game, the winning prob-
ability of a strategy S simplifies to

1
wre(S) = 5 Y Te[(ly" Xy’ | ® By ® Cy)p]. (5.3.4)

979622

A major result of [TFKW13] is to find the winning probability of this game, and its
parallel repetition. They find that

1 (TFKW") = to(TFKW)" = (cos®(Z))" = <§ + ﬁi)n (5.3.5)

For the TFKW game, there is a simple strategy that wins with this optimal probability.
In fact, it is unentangled in the sense that Bob and Charlie do not hold any entanglement
with Alice on the shared state — their spaces are one-dimensional. This strategy makes
use of the Breidbart state |3) = cos £|0) + sin g|1), which has the property of sitting
directly in between the computational and Hadamard states on the Bloch sphere. To make
use of this strategy, Bob and Charlie simply provide Alice with the Breidbart state and then
both guess measurement result 0, irrespective of the question. Formally, this strategy is
({0}, {0}, {B?},{C?}, |8)3]) where B} = C? = §,,. By rotating the state using the
Pauli operators, which preserve the computation and Hadamard measurement bases, it is
possible to construct other unentangled strategies.* We call the states the Wiesner-Breidbart
states, as they form a pair of mutually unbiased bases corresponding to a rotated version of
the Wiesner bases. These states are illustrated in Fig. 5.4. To transform the Wiesner bases

4Only one of these optimal strategies was considered previously in [TFKW13].
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Figure 5.4: Positions of the Wiesner-Breidbart states on the Bloch sphere. They
form a pair of bases analogous to the conjugate-coding bases, but rotated by 7 so
that each vector is located at the midpoint between a vector from the computa-
tional basis and one from the Hadamard basis.

State [0=0]|60=1

B | 0 ] 0
ZB) | 0 | 1
X5 | 1| 0

XZIp) | 1 1

Table 5.1: Answers y for the unentangled optimal strategies of the TFKW game.
Bob and Charlie reply with the same answer, depending on both 6 and the
Wiesner-Breidbart state they chose.

to the Wiesner-Breidbart bases, we use the Breidbart operator with matrix representation

6= [@sg sin g ] . (5.3.6)
sm% —cos%

The Breidbart operator is hermitian and diagonalises the Hadamard operator as H = 626.
We have that 6|0) = |5), 6|1) = —XZ|3), 6|4+) = Z|5), and 6|—) = X|5).

To construct an optimal strategy from a Wiesner-Breidbart state X*Z°|3), Bob and
Charlie make a guess as a function of a, b, #. These optimal guesses are given in Table 5.1.
Note that for one of the Wiesner-Breidbart bases, the guesses do not depend on the question,
but for the other, they do.

The Wiesner-Breidbart states form in fact the only unentangled optimal strategies.
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It is a harder task to show that the winning probability of these strategies is actually
optimal. We work with an adapted version of the technique of [TFKW13] in Chapter 6;
and give an alternate proof of the optimality in the one-qubit case in Chapter 7.

5.4 No-Cloning Games

In XNL games, the referee Alice makes a measurement on a shared state to decide the
correct answer. Often, a scenario that is not based on tripartite entanglement is more useful
to consider, since the creation of reliable and long-lived entanglement is experimentally
difficult. In this case, we can replace Alice’s measurement by a state preparation. In such
a scenario, the answers of a game are considered to be generated by Alice, rather than
measured. We work with a form of game that is, in a sense, dual to GMoE games, and is
again played by two players, Bob and Charlie, against an honest referee, Alice. Since these
games illustrate the no-cloning property, we call the model the no-cloning game model.> A

no-cloning game proceeds as follows.

1. Alice samples a pair of questions 3, 0 and an index y. She prepares and sends a
state ofp-fc.

2. Bob and Charlie act on the state with some channel ®. Then, they are isolated and

may no longer communicate.

3. Alice shares 5 with Bob and 6+ with Charlie. They produce answers xz and x¢,
respectively, and send them to Alice.

4. Alice samples from a one-bit probability distribution depending on the questions and
answers. The players win if she samples 1.

This setup is illustrated in Fig. 5.5. We can formally define this form of game and its

strategies.

Definition 5.11. A no-cloning (NC) game is a tuple

G= (637 @B, XB7 XC7 Yaﬂ—apa A7 {03B7 . where

0
“ }GBe@NﬂcG@cyEY)

* Op and O are finite sets, representing the possible questions

>This model has generally been implicitly considered, in relation to the MoE model, for example in
[CLLZ21]. To the best of our knowledge, our formalisation is novel.
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O5 Bob |—— 7B
Y —1 Alice @ ************
1 3 T
Oc Charlie c

Figure 5.5: Scenario of an NC game. The players win with probability
p(fEB,l‘C,y|eB,60).

Xp and X are finite sets, representing the possible answers
* Y is a finite set, representing the possible preparation indices

* 1:0p X O¢ xY — [0,1] is a probability distribution

p:Xp X XexY x0Op xOc — [0,1] is a function, called the scalar predicate
» Ais aregister, representing the quantum system that Alice sends
« olpfc € D(A) are the quantum states that Alice sends.

Definition 5.12. Let G = (©5,O¢, Xp, X¢, Y, m,p, A, {0979 }) be an NC game. A strat-
egy for Gis a tuple S = (B, C,{B%}y,.co,, {C%}ocou, (I>), where

* B and C are registers, representing Bob and Charlie’s quantum systems

e B% : Xp — P(B) and C% : Xo — P(C) are POVMs, representing Bob and

Charlie’s measurements
* &: L(A) — L(BC) is a quantum channel.

The winning probability of a strategy S for G is

we(S)= K D ples,ze,yl0s,00) Te[(Bl @ CY)B(ayn )] (5.4.1)
(GB,Gc,y)<—7r$B€XB
ro€EXc

The optimal winning probability of a game is 10(G) = supg tog(S), where the supremum is

over all strategies.
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In the same way as MoE games measure the monogamy-of-entanglement principle,
NC games measure the no-cloning principle. That is, if there were a channel that violates
the no-cloning theorem (Theorem 4.4), then it would make all no-cloning games trivial.
The channel could be used to copy the transmitted state, and therefore Bob and Charlie

would be able to win the game as well as a single player.

Remark. NC games can be seen to generalise nonlocal games in a different way to the
generalisation of XNL games. Given a nonlocal game G = (Op,O¢, Xp, X¢, T, v), we
can represent it as the NC game ¢’ = (0p,0¢, Xp, X¢, {0}, 7,0/, {0}, {af5%¢ = [0]})
where v' (g, 2, y|0B, 0c) = v(xp, 2c|0p, 0c) — that is the NC game where Alice always
sends the trivial state and computes a predicate that depends only on Bob and Charlie’s
questions and answers. As such, there is a bijection between the strategies for these two

games that preserves the winning probability, simply by taking ®([0]) = p.

5.4.1 Association to GMoE

It is possible to transform any GMoE game into an NC game.

Definition 5.13. Let G = (05,0¢, Xp, X¢, Y, m, p, A, {A’%¢}) be a GMoE game. The
Choi-corresponding NC game® is the NC game JG = (O3, O¢, X5, Xc, Y, 7, p, A, {033790}),

Tr AzB bo
1]
gate with respect to the register basis.

AGB,(-)C

Y
0,00
Tr AyB c

where W’(QB,@C,y> = W(@B,Qc)

and 033 o = for the complex conju-

We can see that this map is injective and its image is the set of NC games such that

> ey (0, 0c,y)0l = > yey (0B, 0c,y)pa for all (05,0c) € Op x Oc. Hence, any
NC game in this image corresponds to a unique GMoE game. This correspondence also

carries over to strategies.

Proposition 5.14. Let G = (©p,0¢, Xg, X, Y, m,p, A, {A?2¢}) be a GMOE game.
Then, for any strategy S for JG, there exists a strategy S for G such that

g (S) = ye(S). (5.4.2)

In particular, that means that ro(JG) < tv(G). However, the converse inequality does
not always hold.

®As for the NC game model, this is a transformation that, as best we know, had only been implicitly
utilised. The name was chosen due to its relationship with the Choi representation seen in Proposition 5.14.
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Example 5.15. We consider an MoE game closely related to the TFKW game presented
above: G = (Zy, Zy, m,Z3,{A%}), where 7(0p, 0c) = 5 and

A% = 10°)0°| @ [yNy| @ I+ 1901 @ T ® |y)y] . (5.4.3)

It is straightforward to see that wv(G) = 1. In fact, by taking the simple strategy S =
({0}, {0}, {B?},{C?}, [000)X000[) where Bf = C? = 4, ,, we have that tog(S) = 1, as

Yy
the state ensures that Alice always measures 0. However, this is not the case for the Choi-

in2 =
corresponding game JG = (Zy, Zy, Ly, Ly, Ly, ', p, Z3, {0859 }). Let e = s i

and suppose that there exists a strategy S = (B, C,{B}, {C?}, @) for JG that wins with
probability strictly greater than 1 — . Then,

1c< Y T(Be ool

971/622

1
X Te|(BS, © C2,)@(|p"zoz Yooz ) | (5.4.4)

0,p,x0,x1E€L

3 1 .1 0 0 ) 0
% oL CRL AL
xT,p 2

This gives that every term 3 >~ Tr [(Bﬁp ® C0 ) (|p o )pPxor: ])] must be greater

than 4(1 — ¢ — %) = 1 — 4e. In particular, for zox; = 01, we have

1
1 —de < ¢ > T[(B) @ Che(|poryp’o1])]. (5.4.5)

T,pEZL2

This exactly expresses the winning probability of the strategy 8’ = (B, C, { B?}, {C*}, @)
for the one-qubit TFKW NC game JTFKW, where ®'(c) = ®(0 ® |01)01|). Hence, we
know by Proposition 5.14 and the bound on the winning probability of the TFKW game

Lo
sim- g
8

4

that 1 — 4¢ < cos? 3. giving £ > . Contradiction. Thus, the winning probability of JG

is strictly less than that of G.

Proof of Proposition 5.14: Let S = (B, C,{B},{C%}, ®) be a strategy for JG. Define
the strategy S = (B, C,{B’},{C%}, J(®)) for G, where J(®) is the Choi representa-
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tion (Definition 4.17). Then,

mG(g) = Z 7T-(QBa QC)p<vaw07y|nggc) Tr[(AzBﬂc ® ng ® ng)‘]((b)}

0p€OB,0cEOC,YEY
rzpEXp,xc€XC

= 3 705 b )p(es. ze i 0) 1 S (@|AP]a) Te[(B @ C2) ()]

A
0peOp,0c€OC,YcY | ‘ a,a’ €A
zpE€Xp,xcE€XC

(0 ,9 A9BOc | N
=5 T e eyl 00) 3 e[ (B2 @ €)@ la)al AT )]
0p€eOR.0c€EOC,YeY a,a’€A
rpeEXp,xc€EXo
= Z 7 (05, 0c,y)p(x5, 20, y|05, 0c) Tr[(BYE © C22)®(0iP%7)] = w(S).

0p€eORB,0c€OC,YeY
zp€XpB,xcE€XC

(5.4.6)



Chapter 6
Coset States and Games

In this chapter, we study the winning probabilities of the subspace coset games introduced
in Section 2.1. First, in Section 6.1, we introduce the subspace coset states used to construct
these games. Next, in Section 6.2, we study the coset state games introduced in [CLLZ21]
and prove the conjectured upper bound on the winning probability. Next, in Section 6.3,
we extend these games to leaky and then also robust versions, and analyse these. Finally,
in Section 6.4, we represent the winning probability bounds as a new type of entropic
uncertainty relation, which is how we approach these bounds in applications.

This chapter is based on joint work with Thomas Vidick [CV22] and Anne Broad-
bent [BC22].

6.1 Subspace Coset States

To define the class of subspace coset states on an n-qubit space, we consider the underlying
register as the vector space of bit strings V' = Z7 over the finite field Z,. As bit strings, the
elements of the canonical basis £ = {ey, ..., e,} are the strings e; that are 1 at position i
and O elsewhere. Recall that the dot product V' x V' — Zs is defined as u - v = ZZ U;V;.
For any subspace a C V, the orthogonal subspace with respect to this dot product is

at={veVu-v=0Vucal}. (6.1.1)

This satisfies (a*)* = a and dim a+dim a*™ = dim V' = n, but in general spany, (aUa") =
a+ at # V, for example {00, 11}+ = {00, 11}, unlike the orthogonal complement for an

inner product over C.

95
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A subspace a C V is called a register subspace if it may be expressed as a = spang, S
for some S C E [JNV21]. For a register subspace, we have that a™ = span,, S¢, and
therefore that a + a* = V. In this case, we get the canonical isomorphisms a* = V/a and
a = V/at, defined as u — v + a and u — u + a', respectively. We can easily express
any register subspace by an indicator vector t(a) € V defined by ¢(a); = 1 if and only if
e; € a.

We define subspace coset states on the space Hy = (C2)®"

Definition 6.1 ([CLLZ21, VZ21]). Leta C V be a subspace. Given t,t' € V, the subspace

coset state

lag ) = Z Y lu + t). (6.1.2)

’MGCL

Ifu €t+aandu €t +a’, wehave that |a,,,) is equal to |a; /) up to global phase.
To make use of this, for any subspace a, we fix a linear map ngdim“ — 25, t — t, such
that t — t, + a is an isomorphism Z3~4™¢ = 71 /4 and then take, for ¢t € Zj~ 4™ and
t' € Z§™, |ayp) := |ay, . ). Then, the coset states {|as )|t € Zy ™ ' € Z§™*} are

all distinct and form an orthonormal basis of Hy .

If @ is a register subspace, there is a particularly good choice of map. For at =
spang,{e;,,... €, } withi; < iy < ... < iy, we take ¢, = Z;"zl tje;,. This allows
us to write the subspace coset state in this case as a Wiesner state |a; ) = |2%), where
r=1t,+ 1t and 0 = i(a).

6.2 Weak and Strong Subspace Coset NC Games

The first constructions of NC games based on subspace coset states were given in [CLLZ21].
They are all played between a referee Alice, who holds the register V' = Z% where n is even,
and two cooperating players, Bob and Charlie; and the questions are taken from a set of
subspaces A of Z3. The simplest of these, the weak subspace coset NC game, matches the

traditional structure of an NC game. The gameplay proceeds as follows.

1. Alice samples a uniformly random a € A and t,t' € Z;/ ®. She prepares the state
lat+) € Hy and sends it to Bob and Charlie.

2. They act by an arbitrary channel ¢ : £(V) — L£(BC') and then are isolated, so that Bob
holds B and Charlie holds C'.



6. COSET STATES AND GAMES 97

3. Alice shares a with Bob and Charlie, and they each make guesses of the pair (¢,t').

4. Bob and Charlie win if their guesses are both correct.

This corresponds to the NC game

WSCpa = (A,A,ZQ/2 T2 7 7 g w72 w o,V {o }), 6.2.1)

(t:t)

where the distribution 7(a, b, t,t') = |j‘“|’2”n, the predicate p((tp,t), (tc, tr), (t,1')]a, b) =

b o :
(at’ " = |at v )a:¢|. Because of its simple structure, this

is the Choi-corresponding NC game of an MoE game, not just of a more general GMoE

Otp t0tc 101, 10t v and the state o

game.
The more useful version of this game, the strong subspace coset NC game is easier to
win and does not follow the traditional structure. It proceeds as follows.

1. Alice samples a uniformly random a € A and ¢,t' € Zg/ ®. She prepares the state

lat) € Hy and sends it to Bob and Charlie.

2. They act by an arbitrary channel ¢ : £(V') — L(BC') and then are isolated, so that Bob
holds B and Charlie holds C'.

3. Alice shares a with Bob and Charlie. Bob makes a guess of ¢ and Charlie makes a guess
of t'.

4. Bob and Charlie win if their guesses are both correct.

Again, this may be represented formally as the NC game

$5Cua = (A ALY 25 2 x 2 mp, VAol )} ). (622

(¢,

5, a,
where 7(a, b,t,t') = |A|—'2bn, p(ts, te, (t,t)]a,b) = 61y 104, v, and U(tz,) = lagyXagy|.

Directly from the definitions, we see that any strategy for the weak game may be used
to play the strong one (Bob does not send ¢; and Charlie does not send ¢.), and therefore
the winning probability 1w (SSC,, 4) > w0(WSC,, 4). In particular, any upper bound on the
winning probability of the strong game also provides an upper bound for the weak game.

Finally, it is easy to check that both of the games above are in the image of the Choi
correspondence. Hence, we can also represent them as GMoE games where Alice measures
in a basis of coset states. We will make use of this correspondence to upper-bound the

winning probabilities of the games.
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6.2.1 Bounding the winning probability

In this section, we prove the following theorem.

Theorem 6.2. Let n € N be even and let A be either the collection of all subspaces of

dimension n /2 or the collection of register subspaces of dimension n/2 in Z%. Then,
t(SSCp,a) < Ve(cosZ)". (6.2.3)

To upper bound the winning probability of the strong subspace coset monogamy game,
we adapt a technique of [TFKW13]. This technique relies on a general bound on the norm

of a sum of positive operators.

Definition 6.3. Let S be a finite set. A family of mutually orthogonal permutations of S is
a collection of bijections 7, : S — S for all s € S such that 7, o 7r; ! has a fixed point iff
s =1.

Note that a family of mutually orthogonal permutations always exists. By making the
identification S = Zg, we take 7,(t) = s+ t. Then, 7,0 7, ! = 7,_, so it only has a fixed
pointif s —¢ = 0.

Lemma 6.4 (Lemma 2 in [TFKW13]). Let P* € P(H) for s € S be a collection of positive

operators. For any family of mutually orthogonal permutations 7, : S — S then

[P = X ma] vV
(S
seS

ses
Proof: Consider the operator A on H@Hg definedas A = > vV P*® |s)(so| for some fixed
so € S. Then ATA = Y P*® [so)so|, so ||[ATA|| = |3, P¥||. By the C* identity, this
is equal to ||AAT|| = ||zs’s, VP*VPY @ |s)(s'|||. By orthogonality of the permutations,
Doey VPIVPY @ |s)(s'| = 3,3, VPV P™® @ |t)(m,(t)]. Then, using the triangle

inequality,
Jaat) < 32| S VPVPRO @ i)l = SO Yo VPVPRO @ ju|
= max|[VPV PO

(6.2.4)
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To make use of this bound, we need two things: a family of mutually orthogonal
permutations of a relevant set, and the value of the overlaps of relevant operators. We begin
with the former. By fixing a basis, we can represent the subspaces spanned by subsets of
this basis by indicator vectors — generalising the presentation of register subspaces. As

such, the relevant set for the orthogonal permutations is
S ={x € Z||x| =n/2}. (6.2.5)

The size |S| = (n’}2) =: N, so to find a family of mutually orthogonal permutations, it

suffices to find /V permutations and show that they are mutually orthogonal.

Lemma 6.5. There are mutually orthogonal permutations 7, ..., 7y of S such that, for

each k € {0,...,n/2}, there are exactly (”éz

positions at which = and 7;(x) are both 1is § — k forany z € S.

2 .
) permutations 7; such that the number of

We use a construction based on graph theory. It requires only some fundamental
concepts, for which we refer to [Diel8]. An example of the construction is given in Fig. 6.1.
Proof: Let k € {1,...,n/2}. We take G,, . to be the graph with vertex set S and an edge
between any z,x’ € S such that the number of positions at which = and 2’ are both 1 is
exactly § — k.

We claim that the minimum degree dj, of G, i, (the number of edges on each vertex)
1s at least (”42)2. Indeed, for any x € S, we can define distinct 2’ that are connected to it
in G, x by choosing k locations among the 5 1 positions of x, £ locations among the 5 0
positions, and flipping those values.

For each edge in (), ;, create two directed edges to obtain a directed graph énk In
én,k each vertex has in-degree at least dj, and out-degree at least d;. Thus we can find
dj, non-overlapping oriented vertex cycle covers of C;’n,k (closed, potentially disjoint, paths
through the graph that follow the directed edges and pass through every vertex) — call them
Chly-- s ckdk.l To each oriented vertex cycle cover ¢ ;, associate a permutation 7y, ; of S
by taking 7y ; () to be the vertex connected to = on the directed edge out. By construction,
for any i # i/, m,; and 7, are orthogonal since the cycle covers share no edges.

For k = 0, set m ; to be the identity permutation of .S.

We observe that for £ # k' and any 4, ¢, it must be that 7 ; and 7 are orthogonal

permutations. This is because two elements of S can be connected by an edge in at most

I'To show this, find a first cycle cover in an arbitrary way and remove all edges used. This reduces both
the out- and in-degrees by exactly 1. Repeat until the minimum degree reaches zero.
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1001
1010 _~7/N\_ 0110

1100\~ 0101
0011

(a) The graph G4 1. (b) The graph G471. (c) A set of cycle covers.

N
W

Figure 6.1: Graph construction from Lemma 6.5 in the case of n = 4,k = 1.

one of the graphs (), ;.. To conclude that we have N mutually orthogonal permutations, we

have by the Vandermonde identity that we have constructed

n/2 )
n/2 n
= =N 6.2.6
> (%) - () 620
k=0
permutations, as desired. |

Now, we work out the next preliminary result: the overlap we use.

Lemma 6.6. For any a, b C Z} subspaces of dimension n/2, and t', s € Z;L/ ? we have that

the overlap

odim(anb)—5 (6.2.7)

H D laweXacel D 1bos sl

tezp/? s'ezn/?

Proof: First, we note that

2 bl = 3 Z Y sy )0 s

s EZ"/2 ’EZH/Z v,v' €D

= Z v+ sp)v + sp| =2 I,

vEDb

(6.2.8)

the projector onto span {|v)|v € b+ s,}. Then, the norm we want to bound may be ex-

pressed as

1/2

/
, (6.2.9)

H Z |a'tvt/><at,t’| Hb+5b

n/2

tez]

- H Z Hpts, |at,t’><at,t’| Ipys,

n

tezy
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using the fact that || A||> = || ATA|| and the operators |a;x)ay | are orthogonal projectors.
Next, noting that IT;, ,|a; ) is a superposition over elements of (b + s,) N (a + t,), they
are orthogonal for different values of ¢. Thus, bounding the norm as a sum of hermitian

operators with orthogonal support,

= m?XHHbJer |at’t1><at7t/| Hb+sb || (6210)

H D s, lageXane| Mo,

tezp/?
Finally, using the fact that each term is the norm of a rank one operator

||Hb+sb |at,t’><at,t’| Hb+sb|| = <at,t’|Hb+sb|at,t’> = |(b+sb)|2|(a+ta)‘ < ‘(Tz‘b‘, (6.2.11)

so we have the upper bound 4/ |"is|b| = y/2dim(anb)—n/2, |

Before we proceed to the proof of the theorem, we need a generic bound that we use

to simplify the final result.

Lemma 6.7. For any even integer n > 2,

n/2 2
1 2 "
e
(n/2) k=0 k 8
Proof: We bound (") < (LZ@) forany k € {0,..., 3} and

(6.2.13)

G- 0en) (o)
<

V2 ) (6.2.14)

as claimed. [ |
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Now, we can prove the theorem of this section. The proof proceeds in three steps:
first, we bound the winning probability using overlaps; then, we simplify the overlaps to be
able to use Lemma 6.6; and then we simplify the resulting bound.

Proof of Theorem 6.2: First, since SSC,, 4 is in the image of the Choi correspondence,
there exists a GMoE game G such that JG = SSC,, 4. Let S = (B, C, {B*},{C"},p) be a
strategy for G. Using Theorem 5.6, we may in particular assume that the POVM elements

are all projectors. Then, the winning probability

e(8) = E > Tr[(lawe Y| @ Bf @ Cp)pl

a€Att'€Zy

‘E Z |ap Xarw| ® B @ Cy|l.

acAtt'eZy

(6.2.15)
<

By setting P* = 3, yczn |aryXarw| ® Bif @ C, this is the norm of a sum of positive
operators — in fact, of projectors. Next, we split the expectation over A into two: first, a
uniform expectation over the bases of Z7, then over the subspaces spanned by subsets of

that basis. In the case that A is the set of all subspaces of dimension n/2, this gives

m(;(S) < H E E ppanz,y V|| < E (%)’ Z pspang, ¥
n2) " Ch

BCZy ~CB BCZy C
basis |v|=n/2 basis |v|=n/2

(6.2.16)

In the case that A is only the set of all register subspaces, we only need to consider

one basis § = FE, and so we can express the winning probability similarly as tog(S) <
1

a, for the subspace spanned by v € 3 with indicator vector x. With this, we can use the

> VCE.y|=n/2 psranzy 7H In either case, fix an ordered basis 3 and for x € Z7, write

construction of Lemma 6.5 in Lemma 6.4 to bound

N
1
< — Gw P () 2.
N E_l rgggHP Pmi@|, (6.2.17)

111 H Z pspanz, ¥
(n/Z) ’yCﬁ

lyl=n/2

-Gl
7yl

where N = (nT/Lz) Now, we fix subspaces a, b, and simplify the overlap || P*P?||. Defining
operators P =", ,, ayy)ay| @ 1p @ Cf and Q = 37, [bs v )bs.v| ® B @ Ic, we have

that P < P and P® < (). Then, the norm

| PeP?|? = sup (v| P*v) < sup (v|Plv) = |PQ|*.  (6.2.18)

|v)e€im PY, |||[v)]|<1 [v)€im Q,[[|v)[|<1
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Thus,

1P2PY < |32 laweanel - e )busl @ B @ Ci
t's t s’
Z |at,t’><at,t’| Z |bs,s’><bs,s’|
t s’

(6.2.19)

Y

< max
t',s

since the terms B? @ C¢% are orthogonal projectors. Then, using Lemma 6.6, we get

|PeP|| < v/2dim(@b)—n/2_ For indicator vectors z,y € Z2, the dimension of the inter-
section dim(a, Na,) = |z A y|, the number of bits on which the two strings are both 1. By
construction of the family of mutually orthogonal permutations, there are ("142)2 values of
i such that |z A m;(z)| = n/2 — k for all . Thus, we get that

! HZ P < Ly olznmi(x)|—5 1 nz/% (n/2)2,/2 k (6.2.20)
_ o < — max TATE)N =2 = — -, L.
N z€S N i=1 ves (n/2) k=1 k

Finally, using Lemma 6.7, we can bound this by /e (cos %)n, which provides the bound
for any strategy v (SSC,, 4) < w(G) < /e(cos Z)" u

6.3 Leaky Subspace Coset NC Game

We exhibit an even stronger version of the NC properties above by showing that the same
bound holds on a family of games that can only be easier to win. In the same setting as
above, the game proceeds as follows:

1. Alice samples a uniformly random subspace a € A and t,t' € Z;/ ®. She prepares the
state |a; ) € Hy and sends it to Bob and Charlie.

2. They act by an arbitrary channel ® : £(V') — L£(BC') and then are isolated, so that Bob
holds B and Charlie holds C'.

3. Alice shares a with Bob and Charlie.

4. Bob makes a guess tp of ¢, which is then given to Charlie; Charlie makes a guess
of t'.

5. Bob and Charlie win if their guesses are both correct.



6. COSET STATES AND GAMES 104

Bob L tB

Y
|at7t/> /

Alice

A4
KA

Charlie ——> | i
&.ff;

Figure 6.2: The subspace coset NC games. The additional guesses Bob and Char-
lie need to make in the weak NC game are given in , and the additional
interaction step in the leaky NC game is given in dark gray.

We call this the leaky subspace coset NC game. The scenario is illustrated in Fig. 6.2.
The description of the game above does not immediately allow it to be expressed as an NC
game. An alternate but equivalent way to play the game is to have Alice provide Charlie
with the correct value of ¢ rather than Bob’s guess. The equivalence can be seen by noting
that, in the original interpretation, only the cases when Bob’s guess is correct are relevant
to the computation of the winning probability. In this way, the game admits a description
as the NC game
LSC,a = (A, A x 252, 252, 237, 23 < B3 7 p, VAol ™)), (6.3.1)

¢,

where the distribution 7(a, (b, t),t,t") = bedito the predicate p(ts, te, t,t'a, (b ty)) =

‘A‘Q” ’
b b7t
5tB,t5t'C v, and the state aZ t(, 0) = lae agy|.

However, unlike the weak and strong NC games, this NC game is not in the image
of GMoE games by the Choi correspondence. Nevertheless, this does not stop us from

effecting the transformation to the entanglement-based picture in the same way. That is,
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for a strategy S for LSC,, 4, we can express the winning probability

Wisc, 4(8) = E Tr[(Bf @ Cp")®(|agy Yary])]

ac At ez)’?

=T > Tl(lawXaw| ® B © Ci)I(®)].

acA tt 623/2

(6.3.2)

6.3.1 Bounding the winning probability

Now, we can formally express the bound on the leaky subspace coset NC game.

Theorem 6.8. Let n € N and A be either the collection of register subspaces of dimension
n/2 or the collection of all subspaces of dimension n/2 of Z%. Then,

1 (LSCp ) < Ve(cos )™ (6.3.3)

To show this, we proceed in a very similar way to Theorem 6.2. First, we adapt
Lemma 6.6.

Lemma 6.9. For any a,b € A, |[P*P’|| < +/2dim(@nb)-n/2 " where the projectors are
Pt=3%" el Naw| ® B @ O for B* and C*' PVMs,
’ 2

Proof: First, note that P* < ", ., |a;»¥a: | @ Ip @ Cjy'* and

P" < by Nbuw| ® B @ 1o = > Ty, @ B, @1e, (6.3.4)

u,u’ u

where [0, = > ¢y, [V)v] is the projector onto b + u,. Then,

Hpapr < HZ larp X ae | g, @ BZ & Cz’t

t,t'u

. (6.3.5)
= max | JarsNaee| Dor, ® O3
UELg it
since the B® are orthogonal projectors. Next, by the C* identity,
a,t a,t 1/2
I Javane Mo, @ €3 = {2 v lanr X T, @ € (6.3.6)
tt! tt!
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Now, the terms in this sum are Hermitian with orthogonal supports, because the operators
1w, |aey )ary | sy, provide the orthogonality for different values of ¢, and for any fixed
value of ¢, Cﬁ’t provide it for different values of ¢'. Therefore, we can again decompose this

norm as the maximum of the norms of each term. Putting this together, we get

”Papb” <  max HHb+ub |at,t’><at,t’| Hb+ubH1/2 = max \/<at,t"Hb+ub|at,t’>7
£t ez tt uezZy’?

(6.3.7)

and we complete the proof by noting that

<at,t’ ’Hb+ub |at,t'> =

D (D K e la0b] (6.3.8)

1
2 o1/
veE(attq)N(b+up)

Now, we can proceed to the proof of Theorem 6.8, which follows the method of The-
orem 6.2.
Proof of Theorem 6.8: First, for any strategy, we use the Choi representation to upper
bound

wise, o(8) < |||, D2 ool © B @ O

acA t,t/GZ;/Q

(6.3.9)

Using the notation of the previous lemma, this is 1, 4(S) < [|[£, P?||. As before, we split
the expectation into two: first we take the average over the bases [ of Z3, and then over
the subspaces than can be spanned by that basis. Fix an ordered basis 3, so that subspaces
may be expressed by indicator vectors. It remains to upper bound the norm for that basis,
|E,cs P*||. Using Lemma 6.4 with the permutations of Lemma 6.5 and then Lemma 6.9,
we have, since P? is a projector,

HE P
€S

1 & L
S N ;Tﬁlgg{npaxpam(z)” S N max 2|$U/\7Ti(x)|—n/2

xeS
=1
(6.3.10)
n/2 2
1 (n/2> —
= 2k,
(n/2) k=0 k

Using Lemma 6.7 again, this is upper-bounded by +/e(cos )™, finishing the proof. [
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6.3.2 Robust Subspace Coset Game: Beyond the XNL Model

We construct a more general game based on the subspace coset states by making the leaky
NC game robust against errors. To do so, we fix neighbourhoods of 0 U, U’ C Zg/ 2,
and modify the leaky MoE game winning condition by saying that Alice accepts if Bob’s
answer is in ¢ + U and Charlie’s is in ¢’ + U’. To warrant the name “leaky”, we suppose
that Charlie gets Bob’s potentially erroneous guess of ¢ — but never the actual value of ¢
chosen by Alice — before making his guess. We call this the robust leaky subspace coset
game RLSC,, 4 ypv. In the case of U = U’ = {0}, this reduces to the original leaky MoE
game. The gameplay proceeds as follows.

1. Alice samples a uniformly random a € A and ¢,t' € Zg/ ®. She prepares the state
lat) € Hy and sends it to Bob and Charlie.

2. They act by an arbitrary channel ¢ : £(V') — L£(BC') and then are isolated, so that Bob
holds B and Charlie holds C'.

3. Alice shares a with Bob and Charlie.

4. Bob makes a guess tp of ¢, which is then given to Charlie; Charlie makes a guess ¢,
of t'.

5. Bob and Charlie winiftg € t + U and t;, € t' + U".

Unlike the leaky NC game, this game cannot be expressed as an NC game, and con-
sequently it cannot be reformulated as an XNL game. This is because the string ¢z that is
leaked to Charlie may in part be chosen by Bob — the string is not sampled from a distri-
bution fixed by Alice. Nevertheless, the game constitutes a straightforward generalisation

of the leaky NC game. Due to this similarity, we can approach it in the same way.

Definition 6.10. A strategy for RLSC,, 4 - is a strategy S = (B, C, {B°}, {C*'}, @) for
LSC,, 4. The winning probability of S is

Wase, 0o (8) = [ D Te[(Bf, ® CRti®(lareXaw)].  (6.3.11)

a€ At t'€Zl ueUu/ el’

The winning probability also admits an analogous entanglement-based presentation

wase, o (8) = [ Do D Tr[(JawXaww| @ Bry, @ CRit) J(®)]. (6.3.12)

acAt,t'eZy uclUu'cU’
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We use the same technique as above to provide a bound on the winning probability
of the game. Since the neighbourhoods U, U’ are supposed to represent bitwise errors,
we make two important restrictions. First, we work only with register subspaces, as each
basis element is weight 1. Also, we take the error neighbourhoods to be Hamming balls
U = B(n/2,m), U = B(n/2,m’), so that they represent all errors of at most a given
weight.

Theorem 6.11. Let A be the set of register subspaces of Z} of dimension n/2. Then, for
m,m’ <n/4

m(RLSCn,A,B(n/Q,m),B(n/?,m ) < \/_QHh(%n )+ h )(COS %)n (6313)

Recall that h(+y) is the binary entropy function (Definition 3.54).

Note that this bound is not particularly tight. We try to stick with the tightest possible
expression throughout the proof before passing to this simple closed-form expression at the
very end.

The proof proceeds similarly to Theorem 6.8. First, we need a further robust general-

isation of Lemma 6.9.

Lemma 6.12. Let a,b C Z7 be subspaces of dimension n/2, and U, U’ C Zg/ ? be neigh-
bourhoods of 0. Then,

N b|\1/2
H\/P“\/ H < 5nax< a+b+t)NU||U||U| ’“’ | |) , (6.3.14)
€zy a
Where Pa - Zt,t’Zg/2 ZUEU,UIGU/ |azt7tl><a]t7t/| ® Bg+u ® CZ_‘t_—;u.
Proof: Since ), C’g;f;f < Iforanys,s’ v € Z}'*, we get the bound
Pbg Z |b88>< ss,®Bs+v®H: Z Hb+3b®Bs+v®H
5,5/ €2y > el sezZy*wet
b (6.3.15)
- Z HUueU(b+(S+U)b) ® Bs ® L
sezn/?

Since the right hand side is a projector, we have by the operator monotonicity of the square
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root that it is also a bound on v/ P. We also bound

P S Z |a’t,t’><at,t’| RI® Cgi—zy = Z |at+u,t’+u’><at+u,t’+u’| RI® CZ’t‘
t,t' u,u’ tt' uu’

(6.3.16)

Using these,

|VPvP| < VPRV

1/2
b ,t
= H D Ty, (o)) 1Bt X s | TI, bt (s © BL @ C
tt!,sczn/?
weUu' elU’
ot 1/2
< max || Y Ty, s (Gt Koo | T, L s © Cr
SE€ZLy t,t! uu’
(6.3.17)

Next, using the triangle inequality,

)1/2

(6.3.18)

H V Py PbH < m3X<Z“ Z HUU(b—&—(s—i-v)b) ’at+u,t’+u’><at+u,t’+u’| HUv(b—k(s—i-v)b) & Czi
u ot

/ !
thu

it
Now, as the terms ), Iy, b+ (s+0)y) | @t N Q0 | Iy, (64 (s+0)y) @ Cy" of the sum
are Hermitian with orthogonal supports, we can bound

H\/ﬁ\/ﬁH < msax< max

t,t/

)1/2

‘Z T, (b (st0)) @ttt bw X tug )| TIY, (- (s0)) @ Cp

>1/2

(6.3.19)

< maX<|U | max
s t,t’

‘Z Ty, b+ (s o)) 1080w Xt | TIY, (b (50)s)



6. COSET STATES AND GAMES 110

For each of these terms,

HZ Iy, bt (st0)o) [0t 1w X | TG, (bt (s40)3)

< ZHHUU(bHsmb) | N | TIY 04 (540 (6.3.20)

[(a+ta) NU, (0 + (s +0))]

=D (e My, @i (oo are ) = U] lal

u

The cardinality of the intersection may be written as

(a+t) N JO+ (s+0))| = lanbd|[{ve Ul(a+t,) N (b+ (s +v)) # S}

= laNb|{v € Ulty + sp + vy € a + b}|
= lanbl|(a+b+ty+s) Nl

(6.3.21)
This gives the wanted bound
N bl 1/2
H,/pa\/pr < maX<|U’ Htl?x ’UIH@ Nb||(a+b+ty+ sp) N Uy |a‘ | |)
s R a
la b\ 1/2 (6.3.22)
gmax(|Uy|U/||<a+b+t)mUby ) .
tezn |al
[ |

Now, we proceed to the proof of the theorem.
Proof of Proof of Theorem 6.11: Write U = B(n/2,m) and U’ = B(n/2, m'). First, we
bound the winning probability by an operator norm

, (6.3.23)

mRLSCnyA’U,U/(S) < HE P
acA

B~
z€S

so that we can apply Lemma 6.4 using the same permutations of Lemma 6.5, giving

N
1 a
Wrisc, 000 (S) < 57 ;Igggﬂ\/ Pae/ P ||, (6.3.24)
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We use Lemma 6.12 to write the overlap H\/ Pey/ PbH in terms of dim(a N b). Suppose
the spaces a = span~y and b = spann. Then U, = {u € Z}|u, = 0, |u| < m}. Thus, as
a+ b = span(nU~y), forany t € Z%,

(CL + b + t) ﬂ Ub — {U E Z;|uncn,yc == tncm’yc7un = O, |u| S m} . (6.325)
To maximise the cardinality of this set, we take ¢,c~, = 0, so

l(a+b+1t)NUy| = [{u € Z|uyuye =0, |u| < m}

. (6.3.26)
= [B(In"Nl,m)| = |B(n/2 — dim(a N b), m)].

This gives | VPoV/PP| < /B /2, m)[[B(n/2, m [ B2 — dim{a 1), m)2im /2w
Putting this into the bound on the winning probability,

n/2

L n/2 : n/2,m n/2,m m)|2-Fk
mRLscn,A,U,st)s(n%)z(k) VB2 m) B2 Bk m)2F. (6327)

k=0

We can bound B(k, m) < B(n/2,m) and therefore

B(n/2,m)|\/|B(n/2,m (n/2) —k/o
o (S) < /
s acner(8) S (/o) Z (6.3.28)
< Ve|B(n/2,m)|\/|B(n/2,m’)|(cos §)"
Using the bound on the volume of a ball B(n/2,m) < 25h(5) gives the result. |

6.4 Representation as Entropic Uncertainty Relations

Uncertainty relations have played a foundational role in quantum mechanics, beginning
with Heisenberg’s uncertainty principle AxAp > g [Hei27], which states that it is im-
possible to know the value of the position and momentum of a quantum particle at the
same time. Here, the lack of knowledge is quantified using the variances of the respec-
tive observables. In quantum information, lack of knowledge is expressed using entropies:
Hirschmann [Hir57] first showed a position-momentum entropic uncertainty relation for
the differential von Neumann entropy. Deutsch [Deu83] found an entropic uncertainty re-

lation for the von Neumann entropy of finite-dimensional systems, and Maassen and Uffink
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[MUS88] extended this to a relation in terms of the min-entropy, providing bounds on guess-
ing probability using entropy. On the other hand, Christandl and Winter [CW05] show an
entropic uncertainty relation that considers quantum side-information. Tomamichel, Fehr,
Kaniewski, and Wehner [TFKW 13] synthesize the use of min-entropy and the inclusion of

side-information with their entropic uncertainty relation related to an MoE game.

6.4.1 Sequential min-entropy

To pass from the winning probability of an NC game to an entropic uncertainty relation,
we define a novel generalisation of the min-entropy.

Definition 6.13. Let p be a state supported on not necessarily distinct classical registers
X1, ..., X, and quantum registers Ay, ..., A,. For POVMs M' : X; — P(A;), write

Hupin (X1 | MY (A1) .. Xn|M™(AR))p = =18 Tr[ (- - (pai(an)=x1)) * * * JA(M™ (An)=Xn) ]+
(6.4.1)

where pq is the partial state of the event ) (Eq. (4.2.7)). Then, we define the sequential
min-entropy of X1, ..., X, knowing A;,..., A, as

Hoin(X1]As; .5 XA, = inf Hopin (X1 | MY (A); . X [M™(AL)).

M1,...,M" POVMs

(6.4.2)

The sequential min-entropy represents the uncertainty of guessing X; knowing A;,
followed by guessing X5 knowing A,, and so on. Note that the sequential min-entropy is a
generalisation of the conditional min-entropy in the sense that they are the same for n = 1.

Now, we present a way to expand the sequential min-entropy as an entropic uncertainty

relation.

Proposition 6.14. Let p be a state supported on classical registers X, Y and quantum reg-
isters A, B. Then,

Hon(X|A;Y|B), = inf (Hmm(X|M(A))p + Hypin(Y|B)

M:X—P(A) POVM p'(M“‘):X)) '

(6.4.3)

Note the contrast between this entropic uncertainty relation and that found in [TFKW13].
Most importantly, their relation considers the min-entropy of the same state on both terms,
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whereas ours uses different, albeit closely related, states. This avoids the shortcoming of
their entropic uncertainty relation — that the entropy can remain bounded for any dimen-
sion of Alice’s space — and thus allows us to make use of the full power of the winning
probability bound in terms of an entropy.

Proof of Proposition 6.14: This follows immediately from the definition. We have

Huin(X|4;Y|B) = nf —Ig Tr [(pa(M(A)=X)) AN (B)=Y")]

= Inf =g Tr[prrca=x)] Tr[(piarc=x))avm=v)]

= inf (=l T [prrear=)] +inf = Ig T [(parca=x) acvim)=n) )

= inf (Hmin(X|M(A))p + Hmin(Y|B)p‘(M(A):X)>

(6.4.4)

6.4.2 Relation for the leaky NC game

The winning probability of the leaky NC game LSC,, 4 may be phrased using this entropy.
First, for registers T = T' = Zg/ >and A representing either the register subspaces or
all subspaces of Z of dimension n/2, Alice prepares parr = jia ® pir & pgv, and then

prepares coset states on V' = Zy accordingly to get

PAATTV = E [Clatt,] (24 |at7t/><at7t/| . (645)

a,t,t’

Bob and Charlie act with a channel @, giving paarr e = (idaarr @P)(paarrv). In
terms of the sequential min-entropy, the leaky NC property is the statement that

Huin(T|AB; T'|A'TC),, > —1g10(LSC, 4) > (—lgcos §)n (6.4.6)

R

2In2"
This expression follows directly from the definition. Bob’s measurements B} provide a
measurement M : T — P(AB) where M, =} _,[a] ® By and Charlie’s measurements
C' provide N : T" — P(A'TC) where Ny = 3 w2lat] @ C3', giving

A€EALELy

Hmm(T’M(AB), T/’N(AITC)>p = — lg mLSCmA (S) (647)
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The only snarl is that, in general in the definition of the sequential min-entropy, Bob’s
measurement may not preserve A, since in general M might not be diagonal on A; and
similarly Charlie’s measurement may not preserve A'T". However, since the classical regis-
ters are not reused, only the diagonal blocks have any effect, and therefore, we may assume
that the measurements are diagonal on the classical registers. As such, the infimum over
the measurements is attained by those measurements that correspond to strategies. Note
that any MoE or NC game admits an entropic expression of this form.

Using Proposition 6.14, we may express the leaky NC property as an entropic uncer-

tainty relation.

Corollary 6.15 (Leaky NC entropic uncertainty relation). Forany POVM M : T' — P(AB)

Bob uses in the leaky NC game, we have

Hoin(T|M(AB)), + Huin(T'|A'TC) —lgcosTin — 55, (6.4.8)

P|(M(AB)=T) Z ( 2In2

This follows immediately by combining Theorem 6.8 with Proposition 6.14 via Eq. (6.4.6).

This is the form of the bound that we make use of for applications.

6.4.3 Relation for the robust game

It will prove useful to express the winning probability of the robust leaky subspace coset

game RLSC,, 4 7y as a sequential min-entropy as well.

Corollary 6.16. Fix a strategy for the (n, A, U, U’)-robust leaky monogamy game with
U = B(n/2,m) and U’ = 0. Let the state

OAA'TT'BC = [aa/tt/] ® q)( ’at+u7t/+ul ><at+u,t/+u/ ‘) (649)
1

a,t,t’ u,u’

Then, the sequential min-entropy
How(T|AB: T'|ATC), > (— lgcos T — ﬁ)” (6.4.10)

Note that we pack the approximate guessing into the state, so we can derive a result

on the sequential min-entropy of that state.
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Proof: First, the winning probability may be rewritten as

a0 (8) = B e[ (B © CE)0 (Y lavsuoaXavsnesul )|

a,t,t’ w,u’

— Ul'| TR, T (Be @ ity |.

a,t,t!

(6.4.11)

Thus, using the bound tv,, 471 (S) < /e|U|/|U"](cos Z)" of Theorem 6.11 with |U’| =
LE,»Tr [(Bt“ ® C’f,’t)aggtl] < /e(cos Z)". Since this takes a similar form to the win-
ning probability of the original leaky NC game, we can apply the definition of sequential
min-entropy to get the wanted result

Hoin(T|AB; T'|A'TC), > <— lgcos § — m>n (6.4.12)

Finally, we get an entropic uncertainty relation.

Corollary 6.17 (Robust leaky MoE entropic uncertainty relation). For any measurement
made by Bob M : T' — P(AB) in the robust leaky game, we have

Hypin (TIM(AB))5 + Hyin( T\ ATC)g 1y > (—18€05T = gy Jn (64.13)



Chapter 7

Rigidity for MoE Games

In this chapter, study the rigidity property of strategies of the TFKW game, as introduced in
Section 2.2. This provides the first example of rigidity in the setting of MoE games. First,
we introduce rigidity via the well-studied example of the CHSH game in Section 7.4. Then,
in Sections 7.2 and 7.3, we introduce the main tools we use: approximate representations
of Z% and a sum-of-squares decomposition for the TFKW game polynomial, respectively.
Next, we prove the main rigidity theorems in Section 7.4. Finally, in Section 7.5, we phrase
rigidity in a way that is amenable to applications.
This chapter is based on joint work with Anne Broadbent [BC21].

7.1 Rigidity for Nonlocal Games

Rigidity, the property that observed correlations can be used to constrain (or self-test) the
state of a joint quantum system, was first studied by Mayers and Yao [MY04] using nonlo-
cal games. In this context, the necessary correlation to be attained is given by the optimal
winning probability of the game. This property was first noted by Tsirelson [Tsi93] for the
CHSH game, for which it was shown that the state of an optimal strategy must be maxi-
mally entangled between the players’ systems. The CHSH game, introduced by Clauser,
Horne, Shimony, and Holt [CHSH69] as a discrete-variable Bell inequality [Bel64], may

be expressed as the extended nonlocal game

CHSH = (ZQ,ZQ,ZQ,ZQ,M, {0}71]), (711)

116
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where v is the (scalar) predicate v(b, c|z,y) = 0y p+c. Then, the winning probability of a
strategy S is expressed

> T[(By ®CY)pl. (7.1.2)

m73/71776622
b+c=xy

Ny

mCHSH<S) =

The optimal winning probability of the CHSH game is tw(CHSH) = cos® £ [Tsi80]. Next,
we sketch why the state of any strategy that attains this optimal probability must be maxi-
mally entangled, following [CMMNZ20]. Many other nonlocal games are known to be rigid,
e.g. the Mermin-Peres magic square game, but we will focus on CHSH as this will serve
as a blueprint for the proof in the MoE game case.

First, we can reexpress the winning probability in a simpler way. Since it is a two-
answer game, it helps to work with the bias rather than the winning probability: beysy(S) =
Stocysu(S) — 4; the optimal bias b(CHSH) = 2+/2. The bias is contained in [—4, 4] and
quantifies how much better the strategy does than random guessing. The scaling coefficient
is chosen so that the bias admits a particularly simple expression using the measurement
observables.

Definition 7.1. Let M : Z, — P(H) be a two-answer POVM. Then, the observable of M
18 M = MO - Ml-

Note in particular that M is hermitian, and unitary iff M is a PVM. In this way, the
observable uniquely determines the measurement if it is a PVM, but not if it is a more
general POVM. With the observables By := BY, Cy := (Y, the bias of a pure strategy
8= (B,C.A{B" B'}.{C", C'}, [)¢]) is

bersu(S) = (¥|Bo ® Gy + Bo @ C1 + B ® Cp — By ® C1]1)) . (7.1.3)

A simple but powerful observation is that a value 3 upper bounds the optimal bias 3 > 2v/2
ifand only if 8 > By ® Cy + By ® Cy + By ® Cy — By ® ] as operators, for any strategy.
Hence, we can handle the calculation of the bias by a positivity argument.

Since the relation must hold for any hermitian unitary choice of observables, we can
consider the positivity to hold on an algebra .4 whose representations correspond to the
observables of the strategies. The algebra A is the x-algebra generated by by, by, ¢, ¢ sat-
isfying b2 = cZ = 1, byey = ¢yby, b = by, and ¢ = ¢,. Thus, A = C[I" x I'], where

I' = gen{a,bla? b?} is the free group over two generators of order two. In order to only
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require the inner product to hold on the tensor-product representations, we should take the
positive cone on A given by the min-tensor product of free group algebras [HMN'21].
However, for simplicity, we will work with the smaller positive cone of sums of squares,
corresponding to the max-tensor. In the space of strategies, this corresponds to commuting-
operator strategies where Bob and Charlie may make any compatible (commuting) mea-
surement on the same joint Hilbert space. In finite dimensions, this does not affect the
winning probability [SWO08].

In the game algebra A, we call P = bycy + by + bicog — bicy the game polynomial.
If we are able to find a sum-of-squares (SOS) decomposition 3 — P = ), S S; for 5 € R,
then we know that 3 upper bounds the optimal bias. In fact, it is always possible to find
such a decomposition if 5 > 2v/2 [Ozal3]. In the case of the CHSH, we can find the SOS
decomposition

2 2
2\/_—P:2\L/§(b0+b1—\/500> +ﬁ§(b0_bl_\/§cl) . (714)

Each of these terms must act on the state of an optimal strategy as 0, which provides
a family of relations, with respect to the state, on the operators. The algebra A acts on
the state |¢) via the representation b, — B,, ¢, — C,. These relations give rise to rigid-
ity. By noting that By B |1)) = —B;By|1), Bob’s operators generate a |¢)-representation
[ : Dy — U(B) of the dihedral group Dy = gen{t, r|t*,r?, (rt)*} viar — By, t — BBy,
and identically for Charlie. It is important to note that this representation has the spe-
cial property that t* — —1. As such, the Gowers-Hatami theorem (Theorem 3.33) gives
that there exists an isometry V' € U(B, B’) and a representation 7 : Dy — U(B’) such
that for all g € Dy V f(g)|¢)) = 7(g)V|¢)). Then, as this is a true representation, it can
be decomposed into a direct sum of irreducible representations using Maschke’s theorem
(Theorem 3.31). But we must have (%) = —1 and there is only one irreducible rep-
resentation that satisfies that: the unique non-abelian irreducible representation, which is
two-dimensional. Thus, the representation must be a direct sum of copies of this irreducible
representation.

Finally, by using the structure of the operators of this two-dimensional irreducible
representation, it can be shown that the shared state must be maximally entangled, in the
sense that for certain local dilations of Bob and Charlie’s spaces, the state takes |EPR) |aux)
where the players act trivially on the auxiliary state |aux). In this way, the CHSH game is
rigid and self-tests a maximally entangled state.

This rigidity property has been extended in a variety of ways. First, it is robust in
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the sense that, for strategies with near-optimal winning probability, the shared state dilated
by local isometries is close, in norm, to a maximally entangled state [MYS12]. Also, the
rigidity property was shown to hold for multiple copies of the game played sequentially
[RUV13] or in parallel [Col17]. Lastly, the rigidity property can be ascertained from ob-
served correlations: if many rounds of the CHSH game are played and at least around 85%
of them win, then a large proportion of them must correspond to an EPR state [RUV13].
This is of paramount importance for experimental verification of rigidity, and therefore for
applications to quantum cryptography and computing.

7.2 Approximate representations of the group of n-bit strings

An important technical step for our rigidity result makes use of approximate representations
of Z%, similarly to how the CHSH rigidity result uses approximate representations of D,.
As Z3 is abelian, the irreducible representations of Z% are all 1-dimensional, and can be
parametrised by elements of the group. On Z%, recall that the dot product is the bilinear
map Z5 X Z5 — Zs, x -y = .., x;y;. This provides the representations 7,(y) =
(—1)*¥. These representations are all distinct and irreducible, and since there are 2" of
them, they constitute all the irreducible representations. Since Z7 is abelian, the irreducible
representations are also the elements of the dual group of homomorphisms to the circle
group.

The approximate representations (Definition 3.32) are induced by approximate com-
mutation relations of the generators. To show they are in fact approximate representations,
we need to relate approximate commutation of the generators to approximate commutation
of all the elements so that we may use the Gowers-Hatami theorem (Theorem 3.33). First,

we tackle the case that needs no extra assumptions, G = Z%.
Lemma 7.2. Let V and W be finite-dimensional inner product spaces, let ) € V @ W, and
let Uy, Uy € U(V') be self-inverse such that

IUo, h]¥ || <6, (7.2.1)
for some & > 0. Then, the function f : Z2 — U(V') defined by £(00) = T, f(01) = Uy,
f(10) = Uy, and f(11) = UyU, is an (6/+/2, ¢)-representation of Z3.

Proof: This is straightforward to check using the hypothesis and the fact that the action by
a unitary does not change the norm. Write A(y) = > .lI(f(x)f(y) — f(z +y))¥|>
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For y = 00,
62
ZH )PP =0< 5. (7.2.2)
xGG
For y = 01,
1
A(01) = Z(H(Uo — Uo)¥|I? + (U — D)y||?
52 (7.2.3)
+ 1(U1Uy = UoUn) 9|1 + | (UpUrUp — Un)|?) < Ok
For y = 10,
1
A(10) = Z(H(Ul — U0)Y|)? + [[(UoUy — UgUh) |2
52 (7.2.4)
+ (U7 = Dw||* + [[(UUrUy — Up)d||?) =0 < 5
And finally, for y = 11,
1
A(11) = Z(H(UoUl — UoU0)0|)? + [[(UoUpUy — U)o
52 (7.2.5)
+ (U1 UUr = Uo) Y ||* + [[(UpUr Up Uy — D7) < 5
[ |

Extending a result of this form to Z for n > 2 requires another condition on the
unitaries, in order to be able to use the commutation with respect to ¢/ even when there are
operators sitting between the state and the unitaries. To do this, we impose an additional
relation, arising from our sum-of-squares decomposition, which allows to swap operators

onto another register while incurring only a small error.

Lemma 7.3. Let V, IV be finite-dimensional inner product spaces, let 1) € V ® W, and let
U, ...,U, € U(V) be a collection of self-inverse unitaries such that

11U Ul <6 (7.2.6)
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and there exist self-inverse V4, ..., V,, € U(V ® W) such that

U — Vip|| < e (7.2.7)
U3, V] =0 (7.2.8)

for some 0, ¢ > 0. Then, the map

f:zy — UlV)

7.2.9
x — U~ ( )

where U?® := U{* - - - U, is an (n?(3€ + §), |1 )-representation of Z?.

Proof: Letz,y € Z3. Then f(x) f(y)— f(x+y) = UUY—U**Y. Write V* = VI» ... V™.
Suppose the first nonzero term of y is at position 7y. Write 2! = z;...2;,10...0 and
22 =0...0%;y41 - . . T, and similarly for y. By hypothesis, this gives via Eq. (7.2.7)

(U = U )l| = (U U U U3, UV = U)o (7.2.10)
< U UL UV = U= + [y -

Now, we can shift U;, up through U v by using the commutation relations Egs. (7.2.6)
and (7.2.8) and then replacing that term of U* with the corresponding V' term, and contin-

uing recursively. This adds an error

1w Us,

20

T

iOszUiovyz . UHy)wH < H(leUiOioeriOVyQsz . U“”)?/JH 4 \x2|(e—|— 5).
(7.2.11)

We can then shift V** and the first term, i,, of y? back:

(U ULU= U VY — U)o < [T UL U= U ve™ — 0o )| + 2% (2¢ 4 6) + €

< H(UaslUiOio-&-yio szUiylil Vy22 _ Ua:er)wH + n(26 + 5)
(7.2.12)

Note that the above estimate is relatively crude. This process can be repeated another |y

times to get

[(U=UY = U )| < nly|(2¢ + 6) + [y*|e < n?(2€ + 8) + ne, (7.2.13)
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which gives the result. |

7.3 Sum-of-Squares Decomposition

In this section, we follow the model of the CHSH game to construct a game polynomial for
the TFKW game, and then present an SOS decomposition for it.

Definition 7.4. Let S be a strategy for TFKW. Then, the bias of S is bregy(S) = 8t0rpky(S) —4.

The optimal bias is b(TFKW) = supg brrxy(S), the supremum over all strategies.

As for the CHSH game, we can first assume that the strategy is pure, and then re-
express the bias in terms of the hermitian unitary measurement observables. Note that as
the referee Alice also makes a measurement here, she also has observables, corresponding
to the Pauli operators Ay = Z and A; = X. LetS = (B,C,{B° B'},{C° C'}, [¥)])
be a pure strategy for TFKW. Then, the bias is expressed as

brrxw(S) = (W[ ZR(By @14+ 1® Cy) —1I® (I — By ® Cp)

(7.3.1)
+X@BI+IxC) -1 ([ - B Ci)\).

We can again interpret the expression in the expectation value as the representation of a
game polynomial in a x-algebra. Since each player has two measurement observables,
the game algebra arises from the same discrete group I' = gen{a, b|a?, b*} for each player.
Then. the algebra is the two-by-two matrix algebra over the algebra generated by by, by, co, ¢1
such that b2 = ¢} = 1, bycy = ¢,b,, b} = by, and ¢ = ¢, (isomorphic to the group algebra
of ' xI'), A= L(Zy) @™ CI[I" x I']. Here the positivity as a semi-pre-C*-algebra is given
by the sums-of-squares. As such, the game polynomial is

PIZ®(bO—|—Co)+X®(b1+Cl)—]I@(l—boco)—H@(l—blcl)EA (732)

Since the optimal bias is again b(TFKW) = 24/2, we want an SOS decomposition of
24/2 — P. One such decomposition is

ﬁ[(z@Dbo—i—X@Cl—\/§)Z+(Z®00+X®bl—\/§)2] +%[(50—00)2+(bl—01)2]~

(7.3.3)

First, this directly implies that 2v/2 upper bounds the bias of TFKW, giving an alternate
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proof of the winning probability to that of [TFKW13]. Conversely, the state of an optimal
strategy must be in the 0 eigenspace of a representation of this operator, and therefore it
must be in the 0 eigenspace of each of the squared terms. We use this idea to work out the
rigidity for this game.

7.4 Rigidity Theorems

In this section, we prove the rigidity of the TFKW game, first in the exact case, then the
robust case, and finally for the parallel repetitions of both cases. Each part builds upon the

previous one, so we proceed in order of difficulty.

7.4.1 Exact rigidity

We can get a lot of intuition from working with the exact case, where we assume the
strategy wins with exactly optimal probability.

In order to later be able to generalise to the case where the shared state is mixed, we
work with the class of purified strategies. These are pure strategies, where the shared state
is supported on an additional register 1, to which none of the parties have access. By
tracing out this additional register, we can attain the state of any strategy.

Theorem 7.5 (exact rigidity). Let S = (B, C,{B?},{C?}, [¢¥X¢|) be a purified strategy
for TFKW. If this strategy is optimal, then there exist registers B’ and C’, and isometries
V eU(B,B')and W € U(C, C") such that we have a decomposition of the state

(VoW)g) = Y X©ZB) |y, (7.4.1)

SEZLo X L2

where the supports of the |1);) € Hp/cr on both B’ and C” are orthogonal; and there exist
commuting operators By € U(B’) and C}y € U(C") such that

VBo|)) = ByV|1)
WCyly) = CoW ),
Bé|¢5> = CéWs) = (—1)59\%)- (7.4.3)

(7.4.2)

It is a straightforward computation to show that a strategy of this form wins in fact op-
timally. Intuitively, the result says that what the players must do in order to win optimally
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is to agree on a Wiesner-Breidbart state to give Alice, which they can do without commu-
nicating after deciding on the shared state using the simultaneous distinguishability of their
parts of the state, and then guess accordingly. The Wiesner-Breidbart states can be seen as
a family of states corresponding to the conjugate-coding states rotated by a Breidbart oper-
ator, as seen in Fig. 5.4. However, this form of rigidity is unlike that known for the CHSH
game as there is not a single unique strategy up to isomorphism, but an infinite family of
related strategies. Nevertheless, there is a known nonlocal game that exhibits rigidity in
this way [MNP21].

Proof: Letting P be the game polynomial (Eq. (7.3.2)), we know (¢|21/2 — P|)) = 0,
acting by the representation induced by the strategy. Then, each of the terms in the sum of

squares (Eq. (7.3.3)) is positive so they must all act as zero, giving four relations

(Z ® By + X @ Cy) ) = V2[) (7.4.4)
(Z® Co+ X @ By)|Y) = V2|v) (7.4.5)
Boly) = Goly) (7.4.6)
By|y) = Ci]). (7.4.7)

We can combine Eq. (7.4.4) and Eq. (7.4.7) to get a relation solely in terms of Alice and
Bob’s observables, (Z @ By + X @ B;)|w) = v/2[)). Squaring this

2[¢) = (Z® By + X @ B1)*|¢) = 2|¢) + ZX ® [Bo, Bi][), (7.4.8)

we get that the commutator [By, By]|1)) = 0, that is By and B; commute with respect
to |1). The commutation means that this generates a (0, [t)))-representation f of Z3 as
f(00) = Ip, f(01) = By, f(10) = By, f(11) = ByBy; this is analogous to Lemma 7.2
with Uy = By, Uy = By, and 6 = 0. By the Gowers-Hatami theorem (Theorem 3.33),
there exists an isometry V : Hp — Hp and a representation g : Z3 — U(B') such that
Vf(x)|Y) = g(x)V]yY). Defining B = ¢(01) and B} = ¢(10), these are commuting
unitaries such that V' By|¢)) = B,V |1)). Further, as g is a representation, the dilated space
decomposes orthogonally as a direct sum of irreducible representations

e = P B., (7.4.9)

SEZ3

such that the operators actas By = > __,»(—1)*Ip ,, where I 5 ; is the projection onto ;.

sEZ%
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Following an identical line of reasoning for Charlie’s observables, there exists an isometry
W : He — Her and commuting unitaries Cf, C7 € U(C") such that WCyly) = CyW [);
and the space decomposes as Her = P,ez3 Cs s0 that Gy = 3° 72(—1)*Ic,. Defining
the dilated state |¢') = (V ® W)[¢), we have that Egs. (7.4.4) to (7.4.7) extend to the

dilated spaces:

(Z® By + X @ B)|') = V2| (7.4.10)
Byly') = Colv') (7.4.11)
BilY') = C1]Y). (7.4.12)

Now, since |[¢)') € Hapcor = @375,625 Ha ® By ® Cy @ Hg, we can decompose it
accordingly as [¢)) = >_ cz2[vs.s). Then, Eq. (7.4.11) gives that 0 ez (—1)*[vs,e) =
Zsﬁslezg(—l)slo Vs s), 8O |vs,s) = 01if 59 # (. Doing the same with Eq. (7.4.12) gives that
|vss) =01if s # s so

W) = |ves) € P HA@B®C @ Hp. (7.4.13)

sEZ3 sEZ3

Next, the decomposition of the spaces means that

(Z ® BO + X & Bl> ® ]ICR - Z((_l)SOZ + (—1)81X) (%9 ]IB,s & ]ICR; (7414)

s€Z2
and Eq. (7.4.10) says that |¢/') must belong to the v/2-eigenspace of this operator. Since
(—1)*Z 4 (-1)"X = V2X®ZHZ* X, (7.4.15)
the \/2-eigenspace is simply the span of X*°Z*|3). Thus,

W) e @ X*°7"8) ® B, ® Co ® Hp. (7.4.16)

s,s’eZ%

Taking the intersection of the spaces |¢)') belongs to, we have that

W) e @ X*Z*|8) @ B, ® C; @ Hp, (7.4.17)

SEZ%
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which gives the result. |

7.4.2 Robust rigidity

Now, we move on to the study of the robust rigidity, where we assume that the winning
probability is in some small neighbourhood of the optimal probability. We can approach

the proof in about the same way as the exact case, while keeping track of the error.

Theorem 7.6 (robust rigidity). Let S = (B, C, {B’},{C’}, [¢)(¢|) be a purified strategy
for TFKW that wins with probability wrpgy(S) > cos? g — ¢ for some ¢ > 0. Then there
exists a constant X > 0 and isometries V' € U(B, B’) and W € U(C, C") such that the

distance between quantum states

|[vemw) = xv 228 @ w)| < KVE, (7.4.18)

SE€Z3

where the |¢);) € Hp/cr have orthogonal supports on both B’ and C’; and there exists a
constant L > 0, and commuting observables B), € U(B’) and Cj € U(C") such that

IV Bolyp) — ByV|)|l < Lv/e
W Colv) — CoW )| < L,

Bylps) = Cylibs) = (=1)%[wbs). (7.4.20)

(7.4.19)

The proof below allows us to take A = 110 and L = 18 as the necessary constants.
Note also that, as seen for the CHSH game in [RUV13], the order /= dependence of this
upper bound is in fact necessary, though it may be possible to improve the constants: if
we take an unentangled optimal strategy for TFKW and perturb by a vector of length ¢ in an
orthogonal direction, the winning probability decreases on the order of §2.

Proof: By hypothesis, topgy(S) > cos? % — &, so the bias brrgy(S) > 2v/2 — 8¢, giving that
<1/1|2\/_ — PJy) < 8¢, which, using the sum-of-squares decomposition, is

16v2e > ($|(Z @ By + X ® O — V2)2[9) + (0|(Z @ Co + X ® By — V2)[)

(7.4.21)
V[ ($1(Bo — Colle) + (WI(By — Cr*1o)].

Since each of the terms is positive, we must have that 16e > (¢)|(By — Cp)?|t)) and
8v2e > min{ (¥[(Z ® By + X ® C1 — V2)*|¢), (¥|(Z ® Co + X ® By — V2)?¢) }. This
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can be converted to Euclidean norm conditions by taking square roots:

2(8)/1VE > min{ (2 ® By + X © Cr — VI, (Z @ Co + X @ By — vI)[0) |}
(7.4.22)

4ve = ||(By — Co)[¥)]l. (7.4.23)
Using Eq. (7.4.23) in Eq. (7.4.22), we get

1(Z® By+X @B —V2)|P)| < (Z® By + X ®Cy — V2)|)|| + | X @ (Br — C1)|4)|
(7.4.24)

and

I(Z® By +X @B = V2))|l < I(Z® Co+ X ® Bi = V2)|U)| + 112 ® (By — Co)l)|-
(7.4.25)

which gives ||(Z ® By + X ® By — V2)[)|| < 2(2 + 8'/*)\/e. Noting that
(Z@BO+X®Bl+\/5)(Z®BO+X®31—\/§):(Z®BO+X®Bl)2—2(7426)

= ZX ® By, B, o
we have that

I1Bo, Bill)ll = |2X @ [Bo, B]|¥) |
< HZ ® By + X ® By + \/§H”(Z ® By+ X ® By — x/§)|zp>H (7.4.27)
<22+ V2)(2 + 84/,
that is, Bob’s operators almost commute with respect to |¢). As in the exact case, we use
Lemma 7.2 with Uy = By and U; = B to generate a (v2(2 + v/2)(2 + 8/4) /&, [¢)))-

representation f of Z2. By Gowers-Hatami, there exists an isometry V' : Hp — Hp to

some Hilbert space and a representation g : Z2 — U(B’) such that

I(Vf(@) = gl@)))] < V2(2+ V2)(2+8Y*)VE. (7.4.28)
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Defining B| = ¢(01) and B} = ¢(10), they are commuting observables such that
I(VBy — BV W)l < V2(2+vV2)(2 + 8/)Vz; (7.4.29)

and since g is a representation, there exists an orthogonal decomposition Hp = @sezg B
where the observables decompose accordingly as By = ZSGZ§<_]‘)89]IB7S' Applying the
same reasoning for Charlie’s observables gives that there exists a Hilbert space with orthog-
onal decomposition H¢r = 693625 Cs, commuting observables Cj = Zsezg (—1)*I¢ 4, and
an isometry W : Ho — Her such that |[(WCy — CHW) ||| < V2(2 +v/2)(2 + 8Y/4) /e
Defining |[¢') = (V ® W)|y), we can extend Eq. (7.4.22) and Eq. (7.4.23) to the dilated
spaces as

H (Z® By + X @ B, —V2)[¥)|| <203+ 2v2)(2 + 842 (7.4.30)
1Ble) — Cole) | < 4((L+V2)(2+ 81 + 1)VE. (7.4.31)

From the decomposition of Bob and Charlie’s spaces, we have that the shared space is
Hapor = D, ez Ha ® Bs ® Cy ® Hpg, thus the state decomposes accordingly as
[¥') = 325 vezz|vs,). Using this in Eq. (7.4.31) gives

(7.4.32)

A+ VIER+8M Ve | D ( — (=1)%) o) ]_2“21033

s,s'€Z SoF~ 59

We write [vg) = > |vss) and |v1) = >__,|vs.¢), so that [¢)) = |vg) + [v1) and

ol < || 3w

S0 50 S1 51

<4(1+V2)2+8YY +1)ve  (7.433)

Writing |55) = X*®°Z*'|3), we can decompose
Z@B,+X®B,—V2= Z D®Z + (—1)"X —V2) @1z,

(7.4.34)
= 2\/52( |ﬂs><ﬁs| - ]I) & ]IB,s~
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Also, define the projection |vg) = > _(|Bs)Bs| ® I)|vs ), so that Eq. (7.4.30) implies

119 = lea) |l < | 32 C18K8:] = Dlewsr)| + [ Do (18.XB @ Dlvis)
5,8 s#s'

(2 % By + X @ B - V2)Io)

1
< m‘ )Ml (7.4.35)
< (V2 +2)2+ 8 Ve +4((1+V2) (2 + 84 +1)ye

= [(6+ Lv2)(2 + 8Y4) + 4] vE.

Note that although |vg) is not necessarily normalised, it must be subnormalised and the

above implies that

v
H M N H — 11— |||vs) |l < 11" = Jus) ]| < [(6 + Lv/2)(2 + 84) + 4] /=.
(7.4.36)
Defining |¢) = ||:ZZ§|| , we have by construction that |¢) = > _|5;) ® |15), where
1
|¥s) = ol ((Bs] @ D |v,5) € By ® Cy @ Hp, (7.4.37)

so simultaneously distinguishable by Bob and Charlie. Thus, to complete the proof, note
that

1) = 1)l < 11"y = log)| + lllvos) — 9} < 2((6 + Fv/2)(2 +8%) + 4] Ve,
(7.4.38)

We can use the properties of purified strategies and the trace norm to directly extend

this result to a general strategy.

Corollary 7.7. Let S = (B, C, {BG} {C’}, p) be an arbitrary strategy for TFKW that wins
with probability torpgy(S) > cos? T — ¢ for some € > 0. Then there exists a constant K > 0
and isometries V' € U(B, B') and W e U(C, ") such that

|(VeW)p(V e W) — Tra(|oXd])| < KvE, (7.4.39)
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where 1? is an auxiliary register such that [¢) = >~ ;2 X*°Z*!|8) ® |¢);) for some vectors
|vs) € Hporp with orthogonal supports on both B’ and C”.

The proof of Corollary 7.7 follows directly by using the inequality between the Eu-
clidean distance and the trace distance (Proposition 4.21), tracing out the auxiliary register
R, and finally using the fact that the purification of the measurements only requires an

isometric extension of the state space (Theorem 5.6).

7.4.3 Parallel-repeated rigidity

Similarly to the case of a single game, we begin with the parallel repetition in the exact
case. That is, we assume n copies of the TFKW game are played and the adversaries win
each of the copies with optimal probability. We aim to show that, in this case, Bob and
Charlie must behave as for a single game on each of the copies, i.e. they agree upon a

Wiesner-Breidbart state and guess accordingly.

Theorem 7.8 (parallel-repeated exact rigidity). Let S = (B, C,{B’},{C’},p = |[¥)¥])
be a purified strategy for TFKW" for some n € N that guesses each bit optimally, that is for
each i € [n], Wik (S) = cos?(%). Then, there exist registers B’ and C’, and isometries
VeU(B,B)and W € U(C, C") such that

(VeW)|p)= Y XZMB) - @ X" Z™|B) & i), (7.4.40)

te(z3)n

where the supports of the |1;) € Hp:crgr on both B’ and C” are orthogonal.

Note that we are writing strings ¢ € (Z2)" as t = tiot11taotar - - - tnotn. To prove this
theorem, we want to reduce to the single-game case as much as possible and use the rigidity
we know there. As such, we extract a collection of optimal strategies for a single TFKW

game. In fact, we may express the i-th winning probability as

‘ 1
Wiean (8) = [{, | 5 Do D T[((A")5: @ By, @ Cli)p] |- (7.4.41)
pELy 0cZy  y€Zs
pi=0 0j=ep;Vj#i

In order for this average to be cos? (g), each of the inner terms must also be COSQ(%),
and thus they must correspond to an optimal strategy of TFKW. Then we get n2" ! op-
timal strategies: for every i € [n] and ¢ € ZY such that p; = 0, the strategy #'S =
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(B, C, {#B"}, {#iC"}, p) where “"”Bg = B;jee" and W'CZ = C;jgei is an optimal strat-
egy for TFKW, assuming that Alice measures on her i-th qubit, i.e. A) = (A”)ZeZ Before
going ahead to the proof, we prove an important lemma that allows us to relate strategies

of this form.

Lemma 7.9. Let °S and 'S be two purified optimal strategies for TFKW. Suppose their
shared states are equal, |¢)) = |°¢) = |'¢). Then we can choose that the local dilation
operations be the same for both strategies and, in that case, the rigidity decompositions of

the two states must be identical.

As before, we write |[;) = X0 Z%1|5).
Proof: Using Theorem 7.5, for each = = 0,1 there exist Hilbert spaces with orthogonal
decompositions Hip = D,cyz 'Bs and Hicr = D yepz 'Cs; isometries 'V : Hp — Hip
and ‘W : Ho — Hicr; and for each s € Z3 vectors [1)i) € ‘B, ® C; ® Hp such that

(Ve W) = 18) @ [¢). (7.4.42)

sEZ%

Further, again following from the exact rigidity, for each € Z, there exist PVMs ‘B’ ‘.
Zo — P('B') and °C" : Zy — P('C") such that 'V Biy) = BV, Bi) =
by.5,|0%), and ['B’ 2, ‘B ?1/] = 0; and identically for the ‘C" z. First we show that the dilation
unitaries can be constructed so that they are identical for ¢ = 0,1. Let Hp = Hop P
Hig = Hopig and Her = Hoer © Hier, so the isometries V' and ‘W can be seen as
isometries into H'; and H, respectively. Since the images of °V and 'V have the same
dimension in H g, there exist unitaries °U,'U € U(B’) such that °U°V = UV =: V.
Thus, we may redefine °V and 'V to be this. Doing the same for C, to get W, we may
assume that the dilation operators are the same for both strategies.

Define [¢') = (V © W)|¢), and ‘TIZ = ‘B B’} and ‘I = ‘C") iC’
jectors onto ‘B, and ‘C,, respectively. Expanding the two expressions of |’} in the basis
{1B00), |B11)} of A, we get the relations

1
S51°

the pro-

|¢80> + \/L§(|1/’81> + W?o» - |w(1)0> + %(Wéﬁ + llp%o))
1

0 0 0 1 1 1 (7.4.43)
|¥11) + \/§(|¢01> - |1/’10>) = |vn) — \/Li(|¢01> + |¢10>)-

Projecting the second line onto °Byy@H ¢ gives 0 = °TIE |1,) —\% (“TE [wdy) + T [vdy)).

and projecting this onto °Byy ® 'C for s = 01, 10, 11 gives °TIF |1!) = 0. Thus, projecting
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the first relation onto °Byy @ Her gives [¢,) = °TI5 [1d,). Repeating a similar procedure
for each s € 732 gives [¢%) = °TIZ|y!). It remains to show that the projectors act as the
identity on these states. Suppose there exists s such that °IIZ does not preserve |11). Then,
(WRlvg) = (W PII7[wg) < (¥;le;). However, we have then

L= (/) = @) < Y (Wil =1, (7.4.44)

teZ? tez2

Yy = |p!), so the rigidity decompositions are identical.

which is a contradiction. Thus,
[ |

Proof of Theorem 7.8: Knowing that the strategies ¥*'S are optimal, we can use the exact
rigidity of Theorem 7.5 to get that there exist Hilbert spaces with orthogonal decomposi-
tions He.ip = @sezg #iB; and Heicr = @sezg ©iC,; isometries ¥V : Hp — Heip and
PW i He — Heacr; and vectors [27) € Ha,a, 454,04, @ P'Bs @ #'Cy ® Hp such
that

(V@ P |e) = Y |8 ® [0, (7.4.45)

3622

where we use the subscript ¢ to indicate that the state is supported on register A;. Using
the same construction as the first part of Lemma 7.9, we can assume that there is equality
between the registers ¥ B’ = B’ and the isometries #*V = V for all ¢, i; and similarly for
Charlie’s. Then, by the lemma again, |¢)#") is constant over all values of ¢, so we write
|4)%) for this state. Still using the rigidity, there exist unitary observables By € U(B’) and
#iCy € U(C") such that

V #Bolyp) = ' ByV i) (7.4.46)
PBlL) = (1) Jys) (7.4.47)
[#'Bj, ¥"Bp4) = 0; (7.4.48)

and identically for Charlie’s observables. Note that, writing [¢)") = (V' ® W)[¢), these
relations imply that like the original observables

PIByly’) = P Cyly'). (7.4.49)
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The rigidity relations also imply that
P Byly) = ¢ Bl (7.4.50)

for valid values of ¢, ¢'.

The first goal is to show that all of the ¥*Bj, commute with respect to |¢)). For x € Z1,
write ‘B, = X*™xi¢:'B and similarly for the dilated operators, which simplifies the work
a bit. From Eq. (5.2.5), the operator ‘B, commutes with /B,. This extends directly to the

dilated operators as

BB\ ') = By @ CiJif) = (V@ W)'B, @ C, |¢)
= (V@ W)'B/B, ) = (V@ W)B,'B,|1) (7.4.51)
='B/'B |,

so ‘B! and 7 B/, commute with respect to |¢/'). We extend this to all the observables using
Lemma 7.9. Take any i,j € [n], x,x' € Zj. If i = j, thenlet{ = x + (x; + X})e;.
We have that ' B!, and ‘' B; commute as they are the observables from the same game and
"Bl |Y") = "Bg|y’) as they are equal on the i-th bit, so

BB = BUBY) = BEBW) = B \CY) = Bl @ Cllu) = BB,
(7.4.52)

If ¢ # j, there exists a { such that {; = x; and §; = X}- Then, we have that

'BIIBL|Y') = "B, ®C), |0y = 'Bt @ 'CLIY) = 'BYBL|Y') = 'BUBLW) =Bl 'Bl|Y).
(7.4.53)

Thus, all of the observables commute.

Consider the group generated by the observables iBgei for § € Zy and i € [n|. The
commutation implies that this is a (0, |¢)))-representation f of (Z32)". This holds in the
same way for Charlie’s observables. Applying Gowers-Hatami, there exist Hilbert spaces
with orthogonal decompositions Hpgr = @te(zg)n B, and Her = ®te(Z§)" C;; isometries
V' Hp — Hprand W’ : Her — Her; and observables that align with the decompo-
sition By = 37 (z2)0 (— 1)1 and 'Cf = 37, 520, (—1)"*Ic; such that V' By, |[4') =
‘ByV'[¢) and W'*Cy, [¢') = *CyW'[¢/'). By construction, ‘ByV'[) = (=1)*V'|l).
Thus, the support of V’|1)?) on B” is contained in the span of the subspaces B; such that
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t; = s. Since an analogous inclusion holds for Charlie’s space, we get that

(V/ & W/>|77/1;> S @ %Al"'Ai—lAi-Q—l"'An QB ®Cv @ Hp. (7.4.54)

ti=t;'=s

Defining [¢") = (V' @ W')|)), this gives that

Wy e P Havn, ®18,) @ Han, ®Bi@Co @ Hp (7.4.55)

tt'e(Z3)"
ti=t;’

for all 7. Taking the intersection of all these spaces, which is easy as the B; and Cy are

orthogonal, we end up with

W) e P 1Bu) @ - ®[,) @B, ©C ®Hg (7.4.56)

te(z3)n

We see also from the proof that #'Bj|i;) = #'Cy|thy) = (—1)%®

V).

7.4.4 Robust parallel-repeated rigidity

Now, we consider the robust rigidity of the parallel-repeated game. We want to approach it
in about the same way in the exact case, so first we need a generalisation of Lemma 7.9 to

the approximate case.

Lemma 7.10. Let °S and 'S be purified strategies for TFKW that both win with probability
mTFKw(iS) > cosQ(g) — ¢ for some 9 > 0. If we suppose their shared states are equal,

[4) = %)) = |'4p), then there is a constant QQ > 0 such that for every 6 € Z,

°Bolw) — 'Bylu)|| < Qv5

7.4.57
10Col) = 'Col) | < QVE. (7430

The proof below lets us take () = 6300.
Proof: For each of the strategies, we use robust rigidity of Theorem 7.6 where, by the
method of Lemma 7.9, we may assume that the dilation operators are equal. Then, there

exist constants K, L > 0; Hilbert spaces with two orthogonal decompositions Hp =
@sezg By and Her = @sezg iC,; isometries V : Hg — Hp and W : He — Her; and
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for each s € Z3 vectors [¢%) € "B, ® ‘C; ® H g such that

|veww) - > 18 @ < kve. (7.4.58)

sGZ%

Further, for each 6 € Z,, there exist unitary observables (and related PVMs) iBg eU(B)
and ‘C}) € U(C") such that

[(V'By — "ByV)|v) || < LV,

|(WiCy —'CyW)|w)|| < LV,

‘Bylui) ="Cylve) = (=1)*[¢3), (7.4.59)
By, 'By] = 0,

[t ic] = 0.

First, using the triangle inequality, the distance between the two rigidity decompositions is

< 2KV, (7.4.60)

|18 @ 100 - Y18 © 1)

sEZ%

Expanding the state on A in the basis {|500), | 511)}, this gives that both

| (1980) + Z501u8i) + ) = (Ito) + F5(1w) + ko)) )| < 265

(7.4.61)
| (1) + 5018 — 1w8o) = (leh) = Z5(wd) — [l )|| < 2K 5.
Again as in Lemma 7.9, we act by projectors of the form ‘I[® = ‘B’" ‘B’, and 'TI¢ =

icr? e il. Since the action of a projector cannot increase the norm, acting by °TI%  T1¢
on the second inequality of Eq. (7.4.61) gives

PTG i) | < 2KV/6 and [Ty [vs,) I, I°Tigo [9io) || < 2V2K V. (7.4.62)

Then, acting by °TIZ, on the first inequality of Eq. (7.4.61) leads to |||1)0,) — °TIE [} <

6/ /6. Similar is true for other values of s for the projectors, so

180} = o) | < l160) — Tl || + D_ [T g} || < 42+ V2)KVE. (7.4.63)

s7#00



7. RIGIDITY FOR MOE GAMES 136

The same thing holds in the same way for the other values of s in the ket. Then

1°Bs — 'Bo) )| = [|(V @ W)(°By — 'By)|v) |
< ||(°By = 'By)(V @ W)|h)|| + 2LV5

< |°B5 20180 © [49) = 1By 318} @ ) | + 2KV + 2LVD
s€Z3 s€72
= | > -1m18) @ () — wh))|| + 2K V6 + 2L
SEZ2
<2[(17+ 8V2)K + L| V5
(7.4.64)
We can do the same with Charlie’s observables. -

Theorem 7.11 (robust parallel-repeated rigidity). LetS = (B, C,{B?},{C?}, p = [¢¥)¢])
be a purified strategy for TFKW” for some n € N. Suppose that for some ¢ > 0, for each
i € [n], the i-th game wins with probability 1}, (S) > cos® £ — e. Then, there exists a
constant K > 0, registers B’ and C’, and isometries V' € U(B,B’) and W € U(C,C")
such that the distance between quantum states

H(V@W)W)}— S XWZB) @@ X0 ZM8) @ || < Kn®VE, (7.4.65)

te(z3)n

where the |¢;) € Hpc g have orthogonal supports on both B’ and C’; and there exists a
constant L > 0 and commuting observables #'Bj, € U(B’) and ¥'C} € U(C") such that

|V #'Byly) — #ByV ||| < Ln?Ve
W #iCy|p) — #ICHW [v)|| < LnVe
PAB ) = PACH ) = (—1)10[ah,), (7.4.67)

(7.4.66)

for at least one value of ¢ for each .

The proof below gives that we may take values L = 230 000, and for large enough n,
K = 320 000.
We make use of the fact that, as in the exact case, the i-th winning probability is

10%pun (S) = [Epezy reku(?*S). However, since the i-th winning probability is not quite
pi=0 )
optimal, showing that the ¥**S win near-optimally proves to be an obstacle. To get past this,
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we adapt a technique of [Col17] for parallel repetition of CHSH games. It guarantees that
there is a “good set” of strategies that win with only slightly relaxed probability, and the
set is large enough to continue the proof as for the exact case.

Proof: Define e,,; > 0 such that ey (¥'S) = cos® T — e,,;. Then, we have that, for each

i, € > [Kpezp €4~ We want to collect a large enough number of terms where €, ; is not too
pi=0
large with respect to €. To that effect, define the set of good values of ¢ for 7 as

G ={p€Zylp;=0,e,; < be}. (7.4.68)

Asin [Col17], we claim that |G;| > 272427341, In fact, suppose |G;| < 2" 24273 +1.
Then, there are at least 2"~ values of ¢ where ¢,,; > 5e. This gives however that

1 1 B 5
€ Z 2n—1 chp,i > 2n,12n 3(55) = ZE > &, (7469)
@
which is a contradiction. Now, as for the case of a single game, for ¢ € G}, the SOS

decomposition implies

H (Z: ® “By + X; ® 1B, — V2) 1) H < 2V5(2 + 842 (7.4.70)
HSD’ZBGIW _ w,i(je’wH < 4V/54/z. (7.4.71)

This gives the commutation of ¥*By and #B; with respect to |¢) as
|[#Bo, #'Bi] ) || < 2v/5(2 + v2)(2 + 8/4)/E = Kyv/z. (7.4.72)

Now, we need commutation between operators for different values of i. Let i # ¢’ € [n],
0,0 € Zy and @, ¢’ € Z% such that ¢; = ¢!, = 0. By the pigeonhole principle, there exists
ay € (G; +01) N (Gy + 0'1"), so using Lemma 7.10 with § = 5¢, there exists Q > 0
such that

(W,iBe_X+61’i,z’B6)|w>H < VBO\E

H(W’,i’Bel _x+9/1i’,i/39/)|¢>H < \/362\/5, (7.4.73)

and identically for Charlie’s observables. Thus, knowing

[HO1IBy, X+9/1i/7i/30'] |¥) H =
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Ko+/z, we have

280, # < Bolu|| < ||(#Bs © ¥ Cor — By @ 2iCy)I)|| + 8VEVE

<

- i il . i
(X+91 ’ZBQ ® x+0'1 ’1/09/ — x+0'1 JBH’ & X+l ﬂC@)’¢>H

+ (4V5Q + 8V5)\/z

< (4VA(Q +4) + Ko)VE.
(7.4.74)

Now, for any i, we may pick some ¢ € G;, and define ‘By := #'B,. We have
I['By, "By ]|1)|| < (4V5(Q + 4) + Ko)v/e. (7.4.75)

Then, we use Lemma 7.3 with Ujy = ‘By and Vg = ‘Cy so € = 4v/5\/c and § = (4v/5(Q +
4) + Kj)+/< to generate an (Ln?\/z, [¢)))-representation of (Z3)", where L = 4(4v/5(Q +
7) + Kj). The same holds in the same way for Charlie’s observables.

So, this puts us in the right place to use the Gowers-Hatami theorem again. There
exist Hilbert spaces with orthogonal decompositions Hp = @te(zg)n B and Her =
@te(zg)n Cy; isometries V' : Hg — Hp and W : He — Her; and unitary observables
By =3 ezyn (1) gy € U(B') and 'Ch = 37, 5202 (—1)"*Ic;y € U(C") such that

|(V'By = "ByV)[W)|| = Ln*ve

. - ) (7.4.76)
|(W?Cy —"CoW) ) || = Ln*Ve.

Let [¢") = (V @ W)|y). We can put these observables back into the original inequal-
ities to get

H (Z:® B, + X; @ B, — V2)|0)|| < (2Ln? + 2v/5(2 + 8'/4)) /2 (7.4.77)
(B —‘C)ly|| < (2Ln® + 4V/5)/z. (7.4.78)

Since the quantum state |¢') € @, ve(zz)n Hapon, @ By ® Cy @ Hp, we can write it as
|w/> = Zt,t’E(Zg)"”Uti’)' Using

Z;® By + X; ® By — V2 =2V2) (|88, — 1) ® g, (7.4.79)
t
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and defining |vg,;) = Zt,t'e(ZS)"( B XBuly @ -+ @ |8, B ;) |vew), we have

11") = Jvs.n)ll < lelvm |vg.i41)|

—_

7 z::H (Z; ® By + X; ® By — V2)|u) (7450
< Z(Ln® +V5(2+81)) Ve
On the other hand, Eq. (7.4.78) implies
(2Ln? + 4V/5)\/E > HZ((_W (= 1)) o) ) - 2H S Jon) ) (7.4.81)
t,t tigFg

Write |¢') = |vg) + |v1) where |vg) = Zte(zg)nyvt,t> and [v1) = >,y |vew). Then,
n 2
ol =3 lone) <333 (uloe) < Qn[(Ln2 + 2\/6)\/2] . (7.4.82)
tF#t! 0 =1 te#t,

Now, let [vg) = 3 (zzyn (180 )XPu| @ -+ |81, XBr, o). Then [[[ug) — Jvgn) || < [[loa)]l;
SO

1187 = lva)l < W1¢") = [ogm) | + vsn) = lvg)l

(7.4.83)
Z5(Ln® + V52 + 8'1)) + V2n(Ln® + 2v5) | Ve.
Now, |vg) has the form we want, but it may not be normalised. Define |¢) = H:”B i” . We
vB
have
l16) = lva)ll = 1 = llva)l < [11¢") = lva)l, (7.4.84)
giving

119" = 1) < 2||[4") — lvg)|| < \/5[”([%2 +V5(2+8Y4) + 2v/n(Ln® +2V5) | Ve
(7.4.85)
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We can, as in the single-round case, generalise this result slightly to a general strategy.

Corollary 7.12. Letn € Nand let S = (B, C,{ B}, {C?}, p) be an arbitrary strategy for
TFKW". Suppose that for some ¢ > 0, for each i € [n], the i-th game wins with probability
10%en (S) > cos® § — . Then there exists a constant K > 0 and isometries V € U(B, B')
and W € U(C, C") such that

(V@ W)p(V e W)t — Trr(|¢Xo])|,, < Kn’Ve, (7.4.86)
where R? is an auxiliary register such that

0y = Y X"ZM(B) @@ X" Z™|B) @ [i) (7.4.87)

te(Z3)n

for some vectors |1;) € H g With orthogonal supports on both B” and C”.

The proof follows the same method as Corollary 7.7.

7.5 Rigidity and Observed Statistics

In any self-testing scenario, the referee cannot actually query the winning probability of
the adversaries’ strategy. To get around this, she may play many rounds of the game in
parallel and use the players’ winning statistics to approximate their winning probability.
The difficulty that arises, however, is that the players’ strategies need not be independent
for the different rounds of the game, and therefore the information Alice receives might not
be meaningful. A technique of [RUV13] allows us to get around this: first, we bound the
probability of winning too many of the games if enough are too far from optimal, and then
find good values of the bounding constants, depending on the application, so Alice may
extract information about the state.

Lemma 7.13. Let 0 < ¢, < 1 and let § > 0 such that § < ne. Let S be a strategy for
TFKW". Let E' C {0, ..., n} be the set of rounds 7 such that w5z, (S) > cos® £ — ¢, and let
W € {0,...,n} be the number of rounds the adversaries win. Then, if |E| < (1 — n)n,

Pr(W > (C082 3 5)77,) < e~ 2n(ne=0)* (7.5.1)

We can make use of this in contrapositive. That is, other than with small probability,

if the adversaries win at least (cos* & — d)n games, then at least (1 — 7))n of the games win
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with near-optimal winning probability. The proof proceeds in the same way as a similar
result for sequentially repeated games in [RUV13].

Proof: Write w* = cos® % for convenience. Let WW; be the random variable that is 1 if the
adversaries won round ¢ and O if they lost. Then, we have that 1/ is the random variable
W =>"" W, Since Pr(W; = 1) = wiyun(S),if i € E, we know that Pr(IV; = 1) < w*,
andifi ¢ F,Pr(W; =1) <w* —e.LetI'y,...,I,,Aq,..., A, be independent Bernoulli
variables such that the Pr(I'; = 1) = w* and Pr(A; = 1) = w* — €. By the above, we
can couple them to the W; so that W; < I'; ifi € E and W; < A, if i ¢ E. This implies
directly that W < . . T, + ZZ&E A, so

Pr(W > (w* — 6)n) < Pr(z Lok > A > (uwf - 6)n). (7.5.2)

i€E i¢E
Since E (EzeE Uit igm Ai> = |E|w*+(n—|E|)(w* —¢), Hoeffding’s inequality implies

Pr(W > (w* —d)n) < e~ ((n=EDe=tn)? < o=2n(ne—6)” (7.5.3)

A simple canonical choice of variables for large nise =n =0 = n1—1/4, which allows

Alice to test sets of k ~ nl/2

parallel rounds, where she is able say that the state is ~ kl%
near-optimal for those rounds with probability exponentially close to 1 in k.

In view of applications, we give in Theorem 7.14 a version of Corollary 7.12 where
Alice has less information about the winning probabilities of the strategy. Rather than
assuming that she knows that they win each round near-optimally, we will assume that
Alice only knows with high probability that each round wins near-optimally. Then, we are
able to ascertain the behaviour of the shared state in expectation. This will allow us to

directly apply the result of Lemma 7.13 to get conclusions about the rigidity of the state.

Theorem 7.14. Let n € Nand let S = (B, C,{B’},{C’}, p) be a strategy for TFKW".
Suppose that for some ¢, € [0, 1], for each i € [n], there is a probability 1 — 7 that the i-th
game wins with probability wig,.(S) > cos® £ — e. Then, there exists a constant K > 0,
registers B’ and C’, and isometries V' : Hp — Hp and W : Heo — Her such that the

expected value of the distance between quantum states

E||(V & W)p(V @ W) — Tra(o)¢))||, < Kn®Ve +nn, (7.5.4)
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where |¢) = Zte(zg)n XtoZm|B)y @ - @ X0 Z13) @ |) for some auxiliary register
R and |¢);) € H g with orthogonal supports on both B’ and C”.

Proof: For each i € [n], let H; be the random variable indicating if 1% (S) > cos® £ —e.
We have Pr(H; = 1) = 1 — 7. Let H C [n] be the register-valued random variable such
that i € H if and only if H; = 1; let L = [n]\ H be the complement. Since for any round
in H, 00}gn () > cos® £ — e, we can apply the rigidity of Corollary 7.12 to those rounds.
Then, there exists a constant K > 0, register B’ and C’, isometries V' : Hp — Hp and
W :He — Her, and astate |¢) € Ha,a, prorg of the form |¢) = Zte(zg)\H\ 1B) A & |1)
where the supports of the |1);) € H 4, prcvr on both B’ and C' are orthogonal such that

(V@ W)p(V e W) = Tra(|oXo))||,, < KIH[>Ve < Kn’ye. (7.5.5)

Leto = \5)<ﬁ|§f ® Tra, r(|@)¢]). Then, o has the form we want and

ITrr(loX@) — ol < n —|H], giving that E[| Trr(|¢)¢]) — ollne <n =32 Hi = nn.
Using the triangle inequality, we get the wanted result. [

We give an example of the use of the results of this section by considering an explicit

choice of parameters.

Example 7.15. Fix some large n € N. Take e = n™®%, p = n~2, and 6 = sn~'°. Suppose
Alice plays N = n?! rounds of the TFKW game in parallel with Bob and Charlie, and that
the players are able to win at least cos> N — sn'! of them. Then Lemma 7.13 implies
that, other than with probability e~ 2, there are at least (1 — n~2) N rounds that won with
probability wig.(S) > cos® £ — n~®. Then Alice can check the winning probability on n
rounds chosen uniformly at random: call this register A’. Due to the uniform randomness,
each of the n has probability 1 — n~2 of being within n~® of optimal. Then, we can use
the rigidity of Theorem 7.14 to say that there exists a constant K > 0, registers B’ and (",
and isometries V' : Hp — Hp and W : Ho — Her such that the expected value of the
distance between quantum states

K
||V © W)pancalV @ W) — Tralofol) |y, < ©ot) (7156)

where [) = > ,c72), X0 ZMB) @ - @ X0 2 |B) ®|t) per for some auxiliary register
R and |t) por € Hpog With orthogonal supports on both B’ and C".



Chapter 8
Cryptographic Applications

In this chapter, we study the cryptographic applications of our uncloneability game results,
introduced in Section 2.3. In Section 8.1 we provide a high-level introduction to cryptogra-
phy in classical and quantum contexts. Then in Sections 8.2, 8.3, 8.4 and 8.5, we formally
introduce uncloneable encryption, quantum key distribution, bit commitment, and random-
ness expansion, respectively, and study applications to these.

This chapter is based on joint work with Anne Broadbent [BC21, BC22].

8.1 Introduction to Cryptography

In this section, we briefly introduce the field of cryptography, following Katz and Lin-
dell [KLO7]. Put very generally, cryptography is concerned with the integrity of informa-
tion in an adversarial setting. It seeks to describe and study scenarios where honest parties
attempt to use information without having it fall into the hands of a dishonest adversary.
To illustrate this, we discuss the most basic type of cryptographic protocol: the en-
cryption scheme. An encryption scheme is simply a map that takes as input a message m
and a key k, and outputs a ciphertext c. It should also be possible to decrypt: there exists a
map that, given the key and ciphertext as input, outputs the correct message. The necessity
of decryption means that the encryption map cannot simply act by deleting the message.
The encryption scheme is secure if, for keys sampled according to some given distribution,
it is hard to guess the original message for an adversary who has access to the ciphertext
but not the key. The method the adversary uses to come up with a guess of the message is
called an artack. It is important to note that the adversary is assumed to know everything
about the encryption scheme, except for the key. This idea is called Kerckhoffs’ principle,

143
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after its originator, who was the first to note that encryption whose security is based on
obfuscation of the scheme is very susceptible to attack, as the description of the scheme is
all that needs to be learned in order to break its security completely.

An important question remains: how do we quantify that a message is hard to guess?
The strongest way to do this is to ensure perfect security. This is the guarantee that the
distribution of ciphertexts is independent of the distribution of messages. In this setting,
an adversary can only make a guess of the message based on its frequency in the message
distribution. A fundamental scheme satisfying perfect security is the one-time pad. The
messages and the keys for this scheme are bit strings of the same length, and the ciphertext
¢ = m + k is their XOR. Then, as long as the keys are sampled uniformly, the ciphertext
distribution is uniformly random for any message. Any perfectly secure encryption scheme
is equivalent to a one-time pad, in the sense that there must be as many keys as there are
messages and they must be uniformly random [Sha49]. This is often not practicable, as the
key generation and distribution is highly inefficient.

A common way to bypass this problem is to weaken the condition of being hard to
guess. A first, slight, weakening is information-theoretic security. Here, the scheme needs
again to be secure against any adversary, but we allow the adversary to be able to guess
the message with small advantange ¢, the difference between the real guessing probability
and the probability in the case of perfect security. We see below that this is a sufficient
weakening for many of the cryptographic tasks we consider.

However, it is often both necessary and practical to further assume that the adversary’s
abilities are restricted in some way. Chief among these is computational security, restrict-
ing adversaries to only be able to make computations that are efficient for a computer to
run. Efficiency is phrased asymptotically in some security parameter A, that often scales
with the length of the message: to achieve security, the adversary’s advantage must be neg-
ligibly small in the security parameter, for any attack that takes polynomially-many steps
of computation. Formally, computational time complexity is understood by converting the
algorithm to a Turing machine. We do not go into depth about the theory of computation;
we refer to [ABO9] for a full discussion. Importantly, we may additionally assume that
an adversary is unable to efficiently undertake some computation for which no efficient
algorithm is known, but it is unknown if such an algorithm exists; this is a computational
assumption.

In the computational model, the natural notion of security is indistinguishability. To be
indistinguishably secure, the probability that an adversary is able to distinguish the encryp-
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tions of two messages should be negligibly close to %, even if the messages were provided
by the adversary themselves. A perfectly secure scheme satisfies this, so indistinguishable
security can be seen as a generalisation of perfect security.

These ideas of security can be generalised to a wide range of cryptographic scenarios
beyond encryption. Basic cryptographic procedures, from which other more complicated
protocols may be constructed, are called cryptographic primitives. We work with a variety
of them in the body of this chapter.

8.1.1 Quantum cryptography

So far, however, we have only considered cryptography with resources provided by clas-
sical physics. By extending the resource model to also include quantum information, we
enter the domain of quantum cryptography. The inclusion of quantum information has been
able to improve the strength of cryptographic protocols, and also allow for the development
of new ones.

Many of the ideas of classical cryptography carry over to the quantum setting. Here,
both the honest parties and the adversaries are able to make use of quantum computers. In
the information-theoretic setting, the trace distance between quantum states is often used
to represent indistinguishability, due to the relation of Eq. (4.2.22), which represents the
trace norm via the optimum over all, potentially computationally unfeasible, distinguishing
measurements. On the other hand, in the computational setting, the adversaries make use
of only the quantum polynomial-time (QPT) algorithms, potentially subject to further com-
putational assumptions. For a full formal introduction to quantum computation, we refer
again to [AB09]; nonetheless, we provide a definition of what it means for an algorithm to
be QPT.

Definition 8.1. An algorithm @) : Z5 — 73 is quantum polynomial-time (QPT) if there
exists a Turing machine 7" such that, for each n € N, T'(n) outputs in polynomial time the
description of a quantum circuit that, on input x € ZY, outputs (). Similarly, we can
consider a family of states {p,, },en QPT if T'(n) outputs a quantum circuit that constructs
pn from |0); a family of unitaries {U, },en QPT if T'(n) provides a quantum circuit that
acts as U,; and a family of measurements {A,, },en QPT if the measurement A,, can be
undertaken by first acting by some QPT unitary U,, and then measuring in the computational

basis.
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An early quantum cryptographic primitive is the quantum money of Wiesner [Wie83].
Apart from being interesting in its own right, it is a useful example of how the no-cloning
principle can manifest itself in cryptography. A quantum money scheme is a quantum
algorithm that, when run honestly, creates a token — a quantum money state — in such a
way that it is immune to forgery. The original protocol creates a quantum money state by
encoding a random string in a random conjugate-coding basis; and verifies by measuring
in the correct basis. Because a prospective dishonest forger does not know the preparation
basis, they are unable to learn the encoded string and to forge the state. This property
can be justified using the no-cloning principle, but the actual security proof requires a
more involved study of the quantum states. We study a variety of quantum cryptographic

primitives that make use of uncloneability in a similar way to quantum money.

8.2 Interactive Uncloneable Encryption

8.2.1 Quantum encryption of classical messages

Encryption of messages can be carried over to the quantum setting. Though it is possible to
consider encryption of quantum messages [AMTdWO00, BR0O3], we focus on the encryption
of classical messages as quantum states. The benefit of such an encryption is to allow
classical messages to also benefit from the cryptographic properties satisfied by quantum
states, such as no-cloning. The idea of a quantum encryption of classical messages was

formalised in [BL20]; we introduce a variant of this definition.

Definition 8.2. A quantum encryption of classical messages (QECM) scheme is a tuple
Q = (Key, Enc, Dec).
* Key : D({0}) — D(K) is CPTP map representing the key-generation algorithm,

where K is the classical key register.

* Enc : D(KM) — D(KMC) is the CPTP map representing the encryption algo-
rithm, where M 1is the classical message register and C' is the quantum ciphertext

register. Enc preserves K M, i.e. Enc([km]) = [km] @ o&™.

* Dec : D(KC) — D(M) is the CPTP map representing the decryption algorithm.

In order to simplify the security definitions, we assume that the encryption algorithm
preserves the key and message registers that are inputted. However, only the ciphertext

register C' is sent.
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In an asymptotic setting, the algorithms would also be functions of a security parame-
ter A. Here, we can remain in a simpler information-theoretic setting, and in particular we
have that the key generation just produces a fixed random key, with no input.

A QECM scheme should satisfy the standard properties of an encryption scheme. That
is it should be correct, in the sense that decryption should return the original message; and
indistinguishable, in the sense that the ciphertexts of two messages cannot be distinguished,
even when chosen by the adversary. We give these definitions in the information-theoretic
setting, and we allow small errors.

Definition 8.3. Let Q = (Key, Enc, Dec) be a QECM scheme. We say that Q is

go-correct if, for any classical state p,/,

loprnr — pane || e < €o, (8.2.1)

where p,,; = (idy ®Dec ) o Enc(Key([0]) ® par).

¢1-indistinguishable for fixed my € M if, for a cq state pp;s where S holds any side

information,

|l pesiv=0) — posjv=1) |l < €1, (8.2.2)

where Y = Z, is a classical register indicating whether the message is replaced with

a fixed message m, or preserved, and
prmcsy = (Enc ® idg) (Key([0]) ® 3([mo] ® ps ® [0] + pars ® [1])).  (8.2.3)

It is possible to generalise to the asymptotic or computational settings by taking the
register sizes to be functions of a security parameter A, on the order of the ciphertext register
size. Then, rather than considering the trace distance between states, we would consider
the distinguishability by a QPT algorithm, which should be negligible.

As studied in [BL20], a QECM scheme might also satisfy uncloneability properties.
However, it is unknown whether such a scheme actually exists. Due to [BL20], it is only
known that an encryption scheme they construct is uncloneable in the quantum random or-
acle model (QROM). To remedy this, we consider a variant of the QECM model where the

decryption requires an interaction between the sender Alice and the receiver Bob. Due to
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the interaction, Alice produces an additional bit that indicates whether she accepts Bob’s re-
sponses during the interaction. We can always assume, in the information-theoretic setting,
that the message remains perfectly secure unless Alice accepts, by for example padding
with an additional one-time pad, the key to which she only reveals if she accepts. We

formalise this in the same way as the definitions above.

Definition 8.4. A quantum encryption of classical messages with interactive decryption
(QECM-ID) scheme is a tuple Q = (Key, Enc, Dec).

* Key : D({0}) — D(K) is the CPTP map representing the key-generation algorithm,

where K is the classical key register.

* Enc : D(KM) — D(KMC) is the quantum channel representing the encryption
algorithm, where M is the classical message register and C'is the quantum ciphertext
register. Enc preserves K M, i.e. Enc([km]) = [km] @ o&™.

* The decryption algorithm Dec is an interaction between Alice and Bob that takes a
state on KM B to a state on KMEFMB’ , where Alice holds K, M, and F' = Zs
(a classical register that indicates whether Alice aborts (0) or accepts the decryption
(1)); and Bob holds M (a classical register holding Bob’s decryption of the message),

and B and B’ (additional quantum registers).

Correctness and indistinguishability generalise in a straightforward way to this set-
ting. The correctness must change to account for the interactive decryption, but as the

indistinguishability does not depend on the decryption, it can remain identical.
Definition 8.5. Let Q = (Key, Enc, Dec) be a QECM-ID scheme. We say that Q is

go-correct if, for any classical state pj;, when Alice and Bob run Dec as intended on
prmc = Enc(Key([0]) ® par) for B = C and B’ = {0}, they get p,,, 5, such that

120 win(r=1y — Pl < €0. (8.2.4)
¢1-indistinguishable for fixed mq € M 1if, for any cq state pj/g,

HPCS|(Y:0) - pC’S|(Y=1)HTr < e, (8.2.5)
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where Y = Zs is a classical register indicating whether the message is replaced with

a fixed message m, or preserved, and
prmesy = (Enc ® idg) (Key([O]) ® %([mo] ® ps @ [0] + pars @ [1])) (8.2.6)

Note that this reduces to the original definition of a QECM if the decryption is a simple
one-round interaction: Alice sends the key & to Bob, who uses it to decrypt the ciphertext,
and Alice always accepts the decryption.

8.2.2 Uncloneable security definitions

We extend the security properties of uncloneable and uncloneable-indistinguishable secu-
rity of a QECM from [BL20] to the setting of a QECM-ID as well. Intuitively, the defini-
tions are meant to replace the condition of Bob guessing correctly with Alice accepting the
decryption.

First, we can describe the security properties by means of security games. Uncloneable
security guarantees that, even if a colluding party decrypts, it is difficult for an eavesdrop-
per to guess the message. The uncloneable security game is played by two cooperating
adversaries Bob and Eve against a challenger Alice.

1. Alice samples a message uniformly at random. She samples a key and encrypts the

message. She sends the ciphertext to the adversaries.

2. The adversaries split the state between them using a quantum channel, and then may

no longer communicate.

3. Alice and Bob decrypt with the interaction Dec, and Eve eavesdrops on their interac-

tions.

4. Eve attempts to guess the message. The adversaries win if Alice accepts the decryp-

tion (f = 1) and Eve guesses correctly.

Uncloneable security is achieved if the winning probability is only slightly above the prob-
Pr[F=1]

|M]
Uncloneable-indistinguishable security combines uncloneable and indistinguishable

ability of Alice accepting and Eve guessing the message given no information

security: it guarantees that, even if a colluding party decrypts, an eavesdropper cannot

distinguish between the encryptions of an intended message and a fixed message. The
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uncloneable-indistinguishable security game is also played by two cooperating adversaries
against a challenger.

1. The adversaries prepare a cq state p,;s and send register M to Alice.

2. Alice samples a bit y uniformly at random. If y = 0 she replaces M with a fixed

message my; else she preserves M.

3. Alice samples a key and encrypts the message. She sends the ciphertext to the adver-

saries.

4. The adversaries split the state between them using a quantum channel, and then may

no longer communicate.

5. Alice and Bob decrypt with the interaction Dec, and Eve eavesdrops on their interac-
tions.

6. Eve tries to guess y. The adversaries win if Alice accepts the decryption and Eve

guesses correctly.

Uncloneable-indistinguishable security is achieved if the winning probability is only slightly
above 1 Pr[F = 1], half the probability of accepting.
We now formalise the intuition of these security games in a way that is amenable to

security proofs in the information-theoretic setting.
Definition 8.6. Let Q = (Key, Enc,Dec) be a QECM-ID. We say the scheme satisfies

go-uncloneable security if

Pr[M=MAF = 1]p < ﬁprw: 1], + &2, (8.2.7)
for p prepared as follows. Let py; = pps the maximally mixed state. Alice encrypts
prmc = Enc(Key([0]) ® par) and an eavesdropper Eve acts with a quantum channel
®: L(C) — L(BE) to get pxype = (dgy @P)(prare)- Then, after eavesdrop-
ping on all the interactions during Dec, Eve produces a guess of the message on M,
stored in the register M.

esz-uncloneable-indistinguishable security if

| pEr|(v=0)A(F=1) — PE/|(Y=D)A(F=1)||Tr < €3, (8.2.83)
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for p prepared as follows. Fix my € M, and let Y = Z, and pjss be any cq state.
Alice prepares the state prrsy = 3([mo] @ ps ® [0] + pars @ [1]), then encrypts to
get pxposy = (Enc ® idgy )(Key([0]) ® parsy ). Next, an eavesdropper Eve acts
with a quantum channel ® : £(CS) — L(BE) to get pxypry = (Idxy @P ®

idy )(pxmcsy) and after eavesdropping on all the interactions during Dec, Eve holds
aregister £'.

All the security definitions are illustrated in Fig. 8.1.

Dec Dec

Key Enc F Key Enc F
0K 01K
M M p{ M :[ M
— ' — M — B —
C—Hd | E e
(a) Correctness (b) Uncloneability
D
Key Enc Key . ec »
Y -y Y ~-Y
M M
pus C PMs — C =1 B —
S—————5 S ¢l E E’

(c) Indistinguishability (d) Uncloneability-indistinguishability

Figure 8.1: Schematics of the state constructions in the QECM-ID security defi-
nitions. Blocks represent operations, with interactions if they are split by a dotted
line. Horizontal lines represent registers; they take part in the operations they
touch. Vertical arrows represent eavesdropping.

8.2.3 General properties

In this section, we show some relations on the uncloneable security properties for QECM-
IDs. These generalise similar properties shown for QECMs in [BL20].

Lemma 8.7. Let Q be an e-uncloneable QECM-ID. Then, if the uncloneable security game

is played with a classical state p,; not necessarily uniform, the winning probability

Pr[M=MAF =1] <27l prp = 1] 4 [a]27 HnmDog, (8.2.9)
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Proof: We relate this to the winning probability with py; = p1ps. In fact,

Pr[M =MAF=1],= Y Pr[M=m|Pr[M=mAF =1|M=m]

meM

< mn%xPr[M:m}ZPr[M:m/\F: 1M = m] (82.10)

= |M 27 Hoin@De Py = M A F = 1],
< 27 HuinM)p Py F = 1] 4 | M| 2~ Hmin (Mo o

Theorem 8.8. Let Q be a perfectly indistinguishable QECM-ID.
(i) If Q is e-uncloneable secure then it is | M |e-uncloneable-indistinguishable secure.
(i1) If Q is e-uncloneable-indistinguishable secure then it is e-uncloneable secure.

In the asymptotic regime, this provides an equivalence between the two notions of
uncloneable security.
Proof: First, we show assertion (i). We proceed by contrapositive. Suppose there exists an
attack for the uncloneable-indistinguishable security game that wins with advantage greater
than |M|e. An important observation we make to help simplify the proof is that we may
always assume that py;s = [m;] for some message m; € M [KT22]. This is because the

trace norm is convex, SO

5 < D PulloBi—onr-n) PEv=0nF=1) |l
meM

||PE/|(Y=0)/\(F=1) — PE|(Y=1)A(F=1)
(8.2.11)

and thus we can take m; to be the value whose term in this convex combination is maximal.
Finally, we can remove the side information by redefining the splitting channel ®'(o0) =
Qo ® pdt).

With such an attack, we construct an attack against the uncloneable security game.
The splitting operation and Bob act in the same way. To attempt to guess the message,

Charlie makes the measurement that optimally distinguishes the cases y = 0 and y = 1,
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and guess mg or my, respectively. Then, the guessing probability

Prf[M =MAF=1=Pr[M=MAF=1AM ¢ {mg,m}]
+ Pr[M € {mo,mi}| Pr[M = M AF =1|M € {mg,m;}]

2 .
= WPr[M:M/\F: 1M € {mq, m1}]

(8.2.12)

Since Pr[M = MAF =1|M € {my, m }] is the probability of distinguishing messages
Pr[F=1|Me{mo,m1}]+|M|e
2

mg and my, we have by hypothesis that this is greater than . Finally,
as Q is perfectly indistinguishable, Pr[F' = 1|M € {mg,m;}| = Pr[F = 1] — otherwise

Bob could distinguish the messages without access to the key. Putting this together,

Pr[F = 1]

+e. (8.2.13)
| M|

Pr[M=MAF=1] >

Now, we show assertion (ii). Let prypiar=1) = [K,neplml ® pB A(F=1) be the final
state in the uncloneable security game. Since we have by hypothesis that Q is uncloneable-
indistinguishable secure, || Prinr=1) — Pia( popylle < e forallm € M. Setting the state

TMEA(F=1) = I @ Py py)> We have that

T A(r=1) — PMEAF=1)||Tr = ]E ||pgf’/\(F:1) — PEar=nllm < e (8.2.14)
meM

Because the registers M and E' are independent on 7, i.e. Ty = Tay @ Tgr, the guessing
probability Pr[M = M A F = 1], < PrP=1l- 'Finally, because 7 is only & away from p in

|M|
trace norm and Pr[F’ = 1|, = Pr[F = 1|M = my], = Pr[F = 1], by perfect
indistinguishability, we get that Pr[M = M A F = 1] p < Pr[ﬁ;”” +e. [ |

8.2.4 Instantiation using coset states

Now, we give a construction of a QECM-ID. We base this construction on the structure of
the leaky subspace coset NC game Section 6.3, and then show its security by making use
of the entropic uncertainty relation of Corollary 6.15.

Lete : Z;Z/ X R — Z5 be a quantum-proof (, €)-strong extractor (Section 4.2.2.1)
and let A be the set of all subspaces of V' = Z of dimension n /2.
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Protocol 8.9 (Coset state QECM-ID).

Key generation Let 7 =7 = ZZ/ ® and take K = ATT’R. The channel is

Key([0]) = [ [att'r]. (8.2.15)

a,t,t',r
Encryption Let M = Z5 and C = V. Take

Enc([att'r] @ [m]) = [att'r] @ [m] & |ay Xar ] . (8.2.16)

Decryption Dec proceeds as follows. First, Alice sends a to Bob. Then, Bob measures
in the coset state basis to get measurements t,¢' of t,¢'. Bob sends ¢ to Alice:
if £ = t, Alice sets f =1, else she sets f = 0 and aborts. Alice sends r and

m = e(t',r) +m to Bob. Bob computes /i = m + e(t', 7).

Proposition 8.10. Protocol 8.9 is perfectly correct, i.e. 0-correct.

Proof: First, writing pas = >, pm[m),

pryc = parremy = JK, D pmlatt’r] @ [m] @ JagyXagy| - (8.2.17)

a,t,t!;r m

To begin the decryption, Bob measures in the coset state basis and gets

PATT RMTT = E me latt'r] @ [m] & [tt']. (8.2.18)

att/; r m

Sending ¢ = t to Alice, she always sets ' = 1, and then gives  and m = e(t',r) + m to
Bob. Then, the state become

PATT' RMFNIT = E me[att’r] ® [m] @ [1] @ [e(t',r) + m] @ [t']. (8.2.19)

att/,r m

Finally, Bob computes 1 = ¢(, 1) + m = m, getting

provrn = K, Y pmlatt'r] @ [m] @ [1] @ [m]. (8.2.20)

a,tt!,r m
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Thus, pypynp=1) = > Pm[m] ® [m] = prrn. u
Proposition 8.11. Protocol 8.9 is perfectly indistinguishable.
Proof: Writing pys = > p[m] @ p&, we see that
1 :
prmosy = 5 (Enc(Key(0) ® [mo]) @ ps @ [0] + (Enc @ ids)(Key(0) ® pars) @ [1])

_ % S Enc(Key(0) ® [m]) © (Gmmops @ [0] + pmpl © [1])

1 / m
=3 > K latt'rm] @ |asyNase| @ (mmops @ [0] + pmpd @ [1]).

m a,tt'r
(8.2.21)
Hence,
1
posy = YK laeXae] @ Gmmeps @ [0] + pmpd @ [1])
m a,tt'r
1
=3 K lareXaww| @ (Gmmops @ [0] + pmpd @ [1]) (8.2.22)
a,t,t’ m
1
=i @ (ps ®[0] +ps @ [1]) = v ® ps @ p.
Thus, pos|y=0) = pcs|(y=1)- u
Theorem 8.12. Suppose xk > — ls — S i Then, Protocol 8.9 is max{e, e*/*(cos Z)"/?}-
uncloneable.

Proof: We have the state before decryption

PATT' RMMBE = E me[attlf] @ [m] @ [e(t',r) + m] @ O(|agy Xary|), (8.2.23)

at,t/; r m

where we assume both Bob and Eve have access to M if Bob provides ¢ correctly. To begin
the decryption, Alice shares a, and Bob makes a measurement N on B to determine a guess
t of t. Fix m € M. Then, taking ® to be the cloning channel in the leaky NC game, we get

by the leaky NC property that Hyn(T|AB; T'|A'TE),, ,,_,., = (—1gcos §)n— 515, Where
A'is a copy of A. Thus, we must have either Hyin(T|N(AB))py_,y = —lg;os i — e

or Hyin(T'|A'TE) > “lecosg,, 1 5. In the former case, as AB is the

P|(N(AB)=TAM=m) — 2 41n
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register Bob has access to by that point, we have
Pr[F =1] = Pr[T = T] = Pr[N(AB) = T] < e/*(cos 8)”/2 (8.2.24)
In the latter case, we have by hypothesis and the strong extractor property,

||Pe T',R)RATE|(F=1AM=m) — M1 @ [UR @ PATE|(F=1AM=m) e (8.2.25)

= || pe(1?, R)RATE|(N(AB)=TAM=m) — K51 @ 1R @ PATE|(N(AB)=TAM=m)||Te < €,

where M = Z& is the register containing e(7”, R). Combining the two cases,

||pe(T’ R)RATEA(F=1)|(M=m) — My @ HR & PATEA(F=1)|(M=m) (|
= Pr[F = 1]/1HPe(T/,R)RATE\(F:l/\M:m) — Hyp @ PR Q@ PATE|(F=1AM=m) | (8.2.26)
<¢,

where we set ¢* = max{e, e!/*(cos Z)"/?}. This implies that

PMe(T',R)RATEN(F=1) me @ Pe(T’,R)RATEA(F=1)|(M=m)

(8.2.27)
Rogx me @ pyr @ UR @ PATEAF=1)|(M=m);

*

hence |pirrararenr=1) — Hiar ® Hr ® prarear=1)lm < €
decryption continues and Eve also gets . = m + m and tries to guess m. As classical

Supposing f = 1, the
computations are CPTP maps, we see that

HpRMMATE/\(F:l) — UR ® pip @ praTEAF=1) [Tr
> Pyt anmarear=1) = 1R @ Oxr(irs sy arEnp=1)llm (8.2.28)

> ||pR(M+M)MATE/\(F:1) —HR® O(M+M)MATEN(F=1) ||Tra

O(M+M)MATEA(F=1) ]E me m+m]® [m] ® PATEA(F=1)|(M=m)
(8.2.29)

= Wiz @ PMATEN(F=1)-

Let Tpizvare = B @ pir @ pyaTes(F=1)- Note first that R and M are independent of M
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so they do not help in guessing it. As the procedure that takes pary s = parv @ pus to
PMATEA(F=1) 18 @ trace non-increasing channel, we have by the data-processing inequality
that

Hyin(M|RMATE), = Hyio(M|ATES),, ,_,, 5230
> Huin(M|ATVS), = Huin(M]|S),. o

Thus, the probability of guessing M given registers £’ = M RATE of 7 is at most

2~ Huin(M15), This implies that the probability of guessing M given E’ of pyrpia(r1) is at

most 2~ Hmin(M1S), 1 % giving Pr[M = M A F = 1] < 27 Hwin(MI9)s 1 % a5 wanted. W

—lgcos &

Theorem 8.13. Suppose k > —>5n— L. Then, Protocol 8.9 is max{2e, 2¢'/*(cos Z)"/?}-

indistinguishable-uncloneable.

Proof: With pyrs = )" pm[m| ® p&, we have again

1
PATT'RMVSY = 5 Z E [att'rm] @ |agpXare] @ (Ommeps @ [0] + pmpd @ [1]),

m  a,t,t'r

(8.2.31)
so given the cloning attack ® : L(V'S) — L(BE), the state before decryption is

1 / Om,mo @ (|ary Xary| @ ps) @ [0]
PATT'RMBEY = 5 Z :[E [att'rm] ® < )

+Pm®( | ay| @ pg) @ [1]

m a,tt'r
(8.2.32)
On p|(y=0), the cloning attack is o — ®(0®ps), so we have Hyin(T|AB; T'|A'TE)y, ) >
(—lgcos §)n — ﬁ where as above A’ is a copy of A, and hence similarly
”pe(T’,R)RATE\(Y:O)/\(F:l) — i1 @ UR @ PATE|(Y =0)A(F=1) |l <ée*, (8.2.33)
and then
| PrritRATE|(Y =0)A(F=1) — [T0] @ tar @ pr @ pare|(y=onF=1)ll <7 (8.2.34)

In the same way, we get that on p(y—1ar17=m), the cloning attack is o — d(o® p?), so the
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entropy Hyin(T|AB; T'|A'TE) and hence as above

™ 1
PI(Y=1AM=m) > (_ Ig cos §)n T 2In2’

| Pe(rr, RYRATEI(Y =1 AM=m)A(F=1) — Kj7 @ UR & PATE|(Y=1AM=m)r(F=1)||Tx < €. (8.2.35)
To include M,

PMe(T",R)RATE|(Y =1)A(F=1) —me ®pe(T’ R)RATE|(Y=1AM=m)A(F=1)

(8.2.36)
R me @ gy @ PR & PATE|(Y =1AM=m)A(F=1),

and then M,

PMMRATE|(Y=1)A(F=1) — Try; (pMe(T’,R)]\Z/RATE\(Y:l)/\(F:l))
o Iy Z Epm [m] @ [m] @ [m 4+ 1m] ® g ® pATE|(Y=1AM=m)A(F=1)

~ 8.2.37
= Z Epm [m] @ [m +m] ® pup ® PATE|(Y =1AM=m)A(F=1) ( )

= me @ pgr @ R @ PATE|(Y =1AM=m)A(F=1)
giving that

| pitRM AT By =1)A(F=1) — K31 @ HR @ prpraTe|(y=n)ar=1)llTr < €7 (8.2.38)
As E' = RM ATE, this gives
HPE’ [(Y=0)A(F=1) — PE'|(Y=1)A F:1)||Tr

< |pxr @ pr @ parE|(y=0)a(F=1) — i1 @ lRr @ parE|(y=1)AF=1)|T + 2" (8.2.39)

= ||parE|v=0)r(F=1) — PATE|Y=0)A(F=1) |l + 26"

To finish the proof, we study the state parpy(r=1). The cloning attack and the first de-

cryption step takes parv sy tO parey a(r=1) Via a trace non-increasing channel. Therefore,
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if parvs|(y=0) = paTvs|(y=1)> then parp|y—o)a(F=1) = paTE|(y=1)r(F=1). To that end,

1
parvsy = 5 Emj Iﬁ; [at] ® |aryXary| ® (Smmeps @ [0] + pmp?d @ [1])

1 (8.2.40)
= 5 E[at] ® lacy are| @ (ps @ [0] + ps @ [1]) = pary @ ps & py,

a,t,t’

SO PATVS|(Y=0) = PATVS|(y=1), giving the result. ]

8.3 Receiver-Independent Quantum Key Distribution

8.3.1 Quantum key distribution

Quantum key distribution (QKD) is the first quantum cryptographic primitive to garner
widespread interest. Its basic premise is to use the uncloneability properties of quantum
mechanics to securely share a secret key. This key can then be used as the secret key for
a one-time pad, allowing perfectly secure encryption without prior key agreement. In this
way, QKD allows a major problem with the implementation of perfectly secure encryption
to be overcome.

The first scheme for QKD was introduced by Bennett and Brassard [BB84]. It relies
on the use of conjugate-coding bases. We give a simplified explanation of the construction.
A sender Alice prepares a uniformly random conjugate-coding state |2}, and sends it to a
receiver Bob. Bob measures the state in a random conjugate-coding basis ¢ to get a string
Z. On those qubits ¢ where 0; = ¢;, ; = x; (these are on average half the bits); and on
those where 6; # ¢;, &; and z; are uniformly random and independent. Then, Alice and
Bob broadcast their bases, and each may learn the substring on which the bases match, the
raw key. This step is called sifting. A malicious eavesdropper Eve could not learn raw
key, even by modifying the transmitted state arbitrarily — she does not know which qubits
the key will be extracted from while she has access to the state, and she cannot copy the
state because she does not know the preparation bases. Next, Alice and Bob undertake a
few additional classical steps to increase the security of the key: a parameter estimation
step, where they share a small random portion of the bits to gauge the error in the key,
caused by either imperfect transmission or a malicious Eve, and then abort if the error is
too high; an error correction step, where Alice shares the error-correcting code syndrome

(Section 3.6) of her raw key with Bob, so he may correct it to the same string, provided
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the error is on few enough bits; and finally a privacy amplification step, where Alice and
Bob act with a quantum-proof strong extractor (Section 4.2.2.1) to get a key that is, to Eve,
indistinguishable from a uniformly random string.

There have been multiple proofs of security of the BB84 scheme since its invention
[LC99, SPOO, Ren05] as the definition of security for QKD protocols has passed through a
few iterations. We use a modern version of the definition, following [MR22], which gives
three properties that need to be satisfied. First is correctness. A QKD scheme is correct if
the probability that the protocol is not aborted when Alice and Bob’s final keys are unequal
is low. This guarantees that the parties receive the same shared key. Next, a QKD scheme
is complete for a given error channel if, when Eve acts only by that channel, the probability
of aborting is low. A common choice of channel is an independent identically-distributed
channel ®®" to simulate random noise. Completeness assures us that, under reasonable
noise parameters, there will actually be a key distributed. Finally, a QKD scheme is secret,
if, whenever the protocol does not abort, Eve cannot distinguish the final key from a uni-
formly random string. This is the property that allows the key to be seen as secure from
eavesdropping.

Often, QKD is considered in the asymptotic regime — the limit where the number of
qubits tends to infinity. This allows a scheme to more intuitively understood, on a large
number of qubits. Two properties are of interest in this regime: the key rate and the asymp-
totic error tolerance. The key rate is the ratio of the final key length to the number of
qubits, and can be seen as the efficiency of the scheme. The asymptotic error tolerance is
the proportion of raw key bits that can be flipped by error before either completeness or

secrecy fails. Often, there is a tradeoff between these two values.

8.3.2 Device-independence and receiver-independence

A relatively strong assumption implicit in the original discussion of QKD is that Bob and
Charlie’s devices are assumed to be trusted. Realistically, this is not always a reasonable
assumption, due to noisiness of near-term quantum devices. Many variants of QKD that
require only weaker assumptions on the honest parties have been proposed. In particular,
device-independent (DI) protocols, initiated by Ekert [Eke91], seek to allow QKD with
few, if any, assumptions on the behaviour of Alice and Bob’s devices. One-sided (1S) DI
QKD, shown in [TFKW13], allows Bob’s quantum device to be fully untrusted, relying
on a monogamy-of-entanglement game winning probability bound for security; and fully
DI QKD, shown by Vazirani and Vidick [VV14], allows both Alice and Bob’s quantum
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devices to be untrusted, with security coming from the rigidity of a nonlocal game. These
varying assumptions allow implementations of QKD to balance practicality and security,
depending on available resources.

We consider QKD in a model that strengthens one-sided DI QKD by also assuming
that Bob’s classical device is untrusted. To motivate this, we recall the one-sided DI QKD
protocol given as Figure 1 of [TFKW13], with one small difference: they considered an
entanglement-based model whereas we will work directly in the usual and more practical
prepare-and-measure model, knowing that security in the former model implies security in
the latter.

Protocol 8.14 (one-sided device independent QKD of [TFKW13]).

State preparation Alice samples x € X = Z} and § € © = Z} uniformly at random
and sends the state |2¥) to Bob.

Measurement Bob confirms receipt of the state, then Alice sends # to Bob. He mea-

sures to get a string .

Parameter estimation Alice samples a random subset 7" C {1,...,n} of size ¢ and
sends T, 7 to Bob. If the Hamming distance d(zr, yr) > yn, Bob aborts.

Error correction Alice sends an error-correction syndrome syn(z7.) and a random

hash function ' € F to Bob. Bob corrects yr. using the syndrome to get &

Privacy amplification Alice computes the output k& = F(x7c) and Bob computes
k= F(ire).

In our model, the security of this QKD scheme can be broken, because we cannot trust
Bob’s classical device to honestly do parameter estimation. Bob would simply control the
communication to and from the device, and receive the message k or an abort message
once the protocol finishes. Consider the following attack involving a malicious device
provided by an eavesdropper Eve. When Alice sends the state |2%), Eve intercepts it and
holds on to it, and sends Bob’s device |0"). Then, Eve intercepts every message Alice
sends and is able to compute Bob’s intended output k, while Bob’s device simply outputs
a uniformly random string to him. Neither Alice nor Bob have learned that an attack has
happened. In this way, Eve succeeds in completely breaking the security of the one-sided

device-independent QKD protocol in the receiver-independent model.
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To avoid this sort of attack, we need a QKD protocol where only Bob’s communication
is trusted but none of his devices are. Due to the fact that only Bob’s communication needs
to be trusted, in the sense that he sends no messages privately to an eavesdropper, we refer
to this model as receiver-independent (RI) QKD.

Since Bob’s classical computations are untrusted, the idea of correctness must also be
altered from that of usual QKD. Neither Alice nor Bob can in general check that Bob’s final
key matches Alice’s, since Bob’s device can always, once all the checks have been passed,
output a uniformly random string to Bob. As such, all Alice can assure herself of is that
Bob’s device has all the necessary information allowing it to compute the key. So, we only
require correctness to hold for the device’s computed key, though Bob may not actually

receive it.

Definition 8.15. A receiver-independent QKD protocol is an interaction between Alice,
who is trusted, and Bob, who has trusted communication but untrusted quantum and classi-
cal devices, and which is eavesdropped by an eavesdropper Eve. The interaction produces
the state p. .z Where I’ = Z, holds a flag set to 1 if the protocol accepts and 0 otherwise,
K = 7& holds Alice’s outputted key, K = Z& holds Bob’s device’s key, and E is Eve’s side

information. The protocol is

o gi-correct if Pr| K # KAF = 1] < ég.

* eg-secret if ||PKE/\(F:1) — pUr @ pE/\(le)“Tr < és.

* (D, e3)-complete if, when Eve acts as the fixed channel ¢ and Bob’s device works as
intended, Pr[F' = 0] < e3.

As noted, the subtle but important difference between this and the usual QKD defi-
nition is in Bob’s key k. Here, the key is produced by Bob’s device, but as the device is
untrusted, Alice cannot be sure that the key is actually given to Bob at the end of the pro-
tocol. However, even if Bob does not learn the key due to his malicious device, it remains

secure from the eavesdropper.

8.3.3 Construction and security

We present a protocol for RI QKD. Its security is based on the robust leaky subspace
coset game (Section 6.3.2), which we make use of via the entropic uncertainty relation
Corollary 6.17. Lete : Zg/ %R — Z5 be a quantum-proof (r, £)-strong extractor and C' C

Zg/ *bea (n/2,n/2 — s, d)-linear error correcting code with syndrome syn : Zg/ > 75,
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Protocol 8.16 (receiver-independent QKD).

State preparation Alice chooses a € A, and t,t' € Z;/ 2 uniformly at random, then
sends the state |a; ) to Bob.

Parameter estimation Alice sends a, and Bob replies with a measurement tof t. If
the distance d(f,t) > 2, Alice aborts the protocol.

Error correction Bob makes a measurement #' of ¢, and sends syn(#') to Alice. She

uses it to correct! ¢ and get '

Information reconciliation Alice sends j C {1,..., %} of cardinality % to Bob, and
he replies with f;-. If f;» # t’., Alice aborts.

Privacy amplification Alice sends uniformly random r € R to Bob. Alice outputs
k = e(?', ) and Bob outputs k = e(', r).

We note that, unlike usual QKD, Alice has full control over whether to abort the pro-
tocol. This allows us to consider the case where the checks that Bob makes are untrusted.
We now show that Protocol 8.16 satisfies the security properties of Definition 8.15

under some conditions on the parameters.
Proposition 8.17. Protocol 8.16 is (1 — 24)"* —correct.

Note that, in our protocol, in order for Bob to actually receive the key, Bob’s classical
device is only required to do one computation honestly: the final privacy amplification step.
Proof: First, the event that F' = 1 is equivalent to d(7, T ) < v A T = T} Then,

Pr[K # KAF =1 <Prle(T,R) #e(T',R)ANT), =T)] < Pr[T" #T' AT} = T]
(8.3.1)

We claim that the event 7" # 1" implies the event d(T",7") > d. To see this, (writing
forx € Zg/ 2, corr(x) € C the correction from the error-correcting code, i.e. the nearest
point in C' to z) first note that if # # #, then corr(t') = corr(f) # corr(#'). Then,

I'The correction here is not simply the natural one of the error-correcting code. Rather, Alice sets ¢’
to be the string that corrects to the same point in C' as ¢’ but has syndrome syn(¢'). In the notation of
Proposition 8.17, ' = corr(¥') + (' + corr(t’))



8. CRYPTOGRAPHIC APPLICATIONS 164

as the code distance is d, d(corr(t'),corr(#)) > d. Since ¥ + corr(t') = ' 4 corr(t'),
d(t',#) = d(corr(t'), corr(t')) > d.
Thus, as j is sampled uniformly at random among the substrings of length 7%,

n/2—d n
. _ . n 2d\ "2
Prld(T',T") > d AT, = T'] < ( ("n //22)) < (1 - 7) . (8.3.2)
nn/2

Theorem 8.18. Let 0 < § < v, 2; Protocol 8.16 is ($€7, (e~ (1=0%) 4 (e~ (2d/n=0)yn).
complete, where ®®" : L(V) — L(V') is any iid noise channel where (0|®( [1)(1])[0) < 4,
(L@(0X0D[1) < 6, (+]@([=)X=D)]+) <9, and (=[S(|+)X+])[-) < 9.

In particular, note that this gives an exponentially small abort rate if the error § < 7, %d.
We make use of Hoeffding’s inequality (Theorem 3.45) in the proof.
Proof: First, recall that Alice sends states of the form |a;y) = [27), for z = ¢, + t/,
and 0 = «(a), the indicator vector. Thus, the conditions on ® are simply that there is an
independent probability at most § of a bit flip on any of the bits of the measured strings.

Next, since ¢’ = ¢ implies that f; = f;., we have that

Pr[F = 0] = Pr [d(T, T) > 2y v T # T}}

. A - (8.3.3)
< Pr[d(T,T) > 37| + Pr|T7 £ T).
First, the probability of more than ~ bit flips occurring on tis
n/2 /2
~ n n
Pr [d(T, T) > gy] < ¥ < ! )5’“(1 gk = py [F > 75+ 1], (8.3.4)
k=n~y/2+1

where the binomial random variable I' ~ Bin(n/2, ). Consider the independent identi-
cally distributed Bernoulli random variables I'y,... I, ~ B(d). Since we know I' =

>_;'iand EI" = 6%, Hoeffding’s inequality provides

Pr|d(T,T) > gy} < exp (-4((7 - 5):/2 +1) ) < (exp(—(y—6)?))".  (83.5)

To proceed similarly for the second term, first note that, in the same way as in Proposi-
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tion 8.17, 7' # ' implies d(#', ') > d. Thus, as before
Pr [T’ ”: T’] <Pr [d(T’,T’) > d} < (exp(— (2 — 5))". (8.3.6)
|

Lemma 8.19. Let Y = Z} and A be registers, py 4 be a cq state, and U = B(n,m) C Z}
be a ball. For o = [E ., XypyaXy where X is the Pauli operator and any POVM
M :Y — P(A), we have

PMA)ANA(M(A),Y)<m) = |U|on(a)an(a(a)=y)- (8.3.7)

Proof: First, writing py4 = > [y ® p%, we see that

pyaa = Y [y2] @ VM.ph/ M., (8.3.8)

y,2€Y

and so

puch i = D (1@ VLAV = Y [ © VALY o5 VL.

y,z€Y z€eY uelU
d(y,z)<m

(8.3.9)

On the other hand, [Uloy 4 = Y cyueuly] @ pi™, 50

\U|omayanv(ay=y) = Z [y] @ /M,p%t\/M,, (8.3.10)

yeYuelU
which completes the proof. [

Lemma 8.20. Let X, Y, A be registers and pxy 4 be a ccq state. Then, for any yy € Y,

Hoin(X|A) > Hypin(X|AY),. (8.3.11)

PA(Y =y0)

Proof: We interpret this via the guessing probability. Writing pxya =), [vy] ® p}y?,
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the probability of guessing X given AY is

2—Hmin(X|AY)p — sup ZT [My,OA ]
Mv:X—P(A) POVMs “— (8.3.12)
> sup Z Te[M, p5ve] = 2~ Hmin X ene—y) B
M:X—P(A) POVM
aS PXY AN(Y=yo) — Zx [zyo] ® Pi’yo' .

Theorem 8.21. Suppose that x < <— lgcos § — % —2n — m> 5. Then, the QKD

(1) g g=(~lscos §=h(x)=

n 1 n
protocol Protocol 8.16 is max{22" @mon) 2 L -gecret.

Asymptotically, in order for the QKD protocol to produce a secure key, we require only

<—1gcos’—8r — h(vy) — m>% > 0, (—lgcosg — 2 o — m>% >0, (8.3.13)

as we can make ¢ arbitrarily small by enlarging the key. These provide the asymptotic

noise tolerance. First — 0 and we can choose 7 small enough to have n — 0

2In2n 2
while preserving subexponential correctness (for example n = 1/4/n), so we don’t need to
worry about those terms. Also, the Gilbert-Varshamov bound (Theorem 3.52) provides an
attainable value for the syndrome length s = Zh(7). Therefore, the inequalities reduce to
—lgcos § > h(y) asymptotically, so approximately v < 0.0153; thus the asymptotic noise
tolerance is ~ 1.5%. Note that this is the same tolerance as in [TFKW13].

This bound does take into account the relation between x and ¢ for the extractor,
and so needs an ideal extractor in general. By using the hash-function based extractor of
Lemma 4.32, we can get the error tolerance for a more realistic construction. With this

construction, taking k = (— lgcos § — 2n—s —2n — m> 5, we get that the protocol is

a3

T 25 o 1 _2(4—2)
2§h<v>2—(—lg6058—n M- @mn " w )

gives the inequality —Igcos § — 3h(y) > 2r, where r = ﬁ is the rate. Thus, the op-

-secret. As above, in the asymptotic limit, this

timal error tolerance satisfies h(y) = —% lgcos g so v =~ 0.41%, and the optimal rate
r= —% cos § ~ 5.7%. It is possible to improve these values with a hash-function-only
analysis. These, and how they compare to the rate and error tolerance of the protocol of
[TFKW13], in the asymptotic limit are plotted in Fig. 8.2.

Proof of Theorem 8.21: At the start of the protocol, Alice prepares the cccq state
parrv = B v [att'|@ |as 4 )as s |, where she holds onto AT'T” and sends V. Eve acts with

some channel @ : £(V) — L£(BE) and sends the register B to Bob. Bob sends 7" to Alice,
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A
0.02°F

RI-QKID with
optimal extractor

1S-DIQKI

0.01 from [TFKW13]

Asymptotic error tolerance

RI-QKID with |
hash functions

P
0.05 0.15 0.2 0.25

0.1 Key rate

Figure 8.2: Asymptotic error tolerance as a function of rate. Possible values
for codes that overcome the Gilbert-Varshamov bound are given as pale regions,
where the Hamming bound (Theorem 3.51) is used to give the asymptotic value
of the syndrome length.

which Eve may intercept and copy. We work first with the state carr e = [, o X70X7s
and then exchange it for p later, using Lemma 8.19. At the parameter estimation step, the
robust leaky NC property implies that the sequential min-entropy H,in (T'|AB; T'|A'TE),
<— lgcos § — m>n, where A’ is a copy of A. Let M : T'— P(AB) be the measure-

ment Bob’s device uses to get the guess of 7. Then, by the entropic uncertainty rela-

v

tion Corollary 6.17, we must have either

n
Hin(TIM(AB))y = (~lgeos = iy )2 or

(8.3.14)

Hpin(T'|A'TE) = (lgeosE - i )5

O|(M(AB)=T
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In the former case, we have

s 1 n
Tr(o )) =Pr[M(AB) =T] < 2_(_1gC°S§‘<21n2>n)5, (8.3.15)

/\(T:T

as T = M (AB). In the latter case, by the error correction step, Eve holds the register
Ey = A'T'syn(T")JT" E and thus, making use of Lemma 8.20

Hoin(T'|A'T syn(T") JT E) > Hoin(T'|A'T syn(T") JT)T)E)

TN P=T)AN(Th=T%) —

> Hoin(T'|A'TE)

TN P=T)A(T}=T")

n
o|maB=T) 5 T 2775

=z <_1gCOS% - -2 - (21&2)n>%'
(8.3.16)

Next, as Eve has access to the syndrome syn(#'), her probability of guessing ¢ is equal to
that of guessing ¢/, giving

_ . . 25 n
1 Al ! s 1
Hrnin(T |A TSyIl(T )E)U\(T:T)/\(TA"]:TQ Z <— lg COS i g — 277 — m) § (8317)
By hypothesis on the strong extractor, we have that

10, myRE[(T=T)A (1 =T1) = Hz @ bR © O gy popynir =)l < €, (8.3.18)

where the register Z = Z5. Before passing to the information reconciliation step, we
m 1

combine the two cases. Writing £* = max{e, 2_(_lg P8I 2)") 2}, we get
||O—e(T’,R)REo/\(T:T/\f’]:f’,) — 1z @ LR Q O g (p=TAT)=T)) e
= Te(Onrer) e ry RED F=T)N(Ey =) = H2 @ HR ® Oy ey (iy=ry T S €7

(8.3.19)

Now, we can pass to the real state p. Using Lemma 8.19 with X =T,

||pe(T’,R)REO/\(d(T,T)Swn/W\T’ =T ~ HZ @ R @ Py A(d(FT)<yn /2N T =T%) [T

n
oy,
= |U|HUe(T/,R)REOA(T‘=TAT‘3=T3) — Hz @ pHR & UEOA(T‘=TAT”},:T",)||T&~ < 220",

(8.3.20)
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As the event F' = 1 is equivalent to d(T, T) < yn/2 A T’ = T7, this means

n

”pe(T’,R)REO/\(F:l) — UK & pREo/\(le)HTr < 22", (8.3.21)

Finally, as Eve’s register is E' = RE, = RAT syn(1")JT,F at the end of the privacy
amplification step, we get the wanted result

Pk B A =1y — K @ pErar= ||l < 22706, (8.3.22)

8.4 Bit Commitment

8.4.1 Bit commitment and its impossibility

Bit commitment is a cryptographic primitive involving two parties: a sender, Alice, and a
receiver, Bob. In its simplest form, it seeks to allow the communication of a single bit of
information from Alice to Bob, in two steps. First, Alice commits to a bit b, and then at any
point later in time, Alice reveals the bit to Bob. A bit commitment must satisfy two security
properties. It must be hiding, in the sense that Bob is unable to learn the bit before Alice
chooses to reveal; and binding, in the sense that Alice must reveal the same bit b to which
she had committed. The two parties in bit commitment are mutually untrusting, and each
of the security properties is ensured when one of the parties is honest: if Alice is honest,
she requires the scheme to be hiding, and if Bob is honest, he requires it to be binding.
The use of bit commitment permits some powerful cryptographic constructions. First,
bit commitment is used in zero-knowledge proofs, which allow the validity of a proof to be
verified by an honest prover, without sharing any additional information with a dishonest
verifier [BCC88]. Many other applications are enabled by the relationship between bit
commitment and oblivious transfer. Oblivious transfer is a primitive between a sender and
a receiver, who are mutually untrusting, and has a variety of equivalent forms [Cré88]. In
the form of 1-out-of-2 oblivious transfer, the sender sends two messages to the receiver,
and the receiver can only read one of the messages, of their choice, but the sender does not
learn which message the receiver has read [BS16]. In the classical world, bit commitment
is strictly weaker than oblivious transfer, but quantumly they are equivalent [BBCSOI,

Unr10]. Oblivious transfer can be used to construct secure two-party computation, where
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two parties jointly compute a function in such a way that no dishonest party may learn the
input of an honest party beyond what they can guess from the output [Kil88].

However, secure bit commitment in this information-theoretic plain model is impos-
sible, even when the parties can hold quantum information. This impossibility was first
spotted by Mayers [May96], and generalised to arbitrary quantum protocols by Mayers
[May97], and Lo and Chau [LC97]. We sketch the argument, following [BS16], which
proceeds by showing that a hiding protocol cannot be binding. First, we may purify any
bit commitment scheme and have Alice and Bob always act by isometries and prepare a
pure state, by using state purification (Lemma 4.9), Naimark’s theorem (Theorem 4.12),
and Stinespring’s dilation theorem (Theorem 4.19). Then, by the hiding property, the
marginal on Bob’s register must be identical for both values of b. As such, by consid-
ering the Schmidt decomposition of the shared states (Proposition 3.23), Alice can act by
a unitary on her register to make the state consistent with either the b = 0 or b = 1 at will
(Uhlmann’s theorem). As such, the commitment cannot be binding. This result can be gen-
eralised to the case where the hiding property is not perfect, and gives a tradeoff between
the hiding and binding [LLC97].

Nevertheless, it is possible to achieve bit commitment in different models, by mak-
ing additional assumptions on the parties. First, commitment may be achieved under the
computational assumption of one-way permutations [DMS00]. Also, it may be achieved
with no computational assumptions, but rather the assumption of noisy quantum storage
[KWW12].

Finally, we formally define a commitment protocol, keeping in mind that additional
assumptions on the model are required to keep the definition non-vacuous. We consider
two slight generalisations of the bit commitment protocol. First, we allow for longer bit
strings to be committed at once, rather than just single bits. And, we assume that the output
of the commitment is uniformly random in the honest case. This can be transformed into
any commitment protocol by using the committed random string as the key to a one-time
pad concealing the intended string, and sending the encryption at the time of commitment.

The definition is a more compact version of the definition in [KWW12].

Definition 8.22. An (¢, e, €9, £3)-randomised bit string commitment (RBC) scheme is a
pair of interactive protocols between two parties Alice and Bob: a protocol commit that
creates a state py a5, and a protocol reveal that creates a state py 4y - Here Y = Z§
is a classical register holding the committed string; Y = 75 is a classical register holding

the revealed string; F' = Z, is a classical register that indicates whether Bob accepts (1) or
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rejects (0) the reveal; and A, A’ and B, B’ are additional quantum registers that Alice and

Bob hold, respectively. The scheme additionally satisfies

e1-correctness If Alice and Bob are honest, then ||pyy, — oyyr|n < €1, for state

oyr =y ® [1] so oyyp = Eyey[yyl]-
eo-hiding If Alice is honest, then after commit, ||pyp — puy ® pplT < €2.

e3-binding If Bob is honest, there exists a state oy 4 such that ||pyap — oy ap|n < €3,

and if reveal is run to get oy 4y g, Pr[Y # YAF = 1]y < es.

8.4.2 Uncloneable bit commitment

In this section, we extend usual bit commitment protocols to be uncloneable, in the sense
that an honest Alice can use an interactive check step to verify that only one recipient can
reveal the commitment. Commitment protocols are usually inherently cloneable — in fact,
the reveal step is often seen as a public broadcast by Alice. To instantiate a construction
of such a protocol we use the leaky NC game Section 6.3 and then show its security by

making use of the entropic uncertainty relation of Corollary 6.15.

8.4.2.1 Strong extractors for commitment

As preliminary to the main result of this section, we describe a slight strengthening of a

quantum-proof strong extractor (Section 4.2.2.1) that we use in our commitment protocol.

Definition 8.23. A hashed quantum-proof (k,e)-strong extractor e : X XY — Zis a
quantum-proof (k, €)-strong extractor such that, if Y is uniformly random, then e(X,Y) is

uniformly random for any distribution on X.

Of course, in the information-theoretic setting, in order that e(x,Y’) be a uniformly
random variable in Z, we need that Y gives at least lg | Z| bits of randomness, so the car-
dinality |Y'| > |Z|. In particular, if we make no computational assumptions, this kind
of extractor is by its very nature no good at extracting randomness from a weak random
source, as it uses more uniform randomness than it creates. However, we find it is useful in

cryptographic applications. We provide a simple way to hash an extractor.

Proposition 8.24. Let e : Z} x Z3 — 75 be a quantum-proof (k, €)-extractor. Then, the
map ¢ : 73 x Z3t™ — 7 defined as ¢/ (z, (y, z)) = e(x,y) + 2z is a hashed quantum-proof
(k, €)-strong extractor.
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Note that this extractor is simply the original extractor followed by a one-time pad.

Using the example above, we can see that there are hashed extractors with exponentially
small error and polynomial-size key.
Proof: Write the registers X = Z3, Y = Z4, and Z = Z35'. Assuming Y and Z are
both distributed uniformly, we see that for any distribution on X, Pr[e(X,Y) + Z = 2| =
Prle(X,Y) + Z = 2], so the distribution ¢'(X, (Y, Z)) is uniform. Next it remains to
show that this is still an extractor, so suppose that Hy,i,(X|E) > k. Then, as pyzxg =
by ® pz ® pxe, we have

pexyyizmyvae = |4, D palle(@,y) + 2)yzlzvz @ pf, (8.4.1)
Y2 T

so, writing 7' for the register containing e(X,Y") + Z,

|perxyyvze — zyvz @ pellm

~E|EX rletw.) + 291 @ 1~ TRIE + )9 @ o

o Te (8.4.2)
= ]E,HX?(Pe(X,Y)YE — pzy ® pp) X | < &,
where X7, is the Pauli X operator acting as X* ® - -+ @ X* on the register Z'. n

8.4.2.2 Definition of uncloneable bit commitment

We extend the randomised bit string commitment of Definition 8.22 to the uncloneability
setting by adding an eavesdropper Eve, from whom Alice wishes to hide her commitment.
In order to check for cloning, the protocol will have an additional check step which is
used to verify whether it is in fact Bob who received the commitment. The separation of
the check step also allows us to consider various models: Eve can be allowed to freely
communicate with Bob prior to that step, but not afterwards, as Bob could in that case
simply give his register that passed the check to her.

Definition 8.25. A (¢, ¢y, €9, €3, 0)-uncloneable randomised bit string commitment (URBC)
scheme is a triple of protocols between two parties Alice and Bob, eavesdropped by an
eavesdropper Eve: a protocol commit that creates a state py apg, a protocol check that
creates a state pyga p g, and a protocol reveal that creates a state py . 4y i Here,

Y = 75 is a classical register holding the committed string; Y = 75 is a classical register



8. CRYPTOGRAPHIC APPLICATIONS 173

holding the revealed string; G = Z is a classical register that indicates whether Alice
accepts (1) or rejects (0) the check; F' = Zs, is a classical register that indicates whether Bob
accepts (1) or rejects (0) the reveal; and A, A’, A”, B, B, B”, and E, E’, E” are additional
quantum registers that Alice, Bob, and Eve hold, respectively. The scheme additionally

satisfies

g1=correctness If Alice and Bob are honest, and Eve does not act, then the trace distance

lpyayr — ovayre|m < €1, where oygr = py ® [1] ® [1].

eo-hiding If Alice is honest, then after commit, |pypr — py @ ppel|ly < €2, and after
check,

pypE — Py @ ppplln < €

e3-binding If Bob is honest, there exists a state oy 4pg such that || py apr— 0y ape|n < €3
and Pr[Y #Y AF =1], < e.

J-uncloneability If Alice is honest,

PYE'ANG=1) — Hy & PE/AG=1) HT&" <.

Since uncloneability requires only an honest Alice, it should hold for any malicious
Bob, even one who colludes with Eve, as long as they do not communicate after the check.
Similarly to interactive uncloneable encryption, the commitment can be seen as not having
an intended recipient prior to the check step — in particular, Bob and Eve may have arbi-
trary communication before then. This illustrates an important aspect of the uncloneability,
as only Bob will be able to open despite a lack of an agreement between him an Alice, such

as a pre-shared secret key.

Remark. Note that the above definitions do not hold as given in the computational setting.
However, it is straightforward to adapt them by replacing the supremum in the trace norm
| Al| e = supg< p<; Tr(PA) with the supremum over computationally feasible positive op-
erators, corresponding to a computationally-bounded guessing strategy. This allows adap-
tation to a wide range of computational settings where different computational assumptions
that give rise to commitments can be considered. For simplicity, we use the trace norm def-
inition to prove security of our URBC construction, but the proofs work as well in such
computational settings simply because the trace norm upper bounds any seminorm given
as a supremum over fewer operators. Nevertheless, in our instantiation, the information-
theoretic nature of the uncloneability property may be preserved as this does not depend on

the choice of commitment assumption.

Now, we can define a candidate URBC scheme. We do so by taking an RBC scheme
and turning it into an uncloneable one on polynomially shorter bit strings using the leaky
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NC property, implicitly working under the assumptions that are required for the commit-
ment.

Let ¢ = (commitg, revealy) be a (k,e1, 9, £3)-RBC scheme, let A be the set of all
subspaces of V' = Z of dimension n/2, let e : ZS/ Y 7% — 75 be hashed quantum-proof
(k,€’)-strong extractor, and let C' C Z;L/ ®be an (n/2,n/2 — s, d)-linear error-correcting

code with syndrome syn : Z3/* — Zs.

Protocol 8.26 (Uncloneable bit string commitment).

Commit Let R = Zs and T = T = Zg/ ?. Alice and Bob commit to r € R using
c. Then, Alice samples a € A, t € T, and ' € T" uniformly at random, after
which she prepares the state |a, ) and sends it to Bob. Alice stores ¢,?', a and
Bob stores |a; ), and they both store what is needed to reveal the commitment
of r.

Check Alice sends Bob a and he measures in the coset state basis to get measurements
t,# of t,t', then sends ¢ to Alice. If £ = t, Alice sets g = 1, else she sets g = 0.
Alice stores ' and Bob stores #', and they both store what is needed to reveal the

commitment of r.

Reveal Bob selects a random subset j C {1,...,n/2} of cardinality nn/2 and sends
it to Alice. She replies with syn(#’) and . Then, they reveal the commitment c
to get 7. If syn(#') = syn(t'), t; = f;, and fy = 1, Bob sets f = 1; else he sets
f = 0. Alice’s output is e(#', ) and Bob’s output is e(#', 7)

This protocol is illustrated in Fig. 8.3.

8.4.2.3 Security proofs

Proposition 8.27. Protocol 8.26 is £;-correct.

Proof: We suppose Alice and Bob are honest, and Eve does not act. First, Alice and Bob
run commitg to get pra,p,- Then, in the commit and check phases, Alice sends |a; )
and a to Bob, and he is able to measure ¢,t" exactly, so t{ = tand ¢ = t'. Bob sends
to Alice, and she sets g = 1. At that point, the shared state has the form pp, g 71jvq =
PRrAYB, @O @[1] for o = . Next, in the reveal phase, we have that syn(#') = syn(t)
and tA;» = t, so Bob’s flag f = f;. When Alice and Bob run reveal, the shared state
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Alice

Alice

|at,t'>

(a) The protocol commit
a

Bob

~

t
(b) The protocol check

Bob

Figure 8.3: Illustration of the commitment protocol Protocol 8.26. Solid arrows
represent transmission of quantum states, double arrows represent transmission
of classical information, dashed arrows represent commitment and opening, and
dotted lines represent other interactions involved in the commitment without trans-

(c) The protocol reveal

mission of relevant information.

becomes p,, A RBY R FT'F'G = PRALRBYFOFy ® o & [1], where we know by correctness of

c that HpRRFg — URRFOHTr < &1 for ORFy, = MR & [1] Thus, for OT'RFy = M1 (9 HR ® [1],

we see that

o7 rimr — T RRFE | Te < o7 @ (PRAR, — ORRR) |ITr < €1

(8.4.3)

We see that 0,77 gyp = oyr = py ® [1], as e is hashed. Then, as classical computations

are quantum channels,

Hpe(T’,R)Ge(T’,R)F —oveyr|n < ||PTIT/RRFOF — O RRE, R || T < €1

Proposition 8.28. Protocol 8.26 is 2-hiding.

(8.4.4)
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Proof: As Alice is assumed to be honest, the commitment c is hiding in the sense that

lprBy — 1R @ pB,||Tr < €2. Consider the state orarrvE, = R @ PATTVE,- AS € is
hashed, for each ¢’ € T”, e(t’, R) is uniformly random. Hence,

o mave, = 1, [e(t',7)a] @ lageXawe| © pp, = iy @ pava,. (8.4.5)

a,tt!,r
As Bob and Eve’s registers after commit and check are given by quantum channels acting

on AV By, we get, noting that prp,ar1rv = PrB, @ PATTV

lpyBE — iy @ pBE|T < [|pe(1r,R)AVE, — Y @ paAV B, || T

= ||Pe(T',R)AVBO - Ue(T’,R)AVBgHTr

(8.4.6)
< \|prATT'VEy — ORATT'V B || Tx
= |lparrv ® (prRB, — MR © pB,) | Tr < €2
In the same way ||pyp e — pty ® ppe|n < €. [

Proposition 8.29. Protocol 8.26 is =5 + (1 — 24)"% -binding.

Proof: Since c is e3-binding, we use the state 0 ra,, such that |[ora, B, — PRAGE, || Tr < €3-
As all the actions undertaken are quantum channels, we know that at the end of the commit
phase, ||oyape — pyase|n < e3 < e3+ (1 — 27[1)77%. Now, we continue the argument,
implicitly assuming that the state is o. In the reveal phase, Bob sets f = 1 if and only if
syn(t') = syn(t'), t; = %, and fo = 1. Thus,

Pr[Y AV ANF = 1] = Pr [e(T’, R) # (T, R) Asyn(T") = syn(T") AT, = T A Fy = 1|

< Pr [(T' £T'VR#£R) Asyn(T') = syn(T) AT, = T) A Fy = 1

< Pr[R;é RAFy= 1} —|—Pr[T' 4T Nsyn(T") = syn(T") AT = T}
(8.4.7)

First, as c is binding, Pr [R 4+ RAFy= 1] < e3. Next, suppose that syn(t') = syn(') but
t' # t'. Then as the code C has distance d, the Hamming distance d(¢',#') > d. But, as j is
a subset of 77 indices chosen uniformly at random, the probability that ¢}, = f;- is no more
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(n/27d)
than (”f/;) . Simplifying,

nn/2

Pr [T # T' A syn(T') =syn(T") AT = T}] < Pr [T' LT NAT, T >dAT) = f’]]

(02s)  (nf2—d)--- ()2 — d—qn/2+1)

() ) m2—mm/2+1)

() () (s
(i)

which gives the result. u

(8.4.8)

—lgcos T 1 n
2 " amz 5 T2
col 8.26 is max{e’, e'/*(cos Z)"/?}-uncloneable.

Proof: We must have H,,;,(T|AB,T'|ATE) > (—lgcosZ)n — 57— when Bob guesses

21In2
t during the check phase, due to the leaky NC property. This implies that, for any mea-

—lgcos &

surement M/ Bob might have made to get ¢, either Hi(T|M(AB)), > n—

2 4In2

“lgcos T .
or Hmin(T’|ATE)p|(M<AB):T) > g;os 8n — 41112. In the former case, the probability that
n/2

t = t, and hence that g = 1, is at most e/*(cos o)

. Then, the commitment Proto-

Theorem 8.30. Suppose v <

. In the latter case, the additional
information that Eve gets about ¢’ during the reveal phase is syn(t') and ', so knowing that
her final register E” = AT Esyn(1")T"J,

Hmin(TllE”)P\(JM(AB):T) > HmiH(T,|ATE)P|(]\/I(AB):T) - lg |Syn(T/>| - |J| 8 4 9)
>—lgcos% 1. .n e
=72 T im2 ST g
Then, by hypothesis on the extractor, ||py gr|(v(AB)=T) — Hy @ PE/|(M(AB)=T) o < e,

Thus, combining the two cases and noting that the events M (AB) = T and G = 1 are

equivalent,

HPYE”A(Gzl) — Py & PErAG=1) HTr
= Pr[M(AB) = T|||py priaa(ap)=1) — 1ty ® periuan)=n)||, (8.4.10)

< max{e’, e"/*(cos g)”/2}.



8. CRYPTOGRAPHIC APPLICATIONS 178

8.4.3 Weak string erasure

In this section, we introduce the cryptographic primitive of weak string erasure, that can
be used to construct bit string commitment, and then provide an instantiation in a new

three-party model, based on the rigidity of the TFKW game, as given in Theorem 7.14.

8.4.3.1 Definitions

Weak string erasure (WSE) is a fundamental cryptographic primitive, introduced in [KWW12].
It is a simple yet powerful way to share partial information between a sender Alice and a
receiver Bob. A WSE protocol provides Alice with a random string x € Z%, and Bob with
a string & € ZY and a subset ¢ C [n] such that |¢| is on average n/2. The strings satisfy
the property that they are equal on the positions indexed by the elements of ¢t =, = z,.
Security for such a scheme consists of Alice being unable to guess which substring of x
Bob knows, while Bob is unable to guess the remaining bits of x, i.e. the substring z,c.
WSE was used in [KWW12] to create bit commitment and oblivious transfer schemes. In
their construction of a BC scheme, the roles of the sender and the receiver are preserved:
the string Alice commits to is the image of her WSE output x by a randomness extractor,
and in the reveal phase, Bob uses the part of the string he knows x, to verify that Alice
had in fact committed to this string. Hence, however, since bit commitment is impossible
with no additional assumptions [BS16], WSE needs some assumptions about the model to
hold. Accordingly, [KWW12] used a quantum noisy-storage model to achieve it, general-
ising results on bounded quantum storage used to achieve oblivious transfer [DFSS08]. We

formally define security for WSE in the original two-party model.

Definition 8.31 (KWW 12]). A (n, A, €)-weak string erasure (WSE) scheme is a protocol
between two parties, Alice and Bob, that creates a state p 4, ¢ 5, Where X, I, and X are
classical registers such that X = Z% holds string z, X = 773 holds Bob’s guess of x, and
I = P([n]) holds ¢; and A and B are optional quantum registers corresponding to Alice
and Bob’s remaining quantum states. The scheme must satisfy correctness, and security
for both Alice and Bob:

Correctness: If both Alice and Bob are honest, p 1%, = PXIX, and px; = px ® .

Security for Alice: If Alice is honest H:; (X |B), > An.

Security for Bob: If Bob is honest, pa; = pa4 ® p; in the event that Alice does
not abort.
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We say that a protocol is a (n, A, €)-WSE scheme that fails with probability p if any one of
the three conditions does not hold with probability at most p.

Here, we show WSE in an alternative model. Instead of resorting to limitations on the
quantum devices of parties as in [KWW12], we add an additional dishonest prover, Charlie,
who colludes with the receiver.? Instead of the storage limitation, we place restrictions on
the communications: the prover is not allowed to communicate with the receiver, and the
sender is required to communicate by publicly broadcasting. The former restriction helps
an honest sender constrain the action of a dishonest receiver; the latter condition blocks
a subtle cheating method of a dishonest sender, where she attempts to extract different

information from the receiver and the prover.

Definition 8.32. A WSE scheme in the three-party model consists of a sender, Alice, a

receiver, Bob, and a prover, Charlie. It satisfies the following:
* Charlie is dishonest if and only if Bob is dishonest.
* Alice communicates by publicly broadcasting.
* Bob and Charlie are isolated from each other once Alice starts broadcasting.

In this model, there is an additional prover Charlie, so the state takes the form py ,; ¢ ge»
where (' is an additional register held by Charlie. If he is dishonest, he should not be able
to get more information out of the protocol than his collaborator, Bob. Thus, we require
that the security for Alice from Definition 8.31 is satisfied with respect to either Bob or

Charlie’s registers. We state this formally.

Definition 8.33. A (n, \, €)-WSE scheme in the three-party model is a protocol that pro-
duces a shared state py ,; ¢ g such that it is a two-party scheme for Alice and Bob, and the
security for Alice is symmetric:

Two-party WSE: p ,; ¢ . the state with Charlie’s register traced out, satisfies Defi-
nition 8.31.

Symmetric security for Alice: If Alice is honest H:, (X|C) > An.

m

ZNote that oblivious transfer in yet another three-party model has been considered before. In [YXTZ14],
they consider a model where an untrusted third party prepares entangled states for Alice and Bob to use.
However, they make use of much stronger assumptions: the third party produces each state identically and
independently, Alice and Bob need to cooperate to verify that these states are correct before running the
protocol, and the third party does not collude with any of the other parties.
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For our protocol in this model, as Bob colludes with Charlie but may not communi-
cate with him, an honest sender exploits the rigidity of the TFKW game to constrain their
actions. Note that an honest Alice would need Charlie to remain out of the reach of Bob’s
communication for as long as Bob is using his output data in order for it to stay secure.
Since Alice must broadcast publicly, Bob and Charlie will receive the same TFKW game
questions even if she is dishonest.

Now, we formally present our protocol.

Protocol 8.34 (three-party weak string erasure).

1. Bob prepares the shared state 6V |z%) 4 ® |rp)p @ |rp)c for z, ¢ € ZLY chosen
uniformly at random. Bob and Charlie are then no longer allowed to communicate.

2. Alice chooses a set of n indices J C [N] and a string § € Z) uniformly at random.
She measures each of her qubits 1 < i < N in basis {|0%),]1%)} if i ¢ J and in
basis {6|0%),6[1%)} if i € J. This produces a string y € Z.' that she keeps; and
she broadcasts J and 6.

3. Bob and Charlie, without communicating, each measure their subspaces to get
strings corresponding to their optimal guess at the TFKW game on J¢, y® = 3¢ =
x4+ 17 A0 A ¢ € ZY, and they then send y%. and 5., respectively, to Alice.

4. Alice checks if her string everywhere but the index set, y;c, matches y%. and 5.

simultaneously on at least (cos? % — 0)N bits. If it does not, she aborts.

5. Alice takes as output y;, and Bob takes as output the set ¢(6, ) C J where the bits
of # and ¢ match, and the string y/7.

In Fig. 8.4, we give a setup for our WSE scheme, where we see that the single round
of communication makes it possible to devise a way to run the protocol relativistically.

Note that the protocol requires no quantum storage to run honestly by considering it
in a prepare-and-measure way. That is, Alice may come up with the random 6 and J before
Bob prepares the state, measure her register one qubit at a time as soon she receives it from
Bob — rather than wait until she receives all the qubits and measure all at once — and only
reveal ¢ and J once she knows that Bob and Charlie are no longer communicating. Since
her measurements are local, this has the same effect on the state as if she waited until Bob

and Charlie finish communicating to make her measurements.
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y5e J,0 Y
TD <<T>> <<T
Prover Sender Receiver

(Charlie) AL/2 (Alice) | A/ (Bob)
| I
Y1 y7, (0, 0)

Figure 8.4: A setup for the three-party weak string erasure scheme Protocol 8.34.
The parties communicate by broadcasting publicly, and as there is only one round
of communication, the spacelike separation between Bob and Charlie ensures they
do not communicate in the time At needed to run the protocol.

To illustrate the protocol, we consider in more detail the case where the players are
honest. Bob should prepare some unentangled optimal state for the TFKW game uniformly
at random:

pasc = [, 6%V [a#)2¥], 6% @ [2¢] ® [z4]c. (8.4.11)

m,@EZéV

Alice then comes up with uniformly random 6 and .J and makes her measurements, so the
state becomes

pyBO = E Z‘ ]61] ]x@

z,0,0,J y

2
lyly ® [zp0J]p @ [zp0]]c. (8.4.12)

Now, the honest Bob measures his register in the computational basis and gets full infor-
mation about x and . Knowing J, Bob sends y%. = xjc + 0c A e corresponding to his
best guess of y in the TFKW game, and keeps y7 = z; to himself. Charlie does the same
and sends ygc = y%. to Alice. Bob and Charlie win at each copy of TFKW with probability
exactly cos? Z, so with overwhelming probability for large NN, they do not cause Alice to
abort. Assumlng the protocol does not abort, Bob defines (6, ) C (ZL); = Z as the set
1(0,¢) = {i € J|0; = p;}. Alice and Bob have no use for x jc, ©, ye, 0, and J and may

forget them. Alice calls her remaining register X and Bob calls his remaining registers /
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and X , so the state becomes

2 T
pxise = K, D Wil H e )| ys)x © 10, 9))s @ [2))g @ pg?™, (8.4.13)
z,0,0,J ysy

where each pfg”’e"] is a quantum state representing what Charlie continues to hold, but

the structure of this state is unimportant. From the coefficients | (y | HOI+97 |z J>|2 =
. 2

)<yJ|H1‘“’*’> |g;J>‘ , we see that (yy); = (); for i € (0, ) while for i ¢ (0, ), (z.);

is uniformly random with respect to (y);. Therefore, Alice holds the string y;, Bob has

the substring (y.),(s,,) and full information about where in the string they are found, but

Bob has no information about the remaining bits. Formally, this gives correctness of the

protocol.

8.4.3.2 Security proofs

Lemma 8.35. Protocol 8.34 is correct as a WSE scheme.

Proof:
We need to show that px; = pux @ pr and pxrx, = PxI%, for honest Alice and Bob.

By the above argument,

1
PxIx = ]E Z W[yﬂx ® [u(0,0)]1 ® [2J]%, (8.4.14)
z,p,0,J YJ
(y(])L<0,(p):
(xJ)L(O,cp)

and therefore
pxi= K [wslx @ [0, 0)lr = px ® pur. (8.4.15)
ylaﬁpvea‘]

This gives that the bit string = and the subset ¢ are both uniformly random. We also want

Bob’s substring of x to be correct. For this, padding Bob’s space implicitly to keep every



8. CRYPTOGRAPHIC APPLICATIONS 183

term the same dimension,

it = B X gmaiolx @ 0 o)l © (@l

z,,0,J Y
(yJ)L(G,gJ):
(IJ)L(Q,A/J)

- E > %%W[yz]x@@[L(6,¢)]1®[(yJ)L(97¢)]XI (8.4.16)

IDAP,O,J Y7
Y5)uo,0)=

(®.7)u(6,0)

= PXIX;-

We now show security.

Theorem 8.36. Let K be the constant from Theorem 7.14. Forany N,n € Nand e, n,6 €
(0,1) such that ne > §, Protocol 8.34 is a (n, 1g(5), Kn*/z + nn)-WSE scheme that fails
with probability e=2N(==9)*,

For example, taking the parameter values from Example 7.15 gives exponentially
small failure probability, and requires only polynomially many qubits to run.
Proof: First, we show security for Bob. This is essentially because an honest Bob provides
Alice no information about any of his strings on .J. Bob, as he is honest, prepares the shared
state

PABC = E 62N |z¥)x?] 4 6% [zo]s & [x]c. (8.4.17)

%¢EZ§

Alice can do anything to her state but she must send Bob and Charlie J and . Note that
Bob and Charlie must both receive the same pair by hypothesis. Therefore, as Alice must
gety, 0, J by some channel ® : £L(A) — L(Y A'),

pyase = [} D W0y ® (y0[y®(6"N [27)a?| , 6V )y alyd)y @ [200.]]5 @ [100.]c.

z,0 y,0,J

(8.4.18)

Since Bob is honest, Alice knows that he must provide her with yfc = x e+ 0z A\ pye and
Charlie provides her with the same. If Alice chooses not to abort, Bob produces ¢(6, ) so
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the state becomes

Pyaise = [, D WoTyilyr © (y0J |y (6N [29)a?| 6% )y |y0)y
v3p 1.9 (8.4.19)

® [0, 9)]1 ® [2s]5 ® pa?"7.

From this state and the definition of +(6, ) as the set of indices where #; and ¢ ; match
for honest Bob, in order for Alice to guess ¢, she needs to guess ¢ ;. Since she has no
information about x; she may not do better than uniformly random. Formally,

pyar =B Y 0TyRly @ oIy ®(6°N [2°)x?| 6%y alyf )y @ [1(0, 0)]s

x790 y)e"]

=Y K woyR)y © oy e (67"

y,0,J T ye,p e

® EW, ©)l1 = pyrar @ pur,
PJ

o W't

Aje 6% & A, )y arlyd )y

(8.4.20)

which implies that, since Alice’s actions are local, any action she may do on her space gives
rise to an uncorrelated final state pa; = pa ® .

Now, we study security for Alice. That is, Alice is honest but Bob and Charlie are
dishonest and colluding. We want to show that """ (x| B) p > —In(2)n. AsBobis

dishonest, for the first step of the protocol, he may produce any shared state p ,zc. The next
three steps of the protocol consist of Alice playing N — n TFKW games in parallel with

Bob and Charlie, and verifying the rigidity condition. Therefore, if Alice does not abort,

—2N(ne—6)2

she knows by Lemma 7.13 that, with probability 1 —e , there are at least (1 —n) N

us

8
Theorem 7.14 to get that there exists a constant X > 0, isometries V' : Hgp — Hp and

games that win with probability greater than cos> Z — . We can apply the rigidity from

W : He — Her, an auxiliary register R, and a state |¢) = Zz,cpezg 6%"|z%) @ |z, ) or
where the |z, ) por € Hprorr have orthogonal support on both B” and C’ such that

NV e@W)pa,se(V e W) = Tra(|¢)Xd])||, < Kn*ve +n. (8.4.21)
J

Let 04,5c = Trr(|¢)¢|) and we study first what happens if the shared state is o. Since
Bob and Charlie may not communicate and Charlie provides no additional information in

the protocol, we may safely trace out Charlie’s state. However, we must include the copy
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of 6 that Bob gets during the protocol. By the orthogonality of Charlie’s state’s support
from the rigidity theorem,

oason = B 36" [29)a?| 69 @ [6lo ® Tron( |z, o)a, pl)s.  (8:4.22)

0z

Alice’s measurement gives her X and makes the state

oxen = J{, O | WlH”#[2)[ [ylx @ [0lo @ Tror(|e, ¢)w, ¢l)s

0 zyp

1 8.4.23
“E Y eabreleoua(lelecls,
6

x7y74)0
xb(eatﬂ):y,,(gw)

where 1(6, ) is defined as before. Noting that Bob’s register is uncorrelated with part of

Alice’s register X, (g )<, that gives that Bob’s probability of guessing any bit in that register

1
210 7+l *

is 5. So, for fixed 6, ¢, Bob’s probability of guessing X is sz = Since 4 is

uniformly random, Bob’s average-case probability of guessing X for fixed ¢ is,

1 1 &
Egom= 52 ()%

k=0

(3)". (8.4.24)

Since this has no dependence on ¢, we see that this is Bob’s probability of guessing y, and
so the min-entropy is Hyin (X |B)s > —1g(2)n, where we consider © as part of Bob’s reg-
ister B. Now we relate this to the smoothed min-entropy of p. Since V' ® IV is an isometry,
Hﬁﬁ3ﬁ+""(X|B)p = Hrﬁf\/ﬂm(X|B)(V®W)p(V®W)T, and o belongs to a Kn3./z + nn-
ball around (V @ W)p(V @ W)T, so
’VLS ETN :

HEPVE™(X|B), > Hui(X|B)y > —1g(3)n. (8.4.25)

Note that this holds in the same way for Charlie, so he cannot extract any more

information that Bob can if he is dishonest. [ |

8.4.4 Bit commitment from WSE

In [KWW12], they provide a way to construct an RBC scheme using a weak string erasure
scheme and a linear code. We discuss the relationship between the three-party WSE model
of the previous section and this commitment construction. The roles of the sender and the
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receiver from the WSE scheme are preserved. In particular, with an (n, A, €)-WSE scheme
and an (n, k, d)-linear code, they construct a (An — (n — k) — d, 2¢ 4+ 27%/?)-randomised
bit string commitment scheme. Using this recipe, our WSE scheme Protocol 8.34 gives a
form of bit commitment in a model with two receivers. In this model, Alice is a sender
who is required to broadcast, and Bob and Charlie are colluding receivers who are isolated
from each other. Similarly to WSE, we only require that Bob be able to read the revealed
bit string, rather than both receivers. We call this the two-receiver model.

Corollary 8.37. Let K, N, n, e, 7, 0 be constants that satisfy Theorem 8.36, and let k,d € N
such that there exists an (n, k, d)-linear code. Then, for ¢ = (Ig3)n— (n — k) —d and w =
2Kn3\/ + 2nn + 2792, in the two-receiver model, there exists a (£, w,w, w)-randomised

bit string commitment scheme that fails with probability e=2N(==9)*,

Using the construction of [KWW12], the correctness and e-binding of the scheme
between Alice and Bob follow immediately from the correctness and security for Bob of
WSE. Also, due to the symmetry requirement on security for Alice in three-party WSE,
this construction provides e-hiding when Bob and Charlie are dishonest.

As mentioned before, a construction of [BGKWS88] provides classical bit commitment
in a model with two senders who may not communicate. We observe that, in contrast,
bit commitment is classically impossible in our two-receiver model. The first step of a
protocol in our model consists of the preparation of an initial shared state by Bob. If only
classical operations are allowed, Bob is just sampling from a probability distribution and
sharing the result. In particular, he can make sure that all three parties receive the same
classical information. Next, for the remainder of the protocol, Bob and Charlie may not
communicate. However, since Alice must communicate by publicly broadcasting, Bob
and Charlie receive exactly the same information from her, and may respond to all the
same challenges. As such, classically, our model becomes equivalent to the standard two-
party model. In particular, bit commitment is impossible. The difference with the two-
sender model, where bit commitment does exist classically, arises due to the additional
communication restriction we imposed: the receiver of [BGKWS88] may share different

information with each of the senders, rather than broadcasting publicly.

8.5 Everlasting Randomness Expansion

The creation of fresh, trusted, uniform randomness is an important part of many compu-

tational and cryptographic tasks. Since quantum mechanics is inherently probabilistic, it
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stands to reason that quantum procedures prove useful for this task. A simple demonstra-
tion of this can be seen with a one-qubit system. By preparing the qubit in the Hadamard
|+) state and then measuring in the computational basis provides a uniformly random bit,
without the need to use an input randomness. However, this requires that the quantum
system be perfectly trusted.

A major theoretical hurdle in achieving something like this in practice is that it is
difficult to characterise the behaviour of an untrusted quantum device: one needs to verify
that their source of randomness is truly random and not shared by an eavesdropper. Largely,
the methods to bypass this difficulty use a nonlocal game to verify entanglement between
two untrusted provers. However, this requires, in particular, that the provers are able to
produce entangled states, and keep them from decohering throughout the running time of
the protocol. This can be an impractical requirement.

8.5.1 Randomness expansion in the MoE model

In our contribution, we remove the need for long-distance entanglement, and instead make
the assumption of a trusted but leaky measurement, as well as a standard computational
assumption. We use a construction based on the rigidity of the TFKW game, as given in
Theorem 7.14. The protocol consists of two steps: first, Alice samples the output of a
pseudorandom generator, allowing her to increase the size of her random string; then, she
uses this as the source of randomness to play the TFKW game against computationally-
bounded and isolated Bob and Charlie, where the rigidity allows her to extract a string that
is uniformly random and unknown to either Bob or Charlie. First, we need to formalise the

model we are working in, based on the structure of an MoE game.

Definition 8.38. The MoE model for randomness expansion consists of three quantum
parties: a trusted verifier Alice, who interacts with two untrusted provers, Bob and Charlie.

The model satisfies the following:

* Bob and Charlie are able to prepare a tripartite shared state but then are isolated.

* Alice can make trusted measurements on her register, which are leaky in the sense

that Bob and Charlie can learn the measurement bases.
Now, we can define randomness expanders in this model.

Definition 8.39. A (s(n),¢e)-local randomness expander is a protocol in the MoE model,

where, given a uniformly random seed in S = Zz(n), Alice, Bob, and Charlie construct a



8. CRYPTOGRAPHIC APPLICATIONS 188

quantum state pyspc, where Y = Z7 and S are classical registers that Alice holds and B

and C' are potentially quantum registers that Bob and Charlie hold, respectively, such that

lpyse — py @ pis @ pgllme < € 8.5.1)

loysc — by ® ps ® pelln < e,

if Alice does not abort during the execution. As before, we say this scheme fails with
probability p if these conditions do not hold with probability at most p.

The idea of this definition is that Alice’s output needs to be approximately uniformly
random in any case, but we can also get the additional guarantee that, as long as Bob and
Charlie stay isolated, they cannot hold onto side information that allows them to guess the
output. However, we do not constrain their ability to guess the output if they come back
together: for example, the register BC' could be maximally entangled with Alice’s register
before she makes her final measurement, without either B or C' being maximally entangled

on their own.

8.5.2 Computational TFKW game

The main computational tool we will be making use of is the idea of a pseudorandom gener-
ator against computationally-bounded adversaries. Pseudorandom generators are functions
that take a uniformly random string to a longer string that no QPT algorithm can distinguish

from uniform.

Definition 8.40. A family of functions G,, : Z3™ — Z2 is a pseudorandom generator
(PRQ) if, for uniform random variables ' in Zg(”) and A in Z7, and for every QPT algo-
rithm Q) : Z5 — Zo,

Pr[Q(G,(T)) = 1] — Pr[Q(A) = 1]| € negl(n). (8.5.2)

The input of G, is called the seed and s(n) is the seed length.

Note that, in our context, the QPT algorithm need only be given classical access to
the random variable, since Alice will be simply providing Bob and Charlie with strings
sampled from this distribution. As such, that probability of () outputting 1 takes its usual
meaning as the probability measure of Q' ({1}).



8. CRYPTOGRAPHIC APPLICATIONS 189

Because of brute force attacks against G,,, s(n) € O(lgn) is a strict lower bound
on the seed length. Thus, we cannot hope for exponential randomness expansion with
this method, but we can nevertheless expect large polynomial or even superpolynomial
expansion. Now we can define a variant of the TFKW game that uses a pseudorandom

rather than uniformly random question distribution.

Definition 8.41. Let G,, : Z5™ — 7 be a PRG and let T be the uniform random vari-
able on Z3™. The computational TFKW game on n qubits is the MoE game TFKW, =
(23,75, 7, 2y, {A%}), where mg(0) = Pr[G,(T) = 0], and A% = [4°)y’| as for the
usual TFKW game.

The set of strategies for the computational TFKW game is identical to that for the
usual TFKW game, but where we restrict to families of strategies that can be modelled by
QPT adversaries. As a warm-up to the main result of this section, we can see that against
QPT strategies (shared state and measurements are all QPT), the usual and computational

TFKW games behave essentially the same.

Lemma 8.42. Let n — S, = (B, Cy, {(B,)"},{(Cy)"}, ps) be a family of strategies
with QPT adversaries. Then, assuming the existence of a PRG G, : ZZ(") — 23, for every

i€ [n],

€ negl(n) (8.5.3)

)mé"Fng (Sn) - m%‘FKwn (Sn)

Proof: We will use S,, to construct a QPT algorithm attempting to distinguish the variable
G, (I") from uniformly random as follows. To compute ()(#), measure the state p,, with the

POVM (A" @ (B,)? ® (C,)’. Output 1 if the measurement result is some (z, 27, z%)
B

with 7; = 2P = 2¢ and output 0 otherwise. Then, for uniform random variables I" in ZZ(”)

7

and A in Z3,

PriQ(Gn(T)) = 1] = Pr(Q(A) = 1]’
I D ml(A] @ (Ba)y: ® (Ca)yi)oa]

0+Gn(T) yEZo

—TE > mAams @ By, © (Co)f )pn]

0+—A yeZs

= ‘m%Fng (8n) — m?rFKwn (Sn)|-

(8.5.4)




8. CRYPTOGRAPHIC APPLICATIONS 190

We may conclude by noting that the left-hand side is contained in negl(n) by hypothesis.
|

8.5.3 Randomness expansion protocol

We formally present the protocol.

Protocol 8.43 (randomness expansion).

S S N
1. Alice samples (t,u) € ZQ(N)+ (= CIT) uniformly at random. She computes
0 =Gy(t)and J = G(lg(zvﬂ (u), where she interprets J as a subset of [V] of
cardinality n.

2. Bob and Charlie prepare a shared state p4pc and then are isolated.

3. Alice measures each of her qubits i € [N] in basis {|0%), [1%)} if i ¢ J and in
basis {|0?) = |+i), [1?) = |—i)} if i € J. This produces a string y € Z3' that she
keeps.

4. Alice sends Bob and Charlie the key 6 and .J. Bob and Charlie each reply with a
guess of y, y” and y“ respectively.

5. Alice verifies that they win the TFKW game y; = y” = y¢ for atleast (cos? (%) —
d)N of the i € [IV]\J, and then, if she accepts, takes y to be her output.

The protocol follows a very similar framework to Protocol 8.34, with the main dif-
ferences being that Alice chooses her questions and test qubits only pseudorandomly, and
measures always in the same basis to get her output. This basis is chosen to be mutually
unbiased with all of the Breidbart states, and thus gives a uniformly random measurement
result for any optimal strategy. Note that Bob and Charlie are able to make the protocol
accept and provide randomness without using entanglement simply by preparing the Brei-
dbart state |3)®", sending it to Alice, and guessing 0 on all the TFKW game verification
rounds.

Also, in this protocol, Alice shares ¢ and J with Bob and Charlie immediately after
she measures, so they have full information about her measurement bases. Thus, it doesn’t

affect the protocol if that information is leaked.
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Theorem 8.44. Let K be the constant from Theorem 7.14, ¢, 1, € (0, 1) such that ne > 0,
and N € poly(n). Assuming the existence of a pseudorandom generator, GG,, : ZZ(") —
74, Protocol 8.43 is a (s(NV) + s(lg (JZ)), 2Kn3\/e + 2nn + negl(n))-local randomness
expander in the MoE model with QPT provers, that fails with probability e=2¥ (ne=0)* 4
negl(n).

The scenario in Example 7.15 allows us to take N = n*’

, so provided that s(n) €
o(n'/?7) is possible, this yields randomness expansion.
Proof: Write b = ﬂg (]T\L/ ﬂ Let U be the random variable representing the number of
rounds Bob and Charlie win, let V' be the random variable representing the number of
rounds they would have won if Alice chose .J uniformly at random (among the subsets of
[N] with cardinality n), and let W be the number of rounds they would have won if Alice
chose both J and 6 uniformly at random.

Take Q(0, J) to be the QPT algorithm computed by running steps 2-5 of the random-
ness expansion protocol, and outputting 1 if Alice accepts the verification of the TFKW
games, and 0 otherwise. Then, taking I';,I's, Ay, Ay to be random variables in ZS(N),

75®), 7, and Z8, respectively, we know that
V> (COS2(£) — (5)]\7}, and (8.5.5)
(cos? ]

giving

Pr[U > (cos®(%) — 6)N| — Pr[W > (cos*(%) — 6)N]‘

<

Pr[U = (cos?(5) — 0)N] = Pr[V = (cos*(%) = 9)N]|
+ ‘Pr[V > (cos?*(Z) — 6)N| — Pr[W > (cos®(%) — 0)N] ‘

€ negl(b) +negl(N) C negl(n),

as N € poly(n) and b € O(nlgn). Now, using Lemma 7.13 as in Theorem 8.36, if less
than (1 — n) N of the rounds have winning probability greater than cos? (g) — ¢, then

Pr[W > (cos?(Z) — §)N] < e 2Nm==0)”, (8.5.7)
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By the above, then
Pr[U > (cos*(%) —6)N] € e N0 4 negl(n). (8.5.8)

So, other than with negligible failure probability, at least (1 — )N of the rounds have
winning probability greater than cos®(¥) — e.

If we select n rounds uniformly at random, each of the rounds has probability 1 — 7,
of winning with probability greater than cos? (g) — ¢. Of course, the rounds are actually
selected pseudorandomly: we claim that Bob and Charlie have a negligible probability of
distinguishing the two cases. Let £ C [N] be the set of rounds that win with probability
greater than cos? (%) — e, and write J = {j1(J), ..., ju(J)}, where ji(J) < ... < ju(J).
Then, as Bob and Charlie’s strategy is QPT, it is possible, for each i € [n], by using
their strategy to play TFKW a polynomial number of times, to get a QPT algorithm that, on
input J, outputs whether j;(J) € E correctly with 1 — negl(n) probability. Thus, using

pseudorandomness, we know
|Pr[j:(Gy(T)) € E] — Pr[j;(Az) € E]| € negl(n). (8.5.9)

As Pr[j;(Aq) € E] > 1 — 1, each of the rounds chosen pseudorandomly has probability
at least 1 — 17 — negl(n) of having winning probability greater than cos*(Z) — €. So, by
Theorem 7.14 there exists a constant & > 0, isometries V : Hg — Hp and W : Ho —
- 6" |x%) ® |z, ) pcr Where the

|z, ©) per € Hperr have orthogonal support on both B’ and C” such that

Hcer, an auxiliary register R, and a state |[¢) =

K (VeW)pa,so(Ve W) —Tre(|¢)s])]||;, < Kn®VE +nn + negl(n).
J+—Gp(T'2)

(8.5.10)

Let 04,5c = Trr(|¢Xé]). If Alice measures her register in the basis {|y’)|y € Z5}, she
gets

ove= Y |16 2)| lyly @ Tron( |z, o)w, ¢1)

YT pELy
1 (8.5.11)
= > Sluly ® Trea(lz,¢)w, ol)p = iy © 0.

Y, &, pELY
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So, following the protocol, Alice measures A of p in this basis, giving
]E IV py, 8V =ty ® opllne < Kn®v/z 4 nn + negl(n). (8.5.12)
JGy(T'2)
Acting with the trace non-increasing channel p — VpV/,
]E lpy, B — py @ ViegV||n < Kn®y/z 4 nn + negl(n), (8.5.13)
JGy(T'2)
where in particular,
E oz — ViosV|n < Kn®yz + nn + negl(n), (8.5.14)
J(*Gb(rg)
so, using the triangle inequality,
E oy, B — pty @ pgllte < 2Kn\/e + 2nn + negl(n). (8.5.15)

J—Gp(T2)

Let S be a classical register holding the seed, and let I = G}(.S) be the register that holds .J.

Then,

lpyse =ty @ ps @ pp|me < H ]E (tls ® [Gy(t)]r ® (,OYGb<t)B —hy ® pB>

tezs®

= E HPYGb(t)B — Yy ® PBHTr

tezs®

< 2Kn®\/e + 2nn + negl(n)

The same proof holds for py sc.

Tr

(8.5.16)



Chapter 9
Conclusion

We have formally discussed the setting of uncloneability games, and studied properties of
some interesting examples. We have proven winning probability bounds on new families
of NC games, showing a conjecture of [CLLZ21], and demonstrated the first example of
rigidity for MoE games. We also found applications of these results to a variety of crypto-
graphic problems. There are, however, still many important questions left over. We ask a

selection here.

Does uncloneable encryption exist in the plain model? This is a question first asked
in [BL20] and that remains open. We give a construction of uncloneable encryption in
the plain model, but where the decryption requires interaction. Is there a way to remove

the interaction?

Are there other interesting uncloneability games that satisfy a rigidity property? Per-
haps it is possible to find other rigidity results for XNL games. For example, the coset state
games we have studied might also satisfy a similar rigidity property to the TFKW game.
However, a major hurdle to showing this is that our upper bound on the winning probability
is not tight. More generally, are there rigidity results for NC games as well as MoE games?
This might require different techniques: as an example, the exact rigidity of the TFKW
game is easily adapted to the NC version, but the robust rigidity isn’t, as it does not give a

strong bound on the natural distance of channels, the diamond norm.

Are there other applications of rigidity of MoE games? Rigidity, as it was already
known for nonlocal games, has various important applications. With this in mind, there

might be a similar range of possible applications for MoE rigidity.
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