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Abstract

With the recent growth and wide availability of heterogeneous wireless access technolo-
gies, inter-vehicle communication systems are expected to culminate in integrating various
wireless standards for the next generation of connected and autonomous vehicles. The role
of 5G-enabled vehicular networks has become increasingly important, as current Internet
clients and providers have urged robustness and effectiveness in digital services over wire-
less networks to cope with the latest advances in wireless mobile communication. However,
to enable 5G wireless technologies’ dense diversity, seamless and reliable wireless commu-
nication protocols need to be thoroughly investigated in vehicular networks. 5G-enabled
vehicular networks applications and services such as routing, mobility management, and
service discovery protocols can integrate mobility-based prediction techniques to elevate
those applications’ performance with various vehicles, applications, and network measure-
ments.

In this thesis, we propose a novel suite of 5G-enabled smart mobility prediction and
management schemes and design a roadmap guide to mobility-based predictions for intel-
ligent vehicular network applications and protocols. We present a thorough review and
classification of vehicular network architectures and components, in addition to mobil-
ity management schemes, benchmarks advantages, and drawbacks. Moreover, multiple
mobility-based schemes are proposed, in which vehicles” mobility is managed through the
utilization of machine learning prediction and probability analysis techniques. We propose
a novel predictive mobility management protocol that incorporates a new networks’ in-
frastructure discovery and selection scheme. Next, we design an efficient handover trigger
scheme based on time-series prediction and a novel online neural network-based next road-
side unit prediction protocol for smart vehicular networks. Then, we propose an original
adaptive predictive location management technique that utilizes vehicle movement projec-
tions to estimate the link lifetime between vehicles and infrastructure units, followed by an
efficient movement-based collision detection scheme and infrastructure units localization
strategy.

Last but not least, the proposed techniques have been extensively evaluated and com-
pared to several benchmark schemes with various networks’ parameters and environments.
Results showed the high potentials of empowering vehicular networks’ mobility-based pro-
tocols with the vehicles’ future projections and the prediction of the network’s status.
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Chapter 1

Introduction

The continuous demand for on-the-fly Internet connectivity by users and service providers
and the fast expansion of wireless networks has led to the growth of vehicular networks
as a vital component for the content delivery of various services and applications [211].
That includes road safety, traffic management services, and infotainment applications,
which strongly reflect the volume of data transmissions being processed in current wireless
networks. To cope with that growth, current vehicular network standards and protocols
must be improved to handle the high increase in data flows while considering vehicular
network conditions and limitations.

Mobility management schemes, reliable content delivery services, robust topology man-
agement protocols, among others, needed to be evolved intelligently and autonomously.
In order to allow Internet services and applications to be delivered through vehicular net-
works environment, efficient and reliable communication between vehicles and RoadSide
Units (RSUs) is essential. The development of IEEE802.11p and many routing protocols
attempt to handle the rapid mobility of vehicles [1]. However, the vehicles’ rapid mobility
and topology changes have a significant impact on such protocols’ performance.

When we consider mobility management in particular, many challenges arise to its de-
velopment for vehicular networks, including service interruptions and transition costs [241].
Related studies to improve the mobility management protocols have been proposed by the
research community through the integration of different types of wireless networks [223].
However, this integration still suffers from service disruption during the handover process.
Several studies have explored the potentials of using predictive techniques to design in-
telligent decision-making solutions based on the past and current status of the network
conditions and vehicle movement measurements to overcome such issues. Moreover, ve-



hicular network applications and protocols may rely on accurate mobility information to
derive a decision such as which network to connect to next?; what is the best route to
deliver content information from source to destination?; or how to optimize the networks’
overload through context information. Nonetheless, obtaining such knowledge requires
efficient prediction techniques to estimate future movement patterns and paths. Addition-
ally, the rapid mobility of vehicles and the degree of error in positioning systems create a
challenging problem regarding any mobility prediction model’s accuracy and efficiency.

1.1 Motivation

Recent developments and the ubiquitous availability of wireless technologies and inter-
vehicle communication systems are anticipated to lead to heterogeneous wireless networks’
evolution. Based on standards such as the IEEE 802.11, 5G, and WiMAX, coupled with
mobile IP for the content delivery of road safety and infotainment services to drivers over
the new generation of vehicular networks. However, the performance of traditional mobility
management protocols over vehicular networks is affected by network topology changes and
vehicles” high mobility. Therefore, an efficient mobility management solution that mitigates
the challenges of vehicles’ mobility is needed.

This issue can be improved by connecting with the upcoming RSU early enough and
smooth the transition process. The concept of early connection requires the prediction
of such transition beforehand, which can be easily adjusted for any mobility management
protocol. Since streets, intersections, and roads constrain vehicles” movement, vehicles’
future projections are more foreseen. That can be achieved by estimating their future
trajectories with respect to time. The available mobility prediction models are mostly
based on movement projections, probability modeling, or pattern matching. Fach with its
benefits and drawbacks in terms of accuracy, complexity, and completeness.

1.2 Objectives and Contributions

This thesis’s main objectives are to design and evaluate several mobility prediction-based
protocols in efforts to enhance vehicles’ connectivity and communication in vehicular net-
work applications. In addition, we combine both temporal and historical data with multiple
predictors to increase the accuracy of each estimation. In Figure 1.1, we illustrate the over-
all design of the used framework throughout the thesis, in which the process is divided into
four main steps, the network’s design, monitoring, prediction, and decision-making. The
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network design is an essential part of the next steps, as it defines the relationships and
constraints between network entities (i.e., vehicles, roadside units, base stations), in addi-
tion to the type of measurements and information that can be used in the prediction step
(i.e., vehicles’ trajectory, networks status). In the monitoring step, valuable information is
collected in real-time and converted to data sequences as inputs to the prediction step. In
the prediction steps and based on the used techniques, each predictor has a set of parame-
ters that needs to be optimized depending on the shape, length, and type of dataset used.
Finally, the predictor results are used by vehicular network’s protocol to derive a decision
that leads to increased networks’ performance and quality of service. The contributions
made in this thesis are listed below

e A comprehensive classification of vehicular network design and architecture followed
by evaluating mobility management protocols based on standards, benchmarks, and
deployed network architectures. We discuss each mobility management classification
solutions, issues and challenges, possible solutions, and future research directions.



A performance evaluation of movement prediction techniques for vehicular networks.
The comparison between several predictors is evaluated based on different mobil-
ity models, including real and synthetic datasets of vehicles’ mobility. We provide
insights into their capabilities and their limitations.

e An efficient collision detection algorithm that uses the wireless communication stan-
dards in VANETS to accurately detect potential accidents. We adopt a movement-
based prediction technique to predict the vehicles future trajectories. Thus, reducing
the network communication overhead.

e A novel and simple passive RSU location estimation scheme, by which the vehicle can
pre-determine the desired RSU to communicate based on its own route information.
We utilize the doppler effects and the maximum likelihood estimation method to
derive an estimation.

e A novel predictive hierarchical handover protocol for mobile IP in vehicular networks.
We combine the stochastic probability analysis of a hidden Markov model, and the
vehicles” movement projection to predict the next handoff. The proposed scheme
outperforms all other handover protocols in reducing the handover latency and packet
loss.

e A novel dynamic Mobile Anchor Point (MAP) discovery and selection scheme for
mobility management in vehicular networks. The dynamic network topology control
improves the handover latency and reduces the packet drop rate. The proposed
scheme grants any access router the ability to self-configure its MAP selection based
on the network load and average session duration.

e A novel adaptive location management protocol for vehicular networks. The pro-
posed protocol utilizes vehicles’ individual mobility projection and estimates their
residual time within each access point. The protocol preemptively adjusts the vehi-
cles’ registration and location updates, depending on its movement projections.

1.3 Thesis Outline

The remainder of this thesis is organized as follows. Chapter 2 introduces a general overview
of vehicular network design and architecture, as well as the key requirements for the next
generation of wireless communications. Chapter 3 presents the general definitions and



benchmarks of mobility management protocols for vehicular networks and classify related
work solutions based on the adopted network design.

Chapter 4 evaluates several movement prediction models for vehicular networks in terms
of accuracy and efficiency in predicting vehicles’ projections. Chapter 5 introduces two
case studies of vehicular network applications based on prediction techniques showing the
advantages of empowering current protocols with accurate predictors. In Chapter 6, we
propose a novel predictive handover management protocol for hierarchical vehicular net-
works, as well as a new dynamic topology control scheme based on a hidden Markov model
and an estimation of the session to mobility rate. Chapter 7 presents our predictive han-
dover protocol by integrating multiple prediction models to estimate handoff trigger time
efficiently. Chapter 8 presents a novel online machine learning-based roadside unit predic-
tion scheme to improve mobility management schemes. Chapter 9 presents an optimized
location management scheme based on adaptive estimation of vehicles’ link lifetime within
each network coverage. Finally, Chapter 10 concludes the thesis contributions and points
out several future research directions.



Chapter 2

Vehicular Networks: Design and
Architecture

2.1 Introduction

The new market demand from end-users, developers, and service providers, for high-speed
wireless Internet access, have led both industry and academia to work on the development
and design of the next generation of wireless networks [6]. Nowadays, people rely on mobile
Internet services all the time, while driving vehicles or riding on public transportation.
This leads to an enormous increase in data transmissions with the currently available
networks. Vehicular networking has been a vital component for mobile technologies to
support massive data load through various applications.

In general, vehicular networks application can be classified as safety-based applications
and non-safety applications [226] [235] [187]. The former includes safety messaging, alerts,
and warnings, which are disseminated among entities in a vehicular network (i.e., vehicles
and roadside units). Safety applications infer high efficiency and very low latency in com-
parison to non-safety services and applications. As for non-safety services, they include
traffic management services and infotainment applications. Even though traffic manage-
ment services, like those of traffic monitoring, traffic-lights control, toll road service, road
diversion alerts, and local area maps updates, do not require low latency demands. Still,
they need to be prepared to handle the amount of data flow in the network [182]. Whereas,
traffic control applications include smart navigation, finding optimal routes for intelligent
vehicles, and smart traffic light scheduling and traffic flow control through data dissemi-
nation.
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Figure 2.1: Vehicular networks design.

Furthermore, applications such as autonomous driving are anticipated to be highly
accurate and effective in terms of improved data rates transmission, reduced latency, and
a wider variety of communication. One promising solution is through the advancement
of V2X communication in the next generation of heterogeneous vehicular networks. The
next generation of wireless networks incorporates several heterogeneous communication
techniques to sustain different quality requirements and constraints from service providers,
applications, and users. Currently, vehicular networks rely on wireless communications
such as WAVE/TEEE802.11p, Cellular Long Term Evolution (LTE), and, most recently,
5G systems to deliver different kinds of traffic management, infotainment applications, and
safety services. However, enabling seamless mobility across various access networks is a
fundamental issue to provide services without interruptions.

2.2 Vehicular Networks: An Overview

In Vehicular Networks, communications are usually exhibited between vehicles through
Vehicle to Vehicle (V2V) communication technology, and also with infrastructure through
(V2I) communication protocols, such as access routers/points, roadside units, and cells.



With the proposed 5G features, vehicles will now have more flexibility and robustness
in communication and applications. Vehicle to Everything (V2X) communication was
introduced to provide all types of communication between vehicles, infrastructure, net-
work, and pedestrian [44]. Therefore, improving traffic efficiency, on road safety citey-
ounes2015performance, and QoS-aware infotainment services. Several existing paradigms
are starting to shift their work toward enabling 5G by further enhancing the Wireless
Communication Networks (WCNs) to reach the requirement of 5G specifications [61]. As
current WCNs are across spectrum resources congestion with limited bandwidth, which
raises a new challenge to utilize available sparse spectrum efficiently.

Over the past decade, the IEEE802.11p/DSRC [1] has been considered the de facto pro-
tocol for vehicular networking applications and services. Dedicated short-range communi-
cation (DSRC)/WAVE is designed for vehicular environments, as a wireless communication
medium that provides fast data packet transmissions between vehicles. DSRC combines
GPS positioning and wireless network to disseminate safety services between vehicles and
cooperative collision avoidance (CCA), with seven channels in the MAC layer on the 5.9
GHz spectrum, one channel for control packets, and the remaining ones are data service
channels.

Since the new era of wireless networks has heterogeneous architecture, to include cellular
and non-cellular technologies, a standard interface is needed to facilitate communication
and transition between different techniques — one of the first solutions introduced by the
IETF, Proxy Mobile IPv6 [58]. The PMIPv6 is a mobility management protocol that
works in a centralized manner. It includes a Local Mobility Anchor, referred to as LMA,
to establish communication tunnels with the Mobility Access Gateways (MAGs), referred
to as the core entity. Each MAG is responsible for users’ data packets tunneled to the
LMA, then to the Internet. Whereas the LMA is responsible for forwarding packets from
the Internet to the end-users through their corresponding MAG. To manage the network
status between LMA and MAG, Proxy Binding updates and acknowledgement packets are
interchanged.

Another solution to support the heterogeneity of wireless access networks is the Media
Independent Handover (MIH) framework [206]. The MIH protocol offers a standard plat-
form interface separate from all access technologies. The Media Independent Handover
Function (MIH), known as IEEES802.21, aims to provide interworking between IEEE 802
systems and other wireless access technologies (e.g., IEEE 802.11p and cellular networks).
Three primary services are defined by the MIH: Event Services (ES), Control Systems (CS)
and Information Services (IS). The event service tracks the changes in the link characteris-
tics and reports them, while the control system passes movement and connectivity-related
commands. As for the information service, it eases the handover process by offering a



Table 2.1: Current radio access technologies for vehicular communications.

R WAVE LTE-

Aspect Wi-Fi (802.11p) | Advanced 5G
Channel 20 MHz 10 MHz up to 640 1-2 GHz
spectrum MHz

5.72-5.75
Frequency Band 5/2.4 GHz 5.9 MHz GHy 1.8,2.6 GHz
Coverage Intermittent | Intermittent | Ubiquitous | Intermittent
Range 100 m 1 km 30 km 50 m
V2V support Ad hoc Ad hoc D2D C- V2X
>10-50
flow rate 6-54 Mbps | 3-27 Mbps | 1.5/3 Gbps Gbps
(expected)
Handoff type Horizontal | Horizontal HOI‘lZ(?Ilt&l, Horlz(?ntal,
vertical vertical

mechanism for discovering possible neighboring networks within a geographic region.

Despite the fact that IEEE802.11p is deemed the de facto vehicular communication
norm, several research studies investigated the potentials of the Long Term Evolution
(LTE) to assist vehicular networks. [12] discussed such a possibility through the strengths
and weaknesses of LTE in vehicular applications. A discussion on the feasibility of LTE-
V2V and V2I for future 5G vehicular networks was presented in [214] and [138]. Cellular
networks initiated the fifth generation of cellular networks (5G), as a new leap toward
high speed, ultra-low latency network. The integration between 3GPP and non-3GPP
wireless access technologies through the Evolved Packet Core was introduced in the 3GPP’s
Release 15 using Fast Proxy Mobile IPv6. Nonetheless, their protocol does not consider the
availability of the resources before selecting the target cells, leading to handover failures
and QoS degradations. Also, EPC has no disconnection process from the previous network
after switching. Hence, it may lead to high overhead and cache issues, whereas the FMIPv6
and MIPv6 still suffer from additional signaling and traffic load. In Table 2.1, we present
a comparison of different wireless communication technologies used in vehicular networks.

2.3 Architectures of Vehicular Networks

In this section, we classify vehicular networks architectural design into four different cate-
gories: HetNet-based, SDN-based, Fog-based, and Hybrid-based designs. In what follows,



- - ~

AN -7 EPC T
~ Internet - - P-GW
T sGW

Core Network |
/
/ /
Femtocell _ ~ ~ “Sliinterface T~
-

-7 /

()
A ((( ,)')1 R S]—mterfa/ce/
X2 |nterface ~ o -

— Macrocell = -
l_U ela gy Ve (((' ’))) =)
" ! ); \ ."—)7A ;cocell
CH .
/ =
L_)

C_J

UE

L\

D2D /

Figure 2.2: HetNets architecture.

we describe each architecture components and discuss the related studies toward the de-
ployment and implementation of each vehicular network architecture.

2.3.1 Heterogeneous-based Architecture

With the emergence of autonomous driving in 5G-enabled vehicular networks and Intelli-
gent Transportation Systems (ITS), new essential requirements are needed, including an
ultra-low transmission delay [66]. The integration of cellular networks with the dedicated
short-range communication (DSRC) standard and other wireless technologies is considered
a potential solution for meeting the communication requirements of the 5G systems. As
we mentioned earlier, LTE was introduced to assist vehicular applications [12] [192], be-
cause of the drawbacks in the IEEE802.11p standard in terms of low scalability and low
capacity. Hence, the heterogeneity of different wireless technologies is a possible direction
toward efficient mobility management and reliable communication in vehicular networks.

The 3GPP specified the new generation of wireless networks, LTE / LTE-Advanced,
which provides Internet Protocol (IP) data, and signaling transmissions, with a round-trip
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time below 10ms, and transfer latency up to 100ms [2] . The LTE network architecture
comprised of the Core Network (CN) and the Access Network (AN), in which the latter
handles the radio channel resources and handover decisions through the eNBs cells or base
stations (evolved NodeB). Whereas the CN comprises three primary components, namely
the Serving Gateway (S-GW), the Packet Data Network Gateway (P-GW), and the Mobil-
ity Management Entity (MME). The mobility management entity monitors authentication,
security, and user’s location. The S-GW is used to route, forward, and connect to the Pol-
icy and Charging Rules Function (PCRF). Finally, the P-GW enables the communication
between the IP and the switch. In order to accommodate the growing load of users and
data transmission on the network, the 3GPP introduced the Multi-Tier Heterogeneous
Networks (HetNet). Small and simpler base stations define HetNets with different trans-
mission capacity, range, carrier frequencies, backhaul links, and communication protocols,
named micro, pico, and femtocells, in decreasing order of powers. Figure 2.2 portrays a
general view of HetNets architecture.

Femtocells or Home eNBs (HeNBs) are wireless short-range access stations with a
limited cost and power consumption capability. HeNBs allow signal transmission at high-
frequency bands in low range, thus increasing spectral efficiency. The integrating mobile
femtocells into a vehicular environment can help improve scalability, signal-to-noise, plus
interference (SNIR) and throughput [48]. The small cells, in Table 2.2, are designed to
support higher data rates for low-speed UE and allow macrocell traffic to be offloaded to
smallcells. Macrocells provide low to moderate communication for the global range so that
any UE can be reached at any velocity. Nonetheless, the deployment of a massive amount of
smallcells brings another challenge to resource allocations, interference mitigation, mobility
management, and QoS efficiency [224]. For example, in a high-speed mobility environment,
an abundant amount of transitioning will occur between small network cells along the road,
which will then increase the network overhead and services disruption. Also, because of the
different functionalities between macrocells and smallcells, the handover decision (i.e., when
to perform handover and to which cell) should be carefully performed. That is to not only
rely on network parameters such as signal strength, but also to support intelligent decision
making with respect to current UE’s service status, available resources, and surrounding
network options.

Concerning the interference mitigation issue, the vast expansion of ubiquitous data and
network densification (i.e., abundant cell deployment) have resulted in an increased spec-
trum interference. To enhance the spectral efficiency, a Multiple-Input-Multiple-Output
(MIMO) [188] wireless technology is used, which enables various antennas to transmit more
data packets with higher channel’s ability simultaneously. Furthermore, the millimeter-
wave transmission technique has been proposed to link users inside the vehicles and to
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Table 2.2: Types of cells in HetNet-based networks.

Cell | transmission power | coverage limit Location
Macro- 46 dBm 1-30 km Outdoor
Micro- 30-37 dBm <2 km Outdoor

Pico- 23-30 dBm <300 m Outdoor-indoor
Femto- <23 dBm < 50 m Indoor
Relay 30 dBm 300 m Outdoor

overcome interference issues [180]. Additionally, the mm-wave allows for more significant
bandwidth allocation and expand current channels bandwidth limitation, thereby increas-
ing data transfer rates and capacity.

2.3.2 Software Defined-based Architecture

Software-Defined Networks paradigm is based on the concept of dividing the network archi-
tecture into control (Network) and data (forwarding functions) planes. The SDN data plane
includes forwarding devices connected through wireless radio access networks (WRANSs)
or wired network, whereas, the control plane includes SDN controllers. Each controller is
provided with an open Application Programming Interface (API) to support the program-
ming capability of network infrastructure. A southbound API (SI) between the centralized
SDN controller and forwarding nodes, where OpenFlow [141] is the commonly used proto-
col. A northbound API (NI) is used to communicate between the SDN controller and the
application layer, which enables administrators to control the forwarding plane rules and
policies remotely.

SDN architecture’s primary concept is the forwarding of packets based on several data
flow policies. The network configuration can be adapted in real-time, allowing the control
management plane to update or add new services and devices. In addition to the net-
work abstraction, there is parallel management of common functions such as bandwidth
management, security, and control access. The Internet Engineering Task Force (IETF),
Internet Research Task Force (IRTF), Open Networking Foundation (ONF), and IEEE802
Local Area Network (LAN)/Metropolitan Area Network (MAN) standards committees all
worked on exploring the concept of software-defined networks and its components.

The ONF [166] works on standardizing the SDN architecture entities, including the
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Figure 2.3: SDN-based vehicular networks architecture.

OpenFlow protocol [141]. OpenFlow defines the communication rules or policies that en-
sure high-performance efficiency between the control and data planes. An OpenFlow switch
comprises of several tables (i.e., flow, group, and meter), in addition to a communication
link to the controller. For each record, the flow table is used to map and forward packets
and comprised of counters and actions. For example, with each data packet arriving at the
switch, it will either use a similar record action or forward that packet to the controller.
The flow record includes a match field, priority, counters, instructions, time-outs, cookie,
and flags [141]. Upon receiving the packet, the controller decides the route in which that
packet can follow and maintaining the switch flow-table. Multiple flow-tables may be as-
signed to an OF-switch while the meter-table triggers the performance operations of the
data flow. An overview of OpenFlow can be found in [131] [166].

The deployment and integration of new services and protocols are now possible through
the simplified networking design and implementation in software-defined networks while
centralizing and controlling protocols without accessing individual network hardware equip-
ment, as shown in Figure 2.3. Therefore, enabling centralized management and control of
networking devices with common APIs. Many research studies worked on standardizing
the design of wireless SDN with 5G networks such as SoftAir [7], OpenRoads [231], Cloud-
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Table 2.3: Vehicular SDN-based approaches.

Related Work Features Motivation

Zheng et al. [249] Multi-layer cloud-RAN Networks Heterogeneity

Adds vehicle to cloud

He et al. [82] communication

Networks Heterogeneity

Distributed control plane

Atwal et al. [14] (Cloud-based)

Guarantees QoS

Duan et Introduced a dual cluster Supports increasing data
al. [56] [57] head selection method traffic

Improved network
Zhang et al. [51] Hierarchical control units performance during loss of
connection scenario

MAC [213], and many more [209]. In what follows, we discuss some of the architectures
proposed in the literature that have worked on the design of SDN with 5G networks;
specifically, those related to vehicular network communication and applications.

The implementation of the Software-Defined Networks (SDN) concept within the next
generation of vehicular networks can be of great help in elevating several issues, including
mobility management and improving current wireless networks (e.g., WiFi, Cellular, and
vehicular networks) [57]. SDN was initially tested and designed for wired network envi-
ronments, such as campus networks, with high-speed switches. Because SDN architecture
is broadly general, we can easily integrate it into wireless networks.

An SDN-based heterogeneous vehicular network, named SDVN, proposed in [82], which
aims to narrow the barrier between the application’s requirement and vehicular network’s
limitation. This is done through the integration of vehicle-to(-vehicle, -infrastructure, and
-cloud) communications [82]. In order to overcome the SDN management overhead, they
added a trajectory-based prediction policy to update vehicle status. Several vehicular
application scenarios were studied to demonstrate the efficiency of such architecture using
traffic based simulation. In their model, the authors [82] divided the data plane into
stationery data plane (such as base stations and cells), and mobile data plane. As for
the control plane, it monitors the state of every switch on vehicles and RSUs. Whereas,
the vehicles’ location, speed, and the overall state of the network define the switch status.
Moreover, the standard OpenFlow is used as a communication interface between the planes.
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Another work in [14] proposed an SDN-based architecture that takes advantage of the
cloud to improve vehicular network mobility management issues. They identified several
challenges in SDN-based vehicular networks, including the lack of a straight-forward so-
lution of SDN deployment in vehicular networks. Their model introduces a cloud-based
global controller for seamless connectivity and mobility through the use of local controllers.
The local controller will enable continuous communication sessions even when global con-
trollers fail or unavailable. This is done by using a logically distributed control plane, in
which the control functionality of the central cloud controller is outsourced to local con-
trollers on each on-board units. Two QoS applications are implemented to illustrate the
mobility management efficiency of the proposed model.

An SDN-based vehicular network proposed in [56] [57], to handle the high data traf-
fic and improve heterogeneous network management, by introducing a dual cluster head
structure and adaptive beamforming coverage. They argue that vehicular HetNet is facing
several challenges, such as network densification, due to high data rates and complexity
of dynamic hardware adaptation. The cluster head vehicle is in charge of forwarding traf-
fic from vehicles and communications to the base station, therefore reducing the network
signaling overhead. Different vehicle groups can be identified by the transmission angle
and Received signal strength (RSS). The performance of the proposed scheme has been
evaluated using MATLAB simulation in terms of bit error rate, SNR, and throughput rate.
The authors in [51] proposed a hierarchical software-defined based strategy for vehicular
networks, HSDVN, which focused on path request and reply strategy between vehicles and
SDN-enabled RSUs. However, they did not address the issue of frequent handover.

An early study on the cloud-based software-defined heterogeneous vehicular network
(SERVICE) proposed in [249]. In which, they present three levels of cloud resources:
Micro cloud, local cloud, and remote cloud, each has a different characteristic. The SDN
design is divided into a network, control, and application layer. The network layer, which
corresponds to the SDN data plane, includes communications, computing, and storage
resources. The control layer, located in the middle as a service proxy that provides control
functions and translates the requirements of users.

Due to the vehicles” high mobility, the centralized structure of the SDN controller will
affect the performance of real-time communications [51]. A work by [249] proposed a
hierarchical control layer to reduce the number of handovers, by defining a primary and
secondary controller. The latter serve one area that includes macrocell and smallcell. They
discuss four kinds of handover, Intra-/Inter Service Area and Intra-/Inter- System. The
former happens when vehicles move from the same service area or to another service area
without leaving the wireless access system, while the latter occurs when vehicles move
between different systems in the same service area or different service areas. In Table 2.3,
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we show a comparison between different vehicular SDN-based network architecture.

The IP addresses have only local significance in SDN-based networks, and the controller
specifies the policies for forwarding each flow based on OpenFlow protocol [122]. Because
of the SDN framework design, it would be simple to customize the network management
functions, where operators can effectively program the control plane. As mentioned earlier,
the OpenFlow protocol was initially created for fixed networks and did not support mobile
networks’ specific functions, such as configuration and monitoring mobile network cells.
Therefore, to implement the SDN concept on wireless base stations, requires the support
of OpenFlow protocol, to enable communication with the controller and benefit from SDN
properties.

Despite the advantages of SDN, several issues might arise with the implementation of
SDN-based Vehicular networks, especially with the 5G heterogeneous type networks [137].
This includes the deployment of SDN controllers, centralized controller [13] (i.e., a single
point of failure [160]), scalability in dense areas in real-time applications, and vulnerability
to many security attacks. A distributed mobility management based on SDN for 5G net-
works, named (S-DMM), presented in [160], in which all components related to mobility
are independent of various techniques. Their results indicate more scalability compared to
well known mobility management solutions. Moreover, their work showed lower mobility
costs while maintaining similar handover latency and delay compared to other solutions.
Nonetheless, seamless handover between multiple domains is still an open issue and the im-
pact of the enormous computational complexity of mobility management on the centralized
control plane.

2.3.3 Fog Computing-based Architecture

The rapid increase of large scale cloud-based applications that provide several services,
from infrastructure to software as a service, has introduced a new challenge to cloud com-
puting systems. For example, connected vehicles and content delivery applications require
constant communication with cloud servers [196]. Bonomi et al. [28] first introduced fog
computing in 2012, which grants storage, data, and services to end-users in a virtualized
system. The fog cannot operate as a standalone mode and requires the cloud, since its main
objective is to offer cloud computing services in a real-time strategy, by providing data mi-
gration from cloud centers to the network edge. Therefore, saving bandwidth resources,
reduce energy consumption, and shorten latency. Many services can take advantage of such
architecture to efficiently deliver information to clients such as location-aware services.

Fog Computing (FC) is a paradigm proposed as an expansion to the cloud paradigm [198].
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Figure 2.4: Vehicular Fog-computing architecture.

The fog enables functions to be located at the network edge closer to end-users. It addresses
the drawbacks in cloud computing for latency-critical applications, such as connected ve-
hicles, and emergency alerts, and data content delivery. Moreover, fog reduces service
latency, improve Quality of Service (QoS), and user experience [28]. The fog-based access
points (F-APs) are responsible for hosting services at the network edge or on smart devices.

Fog is usually introduced in macrocell base stations and WiFi access points as fog
servers. When users or vehicles move between different fog servers more frequently, it
will lead to service disruptions and degradation in the user experience. The fog server
supports mobility by using routing and addressing protocol, named Locator/ID separation
protocol (LISP), that is developed by Cisco Systems. Therefore, allowing Fog servers
to communicate with end-devices. Several solutions on Fog-based Radio Access Network
(FRAN) are introduced in [178] [121]. Since our focus is merely on vehicular networks
enabled solutions for 5G mobility management, we only look into the solutions introduced
in fog-computing that involves the design of vehicles networks.

Vehicular Fog-based Networks (VFN)

Recently, the fast rise in the number of vehicles in public transport infrastructure brought
heavy road congestion and presented more slow-moving vehicle conditions. In addition to
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the increased amount of parked cars, particularity in down-town regions making vehicles
a valuable resource to the design of networks. Henceforth, the utilization of vehicles as
infrastructures for communication and computational resources comes as an added value
solution to reduce the cost and time for vehicular applications [90].

VEN employs end-vehicles clients or edge-vehicles to carry out some communication
and computation functions, as seen in Figure 2.4. One of the main advantages of VFN
is its proximity to clients, exploiting the best options to enable vehicles to collaborate
to deliver services. The multi-tier architecture of the VFN is illustrated in Figure 2.4,
compared to the original model of the fog-computing paradigm, VFN uses vehicles as part
of the fog server layer. Specifically, VFN may take advantage of slow-moving vehicles and
parked vehicles to either communicate services to other vehicles or aggregate computation
resources from remote clouds to vehicles. Palattella et al. [90] studied the capability of
utilizing vehicles as part of the fog in terms of communication link quality to evaluate how
reliable communication is between vehicles.

Palattella et al. [90] implemented a vehicle fog-computing system using vehicles as
infrastructures to expand network assets by evaluating the vehicle’s velocity and movement
status. The authors added four scenarios in which vehicles can be used as infrastructure.
They defined two types of vehicles moving and parked vehicles that can carry service and
applications. By understanding the connectivity relationship between vehicles, one can
better assess the usability of vehicles as infrastructure. A capability analysis was done on
real mobility traces from both Shanghai and Beijing in urban scenarios, where they found
that more than 80% of moving vehicles have relatively low-speed. In contrast, parked
vehicles tend to be significant in numbers during specific times in a day. However, authors
only considered one type of fog nodes (i.e., vehicles), and QoS was not considered as a factor
to latency. In the same context, an architecture for vehicular fog computing was presented
in [92] along with vehicular applications use cases and security problems. Considering most
vehicular applications require on-the-fly knowledge and information for traffic control and
safety applications. Their framework includes three primary components, cloud servers
as the cloud layer, vehicles in the data layer, and infrastructure in the fog layer. By
integrating fog into vehicular networks, cloud servers will have the ability to migrate some
of its functions closer to the edge for real-time efficiency, storage, and communication.
Several challenges can be present along with the integration of fog-computing and vehicular
environments, including the rapid changes in vehicles” mobility, making it harder to predict
where and when the fog should be deployed or used. Moreover, efficiently utilizing vehicles
power supply will also affect the overall system, since rechargeable embedded batteries
in vehicles could help in performing vehicular fog computing tasks even when vehicles
are parked.
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An intelligent vehicular network based on regional fog architecture is proposed in [244]
to accommodate big data in smart cities. The authors introduced two primary levels; the
fog level is responsible for the cloud servers, local fog servers, and coordinator server, and
the edge level includes vehicles communication through WAVE or cellular networks, and the
Internet of Things applications. Several scenarios were considered in their work, including
handover between fog servers to support mobility, distributed computation, multipath
file downloading, and multi-source data acquisition. Furthermore, the authors included a
hierarchical resource management model in which the energy-aware model is introduced
among similar fogs networks and QoS-aware management among different fogs, to optimize
the efficiency of their architecture.

2.3.4 Hybrid-based Architecture

Current development in 5G-enabled vehicular networks seeking to guarantee users and
application requirements has encouraged many researchers to design efficient system archi-
tecture for vehicular networks [67]. The integration of fog computing in software-defined
networks aims to capture the benefits of both paradigms to enhance the overall systems,
networking, and services.

Ge et al. [67] proposed a 5G-enabled vehicular network that integrates fog, cloud, and
SDN paradigms. Three main planes are introduced, the control plane derives control in-
structions, and the data plane gathers data, while the application plane generates rules.
Adding the fog cell structure to the network model reduces the handover frequency prob-
lem in typical SDN networks. The design is composed of SDN controllers, Cloud centers,
Roadside Unit Centers, regular roadside units, fog clusters, and vehicles. Vehicles posi-
tioning information is gathered through onboard GPS sensors and communication between
vehicles, and access routers/points or vehicles are provided, with a fronthaul link between
roadside units and roadside center. Each fog cluster is composed of an area of vehicles and
roadside units, including one vehicle acting as a gateway link. When the gateway vehicle
leaves the transmission range of the RSU, a handover process is established to delegate
another vehicle to be the gateway. Issues may arise with such structure, as proper selec-
tion of the gateway vehicles must be done and also the optimal size of a fog cluster. The
transmission delay was reported to be less than 1ms when the transmission distance was

300m [67] .

Lee et al. [125] define the fog as a collection of RSUs and base stations controlled by an
RSU center communicating with the SDN controller. Deployment is an issue in this case,
whether it is taking into account the mobility and density of vehicular areas and traffic [45].
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Their architecture operates in the hybrid control mode, in which the system control is
shared by the controller and Cellular base stations and SDN Roadside unit controllers.
The SDN controllers only send abstract policy, and the RSUs specify the rules’ behavior
according to local information. The benefit of using Fog controllers is to assist in services
migration to multiple base stations along the road and updating data forwarding rules and
services hosting. However, their work requires overhead communication to send back data
information to the SDN controllers.

A hierarchical 5G VANET architecture proposed in [111] by integrating SDN and Cloud-
RAN to efficiently allocate resources, including fog computing framework at the edge, to
avoid frequent handover. The topology structure of their architecture comprised of Fog-
Zone controllers, Fog-Cluster-heads, Fog-vehicles, Fog-BBU-controllers, SDN controller,
and optical transmission networks. Their hierarchical architecture reduces the overhead
on the centralized controller. In their simulation, the controllers’ transmission delay and
control overhead is evaluated and have shown minimal results in different vehicles’ densities.
However, integration issues with various technologies is a problem.

2.4 5G and Beyond

Over the last decade, the rapid evolution of wireless communication technologies has been
witnessed through industries and research communities, from 4G and LTE-A system to
high-speed Wireless LANs. The next generation of vehicular networks is expected to be
integrated with cellular networks and various wireless technologies, to provide a smarter
and safer intelligent transportation systems [151]. Furthermore, the demand for real-time
applications and services requires more bandwidth and lower latency to meet the desired
Quality of Service [6]. All together, lead for a new upgrade to the current communica-
tion technologies. Hence, 5G must provide adequate and reliable communication between
heterogeneous networks, specifically in ultra-dense networks.

The METIS project [61] has laid down the building foundation of the beyond 2020 5G
mobile and wireless system and specified the technical needs to foreseen the 5G require-
ments. Many other research groups started identifying the 5G vision, including Huawei [94],
5GNOW [89], Nokia, 5G Forum, and more [5]. In what follows, we identify the main re-
quirements to enable 5G in vehicular networks, the currently available technologies, and
how they fit in the next generation of vehicular networks.

20



2.4.1 5G Requirements

The next generation of wireless networks is envisioned to sustain enormous services, de-
vices, and applications, including connected vehicles, the Internet of Things (IoT), and
smart city services [6]. According to Intel, the next generation of wireless networks will
deliver reactive, smart, and connected devices through efficient and reliable communica-
tion, massive Machine-to-Machine (M2M) connectivity, and improved mobile broadband.
In what follows, we discuss the requirements of 5G systems.

High data rates: The 5G networks are anticipated to accommodate about 100 times
data rates over current 4G networks [61]. Many techniques, such as millimeter-wave com-
munication, heterogeneous networks, device-to-device communication, and massive MIMO,
can be used to handle such performance. MIMO utilizes various access points to migrate
more information, resulting in a higher flow rate simultaneously. Currently, all 802.11n
wireless network standards support MIMO, and the evolved Massive MIMO technology
was later introduced to provide superior energy and spectral efficiency.

High Scalability: 5G networks are expected to accommodate up to 100x devices.
Hence, an increase in signaling and data transmission, requiring enough frequency spec-
trum resources. Although current mobile communication systems are dedicated to pro-
viding consistent mobile broadband experience, yet many users today do not have a good
quality of experience when surrounded by crowds. The objective is to increase the sig-
naling capability and data transmission, which may require enough frequency spectrum
resources to accommodate the growth in network size. Hence, providing fast connections
and services to satisfy user experience at any time.

Ultra-low latency: The expected latency of 5G systems is to be 2 to 5 milliseconds.
The current LTE network round-trip latency is around 15 milliseconds, and the DSRC
round-trip latency is approximately 10 milliseconds. Several solutions can help in providing
such latency through the use of D2D communication, Software-defined networks, and cloud
RAN. Surely, in vehicular networks, enabling ultra-low latency will increase the efficiency of
different applications. [113] presented a study of vehicular safety applications’ requirements,
including speed warning, cooperative forward collision warning, road condition warning,
and more, which requires very low latencies.

Reduced energy consumption and increased energy efficiency: To create a
fully connected society, millions of devices must be connected, from sensors to actuators, in
which, their main concern is low energy consumption and low cost. Some solutions include
RF energy harvesting and environmental energy sources [6]. 5G systems are envisioned to
reach ten times longer battery life. Although several previous works on energy efficiency
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Figure 2.5: Smart energy-aware vehicular networks

have been explored, yet it was mostly on legacy wireless networks [191]. Therefore, new
studies on 5G networks can be extended from previous concepts. Energy efficiency-aware
cells that distribute the load on antenna’s and automatically switching off when not needed.
Backhaul systems are moving toward being self-organized and self-configured to reduce
manual interference to reach energy efficiency.

2.5 Green Vehicular Networks

The growing demand for energy resources and the impact of energy consumption on the
environment and reduction in available fossil fuel are the base of an imminent energy crisis
in the next decade [88]. As current energy resources becoming scarce and expensive, the
impact of their use on our climate is becoming more evident over the past and present years,
which extends beyond just an increase in temperature, rising sea levels, and diseases. In
reality, we cannot desert any existing power source with the click of a button. There must
be a clear and practical plan to adjust the current consumption and work on the quick
production of green, modern, and renewable sources of energy as soon as possible. With this
in mind, vehicles and radio towers are the main building blocks of vehicular networks, which
are considered some of the highest consuming entities of energy that have a profound impact
on the environment. In addition, the current increase in resource-hungry applications and
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services in vehicular networks needs to be reconfigured and optimized to meet the new
vision of green energy transformation, especially with the existence of resource-poor mobile
entities [243]. However, with the increasing number of wireless communication technologies,
smart devices, and sensors, the design of such an energy-enabled wireless network is not
trivial [80]. Therefore, an efficient and reliable self-powered system is crucial for the next
generation of intelligent vehicular networks. A broad overview of a smart energy-aware
intelligent vehicular network example is presented in Figure 2.5 along with each network
entity power source and measurement unit.

2.5.1 Infrastructure Design

The current standard technique to resolve the challenge of the vehicular environment’s
rapid mobility is to increase the transmission power of all base stations to reach guaranteed
high quality of service and user satisfaction [80]. However, the expansion of the RSUs
communication range comes with the cost of smaller data rates, increased packet collision,
and high delivery rates. Furthermore, with the increased amount of data traffic load,
service providers worked on this issue by using smallcells [242], to cover more areas. This
also comes at the cost of more power supply to run those smallcells and heavy burden on
the power grid.

To overcome the expensive deployment of grid-powered base stations, industries are
now looking at battery-enabled roadside units infrastructure (B-RSUs), which are capable
of reducing energy consumptions and elongating their duration. It is noteworthy that some
highways and rural areas do not have the convenience of grid system access, making them
applicable for battery-oriented roadside infrastructure [228]. Several telecommunication
companies have designed green energy-powered base stations in rural areas to compensate
for the lack of power grid access. However, with the existence of such energy-limited
antennas, a new challenge is facing the design of heterogeneous vehicular networks from
the unbalanced battery-life and high sustainable energy demand to transmission power
optimization requirements. For instance, during peak hours and in dense areas, data
traffic demands are high and renewable-enabled RSUs can not provide enough energy. The
major challenge is to minimize the energy consumption while maintaining reasonable data
transmission rates. Several solutions could be applied, such as adaptive scheduling of the
RSU’s traffic and optimizing communication singles with an intelligent model to reduce
energy consumption [242].
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Table 2.4: Types of electric vehicles.

Type Features Limitation
500 km, fully electrical, 30-45 minute for Still requires grid power and cost 700S -
Battery (BEV) 80% charge 10005 to recharge
Plug-in Hybrid (PHEV) Recha!rgeable t?atterles, cheaper than OnIY 20-80km on electric motor, gasoline
EE— traditional vehicles engine

Regenerative braking, cheaper than other

Al EVs, no charging constraint

Gasoline engine and fuel tank

Hydrogen and Oxygen electricity, Water-

Fuel-cell (ECEV) only emission

Expensive, Still in development phase

2.5.2 Hybrid Vehicles

Recently, automotive industries are working toward the design and deployment of envi-
ronment friendly electric vehicles (EVs) that will be available to everyone with low cost
and high battery efficiency. The common assumption of the vehicles’ substantial storage,
computing, and power resources might not be valid in the next decade since people are
shifting more and more toward gas-free vehicles (i.e., Electrical Vehicles). Thus, making
them now prone to power constraint and requires efficient and optimized management.

Several types of electric vehicles are now introduced by the automotive industry, in-
cluding Battery, Fuel-cell, Hybrid, Plug-in Hybrid electric vehicles [227] in effort to reduce
emissions and fuel displacements. In Table 2.4, we compare the different types of electric
vehicles existing up to date. Clearly, with the existence of such a variety of models, man-
aging their energy consumption and provisioning is not a straight forward solution. Many
studies investigated the energy’s optimization problem in electrical vehicle [132] and identi-
fied the possible solution directions [250]. The related works optimization strategy targets
the charge sustaining model, battery management, and more, which utilize deterministic
and fuzzy logic models to obtain optimal results. A study on the influence of driver pattern
behavior on the electric car’s energy consumption level [34] showed that the combination of
vehicle’s speed and acceleration have small correlation because of the regenerated braking
energy. Furthermore, many survey articles related to managing hybrid vehicles’ energy
consumption are discussed in the literature [103] and can be grouped according to their
management strategy [189]. To this end, conventional mobility management solutions need
to be adjusted and adapted to cope with the changes in vehicular environment.
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2.6 Summary

The next generation of wireless technologies are promising solutions for vehicular networks,
in which vehicles will have access to emergency services and high bandwidth-intensive appli-
cations in very low latencies such as video streaming and real-time traffic conditions. How-
ever, in the 5G-enabled environment, vehicular networks face several significant problems
affecting current architecture designs such as mobility management, back-haul networking,
air interface, and traffic safety [234]. All the described vehicular networks’ architecture
and communication standards in the previous section require proper mobility management
for vehicles.
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Chapter 3

Mobility Management: Benchmarks,
Definitions, and Components

3.1 Introduction

Mobility management is comprised of two main parts, handover and location management
protocols. The latter is mainly concerned with the mobile terminal’s (i.e., vehicle’s) lo-
cation updates and paging techniques, and the former (i.e., handoff management) deals
with sustaining an ongoing vehicle’s connection while switching between different points of
access. As vehicles travel across cells or local radio access boundaries, the network must be
able to locate vehicles and automatically route/forward data packets to the new vehicles’
location. A seamless handover process with very low handover latency that provides quality
of service from source to target access networks guarantees effective mobility management
support. Therefore, mobility management is once again getting significant exposure from
both academia and industry in the next generation of wireless networks.

3.2 Mobility Management for Vehicular Networks

Mobility management enables the user to connect and switch between different foreign
networks on the go while maintaining its connectivity with its home network or any other
network. Since VANETSs architecture includes V2V and V2I communications, different
mobility management schemes need to be considered to integrate current solutions with
the rapidly changing topology of VANET. In vehicular networks, two types of transitions
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may occur for vehicles: intradomain, and interdomain transition. Intradomain transition
refers to moving between different access routers/points of the same network (i.e., homoge-
neous networks). Whereas, interdomain transition refers to the vehicle movement between
different networks technologies or service providers (i.e., heterogeneous networks). Accord-
ing to the transition state, different mobility management protocols can be deployed. In
general, mobility management consists of two main building blocks: location management
and handoff management.

Location management: involves two phases, which enables the network to track the
vehicles” current AP for data forwarding. The first phase is location registration (or up-
date), where the vehicle periodically notifies the access point of its presence, thus enabling
the access router and HA to keep track of the current point of attachment. The second
phase is the process of data forwarding and routing packets to the vehicles current point of
attachment using pre-existing roaming cache in the network. Due to the high mobility and
topology changes in VANET, traditional location management solutions will amplify the
bandwidth and cause additional handoffs to vehicles trying to connect to location servers.
Many challenges face the design of location management in VANETS, including scalability
issues, routing, security, and location update delays, due to the dynamic and high mobility
nature of vehicular network entities.

Handoff (or handover) management: is the process of maintaining a mobile node
connection while it switches between two points of access. The handover method comprised
of three phases, agent discovery, HA registration, and data flow control. Handoff manage-
ment faces several challenges before it can be considered suitable for vehicular networks.
Vehicles are unable to receive any data packets while establishing connections with the new
foreign network, and the registration of the new CoA with the vehicles’” HA. Therefore,
having high latency and regular disruptions in IP services every time the vehicle changes
its network attachment. Some of the main issues that contribute to this poor performance
are the following; i) HA communication cost, where the vehicles” home could be located far
away and requires long-distance communication and resources allocation; ii) access points
selections, choosing the best suitable access point, network or technology to initiate the
registration process with the vehicles’ HA might lead to performance degradation in case of
incorrect AP assignment or failure; iii) handover overhead is another issue that contributes
to poor network connection during handoff with the increase in the number of vehicles
in the network. In the following, we present several solutions toward addressing mobility
management issues over vehicular networks.

Further classification of the mobility management solutions can be defined according
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Figure 3.1: Handover management taxonomy.

to the involvement of the vehicles’ MN in the process of location and handoff management.
When the vehicles” MN takes part of the signaling for the handoff decisions from and to
an access router, it is called host-based mobility management. Whereas, when the access
routers are the sole entity responsible of the location and handoff process, it is called
network-based mobility management. Another way to view the mobility management in
VANETS is by first, identifying whether or not vehicles are being managed individually
(Terminal Mobility) or as a network group (Network Mobility). Then, we may further
explore the solutions from different layers of the TCP /IP protocol stack reference model.
A general taxonomy of different handover management solutions is presented in Figure 3.1.

In what follows, we focused on two kinds of mobility management solutions, a host-
based hierarchical mobile IP and various predictive solutions that would enhance the perfor-
mance of mobility management. First, we describe the general structure of the hierarchical
and predictive mobile IP protocols and identify the current related works toward enhancing
the mobile IP handover protocol for VANETSs. Then, we give a summary and comparison
between all discussed solutions and their limitations.
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3.2.1 Hierarchical Mobile IP

Soliman et al. first introduced the hierarchical MIP [21] to reduce the cost of HA regis-
tration by using Mobility Anchor Points (MAP) that act as a Regional Care-of-Address
(RCoA) for any mobile host in its area. This reduces the registration cost with long dis-
tance HA. Each MAP region/domain maintains several Access Points (APs), which act as
the Local Care-of-Address (LCoA) for any Mobile Host (MH) in their region. In case a MH
moves between two different MAPs, a MAP and HA binding update process is required
(i.e.: inter-mobility handoff). Otherwise, MH’s movements within the same domain area
are only required to initiate a binding update process with the current domain MAP (i.e.
intra-mobility handoff). The inter-mobility handoff process is illustrated in Figure 3.2,
which is divided into two phases of MAP discovery and registration, and HA registration
and update.

In recent studies on the enhancement of hierarchical MIP, researchers mainly addressed
the problem of inter-mobility handover issues. This is because the handover latency is
increased during the conversion between different MAP domains. In the following, we
review the recent studies that have addressed the problem of inter-mobility handover,
including MAP selection optimization, MAP overhead reduction, and cost.
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Table 3.1: Hierarchical handover approaches.

Articles Objective Contribution Advantages Drawbacks
HA
Soliman et (i‘igrllln(;enica Introduces reRies(::;;f)n Inconsistency due
al. [21] . MAPs & to MAP transitions
tion costs
Teng et Reduce. MAP Adds inter-MAP Improves MAPs may still be
transition .. handover o
al. [207] communication . in distant networks
costs consistency
Adds AP tables
Tables have low
MAP in MAP
Nath et Reduce. . m S W gioother MAP scalability,
transition vehicle . .
al. [157] transitions movement is
costs movement for )
unreliable
management
Adds a Tmproves MAP Increases overhead
Kawano et | Improve MAP | hierarchical tree coordination, to coordinate
al. [109] selection structure to balancing MAP MADPs
MAPs loads
Improves
You et Improve MAP Vehlclgs connect reha“blhty and Increases overhead
al. [205] selection to a primary and | consistency of and network loads
' secondary MAP handover
performance
Reduces
necessar Increases latency
Lee et Reduce Adds IP paging MAP an dy delay when MAP
al. [126] network load extension . needs to forward IP
vehicle .
.. packets to vehicle
communication
Reduces Increases
Two-1 MAP
Mirzamany | Reduce MAP wo—ayer S inter-domain inter-domain
for intra-domain o
et al. [149] loads latency and transition overhead

handovers

MAP loads

and complexity
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Mobility Anchor Point Transition Costs

The costly procedure of a vehicle switching between MAPs may create inconsistency in
handover performance. When a switch occurs, the handover procedure becomes more
expensive than the standard mobile IP handover, due to latency and overhead costs in
contacting the HA and setting up the new MAP. To address this problem, H. Teng et
al. [207] add a context message protocol between anchor points. The context messages
allow MAPs to communicate information directly to each other during a MAP transition.
This reduces the required registration exchange between the vehicle and the MAP, and
additionally lowers the registration delay, since one MAP can directly begin forwarding
IP packets to the vehicle’s new MAP. One problem with this approach is the additional
network load produced by the context messages.

Another approach that uses context messages to reduce transition costs is proposed by
P. Nath et al [157]. In their approach, the MAPs maintain tables of all nearby APs and
their related MAPs. The vehicle’s current MAP uses the vehicle’s general movement to
estimate which AP it will connect to next. The MAP will then check its tables and see
whether the vehicle is about to leave for another domain. If this is the case, the MAP will
send context messages to the new MAP to reduce the registration costs of MAP transitions.
MAP transitions will therefore be smoother when successful; however, the problem is two-
fold. First, having MAPs maintain tables on all nearby APs can be difficult to maintain
or update, and is not scalable if AP density is high. Second, a vehicle’s movement is
unreliable, which will cause many incorrect assumptions about which AP is next.

Optimizing Mobility Anchor Point Selection

There is also the issue of a vehicle connecting to a MAP that is not optimal for performance.
This could occur when a vehicle moves along the line between two MAP domains. K.
Kawano et al. [109] introduce a multilevel HMIP approach; this adds a tree structure to
MAPs that allows improved MAP coordination and better distribution of network loads.
This is done to improve MAP performance, but suffers from the increased overhead required
for MAP coordination. Another approach to this issue is by T. You et al. [205], who
propose a robust HMIP where a vehicle registers with a primary and secondary MAP at
the same time. If failure to connect with the primary MAP occurs, or if the vehicle quickly
transitions away from that MAP, it can rapidly recover by switching to the secondary MAP.
This reduces the recovery time that occurs when the wrong MAP is selected. This can be
particularly helpful in vehicular networks, where frequent topological changes could result
in quick MAP changes. However, registering with two MAPs incurs additional overhead
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and network loads to the MAPs, which becomes largely problematic with an increase in
vehicle density.

Reducing Mobility Anchor Point Overheads

When vehicle density increases, the high overhead and network loads for MAPs can put a
lot of stress on the network. This issue is amplified by methods adding more overhead and
MAP loads to resolve other HMIP issues. J. Lee et al. [126] add an IP paging extension
to HMIP to reduce the amount of vehicle tracking otherwise required by the MAP. The
extension has the MAP page for the vehicle’s location when it receives packets that are
destined for it. By having a paging system, the MAP only needs to keep close track of
active vehicles. This reduces the unnecessary tracking otherwise required for vehicles that
idle within a MAP’s domain. One concern with this approach is the additional delay that
occurs before a vehicle receives the first wave of IP packets upon becoming active. Also,
in urban situations, vehicles may make sudden and frequent changes in speed. This could
cause major performances issues due to the frequent switch between active and inactive.

Binding updates can then be sent according to this estimation instead of at predefined
increments, thus reducing the number of packet exchanges necessary for the MAP to track
a vehicle. However, large performance costs can occur if a vehicle changes location in less
time than was estimated. This would also incur additional performance issues within the
urban environment, where traffic may cause large variations in dwell time.

Mirzamany et al. [149] propose using a two-level MAP system to distribute the MAP
load without affecting communications with the corresponding node. The two-level system
is composed of global MAPs (GMAPs) and local MAPs (LMAPs), where GMAPs are
located at the standard MAP location, and LMAPs are set up between the GMAP and
APs. This allows each MAP to have a lower load, since LMAPs handle fewer APs than
a standard MAP, and the GMAP must only communicate with the vehicle during LMAP
transitions. Another benefit of this approach is that it reduces intra-domain handover
latency, since LMAPs are even more local, and with lower MAP loads their response
will be nearly instantaneous. One issue with this approach is the incurring of additional
overhead upon a domain transfer, as the vehicle would then have to establish connection
through an LMAP and GMAP.

Summary

An overall performance summary is provided in Table 3.2, where the values of low, medium,
and high are based on the analysis found within the section. In summary, the HMIP’s re-
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Table 3.2:

Hierarchical handover performance comparison (H: High, M: Medium, L: Low).
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duction of HA communication improves the handover registration costs when a vehicle is
within a single MAP’s region. However, some HMIP aspects, such as switching between
MAP regions and additional overhead, remain problematic and limit its improvement in
regard to network performance. In addition, HMIP approaches do not address the perfor-
mance issues of the handover’s discovery process.

3.2.2 Predictive Mobile IP

The predictive handover aims to conduct the handover process in advance, instead of
directly modifying the mobile IP architecture. This is achieved by predicting which AP
the vehicle will connect to next, before the vehicle begins transitioning between APs. By
identifying the next AP so far in advance, the handover process can easily be completed
ahead of time to provide a smooth AP transition. The largest issue with the predictive
approach is the unreliability of the advanced handover, which is mostly caused by poor AP
prediction performance. However, predictive handovers hold great potential in vehicular
networks due to the increased predictability of vehicular movement. Vehicles are forced
to follow roads and signs, limiting their movement options to specific directions. Methods
for handover prediction can be categorized as probability analysis, pattern-matching, and
movement projection.

Probability Analysis

Probability analyses for predictive handovers most commonly use a probability modeling
technique to determine the next AP. The modeling usually considers either sample statisti-
cal information or analytical derivation to determine the probability relationships between
the variables and the potential APs. The method then uses these probabilities to calculate
a vehicle’s next most likely AP. Table 3.3 provides a summary of the literature, and Ta-
ble 3.4 shows an overall performance comparison between the different approaches. These
tables are based on the following analytical comparison.

One approach to probability modeling is proposed by Lassabe et al. [124], which uses
a K™ Markov model for prediction. The K* Markov model is used to model the proba-
bilistic relationship between APs, based on the previous APs to which a vehicle has been
connected. First, the Markov model is trained with a set of sample vehicle data to deter-
mine the probability values. After training, the final values are used to calculate the most
likely next AP for the vehicle based on the previous APs with which it has connected. A
vehicle’s previous AP will often indicate its future AP; however, this approach suffers in
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Table 3.3: Predictive handover approaches (Probability analysis).
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Table 3.4: Predictive handover performance comparison (Probability analysis) (H: High, M: Medium, L: Low).

=)
n ) e}
Q 0 ) >
> )
El L F] 2 s
; ; 3 = > < Y +
Articles Simulation 5 . 2 = k E
Tools < a £ 4 4 a
o 9] () O - Q
=B}
Lassabe et LASH [27],
al. [124] context databases M M M L L L
Relative anchor
Kim et mobility model,
al. [112] mathematical H H M L L M
simulation
Matlab,
Manhattan
Becvar [19] mobility model, L L M L L L
urban microcell
path loss model
OPNET,
Wijngaert Har-Xia-Bertoni
et al. [218] path loss L M M H = H
model [81]
Al Masri et Matlab, Monte
al. [139] Carlo simulations H M L M L L
C code,
Za%‘?%t] micro-mobility L M H H M M
' model
Analytical
Akyildiz et mobility model,
al. [8] mathematical M H H M L M
simulation
Fazio et Ma.uthema%tlcal H L L L L L
al. [62] simulation
Pazzi et NS-2, random
al. [176] mobility model H L L L L L

36




performance if the vehicle’s AP history is misleading. Since roads restrict the direction
in which a vehicle can travel, indirect routes are often necessary, which may then cause
prediction errors.

In an attempt to resolve the issue of misleading vehicles’ connection history, Becvar [19]
reduces the size of the system being predicted. Instead of considering a vehicle’s entire
AP history, only the vehicle’s current AP and its probability relationships to neighboring
APs are used. This greatly simplifies prediction requirements by reducing the probability
calculations and the AP memory a vehicle would otherwise maintain. The probability
calculation for determining which AP the vehicle will connect to next becomes a simple
frequency calculation of

P. = Hﬂﬁ,y
YN
y:1 T,y

where H,, is the number of handovers from AP, to AP,, and N is the total number
of neighbors. However, one problem that arises with this approach is its inability to
distinguish between individual vehicles.

(3.1)

Kyriakakos et al. [123] also choose to consider only local AP variables as done in [19], but
include the previous AP to provide some distinction between vehicles. They also introduce
a learning automaton to improve long-term performance by adjusting probability variables.
The automaton updates the variables according to a trial-and-error method, which adds
weight to neighbor AP probabilities if the prediction is correct, and removes weight from
the predicted AP if it is wrong. This is done using equation 3.2 with weight w, where the
vehicle transitions from AP, to AP,.

P,,=P,twl—-"F,,) (3.2)

The prediction results are retrieved by vehicles informing the learning automaton by
communicating over the network. Two learning automatons are used: one for global AP
probabilities, and one that keeps track of individual vehicle path results. The goal of
adding the second automaton is to learn each vehicle’s path, since vehicles are more likely
to follow the same path as they have previously traveled. The learning automatons show
improvement to accuracy with the passage of time, but require additional overhead for
communication prediction results. In addition to overhead, the second learning automaton
requires a large database to maintain the probability information of every passing vehicle.

Wijngaert et al. [218] use a similar approach as [19], but extend the prediction to
determine the next three most-likely APs. They show that predicting the next three
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APs instead of only one greatly improves accuracy, partly because a vehicle will most
commonly have that many realistic options. The problem with this method, however, is
the large increase in overhead. To conduct an early handover with three APs requires a
default of two APs to waste resources. Once APs begin reaching saturation in high-density
traffic scenarios, this additional overhead will create large performance costs, reducing the
benefits of handover prediction.

A separate method for using probability analysis to improve the handover is proposed
by Al Masri et al. [139]. In their approach, they use a Markov model to probabilistically
model the session activity, and then use this information to determine the best moment
to conduct the handover. The authors model the session as having two potential states,
off and on, and at each time step they calculate the probability of the state changing.
To ensure the handover is conducted before the vehicle exits its current AP’s range, the
AP transition time, t,r, is also considered. This is done using equation (3.3), where R;
represents the inner radius of an AP’s transition area, Ry represents the AP’s ending range,
and v is the vehicle’s speed. The radii R; and R, are determined by using a throughput
threshold range.

Ry — R
N (%

bir (3.3)

If the handover is conducted when network activity is low, overall performance will
be less affected. However, a session activity is very unpredictable, making this approach
unreliable. In addition, there is also the risk of a vehicle changing speeds, which may result
in poor handover timing that will cause more performance degradation than the standard
handover.

The idea presented in [218] is expanded upon by Pack et al. [170], who propose a
handover database used for prediction. The database records the neighbor AP to which
the vehicle connects, as well as the dwell time the vehicle spends within that AP. First, the
most likely APs are derived based on the handover frequency, as done in [218]. Next, the
recorded dwell times, R, are used in addition to probability to determine how many APs
the vehicle should predict. The final transition probability between AP, and AP,, T'(z,y),
is determined by

T(2,y) = n x B(R(x,1)) x Ps, Ewmw»:%xgym—% (3.4)

where E(R(x,y)) is the expected dwell time, P, , is the original handover probability,
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Table 3.5: Predictive handover approaches (Movement projection).

Variables Math Tools
Articl A D k
rticles Used Used dvantages rawbacks
- Removes the
vehicle’s .
Hernandez . similar Low accuracy
location and Kalman filter s .
et al. [84] : probabilities when vehicles turn
velocity .
issue
: ’
Vehlc.le > Two- Reduces packet . .
location, . . Difficult to predict
Su et . dimensional loss and latency
velocity, and . . sudden movement
al. [204] . kinematic from packet
dwell time, AP . . changes
" equation forwarding
transition range
Road
Gu- information, Distance Reduces packet | Large performance
nasekaran vehicle’s threshold loss and packet costs if error
et al. [76] location and comparison overhead occurs
velocity
Signal-to- .
Fang et . Reduces external | Unreliable due to
Signal strength movement .
al. [63] . requirements short AP ranges
matching
liabl
Bhaskar et . Signal strength R(?duced ‘Unre 1‘ab ¢ due t ©
Signal strengths L requirements, inconsistent, noisy
al. [22] projection : o
improves timing measurements
. ignal st th . I
Sadiq et Slgr'la SUCNELL | pyistance square Improves rereases
al. [190] vehicle location caleulation reliability processing and
' and velocity overhead costs
Increases Reduced
Almulla et Location Angle threshold L consistency due to
. projection . .
al. [9,10] measuremnents calculation misleading
accuracy .
behavior
Large overhead for
. : duces Iti-casti
Park et Vehicle location Reduces T (':as e
Kalman filter handover packet | packets, increased
al. [173] and movement

loss and latency

costs if prediction
error

39




and n is a scaling factor for adjusting the timer values. If a dwell time is small for the
predicted AP, the algorithm then extends the number of APs for early registration to ensure
a smoother connection. By using a more dynamic approach to determining the number of
APs to which the vehicle can commit, additional accuracy is attained without producing
too much overhead. In addition, with V2V communication and increased speeds, vehicles
are much more likely to have sudden subsequent handovers.

The method proposed by Akyildiz et al. [8] uses both the handover history method
from [19] and the AP history method from [124] in parallel. After calculating the next most
likely AP using both methods, the two results are then weighed against each other based on
their determined reliability. These reliabilities are calculated based on how confident each
method is with the information used in its prediction. Thus, the proposed approach uses
the best of the two methods (i.e., history method), depending on the given situation. Since
these methods have strengths in different scenarios, an overall improvement in prediction
is observed. However, this parallel approach is still limited by the maximum individual
performances of the other methods, improving performance by only a small amount.

A halfway point between using trajectories and regions is proposed by Kim et al. [112],
who predict the next AP by considering a vehicle’s AP history and its general direction.
At each handover, the vehicle’s location and AP are recorded. When more than one
measurement set is recorded, the angle 6 at time ¢ is calculated using equation (3.5),
where x and y are the position measurements.

0t = tan‘%i%i—?i) (3.5)

The angle information is then compared to previous vehicles that have connected to
the same set of APs. The vehicle is then assumed to connect to the same APs as the
vehicle that has the closest-matching angles, achieved by using a similarity equation and
threshold. One example of similarity calculation that is provided by the authors is the X2-
distance-based technique, shown in equation (3.6). This equation calculates the relative
value difference between matrices a and b through comparison of all n matrix values.

X*(a,b) = (a; = b)” (3.6)

- a; + bl
=1
By using regional history and general direction, some improvement can be seen in

prediction performance. However, this approach suffers from a similar issue as [124], where
road restrictions can often cause a vehicle to move in indirect paths. A road that causes
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the vehicle to move in an indirect path will disrupt the AP to angle pattern matching,
resulting in prediction errors.

Fazio et al [62] propose analyzing a series of location measurements while the vehicle is
within a single AP, instead of using AP history and direction analysis. They use distributed
Markov chains to determine the next most probable AP based on the path the vehicle is
traveling. Calculating the AP probabilities is then done using the maximum likelihood
estimator using the incoming location measurements. A similar approach is proposed by
Pazzi et al. [176], who use a hidden Markov model instead of distributed Markov chains.
They then predict the AP with the highest probability, the prediction algorithm being
triggered when signal strength begins to dwindle.

The methods in [62] and [176] require much less calculation than [112], since they only
uses local location information and require processing only one matrix instead of a set.
Additionally, there is the benefit of local location information being less misleading than
long-term history analysis, because temporal data is more likely to represent a vehicle’s
next movement. Despite these benefits, it must still be resolved how the vehicle can
differentiate between two APs of similar probabilities. For example, a T intersection can
result in two vehicles sharing the same path, but with different resulting directions.

Movement Projection

Movement projection approaches use temporal data related to a vehicle’s current movement
to predict its future location, as opposed to deriving the most probable future movement
through considering recorded statistical information. The benefit of this approach is that
it does not suffer from the same issues as a statistical approach. Misleading history is not
a problem because only temporal data is considered, and two options with similar proba-
bilities can be distinguished using temporal data that differentiates between these options.
We provide a summary of these approaches in Table 3.5 and an analytical performance
comparison in Table 3.6.

An example of movement projection is proposed by Hernandez et al. [84], who use
a Kalman filter to model the vehicle’s location and velocity, and to determine its future
AP. The Kalman filter estimates the vehicle’s movement from noisy GPS measurements
through a two-step process of estimation and update. This involves using an initially
estimated movement x and the GPS measurement z at time increment k, which are defined
by equations (3.7) and (3.8), respectively.

T = Al’k,1 + Buk + Wg_1 (37)
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Table 3.6: Predictive handover performance comparison (Movement projection)(H: High, M: Medium, L: Low).
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Zp = Hl’k,1 —+ v (38)

These values are weighed against each other by using the Kalman gain calculated with
equation (3.9), where Py is the estimated error, H is a scaling matrix, and R is the estimated
covariance. This Kalman gain represents the estimated error of the initial estimation and
the GPS measurement from the vehicle’s actual movement. The final value movement is
finally calculated using equation (3.10).

Ky =P H' (HP;H" + R)™ (3.9)

The method also introduces the concept of ghost agents, which are entities that are
added to APs to be used after a prediction is made. These agents reserve resources and
initiate an early registration procedure before the handover begins to reduce handover
latency times.

Su et al. [204] extends the prediction introduced by [84], including a vehicle’s location
and speed to project a vehicle’s remaining dwell time for its current connection. Predicting
the dwell time D is done with equation (3.11), where a = vcosf, b = vsinf, r is the
transmission range of the AP, and = and y represent the two-dimensional distance between
the AP and the vehicle.

—(az + by) + /(a2 + b*)r?2 — (ay — bx)?

D =
a? + b2

(3.11)

Projection of the remaining dwell time is used to determine the handover’s timing, thus
allowing packet-forwarding to the new AP to begin without requiring a trigger from the
vehicle. This reduces packet-loss that would otherwise occur from misdirected packets, and
additionally reduces the latency caused by a vehicle waiting for its forwarded packets.

These projection approaches have high prediction accuracy with consistent vehicle
movement, but begin to suffer great performance consequences in situations where changes
in movement are common. Both [84] and [204] are unable to predict if a vehicle is about to
turn or rapidly change in speed. Therefore, if one of these events occurs, a prediction error
will occur almost every time. For [204], where handover timing is also predicted, an addi-
tional spike in packet-drop rate will also occur. Gunasekaran et al. [76] attempt to address
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these issues, proposing to cross-reference the vehicle’s route according to a road database.
This reduces the number of possibilities for being misled; however, a vehicle that behaves
differently from the expected route will suffer very large degradation in performance.

Fang et al. [63] propose removing the dependence on GPS measurements by deriving the
vehicle’s movement and the next AP through the use of temporal network measurements
instead. The vehicle interprets changes in signal strength in its current AP and surrounding
APs to estimate its movement. Instead of projecting the specific movement, it predicts
with which AP it will most likely connect next, based on projected signal strengths. This
is not to be confused with the fast handover, which also uses signal measurements to
recognize an upcoming handover. The predictive method takes current signal strength
changes and estimates which AP it will connect to next, whereas the fast handover waits
for the AP change to begin. The problem with this approach, however, is that the signal
interference of the environment can easily cause noise problems that are far worse than
GPS measurements. This noise can then cause prediction errors when the method tries
to project the signal changes. In addition, AP coverage ranges are relatively small, often
leaving the vehicle without sufficient data to determine its next AP.

The method proposed by Bhaskar et al. [22] also utilizes network measurements to
project the next AP. However, this is not an attempt to derive the physical movement
with the signal; instead, the authors analyze the changing received signal strengths (RSS)
to determine the next AP. This is calculated by sampling the AP at a rate of f,, deriving
the RSS at time ¢ with equation (3.12).

RSS, = fi (3.12)

Thus, it is no longer necessary to have multiple nearby APs, and reduces the calculation
costs for prediction, but maintains enough information for predicting the handover timing.
The result of this approach is an amplification of the noise issues also faced by [63]. Since
it analyzes fewer signals than [63], disruptions in the signal will cause more regular and
more disruptive prediction errors. In addition, depending on fewer signals is less reliable
due to the natural inconsistency of a signal reading.

Sadiq et al. [190] introduce an approach for using both signal strength and movement
projection to predict the next best AP and the dwell time. The movement projection for
calculating the dwell time is done very similarly to equation 3.11. However, this dwell time
estimate is also used to determine the best next AP by additionally considering the distance
to neighboring APs. This distance estimation, d, is then weighed against each AP’s faded
signal-to-noise ratio fgyr and current channel capacity ¢ to produce a probability value p,
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Table 3.7: Predictive handover approaches (Pattern Matching and Hybrid).
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for each neighboring AP. This is calculated with equation 3.13, where alpha is a condition
weight based on the maximum values of each variable, calculated by equation 3.14.

py=aXdX fsnr X CXpy (3.13)

1
= 14
“ Xd X fsNr X € X py (3:14)

These projection approaches do not consider potential sudden changes in the vehicle’s
behavior. Almulla et al. [9,10] aimed to resolve this issue by adding a turn detection
scheme that examines a vehicle’s movement angles to determine if a turn is about to occur.
The scheme derives these angles through the use of four consecutive GPS measurements.
Equations (3.15) and (3.16) are used to calculate the angles values, where m;y, mq, mg are
the first three GPS measurements and n is the vehicles current location.

cosa = (= mg) x (ms = my) (3.15)
|n — mg| X |mg — my|

(n —mg) x (m3 —ms)

cos B = (3.16)

|n —mg| X |ms — mo|

These angles are compared to a set threshold, and if either drops below the threshold
value, a turn is assumed. This method improves recognition of a turning vehicle and thus
improves the AP prediction. However, accuracy still suffers in situations where abrupt
movement changes occur.

The method proposed by Park et al. [173] uses a similar GPS-based prediction approach
as [84], but has a different protocol for handling the prediction. Once the next AP has been
predicted, the vehicle uses binding update packets, similar to the fast handover, to notify
the next AP and prepare the handover in advance. The binding update is sent to the HA,
which then establishes a connection with the next AP and multi-casts the packets to both
the old and new APs. After the vehicle connects with the next AP, a notification is sent
to the HA to stop sending packets to the old AP. Packets dropped during the handover
are greatly reduced using this method, and handover latency is reduced. However, this
approach requires large overhead for the multi-casting, which can potentially occur for
extended periods of time if the prediction occurs prematurely.
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Pattern Matching and Hybrid

Pattern matching and hybrid approaches are discussed together, since pattern match-
ing uses either probability analysis or movement projection for patterns. Summary of the
discussed approaches can be found in Table 3.7, with an analytical comparison of their per-
formances displayed in Table 3.8. Pattern matching records individual vehicle movements
and matches the current vehicle’s movement to the closest related recorded movement.
The approach assumes the current vehicle will continue to follow the recorded related pat-
tern. Pattern matching can often provide more insight into a vehicle’s future movement,
but has higher calculation costs than probability modeling approaches. One example of
pattern matching can be found in Hu et al. [91], where partial trajectories are matched
to determine a vehicle’s future location. At each interval, a trajectory is calculated based
on the vehicle’s current movement, denoted as x. After a series of trajectories are col-
lected into array X, they are compared to a database of previous vehicle trajectories, T’
equation (3.17) is used to determine the closest matching trajectory, where D, represents
the closest matching trajectory in sequence 7T}, to array X, and N is the total number of
trajectories in the database.

P(T,|X) = =2 3.17
(12| X) ShNES (3.17)

A problem with this approach, however, is the high cost of comparing a vehicle’s tra-
jectories to an entire database when there are time restrictions for providing an output. In
addition, the large variety of potential movements of a given vehicle can make it difficult
to match trajectories to a specific pattern.

Yavas et al. [232] propose a similar movement matching method to [91], but use vehicle
regional movements instead of trajectories. Their method divides the roads into small,
discrete segments, then compares a vehicle’s recent segment history to previous vehicle
segment histories. The approach then assumes the vehicle will next move to the road seg-
ments of the closest matching segment path. By dividing the road into discrete segments
instead of directly considering a vehicle’s continuous movement, the number of possible
observations is greatly reduced. This reduces the calculation cost for comparing path his-
tory as there are fewer potential combinations and simpler math is required for comparing
discrete values. However, one setback is that the method does not consider vehicle speed
or acceleration, which can often be revealing in regard to a vehicle’s intentions.

Jeney et al. [98] compare a vehicle’s GPS measurements to a database of previous
vehicle locations to predict the next AP. A series of GPS measurements recorded by the
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Table 3.8: Pattern matching and hybrid performance comparison (H: High, M: Medium, L: Low).
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vehicle are sent over the network to be compared to a database. The database is then
used to determine the closest matching vehicle, and return the next most likely AP. In
addition to the GPS prediction, the vehicles also record network information stored within
the database. This includes dwell times, signal-to-noise ratios, and handover timing. By
also having access to the network information, the handover timing can be predicted, and
packets can be forwarded appropriately to further reduce handover costs.

Instead of using GPS measurements, Bohlooli et al. [26] take advantage of the road
movement restrictions in their pattern matching. A vehicle can only move in a straight
line, except at road junctions, where there are turn possibilities. Thus, the method uses
vehicle turning directions and road segment lengths to make predictions. A vehicle’s turn-
ing sequence is recorded and compared to previously recorded turn sequences. The closest
matching sequence is then used to predict the vehicle’s future turn decisions. With the
additional information on road lengths, the vehicle’s path between road junctions is pre-
dicted with minimal calculation. The benefit of this approach is that it provides details on
a vehicle’s entire path, while only having to make pattern comparisons at each intersection.
However, an incorrect turn prediction will lead to large errors in path prediction. Addition-
ally, the lack of consideration given to vehicle speed and acceleration negatively impacts
this approach. This makes two path options of similar probability difficult to distinguish.

Statistical analysis and movement projection prediction approaches have been shown
to perform accurately under certain circumstances, and also have problematic scenarios.
The strengths and weaknesses of each approach compliments the other, giving rise to
hybrid approaches. One example is that of Paik [171], who conducts movement projection
and probability individually, then weighs them against each other based on a confidence
variable. The author also introduces a threshold value to ensure that a prediction is not
made based on faulty network data. The threshold represents the distance the vehicle
should travel before making a prediction; otherwise, signal interference could cause the
vehicle to prematurely output a prediction. By having the vehicle wait a certain distance
away, enough information is acquired to produce a more reliable prediction. However, a
potential problem with a distance threshold is that a vehicle may change direction in an
unexpected way, resulting in a much shorter distance till the handover; the threshold would
prevent any prediction from being made.

Liu et al. [135] use movement projection for short-term prediction and a pattern-
matching cell prediction for long-term prediction. First, the movement projection is used
to determine the next most likely AP, achieved by considering the vehicle’s current move-
ment while within the area of an AP. After the vehicle has moved through multiple APs,
its overall AP pattern is compared to the previous vehicle’s AP history. This is used to
determine a more generalized projection of the vehicle’s movement. These two operations
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are conducted separately, as done in [171], except that the pattern matching approach
will sometimes use the movement projection’s predicted AP to help differentiate between
similar pattern predictions. By including some overlap between the two methods, the
prediction is more informed and accuracy is improved.

Neighbor Discovery

Beyond addressing prediction accuracy, other aspects of the predictive handover have also
been investigated in the literature. One such aspect is the discovery of neighbor AP
information, which is required for the vehicle to begin an early handover registration before
actually reaching the AP. A popular approach for discovering neighbors was developed by
Mishra et al. [150], who introduce neighbor graphs that are populated through the use of
context message communication between vehicles and APs. Whenever a vehicle conducts a
handover between two APs, it sends two context messages. The first is sent to the new AP
with information on the previous AP, and the second is sent to the previous AP providing
information on the new AP. The APs are then able to discover neighboring APs to which a
vehicle may connect next. A large benefit of this approach is that it relies only on network
information. This allows the neighbor graphs to be built without outside influence, and
still allows APs to discover neighbors that are potentially far away.

One example of a prediction approach that uses the neighbor discovery method is
proposed by Hadjiefthymiades et al. [78], who also introduce a datagram relocation co-
ordinator to conduct the prediction and manage resources. The coordinator utilizes the
vehicle’s past movements and the neighbor graphs to predict the most likely APs for the
handover. The coordinator then initiates packet buffering at these APs, minimizing packet
loss. By having neighbor information and predicting multiple neighbor APs, the approach
provided a reliable improvement to packet loss. However, the approach requires high over-
head to buffer packets for multiple neighbors, and begins to experience large degradation
in performance as vehicle density increases.

Summary

Literature on predictive handovers has mostly focused on proposing methods to improve the
prediction accuracy. Using probability analysis, movement projection, or pattern match-
ing, the various methods attempt to determine which AP the vehicle will connect to next.
However, issues remain within each approach. First, probability analyses experience diffi-
culty when two AP options have similar probabilities due to their inability to differentiate
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Table 3.9: Mobility Management based on chosen Network.
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between vehicles. Next, movement projection fails when there are sudden turns, as it is
unable to consider the probability of a vehicle changing direction. Finally, pattern match-
ing requires very high complexity and calculation requirements to maintain and compare
many different patterns, while still experiencing, to a lesser extent, the issues of the other

approaches.

3.3 Mobility Management Based on Network’s Archi-

tectural Design

In this section, we focus on mobility management solutions based on deployed the network’s
architecture, including HetNets- , SDN-, Fog-, and Hybrid-based networks. We compare
each design methodology, benefits, and problems when dealing with vehicular networks

mobility.
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3.3.1 HetNet-based Networks

Mobility management (MM) has been initially defined in the LTE standard to solely in-
volve macrocells, which has been widely studied in the literature [70] and reported reliable
and seamless mobility. One of the reasons is the macrocells massive size, which means
minimal handover failure (HOF) and ping-pong (PP) events are expected to occur. How-
ever, with the increasing number of smallcells and different radio access technologies that
are combined in HetNets, new mobility management for HetNets is needed.

The handover process between cells, Radio Access Technologies (RATS), or carriers is
performed differently. It requires proper management to enable vehicles to cross from one
cell to another while preserving the same quality of service. The handover management
offers a seamless transition between similar types of cells, different cell types, and distinct
access technologies. Two main types of handover may occur in HetNets, Horizontal han-
dover and Vertical handover. The horizontal handover (HHO) deals with the transfer of
ongoing sessions within the same technology or the same network, while vertical handover
(VHO) happens between cells of different technologies. In HHO HetNets, several scenarios
may occur, which include Hand-in, when the mobile device moves from macrocell coverage
to smallcell coverage; Hand-out, when the mobile device returns from smallcell coverage
to macrocell coverage; and Inter-(H)eNB, when a mobile device transition between small-
cells. As for VHO, three possibilities of handoff can be present, inter-RAT, inter-LTE,
and inter-Technology. The latter is concerned with the handover process between 3GPP
and non-3GPP access technologies. The handoff process between different radio access
technologies within the cellular networks is referred to as inter-RAT. While, the inter-
LTE handoff is done between different versions of LTE (3G,4G,..). The 3GPP has since
presented the Access Network Discovery and Selection Function (ANDSF) [70] as a new
element to the Evolved Packet Core (EPC). This function supports the UEs to locate and
connect to different RATs (e.g., WiFi, WiMAX).

The 3GPP specifies two standard interfaces between the wireless access point and the
network core, namely X2 and S1. The X2 interface is designed for the handover between
two eNBs served within the same MME pool, and considered faster than S1 and defined
only for Intra LTE handover. While S1 is used for Intra LTE and occasionally inter-RAT,
only if the two eNBs are not connected to the same MME, X2 interface is not defined
between two eNBs, or X2 procedure has failed due to errors. In the case of inter-HeNB,
either S1 or X2 interface is used, except when control access is required in the Mobility
Management Entity, thus requiring the transition of handover requests through the EPC.
The hand-out process can be directly done through the X2 interface unless it does not
exist. Therefore, control packets need to be delivered through infrastructure links to the
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Figure 3.3: Handover process in HetNets.

CN. However, because cells have different backhaul routes, it is the most challenging case.

In general, the handover process in HetNets is known to be a network-based terminal-
assisted process, which means that the serving cell is the one responsible for the handover
decision, while the user equipment (UE) (i.e., vehicle) gathers the measurement infor-
mation. The handover process is divided into several phases: measurement /initiation
(Trigger), decision making (Network selection), and execution, as seen in Figure 3.3. The
handover initiation may be done on the UE or by the network. In either way, multiple
measurements of near approximate access networks are gathered by the UE, such as Bet
Error Rate, the distance between UE and cells, and received signal strength. Then, when
the UE detects a trigger event, a measurement report is sent to the source cell to derive
a handover decision. In the decision making (selection) step, a choice is made to which
cell should the vehicle connects to next depending on the measurement report, resource
availability, and network load. Finally, the execution phase is when a new link is set up
with the target cell to authenticate, synchronize, and reconfigure network resources and
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settings. However, each step of the handover process may lead to an unpleasant experience
for users. In the following, we address each stage of the handover procedure independently
in HetNet-based vehicular networks and report on the methods currently suggested in the

related works.

Table 3.10: Handover trigger schemes in HetNet-based vehicular networks.
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work ments Model
, : , ping-pong
Xenakis dynaml? reduce UE’s Two-tier offect, not
et SINR hysteresis power .
. . femtocells | applicable for
al. [225] margin transmission .
high speed
offfoad highway
Low /high macrocells environment
Wu et RSSI, & traffic, Femto-
. speed only,
al. [219] Velocity . reduces macrocells
triggers overhead of
redundant scannin
HO 8
Liet Time-series | Reduce HO Two-tier hm} ted to
RSRP o single
al. [128] prediction latency femtocells
measurement
Becvar Two- Reduce Insufficient
et RSSI thresholds redundant Macrocells use of
al. [20] prediction HO recourse
Omben Pre-HO Reduce HO arri? ‘ferlr(l)ecril‘:
ot SINR, RSST delay and | Tnter-RAT . Y
al. [165) threshold signalling is not
’ considered
. RSRP,
Kita- failure Adjustable réduce H.O Limited to
gawa et . failure, ping macrocells
cause, HO margin macocells
al. [115] . pong
failure rate

54




Handover Initiation (Trigger) Phase:

Typically, the handover trigger is initiated due to several factors, either to offload high
data traffic from macrocell, to enhance the received signal strength at the terminal device,
or about to leave the current serving cell. In HetNets, the handover trigger is made at the
serving cell with the assistant of the UE measurements report. Each vehicle integrated
with a User Equipment (UE) will periodically monitor the downlink signal strength of
nearby cells and processes the information by eliminating the signals’ fading impacts and
estimating defects in the handover measurements. If a criterion of the handover event is
encountered within Time to Trigger (TTT), then a measurement report will be transferred
by the user equipment to the current serving cell.

The standard rules of the handover function are categorized from Al to A6 and B1 to
B2 events, as specified in [2]. Event A3 is the most commonly used event to trigger the
handover process, which is when the RSS value of the new cell exceeds the current cell. The
Time to Trigger guarantees that a ping-pong event can be eliminated by specifying a time
window in which a triggering event occurs to transfer the measurement record to the current
cell. However, the static selection of the handover hysteresis and TTT values is no longer
effective in HetNets [127]. A large TTT value with a high-speeding vehicle may experience
an increased degradation in the reference signal received power (RSRP), referred to as the
HO failure problem. Whereas a low TTT value will cause very frequent handover to or
from cells, referred to as ping-pong problem, leading to high-performance degradation.

Besides, the reference signal received power (RSRP) estimations are conventionally used
for handover measurements. However, in heterogeneous networks, different coverage area
sizes may lead to mobility performance degradation, if we continue using the same set of
parameters. Several studies worked on adding more measurements such as user preferences,
velocity, cost, power consumption, security, handoff latency, RSS, available bandwidth,
network connection duration. In the following, we discuss the solutions presented in related
works that address the drawbacks of the conventional handover trigger phase.

RSS-based HO trigger schemes: The Received Signal Strength is the computed
signal power amount that is received by the end entity. Many schemes continued to use
the received signal strength (RSS) as an indication to initiate or trigger the handover
process. Each vehicle moving within the communication range of a cell will periodically
measure the RSS value from each neighboring cell. However, a fixed threshold value is not
anymore applicable in heterogeneous networks. Some research studies proposed the use of
a dynamic RSS threshold value depending on mobile node velocity [152]. A vertical handoff
protocol based on MIH/PMIPv6 for optimization is proposed in [165], in which they added
a pre-handover process of resources checking, authentication, resources reservation, and IP
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assignment. The authors defined two thresholds to help predict the degradation of link
quality. However, additional context messaging overhead is introduced in their work.

SINR-based HO trigger schemes: The signal-to-interference and noise ratio
(SINR) defines the quality of wireless cells by computing the average received power from
a signal reference signal, which can represent noise and interference from the network. A
two-tier LTE network handover decision is proposed in [225] to reduce the transmission
energy of mobile terminals. The proposed scheme is dependent on adjusting the handover
Hysteresis Margin to a defined signal-to-interference and noise ratio threshold and using
the quality measurements of the target cell. However, having a predefined threshold value
is not an optimal solution with the presence of several radio access technologies.

Mobility-based HO trigger schemes: In heterogeneous vehicular networks, a
single indicator such as RSS or SINR is inefficient, since different criteria need to be
looked at before a decision is reached, in which some of them might be conflicting. The
authors in [219] proposed a speed-based handover scan trigger scheme in Femto-Macro-
cell Networks. When the speed of the mobile terminal is higher than a pre-defined value,
then the mobile terminal will only scan macrocells, thereby avoiding unnecessary handover
to femtocells. However, pre-defined values usually tend to be unrealistic, which needs
to be redefined for different scenarios and environments. It is noteworthy that mobility-
based solutions (i.e., vehicle’s location/speed) have been intensively used for the handover
decision (selection) phase, and very few studies used mobility for the handover trigger
phase.

Prediction-based HO trigger schemes: Predicting the handover process ahead
of time could save a lot in handover latency by initiating the handover early enough to
complete the necessary resource allocation in the target cells. [128] proposed a predictive
solution based on time series analysis theory using the reference signal received power
(RSRP). The handover trigger works in two-priority event evaluation method, in which
the classical handover trigger first initiated, if no target cell meets a specific condition,
then the predictive trigger method is commenced. Results showed that the handover
latency is reduced with high prediction accuracy. In another work [20], a two threshold-
based handover mechanism is proposed using the RSSI parameter with hysteresis. Their
scheme uses a sequence of RSSI samples to determine the number of estimated handovers
between the current and the target cells. Therefore, assessing the handover probability of
the available cells. Additionally, the authors studied the impact of RSSI fluctuations on the
handover prediction. Another work by [200], used a grey theory to implement a handover
trigger scheme for 5G HetNet in railways. A handover trigger prediction is performed by
using the received signal quality (signal-to-interference) from the measurement report, into
the grey model, to predict the next measurements; thereby triggering the handover ahead
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of time to enhance the overall performance.

Handover Decision (Network Selection) Phase:

According to the measurement report, the serving cell or eNB chooses the best-reported
target cell for the upcoming handover (usually A3 event). Then the preparation for the
handover begins, where the handover procedure is completed by the current serving cell
and, together with the target cell, performs the handover execution. The impact of the
network choice is more notable in the presence of larger heterogeneous dense networks and
varying cells’ coverage. Many handover decision algorithms for HetNets were proposed in
the literature, in which most of them choose the target cell based on the type of traffic,
signal strength, or UE speed.

However, the handover decision should not be any more limited to the RSS measurement
but also the cells’ interference levels, the required quality of service, available bandwidth,
cell load, current user preferences, and cost. Each set of measurements is categorized
as network metrics, user preferences, or application requirements. The network metrics
include cell coverage, cost, available capacity, load, communication latency, and more.
In terms of user preferences, it consists of the available budget, desired quality, energy
conservation needs, and so on. The application requirements combine the quality threshold,
delay, throughput needs, jitter, and packet loss.

MADM-based network selection schemes: Multiple Attribute Decision Making
(MADM) provides a decision-making tool to consider multiple criteria for decision making.
The literature presented several MADM techniques, each with a distinct way to process the
measurement’s set. The Simple Additive Weighting (SAW) [236] is one of the most com-
mon MADM techniques that compute the weighted sum of each network cell’s values that
can be reached by the vehicle. Whereas the Technique for Order of Preference by Similarity
to Ideal Solution (TOPSIS) chooses the access point closet to the optimal selection that is
relatively stable and far from adverse. The Multiplicative Exponential Weighting (MEW)
utilizes multiplication to connect each cell’s parameter score. In addition, ELECTRE is
focused on a pair-wise contrast between the applicant networks ’ parameters. A perfor-
mance evaluation comparison of MADM methods is presented in [208], for cell selection in
wireless networks.

A network selection scheme is proposed by [159] for V2I communication over multi-tier
HetNets, in which vehicles are designed with two interface cards for both LTE-A and Wi-
Fi. Their network measurements include signal strength, trajectory, distance, average link
duration time, and load, where the vehicle is responsible for initiating the network selec-
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Table 3.11: Handover decision solutions in HetNet-based vehicular networks.

Related

Measurements Model Goal Network
work
Stevens- link reward function Markov Reduce number
Navarro et QoS, signal cost decision of VHO, Inter-RAT
al. [203] function process Maximize QoS
Reduce
Huang et . . Macro-,
al. [74] SINR, TTT Markov Chain Ping-pong Femtocells
events
(connection,
. Reward
location, and mmWave
Zang et velocity) (power Markov Reduce small-
al. [237] bandwidth, and ]lzif)ls;(s)s Frequent HO Macrocells
location of BSs)
Moon et state- reduce HO small-
SINR, state dependent, ) ;
al. [155] . failure Macrocells
probability
- non-
Guidolin et context-aware cell HOMOEENEOms reduce frequent femto-,
al. [75] traffic load, & . HO macrocells
Markov chain
Lee et UE speed, cell UE speed re'duce HO h'nk pico-,
: . failure and ping
al. [127] configuration grouping macrocells
pong event
Jeong et movement patterm Next location Reduce femto-,
al. [99] P prediction unnecessary HO macrocells
Wang et ];{E?PS{, (r?(fjeﬁzgt decision-tree | Reduce frequent inter-RAT
al. [217] ’ and feedback HO
trend
Demarchou | distance, trajectory, MaSrliiiov icilaln Reduce HO ultra-dense
et al. [55] X-threshold PPIIS failures cells
technique
Wu et RSRP (trigger), dynamic fuzzy | Reduce number macro-
al. [220] CDR and HOR Q-Learning of HO ,smallcells

o8




tion before approaching the target cell coverage. Their model was driven by the Access
Network Discovery and Selection function (ANDSF), as discussed in Rel-8. However, they
eliminate opposite direction cells from the selection method, which could be problematic
in some scenarios where the vehicle movement is unpredictable. They tested their scheme
on macrocells and smallcells network with LTE-A and IEEE802.11n communication tech-
nologies, showing high throughput and packet delivery ratio in comparison to conventional
RSS-based network selection method.

A network selection scheme for HetNets was presented in [236], based on the user-
selected features and network attributes, by combining multiple MADM approaches. The
mixed-methods calculates the utility function value of each adjacent network and uses
a threshold value to avoid the ping-pong event. Their simulation scenario is based on
the selection between WLAN, LTE-A, GSM, and UMTS. The UE collects six network
parameters, including capacity, bit error rate, latency, delay, packet drop rate, jitter, and
service cost. A network selection process is performed given the surrounding set of available
base stations, network parameters, and traffic classes. The FAHP method is used to
compute the network parameters’ weight and use preference values. The TOPSIS method
is used to calculate user preference’s utility values, while the Entropy method finds the
network parameters’ weights. Then an integration between Entropy and FAHP results is
used to find the ultimate network’s parameter values combined with the user’s preference
values to derive a utility rate for each base station. Their findings indicate a decrease in the
number of handovers with relatively high gain values compared to different hybrid-based
network selection methods. However, their work is constrained by a static threshold value
that needed to be adjusted according to that specific scenario.

Intelligent-based network selection schemes: The selection process of the next
network cell was proposed in [158] based on fuzzy logic for V2I communication over het-
erogeneous wireless networks. In which, vehicles will self-evaluate nearby access points
candidates to select the best network based on fuzzy logic inference system. The selected
network environment includes WLAN roadside units and LTE macrocell, in aim to decrease
the delay in handover by preselecting the target network ahead of time. Vehicles calculate
candidates’ dwelling time using the cell’s location and the vehicle’s direction and choose
the maximum one. However, their work doesn’t take into account any QoS parameters and
users’ preferences, which are both essential in nowadays vehicular application. To tackle
this problem, a handover decision approach has been introduced in [71] based on the fuzzy
Analytic Hierarchy Process (AHP). The work in [71], presented a fuzzy matrix containing
several network parameters (bandwidth, delay, jitter, BER, and cost) depending on the
used application (voice, video, or best-effort application) to derive crisp weights. Another
work in [220] proposed a dynamic fuzzy QLearning method for smallcell network mobil-
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ity management, in which fuzzy rules are constantly generated through system learning.
They simulated a UE movement with 10 km/h average speed and compared to CDR (mea-
sures user experience) and HOR (measures signaling load) with different time-to-trigger
thresholds.

A vertical handoff protocol proposed in [217], based on the decision trees model for
network selection using WiMAX, WAVE, and cellular networks. They first define the
transition probability distribution through multiple parameters, which include transmis-
sion rate, signal strength, bit error rate, location trend, and blocking probability. The
movement trend is described as the relationship between vehicle movement trend and ac-
cess points [217]. They introduced four types of user preferences, continuous network,
network bandwidth, network cost, and service orientation priorities. The handoff decision
will then be measured according to the chosen user preferences. A feedback mechanism
is added to the handoff decision in [217] based on the vehicle service and motion states.
However, their decision tree model calculation time was reported to be over 180ms, which
is relatively high for time-sensitive applications and high-speed vehicles.

Several studies investigated the handover design in mmWave-based heterogeneous net-
works [68,145,237]. A handover decision scheme method was introduced in [237] using a
Markov Decision Process (MDP) to enhance users’ quality of experience in mmWave-based
heterogeneous networks using user movement data. To estimate the quality of experience,
the weighted sum of link throughput and the handover costs are used. Additionally, they
added a candidate elimination method to reduce the model complexity according to spe-
cific options. Their algorithm avoids excessive handovers compared to other benchmark
schemes (SINR-based handoff, Simple additive weight, and reinforcement learning [SARSA,
Q-learning]). Mezzavilla et al. [145] introduced Value Iteration Algorithm (VIA) and a
Markov decision process (MDP) framework for optimal handoff decisions in mmWave Cel-
lular networks. Another work in [43] proposed a vertical handover decision algorithm based
on a Markov model using several networks and mobility parameters. A reward and cost
functions are used to derive a total QoS reward value. Results were compared to SAW
and RSS based network selection methods. A dual connectivity protocol with an uplink
control signaling system was proposed in [68] to improve handover in 5G mmWave Mobile
Networks. However, having an intelligent-based handover scheme could introduce higher
complexity rates and decision processing delays, in addition to elevated signaling overhead.

Decision Functions-based network selection schemes: The use of cost functions
has been seen as another approach for network selection to support performance efficiency
for different types of quality specifications in energy, cost, and service use. An energy-utility
function based network selection scheme, proposed in [161], for heterogeneous networks.
The network selection is user-centric, where the terminal user chooses the access network
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based on several measurements, including cost, link quality, battery consumption, network
load, and velocity. Their goal is to provide an efficient energy-based handoff management
scheme to reduce power consumption. The used cost function is based on the billing of voice
call duration and downlink data volume. Their utility function relies on power usage gain,
cost, network burden, and link stability to produce the best network selection decision.

Cost-based decision-making techniques for mobility handover combine several variables,
such as energy consumption, cost, and bandwidth. Different measurements are assigned
different weights according to the network’s environment and user preferences. A utility
function optimization method was proposed in [222] for network selection in heterogeneous
networks. Taking into account the mobile terminal QoS requirements and preferences,
distinct services, user channel state information, and network traffic load. However, a
decision function is usually a reactive approach that may yield an increased handover
latency and is unsuitable for real-time applications.

D2D-based network selection schemes: Communication technologies such as
WiFi Direct, Bluetooth, and Near Field (NF) can be used to assist in the handover pro-
cess, named Device-to-Device (D2D) communications. [167] proposed a handover scheme
that incorporates D2D communication to reduce energy consumption and increase packet
delivery ratio, using a stochastic geometry tool. The UEs have the opportunity to connect
through the D2D channel when the cell’s signal quality value degrades, which generally
happens due to the UE moving toward the edge of a cell’s communication range. Simula-
tion was conducted using macrocells and compared to conventional LTE handover methods
based on several conditions, A2 to A4 events (as presented in 3GPP LTE release 8).

Chen et al. proposed, in [42], a D2D joint and a half handover scheme using the de-
vices’ signal quality. The handover decision method takes into account several parameters,
including RSRP, time to trigger, and a threshold value. A Time-to-Trigger and a threshold
value are explicitly assigned to D2D handoff decisions. In another work [233], Yilmaz et al.
introduced a cluster-based solution for D2D handoff trigger, by postponing the handover
decision between two cells and the UEs until the RSRP value is below a predefined D2D
control condition threshold. The use of D2D can lead to several challenges [169], including
an increase in energy consumption of mobile devices, interference management, resource
allocation, and handover management.

Handover Execution/Completion Phase:

In the final step of the handover process, the serving and target cell carry out with the aid
of the UE, the execution or completion phase through specific network protocols. During
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Table 3.12: Handover execution types.

Type | current RSU | new RSU HO interface
1 eNB eNB Normal- X2
2 HeNB eNB Hand-out S1
3 eNB HeNB Hand-in S1
4 HeNB HeNB Inter- S1/X2
5 3GPP non-3GPP | inter-RAT | Xn, MIH

this phase, the communication link of a UE is migrated to the target cell and finished with
the handover process completion. The amount and direction of the HO execution method
signaling rely on the type of the serving or target cells, and the need to use the access
control, as seen in Table 3.12.

Each type of handover treats the execution phase differently. In the case of the hand-out
handover (i.e., from smallcell to macrocell), an SN status transfer is established between
the serving smallcell to the target cell through the Mobility Management Entity (MME),
and the target cell will start buffering packets from the serving cell. For the handover from
macrocell to smallcell, a request for transfer will be sent directly to the MME, including the
information of the target HeNB. Then, the MME will validate the UE status on the target
HeNB, and transfer the UE information to the target cell (i.e., HeNB). The target cell will
then verifies the reported handover and allocate a set of resources for the UE. Finally, an
acknowledgment message will be sent by the target cell back to the MME, and the handover
confirmation is returned to the UE through the serving cell. Moreover, if the handover is
from smallcell to macrocell, then the target cell will receive the handover request directly.
After the handover command is completed, a path switch request is received by the MME
and the serving cell to redirect the DL path, and a UE context release is made by the
source cell.

Discussion

Depending on the network structure, given scenario, and available measurements, choos-
ing the optimal set of criteria to evaluate the handover trigger, decision, and execution
is vital. In efforts to reduce traffic load, control overhead in the overall network perfor-
mance, many research studies presented solutions in each step of the handover process, and
with different measurements set. Although several methods were proposed to enhance the
handover trigger phase, it yet suffers from very early or late handover initiations. Hence,
the development of an intelligent handover trigger scheme is still an open challenge for
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5G-enabled vehicular networks. In the handover decision making solutions, MADM-based
network selection methods are simple and straightforward, relying on specific formulas to
obtain a result. On the other hand, Intelligent-based network selection schemes that usu-
ally undergo many iterations by probabilistic rules to achieve optimal results. However,
with very few numbers of repetitions, this would yield incorrect results [236]. Besides, even
though sophisticated mathematical techniques usually produce intelligent-based models, it
suffers from an increased processing delay [159].

Recently, the 3GPP has released new documentation on fully independent 5G systems
[Rel. 15/16], which specify a new standard for 5G cellular systems, and include three main
components, 5G access network (5G-AN), 5G core network (5GC) and user equipment
(UE) [2]. Furthermore, a new separation of control and user planes functions have been
introduced, where the MME entity in previous releases is replaced by a session management
function (SMF), in control of the UE IP address allocation and PDU session control,
Access and mobility management function (AMF), controls idle state mobility handling and
NAS security, and user plane function (UPF), controls packet processing and transmission
operations. Besides, the 5G introduced some new functionalities, such as network slicing,
new QoS framework, and a new approach for service-based architecture concept. The
handover procedure uses a new Xn or N2 reference points to transfer a UE from a source
NG-RAN node to a target NG-RAN node. The triggering of a handover process is similar
to the previous LTE-A protocol, such as new radio conditions, load balancing, or due
to specific QoS flow events. Several types of handover process presented, inter NG-RAN
handover (Xn based, with three variances, and N2-based), and handover process between
3GPP and non-3GPP access. Nonetheless, due to the lack of recent research studies on such
systems for vehicular network environment, one can foresee similar mobility management
issues and concerns that appear in cellular 5G networks.

3.3.2 SDN-based Networks

The concept of an SDN-based vehicular network introduces a significant advantage in han-
dling and managing the various technologies for the next generation of vehicular network
communications. In [122], a theoretical comparison of the performance of X2 handover and
SDN-based handover in terms of signaling cost and the influence of the network size. It is
noticed that by increasing the number of access points and mobility rates, the handover
based on SDN managed to reduce the signaling cost compared to the X2 standard. A gen-
eral illustration of the handover process in SDN-based networks is presented in Figure 3.4.
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Figure 3.4: SDN-based vehicular network handoff process.

Offloading Mechanism

Even though current smartphones provide an offloading mechanism from cellular to WikFi,
it is still not recommended for latency-critical safety applications or in case of autonomous
driving. Therefore, efficient handover mechanisms are needed to transfer communication
from cellular to WiFi and vice versa without having QoS degradation. When and to which
access point should the traffic offload go to, is one of the questions that need to be answered
before performing a handover decision. Huang et al. [93] introduced a predictive control
method named OHD-SDN for offloading V2I communication using SDN-based architecture.
They used velocity, direction, location, and neighboring roadside units to derive a handover
decision between cellular and IEEE802.11p networks. The SDN structure is used as a
mobility management controller to decide on the time of the handover trigger. Their goal
was to reduce the traffic load of cellular networks without losing the quality of service.

Aujla et al. [15] proposed an SDN-based offloading mechanism for vehicular networks
through the use of a priority manager and a load balancer. They defined different types
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of offloading techniques, including the WiFi and IP flow offloading. They stated four pro-
cedures for implementing their protocol, a network selector, a priority manager, an offload
manager, and traffic load balancing method. Starting off with the offloading manager,
that calculates the load on a controller using the total number of packets one controller
can handle and the number of received packets. Then, messages will be either routed using
the flow tables or delivered to the priority manager based on a threshold value. A handover
decision is based on one-leader multiple-following Stackelberg games to select networks. A
comparison was made over generated traffic movements from the city of Patiala. Results
indicate less number of handovers occurred while maintaining reasonable data throughput.
However, this work does not consider the movement of the vehicle in different networks.

Network Densification

The centralized concept of SDN networks could lead to massive traffic congestion, especially
in ultra dense-networks. The new trend of fully distributed handover decision is considered
in recent works. Sharma et al. [194] proposed an enhanced SDN structure by utilizing
unmanned aerial vehicles (UAVs) as on-demand forwarding switches. The UEs acts as
terminals to UAVs, and the latter are terminal to macro Base stations (MBSs). They
proposed two approaches, a centralized approach, with central mobility management entity,
and a distributed approach. The measurements report from the UE includes the RSSI,
RSRP, RSRQ, and channel quality indicator. Performance evaluation was measured in
terms of signaling overhead, handover latency, and delay.

Bilen et al. [25] proposed a handover scheme based on the Markov chain in a software-
defined 5G network with the presence of ultra-densification. They argue that minimizing
the handover delay will improve the performance in ultra-dense 5G networks. The Markov
chain scheme is based on the estimation of available resources and transition probabilities
to assign the most optimal base station to the mobile node’s OpenFlow table ahead of
time, thus reducing the delay of the handover process. The authors in [25] modeled the
transition probability from one cell to neighboring cells through the physical movement of
the mobile node. However, no further parameters were considered in the model, such as
mobile node speed, direction, or QoS requirements.

Kaul et al. [108] proposed a handover and load balancing scheme on top of their previous
work on dynamic network control for ITS, named (D2-ITS). Their early work is focused on
implementing a hierarchical control, which can be altered to the network conditions and
environment. Their objective is to transfer one vehicle’s control functionality to another
device as the vehicle moves. Handover activation and next controller selection are based
on RSSI values and can be triggered either the controller or the vehicle.
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Zhao e t al. [248] proposed a context-aware handover scheme based on multiple criteria
for software-defined 5G heterogeneous networks, using fuzzy logic rules. The parameter
gathered from the user equipment is sent to the centralized SDN server, including the net-
work measurements, user preferences, and usage requirements. In particular, they consider
both network and mobile user measurements, such as the network RSSI, range, through-
put, and the mobile user’s speed, direction, and quality of experience. Then the handover
process is triggered based on the changed behavior of the gathered measurements by a
predefined threshold. The authors proposed three fuzzy-rule layers that consider multiple
factors, including mobility, network, and satisfaction. Their protocol was compared to the
based RSSI-based handover scheme in terms of throughput, bandwidth cost, and handover
frequency. The users’” mobility model is simulated on random way-point with an average
speed of 10m/s. Still, it was not clear how their work would react in case of high-speed
vehicle mobility, although it could be adjusted for low-speed movement and intersection
areas.

Fondo-Ferreiro et al. [65] introduced a fast handover decision protocol in SDN-enabled
wireless networks using flow-type predictions of past user behavior. Both centralized and
distributed algorithm allocation was tested using real data. The flow predictor is based on
a simple Markov chain model to estimate the next service flow of a user. The handover
decision is based on the current state of the access point, quality of radio links, and user
needs’ based on past application usage history.

Discussion

The SDN paradigm is recently considered one of the solutions to the heterogeneity be-
tween different network technologies. SDN-enabled Internet of Vehicles (IoVs) is reported
to provide high resource utilization efficiency and ease mobility management [14]. In the
aforementioned handover solutions, two main concerns have been studied, namely offload-
ing mechanism and densification issues in SDN-based vehicular networks. A comparison
of current handover solutions in SDN-based vehicular networks is presented in Table 3.13.

The handover decision in such networks is either to reduce the load on macrocells or
communication session needs to be transferred to another better quality cell. One of the
main challenges in SDN-based vehicular networks is in the presence of ultra-dense systems,
because of the centralized nature of SDN structure; this may lead to traffic congestion
issues. Several surveys have investigated the distributed principle of SDN networks, but
the implementation and governance of such networks are still underway. Whilst most
mobility management solutions aim to either reduce the load on cells or reduce the overall
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Table 3.13: Handover solutions in SDN-based VeNET.

Articles Model Perforn.lance Goal
metrics
Huang et HO decision - Throughput, Packet
al. [93] Offloading technique loss Reduce load on cells
Auila et Network selection
alJ [15] based on Game number of HO’s Reduce load on cells
' theory
Sharma |y qomand UAys | Pnd-to-Bad delay, o
et forwardine switches signaling overhead, | Distributed approach
al. [194] b & 5w and handover latency
Zhao et hfg:;;i:lﬂ;gz throughput, Reduce Frequent
al. [248] . Y bandwidth cost HO’s
inference
Markov chain
Bilen et (aval'l ablg resoutee HO delay, HO failure Reduce handover
estimation and .
al. [25] o ratio delay
transition
probabilities)
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handoff delay, not many research studies have been done toward secure- and energy-efficient
mobility management schemes in vehicular SDN-based networks.

3.3.3 Fog-based Vehicular Networks

With conventional heterogeneous vehicular networks, several problems may occur during
the handover process such as ping-pong, radio link failures, small coverage area, severe
co-channel interference, and heavy load on the core network. Unnecessary handovers or
radio link failures are common, either due to the serving cells small coverage region or
the high speed of vehicles. A vehicular fog-computing network shifts some of the BBU
pool’s control methods from/to the Fog-Access point (F-AP), Macro-Remote Radio Heads
(MRRH), or Small-Remote Radio Heads (SRRH). The handover decision making and the
process will be different than in HetNets or Cloud-RAN, to guarantee QoS to end-users.

Fog-enabled vehicle nodes (F-VNs) can be categorized into either high-speed vehicles or
low-speed vehicles. The high-speed F-VN are preferably connected through macrocells with
large coverage areas, whereas low-speed vehicles connect to smallcells or access points with
lower coverage areas. Henceforth, handover management in such networks is a relatively
challenging problem. Several types of handoffs may occur depending on the involved
entities in the handover process. For example, when a vehicle (i.e., F-VN) moves between
F-AP and MRRH, a measurement report is collected by the F-AP from the F-VN to
perform a handover decision. Then a request for handover is processed by the F-AP to the
MRRH using the F-AP gateway and BBU pool. An acknowledgment of request is then
sent back to the source F-AP, and the same process happens between SRRH and MRRH.
The handover process between similar points of F-APs or SRRHs is made through an S1
interface. Typically, the handover decision between MRRH to an F-AP is usually more
challenging, because of the many available F-APs around.

A fast handover scheme based on neighboring vehicles, namely CVFH, for vehicular
fog communication is proposed in [24]. They present a proactive handover mechanism
to establish an advanced handoff process that relay on neighboring vehicles to select the
new access router/point and acquire the IP address in advance. Meanwhile, vehicles can
continue its communication link with the serving AP. Each vehicle keeps track of nearby
vehicles through beaconing, where the most qualified neighbor is chosen to be the aided-
vehicle. Qualification is based on several conditions; i) the chosen aided-vehicle must
be served by a different access point, and two; ii) its position must be in front of the
current vehicle, and no broadcast reply was sent to the current vehicle. If all conditions
are met, that neighbor vehicle will send a response after a defined time interval [24].
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The authors specified each packet format, authentication, association, association reply,
neighbor request, neighbor reply, and success fail messages. Their scheme was compared
with the IEEE802.11 handover standard in NS-2 simulation in terms of handoff delay
and throughput. It was only tested on highway small scale scenario with vehicles’ speed
between 50 to 90 km/h.

Fog-based deployment on vehicles or access points will help in getting resources closer
to edge devices. However, this feature creates a new issue, as some vehicles will be closer
than others to the fog nodes. In the case of high-velocity vehicles, fast handovers will occur
between fogs. One solution is to minimize the disruption time during the handover process,
which has been studied in [142]. The authors presented a handover scheme based on a
machine learning model for vehicular fog computing, using a feed-forward neural network to
estimate an optimal fog-node. In addition, they used a recurrent neural network approach
to assess the projected results at a particular location and time to minimize transition
disruptions during fog-to-fog handover. The distance between the vehicle and fog node is
initially used as a handover criterion, which will be used as heuristic data to identify the
transition points between fogs. A comparison between different fog predictors and cost
predictors showed their model selection is the highest in terms of accuracy. However, their
work was limited to fog-to-fog handoffs and was not tested on heterogeneous networks and
built on the assumption of known vehicles’ trajectories.

In the same context, several related works focused on the network selection method in
fog-based vehicular networks using the fuzzy logic approach. Recently, in [97], a vehicular
fog architecture is proposed combing both fog-computing and multi-access edge computing
(MEC) paradigms. In which, the MEC is used on the vehicular cloud as a centralized
control. A proper selection methodology is needed to allow vehicles, acting as fog nodes, to
access the MEC server or cloud. The fog gateways selection approach in [97] is to initially
select a group of possible cells based on fuzzy logic and then optimize the number of
selection through the Ant Colony Optimization technique. In the initial step, the selection
of candidates is based on a specified set of parameters and the fog’s type. The authors
introduced two types of vehicular fog, static and mobile. In the static vehicular fog, that
metric used to evaluate the candidates includes the quality of available networks links (i.e.,
RSSI), the number of neighbors, and the rate of stay (RoS) the vehicles spent in a parking
space (represented by low, medium and high). As for the mobile vehicular fog, when
vehicles are not parked and rather moving at low speed, the used parameters include only
the amount of adjacent cells and link quality (RSSI). After the candidate set is formed,
they used the ACO approach to optimize the selection set. However, vehicles movement
are usually unexpected and vary in speed, which may affect the performance of their model.

Follow Me Fog (FMF) framework proposed in [16] to support a seamless handover
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scheme between access points. The idea of pre-migrate computation jobs through moni-
toring received signal strengths. Their objective was to reduce latency when handover is
triggered by using a pre-handover approach. The authors presented their method through
a state transition model. To initiate the pre-migration state, each IoT device must keep
track of the received signal strength of its serving and neighboring fog cells. When the
handoff trigger threshold value is reached, the migration is also triggered. Following that,
in case the trigger was falsely initiated, the migration stops and the IoT devices will go back
to the initial step. However, relying on the received signal strength only may introduce
higher communication overhead and unreliable handoff triggers.

Table 3.14: Handover solutions in Fog-based vehicular networks.

Articles Model Measurements Goal Limitation
distance assumes known
Memon et Neural between fog predicting the vehicles
al. [142] Networks and vehicle, best fog node trajectory, only
time fog-to-fog HO
pre- o
Bao et . . reduce HO Limited to RSS
al. [16] migration RSS latency for HO triggers
’ concept
Reduce comm. . .
Jabri et Fuzzy cost uncertainty in
logic + RSSI, RoS . vehicles
al. [97] (bandwidth,
ACO movements
cellular fees)
. mh}cle— RSSI, packet Reduce HO Adds comm.
Bi [24] assisted
loss rate latency overhead
HO
Discussion

The fog has shown to be an efficient solution to meet 5G requirements in terms of latency
and scalability by providing data content and services closer to users rather than on the
centralized cloud. Several proposed schemes considered utilizing slow-moving vehicles and
halt vehicles as fog nodes to offload resources. However, the accuracy and efficiency of
choosing vehicles and clusters have not been thoroughly explored. In addition, many
related works did not look into the heterogeneity of wireless technologies in 5G-enabled
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vehicular networks. Rather than that, most related works focused on one type of migrating
or handover of information from one fog to another fog. A comparison of different fog-based
networks is presented in Table 3.14.

3.3.4 Hybrid-based Networks

In the previous section, we discussed that the presence of frequent HO reduces the per-
formance of SDN at roadside units. A possible solution is to derive a distributed or
decentralized approach to deal with the vast control overhead that goes to the control
plane. Some solutions worked on the integration of the fog and cloud on the network edge
either on approximate small-cells or through vehicle clustering techniques. However, the
proper deployment of such architecture and communication structure is essential to avoid

performance degradation.

Table 3.15: Handover schemes in hybrid-based vehicular networks.

Articles Network | Measurements Model Goal
User
Duan et satisfaction, . always best
al. [198] 5G-Cloud Speed, delay, Fuzzy Logic connected
pkt loss.
Zhang et | SDN and two-threshold Reduce
SINR e signaling
al. [246] Fog conditions
overhead
Prados- SDN an'd RSRP (A3 MPLS-tunnels, Reduce HO
Garzon et | partial vir- event) X2-HO dola
al. [181] tualization ¥
Qiu et NFV and RSRP (A3 c.hrect reduce signaling
L [183] F nt) X2-interface +
ar 8 eve between fogs o8

A hybrid handover scheme proposed by Zhang et al. [246] for a software-defined and fog-
based vehicular network, which models a QoS constraint for vehicles. The SDN controller
is assumed to be charge of allocating appropriate communication links according to the
vehicle speed, communication distance, and QoS requirements. The handover process
is preformed on the edge cloud by the controller, therefore removing the load from the
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core cloud. Two types of HOs are considered in their work, Intra-edge cloud handover
(same cloud) using the X2 interface and inter-edge handover (different clouds) using the
S1 interface. To avoid failure, they proposed a hybrid access handover scheme with two
progressive conditions to decide the handover trigger time based on the SINR threshold
value. Simulation results showed that their method presents better performance without
the redundant signaling overhead. Authors failed to specify when to user Intra-/Inter-edge
handovers. Also, they only consider the RSS-based trigger event of the X2/S1 handover,
which doesn’t take into consideration the dynamic nature of vehicles’ movements and
vehicular topology, leading to frequent unnecessary handoff’s. A recent study looked into
the integration between fog and mobile edge computing paradigm in [172], which can
provide a considerable gain in terms of monetary cost and latency. For latency-sensitive
applications at the edge of networks, the authors introduced a fog-assisted architecture for
handover management in vehicular networks. Driven by OpenFog Consortium, services
are moved close to the end devices and users, including the application logic, data, and
networking services.

For 5G vehicular cloud computing technologies, Skondras et al. [198] proposed a fuzzy-
based network selection method. The vertical handover trigger is performed in the fog,
given the velocity of vehicles, and the network SINR, which are reported by vehicles, to
assess whether or not a handover trigger is required. The cloud will select the new network
cell depending on the velocity of the vehicles; in addition, vehicles will be notified of the
decision via the fog infrastructure. The initiation of the transition and selection of networks
is based on the Pentagonal Fuzzy interval values. In contrast, the Pentagonal Fuzzy ANP
algorithm is used to estimate the weights of the handover trigger and the selection of the
network. Their results indicate that the measurement of Always Best Connected is satisfied
and outperformed existing vertical handover schemes in terms of user satisfaction grade
and handover count.

Additionally, several solutions used Network Function Virtualization (VFN) to aid in
the handover decision, which introduces an added-value in terms of scalability, cost, and
energy consumption. Prados-Garzon et al. [181] proposed a handover scheme based on
partial virtualization of 5G SDN-based networks. Their goal is to reduce the handover
process execution time (i.e., latency), by operating at the link level. As for the measure-
ment report trigger event, the conventional handoff trigger method is used, when a target
cell’s received reference signal (RSRP) exceeds a predefined threshold value (A3 event).
Furthermore, they used MPLS tunnels for the data plane to replace the GPRS protocol,
which has shown to produce high overhead. Two types of handover are conducted in their
simulation, the handover between similar switch domain (intra-switch) and the handover
between different switch domains (inter-switch). With the assumption of sufficient channel
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resource is present to handle the data rate requested by each device. Results conducted on
NS-3 simulation have shown that the handover initiation and completion times are nearly
stable up to 1 Gbps of data rate per user, which satisfies the control plane delay constraints
for 5G networks. In Table 3.15, we present several handover schemes that address mobility
management issues in hybrid-based vehicular networks.

3.4 Summary

Mobility management is fundamental for managing and improving the performance of
vehicular networks. In the next generation of vehicular networks, several networking
paradigms are currently studied to satisfy 5G requirements. However, managing vehi-
cles’ mobility throughout different networks is problematic. Without efficient management
of vehicles’ movement, service disruption and quality of service degradation are inevitable.
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Chapter 4

Movement-based Prediction
Techniques

In this Chapter, we will study in detail the different vehicles’ movement prediction tech-
niques for vehicular networks, which will be later evaluated and tested to fit the mobility
prediction schemes. Our focus of study is on stochastic-based predictors: Kalman Filter
(KF), Extended Kalman Filter (EKF), Unscented Kalman Filter (UKF), and Particle Fil-
ter (PF) for vehicles’ movement. Before that, let us first look into how vehicle’s movement
is defined for VANETS, and the challenges that could face such prediction.

Various models of location-based prediction for moving objects have been introduced in
the literature, such as data mining techniques, which work efficiently in real-time predic-
tions. However, data mining requires the existence of considerable historical data. Another
model represented the location by a linear function of time, with measurements of the most
recent location and velocity information. However, this type of prediction is limited to the
short term, which could lead to the fork dilemma, as introduced in [100]. Another problem
that could affect the prediction is the uncertainty of the geographical positioning systems,
caused either by data or error in measurements.

In vehicular networks, the vehicle state vector X is defined by the set of data (1), which
describes the vehicle’s movement at time ¢:

[Pas Vs Qs Dy, Uy @] (4.1)

where p,,v,,a, correspond to the latitude point, velocity, and acceleration respectively,
and p,, vy, a, correspond to the longitude point, velocity, and acceleration of a vehicle. To
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measure the change in the state of the vehicle within At, we use the kinetic equation of
motion:

1
x:xo+vAt+§a2At
v =1y + aAt

where x4 is the initial estimated state of the vehicle, v is the velocity, and a is the accelera-
tion of the vehicle (assuming constant acceleration at time t). In the following subsections,
we describe the four prediction models in detail and discuss the advantages and disadvan-
tages of each of them.

4.1 Kalman Filter-based Prediction Model

Kalman filter [107] is a recursive Bayesian estimator that efficiently estimates the state of
a linear system, and minimizes the estimated error covariance to reach an optimization.

The Kalman filter works in two steps recursively at each time step: Time update, which
predicts the next estimation of a current state, and Measurement update, which adjusts
the current state estimation with actual measurements at time ¢.

1. Time update (Prediction step):
JATI; = Ai’k,1 —+ Buk + Wr_1 (42)

Py = AP, AT +Q (4.3)

where wy, represents a normal probability distribution of the process white noise, u
is the control input vector (assumed zero as acceleration are considered states), Py
is the priori estimate error covariance matrix, and () is the process noise covariance.

2
P 1 ¢t 0.5t 0, 0
r=|(v|A=10 1 t |Q= 0 0
a 00 1 Y
To produce the priori estimated state x, at time interval £, the vector xz, which is

the previous state of the vehicle, is multiplied by the state transition model A, which
is the vehicle motion at time k.
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2. Measurement update (Correction step):

Ky=P H'(HP;H" + R)™* (4.4)
Py = (I - KxH)P; (4.6)

where Z, is the posteriori state estimation at time step k, P,_; is the posteriori
estimate error covariance matrix, H is the measurement equation, R is the measure-
ment noise, which in our work is equal to the GPS measurement noise, and K, is
the Kalman Gain matrix. To update the estimated value of X}, we use the GPS

measurement zj.
R, O 10000 O
= { 0 RJ = {0 0 010 01

The Kalman filter performance is dependent on the accuracy of the state dynamics
and the measurements of the GPS data, which are described as the error in process,
measurements Q and R respectively [18]. In our comparison, we treated them in an ad hoc
manner by tuning their values.

4.2 Extended Kalman Filter-based prediction model

The EKF approximates a nonlinear equation by linearization of the Taylor series expansion
[106]. EKF linearizes the nonlinear system by partial differentiation using the Jacobian
matrix to estimate the state of a system. To predict the next state of a system, a priori
estimation &, and the error covariance P, are calculated as follows:

Ty = [y, un, wi) (4.7)
P = B Py FF + W QW

where Fy, W}, are the Jacobian matrices of the nonlinear system f(.) and w is the partial
differentiation of function f(.) to the process noise (8). The covariance matrix of the state
noise is represented by Q.

t,_.,0,0 r, .,0,0
Fk _ f(mk—;7 ) )’ Wk _ f(xk—ul; ) (48)
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and are initially assumed as

1t t2/2 000
F=101 t |W=1000
00 1 000

In the correction step, the Kalman gain K}, is used to calculate the a posteriori estimate
of the system dynamics and the error covariance P as:

Ky =P H"(HP, H" + V;RV;D) ™!
[i’k = i’lz + Kk(zk — h(i’;,vk))
P, =(I - KH)P;

Similarly, the matrix H is the Jacobian matrix of the function h partial differentia-
tion, and V represents the Jacobian matrix of the measurement noise v. The initial error
covariance F is set to a large value.

100000 1000 0
H‘[ 00100}130_[0 1000}

where Kj(zp — h(Z},vg)) is the innovation equation that calculates the difference between
predicted and real measurements.

4.3 Unscented Kalman Filter-based prediction model

The Unscented Kalman filter [105] avoids linearizing around the mean as the EKF by
having a set of sigma points that represent the Gaussian random variable of the state
vector. The UKF is based on Unscented Transformation (UT) [105]. It uses the nonlinear
equation f(.) (8) of the vehicle state vector x with n number of states to compute a set of
sigma points matrix X, as follows:

Xo=%, A=d*(n+kK)—n (4.9)

X'=1—(/(n+A)P);
X =1 = (V(n+ A Po)s
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where i = 1,..,n is the i column or row of the matrix square root of P and . P, are the
mean and covariance of the state vector. The symbol A is a scaling factor with influencing
constants «, k, indication the distance between the sigma points and the mean, and is
usually set to a very small value. They transform each sigma point through the nonlinear
function, and compute the Gaussian of their transformation and weight. The weights are
calculated as follows:

A
0 _ 4.10
Wm n+ A\ ( )
w? =w’ + (1 —a*+B), B =2
w, =w, = ——— 1=1,..,2n

" “ 2ln+N)

The Unscented Kalman filter model differs from EKF in the prediction by computing
both the sigma point mean and the covariance at each time step t. Each sigma point is
initiated through the process model, given by

Xt = J(Xe-1, )

The predicted mean z,; and covariance P, are given by
2n
—— i i
Ty = E Wiy Xt
i=0

2n
P =) wilxi—40) (i —40)" + Ry
i=0
The measurement update equations in the UKF are computed as follows:

~

2n
Zy=hX), Z=>)Y wiZi (4.11)
=0
2n R .
Sp=>> wiZi—2)(Zi— 2)" + Qi
=0
2n

Pt = 3 wi(Xi - W7 - )T
=0
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where each point 7, is instantiated through the observation model h(.), Z; is the predicted
observation, S; is the innovation covariance, and the cross covariance matrix is P,”*. In
the final step of updating and correcting the estimated mean and covariance, we use the

following equations:
Kt — Ptm,ZSt—l

Ty = .fti + Kt(zt — ZAt)
Pt:Pt—KtSthT

4.4 Particle Filter-based prediction model

Particle filters are sequential Monte Carlo methods based on the weight representation of
probability densities of any given state model. Monte Carlo methods define a general class
that converts closed-form statistical quantities to distributed samples, using their average
for estimation [202]. The distributed samples are referred to as particles. In the following,
we generally describe how the particle filter-based prediction model works.

Initially, we generate a set of random samples (z¢ :7=1,..,N) from the probability
density function (PDF) p(zo) and set the weight of each sample to wi = 1/N. The
equation of the PDF construction is obtained recursively as follows:

pzelr) = / planlrer) plailz) da

TV TV
dynamic model prior

At each time step k, for each particle, we sample the prior zi | of the PDF using the
system model zi = fi,_1(z}_|,wk —1'), and w' is the PDF of the system noise p(w).

plai) = p(ai|zr-1)

Using the measurement y,, we can form the weight of particles based on a likelihood
equation of each prior sample.

wy = wy, — I'p(z|7))

Then, we normalize the weight by

*7
N *7
Zj:l Wy,
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The posterior probability density is then calculated by

N
p(Zosk| 21:1) = Zwié(xo:k — o)
i=1

where 0(.) is the Dirac delta function. After a while, the basic particle filter will suffer
from degeneracy or sample impoverishment. This means, that all but a few particles will
have negligible weights. To solve this problem, researchers introduced resampling methods,
such as Sampling Importance Resampling (SIR) [83].

The basic idea of the resampling technique is to replace the light-weighted sample with
the high-weighted ones. This step can be done when needed, either in predefined time
step, or by finding the effective number of particles [133] as

Nert = SN 7
> i (wy)?
In this case, the resampling is performed when the number of effective particles is below the

total number of particles. Some of the most commonly used resampling methods include
systematic resampling [114], stratified sampling and residual sampling [134].

4.5 Comparison of Movement Prediction Models

In the previous subsections, we have presented four different stochastic-based prediction
models, which share the same basic structure of two recursive steps: prediction step and
update step. Each prediction model has its own advantages and disadvantages.

The computational cost of each prediction model is one of the main factors for selecting
such models. Depending on the importance of speed and available storage in a given
system, one can choose the most applicable prediction model. In case of vehicles movements
prediction, speed is necessary because of the vehicles” high mobility. The time efficiency
of one iteration of Kalman Filter prediction algorithm is in O(n?37), where n is the size
of the system state vector Z. As for EKF and UKF, which is of order O(n?). However,
Particles filter is the most computationally expensive algorithm. Where each iteration of
the algorithm is in O(N™), where N is the number of particles and n is the size of the
system state vector. Taking in mind, that the number of particles could be very high.

Kalman filter movement-based prediction is the optimal solution for a linear process
model, and the lowest in computational cost. However, Kalman filter requires both func-
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Table 4.1: Comparison of movement prediction models.

Prediction System .
Model Dynamics Advantages Disadvantages
KF Linear Lower computational Does not work on non-
rqmts. linear systems
Optimal if assump-
tions hold
EKF Nonlinear Linearize the system Not ey stable with
bad initial guess
UKF Nonlinear Use of Sigma points Not optimal
PF Nonlinear Accura‘te prediction of Computatlonally ex-
N particles pensive

tions f and h to be linear with the assumption of Gaussian and white zero mean noise
terms. Extended Kalman filter works on nonlinear models, which cover almost all real
life processes, by calculating the Jacobian matrix of both f and A functions around the
estimated state. However, EKF does not work well in all cases, particularly if the initial
guess is incorrect. This was addressed using the Unscented transformation. Hence, rather
than using the Jacobian matrix to linearize the functions, a number of sigma points would
be used to propagate them through the actual non-linear function. In this case, each sigma
point calculates the mean and covariance, yielding more accurate results than EKF.

Finally, Particle filters also work on nonlinear systems with similarity to EKF and UKF
consisting of the measurement update and the time update, yet differing through the use
of Monte-Carlo methods. Particle filter is considered the most expensive computational
technique, and could suffer from degeneracy or sample impoverishment. This means that
all but a few particles will have negligible weights. Table 4.1 shows the differences between
the four models.

4.6 Performance Evaluation

The performances of the four different prediction models have been implemented in MAT-
LAB on a Mac computer with 2.4 GHz, Intel Core i7. In our simulation, each vehicle

81



is equipped with a prediction model and a GPS measurement sensor. For the prediction
of the vehicle’s movement, we set the state of the vehicle’s dynamics to include position
(g, yk), velocity vy and acceleration ag. In the next subsection, we will first state the
simulation model used in our experiments, as well as the performance metrics. We then
discuss the results of our implementation, with respect to two different measurement mod-
els. The first measurements include position and speed, and the other measurement model
integrates the vehicle’s heading angle, which describes the vehicle’s direction.

4.6.1 Simulation model

We compare the different models using two sets of mobility traces. The first set is a
synthetic vehicle mobility trace from Cologne, Germany [212], and the second set is a
generated mobility trace using SUMO simulator and OpenStreet Map (OSM) of Ottawa,
Canada with the following scenarios: Manhattan-grid, Highway, and Hybrid mobility trace,
as shown in Figure 4.1.

In the generated mobility trace of SUMO, a mobility trace of 500 vehicles move ran-
domly with speed ranging between 0-20 m/s, following the road constraints of the Ottawa
city maps. Readings were taken every second, and include the vehicle position x and y
as well as its speed s at time t. As for the mobility traces from Cologne city, the dataset
includes the vehicles’ coordinates in meters and speed (m/s). Readings were taken every
one second, and the city topology is shown in Figure 4.1(d), which is referred to as a
Spider-like model.

4.6.2 Performance metrics

The aforementioned prediction models all estimate and predict the state variables using a
set of mathematical equations. We use the following performance metrics to evaluate the
accuracy of the prediction models:

e Distance Error (DE) computes the Euclidean distance error between the measured
location xy, ¥, and the predicted location Zy, U

Derror = \/(xk - fk)Q + (yk - ?Jk)Q (412)

e Root Mean Square Error (RMSE) computes the square root of the mean square error
between measured and predicted locations.
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Figure 4.1: Mobility traces extracted from OpenStreetMap.
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4.6.3 Simulation results

We start by comparing the Distance error between the predicted trajectory and the actual
path of a selected set of mobility traces from all scenarios in Figure 4.2(a-c). The results
indicate that the distance error in the grid mobility scenario is the worst among the Ottawa
mobility scenario because it has many intersections. Hence, in this case the prediction result
fails to predict the turns and intersections model. However, the prediction always corrects
its estimation by new vehicles’ measurement information; thus, the next prediction would
be much more accurate.
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Figure 4.2: Distance Error comparison of different Mobility traces .

In the Cologne city mobility trace illustrated by Figure 4.2(d), results indicate similar-
ities to the grid scenario, since the Cologne city map topology is similar to Manhattan-like
city. One can also notice that Kalman filter showed the worst results in comparison to
the other filters, except in the Highway scenario, which is reasonable considering that the
highway mobility moves straight ahead, and the vehicle rarely tends to change its state of
motion from its linear state.

Furthermore, the Particle filter showed results with accuracy exceeding 50% compared
to the other filters and in all scenarios. This indicates that PF works in almost any situation
of nonlinearity. Looking at the hybrid scenario in Figure 4.2(c), the results illustrate ups
and downs in the distance error measures, due to the fact that hybrid mobility involves
both straight lines of highway cutting the Manhattan-like city.

In Figures 4.3-4.6, we show the root mean square error on RMSE, and RM SE, for the
four prediction-based models, KF, EKF, UKF, and PF. The results confirm that particle
filter is superior to the other filters with respect to the RMSE, due to its features in
which N number of particles participate in estimating the next location of a vehicle. Each
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Figure 4.4: Ottawa City urban mobility trace comparison (sample 200 vehicles).

particle will be evaluated to the measurement weight accordingly in process to eliminate
the light-weighted ones, and recursively producing new estimations.

We expanded our comparison to evaluate the performance of the prediction models in
terms of two different measurements. One measurement used only position information
(x,y), while the other used position and the heading angle () of the vehicle, as seen
in Figures 4.7-4.8. The results showed that adding the direction of the vehicle into the
measurement equation dramatically enhanced the performance of all Kalmans’ models.
In this case, the prediction would easily correct its estimation with the aid of the new
measurements. This leads us to the underlying result that enhancing the performance of
any predication model requires the integration of more data. Consequently, the particle
filter-based prediction model did not change with the addition of the new measurement
data, because PF relied on the weight of predicted particles and neglected the incorrect
predictions, rather than the error covariance to correct the prediction.
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measurements / mobility predictors
KF EKF UKF PF
SUMO highway 0.9604 | 0.9405 | 0.7949 | 0.3865
Without direction 6 grid 1.1553 | 1.0434 | 1.0129 | 0.3799
hybrid 1.10925 | 1.05939 | 1.05415 | 0.3852
Real Mobility | Cologne city | 3.6053 2.426 1.3537 | 0.8646
SUMO highway 0.42633 | 0.1814 | 0.18134 | 0.38557
With direction 6 grid 0.46555 | 0.19114 | 0.19114 | 0.3653
hybrid 0.45598 | 0.20388 | 0.20388 | 0.3871
Real Mobility | Cologne city | 2.4056 | 1.5239 | 1.5222 | 0.8467

Figure 4.8: Comparison of average RMSE with respect to measurements.

4.7 Summary

Vehicular networks have played an increasingly important role in future Intelligent Trans-
portation Systems, providing safety, assistance to drivers, and traffic control management.
Because such networks do not need any infrastructure or centralized administration, they
can be used for a variety of applications such as traffic control, public safety, and info-
tainment. However, many problems remain that must be solved before vehicular networks
become commonplace. In this section, we focused upon the vehicles’” movement-based pre-
diction models for vehicular networks. We have discussed the differences between KF,
EKF, UKF, and PF. We have compared these techniques using different sets of mobility
models: real mobility traces collected from Cologne city and generated mobility traces of
Ottawa city with highway, grid, and hybrid scenarios. Our results indicated that Particle
filter outperformed all three techniques with respect to Distance error and Root Mean
Square Error.

87



Chapter 5

Location-based Prediction
Techniques: Applications and Use
Cases

Vehicular networks have played an increasingly important role in future Intelligent Trans-
portation Systems, as they are useful for providing safety, assisting driving, and managing
traffic control. Many vehicular network applications rely on accurate location information.
Wireless network management, routing [31] [29], mobility management, service discov-
ery [4] [3], and collision avoidance protocols would improve their performances with more
timely information of the vehicle’s next location. A number of location prediction-based
models has been introduced in tracking and navigation applications for wireless ad hoc
networks and wireless sensor networks.

The rapid mobility of vehicles is one of the major characteristics of vehicular net-
works, affecting the accuracy and performance of location-based predictors. Fortunately,
the movement of vehicles is constrained by streets, intersections and roads. Therefore,
vehicles’ future movements are more predictable. The prediction of vehicles’ movements
is achieved by estimating their future locations with respect to time. The available pre-
diction models are based either on movement projection, probability modeling, or pattern
matching. In movement projection, the current physical movement of the vehicle is used
to predict its future location. Probability modeling uses statistical models of previously
known movement information to make the prediction. Similar to this idea, pattern match-
ing also uses previously known information, then matches current movement of vehicles to
the most relevant gathered data.

38



Table 5.1: Selective studies on prediction for vehicular networks.

Reference Application Technique Predictors
Krakiwsky et o Stochastic+history- .
al. [119] Positioning based KF, map matching
Feng et Location prediction Stochastic KF

al. [64]

Vosselman et . .

al. [215] Road mapping Stochastic KF

z/fel[ﬂ?il] ot Route prediction History-based Sequential pattern
Namboodiri Routing Deterministic-based | Link life-time

et al. [156]

Jia et . . .

al. [101] Target tracking History-based Sequential pattern
Pascale et . Jump markov linear
al. [174] Traffic flow Stochastic system KF

Many applications designed for vehicular networks would benefit from prediction mod-
els to enhance their performance and capabilities in different ways [33] [143]. For example,
mobility management, could benefit from prior information of vehicles’ locations for seam-
less registration and handoff to other networks. Also, collision awareness and traffic control
systems could use the information to predict traffic jams and traffic management [32], in
addition to tracking, routing, and localization issues [30]. To the best of our knowledge,
limited work has been completed that aims to understand the insights of movement pre-
diction for vehicular networks. In this Chapter, we are concerned about the vehicles’
movement prediction-based models for vehicular networks.

Prediction-based protocols and applications mainly focused on historical-based models
and the assumption of linear movement of the vehicles, as seen in Table 9.1. Also, most
studies investigated the integration of prediction-based models with routing protocols, mo-
bility, and traffic management applications. Prediction techniques can be divided into three
categories: deterministic, history-based, and stochastic models. Deterministic prediction
uses the vehicle’s kinetics to compute the future position of a vehicle, which is easy to
define as a state, but is less accurate and reliable in vehicular movement. History-based
prediction learns from repeated movement patterns to predict future positions, which will
take time to learn from patterns and requires occasional resets, as movement patterns could
change over time. Finally, the main focus of stochastic models is to correct the prediction
error using probabilities, which is more appropriate for predicting vehicle’s movements.
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In this Chapter, we investigate two case studies of movement-based prediction techniques
that empower vehicular networks applications including collision detection and Roadside
Units (RSUs) localization mechanisms.

5.1 Collision Detection Mechanism

In this Section, we propose an efficient collision detection algorithm that uses the existing
wireless communication standards in VANETS to accurately detect potential accidents.
We use a movement-based prediction technique to predict the vehicles future trajectories.
Therefore, reducing the network communication overhead.

5.1.1 Related work

Existing collision detection and warning systems can be divided into two approaches either
using minimum distance to collision or potential risk assessments approach. In the mini-
mum distance to a collision, researchers use the vehicle kinematic or the signal strength to
calculate the time of an accident. As for the potential risk assessment, it mostly involves
the use of probabilities modeling and analysis.

Wu et al. [221], proposed a method using Support Vector Machine (SVM) for early
car accident detection in VANET. Their protocol sends warning messages and suggestions
to the drivers to avoid a car crash. In addition, Oh et al. [163], proposed an estimation
of rear-end crash using vehicle trajectory data. They estimate the probability of the
car is changing lane or going straight using Binary Logistic Regression (BLR) model and
trajectory data. Their data are obtained using video sequences of vehicle images. Joerer et
al. [104], estimated the intersection collision probability. An accident happens if two given
trajectories are in the potential collision area, where they define the size of the potential
collision area using the vehicle width. Joerer et al. evaluated the correctness of their
model on predefined intersections scenarios. Liebner et al. [130], proposed an additional
vehicle’s velocity profile at the intersection to determine the driver intent. By comparing
the trajectory of the past few seconds with the simulated driver behavior to estimate their
posterior probabilities. Liebner et al specified the driver intends to be either go straight,
stop at the stop line, turn right or turn right, but stop at the pedestrian crossing.
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Figure 5.1: Illustrative example of collision detection (Scenario 2).

5.1.2 Collision detection mechanism

Inter-vehicle communication allows vehicles to share and propagate their current position,
velocity, and acceleration rate. A collision detection mechanism depends on the vehicle
ability to track its own movement and their neighbors over time. In our protocol, we
assume that each vehicle is aware of its location using Global Positioning System (GPS)
sensor. The accuracy of the location information will affect the performance of the collision
detection mechanism, and we will not discuss it here.

Given two vehicles A and B that moves with a defined velocity, which is a physical
vector with both magnitude and direction (as seen in Figure 5.1). we can define both
vehicles as follows:

a:[p;??pﬁavﬁvvi]a ?[pfapg?:Uvavf] (51)

where p2 and p’y4 are the coordinate of vehicle A’s initial position. As v and v; are vehicle
A’s velocity at time t. Likewise, for Vehicle B coordinates and velocity at time ¢. We then
measure distance between two vehicles with respect to time by:

d=/d2 + d2 (5.2)

dy = |(p + vy x t) = (o + v x 1) (5-3)
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Therefore, the time when two vehicles are the closest can be derived by solving the above
distance function for time step t, at the point where the first derivative is equal to zero.
Thus, the time of minimum distance is given by:

fi+ fo

5.4
20408 + vfz + %42 — 2voB + vsz (54)

tnin = 12
’Ux —
where
B B
X Py — (pz _pm) X Uy
B

If t,.:, is positive, then the time of minimum distance between any given two vehicles’
positions is in the future. Else, the time to collision have already happened in the past.
Therefore, to determine if a collision will occur or not, we check the minimum distance d,,,;,
at time t,,;, using the following equation, which will be further described in the following
section.

dmin = ((tmm X Uf - ZSmm X ,Uf +p;} _pr)Q + (tmm X U;;l - ZSmm X UyB +p1; _pyB)2)1/2 (55)

Table 5.2: Vehicles’ neighbouring list.

idO tO (fL’, y)O U€l00 t[r)mn d?mn

5.1.3 Predictive Collision Detection Method

In this part, we introduce our proposed predictive collision detection method. As vehicles
will periodically broadcast their geographic information to their first hop neighbours, each
vehicle will maintain a nieghbours list, as seen in Table 5.2. The neighbour list includes
neighbour id, time stamp, current position, and speed. In addition to the minimum distance
dmin and the time of collision t,,;, that will be estimated from the collision detection
algorithm.
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Algorithm 5.1 Collision detection method.

Input: List of neighbours
1: N < len(neighbors)
2: 11
3: while 7 < N do

4: ! . < min. time to collision

5: di .. < min. distance at t,,,

6: if ¢,,;, > 0 then

7: if dpin < (R4 + Rp) then

8: collision occurs within ¢,,;,
9: if ¢, < o then

10: collision is not avoidable
11: end if

12: if a <t,,, <T then

13: collision is avoidable
14: Notify driver

15: else

16: no collision course,

17: no message needed

18: end if

19: end if

20: end if

21: end while

Basic collision detection mechanism

While vehicles periodically broadcast their geographic information, any vehicle receives a
packet from its neighbor will add the vehicle information to its list of neighbors. If the
vehicle is already a neighbor, it will update the current information and time stamp. Then
initiate the collision detection mechanism (Algorithm 5.1).

In order to determine the time to collision, a threshold « is needed to determine if the ac-
cident is avoidable or not. Recent studies [72] have shown that the reaction time of a driver
between a collision detection event and the application of brakes varies from 0.7s to 1.5s.
Therefore, we define a threshold « as follows

a=RT + Mdelay + RDec + Y (56)
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where , RT' is the reactive time of driver and Mg, is the communication delay between
vehicles, and R is the vehicles’ rate of declaration.

In Algorithm 5.1, if ¢,,;, is greater than zero, meaning a collision could occur in the
future, we calculate the distance between the two vehicles with respect to both vehicles
radius. If the distance is less than or equal to the sum of both vehicles’ radius R, + Ry,
it will then compare the minimum time with a threshold «, if the minimum time ¢,,,
greater than or equal to «, which means the two vehicles are in a collision path that could
be avoided, a warning message will be sent to both vehicles. Otherwise, the collision is
unavoidable.

The aforementioned collision detection mechanism requires continuous communication
between the vehicles, which leads to an increase to the communication overhead. Therefore,
we introduce a second part to enhance our protocol, by using a prediction model to estimate
the vehicles trajectories and reduce the communication packets.

Kalman filter movement-based prediction

Using the described Kalman filter technique in Chapter 4.1, we estimate the next position
of the vehicles. Where each vehicle will periodically predict its own state and send their
future trajectories along with the neighbouring broadcast message defined in the previous
section. To optimize the number of generated packets and reduce the load on the networks,
each vehicle will measure the error of its own prediction. If the error is below a threshold
5, then it will not send a broadcast for time ¢. Therefore, the received vehicle will use the
predictive measurements to evaluate the minimum time to collision. When the prediction
error increases, then new predictive measurements will be sent along with the broadcast
message. We defined the error threshold 3 by using several empirical experiments.

In the following section, we start by evaluating the correctness of the collision detection
mechanism through multiple accident scenarios.

5.1.4 Collision scenario’s

We simulate our protocol using the network simulator (ns-2) [96]. Where we define the
following test scenarios to evaluate the correctness of the collision detection algorithm:

e Test 1: Vehicle A and B facing each other. In which, both vehicles have similar
or different speed. Figure 5.2 shows the simulated scenario, where our detection
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algorithm was able to accurately detect the collision point and time to collision in
maximum of 20 seconds beforehand when the distance between two vehicles is 200
meters apart. The collision was detected early, due to the defined coverage range of

X axis
b: Scenario 4

Figure 5.3: Collision scenarios.

X axis
c: Scenario 5

each vehicle, which lead to the discovery of the collision way early.

Test 2: Vehicle A and B moving toward a collision point. In this scenario, both ve-
hicles are moving toward a collision point with similar velocity(as seen in Figure 5.1).

Test 3: One vehicle is moving toward stationary or halt vehicle. In this case, the
vehicle is on a collision course and the accident is unavoidable as vehicle direction is

95



Table 5.3: Simulation parameters.

Parameter Value
Mobility Simulator SUMO
simulation duration 600s
vehicles 100-400
vehicle speeds 0-30 m/s
road network Urban
Vehicles’ coverage 100m
Network simulator NS-2.35
update interval 1s

not changed nor brake is applied. The collision detection algorithm accurately detect
the minimum time of collision. Figure 5.3a illustrate the test scenario.

e Test 4: Vehicle A and B are moving toward the same target behind each other, and
vehicle B is moving at high speed behind. In this scenario, the collision detection
method has detected the collision within 20s, when the two vehicles are 200 meters
away from each other. Figure 5.3b illustrate the test scenario.

e Test 5: Vehicle A is moving toward vehicle B in a near crash path, then vehicle
A changes direction. The collision detection algorithm will initially presume both
vehicles are colliding in future, if both vehicles stay in same direction and speed as
seen in Figure 5.3c. After new measurements are received, the vehicle will correct its
detection and overwrite the previous assumption.

5.1.5 Experiments

The previous scenarios have been also simulated with the addition of the KF prediction
model. Our results indicate that using predicted states of the vehicles to predict the time
of collision is as accurate as using real measurements. In Figure 5.4, we show a comparison
between the primary and predictive collision detection protocol in detecting minimum time
to collision.

We expand our tests and simulation to evaluate the scalability of the detection algo-
rithm. We setup the vehicular network with 100 to 400 vehicle communicating between
each other using IEEE 802.11p standard. Table 5.3 defines the simulation parameters.
Also, We choose Ottawa city to map the urban road network, imported in SUMO simula-
tor from OpenStreetMap.
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We start by evaluating the impact of choosing a prediction error threshold on the
network overhead in Figure 5.5. The result shows that increasing the threshold will reduce
the overhead in transmitted packets. Nevertheless, a very low threshold will lead to a small
number of the accurate prediction being used to replace the transmitted packets. Also,
a very high threshold will result in the use of inaccurate prediction and thus incorrect
collision detections. Thus, in our protocol we choose the value of the prediction error
threshold after several empirical experiments. In Figure 5.6, we illustrate the difference in
using predictive models to reduce the communication overhead, without losing detection
accuracy.

TP
acc = ro——75 (5.7)
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The evaluation of the detection algorithm accuracy (5.1.5) is measured by dividing the
simulation results into three categories; true positive (TP), in which the predicted future
collision happened. false positive (FP), is when the predicted future collision did not
occur. and false negative (FN), is when the real collision was not detected. Based on the
simulation parameter in Table IT and the addition of different collision scenarios within the
vehicular network mobility, we achieve 92.60% accuracy after multiple runs with 10-30-50
actual simulated accidents.

5.1.6 Summary

Road collisions and detection are the focus of many researchers. Accurately detection the
time of accident and prevention is a crucial problem. In this Section, we proposed a pre-
dictive collision detection protocol that uses a routing protocol to detect potential collision
among neighboring vehicles. Our results indicate that with the use of prediction methods
to estimate the vehicles future trajectories, has dramatically decreased the overhead of
transmitted packets. Nevertheless, our protocol assumes ideal conditions, were drivers are
not fatigue or distracted, which is not the case in most today accidents. As a future work
direction, we plan to incorporate additional factors such as the driver status as well as the
road conditions to detect road accidents.

5.2 Passive Road Side Unit Detection Scheme in Ve-
hicular Networks

In this section, we propose a novel and simple passive RSU location estimation scheme,
by which the vehicle can pre-determine the desired RSU to communicate based on its own
route information. More precisely, by exploring the doppler effects of the received signal of
the vehicle, the RSU location estimator is derived by the maximum likelihood estimation
method.

5.2.1 Related Work

Passive detection/localization schemes are widely adopted by many applications, such as
passive bistatic radar system [245,247], acoustics sensor network [184], and many oth-
ers [162,210]. As well-known, the doppler effect is a common physical phenomenon in the
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Figure 5.7: Tllustration of the uncorrect predicted vehicle moving trajectory.

wireless environment. Hence, it is also an important factor that widely adopted by the
passive radar techniques. In [245], by exploring the doppler effect of the wireless signal,
the authors designed a maximum likelihood location estimation scheme for the bistatic
radar. Similarly, in [49], a cepstrum moving target detection (CEPMTD) algorithm was
presented. In this work, the range information and Doppler information of the moving
targets were obtained based on taking cepstrum and Fourier analysis of the received signal
in the fast and slow time dimensions, respectively. Moreover, some approaches are derived
to improve the target detection probability. For example, in [168], the authors proposed a
observer moving trajectory design scheme to optimize the target detection probability by
maximizing the determinant of the Fisher Information Matrix (FIM).

Moreover, in the wireless sensor networks, the localization methods can be categorized
into range-based localization and range-free localization respectively [46]. In our work, we
focus on the range based localization. Generally, as summarised in [46,175], there are four
commonly used passive range-based methods, which are: Energy based scheme, Angle of
Arrival (AOA) method, Time of Arrival (TOA) method and Time Difference of Arrival
(TDOA).

Received Signal Strength (RRS) method is one of the most important energy-based
schemes [175]. Based on the power of the received signal and corresponding signal at-
tenuation model, the receivers can estimate the distance to the signal emitter. Then, by
taking measurement at multiple locations, the position of the emitter can be estimated.
Besides the energy-based methods, many research efforts focus on the localization schemes
based on TOA [162,210] and TDOA [136, 146], respectively. Based on the multiple TOA
of the periodic signal that measured by the single receiver , in [210], the authors pre-
sented a signal emitter geo-location scheme based on the Maximum Likelihood Estimation
(MLE) method. Further, the authors theoretically verified their estimator by deriving the
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Cramér-Rao-Lower-Bound (CRLB). While, in [162], the authors proposed the emitter posi-
tion estimation scheme by exploring the measured TOA of signal that propagated through
multiple Non-Line-Of-Sight (NLOS) paths. The authors proved the probability that the
fixed single sensor can estimate the emitter’s position, with a predetermined waveform and
at least five known propagation paths. In [136,146], the TDOA measurement was adopted
to estimate the position of the single- and multiple-acoustic-source, respectively. Moreover,
as the complementary of the RSS and TOA methods, the AOA technique, which is most
commonly used by the multiple-antenna sensor. The AOA information is calculated based
on the difference of the arriving time that a specific signal reaching each antenna of the
sensor. Further, by taking multiple measurements in different locations, the position of
the signal emitter can be detect. In [179], Peng et al. employed the AOA method to ad-
dress the node localization problem in wireless sensor networks. However, these techniques
relay on either the particular beacon/period signals or the complicated equipments (e.g.,
multi-antenna sensors) which will increase the system complexity and introduce extra cost.
Moreover, in these approaches, the doppler effect has to be eliminated by other techniques,
which increase the computation complexity.

This section presents a fairly simple solution to detect the position of emitter (i.e., the
RSU) by the single vehicle, in which the doppler effect is explored. Moreover, based on
the calculated bearing angle, the position of the RSU is estimated based on the Maximum
Likelihood Estimator. The details of the problem statement and the formula derivation
will be presented in the next two sections.

5.2.2 Problem Statement

In this section, we will present the problem and the corresponding assumptions in details.

As aforementioned, the passive RSU localization problem will be considered. We assume
that the vehicle can communicate with the stationary RSU based on a fixed transmission
frequency f; (e.g., 5.9 GHz in 802.11p standard) and known by the vehicle. The vehicle
moves with a certain velocity, which is a physical vector with both magnitude and direction.
In this case, by exploring the Doppler effects of the frequency shift, the vehicle can measure
the bearing angle to the RSU from its trajectory. The relation of the bearing angle §; and
the its velocity at time t; is given by,

(2) ,
70 = g ) (5.8)

where fr(i) denotes the received the frequency by the vehicle at time ¢;. The vehicle velocity
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at time ¢; is represented by v,(f). ¢ is the signal transmission speed, which is equal to the
light speed. Consequently, as shown in Figure 5.8, we can see that the location of the RSU
can be obtained by taking the measurements of the bearing angle in different positions of

the vehicle’s trajectory, which is given by

(%)
0; = arccos [(ﬂfv;(lgft)c] (5.9)
RSU

Figure 5.8: Illustrate of the bearing angle to the trajectory.

Moreover, in order to simplify the analysis while without losing generality, we assume
that the vehicle and the RSUs are lied on a flat surface.

5.2.3 Mathematical Formulation of the Estimator Design

In this section, we will present the mathematical formulation of the estimator in details.

As aforementioned, we assume that the vehicle and the RSUs are lied on the flat surface.
In this case, we can derive the two-dimensional location estimator based on the obtained
bearing information that measured by the vehicle. Let Tp(*?) = (7, yr]T represent the
position of the base-station in the Cartesian coordinate system, where T' denotes transpose.
Then, by considering the bearing angle and the measurement error, the TW*? with these
two parameters can be formulated as,

0, = FO(T) + ¢ (5.10)
where ¢; is the random measure error at time ¢;, and F®(T) is given by
FO(T) = arctan <yZ — yT) (5.11)
Ty — Ir
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Since the unknown position of the base-station/RSU is fixed, we assume that the mea-
surement error € can be represented by a Gaussian distribution with a zero mean and
variance o2. Then, we have the conditional probability density function (PDF) as

1
PO = T et (0)
X exp {—% 60— F(T)]" C'[o- F(T)]} (5.12)

where C' denotes the covariance matrix of the measurement error € which is a N x N
positive definite matrix. Now, based on the Maximum Likelihood Estimation (MLE) [110],
the estimator for the unknown RSU’s position T can be found by maximizing the log-
likelihood function Inp(8|T"), or equivalent to minimize the following quadratic function

J(T)=1[0—F(T)" C'[0—F(T) (5.13)

However, based on Eq. (5.11), we find that the model is nonlinear. In order to simplify
the derivation, the linearization is necessary. In order to adopt the Gauss-Markov theorem,
a reference position has to be selected. Moreover, the reference position needs to be close
to the actual position of the base-station. Hence, we can choose a reference position
T, = [z,, y,]7 that located within the polygon that bounded by the measured bearing
line. Further, we expanse F'(T') by the first-order Taylor series about the reference position,
which is given by

F(T)~ F(T,) +R(T-T,) (5.14)
where R is the Jacobian matrix of F/(T') when T' = T,. and given by

ar) ar)
dx1 |x=wr Ay, |y:yr

R = : : (5.15)
gFWV) dFWY)

Oz N |x=zr “Oyn |y=yr

Now, by substituting Eq. (5.14) and Eq. (5.15) into Eq. (5.13), we have
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J(T)=10~F(T,) - R(T - T,)]' C"'[6
- F(Tr) - R<T - Tr)]
=(H - RT)'C™'(H — RT)
=A'Cc'A (5.16)
where A = H — RT and H = 6 — F(T,.) + RT, which is not dependent on T'. Then, we

need to derive the estimator T to minimize J(T'). Firstly, we need to expanse the above
formula as

JT)=H"C'H-T"R"C'H - H"C'RT
+T"R"C'RT (5.17)

Now, by using the method introduced in [110], the gradient of J(T') needs to be derived
and we have,

9J(T)

N —2H"C'R+2T"R"C'R (5.18)

Setting the above gradient to be zero, the estimator is given by
Tr = (R'"C'R)'R'C'H
=T, +(R'"C'R)'R'C'[6 - F(T,)] (5.19)
Then, the covariance matrix of T can be calculated as
Cy, = E[Tr — E(Tp)|[Tr — E(Tr)]"
=(R"C'R)'R"C'CC'R(R"C'R)™!
=(R'CT'R)™! (5.20)

While, if we assume that the vehicle measures the bearing angle N times. For each
time, we have
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sin %) = e
2 (5.21)

d

CoS 9,@ =

where d” is the distance from the vehicle to the reference position at time ¢;. Then, the
matrix R is given by

__sin 97(41) cos 9&1)
d,&l) d&l)
R = : : (5.22)
__sin 0$N) cos OSN)
d1("N) d,(aN)

Moreover, if we assume that the measurement errors are independent, the covariance
matrix can be derived by

c=|: - (5.23)

2
0 - of

By substituting Eq. (5.22) and Eq. (5.23) into Eq.(5.19), we can finally derive the
position of the base-station as follows,

N
> = — (5.24)

=1 dr O-gi
) N o N B N b
y=yr+ (;%;; - ;%) '

N
X Z =1 5 =1 (5.25)



where a = cos 0, b =sind", ¢ = (dﬁi))%i. Now, based on both Eq. 5.24 and Eq. (5.25),
we will demonstrate the performance of the presented work.

5.2.4 Verification of Theoretical results

To verify the correctness of the proposed passive RSU detection scheme for the single ve-
hicle, we adopt MATLAB to simulate the proposed work. We set the unit of the distance
and the speed (i.e. the magnitude of the velocity) to be meter (m) and kilometer per hour
(KM/H), respectively. Moreover, without losing generality, we assume that the trajectory
of the vehicle is a straight line. Hence, we randomly select a position for the RSU. The
trajectory of the vehicle is a straight line whose gradient is equal to one. Moreover, we
set the test area to be a 400m x 400m rectangle area. The speed of the vehicle varies
from 50K M/H to 110K M/H. In the simulation, we test two types of the wireless com-
munication standards, i.e., 802.11p and 802.11 b/g/n, respectively. The 802.11p standard
is specifically developed for the vehicular networks with 5.9 GHz frequency. While, the
802.11 b/g/n standards are the mostly used in wireless communication networks with 2.4
GHz frequency. Further, in order to measure the accuracy of the proposed estimator,
the notation, Root-Mean-Square-Miss-Distance (RMSMD) [210], is adopted, which can be
calculated by,

N N
a |1 . 1 .
RMSMD £ | ;(:U — o)+ ;(y —yr)? (5.26)
where N is the number of the test rounds of the Monte-Carlo method (MCM) [110]. For
each specific case, we test 100 rounds. The whole test is repeated 5000 rounds.

Figure 5.9 depicts the RMSMD of the proposed work with 2.4 GHz and 5.9 GHz
transmission frequency. We can see that the higher transmission frequency generates better
performance. The reason for this phenomenon is that, with the same speed, the doppler
effect of the higher transmission frequency is more obvious. With the same relative speed,
based on Eq. (5.10), we can see that Af = f; x %5(9) increases with f; increasing.
Moreover, following the increasing speed of the vehicle, the RMSMD results for both cases
decrease, i.e., the accuracy of the estimation increases. Since the doppler effect is more
obvious when the relative speed between the RSU and the vehicle is high.

As aforementioned, in order to linearize the estimator, a reference point is essential.
The initial measurement is necessary for choosing the reference point. Hence, we test the
effect of the number of the initial measurements to the proposed estimator. We set the
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Figure 5.9: The RMSE miss distance with different transmission frequency.

speed of the vehicle to be 110KM/H. The number of initial measurements varies from 2
to 100. We repeats the MCM-based test. As shown in Figure 5.10, we can see that the
RMSMD for both 802.11p and 802.11b/g/n achieves relatively stable results, even though
the RMSMD in 802.11b/g/n facing higher vibration.

To this end, we can conclude that proposed passive RSU detection scheme is accurate
and 802.11p standard is more suitable for the passive detection in Vehicular Networks
environment. Meanwhile, we also proved that the number of initial measurements for
selecting reference point will not affect the performance of the proposed scheme. Since the
proposed estimator is calculated based on the single vehicle, the scheme is fully distributed.
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Chapter 6

Predictive Handover Management
Scheme for Intelligent Vehicular
Networks

In this Chapter, we present a dynamic MAP discovery and selection protocol for predic-
tive hierarchical mobile IPv6 (DyMAP) that tackles the disadvantages of the Hierarchical
Mobile TP protocol (See Section 3.2) in the vehicular environment by decreasing inter
and intra-mobility latency and packet drop rate during the handover process, as seen in
Figure 6.1. In our approach, by forecasting potential networks access gateways and their
respective domains’ MAP to initiate a pre-registration, the cost in connections updates and
replies can be waived. We use an adaptive Hidden Markov Model (AMulti-HMM) based
on the multi-observation model to predict the next feasible access point. The multiple-
observation model uses the vehicles mobility measurements through an EKF model. Also,
we introduce a dynamic network topology control that uses the vehicles’ average session
duration time in an AP to adjust the APs’ domain selection, thus reducing the average
packet drop rate and the handover latency.

The remainder of this Chapter is organized as follows. The used HMM and mobility
estimation models are presented in Section 6.1. In Section 6.2, we describe the proposed
Dynamic MAP discovery and selection scheme for predictive HMIPv6 handover. The
performance evaluation results and discussions are given in Section 6.3, followed by the
conclusion in Section 6.4.
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Figure 6.1: An illustrative example of HMIP.

6.1 System Model

We start by describing the mathematical model behind the adaptive multi-observation
Hidden Markov Model (AMulti-HMM). Then, we present the characteristics of different
observation sequences used within the HMM and present the movement-based Extended
Kalman Filter model. Finally, we extend the predictive handover protocol to include
a dynamic MAP selection scheme. Assuming a vehicular network with infrastructure-
based communication between roadside units and wireless communication between mobile
vehicles and access points, vehicles are identified by their location (longitude/latitude) and
speed, as they move on the city roads. The deployment of APs is initially predefined to
maximize network coverage, where overlapping coverage may occur. This creates a two-
layer hierarchical topology of MAPs and APs, which is later defined in the performance
evaluation section. Each vehicle is also equipped with a GPS sensor which is used as
measurements for EKF to estimate the vehicles’ movement projections.
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6.1.1 Adaptive Hidden Markov Model

The HMM [129] has been widely utilized in speech recognition applications through the
use of a left-right structural model. This model does not permit transitions to states with
lower indices than the present state. Another model of HMM, named Ergodic that is fully
connected and every state can be in one step reached from any other state. Henceforth,
we construct a fully connected HMM model for our protocol, since the mobility of vehicles
is unrestricted and can connect to a previously known state.

The HMM model is comprised of three main components [17], namely, the transition
probability (transition matrix) A, the observation probability (emission matrix) B, and the
initial distribution of states 7. An HMM can be described by having N different states:
S1, Sa, ... ,Sn, which are the nearby Access Points (APs). At each time step t=1,2,..,T, a
transition occurs to the states, where the actual state at time ¢ is defined as 4. That is the
vehicle transform from the current AP to a new AP after an observation is measured. The
number of distinct observation is represented by O = {1, ..M}, which define the computed
movement attributes of vehicles. In our Predictive Hierarchical MIP, the AP states are
hidden, and the vehicles’ direction, speed, and location are the observations. Hence, the
HMM model can be defined as a 3-Tuple A = (A, B, 7). So the main elements of the HMM
are the following:

e N, which is total number of neighboring APs as HMM states.

e M, which is number of observations variant O = {1,..M} defined by the vehicle
movement attributes.

e 7, which is the initial states probabilities, and 7; defines one AP’s initial probability.

7TZ:P<I/1:S7,>, l<i< N (6].)

e A, which is state transition matrix, where a;; is the probability of transition between
two distinct access points ¢, j. A transition probability matrix is defined as follows

11 Gir2 - Aij
Q21 Q22 -~-+ dgj
Aij =
(6.2)
i1 Qig o Qg

aij = P(I/t = Sj|l/t_1 = Sl), Z,] € N
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That is the probability of being connected to access point (14) given the previous
connected access point is (1) and S, a;; = 1.

e B, which is the observation matrix (emission probability), and bjj is the likelihood of
an observation k from a vehicle being connected to AP j. The observation probability
matrix is as follows

bii bia - big
bai bao - bayp
Bjr = : : . :
bix bio - bk (6.3)

bjk = P(Zt = Ok|Vt = Sj), 1€ N, ke M.
That is the probability of having an observation of the vehicles’ state z; given that

the vehicle is connected to access point (1) and Z;VZI bjr = 1.

We can train and estimate the probability values based on the network observations,
using the HMM model A = (A, B, 7) mentioned above. This can be done in two phases:
adaptive learning and initial matrix re-estimation. The adaptive learning process, adopted
from the method proposed by [153], is used to recursively estimate the AP probabilities,
thus relying only on previous time steps to update the observation matrix. The AP prob-
ability can be described in two steps; using the initial distribution 7 = {ao(i)} (3), we
derive the AP probabilities (4) at t = 1, and the AP probability at time ¢ by function (5).

aq (i) = m;.b;(01).a;(1) (6.4)

) Oét—l(i)-at—l(apt—l,i>-bt—1(i; Zt)

(1) = ; ;
va Oét—l(2)-Gt—1(7/t—1,i)-bt—1(%Zt)

and the APs’ initial value is as follows

(6.5)

)06 —va) 6.6
Z Zjvzl T 00
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where §(.) is the Kronecker delta and determined by the argument value, if the value is
zero then result will be 1 and zero otherwise. Since the state of the observation is usually
visible after the handover is completed, a weight value e() is used instead of the likelihood
calculation, where the weight of the ith packet is determined by the following.

ofi) = {1,1 if i = 0. 67)

m if 1 S 1 S L.
where L is the maximum sequential number, to ensure that the weight does not diverge to
zero. Then, the transition and emission matrices are calculated as follows
0y — a;; + 5(2'.— Vp).(i\gj —v,).e(1) (6.8)
6<Z> + Zn:l Qin
bir +0(k — 2.).0(] —v,).e(t
by = 2O = 20) 87 = va) €(0) (6.9)
6(2) + Zmzl bzm
where v, is the predicted AP, v, is the actual connected AP, and z. is the measured
observation at the time of prediction.

6.1.2 HMM Multiple-Observation Scheme

In this section, we define the HMM multiple observation sequences O with regards to several
mobility measurements of the vehicle. The measurements will be thoroughly evaluated in
our simulation experiments (see Section 6.3) to fully understand the impact of different
vehicles’ characteristics on the prediction model. Three attributes that can be extracted
from the vehicles’ sensing systems are used: vehicles” directional angle, speed, and location.
In order to calculate the vehicles’ directional angle 8, we define the direction of a given
vehicle as follows.

diry =z, — ¢
diry = yp — Ye (6.10)
6 = atan2(dir,, dir,)
where x,, y, are the next estimated trajectory locations of a vehicle. Whereas atan2(y, x) is

the four-quadrant inverse tangent function that returns the angle between the positive axis
of a plane and the point given by (z,y). After defining the directional angle of the vehicle,
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Figure 6.2: Determining vehicles’ grid location within AP coverage zone.

we discretize the data into features of equal width, in order to transfer continuous values
into discrete counterparts. Thereby, we set 6 to M; distinct values for each direction. We
consider eight different directions: N, NE, E, SE, S, SW, W, NW. Concerning the vehicles’
speed s, derived from the EKF procedure, we convert the measured rate into a discrete set
of data for the observation model. The vehicles’ speed will be categorized into M, sets of
distinct speed ranges, as described in Table 6.1. The limit of the categories M, depends
on the average maximum speed exhibited by any vehicle. In our model, we assume the
vehicles” speed does not exceed 30 m/s.

Table 6.1: Discretization of vehicles’ speed.

| Si | speed range (mn/s) | status

1 1s=0 halt

2 |0<s<3 very slow speed

3 |13<s5<6 slow speed

I |21 <s<24 average speed
My | i<s< ] maximum vehicles’ speed

Finally, we choose the vehicles’ location as the third observation state that will be used
in the HMM model. The vehicles’ location is represented by longitude and latitude, which
is given from the on-board GPS system and estimated by the EKF model. Each vehicle
calculates the distance between itself and the lower bound of the current connected AP
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Figure 6.3: Dynamic predictive-based hierarchical mobile IP (DyMAP) protocol.

coverage area. Thereby, the location of vehicles is mapped to the grid number on the map,
as seen in Figure 6.2. If each grid is of size M3 x M3m, and the total possible number of
grids in one AP is defined by the maximum communication range of the Access point.

In the context of vehicular networks, the vehicles’ direction, speed, and location do not
necessarily determine the individual probability of connecting to the next AP. The move-
ment of vehicles differs depending on the road structure, topology, and driver intentions.
Two vehicles have similar directions, and yet connect to different APs. In another example,
two vehicles in an intersection may have similar speeds and yet exhibit different directions,
or vice-versa. The uncertainty in the vehicles’” movement will affect the prediction of the
next possible AP. Henceforth, we consider a multiple observation model, which combines
vehicles’ direction, speed, and location trajectories, to construct a better observation of
the vehicles’ current status.

6.2 DyMAP: Dynamic MAP Discovery and Selection
Scheme for Predictive HMIPv6

In this section, we start by describing the predictive hierarchical handover protocol by using

the previously acquired HMM and mobility measurement model. As seen in Figure 6.3,
the P-HMIP handover has three primary components: MAPs, APs, and MHs. The MAP
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Figure 6.4: Predictive hierarchical mobile IP process.

is the link between the MH and its HA and comprises several APs under its domain; each
AP separately handles the initial HMM measurements and retains a table of adjacent APs.
The MH will use the EKF periodically to track and predict the movements of the vehicles
and will be responsible for deriving a prediction using the HMM elements from the APs.
Initially, an equal number of APs are assigned to each MAP in the network, which will
then be dynamically updated according to the mobility and handoff process of the vehicles.

In the following, we divide the handover process into three main phases, prediction and
registration phase, that monitors the vehicles’ movement projections and initiates an early
handover process when a new AP prediction is made by the Multi-HMM model. The MAP
discovery and update phase, which allows the Access Points to discover neighboring APs
and their corresponding MAPs as well as update the Multi-HMM model initial estimation
with previous predictions results. In Figure 6.4, we illustrate the predictive HMIP handover
process. Finally, dynamic MAP selection phase, which allows APs to adaptively switch
between MAPs according to the reported vehicles’” mobility sessions; thus, reducing the
cost of inter-mobility handover in high mobility areas.
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Algorithm 6.1 Prediction algorithm
Input: EKF 2, 2, ¢
Input: A\, listy ,0O
1: procedure PREDICTION
2: while timer, >t do
O; < MovementProjection(Zy, ;1)
p < HmmEstimation(Oy, \)
if AP, € listy then > AP is in list
EarlyRegReq(AP,, MAP,)
timer,(cancel) > prediction timer
else
timery(update)
10: end if
11: end while
12: end procedure

6.2.1 Prediction and registration phase

A copy of the latest update of the HMM model, including the initial, transition, and
emission matrices, is sent to the vehicle when it first transitions to a new access point in
a MAP domain. Also, vehicles will also have a list of discovered neighboring access points
Listy, as presented in Figure 6.5. From that moment, the vehicle will periodically trigger
the prediction method to predict the initial APs’ probabilities using the measured mobility
projections of the vehicle. The prediction method in Algorithm 6.1 works in two steps:
First, retrieve the vehicles’ observed movement projection from the EKF model. Second,
discretize the calculated directional angle, speed, and grid location, for the observation
symbol O. The observed state will then be fed to the HMM estimation method to yield an
AP estimation vector of the initial states in the HMM model, as presented in Algorithm 6.2.

Neighbour | Addresses | Session | MH count flag
ID rate

—
IP address | MAP router .‘

Figure 6.5: Neighbors list.

When an AP probability reaches a certain threshold o that marks enough learning has
been made and an estimation is present, an early registration request packet Earlygeg,eq
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Algorithm 6.2 HMM estimation method
Input: A\, O, N, M
Output: O is within the range of observation symbols
Output: N >0
procedure HMMESTIMATION
2: for all «;(t) do
Update APs’ Probability - Equations (4)(5)

4: end for
if maximum(«;(t)) > 0 then > threshold 6
6: return 7,,,, > Prediction is reached
else
8: return N + 1
end if

10: end procedure

Source ID | DestID | PktType | Lifetime Current
Timer connection

. S .
™ » A
()

Figure 6.6: Early registration request packet.

is sent to the new AP corresponding MAP through the current MAP infrastructure. The
early registration packet in Figure 6.6 contains the vehicles’ current AP, current MAP, the
predicted AP, and its domain MAP, and a lifetime timer. If the domain of the predicted
AP is the same as the current domain, a simple registration request Reg,., will be sent to
the new AP and a lifetime timer Timery is set to overcome false prediction. Otherwise,
if the MAP of the predicted access point and current MAP domain are different, then
the new MAP adds the vehicle information in its cache, and an early registration request
is forwarded to the vehicles” Home Address (HA). Also, the predicted AP with a lifetime
timer is set in case of false prediction. When the vehicle enters the new AP communication
range, a registration packet is transferred to the target AP. No extra messages are sent to
the MAP nor the HA, when the target AP is already predicted, thereby completing the
registration phase. An update message is sent to the new MAP and HA to cancel the
lifetime timer TWmer; and notify the previous MAP to stop the communication with the
MH.
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Figure 6.7: Prediction update packet.

6.2.2 MAP discovery and update phase

Following the vehicle’s connection to a new AP after a prediction is formed, the lifetime
Timer,; of the new connected MAP is updated, and the MAP sends an update packet to the
MNs’ corresponding HA to update its time as well. Another update packet Predupdatep
is also sent back to the previous AP from the MH to remove the vehicles’ information and
update the previous AP HMM elements and session rate. In case of failure of prediction,
a standard registration process will be used as the HMIP handover protocol [21], and an
update packet will be sent as well for learning.

The update packet in Figure 6.7 is sent through the new domain MAP to the previous
one, which contains the new registered AP, predicted AP, and the observation symbol. At
the reception of an update packet, the AP will first check if the newly registered AP is
already in its neighboring list Listy. If not, it will add a new AP neighbor to its list and
update the HMM model using equations (6,8, and 9). Since the number of neighboring
APs are limited in our protocol N, when a new AP is discovered, the neighboring AP with
the lowest probability will be dropped and replaced with the new one.

During the process of handoffs and location updates, each MH will also keep track of
their session duration in the current AP. When a vehicle first connects to an AP (0AP), it
marks the session entry time, and after moving away from the oAP to a new AP (nAP), the
MH records the session end time. Along with the prediction update packet in Figure 6.7,
the MH includes the session in and out time. Upon receiving the update packet from the
MH, the AP will either update or include a new AP session rate. Each AP maintains a
session rate with information about its neighbors. An AP; record in the listy table in
Figure 6.5 holds the average session duration rate Srate; of the current AP before an MH
moves to the new AP, and the number of handoffs between the current AP and the new
AP M Hcount;. The algorithm used to handle the incoming update packet is described in
Algorithm 6.3.
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Algorithm 6.3 Update method
Input: updatepocipet{ APy, AP,,O,ing, outs}
Input: listy, A
for all updatep,cier do
2: J « list.indexO f(AP,)

if AP, € listy then > Neighbor’s data is available
4: i < list.indexO f(AP,)
A < HM Mupdate(A, i, j,O)
6: list;.SessionRate < SessionRate + (outs — ing)
list; M HCount < list;, MHCount + 1
8: if list;nge. flag = Pending and list;,q,.map = myMap then
listindz-flag < complete > nAP changed MAP
10: end if
else
12: list < list U AP,
A < HM Mupdate(A, N, j, O)
14: listn.SessionRate < (outs — ing)
listy.MHCount < 1
16: N+ N+1
end if
18: end for

6.2.3 Dynamic MAP selection phase

Initially, the hierarchical structure of the mobile IPv6 is predefined to a specific structure
such that each MAP maintains a group of APs, which does not take into account the
vehicles mobility and road structures. When the HMIP protocol starts, each AP will
advertise the domain MAP attached to, while discovering its neighborhood. Periodically,
each AP checks its neighbor table list y to estimate whether a change of domains is required.
When a session rate between current AP (cAP) and a neighbor access point (nAP) from
a different domain MAP (nMAP) is less than a threshold x, a change of domain request
is sent to the current APs’ domain (cMAP) with the neighbors’ access point address nAP
and nMAP. The current AP neighbor list will flag the nAP as pending for change of
domain until a new update message is received from an MH. The cMAP then forward
the transition of domain request to the nAP through the network. Upon receiving the
change of domain request, the nAP will start using the cMAP domain as the point of
attachment and will advertise a MAP option in its area. The dynamic MAP selection
method is described in Algorithm 6.4. In case of an ongoing active session in the nAP, the
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Algorithm 6.4 Dynamic MAP selection method

Input: listy,timer,, N
for all timer; do
2: min < listy.sRate
indx +— —1
4: for :=1 to N do
if list;.sRate < min then

6: ndr <1
min < list;.sRate
8: end if
end for
10: if min <k and list;,q,.map # mymap then
if listinge. flag # pending then
12: listinge- flag < pending
SendDomainU pdate(listnq., mymap)
14: end if
end if
16: timer(update)
end for

change of domain will be valid only for the new upcoming sessions. When the registration
phase starts again by any incoming MH, the nAP and oAP neighbor list will be updated
accordingly. To better estimate the need for domain changes, the AP does not initiate the
domain’s update method unless two or more neighbors are discovered and enough sessions
are reached to derive an estimation.

6.3 Performance Evaluation

The performance evaluation of the proposed (DyMAP) handover protocol is done through
the use of NS-2 network simulator. First, we illustrate the used simulation parameters to
analyse the produced results. Then, we define our experiment’s mobility and network setup
and state the evaluation matrices. Second, we evaluate the impact of different mobility
traces and vehicles densities over the multiple HMM observation symbol, including single
observations (speed, location, directional angle) and multiple observations. Finally, we
evaluate the handover latency and packet drop rate of our dynamic predictive handover
protocol in comparison to different handover management protocols.
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Table 6.2: Simulation parameters

Parameter Value

Mobility Simulator SUMO
simulation duration 500s

PHY/MAC IEEE 802.11p
vehicles 100-400

vehicle speeds 0-30 m/s

road network Urban - highway
AP coverage 200m

Network simulator NS-2.35
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Figure 6.8: Road network topologies
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Figure 6.9: Shenzhen City

6.3.1 Simulation environment

We generate the mobility trace using SUMO simulator [118] and OpenStreet Map (OSM) [79]
of the City of Ottawa with different environments, as seen in Figure 6.8. We deploy the
APs in each map to guarantee full coverage, where 802.11p protocol is used in the MAC
layer. In Table 8.1, we define the simulation environment parameters. Different mobility
traces are used to evaluate the performance of the proposed protocol and are as follows:
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Synthetic Data:

In this set of data, we generated Highway, Urban, and a combination of both road
environments. All road data sets represent Ottawa city and imported from OpenStreetMap.
While SUMO traffic generated is used for the vehicles’ flow and routes, as seen in Figure 6.8.
The number of cars ranges between 50-500, as for the vehicles” movement trajectories, we
use the Krauss car-following model with vehicle speed ranges between 0-30 m/s.

Real Data:

We also choose a real data-trace of Shenzhen city, China [40] as seen in Figure 6.9.
The original trace contains about 13,000 taxis mobility traces on average of 30 seconds
per day for nine days. For the purpose of our experiments, we reduce the data to 30
minutes between 6:00-6:30 am. The taxis’ speeds between 0-70 m/s. We deploy around
800 roadside units on an area of 8x24 k/m with a coverage area of 200 m for each RSU.

The performance of the predictive HMIP is evaluated in terms of scalability and effi-
ciency using the following performance metrics: i) handover latency, which computes the
average time of handover between APs; ii) packet drop rate, which computes the total
number of dropped packets over the total number of sent packets; iii) prediction success
rate, which is the ratio of successful AP prediction over the total number of successes and
failures. Before evaluating our protocol against different handover protocols, we study the
handover prediction accuracy in term of success and failure using different observational
elements.

6.3.2 Prediction accuracy

The EKF prediction error has been already evaluated by comparing its performance over
different scenarios in Chapter 4, which indicates that the EKF model is resilience to dif-
ferent vehicles movements over the three scenarios. Furthermore, the EKF performed the
best in highway scenario, followed by hybrid and then grid scenarios. This is due to the fact
that in the grid mobility trace, vehicles experience more frequent turns in movement, which
leads to higher prediction error. Such an issue can be addressed if more measurements are
included in the EKF model, such as the heading angle of the vehicle (See Chapter 4).
Therefore, using EKF to predict and update GPS measurements will provide the HMM
model with a more accurate estimation of the vehicles’ movement projections rather than
raw GPS inputs.

The handover prediction accuracy is evaluated by comparing all different vehicles” ob-
servation against different scenarios and densities with 95 % confidence intervals, as illus-
trated in Figure 6.10. The multiple observation symbol outperforms every other single
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Figure 6.11: Different prediction observation models accuracies vs time in Ottawa city environments.

observation in all situations with an average of 98% success in urban and hybrid envi-
ronments and 94% success in the highway environment. Also, the individual observations
showed inconsistency and instability along with the different environments, as seen in Fig-
ure 6.10(a-c). This occurred because the direction, speed, and location of a vehicle do not
independently determine the probability of connecting to the next AP, as vehicles tend
to exhibit similar movement projections and yet choose different access points. When a
combination of multiple observations is adapted, an increase in the number of successful
estimations is observed.

Additionally, it is noted that the performance of the different observations varies with
varying environments of road. In the hybrid environment, the direction observation out-
performs speed and location. The characteristic of the hybrid environment combines both
urban and highway, and thus the location parameter does not efficiently describe the ob-
served state of a vehicle. For example, two vehicles may be geographically in the same grid
and yet present different directions, thereby leading to a varied AP selection. As for the
highway scenario, a more stable and relatively closer success rate is observed. This is due to
the highway environment omitting sudden turns or changes in the vehicle’s movement. In
the urban environment, shown in Figure 6.10(c), a more changeable prediction is exhibited
in single observations and higher accuracy with the multiple observation model.
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Figure 6.12: Handover prediction accuracies vs time in Shenzhen City mobility trace.

The progress of the prediction model over time shows apparent inconsistency among dif-
ferent environments. In Figure 6.11(a-c), we illustrate the handover success rate versus the
simulation time for the various observations. Therein, the single observation demonstrates
instability along the timeline, due to vehicles presenting similar behaviors in individual
observations and not following the same connections with APs along their path. In Fig-
ure 6.12, we illustrate the prediction success rate over time in Shenzhen city mobility trace.
The multiple observations model showed the highest handover success rate compared to
single observation models, with an average of 98% success rate. Furthermore, the use
of real mobility traces for a more extended time showed that all observations eventually
converged. Furthermore, it has been noted that the chosen real dataset presented higher
similarity measurements in term of the vehicles’ direction and speed than the generated
mobility traces in SUMO, which explains the stable results of the single observation models.

We further investigate the accuracy of the multiple observation (Multi-HMM) in com-
parison with other prediction models, i.e., Naive Bayes (NB) [11] and k-Nearest Neighbor
(k-NN) [52] prediction methods. NB is a simple probabilistic classifier based on the Bayes
theorem. The k-NN is a classification technique that assigns each instance to the most
common class out of its k£ nearest neighbors. To make the comparison of models relatively
equal, we derive an online version of the NB and k-NN models. In which, both networks
will re-train their models periodically to mimic a real-time prediction scenario.

In Figure 6.13, we illustrate the prediction accuracies of different models in Ottawa’s
urban trace. As seen, the Multi-HMM achieved the highest average of 97% accuracy rate
compared to NB and k-NN. The performance of k-NN gets better over time, and NB ac-
curacy maintains an average of 91%. One of the disadvantages of k-NN is its need to store
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Figure 6.14: Handover prediction accuracies comparison in Shenzhen city mobility trace.

all of the training data. However, a Multi-HMM model maintains only three probability
matrices. Besides, BN predicts an AP class for a set of features to an observation, but
it does not consider the dependencies between observations. An example of such reliance
would be a vehicle slowly increasing its speed or direction, which might yield a pattern
leading to different APs. This problem appears more obvious in Shenzhen city mobility
trace comparison in Figure 6.14. In Figure 6.14, NB illustrates the worst prediction ac-
curacy with an average of 85%, while Mult-HMM showed the highest percentage of 96%
prediction accuracy.

6.3.3 Network performance
In regards to the efficiency of our proposed predictive handover protocol, we evaluate the

network performance with respect to latency and packet drop rate. We use different traffic
densities and environments, as described earlier in this section. The benchmarks handover
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environment, and (c¢) Urban environment.

methods MIP and HMIP are implemented and evaluated for comparison.

In Figure 6.15, we illustrate the average successful handover latency versus the number
of vehicles. The predictive HMIP outperforms all protocols, with approximately 50%
reduction in handover delay. Our protocol predicts the new AP early enough to start
the registration process before the vehicle enters the new AP range. The other protocols
begin the registration process when the vehicle approaches the communication range of
the new AP and L2 trigger is initiated, thus increasing the handover process delay. In
Figure 6.15, the hybrid, and urban scenarios presented similar handover latency averages
for each protocol. This is due to the distributed nature of the generated vehicles mobility
in both scenarios, which reduces the load on the APs during the handover registration
process. As for the highway scenario, the generated vehicles mobility were condensed
in a specific area, which is Ottawa highway road, this has led to an increase in APs’
load and thereby an increase in handover latency. Furthermore, It is noted that in the
hybrid environment, both MIP and HMIP have similar results with respect to the handover
latency. In our understanding of the network performance, this is due to the randomized
topology structure of the hierarchical network. There, the placement and the selection of
the domains’ area did not reflect vehicles’” mobility and the road structure. The result of
that led us to incorporate a dynamic MAP discovery and selection scheme to the predictive
HMIP, which is later explained in the next subsection.

In Figure 6.16, we show the performance of all handover protocols in a real mobility
trace from Shenzhen city. The predictive hierarchical mobile IP handover protocol reduces
the handover latency by 80% compared to MIP and HMIP. The advantage of predicting the
next possible connection early enough contributes significantly to reducing the handover
latency, particularly in inter-mobility handoffs. Even though an incorrect prediction could
yield a higher latency, it will not exceed the normal rate of the standard HMIP and does not
affect the overall performance of the protocol. The predicted access point has a reasonably
high accuracy rate with the use of multiple observation HMM. One of the main features of
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Figure 6.16: Handover latency comparison in Shenzhen city mobility trace.

hierarchical mobile IP is the addition of Mobile Anchor Points (MAPs), which act as the
vehicle’s RCoA and manage multiple APs in its domain. This reduces the cost of contacting
the vehicles” HA for registration and binding updates when a vehicle moves between APs
within the same domain. That process guarantees a smooth transition between local APs,
thus resulting in lower packet drop rate.

6.3.4 Dynamic MAP selection performance

Having a predictive HMIP handover protocol does not necessarily exclude false predictions,
which reduces the performance of the handover protocol when it happens. The prediction
failure will lead to the use of the underlying standard HMIP handover protocol to re-
connect with the Mobile IP network, and hence, the system will suffer again of the same
drawbacks explored in the standard HMIP. Therefore, a solution is needed to overcome the
disadvantages of prediction failure.

To fully comprehend the influence of the network topology selection and deployment on
the performance of the DyMAP handover protocol, we evaluate two different approaches:
i) a randomized static domain distribution of N MAPs over K APs, in which we assign
b equal number of APs to each MAP:; ii) a dynamic MAP selection scheme based on the
average session duration of inter-mobility handover between two neighboring APs.

Before presenting the results of the dynamic predictive HMIP, we have empirically
validated the most acceptable threshold values that result in higher measurement accuracy.
As we mentioned in previous sections, the MHs compute their session duration time in the
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Figure 6.17: Average handover latency in urban environment.

old connected AP after moving to a new AP. The value of the session duration is sent
back the old AP to calculate the average session duration time between itself and the
newly connected AP. To find the required threshold value for an AP to request a change
of domain, a range of values are tested in the simulation environments. In which, the best
value of k is chosen to minimize the overhead, handover latency, and packet drop rate.

The simulation setup illustrated in Figure 1 is used to demonstrate the impact of the
dynamic MAP selection scheme when the predictive HMIP fail to estimate the correct
new handoff. The communication links of the simulated network are fixed to 50 ms for
the communication between the MAPs and infrastructure (i.e., Internet) and 2 ms for the
communication links between MAPs, APs and MHs.

In Figure 6.17, we illustrate the average handover latency over time of both the static
and dynamic predictive HMIP. The results indicate that after the selection of MAPs is
changed in the network, a reduction in the handover latency is observed. The dynamic
schema reduces the handover latency by 32% in compared to the static predictive HMIP.
This is due to the dynamic change of MAP selection after an AP has collected sessions data
from the MHs about its neighboring APs. When the network topology is first selected and
deployed, it does not consider the vehicles’ mobility factor in the selection of the network
topology, hence resulting in poor performance of the hierarchical mobile IP. If the average
duration time between two APs of different domains is short, a higher packet drop rate
will be exhibited. The reason is that the inter-mobility handover process requires more
time to finish the registration with the MHs’ home address.
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6.4 Final Remark

Internet protocol (IP) compatibility development for vehicular networks has been recently
investigated in the literature; however, the vehicles’ high mobility and topology changes
affect the performance of traditional mobility management protocols over VANETSs. In
this section, a predictive hierarchical mobile IP handover protocol is proposed for vehicu-
lar networks, that overcomes the drawbacks in HMIP protocol. The probability analysis
of adaptive HMM and the vehicles” movement projections are combined to predict the
subsequent handover process ahead of time accurately. We investigated the impact of
the vehicles” movement characteristics in terms of the prediction accuracy under different
environments and densities. The results indicate that the early prediction of the next con-
nection enhances the overall mobile network performance in terms of latency and packet
loss. Also, the effect of the domains’ topology selection on the performance of the hierarchi-
cal mobile IP was studied for vehicular networks. The results show that a mobility-aware
network topology influences the mobile IP performance in terms of handover latency, cost,
and packet drop rate.
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Chapter 7

A Predictive Handoff Trigger Scheme
for Intelligent Vehicular Networks

in this Chapter we propose a two-tier machine learning-based handover management scheme
that detects the need for a handover trigger ahead of time, and initiates an early handover
registration process to avoid any communication disruption. With our scheme, the vehicle
will take the decision of the handover time, based on a machine learning model, to predict
the received signal strength values. When a handover trigger is initiated, a hidden Markov
model-based AP selection strategy is implemented in a hierarchical-based mobile IP (as
described in Chapter 6). We evaluate the performance of various forecasting models for
time-series sequence prediction, which will be then incorporated in the handover trigger
scheme and AP selection.

The remainder of this Chapter is organized as follows: Section 7.1 defines the system
model and preliminaries. The proposed triggering protocol is described in Section 7.2. In
Section 7.3, numerical analysis and simulation results of the proposed scheme are presented.
We conclude our discussion and future directions in Section 7.4.

7.1 Problem Statement and Preliminaries

Assuming a region of the plane with | APs AP, AP,,... AP, with fixed known locations
(x,y;) for i = 1,..,1. The AP broadcasts ads about their location and service to vehicles
within the transmission range. Based on the received broadcast packet, the vehicle can
evaluate the received signal strength of a given packet at time t. To measure the power
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present in a received radio signal, a propagation model is needed to predict the average
received signal strength at a given distance from the AP transmitter. Furthermore, due
to the presence of buildings and an indirect line-of-sight path between the vehicle and an
AP, a path loss factor will be added to the signal strength. The literature [186] has shown
that the average received signal power decreases logarithmically with distance. Thus, the
received signal strength indicator (RSSI) can be estimated using the following equation:

d
RSSI = dBmgy — 10nl0910d— +e (7.1)
0

where dbmy is the received signal strength at 1 metre, d is the distance and n is the propaga-
tion constant or path loss exponent [60]. Being able to obtain the vehicles’ RSSI values over
time can indicate whether or not a handover is needed, if it is, a handover trigger is initiated.
Each vehicle in our model will maintain a list of RSSI values {rssi;, rssizi1, ..., 7SSt}
over window time L with the current AP connection. Current and previous RSSI values
can be used to estimate the next k possible signal strength, which allows the vehicle to
anticipate the need for handover early enough to discover and register new CoA. To predict
the next RSSI values sequence, a forecasting model is required. Many time-series forecast-
ing techniques are available in the literature [140]. Recurrent Neural Networks (RNNs) is
a well-known method in machine learning for time-series sequence forecasting [147], which
can retain state from one iteration to the next by using its own output as input for the next
step. However, the simple recurrent network suffers from its inability to capture long-term
dependencies in a sequence.

The Long-Short-Term Memory (LSTM) network [87] is a recurrent neural network
(RNN) architecture that is popularly used for time-series sequence prediction. LSTM
was designed to overcome the exponentially decaying error and vanishing problems [87] in
recurrent learning, using an efficient gradient-based learning algorithm. In general, LSTM
network tries to take advantage of information in the past time, in which the output
depends on the current input and previous inputs. A detailed description of the model can
be found in [87].

The standard RNN network architecture consists of input layer, hidden layer, and out-
put layer. The input layer contains the input vector {rssi;} at time ¢, which is propagated
to the hidden layer. The hidden layer updates its hidden layers status h},...hY at time ¢
and computes the output y; based on the input {rssi;}. To update the hidden layer states
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Figure 7.1: LSTM Network architecture.

in typical RNN architecture, we use the following equations:

hy = f(wiproe + wh%,lhzq +b;)

: 7.2
b= Fluye b+ W+ ) i

where f is a nonlinear hidden layer function that is set as a sigmoid function, w defines the
weight matrix, and b is the bais vector. The hidden layer in an LSTM network also includes
the memory cells and gate units, which changes the f function in the general RNN model
in order to store information. The memory cell would define some linear interactions to
decide what to keep in memory and output the hidden state h;. Figure 7.1 describes the
general structure of an LSTM network.

The proposed ML-based handover trigger scheme is divided into three parts: data
preprocessing, learning, and prediction. We assume that vehicles will be able to maintain
the sequence of received power strength indicator (RSSI) from the current AP update
packets. Using the provided RSSI sequences as input vector rssi;, we train our LSTM
model in an offline manner and use the saved model parameter to predict a new RSSI
sequence. Furthermore, while collecting the RSSI values for training, we consider an input
vector rssi; with window size L, which is the size of one RSSI sequence vector required for
prediction. The input vector window size is predefined in our model, and has been tested
with different sizes to better fit the handover time and network delay.
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7.2 LSTM-based Handoff Trigger Scheme

In this section, we describe the proposed ML-based handover management protocol using
the previously derived LSTM model. The proposed handover management scheme uses
the Hierarchical MIPv6 protocol as a baseline [199] and consists of three main phases:
handover trigger, AP selection, and update. In the first phase, we use the LSTM network
to estimate the next k£ sequence of RSSI values periodically, and use those values to decide
whether on not a switch is needed according to a predefined threshold. If a decision is
made to initiate the AP selection phase, the HMM presented in our previous Chapter 6
will be used with the vehicles’ current measurements to predict the next Access Point.
Otherwise, no prediction will be required. In the following, we describe each phase in our
handover management scheme.

When a vehicle first connects to a new AP in a MAP domain, it also receives a copy of
the current adaptive HMM elements A = (A, B, 7) and a list of discovered neighbors List .
Then, the vehicle initiates the handover trigger algorithm to estimate when to switch using
the observed vehicles” RSSI data. The handover trigger method in Algorithm 7.1 works in
two steps. First, the vehicles’” observed RSSI value is collected and the handover trigger
procedure is started. While the number of observed RSSI does not reach L window size,
the vehicle will keep updating the RSSI values with the current CoA. Otherwise, the
LSTM Predict method, Algorithm 7.2, will be called and given the sequence of data to
forecast the next k values. If the average value of the new sequence is below a threshold
thresh and values are left-skewed, then the handover process is triggered to find a new
CoA. We assume that the LSTM network will be trained off-line, and each vehicle will
receive a copy of the learned LSTM network to forecast RSSI values.

When a new AP connection is requested by a vehicle in the next phase of the AP
selection phase, it will calculate its current direction, speed and location with respect to
the current AP, and include it with the observation symbol O. The observed state will be
used in the HMM estimation method to yield an AP estimation vector of the initial states
in the HMM model, as presented in Chapter 6. When an AP probability reaches a certain
threshold o which marks that enough learning is constructed, and estimation is present, an
carly registration request packet Earlypeg,cq is sent to the new APs’ domain through the
current MAP infrastructure. The early registration packet contains the vehicle’s current
AP, current MAP, the predicted AP, and its corresponding MAP, and the observed state. If
the predicted AP domain is the same as the currently connected domain (i.e., intra-mobility
case), no HA binding update process is required, and the new MAP will forward the early
registration packet to the new predicted AP. Otherwise, if the predicted MAP domain is
different from the current MAP domain (i.e., inter-mobility case), then the new MAP adds
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Algorithm 7.1 Vehicles” Handover Trigger

Input: Seq[T],thresh, \(A, B, n), listy ,O
Input: updatePacket from Coa
procedure RSSI SEQUENCE TRIGGER

2: while timer, >t do
RSS1.add(GetRSSI(update Packet))
4: Seq.append(RSSI;)
if Seq.IsFull() then > L window sequence is collected
6: rssi= LSTMPredict(Seq) > Return list 7"+ k& RSSI
else
8: time,.update()
return > Not enough RSSI data
10: end if
if AvgSkewed(rssi) < thresh then
12: p < HmmEstimation(Oy, \)
if AP, € listy then > Predicted AP is in list
14: EarlyRegReq(AP,, M AP,)
else
16: Regular Registration() > Register to the nearest AP
end if
18: Seq < Empty > Reset sequence
timery.cancel()
20: end if
Seq + Seql1 ] > Shift sequence and remove the first value
22: time,.update()
return

24: end while
end procedure

Algorithm 7.2 LSTM prediction method

Input: Seq{rssi;} ,LSTMmodel
procedure LSTMPREDICT
2: g = LST Mmodel.predict(Seq{rssis})
return y
4: end procedure
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the vehicle information in its cache, and an early registration request is forwarded to the
vehicles” HA, with a lifetime timer set in case of false prediction. When the vehicle enters
the new AP coverage, a registration message will be sent to the new AP. If the new AP was
already predicted, no more messages are sent to the corresponding MAP nor to the HA,
and the registration process will be completed. An update message is sent to the MAP and
HA to cancel the lifetime timer Tvmer,. In the event that, the HMM prediction method
did not return a predicted AP, the vehicle will initiate an early registration using its own
AP ads cache.

Following the vehicle attachment to a new AP and MAP, after a prediction is formed,
an update packet updater will be sent back to the previous AP from the MH to remove
the vehicle’s information and update the previous AP HMM parameters. The update
packet is sent through the new registered MAP to the previous MAP, which contains the
new registered AR, predicted AP and the observation state. The previous AP will then
update its current neighbor’s list, and update the HMM model with the new information.
We assume that each AP will not have more than N neighbors close by.

7.3 Performance Evaluation

In this section, we evaluate the performance of our handover management scheme with
respect to prediction accuracy, handover latency, throughput, and dropped packets rate of
the LSTM model and the proposed handover trigger scheme. We simulated our network
using the network simulator NS-2. The road data of the city of Ottawa in Figure 7.2
is imported using OpenStreetMap [79], while, the traffic flow and vehicles’ routes are
generated by SUMO [118]. Access points are deployed within a 200 m communication range
that maximizes the map area coverage. The network parameters are shown in Table 7.1.

Before using the LSTM network model, we pre-process the RSSI dataset and rescale it to
fit the prediction model better. In the following sections, we describe the data preprocessing
methodology, the LSTM model accuracy, and network performance.

7.3.1 Data Preprocessing
In our simulations, the RSSI dataset was collected during a simulation with .S interval time.

We scale and fit the data using MinMax scaler, train the network during the first period
of the simulation, and test the network afterwards. A sample of a vehicle’s measurements
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Table 7.1: Simulation parameters

Parameter Value
Mobility Simulator SUMO
simulation duration 500s
PHY/MAC IEEE 802.11p

vehicles 400

vehicle speeds 0-30 m/s
road network Ottawa Urban
AP coverage 200 m

propagation model log-normal
Wireless sensitivity -85 dBm
Network simulator NS-2.35

is presented in Figure 7.3. The top peaks of the data in Figure 7.3 indicate a handover has
been performed, and the vehicle does not have RSSI data at this point.

7.3.2 Prediction Accuracy Evaluation

To evaluate the performance of the LSTM model, the Mean Absolute Error (MAE) and
the Root Mean Square Error (RMSE) are employed. We define the error measurements as

follows:

N
1
MAE = — 0 — s .
v 2100wl (73)
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where N is the size of training or test samples, g is the predicted value, and y is the actual
output value.

We first evaluate the performance of the proposed scheme in comparison to different
prediction models. In the RSSI time-series forecasting scheme, we compare the LSTM with
different time-series prediction models, including the simple models of historical mean
and median [154], exponential smoothing [95], and Neural networks [120]. We choose
the benchmarks, simple moving average (SMA), simple moving median (SMM), Brown’s
Simple Exponential Smoothing (exponentially weighted moving average)(SES), and the
conventional neural networks (CNN) for comparison. The SMA and SMM predict the
next possible RSSI values in time series, based on the median and average of N previous

values as follows: .

S = T(Si_l + 82+ ...+ Si—T)a 1 >T (75)

The Exponential smoothing method assigns weights o to the given input set, in which
the smallest weights are given to the oldest observations, as follows:

§t+1|t = QO * S¢ + (1 — Oé) X t§t|t_1 (76)

The CNN is the closest to the LSTM model compared to the others, and has shown
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promising results in terms of image recognition and classification [120]. The CNN consists
of convolutional layers, pooling layers, and fully-connected layers. In our experiments, we
used a one-dimensional convolutional layer with pool size set to 2. A detailed description
of the CNN model is found in [120].

The comparison of their performance in terms of one step prediction is presented in
Figure 7.4 for five and ten input windows. The SMM outperformed all other models in the
5-input window with RMSE value of 1.467, followed by the LSTM model with 1.641. The
SES reported 4.221 and SMA was the worst among all models with RMSE value of 19.087.
As for the 10-input window, SES, LSTM, and SMM all had very close results in terms
of RMSE with values of 2.374, 2.742, and 2.504 respectively. The comparison of their
performance showed that the LSTM and SES require long time-series data to perform
better in terms of one-time step prediction. Unfortunately, simple moving average and
median only work with consistent changes, and perform poorly in a dynamic environment
such as VANETSs [53]. Therefore, since we want to use multiple time step forecasting for
our handover trigger scheme, we choose the LSTM model, which better fits our network.
However, one can still use the SES or SMM as a forecasting model, when historical trends
are less affected by sudden changes.

In our next set of experiments, we look further into both the LSTM and CNN models
for multiple time-series forecasting in term of training and testing. Our first concern was
to choose the most appropriate window size for prediction. In Table 7.2, we demonstrate
the Mean Square Error loss of both LSTM and CNN models in training, validation, and
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Table 7.2: Comparing input-output sequence window in LSTM and CNN model.

Model [in-out] train loss val loss | test loss
5-5]  42.607  34.819 | 4.250
LSTM | [6-4] 55.2958  43.5444 | 3.5376
(20) | [7-3]  40.5635  31.9762 | 3.3245
8-2] 74.8508  57.9437 | 2.8141
[5-5] 54.5108  41.5638 | 4.9823
LSTM | [6-4] 68.1267  46.4459 | 6.0073
(50) | [7-3]  51.7304  35.8804 | 3.3672
[8-2] 124.3477  82.1910 | 6.7889
5-5]  66.6582  45.2914 | 7.9242
LSTM | [6-4] 43.5615  30.0948 | 5.1045
(100) | [7-3]  38.5577  23.7136 | 4.1351
[8-2] 39.59542 22,9963 | 3.7246
Model train loss val loss | test loss
[5-5] 11.5689 10.8022 | 5.3872
CNN | [6-4] 9.9481 8.7508 | 3.4389
(ID) | [7-3]  7.0871  6.7677 | 4.8571
8-2] 12.7638  10.5065 | 3.3005

testing. The results were taken after averaging several runs over 1000 epochs with different
input-output sequence shapes. Both LSTM and CNN showed relatively close loss values
when tested on an unseen datasets, but the CNN performed better during the training and
validation step. Furthermore, the LSTM model of 20 layers showed the lowest loss when
tested on unseen datasets and showed a decrease in loss when the input shape was long
and the output was short. Nonetheless, due to the fact that in our system, the handover
process latency requires more time to finalize the handover registration with a new AP, we
preferred to choose the 5-input and 5-output window size to allow the handover protocol
to finish the registration, and also to consider the possibility of wrong predictions.

In Figure 7.5, we illustrate the training and validation loss of both LSTM and CNN
for 5-input and 5-output time-series sequence prediction. Here, the LSTM showed a high
loss in training and validation in comparison to the CNN model, yet LSTM showed better
performance than CNN when tested on an unseen dataset, as the average RSME of testing
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Figure 7.5: A 5 input/5 output time-series sequence prediction training and validation loss for LSTM and CNN networks.

LSTM is 0.990 and 1.125 for CNN. The error difference between the LSTM network and
CNN does not significantly distinguish a winning ML network selection for our objective.
However, if a choice were to be formed with the requirement of a faster learning approach,
then CNN would be chosen. Since our model is trained in an offline manner, training is
not crucial for our proposed handover prediction. Thereby, we adopt the LSTM network
to forecast the RSSI time-series sequence. After choosing LSTM as a prediction model
for the mobility management trigger scheme, we incorporate the trained model into the
vehicles for testing on a new dataset.

7.3.3 Network Performance

We evaluate the network performance of our protocol in terms of handover latency and
average packet drop rate. In our previous work in Chapter 6, we have shown that the
predictive HMIP protocol outperforms the standard Mobile IP and HMIP protocols with
approximately 60% reduction in handover delay. However, the original predictive HMIP
used the HMM exhaustively to predict the next AP, even though the vehicle was still con-
nected to the same AP and did not require early registration at that time. This resulted
in a very early registration request that would cost the network resources and bandwidth.
To overcome this drawback, we integrated the handover trigger scheme presented in earlier
sections, which evaluates the current and predicted RSSI sequence to decide on the han-
dover switch. Thereby, the new protocol will not overuse the HMM model, and reduces
the gap between the early registration and the actual handover event.
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In Figure 7.7, we illustrate the dropped packet versus the simulation time, with and
without the use of the handover trigger scheme. The performance of the hybrid ML-based
approach has reduced the number of dropped packets with approximately 18% reduction
in lost packets. The reason for that is that the original approach performs the registration
request too early, which forces the vehicles” HA to forward the CN’s packets to both the
current AP and the predicted AP, until a transition happens and the vehicle disconnects
from the previous AP. This could result in too many dropped packets in the event of a
wrong prediction. Therefore, the deployed handover trigger scheme makes sure the vehicle
will not perform an early registration, unless needed in a reasonable time window to cover
the complete handover process.

In Figure 7.8, we illustrate the difference between both Predictive HMIP and ML-based
HMIP in terms of the number of received packets. Results indicate that our scheme yields
a higher packet delivery ratio compared to the original scheme, because of the appropriate
handover trigger time. The proposed handover trigger scheme ensures that no handover
will be initiated too early, and will estimate the exact window in which the vehicle needs
to switch between access points.

7.4 Final Remark

In this Chapter, we have proposed a machine learning-based handover management scheme
in VANETSs. By taking into account the accuracy of the LSTM network in forecasting RSSI
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data sequences to induce an early handover trigger decision, we avoid long handover latency
and services disruption in vehicles. We further add to our model a second tier that decide
on which access point the vehicle should commit to, using an HMM model. Our results
showed a high accuracy of the LSTM model in comparison to various forecasting models.
Also, the integration of an ML-based handover trigger scheme resulted in improved network
performance.
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Chapter 8

An Online ML-Based RSU
Prediction Scheme for Intelligent
Vehicular Networks

8.1 Introduction

In recent years, Machine Learning (ML) models are playing a huge role in the design of
Intelligent Vehicular Networks [59,197]. There are two types of ML that can be adopted for
predicting the vehicles’ upcoming connection, namely supervised learning, which includes
classification methods, and unsupervised learning, such as clustering and rules extraction.
In vehicular networks, the vehicles’” movement information can be easily extracted using
the network communication packets. Henceforth, a semi-supervised learning method can
be adopted for this purpose.

In this Chapter, we aim to maximize the accuracy of the Roadside Unit (RSU) predic-
tion, taking in mind communication cost and computational time. Thus, increasing the
probability of a smooth transition between networks with minimal disruption time window.
We propose an online ML-based RSU prediction scheme for Vehicular Networks, that uses
the underlying state-of-the-art mobility management protocol (Mobile IPv6), to integrate
the prediction model within the network layer. We develop an online Probabilistic Neu-
ral Network (PNN) model to predict the next RSU in a real-time manner via incremental
learning strategy. Finally, we compare and evaluate the accuracies of the chosen prediction
model in comparison to several well-known machine learning classifiers and discuss their
performances.

143



J9Ae Induj
J9Ae uiayed
J9Ae IndinQ

Jake uonjewwing

<«¥
(%}
-

Figure 8.1: PNNs architecture.

The remainder of this Chapter is organized as follows. Section 8.2 presents the proposed
online machine learning-based roadside unit prediction scheme. Followed by the simulation
and performance evaluation of the protocol in Section 8.3. Finally, the concluded remarks
are discussed in Section 8.4.

8.2 OPeN-PreS: Online Probabilistic Neural Network-
based RSU Prediction Scheme

In this section, we describe the proposed neural network model for predicting the next RSU
using vehicles’ mobility information. Then, we describe the online PNN-based prediction
scheme implemented within VANETSs mobile IPv6 mobility management protocol.

The Probabilistic Neural Network is a machine learning algorithm inspired by Bayesian
networks [177] and Kernel Fisher discriminant analysis [148]. PNNs have shown promising
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results for classification problems [86,185,197], where local minimums problem does not
affect the decision of the network. The probabilistic neural network differs from the stan-
dard back-propagation method in the way it processes the output layer. The main layers of
a PNN model consists of an input layer, pattern layer, summation layer, and output layer.
The input layer consists of n neurons, one for each of the n input features of an input vector
r = (71,..,7,)" € R". Tt distributes the input to the pattern layer’s neurons. The pattern
layer’s neurons are partitioned into k sets, one for each class in the training set, through
a Gaussian function. The summation layer has ¢ neurons, one for each class. It adds the
output from the pattern layer’s neurons of a given class. Thereby, generating probability
values to estimate the likelihood of output class. The prediction model algorithm works
as follows: Read new input data X, ew at the input layer, then calculates the Gaussian
kernel of each input vector:

1 X — Xial”
Fii(X) = (2no?) exp (— 552 (8.1)

where x;, € R" is the kernel’s center, and o is the adaptable spread parameter. When the
value of the spread parameter is close to 0, it resembles the nearest neighbor classifier of
several training samples. Then, calculate the class-conditional probability of each class in
the summation layer:

M,
Gu(X) =D wuFri(X), kel . K (8.2)
=1

where M, is the number of pattern neurons of class k, and wy; is a positive coefficient such
that Ef\i"l wy; = 1. The output layer classifies an input vector, x, based on the maximum
probability obtained using Bayes’ theorem. Finally, the output layer is responsible of
selecting the higher class-conditional probability as follows:

C(X) =arg 12}2%<Gk) (8.3)

thereby, the class with the highest probability will be assigned a value 1. The selection of
a spread parameter is further studied in Section 8.3.

In the context of vehicular network’s mobility management, each vehicle presents a
certain feature upon connecting to the next access point, either by location, direction,
speed, or signal strength. We define the input vector X; of the prediction model to be
carrying the vehicles’ trajectory measurements. The connected RSU represent the output
class G;, assuming the network has M RSU’s and each has k neighboring classes.

The initialization of the prediction model is done locally on each Foreign Network,
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Algorithm 8.1 AP initialize and update methods.

1: procedure INITIALIZE

2 Send Broadcast Hello — Msg

3 Set boardcastTime

4: Set T'hreshold

5: Set T'rainTime

6 Set Flag < True

7 while broadcastTime > T,,,, do
8 Recieved neighboring AP Packet
9: updated Neighboring list Listy
10: end while

11: Create PNN

12: end procedure

13: procedure UPDATE METHOD

14: for Each UpdatePkt do

15: if TrainTime > T, then

16: update TrainSet with received packet
17: return

18: end if

19: if TrainTime <= T, and Flag then
20: PNN «+ TrainSet

21: Flag < False

22: end if

23: if !Flag then

24: update X > update the dataset vector
25: acc <— accuracyscore(AP,, AP,)

26: if acc < Threshold then

27: Retrain PNN

28: end if

29: end if

30: end for
31: end procedure

in which every Foreign Network is responsible of updating the prediction model through
context packet sent through the network from neighbors. Initially, all acess points will share
one broadcast message with its neighbors to allow each of them to identify the neighboring
list. Upon the vehicles’ connection to a new acess point, it will send an update packet
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Algorithm 8.2 MH prediction method.
Input: PNN, listy, X;, Timer
1: procedure AP PREDICTION
2: for Timer do
X; get current movement information
AP, < PNN(X;)
if AP, € listy then
return AP,
else
reset Timer
end if
10: end for
11:
12: end procedure

to the previous point with the vehicles’ measurements information. The packet contain
the IP of new acess point, the predicted point, and the vehicles’ movement measurements.
Each acess point will follow Algorithm 1 to identify neighbors and update the prediction
model.

As aforementioned, each AP initializes a prediction model and trains the model after
TrainTime with the gathered data from the vehicles’ mobility. Vehicles connecting to
acess points are responsible of maintaining their mobility information until a transition
happened or a prediction is made. When a vehicle is connected to the new acess point, it
will send an update message to the previous acess point with its mobility information prior
to transition, in addition to the predicted acess point and the real one. When the training
time is up, the prediction model will be trained and ready to predict the next data inputs.
In case the prediction accuracy drops below a certain threshold, the PNN model will be
retrained with the new dataset vector.

A vehicle will start the transition between acess points only when a prediction is made
or the distance between the new acess point and the vehicle is less than the distance
between the current acess point and the vehicle or the vehicle lost its communication with
the current acess point and require a new connection. Upon connecting with the new acess
point, the vehicle will also receive a copy of the prediction model weight matrix along with
the neighbors list. Each vehicle will periodically collect its movement measurements and
initiate the prediction using the received model copy. When a prediction is made, the
vehicle will initiate an early registration process with the predicted acess point and start

147



a ' b c

Figure 8.2: Road network topologies: a: Shenzhen City b: Ottawa Highway c: Ottawa Urban.

Table 8.1: Simulation parameters

Parameter Value

Mobility Simulator SUMO
simulation duration 500 s
PHY/MAC IEEE 802.11p
vehicles 100-400

vehicle speeds 0-30 m/s

road network Urban - highway
AP coverage 200 m

Network simulator NS-2.35

the transitioning phase. In case of a wrong prediction, in which the vehicle communication
with its current acess point is weakened and no prediction has been made. Thereby, the
vehicle will check in its acess points cache for the most applicable point to connect to. If
the vehicle cache is empty, then the original Mobile IP transition process will be initiated.

8.3 Performance Evaluation

In this section, we evaluate the performance of the machine learning-based mobility predic-
tion model for VANETSs. We first provide a detailed description of the network and road
environments used in evaluating the simulation results. Followed by data preprocessing
and optimization of the online prediction model parameters. Then we evaluate the per-
formance of the online prediction model in comparison with various well-known classifiers
and discuss our findings. We choose the prediction accuracy and latency as performance
measures for analysis. To generate vehicle mobility data, we use SUMO tool [118] for
both Urban and Highway environments. In addition, Ns-2 simulator is used to simulate
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Figure 8.3: Number of dataset for each AP class.

the wireless mobility management network and protocol. Table 8.1 summarizes the used
parameters for the simulation.

8.3.1 Environment and Network Setup

In our experiments, we use two different road structures, Ottawa Urban and Highway
road network, and Shenzhen City road network. The first set of road networks are down-
loaded from OpenStreetMap [79]. The Ottawa Urban road network is 4000ma3000m of
Ottawa City Centre, in which we aim to test the prediction in case of high turn possibility
and various road intersections. The road structure of Urban networks usually present a
challenging task for many predictors, because of the vehicles sudden movement around in-
tersection that most predictors fail to anticipate. As for the Ottawa Highway road network,
illustrated in Figure 8.2, where vehicles usually present higher speed rate and less prone to
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sudden movements. Such environments present the challenge of an increase frequency of
FA changes and requires quick predictions as the vehicle speed increases. Finally, Shenzhen
city road network taken from [40] represents 8x24 k/m of the city structure, as shown in
Figure 8.2(a). The use of such network in our experiment will provide a more realistic
measurements and evaluation of the proposed model. The generated mobility of SUMO
represents the synthetic data for both Urban and Highway mobility of Ottawa City. The
number of vehicles ranges between 100-500 vehicles. As for the vehicles’ movement, we use
the Krauss car-following model with vehicle speed ranges between 0-30 m/s

The generated mobility of SUMO and Shenzhen Taxi’s are imported into NS-2 for
simulation. We choose the TEEE 802.11p protocol in the MAC layer, as it has been
recently adapted for vehicular network mobility. We focus on the infrastructure-to-vehicle
communication, since the deployment of RSUs are set to maximize the network coverage,
thus allowing all vehicles to access RSU communication range.
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We extend the mobile IPv6 protocol to implement the prediction model OnlinePNN
and adjusted according to the proposed scheme in previous sections. In the following, we
first optimize the prediction parameters to best fit the vehicular networks environment,
then analyse the dataset features to choose the best set of features that describe the 12V
connection.

8.3.2 Parameters and Features Optimization

In order to evaluate the accuracy of a classifier, several techniques can be used. One method
is to split the dataset into training and prediction. In another method, cross-validation,
which divides the dataset into equal-sized subsets and each subset are trained on all the
other subsets. The average of multiple rounds of cross-validation is derived from giving an
estimate of the predictor accuracy. In our test, we use the dataset splitting technique to
calculate the prediction accuracies of each classifier. In Figure 8.3, we show the number
of collected datasets in each environment and their distribution on each RSU. As noticed,
the Urban network fully utilize the deployed RSUs except for few outliers. However, the
number of datasets in the Highway environment shows more concentration on half of the
deployed RSU, which could be further improved by rearranging them. Yet, the scope of
this work is merely improving the accuracy and the efficiency of the prediction model and
not the load distribution on each antenna.

To fully utilize the neural network model, we first need to optimize both the smoothing
parameter and data features. In Figure 8.4, we evaluate the influence of spread selection
on PNN for RSU prediction when the spreading interval between 0.1 and 1. We found
that the best value obtained from each data division is between 0.4 and 0.6 for As for
the features set, the optimum set of features that represent the vehicles’ characteristic
is evaluated as seen in Figure 8.5, where the accuracy of different feature sets is tested.
The results indicated that the location and direction features report the highest prediction
accuracy in comparison to the rest. This is valid as the vehicles’ speed is not an effective
feature to predict vehicles” movement, where different vehicles may exhibit different speeds
and yet connect to the same access point.

8.3.3 Prediction Accuracy
The Probabilistic Neural Network prediction model is compared against several well-known

classifiers, namely, k-NN, SVM, and Decision Trees in term of accuracy and time efficiency.
The Support vector machine is based on statistical learning theory, in which it adopts the
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Figure 8.6: Comparison of different predictors accuracies over different train/test divisions.

structural risk minimization principle. It has been shown that even though SVM shows
relativity acceptable accuracy rates, it performs poorly as the dataset size increases. As for
the Decision Tree classifier, which uses a tree-like graph for each class and their possible set
of features [35]. The k-nearest neighbor (k-NN) is based on the proximity of each instance
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Figure 8.8: PNN prediction classes under various data division with prediction accuracy average [94.86, 95.02, 95.02, 95.39,
94.6].

to other instances with similar features [52].

In Figure 8.6, we show the predictors accuracies in different environments and divisions.
First we wanted to evaluate the performance of the predictors in an offline manner. We
extended our investigation to evaluate the performance of each predictor when the data
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Figure 8.9: k-NN prediction classes under various data division with average prediction accuracies [77.12, 75.59 ,70.22 ,74.22,
79.01].

is given randomly and in sections. The goal is to study the predictors performance when
portions of input data may not be seen by the model after training. As seen in Figure 8.6,
the accuracy of PNN model outperform all classifiers in different divisions. In Shenzhen
city environment, the difference between PNN and other models is clearly observed. As
for the Urban scenario, most predictors preform well except for the decision tree and
k-NN when the division of data was in sections rather than random. In the case of the
Highway scenario, all models preformed relatively the same, due to the fact that in highway
scenarios, vehicles tend to show similar movements projections when connecting to any new
acess point as they are moving on the highway. The results in Figure 8.6, indicates that
choosing the PNN model is the appropriate choice among other classifiers to predict the
vehicles’ next acess point connection. Furthermore, we looked into the time efficiency of
each predictor in Figure 8.7. The results of both training and testing time of both k-NN
and Decision Tree showed the lowest computational time in comparison to PNN and SVM.
Yet, the reflected accuracy of the Decision Tree shows the worst performance. In addition,
SVM showed the worst computational time with an average of 58 s for training and 8.5 s
for testing. The PNN model showed a relatively good computational time with an average
of 13 s for training and 3 s for testing. At this point, we eliminated the Decision Tree
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Figure 8.11: Comparison of number of performed training in OnlinePNN model with respect to various mobility traces.

model, as it presented the worst accuracy outcomes. As for the SVM model, it showed
even higher training time as the training set increased, which indicates that it will be
unsuitable for VANETSs high scalability. Therefore, in the following set of experiments, we
choose only the k-NN for further evaluation. Figures 8.8 and 8.9 demonstrate the real verse
the prediction output classes for both PNN and k-NN models in Shenzhen city mobility
scenario. As seen, the PNN model outperformed the k-NN model in all data division with
an average prediction accuracy of 95% and k-NN average of 74% prediction accuracy.

In the following set of experiments, we evaluate the performance of the PNN model
in an online manner within mobile IP protocol. Starting with investigate the affect of
retraining the prediction model after the accuracy rate goes below « threshold value. We
set the initial training time to be 20s in which each AP will keep collecting the vehicles’
movements vector and its corresponding RSU connection. In Figure 8.10, we illustrate
the impact of threshold value on the accuracy of the prediction model over the simulation
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Figure 8.12: Comparison between online and offline prediction accuracies.

time. As the threshold value increases, the accuracy of the onlinePNN predictor increases,
but until a certain point in which the accuracy is relatively stable. In case of Shenzhen
real data scenario, the initial threshold of 0.2 showed the least accuracy in comparison
to Ottawa highway and urban scenarios. This is due to the huge environment area of
Shenzhen city map and also the spread of vehicles on the map, thus not allowing the initial
training to collect enough vehicles movement informations. Therefore, we choose 0.5 as a
threshold value for the onlinePNN prediction model.

In Figure 8.11, we show the number of model retrains over simulation time of different
environment with a threshold set to 0.5. As seen, the highway environment showed the
least numbers of required retraining due to its simple structure in comparison to the Urban
scenario and Shenzhen City. In addition, when we change the initial training period from
20s to 100s, the result indicate that the longer time we have to collect dataset for training,
the lower required model retraining times.

Finally, in Figure 8.12, we illustrate the difference between the online and offline PNN
model in different mobility environments. The onlinePNN outperformed the offline method
with an average accuracy of 90% in highway and urban scenarios and 93% in Shenzhen city
scenario. Also, we have shown in Figure 8.12, that the more time given for the predictor
to collect training set, the more accurate predictions are made. Nonetheless, our results
does not take in mind the RSU load nor the vehicles Quality of Service demands, which
can further improve the efficiency of the proposed model.

8.4 Final Remark

In this chapter, we proposed an online machine learning-based roadside unit prediction
scheme for vehicular networks. We choose the probabilistic neural network classification
model to predict the next access point using the vehicles” movement information. We have
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implemented our scheme on top of the mobile IP protocol using the network simulator NS-
2. A thorough evaluation of the proposed scheme has been presented and compared with
various known classifiers. Our results showed the efficiency of the machine learning-based
model in term of accuracy and time complexity. During investigation we have shown the
deployment of access points may further enhance the performance of the prediction model
by looking into the load balancing issue and Quality of Experience (QoE).
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Chapter 9

Adaptive Location Management
Scheme for Intelligent Vehicular
Networks

In this Chapter, we propose an ADaptive Vehlcle-CEntric LOCation management scheme
(ADVICE-LOC) for intelligent vehicular networks. The redundancy in vehicles’ location
updates and registration with foreign networks are optimized based on vehicles’ movement
projections. In general, the proposed protocol consists of two main parts, the estimation
of vehicles’ residual time within a network infrastructure unit using the vehicles’ mobility
data, and then utilize that knowledge to adapt the location management scheme in terms
of networks’ registration and update. Moreover, the proposed scheme preemptively adapts
the vehicles’ session time depending on the surrounding networks and changes in vehicles’
mobility; thus, reducing the communication overhead and eliminating the redundancy in
location updates with the current access point. Furthermore, we thoroughly evaluate sev-
eral time-series predictors in the urban mobility environment and report their advantages
and disadvantages. The most appropriate predictor is then used to derive a link estimation
time. Finally, the proposed protocol is simulated and evaluated under multiple network
and accuracy metrics.

The remainder of this Chapter is organized as follows. The related literature review
and discussion are presented in Section 9.1 followed by the problem statement and prelim-
inaries in Section 9.1. The proposed adaptive location management protocol is detailed in
Section 9.1. A detailed discussion and evaluation of the proposed protocol are presented
in Section 9.1 and compared to benchmark mobility management protocols. Finally, we
conclude our findings in Section 9.1.
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9.1 Background

In this section, we discuss and survey the related studies addressing mobility management
issues within vehicular networks. More precisely, we examine studies that aim to optimize
wireless communications during vehicles” mobility within foreign networks. The study of
mobility management can be described as the maintenance of ongoing wireless sessions and
connections between vehicles and any services that can be either provided by local service
gateways, or on the cloud services. Many of these require continuous communications over
the Internet to deliver services efficiently. Thus, seamless mobility management is required
to avoid communication interruptions.

In Chapter 3, we discussed in details the mobility management schemes for vehicular
networks. However, most designs improve handoff latency in some scenarios but increase
the network’s signaling overhead. Offloading, on the other hand, is typically done due to
an over-crowded system, and load or a new quality of service requirements is needed from
another network. In both cases, an efficient and seamless transition of communication
between the mobile node and the selected offloading station needs to be implemented.

The location management process deals with the vehicles’ tracking and location up-
dates. While the vehicle is roaming within a foreign network, periodic updates of the vehi-
cle location and registration are made every predefined period of time. This will help the
vehicle or the infrastructure units (i.e., access point/router) to track vehicles’ movements
and initiate the handover process accordingly. In addition, this will also help the home
agent to track the vehicles’ location and forward data packets to their current locations in
a real-time manner. However, Mobile IP standard does not consider any form of paging
support and requires continuous location updates to maintain connectivity with the access
point, even if it is not moving or is in idle mode. Therefore, abundant singling overhead
is produced and, in the case of battery-powered vehicles, high power consumption is intro-
duced. To address this issue, location management protocols can be intelligently adapted
depending on the context information of vehicles” movement, network conditions, and traf-
fic conditions. One possible direction to enable the adaptivity of location management
schemes, by monitoring and utilizing the vehicles’ residual time within the communication
range of an access point.

The study of the residual time estimation and the communication efficiency of various
mobility models have been addressed in the research community [47,117,240]. This rela-
tionship is widely considered in many routing protocols [229], whether the link estimation
represents stability, time, or availability. Because of the vehicle’s rapid mobility changes,
maintaining a routing path has become a vital issue for efficient wireless communication.
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Thus, by estimating the availability and stability of a link between a vehicle to another
vehicle or a gateway point, network efficiency is improved in terms of packet delivery ratio
and communication latencies.

Several studies worked on estimation the link duration time using cost-function eval-
uation or machine learning approaches. Bi et al. [23] proposed a neural network-based
mobility prediction scheme to estimate the link duration between neighboring vehicles,
thus allowing a pre-creation of routing paths. Link stability has also been used in ve-
hicular named data networks [54], to reduce the number of forwarded interest and data
packets. To the best of our knowledge, few works have been done that investigate adopting
link estimation techniques in mobility management schemes.

9.2 Problem Statement and Preliminaries

In this section, we define the set of requirements and assumptions to derive the estimated
session time between a vehicle and an access point or router, or as we refer to in what
follows, link estimation time. Then, we describe the characteristics in vehicles movement
projections as data input for time-series forecasting methods. We assume that vehicles are
moving in predefined road structures while the access point’s deployment is maximizing
the roadmap coverage.

9.2.1 Link duration estimation

The duration time in which a vehicle resides in the communication range of an AP is
called, Link Estimation Time (LET). The duration of this link is affected by several factors,
including vehicles’ speed, the distance to the access point, and the quality of the signal,
among others. In Figure 9.1, an example of a vehicle movement projections is displayed.
If we only consider the distance between the vehicle and an access point, the derived time
will be the shaded area; however, this does not reflect the real remaining residual time
of the vehicle within the communication range of the access point. Therefore, resulting
in false estimation. In this work, we assume that each vehicle is equipped with on-board
GPS sensors and capable of obtaining its current location coordinates (z;, ;). From this
information, each vehicle can calculate its own movement projections periodically using two
consecutive positions. In addition, RSUs or APs have a standard communication range R.
Thus, the minimum estimated link duration time is derived as follows.
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Figure 9.1: Link Estimation Time (LET).

In the line-of-sight situation, a vehicle can communicate with an access point within
its communication range. An access point with position (AR,, AR,) and R range of com-
munication can be described as the equation of circle

(x — AR’ + (y — AR,))* = R? (9.1)

A vehicle moving from a point A(x;_1,y;_1) to point B(x;,y;) describes a line of multiple
points (i.e., consecutive series of locations) along the straight movement path and can be

calculated as follows
J](T) = (ZEZ — Ii_l)T —+ Tr—1

(9.2)
y(T) = (i — yir1)T + Yy
((ZL’Z — l‘i_l)T + ZL’t_l)2 + ((yz - yi_l)T + yt_1)2 = R2 (93)
deriving a quadratic equation
aT? +bT 4+ c=0 (9.4)

where ) )
a=(ry —r 1)+ (ye —yt — 1)

b= 2[(3575 - ZEt—l)(xt—l - ARx) + (yt - yt—l)(yt—l - ARy)] (9-5)
¢ = (vi-1 — AR,)* + (yi-1 — AR,)* — R?
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Finally, solving for 7', using the alternative quadratic formula

2c

T f—
—b +Vb? — 4ac

(9.6)

Now, we can find the next location of the vehicle at time T is (z(T'),y(T)), assuming
it remains in the same direction with velocity v. This point will determine the remaining
distance between the vehicle’s current position and the edge of the AR communication
range.
dist(x(T) — 24, y(T) — ur)

v

LET =

(9.7)

Furthermore, by taking in mind the packet delivery time and round trip time into consid-
eration, we adjust the estimated LET to deduct the packet round trip by

Packety(t) = Tran(t) + Propg

9.8
RoundTrip(t) =2 Packety(t) + P, (9:8)

where tran(t) is the transmission time, Prop, is the propagation delay time, and P; is the
processing delay.

9.2.2 Vehicles’ movement projections

The aforementioned link duration time estimates the vehicles’ session time with the current
access point, using only current measurements of vehicles” movements. This does not take
into account the upcoming changes in the vehicle trajectories. Thus, predicting the vehicles’
upcoming trajectory (i.e., location, speed, direction) will derive a better estimation to the
residual time in which a vehicle will stay within the current connected access point. In
order to do so, several prediction models can be adopted to predict future trajectories.

Vehicles” movements are usually tightly coupled to measurements of previous move-
ments. Thus, providing a look-back window to the vehicle’s previous movement patterns
will lead to the estimation of upcoming projections.

Time-series forecasting

The early exploration of the time-series forecasting technique was first initiated by Yule [193],
who proposed the Autoregressive model that predicts values using the weighted sum of pre-
vious series of observations. This simple technique has shown great results in so many linear
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systems. However, in many scenarios this technique becomes very unpredictable.This can
be seen in nonlinearity of vehicles” dynamic mobility situation. Depending on the given
series of complicated time series, one needs a more general theoretical model to predict
and forecast future observations accurately.

Over the past decade, two major groups of models were developed in order to provide
accurate predictions to much more complex applications that can capture longer and com-
plex time-series data. The two development techniques are machine learning (e.g., Fuzzy
logic [41], neural networks [50]), and state-space models (e.g., Kalman Filters [107]). Ma-
chine learning, and neural network models in particular, are capable of capturing longer
and larger amounts of time-series datasets, from rule-based machine learning models to
data-driven methods. However, most of the machine learning techniques require large
datasets to perform efficiently.

Let us assume that a sequence of vectors z(t),t = 0,1, ... represents a time-series data,
where ¢ is the sampling rate. In our context, the sequence of vectors represents the vehicles’
movement measurements including location, direction, and speed. The rate to which the
sequence is sampled and the size of each sequence differs from one system to another.
In vehicular networks, vehicles are usually tracked and traced over very small period of
time to accurately localize them. There is typically a time-step gap lasting between 1 - 5
seconds. To predict future observation of the vehicle’s movement, we record the sequence
of observations up to a time-window. Through our protocol, as presented in Algorithm 9.1,
we collect the sequence of time-series observations of each vehicle using a queue embedded
within the vehicle to record the last k observations of movement. The selection of the gap
rate and the look-back window is studied and evaluated in Section 5.

9.3 ADVICE-LOC: The ADaptive Vehlcle-CEntric LO-
Cation Management Scheme

In this section, based on the derived measurements, we describe the proposed mobility
and location mobility scheme phases that optimizes the communications overhead while
maintaining high delivery rate and low packet loss during the vehicles” movement within
an access point. The mobility management process can be described in two main phases:
the discovery and registration phase and location/session update phase, as presented in
Figure 9.2.
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Figure 9.2: AD-MIP protocol

9.3.1 ARSs’ discovery and registration phase

When the vehicle moves through different networks, it requires a new point of access to be
able to connect to and reach multiple services. Particularly in mobile IP, the vehicle starts
with a permanent address through its Home Agent network. When a new foreign network
is discovered or the vehicle moves far from its home network, a new Care-of-Address is
needed to register the new access point and notify the home agent for tunneling ongoing
communication toward that access point. The described process is known as Mobile IP.
When the vehicle switches between two access points, a handover mechanism is required
to register a new CoA and transfer the connection from the old access point to the new
access point. The discovery and registration process is presented in Algorithm 9.2.

The vehicle is able to discover and register new access points through two main methods:
access point advertisement messages or the vehicles’ solicitation requests. When the vehicle
discovers that its location has changed, it will either use the cache of neighboring access
points or request a new connection through a broadcast message. Following the discovery
part, the vehicle will then choose the most appropriate access point and send a registration
request that will lead to CoA configuration and resource allocation for that vehicle. In our
case, selection of an access point depends on the router distance and the received signal

164



Algorithm 9.1 Periodic time-series sequence
//Collect vehicles” movement measurement sequence every gap time-step.

Input: Cachey, gap, Timere,, cAR, curTime
procedure DATA COLLECTION

2: while Timers., < curTime do

Get vehicle’s measurement vector m
4: if Cacheyisfull then

remove Cachey.head))

6: end if

add Cachey.push(m)
8: Timerseq.set(gap)

end while

10: end procedure

strength. The access point will reply with the registration reply packet and will initiate
the Binding update part. That is, the vehicle will send a binding update to its home agent
for CoA registration and tunneling, followed by the home agent binding acknowledgement
packet. At this point, the vehicle is now able to receive data from any corresponding service
from the new access point through its home agent. In hard handover process, the vehicle
will not be able to receive any data packets and communication between the vehicles, and
the corresponding service is disrupted. However, a soft handover will perform the transition
process before the vehicle leaves its current access point, therefore reducing the disruption.

9.3.2 Vehicles’ session lifetime estimation

Following the vehicle registration with a new access point, a periodic update of registration
and locations is needed to maintain the vehicle’s current communication. Otherwise, after
the registration lifetime expires, the home agent will assume the vehicle is no longer in the
current access point range and will remove it from the forwarding table. Not to mention,
any ongoing communication will be interrupted and not received by the vehicle. In a
standard mobility management protocol, the update process, or location paging, is done
periodically and in a predefined lifetime regardless of the context of the current session.
Since vehicles have varying behavior and mobility, having a constant variable for updates
will result in very high communication overhead. This will be significantly observed when
presented in a dense environment. For this purpose, we propose an adaptive session lifetime
estimation method that considers the context of the vehicle’s movement to dynamically set
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Algorithm 9.2 AR Discovery and Registration Phase
//Upon the reception of advertisement packet Adsy from ARy at t time-step

Input: Cacher, Adptime, cAR, curTime
procedure DISCOVERY METHOD
2: while Adsy.packet do
if Ads.ip € Cacher then

4: Update Cachey,
else
6: Add new cache entry Cachey.new
end if
8: if cAR == Cachey.ip then
if Adptime < curTime then
10: Registration(Update)
end if
12: else if cAR == —1 then
Registration(New)
14: cAR < Adsy.ip
end if

16: end while
end procedure
18: procedure REGISTRATION METHOD

if New then

20: Find nearest AR with high RSS
end if

22: Predict Movement using Cachey

Compute Adptime (9.7) EstimateLink
24: Send Reg_Req
end procedure

and update the location and registration lifetime between the vehicle and its current access
point. Thus, we avoid redundancy in update packets and cost of re-registration when it is
not necessary.

When the vehicle initially discovers an access point in its proximity, it will trigger the
link estimation method. The method described in previous sections will first predict the
upcoming projections of the vehicle’s movement using a sequence of time-series previous
data. The link estimation time is then calculated through the knowledge of the vehicle’s
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Algorithm 9.3 Link Estimation method

//Decision of remaining with the current AR or initiating a new registration depending on
the updated LET and nearby ARs

Input: Cacher, Adptime, cAR, curTime

procedure LINKUPDATE METHOD

2: newAR < closest Cachear

Get cAR
4: if Eq(9.7)(cAR) < Threshold then
initiate Reg_Update(newAR)

6: end if

end procedure

future projection and the access point’s location. In case the vehicle is stationary, the
registration lifetime is set to T, which represents the maximum lifetime the vehicle can stay
registered with its current access point without update. However, the vehicle may change
its movement or direction during its time within an access point communication range.

9.3.3 Preemptive session update

To anticipate the vehicles’ movements after setting the session lifetime with the current
access point, each vehicle will periodically monitor its changes in movement and the sur-
rounding access points every A time. If the vehicle detects a difference of threshold « in
the current measured session lifetime and the initial one or the vehicle is moving further
to the border of its current access point and closer to another router, a new registration
process will be triggered. This registration will occur either with a new access point or a
re-registration to the current router with an updated session lifetime. The update process
and link estimation is presented in Algorithm 9.3.

9.4 Performance Evaluation

In this section, we provide a thorough performance evaluation of the proposed adaptive
location management protocol compared to the benchmark protocol, MIPv6 location man-
agement protocol in different mobility environments and scenarios.
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Orignial Map Road Network
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Figure 9.3: Road environment of Ottawa city from OpenStreetMap.

9.4.1 Network setup

Using the network simulator NS-2 and SUMO [118] to generate the mobility traces of
Ottawa’s Urban scenario extracted from the OpenStreetMap [79], we set the number of
vehicles at 100 to 700 vehicles with speeds ranging between 0-30m/s. In Figure 9.3, we
show the used mobility environment.

The network is comprised of 34 access points distributed along the network road sections
to ensure network coverage over all roads. Initially, each vehicle is attached to its home
address and receives a stream of data from a corresponding node with a packet frequency
of 250pkt/s and packet size 160byte/packet. The used physical protocol is set to be IEEE
802.11p. In Table 9.1, we summarize our simulation parameters, with access point that
provide a transmission range of 250 m.

9.4.2 Trajectory prediction accuracy
In this section, we evaluate three time-series models, the Long-Short-Term Memory (LSTM) [87],

the General Regression Neural Networks (GRNN) [201], and the Simple Moving Average
(SMA) [102,239]. To evaluate the trajectory predication models, we use the Root Mean
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Table 9.1: Simulation parameters.

Parameter name Parameter value
Simulation Time 500 s
PHY/MAC IEEE 802.11p

Transmission  range 950 m
(m)

Number of vehicles 700

. 1 tv E s -
Simulation OVIFOR= - trrhan - Ottawa/Downtown

ment
Mobility Model Krauss Car Following Model
Vehicle speeds 0-30 m/s

Square Error (RMSE) as a means to calculate their accuracies.

RMSE =, | + ; (z — x)? (9.9)

We conduct an evaluation of the predictors using Python Keras model and neupy
algorithms. The used dataset is extracted from the generated mobility of the previously
described environment. We focus the evaluation on an Urban scenario since it is more prone
to changes in trajectories than the highway scenario. The generated dataset contains the
following information: Time stamp, Vehicle ID, Location (x,y), Speed, and the current
access point registered.

Before we evaluate the prediction accuracy, we first study the vehicles’ movement over
time and the impact of the chosen dataset sampling time, as seen in Figure 9.4, using
255,853 recorded data from 500 vehicles.

Vehicles movement analysis

The changes in vehicles” mobility, displayed in Figure 9.4, shows that speed is the lowest
measurement that can be affected by the selected gap size (ie., time-step value). This is due
to the fact that vehicle acceleration increases steadily. A vehicle will not be able to increase
its speed from 0 to 30 m/s in a span of 5 seconds. This indicates that any gap selection to
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Figure 9.4: Average change in vehicles’ mobility with different sampling gaps using Ottawa Urban scenario including 500
vehicles’” mobility data.

predict the vehicle speed within a time of less than 5 seconds will not be of much difference.
In terms of the vehicle’s location, in Figure 9.4, we can see more noticeable changes in the
X-axis and Y-axis. The movement projections jump from 0-2 meter difference in 1 second
gap up to 0-10 meter difference for 5 seconds gap. Depending on the maximum coverage
of access points, having a 2 meter difference and a 10 meter difference in movement will
impact the connection between the vehicle and the access point if not considered carefully.
Therefore, we need to assess the accuracy of each predictor when given a dataset of different
gap values. Henceforth, after thorough evaluation of the average time vehicles reside in
each access point communication range and the window size, we select 1, 3, and 5 second
gaps as our test cases.
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Figure 9.5: Average vehicles’ residual time in each access point.

Time window and gap

Following the choice of dataset gaps, it is essential to determine how many batches of data
we need in order to predict the next values. In the time-series prediction, a look-back or
a window size needs to be chosen wisely to better fit the desired application and scenario.
When considering a vehicle’s movement within an access point, we can analyse the average
session time between a vehicle and an access point and derive an appropriate time-window
to the prediction models.

In Figure 9.5, the session time between vehicles and access points is displayed and
resulting in an average session time of 130 s, 1.2 s of average minimum, and 426 s of
average maximum. If we assume the vehicle will update its location with the current access
point every 1 second, this means an average of 130 updates will be made. This number of
updates can be significantly reduced if we can estimate the vehicle session duration time
within an access point, while taking into consideration the movement projection of the
vehicle. To this end, in all cases of 1, 3, and 5 seconds gap window, one can determine
the time-window size by considering the cost and accuracy of how far back in time we can
look.

Before looking at the accuracy of each predictor, we evaluate the correlation between
different vehicles’ movement features including time, velocity, directional angle, current
access point, x-axis point, y-axis point, and velocity in both directions. Accordingly,
the highest relationship is noticed between the vehicles’ directional angle and velocity
in both directions, while the lowest relationship is presented between the speed and all
other features. In addition, the location of the vehicle showed the highest impact on the
access point’s feature. Since our goal is to predict the vehicles’ next projection in terms
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Table 9.2: prediction models configuration.

Model type Parameter values
Layers[4], Batch[1], Window([5,10], Input[4], Output[1],
So-LSTM Train[70% with 33% validation], Test[30% unseen
dataset]
Layers[7], Batch[l], Window[5,10], Input[4], Out-
Mo-LSTM put[3],Train[70% with 33% validation], Test[30% unseen
dataset]
Si-GRNN X-Y-5td[0.003], S-sdt[0.05]
Mi-GRNN std[0.1]

of speed and location, we choose the vehicles’” directional angle, speed, and location to be
the selected features for the prediction models.

The evaluation of all of the predictors’ accuracy is done two fold. We look at the
impact of the dataset gap and history time-window, in addition to different variants of
each model. The time-window represents the number of look-back steps needed to predict
the next features’ estimations. We choose the time-window 5 and 10 as a standard for
comparisons, since our maximum of 5 gaps and 10 window size will result in 50 time-steps
required to reach one prediction. This will result in longer waiting time to derive a result;
meanwhile, the vehicle movement will be much more difficult to predict. In the second
fold, we evaluate the use of single or multiple models to derive a prediction, as we will
discuss in the following section.

Prediction accuracy

The prediction models’ setup parameters of both LSTM and GRNN models is presented
in Table 9.2. The parameters were chosen after multiple empirical evaluations of the
generated accuracy of each model. In Figures 9.6 and 9.7, we demonstrate the RMSE
of all predictors’ variants in terms of velocity, x-axis location, and y-axis location. The
predictors’ variants are described as follows. The LSTM model includes two variants
of different parameters, Single feature output-LSTM (So-LSTM) , represents a 4-Layers
model, with 1 batch, 4 features input (i.e., velocity, locationX, locationY, and Angle), and
1 Feature output. This means that we created one model for each feature. The Multiple
output-LSTM (Mo-LSTM), means one single model with multiple features output and 7
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Figure 9.6: Prediction accuracy comparison with windows size 5.

Layers. Furthermore, the GRNN model was divided into two types: single feature input
(i.e., Si-GRNN) or multiple (Mi-GRNN) feature input to one feature output; in both cases,
this means that each feature will have a separate model. Finally, the SMA predictor was
tested on single feature input and output, which means that same as the GRNN model,
each feature will require a separate model for prediction.
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Figure 9.7: Prediction accuracy comparison with windows size 10.

When we look closely at each gap size, in Figure 9.6, we derive that in all gap cases the
Mi-GRNN model with multiple features input showed the worst performance compared
to the other models. Meanwhile, Si-GRNN performance indicated better results. Overall,
the SMA model reported the lowest RMSE in terms of vehicle’s speed in all gap scenarios,
and as good as the Si-GRNN in terms of location error, except in the case of gap size 5.
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The same analogy presented in window size 10 in Figure 9.7. However, the overall results
show that the higher the window size (i.e., from 5 to 10), the higher the prediction error
rate. More precisely, the difference in error between 5 and 10 window size and gap size 1
reported an average of 11%, -4%, 9%, 6%, and 22% for all predictor’s variants So-LSTM,
Mo-LSTM, Mi-GRNN, Si-GRNN, and SMA, respectively. This indicates that the Moving
Average predictors is not scalable in terms of window size; the longer the sequence is, the
worse the error.

The results obtained on the LSTM model with one and multiple features output in
Figure 9.6 and 9.7 shows that having a separate model for each feature results in lower
RMSE values over all gaps and window sizes. This indicates that multiple-input-multiple-
output models are not suitable with such a dataset. The result of the GRNN model
indicates that having multiple features input shows the highest RMSE in comparison to
all other models, while the one feature input GRNN model showed the lowest error rate
compared to LSTM models and very similar values to the SMA model.

Discussion

In general, one can argue that with both a complicated model such as LSTM and a simpler
version of GRNN training set, time to learn and to derive a prediction are required. This
also might go through multiple training periods over time, depending on the dataset used
and variance of mobility presented in each scenario to avoid high error rates over time.
Nonetheless, neural network models have shown their suitability to many applications
and scenarios with high accuracy results. When compared to the simple model of SMA,
the latter showed to be a simple and effective solution to predicting vehicles’ mobility
projections with high accuracy. However, SMA is a valid solution only if we consider
one-step prediction, while in neural network models the implementation of multiple-step
prediction is more valid and efficient.

Alternately, we have considered the idea of evaluating two other possible prediction
strategies that are based on the region of interest and on independent vehicles. In the
first option, each AP region is equipped with a separate prediction model that will only
be designated to vehicles within its proximity. This is because we noticed that vehicles
tend to show similar movement behaviors within a given region, and thus the prediction
model does not require data trained from further areas/regions. Therefore, we succeeded
in reducing the computational and storage cost of single predictor to multiple predictors in
each region. Moreover, with this distributed strategy in mind, providing each access point
with its own predictor will remove the single point of failure problem that will be present
in a centralized prediction entity in a cloud server. This type of prediction strategy is
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Figure 9.8: Link estimation error in Urban environment.

well suited in mobility management applications, and has been reported to be an effective
solution to handover predictions using machine learning methods. However, if we are only
looking at the prediction of individual vehicle’s movement and simpler models such as SMA
or KF, then having each vehicle equipped with such a method is a more effective solution.
This type of strategy will provide real-time prediction to each vehicle individually, without
the cost of wireless communication to the nearest network units nor the time it takes to
receive a reply of prediction.

9.4.3 Link estimation accuracy

While considering the previously evaluated predictors, in the next set of experiments we use
a simple moving average predictor to derive a link estimation value, due to its simplicity and
efficiency in determining the next values. The estimated error metric, which represents the
difference between the estimated and real link lifetime, is chosen to evaluate the accuracy
of estimation.

Figure 9.8 demonstrates the estimation error of the original LET, which does not con-
sider future movement projections, Predictive-LET which uses the vehicles’ future move-
ment in the evaluation of the link lifetime, and adaptive predictive-LET. The results in
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Figure 9.8 reported an average estimated error of 19s, 15s, and 11s seconds for each of
the LET, Predictive-LET, and Adaptive predictive-LET respectively. The reason for this
observed performance is that the naive LET model only considers the vehicle’s current po-
sition and not its future trajectory and speed, thus resulting in inaccurate link estimation
time. Meanwhile, the use of adaptive-based predictive LET method showed the lowest
error in link estimation.

9.4.4 Network evaluation

With respect to the network performance, we select the following metrics to evaluate the
proposed ADVICE-LOC method.

o Packet delivery rate, defines the number of successful packets received by the vehicle
from a corresponding node.

e Fnd-2-End delay, compute the time required for a packet to be received by the vehicle.

e Packet drop rate, defines the number of dropped packets that are not received by the
vehicle over the total number of packets sent.

e Update cost rate, compute number of actual performed update processes over the
total number of update requests.

In Figure 9.9, we illustrate the performance of the proposed adaptive vehicle-centric
location management protocol compared to the static-based location management proto-
col of Mobile IP under Ottawa’s Urban mobility scenario. We compare the standard MIP
location management protocol to the two variants of the link-based location management
scheme, LET-P, which estimates the link estimation and sets the session lifetime accord-
ingly, and the adaptive link estimation method, ADPT-LET(P), which preemtively updates
the session lifetime depending on the context of vehicles’ mobility. The evaluation of the
network performance is captured through the simulation setup defined earlier in terms of
packet delivery and loss metrics. With respect to the end-to-end delay in Figure 9.9a,
the results showed an E2E average of 17 ms for both MIP and LET-P, while the ADPT-
LET(P) resulted in 15 ms average delay. Since the LET-P protocol does not consider the
vehicles” mobility changes after estimating the initial session lifetime, it has resulted in the
vehicle being connected to the access point for longer periods of time than it should be,
and a handover will only occur after the vehicle loses connection with the access point.
This leads to more data packets being cached in the home agent or foreign network until a
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Figure 9.10: Location and registration updates cost.

new route to the vehicle location is established. Meanwhile, the adaptive LET-P was able
to preemptively evaluate the link availability with the current access point compared to
the signal quality of neighboring access points. This allows the vehicle to perform an early
handover process and/or update the session lifetime.

In Figures 9.9b and 9.9c, the average packet drop rate and packet delivery ratio are
illustrated. The lowest packet drop rate is found in the adaptive LET-P version of our
protocol with an average of 0.05 compared to the standard MIP and the LET-P with 0.09,
and 0.10, respectively. The percentage of packet delivery ratio over time resulted in an
average of 95% in the adaptive LET-P and 89% for both MIP and LET-P. The results
showed that LET-P was not very helpful in elevating the network performance; however,
it has only contributed to the reduction of communication overhead during the update
process. Figure 9.10 portrays the cost of updating vehicles’ location and registration over
a time period in which the vehicle is connected to an access point. The results indicate
that most unnecessary and redundant communication packets during the update process
have reduced dramatically in both LET-P and adaptive LET-P compared to the standard
MIP.
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9.5 Final Remarks

Wireless connectivity is essential to provide satisfactory services and applications for con-
nected and autonomous vehicles. Various wireless access networks technologies, aim to
provide reliable communication solutions for autonomous driving-based applications. How-
ever, the increase in number of vehicles and the rapid mobility of vehicles between different
access points impact the performance of such wireless networks. In this Chapter, we have
presented an efficient adaptive location management protocol for intelligent connected vehi-
cles. Moreover, we have evaluated multiple mobility prediction models in order to estimate
the link duration time of each vehicle while adjusting the vehicles’ network registration
and location update lifetime. The performance of multiple time-series predictors and the
estimated link duration time has been studied and evaluated under multiple variants of
gaps and window sizes. The results indicated that our proposed adaptive location manage-
ment scheme significantly reduces the communication overhead while maintaining a low
end-to-end delay and high packet delivery rate.
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Chapter 10

Conclusion and Future Research
Directions

10.1 Contribution Summary

In this thesis, a number of schemes were proposed which utilize mobility-based prediction
techniques for intelligent vehicular networks applications and services. A general design
framework is proposed to the implementation of mobility-based prediction solutions along
with thorough analysis of the existing solutions of different network’s deployment archi-
tectures. Two prediction-based mobility management schemes were put forth, that aim
to reduce the latency of communication and disruption of connections while maintaining
prediction accuracy. In the first protocol, HMM and EKF were used to predict the vehi-
cles” upcoming connection beforehand and initiate an early transition process. This process
guarantees vehicles’ connectivity before losing connections with the current point of access.
Then, we improved the protocol in which the topology of the network can adapt dynam-
ically based on the mobility rate between two neighboring access points; thus, reducing
the cost of intra-domain handoffs. The second handover triggering scheme reduces the
communication and computational cost the previous model by predicting the time-window
in which the handover is needed. To further evaluate the prediction of next access point,
we developed an online PNN-based prediction method that accurately estimate the next
point of access using the vehicles current movement measurements.

The evaluation of the proposed technique has been compared with various known clas-
sification techniques and showed high accuracy and time complexity compared to other
solutions. Furthermore, the overhead cost of location management protocol has been stud-
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ied and a new adaptive solution was proposed, which uses estimated link duration time to
dynamically adjust the vehicles’ periodic communication with network infrastructure units
and registration with their home agent.

10.2 Future Work

The main goal of this thesis was to address mobility-based prediction for intelligent ve-
hicular networks applications and services through various protocols and techniques. This
goal has been achieved, as presented in the previous chapters including multiple schemes
for mobility management and detection mechanism to support and improve the networks’
performance and efficiency. However, Several research directions have not yet been fully
explored and studied toward enabling autonomous vehicular networks. In the following,
we address a few potential research directions that can be further explored.

Security issues: With the rapid increase of vehicular applications operating in vehic-
ular fog-computing networks (VFC), SDN networks, and HetNet-based vehicular networks,
Internet connectivity, and seamless mobility became a vital component of wireless com-
munications. However, an important issue and challenge of security and privacy is always
present and not fully considered [90]. The concept of content sharing and data exchange
will introduce several security issues, such as authentication, protection, and misuse of
protocols [195]. In consequence, vehicles will face more danger from Malware attacks and
information sniffing. One possible direction is through the use of group-based authentica-
tion and key agreement protocols during the handover process.

Deployment and Configuration Issues: While heterogeneous vehicular networks
provide different QoS technologies and access points to choose from depending on the
desired services, another issue comes along with such densification of cells. The deploy-
ment and configuration methods in 5G-enabled vehicular networks are essential, due to
the highly dense deployment and small coverage area of roadside units. Enabling self-
optimization and self-configuration systems (SONs) would help in tackling those issues. In
SON-based networks, each base station is capable of determining the optimal parameters
autonomously [115]. However, effective deployment techniques and networks design, stay
an ongoing challenge that the research community has not addressed widely. Furthermore,
with the proposed solutions of distributed SDN-based networks, a deployment and selection
problem is presented. The question of how to model the distributed system and where to
deploy controllers is still an open issue in vehicular networks environment, Especially with
the presence of dynamic mobility patterns in vehicle movement and speed. Some works
have been done toward the use of smart clustering techniques for distributed SDN-based
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networks [216]. Nonetheless, limited research work considered vehicles” mobility patterns
and changes in the design of the clustering-based SDN network.

Energy-aware models: Introducing the fog-computing based paradigm to vehicu-
lar networks, empowered many applications to deliver services with high scalability and
ultra-low latency. Nonetheless, with the rapid expansion in the number of vehicles and the
frequent handover, an increase in network load is imminent. Limited battery power con-
straint in wireless devices is greatly influenced by the number of control and data signaling
between different entities in wireless networks. Few works concentrated on energy-efficient
solutions in mobility management protocols [195]. However, vehicular networks is a highly
dynamic environment, making it a challenge to the design of energy management solutions
in such rapidly changing conditions. The common assumption of the vehicles’ substantial
storage, computing, and power resources might not be valid in the next decade since people
are shifting more toward gas-free vehicles (i.e., Electrical vehicles). Thus, making them
now inclined to power constraint and requires proper management. In all previous mobility
management solutions, the assumption of endless power supply will soon become a new
factor in the handover decision, and next network selection process.

Distributed mobility management: The fast-growing requirement for broader
internet traffic is driving network carriers to search for options to expand the bandwidth
usage without increasing the load on the core network. As mentioned before on SDN-
based networks, several solutions were toward a distributed approach [69] or increasing
the number of cells and reducing their coverage in HetNet-based networks. A distributed
mobility management that allows traffic to be offloaded closer to the edge might be a
suitable solution for ultra-dense systems. However, the proposed distributed networks are
very primitive and have not been thoroughly investigated to better fit in real-time scenarios.

Integration of Satellite Access in 5G: The integration of satellite access in 5G is
another aspect that may be considered in future directions that focuses on enhancing the
performance of the vehicular network to meet the specified 5G requirements. In a recent
study [230], a seamless handover scheme based on software-defined satellite networking
architecture is proposed. The protocol was evaluated on the physical layer and compared
to current hard and hybrid handover schemes for satellite networks. In the case of various
satellite deployment with different coverage ranges, the network selection is based on the
highest cell’s quality, precisely, the received signal strength indicator. If the RSSI decreases
under a specific limit, the handover method will be initiated. However, the research di-
rection in using satellite access for 5G systems is still immature, and very few works have
been done toward using satellite access to improve the performance of the network.

Beyond 5G: The recent advancements toward the deployment of 5G wireless technol-
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ogy have witnessed a tremendous increase due to the promoted efficiency and low-latency of
such systems. However, many debates have been raised by the research community, which
states that the promise of a 5G system will be insufficient due to the abundant growth
in network devices and applications. This has initiated a new set of directions toward
the vision of beyond 5G systems, which is still unclear [164]. Recent studies considered
Terahertz communication to be one of the building blocks to beyond 5G wireless technol-
ogy [36]. In which, wireless networks can utilize communication bands all the way to 10
THz in comparison to millimeter-wave systems with 10 GHz. With this in mind, mobility
management may not anymore have problems in network densification and latency issues
— a recent study on millimeter-wave and THz-based smart railway mobility presented
in [73]. However, many new challenges are expected to be present before reaching that
goal [37] [38].
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