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Abstract

Over the last few decades, quantum cryptography has been one of the most important
quantum technologies developed. It holds the promise of communicating secure in-
formation over untrusted channels. In particular, quantum cryptography is immune
to the eventual threats posed by large-scale quantum computers, which is not the
case for our current classical cryptography infrastructures. In a world where informa-
tion, communication and privacy are of paramount importance, the development of
secure quantum communication infrastructures becomes imperative. So far, most of
the quantum cryptographic systems developed to date are based on two-dimensional
encoding schemes, analogous to classical bits, known as qubits. Nevertheless, other
than for the polarization of light, photonic degrees of freedom, i.e. position, mo-
mentum, time and frequency, naturally occur as high-dimensional quantum systems.
Moreover, by considering high-dimensional encoding schemes beyond qubits, advan-
tages in terms of information capacity and noise tolerance are predicted in theory.
In this thesis, the basic components of a high-dimensional quantum cryptographic
system are investigated. We begin by reviewing important developments in quan-
tum cryptography and high-dimensional quantum information. As a starting point,
two different quantum information tasks, i.e. optimal quantum cloning and quantum
metrology, are experimentally investigated for high-dimensional quantum systems in
order to demonstrate the numerous advantages of performing quantum tasks beyond
qubits. The photonic degree of freedom used in these experiments, known as trans-
verse spatial modes, is obtained by combining the position and momentum photonics
degrees of freedom. Thus, we develop a novel method to measure high-dimensional
quantum states encoded in arbitrary spatial modes. Using a similar characterization
technique, several high-dimensional quantum communication channels are character-
ized to perform high-dimensional quantum cryptography. The tools developed in the
laboratory are then brought to realistic conditions in order to test the feasibility of

high-dimensional quantum cryptography. Two different types of quantum channels
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are experimentally investigated, namely an intra-city 300 m long free-space link and
a short 3 m outdoor underwater link. Finally, we investigate and compare novel

high-dimensional protocols to overcome current limitations.
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Résumé

Au cours des dernieres décennies, la cryptographie quantique a été 'une des tech-
nologies quantiques les plus importantes développées. Elle assure 1’éventualité de
communiquer de 'information confidentielle sur des canaux non-sécurisés. En effet,
la cryptographie quantique est a 1’abri de la menace éventuelle posée par les ordina-
teurs quantiques, ce qui n’est pas le cas pour nos infrastructures de cryptographie
classiques actuelles. Dans un monde ou 'information, la communication et la con-
fidentialité sont d’une grande importance, le développement d’infrastructures quan-
tiques devient impératif. A ce jour, la plupart des systemes quantiques développés
reposent sur des systemes de codages bidimensionnels, similaires aux bits classiques,
connus sous le nom de qubits. Outre la polarisation de la lumiere, les degrés de
liberté photoniques, c’est-a-dire la position, I'impulsion, le temps et la fréquence,
apparaissent naturellement sous la forme de systéemes quantiques de grande dimen-
sion. De plus, en considérant un systéme de codage a grande dimension au-dela des
qubits, des avantages en termes de capacité d’informations et de tolérance au bruit
sont prédits par la théorie. Dans cette these, les composantes de base d’un systeme
cryptographique quantique a haute dimension sont étudiées. Nous commencons par
examiner les développements importants en matiere de cryptographie quantique et
d’informations quantiques a haute dimension. Deux taches d’informations quantiques
différentes, c’est-a-dire le clonage quantique optimal et la métrologie quantique, sont
étudiées expérimentalement avec des systemes quantiques de grande dimension afin
de démontrer les nombreux avantages de ’exécution de taches quantiques au-dela des
qubits. Le degré de liberté photonique utilisé dans ces expériences, appelé modes
spatiaux transversaux, est obtenu en combinant les degrés de liberté de position et
d’impulsion des photons. Ainsi, nous développons une nouvelle méthode pour mesurer
des états quantiques de haute dimension codés dans des modes spatiaux arbitraires.
En utilisant une technique de caractérisation similaire, plusieurs canaux de commu-

nication sont caractérisés pour effectuer de la cryptographie quantique en haute di-
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mension. Les outils développés en laboratoire sont ensuite testés dans des conditions
réalistes afin de valider la plausibilité de la cryptographie quantique a haute dimen-
sion. Deux types différents de canaux quantiques sont investigués expérimentalement,
c’est-a-dire une liaison urbaine en espace libre d'une longueur de 300 m et une liaison
sous-marine extérieure d'une longueur de 3 m. Enfin, nous étudions et comparons de

nouveaux protocoles a haute dimension pour surmonter certaines limitations actuelles.
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Chapter 1
Introduction

At the turn of the twentieth century, a handful of brilliant physicists developed a
physical theory describing some of the most puzzling phenomena found at the time.
This theory is now known as Quantum mechanics and has always captured our imag-
ination by incorporating mind-boggling effects such as the wave-particle duality, the
principle of superposition, and quantum tunnelling, to name a few. Since then, quan-
tum mechanics has been experimentally verified over and over with tremendous suc-
cess, eventually leading to the development of countless ubiquitous technologies. The
transistor and the laser are examples that would be hard to imagine living without
in today’s world overwhelmed by computers and smartphones. Nevertheless, in the
year 1935, a group of three physicists, Einstein, Podolsky and Rosen, published a pa-
per questioning the completeness of quantum mechanics pointing out an even more
puzzling phenomenon predicted by the theory [1]. This phenomenon, referred to as
Verschrankung by Schrodinger in German, is now known as quantum entanglement.
Since then, quantum entanglement went through the incredible journey of evolving
from a topic of philosophy [2], theoretical physics [3], experimental physics [4, 5, 6],
and now applied physics [7]. Today, the term quantum technologies refers to the

emerging applications of the second quantum revolution based on quantum entangle-

ment and superposition [8]. Such applications are usually divided in three categories:
(1) Quantum computing [9], (2) Quantum cryptography [10, 11], and (3) Quantum
sensing [12]. Quantum cryptography will be the subject of this thesis.

In 1984, Bennett and Brassard introduced the concept of quantum cryptography
in what is now known as the BB84 protocol [10]. They made the extraordinary real-
ization that the quantum nature of light could somehow be linked to the completely

unrelated problem of sharing information in a secure manner. Once pointed out, quan-



tum cryptography can be understood from various elementary quantum mechanical
principles. For example, Heisenberg’s uncertainty principle [13] implies that the mea-
surement of a variable inevitably disturbs its conjugate variable. Hence, by taking
advantage of an encoding scheme over a set of conjugate variables, an eavesdropper
would be detected by measuring disturbances in the shared quantum information.
Another fundamental principle in quantum mechanics is the no-cloning theorem [14]
stating that it is impossible to copy a quantum state without introducing errors in the
copied clones. In the context of cryptography, the no-cloning theorem clearly prevents
an adversary, even when equipped with a quantum cloning machine, from eavesdrop-
ping on the photon’s quantum states without introducing disturbances in the channel.
The uncertainty principle and the no-cloning theorem offer an intuitive understanding
of the security of quantum cryptography. Nevertheless, a formal security analysis is
required to calculate the amount of information leaked to an eavesdropper and the

remaining amount of secure information left to the authorized partner.

In fact, quantum cryptography corresponds to a larger body of cryptographic
techniques based on quantum resources. Although quantum money [15] and quantum
secret sharing [10] are both examples of quantum cryptographic schemes, quantum
key distribution (QKD) [10] is by far the most well-known and matured one. In
particular, QKD takes place between two authorized partners, i.e. a sender and a
receiver, conventionally referred to as Alice and Bob, respectively. Interestingly, Alice
and Bob do not encode their message directly onto the sent photons. Rather, they
encode a string of random bits, which is known as the shared secret key. Subsequently;,
the message is broadcasted over an authenticated public channel using the random
shared secret key as a one time pad. An eavesdropper, conventionally referred to
as Fve, without the key in her possession will only see random noise instead of the
message. Assuming that Alice and Bob alone share the secret key, this symmetric-
key encryption scheme is known to be absolutely secure. In contrast, a public-key
encryption scheme, such as those currently in use today for online applications, lies
on mathematically “hard” problems that are computationally expensive to break.
Hence, the main goal of QKD is to distribute a random key that is known solely by
Alice and Bob.

In its original form, the BB84 protocol was proposed using polarization qubits. In
particular, a “0” is associated to the horizontally polarized state of a single photon,
i.e. |H), and a “1” is associated to the vertically polarized state of a single photon,
i.e. |V), in the {|H),|V)} basis. In order to be secure, Alice and Bob must also



encode information on the photons using another basis that is mutually unbiased to
the first basis, analogous to the example of conjugate variables with the uncertainty
principle. Bases with this property are known as mutually unbiased bases (MUB). A
second MUB can be realized by also associating a “0” and a “1” to the diagonally,
i.e. |D) = (|H) +|V))/v2 and anti-diagonally, i.e. |A) = (|H) — |V))/+/2 polarized
state of single photons, respectively. Alice and Bob then randomly choose a MUB
to prepare and measure the single photon’s states, respectively. Later on, they will
share the information of which MUB was used, over a public channel, and the bits
encoded in mismatching MUB will be discarded. This process is known as sifting.
For the cases where Alice and Bob did prepare and measure the photons in the same
MUB, perfect correlation among the bits is expected. In that case, Alice and Bob now
share a secret key, achieving the goal of QKD. However, in actual implementations,
errors in Alice and Bob’s shared key are to be expected due to imperfect devices and
noises in the channel, and may not be from an adversary eavesdropper. Nevertheless,
all errors in the shared key must be associated to an eavesdropper in order to avoid
making any wrong assumptions. Therefore, a crucial matter in QKD is the assessment
of security given a certain level of errors in the shared key [17]. For the case of the
BB84 protocol, the error threshold is 11.0 % after which the quantum channel is
deemed insecure. To understand the meaning of an error threshold for security in a
QKD system, we have to think about the strategies available to the eavesdropper. In
particular, the eavesdropper’s wish is twofold: (1) extract as much information from
the channel as possible, and (2) introduce the least amount of disturbances in the
channel. However, quantum mechanics prohibits the eavesdropper to do both at the
same time. Thus, Eve must find the optimal trade-off to gain as much information
about Alice and Bob’s photons, but to keep the introduced errors as low as possible.

This point is specifically the error threshold mentioned above.

In the original proposal by Bennett and Brassard, the polarization of light was
used as the degree of freedom to encode the information. Since then, the first experi-
mental demonstrations of QKD were done using polarization due to the simplicity in
generation and detection [18, 19, 20]. However, photons also possess other interest-
ing degrees of freedom, such as time-bins, frequency-bins, position, and momentum.
Moreover, it is possible to combine position and momentum to form a set of discrete
modes, referred to as transverse spatial modes. In the presence of cylindrical sym-
metry, the set of spatial modes that is most advantageous are the Laguerre-Gauss
(LG) modes which are invariant upon free-space propagation. Moreover, LG modes

are complete, orthogonal and can are labelled by two mode indices, i.e. an azimuthal



mode index, ¢, and a radial mode index, p. Information can then be encoded in the
mode indices similar to the case of polarization. However, we notice here that we
have at our disposal a larger encoding alphabet compared to polarization, i.e. “0”,
“17, but also “27, “3”, and so forth [21]. In practice, the extent of the alphabet is
dictated by the experimental implementations, e.g. the size of the aperture at Alice’s
and Bob’s stages, the distance of the free-space link, the resolution of the generation
and detection devices, etc. Clearly, by employing a larger alphabet (high-dimensional
encoding), a larger amount of information can be encoded on a single photon which
increases the information capacity of the channel. However, from a security stand-
point, it is not clear whether putting more of the information on a single photon places
the eavesdropper at an advantage or a disadvantage. As we will see in the following
chapters, high-dimensional encoding is particularly robust against eavesdropping and
leads to a larger tolerance to noise [22]. Finally, larger alphabets lead to more freedom

in the elaboration of quantum protocols with novel functionalities [23].

In chapter 2, we experimentally investigated two important quantum information
protocols in order to understand some of the benefits of high-dimensional encoding
schemes. In particular, high-dimensional quantum cloning and quantum metrology
are performed using the azimuthal set of spatial modes. In chapter 3, we start by
introducing a new technique to measure arbitrary spatial modes with extremely high
mode fidelity. A similar technique is then used to fully characterize different types of
channels, i.e. a channel with no eavesdropper and a channel with the eavesdropper
performing an optimal quantum cloning attack and an intercept-resend attack. The
full characterizations of the quantum channels are carried out for dimensions ranging
from 2 to 5. Finally, a formal security analysis is performed in order to evaluate the
different scenarios where high-dimensional QKD is most advantageous. In chapter 4,
a high-dimensional QKD system based on spatial modes of photons is developed and
used in two different realistic quantum channels. In the first case, we consider a 300 m
turbulent intra-city link over the campus of the University of Ottawa. Afterwards, we
consider an outdoor 3 m underwater link with strong absorption and turbulence. In
both cases, the protocol employed is given by a high-dimensional version of the orig-
inal BB84 QKD scheme. Finally, in chapter 5, we investigate novel high-dimensional
quantum cryptographic protocols and compare them to their well-established coun-
terparts. In particular, we develop an experimental platform accommodating a large
number of high-dimensional protocols and enabling one to change to the protocol

yielding the best performances considering the conditions of the channel.



As a final note, although the subject of this thesis is on quantum cryptography,
I have also been involved in several other projects throughout my PhD dealing with

spatial modes in quantum optics [24, 25, 26, 27, 28, 29, 30], classical optics [31,

, 33, 34, 35], nonlinear optics [30], attosecond physics [37, 38, 39], and matter

, 41, 42).
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2.1. SPATIAL MODES OF LIGHT 7

2.1 Spatial modes of light

By definition, an optical mode simply is a solution of Maxwell’s equations. In par-
ticular, it is convenient to work with a complete and orthonormal set of modes.
For the polarization degree of freedom, using the Dirac bra-ket notation, such a
set would look like {|H),|V)}, or in the circular basis {|L),|R)}, where |H), |V),
L) = (|H) +i|V)) /2, and |R) = (|H) —i|V')) //2 correspond to horizontal, verti-
cal, left-circular, and right-circular polarization states, respectively. For the case of
transverse spatial modes, let us start with Maxwell’s equations and get to a form that
can be directly apply to laser beams found in the laboratory. For instance, Maxwell’s
equations in vacuum can be rearranged to obtain the wave equation. Assuming a
monochromatic electromagnetic wave at frequency w, we obtain a time-independent
wave equation also known as Helmholtz’s equation. Finally, it is typical to deal with
physical beams loosely focusing where the transverse size of the beam is larger than
its wavelength [13]. Thus the paraxial approximation is carried out resulting in the
paraxial wave equation. In cylindrical coordinates, i.e. r, ¢ and z, a complete and
orthonormal family of modes known as the Laguerre-Gauss (LG) modes, see Fig. 2.1,

is given by

_ 2p! 1 (var)” o (2
LGE,p<r7¢7z) - 7-‘-(p_i_|£|)|uj(z) (U}(Z)) Lp (w(2)2)

exp (—r2 {wéy - 1'2;(2)] +z‘£¢+z’@,p(z)) : (2.1)

X

where LJf |() is the generalized Laguerre polynomial, ¢ € {0,+1,+2,...} is the az-
imuthal mode index, p € {0, 1,2, ...} is the radial mode index, w(z) = wo\/1 + (z/2r)?
is the spot size, wy is the beam waist, zr = kw3 /2 is the Rayleigh range, k is the
wave number, R(z) = z[l+ (2r/2)?] is the wavefront’s radius of curvature, and
Cop(2) = (2p+ €| +1) arctan(z/2g) is the propagation dependent Gouy phase. There-
fore, a quantum state given by mode indices ¢ and p, i.e. |¢,p), is expressed in the
position basis by the LG modes, i.e. (r,¢,z|l,p) = LGy,(r, ¢, z). Finally, a subset
of the LG modes of the form exp (if¢), also represents a complete and orthonormal
set for azimuthal modes. Its ease of generation and detection, as well as its robust-
ness, makes this family of azimuthal modes an essential tool and a great testbed for

experiments in classical and quantum optics.
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Figure 2.1: Laguerre-Gauss modes. The phase profile modulated by the in-
tensity profile of several LG modes are shown for azimuthal index values of ¢ &
{-3,-2,-1,0,1,2,3} and radial index values of p € {0,1,2}. The phase is shown by
the value of the hue colour and the intensity profile by its opacity.

2.1.1 Optical orbital angular momentum

Optical beams with a helical wavefront of the form exp (if¢) have attracted a lot of
attention in classical and quantum optics. Most importantly, it has been recognized
that a beam characterized by such a phase profile carries a quantized orbital angular
momentum (OAM) value of ¢ per photon along the photon’s propagation direction,
where £ is the reduced Planck constant [11]. Due to the importance of this prop-
erty, such modes are also referred to as OAM modes or OAM states. Interestingly,
OAM carrying optical beams finds numerous applications in several areas of classical
optics such as imaging, lithography, optical tweezers [15, 16, 47, 48]. Nevertheless,
in this thesis, OAM states of photons are mainly used for applications in quantum

information, more particularly as a realization of high-dimensional quantum states.

2.1.2 Generation of spatial modes

In general, arbitrary spatial modes can be challenging to generate since both the inten-
sity and the phase of an incoming beam must be manipulated. Nevertheless, the gen-
eration of OAM modes can be achieved straightforwardly by manipulating the phase

of an incoming beam, which can be done using a variety of devices. Liquid-crystal
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based devices such as spatial light modulators (SLM) and g-plates are among the most
practical due to their high-resolution, repeatability and their dynamic nature. In par-
ticular, SLMs can be used with well-known holographic techniques to generate phase
profiles with extremely high mode fidelity and can be dynamically modified using
computer-generated holograms [19, 50]. On the other hand, ¢-plates are fixed devices
able to generate a single profile [51, 52, 32]. However, their phase-imprinting method

does not rely on holography, but rather on geometric phases, leading to a higher gen-

eration efficiency and direct generation of spin-orbit non-separable beams [53], also
known as structured light [51]. Since then, a wide range of devices based on geo-
metric phases have been proposed to generate OAM modes [55, 56, 57, 58]. All the

aforementioned devices can also be used for the detection of OAM modes by further
coupling the outgoing beam to a single mode fibre (SMF). The detection of OAM

and general spatial modes will be covered in more details in the next chapter.

2.2 Quantum cloning

In many senses, quantum cloning can be seen as the precursor to quantum information
science [59]. Indeed, this was foreseen by Park [00] in 1970 and by the reviewers
of a key paper submitted to Foundations of Physics in 1981 [61]. In the latter,
the author proposed a scheme, named FLASH, where superluminal communications
would be possible. Of course, the reviewers realized that such a scheme would have
alarming implications in terms of causality and that the paper was indeed wrong.
Nevertheless, one of the reviewers still recommended publishing the paper since he
anticipated that its publications would stimulate further investigations in the way
we treat information quantum mechanically. Not long after, the no-cloning theorem,
which had been derived in the referee report of the FLASH paper [62], was published
by Wootters and Zurek [11]. In essence, the no-cloning theorem states that it is
impossible to create perfect copies of an arbitrary unknown quantum state and can
be proven in a few lines using only the linearity of quantum mechanics. Although
simple, the no-cloning theorem has had a remarkable impact on the field of quantum

information.

A few years later, an interesting question was raised: Given that the no-cloning
theorem prohibits a perfect quantum cloning machine, is it possible to realize a quan-
tum cloning machine that produces imperfect clones? More interestingly, how good is

a quantum cloning machine allowed to be according to the laws of quantum mechan-
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ics? Quantitatively, the answer to this question can be framed in terms of a cloning
fidelity F, which is defined as

F = W |/31| ¢> = W |,52|1/1>, (2-2)

where [1)) is the unknown quantum state to be cloned, and p; and py are the den-
sity matrices corresponding to the cloned copies. Here, we have assumed a specific
type of quantum cloning machine known as a 1 — 2 symmetric quantum cloning
machine, which transforms a single quantum state into two cloned copies with equal
fidelity. Furthermore, a quantum cloning machine is said to be optimal if it achieves
the highest cloning fidelity allowed by quantum mechanics [63]. Optimal quantum
cloning machines are investigated by considering a general ansatz for a parametrized
unitary transformation which acts on the initial state and additional ancilla. The
cloning fidelity is then directly calculated and maximized using the Lagrange mul-
tiplier method, which takes into considerations constraints on the cloning transfor-
mation due to unitarity, normalization, and isotropy conditions [64]. The study of
optimal quantum cloning machines resulted in the first security analysis of quantum
cryptography. Indeed, upper bounds on cloning fidelity could be translated in terms
of error thresholds in QKD. As the development of QKD continued, more elaborate
attacks were considered in security proofs, i.e. state-dependent cloning, asymmetric
cloning, collective, and coherent attacks. Finally, it is interesting to investigate opti-
mal cloning machines beyond qubits, i.e. high-dimensional quantum cloning. From a
fundamental standpoint, high-dimensional quantum cloning allows one to investigate
the implications of encoding larger amounts of information on a single physical system
at the quantum level. Astonishingly, when the dimensionality of the quantum system
is enlarged, the cloning fidelity decreases according to the following expression [(5],
1 1

F = CRETwL (2.3)
where d is the state dimension. In this chapter, we experimentally investigate high-
dimensional optimal quantum cloning and its implications in terms of high-dimensional

quantum cryptography [60].

2.3 Quantum metrology

In order to demonstrate the full potential and versatility of high-dimensional states
of light, we finish this chapter by exploring a different application of quantum en-

tanglement, namely quantum metrology. In particular, quantum metrology exploits
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quantum resources in order to perform parameter estimations with a precision going
beyond classical statistical limits. For instance, the central limit theorem tells us that
statistical errors can be suppressed using a larger number of measurements, where the
errors scale inversely with the square root of the number of repeated measurements.
However, in quantum mechanics, the limit on the precision of a measurement is dic-
tated by the Heisenberg uncertainty principle, which may result in measurements
with larger precision than what is classically allowed. An example of a quantum
state that achieves the Heisenberg scaling, i.e. that saturates the Heisenberg uncer-
tainty principle, is known as the NOON state and is given by (|N,0) — |0, N)) /v/2,
where N photons are distributed between two bosonic modes [67]. Another family of
quantum states with metrological potential are known as extremal Majorana constel-
lations, also known as the kings of quantumness. In this chapter, we experimentally
investigate the performances of NOON states and extremal Majorana constellations
in quantum metrology by taking advantage of a high-dimensionally encoded single
photon state, reaching dimensions as high as 21 [68]. In comparison to multi-photon
states, high-dimensional quantum states can be generated, manipulated and detected
with high fidelities and efficiencies, whereas multi-photon states are still limited to

relatively small photon numbers in practice.
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QUANTUM MECHANICS

High-dimensional quantum cloning and applications to
quantum hacking

Frédéric Bouchard," Robert Fickler,' Robert W. Boyd,"> Ebrahim Karimi'->*

Attempts at cloning a quantum system result in the introduction of imperfections in the state of the copies. This
is a consequence of the no-cloning theorem, which is a fundamental law of quantum physics and the backbone
of security for quantum communications. Although perfect copies are prohibited, a quantum state may be
copied with maximal accuracy via various optimal cloning schemes. Optimal quantum cloning, which lies at
the border of the physical limit imposed by the no-signaling theorem and the Heisenberg uncertainty principle,
has been experimentally realized for low-dimensional photonic states. However, an increase in the dimension-
ality of quantum systems is greatly beneficial to quantum computation and communication protocols.
Nonetheless, no experimental demonstration of optimal cloning machines has hitherto been shown for high-
dimensional quantum systems. We perform optimal cloning of high-dimensional photonic states by means of
the symmetrization method. We show the universality of our technique by conducting cloning of numerous arbi-
trary input states and fully characterize our cloning machine by performing quantum state tomography on cloned
photons. In addition, a cloning attack on a Bennett and Brassard (BB84) quantum key distribution protocol is ex-
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perimentally demonstrated to reveal the robustness of high-dimensional states in quantum cryptography.

INTRODUCTION

High-dimensional information is a promising field of quantum
information science that has matured over the last years. It is known
that, by using not only qubits but also qudits, that is, d-dimensional
quantum states, it is possible to encode more information on a single
carrier, increase noise resistance in quantum cryptography protocols
(1), and investigate fundamental properties of nature (2). Photonic
systems have been shown to be promising candidates in quantum
computation and cryptography for many proof-of-principle demon-
strations as well as for “flying” quantum carriers to distribute high-
dimensionally encoded states. Orbital angular momentum (OAM) of
light, which provides an unbounded state space, has long been recog-
nized as a potential high-dimensional degree of freedom for conducting
experiments on the foundations of quantum mechanics (3, 4), quan-
tum computation (5), and cryptography (6). The main characteristic of
photons carrying OAM is their twisted wavefront, characterized by
an exp(ilg) phase term, where / is an integer and ¢ is the azimuthal
coordinate (7). In the context of quantum information, OAM states
of photons have the advantage of representing quantum states be-
longing to an infinitely large, but discrete, Hilbert space (8). Finite
subspaces of dimension d can be considered as laboratory realizations of
photonic qudits. Here, we adopt the OAM degree of freedom of single
photons to achieve high-dimensional quantum cloning and perform
quantum hacking on a high-dimensional quantum communication
channel. Although perfect cloning of unknown quantum states is
forbidden (9), it is interesting to ask how similar to the initial quan-
tum state the best possible quantum clone can be. The answer is giv-
en in terms of the cloning fidelity F, which is defined as the overlap
between the initial state to be cloned and that of the cloned copies.
This figure of merit is a measure of the accuracy of a cloned copy
obtained from a specific cloner. Schemes that achieve the best pos-
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sible fidelity are called optimal quantum cloning and play an impor-
tant role in quantum information (10). For instance, an optimal state
estimation yields a bounded fidelity of Fey = 2/(1 4 d), where d is
the dimension of the quantum state (11). Optimal quantum cloning
turns out to be a more efficient way of broadcasting the quantum
state of a single system because it yields a fidelity that is always high-
er than that of optimal state estimation, which has been experimen-
tally realized for low-dimensional photonic states (12-15). Moreover,
this enhancement in fidelity grows larger with higher-dimensional
quantum states, further motivating experimental investigations of
high-dimensional quantum cloning. Hence, high-dimensional opti-
mal quantum cloning machines are of great importance whenever
quantum information is to be transmitted among multiple indivi-
duals without knowledge of the input quantum state. Here, we con-
centrate on the 1 — 2 universal optimal quantum cloning machine,
for which the optimal fidelity of the two cloned copies is given by
Fao =1/24+1/(1 + d), where d is the dimension of the Hilbert
space of the states that are to be cloned (16).

RESULTS

Optimal quantum cloning with OAM states of

single photons

We use the symmetrization method to realize a universal optimal
quantum cloning machine for high-dimensional OAM states (17, 18).
In this method, the quantum state that is to be cloned, namely, |y), is
sent to one of the input ports of a nonpolarizing beam splitter. In the
other input port, a completely mixed state of the appropriate di-
mension, given by p,... = I,/d, is sent, where I, is the d-dimensional
identity matrix. The symmetrization method relies on the well-known
two-photon interference effect at a 50:50 beam splitter first proposed
by Hong et al. (19). When two indistinguishable single photons enter
a beam splitter, one into each input port, the photons will “bunch”
because of their bosonic nature and exit the beam splitter together
through the same output port. This principle is the essence of the sym-
metrization method for optimal quantum cloning. When both input
photons are interfering at the beam splitter, two “cloned” photons will

10f6
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jointly exit one of the output ports. We note that this cloning scheme
does not require knowledge of the input state and applies to any ar-
bitrary state. This property is a result of the “universality” of the clon-
ing machine and shows the versatility of our scheme. Each state of the
output cloned photon is represented by a reduced density matrix ob-
tained by tracing over the other photon. Because both cloned photons
are characterized by an identical cloned state, the cloner is thus said to
be “symmetric.” Hence, the symmetrization method is considered to
be a symmetric optimal universal quantum cloning machine
(UQCM). In our experiment, we implement a high-dimensional ver-
sion of this UQCM with OAM states of single photons (see Fig. 1).
We generate and measure the OAM states by manipulating the phase
front of the photons using a liquid crystal phase-only spatial light
modulator (SLM) (see the Supplementary Materials for a more
detailed experimental discussion).

Cloning fidelity

To characterize the quality of our UQCM, we use two different
approaches to evaluate the yielding cloning fidelities: measuring
the probability of successful cloning and full-state tomography of
the cloned photons. In this first series of measurements, we evalu-
ate the cloning fidelity, F,,, of a given arbitrary input state, |y),
from the probability of finding both output cloned photons in

Quantum cloning
machine

the state |y), that is, P(|y), |y)). This probability can be obtained
experimentally by means of coincidence measurements: F, =
Pl 1) = (N, [0)) + ZeayN (). [1))) /N, where N [7)
represents the number of coincidence measurements between the
states |i) and [j), Niot is the total number of coincidence measure-
ments (that is, Nioe = N(|[y), |¥)) + 220, N(|W), |1))), and |i) and |j)
represent elements of the basis containing |y). The factor of 2 that
appears in the definition of N, is a result of the symmetric nature
of our cloning machine, where N(|i), |j)) = N(|j), |#)). Further, one can
obtain from normalization, P(|i), |y)) = N(|i), |W))/Neot, for i # y.
Here, we note that the optimal cloning fidelity depends on the HOM
interference visibility V' through the relation

1 1 2V
’”<V>—z+1+—d<1+—v>

Dimensionality and universality of the cloning machine

Compared to a full tomographic reconstruction, this method requires
fewer measurements and thus enables us to characterize the cloning
fidelity of our cloner under a wider range of circumstances. For in-
stance, the effect of dimensionality on a UQCM is a crucial point for
any optimal cloning schemes. As mentioned previously, increasing the
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Fig. 1. Simplified sketch of the experimental design. The input quantum state |y) is imprinted on a single photon using an SLM-A. The single photon is subse-
quently sent to the cloning machine for optimal cloning. The cloning machine consists of a delay line (DL), to adjust the arrival time of the input photon, a second
photon that is in a completely mixed state when exiting SLM-B, and a first beam splitter (BS1). The two photons are made to arrive at the beam splitter simultaneously
using the DL. The two photons exiting one of the output ports of the first beam splitter together are separated at a second beam splitter (BS2) and are sent out of the
cloning machine. The cloned photons are then detected and characterized using detectors (D1 and D2) and SLMs (SLM-C and SLM-D), respectively. (A to C) Examples of

Hong-Ou-Mandel (HOM) coalescence curves for input photons of £ = —1,0, 1, respectively (top to bottom). The curve is obtained by recording the coincidences
between the output ports of BS2 for various delays of one of the input photons. Examples of enhancement peaks of Ry—_; = 1.97 + 0.08, Ry—o = 2.02 + 0.08, and
Ri=1 = 1.99 + 0.09 are obtained experimentally, and agree with the theoretical value of Ry, = 2, corresponding to a visibility of V = 1.
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dimensionality of the input quantum states results in a decrease of the
cloning fidelity. This decrease in cloning fidelity can serve as an intu-
itive explanation for the superiority of high-dimensional quantum
cryptography. In our experiment, we measure the cloning fidelity of
our cloning machine for different input states belonging to the com-
putational OAM beasis of various dimensions d € {2, 3, 4, 5, 6, 7}. We
find near-perfect agreement of the experimentally evaluated cloning
fidelities to the theoretical predictions of the high-dimensional 1 — 2
symmetric optimal UQCM (see Fig. 2). In addition, we experimentally
verify the universality of our cloning machine by performing quantum
cloning of every state of all d + 1 OAM mutually unbiased bases (MUBs)
(see Fig. 3A) (20, 21). Once more, we find near-optimal cloning fi-
delities for all MUBs, thus demonstrating the viability and universality
of our optimal quantum cloner (see the Supplementary Materials).
Note that MUBs and their elements are playing an important role
in quantum communication and information, as basis states used in
quantum cryptographic protocols (22) and quantum state tomogra-
phy (23), for example.

Optimal cloning of a Gaussian state

As a second series of measurements for a complete characterization
of our UQCM, we fully reconstruct the high-dimensional cloned
quantum states by means of quantum state tomography. Moreover,

our UQCM should be able to clone the state regardless of the input
state and its complex structure in the high-dimensional state space.
An exemplary and visually interesting high-dimensional state is the
so-called Gaussian state given by the following superposition

|\|’Gauss> NZ€7—3 exp[ (2/2)2“0

where N is a normalization constant. We experimentally generate
the Gaussian state of dimension d = 7 and perform full quantum
state tomography on one of the output cloned photons. The theo-
retically expected and experimentally achieved results are shown in
Fig. 3B. The cloned Gaussian state has a fidelity of 0.80 + 0.03 with
respect to the theoretically expected cloned density matrix. Thus,
for an arbitrary complex input state |Wgauss)» the experimental clon-
ing fidelity, F = (Wgauss|P | WGauss)» ©f our UQCM obtained from
complete quantum state tomography can be estimated to be around
0.40 + 0.01. In comparison to the average fidelity obtained previously
for d =7 0of 0.59 + 0.02, which we evaluated from success probabilities,
the lower fidelity value can be explained by measurement errors and
cross-talk among spatial modes for several MUBs. For complete state
tomography, these errors have a stronger adverse effect, and a much
larger number of measurements (56 measurements in dimension 7),

A
Dimension d=2 d=13 d=4 d=>5 d=06 d=17 d — e
Theory 0.833 0.75 0.7 0.667 0.643 0.625 0.5
Experiment 0.82+0.01 0.75£0.01 0.70+0.02 0.66+0.01 0.64+0.02 0.62+0.02
0.84+0.02 0.75£0.01 0.70+0.01 0.67+0.01 0.62+0.01 0.61=0.01
0.75+0.01 0.68+0.01 0.65+0.08 0.62+0.01 0.61+0.01
0.70+0.02 0.66+0.01 0.62+0.01 0.60+0.01
0.65+0.02 0.62+0.01 0.61+0.01
0.63+0.02 0.60+0.01
0.62 + 0.02
Average 0.83+0.02 0.75£0.01 0.70+0.02 0.66+0.01 0.63+0.02 0.61=0.01
B 10

- Coherent attack

0.8 : |
Optimal cloning

2 ! :
g 06 State estimation ! 2
PR —
g
g 0.4 0.4
~ d=3 d=4 d=5 d=6 d=T1

0.0 0

D1mens1on d

Fig. 2. Optimal cloning fidelity for various dimensions. (A) Experimental values of the cloning fidelities are shown for each d number of elements of the logical
basis, along with theoretical values, for various dimensions d. (B) The average cloning fidelities (blue dots) are plotted for various dimensions, along with probability
matrices P(|i}, |y)) of detecting a cloned photon in any output state |i) of the OAM logical basis, given an input state |y) of the same basis. The diagonal elements of the
probability matrices correspond to the cloning fidelity of each element of the basis. The light and dark gray shaded areas correspond to fidelities not accessible by state
estimation and 1 — 2 optimal symmetric UQCM, respectively. In quantum cryptography, a more effective class of quantum hacking, namely, coherent attacks (7), yields

larger fidelities illustrated by the dim gray shaded area.
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Fig. 3. Cloning fidelities for various MUBs and cloning of Gaussian states in dimension d = 7. (A) Probability P(|i), |y)) of detection of an output cloned state |}
given an input state |y), where |i) and |y) belong to a specific MUB. This set of measurement is repeated for all d + 1 MUBs (I) to (VIIl), in dimension 7. The on-diagonal
elements represent the cloning fidelities for each element of a given basis. (B) Theoretical and experimental high-dimensional cloning of a Gaussian state. The cloned
fidelity is obtained by calculating the overlap of the reduced density matrix of the cloned state with the input state. The experimental reduced density matrix of the
cloned state is obtained by full quantum state tomography. The experimentally reconstructed density matrices of the Gaussian state before and after cloning are shown

along with their theoretical counterparts.

that is, d(d + 1), are required (see the Supplementary Materials). How-
ever, both methods show that our implementation of a symmetric
UQCM can be used to clone any arbitrarily complex quantum state
up to dimension 7, without a significant deterioration of the optimal
state fidelities. Hence, cloning of high-dimensional quantum states en-
coded in the OAM degree of freedom might become a building block
of future high-dimensional quantum information applications.

Cloning attack in quantum cryptography

As a final test of the ability to clone high-dimensional quantum states,
we implement a cloning attack into a high-dimensional quantum key
distribution (QKD) scheme. In a QKD protocol, a sender (Alice) and
receiver (Bob) use quantum states to distribute a random, secret key
shared between both parties. The shared key is then used to commu-
nicate an encrypted message through a classical channel, using the
perfectly secure one-time pad protocol. The security of QKD derives
from the fact that the presence of an eavesdropper (Eve) will result in
the introduction of errors in the shared key, which can originate, for
example, from the nonperfect but optimal cloning done by the eaves-
dropper (24). Note that the dimensionality of the quantum states used
to distribute the key directly affects the cloning fidelity and thus the
amount of errors introduced by a possible cloning attack.

We first perform a high-dimensional QKD using the seminal
BB84 protocol (22), extended using OAM states of dimension d =
7. An eavesdropper with access to a high-dimensional UQCM
then performs individual attacks on the QKD channel. In our
experiment, the first MUB is given by the logical OAM basis
{|y;¢ =-3, =2, — 1,0, 1,2, 3}, and the second MUB is given
by the Fourier angle basis {|0;); i = 1, 2, 3, 4, 5, 6, 7}. Projective
measurements are shown with and without the cloning attack in
Fig. 4 (A and B), respectively. The lower fidelity due to a cloning
attack is readily visible. A visually compelling illustration of the effect
of an eavesdropper on Alice and Bob’s shared key can be given by di-
rectly using the established raw sifted key, without performing further
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error correction and privacy amplification, as a one-time pad to share
an encrypted message, for example, an image of their favorite optical
phenomenon. We experimentally simulate such a situation by
performing the high-dimensional BB84 protocol with and without
Eve’s attack using our UQCM. In a real-world QKD, experimental er-
rors will always be introduced in the raw key, leading to a slightly de-
teriorated image after Bob’s decryption (see Fig. 4A). However, if Eve
performs her cloning attack while Alice and Bob are trying to establish
their key, the errors increase significantly, which is then directly visible
in Bob’s decrypted image (see Fig. 4B). The quantum bit error rate
(QBER) is given by 0.16 and 0.57, without and with the cloning attack,
respectively. In the absence of an eavesdropper, the QBER is well below
the error bound for security in dimension 7, that is, Do, = 23.72% (1).
Thus, error correction and privacy amplification may be performed
in order for Alice and Bob to obtain a completely secure and error-
less shared key. However, in the presence of the eavesdropper, the
QBER is well above the bound in dimension 7, immediately revealing
the presence of Eve. Furthermore, the mutual information between
Alice and Bob may be calculated from

I3y = log,(d) + (1 — ef) log, (1 — e) + e log, (e /(d — 1))

where e} is Bob’s error rate (25). Experimental values of 1.73 and 0.36
bits per photon were obtained for Alice and Bob’s mutual information
without and with the cloning attack, respectively. In addition, we per-
formed quantum hacking to a two-dimensional QKD protocol (BB84).
In this case, the QBER is given by 0.19 and 0.007, with and without the
cloning attack, which is well above and below the security bound in
dimension 2, that is, Doh(2) = 11.00%, respectively. Hence, it is clear
that high-dimensional quantum cryptography leads to higher signal
disturbance in the presence of an optimal cloning attack, resulting in
a larger tolerance to noise in the quantum channel.
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Fig. 4. High-dimensional QKD without and with quantum hacking. (A) Experimental probability matrices obtained from projective measurements are shown on the
left side. The bases selected by Alice and Bob are indicated on the vertical and horizontal axes, respectively. On the right, we show Alice’s initial message and Bob's
decrypted message. (B) Experimental probability matrices with the presence of an eavesdropper having access to a symmetric optimal UQCM. Similarly, Alice’s initial
message is shown along with the decrypted message obtained by both Bob and Eve. One may note that for the BB84 protocol, the symmetric UQCM does not lead to
the optimal individual attack. Rather, our UQCM results in the optimal individual attack for the QKD protocol exploiting all d + 1 available MUBs. In the simpler case of the BB84
protocol, the optimal attack consists of the asymmetric Fourier-covariant cloner (7, 26), which cannot be straightforwardly implemented in our experimental setup.

DISCUSSION

In conclusion, we showed the feasibility of high-dimensional optimal
quantum cloning of OAM states of single photons. This scheme was
further used to perform a cloning attack to a secure quantum channel,
revealing the robustness of high-dimensional quantum cryptography
upon quantum hacking. Moreover, studying the effect of dimension-
ality and universality on optimal quantum cloning reveals its advan-
tage over optimal state estimation in quantum information schemes,
where unknown quantum states must be distributed.

MATERIALS AND METHODS

The experimental setup can be divided into three parts: a single-photon
source, a HOM interferometer, and a cloning characterization appara-
tus (see fig. S1). Single-photon pairs were generated by the process of
spontaneous parametric down-conversion at a nonlinear type I B-barium
borate crystal illuminated by a quasi-continuous wave ultraviolet laser
operating at a wavelength of 355 nm. The single photons were spatially
filtered to the fundamental Gaussian mode by coupling the generated
pairs to single-mode optical fibers, with a measured coincidence rate of
30 kHz, within a coincidence time window of 5 ns. The partner photons
were each made to illuminate an SLM, to generate the desired photonic
states, and subsequently sent at a 50:50 nonpolarizing beam splitter, one
at each input port. The path taken by the photons, generated at the non-
linear crystal to get to the beam splitter, must be equidistant for both
photons of a given pair to observe the two-photon interference effect.
This can be achieved with a precision of tens of micrometers using a

Bouchard et al. Sci. Adv. 2017;3:e1601915 3 February 2017

programmable translational stage. Polarizers and interference filters were
inserted in the path of each photon. The photons were then made in-
distinguishable in arrival time, polarization, and frequency. On the other
hand, the spatial modes of the photons were kept as a degree of freedom
representing photonic quantum states for the UQCM. Following the
HOM interference beam splitter, the bunched photons were sent to a
second beam splitter, separating them for further coincidence detection.
Last, the separated output cloned photons were detected and character-
ized with SLMs followed by single-mode optical fibers.

SUPPLEMENTARY MATERIALS

Supplementary material for this article is available at http://advances.sciencemag.org/cgi/
content/full/3/2/e1601915/DC1

Supplementary Text

fig. S1. Detailed experimental setup.

fig. S2. Experimental cloning fidelities for every element of each MUB in dimension 7.
fig. S3. Projective measurements of the input and cloned Gaussian state.
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Quantum metrology allows for a tremendous boost in the
accuracy of measurement of diverse physical parameters.
The estimation of a rotation constitutes a remarkable example
of this quantum-enhanced precision. The recently introduced
Kings of Quantumness are especially germane for this task
when the rotation axis is unknown, as they have a sensitivity
independent of that axis and they achieve a Heisenberg-limit
scaling. Here, we report the experimental realization of these
states by generating up to 21-dimensional orbital angular
momentum states of single photons, and confirm their high
metrological abilities. ~ © 2017 Optical Society of America

OCIS codes: (270.0270) Quantum optics; (270.5585) Quantum informa-
tion and processing; (120.3940) Metrology.

https://doi.org/10.1364/OPTICA.4.001429

The conventional description of the quantum world involves a
key mathematical object—the quantum state—that conveys com-
plete information about the system under study; once it is known,
the probabilities of the outcomes of any measurement can be pre-
dicted. This statistical description entails counterintuitive effects
that have prompted several notions of quantumness, yet no single
one captures the whole breadth of the physics.

There are, however, instances of quantum states that behave in
an almost classical way. The paradigm of such a behavior is that of
coherent states of light [1]; they are as much localized as possible
in phase space, a property that is preserved under free evolution.

The concept of coherent states has been extended to other
physical systems [2]. The case of spin is of paramount importance.
The corresponding spin coherent states have minimal uncertainty
and they are conserved under rotations. So, in the usual way of
speaking, they mimic a classical angular momentum as much as
possible. One could rightly wonder what kind of state might serve
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as the opposite of a coherent state. The answer will depend on the
ways to formalize the idea of being “the opposite” [3]. Here, we
take advantage of the Majorana representation, which maps a
pure spin S into 2§ points on the Bloch sphere [4].

It turns out that the Majorana representation of a coherent
state consists of a single point (with multdplicity 25). At the
opposite extreme, we can imagine states whose Majorana repre-
sentations are spread uniformly over the sphere. The resulting
states are precisely the Kings of Quantumness [5,6]. With such
symmetric spreadings, the constellations essentially map onto
themselves for relatively small rotations around arbitrary axes.
This means that they resolve rotations around any axis approx-
imately equally well. We emphasize that the problem of estimat-
ing a rotation is of utmost interest in magnetometry [7-9],
polarimetry [10,11], and metrology in general [12]. In this work,
we experimentally demonstrate the generation of these states and
certify their potential for quantum metrology [13].

Let us first set the stage for our experiment. We consider
a system that can be described in terms of two independent
bosonic modes with creation operators 4, with a € {+, -}.
This encompasses many different instances, such as strongly cor-
related systems, light polarization, Bose—Einstein condensates,
and Gaussian—Schell beams, to mention only a few [14]. The
Stokes operators for these two-mode systems can be compactly
expressed as [15] S= —aaaaﬁaﬁ, where 6 denotes the Pauli
matrices, and summation over repeated indices is assumed.
One can verify that 8§ =3,(8y + 1) with §, = N/2,and N =
aaéaﬁaﬂ =N L+ N_ being the total number of excitations.

From now on, we restrict our attention to the case where NV is
fixed. This corresponds to working in a (2§ + 1)-dimensional
Hilbert space Hg of spin § (with N = 25). This space Hg
is spanned by the Dicke basis |S, 72), wherein the action of S
operators is the standard for an angular momentum. Sometimes,
it is preferable to use the two-mode Fock basis |V, N_), related
to the Dicke basis by N, =S+ mand N. = §-m.
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Spin coherent states are constructed much in the same way as
in the canonical case [2]: they are displaced versions of the north
pole of the Bloch unit sphere S,. If n is a unit vector in the
direction of the spherical angles (6, ¢), they can be defined as
[n) = ¢95: ¢195, 7|S, S). They are not orthogonal, but one can still
decompose an arbitrary state |'¥') using this overcomplete set. The
associated coherent-state wave function is ¥(n) = (n|¥), and
the corresponding probability distribution, Q(n) = |¥(n)|?, is
nothing but the Husimi function.

The wave function W(n) can be expanded in terms of the
Dicke basis |S,m). If the corresponding coefficients are
¥, =(S,m|¥), we obtain ¥(n)=(1+2>)Y% _ o, ¥,2° 1",
where ¢,, = \/25)!/[(S - m)!(S + m)!], and z = tan(6/2)e” ’¢
is the complex number derived by the stereographic projection
of (6, ). Apart from the unessential positive prefactor, this is
a polynomial of order 2S; thus, |¥) is determined by the set
{z;} of the 2§ complex zeros of W(n). These zeros, which are also
the zeros of Q(n), specify the so-called constellation by an inverse
stereographic map of {z,}—(0;, ¢;).

Since the spherical harmonics Yq(n) are a complete set of
orthonormal functions on S,, they may be used to expand the
Husimi function Q(n). The resulting coefficients, kg, are noth-
ing but the standard state multipoles [16], and there are 2§ + 1 of
them (see Supplement 1). The monopole is trivial, as it is just a
constant term. The dipole indicates the position of the state in the
Bloch sphere. When it vanishes, the state has vanishing (first-
order) polarization and points nowhere in the mean. If the
quadrupole also vanishes, the variance of the state is uniform;
i.e., no directional signature can be observed in its second-order
fluctuations, and we say that it is second-order unpolarized.
Similar interpretation holds for higher-order multipoles. One
can also look at these multipoles as the K'th directional moments
of the state constellation and, therefore, these terms resolve
progressively finer angular features.

The quantity Z |QKq| gauges the overlap of the state with the
K'th multipole pattern. It seems thus suitable to look at the
cumulative distribution [17] A,, = 1 Z e |QKq , which
concisely condenses the state angular capaaty up to order M
(1 £ M < 25). Observe that the monopole is omitted, as it is just
a constant term.

The spin coherent states |n) have remarkably simple constel-
lations, just the point -n, and they maximize A, for all orders M,
confirming yet from another perspective the outstanding
properties of these states [5].

In contradistinction, the Kings are those pure states that make
Ay =0 for the highest possible value of M. This means that they
convey the relevant information in higher-order fluctuations. The
search for these states has been systematically undertaken recently
in Ref. [5], where the interested reader can check the details (see
also Supplement 1, where one can find the nonzero components

» of the Kings). The resulting Majorana constellations for some
values of § are depicted in Fig. 1. For § = 3, the constellation is a
regular octahedron and the state is third-order unpolarized
(M = 3). For § =5, it consists of two pentagons. For § = 6
we have the icosahedron, and the corresponding state is fifth-
order unpolarized. For § =10 we have a slightly stretched
dodecahedron (i.e., the four pentagonal rings that define its ver-
tices are displaced against the pole), and it is fifth-order unpolar-
ized. As we can appreciate, the Kings have the points very
symmetrically placed on the unit sphere, so their constellations
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Fig. 1. (a) The Majorana constellations in the Bloch sphere for the

Kings (orange) and the NOON states (yellow) corresponding to spin
§ =3,5,6,and 10. (b) The Laguerre—Gauss representation of the same
Kings and NOON states, shown in (a), where the azimuthal index ¢
corresponds to 72 in the Dicke basis. We consider the fundamental radial
mode, i.e., p = 0, where p is the radial index of the Laguerre—-Gauss modes.

possess many axes along which they return to themselves after
a rotation. Consequently, they can resolve relatively small angles
around a large number of axes.

Other states with a high degree of angular resolution are the
NOON states, given by [INOON) = %(|N, 0) - 10, N)) in the
two-mode Fock basis and % (]S, S) - |S, -S)) in the Dicke basis.

As shown in Fig. 1, their Majorana constellation consists of 25
equidistantly placed points around the equator of S,. A rotation
around the z axis of angle 7/(25) makes [NOON) orthogonal to
itself, whereas for 77/ it returns to itself. This nicely supports the
ability of NOON states to detect small rotations.

To compare the performance of these two classes of states, let
us assume we have to estimate a rotation R(w, n) of angle @
around an axis u of spherical angles (®, ®). We consider only
small rotations and take the measurement to be a projection
of the rotated state onto the original one; i.e., it can be represented
by P = |¥)(¥|. As discussed in Supplement 1, the respective
sensitivities (defined as the ratio Aw = AP/|0(P)/dw|, the
variance being AP = [(P?) - (P)?]'/?) are

N

2 \/SS+1)

1 1
V2 /258 cos? @ + Ssin ©

The sensitivity of the Kings is completely independent of the
rotation axis and with a Heisenberg-limit scaling 1/ for large S.
For the NOON states, the sensitivity scales as 1/S when ® = 0,
but can be as bad as 1/+/S when ® = /2. In short, it is essential
to know the rotation axis to ensure that the NOON state is
aligned to achieve its best sensitivity.

We stress that the measurement scheme for Aw involves only
second-order moments of S. Given their properties, one could
expect that detecting higher-order moments will bring out even
more advantages of the Kings.

To check these issues, we have generated these extremal states
for the cases of S = 3, 5, 6, and 10 using orbital angular momen-
tum (OAM) states of single photons [18], which has already
proven fruitful in quantum metrology [19]. Working at the
single-photon regime is not essential, but it highlights the
potential implications for quantum information processing [20].
Therefore, the index 7 in the Dicke basis is identified with the
OAM cigenvalue ¢ of a single photon along its propagation

AC‘)Kings =

1)

Awnoon =
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Fig. 2. (a) Sketch of the experimental setup and (b) density plots of the
experimentally reconstructed Husimi Q functions for the same King
states as in Fig. 1. The fidelities of these reconstructed states are (from
left to right) 0.94, 0.87, 0.91, and 0.93. The differences with the

theoretical Q functions cannot be visually noticed.

direction. In general, there exist many families of optical modes
carrying OAM, but we choose the Laguerre-Gauss basis LGy,
where p is the radial index. Since the radial profile is irrelevant to
the experimental realization of the Kings states, for the sake of
simplicity, we always set the radial index to its fundamental value,
i.e., p = 0. The resulting transverse profiles of both the Kings and
the NOON states are as in Fig. 1(b).

We experimentally create the Kings by means of spontaneous
parametric downconversion. A sketch of the experimental setup is
shown in Fig. 2(a). A quasi-continuous wave ultraviolet (UV) la-
ser operating with a repetition rate of 100 MHz and an average
power of 150 mW at a wavelength of 355 nm is used to pump a
type-1 f-barium borate crystal. The single photons, signal and

)
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idler, are subsequently coupled to single-mode fibers to filter their
spatial mode. One of the photons, the idler, is used as a trigger.
The other photon, the signal, is made incident on a first spatial
light modulator (SLM1), where the desired quantum states were
imprinted on the signal photon holographically [21]. The gener-
ated photonic Kings are subsequently imaged onto a second
spatial light modulator (SLM2) by a 4f system. The second
SLM possessing the desired hologram followed by a single-mode
optical fiber perform the projective measurement on the state of
the signal photon. Both photons are sent to avalanche photodiode
detectors (APD), and coincidence counts are recorded by a coinci-
dence box with a coincidence time window of 3 ns [22].

To verify the accurate experimental generation of these states,
we perform quantum state tomography to reconstruct the Husimi
Q function, as shown in Fig. 2(b). The average fidelity of the
resulting states is around 90%; i.e., 94%, 87%, 91%, and
93%, respectively (see Supplement 1).

We now study the behavior of such states under rotations in
the sphere &,. This is experimentally realized by projective mea-
surements of the Kings onto themselves after a rotation @ around
several axes (see Fig. 3). To demonstrate the high sensitivity to
rotation of these states along arbitrary axes, we perform such ro-
tations around each axis passing through the Majorana points and
facets of the Kings constellations. For the cases of § = 3, 6, and
10, we find four-, five-, and three-fold symmetry axes passing
through their Majorana points and three-, three-, and five-fold
symmetry axes passing through the normals to the facets of their
constellations, respectively. Note that, since we are dealing with
OAM, these rotations correspond to rather abstract mode trans-
formations, although the polar axis still represents a physical
real-space rotation around the optical axis.

Finally, in Fig. 4 we experimentally check the sensitivity of
the Kings and NOON states. As we can see, the experimental

Fig. 3. Experimental results of the projection of the § = 3, 6, and 10 (first, second, and third column, respectively) Kings states, |¥®)), onto them-
selves after a rotation of @ around the axis u, R(w, u), i.c., (P) = (PO |R(w, u)|¥®)|2. The axes are presented graphically along with the associated
constellations. The first row corresponds to rotations along the axes passing through the Majorana points (pink arrows), and the second row corresponds to
rotations along the axes normal to the facets of the constellations (blue arrows). The experimental results (red and blue dots) are shown along with the

theoretical results (blue and green curves) for all rotation axes.
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Fig.4. Rotational sensitivity Aw for the Kings (red) and NOON states
(blue). The solid curves correspond to the theory predicted in Eq. (1),
and the points correspond to experimental results. In the case of the
Kings, we show the mean rotational sensitivity over all axes presented
in Fig. 3, where the error bars correspond to variation in sensitivity from
axes to axes. For the NOON states, we show the rotational sensitivity for
rotation axes with ® = 0 and ® = 7/2.

sensitivity of the Kings is completely independent of the
orientation of the rotation axes (within the error bars). In the
limit of small rotation angles, the NOON states overcome
the Kings all the way up to cos ® = 1/+/3. Nonetheless, since
the Kings achieve the ideal sensitivity irrespectively of the axis,
they are the most appropriate to detect rotation around arbitrary
axes.

The problem of the Kings is closely related to other notions as
states of maximal Wehrl-Lieb entropy [23], Platonic states [24],
the Queens of Quantumness [25], or the Thomson problem [26].
However, there are still many things to elucidate concerning
these links. They are, however, a nice illustration of the connec-
tions between different branches of science, and on how some
seemingly simple problems—distributing points in the most sym-
metric manner on a sphere—can illuminate such complicated
optimization problems that we have just described.

Thus far, efforts were concentrated in estimating the rotation
angle, which in terms of magnetometry means that we only want
to know the magnetic field magnitude. The Kings will allow for a
simultaneous precise determination of the rotation axis (i.e., the
magnetic field direction). Our experimental results corroborate
that this extra advantage can pave the way to much more refined
measurement schemes.
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3.1 Detection of spatial modes

In chapter 2, we have discussed different techniques to generate OAM modes, or
more generally, spatial modes. In the case of OAM modes, only the phase must
be manipulated, making their generation straightforward using refractive devices, or
birefringent liquid-crystal devices based on holography or geometric phases, i.e. SLM
and g-plates, respectively. More generally, for the case of spatial modes, the phase
and intensity must be manipulated. Although lossy, an SLM can be used to manip-
ulate the intensity and phase of an incoming beam by using a filtering holographic

technique, known as amplitude-masking [69, 70].

Interestingly, the task of detecting spatial modes turns out to be more challeng-
ing than their generation. In particular, detection schemes can be classified into
two categories, i.e. single-outcome measurement and multi-outcome measurements.
In analogy to polarization, a polarizer would consist of a single-outcome measure-
ment, whereas a polarizing beam splitter (PBS) consists of a multi-outcome mea-
surement, where detectors can be placed in both output ports of the PBS. For OAM
modes, the single-outcome measurement, or projective measurement, is known as
phase-flattening [71] and has become the standard experimental tool to measure
OAM modes. Even though phase-flattening possesses a slight mode-dependent ef-
ficiency [72], its mode fidelity is extremely high in practice. On the other hand,
multi-outcome measurement schemes, known as sorting, have been proposed and ex-
perimentally demonstrated using interferometric configurations [73] and diffractive
elements [741, 75, 76, 24]. Generally speaking, sorting typically results in lower mode

fidelities, but benefits from an overall larger detection efficiency.

Nevertheless, in order to take advantage of the full transverse spatial modes of
photons, one must take into account the full-field profile LG beams, namely both
the azimuthal OAM modes and the radial modes [77, 78, 79]. Recently, several
experimental schemes have been proposed to sort radial modes of light [30, 81, 82,

, 84]. Nevertheless, these techniques yield non-optimal experimental mode fidelities.
In the first part of this chapter, we propose a projective measurement technique that
allows one to measure radial modes, or more generally, any arbitrary spatial modes
with extremely high mode fidelities [25]. Due to the analogy with phase-flattening,
we have named our measurement technique intensity-flattening, which can be seen as

an extension of phase-flattening to the case of arbitrary spatial modes.
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3.2 Quantum state tomography

In the previous section, we have reviewed the several measurement techniques that
can be employed to detect spatial modes of single photons. Nevertheless, it is well-
known that the full characterization of a single quantum state is prohibited by the
uncertainty principle. Rather, in order to characterize a quantum state, the experi-
menter considers an ensemble of identically prepared states and subsequently performs
measurements in different bases. From this set of measurements, the experimenter
may reconstruct the quantum state using a technique called quantum state tomogra-
phy (QST). Moreover, the number of identically prepared states to be measured is

inversely proportional to the statistical errors of the reconstructed quantum state.

3.2.1 Density matrix

In particular, the object that is used to describe a quantum state is known as the
density matriz. The density matrix, or density operator, is a d X d matrix, that can

be represented as,

U
—

p= Piwz'x%’a (3~1)

(2

I
<)

where p; are real and positive numbers, and [¢;) corresponds to a complete and
orthonormal set of states that diagonalizes the density matrix, p. A density matrix
is said to be pure if it can be written as p = |1)(¥|, where the purity is definied as
P = Tr [p?]. In the other extreme case, we have the completely mixed state given by
p= Cll Z?;ol |1;) (1], where the completely mixed state has the particularity of having

the same representation in all bases.

In the experimental reconstruction of the density matrix using QST, several phys-
ical properties of the density matrix must be taken into consideration: (1) unit trace,
(2) Hermitian, and (3) positive semidefinite. These conditions can be written formally

as the following,

Trlp] =1 (3.2)
po=p (3.3)
Wlply)y > 0, V). (3.4)

Physically, these properties can be understood as (1) the quantum state being nor-

malized, and the probabilities being (2) real and (3) positive numbers.
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3.2.2 Quantum state tomography of a qubit

Let us start by introducing QST for a qubit, using the example of polarization.
In order to perform QST, one must perform a set of tomographically complete, or
informationally complete, measurements, meaning that the corresponding outcome
probabilities are sufficient to determine an arbitrary state. Overcomplete measure-
ments, where the number of measurements is larger than the minimum number of
measurement, necessary to identify the quantum state, are often used to their sim-
plicity or stability in experimental implementations. An example of an overcomplete
set of measurements for polarization qubits is given by the following set of projective
measurements: {f[ H, ﬂv, I A Iy, I, 11 R}, with corresponding outcome probabilities
Py, Py, Pa, Pp, Pr, and Pg, respectively, where ﬂ¢ corresponds to a projective mea-
surement of the state |¢), i.e. ) (¢p|. The Stokes parameters can then be obtained
from the outcome probabilities, i.e. Sy = P, + Pgr, S1 = Py — Py, So = P4 — Pp, and
S3 = P, — Pg. Finally, the density matrix may now be reconstructed using different

techniques. The first technique is known as a direct inversion, i.e.
3
1 Si .
P = b E < Tis (3.5)

where g is the 2 x 2 identity matrix, and &1, d9, 03 are the Pauli matrices. The
advantage of using a direct inversion method is that the density matrix may be di-
rectly obtained without needing the use of an optimization software. By taking a
closer look, we find that two of the physical properties of the density matrix are
naturally embedded in the direct inversion, namely that it is unit trace and Hermi-
tian. However, this reconstruction does not guarantee the positive semidefiniteness of
the density matrix. To avoid this problem, another reconstruction technique, known
as the maximum likelihood estimation (MLE) method has been developed [$6]. In
the MLE technique, one starts with a parametrized initial physical density matrix
that is unit trace, Hermitian, and positive semidefinite by construction. A numeri-
cal optimization is then carried out in order to find the parametrized density matrix
that yields measurement outcomes that are the closest to the experimental measure-
ment outcomes. Nevertheless, using MLE can also lead to systematic errors in the

tomographic reconstruction [37].
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3.2.3 High-dimensional quantum state tomography

QST can be extended to the case of high-dimensional states. In particular, there are
several ways to generalize the expression in Eq. 3.5 to larger dimensions. The first
pathway to high-dimensional QST is by generalizing the Pauli Matrices using the
Gell-Mann matrices. Generalized Gell-Mann matrices are d X d matrices forming an
orthogonal and complete basis, i.e. any d X d density matrix can be represented as
a linear combination of the Gell-Mann matrices. The orthogonality relation for Gell-
Mann matrices is given by Tr [6,6,] = 20,5, where §;; is the Kronecker delta symbol.

Explicitly, the Gell-Mann matrices are given by the following expressions

A

o = 1 (3.6)
6% = 1)K+ k) (] (3.7)
oy = —i(l7) (k| = k) (I) (3.8)

o= T (Z|j><j\)—r|r><r|], (39

where 7 is the imaginary unit, 7 and k are indices that run from 0 to d — 1, and 7 is

an index that runs from 1 to d — 1.

In analogy to Eq. (3.5), the reconstructed density matrix in dimension d is given

by the following expression,

d—1

1
/3:3 So0o + Z (S7%07 + Sjx074) + ZSTZ&?»Z ; (3.10)

7,k€{0,1,....d—1},j#k r=1

where the generalized high-dimensional Stokes parameters are given by,

So = 1 (3.11)
X
Sik = P% ()+1ky) — PL 75 () =I1k) (3.12)
Y
Sik = PT(\J>+ZV€>) P11k (3.13)
Z
= \/ 14
S (r _|_1 (Z Bj) ) Piry (3.14)

We notice that in order to perform high-dimensional QST using this method, one
needs to perform projective measurements in the computational basis and on qubit-
like states of the form (|j) + |k)) /v/2 and (|j) £ i|k)) /v/2, where j,k =0,1,....,d — 1
and j # k. In dimension d, this results in an overcomplete set of (2d*> — d) mea-

surements. For practical reasons, it is not advantageous to employ this method with
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spatial modes due to the large number of measurements and lack of symmetry of the

projective measurements.

As an alternative, it is possible to employ mutually unbiased bases (MUB) to
perform high-dimensional QST. Formally, MUB consist of a set of orthonormal and
complete bases {B,}, where B, = {ﬂﬁ,ﬁ“)}, e = |1/J£3))<¢7(§)| is a MUB element,
m = 0,1,...,d — 1 labels the state, and o = 0,1,...,d labels the MUB. The or-
thonormality and completeness relations for MUB elements are respectively given
by, 2441 1% /(d+1) =1 and Tr [ﬂ,(ff) ﬂ%ﬁ)} = 00p0mn + (1 — dap)/d. The re-

a=0,m=0 ~"TM
constructed density matrix can then be obtained by direct inversion using the follow-

ing expression,

d d—1
p=>_> P -1, (3.15)
a=0m=0

where Pﬁ? ="Tr [,61:[7(70{ )] are the experimentally obtained outcome probabilities. MUB
measurements, although overcomplete, require a smaller number of measurements
compared to the previous method, namely d(d + 1) measurements. Nevertheless, a
major limitation of high-dimensional QST with MUB is the fact that MUB are known
only for dimensions that are powers of prime numbers. Therefore, for dimensions as
small as d = 6, it is not possible to use MUB to perform high-dimensional QST.
Finally, for prime dimensions, the MUB elements take a simple form for the case of
a>1,

d—1

> @i (w )

0

i) = 1), (3.16)

Sl

<

where wy = exp(27i/d) and s; = j + ... + (d — 1).

3.3 Quantum process tomography

QST represents an invaluable tool for experimenters wanting to reconstruct and char-
acterized quantum states. Interestingly, there is an analogous technique allowing the
experimenter to characterize a quantum process. This technique is known as quantum
process tomography (QPT) [88]. In particular, a quantum process is a completely
positive map £ that takes a density matrix gy, as an input and outputs a density
matrix Pous, 1. Pour = € (Pin). The simplest example of a quantum process is a

unitary transformation, where € takes the form of £ (p) = U p Ut Interestingly, there
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is a nice analogy that can be drawn between quantum processes and quantum states,
where the unitary transformation is the quantum process analogue of the pure state.
Furthermore, a more general object, the density matrix which naturally incorporates
mixed states, is necessary to describe a general quantum state. The analogue of a
density matrix for quantum processes is a d? x d*> matrix known as the process matriz,

which can be used to describe more general de-cohering processes and noisy channels.

A general quantum process can be described as a linear combination of Kraus

operators actions, i.e.
E(p) =) AipAl (3.17)

where the operators 4; fully describe the quantum process, in the same way the
coefficients p; fully describes a quantum state p = >, p;|¢;)(¢;|. Nevertheless, it is
convenient to describe the quantum process with a single matrix rather than with a
set of operators. This can be done by choosing a fixed set of operators with convenient
properties such as completeness and orthogonality, e.g. the Pauli matrices or Gell-
Mann matrices in higher dimensions. Thus, the operators A; are expanded as A; =

Zm a;m0m- The quantum process may now be written as,
E(P) =" Xonn Om pOu, (3.18)

where Xmn = Y, @ima), is the known as the process matrix. Similar to the density
matrix, the process matrix must fulfill three physical properties: (1) trace-preserving,
(2) Hermitian, and (3) positive semidefinite. The trace-preserving condition is ex-
plicitly given by, Y Xmn Om 0n = I, where I here is the d2 identity matrix. Finally,
it is by no coincidence that QST and QPT look so similar. Hence, there is a mathe-
matical relation, known as the Choi-Jamiolokowski isomorphism that formally links

both objects, namely the quantum state and the quantum process, i.e.
pe = (I ) @), (3.19)

where pg is a d? X d* density matrix known as the Choi matrix and |®) is d-dimensional

maximally entangled state.

In the second part of this chapter, we experimentally perform QPT in dimensions
ranging from 2 to 5 [39]. Furthermore, we show that all measurements recorded while
performing QPT can be used to enhance the performance and security of quantum
cryptography. In particular, we find that the advantage of performing QKD using a

QPT scheme becomes more advantageous in larger dimensions.
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1. Introduction

Photons have long been a candidate of choice for many proof-of-principle experiments in quantum
communications, quantum information processing, and foundations of quantum mechanics [1].
For several decades, due to its maturity in generation and detection, the polarization of photons
has now become a standard experimental resource for fundamental and applied experiments, and,
to this day, is still being used in a wide array of important experimental demonstrations [2—4].
Nevertheless, other photonic degrees of freedom, such as frequency and time [5, 6] or position
and momentum [7], offer new, yet unexploited advantages where polarization encoding is limited.
One advantage of these degrees of freedom is their high-dimensional nature, whereas polarization
is inherently bidimensional, i.e. qubits. High-dimensional quantum systems, also known as
qudits, are both interesting at the fundamental level and useful in applications such as quantum
communications and cryptography [8, 9], offering an increased information capacity and greater
resistance to noise [10].

A specific family of spatial modes that has gained a lot of attention in the last years is the
azimuthal modes of Laguerre-Gauss (LG) beams. In particular, it was found that such solutions
of the paraxial wave equation are related to an orbital angular momentum (OAM) proportional
to the azimuthal mode index ¢ [11] and are characterized by a twisted helical wavefront of the
form exp (ifp), where ¢ is the azimuthal coordinate. Mathematically, these solutions have the
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advantage of representing a set of complete and orthogonal functions, thus forming a convenient
basis to expand any arbitrary azimuthal functions. Experimentally, OAM modes have been a
fruitful testbed for experimental demonstrations in quantum entanglement [12, 13], quantum
simulation [14] and QKD [15-17]. Due to their simple form, OAM states are readily generated
using devices that shape the wavefront of an incoming beam. Spiral phase plates [18], pitch-fork
gratings [19], spatial light modulators (SLM) [20], and g-plates [21] are examples of established
devices to generate light beams carrying OAM. Nevertheless, none of the aforementioned
techniques directly generate pure LG modes, due to difficulties in manipulating their radial
component. Therefore, several generation techniques have been proposed and implemented
for experimentally achieving pure LG modes. Among these, holographic amplitude-masking
techniques modulating the amplitude and phase of a beam using a single phase-only SLM, although
lossy, have been a useful experimental tool to generate any arbitrary desired modes with high
precision [22,23]. For instance, the amplitude modulated holograms may be straightforwardly
displayed on an SLM, thus making the generation of LG modes simple and compact for table-top
experiments.

Although the generation of spatial modes is relatively simple to realize, it is surprisingly not
the case for their detection. A technique known as phase-flattening has been demonstrated and
become the standard for measuring OAM states of light [24]. In this scheme, the incoming OAM
beam that is to be measured is impinged onto a phase element and subsequently coupled to a
single-mode fibre (SMF). For the detection of a given OAM value, a phase pattern with the
opposite OAM is imprinted on the SLM, thereby flattening the phase of the incoming beam and
allowing it to couple efficiently to the SMF. In all other cases, the resulting beam after the phase
modulation will not match the fundamental mode of the SMF. In this way, the phase-flattening
method can be used as a filter to measure the OAM content of an unknown incoming beam.
This technique also possesses limitations where mode-dependent losses renders the detection of
higher-order OAM states less efficient [25]. Nevertheless, phase-flattening has now become a
standard method for measuring OAM and is also widely used in experiments utilizing OAM both
in the classical and the quantum regime. In another approach, it is possible in principle to measure
any arbitrary spatial modes with high accuracy using a large enough sequence of phase elements
and free-space propagation separating the elements. For example, with this configuration, a
mode sorter was realized using two phase elements [26,27], namely an unwrapper and a phase
corrector. A sorter-type scheme has the advantage of being able to measure the OAM value of
the incoming beam in a single shot, rendering the detection scheme more efficient. Moreover,
when considering a larger number of phase elements, a larger flexibility allows one to perform a
measurement over a much larger number of modes [28] or to carry out mode transformations [29].
However, as the number of phase elements increases, small imperfections in alignment leads to
significant mode cross-talks and limits the practicality of such implementations.

Here, we propose and experimentally demonstrate a method that we refer to as intensity-
flattening. Our method extends the well-established phase-flattening method and enables us
to measure arbitrary spatial modes using a simple experimental configuration that requires a
single hologram. With a reasonable amount of loss, our method enables us to measure spatial
modes with extremely small crosstalk values corresponding to a visibility larger than 99 %. This
technique will be useful for fundamental, proof-of-concept experiments and all tasks where
high-quality measurements are necessary and losses can be tolerated.

2. Theory

Let us set the stage by writing out the orthogonality condition for the Laguerre-Gauss functions,
ie.
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Forward SLM

propagating beam

Fig. 1. Simplified experimental setup. A forward-propagating beam with an unknown spatial
mode is made incident on a spatial light modulator (SLM). A hologram simultaneously
modulating the phase and the amplitude of the incoming beam is displayed on the SLM.
Subsequently, the outgoing beam is coupled to a single-mode fibre (SMF) after passing
through a set of lenses and microscope objectives (not shown). The choice of lenses can be
understood by considering a back-propagating beam exiting the SMF and made incident on
the SLM from the back. According to the intensity-flattening technique presented here, this
beam should be expanded on the SLM in order to flatten the intensity distribution of the
Gaussian component.

2n o0
/ / LGZ,,’p,(r, gD)LGg,p(l’, go)rdrdtp = O¢pr 6pp" (1)
0 0

In the laboratory, an input LG beam, LG, ,(r, ¢), is generated using the previously mentioned
amplitude-masking method on a first SLM. The beam is now made incident on a second SLM
which is displaying the mode LG},’ p,(r, ©), also using the amplitude-masking technique. Finally,
the beam is made to couple to an SMF and the coupled intensity or photon counts are recorded.
Due to the unitarity of free-space propagation, we have the freedom to choose at which point we
calculate the overlap integral after the SLMs. Thus we imagine a backward propagating beam
from the SMF to the second SLM. This experimental scenario corresponds to the overlap integral,

2 Fmax
/ / LGy, (r, @) LGe,p(r, ¢) e rdrde # 8¢ 6p s 2)
0o Jo

where rp,x takes into account finite numerical apertures in the experiment and wy is the beam
waist of the SMF. We note that this integral is different from the overlap integral of LG modes,
Eq. (1), due to the additional gaussian factor of the SMF [30,31]. The aim of our method
is to remove the effect of this Gaussian factor to retrieve the standard orthogonality relation
of LG beams. A simple but very effective way of achieving this, is by increasing the value
of the backward propagating beam waist, wp, in Eq. (2). For a large enough wy, from the
perspective of the LG terms in the integral, the additional Gaussian factor will appear flat over the
region of interest, thus retrieving Eq. (1). This intensity-flattening technique requires minimal
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Fig. 2. Experimental details. (a) An attenuated laser diode is enlarged using a telescope
with a magnification of f>/f; = (300 mm)/(50 mm) = 6. The beam is then made incident
on a first spatial light modulator (SLM-A) which reflects the incoming beam (shown in
transmission here for simplicity). The output beam has the desired intensity and phase profile
after passing through a 4 — f system that filters out the first order of diffraction (not shown
here). (b) The beam that is to be measured is made incident on SLM-B. By considering a
virtually backward-propagating beam from the 10X object, the set of lenses f3 = 200 mm
and f; = 50 mm magnifies the backward-propagating by a factor of 4, making its beam
waist much larger than the beam waist of the detection mode on the SLM-B.

modifications to standard experimental setups measuring optical spatial modes, and allows one to
select the appropriate trade-off between mode visibility and losses by tuning the beam waist, see
Fig. 1. In order to demonstrate this powerful idea experimentally, we build a simple experimental
setup allowing us to test our intensity-flattening method in several scenarios — measuring radial
modes, key rates in QKD, and quantum state tomography. We also investigate and compare the
performance of the intensity-flattening technique when considering beams other than Gaussian,
such as flat-top and exponential, which can be seen in the appendix-a.

3. Experimental setup

An attenuated diode laser at a wavelength of 810 nm is coupled to an SMF to clean its spatial
profile to the fundamental Gaussian mode. The beam is coupled out of the SMF using a
collimator resulting in a beam with a 1/¢> beam waist of 1.1 mm, which is then enlarged
using a telescope with a magnification of f,/f; = (300 mm)/(50 mm) = 6, where f] and f,
are the focal length of the first and the second lens in the telescope, respectively. The large
collimated beam is made incident on SLM-A where the desired spatial mode is generated using
an amplitude-masking technique [23]. The beam waist of the mode displayed on SLM-A is given
by wo = 500 um. A 4 f-system is then used in order to filter out the first order of diffraction
and to image SLM-A onto SLM-B. The beam is then sent through a second telescope with
a magnification of fi/f3 = (50 mm)/(200 mm) = 0.25 and then coupled to an SMF using a
10-X microscope objective. The choice of f3 and f; becomes clearer when considering the
backward-propagating beam, (Fig. 1), where the effect of the telescope is to enlarge the size of
the backward-propagating beam on SLM-B to 4.2 mm, hence increasing the beam waist of the
Gaussian factor in Eq. (2). A more detailed experimental setup is shown in Fig. 2.
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Fig. 3. Measurement of radial modes. (a) Experimentally measured and (b) simulated
cross-talk matrix of radial modes ranging from p = 0 to p = 7 in a prepare-and-measure
setting. The cross-talk matrix is normalized to unity by dividing each elements by the
element with maximum counts. The rows and the columns correspond to the states, [p)
and |pp), prepared and measured by Alice and Bob, respectively. A visibility of V = 98.3 %
is obtained from the experimentally measured cross-talk matrix. In theory, a visibility in
excess of 99 % is achieved by considering a back-propagating with a beam waist 5.4 times
larger than that of the beam waist of the detection mode of the holograms. (c) The efficiency
of the intensity-flattening measurement technique is shown as a function of dimensionality
of radial modes. For a dimension of d, radial modes ranging from p =0top =d — 1 are
considered. For each dimensions, the reported efficiencies are obtained by increasing the
beam waist of the back-propagating up to the point where visibilities are in excess of 99 %
(dark blue), 95 % (red) and 90 % (green).

4. Radial modes

As a first experimental demonstration of our technique, let us consider the radial modes of the
LG beams. These modes have recently been investigated both theoretically and experimentally in
the context of quantum information [31-35] and play a key role in fully utlizing the information-
carrying capacity of a photon. Since then, several experimental techniques have been proposed
to measure radial modes in a sorter configuration, i.e. using a scattering medium [36] or taking
advantage of the p-dependent Gouy phase in an interferometric configuration [37,38]. Such
schemes have the advantage of having a higher detection efficiency in principle compared to
a filter-type measurement as we propose. Nevertheless, in the first case, low transmission
efficiencies prohibit its use in a realistic quantum experiment and in the second case, the stability
and interferometric nature of the implementation makes these techniques challenging. In contrast,
our method has the advantage of being simple, compact and stable for measuring radial modes.
In order to demonstrate the quality of measurements achievable with our method, we measure the
cross-talk among radial modes ranging from p = 0 to 7 using our intensity-flattening technique,
see Fig. 3. The modal cross-talk is characterized by considering the visibility of the cross-talk
matrix, which we define as V = }; Ci;/2.;; Cij, where C;; corresponds to the cross-talk matrix.
For an 8-dimensional radial mode subspace, we experimentally obtain a visibility value of
V = 98.3 %, which is the highest experimentally achieved value so far reported (to the best of
our knowledge).
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Fig. 4. Performance of phase-flattening in measuring radial modes. Simulated cross-talk
matrix of radial modes measurement with (a) a phase-flattening measurement scheme and
(b) a phase-flattening with amplitude mask measurement scheme.

We note that we may observe a mode-dependent efficiency in our measurements, which is
attributed to the overall transmission of the amplitude mask due to the geometry of the imprinted
modes, as well as the coupling to the SMF. This effect is also seen from the theory, see Fig. 3-(b),
and can be straightforwardly compensated for. In order to achieve a visibility of 98.3 %, the
beam waist of the virtually backward propagating beam has been chosen to be 8.4 times larger
than the beam waist of the generation and measurement holograms. We experimentally measured
the average efficiency of detection to be 3.2 %, for radial modes ranging from p = 0 to 7, where
losses due to the amplitude mask and coupling to the single mode fibre are taken into account. In
theory, for an 8-dimensional radial mode subspace, a visibility in excess of 99 % is achieved by
enlarging the backward-propagating beam by a factor of 5.4.

By varying the size of the back-propagating beam on SLM-B we may achieve, in theory,
arbitrarily high visibility values at the cost of an increase in loss. However, we demonstrate that
high visibility may still be achieved with reasonable losses, rendering this technique useful for a
broad range of experiments. In general, when considering higher-order modes and thus larger
dimensional states, enlarged beam waists wy must be considered for a similar visibility value.
In order to show this effect, we calculate the detection efficiency resulting from increasing the
beam waist of the back-propagating beam for obtaining visibility values that are larger than 90 %,
95 % and 99 %, for several dimensions of radial subspaces, see Fig. 3-(¢). We note that in the
case of a 10-dimensional subspace, i.e. p = 0 to 9, a visibility larger than 99 % is achieved with
an efficiency of 2.5 %, which is often tolerable in quantum information processing as well as
classical application tasks. For the case of spontaneous parametric downconversion, coincidence
count rates, summed over all modes, on the order of 103 Hz may be expected for a typical
implementation [12]. If one were to use the intensity-flattening technique to measure pairs of
entangled photons, coincidence count rates on the order of 10 to 10° Hz can be expected. We
further note that our technique has the advantage of allowing the user to vary wq at will in order
to obtain a certain visibility for a tolerable efficiency.

In order to compare our intensity-flattening with a previously established measurement
technique, we investigate the performance of phase-flattening in measuring radial modes. In
particular, we consider two strategies where the beam waist of the backward-propagating beam is
fixed to wy, where wy is the beam waist of the generated and detected modes on the holograms of
the spatial light modulators (SLM). In the first case, a phase-only hologram is employed at the
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Fig. 5. Measurement of a 55-dimensional space using azimuthal and radial modes. (a)
Experimentally measured cross-talk matrix for a 55-dimensional space of azimuthal and
radial modes. In order to show mode-dependent efficiencies, the cross-talk matrix is
normalized to unity by dividing each elements by the element with maximum counts. The
list of states {|¢, p)} are given explicitly in the appendix-c. (b) Secret key rates obtained
from lower dimensional subspaces of the full 55-dimensional space. For a given subspace, a
sample of 1000 different combinations is selected. For each combination of subspaces, a
secret key rate is calculated from the experimental data. The mean and the standard deviation
of the secret key rates over the 1000 combinations are shown in dark blue. The maximal
secret key rates obtained by searching for the optimal subspace using a genetic algorithm are
shown in red. The theoretical maximal values are shown in green, given by log,(d). The
shaded region corresponds to values of secret key rates inaccessible for the corresponding
dimensions.

detection SLM. The corresponding phase of the mode to detect is displayed flattening the phase
of the outgoing beam. However, the overlap of the phase-flattened beam with the single mode
fibre leads to a modal cross-talk in the measurement of radial modes. In dimension 8, a visibility
of V = 46.6 Y% is obtained from the calculated cross-talk matrix of radial modes, see Fig. 4-(a).

Another possible strategy that we consider involves an amplitude mask, where the backward
propagating beam’s waist is also fixed to wy. This technique also leads to a large modal cross-talk
and mode-dependent losses. Nevertheless, in dimension 8, a visibility of V = 51.0 % is obtained
from a calculated cross-talk matrix of radial modes, achieving a slightly higher visibility than the
phase-only flattening technique, see Fig. 4-(b).

5. Full-field modes

As a second demonstration of our intensity-flattening method for measuring spatial modes, we
consider the full-field structure of spatial modes, i.e. the joint azimuthal and radial degrees of
freedom. The transverse spatial degree of freedom inherently requires two spatial coordinates
to characterize the transverse plane, e.g. x and y in cartesian coordinates, or r and ¢ in polar
coordinates. Thus in order to take full advantage of transverse spatial modes, it is becoming
increasingly important to take into consideration both the azimuthal and radial modes when
dealing with LG beams [39,40]. However, due to the lack of a proper technique to measure
arbitrary spatial modes in a feasible experimental implementation, only a few experiments
have investigated azimuthal and radial modes jointly for quantum entanglement [12,41] and for
classical communications [42]. We now demonstrate how our intensity flattening can be applied
in a full-field experiment by measuring states of light in both azimuthal and radial modes.

It has been shown repeatedly that high-dimensional states of light have various applications in
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Fig. 6. High-dimensional quantum state tomography. The experimentally reconstructed
density matrices for a (a) 7-dimensional OAM state, (b) 5-dimensional radial state, (c)
17-dimensional OAM state and (d) 19-dimensional full-field state, are shown in the upper
row along with their corresponding theory density matrices, respectively. High-dimensional
states giving rise to visually interesting density matrices were chosen in order to resemble
(a)-(b) a castle, (c) a sine function, and (d) a palace, where the explicit forms of the generated
states are given in appendix-d. Fidelities of F' = 98.7 %, 95.3 %, 95.4 %, and 93.8 %, and
efficiencies of 4.7 %, 5.5 %, 8.3 %, and 6.6 % were obtained experimentally for (a)-(d),
respectively.

quantum information. However, in any experimental implementations, one is rapidly confronted
with the trade-off between higher dimensions and obtaining high quality measurements [12,43].
Therefore, for a given quantum information protocol, the optimal dimensionality in experiments
dealing with spatial mode is rarely the highest achievable dimension. This is commonly due to
the fact that higher-order spatial modes typically result in lower measurement quality due to the
complexity of the modes, pixel resolutions, or truncation due to a finite numerical aperture. By
taking advantage of the mode order given by N = 2p + |[£| + 1, we consider a 55-dimensional
space consisting of the 55 lowest order azimuthal and radial LG modes with mode order ranging
from N = 1 to 10, see appendix-c for the list of states employed. A visibility of 92.3 % is
experimentally obtained from the full 55-dimensional cross-talk matrix presented in Fig. 5-(a).

As mentioned previously, there is a trade-off in experiments between dimensionality and
visibility. We now explore this interplay by considering lower dimensional subsets of the
55-dimensional cross-talk matrix shown in Fig. 5-(a). An example of a physical parameter
that illustrates the trade-off between the dimensionality and the visibility is the secret key rate
in a high-dimensional QKD setting. For example, the secret key rate of the high-dimensional
BB84 protocol [8] is given by R = log,(d) — 2h @ (e,), where ey, is the quantum bit error rate
and A9 (x) := —x log,(x/(d — 1)) = (1 — x)log,(1 — x) is the d-dimensional Shannon entropy.
Although we do not perform QKD and only measure in the computational basis, the secret key
rate formula provides us with a simple and useful parameter that takes both dimensionality
and measurement errors into consideration. For a d-dimensional subset of the 55-dimensional
space, there are a total of 55!/(55 — d)! d! combinations of possible subspaces. In Fig. 5-(b), we
show the average and the standard deviation of the secret key rates obtained from a set of 1000
randomly selected d-dimensional subspaces from all possible combinations. Moreover, for a
given d-dimensional subspace, we search for combination of states that yields the largest secret
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Fig. 7. Simulated tomographically reconstructed density matrices using the phase-flattening-
only and the phase-flattening with amplitude masking methods. We show the tomographic
reconstruction of (a) the 7-dimensional OAM castle state, (b) the 5-dimensional radial castle
state, (c) the 17-dimensional OAM sine state, and (d) the 19-dimensional full-field palace
state.

key rates. However, in some cases, the number of possible combinations becomes extremely
large, e.g. for a 27-dimensional subset of the 55-dimensional data, there are a total of 3.8 x 10'3
possible subsets. Thus, we perform an optimization, consisting of a genetic algorithm, to search
among the d-dimensional subsets for the optimal secret key rates, see appendix-c. The maximal
secret key rate is found to be 4.19 bits in a 30-dimensional subspace, corresponding to a visibility
of 96.8 %, which is well above the error bounds for coherent eavesdropping attacks [8]. The
maximum secret key rates found by the genetic algorithm are, on average, 4 standard deviations
larger than the mean values from the random sampling. By doing so, we show another aspect of
the potential of high-dimensional states for quantum information protocols by allowing for the
careful selection of a lower dimensional subset of the complete data.

6. High-dimensional state tomography

As a final test of the versatility and effectiveness of our method, we take on the demanding task
of performing high-dimensional quantum state tomography (QST). In particular, we perform
our tomographic reconstruction using mutually unbiased bases (MUBs), which are known for
dimensions that are power of prime numbers [44]. The measurements of MUBs is an important
task in many high-dimensional quantum information protocols, such as QKD [45], channel
characterization [46], and high-dimensional entanglement certification [47].

We start by performing QST of a 7-dimensional OAM space. As a non-trivial state to produce
in the laboratory, we consider states that are visually interesting, see Fig. 6. In order to avoid
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Table 1. Comparison of Intensity-Flattening and Phase-Flattening for Measuring
Azimuthal and Radial Modes.

Measurements d Intensity-flattening Phase-flattening Phase-flattening (AM)
(Experiment) (Simulation) (Simulation)
Crosstalk - Radial modes 8 V =98.3% V =46.6 % V =51.0%
Secret key rate - Full-field 30 R =4.19 bits R = 1.34 bits R = 0.92 bits
QST - Radial modes 5 F =953% F=223% F =45.0%
QST - Azimuthal modes 17 F=954% F=571% F=731%
QST - Full-field modes 19 F =93.8% F =40.9 % F=652%

systematic errors in our tomographic reconstruction [48], we experimentally reconstruct the

density matrix using a direct inversion givenby ¢ = ¥, ,, Pf,? )Hfff ) #, where « labels the MUB,
m labels the state, Pfff ) corresponds to the probability of measuring the state |1//f,‘f)) from the

MUB « and HE,(f ) corresponds to the projector |¢,ﬁ§’ ))(w,(,f )|. The experimental generation and

2
reconstruction may be evaluated using the state fidelity given by F' = (Tr\l\//_ﬁ DOth \/5) , which

reduces to F' = (Y| O [¥m) in our case since Py, are pure states. The experimentally reconstructed
7-dimensional OAM state is shown in Fig. 6-(a), along with its theoretical counterpart. The state
fidelity is given F' = 98.7 %, which shows the high measurement quality of our method for OAM
states.

While several techniques have been proposed to measure radial modes, there has been no
experimental demonstration of measurements of MUBs for radial modes. To demonstrate the
extent of the capability of the intensity-flattening technique, we perform QST of a 5-dimensional
state consisting of radial modes ranging from p = 0 to p = 4 using MUBs. The experimentally
reconstructed density matrix, with a corresponding state fidelity of F = 95.3 %, is shown in
Fig. 6-(b). We note that the highest radial mode, i.e. p = 4, corresponds to a mode order of
Nmax = 9. As a comparison, we also perform QST on a 17-dimensional OAM state, where the
highest OAM value is [¢| = 8, corresponding to a maximal mode order of Npax = 9 as well, see
Fig. 6-(c). Even in such large dimensions, a relatively high state fidelity of 95.4 % is achieved.
Finally, we perform QST on a 19-dimensional state of combined azimuthal and radial modes, see
Fig. 6-(d). A state fidelity of F = 93.8 % is obtained from the full-field QST showing the full
experimental power of our technique.

We now compare the performance of our intensity-flattening method to the previously
established phase-flattening method for measuring radial modes of light. In order to compare
their performances in terms of azimuthal modes, we simulate the performance of quantum
state tomography when using the phase-flattening-only and phase-flattening with amplitude
masking techniques. As can be seen from Fig. 7, the state fidelities are significantly lower
compared to the case of intensity-flattening, as shown in the main text. As expected, the
measurements are particularly bad when measuring radial modes. However, with OAM states
that lack certain symmetries, as it is the case here for the castle, sine, and palace states, the
phase-flattening technique also performs poorly even when measuring azimuthal modes. Finally,
prior to performing QST, we experimentally characterized the coupling efficiency of each
measurement setting on SLM-B to compensate for the mode-dependent efficiency associated
with intensity-flattening.

Table 1 summarizes how our intensity-flattening technique compares with the well-established
phase-flattening methods (with and without amplitude masking), when applied to radial mode
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crosstalk, QKD key rates achievable, and QST of high-dimensional states. Different sets of
measurements are compared in terms of visibility (V), secret key rate (R), and state fidelity (F)
for several different dimensions (d). The comparison is carried out among intensity-flattening
(experimental), phase-flattening (simulated), and phase-flattening with amplitude-masking
(simulated). As can be seen, the intensity-flattening method enables significant improvements on
all fronts, including a four-fold increase in key rates and vastly better tomographic state fidelities.

7. Conclusion

In conclusion, we have proposed and experimentally demonstrated an intensity-flattening
technique which enabled us to projectively measure arbitrary spatial modes with a high level
of accuracy. Our method uses a single phase screen, and has the advantage of being simple
and straightforward to implement, making it a powerful experimental tool for quantum and
classical experiments with the spatial modes of light. In order to demonstrate the versatility of our
technique, we have measured radial modes with higher visibilities than ever before — 98.3 % in an
8-dimensional state space. Moreover, we have characterized extremely large high-dimensional
states with high visibility by combining the azimuthal and radial modes of LG beams, thus
taking advantage of the full information capacity of transverse spatial modes. Finally, as an
ultimate test of the generality of this technique, we have performed quantum state tomography
on high-dimensional azimuthal and radial modes with significant improvements in fidelity over
previous measurement techniques. By enabling the precise measurement of the azimuthal and
radial modes of light, our method opens a pathway towards practical quantum and classical
communication protocols with record information capacities and levels of security.

Appendix-A

Beam shaping of the backward-propagating beam: In the main text, we have primarily
investigated intensity-flattening with a Gaussian backward propagating beam, which is given by
the output of the single mode fibre (SMF). However, by manipulating the phase in conjugate
planes of the outgoing Gaussian beam, we may shape with high-efficiency the Gaussian beam
into a flat-top or an exponential beam at the detection SLM. The flat-top and exponential beams
are respectively defined as,

1 1

w7 ifr < wo

Eg (r,¢) = 0 3)
0 if r > wy
1 2

Eexp (1, ) = W_O\/;eXP (=r/wo). 4

For instance, the flat-top beam has the advantage of being flatter over a certain region of
space, compared to the Gaussian beam. However, the fixed extent of the flat-top beam becomes
problematic for the higher-order modes that have non-zero intensity at larger radii. On the
other hand, the exponential beam is less flat near the origin, but has a larger extent than the
Gaussian beam for larger radii. In general, a super-Gaussian beam of the form exp (—(r/wg)"),
may be considered by varying the parameter n by optimizing the trade-off between visibility and
efficiency for a given dimension. Indeed, the flat-top, Gaussian and exponential beams are all
special cases of super-Gaussian beams with n = o0, 2 and 1, respectively. In Fig. 8, we compare
the performance of the previously mentioned beam shapes for measurements of radial modes
in dimension 5 and 10. In particular, in dimension 10, for visibilities ranging from V = 0.98
to 1, the flat-top beam is more efficient. In the range, V = 0.83 to 0.98, the Gaussian beam is
more efficient and finally in the range between V = 0 and 0.83, exponential beams are more
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Fig. 8. Comparison of intensity-flattening with different backward-propagating beam.
Normalized intensity distribution for three different types of backward propagating beams,
i.e. (a) Flat-top, (b) Gaussian and (c) Exponential. The trade-off between visibility and
efficiency is shown for all three types of beams in (d) and (e), for dimension 5 and 10,
respectively.

efficient. Thus, for a desired range of visibilities and efficiencies, beam shaping of the backward
propagating beam consist of an additional mean by which the measurement scheme may be
optimized.

Appendix-B

Intensity flattening via induced losses: In the previous section, we have investigated several
beam shaping strategies that allows one to achieve higher detection efficiencies for a given range
of measurement visibilities. However, in this case, the requirement of beam shaping using phase
elements in conjugate planes of the backward propagating beam introduces some complexity to
our measurement technique. We now investigate another avenue to achieve a flattening of the
backward propagating beam by carefully introducing losses at SLM-B. The losses are introduce
in such a way that the Gaussian is cut such that the top region of the Gaussian is made flat. Of
course, by doing so, the effect of the Gaussian factor in the overlap integral of LG beams is
reduced. In general, this technique is more lossy than simply stretching the Gaussian factor.
However, there are cases where a carefully chosen combination of stretching the Gaussian first,
then introducing losses in order to cut only the top of the stretched Gaussian may be beneficial in
terms of efficiency for a given measurement visibility, see Fig 9.

Appendix-C

Optimal subspaces: As mentioned in the main text, we perform a genetic algorithm in order
to obtained the optimal set of state in a given d-dimensional subspace leading to the maximum
secret key rates. Considering a population of 10 members, a mutation rate and a mutation
frequency of 10 % selected with convergence after a number of iterations ranging from 10,000
and 30,000. The optimal subsets of the full 55-dimensional states are shown in Fig. 10. The
list of the azimuthal and radial states considered can be found in Table 2. In Table 2, the label i,
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Fig. 9. Comparison of intensity-flattening with different cut of the backward-propagating
beam. Normalized intensity distribution for three different types of backward propagating
beams with, i.e. (a) no cut (Gaussian), (b) cut at 0.5wq, (c) cut at 0.75wq and (d) cut at wy.
The trade-off between visibility and efficiency is shown for all three types of beams in (e)
and (f), for dimension 5 and 10, respectively. In dimension 5, we can see in the inset that for
visibilities larger than 98.5 %, a cut at 0.5w increasing the efficiency of the measurement,
with respect to an uncut Gaussian.

Subspace dimensions

{1,p)}

Fig. 10. Optimal d-dimensional subspaces. Representation of the optimal d-dimensional
subspaces of the full 55-dimensional measurements. The states on the horizontal axis are
explicitly given in Table 2. Yellow indicates the presence of the state in the corresponding
subspace, and dark blue indicates its absence.

ranging from 1 to 55, indicates the state employed in order presented in Fig. 5-(a) of the main
text. The mode order N, azimuthal index ¢ and radial index p are in the range of 1 to 10,-9to 9
and O to 4, respectively.
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Table 2. List of the States Considered in the 55-Dimensional Measurements.

i N { p
| 1 0 0
2 2 -1 0
3 2 1 0
4 3 2 0
5 3 2 0
6 3 0 1
7 4 -3 0
8 4 3 0
9 4 -1 1
10 4 1 1
11 5 -4 0
12 5 4 0
13 5 -2 1
14 5 2 1
15 5 0 2
16 6 -5 0
17 6 5 0
18 6 -3 1
19 6 3 1
20 6 -1 2
21 6 1 2
22 7 -6 0
23 7 6 0
24 7 -4 1
25 7 4 1
26 7 2 2
27 7 2 2
28 7 0 3
29 8 -7 0
30 8 7 0
31 8 -5 1
32 8 5 1
33 8 -3 2
34 8 3 2
35 8 -1 3
36 8 1 3
37 9 -8 0
38 9 8 0
39 9 -6 1
40 9 6 1
41 9 -4 2
42 9 4 2
43 9 2 3
44 9 2 3
45 9 0 4
46 10 -9 0
47 10 9 0
48 10 -7 1
49 10 7 1
50 10 -5 2
51 10 5 2
52 10 -3 3
53 10 3 3
54 10 -1 4
55 10 1 4
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Appendix-D

Castle, Sine, and Palace states: The visually interesting density matrices shown in Fig. 6 of the
main text are given by the following states. The 7-dimensional OAM castle state, 5-dimensional
radial castle state, the 17-dimensional OAM sine state, and the 19-dimensional full-field palace
states, are respectively given by the following pure states;

- 1
|l’//(<:gstl?> = _d=7) ( [6==-3)+05]|=-2)+ 05| =-1)
VNc(astle

+ 0.5[=0y+0.5]0=1)+05|=2)

+ = 3>), (5)
_ 1
Wi =———= ( Ip=0+06lp=1+06p=2)
castle
+ 06lp=3)+Ip=4), ©)
1 8
e = — > sin@rt/17)16), @
N:ing (=38
@19, _ 1 3 3 _ B
W ee) = W ( 0516=0,p=0)+08]6=0,p=1)
palace
+ 05]6=-3p=0)+0.5]¢=3p=0)
+ 05[6=-1Lp=1)+05]t=1p=1)
4 05]6=-4p=0)+0.5]f=4p=0)
4 0516=-2p=1)+08]f=2p=1)
+ 05[6=3p-= 1>), )

where N are normalization coefficients.
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The characterization of quantum pro-
cesses, e.g. communication channels, is an
essential ingredient for establishing quan-
tum information systems. For quantum
key distribution protocols, the amount of
overall noise in the channel determines the
rate at which secret bits are distributed
between authorized partners. In par-
ticular, tomographic protocols allow for
the full reconstruction, and thus char-
acterization, of the channel. Here, we
perform quantum process tomography of
high-dimensional quantum communication
channels with dimensions ranging from 2
to 5. We can thus explicitly demonstrate
the effect of an eavesdropper performing
an optimal cloning attack or an intercept-
resend attack during a quantum crypto-
graphic protocol. Moreover, our study
shows that quantum process tomography
enables a more detailed understanding
of the channel conditions compared to a
coarse-grained measure, such as quantum
bit error rates. This full characterization
technique allows us to optimize the per-
formance of quantum key distribution un-
der asymmetric experimental conditions,
which is particularly useful when consider-
ing high-dimensional encoding schemes.

1 Introduction

Quantum information science has witnessed the
emergence of a wide range of new technologies
and applications [1]. Quantum cryptography [2],
quantum computation [3] and quantum sens-
ing [4] are examples of promising venues for a
possible next technological revolution. In order
to construct complex quantum machines or quan-
tum networks, a full characterization of its build-
ing blocks is critical. A method for reconstructing
the action of a component in a quantum system is
known as quantum process tomography (QPT) [5,
6]. Previously, QPT has been performed to char-
acterize several quantum physical systems, such
as liquid-state NMR [7, 8|, photonic qubits [9],
atoms in optical lattices [10], trapped ions [11],
solid-state qubits [12], continuous-variable quan-
tum states [13], semiconductor quantum dot
qubits [14] and, recently, nonlinear optical sys-
tems [15]. Another class of important quantum
systems that can benefit from full characteriza-
tion are quantum channels and components for
quantum key distribution (QKD) and quantum
communications [16, 17], where, so far, quan-
tum channels may be categorized as optical fi-
bre [18], line-of-sight free-space [19] and ground-
to-satellite (satellite-to-ground) [20] links.

The benefits of fully characterizing quantum
communication channels lie at a better under-
standing of possible error sources and, more im-
portantly, on the detection of the potential pres-
ence of an eavesdropper, namely Fve, tapping

Accepted in { Yuantum 2019-04-21, click title to verify



into the quantum channel. Her presence is re-
vealed in the form of noise introduced in the chan-
nel. The authorized partners, typically referred
to as Alice and Bob, may estimate noise levels in
the channel to assess the amount of leaked infor-
mation to Eve. After this error assessment, Alice
and Bob may perform classical post-processing
protocols, such as privacy amplification [21], in
order to remove Eve’s leaked information. Con-
ventional methods for secure key rate analysis
rely on symmetry assumptions to associate an
average (coarse-grained over all preparation and
measurement settings) bit error rate parameter to
a reduction in secure key rates. However, exper-
imental errors often tend to break these symme-
try assumptions, motivating the use of numerical
techniques in QKD [22].

While usual QKD schemes rely on encoding
quantum information in two-level systems, i.e.
qubits, there exists a particular class of QKD
schemes known as high-dimensional QKD pro-
tocols [23, 24]. High-dimensional schemes have
the potential advantage of tolerating larger noise
levels in the channel and carrying more than one
bit of information per carrier. So far, a full char-
acterization of high-dimensional processes based
on QPT has not been achieved experimentally.
With the emergence of high-dimensional quan-
tum information, QPT will become an essential
tool for the characterization of complex exper-
iments dealing with high-dimensional quantum
states. As a physical implementation, the or-
bital angular momentum (OAM) of photons rep-
resents a promising route for high-dimensional
encoding due to the maturity of its generation
and detection schemes [25, 26]. OAM states,
corresponding to helical wavefronts of the form
exp(ilyp), where the OAM value ¢ is an integer
and ¢ is the azimuthal coordinate, may be re-
alized using single phase elements. Computer-
generated holograms displayed on a spatial light
modulator (SLM) provide a simple and versatile
method for generating and manipulating these
modes [27]. High-dimensional QKD has been
demonstrated experimentally using OAM in the
laboratory [28, 29, 30|, in intra-city free-space
links [31, 32, 33| and, recently, in other types of
quantum links [34].

Here, we demonstrate the benefits of a full
characterization of a quantum channel through
quantum process tomography. This full charac-

terization will allow us to complement the numer-
ical approach in [22] to optimize secure key rates
under specific experimental conditions and to de-
velop new protocols lacking symmetry that may
outperform existing approaches.
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Figure 1: Simplified experimental setup. a Alice’s
preparation stage consists of a single photon source (not
shown) that feeds the heralded photons to a generation
apparatus consisting of a spatial light modulator (SLM-
A). Alice's photon is subsequently sent into the quantum
channel which is considered as a black box with quan-
tum process £. The output of the black box is fed to
Bob's detection stage consisting of a spatial light mod-
ulator (SLM-B) and a single-mode optical fibre (SMF),
via performing phase-flattening. We experimentally con-
sider three different types of processes for our quantum
channel: an ideal channel with no attack, the case of an
optimal cloning attack (b), and the case of an intercept-
resend attack (c). In particular, the configuration of the
optimal cloning scheme consists of an SLM (SLM-E1)
which generates a completely mixed state that is fed to
the Hong-Ou-Mandel type interferometer at a balanced
beam splitter (BS1). The cloned photons are then sent
into a second beam splitter (BS2) in order to spatially
separate them. Eve can use a second SLM (SLM-E2)
to measure the state of her cloned photon while sending
the other cloned photon to Bob. The experimental con-
figuration of the intercept resend consists of two SLMs
(SLM-E1 and SLM-E2) sandwiching a SMF.

2 Theory of quantum process tomog-
raphy

Let us set the stage by introducing the basic con-
cepts of QPT. The goal of QPT is to determine
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Figure 2: Detailed experimental setup for (a) the optimal cloning attack and (b) the intercept-resend attack.
Single photons are generated, via spontaneous parametric downconversion (SPDC), by pumping a BBO crystal with
a 355 nm quasi-continuous laser. The polarization of the laser is chosen in such a way to satisfy the phase-matching
condition of the crystal. Subsequent to SPDC, the 355 nm laser is filtered out using an interference filter (IF). By
using a lens (L), the photon pairs are split at the knife-edge (KE) mirror. The photons are then made to couple to
single mode fibres (SMF) to filter their spatial modes to the fundamental Gaussian mode. Alice encodes the photon
by using the spatial light modulator (SLM-A), and sends it to the quantum channel. Eve may perform an attack
by using a delay line, beam splitters (BS1 and BS2), spatial light modulators (SLM-E1 and SLM-E2), and SMF.
Bob measures the photon coming from the quantum channel by using his spatial light modulator (SLM-B). Photons
counts are recorded at the avalanche photodiodes (APD) detects and coincidence measurements are recorded using

a coincidence box.

the completely positive map & representing the
action of the system on any d-dimensional in-
put state py,. The output state is then given
by pout = € (pin). The process is typically rep-
resented as,

5(:0) = Zan Am pA;ru (1)

where the Am operators form a complete basis
typically given by the Pauli operators or the Gell-
Mann operators in higher dimensions. The trace-
preserving positive Hermitian d? x d? matrix x,mun,
defined as the process matriz, completely and

uniquely characterizes the action of the process &.
We may note that QPT may also be performed
for non-trace-preserving maps [35].

A convenient alternative description of pro-
cesses is given by the Choi-Jamiolokowski isomor-
phism (CJI), which states that every completely
positive map can be represented as an operator
living in a d?-dimensional Hilbert space. Such an
operator, known as the Choi matrix pg, can be
defined as the result of the channel acting upon
one part of a maximally entangled state, |®),

pe = (I ® &) [0)(]. 2)
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The output state is thus given accordingly by,
Pout = Trin [ (Pg ® j) PS} > (3)

where T denotes the transposition, I is the d-
dimensional-identity operator and Trj, [-] repre-
sents the partial trace over the input state’s
Hilbert space. In order to perform QPT, a set of
tomographically complete states are sent into the
channel and state tomography is performed on
the output states. In our case, we consider states
belonging to mutually unbiased bases (MUBs) in
dimension d, which are known for dimensions that
are powers of prime numbers [36]. A MUB pro-
jector is given by Hgﬁ‘), where a € {1,...,d + 1}
labels one of the MUBs and m € {1, ..., d} labels
one of the states in this MUB. The completeness
and orthogonality relations are respectively given
by, Yam I8 /(d +1) = [ and Tr(I11)) =
dap0mn + (1 — dap)/d, where §;; is the Kronecker
delta. With the help of the CJI, one can derive
Born rule-like expressions for probabilities,

b = Te [10e (1)
= Tr { <(H§g>)T ® Hﬁf’)) pg] L (@)

This equation underlies the relation between
quantum process tomography and quantum
state tomography. The Choi matrix, pg,
is experimentally reconstructed wusing the
maximum-likelihood estimation. Better algo-
rithms have also been recently proposed for
QPT [37]. Finally, the process matrix is directly
obtained from the Choi matrix.

In order to recover the Choi matrix, pe, de-
fined in Eq. 2, for various attack scenarios, we
follow maximum likelihood algorithms. The pos-
itive operator-valued measure (POVM) used to
describe the process matrix consists of MUB mea-
surements, i.e. II; = (H%))T ® H%’B), where the
index j runs over all the MUBs measurements
performed by Alice and Bob. Theoretical prob-
abilities given by the Born rule, p; = Tr[IL;pe],
observed with relative frequencies f;, can be in-
verted by maximizing the log-likelihood func-
tional

log £=" fjlog{p;(pe)}, (5)

j
yielding the Choi matrices. Any density operator
maximizing the likelihood functional satisfies the

extremal equation R pe = pg, which leads to the
well known iterative solutions [38] that takes a
symmetric form,

Pt = uRp¥ R, (6)

where p = Tr[R [)‘E:k) R]™! is a proper normaliza-
tion constant and the operator R is defined as

follows,

5 fi s
= EJ: Dipe) ®)

Typically, a few thousands of iterations are
needed to observe the stationary point of the map
in Eq. 6 with the maximally mixed state as a suit-
able choice of a starting point.

3 Experimental results

Our experiment consists of three components:
the generation stage, the quantum channel and
the detection stage, which are owned by Al-
ice, Eve and Bob, respectively. We implement
the prepare-and-measure QKD scheme with her-
alded single-photons using the OAM degree of
freedom, see Fig. 1-a. The single photon pairs,
consisting of the signal and idler, are gener-
ated by spontaneous parametric downconversion
(SPDC) at a type I B-barium borate (BBO) crys-
tal. The nonlinear crystal is pumped by a quasi-
continuous wave laser operating at a wavelength
of 355 nm. The generated photon pairs are cou-
pled to single-mode optical fibres (SMF) in order
to filter their spatial modes to the fundamental
Gaussian mode. A coincidence rate of 30 kHz is
measured, directly at the source, within a coinci-
dence time window of 2 ns. We use the detection
of the idler photon as the heralding trigger for
the signal photon, thereby realizing a heralded
single photon source with a measured second-
order coherence of ¢(®(0) = 0.015 + 0.004. The
heralded signal photon is sent to SLM-A corre-
sponding to Alice’s generation stage. The OAM
states are produced using a phase-only hologra-
phy technique [27]. Alice’s heralded photon is
subsequently sent over the quantum channel, con-
sidered here as a black box between Alice and
Bob. At Bob’s receiver, we perform a state-
projection over the required states, which we re-
alize by a mode filter implemented through a
phase-flattening hologram and coupling into a
SMF [39, 40]. In order to minimize Poissonian
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No attack

Optimal cloning

Intercept-resend

Figure 3: Process matrix of high-dimensional quantum channels. The real part of the experimentally recon-
structed process matrices are presented for dimensions ranging from 2 to 5 in the case of (a-d) an ideal quantum
channel, (e-h) a universal symmetric optimal quantum cloning attack, and (i-l) a universal intercept-resend attack.

The theoretical results are represented by the wire-grid bars.

noise, the counts are accumulated over an inte-
gration time of 60 seconds per measurement set-
ting. A detailed experimental setup is shown in
Fig. 2. In particular, Alice and Bob perform QPT
using MUBs [41], which are experimentally real-
ized using OAM states. The computational bases
(w = 1) are given by {|0);¢ = —d/2,...,d/2;¢ #
0} and {|¢);¢ = —(d — 1)/2,...,(d — 1)/2} for
even and odd dimensions, respectively, for sym-
metry considerations. The second basis is given
by the discrete Fourier transform, ie. {|¢x) =
ﬁzg;é w§j|j>;k: = 0,...,d — 1}, where wg =
exp(i2m/d). The explicit form of the other MUB
elements can be found elsewhere [42].

3.1 ldeal quantum communication channel

In the case of an ideal quantum channel, i.e. no
eavesdropper, the real parts of the experimen-
tally reconstructed process matrices are shown in
Fig. 3-(a-d) for dimensions ranging from d = 2 to
5. Ideal processes, where €(p) = p, are described
by process matrices given by X;; = dg;d0j. Devia-
tions of our reconstructed ideal process matrices

from the theory are attributed to imperfections in
generation and detection of the distributed quan-
tum states, i.e. the OAM modes. As higher di-
mensions are considered, larger crosstalk among
the OAM modes is observed, which further dete-
riorates the experimentally reconstructed process
matrix. Recently, we have introduced a new tech-
nique to measure spatial modes, which should im-
prove detection fidelities [43]. In order to describe
the quality or performance of the quantum chan-
nel, several figures of merit are available to de-
scribe our process [44]. One such figure is the pro-
cess fidelity which is defined as Fp = Tr(xexp X)-
For the ideal quantum channel, Fp can be di-
rectly obtained from the process matrix Xexp, i-€.
Fp = Xi=o0,j=0. Moreover, the average fidelity,
F, of the process can be defined as the state fi-
delity between the output and the input averaged
over all possible states with the convenient rela-
tion ' = (dFp 4+ 1)/(d 4 1). Similarly, the av-
erage purity is defined as the purity of the out-
going states averaged over all possible states and
describes the level of mixture introduced by the
process. It can be related to the average fidelity
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Attack Dimension - d  Process fidelity - F}, Average state fidelity - F Process purity - P

No attack 2 0.990 £ 0.001 0.993 £ 0.001 0.987 £ 0.001

3 0.907 £ 0.003 0.930 + 0.002 0.868 + 0.004

4 0.888 + 0.003 0.911 + 0.002 0.832 + 0.004

5 0.821 £ 0.002 0.851 + 0.002 0.729 £ 0.003

Optimal cloning 2 0.714+0.01 0.806 + 0.006 0.687 £ 0.007
3 0.604 £ 0.005 0.703 £ 0.003 0.538 £ 0.004

4 0.524 + 0.007 0.619 + 0.006 0.432 £ 0.006

5 0.419 £ 0.003 0.511 + 0.003 0.321 + 0.002

Intercept-resend 2 0.488 + 0.006 0.659 £+ 0.004 0.550 £ 0.003
3 0.334 £ 0.002 0.500 £ 0.001 0.375 £ 0.001

4 0.226 + 0.002 0.381 + 0.002 0.273 £ 0.001

5 0.171 £ 0.001 0.309 + 0.001 0.215 + 0.001

Table 1: Quality of the quantum channel processes. Process fidelity, average fidelity and average purity of the
quantum channel under different eavesdropping strategies, i.e. optimal cloning attack and intercept-resend attack,

for dimensions ranging from 2 to 5.

according to P = (1 — 2F + dF?)/(d — 1), re-
spectively. The experimentally obtained process
fidelities, average fidelities and average purities
for the ideal channel are shown in Table 1 for
dimensions ranging from d = 2 to 5.

3.2 Optimal quantum cloning attack

A special case of such a process is the so-called
universal optimal cloning attack. In this scenario,
Eve sends the incoming photon to an optimal
cloning machine which produces two imperfect
copies of the incoming photon, out of which
she keeps one and sends the other to Bob, see
Fig. 1-b. Later on, Eve may decide to perform
a measurement on her copy in order to obtain
information from Alice and Bob’s shared photon.
For the case of universal optimal cloning, Eve’s
copying machine has the effect of symmetrically
introducing errors on the outgoing state. The
cloning fidelity is defined as Fiy = 1/2+1/(1+d).
Universal optimal cloning machines have been
realized experimentally using the symmetrization
method [45, 46, 47, 48, 49|, where both cloned
photons possess the same cloning fidelity. At the
heart of the symmetrization technique for opti-
mal cloning is the Hong-Ou-Mandel interference
effect [52]. For indistinguishable photons incident
at the input port of a balanced beam splitter,
a two-photon interference effect occurs which
forbids the photons to exit the beam splitter
from different output ports. Surprisingly, a slight

modification of the Hong-Ou-Mandel experiment
leads to a universal optimal symmetric cloning
machine. In this case, the second photon needs
to be in a d-dimensional completely mixed state
and is fed into the second input port of the
beam splitter at exactly the same time. As the
representation of the mixed state is the same in
any basis, this scheme is universal, i.e. works for
any state of the Hilbert space. When the two
photons exit the beam splitter from the same
output port, optimal cloning has been successful.
A second beam splitter is then used to separate
the two photons, e.g. one photon goes to Bob
and the other one stays at Eve. We then exper-
imentally perform the universal optimal cloning
machine in the quantum channel for dimensions
up to 5 and perform, again, a full character-
ization of the attack on the channel through
QPT, see Fig. 3-(e-h) and Table 1. Leaving
attacks on QKD systems aside, a full character-
ization of optimal quantum cloning machines is
interesting in itself for applications to quantum
state estimation [50, 51]. Indeed, there is an
equivalence between a universal optimal cloning
machine taking N input replicas and outputting
an infinite number of clones and a quantum
state estimation setup. A full characteriza-
tion of the cloning machine would then enable
a higher mode purity in the state estimation task.

Accepted in { Yuantum 2019-04-21, click title to verify



a No attack b Optimal cloning C Intercept-resend
0.4 0.4 .Coarse—grained: BB84 0.4 . Coarse-grained: BB84
’ ’ . Coarse-grained: (d+1)-MUBs ’ . Coarse-grained: (d+1)-MUBs

0.2 - . 0.2 Full characterization 0.2 Full characterization
0.0 — - 0.0 0.0
—02 . Coarse-grained: BB84 ~02 - - - —-02

. Coarse-grained: (d+1)-MUBs
-0.4 Full characterization -04 -0.4
2 3 4 2 3 4 5 2 3 4 5
d d d

Figure 4. Secret key rates. Experimentally obtained secret key rates for the cases of no attack, optimal cloning
and intercept-resend. The dark blue bars correspond to the BB84 protocol where the secret key rate is obtained by
estimating a coarse-grained error rate. The green bars correspond to the (d + 1)-MUBs protocol where the secret
key rate is obtained also by estimating a coarse-grained error rate. The yellow bars correspond to a secret key rate
calculated from the full characterization of the quantum channel. In all cases, a filter type measurement is considered

yielding an overall efficiency of 1/d.

3.3 Intercept-resend attack

Another eavesdropping scheme that achieves pro-
cesses with lower average fidelities is the so-called
intercept-resend attack, see Fig 3-(i-1). In con-
trast to the above described optimal cloning at-
tack, Eve directly measures the received photon
information, where she randomly performs her
measurement in bases uniformly chosen at ran-
dom (intercept). She then prepares a photon
in the observed state and transmits it to Bob
(resend). When considering the intercept-resend
over all MUBs, the fidelity of the states at the
output of the channel is given by F, = 2/(1+d).
We experimentally perform the intercept-resend
attack in our quantum channel by means of two
SLMs, i.e. SLM-E1 and SLM-E2, with a SMF in
between, see Fig. 1-c. The first SLM (SLM-E1)
along with the SMF acts as the intercept section,
while the second SLM (SLM-E2) acts as the re-
send. In the universal case, Eve randomly chooses
a=1,...,d+1and m = 1,...,d and simultane-
ously displays phase elements equivalent to <w7(ﬁ )]

and \1/1,(7?)) on the SLM-E1 and SLM-E2, respec-
tively.

4 Secret key rates

So far, we have shown the feasibility of perform-
ing high-dimensional QPT on several quantum
communication channels with our experimental
implementation and provided a qualitative illus-
tration of the effect of different eavesdropping
strategies. In this section, we use the experimen-

tal outcomes obtained when performing QPT as
our raw key from which we carry a formal se-
curity analysis. In particular, we show that the
full characterization enables an enhanced estima-
tion of the information leakage to an adversary
eavesdropper. This results in a more accurate
and favourable estimation of the achievable se-
cret key rate, K, of the channel for a given QKD
protocol. Furthermore, we demonstrate that the
full characterization of the channel becomes even
more advantageous when considering larger di-
mensions.

Traditionally, the secret key rate of a channel
is calculated by evaluating the error rate, ), from
the raw key shared by Alice and Bob. Analytical
formulae are derived to obtain the secret key rate
as a function of the error rate. For instance, the
BB84 protocol [2] in dimension d has the follow-
ing simple analytical formula,

K(Q) = logy(d) — 2hD(Q), (8)

where h(¥(z) := —zlogy(z/(d — 1)) — (1 —
x)logy(1 — x) is the d-dimensional Shannon en-
tropy. This protocol does not require a full char-
acterization of the quantum channel and has a
sifting efficiency of 1/2. An extension of the
d-dimensional BB84 protocol to tomographically
complete measurements, yielding a full character-
ization of the channel, is known as the siz-state
protocol for the specific case of d = 2. For di-
mensions that are powers of prime numbers, all
d + 1 MUBs are adopted. The sifting efficiency
of this protocol is given by 1/(d + 1). Neverthe-
less, in the infinite key limit, the sifting efficiency
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of the BB84 and the six-state protocol can ap-
proach 1, by making the basis choice extremely
asymmetric [53]. This argument also holds for
higher dimensions. The secret key rate of this
(d 4+ 1)-MUB protocol as a function of the error
rate is given by,

K9(@) = ogy(@) — n (22Q)
Qo). )

Nonetheless, using such analytical formulae has
a number of drawbacks. First, it only consid-
ers sifted data and assumes perfect unbiasedness
among different MUBs. This assumption may in-
crease the resulting secret key rate, but does not
consist of an adequate representation of the chan-
nel and may lead to an underestimation of Eve’s
leaked information. Moreover, the secret key rate
is obtained from a coarse-graining of the individ-
ual error rates per measurement settings. Thus,
given this single parameter, a pessimistic estima-
tion of the secret key rate is obtained due to the
limited knowledge of the channel. Instead, we
propose a protocol based on QPT where all the
measurement outcomes, both from matching and
non-matching bases, are considered in the secret
key rate analysis. This protocol based on full
characterization of the channel outperforms the
counterpart coarse-grained protocols particularly
for the case of asymmetric errors, which is often
the case in experiments.

In our analysis, the secret key rate of a chan-
nel is estimated by considering the Devetak-
Winter formula [54]. To do so, we recast
our prepare-and-measure QKD protocol into an
entanglement-based scheme using the source-
replacement scheme [55], where Alice and Bob
share pairs of entangled photons represented by
the density matrix p4p. In general, the secret-key
rate is obtained according to,

K = min [H(ZalE) — H(Za|ZB)], (10)

paB €C

where C is the set of physical density matri-
ces that is consistent with the experimental con-
straints, e.g. error rates or measurement out-
comes; H (X|Y) := H (pxy)— H (py) is the con-
ditional von Neumann entropy, with H (p) :=
—Tr[plogy pl; Za and Zp are the sets of pos-
itive operator valued measures (POVM) associ-
ated with Alice’s and Bob’s measurement set-
tings, respectively. Finally, pz,z, and pz, g are
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Figure 5: Asymmetric intercept-resend. a Theoreti-
cal and c experimental probability of detection matrices,
as given in Eq. 4, corresponding to the asymmetric pro-
cess of an intercept-resend eavesdropping strategy over
MUB Il and IIl in dimension 2. b Theoretical and d
experimental real and imaginary part of the process ma-
trix.

given by,

pzazn = 2T |(Z4 @ Z8) pas] )il @ k) (K],
7.k
(11)

PZsE = Z 7) (| ® Tra {(Zi; ® f) pAE] , (12)

where papg is the tripartite density matrix
shared by Alice, Bob and Eve, respectively.
Hence, every additional experimental measure-
ment is included in the minimization, which re-
sults in a greater, or equal, secret key rate. In
the limiting case where we have a full character-
ization of the channel, p4p is fully reconstructed
and is given by the Choi matrix, pe, mentioned
earlier. Thus the secret key rate may be directly
calculated from pap,

K =H (Za|lE) — H(Za|ZB), (13)

where all experimental measurements are taken
into consideration, even for the case of mismatch-
ing MUBs.

In the prepare-and-measure scheme, we can
now determine the set of POVMs correspond-
ing to Alice and Bob’s generation and measure-
ment apparatuses. At Alice’s preparation stage,
we have Z4 = {|0)(0],...,|d — 1)(d — 1|}, since
Alice has the freedom to generate any state at
random. However, at Bob’s measuring stage, we
consider two different sets of POVMs, i.e. Z5" =
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Figure 6: Security analysis for noise models with varying levels of symmetry. a-d The secret key rate is calculated

for different scenarios in dimensions ranging from 2 to 5.

The secret key rate for the BB84 and the (d + 1)-MUBs

protocols are directly calculated from Eq. 8 and Eq. 9, respectively, where the level of noise is characterized using
the error rate. Using the process matrix representation, we then consider noisy channels corresponding to diagonal
trace-preserving process matrices of different ranks. The secret key rate is directly calculated using Eq. 13, and an
error rate is determined for comparison with the coarse-grained protocols. For the case of a process matrix of rank
r = d? with constant diagonal elements, i.e. Eq. 14, we retrieve the case of completely symmetric noise, i.e. Eq. 9.
Asymmetric noise is then simulated by considering process matrices of lower ranks.

{10} (0, s fd — 1)(d — 1]} and Zfter = {Ji)al},
where the former corresponds to a sorting-type
measurement and the latter corresponds to a
filter-type measurement, and Alice and Bob post-
select on the event where Bob successfully ob-
tains a measurement of the state |7)(i| with i €
{0,...,d — 1}.  When carrying out the security
analysis, one can see that the secret key rate, K,
for the cases of Z™ and Z& only differs from an
overall efficiency of 1/d. Thus, we carry out the
high-dimensional QKD protocols based on QPT
with a filter-type measurement scheme at Bob’s
stage using an SLM. There exists efficient sorters
for the OAM computational and discrete Fourier
transform basis [56]; however, the establishment
of arbitrary multi-outcome measurement devices
remains an open challenge for quantum applica-
tions [57].

For the full characterization of our high-

dimensional quantum channel via QPT with no
explicit eavesdropping strategy applied, we calcu-
late the corresponding secret key rate and com-
pare it to a coarse-grained estimation of the chan-
nel, see Fig. 4 a. In the case of explicit eaves-
dropping strategies, such as optimal cloning and
intercept-resend, the secret key rate will obvi-
ously be negative, see Fig. 4 b-c, and no secret
key can be exchanged between Alice and Bob. We
observe that for larger dimensions, the full char-
acterization secret key rate performs better com-
pared to the achievable secret key rate obtained
from a coarse-graining of the channel. This may
be due to the fact that, as one considers higher-
dimensional states, the symmetry assumption in-
volved in coarse-graining is increasingly not ful-
filled. Therefore, full characterization of quantum
channels may offer a means by which the full po-
tential of high-dimensional protocols is exploited.
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In highly asymmetric scenarios, which is often the
case due to systematic errors such as misalign-
ments, full characterization may even surpass the
performance of coarse-grained protocols, such as
the BB84 protocol, when considering the lower
sifting efficiency of the full characterization pro-
tocol in the finite-key scenario.

Finally, in order to better understand the ad-
vantage of full characterization protocols com-
pared to their coarse-grained counterparts, we
carry out a security analysis for different noise
models. In particular, we take advantage of the
process matrix representation of the quantum
channel to simulate different levels of symmetry
in noise. In the limit, where the noise is com-
pletely symmetric over all states of all bases, the
process matrix of the channel can be described as
following,

T:2_F(d+1)—1
Xw'd _'4444754447
(1-F)

2(d—-1)

00i00;
(0ij — d0idos),  (14)

where X%:dQ is a d?> x d* diagonal matrix with
a rank of r = d?, and F determines the level
of noise in the channel. For instance, the re-
sult of such a process on an input state, say
pin = ]0)(0|, is given by the output state pouy =
Fl0) 0] + (1 — F)/(d — 1) S4= i) (il. The pro-
cesses of universal optimal cloning and universal
intercept-resend fall under this category of pro-
cess matrices, as can be seen in Fig. 3, with fi-
delities Fyy = 1/2+1/(14+d) and Fy, = 2/(1+d),
respectively. Here, we consider another type of
eavesdropping strategy that is not considered uni-
versal. We experimentally perform QPT of an
intercept-resend attack where the eavesdropper
only consider 2 out of the 3 MUBs available to Al-
ice and Bob in dimension 2, see Fig. 5. This would
be an appropriate attack in the case of BB84,
where only two MUBs are utilized by Alice and
Bob. However, in this case the noise added by
the process to the output state is no longer sym-
metric. We observe state- and basis-dependent
state fidelities which can be understood as asym-
metric noise. Interestingly, the process matrix of
the 2-MUB intercept-resend attack, see Fig. 5,
has only 3 non-zero diagonal elements compared
to 4 non-zero diagonal elements for the case of
universal attacks, see Fig. 3, in dimension 2. In-
spired, by the shape of the process matrix in this

simple case, we investigate different asymmetric
noise models by varying the rank of the process
matrix

For a process matrix of rank r = d?, we
retrieve the secret key rate formula for the
coarse-grained (d 4 1)-MUBs protocol, i.e. Eq. 9,
as can be seen in Fig. 6. In dimension 2, we may
then consider channels with process matrices of
other ranks, corresponding to different degrees
of noise symmetry. In particular, we consider
trace-preserving process matrices of rank 3, i.e.

X?j:z’r:?) = F60id00; + (1 — F)/2(01:61 + 62i025),
and rank 2, ie.
ng:z,rzz = Fd0i00j + (1 — F)(61:01;). As can be
seen in Fig. 6-a, noise corresponding to a process
matrix of rank 2 or 3, leads to a significant
improvement in secret key rate compared to a
coarse-grained characterization of the channel
using the error rate. Interestingly, for the
case of the rank 2 process matrix of the form
given above, i.e. X;’j:Q, although the resulting
error rate is well above the traditional error
threshold, the secret key rate remains positive
all the way up to Q@ = 0.33. We consider
trace-preserving process matrices of rank 7, 4,
and 3, in dimension 3, rank 13, 7, and 3, in di-

mension 4, and rank 11 and 5, in dimension 5, i.e.

X%‘ 3r=7 _ F60i60j + 1(1 - F) Z 5k15/€]
k=1
d=3,r=4 1 s
X5 "= = Féoido; + 5(1 —F) Z OkiOkj
k=1

- 3
x‘fj 3= = Féido; + 1(1 — F) (615615 + 0sids;)

s 1 12
X;jj 4r=13 _ F60i50j + E(l — F) Z 5k25kj
k=1

—4 . r= 1 :
X(iij r=7 _ Fd0;00; + g(l —F) Z 5ki5kj
k=1

d=4,r=3
Xij " = F60i50j +

(1 — F)(01;015 + 012i012;)

o . 10
XE2r= = Fogide + = (1 — F) > Okili;
k=1

J 4
d=5 5 1 -
Xij_ T — Fdoi(sgj + 1(1 — F) Z 5ki5kjv (15)
k=21

respectively. In all cases, we can observe a
clear advantage of using a full characterization
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scheme compared to the error rate channel as-
sessment. Interestingly, for all dimensions we find
cases where after the transmission, the coarse-
grained errors would label the channel as inse-
cure, while our more detailed analysis still en-
ables a secure communication. This advantage
is possible because our analysis allows to distin-
guish between cases where an eavesdropper has
not gained enough information about the state
although they have transformed it such that Al-
ice and Bob will have large error rates.

5 Conclusion

In summary, full characterization of quantum
processes via QPT is an invaluable tool for high-
dimensional quantum information processing. In
particular, the complexity resulting from the gen-
eration and detection of the high-dimensional
states involved may be fully characterized. In the
study of quantum channels for quantum commu-
nications, full characterization via QPT turns out
to be a beneficial resource that allows one to take
full advantage of the potential high-dimensional
nature of the protocols at play to increase the
overall secret key rate.

Acknowledgments This work was supported by
Canada Research Chair (CRC); Canada Foun-
dation for Innovation (CFI); Canada Excel-
lence Research Chairs, Government of Canada
(CERC); Canada First Research Excellence Fund
(CFREF); Natural Sciences and Engineering Re-
search Council of Canada (NSERC). D.K. would
like to acknowledge the project no IGA-PrF-2018-
003.

References

[1] Dowling, J. P. & Milburn, G. J. Quantum
technology: the second quantum revolution,
Philosophical Transactions of the Royal So-
ciety of London A: Mathematical, Physical
and Engineering Sciences 361, 1655-1674
(2003).

[2] Bennett, C. H. & Brassard, G., Quantum
cryptography: Public key distribution and
coin tossing, Proceedings of the ieee inter-

national conference on computers, systems,

and signal processing, bangalore, india, 1984
(1984).

[3] Nielsen, M. A. & Chuang, I. Quantum com-
putation and quantum information. Cam-
bridge: Cambridge University Press (2002).

[4] Degen, C., Reinhard, F. & Cappellaro, P.
Quantum sensing.  Rev. Mod. Phys. 89,
035002 (2017).

[5] Chuang, I. L. & Nielsen, M. A. Prescrip-
tion for experimental determination of the
dynamics of a quantum black box. J. Mod.

Opt. 44, 2455-2467 (1997).

[6] Poyatos, J., Cirac, J. I. & Zoller, P. Com-
plete characterization of a quantum process:
the two-bit quantum gate. Phys. Rev. Lett.

78, 390 (1997).

[7] Nielsen, M. A., Knill, E. & Laflamme, R.
Complete quantum teleportation using nu-
clear magnetic resonance. Nature 396, 52

(1998).

Childs, A. M., Chuang, I. L. & Leung, D. W.
Realization of quantum process tomography
in NMR. Phys. Rev. A 64, 012314 (2001).

8]

[9] O’Brien, J. L. et al. Quantum process to-
mography of a controlled-not gate. Phys.

Rev. Lett. 93, 080502 (2004).

[10] Myrskog, S. H., Fox, J. K., Mitchell, M. W.
& Steinberg, A. M. Quantum process to-
mography on vibrational states of atoms in
an optical lattice. Phys. Rev. A 72, 013615

(2005).

[11] Riebe, M., Kim, K., Schindler, P., Monz, T.,
Schmidt, P. O., Korber, T. K., Hansel, W.,
Haffner, H., Roos, C. F. & Blatt, R. Pro-
cess tomography of ion trap quantum gates.

Phys. Rev. Lett. 97, 220407 (2006).

[12] Howard, M. et al. Quantum process tomog-
raphy and linblad estimation of a solid-state

qubit. New Journal of Physics 8, 33 (2006).

Lobino, M. et al. Complete characterization
of quantum-optical processes. Science 322,
563-566 (2008).

[13]

[14] Kim, D. et al. Quantum control and process
tomography of a semiconductor quantum

dot hybrid qubit. Nature 511, 70 (2014).

Accepted in { xuantum 2019-04-21, click title to verify

56



[15]

[16]

[17]

[18]

[19]

[20]

[21]

22]

[23]

[24]

[25]

Jacob, K. V., Mirasola, A. E., Adhikari, S. &
Dowling, J. P. Direct characterization of lin-
ear and quadratically nonlinear optical sys-
tems. Phys. Rev. A 98, 052327 (2018).

Gisin, N., Ribordy, G., Tittel, W. &
Zbinden, H. Quantum cryptography. Reuv.
Mod. Phys. 74, 145 (2002).

Bienvenu, N., Perez-Garcia, B., Roux, F. S.,
McLaren, M., Rosales-Guzman, C., Zhang,
Y., Mouane, O., Hernandez-Aranda, R. L.,
Konrad, T. & Forbes, A. Characterizing
quantum channels with non-separable states
of classical light. Nat. Phys. 13, 397 (2017).

Muller, A., Zbinden, H. & Gisin, N. Un-
derwater quantum coding. Nature 378, 449
(1995).

Buttler, W. T., Hughes, R. J., Kwiat, P. G.,
Lamoreaux, S. K., Luther, G. G., Morgan,
G. L., Nordholt, J. E., Peterson, C. G. &
Simmons, C. M. Practical free-space quan-
tum key distribution over 1 km. Phys. Rev.
Lett. 81, 3283 (1998).

Yin, J., Cao, Y., Li, Y. H., Ren, J. G.,
Liao, S. K., Zhang, L., Cai, W. Q., Liu,
W. Y., Li, B,, Dai, H., Li, M., Huang, Y. M.,
Deng, L., Li, L., Zhang, Q., Liu, N. L.,
Chen, Y. A., Lu, C. Y., Shu, R., Peng,
C. Z., Wang, J. Y. & Pan, J. W. Satellite-
to-ground entanglement-based quantum key
distribution. Phys. Rev. Lett. 119, 200501
(2017).

Bennett, C. H., Brassard, G., Crépeau, C. &
Maurer, U. M. Generalized privacy amplifi-
cation. IEEE T. Inform. Theory 41, 1915—
1923 (1995).

Coles, P. J., Metodiev, E. M. & Liitkenhaus,
N. Numerical approach for unstructured
quantum key distribution. Nature Commun.
7, 11712 (2016).

Bechmann-Pasquinucci, H. & Tittel, W.
Quantum cryptography using larger alpha-
bets. Phys. Rev. A 61, 062308 (2000).

Cerf, N. J., Bourennane, M., Karlsson, A. &
Gisin, N. Security of quantum key distribu-
tion using d-level systems. Phys. Rev. Lelt.
88, 127902 (2002).

Molina-Terriza, G., Torres, J. P. & Torner,
L. Twisted photons. Nature Physics 3, 305
(2007).

[26]

27]

28]

[29]

[30]

31]

[32]

[33]

[34]

[35]

[36]

Erhard, M., Fickler, R., Krenn, M. &
Zeilinger, A. Twisted photons: New quan-
tum perspectives in high dimensions. Light:
Sci. & Appl. 7, 17146 (2018).

Forbes, A., Dudley, A. & McLaren, M. Cre-
ation and detection of optical modes with
spatial light modulators. Advances in Op-
tics and Photonics 8, 200227 (2016).

Mafu, M., Dudley, A., Goyal, S., Giovan-
nini, D., McLaren, M., Padgett, M. J., Kon-
rad, T., Petruccione, F., Lutkenhaus, N.
& Forbes, A. Higher-dimensional orbital-
angular-momentum-based quantum key dis-
tribution with mutually unbiased bases.
Phys. Rev. A 88, 032305 (2013).

Mirhosseini, M. High-dimensional
quantum cryptography with twisted light.
New J. Phys. 17, 033033 (2015).

et al.

Bouchard, F. et al. Experimental investiga-
tion of high-dimensional quantum key dis-
tribution protocols with twisted photons.
Quantum 2, 111 (2018).

Vallone, G., DAmbrosio, V., Sponselli, A.,
Slussarenko, S., Marrucci, L., Sciarrino, F.
& Villoresi, P. Free-space quantum key dis-
tribution by rotation-invariant twisted pho-
tons. Phys. Rev. Lett. 113, 060503 (2014).

Krenn, M., Handsteiner, J., Fink, M., Fick-
ler, R. & Zeilinger, A. Twisted photon entan-

glement through turbulent air across Vienna.
PNAS 112, 14197-14201 (2015).

Sit, A. et al. High-dimensional intracity
quantum cryptography with structured pho-
tons. Optica 4, 1006-1010 (2017).

Bouchard, F. et al. Quantum cryptography
with twisted photons through an outdoor un-
derwater channel. Opt. Fxp. 26, 22563-22573
(2018).

Bongioanni, 1., Sansoni, L., Sciarrino, F.,
Vallone, G. & Mataloni, P. Experimental
quantum process tomography of non-trace-
preserving maps. Phys. Rev. A 82, 042307
(2010).

Wootters, W. K. & Fields, B. D. Opti-
mal state-determination by mutually unbi-

ased measurements. Annals of Physics 191,
363-381 (1989).

Accepted in { xuantum 2019-04-21, click title to verify



[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

|46]

[47]

Knee, G. C., Bolduc, E., Leach, J. &
Gauger, E. M. Quantum process tomog-
raphy via completely positive and trace-

preserving projection. Phys. Rev. A 98,
062336 (2018).

Jezek, M., Fiurdsek, J. & Hradil, Z. Quan-
tum inference of states and processes. Phys.
Rev. A 68, 012305 (2003).

Mair, A., Vaziri, A., Weihs, G. & Zeilinger,
A. Entanglement of the orbital angular mo-
mentum states of photons. Nature 412, 313—
316 (2001).

Qassim, H. et al. Limitations to the deter-
mination of a Laguerre-Gauss spectrum via
projective, phase-flattening measurement. .J.
Opt. Soc. Am. B 31, A20-A23 (2014).

Fernandez-Pérez, A., Klimov, A. B. & Saave-
dra, C. Quantum process reconstruction

based on mutually unbiased basis. Phys.
Rev. A 83, 052332 (2011).

Durt, T., Englert, B.-G., Bengtsson, I. & Zy-
czkowski, K. On mutually unbiased bases.
Int. J. Quantum Inf. 8, 535-640 (2010).

Bouchard, F., Valencia, N. H., Brandt, F.,
Fickler, R., Huber, M., & Malik, M., Mea-
suring azimuthal and radial modes of pho-
tons. Optics Express 26, 31925 (2018).

Gilchrist, A., Langford, N. K. & Nielsen,
M. A. Distance measures to compare real

and ideal quantum processes. Phys. Rev. A
71, 062310 (2005).

Irvine, W. T. M., Linares, A. L., deDood,
M. J. A. & Bouwmeester, D. Optimal quan-
tum cloning on a beam splitter. Phys. Rev.
Lett. 92, 047902 (2004).

Ricci, M., Sciarrino, F., Sias, C. & DeMar-
tini, F. Teleportation scheme implementing
the universal optimal quantum cloning ma-
chine and the universal not gate. Phys. Rev.
Lett. 92, 047901 (2004).

Nagali, E. et al. Optimal quantum cloning
of orbital angular momentum photon qubits

[48]

[49]

[50]

[51]

[52]

53]

[54]

[55]

[56]

[57]

through Hong—Ou-Mandel coalescence. Na-
ture Photonics 3, 720 (2009).

Nagali, E., Giovannini, D., Marrucci, L.,
Slussarenko, S., Santamato, E. & Sciarrino,
F. Experimental optimal cloning of four-
dimensional quantum states of photons.
Phys. Rev. Lett. 105, 073602 (2010).
Bouchard, F., Fickler, R., Boyd, R. W.
& Karimi, E. High-dimensional quantum
cloning and applications to quantum hack-
ing. Science Adv. 3, €1601915 (2017).

Bruf, D. & Macchiavello, C. Optimal state
estimation for d-dimensional quantum sys-
tems. Phys. Lett. A 253, 249-251 (1999).

Thekkadath, G. S., Saaltink, R. Y., Giner, L.
& Lundeen, J. S. Determining complemen-
tary properties with quantum clones. Phys.
Rev. Lett. 119, 050405 (2017).

Hong, C.-K., Ou, Z.-Y. & Mandel, L. Mea-
surement of subpicosecond time intervals be-
tween two photons by interference. Phys.
Rev. Lett. 59, 2044 (1987).

Lo, H.-K., Chau, H. F., & Ardehali, M. Ef-
ficient Quantum Key Distribution Scheme
and a Proof of Its Unconditional Security.
Journal of Cryptology 18, 133-165 (2005).

Devetak, 1. & Winter, A. Distillation of
secret key and entanglement from quantum
states. In Proceedings of the Royal Society of
London A: Mathematical, Physical and En-
gineering Sciences, vol. 461, 207-235 (The
Royal Society, 2005).

Scarani, V. et al. The security of practical
quantum key distribution. Rev. Mod. Phys.
81, 1301 (2009).

Berkhout, C. G. et al. Efficient sorting of
orbital angular momentum states of light.
Phys. Rev. Lett. 105, 153601 (2010).

Fontaine, N. K. et
Gaussian mode sorter.
arXiv:1803.04126v2 (2018).

al. Laguerre-

arXiw preprint

Accepted in { Yuantum 2019-04-21, click title to verify

58



Chapter 4

High-dimensional quantum
cryptography through free-space

and underwater quantum channels

This chapter is based on the following papers:

1. A.Sit, F. Bouchard, R. Fickler, J. Gagnon-Bischoff, H. Larocque, K. Heshami,
D. Elser, C. Peuntinger, K. Gunthner, B. Heim, C. Marquardt, G. Leuchs, R.W.
Boyd, & E. Karimi, “High-Dimensional intra-city quantum cryptography with
structured photons”, Optica 4, 1006 (2017).

DOLI: https://doi.org/10.1364/OPTICA.4.001006
(© 2017 Optical Society of America

2. F. Bouchard, A. Sit, F. Hufnagel, A. Abbas, Y. Zhang, K. Heshami, R. Fickler,
C. Marquardt, G. Leuchs, R. W. Boyd, & E. Karimi, “Quantum cryptography

with twisted photons through an outdoor underwater channel”, Optics Express
26, 22563-22573 (2018).

DOI: https://doi.org/10.1364/OE.26.022563
(© 2018 Optical Society of America

59



4.1. QUANTUM CRYPTOGRAPHY IN REALISTIC CONDITIONS60

4.1 Quantum cryptography in realistic conditions

In previous chapters, we have reviewed and investigated important components of a
quantum communication system. Here, we are interested in implementing quantum
communication systems in realistic conditions, i.e. in a free-space intra-city link and in
an outdoor underwater link. At the beginning of quantum cryptography, polarization-
based QKD systems were first developed in the laboratory over fibres or in free-space.
Then, longer fibre links, i.e. several kilometres, and longer free-space links, i.e. several
hundreds of meters, have been experimentally investigated and demonstrated in to
order to assess the feasibility of fully deployed quantum networks. Practical QKD
systems are being implemented in existing fibre networks over metropolitan areas and

over hundreds of kilometres in free-space.

Today, OAM-based QKD systems are still in their early development stage. A
number of experimental demonstrations have been reported considering aspects of
the implementation. Although there still is a lot of work to be done in the lab in
order to determine the optimal generation schemes, quantum cryptographic proto-
cols, dimensionality, and detection schemes, we are at a point where some of these
implementations can be tested in realistic conditions. In this chapter, we report
the first experimental demonstration of high-dimensional quantum cryptography in

several realistic quantum communication links.

4.2 High-dimensional quantum cryptography

High-dimensional QKD was first proposed 20 years ago [21, 90, 91, 22]. In the first
work [21], it was noticed that high-dimensional encoding, rather than using qubits,
would lead to an enhancement in key generation. In particular, a 4-dimensional
version of the BB84 protocol with 2 MUB was considered. Moreover, a first secu-
rity analysis was carried by considering the effect of an eavesdropper performing an
intercept-resend attack. Although the intercept-resend attack is perhaps one of the
less sophisticated of the attacks available to the eavesdropper, the authors noticed
that such an attack in higher dimensions results in a higher error rate, thus making
the eavesdropper more detectable. In the second work [90], the others considered
the specific case of a 3-dimensional QKD scheme. The authors noticed that higher-
dimensional encoding schemes allowed for more flexibility in the protocol, i.e. a larger
number of MUB could be used. In the third work [91], the authors generalized the
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previous results for d-dimensional QKD using M bases and investigated various inco-
herent and coherent individual eavesdropping attacks as a function of the dimension.
Finally, in the fourth work [22], a more formal security analysis of high-dimensional
QKD was laid out by considering cloning and collective attacks for arbitrary dimen-
sions and by deriving upper bounds on error rates. In the previous works, non-optimal
individual attacks, where the photons sent by Alice to Bob are attacked individually,
were considered, whereas in this work, collective attacks, where the eavesdropper is
allowed to perform the attack on all the sent photons coherently, were considered.

The security analysis was carried for two scenarios, namely for 2 MUB and (d + 1)
MUB.

Since then, high-dimensional QKD has been first experimentally investigated using
position and momentum [92], OAM modes [93], and energy-time entanglement [9].
Subsequent experimental investigations of high-dimensional QKD with OAM modes
were carried out in the laboratory for dimensions ranging from 2 to 5 [95], in dimen-
sion 7 [96], in dimensions ranging from 3 to 64 using a novel type of high-dimensional
QKD protocol [97], and finally in dimensions ranging from 2 to 8 using a large num-
ber of different protocols [95]. The last two demonstrations will be the subject of the
next chapter. At this stage, generation and detection techniques and devices must
be developed in order to push the secret key rates of OAM-based high-dimensional
QKD systems. For instance, recent technological advances in photon detection al-
lowed the demonstration of high-rate high-dimensional QKD systems using time-bins
qudits [99].

4.3 Free-space quantum communications

In the previous section, we have reviewed the recent efforts of high-dimensional QKD
in laboratory conditions. We are now interested in performing the first proof-of-
principle experimental demonstration of high-dimensional QKD link. Due to the
versatility of the generation and detection devices available, we choose to consider
the OAM and polarization degree of freedom to form a 4-dimensional Hilbert space.
Modes combining OAM and polarization are also known as structured light or space-
varying polarized light beams due to their non-uniform polarization patterns. In
particular, OAM itself has been recognized as a useful means by which information
can be distributed through a free-space [100]. Classically, OAM modes have been

experimentally sent across intra-city free-space links in Los Angeles (120 m) [101],
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Venice (420 m) [102], Vienna (3 km) [103], between two Canary island (143 km) [10]
and recently Erlangen (1.6 km) [105]. At the quantum level, only two experiments
with OAM modes in free-space have been demonstrated, namely in a hall in Padua
(210 m) [106] and through the intra-city link in Vienna (3 km) [107]. Nevertheless,
in both cases, a two-dimensional Hilbert space was considered. In this chapter, we
establish a 300 m free-space intra-city link using high-dimensional structured photons.
Although OAM modes are extremely robust to truncation from circular apertures,
atmospheric turbulence remains one of the main challenges in free-space links. The
effect of turbulence on QKD increases with distance. Thus, in order to extend the
achievable distance of OAM-based free-space links, active adaptive optics systems

compensating for turbulence will be necessary.

4.4 Underwater quantum communications

In very recent years, a new type of channel for quantum communications has been
proposed, namely underwater channels. For instance, one can imagine applications
in terms of submarine-to-satellite links, or short free-space links between underwater
vehicles. From a more fundamental standpoint, it is interesting to study underwater
quantum channels. Indeed, they represent a versatile testbed to study practical QKD
schemes in strong environmental perturbations, i.e. losses and turbulence, over short
distances compared to free-space links. Underwater QKD has first been numerically
investigated in [108], where absorption and scattering of photons in the water chan-
nel were simulated, resulting in maximal achievable distances on the order 100 m in
the clearest type of water. However, the effect of turbulence on the secret key rate
as a function of distance was not taken into consideration. Not long after, a first
experimental demonstration of the distribution of single photons encoded in polar-
ization was demonstrated [109]. The experiment was carried out in a 3 m long glass
tube filled with water in laboratory conditions. Nevertheless, due to the stable and

controlled environmental conditions, no turbulence was observed.

Suspecting that turbulence will play an important role in underwater quantum
channels, we decided to perform a proof-of-principle experiment demonstrating QKD
in an uncontrolled outdoor underwater link. In general, beam wandering and scin-
tillations caused by turbulence may have two separate effects on a QKD system. In
the first place, the detection probability decreases due to a lower spatial overlap with

the detecting apparatus. In the second place, when using encoding schemes such as
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OAM or spatial modes, beam wandering or optical aberrations results in a modi-
fication of the input mode, leading to significant cross-talk in the detected modes.
This effect is even more pronounced than losses since it affects both the overall ef-
ficiency of detection, as well as the error rate. In this chapter, we perform QKD
using OAM modes in dimensions 2 and 3 over a 3 m outdoor underwater link and
perform an extensive analysis of the turbulence present in a 5 m outdoor underwater
link. The turbulence was analyzed using a phase retrieval algorithm to reconstruct
the effect of the turbulence in a single phase screen approximation, and by track-
ing the singularity splitting of OAM modes with different azimuthal mode indices.
Since then, several investigations of underwater quantum communications have been
carried using polarization [110, ] and spatial modes [112], as well as numerical

investigations [113, 114, 115].
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1. INTRODUCTION

Secure quantum communication, i.e., quantum key distribution
(QKD), is on the forefront of the commercialization of future
quantum technologies. Since its first theoretical proposal [1], it
has been one of the major driving forces to investigate and apply
quantum features for future information processing schemes
[2,3]. While this process of developing commercial quantum
cryptography devices has already started, possible next-generation
QKD schemes, such as high-dimensional encoding, have come
under scrutiny in quantum information research. Although differ-
ent proof-of-principle experiments have shown the superiority of
such schemes in terms of noise resistance and data capacity [4-8],
their applicability still has to be demonstrated under real-world
conditions. Here, another key question that needs to be addressed

helical wavefronts. Polarization is naturally bidimensional, i.e.,
{|L), |R)}, and the associated angular momentum can take the
values of +7 per photon, where 7 is the reduced Planck constant,
and |Z) and |R) are left- and right-handed circular polarizations,
respectively. In contrast, OAM is inherently unbounded, such
that a photon with # intertwined helical wavefronts, |£), carries
¢h units of OAM, where £ is an integer [10]. Quantum states of
light resulting from an arbitrary coherent superposition of differ-
ent polarizations and spatial modes, e.g., OAM, are referred to as
structured photons; these photons can be used to realize higher-
dimensional states of light [11]. Aside from their fundamental
significance in quantum physics [12,13], single photons encoded
in higher dimensions provide an advantage in terms of security
tolerance and encrypting alphabets for quantum cryptography

is the most suited photonic degree of freedom that allows encod-
ing of high-dimensional quantum states.

In addition to polarization and wavelength, a light wave may
carry orbital angular momentum (OAM) [9], corresponding to

2334-2536/17/091006-05 Journal © 2017 Optical Society of Americe
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[4,5,8] and classical communications [14]. The behavior of
light-carrying OAM through turbulent conditions has been
studied theoretically and simulated in the laboratory scale
[15-18]. Experimentally, OAM states have been tested in classical
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communications across intracity links in Los Angeles (120 m)
[19], Venice (420 m) [20], Erlangen (1.6 km) [21], Vienna
(3 km) [22], and between two Canary Islands (143 km) [23],
which is the longest link thus far. With attenuated lasers,
OAM states and vector vortex beams have been respectively
implemented in high-dimensional and 2-dimensional BB84 pro-
tocols, where the former was performed in a laboratory [8] and
the latter in a hall in Padua (210 m) [24]. Though not QKD, the
entanglement distribution of bidimensional twisted photons has
been recently studied across the Vienna link [25]. Note that no
true single-photon high-dimensional QKD experiment has been
performed outside of the laboratory thus far.

In this paper, we combine polarization {|H),|V)} and
an OAM subspace of {|¢),|-7)} to form 4-dimensional
quantum states |£), for £ =1, 2, 3, 4, belonging to the set
(H, 0|V, ), |H,~£),|V,~£)}, where |H) = (IL) + |R)/~/2
and |V) = —i(|L) - |R))/~/2 are horizontal and vertical polari-
zation states, respectively. We can create two sets of mutually
unbiased bases (MUBs) from |k), defined as |w)’ = M¥|k)
and |y = MJk), where [(yly)* = [{plp) > = 5, and
|'(wlpy|> =1/4 for i,j =1,2,3,4 (see Supplement 1 for
M, and M,). Figure 1 illustrates the spatial structure of these
MUB:s for the case of £ = 2. The information encoded within
these modes lies in the transverse polarization and phase distribu-
tions; however, all of these modes possess a “doughnut”-shaped
intensity distribution. The polarization distributions contain only
linearly polarized states, and such beams are commonly called
vector vortex beams [26]; in the case of {|p}/}, the linear polar-
izations vary across the transverse plane. {|y)’} and {|p)/} are
conjugate quantities, and based on quantum complementarity
they cannot be measured simultaneously; this forms the backbone
of security in quantum cryptography. Specifically, in the BB84
protocol [1], the bases of preparation and measurement are
randomly chosen between two MUBs by a sender and receiver,
traditionally called Alice and Bob, respectively. We used the two
MUB:s of structured modes, {|y)’} and {|@)'}, to perform a high-
dimensional BB84 protocol [4,5].

(a)

27

0

Fig. 1. Mode structure of mutually unbiased bases for £ = 2.
(@) {lw)’} and (b) {|@)} are examples of two bases of structured states
of light, encoding in both polarization and OAM of ¢ = 2. Each basis is
orthonormal, and the two bases are mutually unbiased with respect to
each other such that |(y|@)/|*> = 1/4. These MUBs have the advantage
of possessing identical intensity profiless—“doughnut” shaped—and are
shape-invariant upon free-space propagation. The information, therefore,
is encoded in the transverse polarization and phase distributions, denoted
by the white lines and the hue, respectively.
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There are different approaches used to generate and sort these
structured modes of light. We utilize liquid crystal devices known
as g-plates [27], which coherently couple optical spin angular mo-
mentum to OAM. Q-plates are advantageous as they are placed
in-line, are efficient in comparison to diffractive elements, and can
be used to create arbitrary complex modal structures [28]. These
g-plates used in conjunction with a carefully chosen sequence of
wave plates can generate {|w)’} and {|p)/} (see Supplement 1 for
details). Furthermore, it is possible to rapidly switch between the
states in {|y)’} and {|@)'}, of the order of 1 MHz, by replacing
the wave plates with Pockels cells. Since g-plates are coherent and
linear devices, they also work in the single-photon regime [29].

2. EXPERIMENT

We built a free-space link between the rooftops of two buildings,
0.3 km apart and 40 m above the ground, on the University of
Ottawa campus; see Fig. 2. Two enclosures were constructed to
contain and protect all of the optics and equipment at the sender
and receiver. The sender unit is comprised of both the heralded
single-photon source and the setup where Alice can prepare states.
The receiver unit contains Bob’s state measurement setup and the
single-photon detection system. No active adaptive optics or
vibration isolation systems were implemented.

In the heralded single-photon source, photon pairs are
generated via the spontaneous parametric downconversion proc-
ess in a 5 mm long ppKTP crystal pumped by a 405 nm laser
diode (200 mW). Nondegenerate wavelengths for the signal
(4, = 850 nm) and idler (4; = 775 nm) photons are chosen
in order to efficiently separate the two; only the signal photon
is encoded with information. The signal and idler are each
coupled into a separate single-mode fiber (SMF) to spadially
filter the photons into the fundamental mode. Bandpass filters,
850 £ 5 nm and 775 £ 20 nm, are placed in front of the fiber
couplers to select the correct photon pairs. The singles count rates
at the source after the SMFs, detected with avalanche photodiodes
(APDs), are 4 MHz and 10 MHz for the signal and idler, respec-
tively. The idler photon heralds the presence of the signal photon,
as determined by a coincidence logic box. This procedure gives a
coincidence rate of around 1 MHz for a coincidence window of
5 ns with 0.2 MHz of accidental coincidence detections.

Alice takes the signal photon and prepares it in one of the states
of the different MUBs through the use of an appropriate sequence
of wave plates and g-plates. She then recombines the signal and
idler photons on a dichroic mirror and enlarges the spatial struc-
ture of both beams such that they can be sent in the same beam
across the link to Bob and to minimize divergence upon propa-
gation, respectively. At the last lens (f,) of the sending unit, the
beam waist is approximately 12 mm. After propagation over the
0.3 km distance, we find the beam waist to be enlarged to approx-
imately 20 mm as a consequence of atmospheric influences and
imperfect optics. In order to measure the received quantum states,
Bob demagnifies the photon’s structure with another set of lenses
and separates the information-carrying signal photon from the
heralding idler photon with another dichroic mirror. The idler
photon is directly coupled into a SMF to act as a herald for
the signal photon. With a sequence of wave plates, g-plates,
PBSs, and SMFs, mirrored to that of Alice’s, Bob can make a mea-
surement on the signal photon by projecting it onto one of the
states from one of the MUBs. In such a way, Bob has a spatial
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Fig. 2. Ottawa intracity quantum communication link. Schematic of the sender (left) with a heralded single-photon source (signal, s, and idler, 7) and
Alice’s state preparation setup. Alice prepares a state from {|y)’} or {|p)'} using a polarizing beam splitter (PBS), wave plates (WP), and a g-plate (QP).
The signal and idler photons are recombined on a dichroic mirror (DM) before being sent to Bob. Two telescopes comprised of lenses with focal lengths of
f1=75mm, f, = f3; =400 mm (diameter of 75 mm), and f, = 50 mm are used to enlarge and collect the beam, minimizing its divergence
through the 0.3 km link. Bob, receiver (right), can then perform measurements on the sent states and record the coincidences between the signal
and idler photons with detectors D; and D, at a coincidence logic box. Enclosures are built around the sender and receiver to shelter them from
the wind and weather, as well as to shield them from background light. Examples of experimentally reconstructed polarization distributions for a struc-
tured mode from {|@)'} using a continuous wave laser that Alice prepared (top left) and Bob measured (bottom right) are shown in the insets. ppKTP,
periodically poled KTP crystal; LP, long-pass filter; BP, bandpass filter. Map data: Google Maps, 2016.

mode filter such that, if he projects onto the same state that Alice
sent, the signal photon will be phase-flattened and optimally
detected. By using APDs and a coincidence logic box (5 ns coinci-
dence window), the received idler photon acts as a trigger for the
arrival of the signal photon and the coincidence rates are recorded.
The best performance of our free-space link after coupling to the
SMFs on Bob’s side gave count rates for the signal and idler pho-
tons of 0.75 MHz and 2.5 MHz, respectively, with an optimal
coincidence rate of approximately 50 kHz. However, due to large
temperature and turbulence differences from night to night,
the numbers varied throughout the various experimental runs.
Opverall, from sender to receiver, there are approximately 20%
and 25% coupling efficiencies (equivalently 7 dB and 6 dB of
losses) for the signal and idler photons, respectively, which gives
an approximately 5% success rate for recording coincidences.
Since no adaptive optics were utilized, a portion of the raw data
points sampled are greatly perturbed by the turbulence. The most
dominant effect of the atmospheric turbulence given the range of
our measured atmospheric structure constant, C2, between
2.5x% 107" m™2/3 and 6.4 x 1071 m2/3 (see Section 3) is beam
wandering [30]. Under stable conditions, the idler photon
remains in the fundamental mode and always couples to the
SMF; however, when there is turbulence, it does not optimally
couple. Since the signal photon is coaxially propagating with
the idler photon, it experiences the same atmospheric turbulence;
we can thus use the idler photon as not only a herald for the signal
photon but also as a “target” to gauge the beam wandering in
Bob’s setup. This helps to correct our measurements for turbu-
lence in postprocessing. During a BB84 protocol, Alice is prepar-
ing each signal photon into a state from a randomly chosen MUB
and then sends it with its heralding idler photon to Bob. Once
each pair reaches Bob, turbulence may have caused them to
wander from the optical axis. Each measurement consists of
coincidence counts acquired for 200 ms, repeated 50 times,
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and then averaged. If there is excessive turbulence, the accumu-
lated idler counts will have dropped. Therefore, Bob only keeps
the coincidence measurements whose corresponding idler counts
are near the optimal value, i.e., when there is little to no turbu-
lence. Otherwise, he discards his measurement. As a target beam,
the idler photon helps to sift out turbulence-affected pairs,
decreasing the quantum bit error rate and thereby increasing
the amount of securely transmitted information per sifted photon.

It is important to note that despite sending two photons across
the link simultaneously, our scheme is still immune to photon-
number-splitting attacks since the idler photon does nor contain
any of the polarization or OAM information of the signal photon.
Apart from being able to monitor the turbulence, the only other
information that the idler photon contains is timing information
for heralding purposes, which could alternatively be communi-
cated over a classical channel. Therefore, even if an eavesdropper
had full access to the idler photon, she would not be able to access
the signal information. A full security proof would be able to take
into account the signal and idler photons, including bounds on
possible side information of this particular setup. However, this is
beyond the scope of this work and will be further investigated in
the future.

3. TURBULENCE CHARACTERIZATION

To characterize the Ottawa intracity free-space link, we investi-
gate the turbulence by evaluating its characteristic properties, such
as the atmospheric structure constant C2 and the Fried parameter
ro [30-32]. We do so by sending a Gaussian-shaped laser beam
(850 nm) over the 0.3 km long link and record its arrival position
with a CCD camera. Because atmospheric turbulence changes on
a millisecond time scale, short-term exposure images can reveal
beam wandering, which is caused by fast-moving air cells, each
having slightly different pressures, and thus small differences in
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Fig. 3. Simulated encryption of an image with structured photons. (a) Experimentally measured probability-of-detection matrices, P = |/{a|B)|?,
where a, f = {y, ¢}, for 2D (top row) and 4D (bottom row) structured photons with turbulence. These matrices have the corresponding bit error rates of

QP = 5% and Q*P = 11%, respectively. (b) Image of the Parliament of Canada that Alice encrypts and sends to Bob through a classical channel using
their shared secret key. (c) Alice discretizes her intended image (left column) with & levels, where 4 is the encryption dimension, such that each pixel
corresponds to three single photons (RGB values, leading to 4% colors per pixel) that she sends to Bob. Using the experimentally measured probability-of-
detection matrices (a), Alice then adds the shared secret key, generated from a BB84 protocol, on top of her discretized image to encrypt it (middle
column). Bob decrypts Alice’s sent image with his shared key to recover the image (right column). Implementing a 4-dimensional state clearly allows the
ability to send more information per photon, where, in the ideal case, Alice can send twice the amount of information with respect to 2-dimensional states.
However, due to noise present in the channel, we experimentally obtain an increase of 1.51 in the amount of information sent by Alice with respect to the

case of 2-dimensional states. Image credit: Norman Bouchard.

refractive indices. The stronger the turbulence and the larger the
distance of the link, the larger are the deflections from the optical
axis. The latter can be deduced by taking an average over many
short-term exposure images, which effectively leads to an atmos-
pherically broadened Gaussian beam profile. During different
measurement nights, we record 500 short exposure images
(0.07 ms each), from which we calculate a Fried parameter
between 18 cm and 41 cm, which corresponds to an atmospheric
structure constant C? ranging from around 2.5 x 107 m 2/ to
6.4 x 1071¢ m~2/3, assuming Kolmogorov theory for atmospheric
turbulence. Hence, the link shows moderate turbulence effects on
the transmitted light fields.

4. RESULTS AND DISCUSSION

In QKD, a secret key may be established between Alice and Bob
with a secret key rate, defined as the number of bits of secret key
established divided by the number of sifted photons, given by
R(Q) = log,(d) - 2h(Q), where Q is the quantum bit error rate
and /() is the Shannon entropy in dimension . Hence, there is a
threshold value of Q above which a nonzero shared secure key
cannot be generated. In dimension 2, this threshold value is
the well-known Q3P = 11.0%, while it almost doubles to
QgD = 18.9%, in dimension 4 [5]. This clearly exhibits the
robustness of high-dimensional quantum cryptography.

We perform a 4-dimensional BB84 protocol under different
atmospheric conditions. Probability-of-detection matrices for
the 4-dimensional structured photonic states, {|y)’} and {|p)/}
with £ = 2, of the BB84 protocol are shown in Fig. 3(a) (bottom
row). In dimension 4, from the raw probability-of-detection
matrix, the quantum bit error rate is Q = 14%, and is below
the threshold value of Q¢P, resulting in a positive corresponding
secret key rate of R = 0.39 bits per sifted photon. Thus, without
any corrections, a securely transmitted high-dimensional key can
be established. By considering the idler as a target beam, which
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accounts for turbulence, the quantum bit error rate is reduced to
Q*P = 11% with a secret key rate of R® = 0.65 bits per sifted
photon. The secret key rate is lower than the maximum theoreti-
cal value of 2 bits per sifted photon, which is due to imperfections
in transmission.

For a comparison, we perform a BB84 protocol with two-
dimensional structured photons in the MUBs of [{) =
{(L-1) £ [R 1))/+/2} and [&) = {(IL,-1) £ iR 1))/+/2};
see Fig. 3(a) (top row). A quantum bit error rate and secret
key rate of Q*® = 5% and R*" = 0.43 bits per sifted photon
were obtained, respectively, using the target as compensation.
Indeed, R is larger than R?P, showing the potential for trans-
mitting more secure information per sifted photon in higher
dimensions. This is visually shown in Fig. 3(c) (top and bottom
rows): the image that Alice sends Bob [Fig. 3(b)] can be discre-
tized with more steps in dimension 4 (bottom row) as compared
to dimension 2 (top row). Due to turbulence, the quantum bit
error rate for dimension 4 on many nights was above QiP.
An example of one of these nights is shown in the
Supplement 1 with a calculated quantum bit error rate of
= 27% calculated from the probability-of-detection ma-

nmsy

trix. However, allowing for two-way classical communications,

the tolerable error bit rate increases to 31.5% > Q%D

notsy i dimen-

sion 4 [33] (see Supplement 1).

5. CONCLUSION

We have shown the feasibility of increasing the secure data trans-
mission rate using high-dimensional quantum states compared to
bidimensional states despite a noisy channel. Indeed, protocols
based on higher-dimensional states are more advantageous
in noisier channels because the security threshold can tolerate
more errors. This paves the road toward high-dimensional
intracity quantum cryptography via quantum key distribution.
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In addition, our results lay the groundwork for intracity quantum
teleportation with structured photons, which is an essential com-
ponent of a free-space quantum network. We anticipate that these
demonstrations can be extended over longer distances provided
with adequate active turbulence monitoring and compensation.
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Abstract: Quantum communication has been successfully implemented in optical fibres and
through free-space. Fibre systems, though capable of fast key and low error rates, are impractical
in communicating with destinations without an established fibre link. Free-space quantum
channels can overcome such limitations and reach long distances with the advent of satellite-to-
ground links. However, turbulence, resulting from local fluctuations in refractive index, becomes
a major challenge by adding errors and losses. Recently, an interest in investigating the possibility
of underwater quantum channels has arisen. Here, we investigate the effect of turbulence on an
underwater quantum channel using twisted photons in outdoor conditions. We study the effect of
turbulence on transmitted error rates, and compare different quantum cryptographic protocols in
an underwater quantum channel, showing the feasibility of high-dimensional encoding schemes.
Our work may open the way for secure high-dimensional quantum communication between
submersibles, and provides important input for potential submersibles-to-satellite quantum
communication.

© 2018 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

Quantum key distribution (QKD) allows two individuals, conventionally referred to as Alice and
Bob, to communicate information in a secure and secret manner [1]. Since the proposal of the
first protocol by Bennett and Brassard in 1984 (BB84) [1], various protocols and methods, for
example Ekert91 [2] and six-state [3], have been further proposed and experimentally investigated.
Notably, one class of quantum cryptographic schemes, namely high-dimensional QKD protocols,
makes use of gudits rather than qubits, wherein the encoded quantum states belong to a higher-
dimensional Hilbert space [4,5]. Such schemes have many potential advantages: in the case of
an error-free channel, more than one bit of information can be distributed per carrier. Moreover,
they tolerate larger error-thresholds due to the difficulties that an eavesdropper Eve has in getting
information about the high-dimensional state [6]. This may allow for the implementation of
QKD links in noisy environments with high quantum bit error rates (QBER). So far, various
quantum channels have been studied in realistic conditions: free-space [7-9], including shorter
line-of-sight intra-city links [8, 10], fibre networks [11] and ground-to-satellite links [12-15].
Recently, underwater quantum channels have been proposed and investigated theoretically [16,17].
The first experimental demonstration of entanglement distribution through a 3 m-long water
tube was recently achieved using polarization [18]. Insofar, secure communication through an

#332068 https://doi.org/10.1364/0OE.26.022563
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underwater quantum channel has yet to be demonstrated in an outdoor environment or in higher
dimensions.

2. Experimental results

2w t <S)
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08
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Fig. 1. Experimental characterization of underwater turbulence. (a) Calculated coefficients
for the lowest ten Zernike polynomials from intensity images of a Gaussian beam after
propagation through 3 m of water to characterize the turbulence in one particular set of
conditions at the time of measurement. The dominant coeflicients correspond to oblique and
vertical astigmatism (a4 and ag), followed by tip and tilts effects (a> and a3). The Zernike
decomposition was carried out over a disk with a radius of 2.1 mm, which corresponds to
2wq, where wg = 1.05 mm is the beam radius at the input of the channel. (b) - (c) Evolution
of vortex splitting over a 12 s period for a £ = 2 and ¢ = 3 modes, respectively, sent through
5 m of water. The red, blue, and green lines represent the trajectories of the individual
singularities, highlighting their splitting and wandering that occurs due to the turbulence.

Photons are the carriers of choice for quantum communication, possessing multiple degrees of
freedom with which information can be encoded. Polarization [1], time-bins [19], and spatial
modes [20] are the most prevalent encryption methods, with the last two being common methods
for achieving high-dimensional protocols. One family of spatial modes with mature preparation
and measurement techniques is the OAM of light, also referred to as twisted photons [21,22].
These modes possess a helical wavefront given by exp(i€y), where ¢ is an integer and ¢ is the
transverse azimuthal coordinate. The OAM states of photons is one realization of a Hilbert space
with unbounded dimensionality. Since the modes form a complete orthonormal basis, these
states can be used for high-dimensional QKD schemes [23-25]. In this Article, we report the
effect of water turbulence on OAM modes of light in an outdoor swimming pool, and study its
effect in quantum cryptographic schemes, performing a high-dimensional BB84 protocol with
twisted photons.

Since the underwater quatum channel is an outdoor link, uncontrolled turbulent conditions
can be expected, as in the case of free-space links, introducing additional errors and losses to
the system [26]. Turbulence is observed in the form of beam distortions and beam wandering
after propagating through a turbulent media. The effect of turbulence on the propagation of
OAM modes through free-space air has been studied for various distances. In the Kolmogorov
theory of turbulence in free-space, the turbulence is associated with a local variation in the
refractive index due to temperature and pressure variations [27]. However, temperature gradients
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in the atmosphere represent the main contribution to atmospheric turbulence. Water is an
incompressible fluid and thus the main contribution to the optical turbulence is derived from local
variations in temperatures. Recently, propagation of OAM modes through water has been reported
in controlled laboratory conditions [28,29]. Our experiments were performed in a 60,000
litres outdoor, in-ground pool, see the appendix-B for more details. The water was exposed to
temperatures between 27°C during the day to 17°C at night. This creates a temperature gradient
between the top and bottom of the pool, which was inhomogeneously mixed by built-in water
jets. Further details of the experimental setup are presented in the appendix-B.

|—3) |—=2) [—=1) [0 [+1) [+2) |[+3)

OO00000

Fig. 2. Experimental setup and state cross-talk measurements. (a) Photon pairs (signal
As =710 nm, idler A; = 943 nm) are generated via spontaneous parametric downconversion
pumped from a periodically poled KTP (ppKTP) crystal by a 405 nm diode laser. A long
pass filter (IF) blocks the UV and transmits the photon pairs, which are then split at a dichroic
mirror (DM). The idler photon is directly detected by a single photon detector (D2) and acts
as a heralding trigger for the information-carrying signal photon. Alice prepares the
signal photon into a particular state, for example one from the insets, using SLM-A, then
sends it to Bob through the 3 m underwater link. Bob performs a measurement on the
received state using SLM-B and a single mode optical fibre connected to D1. Coincidence
events between D1 and D2 are recorded. (b) Measured cross-talk matrix between the OAM
states (£ = —3 to 3) that Alice sends and Bob measures. Higher order states experience
more cross-talk as compared to lower order states, seen as off-diagonal detection
probabilities.

A characterization of the level of turbulence, assuming the single phase screen approximation,
in our 3 m underwater channel is performed by sending a 635 nm Gaussian-shaped laser beam
through the water and record the transmitted intensity patters (see Turbulence Characterization
in Methods for more details). We employ the Gerchberg-Saxton algorithm (GSA), a phase
retrieval algorithm using fast Fourier transforms [30], to reconstruct the phase of the beam after
propagating through the water. The obtained phase profile, ®(r, ¢), is then decomposed in terms
of Zernike polynomials, which forms a set of orthonormal polynomials on the unit disk [31],

O(r,¢) = ) a;Zi(r, 9) (1

J

where r and ¢ are the radial and azimuthal coordinates, respectively, a; are the Zernike coefficients,
Zi(r, ) = Z(r, @) are the Zernike polynomials (defined in the Methods), j = 1+(n(n+2)+m)/2
is the Noll index, and n and m are the radial and azimuthal degree, respectively.

The average values of measured expansion coefficients a; as well as their corresponding
Zernike polynomials are shown in Fig. 1-a. In particular, low-order Zernike polynomials have
specific meaning in terms of optical a berrations. First order aberrations,n = 1 ( j= 2 3),
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correspond to a tip-tilt in the wavefront. In the weak atmospheric turbulence regime, tip-tilt is
the major contribution and results in beam wandering. Second order optical aberrations, n = 2,
are related to astigmatism (j = 4, 6) and defocusing (j = 5). It can be seen from Fig. 1-(a), that
the contribution of astigmatism in our turbulent underwater link is the largest. Further analysis
of the turbulence is presented in the appendix-A.

In particular, one effect of astigmatism on OAM modes is the singularity splitting for OAM
values of |£| > 1; this splitting effect has also recently been studied in free-space [32]. The effect of
vortex splitting in our underwater link is shown in Fig. 1-(b) and Fig. 1-(c), where an £ = 2 and¢ =
3 mode respectively, each generated by a phase-only spatial light modulator (SLM), is sent
through a slightly longer distance of 5 m. Hence, underwater channels may give rise to turbulent
conditions that are fundamentally different from those present in a free-space channel. However,
the turbulence was observed to change on a much slower time-scale as opposed to free-space, on
the order of 10 Hz compared to 100 Hz. Thus, implementing a SLM in an adaptive optics type
system might be fast enough to correct for the aberrations.

Our experimental setup, see Fig. 2-(a), for investigating QKD consists of a heralded single
photon source (for more details see Experimental Setup in Methods), Alice’s state preparation
setup, Bob’s measurement setup, and a 3 m-outdoor underwater link. In the near-infrared region,
light is strongly absorbed by water; ideally, it is desirable to produce signal photons with a Ay in
the blue-green window (x400-600 nm) which experiences the least amount of absorption. In the
heralded single-photon source, the signal (15 = 710 nm) and idler (4; = 940 nm) photons are
generated by spontaneous parametric downconvesion, and are coupled to single-mode optical
fibres (SMOF) in order to filter their transverse spatial modes to the fundamental Gaussian mode.
A coincidence rate of 432 kHz, within a coincidence time window of 5 ns, is measured after
the SMOFs at the source. The idler photon is sent through a fibre delay line to Bob, acting as
the heralding photon, and the signal photon is sent to Alice’s generation apparatus. In order
to eliminate the distortions that an air-water interface would introduce to the wavefront of the
transmitted and recieved photons, we use periscopes to guide the photons into/out of glass tanks
that are partially immersed in the water on either end of the link. The advantage of using such a
configuration is that the photons pass through first a flat air-glass then a glass-water interface,
and vice versa, without significant alterations to their w avefronts. For the quantum cryptographic
tests, Alice prepares the signal photon into an OAM state using a SLM, then sends it across the
underwater link. Bob uses a SLM and SMOF to project the received signal photons onto a given
OAM state and records a coincidence event between the result and the heralding photon at a
coincidence box [33].

We perform a cross-talk measurement of several OAM states ranging from -3 to 3, i.e.
{1€) ;¢ =-3,-2,-1,0,1,2,3}, see Fig. 2-(b), where |{) represents the quantum state with helical
wavefront of exp(if¢). The cross-talk measurements are a good indicator of the level of errors
(QBER) that one could expect in a QKD protocol. Practical implementations are seen to
dictate the optimal dimensionality of the qudits used in a specific high-dimensional quantum
cryptographic scheme. The OAM mode that experiences the least amount of cross-talk is the
fundamental Gaussian mode (£ = 0), with a cross-talk of < 15% with its neighbouring modes
(¢ = £1). This cross-talk could lead to sufficiently low QBER to securely transmit information,
given a small OAM encryption subspace. As we go to larger OAM values, the modes suffer
larger cross-talk, which makes the extension to higher-dimensions challenging. Explicitly, the
effect of turbulence on a QKD protocol is twofold: it introduces errors and losses. Loss in the
underwater channel can be attributed to absorption from the water, but also from the turbulence.
An approximate absorption coefficient at 710 nm was measured in the lab to be 1.2 m™!, which is
on the same order of magnitude of tabulated values [34]. This corresponds to approximately
3% transmission after 3 m of underwater propagation. On the other hand, turbulence can also
cause loss by beam wandering and distortion effects, characterized by the Zernike coefficients in
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Fig. 1-(a), wherein the photons are shifted or stretched outside of the collection area of Bob’s
optics. Most QKD protocols are robust against losses at the cost of a reduced key rate. However,
the effect of errors is more critical since the protocol must be aborted if the error level exceeds a
set threshold.
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Fig. 3. Probability-of-detection matrices for d=2 BB84 and Six-states protocols, and
the channel process matrix. (a) Theoretical and experimentally measured probability-of-
detection matrices for BB84 (left column) and Six-states (right column) protocols in d = 2.
We measured QBERSs of O = 6.57% and Q = 6.35 %, respectively, for these two protocols,
corresponding to secret key rates of R = 0.301 and R = 0.395. (b) The six-state protocol is a
tomographic protocol and can be used to reconstruct the process tomography matrix; the real
and imaginary parts of the theoretical matrix are shown in the top row. The experimentally
measured process matrix is shown in the bottom row with a process fidelity of # = 0.905.

3. Discussion

As a first test of our underwater QKD link, we perform a 2-dimensional BB84 protocol. Alice
uses the OAM subspace consisting of £ = +1 to encode the information. In the BB84 protocol,
two mutually unbiased bases (MUBs) are required for Alice and Bob to encode and measure the
states of the photons. The first MUB here is given by the logical basis, [y)' € {|—1),|+1)}, and
the second MUB is given by |@)' € {|+),|-)}, where |+) = (]-1) +|+1))/V2. The experimental
probability-of-detection matrix is shown in Fig. 3-(a) (left column) along with its theoretical
counterpart. The secret key rate per sifted photon, R, may be calculated using the following
formula, R(Q) = 1 — 2h(Q), where Q is the QBER and /(-) is the Shannon entropy. From the
probability-of-detection matrix, a QBER of Q = 6.57 % is calculated, which is below the error
threshold of Qﬁgeshol 4 = 11% for the 2-dimensional BB84 protocol, corresponding to a positive
secret key rate of R = 0.301 bits per sifted photon.

An extension of the BB84 protocol in dimension d = 2 is achieved by considering a third
MUB, i.e. |} € {|+i),|—i)}, where |+i) = (|-1) +i|+1))/V2. This protocol, also known as
the Six-states protocol [35], can tolerate slightly larger error thresholds of around Q = 12.6 %.
The probability-of-detection matrix is shown in Fig. 3-(a) (right column), where a QBER of
0 = 6.35 % is measured resulting in a secret key rate of R = 0.395 bits per sifted photon.
However, when considering sifting, the six-states protocol suffers from a lower sifting rate, i.e.
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Fig. 4. High-dimensional probability-of-detection matrices. Theoretical (top row) and
experimentally measured (bottom row) probability-of-detection matrices for BB84 protocols
ind = 3and d = 4. We measured QBER of 03P = 11.73% and 0*P = 29.77%, respectively.
The QBER in d = 3 is below the tolerable error threshold, allowing for the establishment
of a secret key rate of R3P = 0.307 bits per sifted photon. However, the QBER in d = 4

exceeds the threshold of thgeshol q= 18.9%.
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1/3, in comparison to the BB84 protocol, which has a sifting rate of 1/2. Nevertheless, the
six-states protocol is a tomographic protocol: the measurements by Alice and Bob can be used
to fully characterize the quantum channel and reconstruct the process matrix of the link via
quantum process tomography. Let the channel be characterized by a process &, which relates the
input and output states in the following manner, goy = € (Oin). The process may be described by
the process matrix Y, where € (0) = X Xmn Om P &, and 6, are the Pauli matrices. The
reconstructed process matrix, Yexp, along with the theoretical ideal process matrix, yu, is shown
in Fig. 3-(b). A process fidelity of ¥ = 0.905 is measured from the process matrix, where the
process fidelity is defined as ¥ = Tr [ Xexp * th] JTr [ xw - Xl

The versatility of our experimental configuration allows us to test different types of QKD
protocols in our underwater link. As a next step, we perform a high-dimensional quantum
cryptographic scheme. The standard BB84 protocol is naturally extended using high-dimensional
states, where two d-dimensional bases are employed. The first MUB is given by the logical
basis, |¢)" € {|i) ;1 =1,2,...,d}, and the second MUB is given by the discrete Fourier transform
l)! € {% Zf;ol wg [/}, where wg = exp(i2r/d). We perform the 3- and 4-dimensional BB84
protocol using the OAM modes with £ = 0, +1 and ¢ = +1, +£2, respectively, in our underwater
link. The results are shown in Fig. 4, where QBERs of Q3P = 11.73% and Q*P = 29.77%
were measured for the case of d = 3 and d = 4, respectively. For the 3-dimensional BB84
Q2 1 a = 15.95%), a secret key rate of R*® = 0.307 bits per sifted photon was obtained,
which is slightly larger than the 2-dimensional BB84 secret key rate. For the 4-dimensional
case, the QBER is above the error threshold, i.e. Q*P = 18.93%, meaning no secret key can

threshold —
distributed across the turbulent underwater link with a 4-dimensional BB84 protocol with twisted
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Fig. 5. Image of outdoor underwater link in an in-ground swimming pool. The single
photon source, on the sender’s side, is enclosed within a black box. The sender’s setup is
mounted on an optical breadboard and consists of a microscope objective stage, a spatial
light modular, mirrors and a periscope which brings the beam in an air-filled aquarium that is
half-way under the water. In order to stabilize the aquariums, they are secured to a ladder that
is placed above the underwater link, but is not in direct contact with the optical breadboards.
The idler photon is sent from the sender to the receiver through a single mode fiber that is
mounted along the ladder. The receiver’s setup is mounted on an optical breadboard and
also consists of a periscope, mirrors, a spatial light modular and a microscope objective.
Red lines were added to outline the beam’s path.
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photons. These errors originate from the aberrations induced by the underwater turbulence,
introducing more cross-talk between higher OAM states. As mentioned previously, the frequency
of the turbulence was on the order of tens of Hertz, which opens up the possibility to implement
an adaptive optics system using the implemented SLMs on Alice’s or Bob’s side for correcting
the aberrations. This procedure would provide a means for reducing the QBER below the error
thresholds in higher-dimensions.

In summary, we have characterized the predominant turbulence effects in our underwater
quantum channel to be astigmatism, outlining a notable difference between an air free-space and
an underwater link. We have performed and compared different QKD protocols through this
underwater link using twisted photons. For a short distance, i.e. 3 m, we were able to successfully
achieve a positive secret key rate using a 2- and 3-dimensional BB84 protocol.

Appendix-A

Turbulence Characterization: A characterization of the level of turbulence in our underwater
channel is done by sending a Gaussian laser beam, at a wavelength of 635 nm, over our 3 m
underwater link, see Fig. 5. Short exposure images (0.07 ms) of the beam at the output of the link
are recorded using a CCD camera. The water turbulence is characterized using a single phase
screen approximation, i.e. we assumed the effect of turbulence can be described as a varying
phase screen at the input of the link followed by uniform propagation. Assuming a Gaussian
input beam, we use the intensity images recorded at the output of the link to reconstruct the
phase of the input beam. The reconstructed input phase profile corresponds to the input single
phase screen that models the turbulence of the channel. In order to obtain the phase of the
output beam, we perform the Gerchberg-Saxton algorithm (GSA), a phase retrieval algorithm
using fast Fourier transforms [30]. The obtained phase profile, ®(r, ¢), is then decomposed
in terms of Zernike polynomials, which forms a set of orthonormal polynomials on the unit
disk, @(r, ) = X a; Z;(r, ¢) as defined in the main text. Explicitly, the Zernike polynomials are
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Fig. 6. Characterization of underwater turbulence. (a) Experimentally obtained coefficients
for an input gaussian (¢ = 0) mode. Inset i, shows an example of a distorted gaussian beam
profile at the output of the channel. The Zernike decomposition was carried over a disk with
aradius of 2.1 mm, which corresponds to 2w, where wy = 1.05 mm is the beam size at the
input of the channel. (b) Experimentally obtained coefficients for an input orbital angular
momentum beam (¢ = 1). Inset ii, shows an example of a distorted donut beam profile at
the output of the channel. The Zernike decomposition was carried over a disk with a radius
of 2.97 mm, which corresponds to 4w0/\/§, where wo/\/i = 0.74 mm corresponds to the
radius of maximum intensity of the donut beam at the input of the channel.
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written in terms of the radial polynomial R)(r) [31],

Zevenj (i) = Vn+1 R;”(r)\/z cos(me), m #0, )
Zoddj (@) = Vn+1R™r)V2sin(me), m#0, 3)
Zi(r,¢) = Vn+1RAr), m=0. )

The GSA and Zernike polynomial decomposition is subsequently carried over all 143 images
recorded at the output of the link. An example of experimentally obtained coefficients for £ = 0
and £ = 1 modes are shown in Fig. 6.

Appendix-B

In the heralded single photon source, a 405 nm diode laser (200 mW) pumps a periodically-poled
potassium titanyl phosphate (ppKTP) crystal to produce single photon pairs via spontaneous
parametric downconversion. A non-degenerate set of wavelengths is chosen to produce signal
photons at 4, = 710 nm, with corresponding idler photons at 4; = 943 nm, see Fig.7. We note
that the wavelength of the signal photon could be adjusted to lie in the desired blue-green window
with a different crystal along with commercially available single photon detectors which work
at the IR. The signal and idler photons are coupled to single-mode optical fibres (SMOF) in
order to filter their transverse spatial modes to the fundamental Gaussian mode. A coincidence
rate of 432 kHz, within a coincidence time window of 5 ns, is measured after the SMOFs at the
source. The corresponding single photon count rates for the signal and idler photons are given by
5 MHz and 1.5 MHz, respectively. The idler photon is sent through a fibre delay line to Bob,
acting as the heralding photon, and the signal photon is sent to Alice’s generation apparatus. The

'l ol 1%

; | AT - NPLY

Single photon
source

Fig. 7. Sender and receiver setup of the outdoor underwater link. (a) Close-up of the single
photon source and the sender’s setup. The blue line represents the pump beam and the red
lines represent the signal and idler beams. (b) Close up of the receiver’s aquarium, periscope
and setup.
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experiment was carried out during the night under the following weather conditions: temperature,
relative humidity, wind speed and atmospheric pressure were measured as 17°C, 91%, 2 km/h
and 100.79 kPa, respectively. The depth of the pool is 1.1 m and the beam was situated at 12 cm
under the surface. The pH, Phosphate concentration, and water hardness were measured as 6.9,
318 ppb and 331 ppm, respectively.
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5.1 Quantum key distribution protocols

In the previous chapters, we have investigated several important components of a
high-dimensional QKD system and performed proof-of-principle experimental demon-
strations of such systems in a free-space and underwater link. In all cases, we use the
standard QKD protocol, namely BB84 generalized to higher dimensions. However,
there are many options when it comes to choosing a QKD protocol, with all of them
having their own advantages and inconveniences. Moreover, an advantage of using a
larger encoding alphabet in high-dimensional QKD is the new possibilities to design
new types of QKD protocols inaccessible with qubits.

Not long after the BB84 protocol was introduced [10], several QKD protocols
using qubits were proposed. In 1991, Ekert independently proposed a quantum cryp-
tographic protocol based on entanglement, known as the E91 protocol [7]. Such a
protocol is now known as an entanglement-based protocol, whereas the BB84 is re-
ferred to as a prepared-and-measure protocol. Nevertheless, both types of protocols
are completely equivalent using the source-replacement scheme. Moreover, it is often
convenient to recast a prepare-and-measure protocol into its entanglement-based ver-
sion for simplicity in the security proof [116]. One year later in 1992, Bennett showed
that security can be achieved with only two non-orthogonal quantum states, e.g. |H)
and | D), in his protocol now known as the B92 protocol [117]. Although important for
our understanding of quantum cryptography, the B92 protocol suffered practicality
due to its low tolerance to losses. This can be understood by considering a probabilis-
tic cloning machine [1 18], where perfect clones may be created non-deterministically
for linearly-independent quantum states such as {|H),|D)}. Hence, an eavesdropper
can send the perfect clones to Bob when the probabilistic cloning was successful, and
discard the other photons. Thus, Alice and Bob must also monitor losses in addition
to errors in order to detect the eavesdropper, which leaves the B92 protocol quite
impractical. Since the set {|H),|V),|A),|D)} is not linearly-independent, the BB84

protocol does not require monitoring losses for eavesdropping purposes.

5.2 Tomographic protocols

In 1998, Brufl proposed an extension of the BB84 protocol, known as the siz-states
protocol [119], where all 3 MUB are used to encode information on the photons. In

particular, the six-states protocol yields a channel characterization that is tomograph-
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ically complete, as described in chapter 3. In this case, the effect of the eavesdropper
is fully characterized, and a larger error rate can be tolerated. A few years later,
the high-dimensional version of the six-states protocol was also proposed and an-
alyzed [22], where (d + 1) MUB are considered for dimensions that are powers of
prime numbers. Nevertheless, MUBs are also known to be overcomplete, meaning a
more efficient tomographically complete QKD protocol could exist. For instance, it
is the symmetric informationally complete (SIC) positive operator-valued measures
(POVMs) that achieve optimal QST, or equivalently QPT. Hence, a protocol known
as the Singapore protocol [120] uses SIC POVMs and achieves a mutual information
value that is higher than that of the six-states protocol. Moreover, it is believed that
SIC POVMs exist for all dimensions including those that are not powers of prime

numbers, allowing for tomographic QKD protocols in arbitrary dimensions.

5.3 Practical quantum key distribution

The first QKD protocols, i.e. BB84, E91 and B92, demonstrated the elegance and
simplicity of quantum cryptography using highly symmetric schemes. Nevertheless,
as the number of experimental demonstrations grows, new types of QKD protocols are
required, namely practical QKD. In practical QKD, protocols based on pure formal el-
egance are not considered anymore. Rather, more complicated protocols are required
to take into account real effects in implementations. A great example of such a prac-
tical QKD protocol is the SARG04 protocol introduced in 2004 by Scarani, Acin,
Ribordy, and Gisin [121]. Surprisingly, a slight modification in the encoding scheme,
i.e. the bits are encoded in the bases rather than in the states for the case of BB84,
led to an increase in robustness to photon number splitting attacks [122]. Therefore,
SARGO04 was particularly designed for QKD implementations using attenuated laser
sources. Not long after, a protocol known as the decoy state protocol [123], where
different intensities are used, showed that attenuated laser sources and heralded single
photon source can be as secure. Moreover, the decoy state protocol can be used with

any other protocols since it only deals with the intensity of Alice’s laser source.

5.4 Distributed-phase-reference protocols

An important class of practical QKD protocol that was inspired by actual experi-

mental implementations is known as distributed-phase-reference protocols (DPR). In
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particular, DPR protocols involve a train of weak coherent pulses where the infor-
mation is essentially encoded in the relative phase of the pulses in the overall train
of pulses. The advantage of DPR protocols resides in the fact that the generation
of such states can be realized straightforwardly using a continuous-wave laser with a
sequence of amplitude and phase modulators. Thus, relatively high secret key rate
can be achieved through relatively long distances in fibres. The first proposal of
such protocol is known as the differential phase shift (DPS) protocol [124]. In this
protocol, Alice prepares a single photon in a superposition of three time-bins where
the information is randomly encoded in the relative phase of the time-bins. Upon
receiving Alice’s sent photon, Bob feed’s it through an unbalanced Mach-Zehnder
interferometer, where the difference in path length of both arms of the interferometer
is given by the time delay between successive time-bins. By measuring the time-of-
arrival of the input photon as well as the output port from which the photon exits the
interferometer, Bob determines the relative phase between two of the successive time-
bins. Interestingly, the DPS protocol can be regarded as a high-dimensional (d = 3)
protocol. Nevertheless, only one bit of secret key per photon is shared between Alice
and Bob. Thus, the advantage of high-dimensional encoding is not used towards a
larger information capacity. Rather, the high-dimensional protocol results in a larger
key creation efficiency, i.e. 2/3, where for the case of BB84 it is given by 1/2 because
of sifting, i.e. basis reconciliation between Alice and Bob. Not long after, another
DPR protocol known as the coherent one way (COW) protocol [125] was introduced,

where a simple experimental implementation resulted in a high key rate generation.

5.4.1 Round-robin differential phase shift protocol

Recently, new high-dimensional DPR protocols were proposed with new functionali-
ties. In 2014, a protocol known as the round-robin differential phase shift (RRDPS)
protocol was proposed, where for the first time the amount of information leaked to
an eavesdropper is bound regardless of the disturbances in the channel. For instance,
in the BB84 protocol, Alice and Bob must first monitor the signal disturbance in
the channel using the error rate to estimate the amount of information leaked to the
eavesdropper. Only after this step can they perform the proper amount of privacy
amplification. Interestingly, the RRDPS protocol is also a high-dimensional protocol,
where, as in the case of the original DPS protocol, only one bit of information is dis-
tributed per photon. In particular, Alice prepares a single photon in a superposition

of L pulses, where the information is encoded in the relative phase of each pulse in
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the superposition. Bob’s detection apparatus is similar to that of the DPR protocol,
with the exception that the time delay introduced by the unbalanced interferometer
is randomly varied for each detection event. The advantage of high-dimensional en-
coding here is used towards removing the requirement of monitor signal disturbance.
Furthermore, as the dimension of the protocol, i.e. the number of pulses for a single
photon state, is increased, the amount of information leaked to the eavesdropper de-
creases. Since its proposal, several experimental demonstrations have been reported
for dimensions of 5 [120], 65 [127], and 128 [128] using an active configuration, and
for a dimension even up to 10° [129] using a passive configuration. In this chapter,
we present a proof-of-principle experiment investigating the RRDPS protocol using
superpositions of OAM modes instead of time-bins [97]. By doing so, we find that
all of the generation and detection apparatuses can be replaced by a single phase

element, respectively, allowing us to perform the protocol in dimensions ranging from

3 to 64, which is a record for OAM-based QKD.

5.4.2 Chaul5 protocol

In an attempt to simplify the experimental implementation of the RRDPS protocol,
a new protocol known as the Chaul5 protocol [130), | was proposed. In this case,
the information is encoded in the relative phase between two time-bins picked at
random, resulting in a qubit-like qudit state of the form (|7) % |5))/v/2, for i # j, and
1,7 =0,...,d—1. A surprising result of the Chaulb protocol, is that for a small enough
dit error rate, i.e. for Bob measuring the values of ¢ and j as prepared by Alice, a bit
error rate of up to 50 % can be tolerated, which is by far the largest error threshold
for a QKD protocol. Around the same time, two experimental demonstrations of the
Chaul5 protocol have been reported [132, 98]. The first one was achieved using time-
bins, as proposed in the original theory paper, and the second used superpositions
of OAM modes. The latter is the subject of this chapter, where we have performed
the Chaulb protocol in dimensions 4 and 8, as well as compared its performances
with other high-dimensional protocols, such as the high-dimensional BB84 protocol,
the (d+ 1) MUB protocol, and the Singapore protocol. In particular, all experiments
were carried using the same experimental configuration. This allows us to determine
the advantages of different protocols for varying conditions with a given experimental

apparatus.
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Quantum key distribution (QKD) offers the possibility for two individuals to communicate a securely encrypted
message. A common technical requirement is the monitoring of signal disturbance in a QKD system to bound
the information leakage toward an unwanted eavesdropper. Recently, the round-robin differential-phase-shift
(RRDPS) protocol, which encodes bits of information in a high-dimensional state space, was proposed to
introduce an upper bound on the amount of Eve’s information based on dimensionality of prepared quantum
states and randomized measurement settings. Since its introduction, many realizations of the RRDPS protocol
were demonstrated using trains of coherent pulses (time bin encoding). Given that this realization of the protocol
requires active and random choice of many delays in a delayed Mach-Zehnder interferometer, its implementation
can be technically demanding. Here, we propose and experimentally demonstrate an implementation of the
RRDPS protocol using the photonic orbital angular momentum degree of freedom in dimensions L = 3-8, 16,
32, and 64. In particular, we show that Alice’s generation stage and Bob’s detection stage can each be reduced
to a single phase element, greatly simplifying the implementation. Our scheme offers a practical path to using

RRDPS protocol in free-space quantum channels.
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The early protocols of quantum key distribution (QKD),
such as the BB84 protocol and others [1-4], demonstrated
the power of quantum cryptography using simple and elegant
schemes. Security can be ensured by the Heisenberg uncer-
tainty principle where any eavesdropping attempt induces
noise by disturbing the quantum state of the photons. This leads
to common features of conventional QKD protocols where the
guaranteed security is given by an upper bound on information
leakage to a potential eavesdropper, Eve, based on the amount
of signal disturbance. Monitoring the signal disturbance is
performed by sacrificing a fraction of the transmitted photons.
To ensure security, it is necessary to assume the worst-case
scenario: estimated noises are the result of an adversary, Eve,
eavesdropping on the channel. It has become increasingly
evident that excessive signal monitoring in noisy quantum
channels and other technical difficulties in implementations
can become prohibitive in establishing a secure quantum com-
munication link [5]. This motivates more practical protocols
that are designed toward specific implementations, and also
provides theoretical tools for a complete security analysis of a
QKD system.

A promising avenue to increasing error tolerability in
noisy environments is the use of high-dimensional systems,
known as qudits, rather than qubits [6-8]. Additionally, high-
dimensional QKD protocols are shown to transmit more
information per carrier. A natural extension of the BB84
protocol leads to a secret key rate, in the infinite-sized-key
limit, of R = log,(d) — 2h¥(e;,), where d is the dimension,
e, is the QBER, and A@)(.) is the d-dimensional Shannon

2469-9926/2018/98(1)/010301(5)
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entropy. Another class of high-dimensional QKD protocols
are the distributed-phase-reference (DPR) schemes which,
unlike the high-dimensional BB84 protocol, encode only one
bit of information per carrier. This reduction in transmitted
information comes with the benefit of increased error tol-
erance. The original differential-phase-shift (DPS) protocol
[9] employs superpositions of high-dimensional states where
the information is encoded in the relative phase of the qu-
dits. In the differential phase Chaul5 protocol [10,11], the
information is encoded in the relative phase of a “qubitlike”
high-dimensional state [12]. The Chaul5 protocol has the
particular advantage of tolerating error rates of up to 50%. It is
also possible to achieve a DPR scheme where more than one
bit of information is transmitted [ 13]. However, monitoring the
signal disturbance is still required to ensure security in these
protocols.

Recently, a QKD scheme has been proposed in which the
amount of information leakage is bounded by Alice’s state
preparation stage and Bob’s measurement unit, and therefore
eliminates the requirement for monitoring the signal distur-
bance [14]. This scheme, known as round-robin differential-
phase-shift (RRDPS) QKD, is based on encoding a random bit
sequence of length L in the phase of a coherent L-dimensional
superposition state. After transmission through a quantum
channel accessible to Eve, Bob randomly selects the setting
of his interferometric measurement to record one classical bit
from a phase difference measurement between two modes of
the L-dimensional input state. In this Rapid Communication,
we propose and experimentally demonstrate an implemen-
tation of RRDPS QKD based on the transverse mode of
photons, in particular using the orbital angular momentum
(OAM) degree of freedom. Our proposed scheme simplifies

©2018 American Physical Society
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FIG. 1. Experimental setup: The original RRDPS scheme using the phase of time bins to encode information (depicted in the back) consisting
of multiple interferometers for generation with a phase modulator (PM), and another interferometer with a variable delay (VD) for detection.
By encoding using OAM instead, we can reduce the setups to be two phase holograms, displayed on spatial light modulators (SLMs), one for
generation and one for detection of the states. An example of Alice’s generation phase element for a state with L = 4, i.e., s, = (0, 0, 0, 0), is
shown on her SLM-A. The intensity distribution of the generated state is shown in the channel, followed by Bob’s measurement phase element
(SLM-B) with a shift of » = 1 and a detected OAM value of m = 2 for a relative phase of 0. BBO: B-barium borate type I nonlinear crystal;

IF: interference filter; KE: knife-edge mirror; D: detector.

the experimental setup for generation and detection with the
ability to flexibly implement different dimensions, which we
demonstrate for L = 3-8, along with 16, 32, and 64.

The original proposal for implementation of the RRDPS
QKD is based on state preparation in an L-pulse train single-
photon state, and phase difference measurement using a
switchable delayed interferometer with variable delays (see
Fig. 1). Several experimental demonstrations of RRDPS QKD
have used this encoding with active [16—18] or passive variable
delays [15] using time-bin state dimensions of L = 5, 65, and
128, and even up to L = 10° with the passive configuration.
The secret key rate, in the infinite-sized-key limit, is given
by R=1—hP(e,) —h[1/(L — 1)] [14] and was recently
improved to R =1 —h®(ep) — maxoc,<19[(L — Dx, 1 —
x]/(L —1) [19], where ¢[x,y] = —x log,x —y log, y +
(x +y)log,(x +y) and x is a variable to optimize over.
Although these experiments highlight the described benefits
in terms of error thresholds, they also demonstrate the ex-
pected challenges in implementing Bob’s measurement unit
that requires switchable delays and active stabilization of
delayed interferometers. Given the practical implications of
this scheme, it is desirable to explore encoding in other degrees
of freedom of photons. Here, we investigate encoding on the
OAM degree of freedom.

Photons carrying OAM are characterized by an exp(i{¢)
phase factor [20], where £ is an integer and ¢ is the transverse
azimuthal angle, giving rise to £ intertwined helical wave
fronts and a null of intensity along the propagation axis.
The OAM of photons provides an unbounded Hilbert space
[21], limited in practice by the numerical aperture of the
system. OAM has provided a simplified way of realizing
high-dimensional protocols. Only a single phase element is
required for generation—typically a hologram displayed on
a programmable spatial light modulator (SLM) [22,23]. For
detection, a second SLM and single-mode fiber (SMF) [24,25]
or OAM sorter [26,27] can be implemented to efficiently filter
the different modes. High-dimensional QKD protocols using

OAM have been successfully demonstrated in the laboratory
[28,29], studied and realized in realistic free-space conditions
[30-32], and recently implemented in an underwater quantum
channel [33]. Using these encryption techniques with OAM,
we adapt previous RRDPS QKD schemes, which use many
interferometers, to consist of two phase elements—one for
state generation by Alice, and one for state measurement
by Bob, shown in Fig. 1. In the original DPS proposal,
Alice’s generation is done by sending a single photon into
an interferometer consisting of L arms. However, for practical
considerations, a sequence of intensity modulators, phase mod-
ulators, and attenuator accomplishes the desired generation
stage of Alice using weak coherent pulses. It is Bob’s detection
stage that presents the main technical challenges. Although
using OAM modes of light is not as scalable as time bins,
their generation and detection techniques do not require active
stabilization.

Let us start with the preparation stage: Alice prepares an
input state by encoding a random bit sequence of length L in
the phases of different OAM states of a single photon,

1 )
lph) = NG > (=1e), (1)
4

where s; € {0, 1}, |£) are the OAM eigenstates that represent
a single photon carrying £/ units of OAM, analogous to the
photon’s time bin in the pulse train of the original RRDPS pro-
tocol, where 7 is the reduced Planck constant. For L even and
odd, we respectively consider ¢ € {—L/2,...,L/2;¢ # 0}
and? € {—(L —1)/2, ..., (L — 1)/2} due to mode-symmetry
reasons. Alice can generate this state with a single computer-
generated hologram displayed on her SLM. One of the main
advantages of using OAM states of photons is the inherent
stability and interference visibility of superposition states.
In spite of the fact that free-space propagation may alter
the OAM superposition state due to Gouy phases [34], this
effect is straightforward to control and compensate for. As one

010301-2
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considers larger values of L, the stability of the OAM state does
not degrade as it might in the case of an interferometric con-
figuration. However, the scalability is limited by the numerical
aperture of the system.

Alice’s photon is sent through the quantum channel and
received at Bob’s detection setup. In order to extract one
qubit of information, following the original protocol, Bob
sends the state into an interferometer and shifts one arm
by a randomly chosen amount r € {1, L — 1}. For time-bin
encoding, the shift corresponds to delaying each pulse in the
train by r T, where T is the time between pulses. This shift-type
interferometer may be achieved with OAM by inserting a
phase element in one arm of a balanced interferometer. The
phase element is given by exp(ir¢), where this has the effect
of shifting the OAM value analogously, i.e., [£) —> |€ +r).
However, such configuration does not take full advantage of
the OAM scheme. It can be seen that an interferometer with
a phase-shift element in one arm and no phase element in the
other arm is equivalent to a single phase element given by
[1 £ exp(irg)]l/ V2, where the relative phase (£) determines
the “output port” of the interferometer. The last step in the
RRDPS detection scheme is the time-resolved detection of the
interfered pulse train. This is equivalent to any OAM detection
scheme such as mode filtering [24] or OAM sorting [26].
Mode filtering is achieved using a phase element given by
exp(—im¢), which corresponds to a projection onto the state
|m), followed by coupling into a SMF. A further simplification
is done by combining the “measurement” phase element with
the “shifting-interferometer” phase element, resulting in a
phase of exp(—im¢)[1 :I:exp(irqb)]/\/z. This can be seen
as a projection onto the state |r, m) = (jm) & |m — r))/«/i,
labeled by the random shift of r and a projection onto the
state with OAM value of m, i.e., | (yL|r, m) |2. Our simplified
detection configuration corresponds to a filter-based scheme,
resulting in a lower detection efficiency. However, by replacing
the phase-flattening component with a sorter-type measure-
ment device, the presifting detection efficiency can reach
unity.

In the event of detecting a click from displaying (|m) —
Im —r))/~/2 or (Im)+ |m —r))/~/2, Bob records a 0 or
1, respectively. In order for Alice to have a shared corre-
sponding bit, Bob publicly announces the random indices
m and r. Alice obtains her sifted key bit by computing
S = 8$u D Sy, where @ corresponds to summation mod-
ulo 2. Moreover, Alice and Bob only keep the outcomes
where m < L with a sifting efficiency of 1/2, as in the case
of BB84.

Based on the proposed simplified scheme above, we
perform a proof-of-principle experimental realization of the
RRDPS protocol using OAM encoded on heralded single
photons. We pump a 3 mm S-barium borate type I nonlinear
crystal with a quasicontinuous wave UV laser at 355 nm to
produce single-photon pairs (signal and idler) at 710 nm via
spontaneous parametric down-conversion. The photons are
spatially filtered to the fundamental Gaussian mode by cou-
pling them to SMF with a measured single-photon heralding
coincidence rate of 40 kHz within a coincidence window
of 5 ns. Using a Hanbury-Brown and Twiss interferometer
in a three-detector measurement configuration, the degree of

second-order coherence of our single-photon source is given
by g®(0) = 0.015 + 0.004. Alice prepares the signal photon
into an equally weighted superposition of OAM states with a
phase-only SLM (X10468-07; Hamamatsu), where a string of
L bits is encoded in the phase (0 or ) of each OAM state
using an intensity masking technique [35]. She subsequently
distributes the photon to Bob through one meter of free-space
in the laboratory. We note that when considering all 2% possible
bit sequences, the second half of the corresponding states are
identical to the first half with an additional global phase of
. Hence, Alice randomly chooses one state out of the set

of 2L~ possible superposition states, {|y%)'}, with distinct
bit sequences. Bob projects the received state, using his own
SLM (X10468-07; Hamamatsu) and SMF, onto a particular
superposition of two OAM states from a choice of L(L — 1)/2
possibilities, i.e., {|n) = |r, m)}. The idler photon is used to
herald the presence of the signal photon for a coincidence
event after Bob’s measurement using single-photon detectors
(ID120-500-800 nm; ID Quantique) with a dark count rate
of less than 50 Hz. Due to the lossy nature of the above-
mentioned intensity masking technique, the transmission of
our experimental setup considering SLMs and coupling to
SMF is approximately given by 5%.

The experiment is performed, under identical laboratory
conditions, for values of L ranging from 3 to 8, 16, 32, and
64; the results for 3-8 are shown in Fig. 2. The measured
probability-of-detection matrices shown represent the likeli-
hood that Bob detects a click following the projection of
the incoming photon’s state onto |) = (jm) + |m — r))/v/2.
Figure 2 also shows the experimentally extracted QBER
with respect to dimension (L). Both the original [14] and
improved [19] theoretical QBER thresholds of the RRDPS
protocol security analyses are also shown along with the
experimental QBER. For small dimensions, i.e., L = 3-5, the
QBER exceeds the original error thresholds. In particular,
for the case of L = 3, the original protocol cannot generate
secret key bits. However, the improved theoretical bounds
show that secure communication would still be feasible in
all measured dimensions. Interestingly, above L =5, the
experimental QBERs are lower than the original thresholds,
which appears to increase faster than our systematic errors
do with dimension. The associated secret key rates, R, cal-
culated from the improved RRDPS protocol, are given in
Fig. 3 along with the theoretical secret key rates. Values
of ef=2=10.016, ef=* =0.019, ef=> =0.034, =0 =
0.039, e£=7 = 0.053, e/=8 = 0.056, e/ ='® = 0.069, ef=3? =
0.139,and e-=% = 0.315 were obtained experimentally for the
QBER. The corresponding secret key rates are RL=3 = 0.188,
RE=* =0.310, RE=> = 0.322, RA=6 = 0.358, R“=7 = 0.339,
RE=8 = 0.359, RF=1¢ = 0.440, RE=32 = 0.301, and R-=% =
0.032 bits per sifted photon, respectively.

The optimal dimension for our experimental implemen-
tation is found to be at L = 16. We may now compare our
OAM-based implementation with an established RRDPS im-
plementation based on time bins. With an overall transmission
efficiency and QBER of 5% and 0.069, respectively, our
scheme generates a secret key rate per photon that is on the
same order as those reported in [17] using time bins and
weak coherent pulses. However, in terms of secret key rate
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FIG. 2. Experimental results: Measured probability-of-detection matrices for RRDPS QKD scheme with OAM for dimensions L = 3 to
L = 8. The rows consist of the 2! states, {|y)}, that Alice generates. The columns are the L(L — 1)/2 measurements, {'(n|}, that Bob
performs to determine the relative phase between two of the OAM states. Here, we are showing the results for when the two states are in-phase,
i.e., relative phase of 0. The inset graph compares the quantum bit error rate (QBER) with increasing dimension between the theoretical original
[14] and improved RRDPS [19] error thresholds and our experimentally measured QBER.

per second, our experimental implementation is limited in
terms of repetition rate due to the restricted refresh rate of the
SLMs.

For the cases of L = 16, 32, and 64, in the interest of time, a
subset of 1500 randomly selected generation and measurement
settings is considered out of the 2°~! L(L — 1)/2 possibilities.
Interestingly, it is for the case of L = 16 that the largest
secret key rate is achieved. We see an increased error rate
(decrease in secret key rate) for higher dimensions most likely
due to the limiting numerical aperture of our system and due
to the SLM resolution. One potential way to circumvent this
issue would be to extend our scheme to include radial modes

1.0
L=3
L=4
0.8 s
L=6
0.6 L—7
A L=38
04 L=16
L =32
0.2 L =64

0.0
0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35
QBER

FIG. 3. Secret key rates: Calculated secret key rates (circles), R,
for dimensions L = 3-8, 16, 32, and 64 from the experimentally
measured QBERs with respect to the improved theoretical bounds
(solid curves). As the dimension increases, the number of transmitted
bits per sifted photon increases until we are limited by the numerical
aperture of our system for higher dimensions.

[36,37] to make use of the full transverse spatial structure,
i.e., optimize the best number of modes to fill the numerical
aperture.

Finally, another advantage of our proposed scheme is
the versatility of the experimental configuration. In the first
place, the phase elements may be achieved using various
techniques according to practical considerations, e.g., liquid-
crystal devices [22,38], digital micromirror devices [39], re-
fractive elements [40], metasurfaces [41-43], etc. However,
SLM are limited in terms of repetition rate, leaving room for
other approaches for faster spatial phase modulation of light.
Moreover, the experimental configuration of our proposed
scheme is compatible with many other prepare-and-measure
high-dimensional QKD protocols such as BB84 [1], mutually
unbiased bases—based protocols [28,44], Singapore [45], DPS
[9], and Chaul5 [10,11]. For fluctuating environmental condi-
tions, Alice and Bob may adapt by selecting the most favorable
QKD protocol. Hence, a single experimental configuration
compatible with many protocols exhibits the versatility of
QKD schemes based on OAM encoding [46]. The RRDPS
scheme is one such example where the difficulty of monitoring
signal disturbance is removed and may lead to improved
performances in noisy environments. It will be important to
see how this scheme performs in real-world conditions, in
particular where there is atmospheric turbulence.
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Quantum key distribution is on the verge
of real world applications, where perfectly
secure information can be distributed
among multiple parties. Several quantum
cryptographic protocols have been theo-
retically proposed and independently real-
ized in different experimental conditions.
Here, we develop an experimental plat-
form based on high-dimensional orbital an-
gular momentum states of single photons
that enables implementation of multiple
quantum key distribution protocols with a
single experimental apparatus. Our versa-
tile approach allows us to experimentally
survey different classes of quantum key
distribution techniques, such as the 1984
Bennett & Brassard (BB84), tomographic
protocols including the six-state and the
Singapore protocol, and to investigate, for
the first time, a recently introduced differ-
ential phase shift (Chaul5) protocol using
twisted photons. This enables us to ex-
perimentally compare the performance of
these techniques and discuss their benefits
and deficiencies in terms of noise tolerance
in different dimensions.

1 Introduction

Quantum cryptography allows for the broadcast-
ing of information between multiple parties in
a perfectly secure manner under the sole as-
sumption that the laws of quantum physics are
valid [1]. Quantum Key Distribution (QKD) [2,
3] is arguably the most well-known and studied
quantum cryptographic protocol to date. Other
examples are quantum money [4] and quantum
secret sharing [5]. In QKD schemes, two par-
ties, conventionally referred to as Alice and Bob,
exchange carriers of quantum information, typi-
cally photons, in an untrusted quantum channel.
An adversary, known as Fuve, is granted full ac-
cess to the quantum channel in order to eaves-
drop on Alice and Bob’s shared information. It is
also assumed that Eve is only limited by the laws
of physics and has access to all potential future
technologies to her advantage, including opti-
mal cloning machines [6], quantum memories [7],
quantum non-demolition measurement appara-
tus [8], and full control over the shared photons.
In particular, the presence of Eve is revealed to
Alice and Bob in the form of noises in the channel.
It is the goal of QKD to design protocols for which
secure information may be transmitted even in
the presence of noises [9]. For quantum chan-
nels with high levels of noises, it has been rec-
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ognized that high-dimensional states of photons
constitute a promising avenue for QKD schemes,
due to their potential increase in noise tolerance
with larger encrypting alphabet [10, 11]. How-
ever, this improvement comes at the cost of gen-
erating and detecting complex high-dimensional
superpositions of states, which may be a difficult
task.

Orbital angular momentum (OAM) states are
associated with helical phase fronts for which a
quantized angular momentum value of ¢h along
the photons propagation direction can be as-
cribed, where £ is an integer and h is the reduced
Planck constant [12]. Any arbitrary superposi-
tion of OAM states can be straightforwardly re-
alized by imprinting the appropriate transverse
phase and intensity profile on an optical beam,
which is typically done by displaying a hologram
onto a spatial light modulator (SLM) [13, 14, 15].
OAM-carrying photons, also known as twisted
photons, have been recognized to constitute use-
ful carriers of high-dimensional quantum states
for quantum cryptography [16, 17, 18], quan-
tum communication [19, 20, 21, 22| and quan-
tum information processing [23, 24, 25, 26, 27].
The flexibility in preparation and measurement
of twisted-photon states enables us to create and
use a single experimental setup for implement-
ing several QKD protocols that offer different
advantages, such as efficiency in secure bit rate
per photon or noise tolerance for operation over
noisy quantum channels. Here, we use OAM
states of photons to perform and compare high-
dimensional QKD protocols such as the 2-, 4-
and 8-dimensional BB84 [2], tomographic proto-
cols 28, 29, 30] using mutually unbiased bases
(MUB) [31] and Symmetric Informationally Com-
plete (SIC) Positive Operator-Valued Measures
(POVMs) [32], and, for the first time, the 4- and
8-dimensional Chaul5 protocols using twisted
photons. We finally demonstrate applications
in full characterization of the quantum channel
through quantum process tomography [33].

2 Theoretical background

Let us first start by briefly reviewing the BB84
protocol, which was introduced in 1984 by Ben-
nett and Brassard [2]. In this protocol, Alice uses

qubits to share a bit of information (0 or 1) with
Bob, while using two different MUB [31]. This

QKD protocol relies on the uncertainty principle,
since a measurement by Eve in the wrong ba-
sis will not yield any useful information for her-
self. However, this also means that half of the
time, Alice and Bob will perform their genera-
tion/detection in the wrong basis. This is known
as sifting: Alice and Bob will publicly declare
their choices of bases for every photon sent and
only when their bases match will they keep their
shared key. On average, Alice and Bob will only
use half of their bits in their shared sifted key.
Nevertheless, in the infinite key limit, the sift-
ing efficiency of several protocols, such as the
BB84 and the six-state protocol, can approach
1, by making the basis choice extremely asym-
metric [34]. In addition to sifting, Alice and
Bob’s shared key will be further reduced in size
at the final stage of the protocol when performing
error correction (EC) and privacy amplification
(PA) [9]. In the case of BB84 in dimension 2, the
number of bits of secret key established per sifted
photon, defined here as the secret key rate R, is
given by the following expression,

R=1-2h(e), (1)

where e, is the quantum bit error rate (QBER)
and h(z) := —xlogy(xz) — (1 — x)logy(1l — x) is
the Shannon entropy. From this equation, we
find that the secret key rate becomes negative
for e, > 0.11. Hence, if Alice and Bob only have
access to a quantum channel with a QBER larger
than 0.11 to perform the BB84 protocol, they
will not be able to establish a secure key regard-
less of sifting and losses. Due to this limitation,
it has been the goal of many research efforts to
come up with QKD protocols that are more error
tolerant. One of the first proposed QKD proto-
cols that was aimed at extending the 0.11-QBER
threshold, is the so-called siz-state protocol [28].
The six-state protocol is an extension of the BB84
in dimension 2, where all three MUB are used.
Indeed, it is known that in dimension 2, there
exists precisely 3 MUB. In the general case of a
d-dimensional state space, the number of MUB is
(d+ 1), given that d is a power of a prime num-
ber [31]. Moreover, it is known that there exist
at least three MUB for any dimension [31] such
that these 3 MUB can be used to increase error
thresholds in dimensions which are not a power
of a prime number [35, 36]. Of course, this has
the drawback of decreasing the efficiency of ob-
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taining sifted data from 1/2 to 1/3. Nevertheless,
by simply adding another basis to the encoding
measurement scheme, the QBER threshold now
increases to 0.126, as can be deduced from the
secret key rate of the six-state protocol [28]

R=1—h @eb) _ geb logy(3).  (2)

Another avenue to increase error tolerability in
QKD is to use high-dimensional quantum states,
also known as qudits [37]. This may be intu-
itively understood from the fact that the pres-
ence of an optimal cloning attack leads to larger
signal disturbance in higher-dimensional QKD
schemes [11, 38]. The BB84 protocol may be ex-
tended here by using qudits. The adoption of
high-dimensional quantum systems has two dis-
tinct benefits: (i) an increase of the error-free key
rate per sifted photons to a value of R = logy(d);
(ii) an increase in the maximum tolerable QBER,
i.e. the error threshold for R = 0. For the simple
case of a d-dimensional BB84 protocol, the secret
key rate is given by [39],

R = logy(d) — 2k (ey), (3)

where h¥(z) := —zlogy(z/(d — 1)) — (1 —
x)logy (1l — x) is the d-dimensional Shannon en-
tropy. Furthermore, it is also possible to extend
the siz-state protocol to higher dimensions by em-
ploying all (d + 1) MUB, assuming that d is a
power of a prime number, where the secret key
rate is given by,

d+1
d

R = logy(d)—h¥ < eb) _dji- leb logy(d+1).

(4)

This type of QKD scheme is also known as
tomographic QKD [29, 30|, where all measure-
ments, including the sifted ones, are used to per-
form quantum state tomography (QST). In par-
ticular, MUB are closely related to the problem
of quantum state tomography, where projections
over all the states of every MUB, although re-
dundant, yields a full reconstruction of the state’s
density matrix [40]. Following similar ideas, the
Singapore protocol has been proposed using SIC-
POVMs [30], as they are known to be the most
efficient measurements to perform QST. The Sin-
gapore protocol may be equivalently performed in
a prepare-and-measure or an entanglement-based
scheme, similar to the analogy between BB84

and Ekert [41], respectively. Moreover, this QKD
protocol may also be extended to higher dimen-
sions [42] with the major advantage that the SIC-
POVMs are believed to exist for all dimensions,
including those that are not powers of prime num-
bers, contrary to MUB.

Another class of QKD protocols using qu-
dits has recently been introduced, in which qu-
dits are used to encode a single bit of informa-
tion. Although, such protocols primarily benefits
from one of the advantages mentioned earlier, i.e.
an increase in the QBER threshold, they have
proven to be interesting and advantageous due to
a simplified generation and measurement of the
states. Their main drawback is the fact that at
a null QBER, the key rate per sifted photons is
never larger than R = 1. An example of such
a protocol is the Differential Phase Shift (DPS)
QKD protocol [43]. The information is encoded
by Alice in the relative phase of a superposition
of all states then sent over the quantum chan-
nel. Bob may then measure the relative phase by
detection of the different phases using an interfer-
ometric apparatus. In particular, the advantage
of the 3-dimensional DPS scheme is in the higher
sifting efficiency in comparison to BB84 in the
finite key limit. An extension of the DPS pro-
tocol is the Round-Robin Differential Phase Shift
(RRDPS) protocol [44] where Bob’s interferomet-
ric apparatus is slightly modified. This modifica-
tion results in a bound on Eve’s leaked informa-
tion removing the need to monitor signal distur-
bance (QBER) for performing privacy amplifica-
tion. Nevertheless, the qudits employed in the
RRDPS QKD protocol consist of a superposition
of d states, which may pose some practical limi-
tations in experimental implementations as d be-
comes larger. However, the RRDPS scheme has
recently been demonstrated experimentally using
twisted photons [45]. The recently introduced
Chaulb protocol [46, 47| addresses this problem
as it uses “qubit-like” superpositions where only
two states of the d-dimensional space are em-
ployed. More specifically, the information is en-
coded in the relative phase of a qubit-like state
of the form |¢f§> = (i) £ |5))/v/2 with states in
a 2"-dimensional Hilbert space with n > 2. This
protocol will be explained in more details in the
discussion section.
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Figure 1: (a) Simplified experimental setup. Alice generates pairs of single photons using spontaneous parametric
downconversion in a type-l S-barium borate (BBO) crystal. The pump wavelength (355 nm) is filtered using an
interference filter (IF) and the photons are separated using a knife edge (KE) in the far-field of the crystal. The
spatial modes of the photon pairs are filtered using single mode optical fibres making the photons completely separable.
Alice imprints a state onto her signal photon using a holographic technique by means of a spatial light modulator
(SLM-A). The photon is then sent to Bob through the quantum channel. Bob measures the photon's state using a
phase flattening technique with his SLM-B followed by a single mode optical fibre. Moreover, Alice locally measures
the idler photon and sends timing information to Bob via an electric signal over the classical channel. Our experimental
configuration allows us to test different protocols by changing the holograms displayed on the SLMs using the same
experimental apparatus without intermediate adjustments. Thus, we are able to compare the different strategies
in a systematic manner. (b) States employed in the Chaul5 (NN = 4) protocol. The phase (Hue colour) is shown
modulated by the intensity profile of the beam.

3 Experimental setup of 70 %. The OAM states are produced using
a phase-only holography technique [14]. Due to
the versatility of SLMs, any OAM superposition
states of single photons may be produced, hence
covering a large possibility of QKD schemes. Al-
ice’s heralded photon is subsequently sent over
the untrusted quantum channel. Upon reception
of the photon, Bob uses his SLM-B followed by a
SMF to perform a projection over the appropri-
ate states for a given protocol. In order to do so,
Bob uses the phase-flattening technique to mea-
sure OAM states of light [48, 49]. If the incoming
photon carried the OAM mode corresponding to
Bob’s projection, the phase of the mode is flat-
tened and the photon will couple to the SMF.
This verification-type measurements can further
reduce the sifting rate, unless the protocols re-
quires only a binary measurement and ‘“no-click”
events are included. Coincidences are recorded
using single photon detectors (ID120-500-800nm,
ID Quantique) with a dark count rate of less than
50 Hz and a measured deadtime of approximately

We implement a prepare-and-measure QKD
scheme at the single-photon level using the OAM
degree of freedom of photons, see Fig. 1 (a).
The single photon pairs, namely signal and idler,
are generated by spontaneous parametric down-
conversion (SPDC) at a type I S-barium borate
(BBO) crystal. The nonlinear crystal is pumped
by a quasi-continuous wave ultraviolet laser op-
erating at a wavelength of 355 nm. The gen-
erated photon pairs are coupled to single-mode
optical fibres (SMF) in order to filter their spa-
tial modes to the fundamental mode; i.e., Gaus-
sian. Following the SMF, a coincidence rate of
30 kHz is measured within a coincidence time
window of 2 ns. The heralded signal photon is
sent onto SLM-A corresponding to Alice’s gener-
ation stage. The SLM (X10468-07, Hamamatsu)
are electronically controlled nematic liquid crys-
tal devices with 792 x 600 pixels, a refresh rate
of 60 Hz and a diffraction efficiency in excess
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400 ns. For an integration time of 10 s and a
coincidence time window of 2 ns, approximately
14,000 coincidences are recorded when both SLM-
A and SLM-B are set to the same mode. This cor-
responds to a transmission of approximately 5 %.
Finally, in order to evaluate the single photon na-
ture of the SPDC source, we build a Hanbury-
Brown and Twiss interferometer in order to mea-
sure the degree of second-order coherence g (0)
for our single photon source in a three-detector
measurement configuration. The signal photon is
sent to a beam splitter and subsequently mea-
sured at both output ports of the beam split-
ter, i.e. detectors A and B, while the idler pho-
ton is measured directly at detector C'. The ex-
perimentally determined second-order coherence
is given by ¢ (0) = (NapcNc)/(NacNpe),
where Nypc is the three-fold coincidence rate
among detectors A, B and C, N¢ is the single
count rate at detector C', Ny¢ is the coincidence
rate between detector A and C and Np¢ is the
coincidence rate between B and C. We obtained
an experimental value of ¢(2)(0) = 0.015 % 0.004,
where the experimental uncertainty is calculated
assuming Poissonian statistics. For the case of
BB84, the knowledge of the ¢(*(0) and the effi-
ciency of the source is sufficient to characterize
the effect of multiphoton events on the secret key
rate [50]. Following the analysis of [51], the secret
key rate given in Eq. 1 becomes:

€y

R=(1-A) (1—h<1_A>>—h(eb), (5)

where A = P,,/Q is the multiphoton rate,
P,, = 1— Py— P is the probability of having more
than one photon in a pulse, Q = > 72, Y, P, is
the gain, Y, is the yield of an n-photon signal
and P, is the probability of having n photons in
a pulse. The probability of creating a multipho-
ton state, Pp,, is upper bounded by ¢(®(0), i.e.
P, < 12g®(0)/2, where p is the mean photon
number in a pulse. From the experimental pa-
rameters mentioned above, we obtain a gain, a
mean photon number, and a multiphoton rate of
Q=10 p=3x10"% and A =4 x 1077, re-
spectively, which will have a negligible effect on
the secret key rate. For instance, in the case of
BB&84 in dimension 2, the secret key rate consider-
ing multiphoton events is reduced by an amount
on the order of 10~ bits per sifted photon.
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Figure 2: Results for the Chaul5 protocol. (a)-

(b) Theoretical probability-of-detection matrices for the
Chaulb protocol in dimension d = 4 and d =
8, respectively. Rows are given by states |¢fj) €

{|¢T)2>, |¢i2>, |<;5f3>7 - |¢>§74>} sent by Alice, whereas
columns corresponds to sate projections, <¢;S| by

Bob. (c)-(d) Experimentally measured probability-of-
detection matrices for the Chaul5 protocol in dimen-
sion d = 4 and d = 8. The sifted data corresponds
to the on-diagonal 2 x 2 blocks. The remaining of the
probability-of-detection matrix may be used to evaluate
the dit error rate.

4 Results and Discussion

4.1 Chaulb protocol

At first, we perform the recently introduced
Chaulb protocol, which is a qudit-based prepare-
and-measure QKD scheme, where information is
encoded in a qubit-like state of the form |¢Zij) =
(Ji) & |5))/V/2 with states in a 2"-dimensional
Hilbert space with n > 2; see [46, 47, 52]. The
protocol starts with Alice randomly selecting ¢,
Jj, and s, where {7, j} € GF(d = 2"), GF(d) be-
ing the Galois field, and s = +1. Then, Alice
prepares and sends the state (|i) + (—=1)%|7)) /v/2
over an untrusted channel to Bob. Upon recep-
tion, Bob randomly selects ¢/, j' # i’ € GF(d)
and measures the state along (|') +[5"))/v2. By
announcing (z,7) and (¢, j') through a classical
channel, Alice and Bob can establish a raw bit
sequence (key) from those events where (i,7) =
(7, 7") and by keeping a record of s.

As discussed in [47], the performance of the
scheme can be assessed through two sets of pa-
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rameters. The first is the bit error rate of the
sifted raw key (eraw). The second is the aver-
age bit error rate and the average dit error rate
associated with mismatch between preparation
and measurement basis states. The average bit
and dit error rates are estimated by averaging
probabilities of the qudit states undergoing oper-
ations of X, Z, in the insecure quantum channel,
where X, |i) = |i +u), Z,|i) = (=1)"®)]3), and
Tr(i) = i + 4% 4+ + ... +i%2; see [47] for more
details. These parameters can be extracted from
the experimental joint probability measurements.
Alice and Bob respectively prepare and measure
65) = (1) + 17))/v/2, where |i) and |j) (i # j)
are pure OAM states in a Hilbert space of dimen-
sion d = 4, 8, see Fig. 1 (b). Using the OAM,
Alice and Bob choose i,j € {¢ = —2,—1,1,2} for
d=4andije {{=-4,-3-2-11,23,4}
for d = 8, where the £ = 0 state has been omit-
ted to make the states symmetric. In Fig. 2, we
show theoretical and experimental probability-of-
detection matrices obtained from a Chaulbs QKD
protocol for the cases of d = 4 and d = 8. Af-
ter sifting, Alice and Bob are left with the on-
diagonal 2 x 2 blocks of the presented probability-
of-detection matrices.

In the case of d = 4, we obtained an average

(d=1)

bit error rate of e, = 0.778 %, and average
(d=1)

dit error rate e, = 3.79 %. This results in an
asymptotic secure key rate of R(=% = 0.8170 bit
per sifted photon. For the case of d = 8, we ob-
tained experimental values for the average bit er-
ror rate, average dit error rate and asymptotic se-
cure key rate of el()d:S) =3.11 %, egldzs) =0.82%
and R(4=8) = 0.8172, respectively. Note that the
probability of obtaining sifted data in the Chaulb
protocol is given by 2/(d? — d) compared to the
fixed sifting rate of 1/2 for the BB84 protocols
in all dimensions. As we will see in the following
sections, the Chaulb protocol does not perform
well in the low-error case compared with other
QKD protocols. Moreover, the unfavourable scal-
ing of the sifting with dimensionality greatly af-
fects the overall secure key rate (sifting included)
in the finite key limit. Hence, the advantage of
the Chaul5 scheme is in the high-error scenario.
In particular, given a small enough dit error rate,
bit error rates of up to e}*** = 50 % may be toler-
ated. In the case of OAM states of light, this does
not represent a clear advantage since bit and dit
error rates will, in general, be the result of sim-

ilar error sources, e.g. misalignment, turbulence
or optical aberration. However, for other kinds
of high-dimensional states of light, such as time-
bins, the distinction between bit and dit error
rates is less ambiguous and the Chaulb may then
be used to its full potential.

4.2 BB84 protocol

We now go on to compare the new Chaulb scheme
to established protocols. The same experimen-
tal setup is used at first to perform the BB84 (2
MUB) protocol in dimension d = 2,4 and 8. In
the BB84 protocols, the first basis is given by the
logical pure OAM basis, i.e. |¢;) € {—d/2,...d/2}
and the second basis is given by the Fourier basis
where the states are obtained from the discrete
Fourier transform, |¢;) = % Z?;é wy [¢s), with
wq = exp(i27/d). The explicit form of the other
MUB may be found elsewhere [31]. Although this
works only for prime dimensions, it can be easily
extended to composite dimensions. For the BB84
protocol, values of the QBER of egZQ =0.628 %,
ed=t = 351 % and el = 10.9 % were ob-
tained in dimension 2, 4 and 8, respectively cor-
responding to secure key rates of R¥=2 = 0.8901,
RI=% = 1.4500 and R4=8 = 1.3942. In the low-
error case, the BB84 scheme performs very well.
This is partly due to the fact that the sifting, i.e.
1/2, is independent of dimensionality in the fi-
nite key limit. Interestingly, the BB84 protocol
performs better in dimension 4 than it does in di-
mension 8. Hence, although in the error-free case,
larger dimensions result in larger secure key rates,
this is not necessarily the case in experimen-
tal implementations, due to more complex gen-
erations and detections of the high-dimensional
OAM states. The nature of the quantum chan-
nel may also dictate the optimal dimensionality
of the protocol [53].

4.3 Tomographic protocols
4.3.1 MUB-based protocol

The six-state protocol in dimension d = 2 is an
extension of the BB84 protocol where all exist-
ing MUB are considered. The protocol can be
extended to higher dimensions (powers of prime
numbers) where all (d 4+ 1) MUB are considered.
In dimension 2 and 4, we obtained a QBER of
ef=>"m=3 = 0.923 % and €}~ = 3.87 %
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Figure 3: BB84 protocol. (a)-(c) Experimentally mea-
sured probability-of-detection matrices for the BB84 pro-
tocol in dimension d = 2,4 and 8, respectively. The rows
and columns of the matrices correspond to the states
sent and measured by Alice and Bob, respectively. The
sifted data corresponds to the on-diagonal d x d blocks.

for the 3-MUB and the 5-MUB protocols, see
Fig. 4 (a) and (c), corresponding to key rates of
RI=2m=3 = (.8727 and R¥=%™=5 = 1.5316 bits
per sifted photon. In comparison to the BB84
protocol, the (d + 1)-MUB protocol has a sift-
ing efficiency of 1/(d + 1), which scales poorly
with dimensions. Nevertheless, in the infinite key
limit, the (d + 1)-MUB approach could exceed
the performance of the BB84 protocol by consid-
ering an efficient asymmetric basis choice. Fur-
thermore, this scheme only applies to dimensions
that are powers of prime numbers. However, the
(d+1)-MUB approach consists of a tomographic
protocol and in the case of large errors, it will
outperform the BB84 scheme. In practical imple-
mentations, one could consider an intermediate
scenario where the number of MUB considered is
between 2 and (d + 1) in order to optimize the
secure key rate.

4.3.2 Singapore protocol

Finally, we perform another tomographic QKD
protocol based on SIC-POVMs, known as the Sin-
gapore protocol. In particular, we use the Weyl-
Heisenberg covariant SIC-POVMs elements. Ref-
erence vectors |f) have been conjectured to exist
in arbitrary dimensions [32, 54| such that SIC-
POVMs can be obtained by considering a dis-
placement operator Djk acting on the reference
vector | f), where

d—1
A~ ik/2 Im
Djx =% 37 Wik + m) (m, (6)

m=0

and wy = e*/9  The fiducial vectors |f)
have been derived numerically and an-
alytically for different dimensions [32].
The fiducial vector is found such that

|Vjk) = {f)jk|f>, J,k = 0...d — 1} are normalized
states satisfying |(ijrltw)* = 1/(d + 1) for
j # j' and k # k. This set of d? states are
then used by Alice and Bob in the prepare-and-
measure Singapore protocol. In dimension 2, the
SIC POVMs are explicitly given by

[v0.0) = (0.888]0) + 0.325(1 —4)|1)),
lo1) = (0.325(1 — 7)|0) 4 0.888|1)),
)= ))
) = 1)

|9h1.0) = (0.888]0) — 0.325(1 —i)|1
[¥11) = (0.325(1 +4)[0) — 0.888i|

I’

).

Using the same experimental apparatus, we
perform the Singapore protocol in dimension d =
2, where a QBER of ¢, = 1.23 % was measured,
see Fig. 4 (a).

Inspired by the Singapore protocol [30] an iter-
ative key extraction method can be applied to
extract a sifted secret key surpassing the 1/3
limit of the six-state protocol. The asymptotic
efficiency of the iterative approach have been
shown to reach 0.4 which is slightly smaller than
the theoretical maximum of 0.415 under ideal
conditions [30]. Here, we use the experimen-
tal joint probability matrix to find the experi-
mental mutual information as an upper bound
for the key extraction rate. For this purpose,
we parametrize |15 (z)) vectors (as Alice’s and
Bob’s experimental preparation and measure-
ment states). We then numerically minimize a
maximum likelihood relation of the form f(x) =

St [[OA@RE @) 2~ ()| t0 find
deviations (errors) in the experimental SIC states
of Alice and Bob. These deviations can also be
interpreted as errors in the quantum channel.
The Singapore protocol relies on an anti-
correlation between Alice an Bob. In the
entanglement-based version of this protocol, this
can be achieved by sharing a singlet entangled
state. Assuming a singlet state of |[W(7)),p =
ﬁEmigfl(—l)d_ﬂde—m— 1), we can extract
the joint anti-correlated prepare-and-measure
probabilities. In dimension d = 2, this takes the
form of py; = Tr[pap(141tx-54)(1+1;-GB)], where
{1 are unit vectors denoting SIC states and ;s
are Pauli matrices. This typically deviates from
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Figure 4: Results for the (d+1)-MUB and Singapore protocols. (a) Experimentally measured probability-of-detection
matrices for the (d 4+ 1)-MUB and Singapore protocols in dimension d = 2. The rows and columns of the matrices
correspond to the states sent and measured by Alice and Bob, respectively. For the case (d + 1)-MUB protocols,
the sifted data corresponds to the on-diagonal d x d blocks. (b) Reconstructed process matrix for the six-state
(upper) and the Singapore (lower) protocols. (c) Experimentally measured probability-of-detection matrices for the

(d + 1)-MUB protocol in dimension d = 4.

the ideal case with prepare-and-measure proba-
bilities of pg; = (1 — 0x;)/12. Keep in mind that
the Singapore protocol relies on completely sym-
metric prepare-and-measure probabilities. This
symmetrization can be achieved by twirling the
calculated probability matrix leading to

4 —¢ €
o e — [ —4
Dy 15 ( ki) + 160kt (7)
where € = 0.0137. The mutual information be-

tween Alice and Bob is given by

d2
Pkl
Iap = pri log <>7 8
2 pilogs (0 (8)

k=1 !

where pj, = S py and pp = 4, pr. Our ap-
proach results in mutual information of I47? =
0.388 compared to the theoretical maximum of
0.415; surpassing the maximum attainable rate in
the six-state scheme. Moreover, protocols analo-
gous to the Singapore protocol have a poor yield
for higher-dimensional systems. The mutual in-
formation for qubit, qutrit and ququart pairs are
respectively given by 0.415, 0.170 and 0.093 bits.

4.3.3 Quantum process tomography of the QKD
channel

In this subsection we considered the two QKD
protocols that offer full tomography capabili-
ties 33, 55]. Quantum state preparation and

measurements in all possible MUB states pro-
vide an overcomplete set of results that can be
used to perform quantum process tomography on
the channel. In the Singapore protocol, the SIC
POVMs are optimal set of preparation and mea-
surements for process tomography of the chan-
nel. Both of these protocols allow one to go be-
yond a coarse-grained qubit error rate estimation
and fully characterize the quantum channel. We
use the experimental results for the six-state and
Singapore protocols to characterize the quantum
channel.

The channel can be characterized as a positive
trace-preserving map & such that pout = E(Pin)-
This can then be described by the d? x d? pro-
cess matrix, x, where £(p) = >, Xij&iﬁ&;. In
d = 2, &; are identity and Pauli matrices. This
approach can be extended to to higher dimensions
using Gell-Mann matrices as they also offer an
orthogonal basis, Tr(6;6;) = 26;;, spanning the
vector space of complex matrices. Moreover, the
trace-preserving assumption may be eliminated
while using a similar computational approach to
reconstruct the process matrix [56]. By doing so,
we may take into consideration mode-dependent
losses coming from our measurement scheme or
the quantum channel itself. Mode-dependent loss
is insignificant in our laboratory-scale quantum
channel, but may become an issue on longer dis-
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Protocol d ejnax ey’ R(0) Rexp Sifting Re*Px Sifting
Chaulb 4 50 % 0.778 % 1 0.8170 1/6 0.1362
8 50 % 3.11 % 1 0.8172 1/28 0.0292
BB&4 2 11.00 % 0.628 % 1 0.8901 1/2 — 1% 0.4451 — 0.8901
4 1893 % 3.51 % 2 1.4500 1/2-1*  0.7250 — 1.4500
8 24.70 % 10.9 % 3 1.3942 1/2-1*  0.6971 — 1.3942
MUB 2 12.62 % 0.923 % 1 0.8727 1/3 -1 0.2909 - 0.8727
4 2317 %  3.87T% 2 1.5316 1/5-1*  0.3063 — 1.5316
Singapore 2 38.93 % 1.23 % 0.4 0.374** 1 0.374**

Table 1: Quantum bit error rates and key rates are presented for various quantum key distribution protocols. Four
protocols, in various dimensions d, were investigated. The theoretical values of the error-free secret key rate, i.e.
R(0), and the maximum QBER, i.e. e;** for which R = 0, are presented for the different protocols alongside the
experimentally measured QBER, e;*", and secret key rates, R™P. Finally, the sifting rate, defined as the probability
of obtaining sifted data, is also shown for each protocols. *Depending on the size of the key, the choice of basis
can be biased to get a larger sifting efficiency than 1/2 and 1/(d+1) for BB84 and MUB, respectively [58]. In the
infinite key limit, the sifting efficiency can be made to approach 1. **Experimental rate for the Singapore protocol is
deduced based on the point that a rate of 0.4 per 0.415 value of mutual information can be achieved.

tance links [22].
Given the experimental preparation and mea-
surement results, we parametrize the process ma-

trix and minimize a maximum likelihood function
of

OE

3 [Nav/N — (3| (X; j Xij (£)6i[v0a) (thal65) [103)]?
ab 2(0| (225 5 Xij (D)8 [10a) (¥al65)|6)

)

to find the process matrix. Here Ng/N
are normalized prepare-and-measure results, and
|1a) (|10p)) are prepared states (measurement pro-
jection settings). Using numerical minimization,
we find the process matrix for both the six-
state and Singapore protocols that are depicted
in Fig. 4b. The quality of the channel may be de-
scribed using the process fidelity, which is defined
as F' = Tr [Xexp X|, where Xexp is the experimen-
tally reconstructed process matrix and x is the
ideal process matrix, i.e. X;; = 0;00;,0, Where d; ;
is the Kronecker delta. The process fidelity ob-
tained from the process tomography using MUB
and SIC-POVMs are given by Fyus = 98.7 %
and Fsic_povm = 95.8 %, respectively. Al-
though SIC-POVMs offer a more efficient tomog-
raphy of the channel, measurements of modes be-
longing to OAM MUB are of higher quality, lead-
ing to a larger process fidelity. This capability in
tomographic protocols can potentially be used to
identify attacks, and pre- or post-compensate for
non-dynamical errors in the channel [57].

5 Conclusion

Application of quantum physics in public key
cryptography first emerged in the seminal work
of Bennet and Brassard in 1984; leading to sev-
eral other protocols that benefit from different
properties of quantum states for secure quan-
tum communications. Many experimental efforts
have been dedicated to physical implementation
of these protocols using mostly polarization and
temporal degrees of freedom of photons. Despite
significant progress in experimental realization of
QKD protocols, each demonstration is practically
limited to implement a single protocol in a spe-
cific dimension. Structured light, on the other
hand, have been shown to offer flexibility in quan-
tum state preparation and measurement in a the-
oretically unbounded Hilbert space. Here, we em-
ployed the versatility offered by the OAM states
of photons to perform an experimental laboratory
survey of four classes of QKD protocols in differ-
ent dimensions. Table 1 summarizes the main
results of the several QKD schemes. This in-
cluded the Chaulb scheme (in d = 4, and 8)
based on differential phases, the BB84 protocol
in dimensions 2, 4, and 8, and tomographic pro-
tocols based on (d+1)-MUB in d = 2 (six-state),
and 4, and SIC-POVMs in d = 2. We observed
experimental secure bit rates that ranges from
0.03 to 0.72 bit per sifted photon with schemes
that have error tolerances from 11 % up to 50 %.
In particular, for the case of 2-dimensional to-
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mographic protocols, for similar noise levels, the
Singapore protocol can outperform the six-state
protocol after sifting. For higher dimensions, the
cross-talk among the different OAM modes lim-
its the performance of several protocols. For ex-
ample, the 8-dimensional BB84 fails to offer any
advantage except for higher error tolerance com-
pare to its 4-dimensional counterpart. However,
there is a clear benefit in using the 4-dimensional
BB84 rather than the 2-dimensional BB84 pro-
tocol, both in terms of key rate and noise toler-
ance given our experimental configuration. More-
over, in the case of the Chaulb scheme, the sifting
rate scales unfavourably with dimensions. Thus,
it is likely that under most conditions the 4-
dimensional Chaulb scheme will be optimal. Our
experimental setup allows one to easily switch be-
tween protocols and dimensions to benefit from
advantages of different protocols under varying
channel conditions. This included using tomo-
graphic protocols for a more elaborate character-
ization of the errors in the quantum channel.
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Chapter 6
Conclusions

In conclusion, we have carried out eight independent projects studying high-dimensional

quantum cryptography.

In chapter 2, we explored the fundamental implications of encoding larger alpha-
bets onto single photons. In particular, we experimentally demonstrated that high-
dimensional quantum cloning results in lower cloning fidelities, thus meaning that
in the context of quantum cryptography, an eavesdropper would have a harder time
obtaining information from the channel without revealing herself. In a second exper-
iment, we showed that using high-dimensional encoding schemes can greatly simplify
experimental implementations for tasks in quantum metrology, showing the wide-
reaching applications of quantum information tasks using high-dimensional quantum

states.

In chapter 3, we reviewed the different techniques available to experimentalists
to measure spatial modes of light. Moreover, we present a novel technique that al-
lows one to characterize with high mode fidelity any arbitrary spatial modes, at the
cost of a non-optimal detection efficiency. We then use this technique to experimen-
tally investigate several quantum information tasks such as quantum key distribution
and quantum state tomography. Going beyond quantum state tomography, we in-
troduce the formalism of a technique called quantum process tomography, which
allows one to fully characterize quantum processes. We then experimentally show
that quantum process tomography can be used to drastically improve secret key rates

in high-dimensional quantum key distribution.

In chapter 4, we perform out-of-the-laboratory demonstrations of quantum key

distribution in realistic conditions. In particular, we established two different types
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of quantum cryptographic links, namely an intra-city 300 m long free-space link and
an outdoor 3 m underwater link. In both cases, we use high-dimensional encod-
ing schemes based on spatial modes to establish a secure quantum link. In both
experiments, a main challenge is the effect of atmospheric and water turbulence, re-
spectively, on spatial modes. In both cases, we operated our link at conditions that
were favourable enough to successfully establish the secure links. Nevertheless, in or-
der to extend the distance of free-space and underwater links, active adaptive optics

systems will be required.

In addition to the effect of turbulence, channel losses due to absorption and scat-
tering in the atmosphere is another challenge limiting the distance of quantum links.
To circumvent this limitation, the development of quantum repeaters and quantum
satellites will be necessary. In particular, for the case of quantum repeaters, high-
dimensional quantum memories supporting multi-mode states of single photons and
high-dimensional Bell state measurement still need to be investigated experimen-
tally to employ them in a high-dimensional quantum communication channel. For
quantum satellites, the main challenge of using spatial modes in a high-dimensional
quantum channel is the fact that higher-order modes diverge more rapidly for larger
dimensions resulting in a lower detection efficiency at the receiving aperture. Nev-
ertheless, higher-dimensional time-bin states encoded in the fundamental Gaussian
spatial mode should be compatible with quantum satellites as an avenue to increase

information capacity and noise resilience in long-distance quantum communication.

Finally, in chapter 5, we explored novel high-dimensional quantum key distribution
protocols and experimentally compared them with established schemes. In particu-
lar, we performed proof-of-principle experimental demonstrations of the round-robin
differential phase shift protocol and the Chaulb protocol using OAM modes of light,
achieving a record dimension of 64 for OAM-based high-dimensional QKD demon-
strations. Our experimental platform allows one to change protocol depending on the

channel conditions in order to achieve the largest secret key rates.



APPENDICES

104



Appendix A

Supplementary materials:
High-dimensional quantum cloning
and applications to quantum

hacking

105



Science Advances

AYAAAS
advances.sciencemag.org/cgi/content/full/3/2/e1601915/DC1

Supplementary Materials for
High-dimensional quantum cloning and applications to quantum
hacking
Frédéric Bouchard, Robert Fickler, Robert W. Boyd, Ebrahim Karimi

Published 3 February 2017, Sci. Adv. 3, 1601915 (2017)
DOLI: 10.1126/sciadv.1601915

This PDF file includes:

e Supplementary Text
e fig. S1. Detailed experimental setup.
e fig. S2. Experimental cloning fidelities for every element of each
MUB in dimension 7.
e fig. S3. Projective measurements of the input and cloned Gaussian state.

107



fig. S1. Detailed experimental setup.

Cloning fidelities for various mutually unbiased bases:

In quantum information, mutually unbiased bases (MUBs) are orthogonal bases such that two elements,
[1;) and |;), belonging to different MUBs obeys the following inner product relation

RATD

An important result in quantum information is the existence of a number of MUBs for a specific
dimension. In the particular case of dimensions that are powers of prime numbers, the number of MUBs

is given by d + 1. Let us now give explicit expressions for each elements of every MUBs, |I/J(a)) where
n € [1,d] and a € [1,d + 1]. The first MUB is given by the logical basis, i.e. |1/J(1)) = |n). Further, the
elements of each MUBs with ¢ > 2 are given by the following expressions

a a+1
1 21
Wi == ew| | - DE—j+D=@=| Y m] |
j=1 m=j-2

In order to test the universality of our cloner, we perform cloning fidelity measurements for each
element of every MUBEs, see fig. S2.
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fig. S2. Experimental cloning fidelities for every element of each MUB in dimension 7. The
elements |;) corresponds to the input state that is to be cloned. Experimental data are shown for all d +
1 MUBs (I)-(VIII). In the bottom, the transverse profile of each element are shown for every MUBs.
The transverse profile is illustrated by plotting the transverse phase modulated by the intensity profile,
allowing one to visualize both the phase and intensity pattern at the same time.

High-dimensional quantum state tomography:

In order to reconstruct the density matrix of an arbitrary state, we can perform quantum state
tomography. For a given dimension d, where d is a power of a prime number, it is possible to reconstruct
the density matrix of a given state by projecting it over each d elements of every d + 1 MUBs. In our
case, this corresponds to a total of 56 projective measurements. Such projective measurements are

expressed as P,fa), where n labels the states with (n = 1, ..., d) and « labels the MUB with (a =
1,...,d + 1). These measurements are formally connected to projection operators given by 1'[1(1“) =

,S"‘)xzp,ﬁa) |. Experimentally recorded projective measurements may now be expressed in terms of their

associated projection operators, i.e. Pn(a) = Tr[ﬁ H,(la)], where Tr[. ] is the trace operator. Finally, the

reconstructed density matrix may be expressed in terms of the projective measurements

109
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5= 5 Hone g

a=1n=1

where [ is the d-dimensional identity matrix. For the case of a Gaussian state given earlier by,

[Yoauss) = N X523 5 exp[—(£/2)?] |£), one may perform sequence of projective measurements to
tomographically reconstruct its density matrix. Those projective measurements for the input and cloned
states are shown in fig. S3. Furthermore, the cloning fidelity of the cloned state can be directly
calculated by considering, F = (Ygauss|Oc1|Wcauss)- From the set of measurements presented in fig. S3,
one can readily see how a slight misalignment in one MUB can lead to larger misalignment in a different
MUB. Moreover, all 56 measurements are in some sense added up to reconstruct the density matrix,
hence leading to a degraded state fidelity, i.e. 0.80 &+ 0.03 for the cloned state.
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fig. S3. Projective measurements of the input and cloned Gaussian state. Projective measurements

P,Ea) are shown forn =1, ...,dand a = 1, ...,d + 1. The red points correspond to experimental results
and the joined blue points correspond to theoretical values.
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1. MULTIPOLES AND EXTREMAL STATES

We consider a state represented by a density matrix ¢ living in
the (25 + 1)-dimensional Hilbert space Hg of spin S. The state
multipoles can be defined in terms of the Husimi Q function as
oxy = Cx [ dn ¥ig(m) Q). 1)

2

where the normalization constant is

4r 1
CK = ’ (2)
SS
25+1 CSS,KO

and ng,KO is a Clebsch-Gordan coefficient [1].

When expressed in the Cartesian basis they appear in a very
transparent way. For example, the three dipole (¢14) and the five
quadrupole (gz;) terms can be given, respectively, as

oi = (1), Qij = Sij) ,

where (f fS d’n f(n) Q(n)/ fS d’n Q(n) and the index
i runs x y, and z. These multlpoles appear then as the standard
ones in electrostatics, but replacing the charge density by Q(n)
and distances by directions [2]. It is also clear that they are the

<3nin]- — (3)

112

Kth directional moments of the state constellation and, therefore,
these terms resolve progressively finer angular features.
We look at the cumulative distribution

M K )
AM:Z Z |QI<q| ’

K=14=-K

@

which sums polarization information up to order M (1 < M <
25). The distribution Ay can be regarded as a nonlinear func-
tional of the density matrix §. On that account, one can try to
ascertain the states that maximize A for each order M. As
with any cumulative distribution, .A)s is a monotonically non-
decreasing function of the multipole order. We shall be consid-
ering only pure states, which we expand in the Dicke basis as

[¥) = 251:75 Y. |S, m), with coefficients ¥,,, = (S, m|¥). We
easily get
a2 EA S el @
M — Sm K, m’
KS1g=k 28+ |t T "

As it has been proven in Ref. [3], spin coherent states |n) maxi-
mize Ay, for all orders M.



We concentrate on the opposite case of states minimizing A .

Obviously, the maximally mixed state

R 1 .

0= m125+1 (6)
kills all the multipoles and so indeed causes Eq. (4) to vanish
for all M, being fully unpolarized [4, 5]. Nonetheless, we are
interested in pure Mth-order unpolarized states. The strategy
we adopt is thus very simple to state: starting from a set of
unknown normalized state amplitudes in Eq. Eq. (5), which we
write as ¥y, = ay + iby (am, b € R), we try to get Ay = 0
for the highest possible M. This yields a system of polynomial
equations of degree two for a,, and b, which we solve using
Grobner bases implemented in the computer algebra system
MAGMA. In this way, we get exact algebraic expressions and we
can detect when there is no feasible solution.

The detailed list of resulting minimal states, which are the
Kings of Quantumness, can be found in [6], where the reader
can also see the associated Majorana constellations. In this paper,
we have considered the cases of S = 3,5,6 and 10: the Kings
have the following nonzero ¥,; components:

5=3 ‘I’ﬂ::F%

_ _ 1 E

S=5 ‘PiS_ﬁﬁ ¥ ¢\[5 o
S=6 | Yis=F% Yo=13

S=10| ¥iip= 3l Wis =3I ¥, = V7

Intuitively, these constellations seem to have the points as
symmetrically placed on the unit sphere as possible. We have
explored the connection with spherical t-designs [7], which are
patterns of N points on a sphere such that every polynomial of
degree at most t has the same average over the N points as over
the sphere. Thus, the N points mimic a flat distribution up to
order t, which obviously implies a fairly symmetric distribution.

For a given S, the maximal order of M for which we can
cancel out A4, does not follow a clear pattern. However, the
numerical evidence suggests that Mmax coincides with fmax in
the corresponding spherical design. Further work is needed,
however, to support this conjecture.

2. ROTATIONAL SENSITIVITY

The goal of our work is the estimation of a rotation R(w,u) of
angle w around an axis u of spherical angles (0, ®); i.e.,

()

which is generated precisely by S - u. Our measurement was a
projection onto the original state; i.e.,, P = [¥)(¥|. The sensitiv-
ity of the state |¥) to this measurement can be retrieved from a
simple error propagation [8]

R(w,u) = exp(—iw$ -u),

AP
|0(P) /0w

where the variance is AP = [(P2) — (P)2]1/2, Note that for
projective measurements, we have the simplification AP
[(P) — (P)?]1/2, and so the knowledge of (P) is enough to assess
Aw.

We consider only small rotations, which means that the angle
w is small enough to expand R(w,u) up to second order. Ob-
viously, (P) = |(¥|R[¥)|? and then, after a direct computation,
we get

Aw

, 0]

(P) = 1—iw (8) - u—1a?((S-u)?) 2 (10)
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The last term is a little messy, but can be evaluated; the result
reads (after expanding up to w? and using spherical coordinates)

N 1
<PKings> 1- 5(025(5—!—1),
(11)
N 1
(Pnyoon) = 1-— szs <sin2 O + 25 cos? @) . (12

From here we can finally get the sensitivity

Kings 2 S(S T 1) ’
(13)

1 1
AwNoOON , (14)

V2 /252 c0s2© + Ssin2 ©
as quoted in the Letter.

3. NOON STATES ROTATION

We experimentally generate our states using the OAM of single
photons. In consequence, the index m in the Dicke basis is
identified with the OAM eigenvalue ¢ of a single photon along its
propagation direction. In this representation, only the azimuthal
modes; i.e., exp(il¢), are relevant. In general, there exist many
families of optical modes carrying OAM. Here, we choose the
Laguerre-Gauss basis LGy ;. As the radial profile is irrelevant to
the experimental realization of the Kings states using OAM, for
the sake of simplicity, we set the radial index to its fundamental
value;ie., p =0.

The energy of modes with different azimuthal mode index ¢
varies slightly with the absolute value of the index. Thus a trans-
formation of a state with predominant contribution of modes
with large || to one with a predominant contribution of modes
with vanishing ¢ will result in a red-shift due to the rotational
Doppler effect. However, for two reasons this effect will be
miniscule. The firstis that the wave-vector along the axis of
propagation is much larger than the azimuthal wave vector. Sec-
ondly, the King state per definition comprises of points spread
rather evenly on the Bloch sphere, thus involving modes with

both small and large |¢|. After a transformation, the ]iloints will
still be rather evenly spread over the Bloch sphere (the constel-

lation rotates rigidly), so while some of the constituent modes
will get red-shifted, other will be blue-shifted. This will further
act to hide any rotational Doppler shift.

In Fig. 1, we experimentally confirm the superiority of the
Kings over the NOON states. For this purpose, we have used the
case of S = 3,6 and 10, as well. To compare the performances of
the NOON states with that of the Kings, we perform the same set
of projective measurements by rotating the NOON states over
the same axes discussed in previously for the Kings. However,
due to their lack of rotation sensitivity, the NOON states are
studied under a full rotation of 7t. As it was expected, the NOON
states possess the largest sensitivity to rotation for a single axis
(z), thus overcoming the Kings for this case. Nonetheless, it is
clearly evident that the Kings are distinctly superior with respect
to any other rotation axes.

4. TOMOGRAPHIC RECONSTRUCTION

To verify the generated states two different sets of projections
were utilized: (i) projections onto coherent states and (ii) pro-
jections onto rotated Kings with the axes of rotations defined



w (rad)

Fig. 1. Kings superiority over NOON states. Experimental results of projecting NOON states corresponding to S = 3,6 and 10 onto
themselves after a rotation along the various axes sketched in Fig. 3 of the main text. In the first row, the NOON states are rotated
around their optimal z axis. For a comparison of the NOON versus the Kings, we show rotations of the NOON states along the axes
of rotation defined by the Majorana points (second row) and the normal to the facets (third row) of the constellations of the Kings
with corresponding S . The axes are presented graphically along with the associated constellations on the top-right corner of each
plot. The coloured region (red for Majorana points rotations and blue for facets rotation) shows the region for which the Kings are

mapped back onto themselves, as shown in Fig. 3 of the main text.

by the Majorana points. Such a D-dimensional channel can be
described by an overcomplete positive operator-valued mea-
surement (POVM) ﬁj > 0,j =1,...,D. The probabilities p;
of observed relative frequencies f;, as given by the Born rule
pj = Tr(@ﬁj) can be inverted by maximizing the Fermi extended
likelihood [9]

D p;
L= Z filog | =—— (15)
]

Z]'/ p]/

to yield the Kings estimates. This amounts to solving the ex-
tremal equation

Ro = Go, (16)
where we have defined
o fi - A ijj N
R = ——1I1, G= 1L az)
= pio)" Y pi(e) ; !

This can be solved in an iterative way
é(k-‘rl) _ G—lR@(k)RG—I’ (18)

starting from the (25 + 1)-dimensional maximally mixed state
(6). A few thousand of iterations are typically needed to observe
a convergence to the stationary point of the map Eq. (16).

In the experiment, several hundred of projections were
recorded for each King and the fidelities of the estimated states
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with respect to the target states were found to be close to or in
excess of 90% in all cases. See Table 1 for details.

The conventional description of the quantum world involves
a key mathematical object—the quantum state—that conveys
complete information about the system under study: once it
is known, the probabilities of the outcomes of any measure-
ment can be predicted. This statistical description entails many
counterintuitive effects that have prompted several notions of
quantumness, yet no single one captures the whole breadth of
the physics.

s | dim | D | fidelity

3 7 288 0.94
5 11 572 0.87
6 13 544 091
10 | 21 | 1054 0.93

Table 1. Measurement sizes D and resulting fidelities obtained
with quantum state tomography of experimentally generated
King states.
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1. MUTUALLY UNBIASED BASIS (IH,¢),|H,—¢),|V, £),|V, —£)}, and the two sets of MUBs {|y)'} and
j . .
Given a set of bases «y, ..., @, of dimension d, they are said to be mu- {le}’} were generated by the following matrices,
tually unbiased with respect to one another if they satisfy the following
condition, 1000
. 0 1 0 O
. , Siv Vi=1i ) ) Mzk —
Vil ap) |2—{%l“ Vier i€f{0,1,..n}, je(1,2,.,d). 0 o0 1 ol

(S1) 00 0 1
For dimensions where d is a power of a prime, d + 1 mutually unbiased
bases (MUBs) can be found. For 2-dimensional quantum key distri- 1 i 1 =i
bution (QKD) protocols, photons can be encoded using polarization . .
and orbital angular momentum (OAM). We represent states of light Mi* 1 1 Po-b , (S3)
that have a particular polarization and OAM value using a compound ! 21 1 i i

ket notation. In this way, if a photon has a certain polarization I'T and
carries ¢ units of OAM, it is written as |I1, £).

The two MUBs of dimension 2 are given by, ) ) ) "
such that [¢)" = M [k} and |g)/ = MJ" |k). This results in the

i 1 following states:
{l = {— L,=0)+IR,+0)), —= (IL, =) = IR, +¢ } &
)} \/i(l Y+ )) \/-(I > )) i
i 1 (L0 1R, +0) (L=t~ 1R 4) Yy = A{lH +0,[H =),V +€> |V,-O}, (S4)
&Y = {— ,—0) +i|R,+ ,— —i|R,+ } )
2 V2 oY) = { (L0 + IR.~)), —= (IL. &)~ IR.~£)).
s2) ‘f
In dimension 4, the natural basis is  |k) € 7(”’ —O+IR.0)). @“1" _{))_lR’{))}' (S5)
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:
Theory Experimental waveplate angles are given in (S8).
1
I - state | HWP
& ~ [
a — —— |é«>1 Oo
A 2
I I 19} +45° (S8)
= = o | 422.5°
ey e el el 1 | —22.5°
o~ -~ The MUBs in dimension 4, {||,[/)i} and {|‘p>«i } are generated by sand-
= = wiching a g-plate between either HWPs or QWPs. If photons pass left
o to right through the following optical elements, the waveplate angles
~ -~ -~ that Alice uses to generate {|y)'} are given in the (S9), and {|¢)’} in
s s (S10).
{{w]} {4a]} )y {1} 0 state | QWP before QP | QWP after QP
1 _ 480 _4A&°
Fig. S1. Visualization of MUBs in d=2 and d=4 Theoretical ¥ 45 45
probability-of-detection matrices (left column) for dimensions 2 |l//)2 +45° +45° (S9)
and 4 using Eq. (S2) and Egs. (S4-S5) by applying Eq. (S1). The 3 45° 45°
probability-of-detection matrices as measured in the laboratory (right v ~ +
column) give bit error rates of 0.83% and 1.83% in dimensions 2 |l//)4 +45° —45°
(¢ = 2) and 4 (¢ = 2), respectively.
state | HWP before QP | HWP after QP
, . , o' 0° 0°
Figure S1 shows a visual representation of the 2D (top row) and
4D (bottom row) MUBs using Eq. (S1), comparing the theoretical )2 +45° 0° (510)
probability-of-detection matrix to the experimental one as measured in 03 0° B
the laboratory, i.e. without the intra-city link. The quantum bit error id
rate is calculated as one minus the average of the on-diagonal elements. lp)* +45° -

The calculated quantum bit error rates from the experimentally mea-
sured matrices are 0.83% and 1.83% in dimensions 2 (£ = 2) and 4
(¢ = 2), respectively.

2. GENERATION OF IMPLEMENTED MUBS IN D 2

AND 4

In order to create structured photons possessing both polarization and
OAM, we utilize patterned liquid crystal devices known as g-plates.
Q-plates coherently couple spin (i.e. polarization) to orbital angular
momentum such that £ = +2¢, where ¢ is the topological charge of the
liquid crystal distribution. The action of a g-plate is as follows:

q—plate

IL,0) R, +2q), (S6)

q—plate S7)

IR, 0) IL, =2q).

Since g-plates are linear devices, a photon in a superposition of |L, 0)
and |R, 0) will be mapped to a state in a superposition of |R, +2¢g) and
|L, —2¢). Thus, just as waveplates are used to transform polarization
states on the Poincaré sphere, waveplates in combination with a g-plate
perform the same transformations on a hybrid OAM-Poincaré sphere.

The MUBs in dimension 2, {|{ )i} and {|§)j } are generated using
the sequence of a half-wave plate (HWP) followed by a g-plate. The
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Bob uses the same waveplate angles, but mirrors the sequence of
waveplates as Alice has in order to project his received photons onto a
particular state.

3. EXPERIMENTAL DATA

Coincidence counts are accumulated per 200 ms. For each of Bob’s
measurements, he records fifty data points. Bob obtains a probability-
of-detection matrix by averaging the data points for each measurement
and then normalizing over each state that Alice sends. The states that
Alice sends and the states that Bob projects onto are labelled on the
left and top, respectively, of each matrix below.

Normalized raw data for probability-of-detection matrix in dimen-
sion 2 as measured across the intra-city link using a g=1/2-plate, as
shown in Fig. 3a of the main text (top row):

X I O B (I ¢
IO (0971 0.029 | 0.421 0.579
) 0.062 0.938 | 0.677 0.323 1)
167 l0.731 0.269 | 0.959 0.041
&) 10459 0.541]0.068 0.932
Target corrected data from (S11):
Moo g e Hé
IO (0972 0.028 | 0351 0.649
) 0.050 0.950 | 0.653 0.347 S12)
167 l0.725 0.275 | 0.961 0.039
©? 0463 0537 0.069 0.931
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Normalized raw data for probability-of-detection matrix in dimen-
sion 4 as measured across the intra-city link:

Yl el el il el el el el
lyy' (0918 0.019 0.051 0.012]0252 0245 0275 0.228
lyy* 10.020 0.937 0.038 0.005]0.190 0.192 0312 0.306
ly)* |0.012 0.156 0816 0.012|0.279 0.277 0.289 0.155
lyy* ]0.149 0.009 0.018 0.824 ]0.152 0.195 0384 0.269
lpy! 10319 0.125 0325 0.231]0.869 0.039 0.064 0.029
lp)?> 0252 0217 0239 0.292|0.038 0.822 0.042 0.098
lpy> |0.185 0.177 0.447 0.191 | 0.065 0.027 0.872 0.037
lpy* 10207 0205 0381 0.208|0.030 0.134 0.036 0.800

Target corrected data from (S13), as shown in Fig. 3a of the main
text (bottom row):

Ll 3wl 2wl Yl YWl Xl el Xl
|g[/)] 0.924 0.035 0.011 0.031 |0.272 0.232 0.254 0.243
|¢>3 0.024 0.960 0.012 0.004 [ 0.197 0.213 0.260 0.330
|¢/>2 0.005 0.052 0.930 0.013 ]0.239 0.301 0.301 0.159
|¢>4 0.049 0.004 0.029 0.918 [ 0.094 0.242 0.433 0.232
|<,o)1 0.376 0.108 0.321 0.195 | 0.874 0.033 0.065 0.028
|<p>2 0.273 0.197 0.255 0.275]0.035 0.825 0.045 0.096
|<p)3 0.200 0.132 0.511 0.157 [ 0.060 0.016 0.889 0.035
|<p>4 0.186 0.163 0.365 0.287 | 0.026 0.129 0.043 0.803

Normalized raw data for probability-ofdetection matrix in dimen-
sion 4 on a turbulent night:

Ll 3wl 2wl Yl YWl Xl el Xl
|g[/)] 0.741 0.032 0.043 0.184 | 0.370 0.168 0.364 0.098
|l,0>3 0.096 0.722 0.138 0.044 | 0.120 0.432 0.221 0.228
|¢/>2 0.043 0.177 0.755 0.025]0.276 0.247 0.197 0.281
|gb)4 0.101 0.041 0.047 0.811(0.122 0.433 0.332 0.113
|<p)1 0.126 0.471 0.197 0.206 | 0.707 0.051 0.144 0.098
|<p>2 0.211 0.234 0.352 0.203 | 0.110 0.694 0.079 0.117
|<p)3 0.265 0.285 0.259 0.191 [ 0.195 0.056 0.632 0.117
|<p>4 0.478 0.146 0.185 0.191 | 0.048 0.103 0.075 0.775

4. NUMERICAL APPROACH FOR THE SECRET KEY
RATE CALCULATION

Here we use a numerical approach to calculate the secret key rate for
the MUBSs in the current experiment that are shown in Egs. (S3-S5).
The secret key rate calculation below relies on the dual optimization
problem that has recently been introduced as an efficient numerical
approach for unstructured quantum key distribution [1]. The main
result in [1] indicates that the achievable secure key rate is lower
bounded by the following maximization problem,

®
K>—-H

ZAlZ, 15
i~ H(ZalZp). (S15)
where
Q:= mjx[— ZZ/{;R(T{)Z/{; —71)-7], (S16)

4 J

and
— i
R(/l)::exp(—]l—/l~F). (S17)

(S13)

(S14)
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Here Z4 (Zp) denotes the measurement performed by Alice (Bob)
to derive the raw key, and Y = {y; := Tr(papl;)} are determined
through average value of experimental measurements.

For the generalized BB84 in dimension d = 4 with two MUBs, the
experimental constraints can be summarized to

Key-map POVM:  Z4 = {0y (yl.for i=1---d =4} (SI8)
Constraints: (1) = 1 (S19)

(Ex) =0 (S20)

(Ez) =0 (S21)

where E7 (x) are coarse-grained error operators in Mo )y MUBs and
defined as

d=4
Ex =1- ) wwiewwl (S22)
i
d=4 '
Ez =1- ) Ip)(el®le) (4. (S23)
i
Eqs. (S4) and (S5) show the definition for |)’ and |@)’ basis states.
Figure S2 shows the numerical result of the optimization problem
in Eq. (S15) with MUBs in Egs. (S4,S5) in comparison with the theo-
retical key rates in [2, 3]. This numerical approach may be extended to
find secret key rate per signal with two-way classical communications
to tolerate higher qubit error rates [4].

2
1
0
0 005 01 015 02
Q

Fig. S2. Secret key rate per signal for BB84 in d=4 with 2 MUBs
Solution to the numerical optimization problem in Eq. (S15) are
shown for different values of average error rates (red dots). As it can
be seen, the numerical optimization saturates the bound and shows a
good agreement with the theory from [2, 3]. For more details on the
numerical approach see [1].
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