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Abstract

Network traffic management is increasingly complex due to the exponential growth of
connected devices and bandwidth-intensive applications. As the volume of network traffic
continues to rise, managing this data flow efficiently is a key challenge for modern communi-
cation networks. Traditional management techniques, which rely on static, protocol-driven
methods, struggle to keep pace with the dynamic demands of today’s networks. Emerg-
ing technologies like software-defined networking (SDN) and machine learning (ML) offer
promising solutions by enabling more intelligent, real-time network management. However,
in traditional ML-assisted SDN architectures, ML models are deployed in the control-plane,
which relies on receiving relevant traffic information from the data-plane for analysis. This
design poses a key limitation, as frequent control-plane/data-plane communication intro-
duces latency that can delay time-sensitive services such as congestion mitigation and
intrusion response. This thesis addresses this challenge by proposing a novel approach:
introducing ML directly into the data-plane to enable real-time, autonomous decision-

making, thus reducing the delays associated with traditional SDN architectures.

The primary objective of this research is to design and implement an intelligent data-
plane with built-in ML inference, enabling real-time, local decisions and reducing reliance
on the control-plane. First, we develop a quantization-aware ML toolbox that facilitates
the training of ML models while simplifying their storage and execution within resource-
limited data-planes. This approach ensures that quantized model inference can be effec-
tively implemented in the data-plane, satisfying its operational and computational con-
straints. Second, to enable multi-phase decision-making within the data-plane, we design
a confidence-based intrusion detection system that detects malicious flows at both early
and later phases by leveraging the confidence level from early detection. Third, to sup-
port concurrent management tasks, we develop a novel in-network multi-task learning
framework that performs simultaneous inference for multiple tasks in the data-plane. This
approach is both resource-efficient and more accurate than single-task models by shar-
ing feature representations among related tasks. Additionally, we enhance scalability by
supporting distributed deployment, where different layers of a multi-task model can be
offloaded across multiple switches. Finally, we address the challenge that offline trained
models often struggle to adapt to dynamic network environments, where changing traffic
patterns can degrade performance. We design an unsupervised drift detection mechanism
in the data-plane that monitors distributional changes in traffic and triggers model updates
when drift is detected. In addition, we present an in-network drift-aware traffic classifica-
tion framework that not only classifies known traffic accurately but also identifies drifting

samples that deviate from all known classes.
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Chapter 1

Introduction

1.1 Motivation

Network traffic management is a fundamental aspect of modern communication networks.
With the exponential increase in connected devices, ranging from smartphones and com-
puters to Internet of thing (IoT) devices and industrial systems, managing the traffic flow
of data has become more challenging and crucial. Network traffic management involves
the practices, policies, and technologies used to ensure that data packets flow smoothly
and efficiently between different nodes in a network, regardless of its size or complexity.
This includes several key tasks, such as bandwidth allocation, load balancing, congestion
control, and prioritizing certain types of traffic over others [4]. As networks continue to
expand, the demand for more intelligent, automated, and real-time solutions for managing
network traffic has led to the integration of advanced technologies such as software-defined

networking (SDN) and machine learning (ML).

SDN has revolutionized how networks are designed, managed, and optimized for traffic
flow [5]. Traditionally, networks were managed by embedded protocols that handled traffic
flow statically, making real-time adjustments difficult. SDN, on the other hand, decou-
ples the control-plane from the data-plane, allowing network administrators to manage
and optimize traffic flow in real-time. This architecture allows the control-plane to make
centralized decisions on traffic routing, resource allocation, and policy enforcement, thus
enhancing the overall efficiency of network traffic management. By using programmable
controllers, network operators can establish specific traffic rules for different types of data,
ensuring that high-priority traffic, such as video conferencing or critical business applica-
tions, meets the required bandwidth and low-latency demands. SDN’s programmability

also allows for rapid scaling of network infrastructure to meet the needs of growing traf-



fic volumes, making it an ideal choice for large-scale enterprise networks and data center

networks.

ML has emerged as a promising solution to address many of the challenges associated
with network traffic management, particularly in the context of SDN [6]. By integrating ML
algorithms into network operations, SDN controllers can make more informed, proactive
decisions to optimize traffic flow, reduce latency, and predict network conditions. ML mod-
els can analyze large volumes of network traffic data, detect patterns, and predict future
traffic trends [7]. This enables network administrators to optimize resources dynamically,
anticipate congestion before it happens, and adjust routing strategies. For example, ML
techniques such as supervised learning and reinforcement learning can be applied to fore-
cast network traffic demands, allowing the SDN controller to make preemptive adjustments
to traffic routing, thus minimizing delays and bottlenecks [8]. In particular, reinforcement
learning has shown significant potential in enabling adaptive decision-making, where the
controller learns from past actions and network responses to refine its traffic management
strategies [9]. The integration of these intelligent techniques into network infrastructure
not only enhances the efficiency of traffic management but also reduces the burden on the

control-plane, as certain decisions can be offloaded to automated models.

While SDN and ML bring a new paradigm to network traffic management, they also
introduce several challenges, particularly in the communication between the data-plane
and the control-plane. In current ML-based network management schemes [10], the ML
model is deployed on the control-plane, meaning that the data-plane must continuously
send traffic data to the control-plane to request management decisions. The control-plane
processes the data, executes the ML model, and returns the decision to the data-plane.
This back-and-forth communication leads to non-negligible delays. For instance, in time-
critical services, where rapid identification of network incidents is crucial, such delays can
hinder the quick detection and response needed to prevent service disruptions and mitigate

further impact.

To avoid such delays, an exciting question that arises in the context of network traffic
management is whether we can bring ML directly to the data-plane. Traditionally, the
data-plane has been responsible for forwarding packets based on pre-defined rules estab-
lished by the control-plane. However, as networks evolve and real-time decisions become
more critical, there is a growing interest in making the data-plane more intelligent and
capable of handling certain traffic management tasks autonomously. This would reduce
the frequent communication between the data and control-planes, potentially mitigating

the delay issue faced by SDN architectures.

Programmable data-planes offer a transformative opportunity to bring intelligence di-



rectly to the data-plane, achieving learning-based traffic management at line-speed. Tradi-
tionally, the data-plane’s role has been limited to simple packet forwarding based on static
rules set by the control-plane. However, with the advent of programmability, data-planes
can now perform more sophisticated tasks, including data aggregation, key-value store,
and consensus protocols [11]. This shift reduces the reliance on the control-plane for every
traffic management decision, thereby alleviating the communication overhead between the
two planes. By incorporating ML models directly into the data-plane, networks can make
local decisions in real time, such as detecting congestion [12] or identifying traffic anoma-
lies [13], paving the way for more responsive, efficient, and scalable traffic management

solutions to meet the growing complexity of modern networks.

1.2 Research Objectives

The scope of this thesis is to introduce ML into programmable data-planes for network
traffic management. The key advantage of performing ML model inference directly on
the data-plane is that it enables intelligent, real-time traffic analysis at line-speed (i.e.,
without reducing network forwarding speed) using data-driven models instead of predefined
protocols [14]. This capability, referred to as intelligent data-plane (IDP), has the potential
to transform various aspects of network design and management. The research objectives
are outlined as follows:

Objective 1: Develop a ML-Based Management Framework for Real-Time
Intelligent Decision-Making. This objective focuses on enabling low-latency, intelligent
management decisions by shifting traffic analysis from the remote controller to the data-
plane. By doing so, it eliminates the transmission delays associated with communication
between the control-plane and the data-plane. The goal is to implement ML models that

can perform real-time traffic analysis and decision-making directly within the data-plane.

Objective 2: Integrate ML Inference within the Data-Plane. Given the com-
putational and memory constraints of data-planes, this objective aims to design techniques
that enable ML inference despite these limitations. This includes addressing challenges like
the absence of floating-point operations and the limited processing capabilities inherent to
data-planes. The focus is on integrating ML models in a way that allows for efficient per-
formance at line-speed, supporting tasks such as traffic analysis and anomaly detection

without requiring hardware modifications.

Objective 3: Enable Multi-Phase Decision-Making within the Data-Plane.
In many cases, different stages of a network flow carry varying amounts of information,

making it critical to make decisions as early as possible. This objective aims to develop a



system that supports decision-making at multiple phases of a flow, balancing between early-
stage decision-making and accuracy. The approach will incorporate mechanisms to adjust
decision-making based on confidence levels, ensuring timely responses while minimizing

resource usage.

Objective 4: Optimize Resource Utilization for Multiple Network Manage-
ment Tasks. When managing multiple tasks simultaneously, deploying separate ML
models for each task can lead to excessive resource consumption in the data-plane. This
objective seeks to design a mechanism that enables a single ML model to manage multiple

tasks efficiently, thereby conserving resources and optimizing data-plane performance.

Objective 5: Address Concept Drift. Concept drift refers to the phenomenon
where the statistical properties of network traffic evolve over time, often due to new ap-
plications, emerging attack patterns, or changes in user behavior. Such drift can lead to
a mismatch between the data seen during training and the current traffic, causing offline-
trained models to lose effectiveness. This objective aims to design a mechanism that
triggers ML model retraining when changes in traffic patterns are detected in the data-
plane. Furthermore, it aims to identify and collect drifting samples for future retraining,

while preserving high classification accuracy for in-distribution traffic.

1.3 Contributions

e First, we designed and implemented a general data-plane ML management toolbox
called INQ-MLT, which enables the deployment of complex ML models within the
data-plane. The toolbox integrates feature extraction, quantization-aware model
training, automated P4 code generation, and line-rate model execution into a unified
pipeline. By leveraging quantization techniques, INQ-MLT converts ML model pa-
rameters from floating-point representations to low-precision fixed integers, allowing
them to be processed efficiently on programmable devices. The adopted quantization
technique addresses the computational and memory constraints of data-plane devices,
enabling line-speed inference and decision-making on network traffic. The proposed
quantization-aware training process minimizes the loss of model accuracy during the
transformation to integer operations, maintaining near-floating-point performance.
The feasibility of INQ-MLT is demonstrated through multiple use cases, including
anomaly detection and multi-label traffic classification, achieving a significant reduc-
tion in the traffic management decision-making process. This unified toolbox provides
the foundation for all subsequent extensions. This work led to the publication of a

conference paper [15], that was extended to a published journal paper [16].
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e Second, building on this toolbox, to enable multi-phase decision-making within the
data-plane, we developed a two-stage confidence-based intrusion detection system
that improves the speed and accuracy of malicious flow detection directly in the
data-plane. The system employs two convolutional neural networks (CNNs) trained
with a customized transfer learning scheme: an early-stage CNN that processes the
first few packets of a flow for rapid detection, and a later-stage CNN that refines
the decision if the initial classification lacks sufficient confidence. This two-stage
approach enables the system to make faster, more accurate decisions by balancing
early detection with robust certainty analysis. A post-hoc calibration method is
used to further improve the reliability of the predictions, ensuring that confidence
scores align with prediction accuracy. This system is designed to be fully integrated
into the P4-based programmable data-plane, ensuring efficient resource utilization
while achieving low-latency intrusion detection. This work led to the publication of

a conference paper [17].

e Third, to overcome the limitations of previous IDP designs that rely on independent
models for independent tasks, we designed MUTA, an in-network multi-task learning
(MTL) [18] solution. MUTA enables a multi-task neural network to perform multi-
ple related tasks concurrently by sharing feature representations across tasks. This
approach is both resource-efficient and more accurate than single-task models. Re-
source efficiency is achieved by sharing feature representations among related tasks,
thereby eliminating redundant resource usage. Moreover, MUTA enhances accuracy
in scenarios where specific tasks lack sufficient labeled data by leveraging knowledge
from related tasks through shared model parameters. To accommodate the resource
constraints of data-plane devices, we split the neural network model layer by layer
and deploy layers across multiple switches in a distributed manner. The proposed
network-wide deployment strategy ensures that the provided MTL service will cover
the entire multi-path network, with the ability to adjust the trade-off between switch
resource consumption and latency. This work led to the publication of a conference

paper [19], that was extended to a published journal paper [20].

e Finally, the deployed ML model may become less effective due to concept drift, which
refers to the phenomenon where the statistical properties of network traffic change
over time—such as through the emergence of new applications, evolving attack pat-
terns, or shifts in user behavior. As a result, the relationship between input features
and predicted outcomes learned during training may no longer hold in the current
environment. This mismatch between the training data and live traffic leads to a

decline in the model’s prediction accuracy and overall performance. Moreover, most



existing solutions focus primarily on classifying in-distribution traffic, which refers
to traffic that matches previously observed classes, while neglecting the detection
of out-of-distribution traffic that arises as a result of concept drift. To address this
limitation, we first proposed an unsupervised drift detection method designed for
the data-plane. This method continuously monitors the distribution of flow-level
features using dual sliding windows and identifies concept drift by measuring the
divergence between these distributions and comparing it to a predefined threshold,
all without relying on labeled data. In addition, we developed IDAC, an in-network
drift-aware traffic classification framework that supports both accurate classification
of in-distribution traffic and detection of drifting samples. IDAC employs a triplet
network to learn an encoder that maps input traffic features into a latent space where
instances from the same class are embedded close together, forming compact clusters.
Drifting samples are identified by their increased distance from known class centroids
in this space. This line of research has led to the publication of both a workshop

paper [21] and a conference paper [22].

The rest of this thesis proposal is organized as follows. Chapter 2 contains a background
study on different subjects related to this work, especially SDN, programmable data-planes
and ML. Chapter 3 presents a novel ML-based toolbox for programmable data-plane,
which facilitates the execution of ML models directly within the data-plane. Chapter 4
introduces a novel intrusion detection system in the programmable data-plane, capable of
detecting malicious flow at two stages of a flow. Chapter 5 introduces MUTA, a novel in-
network multi-task learning framework that enables concurrent inference of multiple tasks
in the data-plane. Chapter 6 introduces an unsupervised drift detection method tailored
for the data-plane, enabling the timely triggering and notification of model updates in
response to detected drift. Chapter 7 presents IDAC, an in-network drift-aware traffic
classification framework that not only supports accurate classification of in-distribution
traffic but also enables detection of drifting samples directly in the data-plane. Finally,

Chapter 8 concludes this thesis and presents potential future research directions.



Chapter 2
Background

The purpose of this chapter is to provide a background of the technologies used in this
thesis proposal and summarize related work to present state-of-the-art research and study.
Several key technologies leveraged in this thesis proposal for intelligent data-plane de-
sign are introduced: software-defined networking (SDN), programmable data-plane and

machine learning (ML).

2.1 Software Defined Networking

As networks grow in size and complexity, traditional network devices face limitations in
providing efficient management and monitoring capabilities for network administrators. To
overcome these challenges, SDN has emerged as a transformative approach to network ar-
chitecture. In conventional network devices, such as switches and routers, the control-plane
(which manages decision-making) and the data-plane (which handles traffic forwarding) are
tightly coupled and hard-coded within each device. While device vendors offer interfaces
for configuration, these options are often restrictive, providing limited flexibility for net-
work administrators. As networks expand or new services arise, it becomes increasingly

difficult to modify and apply configurations to each individual device across the network.

SDN addresses these challenges by decoupling the control-plane from the data-plane
and centralizing the control functions in an external controller [5]. Figure 2.1 shows an
overview of a generic SDN architecture. This separation enhances network flexibility and
programmability by allowing administrators to dynamically configure network functions
and services. The centralized controller provides a global view of the network, which

significantly improves management and monitoring capabilities. Switches in the network
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Figure 2.1: Main components in an SDN architecture.

become simple forwarding devices that are configured by the controller through a standard-
ized API, known as the southbound interface. As a result, network flexibility is further
enhanced by making the control-plane programmable. The controller functions as a net-
work operating system, offering an abstract global view of the network to various SDN
applications that run network management algorithms. Consequently, implementing new

network behavior is simplified to updating the SDN application within the controller [23].

An SDN architecture typically consists of a controller and multiple network devices.
The controller is responsible for centralized decision-making regarding traffic forwarding,
while the data-plane, located in physical network devices, executes these decisions. The
southbound interface (e.g., OpenFlow [24]) specifies both the logical structure of the packet-
processing pipeline and the protocol used to configure it. The process is as follows: when
traffic arrives at a network device, the data-plane checks the traffic against flow rules in
a lookup table. If a match is found, the traffic is forwarded accordingly. If no match is
found, the device sends the traffic information to the controller. The controller, leverag-
ing its global view of the network, makes a decision and updates the flow tables on the
device by installing new rules. These rules enable the data-plane to handle future traffic

autonomously based on the updated policies.

The key advantage of this approach is that the controller can continuously collect in-
formation from all devices, allowing it to dynamically adjust traffic-forwarding policies.
This leads to more flexible, agile, and efficient network operations, especially as the net-
work scales. By simplifying network management and introducing programmability, SDN

significantly enhances the ability to adapt to changing network demands.



2.2 Programmable Data-Planes

While SDN offers flexibility by allowing control and management of network traffic through
the control-plane, its primary use has been limited to network control and application de-
ployment. The data-plane, however, remains rigid and hardcoded, which becomes prob-
lematic when adapting to new protocols or emerging demands. SDN is fundamentally built
around the Match-Action abstraction, which uses a predefined set of match fields and cor-
responding forwarding actions. To accommodate a wider range of protocols, the OpenFlow
specification expanded from 12 header fields to 41 within five years after the introduction of
OpenFlow 1.0 in 2009 [25]. Despite these extensions, the limitations persist—most hard-
ware and software switches can only support a finite number of Match-Action pairs for

standard network protocols.

Moreover, the design of network functions is tightly coupled to the capabilities of the
switching hardware. Adding new functionalities to switch ASICs (Application-Specific In-
tegrated Circuits) often requires coordination between network operators and equipment
vendors to define requirements and develop the necessary support in hardware. This de-
velopment cycle, from initial proposal to the commercial deployment of new protocols like
VxXLAN, can take years. Such long timelines slow down the ability of networks to evolve

and meet the increasing demands of new services and use cases.

To address these challenges, the concept of the programmable data-plane was intro-
duced to enhance the flexibility of data-plane functionality. It focuses on enabling more
advanced programmability and customizable packet processing. In traditional and SDN-
based switches, the data-plane handles switching and forwarding based on lookup tables
with predefined Match-Action rules. The programmable data-plane introduces Reconfig-
urable Match Tables (RMT), allowing these tables to be dynamically reconfigured [26].
The Protocol Independent Switch Architecture (PISA) further expands this concept by of-
fering flexible packet header parsing and packet processing capabilities along the processing
pipeline [27]. To define and program this process, the P4 language [25] is employed, which
enables network devices such as switches, routers, and network interface cards to be pro-
grammable, allowing them to manage packet processing and forwarding directly on the

data-plane. The following sections provide further details on these concepts.

2.2.1 P4 Language

Programming Protocol-Independent Packet Processors (P4) [25] is a domain-specific lan-
guage designed to enable the development of programmable data-planes in networking

devices. P4 provides network administrators with a higher level of control and flexibility
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by allowing them to define and customize how network traffic is parsed, processed, and
forwarded. The P4 language is built with two main design goals: protocol independence
and target independence. Protocol independence requires the network devices should not
be tied to specific packet formats. Target independence enables P4 programs to be com-
piled and run on different hardware or software platforms. P4’s structure includes blocks
for packet parsing, ingress and egress processing, checksum verification, and packet recon-

struction, making it a powerful tool for customizing and optimizing network behavior.

2.2.2 P4 Architectures

A programmable network device architecture defines the high-level structure of programmable
network devices, and the interfaces between their major components. Most P4 architec-
tures are derived from a basic abstract architecture PISA (Protocol Independent Switch
Architecture) [27]. PISA is composed of three key elements: a parser, a deparser, and a

match-action pipeline, as shown in Figure 2.2.

The parser operates as a state machine, extracting a sequence of fields from incoming
packets, forming what is known as a Packet Header Vector (PHV). The PHV typically
contains fields from standard packet headers (e.g., Ethernet, IP, VLAN, TCP/UDP) as
well as intrinsic metadata (e.g., ingress and egress ports), and can also include custom,
user-defined headers. The extracted PHV is then processed in a sequence of match-action
stages, each using match-action tables. These tables serve as essential components that
perform lookups based on a key value (e.g., a field from the packet header) and trigger
corresponding actions for packet processing (e.g., algorithm execution and data manip-
ulation). Each match-action stage allows a fixed number of operations, where a key is
matched with a table entry, and a defined action is applied to the packet. After process-
ing, the deparser reassembles the PHV fields with the original packet payload before the
packet is forwarded. The parser, match-action pipeline, and deparser can be programmed

to implement customized protocols.

While PISA supports simple operations like addition, shift, and bit-wise logic, it does

not allow complex instructions such as floating-point arithmetic, matrix multiplication,
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or iterative loops. These restrictions stem from the requirement to maintain determinis-
tic, line-rate processing where each packet must be handled in a fixed number of cycles.
Supporting heavy computations or unbounded control flow could break these latency guar-
antees, so PISA pipelines are limited to lightweight, highly parallelizable tasks, while more
computationally intensive operations are typically offloaded to external processors or the

control plane.

Various architectures are built on top of the PISA model, including both open-source
and commercial solutions like the Portable Switch Architecture (PSA) [28], Programmable
NIC Architecture (PNA) [29], vlmodel [30], and Tofino Native Architecture (TNA) [31].

2.2.3 P4 Targets

The P4 language is designed to support a wide range of packet processing targets, which

can be broadly categorized into hardware and software targets.

P4 can be used to program a variety of hardware targets, such as switch-ASICs and
SmartNICs. These devices can be customized to handle different traffic processing tasks.
Notable examples of P4-programmable hardware switches include Intel Tofino and NVIDIA
Spectrum. Programmable switch-ASICs introduce programmability into the switch pipeline
while maintaining high performance, characterized by high throughput and low latency.
Current switch-ASICs are capable of exceeding 50 Tbps throughput, processing tens of
billions of packets per second with sub-microsecond latency. However, these hardware
switches are resource constrained, typically providing only tens of megabytes of memory
and a limited number of processing stages [32]; for instance, the Intel Tofino switch features

twelve processing stages and Mb-scale memory [33].

A software switch is a network switch implemented as an application running on a
standard CPU. Software switches, which are compatible with both x86 and ARM archi-
tectures, do not require specialized hardware. The most widely used P4 software switch
in academia is Behavioral Model version 2 (BMv2) [34], which supports both the Simple
Switch target based on the vlmodel architecture and the PSA switch based on the PSA
architecture. However, software switches typically offer lower performance than hardware-

based solutions.

The P4 model defines extern functions and objects accessible from the P4 code. Extern
objects (e.g., meters, registers, and counters) are used to save the P4 program states, while
extern functions can be used to implement complex operations (e.g., hash functions or

encryption).
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2.2.4 Control-Plane and Data-Plane Interaction

The control-plane and data-plane interact continuously during network operation to ensure
real-time configuration and monitoring. In P4-enabled environments, the control-plane
installs forwarding rules, retrieves statistics, and updates table entries through well-defined
APIs such as PARuntime [35], a standardized, gRPC-based interface that supports dynamic

configuration without recompiling or halting the data-plane program.

This interaction typically follows a closed-loop process: the data-plane collects network
telemetry (e.g., traffic counters, flow statistics, in-band telemetry) and forwards it to the
control-plane, where global optimization algorithms or ML models compute new policies.
The updated forwarding rules or actions are then pushed back to the data-plane for en-
forcement. Such a separation improves network flexibility and programmability, allowing

rapid adaptation to changing traffic patterns or service requirements.

However, frequent communication between the planes introduces significant latency,
particularly when ML inference resides exclusively in the control-plane. Time-sensitive
applications, such as DDoS mitigation, congestion avoidance, or real-time QoS control,
often require millisecond-level responses that centralized inference cannot always provide.
Moreover, transmitting raw traffic features to remote servers for analysis imposes addi-
tional bandwidth and processing overhead. These limitations strongly motivate pushing
ML inference closer to the data-plane itself, reducing round-trip delays while preserving

centralized control for high-level policy decisions.

2.3 Machine Learning

ML plays an important role in optimizing network traffic management by enabling dy-
namic and data-driven decision-making. The selection of the appropriate ML model is
crucial because it directly influences the performance and the complexity of the deploy-
ment. Broadly, ML models can be categorized into three main types: supervised learning,
unsupervised learning, and reinforcement learning. Each of these paradigms serves differ-
ent purposes and is chosen based on the network’s goals, available data, and the expected

balance between performance and computational overhead.

2.3.1 Supervised Learning

Supervised learning is the most widely used ML paradigm in network traffic management

when labeled datasets are available. This approach involves training a model on a dataset
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where both the input data and the corresponding correct outputs (labels) are known. The
objective is for the model to learn the mapping between inputs and outputs so that it can

predict the correct labels for unseen data.

Common supervised learning algorithms include decision trees (DTs), random forests
(RFs), support vector machines (SVMs), and neural networks (NNs). These models have
been effectively applied in traffic classification [36], heavy flow detection [37], and intrusion
detection [13] in network environments. For example, classifiers such as RFs or SVMs are
trained on traffic flows labeled with specific applications or user behaviors, allowing for

real-time classification of network traffic [38].

The primary advantage of supervised learning is its ability to provide highly accurate
predictions when sufficient labeled data is available. However, the process of labeling data
is often time-consuming and labor-intensive, especially in dynamic network environments
where new types of traffic or threats emerge regularly. Additionally, supervised models

may struggle with generalization if trained on biased or incomplete datasets.

Deep Learning (DL) models, including Convolutional Neural Networks (CNNs) and
Long Short-Term Memory (LSTM) networks, are categorized under supervised learning
models as they rely on labeled datasets for training. These models demonstrate a high
degree of proficiency in handling complex and high-dimensional data, offering advanced
capabilities in various applications. However, their lack of interpretability, known as the
"black box” problem, makes it difficult to understand the underlying mechanism of the
model. Furthermore, the complexity of these networks can introduce additional overhead

during deployment, posing challenges for practical implementation [39].
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Figure 2.3: Structure of an MLP with 2 hidden layers.
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Multi-layer Perceptron (MLP) is a supervised learning algorithm that learns a function
f(-) : R™ — R™ by training on a dataset, where m is the number of dimensions for input,
and n is the number of dimensions for output. An MLP with two hidden layers is shown
in Figure 2.3. MLP can be considered as a subset of NNs, and only NNs with a sufficient
number of hidden layers (usually more than one) can be regarded as ‘deep’ models, i.e.,
deep neural network (DNN).

For a given input vector x, a standard operation of a MLP layer is given as follows:
y =0(Wx + ) (2.1)

Where W and b denotes the weights and bias. y is the output of the perceptron and o(-) is
the activation function, which is proposed to improve the nonlinearity of the model. Here

we list some commonly used activation function [40]:

1
sigmoid(x) = T (2.2)
e x

Rectified Linear Unit (ReLU) [41],

ReLU(x) = max(z,0) (2.3)

Additionally, the softmax function is always employed in the last layer to output the

probabilities for a multi-label classification problem.

Ty

€
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where n is the number of dimensions for output.

softmax (z;) = (2.4)

Transfer Learning

Transfer learning is a ML technique where knowledge gained from solving one problem
is applied to a different but related problem. The idea behind transfer learning is to
leverage the patterns, features, or representations learned from a pre-trained model on a
large dataset to improve performance on a smaller or less well-defined task. In traditional
ML, models are typically trained from scratch, requiring a large amount of labeled data to
learn the necessary features. However, transfer learning allows for the reuse of a pre-trained
model’s knowledge, reducing the need for extensive datasets and computational resources.

This approach is especially beneficial in cases where labeled data is scarce or expensive
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to obtain, such as in medical diagnosis or natural language processing. A typical transfer
learning process involves fine-tuning a pre-trained model by adjusting its parameters to
suit the specific characteristics of the new task. For instance, a model trained on image
classification can be adapted to identify new objects with fewer training examples by

leveraging the learned visual features like edges or shapes [42].

2.3.2 Unsupervised Learning

Unsupervised learning models are employed when there are no labels in the dataset. These
models operate by discovering patterns or structures in the data without any prior knowl-
edge of labels. In network traffic management, unsupervised learning can facilitate tasks
such as anomaly detection, where abnormal traffic patterns are detected without the need

for explicit labeling of normal or abnormal behavior.

One common unsupervised learning technique is clustering, such as the k-means algo-
rithm, which groups similar data points into clusters. In the context of network traffic,
this method can be used to group traffic flows based on similarity, helping to identify new
or previously unknown types of traffic. Dimensionality reduction techniques, such as Prin-
cipal Component Analysis (PCA), are also used to visualize and simplify high-dimensional

network data, making it easier to identify patterns [43].

2.3.3 Reinforcement Learning

Different from the aforementioned two types of ML methods, reinforcement learning (RL)
can not only classify the traffic but also take reactions to the analysis decisions [9]. It is
based on the idea of learning from the environment and making decisions/actions based on
the rewards. In this case, it is possible to adapt and react dynamically to changing traffic

conditions and new network activities.

2.4 Traditional ML-based Network Management Schemes

In recent years, ML has emerged as a powerful tool within communication technologies
and network services due to its exceptional learning power. ML offers substantial potential
in network monitoring and management, presenting advantages over traditional manual
analysis and rule-based traffic management systems. For example, unlike static rule-based

systems, ML algorithms can uncover hidden or complex patterns within vast amounts of
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traffic data, enabling fine-grained traffic analysis. We summarize several network manage-

ment tasks below:

e Intrusion Detection: ML-based traffic analysis solutions enhance network security
by identifying and mitigating cyber threats that could compromise network avail-
ability, grant unauthorized access, or lead to the misuse of network resources. For
instance, ML models are highly effective in detecting malicious activities, such as Dis-
tributed Denial of Service (DDoS) attacks [44]. Compared to traditional rule-based
intrusion detection systems (IDS), ML-based solutions offer superior performance, in-
cluding the ability to identify several variations of known attacks, thereby providing

a more adaptive and robust defense [45].

e Traffic Classification: ML models are trained to build sophisticated traffic profiles
by recognizing patterns in network behavior (e.g., flow features). This enables the
identification of different traffic types (e.g., web, VoIP, gaming), applications (e.g.,
Skype, Youtube and Netflix), and the classification of connected devices across the
network (e.g., IoT device identification [46]). The granular understanding of traffic
types supports the optimization of network resource allocation and prioritization of

critical services.

e Heavy Flow Detection: Also known as elephant flow detection. ML-based ap-
proaches have proven useful in identifying ”elephant” (high-volume, long-lasting) and
"mice” (low-volume, short-lived) flows, distinguishing between these types of traffic
allows for more efficient load balancing and resource allocation, ensuring that high-
priority or high-bandwidth flows receive appropriate attention to maintain optimal

performance [37].

e QoS and QoE Management: ML-based analysis can proactively monitor and
predict KPIs such as Quality of Service (QoS), latency, and jitter to identify po-
tential congestion points in the network. By leveraging real-time predictions, these
models optimize routing paths, leading to improved user experiences by reducing
congestion, minimizing packet loss, and maximizing throughput. For the Quality of
Experience (QoE) management, content providers like YouTube and Netflix must
continuously adjust bandwidth provisioning and storage allocation, balancing opera-
tional costs with the QoS perceived by end users. For instance, ML can predict QoE
metrics such as startup delay, bit-rate, resolution, and stalling [2]. QoE has become

the de facto metric for guiding resource allocation decisions to ensure optimal service
delivery [47].
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With these advancements, many ML-based solutions have achieved promising results
in terms of accuracy and efficiency in handling complex network management tasks. These
improvements bring significant benefits for network administrators. For example, ML-
based traffic classification enables differentiated QoS provisions, allowing for better service
quality based on traffic type, while malware detection models can defend networks against

emerging cyber threats promptly [48].

However, despite the potential of ML in network management, significant challenges re-
main in the practical deployment of these schemes. Most current ML-based schemes require
high-performance servers equipped with substantial computational resources to support the
intensive processing demands of ML models. More complex models, such as deep neural
networks, may even require specialized hardware like Graphics Processing Units (GPUs) to
accelerate computation [49]. These servers are typically deployed in the remote cloud or at
the network edge. Traffic often needs to be redirected to specialized servers in the control
plane for analysis, resulting in increased processing latency. The process of transmitting
traffic to centralized or cloud-based ML servers can create bottlenecks for time-sensitive
applications. Additionally, the added latency negatively impacts throughput, degrading

the overall performance of the network.

While ML has unlocked new possibilities for network management, there is a need for
research into more efficient ML deployment strategies. Solutions that bring ML computa-
tions closer to the network, such as deploying lightweight models directly on programmable
network devices, could reduce latency and improve throughput without sacrificing the in-
telligence offered by ML-based analysis. In the following section, we will explore related

work that integrates ML-based analysis within programmable data-planes.

2.5 Existing Solution for Intelligent Data-Planes

The advent of programmable data-planes and the development of programmable switching
ASICs have given rise to a new research area known as in-network computing [11]. This
approach integrates computing capabilities directly within the data-plane devices. Unlike
traditional server-based ML schemes, where both training and inference are performed on
remote servers or in the cloud, intelligent data-planes (IDPs) enable offloading the ML
inference process to network devices. While the model training remains in the control-
plane, the inference process, responsible for real-time decision-making, is executed directly

within the network devices.

Although server-based ML deployments offer substantial computational resources, they

introduce bottlenecks in network traffic analysis services due to the need for network data
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to be sent from devices to centralized servers or cloud environments for processing. This
results in additional transmission latency and overhead. In time-critical applications, such
latency can prevent rapid security analysis and threat mitigation. In contrast, IDPs provide
an opportunity to reduce this latency by leveraging programmable data-planes and P4
programs. They enable network devices to not only process packets but also execute
ML-based decision-making in real time, performing intelligent packet manipulation before

forwarding the packets to their next destination.

Previous research has explored the design and implementation of IDPs using various
ML models. Tree-based models have been a popular choice due to their relatively low com-
plexity and ease of integration with match/action tables. Additionally, the implementation

of neural network-based models within IDPs has also been investigated.

2.5.1 Tree-based Solutions

Decision Trees (DTs) are widely used supervised learning algorithms with a tree-like struc-
ture, comprising a root node, internal nodes, and leaf nodes. The leaf nodes represent
decision outcomes, while internal nodes (branches) contain decision rules. As data flows
through a DT, it starts at the root and traverses the branches based on these rules, ulti-

mately reaching a leaf node that provides the classification result.

The tree structure of a DT maps naturally to the operational logic of programmable
network switches, where packet processing pipelines can incorporate a tree-like flow. During
inference, the DT performs comparisons at each internal node, guiding the data to the
appropriate branch and ultimately yielding the output. Three main strategies have been

proposed for implementing DTs in the data-plane, as described below.

Hard-coded Approach

The approach described in [50] hard-codes the DT structure into P4 using if-else con-
ditional statements, where model parameters are directly embedded in the code. While
this method is straightforward, it has significant limitations: updates to model parameters
require changes to the P4 code, followed by recompilation. Moreover, excessive condi-
tional statements can exhaust the logic resources (e.g., stages) available in the data-plane.
pHeavy [51] is a specialized heavy flow detection scheme based on this approach on the

data-plane.
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Depth-based Approach

The depth-based approach [52,53] offers more flexibility by leveraging match-action (M/A)
tables to represent the DT structure. In this method, each stage of the pipeline corresponds
to a layer of the tree, with table keys representing nodes at that layer. The action param-
eters store information such as feature values and thresholds. After a match is found, the
action compares the feature value with the threshold and determines the next node based
on the result. While this method introduces some sequential dependencies between M/A
tables, which can limit scalability, it enables greater flexibility compared to the hard-coded

approach.

Encode-based Approach

The encode-based approach [1,54] diverges from the hierarchical structure of the DT,
encoding each feature according to the split values at the tree’s branches. Each branch is
viewed as a segment of the feature space, and these segments are labeled with unique codes.
A mapping table then associates these codes with the corresponding leaf nodes. This
approach reduces the number of stages required by eliminating sequential dependencies
between feature tables, as stages can be shared among different features. Planter [55]
extends this idea, and provides an approach that maps random forests (RFs) by overlapping
feature encoding over trees within match-action tables. To address the table entry explosion
problem under ternary matching, NetBeacon [14] introduces a range marking mechanism

to ensure each leaf node only consumes a single ternary entry in the model table.

2.5.2 Neural Network-based Solutions

Binary Neural Networks (BNNs) are a type of artificial neural network (ANN) designed
to operate on resource-constrained devices by using binary weights and activations [56].
BNNs use bitwise operations (XNOR and PopCount) to efficiently perform matrix multi-
plications [57]. Each BNN neuron’s weight is stored as a bit string in stateful registers,
which can be dynamically read and written. During inference, bitwise XNOR operations
are applied between the input bit string and each neuron’s weight. The activation function

is then computed by determining the Hamming weight of the XNOR output.

In addition to BNNs, more advanced approaches have been proposed for deploying
neural networks on programmable network devices. For example, Taurus [58] introduces
custom hardware based on the MapReduce abstraction to enable deep neural network pro-

cessing. Similarly, IOI [59] uses a novel transceiver module to perform neural network
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inference on programmable switches by handling linear operations like matrix multiplica-
tion in the optical domain. However, these approaches are not compatible with commodity
switch ASICs and require specialized hardware modifications.

Despite showing feasibility, prior work faces critical limitations. BNNs trade accuracy
for efficiency, making them unsuitable for complex or multi-phase decision-making tasks.
Taurus and IOI deliver greater computational power but rely on hardware modifications,
restricting their practicality on commodity switches. Furthermore, most existing solu-
tions focus on single-task inference, lacking support for concurrent learning across multiple
network management objectives. In contrast, our work introduces a high-precision neu-
ral network framework that uses quantization-aware training to maintain accuracy while
remaining fully compatible with existing programmable data-plane targets. By enabling
efficient in-network inference without requiring hardware changes, our approach addresses

the accuracy and scalability limitations of prior solutions.

2.6 Multi-Task Learning

Multi-task learning (MTL) is a ML paradigm in which a single model is trained to perform
multiple tasks simultaneously under the assumption that related tasks can benefit from
shared knowledge and improve overall learning performance. This approach has been
successfully applied in various domains, such as natural language processing [60], computer
vision [61], and autonomous driving [62].

A widely used strategy in MTL is known as hard parameter sharing, where part of the
model parameters, typically the early layers, are shared among all tasks while the later
layers remain task-specific [63]. Compared with training separate models for each task, this
parameter-sharing strategy greatly reduces the memory footprint because redundant pa-
rameters are eliminated and improves computational efficiency by avoiding repeated feature
extraction in the shared layers. Beyond hard sharing, soft parameter sharing techniques
have been introduced, in which each task maintains its own set of parameters but task
relatedness is encouraged through constraints or regularization terms. This approach pro-
vides greater flexibility by allowing partial knowledge transfer while preserving the unique
characteristics of individual tasks.
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2.7 Conclusion

In this chapter, we examined key concepts in modern networking, focusing on SDN, pro-
grammable data-planes, and the integration of ML for enhanced network management.
SDN introduces flexibility by decoupling the control and data-planes, allowing centralized
control and dynamic traffic management. However, the static nature of the data-plane in
traditional SDN systems limits adaptability. To address this, programmable data-planes,
such as those enabled by the PISA and the P4 programming language, allow dynamic
reconfiguration of packet processing. This provides better flexibility in handling evolving
protocols and services. We also discussed the role of ML in optimizing network tasks like
traffic classification and intrusion detection, with models such as DTs and neural networks
offering data-driven decisions. Furthermore, the concept of in-network computing was
introduced, where ML models are implemented directly within the programmable data-
plane to perform real-time traffic analysis, minimizing latency by processing data at the
data-plane level. Overall, the combination of SDN, programmable data-planes, and ML
creates a robust framework for modern network management, offering improved scalability,
flexibility, and intelligence. In the following chapter, we design an ML-based toolbox for

programmable data-planes to further advance this goal.
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Chapter 3

A Machine Learning-based Toolbox

for P4 Programmable Data-Planes

3.1 Conceptual Overview

This chapter introduces a machine learning (ML) toolbox for P4 programmable data-
planes, forming the foundation upon which the remaining contributions of this thesis are
built. Modern programmable switches provide the capability to process packets at line
rate while supporting user defined processing logic. Embedding ML inference into these
devices, however, requires addressing constraints on memory, computation, and control
plane interaction. The toolbox presented here consolidates a range of essential components,
including feature extraction, training, quantization, model deployment, and in-network
inference, into a unified processing pipeline that enables real time, data driven decision
making directly within the data-plane. Instead of designing separate solutions for each
network intelligence task, the toolbox establishes a common set of mechanisms that can

be instantiated or extended depending on the specific requirements of the application.

While this chapter focuses on the design and implementation of the core toolbox, the
same processing pipeline also serves as the backbone for several distinct research directions
developed in the following chapters. Subsequent contributions extend it in different direc-
tions to address specific challenges in network intelligence, ranging from latency sensitive
security analytics to adaptive learning under changing traffic conditions. Each chapter
builds on the underlying primitives of packet feature extraction, quantized ML model
execution, and decision making in the data-plane, while introducing additional modules
or control logic tailored to its specific objectives. In this way, the toolbox provides a

consistent substrate for early stage intrusion detection, multi-task learning across related
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under evolving network conditions. More concretely:

Chapter 4 augments the toolbox with a two-stage decision-making mechanism for in-
trusion detection, combining early-phase inference with confidence-based refinement

to achieve both speed and reliability.

Chapter 5 builds on the unified toolbox to introduce multi-task learning, enabling
concurrent inference across multiple network management tasks while optimizing

resource usage across distributed switches.

Chapter 6 integrates an unsupervised drift-monitoring module into the toolbox, con-
tinuously tracking distribution shifts in traffic features and triggering model update

workflows when concept drift is detected.

Chapter 7 extends the toolbox with drift-aware classification, combining classifica-
tion accuracy with the ability to flag previously unseen or out-of-distribution traffic

patterns.

Figure 3.1 depicts how the unified toolbox underlies these specialized contributions. The

value of the design lies in its stable interfaces and reusable processing patterns: feature

extraction logic, neural network quantization schemes, and template match-action tables

for layer execution. These common interfaces allow later chapters to focus on algorithmic

choices and policy logic while relying on a single, coherent pipeline for in-network execution

across Chapters 4-7.
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3.2 Introduction

The complexity of today’s network management operations can be largely attributed to
the heterogeneity and scale of the managed devices and served traffic. Network manage-
ment operations include provisioning for strict performance and security guarantees, traffic
monitoring and analysis [4], resource configuration [64], and fault management [65]. ML
has demonstrated significant benefits in performing these management tasks [7]. These
benefits can be attributed to the ability of ML models to analyze a large set of data at
run-time to learn the current characteristics of the hosted traffic or to find optimal network

and service configurations.

In current management architectures, these management tasks are mostly performed
following the software-defined network (SDN) paradigm [66,67]. Due to the high computa-
tional and storage demands of ML models, their execution has been mostly limited to the
control-plane. The latter then must continuously interact with the forwarding devices to
collect monitoring data, train the model, and then communicate back the updated opera-
tional decisions. The result is a time-consuming control-loop that leads to non-negligible
delays.

Meanwhile, the introduction of programmable data-plane languages such as P4 [25,68]
has provided an efficient means for the control-plane to customize and adapt the forwarding
behavior of packets as carried out by the data-plane. Commonly used P4 architectures such
as the Protocol-Independent Switch Architecture (PISA) [27], the vlimodel [30] and the
Portable Switch Architecture (PSA) [28] use a pipeline of match-action tables to modify
the forwarding behaviour of flows at a very fine-grained level. Switches running P4 are also
equipped with registers that can store per-flow states. Moreover, various protocols, such

as P4-runtime [35,69] have been developed to allow data-plane reconfiguration at runtime.

The increasing popularity of Artificial Intelligence (AI) in various networking man-
agement tasks and the gradual adoption of P4 have paved the way for a new vision of
intelligent data-planes (IDPs). IDPs enable intelligent traffic analysis at line-speed by de-
ploying ML models on programmable devices [70]. Clearly, offloading ML models to the
data-plane will eliminate the needed controller and data-plane communication resulting in
a significant decrease in the decision-making latency. IDPs can, hence, effectively improve

the management decision quality through real-time processing.

In recent years, several approaches have investigated the feasibility of realizing IDPs
with focus on traffic classification [50], DDoS detection [17], heavy flow detection [51], and
load balancing [71]. Several efforts have explored offloading of ML tools such as decision
trees (DTs) [50, 51], random forests (RFs) [52], binary decision trees (BDTs) [48], K-
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means [72], support vector machines (SVMs) [72], and binary neural networks (BNNs) [57,
73,74] to the data-plane. In parallel, some other solutions introduced hardware modifica-

tions to the switch [58,59] to host deep-learning models.

Unfortunately, implementing ML models that require increased computational capa-
bilities at the data-plane without modifying the switch hardware remains an unaddressed
challenge. Current programmable data-planes, such as those using P4, impose several com-
putational restrictions. Particularly, they do not support floating-point operations. This
limitation prohibits the direct implementation of neural deep learning based ML models.
Even though existing work [75,76] has been proposed to use lookup-tables for floating-point
arithmetic on switches, this can rapidly result in resource exhaustion when implementing
large ML models. Similarly, the inability to perform division operations directly using P4

makes it difficult to store flow statistics (e.g., average packet size or its variance) [52].

In this chapter, we propose a novel in-network quantized ML toolbox (INQ-MLT). The
toolbox is comprised of two components. The first is a quantization-aware ML model
training module that executes at the control-plane. The second are quantized ML models
that are integrated within the IDP pipeline. INQ-MLT addresses the aforementioned
limitations by utilizing quantization techniques and control-data-plane collaboration while
achieving efficient decision-making at line-speed. To this end, the main contributions of

this chapter can be summarized as follows.

e We propose a novel toolbox, INQ-MLT, that facilitates the training of ML (e.g.,
neural and deep learning) models and simplifies the storage and execution of these
ML models within the resource-limited IDPs.

e We develop an efficient quantization scheme that allows ML inference to be carried
out using integer-only arithmetic on programmable devices. The model is then in-
tegrated and executed within the IDP pipeline while meeting its operational and

computational constraints.

e To minimize the loss of accuracy resulting from quantization, we adopt a novel train-
ing mechanism, quantization-aware training, that forces the training of the model to

compensate for any expected loss.

e We provide a rigorous theoretical analysis of how the precision of model parameters
impacts the accuracy of model inference and derive the theoretical upper bound on

the misclassification rate for the quantized model.

To evaluate the performance of INQ-MLT, we implement two ML models generated by
the proposed toolbox on BMv2 software switches [34] using P4. We validate the toolbox
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through the training and testing of a Multi-Layer Perceptron (MLP) for anomaly detection
and a 1D-Convolutional Neural Network (CNN) for multi-label traffic classification use

cases respectively.

The remainder of this chapter is organized as follows; Section 3.3 discusses related
work. Section 3.4 provides an overview of the proposed toolbox while Section 3.5 describes
the adopted quantization scheme and explains the quantized ML model execution steps.
Section 3.6 discusses the P4-based implementation details. Section 3.7 presents the theo-
retical analysis of the quantization effect on the accuracy. Performance evaluation results
are discussed in Section 3.8. Some considerations regarding the use of the toolbox are

provided in Section 3.9. Finally, Section 3.10 concludes this chapter.

3.3 Related Work

In this section, we first review research efforts that have contributed to the development
of intelligent data-planes. We then discuss existing methods for different intelligent traffic

management functionalities.

3.3.1 Intelligent Data-Planes

Implementing ML models within network devices enables intelligent traffic analysis, with
tree-based models often chosen for their low complexity and intuitive mapping to match-
action tables. As also introduced in § 2.5.1, three main approaches exist for mapping such
models into P4: the hard-code scheme, as in MAP4 [50] and pHeavy [51], which uses nested
if-else chains; the depth-based scheme, used by pForest [52] and SwitchTree [53], where each
match-action stage corresponds to one decision tree layer; and the encode-based scheme,
adopted by IIsy [1,72] and extended by Planter [77], which encodes decisions per feature and
combines them at the leaf node. To address memory and efficiency constraints, NetBeacon
[14] mitigates ternary table entry growth, while Mousika [48] uses binary decision trees and

knowledge distillation for compact and efficient deployment.

Implementing Binary Neural Networks (BNNs) on the data-plane has been explored
by [73] and [57]. BNN compresses all the weights of a neural network into single bits and
only requires simple operations such as XNOR and population count. Zhong et al. [59]
propose IOI, a system providing deep neural network (DNN) inference on programmable
switches. IOI plugs a novel transceiver module into programmable switches to perform

linear operations such as matrix multiplication in the optical domain. Swamy et al. [58]
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propose Taurus, a new data-plane architecture for per-packet ML. Taurus aims at imple-
menting DNNs in the data-plane. They extend the PISA with a customized hardware
MapReduce block, enabling the execution of DNNs. Swamy et al. [78] also propose Ho-
munculus, a framework that enables network operators to specify their ML requirements

in a declarative way and automatically generates efficient data-plane ML pipelines.

In general, the aforementioned schemes are limited to ML models (e.g., DTs) that can be
directly mapped to simple rules within the data-plane match-action tables. Most mapping
schemes impose structural limits on the maximum tree depth. For example, the depth-
based mapping scheme used by pForest [52] and SwitchTree [53], uses a match-action stage
for each level in the tree. Therefore, the tree depth is restricted by the available number of
match-action stage in commercial switch ASICs. Some stages must be allocated for tasks
such as calculating flow identifiers, maintaining register indices, updating stateful features,
and implementing tree leaves, limiting the maximum tree depth [54]. pForest [52] claims
that only relatively shallow trees of depth 4 can be implemented in a Tofino switch. Such
tree depth limitation induce performance barriers when dealing with complex inference
tasks.

We believe that exploring the applicability of utilizing complex ML models, which
have already been utilized by the control-plane, at the data-plane level, can significantly
enhance the performance of various network management operations while reducing the
control-data plane communication delay. Finally, orthogonal to our presented solution is
Taurus [58] and 101 [59] where the ASIC is modified to support DNN inference. In contrast
to these approaches, we aim at offloading ML schemes at the data-plane without modifying

the hardware/memory structure of current switches.

3.3.2 Intelligent Traffic Management

The complexity of network traffic patterns and the use of encrypted communications are
driving the widespread adoption of traffic management based on ML [79]. The ML model
customizes itself to the specific network environment by training on the dataset collected
for that environment. As the network environment changes, more data is collected, and
the model is retrained to reflect these changes, thereby helping to understand relationships
between various events that network operators may not be aware of. For example, instead
of just matching incoming flows against a statically known set of IP addresses, ML can
learn the correlation between fine-grain features (e.g., real-time applications like online
meeting often have short inter-arrival time; DDoS attack always involve small packet sizes)

to make informed decisions in new and unseen scenarios [78].
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Traffic Classification

Traffic classification has been applied to a wide range of network operation and manage-
ment activities from QoS provisioning to performance monitoring as well as resource usage
planning [38]. For example, an operator of an enterprise network may want to priori-
tize traffic for business-critical applications. Traditional port-based [80] and payload-based
methods [81,82] become unreliable with the use of dynamically allocated ports and the ever-
increasing security level. Therefore, many ML-based schemes have emerged. Liu et al. [83]
propose FS-net, an end-to-end encrypted traffic classification model based on a multi-layer
encoder-decoder structure. Shapira et al. [84] propose a CNN-based approach for en-
crypted traffic classification and application identification by transforming the packet sizes
and packet arrival times of each flow into an image, a FlowPic. Huoh et al. [85] propose a
multi-modal Graph Neural Network (GNN)-based approach for flow-based encrypted traffic
classification, which maps traffic flows to graph representations. Wang et al. [86] propose
TaTic, a two-phase early classification scheme, where the “easy flows” are quickly classified
in the first phase by tree models, and more packets are used to classify the "hard flow” by
using Temporal Convolutional Network (TCN). Yun et al. [87] propose a Transport Layer
Security (TLS) traffic classification method, NeuTic, by designing a novel neural network

equipped with a multi-kernel convolution and a sequence self-attention mechanism.

Network Security

Network security consists of protecting the network against cyber-threats that may com-
promise the network’s availability. Doriguzzi-Corin et al. [88] propose Lucid, a CNN-based
DDoS attack detection architecture. In Lucid, packet-level attributes were collected within
a time-window and then used to generate a spatial data representation that is fed to a
CNN. Vinayakumar et al. [89] employ an MLP to develop a flexible and effective intru-
sion detection system (IDS) for cyberattack detection. Li et al. [90] propose a transfer
learning and ensemble learning-based IDS for Internet of Vehicles systems using CNNs.
Longari et al. [91] propose CANnolo, an IDS based on Long Short-Term Memory (LSTM)-

autoencoders to identify anomalies in controller area networks.

It is challenging to meet the throughput and latency requirements of modern networks
while performing these ML-based traffic management tasks. In general, these aforemen-
tioned schemes deploy their models on control-plane servers. Moving the collected flow
statistics from switches to the controller introduces a significant bottleneck for meeting
the high throughput requirement. Running ML inference within the network data-plane

would avoid data movements and address the challenge.
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Figure 3.2: An overview of INQ-MLT toolbox.
3.4 Proposed Toolbox Overview

This section provides an overview of the proposed toolbox. As shown in Figure 3.2, the
control-plane is responsible for building and training a ML model for network management
applications. Network operators describe the desired application behavior to application
developers and specify their application objectives (e.g., minimizing false positives in an
anomaly detection model or maximizing the throughput of a traffic classification algo-
rithm).

The trained model is then offloaded to the data-plane for various decision-making op-
erations as part of the forwarding pipeline. The forwarding pipeline consists of a parser,
multiple match-action tables and a deparser, enabling network devices to customize packet
processing within the data-plane. The arriving packet first enters the parser for packet
header parsing, then passes through multiple match-action tables for packet manipula-
tion, and finally reaches the deparser for packet serialization. The controller collects the

monitored traffic data from the data-plane to periodically retrain the ML model.

The collected traffic data is fed first into the feature extractor to obtain flow features,
Based on the

types of features, application developers can manipulate the ML model builder to create

and application developers are charged with selecting suitable features.

appropriate models. Once a floating-point model is obtained and trained, the quantization
module generates a quantized ML model that employs P4-supported data types, thereby
addressing the limitation of P4 not supporting floating-point numbers. The resulting quan-

tized model utilizes integer weights and bit-oriented arithmetic operations. The mechanism
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of the quantization module is introduced in Section 3.5.

The quantized ML model is then fed to the template-based P4 generation module
which, in turn, produces the corresponding P4 code by assembling the predefined template
of different operations. Finally, the generated P4 code representing the trained model is
compiled and mapped to corresponding match-action tables in the IDP. We discuss our
proposed packet processing pipeline in Section 3.6. Details pertaining to the remaining

components of the toolbox are described in the following sections.

3.4.1 Feature Extractor

INQ-MLT identifies a flow F as a sequence of packets [F[i] fori € [0,1,...,|F|—1]] having
the same flow ID (e.g., source and destination IP addresses, source and destination ports,
and transport-level protocol), where F[i] denotes the ith packet of the flow. A subflow
is denoted as F[i : j| to represent the packet sequence [F[i], F[i + 1],...,F[j — 1]] and
consequently the first n packets of a flow are denoted by F[0 : n] or simply F[: n], where
n < |Fl.

There are three different typical flow features employed in networking traffic manage-

ment functionalities [92].

e Standard flow statistics: Standard statistical features include the mean, standard
deviation, minimum, maximum, of packet length, inter-arrival time, TCP flag count,
flow duration, etc. This type of feature is highly abstracted and normally picked by

domain experts.

e Time-series: Tracking a fixed-size packet-level feature across the initial packets
within a flow makes it possible to generate a dynamic-sized time-series feature that
characterizes the flow. For example, the sizes of the packets in a flow are valid
time-series features. This type of feature includes information about the relationship

between two packets.

e Raw bytes: The rawest form of flow data, i.e., the actual flow bytes from packet

headers and payloads.

Due to the depth limitation of the parser in parsing from the payload, using P4 to
extract a sufficient number of useful bytes from the packet payload presents a challenging
task. Additionally, deep examination of payloads using P4 requires clone and recirculation
of the packet [93], which may cause a noticeable delay. Therefore, INQ-MLT only considers

standard flow statistics and flow time-series features.
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From a practical point of view, classifying a flow after it ends is not a useful task for
many types of applications (e.g., intrusion detection). Therefore, to accurately identify an
event as soon as possible, INQ-MLT only uses features based on the first n packets F[: n],
where n is a parameter that depends on the application task (e.g., load balance) as well
as the number of features. Once the feature type is selected, the next step is to select the

relevant features and apply the necessary transformations.

In addition to extracting flow features, the extractor can also retrieve switch metadata
(e.g., queue length, hop latency, and ingress timestamp) embedded by In-band Network
Telemetry (INT) [94-96]. As a result, the switch state and the flow’s entire history can be

obtained to increase the power of the ML model.

3.4.2 The ML Model Builder and Model Training

Several factors affect the choice of ML models for network traffic management applications.
The most important one is input features. Features directly affect not only the accuracy
but input structure/dimension, which influences computational complexity. The choice of

input feature and ML model are highly correlated.

Standard flow statistics: The number of statistical features, and consequently the input
dimension, is often small. An MLP will be built when standard statistical features are

selected.

Time series: A 1D-CNN will be constructed when time-series features are selected

because 1D-CNN is capable of capturing temporal correlations between packets.

The application developer can assemble different pre-built neural network basic blocks
(combinations of convolution kernels, fully connected layers, activation functions, and

more) to design the optimal model for the task at hand.

Then, the generated neural network architecture will be ready for the subsequent train-
ing module. The model can be extended to suit the targeted network management oper-
ation (e.g., flow classification, flow size prediction, or DDoS prediction). Assume that the
neural network consists of an input layer, N hidden layers, and an output layer. INQ-MLT
normalizes each input into a zero-mean and unit-variance distribution. The output layer
produces the desired outcome (e.g., flow predicted class). For the activation function at the
output layer nodes, INQ-MLT utilizes softmax. The neural network uses back-propagation
to learn the weights and biases of each layer. Training the model refers to finding values
or weights on the links between the nodes of each consecutive layer that can be used in

gradually calculating the correct output during model execution.
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INQ-MLT inserts additional quantization nodes during the training process. For each
link carrying the weight between two nodes, we add a weights quant node. Similarly, for
each activation function output on each node for all the layers, we add an activations quant

node. The design of these nodes will be discussed in Section 3.5.2.

To explain the purpose of these nodes, it is important to note that the deployed ML
model at the IDP must satisfy several restrictions. IDPs cannot perform floating point
operations and do not support matrix multiplication or looping operations. Hence, the
weights of each layer of the ML model stored at the IDP are restricted only to integer
representations. On the other hand, it is beneficial to use floating point representations
of the features and node weights during training in order to increase the model accuracy.
Hence, the training model at the control-plane trains and stores the model using floating-
point values. The role of the quant nodes, then, is to train the model to compensate for
any precision loss when the floating-point based model at the controller is transformed into
a quantized ML model that can be stored at the IDP.

One of our design objectives is to keep the size of the ML model at the IDP small
in order to reduce the switch memory consumption. Clearly, there is a trade-off between
the model size (e.g., number of hidden layers) and the achieved accuracy, especially in
some complex traffic management tasks. Hence, it is up to the developer to configure
the desired input/output layers size as well as the number of hidden layers according to
the selected network management operation while achieving the desired level of accuracy.
Since the model is trained at the control-plane, these configurations can be reached after
experimenting with different historical datasets. In our current implementation, we map
the entire ML model to a single P4 program that is executed by a single forwarding device.
We leave the idea of mapping larger ML models in a distributed manner at several switches

as future work.

3.5 Quantization Module

The quantization module is employed to convert floating-point numerical model parame-
ters and operations to lower-precision representations. Instead of adopting a 32-bit float-
ing point format to represent weights and activations, the quantized ML model represents
weights and activations using more compact formats (e.g., 8-bit integers) and in some cases
binary values. Applying quantization to a trained model may introduce a perturbation to
the trained model parameters. This can significantly reduce the model accuracy. We em-
ploy the quantization-aware training (QAT) technique [97] to address this limitation by

inserting quantization nodes, as depicted in Figure 3.3. QAT simulates low-precision infer-
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Figure 3.3: Added quant nodes at the controller.

ence time computation in the forward pass of the training process. This section describes
how INQ-MLT quantizes the MLL model and how the model can be employed.

3.5.1 Quantization and Dequantization Steps

At the controller, each quantization step maps a floating-point model parameter r within
the continuous range [Rin, Rmaz| to a finite integer value 7 between @i, and Quax,
respectively. The range set {Qmin, -+, Qmaz } depends on the bit width B of the resulting

integer 7 and the choice of whether it is a signed or an unsigned integer. More precisely,

(0,28 — 1), 7 is unsigned

3.1
(—2B-1 281 1), 7 is signed (8.1)

(Qmin7 Qmax) = {

For each model parameter, four quantization parameters must be defined. The first
two are the values & > R, and 8 < Ryu4., such that [«, 5] denotes the clipping range of

r, a bounded range that we are clipping the real values of r with.

Next, we define a real-valued scale S. The scale S specifies the quantization step, or
the corresponding real-value distance between two consecutive integers. Using a constant

value for S results in a uniform mapping. On the other hand, S can also be represented
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as a function of the quantized weights resulting in a non-uniform mapping. In essence, a
uniform quantization, selects S such that it divides a given range of real values r into an

equal number of partitions,
b —«

S=—=—
28 —1

(3.2)

The fourth parameter is an integer zero-point Z which is the quantization bias. The
value of Z controls the mapping symmetry of different r values around its central value.
Setting Z to zero results in a symmetric range that is efficient when the values that r takes

are not skewed within [«, 3].

Having defined those quantization constants, we can now proceed with the quantization

process, where the quantized integer value 7 is obtained as follows,

T = Clamp( \‘%-‘ + Z, Qmin; Qmam) (33)

where r is a real-valued input (activation output or node weight). |[-] is the round-to-

nearest integer value operator and clamping is defined as:

Qminy r< Qmm
Clamp<727 Qmina Qmaz) = T'A, szn <r< Qmaac (34)
Qmaz, T > Qmaz

In other words, any values of 7 that lie outside the range (Qmin, @maz) Will be clipped to
its limits.
Dequantization recovers an approximation 7 of the real value r using the quantized

value 7 using;:
r=S—2) (3.5)

3.5.2 ML Quantization-Aware Training

As indicated before, the common approach to obtaining a quantized ML model is to design
and train the model using floating point values and operations first. Then, this step is
followed by quantizing only its weights. However, this may introduce a perturbation to

the trained model parameters and result in a high-level of accuracy loss.

INQ-MLT circumvents this problem by adopting a different approach referred to as
quantization-aware training (QAT). QAT recovers the quantization accuracy loss during
training by inserting additional quantization (quant) nodes to the ML model during that

phase as shown in Figure 3.3.
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A quantization node is a sequence of quantization (3.3) and dequantization (3.5) op-
erations stacked together. By adding those nodes, INQ-MLT introduces the quantization
induced errors to the ML training phase. The model is then forced to learn as it is trained
how to modify its weights in order to minimize its accuracy loss due to quantization. We
note here that these additional nodes are only needed during the training phase and are
not part of the ML model deployed to the IDP. Figure 3.3 illustrates how quantization
nodes are added, respectively, for the quantized weights and activation functions outputs
within the ML model. As shown, before the matrix of the weights of every layer is multi-
plied by the input to the layer, it passes through the weights quant node to be quantized
and then dequantized. The output of the quant node is a new set of weights with some
precision loss. The new weights matrix is multiplied by the input and a bias is added.
Similarly, when an activation function is executed, its output is passed to an activations
quant node before it is passed to the next layers. The mathematical details of the quan-
tization and dequantization operations are explained in Eqn (3.3) and Eqn. (3.5). Hence
the quant nodes ensure that the quantization precision loss is fed to the ML model as part
of its training. QAT only simulates the lower precision behavior in the forward pass of the

training process, while the back-propagation step remains unchanged.

After the training phase, the quantization process is performed on the pre-trained
floating-point model based on the Eqn. (3.3). It is worth noting here that INQ-MLT treats
the quantization ranges |a, 8] differently for weights and activation function values. More

precisely,

e For layer weights, the range is computed statically and is treated as a stored constant
when the ML model is deployed to the IDP. It is sufficient for example to simply set

o :=minr, § := maxr.

e For activation functions outputs, (activations for short), the clipping range depends
on the flow features, i.e., the input of the neural network. Therefore, the determi-
nation of the clipping range of activations quantization often requires a few batches
of calibration data. The clipping range can be pre-calculated by running a series of
calibration inputs to compute the typical range of activations. INQ-MLT can apply

different metrics to find the best range.

3.5.3 Deployment of the Quantized ML Model

Once the model is trained, and all its weights are obtained by the control-plane, it is mapped

to a corresponding P4 program. The IDP then executes the program using predefined
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thresholds (e.g., every n packets of a flow or when a certain condition is satisfied). The
outcome of the ML model then affects the processing of the packet as it passes within the
IDP pipeline.

In this section, we demonstrate how the data-plane can store and execute the trained
ML model given its constrained computing and memory resources. Assuming that the
trained model has I Layers with N;, 2 = 1---1, nodes at layer i. The weights of each layer
7 can be stored in the IDP as an N;_; x N; matrix of integer values. These values can be
cached in the forwarding device memory or stored in its registers.

The triggering of each layer i, involves a multiplication operation between the output
vector vt = (r{7', -+ et ) of size N;_y of the previous layer i —1 and the matrix of layer
i weights, W'=[w? ] of size N;_; x N;. Following this step by adding a bias p’ produces
the vector r'= r'"! x W’ + p’. Here, p’ represents the bias value at layer 7 and r’ is the
output of layer ¢ and the ML model output for i = I.

Following [98], let Wi=[10},] and #'=(1,- - 7%, ) represent the quantized values of the

matrix W* and the vector r’, i = 1--- I, respectively, as obtained using Eqn. (3.3).

From the definition of matrix multiplication, we have:

Ni_1
ri= Z i X wi + Pl (3.6)
1=1

Substituting for the real-values of the matrix and vectors with their corresponding quan-

tized values, we obtain:

N;_1
S, (7212 - lec) = Z S (fziil - Zziil) S;fu,k:l (w;cl - qu,kz) + Siph (3.7)

=1
By normalizing the input features and selecting a maximal common clipping range for
the elements within each vector and matrix and substituting in (3.2), the scaling factors
and zero-points can be set such that Si= Si=--.=S% Zi= Zi=...=Z7" for every vector r’
and S}, ,, =S4, 2}, =21, Vk,1. We observe that the bias scale is the product of the scales

of the weights and of the input activations, i.e., S = S*! x S%. We can then have:

N,

N

i—1
=z (35 - 27 - ) 5)

=1
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satisfied?

Figure 3.4: Packet processing pipeline.

where the multiplier M? is defined as

Sl x 8¢

M=
Sz

(3.9)
In Eqn. (3.8), the only non-integer value is that of the multiplier M’, which can be
calculated by the controller before deploying the model to the data-plane. Therefore, during
the ML model execution process, we can consider these values as constants expressed and

stored using fixed-point representations in the switch.

Clearly, the output of the last layer represents the final results of the ML model, which

can be used as part of the data-plane packet pipeline as will be explained in Section 3.6.

3.6 P4 Generation

In this section, we describe the final step of how our proposed model is integrated within the
switch P4 pipeline. The general processing pipeline of an IDP is illustrated in Figure 3.4

and is explained in the following sections.

Parser

For an arriving packet, it is first mapped into a Packet Header Vector (PHV) by the parser
based on the requirement of models. The PHV contains different fields of the packet
header, such as the flow ID and associated metadata (e.g., queue length upon packet
arrival). Then the PHV is checked if incoming packets contain a label. If a label is present,
INQ-MLT executes the corresponding action (e.g., drop the packet). In the case of traffic
classification functionalities, the parser also contrasts the packet flow ID against a list of

already classified or labeled flows using hash functions. If the packet flow ID is not found
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in the list it is added. Once hashed, the corresponding stored statistics are retrieved and

stored in the associated metadata.

Registers are used to store the aforementioned list of flows, their statistics, and the ML
model output for their classification. For example, in the case of an ML model that is used
for classifying heavy flows, the first cell in the register will store the flow ID and the last
cell will store the label of the flow (e.g., for heavy flow identification, 0 for normal flow and

1 for heavy).

Initially, all cells in the registers are initialized to a default label. When the ML model
is triggered to label a flow, the corresponding cell is modified with the new label. Hash

functions in P4 are used to map flows to registers based on their IDs.

Update Features

All features and fields that are used by the ML model are also stored in registers. The P4
code that updates some features (e.g., average packet length) is limited to basic integer
operations (e.g., addition, subtraction, and hash). To calculate standard statistic features,
bit operations are used (e.g., we use right bit shift for divisions). To minimize the number
of times these operations are executed, these values are only calculated upon triggering the
ML model. For example, to obtain the average packet length, the register maintains the
sum of the lengths of all packets as well as the number of packets. Before executing the
ML model, the average is calculated once and fed to the model. To increase the accuracy
of the calculations, it is preferred to choose the value of the number of packets as a power
of two to maintain the accuracy of the division operation as it is carried out using bit-
shift operations. For time-series features, rewrite the registers with the features of current

packet when the feature of the previous packet is no longer required for model inference.

ML Model Execution

After updating features, INQ-MLT checks if the model execution conditions are satisfied.
The execution of the ML model can be either partial or complete, depending on the model
type. For example, an MLP is fully executed when a specific condition is met (e.g., the
nth packet arrivals). In contrast, a 1ID-CNN can be executed partially upon packet arrival
by only executing a single elementwise multiplication. The intermediate results of this
multiplication are stored in registers, and labels will only be generated when the label

generation conditions are satisfied.

To simplify the mapping from the ML model to P4 code, we create a template li-

brary that contains various parameterized templates for commonly used operations. Each
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Table 3.1: The common used templates.

Name Parameters

dot_product_template The weight matrix W*; the zero-points Z*~1, Z* and Z' ;
the multiplier M?; the bias p'.

ConvlD_template The kernel matrix W*; the zero-points Z*~!, Z* and Z' ;

the multiplier M?; the bias p’.
normalize_quantize_template 'The mean and variance of the training set.

clamping_template The bit width applied and the choice of the use of signed
or unsigned integer.

update_feature_template The feature type (count, maximization, minimization or
average).

label_template The number of classes, i.e., how many different cate-

gories or classes.

template parameters are based on the ML model configuration or are calculated by the
control-plane offline (e.g., the weights of each layer, the mean and variance used to normal-
ize the input and the bit width applied). Table 3.1 shows some common used templates
and their parameters. The P4 developer feeds these parameters to corresponding tem-
plates and assembles these template blocks into larger blocks or full packet pipelines. For
example, the template of the operation of Eqn.(3.8) denoted dot_product_template is shown
in Listing 3.1.

Listing 3.1 shows an example of the dot_product_template in layer ¢ with two vectors

[X17X2] and [w’ibw%l]

1 meta.f1=(((xl—Z“J)*ﬂﬁ1+(x2—Z“4)*M@1+ﬂ)*ww>>e+Z%

Listing 3.1: P4 code fragment of a dot product operation based on Eqn.(3.8).

Here the multiplier M? is expressed using its fixed-point representation m x 27¢, and
27¢ is performed by using the right bit shift operation >>. Wy, = w}, — Z! can be

pre-computed since both @}, and Z are constants. The calculation result is stored in
meta.fl.

1 action i-th_Layer_calculation(){

2 int<32> xl=meta.prevlayerOutputl;
3 int<32> x2=meta.prevlayerOutput?2;
| /] ...

5 dot_product_template[C1] () ;

6 dot_product_template[C2] () ;

7 /*similar code is omitted*/

8 dot_product_template[Cn] () ;}

Listing 3.2: P4 code fragment of an action for the vector-matrix multiplication of a neural
network layer.
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For the vector-matrix multiplication of an ML layer, we construct an action block
which consists of multiple dot_product_templates with different parameter combinations, as
shown in Listing 3.2, where Cn denotes the parameter combination of the n'* column of
the weight matrix W, the n'™ element of bias vector p', the zero-points Zi~!, Z¢ and Z°
and the multiplier M®.

We note that, for the result of each multiplication to be stored and fed to the next layer,
they must be clamped using Eqn.(3.4), which involves conditional statements. Thus, we
create clamping_template, whose parameter depends on the bit width used and whether
the integer is signed or unsigned. Listing 3.3 shows an example of mapping an MLP model

with one hidden layer by assembling the templates in an apply control block.

1 apply {
update_feature_template;
if (The ML call condition == True){
| featurel.read () ;
feature2.read () ;
6 // Omit codes to extract other features
7 normalize_quantize_template;
8 firstLayer_calculation () ;
9 clamping_-template (meta.lstLayerOutputl);
10 clamping_template (meta.lstLayerOutput2);

11 // ..

12 clamping_template (meta.lstLayerQOutputn) ;
13 secondLayer_calculation();

14 meta.class=label_template (meta.output) ;

15 3

Listing 3.3: P4 code fragment for mapping a MLP model with one hidden layer.

Before we check whether the ML model call condition is satisfied, we always need to
update the flow features by using the update_feature_template (line 2 in Listing 3). Its
parameter is the feature type, i.e, how do we update the features (e.g., count, maximiza-
tion, minimization or average). Once the neural network is invoked, the values of the
input features are fetched from the registers. Before feeding these values to the model,
they are normalized. Division operations during normalization are carried out using bit
shift operations. The values are then quantized to the integer range set depending on
the bit width applied, and used as an input to the first layer in the ML model. normal-
ize_quantize_template is used here. Consequently, each layer is triggered by executing the

vector-matrix multiplication operation, using one layer at a time.

For the output layer, the classification result is obtained by using label_template, whose
parameter relies on the number of classes. Recall that softmax is used as the final activation
function; therefore, after obtaining the output vector, the label can be determined by
identifying the node with the highest value through a straightforward comparison using

if statements for binary classification. For a multi-class classification problem, it is more
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scalable to realize the number comparison (i.e., the argmax operation) by designing a

ternary matching table, as detailed in [99].

Set Label and Apply Action

Once the ML model is executed and the label generation condition is satisfied, its output
is used to set the label of the packet flow. P4’s match action tables are then used to find
the suitable action for the packet belonging to the newly labeled flow. For example, if the
packet is labeled as malicious, dropping the packet can be implemented by directly calling
the P4 drop primitive or sending it to a deep packet inspection module [82]. Finally, at
the end of the pipeline, the deparser assembles the packet data back into a stream of bytes

for transmission before their departure.

Summary and Discussion

The P4 code is generated by assembling templates for commonly used operations. The P4
mapping of the vector-matrix multiplication consists of many dot_product_templates, and
each contains multiple basic addition and multiplication operations. Clearly, the compu-
tational complexity increases with the growth of the size of the matrix, which increases
the ML model inference latency, especially when we increase the model accuracy by using
more neurons in each layer. To accelerate the ML model execution, we sketch two potential
solutions and leave them as future work. The first solution is to explore the possibility of
executing actions in parallel in P4. The second solution is to design an efficient approx-
imate matrix multiplication algorithm [100] which reduces the problem to exact matrix

multiplication in a lower-dimensional space.

It is also important to note that, to deploy our toolbox generated P4 programs, the
programmable targets must provide direct support for multiplication operations. For those
P4 targets that do not provide such support, we believe that with certain extensions, the
P4 code generated by our toolbox can be adapted for use. Generally, most P4 targets
support the shift and additions. Therefore, the multiplication operation can be decomposed
into a number of shifts and additions, as detailed in [101]. Depending on the vector-
matrix operations scale, the packets need to be recirculated to the pipeline multiple times
to complete all the required operations. Even Taurus [58], which adds an FPGA-based
implementation of a custom MapReduce block to programmable switches, enabling the
support of vector-matrix multiplication. Our toolbox can adapt to Taurus switches by

converting the generated P4 code to the corresponding Spatial language [102] on the FPGA.
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Finally, replacing vector-matrix multiplication with table lookups can also be explored as

a more general approach, as discussed in [103] and [104].

3.7 Theoretical Precision Analysis

In this section, we analyze how the precision of the quantized IDP model for activations
and weights impact the IDP model inference accuracy theoretically. We employ the DNN

precision analysis framework in [105].

3.7.1 Notation

Recall that the neural network trained by the controller for the traffic management task
has an output layer with size Ny, and softmax is used as the output layer activation
function. Therefore, to give the management decision, the neural network would typically

-----

numerical output is a function of the neural network’s weights and activations:

uj = f ({ah}heA ’ {wh}hew) (3.10)

for j =1,..., N;, where A and W are the index sets of all activations and weights in the
network, respectively. a; denotes the activation indexed by h and wj; denotes the weight
indexed by h.

After applying the quantization module, the activations and weights are quantized to
B4 and By bits, respectively, and the output u; is corrupted by quantization noise €,; so
that:

uj+eu; = f ({an + ap breas {0n + €wp tnew) (3.11)

where ¢,, and ¢,, are the quantization noise terms of the activation a; and weight wy,

respectively. It is standard to assume that {q, },. 4 are independent uniformly distributed

random variables on [—%, %], and {eu, } o)y are independent uniformly distributed
random variables on [—2%, 8] with Ay = 27(Ba~U and Ay, = 2-Bw=D [106].

3.7.2 Accuracy of Non-quantized Controller Models and Quan-
tized IDP Models

For the non-quantized controller model and its quantized counterpart at the IDP, we define:
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The non-quantized controller model error probability

Pesi = Pr{Yy #Y}

where YY; is the output of the non-quantized controller model and Y is the true label.

The quantized IDP model error probability

Peg =Pr{Y, #Y}

where Y, is the output of the quantized IDP model.

The mismatch probability between non-quantized controller models and quan-
tized IDP models

P = Pr{Y, # Yy}

Proposition 1. The upper bound for the error probability p. , of the quantized IDP model
is determined by the scenario in which there is no overlap between misclassified samples

and samples whose predicted labels are in error due to quantization, as shown below:

Pe,q < De,fl + Pm (312)

Proof: pe, = Pr{Y, #Y}

— PH{Y, £ V.Y, = Yp} + Pr{Y, £ .Y, £ Y}
= Pr{Yji £ V.Y, = Y} + Pr{Y, £ V.Y, # Yy}
< Pe,fl + P

From the above proposition, it can be seen that it requires estimating the mismatch prob-

ability to obtain an upper bound error probability of the quantized IDP model.

3.7.3 Quantization Analysis

In quantization noise analysis, it is standard to ignore the cross-products of quantization
noise terms as their contribution is negligible. Therefore, using Taylor’s theorem, the total

quantization noise at the output of the quantized IDP model can be expressed as [105,107]:

Eu; = Z gah% + Z gwha_U)h (313)
heA hew
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By evaluating the probability of any pair of outputs (u; < wu;) that flipped due to
quantization errors Pr (ul + ey, > uj + Euj), we can obtain an analytical upper bound on
the mismatch probability p,, between the non-quantized controller and quantized IDP

models.

Proposition 2. Given By and By, the mismatch probability p,, between the non-quantized

controller model and its quantized counterpart at the IDP is upper bounded as follows:

Pm < ALEA+ Ay Ew (3.14)
where
() |
ZhGA Oap,
Ey=E 5 (3.15)
) 24 |uj — uYﬂ}
J#Yf
and _
(“j_”yfl) ?
ZHEW Bwh
Ey =E 5 (3.16)
J#Yn

E4 and Ey are the activation and weight quantization noises, respectively. The expecta-
tions & are taken over a random input and {ap},c 4, {uj} 1 and Yy are thus random

variables.

The detailed proof of this proposition can be found in [105].

The first term in (3.14) characterizes the impact of quantizing activations on the over-
all IDP model accuracy while the second characterizes that of weight quantization. We
observe that the mismatch probability p,, increases as A% and A%, becomes larger. This
can be attributed to the fact that smaller precision results in more mismatch. Proposi-
tion 2 provides additional insight: the mismatch probability decreases exponentially with

precision, because Ay = 27Ba=D and Ay = 2-Bw 1),

To obtain the quantities in the expectations in (3.15) and (3.16), it is necessary to
perform one forward pass on an estimation set. During this forward pass, the numerical
outputs are recorded, followed by one backward pass to probe all relevant derivatives.
Consequently, (3.14) can be readily calculated. Then, we simply combine (3.12) with
(3.14) to obtain an estimate of the accuracy of the quantized IDP model.
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3.8 Performance Evaluation

We have implemented the performance of INQ-MLT on a network with BMv2 software
switches [34]. We selected anomaly detection [108] and traffic classification [109] as the

use-case scenarios for validating the performance of our proposed toolbox.

3.8.1 Dataset

Anomaly detection: The CICIDS2017 [108] dataset is provided by the Canadian In-
stitute for Cybersecurity, University of New Brunswick Canada. This dataset consists of
data collected from several days of network activity. It contains both benign and malicious
(e.g., flows representing DDoS attacks) flows. We select Tuesday, Wednesday, and Friday
traces. We extract the flow features of the first eight packets to collect the needed input
features vector for the ML model, which is then executed as part of the eighth packet’s
processing pipeline. The used dataset is highly unbalanced. Following [88], we utilize an
under-sampling technique that randomly removes records from the dominant class to en-
sure unbiased learning and classification. We build MLPs to perform anomaly detection.
MLP represents the basis for implementing artificial and deep neural networks and has
been widely used as a benchmark in various network management tasks [110,111]. Several
stateful features are used to train the MLP, as listed in Table 3.2.

Traffic classification: The ISCX VPN-nonVPN [109] dataset is utilized for the task
of classifying traffic according to the function types. It contains six function types of
network traces (email, chat, file transfer, P2P, VoIP, and streaming). We build a 1D-CNN
to perform this traffic classification task. Three time-series features, i.e., packet length,
inter-arrival time, and TCP window size, of the first eight packets, are used to train the
1D-CNN. These datasets are stored in PCAP file format which facilitates the use of dpkt *

to extract the features.

3.8.2 Experiment Setup

For each use-case, the dataset is split into a training (60%), a validation (20%), and a test
(20%) sets. The model training, validation, and quantization operations are performed by
the control-plane using TensorFlow Lite 2. We created a simple network topology consisting

of two end-hosts connected by one forwarding device in the Mininet ? environment. The

Thttps://github.com/kbandla/dpkt
2https://www.tensorflow.org/lite
3http://mininet.org/
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Table 3.2: Features used for model training.

Model | Feature Description
PSH Cumulative number of occurrences of the TCP flag PSH.
RST Cumulative number of occurrences of the TCP flag RST.
MLP SYN Cumulative number of occurrences of the TCP flag SYN.
FIN Cumulative number of occurrences of the TCP flag FIN.

Max_Pkt_Len | Size of the largest packet.
Mean_Pkt_Len | Average size of packets.
Pkt_Len The time-series of packet length.
1D-CNN The time-series of inter-arrival time between
IAT .
two adjacent packets.
TCP win_size | The time-series of TCP window size.

Linux network traffic tool, Tcpreplay 4, was used to replay the real network traces. iperf °
is used to measure the throughput. The bit width B is set as 8.

MLP configuration: Two MLPs are developed: MLP-1 and MLP-2. Specifically, MLP-1
is composed of 1 hidden layer with 16 hidden units; whereas MLP-2 is composed of 2 hidden
layers with 16 and 8 hidden units, respectively. Each hidden layer has a ReLLU activation

function.

CNN configuration: The 1D-CNN consists of 1 hidden layer with 16 kernels of size 2 x 3

and stride of 1, a flatten layer, and a fully-connected layer with 6 nodes.

3.8.3 Evaluation Metrics

For a specific traffic class ¢ under analysis, classified test samples are divided into three

categories:

e True Positives for class i (TP;) - the number of flows that are correctly classified for

class;.

e Fulse Positives for class i (F'P;) - the number of flows that are classified as belonging

to class; but are not generated by class;.

e Fulse Negatives for class © (FN;) - the number of flows that are classified as not

belonging to class; but are indeed generated by class;.

The performance metrics used for evaluating our model are accuracy, recall, precision,

and F1 score.

“https://tcpreplay.appneta.com
Shttps:/ /iperf.fr
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Recall

It is defined as the rate of the flows correctly classified as class; in the total class; flows:

TP,
= ————
Reca TP TN,

Precision

It is defined as the rate of the real flows belonging to class; in all the flows classified as

class;:
TP

recision, TH i FR

F1l-score

The Fl-score is the harmonic mean of precision and recall, and it measures the balance

between precision and recall and is defined as:

F1-score; = 2 x Recall; x Precision;

Recall; + Precision;

Accuracy

The overall accuracy metrics are used to assess the overall classification performance of the
classifier, which is defined as the ratio of the total number of samples that are correctly

classified by the model to the total number of samples:

Zie classes TR
Zie classes (TPZ + FP%)

Accuracy =

3.8.4 Classification Result

In our comparative analysis, we evaluate the proposed Quantization-Aware Training (QAT)
scheme alongside the standard training scheme, where quantization nodes are not added

during the training process.

For MLP-1, as depicted in Figure 3.5(a), it was observed that both the QAT scheme
and the standard training scheme exhibited nearly identical levels of performance, with
no significant difference in accuracy. In contrast, Figure 3.5(b) shows when assessing the

performance of QAT for MLP-2, characterized by two hidden layers, notable distinctions
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(a) MLP-1 (a hidden layer with 16 nodes) (b) MLP-2 (2 hidden layers with 16 and 8 nodes
respectively)

Figure 3.5: Classification performance for MLP.

emerged. The quantized model associated with the QAT scheme demonstrated a notably
higher accuracy in comparison to the standard training scheme, wherein the latter exhibited
a reduction in accuracy. This shows that QAT is more effective in improving the accuracy
of deeper neural network architectures, such as MLP-2, compared to shallower ones like
MLP-1. This is because the quantization error accumulates gradually with the increase of

hidden layers, leading to accuracy loss.

Table 3.3: Classification performance for 1D-CNN.

Orerall Metric | Email Chat  Streaming Voip — File ~ P2P Weighted
Accuracy Average

Precision | 0.7536  0.4583 0.7458 0.6816 0.6933 0.9176 |  0.7142
0.7230 | Recall | 0.8125 0.1964 0.4490 0.8085 0.8739 0.9176 |  0.7230
Fl-score | 0.7820 0.2750 0.5605 0.7397 0.7732 0.9176 |  0.7040
Precision | 0.6974 0.4000 0.6429 0.5730 0.7407 0.9390 |  0.6651
0.6623 | Recall | 0.8281 0.1429 0.4592 0.8564 0.5042 0.9059 |  0.6623
Fl-score | 0.7571 0.2105 0.5357 0.6866 0.6000 0.9222 |  0.6420
Precision | 0.8387 0.3721 0.6667 0.6912 0.7405 0.9176 |  0.7146
(QAT) 0.7230 | Recall | 0.8125 0.2857 0.4898 0.7979 0.8151 0.9176 |  0.7230

Fl-score | 0.8254 0.3232 0.5647 0.7407 0.7760 0.9176 |  0.7145
Precision | 0.9123 0.3953 0.6712 0.6741 0.7422 09176 |  0.7203
0.7246 | Recall | 0.8125 0.3036 0.5000 0.8032 0.7983 0.9176 |  0.7246
Fl-score | 0.8595 0.3434 0.5731 0.7330 0.7692 0.9176 |  0.7176

float model
(standard training)

quantized model
(standard training)

float model

quantized model

(QAT)

Table 3.3 presents similar results for the multi-label traffic classification tasks based on

1D-CNN and it shows the performance results on metrics for all 6 traffic function types.
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For the QAT scheme-associated models, compared to the non-quantized float model, we

note that the quantized model has almost no loss in performance metrics. This validates
the effectiveness of QAT.
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Figure 3.6: Comparison between BNN and 8-bit precision MLP.

We also conduct an evaluation to compare the classification performance of our quan-
tized neural network with the binary neural network (BNN). As outline in [54], even sim-
plified versions of BNNs are onerous to deploy into commodity programmable switches: a
very basic BNN with two layers of 64 and 32 neurons already exhausts the resources of
an Intel Tofino ASIC, while yielding poor inference results. Therefore, we train two BNNs
for the anomaly detection task: BNN-1 with the identical architecture as our MLP-2 and
BNN-2 conforming to the structure with 64 and 32 neurons referenced in [112]. The com-
parative analysis depicted in Figure 3.6 illustrates the performance difference between the
two BNNs and the 8-bit precision MLP-2. As expected, the neural network with 8-bit
precision exhibits higher accuracy compared to the two BNNs. BNN-2 employs a higher
number of neurons, however, the enhancement in its classification performance is marginal.
The distinctions between the BNN and the 8-bit precision neural network performance can
be attributed to the following reasons. Specifically, an 8-bit precision allows for a wider
range of weight values compared to binary weights, enhancing the model’s expressive-
ness. Furthermore, binary weights (1-bit) inherently introduce quantization errors during
training and inference, potentially leading to a loss of information. In contrast, the 8-bit
precision offers a higher level of granularity, reducing quantization errors and preserving

more information during computations.
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3.8.5 INQ-MLT in Switches

The previous experiments are performed with Python. We now further evaluate our scheme
on BMv2 software switches. We implement MLP-1 on the software switch. We compare the
performance of our proposed architecture against that of a centralized controller-based ML
model at runtime. In this model, the data-plane sends collected features to the controller,
which executes the ML model, and then communicates back the classification decision to
the data-plane. Figure 3.7 provides a comparison between the controller-based ML model
and our P4 implementation of the ML model. As depicted, there is almost no accuracy

difference.

Furthermore, we evaluate the classification performance of our approach in comparison
to DTs with level-table mapping scheme adopted by [52,53]. As claimed by pForest [52],
only shallow trees of depth 4 can be implemented due to resource limitation. Therefore,
we performed a comparison to determine the depth required for a DT to reach equivalent
accuracy as a neural network with only one hidden layer. We can see from Figure 3.7, to
achieve the same accuracy as MLP-1, for the DT with level-table mapping scheme, a depth

of 6 is needed.
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Figure 3.7: The performance of INQ-MLT, controller-based ML and DT for anomaly de-
tection.

In terms of the throughput of the IDP pipeline, we first note that the ML inference
delay in the controller consists of three parts: the transmission delay of sending features
from the forwarding device to the controller, the ML execution delay in the controller and
finally the transmission delay of returning the result back to the switch. Figure 3.8 plots the
throughput of a scenario where every packet triggers the execution of the ML model for both

the IDP of our INQ-MLT and that of the controller against various values of the one-way
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Figure 3.8: Throughput comparison.

transmission delay between the controller and the switch. The choice of transmission delay
is based on [113]. We neglect the ML execution delay at the controller due to the controller’s
high computational capability. As depicted, the controller-based ML exhibits an increase
in throughput as the transmission delay decreases, aligning with expectations. In contrast,
our proposed approach, operating without causing any transmission, consistently achieves
higher throughput compared to other three controller-based schemes. Since BMv2 was
not developed as a production-grade switch, a better performance should be expected
whilst running on a hardware switch. The plot demonstrates that INQ-MLT achieves a
significant reduction in the traffic management decision-making process, especially when

the transmission delay between the controller and the switch is high.
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Figure 3.9: Comparison of quantization noises and error rates between standard training
and QAT Schemes for MLP-1.
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Figure 3.10: Comparison of quantization noises and error rates between standard training
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Figure 3.11: Comparison of quantization noises and error rates between standard training
and QAT Schemes for 1D-CNN.

3.8.6 Precision Analysis Result

Figures 3.9 to 3.11 show the quantization noises computed by (3.15) and (3.16) and the
theoretical and simulation error rates, respectively. Both quantization noises E4 and Ey
for standard training scheme are higher than the corresponding values for the QAT scheme,
which means the impact of quantizing activations and weights on the overall accuracy is
smaller for the QAT scheme compared to the standard training scheme. The theoretical
bound successfully upper bound the error rate obtained through fixed-point simulations
(FX simulation) for both schemes, which validates the analysis conducted in Section 3.7.
The theoretical error rate is smaller for the QAT scheme compared to the standard training
scheme, indicating that applying the QAT scheme offers a higher theoretical guarantee on

the model’s accuracy.
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3.9 Discussion

In this section, we discuss some important considerations regarding the use of the toolbox.

Updating ML models during runtime: After an ML model is deployed, it is
essential to update it periodically to adapt to changes in traffic patterns and maintain
model performance. There are two possible updates scenarios: updating model weights
and model modification (e.g., changing the number of selected flow features). Weights
update can be realized by storing weights in reconfigurable memory (e.g., registers) and
updating them atomically, which is analogous to updating values and without affecting the
forwarding pipeline. Modifying the ML model by changing the flow features is expected
to be an infrequent event but it remains to be a significant challenge to perform this
modification at runtime. Existing solutions such as FlexCore [114] and IPSA [115] aims to
achieve such P4 runtime programmability but they all require modifications to the existing

switch architecture.

ML performance: Normally, a trade-off exists between model size, inference accuracy,
and resource consumption. Increasing the number of features may require additional hidden
layer neurons to capture the characteristics of these features, leading to a larger model
and a higher computing resources. In some cases, while a large model can achieve higher
accuracy, it may impact the line-rate execution of the P4-based target. Therefore, in certain
tasks, it is acceptable to tolerate some accuracy loss to maintain the switches” processing
speed at line-rate. Additionally, pruning [116] can be employed to minimize the computing
resources needed for executing multiplication operations by removing parameter that do

not impart the inference accuracy.

Feature Storage: Registers are the most widely used externs and are supported
by most P4 targets. They are typically implemented in Static Random-Access Memory
(SRAM) in certain P4 hardware [117]. Registers are used to maintain per-flow states and
compute flow-level features. P4 uses hash functions to allocate the memory cells for each
flow. Depending on the characteristics of distinct features, the width of memory cells
employed for storage may vary; for instance, allocating 4 bits for the TCP flag and 16 bits
for the packet size is sufficient. For the features used to train our MLP in the anomaly
detection task, each flow requires 48 bits to store the necessary features. Thus, IMB of
memory can accommodate approximately 170k active flows. Unfortunately, the limited
size of registers and the large number of flows may result in frequent hash collisions. By
tracking the arrival time of the last packet and employing a timeout mechanism, it becomes
possible to remove inactive flows information from the registers, hence significantly reducing

collisions. Additionally, the model weights are also stored in registers, and the memory
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required to store the weights of each layer depends on both the weight matrix and the
applied bit width.

3.10 Conclusion

In this chapter, we presented INQ-MLT, an innovative toolbox designed to facilitate the
training and deployment of machine learning models within intelligent data-planes. In
INQ-MLT, the controller adopts a quantization-aware training mechanism to construct
and train an ML model. The proposed mechanism compensates for the accuracy loss
due to quantization by enforcing several quantization and de-quantization steps during
the training process. Once trained, the weights and activations of the trained model are
quantized and mapped from their floating point representations to more compact integer
representations. A P4 program integrates the quantized model inference is compiled and
deployed to the IDP. Simulation results demonstrated the feasibility of deploying the quan-
tized models and showed that they can effectively classify ongoing flows at runtime after

the first few packets.

In summary, this chapter introduced the unified data-plane ML toolbox, including fea-
ture extraction, quantization, model deployment, and inference execution. The subsequent
chapters extend this toolbox with specialized modules for early intrusion detection (Chap-
ter 4), multi-task learning (Chapter 5), unsupervised drift detection (Chapter 6), and drift-
aware classification (Chapter 7). Together, these contributions transform the toolbox into

a comprehensive platform for intelligent, adaptive, and resource-efficient data-plane ML.

In the next chapter, we leverage this toolbox to develop an intrusion detection system

for the data-plane, capable of identifying malicious flows both in the early and later stages.
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Chapter 4

A Two-Stage Confidence-Based
Intrusion Detection System in

Programmable Data-Planes

4.1 Introduction

The widespread expansion of computer networks and their new emerging applications
have enabled attackers to launch various security attacks [118]. Intrusion Detection Sys-
tems (IDSs) play a crucial role in identifying and responding to potential cyber threats.
Machine Learning (ML)-based approaches have increasingly been developed for enhanc-
ing IDSs. However, traditional ML-based IDS solutions typically deploy models at the
control-plane, requiring frequent interactions between the data-plane and the controller
for flow analysis. This scheme leads to decision delays that hinder timely detection of

malicious traffic.

Intrusion detection can increasingly benefit from programmable data-planes, which
enable low-latency, in-network ML inference directly within switches. Building on the
data-plane ML toolbox introduced in Chapter 3, we now develop a confidence-based in-
trusion detection system tailored for programmable switches. This chapter leverages the
quantization-aware deployment pipeline described earlier but augments it with a multi-
phase decision mechanism that balances early detection speed with high-confidence classi-

fication.

A key challenge in this design is determining when to trigger detection—at an early
stage with limited information or after observing more packets from the same flow. By

observing an extra packet in a given flow, the classification accuracy may either increase or
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remain unchanged since additional information is provided [52]. Moreover, intelligent IDSs
must not only be accurate but also should indicate when they are likely to be incorrect.
More precisely, an ML-based anomaly detection model should not only make accurate
predictions but also provide a quantification of prediction uncertainty [119]. Calibration
refers to the process of ensuring a model’s confidence aligns with its correctness. For a
well-calibrated model, predictive scores, i.e., the level of confidence, should be indicative

of the actual likelihood of correctness.

Convolutional Neural Networks (CNNs), a specific ML model, have grown in popularity
in certain network service scenarios such as DDoS attack detection [88] and network traffic
analysis [90]. These successes are attributed to the benefits of CNN with respect to reduced
feature engineering and high detection accuracy. However, implementing CNN models in
the programmable data-plane that enables fast detection and considers its trustworthiness

is challenging.

In this chapter, we propose a novel in-network, Two-Stage Confidence-based IDS
(TSCIDS), where the controller trains two context-dependent CNNs, mapped to the early
and later phases of a flow, respectively. The flow is labeled in the early phase when the
prediction confidence reaches a predefined threshold. To simplify the execution of the
two CNNs, parameter sharing [42] is utilized in the training process, which not only saves
memory but also accelerates the inference process. Our main contributions are summarized

as follows.

e We propose a novel IDS framework, TSCIDS, that deploys two CNN models in the
early and later phase of flows respectively within the data-plane. The early-stage
CNN generates an initial label, while the later-stage CNN is triggered when this first

labeling is not certain enough.

e To efficiently implement the proposed IDS in the data-plane, we propose a training
scheme that utilizes transfer learning to train two CNNs sharing the same convolu-
tional layer, allowing the later-stage CNN to leverage the early-stage CNN’s hidden
state, resulting in the reduction of memory usage and inference time.

e To improve the reliability of the trained model, we employ a post-hoc calibration

method to enhance the reliability of the provided predictions.

o We design a packet processing pipeline to integrate the trained CNN models within

data-planes.

The remainder of this chapter is organized as follows; Section 4.2 discusses related work.

Section 4.3 provides an overview of the proposed architecture while Section 4.4 describes
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the implementation details. Section 4.5 gives the simulation result. Finally, Section 4.6

concludes this chapter.

4.2 Related Work

Traditional ML algorithms such as Support Vector Machines (SVM), k-Nearest Neighbor
(kNN), Random Forest (RF), and Naive Bayes (NB) have been widely applied to IDSs
with notable success [120]. In recent years, CNNs have also been extensively utilized
for IDSs. Wang et al. [121] propose a malware traffic classification method using CNN
by transforming the first 784 bytes in packets into images. Doriguzzi-Corin et al. [8§]
propose a CNN-based DDoS detection architecture with low processing overhead and attack
detection time. Li et al. [90] propose a transfer learning and ensemble learning-based IDS
for Internet of Vehicles systems using CNNs. CNNs have proven advantageous in IDSs
for their ability to classify attacks by analyzing the relationships among features while
requiring minimal data preprocessing. In general, these approaches cannot perform line-

rate detection because their models are not deployable within the data-plane.

Recent research efforts have explored intelligent data-planes that ofload ML inference
tasks to programmable switches or SmartNICs, enabling real-time decision-making. Such
frameworks [1,48,50] can be adapted for IDS scenarios, yet most existing works overlook
the reliability of early predictions, particularly when only partial flow information is avail-
able. Our work extends these approaches by implementing CNN models in the intelligent
data-plane to perform anomaly detection in different phases of a flow. Furthermore, the
reliability of early detection results is considered due to the limited packet information

available in the early phase.

4.3 Framework Overview

This section presents an overview of the proposed framework, illustrated in Figure 4.1.
The control-plane plays a crucial role in building and training an intelligent IDS based on
CNN models, which is subsequently offloaded to the data-plane. The data-plane utilizes
the trained models to detect attack packets as part of the forwarding pipeline. The con-
troller continuously collects monitored traffic data from the data-plane, enabling periodic

retraining of the CNN models.

The traffic data is fed first into a traffic preprocessing module to transform the needed

header information contained in the traffic flows into array-like data structures. To make
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Figure 4.1: TSCIDS architecture.

the trained model provide a reliable prediction probability, after training the CNN models,
a post-hoc calibration method is employed. To generate models that are suited for deploy-
ment in the data-plane, the quantization process is performed, which maps the weights and
activation function values of the trained models from their floating point representations
to integer representations. The details of the quantization module are introduced in our
previous work [15]. The quantized CNN models are then fed to the P4 generator which
produces the corresponding P4 program. Finally, the generated P4 program is compiled

for a specific target.

When performing early detection with limited packet information, it is important to
consider the reliability of the prediction. Therefore, early detection needs to predict not
only whether a flow is benign or malicious but also provide predictive certainty 7. TSCIDS
implements two CNNs in the data-plane, an early-stage CNN and a later-stage CNN.
TSCIDS classifies the flow if the early-stage CNN gives a high certainty of the detection
result. In other words, if the certainty 7 exceeds a predefined threshold 7., the detection
result will be accepted. Otherwise, to ensure high detection accuracy, the framework should

wait for more packet information to execute the later-stage CNN.

Although we only present a two-stage detection scheme in this chapter, we envision
that the detection process can be implemented at a more fine-grained level, i.e., setting

different thresholds on multiple phases of a flow at multiple switches.
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4.3.1 Network Traffic Preprocessing

We identify a flow F as a sequence of packets [F|[i] for ¢ € [0,1,...,|F| — 1]] having the
same flow ID (e.g., source and destination IP addresses, source and destination ports,
and transport-level protocol), where F[i] denotes the ith packet of the flow. A subflow
is denoted as F[i : j| to represent the packet sequence [F[i], F[i + 1],...,F[j — 1]] and
consequently the first n packets of a flow are denoted by F[0 : n] or simply F[: n], where
n < |F|. Sets of subflows are denoted as D[i : j] = {Fi[i : j], Foli : jl,... Fpili : j]},

where |D| denotes the size of this set.

We use packet-level features instead of flow-level features for two reasons. First, the
flow-level features, such as average packet length, are highly abstracted, making it im-
possible to implement fine-grained operations (such as learning the relationship between
two packets). Second, it is advantageous to use packet-level features to achieve real-time

detection.

When the traffic is collected, we extract features from packet headers. Then each flow,
identified by its flow ID, is transformed into a matrix £ of size n X m, where n is the
number of packets required for the classification and m is the number of features. This
preprocessing allows CNNs to learn the characteristics of malicious and benign traffic by

sliding convolutional filters over such input to identify salient patterns.

4.3.2 The Convolutional Neural Network Design

The CNN consists of an input layer, a convolutional layer, a flatten layer, and an output

layer. The network structure is shown in Figure 4.2.
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Figure 4.2: Convolutional neural network structure.
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Input layer: After the traffic preprocessing module, each traffic flow is reshaped into a
2-D matrix of packet features. The first layer takes the 2-D matrix £ of size n x m as input.
The matrix £ contains the first n individual packet vector, such that & = (pkty, ..., pkt,)

where pkt, is the nth packet vector in flow, and the length of each packet vector is m.

Convolutional layer: A single convolutional layer with k filters of size h x m, also
known as kernels, operates on each input matrix. These filters convolve over £ with a
step size of 1 to extract and learn local features that contain valuable information for
detecting malicious and benign flow. Each of the k filters generates an activation map a
of size (n — h + 1), such that a, = ReLU(E x WS+ bE), where e = 1---k, € %« W¢ denotes
convolution of £ and W, and WS and b¢ are the weight and bias parameters of the eth
filter that are learned during the training stage. The rectified linear activation function
ReLU(x) = max{0,z} introduces non-linearity among the learned filters. All activation
maps are stacked, creating an activation matrix A of size (n — h + 1) x k, such that
A = [ay |...] ag]. We do not implement a pooling layer since P4 does not support maximum

or minimum operations.

Flatten layer: This layer is used to convert the activation matrix A into a single one-
dimensional vector v. This allows the subsequent fully connected layers to process the

features and make classifications.

Output layer: v is fed into a fully-connected layer of the size |v|. The output layer
has a sole node. The output x is generated after performing the dot product operation
r =v-W?+ b where W and b? are the weight and bias of the fully-connected layer.
The output x is passed to the sigmoid function such that o(z) =1/ (1 +e~*). It returns
a value between 0 and 1, representing the probability that the flow is malicious. If this
probability is greater than 0.5, the flow is classified as malicious; otherwise, it is classified

as benign.

4.3.3 Training Scheme and Calibration Method
Training

The early-stage CNN, denoted as CNN,, is trained on the set of subflows D[0 : a]. In
other words, C N N, will make an initial prediction using the first a packets of a flow. The
later-stage CNN that is trained with D[0 : ] is denoted as C'N N, where 8 > a.

In our training scheme, the weights are divided into two types: trainable and non-
trainable weights. The first are the parameters that can be adjusted during the training

process to improve the accuracy of the model. Non-trainable weights, on the other hand,
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are fixed and do not change during the training process. For the training of early-stage
CNN, all parameters are trainable, and back-propagation is applied to reduce the error.
To build the later-stage CNN, we first initialize it by copying the convolutional layer of the
early-stage CNN and adding a new fully-connected layer. The weights of the convolutional
layer are set as non-trainable, and the weights of the fully-connected layer are set as
trainable. We then train the later-stage CNN using the set of subflows D0 : §], freezing
the weights of the convolutional layer and only allowing the weights of the fully-connected

layer to get updated.

Calibration

The detection of malicious flow is a binary classification problem where label ¢ € {0, 1},
i.e., malicious flow (positive class) and benign flow (negative class). The probability asso-
ciated with the predicted class label should reflect its ground truth correctness likelihood.
How reliable its prediction is depends on whether the classifier is calibrated or not. A
non-calibrated classifier can produce predictive confidence that is excessively optimistic
or pessimistic in relation to its decisions. On the other hand, a confidence-calibrated
classifier ensures that the predicted probability of each sample, denoted by p, is equal to
Pr{¢ = 1| p},p € [0,1]. For example, given 100 predictions, each with confidence of 0.9,
we expect that 90 should be correctly classified.

The calibration of the model can be visually represented by using reliability dia-
grams [119] as follows: partition the prediction probability into ® equally-spaced bins and
compute the relative-frequency of positive samples of each bin. Let B, be the set of evalu-
ated samples such that the confidence associated with the predicted label falls within the
interval I, = (‘z’;l, <1>} where ¢ € {1,---,®}. The relative-frequency of positive samples
freq (By) and confidence conf (By) of this bin can be computed by:

freq (By) = Z (b =1) (4.1)
|B |
1 .
conf (By) = 1B, > b (4.2)
neB

where £,y is the true label for the uth sample, and p(,) denotes the predicted confidence
of the uth sample.

A concise metric of the deviation from perfect calibration is Expected Calibration Error
(ECE) [119], defined as E;[| Pr{¢ = 1 | p} — p |]. This metric represents the expected
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absolute deviation between the confidence and the confidence-conditional frequency of

positive samples, which can be approximately calculated as:
@
ECE ~ ;T‘b freq (B,) — conf (By)| (4.3)

where N is the total number of test samples.

Histogram Binning [122] is applied to calibrate the model. All the uncalibrated predic-
tions of validation samples are divided into mutually exclusive A bins {Bg}?zl according
to a set of intervals {95}?;1 which uniformly partitions the probability interval [0, 1]. By
allowing the value of A to be larger than the value of ® used to draw reliability diagrams,
a fine-grained calibration can be achieved. Each bin is assigned a confidence score 7, which
can be simply set to the relative frequency of positive samples freq (Bs) in each bin. If the

uncalibrated confidence falls into bin By, then the calibrated confidence is 7.

4.3.4 Two-Stage Inference based on Reliability

Because the output layer only has a single node with the sigmoid activation function, the
output value is treated as the confidence score directly. TSCIDS requires the developer
to provide a score threshold 7., where 0.5 < 7. < 1, which considers the tradeoff between
accuracy and detection speed. A higher threshold is chosen if the detection accuracy is
the primary concern, while a lower threshold is chosen if the goal is to obtain the label as

quickly as possible.

The early-stage model generates a potential label ¢ € {0, 1} for the flow, along with its
corresponding level of certainty 7, i.e., confidence score. If the confidence score 7 is above
7., the label is accepted, memory freed, and the flow is no longer tracked. Otherwise, if
7 is below the threshold 7., TSCIDS continues to track the flow and waits for additional
packets. When the invocation condition of the later-stage model is met (i.e., the 3" packet
arrivals), it executes with additional packet information, and the resulting output label is
accepted directly. We will elaborate further on the P4 implementation specifics of our

CNN models in the subsequent section.

4.4 ML Model Mapping To P4

In this section, we explain how our proposed models are integrated within the P4 pipeline.

The packet processing pipeline is illustrated in Figure 4.3. We define three types of regis-
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Figure 4.3: Packet processing pipeline.

Table 4.1: Registers with their functionality

Type Description

Register_A Counting the number of packets within indi-
vidual flows.

Register_B Storing crucial packet information pertaining

Register_C_early

Register_C_later

to the preceding packet of each flow.
Repository for the stages of results of early-
stage CNN.

Repository for the stages of results of later-
stage CNN.

ters, each with specific functionality, as shown in Table 4.1. Register_A is implemented for

the purpose of counting the number of packets within individual flows. Recall that filters

convolve over £ with a step of 1, each convolution operation is performed on a matrix that

contains two adjacent packets. Therefore, Register_ B are designated for storing crucial

packet information pertaining to the preceding packet of each flow. Finally, Register_C

serve as repositories for the stages of results and are directly utilized when generating the

final output. Register_C_early and Register_C_later are responsible for storing the results

of two CNNs in the early stage and later stage respectively.

63



Parser and Check Status

For an arriving packet, it is first mapped into a Packet Header Vector (PHV) by the
parser. Then the PHV is passed to the check status module which examines incoming
packets to determine if they contain a label. If a label is present, the system executes the
corresponding action (e.g., drop the packet). Otherwise, the incoming packet is examined
to ascertain whether it belongs to a new flow by checking Register_A. If it is the first packet
of a new flow, the module records necessary packet fields and stores them in Register_B.
Otherwise, the module retrieves the features of the preceding packet from Register_B and

executes the ConvlD module for necessary computations.

ConvlD Implementaion

Prior to assigning labels to packets, all packets, except for the first packet of each flow, will
undergo the CNN inference process. The CNN inference process comprises two distinct
stages, namely the ConvlD stage and the dense layer stage. In the ConvlD stage, packet
information from the preceding packet is extracted from Register_B and combined with the
current packet information to form a matrix. Subsequently, the elementwise multiplication
operation is performed between the matrix and the kernels. Then the resulting matrix is

subjected to a summation operation to prepare for the dense layer stage.

Dense Layer Implementation

Before the packet enters the dense layer stage, which set of weights is utilized needs to
be determined, i.e., to check if the number of received packets of a flow € reaches the
preset value «, where « is the required number for label generation of the early-stage
CNN. If € <= «, then two dot product operations between the ConvlD output and the
weights of both the early-stage CNN’s dense layer and the later-stage CNN’s dense layer
are performed respectively. Otherwise, if € > «, the dot product operation using the dense

layer weights of the later-stage CNN is performed.

Only a part of the weight vector is used to execute the dot product operation. The
parameters used in the dot product operation can be regarded as a function of the packet’s
position within the flow sequence, i.e., e. Then the dot product results are updated in
Register_C_early and Register_C_later respectively. Register_C_later is ready to be used if
the later-stage CNN is called to make the decisions.
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Check Module

In the early stage, if the number of received packets satisfies the required number for label
generation, i.e., ¢ = a. The label is generated by evaluating the outcome stored in Reg-
ister_C_early, followed by assessing whether the generated confidence score 7 exceeds the
threshold 7.. Once the label is acceptable, it is stored in the metadata. Otherwise, the
packet features are stored in Register_B, and the next packet of the same flow will enter the
later stage. In the later stage, with the arrival of more packets and the number of received
packets reaching the preset value 3, i.e., the required number for later-stage label genera-
tion, the label is generated through an evaluation of the result stored in Register_C_later,

and acceptance of this label is granted directly.

Action and Deparser

TSCIDS can apply arbitrary actions based on the label and certainty. If the packet is
labeled as malicious, we can drop the packet or send it to a deep packet inspection module.
Finally, for all normally forwarded packets, the deparser assembles the packet data back

into a stream of bytes for transmission.
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Figure 4.4: Reliability diagrams for CNN3.
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4.5 Performance Evaluation

In this section, we first describe the dataset and simulation setting. Then we perform the

calibration assessment. Finally, we discuss the experimental results.

4.5.1 Dataset and Experimental Setting

The CICIDS2017 [108] dataset consists of data collected from several days of network
activity, including benign and common attack traffic. We select traces captured on three
specific days: Tuesday, Wednesday, and Friday, which include Brute Force, DoS, and DDoS
attacks. Given that the dataset is highly unbalanced, we follow [88] and employ an under-
sampling technique to randomly remove records from the dominant class to ensure that

our learning and classification processes were unbiased.

The CNN performance was evaluated using accuracy, recall, precision, and F1-score.
The training, validation, and test sets are divided in a ratio of 6:2:2, respectively. The
number of kernels is set to 16. Model training, validation, and quantization are performed
using TensorFlow Lite. The early-stage CNN is trained based on the first 3 packets,
denoted by CNN3. The later-stage model is trained based on the first 5 packets, denoted
by CNN5. We use nine packet-level features to train the model: TCP flag (SYN, ACK,
RST, FIN and PUSH), IP flag, packet length, TCP window size, and time to live.

4.5.2 Results

Figure 4.4 shows the reliability diagrams and ECE error of the uncalibrated model and the
calibrated model, where the prediction confidence is divided into 7 bins. The obtained dia-
gram is compared with the Pr{¢ = 1| p} = p identity line, represented by the dashed grey
line. Gaps represent the mismatch between the prediction confidence and the frequency of
positive samples. We can see that the calibration effect of the histogram binning is evident.

Histogram binning achieves a 7x ECE reduction with respect to the uncalibrated case.

Figure 4.5 illustrates the performance comparison for both the calibrated and uncali-
brated models under various threshold settings for CNN3. Specifically, Figure 4.5(a) gives
the number of malicious flows that are correctly detected, and Figure 4.5(b) gives the
false positive rate. Figure 4.5(c) shows the percentage of already classified flows, and Fig-
ure 4.5(d) gives the accuracy for these already classified flows (i.e., flows whose confidence
reaches the threshold). Compared to the uncalibrated model, at the same threshold level,

the calibrated model identifies a higher number of malicious flows while maintaining an
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Figure 4.5: Performance comparison for the calibrated and uncalibrated CNN3 under
various threshold settings.

almost identical false positive rate, as evidenced by Figures 4.5(a) and 4.5(b). Similarly,
Figures 4.5(c) and 4.5(d) show that compared to the uncalibrated model, the calibrated
model classifies more flows with the same level of accuracy. This can be attributed to
that the uncalibrated model is under-confident during this confidence range, whereas the
calibration method rectifies this by adjusting the level of confidence of the model. From
Figures 4.5(a) and 4.5(c), we also note that as the threshold value increases, the amount

of traffic that can be classified in the early stage subsequently decreases.

Figure 4.6 provides a comparison of the performance of implementing only an early-
stage CNN; only a later-stage CNN, and the proposed two-stage scheme. Compared to

only implementing an early-stage CNN, using the two-stage scheme can improve the overall
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Figure 4.6: Performance comparison for only implementing CNN3, only implementing
CNNO5, and the two-stage scheme.

detection performance because flows that the early-stage CNN does not have enough con-
fidence to identify are left for detection in the later stage. The inclusion of two additional
packets leads to higher detection accuracy because they provide extra information. Com-
paring the two CNNH models trained with different schemes, it is evident that employing
parameter sharing resulted in almost no performance degradation. Compared to deploying
two independent models, sharing convolutional layers can reduce the amount of memory

needed to store model parameters, resulting in approximately half memory usage.

4.6 Conclusion

In this chapter, we propose TSCIDS which detects attack flows during the early or later
phases of a flow by setting a confidence threshold. The controller constructs and trains two
CNNs using a parameter sharing mechanism to save memory usage. The early-stage model
is calibrated to adjust the prediction probabilities, ensuring it is neither over-confident nor
under-confident. Experiment results show that more flows can be classified in the early

stage by using the calibrated model.
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Chapter 5

Design, Implementation, and
Deployment of Multi-Task Neural
Networks in Programmable
Data-Planes

5.1 Introduction

Programmable devices and P4 [25] enable ML inference directly in the data-plane, offering
line-rate analysis with ultra-low latency [32]. Both tree-based models [50,52, 53, 72] and
neural networks [57,73,99] deployed on SmartNICs or switches have been used to perform
tasks such as attack detection [123], traffic classification [50], bot detection [124], and heavy

flow analysis [51].

However, these studies address only a single network management task at a time, using
one deployed model. Consequently, addressing multiple management tasks necessitates
the deployment of multiple independent models. For example, ensuring Quality of Ser-
vice (QoS) and optimizing network resource allocation require various management tasks,
including traffic class prediction, bandwidth prediction, flow size prediction, and dura-
tion prediction [3]. However, due to the limited resources of network switches, deploying
individual models for each task can exhaust or even exceed all the switch resources [1].
Additionally, some tasks are considered as hard-to-label tasks, which refer to tasks where
accurately labeling collected traffic data is challenging. For example, labeling traffic classes
is a labor-intensive process that requires domain experts to manually inspect and classify

packets or flows based on observed patterns and behaviors. This approach is slow, expen-
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sive, and difficult to scale, especially as network data volumes continue to grow. While
automatic labeling schemes [125] exist, they typically rely on predefined rules or machine-
generated patterns, which may fail to capture the complexity of real-world network traffic.
These methods also struggle with ambiguous or mixed traffic types, leading to misclassi-
fications and reduced model accuracy. Consequently, training models for such tasks with

insufficient or low-quality labeled data often results in poor model performance.

Multi-task learning (MTL) [63] emerges as a promising solution to these issues. MTL
enables the simultaneous execution of multiple related tasks by leveraging shared feature
representations, providing two key advantages for in-network ML. First, a single multi-
task model can replace multiple standalone models, significantly reducing the resource
burden on network switches. Second, tasks with abundant and easily obtainable labels
can supplement the training of hard-to-label tasks by contributing shared representations,
thereby improving their accuracy. Thus, integrating MTL into the data-plane not only
optimizes resource utilization but also improves the performance of tasks with insufficient
labeled data.

Neural network architectures are often used to perform MTL tasks [63]. However, there
are two challenges to implementing neural networks inference in the data-plane. First,
the data-plane pipeline does not support complex operations required for neural network
inference, such as matrix multiplication and floating-point operations. Second, the limited
resources in the data-plane restrict the size of neural network models, making it difficult to
deploy large models on a single switch. Given that neural network models used for MTL
are usually deep, this is a notable challenge. As a result, hardware modifications were
suggested to support neural network-based inference [58,59], but these approaches restrict
the direct utilization of existing switch ASICs. Fully-binarized neural networks, where
binarization (or binary quantization) reduces weights and activations to binary values
(typically +1), have been explored as an alternative [57,73]; however, they suffer from

precision degradation.

To address these challenges, this chapter proposes MUTA. First, MUTA builds an
MTL neural network where tasks share multiple layers, rather than deploying multiple in-
dependent models supporting different management tasks. This approach is both resource-
efficient and more accurate than single-task models (§5.7.3). Resource efficiency is achieved
by sharing feature representations among related tasks, thereby eliminating redundant re-
source usage. Moreover, MUTA enhances accuracy in scenarios where specific tasks lack
sufficient labeled data (§5.7.2) by leveraging knowledge from related tasks through shared
model parameters. Second, MUTA efficiently maps model layers and associated weights to
a set of off-the-shelf programmable switches using a novel deployment strategy, enabling

non-binarized MTL neural network inference in the data-plane without hardware modifi-
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cations (§5.5). The network-wide deployment strategy ensures that the provided service
will cover the entire multi-path network, with the ability to adjust the trade-off between
switch resource consumption and latency (§5.6). In summary, the main contributions of

this chapter are as follows:

e We introduce MUTA, an intelligent architecture that performs multiple management
tasks using MTL models in the programmable data-plane. MUTA generates a quan-
tized MTL model suitable for deployment in the data-plane. To the best of our
knowledge, this is the first work toward non-binarized multi-task model inference in

the data-plane.

e We design and train a non-binarized multi-task neural network model that ensures ef-
ficient utilization of limited resources in data-planes while maintaining high accuracy

when processing multiple tasks simultaneously.

e We present a novel mapping methodology for deploying the MTL model within the
data-plane in a distributed manner. The model’s layers can be allocated across
multiple switches, and we design a novel implementation of the per-layer inference
operation (i.e., vector-matrix multiplication) to enhance scalability and alleviate the

resource burden on individual devices.

e To ensure that the MTL-based service does not affect existing network functions, and
that correct service is provided regardless of the path taken thorough the network,
we formulate the neural network layer placement problem in a multi-path network as
an integer linear programming (ILP) problem and design a network-wide deployment

strategy.

We evaluate the proposed solution using two use cases: video streaming quality of
experience prediction and traffic characteristics prediction, showing that MTL can improve
the accuracy of hard-to-label tasks with insufficient labels. The evaluation of MUTA on
Intel Tofino switches shows that MUTA reduces memory usage by x10.5 compared to
single-task models, while maintaining line-rate throughput and sub-microsecond latency.
The proposed distributed deployment strategy is scalable and flexible, providing efficient
distribution plans across different network scales and topologies without requiring changes

to routing rules.

The remainder of this chapter is organized as follows; Section 5.2 discusses related work.
Section 5.3 provides an overview of the proposed architecture while Section 5.4 describes

the proposed multi-task neural network and explains the adopted quantization scheme.
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Section 5.5 discusses the P4-based implementation details. Performance evaluation results
are discussed in Section 5.7. Section 5.8 discusses some considerations and future research

directions. Finally, Section 5.9 concludes the chapter.

5.2 Related Work

In this section, we review multi-task learning, existing in-network machine learning solu-

tions, and highlight the key design challenges that motivate our approach.

5.2.1 Multi-Task Learning

Multi-task learning (MTL) is a machine learning training paradigm in which a shared
model simultaneously learns multiple tasks under the assumption that the tasks are not
completely independent and one can improve the learning of another. MTL has been
successfully applied in various ML fields, including natural language processing [60] and

computer vision [61] and autonomous driving [62].

MTL can be implemented using either hard parameter sharing or soft parameter shar-
ing. In hard parameter sharing, a subset of parameters is shared across multiple tasks,
while task-specific parameters are maintained separately. In contrast, soft parameter shar-
ing employs independent models for each task, but their parameters are regularized to
promote similarity and leverage commonalities among tasks [63]. In this work, we adopt
the hard parameter sharing approach due to its simplicity and efficiency. Compared to the
single-task case, where each individual task is solved separately by its own model, such
multi-task models have several advantages. First, their inherent layer sharing leads to a
substantially reduced memory footprint. Second, their resource efficiency is high, as they

explicitly avoid repetitive features calculation in the shared layers.

5.2.2 Existing In-Network ML Solutions and Limitations
In-Network Tree-based Solutions

The research community has made substantial progress [14, 48,50, 52-54, 72] in realiz-
ing tree-based inference models within programmable switches. Among the proposed
methodologies, two advanced mapping schemes have been extensively explored: the depth-

based mapping scheme and the encode-based mapping scheme. The depth-based mapping
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Table 5.1: Comparison of advanced in-network neural network solutions.

Scheme Model Platform Layer Split Ir\)/lllslizll_bplit;:i g(:(fi}ll“(c)tllfation Multi-task
N2Net [112] binarized NN RMT-like Switch | ¥ X v X
BaNaNa Split [126] | binarized NN SmartNIC v X v X
N3IC [73] binarized NN SmartNIC X X v X
Qin et al. [57] binarized NN BMv2 (software) | X X v X
NNSplit [74] binarized NN BMv?2 (software) | v/ X v X
MARTINT [127] binarized NN BMv?2 (software) | ¥ X v v
BoS [99] binarized RNN Tofino (hardware) | ¥ X v X
INQ-MLT [16] non-binarized NN | BMv2 (software) | X X v X
101 [59] non-binarized NN | Modified ASIC X X v X
Taurus [58] non-binarized NN | Modified ASIC X X v X
Razavi et al. [101] | non-binarized CNN | Tofino (hardware) v X X X
MUTA non-binarized NN | Tofino (hardware) | v/ v v v

schemes [50,52,53] follow a natural strategy, which involves mapping the hierarchical struc-
ture of the decision trees to the programmable switch pipeline. This requires at least one
(and possibly more) stages per tree level. Consequently, tree depth is bottlenecked by the
number of pipeline stages. The encode-based mapping scheme [1] overcomes this limitation
by partitioning the input feature space and leveraging feature tables to encode individual
feature values. The encoded feature space is then mapped to labels using a decision table.
This scheme allows feature tables to share stages, significantly enhancing scalability and

enabling the deployment of deeper and more complex trees.

However, current tree-based solutions require separate tree models to be deployed for
different tasks, which significantly increases resource consumption within the data-plane.
As each branch in a tree model is formed based on features relevant to a specific task,
it is difficult to share branches or nodes across different tasks. This structural rigidity
means that tree models do not naturally support the sharing of information between tasks.

Additionally, tree-based models struggle with tasks that have limited training data.

In-Network Neural Network Solutions

Table 5.1 summarizes existing in-network neural network schemes. The implementation
of Binary Neural Networks (BNNs) in the data-plane has been explored using commod-
ity SmartNICs (e.g., N3IC [73] and BaNaNa Split [126]), and software switches BMv2
(e.g., Qin et al. [57]). These works binarize both the weights and the activations of a
Multi-Layer Perceptron (MLP) model. The forward propagation in fully-connected layers
is then executed using XNOR operations and customized population count (popcnt) op-
erations [57,73]. Following this approach, MARTINI [127] implements BNN-based MTL

models in software switches. However, it has not been proven that these solutions can
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be effectively integrated into commercial switch Application-Specific Integrated Circuits

(ASICs) while maintaining acceptable performance and scalability.

Instead of full model binarization, BoS [99] enables the use of recurrent neural network
(RNN) in the data-plane by only performing binarization on activation functions. They
avoid direct computations of the layer forward propagation by replacing it with a table
lookup. It realizes equivalent layer forward propagation by recording a mapping from input

to output bit strings in a match-action table.

As a further step toward higher precision in-network neural networks, INQ-MLT [15,16]
introduces an in-network quantized ML toolbox designed to generate non-binarized neural
networks for data-plane deployment. However, the solution is suitable only for targets sup-
porting multiplication operations (e.g., software switches [34]), and not for switch ASICs.
Razavi et al. [101] implement a quantized convolutional neural network (CNN) on Tofino2
switches [128] for an image classification task. Their approach decomposes each multipli-
cation into multiple shift operations, necessitating a significant amount of recirculation.

This approach results in a substantial throughput reduction and increased latency.

Orthogonal to the above solutions, Taurus [58] proposes modified switches, using cus-
tom hardware based on the MapReduce abstraction, supporting deep neural networks.
Similarly, IOI [59] implements neural network inference on programmable switches by
plugging a novel transceiver module. This module is designed to perform linear operations
such as matrix multiplication in the optical domain. Both solutions are not applicable to

commodity switch ASICs.

Neural networks are inherently suitable for MTL due to their ability to learn and share
representations across multiple tasks. Neural networks utilize shared parameters within
their layered architecture, enabling the extraction and sharing of useful features between
tasks. This shared representation facilitates better generalization and allows the model to
make efficient use of the available data from all tasks. By leveraging the shared representa-
tion, tasks with abundant labeled data can significantly enhance the performance of tasks
with insufficient labeled data through shared learning [3]. Furthermore, neural networks
can scale to handle large and intricate network management tasks, whereas decision trees
can become computationally expensive and difficult to manage as the complexity of the

tasks grows.

Although the concurrent work MARTINI [127] also explores similar MTL idea in the
data-plane, our approach, MUTA, differs in the following key aspects: First, while MAR-
TINI employs BNNs in software switches, MUTA uses higher precision neural networks
and introduces a PISA-friendly mapping methodology, making it applicable in hardware
switches. Second, while MARTINI focuses primarily on the resource efficiency of MTL,
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MUTA additionally demonstrates the advantage of improved accuracy for hard-to-label
tasks by leveraging shared representations. Third, MUTA supports MTL services across

the entire multi-path network, providing broader coverage and scalability.

5.2.3 Design Challenges

Model Inference on unmodified switch ASIC: Programmable switch ASICs, such as
Intel Tofino [33], lack support for complex operations essential for neural network infer-
ence, including matrix multiplication and floating-point arithmetic. Existing approaches
to address these limitations often involve either hardware modifications [58,59] or extensive
recirculation [101]. Hardware modifications, while enabling advanced operations, restrict
the direct utilization of existing switch ASIC. To perform multiplication without hardware
changes, one can decompose each multiplication into a number of bit shifts and addition,
but this consumes excessive stage resources (e.g., an 8-bit multiplication requires 4 stages).
When the pipeline cannot fit the entire inference model, packets must be cloned and recircu-
lated within the pipeline multiple times. This approach significantly degrades throughput
and latency, making it unsuitable for real-time applications. MUTA overcomes these con-
straints by introducing a distributed neural network mapping methodology, along with a
novel layer-wise inference implementation, enabling neural network execution on unmodi-
fied switch ASICs while maintaining line-rate performance without the need for hardware

modifications or excessive recirculation.

Distributed Deployment: Deploying MTL model to a single switch has a perfor-
mance curb, as the resources of a single switch are limited and cannot accommodate very
large models. MUTA applies a distributed processing approach to support large models,
inspired by server-based distributed inference [129]. While the idea of distributing a neu-
ral network’s layers in the data-plane is not new [74], two significant gaps remain: first,
distribution across resource constrained switch-ASICs is significantly different to using
resource-unlimited software switches. Second, unlike server-based distributed inference,
where dedicated nodes are used, in network-based inference there are a lot of potential
paths of packets through the network. This means that correct execution of all model’s
layers needs to be guaranteed, and it has to be done without changing routing rules as this
may lead, e.g., to congestion on certain routes. MUTA solves both challenges, designing a
deployment strategy that ensures MTL model’s services correctly cover an entire network,
and demonstrating it on a switch ASIC (Intel Tofino).

Our Design Goal: To develop a practical in-network MTL framework that leverages

a shared neural network model to perform multiple prediction tasks efficiently, the design
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Figure 5.1: MUTA architecture. The control-plane is responsible for training and quantiz-
ing the model, generating the data-plane code, and determining the deployment strategy.
The model layers are then distributed across multiple data-plane devices to cover intelli-
gent services across the entire network.

must address the challenges of resource constraints, scalability, and deployment across pro-

grammable switches while ensuring high accuracy and maintaining line-rate performance.

5.3 An overview of MUTA

This section provides an overview of the proposed architecture. MUTA combines control-
plane and data-plane components. As shown in Figure 5.1, the control-plane is responsible
for building and training a multi-task neural network model for network management
applications. The trained model is offloaded to the data-plane in a distributed manner.
The control-plane periodically collects monitored traffic data from the data-plane and uses

it to retrain the model.

Based on the application’s objectives or the requirements of the network operator, a set
of network management tasks is first defined. Collected raw traffic data is labeled in the
control-plane (e.g., manually) to reflect these defined tasks. The relationships among tasks
are then analyzed to determine their interdependencies and potential for shared learning.
The labeled data is used by the multi-task model builder to create appropriate models.
After the multi-task model is built, the model training and quantization module generates
a quantized MTL model, with parameters prepared for mapping the model inference to

data-plane program (§5.4).

Once the quantized MTL model is obtained, it is fed into the model mapping module
to generate the data-plane P4 code. The module first splits the model layer by layer,

extracting the weights from each layer, and recording the dependencies between layers.
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Subsequently, it produces P4 code for each layer, mapping the model inference to match-
action tables in accordance with the extracted weights. The feature extraction process,
which may be either stateful or stateless, can be implemented as a standalone P4 program,
and we do not prescribe a specific feature extraction mechanism. The extracted features can
then be transmitted in-band together with the data packets [130]. During model inference,
intermediate computation results from each layer are stored in the packet headers and
passed sequentially to subsequent switches, enabling the network to execute inference in a
layer-by-layer manner. The final prediction is obtained at the switch hosting the model’s
output layer (§5.5) and is then cached in registers for reuse; it can either trigger local
actions (e.g., shaping, prioritization) or be written into the packet header for downstream

processing.

A deployment orchestrator is used to provide a recommended deployment of the gener-
ated P4 code of the MTL model across the entire network, supporting complex multi-path
network typologies and ensuring full paths coverage. It matches the resource requirements
of each layer, as standalone programs (e.g., a minimum of 10 MB of memory), with the
resource constraints of the target switch (e.g., 20 MB of available memory). The orchestra-
tor analyzes layers’ information and obtains their resource requirements and dependencies
(e.g., layers must be completed in order). The control-plane provides the network topol-
ogy and routing table, identifying all possible paths and the resources available on each
switch. The orchestrator formulates an integer linear programming problem and produces

a deployment strategy (§5.6).

5.4 Multi-Task Model Training and Quantization

To concurrently execute multiple network management tasks, we adopt a structured ap-
proach that leverages shared feature representations to construct a multi-task model. Typ-
ically, to train a single task, the learning model learns its own feature representations of
the input data through hidden layers. Each network management task, such as traffic
prediction or anomaly detection, extracts unique feature representations for its specific
requirements. However, because many network management tasks share underlying traffic
characteristics and patterns (e.g., packet size distribution) [131], it is feasible to learn a
unified feature representation. By employing a multi-task learning framework, it is pos-
sible to train a shared model that captures these shared features, enabling more efficient
and generalized learning across tasks. This shared representation not only enhances the
model’s ability to generalize [63] but also reduces the computational overhead associated

with training separate models for each task.
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5.4.1 Model Architecture and Training

The overall architecture of our multi-task model is shown in Figure 5.2. The initial layers of
the multi-task neural network share common feature representations and are jointly used to
execute different tasks. For the output layer, each task has its own dedicated task-specific
layer, which uses the shared representation to produce task-specific outputs. Suppose we
aim to train a neural network to simultaneously perform N management tasks. For each
task 7 € {1,2,--- , N}, there is an associated loss function £; and a task-specific output y;.

The objective of the multi-task learning approach can be formulated as:

N

arg Irbm;/\iﬁi(yi, i) (5.1)
where y; denotes the true label for task i. \; denotes the weight assigned to the loss of task
i, indicating the relative importance of the task. The model parameters 6 (i.e., weights
and bias) are iteratively updated by back-propagation to minimize the loss function, using
a combined direction derived from the gradients of each task. This joint training approach
avoids the need to train separate models from scratch for each task, reduces the total

number of model parameters, and thus reduces computational overhead.

5.4.2 Quantization

As data-planes cannot perform floating-point operations, the weights of each layer of the

MTL model are restricted to fixed-point representations when stored in the data-plane.
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Figure 5.3: Methodology for mapping layer computation to a match-action pipeline. The
parser extracts the input vector from the packet header, followed by layer-wise inference
executed through a sequence of match-action tables. The deparser then reconstructs the
packet, embedding the output vector into the header. These intermediate layer values are
forwarded to downstream switches, which use them as inputs for their assigned layers. The
top-right corner illustrates parallel execution used to minimize stage consumption.

Therefore, we employ a quantization technique to transform the floating-point based model
to a quantized model which represents weights and activations using more compact format
(e.g., 8-bit integers) [16]. A floating-point model parameter r is mapped to a quantized
value ¢ by defining three quantization parameters: the real-valued scale S, the zero-point
7, and the bit-width B. The scale S specifies the quantization step, or the corresponding
real-value distance between two consecutive integers. The zero-point Z is an integer that
ensures that real zero is quantized without error. The quantized integer ¢ is obtained as

follows,
r
q = clamp( \‘g-‘ + Z7 Qminu Qmar) (52)

where [ -] is the round-to-nearest integer value operator. The function clamp(q; Qumin, @maz) =
min(max(q, Qmin), @maz) ensures that the quantized value g stays within the clipping range
[Qumin, Qmaz), which is determined by the bit-width B.

Applying quantization to a trained model may introduce a perturbation to the trained
model parameters, significantly reducing the model accuracy. To mitigate this, we employ
quantization-aware training (QAT) [98]. As depicted in Figure 5.2, we add quantization
nodes, which are sequences of quantization and de-quantization operations stacked to-
gether. This process simulates low-precision inference time computation in the forward
pass of the training process, thereby introducing the quantization induced errors to the
training phase. The model is forced to learn as it is trained how to modify its weights

in order to minimize its accuracy loss due to quantization. Importantly, these additional
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nodes are only needed during the training phase and are not part of the inference.

After the model is trained by the control-plane and its quantized weights are obtained,
each layer is mapped to corresponding match-action tables as part of the packet forwarding

pipeline, as detailed in Section 5.5.

5.5 Mapping Models to Switches

In this section, we describe the implementation of the MTL model within the programmable
data-plane. Deploying the entire model within a single switch limits scalability, especially
for deeper models, so we decompose the model into individual layers and distribute com-
putations across multiple switches. Each layer is implemented as a P4 program following
PISA and assigned to a switch. Figure 5.3 illustrates the encoding and mapping of a layer’s
computations to a set of match-action tables, as explained next. Multiple layers can also
be assigned to a single switch if the layer size is small. Intermediate layer results are then

forwarded to subsequent switches, enabling layer-by-layer inference of the entire model.

5.5.1 Data-Plane Mapping Methodology
Layer Inference in a Single Switch

The computations within a neural network layer require multiple multiplication and addi-
tion operations. Given that switch ASICs do not inherently support multiplication opera-
tions, we replace these operations using match-action tables. These tables are used to store
precomputed mappings between input values and the corresponding intermediate results,

effectively replacing multiplications with table lookups.

1 apply {

2 action ac_inputl(int<32>z11, int<32>z21,...,int<32>z81){
3 meta.R1_hl = meta.R1_h1l + z11;

4 meta.R1_h2 = meta.R1_h2 + z21;

6 meta.R1_h8 = meta.R1_h8 + z81;}%}

7 action ac_input2(int<32>z12, int<32>z22,...,int<32>282){
8 meta.R1_hl = meta.R1_hl + z12;

9 meta.R1_h2 = meta.R1_h2 + z22;

10 P

11 meta.R1_h8 = meta.R1_h8 + z82;}

12 action ac_input3(int<32>z13, int<32>z23,...,int<32>283){
13 meta.R1_hl = meta.R1_hl + =z13;

14 meta.R1_h2 meta.R1_h2 + z23;

15 PR

16 meta.R1_h8 = meta.R1_h8 + z83;}

17 action ac_input4(int<32>z14, int<32>z24,...,int<32>z84){
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meta.R2_hl
meta.R2_h2

o

meta.R2_hl + z14;
meta.R2_h2 + z24;

meta.R2_h8 = meta.R2_h8 + z84;}

action ac_input5(int<32>z15, int<32>z25,...,int<32>z85){
meta.R2_hl = meta.R2_hl + z15;
meta.R2_h2 meta.R2_h2 + z25;

meta.R2_h8 = meta.R2_h8 + z85;}

action ac_input6(int<32>z16, int<32>z26,...,int<32>2z86){
meta.R2_hl = meta.R2_hl + z16;
meta.R2_h2 = meta.R2_h2 + z26;

© © N O

IR Y Y

meta.R2_h8
52 table tb_inputl {
key={hdr.inputl:exact;}

34 actions = {ac_inputil;}

b5 size=256;} // Stage O

b6 table tb_inputéd {

57 key={hdr.input4:exact;?}

B8 actions = {ac_inputéd;}

b9 size=256;} // Stage O

m table tb_input2 {...} // Stage
1 table tb_inputb {...} // Stage
12 table tb_input3 {...} // Stage
13 table tb_inputé6 {...} // Stage
14 // Stage 3

U5 meta.outputl = meta.R1_hl + meta.R2_hl
16 meta.output?2 meta.R1_h2 + meta.R2_h2

meta.R2_h8 + z86;%}

o =

%9
w

-~

NN~ =

18 meta.output8

19 }

meta.R1_h8 + meta.R2_h8

Listing 5.1: P4 code fragment demonstrating vector-matrix multiplication between
an input vector of size 6 and a 6 x 8 layer weight matrix. For example, the
parameters (212, 299, ..., 2g2) in the action ac_input2 correspond to the precomputed outputs
(1'2’11)12,.1'211}22, cee ,.Z'QUJBQ) in Table 2 of Figure 5.3.

For example, the triggering of each layer, requires a vector-matrix multiplication oper-
ation between the input vector x = (z1,--- ,x,) and the layer weight matrix W = [w,,,]
of size n x m, followed by adding the bias vector b = (by, - , b, ), resulting in the output
vector y= xW + b. However, directly using a single match-action table to enumerate
all possible combinations of inputs would result in an impractically large table, making
implementation on a single switch infeasible. Therefore, we employ smaller match-action
tables, dedicating one table to each input variable. Listing 5.1 provides a P4 code fragment
illustrating vector-matrix multiplication for an input vector of size 6 and a weight matrix

of dimensions 6 x 8.

For an input z;, the training process provides bias and weights that are constant during
the inference process. A small match-action table is then used to store the precomputed
output dimensions (x;wy;, T;ws;, « -+, T;Wy,;) for all possible values of inputs z;. This allows

x; to act as the key in the match-action table for retrieving the corresponding parameters
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used in the action function, thereby eliminating the need for multiplication operations. For
example, the parameters (212, 299, ..., zg2) in the action ac_input2 (as shown in Listing 5.1)
correspond to the precomputed outputs (zowq2, Towas, - - - , Xawss) in Table 2 of Figure 5.3.
The addition of bias can be integrated into any one of these tables, such as Table 1 in

Figure 5.3.

The looked-up intermediate values are then used for addition operations that generates
output vector y (i.e., the element-wise sum of vectors from all match-action tables). For
an input vector of size n, the switch utilizes n match-action tables to perform the vector-
matrix multiplication required for the layer inference. Once the vector y is obtained, a
non-linear activation function is applied, expressed as y’ = ¢(y), and realized through the
clamping mechanism defined in Eqn. (5.2). For instance, when using ReLLU, the operation
can be represented as y’ = clamp(y’; Z, Qmax), where Z is the zero-point. This clamping,
implemented using if-else conditional statements, guarantees that each element remains
within the bit-width range (e.g., uint8 values in [0, 255]) [98], with negative intermediate
values clipped to the quantized zero-point. The resulting output vector y’ is then written

into the outgoing header and passed as input to the next switch.

Complete Model Execution Across Switches

Once a switch completes its assigned layer computation, it encapsulates the results in
packet headers and forwards them to the next switch. The subsequent switch parses
the headers, retrieves the intermediate data, and uses it as input for its assigned layer

computations, enabling scalable deployment of MTL models across the data-plane.

When a packet arrives at the switch deploying the output layer, the final prediction
result is generated after applying the activation function. Binary classification using a
sigmoid activation function can obtain the label by comparing the output value to the
quantized value corresponding to 0.5 using conditional statements. For a multi-class clas-
sification problem, using a ternary matching table provides better scalability for numbers

comparison (i.e., the argmax operation) [99].

Regarding the final classification result, the switch hosting the output layer stores the
decision in registers indexed by flow keys so that subsequent packets of the same flow
can directly reuse the cached result without recomputation. This decision can then be
leveraged in two ways. First, it can be written into the packet header and forwarded in-
band to downstream switches or end-hosts for further use. Second, the local switch that
generates the result can directly use it to trigger immediate actions (e.g., traffic shaping,

prioritization, or filtering). In scenarios with early flow classification, the result is stored
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in registers and reused for subsequent packets of the same flow. This dual capability
ensures that results are available both for network-wide services and for local, real-time

decision-making.

5.5.2 Minimizing Stage Consumption

The above description illustrates the concept of the process as a sequence of computations.
However, directly implementing this in the pipeline can be highly inefficient and potentially
unfeasible; Sequential dependencies between operations lead to a series of stages used on the
switch, where each match-action table consumes a processing stage within the pipeline and
metadata (stored in the PHV and initialized per packet) is used to pass shared information
between stages. This sequential approach is wasteful, leading to an excessive number of
processing stages dependent on the number of inputs (e.g., the number of features in the
first layer). To overcome this constraint, we minimize stage consumption through parallel

execution, as illustrated in the upper right corner of Figure 5.3.

As a simple example, assume an input vector of size 6. In a traditional sequential
execution, the elements of the input vector are processed one after the other, leading to
a total of 6 stages used. In contrast, a parallel execution allows to look up inputs in
two or more tables in the same stage. This is achieved by dividing the input vector into
two (or more) parts and processing them simultaneously. In this example, the first three
elements (Table 1, Table 2, and Table 3) and the last three elements (Table 4, Table 5,
and Table 6) of the input vector are processed in parallel in the first three stage (line
38-49 in Listing 5.1). This parallel computation produces two intermediate results (R1
and R2). In the subsequent stage, these two intermediate results are combined to produce
the final output (line 51-54 in Listing 5.1). Thus, a computation that originally required
6 stages in a sequential approach is now completed in just 4 stages. The choice of number
of lookups per stage is further discussed in §5.7.3. This method not only saves stages, but

also enhances the efficiency and reduces the latency of the computation process.

Automated P4 Code Generation: As shown in Listing 5.1, the P4 code follows
a highly regular structure. To facilitate efficient P4 code generation for each layer, we
develop a template library containing parameterized templates for common operations.
The parameters are determined by the ML model configuration or precomputed by the
control-plane. MUTA offers three key parameters: the number of input nodes, the number
of output nodes, and the level of parallel execution. By specifying these parameters, MUTA

can automatically generate the corresponding data-plane code.

After the data-plane code is generated, the system must address two crucial distributed
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deployment requirements to ensure the efficient and effective operation of the MTL mod-
els. First, the deployment must ensure the correctness and integrity of model execution.
Second, it must ensure that the services provided by the model cover the entire network
while utilizing as few resources as possible. These two considerations are addressed by the

deployment orchestrator, which is explained in Section 5.6.

5.6 Deployment Orchestrator

To effectively distribute the layers of the MTL model across multiple switches, several
requirements need to be met. First, the deployment must not affect the functionality of
the network and should not require changes to routing rules. Second, the model’s correct
order of execution must be maintained. Third, the MTL-based service needs to cover
the entire network (i.e., maintain its functionality for any set of paths). To this end, we
formulate the layer-to-switch placement problem as an integer linear programming (ILP)

problem and define a deployment strategy.

5.6.1 Model Formulation

Following [132], we consider a network comprising multiple programmable switches across a
topology with various paths. The MTL model inference can be distributed among multiple
switches by splitting the model layer by layer. Placing these layers across multiple switches
is an optimization problem. Our goal is to minimize resource consumption, computation
delay, and duplicated deployed layers, without impacting the network’s original routing

rules.

Network model

A network with |S| programmable switches can be represented by (S,P), where S :=
{51, , 5|5/} denotes the set of switches. P := {py,--- ,ppp|} denotes the set of available
paths in the network. Each path p € P, is an ordered set of size [, i.e., p = {s;, e ,s;”}.
The chain 511) — = sff represents a path from an ingress switch s}o to an egress switch

sé”, where [, is the total number of switches in path p.

Resource model

Let R := {A,---, g} be the set of resource type in the programmable switches (e.g.,

memory and stage). We use Q) to denote the available resource type A € R on switch
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seS.

Neural Network model

We assume the MTL model can be split into |K| layers. Let IC := {ki,--- , kg } be the
set of model layers. These layers can be deployed into several switches to distribute the

inference task.

Deployment Decision

Let Xj s € {0,1},Vk € K,s € S be the deployment decision, where X} ,; = 1 indicates
layer k is deployed on switch s. If X, ,, = 1, by executing layer k, switch s will use O7

units of resource type A € R.

The goal is to design a deployment strategy, i.e., { X}, that can meet the correctness
and integrity of full model execution while minimizing resource consumption and execution

latency on the programmable switches.

The set of resource types R can include various elements such as memory, pipeline
stages, header space, or compute cycles, depending on the target architecture. These
resource types can be adapted based on the capabilities and limitations of the underlying
platform. To compute per-layer resource consumption O3, we employ a compiler-assisted
profiling approach. Specifically, each layer is compiled separately using the P4 software
development environment (Intel Barefoot SDE for Tofino) to obtain accurate metrics such
as memory footprint and stage occupancy. These values are subsequently incorporated

into the resource constraints defined in the following formulation.

5.6.2 Constraints
Dependency

For the MTL model, all || layers have to be completed in order among each path. For
every path, any layers k should appear at least once before next layer k+1. Mathematically,
if layer k+1 is deployed on switch s;, i.e., the e-th switch of the p-th path, the deployment

decision variable Xj1s =1 and layer k has to be deployed on at least one node in set
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{371), e ,sfjl}, ie.,

e—1

ZX]C*)S;;‘ > Xk+l%s§;7vp € Pave € {27 T 7lp}

u=1

(5.3)
1<k<IK|-1
Integrity

All the layers should be executed on each path to satisfy the integrity of the MTL model.

Therefore, on every path p, every layer k € K should appear at least once, i.e.,

lp
Y Xisw > LVpePVEEK (5.4)
u=1

Resource Constraints

The available resources on each switch s must be sufficient for all deployed layers. There-

fore,
K|

Y OMXp Q) Vs €S VAER (5.5)

k=1

5.6.3 Problem Formulation
Resource Consumption

Let We be the total resource cost in the network. Recall that O is the resource type A

overhead if layer k is deployed. Therefore, V¢ , can be computed as follows:
S| IK|
Ter=> Y Op X, (5.6)
s=1 k=1

Latency (Number of hops)

Assume that the transmission delay on each path is fixed. We then focus on minimizing
the time required to complete the MTL program, which is proportional to the number of

hops. The execution latency on each path p € P can be computed by checking the index
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of the switch where the output layer is executed on path p. The execution latency ¥, , on

path p can be computed by:

lp v
V=Y vXjsaH (1 — ZX,HS;;) (5.7)

v=1 u=1
where H(z) denotes the unit step function, defined as H(x) =1if 2 > 0 and H(z) = 0 if
x < 0, to ensure that only the first switch of the deployment output layer is considered.
However, the step function introduces non-linearity into the objective function, which can
significantly increase the complexity of the problem, especially in large-scale networks. To
tackle this issue and simplify the problem, we linearize the problem by introducing an
auxiliary binary variable Z,,, € {0,1},Vp € P,Vv € {1,---,l,}, represent the output layer
execution indicator, where Z,, = 1 indicates that the v-th switch on path p is the first to
execute the output layer |K|. The auxiliary variable Z, , helps identify the correct position

for executing the output layer along each path.

Therefore, Using Z,,,, we can rewrite the latency (5.7) as below:
lp
V=Y v Zpy (5.8)
v=1

To ensure correctness, Z, , is subject to the following constraints:

Zp’v < X|,C|_>85,Vp € P, Yv e {1, . ,lp} (59)
v—1
D Nicoss + Zpo S LVp € P V0 € {2, 1} (5.10)
u=1
Ly
> Z,y=1YpeP (5.11)
v=1

Constraint (5.9) ensures Z,,,, can only be 1 if the final layer [K] is deployed on s). Constraint
(5.10) ensures Z,, is 1 only if none of the earlier switches on the path {3}0, e ,5;’,_1} has
deployed the final layer. Constraint (5.11) ensures that the output layer |K| is executed at

exactly one position along each path.
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Integer Linear Programming Problem

The ultimate objective function is a weighted linear combination of the execution latency
of all paths and the resource consumption. Hence, we can formulate the integer linear

programming problem as follows:

IR| P
min wcg \I/C,,\—I—ng Vi,

st (5.3),(5.4), (5.5),(5.9), (5.10), (5.11)

(5.12)

where we, wy, € RT are the weights of resource consumption and execution latency,
respectively. The weights of latency and resource consumption depend on the specific use
case. For example, in an anomaly detection scenario, minimizing detection latency may
be prioritized over resource consumption, as quickly identifying anomalies can be critical.

Additionally, other objective functions, such as fairness, can also be incorporated.

Solution

The problem described above falls under the category of standard Integer Linear Program-
ming (ILP). Several well-established ILP solvers, such as HiGHS [133] and CPLEX [134],
can be employed to obtain an optimal solution. It is acceptable to use these solvers di-
rectly if the computational time required by these solvers remains within a practical and

tractable range.

5.7 Performance Evaluation

We have evaluated the performance of MUTA on a network with Intel Tofino switches. We
selected video streaming Quality of Experience (QoE) prediction [2] and traffic characteris-
tics prediction [3] as the use-case scenarios for validating the performance of our proposed

architecture.

5.7.1 Use Cases

Video Streaming QoE: Traffic patterns can be utilized to infer the Quality of Experience
(QoE) for video streaming applications. Predicting QoE directly in the data-plane enables

faster content delivery and real-time adaptation for video traffic [135]. We use the dataset
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provided by [2] to tackle four tasks, i.e., startup delay, video resolution, video bit-rate
prediction, and re-buffering occurrence. It contains the traffic of more than 40000 video
sessions labelled with ground truth information obtained at the client side. This dataset
applies a simple binary classification into high (> 700p) or low average resolution, existing
(true) or non-existing (false) stalling, short (< 5 s) or long startup delay, and high (> 500
kbps) or low average bit-rate. The dataset consists of 109 flow-level features. However, not
all features can be measured on switch ASICs (e.g., skewness and kurtosis). Thus, we only
select switch-compatible features for our evaluation. We rank switch-compatible features
according to the ANOVA scores [136] and use the top 7 features. Resolution prediction is

considered as the hard-to-label task in this use case.

Network Traffic Characteristics: Accurate prediction of traffic characteristics in
the data-plane is crucial for efficient routing and load balancing. We use QUIC dataset [137]
captured at University of California at Davis. It contains QUIC traffic of 5 Google services:
Google Docs (1251 flows), Google Drive (1664 flows), Google Music (622 flows), YouTube
(1107 flows), Google Search (1945 flows). We tackle four prediction tasks, i.e., bandwidth,
duration, flow size, and traffic class prediction tasks. We perform the four tasks by only
observing the first few packets, not the entire flow. We formulate the bandwidth and
duration prediction problem as a multi-class classification task by dividing the bandwidth
and duration values into five classes based on [3]. For flow size prediction, we classify
the flows that belong to the top 20% as elephant flows, while the other flows are mice
flows. The dataset contains time-series features such as packet length, relative time, and
direction. We extract per-flow statistics (max, min, mean) over windows of the first 8, 16,
32, and 64 packets. Features from all window sizes are retained, and inference is triggered
after the 64th packet using the complete feature set. Traffic class prediction is considered

the hard-to-label task in this use case.

5.7.2 Multi-Task Model Performance

Setting and Training

The model employed for QoE prediction includes two hidden layers, each containing 8
nodes. The model used for traffic characteristics prediction has a slightly larger architec-
ture, consisting of two hidden layers with 14 nodes each, to handle the complexity of the
multi-class classification task. Both models use ReLLU activation for hidden layers. The
output layer is task-specific: softmax for multi-class classification in traffic characteristics
prediction and sigmoid for binary classification in QoE prediction. During training, we

multiply the input of task-specific layer to a mask vector to prevent back-propagation from
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Figure 5.4: Performance comparison between IIsy (DT) [1], single-task neural network
(NN), and MUTA, using only 100 samples for label-limited tasks (resolution prediction
and traffic class prediction) during training.

this task for data samples that do not have a label. The depth of the decision tree model

is set to 6 for all tasks.

The model training, validation, and quantization operations are performed by the
control-plane using TensorFlow Lite !. For each use-case, the dataset is split into a train-
ing (80%), and a test (20%) sets. To assess model performance, the weighted F1-score is
employed, as it offers a more comprehensive evaluation than basic classification accuracy.
Particularly in scenarios involving class imbalance or unequal misclassification costs, the
F1-score captures the trade-off between precision and recall more effectively. This prefer-
ence for performance metrics aligns with previous research in this field [1,58,73]. All results

are reported on the test set, and the performance is checked using 5-fold cross-validation.

Results

As illustrated in Figure 5.4, MUTA outperforms decision trees (DTs) and single-task NNs
for hard-to-label tasks in both use-cases, where only 100 labeled samples are available
for training. For instance, in the resolution prediction task, MUTA improves the F1-
score by 4.17% compared to single-task NNs and by 9.14% compared to DTs. The large
amount of data available for the other three tasks improves the training process by allowing
the model parameters to be trained with such abundant data. There is no significant

performance difference between single-task models and MUTA for the other three tasks

Thttps://www.tensorflow.org/lite
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Figure 5.5: Performance comparison for label-limited tasks across different numbers of
labeled training samples.
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Figure 5.6: Performance comparison of the floating-point model (FP), quantized model

without QAT (No QAT), and MUTA.

because there are abundant training data for these tasks. Single-task models tend to
perform poorly when training data is limited, as insufficient supervision increases the risk
of underfitting and reduces the model’s ability to generalize to unseen instances. This
result demonstrates that MUTA can improve the performance of hard-to-label tasks without

affecting the performance of other tasks.

Figure 5.5 illustrates the performance of three schemes across different numbers of
labeled training samples for hard-to-label tasks. As shown, MUTA consistently outperforms
both DT and single-task NN schemes when the number of available labeled samples is

limited. For the resolution prediction task, MUTA with only 100 labeled samples achieves
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Figure 5.7: Impact of hard-to-label task loss weight on model performance.

almost the same performance as single-task models with more than 5000 labeled samples.
This is attributed to MUTA’s ability to reduce the need on labeled data for hard-to-
label tasks. By learning shared representations, MUTA effectively transfers knowledge
across tasks, thereby improving the performance of tasks with limited labels. As the
number of labeled samples increases, the performance gap between the methods decreases.
Theoretical conditions under which multi-task models outperform single-task models are
discussed in [138], [139] and [140].

Figure 5.6 presents the effect of quantization on accuracy loss for MUTA compared to
quantized models without Quantization-Aware Training (QAT), using floating-point mod-
els as the baseline. All three schemes have the identical structure. For both use cases, the
quantized model without QAT suffers from significant performance loss due to the pertur-
bation of trained parameters during quantization, resulting in severe accuracy degradation.
Using QAT, MUTA demonstrates a much smaller performance degradation, highlighting

QAT’s effectiveness in mitigating accuracy loss during the quantization process.

Figure 5.7 presents the performance of the four tasks under varying loss function weights
assigned to the hard-to-label task. Intuitively, when the training samples for the hard-to-
label task are fewer compared to other tasks, the shared parameters of the MTL model
are predominantly influenced by tasks with abundant data during training. Increasing
the weight of the hard-to-label task’s loss function can help increase its influence on the
training process. As shown in Figure 5.7, increasing this weight initially enhances the

performance of the hard-to-label task until a maximum is reached. Further increasing
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Figure 5.8: Performance comparison between MUTA and control-plane ML schemes. (a)
The control-plane ML baseline adopts the QoE prediction method presented in [2]. (b) The
control-plane ML baseline follows the MTL scheme proposed in [3]. HL: Hidden Layer.

the relative weight causes performance degradation of all tasks. This degradation can be
attributed to the model overfitting to the limited training data available for the hard-
to-label task, causing the shared parameters to become skewed toward patterns in this
task. As the shared parameters are used for all tasks, this bias negatively impacts their
performance as well. Additionally, excessively large gradient updates for the hard-to-label
task introduce instability, making it difficult for the model to converge effectively during
training. Therefore, selecting an appropriate loss weight for the hard-to-label task is crucial

to achieve optimal performance across all tasks.

Compare with control-plane ML: Figure 5.8 presents a comparison between MUTA
and traditional control-plane ML schemes. For QoE prediction, the control-plane ML base-
line is based on the methodology introduced by Seufert and Orsolic [2], who benchmark
various classical ML algorithms and find that a random forest model trained on the com-
plete set of 109 input features offers the best performance. As shown in Figure 5.8 (a),
while the data-plane model exhibits slightly lower accuracy in this scenario, the gap is
largely attributable to its use of only seven input features due to hardware constraints.
When MUTA is configured to leverage the complete set of 109 input features for training
a large MTL model in the control-plane, it achieves an average performance improvement
of 1.5% compared to the baseline in [2]. For traffic characteristics prediction, we adopt a
representative control-plane MTL scheme proposed by Rezaei and Liu [3], which employs
a deep 1D-CNN architecture with over 10 layers and utilizes fine-grained time-series fea-

tures. Their model addresses three specific tasks: bandwidth, duration, and traffic class
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prediction. Accordingly, we restrict our comparison to these three tasks. As illustrated in
Figure 5.8 (b), despite using coarse-grained features (statistical features) and significantly
smaller models (only two hidden layers), the data-plane model still has a competitive per-
formance, especially given the substantial computational and storage resource disparity
between the control-plane and data-plane. When MUTA is configured to train a larger
model with more features in the control-plane, it achieves nearly the same accuracy as the

scheme proposed in [3], while using fewer layers.

To further enhance MUTA’s performance, a hybrid approach similar to that proposed
in [1] can be considered. For example, initial traffic classification can be performed on
switches using the MTL model at line rate, and only traffic samples with low classifica-
tion confidence are forwarded to a server for inference using a more sophisticated model.
This hybrid strategy reduces latency and server load while improving overall classification

performance.

5.7.3 Hardware Resource Consumption
Setting and Metrics

We implement the model using P44 targeting Tofino Native Architecture (TNA) [31] used
in Intel Tofino switch ASIC. All P4 code was compiled using version 9.13.2 of Intel Barefoot
SDE. For the resource consumption, we mainly focus on the following three aspects: 1) Pro-
gram resources, i.e., the number of stages, and table entries; 2) Memory resources, i.e., the
percentage of used SRAM and TCAM; 3) The metadata used to execute action functions.
The results reported are based on the QoE prediction use case. MUTA is compared to
two advanced tree-based solutions, i.e., the feature-encoding solution (e.g., IIsy [1]) (other
schemes such as Flowrest [54] and NetBeacon [14] are all derived from or closely related
to Ilsy) and the direct mapping solution (e.g., SwitchTree [53] and pforest [52]). These
tree models are generated using Planter [77]. However, every tree model generated using
the direct mapping solution failed to fit due to extremely high pipeline-stage consumption.
Consequently, we report results only for tree models generated using the feature-encoding

solution (i.e., IIsy [1]).

Results

Table 5.2 presents the resource consumption of IIsy for each individual task as well as
the cumulative consumption for all four tasks combined. Similarly, Table 5.3 details the

resource utilization of MUTA across each layer of the neural network, along with the
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Table 5.2: Resource consumption for IIsy (DT): T1 - stalling prediction, T2 - startup delay
prediction, T3 - resolution prediction, T4 - bitrate prediction.

T1 T2 T3 T4 Total
SRAM(%) 23.23 | 56.67 | 89.48 28.44 | 197.82
TCAM(%) 2.431 2.431 2.431 2.431 9.724
Stages 4 8 12 5 29
Table Entries 421874 | 940243 | 1490240 | 526208 | 3378565
Metadata (bytes) | 19 35 51 23 128

Table 5.3: Resource consumption for MUTA.

Layerl | Layer2 | Layer3 | Total
SRAM(%) 2.178 | 10.00 | 6.667 | 18.845
TCAM(%) 6.250 |0 0 6.250
Stages 6 6 5 17
Table Entries 1560 2048 2048 5656
Metadata (bytes) | 260 292 128 680

total consumption for the entire model. It is important to note that TCAM is only uti-
lized in the first layer of the MTL model, due to the range-based match type used in the
match-action table at this layer. In contrast, subsequent layers employ exact match tables
exclusively. Compared to IIsy, MUTA consumes significantly lower memory resources, es-
pecially for SRAM, reducing usage from 197.82% to 18.845%. Moreover, MUTA reduces
stage consumption, requiring only 17 stages to execute all tasks, fitting within a Tofino2
switch (20 stages available) [141] or use the proposed distributed execution across multiple
Tofino switches (12 stages available). In contrast, IIsy needs 29 stages to complete four
tasks. However, MUTA incurs 5.3 times the metadata usage due to the parallel execution
of multiple match-action tables. These results indicate that, at the cost of increased con-
sumption of metadata, MUTA demonstrates improved memory and stage efficiency relative
to Ilsy.

Trade-off between stage and metadata

There is a trade-off between the number of used stages and metadata at varying levels
of parallelization. Using more metadata allows for more table lookups per stage, which
leads to higher parallelization, thereby saving more stages. Conversely, lower levels of
parallelization, or the absence thereof, result in a greater number of stages. The decision

regarding this trade-off depends on the specific scenario.
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Figure 5.9: (a) Pipeline Relative Latency (R-Latency) on Tofino switches for tree models
(Ilsy), different layers in MUTA, and standalone switch.p4. (b) Throughput for different
layers in MUTA on Tofino switches.

5.7.4 Latency and Throughput
Setting

The latency of Tofino is under non-disclosure agreement (NDA), therefore we report our
measurements of pipeline latency of each layer relative to switch.p4, an L2/L3 reference
switch program for Tofino, including 10 network functions such as load balancing, tunnel-
ing, firewall, and statistics. MUTA’s relative pipeline latency is computed based on data
reported by SDE. In the throughput test, the Tofino switch with bf-sde-9.5.0 runs each
layer of the model with snake configuration. Packets are sent to the switch by a server
using DPDK 20.11 via a 100G NIC with both (i) collected network traffic traces and (ii)
synthetic traffic.

Results

As shown in Figure 5.9 (a), all of MUTA layers have a lower latency than the reference
switch.p4. The latency for all layers is less than 33% of switch.p4. This illustrates that
even under resource constraints, MUTA still can achieve comparable latency (at the sub-
microsecond level) to simple packet switching. As shown in Figure 5.9 (b), all layers are
able to achieve a full line-rate of 6.4Tbps.
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Figure 5.10: Network topology used for evaluation.

5.7.5 Network-Wide Deployment Performance
Simulation Setting and Metrics

We use the IBM ILOG CPLEX optimization solver [134] to solve the optimization problem
in Section 5.6. The computations were conducted on a PC with Intel Core i7-9750H
processor @ 2.60 GHz cpu and 16 GB of RAM. We evaluate the deployment orchestrator
using two network topologies, as illustrated in Figure 5.10. The first topology, shown in
Figure 5.10 (a), is a tree structure with a depth of 5, comprising 31 switches and 640
servers. In this configuration, the root switch is considered as the egress node, while
the leaf switches function as ingress nodes, reflecting a hierarchical and centralized traffic
flow. The second topology, depicted in Figure 5.10 (b), is a fat-tree architecture with
6 pods, consisting of 45 switches and 600 servers, and is commonly used in data center
networks [142]. In this setup, the edge switches within the rightmost pod are configured
as egress nodes, while all other edge switches act as ingress nodes. We use two metrics to
evaluate the efficiency of our orchestrator in such topology with multiple paths. 1. Node
utilization: The percentage of used nodes compared to the total available nodes. 2. Layer

Duplication: the number of duplication for different layers across all paths.

We compare our deployment orchestrator with a baseline method called greedy resource
availability (GRA). In this baseline, each layer is deployed on the first switch along the
path that has sufficient available resources to accommodate it. The process continues

sequentially for the subsequent layers until all layers are deployed.
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Figure 5.11: Network-wide deployment performance between MUTA and the greedy re-
source availability (GRA) baseline.
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Figure 5.12: Relative objective weight of w (defined in (5.12)) influence on MUTA’s de-
ployment strategy. Tree topology: Depth 5 with 31 switches.

Results

Figure 5.11 shows the comparison between GRA and MUTA in a tree topology with a
depth of 5 and a fat-tree topology with 6 pods. In both topologies, compared to the GRA
deployment strategy, MUTA has lower node utilization. This means MUTA has higher
resource efficiency because it can cover the MTL-based service with fewer nodes. At the
same time, MUTA significantly reduces duplication across layers. In the tree topology,
MUTA reduces duplication in Layer 1, Layer 2, and Layer 3 by 75% compared to GRA. In
the fat-tree topology, MUTA achieves a 40% reduction in Layer 1 (from 15 duplications to
9), an 80% reduction in Layer 2 (from 15 duplications to 3), and a 66.7% reduction in Layer

3 (from 9 duplications to 3). These reductions saves the memory and stage resources.

Figures 5.12 and 5.13 illustrate the tradeoff between the orchestrator’s impact on la-
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Figure 5.13: Relative objective weight of w (defined in (5.12)) influence on MUTA’s de-
ployment strategy. Fat-tree topology: 6 pods with 45 switches.
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Figure 5.14: Impact of topology scale on solver execution time.

tency and resource efficiency as the relative weights of latency and other objectives are
varied. In both topologies, increasing the relative weight of latency results in a reduction
in the number of hops. To ensure functionality, the provided strategy requires more nodes
and additional duplicated layers. These findings highlight MUTA’s flexibility in adapting

deployment strategies based on the defined objective function and its associated weights.

Figure. 5.14 illustrates the solving time as the scale of the topology increases. As
the topology expands, the number of available paths grows, leading to an increase in
computational time. For tree topology, the optimal deployment decision can be determined
in under half a second. For fat-tree topology, the number of path grows more significantly
with the number of pods, exceeding 10,000 paths when the number of pods reaches 12.
However, the solving time is still under one minute. The computation time for obtaining
optimal deployment decisions using IBM ILOG CPLEX solver [134], which handles ILP
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formulation introduced in Section 5.6, remains efficient and well within acceptable limits.

Therefore, we do not consider any heuristic method for this optimization problem.

5.8 Discussion

In this section, we discuss some key considerations for using MUTA.

Model update: After an MTL model is deployed, it is essential to periodically up-
date it, adapting to changes in traffic patterns. There are two possible update scenarios:
updating model weights and model structure modification (e.g., changing the number of
nodes). Updating model weights can be done at runtime, as it only requires entry updates
in match-action tables, and these can be done atomically without affecting the forwarding
pipeline. Modifying the model structure requires stopping traffic during the update. The
implementation of model updates after retraining is envisioned as a future enhancement,

building on our previous continuous learning work P4Pir [123] and drift detection work

SPIDD [21].

Deployment updates: Changes in network topology (e.g., adding or removing switches)
or in model structure (e.g., increasing the number of layers), require rerunning the or-
chestrator to find the optimal deployment decision and updating the affected switches
accordingly. Just like routing tables need to be updated when the network changes, the

deployment update can be carried out as part of that process.

Feature management: MUTA is agnostic to whether features are derived at the
packet-level or at the flow-level, whether through early flow classification using the first
few packets or full-flow classification by observing the entire flow. Packet-level features
can be extracted directly from packet headers with minimal overhead, whereas flow-level
features require maintaining state across packets using registers in the data-plane. This
design introduces hash collisions when multiple flows map to the same register entry. Prior
work, such as Flowrest [54], addresses this challenge by employing timeout-based eviction
policies to manage per-flow state. These techniques complement our approach and can be

seamlessly integrated into MUTA.
Scalability: The scalability of MUTA is improved by distributing MTL model layers

across multiple switches. This strategy enables effective management of the computational
load and facilitates model expansion as necessary. The maximum number of model layers
depends on the number of switches available on a given path. In terms of layer size, using
Tofino, each switch can handle a layer of 16x16. Tofino 2 can manage larger layers, as it

supports more stages and memory resources than the Tofino chip we utilize.
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In-band transmission overhead: MUTA transmits intermediate layer outputs in-
band using packet headers to enable distributed inference across switches. In our im-
plementation, the size of these intermediate results is minimal due to the use of 8-bit
quantization and compact layer dimensions (e.g., 816 nodes), requiring only a few tens
of bytes per packet. This overhead remains well below the Ethernet MTU of 1500 bytes.
However, scaling to larger models or supporting a higher number of tasks could increase the
header size beyond the MTU. In such cases, enabling jumbo frames [143] or implementing
fragmentation and reassembly mechanisms in the data-plane would be necessary. These
strategies represent an important consideration for future deployments of more complex

models.

Task Grouping: Training all tasks together in a single model may not always be
optimal, as the model might fail to learn a shared representation that can generalize to all
objectives. To address this, one can analyze inter-task affinity [144] to determine which
tasks should be grouped and trained together. Inter-task affinity captures how much a
task’s gradient update helps or hurts another task’s loss, allowing the identification of
task groupings that are more likely to reduce each other’s losses during training. This task
grouping can be formulated as an optimization problem, where the objective is to maximize
model performance (e.g., the sum of the accuracy of each task.) while considering data-

plane resource limits as a constraint.

Resource optimization: For neural networks, there is a trade-off between perfor-
mance and complexity, characterized by parameters such as depth (number of layers) and
width (number of nodes per layer). Increased complexity (i.e., a deeper or wider network)
typically results in higher resource consumption. Consequently, it is sometimes pragmatic
to trade off a bit of accuracy to reduce complexity. For instance, saving half the resources
while only losing 1% of accuracy. Furthermore, techniques such as pruning [116] can be
applied to reduce the resources required for vector-matrix multiplication operations by

eliminating parameters that do not significantly impact inference accuracy.

Use cases: While MUTA is primarily designed for network management tasks, it
is also applicable to other MTL-based applications, such as in-network financial market
prediction for high-frequency trading [145] (e.g., forecasting future stock price movements

and volatility across different periods).

Generalization: MUTA is generic in the sense that all its core designs are adapt-
able. The mapping methodology uses match-action tables, a common data-plane primitive,
making MUTA potentially deployable on other types of programmable data-planes. While
MUTA has been demonstrated on Tofino switches, alternative platforms such as Xsight

Labs X2 [146] and Cisco Silicon One [147] also support similar capabilities and could serve
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as viable deployment targets. The deployment orchestrator is scalable and flexible, and
can support other in-network computing tasks (e.g., other resource-heavy in-network ML
tasks [77]). As long as a task can be divided into smaller sub-tasks, the dependencies
between sub-tasks can be established, and the resources required for sub-tasks can be

estimated.

Potential enhancement: While MUTA has been evaluated on use cases involving four
tasks, future work will explore using one MTL model for as many network management
tasks as possible. This involves a deep analysis of the relationships and potential synergies
among various tasks to determine which can be effectively learned together within a shared
model architecture. This requires the collection of a comprehensive, high-quality dataset
that captures the diverse nature of these tasks and their interdependencies. Additionally,
we aim to achieve more fine-grained distributed execution by splitting layers into smaller

parts to maximize resource utilization in the programmable data-plane.

5.9 Conclusion

In this chapter, we introduced a novel in-network solution for multi-task learning (MTL).
Given multiple network management tasks, MUTA demonstrates enhanced performance
for tasks with limited labeled data. The architecture effectively maps MTL model layers
into match-action tables and deploys these layers in a distributed manner in programmable
switches, while ensuring the MTL-based service covers the entire network. Experimental
results indicate that MUTA runs at line-rate, efficiently utilizes switch resources, and

optimizes layer-to-switch placement in multi-path networks.
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Chapter 6

Towards Unsupervised Drift
Detection in Programmable
Data-Planes

6.1 Introduction

As programmable data-planes continue to integrate increasingly sophisticated machine
learning (ML) capabilities, most intelligent data-plane solutions [14, 48, 73] are trained
only once using pre-collected traffic traces and are expected to perform well without further
retraining. While they perform well in stable environments, their performance may degrade
when network conditions change over time. This degradation occurs because the underlying
patterns of traffic evolve due to factors such as traffic fluctuations or the emergence of new
traffic types. This shift in network behavior, known as concept drift [148], is a common
challenge in real-time ML applications (e.g., security [149]) and often requires adaptive

strategies to maintain accuracy.

To sustain in-network ML performance, one common approach is to periodically retrain
the model using newly observed traffic data [16,58,123]. However, this method is inefficient
because network behavior changes unpredictably. Fixed retraining schedules may either
be too frequent, wasting resources (CPU/GPU cycles and network bandwidth), or too
infrequent, causing performance degradation. A more effective solution is to retrain the
model only when concept drift is detected. This strategy avoids unnecessary retraining,
reducing overhead while ensuring the model is updated only when meaningful changes in
traffic behavior occur. Existing methods typically address this challenge by monitoring

model accuracy and initiating retraining when a decline is observed [150,151]. However,
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these supervised approaches rely on the immediate availability of ground truth labels,

which are often difficult to obtain or only available with a delay.

In this work, we propose SPIDD, an unsupervised concept drift detection framework
designed for in-network deployment. SPIDD does not require labeled data and operates en-
tirely within the data-plane. It monitors flow feature distributions over two non-overlapping
time windows, representing historical and recent traffic, and quantifies their dissimilarity
using a similarity metric. These distributions are recorded in P4 registers, and a drift
is flagged when the dissimilarity between windows exceeds a predefined threshold. Upon
detection, model retraining is triggered to restore classification performance. In summary,

the key contributions of this chapter are as follows:

e We present a framework, SPIDD, for Sustaining Performance of In-network ML

through adaptive retraining triggered by unsupervised Drift Detection.

e We design and implement a concept drift detection mechanism that compares his-

torical and recent traffic distributions directly within the data-plane using P4.

e Simulation results show that SPIDD accurately detects concept drift in dynamic

network environments.

6.2 Related Work

Concept drift detection techniques are typically divided into two main categories: error-
rate- and data-distribution-based approaches [152]. Error-rate-based drift detection mon-
itors the online performance of a deployed ML model. When a statistically significant
increase in error rate is observed, a retraining process is triggered. In contrast, data-
distribution-based methods assess drift by comparing the statistical distribution of input
features over time. These approaches use distance metrics to evaluate the dissimilarity
between historical and recent data. If the difference exceeds a threshold, a drift is detected

and the model is updated accordingly.

In the context of in-network ML, most existing efforts have followed the error-rate-based
approach. Xavier et al. [150] implements supervised in-network drift detection directly in
the data-plane by tracking model accuracy. However, this method fundamentally depends
on obtaining immediate ground truth labels for incoming packets within the data-plane—an
unrealistic requirement in real-world deployments where ground truth labels are unavail-
able in the data-plane. In contrast, CARAVAN [151] tracks model degradation using an

accuracy proxy in the control-plane, leveraging a large language model for packet labeling.
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While more feasible, CARAVAN requires continuous packet sampling from the data-plane,

introducing additional overhead.

Our approach differs from these prior works by adopting a data-distribution-based
strategy that operates without labels and entirely within the data-plane.

6.3 In-Network Unsupervised Drift Detection

This section presents SPIDD, a novel unsupervised drift detection solution that operates
entirely in the data-plane and enables the timely triggering and notification of model

updates in response to detected drift.
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Figure 6.1: SPIDD architecture.

6.3.1 Method Overview

Figure 6.1 illustrates the high-level architecture of SPIDD. The system follows the software-
defined networking (SDN) paradigm and is composed of two main components: the data-
plane and the control-plane. The data-plane is responsible for performing both ML infer-
ence and unsupervised drift detection in real time. The control-plane is notified when a

drift is detected and is responsible for managing model retraining.

At the core of SPIDD’s drift detection mechanism are two sliding windows: one cap-
turing historical traffic and another collecting recent traffic. These windows are used to

track the evolving distribution of traffic features over time. As new packets arrive, their
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features are recorded into the current window. Once the recent window reaches its prede-
fined capacity, the system computes the similarity between the feature distributions in the

historical and recent windows.

If this distance exceeds a predefined threshold, the system reports the drift to the
control-plane and triggers a model retraining. The recent window is then designated as
the old window, while a new empty recent window begins recording feature distributions

of newly incoming traffic.

To quantify the similarity, the data-plane calculates the total variation distance (TVD)
between the two distributions. If this distance exceeds a predefined threshold, a drift is
flagged. The system then sends a drift signal to the control-plane, which initiates the
retraining pipeline. At this point, the recent window is designated to become the new his-
torical window, and a fresh recent window begins collecting traffic statistics from incoming
flows.

Upon receiving a drift notification, the control-plane begins collecting samples from the
recent traffic window and stores them in a new training dataset. A labeling module (e.g.,
using heuristics rule-set) assigns ground truth labels to the collected samples. Once labeled,
the data is used to retrain the ML model. The newly trained model is then offloaded to
the data-plane to restore and maintain high inference accuracy. The detailed steps of the
in-network drift detection process are outlined in Algorithm 1. While we mention how the
control-plane might respond upon receiving a drift notification, such as collecting samples,
labeling, and retraining, these steps are included only to contextualize how SPIDD could
fit into a broader system. The design and evaluation of these downstream components are
beyond the scope of this work.

6.3.2 Feature Distribution

Traffic features are measurable characteristics of network or user activity, such as packet
size, inter-arrival time, and flag count. To track the distribution of traffic features in the
data-plane, SPIDD uses a histogram-based approach. Each monitored feature is discretized
into a fixed number of bins, with each bin representing a specific range of feature values.
The level of discretization, referred to as granularity (i.e., the number of bins per feature),
is a tunable parameter that balances detection sensitivity with resource efficiency. Higher
granularity (more bins) facilitates the detection of fine-grained distributional changes but
incurs increased memory and computational overhead. Conversely, lower granularity (fewer
bins) reduces resource consumption at the expense of reduced sensitivity to minor shifts.

Then, the bin edges are computed by dividing the observed value range of each feature
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into equal-width intervals.

The system maintains a count of how many times a feature value falls into each bin
over a given time window, maintaining these counts in P4 register arrays. As packets
are processed, their feature values are mapped to the corresponding bins, and the associ-
ated counters are incremented. This approach allows the system to build an approximate
representation of the empirical distribution of traffic features using only basic arithmetic
operations, making it suitable for in-network execution. By comparing the histograms from
the historical and recent windows, SPIDD can detect shifts in traffic patterns that signal
concept drift.

6.3.3 Similarity Measurement

Several metrics can be used to compare distributions and detect drift, including Kull-
back—Leibler (KL) divergence and Hellinger distance [153]. However, these metrics rely
on computationally expensive operations such as logarithms, square roots and divisions,

which are not natively supported by P4 and therefore unsuitable for in-network use.

SPIDD employs Total Variation Distance (TVD) [154] as the similarity metric. TVD
is well-suited for data-plane implementation because it only requires basic arithmetic and
absolute value operations—both of which are supported in P4. Formally, given two distri-
bution P and () over the sample space 2, their total variation distance, also known as the

statistical difference is defined as:

TVD(P.Q) = 5 3 IP(r) - Q) (61)

€N

In practice, we omit the constant factor % as it does not affect the threshold-based drift
detection. In SPIDD, each traffic feature has its own histogram, and the TVD is computed
for each feature individually. These distances are then summed across all features to
produce a single total TVD value (line 11 in Algorithm 1). This total TVD provides
a simple yet effective measure of how much the recent traffic distribution deviates from

historical patterns.

Although SPIDD computes the TVD for each feature independently and aggregates the
results to produce a total drift score, this approach is primarily designed for coarse-grained
drift detection. It implicitly assumes that all features contribute equally to the overall
drift, which may not reflect the underlying semantics of traffic patterns. For example,
a substantial deviation in a single feature and minor deviations across multiple features

may yield the same total TVD values, despite potentially indicating different types of
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Algorithm 1 SPIDD: Unsupervised Drift Detection
Initialization: Bin edges, TVD threshold 0, window size N
1: Initialize counters for hist_old and hist_recent to 0

2: count < 0
3: for each incoming packet do

4. for each feature f do

5 Extract feature value vy

6 Determine bin index by from vy using bin edges
7: Increment hist_recent [£] [b;] by 1

8  end for

9:  count < count + 1

10:  if count > N then

11: TVD « ;> |hist_recent[f][i] — hist_old[f][d]]
12: if TV D > 6 then

13: Report drift to control-plane

14: end if

15: hist_old <- hist_recent

16: Reset hist_recent to 0

17: count < 0

18:  end if

19: end for

distributional change. Such uniform weighting can obscure the relative informativeness
and volatility of individual features, particularly in contexts where certain attributes are
more indicative of significant shifts in network behavior. To support more fine-grained
and semantically meaningful drift analysis, future work may consider assigning different

weights to different features based on their historical volatility.

6.4 P4 Implementation

In this section, we describe how SPIDD is implemented within the P4 data-plane pipeline.

6.4.1 Sliding Window Histogram

P4 registers are stateful memory structures available in the data-plane that allow pro-
grammable switches to maintain and update persistent values across packets. SPIDD
leverages these registers to maintain histograms for traffic feature distributions. Each
monitored feature is associated with a dedicated register array, where each entry (or bin)

corresponds to a predefined value range. As packets are processed, relevant features are
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extracted, and the appropriate bin index is determined. The corresponding bin counter is

then incremented, allowing the feature distribution to be updated over time.

To efficiently determine the bin index for each feature value, SPIDD utilizes a match-
action table configured with range-based matching. Each table entry specifies a minimum
and maximum value, defining an interval that corresponds to a particular histogram bin.
As shown in Listing 1, when a packet arrives, the featurel_update table matches the value of
meta.featurel against a defined range to determine which bin it belongs to. The associated

action, set_featurel_bin, is then invoked to increment the appropriate counter in the register

array.

i register<bit<32>>(NUMBER_OF_BINS) featurel;
2 action set_featurel_bin(bit<32> bin_index) {
3 bit<32> c1i;

| featurel.read(cl, bin_index);

5 featurel.write(bin_index, cl+1);

6 }

7 table featurel_update {

8 key = {

9 meta.featurel: range; // feature value
10 }

11 actions = {

12 set_featurel_bin;

13 }

14 size = NUMBER_OF_BINS;

15 }

Listing 6.1: P4 code fragment that implements feature distribution updates.

6.4.2 Distance Calculation

As described in §6.3.3, TVD requires calculating the absolute difference between corre-
sponding bins in two histograms and summing the results across all bins. Since P4 does
not natively support absolute value operations, we emulate absolute value computation us-
ing ternary conditional expressions. Specifically, for any two values a and b, the expression
|a — b| is computed as:

a—b>0%7a—-b:b—a (6.2)

This operation is performed across all corresponding bins of the recent and historical

histograms.
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Table 6.1: Injected concept drifts (mixed attacks) in CICIDS2017 dataset over time.

Time Injected Mixed Attacks

Interval inter-category intra-category
02000 | G ptor | SSHPatato
£2001-£4000 Ezg oaert B§§ gﬁﬁenEyeJr
HODLEG000 | o6 otdontve | DoS Slowhtptest
£6001-t8000 BODSOSS—IZWIOHS g%%—i?t?tfﬁ
8001410000 | PO HUOTE Dos e
0001112000 | 1o R E Y | Des Slowhitptet
£12001-t14000 BODSOSS—lt)Whttptest BODSOil—il—llk

6.5 Performance Evaluation

In this section, we present experimental results to evaluate the effectiveness of our unsu-

pervised drift detection framework in a dynamic network environment.

6.5.1 Dataset

We use network intrusion detection as the primary use case to validate SPIDD. The ob-
jective is to classify network flows based on whether they exhibit malicious behavior. The
detection system must adapt to emerging attacks that were not present in the original
training data. For this purpose, we use the CICIDS2017 dataset [108], evaluating both
single-attack and mixed-attack scenarios. The single-attack setting follows the drift con-
figuration provided by [151], which includes seven concept drifts introduced over time
through the injection of new attack traffic. To further assess robustness, we design two
mixed-attack scenarios. The first scenario introduces inter-category diversity by combining
DoS and non-DoS attack types, thereby simulating a wider spectrum of threat categories.
The second scenario captures intra-category variability by mixing attacks with similar be-
havioral patterns, such as multiple DoS variants or brute-force attacks like SSH-Patator and
FTP-Patator. An overview of the mixed-attack configuration is provided in Table 6.1. Ad-
ditionally, we also evaluate the generality of SPIDD using the UNSW-NB15 dataset [155],
which includes a different set of attack types.
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Figure 6.2: Impact of histogram bin count on drift detection performance.
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Figure 6.3: Drift detection performance in mixed-attack scenarios.
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6.5.2 Experimental Setting

SPIDD is implemented in BMv2 software switch using P4 with vlmodel architecture. For
CICIDS2017 dataset, we use seven traffic features: flow IAT min, flow IAT max, and flow
IAT mean (minimum, maximum, and average inter-arrival time in microseconds); packet
length min, packet length max, and packet length mean (minimum, maximum, and average

packet length); and flow duration (in microseconds).

The UNSW-NB15 dataset [155] includes a different set of attack types, such as Recon-
naissance, Exploits, Generic, Fuzzers, and Backdoor. We use seven features to track the
traffic distribution: smean (mean of the packet size transmitted by the src), dmean (mean
of the packet size transmitted by the dst), sttl (source to destination time to live value),
dttl (destination to source time to live value), dur (record total duration), ct_src_ltm (no.
of connections of the same source address in 100 connections according to the last time),
ct_dst_Itm (no. of connections of the same destination address in 100 connections according
to the last time).

6.5.3 Results

Figure 6.2 illustrates the impact of the number of histogram bins on SPIDD’s drift detection
performance in the single-attack setting. Each subfigure shows the TVD over time, using
a fixed threshold of 200 and a window size of 100, with different bin counts applied to each
histogram. Red dots indicate the time points at which concept drift was detected. When
using only 3 bins, the detector fails to identify several drift points due to the coarse granu-
larity of the histogram, which smooths out important distributional changes. With 5 bins,
detection improves, but two drift points remain undetected. At 8 bins, all injected drifts
are accurately detected, indicating that this bin count provides a good balance between
sensitivity and granularity. With 12 bins, the detector not only detects all drift points but
also shows more pronounced deviations from the threshold line, suggesting increased ro-
bustness and clearer separation between normal fluctuations and true drift events. These
results demonstrate that the number of bins plays a critical role in the effectiveness of
distribution-based drift detection. Too few bins result in under-sensitivity, while too many
bins may introduce computational overhead without significant performance gains beyond

a certain point.

To evaluate the robustness of our approach under more complex traffic patterns, we
design two mixed-attack scenarios, as summarized in Table 6.1. For both scenarios, we
employ 12 histogram bins to capture feature distributions. As shown in Figure 6.3, when

the window size is set to 100, the detector fails to identify some of the injected drift
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points. Moreover, the TVD values exhibit significant fluctuation between drift intervals,
particularly in the inter-category scenario, making it more difficult to distinguish between
normal variation and true distributional shifts. In contrast, increasing the window size
to 200 enables SPIDD to detect all drift points accurately, while the TVD curve becomes
more stable between drift events. The reduced detection performance with a window size
of 100 in mixed-attack scenarios, compared to single-attack settings, can be attributed
to the higher variability and distributional overlap introduced by mixing multiple attack
types. A smaller window collects fewer samples, which may not be representative enough to
capture the composite distributional shifts caused by such heterogeneous attack behaviors.
Consequently, the computed histogram may fluctuate due to statistical noise, obscuring
meaningful changes and leading to missed detections. In contrast, a larger window (e.g.,
size 200) aggregates more samples, providing a more stable and reliable estimate of the
underlying distribution. This allows SPIDD to distinguish genuine drifts from random
fluctuations more effectively, especially in scenarios where the attack-induced changes are

subtle or occur gradually due to mixed behaviors.
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Figure 6.4: Drift Detection Performance on UNSW-NB15.

For UNSW-NB15 dataset, we configure the drift detector with a window size of 250 and
employ 12 histogram bins to capture the distribution of features. As shown in Figure 6.4,

SPIDD successfully detects all drift events across the evaluation timeline.

Memory Overhead: In our BMv2 testing environment, we estimate that the register
array requires less than 0.5KB to store feature distributions, assuming 7 features and 8
bins per feature with 32-bit counters. For bin mapping, we use match-action tables with
one table per feature and a total of 56 range entries. While BMv2 does not reflect hardware
memory constraints, the small number of entries indicates that the drift detector design

remains lightweight and practical for deployment on other resource-constrained targets.
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6.6 Discussion

Adaptability to Gradual Drift: While our evaluation focuses on scenarios involving
sudden drift, it is important to consider how the proposed method performs under gradual
drift conditions, where the data distribution changes incrementally over time. Since SPIDD
compares traffic distributions across sliding windows, it has the potential to capture gradual

shifts if the window size and detection threshold are appropriately configured.

Drift Detector Update: As traffic patterns evolve, it is necessary to update the
bin configurations to maintain detection accuracy. Bin edges can be updated at runtime
because the system uses match-action tables with range-type keys to locate the bins. Up-
dating the bin edges only requires modifying the table entries, which can be done atomically
without any switch downtime. However, changing the number of bins in a distribution is
more disruptive, as it requires modifications to the P4 program itself. In such cases, traffic

must be temporarily halted during the update process.

6.7 Conclusion

In this chapter, we presented an unsupervised drift detection method for data-planes. Our
approach is model-agnostic, as it operates by tracking changes in the distribution of traffic
features. We utilize total variation distance to quantify distributional shifts and identify
potential drift events. Experimental evaluations on both single-attack and mixed-attack
scenarios demonstrate the effectiveness of our approach in accurately detecting concept
drift. Future work will explore the detection of additional drift types, including gradual
and incremental drift, and to integrate SPIDD into a complete pipeline with automated

labeling, retraining, and redeployment to sustain long term in-network ML performance.
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Chapter 7

Towards In-Network Drift-Aware
Traffic Classification

7.1 Introduction

Existing intelligent data-plane approaches [50,58,72] typically operate under a closed-world
assumption, where the distribution of traffic observed during deployment is expected to
closely match that of the training data. In other words, they are designed to classify
only previously known traffic classes, referred to as in-distribution samples, that appeared
in the original training set. In practice, network environments are highly dynamic and
subject to continuous changes. This results in concept drift, which refers to the emergence
of previously unseen traffic classes or substantial shifts in the behavior of known traffic
patterns, neither of which is represented in the original training set [148]. As a result, the
predictive performance and reliability of the deployed machine learning (ML) models can

degrade significantly over time.

The previous chapter addressed this issue through unsupervised drift detection, which
triggers model retraining whenever significant shifts in traffic distribution are detected.
Typically, this involves collecting new traffic samples, labeling them, and updating the
model offline before redeployment. However, retraining effectiveness hinges on the timely
collection of diverse and representative samples. Delayed collection or insufficient cover-
age of emerging traffic patterns often results in models that fail to generalize to the new
environment. Existing sampling-based strategies [151] further limit retraining quality by
capturing only a small subset of drifting samples. Moreover, most approaches lack mech-
anisms for explicitly identifying drifting samples in real time, resulting in a disconnect
between drift manifestation and model adaptation [1,73]. This highlights a critical gap:
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Figure 7.1: The mapping from original feature space to latent space. In the latent space,
the drifting sample is easier to identify due to its large distance from the in-distribution
clusters.

between the moment new or shifted traffic patterns emerge and the point at which re-
training is initiated, there is limited in-network intelligence to flag and collect such drifting

samples.

To bridge this gap, we propose IDAC, an In-network Drift- Aware Classification frame-
work that simultaneously enables the classification of in-distribution samples and the de-
tection of concept drift samples directly within the data-plane. By enabling real-time iden-
tification of traffic instances that deviate from the training distribution, IDAC supports
selective logging, adaptive mitigation, and efficient sample collection for future retraining.
IDAC enhances existing in-network learning-based functions by enhancing their robustness
in open-world network environments. IDAC adopts a distance-based detection strategy us-
ing a triplet ML network to learn a similarity function over labeled training data. As shown
in Figure 7.1, this model maps high-dimensional traffic instances into a significantly lower-
dimensional latent representation space where samples from the same class are embedded
closer together, while those from different classes are more distinctly separated. In this
latent space, IDAC computes centroids for each known class and measures the distance
of incoming traffic samples to these centroids. Samples that fall significantly far from all
known centroids are flagged as potential concept drift instances, whereas samples within
acceptable proximity are classified based on their nearest centroid. In summary, the key

contributions of this chapter are as follows:

e We introduce IDAC, an in-network drift-aware traffic classification framework that
not only supports accurate classification of in-distribution traffic but also enables

detection of drifting samples directly in the data-plane.

e We develop a distance-based drift detection approach that employs a triplet network

trained with triplet loss and center loss to construct a compact and discriminative
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latent space, facilitating both robust classification and effective drift identification.

e [DAC is data-plane friendly and can be efficiently deployed in programmable switches,

enabling real-time monitoring in dynamic network environments.

We evaluate IDAC on two use cases and demonstrate its effectiveness in detecting

drifting samples without compromising the classification accuracy of in-distribution data.

7.2 Related Work

Recent efforts have explored the deployment of various ML models in programmable data-
planes, including decision trees [1], random forests [52], multi-layer perceptrons [19], binary
neural networks [73], and recurrent neural networks [99], targeting both software and hard-
ware switches. These models have been used to support tasks such as attack detection [58],
traffic classification [50], and IoT device identification [72]. These models perform inference
via match-action rules and can be updated on the fly without incurring switch downtime.
However, existing solutions primarily focus on in-distribution inference and do not support

the real-time detection of drifting samples within the data-plane.

Prior approaches for detecting drifting samples involve monitoring the prediction con-
fidence of the original classifier [156]. The intuition is that samples with low confidence
scores may deviate from the training distribution and thus represent potential drift. How-
ever, prediction confidence is a probability, which assume a closed-world setting where all
possible classes are known a priori. As a result, drifting samples may still be assigned
high confidence scores for incorrect classes, as evidenced by prior work [157,158]. Con-
versely, a sample may have low confidence simply because it lies near a decision boundary
between known classes, not because it is out-of-distribution. These limitations signifi-
cantly undermine the reliability of confidence-based drift detection. In contrast, we adopt
a distance-based detection approach that evaluates the similarity of incoming samples to
known class distributions in a learned latent space, offering a more robust mechanism for

identifying drift.

7.3 In-Network Drifting Samples Detection

Detecting drifting samples requires the construction of an effective distance function ca-
pable of distinguishing such samples from those belonging to the known distribution. To

achieve this, we leverage contrastive learning [159] to learn a discriminative representation

118



€22
¥

Triplet Net ]
Quantization

Training

Control-Plane A\

( v O\ds . \

Drifting sample

Distance Calculation

QUEITIrAze With Centroids

encoder
\_ Data-Plane

In-distribution
sample )

Figure 7.2: IDAC architecture.

of the training data. Contrastive learning utilizes the existing class labels to train a model
that embeds samples into a latent space where semantic similarities and dissimilarities
are preserved. As illustrated in Figure 7.1, given high-dimensional input traffic features,
the contrastive learning framework learns to project samples into a low-dimensional latent
space such that intra-class samples are mapped closer together, while inter-class samples
are pushed further apart. This structure enables the use of distance metrics in the latent
space to quantify the degree of deviation between incoming samples and known class dis-
tributions. Samples exhibiting a large distance from all known class centroids are flagged

as potential drifting instances. To realize this approach, we employ a triplet neural net-
work [160], as detailed below.

The overall architecture of IDAC is presented in Figure 7.2. Built on the software-
defined networking (SDN) paradigm, IDAC consists of two main components: the control-
plane and the data-plane. The control-plane component of IDAC is responsible for training
the triplet network, quantizing one encoder, computing class centroids, and generating
match-action tables for deployment in the data-plane. The data-plane component of IDAC
performs real-time inference by mapping incoming traffic features into the latent space
using the quantized encoder, followed by distance-based drift detection. When a drifting
sample is identified, its information is forwarded to the control-plane. Upon receiving the
reported drifting sample, the control-plane labels and stores it in the data collector for

next retraining.
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7.3.1 Triplet Network

To learn an effective distance function and enable drift detection, we adopt a triplet network
architecture. As illustrated in Figure 7.3, it consists of three identical encoders with shared
parameters. Each encoder processes one element of a input and transforms it into a fixed-
length feature representation. Each input x € R? represents a traffic sample (e.g., a flow)
characterized by p features. The encoder function f(-) is implemented using several fully-
connected layers that map x from the original feature space to a low-dimensional latent
representation z = f(x) € R? where ¢ < p. The shared-weight configuration ensures
that the three encoders learn the same mapping function, enabling the model to assess the

similarity between input samples based on their respective embeddings.

Suppose the training set consists of N classes, where each class is denoted by ¢ €
{1,2,---,N}. Before training the triplet network, we first construct a batch of triplets,
each consisting of three traffic samples: (x,,x",x7). Here, x, is referred to as the anchor,
which serves as the reference point for measuring similarity and dissimilarity. The sample
x T is a positive sample that belongs to the same class as the anchor, while x™ is a negative
sample from a different class than the anchor. These inputs are independently processed
by a shared-weight encoder f(-), producing corresponding embeddings z, = f(x,), z* =
f(x*), and z= = f(x7). During training, a triplet loss function [161] is designed to
encourage the network to learn f(-) that can bring samples of the same class closer together
in the latent space while pushing samples from different classes farther apart. Specifically,
it enforces that the distance between the anchor and the positive sample should be smaller
than the distance between the anchor and the negative sample by at least a predefined

margin m > 0:

£triplet - I[‘—1-:’()((1,)(+,x*) [max (07 S(Zm Z+) - S<Za7 Zi) + m)] (71)

where S(-, -) represents the distance between samples. The expectation operator E(x, x+ x-)[*]
indicates that the loss is averaged over all triplets in the training batch. Intuitively, if the
distance between the anchor and the negative is already larger than that of the positive
by at least m, the triplet is considered ”satisfied” and contributes no loss. Otherwise, the

network is penalized, and its parameters are updated to reinforce the desired margin.

While triplet loss effectively enforces inter-class separation by ensuring that embeddings
of dissimilar classes are pushed apart, it does not explicitly constrain the spatial distribution
of samples within the same class. As a result, intra-class variance may remain high,
leading to dispersed clusters. To address this limitation, we incorporate a center loss,

which penalizes the distance between sample embeddings and their corresponding class
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centers in the latent space. Center loss promotes intra-class compactness, encouraging

embeddings of the same class to cluster tightly around a learned prototype, defined as:

N
ﬁcenter = Zl ‘;‘ Z S(Za Zlc) (72)

v xXEB;

where B; denotes a subset of batch training samples belonging to class 4, and z’ denotes the
center of class 7 in the latent space. The overall training objective is defined as a weighted

sum of the triplet and center losses:
L= (]- - /\)ﬁtriplet + /\Ecenter (73)

where \ > 0 controls the contribution of center loss.

To ensure smooth convergence, we update each center using an exponential moving
average based on the current mini-batch statistics [162]. Specifically, for each class i €
{1,2,--- N}, we compute the mean embedding z’ of all samples belonging to class i
within the mini-batch. The corresponding center z¢ is then updated as:

z.«— (1—a)-z.+a-z (7.4)

c

where a € (0, 1) is a smoothing factor that controls the update rate.

In principle, the distance function S(-,) can be instantiated using any differentiable
metric, such as cosine similarity, Mahalanobis distance, or Euclidean distance. In this work,
we adopt the squared Euclidean distance, i.e., S(zq,2") = ||z, — 2" ||3. This choice is moti-
vated by its computational simplicity and alignment with the constraints of programmable
data-planes. In particular, P4 does not support complex mathematical operations such as
square roots, but the squared Euclidean distance requires only basic arithmetic operations,

making it feasible for efficient in-network execution.

After training, we obtain the floating-point (FP) encoder model, where both the weights
and activations are represented using FP values. As data-planes cannot perform FP oper-
ations, the weights of the encoder are restricted to fixed-point representations when stored
in the data-plane. Therefore, we employ post-training quantization [97] to transform the
FP-based model to a quantized model which represents weights and activations using more

compact format (e.g., 8-bit integers) [16].
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Figure 7.3: Triplet network architecture (left) and the triplet loss objective (right), which
pulls the anchor closer to the positive and pushes it away from the negative.

7.3.2 Distance-based Drifting Samples Detection

After training the triplet network and quantizing one of its encoders, we employ the quan-
tized encoder to perform drifting sample detection. We first use the quantized encoder
to map all the training samples into the latent space. For each class i, we obtain the
class center zi. Given a testing sample x;, we use the encoder to map it to the latent
space representation z;. Then, we calculate the squared Euclidean distance between the
testing sample and each of the centroids z, as: ||z; — z'||3. Based on these distances, we
assess whether the testing sample lies within the expected distribution of any known class.
If the sample is far from all class centroids, it is considered a candidate drifting sample.
To determine whether a sample is drifting, we establish a threshold 7; for each class by
computing the fg-percentile (e.g., 8 = 0.99) of the squared Euclidean distances between
the training samples and their corresponding centroid. A testing sample x; is flagged as
drifting if ||z, — z%||3 > 7 for all i = 1,2,--- | N.

Since square root operations are not natively supported in P4, we use squared Euclidean
distances both when computing distances and thresholds. This avoids runtime complexity
while preserving the relative structure of the latent space, ensuring that drift detection

remains effective and compatible with programmable data-plane environments.
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7.4 P4 Implementation

In this section, we describe the implementation of the detection logic in the data-plane

using P4 language.

7.4.1 Encoder

The incoming packet first passes through the parser, which extracts traffic features from
the packet headers to serve as input to the encoder. The encoder is essentially a multi-
layer perceptron (MLP), and its implementation has been investigated across various pro-
grammable data-plane targets. For targets that support arithmetic operations like multi-
plication (e.g., software switches), its implementation has been demonstrated in the INQ-
MLT toolbox [16]. In contrast, switch ASICs lack native support for multiplication, so
match-action tables are used to emulate these operations by storing precomputed map-
pings between input values and intermediate results, as shown in MUTA [19]. The latent
embedding produced by the encoder is subsequently used to compute the distance to class

centroids.

z1,22,2z3 = MLP(x1,x2,...,xp); // encoder inference
action ac_z1(bit<32> yi11, bit<32> yi12){
meta.distl = yi11;
meta.dist2 = y12;}
action ac_z2(bit<32> y21, bit<32> y22){
6 meta.distl = meta.distl + y21;
7 meta.dist2 = meta.dist2 + y22;}
s action ac_z3(bit<32> y31, bit<32> y32){
9 meta.distl = meta.distl + y31;
10 meta.dist?2 meta.dist2 + y32;}
11 table tb_z1{
12 key = {meta.zl: exact;}
13 actions = {ac_z1;}
14 size = 256;}
15 table tb_z2{
16 key = {meta.z2: exact;}
17 actions = {ac_z2;}%}
18 size = 256;}
19 table tb_z3{
20 key = {meta.z3: exact;}
b1 actions = {ac_z3;}%}
bo size = 256;}
3 if meta.distl > thresl && meta.dist2 > thres2{

S T S

24 report to control-plane;

o
bs }
b

6 else {
b7 meta.class = argmax(); //find the nearest centroid
bs }

Listing 7.1: P4 code fragment illustrating detection logic for a three-dimensional latent
vector with two class centroids.
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7.4.2 Distance Calculation

Listing 7.1 presents the implementation logic for distance computation and drift detection
within the data-plane. As an illustrative example, we consider a latent space representa-
tion z = (21, 29, 23). Each match action table is used to process the kth element of the
latent vector, denoted as z;. These tables store precomputed squared difference values,
specifically (2, — cx1)?, (2x — cro)?, ..., (21 — cxn)?, for all quantized values of z;, where N
is the number of centroids. For example, when z; is used as the key, the corresponding
match-action table retrieves precomputed values y;; and yio (line 2), which represent the
squared differences (21 — ¢11)? and (21 — ¢12)?, respectively, thereby avoiding the need for
multiplication operations during runtime. This procedure is repeated for the remaining
elements 2o and z3. The retrieved partial results are then accumulated using addition
operations to compute the total squared Euclidean distance. If the computed distance to
any class centroid exceeds its associated threshold (line 23), a corresponding response is

triggered, such as reporting the sample to the control-plane.

If a sample is not identified as a drifting instance, its class is assigned based on the
nearest class centroid, determined through an argmax operation. This argmax computation
can be implemented using either nested if-else logic or a ternary matching table [99], the

latter offering improved scalability in practical deployment.

7.5 Performance Evaluation

7.5.1 Dataset

IoT Traffic Classification: The objective is to classify each network flow with its cor-
responding [oT device type while also identifying traffic from previously unseen devices.
The classification outcomes provide early insights into the nature of traffic (e.g., applica-
tion type or data type), thereby allowing network operators to make informed decisions
tailored to specific devices, applications, or data categories. Such early-stage classification
can be leveraged to enhance quality of service (QoS) and quality of experience (QoE). For
instance, traffic from IoT video cameras may indicate a live video session, which requires
routing through less congested paths to reduce latency and retransmissions, both of which
are essential for maintaining high video quality. Following prior work [73,151], we use the
UNSW-IoT dataset [163], defining ten device categories: nine specific types (iot1-iot9),
such as cameras, sensors, and home assistants, and one additional class (iot0) for miscel-

laneous devices (e.g., smartphones and laptops). For clarity, each category is assigned a
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Table 7.1: The training scenarios (UNSW-IoT)

Scenariol Scenario?2 Scenario3

iot1:dropcam iot2:amazon echo iot3:smart things
iot4:baby monitor | iot5:insteon monitor | iot6:samsung smartcam

Known

iot7:triby speaker | iot8:motion censor | iot9:smart sleep sensor

unique index. As shown in Table 7.1, we evaluate three scenarios, each including three

known IoT categories, with the rest treated as unknown traffic.

Intrusion Detection: The objective is to perform binary classification of network
flows as either Benign or Malicious, while simultaneously identifying unknown attack
traffic not seen during training. Following prior work [148], we utilize the CICIDS2018
dataset [108], which includes a diverse range of network traces generated by both normal
activity and various attack types. In our setup, malicious traffic comprises multiple known
attack categories. We also define three scenarios, as shown in Table 7.3, each consisting of
benign traffic and two specific attack types used for training. All remaining attack types

are treated as unknown and reserved for testing.

7.5.2 Experimental Setting

The model training and quantization operations are performed by the control-plane using
TensorFlow Lite.!. The detection logic is implemented in BMv2 software switches using
P4 with vlimodel architecture. The known traffic is divided into training and testing
subsets with a 60:40 split. The final testing set includes both the testing portion of known
traffic and the previously unseen (unknown) traffic. We only use the training data to train
the triplet Network and calculate the centroids. For the drifting detection, the positive
samples are samples in the unseen family in the testing set. The negative samples are the
rest of the testing samples from the known families. We calculate three evaluation metrics:
precision, recall, and F1 score. Precision measures the ratio of true unseen-family samples
out of the inspected samples. Recall measures the ratio of unseen-family samples that
are successfully discovered by the detection module out of all the unseen-family samples.
F1-score is the harmonic mean of precision and recall. In addition to these, we report the
classification accuracy on known traffic and an overall metric known as the purity rate [164],
which captures the combined effectiveness of known-class classification and unknown-class

detection. The purity rate is defined as follows:

thttps://www.tensorflow.org/lite
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Table 7.2: Drift detection results for UNSW-IoT dataset

Scenariol
RF IDAC
Prec Recall F1 Purity | Prec Recall F1 Purity
iot0]95.99 75.80 84.71 87.56 |94.87 81.33 87.58 89.50
iot2]92.47 38.87 54.73 70.77 |95.26 88.47 91.74 92.74
iot3|89.86 28.07 42.77 65.86 |95.75 99.20 97.45 97.62
ioth | 89.46 26.87 41.32 65.32 |95.77 99.73 97.71 97.86
iot6 | 94.07 50.20 65.46 75.92 89.08 35.90 51.18 68.85
iot8196.89 98.53 97.70 97.89 |95.75 99.17 97.43 97.61
iot9 | 88.90 25.37 39.47 64.64 |95.54 94.30 94.92 95.39

Scenario2
RF IDAC
Prec Recall F1 Purity | Prec Recall F1 Purity
iot0 [97.99 90.93 94.33 94.97 |98.32 95.40 96.84 97.14
iotl [92.73 23.80 37.88 64.45 |98.34 96.97 97.65 97.85
iot3 [98.17 99.90 99.03 99.05 |98.39 100.0 99.19 99.23
iot4 [97.64 77.13 86.19 88.70 |98.39 100.0 99.19 99.23
iot6 [ 98.17 100.0 99.08 99.09 | 98.34 96.67 97.50 97.71
iot7[98.16 99.80 98.98 99.00 |98.39 99.97 99.17 99.21
iot9 [ 98.10 96.27 97.18 97.39 |98.38 99.47 98.92 98.98

Scenario3
RF IDAC
Prec Recall F1 Purity | Prec Recall F1 Purity
iot0 [ 99.67 69.00 81.54 85.80 |98.56 95.87 97.20 97.45
iotl [99.77 99.77 99.77 99.79 |98.62 100.0 99.30 99.33
iot2 [98.03 11.60 20.75 59.71 [98.52 93.10 95.73 96.20
iotd | 77.42 08.00 01.58 54.80 |98.56 95.87 97.20 97.45
ioth [99.33 34.53 51.25 70.14 |98.62 100.0 99.30 98.33
iot7 [98.89 20.73 34.28 63.86 |98.59 97.80 98.19 98.33
iot8 [ 99.77 99.77 99.77 99.79 | 98.61 99.53 99.07 99.12

unknown
devices

unknown
devices

unknown
devices

correct correct
Nknown + Nunknown (7 5)

#Total testing samples

Purity =

Ncorrect

where Nt denotes the number of correctly classified known samples, and NEorect |

known

denotes the number of correctly identified unknown samples.

Given that most existing in-network ML approaches employ random forests (RF) as
the classification model [1,52], we adopt RF as our baseline method. RFs provide class

confidence estimates by averaging the predicted class probabilities across all decision trees
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Figure 7.4: Performance comparison of known traffic classification accuracy.

in the ensemble. Each tree computes class probabilities based on the proportion of training
samples of each class within the corresponding leaf node. In our setup, we define a confi-
dence threshold of 0.8: samples with confidence scores below this threshold are considered

potential drifting samples; otherwise, accept the label.

7.5.3 Results

Tables 7.2 and 7.3 demonstrate that the proposed IDAC method consistently outperforms
the RF baseline in detecting drifting traffic across both the UNSW-IoT and CICIDS2018
datasets. Specifically, IDAC achieves higher recall and F1 scores, indicating superior sen-
sitivity and overall effectiveness in identifying previously unseen samples. For the UNSW-
[oT dataset, Figure 7.4 further shows that IDAC maintains almost the same classification

accuracy on known traffic, which contributes to a higher overall purity rate.

For the CICIDS2018 dataset, IDAC demonstrates substantially stronger drift detection
capability compared to RF. In Scenariol, for instance, the RF model fails to detect any
unknown samples due to its overconfident predictions on unfamiliar inputs. While IDAC
significantly improves recall and F1 scores, its precision on CICIDS2018 is relatively lower
than on UNSW-IoT. This performance gap can be attributed to the high variability of
benign traffic patterns in CICIDS2018, which makes it challenging for the model to learn
a compact and discriminative representation of benign behavior. As a result, some benign
samples are misclassified as unknown. Moreover, Figure 7.4 shows that IDAC incurs an
accuracy drop of approximately 3% —4% on known traffic in Scenariosl and 2. Nonetheless,
it is acceptable to sacrifice a small amount of accuracy in exchange for improved sensitivity

to drifting samples, which is critical in dynamic and evolving network environments.

To further demonstrate the advantage of IDAC, we present a box plot analysis in Fig-
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Table 7.3: Drift detection results for CICIDS2018 dataset

Scenariol:Benign - FTP-BruteForce - SSH-BruteForce

RF IDAC
Prec Recall F1 Purity| Prec Recall F1  Purity
Bot 00.00 00.00 00.00 54.04 |88.03 51.09 64.66 74.58

DD-hoic {00.89 00.01 00.02 54.04 |91.68 76.59 83.46 86.17
% DD-loic {00.00 00.00 00.00 54.04 |85.61 41.33 55.75 70.14
g D-eye 00.00 00.00 00.00 54.04 |85.12 39.75 54.19 69.42
®D-hulk [03.05 00.04 00.07 54.05 |93.20 95.22 94.20 94.64

D-http |09.37 00.12 00.23 54.09 |00.00 00.00 00.00 51.36

Infiler |90.37 10.44 18.71 58.78 [79.02 26.17 39.31 63.25

Scenario2:Benign - Bot - DDoS-HOIC
RF IDAC
Prec Recall F1 Purity| Prec Recall F1  Purity
DD-loic {93.11 50.30 65.31 75.69 [91.33 84.68 87.88 89.38
D-eye 80.12 15.01 25.28 59.65 [92.04 92.95 92.49 93.14
% D-hulk ]96.08 91.20 93.57 94.28 [92.56 99.99 96.13 96.34
§ D-http {00.00 00.00 00.00 52.83 |92.56 100.0 96.14 96.34
= FTP-BF [00.00 00.00 00.00 52.83 |92.56 100.0 96.13 96.34
Infiler |61.14 05.86 10.69 55.49 |75.56 24.86 37.41 62.19
SSH-BF [00.20 00.01 00.01 52.83 [86.42 51.15 64.27 74.14

Scenario3:Benign - DDoS-LOIC-HTTP - DoS-GoldenEye

unknown

unknown

RF IDAC
Prec Recall F1 Purity| Prec Recall F1  Purity
Bot 00.86 00.10 00.17 49.59 |84.99 46.45 60.07 71.20

DD-hoic {90.09 99.91 94.75 94.96 [92.42 99.95 96.04 95.52
% D-hulk {90.02 99.08 94.33 94.59 |92.06 95.06 93.54 93.29
g D-http |00.00 00.00 00.00 49.55 |92.42 100.0 96.06 95.54
= FTP-BF [00.00 00.00 00.00 49.55 |92.42 100.0 96.06 95.54

Infiler |28.96 04.48 07.76 51.58 |72.52 21.63 33.32 59.92

SSH-BF [81.96 49.94 62.06 72.25 |92.08 95.24 93.63 93.38

unknown

ure 7.5 using Scenario3 of the UNSW-IoT dataset. For each testing sample, we measure the
distance to its nearest class centroid in both the original feature space and the latent space
learned by IDAC. The results reveal that drifting (unknown) and non-drifting (known)
samples exhibit significant overlap in the original space, making them difficult to distin-
guish. In contrast, the latent space learned through contrastive learning achieves a more
distinctive separation between the two groups. Specifically, known samples exhibit tightly
clustered distances (i.e., lower spread), while unknown samples show larger and more dis-

persed distance distributions. This improved separation is attributed to the contrastive
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Figure 7.5: Boxplots of distances between testing samples and their nearest centroids for
each class. Known traffic are classes 3, 6, and 9.
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Figure 7.6: Latent space visualization without (left) and with (right) center loss.

learning objective, which encourages the model to pull samples from the same class closer
together while pushing samples from different classes further apart, thereby enhancing the

detectability of previously unseen traffic families.

We further investigate the role of center loss in structuring the latent space. Figure 7.6
presents a comparative visualization of latent embeddings obtained with and without the
center loss objective. When center loss is applied, samples from the same class form more
compact clusters in the latent space. This tighter clustering enhances the model’s ability to
distinguish known classes from unseen traffic patterns, as drifting samples are more likely

to lie far from any class center.
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7.6 Conclusion

In this chapter, we demonstrate the feasibility of integrating drift-aware classification into
intelligent data-planes. By training a triplet network with triplet loss and center loss, we
obtain a latent representation that encourages compact clustering of in-distribution sam-
ples. This structure enables effective detection of drifted samples based on their distance
from class centroids. Evaluations across two use cases confirm that our method achieves
more reliable drifting sample detection than confidence-based baselines, while preserving
classification accuracy on known traffic. These results highlight the importance of incor-

porating drift detection mechanisms into future intelligent data-plane designs.
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Chapter 8

Conclusion and Future Work

8.1 Conclusion

This thesis presents a set of contributions aimed at enabling intelligent, real-time network
management in the programmable data-plane. First, we introduced INQ-MLT, an innova-
tive toolbox designed to facilitate the training and deployment of machine learning (ML)
models within intelligent data-planes. INQ-MLT adopts quantization-aware training to
mitigate accuracy loss by simulating quantization during training; after training, weights
and activations are converted from floating-point to compact integer representations. Sec-
ond, we developed a two-stage, confidence-based intrusion detection system that combines
early- and late-stage CNNs to improve both detection speed and reliability. Post-hoc cali-
bration is applied to align confidence with accuracy, while a parameter sharing mechanism
is applied to reduce data-plane resource usage. Third, we proposed MUTA, an in-network
multi-task learning framework that improves resource efficiency and predictive accuracy
when deploying multiple management tasks. MUTA builds a multi-task neural network and
allows the sharing of feature representations across related tasks. It supports distributed
inference by splitting the model layer by layer, while ensuring full-network coverage and
maintaining inference integrity. Fourth, we designed an unsupervised drift detection mecha-
nism that monitors feature distributions over time using dual sliding windows and identifies
concept drift without requiring labeled data, ensuring sustained ML model performance
in dynamic environments. Finally, we designed IDAC, an in-network drift-aware traffic
classification framework that not only supports accurate classification of in-distribution
traffic but also enables detection of drifting samples directly in the data-plane. These
contributions collectively demonstrate the feasibility and effectiveness of integrating ad-
vanced ML capabilities into the programmable data-plane, enabling real-time, adaptive,

and resource-efficient network traffic management.
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8.2 Future Work

Based on the results of this thesis, there are several possible directions for future research.

Use Cases. This research focuses on intelligent data-planes (IDPs) for network traffic
management, such as traffic classification and intrusion detection. However, its potential
extends far beyond this specific domain. Although IDPs have begun to see adoption in areas
such as finance and smart grid systems, their current range of use cases remains relatively
limited. Future work can explore broader applications, particularly in latency-sensitive
domains such as e-health and autonomous vehicles. Additionally, IDPs hold promise for
enhancing the performance of emerging communication infrastructures, including next-

generation cellular (6G) and satellite networks.

Trust and Security. Although in-network ML has shown significant promise in cyber-
security applications, its own security and trustworthiness have received limited attention.
Future research should focus on improving the interpretability of in-network ML models,
developing resilient mechanisms to mitigate both operational failures and malicious threats,
and designing robust strategies for handling failure modes within resource-constrained
data-plane environments. Additionally, adversarial robustness remains a critical yet un-
derexplored challenge. Ensuring that in-network ML models can withstand adversarial
inputs is essential for maintaining reliable operation in adversarial settings. Advancing
these directions will be key to enhancing the trust, reliability, and practical deployment of

intelligent in-network systems.

Hardware Deveploment. Most existing works are built on programmable switches,
SmartNICs, and FPGAs, with prototypes often evaluated using software targets such as
BMv2 and T4P4S [165]. However, hardware limitations, including restricted compute and
memory resources, constrain the complexity of deployable machine learning models. The
recent discontinuation of Intel Tofino raises concerns about the long-term support for high-
performance programmable switches. Looking ahead, designing future programmable de-
vices with enhanced capabilities, such as native support for low-precision machine learning
operations, without compromising network performance, remains a key challenge. Enhanc-
ing hardware functionality can significantly expand the range, scalability, and effectiveness

of in-network ML models.

eBPF Integration. Beyond P4, other network programmability paradigms such as
eBPF (extended Berkeley Packet Filter) [166] can also play a vital role in enhancing the
capabilities of intelligent data-planes. eBPF provides greater flexibility by allowing the ex-
ecution of sandboxed programs with bounded execution time directly within the operating

system kernel. This enables seamless interaction with various kernel subsystems, includ-
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ing the network stack. While eBPF is not confined to networking alone, it has recently
gained significant popularity in data-plane applications, particularly for high-performance
and low-latency packet processing. In terms of programmability, eBPF is more expressive
than P4, as it supports advanced constructs such as bounded loops and tail call chaining
(allowing up to 32 interconnected programs). These capabilities make it suitable for imple-
menting complex logic, including custom parsers and regular expression matching. Recent
studies [167] have utilized eBPF to extract rich, flow-level features that are challenging to
compute efficiently in P4 due to hardware and memory constraints. These features include
temporal and bidirectional flow statistics computed over sliding time windows, such as
standard deviation, directional covariance, and jitter (i.e., variation in packet inter-arrival
times). The extracted features are embedded into packet headers via in-band telemetry and
delivered to programmable switches where the ML inference models are deployed. Beyond
feature extraction, the broader potential of eBPF in augmenting intelligent data-plane

functionality remains a promising avenue for future exploration.
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