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Abstract

Cloud Gaming systems are among the most challenging networked-applications, since they
deal with streaming high-quality and bulky video in real-time to players’ devices. While all
industry solutions today are centralized, we introduce an Al-assisted hybrid networking archi-
tecture that, in addition to the central cloud servers, also uses some players’ computing resources
as additional points of service. We describe the problem, its mathematical formulation, and

potential solution strategy.

Edge computing is a promising paradigm that brings servers closer to users, leading to lower
latencies and enabling latency-sensitive applications such as cloud gaming, virtual/augmented
reality, telepresence, and telecollaboration. Due to the high number of possible edge servers and
incoming user requests, the optimum choice of user-server matching has become a difficult chal-
lenge, especially in the 5G era where the network can offer very low latencies. In this thesis, we
introduce the problem of fair server selection as not only complying with an application’s latency
threshold but also reducing the variance of the latency among users in the same session. Due to
the dynamic and rapidly evolving nature of such an environment and the capacity limitation of
the servers, we propose as solution a Reinforcement Learning method in the form of a Quadruple
Q-Learning model with action suppression, Q-value normalization, and a reward function that
minimizes the variance of the latency. Our evaluations in the context of a cloud gaming applica-
tion show that, compared to a existing methods, our proposed method not only better meets the
application’s latency threshold but is also more fair with a reduction of up to 35% in the standard
deviation of the latencies while using the geo-distance, and it shows improvements in fairness up
to 18.7% compared to existing solutions using the RTT delay especially during resource scarcity.

Additionally, the RL solution can act as a heuristic algorithm even when it is not fully trained.

While designing this solution, we also introduced action suppression, Quadruple Q-Learning,
and normalization of the Q-values, leading to a more scalable and implementable RL system.
We focus on algorithms for distributed applications and especially esports, but the principles
we discuss apply to other domains and applications where fairness can be a crucial aspect to be

optimized.
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Chapter 1

Introduction

1.1 Motivation

Edge computing is expected to become the predominant platform for supporting many applica-
tions, including latency-sensitive applications such as cloud gaming, virtual/augmented reality,
telepresence, and telecollaboration, because edge computing servers are physically closer to the
customer than conventional cloud servers and can therefore offer lower network latencies that are
within the acceptable thresholds of such applications. The increasing demand on the multi-billion
dollars’ industries that require lag-less performance, such as the games industry, is drawing re-
searchers’ attention to find solutions that are closer to the optimum. In order to satisfy the rising
demand of users for better Qualify of Experience (QoE), the interest towards building alternative
decentralized networks to minimize the network’s delay is quite a need. For instance, in order
to host a gaming tournament, the traditional way is to build servers geographically distributed
where users, gamers, can directly connect to them if they are located in a given geo-zone. In this
state, the measured distance between the server and the players should be reasonable in order
to keep the delay in the acceptable range. The type of games that we are referring to here are
event-based games where there’s no overhead on the network and where all/most of the video
processing is done on the end-users’ machines. Off-zone users cannot connect to any of the
servers because the delay can be above the accepted/tolerable threshold, and hence, the expected
QoE will be low. For example, First Person Shooter games require a latency of no more than
80 ms [9], while in Third Person Perspective cloud games every 100 ms of latency results in
a 25% decrease in player performance even though such type of games can generally tolerate
end-to-end delays of up to 500 ms [29]. Indeed, failure to meet the delay threshold of a game
is one of the main reasons game service providers lose subscribers [32—-34]. Conventional cloud
solutions currently used by such services offer general-purpose computing resources at compet-

itive costs. Their server selection methods are typically concerned with minimizing the costs of



cooling and power, rather than minimizing the user’s latency [28]. In order to satisty the latency
thresholds, providers can deploy edge servers in the service areas, reducing latency by bringing
the computing server closer to the user [22].

Compared to the cloud, an Edge cloudlet tends to be more limited in terms of its capability,
storage and communication resources, and can therefore only be deployed with limited services
[95]. To make up for this limitation, typically more Edge cloudlets are deployed in the users
geographic area, leading to a high number of possible individual edge servers that could fulfill
a user application’s latency threshold. This large number of edge servers is exacerbated in the
5G era, because 5G provides very low network latencies, so edge servers that before 5SG were
just outside a user’s latency range are now within that range because of 5G. With such a high
population of potential edge servers, selecting the optimum edge server becomes one of the
main challenges. Wu et al in [95] argue that designing an algorithm for selecting edge servers
is needed because selecting servers for service requests can be a critical problem, especially in
case of failures. As we will see in chapter 3, today when a new user joins a system deployed
in edge cloudlets, most existing server selection methods connect the user to an edge server that
has enough capacity and the lowest latency to that user. But this causes two problems, as we
will show in chapter 7: (1) users who join earlier will be privileged with lower latencies while
users who join later will experience higher latencies, sometimes violating the latency threshold,
and (2) users who are in the same session, for example players who are playing against/with
each other in the same gaming session, will experience widely different latencies, leading to

unfairness among participants.

1.2 Challenges and Research Problem

The ideal system will potentially and optimally connect an incoming user of an online multiuser
application to the application’s best cloud/edge server, such that not only the maximum delay
threshold of the application is adhered to, but also the delay variations experienced by different
users collaborating with each other are minimized, leading to a smoother, fairer, and higher
quality group collaboration compared to existing systems. The applications that can benefit from
it are those that have geographically distributed servers and enable geographically distributed
users to collaborate with each other live; e.g., multiplayer cloud gaming, esports, telepresence,
telecollaboration, etc.

Among these applications, esports is one of the most challenging, because of the highly
interactive and engaging nature of games. Multiple geographically distributed gamers playing
with each other must not only watch the game scene with utmost focus, but also react extremely

fast to perform quick actions during the game. The esports platform must provide players with

2



high visual quality and low delay. While the other said applications such as telecollaboration
can also benefit from low delay, they are less sensitive compared to esports. For example, during
the COVID-19 pandemic, people used video-conferencing tools such as Zoom, Skype, etc. As
such, many people are now aware of the importance of audiovisual quality and low delay in
such applications. However, if in these applications the quality temporarily degrades or the delay
becomes temporarily high, participants wait for a few moments and then repeat or resume their
conversation when the situation improves. While this certainly inconveniences the users, for
most cases it is adequate if it happens only occasionally. But in esports players cannot afford to
“repeat” or “resume” while playing. A player affected by low quality or high delay may very
well lose the game! The same thing can be said about tightly-synchronous applications [85] such
as telesurgery or teleoperation, except that esports has a much higher number of simultaneous
users, so esports is more challenging. Other applications with a large number of users, such as
Netflix or live online concerts, are what we call in multimedia science “presentational”, meaning
the viewers simply watch and have limited interaction (“play”, “pause”, “rewind”, and maybe
text chat), so delays as large as a few seconds are tolerable in those applications. Esport on
the other hand is “conversational”, meaning each user is a significant source of live input into
the game; therefore esports has strict end-to-end delay thresholds, sometimes as low as 80 msec
as in First Person Shooter games [9]. As such, we can see that esports is the one of the most

challenging of all multiuser applications.

1.2.1 Esports Background

There were 2.5 billion active gamers worldwide in 2019, leading to a global market of US$152.1
Billion [94]. A share of this belongs to esports, which refers to organized multiplayer com-
puter game tournaments, usually played by professional players and/or teams, and watched by a
large number of spectators. An esports platform typically provides support for (1) local and/or
geographically distributed players to play with each other, and (2) geographically distributed
viewers to watch the game. The size of the viewership can be in the millions, with the current
record belonging to the 2019 “League of Legends” World Championship at more than 100 mil-
lion viewers, with a peak of 44 million concurrent viewers [91]. Esports is now easily the largest
and most popular market of the entertainment sector [38], and its popularity has increased even
more during the COVID-19 pandemic [93]. In the aforementioned League of Legends champi-
onships, teams from 13 regions around the world competed, and the matches were broadcast in
16 different languages, with the winning team taking home $834,375 in prize money [91]. This

also shows the vast geographic distribution that an esports platform must be able to support live.

CG, the youngest entry into the gaming market, surpassed US$1 billion in 2018 and is pro-
jected to grow fast to US$8 billion by 2025 [14]. CG refers to adopting the cloud computing

3



paradigm to offer Game as a Service. In CG, the game events are captured from the players’
devices and transmitted to the cloud, which processes those events, runs the game logic, renders
the game scene, and streams the resulting high-quality scene in the form of video to the players.
This is different from conventional online gaming, in which the server, after running the game
logic, sends the state of the game to all players, and the player devices will then render the game
scene and display it. Examples of CG are Sony PlayStation Now, Nvidia GeForce Now, Google
Stadia, and the upcoming Amazon Tempo.

Whether it uses CG or conventional online gaming, an esports platform has one major chal-
lenge: delay. Players’ events are captured and sent to a server/cloud, which then broadcasts either
the game state or the video of the rendered scene to the players. All of this has to be done fast
enough as to not adversely affect the player’s performance and Quality of Experience (QoE). It
has been shown that every 100 msec of latency in CG results in about a 25% decrease in player
performance for third person perspective games which can generally tolerate end-to-end delays
of up to 500 msec [30]. As such, ensuring an esports system’s response delay, which consists
of network delay + processing delay + playout delay, does not violate the game genre’s delay
threshold is one of the main challenges, and requires a well-organized resource management
system to satisfy both the service provider’s and players’ requirements [20]. This is even more
challenging for multiplayer games, because the real-time, conversational, and highly interactive
nature of multiplayer games make them more even sensitive to delay; therefore much research
have been done to address this challenge (8, 10,25].

Usually, the playout delay is assumed to be negligible and does not have a significant impact
on players’ experience [21]. Also, processing delay depends on the available processing power in
the cloud and can be improved by using faster/more CPU, GPU, and memory. It is therefore the
network delay which has the most adverse effect in esports systems. To mitigate it, normally a
large number of game servers are allocated in geographically distributed datacenters in the cloud
or as edge servers. Hence, the server selection strategy becomes crucial. Considering that each
game depending on its genre and pace has different delay requirements [31, 60, 76], assigning

players to servers becomes a non-trivial challenge [42].

1.3 Research Approach

In this thesis, we propose the idea of Al-assisted hybrid networking for cloud gaming [6] to allow
more users to connect without compromising the QoE is to introduce the concept of Edge Nodes
(EN). EN is a user’s computer that acts as a server in the network and connect other Users (U)
to each other. The computing power could be, but is not limited to, PCs, smart cars, tablets,

or smart phones. EN nodes are also always connected to at least one of the main servers or
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Delegated Edge Nodes (DEN, see chapter 4) to save the state of the game. In case of any failure,
the main server will have a recovery point of the latest state, and the users will be assigned to
another EN to resume the gaming session.

Also, we also propose a fair server selection method for edge cloudlets using Artificial In-
telligence (AI), specifically Reinforcement Learning (RL). We chose Al because the system is
highly dynamic due to users joining and leaving at will and due to changes in the servers band-
width and latency capacities. RL is especially well-suited for highly changing environments due
to its notion of user-designed rewards. Building on the idea of Al-assisted hybrid networking for
cloud gaming, here we propose a concrete solution to the server selection problem and formulate
it as an RL problem. Inspired by works which use RL in networks [16], fast Q-learning with
a uniformly bounded variance and large discount factors [43], multi g-table g-learning [63] and
local normalization [65], we propose RL models that aim to minimize the variance of latency
in user-server matching for edge cloudlets. We evaluate our model using actual data collected
from a cloud gaming application, and we show that compared to existing methods which simply
choose an available server with the lowest latency to the user, our method not only better meets
the latency threshold, but also leads to more fairness; i.e., lower latency variation among users in
the same session.

1.4 Broader Impact

To the best of our knowledge, fair matching problems haven’t been dealt with as reinforcement
learning problems, and in fact, with the attention drawn towards fairness in Al, designing reward
functions in RL would be an ideal technique for fair matching problems. We presented 4 different
reward functions in order to optimize variance in accordance to our notion of fairness (having a
lower variance in matching distance). The application of gaming systems in edge cloud networks
was one example of the applications that can be impacted by this methodology, and since the
concept of edge computing is recently expanding, it has the potential to redefine how networks
services are delivered and it would potentially optimize the computation power to users’ end.

The proposed methodology and models are not only tailored for edge cloud server selection
problems. The same methodology can be applied to a wide range of similar problems such as
point-to-point matching, cardinality, or connectivity constrains problems. A plethora of these
problems were highlighted in [27], such as, matching students to schools, ad slots to advertis-
ers, search results to ranked positions, and with their corresponding constrains, such as, students’
school choice, ad relevance to users, and the click through rate of the search result. The question-
able scalability of RL algorithms can be easily addressed with the use if approximation functions

instead of using tabular RL. The use of Neural Network is a perfect solution to handle signifi-
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cantly large state and action spaces in RL problems, and that is quite common with the recent

advances in deep reinforcement techniques.

Technologically, our work will impact mostly cloud gaming providers such as Google Stadia,
Sony PlayStation Now, Nvidia GeForce Now, Amazon Tempo, and Facebook Gaming, although
providers of any multiuser real-time collaborative application such as Zoom, WebX, or Microsoft
Teams can also benefit. Our work enables these providers to optimize their offerings with a higher
quality of user experience than what is possible today: better latency compliance and lower
latency variation among users in the same online session. Economically, our work can contribute
to the market expansion of such services because it will provide users with lower latencies and
a fairer opportunity to participate, which is synonymous with more customers because failure
to meet the latency threshold of games is one of the main reasons for subscriber turnover. The
technical contributions are twofold: we propose an RL approach for cloud/edge server selection
considering the variance of latency, and not just latency as in existing methods, for fairer user
experience. We also introduce action suppression, Quadruple Q-Learning (QQL), and new Q-

value normalization techniques in RL.

1.5 Intended Contribution

To the best of our knowledge, this is the first work that intends to make the following contribu-

tions:

e We propose the idea of Al-assisted hybrid networking for cloud gaming [6] to allow more

users to connect without compromising the QoE introducing the concept of Edge Nodes;

e We consider the standard deviation of latency and its change, and not just latency itself as

in existing methods, to provide a fairer experience to users;

e We design an RL method to solve the multivariate multi-constraint fair edge server selec-

tion problem. As part of the design, we also introduce the following novelties in RL:
— We introduce Action Suppression in RL, which will reduce the practical difficulties
in using RL in large action spaces;

— We introduce Quadruple Q-Learning (QQL), allowing the system to choose the best

action from among 4 different Q-Learning models;

— We introduce normalization of the Q-values, allowing the system to fairly compare

each model’s Q-table values that have different scales.
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1.6.4 Datasets

e Alaa Eddin Alchalabi, Shervin Shirmohammadi, “CGCSDD: Cloud Gaming Client-Server
Delay Dataset”, IEEE Dataport, August 3, 2021, DOI: https://dx.doi.org/10.21227/
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1.6.5 Technology Transfer

e Transferring the invention of Delay Sensitive Server Selection System (DS4!) to Swarmio
Media Inc. after signing an exclusive licensing agreement with the University of Ottawa’s
Technology Transfer Office. Integrating DS4 into Swarmio Matrix™ which runs in par-
allel with Swarmio Hive™ 2 creating the Al based Latency-Optimized Edge Computing
(LEC™) technology *.Through Swarmio Hive™ & Matrix™, Swarmio Media is disrupt-
ing the rapidly scaling eSports ecosystem with both their customer based and B2B telco
platforms.

e Contributing to the deployment of arQ™ # and QNetwork™?>,

1.7 Thesis Organization

The road map for the rest of this thesis is outlined below:

Chapter 2- Background

The chapter presents background information on cloud computing; it provides an extensive back-
ground of the existing paradigms of network computing as well as a very detailed background
on Reinforcement Learning techniques.

IThis work was financially supported by the Natural Sciences and Engineering Research Council (NSERC) of
Canada under grant number STPGP-506890, by Swarmio Media.

2Swarmio Hive™ is an esports platform-as-a-service (PaaS) that helps partners such as Telecoms, Esports Or-
ganizations and Enterprises monetize their esports communities. Swarmio Matrix™ is a globally distributed edge
computing platform for the gaming industry. It uses Al based latency optimization technology to provide game
server hosting solutions for video game developers and esports organizers.

3More information about the product can be found at: https://swarmio.media/.

4arQ™ is a blockchain-powered edge computing platform that makes it fast & simple to develop & deploy new
latency optimized edge applications for IoT, Industry 4.0, AR/VR, 4K video delivery and Smart City initiatives.

>More information about QNetwork can be found at: https://www.qgnetwork.ai/.
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Chapter 3— Related Works

The chapter presents an extensive review of the existing works in the areas of server selection,
gaming systems, edge cloud networks, edge user allocation, RL with Variance, Fairness, and

Action Suppression.

Chapter 4- Problem Definition

The chapter presents the proposed formulation of the Al-assisted hybrid networking for cloud
gaming and the optimal approach in detail in addition to the optimization formulation. This
chapter reuses material from papers [6, 7] with permission.

Chapter 5- Proposed Methodology

The chapter presents the proposed Al solution of the problem with the RL Algorithm in detail and
explains its components. We present the RL method to solve the multivariate multi-constraint
fair edge server selection problem introducing Action Suppression in RL for large action spaces,
Quadruple Q-Learning (QQL) as an ensemble method, and normalization of the Q-values. This

chapter reuses material from papers [5, 7] with permission.

Chapter 6— Cloud Gaming Client-Server Delay Dataset (CGCSDD)

The chapter presents our collection methodology and the dataset of client-server Round Trip
Time (RTT) network delay measurements of an actual cloud gaming tournament run on the
infrastructure of the cloud gaming company Swarmio Media. This chapter reuses material from

[4] with permission.

Chapter 7- Performance Evaluation

The chapter presents a simulated case study with preliminary results. In particular, the experi-
ment results show a comparison of the proposed method and other existing anchor methods with

respect to the fairness models. This chapter reuses material from papers [5, 7] with permission.

Chapter 8- Conclusion & Future Work

The chapter discusses our future research plan on further improving the current proposed method.

In this chapter we explain how the new notion of fairness is affecting the selection in comparison
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to state-of-the-art practices. Also, we talk about 2 different sets of experiments using single
sessions and grouped sessions in a simulated environment. After all, we list the remaining steps

that should be conducted toward completing my research work.
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Chapter 2

Background

2.1 Introduction

In this thesis, we are introducing the idea of an Al-powered edge cloud for latency-sensitive real-
time applications, and we are simulating gaming systems as an example to those application that
will be use this system as a Platform-as-a-Service (PaaS). This concept utilizes technical knowl-
edge from different ares, such as: edge cloud networks, cloud gaming, server selection, edge-user
allocation, reinforcement learning, and fairness in Al. Specifically, when we are proposing a fair
server selection algorithm for edge cloud gaming, we are integrating a lot of those concepts in
one product in order to obtain the best QoE for gaming sessions. To give some background to
this thesis, in this chapter, we will be explaining the technical topics and the related concepts
we have tackled, so we will lay the ground on some of the definitions and the terminology used
throughout thesis. Namely, we will be introducing the concepts and the terminology related to
Cloud computing paradigms as well as all its related types and deployment architectures, and
then we will talk about the concept of cloud gaming. Followed by we will introduce the vari-
ous computing paradigms that was invented to tackle the drawbacks of cloud computing such as
edge and fog computing. After that we will introduce a general knowledge about Al algorithms,
and we will specifically go into reinforcement learning (RL) in detail along with all the recent

advancements in the field in addition to the notion of fairness in Al

2.2 Cloud computing

Cloud computing is a service that offers the users to utilise an unlimited computing resource over
the internet at any time. The delivery of this service is on-demand for which customers pay for

their amount usage only, and it is flexible so that users can utilize elastic services increasing and
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decreasing the resources to match their desired application. Cloud computing offers the use of
computing resources, network, storage and memory as-a-service where the customers’ usage is
metered and measured, and the data-intensive computation is offered over Wide Area Networks
(WAN) which can be accessed from anywhere. The cloud uses shared resource pooling such that
the resources are pooled to serve multiple customers using a multi-tenant model combining both
physical and virtual resources. Those resources can be dynamically reassigned in order to obtain
a rapid provisioning of resources based on the customers’ demand. The cloud host is expected
to have an ample amount of storage, memory and fast processing computing units offering quick
data access, and they are also responsible of the cloud management ensuring the continuity of

the service and its availability at all times.

2.2.1 Cloud types

The cloud services can come in different categories (layered responsibilities of cloud-based de-
livery) as shown in figure 2.1, and we will be discussing the three types of cloud computing
which are:

e Infrastructure as a Service (IaaS): such as Amazon AWS, MS Azure, OpenStack, Digi-
talOcean, RackSpace, Google Compute Engine (GCE)

e Platform as a Service (PaaS): such as Google App Engine, Azure Kubernetes Service,

Azure Functions, etc.

e Software as a service (SaaS), or Cloud applications : such as Office 365, OneDrive, Google
drive, Dropbox, MS Teams, Zoom, etc.

Infrastructure as a Service (IaaS)

In IaaS, the cloud service provider is only responsible for managing the maintaining the required
resources such as the availability of the servers, network, virtualization, storage, and memory.
Customers will have the access through an API or a dashboard where they can rent and request
the infrastructure. Customers are responsible for deploying the operating systems, middleware,

apps while the cloud provider only maintains the hardware and the availability of the service.

Platform as a Service (PaaS)

In PaaS, the cloud provider not only provides the hardware but also offers a software-platform for
users’ application and data. This cloud platform is includes the operating system, middleware,

and runtime software that developers relies on for application development and management.
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Software as a service (SaaS)

In SaaS, the cloud provider is responsible for delivering the software to users with all the man-
agement and the maintenance related to that application. An example to SaaS are most web
applications and mobile apps which allows users to use them at anytime. Cloud providers will
be responsible not only for the delivery of this service but also maintaining the software updates
and fixes. It offers more convenient user experience because it does not require the software to

be installed on the users’ machines allowing more collaboration and ease of use.

On-site laaS PaaS SaasS

D D D 5

@ Youmanage

@ Service provider manages

Figure 2.1: On-site, IaaS, PaaS, and SaaS'

2.2.2 Cloud Computing Deployment Methods

Cloud customers can choose from different cloud deployment methods and architectures based
on the nature of their requirements and need. There are four different cloud deployment methods:

"Modified from source https://www.redhat.com/en/topics/cloud-computing/what-is-iaas
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Public cloud

The public cloud is a cloud service that is offered by the provider over the public internet, and
the service can either be free or paid based on the usage limit and the demand. As such, users
can only pay for their usage of resources such as the computing power, storage, or network
bandwidth.

The public cloud has an advantage over private clouds for companies because it cut costs of
maintaining, managing, and purchasing the hardware infrastructure. Additionally, public cloud

has a scalability advantage which allows the platform to expand and scale largely.

Private cloud

The private cloud (sometimes refereed to as internal or corporate cloud) is a cloud service that
is offered mainly by companies either over the public internet or a private network. It gives
businesses the advantage of being self-maintained, internally scalable, and more controllablity
and customizablilty. Private clouds enhance security features due to the sensitivity of the data and
the internal operations. The company’s tech department is solely responsible for the management

and maintenance because no other providers have the access to the cloud.

Hybrid cloud

The hybrid cloud is a cloud service that consists of an orchestration of the resources from 2 or
more of public clouds, private clouds, and/or on-site infrastructures. The architecture of hybrid
clouds makes them very flexible and agile which is essential for growing digital businesses.
However, connecting the multiple instances of the hybrid clouds could face compatibility issues
between them. Therefore, a hypervisor and a layer of virtualization is usually used in order to

abstract the computing, storage and memory resources.

Community cloud

Community cloud is a cloud service that is shared among different organizations and companies
that have similar computing concerns, have similar interests, and/or belongs to the same commu-
nity. This type of cloud is common between inter-governments agreements, ventures, research
organizations, and others. The concept is to decentralize the ownership of the infrastructure
by multiple organizations which will allow those different organizations to collaborate on joint
projects and applications that belongs to the community without relying on a cloud vendor. This
deployment solution reduces the cost pressure and integration complexities as well as it covers

the security concerns among the participating organizations.
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2.2.3 Cloud Gaming

Cloud gaming is a type of video gaming or online gaming that is hosted on remote servers
while users interact with a video stream of the game coming from the server. Cloud gaming
is sometimes refereed to as gaming-as-a-service or gaming on-demand. In the case of cloud
gaming, the game is run on a remote cloud and when users use any input, that input is sent to the
cloud, and the interaction is sent back to the user in a shape of a compressed frames of a video
stream. This allows users to play computationally expensive games at low computation devices
such as mobile devices.

As explained in section 1.2.1, esports ecosystems are expected to be at an increase demand.
In order to scale that up, cloud gaming can address some of the scalability and agility compli-
cations. Some companies like Google and Microsoft tried to join the race and enter the gaming
competition by launching projects like Stadia and xCloud. However, cloud gaming platforms
are still new business models that could not prove its practicality for esports due to their higher
latency. In order to tackle that, edge computing and fog computing can be prospective solutions

to the gaming industry.

2.3 Edge, Fog, and Transparent Computing

The cloud computing architecture allows users to utilize a computing resources ubiquitously
which has been regarded as the second generation of network computing. However, the use of
a centralized architecture fails to satisfy the service demands of ultra-low delay applications in
the Interner of Things (IoT) era. Cloud-native applications may require more authentication time
due to the WAN high latency which is impractical for applications that requires low or ultra-low
latency such as gaming applications. The second issue is that the traffic capacity of WAN is going
to be challenged with the dramatic increase of data generated by devices at the edge of the net-
work. The drawbacks of the cloud paradigm is due to the fact that the architecture was developed
to improve the efficiency and the availability of resources in a remote and centralized computing
way. As such, there is a larger demand emerged for ultra-low latency, higher-bandwidth, context-
aware, and geographically-sparse processing and computing paradigms. In order to address the
drawbacks of the cloud, other network computing paradigms was introduced by the industry
and academia to offer computation in proximity of end-users such as transparent computing, fog
computing, mobile edge computing, and cloudlet. Those paradigms were reviewed in recent
survey papers such as [82], and they can be suitable for delay-sensitive as well as decentralized
applications (dApps).
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Transparent Computing (TC)

In transparent computing the software is decoupled from the hardware as a form of persuasive
computing, such that it separates the hardware storage and execution of applications away from
the software, which include operating systems. It logically considers and integrates the dis-
tributed devices across the network as one system, and the system will assign services according
to the capabilities of the device and network status. Those client devices are enabled to fetch ser-
vices and tasks on -demand from the server side and locally process them in a block-streaming
fashion (where only essential parts of the application is fetched instead of the whole software).
Such a paradigm will consequently improve the delay of those services as well as the energy

consumption significantly.

Mobile Edge Computing (MEC)

In mobile edge computing, currently referred to as multi-access edge computing or edge com-
puting for short, edge servers are deployed in proximity of users usually by telecommunication
companies. Edge servers will not only alleviate the computing load over the core network, but
also can improve the QoE of users by processing the services at the network edge reducing the
latency and involving context-awareness. Along with virtualization and Software-Defined Net-
works (SDNs), edge computing is expected to be the leading technology in the upcoming 5G

cra.

Fog Computing

Similar to edge computing, fog computing is a novel architecture that offers data processing
on the network edge that support temporal and spatial awareness in addition to mobility and
wireless access support. Initially proposed for the context of 10T, fog computing comprises of n-
tier architecture that utilises all the computing power of the network devices along the data path
in order to serve the end devices. Ideally, this paradigm is used for the instantaneous performance
improvement because of the interplay between fog servers (responsible for reducing the service

delay) and cloud servers (responsible for high-computation of data analysis).

Cloudlet

Cloudlets refer to small datacenters that are placed closer to users such as in a classroom of or a
coffee shop. The motivation behind this paradigm was to improve the performance of the mobile

applications that are delay and jitter sensitive. The architecture consists of 3 tiers, namely, cloud,
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Pradaigm Virtualization Computing location Research focus

Cloud VM Central Cloud and datacen- Workflow and VM manage-
ter ment

TC MetaOS End devices and close Cross-platform and service

on-demand devices

MEC VM and containers Micro and macro base sta- Computation offloading and
tions and close devices caching

Fog VM and containers Network devices along rout- Computation offloading and
ing path caching

Cloudlet VM Close cloudlets, e.g., class- Computation offloading and
room VM management

Table 2.1: Similarities and Differences Comparison of Different Computing Paradigm [82]

cloudlets, and mobile users where cloudlets enable servers to respond is a timely fashion and

also ensuring the data privacy before releasing the data to the cloud servers.

Similarities and Differences

The aforementioned computing paradigms were introduced to reduce the cost of infrastructure
management, reducing the end-to-end delay, and to improve the overall QoE and scaling net-
works more efficiently. Despite the paradigms having a common goal, they differ in some as-

pects, as explained in Table 2.1.

2.4 Reinforcement Learning (RL)

In this subsection, we will lay the ground on all the terminologies and the background knowledge
used later in this thesis as long as few of the common RL algorithms. It should be mentioned

that the definitions and the formulations follows Sutton and Barto in [88].
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2.4.1 RL Background

Symbols

Here are the most common symbols used in RL?.

a action Q) observations

A advantage Pr transition distribution
« learning rate, step size n policy (state — action)
b bandit, baseline estimate q quality

¢ cost, context (= state) r reward

d difference error R return

A difference s state

D replay buffer ¢ time

E eligibility trace T conditional transition probabilities between

€ exploration rate (0 ~ 1) states

@ state transition function T trajectory

6 parameter weight

g gain

v discount factor v value

V gradient w weight

H horizon y target / prediction
J expected return . optimal

’

L loss / regret next / derivative
A trace decay (0 ~ 1) " estimation

O conditional observation probabilities [||| vector norm

ZReferenced from the RL cheat-sheet by Kiara Grouwstra https://github.com/KiaraGrouwstra/
Reinforcement-Learning-Cheat-Sheet which is a modified version of Francesco Zuppichini’s cheat-sheet.

18


https://github.com/KiaraGrouwstra/Reinforcement-Learning-Cheat-Sheet
https://github.com/KiaraGrouwstra/Reinforcement-Learning-Cheat-Sheet

Agent-Environment Interaction

Reinforcement learning (RL) refers to goal-oriented algorithms, which learn how to attain a
complex objective/goal or maximize along a dimension over multiple steps. The RL algorithms
are penalized when they make the wrong decisions and rewarded when they make the right ones,
and that’s how they learn.

Agent ll
state reward action

S/ Rl A/
RH] il
S.. | Environment ]4—

\

y Y

A A

Figure 2.2: RL Agent-Environment Interface

Agents: is the subject that takes actions and interacts with the environment. Environment is
the world through which the agent moves. The environment takes the agent’s action as input and
returns the agent’s reward and next state as output. Action: is the set of all possible moves the
agent can make. An action is almost self-explanatory, but it should be noted that agents choose
among a list of possible actions. State: is a concrete/immediate situation in which the agent
finds itself; i.e. a specific place and moment, an instantaneous configuration that puts the agent
in relation to other significant dynamics.

The agent receives the environment’s state or a representation of the environment’s state at
each time step 7, where S, € S. The RL agent takes an action A, € A(s) for that given state. Then

as a consequent to the taken action, the agent receives a reward R,,; € R € R.

There are general challenges when it comes to RL problems. (1) First of all choosing the
right representation of the problem and the states of the environment is a challenge. Since the
agents depends on those representations in selecting actions, the choice needs to be not only
optimized, but also inclusive. (2) One other challenge is the generalization problem where RL
agents sometimes fail to generalize on states and cases it was not trained on. (3) The Temporal
Credit Assignment (CAP) is also considered one of the challenges of such systems. In some RL
environments where it depends on a delayed reward, it is hard to assign which action lead to that
outcome. An action that could have a contribution to a higher cumulative reward should have
more credit than an action that has a lower contribution to the final reward. (4) That can also be
tackled by finding the optimal balance between the Exploitation and the Exploration parameters
where it be optimized to know if the RL agent prefers short term outcomes or long term outcomes
by taking random actions at specific probabilities.
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Policy

A policy is a strategy that the agent employs to determine the next action based on the current
state. It maps states to actions, the actions that promise the highest reward. Mathematically, it is
a mapping from a state to an action, and it is denoted as m,(s|a) which the probability to select
an action A, = a, given a current state, S, = s. Note that the sum of probabilities of all outbound

actions from s is equal to 1:

Z n(sla) = 1 (2.1)

a

Reward

The reward is the signal that the agent receives from the environment after performing a particular

action. The gain (G,) or total reward is expressed as:

H
Gy = Ty + Yrig + V13 + o = Z Y Fieknt (2.2)
k=0

Where 7 is the discount factor and H is reward’s horizon which can be infinite.

After that we can calculate the regret (L) accordingly which is the difference between the

optimal gain and the gain under a policy.
L=G -G, (2.3)

e-Greedy

It is a technique used to overcome the problem of exploration vs. exploitation. It allows the
agent to take a random action at a probability p = €, and pick actions according to a policy x at
a probability p = 1 — €. This will allow the agent to explore the environment more in case it did
not get lucky with the first trials.

Markov Decision Process (MDP)

MDP is mathematical representation of the environment as a complex decision making process
where it involves: all the possible actions, all states, a reward, and a transition function 7" which

returns the next state S’ if we start at a state S and take the action a. The end-goal of the MDP
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is to represent the environment and find the optimal policy that will maximize the long-term
expected reward or the discounted sum of rewards. When the system’s state depends only on
it’s previous state and the last action, we say it is Markovian. MDP is a 5-tuple (S, A, P, R, y)

where:

Finite set of states:

seS
Finite set of actions:

acA

. s (2.4)

State transition probabilities:

p(s’ls,a) = PriS 1 = 5'|S, =s,A, = a}
Expected reward for state-action-next-state:

r(s’,s,a) =E [R,+1|S,+1 =5,5,=5A = a]

Value Function

The expected long-term return with discount, as opposed to the short-term reward r. V,(s) is
defined as the expected long-term return of the current state under policy =. It also an indication

of how good to be in a certain state under a given policy.
Va(s) = E[G/IS, = 5| = B[ Sf ¥ ricalS, = s 2.5)

Action-Value Function or Q-function

Q-value is similar to Value, except that it takes an extra parameter, the current action a. Q,(s, a)
refers to the long-term return of the current state s, taking action a under policy . Q-tables
contains the q values which maps state-action pairs to rewards.

qr(s,a) = E, [thst =s5A = a] =E [ZkHzo ')’krt+k+1|St =5,A = a] (2.6)

We can realize that the value function is equal to the sum of the g-functions of actions,
multiplied by the policy probability of selecting each action. We can also derive the optimal

value function V.(s) in terms of the optimal Q-function ¢.(s, a) as follows:

V.(s) = max g.(s, a) 2.7)
acA(s)
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Bellman Equation

The Bellman equation is one of the central elements of RL algorithms. It decomposes the value
function into two main parts: the immediate reward in addition to the discounted sum of future
values. It simplifies the composition of the value function such that instead of summing over
multiple time steps, it is possible to find the optimal solution of any problem by breaking it down

to sub-problems recursively.

Expanding both the value and the Q-function we can redefine the value function in terms of

the probability of the state-action pair (a, s) resulting is a state s’ as follows:

V.(s) = Z n(als) Z Z p(s’, rls, a) [r + yV,r(s’)] (2.8)

a

The above equation also expresses the stochasticity of the environment with the sum over the

policy probabilities. Similarly, we can do the same for the Q function:

gn(s,@) = D p(s, 115, @) [r+ yVe(s))] (2.9)

S,r

The Bellman equation of optimally

Since the goal of the RL algorithms is to find the optimal policy (or get a policy as close as
the optimal policy), Bellman equation helped in redefining the definition of both the optimal
value function and the optimal action-state function. For the optimal value function, it will be
calculating by finding the action a that outcomes the maximum expected discounted sum of
rewards for the next state s’.

V.(s) = max Z p(s’,rls, a) [r + yV*(s’)] (2.10)

Similarly, by substitution and using the same approach, the optimal Q-function will be recur-
sively calculated by the following:

0.(s,a) = Z p(s'.rls, @) [r + ymax, Q.(s',a") 2.11)
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2.4.2 Common RL Algorithms: Q-learning, DQN

Q-learning

Q-learning is a Temporal Difference (TD) method which allows the agent to learn directly from
the experience model-free which means it does not need the environment’s dynamics. It substi-

tutes the expected discounted sum rewards G, with an estimation as the following:

V(S) — V(S) +a Rt + V(S 1) = V(S )| (2.12)

The generic implementation of the algorithm is shown below.

Algorithm 1 Q Learning
1: Initialise Q(s, a) arbitrarily and Q(terminal — state,-) = 0
2: for each episode € episodes do
3: while s is not terminal do

4: Choose a from s using policy derived from Q (e.g., e-greedy)
5: Take action a, observer r, s’
6: O(s,a) « O(s,a) +a [” + YHLZ}X o(s’,a’) — O(s, a)]
7: s s
Deep Q Learning (DQL)

Deep Q Learning, which is created by DeepMind, substitutes the Q—function with a neural
network called Q-network to estimate the Q-values. It also collects a batch of some observation

in an experience history (or a replay memory) to use them later to train the Q-network.

y = 7r+ ymax QX(P(ses1, a); 67)
ViJ0) =B .o um( Y —Qsa6))7] (2.13)
\/_./ e N—— %/_/

loss function memory target prediction

Where 6 are the weights of the Q-network and U(D) is the experience replay memory.

The next Algorithm explains DQL in detail.
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Algorithm 2 Deep Q Learning

1: Initialize replay memory D with capacity N
2: Initialize Q(s, a) arbitrarily
3: for each episode € episodes do

4: Pick a from s by policy from Q (e.g. e-greedy)

5: while s is not terminal do

6: Take action a, observer r, s’

7: Store transition (s, a, r, ') in D

8: Sample random transitions from D

r for terminal s;.
9: .
Vi ri+vymax Q(s’,a’;6) otherwise
a

10: Perform gradient descent step on (y; — O(s;, a;; 09))?
11: s s
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Chapter 3

Related Works

3.1 Introduction

There is a significant body of academic work that addresses similar insights in an intersection
of similar areas. Those areas include the recent advancements in edge cloud networks, cloud
gaming, server selection, Edge-User Allocation, and fairness in Al In this thesis, we are bringing
them all together. We are proposing a fair server selection algorithm for edge cloud gaming. We
focus on algorithms that will match players and edge servers fairly increasing the average QoE,
but it should be noted that the principles we discuss apply to other domains, and also to
any other matching algorithm carrying out one-to-one or one-to-many matching tasks and
rules.

To give substance to this thesis, we will be discussing the different types of approaches for
server selection and edge-user matching, as well as the fair RL algorithms that our approach is
inspired by. In this chapter, the focus is to address the works incrementally. We will start by
discussing general server selection works, then we will discuss gaming related selections and
matching criteria. Then, we will talk about the recent works in edge cloud networks followed by
recent edge-user allocation works which lack a fairness notion. After that we will discuss similar
RL fairness works along with safe RL algorithms and action space reduction. Throughout the
discussion we will try to compare our proposed approach in fair server selection/matching in

edge cloud gaming to the other works.

3.2 Server Selection

Outside of cloud gaming, there was a decent amount of interest in the server selection problem.
Hu et al. [59] formulated a server selection problem for interactive video streaming as a geomet-
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ric Euclidean K-median optimization problem to reduce end-to-end delay. Their optimization
was purely mathematical formulated as a euclidean k-median problem to reduce end-to-end de-
lay based on network coordinate system, not on delay measurements. Goel in [52] proposed a
client-assisted CDN server selection by using a DNS-proxy in the client side that shares load-
balancing functionality with CDNs and chooses the CDN with the lowest delay from among
resolved CDN servers based on the network performance. Authors in [81] presented a Model
Predictive Control-based algorithm to determine routing optimization and server-selection in in-
telligent SDN-based CDN architecture, optimizing users’ response time (delay) and bandwidth
satisfaction shift. The work in [102] uses lightweight methods that can determine network topol-
ogy and select the server for multi-party video conferencing, minimizing the mean end-to-end
delay between clients using delay-based clustering. Finally, Wu et al. in [95] combined Genetic
algorithm and simulated annealing algorithms for service selection in Mobile Edge Computing

to reduce the time delay.

3.3 Server Selection for Gaming Systems

Server selection for gaming systems has a decent share of the conducted research. However,
existing server selection methods however consider only delay, and not its variance. For example,
Web et al. [92] proposed methods for players to servers allocation under a specified constraint of
minimizing overall delay for all players to mirrored servers. The goal of optimal client-to-mirror
assignment is optimizing the minimum average client-to-mirror delay considering joining and
leaving clients. Also, in [48] Farlow and Trahan proposed player-server matching algorithms to
maximize the number of players supported by the system by moving players to different servers
during gameplay as new players join or leave, optimizing the overall delay: 1) GDA-1: joins
player to region server, then players are ranked in decreasing QoS order. For each of these
players, the region server attempts to find a new contact server with available capacity. 2) BUMP-
ON-LEAVE (B-O-L): attempts to assign a player to the first server that satisfies QoS. If not, they
connect to the lowest delay, then they wait until there’s a capacity to be moved to. 3) BUMP-ON-
JOIN-OR-LEAVE (B-O-J-O-L): similar to B-O-L just keeps 2 options per players while iterating
and moves player to second option if a player is waiting. 4) REASSIGNMENT THRESHOLD
(R-T): attempts to reduce the number of times the “bumping” portion of the algorithm needs to

be run setting a threshold for the ratio of players without QoS to the total number of players.

Others have tackled the problem of cost in cloud gaming and incorporated the pricing in their
selection of cloud providers. In [41,42], Deng et al. formulated multiplayer cloud gaming prob-
lem with the objective of minimizing the rental and bandwidth cost charged by cloud providers.

Another work [44] formulates the optimal virtual machine placement problem and proposes an
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algorithm capturing the trade-off between response delay and cost. Similarly, [58] tackles the
challenge of optimizing cloud gaming experience and introduces an optimization problem to
maximize the cloud gaming provider’s total profit while achieving an acceptable QoE. In [89],
Tian et al. address the same problem with the consideration of adaptive streaming technol-
ogy, therefore, the work aims to optimize the overall cost by adaptive adjusting the selection of

servers, virtual machine allocation, and video bitrate for each user request.

3.4 Edge Cloud Networks

With the recent advances in cloud services and [oT, edge computing has been getting increasingly
more and more attention in the last decade [84]. Edge computing has many privileges such as
speed, security, cost saving, reliability and scalability, which permits the prompt delivery of
new applications and services compatible with the future 5G Internet. In terms of Cisco Global
Cloud Index, 75% of people and devices produced data will be stored, processed, analyzed, and
synthesized close to or at the edge of the network by 2021 [61]. As a novel paradigm, edge
computing also introduces a few new challenges for app vendors and a new research venues in
allocation-like problems, for example, edge server-user allocation [55,66—-69], edge data caching
[74, 96], the problem of joint service placement and request scheduling in edge clouds with
shareable and non-shareable resources [57], edge server placement [37], and edge application
deployment [24,40].

Additionally, the recent research trends have addressed a variety of research topics in the
area of Edge cloud networks. For example, Cache optimization with the end goal of having
shorter delays for edge users was one of the main interests which aimed at reducing amount of
network data traffic in edge cloud architectures [22,23]. A paper by Min et. al [23] considers
the challenge of reducing network traffic by evaluating date to be offloaded at the edge cloud
intelligence, and then reducing the amount of data transmission. Also, authors in [28] propose
a hybrid architecture that leverages the advantages provided by the edge-only and datacenter-
only in order to increase the number of users using a voting-base strategy as well as optimize
the latency due to the use of edge nodes closer to user-end. Other paper [83] proposes a hy-
brid method for minimizing service delay in a scenario with two cloudlet servers, controlling
Processing Delay through Virtual Machines migration and improving Transmission Delay with
Transmission Power Control through a mathematical mode. Connecting back to server selection,
Wu et al. in [95] combined a genetic algorithm and simulated annealing algorithms for service
selection (selecting the services to be deployed on edge servers) in Mobile Edge Computing
systems. Finally, one of our previous work [6] we introduces an Al-assisted hybrid networking

architecture for edge cloud gaming where players’ computing resources acts as points of service
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(edge devices) in addition to central cloud servers.

A short paper by Dimopoulos et al. [45] formulated a distributed recourse allocator that
preserves fairness and satisfies low latency workloads in a two-level multi-cloudlet environment
that is offloading compatible. Another paper have approached the same task differently. Since
edge resources are limited in comparison to the cloud, the algorithms of allocation and scheduling
assumes the availability of the resources. Some work [75] incorporated a different notion of
fairness in edge computing where they challenge the assumption of the availability of all needed
resources. In order to guarantee fairness among the clients (Cloudservers offloading jobs), the
consider the task of accounting for priorities of the jobs. They present four schduling techniques,

namely: first come first serve, client fair, job-priority fair, and hybrid of the last two.

3.5 Edge User Allocation (EUA)

Recently, the edge user allocation (EUA) problem has been receiving increasingly more attention.
In their recent paper, [67] a first attempt to formulate the EUA problem was made by Lai et al.
The EUA problem was modeled as a variable sized vector bin packing problem, and then they
proposed an approach to maximize the number of allocated users in parallel with minimizing the
number of edge servers allocated. Then, the paper investigated a more complicated problem by
introducing user satisfaction to the formula characterized by the Quality of Experience (QoE).
The main goal was to maximize the overall QoE of all users by allocating edge servers with
suitable QoS levels [68]. On the other hand, Peng et al. had another apporach in modeling the
EUA problem by considering the mobile edge computing environment and modeling the EUA
problem as a revolvable process. Their approach exploits the mobility of users, so they proposed
a greedy algorithm based on the mobility of the edge users to find a proper edge user-server

allocation [80]. Figure 3.1 shows an example of the EUA problem in a wireless network setting.

However, most of the existing research on EUA has focused on minimizing the delay be-
tween users and edge devices. A very similar and interesting work by Z. Xu et al. [97] has
introduced distance-awareness in EUA systems. Their problem definition leverages the com-
plexity of wireless transmission in a real-world scenarios such that they have incorporated the
correlation between the user-edge distance and the signal strength (affecting the data rate) in
their formulation. This has been neglected in previous research because it was assumed that all
users will receive the same data rate of they were in the specific coverage area of each edge
base station. Since the distance will affect signal strength and eventually affecting the data rate,
users being in a far position inside the coverage area would result in unsatisfactory data rates
lowering users’ overall QoE. The paper took into account the distance between users and edge

servers affecting users’ data rates and QoE. Then, they utilize that knowledge to propose a design
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8 User u % Server s & Cloud

Figure 3.1: An example of distance-aware EUA problem [97]. Users are denoted u; and edge
servers are denoted by s;

of an optimal approach, named DEUA-O, based on Integer Linear Programming (ILP), and to
propose a heuristic approach, named DEUA-H, for finding sub-optimal solutions in large-scale
scenarios of the EUA problem. DEUA-H has three main steps: 1) obtaining the set of available
edge servers that have enough computing resources to accommodate the user; 2) calculating the
ratio of the remaining computing resources to the respective distance for each edge server, and
finding the edge server which has the highest ratio; 3) selecting the maximum QoS level the edge
server can provide, and allocate the user to that edge server. In their experiments, they compared
the performance of DEUA-O and DEUA-H with one baseline approach and two state-of-the-art
approaches: 1) Random: This approach randomly allocates users to available edge servers. 2)
VSVBP [67] : This approach solves the EUA problem as a variable sized vector bin packing
problem, with the aims to maximize the number of allocated users and to minimize the number
of edge servers needed. 3) DQoS [68]: This approach solves the EUA problem with the consid-
eration of the correlation between users’ QoE and required QoS. It aims to maximize the total
QoE of all the users, the same as DEUA-O and DEUA-H.

Despite the interesting results and the intuitions behind the build models, those approaches
work perfectly well for wireless transmission networks and their intended applications, but they
fail to generalize for solving more complicated applications, such as gaming for example. The
algorithms use either an optimization formula to find the optimum solutions or use a few heuris-

tics to find a sub-optimal one to cut the computation cost, however, the algorithms should be
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re-run again once a new node gets introduced. As such, they can be costly to retrain every once
in a while for a highly changing environment such as cloud gaming. Another reason why these
algorithms can not fit our problem is that they lack the notion of fairness in the allocation process
such that the first users to be processed will be allocated to the best fit edge server. This phe-
nomenon could create a difference in group gaming sessions where each of the users should have
almost a similar QoS and eventually QoE metrics to all others. This could have a huge impact
on the QoE once the number of options get exponentially high. In the next section, we will go
through that more in depth.

3.6 RL with Variance, Fairness, and Action Suppression

3.6.1 Fairnessin Al

As mentioned earlier in the introduction, cloud gaming not only has certain latency thresholds
depending on the game’s genre, but must also minimize the variance of delay among players in
the same gaming session to provide fairness. It is well known that players with higher latencies
perform worse than those with lower latencies [101] and could lose the advantage in the game.

Therefore, we are incorporating the notion of fairness in the allocation problem.

Recently, there is lot of attention has been drawn recently to design fair algorithms. In [15],
the authors discuss a variety of approaches to find fair resource allocation from the literature such
as max-min fairness, lexicographic ordering, proportional fairness in addition to some fairness
measures. Another example is the interesting fairness in Al work is the paper [13] which studies
the problem of finding low-cost fair algorithms for clustering allowing users to define the max-
imum over- and minimum under-representation of any group in any cluster. Fairness has been
one of the research trends in Al, and it captured a variety of topics such as: fairness in classic
and contextual bandits where in a pool of applicants, a worse applicant is never favored over a
better one [62], fair algorithms for clustering [13,17,26,47, 64], fairness in ranking algorithms
with diversity constrains [19, 98], removing Disparate Impact from selection processes [49,99],
fairness in multiwinner voting rules which are used to select a small representative subset of or
items from a larger set [18], fairness in decision making algorithms such as deciding whether de-
fendants awaiting trial are too dangerous to be released back into the community. [36,50] to name
a few. Our work falls under designing fair matching algorithms, and as previously mentioned,
we concentrate on the notion of sub-optimal matching of 2 groups, reducing the variance of their
distance function. Our current notion of fairness is to reduce the variance of the latency and, as
will be explained further, we use geo-distance between users and edge servers as an indication
of this latency.
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3.6.2 Safe RL Algorithms

There are RL algorithms that minimize the variance of the reward in addition to the expected
reward. Those techniques can commonly be found in Safe Reinforcement Learning, which can
be described as the process of learning policies that maximize the rewards in problems whose
system performance, reasonableness, and safety constraints are critical during the learning or
deployment processes, as explained by Garcia et al. [51], who surveyed and categorized two
different approaches of Safe RL: classic discounted finite and infinite horizon with a safety factor,
and incorporation of external knowledge or the guidance of a risk metric. In these approaches,
the risk concept is related to the inherent stochasticity of the environment. While these work
well for their intended application, Safe RL algorithms mainly maximize the final long-term
rewards which could avoid the occurrences of larger rewards along the way and do not necessarily
circumvent the rare occurrences of large negative outcomes. As such, they are not suitable for
our application because in our problem we are trying to reduce the variance of rewards in every
step an action is taken which does not necessarily lead to an optimized variance in the long-term
reward.

3.6.3 Action-Space Reduction in RL Algorithms

Reducing the action space, which we also use in our RL method, has been present in current
research too. The work in [100] proposes the Action Elimination Network (AEN): a system that
utilises 2 Neural Networks: one containing an approximation of the Q-function and the other
concurrently learning to eliminate actions. This would help overcoming some difficulties in large
action spaces in situations such as text generation. The AEN outputs a linear contextual bandit
model that eliminates actions with high probability. Inspired by this approach, we have adopted
the concept but modified the technique for a tabular case while also emphasizing fairness for
matching problems. In contrast to the Action Elimination Network which uses neural networks,
we have used a linear vector to indicate if the actions are available, as will be shown in the next
chapter. Our vector handles the availability of the actions with the ability to either have the vector

values fixed or learned.

3.7 Conclusion
In this chapter, we overviewed different works in the areas on server selection for cloud gam-

ing, edge-user allocation, safe RL, and other fair selection algorithms. We have also discussed

what the researchers have proposed and introduced to the problem and how they reasoned their
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heuristics. The majority of the studies in fair server selection are defining the problem as an
optimization problem with their specific constrains. This makes the solution very impractical
for highly changeable environments such as the prospective edge cloud networks. Therefore,
a learning approach is needed to address the scalability issue. Other RL methods can differ in
their end-goal. Moreover, such algorithms would need some modifications in order to fit the
problem and the nature of the environment while none have proposed a generic algorithm for fair

matching and formulated it as an RL problem.

Our research goal is to fill these gaps. We have simulated the edge server-user problem as an
RL problem and incorporated the notion of fairness in the selection process. We have introduced
a few models with a dynamic reward function and ensemble models to perform a live fair action-
taking in the environment leveraging all the shortcomings of the literature. Additionally, in the
design process of the algorithm the reproduciblity factor was taken into consideration such that

the same generic approach can be applied to any similar problems.

We will discuss the details of our proposed algorithm in the rest of this thesis.
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Chapter 4

Problem Definition

4.1 Motivation & Inspired Works

Gaming systems are among the most challenging networked-applications, since they deal with
streaming high-quality and bulky video in real-time to players’ devices (such as in cloud gaming)
or they deal with a very latency-sensitive packets’ processing, interactive, and engaging nature
games (such as the case of online gaming and esports). While all industry solutions today are
centralized, in this chapter we introduce an Al-assisted hybrid networking architecture that, in
addition to the central servers, also uses some computing resources as additional points of service
(network edge devices). We describe the problem, its mathematical formulation, and potential
solution strategy. It should be mentioned that the problem formulation explained in this chapter

is derived from the business requirements of Swarmio Media’s esports ecosystem.

A recently launched project named New Kind of Networking (NKN) [1] has similar objec-
tives to our proposed solution. NKN is a P2P network that is powered by a new public Blockchain
that includes a new network protocol and ecosystem. NKN motivates users to share the unused
internet connection bandwidth using economic incentives. The network offers an open environ-
ment for developers to build decentralized applications (DApps) on a universally accessible, low
cost, and robust infrastructure. The similarity lies on the fact that both network requires the users
to share the network connections and join to construct a Blockchain of available devices. While
registering in QNetwork and registering in NKN are voluntarily, QNetwork differs in utilizing
the bandwidth as well as the idle power of edge devices and offers their owners the opportunity
to make a profit from it by renting their devices in their idle time. QNetwork will initially target
gaming applications, but in the future the architecture is able to extend to real-time/low-delay
sensitive applications. Another main difference is that in QNetwork, nodes will be acting as lo-

cal servers hosting real-time applications, while in NKN the nodes are simply part of a large P2P
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enabling developers to leverage the existence of an open-sourced Blockchain to develop DApps.

The rest of this chapter consists of the following sections. Section 4.1 is presenting simi-
lar related works which our problem definition was inspired by. Section introduces the system
terminology. Section 4.3 discusses the proposed formulation of the optimal approach in detail
in addition to the optimization formulation, and finally Section 5.1 illustrates the proposed Al

model as a sub-optimal approach for QNetwork.

4.2 System Terminology

Here we start by defining some of the terminologies that will be used in our explanation of the
problem and its constrains. Figure 4.1 illustrates a possible distribution of the system compo-

nents.
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Figure 4.1: DEN, EN, and U Distribution.

4.2.1 Edge Node (EN):

EN is a user computer/server who agreed to let the company rent his machine and act as a server
to host tournaments in uncovered areas. This type of user will be ranked by a certain ranking

criterion that will be defined in a later stage.
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Constraints:

e Each EN must connect to a DEN (see section 4.2.2) to save the session’s state and to avoid

any loss of data and to ensure failure handling.
e The total number of EN is expected to be in the millions.

e The CPU capability, RAM, GPU, RTT between EN or U and all DENs, and Internet Band-
width of the EN are known features.

e One EN can support up Y Us and hold only one session (typically could have a maximum
of 12 in gaming applications).

4.2.2 Delegated Edge Node (DEN):

DEN is a special EN selected to be an “entry” point where all prospective users should connect
to first. A DEN can also be considered as an EN that can handle multiple sessions according
to its capabilities, although in our mathematical model we consider each of those sessions as a

separate logical DEN, so in our model a DEN handles one session.

Constraints:

e The number of DENS is not fixed, and they will be dynamically changing. To start with,
there are 10 different DENs and few are in the following cities: Toronto, Chicago, Dallas,
London, Singapore, and Sao Paolo.

e The average delay from each DEN to all others is known.

e A DEN is an EN that can handle one session, and it will be selected by an algorithm
to perform the network tasks. However, according to its capabilities and for the sake of
simplifying the mathematical optimization, if the DEN/EN can handle more than a session,
it will be replicated.

4.2.3 User (U):

U is the client who using an application and tries to connect to one of the company’s DENSs.
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Constraints:

e Each U must initially connect to a DEN and later possibly connect to only one EN at a

time to be able to use the application.

o All the users connecting to the same gaming session (same instance of the game) should
be connected to the same EN or DEN that is hosting the game.

4.3 Proposed Formulation of Optimal Approach

In this section, we will try to address the connection decision-making problem characterized by
choosing the EN users should connect to. Once we have an estimate of the end-to-end delay,
bandwidth, CPU, RAM, GPU capabilities, and other features of ENs, we want to optimize the
choice of an EN for a new U such that the QoE of users is optimized (delay is at minimum,
bandwidth is at highest, etc.).

When a user attempts to connect to a gaming session, the system must check the geo-location
and initially assign him to the nearest DEN. Later, the algorithm will assign him to a EN if the
user is off the DEN’s zone. The system should be intelligent in making a decision based on the
rankings of the EN and the new user U’s geo-location and delay metrics.

A possible solution is using Al/machine learning to optimize this multi-constrain problem.
Additionally, the system should rank EN according to their reliability and machine abilities;
bandwidth, CPU, RAM, and GPU. The user will connect to the DEN/EN which has the highest
rank, highest availability coefficient and minimum delay which should be less than a certain
threshold (e.g 50 msec as a requirement from Swarmio Media).

4.3.1 Delay and Bandwidth:

We will start by explaining some terminologies. We will denote the DEN and each of ENs and
Us as nodes in a network diagram as illustrated by figure 4.2. The delay between any DEN and
a EN will be denoted by dgy, while the delay between each U and EN/DEN will be denoted by

dy,; where 1 represent the U number.

In order to ensure the QoE of the users, we have a constrain to limit the end-to-end delay
between users and EN/DEN, to be less than 50 msec (as an example of a defined threshold),
Then, we add:

d, <50 4.1)
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Figure 4.2: Stable Network Diagram.

Then we define the total delay in the network d,
U and session admin (EN/DEN).

to be the sum of all delays between each

total

N
Ay, = Z d,,, where N is the total number of U nodes. 4.2)
i=1

1

Then the average delay can be calculated as follows:

dy,, = 1/N xd 4.3)

Utotal

To account for the usable bandwidth at the users’ side, we denote user #’s bandwidth by bw,,
and the EN/DEN’s available bandwidth; i.e., how much bandwidth the EN/DEN has left when
user u is joining it, as available bwgy. It then follows logically that the usable bandwidth between
user u and the EN/DEN is:

Useable bw,_gy = min(bw,,, bwgy) 4.4)

Then we define the ratio between the bandwidth and the delay for each user to be the network
metric (X). X will be a heuristic measure that will be later used for performing the selection and

the optimization.

Useable bw,_
Xopy = —n Z WuEN (4.5)

The range of X is [0, o), so we normalize X to the range [0 — 1) by dividing the X values by

the maximum X obtained.
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4.3.2 Ranking ENs:

In order to evaluate the network sessions and how good the choice of sessions’ connections
are, we need to verify the algorithm’s choices after it is outputted. We came up with a few
different possible evaluation methods that could be utilized for such a purpose. Additionally,
those rankings could also take part in determining the payment amounts in later stages and other

related recommendations in the network.

1) Ranking using Bandwidth-Delay Ratio (BDR): (How good is the EN connection in the
network session?)

This score will rank the ENs in the network according to the performance of each EN in the
session. Here, we will use the ratio of the available bandwidth of the EN and the average delay
in the session, as shown in formula 4.6. BDR reflects the reliability of the EN since it measures
the data capacity it is able to send (the higher the better). Thus, it gives an indication about the
performance of the EN which is needed for ranking purposes.

d

UAvg

BDREN =

(4.6)

Where BWpy is the available bandwidth of the EN, and d,, , is the average delay of all connected
users to the same EN

2) Ranking using user feedback (FB): (How good is the user experience during the network

session?)

After finishing a session, users will be asked to rate the experience given by the session. The
rating can be from O to 5 (0 being the worst), and this will be used for future decisions or a

possible learning algorithm. This score will be denoted by F Bgy.

3) Ranking using EN capabilities (CAP):

Here, we can define levels of available resources and capabilities which we can rank ENs upon.
E.g. Level 0 would have a min of 12 GB RAM available, Level 2 would have a min of 8 GB
RAM available, etc. This score will be denoted by CAPgy, and will also be normalized to be in
[0,1] by dividing the value by the maximum level number.
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4) Weighted Ranking score (Ry):

In order to have a more accurate vision to performance of each EN, a weighted score will be
given to each EN based on the different rankings. Each score will be multiplied by a weight that
can be set initially randomly and then can be modified when the network grows. The condition
on the weightsis: « + S+ vy = 1.

Additionally, since the rankings have different range of values, they should be normalized
to a value between the range (0, 1). This is achievable by dividing BDRgy by the maximum
obtained value, dividing F Bgy by the maximum rating (in our case it is 5), and dividing CAPgy
by the number of levels.

RWEN :a/*BDREN +ﬁ*FBEN+'y*CAPEN (47)

5) Ranking using a User-based analysis: (How good is the EN positioned in the network?)

Since we make selections from the EN perspective, an analysis from the U perspective is nec-
essary to evaluate the selection decision. For every U connected to a EN in a given gaming
session, we will draw a 50 ms radius circle similar to what we have done previously, but from
a U prospective. ENs within the range for each U are ranked based on the delay measured/esti-
mated, then the U will be given the rank of the EN that it is connected to. This rank represents
how good/bad the EN-U connection is based on the delay (the lower the better). In figure 4.3,
the U is connected to the EN that is ranked 3rd based on the delay (the U is connected to the 3rd

lowest EN in terms of end-to-end delay).
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Figure 4.3: Diagram of a U-based ranking with a 50 ms radius circle..
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The process is repeated for every U node in a session, and then they are averaged and the rank
will be assigned to the EN in a given session. In figure 4.4, similar to what we have explained
above, the process is repeated for every U in a session, and then in this example, the EN will
have a score of 2.5. This means that the EN is, on average, the 2nd-3rd most preferred EN for the
Us in the session. This rank will be updated session after session until the scores reach a point
of stability. This score can be used in future connection decisions as well as payment purposes

because it indicates the importance of how well the EN is located.
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Figure 4.4: Diagram of a U-based ranking for a network session.

6) Nodes’ Centrality (Other possible measures):

There are other possible centrality measures that can be applied to the subset of the whole net-
work which is the Blockchain of ENs and DENs. These measures include: between-ness cen-
trality, Eigen-Vector centrality, and PageRank centrality.

4.3.3 Failure Handling:

Here we will be discussing the possible solutions for some cases of EN failure. It is essential that
the network handles a failure of some ENs in a decentralized fashion.

DEN Connectivity.

In case of EN session failure, the DEN will have a recovery point of the latest state, and the

users will be assigned to another DEN or EN to resume the session at. The assignation of the
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EN/DEN will utilize the same algorithm. In order for this to be valid, the ENs should feed the
state periodically to the nearest connected DEN.

Limitation. In case that a re-accommodation to resume the session was not possible (given
certain limitations, e.g. delay > 50 msec as a requirement from the industry partner, Swarmio
Media), an alternative should be provided. In this case, we can proposes turning one of the
recently disconnected Us into a EN (rank, resource and latency dependable). Then, the session
can be resumed, and the new EN can replace the old EN duties.

4.3.4 Optimization Formulation

Since now we have formulated the problem, we will try to optimize the network based on the
defined network metric (which is the usable bandwidth over the delay between Us and EN/DEN).
As an example, we have the network shown in figure 4.5 where we have 2 ENs and 15 Users.
We suppose that the EN can take up to 12 Us, and we suppose that each of the 2 ENs have 5 Us
connected to them, while there are 5 Us that are not connected to a EN/DEN yet (connected by a
dotted line).
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Figure 4.5: Diagram of a network to be optimized.

We assume that we have N users where U = uy,uy,...uy, M DENs and ENs (machines
hosting sessions) where D = d,,d,, ...dy, each with the capability to connect to ¥ number of
users (typically Y = 12), M gaming sessions where C = cy, ¢, . . . c)y Where each session contains
a subset of users in U connected to one EN/DEN from D, and network matrices X;; for each user
Vie(C,VjeD.

In order to maintain the QoE, we would like to minimize the average delay while maxi-
mizing the average bandwidth from all combinations of choices of connecting Us to EN/DEN:Ss,
while at the same time choosing the highest ranked EN/DENs as much as possible. Hence, our

optimization formula becomes:
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N M
max : Z Z Xij + RWj (48)

Subject to:

d, <50, VieC\VjeD 4.9)

mM

Miej=0 VjeC (4.10)

The first constraint ensures the end-to-end delay is not larger than 50 msec, while the second
constraint specifies that each user can only be connected to one session. The choice of the
network connections will be made by the nearest DEN as it will have the authority to optimize
the network. Since each EN is connected to a DEN, and each U has to connect to a DEN in order
to start the session, using a DEN to make decisions is a fair choice. Whenever a gaming session
is about to start, the DEN will be responsible for assigning the Us to the sessions based on their

X value.

In other words, this can be illustrated in figure 4.6 as DEN will assign each EN the Us that
lie in a 50 ms radius to connect to it. The choice of Us will be according to the X ratio explained

earlier (maximum available bandwidth and minimum end-to-end delay).

Figure 4.6: Diagram of a network with a 50ms radius circle
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4.3.5 Approaches Complexity and Drawbacks

Solving this optimization problems could be computationally expensive. In addition, the solution
would only be valid for a static setting: as users join and leave, the optimization problems needs
to be solved over and over again. That creates a huge obstacle in adopting the system in highly
changeable environments such as the gaming networks and edge clouds in general. Additionally,
introducing new constrains to the problem as the environment evolves requires revisiting the
formulation, modifying the rationale, resolving the optimization, and obtaining the results and
the limits every time. Hence, a more dynamic solution should be adapted to capture insights
from the problem rather than resolving the equation again, and Al-based models are the best fit

in this context.

As noticed, the high complexity of the optimization is a result of having a large number of
parameters to be optimized. Therefore, we decided to use an existing model that has defined the
EUA problem and been already established and proven in the literature. The recently publised
work models the EUA problem as a Variable Sized Vector Bin Packing (VSVBP) Problem, and
it has been considered the state-of-the-art in solving the EUA problem. In the next section, we

will cover the formulation of the EUA problem, and we will tie it to the Cloud gaming context.

4.4 EUA in Cloud Gaming Literature - A Motivating Exam-
ple

An example of latency-sensitive applications that is used in the literature is shown in figure
4.7 by He et. al in [56]. Taking the figure as a cloud gaming network substrate, the ovals
represent the game’s latency threshold; i.e., players within a server’s oval can be supported by
that server. Also, each server’s CPU power, memory, storage, and bandwidth capabilities are
shown below the server, in that order. The figure shows why an EUA solution is far from trivial:
it’s a multivariate optimization problem because each player has the option of connecting to
multiple servers; e.g., player 8 is within the latency threshold of servers 2, 3, or 4. At the same
time, each server comes with limited capacity in terms of the said 4 factors. In addition, the

system must provide the aforementioned fairness.

To better appreciate EUA’s complexity, let’s assume there are 4 servers, denoted by s;_4 as
shown in figure 4.7, and 10 players denoted by u;_;(. If we assume that each server can handle all
10 players, theoretically we will have 10x9x8%7 = 5, 040 number of matching possibilities. But
servers have limited computing capacity, denoted as a vector (C PU core, memory, VRAM, bandwidth).
Similarly, the workload generated by players is denoted by that vector. Naturally, the total player
workload assigned to a server should not exceed the server’s capacity. For example, in server s;’s
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Figure 4.7: An example of the EAU problem and Edge computing deployment. ©IEEE reused
with permission [56].

proximity, there is u;, u,, uy, and ug generating a total workload (4, 4,4, 4) exceeding the server’s
capacity of (3,4,5,8). Thus, the game provider will fail to assign those players to that server.
One solution is to assign uy, uy to sy, and u,, ug to s, but it might not be optimal for the rest of
the system. Another solution is to assign uy, uy, U to S, Us, U3, Ug, Uy to s», and us, uy, and uy
to s3. This way server s4 will not be required, lowering the total cost. This solution satisfies both

the proximity and capacity constraints, and it uses fewer servers, but does not guarantee fairness.

4.4.1 EUA as a Variable Sized Vector Bin Packing (VSVBP) Problem

To compare our solution with an analytical one, we use the multi-objective optimization problem
definition in [67] where the authors defined the EUA problem as a as a Variable Sized Vec-
tor Bin Packing (VSVBP) Problem. Let § = {sy, ..., s;} represent the set of edge servers, and
U = {uy,...,u;} the set of users. C; = (Cl.l, ...,Cf) is a d-dimensional vector representing the
remaining capacity of the servers s;, and w; = (w}, v w? ) a d-dimensional vector representing
the workload by user u;. Finally, d;; represents the distance between server s; and user u;, while
cov(s;) represents the delay requirement by game providers (originally, represents the coverage

of server s;). The problem can be formulated as follows [67]:

Maximize Z Z Xij (4.11)

j=1 i=1

Minimize E = Z Vi (4.12)

i=1
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subject to:
> whxy < Cly, (4.13)
J=1

Yiell,...mhVkell,..,d}
d,'j < COV(S,'), (414)
Vie{l,..mhVje(l,...n}

m

D xy<LVje(l,..n) (4.15)
i=1

yi €40, 1}, Vi € {1, ..., m} (4.16)
x;j €10, 1}, (4.17)

Vie{l,...miVje{l,..n}
where:

y; = 1 if server s; is hired.

x;; = 1 if u; is allocated to s;.

cov(s;) is the delay requirement by game providers.

Objective (4.11) maximizes the number of users, while (4.12) minimizes the number of
servers. The capacity constraint is preserved by (4.13) which dictates that user workload must
not exceed the servers’ remaining capacity. The proximity constraint is satisfied by (4.14) which
ensures that only users located within a server’s coverage are assigned to that server. However, in
our case of Cloud Gaming, the proximity constraint is replaced by the delay threshold provided
of the game. Finally, constraint (4.15) prevents a user from being allocated to more than one
server. The problem is then solved with Lexicographic Goal Programming (LGP) which opti-
mizes multiple objectives by their importance [67], and by their definition, objective (4.11) had
a higher importance than objective (4.12).

After going through the problem formulation using the optimal approach, in the next chapter,
we will cover our proposed methodology to solve the problem using an RL-based method.
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Chapter 5

Proposed Methodology

5.1 Motivation

In order to have a robust and a scalable solution for this problem, Al (and specifically Reinforce-
ment Learning) has an immense potential to be utilized in this context. We are investigating the
possibility to apply Deep Reinforcement Learning (DRL) and/or Reinforcement Learning (RL)
in this given problem, and we believe that building an Al agent ease the decision-taking task as
the network grows. It will keep on getting smarter since it will be dealing with big amounts of
data and it will be modifying the future actions to be taken based on the feedback of previous
actions taken in previous episodes. The advantage of this approach is that some of the RL algo-
rithms are model-free which means that it doesn’t need any prior knowledge of the environment
it was applied to. Reinforcement learning (RL) refers to goal-oriented algorithms, which learn
how to attain a complex objective/goal or maximize along a dimension over multiple steps. The
RL algorithms are penalized when they make the wrong decisions and rewarded when they make

the right ones, and that’s how they learn.

In the literature, using RL/DRL is a research trend, and it has been showing promising results
with similar applications. DRL has shown impressive results in the famous paper [77] where the
agent was able to play videogames without any prior knowledge of the games’ environments.

Another work [87] utilized an DRL agent to optimize routing in a small network.

In this chapter, we will present an RL solution to the multivariate multi-constraint problem
of fair Edge server selection for latency-sensitive applications such as cloud gaming. Since the
number of edge servers are high, the optimum and fair user-server matching is a difficult problem,
and we will demonstrate that RL, specifically Quadruple Q-learning, can solve the problem much
better than existing approaches, with a significant reduction in the standard deviation of the user-

server latency, leading to more fairness.
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5.2 Proposed AI models for Sub-Optimal Approach

Rationale

Consider the simplified gaming subnetwork shown in Figure 4.6, where U, EN, and DEN are the
User (player), the Edge Node (a single Edge server), and the Delegated Edge Node, respectively.
EN and DEN are part of the gaming service provider’s gaming platform: edge/cloud infrastruc-
ture that is either rented from the likes of Google, Amazon, Microsoft, etc., or built proprietary
such as Sony PlayStation Now ‘s Gaikai platform. DEN is a special EN that users connect to first.
The DEN then decides which EN the user should connect to, so the server selection algorithm
runs in DEN.

An EN can handle multiple users, but its capacity is finite. The system must ensure that
the latency between the user and the EN does not violate the specific game’s delay thresholds.
For example, if some users are playing together Counter-Strike which has an end-to-end delay
threshold of 100 msec, then the one-way delay between any player and its EN cannot be more
than 50 msec, giving a radius of 50 msec to each EN shown in Figure 4.6. In addition, the system
must ensure that the latency experienced by the players in that session is as close to each other
as possible; i.e., the latency variation among players is minimized, in order to offer fairness and

a level playing field.

As we can see from the figure, the players highlighted with orange can connect to more than
one EN. Now, consider that figure 4.6 shows only 2 ENs; in the real world there are many more
ENs that a player can connect to. In fact, cloud gaming systems can be massive. For example,
the game EVE Online recorded 6557 players concurrently in the same battle (same session)
on October 6, 2020 [35]. It is not unusual for cloud games to support millions of concurrent
users [2], though not all in the same session. If we consider also the viewers and not just the
players, then the massiveness of the system becomes even larger; for example, the Lol Mid-

Season Invitational 2018 had 60 million viewers, 24.6 million of them concurrently [39].

Therefore, a cloud gaming system has multiple options of servers to connect to (ENs) and
multiple constraints (latency threshold, EN maximum capacity). This becomes a multivariate
optimization problem that is difficult to solve efficiently, especially when adding to it the fact
that not only players may join or leave at will but also the provider may dynamically deploy (on-
demand renting) more ENs or remove some ENs, making the problem highly dynamic. Consid-
ering that, as explained earlier, each game depending on its genre and pace has different latency

requirements, assigning players to servers becomes a non-trivial challenge [42].

Since we use a distance function for selection, we also need to define what fairness means in

that context. A fair user-server matching policy in this context should match pairs with a distance
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close to the global average distance of the previously matched set. In other words, the matching
policy’s main goal is to have the lowest variance in distance. As we saw in Chapter 3, when
matching a new user to a server, existing methods choose the closest server (lowest latency) on
a first-come-first-serve basis. But, as we will show in Chapter 7, this leads to unfairness: early
users will be privileged with the closest servers while later users will be matched with servers
that are typically further, because the closer servers will have run out of capacity by that time.
In comparison, we use RL and propose a solution that provides more fairness while also better
meeting the latency thresholds.

It should be noted that although the above have been described in the context of cloud gaming,
they equally apply to any latency-sensitive multi-user application, such as virtual/augmented
reality, telepresence, teleconferencing, and telecollaboration.

5.2.1 Specifics of Our Problem

As we are solving a business case for our industry partner Swarmio Media, it helps to understand
how games are played in Swarmio’s gaming platform. Players first connect to Swarmio’s portal,
where they can be teamed together by a matching algorithm or by prior agreement. We can also
have the everyone-against-everyone scenario, in which there are no teams. Then, two cases can

happen:

1. The first case is when each team of players can be matched to the same edge server, because
the delay distributions for the team’s players are within threshold for that server. The
advantage of allocating a server for the whole team is that communication and update
sharing among team members becomes really fast. The game state will be maintained and

shared among the edge servers via Swarmio’s ultra-low latency platform.

2. The second case is when the distribution of players requires the allocation of those players
to different edge servers, irrespective of their team (or in the case of no teams). In this case,
the game state will still be maintained and shared among the edge servers via Swarmio’s

ultra-low latency platform.
For both of the above cases, we note that:

1. All players are in the same gaming session. Our work targets a single gaming session, not
multiple parallel sessions. In other words, our algorithm must be applied to each gaming
session separately. This makes sense because we are interested in fairness among players
who play in the same gaming session. Fairness does not apply to players who are not in

the same gaming session, as those players are not playing with/against each other.
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2. Latecomers are not allowed. Players must be ready at the beginning of the session. Once
the session starts, no one can join anymore. This is due to the nature of games offered by
Swarmio, such as Counter Strike, League of Legends, etc. When such games are played in
tournament mode, players need to be present from the beginning of the session and cannot

join in the middle.

3. For the same reason, players are also not allowed to move among sessions during game-

play.

4. A server can be assigned to one gaming session, not multiple. Currently, Swarmio servers
are not shared among multiple parallel gaming sessions: it is decided beforehand which
servers are used for which gaming session. However, this manual process is not scalable

and must at some point in the future be made automatic.

5.3 The Proposed QNetwork system

The problem described in Chapter 4 is a highly dynamic and rapidly evolving multivariate opti-
mization problem. This suggests the usage of Reinforcement Learning, specifically Q-learning
due to its flexibility and dynamic nature as a model-free algorithm. We use Q-learning in our

solution, and consequently call our system QNetwork.

To solve the problem, we can design a Q-learning model with a reward that enforces fair edge
server selection. However, typical Q-learning models will be selecting the closest possible server
even if its capacity has been reached. Hence, we apply a few novel techniques to Q-learning in
order to make it applicable to our fair server-selection problem. It should be noted that the said
techniques are not limited to fair server selection in edge clouds, and can also be applied to any

matching problem where there are 2 sets that need to be matched based on specific constraints.

Using RL terminology, we consider RL states to be the users joining the network, and RL
action space to be the available hosts/servers to handle those users. Throughout the thesis, we
will synonymously associate “actions” to ’servers” and “states” to “users”, and we alternate in
the usage of those terms based on the context.

Next, we will take a detailed look at classic Q-Learning, introducing action suppression, and
then how we use it in our system design. After that, we will present our Q-Learning models.
5.3.1 Classical Q-learning as a Reinforcement Learning Model

In this section, we will go in detail in explaining the modified Q-learning algorithm that was

used for the server selection problem. We will start with the classical Q-learning implementation
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and then grow slowly on how the algorithm was modified in order to fit the context of server
selection. We will be justifying the design choices along with explaining the modifications. As
previously discussed, Q-learning is one of the most famous reinforcement learning algorithms
which is a temporal difference-based (TD), oft-policy, and model-free algorithm. Q-learning’s

main update to the Q-values is in equation 5.1:

O(S,A) « O(S,A) +alR +y *max,0(S’,a) — O(S,A)] (5.1)

Each episode, the Q-value is updated according to equation 5.1 by taking the action with the
highest value estimate max,Q(S’,a) of the next state-action pair. This update is similar to the
update of SARSA (which is another TD algorithm) except for the fact that it is an off-policy with
respect to the bootstrap action it takes at the next value estimate of the next state.

Algorithm 3 illustrates main steps of the Q-learning algorithm. Q(s,a) indicates the Q-table
entries, S indicates the state space, A indicates the action space, R is the reward, y is a discount

factor, and « is the learning rate.

Algorithm 3 Q-learning (off-policy TD control) for estimating 7 = 7.
1: Initialize Q(s, a) for all s € S, a € A(s), arbitrarily.
2: Set O(terminal — state,-) = 0
3: for each episode do

4: Initialize S
5: repeat (for each step of the episode):
6: Choose A from S using policy derived from Q(e.g., e-greedy)
7: Take action A, observe R , S’ (according to a reward function)
8: O(S,A) <« O(S,A)+alR+ vy -max,0(S’,a) — O(S,A)]
9: S <S5’
10: until S is terminal

5.3.2 Action Suppression

Motivation. Since the computing power of edge servers are limited, after some time an edge
server could reach its maximum capacity. As a result, some actions/servers are expected to be
unavailable at some point of time. Therefore, we must consider the availability of those servers
before taking the action and updating their Q-values, because the reward returned by taking
any of those unavailable servers could negatively affect choosing that server in the future. Unlike
existing action mask methods where the rewards are updated after the actions are sampled, action
suppression completely removes those actions from consideration. The technique not only masks

servers out of the selections, but also has the ability to “suppress” and choose a certain action even
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if the Q-value isn’t the highest. That “suppressed” action could be user coded in certain cases
where we want to use certain servers at certain times. A similar work on action suppression
in [100] introduces the Action Elimination Network (AEN) which outputs a linear contextual
bandit model that eliminates actions with high probability. This helps overcome difficulties in
massive action spaces in situations such as text generation. Inspired by that approach, we have
adopted the concept and modified the technique for a tabular case for fair matching problems.

Algorithm 4 illustrates the detailed technique, where our additions are in lines 2, 8, 9, and 10.

Technical implementation. The proposed solution is to suppress certain actions during the
learning process when they are no longer available. Similar to the elimination signal used in
AEN and instead of using a probability to remove actions, we use an internal record of admissible
actions. This could be simply implemented by defining a set of available actions (A ,,4iape) Which
will keep track of the actions that are possible to be taken in the next iterations. When choosing
the action with the highest Q-value, the algorithm will keep track of whether it is available,
because if it is not, it will choose the action with the next highest Q-value. In our application,
once the capacity of a single server has reached maximum, it will be removed from the available
actions set before the next iteration. If at some point one or more users from that unavailable

server leave, then the serve becomes available again.

Action suppression’s exploration effect. Q-learning could get stuck in sampling certain ac-
tions iteratively, so the famous epsilon-greedy solution addresses the exploration vs. exploitation
common dilemma [88], in which the algorithm chooses actions with the probability of 1 — e.
Suppressing actions enforces exploration in Q-learning in certain cases. Since the eliminated
action could be one of the most selected actions, it’s possible that it will be selected in later iter-
ations with a high probability. As a result, removing the highly chosen action from the available
actions will be forcing the algorithm to choose the second best; i.e., letting the algorithm explore
other actions that are sub-optimal based on their sum of expected return of rewards. This would
fall in between exploration and exploitation; the algorithm is neither taking a random action nor
using the optimal action according to its policy, but doing something in between. When the ac-
tion is removed, the policy will sample an action in an e-greedy fashion; i.e., the next sampled
action is not necessarily the second highest Q-value action since it could be a random one with €
probability.

It is important to note that the RL agent will be trained offline first in order to get the knowl-
edge about the environment and train the policy parameters to converge closer to the optimal
policy. At this phase, the algorithm will not be penalizing users it has not seen before when

exploring; it will simply be gaining knowledge about how to match and obtain the fairness in
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server to user allocation. However, when deploying the model and training it online, it iS possi-
ble that the algorithm would penalize a user-server allocation (a.k.a. the action to match them) in
order not to take that action again given the current state of the network. That can be mitigated
if that state was faced again and the matching happened to be a good matching, and in this case,
the “penalty” or the Q-value will be adjusted converging to its true value to reflect the future

expected rewards in the future episodes of training.

Action suppression’s regularization effect. Dropout for Neural Networks was proposed by
Srivastava et al. [86] where the output of random neurons is multiplied by zero to prevent overfit-
ting. Suppressing actions in Q-learning could also be compared to dropout in Neural Networks.
Since in dropout certain neurons are dropped and their output is ignored, removing actions is
similar to multiplying their Q-value by zero and ignoring their effect on choosing the next action.
Generally, that performs a form of regularization in training since it introduces a situation where
it breaks the exploitation cycle which might be essential in a cases were actions and state spaces

are large.

Future implications of action suppression. Eliminating actions could have a future impli-
cation on building a more sophisticated algorithm that could capture more insights from the
network. The actions that are eliminated indicate that they are in high demand in certain areas
at certain times. That could be a great piece of information to keep and this could be utilized
to make recommendations on where to deploy servers. Adding more factors would result in
building a smarter agent that learns and predicts the next state of the network. The capacity left
in servers could also be employed in their selection in order to avoid any overhead on certain
servers while others are available within the acceptable range. Also, it is important to mention
that the values of the parameter A, 4. can be both fixed and learned. In our application, we
used the fixed capacity of the servers to indicate the availability; however, this value can also be

learned to eliminate overloading servers with tasks and requests close to their capacity limit.

5.3.3 Proposed Q-learning Models

As explained earlier, fairness in our system is defined as matching a user to a server close to the
global average of distance (given by a specific distance function) among all user-servers in the
same gaming session. Therefore, in the implementation of our Q-learning model, we defined a
global variable, D, which is the set of distances. This global variable is updated at every iteration,

and is reflected in the reward of actions.
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Algorithm 4 Q-learning with actions suppression
1: initialize Q(s,a) for all s € §,a € A(s), arbitrarily.
2: define A, ;.. for all possible a € A(s)
3: set Q(terminal — state,-) =0
4: for each episode do
5 initialize s
6 repeat (for each state of the episode):
7: choose highest a for s using policy derived from Q(e.g., e-greedy)
8
9

while a ¢ Aavailable do
choose next highest a using the same policy

10: take action a, observe r , s’ (according to a reward function)
11: remove a from A, ;.. if limit is reached

12: 0(s,a) < Q(s,a) + alr+vy-max,Q(s",a) — Q(s, a)l

13: s s

14: until s is terminal and A4, iSN’t empty

To choose a reward function in the context of fair selection, we designed 4 different reward
functions, resulting in 4 different models plus 2 additional models combining all 4. All of the
models have negative rewards as a function of the sum of the distances which we are trying to
minimize. Having a negative reward will reinforce the agent to select actions that will minimize
the global sum of distances, and that would be reflected on the Q-value of that action. The models

are explained next.

Model 1: Distance (d) as a reward (Reward = —1 = d). Here, d is the single distance of
the matched pair according to a distance function (whether it was geo-distance, delay, euclidean
distance, etc.). Since we are training the agent to reduce the distance, in this model the reward
was the negative value of d. This will train the agent to pick the lowest distance possible which
will potentially have the highest Q-value given the state of the network. And example of distance
functions that can be used is the geo-distance between an edge node (e) and a user point (u)

which can be calculated using their longitude (long) and latitude (/af) by:

d= \/(elong - ulong)z + (elat - ulat)2 (52)

Model 2: The standard deviation (STDV) of the set of distances (D) of the matched users-
servers as a reward (Reward = —1 = stdv(D)). In this model, the focus is to reduce the global
average of the distances by setting the reward to be the negative value of the current standard
deviation (STDV) of the distances of the current connections. Since the agent’s selection is
affecting the average to change, setting the reward to this value will train the agent to make
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choices that minimizes the global STDV of the distances, therefore matching users and servers

with a distance closer to the average distance.

Model 3: The change in the STDV of the set of distances (D) of the matched users-servers
as a reward (Reward = —1 = Astdv(D)). In this model, the focus is to reduce the occurrences
of the actions that cause a fluctuation in the STDV of the distances. In contrast to the previous
models, this model will give a negative reward proportional to the change in the STDV caused
by their taken action. In other words, when the agent takes an action, it will be penalized by how
much of a change they caused to the STDV of the delays. This would encourage taking more
actions that cause less fluctuations in the STDV, and therefore, the action selection would be fair.

Model 4: The absolute value of the change in the STDV of the set of distances (D) of the
matched users-servers as a reward (Reward = —1 = |Astdv(D)|). similar to model 3, except
that it takes the absolute value of the change. Since the change of the STDV could be a negative or
a positive change, unifying the change is more meaningful. Additionally, the goal is to minimize
the change in the STDV regardless of the sign, therefore, the use of absolute value of the change
in the STDV is justified.

Model 5: Quadruple Q-learning (QQL). This model combines the 4 previous models dis-
cussed in order to improve the results. Since we had 4 different models operating on the same
problem, combining the Q-tables of the models leads to creating a different model which lever-
ages the experiences of all models in reducing the variance of distance. Inspired by [63] and
their work on multi-table Q-learning, Model 5 looks at each state in the 4 corresponding Q-
tables and picks the action from the table with the highest Q-value. The idea is similar to double
Q-learning [54] with two additions: double Q-learning is single objective and uses the same re-
ward model, while our problem is multi objective and selects from multiple reward models. Each
of the 4 models will elect an action to be taken for the current state where the agent is at, and
QQL will choose the action with the highest Q-value.

Model 6: QQL with Local Min-Max Normalization. The range of Q-values in QQL depends
on the combination of the settings used in training because the values could have different scales
affected by the number of episodes and reward function they were trained on. Therefore, in
order to fairly compare 4 different Q-tables in QQL that have different scales, the values should
be normalized. The idea is similar to Local Response Normalization (LRN) introduced in the

famous AlexNet by Krizhevsky et al [65]. LRN improved a four-layer CNN’s effectiveness
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on CIFAR-10 dataset from %13 test error to %11 error. As will be seen in Section V, it also

significantly improves our results. Our implementation is shown in figure 5.1.

Model 1
Model 2
Model 3
Model 4

a2
F=-7 E3 """""" LRN Max
- - Q4 —> a3 | —»| a3

al

a4

Figure 5.1: Model 6 - Quadruple Q-learning with Normalization

Each row of the Q-table (representing Q-values of a single state) is normalized with the min-

max values of that row, as shown in the next equation.

Xi' - Xmin,- . .
Xoorm;; = L "™ Vi€ rows, Vj € columns (5.3)
! Xmax,- - Xmin,»

Extensions to Model 6. We use Model 6 in the experiments in section 7.1. However, in sec-
tion 7.2, we expand this model with 3 different normalization settings. The first is normalizing
the Q-values per state row which considers normalizing each row of the Q-table according to
only the values of that row independently without considering the whole table. The second is
normalizing the Q-values of the whole table which considers all the values in the table. The third
is normalizing per state row first and then normalizing the whole table. We use both Min-Max

and Softmax for normalization. The Softmax normalization is shown in the next equation.

exp(x;)

Softmax(x;) = S exp(x)’
J J

Vi € rows,Vj € columns (5.4)

Having 3 different settings and 2 different normalization functions results in 6 different nor-
malized ensemble sub-models significantly improving our results, as shown in the Experimental
Evaluation section. Model 6.1 represents Min-Max normalization of Q-values per state row of
the 4 ensemble models, Model 6.2 represents applying Min-Max normalization on the whole
Q-table, and Model 6.3 applies Min-Max normalization per state row and then on the whole ta-
ble. On the other hand, Model 6.4 uses Softmax normalization of Q-values per state row, Model
6.5 applies Softmax normalization on the whole Q-table, and lastly Model 6.6 applies Softmax
normalization per state row and then on the whole table.
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Algorithm 5 illustrates the detailed model, where it combines QQL, Action Suppression, and
LRN all together.

Algorithm 5 QQL with LRN, Action Suppression, and Fairness
1: initialize Q;(s,a). Vi € {1,2,3,4},Vs € S, Va € A(s), arbitrarily.
2: define A,y for all possible a € A(s)
3: set Q;(terminal — state,-) = 0
4: for each episode do
5 initialize s, and total distances
6 repeat (for each step of the episode):
7: choose highest g; for s using policy derived from normalized Q;(e.g., e-greedy)
8
9

while a; ¢ Aavailable do
choose next highest a; using the same policy

10: update total distances (based on the distance function for calculating next rewards)
11: take action a; from table Q;, observe r , s’ (according to a reward function)

12: remove a from A, 4. if limit is reached

13: Qi(s,a) « Qi(s,a) + a[r +y - max,Qi(s’,a) — Qi(s, a)]

14: Normalize table Q; with LRN

15: until s is terminal and A4 1SD°t empty

5.3.4 Q-table Scalability
Approximating Q-values of new states and new actions to the k-closest neighbours of nodes

Since Q-learning is designed to handle a finite and a pre-defined space of actions and states,
there’s a concern on scalability and practicality, since the number of incoming users and servers
can increase, and a fixed-sized Q-table won’t handle the increase. To address this, we built
an approximating function that maps new states and new actions to the current Q-table. The
approximation function averages the Q-values of the k-nearest neighbours of the new state (user)

or the action (server) and then builds a record of the new entry.

Another approach that could be taken for mapping the new states and actions is a learning
approach as a regression problem. In this approach the Q-values are learnt through a simple
neural network regressor trained on a history of entries which is similar to [100] but emphasizing

the notion of fairness. Since it is out of the scope of the current work, we keep it as a future work.

Q-table implementation is based on a dynamic hashmap

To further improve the aforementioned scalability, we also implemented the system’s Q-table

as dynamic hashmaps, a.k.a. dictionaries or hashtables, which are essentially lookup tables that
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allow the fast and efficient lookup, appending, and removal of any instance associated with a

given key.

5.4 Conclusion

In this chapter, we attempted to formulate the fair server selection problem as a reinforcement
learning problem, and the approach taken was to tailor the reward function in order to reflect
the notion of the fairness. We presented 4 different models with 4 different reward functions in
order to optimize the latency variance in accordance to our notion of fairness. While designing
the above-mentioned solution, we also introduced some novelties in RL, such as action suppres-
sion, Quadruple Q-Learning, and normalization of the Q-values, leading to a more scalable and

implementable RL system.

The next chapter will introduce the collected dataset that is used later to evaluate the proposed
models. The methodology of data collection and the details on the collected fields are also

discussed.
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Chapter 6

Cloud Gaming Client-Server Delay Dataset
(CGCSDD)

6.1 Introduction

As previously discussed, optimum selection of game servers continues to be a topic of much
research, as can be seen in [10,11,41,46,70,72,73] to give a few examples. Games have specific
player-server network delay thresholds, and failure to meet these thresholds is one of the main
reasons game service providers lose subscribers [32—-34]. For example, First Person Shooter
games require latencies of no more than 80 ms [9], while in Third Person Perspective cloud
games every 100 ms of latency results in a 25% decrease in player performance even though
such type of games can generally tolerate end-to-end delays of up to 500 ms [29]. As such,
cloud gaming systems must meet these delay thresholds while minimizing the provider’s costs.
To meet the thresholds, providers can deploy edge servers in the service areas, reducing latency
by bringing the computing server closer to the player [22]. But the number of edge servers can
become large, and this large number of edge servers is exacerbated in the 5G era, because 5G
provides very low network latencies, so edge servers that before 5G were just outside a player’s
latency range are now within that range because of 5G. With such a high population of potential

edge servers, selecting the optimum edge server continues to be one of the main challenges.

To facilitate researchers who work on this challenge, in this chapter, we present the Cloud
Gaming Client-Server Delay Dataset (CGCSDD)'; a dataset of client-server Round Trip Time
(RTT) network delay measurements of an actual cloud gaming tournament run on the infras-
tructure of the cloud gaming company Swarmio Media. The dataset can be used for designing

algorithms and tuning models for gaming server selection. To collect the dataset, tournament

I'The dataset is publicly available at : https://dx.doi.org/10.21227/jr75-0215
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players were connected to Swarmio servers and delay measurements were taken in real time and
actual networking conditions. The dataset consists of two subsets: the main dataset contains
network delays between each of 189 players around the world to each of 9 different Swarmio
servers. The secondary dataset contains the delays between each of 67 players to each of 11
servers around the world. As an example demonstration, we use the dataset to test and report the

results of our player-server fair allocation algorithm in the next chapters.

In the next section, we introduce our collection methodology and the dataset, while in Section
6.3 we present an example of using the dataset to test our server selection algorithm. Finally,

section 6.4 gives the information about the availability and copyright information of the dataset.

6.2 Dataset

The dataset consists of two subsets. In the first dataset, data was collected during a series of
online gaming tournaments run by Swarmio Media in 2018. In the tournaments, 189 unique
players from around the world had access to 9 geographically distributed servers. We also ran
a second collection session with 67 players and 11 different servers, with the resulting data
available in the secondary dataset. The following subsections present detailed explanations of
each dataset.

6.2.1 Main Dataset

For the main dataset, the 189 players and the 9 servers were distributed among 4 different regions:
North America, South America, Europe, East Asia. The 9 servers were located in the following

cities with their acronyms in the dataset:

1. Santa Clara (nasc),
2. Chicago (nach),

3. Dallas (nada),

4. Toronto (nato),

5. Brazil (sabr),

6. London (uk),

7. Amsterdam (nl),
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8. Hong Kong (hk),
9. Singapore (sg).

Each of the 189 players were able to connect to each of the 9 servers. The following data is
registered for each player:

1. User Identifier (in the field: user_id)

2. Time of access (in the field: timestamp)
3. Longitude (in the field: longitude)

4. Latitude (in the field: latitude)

5. IP Address (in the field: address)

6. Access Support Network or Internet Service Provider (in the field: asn_org)

Most of the players were located in North America and South America, as illustrated the
Figure 6.1.

Latitude

-150 -100 -50 0 50 100 150 200
Longitude

Figure 6.1: The distribution of players in the main dataset.

In the dataset file main-dataset.json, every record contains the network delay measurements
from a particular player to each of the 9 servers. It should be noted that the URLs and the IP
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h.swarmio.gg:2222": "38.65.238.5",
warmio.gg:2222":"63.251.127.116",
(.Swarmio.gg:2222":"95.172.86.132",

‘'nato.swarmio.gg:2222":"38.65.236.132",
'hk.swarmio.gg:2222":"203.190.121.20",

.swarmio.gg:2222":"162.217.97.4",

.swarmio.gg:2222": "177.54.158.99",

.swarmio.gg:2222":"107.6.92.150",
'nl.swarmio.gg:2222": “72.26.219.37"}

Figure 6.2: The URLs and IP addresses of the servers in the main dataset.

addresses of the servers are provided in a separate file main-dataset-servers.json, as shown in
Figure 6.2.

The user ID is a unique 32-character identifier that is generated for each player; for example,
5193b0e1-2412-4338-ac8d-6f519049aa77. The time of access is based on the Unix timestamp
which is counted in seconds; for example, 1528484445170. Longitude and latitude are based
on the geo-location of the player; for example, “longitude”: “121.0409”, “latitude”: “14.5832”.
The Access Support Network is the ISP network in which the player is registered, for example
Rogers Communications Canada Inc, Philippine Long Distance Telephone Company, AT&T
Services Inc., etc.

After registering each player, a background JavaScript script was run in Swarmio’s client
software to obtain the latency measurements connecting to all of the servers. The script would
query Swarmio’s portal to retrieve a list of all servers. Then, it would cycle through each server
and measure the RTT latency. It would then push the results back to Swarmio’s central server for

storage.

Each measurement consisted of sending 11 packets from the player to the server, and the

following measurements were obtained (all in ms):

1. Median latency/delay (in the field: latency)
2. Delay jitter (in the field: jitter)

3. Minimum obtained delay (in the field: min)
4. Maximum obtained delay (in the field: max)

5. Average obtained delay (in the field: avr)
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It should be noted that out of the 9 servers, only the 1% server (“nl”’) was used for testing the
connection, and that can be noted from the field “testing” having the value of “1”. Therefore,
the value of “stats” for the first server will have no measurements. A sample entry in the main

dataset can be seen in Figure 6.3.

{"user_id":
"@1057c6e-8263-425e-8dfa-d7a878ebscde”,
"longitude

1NiJ9. TWF5ZGFS. W1FJ45CuUSBbALPWING_X0QISTSWGG3r1msQ4ava3w_Po”,
s

sc.swarmio.gg:2222"]},

1NiJ9.TWFSZGFS5.W1FJ45CuUSBbALPWINC_X0QISTSWGG3rimsQ4va3w_Po",

)
br.swarmio.gg:2222"]},

Figure 6.3: An example of one of the entries in the main dataset

6.2.2 Secondary Dataset

For the secondary dataset, we set up 11 different servers: 1 server owned by Swarmio Media in

Toronto and 10 servers using the AWS cloud in the following locations:

1. North Virginia,

2. Ohio,

3. Northern California,
4. Oregon,

5. Montreal,
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6. Brazil,

7. Singapore,
8. Mumbai,
9. Sydney, AU

10. Ireland

The same script as the main dataset was run in the Swarmio client software of 67 players.
This time, each server sent 8 packets to each player, and only the average delay was recorded

and stored.

The secondary dataset consists of the JSON file secondary-dataset.json, where the keys are
the names of the servers, and the values contain a list of the delays to the 67 players. The players
IPs are provided in order in a separate file secondary-dataset-users.json. It is also possible to
reuse the code that was used to retrieve the measurements in the file HostsUsersRTT.py . The IP
addresses of the 11 servers can also be accessed in the file secondary-dataset-servers.json where
the key of the record will have the name of the server; for example “N Virginia”, and the value

will have the IP address of the server, as shown in Figure 6.4.

In contrast to the main dataset, the secondary dataset contains only the delay between the
servers and the players whereas the main dataset has more information such as the geo-location
and the ISP. This makes the secondary dataset more suitable for testing and verification due to
having a single label with only 2 features (IP addresses and city names), while the main dataset

contains more features and measurements suitable for training and inference.

6.3 Availability and Format (CC BY 4.0)

The dataset is protected with the Creative Commons Attribution Licence (CC BY 4.0), which is
available for free and can be downloaded from https://dx.doi.org/10.21227/jr75-0215
as long as it is strictly used for research and non-commercial purposes. At the time of writing

this chapter, the size of both datasets together is less than 1 Megabyte.

6.4 Conclusion

While primarily intended for cloud gaming research, the dataset can also be used by researchers

who are developing other networking applications and algorithms that incorporates network la-
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“N virginia”: [ "73.246.174.177"%,
243 .778 =03.161.235.133",
' "174.64.14.4",
"71.238.188.136",
"70.95.129.173",
"76.170.75.174",
“172.112.68.15",
"174.112.26.77",
"99.254.116.224",
"98.165.101.127",
“138.185.9.66",
"174.52.153.126",
"177.67.164.147",
m i Iy e e s
"99.231.200.148",
= iralida by bieler
I3 .201.133.178
"74.78.139.244",
“38.26.20.171",
"68.63.210.41",
73.28.155.103",
.254.226.226",

Figure 6.4: An example of one of the entries in the secondary dataset

tency, for example, delay prediction based on region/IP [78], geo-location estimation based on
delay or IP address, as well as building algorithms for simulating edge-user allocation.

We presented a dataset of server-player RTT delays in an actual cloud gaming tournament.
We hope researchers can use the dataset to improve the performance of cloud gaming server

selection systems, as well as other algorithms based on network latency.

The next chapter will discuss our preliminary results in evaluating the proposed models in
different settings. The insights extracted from the experiments are also discussed for the sake of

improvements and proposing the future works.
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Chapter 7
Performance Evaluation

In this chapter, the focus is on evaluating the proposed models in the previous chapters. We
solve the EUA problem for cloud gaming using Reinforcement Learning to meet the latency
thresholds of games while minimizing the variance of delay thereby achieving fairness among
players. The RL solution uses ensembles and normalization to yield efficient results: testing
with a real-world cloud gaming dataset shows our solution can outperform the state-of-the-art in
fairness, especially when resources become scarce. The solution can also act as a heuristic when
under-trained with carefully designed reward functions, allowing the system to quickly converge
to a solution. We evaluate the proposed models in 2 different settings: An offline setting using
the geo-distance as a distance function, and an online setting using the RTT delay as the distance

function.

7.1 Offline Experiments - Geo-Distance as a Distance Func-

tion

In a network, latency between two nodes can be indicated by end-to-end delay, round trip time,
number of hops, or geo-location distance (longitude and latitude). In this section, we use the
latter as an example of a distance function, for two reasons: first, specifically for gaming, it has
been shown that one of the important factors when choosing edge servers is their location since
location implies the end-user demand [28]. Second, since there are potentially a large number
of edge server and users, obtaining the actual end-to-end or round-trip delay between all users
(n) and edge servers (m) will result in significant network traffic and has O(n X m) complex-
ity. This complexity can be significantly reduced by bounding the number of edge servers via
geo-location. However, it should be mentioned that our methodology itself can be applied to
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Figure 7.1: The distribution of the user nodes (Dot) with randomized servers (Cross) in North
America

any indication of defined distance function such as end-to-end delay/latency, and is not exclu-
sive to geo-location. In future experiments, we will evaluate this approach on different distance

functions as well as different ranking/performance metrics.

7.1.1 Experiment Dataset

We used a subset of the main dataset of the CGCSDD which is collected from an actual cloud
gaming tournament hosted by Swarmio Inc., in which 181 players participated and were con-
nected to 9 different servers. During the game, we ran a script on each of Swarmio’s servers
in order to collect each user’s delay, jitter, IP address, and location (longitude, latitude). In our
simulation, we chose only the 153 North American players and placed the servers also in North
America not only because the region has the greatest number of players, but also because eval-
uating the algorithm in a single region will help us see the effect of fair selection better given
the limited number of users. Then we simulated servers randomly within the proximity of the
chosen players: 153 players located in North America with 153 simulated servers. Figure 7.1
shows the distribution of the data collected and the simulated edge server nodes. We then ran

various experiments, both for single session and grouped session, as explained next.

7.1.2 The Single Session Experiment

The single session scenario represents case 2 of Section 5.2.1; i.e., each player with or without
a team assigned to the best server. Such a session can be massive, like the aforementioned EVE
Online example. We took the 153 players in North America and assigned them to 153 servers,
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which in theory has 153! = 2 x 10?*® number of matching possibilities. Throughout training, the
RL hyper-parameters were adopted based on ranges of similar RL problems and then specified
using hyper-parameter optimization through a grid search. As a result, we adopted the following
values for the hyper-parameters of all the models and experiments: the learning rate @ = 0.1,

the reward’s discount factor v = 0.6, the exploration factor € = 0.1, and the training duration
epochs = 100000.

In order to compare the performance of our models with the state-of-the-art, we built 3 anchor
methods representing existing methods which try to minimize latency but not the variance of
latency, as well as a conventional heuristic method that specifically aims to reduce the variance

of latency. These are explained next.

e Anchor 1, which is the most commonly used method in practice, matches the user to the

closest server (based on geo-distance) that has capacity left for a new user.

e Anchor 2 matches the user to the second closest available server. This approach will save

the best” servers to the users matched in later stages of the process.

e Anchor 3 matches the first half of the users (76 users) to the servers that are in the 50"
percentile of distance (i.e. the 75" closest server), while matching the other half of users
to the closest servers.

e Conventional heuristic method directly aims to reduce the variance and works as follows:

1. For the first user node, it finds the lowest and highest latencies between this node and
any server, and takes the average of those two values as d,,,,. Then, the node will be
connected to any server with latency closest to d..,-

2. For each of the next nodes, it connects the node to a server with latency closest to the

same dony; 1.€., deony 18 calculated only once in step 1.

Results

As shown in Table 7.1, among the Anchor methods, it is clear that using the 2" and 75"
closest matching, as in Anchor 2 and Anchor 3 respectively, slightly reduces the variance while
also increasing the average, with Anchor 2 having the best variance. The results in figure 7.3
highlights the unfairness in existing methods, represented by Anchor 1. The results for Anchor
2 and 3 were similar and are also shown in the figure. We can see that Anchor 2 follows a
very similar pattern as Anchor 1, and also suffer from the same shortcoming: it can do a good

job for about half the users, but then runs out of low-delay servers and does an exceptionally
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bad job with the remaining users. Anchor 3 experiments with the idea of deliberately not using
the lowest-delay servers all at the beginning, but still does not manage to achieve good overall
results.

The conventional algorithm’s results depend on the first selected node which determines
the value d,,,,. Therefore, the algorithm was run 153 different times, each time starting with
a different node. In order to report the results, we have selected 3 cases based on the value
d.ony: Lowest, Median, and Highest d,,,,. The results can also be seen in Table 7.1. Figure 7.4
shows the performance results of the conventional algorithm’s results in 3 different cases: lowest
D, median D, and highest D. In the lowest D case of figure 7.4 (a), the algorithm reduces the
variance to the minimum for the first half of the users, but for the second half the values explode
due to the unavailability of the low-latency servers. In the median and the highest D cases, the
same scenario repeats. The only difference is that instead of the values increasing rapidly, the
values become more and more sparse in figure 7.4(b), whereas in figure 7.4(c) the values start

very high and then decrease.

Among our proposed models, we can see in Table 7.1 that model 6 has the least variance,
being a significant 35% better than the best anchor methods, anchor 2. Compared to the conven-
tional method, model 6 still has a better variance than the best of conventional methods, conv
(highest), while offering a much better average latency. Figure 7.2 shows the performance of all
6 of our models. We can see that model 6 has the least variance. Since Model 6 is an aggrega-
tion of 4 different models and it selects one out of the 4 models every epoch, monitoring which
model was used would help in validating the results of those models. The results showed that
model 3 was used 139/153 times, while model 2 and model 4 were each used 7/153 times. This
verifies that model 3 had the best Q-values in the majority of cases, while using the combination

of different models has enhanced the results overall.

Discussion

The fact that the average latency of the anchor methods is better than that of QNetwork models
is frivolous because any latency value less than the game’s latency threshold is sufficient for a
high-quality gaming experience. What really matters is that (1) no player has a latency more
than the game’s latency threshold, and (2) the variation of latency among players is minimized
as much as viable. As we can see from figure 7.3, the anchor methods actually fail in both. Let
us assume that the latency threshold is 50. We can see in figure 7.3(a) that for users connected
to the system later in the algorithm, this latency threshold is violated. In comparison, QNetwork
meets the latency threshold no matter at which position a user is connected to the system, as
shown in figure 7.2(f). Similarly, we can see that the anchor method leads to widely different

latency values between users, while this is much better controlled in QNetwork, leading to a
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Method avg stdv

Anchor 1 10.63 12.67
Anchor 2 10.78 12.60
Anchor 3 13.13 12.62

Conv (lowest) 17.89 9.30
Conv (median) 23.38 8.92
Conv (highest) 27.20 8.75

Model 1 16.76 14.33
Model 2 19.22 11.95
Model 3 17.19 10.92
Model 4 19.35 9.83
Model 5 18.94 8.67
Model 6 17.40 8.22

Table 7.1: Models latency of single session

fairer gaming experience. The behaviours of these two methods can be explained as follows:
Anchor 1 starts by assigning the first users to the available servers with the lowest distance.
After a while, the capacity of these servers maxes out, and the system has no choice but to use
servers farther away for later users. The conventional algorithm also acts in a similar way: as we
can see in figure 7.4, the algorithm successfully reduces the variance for the first half of users,
but for the second half the values explode due to the unavailability of closer servers. On the other
hand, model 6 starts by assigning users to servers with a distance closer to the eventual average

of 17.40; therefore, the variance of the values are lower.

Since Model 6 is an aggregation of 4 different models and it selects one out of the 4 models
every epoch, monitoring which model was used would help validate those models. The results
showed that model 3 was used 139/153 times, while model 2 and model 4 were each used 7/153
times. That verifies that model 3 had the best Q-values mostly, while using their combination

has enhanced the results overall.

7.1.3 The Grouped Session Experiment

To simulate case 1 mentioned in Section 5.2.1; i.e., a team of players connecting to the same
server, we also ran experiment for grouped sessions. An example for this is when a “red” team
plays the game of Counter Strike against a “blue” team. Here, all players in team red are con-
nected to one edge server while all players in team blue are connected to another edge server.
This is only possible if all players in a given team are within the delay threshold of the server
they are assigned to. If they are not, the scenario switches to single session.

If a grouped session is feasible, then our method will work as follows:
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1. For each edge server, the group delay between that group and the server is calculated.

Group delay is simply the average of all player-server delays for players in that group.

2. The delay matrix now consists of delay values between groups and edge servers. In com-
parison, the delay matrix in the single session scenario consisted of delay values between

players and edge servers.

3. Our RL algorithm runs the same as before, using the groups’ delay matrix.

We created 15 groups of 10 users each, with the distribution shows in figure 7.5.

Figure 7.5: The distribution of the grouped nodes (Star) with randomized servers (Cross) in
North America.

Results

As we can see from Table 7.2, model 6 again outperforms all other models. It should be men-
tioned that the average and STDV numbers in the table represent individual users. This time,
Model 6 selected Model 3 11/15 times, Model 2 3/15 times, and Model 4 1/15 time. Again,
Model 3 had the best Q-values in most cases, while using the combination of different models

has enhanced the results overall.

The results also confirm our choice of using min-max normalization in Model 6. As men-
tioned in the main paper, this normalization standardizes the Q-values of the first 4 models’
tables between 0-1. By doing this, we would be able to compare the results of the 4 models
fairly. The effect of this can be seen as the difference between Model 6 and Model 5, and we
proposed it when we noticed that Model 5’s results looked very similar to Model 4, since the
latter has the lowest scale so its actions were always chosen without normalization. But, after the
normalization, Model 6 is able to compare the 4 models fairly.
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Model  avg stdv
Model I 16.66 17.08
Model 2 2433 14.21
Model 3 23.86 11.06
Model 4 17.95 12.33
Model 5 2291 8.70
Model 6 19.24 8.68

Table 7.2: Models latency of grouped session

7.1.4 Conclusion

In this section, we presented an RL solution to the multivariate multi-constraint problem of fair
edge server selection for latency-sensitive applications such as cloud gaming. We demonstrated
using real-world data that RL, specifically Quadruple Q-learning, can solve the problem fairer
than existing approaches, with up-to a 35% reduction in the standard deviation of the user-server
latency. While designing this solution, we also introduced action suppression, Quadruple Q-
Learning, and normalization of the Q-values, leading to a more scalable and implementable RL
system.

A number of topics can be investigated for future work. The first one is multiple parallel
sessions. Currently each server is manually assigned to one gaming session. Automating this
process becomes necessary for scalability. Furthermore, it will be interesting to investigate shar-
ing of servers among multiple sessions; i.e., the leftover capacity of a server used in gaming

session 1 can be used to run gaming session 2. This will make more efficient use of resources.

The second topic is support for latecomers: new users joining in the middle of a gaming
session, or existing users moving from one gaming session to another. While such a business

case does not currently apply to Swarmio, as a general cloud gaming case it is interesting.

For the RL part, we plan to adopt a tabular approach which will be more robust to handle
infinite action and state spaces. Since the tabular RL can limit the approach’s capability to scale
for more complex scenarios, we will consider the use of approximation functions and estimators
to handle larger action and state spaces. When a new user or a server gets introduced, by using an
approximation function or a similarity function, the Q-values would be estimated and predicted
which will give the node a quicker time to converge to find its optimal Q-values. Another possi-
ble approach is to use more sophisticated architectures such as DQN (Deep Q-Network) which
eliminates the dependency on the table to store Q-values and replace that with a Neural Network
to estimate the Q-values for the states. As the natural progression to the tabular case, we will

investigate the use of such state-of-the-art architectures in our future works.
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7.2 Online Experiments - RTT as a Distance Function

In the previous subsection and in our previous work [5], we evaluated our proposed a Reinforce-
ment Learning (RL) solution to the EUA problem for Cloud Gaming systems. Cloud Gaming, a
half-a-billion dollar industry in 2020 and expected to be $7.24 billion by 2027 [3] thanks to indus-
try heavyweights such as Google Stadia, NVIDIA GeForce Now, Microsoft xCloud, PlayStation
Now, and Amazon Luna, has unique properties that make it a challenging application: not only
must the latency experienced by players be within acceptable thresholds, for example no more
than 80 ms for First Person Shooter games [9], but also the variance of latency among the players
in the same gaming session must be low, because players with higher latencies perform worse
than those with lower latencies [12, 101] and could lose the game. Hence, optimal choice of the
EUA problem has become a difficult challenge due to the high number of edge servers, espe-
cially in the 5G era with ultra low latency providing a larger coverage for a server. In fact it is
known that multiuser synchronous collaboration apps, such as multiplayer gaming, suffer notice-
ably more from latency variance than from latency itself: a collaborative session with a low 10
msec latency that has jitter offers an experience as bad as a session with 200 msec latency but no
jitter [79]. Therefore, an added challenge is the “fair” allocation of players to edge severs, such
that the variation of latency among players is minimized. We considered these challenges and
proposed a system in [5] that solves the EUA by both meeting the latency threshold and providing
the lowest latency variation. Our RL solution uses ensembles and normalization to yield efficient
results: testing with a real-world cloud gaming dataset shows our solution can outperform the
state-of-the-art by up to 18.7% in fairness, especially when resources become scarce. Our so-
lution can also act as a heuristic when under-trained with carefully designed reward functions,

allowing the system to quickly converge to a solution.

In this section, we expand our system with the following additions:

e We consider not only delay and its variance, but also the edge server’s capacity, and we
show that the RL solution works especially well during resource scarcity;

e instead of geolocation, we use actual latency values from a real-world cloud gaming tour-
nament,

e we present new ensemble and normalization techniques that yield better results;

e we show that even with under-training, the RL solution achieves excellent results, allowing
the system to reach a heuristic quickly; and

e we evaluate our system against VSVBP [67] as a state-of-the-art EUA analytical solution.
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We solve the EUA problem for cloud gaming using Reinforcement Learning to meet the
latency thresholds of games while minimizing the variance of delay thereby achieving fairness
among players.

7.2.1 Experiment Dataset

We use the secondary dataset in CGCSDD [4], which is collected from an actual cloud gaming
tournament run by cloud gaming company Swarmio Inc. The dataset contains the delays between
each of 67 players to each of 11 servers in Toronto, North Virginia, Ohio, Northern California,
Oregon, Montreal, Brazil, Singapore, Mumbai, Sydney (Australia), and Ireland. The Toronto
server was a rendez-vous server handling incoming join requests, so we are left with 10 servers.
The dataset contains IP addresses of the players and servers, and we use ip-api.com to extract

more information, such as geographical locations.

7.2.2 Experimental Setup

We ran experiments on a Windows machine with Intel Core 19-9900K processor 3.6GHz and
64.0 GB RAM. Our RL models were implemented in Python, while the VSVBP LGP model
was solved using IBM’s ILOG CPLEX. We compared our method against the following base-
lines: random assignment, greedy assignment, VSVBP, and a conventional algorithm that re-
duces STDV. These are described next:

e Random Assignment: Each user is allocated to a random server if that server has sufficient

remaining capacity.

e Greedy Assignment: Each user is allocated to a server that has the least delay to that user

and sufficient remaining capacity.
e VSVBP [67]: as described earlier.

e Conventional heuristic: Specifically aims to minimize the variance of latency. For the first
user, it finds the average delay between this user and all servers in d_,,,,. For the consequent

users, it connects the user to a server with a delay closest to this average.

7.2.3 Experiment parameters

Throughout training, hyper-parameters were tuned using optimization through grid search, re-
sulting the following values: the learning rate @ = 0.1, the reward’s discount factor y = 0.6, the

exploration factor € = 0.1, and the training duration epochs £ = 100000, 1000.
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Server capacity

With 10 servers and 67 users, a server’s capacity C had the values:

C = 10, handling 100 users which is more than 67, representing a highly available service.

e C = 7, handling 70 users which is almost equal to 67, representing a good availability of
the service.

e C =5, handling 50 users which is less than 67, representing a risky availability of service.

e C = 3, handling 30 users which is significantly less than 67, representing bad service
availability.

Number of episodes

In RL, the number of episodes E determines how long the models should be trained. A single
episode represents a single pass through the initial state all the way to a terminal state; i.e.,
performing a single scenario of matching servers and users until either all users are matched or

until there is no capacity left in the servers. We used 2 values:

e £ = 100K, which is a standard value widely adopted by existing work.

e E = 1K, which tests how well the models perform as heuristics with significantly fewer

episodes.

7.2.4 Performance metrics
The models are compared against the baselines in terms of:
1. the average delay among all the edge-user allocations;

2. the STDV of the set of delays, representing fairness.

7.2.5 Results and Discussion

We varied one parameter at a time, keeping the others fixed to observe the each parameter’s im-
pact. Figure 7.6 illustrates an example of the effect of using Model 6 and its difference with the
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greedy approach that is commonly used. It is noticeable that in the greedy approach the distribu-
tion of delay between the matched edge-user pairs has an increasing pattern, because allocating
the best servers to the early users leaves the later users with whatever server is available, which
might not meet the latency threshold anymore. On the other hand, Model 6 matches pairs closer

to an eventual global average, providing much better fairness.
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(a) Greedy. (b) Model 6.

Figure 7.6: Model 6 vs. the greedy approach with C = 10, £ = 100K. The x-axis represents the
edge-user pairs, while the y-axis represents the delay between the pairs in ms.

Tables 7.3, 7.4, 7.5, and 7.6 show the results of the experiments on capacities: C = 10,
C =7,C =35, and C = 3, respectfully. The performance with the different capacities is depicted
in Figures 7.7, 7.8, 7.9, and 7.10 where sub-figure (a) shows the average delay and (b) shows the
STDV of delays.

For C = 10, E = 100K, the first column in table 7.3 demonstrates that our proposed models,
especially models 4 and 5, have slightly lower STDV (-1.57%) compared to greedy and random
approaches, but not lower than VSVBP. However, that comes with an expected slight increase
in the average delay (+1.6%) compared to the greedy allocation. We can also see that all of our
proposed models have better STDV than the baselines. Model 6 in most cases has improved the
results which justifies the use of an ensemble. Among Model 6’s sub-models, normalizing per
state row (6.1 and 6.4) are generally doing better than normalizing the whole table or mixing

both techniques.

For C = 7, E = 100K, the second column in table 7.4 shows how applying fairness starts
to be more visible with resource scarcity. It is noticeable that the STDV difference has slightly
increased, especially with Model 6.1 showing an improvement of 1.96% in the STDV of the
delays.
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For C = 5, E = 100K, the third column in table 7.5 illustrates results while having less
resources than the demand. Our models show a better STDV performance of up to 11.9% in
Model 6.1 compared to the baseline models.

Lastly, for C = 3, E = 100K, figure 7.10 crystallizes the need of fairness-awareness in
resource-scarce situations. Our models, especially Model 6.5 and 6.6 were able to decrease
STDV by as much as 18.7%.

Comparing £ = 100K to E = 1K in tables 7.3, 7.4, 7.5, and 7.6, and figures 7.7, 7.8,
7.9, and 7.10, it can be seen that most of the models with E = 100K are not that far from
E = 1K. Therefore, even with less episodes of training, the models can still outperform baseline
approaches in terms of fairness. This can be explained due to carefully designed reward functions
acting as heuristics during allocation although the RL agent is not fully trained yet. Since the
reward functions produce Q-values for that matching, this reward is very similar to a cost that the
RL agent keeps a history of. This would ease the implementation of this system in the real world
because in addition to pre-defined system constraints, the reward functions can act in parallel as

cost functions helping the agent to reach a stable state faster.

7.2.6 Conclusion

For the multivariate multi-constraint EUA problem, we presented an RL solution that not only
considers the delays and the servers’ capacities but also the variance of delays. The proposed
solution shows improvements in fairness up to 18.7% compared to existing solutions especially
during resource scarcity. Additionally, the RL solution can act as a heuristic algorithm even when

it is not fully trained.
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Model E=100k E=1k

(C=10) avg stdv | avg stdv
Greedy 141.52 46.56 | 141.52 46.56
Random 143.65 46.23 | 143.65 46.23
VSVBP 143.89 45.64 | 143.89 45.64
Conv. 148.58 45.64 | 148.58 45.64
Model 1 143.70 4593 | 143.74 46.05
Model 2 143.04 46.21 | 143.26 46.50
Model 3 143.64 46.38 | 144.71 45.87
Model 4 143.79 45.83 | 143.81 46.08
Model 5 143.79  45.83 | 143.81 46.08
Model 6.1 | 143.54  46.01 | 143.74 45.66
Model 6.2 | 143.61 46.33 | 144.73 45.81
Model 6.3 | 143.53  46.13 | 143.26 46.61
Model 6.4 | 143.33  46.12 | 143.79 46.05
Model 6.5 | 143.69  46.28 | 144.27 46.05
Model 6.6 | 143.62  46.33 | 144.20 46.14

Table 7.3: Models’ delay (ms) with C=10

Model E=100k E=1k

(C=7) avg stdv | avg stdv
Greedy 141.77 46.59 | 141.77 46.59
Random 14531 46.28 | 145.31 46.28
VSVBP 143.60 45.88 | 143.60 45.88
Conv. 148.17 45.86 | 148.17 45.86
Model 1 143.44  46.66 | 143.63 45.78
Model 2 142.94  46.59 | 143.39 46.90
Model 3 143.85 4591 | 144.14 45.68
Model 4 144.62 46.85 | 144.93 46.18
Model 5 144.62 46.85 | 144.92 46.04
Model 6.1 | 143.41  45.68 | 143.98 45.75
Model 6.2 | 143.85 46.01 | 144.11 45.67
Model 6.3 | 143.69 47.02 | 144.14 46.31
Model 6.4 | 143.19 4596 | 143.75 45.95
Model 6.5 | 143.85 46.18 | 144.27 45.58
Model 6.6 | 143.80 46.22 | 144.09 45.66

Table 7.4: Models’ delay (ms) with C=7
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Figure 7.7: The results of using our approach on Capacity (C
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Figure 7.8: The results of using our approach on Capacity (C
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Model E=100k E=1k

(C=5) avg stdv | avg stdv
Greedy 144.18 52.26 | 144.18 52.26
Random 148.38  48.77 | 148.38 48.77
VSVBP 150.07 47.64 | 150.07 47.64
Conv. 146.90 46.33 | 146.90 46.33
Model 1 146.73  46.78 | 145.04 46.40
Model 2 144.68  46.60 | 144.54 46.47
Model 3 145.85 47.06 | 146.09 46.37
Model 4 145.12  46.40 | 145.25 45.94
Model 5 145.00 46.50 | 145.28 45.96
Model 6.1 | 145.66  46.04 | 14541 46.18
Model 6.2 | 145.64  46.26 | 146.37 46.39
Model 6.3 | 14542  46.28 | 145.64 46.83
Model 6.4 | 145.71  46.14 | 145.40 4591
Model 6.5 | 145.57 46.27 | 146.36 46.35
Model 6.6 | 145.59  46.19 | 146.47 46.27

Table 7.5: Models’ delay (ms) with C=5

Model E=100k E=1k

(C=3) avg stdv avg stdv
Greedy 14990 55.66 | 149.90 55.66
Random 153.02 4891 | 153.02 48091
VSVBP 155.10 52.93 | 155.10 52.93
Conv. 14545 45.86 | 14545 45.86
Model 1 148.84 47.28 | 149.97 46.05
Model 2 149.84  46.08 | 149.70 45.90
Model 3 148.56  45.67 | 148.03 45.81
Model 4 148.43 4578 | 148.09 45.97
Model 5 148.43  45.78 | 148.09 45.97
Model 6.1 | 148.05 45.76 | 148.67 45.65
Model 6.2 | 149.08 46.40 | 148.28 45.91
Model 6.3 | 149.83  46.15 | 149.02 45.42
Model 6.4 | 149.05 45.57 | 147.97 45.73
Model 6.5 | 148.29 45.25 | 149.11 45.65
Model 6.6 | 148.29  45.25 | 147.94 46.06

Table 7.6: Models’ delay (ms) with C=3
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the top right and bottom right graph (in blue) illustrate the delay variance.

Figure 7.9: The results of using our approach on Capacity (C
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Chapter 8

Conclusion & Future Work

8.1 Conclusion

In this thesis, we presented an RL solution to the multivariate multi-constraint problem of fair
edge server selection (a.k.a the EUA problem) for latency-sensitive applications such as cloud
gaming. We presented an RL solution that not only considers the delays and the servers’ capaci-
ties but also the variance of delays. We demonstrated using real-world data that RL, specifically
Quadruple Q-learning, can solve the problem fairer than existing approaches, with up-to a 35%
reduction in the standard deviation of the user-server latency while using the geo-distance, and it
shows improvements in fairness up to 18.7% compared to existing solutions using the RTT delay
especially during resource scarcity. Additionally, the RL solution can act as a heuristic algorithm

even when it is not fully trained.

While designing this solution, we also introduced action suppression, Quadruple Q-Learning,

and normalization of the Q-values, leading to a more scalable and implementable RL system.

For the RL part, we plan to adopt a tabular approach which will be more robust to handle
infinite action and state spaces. Since the tabular RL can limit the approach’s capability to scale
for more complex scenarios, we will consider the use of approximation functions and estimators
to handle larger action and state spaces. When a new user or a server gets introduced, by using an
approximation function or a similarity function, the Q-values would be estimated and predicted
which will give the node a quicker time to converge to find its optimal Q-values. Another possi-
ble approach is to use more sophisticated architectures such as DQN (Deep Q-Network) which
eliminates the dependency on the table to store Q-values and replace that with a Neural Network
to estimate the Q-values for the states. As the natural progression to the tabular case, we will

investigate the use of such state-of-the-art architectures in our future works.
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8.2 Future Work

After reviewing the promising results of this work, in this section, we outline the remaining work
required to complete this research along with a few possible extensions that would improve the
system and increase the functionality. This thesis mostly sought to introduce the issue of fair
server selection in edge computing and address the problem from a simple reinforcement learn-
ing prospective. The approached that was discussed showed a promising results for a selected
application that was trained offline. Scaling the application and deploying it in a live environment
could possibly need some modifications. Moreover, the approach could be applied to other Al
techniques to with more sophisticated state representations. For example, the recent advances in
RL and more sophisticated algorithms could scale to applications with more complex states and

rewards.

A number of topics can be investigated for future work. The first one is multiple parallel
sessions. Currently each server is manually assigned to one gaming session. Automating this
process becomes necessary for scalability. Furthermore, it will be interesting to investigate shar-
ing of servers among multiple sessions; i.e., the leftover capacity of a server used in gaming

session 1 can be used to run gaming session 2. This will make more efficient use of resources.

The second topic is support for latecomers: new users joining in the middle of a gaming
session, or existing users moving from one gaming session to another. While such a business
case does not currently apply to Swarmio, as a general cloud gaming case it is interesting. Next,

we discuss the possible further extensions and additions to our work.

8.2.1 Deployment on Swarmio’s esports live environment

We intend to experiment the deployment of our approach on a live and running environment.
Since the system was only trained on a collected data offline, the accuracy and the performance
of the system could lead to different observations since the behavior of the environment is un-
expected unlike training on a pre-recorded dataset. Since the environment we are dealing with
here is the edge network, the distribution of data will differ carrying more variations over time.
The system should be resilient to those changing and using the different variations to its advan-
tage in order to produce more efficient outcomes in the future. In our evaluation, we have used
servers with capacities (¢ = 10,7, 5, and3) for simplicity, while in the live environment we will
be experimenting a variable number capacities per servers and we will evaluate the systems on
different capacities. In addition to all above, we intend to experiment the use of live end-to-end

delay measurements for the environment in addition to the geo-distance.

With the advantage of training on-the-go that RL has, this is easy to overcome. The algorithm
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is expected to be elastic to the changes in the data distributions since the training should be
continuous and on-going as long as data is following and the network is operating. Leveraging
the knowledge that was acquired by the trained model already, transfer learning is a great asset
to be used here. It would ease the convergence of the models even if they were trained on a
totally different setting. Finally, a fine-tuning stage might be needed in order to fit the new
environment better. Similar the closed-loop system, deploying the system live with a pipeline
that has an tolerable error which can be measured by how good the selection was done. When
the performance of the model degrades after that certain error margin, the system should flag the

model and deploy a new training version of the model.

8.2.2 Evaluating on KING dataset

In order to evaluate the developed techniques effectively, we intend to evaluate the approaches
on a massive dataset such as the KING dataset. As described in [53], KING has data from 1740
Internet DNS servers and around 100 million pairwise RTTs in total. The evaluation would
increase our understanding of the scalablility of our approach over a massive dataset. Such
insights can be used in order to propose more effective solutions compromising less sensitive

parameters.

8.2.3 Handling dynamic ranges of state space

In cases where the actions and states are massive, the use of approximation functions can be
utilized. An example can be the KING dataset with a massive number of nodes where in this
case, the states need to be replaced by representations and a higher level features before it gets
passed to the RL algorithm. We intend to implement the approach on few of the most recent
advances in RL.

Deep Q-network agents (DQN)

After the impressive success by [77, 100] in developing a model to play games from row im-
ages, the use of Deep Reinforcement Learning kept rising. The authors were able to develop a
deep learning model to learn policies from highly dimensional data using RL. The models are
based on CNN where it take the row images as inputs and outputs a value function estimating fu-
ture rewards. Their work bridges the gap between high-dimensional sensory inputs and actions,

resulting in DQN agent capable of learning to excel at challenging tasks.

The approach can be adopted for massive networking applications where the number of pos-

sible states and actions of the network are uncountable and cannot be handles by tabular cases.
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Having our same set of reward functions and developed techniques, a combination between them
would not only improve the results of our problem but also have the potential to solve more com-
plicated problems that has to do with fairness.

Contrastive Unsupervised Representations for RL. (CURL)

In the work of Srinivas et al. [71], they introduced contrastive unsupervised representations
(CURL) that would work for any general RL algorithm. CURL uses encoders and momen-
tum encoders to introduce those meaningful representations of the environment’s observations,
which means extracting useful information from the observation and the state of the environment
rather than using the whole state in the RL algorithm. They have used the contrastive loss for
encoding the observations and extracting high-level features from raw pixels using constrastive
learning. Similar to DQN, CURL tries to abstract high-level features and representations from
the input data before it is passed to the RL algorithm. The difference here is that the constas-
tive learning approach teaches the encoding network the positive and negative predictions of the
states resulting in more meaningful and reliable embeddings. Similarly, we intend to use CURL
and apply the same approaches we have developed in order to obtain a more resilient agent that

can generalize to more general tasks.

8.2.4 Other possible extensions

The work by [90] introduced the attention mechanism that revolutionized many applications and
inspired many other architectures (mainly targeted at the language models). For areas like Natu-
ral Language Processing (NLP), the need for model with the ability to “remember” and “relate”
words to each other to an unknown number of steps. The attention mechanism filled in the gap
where it constructs a heat map of how each term relates to the other term in a corpus of text. this
allows each point of data at any point of time to “attent” to any other point. The same concept
can be applied to computer networks and especially edge computing. The network should be
selective on what to keep out of all the types of data, insights, features, and other measurements
in the network. The attention mechanism will scale networking applications and would result in

having a remarkable effect on the storage needed for deploying smarter controllers.

8.2.5 Future plan

As future work on the proposed algorithm and system architecture designed to improve the QoE

of cloud gaming systems with edge computing, we plan to implement the following steps:
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1. Design and determine the detailed duties of the components needed to be updated for the

live deployment and testing of the algorithm.

2. Evaluating the system with the different normalization functions used on our dataset and
pn the KING dataset.

3. Adapting to dynamic ranges of state space by using DQN and CURL techniques to solve
the scalability problem.

4. Revisit the optimization method presented in Chapter 4. This task requires the following

steps:

(a) A new objective function is needed that provides a more realistic model capturing
the new requirements of the system. To develop this function, we will propose a
preference model that considers the impact of different factors contributing to the
server selection decision such as the QoE and ranking.

(b) Constraint definitions that describe and formulate the system limitations are required.
For the optimization problem, this translates into a set of equations and inequalities
that we call constraints. These constraints consist of the regions that defines the

performance limits of the system.

(c) A set of decision variables must be defined based on considered and desired out-
puts. Those variables appear in the objective function and must be adjusted to satisfy
the constraints. This can be accomplished by having multiple instances of variable

values, leading to a feasible region.
(d) Evaluate the performance of the primal optimization function relative to the designed

models in terms of computation requirements, accuracy, and flexibility.

5. Using 5G network slicing in edge computing (after getting the business requirements from
the industry partner, Swarmio) and leveraging the attention mechanism in the action elim-

ination phase.
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