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Abstract

Most currently deployed public-key cryptosystems are certificate-based (CBPK) cryp-
tosystems. In large and distributed user communities, CBPK cryptosystems typically
require encryptors to obtain the public-key certificate of each intended recipient, and
signature verifiers to obtain the public-key certificate of each claimed signer. How-
ever, the management and distribution of public-key certificates are cumbersome in
these communities. To address this issue, identity-based (ID-based) cryptosystems
have been suggested as a possible alternative, because they enable the derivation of
public keys from arbitrary string identifiers (such as email addresses, IP addresses, or
privilege identifiers).

This dissertation investigates the use of ID-based cryptography for large user
communities. In particular, we present efficient and provably-secure (hierarchical) ID-
based cryptographic schemes to support the following applications: (1) generation of
decryption keys from non-repeatable (e.g. biometric) information; (2) authentication
of the sender of encrypted information; (3) verification that a user belongs to a
publicly known subset of a group, while the user remains anonymous to all but a
designated party.
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Chapter 1

Introduction

This dissertation explores the following theme:

Efficient Identity-Based Cryptography (IBC) for Large User Communities.

More specifically, the following three fundamental questions will be examined:

o Is it possible to generate efficiently-usable private keys from non-repeatable
(e.g. biometric) information ?

o Is it possible to authenticate the sender of encrypted information ¢

o Is it possible to determine whether a user belongs to a publicly known subset of
a group, while preserving the anonymity of this user from all but o designated
party ¢

In this introductory chapter, the relevance of these questions is briefly explained,
and the dissertation’s main contributions are outlined.

1.1 Dissertation’s Relevance

Broadly defined, information security research aims at building systems which au-
thenticate users, preserve the verifiability of these users’ commitments, preserve the
availability and integrity of sensitive information, and guarantee the confidentiality
of such information. This dissertation is concerned with the design of mechanisms
which support some of the aforementioned services, in large user communities (e.g.
sets of more than 10,000 users). After defining fundamental (security related) terms,
we present a practical motivation for addressing the dissertation’s three fundamental
questions, summarize the shortcomings of existing technical solutions, and outline
our achievements.



1.1.1 Fundamental Terminology

Cryptography is the subset of information security which deals with the design and
analysis of mathematical transformations whose goal is to preserve the confidentiality
(i.e. secrecy), integrity (i.e. unaltered state), and authenticity (i.e. validity of ori-
gin) of sensitive information. Many types of cryptographic schemes (i.e. mechanisms
composed of sets of algorithms) exist, including the most popular encryption and
signature schemes. Encryption schemes transform plaintezt (i.e. bit sequences repre-
senting plain information) into ciphertext (i.e. bit sequences representing information
that is unintelligible to a third party), in order to provide information confidentiality.
Associated with each encryption scheme is a decryption scheme which performs the
inverse operation of the encryption scheme. Signature schemes produce cryptographic
digital signatures (i.e. bit sequences which attest to the authenticity and integrity of
the data that has been signed). Associated with each signature scheme is a verifica-
tion scheme whose task is to determine the validity of a given cryptographic digital
signature. In order to accomplish their intended purposes, encryption/decryption
and signature/verification schemes respectively use encryption/decryption and signa-
ture/verification keys. Each such key is a bit string.

Cryptographic schemes can be combined to make up cryptosystems, which thereby
benefit from the aggregated features of their contained cryptographic schemes. One
can distinguish two major types of cryptosystems. Symmetric (also known as secret-
key) cryptosystems use a common (secret) key to perform encryption and decryption
procedures, while asymmetric (also known as public-key) cryptosystems use two dis-
tinct types of keys (namely private and public keys) to perform these two types of
procedures. For a public-key cryptosystem to be secure, it must be computationally
infeasible to derive a private key from any combination of the corresponding public
key and publicly disclosed parameters of the cryptosystem. This is not however a
sufficient condition for security.

1.1.2 Practical Motivation

Since the topic of efficient cryptography for large and distributed user communities is
large, this dissertation focuses on three specific problems whose relevance is discussed
below. The first problem is more related to efficient cryptography than cryptography
in large user communities. However, the solution provided for this problem is scalable
to large user communities. The second and third problems both deal with efficient
cryptography in large user communities.



Generation of Efficiently-Usable Keys From Non-Repeatable Information

One use of decryption keys generated from non-repeatable information can be found
in the context of biometric-based access control. Indeed, biometric readings are non-
repeatable (two readings of the same entity are typically different [Dau04]).

Moreover, access to restricted resources or services is typically controlled by three
means: what people know, what people have, and what people are. Though cost-
effective, human-memorized secrets (i.e. what people know) are often easy to guess
[FK89, Kle90, Wu99]. Hence, secret information stored on transportable tokens (i.e.
what people have) is often used as a basis for access control. However, transportable
tokens are prone to theft, loss, and damage. Consequently, the use of human-biometric
identity (i.e. what people are) has been suggested as means to enforce access control
(see, e.g., www.biometrics.org). Suppose, for instance, that a user A goes to a
hospital H and identifies herself via an iris scan, under the ongoing surveillance of a
trained agent. H could use this iris scan to encrypt A’s medical information when
the information needs to be securely sent to A (e.g. via the Web, or via storage of
ciphertexts on a smart card presented by (a representative of) A). In order to obtain
her biometric decryption key, .A could be required to go in person to a trusted third
party (e.g. a state agency) which would deliver biometric decryption keys via the
same identification procedure as that used by H. A could then decrypt ciphertexts
addressed to her, using a decryption scheme suitable (i.e. specifically designed) for
the above biometric-based access control process.

It is important to note that, when biometrics are read under the surveillance of
trained agents, the odds of user impersonation in the process of obtaining biometric-
based decryption keys is significantly reduced. Moreover, the aforementioned identifi-
cation method is simple!, does not require prior relationship with the authenticating
party, and does not require corroborating credentials (which may have been illegally
forged). Furthermore, each user decides to whom her biometric identity is revealed,
and the use of biometrics to generate cryptographic keys provides an efficient method
to assign unique identifiers to human users. Hence, the ability to generate cryp-
tographic keys from non-repeatable information is useful for biometric-based access
control.

Another use of private keys based on non-repeatable information arises in the
context of biometric-based authentication. Using the above notation, suppose that A
cryptographically signs a document using her biometric-based private key, and that
H wants to verify that A is really the signer of this document. Then, using a copy
of A’s last biometric reading, H can verify whether the given signature is associated

Tt consists of a biometric reading only.



with A2.

However, the generation of cryptographic keys obtained from non-repeatable in-
formation is non-trivial. Moreover, even if one constructed a method to generate
cryptographic keys from non-repeatable information, these keys should be efficiently-
usable. In other words, decryption and signature schemes using keys generated from
non-repeatable information should be computationally and space efficient. This, as
shall see in Chapter 3, is not a trivial task either.

Encrypted Message Authentication

The second problem which this dissertation deals with is encrypted message authen-
tication (EMA).

EMA consists of authenticating the issuer of encrypted information. Suppose that
encrypted messages are sent via untrusted networks. If these networks are unable
to distinguish information encrypted by trusted users from both random data and
information encrypted by untrusted users, then malicious attackers can clog these
networks (e.g. by overflowing them with random data), and thereby deny service to
the associated users. An instance of this problem arises when encrypted electronic
mail (email) is sent via the Internet. In order to preserve the confidentiality of email
from any sender to her email recipients, large corporations offering email services must
find a way to allow email routers to block encrypted undesired email (spam). The
same issue arises in the case of encrypted IP packet routing, since the ability of highly-
used public network routers to recognize and block untrusted encrypted packets can
significantly reduce the threats of denial of service attacks. The problem also appears
when encrypted data is made available on public servers. If these servers are unable
to identify untrusted data or encrypted random data, then significant delays can be
experienced in the retrieval of trusted information. Therefore, efficient cryptographic
schemes supporting encrypted message authentication are useful.

Anonymous Authentication

The third issue which this dissertation deals with is anonymous authentication. More
precisely, suppose that a large user group G is composed of publicly-known non-
overlapping subgroups organized in a tree-shaped hierarchy. Suppose furthermore
that the members of each subgroup wish to remain anonymous to all but a designated
member of their subgroup (henceforth called the subgroup leader). Then the third
challenge tackled by this dissertation is to design a mechanism which enables such

2Note also that, as in the case of password-based authentication, biometric-based authentication
gains from its combination with another independent authenticating mechanism (e.g. the proof of
knowledge of a passphrase).



type of anonymous authentication (henceforth referred to as hierarchical anonymous
authentication or HAA).

One application of HAA is traffic filtering and routing in partially-hidden networks.
Suppose, for instance, that a company O wants to achieve the following goals: (G1)
O wants to reveal only part of its network map to third parties; (G2) O wishes to
stop unwanted traffic passing through its network; and, (G3) when legitimate network
traffic is intended for hidden parts of its network, O wants to route this traffic to the
right destination nodes.

G1 may be motivated by the desire to achieve both increased privacy and improved
resistance against network mapping attacks. (These attacks precede most harmful
network-based attacks.) G2 is useful to combat denial of service attacks, and this
goal could be achieved by stopping all network messages passing through O’s network,
except those which come from O’s subnets and those which respond to recent messages
coming from O’s subnets. (Remark that, if O’s network is virtual, then network
messages coming from (O’s subnets may either enter or exit O’s physical network. In
particular, network messages coming from a mobile device belonging to O can send
messages which virtually come from O’s network, but physically come from another
network.) Finally, G3 is essential to the use of networks. In particular, O could use
a designated node of each one of its subnets in order to route messages intended for
specific nodes of this subnet.

Consequently, O could organize its network nodes into hierarchically-structured
and non-overlapping subnets, and use HAA in order to achieve G1, G2 and G3. HAA
is therefore useful for traffic filtering and routing in partially-hidden and hierarchically-
structured networks.

Another application of HAA is privacy-enhanced access control. Suppose, for
instance, that an organization O wants to offer a large number of private services to
its customers. These services could be hierarchically structured, in such a way that
eligibility to certain services guarantees access to other (hierarchically lower) services.
Thus, each service of O could be associated with a subgroup of a large group, where
the subgroups would be hierarchically structured. In order to protect the anonymity
of customers, a trusted third party (e.g. another organization) could provide each
one of O’s customers with special keys associated with various services. Thus, O
could determine whether a user is eligible to a specific service, given a cryptographic
signature issued by this user with one of her special keys.

Imagine, for instance, that O wants to provide hierarchically-structured private
online consultation services. O could partner with a trusted third party (e.g. a
government or bank) who would provide eligible (e.g. paying) clients with a set
of special keys giving them access to multiple private online services. Note that
(O’s clients could also provide anonymous feedback on the services for which they



are eligible. Another similar application (suggested by Boneh and Franklin [BF99))
is that of a hotel that wants to offer privacy-enhanced access control on selected
sections of its facilities. These sections could be hierarchically structured, and hotel
residents could be given privacy-enhancing keys giving access to selected sections of
the hotel (based on the room location of key holders). Moreover, in case of law-
mandated investigation, the privacy of customers could be revoked. (Note that such
a privacy-enhancing service could attract customers and thereby increase revenue.)

It should be noted that one attempt to support HAA is to proceed as follows:
assign a unique secret key to each subgroup, give each subgroup key to all members
of the corresponding subgroup, and ask each system user to cryptographically sign
statements with their given key in order to prove their association with a specific sub-
group. However, the following two problems arise. First, the anonymity of users is not
revocable. Second, the revocation of a user demands the generation and distribution
of a new subgroup key for all unrevoked members of the revoked user’s subgroup.

Another attempt to support HAA is to use a cryptographic primitive called group
signature [CvH91]. This primitive enables all the members of a group to sign on behalf
of the group, in such a way that their identity is kept secret from all but a designated
group leader. Thus, one can associate a group signature scheme with each subgroup
of a large group, and use these schemes to support HAA, when the subgroups are
hierarchically structured. This scheme, however, has the following two limitations.
First, a central trusted party must generate a distinct set of public parameters for each
subgroup. Ideally, there would be one small set of public parameters which could be
used to verify signatures issued on behalf of all subgroups. Second, one central trusted
party (associated with the large group) must both generate each one of the subgroup
parameters, and secretly send secret parameters to each subgroup leader. When the
hierarchy is large (or becomes large as subgroups are added), it is more efficient to
have a scheme whereby a central party dynamically delegates to other entities (e.g.
first-level subgroup leaders) the task of generating and distributing lower-level secret
subgroup parameters. Hence, this second attempt to support HAA is neither space
efficient nor computationally efficient in the case of large hierarchies. Consequently,
for increased scalability, a novel cryptographic primitive supporting HAA needs to be
designed.

1.1.3 Limitations of Current Solutions

Most cryptosystems currently used to handle large user communities are certificate-
based public-key (CBPK) cryptosystems. Known alternatives include certificate-less
public-key (CLPK) cryptosystems, self-certified public-key (SCPK) cryptosystems,



and identity-based public-key (IBPK) cryptosystems®. This section compares these
options, selects IBPK cryptography (IBPKC) as the paradigm of choice for this dis-
sertation, and explains how IBPKC currently tackles the three specific challenges
which this dissertation deals with.

Comparison Criteria

When public-key cryptography (PKC) is used in large and distributed user commu-
nities, the following questions must be answered:

Q1 How are users distinguished ?

Q2 What public information is required for encryption and signature verification 7
Q3 What information is required for decryption and signing?

Q4 Which mechanisms are used to enforce revocation rules?

Q5 Which mechanisms are used to detect the compromise of private keys ?

Q6 Is key escrow* required ?

Q1 refers to the so-called naming problem of PKC. Q2 includes the issue of trust,
since the public information required for encryption and signature verification needs
to be trusted by its users. Q3 can be used to measure the amount of interaction
between users and authoritative entities of public-key cryptosystems. Q4 deals with
the issue of revocation, and Qb with the issue of stolen-key detection. Finally, Q6
aims at identifying the level of trust placed on authoritative entities of public-key
cryptosystems.

Overview of Cryptographic Paradigms

In the context of certificate-based public-key cryptography (CBPKC) [DH76, AL02],
each user selects a private-public key pair, and asks a trusted authority (TA) to certify
her (i.e. the user’s) public key. The TA assigns an identifier to the user and issues a
public-key certificate which binds this identifier with the user’s public key, for a given
time period. However, it is possible that a user’s public key is revoked before the

3SCPK and IBPK cryptosystems are two classes of implicitly-certified public-key cryptosystems.
(Cf. [MvOV97] pp.562-566.)

4Key escrow refers to the fact that a trusted authority maintains a copy of each user’s private
key.



aforementioned time period ends. Hence, the authenticated and up-to-date® public-
key certificate of an entity is needed in order to either encrypt information for that
user or verify signatures from that entity®.

In the framework of certificate-less public-key cryptography (CLPKC) [ARP03,
Gen03], the obtainment of up-to-date public certificates is not required. Instead, each
user selects a user-based partial private key, derives a public key (from this partial
private key and a chosen identifier), requests an up-to-date server-based partial private
key from a TA, and uses her two partial private keys to generate a (full) private
key. (The TA needs to know the identifier of a user in order to generate this user’s
server-based partial private key.) In order to encrypt a message to a user (or verify a
signature issued by this user), the encryptor (respectively the signature verifier) needs
to obtain this user’s public key (along with authentic system-level public parameters).
Assuming that both the user-based partial private key and the identifier of a user do
not change regularly, it follows that, in CLPX, decryptors and signers have to send
their public key once (to encryptors and signature verifiers), but must regularly obtain
their up-to-date server-based partial private keys.

It should be noted also that Gentry [Gen03] used the moniker certificate-based
cryptography to refer to a variant of CLPK cryptography (CLPKC). However, to
avoid confusion, we use the term CLPKC to refer to both Gentry’s variant and the
paradigm described in the above paragraph.

Another known paradigm is self-certified public-key cryptography (SCPKC) [Gir91].
In SCPK cryptosystems, users generate a private-public key pair and give the public
key to a TA who produces an up-to-date partial public key (using the user’s identi-
fier). This up-to-date partial public key is needed (along with authentic system-level
public parameters) in order to encrypt messages for this user and verify signatures
associated with this user. In particular, encryptors and signature verifiers recover this
user’s public key from the user’s identifier and the user’s partial public key.

Finally, identity-based (ID-based) public-key cryptosystems [Sha84, BF01] allows
public keys to be derived from user identifiers. Each user obtains, from a TA, her
private key, and this key is generated based on the user’s identifier. Moreover, en-
cryptors and signature verifiers can perform their respective task without obtaining
any up-to-date information from a TA. However, both of these tasks require the use
of authentic system-level public parameters, and each decryptor/signer must choose
one of the following options (if revocation is to be supported): either she binds her
identifier with a short time period, and must then regularly obtain an up-to-date

5The phrase up-to-date refers to the fact that public key certificates must be obtained along with
associated recent and detailed revocation information.

5This certificate is cryptographically signed by a TA whose public key is a system-level parameter
that must be obtained by encryptors and signature verifiers.



private key from a TA; or, she must cooperate with an online agent (known as a
SEcurity Mediator or SEM) to complete each decryption and signature process. The
first option requires encryptors and signature verifiers to concatenate user identifiers
with a short time period, and the second option [BDT02, BDTWO01, LQ03a] is trans-
parent to encryptors and signature verifiers. Moreover, SEMs cannot (on their own)
decrypt or sign on behalf of users. (For this reason, SEMs are said to be semi-trusted
agents.)

Comparison of Cryptographic Paradigms

None of the compared classes of cryptosystems provide a practical answer to Q1. In
other words, no general practical solution has been proposed for the Naming problem
of PKC. However, various solutions have been suggested for specific contexts (e.g.
states and companies), including the use of full civil names, email addresses, social
security numbers, IP addresses, etc.

With respect to Q2, there are two aspects to consider, namely the need of authentic
system-level public parameters, and the need of up-to-date user-specific information
for encryption and signature verification.

If all parties asking for authentic system-level public parameters can be quickly
reached by central entities, then the inquiring parties can be alerted when a change
occurs in system-wide parameters. For instance, encryptors and signature verifiers
could be required to give their email addresses to central entities the first time they
acquire system-level parameters. This information could then be used, when the afore-
mentioned parameters change, in order to alert the parameters-acquiring parties (e.g.
via email messages cryptographically signed by a trusted third party). The alert mes-
sages could also be formatted according to predefined rules, so that email applications
automatically interpret them, verify their validity, and replace revoked system-level
parameter with new ones (whenever these are provided). If, however, the aforemen-
tioned contact information cannot be easily gathered, then cryptographic paradigms
requiring authentic system-level parameters to be distributed are, in general, not
preferable to paradigms that do not feature such a requirement. This suggests that,
with respect to the distribution of authentic system-level parameters, CBPKC is,
in general, preferable to the other aforementioned paradigms. However, it can be
argued that, when public-key cryptosystems are used for secure intra-system com-
munications, encryptors and signature verifiers can be efficiently notified of changes
in system-level public parameters. Hence, all the paradigms herein studied feature
similar constraints (with regard to the system-level aspect of Q2), when they are
used to support secure communications in either one of the following scenarios: (1)
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intra-organizational communications’; and (2) inter-organizational communications
between members of organizations that trust one another®.

The other aspect of Q2 concerns the need of up-to-date user-specific information
for encryption and signature verification. With regards to this aspect, ID-based
cryptosystems are the most convenient to use since encryptors and signature verifiers
only need to obtain the identifier of each intended decryptor or claimed signer. CLPK
cryptosystems are also convenient, since up-to-date information is not required for
encryption and signature verification. Moreover, note that the management (creation,
storage, deployment, revocation, updating) of public-key certificates is cumbersome
for systems supporting large distributed user populations (cf. §2.1).

The issue of trust in public information available for encryption and signature
verification remains a challenge for all compared cryptographic frameworks. One
solution proposed for this problem is to use a mechanism whereby a TA representing
a group of users certifies that public-key certificates and publicly available system
parameters issued by another TA are reliable. (This process is called inter-domain
certification [Tur00].)

With respect to Q3 and Q4, it should be noted that SEMs can be used with
any of the compared paradigms. Moreover, we note that, when access to online
agents is possible at any time, SEMs are more space-efficient than solutions based on
private keys that are associated with (short) time periods. Indeed, the latter class of
solutions force users to safeguard all time-bound keys, in order to be able to decrypt
ciphertexts associated with past time periods. In fact, solutions based on short time
periods (i.e. solutions providing fast revocation of users’security privileges) generally
assume that users are able to obtain fresh (partial or full) private keys from online
entities. Certain classes of cryptosystems — called forward-secure cryptosystems —
agsume that time is divided into time periods, bind each private key to one time
period, and allow any user having a private key associated with a given time period to
generate a private key associated with any subsequent time period. However, forward
secure schemes do not address the issue of revocation of user privileges. Moreover,
the issuing of time-bound private keys by central trusted entities is computationally
intensive in large user communities. The use of multiple key-issuing TAs could reduce
this computational burden, but this poses a design challenge because the compromise
of one TA should not affect the confidentiality of private keys issued by other TAs.
Hence, the use of SEMs appears to be the most effective solution for fast revocation
of security privileges, when access to online services is guaranteed. (This assumption
is generally realistic, since even planes offer access to the Internet.)

7e.g. email communications between employees of country’s government and cell phone commu-
nications between parties having a common cell phone service provide.
8e.g. students of two universities that trust each other.
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Concerning Q5, known techniques for the detection of compromised keys [JvO99]
are applicable to all compared classes of cryptosystems. These techniques are based
on the concepts of synchronization and independence of secret keys. In order to issue
signatures and decrypt documents, users must interact with a trusted party, and have
pieces of information which are coherent with information kept by the trusted party.
Moreover, the synchronized (public and secret) information should not be derivable
from users’signing or decryption keys.

Finally, Q6 draws an important distinction between the compared paradigms. In-
deed, CBPK, CLPK, and SCPK cryptosystems do not require key escrow, while the
ID-based public-key cryptography (IBPKC) assumes the existence of a TA that gen-
erates each user’s decryption key. It should be noted that, since ID-based signatures
can be sent with accompanying information, it is possible (cf. [CZK03]) to design an
ID-based signature scheme whose key generation algorithm allows users to keep their
signing key secret from their TA, and yet obtain, from this TA, a proof that they have
the right to sign documents with specifiable public keys. Hence, IBPK cryptosystems
only require ID-based decryption keys to be escrowed (not ID-based signing keys).

Comparison Summary

This dissertation assumes the use of either one of the above revocation techniques to
support ID-based key revocation. Moreover, concerning Q5, known techniques for the
detection of compromised keys [JvO99] are applicable to CBPK, CLPK, and IBPK
cryptosystems.

As a summary (cf. Table 1.1), let us recall that ID-based cryptography provides a
convenient solution to one of the important challenges related to the use of cryptog-
raphy in large and distributed user communities. Moreover, it should be noted that
existing solutions related to the issues of trust, revocation, and detection of compro-
mised keys can be used for ID-based cryptosystems, as well as for the other classes of
cryptosystems. Furthermore, we note that any cryptographic signature can be sent
with accompanying information (such as the public-key certificate or the public key
of a signer). Hence, the benefits of ID-based signature are, in general, less compelling
than those of ID-based encryption. Noteworthy is the fact that ID-based encryption
requires decryption keys to be escrowed by a trusted authority. Therefore, a decisive
factor in the choice of public-key cryptosystem is the effect of decryption-key escrow
in specific applications. If decryption-key escrow is more important than convenience
of encryption and efficiency in the management of users’public-key certificates, then,
in large user communities, ID-based public-key encryption is not the best option
(certificate-less encryption is). If, on the other hand, the fact that decryption keys
are escrowed by a trusted entity is less important than the significant convenience
and efficiency gained by the use ID-based public-key encryption, then IBPKE is



CBPKC CLPKC SCPKC IBPKC
Naming Not Solved Not Solved Not Solved Not Solved
Encryption and Fresh User’s Pub. Key Fresh User’s User’s ID
Signature Verification | User’s Certificate and ID Partial Pub. Key Required
and ID Required Required and ID Required

Trust

Inter-Domain
Certification

Inter-Domain
Certification

Inter-Domain
Certification

Inter-Domain
Certification

Decryption and

Decryption and
Signing Keys

Partial
Decryption/Signing

Decryption and
Signing Keys

Decryption and
Signing Keys

Signing Required Keys Required Required Required
Online Mediation Online Mediation Online Mediation | Online Mediation
Revocation of Decryption of Decryption of Decryption of Decryption
Enforcement and Signature and Signature and Signature and Signature

Detection of

Online Mediation

Online Mediation

Online Mediation

Online Mediation

Compromised Key of Decryption of Decryption of Decryption of Decryption
and Signature and Signature and Signature and Signature
Escrow of
Key Escrow No Key Escrow No Key Escrow No Key Escrow Decryption Keys
Only

Table 1.1: Comparison of Known Cryptographic Paradigms.

the best option for applications targeting either intra-organizational electronic com-
munications or inter-organizational electronic communications between members of
organizations that trust one another.

It should be noted, however, that certain classes of ID-based signature schemes
might be significantly more interesting than specific classes of other (e.g. certificate-
based) signature schemes. This is the case for existing forward-secure signature
schemes [CHYC04]. Indeed, the known examples of these schemes can only be derived
from ID-based signature schemes.

Consequently, due to the benefits of ID-based cryptography concerning the creation,
management, and distribution of public keys and public-key certificates in large user
communities, this dissertation will investigate the use of IBPK cryptosystems. The
fact that decryption keys are escrowed by trusted authorities will therefore not be
considered more important than the aforementioned benefits of ID-based cryptogra-

phy.

Next, we review current ID-based cryptographic solutions to the following prob-
lems: key generation from non-repeatable information; encrypted message authenti-
cation; and hierarchical anonymous authentication.
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ID-Based Key Generation from Non-Repeatable Information

Sahai and Waters [SWO05] recently described the first ID-based encryption scheme in
which identities are viewed as sets of public features, these features are extracted from
non-repeatable information (e.g. biometric readings), and the extracted features are
used to generate private keys that support decryption. Sahai and Waters’ scheme
is a threshold attribute-based encryption (thABE) scheme, because each ciphertext
¢ encrypted for an identity w is associated with a threshold value d. Moreover,
decryptors must have keys associated with at least d elements of w, in order to decipher
c.

However, two limitations of Sahai and Waters’scheme are: (1) its high computa-
tional decryption cost (each decryption requires 2d expensive operations, where d is
the threshold value associated with a given ciphertext); and (2) its lack of flexibility
(no mechanism is provided whereby threshold values can be specified, by encryptors,
at encryption time, for an ad-hoc set of biometric features®).

Since the number of features used to identify human users is relatively large (e.g.
249 in the case of Daugman’s iris scanning algorithm [Dau04]) and evolves with both
time (i.e. research discoveries) and the type of devices used for biometric-based
authentication, it follows that a more efficient and flexible thABE scheme must be
designed for biometric-based authentication and access control applications.

IBPKC Support of Encrypted Message Authentication

Before presenting the state-of-the-art in ID-based cryptographic support of EMA, we
recall that this dissertation seeks solutions which are scalable to large user popula-
tions. In the case of biometric-based authentication and access control, the number
of independent biometric features whose combinations are used to identify human
users remains below 700 (15 in the case of Monrose et al.’s key-stroke-based algo-
rithm [MRLWO1], 46 in the case of Monrose et al.’s voice-based algorithm [MRW99],
249 in the case of Daugman’s iris-based algorithm [Dau04], and 648 in the case of
Jain et al.’s fingerprint-based method [JRPO1]). However, when ID-based private
keys are associated with users or nodes of networks (instead of biometric features),
then one is interested in designing schemes which scale to more than 10,000 users (for
a large university/corporation) or 10,000 IP addresses (in the case of a reasonably
large network). ID-based encryption (IBE) schemes which are suitable for this class
of populations are termed hierarchical IBE (HIBE) schemes, because they enable a
root private key generator (PKG) to delegate, to other (hierarchically-lower) PKGs,

9Threshold values and sets of biometric features could be automatically specified, at encryption
time, depending on the accuracy of the biometric reader and the associated environmental condition
(including light/noise exposure and humidity level in the reader’s room).
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the task of verifying users’identity, of generating a key for each of these users, and of
secretly sending these users their decryption/signing keys.

Cryptographic mechanisms which support encrypted message authentication form
a subclass of signcryption schemes. Signcryption schemes efficiently combine encryp-
tion and signature schemes. A signcryption scheme is essentially composed of a Key
Generation method, a Signcryption procedure (which combines signature and encryp-
tion), and an Unsigneryption algorithm (which combines decryption and signature
verification). Signcryption schemes can have various properties. One of these prop-
erties — termed public ciphertext authenticity (PCA) — enables third parties to verify,
without the help of intended recipients, whether: (1) any given signcrypted mes-
sage was unsignerypted and re-signcrypted; (2) any given signerypted message was
issued by a claimed user, without compromising the confidentiality of the signcrypted
message.

No hierarchical ID-based signcryption (HIBSC) scheme featuring public cipher-
text authenticity is known. Moreover, the only known HIBSC scheme has very high
computational requirements. For instance, its unsigncryption procedures requires
O(t) expensive operations, where ¢t is the hierarchical depth of an intended recipient.
Consequently, the design of an efficient HIBSC scheme with PCA is needed to support
EMA in large and distributed user communities.

- IBPKC Support of Hierarchical Anonymous Authentication

Recall that cryptographic schemes which have been specifically designed to support
authentication with revocable anonymity are called group signature schemes. A group
signature scheme allows each member of a given group to sign on behalf of the group
in such a way that only a designated group leader is able to identify the issuer of a
valid group signature.

Recall also that, for improved scalability to large hierarchies, and for increased
space and computational efficiency, a new group-signature-like primitive needs to be
defined in order to support HAA. Such a primitive would allow each leader of subgroup
(in a hierarchy of subgroups) to generate dynamically the secret parameters of her
hierarchical descendant subgroups. Moreover, such a primitive would allow third
parties to verify whether a given signature is associated with a claimed subgroup.

However, no such scheme is known (neither in the certificate-based cryptographic
framework nor in the context of ID-based cryptography).
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1.2 Dissertation’s Contributions

In order to answer our three fundamental questions and to address the aforementioned
limitations of current solutions, we describe, in this dissertation, a set of mechanisms
which use ID-based cryptography and scale to large user communities. Our contri-
butions are outlined in the following sections.

1.2.1 Threshold Attribute-Based Encryption

The first main contribution [NAMO05d, NAMO5a] of this dissertation is the design of
a provably secure!® threshold attribute-based encryption (thABE) scheme featuring
both constant-time decryption and a mechanism enabling encryptors to specify, at
encryption time, multiple attribute sets with their corresponding threshold values.

This encryption scheme includes a key generation algorithm which derives keys
from attributes that can be extracted from non-repeatable information. Thus, the
proposed thABE scheme can be used to support biometric-based access control,
when an algorithm is used to extract features from biometric readings (see, e.g.,
[MRLWO01, MRW99, Dau04, JRPO01]). Moreover, it should be noted that the pro-
posed thABE scheme has a fast decryption procedure. (In comparison with Sahai
and Waters’thABE scheme [SWO05], our thABE scheme reduces from 498 to 2 the
number of bilinear pairings [Jou00] used to decrypt a ciphertext that was encrypted
with the 249 biometric features of Daugman’s iris recognition algorithm.)

1.2.2 Hierarchical ID-based Signcryption with
Public Ciphertext Authenticity

This dissertation’s second main contribution [NAM04, NAMO05c, NMA04] is the de-
sign of a provably secure hierarchical ID-based signcryption (HIBSC) scheme featur-
ing both public ciphertext authenticity (PCA) and forward-security (FS). FS is the
property whereby the compromise of a sender’s signing key does not compromise the
confidentiality of messages signcrypted by this sender.

In order to design an efficient HIBSC with PCA and FS, the following compo-
nents are needed: first, one needs to describe an efficient hierarchical ID-based Key
Generation (HIBKG) procedure; second, one must devise an encryption/decryption
scheme and a signing/verifying scheme, from the HIBKG procedure; third, one needs

10The qualifier provably-secure refers to the fact that a given procedure is resistant to specific
attacks (typically presented in the form of a threat model). Therefore, the value of the terin provably
secure depends on the empirical suitability of the associated threat model.
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to design a mechanism enabling authentication of signcrypted messages by third par-
ties; fourth, one must describe a mechanism providing forward security; fifth, one
needs to combine the above mechanisms in an efficient way.

Boneh et al. [BBG05] recently proposed an efficient HIBE scheme, which was sub-
sequently used to design an efficient hierarchical ID-based signature (HIBS) scheme
[KMPRO5]. However, this dissertation presents a HIBE scheme and a HIBS scheme
which are derived from a proposed HIBKG algorithm. This algorithm was found inde-
pendently from Boneh and al.’s HIBKG algorithm (henceforth called BBG-HIBKG).

Benefits of Proposed HIBKG Algorithm

Benefits of the proposed HIBKG include its efficiency, and the fact that it yields
both an efficient forward-secure HIBE scheme and an efficient append-only signature
scheme.

e Computational Efficiency:

The proposed HIBKG algorithm is more efficient than BBG-HIBKG. More
specifically, it runs in constant time, and issues constant-size keys, while BBG-
HIBKG runs in O(4) steps and issues keys of size O(¢ — t), where £ and ¢ re-
spectively denote the maximal hierarchical depth of a user and the hierarchical
depth of an arbitrary user.

o Efficient Forward-Secure HIBE Scheme:

The computational efficiency of the proposed HIBKG algorithm yields an effi-
cient forward-secure HIBE scheme.

In a forward-secure encryption scheme, each decryption key is associated with
a time period, and keys must be evolved at the beginning of each time period.
This evolution process consists in using the key associated with the time period
in order to obtain the key associated with the following time period. When
a document is encrypted, the resulting ciphertext ¢ is associated with a time
period ?,, and decryptors must have a decryption key associated with a time
period preceding ¢,, in order to decipher c¢. The only known forward-secure
HIBE scheme (fsHIBE) scheme was suggested by Yao et al. [YFDL04]. When
the proposed HIBKG algorithm is used to obtain an encryption scheme (as
the proposed HIBE scheme), this HIBE scheme can be used to instantiate Yao
et al.’s fsSHIBE scheme. The resulting fsHIBE scheme is then more efficient
than a similar instantiation with Boneh et al.’s HIBE (BBG-HIBE) scheme,
especially when time periods are short. Indeed, one of the most frequent opera-
tions performed by decryptors, in a fSHIBE scheme, is key evolution. The cost
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of key evolution therefore has a direct impact both on the computational re-
quirements and the power consumption of decrypting engines. For instance, the
computational cost of key evolution in Yao et al.’s scheme is about twice that of
the underlying HIBE key generation algorithm. Since the computational cost of
BBG-HIBE key generation algorithm is linear in the maximal hierarchical depth
of users, while the cost of the proposed HIBKG algorithm is constant, it follows
that the proposed HIBKG algorithm allows to build portable fsHIBE decrypt-
ing devices whose power-autonomy is independent from user hierarchy of the
associated fsHIBE scheme. Moreover, the space available to store fSHIBE keys
may be constrained for some decrypting devices. With regards to this aspect,
recall that the proposed HIBKG algorithm issues constant-size keys. Thus, an
instantiation of Yao et al.’s scheme with the proposed HIBE scheme yields an
efficient scheme, suitable for resource-constrained devices (such as smartcards).

As demonstrated by Yao et al. [YFDLO04|, fsHIBE schemes can be used for
role-based access control applications [FSGT01], especially when the number of
hierarchically-structured roles is large. Moreover, fsHIBE schemes can be used
to build mechanisms which make restricted information quickly accessible to
large and distributed user communities, after a predetermined time [NAMO05c].

¢ Efficient Append-Only Signature Scheme:

The computational efficiency of the proposed HIBKG algorithm also yields an
efficient append-only signature (AOS) scheme.

The concept of AOS was recently introduced by Kiltz et al. [KMPRO05]. Given
an AOS signature on a message m,, any recipient of the OAS signature is only
able to compute an AOS signature on the concatenation m4||ms of m; with any
message me. As pointed out by Kiltz et al. [KMPRO05], HIBS schemes can be
efficiently transformed into AOS schemes. The efficiency of the resulting AOS
scheme heavily depends on the (space and computational) efficiency of the un-
derlying HIBS’s Key Generation algorithm. Moreover, the computational cost
of signature verification in the resulting AOS scheme is essentially the sum of
the costs of Signature and Verification in the underlying HIBS scheme. When
our proposed HIBS scheme is used to build an AOS scheme (henceforth referred
to as NewAOS), the resulting scheme issues constant-size AOS signatures, and
features both a constant time Append®! procedure and a constant-time verifica-
tion algorithm. This was impossible to achieve with an AOS scheme (henceforth
called BBG-OAS) derived from Boneh et al.’s HIBKG algorithm. Indeed, if d is

the number of appended messages associated with a given BBG-AOS signature,

1The Append procedure of an AOS scheme enables any user who receives an AOS signature on
message, to produce an AOS signature on the concatenation of this message with another one.
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then this AOS signature takes 2v/d + 1 space units (see Table 5.2). Moreover,
BBG-AOS’s Append procedure runs in vd + 3 steps, and BBG-AOS’s Verifi-
cation method takes a total of d + 2v/d + 1 steps including vd + 1 expensive
steps.

AOS schemes can be used to provide both path authentication in Internet
routing [KMPRO5], and resource delegation in privilege management systems
[KMPRO5]. Both applications would benefit from an AOS scheme with constant-
size signatures, constant-time Append procedure, and fast verification method
[KMPRO5]. However, the possibility of designing such a scheme has been an
open question [KMPRO05]. Consequently, our HIBKG algorithm contributes to
research in Internet routing and privilege management.

To summarize this section, let us recall that the second main contribution of
this dissertation is the design of a provably secure hierarchical ID-based signcryption
scheme with public ciphertext authenticity and forward security. This scheme is based
on a proposed efficient hierarchical ID-based key generation algorithm which yields (in
addition to the aforementioned signcryption scheme) both an efficient forward-secure
HIBE scheme and an efficient append-only signature scheme.

1.2.3 Hierarchical ID-based Group Signature with
Public Subgroup Identification

The third main contribution of this dissertation [NMAO6] is the design of a provably
secure hierarchical ID-based group signature (HIBGS) scheme with public subgroup
identification (PSI). PSI allows users of a HIBGS system to determine, given publicly
available information only, whether the presumed issuer of a given HIBGS signature
belongs to a particular subgroup (in a hierarchy of subgroups). Hence, HIBGS with
PSI offers a solution to the HAA problem.

Our proposed HIBGS scheme provides several security and efficiency benefits.
First, the scheme prevents subgroup members from being able to be impersonated
by their subgroup managers (unlike Boneh and Sacham’s group signature scheme
[BS04]). Second, the proposed scheme enables signers to reuse the same private key
to generate multiple group signatures. This improves on Chen et al.’s ID-based GS
scheme [CZKO03|, which requires the use of a different signing key for each signature
that is issued. Third, the HIBGS scheme features a signature verification procedure
whose computational cost is only logarithmic with respect to the number |GM| of
subgroups in a given hierarchy. This stands in contrast with Boneh and Franklin’s
anonymous authentication scheme with subset queries [BF99], whose signing and
signature verification costs grow linearly with respect to |GM|.
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Dissertation’s Outline

In this chapter, we have presented a motivation for our work, and have outlined
the contributions of this dissertation. Chapter 2 reviews past research on threshold
attribute-based encryption, hierarchical ID-based signcryption, and hierarchical ID-
based group signature. Chapter 3 presents our proposed thABE scheme. Chapter
4 describes our proposed HIBE and HIBS schemes, and two of its applications are
investigated in Chapter 5. Chapter 6 presents our proposed HIBSC scheme, and
Chapter 7 describes our HIBGS scheme. Finally, Chapter 8 concludes the dissertation.



Chapter 2

Background Research

The aim of this chapter is to review past research related to cryptography for large
user communities, threshold attribute-based encryption, hierarchical signcryption,
and hierarchical group signature.

2.1 Certificate-Based Cryptography

Most widely deployed public-key cryptosystems are certificate-based cryptosystems!.
Certificate-based public-key infrastructures (CPKIs) [AL02] typically require that the
authenticated and up-to-date public-key certificate of an entity be obtained in order
to encrypt information for that entity. However, maintaining high availability of up-
to-date public-key certificates in large and distributed user communities implies high
computational, bandwidth, storage, and possibly financial cost requirements?. These
certificates need to be generated and sent to many users. Moreover, the certificates
need to be frequently verified (since their validity depends on the revocation status
of the corresponding users.) When users are revoked, a mechanism needs to be set in
place for encryptors to be notified accordingly (this is typically done by having en-
cryptors inspect revocation data structures). Since certificates typically expire after
a given time, a procedure also needs to be established for old certificates to be void?,
and new certificates to be made available to encryptors, in a timely fashion. Even
the trust of public-key certificates’ validity is a challenging problem — especially when
encryptors do not have prior trust relationships with parties certifying the validity
of recipients’certificates. Consequently, the management of public-key certificates in

Wery few implementations of certificate-less and self-certified public-key cryptosystems are
known. These classes of cryptosystems shall therefore not be discussed further. See §1.1.3.

?Most reliable public-key certificates need to be bought.

3e.g. by checking expiry dates embedded in public-key certificates.

20
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CPKIs is cumbersome when these certificates are used to support secure communica-
tions in large and distributed user communities [Gut02].

2.2 Identity-Based Cryptography

Identity-based (ID-based) cryptography was originally suggested by Shamir [Sha84],
in 1984, as a method to avoid the exchange of public keys and the use of public-key
certificates in public key infrastructures. The idea is to derive public keys directly
from user identifiers, such as email addresses, telephone numbers, IP addresses, or
social insurance numbers. On the other hand, each identity-based private key is gen-
erated as a combination of a user public key and a system-level secret key that is kept
private by a central trusted authority. Thus, public keys can be derived from any
string and private keys must be securely generated and delivered to users by a central
authority (also known as the Private Key Generator or PKG). Since public keys can
be derived from random strings, one may embed the expiration time of a public key in
the corresponding string. Assuming that PKGs do not issue private keys correspond-
ing to expiration time which has passed, ID-based encryption scheme can therefore
easily support the automatic time-based revocation of private keys*. It should also
be noted that ID-based private keys can be generated just before decryption time.
When used, this features therefore allows to reduce the time exposure of ID-based
private keys. Such a benefit stands in contrast with certificated-based private keys
which must be generated before encryption time (in conjunction with their associated
public keys). An important area of research in ID-based cryptography is private key
revocation. In particular, one class of schemes enabling the revocation of decryp-
tion /signing privileges involves the use of online cryptographic agents called SEMs.
(This technique was introduced in Chapter 1 and will be discussed later, in greater
detail.) Another important issue is that of system-level parameter distributions: for
ID-based cryptosystems to be used, encryptors and signature verifiers must obtain
certified public parameters associated with their intended decryptors and claimed
signers. Since these parameters can be reused for all users associated with the PKGs
of aforementioned decryptors/signers, IBPKC requires reusable certified system-level
public parameters. These parameters can be certified using mechanisms used in ex-
isting certificated-based public key infrastructures [Tur00]. However, the certification
of system-level parameters may impede wide adoption of ID-based cryptosystems for
applications involving user groups having no trust relationships (such as companies

#Identifiers could also include other pieces of information such as large random numbers (also
known as nonces) and user privilege identifiers (e.g. the string “system Admin”). When a nonce is
used, users must obtain the corresponding decryption key after reception of the associated ciphertext,
and this key is only useful for this ciphertext. When a privilege identifier is used, the user must have
the corresponding privilege at the time of decryption.
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whose email-related ID-based system-level parameters are not (indirectly) certified
by a common trusted party).

Pairing-Based IBE

From 1984 to 2001, many identity-based cryptographic schemes were proposed (see,
e.g., [DQ86, Tan87, MY91, Coc01]). However, it was only in 2001 that Boneh and
Franklin [BFO01] proposed the first efficient identity-based encryption scheme, based
on bilinear pairings over Gap-Diffie-Hellman groups, which we define below. (Note,
nevertheless, that efficient ID-based signature schemes were described before 2001,
including, for instance, [GQ88] and [SOK00].)

Let G; and G5 be two Abelian groups [Lan93] of prime order g, where G, is written
additively and G, is written multiplicatively. Let Pél) € G3 be a generator of G;. A
bilinear pairing é is a map é : G; X G; — Gy such that é(aPél), bPo(l)) = é(Pél), Pél))“b
for all a,b € Z;. (bilinear pairings can be constructed using Weil pairings (cf. section
5 of [BF01]) and — more efficiently — using Tate pairings on elliptic curves [BKLS02,
BLS02, BLS01, Gal01, GHS02].) The map é is said to be an admissible pairing if it is
a non-degenerate (i.e. é does not send all pairs of points in Gy x G; to the identity in
Ga3), computable (i.e. é efficiently computes the image of any pair of points in G; xGy)
bilinear pairing. Let A be an attacker modelled as a probabilistic Turing machine
[Tur37]. The computational Diffie-Hellman (CDH) problem [BF01] is that in which
A is to compute abPo(l), given (Gy,q, Po(l), aPo(l), bPo(l)) and a security parameter k,
where a,b € Z; are unknown. The success (or advantage) of A is then defined as Pr[A
computes a,bPél)]. The decisional Diffie-Hellman (DDH) problem [BFO01] is that in
which A is to guess whether cPél) = abPél), given (G, ¢, Pél), aPél), bPél), cPél)) and
a security parameter k, where a,b, ¢ € Z; are unknown. The success (or advantage)
of A is then defined as Pr{4 makes a right guess that cPél) = abPél)]. Gy is called a
Gap-Diffie-Hellman group if the CDH is intractable in G4, but the the DDH can be
solved in polynomial time in G;. The bilinear Diffie-Hellman (BDH) problem [BF01]
is that in which A is to compute é(Po(l), Po(l))“bc given a security parameter k, the
tuple (Gy,gq, Pél),aPél),bPél),cPél)) where a,b,c € Z; are unknown, and given the
fact that the CDH problem cannot be solved in polynomial time with non-negligible
advantage in both G; and Go. The success (or advantage) of A is then defined as
Pr[A outputs é(Pél), Pél))“bc].

Boneh and Franklin’s encryption scheme [BF01] has been summarized as follows
[ARPO3]:
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e Setup: given a security parameter k, the PKG chooses groups G; and G2 of
prime order ¢ > 2k, a generator Pél) of G;, a master key s € Z; and the
associated public key P = sPM. The plaintext space is M = {0,1}" for
a fixed n, while C = G} x {0,1}" is the ciphertext space. Hash functions
Hy : {0,1}* — G} and H, : G2 — {0,1}" are also chosen. The systems public
parameters are params = (Gq, G», é,n, Pél), Poup, H1, Ha).

e Keygen: given an identity ID € {0,1}*, the PKG computes Q;p = H1(ID) €
Gy and dip = sQp € G that is given to the user as a private key.

e Encrypt: to encrypt a message m € M, the sender uses the recipients public
identifier Q;p = Hi(ID) € G; as follows:

1. she picks a random r € Z;

2. she computes grp = é(Qrp, Ppus) € Go.

The ciphertext ¢ = (rP{" m & Ha(gjp)) is sent to the receiver.

e Decrypt: given a ciphertext ¢ = (U, V), the receiver uses her private key djp
to decrypt by computing m =V @ Hz(é(d;p, U)).

The correctness of the scheme (i.e. the fact the decryption algorithm is inverse of
the encryption algorithm) is achieved since U == rPél) and

&(dip,U) = é(sQup,7P") = &(Q1p, Pru)” = G-

Since its inception, much research has been conducted to investigate applications
and extensions of the first efficient identity-based cryptographic scheme due to Boneh
and Franklin [BF01]. (See for instance [SOK00, Sma03b, CC03, Hes02, CHM*02,
CHSS02, Sma03a, Boy03, LQ03a, LQ04, BZ04, GS02, Y. 02, CZK03] for specific
schemes, and [DBS04, Gag03, Pat02, PP03] for surveys on ID-based and pairing-
based cryptography.)

Mediated IBE

One extension of Boneh and Franklin’s schemes is the mediated ID-based encryp-
tion scheme of Libert and Quisquater [LQO03a]. This scheme has a related signature
scheme. Introduced by Boneh et al. [BDTWO01], mediated cryptography is predicated
on the idea that each user’s private key can be split into two random shares, one of
which is given to the user and the other to an online entity called a security media-
tor (SEM). Thus, any decryption or signature must be performed as a cooperation



24

IIXC:S> ) a _@

Figure 2.1: The SEM Model. The decryption of a ciphertext ¢ derived from a message
m is performed as follows: the decryptor sends ¢ to her SEM; the SEM partially
decrypts ¢ into m’ and sends m’ back to the decryptor; the decryptor completes the
decryption of m’ and obtains m.

between a user and her associated SEM (cf. Figure 2.1). Moreover, SEMs are typi-
cally associated with a small number of local users and can be instantly instructed to
revoke any of their associated users’decryption or signature privileges. Consequently,
the SEM architecture allows fine-grained and fast® revocation of user security capa-
bilities. Moreover, this architecture allows a system’s PKG to delegate its decryption-
and signature-related duties to the SEMs. Furthermore, the schemes of Libert and
Quisquater allow SEMs to be semi-trusted entities, in the sense that their compro-
mise only affects the users associated with them®. Recently, Back and Zheng [BZ04]
have improved the encryption scheme of Libert and Quisquater [LQ03a] by making
it secure against insider chosen ciphertext attacks. More precisely, the newer scheme
ensures that the compromise of a user’s private key share does not compromise the
confidentiality of plaintexts encrypted for that user, provided the associated SEM’s
private key share is not compromised. However, one limitation of the above mediated
schemes is their inefficiency at handling hierarchically structured user communities.
Indeed, the schemes do not (and are not meant to) provide mechanisms for SEMs to
generate the private key shares of other (children) SEMs. Consequently, the PKG of
a SEM architecture must generate the private key shares of all SEMs. This necessity
imposes both a high computational burden on the PKG and a high communication
cost between the PKG and the SEMs. Therefore, it would be desirable to have a
mediated encryption scheme which enables a root PKG to generate the private key
shares of a limited number of SEMs who, in turn, generate the private key shares
of other SEMs, and so on. Such a scheme would efficiently handle hierarchically

5Note that, by fast revocation, we mean revocation without delay after an authoritative entity
becomes aware that privileges must be revoked. By way of comparison, note that technologies
such as Certificate Revocation Lists and their variants (e.g. delta-CRLs) [Koc98, MAM*99] do not
provide such an fast revocation of user security capabilities.

8This is in contrast with the RSA-based identity-based mediated scheme of Boneh et al. [BDT04],
whose security completely breaks down when a SEM is compromised. The break down is due to
the fact that a SEM compromise reveals a complete user public-private RSA key pair, which, in
conjunction with a system-wide RSA modulus, allows to compute the factors of the system-wide
RSA modulus, and therefore any other user’s private key, from the other user’s public key.
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structured user communities.

Threshold IBE

The concept of threshold secret sharing was introduced by Shamir [Sha79, Bla79],
in 1979. Secret sharing refers to the distribution of secret information shares to a
group of entities, in such a way that a pre-determined number of secret shares is
required for the corresponding distributed secret to be reconstructed. Secret sharing
has given birth to many cryptographic schemes which use this concept to distribute
decryption or signing keys among cryptographic servers, in such a way that a quorum
of servers must cooperate in order to complete decryption or signing procedures. This
allows one to increase the reliability and security of electronic systems which process
confidential information [Ped92, Des94, Des97, CG99, LP01, Sim88, SM95].

Shamir’s secret sharing scheme works as follows”. Let G; be an Abelian additive
group and s € Gy be some secret element. In order to share s among a group
{SER;}?, of n > 2 servers in such a ways that ¢ > 2 of them is required for s
to be recovered, define first the polynomial Fy(u) = s 4+ 3o} ;u’, where each r; is
picked uniformly at random in G,. Then, give S; = F,(i) to SER,, as a secret share
(¢=1,---,n). Now, let ® C {1,--- ,n} such that |®| > ¢t. Then {SER;},co forms a
quorum of servers. Thus, to recover s this quorum can jointly compute s = >, 4 c2.S;,
where c?, = [ico ?—__—Jl is the called the general Lagrange coefficient of the set ®.

It is interesting to note that mediated cryptography is in fact a special case of
threshold cryptography. In a (v, )-threshold decryption scheme, any decryptor must
interact with v — 1 out of 5 — 1 other decryption entities, instead of only one se-
curity mediator. Hence, a mediated scheme is a (2, 2)-threshold scheme. Baek and
Zheng [BZ04] recently described the first pairing-based identity-based threshold en-
cryption/decryption scheme offering semantic security against adaptive chosen ci-
phertext attacks, in the random oracle model, assuming the difficulty of the bilinear
Diffie-Hellman problem. However, the scheme is not (designed to be) suitable for
the hierarchical setting (as the above mediated scheme, which is in fact derived from
it). More precisely, no procedure is described for decryption servers to compute the

private keys of other (children) decryption servers.

"Note that in Shamir’s original secret sharing scheme, the coefficients of F(u) belong to the reals.
Hence, the version which is presented here is a variant of Shamir’s original scheme.
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2.3 Cryptography for Large User Communities

As mentioned earlier, certificate-based PKlIs are cumbersome when used to support
user-based® encryption and signature in large distributed user communities (such as
university or corporate networks consisting of more than 10,000 users). However,
two main classes of certificate-based cryptographic solutions have been suggested to
support encryption in large user communities. These two classes of solutions sup-
port control on objects which can be accessed by multiple users having sufficient
security privileges. Consequently, these solutions are not suitable for user-based en-
cryption since they compromise user-privacy. The first class of solutions consists of
using trusted cryptographic agents known as key-release agents (KRAs), in order to
support object-based access controlled decryption. The second approach consists of
associating users with hierarchically-structured sets, and of describing mechanisms
enabling users to decrypt ciphertexts intended for selected sets, based on the secu-
rity privileges of these users. Both classes of solution are reviewed next, followed by
a review of ID-based cryptographic solutions facilitating user-based encryption and
signature in large user communities.

Key Release Agents

The KRA scheme [FW94] works as follows. Let A be an encryptor and B be an
intended decryptor associated with a KRA denoted by K. To encrypt a message m,
A generates a random symmetric key k, encrypts m with k (thereby obtaining ¢,,),
encrypts k with the public key of K (thereby obtaining cx), and sends a data struc-
ture ¢ = (¢, ¢k, ) to a public repository or a recipient B (where 7 is the identifier list
of privileges required to access m). Then, B picks ¢, contacts K, Kp verifies that B
currently has r, and, if so, decrypts cx, and sends k to B who uses the random key
to decrypt ¢,,- The KRA scheme is flexible with respect to access control models. In
particular, this scheme works for time-based and group-based access control (depend-
ing on the types of privileges included in the encryption data structures). Moreover,
the KRA scheme can be used with certificate-based public-key cryptography as well
as ID-based cryptography. Note, however, that the KRA scheme assumes that key
release agents be fully trusted entities which never divulge (or lose control of) their
private keys, and which can decrypt all ciphertexts intended for their associated users.
Hence, the KRA scheme compromises user privacy, and encourages system designers
to limit the number of users associated with each KRA (in order to limit the effect
of KRA compromise). Thus, when utilized for user-based encryption-based access

8By user-based encryption, it is hereby meant encryption to individual users (as opposed, e.g., to
encryption to sets of users). Likewise, user-based signature refers to signature on behalf of individual
users.
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control, the KRA scheme is not scalable to large and distributed user communities.
However, the KRA scheme is suitable (and was actually suggested) for object-based
access controlled decryption.

Hierarchical Certificate-based Schemes

The second class of certificate-based public-key encryption schemes proposed for
object-based access control, in large user communities, are meant to support (variants
of ) role-based access control (RBAC).

Role-Based Access Control [FSG'01] is a methodology to manage the access
to resources of a system. Efficiency in the management of user security privileges is
achieved, in RBAC, by grouping users who have identical privileges in classes called
roles. Roles can be organized in a hierarchy, and may be activated and deactivated.
Thus, access privileges can be given only when required, and it is possible to require
that users deactivate certain security privileges before exercising others.

A detailed review of these schemes are presented in Appendix A. As a summary,
we simply note that some of these schemes use algebraic techniques, while others
(significantly more efficient than the former ones) use one-way hash functions.

Hierarchical ID-based Cryptography

Within the framework of ID-based cryptography, the class of schemes which have
been suggested to support user-based access control, in large and distributed user
populations, are called hierarchical ID-based cryptographic schemes.

The concept of hierarchical ID-based cryptography (HIBC) was suggested by Hor-
witz and Lynn [HLO02], shortly after the description of Boneh and Franklin’s IBE
scheme. HIBC schemes provide a method for a central trusted authority to delegate
the computation and delivery of user decryption keys to lower-level authorities. More
precisely, a root PKG generates a unique secret key for each of its children PKG's, who
in turn follow the same procedure to generate a unique secret key for each of their
children PKGs, and so on. Such a procedure allows any PKG to decrypt ciphertexts
addressed to the users associated with any of its descendant PKGs. Moreover, only
the top-level (system) parameters of a hierarchy are needed for encryption. Conse-
quently, the scheme is scalable to large and distributed structured communities of
users.

Horwitz and Lynn [HLO2] described the first hierarchical ID-based encryption
scheme: a 2-level scheme allowing a sufficient number of 2"%level users to collude
in order to compute the secret key of their 1%-level PKG. (Recall that, in HIBE,
PKGs should be able to generate the keys of their descendants only). The first HIBE
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scheme (henceforth called GS-HIBE) with total collusion resistance on a polynomi-
ally bounded number of levels was introduced by Gentry and Silverberg [GS02], in
2002. GS-HIBE's security was proven in the random oracle model. Boneh and Boyen
[BB04] recently presented a HIBE scheme (henceforth called BB-HIBE) whose secu-
rity is shown in the standard model [BR93]. Both GS-HIBE and BB-HIBE exhibit
ciphertext lengths and decryption times which grow linearly in the depth of cipher-
text recipients in the underlying hierarchies. Moreover, these two schemes feature
key generation times which grow linearly in the hierarchical depth of users. In a very
recent independent work, Boneh et al. [BBGO5] presented a HIBE scheme (hence-
forth called BBG-HIBE) with constant size ciphertexts and constant decryption time.
One feature of BBG-HIBE is that its key generation computational cost is linear with
respect to the hierarchical depth of users. Moreover, the length of BBG-HIBE’s keys
is linear in the depth of the underlying hierarchy®. Boneh et al. [BBG05] also pre-
sented a scheme whose key length is sublinear in the hierarchical depth of its user, but
this scheme does not yield constant size ciphertexts. Gentry and Silverberg [GS02]
and Chow et al. [CHYC04] described HIBS schemes, but the signature length and
the computational cost of signature verification in these schemes grow linearly with
respect to the hierarchical depth of signers. Hence these HIBS schemes are not com-
putationally efficient.

In this section, we have presented an overview of past research on the use of
(certificate-based and ID-based) public-key cryptography in large and distributed
user communities. §2.4 reviews background research on threshold attribute-based
encryption.

2.4 Threshold Attribute-Based Encryption

Since the first threshold attribute-based encryption scheme was only recently sug-
gested [SWO05], our literature review on thABE will be short.

Threshold Attribute-Based Encryption

Sahai and Waters [SWO05] recently introduced the first threshold attribute-based en-
cryption scheme. thABE schemes view identities as sets of descriptive attributes. Let
w be such a set, d be a threshold value, and ¢ be a ciphertext intended for w. Let
also w’ be the identity of a user U. Then, U must have decryption keys associated
with a d-element subset of w in order decrypt c. (In other words, |w Nw'| > d must

9More precisely, BBG-HIBE’s key length decreases linearly in the depth of the underlying
hierarchy.
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be satisfied in order for U to decrypt c¢.) Thus, if attributes represent biometric fea-
tures, thABE can be used to support biometric-based access control (as explained in
Chapter 1).

Fuzzy IBE

thABE schemes form a subclass of fuzzy ID-based encryption (FIBE) schemes [SW05].
As thABE schemes, FIBE schemes view identities as sets of descriptive attributes,
and use attributes to encrypt messages. More precisely, a user U with identity w’
is able to decrypt a ciphertext encrypted with identity w if and only if w and '
are within a certain distance from each other, as stipulated by a specifiable metric.
One such metric is the set-overlap distance, which forces each decryptor of any given
ciphertext ¢ to have keys corresponding to a sufficiently large subset of the identity
used to obtain c. When a FIBE scheme uses the set-overlap distance, then this scheme
is called a threshold attributed-based encryption (thABE) scheme.

Comparison with Threshold IBE

thABE schemes distinguish themselves from threshold IBE (thIBE) schemes [BZ04,
BDT02, LQ03a], by the following two features: first, thIBE schemes view each identity
as one string (instead of a set of attribute strings); second, thIBE schemes require
one decryptor to interact with a threshold number of servers in order to complete
decryption procedures (such a network interaction is not needed in the case of thABE).

Collusion Resistance

Noteworthy is the fact that thABE schemes should resist collusion attacks whereby
users having various attribute keys attempt to pool their keys in order to decrypt
ciphertexts which none of them could decrypt on her own. This means that private
attribute keys should be “personalized” while public attribute keys should not be tied
with users, so that thABE schemes be scalable to large user populations.

Yao et al. [YFDLO04] proposed a collusion-resistant ID-based encryption scheme
which encrypts to multiple hierarchical identities, but this scheme is computationally
expensive (the number of pairings in the decryption procedure grows linearly with
the number of hierarchical identities used to encrypt a message.)

Other Work on Biometric-based Access Control

Much research dealing with the use of biometrics to derive cryptographic secret keys
has also been conducted [Boy04, DRS04, JW99, MRL+02, MRLW01, MRW99]. In
these systems, as pointed out by Sahai and Waters [SWO05], the capture of one’s
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biometric reading enables full impersonation of the corresponding person. On the
contrary, FIBE allow biometric measurements to be public, without compromising the
confidentiality of ciphertexts associated with the corresponding biometric features. In
fact, identities used to encrypt messages are also made public to chosen encryptors.

2.5 Encrypted Message Authentication

This section reviews past research related to encrypted message authentication.

Signcryption with Public Ciphertext Authenticity

Recall that Signcryption [Zhe97] (see also [RBBKO1]) is the process whereby a given
message is both encrypted and digitally signed in one logical step, in order to pro-
vide message confidentiality, signer authentication, and signature non-repudiation!®
at the same time. Signcryption schemes should produce ciphertexts (henceforth re-
ferred to as signcryptexts) whose length is comparable to the ciphertext size of the
underlying encryption algorithms. Moreover, the computational cost of signcryption
should be lower than the added costs of the underlying signature and encryption
procedures. In terms of security [Boy03], signcryption schemes should be semanti-
cally secure (for confidentiality) and existentially unforgeable (for authentication and
non-repudiation).

Another desirable property of signeryption schemes is public ciphertezt authentic-
ity [CYHCO03, GLZ99]. This feature enables third parties to ascertain, without the
help of any intended recipient, both the identity of any given signcryptext sender
and the validity of this signcryptext (i.e. the fact that the signcrypted message was
validly signed and ciphered by the same party.) Thus, public ciphertext authenticity
(PCA) enables public verification of signatures without compromise of the confiden-
tiality of signcrypted messages. Such a feature is useful for applications in which valid
signcrypted messages must be either routed from one point to another, stopped (e.g.
by a firewall), or distinguished from fake signcryptexts. For instance, PCA is useful
when electronic mail (email) needs to be confidentiality-protected and communica-
tion systems need to combat denial-of-service (DoS) attacks whereby mail routers are
flooded with fake signcryptexts. Likewise, PCA is useful in applications which store
signcryptexts on public file servers. Indeed, these servers could be flooded with fake
signcryptexts, and this could cause significant delays (and confusion) in the retrieval
of protected (i.e. signcrypted) valid information.

10Gignature non-repudiation is the property whereby the identity of a signer cannot be denied,
given a valid signature and publicly available cryptosystem parameters.
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Signcryption with Forward Security

Another desirable property of signcryption schemes is forward-security (FS). This fea-
ture prevents the theft of any user’s private key from compromising the confidentiality
of signcrypted messages issued by this user.

Benefits of Hierarchical ID-based Signcryption

Chapter 6 is concerned with hierarchical ID-based signcryption, because of the con-
venience of use which ID-based schemes provide, and because of the scalability that
hierarchical (ID-based) schemes offer.

Certificate-Based and ID-based Signcryption

The concept of public-key signcryption was introduced by Zheng [Zhe97], in 1997. The
motivation is to perform both signature and encryption in a single logical procedure,
in order to obtain message confidentiality, signer authentication and signature non-
repudiation, more efficiently than by first signing a message, and by then encrypting
the resulting signature. Various efficient signeryption schemes were first proposed
[Zhe98, ZI98, SZ00, Zhe01, YLO1}, none of which were ID-based ones.

Combining a variant of Hess’s ID-based signature scheme [Hes02], and a simplified
version of Boneh and Franklin IBE scheme [BF01}], Malone-Lee [ML02] described the
first ID-based signcryption scheme. The resulting scheme is not, however, seman-
tically secure, since signcrypted messages do not hide the signature of the original
message. Nalla and Reddy [NRO3] then suggested a signeryption scheme which does
not allow parties other than an intended recipient to verify the validity of the signature
associated with each signcrypted message. In other words, Nalla and Reddy’s sign-
cryption scheme does not have the so called public ciphertext authenticity property
(CYHCO3]. Recently, Libert and Quisquater authored various signcryption schemes
[LQO3b] which do not simultaneously provide public ciphertext authenticity and a
property called forward security. Chow et al. [CYHCO03] presented an ID-based sign-
cryption scheme featuring both forward-security and public ciphertext authenticity
(see also [MB04]).

Currently, the most security-feature-rich ID-based signcryption scheme is due to
Boyen [Boy03]!!. This scheme provably and simultaneously provides message con-
fidentiality (semantic security with respect to adaptive chosen ciphertext attacks),
signature non-repudiation (existential unforgeability with respect to adaptive chosen
message attacks), ciphertext anonymity, and public verifiability (i.e. the ability for a

More precisely this scheme can be directly derived from Boyen’s multipurpose ID-based
signature-encryption scheme [Boy03].
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third party to determine, with the help of signcryptext intended recipient, whether a
given signcrypted message provides a valid signature of a given message.) However,
Boyen’s scheme [Boy03] does not provide public ciphertext authenticity.

Note also that all the above (ID-based) signcryption schemes are not suitable for
hierarchical settings or for very large user communities. The only known hierarchical
ID-based signcryption scheme is due to Chow et al. [CYHY04]. However, this scheme
does not provide PCA. Moreover, Chow et al.’s scheme [CYHY04] inherits efficiency
limitations of Gentry and Silverberg’s hierarchical ID-based encryption and signature
schemes [GS02]. In particular, the length of signcrypted messages is the sum of
the hierarchical depths of its signer and its intended recipient. Libert and Quisquater
[LQO4] also suggested a signcryption scheme which combines ID-based and certificate-
based cryptography in order to handle large communities of users forming multiple
groups (domains). However, this hybrid scheme has the following limitations: first,
it requires each signcryptext to include a public-key certificate associated with its
sender’s PKG - thereby inducing higher space requirements and forcing signcryptext
recipients to verify the validity of each sender PKG’s public-key certificate; second, it
does not handle hierarchical key generation (i.e. the ability of PKGs to delegate, to
other (hierarchically lower) PKGs, the task of user key generation). Consequently, the
hybrid scheme is not suitable for hierarchically-structured or large distributed user
communities. As a summary, we have seen that no efficient hierarchical ID-based
signcryption (HIBSC) is known and the only known HIBSC does not provide public
ciphertext authenticity.

2.6 Hierarchical Group Signature

The aim of this section is to review past research related to hierarchical group signa-
ture.

Group Signature

Group signature (GS) schemes are cryptographic primitives enabling each member of
a given group to sign on behalf of the group, in such a way that only a designated
group leader is able to identify the issuer of any given valid group signature.

Since the introduction of group signatures by Chaum and van Heijst [CvH91],
many group signature schemes have been suggested [CP94, CS97, Pet97, Cam97,
TJ98, AT99, Pop00]. Most of these schemes, however, are inefficient for large groups,
due to the fact that their group public key size and group signature length linearly
increase with the size of groups. Camenish and Stadler [CS97] introduced the first
efficient group signature scheme whose group public key size and group signature
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length are constant. The state-of-the-art group signature scheme is the provably
coalition-resistant secure scheme described by Ateniese et al. [ACJT00]. Recently,
Bellare et al. [BMWO03] established two properties which imply all known reasonable
security features that a group signature scheme can be expected to have. These
properties (full-anonymity and full-traceability) were then used to prove the security
of subsequent schemes, including the VLR scheme of Boneh and Shacham [BS04].

ID-based Group Signature

Park et al. [PKW97] proposed the first ID-based group signature scheme. This
scheme — whose insecurity was shown by Mao and Lim [ML98] — was inefficient for
large groups (due to the same reasons as those described above for non ID-based
group signature schemes). Tseng and Jan [TJ98] presented an alternative ID-based
group signature scheme, but its signatures were shown to be forgeable [JKL99], and
the scheme was proved not to be coalition-resistant [Joy99]. It was also suggested,
by Castellucia [Cas02], to use random identifiers to generate group member public
keys in ID-based group signature schemes. This is however not appropriate, since
group leaders (which are instantiated by PKGSs) can then misattribute valid group
signatures in order to frame honest group members. In fact, apart from [CZK03], all
the proposed ID-based group signature schemes suffer from this weakness.

Hierarchical Group Signature

Hierarchical group signature (HGS) schemes generalize their GS counterparts by deal-
ing with hierarchically structured groups (i.e. groups whose subgroups are hierar-
chically structured). The precise security requirements of HGS schemes are being
defined, and this is therefore a focus of Chapter 7. However, HGS schemes always
assume the existence of an underlying rooted hierarchy of subgroup leaders, each
of which manages a set of signers. One class of HGS schemes (henceforth called
HGS-Class-1) deals with cases in which group signatures completely hide the inter-
nal hierarchical structure of a given group. In these cases, the challenge is to enable
signers to issue signatures on behalf of the whole group, and to provide a mechanism
whereby, given a valid group signature o, each subgroup leader is only able to identify
either which of its subgroup members issued o, or which of its subgroup members
(indirectly) leads the subgroup of ¢’s issuer. A second class of HGS schemes (hence-
forth called HGS schemes with public subgroup identification (PSI)) deals with cases
in which the group structure of a given group is public'?, but the identity of each

2By public group structure, it is hereby meant that both the identity of all subgroup leaders and
the structural relationship between these leaders are available to signature verifiers. The identity of
signers is not known by verifiers.
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member of each subgroup remains undisclosed. In those cases, the design goal is
to enable signers to sign on behalf of their subgroup, and to provide a mechanism
whereby the leader of any given subgroup is the only party able to identify the issuer
of any valid group signature issued on behalf of the given subgroup. In other words,
HGS schemes with PSI support HAA.

HGS and Related Primitives

Trolin and Wickstrom [TWO05] recently presented the first formal treatment of hier-
archical group signatures. Their work focuses on what we refer to as HGS-Class-1
group signature schemes. Trolin and Wickstrom describe a provably secure HGS-
Class-1 scheme, but the scheme is suboptimal (for reasonable security parameters,
producing group signature requires a few hundred exponentiations). Group signatures
for hierarchical multigroups had already been considered by Kim et al. [KPW97], but
the scalability of Kim et al.’s scheme is hampered by the fact that both group man-
agers and signers must register in one central authoritative party before signers are
able to issue group signatures. Moreover, Kim et al.’s scheme does not feature a hi-
erarchical identification procedure for group managers, which makes the scheme non
adequate for HAA applications. Anonymous authentication schemes were presented
by Kilian and Petrank [KP98], featuring identity escrow (i.e. a designated party is
able, under special circumstances, to identity the issuer of anonymous authenticating
tokens). However, these schemes do not provide hierarchical delegation of secret key
generation (as HGS schemes do). Anonymous authentication schemes with subset
queries were also proposed (cf. [CDS94, SCPY94, FFS88]). These schemes enable
an authenticating party to determine whether the issuer of a given authenticating
token belongs to a subset of the system users. Such a subset may be the subset of
another one — thereby yielding a hierarchical setting. However, [CDS94], [SCPY94],
and [FFS88] do not provide identity escrow. Boneh and Franklin [BF99] presented
the first anonymous authentication scheme with subset queries, identity escrow, and
signer revocation capability. However, the work required by provers (e.g. signers)
and verifiers, in this scheme, is linear with respect to the number of subsets. This
is suboptimal. For instance, when subsets are structured as a rooted tree, the work
required by provers may be expected to be constant, and the work required by veri-
fiers to be linear with respect to the depth of a specific subset (i.e. logarithmic in the
total number of subsets). This is what our proposed HIBGS scheme achieves.
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Chapter’s Summary

In this chapter, we have reviewed past research related to the use of efficient ID-based
cryptography in large user communities. In particular, we have reviewed work on
threshold attribute-based encryption, hierarchical ID-based encryption and signature,
hierarchical ID-based signcryption, and hierarchical group signature. In the next
chapter, we present our first main contribution, namely the design of a provably
secure threshold attribute-based encryption scheme, as a solution to the problem of
generating efliciently-usable decryption keys from non-repeatable information.



Chapter 3

Threshold Attribute-Based
Encryption

This chapter explains how to generate efficiently-usable! decryption keys based on
selected attributes that are extracted from non-repeatable information. In order to
do so, we describe an efficient threshold attribute-based encryption (thABE) scheme.

thABE was recently proposed to support biometric-based access control (BBAC).
However, the key generation algorithm of any thABE scheme can be used to build
signature schemes which support biometric-based authentication (cf. Chapter 1).
Practical biometric-based applications impose the following constraints on the de-
sign of thABE schemes: first, the private keys of a suitable thABE scheme must be
efficiently usable for decryption; second, this scheme must prevent colluding users
from being able to decrypt ciphertexts which none of them could decrypt; third, the
designed scheme must provide a mechanism whereby encryptors can, at encryption
time, specify multiple sets of attributes with their corresponding threshold values.

Note that similar constraints could be formulated for signature schemes associated
with the key generation algorithm of any thABE scheme. However, the topic of
threshold attribute-based signature schemes is left for future research.

To the best of our knowledge, no thABE scheme is known that simultaneously
satisfies the aforementioned requirements. This chapter describes an efficient and
collusion-resistant thABE scheme featuring dynamically-specifiable threshold values.
The proposed scheme is proven secure in the random oracle model, and its efficiency
and flexibility are compared with Sahai and Waters’ thABE scheme.

1Recall that efficiently-usable decryption keys refer to keys which can be used to decrypt
efficiently.

36
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3.1 Introduction

Cryptography has long been suggested as a method to support information access con-
trol. The idea is to encrypt confidential documents according to sets of attributes, and
to give the corresponding attribute decryption keys to users who have the correspond-
ing attributes. Thus, it is expected that only authorized users can cryptographically
access (decrypt) protected documents. In the following section, we present issues
which must be addressed when cryptography is used to support biometric-based ac-
cess control (BBAC).

Practical BBAC Constraints

In BBAC, one’s biometric identity is often composed of multiple sets of attributes.
This is true for iris scans [Dau04] and fingerprints [JRP01]. Moreover, the total num-
ber of attributes used to represent biometric identities is often relatively large. For
instance, Daugman’s iris recognition algorithm features 249 degrees of freedom (i.e.
independent characteristics) [Dau04]. Likewise, Jain et al.’s fingerprint scanning al-
gorithm [JRPO1] extracts 648 features. Consequently, practical cryptographic BBAC
applications call for the use of algorithms which enable users to encrypt confidential
documents with respect to multiple and varying sets of attributes.

Moreover, the devices used to read biometric features have varying degrees of
accuracy (cf. §4.3 of [SWO05]). Hence, encryption based on biometric features is
associated with a degree of accuracy which is determined at the time of biometric
reading. Consequently, practical cryptographic BBAC applications call for the use
of mechanisms which enable encryptors to specify a degree of accuracy at encryption
time.

Threshold Attribute-Based Encryption

Recently introduced by Sahai and Waters [SWO05], threshold attribute-based encryp-
tion (thABE) has been suggested as a cryptographic primitive suitable for both BBAC
and RBAC. More precisely, let d be a threshold value, and ¢ be a ciphertext intended
for an identity w (where w is a set of descriptive attributes). Let also w’ be the identity
of a user U. Then, U must have decryption keys associated with a d-element subset
of w in order decrypt c. (In other words, |w Nw’| > d must be satisfied in order for
U to decrypt c.) Thus, if attributes represent roles or biometric features, thABE can
be used to support RBAC and BBAC.
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Concrete Example of thABE Application to BBAC

In BBAC, each user is identified by sets of attributes representing features of her
biometric identity (such as her iris or her thumb). Since biometric measurements are
noisy, the use of thABE enables the use of biometrics to authenticate human users?,
and thereby control access to information addressed to these users. For instance,
a user A could go to a Driver Licensing Agency D, and identify herself via an iris
scan, under the ongoing surveillance of a trained agent. D could then use this scan to
encrypt A’s information (e.g. an annual driver’s license), when this information needs
to be securely sent to A (e.g. via the Web, or via storage of ciphertexts on a smart
card presented by (a representative of) 4). In order to obtain her biometric private
keys, A would have to go in person to a trusted third party (e.g. a state agency) which
would deliver keys via the same authenticating procedure as that used by D. (Note
that such a procedure significantly reduces the possibility of user impersonation in the
process of obtaining attribute keys.) A could then decrypt ciphertexts addressed to
her, using a thABE scheme.

RBAC Applications

thABE can also be used for role-based access control (RBAC) [FSGT01] (cf. §2.3).
Suppose for instance that the CEO of an organization O wants to send a strategic
plan to all the vice presidents of @. The CEO could use a thABE scheme and encrypt
the strategic plan under the attributes “employee-of-O”, “vice-president”, and “not-
on-vacation” . If the threshold parameter of the thABE scheme is set to 3, then only
the vice presidents of O who are not on vacation will be able to decrypt the ciphered
strategic plan. We emphasize that, in practice, role-based access control often requires
the possession of multiple specific roles in order to access confidential documents.
Therefore, thABE with dynamically-specifiable threshold values offers a better (i.e.
space and time efficient) alternative to the sequential encryption of documents under
the attributes required to access these documents. Indeed, ciphertexts issued by the
thABE scheme presented by Sahai and Waters are shorter than ciphertexts obtained
by sequentially applying Boneh and Franklin’s identity-based (ID-based) encryption
(IBE) scheme [BF01].

Design Challenges

Designing efficient and flexible thABE schemes is not trivial. Indeed, if New-thABE
is such a scheme, then the following challenges must be simultaneously addressed.

2While biometric measurements are noisy, we assume that it is possible to determine, from a
biometric reading, whether a biometric feature has been recognized.



39

Cl1 New-thABE should be resistant to collusion attacks whereby users having var-
ious attribute keys attempt to pool their keys in order to decrypt ciphertexts
which none of them could decrypt on their own. This means that private at-
tribute keys should be “personalized” while public attribute keys should not be
tied with users, so that New-thABE be scalable to large user populations.

C2 Encryption for an identity w should target each of the possible sufficiently large
subsets of w. If w has £ elements and d is a given threshold value, then there are
ﬁid)! possible combinations. However, the cost of encryption should remain

low (i.e. ideally constant, but at most linear with respect to d).

C3 If d is a threshold value associated with a ciphertext ¢, then a user with identity
w should be given private keys in such a way that at least d of them must be
jointly used in order to decrypt c¢. This is challenging to achieve because private
keys are given before encryption time. Hence, the use of a mere secret sharing
scheme at decryption-key granting time is not adequate.

C4 Encryptors should be able to select attributes from multiple sets whose threshold
values are different.

With respect to C3, remark that the decryption procedure of Sahai and Waters’s
second scheme [SWO05] requires 2d pairing (i.e. expensive) operations, where d is
a system-wide threshold parameters. (Note that Sahai and Waters presented two
schemes in [SWO05]. However, only the second scheme is scalable when the number of
attributes grows. Moreover, only the second scheme features a small set of certified
public parameters. Consequently, the phrase Sahai and Waters’scheme will hence-
forth refer to Sahai and Waters’second scheme.) One is interested in a scheme whose
decryption algorithm involves a small constant number of pairing computations. Fur-
thermore, remark that Sahai and Waters suggested two methods to address C4. First,
it was suggested to use different thABE systems with different threshold values. Sec-
ond, it was proposed to use a maximal threshold value for all ciphertexts, and to use
dummy attributes (whose secret keys are given by default to all decryptors) in order
to decrease the effective threshold value associated with a given ciphertext. The first
proposed option is not necessarily convenient, but most importantly, it increases the
length of ciphertexts associated with multiple sets of attributes (by a factor equal to
the number of sets). The second proposed option is not necessarily adequate either,
as illustrated by the following example. Suppose that d,,,, = 4, and that one wants
to encrypt a message m for an identity w = {a3, a3} with threshold value d = 2. Let
9, and &, be two dummy attributes. If m is encrypted for w with §; and d,, then the
recipient can decrypt the ciphertext without having the secret keys associated with
oy and ap. Moreover, if m is encrypted for with w with §;, then the recipient only
needs to have the secret key associated with a; or as.



40

Thus, while Sahai and Waters addressed C1 and C2 simultaneously, designing a
scheme which efficiently addresses C1 through C4 remains an open question. The
goal of this chapter is to address each of the aforementioned challenges.

Contributions

The main contribution of this chapter is to present a flexible and collusion-resistant
thABE scheme featuring significantly lower computational requirements than Sahai
and Waters’scheme (henceforth referred to as SW-thABE). More precisely, let d be the
predefined threshold value associated with SW-thABE. Then the proposed scheme’s
decryption procedure requires only 2 pairing computations, compared with 2d pair-
ings in the case of SW-thABE’s decryption algorithm. Moreover, the proposed thABE
scheme (henceforth referred to as New-thABE) is flexible because it allows to specify,
at encryption time, various sets of attributes with their associated threshold values.
Furthermore, if ¢ denotes the number of attributes used to encrypt a message, an op-
timization of New-thABE is proposed which drastically reduces its ciphertext length,
from O(t) to O(1), when decryptors must have all the attributes of a given set.
Moreover, we note that, when a ciphertext’s threshold value is maximal, New-thABE
provides the first efficient collusion-resistant IBE scheme.

We examine the security of New-thABE in the random oracle model [BR93], and
show that this scheme can be extended (via Fujisaki-Okamoto padding [FO99]) into a
scheme that provides semantic security against adaptive chosen ciphertext attacks, in
the random oracle model [BR93|, if the bilinear Diffie-Hellman problem is intractable.
For comparison, note that SW-thABE achieves a weaker security result (i.e. semantic
security against selective-ID attacks®), in the standard model [BR93].

Outline

The sequel is organized as follows: §3.2 reviews standard terminology concerning
thABE, its security, and related number theoretic assumptions. §3.3 describes our
proposed thABE scheme, and §3.4 discusses its computational requirements, in com-
parison with SW-thABE. §3.5 summarizes the security guarantees of our scheme, and
§3.6 concludes the chapter.

3Selective-ID attacks model attackers which choose, in advance, the target identity they wish to
attack.
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3.2 Preliminaries

In this section, we present fundamental definitions related to thABE schemes. Readers
familiar with [SWO05] may go to §3.3.

Identities

For the description of thABE schemes, each identity is viewed as a set w of attributes.
Each user with identity w is given a set of private attribute keys each of which cor-
responds to an element of w. These attributes keys are secretly granted by an entity
known as the private key generator (PKG), upon careful inspection of users’ identities
(e.g. via surveillance of on-site biometric measurement).

Threshold Attribute-Based Encryption Scheme

Each thABE scheme is composed of four algorithms whose functions are described
below:

1. Setup: Given a security parameter k, this algorithm is used by the PKG to
return a tuple params of system parameters. These parameters include a de-
scription of the message space M and the ciphertext space C, along with a
secret piece of data sy called the master secret key. Other parameters are al-
lowed, such as attribute parameters. Some parameters may be public (including
those describing M and C), while others remain secret (including the master
secret key).

2. Key Generation: Given the scheme’s public and private parameters, and an ar-
bitrary identity w, this algorithm returns a set D,, of private keys corresponding
to w.

3. Encrypt: Given a threshold parameter d, a message m € M, the identity w
of an intended recipient, and the scheme’s public parameters, this algorithm
returns a ciphertext ¢ € C corresponding to m, w and d.

4. Decrypt: Given a ciphertext ¢ € C (including a threshold parameter d and
a target identity w), the private key set D, of a recipient, and the scheme’s
public parameters, this algorithm returns the message m € M associated with
cif lwNu'| > d.

Encryption and decryption must satisfy the following consistency constraint:

V' m € M Decrypt(d, ¢, pubParams, D) = m,
if lwNw'| > d and ¢ = Encrypt(d, m, w, pubParams).
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3.3 Proposed thABE Scheme

The thABE scheme presented below (i.e. New-thABE) shows how to encrypt for two
attribute sets whose threshold values can be dynamically specified by the encryptor.
Encryption to polynomially many attribute sets could also be handled, using a similar
methodology. However, for simplicity, we only describe the case in which there are
two attribute sets.

1. Instance Generator (k). This procedure, denoted by IG, is a randomized
algorithm which takes a security parameter & > 0, runs in O(k), and outputs
(G1,Gq, ), where G; and G, are two Abelian groups of prime order q > 2,
and € : G; x G; — Gy is an admissible pairing with respect to which G; and
G- are Gap-Diffie-Hellman groups.

2. Setup (k): Given a security parameter k > 0, the PKG:

(a) runs IG with input k£ and obtains (G1, Gg, é).

(b) sets § = 2, and computes both n = poly,; (k) and £ = poly,(k), where poly;
and poly, are polynomials over the positive integers; (4 is the number of
attribute sets used for encryption, n is the message length, and ¢ is the
total number of attributes;)

(c) picks, randomly and uniformly?, PV, P{? € G, and s, € Z;
(d) computes Py, = sOPél), g= é(Pém, Poub);

(e) chooses two cryptographic hash functions H; : {0,1}* — G; and H, :
GQ - {0, 1}".

Let N, denote the set {1,---,£}. The message space is M = {0,1}" and the ci-
phertext space is C = N x{0, 1}7¢x G4 x {0, 1}"*. The system’s public parame-
ters (which must be certified) are pubParams = (4,4, n, é, Pél), 9, Ppup, H1, H2),
and the PKG keeps so and PO(2) secret. params = (pubParams, so, P0(2)).

3. Key Generation (w,params): Let w = {i;}}_, be the identity of a user U,
where each ¢; is the index of an attribute. Let also I.D;; be the string identifier
of the i;h attribute, and Q;; = Hy(ID;,) for 1 < j < t. Then, the PKG
picks p €g Zy, and secretly gives U her private key D, = (S, Ty, U,), where
U, = ;uPél), T, = SoPO(Q) - usoPél), and S, = {D;,;}}_; with D;; = p- Q, for
1<j=st

4In the sequel, we shall use the notation z € X to indicate that the element z is chosen uniformly
at random from the set X.
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4. Encrypt (dy,dz, m,ws, wq, pubParams): Given two threshold parameters d; and
dy, a message m € M, pubParams, and the identities w; = {z'j}?:l and wp =
{u,}2, of an intended recipient, the encryptor:

(a) selects 2 random polynomials Fy, Fy, where
dp— 2 p(i
Fy(z) = By + ( zp=11 T(p,2)T )Pé )

(with p=1,2 and 1, ) €r Z; for 1 < z < dp);

(b) picks 7 €r Z3;
@
(c) computes X, (¥;)

e and (Yi2)2, as follows:

i
j= v=

X =rPY, Q; = Mi(ID;), and Y;? = r(F,(j) + Q;) ¥ j € w, for p=1,2;
(d) computes a1,00 € {0,1} such that the e bit of o, is 1 if and only if
e € wy, (with p =1,2);
(e) computes Z = m @ H(g") and outputs
c= (d17d2a017027X7 (}/1_51))?):17 (Yt"f))t2 Z)

v=13

5. Decrypt (¢, Dy, pubParams): Let ¢ = (di,d2, 01,02, X, (Y;gl))j.l:l, (Y;(f))ff:l,Z)

be a given ciphertext computed for the identities w; and ws. Let also D, =
(Sw, Ty, Uy) be a recipient’s private key, where S, = {D;}je.r. For p =
1,2, let ®, be a dy-element subset of w, N w’. Then, the recipient outputs
m = Z & Ha(W), where W = é(%(ngpl ¢5* D; + Zje<b2 ¢5°D;) — Ty X))t

&(Ups (X jew, 87 Y5 + Xjea, 9;°Y5)) and each 4% = [,c, \(;) 7= is the zero
evaluation of the Lagrange coefficient of j with respect to wy.

For correctness, assume that 6 = 1 (since the case é = 2 follows similarly), and
remark that:

N w — ~ 1)y —
i G(Zjefbl ¢j1Dj - T,,X) =é(u Zje{)l ;‘]IQj,TPé )) L.
é(soPy”,rPgY) - e(usoPs, rPV) Y,

* & Zié‘l’l ¢;"Y;) = é(MPo(l);TZje@l P F(7)) - é(uPo(”, TZjecbl ¢;’)1Qj)
= e(uPs,r50Ps”) (1 X s, 7' QT B

A W1 — A w1 ~ 2 r
¢ e(zje<1>1 ¢;7' D — Ty, X) ! 'e(UlMZ]’e&bl ¢; Y;) = e(SOPé )aTPo(l)) =g.
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Optimization when Threshold Value is Maximal

In some access control scenarios, users are required to have all the attributes of a
given attribute set in order to access a given resource. For instance, some attributes
of a person may appear in all her biometric readings. These attributes may therefore
be grouped in a special set, and used when encrypting documents for this person.
Likewise, many RBAC applications require users to have all the roles of a given role
set in order to access (decrypt) a given resource. When thABE is used to enforce
BBAC or RBAC, the aforementioned scenarios can be modelled as follows: let w be
one set of ¢t attributes; then decryptors must have keys associated with the ¢ elements
of w. The scheme presented below shows how to obtain a thABE scheme with short
and constant-size ciphertexts, when a user must have all the attributes of a given set
in order to decrypt a particular ciphertext.

1. Instance Generator (k). Asin New-thABE.
2. Setup (k). As in New-thABE with § = 1 and C = {0,1}¢ x G? x {0,1}".

3. Encrypt (d, m,w, pubParams): Given a message m € M, pubParams, and the
identity w = {3; }3-:1 of an intended recipient, the encryptor:

(a) picks r €g Z7;

(b) computes X = rPél) and Y = r(Ppub + Z] 1 Qi)
(where Q;; = Hi(ID;;) Vi =1,--- ,t);
(c) computes o € {0,1}¢ such that the e'* bit of o is 1 if and only if e € w;
(d) computes Z = m @ Ha(g") and outputs ¢ = (0, X, Y, Z).
4. Decrypt (¢, D,s,pubParams): Let ¢ = (0,X,Y, Z) be a given ciphertext com-
puted for the identity w (where |w| = t). Let also D, = (S.,/,T,,U,) be a

recipient’s private key, where S, = {D,}jer- Let ® = ' Nw. Then, the
recipient outputs

m=27®H, (é(z D, — T, X)™" - &(U,, Y)) .

jed

3.4 Efficiency

Table 3.1 compares the computational requirements of New-thABE with those of SW-
thABE, and Table 3.2 presents corresponding timing estimates, based information
obtained from [HPS02]. d denotes the (sum of all) threshold value(s), while ¢ denotes
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Schemes Computational Requirements Features
SW-thABE | Public Parameters Mg, +2Rg, + Rz 1 Attribute Set
Key Generation (t* +t)Ag, +t(d— D)Ezz; + (4t +t°)Mg, | 1 Threshold Value
+ t(d— l)Mza +(d+t—1)Rzqs
Encryption tAg, + Fzg, + (2t +2)Mg, + P + Ry
Decryption d- Exg, +d-Invg, + (1 +d)Mg, +2d- P
New-thABE | Public Parameters Mg, + P +2Rg, + RZZ Many
Attribute Sets
Key Generation AZZ +(3+1t) Mg,
Flexible
Encryption (2t)Ag, + Fzg, +t(d— I)EZ; Threshold Values
+ 1+ 2t) . M((;l +t(d— l)Mz; +d- Rz;
Decryption (2d - T)Ag, + Invg,
+ (2d + 2)M(;1 + M(;2 + 2P

Table 3.1: Efficiency Comparison of New-thABE with SW-thABE.

both number of attributes used for encryption and the number of attributes which
identify an arbitrary user. My and Ax respectively denote computational costs of
scalar multiplication and addition in the Abelian group X. Rx denotes the computa-
tional cost of uniformly selecting a random element in the set X. The computational
cost of exponentiation in the group X is denoted by Ezx, and P denotes the compu-
tational cost of a bilinear pairing operation. Note that pairings computations are, by
far, the most expensive of the operations considered above. For instance, [HPS02] in-
dicates that, for parameters providing practical security assurance (i.e. equivalent to
1024-bit RSA [RSA78]), P = 4Mg,, Mg, ~ 1004g,, Ag, ~ 14Mz;, Invzy ~ 16Mz;,
and MZE takes about 15 micro seconds in software. In this case, Ex My ~ 3.3MZ; can
be assumed if the exponentiation of b-long ternary representations of elements in Z
is implemented in such a way that it requires g cubing operations. Furthermore, the
cost of an operation in G, can be assumed to be comparable to the cost of the same
operation in Z;. Note also that neither the computational cost of hash functions, nor
that of additions in Zj and exclusive OR operations are taken into account.

Table 3.1 shows that the Setup procedure of SW-thABE and New-thABE have
similar computational requirements. In particular, both feature a short constant set of
public and private parameters. However, New-thABE’s Key Generation algorithm is
significantly less computationally expensive than SW-thABE’s Key Generation pro-
cedure. This computational difference is partially shifted to the cost requirement of



46

Schemes Computational Requirements
t=10 t=50 =100 t=250 t=500 t=700
d=8 d=40 d=80 d=200 d=400 d=560
SW-thABE | Public Parameters | 21 x 105 | 21 x 108 | 21 x 103 21 x 10° 21 x 10° 21 x 10%
Key Generation 3 x 10° 57 x 105 | 221 x 10% | 1350 x 10% | 5357 x 105 | 10477 x 10°
Encryption 548 x 10° 2% 10% 4% 10° 11 x 10° 21 x 10° 30 x 10°
Decryption 1 x 10% 7 x 10% 13 x 10° 34 x 10% 67 x 10° 94 x 108

New-thABE | Public Parameters | 105 x 10° | 105 x 103 | 105 x 10% | 105 x 103 105 x 103 105 x 103

Key Generation 273 x 103 1 x10° 2 % 10° 5 x 105 11 x 10° 15 x 10°
Encryption 450 x 10° 2 x 108 5 x 10° 14 x 10° 34 x 10% 55 x 10%
Decryption 549 x 10° 2 x 10° 3.6 x 10° 9 x 10% 17 x 10% 24 x 10%

Table 3.2: Timing Estimates of New-thABE and SW-thABE in Microseconds.

New-thABE’s encryption algorithm. Indeed, SW-thABE’s Encryption procedure re-
quires much more computation than New-thABE’s Encryption algorithm. Note how-
ever that the cost of New-thABE’s Encryption algorithm is lower than SW-thABE’s
Key Generation algorithm, especially when the number of attributes used for encryp-
tion is high. The main advantage of New-thABE comes from its Decryption procedure
which involves only 2 pairings, compared with 2d pairings in the case of SW-thABE’s
decryption algorithm. This gain is achieved by replacing pairing computations with
scalar multiplications in G;. (The latter class of operations are significantly less ex-
pensive than the former one.) Furthermore, Table 3.1 emphasizes that New-thABE
handles multiple attribute sets whose threshold values can be specified at encryption
time.

3.5 Security

This section presents the security guarantees of our proposed thABE scheme. §3.5.1
describes our threat model and §3.5.2 presents our main security result.

3.5.1 Threat Model

To examine the security of thABE schemes, the related notions of adaptive chosen
ciphertext security and chosen plaintext security are first defined. These notions are
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then used to define the security of thABE schemes.

Chosen Ciphertext Security

Let ¥ be a thABE scheme. Note that ¥’s ability to encrypt for multiple sets of
attributes is not intrinsically related to ¥’s security®. Hence, we shall assume (for
simplicity) that ¥ encrypts for only one set of attributes. Thus, the following game,
initiated by a challenger Ch against an attacker 4, may be considered:

Setup: From a security parameter k, Ch uses ¥’s Setup algorithm to generate
the cryptosystem’s public and private parameters - keeping the private param-
eters secret while giving the public ones to .A.

Phase 1: A issues to Ch a polynomially bounded number of queries of the
following types:

— Key Extraction query: Given an identity w;, Ch must return the private
key set D, associated with w;.

— Decryption query: Given an identity w;, and a ciphertext ¢; encrypted for
an identity w; such that |w; Nw;}| > d; (where d; is the threshold parameter
associated with ¢;), Ch must return a message m; associated with ¢;.

The above queries may be issued adaptively: each request may depend on its
predecessors.

Challenge: Once Phase 1 is over, A issues a threshold parameter d*, an iden-
tity w* of its choice, and a pair (mg, m;) of equal-length plaintexts, such that,
in Phase 1, no Key Fziraction queries were issued on an identity w such that
lwNw*| > d*. Ch then picks a random bit 8 € {0,1}, computes the encryption
c* of mg for w*, and sends c¢* to A.

Phase 2: A issues a polynomially bounded number of Phase I types of queries,
under the following restrictions:

— No Key Extraction queries are issued on an identity w; such that |w;Nw*| >
d*.
— No Decryption query is issued with ¢* as an argument.

The queries may be issued adaptively: each request may depend on its prede-
Cessors.

SMore precisely our proof of Theorem 3.5.1 could be extended to include the case in which an
attacker encrypts message with multiple attribute sets. Since such an extension would add length
but not clarity, we have decided to omit it.
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Guess: Once Phase 2 is over, A submits a guess bit ' and wins the game if

B =8

Definition 3.5.1.1. The above game is called the IND-thABE-CCA attack game.
The quantity |Pr(f = 8] — % — representing the advantage of A over any challenger
Ch in the game — is denoted by Advf:’éfE_CCA. A thABE scheme is said to be secure
against adaptive chosen ciphertest attacks (IND-thABE-CCA secure, in short) if no
polynomially bounded attacker can be found that has non-negligible advantage in the

above IND-thABE-CCA game.

Chosen Plaintext Security

The notion of chosen plaintext security is similar to (and weaker than) the notion
of chosen ciphertext security. To define semantic security for thABE schemes, one
may consider a game (called the IND-thABE-CPA game), which is identical to the
IND-thABE-CCA game, except that the attacker A is unable to issue Decryption
queries.

Definition 3.5.1.2. The value |Pr[3’ = ] — % - representing the advantage of A
over any challenger Ch in the IND-thABE-CPA game — is denoted by Advfﬁ’ng_CPA.
A thABE scheme is said to be secure against adaptive chosen plaintext attacks (IND-
thABE-CPA secure, in short) if no polynomially bounded attacker can be found that
has non-negligible advantage in a IND-thABE-CPA game.

3.5.2 Security Theorem

Theorem 3.5.1. Let k be a security parameter. Assume that the hash functions of
New-thABE are random oracles. Suppose also that there exists an attacker A which
has non-negligible advantage e(k), in time T, against any challenger Ch, in the IND-
thABE-CPA game. Then, there exists an algorithm B which solves the BDH problem,

in time O(7), with non-negligible advantage at least ﬂ) where gy, is the number of
Ho 2

q
Ho queries issued by A in the attack game.

Practical Meaning of Theorem 3.5.1: In practice, this theorem indicates that,
when a message is encrypted for a user who has at least d of a number of specified
attributes, the corresponding ciphertext can only be decrypted by those who meet
this requirement.

Proof: In this proof, we show how to construct B using A. Let G; and G,
be two Abelian groups of prime order ¢, where G; is additive and G, is multiplica-
tive. Let Pél) € G be a generator of Gy, and é : G; X G; — G2 be a bilinear
pairing on Gy, such that the BDH is assumed to be hard with respect to €, and let
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(Gy,q, Pél), aPél), bPél), cPél)) be a tuple for which a, b, ¢ are unknown to B. B’s goal
is to solve the BDH Problem by computing é(Pél), Po(l))“bc in polynomial time. To
achieve this goal, B initiates an IND-thABFE-CPA game with A, using an arbitrary
security parameter k. For simplicity, we shall assume that New-thABE is only used
to encrypt for one set of attributes at a time (instead of two). The proof we construct
could be easily be adapted to deal with the case § = 2.

B first sets n = poly1(k) and £ = polys(k), using polynomials poly; and polys.
Then B picks sy €r Zj, n €r Zy, and sets PO(?’) = nPél), Py = aPo(l), X* = bPO(I),
and P® = cP{". B also sets g = é(Pyu, Po(z)) and defines two hash functions H{™™ :
{0,1}* — G, and H§™ : G, — {0,1}" over which it has full control. Then, B sets
M ={0,1}", C = N;x{0,1}*x G{™* x {0, 1}, pubParams = (g, n, €, Pél),g, Hi1, Hs),
params = (pubParams, a, PO(Q), P0(3)), where sy = a is not known by B. B also picks
4 €r Z;. Throughout the attack game, p will be used to “personalize” the keys sent
to A. (Since A is the only users requesting keys, there is no need to personalize the
keys for many users.)

The rest of the proof consists of three sections. The Hash Simulation section shows
how B simulates H3"™ and H5™. The Attack Game section explains how B handles
the queries of the attack game. Finally, the Complezity and Probability section derives
the complexity and probability results of the theorem.

Hash Simulation:

For H$™-queries, B maintains a list Lysm whose entries have the form (o, hy,a),
where o € {0,1}* and h;, € G; is the simulated value of Hi(a). Thus, on input
a € {0,1}*, B proceeds as follows:

o If Lygim already has an entry (o, hy4), then B returns h, , as an answer to the
H{™-query;
o Otherwise, B picks h; o uniformly at random in Gy, adds (e, by 4) to Liygim, and

returns h; , as an answer to the H{™ query.

B also maintains a list Lygm for Hs™-queries, where the entries of Lyygim have
the form (v, hy), where v € Gy and hey € {0,1}" is the simulated value of Ha ().
Thus, on input v € G, B proceeds as follows:

o If LHisim already has an entry (v, h1,,), then B returns h;, as an answer to the
H™-query;

e Otherwise, two cases are distinguished:
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1. If, for some existing entry (7, ho,) of Lysim, the discrete logarithm of v

with respect to é(Po(l), Péz)) is equal to the discrete logarithm of v with
respect to é(PO(l), PO(B)), then B returns hq .. (Note that the equality of dis-
crete logarithm can be tested using standard techniques [ACJT00]. More-
over, note that the search of a potential entry with equal discrete logarithm
takes at most g, trials.)

2. Otherwise, B picks h; o uniformly at random in {0,1}", adds (@, hy 4) to
Lyypim, and returns hy , as an answer to the H{™ query.

Attack Game:

B handles A’s queries as follows:

e Phase 1: Given an identity w; = {; 3.":1, B computes D, = (S,,, Ty, U,), where
U, = uPél), T, = nPpub — tPpup = SOP(§3) ~ P, and S, = { D, };-":1 with
Dy, = p- Q;; and Q;; = H1(ID;y,) for 1 < j < t;. B then sends D,, to A.

e Challenge Phase: A issues a threshold parameter d*, an identity w* = {z;‘}g;l
of its choice, and a pair (mg, m;) of equal-length plaintexts, such that, in Phase
1, no Key Extraction queries were issued on an identity w such that jwNw*| > d.
B then picks a random bit 8 € {0,1}, Z* € {0,1}", and defines a polynomial
Fix) = Py + (Zf;_ll rz:nz)P(fl), where r, €r Z; for z = 1,--- ,d". B also
computes Yi; = F(i}) + hl,IDi;X* for j=1,--- ¢, where (IDi;,hLID,.J is the
entry of Lym used to simulate the output of H;(/D;s). Then B comf)utes o*
according to the method described in New-thABE’s Encryption procedure, and
returns ¢* = (o*, X*, (Y;E);'*:D Z*) to A.

e Phase 2: B proceeds as in Phase 1.

e Guess: A sends B his guess ' and wins if ' = 3. Regardless of A’s success,
B picks (uniformly at random) an entry (7v,ho,) of Lygm, and submits 7 -

E(uPpup, X*) - é(uPo(l) , Pyup) ™! as a solution of the BDH problem.

Complexity and Probability:

Let ¢ = (d,0,X, (Y., )!=1,Z) be a valid ciphertext computed for an identity w.
Then Lyim contains an entry of the form (v, hy,), where v = g" = é(Ppus, Poa))’” =
é(Pél), P()(?))SO’" for some r € Z; such that X = rPél). Suppose that w; = {ij}zf:l is
some identity for which A receives D,, = (S.,,T,,U,) from A. Then U, = pPY,

Ty = Ppus — P = 50Py” — uPpup, and Sy, = {Dy,}i, with Dy, = p - Qi and



51

Qi; = Mi(IDy;) for 1 < j < t;. Suppose that ® is a d-element subset of w N w;.
Then A = &(%je0 $7D; — Ty X) ™ - e(Up, Y0 $7Y5) = &(50Ps” — pPpus, 7)) -
é(Uy, rPpup) = é(Pé3),Pél))3°’. So the discrete logarithm (DL) of A with respect to
é(Pés), Po(l)) is equal to the DL of ¢g" with respect to é(Pél), P?). Thus, if A encrypts
a message m, and decrypts the corresponding ciphertext with the keys it receives
from B, then A recovers m.

Moreover, remark that the only way for A to win the attack game with non-
negligible probability is to, somehow, obtain attribute keys associated with a d-
element subset ®* of w*, and to use ¢* to decrypt Z*. Note that the attribute keys
provided by B do not enable A to perform such a decryption. Thus, A must somehow
obtain a d-element set of walid attribute keys. Moreover, note that the decryption
of Z* involves the computation of H,(¢), where ¢ = &(3_,cq. ¢7 Dj — T, X*)7' -

Uy, Eje@* qﬁ?*Yj*) = é(SOP(Sz) — pPpub, bPél)) e(Up, Pouy) = g - é(ﬂppub>rp(§1))_l ’
é(U,, Pas). Since g® = (P, PM)ab  the solution of the BDH can be obtained by

computing ¢ - é(pPpyp, X*) - e(uP", Ppup)~t. Thus, if B picks a random entry (v, he )
of Lygm and if v = (, then B solves the BDH problem.

Let e(k) be A’s advantage in the IND-thABE-CPA game. Then, B solves the
BDH problem with probability at least 151%), where ¢y, is the number of Hs queries
2

issued by A in the attack game. Moreover, since each query of the IND-thABE-CPA

game requires B to make a polynomial number of search operations and a polynomial

number of operations in Z;, G2 and Gy, it follows that B solves the BDH problem in

time O(r) where 7 is the running time of A in the IND-thABE-CPA attack game.
QED.

A Note on Chosen Ciphertext Security

In [BFO1], it is shown how to prove that the Fulllndent scheme is IND-ID-CCA secure
using the fact that the Basicldent scheme is IND-ID-CPA secure, where Fullldent is
obtained from Basicldent by applying the so-called Fujisaki-Okamoto padding [FO99).
In the same way, New-thABE can be transformed into a scheme which is IND-thABE-
CCA secure. This can be done as follows: (1) transform New-thABE into a scheme
Basic-New-thABE-Pub (using the method described in [BF01] to transform Basicl-
dent into BasicPub); (2) show that Basic-New-thABE-Pub is IND-CPA if the BDH is
intractable (using the method described in the proof of Theorem 3.5.1); (3) show that
New-thABE is IND-ID-CPA if Basic-New-thABE-Pub is IND-CPA (using the method
described in the proof of Lemma 4.2 of [BF01]); (4) transform Basic-New-thABE-Pub
into a scheme Full-New-thABE-Pub (by applying Fujisaki-Okamoto padding [FO99));
transform Full-New-thABE-Pub into a scheme Full-New-thABE (as FullldentPub is
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transformed into Fullldent in [BF01]); show that Full-New-thABE is IND-ID-CCA
if Full-New-thABE-Pub is IND-CCA (using the method described in the proof of
Lemma 4.6 of [BF01]); apply Lemma 4.5 of [BF01] to prove that Full-New-thABE-Pub
is IND-CCA if Basic-New-thABE-Pub is IND-CPA; conclude that Full-New-thABE
is IND-ID-CCA secure if the BDH problem is intractable. (Note that the above line
of reasoning has been considered standard in the literature [GS02, SW05].)

3.6 Conclusion

The aim of this chapter was to explain how to construct efficiently-usable decryp-
tion keys from non-repeatable information. To do so, we first assumed that a set of
attributes were extracted from from non-repeatable information (e.g. readings of bio-
metric information). Then, we assumed that these attributes are mapped to unique
values (using a one-way hash function). Next, we described a provably-secure effi-
cient collusion-resistant threshold attribute-based encryption (thABE) scheme which
handles multiple attribute sets with dynamically-specifiable threshold values. This
thABE scheme includes a key generation algorithm which constructs keys from the
aforementioned (biometric) attributes.

Applications of our thABE scheme include biometric-based and role-based cryp-
tographic access control. To the best of our knowledge, the proposed scheme is the
most efficient one of its class. In particular, the new scheme is significantly more
efficient and flexible than Sahai and Waters’ scheme. Moreover, the proposed scheme
was proven secure in the random oracle model, under a standard number theoretic
assumption. An optimization of our scheme allows to produce constant-size cipher-
texts, when intended decryptors must have all the attributes of given attribute sets.
However, it remains an open question whether it is possible to design a thABE scheme
featuring constant-size ciphertexts regardless of both the number of target attributes
and the specified threshold values. Moreover, the topic of threshold attribute-based
signature could be investigated.



Chapter 4

Efficient Hierarchical
Identity-Based Cryptography

The second main contribution of this dissertation is the design of a provably secure
hierarchical ID-based signeryption scheme with public ciphertext authenticity and
forward security. Each signcryption scheme relies on an encryption scheme and a
related signature scheme. The aim of this chapter is to present the first part of the
aforementioned contribution by describing novel and efficient hierarchical ID-based
encryption (HIBE) and signature (HIBS) schemes.

HIBE and HIBS enable convenient encrypted and authenticated transmissions in
large and distributed user communities. In very recent independent work, Boneh et al.
[BBGO5] described a HIBE scheme with constant-size ciphertexts and constant-time
decryption. In that scheme, the length and the generation time of decryption keys are
both linear with respect to the depth of users in the underlying hierarchy. This chapter
introduces a novel hierarchical ID-based key generation (HIBKG) algorithm running
in constant time and producing constant-size keys. The proposed HIBKG algorithm
is first used to describe a HIBE scheme with constant-time decryption and constant-
size ciphertexts. Then it is used to describe a HIBS scheme with constant-time
signature and constant-size signatures. Other applications of the proposed HIBKG
algorithm include an efficient ID-based forward-secure HIBE scheme and an efficient
append-only signature scheme.

84.1 reviews our motivation for the design of HIBE and HIBS schemes. §4.2
presents standard terminology related to HIBE and HIBS. §4.3 describes our pro-
posed HIBE scheme, and §4.4 presents the proposed HIBS scheme. §4.5 discusses the
computational and space requirements of our HIBE and HIBS schemes, in compari-
son with related schemes. §4.6 summarizes the security guarantees of the novel HIBE
scheme, and §4.7 concludes the chapter.
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4.1 Introduction

Two primary motivations for the design of hierarchical ID-based cryptographic schemes
are scalability and damage control in case of PKG compromise.

Scalability

In non-hierarchical ID-based cryptographic schemes, all users of a domain deal with
only one private key generator (PKG). This trusted entity must authenticate each
user of the domain, generate a private key for each user, and securely give this key to
the associated user. Consequently, when the number of users in the domain increases,
the computational and communicational load placed on this PKG for the generation
and distribution of user keys becomes very heavy.

One way to address this issue is to use a mechanism whereby a root PKG can
delegate to lower PKGs the task of identifying users, generating user private keys, and
distributing these keys in a secure fashion. This delegation could consist of generating
a sub-domain private key, and of secretly giving this key to the appropriate lower
PKG. The mechanism should be recursive, so that PKGs placed directly under the
root PKG can also delegate (part of) their responsibilities to lower PKGs. In this
paradigm, PKGs form a hierarchy, and the generation of private keys is hierarchical.
Hence, ID-based schemes providing hierarchical key generation are named hierarchical
ID-based (HIB) schemes.

An important feature of HIB schemes is the fact that there is only one set of public
parameters for all the PKGs forming a hierarchy. This means that, if a user A belongs
to a hierarchy H, then encryptors only need to obtain one set of public parameters
associated with H in order to cipher documents for A. Likewise, the verification of
HIB signatures issued by .A only requires the obtention of H’s public key parameters.

Consequently, HIB schemes provide scalability to large and distributed user com-
munities.

Damage Control in Case of PKG Compromise

In addition to scalability, HIB schemes provide tighter control on the effects of PKG
compromise.

Suppose, for instance, that the private key of a PKG is compromised. Then, only
the PKGs and the users falling under the compromised PKG are affected. Assuming
that high-level PKGs (i.e. the root PKG and all PKGs of levels 1 through a small
integer) are more difficult to compromise than lower-level PKGs, it follows that HIB
schemes provide a mechanism to limit the effect of PKG compromise.
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Other Motivating Factors

HIB schemes appear to be the only known mechanisms which can be used to build
both forward secure public-key encryption (fsPKE) schemes and forward secure public-
key signature (fsPKS) schemes. fsSPKE and fsPKS schemes assume that the life time
of a system is divided into periods. Moreover, each user is given a private time-bound
key when she joins the system. FEach user must also evolve her time-bound key at the
beginning of each time period. Each ciphertext ¢ is associated with a time period,
and a user must possess a decryption key associated with this or a preceding time
period in order to decrypt c¢. Thus, the compromise of a time-bound key at a given
time period only compromises the confidentiality of ciphertexts associated with this
or subsequent time periods. Likewise, signatures are associated with a time period,
and the compromise of a private signing key at a given time period only allows to
issue signatures associated with this or subsequent time periods. fsPKE and fsPKS
schemes are therefore useful to mitigate the effect of private key compromise. Conse-
quently, the design of HIB schemes is also motivated by the fact that one can thereby
build cryptographic schemes which reduce the impact of private key compromise.

Another motivation for the design of HIB schemes is the fact that HIBS schemes
can be used to derive append-only signature (AOS) schemes. Given an AOS signature
on a message My, a user is only able to issue an AOS signature on the concatenation of
my with any message my (i.e. “msy appended to m;”). This is useful for both privilege
delegation in access control applications, and path authentication in network routing.
In most access control applications, users are given privileges, and these privileges can
sometimes be delegated to other users. If this is the case, a user can only delegate
privileges which have been given to her. AOS signatures can be used to support this
process in the following way: (1) each user (say ID4) receives, from a trusted entity,
an AOS signature on a set of privileges; (for instance, assume that m; is a privilege,
and that D4 is given an AOS signature on ID4||m; from a trusted entity;) (2) in
order to delegate m; to another user (say IDg), ID 4 gives I Dg an OAS signature on
ID 4||m4||IDg; (3) suppose now that B needs m; to access restricted information; then
B shows the OAS signature on 1D 4||m1||IDg, and obtains the restricted information
if the AOS signature is valid. Another application of AOS schemes can be found in
network routing. In this context, network nodes receive network paths, and are only
able to add their network information to received paths. Hence AOS signatures can
be used to support this requirement. Further details on the use of AOS signatures for
privilege delegation and network routing are provided in Chapter 5. However, our goal
here is to note that the design of HIB schemes is also motivated by the possibility to

derive AOS schemes from HIBS schemes. §4.2 reviews important terminology related
to HIBE and HIBS.
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4.2 Preliminaries

In this section, we recall fundamental definitions related to HIBE and HIBS. Readers
familiar with [GS02] may go to §4.3.

ID-tuples

For the description of HIBE schemes, PKGs are assumed to be hierarchically orga-
nized. We only consider tree-shaped hierarchies, and denote by user any PKG except
the root PKG. This root PKG is the root of the tree-shaped hierarchy, and is denoted
by rPKG. Every user is identified with a tuple 1D, = (ID;,ID,,-+- ,1D;), which
is called an ID-tuple. ID,’s ancestors consists of TPKG and the ID,’s such that
1<i<t.

Hierarchical ID-based Encryption Scheme

Each HIBE scheme is composed of four algorithms, each of whose function is described
below:

1. Root Setup: Given a security parameter k, this algorithm is used by the root
PKG to return a tuple params of system parameters. These parameters include
a description of the message space M and the ciphertext space C, along with a
secret piece of data sq called the root secret key. Other parameters are allowed,
provided they be not unique to any user. Ideally, these other parameters should
not be unique to a strict subset of users (including users who all belong the same
hierarchical level.). However, this latter optimization is not mandatory. Some
parameters may be public (including those describing M and C), while others
remain secret (including the root secret key).

2. Extract: Given the scheme’s public parameters, an arbitrary identifier 1Dy,
and the private key dip, of a PKG identified by ID;, this algorithm returns the
private key drp, | of the child 1Dy, of ID;.

3. Encrypt: Given a message m € M, the ID-tuple 1D, of an intended recipient,
and given the scheme’s public parameters, this algorithm returns a ciphertext
¢ € C corresponding to m.

4. Decrypt: Given a ciphertext ¢ € C, the ID-tuple 1D, of the intended recipient,
and given the scheme’s public parameters along with the private key drp, as-
sociated with ID;, this algorithm returns the message m € M associated with
c.
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Encryption and decryption must satisfy the following consistency constraint:

¥ m € M Decrypt(c, ID;, params, dyp,) = m, where ¢ = Encrypt(m,
1D, params).

Hierarchical ID-based Signature Scheme

Each HIBS scheme is composed of four algorithms, whose functions are described
below:

1. Root Setup: Given a security parameter k, this algorithm is used by the root
PKG to return a tuple params of system parameters. These parameters include
a description of the message space M and the signature space S, along with a
secret piece of data sq called the root secret key. Other parameters are allowed,
provided they be not unique to any user. Ideally, these other parameters should
not be unique to a strict subset of users (including users who all belong the same
hierarchical level.). However, this latter optimization is not mandatory. Some
parameters may be public (including those describing M and C), while others
remain secret (including the root secret key).

2. Key Extraction: Given the scheme’s public parameters, an arbitrary identifier
ID,,,, and the private key dip, of a PKG identified by I1D;, this algorithm
returns the private key dyp,, | of the child ID,,, of ID,.

3. Signing: Given a message m € M, the ID-tuple ID;, of a sender, the private
key dI_DtA of ID,,, and the scheme’s public parameters, this algorithm returns
a signature ¢ € § corresponding to m.

4. Verification: Given a message m € M, a signature o € S, the ID-tuple ID;,
of a sender, and the scheme’s public parameters, this algorithm returns either
“Invalid” or “Valid”, to indicate whether ¢ is a valid signature of m.

Signing and Verification must satisfy the following consistency constraint:

YmeM Veriﬁcation(o,_mt 4> params) = “valid”,
if o = Signing(m, ID,,, dmtA, params).

4.3 Proposed HIBE Scheme

We describe our scheme in two steps (NewHIBE-v1 is first presented, followed by
NewHIBE-v2). This is done because of the following two reasons: first, via the argu-
ment presented in §3.5.2 (concerning the chosen ciphertext security of New-thABE),
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NewHIBE-v2 can be shown to be IND-HIB-CCA secure if NewHIBE-v1 is IND-HIB-
CPA secure; second, IND-HIB-CPA security is easier to prove than IND-HIB-CCA
security. (See §4.6 for definitions of IND-HIB-CPA and IND-HIB-CCA, and see §3.5.2
for the use of a similar argument.)

NewHIBE-v1

e Instance Generator (k). This procedure, denoted by IG, is a randomized
algorithm which takes a security parameter k > 0, runs in O(k), and outputs
(G4, Gy, é), where G; and G, are two Abelian groups of prime order ¢ > 2%,
and e : G; x G; — G5 is an admissible pairing with respect to which G, and
G, are Gap-Diffie-Hellman groups.

e Root Setup (k). Given a security parameter k > 0, the root PKG:

1. runs IG with input & and obtains (Gq, Ga, €).

2. picks, randomly and uniformly?, Pél), PO(Z), Pés), P(§4), Po(s), Péﬁ) € Gy;
3. picks so, Io €r Zg;
4

. picks £ = log(k) and computes n = poly, (k), where poly, is any polynomial
over the positive integers (n is the message length and £ is the maximal
depth of the user hierarchy);

5. chooses cryptographic hash functions:
Hy:{0,1}* = (Z2)¥*, Hy:Gy— {0,1}", Hs: Z: — 7.
where the image through H; of a (¢-long) ID-tuple ID; = (IDy,--- ,ID;)
is Hl(I_D—t) = (Jl, tee ,Jt, Jo, s ,J()) € (Z;)%, where: J() = (Io, Io,[());
Ji = (Li,pany, pey) for 1 < < &5 I = He(ID;), 1) = Ha(L), psy =
H7(pe,yy) for 1 <4 < t; Hg is any cryptographic hash function from {0, 1}*
to Zy, and Hy is any cryptographic hash function from Zj to Z;.

6. computes, (s; = Hs(si-1)) 2, LY = soP@ for j = 3,4, and

=1

() ORY
(L9 = siaL@)) forj=3,4.

The message space is M = {0, 1}" and the ciphertext space is C = G? x {0,1}".
The system’s public parameters (which must be certified) are pubParams =
(Q7 n, éa IO, P(gl)7 P0(2)) P(53)7 P(54)7 P(§5)7 Péﬁ)7 H17 H27 H57 ((ng))le)4 )7 and the

j=3
root PKG keeps sq secret, so that params = (pubParams, sy).

Tn the sequel, we shall use the notation z € X to indicate that the element z is chosen uniformly
at random from the set X.
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e Extract:

~ Root-level Extract: For each first-level user ID; = (ID,), the root PKG
picks agp,, &7p, €r Z;, and computes Ji = (11, pq,1),p,3)) (With I.D; and

H1), pa2) = He(pa,3), Pag) = % I = —pag), I = —Zi—:sz{,h =

L + payy, [y = I + pagy, I = I + paay, Bip, = payors, + pa2orp,
R1p, = pa,3)075, + P1,4)%75,, $1 = Hs(s0), and the following:
S5, = so(LP" + 1P + 15, PS), Brp, = so(HL PSY + IV P + i PYY),

4 5 4 LIV 5(5) , T p6
S, = solayp, P + LR + I{Pé‘”), Erp, = so(ampé ) —la-kpé ) + T PO

Then, the root PKG gives dml = (Sﬁl’Eﬁlwgl_DpEﬁple ) ﬁml,
P(1,2),51) to IDy.

— Lower-level Extract: For each child 1D,y = (IDy,---,1 Dy;41) of a user
ID, (t > 1), ID; computes: J; = (It,]?(t 1), P,3) and Jep1 = (It+1,P(t+1 1),

P+1,3)) (With IDy, IDyy and Hy); I, = —pe2), Iy = %3‘7 Iy

Iy + Py, It+1 = It+1 + Pu2), Itfu It+1 + De,4); Pt+1,2) =
P(t+1,2)P(t+1,3)
ng+1,1)

p(t 3)Z’(t+1 1))

—_— —_— * . —
Pi+1,4) = ) CYIDm?CY[Dt+1 €R Zq7 Rmt“ = DP@+1,1)%75, ., +

P(t+1,2)amt+1, Rmm = D(t+1,3)XTD, 4 +p(t+1,4)aﬁt+1§ se+1 = Hs(se), and
the following:

3
Sﬁ.t“ = St(It+IS ID: - IH'lETD—e) + amt—}-ng"l')l?

1n+11 " ~ (3)
— ikl Sﬁe + It Em + at+1Lt+1,

I

Eﬁt—u St

(=
4
Sthiy = se(Te +151Dt + It+1EID )+ {e7p,,, — RIDQ)Lr(H—)I’ and
= 4
sp( =5+ t+1 Talin g 5B, +It+1ETﬁ + (Ge41 — Rﬁe)Lngli

ID¢y1

~ ~

Then, IDt gives dI_D:+1 = (Sﬁt+1 y Emt_u y Smﬂ_l y ETD'H_I s RI_D—H.U Rﬁtu’
D(t+1,2), St41) t0 IDyyy.

e Encrypt: Given a message m € M, a recipient identifier 7Dy, and the system’s
public parameters, this algorithm:

1. picks a € Z;, and computes r = Hs(a), U; = rPé4) and Us = rP(s)
2. computes (Jy,- -+ ,Ji, Jo, -+, Jo) = H1(IDy) € (Z3)*
(1) = A, P(l) + BtP( and p(z) CtP(gs) + DtPéﬁ), where

pa,2) = Hr(pa,3)), Py = —“—,,2(%;—3), I = =P .2

= — 4_1_11117[1 =5 +pan), I =1 + g, 2),11 = I+ paa

Al_Il) Bl_Ily Cl-Il, Dl“‘Ily
/"{1:51_?_’ §1=I{/, 5‘1_11*{]“7 Dl—Im
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and, for 1 <i<t,
Iz/+1 = p(z 2) Iz+1 p(;zf(zwf;—gl’ Lin=1In +P@,1)

Iz+1 =1Ii ‘L‘p(z 2), Iy =T, +p$] 4); N
Pit1,2) = ﬁ(jp(z+1 1)) Pit1,4) = TELAPEELS)

P(i+1,1)
~ T Il
Aip1 = LA + i+1A17 and A1+1 —+z+—+l-A + I +1A“
~ ~ I I@
Biy1 =Iip1Bi + I/ 1Bi,and By = % “B + 141 B;,
~ ~ o~ ~ 7 I
Civ1=Li11C; + IZ-I_HCZ', and Cip1= —+~1——+—-C + I” Ci,

H

T n I‘l+1'Iz
Di+1 = i+1D'i + I+1D1, and Di+1 i +1D.,, + I/;lD“

3. computes V = m @ H, (( (L; (4) §1)) . é(L§3),p§2))"1) );
4. outputs the ciphertext ¢ = (U, Uy, V).

e Decrypt: Given a ciphertext ¢ = (U, U;, V) € C, the private key dip, of a
recipient ID,, and the system’s public parameters, this algorithm computes
and outputs the message:

m =V & Hy(&(Ur, Sy5,)é(Us, S15,) 7).

Correctness. For correctness?, remark that Sy, = (IT;_; si—1)(p; () +FtP(3)) and
gﬁt = ([T, si- 1)(FtP(4) (2)), for some F; € Z;. Hence, for ¢ > 2:

&Uh, S5,) = e(rPY, Hsz- )0ty - é(rp{t, Hszlm PO
= é((Hsi_l)Pé“%pE”) Hsl_ F.PY rP?)

_ é(L§4),pt)r SIDt H81 1 (2) T‘P(s))

= &L, p)" - &(Srp,, Uz) - e(LﬁB), pT

Design Justification. The key part of our HIBE scheme is its key generation
procedure ( Eztract). Each user (or PKG) ID, is given a private key dpp, of the form
(S7p,, Emt,gmt,ﬁmt, s¢). The first four components of this key are unique to the
user (i.e. to her hierarchical level and to the path from ID; to the root PKG), and the
last component of this key is associated with ID,’s hierarchical level. Sp, and Epp,

2The case t > 1 is straightforward.
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are used for decryption, while S’}—Dt and Emt are used for lower-key generation. The
coeflicients of Pél), Péz), Pés), and Péﬁ) in the first four components of the key are cho-
sen so that it is not possible to write ([T'_, si— 1)P(§1), T 1 Si- 1)Pé2), (Hz_ Si— I)PO(S),
or (TT_, si-1 )P as a linear combination of S15,» Ep,) STB and EID Moreover,
the use of different coeflicients for both Po(l) and Pé5), and PO( ) and Péﬁ) prevents to
wiite (TTioy si0) (B )+ FR), ([Ticy sic) (B2 + F'R), ([T si-) PR+ B,
or (TT sie1)(F 'P + Pés)), as a linear combination of S7p,, Etp,, gﬁu Eﬁ, and
the prlvate key componen‘Es_of any colluding set of ¢t — level users. In either one of
the aforementioned cases, I D; would be able to compute any user’s private key. Fur-

thermore, 1D; should be able to compute EIDt+ , and S7p, | as a linear combination

of Eﬁu Sﬁm and L;,, using ATD, 15 % 30) 0., and publicly available values. Our key
generation procedure meets these design requirements.

NewHIBE-v2

e Instance Generator. Same as in NewHIBE-v1.

e Root Setup. Same as in NewHIBE-v1, except that the ciphertext space is now
defined as C = G2 x {0,1}™ x {0,1}", and that the system parameters now
include two public additional hash functions M3 : {0,1}" x {0,1}" — Z; and
Hy: {0,1}" — {0,1}".

e Extract: Same as in NewHIBE-v1.

e Encrypt: Given a message m € M, a recipient identifier ID;, and the system’s
public parameters, this algorithm:

1. picks v €g {0,1}", and computes r = Hz(y,m), U; = rPé4) and Uy =
(3)
rFy™;

2. computes (Jy, -+, Jy, Jo, -+, Jo) = Hi(IDy) € (Z3)%, PV, and p® (as in
NewHIBE-v1);

3. computes V = v & H ((é(L(4) pél)) é(L§3),p§2))_1>r> and W = m @
Ha(r);
4. outputs the ciphertext ¢ = (U, Us, V, W).

e Decrypt: Given a ciphertext ¢ = (U, U,, V,W) € C, the private key drp, of a
recipient ID;, and the system’s public parameters, this algorithm:

1. computes v = V @ Hy(é(Uy, S7p,)é(Us, gTD})—l)3
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2. computes W @ Hy(y) = m;

3. sets r = Hsz(y,m), and verify whether (Uy,Us, V) is a NewHIBE-v1 en-
cryption of m with r. If this is not the case, c is rejected; otherwise, the
algorithm outputs m as the decryption of c.

Prbposed Signature Scheme

Our proposed hierarchical ID-based signature scheme is named NewHIBS.

Instance Generator (k). Same as in NewHIBE-v1.

Root Setup (k). Same as in NewHIBE-v1, except that a signature space § = G3
is defined instead of the ciphertext space C.

Extract. Same as in NewHIBE-v1.

Signature. Given a message m € M, the private key drp, = (S15,, 15,5 §mt ,St)
of a signer ID,, and the system’s public parameters, this algorithm:

1. picks y €g Z; and computes V = y(PO(4) — Péa));

2. computes Sy, = yH1(m) + S7p, and Sﬁt = yHi(m) + S’vmt;

3. outputs o = (_th,SI—Dt, V).
Verification. Given a message m € M, a signature ¢ = (§m,§m),
the ID-tuple ID, of a claimed signer, and the system’s public parameters,
this algorithm computes pgl) and p§2> as in NewHIBE-v1's Encryption proce-
dure, and returns (m, “Valid”) if é(L", o) - &(V, Hy(m)) - é(Pég'),ﬁmt) =
e(PY, 87p,) - (LY, pi?)-, or “Invalid” otherwise.

4.5 Efficiency

Table 4.1 compares the computational and storage requirements of BF-IBE, GS-
HIBE, BBG-HIBE, and our HIBE scheme. ¢ denotes both the hierarchical level of a
ciphertext’s intended recipient and the hierarchical level of a user whose key is to be
extracted. Moreover, it is assumed that a binary exclusive OR (i.e. XOR) operation
always takes the same time, regardless of its arguments’ length. It is also assumed
that all hash functions of the compared schemes have the same computational cost,
denoted by H. Xor denotes the computational cost of XOR. My and Ax respectively
denote computational costs of scalar multiplication and addition in the Abelian group
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Storage
Schemes Requirements Computational Requirements
BF-IBE Public Parameters 11 Mg, + Rza
Extract 1 Mg,
Encryption 4 Ezg, +4H + Mg, + P
+ R{o,l)n + 2Xor
Decryption 3 3H + M(;1 +P+2Xor
GS-HIBE Public Parameters 11 M(;1 + RZE
Extract t+1 Ag, + H +2Mg, + Rz;
Encryption t+3 Egzg, +(t + 1)H + tMg,
+ P+R{U 1}n + 2Xor
Decryption t+8 Exg, + (t + 3)H + Invg,
+ tMg, + (t — 1)Mg, + (t + )P
+ Rza + 3Xor
BBG-HIBE Public Parameters 5+¢ (€+2)H +2Mg, + RZ; + Rg,
Extract 3+£—1t (£+2)Ag, + H+ (£+2)Mg, + RZ;
Encryption t+4+5 tA(;l + Exg, +tH + t+ 2)M(;1
+ Mg,
Decryption 3 Invg, + 2Mg, + 2P
NewHIBE-v2 | Public Parameters 154 2¢ (£~ 1)H + 2¢Mg, +6Rg, + 2Rz;
Extract 24 8Ag, + 7Az; +6H + SInvza + 12Mg, + 22Mz; + ZRz;
Encryption 3t+24 2Ag, + (11t ~ 8)Az; + Exg, + (3t + 4)H + Invg, + (5t — I)InvZ;
+ 6Mg, + Mg, + (24t — IG)MZ; + 2P + Ryg,1)n + 2Xor
Decryption 10 Exg, +4H + Invg, + 2Mg, + Mg, + 2P + 3Xor

Table 4.1: Efficiency Comparison of BF-IBE, GS-HIBE, BBG-HIBE, and NewHIBE
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Computational Requirements

t=1 t=3 t=4 t=10 t=12 t =20
£=1 £=4 £=5 £=11 £=13 £=21
BF-IBE Public Parameters | 21 x 10° | UNABLE | UNABLE | UNABLE | UNABLE | UNABLE
Extract 21 x 10° | UNABLE | UNABLE | UNABLE | UNABLE | UNABLE
Encryption 105 x 10° | UNABLE | UNABLE | UNABLE | UNABLE | UNABLE
Decryption 105 x 10° [ UNABLE | UNABLE | UNABLE | UNABLE | UNABLE
GS-HIBE Public Parameters | 21 x 103 | 21 x 103 21 x 103 21 x 108 21 x 108 21 x 10°%
Extract 42x 10° | 42x 105 | 42 x 10° | 42x 10° 42 x 10° 42 x 10°
Encryption 105 x 10° | 147 x 10% | 168 x 10° | 294 x 10° | 336 x 10° | 504 x 103
Decryption 189 x 103 | 399 x 103 | 504 x 10° [ 1.13 x 10% | 1.34 x 10% [ 2.18 x 10°
BBG-HIBE | Public Parameters | 42 x 10° | 42 x 105 | 42x10° 42 % 10°% 42 x 103 42 x 108
Extract 64 x 10° | 127 x 10° | 148 x 10° | 276 x 10° | 318 x 10° | 488x 10°
Encryption 63 x 10° | 106 x 10° | 127 x 10° | 254 x 10° | 297 x 10° | 466 x 10°
Decryption 168 x 10° | 168 x 10° | 168 x 10° | 168 x 10° | 168 x 10° | 168 x 10°
NewHIBE-v2 | Public Parameters | 84 x 10 | 168 x 10° | 210 x 105 | 462 x 10° | 546 x 10° | 882 x 10°
Extract 255 x 10° | 255 x 105 | 255 x 10° | 255 x 105 | 255 x 10° | 255 x 103
Encryption 296 x 10° | 299 x 10° | 300 x 10° | 310 x 10° | 313 x 10° | 325 x 10°
Decryption 210 x 10° | 210 x 103 | 210 x 103 | 210 x 103 | 210 x 10° | 210 x 103

Table 4.2: Timing Estimates of BF-IBE, GS-HIBE, BBG-HIBE, and NewHIBE in
Microseconds.
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Storage
Schemes Requirements Computational Requirements
CC-IBS Public Parameters 4 Mg, + RZ;
Extract 1 H + Mg,
Signature 3 AZ; +H +2Mg, + Rz;
Verification 3 Ag, +2H + Mg, +2P
GS-HIBS | Public Parameters 11 Mg, + RZ;
Extract t+1 Ag, + H+2Mg, + RZ;
Signature 3 Ag, + H +2Mg,
Verification t+2 H+(t—-1)Mg, + (t+1)P
NewHIBS | Public Parameters 144 2¢ (£~ 1)H +2¢Mg, +6Rg, + RZE
Extract 24 8AG, + TAz; + 6H ¥ 8Invzy + 12Mg, + 22Mz; + 2Rz,
Signature 5 3Ag, + H+2Mg, + Rz;
Verification 3t + 17 24g, + (11t — 8)Ag; + (3t + 1)H + (5t — 1)Invgs +4Mg, +3Mg,
+ (24t - 16)MZ; + 5P

Table 4.3: Efficiency Comparison of CC-IBS, GS-HIBS and NewHIBS.
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Computational Requirements

t=1 t=3 t=4 t=10 t=12 t =20

=1 £=4 £=5 =11 £=13 £=21
CC-IBS | Public Parameters | 21 x 103 | UNABLE | UNABLE | UNABLE | UNABLE | UNABLE
Extract 21 x 10° | UNABLE | UNABLE | UNABLE | UNABLE | UNABLE
Signature 42 x 10° | UNABLE | UNABLE | UNABLE | UNABLE | UNABLE
Verification 189 x 105 | UNABLE | UNABLE | UNABLE | UNABLE | UNABLE

GS-HIBS | Public Parameters | 21 x 10° | 21 x 10% | 21 x 10 [ 21 x10% | 21 x 103 21 x 10°
Extract 42 x 10° | 42x 10° | 42x10° | 42x10° | 42 x10° | 42x 10°

Signature 42x 10 | 42x 103 | 42x10° | 42x10° | 42x10° | 42x 10°

Verification 168 x 10° | 336 x 10° | 420 x 105 | 924 x 10° | 1.1 x 10% | 1.8 x 10°
NewHIBS | Public Parameters | 42 x 10° | 168 x 10% | 210 x 103 | 462 x 10% | 546 x 103 | 882 x 10%
Extract 255 x 10° | 255 x 10° | 255 x 10° | 255 x 103 | 255 x 10° | 255 x 10°

Signature 43 % 10° | 43x10° | 43 x10° | 43 x 10° | 43 x 10° | 43 x 10°

Verification 506 x 10° { 509 x 10% | 510 x 105 | 520 x 10% | 523 x 10° | 535 x 10°

Table 4.4: Timing Estimates of CC-IBS, GS-HIBS and NewHIBS in microseconds.
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X. Invx denotes the computational cost of inversion in the field X. Rx denotes
the computational cost of uniformly selecting a random element in the set X. The
computational cost of exponentiation in the group X is denoted by Ezx, and P
denotes the computational cost of a bilinear pairing operation. For the storage costs,
it is assumed that the result of each computation can be stored in a storage unit.
Moreover, the storage requirements column includes all temporary variables required
to perform the operations of each algorithm. Table 3.2 presents timing estimates of
BF-IBE, GS-HIBE, BBG-HIBE, and our HIBE scheme, based information obtained
from [HPS02].

Before all, let us recall that NewHIBE issues ciphertexts with constant length.
BBG-HIBE features ciphertexts consisting of 3 group elements, compared with 4
group elements in the case of NewHIBE-v2 (NewHIBE). NewHIBE’s setup algorithm
also involves O(¢) more scalar multiplications in G; than BBG-HIBE’s. (This is a
one-time cost.)

Note also that NewHIBE’s encryption algorithm requires two more pairing than its
BBG-HIBE analogue. On the other hand, NewHIBE encryption’s algorithm replaces
many scalar multiplication and additions in G; by multiplications and inversions in
Z;. This results in a gain when G; is instantiated by a group of elliptic curve points
and operations in G, are not replaced by operations in G, (e.g. via the applications
of two inverse maps). For instance [HPS02], if P ~ 4Ms,, Mg, ~ 1400Mz,, Ag, ~
14Mpz,, and Invg, ~ 16Mz;, then NewHIBE’s encryption algorithm is advantageous
when t > 12. Hence, NewHIBE’s encryption algorithm is faster than its BBG-HIBE
analogue for relatively large values of £.

However, BBG-HIDE and NewHIBE have almost identical computational cost for
decryption (i.e. 2P). Furthermore, NewHIBE’s key extraction procedure takes a con-
stant time to execute, and involves O(¢) fewer additions and scalar multiplications in
G, than BBG-HIBE’s. The key extraction storage cost of NewHIBE is also constant,
compared with O(¢ — t) in the case of BBG-HIBE.

Compared with GS-HIBE, both BBG-HIBE and NewHIBE achieve significant
(O(1) versus O(t)) improvements with respect to decryption time.

Hence: (1) BBG-HIBE is faster than NewHIBE with respect to encryption (for
t < 12); (2) BBG-HIBE and NewHIBE have similar performance with respect to
decryption; (3) NewHIBE is faster than BBG-HIBE with respect to key generation.

Table 4.3 compares the computational and storage requirements of Cha and Cheon’s
ID-based signature scheme® (CC-IBS), Gentry and Silverberg’s HIBS scheme (GS-
HIBS), and our proposed HIBS scheme (NewHIBS). Table 4.4 presents corresponding

3This scheme is the fastest known ID-based signature signature scheme.
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timing estimates based information obtained in [HPS02]. While the Signing proce-
dures of GS-HIBS and NewHIBS have essentially the same space and computational
requirements, the verification procedure of NewHIBS is significantly less computa-
tionally expensive than GS-HIBS (each pairing is essentially replaced by 24 multi-
plications in Z;). Note, furthermore, that no hierarchical ID-based signature scheme
with constant-size signatures had been described before NewHIBS.

4.6 Security

This section presents the security guarantees of our proposed HIBE scheme. The
notions of chosen ciphertext security and chosen plaintext security for hierarchical
ID-based systems (cf. [GS02]) are defined in §4.6.1 and §4.6.2. Then, §4.6.3 shows
that our proposed HIBE scheme is semantically secure with respect to adaptive chosen
plaintext attacks, in the random oracle model, if the BDH problem is hard.

4.6.1 Chosen Ciphertext Security

Let ¥ be a HIBE scheme. Then, the following game, initiated by a challenger Ch
against an attacker A, may then be considered:

Setup: From a security parameter k, Ch uses ¥’s Root Setup algorithm to
generate the cryptosystem’s public and private parameters - keeping the private
parameters secret while giving the public ones to A.

Phase 1: A issues to Ch a polynomially bounded number of queries of any of
the following types:

— Public-Key query: Given an ID-tuple E(i,ti) = (IDyyy, -+ ,IDyyy), Ch
must return Hy(ID;,)).

— Key Extraction query: Given an ID-tuple IDy4,y (as above), Ch must
return the private key dﬁ(i " of D4,

— Decryption query: Given an ID-tuple E(W and a ciphertext ¢;, Ch must
return a message m; € M whose encryption under ID(;, is c;.

The above queries may be issued adaptively: each request may depend on its
predecessors.

Challenge: Once Phase 1 is over, A issues an I D-tuple 7D; = (IDy,--- , IDy)
of its choice, and a pair (mo, m1) of equal-length plaintexts, such that, in Phase
1, no Key Extraction queries were issued on [ D: or any of its ancestors. Ch
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then picks a random bit b € {0,1}, computes the encryption ¢* = Encrypt(mg,
ID;, params) of my with TD,, and sends ¢* to A.

Phase 2: A issues a polynomially bounded number of Phase I types of queries,
under the following restrictions:

. . . FIRk .
— No Key Euxtraction queries are issued on I D, or any of its ancestors.

— If a Decryption query is issued with ¢* as an argument, then the corre-
sponding ID-tuple can be neither 1 D: nor any of its ancestors.

The queries may be issued adaptively: each request may depend on its prede-
CESsors.

Guess: Once Phase 2 is over, A submits a guess bit &’ and wins the game if
b =b.

Definition 4.6.1.1. The above game is called the IND-HIB-CCA attack game. The
quantity |Pr[t/ = b] — 1| — representing the advantage of A over any challenger Ch
in the game — is denoted by Advﬁé‘z_CCA. A HIBE scheme is said to be secure
against adaptive chosen ciphertext attacks (IND-HIB-CCA secure, in short) if no
polynomially bounded attacker can be found that has non-negligible advantage in the

above IND-HIB-CCA game.

4.6.2 Chosen Plaintext Security

The notion of chosen plaintext security is similar to (and weaker than) the notion of
chosen ciphertext security. To define semantic security for HIBE schemes, one may
consider a game (called the IND-HIB-CPA game), which is identical to the IND-HIB-
CCA game, except that the attacker A is unable to issue Decryption queries.

Definition 4.6.2.1. The value |[Pr[b' = b] — 1| - representing the advantage of A
over any challenger Ch in the IND-HIB-CPA game - is denoted by Advfi[cg_cp 4.4
HIBE scheme is said to be secure against adaptive chosen plaintext attacks (IND-
HIB-CPA secure, in short) if no polynomially bounded attacker can be found that has
non-negligible advantage in o IND-HIB-CPA game.
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4.6.3 Security Theorem

Theorem 4.6.1. Let T be a tree-shaped hierarchy whose depth is logarithmic® in a
security parameter k. Assume that, in the NewHIBE-v! scheme, all hash functions
are random oracles. Suppose also that there exists an attacker A which has non-
negligible advantage £(k), in time T, against any challenger Ch, in the IND-HIB-CPA
game. Then, there exists an algorithm B which solves the BDH problem, in time
O(r), with non-negligible advantage at least

1
k)——=(1 — §)"=*, wh
& )pol(k)( )", where
b 1s the largest proportion of ID-tuples having a common root branch, pol is a polyno-
mial such that Lk s a lower bound of all proportions of ID-tuples having a common
root branch, Nz s the number of Extraction queries issued by A in any IND-HIB-
CPA game against B (as challenger).

Practical Meaning of Theorem 4.6.1: In practice, this theorem indicates that,
when a message is encrypted for a user, only this user and her hierarchical ancestors
can decrypt the corresponding ciphertext.

Proof. In this proof, we show how to construct B using A. Let G; and G, be two
Abelian groups of prime order g, where G; is additive and G, is multiplicative. Let
Pél) € G} be a generator of Gy, and v, w, 7, ¢, and ¥ be positive integers such that
PP =vP, P = wP{®, P = nP{", P = cP{", and P}” = 9P" are other
generators of G; (i.e. distinct from one another and from Po(l)). Leté: Gy x Gy — Gy
be a bilinear pairing on Gy, such that the BDH is assumed to be hard with respect to
é, and let (Gl,q,Pol),aPél),bPél),cPél)) be a tuple for which a, b, ¢ are unknown to
B. B’s goal is to solve the BDH Problem by computing é(Po(l), Pél))“bc in polynomial
time. To achieve this goal, B initiates an IND-HIB-CPA game with A, using an
arbitrary security parameter k.

B defines three hash functions H{"™ : {0,1}* — (Z2)*, H§™ : G2 — {0,1}", and
HE™ : Z3 — Z, over which it has full control. B sets n = poly, (k), £ = log(k), Ir €r
Z, L§3) = w(aPél)), L§4) = w(aPél)), $1 €R L}, g = HE™ (i) for 2 < i <£—1, and
LY = 5, L9 for 2 <i < ¢ and j = 3,4. B defines M = {0,1}", C = G2 x {0,1}",
pubParams = (g,n,é, 1o, P, P?, P, PV, P, P{®  Hgm, Hgim Hgim, (L), )4s),

i=1

4The proof of this theorem and those which derive from it are built in such a way that, if the
hierarchy’s depth is not logarithmic in k, then the number of steps required by the simulator B is
exponential. When this is the case, the BDH problem cannot be solved in polynomial time. Hence,
hierarchies must have depth logarithmic in k. However, in practice, ¥ can be chosen in such a way
that the probability of a successful attack is very low.
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and params = (pubParams, sq), where sy is unknown to B. B sends pubParams to
A, and keeps (s;){_; secret.

The rest of the proof consists of three sections. The Hash Simulation section
shows how B simulates H5™™, H5™ and HZ™. The Attack Games section explains
how B handles the queries of the attack game. Finally, the Complexity and Probability
section derives the complexity and probability results of the theorem.

Hash Simulation:

In order to store information about the queries of the IND-HIB-CPA game, B
maintains a list Aysim consisting of entries of the form: (IDgt)s (Paa 1)) ier, Pd,3)) ety
(I(z',d))fi;l: (Ifi,d))f;:h (I&,d))fi:p (I(i,d))fii=1l(1(lz’,d))ti=1v ( E;;,d))fl;lv (a(i,d))fiizh (a(i,d))ff:p
(Sm(i,d))f#u(Eﬁ(i,d) fiizl’(Sm(i,d) 3:17(Eﬁ(i,d))fzi=1)7 where
ﬁ).(i,ti) = (IDgyy, -+ ,IDgy,) is an ID-tuple of the user hierarchy, and, for 1 < d < ¢;,
(PGa1))i—1 (PG.a3))d—1> oy sy L ay Lo Loy Liay s Bsa) € Ly S15, 4
Eﬁ(i,d)’gl_D_(i,d) € Gy, and EE(M) € G; are the simulated values of ID(; 4)’s key
components.

Let ny, denote the number of H; queries. Every H;-query is issued on an ID-tuple
whose first component we call the root branch. Let then n,; denote the number of
distinct root branches appearing in H;-query ID-tuples. Every distinct root branch is
indexed using an integer between 1 and n,;. Let u be a uniformly random element of
{L,--- ,n.}. For B to win the IND-HIB-CPA attack game, the index of the ID-tuple
associated with the challenge plaintext pair will need to be p.

To answer H; and Erxtraction queries, B builds AHf‘im as follows. Let E(i,ti) =
(ID¢ay, - -+ ID(;z,) be the ID-tuple associated with the i* H;-query and let y be
maximal such that (IDg 1y, - ,IDgy) = (IDgy1y, -+ ,ID,), where
(IDgn), - -+ s I1Djz;) is an ID-tuple which is already in Ayygim. Then:

o For 1 < d <y puay = Phar)s Paad) = PGas) Loy = 1o Lig = e
gy = TGy Lo = 160 Lugy = L0y Tiw = LGy @60 = @G0, @sa) = EGa,
Sy = Siay, Etigy = By, Sty = Sia), and Eg) = Eja;

o Fory<d<t:

1. Ifd=1:

— If I—D—(i,ti) is the first ID-tuple whose root branch index is u, then
Iy, P61, Paas) €r Zy, aury = agyy = 1, and Sy = Egyy =
§(¢,1) = E(m) = Idg, (where 1 and the neutral element Idg, of G, are
default values). The other components (i.e. [, (i1 etc) are constructed
according to the method described in the Key Extraction algorithm.



72

— Otherwise, I(;1), P(i,1,1), P(5,1,3)06,1), A1) Er Zy, and the other compo-

nents (except Sg 1y, E(iny, §(i,1), and F;,)) are computed according
to the method described in the Key Extraction algorithm. Moreover,

Lyl
S5, = 1, »(aFy! )+I(11)V(‘1P( )+aID1L(3) Erp, == 1() L6 (o pV) +

]Iz 1)V(GP( )) + ogp, L53), and SID = a1, 7T(CL—PO ) + I(z 1)§(aPo( ))

Il 9aP), B, = dgp,m (aP(l))+M§(aP(l))+I(H) 9(aPV).

2. Otherwise (ie. if 2 < d < t;), I5.4),P(,d1), P(i,d,3)Xid)> Oidy €R Ly, and
the other components (including the I’s, Siq), Eqa), §(i’d), and E(i‘d))
are computed according to the method described in the Key Extraction
algorithm.

BB adds the entry (m(z t)> (P 1))3_17 (PG 3))3 nea d))fii_h (I(Iz d))fii_h
(I" d))d—p (I(z d))d-l? (I(z d))d—l’ (If; d))d_1> (ag, d))d—la (ag, d))d—lv (SID(I d))fi;l’

(EID(i,d))d~l’ (SID(1 3 iy (EID@ d))d 1) to the list Aggpim.
For Hg™-queries, B maintains a list Agqem whose entries have the form (a, hs,0),

where « € Z; and hy, € Z is the snnulated value of Hs(ar). Thus, on input a € Z;,
B proceeds as follows:

o If A'Hgim already has an entry (a, hs o), then B returns hs o as an answer to the
HY™-query;
e Otherwise, B computes picks hs o €r Zj, adds (o, hsq) to Aygm, and returns

hs as an answer to the H{™ query.

For H5™-queries, B maintains a list AHSim whose entries have the form (o, hay),
where @ € G, and hy, € {0,1}" is the simulated value of Hy(c). Thus, on input
a € G, B proceeds as follows:

o If AHsm already has an entry (a, kg ), then B returns hq, as an answer to the
HE™_query;
o Ifa= (é(L§4), pgl)) . é(Lf’), p§2))_ ) where 7 is an output of H{™ and p§1>, p§2)

are associated with a user 1D, whose root branch index is y then, B proceeds
as follows:

— B computes ( (L §4),,5§1)) (L(3),pt2)) ) where pi" is obtained, for the

same user 1D, using the following variant of the recursive algorithm meant
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to compute A;: A; = bP(l) € Gy; ;41 = (“)A € Gy; for 1 <1 < t,
I'“I“A —F-"fuf:I
K3

A1 = LA+ It+1A and Az+1

— B computes he, = hi(a) (where ki is a random oracle), adds («, hg,q) to
Agggim, and returns hg o as an answer to the H5™ query.

Note that B must compute « for at most all the users whose root branch index
is p. Since the depth of the hierarchy is logarithmic in k, this search is of
polynomial complexity.

e Otherwise, B computes he, = (), adds (@, ha,a) t0 Aygim, and returns hoq
as an answer to the H3™ query.

Attack Game:

e By generating or reusing the appropriate entries and values of both AH{z‘m and
Ayygim, B answers the Public Key and the Extraction queries of Phase 1, under

the following constraint: if the root branch index of the ** ID-tuple of an
Extraction query is u, then B terminates the IND-HIB-CPA game and fails to
solve the BDH problem.

e Once Phase 1 is over, the Challenge phase starts. A issues a target ID-tuple

ID, = (IDy,-- I Dt) and a pair (mo,m1) of two equal-length p plamtexts such
that, in Phase 1, no Key Extraction queries were issued on ID D or any of its
ancestors.
If TD,’s root branch index is not g, then B terminates the IND-HIB-CPA game
and fails to solve the BDH problem. Otherwise, B picks a random bit b € {0,1}
and sends to A the ciphertext ¢* = (U, Uz, V), where U; = 7r(cP(1)) P(4)
Uy = w(cPM) = PP and V g {0,1)}".

Note that Sypr = soly(4 [Tiy si-1) Py + ([Tiey 8i1) Be(soPY) +

(I, si_1)Fy(soP®), where I, = b, and both 7£ and B; can be computed by

B (since they are multivariate polynomials in I;, I{ A/ fori=1,--- /t —ie. not

in I; nor in I7?).

Note also that é(mcPy”, (ITi_, si-1) Fu(soPS))-é(sePs”, (ITiey 5i-1)Ci(s0 PSY)) -
6(0CP®, ([TLeg 1) Di(50PY)) — (U, Sy,

Let Ay = (4 Tiesi-1), B2 = (Ilizesi-1)Be, As = ([[ipsi-1) By Ay =

(ITizz 5:-1)Ct, and As = ([T;y si-1) D Then, &(Uy, Spp:) =

e(mePy”, soly BgV)A - e(mePyV, soP{? )22 - é(mePi, 5o SV )™



74

5PV pWyase — [ (3 (U 51y o)
Hence, é(Py 7, F, )‘”:((e(Ul,Sm:)‘e(Ug,Sm:) )-T ) , where I =

é(7rcP0(1), soPéz))A"’ . é(g‘cPO(I), soPé?’))_A4 : é(ﬁcPél), SOP()(s))—AS'

e According to the rules of the IND-HIB-CPA game, A then makes a second series
of queries, which B answers as in Phase 1, under the following constraints: (1)
the restrictions of the second phase of the game must be followed; (2) if A

issues an Eztraction query on an ID-tuple whose root branch index is p, then
B terminates the IND-HIB-CPA game and fails to solve the BDH problem.

e Once the second phase of the IND-HIB-CPA game is over, A makes a guess
B € {0,1} and sends it to B. B ignores /', uniformly picks a random entry
(@, hoa) Of Ayygim, and submits

(a . F_l)(WAl)_l

as the solution of the BDH problem.

Note that A must compute é(Us, Stp:)é(Uz, §m:)‘1 in order to conclude that
c* is an invalid ciphertext. When this happens, then it suffices that B picks the
right entry of Aygm, in order to solve the BDH. Moreover, if A does not find
out that ¢* is invalid, then B does not solve the BDH. Consequently, B solves
the BDH if and only if the following conditions are satisfied: (1) In both Phase
1 and Phase 2, no Eztraction is issued on an ID-tuple whose root branch index
is p; (2) A asks to be challenged on an ID-tuple whose root branch index is g;
(3) A discovers that ¢* is an invalid ciphertext; (4) B picks the right element of
Apygim.

Complexity and Probability:

In order to compute the probability that B solves the BDH problem, let §, be
the proportion of ID-tuples whose root branch index is x4 (among all possible I.D-
tuples). Assume that, in the IND-HIB-CPA game, A issues a total of n.,; Extraction
queries. If £(k) is the advantage of A in the IND-HIB-CPA game, then the prob-
ability that B solves the BDH problem is e(k)(1 — 6,)"**d,. Now, 6, < 4, since
0 is the largest proportion of ID-tuples having a common root branch. Moreover,
since all proportions of ID-tuples having a common root branch are assumed to be
non-negligible quantities, there exists a polynomial pol over N such that §, > m.
Hence, (k)3 (1 — 8,)" > e(k) iz (1 — 6)"=t. Now, since ¢(k) is non-negligible, so
is e(k)m(l — &)"e=t. Consequently, B solves the BDH problem with non-negligible

probability at least (k) z76l1(_k)(1 — §)"e=t,. Moreover, since each query of the IND-HIB-

CPA game requires B to make a polynomial number of operations and trials, it follows
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that B solves the BDH problem in time O(7) where 7 is the running time of A in the
IND-HIB-CPA attack game. QED.

4.7 Conclusion

The aim of this chapter was threefold: first, we sought to describe a HIBKG algorithm
featuring constant-time key generation and constant-size keys; second, we wanted to
design a HIBE scheme with constant ciphertext length and fast decryption time;
third, we aimed at devising a HIBS scheme with constant-size signatures and fast
signature verification.

This was achieved by a proposed set of schemes which improve very recent inde-
pendent work in hierarchical ID-based cryptography. The computational and storage
requirements of the suggested schemes were examined and compared with existing
schemes. The cost of our HIBS scheme’s signing algorithm, and the cost of our HIBE
scheme’s decryption procedure are comparable with the costs of the best known ana-
logue schemes. Moreover, our HIBS and HIBE schemes respectively achieve fast
signature verification and fast encryption for deep hierarchies (¢ < 12). Furthermore,
our HIBKG algorithm is the most efficient one (among known HIBKG algorithms).
The security of our HIBE scheme was also studied, showing that it achieves semantic
security with respect to chosen ciphertext attacks, in the random oracle model, under
a standard number theoretic assumption.

In the next chapter, we investigate selected applications of our HIBE and HIBS
schemes, while the second part of this dissertation’s second main contribution (i.e. the
design of hierarchical ID-based signcryption scheme with PCA and FS) is described
in Chapter 6.



Chapter 5

Selected HIBE and HIBS
Applications

The aim of this chapter is to describe selected cryptographic schemes which can be
derived from the HIBE and HIBS schemes proposed in Chapter 4.

Our selection criteria were: (1) practical relevance of the applications supported
by the selected schemes; and (2) computational or space efficiency of the selected
schemes (in comparison with similar schemes derived from other known hierarchical
ID-based algorithms). We selected one forward-secure hierarchical ID-based encryp-
tion (fsHIBE) scheme, and one append-only signature (AOS) scheme.

5.1 presents such an fsHIBE scheme, and §5.2 describes an AOS scheme.

5.1 Forward-Secure Encryption

The HIBE scheme proposed in Chapter 4 (i.e. NewHIBE) yields various efficient
forward-secure public-key encryption (fSPKE) schemes. This section presents an
overview of these fsSPKE schemes, and then describes our proposed fsHIBE scheme.

5.1.1 Overview of fsPKE schemes

Recall that fsPKE assumes that time is divided into time periods, and that users are
given time-bound keys which must be evolved. The motivation for designing fsPKE
schemes is to limit the impact of key compromise, by describing a method whereby
the compromise of the decryption key associated with a user U and a time period ¢,
only affects the confidentiality of ciphertexts encrypted for If at a time period 7 > ¢,
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fsPKE

Canetti et al. [CHKO03] proposed a method to construct a fs-PKE scheme from any
HIBE scheme. When Canetti et al.’s scheme [CHKO3] is instantiated with BBG-
HIBE, the length of time-based keys is O(log?(T’))-long where T is the number of time
periods whose information is accessible. However, when NewHIBE is used instead of
BBG-HIBE, the length of keys is reduced to O(log(T)).

fsHIBE

NewHIBE can also be used to instantiate Yao et al.’s fsHIBE scheme [YFDLO04], and
the same is true for BBG-HIBE (i.e. Boneh et al.’s HIBE scheme with constant-
size ciphertexts). Let us call NAM-fsHIBE our instantiation of Yao et al.’s fsHIBE
scheme, and BBG-fsHIBE a similar instantiation based on BBG-HIBE.

Note that Boneh and al. [BBG05| did not describe BBG-fsHIBE (i.e. an fsHIBE
scheme with constant-size ciphertexts). (Instead, these authors devised an fsHIBE
scheme with growing ciphertext length, but shorter keys than those which BBG-
fsHIBE would have.) NAM-fsHIBE will be described in §5.1.2. However, we already
underscore two benefits which our fsHIBE has over BBG-fsHIBE.

Suppose that users of a system are modelled by nodes of a tree-shaped hierarchy
whose maximal depth is denoted by £. Let t be the hierarchical depth of an arbitrary
user, and T be the number of time periods of a fSHIBE system. Then, compared

with BBG-fsHIBE, the NAM-fsHIBE saves O(€log(7")) multiplications in G, for the
generation of each child-key, and O(¢-t) multiplications in G, for each key evolution.

Consider, for instance, a community whose users are modelled as leaves of a tree-
shaped hierarchy of depth 4. Suppose that time periods of one hour are considered,
over a period of 2 years. Then, compared with a BBG-HIBE instantiation of Yao
et al.’s fsHIBE scheme, the proposed fsHIBE scheme saves about 50 multiplications
in G, for each child-key generation, and about 15 multiplications in G for each key
evolution executed by a level-4 user.

Reverse fsHIBE

It is interesting to note that fsHIBE schemes can be used in reverse order, in order
to support time-based release of (confidential) information (TIR).

Mont et al. [MHSO03] described a mechanism which exploits IBE to encrypt infor-
mation using date strings, in such a way that the information can be decrypted only
when the corresponding date has arrived. To achieve this, a cryptographic server
(i.e. a PKG) is trusted to release keys of a given date only when the time has ar-
rived. Using, in reverse order, any fSPKE scheme, it is possible to provide users
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with one key which allows them to decrypt all documents released before a given
date. Thus, using only one key per time period, one can decrypt all documents
released before this given period. Schemes which support time-based information
release are called TIR schemes. Moreover, TIR schemes which release keys associ-
ated with hierarchically-structured classes of users are called HTIR schemes. For
instance, these hierarchically-structured classes can model roles in a RBAC system.
Hence, both BBG-fsHIBE and NAM-fsHIBE can be used to construct HTIR schemes
(henceforth called BBG-HTIR and NAM-HTIR respectively).

NAM-HTIR BBG-HTIR
with O(1)-long ciphertexts [BBGO05]
Root Setup O(2 - log(T)) (Mg, ) O(1)Mg,
Lower-Level Setup | O(log*(7))(Ag, + Mg, + Mgy ) Ot - 1og*(T))(Ag, + Mg,)
Encryption Oft - log(T))MZ; O(t - log(7T))(Ag, + Mg,)
+ O(1)(Mg, + Ezg, +P) + O(1)P
Evolution O(t)(A(;l + Mg, + Mza) o - t)(Aq;] + M(;l)
M-Evolution O(log(T) - t)(Ag, + Mg, + MZE) O(log(7T) - £- t)(Ag, + Mg, )
Decryption O(1)(Ezg, + Invg, + Mg, O(1)(Invg, + Mg, + P)
+ Mg, + Mzx +P)
Key Stack Length O(log(T)) O((€ - ¢t) - log(T))

Table 5.1: Comparison of NAM-HTIR with BBG-HTIR.

Table 5.1 compares the computational requirements of NAM-HTIR with BBG-
HTIR. ¢ denotes both the hierarchical level of a PKG (user) and the hierarchical level
of a decryptor (or ciphertext’s intended recipient.) 7 denotes the number of time
periods handled by the HTIR schemes. ¢ denotes the depth of the user hierarchy.
My and Ax respectively denote the computational costs of scalar multiplication and
addition in the Abelian group X. The computational cost of exponentiation in the
group X is denoted by Fzx, P denotes the computational cost of a bilinear pairing
operation, and Invy denotes the computational cost of inversion in X. The compu-
tational cost of hashing is not considered, due to its insignificance in comparison with
the computational cost of pairing and that of operations in G, and G,. M-Evolution
refers the process whereby, at time period ¢, a user runs the evolution algorithm
multiple (say j) times, in order to generate the key required to access a documents
associated with time period ¢ — 5. It should be noted that the storage requirements of
each algorithm essentially follows the order of its computational complexity (with the
exception of BBG-HTIR’s Root Setup algorithm, which requires O(¢-log(7T)) storage
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units’.)

The following methodology was used to compute the requirements of BBG-HTIR.
Since BBG-HIBE requires 2 scalar multiplications in G; and O(f) hash function
evaluations, it is estimated that BBG-HTIR would require O(1) scalar multiplications
in G;. (Recall that the cost of hash function evaluation is not taken into account in
Table 5.1.) For the Lower-Level Setup algorithm, we evaluate the cost of applying
O(T) times the Key Extraction algorithm of BBG-HIBE (i.e. one key-extraction per
time identifier component), for each element of a key stack. Since the cost of each key
extraction of BBG-HIBE is O(¢)(Mg, + Ag, ), and since there are, on average, O(T)
keys in each key stack, the computational cost of the Lower-Level Setup procedure is
estimated to be O(£-log?(T))(Ag, +Mg, ). For the cost of BBG-HTIR’s Encryption, it
is assumed (according to Yao et al.’s scheme) that encryption requires O(¢)-t steps (i.e.
one step for each time identifier component and, for each time identifier component,
one step for each user identifier component). Since the cost of each step of BBG-
HIBE’s encryption routine is O(1)(Mg, + Ag, ), we obtain the result shown in Table
5.1 (recall that BBG-HIBE’s encryption algorithm requires one pairing only). Key
FEvolution requires at most two key extractions of BBG-HIBE, for each component of
the associated user identifier; hence, the cost Key Extraction is O(¢ - t)(Ag, + Mg, ).
Thus, by applying Evolution multiple times (i.e. O(7) times since the length of
time identifiers is O(7')), we obtain the cost of M-Evolution displayed in Table 5.1.
Finally, the cost of BBG-HTIR’s Decryption algorithm follows directly from that of
BBG-HIBE decryption routine (i.e. O(1)(Invg, + Mg, + P).)

Table 5.1 shows that the computational cost of our proposed HTIR scheme’s Setup
algorithm is greater than BBG-HTIR’s. This is a one-time cost, which must be paid
at the beginning of the system. Table 5.1 also shows that BBG-HTIR’s Lower-Level
Setup and Evolution algorithm take O(f) more steps than their analogues in NAM-
HTIR. This factor is increased by a factor of O(log(7)) in the case of M-Evolution.
Thus, if users of a HTIR system are modelled as leaves of a 4-level hierarchy, and if
time periods of one hour are considered for a total time of 2 years, then M-Evolution
(i.e. one of the most frequent operations of the HTIR schemes) is, on average, about
30 times slower with BBG-TIR than with our scheme (for users lying at the bottom
of the hierarchy.)

Thus, we have seen in this section that NewHIBE can be used to instantiate
various fSPKE schemes, including a fsHIBE and a reverse fsHIBE scheme. We have
also established the fact that these derived schemes feature several computational
benefits over analogous schemes obtained from BBG-HIBE. This being done, we now
proceed to the formal description of NAM-fsHIBE.

!The term storage unit refers to the amount of space required to store an element of Z;. The
corresponding numeric value (e.g. 512 bits [BF01]) may vary from one platform to the other.
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5.1.2 Proposed fsHIBE Scheme

Fundamental notational definitions concerning fsHIBE schemes are first presented,
followed by the actual fsHIBE scheme.

Fundamental Notational Definitions

ID-tuples. For the description of fsHIBE schemes, PKGs are assumed to be orga-
nized in a tree-shaped hierarchy whose root is called the root PKG and is denoted
by both rPKG and TDy. Apart from rPKG, every PKG is identified with a tuple
ID; = (IDy, 1Dy, - ,ID,) (called ID-tuple). Under such a notation, ID,’s ancestors
consists of rMan and the ID;’s such that 1 <7 < ¢.

Time Identifiers. For the definition of fsHIBE schemes, time is assumed to be
sliced in a sequence of time periods, each of which is labelled with a non-negative
integer. Each time period 7 € N is associated with a unique node ¢, in a binary-tree
shaped hierarchy denoted by T. T’s root is also denoted by ¢ and corresponds to time
0 — the beginning of time for the associated forward secure system. Since each node
i of the binary tree T corresponds to a time period ¢, each time period of the system
has a binary representation which corresponds to the path (in T) starting at € and
ending at 2. We denote by [i] = ¢; i this binary representation of 4, and by i|;
the integer whose binary representation is 4, - - - i;. (By definition, ¢|o denotes 0.) The
binary representation of a time period is computed as follows: if i is an internal node
of T, then ¢ + 1 is the left child of i; otherwise (i.e. if i is a leaf node of T), i + 1 is the
right child of the node j, where [j] is the longest string such that [j]0 is a substring
of [i]. Moreover, the size 8 of [i] = i; - - -4p is denoted by |[i]|.

Private Key Stacks. The definition of fsHIBE schemes is predicated on the as-
sumption that each PKG (user) holds a private key stack. Such a stack is associated
with both a PKG and a time period i. ¥7p, ;) denotes the private key stack associ-
ated with a PKG 1D, and time period i. 21D, only contains all the information
required to perform the following tasks: (1) to decrypt ciphertexts associated with
ID; and i; (2) to construct X1p,,5)» Where j > i. To meet these requirements, X 7p, ;)
is structured as follows: X35, ;) = ((d7p, 5))jev, 47D, 5)), Where d7p, ; is the decryp-
tion key associated with ID; and 7, and where W is the identifier (i.e. label) sequence
of all the right siblings of the nodes lying on the path from € to ¢ (in T, if these nodes
exist). In other words, £ 75, ;) contains d(7p, ; and the private keys associated with
ID, and all the right siblings of the nodes lying on the path going from € to z. 41D, 5
is the top element of the stack.
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Forward-Secure HIBE Scheme. Each forward-secure hierarchical ID-based en-
cryption (fsHIBE) scheme is composed of five randomized algorithms, whose functions
are described below:

1.

Root Setup (k): Given a security parameter k, this algorithm is used by the
root PKG to return a tuple params of system parameters. params includes
a user hierarchy depth ¢ € O(k), a number 7 € O(k) of time periods, and a
description of both the message space M and the ciphertext space C, along with
a secret piece of data dzp, called the root PKG’s private key. Other parameters
are allowed, provided they are not unique to any user. Some parameters may
be public (including those describing M and C), while others remain secret
(including the root secret key).

Lower-Level Setup (ID;,1, E(mmi)): Given the scheme’s public parameters,
an arbitrary identifier ID;, and the private key stack X p, ;) associated with

both a PKG ID; and a time period i, this algorithm returns the private key
stack E(Em,z') associated with I D;,, and 1.

Key Update (E(I_D_t,z')): Given the scheme’s public parameters and the private
key stack 75, ;) associated with a PKG ID; and a time period i, this algorithm
returns X 7p, ;41), 1-€- 1Dy’s private key stack for time i + 1.

. Encrypt (m, Z__Qt’ i): Given the scheme’s public parameters, a message m € M,

the ID-tuple ID; of an intended recipient, and a time period i, this algorithm
returns a ciphertext ¢ € C associated with m and 1.

. Decrypt (¢, 1, 2(ﬁm))‘ Given the scheme’s public parameters, a ciphertext

¢ € C (issued for time i), and the private key stack ¥z, , associated with ID,
and ¢, this algorithm returns the message m € M associated with ¢ and 1.

Proposed Scheme

e Instance Generator (k). This procedure, denoted by IG, is a randomized

algorithm which takes a security parameter £ > 0, runs in O(k), and outputs
(G1,Gg,€), where Gy and Go are two Abelian Gap-Diffie-Hellman groups of
prime order ¢ > 2%, and é : G; x G; — G is an admissible pairing with respect
to which the BDH problem is intractable.

e Root Setup (k). Given a security parameter k > 0, the root PKG:

1. runs IG with input & and obtains (Gq, Gg, é);
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2. picks, randomly and uniformly?, P\”, PP, P® P® PO P e Gy;
3. picks sy €r Z;, and sets dp, = (s0);
4. computes n = poly;(k), n, = polys(k), and ¢ = polys(k), nq = polys(k),
where poly; is a polynomial over the positive integers, for i = 1,2, 3;
5. chooses cryptographic hash functions:
Mo {0,1) — (Z)¥, Ha: (0,1} — (B, Hs:Z— T,
where H; and H, are defined using the same methodology, and H; is
defined as in NewHIBE-v1.
6. computes, (s; = Hs(si_1))""", LY = 5o, for j = 3,4, and
(L(]) = Si-1 L(J)l)z s for j = 3,4.

The message space is M = {0,1}" and the signature space is C = G? x {0, 1}".
The system’s public parameters (which must be certified) are

pubParams = (q,n, €, Iy, Pél), PéQ), PO(?’), P0(4)7 Pé5), PO(G), Hi, Ha, Hs,

((L(J))e "?)}=3), and the root PKG keeps s secret, so that

params = (pubParams, s¢). Note that params implicitly include £ and T = 2"
via the definition of H; and Hs.

e Lower-Level Setup (D44, Z(ﬁm))‘ For each PKG ID,,; which becomes
child of a PKG ID,, at time i, the following takes place:

1. Let [’L} = il .. -'[:0. mt piCkS a(mt+l’i[j),a<ﬁ)‘t+l7i|j) €Rr Z;, for ] = 0, ‘e ’6'
2. TD, computes (J1, - Jo,Jo, -+ Jo) = Ho([2]).
3. —Ift =0, then rPKG Computes P2 = Hilpas), pag = “22P03

P1,1)
—71, 1= 1Ih + pq, 1)7-71 = Il + pq, 2),11 = I”

’
_Pa,y
PQa,2)

P14y, R(]m 0) = PaQ,)%T5, 0 T PQ, 2)0‘(1D1 0y R(wl 0 = P1,3)%75,0 t
PO4OTD,, o) $1= Hs(so), and the following:

Iy = —pagy, I =

Sapy0) = so(i Py + LR + agp,, o)Pos)),
Eqp,.0 = SO(MLP(U +IYPP + (7B, 0P,
S(IDI 0 so(a(w oY+ LB + LE®),
E(IDl 0) = SO(Q(ID 0>P(4) + i}llp(& + 1P (6))

d(ID1 0) — (S(ID1 o)vE(ml 0)’ S(ID1 0)’E(ID1 0)’R(ID1 0)’ R(Im ,02 P(1, 2)’31)’ Z(IDI o))
— Ift =0 and i > 1, then rPKG recursively applies the Key Update
algorithm ¢ times, starting with X5, o).

2In the sequel, we shall use the notation z €5 X to indicate that the element 2 is chosen uniformly
at random from the set X.
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P(t,2)P(t,3)

— Ift > 1, ID; computes: I/, = —pu2), Iy = — AR AR

~ - P,1y
Pews linn = T+ P2y L = Taa + Py Pery) = —52per,,
P(t+1,2)P
P14y = t+;<21(i;r13 R(IDHMIO) p(t"'lvl)a(75t+17ilo)+p(t+1v2)a(1Dz+1ﬂ'lo)’

R(mzﬂ,ilo) = p(t+1’3)a(mt+1yilg) + p(t+1’4)a(mt+1ﬂ'lo); and 'St-(9+1)+1. =
z-{_g,(st.(gﬂ)). Then, for each private key di5, ; of X35, (7 € YU{i}),
ID; computes the following:

STDy41,0.5) = St (0+1)(It+13(mt 5 HlinEs, )+ a(m,ﬂ,uo)Lt (9+1)+1v
E(mprl 0.4) = St (9+1)(*+7t_3(w,,,) + 1 Egp, ;) + a(IDH,l,zIo)Lt (B+1)+1
(a) S0 = see+0 (L4157, ) + It+1E(ID¢ 3)
+ (“<1Dt+1 o) ™ R@B, 10)) Lt fp41) 1
B0 = St (0+1)(—FLS(IDe 5 T 1 EBap, )

+(a(1Dt+1»’L|o) R<1D¢,z|a>)Lt-<e+1)+1v

(b) Then, for 0 < a < 6, TD; computes: Trs = ~P(a2); i;,“
~ sl
_p"(ﬂl’lz(az,)l(;ly3 ) Ia—',—l = Ia+1 +p(a 1) Ia.+1 Ia-i-l +p(a 2) I‘H'l - I

P(a+1,2)P(a+1,3) .
:D( 3) Pla+1,1) ’
ﬁ(mtﬂﬂ'laﬂ) = P@+1,)XTD, 11 lar1) T Plat12)¥(TD¢ 1 ilas1)

P(a,4); Pla+1,2) = — p(a+1 1)y Pla+1,4) =

R@B,41ilasr) = Plat19)YUTDesglasn) T Patt 0¥(TDpin ilasr)’
St.(0+1)+2+a = H5(St.(0+1)+1+a), and the following:
STBorrsilarrd) = 5t (9+1)+1+‘1(I“+1‘?(1D¢+1,zla,]) + Ia+1E(1D¢+1,z|a,]))
+ a(ID:+mla+1)Lz (6+1)+2+a>

lagafgyy
E(IDe+1,1la+1,J) St. (9+1)+1+‘1( T, S(1D¢+1ﬂ|a,J) + I“+1E(ID:+1»2(¢“J))

_— 3)
+ a(1D¢+1ﬂ'|a+1)Lt (8+1)+2+a

S(IDt+1ﬂla+1,J) = St (6+1)+1+“(I°‘+IS(IDt+1 ila»3) + Ia+)1E(1Dz+1yl|a,J))
+ (a(IDt+1v'L|a+l) R(TD¢+1,1I ))Lt (9+1)+2+a’

a+1
E(ID¢+1,Z|a+1YJ) = St (9+1)+1+a( -~ S(1D¢+1,’Liad) + I“+1E(1Dt+1,l|a»1))

— (3)
+(a(1Dt+1»iIa+1) R(ID:+1,z‘|a))Lt-(6+1)+2+a*

() d(mwl,i) = (SLﬁt+1,i,j)’ E(I—ﬁt+17i|a+1,j)’S(mt+1»i|a+1,j)’E(Tﬁt+1,i|a+1yj)’
R(Et+1:i|a+l)’ R(ﬁtﬂ,ilaﬂ) 1 P(¢+1,2)5 S(t+1)‘(9+1))‘
E(mt+l»i) - ((d(mt+1,j))je‘1” d(TD-t+lv7;))’ where
(IDy3) = d(mt,j))je‘l”d(ﬁjni) :

4. Finally, ID; secretly gives X (D14 b0 ID,,,.
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e Key Update (¥ 75, ): Given a private key stack 75, ; associated with a PKG
ID, and a time period i, the following takes place:

— Recall that d(7p, ;) is the top element of ¥ 75, ;). Let Zzp, ;) =
((dp,.5))iev ATB,2)-
If i is a leaf node, then: (1) d(p,,) is popped off the stack; (2) d7p,
(where a is the last identifier of ¥) is moved to first element of X5, ;
in order to replace d(7p, ;) (thereby making ¥ one element shorter); (3)
X(1D,i+1) 18 the resulting stack.
Otherwise (i.e. if i is an internal node), the following takes place: (1)
d(7p,,i) is popped off the stack; (2) 1.D; computes d(@o) and d7p, ;1) (using
the ComputeNezt procedure presented below); (3) I.D; pushes first d 75, ;o)
and then d7p, ;1) onto the stack (thereby making i1 the last identifier of ¥
and replacing® d7p, ;) With d(7p, 0)); (4) £(75,441) IS the resulting stack.
— ComputeNest (d7p, ;)
1. Let [¢] = i1+ -dp. Pick o5, 10y, %75, 10y Er Z-
2. ComPUte (‘]17 o 7Jt7 JOa T JO) = Hl(mt) and (jla e 7jeaj(t9+1,0)a
- 3 . 3 3 3 s A . o
Jo, -+ \Jo) = Ha([i0]), (Ju, - -+ Jo,de11,1),d0, * + - J0) = Ha([i1]), Lip11,0)
N x a
= —Dips — _ PU0.i0)2)P((0,0),3) = . .
= —P((8,i0),2), I(o+1 40) . ;,)()(z)f:)(?) e I0+1,20) = I(9+1 i0) T D((8,i0),1)3
~

I(o+1 0) = I(e+1 i0) T P((8,0),2)> I(o+1 0) = I(a+1 i0) T D((8,i0),4); P((6+1,0),2) =

P((6,i0),1) P((6+41,i0),2)P((6+1,i0),3) ,
P((e,io) 3)p((t‘)+1 i0),1)y P((6+1,50),4) = P(41,10).1) )

(IDes158641,40)) p((9+1’10)’1)a(1Dt+1»i|(9+1,i0))+p((0+1»i0)72)a(T5t+1vi|(0+1,1‘0))’

R(mt+17i|(0+1,i0)) = P((9+1,i0),3) ¥(TDes1 il (641,i0)) +p((9+1»i0):4)a(mz+1,i|<e+1,i0));
3. Compute s;.(911)+1 = Hs(5¢.(9+1)), and the following:

~ ol
S(ﬁl,io,t) = St-(9+1)(1(0+1 zO)S((u?t i I(9+1,1‘0)E(mt,i))
3
+aap,, zO)Lt (O+1)+1>

Ige+1 10)1§9+1 i0)

Y74
Hora, 10)) S(IDtyi) + I(9+1:i0)E(mt'i))

E75, 10,6 = St-041)(

(a) + 0‘(11)1 zO)Lt B+D+17,
S(ml i0,t) — St (9+1)(I(9+1 10)S(ID¢ i) + I(0+1 10)E(1D¢ 1))
+ (275,10 ~ Rap,, ) Lo @+D+1:
E(ID1 i0,8) = St (Hl)(‘jws (IDy,1) + I((9+1 IO)E(IDg 1))
(6+1,i0)
+ (@75, 00 — R(IDE zO))Lt {O+1)+1"
(b) Then, for 1 < j < t, compute Sy (9414245 = Hs5(Se.041)+145), and
the following:

3d(ﬁt,i0) becomes d(75, ;1.1y-
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S, 4100 = S @rnsr+iler, 'LO)S(IDJ,zO o+ fo41, i0)E(1D, i10))
+ s, 0l (04104245

i i alt
_ — (8+1,40) (9+1 i0) ) . —
E(IDH.l,iO,t) S0+ 1)+1+45 1(%1 0 S(mj,zo,:) + I(9+1,10)E(1Dj,10,t))

+ a(IDJ+1,m)Lt (O+1)+245°
S(ID,+1,zo t) = St (0+1)+1+5 (I(9+1 10)S(ID ,i0,t) + I(0+1 10)E(w,,w t))

+ (a(ID,H,w) R(IDJ+1,z0>)Lt @+1)+245>
i0,8) — St-(0+1)+14j (MS(IDJ i0,t) + I(0+1 10)E(1D1,10 :))

(9+1 i0)

&

(IDjt1,

+ (a(ﬁjﬂ,zo) R(ID_H,l,zO))Lt (9+1)+2+5°

4 thus, d(mtvio) - (S(ﬁt,io)a E(mm'O)’ S(mm’(m E (ID.,i0)) R(mtﬂ,z’O)v
R, ., i0)» St(6+2)) is obtained.

> I:ikeWiSQ d(m““) = (S(mt:il)’ E(I—D—tﬂ'l)’ S(mt,il)’ E(mm’l)v R(ﬁwm’l)a
R(Tﬁt 1dl) St.(9+2)) is obtained.

e Encryption (m, ID;, i): Given a message m € M, the ID-tuple ID; of an
intended recipient, given a time period ¢, and given params, this algorithm:

1. Picks r € Z; and computes both U; = TP and U, = TP(3).

9. Computes (Jy, -+ ,Jy, Jo, -+, Jo) = Ha(IDy) and (J1, -+ Jo,do, -+ ,Jo) =
Hz([l]), where [Z] = iliz s '1:9.

(1) _ (1) (2) (2) _ (5) (6)
3. Computes p; ' = A(t,O)Po -+ B(t’g)PO and P = C(t,O)Po + D(t,O)Po ,
where:
pa2 = Hi(pa,a), pay = %, I = —pa,2),
In'= _ﬁllyll =TI +pay. -1 =1 +pa, 2),11 =I{ +pa.g
A(1,0) :Il’u B(l,o) ‘—‘11, C(l 0) —11, ” D(l,O) =Il7
Aq,o) = %, Bu,oy = I, C(l 0) = —rL Dq oy =17,

and, for 1 <i<tand1<a<8:

N} alt a,2)P
Ia+ = —P(a,2)y I = %Z’ Ia+l - Ia+1 +P(a s
— ~1

T +P(a 2) lag1 = | + P(a,4);
P Pga+1 2)P(a+1,3)

Pa+1,2) = Pta 3)p<a+1 1) Pla+1,4) = Platil) y
P(i,2)P(s,
Iy = —puay, Iy, = - 2eales) i =TI + Py,

- P(i,1)

I’L+1 =T +p(, oy, Iy = I +P(;4), v
+1,2)P(+1,3)
Di+1,2) = P(i+1,1)) Pli+1,4) = (i41.3) (1.3

Pi+1,1) ’

I 3)
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AGary = lar1dga +laridie  Agary = I“—+rll—"ﬂA(1 o +lar14a),
A,y = LintAue) + Aoy Aurro) = ’—ﬂﬁ'—lfl(z o) + 11 Aq 0
Bliat+1) = la+1Bia) + i;+l§(i,a) Bliasn) = “—+rli"—13(1 ayt+ Ia+1B(z ayr
Bt1,0) = Liv1 By + Iy1Baey,  Butio) = MB@ o) + I/y1 Bii gy,

~ o
Cliart) = 1a+1Ch0) +1041Chay  Cliarn) = MC@ o +1311C 0y,

C(z‘+1,0) = 7z’+15'(1,9) + I~{+15'(¢,e), C'(z+1 0) = +l+1 C(z o+ Iz+10(1 6)s
e /
_____LD(l a) + I
-tl
Dyt = Ly1Dg gy + 111Dy, D(1+1 0y = ’+?+’+1 D(z 0y + IHqD(«, 0)

= ~! ~
Diiatty = la+1Dgga) + 1a11Diaey  Dggyasr) = a+1D(1 a)s

A7 (4 D\ a7 2
4. computes V =m @ H, ((e(L§~()9+1)vat,)0)) . e(LE ()9+1)’/’Et)9)) Ly );
5. outputs the ciphertext ¢ = (U, Us, V).

e Decryption (¢, i, d7p, ) Given a ciphertext ¢ = (Uy,Us, V) € C which was

issued for time period ¢, given the private key d7p, ;) of a recipient ID,, and
given params, this algorithm computes and outputs the message:

m =V & Ha(e(Us, Srp, 1)Uz, §(m’i))~1).

Note that the provable security of the above scheme could be enhanced by the
application of Fujisaki-Okamoto padding [FO99]. Since this enhancement mechanism
is generic (cf. [BF01, GS02, NAMO5b]), we simply refer to §4.3, for a concrete example
of how this could be done. Moreover, we note that Yao et al. showed that their
fsHIBE scheme is secure, in the random oracle model, assuming the intractability
of the bilinear Diffie-Hellman (BDH) problem, when the underlying HIBE scheme
is IND-HIB-CCA secure under the same number theoretic assumption [YFDL04].
Since NewHIBE can be proved to be IND-HIB-CCA secure if the BDH problem
is intractable (cf. the introduction of §4.3), our proposed fsHIBE scheme is hence
secure. This implies that the HTIR scheme derived the proposed fsHIBE scheme is
also secure, in the random oracle model, if the BDH problem is intractable.

In this section, we have shown that NewHIBE yields an efficient and secure fsHIBE
scheme. In the next section, we explain that NewHIBS yields an efficient append-only
signature scheme.

5.2 Append-Only Signature

This section explains how to derive an efficient append-only signature (AOS) scheme
from the hierarchical ID-based signature scheme presented in Chapter 4 (i.e. from
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NewHIBS). §5.2.1 provides motivations for the design of AOS schemes, and §5.2.2
identifies the computational benefits of a NewHIBS-derived AOS scheme. Then,
§5.2.3 presents the methodology to construct our proposed AOS scheme.

5.2.1 Motivation for AOS scheme

Recall that AOS signatures have the following property: given an AOS signature on
a message mj, any user is able to issue an AOS signature on the concatenation of
my with any message my only. Moreover, the procedure whereby an AOS signature
is issued on an appropriate concatenated message is called the Append algorithm of
this AOS scheme. AOS schemes also include a Setup algorithm (for the definition
of system-level secret and public parameters), a Key Generation algorithm, and a
Verification algorithm (to determine the validity of any given AOS signature).

Privilege Delegation Systems

The “append-only” property of AOS schemes is needed in many applications which
involve privilege delegation. Suppose for instance that a system manages privileges,
and that users are given privileges which they can delegate to others. Then users
should only be able to delegate privileges which they have received from authorized
parties (whether this authorized party be a user or a trusted privilege server (TPS)).
Thus, AOS signatures can be issued on messages which orderly identify all delegated
privileges, all delegates’public keys, and, potentially, the identities of all delegates.
Any third party could then determine whether a given chain of delegated privileges
includes privileges which a delegator did not have.

Miltchev et al. [MPI*03] designed such a system, in order to support global file
sharing, without requiring users to register in a local TPS. Note that this feature is
suitable for large scale and distributed sharing of restricted resources. Imagine, for
instance, that each user of this system gives, to an unpredictable group of friends, the
ability to access restricted multimedia information (e.g. photos, music, or video files).
Then each friend could be able to delegate (in a recursive fashion) this access right to
other friends, and any authorized friend would be able to access the restricted mul-

timedia information (without having to create an account at the original delegator’s
TPS).

More precisely, Miltchev et al.’s system implements privilege delegation as follows.
Suppose that a user A has access to a file ¢, and wants to give a user B access to
¢. Then, A creates a credential that contains B’s public key and ¢’s file handle.
Next, A signs the credential, and gives B both the credential and its associated
signature. B is then able to access ¢ by showing a cryptographic signature issued
on a random message with the private key which matches the public key specified
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in the aforementioned credential*. Hence, when an AQS scheme is used to support
this system, A simply gives B an AOS signature on a message whose suffix includes
¢’s file handle and B’s public key. B can then append this signature with a dummy
character, and give the appended signature to the party who controls ¢’s access.

One feature of this file sharing system is that delegation chains are likely to be
long, because Web-based sharing of multimedia information is popular. (In fact, the
ability to handle long delegation was a design requirement of Miltchev et al.’s system.)
As we will see in §5.2.2, this is precisely the class of scenarios for which our proposed
AOS scheme is suitable.

It should be noted that Miltchev et al.’s system uses a cryptographic construct
which is similar to an AOS scheme, but which does not allow the verification of a
chain of delegations to be done using a TPS’s public key only. Since HIBS signature
verification only requires the obtainment of public parameters associated with a root
PKG, we note that AOS signatures would be particularly suitable to support the
aforementioned file sharing system.

As a summary: the design of an AOS scheme is motivated by the possibility to
support convenient file sharing in large and distributed user communities.

Internet Routing Protocols

AOS schemes can also be used to support path authenticity in Internet routing pro-
tocols.

The Internet consists of many routing domains, where each domain (also called
an autonomous system) is essentially a set of routers under a single technical admin-
istration. Routing inside a domain is determined by an intra-domain routing protocol
(e.g. OSPF [Moy98]), and routing between domains is governed by an inter-domain
routing protocol (e.g. BGP [LR89)).

The primary function of the border gateway protocol (BGP) is to exchange net-
work reachability information between autonomous systems (ASes). Network paths
between ASes are called AS paths, and BGP broadcasts AS paths so that each AS
can route network messages using the shortest path between itself and the destination
ASes associated these network messages. Hence, BGP requires trust in the accuracy
of announced AS paths. This can be ensured by using AOS signatures in the following
way. Let Ay be an AS. For each AS neighbor A, of A, Ay issues an AOS signature
o1 on the message 1D ,4,, where I Dx is the identifier of any AS X. Then .A; uses 0,
to produce an AOS signature o, on the message ID 4, ||ID.a, for each AS neighbor

4Note that the random message should be a challenge sent by the entity enforcing access.
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Schemes Computational Requirements
BBG2-AOS | Public Parameters Mg, + P+ 2Vt + l)Rz;

Append (3 —+ \/i)AGl + (3 + \/Z)MGI + Rza
Verification tAg, + A+ vVt +t)Mg, + (1 + V)P
Signature Length (2vt + 1)|Gy]

NewAOS Public Parameters (€ —1)H + 2¢Mg, +4Rg, + 2Ry
Append SAGI + 7Aza +6H + 31’)’7.’022 +12Mg, + 22MZ; + 2Rza
Verification 5Ag,; + (11t — 8) Ay + (3t + 2)H + (5t — 1) Invgy

+ 6Mg, +3Mg, + (24t — lfS)Mz;1 +5P + Rz;

Signature Length 6]Ga| +[Zg]

Table 5.2: Efficiency Comparison of BBG-AOS and NewAOS.

Ay of A;. This is performed recursively so that each AS for which there is a k-long
path from Ay to Ay obtains an AOS signature o, on the message IDg||- - ||/ Da,_,-

Kiltz et al. [KMPRO5] described a mechanism to derive AOS schemes from HIBS
schemes. When this procedure is used, then only the public parameters of an orig-
inating AS are needed to verify the validity of AOS signatures that are issued on
messages which append the identifier of this originating AS. Hence, AOS signature
can support path authentication in both inter-domain and intra-domain Internet rout-
ing, and HIBS-based AOS signatures are particularly convenient for the verification
of paths’validity.

5.2.2 Benefits of Proposed AOS Scheme

Table 5.2 compares the computational and space requirements of the AOS scheme
described in §5.2.3 (i.e. NewAOS) and the HIBS-based AOS scheme described by
Kiltz et al. [KMPRO5] (BBG,-AOS®). £ denotes the maximal length of an HIBS-
bases AOS signature (i.e. the maximal number of messages (e.g. file handle and
public key) which can be concatenated), and ¢ denotes the length of an arbitrary
HIBS-based AOS signature. |X| denotes the bit size of any element of X, and all
other symbols are defined as in the previous chapters. (Note also that v/¢ should
always be replaced by [v/#] whenever ¢ is not the square of an integer.)

5Since Kiltz et al.’s HIBS-based AOS scheme is derived from a variant of BBG-HIBE’s key
generation scheme, we call BBG2-AOS this AOS scheme.
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Schemes Computational Requirements

t =1 t=3 t=4 t = 10 t = 12 t = 20

=2 =4 £=5 £=11 £=13 £=21
BBG2-AOS | Public Parameters 105 x 10° 105 x 10° 105 x 10° 105 x 10% 105 x 10° 105 x 10%
‘Append 85 x 10° 100 x 167 106 x 10° 131 x 10° 137 x 107 158 x 10°
Verification 231 x 10° 379 x 10° 400 x 10° 737 x 10° 780 x 10% 1.1% 10°

Signature Length 3IG1| 5G] 51G1 | 8|G, | 8|Gy| 10[G, ]
NewAOS Public Parameters 42 x 10° 168 x 105 210 x 103 462 x 107 546 x 10° 882 x 10°
Append 255 x 10° 255 x 10° 255 x 10° 255 x 10° 255 x 10° 255 x 10°
Verification 548 % 10° 551 x 105 553 x 107 562 x 10° 565 x 10° 578 x 10°

Signature Length | 6[G1] + [Z3] | 6]G1| + [Zg] | 61G1]+ [Zg] | 6IG1+ [Zg] | 6IG1] + [Zy] | 61611+ 1251

Table 5.3: Efficiency Comparison of BBG-AOS and NewAOS.

Table 5.2 shows that NewAOS has a Setup algorithm which is computationally
more expensive than the BBG,-AOS’s Setup procedure (2¢Mg, instead of 1Mg, ).
Note, however, that this is a one-time cost which is incurred at startup time.

A closer look at Table 5.2 shows that, NewAOS’s Verification algorithm is faster
than its BBG.-AOS analogue, when ¢ > 8, that NewOAS signatures are shorter
than their BBG5>-AOS counterparts when ¢t > 10, and that BBG,-AOS’s Append
algorithm is faster than NewAOS’s for practical values of ¢ (i.e. ¢ < 30). (See also
Table 5.3, which presents timing estimates of BBG,-AOS and NewAOS, based on
information presented in [HPS02].)

Hence, the AOS scheme described in §5.2.3 is advantageous when a system per-
forms a large number of AOS signature verification on medium and long messages.
This is certainly the case when AOS signatures are used to support privilege dele-
gation & la Miltchev et al. [MPIT03], and this also the case in the context of intra-
domain routing (for various network topologies). However, we are not certain whether
empirical distributions of AS path lengths in BGP favor BBG5-AOS over NewAOS.

5.2.3 HIBS-based AOS Scheme

Kiltz et al. [KMPRO5] recently described a method to transform any HIBS scheme
into an AOS scheme. Since this procedure is straightforward (unlike the methodology
used by Yao et al. [YFDLO04] to derive fsHIBE schemes from any HIBE scheme), we
simply present an overview of the method, instead of formally describing NewAOS.

Kiltz et al.’s method works as follows. Let SIG be a HIBS scheme and 1D; =
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(IDy,--- ,ID;) be an ID-tuple of SIG’s hierarchy. The AOS scheme derived from SIG
has the same setup algorithm as SIG. Moreover, an AOS signature on I D, consists of
the HIBS signing key of TD;. Indeed, note that the only HIBS secret keys which ID;
can generate are those of its hierarchical descendants, starting with the key of any
of its children (say ID;y; = (IDs,--- ,ID;,IDsy;)). Thus, the Append procedure
of the AOS signature scheme derived from SIG is SIG’s Key Generation algorithm®.
Furthermore, the Verification algorithm of the derived AOS scheme consists of the
following steps. Let 1D, be the ID-tuple associated with a given AOS signer. Then,
SIG is first used to issue a signature o on any message m. Then, SIG is used to
verify the validity of o with respect to m and ID;. Consequently, NewAOS (the
AOS scheme derived from NewHIBS) is as (computationally and space-) efficient as
NewHIBS.

5.3 Conclusion

In this Chapter, we have shown that NewHIBE can be used to construct an effi-
cient fsHIBE scheme, and that NewHIBS yields an AOS scheme which is particularly
efficient when relatively long AOS signatures are handled.

fsHIBE limits the security-impact of private key compromise, and can be used to
support role-based access control. fsHIBE can also be used to support time-based
release of confidential information in large user communities. AOS signatures, on
the other side, can be used to support both path authentication in Internet routing,
and convenient resource file sharing, in large communities. In the next chapter, we
present the second part of the second main contribution of this dissertation, namely
the design a hierarchical ID-based signeryption scheme which supports encrypted
message authentication.

SNote that, given an AOS signature, any party can append this signature with an arbitrary
message. While this property may seem undesirable at first sight, it is actually useful for the
applications discussed in this chapter (i.e. path authenticity and privilege delegation). In the case of
path authenticity, for instance, any AS that receives an OAS signature appends this signature and
sends the appended signature to all its neighbors (except the sender of the received AOS signature).
Thus, any receiver of an OAS signature {e.g. a user or an AS) is able to determine whether an AS
path is authentic and of minimal length (compared to other AS paths).



Chapter 6

Hierarchical ID-based Signcryption

Signeryption schemes with public ciphertext authenticity enables third parties (such
as firewalls) to stop or route encrypted messages based on the public keys of these
messages’senders. Identity-based (ID-based) cryptographic schemes allow public keys
to be derived from identifiers (such as email and IP addresses) — thereby exempting
users and their collaborators from having to use both public-key certificates and the
associated (cumbersome) infrastructures. In large or hierarchically-structured user
communities, it has been recommended [HL02, GS02] (for increased efficiency and
suitability reasons) to use hierarchical ID-based cryptographic schemes. This chap-
ter describes an efficient hierarchial ID-based signeryption (HIBSC) scheme providing
both public ciphertext authenticity and forward security. The security of our signcryp-
tion scheme is examined in the random oracle model, and its efficiency is compared
with that of related schemes.

86.1 reviews our motivation for the design of a HIBSC scheme, and §6.2 reviews
standard terminology concerning HIBSC. §6.3 describes our proposed HIBSC scheme,
and §6.4 discusses its efficiency. The security guarantees of the proposed HIBSC
scheme are summarized in §6.5, and §6.6 concludes the chapter.

6.1 Introduction

Signeryption [Zhe97] enables users to sign and encrypt messages more efficiently than
by sequentially signing a message and encrypting both this message and its signature.
Thus, signcryption provides efficiency, and preserves the security benefits of both
encryption and cryptographic signature (i.e. data confidentiality, user authentication,
and commitment non-repudiation).

Two desirable properties of signcryption schemes are public ciphertext authentic-
ity (PCA) and forward-security (FS).

92
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PCA [CYHCO03, GLZ99] enables third parties to determine, without the help of
any intended recipient, whether a signcrypted message has been modified (since it was
first signerypted), and whether a claimed user is the issuer of this signerypted message.
PCA can therefore be used by firewalls in order to block signcrypted messages which
do not originate from trusted users, and by public file servers in order to identify
signcryptexts issued by untrusted users. Indeed, these untrusted users could flood
networks and public file servers with signcryptexts of random data, and thereby cause
either denial of service attacks or significant delays in the retrieval of trusted data.
Hence, the use of signcryption with PCA is more suitable, in practice, than the use of
encryption (whether or not the encrypted data includes a cryptographic signature).

FS [LQO03b], on the other hand, ensures that the compromise of user’s signing key
does not compromise the confidentiality of ciphertexts issued by this user. This is
useful because the threats of private key compromised are realistic when cryptographic
operations are executed on inter-connected personal computers.

We focus, in this chapter, on hierarchical ID-based signcryption because of the
convenience of use which ID-based schemes provide, and because of the scalability
which hierarchical (ID-based) schemes offer. Moreover, we are not aware of any hier-
archical ID-based signcryption scheme offering PCA, and the only known hierarchical
ID-based signeryption scheme [CYHY04] is computationally expensive.

6.2 Preliminaries

In this section, we recall fundamental definitions related to HIBSC. Readers familiar
with [GS02] and [CYHY04] may go to §6.3.

ID-tuples

For the description of the proposed HIBSC scheme, PKGs are assumed to be hierar-
chically organized. We only consider tree-shaped hierarchies, and denote by user any
PKG except the root PKG. This root PKG is the root of the tree-shaped hierarchy, and
is denoted by rPKG. Every user is identified with a tuple ID; = (IDy, IDs,--- ,1D,),
as in the previous chapters.

Hierarchical ID-based Signcryption Scheme

Each HIBSC scheme is composed of four algorithms, whose functions are described
below:

1. Root Setup: Given a security parameter k, this algorithm is used by the root
PKG to return a tuple params of system parameters. These parameters include
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a description of the message space M and the ciphertext space C, along with a
secret piece of data sg called the root secret key. Other parameters are allowed,
provided they are not unique to any user. Ideally, these other parameters should
not be unique to a strict subset of users (including users who all belong the same
hierarchical level.). However, this latter optimization is not mandatory. Some
parameters may be public (including those describing M and S), while others
remain secret (including the root secret key).

2. Key Extraction: Given the scheme’s public parameters, an arbitrary identifier
ID;,, and the private key dyp, of a PKG identified by ID;, this algorithm
returns the private key dﬁ“r , of the child _mt+1 of ID,.

3. Signcryption: Given a message m € M, the ID-tuple ID;, of a sender, the
ID-tuple ID;, of an intended recipient, the private key dI_DtA of ID, 4, and
the scheme’s public parameters, this algorithm returns a signcryptext ¢ € C
corresponding to m.

4. Unsigncryption: Given a signcryptext o € C, the ID-tuple TD,, of a sender,
the ID-tuple 1D, of an intended recipient, the private key dﬁtB of EtB, and
the scheme’s public parameters, this algorithm returns either “Invalid” or a pair
(m,“Valid”), where m € M is the message associated with o.

Signcryption and Unsigneryption must satisfy the following consistency constraint:

¥ m € M Unsigneryption(o, ID;,, ID;,, d1p,),,, params) = (m, “valid”),
if o = Signeryption(m, ID;,, 1Dy, dl_ﬁt,,’ params).

6.3 Proposed Signcryption Scheme

e Instance Generator (k). This procedure, denoted by IG, is a randomized
algorithm which takes a security parameter k£ > 0, runs in O(k), and outputs
(G1,Gq, &), where G; and G, are two Abelian groups of prime order ¢ > 2F,
and é : G; x G; — G, is an admissible pairing with respect to which G; and
G, are Gap-Diffie-Hellman groups.

e Root Setup (k). Given a security parameter k > 0, the root PKG:

1. runs IG with input k& and obtains (G, Go, €).
2. picks, randomly and uniformly?, Pél), Po(z), Pé3),P(§4),P0(5),P0(6), 0(7) € Gy;

In the sequel, we shall use the notation z € X to indicate that the element 2 is chosen uniformly
at random from the set X.
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3. picks so, Iy €r Zy;

4. computes n = poly;(k) and ¢ = log(k), £ = polya(k), where poly; and poly,
are polynomials over the positive integers (n is the message length, ¢ is the
maximal depth of the user hierarchy, and £ is a bit size of a symmetric
cipher’s keys);

5. chooses cryptographic hash functions:

Hy {01} — (Z)%, Hs : Gy — {0,1}7,
Hs : {0, l}n X Gg — {O, 1}”, Hy : Z; — ZZ,
where H; is defined as in NewHIBE.

6. computes, (s; = ’H4(si_1))f;}, L(lj) = soP,Y for j = 3,4, and

R , 4
(L9 = 551l for j=3,4.

7. chooses a symmetric cipher F : {0,1}" — {0,1}" whose keys belong the
set {0,1}* and whose inverse is denoted by E~!. For instance, E can be
instantiated with AES [0SN99].

The message space is M = {0,1}" and the ciphertext space is C = G x
{0,1}™x {0,1}" . The system’s public parameters (which must be certified) are
pubParams = (q,n,é, I, PV, P® P& pW p® pO p B ) H, Hs Ha,
((ng ))521)31:3), and the root PKG keeps sq secret, so that

params = (pubParams, sp).

e Extract: Same as NewHIBE.

e Signcryption: Given a message m € M, the ID-tuple ID;, of a sender, the
ID-tuple Dy, of an intended recipient, the private key dpp, of IDy,, and
pubParams, this algorithm:

1. picks z1,y €g Z;, and computes z = Hs(z;), Uy = :I:P()(4), U, = xPO(3) and
v =y - PP

2. computes (Ji,-++, Jh,, Jo, -+, Jo) = Ha(TDy,) € (Z)¥, pf)) = Ay P +
B, PP, and pP) = C, P + D, P, where

Paz) = ’H7(p(1,3))7 P4y = %ﬁ, n= —P1,2),

=5 h=htpan i =L+ paan I = B +pa
AIZII, Blzliy Cl:IJL Dlinv

L=8l Bop G=bll B T
1~ 1— 41 1= 1= 41,

]{ I 7{ ?
and, for 1 <i < t,
r o _ PPy T _
L = =Paay I = =255, Ly = L+ pay,

L =Tip1 + P62y, L = T + g

_ Pei,1) _ i+1,2)P(i+1,3)
Pi+1,2) = —3 2 2P64+1,1)) Plit1,4) = T

P(s,3) Plit1,1) ’
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A = i+1Ai+I{+1gi; and A= -LI*‘—A + 171 Ay,

= Loprdl
Bit1=ILiy1Bi + Il By, and By, = +_ltLB +

Izlff—l iy
~ o~ —~ P I
Cit1 =110 + Iil+1Ci» and Cz+1 —'HJC + I” C,',

= % & Tl
Dip1 =Ly D+ 1, Diyand  Dipy = —EELD; +17,,D;,

3. computes k; = é(P¥ — P® P<7))y and
— ML, D) - 2L, A2V

4. computes ¢ = E,,(m), r = Hz(c, k1), S;, = yPom —rS;,, and
S, = —yP" +18,;

5. outputs o = (Uy, Us, V,§ta,5ta,c, T).

e Unsigncryption: Given a ciphertext o = (U1,Us, V, S,,, St ,¢,7) € C, the ID-
tuple ID,, of a sender, the ID-tuple ID;, of an intended recipient, the private
key dip 1D, of I Dtb, and pubParams, this algorithm:

1. computes (Jy,- -+ ,Js,, Jo,+ ,Jo) = Hi(IDy,) € (Z;)?’e
oV = A, P+ B, PP and p® = ¢, P® + D, P{¥, where
Pa,2) = H7(P(1,3)) Pa,e) = %ﬂ, I{ = _p(l 2)s
I = —%I{,Il =L +paaydi = +paz, Iy = I +pag
AI:II7 Bl_lly Cl_lly Ql—Il7
A, = Ll]?‘? B, =1, Cl 111{ , D= I{lv
and, for 1 <1i < t,,

I£+1 = p(z 2) I1,+1 %ﬂ, Tiv1 = Lig1 + (1),
Iz,+1 =1I '};P(z 2)» I =1 +P$} 4); N
PGi+1,2) = mp(zﬂ 1) Pli+1,4) = %

Ay = LA+ I Ay and Ay =S8 4 A

- Y -
By = LB+ 1I,,B,and B, = —;1%3 o

)

=i
- ~ L .
Cip1=1IinaC; + Ii+1_c_i7 and C; = "’HPLC + I{fHQi,

_ 7T ~1+111+1 T T
Diyy =L D+ 10,,D; and Dy, = ., D; + I, D,
]

2. computes k1 = é(PV, 8, ) - é(PY, 8,,) - (6(LY, o) - &(LY, pP) )

3. computes 7 = é(Uh, Smtb)é(UQ,grD‘tb)_l, Ky = Ha(7), and m = E_}(c);

4. outputs (m,“Valid”) if k; = é(V, Pén) and r = Hs(c, k1), and
outputs “Invalid” otherwise.
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6.4 Efficiency

Schemes Un+Sign-cryption Cost Features
Hierarchical | PCA
Boy-IDSC [Boy03] Rz; +5P +2Mg, + IMZ; +13H N N
Chow-IDSC [CYHCO03]} sz +6P +3Mg, +6H N Y
Chow-HIBSC [CYHY04] RZZ +(ta +ty +1)P + (tp + 1) Mg, Y N

(ta +tp — 3)MG2 + 2Inyg,
+(ta +tp + 2)H + Exg, + Ag,
2Rz + 9P + 14Mg, + 5Mg, + (26(ta +ty) — 40)Mzs Y Y
+ 3Invg, + (—4 +5(ta + tb))Invza + (5 +3(ta +tp))H+
+ 3Exg, + (11(ta +tp) — IG)AZ‘; + 6Acl

NewHIBSC

Table 6.1: Comparison of NewHIBSC with related IDSC schemes.

Schemes Un+Sign-cryption Cost
ta=1p=2 |ta=1tp =4 | la =1ty =5 | ta=1p =10 | &g =1, = 12 | 15 = &, = 20
Boy-IDSC [Boy03] 462 x 103 t UNABLE UNABLE UNABLE UNABLE UNABLE
Chow-IDSC [CYHCO03] | 567 x 10° t UNABLE UNABLE UNABLE UNABLE UNABLE
Chow-HIBSC [CYHY04] | 484 x 10° | 862 x 10° | 1.1 x 10° 2 % 10° 2.4 % 10° 3.9 x 10°
NewHIBSC 1.1 x 108 1.1 x 108 1.1 x 108 1.1 x 10% 1.1 x 108 1.1 x 108

Table 6.2: Timing Estimates of Boy-IDSC, Chow-IDSC, Chow-HIBSC, and
NewHIBSC in Microseconds. {This value corresponds to t, = &, = 1.

Table 6.1 compares the computational requirements of Boyen’s ID-based sign-
cryption (IDSC) scheme (Boyen-IDSC [Boy03]), Chow et al.’s efficient IDSC scheme
(Chow-IDSC [CYHCO03]), Chow et al.’s hierarchical IDSC scheme (Chow-HIBSC
[CYHY04]), and our proposed HIBSC scheme (NewHIBSC). (See also Table 6.2 for
corresponding timing estimates, based on information obtained from [HPS02].) ¢4 and
tp respectively denote the hierarchical depth of a signeryptext’s sender and intended
recipient. All hash functions of the compared schemes are assumed to have the same
computational cost, denoted by H. Mx and Ax respectively denote computational
costs of scalar multiplication and addition in the Abelian group X. Invx denotes the
computational cost of inversion in the field X. Rx denotes the computational cost
of uniformly selecting a random element in the set X. The computational cost of
exponentiation in the group X is denoted by Fzx, and P denotes the computational
cost of a bilinear pairing operation.

We recall that all the compared schemes are provably forward secure, semantically
secure, and existentially unforgeable. The Hierarchical column indicates whether each
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given scheme handles hierarchically-structured communities, and the PCA column
indicates whether the scheme features public ciphertext authenticity.

We emphasize that all schemes (except Chow-HIBSC) have constant signeryptext
length, and we note that for some applications (e.g. email or IP routing) t4,tp > 4
can be assumed.

Using the empirical computational timings presented in [HPS02|, Table 6.1 indi-
cates that NewHIBSC is faster than Chow-HIBSC when £,,t, > 5. In particular, our
proposed scheme requires O(1) pairings. When ¢, = ¢, = 4, however, Chow-HIBSC
is faster than NewHIBSC. Nevertheless, the proposed HIBSC scheme is the only one
which simultaneously handles hierarchies and features public ciphertext authenticity.

Another analysis of interest consits of comparing signcryption schemes with their
underlying encryption and signature schemes. Such an analysis shows that NewHIBSC
requires the same number of pairings as a sequential execution of its underlying sig-
nature and encryption schemes. This extra cost must be paid in order to obtain
PCA.

Noteworthy is the fact that the concept of signcryption comes with the assumption
that this procedure should preserve the semantics of the sign-then-encrypt method-
ology [Zhe97]. This is due to the fact that the encrypt-then-sign methodology allows
an attacker to take a given ciphertext and associate it with a signature issued by the
attacker. Hence, signcryption with PCA preserves the semantics of the sign-then-
encrypt methodology, while a sequential application of encryption and signing does
not. While encryption followed by signing allows third parties to trace attackers,
problems arise when attackers are (or impersonate) trusted parties (e.g. employees of
an organization) which, ipso facto, are unnoticed at first. To avoid such a possibility
(and to save on the resources required to solve the associated misunderstanding), it is
generally accepted that ciphertexts and signatures should be “non-detachable” when
they should be issued by a single party. This is why signeryption with PCA is gener-
ally preferable to the encrypt-then-sign methodology. When, however, a signeryption
scheme is not more eflicient than a sequential execution of the underlying encryption
and signing algorithms, this preference can be debated, depending on the application
and the resources required to resolve the aforementioned attack. Since our signeryp-
tion scheme is as efficient as a sequential execution of its underlying algorithms, this
debate would not affect the relevance of our scheme. Nevertheless, we leave, for future
work, the possibility of improving the efficiency of our signcryption scheme.

6.5 Security

This section presents the security guarantees of our proposed HIBSC scheme. The
notions of semantic security and existential unforgeability for hierarchical ID-based
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signeryption schemes (cf. [CYHY04]) are defined in §6.5.1 and §6.5.2. §6.5.3 presents
the security guarantees in the form of theorems.

As a preliminary note, we remark that the threat models presented below rely on
the assumption that signers and recipients of signcryptexts are different parties. This
can be ensured by assigning a sender and a receiver identity to each user of a given
signcryption system.

6.5.1 Semantic Security

Let ¥ be a HIBSC scheme. Then, the following game, initiated by a challenger Ch
against an attacker A, may be considered:

Setup: From a security parameter k, Ch uses U’s Root Setup algorithm to
generate the cryptosystem’s public and private parameters - keeping the private
parameters secret while giving the public ones to A.

Phase 1: A issues to Ch a polynomially bounded number of queries of any of
the following types:

— Public-Key query: Given an ID-tuple E(,-,ti) = (IDgay, -+ ,IDgyy), Ch
must return Hy(ID;.,))-

— Key Estraction query: Given an ID-tuple IDy;, (as above), Ch must
return the private key dfﬁ(i " of ID;4,).

~ Signcryption query: Given a message m; € M, the ID-tuple Tﬁ(i’ti) of a
sender, the ID-tuple I D(;,) of an intended recipient, the private key dI_D‘(i .
of ID(;.,), and the scheme’s public parameters, this algorithm returns a
signeryptext o; € C corresponding to m;.

— Unsigneryption query: Given a signeryptext o; € C, the ID-tuple Tﬁ(m)
of a sender, the ID-tuple 1D(;; ) of an intended recipient, the private key
dm(_ , of Tl_)(i ¢,)> and the scheme’s public parameters, this algorithm re-

'L,tj )
turns either “Invalid” or a pair (m;,“Valid”), where m; € M is the message
associated with o;.

The above queries may be issued adaptively: each request may depend on its
predecessors.

Challenge: Once Phase 1 is over, A issues two I D-tuples I_D: , and I_D: 5 of
its choice, and a pair (mg, m;) of equal-length plaintexts, such that, in Phase 1:
(1) no Key Extraction queries were issued on TE:B or any of its ancestors; and
(2) neither my nor m; were part of the output of an Unsigncryption query issued
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with EIB as the intended recipient. Ch then picks a random bit b € {0,1},
1D;

computes the signcryption o* = Signeryption(ms, 1D; tp

405 415, ,» params)

of my, with TD, , as the signer and EZB as the intended recipient. Then, Ch
sends o* to A.

Phase 2: A issues a polynomially bounded number of Phase 1 types of queries,
under the following restrictions:

. . . T ¥ .
— No Key Eztraction queries are issued on 1D, or any of its ancestors.

— If an Unsigncryption query is issued with ¢* as an argument, then the cor-
—
responding recipient ID-tuple can be neither 1D, nor any of its ancestors.

The queries may be issued adaptively: each request may depend on its prede-
CESSOrS.

Guess: Once Phase 2 is over, A submits a guess bit b’ and wins the game if
b =b.

Definition 6.5.1.1. The above game is called the IND-HIBSC-CCA attack game.
The quantity |Pr[b/ = b] — 1| — representing the advantage of A over any challenger
Ch in the game — is denoted by Advfﬁﬁsc“cc“‘. A HIBSC scheme is said to be secure
against adaptive chosen ciphertext attacks (IND-HIBSC-CCA secure, in short) if no

polynomially bounded attacker can be found that has non-negligible advantage in the
above IND-HIBSC-CCA game.

6.5.2 Existential Unforgeability

Let ¥ be a HIBSC scheme. Then, the following game, initiated by a challenger Ch
against an attacker A, may be considered:

Setup: As in the IND-HIBSC-CCA game.

Phase 1: A issues to Ch a polynomially bounded number of queries, as in the
HIBSC-CCA game. These queries may be issued adaptively.

Forgery: A issues a signeryptext o* and the ID-tuple ﬁ;‘ , of a recipient, and
wins the game if the unsigneryption of ¢* with some sender 1 D: , and recipient
TE:B yields (m*,“Valid”), where: (1) m* € M; (2) no key extraction query was
issued on [ D: 5 (3) 0™ is not the output of a signcryption query issued with m*,
ID;, as sender, and TD,  as recipient.
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Definition 6.5.2.1. The above game is called the EU-HIBSC-CMA attack game.
The probability that A wins the game (i.e. A’s advantage over Ch) is denoted by
Advﬁ’[é;H IBSC-CMA = A HIBSC scheme is said to be existentially unforgeable against
adaptive chosen message attacks (EU-HIBSC-CMA secure, in short) if no polyno-

mially bounded attacker can be found that has non-negligible advantage in the above
EU-HIBSC-CMA game.

6.5.3 Security Theorems

Theorem 6.5.1. Let T be a tree-shaped hierarchy whose depth is logarithmic in a
security parameter k. Assume that, all the hash functions of NewHIBSC are random
oracles. Suppose also that there exists an attacker A which has non-negligible ad-
vantage £(k), in time T, against any challenger Ch, in the IND-HIBSC-CCA game.
Then, there exists an algorithm B which solves the BDH problem, in time O(T), with
non-negligible advantage at least

1 _ Next+1
e(k)pol(k)(l 9) , where

§ is the largest proportion of ID-tuples having a common root branch, pol is a polyno-
mial such that zﬁ(k) s a lower bound of all proportions of ID-tuples having a common
root branch, and ney is the number of Key Extraction queries made by A in any
IND-HIBSC-CCA (assuming that each Signcryption query is preceded® by a Key Ex-
traction on the signer ID-tuple, and that each Unsigncryption query is preceded by a
Key Extraction query on the recipient ID-tuple.)

Theorem 6.5.2. Let T, k, 3, pol be defined as in Theorem 6.5.1. Let also ney; be the
number of Key Extraction queries made by A in any EU-HIBSC-CMA game against
B (assuming that each Signcryption query is preceded by a Key Extraction on the
signer ID-tuple, and that each Unsigncryption query is preceded by a Key Extraction
query on the recipient ID-tuple.) Assume that all the hash functions of NewHIBSC are
random oracles. Suppose also that there exists an attacker A which has non-negligible
advantage £(k), in time 7, against any challenger Ch, in the EU-HIBSC-CMA game.
Then, there ezists an algorithm B which solves the BDH problem, in time O(1), with
non-negligible advantage at least

s(k)ﬁll(—k)(l B

2In practice, a signcryption requires the possession of a signing key and this key must be generated
by trusted authority. Hence, the stated assumption is reasonable in practice.
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Practical Meaning of Theorem 6.5.2: In practice, this theorem indicates that,
when a message is signcrypted for a user, only this user and her hierarchical ancestors
are able to unsigncrypt the corresponding signcrypted.

Theorem 6.5.3. If NewHIBSC is EU-HIBSC-CMA secure and Hs is a one-way
function, then the probability that NewHIBSC does not feature public ciphertext au-
thenticily is negligible.

Practical Meaning of Theorem 6.5.3: In practice, this theorem indicates that,
only a user and her hierarchical ancestors are able to signcrypt a message on behalf
of the user.

Theorem 6.5.4. If NewHIBSC is IND-HIBSC-CCA secure, then NewHIBSC is for-
ward secure.

Practical Meaning of Theorem 6.5.4: In practice, this theorem indicates that,
when a message has been signcrypted, no one (including the signcryptor) can unsign-
crypt the corresponding signcryptext. (This obviously excludes cases in which the
intended recipient of the signcryptext is the signcryptor herself.)

Proof of Theorem 6.5.1. In this proof, we show how to construct B using A.
Let Gy and G2 be two Abelian groups of prime order ¢, where G, is additive and
G4 is multiplicative. Let Pél) € Gj be a generator of G1, and vy, v, vy, U5, Vg, and
17 be three positive integers such that Péz) = 1/2P(§1), Pé3) = 1/3P(§1), P0(4) = 1/4P(§1),
Pg5) = 1/5P(§1), PO(S) = VGPél), and P(§7) = 1/7P(§1) are six other generators of G; (i.e.
distinct from one another and from Po(l)). Let é : G; x G; — Gy be a Bilinear
pairing on Gj, such that the BDH is assumed to be hard with respect to é, and let
(Gy,q, Pél), aPél), bPo(l), cP(fl)) be a tuple for which a, b, ¢ are unknown to B. B’s goal
is to solve the BDH Problem by computing é(PO(I), Po(l))“bc in polynomial time. To
achieve this goal, B initiates an IND-HIBSC-CCA game with A, using an arbitrary
security parameter k.

B defines three hash functions H{™ : {0,1}* — (Z)¢, HE™ : G — {01},
and HZ™ : Z; — Z; over which it has full control. B sets n = poly(k), £ =
log(k), & = polys(k), Io €r Z;, LY = ws(aP"), LYY = wi(aP{"), 51 er Z,
s; = HE™(s;—1) for 2 < i < £ —1, and ng) = s,-_le(-i)l for 2 < 71 < £ and
Jj = 3,4. B defines M = {0,1}*, C = G} x {0,1}" x {0,1}*, pubParams =
(@&, 1o, P37, P, Py, B, P PO, PO i, g, M, Mg, ((LP)E )1 y), and
params = (pubParams, sp), where sy = a is unknown to BB, and both H, : Zy — Zy
and Hs : {0,1}" x Gy — {0,1}" are arbitrary one-way hash functions. B sends
pubParams to A, and keeps (s;)¢_, secret.
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The rest of the proof consists of three sections. The Hash Simulation section
shows how B simulates H{™™, H™ and HZ™. The Attack Games section explains
how B handles the queries of the attack game. Finally, the Complezity and Probability
section derives the complexity and probability results of the theorem.

Hash Simulation:

In order to store information about the queries of the IND-HIBSC-CCA game, B
maintains a list Aym consisting of entries of the form: (ﬁ(m), (p(z',d,l)),tf=1, (p(iyd,g))szl,

(L, d))(tii—v (£ (4, d))d—l’ (I” d))d—:n (I(Z d))d-l? (1 /z d))pr (I(/; d))ztz;17 (a(z d))fzél, (a(z d))fii=17

(SID(, d))d_h (EID(, d))d_17 (SID(, d))d—17 (& 1Dy, d))d—1)> where ID(zt ) = (DG, s IDiy)
is an ID—tuple of the user hierarchy, and, for 1 <d < ¢;, (p(z a1y (Peaz)d d=17 I g,

(z,d)’I(z,d)7I(zd)7I(z d)7I('L d)’a(ld)7a(1 o € Zy, 515, 4 BT, d)’SID( . € G1,and EID( o €
G, are the simulated values of ID, D(; 4)’s key components.

Let n4, denote the number of H; queries. Every H;-query is issued on an ID-tuple
whose first component we call the root branch. Let then n,; denote the number of
distinct root branches appearing in Hi-query ID-tuples. Every distinct root branch
is indexed using an integer between 1 and n,,. Let 1 be a uniformly random element
of {1,-++,nm}. For B to win the IND-HIBSC-CCA attack game, the index of the
ID-tuple associated with the challenge plaintext pair will need to be p.

To answer H; and Key Extraction queries, BB builds AHiim as follows. Let E(m) =
(ID¢y, -+ »IDgyg,) be the ID-tuple associated with the i H;i-query and let y be
maximal such that (IDg 1y, - ,IDy)) = (IDgy), -+ ,1Dy), where (IDyy,- -+,
ID;+,)) is an ID-tuple which is already in Aygim. Then:

o For1 <d <y puay = Pudws Pads) = Pad Loa) = gay Tog = Lye
Ity =10 0, Taay = Ty, I(zd) =1 4y I, = f@ 4y Qi) = AGd), Aod) = A
Seay = Sty Ead) = By, Saay = Sty and Eggy = Egja);

e Fory <d <t

1. If d = 1:

- If E(i,ti) is the first ID-tuple whose root branch index is u, then
{gi,l)7p(z‘,1,1),P(i,1,3) €r ZZ, Q1) = &(i,l) = 1, and S(i,l) = E(i,l) =
Se) = E’(,-,I) = Idg, (where 1 and the neutral element Idg, of G, are
default values). The other components (i.e. If; ), etc) are constructed
according to the method described in the Key Ertraction algorithm.

— Otherwise, I(; 1y, P11y, Pi 3)G1),) o, 1 €r Zy, and the other compo-
nents (except S 1), £y, S(Z,l), and E(z,l)) are computed according
to the method described in the Key Extraction algorithm. Moreover,
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I, 1)1

3 i 1
S, = 1, 1)(‘1P )+I(z 1)V2(‘1P0 )+0‘1D1L§):E101 T () 52 (a P( ))+

I, ,yva(aP§ V) 475, LY, and S5, = = ap, va(aPM) + I, 1)1/5(aP( N+
i, Iz, ) Q1
I(/z 1)”6(GP01)) EID1 aI—D-11/4(aP0(1))+ (,1;. 1() : 1/5(aP0 )) I('; 1)V6(apo )

2. Otherwise (i.e. if 2 S d S ti), I(,-,d),p(i,dyl),p(i,d,g)a(iyd),&(i,d) €Rr ZZL and
the other components (including the I’s, S a), Eg,a) §(iyd), and E; q))
are computed according to the method described in the Key Ezxtraction
algorithm.

o B adds the entry (D), (Pa1))d=1 (Ptid3)ders (Taa)d=, (I, o)1)
(I(,; d))d—l’ (I(z d))d—la ( @ d))d—l’ (I(z d))d-l’ (o, d))d_v (a(, d))d_p (SID(,-Yd))fil:l’
(EID(l d))d—p (SID(I d))d_h (EID(l o i_,) to the list Agggim.

For Hg"™-queries, B maintains a list Ajsm whose entries have the form (e, hs,q),
where a € Z; and hy o € Zj is the simulated value of Hs(a). Thus, on input « € Zy,
B proceeds as follows:

o If AHsz'm already has an entry (a, hs o), then B returns hs , as an answer to the
'H”m—query;

e Otherwise, B computes picks hs o €g Z

g0 adds (e, hs o) to Aygm, and returns
hs as an answer to the HZ™ query.

For H§™-queries, B maintains a list Agygim whose entries have the form (a, hy,a),
where o € G2 and hg, € {0,1}" is the simulated value of Ha(a). Thus, on input
a € Go, B proceeds as follows:

o If Astim already has an entry («, he ), then B returns hs , as an answer to the
H5™_query;
o Ifa= (é(L§4), pgl)) . é(LES), p£2))_1) , where z is an output of H™ and pgl), p§2)

are associated with a user 1D, whose root branch index is u then, B proceeds
as follows:

x
— B computes < (L, 5Ny - (Lgs),p@))“l) where 7" is obtained, for the
same user ID,, using the following variant of the recursive algorithm meant

T
to compute A;: A; = bPY € Gy; 4; = #2A € Gy for 1 < i < t,
(

Aipr = Ly A+ I Ay and Ay = 2008 g, 4 1;;121’
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— B computes hg, = h(a) (where h is a random oracle), adds (a, hey) to
AHgim, and returns hy, as an answer to the H5™ query.

Note that B must compute « for at most all the users whose root branch index
is p. Since the depth of the hierarchy is logarithmic in &, this search is of
polynomial complexity.

e Otherwise, B computes hy o = fi(), adds (@, hza) t0 Aygim, and returns hoq
as an answer to the H™ query.

Attack Game:
e Phase 1:

— By generating or reusing the appropriate entries and values of both A im
and A'Hgim, B answers the Public Key and the Key Extraction queries of
Phase 1, under the following constraint: if the root branch index of the
it" ID-tuple of an Key Extraction query is u, then B terminates the IND-
HIBSC-CCA game and fails to solve the BDH problem.

— Signeryption queries are handled as follows. Given a message m; € M, the
ID-tuple ID(;,) of a sender, the ID-tuple /D,y of an intended recipient,
the private key drp,, | of IDgy,), and pubParams:

* If p is the root branch index of neither TEWZ.) nor EW ;)> then B runs
the Signeryption algorithm with the appropriate values of Agysim and
Agygim.

* If p is the root branch of Ewi), then B terminates the IND-HIBSC-
CCA game and fails to solve the BDH problem.

*x If u is the root branch of Tﬁ(m) (but not of of I_D(i,ti)), then B
runs the Signeryption algorithm with the appropriate values of A'H.;z‘m
and Aygm, and (for the encryption part) with the variant of ID(;y,)’s
public-key generating algorithm described above in the H{*"-simulation
section.

— Unsigneryption queries are handled as follows: Given a signcryptext o; €
C, the ID-tuple ID(;., of a sender, the ID-tuple / D,y of an intended
recipient, the private key dmw]_) of ID;;,), and the scheme’s public pa-
rameters:

* If 4 is the root branch index of neither TE(i,t,-) nor m(i,tj), then B runs

the Unsigncryption algorithm with the appropriate values of Agggim and
AHsim .
2
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* If p is the root branch of E(i,ti) but not of E(,-,tj), then B runs
the Unsigncryption algorithm with the appropriate values of AH.;im
and Ay, and (for the signature verification part) with the variant

of TD;,’s public-key generating algorithm described above in the
Hi*™_simulation section.

x If u is the root branch of I_D(i,tj), then B terminates the IND-HIBSC-
CCA game and fails to solve the BDH problem.

o Challenge Phase:
Once Phase 1 is over, the Challenge phase starts. A issues two ID-tuples
I D; and [ D:b of its choice, and a pair (mg,m;) of equal-length plaintexts,
such that, in Phase 1: (1) no Key Extraction queries were issued on ﬁ')_:b or

any of its ancestors; and (2) neither mg nor m; were part of the output of an
—k
Unsigncryption query issued with 1D, as the intended recipient.

If 7D, ’s root branch index is 4, then B terminates the IND-HIBSC-CCA game
and fails to solve the BDH problem. B also _terminates the IND-HIBSC-CCA
game and fails to solve the BDH problem if I D:b’s root branch index is not 4.

Consequently, it is henceforth assumed that E:a’s root branch index is not u,
and that m:b’s root branch index is p.

B picks a random bit b €r {0,1} and sends to A the signcryptext o* =
(U1, U,,V, 8, ,St , ¢, ), where Ul = vy(cP! N, Uy = vs(cPM), V = y(P® —
P(S)) (with y €r Z7), k1 = e(P0 Pé?’)LPOm)y, Ky €gp {0,~1}”7 c* = E,,(my),
™ = Ha(c, k1), S, = yP" — 1Sy, and 8, = —yP{" +r*3,,.

Note that SID* = sOII( 1%, si- 1)P0(1) + (12, si_l)Btb(soPém) +

(]_L.=2 s,_l)Ftb(soPo( )). Note also that I; = b, and that AT?, By,, and Ft,, can be
computed by B because they are multivariate polynomials in I, I}, I/, LI I

1y L3y &4

fori =2,--+ ,t (i.e. notin I nor in I;'!). Seethat e(u4cP(§ ), (T, si- 1)Ftb(soP0 ))
e(56FL", ([T i) Ca(s0P))€(0eFEY, ([T 5-) Dt (ESD) — Ui, ).

Let Ay = ( = H 2 Si— 1) Ay = (Hibzzsi—l)Btw Az = (Hz’=2 si—l)Ctby Ay =
(Hz 2 Si-1 )Ctb’ and AS (Hszg Si—l)Dtb-
(ranr1)?

Then, é(Pél)ypél))abc = ((é(Ul,Sﬁ*b) 'é(U2,§m* ) - I‘—l) , where
t t
I = 6(uacPy”, soPy7)22 - e(vscPyY, s YY) ™24 - é(vse Py, s0PY) 2
o Phase 2:
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According to the rules of the IND-HIB-CCA game, A then makes a second
series of queries, which B answers, as in Phase 1, under the restrictions of the
second phase of the IND-HIBSC-CCA game.

o (Gluess Phase:

Once the second phase of the IND-HIBSC-CCA game is over, A makes a guess
3 € {0,1} and sends it to B. B ignores (', uniformly picks a random entry
(a, h,a) of Agyygim, and submits

(a . 1"_1)(”4A1)_1

as the solution of the BDH problem.

Note that A must compute é(U, SI—D:)é(f] ,gm;)*l in order to conclude that
¢* is an invalid ciphertext. When this happens, then it suffices that B picks
the right entry of Asgm, in order to solve the BDH. Moreover, if A does not
find out that ¢* is invalid, then B does not solve the BDH. Consequently, B
solves the BDH if and only if the following conditions are satisfied: (1) In both
Phase 1 and Phase 2, no Key Extraction is issued on an ID-tuple whose root
branch index is p (assuming that: (1a) each Signcryption query is preceded by
a Key Extraction on the signer ID-tuple; and (1b) each Unsigncryption query
is preceded by a Key Extraction query on the recipient ID-tuple); (2) A asks
to be challenged on a signer-recipient ID-tuple pair (I_D;,Tﬁ;) such that the
root branch index of E:a is not p, but the root branch index of I_D—:b is p; (3)
A discovers that ¢* is an invalid ciphertext; (4) B picks the right element of
Agggim.

Complexity and Probability:
In order to compute the probability that B solves the BDH problem, let §, be the
proportion of ID-tuples whose root branch index is 4 (among all possible I D-tuples).
Assume that, in the IND-HIBSC-CCA game, A issues a total of ne,; Key Extraction
queries. If (k) is the advantage of A in the IND-HIBSC-CCA game, then the prob-
ability that B solves the BDH problem is at least e(k)(1 — 0,)8,(1 — §,)"=t. Now,
b, < 6, since ¢ is the largest proportion of ID-tuples having a common root branch.
Moreover, since all proportions of ID-tuples having a common root branch are as-
sumed to be non-negligible quantities, there exists a polynomial pol over N such that
6y > ﬁ(k). Hence, (k)8,(1 — §,) =t > s(k)pol(k)(l — §)neattl Now, since (k) is
non-negligible, so is e(k)pol#(k)(l — §)me=t*1 Consequently, B solves the BDH problem
with non-negligible probability at least s(k)pol(k — §)me=tt1 Moreover, since each
query of the IND-HIBSC-CCA game requires Zg to make a polynomial number of
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operations, it follows that B solves the BDH problem in time O(7) where 7 is the
running time of A4 in the IND-HIBSC-CCA attack game. QED.

Proof of Theorem 6.5.2: The setup (i.e. definition of parameters, of lists,
and simulation of hash functions) of this proof is done exactly as in the proof of
Theorem 6.5.1, except that B challenges A in a EU-HIBSC-CMA game (instead of a
IND-HIBSC-CCA game).

Phase 1 of the EU-HIBSC-CMA game is handled by B as in the proof of Theorem
6.5.1. Let then o* = (U, U, V, S, ,S,;,,c*, ) be the forged signcryptext issued by
A in the Forgery phase. If the unsigncryption of o* returns (m*, “Valid”) under the
signer Tl_):a and the recipient E;‘b, then S, =Y —r*5;, and St., ==Y+ r*gta, for
some Y € G, such that x; = é(V, Pén) = é(P(§4) - P0(3),Y) (where Hs(c*, k1) =r*.)

If the root branch index of H?—:a is not p, then B terminates the EU-HIBSC-CMA
game and fails to solve the BDH problem. It is therefore henceforth assumed that
the root branch index of I_D_:a is pu.

Thus, since the remarks made in the proof Theorem 6.5.1 with respect to Sm:b,
Efﬁ:b, and 5’/75:1) are valid for Sm:a, By and gm:a, then the following is true when
c* is valid with ﬁ;‘a as signer:

= (valp)~?
(P, By = ((e(us(cP), St ) - els(cP"), B )7 - 1)

where T' = é(vycP"Y | 50P{?)22 - e(uscPY | 5o PP) =84 - e(ueePY | 5o PP =2,
Consequently, B computes

Sol = é(V,vg(cP")) ™ - éua(cPY), 8y, )é(va(ePY), 8,,) - T,

and submits Sol as the solution of the BDH problem.

B solves the BDH if A issues a valid signcryptext. Consequently, B solves the
BDH if the following conditions are satisfied: (1) In Phase I, no Key Extraction
is issued on an ID-tuple whose root branch index is u (assuming that: (la) each
Signcryption query is preceded by a Key Extraction on the signer ID-tuple; and (1b)
each Unsigncryption query is preceded by a Key Fziraction query on the recipient
ID-tuple); (2) A submits a signcryptext whose unsigneryption is valid with a signer-
recipient ID-tuple pair (EZQ,I_D—;) such that the root branch index of E:a is p, but
the root branch index of E; is not .

The Complezity and Success Probability analysis of B’s ability to solve the BDH
problem is done according to the argument present in the proof of Theorem 6.5.1.
The only change in the argument is that the root branch of I_D:a must be u while that
root branch index of ]_D:b must be different from p. The resulting success probability
is the same, and so is the complexity of B’s work. QED.
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Proof of Theorem 6.5.3. Assume that NewHIBSC is EU-HIBSC-CMA secure.
Then, the Unsigcryption algorithm guarantees that the probability of obtaining the
same value of x; from two different public keys (and hence signer ID-tuples) is negligi-
ble. Moreover, the fact that H3 is a one-way function guarantees that the probability
of obtaining the same value of » with two distinct value of ¢ and the same value of
1 is negligible. Furthermore, the fact that Hj is a one-way function guarantees that
the probability of obtaining » from the same value of ¢ and two different public keys
(and hence signer ID-tuples) is negligible. Thus, by addition of the two preceding
probabilities, it follows that, since r and ¢ are public/fixed (given any signcryptext),
the probability that NewHIBSC does not feature public ciphertext authenticity is
negligible. QED.

Proof of Theorem 6.5.4. Assume that NewHIBSC is IND-HIBSC-CCA secure.
Then, the compromise of a signer’s private key does not compromise the confidential-
ity of a signerypted message (as long as the signer’s key is different from the intended
recipient of this signerypted message). Hence, NewHIBSC is forward secure. QED.

6.6 Conclusion

The main goal of this chapter was to describe an efficient hierarchical ID-based sign-
cryption scheme providing both public ciphertext authenticity and forward security.
PCA enables third parties (such as firewalls) to route or stop signcrypted messages
depending on the origin and integrity of the signcryptexts. FS prevents the theft of
a user’s signing key from compromising the confidentiality of signcryptexts issued by
this user.

To achieve the aforementioned goal, NewHIBE and NewHIBS were efficiently com-
bined with mechanisms enabling PCA and FS. Moreover, the proposed HIBSC scheme
was proved to be both semantically secure with respect to adaptive chosen ciphertext
attacks and existentially unforgeable with respect to adaptive chosen message attacks
(in the random oracle model.)

An open question is whether one can design a hierarchical ID-based signeryption
scheme featuring ciphertext anonymity (i.e. the property whereby no information
concerning both the sender and the recipient of any given signcryptext is revealed to
an active third party.)

In the next chapter, an efficient hierarchical ID-based group signature scheme is
presented.



Chapter 7

Hierarchical ID-Based Group
Signature

The third main contribution of this dissertation deals with the issue of hierarchi-
cal anonymous authentication (HAA). HAA can be formulated as follows. Sup-
pose that a large user group G consists of publicly-identifiable, non-overlapping, and
hierarchically-structured subgroups. Then, one seeks to determine whether it is pos-
sible to identify the subgroup of any member of G, while keeping the identity of each
member secret from all but a designated party of this member’s subgroup. (This
designated party will be called the subgroup leader.)

In order to solve the above problem, in the case of large user groups (e.g. 10,000-
user groups), this chapter describes a hierarchical ID-based group signature (HIBGS)
scheme featuring a property called PSI (public subgroup identification).

§7.1 reviews the relevance of the aforementioned problem, and provides an overview
of this chapter’s contributions. §7.2 presents fundamental terminology concerning
HIBGS schemes. §7.3 describes our proposed HIBGS scheme, and §7.4 discusses
its computational and space requirements in comparison with related schemes. §7.5
summarizes the security guarantees of our scheme, and §7.6 concludes the chapter.

7.1 Introduction

Motivation

Application 1. Suppose that a company O wants to achieve the following goals:
(G1) O wants to reveal only part of its network map to third parties; (G2) O wishes
to stop unwanted traffic passing through its network; and, (G3) when legitimate
network traffic is intended for hidden parts of its network, @ wants to route this
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traffic to the right destination nodes. If it achieves these three goals, then O is able
to perform traffic filtering and routing in a partially-hidden network. Moreover, the
fact that (O’s network is partially hidden would increase O’s resistance against various
network-based attacks (e.g. intrusion and denial-of-service attacks) which stem from
network mapping attacks. Remark that O could organize its network in hierarchically-
structured subnets whose nodes are kept hidden from all but a designated router of
the each subnet. Then, using a solution to the HAA problem, O could use each
such router to direct network messages destined to members of its subnet. Using a
solution to the HAA problem, O could also determine whether any network message
is associated with a known subnet of O’s network. Hence, any solution to the HAA
problem can used to achieve G1 through G3.

Application 2. Another instance of the HAA problem surfaces in the context
of privacy-enhanced access control (cf. 1). For instance, a hotel could provide its
clients with privacy-enhancing keys which would enable these clients to access se-
lected (and hierarchically-structured) sections of the hotel facility, in an anonymous
fashion. Then, in case of law-mandated investigation, the anonymity of this hotel’s
clients could be revoked by a designated party. Furthermore, we note that the same

concept could be applied to a company which offers payable online private services
(cf. Chapter 1).

ID-based HGS. Recall that group signature schemes are the cryptographic prim-
itive which have been specifically designed to support authentication with revocable
anonymity. Recall also that hierarchical ID-based cryptographic scheme are suitable
for large and distributed user communities. Hence, the aforementioned applications
lead us to attempt to build a hierarchical ID-based group signature scheme which
supports HAA. Moreover, since the property of hierarchical group signature (HGS)
schemes which supports HAA is called public subgroup identification (PSI), we seek
to devise an ID-based HGS scheme with PSL.

Contributions

The contributions of this chapter are twofold. First, we formalize the security of HGS
schemes with PSI. Second, we construct a provably secure HGS scheme offering PSI.

We propose a hierarchical ID-based group signature (HIBGS) scheme, with the
following group signature properties.

o First, the scheme allows each signature verifier to use a locally kept list of
revoked-user tokens, in order to determine the revocation status of signers, at
signature verification time. (Group signatures having this feature are said have
Verifier-Local Revocation (VLR) capability [BS04].)
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o Second, the scheme enables subgroup leaders to co-generate their subgroup
members’ keys, but prevents subgroup leaders from being able to sign on behalf
of their subgroup members. This stands in contrast with Boneh and Shacham’s
recent group signature scheme [BS04].

e Third, the proposed scheme provides a mechanism for signers to be able to reuse

the same private key to generate multiple group signatures (unlike Chen et al.’s
ID-based GS scheme [CZKO03].)

o Fourth, the scheme describes a signature verification procedure whose computa-
tional cost is only logarithmic with respect to the number |[SGL| of subgroups in
a given hierarchy. This improves Boneh and Franklin’s anonymous authentica-
tion scheme with subset queries [BF99], whose signing and signature verification
costs grow linearly with respect to |SGL|.

e Fifth, the suggested scheme is provably secure in the the random oracle model
[BR93], assuming the intractability of the bilinear Diffie-Hellman problem.

e Sixth, the proposed scheme enables signature verifiers to assess the validity of
group signatures, without the need to obtain certified copies of group public
keys. This stands in contrast to all certificate-based group signature schemes,
including [BF99] and [BS04].

Additionally, our proposed scheme has the following features, as a hierarchical GS
scheme.,

e First, it prevents the ancestors of any subgroup leader sgl from impersonat-
ing sgl in her interactions with existing members of sgm’s subgroup. This is
achieved by requiring each subgroup leader to run confidential and authenti-
cated communications with her subgroup members, based on a secret which is
unique to the pair (subgroup member, subgroup leader).

e Second, it is a HGS scheme with PSI, and thereby supports hierarchical anony-
mous authentication.

e Third, it is scalable, in the sense that it enables subgroup leaders to generate (on
their own) their descendants’ private keys. This stands in contrast with Kim
et al.’s multigroup scheme [KPW97|, which requires both subgroup leaders and
signers to register with a central trusted party.

e Fourth, it is efficient, featuring constant-length keys and a constant-time signing
procedure.
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Noteworthy is the fact that our HIBGS scheme features constant-size signatures
(even in the hierarchical setting). This property was obtained from the key generation
algorithm of NewHIBE. However, let us underscore two steps and two conditions
required to obtain our proposed HIBGS scheme, from this HIBE scheme.

e Leader (i.e. subgroup leader) keys had to be modified in such a way that they
are different from subgroup member’s signing keys. This is due to the fact that
signing keys should be co-generated with subgroup members (so that leaders are
not able to sign on behalf of subgroup members), while subgroup leaders should
be able to generate the full key of each one of their children (i.e. sub-leaders).
This difference between sub-leader keys and signer keys also implies that a
new algorithm had to be designed for the generation of signing keys. Avoiding
member impersonation by key-issuing leaders is not a trivial task: one must
describe a mechanism which guarantees that any given signature was issued
with a subgroup member’s secret, without revealing this secret, yet showing
that the secret is bound to the key given by the subgroup leader to the signer.

e The user key generation procedure had to be redesigned in such a way that one
signing key enables its intended user to issue multiple group signatures. Note
that this feature cannot be achieved using Chen et al’s [CZK03] approach, since
that approach requires each user to obtain a signing key for each issued group
signature. Qur approach is different, as shown in §7.3.

e The new key generation algorithm needed to be modified in such a way that it
remains provably secure, in the random oracle model.

e Keys of the resulting scheme also had to remain of constant length, and signa-
tures had to remain of constant size.

For our proposed scheme, it was also necessary to devise a threat model for HGS
schemes with PSI, and to prove the security of our proposed scheme with respect
to this model. To devise this model, we extended Boneh and Schacham’s security
model for group signature schemes with VLR capability in such a way that attempts
of leaders to sign on behalf of their subgroup members are taken into consideration.

7.2 Preliminaries

In this section, we present fundamental definitions concerning HIBGS schemes.



114

ID-tuples

For the description of HIBGS schemes, subgroup leaders are assumed to be organized
in a tree-shaped hierarchy whose root is called the root leader and is denoted by both
rLead and ITD,. Apart from rLead, every subgroup leader is identified with a tuple
ID; = (IDy,IDy, -+ ,ID,) (called ID-tuple). Under such a notation, ID;’s ancestors
consists of rLead and the ID,’s such that 1 < i < t.

Hierarchical ID-based Group Signature Scheme

Each hierarchical ID-based group signature (HIBGS) scheme is composed of six al-
gorithms. The function of each of these is described below.

1.

Root Setup (k): Given a security parameter k, this algorithm is used by the
root leader to return a tuple params of system parameters. params includes a
description of the message space M and of the signature space &, along with a
secret piece of data drp, called the root leader’s private key. Other parameters
are allowed, provided they are not unique to any user. Some parameters may
be public (including those describing M and &), while others remain secret
(including the root secret key).

. Sub-Leader-Key Generation (/Dy,, d7p,): Given the scheme’s public param-

eters, an arbitrary identifier /D;,, and the private key d7p, of a leader identified
by ID, this algorithm computes 7D, ,’s private key dpp, . -

. User-Key Generation (nyp,, mizp,): Given the number nyp, of members be-

longing to the leader ID,’s subgroup, and given an n1p,-long vector miyp, =
{mirp,n) Mtp,2p ’mtI—D}[nmt]} of user membership tokens, this algorithm
returns an nyp,-long vector of certified user membership tokens cmitzp, =
{cmtmt[l],cmtmtm, e ,cmtmt[nﬁt]}, an nyp,-long vector of user secret keys
skis, = {skm,np sktB,12p 7Skmt[nﬁt]}’ and an nyp,-long vector of user re-
vocation tokens rtrs, = {rtrp,u), "B, ’TtTBO["EO]}’

Signing (m, dzp,);): Given a message m € M, the private key drp,; associated
with a signer TD,[i] (where 1 < i < nzp,), and the scheme’s public parameters,
this algorithm returns a signature o € S corresponding to m.

Verifying (RLzp,, m, 0): Given a vector RLyp, of revocation tokens associated
with a claimed subgroup leader ID;, a message m € M, a signature ¢ € S, and
the scheme’s public parameters, this algorithm returns “valid” or “invalid”.
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6. Opening (RLzp,, m, 0): Given a signature o € S of a message m € M which
is valid with respect to both TD, and RLzp,, and given the scheme’s public
parameters, this algorithm returns either “Fail” or the identifier 1D;[i] of o’s
issuer.

7. Arbitrating (RLzp,, m, o, rizp,, cmtmt[i]): Given a signature o of a message
m € M such that o is valid with respect to both 1D; and RLz5,, and such that
a valid subgroup member ID,[i] refutes ID,’s claim that ID;[i] issued o, this
algorithm uses both the user revocation vector riyps, of ID; and the certified
membership token emirp, ;) of IDy[i] to return either “TDy[i] issued o” or “TD|i]
did not issue o”.

Double Discrete Logarithm

Let G, be an additive Abelian group of prime order ¢. Let P(Sl) € Gj be a generator
of G;. Let A be an attacker modelled as a probabilistic Turing machine.

The Double Discrete Logarithm (DDL) problem [CS97] is that in which A is to
compute an unknown c¢ € Z; given both (acPo(l), a, Po(l)). The success (or advantage)
of A in the DDL problem is then defined as Pr{A finds ¢]. The intractability of the
DDL problem is assumed to prove the selfless full anonymity of our proposed HIBGS
scheme (cf §7.5.) The DDL problem was used to prove the security of zero-knowledge
proof of knowledge protocols [FFS87]. Such protocols were used to construct both Ca-
menisch and Stadler’s group signature scheme [CS97] and Lysyanskaya and Ramzan’s
blind group digital signature scheme [LR98]. The DDL problem was also used to con-
struct Kula’s encryption scheme [Kul]. Recently, Konama et al. [KMS05] proved that
the DDL problem is as at least as hard as the discrete logarithm (DL) problem modulo
a prime.

7.3 Proposed HIBGS Scheme

Since the design of a HIBGS scheme is complex, §7.3.1 presents an overview of our
HIBGS scheme, while the actual scheme is described in §7.3.2.

7.3.1 Overview

Principals. The following parties are involved in our scheme: one root leader
(rLead), one set of |SGL| subgroup leaders, |SGL| sets of subgroup members, one
set of signature verifiers (i.e. third parties who can verify HGS signatures), and
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one arbitrator (i.e. a trusted third party). The subgroups are organized in a tree-
shaped hierarchy, and each subgroup is identified by the ID-tuple of its subgroup
leader. For instance, any second-level subgroup is identified by an ID-tuple of the
form TD, = (IDy,IDy), where ID; = (ID;) refers to the ID-tuple of a first-level
subgroup leader. Moreover, each member of a subgroup is identified by an indexed
ID-tuple whose prefix is the ID-tuple of the subgroup. For example, the i** member
of the 1D, is identified by IDs[i].

Key Generation. The proposed HIBGS scheme has three key generation al-
gorithms. These are the Root Setup algorithm, the Leader-Key Generation algo-
rithm, the User-Key Generation algorithm. ¢ The Root Setup algorithm defines var-
ious secret and public parameters which are used by others methods of the scheme.
oThe Leader-Key Generation algorithm is used by each subgroup leader to generate
the private key of her children subgroups (i.e. the subgroups placed directly below
the leader’s subgroup). The private key of each #**-level subgroup leader is a tuple
(S5, Erp,» .SN’TE, R0 ﬁmH .» 8¢), where the first five entries are used to issue sign-
ing keys and the last entry is unique to the t** hierarchical level. Moreover, the first
five entries of a subgroup leader’s private key are generated with random elements
a7p, and agp, which make the private key unique to the branch and level of the corre-
sponding subgroup. Furthermore, the first five entries of the subgroup leader’s private
key are generated in such a way that: none can be derived from the others; none can
be derived from the private key of a subgroup leader of the same level; and none can
be derived from the private key of a subgroup leader or a subgroup member located
below the current subgroup leader. These conditions imply that subgroup leaders
located on different branches of a subgroup hierarchy cannot derive one another’s pri-
vate keys. ¢ The third key generation algorithm of the proposed HIBGS scheme is the
User-Key Generation algorithm. This procedure is used by each subgroup member
(say ID;[i]) and her subgroup leader to co-generate 1D;[i]’s private key. This process
is initiated by ID,[i] who generates a key mgtyp, j and hides it from 1D; by raising a
known basis to the exponent mgt7p, ;. This hiding process yields a membership token
mirp, i Which TD,[i] gives to ID,. ID, then verifies (in zero knowledge) that ID,[i]
knows mgtyp, ), and computes both a revocation token and 1D;y[i}’s private key. The
revocation token riyp,y is given the value of mip,, but rizp,p; is not sufficient to

identify ID[i]. TD,[i]’s private key has the form (STB.11) EB.1» ST i) St415 YBJi] s
where the first four entries have the same properties as [D,’s private key entries, and
where the last entry must be used by ID;[i] when she issues group signatures.

Signing. The signing algorithm is composed of three steps. The first step consists
of using the signer’s hidden key mgtsp,}; in order to obtain a new version of St
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Er5,1> and §Et[i] (namely S7p,;, E7p,5;, and S7p,;)- These newly computed val-
ues are bound to mgtrp,;. The second step of the signature algorithm consists of
using y7p, to set up a zero knowledge proof that ID;[i] knows Y7p,[q- Lhis proof is
randomized (using the variable 7) in such a way that third parties cannot determine
whether two group signatures are issued by the same user. The third step of the
signing algorithm mimics the Leader-Key Generation procedure, but uses a one-way
function of the signed message in order to generate values which demonstrate that
the signer has the required private key.

Signature Verification. The signature verification algorithm proceeds in two
steps. In the first step, the verifiers computes the public key of the claimed signer
(ie. A PY + By P and Cpy PV + Dyyy P?), and binds this public key with
a one-way function of the signed message (thereby obtaining pgl) and p§2)). Then, in
the second step, the verifier determines whether the signer used coherent values (by
checking whether é(U; + Uy, P + P{®) = 6(Us + Us, P+ P®Y and 6(U! + UL, P& +
Py = el + U, PV + P?)), had the right signing key (by checking whether
e(LE,, pMe(P®, V) = e(P, V)e(LE,, p™)), had a hidden key that matches with
his private key (by checking whether Ha(w||(Wa*™ YU ||x?U3) = &), and is not
revoked (by checking whether U] # rtzp,;,U1 and (8 —vsp,;))U; = rtmt[j]Pom, where
rtyp,};) 18 any revocation token given to the verifier by I Dy).

Opening. The opening algorithm essentially consists of the very last part of the
verification algorithm. Since the opener is the subgroup leader of a given signer,
this leader is able to link a given revocation token with the identity (index) of each
member of her subgroup.

Arbitrating. The arbitrating procedure is executed by a trusted third party
(T'TP). While the TTP does not have to hold any secret piece of information, it is
trusted to follow to the following line of reasoning: since the private key used to issue
a group signature is bound with the membership token of a signer, and since the
revocation token of a user is equal to the membership token of this user, then the
possession of a valid group signature which matches with a given revocation token

uniquely identifies the corresponding user. Thus, the author of group signature can
be identified.

7.3.2 Scheme

e Instance Generator (k). This procedure, denoted by IG, is a randomized
algorithm which takes a security parameter £ > 0, runs in O(k) steps, and
outputs (Gq, Go, é, SG), where G, and G4 are two Abelian Gap-Diffie-Hellman
groups of prime order g > 2% é: G, x G; — G, is an admissible pairing with
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respect to which the BDH problem is intractable, and SG is a prime order cyclic
subgroup of Zj in which the DL problem is intractable.

e Root Setup (k). Given a security parameter k > 0, the root PKG:

1. runs IG with input k£ and obtains (G, Gz, €, SG).
2. picks, randomly and uniformly?, Pél), PO(Z), Pé?’), rP® Po(s), Pés) € Gy;
3. picks g €g SG, and s, Iy €r Z;, and sets dip, = (S0);
4. computes n = poly,(k), £ = log(k), n, = poly,(k), and ng, = polys(k),
where poly; is a polynomial over the positive integers, for ¢ = 1,2, 3;
5. chooses cryptographic hash functions:
Hi:{0, 1} — (Z2)%, H2:{0,1}* = Z;, H;:{0,1}" — Z;
Hq: {0, 1} — Z7, Hs - Z; — Z;,
where H; is defined as in NewHIBE.
6. computes, (s; = H5(5¢_1))f 11, L(’) = so P for j=3,4, and
(LY = 5, LD, for j =3, 4.

The message space is M = {0,1}" and the signature space is § = G$ x
{0,1} x Z;s. The system’s public parameters (which must be certified) are

pubParams = (g,q,n,é, 1o, P, Py?, P, PP, P B® My, Ha, Ha, Ha, Ms,
(LY )i=1)}=s). The root PKG keeps sq secret, so that params = (pubParams, so).

e Sub-Leader-Key Generation (IDy4;, dyp,): For each child-leader IDyyy =
(IDy,--+ ,ID;.,) of a leader ID;, the following takes place:

3 N ~___ *
1. ID, picks arp,,,,%7p,,, €r Zy

2. = If t = 0, then rLead computes J; = (I1,pu,1),P(1,3) (with 1Dy anil
H1), pa2) = He(p,s)s Pagy = %ﬁ%a), I =—paay, I{ = —1;8—’3-’{,]1 =

Li+pq, 0, It = LA+pagy, I = I +pay, Res, = panass, +P0.2)075,,
RID1 P1,3)075, + P,4)%715,, 51 = Hs(so), and the following:

S5, = so(L P + I PP + agp, PY),

Eml _ SO(IL-LP(I) +I//P(2) +dp P(3))

SID — SO(O‘ID P( )+I P(5) —|—I'P(6))

Erp, = so(@1p pg4> + QFLP(E’) + /PO,

In the sequel, we shall use the notation # € X to indicate that the element z is chosen uniformly
at random from the set X.
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— Otherwise (i.e. if ¢ > 1), ID; computes: J; = (It, pe1), Pt,3)) and
Ji11 = (It+1’P(t+1,1)>P(t+1,3)) (with IDL: IDyy1 and Hy); It:ﬁ = —D@,2)»

n . _Pe,2)P@,3) _ A 7 1" "
1= T pun It+1 =Iip + Di,1), It+1 = It+1 + D2, It+1 = It+1
. _ P(t+1,2)P(t+1,3) _ ~
Dt,4); Pe+1,2) = p(t 3)P(t+1 Dy Pty =~ 0 TDer1) XTDey; €R

Z;’ R@H—l = Pe+1,1)%7D, + p(t+1’2)a1—b—t+17' RI—D—t+1 = P(+1,3)%TD,y, +
P@+1,9975,,,; St+1 = Hs(st), and the following:

3
StD,,, = st(IH—lSID + 11 Brp,) + O‘IDH_lL§+)17

Ispr I
E—IDt-H = St( t+1 Tegalyyy SIDt + t+1EID¢ -+ at+1Lt+1,
4
SID st(IH'lSIDe + It+1EID¢) + (o75,,, — Brp, )L§+)1, and
i 4
Eﬁprl = St(ﬁ*l‘JL_S 1D, "'It”+1E1D + (@1 — RIDt) §+)1’

3. Then, ID; secretly gives dp,,, = (S1p,,,) B1D,,1» S1D,s1> BID0y1» BB, 0 St41)
to IDt+1.

e User-Key Generation (mizp,): For each member ID,[i] of the group leader
identified by TD; (where 1 < i < ng,), the following takes place:

1. 1D,[i] picks mgtrs,u, A €r Ly, computes mizp,; = (gM3(D)y™' B, € S@,
K = Hy(|[(g"*™)M]), and 8 = A — & - mgtzp,, and secretly sends
(mtzp,, T K, 0) to ID;, where T € {0,1}" is the validity period of 7B, i)

2. Upon reception of (mtmt[i], T, k,0), ID; checks whether
Ha (|| (g7 omez ||) = k. If this condition is not satisfied, ID; sends

ID:1)
“Invalid”, and interrupts the key generation process. Otherwise:

3. ID; picks a7, 1> O7B, ) Er Ly, sets rtrp, = miyp, ), and stores (ID[d], B,
4. —If ¢t = 0, the root leader computes Iy = Hr(lo), Iy = Hr(ly), I =
HA(IY), I = He(1o), Iy = H7(I}), s1 = Hs(so), and the following:
Stoli] = = so(loP" + Iomitzs,Fo @ 4 aIDo[z]P03 )»
Eﬁ = sO(MO—P(l) + I{,’mtlDO[l]P D4 aIDOMP ),
Smom = so(awompg“’ + P + Iomt,DDMP %),
Erp, = solarp,p P + —‘LD-P(5) + Tmirs, 1 PS):
— Otherwise (i.e. if t > 1):
(a) ID; sends mitrp,p to its parent TDy_y;

(b) TD;, computes Iy = Ma(lo), I = Ha(Ly), I = Ha (1), I =

H7(70) T” = 1/ ) RI (IO — Io)agp, + nLtIDf[z]( — I)arp,
DIy 1y—ITo1y 1y
TD} ( 7 1’0 )amt + mtmtm(l(’)’ — Iy)asp, (where azp, and
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arp, were used to compute ID; private key components), and
returns (R~ R’D ) to IDy;

Dy’
(c) ID; COmPUteS Io = H:(lo), Iy = H2(Kjy), fo = Hq(Iy), Z’) -
'H7(Io), I" I, , St+1 = Hs(s:), and the following:

3
S51B,1 = St(IOSID + Igmizs, o Erp,) + aIDt[z]Lg-gl(’ N
Lol
E‘I‘D“,+1 =857, + Iy mtrDtme,) + a7, 15 Lt
55.., st(l0 5, + Tomtrs, i Erp,) + (05,1 — RBip )L§ 4., and

= 101
Erp,,, = st( S D, T IO mirp, [z]EID,) + (aIDtlz] Rmt)LE-}-)I’

5. mt piCkS ’)’mt[zl R zZ

z. (This value is used by ID, to verify TD[i]’s
signatures.)

6. @t Secretly giVeS Skmt[i] = (Smt[z], Emt[ll’ Smt[z], Eﬁt[i]vsHlv'Yﬁt[i]) to
TD4[i].

7. Then, ID;[i] sets her private key dp, = (MItB,11) SKTB.4)-
Note that, for robustness purposes, ID,[i] can, via the Signing and Verify-
ing algorithms, make sure that (57,1, E15, > S75.1> £75,jip> St+1) matches
mtrp,y- Therefore, 1D, needs not compute cmiyp, ), nor does this value
need to be stored by 1D,]i].

8. Finally, ID,[i] and 1D, co-generate a random authentication key to be used

(e.g. via a message authentication code) for the authentication of 7D; in
subsequent communications.

e Signing (m,dsp,[i]): Given a message m € M, the membership generating
token mgtyp, [i] of a signer ID,[i], and the system’s public parameters, this
algorithm:

1. picks r, X €g Z}, computes 3, = (r H3(T))mgtmthl and derives the following:

Stp,1 = BrSto,10)> S;TD—t[z] = 3,5 STD. i} = 6,.P,

EIDt[z] 67‘E1Dt[z EID [ = BTEIDt[z a U { ﬂrmtmt ]P 0(1):
ﬁrPO ) ﬂrmtIDt[z]PO ’ /Br (5):

U5 - ﬁrmtIDt[z']Pém) U6 = /Brpoﬁ)a 6 = ﬂrmtIDt[i;P()(s)y

0 = A — mgtsp,y, B=8"14+v5 YID.li)> x = (r-g)"®

Wy =T, Wy =r, w = Ha(mgtrp,u),

K = Ha(w]| (PP PV |1 PP);

2. picks am, €g Zj, and computes:
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I = Ha(m), I, = Ho(In), V = ses(InStp + InBrpyg) + amLis,
V = str1(Im SID[z] + ImEID z]) + amLE-i—)Zv

3. OUtputS 0= (U1>U17U27 27U57 57U67 67V7‘77 WI’W27ﬂa /<;,9,w)

e Verifying (RLzp,, m, 0): Given a message m, a signature o = (Uy, Uy, Us, U,
Us, UL, Us, Ug, V, V, Wy, Wa, B, k, 0, w), and the system’s public parameters, this
algorithm:

1. computes (Ji,--+,Jy, Jo, -+ ,Jo) = Hi(ID;) € (Z3)%, Iy = ’H4(m) I =
7ﬁm¢é”:mﬁﬂn+&ﬂﬁﬂmmémzc2#)+mﬂp where:

— If t =0, then _
I(l) = H7(Io), Ij = H7(Io) Iy = H7( )» 16 = H7(IO)7 I(,)I = H7(16)’
AP = (ImIo + I, %’—)Ul, ByP{ - = (Indf + I, I)U3,

CoP® = (InIo + I, ’°{ bloyy,, DLPS®) = (1,1, + Il TS,

— Otherwise :
P2 = H7(P(1 3)) Pa,e) = E(l—pz(lef)l—s), n= —P(1,2)s

o= p(i;ll Il“ll+p(1 1)’1 =1 +p12),11 =1 + P(1,4)

Ay =1, By =11, C'1—117 Dl—Il,
A=B B-m, &=L D -7,
1 I
and, for 1 <1< t,

P(i,2)Pl
Iz+1 —=P@,2)» Iz+l — MLt

p('l. 1)
Iz+1 = Iz+1 + Pi,2)s IH—I = 1+1 +p$) 4); v
P(i+1,2) = ;(jp(zﬂ 1) P(i+1,4) = Lt lhEihd.9)

Aipr = Ly A + I Ay and Ay = %A + I A,

~ Lanll
Biyy =l Bi+1I,,Bi,and By = +1t S p I By

~ ~ o~ ~ I
Ci+1 = i+lci + I{+1Ci, and Ci+1 = —ﬂ——'LC + Iz+IC'i7

s Tipr = Lip1 + Gy,

Pit1,1) ?

Diyy =IipaDi+ Iy Dy, and - Digy = Iﬁ:MD + I D
Then, _

Iy = Ha(lo), I = Ha(1p), To = HalIf), Ty = Ha(To), T = 2855,

A1 PV = oAUy + ILAUL, Ay PV = M—AtUl + AU,

B 1 P® = I,BU, + I)BUS, By, P = ,J,J bls B,U, + I B,UL,

Co11PP = 1,GUs + ThC,UL, Gy PO = I"c Us + T!CUL,

Dip1 P = 1,D,Us + I3D,UL, Dy 1 PO = —ALD Us + 1) DU,

Ap2 PV = mAtHP( + I, Ay PV

B142P® = 1,B,,,P® + I' B, P(2>,

ct+2p(§ ) = InCo1 P + 11, Cr 1 P,

Dt+2P0 ) - I Dt+]P( ) + I, Dt+1P(6)
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2. — outputs “valid” if the following conditions are satisfied:
% 8(Uy + Uy, P + PO = &(P{" + PP Uy + Us) and
e, + Uy, P® + P®) = e(PYY + PP, UL + UY);
v &L, p)e(PY, V) = e(BP, V)L, p?);
* Ha(w]|(W;° ")) U 1x°U3) = &, where x = (W - g)"=0;
* Uy # rigp,yUs, for each revocation token rizp, ;) included in RLyp, .

*

(B = vm,u)U1 = rt5,54 P for some unrevoked member TD,[i] of
a ID,’s group, whenever the Verifying algorithm is run by ID,.
— outputs “invalid” otherwise.

Note that the identifier 7D,[i] may be kept secret from the verifier, by including,
in RL7p,, only the revocation tokens of ID,’s revoked group members. Note
also that the fifth condition of acceptance is a zero-knowledge proof that the
signer used (in the computation of f,) the same discrete logarithm that was
used to generate the key sent by ID, to ID;[i], where i is unknown to the
verifier.

Opening (RLyp,, m, 0): Given a signature o = (Uy, Uy, Uz, Uy, Us, Ug, Us, Ug, V,
V, Wi, Wy, 83, k,8,w) of m which is valid with respect to both ID, and RLzp,,
this algorithm:

1. looks for the user identifier ID;[i] (1 < j < n,s) such that

Ull = rtmt[i]Ul.

2. If no identifier TD,[i] can be found such that the equality holds, the algo-
rithm returns “Fail”. Otherwise, ID; outputs I D;[i] as the claimed issuer
of .

Arbitrating (RLzp,, m, 0): Given a signature o = (U, Ua, Us, Uy, V, 17, Wy, Wa,
B,k,8,7w) of m such that o is valid with respect to both D, and RL7p,, and
such that a valid group member I D;[i] refutes ID;’s claim that ID;[i] issued o,
the algorithm proceeds as follows:

1. A trusted third party (TTP) requests rtsp,; from 1D,.

2. — K Uj =rtgp, Ui, then the TTP outputs “IDy[i] issued o”.
— Otherwise, TTP outputs “ID;[i] did not issue o”.

Note that TD,[i] needs not reveal mgtyp,; to the TTP.
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Our HIBGS IDGS [CZKO03] GS with VLR [BS04]
Root Setup (£~ 1)H + 2¢Mg, Mg, + Rgy ¥+ Mg, + Rg, + Rgy
+ 6Rg, + 3Rz;
Sub-Leader Ag, +7Az; + 6H + 3Inugy (UNABLE) (UNABLE)

Key Generation

+ 12M(;1 + 22MZ; + 2RZL

User
Key Generation

SAG1 + 5Az; + 4Ezzq
+ 11H + 41nvz§ + 12MG1
+ 35MZ; + 5Rz;

|SIG|(2H + 3Mg,
+ 2P + Rza)
+ H+ Mg, +Rz;

Invzy + Mg, + Rz

Signing 4A(;1 + Azz + 2El‘z§ AG1 + Aza + 3H 2AG1 + 3AZ; +2H
+ 5H + Invzz + 19Mg, +3Mg, + RZZ + 3Ezxg, + Invg, + Invg,
-+ SMZ; + 3Rzz + 5M(;1 + 2M(;2 + 4Mza
+ 3P + 5Rz; + 2y
Verifying 16Ag, + (11t — 7)Az; 2Ag, +3H + Mg, +4P | (2+|RL|)Ag, + 4Ezg, +2H
+ (2t + 11)H + (5t — 1)Invza + Invg, + Invg, + 4Mg,
+ 2Ezzy + (28 + |RL|) Mg, + 4Mg, + 2|RL|P + 2¢
+ 2Mg, + (26t + 4)MZ; + 8P
Opening |{RL| Mg, H + 4P |RL|Ag, + 2|RL|P
Arbitrating Mg, H +4P (UNABLE)

Table 7.1: Efficiency Comparison of our HIBGS, with related schemes.

Table 7.1 compares the computational requirements of our HIBGS scheme with
Chen et al.’s ID-based group signature scheme (CZK-IDGS [CZK03]), and Boneh and
Shacham’s group signature scheme with Verifier-Local Revocation (BS-GS with VLR
[BS04].) (See also Table 6.2 for corresponding timing estimates, based on informa-
tion obtained from [HPS02].) ¢ denotes both the hierarchical level of a signer and
the hierarchical level of a subgroup leader or subgroup member whose key is to be
generated. It is assumed that all hash functions of the compared schemes have the
same computational cost, denoted by H. Mx and Ax respectively denote computa-
tional costs of scalar multiplication and addition in the Abelian group X. Ry denotes
the computational cost of uniformly selecting a random element in the set X. The
computational cost of exponentiation in the group X is denoted by Fzx, P denotes
the computational cost of a bilinear pairing operation, Invyx denotes the computa-
tional cost of inversion in X, and ¥ denotes the computational cost of an efficiently
computable function (cf. [BS04]). In order to provide a realistic computational cost
average for the Verifying algorithm, it is assumed in Table 7.1 that the verifier is any
party, except the signature issuer’s subgroup leader. When the verifier is the issuer’s
subgroup leader, the computational cost of verification is at most (2Mg, + Az;)ngs
higher, and the information learned by the verifier (i.e. the fact that yzp,;) was used
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Computational Requirements
t=1 t=3 t=4 t=10 t=12 t=20
=1 £=4 =5 =11 £=13 =21
RL =10 RL =10 RL =10 RL =10 RL =10 RL =10
IDGS Root Setup 21 x 108 UNABLE UNABLE UNABLE UNABLE UNABLE
[CZKO03]
Sub-Leader UNABLE UNABLE UNABLE UNABLE UNABLE UNABLE
Key Generation
User 252 x 10° UNABLE UNABLE UNABLE UNABLE UNABLE
Key Generation
Signing 63 x 103 UNABLE UNABLE UNABLE UNABLE UNABLE
Verifying 357 x 103 UNABLE UNABLE UNABLE UNABLE UNABLE
Opening 336 x 10° UNABLE UNABLE UNABLE UNABLE UNABLE
Arbitrating 336 x 10° UNABLE UNABLE UNABLE UNABLE UNABLE
GS with VLR Root Setup 21 x 103 UNABLE UNABLE UNABLE UNABLE UNABLE
[BS04]
Sub-Leader UNABLE UNABLE UNABLE UNABLE UNABLE UNABLE
Key Generation
User 21 x 103 UNABLE UNABLE UNABLE UNABLE UNABLE
Key Generation
Signing 358 x 103 UNABLE UNABLE UNABLE UNABLE UNABLE
Verifying 1.8 X 10° UNABLE UNABLE UNABLE UNABLE UNABLE
Opening 1.7 x 108 UNABLE UNABLE UNABLE UNABLE UNABLE
Arbitrating UNABLE UNABLE UNABLE UNABLE UNABLE UNABLE
Our HIBGS Root Setup 42 x 108 168 x 10% | 210 x 10 | 462 x 10% | 546 x 10° | 882 x 10°
Sub-Leader 253 x 103 | 253 x 10% | 253 x 109 | 253 x 10% | 263 x 10% [ 253 x 109
Key Generation
User 255 x 103 | 255 x 10% | 255 x 10° | 255 x 10° | 255 x 10% | 255 x 10°
Key Generation
Signing 400 x 10% | 400 x 103 | 400 x 10% | 400 x 10° | 400 x 10% | 400 x 10°
Verifying 1.5 x 108 1.5x 10% 1.5 x 10° 1.5 x 10% 1.5 x 10% 1.5 x 10%
Opening 210 x 10% | 210 x 103 | 210 x 10% | 210 x 10% | 210 x 10% | 210 x 10°
Arbitrating 21 x 103 21 x 103 21 x 10% 21 x 10° 21 x 103 21 x 103

Table 7.2: Timing Estimates of our HIBGS and Related Schemes, in Microseconds.
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to generate the signature) is only used to formally prove the traceability of signatures
by the appropriate subgroup leaders (cf. the proof of Theorem 7.5.2). Since all veri-
fiers except the appropriate subgroup leaders should not be able to identify the issuers
of subgroup signatures, the assumption of Table 7.1 seems reasonable to us. We note
that all algorithms have constant storage requirements, apart from the following two
exceptions: (1) the Verifying procedures of both our HIBGS scheme and Boneh and
Shacham’s scheme have storage requirements which grow linearly with respect to the
size of the revocation list; (2) the Root Setup method of our HIBGS scheme has space
requirements which grow linearly with the depth of the underlying hierarchy; (3) the
storage requirements of Chen et al.’s User-Key Generation algorithm grow linearly
with the number of issued signatures.

By the (UNABLE) entries of its second row, Table 7.1 notes that, among the
three analyzed schemes, ours is the only one that (efficiently?) handles hierarchical
settings. Moreover, the last row’s (UNABLE) entry show that, unlike our scheme,
Boneh and Shacham’s scheme allows key generating entities to impersonate subgroup
members, which removes the possibility for trusted third parties to deny any subgroup
member’s claim that she has been the victim of an impersonation.

Table 7.1 also reveals that, while being executable in constant time, the User-Key
Generation algorithm of our proposed scheme is more computationally demanding
than Boneh and Shacham’s, yet significantly more efficient than Chen et al.’s (which
requires one signature certificate to be issued for each signature). The Signing pro-
cedure of Chen et al.’s scheme is the most efficient among the three compared ones.
However, due to the very high storage and computational requirements of Chen et
al.’s User-Key Generation procedure, our Signing procedure improves on Boneh and
Shacham’s due to the fact that it requires no pairing computation. The greatest ad-
vantage of our scheme concerns the verification of signatures. Our scheme requires
only 8 pairings, compared to 2|RL| in the case of Boneh and Schacham’s scheme.
Hence, our scheme is advantageous when |RL| > 8 (using the computational costs
presented [HPS02]). Moreover, this improvement is significant when revocation lists
are either large or growing. The Opening procedure of our scheme is similarly more
efficient than Boneh et Shacham’s. Note that Chen et al.’s scheme did not present
a mechanism to check the revocation status of signers at signature verification time.
Such a mechanism could however be added, and would require |RL| additional pair-
ings. For Chen et al.’s Opening algorithm, a revocation bit could be associated with

ZNote that the two other schemes could be used in hierarchal settings by having a central entity
manage the key generation and secure key distribution/update of each subgroup leader. However,
such an approach is not computationally scalable to large hierarchies. Moreover, such an approach
would allow attackers to easily target the key distribution entity, and launch efficient. denial of service
attacks.
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each signature certificate entry in the leader’s member list. This would allow Open-
ing procedures to be executed in constant time, but would not remove the O(|SIG|)
storage requirement, where |SIG| is the number of signatures to be issued by all
users of the system. Another interesting comparison can be made between our HI-
BGS scheme and Boneh and Franklin’s anonymous authentication scheme with subset
queries [BF99]. Compared to this scheme, our scheme has constant computational
requirements for Signing (compared to O(|GM|), where |GM| is the number of sub-
group leaders in the whole hierarchy.) Furthermore, the computational cost of our
scheme’s Verifying procedure grows only logarithmically with respect to the number
of subgroup leaders in the underlying hierarchy. This stands in contrast with Boneh
and Franklin’s analogous algorithm, which grows linearly with respect to |GM]|.

7.5 Security

This section presents the security guarantees of our proposed HIBGS scheme. We
first present the threat model, and then state three security theorems.

7.5.1 Threat Model

We propose a threat model for HGS schemes with PSI, using Bellare et al.’s framework
[BMWO03]. The model is presented in terms of three fundamental properties which
this class of HGS schemes may be expected to have.

The first property (correctness) ensures that the signing and verifying procedures
of the HGS scheme are complementary (i.e. that each group signature is valid if and
only if it was properly issued). The second property (full traceability) ensures that no
coalition of subgroup members and subgroup leaders can generate a group signature
which cannot be opened or traced back to some member of the coalition. The third
property (full selfless anonymity) avoids the possibility that valid group signatures
leak information about their signers. Following the approach of Boneh and Shacham
[BS04], we consider full selfless anonymity (as opposed to full anonymity) in order to
underline the fact that signers are assumed to be able to recognize (open) their own
signatures. In other words, signatures are not assumed to be anonymous to their own
issuers. The second and the third properties are described via two games in which an
attacker attempts to break the desired property.

Note that, unlike Boneh and Shacham’s threat model [BS04], our model assumes
that key issuers can be compromised without subgroup members running the risk
of being impersonated by key issuers. We believe that this subtle difference is sig-
nificant, because, in practice, subgroup leaders (by whom key issuers are typically
instantiated) cannot be assumed never to attempt to maliciously impersonate their
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subgroup members. FEach of the three security requirements is formally presented
below.

Correctness:

A HGS scheme is said to satisfy the correctness property if:
Vme M,Vie{l,2,- ngp,}

Verifying(RL, m, Signing(m, dzp,};) = valid <= rizp, ¢ RL

Full Traceability:

Let W be a HIBGS scheme. The following game, between a challenger Ch and an
attacker A, is considered:

Setup: Given a security parameter k, Ch uses ¥’s Root Setup algorithm to
generate the cryptosystem’s public and private parameters — keeping the private
parameters secret while giving the public ones to .A. For each subgroup leader
ID,, Ch also provides A with ID,’s revocation token vector RLzp, and sets
Uzp, to be the empty set, where Uzp, is the set of 1D,’s subgroup members who
collude against Ch.

Queries: A makes a polynomially bounded number of queries of the following
type:

— Public Key: Given a subgroup leader’s ID-tuple ﬁ?—(i)ti) = (IDga),- -+,
ID(;4,), Ch must return the public key associated with ID;;,).

— Signing: Given a signer’s identifier D s,)[5] (where 1 < j < "D, t,)) and
an arbitrary message m, Ch computes and returns to A the signature o =
Signing(m, drp,(;;) of m.

— Compromise:

x Leader Compromise: Given a subgroup leader’s ID-tuple m(m), Ch
responds with (drp5,  ,skrp, , ., RLp,, , ), where dip  is IDge,)'s
private key, skrp, i ID; ;s user secret key vector, and Rl
is ID ;4,)’s user revocation token vector.

* User Compromise: Given a signer’s identifier ID(;,,[j] (where 1 < j <
D, t')), Ch appends j to Urp,, (the known coalition, from ID;4,)’s
subgroup, that is attempting to forge a signature) and responds with
dm(i,ti)[j] = (mgtm(i,ti)[j]’ cmtm(i,f.i)[ﬂ’ Skﬁ(i,zi)[j])’ where mgtm(i,ti)[j] is
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ID(;1»[4]’s membership generating token, emirp,,, L] 18 IDi»li]’s
certified membership token, and sk, , () i TDis) [7]'s secret key.

Forgery: A chooses a subgroup leader’s ID-tuple m:, and sends to Ch the
following: a message m*, and a signature o*.

The attacker A wins the Traceability game if either one of the following conditions
is satisfied: (A) A proves that Ch issued incoherent answers during the game; or (B)
the following are true: (B.1) o* is accepted by the verification algorithm as a valid
signature on m*, with respect to I_D—;k ; (B.2) either o* traces to some user outside of
the coalition Uzp; \RL;_E:?’ (using the Opening procedure), or the Opening algorithm
fails; and (B.3) o* is nontrivial, i.e., A did not obtain ¢* by making a signing query
for m* with any of TD,’s signers.

The following definition is predicated on the assumption that the security of HGS
schemes is to be proved in the random oracle model.

Definition: A forger A (7, Neomp, Nsig, Npk, €)-breaks traceability in a HGS scheme
if: (1) A runs in time at most 7; (2) A makes at most nom, Compromise queries, at
most n,, Signing queries, and at most n,, Public Key queries; and (3) the probability
that A wins the game is at least €, where the probability is taken over the coin tosses
of A and the randomized key generation and signing algorithms.

Selfless Full Anonymity:

For selfless full anonymity, the following game, between a challenger Ch and an at-
tacker A, is considered:

Setup: Given a security parameter k, Ch uses ¥’s Root Setup algorithm to
generate the cryptosystem’s public and private parameters - keeping the private
parameters secret while giving the public ones to A.

Queries: A makes a polynomially bounded number of queries of the following
type:
— Public Key: Given a subgroup leader’s ID-tuple I_D(i,ti)_: (IDgyy, -
IDy,), Ch must return the public key associated with 1D ; ;).
— Signing: Given a signer’s identifier TD; ;,)[4] (where 1 < j < 75, m) and

an arbitrary message m, Ch computes and returns to A the signature o =
Signing(m, dp,[;)) of m.

3Note that, without loss of generality, the revocation list RLE;‘ of ﬁ;‘ ’s subgroup could be set
to the empty set.
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— Compromise:
*x Leader Compromise: Given a subgroup leader’s ID-tuple EM), Ch
responds with (drp, ., skrp,, ., 74D, ), Where dip, s IDgsy’s

. . \ .
private key, SkI_D(i,ti is I.D(;4,)’s user secret key vector, and rt e,y 18

)
ID;4y's user revocation token vector.

x User Compromise: Given a signer’s identifier m(i,ti)[j] (wherel < j <
nm(m)), Ch appends j to Uﬁ(m) (the known coalition from ID;4,’s
subgroup) and responds with dﬁ( il = (mgtm(i’ti)m, cmtm(i,ti)m,
Skm(“,)m), where MYtrp,, . 1 8 1 D t)[7]’s membership generating
token, cmtmw ;] 18 T—D_(i,ti)[j]’s certified membership token, and
skrp,,., 1) 18 ID;1,5]’s secret key.

— Revocation: Given asigner’s identifier 1D;;,[j] (where 1 < j < D1y )
Ch responds with TD;,,[j]’s revocation token TED i)
— Opening: Given the ID-tuple 1D, of a claimed subgroup leader, and a

signature o € S which is valid with respect to ID;, Ch returns either “Fail”
or the identifier I D,[i] of o’s signer.

Challenge: A outputs a target subgroup leader’s ID-tuple m: , & message
m*, and two indices ig and i; (where 1 < dg,9; < nID:). With respect to

TD_: , A must have made no Leader Compromise, User Compromise, or User
Revocation queries for either index. Moreover, no Leader Compromise query
should have been issued on ID,’s parent. The challenger Ch chooses a bit
b € {0,1} uniformly at random, computes a signature ¢* = Signing(m*, 4157 15,))
on m* by user ID, [iy], and provides A with o*.

Restricted Queries: After obtaining the challenge, algorithm A can make
additional queries of the challenger, restricted as follows:

— Public Key: A issues Public Key queries as before.

I

Signing: A issues Signing queries as before.

— Compromise: As before, but A cannot make Leader Compromise queries
FTF . . . . Tk
with ID,, or User Compromise queries for iy or i;, with ID,.

Revocation: As before, but A cannot make Revocation queries for 4o and
41, with TDj.

Opening: As before, but A cannot make Opening queries for 4o and iy,
with TD; .
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Output: A outputs a bit ¥/, its guess of b.

A wins the Anonymity game if either one of the following conditions is satisfied:
(A) A proves that Ch issued incoherent answers during the game; or (B) &' = b.

Definition: An exposer A (T, Neomp, Msig, Npk, €)-breaks selfless full anonymity if:
(1) A runs in time at most 7; (2) A makes at most neym, Compromise queries, at
most N, Signing queries, and at most ny, Public Key queries; and (3) the advantage
|Pr[b=b] — 1| is at least €, where the probabilities are taken over the coin tosses of
A, of the randomized key generation and signing algorithms, and the choice of b.

Definition: A hierarchical group signature scheme is (7, Tecomp, sigs Tpk, €)-S€CUTE
if it is correct, if no polynomially-bounded adversary (7, ncomp, 7sig, Tpk, €)-breaks full
traceability, and if no polynomially-bounded adversary (7, Ncomp, Nsig Tpk, €)-breaks
selfless anonymity.

7.5.2 Impersonation Threats

Since there are many different classes of impersonation attacks, we specify in this
section the assumptions made in our threat model regarding impersonation.

Consider the following question: what happens if a malicious party creates a new
subgroup? This could be done either to maliciously study the behavior of joining
subgroup members, or to control the security privileges of joining members. Our
threat model does not address such a possibility, and our proposed scheme is therefore
not intended to be protect against attacks of this nature. A related concern is the
following: what happens if a malicious party impersonates a valid subgroup leader,
in such a way that a legitimate user joins the impersonated leader’s subgroup ? Once
again, our threat model does not take into consideration such a possibility, and our
HIBGS is therefore not designed to protect against this class of impersonation attacks.

The strength of our scheme, however, is to provide a mechanism which detects
the impersonation of subgroup leaders in their relationship with existing subgroup
members. Indeed, we require each joining subgroup member to co-generate, with her
subgroup leader, an authentication key which does not solely depend on the leader’s
HIBGS-based private key. This authentication key should be unique to the pair
formed by the joining subgroup member and the subgroup leader. The authentica-
tion key is then used, in subsequent communications, to authenticate the subgroup
leader. This avoids the risk of impersonation of subgroup leaders which have not been
compromised.

7.5.3 Security Theorems
Theorem 7.5.1. Our proposed HIBGS scheme satisfies the correctness property.
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Practical Meaning of Theorem 7.5.1: In practice, this theorem indicates that
each group signature is valid if and only if it was properly issued.

Theorem 7.5.2. Let T be a tree-shaped hierarchy in which any proportion of ID-
tuples (IDy,- - ,ID;) having a common root branch 1D, is a non-negligible quantity
with respect to a security parameter k. Assume that, in our proposed HIBGS scheme,
all hash functions are random oracles. Suppose also that there exists an attacker A,
which (T, Ncomp, Msig, Nk, €(K))-breaks traceability in our scheme. Then, there exists
an algorithm B which solves the BDH problem, in time O(T), with non-negligible
advantage at least

Ny — 1 (1 — 5)ncomp+nsig

e(k) Ny pol(k)

, where

n.y 8 the number of root branches in T, & is the largest proportion of ID-tuples having
a common root branch, and pol is a polynomial such that p%—(k) is a lower bound of all
proportions of ID-tuples having a common root branch.

Practical Meaning of Theorem 7.5.2: In practice, this theorem stipulates
that each valid group signature can be opened by its signer’s subgroup manager.

Theorem 7.5.3. Let k be a security parameter. Assume that the hash functions
of our proposed HIBGS scheme are random oracles. Suppose also that there exists
an attacker A, which (T, Ncomp, Tsig, Tk, £(k))-breaks selfless full anonymity in our
scheme. Then, there exists an algorithm B which solves the DDL problem, in time
O(r), with non-negligible advantage at least (k).

Practical Meaning of Theorem 7.5.3: In practice, this theorem guarantees
that the issuer of any valid group signature remains anonymous for all except the
signer’s subgroup manager.

Proof of Theorem 7.5.1. We prove both implications of the Correctness prop-
erty.

e First, assume that o = (Uy, Us, Us, Uy, Us, Us, U, Us, V, V, Wy, Wa,
B, k, 0, w) is a properly issued signature of a message m, issued by a member
IDy[i] of a group leader ID,’s group. Then, for* ¢t > 1:

LV = ([T si1) (A2 PO+ Beyo PO+ F o PO and V = (T2 5500 (Frea P +
Cor2 P + Dy P).

4Note that the case t = 1 is straightforward.
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2. Consequently:
e(Ps",V)e(py?, V)t
= &P (T se0)(p + FiaRy”)) - é(gés’, (T s D (FaaPgY + o)
A~ t —

15 DED D). e((ITiS s )P, )
(1L ) ® @
(18 A0 - (1, o)
3. Moreover, é(U; + Us, P + P{¥) = ¢(8.(P{") + P®), P® 4 P9 =

e(PY + PO 3.(P®) 4+ POY) = 8(PM + PP Uy + Us), and the equality

e(U! + U, PO + Py = e(P + P, UL + U}) holds in the same way.

4. Furthermore, (8 — v;p, [Z-])U’ = ,B_l(ﬂrmtmt[i Pél)) = rtmt[i]Pél).

5. Also, Ha(w]||(W. H3(Wl))9U lIX°U}) = k is a zero-knowledge proof that U; =
QP( and U = oP{?, such that o = (r"™)¢ where ¢ is the discrete
logarithm which was used by TD,[i] to generate mtyp,, = (9"*™)¢ and
which was used by ID; to generate ID,[i]’s private key. In other words,

I Dt[ ] must have issued o. (ID;[i] could not have been impersonated by
1D;.)

6. Thus, the only way for o to be invalid is that U; = rtzp,3Ur for some
revocation token rtyp, ;) of RLyp,. If no such revocation token exists, then
o is valid.

I
>

e For the other implication of the Correctness property, assume now that o is
valid. Then, steps (3) and (4) above show that the signer used the discrete
logarithm of her revocation token, in order to issue 0. Moreover, step (5) above
implies that the signer is not revoked.

QED

Proof of Theorem 7.5.2. In this proof, we show how to construct B using
A. Let G, and Gy be two Gap- leﬁe—Hellman groups of prime order g, where G, is
additive and G, is multiplicative. Let P Ve G} be a generator of Gy, and v, vs,
vy, Us, and vg be positive integers such that Po(z) = I/ZPO(I), PéB) = 1/3P(§1), Pé‘l) =
U4P(§1), Pés) = 1/5P0(1), and Pé6) = uﬁPél) are other generators of Gy (i.e. distinct
from one another and from P(l)) Let € : Gy x G; — G2 be an admissible bilinear
pairing with respect to which the BDH problem is assumed to be intractable, and
let (Gy, q,PéI),aPél),bPél), P(l)) be a tuple for which a, b, and ¢ are unknown to
B. B’s goal is to solve the BDH Problem by computing e(P0 ), Po(l))“bc in polynomial
time. To achieve this goal, B initiates a Traceability game with A, using an arbitrary
security parameter k.
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B sets n = pOZyl(k) t = log(k)’ ny = pOly2(k)7 Ngs = POlys(k), IO €r Z;:
LY = ps(aP), LY = pa(aPP), 51 €r ZZ, si = Hs(sin) for 2 < i < £—1,
and L(J) = S;_ 1L(’) for 2 < i < ¢ and j = 3,4. B also defines a hash function
H{™ : {0,1}* — Ga, over which it has full control (i.e. A controls the output of H™,
given any input). B defines M = {0,1}", S = G§ x {0,1}" x Z}°, pubParams =
(97 q,n, é: P(gl)v P(52)a Pé3), P(§4)7 Pé5)’ PéS)’ Hiimv H27 Hg, H4, Hs, ((Lz(‘]))z 1)] 3) and
params = (pubParams, sq), where sy is unknown to B, and where H, through H;
are arbitrary one-way functions with appropriate domains and codomains (cf. the
Root Setup algorithm). B sends pubParams to A, and keeps (s;)%_, secret.

The rest of the proof consists of three sections. The Hash Simulation section
shows how B simulates Hi"™. The Attack Games section explains how B handles the
queries of the attack game. Finally, the Complexity and Probability section derives
the complexity and probability results of Theorem 7.5.2.

Hash Simulation:

In order to store information about the queries of the Traceability game, B main-
tains two lists A,,; and AHfim.

A. Obtaining Values from Apy:

In order to answer the signature-related queries of the Traceability game, B also
maintains a list A,;, whose entries are of the form (EM_), z,t, mgt, mt).

Given T, mttp D, ) is obtained from A,,; as follows: if A,,; contains an entry of

z
the form (I'D(;y,), z,t),[mgtﬁ(i,ti)[i], mtmu,ti)m) with ¢ = T, then B returns UlLss PNTE
Otherwise, B requests Ulos BONE from A (unless A should not know MGTB, 5 le)> in
which case B picks mgtrp Sl ER Z; and computes miypy N (gHs(T))mgtﬁ(i OLE
B then adds (IDyy, 2, T, MGtrD,, ) T, . )[z]) t0 Ame, and returns MAD, il

B. Obtaining Values from AHszm
Apgzim consists of entries of the form: (ID,), (Pgd1))5-1, (Paa,3)) =1

I, d))d_v (I(z d))d—l? I(,: d))dz 1 (I(l:ld))dgi(f(i,d))?:n (‘Téi,d))z;l? (a(i,d))fzi=1v (5<z',d))f£'=1,

Tgs

( (

(SID(,' d))d—-17 ( ID(,L d) ) ; =17 ( ID(l d) )d 1 (Em(lyd) )3:1’ (( m(l d) [Z] tdi“ )2: 1
(( D(z d)[Z] )d I)Z—l’ (SID(,L d) [z])d_l)z—-l’ ((EE(Ld)[Z])(tizz )Z—l’ (SID(,L d) [Z] )d_l):ial ?
(( Tgs Ngs Ngs

ID;, d)[z])d_ )z—l) ((mg 1D, d)[z])d; )z 1y ((mtﬁ(l d)[z])d._. )z:l?(( tID(i‘d)[z])di=1)z=17
((’y,—(i d)[z])d_ )22, ), where each TD; 4,y = (IDgi0), ID(i 1y, -+ , I D(iyyy) is @ leader’s ID-
tuple in the underlying hierarchy, and where, for 1 < d < t;, OTD,, 4 Plid 1)1 P(id,3) I,
I(,Z d)’ II; (i,d)? I(Z )’ I(ivd)’ Izi,d)’ am(i,d)[z]7mgtm(i,d)[z] < ZZ’ nztm(i,d)[d’ rtm( d)[z] € 5G,
:):E(i,d)[z] < ZQ’ and Sm(i,d)’sﬁj(i,d)[z]’ Em(i,d)’Em(i,d){z]’sm(i,d) ) S—’D(z al2] ID(z )’

El—ﬁ(i ola € G, are simulated key component values.
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Note that, throughout the proof, ID-tuples include ID,. Throughout the proof, it
is also assumed that, before any (non-Hj"™) query is issued by A with an associated
ID-tuple, B first performs a Hj"™-query on the same ID-tuple. Such a H{™-query is
answered using AHiim. Let ns, denote the number of H; queries. Every H;-query is
issued on an ID-tuple whose second component we call the root branch, except when
the H{™-query is issued on IDy, in which case IDj is called the root branch. Let
then n,, denote the number of distinct root branches appearing in H;-query ID-tuples.
Every distinct root branch is indexed using an integer between 1 and n,4. Let u be a
uniformly random element of {1,--- ,n.}. If i is the root branch index of 1Dy, then
B terminates the Traceability game, and fails to solve the BDH problem. Otherwise,
the root branch index of the ID-tuple associated with the forged signature will need
to be u, for B to win the Traceability game. On the contrary, the root branch index
of ID-tuples associated with Signing and Compromise queries preceding the Forgery
phase must be different from p, for B to win the Traceability game.

To answer the queries of the Traceability game, B builds Aysm as follows. Let
IDyty = (IDgpy, IDy, -+, IDgiy,)) be the ID-tuple associated with the " H;-
query and let y be maximal such that (1D o), 1D 1y, -+ , I Dgyy) = (IDg0y, 1D 1),
+++,IDy), where (ID0), ID(1y, -+ ,ID;y;)) is an ID-tuple which is already in
Agggim. Then:

e For 0 <d<y:
P = PGy Pads) = PGds)y Lo = Toay Liay = Lyap gy = LG.ap Lia) =

" — . ! =T — - Y= Y- = O+ 7 =
TGay Laa) = Tgay L) I(Qd)’ TDa) = YDq “TDa) ~ YD(jap STD e

Sﬁ(]-yd)’ E{VD(i,d) = Em’g‘d)’ S-I-B(i,d) = Sﬁ(j’d)v Em(iyd) = Em(j,d)a aTD—(i,d)[Z] =
gTD—(j,d)[z]’ ai_D(i,d)[z] _Nam(j,d)[z]’ PTDGaylel = PTD (el Em(i,d)[z] = Em(j,d)[z]’

Sﬁ(i,d)[z] = Sm(j,d) (=] Em(i,d) 2] = Em(j,d)[z]’ mgtﬁ(i,d)["] =mg tTE(j,d) (2] mtm(i,d)[z]
=MD, gl 80 TUB, o) = TH5(, o) (4 Mgl = Bl fOF 1S 2 < ngs.

e Fory <d <t

1. Whatever the value of d, B performs the following: obtain mt;5
A, set "D ole) = TID, 412 a0d pick VD ole) €R Zyg-

(i) 2] from

If the membership generating token of ﬁ)—(i,d) [2] is given, then B sets
MYID,, - tO this value. Such a membership token is needed to answer
Signing queries. In the Traceability game, mgtm(i olz] must be sent by A.

2. It d = 0: Igo) = Ii;o) = Ijig) = I = f(i,o) = f(li,o) = aqo) = 1 and
SiDy = LDy = ST, = 1da, (where 1 and the neutral element Idg,

of G, are default values), and, for 1 < z < ng, arp wolz) €8 Ly, mirs 1
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is obtained from A, Sp(;) = IO(aPél))ertm( 0 110 uz(aPél))+aI—D—0[z]L(l3),
Lol 1
Erp, = 0 (aPé )) + mtID( 0)[z]I(/)IV2(‘“D0 ) + aIDo[z]Ll )
Dy~
SIDO[z = aIDO[z]V4(aPo ) + [OVS( P( )) + IOmtID(i,O)Vﬁ(aPé ))> Eﬁo[z] =

1 I 1 = 1
aIDo[z]V4(aP( )) =< tID( 0)[z]V5(aP ) I(’)/VG(GP(S ))-

3. fd=1:

— If IDy, is the first ID-tuple whose root branch index is p, then,
for 1 < Z < ngs, Iéz 1) (11),.[(1 1),[(2 1),_[( 1) €Er Zq, I('L 1) = am(‘l) =

aID( nld = =1, and 5751y = E1p(iy) = SID(z 1) = ST, = L1061
= StpG,1)s = {de, (where 1 and the neutral element Idg, of G, are
default values). If the (public) value Ij;yy is queried, B assumes that
I(;1) = b and returns the ancillary value I (1)) = bP(l) =1 1P(§ ), instead
of Il.
Note that it is possible to construct the public key of any subgroup
leader whose root branch index is . This is done using [ (51) with a
variant of the recursive algorithm meant to compute Aygyo. Under this
variant algorithm: A; = bPél) € Gy; A, = 21 VA, € Gy forl <i<t,
Agyr = Iy Ay + I, A; and Ay = ’“’HIA + I A
This procedure can be extended to construct the public key of any
group member ID;[i] whose root branch index is u. However, B (and
A) cannot use these public keys to verify the validity of signatures
which are claimed to have been issued by group members whose root
branch index is . This is due to the fact that the verifying procedure
requires to have A; € Z; (instead of A; € Gy, as in the above modified
recursive algorithm). This limitation will not impede the effectiveness
of our argument, whose success is based on the issuing (by the attacker
A) of a valid signature, for an ID-tuple whose root branch index is p
(whether or not this signature is provably valid using the data provided
by B).
— Otherwise, I(; 1, P¢,1,1), P(6,1,3) %, 1), & (i) €r Zj, and the other compo-

nents (except S( 1y, E), S(Z,l), and E(z,l)) are computed according

to the method described in the Key Fxtraction algorithm. Moreover,
1 3 Tay Iy, 1
Stp, = 1, 1)(“P(§ ))+Iéz 1)V2(ap( )+aID1L(1 )» Erp, = (1? () —52(a P( ))+

I l)l/g(aPO N+ a7, LY, and S5, = aIDll/4(aP N+ Tunyws(aPP) +
o~ I i, 4
ToyplaP§), B, = G inlaP”)+ 576 (P ()4 T v (aP).

(4,1
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4. Otherwise (ie. if 2 < d < t;), I(,-,d),p(i,d)l),p(i’dﬁ)a(i,d),a(iyd) €Rr Z;, and
the other components (including the I’s, S;a), Eia), §(i,d)a and E(i,d))
are computed according to the method described in the Key Extraction
algorithm.

e B adds the entry (IDy,), (Pa1))ies, (P 143))(1,1,
(I(i,d))fii:v (Ifz d))fiizh (I" d)) =15 (I(,;Id))d_ll(l(l d))d_p (I(z d))d-l’ (a(z d))d-h (O‘(Z d))d_v

1)

( ﬁ(l d) )Zi—-l’ (EID(l d))d—l’ (SID(,L d) )d—-l’ (EID(,L d) )d-l’ ((O{ID(1 d) [z]) z=1)

((~ID(Z d)[z])d—l)z—b ((SID(i‘d)[Z] )d_l)z—-l’ (( ID(, d) ) 1)2:—17 (( IL)(1 d)[z]) 1)"'93 )

Tigs Tigs

(( I[)(1 d) [z] )d— )ngs ) ((mgtm(i,d) [z] )d:l)z:h ((mtID(i,d)[Z])dZI)Zisl’ ((’rtID(i’d) [z])d:l)z:l’
(( [ )d—l nisl) tO the liSt AHsim.
(1 d)1Z Z 1

Attack Game:

e By generating or reusing the appropriate entries of AHiim, B answers the Public
Key, the Signing, and Compromise queries of the Traceability game, under the
following constraint: if the root branch index of the i** ID-tuple of any Signing
or Compromise query is u, then B terminates the Traceability game and fails
to solve the BDH problem.

e Once the Query phase is over, the Forgery phase starts. A issues a target ID-
tuple ID, D = (IDy,ID,--- ,ID;), a message m*, and a signature ¢*, such that:
either (a) the Opening algorlthm fails on input (RL D7, M, 0%, rtrp: ), or (b) on
input (RL75 5, M", 0, Ttp: ), the Opening algorithm traces o* to a user identifier
TD,i], such that: (bl) o* is valid with respect to RLzp: and m*; (b2) 1D;[i]
is not revoked; (b3) A did not issue a User Key Compromise query on ID,[i];
(b4) A did not issue a Signing query on m* with TD, [i]. (Note that condition
(b2) is implied by (bl), since the verification algorithm checks the revocation
token of each revoked user.)

If E;* ’s root branch index is not u, then B terminates the Traceability game and
fails to solve the BDH problem. Otherwise, let o* = (Uy, Uy, Us, Uj, Us, U, Uy,
Uziv MV:WI,W%ﬂa K,,H,CO).

If o* is valid, then note that the zero-knowledge proof component of the ver-
ification algorithm ensures that one of the revocation tokens associated with
IDy’s group satisfies the condition stipulated by the Opening algorithm. There-
fore, the Opening algorithm does not fail on input (RL7p om0, Tirp: +). If o*
is valid, note also that V = ([]2%s. 1)(At+2P01) +B +2P( ) + Ft+2P( )) and
V = (127 si-1)(Fo2PS" + Coia P + Dyn PY), where Aya, Byyz, Criz, Do,
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Fiy2 € Zj and Agyo = 15, T+E, such that T, =, By, Ciya, Diy2 are multivari-
ate polynomials which have no term with I; and I;!. Consequently, B is able
to construct these multivariate polynomials. Moreover, B knows sz for1<i<
£—1. Furthermore, (3 enables B to compute 8}, where U; = ﬂ,PO (since o* is
valid and B knows y7p5:.) Hence, B can compute (8, LR ), ﬂ,JlsoPél)) =0
and, if Z = B71cP", X = (LY, (EZ + BipanZ) ™,

Y = é(Lﬁ)zy (Ci42v5Z + Dyyov6Z), then

6 = (e(u2,V) e(us7, V) X - Y)m_l.

But so = a and I; = b. So © = &(P{", PMyabe is the solution of the BDH
problem. Therefore, B can (and does) output ©, as the solution of the BDH
problem.

Thus, B solves the BDH problem via the Traceability game if and only if the
following conditions are satisfied: (1) 4 is not the root branch index of IDy; (2)
A issues no Compromise or Signing queries with an ID-tuple whose root branch
index is p; (3) A chooses a target ID-tuple whose root branch index is pu.

Complezity and Probability:
In order to compute the probability that B solves the BDH problem, let §, be the
proportion of ID-tuples whose root branch index is p (among all possible I D-tuples,
and without considering 1D, as a possible root branch). Assume that, in the Trace-
ability game, A issues a total of n,, Public Key queries, ny, Signing queries, and
Neomp COmpromise queries.

The probability that A asks to be challenged on an ID-tuple whose root branch
index is p is &,. If e(k) is the advantage of A in the Traceability game, then the
probability that B solves the BDH problem is s(k)—ﬂLl(l — 0, )reietncomp g, where

ﬁLbl is the probability that u is not the root branch mdex of IDy. Now, 8, < 6,
since 4 is the largest proportion of ID-tuples having a common root branch. Moreover
since all proportions of ID-tuples having a common root branch are assumed to be
non-negligible quantities, there exists a polynomial pol over N such that d, >
Hence, s(k)ﬂ%(l g, e tneomp > 5(k)—%(1 §)natgFnieomp L

is non-negligible, so is 5(]“)%(1 6)"8194“"“0’""1;
problem with non-negligible probability at least

nrb_l Nsig TTcom,;
(k)= (L= by e

Moreover, since each query of the Traceability game requires B to make a polyno-
mial number of both point selections in G; and Zy, and point multiplications in Gy,

pol(k)
oty Now, since (k)

OF Consequently, B solves the BDH
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it follows that B solves the BDH problem in time O(7) where 7 is the running time
of A in the Traceability game.
QED.

Proof of Theorem 7.5.3. Let b be randomly chosen in {0,1}. b is fixed for
the remainder of the proof. Let a be a random generator of a subgroup SG of Z;
in which the discrete logarithm problem is intractable. An entity B is asked to ﬁnd
an unknown ¢ €g Z3, given (a CP(I) P(l)) The proof of this theorem consists of
showing how A can be used to help B solve the DDL problem.

B runs the Root Setup, as specified by the HIBGS scheme, except for the following
two changes: (1) P(g) = ngél), P(5) 1/5P(§1), and P(ﬁ) = 1/6P0 ,for some vy, Vs, Vg €R
Zy; and (2) a Slmulated hash function H5™ is used instead of Hy (B controls the out-
put of H5™.) B then computes the message space M = {0, 1}", the signature space
S =G$ x {0,1}™ x Z;s, pubParams = (g,q,n, é,Pél),PO(z), P(f3),PO(4),P(§5), PO(G),'Hl,
HE™ Hs, Ha, Hs, ((Lz(j))le)?::),), and params = (pubParams,sg). Without loss of
generality, a validity period T is fixed for all private keys. Let a €r Z;, Y1 = aCPél),
and Y; = aY;.

Simulation of Ho:

HE™ is used to simulate Hs, during an Anonymity game initiated by B against
A. To answer ‘H; queries, B uses a list Aygim, whose entries have the form (z, h),
where z € {0,1}* and h, € Z;. More precisely, = is either of the form "y”, of
the form ”||y|{”, or of the form (y||y||y), where ¢,y,y € {0,1}*. At the begm—
ning of the game, B places (F,hr) in Agyygm, where w* €g Zy, £ €r Zy, F =
@ [|(@" )Y |((aa) D) 1,Y,”, and b €g Z}. During the game, B proceeds as
follows, given an input X: (1) If Aygim contains an entry of the form (X, hx), then B
returns hx has the output of Ha(X ) (2) Otherwise, B picks hx €r Z;, adds (X, hx)
to Aygm, and returns hy as the output of Ha(X).

Attack Game:

B then initiates an Anonymity game against A, and proceeds as follows.

o Query Phase:

B uses the appropriate algorithms of the HIBGS scheme, in order to answer the
Public Key, the Compromise, the Signing, and the Opening queries. For the
Revocation queries, B adds the corresponding revocation token to the subgroup’s
revocation vector.

e Challenge Phase:

Once the Query phase is over, the Challenge phase starts. A outputs a tar-
get subgroup leader’s ID-tuple [ D: , & message m*, and two indices 79 and
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(where 1 < ig, iy < ngs). With respect to ﬁ;’, A must have issued no Leader
Compromise, User Compromise, or User Revocation queries for either index.

Recall that Y; = acPél) and Y5 = aY]. B proceeds as follows:

1. USlIlg (S,L) —0) U1 - Yl, Ul = 3/2, Uz = V2U1, U2 = V2U1, U5 = I/5U1,
Ui = wU], Us = vgUs, Ug = v6U7, and the procedure presented in the Ver-
ifying algorithm to construct both p(l) and p§2) (instead of the mechanism
described in the Signing algorithm), B computes St EmB.11» §ﬁ)‘t[i],
and E7p, -

2. Then, B picks §* €r Z;, and computes Wy = T, Wy = a, k* = Ha(F),
and 6* = £*;
3. picks Qpx €ER Z* and computes:
e = Ha(m), Ty = Ho(Iye),
V' = sep1 (I 81,10 + L Erpygg) + am*Lt+27
V— 3t+1(Im*SID [z +I EID [7']) +am*Lt+2,
4. B sends ¢* = (Ul,Ul,UQ,U27U5,U5,U6,U67‘/,V,Wl,WQ,,B*,K:*70*,w*) to
A. By definition, o* is set to be issued on behalf of i}, where b is the bit
(unknown to B) that was fixed at the beginning of the proof.

e Resiricted Phase:

This part of the game is handled as in the Queries phase, under the restrictions
stipulated by the game.

o Qutput Phase:

A finally issues a guess bit ¥, which B compares to b to determine whether A
wins the game.

Complexity and Probability:
The only way for A to have a non-negligible advantage against B in the game is
that A finds out that the value x* in ¢* was not properly generated (according to
the Signing algorithm). This happens if and only if: (1) A computes ¢ from o*;
(2) A recomputes the valid value of ¢*. But the valid ¢* is computed if and only if
A computes H5™(y||y||7), where ¢ = Hy(c) and y,7 € {0,1}*. Thus, A has non-
negligible advantage against B if and only if .A computes Hz(c) and B thereby learns
c by examining the entries of Aygim.

Hence, if e(k) is A’s advantage in the Anonymity game, then B solves the DDL
problem w1th advantage at least (k).

Moreover, if B learns the solution of the DDL problem, then this solution is
found in O(7) steps, since each query of the Query, the Challenge, and the Restricted
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Query phases requires B to make a polynomial number of point selections, point
multiplications in G, and pairings.
QED.

7.6 Conclusion

The aim of this chapter was to propose a cryptographic scheme suitable for hierar-
chical anonymous authentication (HAA). HAA enables routing and filtering, in large
and hierarchically-structured partially-hidden networks. Moreover, HAA supports
privacy-enhanced access control in settings in which the hierarchical subgroup struc-
ture of a large group is public, and one seeks to determine whether a user belongs to
a given subgroup without compromising the anonymity of this user.

We devised a threat model for a class of hierarchical group signature schemes
that are suitable for HAA, and we described a hierarchical ID-based group signature
(HIBGS) scheme which is provably secure, in the random oracle model, under the
proposed threat model. Important features of the proposed scheme include its effi-
ciency and its security. In terms of computational efficiency: the scheme exempts
signature verifiers from the need to obtain certified copies of subgroup public keys;
moreover, the proposed scheme requires the least number of pairing computations,
for signing and verifying procedures (compared with other pairing-based group sig-
nature schemes); furthermore, the scheme’s signing and verifying costs grow only
logarithmically with respect to the number of subgroups in the hierarchy. In terms of
security: the scheme provides a mechanism for signature verifiers to locally assess the
revocation status of signers (and thereby the validity of group signatures); moreover,
the scheme offers the guarantee that non-compromised subgroup members cannot be
impersonated by their subgroup leaders.

One limitation of the proposed scheme is the fact that the computational cost of
signature verification grows linearly with respect to the size of revocation lists. This
is therefore an area of future research. Extensions of our scheme include the design
of threshold and forward-secure ID-based group signature/signcryption schemes.



Chapter 8

Conclusion

Our primary motivation for this dissertation was to investigate the use of identity-
based cryptography (IBC) in large user communities. In particular, we focused on
the following three fundamental questions.

e Is it possible to generate efficiently-usable private keys from non-repeatable
(e.g. biometric) information ?

o Is it possible to authenticate the sender of encrypted information ?

e [s it possible to determine whether a user belongs to a publicly known subset of
a group, while preserving the anonymity of this user from all but a designated
party ?

In this concluding chapter, the dissertation’s main contributions are summarized,
and extensions of our work are discussed.

8.1 Contributions

Efficiently-Usable Keys From Non-Repeatable Information

Our interest in the first fundamental question is motivated by its relevance to both
biometric-based access control and biometric-based authentication. However, any
solution to this question can be applied to role-based access control.

Since biometric readings are non-repeatable, the cryptographic keys which are
derived from biometric features are not easy to generate. Moreover, even if such keys
are generated, they should enable fast cryptographic operations (e.g. fast decryption
and fast digital signing). Furthermore, the encryption algorithm associated with these
keys should handle the empirically-varying precision of reading devices.
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In order to address these requirements, we proposed a threshold attribute-based
encryption (thABE) providing the following benefits. First, the proposed thABE
scheme (New-thABE) features an efficient decryption procedure, regardless of the
number d of attributes required for decrypting a given ciphertext. (Our scheme re-
quires only two pairings, compared to d pairings in the case of the previously most
efficient thABE scheme.) Second, New-thABE enables encryptors to specify, at en-
cryption time, any threshold number of attributes required to decrypt computed
ciphertexts. (This provides flexibility with respect to the precision of biometric read-
ing devices, but was not possible with previous schemes.) Third, New-thABE allows
to use multiple ad-hoc sets of attributes. (This feature was not provided by previous
thABE schemes.) Moreover, when all the attributes of a given set are required to
decrypt a given ciphertext, New-thABE can be optimized to produce constant-size
ciphertexts.

When thABE schemes are used support Daugman’s iris recognition algorithm, 249
attributes must be handled. Hence, compared with Sahai and Waters’thABE scheme,
New-thABE saves 249-2=247 pairings at each decryption.

Encrypted Message Authentication

Our interest in encrypted message authentication (EMA) is motivated by the threats
of denial of service attacks in settings where untrusted users flood networks or public
servers with encrypted random data. We sought to design a scheme that allows
network routers to determine whether encrypted messages are sent by trusted users
without having to compromise the confidentiality of these messages.

In order to support EMA in large user communities, we presented a hierarchi-
cal ID-based signcryption (HIBSC) scheme featuring both forward-security (FS) and
public ciphertext authenticity (PCA). No such scheme had previously been described.
The proposed HIBSC scheme is based on a proposed HIBE and a proposed HIBS
scheme some of whose applications were also investigated. These application in-
clude forward-secure hierarchical ID-based encryption (fsHIBE), reverse fsHIBE, and
append-only signature (AOS). fsHIBE limits the impact of decryption key compro-
mise, and can be used to support both user-based and role-based access control.
Reverse fsHIBE can be used to make restricted information quickly available to a
large and distributed user community, after a predetermined time. AOS supports ef-
ficient and convenient resource sharing in large and distributed user communities, but
AOS scheme can also be used to provide path authenticity in intra-domain Internet
routing.
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Anonymous Authentication

The third issue which this dissertation deals with is hierarchical anonymous au-
thentication (HAA). HAA enables routing and filtering in large and hierarchically-
structured partially-hidden networks. Moreover, HAA increase resistance against
network mapping (NM) attacks, and various NM-derived network-based attacks. Al-
ternatively, HAA can be used to support privacy-enhanced access control.

To support HAA, we proposed a provably-secure hierarchical ID-based group sig-
nature (HIBGS) scheme. No such scheme had previously been described.

8.2 Future Work

Many extensions of our work are conceivable.

Threshold ABE

With regards to thABE, it remains an open question whether it is possible to design
a thABE scheme featuring constant-size ciphertexts regardless of both the number
of target attributes and the specified threshold values. Likewise, no thABE scheme
is known which simultaneously provides constant-time encryption and dynamically-
specifiable threshold values. (While our thABE scheme’s Encryption procedure re-
quires only one pairing and a constant number multiplications in G, its required
number of multiplications and exponentiations in Z; is linear with respect to thresh-
old values.)

Another possibility is to investigate the topic of threshold attribute-based signa-
ture (thABS). (It should be possible to derive an efficient signature scheme from the
key generation scheme of our proposed thABE.)

Empirical studies should also be conducted to determine whether threshold attribute-
based cryptographic schemes are more suitable than other fuzzy ID-based schemes. In
other words, is the set-overlap metric empirically better or worse than other metrics?

Furthermore, concerning the use of thABE to support RBAC, it remains an open
question whether one can design a thABE scheme which allows equally-privileged
users from two different domains to both be able to decrypt the same ciphertext.
This would allow companies who have common identifiers for their employees’roles to
issue ciphertexts which employees from both companies could decrypt.



144

HIBE and HIBS

With regards to HIBE and HIBS, one could build a mediated version of NewHIBE
and NewHIBS. One could also investigate the applicability of NewAOS to BGP, in
comparison with BBG5-AOS. Another possibility is to investigate the use of NewAOS
to applications in which users make decisions based on trust claims issued by other
users. While, in the context of human relationships, trust is not necessarily transi-
tive, converging evidence of the reliability of trust claims is often sufficient to make
informed decisions. Suppose, then that AOS signatures are used to issue claims on
the trust of users by other users, then HIBS-based AOS signatures would enable effi-
cient verification of these trust claims (since HIBS-based AOS signature verification
only requires the public key of one user).

Hierarchical ID-Based Signcryption

Concerning HIBSC, an open question is whether one can design a hierarchical 1D-
based signeryption scheme featuring ciphertext anonymity (i.e. the property whereby
no information concerning both the sender and the recipient of any given signeryptext
is revealed to an active third party.) NewHIBSC is the first HIBSC scheme which
does not reveal the hierarchical level of intended recipients of signcryptexts. However,
due to its PCA feature, NewHIBSC does not hide the hierarchical level of the signer.
When signcryption is used in applications for which denial of service attacks are not
a practical threat, then a HIBSC scheme with ciphertext anonymity would be useful,
because it would provide sender anonymity.

Hierarchical ID-Based Group Signature

Our proposed HIBGS scheme has a signature verification cost which grows linearly
with respect to the size of revocation lists. When users are frequently revoked from
subgroups, this feature is not desirable. Hence, one could investigate the possibility
of designing a group signature scheme with VLR in which the search for revocation
tokens would be sublinear (e.g. logarithmic) in the number of revoked users.

Other Directions

One could also investigate the formal security of our schemes in other frameworks
than the random oracle model. Such an extension could address the growing con-
cern related to the discovery of weaknesses in widely used hash functions. One could
also explore the possibility of designing hierarchical ID-based blind and ring signa-
ture schemes [Cha82, ZK02]. Another research avenue consists of implementing our
proposed schemes. This would raise various questions concerning the choice of finite
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fields, elliptic curves, and bilinear functions which efficiently implement our theo-
retical protocols. Finally, it remains unclear whether one can build an encryption
scheme whose decryption keys are not escrowed, and whose encryption algorithm
only requires to obtain the identifier of an intended ciphertext recipient.



Appendix A

Review of Certificate-Based

Encryption Schemes
for Object-Based Access Control

This Appendix reviews research on certificate-based public-key encryption schemes
proposed for object-based access control, in large user communities. These schemes
are meant to support (variants of) role-based access control (RBAC).

§A.1 presents a basic implementation of RBAC, and §A.2 describes two classes
of certificate-based encryption scheme which have proposed to support RBAC. §A.3
concludes the Appendix.

A.1 Basic RBAC Implementation

RBAC can be used as follows: users of a system interact with an access manager
(AM) which enforces predefined access control policies. Thus, the AM verifies users’
credentials and, when the credentials are both trustworthy and sufficient, the AM
sends cleartext copies of confidential information to users. One disadvantage of such
a pure-policy-based implementation of RBAC is that the AM must perform the role-
based credential verification at each confidential information request. Another disad-
vantage is the absence of protection against eavesdropping of protected information
sent by the AM to users?.

'Note that the AM is fully trusted (since it can access and alter each message sent to users). In
selected applications, this may be a disadvantage.
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A.2 Certificate-based Support of RBAC

Public-key cryptography can be used to support RBAC. One way to do this is to use
the aforementioned KRA scheme. Another way is to use hierarchical certificate-based
cryptographic schemes. The latter approach consists of associating each role with a
public-private key pair, and of enabling each user of a role to generate the private
keys of its hierarchical role descendants only.

Suppose, for instance, that the users of an information system are divided in
disjoint sets Uy, Us, - - , U,,. Each set U; (1 <1 < n) is called a role, and gathers users
who have the same security privileges to access information managed by system.
Assume also that roles are partially ordered, using a relation denoted by the symbol
<. U; < Uy is written to denote the fact that U; has a higher security clearance than
U;, i.e. that all the users of U; have all the security privileges of U;’s users. The
expressions “U; is a descendant of U;” and “U; is an ancestor of U;” are also used
to denote the fact that U; < U;. In order to cryptographically support role-based
access control, each role U; is assigned a key Kj;, and the problem of designing a
scheme whereby each key K; can be dynamically generated form a key K if and only
if U; < Uj is known as the multilevel data security key management problem. To
tackle this problem, two categories of certificate-based cryptographic schemes have
been proposed.

A.2.1 Algebraic Schemes Supporting Hierarchies

The first class of certificate-based schemes which address the multilevel data security
problem involves the use of algebraic means.

In 1983, Akl and Taylor [AT82, AT83] described the first solution to the said
problem, based on an (algebraic) cryptosystem called RSA? [RSA78]. The idea was
to assign a special public value to each node of a partially ordered set of users, in
such a way that these values can be used to encrypt keys. More precisely, the public
value of role Uj; is used to encrypt the key K;, whenever U; < U;. While very elegant,
this initial scheme of Akl and Taylor has two practical shortcomings: first, the special
public values are very large integers (which must be computed and stored); second,
any addition of role in a hierarchy requires to change the public values of all its
non-descendant roles. While MacKinnon et al. [MA83, MTMAS85| optimized the
assignment public values based on carefully chosen criteria, the two shortcomings of
Akl and Taylor’s scheme have remained mostly unaddressed.

In 1990, Harn and Lin [HL90] suggested a variant of Akl and Taylor’s scheme which
offers two improvements: first, the order of magnitude of public values associated

2Note that, in large and distributed user communities, RSA is used with public-key certificates.
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with roles is reduced; second, the addition of a role only requires to recompute the
public values of its ancestors. While the storage improvement is substantial, the
computational cost of role addition remains high, especially for deep and shallow
hierarchies.

In 1993, Liaw et al. [LWL93| proposed a novel scheme® whereby, one-way hash
functions and polynomial interpolation allow to derive any role key from a combina-
tion of any of this role’s parent’s* key and all the public values associated with this
parent’s children®. However, this scheme suffered from a security weakness which was
later fixed by Hwang [Hwa99].

In 1997, Lin [Lin97] devised a method (based on RSA) with the following charac-
teristics: (a) one representative of each role can generate a key for this role (instead
of being assigned a role key); (b) each user having the key K of a role U; can derive
the key K; of any descendant role U; of U;, without any need to modify the keys or
public values associated with any other role. However, this scheme requires that each
user interacts with a central server which stores confidential information concerning
each role. This shortcoming is cumbersome whenever user autonomy is desired.

In 2002, based on the difficulty of the discrete logarithm problem in certain al-
gebraic groups, Shen and Chen [SC02] proposed a scheme® which improves Liaw et
al.’s [LWL93] scheme, by reducing (though not drastically) the computational cost of
role addition. The same year, Ray et al. [RRN02] devised a scheme (based on RSA)
which handles the multilevel data security problem in special classes of hierarchies
characterized by non-transitive exceptions. In other words, Ray et al.’s scheme allows
to generate keys in such a way that any role U; such that U; < Uy < Uj is not able -
unlike Uy — to generate the key K; of U;. Moreover, the scheme was designed in such
a way that role addition only affects the keys of its descendants, and role deletion has
no key-related computational cost.

In 2003, Lin et al. [LHCO03] suggested a scheme which handles hierarchies charac-
terized by the fact that some roles and their children can, exceptionally, generate each
other’s keys. (This is also known as the anti-symmetrical hierarchical exception case.)
Shortly after, Hwang and Yang [HYO03] described a scheme (based on RSA) with sig-
nificant computational and storage benefits, when partially ordered hierarchies are
considered. However, the scheme handles neither non-transitive nor anti-symmetrical
hierarchical exceptions.

3 As its predecessors, this scheme would also require the use of public-key certificates in large and
distributed user communities.

4By parent of a role U;, we denote any ancestor Uj, such that the only ancestor Uy such that
Ui < Uk < U]' is either Ul or Uj.

5By children of a role U;, we denote any role for whom Uj is a parent.

Tn large and distributed user communities, this scheme would require the use of public-key
certificates.
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Recently, Huang and Chang [HCO04] described a scheme (based on RSA) which
handles partially ordered hierarchies, and requires users to obtain up-to-date role
keys, from a central authority, in order to be able to decrypt ciphered documents.
More precisely, the deployment time of a system is divided into periods ¢, - ,t,,
and, in order to generate the key of any of its descendants, at time ¢ of period
ty € {t1,---,t.}, each user must obtain the key corresponding to a role of his/hers
which is valid during ¢,. Such a requirement aims to reflect the fact that users are
typically given privileges for a finite amount of time.

Finally, very recently, De Santis et al. [dSFMO04| described an algebraic scheme
which generalizes Akl and Taylor’s method to arbitrary hierarchies. Such hierarchies
can be represented by directed graphs whose edges correspond to roles, such that a
role U; is a descendant of another role Uj if and only if there is a path from U; to U;.
However, the storage cost of the public values associated with each role is relatively
high, and the scheme involves computationally intensive algebraic techniques.

A.2.2 One-Way Functional Schemes Supporting Hierarchies

The other class of certificate-based schemes which have been proposed to address the
multilevel data security problem involves the use of one-way functions (and no heavy
algebraic technique). One-way functions have been well studied in cryptography, and
are generally faster than the aforementioned algebraic techniques.

In 1988, Sandhu [San88] proposed a very elegant and efficient scheme which han-
dles tree-shaped hierarchies. If U; is the child of role U;, and if K; and K are their
respective private keys, then the scheme defines K as fy,(K;), where f is any one-way
hash function. The descendant role keys of a given role can therefore be computed by
successive applications of the one-way function along the path going from the given
role to each of its descendants. However, the scheme does not handle general partially
ordered hierarchies.

This limitation of Sandhu’s scheme was addressed, in 1993, by Zheng et al.
[HZS93] who used sibling intractable function families (SIFF) [ZHP91] in order to
only allow any parent (and thereby all ancestors) of a given role to be able to com-
pute this role’s key. In fact, Zheng et al. [HZS93] showed how to use SIFF to allow
the direct computation of a role’s key from any of the role’s ancestors’ keys. However,
the scheme is unable to handle hierarchies which have transitive or anti-symmetrical
exceptions.
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A.3 Conclusion

We have reviewed past research on certificate-based encryption schemes proposed to
support object-based access control. Two such classes of schemes have been proposed,
namely algebraic schemes and schemes which rely on one-way functions. The latter
schemes are more efficient than the former ones.
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