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Abstract

In this thesis, we address the problem of service function chaining in a network. Cur-

rently, problems of chaining services in a network (i.e. service function chaining) can

be broadly categorised into middlebox placement in a network and packet steering

through middleboxes. In this work, we present a packet steering approach - One

Pass Packet Steering (OPPS) - for use in multi-subscriber environments, with the

aim that subscribers having similar policy chain composition should experience the

same network performance. We develop and show algorithms with a proof of concept

implementation using emulations performed with Mininet. We identify challenges

and examine how OPPS could benefit from the Software Defined Data Center archi-

tecture to overcome these challenges. Our results show that, given a fixed topology

and different sets of policy chains containing the same middleboxes, the end-to-end

delay and throughput performance of subscribers using similar policy chains remains

approximately the same. Also, we show how OPPS can use a smaller number of mid-

dleboxes and yet, achieve the same hop count as that of a reference model described

in a previous work as ideal, without violating the subscribers’ policy chains.
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Chapter 1

Introduction

As network requirements evolve, the need to add extra service functions (middleboxes)

becomes a necessity. Individual middleboxes, each serving a single function out of

a set of required functions, are deployed on networks in an ordered way to cater

for the growing network and service requirements. The ordered deployment of these

middleboxes constitutes the basic concept known as Service Chaining.

In formal terms, RFC 7498 [4] defines a Service Function Chain as an “ordered

set of service functions with ordered constraints that must be applied to packets”.

This definition merges the policy chain (ordered constraints or intents applied to

packet) with the sequence of service functions deployed on the topology to form the

service chain. While this is correct, for simplicity, the sequence or order of service

functions deployed on the topology alone is referred to as the Service Chain. The term

Policy chain refers to a high level composition of an ordered set of the individual

network functions that make up a Service Chain [5]. Studies [6, 7, 8, 9, 5] have

shown that such a high level description of the network is a preferred way for network

administrators to express policies. For example, assume that a firewall (FW), a NAT

1



CHAPTER 1. INTRODUCTION 2

and a load balancer (LB) are deployed on the network, and the network administrator

specifies that HTTP packets should traverse these middleboxes in the order - from

NAT to Firewall to Load balancer. Then a policy chain specification for the above

policy can be written as HTTP : NAT → FW → LB. The idea is that policy chains

can be formulated irrespective of the positioning of middleboxes in the underlying

topology. This enables decoupling of the physical topology from the way packets are

routed or steered through middleboxes. It further allows the network administrator

or subscribers to specify policies without considering the nuances of the undelying

middleboxes deployed on the topology and enables multiple policy chains owned by

different subscribers to co-exist on the same network and share the same network

links.

Hence, a policy chain may or may not contain all middleboxes or service functions

that make up the service chain. Also, a policy chain may or may not map to the

order of service functions on the topology and two or more policy chains may exist

simultaneously on the same service chain. In the case that one or more policy chains

exist on a network, the policy chain then constitutes a component of the Service Level

Agreement (SLA) for a particular subscriber [10, 1, 8, 7, 9].

The introduction of Software Defined Networking (SDN) has generated significant

research activities in addressing challenges associated with communication networks.

One such challenge is how to choose an optimal way to steer a packet through a

sequence of service functions as specified by a network administrator or a subscriber.

In choosing a steering scheme to route packets according to a policy chain, it is re-

quired that the correctness of the policy is maintained [5, 1]. This has often been
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achieved by developing mechanisms to modify the data plane and steer packets to-

wards middleboxes strictly as specified by the policy chain [5, 9, 7]. Although steering

packets strictly according to policy chains can ensure correctness, this does not ensure

that different subscribers with different policies, sharing the same physical topology

and service functions, have fairly the same latency distribution in terms of packet

end-to-end delay.

1.1 Motivation

Rahul et al [11] stated that 43% of high severity incidents in networks are caused by

middleboxes despite constituting just 11% of the population. Their research further

states that out of the five most prominent impacts on network services caused by

middleboxes, the issue of latency ranks second and problems arising from violation

of service level agreements rank fifth. Other network service impacts by middleboxes

include lost connectivity, service error and security issues, which rank first, third and

fourth respectively.

StEERING[7] presented a scenario where there can be more than one subscriber

sharing the same service function and the order with which each subscriber’s packet

traverses the service functions differ. This situation arises when each subscriber wants

a different ordered set of middlebox treatment to be applied to his packet. Ocassion-

ally, the network elements and middleboxes are deployed in fixed locations as in the

case with traditional networks [5]. In a fixed network environment, a solution to

solving the packet steering problem would be to formulate low level flow rules that

will steer each subscriber’s flow according to their respective intent as demonstrated

in StEERING and SIMPLE [9].
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This steering policy enables fulfilling the subscriber’s policy chain. However, on

close examination of this steering mechanism for the multi-subscriber environment,

it is seen that the second ranking issue (latency) remains a challenge for this steering

approach.

1.2 Problem Statement and Goal

An example of a multi-subscriber environment is a data center. A characteristic

requirement of this environment is that it involves at least two parties: The Service

provider and the Subscriber. A subscriber refers to a content provider that leases

network infrastructure to provide contents for consumers. Examples of subscribers

include Airbnb, Unilever and Netflix. They use Amazon’s infrastructure to provide

contents to consumers. By the term service provider, we refer to a company that

provides infrastructure for subscribers to host their contents. Example of service

provider in this context include Amazon and RackSpace.

The Service provider is usually constrained by physical resources while the sub-

scriber has the freedom to choose the order by which packets should traverse the

service functions before getting to the deployed server.

In this section we give a scenario to illustrate a potential problem in the multi-

subscriber environment.

With reference to Fig. 1, we consider a data center hosting servers for two different

subscribers; X and Y. The data center has a firewall (F) and a traffic logger (T)

deployed on the topology as shown in Fig. 1. For Y, it is desired that packets to

server Y travel through the traffic logger before reaching the firewall (red arrow in

Fig. 1) and for X, it is desired that packets to X travel through the firewall, then
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through the traffic logger (blue arrow in Fig. 1). In the service level agreement of

X, we can specify the policy of X as X: F → T and in the service level agreement of

Y, we can specify the policy of Y as Y: T → F. A simple example of applicability is

that X is interested in logging legitimate traffic, while Y is interested in logging both,

legitimate and illegitimate traffic.

We acknowledge that the topology considered in the presented example is small

compared to middlebox deployments we find in a large network. However, this exam-

ple can be easily extended to cover cases of large stateless policy chain deployments.

While steering packets to achieve the service level agreement (SLA) of the two sub-

scribers can be done using only data plane configurations [9, 2, 7], we show that with

tags, packets from both subscribers can traverse the network in one pass and still

meet the SLA.

Visually described, our goal is to develop a technique that can be applied in

transforming the packet steering approach shown in Fig. 1 to the packet steering

approach displayed in Fig. 2 (note the red arrows in both figures) without violating

the Service Level Agreement (SLA). For this, we develop a packet steering technique

called One Pass Packet Steering (OPPS).

OPPS is a steering technique capable of satisfying the service level agreement

of different subscribers in shared and constrained (in terms of the number of service

functions) multi-subscriber SDN environments by steering packets through a sequence

of stateless middleboxes in one direction.

In order to implement the OPPS technique, we introduce new header fields to

track middlebox processing contexts, and a lightweight OPPS Module that extends
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Figure 1: Multi-subscriber environment showing paths traversed by packets to server
X and server Y.

middleboxes and performs operations using data stored on the newly added header

fields.

Figure 2: Paths traversed by packets using the One Pass Packet Steering approach.

1.3 Thesis Contribution

OPPS aims to ensure that subscribers sharing a service chain (i.e., the same sequence

of middleboxes on a physical topology), or having different policy chains (i.e., different

intents on how middleboxes are ordered on the service chain) but the same service

functions (i.e., similar policy chain composition) in their policy chain, achieve similar

latency distributions.
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Thus, our main contributions are:

• The introduction1 of One Pass Packet Steering (OPPS) for groups of policy

chains containing similar stateless service functions. For this we develop a spe-

cial service sub-layer dedicated to service function chaining and an architecture

to support OPPS.

• We also introduce and explain new algorithms that act on the service sub-layer

to determine when certain actions should be applied on packets.

• We present results for adopting OPPS in Software Defined Data Center.

1.4 Research Publications

During the course of this Masters degree program, this publication has been produced:

• J. Chukwu, A. Matrawy, and D. Makrakis, “One pass packet steering (OPPS)

for stateless policy chains in multi-subscriber SDN”, in proceedings of 2017

IEEE Conference on Computer Communications Workshops (INFOCOM WK-

SHPS): SWFAN 17: International Workshop on Software-Driven Flexible and

Agile Networking (INFOCOM17 WKSHPS SWFAN’17), Atlanta, USA, May

2017.

This paper has been submitted for review:

• J. Chukwu, A. Matrawy, and D. Makrakis, “Consolidating Policy Chains Using

One Pass Packet Steering in Software Defined Data centers”, submitted to IEEE

Transactions on Cloud Computing for review.
1Initial proposal and preliminary results of OPPS were presented in [12].
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1.5 Thesis Outline

The remainder of this thesis is organized as follows:

Chapter 2 discusses background knowledge needed to assimilate the contents of

this thesis. The background knowledge includes explanation of terms and concepts

used through the remainder of this thesis.

Chapter 3 discusses related past works. The discussion in chapter 3 comprises

analysis, deductions and summaries of similar works done prior to this thesis.

Chapter 4 presents the One Pass Packet Steering method. We discuss in detail

the algorithms and modules that make up OPPS.

Chapter 5 discusses the setup of our environment and gives initial evaluation and

challenges in using OPPS.

Chapter 6 introduces use of OPPS in the SDDC environment and focuses on

describing ways to overcome the challenges discussed in Chapter 4. It also examines

the benefits and trade-offs coming with the use of OPPS.

Chapter 7 concludes this thesis and highlights future work.



Chapter 2

Background

2.1 Middleboxes

Middleboxes are becoming an integral part of small, medium and large scale enter-

prise networks [13] with posibility of scaling up to 2000+ middleboxes per network

[11]. According to RFC 3234 [14], A middlebox can be defined as an ”intermediary

box performing functions apart from normal, standard functions of an IP router on

the data path between a source host and destination host.” A distinguishing factor

that is unique of a network function categorized as middlebox is that middleboxes,

unlike routers, which can also be categorized as intermediary boxes, do not perform

standard network routing functions. A single middlebox can be composed of sev-

eral functions, therefore a more granular approach to middlebox classification can be

adopted [15]. Edeline et. al. [15] identified middleboxes based on policies and middle-

boxes were classified based on the purpose for which they were created. Classification

was further done based on actions resulting from middleboxes and complications aris-

ing from these actions. Also, extensive middlebox classification has been carried out

9
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in “Middlebox: Taxonomy and Issues” [14]. However, with all these classifications,

the task of designing a simplified general model that describes and captures all kinds

of middleboxes has been a challenge due to the absence of a blueprint for middle-

box modelling. In “Modelling middleboxes” [16], four middleboxes were analysed

and a general model for middleboxes consisting of zones, input pre-conditions, state

databases, processing rules, auxiliary traffic, and state fields was given. Following the

work reported in [16, 15, 14], it can be seen that middleboxes generally follow a high

level pattern as in Fig. 3. A packet is usually given as the input, state variables are

applied to the packet if applicable, a processing action is carried out, and a result or

verdict is given. The results from packet processing can be classified in to forwarded

modified packets, dropped packets, and forwarded unmodified packets [15]. To fur-

ther illustrate this classification concept and this high level pattern that middleboxes

follow, let us consider how three popular middleboxes (a network address translator,

a load balancer and a firewall) work and how they fit in this general structure. While

this is a brief description of their operation, these middleboxes have been extensively

discussed in [14, 16] and also in RFC 2979 for the firewall and RFC 3022, RFC 3027

and RFC 2993 for NATs.

2.1.1 Network Address Translator (NAT)

The NAT translates the network bound (external) IP address and port to the inbound

IP address and port. The reverse happens when a packet leaves the network. NATs

also maintain state information on flows, which is used for mapping inbound packets

to corresponding outbound packets and vice versa. By state information, we mean

that some sort of signature is maintained per flow or session by the middlebox (NAT)
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or a state database. We may also think of ”State” as a key - value pair used in

identifying packets after they are re-written; for example in the case of NATs. In our

high level pattern, we can say that the NAT takes a packet input, applies some state

variables, and produces an output which can be classified as a re-written packet.

2.1.2 Load Balancer

Similar to NAT, Load balancers take packets as input, generate states for new packets

or use state variable/information from previous packets to identify subsequent packets

in a particular flow session, then route the flows to a specific endpoint. Usually Load

balancers also re-rewrite the destination address and ports placed in headers to acheive

efficient routing. This concept also matches the model shown in Fig. 3.

2.1.3 Firewall

Firewalls can be stateful or stateless. Stateful firewalls use state information to re-

assemble fragmented packets before processing whereas stateless firewalls process each

fragment individually without reassembling. In general, the firewall takes in a packet

and processes the packet by applying rules to determine whether the packet should

be dropped or not. If the packet is not dropped, it is forwarded without modification.

Succinctly, with the categorisation of middleboxes in [9, 15] based on actions, we

agree that the general actions can be broadly grouped under the following - Modi-

fied/Forward, Drop, Unmodified/Forward. Hence, we adopt this classification to form

part of the basis for our work.
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Process

StateV aribles(optional)

Input Output

Figure 3: General Structure of a Middlebox.

2.2 Stateful and Stateless Policy Chains

This section draws inference from middlebox operations described in [14, 17, 15, 16]

and gives a general high level description of the word “State” (a Stateful Policy Chain

and a Stateless Policy Chain). “To keep state” or being “stateful” is the property of

a system to store data that can be used at a later time for future reference.

2.2.1 Stateful Policy Chain

To define a stateful policy chain, we say a policy chain is stateful if certain information

about a packet P at time tm (were tm < tn) is stored and such information is considered

as a factor in processing the packet at time tn. In this context, this also means that a

policy chain is stateful if its decision or action on a packet at a time tn can be affected

by the decision or action made regarding this packet at any earlier time tm. Example;

Having a NAT before a firewall introduces a stateful policy chain because a firewall

that could filter on the IP address of a packet could have the IP address changed by

a NAT.

Hence, a policy chain is referred to as stateful if it contains a stateful service

function whose action or decision on a packet affects the action or decision made by

any other service function further down the policy chain. A stateful policy chain

should not be confused with a stateful service function. A stateful service function is
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a middlebox that stores or holds data, and uses this saved data for decision making

at a later time, whereas, a stateful policy chain requires at least two middleboxes

chained together and at least one of the middleboxes is stateful.

2.2.2 Stateless Policy Chain

In a stateless policy chain, the middleboxes that make up the policy chains are state-

less. A middlebox is stateless if it does not store information about a packet P .

Examples of stateless middleboxes include Firewall, Deep Packet Inspectors, Load

balancers, Traffic Loggers, Network Analyzers and Statistical network functions that

only poll information from packets for analysis. We consider load balancer as stateless

if its action on the service chain does not alter the decision a packet makes down the

chain. We refer to a stateless load balancer as a service function that balances the

network load between two identical service functions or endpoints that performs the

same function and can otherwise be represented as a single service function in the

policy chain.

A policy chain is referred to as stateless if, for any service function on the policy

chain, the result obtained on any such service function does not affect the decision

made about the same packet by any other service function down the chain. Similarly,

the decision made by such service function does not depend on results obtained from

previous middleboxes.

Therefore, a service chain is stateless if the outcome of the decision made for a

packet at time tn is independent of any other decision made regarding this packet at

any earlier time tm along this service chain. Example; Having a Deep Packet Inspector

(DPI) and a traffic logger (TL), a DPI will always drop a malicious packet that goes
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through it while a traffic logger will always log a traffic that passes through it.

2.3 Middlebox Deployment Models

This section introduces the Choke point model and the Way point model and discusses

the essential difference that makes the migration to the Way point model promising.

2.3.1 The Choke Point Model

The internet protocol architecture was designed without consideration for middlebox

support. Due to the lack of plan for middlebox support in the initial designs of

the internet architecture, middleboxes were deployed on network paths and where

fused to the network in a static and rigid manner, just before the network nodes or

endpoints which they support. This deployment strategy, known as the Choke Point

model [1, 18], was applied in order to ensure that packets traversed middleboxes

before reaching the service endpoint.

Figure 4: Choke Point deployment model (adapted from [1]).

Issues with The Choke Point Model

Deployment of middleboxes in traditional networks (networks composed of propri-

etary network devices, which are in most cases hardware devices - routers and switches)
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followed the choke point model.

The choke point middlebox deployment model raises several serious concerns when

applied to existing (traditional) networks. Three main challenges such deployment

faces are:

(a) How can two or more subscribers, having different policy chains, share the same

network link?

(b) What are the best positions to deploy middleboxes in networks shared by more

than one subscriber, where all susbscribers have different policy chains?

(c) How can connectivity be maintained when a middlebox along a network path

fails [1, 5]?

Moreover, deploying middleboxes along a network path (choke point deployment)

goes against realizing desirable properties for middlebox deployment, which includes

achieving correctness, flexibility and efficiency [5]. For correctness, it is desired that

packets travel though a service chain in the correct order. This becomes an issue

in a network with more than one service chain (e.g. a data center network). For

efficiency, middleboxes should only traverse required middleboxes and for flexibility,

the introduction or removal of middleboxes from the network should not disrupt the

network [5]. To mitigate the concerns expressed above and also achieve the stated

desirable middlebox deployment properties, the Way point model was introduced

sucessfully [5, 1, 18, 5, 9, 7, 2, 10] to Software Defined Networking.
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2.3.2 The Way Point Model

With the emergence of Software Defined Networking (SDN), the Way Point model was

adopted in order to overcome the limitation of the on path deployment of middleboxes,

which forces all packets going through the path to pass through the middlebox. The

Way Point model specifically allows a middlebox to be deployed off the network

path [1, 5]. The reason behind deploying the middlebox off the network part is so

that Openflow switches can be leveraged to redirect or steer desired network traffic

to desired middleboxes. With this approach, network traffic will not need to pass

through middleboxes that are not needed.

Figure 5: Way Point deployment model (adapted from [1]).

2.4 Middlebox Placement

Middlebox placement considers appropriate ways middleboxes can be deployed on the

network topology to ensure that Service Level Agreements are not violated and also

enable good utilization of the network infrastructure. For example, depending on the

policy chain, the decision to place a NAT before a Firewall on a network may adversely
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affect the network if policy chain intents are not considered. Therefore, as the number

of policy chains mapped to a network and the number of middleboxes deployed on

the network grows, placement can become challenging. In advanced cases, middlebox

placement may consider resources available in the network. This is often the case in

virtualized environments, where service functions can be deployed on demand. Hence,

resources like CPU utilization, available memory and bandwidth characteristics can

become decisive factors when deploying middleboxes in the network.

2.5 Packet Steering

Packet Steering is a concept used in packet routing to specifically identify routes

a packet must take in order to fulfil the requirements specified in the SLA. Packet

steering in middlebox deployment is different from the routing done by routers and

switches, in the sense that packet steering in middlebox deployment often considers

the unique characteristics about middleboxes deployed on the topology. Characteris-

tics include the action of the middlebox on packets, the number of hops a middlebox

is from a given point on the network, the processing and storage capabilities of the

middlebox, the link utilization, and bandwidth associated with the path on which the

network functions are deployed, and the overall throughput of the network. These

characteristics are often used as metrics in deciding the path along which a packet

should be steered.
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Related Work

Our work is inspired by the packet steering case for multi-subscriber environment

provided in StEERING [7], where each middlebox is deployed from the source based

on the number of subscribers using it, and a possible packet steering challenge pre-

sented in SIMPLE [9] where the subscriber’s policy chain is routed back and forth on

the service chain in order to fulfil the policy chain requirement.

As stated in StEERING [7], the goal is to give subscribers the freedom to select

network services and also decide how they want packets to traverse these services.

StEERING handles multi-subscriber environments however, the examples given in

StEERING do not cover similar complex cases for multi-subscriber environments that

we consider. StEERING places middleboxes closer to the source based on the number

of subscribers using them and does not check to know if SLAs have been violated

during packet steering like we do. Hence, StEERING would have to employ some

redundancy to forward packets in One Pass. In chapter 6, we show our scheme steers

packets in multi-subscriber environments using one pass and fewer resources than

our reference model which has been described as ideal [2] and employs redundancy.

18
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SIMPLE also develops a packet steering capable of steering packet back and forth

on a chain, however, SIMPLE produces a higher number of hop count than OPPS

and the our reference model whereas OPPS produces equal hop count with the ideal

model.

A number of works have formulated and adopted different strategies for finding the

best possible route that a packet can take through a sequence of middleboxes, from

source to destination. In reviewing these packet steering strategies, we see that the

solutions to packet steering challenges entails using techniques that encompass mid-

dlebox deployment techniques, resource management techniques and service chaining

techniques. In this chapter, we discuss these techniques using as sources, related

works produce for solving packet steering challenges.

3.1 Service Chaining Techniques

In order to chain a number of standalone service functions deployed on a network to

satisfy a given policy chain, the following techniques have been adopted in previous

works:

3.1.1 Tunneling

Tunneling is one of the service chaining techniques employed in shared network en-

vironments or networks where there are possibilities of service chain loops. Loops

occur in cases where packets are required to travel back and forth on the same link

before fulfilling the requirement of getting from source to destination. When a flow

is tunneled, a tag becomes associated with the flow to enable proper identification of
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S1 S2 S3

tunnel

FW IDS Proxy

A B

Figure 6: Tunneling technique for packet steering.

processing context. This processing context is the information that reveals informa-

tion about the middleboxes that have processed the packet. These tagging can be

applied using existing IP packet fields, MPLS or VLAN fields. For example, in [9],

tunneling is used in the data plane for a loop scenario where the policy requirement

for HTTP packets is for packets to go from FW→ IDS→ Proxy. This is represented

with the diagram shown in Fig. 6 where the source is at A and the destination is at

B.

3.1.2 Tagging:

One of the challenges inherent in some service chains is that they can make packets

unidentifiable along the service chain. This happens mainly due to the re-writing

action of some middleboxes.

The need to preserve a form of unique identification that remains such through

out the life of a packet within the middlebox region is very important. To illustrate

this need for packet identification, we cite examples from the work by Seyed et. al.

[8].
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Illustration 3.1.2.1. Fig. 7 shows a network with two hosts, H1 and H2, physically

connected to an IP capable network device. It is desired that H1 has access to the

internet cloud, while H2 has access to only the local network. In the figure, we see

that a NAT and a Firewall is deployed between the hosts and the internet.

The question here is: how do we prevent H2 from accessing the internet given

that the NAT re-writes the internal IP address of H2 to the public IP before it hits

the firewall?

H1

H2

NAT FW

Internet

Figure 7: An example showing the need for Path Follow Policy

Illustration 3.1.2.2. Examining Fig. 8, it is desired that H1 has access to the web

page www.abc.xyz while H2 does not. The challenge here is that if H1 accesses the

page, a copy of the page could be cached at the Proxy, and if H2 tries to visit the

page, H2 could get the cached copy that is stored in the proxy.

Approaches to Packet Identification in Service Chains

1. The 5 Tuples
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Internet

H1

H2

FWProxy

Figure 8: An example showing the need for Path Follow Policy

The 5 tuples consist of Source IP, Destination IP, Source Port, Destination

Port, Protocol, and it can be used as a unique feature to identify a flow. In

PLayer [5], depending on the operation of a particular network function, dif-

ferent IP header features may be used in addition to the 5 tuples, for instance,

middleboxes that re-write some part of the header like the load balancer. Also,

a different set of IP features may be used in cases were the 5 tuples may not

be necessary to identify a flow; for example in a firewall, the identification of

packets may depend on MAC addresses. This creates concern of having to

particularly investigate all middleboxes to in order to become aware of which

header combinations are suitable.

In SIMPLE [9], tags were used to support tunnels for efficient packet steering.

The tag in SIMPLE encodes the processing context. By encoding the processing

context, a middlebox can differentiate different states of a packet if the packet

traverses that particular middlebox more than once. To further illustrate this

concept, let us consider example 3.1.2.1.

Example 3.1.2.1. Assume a policy chain states that HTTP packets should be
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processed in the order:

Source→M j →M k →M j → Destination

How do we identify appropriate processing contexts in order to be able to dif-

ferentiate the first instance of the packet at Mj from the second instance of the

packet at the same middlebox?

In this policy chain, we observe that middlebox Mj will be visited twice. In order

to differentiate between the instances, when the packet is supposed to be routed

to middlebox Mk, versus when the packet is routed to the Destination, we need

to encode where the packet has been, or which middleboxes have processed it in

the past. Hence, if the packet arrives at middlebox Mj with the tag attribute

HTTP: Source, we know that its destination is middlebox Mk, while if the

packet arrives at Mj with tag attribute HTTP: Mk, we know that the packet

should be forwarded to the destination as indicated on the policy chain.

One of the problems with the tagging approach [9] is that it advocates the use

of existing IP related header fields, such as the MPLS label, ToS and VLAN

fields, to encode middlebox information. In particular, ToS fields and VLAN

fields were used in SIMPLE. However, middlebox operations and context in-

formation, as well as MPLS and VLAN operations are not mutually exclusive

operations. Similarly, with the approach employed in [6, 8], one question that

remained unanswered is the compatibility of these works with existing stan-

dards like the popular Differentiated Architecture standard [19] that uses the
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same field. One thing that remains clear is that service function operations or

protocols and routing standards or protocols are not mutually exclusive. Thus,

service function operations and protocols should be able to run on DiffServ net-

works and likewise, any service function protocol or operation should be able

to run over MPLS established paths and in VLAN environments, as well as be

compatible with existing IPv4 and IPv6 protocols.

In [20], it has been noted that service chaining introduces a new network plane

to the existing network architecture. Similarly, in our work we add a sub-layer

between the IP layer and the transport layer adding an 8-byte long header field,

to solve the packet steering problem for stateless policy chains. We envisage

that our special field header can be used in networks running architectures and

standards like the Differentiated Architecture standard [19], VLAN and MPLS.

In our approach, we push context derivation from the controller (as in [6, 8])

to the OPPS module and deduce the processing context using the lightweight

OPPS module operations. One may argue that in a stateless policy chain, the

need to derive middlebox processing context is trivial. However, we showed that

this is non-trivial, with the example presented in Chapter 1, Section 1.2.

2. Flow Correlation

Flow correlation is another technique used in packet identification when the 5

tuples are insufficient for identification [9]. This often occurs when a middlebox

re-writes one or more fields in the 5 tuple, e.g. NATs re-write packet headers

while translating addresses to either public or private. The intuition in flow

correlation is that if a packet’s header gets re-written, then its payload, which

remains intact, will be used in identifying the packet. Hence, the payload of the
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input packet is compared with the corresponding output packet payload and if

they are the same, then the packet can be effectively identified and linked to

the corresponding packet and its properties. One challenge with this approach

that has been identified in [8] is that matching packets can be computationally

expensive and also error prone; for example, when the entire packet is modified.

3. Unique Identifier Tag

FlowTag [6] is another work that employs the use of the 6-bit ToS field in

IPv4 for tagging. As discussed in the FlowTag paper, one limitation with the

6-bit ToS field is that the number of tags a 6-bit field can support is quite

limited. In [6], this tagging feature does not apply to flow, rather it applies to

a flow per middlebox context. Therefore, a flow may have two or more possible

different contexts at a middlebox similar to the illustration in example 3.1.2.1.

Seyed. et al. [8] built on their previous research in FlowTags [6] and used

FlowTag to enforce policy in middlebox deployments. Revisiting illustration

3.1.2.1, Seyed et. al. identifies that the example in the illustration violates

Origin binding (explained below). To fix the Origin binding problem, a unique

tag is inserted in the ToS field of the IPv4 header and the flow label field for

IPv6. The purpose of the tag is to identify subscribers H1 and H2 respectively

so that when the IP address is re-written to a public IP address by the NAT,

flow matching at the switch and packet filtering at the firewall can be done

using unique tags. However, this may need a modification of the firewall to

accommodate identification and packet scanning based on new tags.

Seyed et. al. identified two desirable properties for packets traversing a service

chain. They are Origin binding and Path follow policy.
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Origin binding: In FlowTags, Origin binding is identified as a desirable

property of packets. Origin binding implies that a packet should be self-

identifiable throughout its life along the service chain.

Path follow policy: The second desirable property of packets traversing

a service chain is the Path follow policy. Seyed et. al. described the

Path follow policy as the ability of packets to traverse the service chain as

specified by the policy chain, irrespective of processing by service functions

along the service chain.

In enforcing network-wide policies [8], a Dynamic Policy Graph (DPG) is used

to identify all possible paths and the context that a packet can have at any

particular location on the service chain. The dynamic policy graph runs at the

controller, hence the controller takes part in deducing middlebox context.

Given the challenge in illustration 3.1.2.1 and from the definition of the path

follow policy, we observe that there is a violation of the policy. Seyed et. al.

solves this problem by using the Origin binding policy and the DPG to identify

enforce path policy. At each location along the service chain, the middlebox

sends the middlebox context and tag information to the controller. The con-

troller deduces the appropriate context or tag information using the DPG and

responds back to the middlebox. This context information enables the middle-

box to apply further processing or make deductions on the state of the packet

and what the next destination of the packet down the service chain should be.

A downside of the DPG is that it requires an expert to be able to enumerate all

possible paths and corresponding outcomes before drawing up a dynamic pol-

icy graph. Moreover, listing all possible paths and outcomes from middlebox
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processing on a large network could be error prone.

4. OpenFlow Metadata

Zhang et al. [7] employs the use of the metadata field in OpenFlow (OF) to

encode traffic direction and services. While our work is similar to StEERING

[7] with respect to investigating packet steering, our work explores steering

packets in one pass through the middleboxes with the aim to eliminate the

need of traversing a link back and forth. Our work focuses on developing an

efficient steering technique that steers a packet with respect to the underlying

physical infrastructure. Like SIMPLE [9], we do not address placement in this

work. Zhang et al. [7] and later Liu et al. [21] solved the end-to-end problem

for multi-subscriber environments by placing most used middleboxes closer to

the source. The logic for such placement is to minimize the packet latency

between source and destination. While this approach minimizes the latency for

many subscribers, it does not solve the latency problem for all subscribers. In

our work, we aim to achieve a result that yields nearly comparable end-to-end

delay for a group of subscribers having the same set of service functions in their

policy chain, but each with different ordering.

3.2 Middlebox deployment Techniques

3.2.1 Middlebox Consolidation:

Another technique used in middlebox deployment is consolidation (shown in Fig.

9). Middlebox consolidation is the act of aggregating middlebox software functions

into a single hardware entity. This occurs in often in virtualized network function



CHAPTER 3. RELATED WORK 28

Figure 9: Consolidated middlebox environment (adapted from [2]).

environment (VNF). Middlebox consolidation is of two types - strict consolidation and

non-strict consolidation. In strict consolidation [10], all middlebox software functions

are aggregated into a single hardware while in non-strict consolidation [2], middlebox

deployments are aggregated into groups based on defined parameters, usage or policy

chains, and then each group is deployed on separate commodity hardware. The

main aim of consolidation is to leverage the cost of commodity hardware, which is

cheap compared to specialised hardware resources, and also to leverage the capability

to modify and create new software functions. In consolidated middleboxes, packet

steering is done within the different software deployed on each hardware. Although

consolidation leverages cheap resources, it has been noted that a major limitation of

middlebox consolidation is that it requires huge infrastructural change made to the

network [8]. This is because most traditional networks rely heavily on proprietary

middleboxes. Also, for proprietary middleboxes produced by different vendors, the

process of integrating different vendor software into one commodity hardware raises

issues relating to violation of the Origin binding and the Path follow policy. In our

work, we adopt a non-consolidated model in testing OPPS, however, we note that

OPPS can be deployed in VNF environments.
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Figure 10: Non-consolidated middlebox environment (adapted from [2]).

3.2.2 Middlebox Non-Consolidation

In non-consolidated middlebox environments (shown in Fig. 10), middleboxes occur

as standalone hardware elements as found in traditional networks [5, 7, 9]. Hence,

hardware elements like the NAT and Firewall will exist on separate hardware devices,

which are often proprietary.

3.2.3 Deployment at Functional Level

OpenBox [22] adopts the idea of uniting different middleboxes specified in a service

chain by functional unit similarity. It achieves this by decomposing middleboxes

into functional units similar to Click elements [23] and chains this set of functional

units at the data plane to conform with the policy chain specified at the control

plane. Due to low level decomposition of a given service chain, OpenBox preserves

chaining at the data plane by attaching results to metadata. Similarly, in this work,

we attach results from middleboxes to our custom header to be able to decide when it

is sufficient to make a decision based on the accumulated results. Although OpenBox

does not make provision for multi-subscriber environments while our scheme does,

we envisage that original equipment manufacturers (OEMs) will continue to produce

standalone network function equipment. Moreover, if OEMs were to release software
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versions of network functions, then they would still come in standalone forms, so

the hardware requirements to run two or more of these software network functions

may vary, and users (enterprises) may purchase these software network functions at

different times as the need arises. Hence, they may opt for extra commercial hardware

having unique configurations. To cater for these uncertainties, our design looks at

middleboxes deployed as standalone devices with extensible interface.

3.3 Resource Management Techniques

One of the benefits of Network Function Virtualization (NFV) and Software Defined

Networking is the ease with which networks can leverage shared resources to provision

service functions. Provisioning network resources comes with the challenge of optimal

resource allocation and researchers have looked in to the problem in attempts to find

optimal resource allocation models and management in SDN environment.

The problem of resource management in SDN can be broadly categorized into

two problems: the Online resource management problem and the Offline resource

management problem [24].

3.3.1 The Online Problem

The online resource problem entails using constantly changing network resources in

making network decisions that ultimately affect either, how flows are steered in the

network or how service functions and service chains are instantiated on the network.

These constantly changing network parameters may include current CPU usage, link

utilization and memory constraints.
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3.3.2 The Offline Problem

In the offline problem, the offline resource management algorithm uses fixed or known

network parameters to calculate and make decisions. Decisions such as, to identify

the appropriate places in the network to place certain service functions or how to best

to distribute flows and service chains in a network, are made in the offline resource

management stage. One unique feature of the offline problem is that its algorithm

is used once, which is usually on network start up, and actions (which may include

placing middleboxes at appropriate locations) are taken based on the results of the

offline algorithm before the network starts running. Parameters used in the offline

problem include link capacity, bandwidth, CPU capacity, storage capacity, expected

traffic volume, etc. Unlike the online problem, the offline parameters are expected to

remain defined.

Some of the common methods used in modelling the resource management prob-

lem include ILP, MILP and Shortest paths. The LP technique has been identified as

a computationally expensive approach and results [25] have shown that MILP con-

sumes a lot of time. Therefore, it is not suitable for solving the online problem in

large scale deployments. Table 1 shows a summary of other algorithms developed to

solve different online and offline problems related to resource management.

Table 1: Summary of Works on Resource Management

Paper Category Aim Algorithms

[25] Online

To minimize usage of network resources by

offloadding overutilized links, thereby sav-

ing operational costs.

MILP, heuristic

(Consolidation)

Algorithm.
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Paper Category Aim Algorithms

[26] Online

Allocates link capacity and VM resources

to maximize the number of demands (pack-

ets) a network can handle.

MP.

[21] Offline

Places middlebox in network such that the

end-to-end delay and bandwidth usage is

minimized.

Heuristic

(Greedy) algo-

rithm and Simu-

lated annealing

algorithm.

[9] Offline

To distribute or allocate service chains

without violating constraints on switch ca-

pacity.

ILP.

[9] Online
To minimize load on middleboxes in the

network (load balancing).
LP.

[27] Online

Minimize CPU, link utilization and min-

imize delays in the network through effi-

cient middlebox placement and flow steer-

ing.

MILP.

[28] Online

To minimize end-to-end latency with im-

posed constraints on capacity of service

functions by traffic steering.

ILP.

[24] Online
To maximize the traffic a network can han-

dle.
COATS.
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Paper Category Aim Algorithms

[24] Offline

To scale a class of traffic to fit service

chains in a policy aware network without

violating middlebox constraints.

ILP problem

reduced to

FPTAS.

[7] Offline
To minimize total delay (modelled as hop-

counts) for all users.

Greedy heuristic

algorithm.

[2]

Offline

and

Online

To place middleboxes at locations that

minimize utilization of machine resources,

bandwidth and latency.

Inflation Rates.

[2] Online

To steer a packet through a sequence of

middleboxes without violating middlebox

loading capacity.

Weighted Short-

est Path.

Lessons learned, possible directions and challenges from cited works in Table 1

include:

• Similar to OPPS, the reviewed works on Table 1 aim to improve network pa-

rameters and resources. In OPPS, we attempt to reduce the delay and provide

comparable throughput for all subscribers. However, our approach to improving

network parameters is new.

• Online problems involving middlebox placement occur in virtualized network

function environments and are usually deployed through the creation of service

function instances. Although we do not treat OPPS in virtualized environments,

we note that OPPS can be deployed in virtulized environment.
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• Modelling the middlebox placement problem, resource management problem,

and steering problem as an optimization problem is the most common tech-

nique used in middlebox management. The works [24, 9, 27] have identified

optimization techniques such as LP’s, ILP’s and MILP’s inefficient in terms of

computation and time complexity. In this thesis, we take a different approach.

We introduce a different packet steering technique called One Pass Packet Steer-

ing (OPPS) that reduces the number of middleboxes deployed while still main-

taining a least number of hop count attainable on a service chain.

• The works [26, 21] have proven that the placement problem is NP-Hard and

SIMPLE [9] identified the problem of flow distribution (load balancing) while

considering constraints on middlebox and switch resources as NP-Hard. Also,

the work [2] has identified packet steering over middlebox placement as the bane

for more improved end-to-end performance, thus giving us stronger motivation

to focus on packet steering in subsequent chapters.

• Works listed in Table 1 have implemented algorithms solving different online and

offline problems however, what remains to be seen is a work that compares the

different approaches mentioned above. A major challenge for this possible future

work would be re-producing exact results on some of these works due to brief

descriptions of algorithms, unstated assumptions and brief testbed descriptions

and requirements. For this, we adopt a model defined in [2] as an ideal model for

benchmarking OPPS. In our work, we refer to this ideal model as the redundant

model.
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One Pass Packet Steering

4.1 OPPS System Overview

In chapter 1, we defined the stateless policy chain and gave an example. We proceed

by giving an example of a stateful policy chain, outline the assumptions made, and

then we discuss the system in general. Consider a policy chain requiring that packets

go through a NAT, a Traffic logger and a Firewall in that order. The behaviour of

the NAT will affect the identity of traffic logged by the traffic logger. It would pose

a challenge to the firewall if it filtered packets based on the IP address of the original

source. Therefore, with a NAT in the policy chain, the results from middleboxes down

the chain are affected; hence, we say that the policy chain with a NAT is stateful.

Previous solutions [6, 8] have identified and solved this problem by adding an extra

unique identifier label in packet tags hence, we do not focus on this problem. FlowTag

[6] can be extended with our work to provide this support.

We advocate that middleboxes should be modified such that the OPPS module

takes control of carrying out certain middlebox actions. To simplify the objectives, we

35
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assume that packet fragmentation does not occur within our middlebox island. We

refer to a middlebox island as a cluster in a network that contains only middleboxes.

We also assume that middleboxes recognize the newly-added fields. Fig. 11 shows the

modules that make up OPPS. In the subsections below, we describe the core modules

that make up the system.

Figure 11: One Pass Packet Steering Architecture (Other OF Switches and middle-
boxes in the island are chained along the dashed line).

4.1.1 The Controller

SDN has the capability to automate and deploy changes like policy chain and topol-

ogy changes in real time. Hence, we design OPPS for Software Defined Networking

Environments. In this subsection, we describe the different modules that make up

the SDN Controller.

• The Filter Module: The controller is composed of a learning switch capable

of differentiating layer 2 requests from layer 3 requests. We are more interested
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in layer 3 packets and layer 3 requests because they hold contents from outside

the network, which need to be handled specially according to the SLA. For this

reason, we also introduce extra supporting modules.

• Middlebox to Switch Mappings (MSM) Module: This module accesses

and maintains a virtual representation of the topology in memory. This enables

knowledge of the exact position of middleboxes within the linear topology, and

the switches directly connected to these middleboxes.

• Service Level Agreement (SLA) Module: The SLA module holds each

subscriber’s identity (a unique identifier) and their corresponding policy chain.

We note that unique identifiers should be a network labels or a combination

of labels that can be used to match packets in an Openflow switch and also

uniquely identify a subscriber’s policy chain in the SLA database. These iden-

tifiers are needed for formulating subscriber specific flow rules and for routing

packets through the Openflow switches. The choice of this unique identifiers

can be IP addresses for a network whose internal network addresses has been

resolved by a NAT, a combination of IP addresses and ports, embedded unique

identifiers in Openflow meta data or any other combination of unique labels that

can be used in the Openflow switch for matching subscriber specific packets.

In our case, subscribers care about the traffic going to specific services which

are identified by IP addresses. Hence, in our implementation, subscribers are

identified by the destination address in the IP packet header.

• Rule Configuration Database (Rule Config DB in Fig. 11) The Rule

Configuration Database contains configuration files that help the creation of
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rule templates by the Rule Configuration Module. Fig. 25 shows sample entries

in the configuration database.

• Rule Configuration Module (RCM): The RCM uses configuration param-

eters in the Rule Config database to create a default flow rule template for

switches. This default template takes into account the direction of packet flow

and fixed value parameters. In our work, examples of fixed value parameters

include the flow rule action, input port numbers and output port numbers2.

For the direction of packet flow, we have the host to server direction. and the

server to host direction.

The Host to Server Direction: The RCM creates a rule template that

indicates for each flow per switch whether a flow rule is “Active” or “De-

fault”. “Active” means that the subscriber’s SLA policy contains a mid-

dlebox mapped to the switch, while “Default” means that the subscriber’s

SLA policy does not contain the middlebox mapped to the switch. When

the flow per switch template is marked “Active”, the output port config-

ured by the Rule Composer Module (discussed later in the text) is the

port connected to the middlebox attached to the switch, while when it

is marked “Default”, the output port is the port connecting to the next

switch along the direction of flow. These markings help achieve a dynamic,

yet simple and extensible flow modification message customization.

The Server to Host Direction: This configuration is similar to the host

2We use the same input port and output port number configuration for all switches e.g., for each
switch on a service chain, the input port from the previous switch or host can be configured to port
1, the input port from a middlebox can be configured to port 3, the output port from the switch to
a middlebox can be configured to port 2, and the output port from the switch to the next switch or
host can be configured to port 4
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to server direction configuration, except that the flows considered are those

moving from the server to host. In our work, all flows in this direction were

set with the “Default” label. Thus, we do not traverse any middlebox in

the server to host direction.

For each of the direction and middlebox-switch indicator markings (“Active”

and “Default”) specified above, the following matching parameters are specified:

in port and dl type. Also the corresponding actions are specified. The in port

denotes the ingress port and the dl type denotes the ethernet frame payload

(that is IP or ARP). These parameters form the basic and complete default

rule necessary to satisfy the policy of a subscriber with no service functions

specified in the SLA.

• Rule Composer Module: The Rule Composer Module transforms high level

input from the MSM module and SLA module to low level OpenFlow messages

with the help of the RCM module.

4.2 The Middlebox Header

In designing the OPPS technique for a multi-subscriber environment, we devise a

means to track the middlebox processing context by creating a new sub-layer. Fig.

12 shows the details of the new sub-layer added to the network header. The sub-layer

lies between the Network (IP) header layer and the Transport (TCP) header layer.

This sub-layer has been designed and its placement decided after consideration of the

need to have easy portability to IPv6 in the form of extension headers [29], for ease of

extensibility both in size and function, and without modification of existing network
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Figure 12: Middlebox Header Fields .

switches. The description of the middlebox header fields is as follows:

• BMNFV field: This field stands for Bit Mask of Network Functions Visited

and is 16 bits in length. Each bit in the 16 bit sequence is used to indicate if a

network function has been visited. Thus, when a network function is visited, its

position in the topology is mapped to the 16-bit sequence accordingly and set

to “1”, otherwise it remains “0” to indicate that it has not been visited. The

16-bit length of the field currently puts a constraint on the maximum number

of network functions that can be supported by the network to 16. This can be

increased by increasing the size of the BMNFV field, however this number is

sufficient for implementation in this work.

• BMNFC field: The 16 bit BMNFC field, which stands for Bit Mask of Network

Function Categories, is used to specify a category for each service function on

the service chain. There are two categories. The first is a category of service
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functions that tend to drop or halt the forwarding of a packet along the service

chain. This category is marked with the “1” bit. Examples of middleboxes in

this category include the Firewall and Intrusion Prevention System. The second

is the category of service functions that have no tendency to halt or stop the

forwarding of a packet. Examples of network functions in this category include

a Traffic logger, an encryption network function, and a packet classifier. This

category is marked with the “0” bit.

• BMNFA field: The BMNFA field stands for Bit Mask of Network Function

Actions. This field holds the result of each service function at the corresponding

bit position in the BMNFA field. Similar to the BMNFC field, BMNFA is a

2-byte field. The 16-bit sequence is a bit map of the position of middleboxes in

the service chain. The field contains either 1 or 0 at each bit position. Each bit

position in the BMNFA field and the corresponding bit position in the BMNFC

field enables us to choose from up to four possible different outcomes/actions.

In our work, we have two actions (drop or forward). We use “1” for “drop

packet”, and “0” for “forward packet” when the corresponding bit position in

the BMNFC is also “1”. For a “0” in the BMNFC field, the corresponding bit

position in the BMNFA field is set to “1” 3.

• NFC field: The NFC is an 8-bit field used as a counter to count the number

of network functions visited. NFC stands for Network Function Counter. The

16-bit size of the bit mask fields puts a constraint on the number of bits actually

used by the NFC field4.

3In our small scale implementation, it is possible to eliminate the BMNFC field, however we leave
it for completeness.

4It is possible to derive the network function count from the BMNFV field by counting the number
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• Protocol field: Functionality wise, the proto field is similar to the Protocol

field of the IPv4 header [30] and the Next Header field [29] of the IPv6 header.

Thus, it specifies the next level protocol in the packet.

4.3 The OPPS Module

4.3.1 Intuition

Before delving in to the algorithms and operation of the OPPS module component,

we go through some elementary operations that will be beneficial to understanding

the algorithms. We know that the XOR of two numbers X and Y equals zero if the

numbers are equal, else it is greater than 0, if the numbers are different. For example,

let X = 5, Y = 7 . In binary,

X = 101, Y = 111

X ⊕ Y = 010

which is 2, i.e., greater than 0.

If X ≡ Y ≡ 5

then

X ⊕ Y = 000

Now assume we are given an array of numbers where each number occurs exactly

twice except one and we are told to find the number that occurs exactly once. Using

the operation above, we can XOR each value by the one before, and when a value

XORs itself, we can safely say the value has been eliminated in the array.

of bits set to 1, however, in our work, we use the NFC field for counting to aid faster processing.
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Table 2: Intuition on operations in algorithm

Iterations 1st 2nd 3rd 4th 5th 6th 7th
Values 4 3 4 3 2 5 5
Binary 100 11 100 11 10 101 101

RES (R) 100 111 011 000 010 111 010

Analysis R > 0 R > 0 R > 0 R ≡ 0 R > 0 R > 0
R > 0
R ≡ 2

For example, consider the array:

{4, 3, 4, 3, 2, 5, 5}

The first occurrence of each value is coloured blue and second occurrence of each

value is coloured red. Let us perform a “find” operation to find the number that

occurs just once. For our operation, we will store the result in variable “RES”,

which is initialized to zero. Hence, for each array element X, we will perform the

operation RES = RES ⊕ X. Table 2 shows the result and analysis after each

iteration of the above operation.

Looking at Table 2, we can assume that after the 4th iteration, it is sufficient to say

that array elements from index 0 to index 3 appeared twice. Similarly, we can also

assume that after the 4th iteration, we are back to the initialized value of RES, thus,

we can say we are starting a new set of ”find” operations on the 5th iteration.

Revisiting the original question, if we divide the array into two separate arrays,

one consisting of values with blue colours (first occurrence) and the other consisting

of red colours (second occurrence), it will give:
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ArrayA = {4, 3, 2, 5}

ArrayB = {4, 3, 5}

If we state,

for each value ”Y ” in ArrayA and value ”Z” in ArrayB, find the value in the longer

array, which does not appear in the array with the smaller length,

this will involve iterating both arrays ”N” number of times and performing the op-

eration

RES = RES ⊕ ArrrayA[N ]⊕ ArrayB[N ]

were ”N” is the length of the longer array. Hence, this operation will give the same

result as in Table 2. We can conclude from Table 2 that at any point RES ≡ 0, it

is sufficient to say that all values from the beginning of the array till that point has

occurred twice.

4.3.2 Module Description and Algorithms

The OPPS module sits at the outgoing interface between each middlebox and the

switch as shown in Fig. 11. When a packet is forwarded to a middlebox, it is

processed by the middlebox and then goes through the OPPS module. The OPPS

module is the module that performs the bit manipulations on the middlebox header

fields. Its functions include updating middlebox header fields, deciding when it is

sufficient to implement an action, and to implement an action.

The Rule Composer module composes flow rules, which are proactively installed

on the switches and used for packet forwarding.
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When a packet first enters the middlebox island, it is forwarded to the first ingress

network unit whose specific function is to introduce custom header fields between the

IP header and the transport layer header. The packet is then forwarded to the

next middlebox on the topology (that is contained in the subscriber’s policy chain)

irrespective of the middlebox’s position in the policy chain. The middlebox processes

the packet and decides to either drop or forward it. The decision made (“action”

in Algorithm 1), the packet and the middlebox identifier5 are passed to the OPPS

module. In the OPPS module, these fields are received by the PacketHandler and

are passed to the UpdateHandler as in line 5 of Algorithm 1. In the UpdateHandler,

the middlebox identifier is used to retrieve the middlebox’s category which is either

“0” or “1” (line 3 of Algorithm 2). Operation “IndexOfLeastSignificant1bit” is used

to find the index of the least significant 1 bit in the bit mask (note, there is only

one bit having the value of “1” in the bit mask; the rest have “0” value) as in line

5 of Algorithm 2. The category and action are left shifted by the index (lines 6,

7) and set by appropriate bit operations (lines 8, 10) to align with the index of the

least significant bit having value ”1” in the bit mask, while the middlebox bit mask

is XORed with the visited field in the packet header and updated in the header (line

9). Actions of middleboxes that are passive with respect to the life of a packet in

the network (i.e. middleboxes whose bit positions in the BMNFC field are set to 0)

are implicitly assumed to be “forward” and are encoded as 0 in the BMNFA field.

Similarly, middleboxes whose actions include dropping a packet (i.e. middleboxes

whose bit positions in the BMNFC field are set to 1) are encoded as 1 in the BMNFA

5The middlebox identifier is a locally unique name assigned to a middlebox on start up based
on its position on the topology. This locally unique value can be formulated or retrieved by the
middlebox or the OPPS module from a topology database. In our implementation, the identifier
equals the bit mask of the middlebox on the topology (“maskOFNF” in Algorithm 1).
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field for a “drop” action and 0 for a “forward” action. It is important that these field

operations happen in deterministic time intervals that are always of the same value

i.e., O(1) or are of near constant time as they could have severe impact on the overall

latency and jitter experienced by the system. In the algorithms, these operations are

performed using mod(2) arithmetic.

Once the update is done, the OPPS module checks if such update is sufficient for

a decision to be implemented using Algorithm 3. To be “sufficient for a decision to

be implemented” means that, for a packet at a particular location on the topology, a

minimum ordered set of consecutive service functions in the policy chain must have

been visited. Hence, if it is sufficient to decide, then we make a decision whether

to drop or forward the packet based on the BMNFV, BMNFC and BMNFA fields,

as in Algorithm 4. The Action Implementer (Algorithm 5) finally implements the

action, which is either drop or forward. This works within the scope of stateless

policy chains because we only care about two outcomes - either the packet “lives”

(transformed, modified, or remains untouched) or “dies” (gets dropped) within the

middlebox island. One of our goals is to ensure that the SLA is followed and that a

packet would not visit a middlebox it was not supposed to visit.

4.4 Sample Walkthrough

Different subscribers have different needs, and request that packets traverse some or

all middleboxes in a different order. We will consider an example of how a malicious

packet gets dropped in the network only after achieving the minimum requirement

that satisfies its service level agreement. Consider an enterprise that hosts services

and servers for subscribers with a chain of middleboxes deployed on the topology
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Table 3: Middlebox actions and header values from Sample Walkthrough (Section ).

Row

label
Description

Field value after visiting middlebox

A B C D

1 Middelbox category c = 1 c = 1 c = 1 c = 0

2 maskOfNF (in Algorithm 1) MA = 1000 MB = 0100 Mc = 0010 MD = 0001

3

Packet fields

(BMNFA/NFC/BMNFC ) equivalent to

(actions / counter / category)

in Algorithm 2

0000 / 1 / 1000 0100 / 2 / 1100 0101 / 3 / 1100

4
Packet field visited, V before = Mx ⊕ V initial

x ∈ {A,B,C,D}
1000 1101 0100

5

V after = V ⊕ orderedListOfNFs[counter]

orderedlistOfNFs = [MD,MA,MB]

in Algorithm 3

V initial = V after from previous column

1001 0101 0000

6

if it is sufficient to decide then

make decision, implement decision

else forward
.

V after > 0 :

decision:

Forward

V after > 0:

decision:

Forward

V after == 0 :

decision:Drop

B is Category 1

and says Drop

in the order A,B,C,D. Subscriber Z wants packets to traverse the middleboxes in

the order D ⇒ A ⇒ B. We present Table 3 to illustrate this example with the

corresponding results obtainable using the algorithms listed. The first column shows

the row labels to denote the action sequence in the OPPS module, the second column

shows the descriptions of actions and fields, and the remaining columns A, B, C, D

show the values at each middlebox.

A walkthrough of a malicious packet detected to be dropped by middlebox B

would mean that the packet passes through the Attach Header network function (as

in Fig. 11 and Fig. 26), which marks the entry point of a packet in to the middlebox

island. The Attach Header network function inserts an empty field label between the

IP layer and the transport layer field label6. The packet is then forwarded to the first

6The idea behind this empty label is to have a field that the OPPS algorithms can store and
retrieve values from across middleboxes
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middlebox on the topology (in this case middlebox A) that is also listed in the policy

chain7. At middlebox A, the packet is processed by the middlebox, the verdict of the

packet is passed to the OPPS module and the action, counter and category fields are

updated with values on row 3 of column A. The mask of middlebox A on the topology

(MA) is given as 1000, thus, the visited field is updated by a XOR of this mask with

the visited field itself. All these update operations are done with Algorithm 2. We

note that, the visited field has the same bit size as the action and category field,

and it is initially set to zero. After updating the fields, we check whether we have

satisfied a minimum consecutive portion of the policy chain. This operation is shown

in row 5 of table 3 as a XOR operation between the visited field and the mask of

the counter -indexed middlebox in the ordered list of masks that make up the policy

chain. This is done by Algorithm 3 (Lines 7 and 8). We use the XOR operation so

that when a service function in the policy chain has been visited on the topology,

the bit position of the middlebox in the BMNFV field will be masked out (set to

0). In row 6, the returned value (V after) of Algorithm 3 is passed to Algorithm 4

and a forward decision is made (table 3, row 6 - column A). Thus, after the packet

goes through row 1 to 6 of the column for middlebox A, the packet is forwarded to

middlebox B. Middlebox B detects the packet as malicious and the cycle (row 1 to 6

of column for middlebox B) is repeated but because the value of the BMNFV field

(V after) is greater than 0, therefore, it is not yet sufficient to decide (i.e., the criteria

to execute Algorithm 4 has not been satisfied). Hence B forwards the packet to D.

In D, the cycle is repeated and the module checks if the BMNFV field equals 0. It

is observed that the XOR of the visited field with the first 3 middleboxes’ bit mask

7We note that packet routing at the switch is carried out using subscriber specific flow rules
created by the controller



CHAPTER 4. ONE PASS PACKET STEERING 49

in the policy chain and the first 3 middleboxes’ bit mask in the service chain is now

equal to zero. Hence the requirement that a minimum ordered set of middleboxes in

the policy chain must be visited before a packet can be dropped, has been met and

the packet is dropped.

Now let us consider another scenario for the same subscriber still maintaining the

same policy chain. We recall that the policy chain specification for this subscriber

is D ⇒ A ⇒ B. In this case, let middlebox A detect the malicious packet on the

topology. Clearly, if we are to proceed with the Algorithms as listed, then the packet

would visit middlebox B before reaching middlebox D when it has already been

marked for a drop, thus, resulting in inefficient traversal of the middlebox. Also, the

service level agreement is violated. Recall that we are more interested in dropping

packets efficiently, because as long as a packet constitutes legitimate traffic, it will

traverse the required middleboxes specified in the policy chain. Since the middleboxes

do not affect the results of middleboxes down the service chain, we can go through

the service chain, traversing middleboxes out of order. Therefore, as a principle,

if we must keep moving down the service chain when middlebox A says drop, we

should only traverse middleboxes that come before A on the policy chain. Hence, this

violates that principle. To see a simple example of what could result from visiting

middlebox B, assume middlebox B is of category 0 and perhaps it computes statistics

using packet information from legitimate traffic only; therefore, with the OPPS, the

computation results of middlebox B will be wrong. This puts a challenge on OPPS

and in section 6.3, we explore a way to overcome this.



Chapter 5

Setup and General Evaluation

In this Chapter, we describe our emulation environment and discuss in detail how we

implemented our Service Chaining test bed in Mininet to support OPPS. We further

evaluate the performance of the OPPS Module and examine its impact on latency.

Finally, we look at some challenges with OPPS.

5.1 Experimental Setup

Our emulation was done using Mininet running in a virtual box virtual machine, on

a PC having an Intel core i5 2.6GHz processor and 8Gb random access memory.

5.1.1 Mininet Overview

Mininet is an emulation software used for building prototypes and analysing real

network scenarios [31]. Mininet uses Linux containers to emulate switches and hosts,

which can collectively be referred to as nodes. To interconnect nodes, Mininet creates

virtual interfaces on nodes and uses Linux bridges to connect nodes and thus emulate

50
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links. These links can be fine tuned through the Mininet API to set network link

characteristics. Since Mininet is a network emulation tool, it uses real packets. Also,

prototype networks built in Mininet can be tested using real network testing tools

like Iperf and Ping commands.

5.1.2 Preparing Test Environment in Mininet

By default, Mininet does not support deployment of middleboxes. However, if one

thinks of middleboxes as a piece of code or program running within a node that

receives a packet on one interface, processes it, and pushes it out the other interface,

one can implement an environment that supports the deployment of middleboxes.

In our setup, middleboxes were emulated with custom Python scripts implementing

different processing functions, running within Mininet hosts, and having the capability

to process and forward packets sent to them. The ease of implementing and deploying

extra custom functions, using real packets and real network testing tools to analyse

network traffic makes Mininet a good choice to test the performance of OPPS.

By default, when a packet is sent to a network interface, it is checked upon its

arrival at the interface for whether its destination MAC address matches that of the

machine or node. If it is a match, then the packet is passed up the stack from the

IP layer to the higher layers and eventually to the corresponding application layer

for further checks and processing. If the packet is not a match, then the packet is

discarded at the network interface. In our setup, whenever a packet is sent to a

destination, we use flow rules to steer the packet through the appropriate middlebox.

Note that flow rules do not necessarily have to use MAC addresses to steer packets.

For instance, when a packet destined for a server arrives at the NIC (Network Interface
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Card) of a node running a middlebox script, since the destination address of the

packet does not match that of the middlebox, the middlebox is supposed to drop

it. However, that is not what we want. We want the middlebox to be able to

read the packet, process it and possibly forward it. To achieve this, one of the

fundamental and low level ways to do this is to set the interface to “promiscuous”

mode. When an interface is set to promiscuous node, it reads all packets arriving on

its interface [32]. When the interface is set into promiscuous mode, the socket library

API (available in major programming languages like C/C++, Java and Python )

can then be passed parameters to enable the socket read raw ethernet frames from

the NIC. Another way to achieve this is to use the libcap library available in C or

alternative libcap wrappers available in other major languages. Since our development

is done in Python, which typically aids fast prototyping and testing, we used a robust

higher level open source Python library known as Scapy [33]. Internally, Scapy wraps

the low level Python socket APIs to give a more robust high level API, and has the

ability to set a port into promiscuous mode ready for sniffing. Thus, we used Scapy

for capturing, manipulating and forwarding raw packets in each Mininet host.

We note that the entirety of our setup was implemented in a virtual environment

on a private machine. The process of reading frames using any of the methods de-

scribed above involves routing packets from kernel space to user space, which takes

CPU cycles. Moreover, Scapy itself takes some time to process and parse packets,

however, these concerns do not affect the outcome of our results since we evaluate

the relative performance of two technologies (OPPS and the redundant model) imple-

mented using the same library and the performance of the implemented algorithms

(which are independent of the library and the kernel to user space routing of packets).
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When forwarding packets out of a specific interface, Scapy tends to create a new

socket for each packet sent out of the interface. This creates unnecessary and unpre-

dictable delays. To overcome this, we create a single raw socket that can be used to

push out packets from the OPPS module to the switch.

To connect a middlebox to a switch, we use two interfaces on the switch and on

the middlebox. The reason is that since a packet sniffer (Scapy program) sits on

one interface, sniffing all packets crossing the interface, relaying the ”sniffs” to the

middlebox program, pushing out the same packets to the connected switch through

the same interface creates a loop in the sniffer. The end result is a continuous sending

of the same packet. To overcome this, we separate the incoming interface on the

middlebox with the outgoing interface on the middlebox. Thus, the sniffer sniffs

packets on one interface, designated as the incoming interface, while the packets are

sent out through the second interface, i.e., the sending interface.

Scapy also provides an interface for constructing custom headers and APIs for

manipulating packets. Hence, its robust, self-explanatory documentation and self-

contained APIs makes it a good choice in our implementation.

5.1.3 Preparing Nodes for End to End Connectivity with

OPPS

The typical size of MTU (Maximum Transmission Unit) over ethernet is 1500 bytes.

This means that the maximum allowable frame over all the switches on our network

in Mininet has to be 1500 bytes at most. However, when generating packets at the

hosts, there are tendencies to generate frames whose size is equal to the size of the

MTU, especially when doing bandwidth testing with the Linux Iperf tool. Since hosts
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can generate frames with size equal to the MTU, if proactive measures are not taken,

unwanted effects could result at the first network function that attempts to attach

the extra middlebox header.

Recall that in our setup described in the previous subsection, we introduced Scapy

to help sniff raw frames and also inject raw frames back into the network. Thus, when

we attach the custom header of 8-byte size and attempt to inject the raw frame back

into the network, the frame would be clearly larger than the MTU size of the data

link layer, resulting in unwanted effects, which typically include breaking the service

function program running in the Mininet host.

Is fragmentation an option? What if we manually fragment this packet and attach

the header to each fragment before resending. Clearly, this option would warrant

unnecessary complexities like recalculation of fields in the original packet header. If

we all allow the kernel to take care of fragmentation, then we will lose the option of

having the header on the two fragments, so this approach is also not ideal.

To resolve this matter, we lower the MTU size on the sending host to 512 bytes

while every other node’s virtual NIC keeps an MTU size of 1500 bytes. This will

allow the packet to freely pass through the network even when the middlebox header

is attached. In production environments, a more appropriate alternative would be

to set devices within the controlled environment (e.g., data center) to allow jumbo

frames since access to the host or client may be futile.
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5.1.4 Summary

We used the POX [34] controller to communicate with the network switches. The

controller interacts with extra modules to formulate appropriate rules that are in-

stalled in the switches. The OPPS module, which contains these algorithms (written

in Python), acts on the packet when it is in the outgoing interface of the middlebox,

as shown in Fig. 11. In our work, each middlebox is extended with the OPPS module

at the outgoing interface. Fig. 26 shows a sample work flow setup in Mininet.

5.2 On Emulator Evaluation

In addition to the capabilities of Mininet discussed in section 5.1.1, Mininet has

the ability to support large topologies with over 1000 hosts [35]. It has been re-

ported in [35] that Mininet uses a memory of 102 Mb for a Fat tree topology with

54 hosts and 45 switches, and 112 Mb for a Linear topology of 100 hosts and 100

switches, with approximately 1 minute setup and stop times for both topologies on

a 2.4 GHz intel Core 2 Duo/6GB MacBook Pro. In our laptop, 2 Gb memory and

1 processor with an execution cap of 100% was allocated to the Mininet VM in Vir-

tual Box. The Virtual Box process uses an average of 70 Mb memory and 13% of

the CPU processing power of the laptop when Mininet VM is running. On observ-

ing child processes of the Mininet emulator while executing a “pingall” command

on a linear topology of 100 hosts and 100 switches, we note that the controller uses

an average of 5% CPU processing power of the Mininet VM, while the host and

switch processes takes less than 0.8% of the allocated memory and 0.3% CPU power

of the Mininet VM. However, we note that a process associated with the switch
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(“ovs-vswitchd unix:/var/run/openvswitch/db.sock”) takes an average of 1.9% of the

allocated memory and an average of 45% of the CPU processing processing power of

the Mininet VM. We also note that the effect of other background processes could

impact the performance of the emulator, hence, we try to minimize this impact by

closing other user space processes (applications) when running our experiments.

One of the limitations of Mininet is the lack of a guarantee that a packet will

be scheduled promptly and at the same rate by all switches [35]. Since Mininet

“puts” a network in a single computer, and network components are represented

as separate processes scheduled and multiplexed in time on the CPU to carry out

network functions [35], there is the possibility of affecting large scale emulations that

are intended to measure time sensitive parameters using simultaneously generated

traffic from different hosts. For this, we generate traffic that tests the parameters of

different scenarios (policy chains) separately. We note that neither, the topology and

middleboxes, nor routing flow are modified during the test. Hence, the network was

configured from the start to handle traffic for different scenarios, both in the OPPS

and the redundant scheme.

To ensure a good working condition for our environment and the accuracy of our

results, we manually checked for end-to-end connectivity, correctness of our custom

scripts and the policy chains deployed, before carrying out evaluations. We performed

this manual testing by testing each individual unit test on the correctness of the

custom scripts as well as by injecting labelled (good and bad) traffic in our network

and verifying that the outputs were the expected ones.

In summary, for the purpose of our experiment, we believe Mininet is conservative

in terms of memory usage, has reasonable CPU performance, gives us the flexibility
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to use real packets for emulation, has a large Open source support community, and

offers a platform that allows us to create, customize, deploy and debug real code and

network emulations.

5.3 Evaluation of OPPS Performance

We evaluate OPPS by measuring the average end-to-end delay for different numbers

of service functions (middleboxes) and different arrangements. We extend the mo-

tivating example in Section 1.2, i.e. we assume that a service provider provides 8

middleboxes labelled A to H on a linear topology. For simplicity, the middleboxes on

the topology, lettered from A to F, are ordered lexicographically.

To benchmark the performance of OPPS, we adopt the definition of optimality

used in Slick [2] as our ideal scenario. Optimal (as used in Slick [2]) means that ev-

ery middlebox exists at each switch such that each subscriber’s policy chain can be

satisfied in one pass without needing the custom header or the OPPS module opera-

tions. We refer to this ideal scenario as the Redundant model due to the redundancy

employed in satisfying different SLAs.

5.3.1 OPPS Module Performance and Latency

To test the one direction end-to-end delay between two nodes in a network, the ideal

scenario is to set and synchronize clocks on the two end nodes such that, just before a

packet leaves a node, the timestamp is placed on the packet, and as soon as the packet

is received by the second node, time stamp is taken at the second node. Clearly one

major challenge with this approach is ensuring high accuracy in clock synchronization
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on the two end nodes. An alternative approach used in estimating the end-to-end

delay in the network is to use the Ping command, which uses the ICMP protocol for

measurement. This approach is used because the need for maintaining high accuracy

in clock synchronization between the two end nodes is eliminated. When a packet is

sent, it is stamped with the current time. When it is received back by the sending

node of the ping packet, the node measures the difference between the current time

stamp and the time stamp when the packet was sent. Usually, this difference is split

evenly and the result of this split is taken as the end-to-end delay since it is estimated

that the time the packet takes to travel from point A to point B is approximately

equal to the delay occurring when travelling from B back to A given fair network

conditions in both directions. However, this is not always the case. For example, in

our scenarios, consider a packet going from point A to point B (e.g. source to server),

encountering middleboxes that take extra time to process the packet, whereas when

returning back to point A the packet does not go through middleboxes. Instead, it

goes straight from point B to A travelling only, through the switches. Therefore, the

end-to-end delay for each direction will be different.

Thus, does measuring round trip time justify the need for end-to-end delay ? We

aim to compare both the OPPS and the redundant model to find the overhead (i.e.

processing cost) required to use OPPS. The end-to-end delay is a component of the

round trip time and since the reason for measuring round trip time is to compare

two different models, whereby, for each of the models, the round trip time can be

modelled as:

T r
rtt = T r

A→B + T r
B→A + P r

B proc
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T o
rtt = T o

A→B + T o
B→A + P o

B proc

where T x
A→B = time to move from point A to point B using x (where x can be

OPPS “o” or the redundant model “r”)

TB→A = time to move from point B to point A

PB proc = time taken by node at B to respond back to node at point A

T r
rtt = total round trip time for the redundant model

T o
rtt = total round trip time using OPPS. We assume, T r

B→A ≡ T o
B→A and

P r
B proc ≡ P o

B proc

The end-to-end delay for both schemes can be modelled as:

Tend-to-end = T x
A→B

where Tend− to− end = actual end to end delay measurement

T o
A→B − T r

A→B = processing cost

therefore T r
rtt − T o

rtt = processing cost

Hence under the validity of the made assumptions, the round trip time can be

used as the basis of comparison instead of actual end-to-end delay.

As mentioned, to acquire the round trip time measurements, we use the ping

command. For each length of policy chains in the range 2 to 8, we pick a subset of

service functions and vary their arrangements to emulate different subscriber policy

chains (as shown at the perpendicular axis (y-axis) of the graph displayed in Fig. 13).

For each arrangement we measure the round trip time of 100 ping packets and plot

the average RTT and the 95% confidence interval. In Fig. 13, we refer to a policy
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chain group as a group of policy chains formed by permutations8 of the same service

functions. For example, we have 3 middleboxes, A, B, C, among the middleboxes

in the topology. A sample policy chain A → B → C is expressed as ABC (see Y-

axis of Fig. 13). Other permutations - but not the only - of these service functions

include CAB and BCA. Fig. 14 shows the impact OPPS has on the average RTT

versus the number of service functions on the path, as well as how it compares with

the redundant model. We expect that under normal network conditions, RTT values

for policies within each policy chain group will be similar since the RTT value for

each policy in the group comprises the sum of the processing cost of the middleboxes

(summation is a commutative operation) and the end-to-end link delay. We assume

the end-to-end link delay property is constant since all policies use the same link.

We also expect that as the length of the policy chains across the policy chain groups

increases for both schemes, the RTT values will also increase due to extra processing

cost from policy chains with extra middleboxes.

In our results, it is observed that when a group of service functions that make up

a policy chain are re-arranged to form different policy chains, they generate latencies

that are comparable as shown in Fig. 13(notice the overlapping confident intervals).

It is also observed that in both schemes, the average RTT increases as the number

of middleboxes in the policy chain increases, in a seemingly linear fashion as shown

in Fig. 14. The linearity observed in the redundant model is simply as a result

of extra middlebox processing and the extra link path as the policy chain length

increases. Whereas, in the OPPS scheme, the linearity is the result of the extra cost

8We measure the round trip time of all 6 permutations of a policy chain group containing 3
middleboxes, and observe they all have overlapping confidence intervals as expected, so we show 3
in our results. Due to the length of time in running emulations for all permutations greater than 3,
for subsequent groups, we select, run emulations and show results for 3 permutations.
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in the redundant model plus the cost of extra OPPS processing modules. To further

explain the linearity observed in OPPS scheme, we provide a runtime analysis of

our algorithm. With Algorithm 4, the processing time for the OPPS module at a

middlebox is O(k) where k is the number of middleboxes in the policy chain. Thus,

for k middlebox, the total OPPS module processing time across a policy chain will

be O(k2). By optimizing Algorithm 4 as commented in line 14, the total run time for

the OPPS module across the policy chain is reduced from O(k2) to O(k).

In our experiments, we observe that the difference between the graph for the

OPPS and the redundant scheme (see X-axis in Fig. 14) is fairly constant. This

difference accounts for the extra processing time incurred by OPPS while processing

packets. We note that the major difference between the redundant model and the

OPPS model is the OPPS algorithm (which constitutes the OPPS module). Hence,

the average time difference corresponds to the time it takes to run the the OPPS

algorithm on a middlebox. This time difference does not imply a fixed value for the

algorithm runtime, however we provide it as evidence of the behaviour of OPPS in

our evaluation. We expect that this time difference can be improved by writing the

OPPS algorithm in a compiled language.

5.3.2 Flexibility and Efficiency

Flexibility relates to the ease by which we can modify our topology, add or remove

middleboxes, and still have a functional network with all SLA policies met. In our

work, we do not implement a dynamic handler to observe changes as this an implemen-

tation task. One way to implement this is to have module that listens to file updates

or changes and then trigger other modules to read and process the new changes.
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Figure 13: Latency measurements for groups of policy chains using OPPS.
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Figure 14: OPPS module performance compared to the redundant model.
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Table 4: Table showing labels and corresponding middleboxes arrangement for the
different policy chains in Fig. 13.

Number Policy Chain

P 1 C D

P 2 A H

P 3 H A

P 4 C A B

P 5 A B C

P 6 B C A

P 7 F H C B

P 8 H B F C

P 9 B C H F

P 10 A F H B C

P 11 F B C A H

P 12 B C H F A

P 13 B C A E G H

P 14 H G B C E A

P 15 E B A C H G

P 16 H F C G A E B

P 17 E C A B F H G

P 18 A G F C B H E

P 19 H D F C A B E G

P 20 H A C B F H G E

P 21 B C A H F G E H

However, when a change occurs in the topology or SLA, only three components need

to be updated.

• Category Database (MB Properties in Fig. 11) - This contains a list of all

middleboxes on the service chain and their corresponding category. From this
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list, each middlebox retrieves and sets its category in the BMNFC header as in

lines 3, 7 and 8 of Algorithm 2.

• Topology Database (MSM DB in Fig. 11) - This contains an ordered, level-

indented key-value pair representation of the topology, similar to the YAML

serialization language [36]. The MAC addresses of switches are the keys and

the masks of middleboxes are the values. A sample of the topology script is

given in Fig. 15.

S c r i p t Desc r ip t i on : |
Switch Mac − Middlebox |

Bit Mask on | Middleboxes
S e r v i c e Chain |

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
00000001 − 100 | FW

00000003 − 010 | DLog
00000005 − 001 | TL

00000002 − 100 | FW
00000004 − 010 | TL

00000006 − 001 | DLog

Figure 15: Sample topology script for Fig. 18 in Chapter 6 showing configuration for
source (core) to destinations (S1, S2 and S5).

• SLA configuration for affected clients - This means updating the SLA database

(from Fig. 11) of subscribers that request a new service or remove an old service.

To solve the efficiency problem, which involves traversing unnecessary middleboxes,

The controller reads information from the configuration databases and uses the cus-

tom modules (see fig 11) to formulate subscriber specific flow rules for packet for-

warding. Hence, only switches with middleboxes contained in a subscriber’s policy

chain will have flows to middleboxes matching the subscriber.
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5.3.3 Challenges

Here, we present possible challenges when applying OPPS in real networks.

Representation and Implementation: In our work we use 16 bits in the middlebox

header to represent middleboxes in the topology. However, it is possible that some

networks may have more than 16 middleboxes in their policy chains, or a single

service chain in the middlebox island consists of more than 16 middleboxes. For such

cases, the 16-bit header is insufficient. To address this problem, one could explore

dividing the islands into contiguous sets of islands or consider increasing the size of

the header fields. We also note that OPPS deployment will require changes to the

implementation of middleboxes.

Violation: For a single service chain hosting groups of policy chains with three or

more service functions, OPPS can cause violation of the SLA. This places a constraint

on how policy chains can be grouped on service chains. An example is given in Section

6.3.1.

Placement: The problem of determining the optimal policy chain consolidation or

the number of policy chain that can be grouped on to one service chain given a limited

number of resources(middleboxes) involves middlebox placement optimization. This

optimization problem is left as a future work.

Stateful Policy Chains: There are common middleboxes in service provider net-

works (for example NAT), which have the capability to affect the results of other

middleboxes down the service chain. This issue is outside the scope of our current

work. In our work, we only consider stateless policy chains. Further investigation can

however be done using the FlowTags [6] and [17] technique.
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In the next chapter, we will discuss how to overcome these challenges and adapt

OPPS to Software Defined Data Centers (SDDC).



Chapter 6

Consolidating Policy Chains in

SDDCs

6.1 Background

Typical data center architectures are built based on the fat tree topology [37, 3]. A

simple fat tree topology is shown in Fig. 16. One advantage of data center topologies

based on the fat-tree topology (also referred to as the Clos network) is the ability to

leverage inexpensive commodity hardware for switching elements and the ability to

find alternate paths to connect two end hosts on the topology [3].

6.2 Related Work

With extensive research ongoing in service chaining techniques [2, 9, 7, 26, 21, 27,

38, 8, 24, 28], and in data center technologies [39, 37, 3], service chaining targeted

for software defined data center has received some attention [40, 41, 25]. This make

67
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sense since service chaining techniques focus on optimising network or service function

parameters across two end nodes or across several links while data center techniques

tend to focus on effective management and running of data centers. However, it is well

understood that solving such service chaining problems end-to-end or across links also

solves fundamental service chaining challenges in data centers. Still an unanswered

question in the domain of service chaining and software defined data center is; are

there packet steering techniques that can leverage the advantages of the software

defined data center architecture to achieve improved packet steering?

Core

Aggregate

Edge

Figure 16: A simple fat tree topology (adopted from [3])

6.3 OPPS for Software Defined Data Centers

Section 5.3.3 looked at the challenges of OPPS using a simple linear topology. The

motivation for choosing a linear topology is that the path between two points in a
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complex or simple network can be reduced to a linear path between those two points.

Although we identified challenges with the simple linear network, the question of how

to mitigate these challenges is yet to be addressed. In this section, we discuss how

to mitigate the challenges in a software defined data center. As mentioned in Section

6.1, a feature of data center architectures is the support for alternative routing paths.

Two more features that we can utilize to address the challenges are the knowledge

of the structure of the data center [37], as well as the locations of middleboxes in

the topology. Specifically, we investigate how this knowledge of the controlled envi-

ronment of an SDDC can be utilized to mitigate the challenges described in Section

5.3.3.

6.3.1 On SLA Violation

Let us consider a scenario where OPPS fails and examine how OPPS can leverage the

nature of SDDC environments. We have a service chain comprising of 3 middleboxes

(Fig. 17): a firewall (FW ), a deep packet inspector with logging capability (DLog)

and a traffic logger (TL). Assume that we have five policy chains, labelled as scenarios

in Table 5, to be deployed on this service chain. By examining the policy chains, we

see that with OPPS, scenario 1 is not compatible with the service chain, however

scenarios 2 through 5 can be deployed using OPPS.

The reason is that, on examining the policy chain in scenario one, the TL is

expected to log all flows to the destination before reaching FW. The FW is expected

to drop the unwanted flows and the DLog is expected to inspect, log good flows and

drop malicious flows. Hence, the DLog is only expected to see flows that made it

through the FW. However, with OPPS deployed on the service chain topology in
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FW DLog TL

Source Destination

Figure 17: A typical single service chain that violates full consolidation of the policy
chains listed in table 5.

Scenarios Policy Chain Redundant OPPS Hops Destination (in Fig. 18)

1 TL → FW → DLog 3 3 S5
2 DLog → FW → TL 3 3 S4
3 TL → FW 2 2 S3
4 FW → TL 2 2 S2
5 DLog → FW 2 2 S1

Total Number of Middleboxes 12 5

Table 5: Table showing summary of minimum number of hops and switches used in
achieving the service level agreement for different policy chains.

Fig. 17, packets would have to traverse the firewall first. The FW marks unwanted

packets for drop but does not drop the packets because, on the policy chain, it needs

to visit the TL before any drop can be made. Hence the packet is forwarded to the

next service function on the service chain, which also exists on the policy chain. This

service function from Fig. 17 is the DLog option. The DLog inspects, logs and marks

packets for dropping but, a drop is also not made because in the policy chain, the TL

needs to be visited. Finally, the packet is forwarded to the TL which logs the packets

and then the OPPS module drops unwanted traffic. Clearly, this violates the intent

of the policy chain in scenario one, and the net result is that the DLog logs both,

wanted and unwanted traffic as well as the TL.
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To overcome this limitation of OPPS in a data center, one can leverage the ad-

vantages of data centers described at the beginning of this section. Thus, we can

place middleboxes in such a way as to minimize the number of groups that can be

formed from consolidating policy chains and still maintain the SLAs. Then, group

compatible policy chains together and deploy them on a single service chain. In the

example considered, this would imply consolidating policy chains two to five on one

route and deploying policy one on another route. The net result would look as shown

in Fig. 18, which shows our data center topology with partial consolidation of policy

chains in Table 5. From Table 5, all policy chains in scenarios two to five will be

routed on the path coloured green, while the policy chain in scenario 1 will be routed

along the path coloured orange.

6.3.2 On Middlebox Representation and Implementation

In Chapter 5, section 5.3.3, we identified a solution for the middlebox representation

problem. As for implementation of OPPS, we accept that middleboxes would need

to be modified. Middleboxes need to be extended on the outgoing interface with the

OPPS module (as in Fig. 11) to support OPPS. This extension would also require to

modify how some middleboxes carry out actions on packets as described in Section 3.

6.4 Setup for SDDC Evaluation

We use Mininet to emulate a Software Defined Data Center topology. To evalu-

ate our adoption of OPPS in Software Defined Data Centers, we create our own

testbed in Mininet to support service functions. Our SDDC network contains two
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Path for policy
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Internet
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Figure 18: Overcoming limitation of OPPS in data centers.

core switches, four aggregate switches, and eight edge switches, as shown in Fig. 18.

The core switches and edge switches contain scripts that add and remove the custom
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header before and after middlebox operations have been performed on the packet,

respectively. All links were configured as bi-directional links with 1 Gbps bandwidth

capacity, 0 seconds link’s (signal) propagation delay, 0 packet loss and 1000 packet

queue size buffer. In implementation, we route raw packets from the kernel space

to user space, to enable processing by our custom middlebox scripts. We emulate

our DLog as a CPU intensive operation with an allocated fraction of the CPU at

0.6. the FW and the TL were allocated 0.3 and 0.1 respectively. We note that

due to our OPPS module implementation, which involves routing packets from ker-

nel to user space and by using the Scapy library, our measured parameters such as

throughput appear lower than the set link characteristics. This is expected and it

does not undermine the validity of our experiment since we use the same environment

when comparing the two different techniques (OPPS and redundant scenarios). We

emulate the redundant environment in a manner similar to the OPPS environment

except that no OPPS modules were used for the redundant scheme. We expect that

all the algorithms performed in user space will be included as kernel modules in real

environments.

In real environments, users are often connected to core switches through edge

switches and traffic statistics generated by aggregate users differ from statistics gen-

erated by a single individual. However, for our emulation and evaluations, nodes

(hosts) acting as clients from the Internet were connected to the core switches, and

nodes (hosts) acting as servers were connected to the edge switches. Each server has

a specific policy chain that packets must traverse as specified in Table 5. Middleboxes

built with custom Python scripts were attached as nodes to switches as shown in Fig.

18.
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Flow rules were proactively installed in the switches on startup (the Connec-

tion Up event in POX [34]) while the ARP traffic was resolved reactively (the Packet In

event in POX). The reason for installing the flow rules in a proactive way is that,

before packets traverse the network, policy chains must already be known and con-

firmed. Also installation of the flow rules in a proactive way will help save flow rule

formulation time.

It is assumed that policy chains do not change while the network is functional.

The problem of handling a change in policy chain while the network is running is not

within the scope of the current work.

Broadcast storms are characteristics of a typical data center network. In software

defined data centers, a possible way broadcast storms can occur is during ARP res-

olution at the switches. In section 6.4.1, we describe in detail how we resolve this

challenge.

6.4.1 Handling Layer 2 Traffic in Data Center Environmens

Forwarding Packets from Intelligent Devices

By convention, when a packet is being sent out of an intelligent device (i.e. a device

capable of running its routing protocol, which determines the next hop to forward a

packet; e.g. layer 3 switches and routers) reaches an interface for the first time, the

node checks the network domain of the IP address in the routing table and determines

if the packet should be forwarded to the gateway or another internal interface. If it

needs to be forwarded to the gateway, then the packet is passed down to layer 2

(ethernet NIC), which encapsulates the packet in a single frame. One of the frame’s

header fields is the destination’s MAC address. If the destination MAC address does
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not exist on the device’s internal ARP table, the device sends an ARP broadcast with

FF:FF:FF:FF:FF:FF in the frame’s destination address field, which is received by

all devices connected to the layer 2 subnet.

The Layer 2 Problem

In an SDN data center network, assuming that the device wishing to acquire the

MAC address of the gateway is a server directly connected to a switch (an Openflow

capable switch for SDN environment), the server would have to broadcast an ARP

packet to the switch. The switch will try to match the ARP packet to a flow rule,

and since it is the first packet, a flow miss will occur and the packet will be sent to

the controller.

With the default l2 learning that comes with the POX controller, which is not

configured by default to reply to ARP replies, the in-port of the ARP packet and

the MAC address will be learnt and stored in the port-to-mac address table in the

controller. However, since the controller does not have the mac-address to port map-

ping of the destination IP address, the controller responds with an openflow message

that directs the switch to flood the packet out to all switch ports except the in-port.

The intent of the openflow message is to get the mac-address to port mapping of

the destination IP-address at the corresponding switch. When a flow matching the

MAC address to port mapping of the switch has been found and installed, the switch

can then send out the ARP request through the appropriate interface. This cycle of

flooding, resolving the port to address mapping, and forwarding of the ARP request

packet, happens with every switch on the network that receives any flooded request.

The end result is that there is too much broadcast traffic and too many openflow
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buffer id errors in the network.

The Layer 2 Solution

To solve this problem, Portland [37] proposed a scalable and fault tolerant layer 2

routing and forwarding scheme for data center networks. The idea behind the scheme

is to enable easy insertion and removal of switches in the network. The intuition

applied in the scheme is to bridge the switches directly connected to end nodes with

a fabric manager. The fabric manager acts as a special layer 2 routing and forwarding

protocol. Thus, switches in the aggregate layer do not participate in forwarding layer

2 traffic and this helps achieve the desired plug and play effect for switches. We

apply this idea by implementing a mini-Portland to take care of layer 2 traffic in the

data center topology implemented in OPPS. In Portland [37], the edge switches were

also implemented to re-write MAC addresses, thereby achieving a loosely-coupled

network that is scalable. Implementing a full Portland is beyond the scope of this

work however, we do acknowledge the idea borrowed to take care of the layer 2 traffic

is applicable to our scheme.

6.5 Evaluation for OPPS Adoption in SDDC

6.5.1 Latency, Jitter and Throughput

To evaluate the redundant model and the OPPS model, we use the ping command

to measure round trip time (delay) and jitter (the packet inter-arrival time), and the

iperf command to measure throughput. To measure round trip time, we send 300

ICMP echo messages to the server at 1 second intervals. For the jitter, we calculate
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the packet inter-arrival time from echo responses. To measure the throughput, we use

the iperf TCP command with a default window size of 85.3 Kb to generate traffic for

a period of 1200 seconds. We note that the iperf TCP command measure achievable

TCP throughput in a link hence, it automatically adjusts the packet sent per second

based on the bottleneck bandwidth and the round trip time of packet, therefore the

traffic volume generated for each scenario varied for each 20-second interval. For all

scenarios, we repeat our measurement process five times and plot all corresponding

graphs using the average mean of our results and display the 95% confidence interval.

Fig. 19 shows the average round trip time of packets traversing the topology shown

in Fig. 18 from the source (internet) to the destination (any of the five servers) with

the policy chain requirements listed in Table 5. Similar to Fig. 13, we see that policy

chains with an equivalent composition of middleboxes have similar round trip times

for each scheme considered individually as explained in Section 5.3.1. From Fig. 20,

we conclude that for all 5 scenarios, the jitter composition of OPPS is comparable to

that of the redundant model. It can be seen that the 95% confidence interval of the

curves overlap for most of the points. In Fig. 21, the redundant model throughput is

higher than that of OPPS. This is expected since the redundant model is considered

as our ideal scenario (it has all middleboxes installed at every switch). Similar to

the round trip time, scenarios with similar and equivalent middleboxes in the policy

chain get the same throughput treatment with each scheme considered individually.
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Figure 19: Average RTT for the OPPS and the Redundant schemes, with a 16-bit
header when packet destination is Server Si (1 ≤ i ≤ 5).
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Figure 20: Packet jitter experienced by RTT corresponding to the OPPS and Re-
dundant models with a 16-bit header scheme when the packet destination is Server
Si (1 ≤ i ≤ 5).
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Figure 21: Throughput comparison between OPPS and the Redundant model.

6.5.2 Impact of OPPS

OPPS achieves its goal, which is to treat all subscribers using a similar and equal

number of service functions equally, irrespective of the order in which the service

functions may appear on the topology. However, to achieve this aim, OPPS introduces

trade-offs, which include:

• addition of a field label (8 bytes long for our experiment)

• addition of an OPPS module to each middlebox.

Intuitively, adding a field label will affect throughput, as seen in Fig. 21, where

the throughput of OPPS is not as high as the throughput of the redundant model.

However, the added field sub-layer is still open for improvement and shortening. For

example, if all subscribers in a data center had a maximum of four middleboxes in

each of their policy chain, then the policy chains can be grouped such that a service

chain would only comprise at most four middleboxes. In this case, it would make
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sense to reduce the size of the middlebox field label. This will in turn improve the

throughput. Fig. 22 shows a comparison between the round trip time of a scaled down

version of the header and the original version as shown in Fig. 12. In the scaled down

version, the BMNFC, BMNFA and the BMNFV are shortened from 16 bits each to 8

bits. Although no significant difference is observed in the round trip time due to the

overlapping confidence intervals, the throughput (as shown in Fig. 23) shows some

improvement when these fields are shortened to 8 bit for scenarios S1, S2, S3, S4, S5.

Another improvement in size can also come from computing some fields such as the

counter (NFC field) from the visited field (BMNFV) instead of appending them in

the header label. However this would be a trade-off between throughput and delay,

since computing the counter would incur its own delay.

The OPPS processing sub-layer added to each middlebox (Fig. 11) accounts for

the majority of the difference in the delay between the OPPS model and the redundant

model. The OPPS module and scripts have been implemented in an interpreted

language (Python) in our experiment and hence, offers more opportunity for runtime

improvement when implemented in a compiled language. Although the OPPS model

takes more computing time due to processing, Fig. 20 and Fig. 24 tell us that

the impact of the OPPS module on the packet jitter is comparable to that of the

redundant model, hence we can conclude that OPPS has low jitter impact on the

network.
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Figure 22: Average round trip time in OPPS using 8-bit header versus 16-bit header.
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Figure 23: Throughput comparison in OPPS using 8-bit header and 16-bit version.
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Figure 24: Jitter in OPPS using 8-bit header versus 16 bit header.

6.5.3 Benefits of OPPS

From the previous section, we see how OPPS can be further improved by taking

into consideration the specifics on the network and application deployment. In this

section, we will discuss whether OPPS is suitable for Software Defined Data Centers.

Table 5 provides a comparison between the number of middleboxes needed to keep

the service level agreement while maintaining a minimum number of hops when using

the Redundant model, and when using the OPPS. From the last row of table 5, we

see that OPPS significantly reduces the total number of middleboxes deployed (by

58%) while still maintaining the same number of hops as in the Redundant scenarios.

This is because OPPS requires only 5 middlebox deployments (as shown in Fig 18)

to fulfil the SLAs of S1 through S5. Similarly, in terms of round trip time and

throughput, shown in Figs. 19 and 21 respectively, OPPS and the redundant model

have similar patterns. We note that the Redundant model performs better than

OPPS in throughput and round trip time as explained in Section 5.3.1. From Fig.
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20, the jitter incurred in OPPS is also comparable to the jitter experienced by the

redundant model. This is one of the aims of OPPS i.e., to have little or no jitter such

that its impact on the network does not degrade network performance.

6.5.4 Discussion

As shown from Fig. 18, we see that OPPS can leverage the data center architecture

to bring about improved end to end delay and good savings on network resources.

As discussed in section 6.5.2, OPPS can be fine-tuned depending on usage, however

the general intent is that with OPPS, different subscribers can share the same re-

sources and still get equal amount of access to resources, while OPPS can utilize a

lesser number of middleboxes and achieve the same hop counts as a reference model,

which has been described in previous work as ideal, without violating the subscribers

policy chain. As the technique of OPPS is still a new concept, investigations on

how to support varying middleboxes remains future research. We believe a major

factor that has helped the integration of extra protocols like VLAN and MPLS to

the TCP/IP stack is the conformation of layer 2 and layer 3 network devices to a

standard irrespective of vendor implementation. It is this drive for conformation that

has allowed interoperability of layer 2 and layer 3 devices across vendors. Such stan-

dards or models do not currently exist for service functions, thus this will inhibit

the adoption of inventions relating to service functions. Moreover, the rapid shift to

software implementations and virtualization of network functions - evident in Arjun

et. al [39] with the use of “Fbflow” and load balancers - lack of a set out model

or APIs for service functions hinders the progress to create smarter service function

chaining concepts. This is because, with a shift to NFV or software service functions
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without a set standard, innovations related to service function chaining may have to

be heavily dependent on the operation of unique middleboxes. However, we envisage

that service chaining concepts like OPPS and Flowtags [6] could be readily adopted

by organizations operating large data centers that build, deploy and rely on their own

internal infrastructure stack.



Chapter 7

Conclusion and Future Work

7.1 Conclusion

This thesis introduces a new method for provisioning policy chains leveraging Software

Defined Networking. By building a service-function-aware framework and introducing

algorithms for middleboxes within the TCP/IP stack, we are able to enforce one pass

packet steering for a set of policy chains consolidated all in one chain.

In this work, we identify two service function categories, a category of service

functions that could drop packets (referred to with a category bit of “1” or simply

category “1”) along the service chain and a category of service functions that have

no tendency to stop the forwarding of a packet (referred to with a category bit of “0”

or category “0”). For this, we develop a packet steering technique that works when

the following cases holds.

A The policy chain conforms to the order of middleboxes on the service chain.

85
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B The service functions on the policy chain are of category “0”s only, and mid-

dleboxes on the service chain are arranged in any sequence.

C The service functions on the policy chain are of category “1”s and middleboxes

on the service chain follow the order in which the service functions appear on

the policy chain 9.

D Given that case C is maintained and the service functions on the policy chain

are a combination of category “0” and category “1” middleboxes. On the policy

chain, if there are category “0” middleboxes before a category “1” middlebox,

then the category “1” middlebox may come before these category “0” (the

reverse cannot happen) middleboxes on the service chain. When this occurs,

middleboxes that should come after the category “1” middlebox on the service

chain must be middleboxes of category “0” that appeared before the category

“1” middlebox on the policy chain. If middleboxes still exist on the policy chain

after the category “1” middlebox, then case A, B, C or D may be re-applied.

Thus, when a packet must continue traversing the service chain after visiting

a category “1” middlebox, it should visit middleboxes that come before the

category “1” middlebox on the policy chain before visiting other middleboxes.

For policy chains that fit in to the service chains of cases A, B and C, we note

that packets can be routed in one pass without OPPS and still maintain the SLA.

For Case D which can occur in multi-subscriber environments where subscribers may

have different middlebox arrangements in their policy chain, OPPS is required for

9We note that in virtualized environment, when a middlebox of category bit “1” and is consoli-
dated with a middlebox of category bit “0”, the outcome is a category “1” middlebox. For example,
a Dlog as used in the example in section 6.3.1.
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packets to be routed in one pass. Hence, OPPS works for linear stateless policy

chains deployed on service chains that conforms to any of the cases above.

We also examined the challenges of OPPS and introduced practical ways to over-

come these challenges, more specifically in SDDC networks. We carried out evalua-

tions of our new framework using proof of concept emulation built on Mininet and

showed with a fixed topology and different sets of policy chains containing the same

middleboxes, how the end-to-end delay and throughput performance of subscribers

using similar policy chains remain approximately the same. Also, we showed in our

results, that our OPPS module with O(k) processing time across a policy chain adds

low jitter to the network, can utilize lesser number of middleboxes and it achieves the

same hop counts as a reference model, which has been described in previous work as

ideal, without violating the subscribers policy chain.

7.2 Future Work

The act of consolidating policy chains into a single service chain and enabling a one

pass technique is a new idea and could benefit from additional refinement. Ideas for

improvement include:

• Enabling stateful policy chains using One Pass Technique.

• Exploring OPPS in VNF environment.

• Developing algorithms or strategies for determining optimal policy chain con-

solidation.

• Enhancement of the field labels to support unique tag identifiers and possible

header compression techniques.
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• Service chaining operations and standard routing operations are not mutually

exclusive, hence, there is need for a discussion on adopting a standard for service

chain headers that takes into consideration a general model, middleboxes must

follow.
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Appendix A

OPPS Algorithms

Algorithm 1: Handles all packets from the middlebox

1 /* "Packet " is the packet processed and passed down from the

middlebox */;
2 /* "action " is the result(drop or forward) from the middlebox */;
3 /* "maskOfNF " is the identifier of the middlebox, which is also

the middlebox bit mask */;
4 Function PacketHandler(Packet, action,maskOfNF)
5 Packet ←− UpdateHandler(Packet,action,maskOfNF ) ;
6 if isSufficientToDecide ( Packet ) then
7 decision ←− MakeDecision(Packet) ;
8 return ActionImplementer( decision,Packet ) ;

9 else
10 return Packet ;
11 end
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Algorithm 2: Updates actions at NF’s designated bit position.

1 Function UpdateHandler(Packet, action,maskOfNF)
2 /* "Packet : foo" indicates the value of field "foo" in the

packet header */;
3 category ←− CATEGORIES[maskOfNF] ;
4 /* "CATEGORIES" is a (key,value) pair of the middlebox

identifier (maskOfNF ) to middlebox category */;
5 index←− indexOfLeastSignificant1Bit( maskOfNF ) ;
6 action ←− action � index ;
7 category←− category � index ;
8 Packet :category ←− Packet :category | category;
9 Packet :visited ←− maskOfNF ⊕ Packet :visited ;

10 Packet :action ←− action | Packet :action ;
11 return Packet ;

Algorithm 3: Checks if part or all of SLA have been met

1 Function IsSufficientToDecide(Packet)
2 visited ←− Packet : visited ;
3 counter ←− Packet : counter;
4 destIP ←− Packet : destination;
5 orderedListOfNFs ←− SlaPolicies[destIP] ;
6 /* "SlaPolicies" is a (key,value) pair of subscribers

(identified by the destination IP) to policy chain */;
7 /* "orderedListOfNFs" is a list containing a bit mask of

middleboxes in the policy chain in order */;
8 mask ←− orderedListOfNFs[counter] ;
9 visited ←− visited⊕mask ;

10 Packet : visited ←− visited ;
11 Packet : counter ←− counter + 1 ;
12 /* Returns true if sufficient to decide else False */

13 if visited > 0 then
14 return False;
15 else
16 return True ;
17 end

18
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Algorithm 4: Makes decision by examining category and action bits

1 Function MakeDecision(Packet)
2 category ←− Packet :category ;
3 visited ←− Packet :visited ;
4 action ←− Packet :action ;
5 while category do
6 index ←− indexOfLeastSignificant1Bit( category );
7 category ←− category � index;
8 action ←− action � index;
9 /* Returns Drop if category is 1 and action is 1 */

10 if action then
11 return DROP;
12 end

13 end
14 /* Optimize by setting already examined category bits to 0 */;
15 return FORWARD ;

Algorithm 5: Drops or forwards a packet.

1 Function ActionImplementer(decision,Packet)
2 if decision is FORWARD then
3 return Packet ;
4 else
5 return NULL ;
6 end



Appendix B

Mininet Setup and Configuration

93



APPENDIX B. MININET SETUP AND CONFIGURATION 94

Figure 25: Sample RCM Config File Format.

Figure 26: Sample setup of packet flow for all subscribers
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