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Abstract

The aim of this research is to design the communications monitoring and control functionalities
of an energy-efficient, scalable system, capable of supporting robotic cleaning and fault
detection of photovoltaic panels, deployed in solar electric power generation plants. The
communication functionality is implemented by using a wireless sensor network (WSN)
deployed over the photovoltaic energy production plant’s area. The network is designed to
support the communication needs of static-sensing nodes as well as moving robotic units. It
transports sensing data and commands between end units and the monitoring and control entity
of the electric energy generation plant. Having robotic units replace humans in the cleaning
and inspection tasks not only reduces the operational cost of the plant, but also results in
increased energy production. Several innovations were necessary to achieve our objective,
which are presented in this dissertation. A working prototype of the cleaning robotic system
was built and tested in a solar power plant for a duration of 6 month The prototyping was done

in collaboration of Tipot technology.
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Chapter 1

Introduction

1.1 Background of Solar Power Plants

Use of solar energy for the production of electric power is a highly promising technology
for generating environmentally friendly (“green”) energy [39]. Judging from lessons learned
over the past several years by studying deployments of solar electrical power generation plants,
it is a financially sound technology that should be included in the development of sustainable
power-generation infrastructure [39]. In 2019, approximately 131 TWh of electric power were
generated by the existing solar photovoltaic (PV) infrastructure [39], which corresponds to a
22% increase in the yearly global solar PV production during 2018. This boosted the global
solar PV generation capacity to 720 TWh, as per the International Energy Agency (IEA) [39].
Figure 1.1 illustrates the solar PV capacity from year 2000 to now and the prediction of the
development of solar PV capacity from 2025 to 2030 [39]. Exponential growth is evident in
the production volume of solar energy, and it could reach capacity at the range of 3,268 TWh
by 2030. Figure 1.2 illustrates the trend for each renewable energy development 2000. It can

be seen that solar PV generation has become more and more important in the renewable energy

1



category.

Solar energy is clean, but it is not free. The installation of a solar electric power generation
plant costs a significant amount of money, depending on the site’s location and size. For this
reason, the specific location of a solar electric power generation plant must be selected carefully.
Most of the large-scale solar electric power generation plants are located in remote, open areas
lacking co-location of major obstructions that could block sunlight. Another important
consideration is that solar electric power generation plants in low-altitude areas are more
productive, as the sunlight falls almost perpendicularly on the panels and there is less solar
elevation angle change through the year, which ensures that the power production is rather even.
For maximum efficiency, many power plants are located near the equator where there is strong
direct sunlight exposure all year long. Additionally, unless the panels are equipped with
automatic tracking capability of sun’s location, the solar panels need to be installed with a small

inclination angle or be placed flat to better face the sunlight.
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FIGURE 1.1 Solar power generation for the period of 2000 to 2030. (In TWh) [40]

17 500

sas

15 000

12 500

10 000

5000

2500
W EE . S S== Essssnnnnifii I =
S S AR A A S AP
o N \) N N N N N aG 11 v s o
P P q@k S S R S S S S S S S
Ocean ® C5P Geothermal @ Bioenergy Solar PV Offshore wind Onshore wind Hydropower

FIGURE 1.2 Renewable power generation growth by technology for the period 2000 to 2030. (In TWh) [41]

1.2 Detection of Soiling Loss and Solar Panel Defects

Most solar electric power generation plants, particularly the large-scale ones, are facing
the following major challenges in their daily operation and maintenance (O&M).
1. Soiling losses
Soiling on a solar panel—such as bird droppings, lichen growth, dust clouds, and dirt
buildup—can cause significant power generation loss [42]. Solar electric power
generation plants tend to be located in areas where soiling levels are often heavy.
Because most plants are built in remote places that lack trees or buildings (to maintain

a high level of sun exposure), with some of them even deployed in deserts, the impact



of storms and the soiling level associated with them is high. Figure 1.3 illustrates the
optimal installation angle of solar panels at various altitudes. The smaller the
installation angle, the higher the accumulation of soil or sand on the surface of the
panel, because the soiling material will not fall to the ground. The higher the
accumulation of soiling materials, the lower the efficiency of the solar panel becomes.
Thus, especially in sites near the equator, soiling of the panel’s surface is a serious
problem. Figure 1.4 illustrates an example of dust accumulation on solar panels at a
solar electric power generation plant at the Hashemite University in Zarqa, Jordan.
The left side of the figure depicts the solar panels with dust accumulation, while the
right side of the figure illustrates them after they have been cleaned. As pointed out in
[42], the sun energy to electrical energy conversion rate can be reduced by more than
20% due to soiling. Rain does not solve the problem, since the mix of water and soil
produces mud, which sticks and solidifies on the surface if not physically removed.
Since large-scale solar electric power generation plants usually extend over a wide
geographic area, the cost of solar panel cleaning is quite significant. Currently, most
cleaning is performed manually, which is labor-intensive and costly, making it difficult
to be performed frequently. Usually the operator can afford to clean a site once every
yearly quarter or even less frequently. As displayed in Figure 1.5, since solar panels
are connected serially, the production imbalance generated by even a single dusty

panel can cause drop of productivity to the remainder of the connected panels.



Optimal angle for fixed solar panels depending on installation position

FIGURE 1.4 Dust accumulation on solar panels of an operational solar electric power generation plant. [44]

To the mentioned challenges, the shortage of water in many locations where

electric power generation plants are deployed should be added. This has led to the

development of waterless cleaning technology (e.g. [45], [46]).
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FIGURE 1.5 Serially connected solar panels affect each other’s production efficiency.

Currently, several companies, such as [45], [46], [47], and [48], are developing
cleaning robots to deal with the photovoltaic panels’ soiling problem. There are some
noticeable weaknesses in these products. Most of these cleaning robots use timer or
infrared-based technology for remote control. Some of the robots use general packet
radio services (GPRS) or WiFi for communications. GPRS service is not available in
remote sites where there is no cellular network coverage, and WiFi is not suitable for
large-scale plants because of its coverage area limitations. Additionally, to the best of
our knowledge, none of these robots have the ability to detect and cross obstacles on
the solar panel rows, such as a bearing housing assembly (BHA) and gear box. Figure

1.6 illustrates the BHA obstacle. The housing circled in red protrudes from the solar
6



panel surface, disrupting the path of the cleaning brush.

Solar panel defects detection

FIGURE 1.6 Bearing housing assembly at a solar electric power generation plant.

Defects in solar panels—such as micro-cracks, shading (which cannot be
removed even with daily cleaning and is also considered to be a defect), and uneven
soldering—pose a frequent and complicated challenge for efficient O&M. They are
also one of the main causes of malfunctioning, even rendering panels inactive. The
detection of solar panel failure can be as simple as finding “hot spots” [49] existing
on a solar panel in a solar array row. Hot spots occur when a panel is shaded, damaged
or electrically mismatched. When the panel encounters these problems, it loses part of
or all of its ability to convert solar power to electricity. However, the panel is still
exposed to the sunlight, and heat will accumulate in the surface of the panel, causing
its temperature to rise [50]. Figure 1.7 displays the thermal image of several panel

rows. The relation between color and temperature is at the middle of the thermal image.



Just by visual inspection, one can easily identify the defective solar panels. The values
appearing below in the form of tables display the instant electricity production in watts

for each panel, so one can see that panels with hot spots do not produce any power.
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FIGURE 1.7 Example of “hot spots” in a solar array row as they appear in a thermal image. [51]

Figure 1.8 indicates that shading can also cause hot spots on solar panels. The
left side of the figure depicts a solar panel with dust accumulated at its bottom edge,
while the right side depicts a thermal photograph of the same solar panel. It can be
seen that the temperature of the shaded area is higher compared to the other areas of

the panel.



FIGURE 1.8 Shading causes “hot spot” on solar panel. [52]

Currently, detection of defects on solar panels is performed manually, which is highly
inefficient and labor-intensive. Some companies are using drones with thermal cameras to
perform hot-spot detection [53], as illustrated in Figure 1.9. Expensive equipment and
trained drone operators are required for the job. For large-size plants, scanning the entire
site 1s a lengthy process, and the accuracy of the results can be affected because of the
distance between the drone and the PV panels. Additionally, weather conditions affect the
effectiveness of the method, since winds could prevent or hamper the operation of the drone,

as well as produce variability of distance from the panel due to wind-forced drifts.



FIGURE 1.9 Drone with thermal camera performing “hot spot” inspection. [53]

1.3 Motivation of Research

Statistical evidence indicates that solar electric power generation plants are becoming a
major component of the energy system, with solar power generation expected to increase over
the next decade [39]. A solar electric power generation plant, regardless of its location, needs
maintenance such as cleaning and health monitoring. Currently, most solar electric power
generation plants rely on manual cleaning and inspection, which is not only inefficient but also
costly. For typical solar electric power generation plants of MW or GW capacity, there are
hundreds of solar rows between several hundred meters and several kilometers long. If the
cleaning cannot take place at a reasonable frequency, dust accumulation and animal waste
deposits will solidify over time and become quite difficult to remove. Additionally, if solar
panel defects cannot be detected in a timely fashion, the power plant could suffer low electricity
generation efficiency and other solar panels could be damaged.

With the rapid development of large-scale solar electric power generation plants, solutions

that can effectively lower O&M costs and improve a plant’s performance become more and
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more important to this industry. Particularly, there is a strong and rapidly growing demand for
autonomous and reliable solar panel maintenance systems, which aim to significantly reduce
labor costs for solar panel cleaning and, in the meantime, detect defects or potential risks with
higher operational frequency. Such systems will offer significant benefits to the solar electric
power generation plant’s owners and operators, for example, through system performance
improvement, lifetime extension of solar panels, reduction of operation costs, and

maximization of the return on investment (Rol) of solar projects.

1.4 Objectives of Research

A smart robotic cleaning and inspection system (SRCIS) normally consists of cleaning and
inspection robots, a wireless communication network, a server with a software management
system, and a client application or user interface. The robots provide autonomous cleaning and
hot-spot inspection of solar panels. These tasks should be flexibly scheduled by the solar
electric power generation plant operator. The collected sensor data should be transmitted to the
server, and the robots can receive control commands from the server. Additionally, the robot
should be self-sustainable so that the operation of the system is independent of the power plant.
In this thesis research, our objective is to design and implement the communication and control
subsystems of the SRCIS, and investigate the effectiveness of wireless sensor network (WSN)
technology in providing wireless communication between moving robots and the server.

The robots move along the solar rows and brush off the dust lying on the solar panels. As
they do so, they can be used to check the temperature of the solar panel while working to detect

any hot spots. The control module governs the movement of the robot as it performs the
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cleaning job. It is also responsible for collecting sensor data and managing power. The control
module works with the communication module to send data to the server and receive
commands.

As mentioned earlier, a large-scale solar electric power generation plant covers a large area.
Use of network nodes transmitting at high power levels is inefficient because they are energy-
limited. This conflicts with the need to have such network nodes be self-sufficient energy-wise;
they must recharge themselves through their own small solar panels. Thus, a multi-hop wireless
communication network approach is more suitable for covering a wide area in an energy-
efficient manner. Therefore, area coverage, energy limitation and data rate is the main concerns
for this application. Such a network will transport sensor data and control commands. To be
internet-compatible, the nodes run on the transmission control protocol/internet protocol
(TCP/IP) stack [22]. Since the robots are moving when performing cleaning and inspection
tasks, efficient and reliable support of node mobility by the WSN is necessary. Furthermore,
the design must take into account constraints such as weight and system cost.

In summary, the objectives of this thesis research are to:

* Design and implement the control module of the smart cleaning and inspection robot
and test the functionalities.

* Test the improvement of energy generation for robotic cleaning.

* Design and implement the WSN for the transmission of sensor data and control
commands between robots and server.

* Evaluate the ability of the designed WSN to support mobile sensing nodes through

comprehensive performance evaluation.
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* Propose mechanisms that improve the network performance in terms of transporting
sensor data and control commands.
* Ensure that the design is both cost-effective and energy-efficient.

It is worth of pointing out that the actual hotspot detection algorithm is not in the scope of
this thesis. This thesis is focused on the research and implementation of the smart robotic
cleaning system and its supporting network. It is capable of sensing and transmitting needed
data for hotspot detection. The detection algorism needs to be implemented on the cloud server

as an export system.

1.5 Contributions

The major contributions of the research reported in this dissertation are the following:
1. Design and implementation of a robotic control system.
a. Design of the control system architecture. (With the collaboration of Tipot
Tech.)
b. Design of the self-charging power and power management module.
c. Development of the firmware for collecting data from various sensors.
d. Development of the firmware that implements control logic and drives motors
and the servomechanism (servo). (With the collaboration of Tipot Tech.)
e. Development of the firmware for transmitting sensor data and receiving control
commands. (With the collaboration of Tipot Tech.)
f. Development of the firmware for different nodes as per their needs.

g. Completion of a field functionality test for evaluating the effectiveness of the
13



robotic cleaning. (With the collaboration of Tipot Tech.)
2. Design of a supporting network meeting the needs of the application and evaluation.

a. Study of the deployment strategy of WSN nodes.

b. Evaluation of the impact of gateway location on network performance,
including network topology, energy consumption, and packet loss rate through
simulation.

c. Performance of a simulation to gauge the benchmark performance for a routing
protocol for low power and lossy networks (RPL)-based WSN when supporting
mobile sensing nodes.

d. Proposal of several mechanisms to improve the performance of the WSN and
achievement of reliable data transmission for mobile sensing nodes in robotic
cleaning and inspection.

e. Completion of extensive computer simulations to verify the effectiveness of the

proposed performance improvement mechanisms.

1.6 Organization of the Thesis

The remainder of the thesis is organized into five chapters. A description of the content of
each chapter is provided here.

Chapter 2 presents the relevant background technologies and reveals how the SRCIS could
be designed and implemented with Internet of Things (IoT) technologies. This chapter provides
an overview of some of the key IoT technologies, such as WSN and embedded operating

systems. Additionally, this chapter reviews some of the existing problems in the RPL layer of
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the WSN, evaluates the performance for a moving node in a multi-hop WSN, and compares
various modifications of the RPL protocol.

Chapter 3 describes the related hardware and software used in this thesis research.
Hardware includes WSN nodes, sensors used to collect information, and actuators that
mechanically implement the issued commands. Software includes three parts. The first is the
software that is needed to develop the firmware for the WSN nodes, the second is the embedded
operating system that runs in the micro-controller unit (MCU) of the WSN nodes, and the third
is a WSN simulator used when designing and testing the RPL design for mobile sensing nodes.

Chapter 4 presents the design and implementation of the communication and control
subsystem for the SRCIS. Key aspects of the design are discussed in detail, including
subsystem architecture, power management module, control logic, and communication
network nodes. A field functionality test is also conducted to verify the design and
implementation, as well as the effectiveness of the robotic cleaning.

Chapter 5 focuses on the performance of the RPL protocol for gateway location variation
and supporting mobile sensing nodes, since the robots in the SRCIS are moving along the solar
panel array to perform the tasks. Based on the evaluation results, several strategies were
devised and developed that enhance the performance of the WSN in supporting mobile sensing
nodes. Three different mechanisms are proposed, and the improved performance is validated
through extensive simulation.

Chapter 6 concludes the thesis and discusses some possible future directions. Applications
that have moving nodes within a WSN and their related RPL modifications are also discussed

in this chapter.
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Chapter 2

Technology and Literature Review

2.1 1oT Overview

[oT is the new paradigm of the internet. If the concept of the internet is to connect as many
computers as possible, the concept of IoT is to connect as many objects as possible. Such
objects could be sensors, actuators, microphones, and cameras. Data can be transferred to the
cloud for processing, decisions could be made, and messages could be conveyed to actuators
to implement action. A typical [oT application can be divided into three parts. At the bottom lie
the sensors and actuators, which generate data and control the device. The middle houses the
transmission part, which transports information from sensor to the cloud server and vice versa,
by delivering command, control, and operation messages to actuators and devices. On top is
the cloud server, where collected data are processed and analyzed and the control logic that
generates the issued control commands is applied.

IoT is a multi-discipline technology, which covers electronics, the embedded system,
communication technology, networking, cloud computing, web design, and control algorisms.

Each discipline contributes to the IoT application in a different way. Here, we focus on the
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communication technology and how it applies to IoT. Currently, WiFi and Bluetooth are the
most popular wireless communication technologies, however, they both have a large energy
footprint. In relation to IoT technologies, they might be prime candidates for some applications,

but if restrictions for energy consumption are present, other technologies might have an edge.

2.2 WSN and Its Implementation

A WSN is designed to collect and transport sensor data and to control small actuators in a
distributed fashion. WSNs have found application in a multitude of services, including
environmental monitoring. Thousands of temperature sensors can be deployed in a forest to
monitor for presence of fire, and motion and location sensors can be placed to monitor water
flow or wind flow, which could provide advanced warning of a developing flood or formation
of tornados [1]. For modem city surroundings, stain gauges and rotation sensors can be used to
monitor the “health” of buildings, bridges, and tunnels. For applications closely related to our
daily lives, temperature and light intensity in a room as well as humidity and carbon dioxide
concentration levels inside a large building can be monitored, and collected data can be used
constructively. Appropriate processing and analysis of these valuable applications have been
made possible by the use of distributed sensor networks, which are quite different from other
wireless communication networks, such as WiFi, Bluetooth, and a 3G/4G cellular network, in
terms of data rate, power consumption, and so on. A WSN is designed for these special needs
and it is intended to connect more and more things to the internet, in line with the concept of
[oT [54]. With [oT, people can create a better living environment, investigate the physical world

in greater depth, and increase productivity. These are only a few of a growing multitude of
17



areas that can benefit from the IoT.

Parameters critical to the applicability and performance of WSN devices include size,
power consumption, resilience, mobility, and scalability [2]. Most WSN devices need to be of
small size for convenient deployment in various places [3][4]. The small sensor nodes are
usually battery-powered. It is important that a WSN sensor node has a small power
consumption footprint. In most of the use cases, people want a sensor node that is “invisible”
so as not to interfere with their daily lives. For example, people want to know whether a door
is opened for security reasons, but they do not want the sensor to be broadly visible. This is not
simply for aesthetics but also to prevent would-be thieves from spotting the sensor nodes and
adjusting their plan for a break-in by developing strategies to tamper with them physically or
electronically. Physical size limits the device’s computation capacity, memory capacity, energy
storage, and the sensors it can support. The communication protocols running within the device
are significant consumers of processing power, memory, and energy. Thus, with the size
limitation comes the need for the network protocols running in the nodes of a WSN to be simple,
so as not to consume a significant amount of energy (see [5] for a detailed explanation). On top
of the mentioned requirements, there is the issue of cost per node, which should remain low.
One more factor affecting the proliferation of WSNs through our society is the level of ease of
deploying and maintaining the nodes and the level of their self-sufficiency regarding formation,
maintenance, and lifespan of the WSN. Users wish to have the same level of ease they currently
enjoy with deploying a WiFi-based home or small business network. Achieving these
objectives is quite a challenge, especially when dealing with WSNs involving node population

at the scale of thousands that cover a large geographic area where easy access and mobility is
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challenging.

In most cases, a WSN node has a highly limited transmission range because of the energy
constraints associated with it, which does not allow transmission at high power levels. All of
the sensor nodes need to send back a data packet to a gateway node that connects to the internet
[11]. In many application scenarios, a WSN should cover a large geographic area where some
sensor nodes are placed far away from the sink/gateway, thus there exists a conflict between
low transmission power and large-scale coverage. Multi-hop is then introduced to a WSN to
solve this problem. In a WSN, sensor nodes can pass the collected information to their
neighbors, which then route the information hop-by-hop to the sink. This feature achieves a
satisfactory balance between transmission power and coverage but requires that, should an
intermediate node fail, the WSN be capable of establishing an alternative routing path from the
specific sensor node to the sink [14]. Otherwise, the node’s data, along with the data of all other

nodes having this node as part of their per-hop-path to the sink, will be lost.

In several scenarios of WSN use, nodes remain at the same location, forming a static
topology. However, there are cases where the nodes are located on moving/mobile objects, thus
the topology changes with time. In such a case, the WSN needs to be flexible and adaptable

[13].

An example is military tactical networks, with the nodes located on the individual soldiers
and the military vehicles engaged in combat. Similar scenarios exist with devices located on
police officers or firefighters. In such a case, maintenance of a connected WSN becomes

challenging. Additionally, there is a growing need for deployment of a larger number of
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interconnected sensor nodes, which creates the challenge of WSN scalability. Significant
advancements have been made through the years to address the challenges, yet there is still

need for more innovation in the area of a WSN.

Concerning the structure of a “mainstream” WSN: The node’s structure can be segmented
into five modules: power module, computing module, radio transceiver module, sensor module,

and actuator module [6].

The functionality of the power module is obvious. In a medium- to small-size WSN node,
a power module consists of a battery pack and some voltage regulators, so that the system can
have the correct input voltage for each integrated circuit (IC) contained in the node’s electric

circuitry [6].

The computing module is the core unit of the WSN device; it processes the collected data
and runs the communication protocol stack. Normally, a 16-bit or 32-bit MCU is used for the
implementation of this module. Based on the complexity of the task, the computing unit can be

built to run a micro—operating system or a regular communication [11].

The radio transceiver module is used to transmit radio signals to other WSN nodes of the
network and receive them as well. The most popular commercial WSNs operate at the 2.4GHz
unlicensed band allocation. Lower-frequency bands such as 700 MHz to 900 MHz are used for

achieving longer-range transmission [12].

The sensor module contains the sensors that are attached on the WSN node. Two types of
sensors are used to collect data from the physical world: analog and digital. Analog sensors

produce an analog signal in a form of voltage or current level. The signal is then sampled by
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the microcontroller as it performs an analog to digital conversion (ADC) to generate a digitized
version of it, suitable for inclusion in a packet. Digital sensors are analog sensors in their core
but with added ICs to complete the ADC internally. Digital sensors pass the digital signal to
the MCU through the node’s internal digital communication bus. The number of analog sensors
that can be connected to a sensor node is usually limited by the number of ADC ports on the
MCU, while the number of digital sensors is limited by the protocol of the communication bus

the microcontroller and sensor uses [12].

If need be, actuators can be connected to the WSN to realize designed functionalities. Most
actuators can be controlled with general purpose input and output (GPIO) pins on the MCU.
Some more advanced actuators must be interfaced with such communication protocols as serial

peripheral interface (SPI) [91] and inter-integrated circuit bus (IIC) [92].

2.3 6LoWPAN in WSN

A WSN extends the connectivity of the internet through its connection to a gateway node.
Each sensor node, in addition to communicating with its peers or the root, might need to send
data to or be reachable from networked nodes located outside the WSN. Such nodes could be
personal computers, smartphones, tablets, and so on, which wish to gain access to the collected
information or pass control instructions to certain nodes [16]. TCP/IP is the standard
networking protocol suite for the internet and it is widely used around the world. The 128-bit

IPv6 address space can support the allocation of individual IP address in the range of 3.4x10°8,
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which enables the support of countless smart devices (including sensor nodes), each having its
own [P address [17]. In addition, IPv6 with its built-in security module and the ability to include

“custom made” headers make it more reliable and flexible than IPv4.

The full TCP/IP protocol suite is too heavy for WSN nodes, which have limited power,
memory, and computation resources. A 6LoOWPAN (IPv6 low-power wireless personal area
network) [55] is an adaptation layer developed to enable IPv6 functionalities running in
Institute of Electrical and Electronics Engineers (IEEE) 802.15.4 [56] based devices. IEEE
802.15.4 is the IEEE standard for a WSN. Figure 2.1 [10] provides a comparison of the
6LoWPAN stack to other standardized network stacks. As mentioned earlier, 6LoWPAN is an

adaptation layer, which connects the media access layer (MAC) layer and IP layer to enable

IPv6 over a WSN.
HTTP ‘ RTP Application Application protocols
Not explicitly used Presentation Not explicitly used
Not explicitly used Session Not explicitly used
TCP | UDP | ICMP Transport UDP ICMP
IPv6 RPL
IP Network Adaptation layer
6LoWPAN
Ethernet MAC Data link IEEE 802.15.4 MAC
Ethernet PHY Physical IEEE 802.15.4 PHY

TCP/IP protocol stack ISO/OSI stack  6LoWPAN protocol stack
FIGURE 2.1 The TCP/IP, OSI, and 6LoWPAN stack. [57]

A micro-operation system (OS) or embedded OS is normally used for WSN nodes running
a 6LoWPAN. Most micro-OS implementations have the 6LoWPAN network stack built in and
allow the developers to speed up their research and development (R&D) process. Some popular

embedded OSs include TinyOS [8], ContikiOS [7], and Riot [9].

22



2.4 The Routing Protocol for Low-Power and Lossy Networks

The purpose of routing is to find a path that can deliver datagrams from source to
destination. In a WSN, three different types of traffic—namely, node-to-root traffic, root-to-
node traffic, and node-to-node traffic—might exist, which the implemented routing protocol
must move through the network and deliver to the destination.

RPL was developed to solve the routing problem for a WSN over a 6LoWPAN [19]. The
main challenge is that the routing process must be carried out with highly limited resources
(e.g., memory, computation power, bandwidth) and while operating in a lossy environment. As
stated in Section 2.1, the routing protocol for a WSN must be simple, resilient, and scalable. A
destination-oriented directed acyclic graph (DODAG) [19] is used to implement the RPL,
which can cope with the WSN characteristics quite well. DODAG is a directional graph, which
illustrates the routes available for each node to reach the root [18]. The concept of an RPL is
simple: It uses a ranking system to identify the hop-distance from a sensor node to the root. A
sensor node always forwards the datagram to a lower-ranked node, known as its parent, until
the rank hits zero, which corresponds to the root. Clearly, a sensor node only needs to keep
information of its parent for its up-link traffic (traffic going to the root). To better understand
an RPL, we need to review three important concepts, namely, the DODAG, RPL control
massage, and the trickle timer algorithm, then conduct a review of the RPL routing formation

process.

2.4.1 Destination-Oriented Directed Acyclic Graph (DODAG)

An RPL forms a DODAG routing topology. DAG [32] is a tree-like topology with no
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loops and DODAG is a special form of DAG, where the topology has only one sink node that
corresponds to the root. An example of a DODAG topology is illustrated in Figure 2. Node 2

1s the root of the DODAG.

FIGURE 2.2 DODAG. [58]

2.4.2 RPL Control Messages

There are four control messages in the RPL protocol: (i) DODAG information object
(DIO), (i1) DODAG information solicitation (DIS), (iii) destination advertisement object
(DAO), and (iv) DAO-Ack [19]. A brief introduction description of each of them is provided

below, with more detailed explanation provided in Section 2.4.4.

1. DIO is a multicast control message that carries DODAG information. DIO is used to
advertise the existence of a DODAG to new nodes (and they can decide if they wish
to join the DODAG) or allow member nodes to check the consistency of the DODAG.

2. DIS is used by a node that is not a part of a DODAG to request a DIO from its

surrounding nodes that is already part of a DODAG.
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3. ADAO is arequest message from the new node to the potential parent node, asking to
join DODAG. This request is generated after this new node processed the DIO it has
received and decides to join the DODAG.

4. DAO-Ack is generated by a parent node, or the root. It is the answer for any DAO
request, and it can be a “yes” or a “no.” A yes will allow the potential child node to

become part of the DODAG. A no will force the node to look for new DODAG.

The above control messages of an RPL are used to form the DODAG of a WSN.

2.4.3 The trickle timer algorithm

The trickle timer algorithm [24] is used to control the DIO schedule. An RPL utilizes a
dynamic scheduling system to control the time intervals between two DIOs. The logic behind
that is to reduce the volume of control messages while maintaining the WSN functioning as
per expectations. When the network is forming or when there is inconsistency in the network,
more DIO messages are needed to quickly adapt to the changes. When the network is stable
and consistent, fewer control messages are needed [24]. For example, if the network is stable,
we can set the minimum and maximum DIO interval to be 4s and 128s. The starting DIO
interval for the node is 4s; after 4s it increases exponentially until it reaches 128s, where it
remains. If the network is not stable, upon sensing the change of the network (a DIO from a
new node or a parent node rank change and so on), the node will revert to its minimum DIO
interval and repeat this process.
2.4.4 RPL Routing Formation

Two additional concepts, the objective function (OF) and the rank, should be discussed
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before undertaking explanation of the RPL routing formation process. The OF is a set of rules
or constraints that a node uses to calculate its own rank [31]. For different applications, different
OFs can be developed, based on the need of the application. The most common OF is based on
hop-distance, which is named “of0” in the Contiki system [19], and expected transmission
count (ETX) [60], which is named “mrhof” and stands for minimum rank hybrid objective
function, in the Contiki system [59]. Both hop-distance and ETX are routing metrics. Hop-
distance describes how many hops a packet, generated by the node, goes through to reach the
root. ETX is the average number of transmissions made for a packet to be received without
error at its destination [59]. They both can be used to evaluate the cost and quality of a route.
Other routing metrics can be used to develop other OFs as well, such as latency, received signal
strength indicator (RSSI), and node battery energy level. The rank of a node is calculated
through the routing metric value, computed by the routing algorithm that combines and
processes the relevant OF. The calculated routing metric value is included in the DIO and is
used in the formation of DODAG [19]. DIO is an advertising message that contains the rank
information of the node that sends it out. The DODAG forming process starts as a rank
assignment for each sensor node [27]. A simple description of the procedures is presented in

Figure 2.3:
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FIGURE 2.3 DODAG forming process.

1. After activating, the sensor node will listen for a DIO advertisement.
2. When the sensor node receives a DIO advertisement, it retrieves the rank information
contained in the DIO massage, denoted here as N, and compares it with its current rank.
If the sensor node does not have a rank, or its current rank is greater than N+1, it will
rank itself N+1.
3. When a sensor node calculates its own rank, it will start to advertise it.
4. This process continues until all sensor nodes become ranked
5. The process will continue even after every node in the network is ranked, so that new
sensor nodes can be connected into the network.
After a node has calculated its own rank, it will store the sensor node, which advertised the
DIO massage leading to the determination of the rank, as its parent; therefore, the DODAG is
beginning to form. The DODAG formation process is explained below through an example. As
illustrated in Figure 2.4, the DODAG formation process starts from the root node A. After

initialization, A begins to broadcast DIO massages, each of which contains two important

27



pieces of information, namely, node identity and rank. In the coverage area of A, there are
sensor nodes B and C. Upon receiving the DIO from A, they notice that A ranks 0, the lowest
rank in the network, thus they will rank themselves as 1 and store A as their parent. Then they
begin to send out their own DIOs to advertise themselves as well.

A graphical representation of this process can be seen in Figure 2.4 and Figure 2.5.

(a) Sensor nodes before the DODAG formation

(b) The DIO coverage of the root node A
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(c) the DIO coverage of nodes with rank 1

FIGURE 2.4 DODAG formation.

TABLE 2.1 Rank and parents stored in each node.

Sensor node Rank Parent
A 0 N/A
B 1 A
C 1 A
D 1 A
E 2 C
F 2 D
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FIGURE 2.5 DODAG topology.

With the DODAG being formed, the uplink for sensor data flow (from child node to the
root) is established, which means all the sensor nodes can now send data to the root. The
downlink, where the data is sent from root to sensor nodes, is somewhat different. There are
two modes for the downlink: the storing mode and the non-storing mode. In the storing mode,
every sensor node keeps a routing table for all sensor nodes having higher rank that use this
node as a hop to get connected to the root. In the non-storing mode, only the root keeps a
routing table to all the sensor nodes. The routing table is produced by the destination
advertisement object (DAO) message. When a DODAG is formed, all the end nodes (or so-
called “leaves”) begin to send a DAO message to the root. This message contains information
about end node reachability and the path to get there, in this case, all the intermediate nodes
through which the DAO message travels on its way to the root. Continuing with the example
of DODAG formation presented above, Table 2.2 indicates a complete routing table for the
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storing mode.

TABLE 2.2 Rank, parents, and routing table stored in each node.

Sensor node Rank Parent Destination
A 0 N/A B, C, C/E, D, D/F
B 1 A N/A
C 1 A E
D 1 A F
E 2 C N/A
F 2 D N/A

Although the RPL protocol meets the requirements of a WSN, it has its weaknesses and
problems. For example, RPL works well for uplink data collection, but for the downlink data
transmissions (e.g., when some control instructions need to be sent to a sensor node), the root
must store the complete routing table to send the instructions to a sensor node. The ranking
system limits the mobility of a sensor node, as it only allows a node to change from a higher

rank to a lower rank [18]. These issues are discussed in detail in Section 2.5.

2.5 Issues with the RPL Protocol

We focus mainly on two issues that the current RPL protocol has as they relate to this thesis:
the rank restriction issue and the neighbor unreachable issue. Both of them impact negatively
support of mobility by an RPL-based WSN.

1. Rank restriction: From the DODAG forming process, it can be noticed that a
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node can only lower its rank. There is no mechanism to make a node change its rank
from a lower number to a higher one. This would not be an issue if all of the sensor
nodes had fixed locations. However, this could become a problem for mobile nodes,
as the node can move away from the root in terms of hop-distance. If a node moves
away from the root and out of its original parent’s coverage, it will be unable to
maintain its network connection even if it is in the cover area of another sensor node
due to this rank restriction [19]. The node will eventually be treated as an
unreachable node and it will take a long time for this node to reconnect to the
network. It will reconnect only after a “global repair” takes place, in other words,
when the network runs again the formation of DODAG, thus refreshing the routing
topology. Figure 2.6 displays a scenario where rank restriction could force loss of a
sensor node’s network connectivity due to mobility. In the figure, the mobile node
is node B. In the new location of node B, reconnection cannot be established quickly
due to rank restriction and unawareness of the movement. Node B was in the
coverage area of the root node A, and thus had rank 1. After moving to the new
location, it is in the coverage of node E, which has rank 2, as it is the child of node
C. Node B cannot immediately take node E as its new parent because of the rank

restriction. Instead, it must wait for a global repair process.
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(a) The initial topology of the WSN

(b) Node B moved to a new location

FIGURE 2.6 Mobility and rank restriction scenario.

2. Neighbor unreachable: There is no neighbor unreachable detection (NUD)
mechanism in an RPL protocol [34]. It should be pointed out that there are several
reasons for having a neighbor unreachable, for example, location change of the node,
node failure, and node traffic congestion. Figure 2.7 illustrates the neighbor
unreachable case. When parent node D for node F becomes disconnected from the
network, it will take a long time for sensor node F to switch to a different parent
(node B in Figure 2.7b) and re-establish full connection to the network, due to the
following reasons. When there is no NUD, the root cannot know there is a link
breakage until it wants to send a datagram through that node and learns that the
datagram cannot be delivered, through feedback information sent from the MAC

layer [96]. The root becomes aware of the link breakage and responds to it. On the
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mote side, the node uses the DIO to check the network consistency. Specific settings
will be determined by the RPL configuration file, but the DIO period is not fixed.
To reduce control overhead, the DIO period could be set from several minutes to
hours. Therefore, the update for network consistence might experience a significant
delay, which could lead to a long reconnection time [21] [24]. This period of
disconnection will cause sensor information loss, not only for this sensor node, but
for all nodes that use this node as an intermediate hop in their routing path to the

root.

(a) Node F uses a parent node D to root A.
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(b) Node D failed and caused a neighbor unreachable problem.

FIGURE 2.7 Neighbor unreachable scenario.

2.6 Related Research Contributions on Accommodating Mobile

Nodes in WSNs Implementing RPL.

As defined in the RPL protocol of a 6LoWPAN, the rank of a sensor node can only change
from a higher number to a lower number, which allows a sensor node to move only toward the
root in terms of hop distance. When having this mixed setup of both static and dynamic sensor
nodes, a new one-bit flag in the DAO message is suggested by Cobarzan et al. [29] as an
indication of a mobile sensor node. The reverse trickle algorithm was proposed in [29]. This
algorithm is based on the assumptions that a mobile child node is constantly moving with a
fixed speed and is likely to stay for a while after it is first connected to a parent node. As time
progresses, the probability of the node having moved out of the coverage area of the parent
node increases. Upon receiving the mobile node’s DAO request and accepting it as its child,

the parent node will switch to the reverse trickle algorithm, thereby decreasing the interval of
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its DIO advertising time. The decision about what the value should be depends on the used
RPL configuration setting as established by the node. These settings should be selected in
accordance with the node’s coverage area, the speed of the mobile node, and the data rate of
the mobile node [100]. For example, if the mobile node is moving quite slow, the WSN is
relatively stable, thus a longer maximum DIO interval can be used to reduce control overhead.
If the mobile node is moving quickly, a shorter maximum DIO interval can be used to increase
the update rate. By doing so, the mobile child node can have a higher frequency of checking
the network consistency when the probability of it having left the coverage of its parent node
is higher. As mentioned earlier, the assumption is that the longer a mobile node stays in its
current parent’s coverage, the more likely it becomes that the mobile node will go out of the
coverage of this parent. Based on the reverse trickle timer algorithm, the longer a mobile node
stays in its current parent node’s coverage, the more often the parent node will advertise DIOs
for the mobile node to check the network consistency. A timer is set up on the mobile node to
record the inter-arrival time of DIO messages; then, based on the running average of this timer,
the mobile node updates a threshold value every time it receives a new DIO. Another timer is
used to determine whether the new DIO arrives on time (within the threshold). As soon as the
mobile sensing node concludes it cannot confirm the reachability of the parent node, it will
reset its own rank to infinity and begin the network formation process locally. When using the
reverse trickle algorithm, the parent node requires that a mobile child node send a DAO every
time it receives a DIO, in order to make the parent aware of its presence. Once the parent node
verifies there is no mobile sensing node in its coverage area, it will switch its DIO schedule to

normal mode. This method is based on the assumption that the mobile sensing node will remain
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in its parent’s coverage long enough. The duration a mobile node should remain within the
coverage of the parent to allow the assumption to hold can be calculated as follows: We use the
radius of the parent node’s coverage circle (half of the longest linear path that a mobile node
can have in a parent node’s coverage) to represent the average distance that the mobile node
must travel to move out of the signal range of the parent node. This distance should be divided
by the speed of the mobile node, and this time must be at least 1.5 times the maximum DIO
interval. Note that DIO can only be expressed as a power of 2 in a WSN network. If the stay
time is too short, the mobile node will leave the coverage of the parent node before the reverse
trickle algorithm can even respond. This method prompts the mobile node to transmit more
DAOs to confirm its existence with the parent node. More DAO messages lead to more power
consumption for the mobile node, which already has a tight power budget, due to limited space
for battery capacity and power consumption from the motor; they are all powered by the same
battery. The extra power consumption due to the transmission of more DAO messages
negatively impacts the energy efficiency and potentially the operational effectiveness of the
mobile robotic node.

Another technique, RSSI-based coverage awareness mRPL, is proposed by Fotouhi et al. [30].
The mobile child node utilizes the RSSI reading from the received DIO messages generated by
its parent to estimate its location change relative to its parent node. By comparing the average
RSSI and the set threshold, the mobile node will decide if it needs to look for new parent. If
the mobile node decides it needs a new parent, it will multicast a DIS message and wait for
responding DIOs. Based on the RSSI readings of the received DIOs, the mobile node will make

its decision and will select as its new parent the one corresponding to a DIO with the highest
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RSSI reading [28]. However, an accurate location estimation depends on the reliability of the
RSSI reading. The RSSI can be used as a satisfactory reference to estimate location, but it is
environment-dependent. It might work well when the channel is in prime condition and there
is no significant interference, however, these are not conditions to be expected very often in
WSN deployments. RPL, as its name suggests, has been designed for and is used on low-power
devices and a lossy environment. As mentioned earlier, the accuracy of RSSI readings becomes
questionable under such conditions. RSSI is used as a routing metric for the OF, to calculate
rank. If the rank calculation is made using only the RSSI, the accuracy of the calculated rank
becomes questionable. It may cause the mobile node to make wrong decisions, such as leaving
the old parent node too early or choosing a parent that is far from optimal. Frequent switching
of the parent node might be the result; this could also lead to an oscillatory behavior (a mobile
node keeps switching between two possible parent nodes).

From the above discussion, we have realized four important facts. First, this change-of-parent
process performed by a mobile node consists of two phases—the leaving phase and the
reconnecting phase. Second, it might be beneficial to the functionality and stability of the WSN
that mobile sensing nodes always remain leaf nodes (meaning they do not carry any child
nodes). This can be implemented by canceling the DIO schedule of all mobile sensing nodes
(preventing them from sending DIO messages). Without advertising themselves, no node will
connect to any of them as a child node. Not only does this contribute positively to the stability
of the WSN, it also reduces energy consumption of mobile nodes, and there is no additional
energy cost associated with a mobile sensing node moving away from its location and rejoining

the network at another location. Third, the DIO interval is an important parameter to the
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functionality of mobile nodes within the network. A DIO transmission setup might not be as
important when mobile nodes are not present within the WSN, however, in the presence of
mobile nodes, a DIO interval can affect the update rate of certain information and cause a
mobile node or its parent node to react slowly. Last, a hybrid OF, utilizing more than RSSI

parameters in the routing metric, might help the mobile node choose the right parent node.
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Chapter 3

Hardware and Software Platform

3.1 Hardware

This section focuses on hardware that forms the IoT platform with an emphasis on the
WSN framework. The hardware that is responsible for the WSN can be divided into three
parts—the communication and control unit, the sensors, and the actuators. Most of the WSN
has a highly integrated main controller, which includes a power module, an MCU, and a radio
frequency (RF) module. The MCU is the core unit that operates the communication stack, takes
care of the networking protocols, and manages devices connected with the WSN node. The RF
module takes care of the physical layer of the communication function. This combination forms
a WSN node. Sensors and actuators are then connected to the node through various interfaces
to form a complete sensing node.

The WSN hardware for the solar power generation plant must consider the following
aspects. First, it must be able to handle multi-tasking, so an embedded operating system is
preferred. Second, the sensing nodes must have a large enough coverage range so the number

of fixed-location routing and sensing nodes required to cover the service deployment area can
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be kept low. The test site’ used eight fixed-location routing and sensing nodes to cover a solar
array row 1 km long. Each node is placed at a distance of 130 m from its neighboring nodes.
Third, a variety of sensors must be placed on the node, so a platform that can support easy,
cost-efficient integration of sensors of diverse nature is required. In our design, a total of seven
types of sensors are attached to the sensing nodes—two types of temperature sensors?, one
wind speed sensor, one wind direction sensor, one voltage sensor, one current sensor, and one
proximity sensor. Most are analog sensors, therefore requiring an ADC interface. Some digital
sensors need IIC support. Third, all nodes have a limited power supply, as the required energy
is produced by (relatively small) photovoltaic panels connected to the nodes. A balance
between performance and energy consumption is necessary. Lastly, we are already familiar
with the programming apparatus required for development and simulation. The choice for the
WSN hardware testing platform is multifarious.

Table 3.1, taken from [61], lists most existing testing platforms. Eleven out of the twelve
platforms listed in the table use a micro-operation system to help manage multi-tasking, but
only six of those 11 are running on IEEE802.15.4, which is the industry standard for a WSN.
We chose to follow this standard, since the IEEE802.15.4 regulated hardware is more suitable
for WSN applications in terms of energy consumption and RF signal regulations. The
requirement for sensor connectivity support shortens the list further, leaving only two

competitors among the six candidates. The iMote2 platform and the TIPoT (tiny IP of things)

' Located in Jiangshan, Zhejiang, China, it was used to test the functionality of the robot; all of the parameters
and setups of the system are based on the requirements of this testing site.
? One analog based temperature sensor for operation temperature reading, and one digital based contactless

temperature sensor for hop-spot detection.
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platform comply with the IEEE 802.15.4 standard, and each has the sensor interface to support
all sensors that will be connected to the sensing node. The TIPoT platform uses Contiki OS, an
open-source micro controller OS, which is built on top of the 6LoWPAN network stack. It can
be deployed with limited resources such as energy, memory, and computation power and can
handle complicated applications [7]. Additionally, TinyOS, in the iMote2 platform, is an open-
source micro controller OS, but it is focused mainly on wireless communication and sensor
data collection. It has difficulty handling complicated applications [8]. In our application, the
micro controller’s OS needs to handle control applications in addition to sensing, data
collection, and communication, therefore, Contiki OS is more suitable for the requirement of
this thesis. The TIPoT platform has a signal coverage range of 180 m under the line of sight;
when deployed in a solar electrical power generation plant, its range will be affected by the
presence of solar panels, but it is still capable of providing more than 150 meters of coverage.®
Based on these considerations, we decided to use the TIPoT WSN development kit and liner
of products as our hardware platform. The specifications of TIPoT’s [62] WSN development

kit are provided in Table 3.2.

° Field test to verify the range of signal coverage by TIPOT was carried out in October 2017.
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TABLE 3.1 WSN hardware platform and specifications summary. [61]

Operating Memory Wireless
Node CPU Interfaces Sensors
System Flash Interface
. Temperature,
. i 32bit(16MHz) | 128KB | IEEE802.15.4 USB, .
1Sense iSense Light, PIR, AMR,
ARM (96KB) (2.4GHz) RS-232
Accelerometer
. USB,
32-bit IEEE802.15.4 Temperature,
. . 32MB JTAGI2C,
iMote2 TinyOS (13-416MHz) CC2420 Accelerometer,
(32MB) SPI, UART, . .
Intel PXA271 (2.4GHz) Humidity, Light
GPIO
Scatter 16-bit(4MHz) Temperature,
55KB CC1020 .
Node ScatterWeb MSP JTAG, GPIO Humidity,
(5KB) (868MHz)
MSB430 430F1612 Accelerometer
Temperature,
) IEEE802.15.4 .
. L 8-bit (8 MHz) 128KB Light,
MicaZ Contiki CC2420 JTAG, USB )
Atmega 128L (4KB) Microphone,
(2.4GHz)
Accelerometer
. IEEE802.15.4
Tmote . 16-bit(8MHz) 48KB Temperature,
TinyOS CC2420 USB . .
Sky MSP430F1611 | (10KB) Light, Humidity
(2.4GHz)
. Temperature,
16-bit(8MHz) 60KB TR1001 RS2-32, ) .
ESB ScatterWeb Light, Noise,
MSP430F149 (2KB) (868.35MHz) JITAG o
Vibration, Infrared
32-bit IEEE802.15.4 Temperature,
Sun None 4MB )
(180MHz) CC2420 USB, GPIO Light,
SPOT JVvM) (512KB)
ARM920T (2.4GHz) Accelerometer
Scatter 32-bit Chipcon o
. 512KB miniUSB2.0, Temperature,
Net Contiki (72MHz) CC1100 .
(98KB) GPIO Humidity
MSBA2 ARM7 (864-970MHz)
32-bit
. 16MB | IEEE802.11b/g USB,
GumStIx Linux (400MHz) Water Depth
(64MB) (2.4GHz) Bluetooth
Intel PXA255
32-bit ) Serial, 12C,
. 256KB Xemnics RF . .
Pacemates iSense (60MHz) Radio Heart rate monitor
(64KB) (868MHz) .
LPC2136 interface
) ) IEEE802.15.4
TinyOS/ 16-bit(8MHz) 48KB Temperature,
TelosBs CC2420 USB ) o
Octopus | MSP430F1611 | (10KB) Light, Humidity
(2.4GHz)
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TABLE 3.2 Specifications for TIPoT mote. [62]

Memory
Operating Wireless
Node CPU Flash, Interfaces Sensors
System Interface
(RAM)
STM32F103 AT86RF231 Mini USB
ADC to interface with any
Tipot Contiki 32-bit 128KB IEEE802.15.4 Serial, 12C, SPI,
analog sensor
(72MHz) 2.4GHz GPIO, CAN

3.1.1 TIPoT loT Development Kit

TIPoT’s IoT development kit is an integrated WSN development environment. It includes
mote nodes, a gateway node, and a sniffer, which captures wireless communication packets for
analysis. Both the mote and gateway nodes are equipped with a stm32f103 MCU [64] as the
main control unit and an RF module AT86RF231 [65], which is responsible for 2.4GHz
802.15.4 wireless communication. The Contiki [7] operation system can be installed on both
mote and gateway nodes to support a 6LoWPAN communication protocol. Figure 3.1 depicts
the content of a basic TIPoT IoT kit. It includes a gateway node, two mote nodes, a sniffer, and

a programming adapter.

FIGURE 3.1 TIPoT development kit. [62]
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31.1.1 TIPoT Mote

The TIPoT mote device is a basic unit of the TIPoT IoT development kit and is used to
develop sensing nodes for WSN. It is a highly integrated node with a power module, control
unit, and RF module, all built in one printed circuit board (PCB). Contiki OS is used to manage
all devices integrated within the node and all the tasks to be carried out with the node. The
primary task for a mote is to maintain the WSN connectivity; it will take care of the network
formation and respond to any change that has been made inside the network. In addition to this
primary task, the mote interfaces with sensors and actuators. A WSN node can be treated as a
smart sensor or actuator with network connectivity capability. Figure 3.2 depicts a TIPoT mote.
GPIO pins and special function pins, which are used to interface with other devices, are located

on both sides of the board.

FIGURE 3.2 TIPoT mote [62].

31.1.2 TIPoT Gateway

The main difference in hardware between a TIPoT mote and a TIPoT gateway is that the
gateway has one more module on top of the TIPoT mote, which in our current implementation
is an ethernet module. A gateway interconnects two different types of networks. Depending on
the resources and the requirement, different modules can be added to the gateway to achieve
other connectivity possibilities. For instance, a WiFi module can be added if the application

chooses to use WiFi as the access network to the internet. Another option is a cellular network,
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in which case a 3G shield is installed on the gateway. Figure 3.3 depicts a TIPoT gateway; the

added ethernet module and Rj45 port can be seen at the lower left corner of the board.

FIGURE 3.3 TIPoT gateway [62].

3.1.2 Sensors

Sensors can be analog or digital, with the differences based on the type of signal the sensor
puts out. An analog sensor puts out an analog signal, expressed as a voltage or a current, having
magnitude that is proportional to the size of the physical entity the sensor is measuring. To
interface with an analog sensor, the main controller must have an ADC to transform it into
digital form (bit pattern) that will be sent through our computer networking infrastructure. The
resolution of the ADC is affected by the number of bits the ADC uses to express an analog
value. Depending on the sensor type, a low pass filter might be used to interface the sensor and
the ADC. It will help to eliminate high frequency noise and provide anti-aliasing. A digital
sensor will put out a converted digital number through a digital communication interface
instead. The ADC is done by the sensor itself. The main controller will need a digital interface
to communicate with the sensor to receive the sensor readings. Popular communication
protocols for this purpose are the SPI, IIC, and serial bus. Analog sensors provide raw,

uncalibrated data, and processing is required to remove environmental imperfections or biasing
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factors, the removal of which generates readings of higher quality. Digital sensors have done
this calibration internally. A multitude of sensors have been used with our system, including a
temperature sensor, wind speed and direction sensor, current and voltage sensor, and proximity

Sensor.
3.1.2.1 Temperature Sensor

Temperature is an important factor in the health monitoring of a solar electric power
generation plant, and must be monitored at many different sites. A hot spot on a solar panel
often indicates a bad connection or possible damage to that particular section. The earlier a hot
spot is noticed, the less it will affect the remainder of the solar panel array. Overheated
transformers or inverters could cause a fire, and they also must be detected as fast as possible
to minimize loss. Temperature sensors can be contact or contactless. Most contact temperature
sensors have an analog output, and we must interface them with the onboard ADC of the MCU.
Most non-contact sensors are infrared-based and usually have a digital output interface. Figure
3.4 (a) depicts a DS18B20 contact temperature sensor [79], which has a measuring range from
minus 55 to 110 degrees Celsius with a 5V analog output interface. Figure 3.4 (b) illustrates a
GY-906-DCI non-contact IIC-based digital temperature sensor [80], which measures from
minus-40 to 85 degrees Celsius within a distance range of 1 m.

The contact temperature sensors can be placed at fixed locations, frequently with power
inverters and transformers where detection of abnormal temperatures caused by overloading or
short-circuiting is necessary. A non-contact temperature sensor is installed at the edge of the
cleaning and inspection robot to scan for hot spot on the solar panels during the detection

process.
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(a) contact [79] (b) non-contact [80]

FIGURE 3.4 Temperature sensors [79] [80].
3.1.2.2 Wind Speed Sensor

Wind can produce energy, but it can also cause damage. Therefore, wind speed must be
monitored to help determine whether the cleaning and inspection task should stop to allow the
robot to be locked down on the frame for safety purposes. Due to its relatively light weight, the
robot could be shifted in a strong wind; therefore, locking is needed to ensure that it is
immobilized. Wind-speed sensors are placed at the boundary of the plant, and collected data
enable the operator to decide in a timely fashion when the robot should be locked on the frame.
Wind-speed sensors are normally analog. Figure 3.5 depicts a YGC-FS-5V-V2 wind-speed

sensor [81], which takes measurements from 0 to 45 m/sec and has a 5V analog output interface.

FIGURE 3.5 Wind-speed sensor [81].

3.1.2 3 Wind Direction Sensor

To make an optimal assessment about whether to stop cleaning and monitoring operations

and lock the robot on the frame, wind-direction details are required in addition to wind-speed
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information. If wind blows from the back side of the moving robot, it can lift the robot from
the solar panel array and drop it on the ground, with fatal consequences. Additionally, wind
blowing opposite to the moving direction of the robot would add load to the robot’s driving
system or even stop the movement of the robot, causing electrical damage. Wind-direction
sensors are normally analog sensors as well, with the wind direction being proportional to the
output voltage. Initial calibration is required to determine the wind blow direction to which
zero-voltage corresponds. Figure 3.6 depicts a YGC-FX-5V-V2 wind-direction sensor [82],

which also takes measurements from 0 to 360 degrees and has a 5V analog output interface.

FIGURE 3.6 Wind-direction sensor [82].
3.1.24 Voltage Sensor

A solar electric power generation plant is designed to be a closed system, which means
the functionality of the smart maintenance system is as independent as possible from the energy
resources of the plant. This limits the maximum energy the cleaning and inspection robot can
harvest each day. If the robot is not fully charged when starting its task, it may stop halfway
through them on a solar array, which is an undesirable situation. The robot then would become
a sunlight blocking entity, creating shadows on that solar panel section and having the potential

to lead to a hot-spot problem, significantly degrading the transformation rate of the entire array.
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Thus, a decision must be made prior to sending the cleaning and inspection robot to perform
its task. The voltage level of a battery is a reliable indicator of a battery’s capacity, with the
voltage level proportional to its capacity within its designed working range. Figure 3.7 depicts
an OPEN-SMART, voltage-divider-based voltage sensor [83], with a measurement range up to
25 VDC and a 5V analog output interface. The voltage sensor is installed on the robot to
monitor the battery charging level. On top of that, the battery voltage level is also a useful
indicator for battery health conditions, serving as a satisfactory parameter to assess the battery

life cycle and develop an effective replacement schedule.
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FIGURE 3.7 Voltage sensor [83].

3.1.2.5 Current Sensor

Current is an important parameter when one wishes to assess whether the operational
condition of an electrical device is operating normally. Figure 3.8 depicts an ACS770LCB-
100U-PFF-T current sensor [84], which is capable of measuring DC current up to 100A and
has a 5V analog output interface.

Other than electrical-related problems, some mechanical failure can also be detected by

monitoring the current change of a driving motor of a system. When the cleaning and inspection
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robot becomes immobile due to an obstacle, with the robot continuing its effort to move, the
current of its driving motor will increase in an attempt to overcome the extra workload. If an
unexpected peak in the current value appears in the current-versus-time progression curve,
there might be a problem, such as a misalignment of the solar panel array as a result of a solar
panel shifts due to a loose bolt. Current can be also used to monitor the battery-charging process.
Instead of using the voltage as an indicator, the input current can be monitored during the day,
when the onboard battery of the cleaning and inspection robot is charging, and used to

determine the battery capacity.

FIGURE 3.8 Current sensor [84].

3.1.2.6 Proximity Sensor

A proximity sensor detects whether any metal object is in its range. A main steam trigger
distance for this type of sensor is from 2 mm to 20 mm, depending on the model. This sensor
is equipped to gain position information for the cleaning and inspection robot. Metal markers
are installed on the solar array at the docking station and the return station, allowing the
proximity sensor to read them for robot position. Figure 3.9 (a) depicts an E2AM18LS08M1B1
proximity sensor [85]. It has a threaded body, which allows the user to adjust the installation
location so as to control the triggering point. Figure 3.9 (b) depicts the internal structure of such

a sensor, which utilizes electrical magnetic fields induction to sense metal objects.
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(a) Proximity sensor [85]
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(b) Proximity sensor internal [86]
FIGURE 3.9 Proximity sensor [85] [86].
3.1.3 Actuators

To make the robot function properly, several actuators must be integrated in its structure.
The robot needs to be able to move along the solar panel array and to rotate its brush for
cleaning. It should be also able to lock itself on the solar panel frame in the face of severe wind.
Additionally, the robot should be able to lift the brush to clear obstacles in its path (e.g.,

antennae, gearbox, and BHA gap).
3.1.3 1 Flectrical Motor and Motor Drive

The brushed DC motor can be controlled by its input voltage, as its output rpm is
propositional to its input voltage. The device that is used to control an electric DC motor is
called an electrical speed controller or motor drive. It utilizes duty cycle control to change the
average output voltage level and achieve electric DC motor speed control. Normally, the duty
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cycle operates at frequencies higher than 1000 Hz. By being a digital controller, it has no analog
output, but with such a short duty cycle (less than 1 m/sec), the switching period is shorter than
the time constant of the motor, therefore, the motor will perceive this input voltage as a pseudo-
analog voltage and respond to it as such. An H bridge configuration is normally used in the
speed controller to control the motor for both rotation directions. This setup is used to control
the path of the robot along the solar panel array as well drive the cleaning brush. Figure 3.10
(a) depicts an AQMH3615NS motor driver [87], which can take up to 15A of current at 36V of
input voltage. Figure 3.10 (b) depicts a XD6D300-12GU DC motor with gearbox [88], which

is rated for 300W of power at 12V.

(a) Motor driver [87] (b) DC motor with gearbox [88]

FIGURE 3.10 Motor driver and motor [87] [88].

3.1.3.2 Flectrical Magnetic [ocker

The TAU-S0837DL is an electrical magnetic locker [89] composed of a coil with an iron
core and a spring, as depicted in Figure 3.11. The locking is done by the pushing force of the
spring. When the coil is energized, it creates a magnetic field that pulls back the iron core,
compresses the spring, and opens the locker. It is an industrial standard that a locker will be in
the locking phase when it is not energized, and the locker used in this project does so. This

ensures safety as well as reduction of energy consumption. An electrical magnetic locker can
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be controlled with a general-purpose input/output pin on the main controller and a power

amplifier or electrical relay.

FIGURE 3.11 Electrical magnetic locker [89].

3.1.33 Senvo

Servos—devices with a motor, gearbox, and rotation angle feedback sensor—are widely
used in automation control. They can be controlled with a pulse width modulation (PWM)
signal as input, and the duration of the pulse translates to an angle value. The servo device is
used to lift the cleaning brush during the cleaning process, when the brush needs to clear an
obstacle. A servo can be interfaced with a general-purpose input/output pin on the main
controller as well. Figure 3.12 depicts a 34109-MD servo [90] that is a combination of four
components— a driving motor, a gearbox, a rotation sensor, and a control board. The servo has
190 kg/cm of torque at 12V input and has the power to lift the brush assembly when the

cleaning robot encounters an obstacle.
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FIGURE 3.12 Servo [90].

3.2 Software

The software used in our R&D work consists of three parts. The first is the firmware
development software, or IDE, for all of the WSN nodes. The second part is the firmware itself,
including the MCU operating system and the applications built on top of the micro-OS. The
last part is the Contiki operation system-based WSN simulator, which allows for simulation
and testing of WSN performance.

This thesis uses open-source software for cost and efficiency. This software provides the
tools needed to program both the WSN nodes and the robot controller.

3.2.1 Eclipse IDE

Eclipse is a powerful integrated development environment. It provides a coding interface
and a toolchain to compile and build the source code into machine code, and has the capability
to interface with external tools to perform programing on the target device. It also provides an

interface for hardware debugging, which can be useful for firmware development. The
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development process is described in Figure 3.13. The source code for Contiki is written in C
language. Eclipse provides a programming interface to edit the source code and a complete tool
chain to compile the source code into machine language. The tool chain contains information
about the central processing unit (CPU), where the machine code will run, so that the machine
code firmware and the hardware can be matched to perform the designed processes and tasks.
The machine code is then transferred from the computer to the target device, in this case, to the
ARM stm32 micro controller on the TIPoT development board through Jlink [63]. Jlink is
hardware that is used to program a micro controller using a computer. It can be manipulated
with Eclipse IDE as well. Additionally, hardware debugging can be performed with Jlink and
Eclipse. This means that the code-running process on the target device can be monitored and
controlled through Jlink, using a computer. Break points* can be set and print messages can
verify the logic implemented in the micro controller using Eclipse. This makes the debugging

process on a micro controller considerably easier.

C Program Compiling Machine Language
Source Code Compiler Binary Code
Eclipse Eclipse Eclipse
Debug Programmer Binary Code
S .
Interface Jlink Target Device

* When debugging, break points will be set up in loops or sub functions to check if this loop or sub function has

been activated.

FIGURE 3.13 Firmware development process.
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3.2.2 Contiki Micro OS

An embedded operating system is an important component for many modern applications.
In fact, it exists in most of today’s electronic devices. The functions of an embedded operating
system, installed in an WSN node, are sensor and actuator interfacing, WSN communication,
and running a user-defined process. As can be seen from this list, an embedded system will be
required to deal with multiple tasks.

Contiki is an open-source MCU operation system. The benefit of running the Contiki
micro-OS is that the 6LoWPAN communication protocol is already implemented within it. This

makes Contiki one of the few micro-operations systems to support WSN generically.

Contiki Operating System
Node Management
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FIGURE 3.14 Contiki operating system architecture [66].
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Contiki is designed for a hardware platform with limited resources—small memory, low
power, narrow communication bandwidth, and low computational power. It supports the ulP
TCP/IP stack [93], ulPv6 stack [94], and Rime stack [95] networking architectures [7]. Figure
3.14 depicts the system architecture of the Contiki operating system in block diagram form.
We can see that its core system is built on top of the communication stack and threads, then it

has drivers to operate the hardware and a management system to deal with applications.

3.2.3 The Cooja Simulator

Cooja [37] is a simulation software for a Contiki micro-OS based WSN. The focus of the
Cooja simulator is to develop and test various WSN configurations and WSN applications prior
to the implementation of complex and time-consuming prototypes. Cooja simulates both the
hardware and software of a WSN as well as the communication environment. Cooja emulates
a hardware node inside a computer, then compiles the source code into firmware and loads it
into the emulated hardware to run the simulation. This means that any compiled firmware for
WSN nodes, through Cooja, can be transported to a hardware node that has similar hardware
specifications, requiring minimal modifications.

As indicated in Figure 3.15, the simulation interface includes four windows—the network

window, the simulation control window, the mote output window, and the timeline window.
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FIGURE 3.15 Cooja simulator interface.

The network window depicts and controls the physical location for each node of the
network. Users can click and drag the node to a different location or set the signal strength,
firmware type, and so on, by right-clicking on a node, which opens the property list. The blue
arrow pointing from one node to another indicates that a packet has been sent, with the arrow
pointing to the destination node. This allows the user to monitor the communication process
occurring between nodes at that point in time. The simulation control window allows the user
to control the simulation process, starting, pausing, stopping, and reloading a simulation. The
simulation speed depends on the simulation complexity and the hardware’s computation power;

the user cannot accelerate the process. The simulation can be slowed down only by establishing
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a speed limit, which is a useful setup when the simulation is running at extremely high speed,
20 to 30 times faster than the real clock time. Otherwise, the user cannot visualize or follow
the changes that are displayed on the network window or the timeline window. The mote output
window allows the user to monitor each node through debug information, such as error
messages or sensor data, if it has been programed in the firmware of the simulated node
(parameter monitoring is done by a collect view plugin, which is discussed in Section 3.2.3.2).
The timeline window allows the user to monitor every single communication event on a
timeline with a timestamp. The timestamp has a resolution of 0.1 millisecond and can capture
data packets and control messages quite accurately. With the timeline window, users can
monitor the order of control message exchange, understand the process of a protocol, and

analyze the results.
3.2.3.1 Mobility Plugin for Cooja

Cooja has many plugins. The mobility plugin [67] is a handy tool to help better modeling
WSN with moving nodes. Without the mobility plugin, the mobile sensing node must be moved
manually in the network window. It utilizes a positions.dat file to specify each node’s x and y
coordinates with a timestamp. Once the mobility plugin is built and set up in the Cooja
simulator, that positions.dat file can be used to manipulate the movement of a sensor node in
the simulation. This allows for evaluation of the performance of the RPL protocol with mobile

sensing nodes. Figure 3.6 illustrates when a mobility plugin is enabled in a Cooja simulator.
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FIGURE 3.16 Cooja simulator with mobility plugin.

3.2.3.2 Collect View in Cooja for Data Analysis

Data generated during the simulation are collected and stored for analysis, and Collect

view is a plugin that helps achieve this object. Using the collected data generates the network

topology display, network metrics plots, and power consumption plots. The network topology

display enables one to easily perceive the relationship among nodes in a WSN. The network

metrics provide network-related information for a single node or several nodes, even the entire

network. Several presented parameters are the number of neighbors a node has, the beacon

repetition period of a node, packet loss experienced by a specific node or the entire network,

and so on. The network metrics-related plots help evaluation and analysis of the performance

of the RPL protocol, and of the modified versions that have been implemented. Power plots

display the power consumption of each node—both instantaneous power and average power
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for transmitting, listening, CPU computation and low power mode (LPM)® consumption are
recorded; each one of them is explained in Chapter 5. Power-related plots enable assessment

of the tradeoff between performance and energy consumption level.

° LPM is the energy consumption occurring when the node operates at low power mode.
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Chapter 4

Design and Development of the Communication
and Control Systems

4.1 Introduction

As described in Chapter 1, energy loss due to soiling losses and detection of solar panel
defects are the two major challenges in the O&M of large-scale solar electric power generation
plants. To address these challenges, a smart robotic cleaning and inspection system (SRCIS),
consisting of a group of robots, is needed in the field to perform the cleaning and inspection
tasks. For the SRCIS to be effective, a number of factors and constraints must be taken into
account during design and development. They are the following:

1. The SRCIS solution should ensure high Rol, which requires the manufacturing,

installation, and operation costs of the SRCIS to be reasonable.

2. For several reasons, including safety and security, solar electric power generation plant

operators require the SRCIS to be a stand-alone system. Therefore, the robots cannot
make use of the power generated by the plant; instead, they must be self-sustainable.

3. A robot should perform cleaning and inspection tasks by moving from one end of a

63



solar row to the other. The solar row could be very long, which makes it difficult to
supply power to the robot using wires.

4. The weight of the robot must be less than 30 kg to ensure that it will not create an
excessive load, resulting in bending or damage to the solar panel. The robot includes a
brush, drive train, battery, and a small carry-on solar panel for self-charging, which
makes weight control difficult. An energy budget must be performed to ensure the right
battery and carry-on solar panel size.

5. The robots are normally scheduled to perform cleaning tasks after sunset so that the
cleaning process will not impede the power-production activities of the plant. Thus,
the fixed-location routing and sensing nodes must have a self-sustainable power source
as well, in other words, a solar panel and a rechargeable battery.

6. Depending on the soiling rate, robots might have to perform cleaning every day. The

required reliability of the cleaning and inspection robot is 95%.

4.2 System Design

4.2.1 System Architecture

The developed SRCIS consists of four subsystems: (1) solar panel cleaning and inspection
robot; (2) remote-control and monitoring system; (3) wireless network for transport of
monitoring and control-related messaging; and (4) data storage/analysis and software
management system.

1. Solar panel cleaning and inspection robot
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The cleaning and inspection robot is equipped with a solar panel and rechargeable
battery for fully autonomous operation. The robot uses a cleaning brush, which
removes soiling from the surface of the solar panel by rotating around its axle. The
brush is installed on a mobile body, which moves forward and backward. This mobile
body is where the control and communication system is installed. As mentioned earlier
in Section 3.1.2.1, in addition to cleaning, the robot performs a smart scan to detect hot
spots, which significantly reduce the efficiency of the solar panels. By replacing
manual inspection, it speeds up the process, reduces costs, and improves the O&M
process, eliminating the time-consuming, labor-intensive manual inspection. On top of
this, the ability to perform frequent inspections extends the lifespan of solar panels.
Figure 4.1 (a) depicts a typical cleaning and inspection robot in a computer-assisted
drawing design format. Figure 4.1 (b) depicts a functioning cleaning and inspection
robot, installed on a testing rack. Figure 4.2 illustrates the cleaning brush touching the
solar panel’s surface and the driving wheel riding on the frame of the solar panel. They

are both under the metallic cover of the robot.

65



Equipment compartment
for control and communication

Onboard Solar Panel - device and battery

Cleaning Brush

_Driving Motors

Sensor

(b)
FIGURE 4.1 Cleaning and inspection robot unit.
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FIGURE 4.2 Inside view of the cleaning robot.

2. Remote control and monitoring system
The remote-control and monitoring system provides a user interface for the solar
electric power generation plant operators to control the robot as well as monitor the
data collected from the sensors deployed within the plant. Tasks include scheduling the
panels’ cleaning time, issuing emergency stop commands, displaying sensor data, and
setting thresholds for parameters that are used to trigger alarm messages. Such
messages are critical to making important decisions, such as issuing emergency stop
commands to prevent damage to the robot or panels.

3.  Wireless network
As mentioned earlier, communication is implemented through a WSN running a
6LoWPAN [26]. Robots are distributed over the area of the solar electric power
generation plant, which could be quite broad. Figure 4.3 depicts a typical solar array
row in Jiangshan, Zhejiang, China, which belongs to the China General Nuclear Power

Group (CGNPG) [78]. Part of this array was used to perform a functionality test. The
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solar panel rows are about 1 km in length. Fixed-location routing and sensing nodes
are deployed in the field to form a multi-hop network, which provides communication

capabilities across the area. More detailed information is provided in Section 4.7.

FIGURE 4.3 Typical solar array row at our test site in Jiangshan, Zhejiang, China.

4. Data storage/analysis and software management system

The sensing and inspection data collected by the robots and the fixed-location routing

and sensing nodes can be transmitted back to and stored in a database on a local server

or a cloud server, depending on the needs, requirements, location, and tele-connectivity

infrastructure accessible by the solar electric power generation plant. The maintenance

or management person has the flexibility to use a computer, tablet, or smartphone to

control and monitor all robots in the system through a Local Area Network (LAN) to

efficiently perform O&M tasks. Management staff can also access and analyze
historical data to make informed decisions while assisted by an expert system.

The system architecture is depicted in Figure 4.4. We see that the system can be devised

into two type of networks; on the right side is the WSN for sensing and robot control and on

the left side is the TCP/IP network for the site operators to access the data.
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FIGURE 4.4 SRCIS communication system architecture.

4.2.2 Robot Control System

Due to the constraints of weight, water resistance, and space available for the installation
of electronic components, the control and communication module of the robot is implemented
on a single PCB and is placed in an IP65 rating [68] box together with a maximum power point
tracking system (MPPT) [69], voltage regulators, and a motor driver. The MPPT is a charging
system that charges the cleaning robot’s battery through the onboard solar panel and can adjust
its output current and voltage to achieve the maximum power output to charge the battery. The
box provides an aircraft connector to connect with the onboard solar panel, motors, and sensors.
Figure 4.5 illustrates the design of the robot control system. The onboard solar panel, MPPT
unit, battery, and voltage regulators are included in the power and power management block.
The control system consists of a control and communication module, power and power

management module, motor driver, motors, and sensors.
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FIGURE 4.5 Block diagram of the robot control system.
1. Wireless sensor network and control module: A TIPoT mote board [62] is programmed

2.

to be the control and WSN module. The TIPoT mote board has an ARM Cortex-based
STM32F103 MCU [64] with wireless communications over an [EEE 802.15.4
compliant ATMEL AT86RF231 transceiver [65]. The STM32F103 MCU is powerful
enough to handle the required sensing and control tasks in addition to the interactions
with the ATMEL AT86RF231 transceiver for WSN communications. The choice of a
development board with both MCU and RF transceiver simplifies the hardware design
while satisfying the system requirements for control, sensing, and WSN
communications.

Motor driver and motors: The robot moves along the solar panel array to perform the
cleaning and inspection task. Special wheels are used on the robot to enable it move

smoothly on the frame of the solar panels, as indicated in Figure 4.6. The driving system
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includes the motor driver and the driving motor. The motor driver is also responsible
for providing regulated power to the brush motor to rotate the brush for its cleaning
task. A servo motor is used to raise and lower the brush when the robot encounters

obstacles along the moving path.

FIGURE 4.6 Robot wheel riding on the solar panel frame.

3. Sensors: A set of sensors are installed in the robot for a variety of purposes, including
voltage and current sensors for monitoring the energy level of the battery, proximity
sensors for detecting obstacles and automating the returning and parking of the robot,
and temperature sensors for detecting hot spots. The sensors are installed in appropriate
locations on the robot to collect relevant data and send to the MCU for processing.
Some of the data are sent via the WSN to the database for analysis and storage.

4. Power and power management module: This module supplies power to all components
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of the robot, which include a solar panel, an MPPT, a rechargeable battery, and voltage
regulators. The solar panel charges the battery through the MPPT when the robot is
parked on the docking station during the daytime. The battery supplies power to all
other components. The voltage regulator produces the desired voltage required for the

operation of each component.

4.3 Design and Development of Power Management Module

Although solar electric power generation plants generate electricity, the SRCIS cannot use
the power generated from the solar panel arrays to power itself for safety and security reasons.
The SRCIS must be an independent, stand-alone system; this robot relies on its own onboard
solar panel to generate power for itself. Therefore, the design of a power supply module is
extremely important in ensuring the robot’s self-sustainable operation. A number of factors
must be taken into account. On one hand, the power should be sufficient for the robot to perform
round-trip cleaning on the solar row. On the other hand, the cost, size, and weight of the
onboard solar panel and rechargeable battery are limited. Figure 4.7 depicts our design of the

power supply module.
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FIGURE 4.7 Block diagram of the designed power supply module.

During the daytime, the robot’s solar panel generates power and charges the rechargeable
battery through the MPPT module. Then, the battery supplies the electric energy for the robot
to perform its tasks after sunset. The power supply module of fixed-location routing and
sensing nodes has a similar design, but the calculation of the power budget is different and is
based on their own functionality and energy consumptions. In the following sections, the
calculations of the power budget for both robots and fixed-location routing and sensing nodes
are presented.

4.3.1 Power Management Module of the Mobile Sensing Node and Cleaning Robot

The mobile sensing node is installed on the cleaning and inspection robot and is used to
control the robot and collect sensor data. There are strict constraints on the size and weight of
the robot, with the onboard solar panel and battery accounting for a significant portion of the
total weight. To ensure that the power supply module is efficient and effective, the following

design factors should be taken into consideration.
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1. The rechargeable battery installed in the robot should be able to supply sufficient power
for the robot to perform daily round-trip cleaning on a solar row up to 1 km in length
(a total travel distance of 2 km).

2. The onboard solar panel should be able to generate sufficient power to fully charge the
battery under normal weather conditions.

3. Since the power capacity of a solar panel and battery is proportional to its size and
weight, the onboard solar panel and battery should not be oversized, which could lead
to an overweight robot and increased costs.

To achieve these design goals, an energy budget analysis must be undertaken to calculate
how much energy the robot needs to perform its cleaning and inspection tasks and to determine
the size of the battery and the onboard solar panel.

The highest energy consumption occurs when the robot is moving and/or the brush is
cleaning. We need to collect information for motor power consumption. Since the rated power
indicates only the capability of the motor, while the actual energy consumption of the motor
depends on the load and the robot’s working condition, we must measure the actual energy
consumption that occurs when the robot is performing its tasks. For example, if a motor is rated
300W at 12V, that does not mean the motor will consume 300W whenever it is connected to
power. We can calculate that the full load current for this motor is 25A. It could consume as
little as 0.1A at no load and as much as 25A at full load. The steady-state current draw was
measured for calculating the continuous power output of the motor. This is the power output
that the motor will deliver for most of the time when the robot is working. It is noted that the

motors may consume more power during start-up and reversing, but these are all short-lasting
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events, insignificant compared to the steady-state power consumption. A 12V (V) system is
used, and the average running current for driving the motors and servo is measured to be 9.4A
(Ir4), resulting in 112.8W (Pr4 = V& * Ir4) instantaneous power draw. The robot is moving at a
speed of 20 meters per minute (vz) and the round-trip cleaning distance in total is 2 km (L7). It
takes about 100 minutes (77 = Lr/ vr) for the robot to complete a cleaning cycle, which
consumes 188WH (Wr = Pra * T7) of energy.

In addition to the energy consumed by the motor, the control and communication modules
are also consuming energy. The current is measured at approximately 0.3A (/y7) under 5V (Vi)
working voltage, which leads to an additional 36 WH (Wi = Vi * Iy * 24hr) of power
consumption. The four position sensors on the robot are working at 12V (Vps) and consume
40mA (Ips) current, which creates 3.2WH (Wps = Vps * Ips * T7) of energy consumption. The
temperature sensor consumes the least energy, approximately 0.2WH (W7s). Therefore, the total
energy consumption for the robot to complete one cleaning cycle is approximately 227.4WH
(Wrv = Wr + Wy + Wps + Wrs). Adding a small margin, the designed power supply module
should be able to supply a minimum of 240WH (W3pu) of energy.

The onboard solar panel generates power for the system, which has a size limitation due
to the robot’s size and weight constraints. Normally, the power rating of a solar panel is
proportional to its size, and the solar panel accounts for a significant portion of the total weight.
As a general guideline, the total solar energy collected in a day is equivalent to power
production under about four hours (7¢) of full sunlight [70]. Therefore, a 60W (Ps) solar panel
is used for the robot, which has a daily power generation of approximately 240WH (Ws = Ps

*Tc).
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The weather is harsh at most solar electric power generation plants. For example, some
plants in the Middle East require the robot to work under a temperature range from minus-10C
to 70C. A lithium ferro phosphate (LiFe) battery [71] is selected for use onboard the robot. This
battery has a high energy density, which means for the same size and weight limit, LiFe will
contain more energy than a lead acid battery [72]. Additionally, a LiFe battery is robust; it can
be overcharged or over discharged without significantly reducing the battery’s life cycle.
Moreover, the latest generation of LiFe batteries can have an operation range from minus-60
to 60C. As a general guideline, a LiFe can discharge only 65% of its rated capacity to maintain
its operational voltage. Therefore, a 350WH (Csy = Wpun / 0.65) battery is needed to provide
the 240WH energy required for the robot’s daily tasks, without falling below the 65% discharge
point. Since the system is operating at 12V, a 4S LiFe battery is ideal for the system, as its
operational voltage will be 14V (Vg = Vs *4), which is achieved by placing four 3.5V (Vas)
batteries in a series. Therefore, a 4S LiFe battery with 25AH (amp hours) capacity is used for
this robot system; this is simply obtained by dividing 350WH by the rated voltage, 14V. The
extra capacity of the battery can serve as a buffer for balancing the power generation and
consumption. It is noted that simply increasing the capacity of the battery does not translate to
noticeable additional daily operational time for the robot, since the limitation comes from the
volume of energy that the robot’s solar power source can collect within a 24-hour period.
Moreover, increasing the size of the battery will increase the weight of the robot, which is
counterproductive—the weight is more compared to whatever limited additional time it can

achieve.
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4.3.2 Power Management Module of the Fixed-Location Routing and Sensing Nodes

Fixed-location routing and sensing nodes are fixed-position nodes that form a grid in the
solar electric power generation plant, collecting sensor data and acting as access points for the
mobile sensing nodes.

The current drawn by a fixed-location routing and sensing node is approximately 0.3A
(Irm). Therefore, the communication and sensor data collection module of the node consumes
about 1.5W (Pru). The attached sensors have a rating of 3.3V/30mA, which accounts for a very
small portion of the energy consumption. The total operation power consumption for the fixed-
location routing and sensing node is less than 2W (Pr). Consequently, 48 WH (Wpr = Pr * 24hr)
of energy is needed for daily nonstop operation. The solar panel will receive a four-hour-
equivalent charge daily at its power rating, thus, a I5W 12V solar panel is chosen for the fixed-
location routing and sensing node. A 2S LiFe battery is used, which provides a working voltage
of 7V (Ver = Vs * 2). A step-down voltage regulator (5V) is used to provide the correct voltage
to the fixed-location routing and sensing node. The battery must provide the node with energy
sufficient to keep the node operating for 12 hours (during the night) without charging in the
meantime. This, in turn, keeps the node functional on a 24-hour basis (day and night).
Additionally, considering the need for some extra capacity to compensate for cloudy or rainy
days (during which the sunlight intensity is reduced, along with the volume of produced energy)
and 35% residual energy for maintaining its operational voltage, we have calculated that a
92WH (Csr = Wpr / 0.65) battery is needed. A 14AH 2S LiFe battery [71] is chosen for the

fixed-location routing and sensing node.
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4.4 Smart Control Module

The smart control module processes sensing data and received commands, and enables the
cleaning robot to function autonomously. The developed functions include:
e Locking and unlocking the robot from the docking station;
e Forward cleaning;
e Reverse cleaning;
¢ Gap and obstacle detection;

e Brush raising; and

e Hot-spot detection.

FIGURE 4.8 A shortened solar array row with docking and return section and cleaning robot.

Figure 4.8 illustrates a shortened solar array row with a docking and return station on each
end of the row. The robot parks at the docking station while not performing any tasks. The
return station is attached to the other end of the solar array to protect the robot from falling off
the solar array and provides space for the robot to perform cleaning and inspection tasks at the
end of the solar array row. When the robot reaches the end of the return station, it will stop and
then begin the cleaning or inspection process in the reverse direction, toward the docking
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station.

Figure 4.9 and Figure 4.10 illustrate the two major working processes of the robot, namely,
the robotic cleaning process and the hot-spot detection process. The robot cannot perform these
two tasks at the same time. The cleaning process usually takes place after sunset, while the hot-
spot detection process is performed when the solar panels are generating power during the day.
Figure 4.9 illustrates the cleaning process, which is performed daily or according to the needs
of the solar electric power generation plant operator. Upon receiving the “start” message, the
robot will determine whether it is in the docking area. If the robot is in the docking area, it will
begin the cleaning process right away; if not, it will go back to the docking area, then start the
cleaning cycle. The robot moves along the solar row from one end to the other, its roller brush
rotating while the robot is moving, brushing dust off the solar panels. There are cases when the
solar row can have multiple of obstacles, such as a gearbox and/or bearing housing assembly.
When the robot’s sensors detect an obstacle on the solar row, the control module will receive a
signal from the sensors. The robot then stops and raises the brush to pass over the obstacle.
After the robot crosses the obstacle, it lowers the brush and continues the cleaning process.
When the robot reaches the end of the solar row, metal proximity-based position sensors will
be triggered. The robot stops and then begins moving in the reverse direction toward the
docking station. A similar cleaning process is performed until the robot returns to the docking
station and locks itself to the docking station’s frame. During the entire cleaning process, if the
robot receives an emergency stop (Estop) command, it will perform an emergency “shutdown,”

in other words, stopping and locking itself on the frame.

79



start

command
stop and lock
down
Y
yes
f in docking are no—p E° t_JECk to
docking area
ifitis
the end of a no
7
¥es row:
forward
#  cdeaning |4 .
process

if there is an
obstical?

if there is an
Estop?

| ) stop and raise

the brush

5 stop and lock
ve down

no

if there is an
Estop?

stop and raise
the brush

5 stop and lock
ve down

ifitis
the end of a
row?

reverse

reverse h
YES =l direction » cleaning
process

F 3

ng

FIGURE 4.9 Robotic cleaning process.

The hot-spot detection process is illustrated in Figure 4.10. This process is performed once
a month for regular maintenance or as needed. Upon receiving a start message, the robot
performs the starting-point check as in the cleaning cycle, then it raises its brush with a servo
motor system and moves along the solar row to scan the solar panel with a non-contacting
temperature sensor that measures the temperature of the solar panel with an infrared
thermometer. The use of the non-contacting sensor allows the robot to detect abnormal
temperatures while moving, thereby avoiding scratching the surface of the solar panels. The

collected temperature-sensing data are transmitted to the server via wireless network. During
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the automation tasks, the robot may receive an emergency stop command issued by site

operators if they receive warning regarding potentially hazardous conditions, such as structure

failure, fire, or strong wind. Emergency-stop functionality is also available for the hot-spot

detection process.

start
command

yes

.

raise the brush

A 4

forward

no

A 4

detecting

process

if there is an
Estop?

no

ifitis
theendofa
row?

no —w

go back to
docking area

o

. stop and lock
ve down

reverse
direction

stop and lock
down

I

lower the
brush

.?

yes

ifitis
the end of a

row?

no

if there is an
Estop?

reverse

no

. stop and lock
¥e down

detection
process

h 4

FIGURE 4.10 Process of hot-spot detection.
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Other than the cleaning and hot-spot detection processes, the smart control module is also
responsible for checking and reporting the status of the robot. When the robot receives a start
command through the WSN, it begins the cleaning or inspection process. The robot first
performs a battery check. If there is insufficient energy in the battery for a working cycle, it
will not begin the cleaning or inspection process; instead, it will issue a message to the local
server, stating that the process will not start due to low battery (see Figure 4.11 (a)). If the
battery check is passed, the robot will begin performing the process. During the process, if any
emergency-stop command is received, the robot will terminate the cleaning or inspection
process, lock itself down on the solar array frame, and send a message to the server stating that
the process was interrupted. The robot will then wait for a command (to be issued by the
operator) or for manual intervention, as indicated in Figure 4.11 (b). If the process completes
without incident, the robot will send a process-completed message to the server after it returns
to the docking station, as illustrated in Figure 4.11 (c). To deal with a situation in which the
robot breaks down during the cleaning or inspection process, a timeout mechanism has been
implemented. A normal cleaning or inspection process should finish within a certain period,
depending on the average speed of the robot and the length of the solar row. Upon receiving
the process-started message from the robot, the server will begin a timer to monitor the cleaning
time. The process-completed message will reset this timer. After the timeout is triggered, which
means the robot failed to complete the process in time, the server will mark this process as not
finished due to unknown issue, as indicated in Figure 4.11 (d) and will send an alert to the plant

operator.
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4.5 Design and Development of Communication Network

As described in Section 4.2.1, the communication between the robots and the server is
achieved by interconnecting various networks of heterogeneous technologies, for example,
WSN, LAN, and/or Wide Area Network (WAN), depending on what is available in the locality
of the plant.

4.5.1 Wireless Sensor Network

Large-scale solar electric power generation plants have solar rows spread over a large
geographic area. Robots are distributed in the wide area of the plant. As discussed in Section
4.3, the system needs to be self-sustainable and must comply with the weight limit. Therefore,
in this scenario, a low-cost, low-power, low-rate WSN is a useful choice. Wireless routing
nodes can be deployed implementing mess networking and packet forwarding to provide
wireless communication coverage over the area.

Other options could be WiFi and cellular networks. WiFi is designed as LAN technology
and can support high data rates. However, its network interfaces have significantly higher
energy consumption compared to those designed for sensor nodes, for example, ZigBee.
Additionally, it is difficult to interface with a micro controller operating system. A cellular
network (if available) is a good option for connecting the gateway node to the internet, but if a
connection between every single node and the cellular network is desired, the cost in terms of
hardware and service fees is remarkably high.

Solar power plants are located in many different countries, and, in the future, their
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proliferation will increase further. Therefore, the wireless networks used should be based on
widely accepted standards and, if possible, should use unlicensed frequency bands. The WSN
in the SRCIS is based on the IEEE 802.15.4 standard, [56] and operates at a 2.4GHz frequency
band.

The SRCIS should have a seamless internet connection. Connectivity within the plant is
provided by the WSN, and the WSN moves traffic between the SCRIS and gateway. A
6LoWPAN is designed to meet the communication needs of WSN nodes, while taking into
consideration the limitations associated with such devices. It also includes beneficial IPv6
features, such as the ability to use a highly scalable addressing scheme, stronger security, and
full internet compliance. In the network layer, RPL is used as the routing protocol. Three key
features of this service must be addressed by the deployed WSN.

1. Data rate. The data rate required for sending sensing data and receiving control
commands is light. Sensor data can be as low as 10 bits, and the sensor update
frequency can be several minutes; thus, the 80-byte payload size of a packet is
sufficient for transporting sensing data and/or control commands [23]. Figure 4.12

indicates a 6LoWPAN packet structure and is what is being used in this thesis.

IPv6 Header Compression | UDP Header Compression Application Payload

B e —
7 bytes 1byte 80 bytes

FIGURE 4.12 A simple 6LoWPAN packet structure. [23]

2. Scalability. Some solar energy generation plants cover large areas; thus, the network
nodes must be connected with each other and form a chain, tree, or mesh topology to

perform multi-hop communication, allowing data to be passed along the routing path
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3.

and reach the gateway node. RPL [19] is the default routing protocol for a 6LoWPAN,
and it is designed for IoT applications, with low energy consumption and low
computation power in mind. It can be implemented in a micro controller-based system.
It can quickly initialize the DODAG tree formation process, and allows nodes to enter
and leave the network without considerably changing the remainder of the network
topology. Changing the network topology means re-calculating the routing path, which
consumes computation power and energy. An RPL also contains two methods to handle
network failures: global and local repair [19]. This allows the network to maintain its
functionality and look for optimized routing solution at the same time.

Energy consumption and range. These two factors are considered together because it
1s not meaningful to just talk about transmission range without considering the energy
consumption. The transmit power can be increased to gain wider single-hop coverage
at the expense of faster dissipation of energy. The standardized link layer and physical
layer for WSN is IEEE 802.15.4, with 2.4GHz carrier frequency and mW level power
consumption. The TIPoT board can achieve a line-of-sight communication range of

approximately 200 m with transmit power level of 1 mW [62].
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FIGURE 4.13 Gateway, fixed-location routing and sensing node and mobile sensing node arrangement diagram.

The WSN part of our SRCIS consists of one gateway, a number of fixed-location routing
and sensing nodes, and robots as mobile sensing nodes, as depicted in Figure 4.13. The location
of the gateway node must be planned carefully to achieve positive performance for the entire
network. This is because an appropriately chosen location of the gateway can generate shortest-
path links from the gateway to farthest-away leaf nodes that have relatively short length, as
well as produce a balanced distribution of nodes in terms of the number of children nodes per
parent node. The topology change affects the performance of the network, as demonstrated by
the performance evaluation results, which are presented in the next chapter. Considering a row
of the solar panel array as an example, a row of solar panel array could be as long as 1 km, and
the robot must perform a round-trip cleaning to ensure a satisfactory cleaning result. This

means that the robot must travel 2 km in total for one cleaning cycle. During this process, the
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robot must remain connected to transmit sensor data, mainly the hot-spot detection of the solar
panel array, and take control commands such as emergency stop. Fixed-location routing and
sensing nodes are placed along the solar panel array to connect with the mobile sensing nodes
and route the sensor data or control commands. These fixed-location routing and sensing nodes
form a DODAG [19] type of routing topology, through which they route data packets to the
gateway as well as transport commands to the nodes. Mobile sensing nodes attach themselves

as leaf nodes to the DODAG routing tree, thus connecting themselves to the gateway.

4.5.2 Design and Development of Network Nodes

There are three types of nodes in the WSN of the SRCIS, namely, gateway node, fixed-
location routing and sensing node, and mobile sensing node. They have different hardware and
software designs that better meet their specific functionalities, but they also have similarities,
such as the embedded operating system, RF, and power supply. Figure 4.14 indicates their

similarities and differences.

Gateway node Fixed-location node Mobile sensing node
Power Module Power Module Power Module
Tipot Tipot mote Tipot mote
Gateway
Sensor Sensor Actuator
Module Module Module

FIGURE 4.14 Node’s similarities and differences.

1. Gateway Node
The task for the gateway node is to bridge two types of networks together; in this case,
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the ethernet and the wireless sensor network (see Figure 4.15).

O

O

RPL based sensor network

FIGURE 4.15 Gateway node bridging the wireless sensor network and internet.

In Section 2.4, we reviewed the RPL protocol and the concept of DODAG. Here, we move
to the bridging between the RPL-based WSN and ethernet. The data-flow diagram is illustrated
in Figure 4.16 [73]. The RF client is an application running in the Contiki OS of a WSN node.
The RF server and gateway are two applications running in the OS of the WSN gateway node
or, as it is also known, the border router. The gateway is located within the red box. The gateway
node is responsible for translating 6LoWPAN packets to IPv4 packets following NAT64 [27]

and distributes routes for nodes to interact with the ethernet [74]. From Figure 4.16, we can
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see that, inside the WSN, user datagram protocol (UDP) is used for the transport layer of the
network protocol stack. The connection between gateway and the server uses the transport layer

protocol (TCP).

RF client RF Server Gateway Cloud

sensor data

wireless, ipvé, 6Lowpdn, UDP

transfer to gateway

internal transfer
ipv6 to ipv4

send to cloud

ethernpt/wifi, ipvd, tcp

respdnse/command

transfer to RF server

send to client

RF client RF Server Gateway Cloud

FIGURE 4.16 Border router platform diagram.

2. Fixed-location routing and sensing nodes

The hardware of the fixed-location routing and sensing node includes the sensor, the
TIPoT WSN board, and a power supply module consisting of a 15W/12V solar panel, an MPPT,
arechargeable battery, and several voltage regulators. Fixed-location routing and sensing nodes
are placed in the solar electric power generation plant at fixed locations to form a grid. The
locations of these nodes are planned carefully to establish a reliable network. The maximum
line-of-sight communication distance for a node is approximately 180 meters. This is
determined by an experimental test in the solar electric power generation plant, in which the
field functionality test was conducted. Considering that there may be interference, object

blocking, fading, and some margin, a 100- to 130-meter separation was used in our deployment.
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The sensors for the fixed-location routing and sensing nodes include a temperature sensor and
a structure load sensor. Some fixed-location routing and sensing nodes also have sensors for
wind speed and direction, as these data should be monitored constantly to ensure a safe wind
condition for the robots to perform cleaning of the solar panel rows.

The tasks for the fixed-location routing and sensing nodes are to form a WSN grid, which
can route the data packets from all nodes (with mobile nodes included) to the gateway and vice
versa. The sensors attached to the fixed-location routing and sensing nodes generally do not
have strict requirement for real-time communications. This allows the collection rate of sensor
data to be lowered. Normally, one packet per minute is considered excessive for atmosphere
temperature monitoring; even a five-minute interval between packets is acceptable. Structure
tension or load data can be collected at even longer intervals.

Five sensors are attached to the fixed-location routing and sensing node for this project,
and more sensors can be added if other applications require so. Each fixed-location routing and
sensing node is programmed to collect data from each attached sensor in a round-robin manner,
moving from one sensor to the other every one minute. The process is described in Figure 4.17.
This strategy allows each sensor to update its information every five minutes. The aggregate
sensor data packet generation rate that each fixed-location node generates is one sensor data

packet per minute, as indicated in Figure 4.17.
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FIGURE 4.17 Sensor timing loop.

3. Mobile Sensing Nodes

Robots act as mobile sensing nodes in the WSN; they are somewhat more complicated in
terms of functionality and hardware design when compared to fixed-location routing and
sensing nodes.

The hardware of the mobile sensing node is built on the robot. The benefit of using a
TIPoT such as a WSN development board is that Contiki OS and the ARM STM32 micro
controller on board are capable of running multiple processes for both control and sensing tasks.
The hardware of the cleaning and inspection robot includes a driving motor, an electrical speed
controller, a servo controller, endpoint and gap sensors, a temperature sensor, TIPoT WSN mote
board, and the power supply module, with the majority containing components identical to
those in fixed-location routing and sensing nodes.

On top of the functionalities that the software embedded in the fixed location routing and

sensing nodes provides, the software embedded in the mobile sensing nodes implements two
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additional modules related to the operation of the cleaning robot. One is the drivers for all of
the actuators, including the motor driver and the servo, both of which use pulse width
modulation (PWM) as control signals. The other is a state machine. To control all of the robot’s
functions taking place during the cleaning process, and have them executed in a timely fashion
and in correct sequence, a state machine functionality must be added to the Contiki operation
system. This state machine uses control commands and directs endpoint sensors and gap
sensors to transit among different states. Various tasks are programmed in different states for

the robot to perform to complete the cleaning and detecting process.

4.6 Cloud Server

For completion of the system description, this section briefly introduces the cloud server in
the SRCIS. The cloud server receives the sensing data collected by all nodes and stores them
in the database. It also analyzes the data and provides data visualization. The management
system running in the cloud server provides a graphic interface for site operators to control the

cleaning and inspection robot locally or remotely.

4.7 Field Functionality Test

As mentioned in Section 4.1, the field functionality test of the system was conducted at a
solar farm in China. The site is located in Jiangshan, Zhejiang, China, and belongs to the China
General Nuclear Power Group [78]. The test site is part of a SOMW solar electric power

generation plant. The main purpose of the field functionality test is to verify the functionality
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of the cleaning robot and some WSN-related functionalities. First, we need to verify the control
logic of the system; second, we must verify our power budget calculation; and third, we must
test the remote start and cleaning status update features. The greatest problem experienced by
solar electrical power generation plants using cleaning robots is the reliability of the robot.
Without an accurate energy budget calculation and remote status update, some cleaning robots
stop in the middle of the solar array and their status can go unnoticed for quite a while. Figure
4.18 is a satellite image depicting the plant, which includes eight rows of solar arrays. The
image is taken from Google maps. We have inserted in the image the location of the static nodes

and gateway along with the coverage area of each node.

Gateway Fixed location routing and sensing node

FIGURE 4.18 Satellite image of the solar panel plant used as test site.

One solar panel cleaning and inspection robot was installed on the selected solar array row.
It is indicated in the red box as depicted in Figure 4.19. Six fixed-location routing and sensing
nodes were placed following the long-edge direction of the field. Each is 130 meters apart from
its one-hop neighbor, forming a multi-hop network with linear topology. Figure 4.20 provides
three photographs taken at the test site during the experiment. The first was taken when we
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were working on attaching the robot on the panel. The second illustrates part of the robot with
the end-cover open. The reader can also see the solar panel that powers the robot attached to it.

The third photograph was taken after installation of the robot on the solar panel row.

FIGURE 4.20 Photographs taken during the installation process of the robot.

The test result for the solar electric power generation plant efficiency improvement will be
indicated in a comparison test. Since the sun’s location and seasonal illumination power change,
and the solar panel condition changes as well, it is difficult to illustrate a before and after

difference with the same set of solar panels. Therefore, a different set of panels is used to collect
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data demonstrating the performance in the absence or non-operation of the system we installed.
One robot is deployed for cleaning a solar row on a daily basis, and five other solar rows with
identical capacity were used for comparison. Since these rows are close to each other, they are
exposed to the same environment: sunlight duration, dust deposits, wind, and rain. Therefore,
the observed differences should be attributed to the operation of the robotic cleaning and fault
detection system.

The field functionality test was conducted for a period of six months, from January 16,
2018, to June 30, 2018. Daily power generation was recorded for all six solar rows, along with
the weather conditions. An example chart for April 2018 is indicated in Table 4.1. The column
marked as “test row power” indicates the daily energy produced by the solar array with the
robot cleaning system installed and used. The columns marked “Control 1”7 to “Control 5~
provide the production of the other solar arrays. The robot was scheduled to make the cleaning
cycle at 9 p.m. every day. The daily and statistical field test results indicate that the power
generation increases with robotic cleaning. Power generation was not only recorded and
compared on an aggregate basis but based on weather conditions as well: sunny/cloudy, which
is indicated with red font in the table or overcast/rainy/snowy, which is in black. In the case of
snowy days, the energy production difference between robotic cleaning versus non-robotic
cleaning increases further in favor of the robotic cleaning operation, because snow removal by
brushing takes place on a regular basis when robotic cleaning is used. At the beginning of the
six-month test, the production level of the row that was later cleaned by the robot was
monitored and compared to the average power production of the panels belonging to the control

group. The results indicated that its production was lower.
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TABLE 4.1 CGNPG Zhejiang Site Performance Test.

Average
. . Improv
April Test Control | Control | Control | Control | Control | without
Weather . ement
Date Row 1 2 3 4 5 robotic

%
power power power power power power | cleaning

1 Sunny 215.8 209 2139 | 198.4 | 198.5 | 197.8 | 203.52 6.03%
2nd Overcast 80.9 77.7 79.9 70.7 711 71.8 74.24 8.97%
31 Sunny 207.8 200.2 206 190.6 | 190.8 | 190.3 195.58 6.25%

4t Rainy 24 234 24.3 19.5 20.7 215 21.88 9.69%
5t Rainy 36.6 35.7 37 31.8 32.7 33.6 34.16 7.14%
6" Sunny 154 152.3 | 155.2 | 145.1 | 1459 | 145.8 148.86 3.45%

7t Sunny 258.4 254.8 258.2 244.7 246.4 244.9 249.8 3.44%
gt Sunny 255.7 250.6 255.8 241.2 242.7 241.2 246.3 3.82%
gth Sunny 242.9 238.1 241 229.4 231.2 229.5 233.84 3.87%
10t Sunny 231.9 226.3 230.4 218.2 219.3 217.6 222.36 4.29%
11 Cloudy 163.5 159.3 161.8 152 152.8 152.1 155.6 5.08%
12t Overcast 77 73.8 75.2 68.8 69.3 70.1 71.44 7.78%
13t Cloudy 112.9 109.9 112.4 105 105.9 106.2 107.88 4.65%
14t Overcast 35.4 344 354 30.6 314 32.3 32.82 7.86%
15t Sunny 188.3 184.4 187.8 177.4 178.6 178.2 181.28 3.87%
16t Overcast 67.2 65 66.7 60.2 61 61.9 62.96 6.73%
17t Sunny 239.8 234.5 238.2 225.2 226.6 225.3 229.96 4.28%
18t Sunny 237.5 223.9 222.3 222.4 223.9 222.3 222.96 6.52%
19t Sunny 236.4 221 219.5 220.5 221 219.5 220.3 7.31%
20t Sunny 218.9 202.8 201.9 202.7 202.8 201.9 202.42 8.14%
21t Sunny 150.1 137.3 137.7 137.2 137.3 137.7 137.44 9.21%
22" Cloudy 107.5 97.2 97.9 97.1 97.2 97.9 97.46 10.30%
23 Rainy 39.4 37.8 38.6 33.6 34.6 35.6 36.04 9.32%
24t Rainy 454 44.3 454 39.5 40.4 414 42.2 7.58%
25t Sunny 194.4 190 192.1 181.8 182.5 182.2 185.72 4.67%
26t Sunny 182.8 178.4 180.5 170.6 170.7 170.5 174.14 4.97%
27t Sunny 186.4 182.4 183.6 173 172.9 172.4 176.86 5.39%
28th Sunny 212.9 207.1 208.3 198.7 199 198 202.22 5.28%
29t Cloudy 134.3 130 130.6 123.2 1235 123.8 126.22 6.40%
30t Overcast 86.5 84 84.2 79.4 79.9 79.9 81.48 6.16%
Daily generation
above 50KWH 4443.8 4210.84 | 5.53%

Sunny/cloudy

Daily generation
below 50KWH 180.8 167.1 8.20%
Overcast/Rainy
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Based on the collected results, the robot successfully performed the cleaning of solar panels,
which contributed to a power generation improvement of approximately 5% when tested under
the soiling condition at the Jiangshan solar electric power generation plant. The solar plant was
built and began operation in 2016, thus it was only two years old when we performed the test,
and all solar panels were still in good condition. We did not have a chance to test the hot-spot
detection function. Operators of the solar power plant are more interested in the energy
production gain, and considering that the panels are only 2 years old, there is little chance that
they have developed hot-spot deficiencies. Therefore, we did not include fault detection as part
of the functionality test.

Based on the data, there were only two days on which the cleaning robot canceled its
scheduled tasks over the six-month (168 days, to be exact) functionality test period, which
corresponds to 98% availability. When tracing the reasons for the lack of performance on these
days, it was determined that the robot checked its battery level before beginning its cleaning
task and decided it lacked sufficient energy to finish it. Consequently, the robot canceled the
task and sent a message though the WSN to the site operator to report this event. We found that
these were rainy days with low sun radiation level, therefore, the onboard battery might have
not been fully charged. There were many rainy or cloudy days during the test period, and the
system was able to store sufficient energy on most of them; thus, the inability to do so only on
these two days should be considered the exception rather than the norm. The first conclusion
that can be drawn is that the control logic of the robot is performing as designed. The robot is
able to make the round trip and park at the docking station after it finishes its cleaning task and

updates the cleaning status. Second, the energy budget is on the right track, at least for areas
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having sunlight and weather conditions similar to those existing at the test site.® Additionally,
the robot is able to decide correctly if should continue with or abort cleaning when it senses a
shortage of energy. If the robot does decide to perform a cleaning trip, it finishes the cleaning
task and goes back to the docking station every time. All the above information was transported
through the WSN as per expectation, and in accordance with what is reported in Section 4.4.
We also tested some unscheduled manual remote startups of the robot with no failure. Based
on all of the above evidence, we conclude that the robot functioned as designed during the
testing period. It made the right startup choice and did not stop halfway due to energy shortage,

thereby providing a trouble-free operation.

& Onboard solar panel size and battery size depends on the location of the installation.
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Chapter 5

Performance Improvement Techniques and Test
Results

5.1 Cooja Simulator

Cooja is a Contiki OS-based WSN simulator, which not only simulates the behavior of
nodes in a WSN but also simulates the Contiki OS. Unlike some pure parameter-based
simulators that allow for setup of the communication signal channel, DIO interval, or other
network parameters through the simulator interface, in Cooja, we must work with the Contiki
source code to change the RPL configuration files or rewrite some of the source code related
to the parameter that must be changed. In other words, the work to change the RPL behavior
in Cooja is the same as that needed to change the firmware installed in a real node. Since the
RPL realization in various OSs might differ, we use Cooja as the simulation tool to ensure that
the simulation is a satisfactory representation of our design.

As indicated in Figure 3.14, the Contiki core system is separated from the bottom drivers
and hardware, which means that the RPL performance is relatively independent from the

selection of related hardware. Of course, the capabilities of hardware in terms of CPU speed,
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bus speed, access speed, and size of memory will impact the speed of execution of tasks,
however, the nature of functionality remains the same. Additionally, the difference might be
imperceptible in terms of quality of offered service. For example, for MCUSs running at 16MHz
versus 32MHz [101], the time difference for completing the execution of an arithmetic or logic
instruction is in the range of 10 nanoseconds’ [102], which is insignificant when the DIO
message transmission interval was set up at the scale of several seconds and the sensing data
packet generation rate at the one-minute level.

In our work, we make use of the “sky-mote,” a built-in simulated WSN node in the Cooja
simulator, capable of running Contiki OS and performing RPL evaluations. A significant
amount of research and analysis has been done based on the combination of Cooja and the sky-
mote, for example, [97], [98], and [99].

Simulators also have their limitations. When considering energy consumption simulation,
WSN simulators are more focused on the energy consumed by the communication process such
as transmitting and receiving tasks. However, it is difficult to consider other energy
consumption factors such as the MCU computation for actuator control and sensor energy
consumptions. Our data aims to demonstrate how network-related changes affect the energy
consumption; thus, they should be used as a guideline that provides insight into differences in

performance rather than being treated as exact values.

5.2 Simulation Parameters

' Depending on the complexity of the instruction, most instructions take one clock cycle to complete. Some may

take three to five clock cycles.
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The simulation was conducted using the following setup and parameters listed in Table 5.1.

TABLE 5.1 Simulation parameters.

No. | Parameters Setting

1. | Physical Layer 2.4GHz (IEEE 802.15.4)

2. | Media Access Layer ContikiMAC, Radio Duty-Cycle, Framer

3. | Network Layer RPL+6LoWPAN

4. | Transport Layer UDP

5. | Packet Payload Size 80 bytes

6. | No. of Gateway Nodes 1, ID 25 Colored in Green

- No. of .Fixed-location routing 24.1D 1 to 24
and sensing nodes

8. | No. of mobile sensing node 1, ID 26 Colored in Red

9. | Simulation Duration 70 Ir}in for gateway location, 100 min with mobile

sensing node

10. | Mobile sensing node speed 20 m/min

11. | Packet Rate 1 per min

12. | Transmission Range 150 m

13. lee‘d— 1008.'[101’1' routing - and 130 m apart horizontally, 80 m apart vertically
sensing nodes grid

14. | Radio Model Unit Disk Graph Medium (UDGM)

The simulation is an extension of the field functionality test that we conducted in Section

4.7 and focuses mainly on the solar power generation cleaning and inspection system

specifications discussed in Chapter 4.

The physical layer is the IEEE 802.15.4 wireless communication standard with an

operating frequency of 2.4GHz. The MAC layer for ContikiOS includes three parts: the framer,

the radio duty cycle (RDC), and the ContikiMAC [95]. The framer is a collection of functions

run when having to create a frame for transmission and/or parsing of received frames. The RDC

layer controls the sleep time of nodes, while the MAC takes care of addressing and

retransmission. The network layer for the simulation is formed by RPL combined with a
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6LoWPAN, which provides IPv6 support to the WSN and routing with the RPL. The UDP is
the transport layer protocol to simplify the communication procedure and reduce the load for
the MCU and RF transceiver.

The packet payload size is set to 80 bytes, which is defined in the 6LoWPAN protocol as
indicated in Figure 4.12. This setup represents the communication design we have implemented
in our hardware. A total of 24 fixed-location routing and sensing nodes are used to form a WSN
grid, numbered with identification (ID) numbers from 1 to 24. A single gateway is used and
assigned the ID number of 25 in the simulated topologies; it is also colored in green in the
figures. In our simulations, it is placed in two different locations—one in the left upper corner
of the network deployment and the other at the center of the network. We do so to assess the
impact of a gateway’s location on the performance of the network. The mobility study will then
be performed based on this study of gateway location, and the location that provides better
performance will be used when performing the simulation. One mobile node is included and
used to verify the performance with the modification of the RPL, which is discussed in detail
in Section 5.4.

For the study conducted to assess the impact of the gateway location on the performance,
we consider absence of node mobility in the network, and each simulation runs for 70 minutes
simulation time. The network converges to its final topology within three minutes. After that,
there is no network topology change. Each simulation for studying the mobile sensing node
lasts 103 minutes. Based on the length of the solar row, it takes 1,000 meters/20 m/min = 50
min to cover the 1,000 meters distance. The, the round-trip time equals. 2*50 = 100 min. To

ensure the topology of the static network topology converge in its final form, another three
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minutes is added to the simulation. The mobile node remains immobile during the 3 first
minutes, then it starts moving.

Fixed-location routing and sensing nodes are placed in an eight-by-three grid, with
neighboring nodes 130 meters apart horizontally and 80 meters apart vertically (this placement
is explained in detail in Section 5.3). Reliable communication between two nodes under no
collision situation must be in place. Therefore, we set up the transmission coverage range of
the nodes in the simulation to be 150 meters. Since the communication range of nodes is 150
meters, and two nodes are placed 130 meters apart, there is a 20-meter margin to compensate
for any unforeseen sources of degradation in the actual system. Unit disk graph medium [103]
is a radio model of the simulation environment; it assumes the simulation is performed in the
case of free space propagation and that an omnidirectional antenna is used for each node. For
UDGM, the strength (amplitude) of the received radio signal grows in an inversely proportional
manner with the distance between transmitter and receiver.

There are three remarks we need to make before we move on to the simulation studies.
First, in this thesis, we focus on single gateway deployment for the following reasons. We want
to keep the topology of the network simple, so we can study the behavior of the static network
and the switching patten of the mobile sensing node clearly; in reality, more gateways mean
more wiring and infostructure construction, it will add purchasing and maintenance cost.
Second, all the nodes in the WSN are equipped with an omnidirectional antenna This means

the moving direction has little effect on the signal reception.
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5.3 Study of Gateway Location

5.3.1 Test Field Modeling

In a typical field deployment, a set of fixed-location routing and sensing nodes is placed
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FIGURE 5.1 Test field and SRCIS wireless sensor network grid.

in a grid form. Each node is within the reach of its adjacent nodes, forming a multi-hop network.
The grid format depends on the shape of the solar power generation plant. In our case, the test
field covers a 1,000 m x 400 m rectangular-shaped area, and the fixed-location routing and
sensing nodes are placed to form an eight-by-three grid, as indicated in Figure 5.1, with the
horizontal light-blue color bars representing solar panel rows. This area is about the same size
as the test site at Jiangshan, Zhejiang, China. It is a representative deployment for any 40MW-
to SOMW-rated solar electric power generation plant.

The capacity of the plant can be calculated as follows: a 1 m-by-1.6 m solar panel is rated
for 250W, which means the full load power output capacity for this panel is 250W. Figure 5.2
(a) indicates that a solar array row is formed by two rows of solar panels, the upper and the
lower. This forms the width of a solar array row and is approximately 3.2 m. Then, we consider
that 80% of the length of a solar array is covered by solar panels, as there should be gaps

forming walkways. A 1 km-long solar array row has a capacity of 400KW considering a 0.8
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m-wide walkway between each row, as seen in Figure 5.2 (b). The blue bars represent solar
panel arrays, which makes the total width of a row to be 4 m. A 400-meter-wide solar electric
power generation plant could have 100 solar panel array rows, which brings the total power
capacity of the plant to 40MW. The coverage of the WSN is scalable and can be achieved by
adding or removing fixed-location routing and sensing nodes from the grid. As mentioned
earlier, the solar panel cleaning and inspection robot acts as a mobile sensing node in this
network. The robot moves along the solar array across the length of the field. For example,

referring to Figure 5.1, starting from node 9 and moving toward node 16, or starting from node

0.8m walk way

17 and moving toward node 24.

3.2m width

(a)
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FIGURE 5.2 1m by 1.6m panel, 4m row width solar array row set up with robot.

5.3.2 Study of the Gateway Location

The location of the gateway node affects the topology of the network. The gateway node
is assigned rank 0, which ensures that it becomes the root. No node has a lower rank. Two
gateway scenarios are tested in our simulation network, which are the most distant selections.
The performance was evaluated in terms of the number of hops, energy consumption, and
packet loss rate (PLR).

Ten rounds of simulations were performed for each gateway location study. Each round
was started “fresh” by reloading the simulation with a new random seed. A random seed is used
to create randomness of the simulation by changing some of the initial conditions, such as node
startup time or back-off delay. These simulations are performed with default RPL configuration
parameters as follows:

e Routing metric for the OF
The routing metric for the OF is set to be ETX, which means the rank calculation
is based on the hop-distance and link quality.

e Route lifetime
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The route lifetime timer is set to infinity. As mentioned in [27], this setup will
provide the best stability to a static network.
e DIO setup

The minimum DIO interval is set to 4.096 seconds (2'?> ms) and the maximum DIO
interval is set to 1,048.576 seconds (22° ms), which means the DIO interval will
double if no network change has been identified after the current interval expires.
Therefore, if the network does not change, the DIO interval is 4.096 seconds, 8.192
seconds, and 16.384 seconds until it reaches 1,048.576 seconds. If there is a
network change related to a node, the DIO interval used by the node is reset to the
minimum value, and the process is repeated.

The above is the basic setting of the RPL configuration used for this simulation. The
collected data are processed and used to calculate the PLR.

In one case, the gateway is placed at the location of one of the corner nodes of the
parallelogram-shaped deployment area (see Figure 5.3 (a)). In the second case, it is placed in
the middle of the parallelogram (see Figure 5.3 (c)).

As seen by inspecting Figure 5.3 (b) and Figure 5.3 (d), the resulting network topology is

quite different for the two different location placements of the gateway.
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FIGURE 5.3 Gateway locations and network topologies.
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Figure 5.3 (b) and Figure 5.3 (d) are network topologies that are evident from one round
of the simulation. The displayed topologies correspond to specific simulation runs. However,
the topologies produced by the remainder of the simulations changed very little from those
displayed. Thus, these topologies are suitable for use in the analysis of the gateway’s study.

The PLR is an important network parameter that could impact the performance of an
application. Figure 5.4 illustrates the PLR comparison in these two scenarios with the orange
bar representing the gateway in the corner position and the blue one representing the gateway
in the center position. Ten rounds of 70-minute simulations were performed, and more than
16,000 data packets were transmitted for each case. The statistical results are listed below:

e Corner gateway location
Average PLR 0.523% with a margin of error of 0.019% and a 95% confidence
interval from 0.504% to 0.542%
e (Center gateway location
Average PLR 0.073% with a margin of error of 0.013% and a 95% confidence
interval from 0.060% to 0.086%
Evidently, packet losses occurring when the gateway is located at the corner are seven times
higher compared to when it is located in the center. When tracing to identify the sources of lost
packets, we found that most were from the leaf nodes of a long branch. The longer the path or

the more the hops, the higher the chance that the packet could be lost due to collision.
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FIGURE 5.4 PLR at different gateway location.

Traditionally, in solar farm deployments, it is more practical to place auxiliary facilities (e.g.,
control room/office, storage room and engineering facility, and accommodation facility for on-
site personnel) at one of the corners of the field. The presence of the power and communication
infrastructure at this location makes it practical to host the gateway at the same location. This
corresponds to Figure 5.3 (a). However, with the development of technology such as power
over ethernet (POE), only one cable is necessary to provide the gateway with the needed power
and communication connections, which allows the gateway to be placed at additional locations
other than the control room. Placement of the gateway in the center of the grid creates a more
balanced topology. It is a star-like topology, having a more balanced distribution of branches
and shorter routing paths. In our simulation, the number of hops for each packet traveling to
the gateway was recorded for each fixed-location routing and sensing node.

A case study was performed to better understand the difference between these two
gateway locations and the relevant results are illustrated in Figure 5.5. There are two data sets
for each node: The red represents the final hop-distance for a node, which means the simulation
has converged to its steady-state, and the blue represents the average hop-distance. For a static
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network, these two numbers are equal most of the time. However, if a node finds a better parent
and switches to it for route optimization during the operation, the final hop-distance and the
average hop-distance will be different. For example, in Figure 5.5 (b), node 9 has a different
value between final hop-distance and average hop-distance. This is an indication of a parent
switch that leads to a topology change. The average hop-distance value for node 9 in Figure
5.5 is somewhat higher than 4; this indicates that when first joining the network, node 9 has a
hop-distance of 5 but not for a long time. It made the switch early, so the accumulated time for
node 9 to be a hop-distance of 5 is short. If node 9 did the switch after halftime of the simulation
duration, this value will be higher than 4.5. When the network forming process first started, a
node is most likely to process the first DIO it has received and set the sender of that DIO as its
parent node. Later, the node will receive more DIOs from different neighbors, and it may
discover that new neighbors could be better parents based on rank and ETX. When that happens,
the node may switch to a new parent, as long as the parent-switching threshold is met.

The set value of switching threshold is used to limit some of the unnecessary parent
switching so as to keep the network stable. The parent-switching threshold is an RPL
configuration parameter and is used to control the necessity for a node to switch to a different
parent. This threshold is the rank difference between the current parent’s rank and the potential
parent’s rank of a node. Based on the RPL protocol, a node in the RPL network is always
looking for the lowest ranked neighbor node as its parent node. However, there is cost for a
node to switch parent. When a node switches to a new parent, all of the nodes that used this
node as a routing hop must change their routing paths, and those new routing paths must be

updated in the gateway node. This will create more network control traffic. The parent-
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switching threshold sets conditions for these parent-switching events. A smaller value of this
parameter will promote more frequent parent-switching behavior; this will lead to a more
optimized network topology with the cost of more network control traffic, but might make the
network less stable. A larger value of this parameter will limit parent-switching events from
taking place, which may lead to a less optimized network topology; however, the network tends
to be more stable. The default value, 196, of the parent-switching threshold parameter set by
ContikiOS is used in all simulations. To the best of our knowledge, it provides a satisfactory

balance between network topology optimization and network stability.
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FIGURE 5.5 Gateway location and the number of hops.

By visually inspecting Figures 5.5 (a) and (b), it becomes evident that the placement of
the gateway at the center results in fewer nodes having large numbers of hops. The maximum
hop-count is four when the gateway is at the center, while it is nine when the gateway is placed
in the corner. From Figure 5.3 (b), it can be observed that when the gateway is placed at the
corner, only two nodes are connected directly to the gateway whereas six are connected directly
in the other case. As illustrated in Figure 5.5 (b), nodes 4, 5, 12, 13, 20, and 21 all have a hop-
distance of one.

We proceed by assessing the impact of the gateway’s location on energy consumption.
Figure 5.6 displays the average power consumption plot captured from one of our simulation
rounds. Although the results from various rounds of simulation are not the same because of the
random seed, they are similar to one another and follow a noticeable pattern that resembles the
one illustrated in Figure 5.6.

In Figure 5.6, the yellow part at the top of the bar represents the power consumed for
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packet transmitting, the green part represents the energy used for listening and receiving, the
blue part represents the energy used for CPU routing computation, and the red part is for low
power mode (LPM). LPM is the energy consumption occurring when the node operates at low
power mode. The nodes are running on duty cycle. When the node is not on listening and

receiving cycle or transmitting cycle, it is on low power mode.
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FIGURE 5.6 Gateway locations and power consumptions.
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From Figure 5.6, we can see that the first topology (Figure 5.3 (a)) creates a significantly
uneven power consumption between nodes compared to the second topology (Figure 5.3 (b)).
Particularly, we can see that nodes 9 and 10, which belong to the branch with the most nodes
attached and are close to the gateway in terms of hop-distance, consume significantly more
power than those farther away from the gateway in terms of hop-distance or located on a shorter
branch. Additionally, it can be observed that node 10 has higher transmit power consumption
compared to node 9, yet node 9 handles all traffic from node 10 plus the traffic from node 17.
This is due to packet collision and retransmission.

Node 10 is surrounded by four nodes that send out packets. Node 9 has three neighbors,
since the gateway does not send out data packets. Therefore, node 10 experiences higher traffic
within its broadcast domain, which increases the collision events. Such events generate
retransmissions, which consume additional energy. When the gateway is located at the corner,
RPL creates fewer and longer branches in its topology. Consequently, nodes in the
neighborhood of the end opposite to the side the gateway has been placed, will hop distance
from the gateway that is longer to the distance they will have compared to if the gateway was
placed in the middle of the deployment area. Also, the creation of less branches departing from
the gateway, forces those nodes that are in communication distance with the gateway having to
relay higher volume of traffic to the gateway, thus are consuming more energy as compared to
what such node will be consuming if the gateway was located in the middle of the deployment
area.

An additional observation we made is that the lowest energy consumption occurs at the

leaf nodes in both topologies and volumes of the consumption are similar. We can use this as
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our baseline to further analyze the energy consumption difference between these two gateway
locations. Let us start with the case of the gateway located in the middle, as shown in Figure
5.6 (b). We know we have six evenly loaded branches, and each of the six leaf nodes have a
power consumption of 0.89mW. Starting from the leaf nodes toward the gateway, we notice an
increase in the energy consumption with relatively uniform incremental steps of approximately
0.025mW to 0.035mW, until it reaches the peak, which is about 0.99mW. There is only 0. ImW
of power consumption difference when compared to the power consumption of the leaf node,
which corresponds to 11% more power consumption compared to that of the leaf node. When
the gateway is placed at the corner (Figure 5.6 (a)), the power consumption of the highest
consumer, which is node 10, was recorded at 1.55mW, which is approximately 74% higher
when compared to the consumption of leaf nodes. This makes the design and deployment more
complicated, since the nodes close to the gateway will deplete their energy considerably faster.
If the energy replenishment by means of the small PV panels used to recharge the nodes’
batteries lacks enough strength to handle this disparity in energy consumption, we run the risk
of having the gateway become cut off from the sensor network, in which case the entire service
will fail. Because of the difference in hardware specifications, we cannot use the indicated
energy consumption values directly to estimate the power usage for the TIPoT motes, however,
this simulation makes evident the interrelationship between gateway location and the energy
replenishment apparatus used with the nodes.

Another worthwhile observation is that while the consumption of leaf nodes when the
gateway is placed in the middle is balanced (meaning leaf all nodes have close to equal energy

consumption values), it is not the case for when the gateway is placed at the edge. In this case,
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there are eight leaf nodes, but, as can be verified through inspection of Figure 5.6 (a), there is
quite noticeable disparity among the consumption levels of the various leaf nodes. This is due
to the number of neighboring nodes an edge node has and the level of traffic intensity these
neighboring nodes are required to handle. Nodes 8, 16, 17, and 24 have one-hop neighbors,
which themselves have low traffic volumes to process (transmit). This is because they are either
leaf nodes themselves or, if they are not, they have a small number of children associated with
them, for which they must act as relay. Therefore, they do not consume significant bandwidth
from the wireless medium. Transmissions are less frequent, and the frequency of requiring
retransmissions is low as well, since the utilization of the wireless medium within their location
1s low. However, this is not the case for nodes 5, 19, 20, 22, and 18. Each of these nodes has
one-hop neighbors with a large number of children; such nodes must transmit more frequently.
The presence of more than one such node within the hearing distance of the leaf node will also
generate a higher number of failed transmissions, thus, retransmissions must occur.

From Figure 5.4 through Figure 5.6, it can be concluded that the gateway location affects
the performance of the WSN. Ideally, the gateway should be deployed at a location that
minimizes the hop distance, which leads to balanced power consumption and a lower PLR.

This study provides a deployment guideline for the WSN gateway.

5.4 Proposed Performance Improvement Techniques for RPL

Routing of Mobile Sensing Nodes

In Chapter 2, we discussed the problems rising from having to support mobile sensing
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nodes. To ensure a smooth operation of the SRCIS, we proposed and implemented new
techniques involving three mechanisms that address the weaknesses.
5.4.1 Test Field Setup for Mobile Sensing Node Simuilation

The simulation for studying the performance improvement techniques will take place in
the same test field setup as indicated in Fig. 5.7, with the gateway placed in the center of the
grid, which has been demonstrated to provide better network performance. The mobile node,
having been colored red in the figure below, starts at the left edge of the field. The mobile node
will make a round trip, then return to its starting position. The speed of the mobile sensing node
is set at 20 meter per minute with a data rate of one packet per minute. The mobile sensing

node also has a signal coverage of 150 meter. Detailed settings can be found in Table 5.1.
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FIGURE 5.7 Mobile sensing node simulation setup

5.4.2 Mobile Sensing Node as Leaf Node

In our application, since the robot carrying the mobile sensing node is constantly moving
while collecting data, the mobile sensing node was set as the leaf node; in other words, no
mobile sensing nodes can have a child node. By doing so, when a mobile sensing node moves
out of its parent node’s coverage, only the mobile sensing node itself is affected.

It is simple to achieve this setup; we must only disable the DIO message system on the
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mobile sensing node. Doing so will eliminate the DIO advertisement from a mobile sensing
node. If a node is not advertising itself with a DIO, no other node will be able to use it as a
parent node. Eliminating the need for advertising a DIO can also help the node to save energy.
5.4.3 DIO interval and route lifetime settings

In Chapter 2, the DIO messaging-system and trickle timer were discussed. The trickle timer
is used as a dynamic scheduler for issuing DIO messages. In Contiki, the interval between two
successive DIO messages is controlled by the trickle timer, which has a default minimum value
(Imin) of 4.096 seconds and a default maximum value (/max) of 1,048.576 seconds [24]. The
DIO message transmission interval will start with /min and double the value when the timer
expires, and will be doing so until it reaches /max if there is no network change. The DIO
interval will remain at /max until a network change is detected. The more stable the WSN is,
the fewer DIO messages are needed. However, with the existence of a mobile sensing node,
the network is no longer fully static, and events of loss of connectivity from the parent node
are more frequent. When encountering such an event, a node will have to go through the route
repair process as discussed in Section 2.5, which could take a long time to complete. The trickle
timer for the DIO interval works well for stable networks but could be less effective when
dealing with a network containing constantly moving nodes. The mobile nodes must receive
DIOs from parent nodes frequently enough to ensure that the connections still exist for their
data transmission needs, or if a connection is lost, the repair process starts within a short time
after the loss.

We propose to replace the trickle timer algorithm for scheduling the DIO interval with a

periodic timer. We consider this to be a better approach when having to address constantly
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changing route topology due to the presence of mobile sensing nodes. In our application
scenario, the fixed-location routing and sensing nodes are parent nodes to the mobile child
nodes, and their DIO intervals tend to stay at /max because the network is highly stable if the
mobile leaf nodes are removed. The DIOs periodically sent out from the fixed-location routing
and sensing nodes work like heartbeat signals, with the mobile node using the DIOs to
determine if the parent node is still within its reach. It should be noted that if the DIO interval
is set too short, there will be too many DIOs, which may cause network congestion, subsequent
packet losses, increased power consumption, and bandwidth waste. On the other hand, if the
DIO interval is set too long, the mobile node may not be able to update its route quickly enough
when it moves out of the coverage of its parent and, consequently, will be cut off from the
network for too long.

Please note that the objective is to have the mobile node assess that it is moving away from
its current parent, coming closer to another node that can become its parent, and make the
switch before it loses network connectivity. However, it is possible that the mobile node will
move outside the coverage area of its parent prior to having entered the process of changing
parents. A mechanism is required to be in place to enable the mobile nodes to handle this case.
The route lifetime timer (RLT) exists within the RPL for this purpose. However, Contiki sets a
default and very large value in this counter (for all practical purposes and for the time scale in
which we operate, it is as we had set “infinity”’). We change this by assigning a certain value,
an action that “puts this counter into use.” When the RLT expires, the mobile node deletes its
current parent from the parent list, sets the rank of itself to infinite, and acts like a new node

searching for any existing DODAG and attempting to join it. Should a DIO message be
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received by the mobile node before the RLT counter expires, the RLT counter is reset, and the
countdown begins again. The two timers, namely, DIO message generation interval and RLT,
have significant impacts on the time needed for the mobile node to handle parent loss and rejoin
the network, and thus need to be fine-tuned according to the behavior of the mobile node and
application requirements.

In our application scenario, the mobile node has a sensing data generation rate of one
packet per minute. The mobile node moves along the solar row and enters and exits the
coverage area of fixed-location routing and sensing nodes within its reception area, which
consequently requires it to change its parent node from time to time. After the mobile node
moves out of the coverage area of its current parent, it must discard the current route and
reconnect to a new parent, so that the newly generated data packet can be successfully
transmitted via the new route. If either the DIO message transmission interval or the RLT, plus
the time required to acquire a new parent node, is longer than one minute, transmission of the
new packet might fail. On the other hand, the RLT’s value must be longer than the DIO interval
to keep the route alive. The longer the RLT, the more stable the network. The DIO interval must
be carefully chosen: If the DIO interval is too short, there will be too many DIOs in the network,
and they will increase the energy and bandwidth consumption; if the DIO interval is too long,
the update rate for the mobile node to sense the existence of its parent node will be too slow.
The trickle mechanism of the DIO timer is disabled and a fixed value x is assigned to the timer
for periodic DIO dissemination. Then, the value of the DIO interval is calculated as 2* ms, as
specified in [27]. When x is set to 15, we will have a DIO interval of 2!° ms = 32.76 seconds

and when x = 14, we will have 2'* ms = 16.38 seconds. These two DIO interval values are
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likely to be satisfactory options for our application scenario. Other values are either longer than
the packet arrival interval of one minute or too short. DIOs in the WSN can also be lost for
various reasons, for example, collision, noise, or interference. As discussed earlier, the RLT
value will be reset after receiving a DIO. If the RLT is shorter or equal to the DIO interval,
although the mobile node is still in the coverage area of the current parent, the route may still
be discarded because the RLT expires before the next DIO arrival. Therefore, the RLT values
must be at least a few seconds longer than the DIO interval to reduce the possibility of falsely
triggering the node to leave the current parent.

Computer simulation is used to study the effectiveness of our proposed periodic DIO
message transmission mechanism and route lifetime timer setting. 10 simulation rounds were
conducted for each setting listed below.

1. Baseline case (default mechanism and values): DIO dissemination follows trickle
timer mechanism and the route lifetime is set to be infinity. This is the default setup
in Contiki.

2. Periodic DIO with interval of 32.76s and route lifetime of 48s.

3. Periodic DIO with interval of 32.76s and route lifetime of 40s.

4. Periodic DIO with interval of 16.38s and route lifetime of 40s.

5. Periodic DIO with interval of 16.38s and route lifetime of 32s.

6. Periodic DIO with interval of 16.38s and route lifetime of 28s.

7. Periodic DIO with interval of 16.38s and route lifetime of 24s.

The PLR of the mobile node is determined and comparison between the different scenarios

is made. The results are shown in Fig.5.8.
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FIGURE 5.8 PLR comparison for different parameter settings.

As shown in Figure 5.8, the PLR for the baseline case is illustrated in dark grey color,
32.76s DIO interval with 48s route lifetime is illustrated in blue color, 32.76s DIO interval with
40s route lifetime is illustrated in orange, 16.38s DIO interval with 40s route lifetime is
illustrated in light grey, 16.38s DIO interval with 32s route lifetime is illustrated in yellow,
16.38s DIO interval with 28s route lifetime is illustrated in pink, and 16s DIO interval with 24s
route lifetime is illustrated in green. The results for 32.76s DIO interval are in the red box and
the results for 16.38s DIO interval are in the blue box. The exact values produced through the
simulations, used to produce Fig. 5.8, are as follows:

e Baseline, dynamic DIO interval with infinite route lifetime:
Average PLR is 29% with a margin of error 1.23% and a 95% confidence interval
from 27.77% to 30.23%.

e 32.76s static DIO interval with 48s route lifetime:
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The average PLR is 13.69% with a margin of error of 2.29% and a 95% confidence
interval from 11.4% to 16%.

32.76s static DIO interval with 40s route lifetime:

The average PLR is 12.62% with a margin of error of 1.6% and a 95% confidence
interval from 11% to 14.2%.

16.38s static DIO interval with 40s route lifetime:

The average PLR is 11.9% with a margin of error of 1.58% and a 95% confidence
interval from 10.4% to 13.5%.

16.38s static DIO interval with 32s route lifetime:

The average PLR is 11.84% with a margin of error of 1.24% and a 95% confidence
interval from 10.6% to 13.1%.

16.38s static DIO interval with 28s route lifetime:

The average PLR is 9.22% with a margin of error of 0.95% and a 95% confidence
interval from 8.27% to 10.2%.

16.38s static DIO interval with 24s route lifetime:

The average PLR is 9.32% with a margin of error of 1.03% and a 95% confidence

interval from 8.29% to 10.3%.

Compared to the baseline case, all the periodic DIO intervals with RTL value different than

infinity, achieved significantly lower PLR for the mobile node. Based on the results, we can

conclude that regardless if DIO is 32.76s or 16.38s, PLR decreases as route lifetime value

decreases. This is because the route lifetime value affects the time a mobile node needs to wait

before discarding the current parent and starting the process for a new route. This value is also
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the time a node has to wait before leaving an outdated parent node in the worst-case scenario.
The longer the waiting time is, the longer the time becomes for the mobile node to start the
process of rejoining the network. However, shorter route lifetime comes with a cost as
mentioned earlier. Among all the simulated scenarios, the lowest PLR for the mobile node was
achieved with 16s DIO interval and 28s or 24s route lifetime. Further reduction of the route
lifetime will not make much difference in terms of improving the PLR for mobile nodes. It is
due to the fact the fixed-location routing and sensing nodes are also responsible of retransmit
the mobile nodes packets. When the fixed-location nodes start to lose packets, it will affect the
PLR of the mobile node.

Setting a shorter route lifetime will affect not only the mobile nodes but also the fixed-
location routing and sensing nodes. Figure 5.9 illustrates the PLRs for the static network. In all
simulated cases, the closer the route lifetime is set to the DIO interval, the more packet losses
from fixed-location routing and sensing nodes were observed. This is most likely due to the
DIO losses in the WSN. When there is a loss of DIO packet, with a short route lifetime, a node
is more likely to make a wrong decision to discard the current route although it is still in the
coverage of its original parent. Then, the node will rejoin the network with the same parent
since its location does not change. This process could result in brief route unavailability and
packet loss. From Figures 5.8 and 5.9, we conclude the best option for our application scenarios
is a 16.38 seconds DIO interval with a 28 seconds route lifetime. It is also noticed that the case
with a 16.38 seconds DIO interval and a 40 seconds route lifetime achieved the lowest PLR for
the entire simulated network. In this case, the route lifetime is long enough for the mobile node

to receive two DIOs because the DIO is sent out every 16.38 seconds This route lifetime value
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cannot only handle the DIO delays but also the case when one DIO packet is lost. This is
because it provides transmission of two DIO messages within a 40s period. In our application
scenarios, the PLRs of mobile nodes are significantly higher than those of fixed-location
routing and sensing nodes, which makes the settings that can reduce PLRs for mobile nodes
more valuable. However, if other measures can be adopted to reduce the PLRs for mobile nodes

to a comparable level, the route lifetime value that considers DIO losses could be given higher

consideration.
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FIGURE 5.9 PLR for the static network.

5.4.4 Application Layer Redundancy

Although the PLR has been reduced to an average of 9.2% through the proposed
performance improvement techniques with the 16 s static DIO interval and 28 s route lifetime
parameter setting, the lost sensing data could still compromise the effectiveness of our robotic
solar panel cleaning and inspection application. To further improve the reliability in data
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transmission, an application layer-based method implementing data redundancy was developed
and used.

As described earlier, the entire round-trip cleaning process takes about 100 minutes, and
the packet generation rate is one packet per minute. A packet ID is needed to identify all of the
received packets. Therefore, seven bits can identify up to 128 data packets, which is enough to
cover the entire round-trip data packet identification need. The packet ID can be used to locate
a defect solar panel as well. Because, the robot is moving in a constant speed of 20 meters per
minute, this will give its location estimation a resolution of 20 meters. We reserved this seven-
bit space in the packet at the beginning of the packet payload to identify each packet transmitted
during the inspection cycle.

In our application, the sensor measures the temperature for each solar panel. The width of
each solar panel is 1 meter and the robot’s moving speed is 20 meters/minute. The robot takes
20 samples in one minute, which comes to one sample per panel. Each sample produces 10 bits.
Depending on the situation, multiple samples can be taken on the same solar panel and the
maximum or the average value of these samples will be transmitted. As a result, each panel
will have one sample data transmitted and its size is 10 bits. Sensor data usually come as an
integer number of bytes, but since we have the flexibility to control the structure of the payload,
we will make it binary to make better use of the payload space. This adds up to 200 bits of data
per minute that have to be placed in the packet’s payload for transmission to the gateway.

A data redundancy mechanism is proposed, which makes use of the unused payload space
for sending duplicates of data collected and sent earlier. Based on the payload size of our data

packet, two previous data sets are packed into the current packet. For example, the Nth packet
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can include sensor data already sent in packets N-1 and N-2. With this mechanism, even if two
consecutive packets are lost, packet data can still be recovered from other packets.

The implementation of this data redundancy is straightforward. The payload size of a
packet is 80 bytes, which is equal to 640 bits. As mentioned earlier, the first seven bits are
reserved for packet ID. The sensing data collected two minutes ago is stored in the block of 8™
bit to 207" bit, while the sensing data, collected one minute ago, is stored in the block of 208™"
bit to 407" bit. Finally, the most recent collected sensing data is stored from the 408™ bit to the
607" bit. The packet payload structure is illustrated in Figure 5.16. The packet with ID = 1 does
not contain actual data from the 8 bit to the 407™ bit and packet with ID = 2 does not contain

actual data from the 8 bit to the 207" bit.

élz)vnf ?:;‘115; g(?i ieszf:; 7-bit | 20x10bits | 20x10bits | 20x10bits
P P packet ID for N-2 for N-1 for N
7 bytes 1 byte

FIGURE 5.10 The packet payload structure for data redundancy.
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FIGURE 5.11 Using data redundancy for data receiving and recovering.
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Figure 5.11 demonstrates the recovery process at the server side. When this packet is
received at the server, the server checks the packet’s ID. If packet ID = 1 is detected, the server
will retrieve data from the 408" bit to 607" bit of the payload in the received packet, store it in
the database, and then marks the last received packet ID as 1. Each time a packet arrives at the
server; the packet ID is used to check for continuity. If the received packet ID-1 is equal to the
last received packet ID, which indicates no packet is lost, the server will retrieve only the most
recent data, located from 408™ to 607%™ bit of the payload. If the received packet ID and the last

received packet ID exhibit discontinuity, a packet has been lost. If only one packet is lost, the



server will retrieve data from the 208" to 607™ bit of the payload; if two packets are lost, the
server will retrieve data from the 8 to 607™ bit of the payload. This procedure will allow for
full recovery of the collected data if no more than two consecutive packets are lost.

To study the effectiveness of the proposed this technique, a simulation of the robot
performing cleaning and monitoring cycles was carried out. For each packet loss event, we
recorded the number of packets lost consequently. In the simulation, 16.38 seconds were used
for DIO interval and 28 seconds for route lifetime.

As discussed earlier, the effectiveness of this redundancy mechanism depends on the
frequency of occurrence of loss of consecutively transmitted packets. If more than two
consecutive packets are lost, some data cannot be recovered from this redundancy mechanism.
A total of 24 rounds of simulation were conducted (based on a bi-weekly schedule, this is the
workload for a robot over a year) to produce the following results:

e The percentage of mobile node loss of one packet in a packet loss event is 70.15%

with a margin of error of 5.2% and a 95% confidence interval from 65% to 75.4%;

e The percentage of mobile node loss of two packets in a packet loss event is 26.31%
with a margin of error of 4.8% and a 95% confidence interval from 21.5% to 31.1%;
and

e The percentage of mobile node loss of three packets in a packet loss event is 3.51%
with a margin of error of 2.88% and a 95% confidence interval from 0.63% to
6.39%.
In Figure 5.12, it can be seen that 70% of the packet loss events are single packet losses,
26% involve two consecutive packet losses, and only 4% of the packet loss events saw a loss

of three consecutive packets. This verifies that our proposed redundancy mechanism can
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significantly reduce the loss of data.

Consecutive Packet Loss
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FIGURE 5.12 Consecutive packet loss

Since only the unused payload space is used, and we do not change the size or number of
packets that a mobile sensing node must transmit, there should be no impact on energy
consumption and network traffic. Additionally, the procedure used to decode the payload is on

the server side, and the additional computing in the nodes is minimal.
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Chapter 6

Conclusion and Future Research Work

6.1 Conclusion

To address the problems of power loss due to soiling and solar panel defects that most
large-scale solar electric power generation plants are facing, we focused our effort in this MASc
thesis research on the design and implementation of control and communication subsystems
suitable for use in a SRCIS that supports autonomous cleaning and hot-spot detection.

The key modules of the designed control subsystem include the power management
module, smart control module, motor and servo module, and sensors. To achieve self-
sustainable functioning while controlling the overall weight of the robot, the power capacity
has been carefully budgeted based on both, use scenarios and energy consumption of each
component of the robot. Sensors are used for detecting solar panel defects, as well as
monitoring the health of the robot and providing information to assist the control of the robot’s
movement. Control logic is implemented based on the cleaning and inspection requirements.
Our field functionality test over a six-month period reveals that the robots with the designed
control subsystem functioned reliably and performed the autonomous cleaning quite well,

which resulted in an electricity production gain of more than 5%.
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To ensure reliable transmission of the sensing and monitoring data between robots and
gateway, we evaluated and compared the network performance when the gateway was
deployed in two typical locations. When the gateway was deployed in the center of the PV
deployment (and in extension center of the deployed WSN), better performance in terms of
load balancing, energy consumption, and PLR was observed.

The robots move along the solar row to perform the cleaning and inspection tasks. In our
performance evaluation, RPL is found to have poor performance when supporting the moving
robots. To improve the performance of RPL, we proposed the implementation of several new
techniques so that it can service better mobile sensing nodes. First, we declared the mobile
sensing node as a leaf node, so that the location change of the mobile sensing node does not
affect the rest of the network. Second, we changed the DIO scheduling mechanism and used
the DIO together with our proposed new router lifetime value to ensure a timely parent search
and update for mobile sensing nodes. Although the performance was improved significantly
with the inclusion of these measures, packet loss still occurs at non-negligible values, especially
when the mobile sensing node switches parents. To address this deficiency, we proposed and
developed an application layer redundancy technique, which further protects the integrity of
the collected data set. When applying this technique, we achieve drastic reduction of data loss.

The contributions of this thesis research enabled the implementation of control and
communication functionalities for SRCIS able to support large-scale solar electric power
generation plants. The techniques proposed for improving the RPL can be applied to other
similar scenarios that involve mobile sensing nodes, which need to be switching parent nodes.

While the proposed application layer-based redundancy provision technique is application-
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specific—in other words, it was designed specifically for this smart application—the concept
is useful to other applications where packet loss needs to be reduced, but making significant

changes to the network environment is not practical solution.

6.2 Future Research Work

There is still ample room for future improvement in both robot functionality and WSN
techniques. Below we comment on opportunities for future research.

To achieve a higher Rol, in many cases, solar tables or trackers need to be connected
together to build longer rows. It was noticed - in our field deployments- that a structural
misalignment often exists in the solar array, making it difficult for the robot to move across.
This raises several challenges to our smart control system. Smarter and more accurate control
algorisms needed to resolve this challenge. The robot should be able to detect obstacles, gaps,
or malfunctioning trackers [75] in its cleaning and inspection path, and have the capability to
take proper action to respond to these unexpected situations. Additionally, weather conditions
could become hostile during the cleaning and inspection process. The robot should be equipped
to adjust accordingly for safe operation or self-protection.

Most solar electric power generation plants are using the supervisory control and data
acquisition (SCADA) system [76] for managing much of their existing equipment, e.g. solar
tracker systems and power inverters. SCADA is an industrial standard for control and
monitoring. Therefore, it is meaningful to integrate our WSN-based cleaning and inspection

robot in the SCADA system. This integration will help the site operators organize the control
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and monitoring tasks into a single system, having a unified interface, which will greatly
simplify their daily O&M work.

While the proposed techniques achieved improved performance of our SRCIS, it should
be noted that this application scenario is still in its early adoption stage. With the growing O&M
needs and more complicated site conditions involving solar arrays, these techniques may
require fine-tuning or modification, or new techniques may need to be developed for addressing
the emerging issues. Our research has not considered the system’s operation under various RF
interference conditions. Some solar electric power generation plants have WiFi, Zigbee and/or
other co-existing wireless networks, which could potentially interfere with the WSN that serves
the SRCIS. More experiments and field tests should be conducted to address these situations,
which may lead to new findings and new, more effective techniques. Also, in this research we
mainly consider the uplink communication traffic (from leaf to root) with low volume of
commands going through the downlink (from root to leaf). For a very large-scale network and
more advanced control functionalities, more downlink traffic or peer-to-peer (P2P)
communication may be required, which will have to be serviced by the WSN. For example, the
control center may need to inform robots of environmental conditions or solar row status, and
the robots might have to communicate with adjacent robots or trackers when a local emergency
occurs (e.g., a structural failure nearby), in which case it is better for this communication to
happen locally than to report to the server and then wait for a response (lowers the volume of
total network traffic and reduces the end-to-end delay). It is meaningful to study P2P traffic in
this case, which could also lead to the design of new technologies. Last but not least, the current

application has a low data rate, which provides some advantage in applying data redundancy
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for improving the reliability of data transmission. However, when the application becomes
more complicated, the data rate may become much higher. Other methods will need to be
developed that can support higher data rates while maintaining data transmission reliability,

and do so without having to increase significantly the system’s complexity.
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