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Abstract

Modern communication networks are becoming increasingly complex due to rising traf-

fic demands, stringent reliability requirements, and the need for adaptive management

across optical and wireless infrastructures. Traditional rule-based and static manage-

ment approaches are often inadequate for handling the structural, temporal, and opera-

tional complexity of these environments. This thesis investigates Graph Neural Net-

works (GNNs) as a unifying learning paradigm for intelligent network management,

and demonstrates how task-specific integration with reinforcement learning, temporal

sequence models, and evolutionary optimization can improve decision-making across di-

verse networking problems.

Three representative network management challenges are addressed. First, a GNN-

enhanced deep reinforcement learning framework is developed for dynamic restoration in

Wavelength Division Multiplexing (WDM) networks. By encoding topology and failure

states as graph-structured inputs, the framework enables topology-aware routing and

wavelength assignment, achieving faster and more effective recovery than conventional

heuristic restoration methods. Second, a graph-based predictive framework is proposed

for proactive radio link failure prediction in 5G networks. By combining spatial rela-

tionships among neighboring sites with temporal and environmental context, the model

improves the early detection of service disruptions and supports proactive reliability

management. Third, a spatio-temporal GNN-based traffic forecasting model, augmented

with Transformer learning and Genetic Algorithm-based hyperparameter optimization, is

introduced for 6G network environments. This model captures both structural and tem-

poral traffic dependencies, improving forecasting accuracy and enabling more effective

predictive resource allocation.

Taken together, these contributions show that graph-based learning provides a co-
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herent and effective foundation for intelligent network management across resilience,

reliability, and forecasting tasks. Rather than proposing a single universal architecture

for all network problems, this thesis demonstrates how a common graph-centered per-

spective can be adapted to different management objectives through appropriate learning

and optimization mechanisms. The results establish GNN-based modeling as a practical

pathway toward more adaptive, predictive, and autonomous communication networks.

iii



Acknowledgements

I would like to begin by expressing my utmost gratitude to the Almighty God for His

direction and guidance throughout my academic journey. I extend my heartfelt thanks

to my supervisor, Professor Amiya Nayak, for his invaluable counsel and support during

my thesis work. Finally, I wish to express my profound gratitude to my amazing wife,

my kids and friends for their unwavering support and inspiration as I conducted my

research and wrote my thesis. Without them, this feat would not have been possible. I

am thankful.

iv



Contents

1 Introduction 1

1.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.1.1 Intelligent Network Management in the 5G/6G Era . . . . . . . . 1

1.1.2 Limitations of Traditional Approaches . . . . . . . . . . . . . . . 2

1.1.3 Graph Neural Networks (GNNs) . . . . . . . . . . . . . . . . . . . 4

1.1.4 Deep Reinforcement Learning (DRL) . . . . . . . . . . . . . . . . 5

1.1.5 Genetic Algorithms (GAs) . . . . . . . . . . . . . . . . . . . . . . 5

1.2 Thesis Statement and Scope . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.3 Research Objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

1.4 Dissertation-Level Contributions . . . . . . . . . . . . . . . . . . . . . . . 9

1.5 Chapter-Specific Contributions . . . . . . . . . . . . . . . . . . . . . . . 10

1.6 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1.7 List of Publications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2 Background & Related Works 13

2.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.1.1 WDM Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.1.2 5G and 6G Networks . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.1.3 Graph Neural Networks . . . . . . . . . . . . . . . . . . . . . . . 22

v



2.2 Unifying Perspective Across Network Management Tasks . . . . . . . . . 24

2.3 State-of-the-art WDM Restoration . . . . . . . . . . . . . . . . . . . . . 25

2.3.1 Traditional Approaches to WDM Restoration . . . . . . . . . . . 25

2.3.2 Machine Learning and Optimization-Based Techniques . . . . . . 27

2.4 State-of-the-art Radio Link Failure Prediction . . . . . . . . . . . . . . . 29

2.4.1 Traditional Methods . . . . . . . . . . . . . . . . . . . . . . . . . 29

2.4.2 Machine-learning-based Methods . . . . . . . . . . . . . . . . . . 30

2.5 State-of-the-art Traffic Prediction in 5G/6G networks . . . . . . . . . . . 33

2.5.1 Traditional Statistical Methods . . . . . . . . . . . . . . . . . . . 33

2.5.2 Machine-learning-based Methods . . . . . . . . . . . . . . . . . . 34

2.5.3 Deep Learning Approaches . . . . . . . . . . . . . . . . . . . . . . 35

2.5.4 Transformers and Attention Mechanisms . . . . . . . . . . . . . . 36

2.6 Summary and Unifying Research Gaps . . . . . . . . . . . . . . . . . . . 37

3 Hybrid Approach for WDMNetwork Restoration: Deep Reinforcement

Learning and Graph Neural Networks 40

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

3.2 Related Works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

3.2.1 DRL and GNN-Based Solutions . . . . . . . . . . . . . . . . . . . 45

3.3 Graph Neural Network and Deep Reinforcement Learning . . . . . . . . . 49

3.3.1 Graph Neural Networks . . . . . . . . . . . . . . . . . . . . . . . 49

3.3.2 Deep Reinforcement Learning . . . . . . . . . . . . . . . . . . . . 50

3.4 Proposed Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.4.1 Reinforcement Learning Environment . . . . . . . . . . . . . . . . 52

3.4.2 Graph Neural Network Architecture . . . . . . . . . . . . . . . . . 55

3.4.3 Learning Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . 56

vi



3.5 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.5.1 Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.5.2 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.5.3 Performance Evaluation . . . . . . . . . . . . . . . . . . . . . . . 63

3.5.4 Computational Complexity Analysis . . . . . . . . . . . . . . . . 66

3.5.5 Runtime Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.5.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

3.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

4 Graph Neural Network-Based Radio Link Failure Prediction in 5G Net-

works 79

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

4.2 Related Works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

4.2.1 Impact of Weather on Wireless Networks . . . . . . . . . . . . . . 83

4.2.2 Learning-Based RLF Prediction: Classical and Sequential Models 83

4.2.3 Deep Learning for Wireless Reliability . . . . . . . . . . . . . . . 84

4.2.4 Graph Neural Networks in RANs . . . . . . . . . . . . . . . . . . 85

4.2.5 Explainability and Federated Learning Trends . . . . . . . . . . . 85

4.2.6 Research Gaps and How We Bridge Them. . . . . . . . . . . . . . 87

4.3 Dataset Description and Preprocessing . . . . . . . . . . . . . . . . . . . 87

4.3.1 Dataset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

4.3.2 Data Preprocessing . . . . . . . . . . . . . . . . . . . . . . . . . . 90

4.4 Proposed Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

4.4.1 Models, Training and Validation . . . . . . . . . . . . . . . . . . . 95

4.5 Model Evaluation Results . . . . . . . . . . . . . . . . . . . . . . . . . . 98

4.5.1 Benchmark Methods . . . . . . . . . . . . . . . . . . . . . . . . . 99

vii



4.5.2 Evaluation Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . 101

4.5.3 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

4.5.4 Ablation Study: Impact of Removing Class Balancing Methods . 107

4.5.5 Ablation Study: Imbalance handling methods . . . . . . . . . . . 111

4.5.6 Practical Deployment of the Proposed ML System . . . . . . . . . 118

4.5.7 Network Operator Dashboard and Explainability . . . . . . . . . 124

4.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133

5 Graph Neural Network-Based Internet Traffic Prediction in 6G Net-

works with Genetic Algorithm Hyperparameter Optimization 134

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135

5.2 Related Works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

5.3 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

5.3.1 Problem Formulation . . . . . . . . . . . . . . . . . . . . . . . . . 141

5.3.2 Graph Representation of Traffic Data . . . . . . . . . . . . . . . . 143

5.3.3 Spatio-Temporal Model Architecture . . . . . . . . . . . . . . . . 143

5.3.4 Genetic Algorithm-Based Hyperparameter Optimization . . . . . 150

5.4 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152

5.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156

6 Conclusion and Future Work 159

6.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159

6.1.1 Insights . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161

6.1.2 Scope and Boundaries of the Thesis . . . . . . . . . . . . . . . . . 163

6.1.3 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

viii



List of Tables

2.1 Fundamental differences in requirements between 5G (IMT-2020) and the

6G vision (IMT-2030). . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

3.1 Input features of each link . . . . . . . . . . . . . . . . . . . . . . . . . . 54

3.2 Characteristics of Test Networks . . . . . . . . . . . . . . . . . . . . . . . 63

3.3 Runtime Analysis Results . . . . . . . . . . . . . . . . . . . . . . . . . . 69

4.1 Comparison of representative related works on weather-aware wireless re-

liability and RLF prediction. . . . . . . . . . . . . . . . . . . . . . . . . . 86

4.2 Summary of Dataset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

4.3 Performance metrics used for binary failure prediction. . . . . . . . . . . 101

4.4 Comparison of model performances . . . . . . . . . . . . . . . . . . . . . 103

4.5 Cross-validation performance (mean ± std across folds). . . . . . . . . . 103

4.6 Comparison of model computational cost . . . . . . . . . . . . . . . . . . 107

4.7 GAT Performance with vs. without class balancing . . . . . . . . . . . . 108

4.8 Comparison of Class Imbalance handling methods . . . . . . . . . . . . . 112

4.9 Summary of deployment scenarios for RLF prediction. . . . . . . . . . . 123

5.1 Comparison of model prediction performance . . . . . . . . . . . . . . . . 155

ix



List of Figures

3.1 Proposed Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3.2 Test Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

3.3 Wavelength Map for EON during steady state routing . . . . . . . . . . . 62

3.4 Blocking Probability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

3.5 Evaluation of the GNN+DRL agent during training across the four topolo-

gies. Each solid curve shows the average ratio of recovered demands

achieved by the GNN+DRL agent versus the training iteration for the

topology indicated in the legend; the dashed lines mark the corresponding

constant R-R baselines, and the green dash-dot line marks Pro-R, which

recovers all demands. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

3.6 Restoration probability over different demand requests . . . . . . . . . . 66

4.1 Radio site in a 5G network . . . . . . . . . . . . . . . . . . . . . . . . . . 82

4.2 ROC curve of our model . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

4.3 Model performance with different threshold values . . . . . . . . . . . . . 105

4.4 Confusion matrices for the GAT with and without class balancing. . . . . 109

x



4.5 End-to-end pipeline for GAT-based RLF prediction: data sources (topol-

ogy, weather, KPIs/logs) → ingestion/cleaning → feature engineering

→ graph construction → GAT inference (per-link failure probability) →

thresholded alerts for NOC dashboards and automated mitigation, with an

MLOps loop for monitoring, feedback, retraining, and CI/CD deployment. 119

5.1 Simplified project model . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

5.2 Actual versus predicted internet traffic for our model and two baseline

models (stGNN and LSTM) for the same cell tower. The vertical axis

reports the raw aggregated activity value from the Telecom Italia Milan

dataset, a dimensionless measure of cellular activity. . . . . . . . . . . . . 153

5.3 Convergence performance of our model . . . . . . . . . . . . . . . . . . . 156

xi



Acronyms

5G Fifth-Generation.

6G Sixth-Generation.

AI Artificial Intelligence.

API Application Programming Interface.

APIs Application Programming Interfaces.

AR/VR Augmented Reality / Virtual Reality.

AUC Area Under the Curve.

BBE Background Block Errors.

BNN Bayesian Neural Network.

BSS Business Support Systems.

CI/CD Continuous Integration / Continuous Deployment.

CNN Convolutional Neural Network.

DBGRN Dynamic Bernstein Graph Recurrent Network.

xii



DBPF Dynamic Bernstein Polynomial Filtering.

DFT Discrete Fourier Transform.

DRL Deep Reinforcement Learning.

EON Elastic Optical Network.

FL Federated Learning.

GA Genetic Algorithm.

GAT Graph Attention Network.

GCN Graph Convolutional Network.

GNN Graph Neural Network.

GPU Graphics Processing Unit.

GRU Gated Recurrent Unit.

ILP Integer Linear Programming.

Informer Efficient Transformer for Long Sequence Time-Series Forecasting.

IoT Internet of Things.

KPI Key Performance Indicator.

LR Logistic Regression.

LSTM Long Short-Term Memory.

xiii



ML Machine Learning.

MLOps Machine Learning Operations.

MSTNN Multi-Step Temporal Neural Network.

NMS Network Management System.

NOC Network Operations Center.

OADM Optical Add-Drop Multiplexer.

OSS Operations Support Systems.

OXC Optical Cross-Connect.

PR–AUC Area Under the Precision–Recall Curve.

QoS Quality of Service.

RAN Radio Access Network.

RL Reinforcement Learning.

RLF Radio Link Failure.

RNN Recurrent Neural Network.

ROC–AUC Area Under the Receiver Operating Characteristic Curve.

RSA Routing and Spectrum Assignment.

SDGC Spectral Dynamic Graph Construction.

SDN Software Defined Networking.

xiv



SGCRN Spatio-Temporal Graph Convolutional Recurrent Network.

SLO Service Level Objective.

SoTA State of the Art.

SVM Support Vector Machine.

Transformer Transformer Neural Network Architecture.

TSGAN Time-Series Graph Attention Network.

URLLC Ultra-Reliable Low-Latency Communications.

WDM Wavelength Division Multiplexing.

xv



Chapter 1

Introduction

1.1 Overview

1.1.1 Intelligent Network Management in the 5G/6G Era

The rapid evolution of communication networks toward fifth and sixth generations (5G

and 6G) has brought unprecedented growth in traffic volumes and performance expec-

tations. Global IP and mobile data traffic continue to surge, with forecasts predicting

mobile data to reach 282 exabytes per month by 2027 [1]. This explosion is fueled

by data-intensive applications like ultra-high-definition video, augmented/virtual real-

ity (AR/VR), and massive Internet of Things (IoT) deployments. Next-generation use

cases such as Industry 4.0 automation, autonomous driving and telemedicine demand

not only higher capacity but also stringent latency and reliability. For instance, 6G

networks are envisioned to deliver terabits-per-second throughput, microsecond-level la-

tencies, and near-perfect reliability [2], an order-of-magnitude improvement over 5G’s

targets for ultra-reliable low-latency communications (URLLC). In parallel, optical fiber

networks (e.g. wavelength-division multiplexing, WDM) form the backbone that inter-
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connects data centers and cellular infrastructure, carrying these massive traffic loads.

Optical WDM systems offer terabit-scale capacity, but a single fiber cut or equipment

failure can disrupt enormous volumes of data. Minimizing downtime is paramount, as

network outages cost enterprises a lot of money. In this context, intelligent network

management, the ability to dynamically monitor, control, and optimize network behav-

ior has become a critical enabler to meet 5G/6G era requirements for capacity, latency,

and reliability. Meeting these ambitious targets is exceptionally challenging with con-

ventional network management approaches. Modern 5G radio access networks (RANs)

are far denser and more complex than previous generations, integrating high-frequency

millimeter-wave cells that are sensitive to environmental factors like rain or obstruction

[3]. 6G is poised to introduce even more heterogeneity including terahertz links, aerial

base stations and intelligent surfaces, further complicating real-time decision-making.

Meanwhile, user traffic patterns are becoming more unpredictable due to on-demand

services and mobility, stressing the need for adaptive control. Clearly, novel approaches

rooted in machine intelligence are required to manage network resources, failures, and

traffic in a proactive and optimal manner. This is the driving motivation for our work:

leveraging advanced learning algorithms to enable autonomous network management,

wherein networks can self-optimize and self-heal to satisfy the formidable performance

demands of the 5G/6G era.

1.1.2 Limitations of Traditional Approaches

Traditional network management solutions struggle to cope with the scale and dynamics

of today’s networks. Legacy methods for network restoration, failure management, and

traffic engineering were largely designed for simpler scenarios and often rely on static con-

figurations or human-defined heuristics. In the context of modern high-speed networks,
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these approaches exhibit several key limitations:

• Restoration in Optical Networks: Conventional WDM optical network restora-

tion typically employs pre-designed protection schemes or basic dynamic rerouting

protocols. While simple, these methods are inflexible and resource-inefficient. Dy-

namic restoration algorithms exist but have received comparatively less attention

and often require longer recovery times. Traditional restoration schemes are unable

to fully exploit the network’s capacity or rapidly adapt to complex failure scenarios

in large-scale optical meshes.

• Failure Prediction and Resilience: Network failure management in current

cellular systems (4G/5G) is largely reactive – e.g. a radio link failure (RLF) is

addressed after it occurs through handover or restart procedures. Conventional

RLF mitigation relies on threshold-based triggers such as signal quality or packet

loss exceeding a limit, which often cannot give advance warning. Environmental

factors like precipitation, temperature, wind that degrade 5G mmWave links [3]

are usually ignored by traditional models, leading to unexpected outages. Histor-

ical approaches might use simple regression on performance counters, but spatial

correlations (e.g. a storm affecting multiple sites) and temporal patterns are not

effectively captured[3]. Thus, operators lack accurate prediction of failures before

they happen, resulting in reduced reliability and higher latency due to unantici-

pated link drops. The inability of traditional methods to integrate multi-modal

data such as weather forecasts or cross-cell interference metrics and to learn com-

plex failure indicators hampers timely preventative actions in modern RANs.

• Traffic forecasting and Resource Allocation: Classical traffic engineering ap-

proaches plan capacity using coarse forecasts (monthly/yearly trends) or simple

time-series models (e.g. ARIMA). These statistical models are computationally
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efficient but assume linearity and stationarity, making them inadequate for the

volatile, bursty traffic patterns in contemporary networks [4]. They struggle to

capture complex spatio-temporal dependencies like how traffic loads at one node

may impact others, or how periodic patterns mix with anomalous events. As a

result, traditional forecasting can be significantly inaccurate, leading to either over-

provisioning or under-provisioning.

These gaps highlight a pressing need for more intelligent, learning-driven approaches

to network management. Restoration algorithms must become situation aware and adap-

tive; failure management should shift from reactive to proactive via prediction; and traffic

engineering should leverage rich data to anticipate demand. The following section reviews

emerging techniques that promise to overcome these limitations.

1.1.3 Graph Neural Networks (GNNs)

GNNs are a class of deep learning models tailored for graph-structured data. Unlike tradi-

tional neural networks that assume independent inputs, GNNs can learn representations

of nodes or edges while accounting for the relations and connectivity in graphs. Com-

munication networks naturally form graphs where nodes can represent routers, switches,

base stations, etc., and links represent physical or logical connections. By applying neural

message-passing and aggregation over the graph, GNNs can capture complex topologi-

cal patterns and spatial correlations. Recent advances in GNN models such as Graph

Convolutional Networks, Graph Attention Networks, etc have been leveraged in vari-

ous networking problems [5]. For example, GNN-based models have achieved success in

routing optimization, learning efficient paths in large network topologies by generalizing

across different network layouts [5]. GNNs have also been used for network performance

modeling e.g. predicting throughput or delays by effectively learning the impact of
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topology on flow outcomes [6]. Importantly, GNNs offer scalability and generalization:

a well-trained GNN can potentially apply to networks larger or different from those seen

in training, as it learns the underlying relational structure. This makes GNNs extremely

attractive for intelligent network management, where the goal is to interpret and act on

global network state (a graph) rather than isolated data points.

1.1.4 Deep Reinforcement Learning (DRL)

DRL combines reinforcement learning, where an agent learns to make decisions through

trial-and-error interactions with the environment with deep neural networks as function

approximators. In networking, DRL enables an autonomous agent or controller to learn

optimal or near-optimal policies for complex control tasks, guided by a reward signal such

as throughput maximization or latency minimization. Recent advances in DRL including

DQN, policy gradients, actor-critic methods have made it feasible to train agents even

in high-dimensional, dynamic environments.

DRL has been applied to a wide array of network management problems: from routing

and traffic engineering (learning dynamic routing policies that outperform static algo-

rithms) to resource allocation (allocating spectrum, power, or slices based on current

demand) [5]. A key strength of DRL is its ability to handle uncertainty and adapt: the

agent continuously improves its decisions as it experiences new network states, which is

ideal for non-stationary scenarios like time-varying traffic or unforeseen failures.

1.1.5 Genetic Algorithms (GAs)

GAs are a classic evolutionary optimization technique inspired by natural selection. They

maintain a population of candidate solutions and iteratively evolve them through selec-

tion, crossover, and mutation operators. GAs have a long history in network optimization
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tasks [7].

They have been used to tackle problems such as optimal network topology design,

routing, frequency assignment, and others, especially where the search space is huge and

discrete making gradient-based optimization infeasible. One appeal of GAs is their gen-

erality and flexibility: they make few assumptions about the underlying problem and can

escape local optima by exploring diverse solutions. Although evolutionary algorithms fell

out of favor for a time due to the rise of more efficient convex optimization and machine

learning methods, they are seeing a resurgence for specific tasks like hyperparameter

optimization and multi-objective optimization. In the context of intelligent networking,

GAs can complement learning-based models by finding good configurations that might

be hard to discover via gradient descent alone. For instance, a GA can tune the hy-

perparameters of a deep learning model such as a GNN or a Transformer to maximize

prediction accuracy or reward, by efficiently searching the hyperparameter space. This

evolutionary learning approach is beneficial when integrating new AI models into network

management, as it can automate the model selection and parameter tuning process.

1.2 Thesis Statement and Scope

This thesis argues that Graph Neural Networks (GNNs) provide an effective unifying

foundation for intelligent network management because communication networks are in-

herently relational systems whose states, dependencies, and constraints are naturally ex-

pressed as graphs. Across optical and wireless domains, key management functions such

as restoration, reliability prediction, and traffic forecasting all require models that can

capture structural dependencies between network elements while adapting to dynamic

operating conditions. As outlined in this thesis, traditional methods often struggle with

this combination of structural complexity, uncertainty, and scale, whereas graph-based
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learning offers a principled way to represent and reason over network state.

The central claim of this dissertation is not that a single universal model can solve

all network management problems. Rather, the claim is that a graph-centered learning

perspective can be systematically adapted across multiple management tasks, with task-

specific learning or optimization mechanisms layered on top as needed. In this thesis,

GNNs serve as the common representational backbone, while complementary methods

are introduced according to the demands of each problem: deep reinforcement learning

for sequential decision-making in restoration, temporal sequence modeling for failure

prediction and traffic forecasting, and genetic algorithm-based optimization for model

configuration in forecasting. This thesis therefore focuses on the role of graph-based

intelligence as the unifying paradigm, not on presenting DRL, Transformers, and GA as

equally central methodological pillars.

The scope of the dissertation is defined through three representative problems in

intelligent network management:

• dynamic restoration in optical WDM networks

• proactive radio link failure in 5G networks and

• spatio-temporal traffic forecasting in 6G-oriented network environments

These three problems are intentionally chosen because together they span three com-

plementary operational objectives:

• resilience, through restoration after disruption,

• reliability, through prediction of impending failure, and

• proactive planning, through forecasting of future demand.
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Taken together, they provide a coherent demonstration of how graph-based learning

can support reactive, predictive, and anticipatory network management across heteroge-

neous communication systems.

This thesis does not aim to provide a complete end-to-end autonomous networking

stack, nor does it claim that all intelligent networking tasks should be solved using the

same architecture. Instead, its contribution is to establish and validate a common graph-

based perspective for network management, and to show how this perspective can be

tailored to the distinct structural, temporal, and optimization requirements of different

network control problems.

1.3 Research Objective

The objective of this thesis is to investigate how graph-based learning can enable more

adaptive, scalable, and effective network management in communication systems char-

acterized by structural complexity, temporal dynamics, and operational uncertainty.

Specifically, the thesis explores how GNNs can be used as a common modeling framework

across three important classes of management problems: restoration, failure prediction,

and traffic forecasting.

To achieve this objective, the thesis develops three task-specific frameworks. In opti-

cal WDM restoration, GNN-based state representation is combined with deep reinforce-

ment learning to support topology-aware sequential decision-making under failure. In

5G radio link failure prediction, graph-based spatial modeling is combined with temporal

learning to improve proactive reliability management. In 6G traffic forecasting, GNN-

based spatial representation is combined with temporal sequence modeling and genetic

algorithm-based hyperparameter optimization to improve predictive resource planning.

Through these studies, the thesis evaluates both the generality of graph-based represen-
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tations and the value of combining them with complementary learning and optimization

techniques suited to each task.

The broader aim is to demonstrate that graph-centered learning can bridge the gap

between static, heuristic network management approaches and more adaptive, predictive,

and operationally relevant AI-driven solutions for future communication networks.

1.4 Dissertation-Level Contributions

This thesis makes the following dissertation-level contributions to intelligent network

management:

• A unifying graph-based perspective for network management. The thesis

establishes Graph Neural Networks as a common representational framework for

diverse network management problems in optical and wireless domains. Rather

than treating restoration, failure prediction, and traffic forecasting as unrelated

tasks, the thesis shows that they can all be approached through graph-structured

modeling of network entities, dependencies, and operating context.

• A task-adaptive integration strategy for graph-based intelligence. The

thesis demonstrates that graph-based representations can be combined with com-

plementary methods according to task requirements: reinforcement learning for

sequential control, temporal sequence modeling for predictive tasks, and evolution-

ary optimization for model adaptation. Crucially, this integration extends graph

learning beyond static prediction into operational decision support: the restoration

and reliability studies in particular consider scalability, runtime, and deployment,

strengthening the relevance of the work for real-world network operations.

• A cross-domain validation of graph learning for resilience, reliability,
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and forecasting. Through three application domains—WDM restoration, 5G ra-

dio link failure prediction, and 6G traffic forecasting—the thesis validates the effec-

tiveness of graph-based learning across different layers, technologies, and timescales

of network management. These domains correspond to a progression from reac-

tive recovery, to proactive failure anticipation, to predictive traffic-aware planning,

demonstrating that graph-centered intelligence applies not to one isolated prob-

lem but to a broader class of management tasks and provides a foundation for

increasingly autonomous network operation.

1.5 Chapter-Specific Contributions

The chapter-specific contributions of this thesis are summarized as follows:

• Chapter 3 – WDM Network Restoration: A DRL+GNN framework is de-

veloped for dynamic restoration in optical WDM networks, where network state is

encoded as a graph and used to guide topology-aware routing and wavelength as-

signment after failures. The framework improves recovery effectiveness and demon-

strates the value of combining graph-based representation with sequential decision-

making for self-healing optical network control.

• Chapter 4 – 5G Radio Link Failure Prediction: A graph-based predictive

framework is proposed for proactive radio link failure prediction in 5G networks. By

combining graph-based spatial modeling with temporal and environmental context,

the model improves the early detection of failures and supports proactive reliability

management in wireless radio access networks.

• Chapter 5 – 6G Traffic Forecasting: A spatio-temporal GNN-based traffic

forecasting framework is introduced for 6G-oriented network environments, incor-
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porating Transformer-based temporal modeling and GA-based hyperparameter op-

timization. The resulting model improves forecasting accuracy and supports pre-

dictive resource allocation under dynamic traffic conditions.

1.6 Thesis Outline

The remainder of this thesis is organized as follows. Chapter 2 reviews the background

and related work that motivate a graph-centered perspective on intelligent network man-

agement across restoration, failure prediction, and traffic forecasting tasks. Chapter 3

develops a GNN-enhanced deep reinforcement learning framework for dynamic restora-

tion in WDM networks. Chapter 4 develops a graph-based predictive framework for radio

link failure prediction in 5G networks. Chapter 5 presents a spatio-temporal GNN-based

framework for traffic forecasting in 6G-oriented environments, augmented with temporal

sequence modeling and genetic algorithm-based hyperparameter optimization. Chapter

6 concludes the thesis by synthesizing the main contributions, highlighting the broader

implications of graph-based learning for network management, and identifying directions

for future work.
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Chapter 2

Background & Related Works

The increasing complexity and scale of modern communication networks have necessi-

tated a shift from static, rule-based management schemes to more intelligent, adaptive

approaches. In optical and wireless domains alike, networks are expected to deliver

ultra-reliable, low-latency, and high-throughput services under dynamic and often unpre-

dictable conditions. To meet these demands, recent research has explored the application

of machine learning (ML), reinforcement learning (RL), and GNNs to key network man-

agement problems such as fault recovery, link failure prediction, and traffic forecasting.

This chapter provides background and a comprehensive review of existing literature

relevant to the three primary focus areas of this thesis. First,it provides a conceptual

background on WDM networks and on 5G/6G networks, highlighting their architectures,

the issues caused by link failures and dynamic traffic, and the motivations for robust

restoration and predictive management mechanisms. it then examines the evolution

of restoration strategies in optical Wavelength Division Multiplexing (WDM) networks,

tracing the transition from traditional protection/restoration heuristics to optimization-

based and learning-based methods. Emphasis is placed on the emerging integration of

GNNs and deep reinforcement learning for dynamic and topology-aware recovery after

13
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failures.

Next, the chapter surveys the state of the art in radio link failure (RLF) prediction

within 5G networks. It outlines early threshold-based and statistical approaches, as well

as more recent advances using supervised learning models that leverage radio KPIs and

environmental data. Special attention is given to the use of spatial learning methods

such as GNNs for aggregating neighborhood context, and the incorporation of temporal

sequence modeling for proactive failure anticipation.

Finally, the chapter reviews traffic prediction techniques in 5G and emerging 6G en-

vironments. It explores the progression from classical time-series models to deep learning

architectures, including LSTMs, CNNs, and Transformers. The section also highlights

hybrid models that combine GNNs and attention-based mechanisms to capture spatial-

temporal dynamics, along with evolutionary strategies like Genetic Algorithms (GAs)

for hyperparameter optimization and model generalization.

By organizing this literature review around the core challenges addressed in this

thesis—restoration, failure prediction, and traffic forecasting—this chapter establishes a

foundation for the novel contributions introduced in Chapters 3 through 5. The selected

works demonstrate both the limitations of conventional approaches and the growing

potential of graph-based, learning-driven techniques in enabling intelligent and resilient

network management.
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2.1 Background

2.1.1 WDM Networks

2.1.1.1 Architecture and Operation of WDM Networks

WDM is an optical networking technology that multiplexes multiple data channels on

different wavelengths of light over a single fiber [8].A WDM network typically consists

of multiple nodes connected by fiber in a mesh or ring topology [9]. At network nodes,

devices like optical add-drop multiplexers (OADMs) and optical cross-connects (OXCs)

enable the routing or switching of individual wavelength channels without needing conver-

sion to electronics[9]. Each wavelength/lightpath acts as an independent communication

channel, so a single fiber can carry dozens or even hundreds of high-speed channels in

parallel (e.g., Dense WDM systems commonly support 40, 80 or more wavelengths). This

architecture dramatically increases fiber capacity and allows transparent end-to-end op-

tical circuits, forming the backbone of Internet and telecommunication infrastructures.

WDM nodes can be configured to establish end-to-end wavelengths through the network

by reserving a wavelength across a sequence of fiber links. Reconfigurable optical add-

drop multiplexers (ROADMs) and OXCs provide flexibility to dynamically set up or tear

down light-paths, enabling efficient use of wavelengths. Overall, WDM networks operate

on principles of optical circuit switching, where connections are typically set up via a

control plane and then remain in the optical domain during data transmission. Such

all-optical operation yields high throughput and low latency, as signals don’t undergo

O/E/O (optical-electrical-optical) conversion at intermediate nodes.
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2.1.1.2 Link Failures in WDM Networks

While WDM technology brings enormous capacity, it also introduces vulnerability: a

single physical link carries many channels, so a fiber cut or node failure can simultane-

ously disrupt a large aggregate bandwidth. In fact, the failure of a single optical link or

node in a WDM network may cause the simultaneous failure of several optical channels

[8].Compared to traditional networks, the impact of a single failure is magnified, e.g. if a

fiber carried 80 wavelengths each at 100 Gbps, a cut could drop 8 Tb/s of traffic instantly.

This phenomenon is sometimes called failure propagation, as the optical-layer failure can

trigger multiple higher-layer link failures at once[8]. Because many independent data

channels share the same fiber, the amount of bandwidth lost by a resource failure is now

much larger than what would have been lost in a traditional network. This has driven

the importance of building survivable WDM networks so that a single node or link failure

does not interrupt ongoing communications. In practice, WDM backbone networks are

engineered for high reliability, but fiber cuts due to construction, disasters etc and device

failures do occur. Therefore, robust failure management is critical in WDM networks to

maintain service continuity for all the carried channels.

2.1.2 5G and 6G Networks

2.1.2.1 5G Network Architecture and Features

The Fifth Generation (5G) mobile network represents a major architectural evolution

from 4G. The 5G system is designed with a cloud-native core network and a flexi-

ble, service-based architecture (SBA). In the 5G Core, network functions are decom-

posed into modular Network Functions (NFs) that communicate via web-like service

interfaces[10].This SBA approach enhances modularity and reusability of network ser-

vices, allowing features like network slicing and dynamic scaling. The 5G New Radio
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(NR) access network includes advanced technologies such as millimeter-wave (mmWave)

bands, massive MIMO antenna arrays, and beamforming to achieve very high data rates

and capacity. In terms of capabilities, 5G was designed to meet IMT-2020 requirements

defined by the ITU [11]. Notably, 5G supports three primary usage scenarios:

• Enhanced Mobile Broadband (eMBB): for extremely high data rates and

capacity (e.g. gigabit mobile connectivity, UHD video, AR/VR). 5G can deliver

peak downlink speeds up to 20 Gbps under ideal conditions while also serving dense

crowds with high per-user throughput [11].

• Massive Machine-Type Communications (mMTC): to connect billions of

Internet-of-Things devices with low-power, low-cost connections. The network is

optimized for very high connection density with low data rates per device [11].

• Ultra-Reliable Low-Latency Communications (URLLC): for mission-critical

applications that require near-instantaneous, highly dependable links (e.g. indus-

trial automation, vehicle-to-vehicle safety messaging). 5G targets millisecond-level

latency and reliability better than 99.999% for these services [11].

To enable these diverse services, 5G introduced features like network slicing, which allows

multiple virtual networks on the same physical infrastructure, each tailored to specific

requirements (for example, a low-latency slice for URLLC and a high-throughput slice

for eMBB).

2.1.2.2 6G Vision and Enhanced Capabilities

Sixth Generation (6G) networks are still in the research and vision stage (expected

around 2030), but early consensus is that 6G will extend and surpass 5G capabilities in

several dimensions. The vision for 6G is often described as a fully integrated, intelligent
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communications fabric that connects everything ubiquitously. One comprehensive 6G

vision suggests that 6G will be based on three fundamental elements: wireless, artificial

intelligence (AI), and the Internet of Everything (IoE), converging into an Intelligent

Network of Everything [12]. In practice, this means 6G networks are expected to deeply

integrate communication with computing, sensing, and control.

Architecturally, 6G will likely continue the softwarization trend of 5G (virtualized

NFs, cloud RAN, etc.) and push it further with even more distributed cloud-edge infras-

tructure and embedded AI for self-optimization. Network slicing will evolve, potentially

becoming more dynamic and cross-domain (spanning across terrestrial and non-terrestrial

networks). A key aspect of 6G’s architecture is the integration of heterogeneous net-

works: terrestrial cellular networks, satellite constellations, aerial networks (e.g. drones,

high-altitude platforms), and even underwater communications are expected to interwork

seamlessly [13]. This would provide ubiquitous and unlimited wireless connectivity by

covering all environments from dense urban areas to remote rural, to air and space[13].

In terms of performance targets, 6G is aiming for extremes: peak data rates on the

order of multi-terabits per second (leveraging sub-THz frequency bands), end-to-end la-

tencies perhaps less than 0.1 ms in some scenarios, and support for extreme mobility

up to even faster speeds (e.g., high-speed transport, low earth orbit satellites). Require-

ments outlined in the IMT-2030 vision include increased coverage, capacity, extremely

high user data rates, much lower latency, and high reliability, beyond what 5G can offer

[13]. Energy efficiency and sustainability are also highlighted, meaning 6G technology

must deliver these gains without a prohibitive increase in power consumption. Another

anticipated hallmark of 6G is the pervasive use of AI and machine learning in all lay-

ers of the network. The network is expected to have built-in intelligence for tasks like

dynamic spectrum access, adaptive coding/modulation, and network management. For
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example, 6G may feature an intelligent core and intelligent edge where predictive ana-

lytics and real-time optimization are constantly managing resources and QoS. By doing

so, 6G hopes to autonomously handle complexity and support new applications such as

holographic telepresence, immersive extended reality, and autonomous systems commu-

nications. In summary, 6G’s capabilities will be an extension of 5G’s goals (broadband,

massive connectivity, ultra-low latency) to an even more ambitious scale, while introduc-

ing integration of sensing, localization, and communication services into one platform

[13]. It is envisioned as a network that connects everything, provides full-dimensional

wireless coverage, and integrates all functions, including sensing, communication, com-

puting, caching, control, positioning, and even imaging to enable a truly intelligent and

immersive digital society [13].

Although 6G is best understood as an extension of 5G, the two generations differ

substantially in their quantitative targets. Table 2.1 summarizes the fundamental differ-

ences in requirements between 5G, as defined by IMT-2020, and the current 6G vision

(IMT-2030) [13].

In essence, 6G does not merely scale up 5G’s numerical targets by roughly an order

of magnitude; it also broadens the network’s scope from a communication system toward

an integrated communication, sensing, and computing platform with native intelligence

and full-dimensional coverage.

2.1.2.3 Link Failures and Traffic Dynamics in 5G/6G Networks

Despite advanced designs, 5G and future 6G networks are not immune to link failures and

performance variability. However, the nature of “link failures” in these wireless networks

differs from optical WDM failures. Key failure scenarios and dynamic aspects include:

• Wireless Link Failures (RAN): In 5G radio access, a radio link failure (RLF)
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Table 2.1: Fundamental differences in requirements between 5G (IMT-2020) and the 6G
vision (IMT-2030).

Requirement 5G (IMT-2020) 6G (IMT-2030 vision)

Peak data rate 20 Gbps ∼1 Tbps

User-experienced rate 100 Mbps 1–10 Gbps

Latency (user plane) 1 ms 0.1 ms

Reliability 1− 10−5 (99.999%) 1− 10−7 (99.99999%)

Connection density 106 /km2 107 /km2

Mobility support 500 km/h up to 1000 km/h

Spectrum mmWave (up to ∼52 GHz) sub-THz / THz

Positioning accuracy meter-level centimeter-level

Energy efficiency baseline ∼10–100× improvement

Intelligence AI-assisted AI-native (built-in)

Coverage terrestrial-centric integrated terrestrial & non-terrestrial
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refers to the event when a user equipment (UE) loses its connection to the base

station (gNB) due to poor signal quality or outage. High-frequency 5G NR links

(especially mmWave bands) are more susceptible to blockage (e.g., by buildings

or even a human body) and rapid signal degradation. If a user moves behind an

obstruction or out of cell range, the radio link can drop unexpectedly. Studies

highlight that RLF is a challenging problem in 5G networks as it may decrease

communication reliability and increase latency, which is against the objectives of

5G, particularly for the URLLC traffic class [14]. In other words, frequent radio

link drops undermine the ultra-reliability and low-latency promises of 5G. Factors

like high mobility (e.g., users in vehicles or UAVs) and limited small-cell coverage

areas exacerbate this issue [14]. For example, a 5G-connected drone may experience

RAN link failures more often due to altitude and sparse coverage [14]. Each RLF

triggers reconnection procedures (RRC re-establishment or handover to another

cell), during which there is service interruption.

• Traffic Dynamics and Variability: 5G and envisioned 6G networks must handle

extremely dynamic traffic patterns. The introduction of diverse services (eMBB

vs. mMTC vs. URLLC) means traffic on the network can vary widely over time

and location. For instance, live video streaming or AR applications can create

sudden spikes in bandwidth demand, whereas IoT sensor networks might generate

bursts of signaling at specific intervals. Mobility of users (especially in 5G, where

handovers between small cells are frequent) causes fluctuating load on different cells

over time. Moreover, 5G supports network slicing, where each slice might have its

own traffic profile – one slice may experience a heavy uplink data burst (e.g., from

IoT devices reporting), while another slice sees steady downlink video traffic. All

these factors lead to a situation where network conditions are highly variable and
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less predictable than in legacy networks

In summary, 5G/6G networks face two related challenges: ensuring reliability despite

more fragile or complex links in the networks and coping with highly dynamic, heteroge-

neous traffic loads. Link failures in these networks such as a sudden radio link drop can

degrade user experience significantly causing dropped calls, interrupted streams, etc. and

even compromise safety-critical services. Likewise, unanticipated traffic surges or shifts

could overload network components, causing congestion and outages if not handled.

These challenges motivate the adoption of advanced, proactive network management

strategies in 5G and even more so in 6G.

2.1.3 Graph Neural Networks

Graph Neural Networks (GNNs) are the methodological foundation shared across the

three studies in this thesis, and are therefore described here in more detail. A GNN is

a class of deep learning model designed to operate directly on graph-structured data, in

which entities are represented as nodes and their relationships as edges. Unlike conven-

tional neural networks, which assume inputs are independent, GNNs explicitly exploit

the relational structure of the data, making them well suited to communication networks,

where routers, base stations, optical nodes, and links form natural graphs [5].

The core mechanism underlying most GNNs is neighborhood aggregation, also known

as message passing. Each node maintains a feature vector (embedding) that is iteratively

updated by aggregating information from its neighbors. At layer k, the embedding h
(k)
v

of node v is computed by combining its previous embedding with an aggregation of its

neighbors’ embeddings:

h(k)
v = UPDATE

(
h(k−1)
v , AGGREGATE

(
{h(k−1)

u : u ∈ N (v)}
))

, (2.1)



23

where N (v) denotes the neighbors of node v, and AGGREGATE and UPDATE are

differentiable functions (e.g., a sum, mean, or attention-weighted combination followed

by a neural transformation). After K layers, each node embedding captures information

from its K-hop neighborhood, letting the model reason about local and increasingly

global topological context.

Several architectures instantiate this framework differently. Graph Convolutional

Networks (GCNs) aggregate neighbor features using a normalized, degree-weighted sum,

generalizing the convolution operation to irregular graph domains [15]. GraphSAGE

introduces sampling and general aggregation functions to enable inductive learning on

large graphs [16]. Graph Attention Networks (GATs) assign learnable attention weights

to different neighbors, allowing the model to emphasize the most relevant connections

rather than weighting all neighbors equally [17]. These architectures form the building

blocks adapted in the subsequent chapters.

A key strength of GNNs is their combination of permutation invariance, inductive

generalization, and scalability. Because aggregation does not depend on any fixed order-

ing of nodes, GNNs naturally handle graphs of varying size and structure, and a model

trained on one set of topologies can in principle generalize to unseen or larger networks,

since it learns relational patterns rather than memorizing fixed layouts. This inductive

capability is especially valuable in network management, where topologies differ across

deployments and evolve over time. GNNs have consequently been applied to routing

optimization, performance modeling, fault diagnosis, and resource allocation [5].

Nevertheless, GNNs present limitations relevant to their use in this thesis. Deep

GNNs can suffer from over-smoothing, where repeated aggregation makes node embed-

dings indistinguishable, limiting useful depth. Their performance depends on how well

the underlying graph is constructed and on the quality of node and edge features, and
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scaling to very large graphs can require sampling or approximation. These considera-

tions motivate the task-specific choices in graph construction, feature engineering, and

the integration of complementary temporal and decision-making mechanisms described

in the following chapters.

2.2 Unifying Perspective Across Network Manage-

ment Tasks

Although the three application domains studied in this thesis—optical network restora-

tion, radio link failure prediction in 5G networks, and traffic forecasting in 6G-oriented

environments—are often treated as separate research areas, they share a common un-

derlying challenge. In each case, the network must be managed under conditions of

structural complexity, temporal variability, and operational uncertainty. The network

itself is naturally represented as a graph, with dependencies between nodes, links, and

traffic flows that cannot be adequately captured by methods that treat observations as

independent or static. This makes these problems fundamentally suitable for structure-

aware learning approaches.

From a management perspective, these domains differ in operational objective but not

in underlying difficulty. Restoration focuses on recovering from disruption after failure

has occurred. Failure prediction focuses on anticipating degradation before service is

lost. Traffic forecasting focuses on anticipating future demand so that capacity and

resources can be managed proactively. Together, these tasks span reactive, predictive,

and anticipatory forms of network management, but all require models that can reason

over topology, capture evolving state, and support decision-making under uncertainty.

This chapter reviews the relevant background and literature for each of these areas
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through that common lens. Rather than presenting three unrelated surveys, the chap-

ter aims to show that restoration, reliability prediction, and traffic forecasting can all be

understood as different manifestations of the broader problem of intelligent network man-

agement in graph-structured communication systems. This framing motivates the use

of Graph Neural Networks as the unifying representational foundation for the methods

developed in later chapters.

The remainder of this chapter reviews the state of the art for each of the three prob-

lems addressed in this thesis. These sections provide a common, cross-cutting perspective

that situates all three contributions within the broader landscape of learning-based net-

work management and identifies the shared research gaps summarized at the end of this

chapter. In addition, each contribution chapter (Chapters 3–5) contains its own focused

related-work section that examines, in detail, the specific prior studies most directly rel-

evant to that individual contribution. This division is deliberate: the present chapter

establishes what is common across restoration, failure prediction, and traffic forecasting,

whereas the per-chapter reviews address what is individual to each study.

2.3 State-of-the-art WDM Restoration

The first problem considered in this thesis is network restoration, where the challenge

is to make effective decisions after a disruption has already occurred. This is the most

reactive of the three management settings considered.

2.3.1 Traditional Approaches to WDM Restoration

Early WDM network survivability techniques are broadly categorized into protection

(proactive) referred to as Pro − R in this study and restoration (reactive) methods
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referred to as R−R. Pro−R tackles failure restoration by proactively provisioning K+1

paths. This strategy involves pre-computing and reserving a primary path along with K

backup paths to ensure service continuity in the event of link failures. The selection of K

is typically guided by the network’s desired level of resilience and its ability to withstand

a specific number of simultaneous faults [18], [19]. Under this scheme, each service

is assigned both a primary path and K disjoint secondary paths, where the resources

allocated to these paths are proportional to the service demand. In scenarios where link

failures occur involving up to K faults, the service can continue operating uninterrupted

by switching to an alternate path.

In previous research studies [20], an alternative proactive mechanism known as “p-

cycle” has been explored. P-cycles offer survivability by utilizing predefined secondary

routes in a cyclic configuration, shared among multiple primary routes. However, it is

noteworthy that the effectiveness of this approach is closely tied to the network’s scale, as

it can potentially introduce considerable additional latency for users in a protection state,

particularly in larger networks. Furthermore, implementing multiple fault tolerance us-

ing p-cycles necessitates the deployment of a substantial number of such cycles. This

proliferation of cycles raises practical challenges and considerations. Reactive restoration

(R−R) includes 1:1 or shared mesh protection as examined in studies [21], [22], and [23].

These strategies allocate backup resources only when failures occur, improving resource

efficiency by sharing paths among multiple services. Backup paths can be precomputed

(offline) or dynamically calculated (online). While offline methods reduce computation

time during failures, online approaches offer real-time adaptability. These conventional

techniques, while effective for single-link failures, often struggle in complex scenarios.

They generally assume a predetermined backup for each connection and have difficulty

adapting if multiple concurrent failures occur or if traffic patterns change significantly.
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Indeed, traditional proactive and reactive schemes optimized for single failures degrade

in performance when facing multiple simultaneous outages. Moreover, standard routing

protocols (e.g., link-state algorithms) can suffer from slow convergence and high control

overhead after a failure, which impedes timely recovery in large-scale optical meshes [24].

In summary, while traditional WDM restoration methods have laid the foundation

for network resilience, their limitations include inefficient resource usage (in proactive

schemes), higher restoration latency (in reactive schemes), and limited adaptability to

unforeseen or multi-failure situations. These shortcomings motivate the exploration of

more intelligent and flexible restoration strategies.

2.3.2 Machine Learning and Optimization-Based Techniques

To overcome the rigidity of classical approaches, researchers have explored optimization

algorithms and machine learning for network restoration. Optimization-based techniques

typically formulate restoration or protection planning as an NP-hard routing and resource

allocation problem. Integer Linear Programming (ILP) models can find optimal solutions

for small networks, but they become computationally intractable as network size grows

[6]. For instance, even networks of only a few tens of nodes lead to ILP formulations

that are infeasible to solve in real time [6]. Consequently, ILP-based restoration cannot

meet the strict timing requirements of carrier-grade recovery [25].

In practice, operators turn to heuristic and meta-heuristic algorithms that produce

near-optimal solutions more quickly. Algorithms such as greedy path selection, genetic

algorithms, and other evolutionary approaches have been applied to WDM survivability

problems [26]. These heuristics avoid the exponential complexity of ILPs, but they still

face challenges in scalability and often require expert tuning. For example, a genetic

algorithm-based heuristic was used to schedule repair of failed connections [25], and
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threshold-based schemes have been proposed to selectively restore only critical flows

under resource constraints. While such methods improve efficiency, they do not guarantee

optimal recovery and may struggle to cope with very large or highly dynamic networks.

In recent years, machine learning (ML) techniques, especially reinforcement learning,

have been introduced to enhance network restoration and resource allocation. The ad-

vent of Software-Defined Networking (SDN) has made it easier to apply centralized ML

algorithms for network control. Several works leverage reinforcement learning (RL) to let

the network “learn” effective restoration policies through trial and error. For example, in

optical networks, a deep Q-learning agent was employed for dynamic routing and spec-

trum assignment (RSA) in elastic optical networks (Deep-RMSA) [26]. This DRL-based

RSA learned to reroute traffic under changing conditions and achieved lower blocking

probability than fixed heuristic policies [26]. Similarly, in an SDN context, RL has been

used for fast failure recovery – one recent approach (FRRL) can immediately compute a

new routing policy when a link in a hybrid SDN network fails [27], enabling near-instant

failover. These ML-driven methods offer adaptability: the model can observe the net-

work state (e.g. which link is down, current traffic loads) and output a restoration action

(choose an alternate path or reconfigure lightpaths) without pre-programmed rules. Over

time, the agent improves its decisions to maximize a reward (such as minimizing disrup-

tion or congestion). However, purely RL-based solutions also have limitations. Training

such agents for every specific network topology can be time-consuming, and their perfor-

mance may not generalize if the network changes. Notably, a recent comprehensive study

found that in some cases, published RL approaches for optical resource allocation did not

significantly outperform well-tuned heuristics [28]. Issues like limited exploration, state

space explosion in large topologies, and lack of generalization can hinder standalone ML

approaches. These observations highlight the need for more robust learning frameworks
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that can scale and generalize better than conventional RL or optimization techniques.

In summary, prior works discussed in this section highlight several traditional and

contemporary strategies, including proactive restoration methods with pre-computed

routes and reserved resources [18]-[20], reactive restoration that dynamically searches

for resources post-failure [21][22], mathematical optimization approaches based on inte-

ger linear programming [6] and heuristic algorithms [25], and recently emerging machine

learning methods, particularly supervised reinforcement learning [26]. However, each

approach presents significant limitations when specifically applied to the unique chal-

lenges of the WDM network restoration problem addressed in our study. Proactive

methods suffer from inefficient resource utilization due to the pre-allocation of backup

resources. Reactive strategies, while more efficient in resource usage, often incur sig-

nificant restoration delays due to dynamic real-time path computations. Mathematical

optimization techniques quickly become computationally intractable for large-scale net-

works, impeding their feasibility for real-time applications. Reinforcement learning only

based approaches give solutions that do not generalize on other networks.

2.4 State-of-the-art Radio Link Failure Prediction

The second problem moves one step earlier in the management timeline: rather than

reacting after disruption, the goal is to predict failure risk before service degradation

occurs.

2.4.1 Traditional Methods

Radio Link Failure (RLF) in cellular networks (4G/5G) refers to the abrupt loss of the

radio connection between a User Equipment (UE) and the base station. Traditional



30

cellular systems handle RLF in a reactive manner: the network declares a link failure

after certain thresholds are breached for example, the UE’s Reference Signal Received

Power (RSRP) or Quality (RSRQ) falls below a set level for a sustained duration as

defined by 3GPP standards. These threshold-based triggers and associated timers ensure

that RLF is detected, but they only indicate failure after the link has already degraded

badly. Proactively predicting RLF before it happens is challenging because it depends

on multiple time-varying factors such as signal quality, interference, UE mobility, and it

is difficult to derive an exact analytical model mapping those factors to a future failure

event [14]. In fact, prior work noted that while one can measure the instantaneous radio

link quality and even estimate the current probability of outage, finding a closed-form

model for the chance of an impending RLF is extremely difficult [14]. This realization

has driven interest in data-driven approaches that learn the complex patterns leading to

RLF.

2.4.2 Machine-learning-based Methods

Initial research on RLF prediction often tied into improving handover decisions, since

many link failures occur when a moving UE should have handed over to a better cell

but did not in time. For example, one study applied deep learning to predict handover

outcomes: using an LSTM (Long Short-Term Memory) network on the time series of

serving-cell and neighbor-cell RSRP measurements, they predicted whether a planned

handover in the next 1–2 seconds would succeed or result in a failure. This helped reduce

RLF by prompting earlier handovers for UEs likely to drop. Another work took a more

network-centric approach by clustering cells based on similarity in handover performance;

cells with frequent handover failures were grouped and an early handover trigger policy

was applied to those clusters to preempt RLF. Both approaches showed benefits in simu-
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lation, though they were focused on specific scenarios which is intra-network mobility and

might not generalize to all causes of RLF. Beyond handover-related failures, researchers

have tackled general RLF prediction using machine learning classification and regression

techniques. These methods typically ingest recent radio measurement reports (RSRP,

RSRQ, Signal-to-Interference ratios, etc.), possibly along with context like UE speed or

environment, and output a prediction of whether the link will fail in the near future.

Tree-based models have been popular for their interpretability and speed: Agarwal

et al. [29] used decision trees and Random Forest classifiers to predict link failures up to

five days in advance. They engineered features from both the radio KPIs and external

weather data, under the observation that environmental factors (rain, humidity) can

degrade signal quality in mmWave and higher frequencies. In their implementation,

each UE-link was associated with data from its closest weather station, and a Random

Forest model was trained to classify if a link would fail within a certain horizon. The

inclusion of weather significantly improved reliability, confirming that harsh weather can

be a strong predictor of RLF in 5G.

Aktas et al. [30] took a different approach by designing a branched neural network:

one branch was an LSTM processing the time-series of recent KPI measurements, while

the other branch was a feed-forward network ingesting static or categorical features such

as cell ID or terrain type. The outputs of these branches were combined to predict RLF,

achieving higher accuracy than single-branch models.

An interesting anomaly-detection style approach by Islam et al. [31] trained an

LSTM-based autoencoder on “normal” connectivity data (periods with no failure) and

then declared an impending failure whenever the model’s reconstruction error for the lat-

est sequence of KPIs exceeded a threshold. Essentially, their model learned to recognize

the normal patterns of signal variation; a large deviation reconstructed by the autoen-
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coder signals a likely abnormal event such as an upcoming drop. Such unsupervised

methods are valuable when explicit failure labels are scarce.

Deep learning, particularly neural networks, have demonstrated very high accuracy

in RLF prediction when sufficient data is available. For instance, Boutiba et al. [14]

combined an LSTM with an SVM classifier in a hybrid model and trained it on real 5G

testbed data. The LSTM was used to forecast the near-future KPI values (RSRP, RSRQ,

etc.), and then the SVM classified whether those forecasts indicate a pending RLF. This

model achieved about 98% accuracy in predicting connectivity status (failure or not)

on the testbed. Similarly, other studies report high recall (e.g., ¿95%) in identifying

upcoming failures, meaning most failures can be successfully predicted a short time

before they occur. These results are promising, as they suggest ML models can learn

subtle pre-failure signatures in the data (such as a characteristic decline in RSRQ coupled

with a power headroom drop, etc.).

In summary, RLF prediction in 5G has evolved from threshold-based reactive schemes

to proactive ML-driven approaches. Threshold and rule-based methods are simple but

have inherent limitations: they can miss complex failure precursors and generally cannot

provide advance warning beyond very basic scenarios. Conventional ML models like

decision trees and SVM brought in the ability to handle non-linear combinations of

metrics and gave some early success in prediction, though they might require significant

feature engineering e.g., combining signals with domain knowledge. Deep learning models

improved prediction lead time and accuracy, discovering patterns that humans might not

anticipate. However, each model had assumptions: LSTMs assume temporal patterns

are the key with less focus on exogenous data, while some early works assumed failures

mostly occur around handovers or specific events.
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2.5 State-of-the-art Traffic Prediction in 5G/6G net-

works

The third problem extends this shift toward proactive management by forecasting future

traffic demand, enabling resource planning before congestion or under-provisioning be-

comes critical. Accurate traffic prediction in telecommunication networks has long been

pursued to enable proactive resource management, from dynamic capacity provisioning

to intelligent routing and load balancing. In the context of 5G and emerging 6G net-

works, traffic patterns are becoming more complex due to heterogeneous services (eMBB,

URLLC, mMTC) and the interplay of wired and wireless segments. The literature on

network traffic forecasting spans traditional statistical methods to modern deep learning,

evolving as the complexity and volume of data increased.

2.5.1 Traditional Statistical Methods

Early works applied time-series models such as ARIMA (AutoRegressive Integrated Mov-

ing Average) to network traffic data. ARIMA and its seasonal variants (SARIMA) model

the traffic as a combination of trends, seasonality, and noise, and have been used suc-

cessfully for short-term traffic load predictions [32]. For example, researchers have used

ARIMA to forecast LTE base station traffic over minutes to hours, finding it reason-

ably accurate for regular patterns [33]. Other statistical approaches include exponential

smoothing (Holt-Winters) for capturing seasonal effects, and linear regression models for

trend extrapolation [32]. These methods are appealing due to their simplicity and low

computational cost which is important for real-time forecasting in early networks. In

fact, one study demonstrated that a well-tuned SARIMA model could achieve a Mean

Absolute Percentage Error (MAPE) around 10% on cell traffic, comparable to some
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more complex methods [32]. However, statistical models make strong assumptions e.g.,

that the underlying process is stationary or that past patterns will repeat. They often

struggle with non-stationary behavior common in modern networks for instance, abrupt

changes due to a viral app or an exceptional event. Moreover, while fast, they typically

provide one-step-ahead forecasts and may degrade in accuracy for longer horizons unless

extended with exogenous inputs.

2.5.2 Machine-learning-based Methods

To handle non-linear patterns in traffic data, the community introduced machine learning

algorithms. Techniques such as Random Forests, Support Vector Machines (SVM), Gaus-

sian Process Regression, and even simple feed-forward neural networks were applied to

predict network traffic load [32]. These models can capture complex relationships that

ARIMA might miss like day-of-week effects or holiday anomalies by learning directly

from data. Empirical studies showed that ML models often outperform purely statis-

tical ones in terms of prediction accuracy on real network traces [32]. For instance, a

Random Forest might automatically leverage dozens of input features like previous lags,

time-of-day and interactions between them, improving accuracy. That said, classical ML

models have their own limitations. Many require feature engineering (e.g., creating input

features like “traffic from same hour yesterday” or “average of last 3 hours”), and they

don’t inherently capture temporal dynamics beyond what is fed in. To address this, some

researchers created hybrid models: one approach used an ML to first predict the traffic

and then an ARIMA model to predict the residual error of the ML model, effectively

combining strengths [34]. The key point is that as traffic patterns grew more complex,

pure statistical models became less adequate, paving the way for data-driven learning

methods that could ingest large volumes of historical data.
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2.5.3 Deep Learning Approaches

In the last decade, deep learning has revolutionized traffic prediction, mirroring its suc-

cess in other time-series domains. Recurrent Neural Networks, especially LSTMs and

GRUs, have been widely adopted for their ability to capture long-term dependencies and

sequence patterns. Researchers have reported that LSTM-based models achieve lower

error than ARIMA on various network traffic datasets, particularly because they can nat-

urally model the periodicity and burstiness in traffic. For example, a study forecasting

5G base station traffic using GRU and LSTM networks found these models could auto-

matically learn daily patterns and unexpected surges, outperforming traditional models.

The authors noted LSTM was effective even for online (real-time) forecasting scenarios

[35].

Another advantage of deep learning methods is their flexibility to incorporate multiple

features: an LSTM can be fed not only past traffic volumes but also other correlated time

series such as number of active users, or external data like day type, which it can learn

to utilize. In addition to RNNs, Convolutional Neural Networks (CNNs) have also been

applied to traffic prediction. Though traffic data is 1-dimensional time series, CNNs can

detect local patterns or motifs in the time series like a recurring spike-and-drop pattern

indicating a peak hour followed by a quiet period. By using convolution filters over time

lags, a CNN can act as an automatic feature extractor, identifying shape patterns that

correlate with future traffic changes. Some works use 1-D CNNs on the traffic sequence

to capture short-term correlations and then either directly output a prediction or feed

those features into a recurrent network (CNN-LSTM hybrid). Hybrid models have indeed

become popular. For example, a ConvLSTM model can refer to a convolutional LSTM

network that combines convolutional layers (capturing spatial or short-term features)

with LSTM units (capturing longterm dependencies). These hybrids have shown superior
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performance. One recent study [36] proposed a model called ConvLSTMTransNet that

integrates CNN, LSTM, and even a Transformer encoder in one architecture. By doing so,

it captures spatial-temporal relationships in the traffic data and reportedly outperformed

baseline models like plain RNN, LSTM, or GRU by about 10% in prediction accuracy.

The CNN component in such a model could extract localized trends, the LSTM captures

sequential memory, and the Transformer layer adds the ability to focus on important time

points (via attention). The result is an architecture that can handle the complexity of real

internet traffic, which might have weekly cycles, sudden events, and spatial correlations

between different network nodes.

2.5.4 Transformers and Attention Mechanisms

Inspired by their success in other domains, transformer-based models have been intro-

duced to network traffic forecasting as well. Transformers excel at capturing long range

dependencies without the vanishing gradient issues of very deep RNNs. They can look

at an extended history of traffic: many days or months and potentially learn what dis-

tant past patterns are relevant to the current prediction. Researchers have found that

attention-based models can outperform RNNs for long-term forecasts, as they can learn

to ignore irrelevant past data and emphasize the important parts [37]. For instance,

a fully attention-based transformer model was applied to mobile network base station

traffic and achieved state-of-the-art results for multi-step forecasting [37]. These mod-

els are especially useful when traffic exhibits long seasonal periods or when we want to

forecast far into the future (e.g., several days ahead), where RNNs typically accumulate

error. The limitation, however, is that transformers have high computational complex-

ity, quadratic in sequence length for vanilla transformers, though research is ongoing

on efficient variants like Informer and LogTrans. For 6G scenarios with massive data,
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this could be a concern, but approaches like sparse attention and decomposition using

transformer for coarse trends and simpler models for fine detail are being studied.

The evolution of network traffic forecasting reflects the increasing complexity and

dynamism of modern communication systems, particularly in the transition from 5G

to 6G. Early statistical models such as ARIMA and Holt-Winters provided efficient

and interpretable short-term predictions, but struggled with non-stationary patterns and

long-term accuracy. The introduction of classical machine learning techniques, including

Random Forests and Support Vector Machines, enabled the modeling of more complex,

non-linear traffic behaviors, though they often required extensive feature engineering and

lacked temporal modeling capabilities.

The advent of deep learning marked a significant leap forward, with LSTM, GRU,

and CNN architectures achieving superior predictive accuracy by learning long-term de-

pendencies and recurring traffic motifs. Hybrid models combining CNNs with RNNs, and

more recently, architectures incorporating Transformer encoders, have further enhanced

performance by capturing both short-term variations and long-term trends. Transformer-

based approaches, with their attention mechanisms, offer promising results for multi-step

and long-range forecasts, though their scalability remains a challenge in large-scale 6G

scenarios

2.6 Summary and Unifying Research Gaps

The reviewed literature shows that optical restoration, radio link failure prediction, and

traffic forecasting are usually studied in separate technical communities, with different

performance metrics and operational assumptions. However, when examined compar-

atively, they exhibit a shared set of foundational challenges that motivate a common

learning-based perspective.
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First, all three problems are inherently topological. In optical restoration, decisions

depend on the connectivity of the network, the state of links, and feasible rerouting paths

under wavelength constraints. In radio link failure prediction, the reliability of a given

link is influenced not only by its local KPIs and environmental conditions but also by

its spatial and structural relationship to neighboring sites. In traffic forecasting, future

demand is shaped not only by temporal history but also by the interaction structure of the

underlying network and the relationships between traffic flows. In each case, network

behavior is not independent across entities, but instead depends on graph-structured

relationships.

Second, all three domains are dynamic. Restoration must respond to changing failure

states and resource availability in real time. Failure prediction must account for time-

varying weather, KPI behavior, and evolving operating conditions. Traffic forecasting

must capture temporal fluctuations, demand trends, and evolving network usage pat-

terns. These are therefore not static optimization problems, but problems of learning

and decision-making under changing network state.

Third, all three domains operate under substantial uncertainty. In restoration, the

occurrence, location, and effect of failures may not be known far in advance. In radio link

prediction, the interaction between environmental factors and network performance is

complex and not perfectly observable. In traffic forecasting, future demand is inherently

uncertain and influenced by multiple exogenous and endogenous factors. This uncertainty

makes purely rule-based or fixed analytical approaches difficult to scale and generalize.

Fourth, the literature indicates a common need for structure-aware learning. Tradi-

tional machine learning models and heuristic methods often operate on flattened feature

vectors or hand-crafted rules, which can miss the structural dependencies central to net-

work behavior. While sequential models such as LSTMs can capture temporal effects,
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they generally do not explicitly encode relational topology. Conversely, graph-based

methods provide a natural mechanism for incorporating network structure into learning,

making them especially attractive across these domains.

Finally, the literature reveals a shared need for proactive and adaptive decision sup-

port. Restoration requires rapid adaptation after disruption. Failure prediction requires

early warning before disruption. Traffic forecasting requires anticipation of future con-

ditions before congestion or performance degradation emerges. These are different oper-

ational expressions of the same broader requirement: network management must move

beyond static configuration and toward adaptive, predictive intelligence.

Taken together, these observations motivate the central perspective of this thesis:

although the three application domains differ in objective and timescale, they can all

be viewed as manifestations of intelligent management in graph-structured, dynamic,

and uncertain systems. This commonality justifies the graph-centered methodological

direction adopted in the remainder of the thesis. The following chapters therefore build

on this comparative foundation by developing task-specific graph-based frameworks for

restoration, reliability prediction, and traffic forecasting.



Chapter 3

Hybrid Approach for WDM

Network Restoration: Deep

Reinforcement Learning and Graph

Neural Networks

This chapter addresses the first of the three network management settings considered in

this thesis: reactive management. Specifically, it investigates how graph-based learning

can support rapid recovery after network disruption in optical WDM systems. Within

the broader dissertation argument, this chapter demonstrates that when network man-

agement requires real-time control under failure, graph representation provides a strong

structural foundation, while deep reinforcement learning becomes necessary to support

sequential decision-making over topology-aware restoration actions.

40
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3.1 Introduction

In an era of exponential digital growth, ensuring the resilience of high-capacity networks

such as WDM networks has become a critical challenge. These networks, which enable

the simultaneous transmission of multiple optical signals over a single fiber, form the

backbone of modern internet infrastructure. As the foundation for global communica-

tion, WDM networks play a pivotal role in supporting bandwidth-intensive applications,

including video streaming, cloud computing, telemedicine, and smart city infrastructures.

In WDM networks, the transmission spectrum is divided into distinct, non-overlapping

wavelength bands, with each band serving as an independent communication channel

capable of operating at a user-defined rate [38]. This architectural design has enabled

WDM networks to scale efficiently with growing demands. However, this scalability has

also introduced new challenges in ensuring reliability, particularly in the face of unfore-

seen disruptions.

As the demand for bandwidth continues to soar, the resilience of WDM networks

against disruptions, particularly link failures, has emerged as a pressing concern. Link

failures can occur due to various factors, including physical damages, natural disasters,

or power outages, and their impact can be devastating. Paper [39] emphasizes this issue,

citing an average of one fiber cut every five days within networks like NSFNET [40],

leading to significant cumulative downtime. Such incidents lead to significant cumula-

tive downtime, with ripple effects across essential services. Failures in these networks can

cause widespread service outages, severely impacting critical sectors like telecommunica-

tions, financial systems, healthcare, and cloud computing. These disruptions underscore

the importance of designing robust network restoration strategies capable of minimizing

downtime and maintaining service continuity under adverse conditions.

Traditional restoration strategies within WDM networks are broadly categorized into
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proactive and reactive approaches. Proactive strategies involve the pre-computation

of restoration paths and the reservation of wavelengths to ensure guaranteed recovery.

While this approach enhances network reliability, it does so at the expense of high re-

source consumption, often leading to increased blocking probabilities. In contrast, re-

active strategies allocate spectrum only after a failure has occurred, making them more

resource-efficient. However, this delayed allocation can result in prolonged restoration

times as the system searches for available resources. Some reactive strategies attempt

to mitigate these delays by precomputing multiple restoration paths without reserving

spectrum, allowing for faster recovery in certain scenarios. Despite their effectiveness,

these traditional methods often fall short in adapting to the dynamic and complex na-

ture of modern networks, necessitating the exploration of more intelligent and adaptive

solutions.

The restoration problem in WDM networks has unique characteristics that make

traditional methods inadequate and necessitate innovative solutions:

• High-dimensional Graph-structured Data: WDM networks inherently repre-

sent high-dimensional data structured as graphs, characterized by complex topolo-

gies and interdependent link/node relationships. This structure challenges tradi-

tional machine learning methods that cannot effectively exploit such relational and

topological data.

• Real-time Decision-making Under Uncertainty: Restoration decisions must

be made rapidly (milliseconds) to minimize network downtime, yet these deci-

sions must accommodate the dynamic and unpredictable nature of network failures.

Traditional methods either rely on static, precomputed backup routes (proactive

methods) or resource-intensive real-time path searches (reactive methods), neither

of which optimally balance speed and adaptability.
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• Complex Combinatorial Optimization: The problem involves simultaneously

selecting optimal restoration paths and wavelengths, introducing combinational

complexity due to the vast search space (paths × wavelengths). Efficiently explor-

ing and optimizing this combined search space under tight temporal constraints is

a significant challenge, particularly for larger network topologies.

• Generalization to Unseen Network States: The solution must generalize effec-

tively across diverse network topologies and states not encountered during training.

Classical algorithms typically lack this generalization capability and need extensive

recalculations when network configurations change or failures occur unpredictably.

Recent advancements in artificial intelligence, particularly in DRL and GNN, offer

transformative potential for addressing these challenges. DRL has proven highly effective

in dynamic decision-making tasks by leveraging past experiences and real-time data,

while GNNs excel in processing graph-structured data, enabling generalization across

diverse network topologies [41]. Together, these AI techniques can revolutionize failure

recovery in WDM networks. This chapter proposes a hybrid DRL+GNN framework

designed to optimize restoration path selection and wavelength allocation. The DRL

component enables real-time decision-making for resource allocation, while the GNN

enhances the framework’s ability to generalize to unseen topologies, ensuring robust

performance in various scenarios. This integration achieves faster, more efficient recovery

and addresses the limitations of traditional restoration strategies.

The primary contributions of this chapter, clearly highlighting the novel advance-

ments over existing related studies, are summarized as follows:

• Novel Hybrid DRL+GNN Framework for Real-Time Restoration: We

propose a novel hybrid framework that uniquely integrates DRL with GNNs specif-

ically tailored for real-time wavelength assignment and path selection in WDM
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network restoration scenarios. Unlike traditional proactive/reactive methods and

recent learning-based models, our framework adapts dynamically and rapidly to

network failures while balancing resource efficiency and speed.

• Generalization and Scalability: Our proposed DRL+GNN model demonstrates

exceptional generalization capability, effectively applying knowledge gained from

training scenarios to previously unseen network topologies.

• Detailed Computational Complexity and Runtime Analysis: Unlike prior

studies that typically omit detailed runtime and complexity analysis, we explicitly

present comprehensive computational complexity and runtime evaluations. Our

results confirm the feasibility and practicality of our method, showcasing fast in-

ference times suitable for real-time restoration in operational networks.

• Rigorous Multi-Topology Experimental Validation: We significantly ex-

tend validation beyond previous DRL or GNN-based studies, rigorously testing

our model across multiple real-world and widely recognized network topologies

(NSFNET, GEANT, EON, USA). Our extensive evaluation clearly demonstrates

consistent performance improvements in restoration probability and resource usage

efficiency over established proactive and reactive restoration schemes.

• Combined Proactive and Reactive Restoration Capability: Our hybrid ap-

proach addresses both proactive (pre-computed restoration) and reactive (dynamic,

on-demand rerouting) restoration scenarios within a single unified framework. This

dual capability differentiates our solution significantly from existing methods, which

typically focus exclusively on one strategy or the other.

• Adaptability to Dynamic Network Conditions: Our model inherently cap-

tures real-time dynamic changes in network conditions through GNN-based graph
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embeddings and adaptive DRL-based decision-making, significantly outperforming

traditional heuristic and optimization methods that lack such adaptability.

3.2 Related Works

This section reviews the prior work most directly relevant to WDM network restoration.

It complements the broader, cross-cutting survey of learning-based network manage-

ment in Chapter 2, focusing specifically on the restoration approaches that motivate the

DRL+GNN framework developed in this chapter.

3.2.1 DRL and GNN-Based Solutions

DRL combined with GNNs has emerged as a promising hybrid approach to address the

above challenges. The key insight is that a communication network can be naturally

modeled as a graph (nodes as routers/switches and edges as fiber links), and GNNs

excel at learning representations of graph-structured data. By integrating GNN-based

state representation into a DRL agent, the restoration strategy can leverage topological

awareness and inductive generalization. Unlike traditional neural networks (e.g. fully-

connected or CNNs) that require fixed-size inputs, GNNs can process arbitrary network

topologies and variable traffic states. This enables a DRL agent to be trained on one

set of network scenarios and then generalize to new network sizes or layouts without

retraining [41]. In other words, the GNN provides an embedding of the current network

state (including link failures and capacities) that is invariant to the network’s specific

topology size, allowing the DRL agent’s decision-making to scale to different or larger

graphs. This approach directly tackles the scalability and adaptability issues: the learned

policy is not tied to a single network and can adapt to dynamic changes (like additional
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node failures or traffic shifts) by extracting up-to-date graph features.

Several recent works demonstrate the efficacy of DRL+GNN in networking problems.

Li et al. introduce DRL-GS, a DRL-based graph search method for network topology op-

timization that tightly integrates a GNN for evaluating candidate topologies [42]. Their

framework compresses the action space (possible topology modifications) and uses a GNN

to rapidly estimate the network performance of each action, which markedly improves

decision speed and scalability [42]. Experimental results show that such a DRL+GNN

approach outperforms heuristic algorithms in optimizing network metrics (like link uti-

lization and latency) and scales effectively from small to large network scenarios [42].

In [43], the researchers integrated GNN with Deep Reinforcement Learning (DRL)

to emphasize GNN’s ability to generalize across diverse network configurations. Their

DRL+GNN-based framework demonstrated robust performance in allocating traffic de-

mands within Optical Transport Networks (OTNs), even when applied to topologies

that were not included during the training phase. This capability highlights the effec-

tiveness of combining GNN’s structural learning with DRL’s dynamic decision-making

in handling real-world network scenarios.

The authors in [44] advanced the application of DRL by developing two methods

aimed at evaluating how design choices impact DRL’s performance in solving RWA chal-

lenges. Their research explored the generalization of DRL to unseen traffic matrices,

examining variables such as the total number of connection requests and traffic distribu-

tion patterns. Furthermore, they assessed the scalability of DRL in relation to topology

size and link capacity, providing valuable insights into its adaptability for larger and

more complex networks.

In [45], the researchers presented a generalized reinforcement learning (RL) framework

designed for multi-objective optimization in optical networks. Their model addressed pa-
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rameter optimization tasks while considering multiple performance goals simultaneously.

Using this framework, they derived two multi-objective variants of the classical RWA

problem and achieved near-optimal solutions. This study demonstrated the potential of

RL-based approaches to balance multiple objectives, such as throughput, latency, and

resource utilization, making it a valuable tool for real-world optical network operations.

In the context of routing, other researchers have proposed GNN-empowered DRL

schemes to enhance load balancing and QoS in SDN environments. For instance, a recent

intelligent routing method replaces the DRL agent’s conventional neural network with a

GNN, enabling the agent to better learn over varying topologies and traffic conditions

[46]. This GNN-DRL routing model generalizes its experience to different network graphs

and was shown to reduce congestion and delay compared to non-learning or non-GNN

baselines [46]. These studies underscore that combining GNNs with DRL yields policies

that are not only efficient but also transferable across network environments, addressing

a weakness of earlier ML-based solutions.

In [47], a Routing and Wavelength Assignment (RWA) scheme for lightpath restora-

tion in WDM networks is proposed, utilizing an active multi-backup path approach. The

author suggests deriving successive backup lightpaths along the primary path up to the

last node until an available backup lightpath is identified. This method operates without

wavelength converters in the network. The algorithm is based on an iterative implemen-

tation of Dijkstra’s algorithm to find a backup path for the failed primary lightpath,

with the source-destination pair (s,d) and the network cost matrix serving as inputs to

the routing process.

In [48], the author introduces the GDQR and GD3QR routing algorithms, which

combine DRL and GNN to enhance network QoS in complex traffic environments. The

research focuses on addressing routing challenges like traffic fluctuations and value over-
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estimation through advanced reinforcement learning techniques, including Dueling Net-

work and Double DQN. The GDQR algorithm optimizes routing by modeling both node

and link features in the network, while GD3QR further improves on this by mitigating

traffic fluctuation impacts and reducing overestimation errors.

The paper [49] presents a novel framework combining DRL and GNN to address the

challenges of failure restoration in WDM networks. The study emphasizes the critical im-

portance of WDM network survivability due to their vulnerability to disruptions like link

failures, which can lead to significant service outages. Traditional restoration strategies,

including proactive and reactive approaches, are resource-intensive or time-inefficient,

necessitating the development of more adaptable and intelligent solutions. The proposed

DRL+GNN approach leverages the decision-making capabilities of DRL and the struc-

tural learning properties of GNNs to optimize restoration path selection and wavelength

allocation dynamically. The framework integrates GNN to model the network’s dynamic

state and DRL to select viable paths, even for previously unseen network topologies.

Reinforcement Learning (RL), particularly DRL combined with GNN, is uniquely

suited to addressing these limitations. DRL directly learns restoration policies through

ongoing interactions with the environment, adapting dynamically and efficiently to real-

time network states without pre-labeled datasets. Combined with GNN’s capability to ef-

fectively process and learn representations from graph-structured data inherent in WDM

network topologies, the hybrid DRL+GNN approach effectively generalizes to diverse

and unseen network scenarios, adapts rapidly to dynamic conditions, and significantly

reduces restoration times while maintaining efficient resource utilization. This com-

parative analysis underscores the rationale behind adopting our proposed DRL+GNN

framework.
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3.3 Graph Neural Network and Deep Reinforcement

Learning

3.3.1 Graph Neural Networks

GNNs [40] are a novel class of neural networks designed to operate on data structured

as graphs. These networks offer a unique perspective by iteratively associating latent

features with neighboring elements, which can be nodes or edges within the graph. This

iterative process is commonly referred to as message passing, as outlined in the afore-

mentioned work. Through successive iterations of message passing, GNNs generate a

comprehensive representation of the input graph, which can be harnessed to tackle intri-

cate combinatorial optimization problems [50]. The message passing step involves:

• Each node j receives messages from all the nodes in its neighbourhood, denoted

by N(j). The neighborhood of a node typically consists of the nodes directly

connected to it in the graph.

• Messages are generated by applying a message function m to the hidden state of

node pairs in the graph to determine how the hidden states of the connected nodes

contribute to the messages being passed.

• Node j then combines all the messages received using an aggregation function such

as a sum using the equation (3.1) into a single message.

• Finally, an update function takes into account the current hidden state of the node

and the aggregated messages from the neighbors to calculate a new hidden state

using equation (3.2).

M t+1
j =

∑
i∈N(j)

m(ht
j, h

t
i) (3.1)
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ht+1
j = u(ht

j,M
t+1
j ) (3.2)

Various GNN variants have been developed to suit the specific characteristics of graph

nodes and edges, leading to impressive performance in scenarios where data naturally

conforms to a graph structure [50]. Given that WDM networks are often represented as

graphs, it is reasonable to leverage GNNs as an approach likely to yield favorable results.

3.3.2 Deep Reinforcement Learning

In the domain of deep reinforcement learning, an agent engages with an environment

usually represented by Markov Decision Process (MDP), in order to learn a policy that

maximizes the expected sum of rewards over a time horizon [51]. The objective is acquir-

ing a strategy that maximizes a predefined objective function. This interaction involves

the agent executing actions and observing the resultant feedback from the environment,

as elucidated by [51]. The environment’s feedback encompasses both the current state of

the environment and a reward signal, which serves as an indicator of the quality of the

agent’s actions. The primary aim of the agent is to determine a strategy that maximizes

the cumulative reward over the course of each episode. Given an initial state s ∈ S,

the agent selects an action a ∈ A, triggering a transition to a new state s′ ∈ S while

receiving an associated reward r.

Q-learning, introduced by [52], is a well-established reinforcement learning algorithm

focused on estimating Q-values, representing the quality of actions. This algorithm

constructs a Q-table that stores Q-values for all possible state-action pairs. At the start

of the training, the Q-table is initialized. It can be filled with zeros or random values.

During training, the agent updates these values based on state-action rewards. These Q-

values are the predicted cumulative reward after applying action a from state s, assuming

that the agent follows the current policy pi during the training episode. During training,
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Q-learning uses the Bellman equation (3.3) to update the Q-values where Q(st, at) is the

Q-value function at time-step t, α is the learning rate, r(st, at) is the reward obtained

from selecting action at from state st and γ ∈ [0,1] is the discount factor. At each state,

relying on these Q-values, the agent selects the action with the highest Q-value. However,

practical optimization problems often entail large Q-tables.

Q(st, at)← Q(st, at)+

α[rt+1 + γmaxaQ(st+1, a)−Q(st, at)]

(3.3)

To address this challenge, Deep Q-learning (DQN), as introduced by [53], leverages deep

neural networks to approximate Q-values, eliminating the need for a cumbersome Q-

table. The high generalization capabilities inherent in deep neural networks enable the

agent to approximate Q-values for states not encountered during training. Consequently,

our approach is grounded in DQN, capitalizing on its ability to handle complex environ-

ments and generalize across unobserved states.

3.4 Proposed Methodology

This study proposes a novel approach combining DRL and GNN for optimal wavelength

assignment during link failures. The method addresses both pre-computed restoration

routes and real-time routing and assignment scenarios. GNN models the dynamic net-

work state, enabling generalization over graph-structured data [54], while the DRL agent

uses this model to make optimization-driven decisions. Figure 3.1 illustrates the overall

architecture of the proposed model. The network topology is first represented as graph-

structured data, which is then passed to the combined DQN–GNN agent. Within the

agent, the GNN encodes the graph-structured network state, and the DQN leverages this
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encoding to select the restoration actions.

Figure 3.1: Proposed Model

3.4.1 Reinforcement Learning Environment

In this section, we elaborate on the learning environment designed to simulate the failure

restoration problem. Our scenario revolves around an SDN-based network, where the

DRL agent possesses a comprehensive network overview. When a network failure occurs,

the DRL agent’s primary task is to select the most suitable pre-computed route for

restoration. Furthermore, the DRL agent not only determines the routing but also assigns

wavelengths to the affected traffic demands. To create a realistic modeling environment,

we maintain a steady state in the network, where a random assortment of demands is

routed and assigned wavelengths using both the shortest path forwarding and first-fit

algorithms. We also simulate various single link failure instances. During such a failure

event, the agent receives the network state, represented as a graph. The GNN processes

this graph, transforming it into a new representation in which the links assume the role



53

of graph components. This revised representation, containing the route actions under

consideration, is subsequently fed into the neural network to approximate the Q-values

(Q(s, a)) for all feasible actions.

A request, representing a demand affected by a failure event, encompasses both source

and destination information. The characterization of the network state hinges on topol-

ogy link features, which consists link betweenness [55], wavelength slot occupancy, link

capacity and wavelength usage. Link betweenness, a concept rooted in graph theory,

provides insights into the potential utilization of a link by quantifying how many paths

could potentially traverse it [55]. To compute the link betweenness for each link, we

divide the total number of end-to-end paths traversing that link by the overall number

of paths considered. In our research, we specifically compute four end-to-end paths for

each A-Z pair within the network. Link capacity quantifies the overall count of available

wavelengths on the respective link. It is worth noting that both link betweenness and

link capacity are scalar values, whereas wavelength slot occupancy is represented as a

binary vector. This binary vector is sized to match the total number of wavelengths on a

given link, where ’1’ signifies an occupied slot, and ’0’ indicates a vacant one. Wavelength

usage is also a vector feature that gives the availability of a particular wavelength in the

network. We compute the wavelength usage by dividing the total number of links that

have this wavelength occupied divided by the total number of links in the network. This

feature provides the agent information on how likely a wavelength will be available on

multiple links.

To define the action space, we adopt a deliberate approach of narrowing it down to a

smaller subset, effectively reducing the number of Q-values that require computation. A

comprehensive consideration of all potential paths connecting every pair of nodes within

the network would lead to an expansive action space, even for relatively modest net-
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Table 3.1: Input features of each link

Feature Description Type

f1 link wavelength capacity binary vector

f2 betweenness centrality scalar

f3 number of available wavelengths scalar

f4 wavelength usage vector

f5 action (route and wavelength) vector

works. The vast number of link combinations available to create a path between a source

and destination further compounds the complexity. Furthermore, each resulting path

introduces N potential actions based on different path-wavelength combinations, where

N represents the available wavelengths. To manage this complexity, we strategically

constrain the action space to a predefined subset of k paths, obliging the agent to select

from this limited set of options. Upon the arrival of a request, the agent is tasked with

selecting a path from the provided subset and subsequently assigning a wavelength. It

is important to note that the agent also has the option to reject the request for restora-

tion. In this context, the number of potential actions, given k paths and N wavelengths,

becomes Nk + 1. In our specific study, we consider a set of 4 paths and 10 wavelengths,

resulting in a total of 41 possible actions within our defined action space. The values for

number of paths and wavelengths are chosen to provide a balance between restoration

flexibility and computational complexity. They provide options for restorations while

managing the complexity for experimental purpose. As previously stated, the steady

state network has the demands routed using the shortest path. We therefore select a set

of next 4 shortest paths by hops for each source-destination pair.

We introduce the action as an input feature into the network state as done in [56]. The

incorporation of action is a pivotal aspect of the agent’s design, and it is introduced into
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the network state in the form of a graph. This representation ensures that the action

remains invariant to node and edge permutations, a crucial factor that enhances the

generalization capabilities of the trained GNN. The action is integrated into the network

as a link feature. When a link is part of the selected route, a corresponding vector is

assigned. This vector is structured in a way that designates the chosen wavelength slot

with ’1’, while marking free slots with ’0’. Table 3.1 gives the list of input features used

in our work.

During a failure event, our primary objective is to maximize the count of restored

demands. To effectively capture this behavior in our modeling, we assign a positive

reward of ’1’ each time the agent successfully fulfills a restoration request. In cases

where the agent rejects a request, areject, the reward is set to ’0’.

3.4.2 Graph Neural Network Architecture

The neural network architecture we have adopted comprises two key components: the

Graph Neural Network (GNN) and a fully connected Deep Neural Network (DNN). The

GNN model is centered around a message passing neural network framework. Leveraging

the available link features, the GNN undergoes M message passing iterations. During

this iterative process, each node is systematically processed, with a focus on aggregating

information from its neighboring nodes while also assigning weights to each neighbor

based on their respective significance. The outcome of this operation results in the

generation of messages. These computed messages are subsequently aggregated using

an element-wise summation operation. Following this aggregation step, we employ a

Recurrent Neural Network (RNN) to update the hidden states associated with the links

using the aggregated sum. In our investigation, we perform a total of 4 message passing

steps. After completing these 4 steps, the newly updated link states are once again
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subjected to an element-wise summation and then transmitted to the DNN. The role of

the DNN is to predict the Q-value, serving as an estimation of the score for action a

originating from the current state s.

3.4.3 Learning Algorithm

The core of our learning algorithm lies in the interaction between the DRL agent and the

environment. At its heart, our approach relies on deep Q-learning [53] to estimate the

Q-value associated with each state-action pair. A pseudo-code illustration is provided

in Algorithm 1 to elucidate the learning process. We start by initializing some key

parameters (lines 1-6). The training unfolds across a predefined number of episodes,

where each episode corresponds to a distinct failure event. Within each episode, we

identify the set of demands within the network that are affected by the failure event,

numberoffaileddemands. We establish a replay memory buffer M , designed to store

the actions executed by the DRL agent. This buffer serves as a pivotal guide in the

learning process.

We commence by setting the cumulative reward to ’0’ and pre-computing k shortest

paths. The environment is initialized (line 7). The environment generates a traffic de-

mand, represented as a tuple src, dest, a state s and network spectrum spec. The spec is

a matrix of the network links by number of wavelengths. It shows the wavelength occu-

pancy of the network. The links associated with the failure event have their wavelength

feature adjusted by setting all slots to ’1’. It is important to note that the wavelength

slots occupied by the affected demand on the active links remain unchanged, under the

assumption that the failed demand will return to its original path once the failure is

rectified.

Upon completing the initialization process, we enter a while loop (lines 9-19), which
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continues until all the affected demands have been attempted for restoration on the

network. For each impacted demand, Q-values are calculated for every one of the 40 path-

wavelength combinations (lines 9-12). With Q-values computed for each state-action

pair, the next action a is determined through the utilization of an ϵ−greedy exploration

strategy (lines 15-16). As previously mentioned, the agent’s options include selecting

one of the K shortest paths with an available wavelength or rejecting the request. The

chosen action is then applied to the environment, leading to the computation of a reward

and the generation of a new state s (line 16). The number of impacted demands is not

the same for every failure instance. We therefore compute the cumulative reward for

each episode as the percentage of the failed demands that was successfully restored (i.e.

TotalRewards/ImpactedDemands). Crucially, we retain the information regarding this

state transition within the buffer (line 17), facilitating the training of the GNN.

3.5 Experimental Results

3.5.1 Setup

Our solution is implemented in Python 3.9 using Tensorflow [57] and evaluated using

OpenAI Gym framework [58]. Training was carried out on core i7 computer with 32GB

memory. In the simulation environment, the DRL agent is tasked with assigning a

path and wavelength to a demand. It receives an immediate reward of ’1’ when the

assignment is successful; otherwise, the reward is ’0’. Success is defined as the demand

being allocated a path where all the links have contiguous wavelength slots. Episodes

conclude when a demand allocation fails to meet this criterion.

A series of experiments were conducted to determine the optimal optimization algo-

rithm and hyperparameter settings. For the GNN model, feature vectors of dimension-
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Algorithm 1 Pseudocode for DRL agent operation

1: Es ← numberoffaileddemands ▷ Size of the episode
2: k ← 4 ▷ Number of shortest paths
3: W ← wavelengthsAvailable ▷ Number of shortest paths
4: M ← {} ▷ Initialize memory to store transitions
5: done← False
6: reward← 0
7: s, src, dst, spc← initializeEnvironment
8: while notfinished do
9: A qvalues← {}
10: A← compute actions(src, dst,W, k) ▷ compute action space
11: for iin0, 1....size(A) do
12: A qvalues[i]← compute qvalue(s, A[i])
13: end for
14: q value← epsilon greedy(A qvalues)
15: a← get action(q value, A)
16: r, done, s′, src′, dst′, spc′ ← env.step(s, a)
17: M.add sample(s, src, dst, spc, r, s′, src′, dst′, spc′)
18: reward← reward + (r/Es) ▷ episode reward is the ratio of restored demands to

total demand requests
19: s← s′;src← src′;dst← dst′;spc← spc′

20: end while
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ality 64 were defined, incorporating the previously mentioned features. The size of the

hidden states in the GNN is crucial as it determines the capacity to encode information.

In scenarios involving larger network topologies and complex optimization tasks, larger

hidden state vector sizes may be necessary.

During each forward propagation of the GNN, a total of M = 4 message passing steps

are executed using batch sizes of 32 samples. Four message-passing iterations in the GNN

were selected based on standard practice and preliminary experiments that showed di-

minishing returns on representation quality improvement beyond four iterations, thus

providing efficient inference with high-quality network embeddings. The optimization

process employs the Adam optimizer [59] with a learning rate of 0.0001. The learning

rate was determined experimentally as the best compromise between stable training and

reasonable training convergence speed consistent with commonly accepted practices in

DRL training. The exploration strategy follows an ϵ − greedy approach, commencing

with an initial ϵ value of 1.0, which is maintained for the first 60 training iterations.

Subsequently, ϵ exponentially decays at the start of each episode. An experience buffer

with a capacity of 5,000 samples is implemented as a FIFO queue which provided ade-

quate room for storing diverse training samples whiles limiting computational overhead.

Regularization techniques, specifically l2 regularization, and dropout with a coefficient

of 0.1 are applied to the readout function. The discount factor for future rewards is set

to 0.95 to account for delayed rewards in the reinforcement learning framework.

3.5.2 Methodology

For each network configuration, we test with different numbers of demand requests ran-

domly selected for all possible node to node demands in the network. For all four net-

works, we test with 50, 60, 70 and 80 demand requests. We compare our solution with
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(a) 14-node NSFNET Network

(b) 24-node GEANT Network.

(c) 20-node EON Network. (d) 24-node USA Network.

Figure 3.2: Test Networks
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proactive restoration (Pro − R) and reactive restoration (R − R) approaches discussed

in the literature.

In Pro−R, we define and reserve resources for one backup path designing the network

to be 1-link failure survivable. During steady state routing, the proactive restoration

approach only admits a demand request if it can reserve resource for a backup path that

is link-disjoint for the primary path.

In R − R, we route the services using the shortest path as the primary route and

first fit algorithm to assign wavelength. Additionally, four next shortest paths are pre-

computed for restoration. However, resources are not reserved for the pre-computed

back up paths. During failure, the backup paths are examined one after another from

the shortest until the path with available resource to restore the impacted service. If

none of the backup routes have spectrum, the restoration request is rejected. During

restoration, the failed demands are recovered sequentially. For illustrative purposes, we

select four real-world network topologies: 14-node NSFNET [40], 23-node GEANT[60],

20-node EON and 24-node USA network. The characteristics of the test networks are

outlined in Table 3.2. We trained our DRL agent to choose the pre-computed route to

restore a failed demand based on experiences. The agent learning from experiences is

able to choose the best route for restoration that will improve the overall recovery rate

of the network. We trained different agents for each of the 4 test networks. We trained

for 3000 iterations and chose the model with the highest performance.

To evaluate the performance of the 3 solutions, we use two performance metrics

of blocking probability and restoration probability and also presented computational

complexity and runtime analysis. The blocking probability of a demand is estimated by

the ratio of the number of blocked demands to the total number of demand requests

during the steady state routing. Restoration probability is determined by the ratio of
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Figure 3.3: Wavelength Map for EON during steady state routing

the number of successfully restored demands to the original number of failed demands

per failure instance. We determine the average restoration probability over multiple

failure instances. In our experiment, a failure corresponds to single link failure. We also

considered the following assumptions in our simulation:

• We assume our network demands to be permanent. This is because in typical

backbone optical networks, network traffic is quite steady and consistent.

• During failure, wavelengths occupied by impacted demands on healthy links are not

released. We assume that demands retain their primary path and will be rerouted

when failure is fixed. However, we do not consider the post-failure state in our
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Table 3.2: Characteristics of Test Networks

Topology Nodes Size Number of links Average Node Deg

GEANT 24 37 3.1

NSFNET 14 21 3.0

EON 20 39 3.6

USA 24 44 3.7

simulation.

3.5.3 Performance Evaluation

Figure 3.4 shows the blocking probability of the 3 methods over multiple demand re-

quests. During steady state routing, Pro−R admits demands if there is enough resources

to route both the primary path and the disjoint backup path. It then reserves resources

on the backup path for demand recovery in the case of link failure. R−R and our scheme

employ the same strategy for steady state routing. A demand request is admitted if there

are resources available to route the primary path. Shortest path and first fit algorithm

are used to route the demand requests as seen in Figure 3.3 which depicts the wave-

length map after routing 60 demands on the EON network during steady state. This

graph represents a wavelength allocation matrix for a WDM illustrating spectrum uti-

lization across various network links. The y-axis indicates the network links (numbered

0 to 38), while the x-axis shows the available wavelengths or spectrum slots (numbered

0 to 9). Orange or beige areas represent unused spectrum slots, indicating availability

for future allocation, whereas black areas signify allocated wavelengths, showing active

utilization for data transmission. The results in all four networks show that Pro−R has

high blocking rate. This is because reserving resources for restoration consume network
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capacity and prevents routing of more demands. On an average, our method and R−R

perform 43% better than Pro−R in the GEANT network, 54% better in the NSFNET

network, 30% better in EON network and 34% better in USA network.

Figure 3.4: Blocking Probability

We also present the learning curves for the agents during training in Figure 3.5a and

Figure 3.5b. An agent is trained for each topology. These curves show how the aver-

age restoration probability evolves during the training. We also show the restoration

probability of the baseline methods. The baseline performances remain constant since

no training is carried out for them. We observe that the agent is able to achieve better

performances than the baselines when trying to maximize the average restoration prob-
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(a) NSFNET AND GEANT results for 80 de-
mand requests.

(b) EON AND USA results for 80 demand
requests

Figure 3.5: Evaluation of the GNN+DRL agent during training across the four topolo-
gies. Each solid curve shows the average ratio of recovered demands achieved by the
GNN+DRL agent versus the training iteration for the topology indicated in the legend;
the dashed lines mark the corresponding constant R-R baselines, and the green dash-dot
line marks Pro-R, which recovers all demands.

ability during failure. All the requests admitted in the proactive restoration scheme can

be restored under single link faults. Pro − R guarantees 100% restoration. Although

our solution does not guarantee 100% restoration probability under the experimented

network conditions, the figures clearly show that our scheme improves restoration prob-

ability significantly without network resource reservation. Figure 3.5a shows that during

single link failures, our scheme has 40% restoration when 80 demand requests were ad-

mitted during the steady state routing on the NSFNET topology. The is 50% better

than the R−R solution. Also in Figure 3.5a, when the GEANT network has 80 demand

requests, our scheme achieves 55% restoration probability, 14.5% better than R − R.

Figure 3.5b show a similar trend, EON network achieving 14% better for 80 demands

and USA network getting 28.4% better for 80 demands. Network survivability is very

important parameter in network operation hence any improvement is deemed very sig-

nificant. Figure 3.6 shows the restoration probability of the 3 methods over multiple
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demand requests. Though Pro − R achieves 100% restoration probability over all de-

mand requests, it must be noted that it admits less number of demand requests given

same resources as the other 2 methods. The figures show that our scheme always result

in a significant improvement in restoration probability for different demand requests. For

example, in the GEANT network, for steady state loading of 50%, our scheme achieves

92.4% restoration probability, 11.8% better than R−R.

Figure 3.6: Restoration probability over different demand requests

3.5.4 Computational Complexity Analysis

To ensure a fair comparison between our proposed DRL+GNN solution and compared

methods (Pro-R and R-R), we include an analysis of the computational complexity of
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each approach. Our DRL+GNN solution complexity arises from two primary compo-

nents: the Graph Neural Network (GNN) and the Deep Q-Learning (DQN) model. The

GNN computational complexity is influenced by its message-passing framework, where

each iteration involves aggregating information across the graph edges. The complexity

of this process can be described as O(M × E × F ), where M is the number of message-

passing iterations, E is the number of edges (links) in the WDM network, and F is the

feature dimension of the input vector representing the network state. In this work, we

set M = 4 iterations.

Additionally, the DQN model contributes to the overall complexity. The DQN eval-

uates the Q-values for each action, where the number of actions A is determined by

the number of pre-computed paths (k) and available wavelengths (N). Therefore, the

complexity of the DQN evaluation per state is proportional to O(A), with A = kN ,

plus one for the rejection action, giving a total action space of kN + 1. Together, the

GNN and DQN components give our DRL+GNN approach an overall complexity of

O(M ×E×F +A). While this includes message passing and Q-value computation, both

components scale efficiently with network size and are well-suited for dynamic WDM

networks, particularly during the inference phase where real-time restoration decisions

need to be made.

On the other hand, Proactive Restoration (Pro-R), a well-known benchmark method,

involves pre-computing and reserving backup paths for all possible failure scenarios. The

complexity of Pro-R primarily arises from the necessity to compute and maintain K-

disjoint paths for each demand across the network, where K is the number of backup

paths and V is the number of nodes. This leads to a time complexity of O(K ×E × V ).

Although this guarantees a quick restoration during failure, the upfront cost of resource

reservation and path computation can be very high, particularly in large networks with
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large demand requests.

In contrast, Reactive Restoration (R-R) adopts a more dynamic approach, computing

alternate paths only after a failure occurs. The R-R method involves pre-computing

multiple backup paths but without reserving network resources in advance, reducing

upfront complexity. However, when a failure occurs, the system searches for available

resources on the pre-computed paths, leading to a time complexity of O(E × V ) for

each restoration attempt. This can result in longer restoration times in large networks,

especially when multiple paths need to be checked sequentially to find one with available

resources.

To further highlight the differences, our DRL+GNN solution offers significant advan-

tages in real-time restoration due to its ability to make decisions based on the pre-trained

model. Although the training phase of DRL+GNN is computationally more intensive

due to the iterative learning process (requiring 3000 episodes to train), the inference

phase during restoration is efficient, as the trained agent can quickly select the optimal

path-wavelength pair using the learned Q-values. This makes the proposed solution par-

ticularly suitable for real-time network restoration where speed is critical. In contrast,

Pro-R has high complexity during the pre-computation phase due to resource reserva-

tion, while R-R incurs higher complexity during the restoration phase due to dynamic

path search, leading to increased restoration times in large-scale networks.

3.5.5 Runtime Analysis

To evaluate the practicality of the proposed DRL+GNN solution, we performed a detailed

runtime analysis to compare the computational efficiency of the Proactive Restoration

(Pro-R), Reactive Restoration (R-R), and DRL+GNN method. The analysis includes

two key metrics: the training time required for the DRL+GNN model and the decision
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time (inference time) for all methods during failure restoration.

• Training Time: The DRL+GNN model was trained over 3000 iterations on all the

topologies. The total training time for the NSFNET topology was approximately

2 hours, 3.5 hours for GEANT and EON and USA took about 5 hours. While

the training process incurs a significant upfront computational cost, the model’s

generalization ability allows it to perform efficiently during the real-time restoration

phase.

• Decision Time (Inference Time): Once trained, the DRL+GNN model was

evaluated based on the time required to determine restoration for a single failed

demand, comparing it to Pro-R and R-R methods. We measured the average

decision time (in milliseconds) over multiple failure instances.

Table 3.3: Runtime Analysis Results

Method Training
time(hrs)

Average
Decision
time(ms)

Pro-R N/A 0.05

R-R N/A 20

GNN+DRL 2 (NSFNET), 3.5
(GEANT,EON),5

(USA)

0.12

The runtime analysis highlights the trade-offs between pre-computation, dynamic

restoration, and real-time decision-making in different methods. While Pro-R offers the

fastest decision time due to its pre-computation phase, it suffers from higher resource

utilization and limited adaptability to unforeseen failures. The R-R approach, though

resource-efficient, incurs significant delays during the restoration process due to its dy-

namic search for viable paths.
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In contrast, the DRL+GNN solution, once trained, strikes a balance between com-

putational efficiency and decision speed. Although the training phase introduces higher

upfront computational costs, the ability to generalize to unseen network topologies en-

sures fast and reliable restoration during the inference phase, making it particularly

suited for large-scale WDM networks. Given the increasing complexity of modern op-

tical networks, the efficient inference time of DRL+GNN ensures that it can operate

in real-time restoration scenarios without the need for extensive pre-computation or re-

source reservation.

It is important to note that the higher upfront training time for the DRL+GNN

model, while significant (2–5 hours, depending on topology), does not negatively impact

its practical utility in real-world WDM network operations. Training the model is an of-

fline, one-time procedure per network topology, conducted well before actual deployment.

Conversely, during real-time network failures, rapid inference time directly translates to

quicker restoration and minimal network downtime, metrics that are critical in opera-

tional networks. Hence, the decision-making time is the key criterion when assessing the

practicality of restoration solutions. In this context, the slightly longer offline training

time of the DRL+GNN model is fully justified by the substantial gains in inference-time

efficiency, adaptability to dynamic network states, and significantly enhanced restoration

performance, making it suitable for real-world deployment scenarios.

3.5.6 Discussion

In addition to presenting the numerical results, it is crucial to explore why our proposed

DRL+GNN model outperforms the benchmark methods, Proactive Restoration (Pro-R)

and Reactive Restoration (R-R). Several key factors contribute to the superior perfor-

mance of the DRL+GNN model, particularly its ability to dynamically adapt, optimize
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resource allocation, and make real-time decisions, all of which give it a distinct advantage

over traditional methods. Also, we provide specific considerations of DRL and GNN in

WDM network restoration.

3.5.6.1 Adaptive Learning and Generalization Capabilities of DRL+GNN

One of the primary reasons for the improved performance of the DRL+GNN model is

its ability to adapt dynamically to network conditions and generalize effectively to new

failure scenarios. Unlike Pro-R, which relies on pre-computed, static restoration paths,

and R-R, which reacts to failures by searching for paths only after the failure occurs, the

DRL+GNN agent learns from a variety of network states and failure situations during

the training phase. This allows the model to develop a robust decision-making strategy

that can be applied to unseen failure conditions. Through the training process, the

DRL agent encounters numerous network states and failure scenarios, learning to make

optimal decisions based on historical experiences. The Graph Neural Network (GNN)

component allows the agent to encode the state of the network in each episode, improving

the agent’s ability to assess the impact of failures and dynamically select the most efficient

restoration paths. This adaptive learning capability enables the DRL+GNN model to

outperform Pro-R and R-R, particularly in scenarios where demand patterns and failure

conditions are unpredictable. The agent does not rely on static pre-computed paths (as

in Pro-R), but instead adapts its decision-making policy based on real-time conditions,

which contributes to faster and more efficient restoration.

3.5.6.2 Efficiency in Utilizing Network Resources

The DRL+GNN model performs well at optimizing resource allocation across the net-

work, which is a key factor in its performance advantage over the benchmark schemes.



72

The model efficiently balances the use of wavelengths and paths, ensuring that network

resources are used optimally without unnecessary reservation or allocation delays. The

Pro-R approach pre-allocates backup resources by reserving alternative paths in advance

for potential failures. While this method can ensure quick restoration in some cases, it

often leads to under-utilization of network resources. Reserved resources may remain un-

used, resulting in inefficiency and increased blocking of new demands due to the limited

availability of unreserved paths. The R-R method, on the other hand, allocates resources

only after a failure has occurred. This prevents under-utilization of the resources but does

not optimize the use of the resources during restoration. In contrast, the DRL+GNN

agent continuously learns to make resource allocation decisions in real-time, without the

need for pre-reservation. The GNN component helps the agent understand the current

resource availability and link states across the network, while the DRL agent decides on

the best restoration path-wavelength pair by optimizing for minimal contention and max-

imal resource utilization. This dynamic decision-making process minimizes the blocking

probability while ensuring efficient use of network resources, particularly in scenarios

with heavy traffic or frequent failures.

3.5.6.3 Reduced Restoration Time

A critical factor in network restoration is the speed of recovery after a failure occurs.

Restoration time directly impacts the availability of services and the user experience,

especially in time-sensitive applications. Pro-R benefits from having pre-reserved backup

paths, allowing it to restore services relatively quickly. However, since these backup paths

are pre-determined and static, they may not always be the most optimal paths under

varying network conditions. This can lead to suboptimal path utilization and potential

delays in cases where reserved paths are congested or unavailable. R-R, by contrast,
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incurs longer delays due to the need to perform real-time searches for alternative paths

during a failure. This process can become time-consuming, especially in large networks

with multiple failures or under high-demand conditions. The DRL+GNN model leverages

its pre-trained policy to make real-time restoration decisions with minimal delay. The

GNN’s ability to model the entire network topology and capture the current state of

the links ensures that the DRL agent has an accurate understanding of the network

environment, allowing it to quickly select the most efficient restoration path. As a result,

the DRL+GNN model achieves faster restoration times compared to R-R and matches

closely to Pro-R.

3.5.6.4 Scalability and Robustness to Network Changes

Another key factor contributing to the superior performance of the DRL+GNN model

is its inherent scalability and robustness to changes in network topology and demand

patterns. Unlike the Pro-R and R-R methods, which struggle to maintain efficiency in

large-scale or highly dynamic networks, the DRL+GNN model can scale effectively to

large network topologies while maintaining high performance. The GNN architecture

used in the model allows for efficient processing of large network graphs, as the agent

is able to model the relationships between nodes and links regardless of the size or

complexity of the network. This enables the DRL+GNN model to scale to networks

with thousands of nodes and links without suffering from the performance degradation

commonly seen in Pro-R and R-R methods. Additionally, the DRL+GNN model is

more robust to dynamic changes in the network, such as multiple simultaneous failures

or sudden changes in traffic patterns.
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3.5.6.5 Handling Multiple Failure Scenarios

WDM networks often face not just single link failures but also multiple simultaneous fail-

ures, which can severely impact the performance of restoration mechanisms. Traditional

methods like Pro-R and R-R are generally optimized for handling single failure events

and may not perform efficiently when confronted with multiple concurrent failures. The

DRL+GNN model, however, has the capability of generalization and hence can adapt to

multiple failure scenarios. As a result, the DRL+GNN model demonstrates superior per-

formance in restoring demands even when faced with multiple failure events, something

Pro-R and R-R struggle with.

While the DRL+GNN model demonstrates superior performance in restoring WDM

networks compared to Pro-R and R-R, there are areas where the model can be enhanced

for even greater effectiveness. In particular, scalability to large-scale networks, training

efficiency, adaptability to highly dynamic conditions, and energy efficiency are areas that

present opportunities for improvement.

Potential enhancements to the model include:

• Enhancing Scalability by adopting hierarchical learning or graph sampling. The

model could scale more efficiently to very large networks without significantly in-

creasing complexity.

• Improving Training Efficiency using Transfer learning and parallel training tech-

niques. This could reduce the time required to train the DRL agent, enabling faster

deployment in new network environments.

• Adaptability to dynamic conditions by incorporating meta-reinforcement learning

and proactive failure prediction. This will aid the ability to generalize across diverse

network scenarios, making it more robust to dynamic traffic patterns and multiple
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failures.

• Enhancing the model to handle node failures explicitly to improve its robustness

in real-world environments where both link and node failures can occur simultane-

ously.

3.5.6.6 Specific Considerations of DRL and GNN inWDMNetwork Restora-

tion

While DRL and GNNs have been effectively applied in various network scenarios such

as routing optimization in Software-Defined Networks (SDNs), topology optimization,

and QoS-aware routing in Mobile Ad-hoc Networks (MANETs), the application of these

methods to WDM Network Restoration poses unique challenges and requirements dis-

tinctly different from these other scenarios:

1. Strict Real-time Requirements: Unlike general network routing or topology

optimization tasks that may permit longer decision times, WDM restoration de-

mands extremely rapid response (ms) following network disruptions to minimize

downtime and service interruptions. Consequently, the design of DRL and GNN

models for WDM restoration specifically emphasizes low-latency inference, rapid

state encoding via GNN message-passing, and streamlined DRL policy decisions,

aspects not necessarily prioritized in other network applications.

2. Wavelength Continuity: WDM restoration uniquely involves strict wavelength

continuity constraints, meaning that selected restoration paths must allocate con-

sistent wavelength resources along the entire path. This adds a significant layer of

combinatorial complexity not usually present in other network scenarios, e.g., SDN

or MANET routing, requiring specialized action-space definition, feature represen-
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tation, and policy learning within the DRL framework, enhanced specifically by

GNN’s topological insights.

3. Highly Dynamic Failure Patterns: Restoration scenarios in WDM networks

frequently involve multiple and simultaneous fiber cuts or node failures due to

natural disasters, human error, or equipment malfunctions. These failures create

dynamic and unpredictable conditions not typically encountered in conventional

network routing or static optimization tasks. Hence, DRL agents for WDM restora-

tion must robustly learn adaptive, dynamic policies capable of quickly responding

to new, unforeseen network states, a capability possible because of the generalized

representations learned by GNNs.

4. Scalability and Generalization Across Diverse Topologies: Unlike many

scenarios where networks remain relatively static or where each topology is specif-

ically trained, WDM restoration often requires robust generalization from learned

experiences to entirely new and unseen network topologies. The DRL+GNN frame-

work explicitly addresses this scenario-specific challenge by leveraging GNN’s in-

ductive biases that inherently enable generalization across arbitrary network struc-

tures, thus significantly outperforming approaches used in less topologically diverse

scenarios.

5. Dual Proactive-Reactive Restoration Capability: Traditional DRL/GNN

methods typically handle either proactive provisioning (pre-allocation) or reactive

rerouting separately. In contrast, effective WDM network restoration demands a

unified framework capable of simultaneously optimizing pre-computed restoration

paths (proactive) and dynamically rerouting paths post-failure (reactive). Our

hybrid DRL+GNN method uniquely integrates these two modes of operation within
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a single, coherent learning and inference framework—distinctly tailored for WDM

network characteristics.

By explicitly identifying and addressing these scenario-specific differences, our DRL+GNN

approach is uniquely positioned and tailored to meet the specialized demands of WDM

network restoration, clearly distinguishing our approach from methods previously applied

to other networking contexts.

3.6 Conclusion

Network survivability is a major and critical concern in the design and operation of

WDM network. WDM networks are subjected to multiple network interruptions hence

the need for quick and reliable restoration mechanisms. In this chapter, we presented

a novel approach for enhancing network survivability in WDM networks by integrat-

ing DRL with GNN. This DRL+GNN framework addresses both proactive and reactive

restoration scenarios by intelligently selecting restoration paths and wavelengths based

on real-time network conditions. Our model’s ability to generalize across varying network

topologies and dynamically adapt to link failures results in superior restoration perfor-

mance compared to traditional Proactive Restoration (Pro-R) and Reactive Restoration

(R-R) schemes.

The experimental results demonstrated the significant advantages of the proposed

DRL+GNN solution. Our method outperformed the benchmark approaches across var-

ious network topologies (NSFNET, GEANT, EON, USA) in terms of both restoration

probability and blocking probability. Specifically, the DRL+GNN model achieved up

to 28.4% better restoration probability compared to R-R, while avoiding the resource

inefficiencies associated with Pro-R. Moreover, the runtime analysis revealed that, once

trained, the DRL+GNN model offers a compelling balance between decision time and
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resource allocation, making it suitable for real-time applications in large-scale WDM

networks.

The scalability, adaptability, and resource optimization capabilities of the DRL+GNN

model make it a promising solution for future optical network management, particularly

in scenarios involving dynamic traffic patterns and multiple failures. While the training

phase incurs higher computational costs, the model’s ability to generalize across unseen

topologies ensures long-term efficiency during the inference phase.

In conclusion, the integration of DRL and GNN offers an effective approach for ad-

dressing the challenges of WDM network restoration, providing a scalable, efficient, and

adaptive solution that significantly improves network survivability.

Beyond the specific restoration results obtained in WDM networks, this chapter es-

tablishes an important thesis-level insight: graph-based learning is particularly effective

when network recovery decisions depend on topology, resource state, and interdependent

routing constraints. At the same time, the chapter also shows that graph representation

alone is not sufficient for this class of problem; because restoration is inherently sequential

and decision-oriented, it must be coupled with reinforcement learning to translate struc-

tural understanding into adaptive control. In this way, the chapter supports the broader

claim of the thesis that GNNs form a unifying representational backbone for intelligent

network management, while task-specific auxiliary methods are required depending on

the operational nature of the problem.



Chapter 4

Graph Neural Network-Based Radio

Link Failure Prediction in 5G

Networks

This chapter addresses the second network management setting in the thesis: predictive

management. Rather than reacting after disruption has occurred, the focus here is on

anticipating radio link failures in 5G networks before service degradation becomes critical.

Within the broader dissertation, this chapter demonstrates how graph-based learning can

improve proactive reliability management by capturing spatial dependencies among radio

links, environmental influences, and operational context that are difficult to model using

independent-link prediction approaches.

4.1 Introduction

The advent of 5G technology, characterized by high data transfer speeds, extensive capac-

ity, and low latency, addresses the growing demand for high-speed Internet access, nec-

79
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essary for applications like autonomous vehicles, IoT networks, and high-speed gaming.

These applications require robust communication and maintaining network connectivity

is key. 5G networks use millimeter-wave spectrum (24-40GHz) for the Radio Link (RL)

[61] which travel short distances and can be affected by weather conditions. It is expected

that more future network infrastructure will be built using these high frequency bands

[61]. Most network operators invest hugely in monitoring these networks to respond

quickly to RLF, but this reactive approach can lead to significant monetary losses from

downtime. One of the primary challenges in preventing RLFs is the unpredictable na-

ture of failures, which arise from environmental conditions, infrastructure configurations,

and interference patterns. While traditional approaches rely on rule-based monitoring

systems, they fail to generalize across dynamic network conditions. This necessitates a

proactive, predictive approach that leverages machine learning (ML) to forecast failures

before they occur, enabling preventive actions. However, traditional ML models struggle

to predict RLFs effectively due to the highly imbalanced nature of failure events, which

occur in a small percentage of network operations and the complex dependencies be-

tween radio link performance and environmental conditions. In contrast, Graph Neural

Networks (GNNs) offer a more powerful alternative by modeling spatial dependencies

among radio links, capturing relationships between geographically distributed network

nodes, and enhancing predictive accuracy through adaptive learning mechanisms.

GNNs [62] are a novel machine learning architecture best suited for graph-based data.

This research uses GNNs to model radio link failure prediction by analyzing historical

weather data, KPIs, and configuration data. Our model leverages a live network dataset

that is highly imbalanced, presenting a significant challenge. By using two days of

historical weather data, we predict whether a link fails or not. We validate our model

with k-fold cross-validation and compare it against traditional models like LR, SVM,
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and LSTM networks. While traditional machine learning models struggle to capture

the complex spatial dependencies in radio link networks and often require extensive

preprocessing, GNNs excel at learning from graph-structured data, making them better

suited for this problem. They effectively model relationships between links and external

factors such as weather, enabling more accurate predictions. To our knowledge, this is

among the early studies to apply GAT for RLF prediction, utilizing attention mechanisms

to focus on the most significant features.

Practical adoption hinges on the following two challenges:

• operationalizing predictions with explicit latency/availability Service Level Objec-

tives (SLOs) and actionable thresholds, and

• learning under extreme class imbalance without sacrificing minority recall.

We address both: our deployment blueprint details end-to-end latency budgets, redun-

dancy, and Network Operations Centers (NOC)/cloud/edge placements, while ablations

quantify how focal/SMOTE-family methods affect Precision-Recall (PR)-Area Under

the ROC Curve (AUC), precision-recall trade-offs, and alert volume. Together, these

elements convert GNN accuracy into operator-usable early warnings, aligning model be-

havior with ticketing, dashboards, and closed-loop mitigation.

The contributions of this chapter include:

• A graph formulation for radio-link failure prediction that integrates radio KPIs,

site attributes and short-horizon historical weather context.

• A GAT predictor that leverages neighborhood information to improve rare-failure

detection compared to non-graph baselines on a real operator dataset.

• A systematic imbalance study, including ablations and comparisons of multiple im-

balance mitigation strategies, showing their impact on Precision/Recall, F1-score,
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ROC–AUC, and PR–AUC under extreme skew.

• A deployment-oriented blueprint detailing end-to-end data flow, carrier-grade op-

erational considerations such as latency and availability, threshold tuning for alert

budgets, and NOC/cloud/edge placement options.

Figure 4.1: Radio site in a 5G network

4.2 Related Works

This section reviews the prior work most directly relevant to radio link failure prediction

in 5G networks. It complements the cross-cutting survey in Chapter 2, focusing on

the failure-prediction studies that motivate the graph-based approach developed in this

chapter.

In this section, we first survey how weather conditions influence wireless links, then re-

view learning-based approaches to radio link failure (RLF) prediction, including classical

ML, deep learning, and graph-based methods for the RAN. We conclude with emerging

directions in explainability and federated learning that affect practical deployment.
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4.2.1 Impact of Weather on Wireless Networks

A body of work [63–66] establishes weather as a dominant exogenous factor in wireless

degradation. For mmWave systems, [63] shows that precipitation is a primary driver

of attenuation and can precipitate outages; the impact increases with path length and

carrier frequency, effectively shrinking link budgets and eroding fade margins. Expanding

beyond rainfall, [64] considers humidity, fog, and temperature inversions and highlights

how absorption, scattering, and refractivity gradients exacerbate blockage and multipath

variability. Surveys, such as [65], connect these effects to mitigation mechanisms (e.g.,

adaptive modulation/coding, beam re-steering, dynamic handover), but largely focus on

reactive control rather than proactive failure anticipation. Finally, [66] analyzes seasonal

and spatial heterogeneity in rain-rate and attenuation, motivating prediction models that

incorporate fine-grained spatiotemporal weather dynamics rather than static thresholds.

Collectively, these studies motivate RLF predictors that leverage weather context and

account for spatial locality.

4.2.2 Learning-Based RLF Prediction: Classical and Sequential

Models

Early and widely adopted RLF predictors use classical supervised learning on engineered

features. On the same operator dataset considered here, [67] employs an ensemble of

tree-based learners (RF, LGBM, XGB) driven by weather and KPI features, demon-

strating the feasibility of ML-based RLF prediction in operational settings. However,

the approach does not explicitly incorporate historical weather context and provides lim-

ited reproducibility details regarding preprocessing. Probabilistic approaches such as

Bayesian Neural Networks (BNNs) have also been explored for weather-related failures

[68], offering potential robustness and uncertainty awareness, but are typically validated
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under less extreme imbalance than encountered in our dataset.

Sequence-based deep learning has been used to exploit temporal structure in KPIs and

weather. For example, [69] introduces an LSTM-autoencoder formulation that leverages

spatiotemporal correlation between radio links and weather forecasts, and [70] proposes

an LSTM+ variant that uses a multi-day (10-day) historical weather window to predict

next-day link state. These models illustrate the value of temporal context, yet they often

remain site/link-centric: spatial dependencies among neighboring sites are not explicitly

represented as a graph, and performance under extreme class imbalance is not always

characterized using metrics such as PR–AUC.

4.2.3 Deep Learning for Wireless Reliability

Recent work has developed specialized deep architectures to capture non-linear interac-

tions and extend prediction horizons. Govindasamy et al. [71] propose DARMMCNN,

which integrates multiscale attention within a residual CNN pipeline and uses feature

selection/noise filtering to improve robustness; they report prediction up to a 5-day hori-

zon with only minor accuracy trade-offs relative to shorter-term predictors. Kazi et al.

[72] propose GenTrap, a hybrid GNN–Transformer architecture that combines weather-

context aggregation with long-range temporal modeling; they report strong results across

datasets (e.g., F1-score of 0.93 on a rural dataset and 0.79 in a denser urban scenario),

highlighting the benefit of jointly modeling spatial and temporal structure. Other hybrids

such as CNN–LSTM [73] show benefits in proactive handover contexts, while testbed-

driven studies [74] demonstrate high accuracy on controlled environments but may not

reflect rare-event performance or operational false-alarm trade-offs in operator-scale de-

ployments. Overall, deep models improve expressiveness and horizon length, but many

still lack an explicit, interpretable mechanism for encoding shared exogenous exposure
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among sites.

4.2.4 Graph Neural Networks in RANs

GNNs have emerged as a natural tool for RAN problems where entities and interac-

tions form a graph. In scheduling and interference mitigation, [75] models links and

interference edges with a GCN-based scheduler and reports improvements over greedy

heuristics in throughput maximization. Beyond scheduling, GNNs have been used for

multi-RAT modeling and optimization [76], and for fault/anomaly detection with spatial-

temporal hybrids: “Simba” [77] combines graph aggregation with a Transformer to diag-

nose anomalies and root causes in 5G RANs, reporting strong F1-scores for several fault

types. Graph-based learning has also been applied to mobility and handover optimization

[78], where UE–cell graph modeling reduces ping-pong events and RLF rates compared

to threshold-based policies. While these studies demonstrate the advantage of topology-

aware learning, graph construction choices and deployment constraints (thresholding,

alert budgets, and latency) are not always explicitly articulated in the RLF prediction

setting.

4.2.5 Explainability and Federated Learning Trends

As models become more complex, two directions are increasingly important for opera-

tional adoption: explainability and federated learning. Explainability methods such as

GNNExplainer [79] and its extensions [80, 81] aim to identify influential subgraphs and

feature subsets driving predictions, supporting operator trust and actionable diagnostics.

Recent wireless case studies report that explainable graph models can surface human-

interpretable failure drivers (e.g., localized rainfall combined with KPI degradation) [82].

Federated learning addresses data residency and privacy constraints by enabling collab-
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orative training without centralizing raw KPI/failure data. Federated GNN frameworks

such as FedPerGNN [83] and related approaches [84, 85] demonstrate that decentralized

training can approach centralized performance on graph tasks, though communication

cost and graph heterogeneity remain practical challenges. These trends motivate RLF

predictors that are not only accurate, but also deployable, explainable, and amenable to

privacy-preserving training.

Table 4.1: Comparison of representative related works on weather-aware wireless relia-
bility and RLF prediction.

Work Technique Reported out-
come

Strengths Limitations

[63, 64, 66] Weather propaga-
tion studies

Identify key
weather drivers
and seasonality

Physical grounding;
motivates weather
features

Not predictive mod-
els

[67] RF/LGBM/XGB
ensemble

Feasibility on op-
erator dataset

Strong classical base-
lines; efficient

Limited temporal
history; limited
preprocessing detail

[68] Bayesian NN Robustness to
imbalance (re-
ported)

Uncertainty-aware
potential

Less severe imbal-
ance; limited spatial
modeling

[69, 70] LSTM variants Temporal
gains using
weather/KPI
history

Exploits temporal
context

Often site-centric;
spatial relations not
explicit

[71] Attention CNN
(DARMMCNN)

Multi-day hori-
zon (up to 5
days)

Longer horizon;
attention over time
scales

No explicit graph re-
lational modeling

[72] GNN+Transformer
(GenTrap)

Strong F1 across
datasets

Joint spatial-
temporal modeling

Complexity; deploy-
ment details vary

[77, 78] GNNs for RAN
faults/mobility

Improved fault
detection / re-
duced RLF rates

Topology-aware
learning

Different tar-
gets; graph de-
sign/deployment
often under-specified

This work Weather-footprint
GAT + imbal-
ance ablation
+ deployment
blueprint

F1=0.717; PR–
AUC empha-
sis; sub-5-min
ingest-to-alert

Sparse interpretable
graph; rare-event
focus; operational
framing

Depends on station
coverage; offline eval-
uation



87

4.2.6 Research Gaps and How We Bridge Them.

The literature highlights three recurring gaps. First, many predictors are evaluated with

metrics or class distributions that do not adequately reflect rare-event detection perfor-

mance, and the operational precision–recall trade-off is often under-emphasized. Second,

several approaches remain link/site-centric or rely on generic proximity graphs, limiting

the ability to encode shared exogenous exposure—for example, localized weather foot-

prints affecting multiple neighboring links. Third, deployment considerations such as

ingest-to-alert latency, threshold tuning for alert budgets, and carrier-grade availabil-

ity targets are frequently not described. Our work bridges these gaps by constructing

sparse graphs that connect sites sharing the same k-nearest meteorological station sets

(capturing shared weather measurement footprints), explicitly validating imbalance miti-

gation through ablations, and providing a deployment-oriented analysis that maps model

outputs to operational constraints and tunable decision thresholds.

4.3 Dataset Description and Preprocessing

This section presents our proposed GNN based failure prediction solution. Our approach

comprises multiple steps including data cleaning and preprocessing, GNN model design,

training, and validation as well as model testing. In the preprocessing stage, we correlate

the radio site and weather station data and merge. We then transform categorical data

and perform data normalization as well as data balancing. We train the proposed model

and three other machine learning models using the same data and test the efficiency of

the models. We provide more details in the following sections.
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4.3.1 Dataset

The dataset utilized in this study originates from Turkcell, a prominent service provider

based in Turkey. The dataset consists of a collection of radio link performance metrics,

configuration attributes, and weather observations from meteorological stations within

same region spanning the years 2018 to 2020 [86]. To protect sensitive information,

certain configuration and performance metrics have been categorized and normalized

respectively while preserving data integrity. Additionally, the dataset incorporates a

pairwise distance matrix for weather stations and radio sites without the precise loca-

tion details for security considerations. The dataset has both categorical and numerical

features. The dataset consists of 3 main categories explained below.

1. Radio link data: This data provides information on radio link sites (rl-sites) and

radio link key performance indicators (rl-pkis).

• rl-sites: This data contains site specific information such as site id, height

and clutter class. The site id is a unique identifier for the site. The height rep-

resents the distance above sea level and clutter class indicates the environment

type (e.g. airport, dense tree area) where the site is located. The Clutter class

is a categorical terrain label describing the dominant physical environment

surrounding a site which is derived from the operator’s planning/geospatial

inventory. It captures macro-environmental factors that influence radio prop-

agation and link reliability (e.g., obstruction, scattering, and multipath condi-

tions), such as open/rural areas, suburban/urban density, vegetation/forest,

water bodies, and special zones (e.g., airport/industrial corridors). In our

dataset, there are 21 clutter categories, and we encode this attribute as a cat-

egorical feature (one-hot encoding) for model training. There are 1674 unique

radio sites and 21 clutter classes.
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• rl-kpis: This data contains metrics used to assess the performance of the

radio sites. There are 19 columns in the table comprising daily performance

and configuration attributes recorded per radio link. Key columns include:

type, datetime, tip (operator-specific link identifier), mlid (microwave link

ID), mw connection no (microwave connection/circuit number), site id (ra-

dio site identifier), card type (radio/microwave card/hardware type), adap-

tive modulation (indicator/configuration of adaptive modulation), and freq band

(operating frequency band). Performance counters include severaly error second

(severely errored seconds within the measurement interval), error second (er-

rored seconds), unavail second (unavailable seconds), avail time (available

time), and bbe (background block errors / errored blocks counter). Radio/physical-

layer attributes include rxlevmax (maximum received signal level over the

interval), capacity (configured/nominal link capacity), and modulation (mod-

ulation scheme in use). The binary label rlf indicates whether a radio link

failure event occurred (1) or not (0) for the corresponding record. There are

1992986 samples in this data.

2. Weather station data: This data provides details on weather stations (met-stations),

historical hourly weather realizations (met-real) and five-day weather forecasts in-

formation on any given day (met-forecast).

• met-stations:: Just like the rl-sites, this data gives specific information

on considered weather stations within the region. The details include station

identifiers, height above sea level and clutter class. There are 20 unique sites

and 8 clutter classes.

• met-forecast : This data shows weather forecast for upcoming five days.

Some of the features include date-time, report-time, temperature, humidity,
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wind directions etc. There are 479241 samples where each entry is uniquely

identified by station number, observation date, and measurement hour.

• met-real : This data provides hourly historical weather data. These are ac-

tual weather realizations. The features include temperature, maximum and

minimum temperatures, wind speed, wind direction, etc. There are 16 features

in total.

3. Distance Matrix: This provides a pairwise distance between weather station to

weather station and weather station to radio station.

• distances: it is a matrix representing the distances between all sites in the

dataset. Exact locations of sites are not provided for security reasons.

Table 4.2 provides a summary of all constituents of the used dataset.

Table 4.2: Summary of Dataset

Data Number of Features Samples

rl-sites 3 1674

rl-kpis 19 1992986

met-stations 3 20

met-real 16 479241

met-forecast 38 20323

distances 1694 1694

4.3.2 Data Preprocessing

The data set used is highly imbalanced. The data set has about 0.061% failure cases. Due

to this, exhaustive preprocessing steps are adopted to prepare the data for the prediction
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of radio link failure. The purpose of this research is to predict radio link failure using

current and historical weather conditions. We utilized the rl−sites, rl-kpis, met-stations,

met-real and distances data from all the twelve months in 2019 for model training and

validation.

Data Correlation and Aggregation. Firstly, the hourly data (met-real) is ag-

gregated on daily basis keying on station no and datetime. In our method, we aim to

aggregate weather data from the k closest weather stations to each radio link site. How-

ever, some radio link sites may not have up to k weather stations within a reasonable

proximity. This is due to the distance constraint applied by our algorithm (Algorithm

1), which determines the closeness of weather stations based on the calculated pairwise

distances between radio link sites and weather stations. The algorithm selects the near-

est weather stations up to a predefined distance threshold, beyond which stations are

considered too far to have a significant impact. As a result, if fewer than k weather

stations are within this distance threshold for a particular radio link site, the algorithm

aggregates data from the maximum number of available weather stations. To predict link

failure for any node on the day, we use the radio link features (KPI and site information)

and the aggregated weather information from the k nearest weather stations for that day

and the past 2 days. We use a two-day historical weather window as a practical trade-off

between temporal context and data completeness. In our dataset, missing weather mea-

surements are non-negligible, and the fraction of incomplete samples increases rapidly

as longer historical windows are used; this either reduces the number of usable training

instances or requires heavier imputation. Restricting the history to two days preserves

more valid samples and limits imputation-induced noise, while still capturing near-term

meteorological dynamics relevant to next-day RLF prediction. The following steps are

taken to complete the data aggregation and correlation phase.
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1. For each rl-kpi record, we extracted the corresponding aggregated weather stations

features for the day. The significant weather features used are temp, temp max,

temp min, wind dir, wind speed, wind dir max, wind speed max and humidity, a

total of 8 features.

2. For each site-id and mlid pair, we appended the radio link predictions for the

2-previous days to match the rl-kpi record.

3. Also, we merged the features described in step 1 for the 2-past days to the rl-kpi

record naming them as temp day1, temp day2, wind dir day1 etc.

4. After combining the outlined features, the total number of features in the dataset

sums to 45 (19 features from rl-kpi data, 24 features from met-real data representing

weather information for current day and 2-previous days and 2 features for the 2-

previous days radio link predictions).

Finally, for each RL–RL pair, we computed the overlap between their k-closest weather-

station sets (with k = 3 in all experiments). The information is used in modelling our

graph neural network and will be discussed later.

Distance-threshold selection. To ensure that every RL site is associated with

at least one meteorological station, we derive a global association threshold from the

geometry of the dataset described in Algorithm 1. For each RL site rl, we compute

the distance to its closest weather station. This yields a set of nearest-station distances

{d1, . . . , dR} for R RL sites. We then define the WS–RL association threshold as the

maximum nearest-station distance across all RL sites. By construction, this choice guar-

antees that every RL site has at least one weather station within dth, avoiding isolated

nodes due to sparse station coverage and reducing missing weather assignments.

Handling null values. Based on the nature of the dataset, deleting every record



93

Algorithm 2 Algorithm for determining the WS–RL association distance threshold

1: Input: Set of all radio link sites
2: Output: Maximum threshold distance
3: RLs = [rl1, rl2........rl1674] ▷ all radio link sites
4: Es = {rl1 : [d1..], .., rl1674 : [d1..]} ▷ set of WS-RL distances
5: A← [ ] ▷ Initialize list to store shortest distance
6: for each rl in RLs do
7: A.append(min(Es[rl])) ▷ add closest rl distance to list
8: end for
9: distancethreshold← max(A) ▷ maximum threshold distance

with missing features can cause information loss. We therefore adopt 3 strategies in

dealing with missing information.

• For records which have missing data for all features for either or both previous days

(weather features), we delete those records from the dataset.

• For missing numerical features, filtering on each unique mlid, we replace null values

with mean value.

• For categorical features, for each mlid, we replace missing values with the most

frequent category.

Data Encoding and Normalization. As mentioned, our dataset has categorical

features, and we cannot use such features in graph neural network training. The common

encoding methods are one-hot encoding or binary encoding. One-hot encoding creates an

expanded representation with one binary feature per category, whereas binary encoding

results in a more compact representation by encoding categories as binary digits. Binary

encoding however has a tendency of introducing ordering to the encoded data where

there is no ordinality. The categorical features in our dataset have no ordering to them

so we used one-hot encoding. The features transformed using one-hot encoding are type,

tip, card type, adaptive modulation and modulation. We also converted the True and



94

False values for the radio link failure to Boolean format of 1 and 0 respectively. Finally,

we normalized our numerical features using standard scaling to improve the convergence

of the machine learning model. The scaling was done per each numerical feature and not

globally. Feature based scaling preserves the feature independence and interpretability

compared to scaling globally.

Handling Data Imbalance. Our dataset is highly imbalanced, with a class ratio

of approximately 1:222. To address this, several techniques can be used, such as under-

sampling the majority class, over-sampling the minority class, class weight redistribution,

and synthetic oversampling [87]. Since under-sampling may lead to loss of valuable infor-

mation, we opted for synthetic oversampling and class weight redistribution. We applied

the SMOTE (Synthetic Minority Oversampling Technique) method to generate synthetic

samples for dates with missing records per mlid basis, focusing on the minority class.

SMOTE generates synthetic samples by interpolating between minority class instances

and their k-nearest neighbors. This improved the class ratio to 1:12. During model

training, we applied a 1:3 class weight distribution, giving three times more importance

to predicting the minority class (failures) compared to the majority class, ensuring better

balance in the model’s predictions.

Feature Engineering. One-hot encoding increased the dataset’s dimensionality and

introduced potential redundant features, which slowed model training and could affect

accuracy. To address this, we applied feature importance techniques to reduce the fea-

ture size and focus on the most impactful predictors. We used correlation-based methods

(Pearson and Spearman) and wrapper-based methods to identify the most relevant fea-

tures. By aggregating the correlation and importance values from these methods, we

pruned the feature space down to 50 key features, improving the efficiency and accuracy

of the model.
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4.4 Proposed Method

4.4.1 Models, Training and Validation

This section describes (i) the proposed GAT model for radio-link failure prediction, (ii)

the daily graph construction procedure, and (iii) the training protocol used to address

extreme class imbalance.

4.4.1.1 Graph Attention Neural Networks (GAT)

Machine learning models have shown strong promise in prediction tasks in computer

networks. GNNs enhance traditional methods by leveraging graph structure to facili-

tate information transfer between adjacent nodes. In this work, we use a GAT for link

failure prediction. GAT enables node-level representation learning using attention mech-

anisms [88], where node features are updated by aggregating features from neighboring

nodes weighted by learned attention coefficients.

Notation: Let G = (V,E) be the graph, where each node i ∈ V represents a radio

link (RL) site with feature vector hi ∈ RF and neighborhood Ni. We use H attention

heads indexed by h in the first layer (we set H = 8). The symbol k is reserved for the

k-nearest weather-station construction used in edge creation (we set k = 3).

Our model comprises two attention layers followed by a classification block. The first

GAT layer applies multi-head attention. For each head h, the node update is:

Z
(h)
i = ELU

(∑
j∈Ni

α
(h)
ij W(h)hj

)
, (4.1)

where hj is the feature vector of neighboring node j, W(h) is a learnable weight matrix,
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and α
(h)
ij is the attention coefficient computed as:

α
(h)
ij =

exp
(
LeakyReLU

(
(a(h))T

[
W(h)hi∥W(h)hj

]))∑
j′∈Ni

exp
(
LeakyReLU

(
(a(h))T

[
W(h)hi∥W(h)hj′

])) . (4.2)

The output of the first layer is the concatenation of the outputs from all heads:

Hi =
∥∥H
h=1

Z
(h)
i , (4.3)

where ∥ denotes concatenation. The second GAT layer processes Hi using single-head

attention (same form as above, without head concatenation).

Finally, the output layer applies a log-softmax to produce class log-probabilities:

oi = log (softmax(Yi)) , (4.4)

where Yi denotes the logits from the second GAT layer for node i. We use dropout of

0.6 in both GAT layers.

We use two GAT layers as a practical trade-off between expressiveness and stability

on sparse weather-footprint graphs: the first captures local interactions and the second

propagates information beyond immediate neighbors without the over-smoothing risk of

deeper stacks. We set H = 8 attention heads to increase model capacity and train-

ing robustness by attending to multiple interaction patterns. The 50-dimensional node

feature vector is formed by concatenating RL-KPI/site attributes with short-horizon his-

torical weather context, balancing predictive signal with manageable dimensionality and

reduced missing-data amplification versus longer histories.
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4.4.1.2 Failure Prediction Graph Construction

After preprocessing, we obtain data samples for 343 unique dates, with measurements

associated to 390 weather stations and RL sites (mlid pairs) per date. We generate one

graph per date; each graph is used as an input instance to the GAT model.

Nodes and node features. Each node represents an RL site. Node features are

a concatenation of radio KPIs (e.g., bbe, unavail second) and weather attributes (e.g.,

temperature, wind direction), resulting in a 50-dimensional feature vector per node.

Edges. We associate each RL site with its k nearest meteorological (weather) stations

based on geographic distance; in all experiments we use k = 3. We then create an

undirected edge between two RL nodes if they share the same set of k-nearest weather

stations.

Let R denote the set of RL sites andW the set of weather stations. For each RL site

r ∈ R, we define its associated station set as:

Sk(r) = KNNk(r;W), (4.5)

i.e., the set of the k nearest stations to r by geographic distance restricted to stations

within the WS–RL association radius dth. We then construct an undirected graph G =

(R, E) where an edge between two RL sites ri and rj exists if their station sets match:

(ri, rj) ∈ E ⇐⇒ Sk(ri) = Sk(rj), i ̸= j. (4.6)

Intuitively, weather stations provide discrete samples of a continuous weather field.

If two RL sites share the same set of k nearest stations, they fall within the same

local measurement neighborhood and therefore are expected to observe highly similar

weather conditions (e.g., temperature, wind, precipitation). For example, with k = 3,
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suppose site A’s nearest stations are {S1, S2, S3} and site B’s nearest stations are also

{S1, S2, S3}; then we add an edge (A,B) because both sites are influenced by the same

measured weather footprint. If a third site C has nearest stations {S2, S3, S4}, it is not

connected to A (or B) under this rule because it lies in a different footprint (even though

there is partial overlap). This yields a sparse graph that emphasizes strong, localized

weather-driven correlation while avoiding long-range or weakly related connections.

Model output. The model predicts a binary label per node: 1 for a radio link failure

(positive class) and 0 for no failure (negative class).

4.4.1.3 Training Objective and Optimization

We train the GAT model for 300 epochs using a class-weighted CrossEntropy loss to

address the extreme class imbalance. We assign a weight ratio of 3:1 (positive:negative)

to control the relative importance of the classes during training. Adam optimizer [89] is

used with learning rate η = 0.005.

4.5 Model Evaluation Results

This section presents the evaluation results of the proposed GAT-based model and tra-

ditional models. The dataset was split into training, validation, and testing sets based

on time-series and non-time-series data. Data from 2019 was used for training and val-

idation, while 2020 data was reserved for testing to simulate real-world future failure

predictions. This ensured that the test data was unseen during training, providing an

unbiased evaluation.

The 2019 data was split into 80% for training and 20% for validation, maintaining

the class ratio of failure vs. non-failure cases in both sets. The entire 2020 data was used

for testing. To address the class imbalance (with only 0.061% failure cases), we applied
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SMOTE to oversample the minority class in the training set. This was done solely on

the training set to avoid data leakage. Additionally, class-weighted loss functions were

used during evaluation to further manage the imbalance.

4.5.1 Benchmark Methods

To evaluate the performance of our proposed GNN-based model, we compared it with

widely-used machine learning models: LR, SVM, and LSTM. These models serve as

baselines due to their prior application in radio link failure prediction.

Logistic Regression (LR): A simple linear model used for binary classification

tasks, where the goal is to estimate the probability of a binary outcome based on input

features. During classification, the model calculates a probability for the input and

determines the class based on a set threshold which is usually 0.5 [90]. It serves as a

baseline for comparison due to its simplicity and efficiency.

Support Vector Machines (SVM): SVM is a supervised learning algorithm that

attempts to find the optimal hyperplane separating the classes (failure vs. non-failure)

with the maximum margin [91]. In this study, we use SVM with non-linear kernels to

model complex decision boundaries.

Long Short-Term Memory (LSTM): LSTM is a type of recurrent neural network

(RNN) that is effective for sequence prediction tasks. It was included because of its

ability to model temporal dependencies, which are important when predicting future

failures based on historical data. LSTM baseline configuration. For a fair temporal

baseline, we train an LSTM on per-link sequences: for each RL site we form a length-2

sequence from the same engineered KPI/site/weather feature vector used by the GAT

(two days of history as two timesteps), and predict the next-day binary failure label. The

LSTM output at the final timestep is passed through a fully connected layer to produce
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class logits, and the model is trained with the same train/test splits and class-imbalance

handling protocol used for the other baselines.

We compare against LR and SVM because they are widely used and strong classical

baselines for binary classification on tabular KPI features, are computationally efficient,

and provide interpretable reference points. We also include an LSTM baseline to rep-

resent sequence modeling and to test whether temporal history alone (without explicit

relational structure) can capture weather-driven degradation patterns in KPIs. Together,

LR/SVM/LSTM span common operational baselines (classical and temporal deep learn-

ing), enabling a controlled evaluation of the incremental value of explicit graph learning.

Recent state-of-the-art (SoTA) RLF predictors often introduce additional components

(e.g., hybrid GNN–Transformer pipelines, multi-day forecasting modules, or specialized

feature-selection/denoising stages) and are typically validated under different datasets,

feature sets, and prediction horizons. A fair comparison would require re-implementing

these methods and re-tuning hyperparameters on our operator dataset under the same

preprocessing, splits, and label definitions; however, detailed training recipes and ref-

erence implementations are not consistently available, and architectural differences can

confound attribution. Therefore, we adopt representative and reproducible baselines to

isolate the contribution of explicit graph structure.

All models are evaluated on the same prediction task: binary failure prediction per RL

site per day. We use the same preprocessed feature set (radio KPIs, weather attributes,

and clutter class) and the same train/validation/test partitions across models. The

proposed GAT consumes the daily graph and produces node-level predictions, whereas

LR and SVM use the same node feature vectors without graph message passing. For

LSTM, node features are formatted as a short temporal sequence using the same look-

back window described in our model. We used 5-fold cross-validation on all models and
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calculated the metrics to obtain more robust and reliable results. The cross-validation

was done on the train/validation data only to finalize hyperparameters for the trained

model.

4.5.2 Evaluation Metrics

We report Precision, Recall, F1-score, Accuracy, ROC–AUC, and PR–AUC for binary

failure prediction. Because failures are extremely rare in our dataset, accuracy can

be misleading; therefore, we emphasize F1-score and PR–AUC, which better reflect

minority-class detection performance under severe class imbalance. ROC–AUC and PR–

AUC are computed from prediction scores across all thresholds.

Table 4.3: Performance metrics used for binary failure prediction.

Metric Interpretation

Precision TP/(TP + FP ); reliability of pre-
dicted failures

Recall TP/(TP +FN); fraction of failures
successfully detected

F1-score Harmonic mean of Precision and
Recall

Accuracy (TP+TN)/(TP+TN+FP+FN);
can be inflated by class imbalance

ROC–AUC Area under ROC curve; threshold-
free separability measure

PR–AUC Area under Precision–Recall curve;
preferred for rare positives

We also used the ROC curve to visualize the performance of the proposed model. The

area under curve (AUC) of ROC curve is the probability score that a randomly sampled

positive example has a higher probability than a negative one [92].
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4.5.3 Results

4.5.3.1 Baseline comparison

The performance evaluation of the models in Table 4.4 shows that our GNN model

outperforms others across key metrics, achieving the highest precision score of 0.642,

followed by LSTM (57.2%), SVM (56.8%), and LR (41.7%). While the LR model has

the lowest precision and recall, our model exhibits the highest recall value of 81.2%. As

noted in Section V.B, accuracy is inflated under severe class imbalance; therefore, we

focus on Precision, Recall, F1-score, and AUC metrics to assess minority-class failure

detection.

The LR model performs poorly on minority class data. LR achieves a much lower F1-

score (39.2%) compared to our GNN model (71.7%), indicating that it struggles to detect

failure cases. LR is a linear model, meaning it cannot effectively capture complex spa-

tial dependencies in radio link data. Unlike GNNs, which incorporate historical weather

conditions and spatial relationships between radio sites, LR treats each instance indepen-

dently, missing crucial context. These factors show accuracy alone is misleading in this

imbalanced classification problem, and alternative metrics such as precision, recall, and

the F1-score better reflect the effectiveness of the model. Our model achieves the best

F1-score of 71.7%, surpassing LSTM (60.2%), SVM (58.4%) and LR (39.2%). The F1

improvement of GAT over LSTM is driven primarily by better minority-class retrieval.

Compared to LSTM, GAT increases recall from 0.610 to 0.812 (+0.202), meaning it de-

tects substantially more true failure events, while also improving precision from 0.572 to

0.642 (+0.070), indicating fewer false alarms per detected failure. This is consistent with

the modeling difference between the two approaches: LSTM learns temporal patterns

from each link largely in isolation, whereas GAT performs message passing across sites

connected by shared k-nearest weather-station footprints, enabling the model to exploit
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cross-site correlations induced by localized weather conditions. In practice, this rela-

tional aggregation helps separate subtle failure precursors from normal KPI variability,

improving recall without collapsing precision, which explains the higher F1-score.

Table 4.4: Comparison of model performances

Model Precision Recall F1-score Accuracy AUC

GAT (our model) 0.642 0.812 0.717 0.971 0.969

LR 0.417 0.562 0.392 0.992 0.956

SVM 0.568 0.606 0.584 0.960 0.968

LSTM 0.572 0.610 0.602 0.960 0.962

Table 4.5: Cross-validation performance (mean ± std across folds).

Model Precision Recall F1-score Accuracy ROC–AUC

GAT (our model) 0.642±0.021 0.812±0.042 0.717±0.029 0.971±0.010 0.969±0.011
LR 0.417±0.065 0.562±0.034 0.392±0.065 0.992±0.013 0.956±0.061
SVM 0.568±0.047 0.606±0.057 0.584±0.065 0.960±0.024 0.968±0.016
LSTM 0.572±0.067 0.610±0.040 0.602±0.020 0.960±0.021 0.962±0.019

4.5.3.2 Threshold analysis and PR/ROC behavior

We further analyzed our model to explore potential improvements by performing a ROC

curve analysis, as shown in Figure 4.2. When the false positive rates are low, our model

effectively increases true positive rates while maintaining low false positives, demonstrat-

ing satisfactory performance.

In binary classification, labels are assigned based on predicted probabilities, with a

typical threshold of 0.5. The results in Table 4.4 are based on this default threshold.

However, the threshold can be adjusted to observe the trade-off between precision and

recall. Depending on the most relevant performance metric for the task, adjusting the
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Figure 4.2: ROC curve of our model
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threshold allows for better optimization of the model’s performance. Figure 4.3 illustrates

the impact of varying the classification threshold on our model, providing insight into

how different thresholds affect the precision-recall balance.

Figure 4.3: Model performance with different threshold values

From the graph, the model starts with a high recall value and then decreases as

precision increases. Because missed failures are costly, we prioritize recall while selecting

a threshold that keeps the alert volume (false positives) within an operator-acceptable

budget. In our data, a threshold of 0.76 yields a more balanced operating point (Precision

73.2%, Recall 73.6%, F1 73.4%).
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4.5.3.3 Discussion and Key Takeaways

The effectiveness of GNNs, particularly GAT, over traditional machine learning models

stems from their ability to capture spatial dependencies, handle graph-structured data,

and leverage adaptive feature aggregation through attention mechanisms.

• Capturing Spatial Dependencies: Traditional machine learning models treat

input data points as independent observations, ignoring spatial correlations. How-

ever, radio link failures are often influenced by neighboring radio sites and their

environmental conditions. GNNs propagate information across nodes in the net-

work, enabling a more informed failure prediction.

• Adaptive Feature Aggregation: Unlike traditional models, which apply uni-

form transformations to all input features, GAT employs attention mechanisms

that dynamically weigh neighboring nodes based on their importance. This results

in a more targeted and effective feature extraction process.

• Robustness to Data Imbalance: The extreme class imbalance in radio link fail-

ure data can lead traditional models to favor the majority class, reducing sensitivity

to rare failure instances. GNNs leverage neighborhood aggregation, smoothing fea-

ture representations and improving classification performance on minority classes.

• Temporal and Spatial Awareness: While LSTM models capture temporal de-

pendencies, they lack explicit spatial modeling. Our GNN-based approach effec-

tively combines both spatial (neighboring radio links) and temporal (historical

weather data) relationships, making it a more holistic prediction framework.

To ensure a fair comparison, we evaluate the computational cost of the proposed

GNN-based model and baseline methods in terms of training time, inference time. Table
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4.6 presents the results obtained by running each model on an NVIDIA RTX 3090 GPU

with 24GB VRAM and an Intel Xeon CPU.

Table 4.6: Comparison of model computational cost

Model Training Time (s) Inference Time per Sample(ms)

GAT(our model) ∼1800 2.5

LR ∼8 0.1

SVM ∼50 0.5

LSTM ∼910 1.2

From Table 4.6, LR is the fastest model due to its low complexity and linear nature,

which makes it computationally efficient but unsuitable for complex, spatially structured

problems. SVM takes longer to train and infer due to its dependence on kernel functions.

LSTM has a significantly higher training cost because it processes sequential data, but

it does not leverage spatial dependencies like GNNs. Our GNN-based model (GAT) has

the highest computational cost due to graph convolutions and attention mechanisms, but

achieves the best predictive performance for the minority class. Despite its higher com-

putational cost, the GNN model’s ability to capture spatial and temporal relationships

makes it the most effective choice for real-world deployment, where prediction accuracy

is critical.

4.5.4 Ablation Study: Impact of Removing Class Balancing

Methods

4.5.4.1 Objective and Setup

In this ablation study, we retrained the GAT model without any class-balancing tech-

niques (no SMOTE oversampling and no class-weighted loss), while keeping all other
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components identical (features, graph structure, architecture, optimizer, and train/test

splits). This exposes the model to the true failure rate of ∼0.061% without compen-

sation, resulting in an extremely imbalanced training scenario. Table 4.7 compares the

performance of the GAT with versus without class balancing.

Table 4.7: GAT Performance with vs. without class balancing

Model Precision Recall F1-score Accuracy ROC-AUC PR-AUC

With Balancing 0.642 0.812 0.717 0.971 0.969 0.62

No balancing 0.30 0.15 0.21 0.995 0.93 0.11

4.5.4.2 Quantitative Results

As shown in Table 4.7, removing class balancing causes a drastic drop in predictive per-

formance. The unbalanced GAT captures only ∼15% of the failure instances (Recall

≈ 0.15), a sharp decline from 81.2% with balancing. Precision also drops from 64.2%

to around 30%, indicating that when the unbalanced model predicts a failure, the pre-

diction is incorrect over two-thirds of the time. Consequently, the F1-score collapses

to ∼0.20 without balancing, compared to 0.717 with balancing. This contrast indicates

that training on raw imbalanced data makes the model nearly blind to the minority class,

detecting only a small fraction of failures while misclassifying many of the few predicted

ones.

Figures 4.4a & 4.4b further illustrate the difference in model behavior. The balanced

model identifies far more failures (184 true positives vs. only 34 without balancing), while

the unbalanced model predicts “no failure” for almost everything, missing 85% of actual

failures. In the unbalanced case, the few failure alarms (34) come at the cost of 79 false

positives, whereas the balanced GAT catches 184 failures with 102 false alarms. The
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(a) With Class Balancing (b) Without Class Balancing

Figure 4.4: Confusion matrices for the GAT with and without class balancing.

color intensity highlights that the unbalanced model’s predictions are overwhelmingly

biased toward the majority class, with almost all predictions concentrated in the “No

Fail” column.

As discussed in Section V.B, the high accuracy in the no-balancing setting is domi-

nated by true negatives and does not reflect failure-detection utility; therefore we inter-

pret the degradation primarily through Precision/Recall/F1 and PR–AUC. The ROC–

AUC and PR–AUC further illustrate these shortcomings. Without balancing, the ROC–

AUC drops from ∼0.97 to roughly 0.90 (Table 4.7), indicating reduced discrimination

between failures and non-failures. More importantly, PR–AUC plunges to ∼0.10 without

balancing, an order-of-magnitude lower than the ∼0.6 achieved with balancing. Given

the extreme class skew, PR–AUC is particularly informative: a near-zero PR–AUC indi-

cates that across threshold settings, precision remains very low for any achievable recall.

In practical terms, without balancing, the GAT provides almost no useful early-warning

signal—either it triggers almost no alarms (yielding high precision but near-zero recall),

or increasing sensitivity floods the system with false alarms.
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4.5.4.3 Operational Interpretation and Takeaways

From a model behavior perspective, training on unmodified imbalanced data also affects

the GAT’s attention mechanism and message-passing dynamics. In a GAT, each node

aggregates information from neighbors using learned attention weights. When failure

examples are extremely rare, training is dominated by majority (non-failure) patterns,

and the model learns to minimize loss by prioritizing those abundant normal patterns.

Without class-weighting pressure to counteract imbalance, the attention mechanism is

likely to underemphasize minority-class signals, and message passing can dilute rare

failure precursors through aggregation with many more operational neighbors. Only

with balancing does the model learn to assign higher importance to informative minority

patterns.

These findings highlight why class-balancing methods are critical for real-world de-

ployment of the RLF prediction model. In a live network, failures are infrequent, yet

missing a looming failure can be extremely costly (e.g., unexpected downtime and fi-

nancial losses). A model that detects virtually no failures, as the unbalanced GAT

does, would be ineffective for proactive maintenance. Conversely, excessive false alarms

can overwhelm operators and erode trust. Achieving a workable balance between recall

and precision requires the model to learn minority patterns meaningfully. In our case,

SMOTE oversampling and class-weighted loss were essential to give failure instances

sufficient influence during training. With balancing, the model captured over 80% of

failures with precision above 60%, enabling proactive failure prediction; without these

measures, the model would provide a false sense of security with ∼99% accuracy while

most actual failures slip through undetected.

In summary, this ablation study demonstrates that removing class balancing devas-

tates the GAT’s ability to predict rare radio link failures. Precision and recall collapse to
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untenably low levels without oversampling and class-weighting, even as accuracy appears

high due to skewed class distribution. These outcomes reinforce that class balancing is

not merely a training detail but a necessary component for deploying GNN-based solu-

tions in highly imbalanced domains.

4.5.5 Ablation Study: Imbalance handling methods

To rigorously evaluate our class-imbalance strategy, we conducted an ablation study com-

paring multiple techniques for handling the extreme imbalance (0.061% positive class)

in model training. All experiments used the same GAT architecture, features, optimizer,

2-day historical window, and 2019/2020 train-test split as the baseline. The only change

in each case was the method to address class imbalance. We evaluated:

• using only a class-weighted loss (no resampling)

• using focal loss (γ=2, with tuned α for class balance)

• random undersampling of the negative class

• oversampling via ADASYN

• SMOTE with Tomek links

• SMOTE with Edited Nearest Neighbors (ENN), and

• our baseline of SMOTE + class-weighted loss.

Table 4.8 summarizes key metrics:precision, recall, F1-score, accuracy, ROC-AUC

and PR-AUC for each method.
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Table 4.8: Comparison of Class Imbalance handling methods

Method Precision Recall F1-score Accuracy ROC-AUC PR-AUC

Class-Weighted Loss only 0.55 0.60 0.57 0.990 0.950 0.55

focal loss (γ=2, tuned α) 0.56 0.80 0.66 0.970 0.960 0.62

Random Undersampling 0.30 0.80 0.44 0.950 0.940 0.40

ADASYN Oversampling 0.62 0.80 0.70 0.970 0.968 0.68

SMOTE + Tomek Links 0.67 0.80 0.73 0.976 0.972 0.75

SMOTE + ENN 0.70 0.78 0.74 0.978 0.970 0.76

Our baseline 0.64 0.81 0.72 0.971 0.969 0.72

4.5.5.1 Class-Weighted Loss Only

Using only a weighted loss with no oversampling did improve failure recall modestly over

an unweighted model, but it still missed nearly half of failure instances (recall approx.

60%). The weighted loss approach achieved the highest overall accuracy (99%) by largely

predicting the majority class, but this accuracy is misleading. High accuracy stems from

trivially classifying most links as non-failures, which does little to identify actual failures.

Precision for the minority class was moderate (55%), indicating that when failures were

predicted, over 40% were false alarms. Overall, the F1-score remained relatively low

(57%), demonstrating that weighting alone was insufficient. This is expected, as without

oversampling the model sees extremely few positive examples, and even a cost-sensitive

loss cannot fully compensate. Prior work also notes that purely weighting the loss can

still be dominated by the abundant class. The strength of this approach is its simplicity

and avoidance of any synthetic data; it does not risk introducing noise or bias from

generated samples. However, the downside is underwhelming recall, the model is still

biased toward predicting “no failure” for most instances to minimize loss. In our context,

missing over 40% of failures is unacceptable, so this method alone was not adequate.
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4.5.5.2 Focal loss

Applying focal loss (γ=2) yielded a significant boost in failure detection compared to

simple weighting. By down-weighting easy majority samples and focusing training on

hard, misclassified examples, the focal loss drove the model to catch far more failures (re-

call approx. 80%). In fact, focal loss achieved nearly the same recall as our oversampling

baseline, indicating it effectively countered the class imbalance. Precision, however, was

only 56%, meaning almost half of predicted failures were false positives. This reflects the

focal loss trade-off: it aggressively learns minority class features increasing true positives

at the cost of more false alarms. The F1-score (66%) improved over the basic weighted

loss, but still fell short of the SMOTE-based methods. We also found that tuning the

α parameter, class weight in focal loss was important: a moderate α gave the best bal-

ance. Too high an emphasis on the minority (large α) made the model output many false

failure alerts, whereas too low α undercut recall. Overall, focal loss proved useful in em-

phasizing minority instances and is a viable alternative to oversampling. Its strength is

that it avoids generating synthetic data while achieving high recall. However, it required

careful hyper-parameter tuning, and even then, its precision-recall balance (62%) was

slightly below the SMOTE approaches. In summary, focal loss can substantially improve

sensitivity to rare failures, but in our experiments it did not surpass the combination of

SMOTE with class weighting.

4.5.5.3 Random undersampling

As expected, randomly undersampling the majority class degraded overall performance.

By discarding a large portion of “no failure” examples, this method balanced the class

ratio in training but at the cost of losing significant information. The model’s failure

recall was indeed high (80%), since the training data contained a much higher fraction of
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failures. However, this came with an explosion in false positives: precision plummeted to

approx. 30%. Consequently, PR-AUC was the lowest of all methods (40%), and F1-score

sunk to approx 44% despite the high recall. Notably, overall accuracy dropped to 95%,

the lowest among all methods, because the model frequently cried wolf on the majority

class. These results align with the known drawbacks of undersampling: removing ma-

jority samples can eliminate important counter-examples and make the classifier overly

optimistic about the minority class [72]. In effect, the GAT model trained on undersam-

pled data lost generalization on normal conditions, yielding poor precision. Although

undersampling is simple and avoids synthetic data, its severe information loss made it

unsuitable for our problem, especially where false alarms are costly. We confirm that

undersampling is not effective under extreme imbalance, consistent with prior findings

[72].

4.5.5.4 ADASYN oversampling

Using ADASYN (Adaptive Synthetic Sampling) produced results very similar to plain

SMOTE. ADASYN generates synthetic minority examples preferentially in harder-to-

learn regions where minority data is sparse or borderline. In our experiments, ADASYN

achieved roughly the same failure recall (80%) as SMOTE, with a minor difference in

precision. We observed a slight trade-off: ADASYN yielded a marginal increase in recall

by covering more minority variants but also introduced a bit more noise, lowering preci-

sion to 62%. The net effect was an F1-score (70%) essentially on par with SMOTE. In

terms of AUC metrics, ADASYN matched SMOTE’s ROC-AUC (97%) and had a nearly

identical PR-AUC (68–70%). This indicates that ADASYN’s targeted oversampling did

not significantly outperform basic SMOTE for our data. A possible reason is that our

minority class, though extremely small, may not have had highly complex sub-regions
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for ADASYN to exploit, the simpler SMOTE interpolation was sufficient to cover the

space. Additionally, any synthetic oversampling risks adding some noisy samples, and

ADASYN is no exception. Its strength lies in focusing on more challenging minority sam-

ples potentially improving generalization, and it did help maintain high recall. However,

we did not see a clear advantage over SMOTE; both approaches substantially boosted

the model’s ability to detect failures. We conclude that ADASYN is a viable alternative

to SMOTE, achieving comparable precision-recall performance but it did not materially

change the outcome in our case.

4.5.5.5 SMOTE + Tomek Links

Combining SMOTE oversampling with Tomek links yielded notable improvements in pre-

cision. Tomek link removal identified instances where a minority and majority sample

are very close, potentially overlapping and removed the majority instance. By cleaning

these borderline cases after oversampling, the model was less confused by ambiguous

“no-failure” examples. This is reflected in precision rising to 67%, the second-highest

among all methods. Importantly, this gain came without sacrificing recall, the recall re-

mained about 80%, on par with baseline SMOTE. Consequently, the F1-score improved

to 73%, and the PR-AUC (75%) was the highest of all tested methods slightly edging

out the baseline. The removal of Tomek link pairs effectively reduced class overlap and

noise, leading to a more separable boundary and fewer false positives. We also note a

small increase in accuracy (97.6%) relative to baseline, thanks to those false positives

being eliminated. The strength of SMOTE+Tomek is clearly in refining the oversampled

dataset: it keeps synthetic minority examples but purges confusing majority examples,

yielding a cleaner training signal. A potential weakness is the added complexity, an extra

data cleaning step – and the possibility that if a genuine failure case was very border-
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line, its nearest neighbor being a majority could cause it to be removed. In our results,

SMOTE+Tomek provided the best precision-recall balance overall. This method shows

that a hybrid approach can outperform oversampling alone, corroborating recommenda-

tions in imbalanced learning literature [93].

4.5.5.6 SMOTE + ENN

This hybrid method combines SMOTE with Edited Nearest Neighbors (ENN) cleaning,

and it achieved the highest precision (70%) of all methods. After oversampling, ENN

removes any sample (majority or minority) that is misclassified by its k-nearest neighbors

[93], thereby excising noisy points and regions of overlap. The result was a very “clean”

training set, which made the model’s predictions more conservative and precise. We

see this in the metrics: false positives were greatly reduced, pushing precision to 70%

and accuracy to 97.8%. The trade-off was a slight drop in recall (to 78%). It appears

that ENN may have removed a few minority instances or synthetic samples that were

in majority-dominated neighborhoods as noise. Those could have included some useful

hard examples, so the model missed a few failures that the baseline would catch. Despite

this, the F1-score (74%) and PR-AUC (76%) were the highest of all methods, marginally

above SMOTE+Tomek. In essence, SMOTE+ENN delivered a very robust classifier

with fewer false alarms, at the expense of a small amount of sensitivity. This trade-off

might actually be desirable in some deployments, but in our failure prediction context

we prioritized recall. It is worth noting that SMOTE+ENN, like SMOTE+Tomek, adds

more complexity to the pipeline and requires careful implementation to ensure no data

leakage from cleaning on test data. Nonetheless, our ablation confirms the literature’s

claim that SMOTE+ENN produces a balanced and clean dataset for training [93], leading

to strong performance. The choice between Tomek vs. ENN may come down to whether
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one prefers slightly higher recall (Tomek) or higher precision (ENN).

4.5.5.7 Baseline (SMOTE + class weights)

Our originally reported method, SMOTE oversampling:increasing minority ratio to 1:12

combined with a 3:1 class-weighted loss proved to be a well-rounded compromise. It

achieved an F1-score of 71.7%, higher than all single-technique methods (weighted loss or

focal or undersampling) and only marginally below the best hybrid methods. Notably, it

maintained the highest recall (81.2%) among all oversampling techniques, while attaining

a respectable precision of 64.2%. This balanced precision-recall profile (72%) means the

model catches the vast majority of failures without overwhelming operators with false

alarms. In practice, this balance is crucial: missing fewer failures (high recall) was

our top priority, since undetected failures directly translate to outages and losses [94].

At the same time, a decent precision helps ensure that failure alarms are actionable

and not ignored as noise. The baseline method’s recall was on par with focal loss and

undersampling, but with far fewer false positives than undersampling and a higher F1

than focal loss. Compared to the more complex SMOTE+Tomek/ENN, our baseline

had slightly lower precision, but it kept every real failure example in the training data

and thus retained the maximal recall. Given that the improvements in F1-score from

Tomek or ENN were on the order of only approximately 2%, we consider our simpler

SMOTE+weights approach to be justified as the primary choice. It provides a strong

baseline that already significantly mitigated class imbalance by oversampling to 1:12 ratio

and weighting, and our ablation confirms that no other method produced a dramatically

better outcome. In summary, oversampling the minority class with SMOTE combined

with a moderate class-weighted loss offered the most effective boost to our GAT’s failure

prediction capabilities. This strategy improved minority class sensitivity while preserving
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model generalization to the majority class, resulting in the most effective GNN-based

early failure predictor under extreme imbalance.

4.5.6 Practical Deployment of the Proposed ML System

The proposed GAT based RLF prediction system is designed for seamless integration

into a telecom operator’s network management workflow [85]. At a high level, the system

ingests two categories of data: real-time network KPIs from 5G RAN nodes, e.g. error

rates, availability counters and weather measurements from meteorological sources, both

current and recent historical values. These inputs are processed and merged into a graph-

structured dataset with each node representing a radio link including its site attributes

and performance metrics and edges denoting relationships, e.g. links sharing the same

nearest weather stations. For each link node, a feature vector is constructed that includes

the latest day’s KPIs and site information, along with two days of historical weather

features aggregated from the k closest weather stations. This 2-day context ensures

the model captures short-term temporal trends while avoiding excessive missing data

issues. The GAT model then performs inference on this graph, producing a probability

of failure for each link which is binary classification of failure or no failure. The prediction

outputs are fed into an alerting module that flags high-risk links based on a configurable

probability threshold. Finally, results are surfaced to operators via dashboards and can

trigger automated mitigation actions. Figure 4.5 illustrates the end-to-end architecture,

from data sources through model inference to outputs and feedback loops.

The proposed GNN-based failure prediction model is designed to integrate into an

automated network monitoring system that enables real-time prediction of radio link

failures. The system can be implemented as follows:
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Figure 4.5: End-to-end pipeline for GAT-based RLF prediction: data sources (topology,
weather, KPIs/logs) → ingestion/cleaning → feature engineering → graph construction
→ GAT inference (per-link failure probability)→ thresholded alerts for NOC dashboards
and automated mitigation, with an MLOps loop for monitoring, feedback, retraining, and
CI/CD deployment.
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4.5.6.1 Deployment Environment

The RLF prediction system can be deployed in multiple environments depending on

operator preferences and constraints. In all scenarios, the core GAT model and data

pipeline remain consistent with the original design. We briefly discuss three representa-

tive deployment models:

4.5.6.1.1 Centralized NOC Deployment In a centralized deployment, the infer-

ence engine is hosted in the operator’s Network Operations Center (NOC) or a private

data center. All KPI data and weather feeds are streamed or batch-transferred to this

central location for processing. This setup aligns with traditional telecom OSS (Op-

erations Support Systems) environments. The model effectively becomes an intelligent

extension of the NOC’s monitoring platform. The advantage is that data remains on-

premises addressing data sovereignty and security concerns and integration with existing

NMS (Network Management System) databases and dashboards is direct. The GAT

model processes incoming data and generates alerts at the NOC in near real-time. Given

the optimized model inference time of approximately 2.5 ms per link prediction on GPU

hardware, a central server can handle thousands of links with low latency. While model

inference is sub-second, the overall end-to-end latency budget of under 5 minutes, as

stated in our SLOs, is dominated by upstream data ingestion, cleaning, and feature ag-

gregation steps, ensuring timely alerts for operators. Centralized deployment simplifies

maintenance and monitoring of the ML system but requires sufficient uplink bandwidth

from cell sites to NOC for continuous data feeding. It is well-suited for operators who

already centralize data collection and want full control over the prediction service within

their private infrastructure.
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4.5.6.1.2 Cloud-Based Inference(Public/Private Cloud) For operators embrac-

ing cloud infrastructure, the RLF prediction engine can be deployed to a public or private

cloud environment. In this model, data from the RAN and possibly from third-party

weather APIs is securely transmitted to a cloud platform where the GAT inference ser-

vice runs. A private telco cloud or hybrid cloud may also be used to keep sensitive

data on trusted infrastructure. Cloud deployment offers elastic scalability. The provider

can automatically scale compute resources to handle spikes in the number of links or

higher-frequency inference without on-premises hardware upgrades. For example, the

300+ daily graph instances used in training could be processed in parallel in a cloud

environment to achieve high throughput. The model’s computational cost is justified

given its predictive accuracy on rare failures, and cloud GPU instances can be provi-

sioned to meet these performance needs on demand. A potential challenge is ensuring

compliance with data privacy and telecom regulations when exporting network data to

an external cloud. Thus, strong encryption and access control are mandatory, and often

a VPN or dedicated line is used for data transfer to the cloud. Many operators pre-

fer a “cloud-native” approach using containerized microservices for the data pipeline and

model, enabling continuous deployment and easy integration with cloud-based data lakes

and analytics tools.

Cloud deployment also facilitates integration with advanced cloud AI services, for

example, managed databases for time-series KPI storage or serverless functions for trig-

gering retraining, accelerating development. However, network latency between cell sites

and the cloud must be low enough to allow timely predictions. In practice, since our

system predicts failures on the order of hours in advance using daily aggregated features,

even a few seconds of cloud transit latency is acceptable. This makes cloud inference

viable for proactive maintenance use cases, as long as robust security measures are in
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place to protect the in-transit and at-rest data.

4.5.6.1.3 Edge or Hybrid Edge-Cloud Deployment In scenarios where ultra-

low latency or reduced backhaul traffic is desired, the system can be partially deployed

at the network edge on a Multi-access Edge Computing (MEC) server or an O-RAN

near-RT RIC controller with a hybrid coordination to the central cloud/NOC. In an

edge deployment, preprocessing and inference occur physically near the RAN sources,

e.g. a MEC node at a base station hub could run a lightweight instance of the GAT

model to predict link failures for the local clutter of sites. This yields very fast detection

and allows immediate local remedial actions such as switching frequencies or triggering

local redundancy mechanisms without waiting for central analysis. It also conserves

bandwidth by avoiding raw data streaming: instead of sending all KPI and weather data

to a central server, the edge device computes failure probabilities and only sends alerts

or summarized risk scores upstream. Our GAT model is relatively compact and can run

on modest hardware, but care must be taken at the edge due to typically more limited

compute resources. It may be beneficial to deploy only the inference runtime at the

edge with the model pre-trained and periodically updated from the cloud, a strategy

supported by the model’s small inference footprint.

In practice, an edge-cloud hybrid could work as follows: the central system aggregates

global data and periodically retrains or fine-tunes the model incorporating new failure

examples, then pushes the updated model to edge nodes. The edge nodes handle inference

in real-time and perhaps the first level of alerting for rapid self-healing responses, while

also forwarding prediction results to the central NOC/cloud for broader analysis and

visualization. This aligns with modern telecom architectures where AI-driven control

loops are split between edge (near-real-time control) and central (longer-term analytics).

A known concern in edge inference is managing remote software updates and reliability
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Table 4.9: Summary of deployment scenarios for RLF prediction.

Scenario Latency Control Scalability Cost / trade-offs

Centralized
NOC

Medium–High
(backhaul +
aggregation)

High (central
governance)

Medium (central
bottlenecks)

Lower centralized hard-
ware/server cost; higher WAN
usage; potential central con-
gestion

Cloud Medium (inter-
net + service)

Medium
(shared plat-
form)

High (elastic
compute)

OpEx-based; strong scaling;
data residency / egress consid-
erations

Edge Low (local infer-
ence)

High (local
autonomy)

Medium (fleet
management)

Higher CapEx; best for tight
SLOs; requires remote up-
dates/monitoring

of connections [94]. Our system mitigates this by using a containerized model package

that can be remotely updated when a new model version is available with fallback to

previous model if update fails, and by designing the edge component to be stateless so

it can recover quickly from restarts or connectivity losses. The hybrid model thereby

combines the responsiveness of edge AI with the global view and heavy compute of cloud

AI.

4.5.6.2 Data Ingestion and Graph Construction

4.5.6.2.1 Data Pipeline We ingest two mature operator data streams: RAN KPIs

and meteorological feeds on an hourly/daily cadence via the NMS and public station/APIs

[3]. A lightweight preprocessing layer aligns timestamps, reconciles units, normalizes fea-

tures, and imputes short gaps last-observation or linear interpolation, with automated

validation to quarantine outliers, counter resets, and schema drift before feature mate-

rialization. The result is a clean, continuously refreshed feature store usable for both

batch (daily) and streaming (hourly) runs.

4.5.6.2.2 Graph Feature Aggregation For each radio link, we attach local weather

context by mapping to its k nearest stations and aggregating statistics for the current
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day and the previous two days—an empirically chosen horizon that preserves signal

while limiting missingness. Daily inference therefore uses past 24h KPIs plus 2 previous

days weather aggregates. Intra-day operation applies the same logic over a sliding ∼48h

window. Edges are created between links sharing the same nearest-station set, capturing

co-exposure to weather and producing locality clusters. This proximity graph is largely

static but can be augmented with dynamic ties such as co-degradation correlations when

available. The pipeline emits an adjacency plus node-feature matrix per scoring epoch,

enabling low-latency GAT inference. In streaming mode, Kafka or Flink/Spark join KPI

and weather events, update cached station mappings, and incrementally refresh node

features, while a thin microservice maintains the in-memory graph snapshot for scoring.

4.5.7 Network Operator Dashboard and Explainability

Integrating the prediction outputs into an operator dashboard is key for practical adop-

tion. The dashboard should present a visual overview of the network’s health with

regards to impending link failures, in a format familiar to NOC engineers. For example,

the interface might highlight links on a geographic map which can be color-coded by

failure risk, or list the top N at-risk links with their probabilities. The system can be

designed to plug into existing network management GUIs. Several NOC tools like Eric-

sson ENM [95] or Nokia NMS [96] allow custom panels or data import. The Operator

Dashboard for our system would display each alert along with contextual information:

the link’s location and attributes, its recent KPI trends, and the relevant weather condi-

tions. This context helps engineers validate and prioritize alerts. For instance, an alert

might show “Link ID 123 in Region Alpha – 85% predicted failure risk. Rainfall last

24h: 50mm (extreme), Link Error Seconds: 120 (above norm)”. Providing these details

alongside the alert draws a direct line between model inputs and prediction, making it
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more explainable and actionable.

4.5.7.1 Explainability

Because GAT models can be seen as black-box by operators, we emphasize explainability

features in deployment. One approach is to leverage the GAT’s attention weights to in-

dicate which neighboring nodes or which features contributed most to a given prediction.

For example, if the model’s attention mechanism heavily weighted a particular neighbor

link that recently failed, the system can highlight that “this link is considered high-risk

partly because a nearby link just experienced a failure under similar weather”. Similarly,

by analyzing feature importance (e.g. via SHAP values), the dashboard could display a

rationale like “High humidity and rapidly rising block error rate are driving this predic-

tion”. Such explanations build operator trust and also guide remedial action, e.g. if the

cause is weather, one response; if it is purely a KPI trend, another. In critical infrastruc-

ture, having a clear reason behind an AI alert is often as important as the alert itself

[94]. Therefore, our deployment includes an explainability module that post-processes

the model output to produce human-understandable insights. We note that GNN ex-

plainability is an active research area, and tools like GNNExplainer or GraphLIME could

be integrated to identify which parts of the graph influenced the result. However, even

simple measures, such as showing the values of the top features for the link versus normal

ranges, can add clarity.

The dashboard also supports feedback input from operators, creating a two-way inter-

action. If an operator disagrees with or resolves an alert, they can annotate it e.g. “false

alarm” or “investigated – issue found in antenna”. These annotations are captured for

retraining and continuous improvement. The user interface is thus not only a monitoring

tool but part of the human-in-the-loop feedback mechanism.
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4.5.7.2 Performance, SLOs and Scalability

In a production telecom environment, the RLF prediction system must meet strict Service

Level Objectives (SLOs) for latency, accuracy, and availability.

4.5.7.2.1 Latency We retain the original performance envelope: millisecond-level

per-link inference on GPU, enabling near–real-time scoring. End-to-end latency targets

¡5 min for streaming updates so KPI/weather shifts can trigger timely alerts; in batch

mode, daily runs complete before business hours.

4.5.7.2.2 Predictive quality Live performance should match validation of F1-score

of 0.71 and recall of 0.7 as attained by our model. Operators may specify: ≥70% of

failures predicted in advance with FP rate ≤ X. Threshold tuning using PR curves and

continuous post-hoc auditing of missed events enforce these targets.

4.5.7.2.3 Throughput and scalability The system is built to scale to large net-

works (hundreds or thousands of links). GNNs can become computationally heavy as

graph size grows, but our approach of splitting by day i.e. one graph per day localizes

graph size. In our dataset, each daily graph had on the order of a few hundred nodes. A

nationwide network could be partitioned by region or by time to keep graphs tractable.

Scalability testing indicates that inference can be parallelized across multiple GPUs or

distributed across machines if needed, for example, each region’s links could be processed

on a separate worker. The cloud deployment scenario particularly eases scaling: addi-

tional compute instances can be spun up to handle regional graphs in parallel, and then

shut down to save cost. The model’s memory footprint (GAT with two layers and atten-

tion heads) is modest, and even training was feasible in ∼30 minutes on a single GPU

based on our model results. For an online system, we anticipate retraining to be needed
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perhaps monthly, which is easily scheduled in a scalable environment without impacting

the live inference service.

We also consider system capacity in terms of how many predictions per second can be

produced. If run as a continuous service, our inference engine can process many links per

forward-pass by utilizing batch processing on GPU. The measured 2.5 ms “per sample”

inference time shown in Table 4.6 implies that in batches of, say, 100 links, a GPU

might handle the batch in a few hundred milliseconds. Thus, even networks with 10,000

links could be scored in well under an hour on one GPU, or faster with parallelization,

satisfying daily prediction needs. If we go to per-hour predictions, we may distribute the

workload or use a more powerful machine, but it remains within feasible bounds. The

system’s design allows horizontal scaling by simply adding more parallel model workers

and partitioning the input data stream.

4.5.7.2.4 Reliability and Availability The inference service should be highly avail-

able targeting 99.9% up-time or higher since it becomes part of the operations tool-chain.

We could deploy redundant instances of the model service: active-active or active-standby

so that failure of one instance does not drop coverage. Moreover, since this is a predic-

tion system, occasional delays or a single missed run might be tolerable, but we aim to

minimize downtime to not miss warning opportunities. Automated monitoring of the

pipeline which is the heartbeat of data flow and model responses would be in place to

alert if the system is not functioning.

4.5.7.3 Automated Mitigation and Integration

Beyond raising alerts, an advanced deployment can leverage predictions for automated

mitigation, effectively using the model in a closed-loop control system to preempt fail-

ures. Our design allows the predictive engine to feed into self-healing mechanisms in
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the network. For example, if a link is predicted to fail with high probability, the net-

work could proactively reroute traffic from that link to alternate paths if available before

the failure actually happens. This could be orchestrated via the Software-Defined Net-

working (SDN) controller or through the RAN intelligent controller interfaces. Another

action could be temporarily increasing transmission power or adjusting antenna tilt for a

vulnerable link if heavy rain is predicted, to bolster the link budget. Such policy-driven

responses can dramatically reduce impact of failures.

However, automated actions must be done carefully to avoid unnecessary changes.

We could implement a policy guardrail as suggested by industry best practices [85]: a

predicted failure triggers automation only if certain conditions are met, e.g. the confi-

dence is very high or multiple signals concur. And even then, the actions are reversible

and safe. In fact, one can create a conditional plan: if the model says link X has 90%

chance of failing in next hour, then prepare a backup route and issue a warning to any

connected systems, but only execute the reroute if link X’s signal quality actually starts

dropping beyond a threshold. This combination of predictive and reactive criteria yields

a robust self-healing loop with minimal service disruption.

The system could also be integrated with OSS (Operations Support Systems) and BSS

(Business Support Systems) for seamless workflow insertion. OSS integration means the

predictions appear in the same console that handles existing alarms and performance

data, as earlier described for the dashboard. We could use stable APIs or data exchange

formats to ensure our system doesn’t break legacy tools [97]. For instance, the model

can expose a REST API endpoint which the OSS periodically calls to get current risk

levels, or it can dump results into a database table that the OSS GUI reads. On the BSS

side, predictive insights can influence customer-facing considerations: for example, if a

high-risk failure is predicted on a cell serving a corporate client, the account management
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system might proactively inform the client of potential service impact or apply credits as

per SLA agreements. Similarly, if certain failures carry regulatory reporting obligations,

those processes can be initiated earlier thanks to the prediction. Our system can trigger

the creation of trouble tickets/work orders automatically when a threshold is passed,

sending a ticket to the field maintenance teams to inspect or replace equipment identified

as likely to fail. This bridges the gap between AI prediction and real operational tasks,

ensuring the value is realized on the ground, fewer outages, more scheduled maintenance

rather than emergencies.

Because the system touches many aspects of operations, governance is important: we

could document run-books that map model outputs to actions and responsibilities. For

example, a runbook might state: “If predicted RLF probability >80% on any link, then

NOC shall verify weather and dispatch field team within 4 hours”, effectively creating

a new Standard Operating Procedure. Over time, as the model proves its accuracy,

more aggressive actions like instant automated fail-over can be allowed under specified

conditions, with the run-books updated accordingly.

All automated and manual actions are logged, ensuring complete traceability of what

was done, by whom or what, and why. This traceability is critical not only for techni-

cal reasons but also for compliance e.g. demonstrating to regulators that any network

changes due to AI followed approved policies and did not violate safety or neutrality

principles. Finally, by integrating with OSS/BSS, the predictive system contributes to

a broader AIOps strategy. It complements other AI use cases such as anomaly detec-

tion, capacity planning, and customer experience management [94]. The result is a more

proactive operations model for the 5G network, instead of reacting to alarms after a

failure which is often too late to avoid impact, the operator can anticipate and prevent

outages, improving KPIs like network availability and Mean Time To Restore (MTTR)
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[94]. This transformation from reactive to preventive maintenance is a significant value

proposition of AI in telecom, as noted by industry analyses [94]. Our deployed GAT-

based RLF prediction system is a concrete step in this direction, tightly integrated with

existing workflows for maximum practical benefit.

4.5.7.4 Security, Privacy and Compliance

Deploying an AI system in a telecom network demands adherence to strict security

and privacy standards. Our RLF prediction framework includes a security-by-design

approach to ensure it does not introduce vulnerabilities or compliance issues:

4.5.7.4.1 Data Security All data transitions between network elements, the predic-

tion system, and any cloud components would be encrypted using industry standards.

The system interfaces with existing secure NMS databases, and any new data stores are

secured with the operator’s authentication and access control mechanisms. We would

implement role-based access control for the system’s components: for example, only au-

thorized service accounts can pull KPI data from the NMS, and only the model service

account can access the weather API. The model’s predictions might be sensitive as it

could reveal vulnerabilities or performance issues, so it needs to be protected and shared

only with need-to-know operations personnel or systems.

4.5.7.4.2 Privacy Considerations The data used in our system is mostly network

performance and weather data, which generally does not involve personal user infor-

mation. Therefore, individual privacy concerns like GDPR relating to subscriber data

are minimal in this context. We ensure that any potentially sensitive information e.g.

site locations, which could be considered confidential infrastructure data is handled in

compliance with local regulations: for instance, if processed in the cloud, ensuring data
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residency in the required country or region. In the original dataset, precise location data

was omitted for security, and in deployment, we would follow the operator’s policies on

what level of location or identifying info can be used in external systems. Any data sent

to third-party services such as a public weather API is carefully vetted to avoid leaking

internal network info; typically, only location or time queries are sent outward, not actual

network performance data.

4.5.7.4.3 Compliance and standards Telecom operators operate under various

standards and regulations (ISO 27001 for information security, NIST frameworks for cy-

ber security, etc.). Our system is designed to comply with these. For example, maintain-

ing audit logs which help fulfill requirements for accountability. If using cloud, we would

align with telco guidelines for NFV/Cloud such as leveraging secure VPCs, complying

with 3GPP SA5 specifications for management data handling, etc.. We also consider

standards like O-RAN Alliance specifications if integrating at the RAN level: ensuring

that any edge component using the RAN Intelligent Controller APIs follows the proper

interface protocols and security like using the O1/O2 interface for management data as

intended, with secure transport.

4.5.7.4.4 Secure Deployment The software components, including the data pipeline

and the model service, undergo security hardening to reduce potential vulnerabilities and

minimize the attack surface of the system. Security measures include scanning the con-

tainer image for known vulnerabilities, regular patching of libraries and dependencies

(particularly machine learning frameworks), and restricting network exposure by limit-

ing open ports. Any system APIs are not publicly accessible and are restricted to the

operator’s internal network or cloud environment, with authentication tokens used to

control access. In addition, input validation is implemented on incoming data to en-
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sure that the pipeline can handle unexpected or malformed inputs gracefully, preventing

potential processing errors or instability in downstream components.

4.5.7.4.5 Fault Isolation From a safety standpoint, the predictive system should

be kept logically separate from the critical real-time network functions. Even when au-

tomating responses, those should go through controlled network management interfaces.

This means if the AI system were compromised or malfunctioning, it cannot directly dis-

rupt live traffic. The worst it can do is generate wrong alerts or suggestions, which the

operator can override. This isolation is an important design choice to meet the reliability

expectations of telecom operations.

4.5.7.4.6 Resilence to Attacks We also consider the scenario of adversarial inputs

such as someone feeding false data to trick the model. Weather and KPI sources are

assumed to be trusted, coming from internal systems or official meteorological feeds, but

if an attacker did spoof metrics to cause false alarms, a multi-layer verification which

is operators verifying alerts, multiple data signals needed for major actions should be

adopted to provide resilience. Over time, if the model becomes a critical part of oper-

ations, further techniques like anomaly detection on the input data sources themselves

can be added to detect any intentional tampering. By implementing these security and

privacy measures, we ensure the deployment does not compromise the network’s integrity.

By adopting such a predictive system, network operators can reduce downtime, en-

hance reliability, and optimize maintenance costs, thereby improving overall network

performance.
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4.6 Conclusion

5G radio links are susceptible to failures due to weather impacts. Predicting these failures

can reduce downtime, operational cost, and QoS degradation. This research presented a

GNN-based model that predicts radio link failures using historical weather data and radio

performance metrics, and we showed consistent improvements over traditional machine

learning baselines. Given the operational importance of reliable failure prediction in 5G

networks, the trade-off between computational cost and accuracy is justified for high-

priority network management workflows where preventing failures outweighs inference

overhead. Beyond predictive accuracy, we demonstrated deployability considerations rel-

evant to operators, including sub-5-minute ingest-to-alert processing, tunable decision

thresholds, and redundancy targets (≥99.9%) aligned with carrier practice. Our abla-

tion results further confirm that principled imbalance handling is essential: without it,

the model’s utility collapses despite superficially high accuracy driven by majority-class

dominance.

Taken together, the results of this chapter show that graph-based learning is valu-

able not only for recovery and control, but also for proactive reliability prediction in

wireless networks. The main thesis-level lesson is that graph representation becomes

especially powerful when local network behavior is shaped by neighboring sites, shared

environmental exposure, and relational structure that conventional models cannot explic-

itly capture. Unlike the restoration problem in Chapter 3, this task does not primarily

require sequential control, but instead benefits from graph-aware prediction over struc-

tured spatial context. This reinforces the broader dissertation claim that GNNs provide a

common modeling foundation across different classes of network management problems,

even when the downstream objective shifts from action selection to failure anticipation.



Chapter 5

Graph Neural Network-Based

Internet Traffic Prediction in 6G

Networks with Genetic Algorithm

Hyperparameter Optimization

This chapter addresses the third and most anticipatory network management setting con-

sidered in this thesis: proactive planning through forecasting. In contrast to restoration

after failure and prediction of imminent degradation, the focus here is on forecasting

future traffic demand in 6G-oriented environments so that network resources can be

provisioned more effectively in advance. Within the broader thesis, this chapter exam-

ines how graph-based learning can be extended from resilience and reliability tasks into

spatio-temporal demand modeling, where both structural dependencies and temporal

evolution are central.

134
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5.1 Introduction

The advent of 6G networks brings an explosion of connected devices and data-intensive

applications like holographic communications, autonomous systems, VR/AR. These net-

works must dynamically adapt to rapidly fluctuating traffic loads, making accurate traffic

prediction a critical component of network management [98]. Timely forecasts enable

proactive resource allocation such network slicing and load balancing to prevent con-

gestion and maintain Quality of Service (QoS) [98]. However, predicting internet traffic

in 6G is exceedingly challenging due to its highly dynamic, non-stationary nature [98].

Traffic patterns can shift unpredictably across time and space e.g. across base stations

or edge nodes, hence defying the assumptions of simple models and requiring more so-

phisticated forecasting techniques.

Historically, statistical time-series models like Autoregressive Integrated Moving Av-

erage (ARIMA) and Holt-Winters have been used to predict network traffic. These

methods can model baseline trends and seasonality and were successfully used for short-

term traffic load predictions. However, these methods assume stationarity and linearity,

which often fails for modern network traffic characterized by burstiness and non-linear

usage patterns [99]. Machine learning approaches such as Support Vector Machines

have also been applied [99], but they too struggle to capture the full complexity of traffic

dynamics without extensive feature engineering. This has motivated a shift toward data-

driven learning-based methods that can automatically discover patterns in vast streams

of traffic data.

Deep learning models have achieved remarkable success in time-series forecasting

by learning non-linear temporal relationships that traditional methods miss. Recurrent

Neural Networks (RNNs) and Long Short-Term Memory (LSTM) networks have been

widely adopted for network traffic prediction [100]. LSTMs mitigate the vanishing gradi-
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ent problem and can retain long-term memory of traffic trends, enabling more accurate

predictions of complex usage patterns than ARIMA-like models [101]. Despite these

gains, conventional deep sequence models typically treat each traffic source or link in

isolation and do not explicitly leverage correlations between traffic at different network

nodes. This limits their ability to capture spatial dependencies. As 6G networks involve

highly interconnected infrastructure, ignoring the spatial aspect of traffic can lead to sub-

optimal predictions. To address the spatial dimension, Graph Neural Networks (GNNs)

have emerged as powerful tools for traffic forecasting on networked data. By model-

ing the communication network as a graph with nodes such as base stations or routers

and edges representing traffic flows or proximity, GNN-based models capture the spatial

dependencies and topology influences on traffic [99]. Recent studies in transportation

and communication networks show that GNNs achieve state-of-the-art performance in

traffic prediction by learning both temporal and spatial patterns simultaneously [99]. In

essence, GNN architectures can aggregate information from neighboring nodes, enabling

the predictor to understand how traffic at one node impacts others. This capability has

led to significant accuracy improvements over traditional approaches; for instance, GNN

models have outperformed baseline methods like historical averages and ARIMA in real-

world traffic flow datasets [99]. GNN-based spatio-temporal models are now a preferred

method for precise traffic forecasts [102], especially in scenarios where relationships in the

data are defined by an underlying network graph. While RNNs such as LSTMs capture

short and medium-term dependencies, they can struggle with very long-range temporal

patterns due to limitations in memory length and the propagation of gradients [103].

The Transformer architecture, with its self-attention mechanism, has recently revolu-

tionized sequence learning by effectively modeling long-range dependencies and complex

periodic behaviors in time-series data. In the traffic forecasting domain, Transformer-
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based models have begun to challenge the dominance of pure GNN-RNN approaches, of-

ten achieving superior accuracy by attending to global time patterns [102]. Notably, the

strengths of GNNs and Transformers are complementary: GNNs excel at spatial feature

extraction, while Transformers excel at temporal sequence modeling. Combining these

can lead to a holistic spatio-temporal learning framework. Early attempts at hybrid

models confirm that integrating graph neural layers with Transformer encoders yields

improved performance, as the model can jointly learn network topology influences and

long-term temporal trends [102]. Such a GNN-Transformer synergy enables capturing

both local traffic interactions and global traffic evolution. For 6G traffic, which exhibits

intricate spatial correlations and non-periodic bursts over time, a GNN+Transformer ap-

proach is promising to achieve more accurate and robust forecasts than either component

alone.

Building high-performing deep learning models for traffic prediction requires tuning

numerous hyperparameters – learning rates, number of layers, hidden units, activation

functions, etc. These design choices critically affect model convergence and generaliza-

tion. Manually searching for the best configuration is time-consuming and often subopti-

mal, given the large hyperparameter search space in deep neural networks [104]. Genetic

Algorithms offer an efficient, automated way to optimize hyperparameters by mimick-

ing natural selection. Prior research has demonstrated that GA-based hyperparameter

tuning can outperform grid search and random search, finding configurations that yield

lower forecasting errors [100]. In the context of this study, using a GA is motivated by

the need to simultaneously tune multiple components like graph learning rate, attention

heads, hidden dimension etc. in the proposed GNN-Transformer model. By leveraging

a GA, we aim to efficiently discover a well-tuned model that might otherwise require

prohibitive trial-and-error effort.
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Despite the advancements discussed above, there is a notable gap in the literature

at the intersection of GNN-based traffic prediction and Transformer-driven sequence

modeling within 6G networks. Existing works have largely treated these innovations

separately: some focus on graph neural nets for network traffic, others on Transformer

models, and a few on hyperparameter optimization techniques. No prior study, to our

knowledge, has unified GNN and Transformer approaches for 6G traffic prediction while

also employing evolutionary hyperparameter optimization. By combining GNNs and

Transformers, we target both spatial and temporal complexities of 6G traffic, and by

using a Genetic Algorithm for tuning, we seek to unlock the model’s full potential without

manual intervention. This integrated approach is expected to provide more accurate and

reliable traffic forecasts, directly addressing 6G network needs such as real-time adaptive

resource allocation, anomaly detection, and proactive congestion avoidance.

In this chapter, we present a Graph Neural Network-Based Internet Traffic Prediction

framework for 6G Networks with Genetic Algorithm Hyperparameter Optimization. The

key contributions of our study are summarized as follows:

• We develop a new deep learning architecture that integrates Graph Neural Net-

works with Transformer-based encoders to jointly capture the spatial dependencies

and long-range temporal patterns in 6G network traffic. This hybrid model exploits

the non-Euclidean structure of communication networks and the sequence model-

ing power of Transformers, providing a more expressive forecasting capability than

traditional RNN or CNN models alone [102].

• We introduce a GA-driven hyperparameter optimization strategy for our GNN-

Transformer model. The GA automatically searches for optimal hyperparameters

eliminating tedious manual tuning. This approach enhances the model’s perfor-

mance, as evidenced by significant error reductions compared to default or ran-
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domly tuned models [100].

• We evaluate the proposed framework on a 6G network traffic scenario, demon-

strating its effectiveness in handling the non-stationary, high-dimensional traffic

patterns of next-generation networks. Through extensive experiments, we show

that our GNN-Transformer model with GA optimization outperforms several base-

line methods including classical time-series models (ARIMA/Holt-Winters), pure

LSTM/RNN models, and recent GNN-only approaches in forecasting accuracy and

stability. The results confirm that combining spatial graph learning with temporal

self-attention leads to better generalization in unpredictable 6G traffic environ-

ments.

5.2 Related Works

This section reviews the prior work most directly relevant to traffic forecasting in 5G/6G

networks. It complements the cross-cutting survey in Chapter 2, focusing on the fore-

casting methods that motivate the spatio-temporal GNN framework developed in this

chapter. In this section, we will review research work using deep learning-based methods

to predict traffic.

Wang et al. [105] introduced a time-series similarity-based graph attention network

(TSGAN) for spatial-temporal cellular traffic prediction, aiming to improve the accu-

racy of traffic forecasts in 5G and beyond networks. The model integrates spatial data

from the real-world network topology with temporal traffic data using graph neural net-

works (GNNs). TSGAN utilizes dynamic time warping (DTW) to measure time-series

similarity, constructing an adjacency matrix that reflects spatial relationships between

cells. This matrix is then combined with traffic data to enhance the model’s ability to
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predict future traffic demands across both time and space. Through comparisons with

several existing models, including GNN-based and GRU-based approaches, the authors

showed that TSGAN outperformed the baselines in short-term, mid-term, and long-term

prediction scenarios using a real-world cellular traffic dataset.

Mehrabian et al. [106] proposed a dynamic Bernstein graph recurrent network (DB-

GRN) for wireless cellular traffic prediction, addressing the challenges of modeling spatial-

temporal dependencies in large-scale networks. Their approach introduces a spectral dy-

namic graph construction (SDGC) method that dynamically infers spatial dependencies

between cells using a self-attention mechanism and discrete Fourier transform (DFT).

To capture complex spatial correlations, they developed a dynamic Bernstein polyno-

mial filtering (DBPF) module, which improves on traditional graph spectral filtering

by learning more diverse spectral filters. The DBGRN integrates this filtering module

with a gated recurrent unit (GRU) network to predict both spatial and temporal traffic

patterns. The authors evaluated their model using a real-world dataset from Telecom

Italia and demonstrated significant improvements in prediction accuracy compared to

four state-of-the-art baseline models. Their results highlight the effectiveness of incor-

porating spectral, spatial, and temporal information in wireless traffic forecasting.

Kong et al. in [107] introduced a pure Transformer model for network traffic time-

series and reported improved accuracy for long-horizon forecasting compared to recurrent

models. The Transformer’s attention mechanism could learn periodic patterns (e.g. daily

peaks) more visually and effectively than traditional approaches.

Another notable model is Informer [108], a Transformer variant optimized for long

time-series forecasting with reduced complexity. Informer achieves high efficiency and

accuracy on long sequences by using sparse self-attention and was shown to handle net-

work traffic data with long-term patterns (e.g. weekly cycles) better than LSTM or
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CNN-based models.

Wu et al. [109] introduced a Spatio-Temporal Graph Convolutional Recurrent Net-

work (SGCRN) for internet traffic, where each node is a point in a backbone net-

work. SGCRN integrates graph convolution for spatial pattern extraction with a re-

current structure for time series modeling. It showed strong results on real network

traffic datasets, accurately predicting traffic matrices (i.e. traffic between many origin-

destination pairs) by considering the network’s adjacency matrix. Another model, named

MSTNN, leveraged graph attention mechanisms for multi-step network traffic forecasting

and similarly reported better accuracy than non-graph deep learning models.

Figure 5.1: Simplified project model

5.3 Methodology

5.3.1 Problem Formulation

We formalize network traffic prediction as a supervised spatio-temporal forecasting prob-

lem on a graph. Let the traffic network be represented as a graph G = (V,E), where

V is the set of N nodes, i.e cells, and E is the set of edges capturing connectivity be-

tween nodes. Each node i ∈ V is associated with a time series of traffic measurements

xi,t (flow) observed at discrete time intervals t. We denote by Xt ∈ RN×F the vector

of all node features at time t, where F is the number of features per node (for single-
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feature data, F = 1 and Xt is an N -dimensional vector). The goal is to predict future

traffic states for all nodes using historical observations. Given the past T time steps

Xt−T+1,Xt−T+2, . . . ,Xt, we aim to learn a function f(·) that outputs a prediction for the

next H time steps at all nodes:

X̂t+1:t+H = f(Xt−T+1, . . . , Xt,Θ) (5.1)

where Θ is the learnable model parameters, and X̂t+1:t+H = [X̂t+1, X̂t+2, . . . , X̂t+H ] is

the sequence of predicted traffic metrics for all N nodes over the forecast horizon H.

This formulation captures the inherent spatial-temporal dependencies in traffic data:

traffic conditions vary over time and are influenced by neighboring locations. The spatial

aspect reflects the network connectivity, while the temporal aspect reflects the time series

dynamics. The learning objective is to train the model f to accurately forecast future

traffic. We define a loss function that penalizes the deviation of predictions from ground

truth, the mean squared error (MSE) between predicted and actual values over all nodes

and forecast times:

L(Θ) =
1

HN

H∑
τ=1

N∑
i=1

(x̂i,t+τ − xi,t+τ )2 (5.2)

where xi,t+τ is the true value and x̂i,t+τ is the predicted value for node i at time t + τ .

The model parameters Θ are optimized to minimize L over the training data. This

formulation encapsulates our goal of learning a mapping from historical spatio-temporal

data to future network-wide traffic states.
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5.3.2 Graph Representation of Traffic Data

To capture spatial relationships in the traffic network, we structure the data as a graph.

Nodes in the graph correspond to traffic cell towers and edges represent spatial connec-

tivity between nodes. In many cases, an adjacency matrix A ∈ RN×N is used to encode

the graph structure, where entry Aij indicates the strength of connection from node j to

node i. A larger Aij implies that traffic conditions at node i are strongly influenced by

node j. If the graph is undirected, A is symmetric. In this work, we construct a sparse

K-nearest neighbor (KNN) graph to represent node connectivity. Each node is linked

only to its K most similar nodes based on average historical traffic features. Specifically,

we compute a feature vector for each node, its average traffic pattern, and dynamically

build the adjacency matrix by connecting each node to its K nearest neighbors in this

feature space. This KNN-based approach yields a data-driven adjacency matrix that

captures meaningful relationships while remaining sparse. By focusing on each node’s

connections on the most related neighbors, we preserve local spatial correlations and

filter out noise from distant unrelated nodes. In the adjacency matrix, we set Aij = 1 if

node j is among the K nearest neighbors of i, and Aij = 0 otherwise. By structuring the

data as a graph with adjacency matrix A, we explicitly represent the spatial dependency

topology. This graph G serves as a backbone for our spatial modeling: it will be used by

the graph neural network component to aggregate information from neighboring nodes.

5.3.3 Spatio-Temporal Model Architecture

Our proposed model integrates a Graph Attention Network (GAT) for learning spatial

features on the traffic graph and a Transformer for modeling temporal dynamics. By com-

bining these components, the model can capture complex spatio-temporal dependencies

in traffic data. An overview of the architecture is as follows: for each time step in the
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input sequence, a GAT module processes the graph of node features to extract latent

spatial features; these per-time-step graph embeddings are then fed into a Transformer

module that learns temporal patterns across the sequence; finally, a prediction layer

uses the transformer’s output to produce the forecast for future traffic. The simplified

architecture is illustrated in Figure 5.1.

5.3.3.1 Graph Attention Network for Spatial Feature Learning:

Graph Attention Networks (GAT) are a type of GNN that leverage an attention mech-

anism to learn the importance of each node’s neighbors when aggregating information

[110][111]. In our model, at each time step t, a GAT layer takes as input the features of

all nodes (e.g. the traffic xi(t) for each node i) and produces updated node embeddings

that incorporate information from their neighbors. We denote the feature vector of node

i at time t as hi(t) ∈ RF (for the first layer, this could be just the scalar xi(t) or include

additional features, so F = 1 in a simple case). The GAT layer computes a transformed

feature for each node i by attending to its neighbors j ∈ N (i). Specifically, the layer

uses a trainable attention function a(·, ·) to compute attention coefficients:

eij(t) = a (Whi(t),Whj(t)) (5.3)

for each edge i–j where W is a weight matrix applied to node features. These raw

coefficients eij represent the relevance of node j’s features to node i. We then normalize

them across all neighbors of i using a softmax:

αij(t) =
exp(eij(t))∑

k∈N (i) exp(eik(t))
(5.4)
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so that
∑

j∈N (i) αij(t) = 1. The normalized weight αij(t) can be interpreted as the

attention weight of node j’s information when updating node i. Finally, each node’s

new representation h′
i(t) is computed as a weighted sum of its neighbors’ transformed

features, passed through a nonlinear activation σ(·):

h′
i(t) = σ

 ∑
j∈N (i)

αij(t)Whj(t)

 (5.5)

Intuitively, node i looks at all other neighbor nodes j and selectively aggregates their

traffic information, with larger αij meaning node j’s traffic had more influence on node

i’s representation at this time. This allows the model to learn spatial dependencies; for

example, if two cells often experience correlated spikes, the attention mechanism can

assign high weight between those nodes. We can stack multiple GAT layers to capture

higher-order neighborhood information or use multi-head attention to stabilize learning.

In multi-head GAT, K attention heads compute independent attentions αk
ij, and their

outputs are concatenated or averaged to form the final representation [111]. In summary,

the GAT module produces an embedding vector for each node at time t that encodes

the influence of other nodes’ traffic at the same time t. We denote the output of the

GAT layer at time t as z(t) = [z1(t), . . . , zN(t)], where zi(t) = h′
i(t) is node i’s spatially-

informed feature. These zi(t) will serve as inputs to the temporal model.

5.3.3.2 Transformer for Temporal Sequence Modeling

To capture the spatial and temporal dynamics of traffic, we utilize a Transformer model

to process the sequence of graph features output by the Graph Attention Network (GAT).

The Transformer [112] is a sequence-to-sequence model based on self-attention mecha-

nisms, particularly effective for learning long-range dependencies in time-series data. In
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our context, the input to the Transformer consists of a sequence of spatial embeddings,

denoted as Ht−T+1,Ht−T+2, . . . ,Ht, where each Ht′ ∈ RN×D represents the traffic state

of the entire network at time step t′. We flatten each Ht′ into a single feature vector for

each time step, which is then processed for all nodes independently, as the Transformer

models all nodes in parallel.

The Transformer encoder takes as input the sequence of vectors {z1, z2, . . . , zT},

where each zt represents the spatial feature vector at time step t (e.g., the flattened

Ht). Since the self-attention mechanism in the Transformer is position-agnostic, we add

a positional encoding to each zt to capture the temporal order. This encoding can

either be sinusoidal or learned positional embeddings, as proposed in the original Trans-

former architecture. The positional encoding allows the model to distinguish between

traffic states at different times (for example, from 5 hours ago versus 5 minutes ago),

thus preserving the temporal order of the data [113].

The core of the Transformer is the multi-head self-attention layer. For each time step

t in the encoder, self-attention allows the model to attend to traffic features at other time

steps (key positions) and learn temporal correlations [114]. The self-attention mechanism

computes a weighted sum of values from all time positions, with the weights determined

by the pairwise similarity of the queries and keys. The self-attention output for all time

positions is given by:

Attention(Q,K, V ) = softmax

(
QKT

√
dk

)
V (5.6)

where Q, K, and V ∈ RT×dk are the query, key, and value matrices, respectively, and dk

is the dimension of the queries and keys. The output from the attention heads is then

concatenated and passed through a linear transformation to produce the final attention

output.
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The attention mechanism allows the model to focus on relevant past time steps for

each node, effectively capturing temporal dependencies. The model uses multiple atten-

tion heads to enable the learning of diverse features at each time step. These temporal

dynamics are learned in conjunction with spatial dependencies, as the input to the Trans-

former comes from the output of the GAT, which processes the graph to capture spatial

correlations between different nodes (i.e., cells in the traffic network). To optimize the

model further, we introduce a memory buffer that stores learned information across time

steps. After processing the sequence through the Transformer, the memory buffer is up-

dated by blending the current output with the previous memory state. This mechanism

ensures that important long-term dependencies are preserved over time. The memory

update is computed as:

Memorynew = (1− α) ·Memoryold + α · Transformer Output (5.7)

where α is the memory update rate, and Memoryold and Transformer Output are the

previous memory state and the current output from the Transformer, respectively.

Finally, the updated memory is combined with the Transformer output, and the

result is passed through a fully connected (fc) layer to produce the final prediction for

the traffic volume. This output represents the predicted traffic for the entire network

at the current time step. In our spatio-temporal model, the Transformer processes the

sequence of graph-augmented features, thereby focusing on when past traffic states are

informative for predicting the future. By using the GAT and Transformer in tandem,

we achieve a separation of concerns: the GAT focuses on spatial relations at each time

step, and the Transformer focuses on temporal relations across time steps. This design

is aligned with recent advances that integrate graph neural networks with Transformers

for traffic forecasting [115].
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5.3.3.3 Integrated Spatio-Temporal Model and Prediction Layer:

The GAT and Transformer components are coupled to form a unified spatio-temporal

prediction model. Specifically, for each time step in the input window t− T + 1 to t, we

first apply the GAT (spatial encoder) to compute node embeddings Ht′ = GAT(Xt′ , A)

for each t′ in the sequence. This yields a sequence of graph-structured latent features

Ht−T+1, . . . ,Ht, where Ht′ ∈ RN×D contains the D-dimensional features for all N nodes

at time t′. Next, this sequence is passed to the Transformer (temporal encoder), which

processes it as described in the previous section. The Transformer outputs a sequence

of context-aware representations Zt−T+1, . . .Zt, where each Zt′ encapsulates the informa-

tion of the entire historical window as seen from time t′’s perspective. We can use the

transformer’s output in various ways to generate predictions for future time steps:

• Direct one-step prediction: A straightforward approach is to take the Transformer’s

output corresponding to the latest input time t (which we expect to contain infor-

mation about the recent history) and map it to a prediction for time t + 1. For

example, we can use a fully connected prediction layer (a linear projection) that

takes Zt and produces an output vector X̂t+1 ∈ RN×F . This linear layer can be

applied node-wise if Zt retains node-wise structure, or globally if Zt is flattened.

In a simple case, if Zt is of dimension N ×D, the prediction layer could consist of

a weight matrix Wout ∈ RD×F (and optionally a bias) such that X̂t+1 = ZtWout.

This yields the forecast for each node at the next time step.

• Sequence prediction (multi-step): To predict multiple future steps (H > 1), one

approach is to use the Transformer in a sequence-to-sequence manner. This could

involve a Transformer decoder that takes the encoder outputs (from times t−T +1

to t) and autoregressively generates outputs for t + 1 to t + H. Another approach

is to extend the output layer to predict H steps in one shot (for instance, having
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the output dimension be N × F × H). For simplicity, our description assumes a

one-step prediction which can be extended or iterated for multi-step forecasting.

The final prediction layer thus produces the network’s traffic forecast given the trans-

former’s encoded representation of the recent history. The model is trained end-to-end:

the GAT and Transformer parameters, as well as the output layer, are optimized together

to minimize the loss between X̂t+1:t+H and the true future Xt+1:t+H (using the loss L

defined in Section 3.1). We use backpropagation through time and space (the gradi-

ents flow through both the temporal and spatial components). In training, techniques

such as teacher forcing (for multi-step decoders), dropout, and layer normalization help

regularize the model. We optimize the model using stochastic gradient descent (Adam

optimizer) on the training set and validate on a separate set to avoid overfitting. The

choice of hyperparameters (learning rate, batch size, number of GAT heads K, number

of Transformer layers L, etc.) is made based on validation performance. In summary,

our spatio-temporal model operates in two stages for each prediction: (1) Spatial encod-

ing with a GAT that computes a rich embedding of the traffic graph at each time step,

learning which neighboring roads are most relevant for each sensor’s state; (2) Temporal

encoding with a Transformer that learns how traffic patterns evolve over time, identifying

important time dependencies and trends. These components are seamlessly integrated so

that the spatial encoder feeds into the temporal encoder. The outcome is a robust model

that can learn both local and long-range dependencies in traffic data. The integration

of GAT and Transformer has the flexibility to capture complex patterns (e.g., sudden

events propagating through the network or periodic congestion cycles), which is essential

for accurate traffic forecasting [115].
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5.3.4 Genetic Algorithm-Based Hyperparameter Optimization

In machine learning, hyperparameter tuning plays a critical role in determining the per-

formance of a model. For the GAT-Transformer network, the selection of hyperparame-

ters such as the number of GAT heads, hidden dimensions, and learning rate significantly

influences its predictive accuracy. Instead of manually selecting these values or perform-

ing an exhaustive grid search, we employ a GA to automate and optimize this process.

The Genetic Algorithm is inspired by natural selection, where a population of poten-

tial solutions evolves over time, with the best solutions being selected and combined to

produce even better solutions [116].

In our approach, we define a search space consisting of the hyperparameters that

are relevant to the supervised model. The search space includes values for the hidden

dimension, learning rate, and number of GAT heads. These hyperparameters are treated

as genes within an individual chromosome, which represents a potential solution for the

model’s configuration. For example, each hyperparameter will be randomly assigned a

value from its corresponding list in the search space, creating a random individual.

The optimization process starts by generating an initial population of individuals.

Each individual consists of a specific combination of hyperparameters. These individuals

are evaluated based on their fitness, which in this case is the model’s performance on a

validation set, using the validation loss as a metric. Lower validation loss corresponds to

a higher fitness score.

Next, we apply crossover and mutation to generate new individuals for the next

generation. The crossover function combines two parent solutions to create an offspring

with a mix of both parents’ hyperparameters. Mutation introduces small random changes

to an individual, allowing for the exploration of new hyperparameter combinations that

may not have been explored by the crossover. The process of selection, crossover, and
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mutation is repeated for a number of generations. In each generation, only the best

individuals survive to the next round of evolution, ensuring that the population’s fitness

improves over time.

After running the genetic algorithm for the specified number of generations, the model

with the best-performing hyperparameters is identified. These optimized hyperparame-

ters are then used to train the final model on the entire dataset, and the performance is

evaluated on the test set.

The choice of a genetic algorithm over other hyperparameter search strategies is

deliberate. Grid search scales exponentially with the number of hyperparameters and

quickly becomes intractable, while random search, though more efficient, provides no

mechanism for exploiting information from previously evaluated configurations. Bayesian

optimization does exploit such information, but it is most effective for smooth, low-

dimensional, continuous search spaces and is less natural when the space mixes discrete

and continuous hyperparameters, as it does here: the number of GAT heads and the

hidden dimension are discrete, while the learning rate is continuous. The objective is

also non-differentiable with respect to these hyperparameters and expensive to evaluate,

which rules out gradient-based tuning. A genetic algorithm is well matched to this

setting: it is a gradient-free, population-based method that naturally handles mixed

discrete and continuous variables, explores several regions of the search space in parallel,

and refines promising configurations through selection, crossover, and mutation without

assuming any structure in the objective. These properties make it a practical and robust

choice for tuning the GAT-Transformer, while remaining straightforward to implement

and parallelize.
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5.4 Evaluation

We apply our proposed model to a real-world mobile traffic dataset provided by Telecom

Italia [117] for the city of Milan. The dataset spans from November 1, 2013, to January

1, 2014, with data collected in 10-minute intervals. The city is divided into 10,000 cells,

and the dataset includes three types of cellular traffic services: short message service

(SMS), call service, and internet service. Since many cells have zero traffic volume in

certain intervals, we aggregate the traffic data into hourly intervals for better analysis.

To evaluate the performance of our prediction models, we use the mean absolute error

(MAE) and root mean squared error (RMSE) as performance metrics.

For our evaluation, we select a 10x10 cell range in the center of Milan and extract

December cellular traffic CDRs as time-series data. The first 25 days are used for training,

while the remaining 6 days are reserved for testing. The time window length is set to

seven time steps, and we use a sliding window method to generate additional training

samples.

In the case of the GAT-Transformer model, the adjacency matrix is generated using

K-nearest neighbors (KNN). The model runs a GA to find the optimal hyperparameters,

which are then used to retrain the final model on the entire dataset. Based on the GA

results, the optimal hyperparameters are determined to be a hidden layer size of 64, a

learning rate of 0.005, 4 attention heads, and 2 encoder layers. The Adam optimizer is

used for model training. We compare the performance of our proposed prediction model

with the following baseline models:

• LSTM [118], which uses multiple LSTMs to predict mobile traffic.

• DBGRN [106] which uses a dynamic Bernstein graph current network for traffic

prediction.
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Figure 5.2: Actual versus predicted internet traffic for our model and two baseline models
(stGNN and LSTM) for the same cell tower. The vertical axis reports the raw aggregated
activity value from the Telecom Italia Milan dataset, a dimensionless measure of cellular
activity.

• stGNN [119], which integrates graph Fourier transform, DFT, and deep neural

networks to capture both inter- and intra-series dependencies in multivariate time

series forecasting.

According to the results in Table 5.1, the GAT-Transformer model outperforms the

other models in terms of both RMSE (Root Mean Squared Error) and MAE (Mean Abso-

lute Error). GAT-Transformer achieves an RMSE of 125.9, which is the lowest among all

models. DBGRN follows with an RMSE of 181.7, showing a 27.1% higher error than the

GAT-Transformer. stGNN has an RMSE of 233.7, which is 85.6% higher than the GAT-
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Transformer. LSTM performs better than stGNN, with an RMSE of 146.5, representing

a 16.4% increase over the GAT-Transformer. The GAT-Transformer model exhibits a

substantial improvement in RMSE compared to the other models. This indicates that

the GAT-Transformer is significantly more accurate in predicting future traffic states,

with lower deviation from the true values. GAT-Transformer also achieves an MAE of

93.5, the best among all models. DBGRN follows with an MAE of 121.6, which is 29.9%

higher than the GAT-Transformer. stGNN has an MAE of 126.8, representing a 35.5%

increase compared to the GAT-Transformer. LSTM performs better than stGNN, with

an MAE of 125.2, which is 33.9% higher than the GAT-Transformer. Similarly to RMSE,

the GAT-Transformer model demonstrates the best MAE performance, with the lowest

error in terms of absolute differences between predicted and actual values. This rein-

forces the advantage of GAT-Transformer in minimizing prediction errors compared to

the baseline models.

The GAT-Transformer model consistently outperforms the other models (DBGRN,

stGNN, and LSTM) across both RMSE and MAE metrics. This indicates that the GAT-

Transformer is better at capturing the spatial and temporal dependencies inherent in the

traffic data, leading to more accurate predictions. The attention mechanism in the GAT

helps the model focus on the most relevant features and spatial relations between nodes,

while the Transformer component models long-term temporal dependencies, contributing

to improved prediction accuracy.

These performance improvements demonstrate the effectiveness of integrating graph-

based attention mechanisms and temporal sequence modeling for traffic prediction, mak-

ing the GAT-Transformer a superior choice for such forecasting tasks.

Figure 5.2 shows a comparison of actual vs predicted traffic for a single cell tower

using three different models: stGNN, our model and LSTM. The Top Plot shows stGNN
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Table 5.1: Comparison of model prediction performance

Model RMSE MAE

GAT-Transformer(our model) 125.9 93.5

DBGRN 181.7 121.6

stGNN 233.7 126.8

LSTM 146.5 125.2

- Actual vs Predicted Traffic. The stGNN model (shown in blue) does not capture the

actual traffic (orange line) very well, especially in high traffic peaks and troughs. While

it follows the general trend of the traffic, there are noticeable discrepancies, particularly

in sudden rises or drops in traffic. The model fails to accurately predict the traffic in

these critical areas, and the overall prediction is more smoothed out compared to the

actual values.

The Middle Plot shows our model - Actual vs Predicted Traffic. The GAT-Transformer

model (shown in blue) demonstrates a much closer fit to the actual traffic (orange line).

It tracks the traffic more precisely, closely following the peaks and valleys of the actual

traffic data. This shows that the model effectively captures both the spatial and tempo-

ral dependencies in the traffic data, resulting in more accurate predictions. While there

are minor deviations, especially in the more stable traffic periods, the model outperforms

stGNN significantly.

The LSTM model (shown in blue) in the bottom performs better than stGNN but

still lags behind the GAT-Transformer. The LSTM captures the general trend of the

traffic well but struggles to match the peaks and sharp drops in traffic.

The GAT-Transformer model provides the most accurate predictions of internet traffic

for this particular cell tower, outshining both stGNN and LSTM in predicting fluctua-
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tions and overall traffic patterns. This highlights the effectiveness of combining graph-

based attention mechanisms for spatial dependencies and transformer layers for temporal

modeling in traffic prediction tasks.

Figure 5.3: Convergence performance of our model

5.5 Conclusion

This chapter introduced a novel approach for predicting internet traffic in 6G networks

using a hybrid model that integrates Graph Attention Networks (GAT) and Transformer

encoders. The model effectively captures both spatial dependencies and long-range tem-

poral dynamics. Additionally, GA-based hyperparameter optimization is used to fine-

tune the model, improving its predictive accuracy. Experimental results show that the

GAT-Transformer model outperforms other state-of-the-art models, such as DBGRN,
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stGNN, and LSTM, with the lowest RMSE of 125.9 and MAE of 93.5, demonstrating its

superior performance in dynamic 6G environments.

The GAT-Transformer model benefits from its ability to focus on the most rele-

vant spatial neighbors through the attention mechanism in GAT, while the Transformer

effectively captures long-term traffic trends and sudden fluctuations. This makes the

GAT-Transformer highly effective in addressing the complex spatio-temporal nature of

6G traffic, a task where traditional models often struggle. Also, the integration of GA

for hyperparameter tuning ensures that the model configuration is optimized for the

best performance, eliminating the need for exhaustive manual search. This process has

proven to be efficient and effective, contributing to the model’s high predictive accuracy

and generalizability across different traffic scenarios.

In conclusion, our proposed GAT-Transformer model provides a robust and scalable

solution for internet traffic prediction in 6G networks. By combining graph-based spatial

learning with temporal modeling and automated hyperparameter optimization, this ap-

proach is well-positioned to support critical applications in 6G, such as real-time resource

allocation, congestion management, and Quality of Service (QoS) maintenance.

This chapter extends the dissertation’s central argument into the domain of predictive

resource planning. The results show that graph-based learning remains effective when the

management objective shifts from failure handling to future demand estimation, particu-

larly in settings where traffic patterns are shaped by both network structure and temporal

dynamics. At the same time, the chapter highlights an important boundary condition of

graph representation: for forecasting tasks, spatial structure must be complemented by

temporal modeling and configuration optimization to achieve strong performance. This

supports the broader thesis conclusion that GNNs serve as the unifying structural back-

bone across intelligent network management tasks, while complementary mechanisms
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such as sequence models and genetic optimization become necessary when the problem

is strongly temporal and model-sensitive.



Chapter 6

Conclusion and Future Work

6.1 Conclusion

This thesis investigated the role of Graph Neural Networks (GNNs) in intelligent network

management across three representative communication network problems: restoration

in optical WDM networks, radio link failure prediction in 5G networks, and traffic fore-

casting in 6G-oriented environments. While these problems differ in application domain,

timescale, and operational objective, the dissertation has shown that they share a com-

mon structural foundation: they all arise in communication systems whose behavior

is governed by graph-structured dependencies, evolving network state, and uncertainty.

The central outcome of this thesis is therefore not only the development of three task-

specific models, but the demonstration that graph-based learning provides a coherent and

effective foundation for intelligent network management across heterogeneous networking

contexts.

Taken together, the three studies show that network restoration, failure prediction,

and traffic forecasting can be understood as three complementary manifestations of the

same broader challenge: enabling communication networks to act more adaptively under

159
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disruption, uncertainty, and growth. In the WDM restoration problem, the objective

is reactive and control-oriented: the system must respond quickly to failure and make

effective path and wavelength decisions. In the radio link failure prediction problem, the

objective is predictive: the system must detect risk before service degradation occurs.

In the traffic forecasting problem, the objective is anticipatory: the system must infer

future demand so that capacity and resources can be allocated proactively. Although

these tasks differ operationally, this thesis has shown that they all benefit from modeling

the network as a structured relational system rather than as a collection of isolated

observations.

A key conclusion of the dissertation is that graph representation helps most when

network entities cannot be treated independently. In all three studies, the underlying

topology, spatial dependency, or interaction structure among network elements carried

information that conventional models or heuristic approaches could not fully exploit.

In optical restoration, graph-based state representation improved the ability to reason

over topology-aware recovery choices. In radio link failure prediction, graph construc-

tion enabled the model to incorporate shared weather and site relationships that affect

reliability. In traffic forecasting, graph-based spatial modeling improved the ability to

capture interdependencies across flows and network elements that shape future demand.

Across these domains, the dissertation demonstrates that the principal value of GNNs

lies in their ability to convert topological dependence into learnable structure.

At the same time, the thesis also shows that graph representation alone is not always

sufficient. The three studies indicate that graph-based learning is most powerful when

paired with additional mechanisms suited to the nature of the task. In restoration, the

problem is inherently sequential and decision-oriented; therefore, GNN-based state en-

coding must be complemented by Deep Reinforcement Learning (DRL) to support action
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selection under evolving network conditions. In failure prediction and traffic forecast-

ing, temporal dependence becomes central; thus, graph-based spatial learning must be

combined with temporal modeling mechanisms to capture how network behavior evolves

over time. In the forecasting study, Genetic Algorithm (GA)-based hyperparameter

optimization further improves the practical effectiveness of the learning framework by

adapting the model configuration to the demands of the forecasting task. These findings

suggest that GNNs should be viewed not as a universal standalone solution, but as a

unifying representational backbone that can be strengthened by task-specific learning

and optimization techniques.

More broadly, the dissertation demonstrates a progression from reactive to predictive

to anticipatory network management. The restoration study addresses how networks

recover after disruption. The failure prediction study addresses how networks anticipate

degradation before disruption. The forecasting study addresses how networks anticipate

future demand before performance bottlenecks emerge. This progression is important

because it reflects the larger shift in modern communication systems away from static,

rule-based management and toward adaptive, learning-driven control. In that sense,

the thesis contributes not only three individual technical studies, but also a broader

perspective on how graph-based intelligence can support increasingly autonomous forms

of network management.

6.1.1 Insights

Several broader insights emerge from the three studies.

First, network topology is not merely context; it is part of the learning signal. Tra-

ditional approaches often rely on handcrafted features, localized rules, or flattened rep-

resentations of network state. The work in this thesis shows that such approaches can
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miss important dependencies between links, sites, and traffic flows. By explicitly model-

ing relational structure, graph-based learning enables richer representations of network

behavior and improves adaptability across tasks.

Second, the usefulness of graph-based learning increases with system complexity and

coupling. As the number of interactions among network components grows, the limi-

tations of independent-link or independent-flow models become more pronounced. The

results across optical restoration, 5G reliability prediction, and 6G traffic forecasting

suggest that graph-based models are especially valuable in environments where local

decisions depend on broader network state.

Third, intelligent network management requires combining representation learning

with task-aware decision mechanisms. GNNs effectively capture structure, but the down-

stream task still matters. Sequential control requires reinforcement learning. Long-range

temporal dependence benefits from sequence modeling such as Transformers. Hyperpa-

rameter and architecture sensitivity may require search and optimization methods such

as GA. A major lesson of this thesis is therefore that the future of intelligent network

management lies not in a single monolithic model, but in principled combinations of

graph-based representation with problem-specific inference or control strategies.

Fourth, practical relevance depends on more than predictive performance alone.

Across the thesis, runtime, scalability, generalization, and deployment considerations

emerged as critical factors. This is particularly important because communication net-

works are operational systems, not only benchmark environments. The value of graph-

based intelligence in this context lies not only in accuracy gains, but in its potential to

support real-time or operationally meaningful decisions.
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6.1.2 Scope and Boundaries of the Thesis

It is important to clarify the scope of the conclusions drawn in this dissertation.

This thesis does not claim that a single model architecture can solve all network

management problems. Nor does it claim that graph-based learning should replace all

traditional methods in communication networks. Instead, the thesis establishes that

graph-based learning provides a strong and flexible foundation for problems in which

network structure, interdependence, and dynamic state are central to decision quality.

This thesis has several limitations that should be acknowledged. First, the studies

are evaluated in specific network settings and datasets, and performance may vary across

operators, vendors, regions, frequency bands, and evolving deployment conditions. Sec-

ond, some tasks considered in the thesis, particularly radio link failure prediction, involve

rare-event labels derived from operational records, which may introduce ambiguity and

label noise. Third, some graph constructions rely on practical surrogates for structural or

environmental dependence, such as weather-station proximity, which may not fully cap-

ture all relevant exogenous factors or localized variations. Fourth, some of the proposed

frameworks are evaluated offline, meaning that real-world deployment would still require

threshold calibration, drift monitoring, periodic retraining, and operational validation

under live conditions. Accordingly, the contribution of this thesis is best understood

as establishing and validating a graph-centered methodological foundation for intelli-

gent network management, rather than claiming a complete or universally deployable

autonomous network management solution.

6.1.3 Future Work

Several directions emerge naturally from this work. For restoration problems, future re-

search should investigate improved scalability through hierarchical learning, graph sam-
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pling, transfer learning, and parallelized training, as well as broader resilience objec-

tives such as simultaneous node and link failures and energy-aware restoration strate-

gies. For predictive reliability management, future work should focus on multi-region

validation, domain adaptation across heterogeneous networks, improved labeling with

higher-resolution timestamps and root-cause information, and the integration of ad-

ditional operational signals such as alarms, trouble tickets, maintenance records, and

configuration changes. It would also be valuable to incorporate calibrated uncertainty

estimation, risk-aware decision support, and online deployment capabilities such as drift

detection and periodic retraining. More broadly, the graph-based reliability framework

could be extended beyond weather-driven failures to other degradation modes, including

hardware aging and equipment faults, through multi-cause or multi-task learning formu-

lations. These directions would further strengthen the role of graph-based learning as a

foundation for adaptive, predictive, and operationally relevant network management.
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[12] H Pennanen, T Hänninen, O Tervo, A Tölli, and M Latva-aho. 6g: The intelligent

network of everything—a comprehensive vision, survey, and tutorial. arxiv 2024.

arXiv preprint arXiv:2407.09398, 2024.
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