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Abstract

Elliptic Curve Cryptography (ECC) was independently introduced by Koblitz and
Miller in the eighties. ECC requires shorter sizes of underlying finite fields in com-
parison to other public key cryptosystems such as RSA, introduced by Rivest, Shamir
and Adleman. Hyperelliptic curves, a generalization of elliptic curves, require decreas-
ing field size as genus increases. Hyperelliptic curves of genus g achieve equivalent
security of ECC with field size 1/g times the size of field of ECC for g < 4. Recently,
a lot of research is being focused on increasing the efficiency of hyperelliptic curve
cryptosystems (HECC). The most time consuming operation in HECC is the scalar
multiplication. At present, scalar multiplication on HECC over prime fields under
performs in terms of computational time compared to ECC of equivalent security.
This thesis focuses on optimizing HECC scalar multiplication at the point arithmetic
level. At the point arithmetic level we obtain more efficient doubling and mixed addi-
tion operations to decrease the computational time in the scalar multiplication using
binary expansions of scalars. In addition, we introduce tripling operations for the
Jacobians of hyperelliptic curves to make use of multibase representations of scalars
that are being used effectively in ECC. We also develop double-add operations for
semi-affine coordinates and Lange’s new coordinates. We use these double-add opera-
tions to improve the computational cost of precomputation for semi-affine coordinates
and that of more important main phase of scalar multiplication for semi-affine coor-
dinates and Lange’s new coordinates. We derive special addition to improve the cost

of precomputation for Lange’s new coordinates and projective coordinates.
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Chapter 1

Introduction

In this chapter first we provide the motivation for the problem studied by the thesis
and then present a summary of the contributions made and a brief description of

contents of the thesis.

1.1 Motivation

With ever increasing use of myriads of versatile communication capable digital de-
vices there is a need for efficient but secure communication. Often two or more
parties have to communicate without recourse to a secure channel for exchanging
keys. This was not possible until late 1970’s when Diffie and Hellman proposed a key
exchange protocol [12]. Before this secure communication over electronic channels
was possible only when parties to the communication agreed on a key beforehand.
In the scheme proposed by Diffie and Hellman, Alice and Bob, wanting to share a
key over an insecure channel, agree on group G of prime order p and a generator g
for the group. Alice chooses = € Z, and computes g* and sends it to Bob over the
insecure channel. Bob chooses y € Z, and computes ¢¥ and sends it to Alice over
the insecure channel. Now both Alice and Bob can compute ¢*¥ = (¢*)¥ = (¢g¥)*.
They share a secure key if it is computationally difficult to compute ¢*¥ given g¢*,
g¥ and g in the group G. The problem of finding ¢*¥ with non negligible probability
given g* and g¢¥ is known as computational Diffie-Hellman problem. A closely re-
lated problem which is known as discrete logarithm problem and at least as difficult
as the computational Diffie-Hellman problem is the computation of x given g and

T in a group G. Since the introduction of public key cryptography many schemes

g
were proposed to realize it in practice. One of the earliest systems to have been
introduced is RS A scheme due to Rivest, Shamir and Adleman [33]. It is being used

successfully for secure communication, ever since the introduction of it. Koblitz [20]

1
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and Miller [26] independently proposed use of elliptic curves for public cryptography
in 1985. Hyperelliptic curves are generalizations of elliptic curves. Cryptosystems
based on difficulty of Diffie-Hellman problem and discrete logarithm problem can be
built based on suitably chosen hyperelliptic curves. In those cryptosystems most time
consuming operation is scalar multiplication or exponentiation if the multiplicative
notation is used. The study of cryptosystems based on hyperelliptic curves is an ac-
tive area of research. In this thesis, we propose various techniques at point arithmetic

level to speed up scalar multiplication on hyperelliptic curves of genus two over prime
fields.

1.2 Hyperelliptic Curve Scalar Multiplication

Most time consuming operation for HECC is the computation £D for a divisor class
D on a suitable subgroup of the Jacobian of a hyperelliptic curve for & € Z,, where
n is the order of the subgroup. Broadly, scalar multiplication involves three levels
of abstractions. The top level is representations of scalars. The second level is the
point arithmetic level about which the thesis is primarily concerned. For example we
may represent the scalar k£ as a binary number and perform doubling and addition
operations to obtain kD. Hence efficient doubling and addition operations at point
arithmetic level are required to perform scalar multiplication. The third level can be
viewed as a composition of two sublevels. One of them is computation on a polynomial
ring over a finite field which is realized by the second sublevel of finite field arithmetic.

Each point operation is composed of finite number of field operations.

1.3 Contributions
The contributions of the thesis are as follows:

1. We introduce a new coordinate system which we refer to as semi-affine coordi-

nates.

2. We obtain more efficient traditional point formulae in semi-affine coordinates,

Lange’s new coordinates and projective coordinates.
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. Improved formulae for double-add operations are obtained for semi-affine coor-

dinates and a new double-add formula for Lange’s new coordinates is introduced.

We present, tripling formulae for semi-affine coordinates, Lange’s new coordi-

nates and projective coordinates.

Overview of Results

In this section, we give an indication of how much improvements one can expect using

our methods in various environments. As the relative costs of operation will differ

from environment to environment we do a theoretical analysis as well. Reader is

referred to Sections 5.5 and 6.5 for details.

1. We improve the precomputation cost by up to 11.4% for semi-affine coordinates

1.5

compared to that of affine coordinates. Speed up of precomputation for Lange’s

new coordinates and projective coordinates is up to 12.6%.

. We obtain up to 11.78% and 13.85% speed up on the scalar multiplication for

semi-affine coordinates (in comparison to affine) and Lange’s new coordinates

respectively

. Scalar multiplication for projective coordinates is at most 3.3% slower than that

of Lange’s new coordinates using our formulae.

Multibase methods provide speed-up up to 2.35% and 2.9% for semi-affine co-

ordinates and Lange’s new coordinates respectively.

Organization of the Thesis

The organization of this thesis as follows:

1. Chapter 2: This chapter introduces the basic concepts of hyperelliptic curves

relevant to the scalar multiplication.

. Chapter 3: We discuss the existing number representations that are relevant

to this work. In this section, we also present a brief description of various

coordinate systems and their significance.
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. Chapter 4: In this chapter we describe the methodologies we use to obtain

the formulae presented in this thesis.

. Chapter 5: We make a detailed description of formulae for the semi-affine
coordinates. We compare the costs using new techniques with those of existing

methods.

. Chapter 6: This chapter catalogues formulae for the inversion-free coordinates.
We make a comprehensive comparison of improvements made on the scalar

multiplication.
. Chapter 7: We conclude with remarks on the thesis and future work.

. Appendix A: For ease of reference, Appendix A is a collection of all the

formulae derived in this thesis. We refer to the collection in Chapters 5 and 6.



Chapter 2

Background on Hyperelliptic Curves

In this chapter, we present a brief mathematical background needed to understand
computational aspects of hyperelliptic curves relevant to their use in cryptography.
This is intended as a brief introduction. For extensive presentations refer to [6,9, 15,
17,21,22,25].

2.1 Groups

A group (G, *) is a nonempty set G with a binary operation satisfying
x:GxG—=>G

following properties.

1. Associativity: For all a,b,c € G ,ax* (bxc) = (axb)*c
2. Identity: There is a ¢ such that for alla € G, ixa=ax*xt =a

3. Inverse: For all a € G thereisaa ' € Gsuch that axa ' =a lxa=1

A Group is Abelian, if in addition, for all a,b € G a xb = b* a. If the binary
operation is denoted by +, the group is called additive and the terminology familiar
from arithmetic is used. Similarly for the case where the operation is denoted x, the

group is called multiplicative. A subgroup (#,+) of a group (G, +) is:
1. HCG.

2. (H,+) is a group with the operation + is the operation + on (G, +) restricted
to set H

Let (G,+) a Abelian group and (H, +) is a subgroup of (G, +). Then the quotient
group (Q, +¢) induced by (H,+) on (G, +) is:

5
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2.2

6

. @ set of partitions induced on G by the equivalence g; ~ g5 iff g, — g2 € H for
all g1, 92 € G. We denote by [g] the partition containing g.

. For [g1], [92) € Q the group operation is defined as:

[91] +¢ [92] = [91 + g2].

where [g] represents the partition in which g is an element.

. The operation is well defined with identity H as if:

[91] = [g2], [g3] = [94]
then
[91 +95] — [92+ g4] = [91 + 95 — 92 — 9a] = [91 — 92 + 95 — 94]
But g1 — g2 and g3 — g4 are in H. Hence [g1 + g3] = [g2 + ¢4] and identity is H.

Finite Fields

A field (F, +, x) is a nonempty set F with two binary operations satisfying:

1

. Associativity of Addition : For all a,b,c€F ,a+ (b+¢) ={(a+b) +c.

. Additive Identity: There is a 0 € IF such that foralla € F,0+a=a+ 0 =a.
. Additive Inverse: For all @ € F there is a —a € I such that a + (—a) = 0.
Commutativity of Addition: For all a,b € F,a+b=0+ a.

. Associativity of Multiplication : For all a,b,c € F ;a x (bx ¢) = (a xb) X c.

. Multiplicative Identity: There is a 1 € FF such that for alla € F, 1 X a = a.
Multiplicative Inverse: For all a € F— {0} there is an ™' such that ax a™! = 1.

Commutativity of Multiplication: For all a,b € F, a x b=10 X a.



9. Distributivity Multiplication over Addition : For all a,b,c € F , a x (b+¢) =
(a x b) + (a X ¢).

A finite field is a field with finitely many elements. Every finite field F, has ¢ = p?
elements where p is a prime called characteristic of the finite field F,. If d = 1 then
the field is classified as a prime field. An extension of a finite field I, is a field Fy
such that F;, C Fy,. An extension of I, always has order ¢’ = ¢ for some positive
integer r. For a polynomial f(z) of degree n with coefficients in F,, splitting field of
f(z) is the smallest extension of F, in which f(z) has n roots. Polynomial f(z) is
said to split in any field in which f(x) has n roots. The algebraic closure of a field
F, is the unique minimal field in which all the polynomial equations, on one variable
with coefficients in F,, split. We denote by F, the unique algebraic closure of finite
field F,.

2.3 Hyperelliptic Curves

A hyperelliptic curve of genus g over a finite field F, is a special point at infinity

denoted oo and the set of ordered pairs (z,y) € F, x F, satisfying an equation:

29
C:y*+h(@)y = f(z) = 2% + Zfixi (2.1)
=0

where
1. h(z) € F,[z] is of degree at most g.
2. f(x) € Fy[z] is a monic polynomial of degree 2g + 1.

3. There are no (z,y) € F, x F, satisfying C' and both its partial derivatives.

If the characteristic of the field is not two then y — he) is well-defined. Application

2
he)

5~ in Equation 2.1 results in:

of the replacement of y by y —

"Dy 1 hiayy - ") = p)
I GO IS L LT

2



y° = f(z) +

But deg(h(z)?) = 2deg(h(z)) < 2g. So the degree of f(:r:)ntﬁ%)E is a monic polynomial
of degree 2g + 1 since’ f(x) is a monic polynomial of degree 2¢g + 1. Hence for the case

of fields with characteristic not equal to 2 Equation 2.1 reduces to:

Cry? = f(z) (2:2)

If the characteristic, p, of the field does not divide 2g+ 1 then z — 2§ 22 is well-defined.

Substituting z = z — 52%% in the Equation 2.2, we obtain:

_ f2
y2—f($-§i‘f)

But the coefficient of 29 on right hand side is sum of coefficients of 2?9 in (z— %)29“
and fyg. This sum is zero. We observe later in section 2.10 that having fo; = 0,

speeds-up formulae for g = 2.

2.3.1 Technical Point on Point at Infinity

On the projective space there are singular points (0 : a : 0) on a hyperelliptic curve.
A technique called normalization is applied to remove singularities. The resulting
singular curve agrees with C at the affine points and has a single point at infinity [34].

For our purposes preceding definition of points on hyperelliptic curves is sufficient.

2.4 Divisors on Hyperelliptic Curves

A divisor on a hyperelliptic curve is a finite formal sum (free Abelian group) of points

on the curve. That is a divisor D is:

D:ZmpP

where only finitely many mp are nonzero. By a formal sum or free Abelian group of

points on the curve we mean:



1. Set of elements of the group is:

{ >, meP}

PeCymp€l

Where only finitely many mp are nonzero.

2. Addition is defined as :

Z mpP + anP = Z(mp +np)P

PeC PeC PeC
3. Additive identity is the element with mp = 0 for any point P € C.

4. Additive inverse of

Z mpP
is

Z (—mp)P

5. Scalar multiplication for any k € Z defined as:

kY mpP = (kmp)P

PeC PeC
6. A basis is the set of points on C.

Degree of a divisor

is defined as

The order of a point in the divisor is the coefficient corresponding to it. A zero divisor
is defined as a divisor with zero degree. We denote by Div° the subgroup of all degree

zero divisors of the vector space of divisors.
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2.5 Rational Function

A polynomial function on a hyperelliptic curve, given by equation 2.2, is defined as
a polynomial class on two indeterminates z,y under the equivalence relation induced
by the equation 2.2. Any polynomial function on a hyperelliptic curve has a unique
canonical representation of the form a(z) — yb(x) where a(z) and b(x) are univariate
polynomials. This follows from the fact that we can replace y* for k > 2 by v* 72 (z).
Applying this substitution repeatedly we can obtain any polynomial on x and y in the
above form. Uniqueness follows from the observation two representations of the same
polynomial function should differ by a a(z, y)(y* — f(z)) for some polynomial «(z,y).
Since the difference of two representations have degree with respect to y at most 1
it should be that a(z,y) = 0. Degree of a polynomial function in its canonical form
P = a(z) — yb(z) is the maximum of two times the degree of a(z) as a polynomial in
x and 2g + 1 + 2d where d is the degree of b(z) as a polynomial in x.

A rational function on a hyperelliptic curve is defined as

R(l‘, y) -

where P(z,y) and Q(z,y) are polynomial functions on the hyperelliptic curves such
that R(x,y) is defined for at least one point of the hyperelliptic curve C other than
the point at infinity. The value of a rational function R(z,y) = P(z,y)/Q(z,y) at

the point at infinity is as follows:
1. Zero if degree of the P(z,y) is less than that of the Q(z,y).

2. The ratio of the coefficients of the highest degrees if the degrees of both P(x,y)
and Q(z,y) are equal.

3. Undefined in other cases.

Divisor of a rational function on a hyperelliptic curve is defined as

Div(R(z,y)) = Zmipi - Zin



11

where P/s are zeroes of R(z,y) with multiplicity m; and Qs are poles of R(z,y) with
multiplicity n;. The degree of divisor corresponding to R(z,y) , Zf;l m; — fi Ly s
always zero by the definition of the value of a rational function at the point at infinity.

The set of rational functions on a hyperelliptic curve has following properties.

1. The product of any two rational functions not necessarily distinct is also a
rational function. Hence, the set of divisors corresponding to a rational function

is closed under group operations.

2. The divisor corresponding to a constant function is the identity element of the

free Abelian group.

Hence, the set of divisors corresponding to rational functions is a subgroup of the free
Abelian group of divisors and particularly of Div®. This subgroup is known as the
set of Principal divisors denoted by DivP.

The quotient group Jo = Div®/Div? is called the Jacobian of the hyperelliptic
curve which is also known as divisor class group. We denote the equivalence induced

by the quotient group by ~.

2.6 Semi-reduced and Reduced Divisors

A semi-reduced divisor is a divisor of the form:

Z m P, — (Z m;)oo (2.3)

Such that all m; > 0 and if a point and its involution are distinct at most one of
them has nonzero order and if they are not distinct and the point is not co the point
has as order 1. Every divisor D has a semi-reduced divisor D’ such that D ~ D'. If
the semi-reduced divisor satisfies the property that Y ;_, m; < ¢ then the divisor is
called a reduced divisor. For any divisor D there exists a unique reduced divisor D"
such that D ~ D" i.e an element of the J¢ can be uniquely represented by a reduced

divisor.
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2.7 Polynomial Representation of a Reduced Divisor

Mumford [31] showed that a reduced divisor can be represented uniquely by two
polynomials U(X),V(X) € F,[X] where:

1. U(X) is monic,

2. deg(V(X)) < deg(U(X)) < g,

3. UCOIF(X) = V(X)A(X) = V(X))

4. U(x;) = 0 for all points P, = (x;,y;) with positive order in the reduced divisor.
5. V(x;) = y; for all points P; = (z;,y;) with positive order in the reduced divisor.

This follows that if (U, V') represent a reduced divisor P, + P, — 200 then (U, —-V)
represents its additive inverse in the divisor class group. Following arguments show
that for the case degree of U is 2. Arguments for the cases when degree of U is 1 or

0 are similar.

1. U is a rational function with zeroes at P, = (x1,11), P» = (22,42), Ps =

(z1, —y1) and Py = (2, —y2)-
2. U also has as pole co with order 4.
3. —=V(z;) = —y; fori =1,2.

Cantor presented an algorithm to perform group addition in the Mumford represen-
tation [6]. Cantor’s algorithm is presented as Algorithm 1. Hyperelliptic curves,
having algebraic structures, can be used in protocols based on the discrete logarithm
problem. Their geometric structure leads to polynomial representations, hence the

scalar multiplication can be efliciently implemented on hardware and software.

2.8 Genus 2 Hyperelliptic Curves over Prime Fields in Cryptography

Divisor classes represented by U(X),V(X) € F,[X] form a finite Abelian subgroup
Jo(F,) of the divisor class group. To build secure systems using J(F,) of hyperel-

liptic curves, J¢(F,) should have a large enough prime factor in it’s order. Order N,
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Algorithm 1 Cantor’s Algorithm for Group Law (arbitrary genus g, F,)
Input: Dy = (ug,v1), D2 = (ug,v2),C : y* = f(z)
Output: D3 = (u3,vs) reduced with D3 = Dy + Ds
1. di = ged(ug, ug) = erug + exus

v=u,v=1
. until deg(u) < g
. u3 = monic form of v, vz = v/

2.d= ng(dh V1 + ’Uz) = Cldl + CQ(’U1 + U2)
3. 51 = c1eq, 83 = C1€2, S3 = Cg
A, gy — Yiuz  s1vavitsougur tss(vive+f(2)

. =2,
5. repeat
6. u = ——~f(z)_”2, v = —v (mod v')

u

7.
8
9

of the Jeo(F,) a of hyperelliptic curve over F, satisfies following inequality:
(" = 1)% < N, < (g2 + 1) (24

If k-bit field results in a group of order ny for elliptic curves and %—bit field results in

a group of order n & for hyperelliptic curves of genus 2 then:

and

This implies that it is sufficient to use appropriately chosen hyperelliptic curve of
genus two over field of size half of that of elliptic curves for equivalent security.
Cantor’s algorithm is not efficient enough to be practical. Harley published very
efficient algorithms distinguishing cases and eliminating redundant computations [15,
17]. More details on Cantor’s and Harley’s algorithms can be found in [9, 22, 35].
Harley’s algorithms for doubling operation and addition are presented in Algorithms
2 and 3. Explicit formulae derived from Harley’s algorithms [22] for the frequent

cases are presented in Tables 2.1 and 2.2.
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2.9 Different Cases

Almost always, the polynomial U representing a divisor is of degree two whereas poly-
nomial V' is of degree one with ged(U, V') = 1 for curves with cryptographically useful
parameters. For the frequent case of addition of (U, V1) and (Us, V2), ged(Uy, Us) = 1.
If s; = 0 then U polynomial of the result is of degree one where S = s1z + 59 (Al-
gorithm 2). Usually s; is nonzero. We consider only the frequent cases in our
discussions. Less frequent cases are analyzed extensively in [14] and [22]. Frequent
cases almost always occur for curves with field size useful for security applications.
We observe that tests for categorization of the cases are performed as a part of the
formulae hence categorization does not require additional operations. A cryptosys-
tem may be implemented without dealing with infrequent cases by implementing it
to choose another random scalar and perform the protocol whenever infrequent cases
occur without performance penalty on average. We also assume h(z) = 0 and the

coefficient of z* in f(x) is zero.

2.10 Explicit Formulae from Harley’s Algorithms

Explicit formulae derived from Harley’s algorithms [22] for the frequent cases are
presented in Tables 2.1 and 2.2.
2.10.1 Doubling Formula

We give a description of doubling formula presented in Table 2.1. Reader is referred

to Harley’s algorithm for doubling (Algorithm 3 in page 16) as well.

1. Step 1: 2V] is computed.

2. Step 2: Resultant r of V; and U is computed. r = 0 then ged(Us, Us) is not
one and the case is not the frequent one. The resultant r is the determinant of

the linear system obtained by the following polynomial identity:

2‘/1(7,1X + 20) - i1(2U11)U2 =1

3. Step 3: Pseudo-inverse I = i; X + o = (r/2V}) (mod U;) is computed.
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4. Step 4: Exact division of {f(X) — V}?) by U; followed by modular reduction by
U;. We observe that having f; = 0 speed up formula.

5. Step 5: S = rS is computed. If s§ = 0 then resulting divisor will have U

polynomial with degree strictly less than two.

6. Step 6: Monic form S” of S = ;X + sg = K/2V; (mod U;) for obtaining Us.

and s; required for deriving V3 is obtained.

7. Step 7: Monic form L’ of L in Harley’s algorithm for doubling Algorithm is
computed (Algorithm 3 of page 16).

8. Step 8: Us is computed by observing that we are required to compute only the
first three leading coefficients of monic form of K — S(SU; +2V}). This step for
doubling is more efficient than that of addition by the fact that U3 = S "2+%.

1

9. Step 9: Vj is computed as —Vj + sy (— L' (mod Us)) for efficiency.

2.10.2 Addition Formula

We give a description of addition formula presented in Table 2.2. Reader is referred

to Harley’s algorithm for addition (Algorithm 2 in page 16) as well.

1. Step 1: Resultant r of U; and U, is computed. If » = 0 then ged(U;, Us) is not
one and the case is not the frequent one. The resultant 7 is the determinant of

the linear system obtained by the following polynomial identity:

(U = Uz) (1. X +ip) — i1{u1n — ug)Ua =1

2. Step 2: Pseudo-inverse I = i1.X + ig = (r/(U1) (mod Uy) is computed.

3. Step 3: S =rS = ry%lvl (mod Uj) is computed. If s§ = 0 then resulting

divisor will have U polynomial with degree strictly less than two.

4. Step 4: Since monic S” form of S = ;X + 5o = K/2V; (mod U;) for obtaining

Uz and s; required for deriving V3 is obtained.
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5. Step 5: Monic form L' of L ,in Harley’s algorithm for addition Algorithm, is
computed (Algorithm 2 of page 16).

6. Step 6: U; is computed by observing that we are required to compute only the
first three leading coefficients of monic form of K — S(SU; + 2V}).

7. Step 7: V3 is computed as —V; + s1(—L' (mod Us)) for efficiency.

Algorithm 2 Harley’s Algorithm for Group Addition (¢ = 2, F,, p > 2 a prime,
h=0)
IHPUt: Dl = (Ulv‘/l)a D2 = (U27‘/2)>C : Y2 = f(X)

Output: D3 = (Us, V3) reduced with D3 = Dy + D»
SOV

1. K = ~—— (division)

2. S=51X + 59 =24 (mod Uy)
3. L=SU;

4. Uz = ﬁl{%ﬁﬂd (division)

5. make Uz monic

6. V3 = —(L+ V1) (mod Us)

Algorithm 3 Harley’s Algorithm for Group Doubling (¢ = 2, F,, p > 2 a prime,
h=0)

Input: D; = (U;,1)C : Y? = f(X)

Output: Dy = (Uz, V,) reduced with Dy = 2D,

1. K = 19°% (division)

make Uy monic

Vo = —(L+ V1) (mod Us)

2. S=5 X4+ = %{,1— (mod Uy)
3. L=2SU,

4. U, = K;S%Lli—gm (division)

5.

6.

2.11 Summary

In this chapter, we presented a brief discussion of the algebraic aspects of hyperel-
liptic curves relevant to their use in cryptography. Efficiency of scalar multiplication
depends on the representation of scalars in addition to the efficiency of group oper-
ations. In the next chapter, we briefly review material relevant to representations of

scalars.



Table 2.1: Doubling Formula for Affine Coordinates

Input:Genus 2 HEC C:Y? = f(X)

F=X5+ X3+ X2+ 1X + fo

(U1, V1) where Dy = (Uy, V1) is a reduced divisor
Uy = X2+ unX + wp, Vi = v X +ugo

Output: D3 = 2D, where D3 = (Us, V3) is a reduced divisor
U3 = X2 + U31X + 'U/30,VEJ, = U31X + V39

Step

Expression

Cost

Compute V' = 2V; (mod Uy)

/] /
U1 = 21}11, Vg = 21)10

Compute resultant r of V' and U’

2 .2 . _ /
Wy = V7, W1 = Uy, W = 4w0, W3 = U111V
r = upws + vj(uy — ws3)
if » = 0 then different case

3M+2S

Compute pseudo-inverse I = ig + i1z = r/2V’ (mod U;)
il - —Ui,io = ’U6 — W3

Compute k = (f — V2) /U, (mod Uy) = ki X + ko
w3 = f3 + w1, ws = 2uq9, k1 = 2wy + w3 — wy
ko = u11(2wy — w3) + fo — wo

1M

Compute S’ = kI (mod Uy)

Wy = koio, wy = k‘lil

Sll = (’L() + 11)(]{70 + k‘l) — Wy — w1(1 + Ull)
Sp = wo — uew; if 87 = 0 different case

5M

"o — ! !
Compute ’S =X +sp/s1 =X —F’(so/s1 and s;
— - _ 2 _
wo = 1/(8;7),w1 = Wer,way = WeS;” = S1
— — — a2 & — o
wy = rw; (= 1/s1),wq = w3, 85 = spw

[+5M+28

Compute L = SUy = X3 + 1, X2 + 1, X +1
ly = w1 + 85,0, = uusg + 19, l'1 = U108y

2M

Compute Us = (S(L +2V}) — K)/U' = X* + uz; X + usg
Ugg = 532 + 2viws + 2ugwy
Uzl = 256’ — W4

2M+1S

Compute V3
7 !
wo = ly — u31, w1 = Uz wWp + uzo — l171131 = WW2 — V11
7
wy = UsoWp — lg, V30 = WiWy — Vg

AM

Total Cost : I+22M+5S

17



Table 2.2: Addition Formula for Affine Coordinates

18

Input:Genus 2 HEC C:Y? = f(X) Cost
f=Xo+ X4 X0 4 XA
(U1, V1) where D; = (U, V1) is a reduced divisor
reduced divisor Dy = (Uy, V3)
Uy = X? +unX + wo, Vi = vz + vio
Uy = X? + un X + ug, Vi = va1x + va
Output: (Us, V3)
where D3 = (Us, V3) = D; + Dy is a reduced Divisor
Us = X? 4+ uzi X + ugo, Vs = vs1 X + v3o
Step | Expression Cost
1 Compute the resultant r of Uy, Us : 4M+1S5
t1 = u11 — a1, fo = Uzp — Uyo, L2 = L1y + to,
T = tQto + t%um
if 7 = 0 then different case
2 Compute almost inverse of U; modulo U; 2M
il =1y, io =ty
3 Compute S’ = §/ X + sp = (Vi — V5)/U; (mod Us): 4M
Wo = V10 — V20, W1 = V11 — V21, W2 = toWo, W3 = L1W
5o = Wy — ugows, sy = (io + 11)(wo + wy) — we — ws(1 + u11);
If s§ = 0, different case
4 Compute S" = X + s9/s1 = X + sp/s}, and 1/s; 1I+3M+2S
wo = (rs)) " wr = rwe,wy = sPwg
w3 = TW,We = W3,8; = Shwy
5 Compute L” = S'U; = X® + L,X? + 1, X + 1, 2M
l,2 = U9y + SIOI, lll = qusg + U9g, lll = Ulosg
6 Compute Uz = (S(L +2V;) — K)/Uy = X? + u} X + u{: 3M
Uzp = (Sg/ —u1y)(8g — t1) — w10 + I + 2vp1ws + (g + Uz )wy
U3y = 285 — L1 — Wy
7 Compute V3 4M

! 7
Wo = ly — Uy, w1 = UsiWo + Ugp — Iy, V31 = WiwWa — Va1
7
W; = UgoWp — lo’ Uzp = WiWa — Uy

Total Cost: I+22M-+3S




Chapter 3

Number Representations for Efficient Scalar Multiplication

In this chapter, we introduce number representations used to decrease computational

time of scalar multiplication on the Jacobian of hyperelliptic curves.

3.1 Binary Representation

This form of representation and its usage for scalar multiplication has been known
for more than 2000 years [9]. We present left-to-right and right-to-left binary scalar
multiplication algorithms as Algorithms 4 and 5. The Number of doubling opera-
tions is approximately logz(k) for both algorithms. The expected average number of

additions is the average Hamming weight of the binary representation and is zlogs (k).

Algorithm 4 Left-to-Right Binary Scalar Multiplication
Input: An element D of a group G and a non-negative integer k = (k;_1 -~ ko)
Output: The element kD € G
1: D =1i=1-1
2: while 71 > 0
3: D' =2D
4: if k;,=1then D'=D + D’
5.
6
7

i=1—1
: end while
: return [/

3.2 Non Adjacent Form (NAF) and Multibase Representations

An odd integer is either 1 (mod 4) or —1 (mod 4). The additive inverse of divi-
sor class represented in Mumford form as (U,V) is (U, —V). Preceding fact can be
utilized to decrease the number of additions in scalar multiplication without precom-

putation. General idea of this method was introduced by Brauer [5]. The idea is

19
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Algorithm 5 Right-to-Left Binary Scalar Multiplication

Input: An element D of a group G and a non-negative integer k = (kj_1 -+ - ko)
Output: The element kD € G
1: D'=1,D"=D,i=0

2: whilei: <l -1

3 if kK, =1then D' =D + D"
4: D'=2D"i=i+1

5: end while

6: return D’

to represent a positive integer on a base 2% where w is called window size. If an
integer k£ is a (mod 2%) then it is also (a — 2*) (mod 2*). Hence windowed-NAF
representation of window size w can be used for scalar multiplication on Jacobians of
a hyperelliptic curves using only 2*~2 precomputed values. Bosma [3] made precise
analysis of density for w = 2. The density is 1/3 on average. In general, windowed
NAF with window size w has density —uﬁ on average. More details of NAF and
windowed-NAF can be found in [1-3,5,7,8,10,18,29,30,32]. Longa and Miri [24] gen-
eralized this method for more than one base. We present their most general recoding
algorithm and corresponding scalar multiplication algorithm in Algorithms 6 and 7
respectively. They refer to their representation as extended windowed multibase NAF
(ex-wmbNAF). Longa and Miri [24] showed that addition is performed only if the
scalar is not divisible by any b; for all j such that w; > 0. Hence the precomputed
points needed are {nP :1 <n < b/2and b; {n for all 1 < j < J such that w; > 0}
where b = [, b}".

=19

w-NAF corresponds to base set of singleton 2 with weight w. We denote by
(b1, by, - - - by)-ex-wmbN AF,,, 4.y, With base set {by,bs,---b/} with each b; having
weight w;. Longa and Miri use the terminology wmbNAF' for the case with b; = 2
and w; = 0 for i # 1. We use only restricted case of these representations with
Il =2,b =2, by =3 and w, = 0 and we denote that case by (2,3)-wmbNAF,,
where w; is the weight of base two. Using Markov chains, [27] Li and Miri established
the nonzero density and the average number of times each composite operation is
performed. Table 3.1 presents the average number of doubling operations, tripling

operations and additions needed to be performed for (2,3) — wmbN AF,, for 256-bit
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scalar.

Algorithm 6 Algorithm For ex-wmbN AF Multibase Recoding
Input: Scalar k

Bases B = (by, by, - ,by), is an ordered set of prime numbers
Window set W = {wy,ws, -+ ,wy} is an ordered set of non-negative integers
b= HJ:J b

J=1"

Output:k = (ki ki—1,- - , ko). ki = (di,r;) where |d;| < [[/Z] b;”
b; does not divide d; for all 1 < j < .J such that w; >0,
r; € Band k= Zizé P .
1.=0
2.While £ > 0 do
Find the first j such that b;|k and set r; = b;,d; = 0,k = k/b;
If there is no j such that £ (mod b;) =01<;<J
d; = k (mod b)
If (d; > w/2) then
di=b;—b
end if
k=k—d;
10. end if
11. klz(dl,rl),z:z—l-l,
12.end while
13.Return (k;_1, ki—o, -+ , k1)

©PNSD oW

Algorithm 7 Algorithm for Extended wmbN AF Method for Scalar Multiplication
Input: P, (k;, ki—1, - , ko) and d;P where k; = (d;,r;) 0 <i <1
Output: kP where k = Z;ié ;TS v
1.0=0
2.For i = [ down to 0 do
3. Q = TiQ + d,P
4.end for
5.Return Q)

3.3 Different Systems of Coordinates

Field inversions are necessary for obtaining results of point operations. But they
are hard to implement in hardware and have high computational cost in software

implementations. Weighted coordinate systems are used to eliminate inversion of
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Table 3.1: Number of Different Operations for 256-Bit Scalar using (2, 3) —wmbN AF,,

Weight of 2(w)

No. of Doublings

No. of Triplings

No. of Additions

2

202.5

33.7

67.5

3

213.7

26.7

53.4

field elements in the point operations. A reduced divisor (U, V) is represented in

various coordinates as follows:

1. Affine Coordinates : (U, V)

2. Semi-Affine Coordinates (Introduced in this work): (U, ZV, Z,z = Z?)

3. Lange’s New Coordinates:(Uz, VZ3Z,, Z1, Zo, 21 = Z2, 20 = Z2)

4. Projective Coordinates:(UZ,V Z, Z)

3.4 Summary

In the previous chapter, we reviewed algebraic aspects of hyperelliptic curves. In this

chapter, we presented a discussion on representation and manipulation of scalars.

Having presented the necessary background, in the subsequent chapter, we describe

the existing and new techniques we use to obtain eflicient point formulae.



Chapter 4

Description of Techniques Used In Deriving the Formulae

In this chapter, we describe the existing techniques and the new techniques we use
to obtain point operations in Chapters 5 and 6. Computation on the Jacobian of
a hyperelliptic is performed using Mumford representation of its elements. Mumford
representation of an element of the Jacobian is a pair of polynomials. Hence group op-
erations on the Jacobian is efficiently performed using modern methods of computer
algebra. Systematic techniques achieving asymptotically tighter bound are used both
directly and by adapting to the special case of small degree polynomial computa-
tion arising in the practical hyperelliptic curve cryptosystems. First we survey the
existing techniques: Karatsuba multiplication, Montgomery simultaneous inversions,
techniques for efficient polynomial division and side-stepping reduction of intermedi-
ate V polynomial for the computation of double-add and tripling operations. Next
we introduce new techniques: Computation of modular fraction, computing V' with
weight instead of exactly, computing the U polynomial of the result of tripling oper-

ation modulo the U polynomial of the divisor class being tripled.

4.1 Existing Techniques

4.1.1 Karatsuba Multiplication

Karatsuba multiplication of polynomials, introduced in {19], is a technique now widely
used to trade more expensive field multiplications for less expensive field additions.
The product of a pair of degree one polynomials ax + b and cx + d is computed as

follows [22]:

(az + b)(cx + d) = abr® + ((a + b)(c + d) — ab — cd)x + cd

23
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This saves one multiplication at the expense of two subtractions and one addition.
Similar technique is applied to reduce a degree three polynomial modulo degree two
polynomial. We perform that computation as follows:

(ax® + bx? + cx + d)

= (¢ — (u1 + wo)(a + (b — ura)) + ura + uo(b — w1a))x + d + uo(b — usa) (mod U)
where

U=2x*+wuz+u

4.1.2 Montgomery’s Simultaneous Inversions

Montgomery [28] introduced the following method for inverting simultaneously n field

elements {a;, : 1 <i < n}:
1. Compute A, = []_, a;
2. Invert A, to obtain I,
3. Repeatedly compute i, = a;' by computing from r = n to r = 2:

(a) i = Arily

(b) Ir—l = arIr

(c)r=r—1
We perform n — 1 multiplications to compute A,. The cost for computing I, is
one inversion and further n — 1 multiplications and cost for computing 7, is n — 1

multiplications. So the total cost is 1/ + 3(n — 1)M on average where I denotes the

average cost of the inversion and M stands for the average cost of the multiplication.

4.1.3 Exact Division by a Polynomial

Exact division of a degree three polynomial by a monic polynomial of degree two is

performed as follows [22]:

1. We obtain the polynomial equation:

(ax® + bz® + cx + d) = (1 + o) (2% + waT + up)
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2. By equating coeflicients we obtain:
@ =a

go=b—qu;

This method can be extended to division of degree five polynomial as follows.
(ax® + ba* + ca® + dx? +ex + f) = (g32® 4 @22’ + & + qo)(2? + wix + up)

gs = a
g2 = b — q3uy
G1 = ¢ — g3 — @2u1 = ¢ — (g3 + q2)(ug + u1) + gzu1 + Gausg

o =d — quo — q1uz

4.1.4 Computation of Double-Add and Tripling without Computing In-

termediate V

In [13] Eisentrager, Lauter and Montgomery introduced a technique by which double-
add operation can be sped up by not computing y—coordinate of intermediate result of
double-add operation while performing double-add operation as two additions for the
elliptic curves. Fan and Gong [14] adapted this technique to genus two hyperelliptic
curves over prime fields in the affine case. We use that technique for semi-affine as

well as inversion-free coordinates. Following lemma is central to their method.

Lemma 1. Let C' be a genus 2 HEC over I, given by,
C:Y?= f(X) (4.1)

where f(X) = X° + fuX* + X3 + o X2 + fiX + fo € F,[X]. Assume that
D, = [U,Vi),Dy = [U, V2] and D' = [U',V'] = D; + Dy are reduced divisor
classes in the Jacobian Jo(Fy) of C and satisfy that Uy, Uy and U’ are quadratic, and
ged(Uy, Uy )=ged(Uy, U’ )=1. Let S and S satisfy the congruent relations: S = VZ—JVL

1
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(mod Uy) and S = V'U;lvl (mod U’), then the following modular identity holds.
S=-S—"— (modU"). (4.2)

Using Lemma 1, we obtain efficient double-add and tripling operation.

4.2 Techniques Introduced In This Thesis

4.2.1 Computation of Fraction of Polynomials Modulo another Monic

Polynomial

To compute S = s1z + sp = (ax + b)/(cz + d) (mod z® + w1z + up), we proceed as

follows

1. We obtain a polynomial equation for S

ax + b= (cx + d)(517 + s0) — 81(cx® + cuyx + cug)
2. By equating the coefficients, we obtain the following linear system on sy and s;
dsg — cugsy = b

cso+ (d—cur)sy =a

We use two multiplications for computing coefficients.

3. We use the Cramer’s rule to to solve the linear system up to a factor of deter-

minant at a cost of six multiplications.

Traditionally, resultant method is used to obtain the pseudo-inverse I of cx + d
up to the factor of resultant r at a cost of three multiplications and a squaring
operation [22]. rS is obtained by using Karatsuba multiplication of I and ax + b
followed by modular reduction at a cost of five multiplications. Our method saves

one squaring operation.
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4.2.2 Computing V with a weight

In the Mumford representation (U, V') of divisor D, U is always monic and V' is almost
always not monic. Hence computing U up to a constant substantially increases the
multiplications needed. We observe from Harley’s algorithms presented in Algorithms
2 and 3 that computation of the first polynomial of Mumford representation does not
require the values of sy or sp where S = sz + sp. Also computation of (1/s;) times
the second polynomial V also does not require the values of s; or sq. Hence, we use a
technique of computing V' = V//s; instead of V' of the result of addition or doubling
operation. This introduces extra three multiplications for normalization. But we
save on the overhead involved in computing two inversions needed for computing
S1, S0, So/ 81, 1/s1 using Montgomery’s simultaneous inversions [28]. Further saving is
introduced by the simplified modular reductions of S"U; + V; where S is the monic

form of S.

4.2.3 Computing U; modulo U; and adjusting Us

We observe that in the Harley’s algorithm for addition and doubling used to obtain

tripling:

sS2ULUy = K — S(SU, +2V)) (4.3)
and

52U,U; = K — S(SU, + 2W)) (4.4)
where

1. Dy = (Uy, V1) is the divisor being tripled
2. D2 = (Ug,vvg) = 2D1

3. D3 = (U3,V},) = 3D1

_ X

5. 8= % (mod Uy)

6. S =Y (mod Us)
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We subtract 4.3 from 4.4 to obtain:
52U Us — s2U0U, = S(SU, + 2V) — S(SUL + 2V4) (4.5)

Hence we obtain in the case of ged(Uy, Uz) = 1:

2(5 — S5

g%Ug - U2

(mod Uy) (4.6)
In the case of inversion free coordinates, normalization results in several multiplica-
tions in the last step of computation of Us;. We observe that computing a weighted

uzg — U1 using the above identity saves on that overhead.

4.3 Summary

This chapter surveyed existing techniques and introduced new techniques at the point
arithmetic level used in the thesis to speed up scalar multiplication on the Jacobian
of hyperelliptic curves. One of the techniques, computing weighted V', leads to a
coordinate system which we refer as semi-affine coordinates. This is the simplest
coordinate system apart from affine coordinate system. In the next chapter we derive
formulae for semi-affine coordinate system and compare the cost with new methods

for semi-affine coordinates against existing methods for affine coordinates.



Chapter 5

Scalar Multiplication on Semi-Affine Coordinates

In this chapter, we present more eflicient traditional formulae and new compos-
ite formulae in semi-affine coordinates using techniques presented in Chapter 4.
The coordinate system we use is slightly different from the traditional affine coordi-
nates. We represent a reduced divisor (U, V) in semi-affine coordinates by the tuple
(U, Z5V, Zy, 2o = Z3) where Z, is a weight value. We first derive formulae for tradi-
tional operations of doubling and mixed addition. Then we improve the double-add
formulae presented by Fan and Gong [14]. Finally, we obtain triplings to make use of
the multibase representations introduced by Longa and Miri [24]. We obtain up to
11.78% speed up for scalar multiplication using binary expansions of scalars. Appli-
cation of multibase methods using tripling formula derived in this work results up to
2.35% speed up compared to binary methods using formulae obtained in this work.
Reader is referred to Section 5.5 for the environments considered for the comparison

and for the analytical comparison.

5.1 Doubling

Our doubling formula, presented in Table A.l in page 82 for the semi-affine coor-
dinates costs one inversion, twenty multiplications and four squaring operations. In
comparison to existing doubling formula in affine coordinates [22] due to Lange(2003),
we save two multiplications and a squaring operation. We derive our formula from
Harley’s Algorithms presented in Algorithm 3 and explicit formula presented in Ta-
ble 2.1. The input is a divisor class represented as (U1, V) = Z13Vi, Z1a, 212 = Z%)
where Dy = (Uy, V1) is the corresponding reduced divisor. The output is a reduced
divisor Dy in the form of (Uy, Vo = Zay Vo, Zap, 209 = Z2,) where Dy = 2D; = (Us, V3).

1. We compute V' = 2V] in step 1 of Table A.l.

29
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2. We compute kyz + ko = K (mod U;) where K = (21of — V;2)/U, in steps 2-3
of Table A.1.

We obtain k; and kg as follows:
k?l = (BU%I —+ f3 - 2U10)212
ko = (uni(duro — f3 — uiy) + fa)z1z — v

3. We compute 5" the monic form of S = s1z + sp and Zgy = 1/s1 in steps 4-5 of
Table A.1).

We set up a linear system of two equations given by:
C(klflf + ko) = (.77 + Sg)(?Vi) - 2’(711U1

on two variables ¢ and s, . For the computation of S = K/2V; (mod U))
we use K (mod U;) with weight 212 and the denominator with weight Zi,.
Hence ¢ = 1/(Z1281). We obtain d,dc = d/(Z12s;) and dsg at a cost of eight
multiplications using Cramer’s rule. If d and/or ¢ is zero then we use the
Cantor’s algorithm given in Algorithm 1. We invert d to obtain 7 = d~!. Using
the inversion i of d, we compute ¢ = 1/(Z1251) = (d/(Z1251))i and s{ = (dsy )i at
a cost I + 2M. With an additional 1M, We obtain Zyy = 1/s; from 1/(Z1251).
We compute V; = Vi /s1 = (V1)(1/(Z1251)) at a cost of 2M in step 6 of Table
Al

4. We perform computation of U; in step 7 of Table A.1.

Using the expression given in Table 2.1 [22], we compute U, as:
Ug1 = 28,0/ — 299

"
2 —
Ugo = S + 2011 + 2uq1 292

using 1M + 15.

5. We derive Vi = ZyVo = —S"U; — V; (mod U,) in step 8 of Table A.1)
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The cost for this step is 3M.

Vo==S"Uy +8Us + (wis — un)Uz — Vi

"

To1 = (8g — ua1)(u21 — u11) + ugo — U0 — U1

Ugg = 53 (U20 - U10) + (Uu - U21)(U20) — U1o

5.2 Mixed Addition

We derive an explicit formula for mixed addition on semi-affine coordinates using
Harley’s Algorithm for addition presented in Algorithm 2 and explicit formulae for
addition given in Table 2.2. We are given two divisor classes D; and Dy and we

compute D3y = D1 + Dy. The inputs and the output are in the following form.
L. (U, Vi = Z1osVh, Z13, 21 = Z2) where Dy = (U, V) is a reduced divisor.
2. Dy = (U, Va) is a reduced divisor.

3. D3 = (U3,‘73 = Z32‘/3,Z32,232 = Z§2) where D3 = D1 + D2 = (Ug,vz;) is a

reduced divisor.

The cost of the new formula, shown in Table A.2 of page 83, is one inversion,
twenty multiplications and a squaring operation. We save two multiplications and

two squaring operations compared to existing addition in affine coordinates.

1. We normalize V5 with respect to V; in step 1 of Table A.2.

By using two multiplications, we compute V; = Z15V5.

2. We compute S” the monic form of S = s;2 + so and Zoy = 1/s1 in step 2 of
Table A.2.

We set up a linear system of two equations given by:
C(f/g - ‘71) = (l‘ + Sg)(Ul - Ug) et (Un t Uu)UQ

on two variables ¢ and s, . Since for the computation of S = (V3 — V3)/U;

(mod U,) we use (V5 — V;) with weight Z;5 and the denominator with weight
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1, it follows that ¢ = 1/(Zy35,). We obtain d,dc = d/(Z13s;) and ds, at a
cost of eight multiplications using Cramer’s rule. If d and/or ¢ is zero then
we use Cantor’s algorithm (Algorithm 1). We use the inversion i of d to
obtain 1/Z1981 = (d/(Z1251))i and s§ = (dsy)i at a cost of I + 2M. With
one multiplication, Zs» = 1/s; is derived from 1/(Z13s1). We also compute

739 = Z3, using 18.
. We obtain V; = V;/s; = (V1)(1/(Z1251)) at a cost of 2M in step 3 of Table A.2.

. For the computation of Us we use the expression given in Table 2.2 [22] with

some optimization (Step 4 of Table A.2).
uz) = 288 + (u11 — ug1) — 232

Uzp = 38(58 + 2a19) + w10 — Uz — Un1(Ur1 — Ui2) + 2011 + Zo2(Un1 + U12)

Since we have computed 295 and gy (111 —u2;1) (when we computed linear system

parameters), this step costs 2M.

. We obtain Vj in step 5 of Table A.2. This step is similar to the corresponding

step of the doubling formula. We perform the computation of V3 as follows:
VE; = "-S”Ul -+ S”Ug -+ (Ull — U31)U3 — ‘71

V31 = (Sg — ug1)(usr — 1) + Use — Uso — V11

1

Us0 = Sg(uso — u10) + (w11 — u31)(uso) — V1o

5.3 Double-Add Operation

We derive two formulae for double-add operation, one requiring two inversions and

another requiring only one inversion. The second formula trades an inversion for a

few multiplications in comparison to the first formula. The input divisors and the

output divisors are represented as follows.

1. (U, Vi = Z13Vi, Z1g, 219 = Z2,)) where D) = (Uy, V) is a reduced divisor.
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3.
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Dy = (Us, V) is a reduced divisor.

(Uy, Vs = Z4oVy, Zag, 245 = Z3%,) where Dy = Dy + Dy = (U4, Vy) is a reduced

divisor.

5.3.1 Double-Add Operation with Two Inversions

We obtain a formula costing two inversions, thirty-six multiplications and two squar-

ing operations. The formula is presented in Tables A.3 and A.4 of pages 84 and 85.

Compared to the formula given in [14], we save six multiplications and three squaring

operations.

1.

3.

4.

We normalize V5 with respect to V; in step 1 of Table A.3.

At a cost of two multiplications we compute V, = Z;,Vs.

. We compute S” the monic form of S = sy + §p and Zyy = 1/s1 in step 2 of

Table A.3.

We set up a linear system of two equations given by:
C(‘72 — ‘71) = ([E + Sg)(Ul - UQ) — (Un — ulg)UQ

on two variables ¢ and s, . For the computation of S = (Vo — V;)/U; (mod Uy)
we use (Vg — ‘71) with weight Z15 and the denominator with weight 1. Hence
¢ is equal to 1/(s,Z;5). We obtain d,dc = d/(Z1251) and ds, at a cost of eight
multiplications using Cramer’s rule. The inversion i of d is used to obtain
¢ = 1/(Z1281) = (d/(51Z12))i and sj = (dsp)i at a cost of I + 2M. With
an additional 1M, Zy = 1/s; is computed from 1/(Z;2s,). We also compute

299 = Z3, using 18.
We adjust Vi = Vi/s; = (V1)(1/(Z1251)) at a cost of 2M (Step 3 of Table A.3).

For the computation of U;, we use the expression given in Table 2.2 [22] with

some optimization (Step 4 of Table A.3):

"
uzr = 289 + (U131 — U21) — 220
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u30 = So(Sg + 2a10) + aoo — u2n (U117 — ur2) + 2011 + 222(ur1 + wi2)

Since we have computed 222 and us;(u11 — u21) (when we computed the linear

system parameters), this step costs 2M.

. By applying Lemma 1, we compute the S as (Step 5 of Table A.4):
(1/Z5)8 = =S —2V1/U;  (mod Us)

We set up a linear system to find T = = + {// the monic form of (—2V}/U)
(mod Us)) as

*‘612‘_/1 = (17 + F()/)(Ul - U3) - (Un - U31)U31
and solve to obtain d’,& = d'@ and #' = d't,. If d'@ is zero, then we apply
Cantor’s algorithm. Otherwise we proceed to perform normalized addition:

~1rt

G 'S T X 1)
i-d &
dé =&
T = By - sl
Next step is to invert d and obtain & and 55- We also compute Zj3 = d¢Zsy and
z42 = Z3,. The cost of this step is one inversion, twelve multiplications and a

squaring operation.

. After adjusting V; by : vV, = Vi/s1 = Vié, we compute Uy and Vj as follows
(Steps 6-8 of Table A.4):

M
usy = 255 + (u11 — us1) — 242

w40 = 5o (8g + 2(usz1 — ug1)) + w10 — uso — uzy(u1y — uz1) + 2011 + 2a2(u11 + uz1)

Vi=-85"U1+8"Us+ (u1 —ua)Us — V4
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7

U1 = (50 - U41)(U41 - U11) + Ugp — Uro — V11

Tgo = 58 (ug0 — u10) + (w11 — ua1)(Us0) — V1o

5.3.2 Double-Add Operation with One Inversion

We derive a formula costing one inversion, forty-five multiplications and four squaring
operations. The formula is shown in Tables A.5 and A.6 of pages 86 and 87.
Compared to the formula given in [14], we save eleven multiplications and three

squaring operations.

1. We normalize V, with respect to V; in step 1 of Tables A.5 and A.6.

At the expense of two multiplications we compute V, = Z;, V3.

2. We obtain S”, the monic form of S = s,z + sg, and Zyy = 1/s; in step 2 of
Tables A.5 and A.6.

We set up a linear system of two equations given by:
c(Va = W) = (z + 50)(Ur = Us) — (usy — wr2)Us

on two variables ¢ and sy. c is equal to ¢;/(Z12s1), because for the compu-
tation of S = (Vo — V4)/U, (mod Uy,) we use (Vo — V1) with weight Z;, and
the denominator with weight 1. We obtain d,¢’ = d/(Z135,) and s = ds, at
a cost of eight multiplications using Cramer’s rule. In addition we compute

d = dCI,Zgz = C/Zn and 232 — Z322

3. We adjust Vi = (d?V})/s; = d'V; at a cost of 2M (Step 3 of Tables A.4 and
A5).

4. We obtain D = d? and DU, in step 4 of Tables A.5 and A.6.
D = dz, ’u/21 = DU21, U,IZO = Du20

The cost for this step is two multiplications and a squaring operation.



36

5. Instead of Us we compute D(Us — Uy) = ujyx + ujyy where D = d? in step 5 of
Tables A.5 and A.6.

"

7 !
W1 = dSO ,U31 = 2W1 — U21 — Z32

"

Uy = So - + (2W1 — uhy)(urr — ug1) — ubg + 42011 + 232(w1r + Uo1)

We use two multiplications and a squaring operation.

6. By applying Lemma 1, we compute the S as (Steps 6-9 of Tables A.5 and A.6):

’

(1/Z33)S = —=dS" — 2V, /U, (mod Us)
First we compute (V] — V3)/U; (mod U;). We observe that:
(Vi = V3)/Us = S 4+ upn —uz —2Vi/Us  (mod Uy)

from the fact that:

V3 =-SU, + SU3 + (Un — U31)U3 -V

We set up a linear system to find T = &1z + &y = —2V;/Us (mod Uy) as
—2‘71 = (51117 + go)(Ug - Ul) + f’l(uu - 7.L31)U31

and by applying Cramer’s rule, we obtain d',#, = d't; and #, = d'#,. By
1 0

performing normalized addition of (S + w11 — us;) and T" = t{x + ¢, we obtain
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Zyp = diZsy, 240 = Zjy
Then we adjust sy, Uz and V;:
ig - l]_(tN/l + d~/)

/ .
U3zl = u3112 -+ U1

/ .
Uzp = Ugpl2 + U1

=~

50 - 50 -+ Uz — U1
~1 = =
Vi1 = Y1c
- =
V19 = V10C

7. We derive Uy = X2 + ug T + ugo in step 10 of Tables A.5 and A.6.
tgo = 82 + (28} + uz1) (ury — uz1) + uzo — o + 2011 + (urn + uar)zao

1"
Ugy = 289 + Uzl — U1 — 232

8. Finally, we compute Vi = Z4Vy = 941X + U4 in step 11 of Tables A.5 and
A6.

U1 = (uq1 — 58)(“11 — Uq1) + (w40 — v10) — U11

Tap = Sp(ua0 — u10) + (V11 — u31)uao — V1o

5.4 Tripling

Tripling formulae are based on the fact that the input divisor and the output divisor
are represented in the semi-affine coordinates. We derive two tripling formulae. The
first formula as in the case of double-add operation requires two inversions. The

second formula is obtained by trading one inversion for other field operations.
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5.4.1 Tripling with Two Inversions

We perform tripling with two inversions as doubling followed by addition. Using
Lemma 1, we avoid computing intermediate V' as in the case of double-add operation.

The formula is presented in Tables A.7 and A.8 of pages 88 and 89.
1. We compute V' = 2V} in step 1 of Table A.7.

2. We obtain kjx + kg = K212 (mod Uj) in steps 2-3 of A.7.

For the doubling part, as before we use the following expression given in [22].
kl = 3’U€1 + f3 - 2U10

ko = U11(4U10 — fa— U?l) + fa— Ufl

Since exact vy, is not given the expressions have to be normalized. In our

formula we compute as K (mod Uy),
kl = (?)U%I + f3 — 2U10)212
ko = (un1(duio — fa — ufy) + fa)z12 — v

A weighted form of K (mod U;) is computed at a cost of three multiplications

and two squaring operations. The cost is 3 + 2S5.

3. We compute the monic form S” of S = s1z + s¢ and Zyy = 1/s; in steps 4-5 of
Table A.7.

Now we set up a linear system

C(klfb + k‘o) == (.’L’ + Sg)(2‘71) - 21_)11U1

on two variables ¢ and s,. Similar to the computation of doubling, we obtain

Zyp, 232, 84 at a cost of I 4+ 11M + 1S operations using Cramer’s rule.
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4. We adjust V; at a cost of two multiplications in step 6 of Table A.7.

U11 = €11, U190 = Cyo

5. By using the expression given in Table 2.1 [22], we compute U as (Step 7 of
A7)

1
Uy = 28 — 222
/12 _
Ugo = Sp° + 2011 + 2uni 200

The cost is 1M + 1S.
6. By applying Lemma 1, we compute the S as (Step 8 of Table A.8):
(1/Z3)S = =S — 2V /Uy (mod Us)

We set up a linear system to find the monic form T = z + # of —2V;/U;
(mod Ug)
~&2V, = (x4 ) (Ur — Us) — (uyy — uz1)Us

and solve to obtain d’,@d'@ and ' = d'ty. If & is zero, then we apply Cantor’s

algorithm. Otherwise we proceed to perform normalized addition:

S=—c"'S" +T"

=1t qm 1 I
ds" =1ty — ¢ sg

Next step is to invert d and obtain & and 35 We also compute Zsy = ¢Z2, and
230 = Z2,. The cost of this step is one inversion, twelve multiplications and a

squaring operation.

7. After adjusting V; as V; = Vi /s; = (V1)(€), we compute Us and V3 by performing
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the following steps (Steps 9-11 of Table A.8).:
U3 = 258 + (u11 — u21) — 232

u3p = 8o (55 + 2(uz1 — u11)) + U1 — ugo + Upy (Ur1 — un1) + 2011 + 232 (11 + u21)
Ve=-S"U +S5Us+ (unr — us)Us — W1

Us1 = (8¢ — ua1)(us1 — u11) + Usp — V1o — Un1

Ugp = 58 (uso — u10) + (u11 — us1)(uso) — D10

5.4.2 Tripling with One Inversion

Tripling with one inversion is obtained by performing doubling followed by addition
and while postponing the inversion needed in the doubling step of the tripling to
addition step. The formula is presented in Tables A.9 and A.10 of pages 90 and
91.

1. We compute V’ = 2V}, in step 1 of Table A.9.

2. We obtain kix + kg = z12K (mod Uj) in steps 2-3 of Table A.9.

For the doubling part, as before we use the following expression given in [22].
ky = 3u3; + fs — 210

ko = u11(duro — f3 — ufy) + f2 — v},

Since exact vy1 is not given, the expressions have to be normalized. We compute
K as,
kl = (31}31 + f3 - 2U10)212

ko = (u11(4uio — f3 — U%) + f2)z12 — Ufl

A weighted form of K (mod U;) is computed at a cost of three multiplications
and two squaring operations (3M + 2S5).



41

3. Now we set up a linear system (Steps 4-5 of Table A.9)

C(kl.’lf + k’o) = (il? + Sg)(2‘71) - 21711U1

on two variables ¢ and s,. For the computation of S = (K/2V;) (mod U,)
we use K (mod U;) with weight z; and the denominator with weight Zi,.
Hence c is equal to 1/(Z1381). We obtain d,¢’ = d/(Z125;) and sl = ds, at a
cost of eight multiplications using Cramer’s rule. With additional 1M + 15,

Zoo = Z19 = d/s; and 2z = Z32, are computed.

4. We adjust V; = (d?V1)/s1 = (dV1)(1/(Z1251)) at a cost of 3M (Step 6 of Table
AL9).

5. Using the expression given in [22], we compute DUy and DU, as (Step 7-8 of
Table A.9):

We = dsS’, ugy = 2Wp — 222
Ugp = SSlQ + 2‘71 + 2U11222
D=d
ulll = DU11
Ullo = DU10
6. By the application of Lemma 1, we compute the S as (Step 9 of Table A.10):
(1/Z)S = (—=dS" —2(Vi/U1)) (mod Us)
We set up a linear system to find T =tz + {p = —2V1/U; (mod Us) as
—2‘71 = (Eﬂ + Eo)(U1 - Uz) - (Un - U21)U21

and solve to obtain d',# = d'f; and o= d'fy. Then by performing normalized



addition of —S and T" = t{x + {;, we obtain:

~ 2
g = dcZaa, 230 = Z32

At this stage, we adjust Uy and V; (Steps 10-11 of Table A.10):

iz - 11(5,1 - Jl)

! -

ugl = UQIZQ
— / ;

U20 = Uggl2
~1 =
Ui Ty
~1 =

Vio = CVyg

7. We compute Us and V3 as follows (Steps 12-13 of Table A.10):
ugr = 28y + (U1 — ug) — 232

Uzp = 532 + (285 + ug1)(ug1 — u11) + Ugg — Ugo + 2011 + 232 (U11 + Ua1)

Vi=—-S"U +58"Us+ (v1 — ua1)Us — "

1

T31 = (8p — ua1)(us1 — un1) + uso — w10 — 011

Usp = 58 (uso — u10) + (w11 — us1)(uso) — 1o

42
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5.5 Precomputation Schemes and the Cost of Scalar Multiplication Using

the New Formulae

5.5.1 Comparison of Costs of Formulae

Table 5.1 compares costs of formulae for semi-affine coordinates with existing formu-
lae. We compare doubling and mixed addition with the cost given in [22]. Double-add
operation cost is compared with the formulae given in [14]. Tripling cost is compared

with naive method of doubling followed by addition.

5.5.2 Precomputation

Cost of scalar multiplication depends on the number representation being using and
the costs of field operations in the environment concerned. We illustrate the im-
provements using the mpF, library [16]. The mplF, library has implementations of
general fields and implementations that are optimized for some particular fields. We
make our comparison on the prime fields with two words long characteristic. In that
implementation the cost of an inversion is 16.7 multiplications and that of a squaring
operation is 0.9 multiplications. The cost of precomputation using existing methods
is one (group) doubling and 2¥~2 — 1 (group) additions. We use the double-add and
tripling operation to decrease the computational cost of precomputation. We illus-
trate our technique for the cases with w = 3 and w = 4. We denote by D the base
point to be multiplied by the scalar. For w = 3, we need to precompute 3D. For
w = 4 we need to precompute 30,50 and 7D.

Only one precomputed point (w = 3)

We modify step 9 of tripling with one inversion shown on Tables A.7 and A.8 as

follows:

~ ! ~ I -~ -~
Qpo = Uy — U2, G190 = Upp — U21, o1 = —A19U20
Wy = aiouz1, @11 = agoD + Wy, Go = 2010, 1 = 2011

c= (aOOdll - &10&01)a I/‘Vl = (60061 - 510@1)61 - d/a d= dWl
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58, = (Go@11 — G1Go1)d — Jlsg/

]\/[1 == 6Z22,[ - (JMI)_I

§1 - IJIQ

iy = IM,
56' - 53/7;1,5 = 621

~ 2
L3y = Cly, 233 = Z32

That is, we use Montgomery simultaneous inversions to obtain §; at an additional

cost of 4M + 25. Unweighted V3 can be obtained with two multiplication.

Three Precomputed Points(w = 4)
In this case, we have to compute, 3D,5D and 7D. We proceed as follows:
1. We compute 3D using tripling introduced earlier.

2. Note that we did not explicitly compute the second polynomial V5 of the Mum-

ford representation of 2D. To obtain V3 we note that:

‘/E,) = —S”Ul + SHUg - (‘/1/51)

where S = S + uy; — ug;. Almost always Us is degree 2 and hence, for the
frequent case, V3 remains unchanged when modular reduced by Us. But by

Harley’s algorithm:
S"'Uy = (Va—Vi)/s1 (mod U),
Hence we obtain the following expression for V5:
Vo =Vafsy = Vi + S"Us (mod Uy)

Vs = (—58 + Ugp — UL — U31)(U31 - U41) + Ugp — Uso — Va1
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T30 = (U11 — Uay + 58)(”40 — ugo) + (uz1 — wa1)(Uso) — Va0

We obtain Vs at a cost of three multiplications.

3. By noting that V5 and V3 both have the same weight, we perform a double-add
operation to obtain 7D = 2(2D) + 3D, side-stepping the first step of normaliza-
tion. We use 7TM 425 computation to find 1/Z33 and 1/Z75. 4M +2S operations
are used to obtain the inverse of the weight of Z7s similar to what was done
for the case of one precomputed point. Performing Montgomery simultaneous

inversions to obtain the inverse of the weight of V3 costs three multiplications.
4. Six multiplications are used to obtain 3D,5D and 7D in affine form.
5. Two multiplications are saved on normalization.

Total cost is one tripling, one double-add and 17TM + 1S5 .

5.5.3 Cost of Main Phase and Total Cost

The Tables 5.3 and 5.4 show the speed up obtained for the main phase of scalar
multiplication using double-add operation with two inversions and one inversion re-
spectively using binary expansions of scalars. Table 5.5 shows the total cost of scalar
multiplication for a 256-bit scalar using binary expansions of scalars using double-add
operation with one inversion. Table 5.6 shows the total cost of scalar multiplication
using wmbN AF with bases 2 and 3 against weights on base 2. The weight on base 3
is zero. We use the double-add operation and tripling with one inversion. The salient

features of improvements are as follows:
1. Up to 11.78% improvement in the total cost using binary expansions of scalars.

2. Total cost is improved by up to 2.35% to using mutibase methods compared to

binary expansion methods using our formulae



Table 5.1: Costs of

Formulae for Semi-Affine Coordinates

L Formulae | This Work | Existing
Doubling [4+20M+4S | [4+22M+58S
Addition [+20M+1S | I4+22M+38S
Double-Add | 2I4+-36M+2S | 2I4+42M+55
Tripling 21+36M+5S | 2I+38M+5S
Double-Add | I4+45M+4S | I+56M+7S
Tripling [+47TM+6S | -

Table 5.2: Costs of Precomputations for Semi-Affine Coordinates

Window | Existing | This work | Reduction
3 84.6M 74.9M 11.46%
4 167.4M 153.2M 8.48%
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Table 5.3: Costs per Bit Scalar of main phase of scalar multiplication using double-
add with two inversions for Semi-Affine Coordinates

Window | Existing This work Reduction
2 (41+86M+15S)/3 | (414+76M+10S)/3 | 8.71%
3 (5I+108M+20S)/4 | (5I+96M+14S)/4 | 8.30%
4 (61+130M+25S)/5 | (61+116M+18S)/5 | 8.03%

Table 5.4: Costs per Bit Scalar of main phase of scalar multiplication using double-

add with on

e inversion for Semi-

Affine Coordinates

Window

Existing

This work

Reduction

2

(31+100M+175)/3

(31+85M+125)/3

11.78%

3

(41+122M+22S) /4

(41+105M+16S)/4

10.74%

4

(51+144M+275) /5

(5I-+125M+208)/5

10.05%

Table 5.5: Costs for Scalar Multiplications using double-add with one inversion for
256-Bit Scalar in Semi-Affine Coordinates using Binary Methods

Window | Existing | This work | Reduction
3 13435M | 11992M 10.74%
4 13059M | 11750M 10.02%
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Table 5.6: Costs for Scalar Multiplications using double-add and tripling with one
inversion for 256-Bit Scalar in Affine Coordinates Using (2, 3) — wmbN AF,, Methods
Weight of 2 (w) | Binary | (2,3) — wmbNAF,, | Reduction
2 12450M | 12157M 2.35%
3 11992M | 11846M 1.21%

5.6 Summary

In this chapter we obtained efficient traditional and composite operations for envi-
ronments in which inversion is cheap. Often inversions are very expensive compared
to multiplications for low genus hyperelliptic curves over prime fields. Further, inver-
sions on prime fields are difficult to implement in hardware. In the next chapter we

improve point formulae for inversion-free coordinates.



Chapter 6

Formulae in Inversion-Free Coordinates

In the previous chapter, we presented formulae that require inversions. Field inver-
sions are performed using the extended-Euclidean Algorithm for computing greatest
common divisors. The extended Euclidean algorithm has high computational cost and
is hard to implement in hardware. Inversion-free methods are the preferred meth-
ods for scalar multiplication on the Jacobian of low genus hyperelliptic curves over
prime fields. We derive formulae in the two inversion-free coordinate systems that are
being currently used for hyperelliptic curves using techniques developed in Chapter
4. They are Lange’s new coordinates and projective coordinates. We obtain more
efficient formulae for doubling operations and additions. We also introduce formulae
for double-add and tripling operations. Lange’s new coordinates need storage of four
weight values in comparison to one value needed for projective coordinates. In en-
vironments in which memory is a major issue projective coordinates are useful. We
reduce the gap between the cost of scalar multiplication for projective and Lange’s

new coordinates.

6.1 Doubling

Doubling formula for Lange’s coordinates costs thirty multiplication and seven squar-
ing operations. The formula is presented in Tables A.11 of page 92. We save seven
multiplications at the expense of three squaring operations compared to the formula
presented in [22]. For the projective coordinates our formula, presented in Table A.17
of page 98, costs thirty-five multiplications and two squaring operations. The cost of

our formula is three multiplications and four squaring operations less than that was
obtained in [22].

48
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6.1.1 Lange’s New Coordinates

When given a divisor D; as (Uy, Vi, Z11, 211, Z12, 212) in Lange’s new coordinates, we
proceed as follows to obtain Dy = 2Dy as (Us, Va, Zox, 201, Zo9, 222) in Lange’s new

coordinates.

1. We compute V{ = 2V] in step 1 of Table A.11.

2. We obtain of kyx + kg = K (mod U;) in step 2 of Table A.11. We compute k;

with weight 22,215 and ko with weight 2}z, as:

Wy = Uy

2
W1 = Uy
W2 = 21

W3 = uioznn
Wi = fsWe+w;
ws = 2W3
k1 = 2wy + wy — ws) 212
ko = (u11(2ws — wy) + foWazi1)z12 — wo

In further discussion we denote by k] the value k217 which is not computed in

the formula.

3. We set up the linear system for computation K/2V; (mod U;) using the poly-
nomial equation ( Step 3 of Table A.11)

(kjz + ko)e = (2117 + sg/)(vilm + V) — 205, (2117° 4+ upy T + ugo)

We note that s, = z;;54. By equating coefficients of powers of z, we obtain the

following linear system.

ago = 2v10; ao1 = —ko; Go = 2v11U10;
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. —_ l. —
a1p = 2U11;a11 = —k1aQ1 = Zunun — 2vpzn

Instead of computing ag, a11, go as above, we compute them using expressions
given below.

/ . N L
Qpp = VypR11, @11 = _klaQO = 'U11W3

We compute ¢; using the expression vj;u1; — ago. The determinant of the linear

system is computed as follows.
d = agoa11 — 1010
We obtain ¢ = zy;dc and sy” = dsy’ by performing the following calculations.

/
c = apg — 2viiqo

mo__
So = Go211 — G101

If ¢ = 0 then ged(Us, V1) is not zero. If the determinant d is zero then s; is zero.
These cases occur rarely. These cases can be handled by Cantor’s algorithm
without significant performance penalty on average. We do not consider these

cases in our discussions. We observe that :

¢ = dene = (dzu(en)(1/(Z31212)) /51 = (dZ11) [ (Z1251)

The above relation holds from the following facts.
(a) A weight of 1/Z%, Z15 is introduced by the differences in weights of denom-
inator and numerator in the computation S.

(b) A weight of z1; is introduced by the fact that z; is the leading coefficient

pseudo-inverse in the linear system.

By similar arguments the following relationship holds between sj” and its cor-

responding affine value sj.

i H "
sy = dsy = dz1sg
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4. We perform some precomputation in step 4 of Table A.11.
We = C’Z12; Wy = WeZ1y
Ws = dz11; Wy = W3
Wi = W?; Wi = WBSg/
We note that Wy = (dZ11)/s1 and W7 = (dz11)/s1.

5. We adjust V; in step 5 of Table A.11. We compute V] = (WyV})/s; as shown
below.

Wi = dc; Ulu = Wi U/m = Wiauio
We obtain V' with a weight of Wy with respect to its affine value.

6. We compute U; with weight Wy in step 6 of Table A.11.
ugy = 2Why — Wyp =
Ugo = g 2+ 20, + 2uy W2
7. We compute a form of U; with weight as that of Us (Step 7 of Table A.11).

e o —
Wiz = Wed,; Uy = W13U11,U10 = Wizuyo

8. We set the weights in step 8 of Table A.11.

Zy = Wy
z1 = W
oy = W5
290 = Who

9. We compute V, in step 9 of Table A.11. V5 = —(2012+W11)U] —20: V] (mod Uy).



52

V; has a weight of 23, /s) = Z3, Za. V, is obtained as:

vag = Wi (ugo — Ullo) + (U/n — Ugy )Ugp — 2’210/10

Vg1 = (g1 — Win)(u)y — uar) + 221 (uz0 — g — vyg)

6.1.2 Projective Coordinates

When given a divisor Dy as (Uy, Vi, Z1) in projective coordinates, we proceed as shown

subsequently to obtain Dy = 2D, as (Us, Vs, Z3) in projective coordinates.
1. We compute V{ = 2V] in step 1 of Table A.17.

2. We compute a weighted k1x+ky = K (mod U;) in step 2 of Table A.17. Similar
to the case of Lange’s new coordinates, we compute k; and ko with different

weights. We compute k; with weight Z? and ko with weight Z} as

Wo = V11
Wy = Uy
Wy =73
w3 = foWs
Wy = ui02y
ws = fsWy +wy
we = 2W,y

k1 = 2w + w3z — ws
,C() = U11(2UJ5 - ’lU3) + (11)3 — wO)Z1

In further discussion we denote by k| the value k;Z; which is not computed in

the formula.

3. We set up the linear system for computation of K/2V; (mod U;) using the
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polynomial equation presented below (Step 3 of the Table A.17).

(klll' + k‘g)c = (Zlft -+ sg,)(Zvua: + 2'()10) — 2U11(Z1.’L‘2 + U1 x + Ul())

By equating the coefficients of powers of the indeterminate, we obtain two linear

equations.

. _ R .
oo = Vig; Go1 = —ko; Go = Uy Ui0;
/o _ /. a2 /
ayy = vy a1 = —Ki;qu = vpun — vy,
Instead of computing agg, 11, g0 as above, we compute them as follows:

._ . _ ; _ o . _ . _
Wy = vi9Z1; 000 = 2Wria11 = —k1;90 = v Wes aon = —ko; aro = vq;

The ¢; can be computed as vj;u11 — ago. The determinant of the linear system
is computed as follows:

d = agoa11 — 1410
We obtain ¢’ = dZ;c and s§” = Z1s’ by the expressions given below.
"
" = agoqr — a10go(= d/s1)

36/” = god11 — (11(101(: dZ1Sg))

If ¢ = 0 then ged(Uy, V1) is not zero. As mentioned previously, the infrequent

cases of d = 0 and/or ¢/ = 0 are not considered in this discussion.

4. We precompute the following values (Step 4 of Table A.17).

W = dsp"
Wg — CIZI
Wm = Clwg

Wi = dwg
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. We adjust V] in step 5 of Table A.17.
U'n = Wnon

/
Vig = Wllaoo

Hence now v}, has a weight d°Z? w.r.t the corresponding affine value. Since

ago = V1021, Vio has a weight dQZf’ w.r.t the corresponding affine value.

. We compute U, in step 6 of Table A.17.

’LLI21 = 2W8 - WlO

! _ 7 ////2
Uy = 2U11W10 + 21)11 + Sy

In this step we have computed uy; with a weight of d2Z; and uy, with a weight
of (dZ,)2.

. We obtain weight Z, in step 7 of Table A.17.

Wiy = d2; Wiz = WnWs; Zo = WiaWig

. We adjust U; in step 8 of A.17. In this step we compute ug and uy; with

weights as that of uog and ug; respectively.

/ A
Uy = W12’U,11, Uig = W12W4

. We compute of V5 in step 9 of Table A.17.
v20 = Wal(uao — o) + (uly — ugr)uzo — Dvig

Vo1 = Zl((UQl - Ws)(ulll - U21) + D(UQO - u,10 - Uil))
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10. Finally, we adjust Us in step 10 of Table A.17.

ugy = un Wi Zy;u20 = upeWiy

6.2 Mixed Addition

While performing scalar multiplication on weighted coordinates, additions have to
be performed after normalization of the precomputed point being added and the
current result. If the precomputed points are also in a weighted form then the cost
of normalization is normally at least twice that of the case in which the precomputed
points were in affine form. Cohen, Miyaji and Ono [11] introduced the technique
of reducing the precomputed points to affine form before the principal phase of the
scalar multiplication. In order to utilize their technique, we derive formulae for mixed
additions in which one point is represented in Lange’s coordinates (or projective

coordinates) and other point is represented in affine form.

6.2.1 Mixed Addition for Lange’s New Coordinates

Given a divisor class Dy = (U, Vi, Z11, 211 = 22, Z12, 23,) in Lange’s coordinates and
another divisor class Dy = (Us, V3) in affine form, we obtain their sum Dj represented
in Lange’s coordinates by the following steps. The formula is shown in Table A.12

of page 93.

1. We normalize of Dy with respect to IJ; in steps 1-3 of Table A.12.
Wi = Z11Z12; W2 = zuWh;

7 1
Ugg = U0211; U = U21211

/ PN
Ugg = U20W2, Uy = ’U21W2

2. We set up the linear system to find the monic form of S using the polynomial

equation (Step 4 of Table A.12):

o(Vy = V1) = (x4 sg) (U = Uy) — (un1 — uyy ) Uz
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The resulting linear system on the two variables (sy’, ¢) is as follows.
—_— / . J— / . j— / .
Qoo = U10 — Ung; Aot = V1o — Ugg; Go = (U11 — Uy )Uao;

_ L . /o = W. .
Q10 = U1 — U9y, @11 = V11 — Uy 1 = W3 — Goo;

where W3 = (u1; — uj; )uos.

We solve the linear system using Cramer’s rule to obtain:
d = apn@11 — Ap1G10;

! .
¢ = dc = awq — a1090;

11 mn
Sg = dso = @1190 — Go1d1

Observe that from the fact that the difference in weights of Uy and V; is Z1; Z2:
sg" = dsg
¢ =dc=d/(Z11Z125)
3. We perform some precomputations in step 5 of Table A.12.
D=d*Wy=dd; Wy = Wy; Ws = W5 Zyy;
Wq = Ws,z; Wg = Wez; Wy = 53”211; Wie = Z11Wo;
4. We adjust V; in step 6 of Table A.12.

’ RPN
V1 = W4U11, Vg = W4U10

5. We use the expression for U; affine formula to compute Uz with a weight of
(dZ11)? (Step 7 of Table A.12).

uz; = 2Wig + Dayg — Wy
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"

Usp = Sy (Wg + 2(110d) — Dql —+ 2’[)/11 + (UIQI + UII)W’I

6. We adjust the weight of U;. We obtain U] with weight as that of Us (Step 8 of
Table A.12).

/
Uy = Duyy

uyo = Duig
7. We obtain the weights in step 9 of Table A.12.
Zs1 = dZ11; 231 = 2321
Zzg = We; Zzg = Wy;
8. Using the normalized modular identity (Step 10 of Table A.12):
Vo = — (2312 + Wio)U, — z1V{  (mod U)s
we obtain V3 as:
vso = Wio(uso — o) + (u1; — ug1)uso — 23101
va1 = (us1 — Wio)(uy; — uz1) + za1(use ~ ujg — v1g)

6.2.2 Mixed Addition for Projective Coordinates

Given a divisor class D; = (Uy, V1, Z;) in projective representation and another divisor
class Dy = (U, V2) in affine coordinates, we obtain their sum Dj represented in
projective coordinates by performing the following steps. The formula is presented in
Table A.18 of page 99.

1. We normalize U, with respect to U; and V5 with respect to V; (Step 1 of Table
A18).

! A
Uy = U 41} Uy, = U D)
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/ . / p—
Upg = Vo041; Vg1 = U141

2. Similar to the case of mixed addition for Lange’s new coordinates, we set up

the linear system to find monic(S) using the polynomial equation given below
(Step 2 of Table A.18).

o(Vy = V1) = (2 + 50 ) (U — U3) — (u1y — uy ) Uy

The resulting linear system in variable (sg’, ') is as follows.

. — oL ’ .
Qoo = Uyp — Upg; Qo1 = V1o — Vyoy G0 = (Ull - u21)u205

, . I , 0 — .
Q10 = U1 — Ugy; G11 = Vi1 — Vg, 1 = Wo — aoo;

where Wy = (u11 — uby)uss.

We solve the linear system using Cramer’s rule to obtain the following values.
d = agoarr — ap1a10;

'
¢ = dc = a1 — a109o;

n "
S = dé‘o = a1190 — 0191

3. We perform some precomputation in step 3 of Table A.18.

D = d* Wy = sy"Z1;Wa = dWy; Wy = ¢ % Wy = W3 Zy;

4. We compute V; with weight d2Z;/s; compared to its affine value in step 4 of
Table A.18.

foa vyl —
W5 = dc YUt = W5U11,U10 = W51)10

5. We compute Uz with weight DZ; (Step 5 of Table A.18).

Uz — 2W2 + 0,10D - W4
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Uzg = Sg”(Wl + 2a10d) =+ D(CLOO - W()) + 21)11 -+ (u/21 + UH)W3
6. We compute the final weight of the result in step 6 of Table A.18.

We = DZ; Wy = W52y, Zs = WeWr

7. We obtain U] with weight DZ; in step 7 of Table A.18.

!
Uy = DU11

ujo = Duyg
8. Using the normalized modular identity (Step 8 of Table A.18):
Vi = —(Wex + Wo)U, — WsV] (mod Us)
we obtain V3 as follows:
vso = Wa(uso — tjg) + (uly — us1)uso — Wevyg
vs1 = (us1 — Wa)(uy — ua1) + We(uso — uie — vip)
9. We adjust the weight of Uj in step 9 of Table A.18.

uz1 = WrUsy;uzo = Wruag

6.3 Double-Add Operation for Lange’s New Coordinates

We obtain an efficient double-add operation compared to the naive method of per-
forming doubling followed mixed addition for Lange’s new coordinates. The technique
we use was first proposed by Eisentrauger [13] for elliptic curves in affine coordinates.
Eisentrauger, et al., obtain speed up by not explicitly computing polynomial V of
intermediate divisor class. Fan and Gong adapted this technique to double-add oper-

ation on the Jacobian of genus two hyperelliptic curves when the coordinate system
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used is affine coordinates. Longa and Miri [24], in the context of elliptic curves, op-
timized by observing that for the second addition normalization is not needed. We
apply both techniques to genus two hyperelliptic curves for Lange’s new coordinates.

The formula is presented in Tables A.13 and A.14 of pages 94 and 95.

1. We perform the first eight steps of mixed addition. We reproduce those steps

from mixed addition formula.

(a) We normalize of D, with respect to D; in steps 1-3 of Table A.13.

W1 = Z11Z12; W2 = 211W1;
o R

Ugg = U202115 U = U21R11
;o oo —

Vgg = ’U20W2, Vg1 = U21W2

(b) We set up the linear system to find the monic form of S using the polyno-
mial equation given below (Step 4 of Table A.13).

c(Vy = Vi) = (z + 50)(Ur = U3) — (un1 — uyy)Us
The resulting linear system on two variables (sg, ¢') as follows.
Ggo = U0 — Upg; Qo1 = V1o — Vgg; Go = (U1 — Uy )Uao;

/ . p— ! - . .
aip = U1 — Ugy; @11 = V11 — Vo591 = W3 — ago;
where W3 = (u11 — uf; Jus.
We solve the linear system using Cramer’s rule to obtain:

d = agoair — Qo1010;

I_dl_ .
¢ = ac = apoq1 — @1090;

n n
S = dSO = 11490 — Qo1q1

We observe from the fact that the difference in weights of U; and V) is
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VASVADE

Sy’ = dsg
d =dd =d/(Z11Z,3)
(c) We perform some precomputation in step 5 of Table A.13.
D =d* Wy =dd; Wy = Wy; W = WsZ11;
Wr = W52§ Wy = W62§ Wy = 56’”211; Wio = Z1:Wy
(d) We adjust V} in step 6 of Table A.13.

’ A
Uy = W4U11,'l)10 = W4’U10

(e) We use the expression for Uz affine formula to compute Uz with weight
(dZ1,)? (Step 7 of Table A.13).

ugy = 2Wio + Dayo — Wy
Uz = SS/I(WQ + 2(110d) — th + 2U/11 + (U/21 + ull)W7
(f) We adjust the weight of U;. We obtain U] with weight as that of Uz in
step 8 of Table A.13.
Ulll = Duu

UJIlO = DU10
2. We compute weights Step 9 of Table A.13.

Z31 = dZq1;231 = Z§1

_2‘/1/

3. We set up the following linear system to compute T = o7

(mod Us) (Step 10
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of Table A.14).
—2V/ = T(U{ — Us) + 1 (ua1 — uiy)Us

where T = ty231% + tg By equating coefficients of powers of x we compute:
-~ _— / . N J— ! .
Qoo = U — Ugo; G10 = Uy — Usys
o = — 20,4, G1 = —20]
o = —2Vip; 1 = 11
arp = —Qiol30; G11 = —A10Us1 T Q00?31

By applying Cramer’s rule, we compute:

d' = agoliy; — @y0dor
ti (= JIEI) = QgoG1 — A10Go
ty(= d'to) = ando — dords
Let T' = 23T + 1.
4. Now we perform normalized addition of $”” and T" and some precomputation

(Step 11 of Table A.14).
5y = tozs1 — WloCzl;

WO = dlZaz; Wl = W0Z31
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5. We adjust V; in step 12 of Table A.14.
vy = U/nWZ;@lm = U10W2
6. We compute Uy with weight d? in step 13 of Table A.14.
ug = 2Ws — Wy + Wiag
ugg = §™o(s"y + 2511067) + a We + 207, + (us1 + U/11)W7
7. We obtain weights in step 14 of Table A.14.
Zy = Ci; 241 = Zfl
Zg = Wb 242 = I/T/'4

8. We compute a form of U; with the weight as that of Uy (Step 15 of Table A.14).

iy = U/11W5aﬂ/10 = UIH)W5
9. Finally, we compute V} in step 16 of Table A.14.
vg = (ug — W?,)(ﬁln — ug) + 2q1 (ug — @y — 07)
Vgg = I/T/3(U40 — ) + (U} — wa1)ugo — 20107

6.4 Tripling

We compute tripling by performing doubling followed by a addition for both Lange’s
new coordinates and projective coordinates. We side step computing the intermediate
V polynomial. We apply the technique of computing the U polynomial of the result

in the Mumford representation modulo U; where U; is the first polynomial of the
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Mumford representation of the divisor to be tripled.

6.4.1 Lange’s New Coordinates

We proceed as follows to triple a divisor given in Lange’s new coordinates. The

formula is presented in Tables A.15 and A.16 of pages 96 and 97.

1. We first perform the first 7 steps of doubling. For the sake of readability we

reproduce those steps.

(a) We compute V| = 2V] step 1 of Table A.15.

(b) We compute kyz + kg = K (mod Uy) step 2 of Table A.15. We compute

k1 with weight 22,2, and ko with weight 2}, 215 as: .

Wg = Uu
2
W1 = Uy
2
W2 = 213

W3 = w211
Wi = fsWae+w;
ws = 2W5
k1 = 2wy + wy — ws) 212
ko = (u11(2ws — wy) + foWa)212 — wo

In further discussions we denote by k] the value kyz;; which is not com-

puted in the formula.

(c) We set up the linear system for computation K/2V; (mod U,) using the
polynomial equation given below. ( Step 3 of Table A.15)

(Kiz + ko)e = (zniz + sgl)(%ux + 2u10) — 2011 (2% + U1 + ugg)
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We note that s, = z;155. By equating coefficients of identical powers of
the indeterminate, we obtain the following linear system.

(oo = 2v10; Go1 = —ko; o = 2v11U10;

. —_ l. ——
ayo = 2v11; a1 = —k1;q1 = 2vi1un — 2ve21n

Instead of computing agg, @11, go as above, we compute them as follows.
! . o . _ !
Qoo = V1g<c11; G411 = ~ki5q0 = U11W3

Now ¢ = v}, u11 — ago- The determinant of the linear system is computed
as:

d = agair — ap1aio

We obtain ¢ = z1;dc and s3” = dsj’ by computing
¢ = aooq1 — 21140

mo__
So = o011 — ¢1Qo1

If ¢ =0 then ged(Uy, V1) is not zero. If the determinant d is zero then s;
is zero. These cases occur rarely. These cases can be handled by Cantor’s
algorithm without significant performance penalty. We do not consider

these cases. We observe that :

¢ = dznd = (dz1))(1/(Z71212)) /51 = (dZ11)/(Zr281)

It follows from this that there is a weight of 1/(Z3, Z1,) introduced by the
differences in weights of the denominator and numerator in the compu-
tation of S and a weight of z;; is introduced by the fact that z;; is the
leading coefficient of the modular fraction in the linear system. Further

sg” and its affine value s are related are shown next.

" " "
S — dSO = dZuSO
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(d) We perform some precomputation on step 4 of Table A.15.
We = ¢ Z19; Wr = WeZyy;

Ws = dZn; Wy = Wg2

Wio = W72; Wi = WSSg/
We note that Wﬁ = (lel)/S]_ and W7 = (dZn)/Sl.

(e) We compute V] = WyV,/s; as (Step 5 of Table A.15):
Wip = dc';viy = Wigvn; vig = Wizt

dd = (d®Z11)/(Z1251). Since we have a weight of Z} Z;» on V we obtain
V' with required weight.

(f) We obtain U; with weight Wy in step 6 of Table A.15.
Uz = 2W1 — Wig
Uy = 88/2 -+ 2'();1 + 2U11W62

(g) We adjust U;. We compute a form of U; with weight as that of Us (Step
7 of Table A.15).

. ! —_ . ! pu—
W13 = ng, UH = W24U11, ulO = W13U10

2. We compute weights in step 8 of Table A.15.
Zor = W, 2z = Wy

Zog = Wy, 290 = Wiy

3. We compute a weighted T' = —2V//U, (mod U}) in step 9 of Table A.16. We
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set up the linear system as
—-2‘/1/ = T(Ug - Ul) -+ (ull — Ugl)Ul

where T = zo1t1z 4 to. We solve the system up to a factor of the determinant

using Cramer’s rule.
~ o I~ _ !
Goo = U0 — Upp; 10 = U21 — Uy,

Qo1 = —2g; a1 = —2vp
Wy = Ago221, Go = A10Uyg, G11 = 10Uy, — Wo
Wl = Qgod11 — dmam,ﬂ = 211W1
ly = @11go — amd

. . -
d’ = agoq1 — 1040

4. We compute a weighted R = 2V//U; (mod Us,) in step 10 of Table A.16. We
observe that:

—2Vy = TU, — RU,
Using the above relation we compute

~ 7 = T 1
7y = t1, T = to + Wi(ug — uy,)

5. We perform some precomputation and compute a weighted S = (Vo — V;)/U;
(mod Us) by performing normalized addition of T and S” (Step 11 of Table
A.16).

L, .
Wy =7, Wy = 29174

Ws = WuCZI; 56 = W4 - Ws;

6. We compute a weighted S = S” — S by normalized addition (Step 12 of Table
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A.16).
5 =7 —2d,5, = —2Ws + W,

At this point, we observe that 5; = 29135].

7. We compute Uj = U; (mod Uy) using Equation 4.6 (Step 13 of Table A.16)

Subsequently, we compute us; exactly using the expression given in Table 2.2

in order to save some computation.

8. We compute Uz (Step 14-16,18 of Table A.16). By noting that the weight of

Uj is W322217 we compute Uz and the weights as follows:
Wy — 12
Uzp = Uéo -+ W'/Ullo
Z31 = I/T/3Z21, <231 = Z321
Z32(= Z31/51) = JZ22
Wg = W3§:)7 Wg = Wg(i’
ug = 2Ws + (u}y — up)Wr ~ 2395 ujy = ug — u), Wr;

9. We adjust V] in step 17 of Table A.16.

~!  _ Yir o~ YA .
U = Wouly, U1 = Wovyg

10. Finally, we obtain V3 as step 19 of Table A.16.
v31 = —(u3; — WB)Uél + 231 (uzp — T11)

S 1A i ~/
V3g = W8U30 — Uz U3p — 231V
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6.4.2 Projective Coordinates

To perform tripling of reduced divisor given in projective coordinates we proceed as
shown subsequently. The formula is presented in Tables A.19 and A.20 of pages
100 and 101.

1. We first perform the first eight steps of doubling with modifications.

(a) We compute V| = 2V} in step 1 of Table A.19.

(b) Similar to the case of Lange’s coordinates we compute k; and kg with
different weights. We compute k; with the weight Z? and ko, with the
weight Z3 as presented below (Step 2 of Table A.19).

w3 = folWs

Wi = w92,
ws = fsWs +wy

We = 2W4

k‘l :2w1+w3—-w5
ko = ’LL11(2'LU5 — U)3) + (w3 — wo)Z1

In further discussion we denote by k] the value k;Z; which was not com-

puted in the formula.

(c) A linear system for computation of K/2V; (mod U;) is set up using the
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polynomial equation shown in what follows (Step 3 of Table A.19).
(k'lx + kO)C = (Zl‘ -+ Sg,)(21)111' + 21}10) - 2U11({E2 + un1x + Ulo)

By equating the coefficients of powers of z, we obtain a system of two

linear equations.
— a2 . = —kn: —_ .
oo = Vyg; Qo1 = —Ko; Go = VjU10;

' . o 1
alo = Vyg;an = —ky; 1 = VU — vy

Instead of computing agg, @11, ¢o as above, we perform the following steps.
f oy C )
ago = vipZ1;a11 = —ki;qo = v Wy aor = —koj a0 = vpy

We derive ¢; as wy — ag, where wy = vj;u;1. The determinant of the linear

system is computed as:
d = appa11 — @p1G10

We obtain ¢ and sj” with factors of dZ and d compared respectively to ¢

and sy’ by computing

/
C = Qpoq1 — Q1090
Hi

/4
S = Qo211 — g1Qo1

If ¢ = 0 then ged(Up, V1) is not zero. As previously mentioned, the infre-

quent cases of d = 0 and/or ¢’ = 0 are not considered in this discussion.

(d) We precompute the following values (Step 4 of Table A.19).
Zy =dln; 2 = Z221;

"
Wg = Z2150

we = 74
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WlO = Clwg
Wi = dwy
Ly = Wy
20 = Zi

(e) We adjust V; in step 5 of Table A.19.
Uil =W
Uio = Wiivio

V/ has a weight d>Z} w.r.t the corresponding affine value.

(f) We compute Us in step 6 of Table A.19.

Ug1 = 2W8 — 299
II//2

Uy = 2u Wio + 27/11 + 3q

In this step we compute U, with a weight of DZ2.

(g) We adjust U in Step 7 of A.19. In this step we compute u19 and u;; with

weights as that of usg and us; respectively.

RN )
wig = dZ31; Uy = Wiaktiy; U = Wizl

2. At this stage, we perform an addition to obtain the result in Lange’s new coor-

dinates

(a) We compute T = —2V{/U, (mod U;) in step 8 of Table A.20. We set up

the linear system as

—2‘/{ = T(UZ — Ul) + (U11 ot U21)U1
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where T = zy,1,@ + £. We solve the system up to a factor of the determi-

nant, using Cramer’s rule.
~ [ !
Qo = Ugo — Ugp; G10 = U2l — Upy

o1 = —2vyg; A = —2v1
Wy = o221, Go = A1oUg, 11 = Groly; — Wy
I/‘14/1 = Qgod11 — Qp1Q10, 5/1 = 211W1
ty = @11do — Go1Ga
d' = oG — d10Go

(b) We Compute the weighted R = 2V;/U; (mod Us,) (Step 9 of Table A.20).
We observe that:

—2V, = TU, — RU;
Using the above relation we compute as

~ _ 7 = I /
= tl?TO = tO -+ W]_('UQl — ull)

(¢) We perform some precomputation and compute a weighted S = (V; —
V1)/U; (mod Us) by performing normalized addition of 7' and S” (Step 10
of Table A.20).

W =7 Wy = 217
I/““/5 = WnJ’; 5= Wy — W5;
(d) We compute a weighted S = S§” — S by normalized addition (Step 11 of

Table A.20).
5 =7 —2d 5 = —2Ws + W,

At this point, we observe that §; = 291 5].

(e) We compute U; = Us (mod Uy) using the Equation 4.6 (Step 12 of Table
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A.20)

1 it = ! = 7 S 1
WG = t151, Ugzg = Soto - Wﬁuw

We compute uz; exactly using the expression given in the Table 2.2 in

order to save some computation.

(f) We obtain Uj in steps 13-15,17 of Table A.20. By noting that the weight

of U] is W32221, we compute Us and weights as follows:
Wr = W2
uso = Uy + Wrth
Ly = I/AIJ/B,Z21, 231 = Z§1

Zsz(: Z31/81) = CZ/Z22
Wg - W3§/O’ Wg = ng/
ug; = 2Ws + (ujy — U21)W7 — 232} U = Uz — U/11W7;

(g) We adjust V; in Step 16 of Table A.20.

STARNEER & 7200 AT B & 720 |
vy = Wovyy, 019 = Wl

(h) We compute V3 in step 18 of Table A.20.
va1 = —(ug — Wa)ujy + 251 (uso — D11)
V3o = Wgugo — U Uz0 — 23101
3. Finally, we adjust the weight of U and compute Z3 (Step 19 of Table A.20).
Wio = Z31432; Z3 = Z31W10;

uz1 = uz Wio; uzo = UzoWio
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6.5 Precomputation Schemes and Comparison of Performance Against

Existing Methods

In this section, we compare the cost of scalar multiplication with our new and im-
proved formulae to that with scalar multiplication using existing formulae. We inves-
tigate the improvements using the nuMongo library. In that nuMongo implementation
the cost of an inversion is equal to the cost of 29.5 multiplications and that of squaring
operation is equal to one multiplication.

Special Addition and Precomputation

First we develop a special addition of two reduced divisors in projective coordinates
with identical weights. This technique was first used by Longa and Miri for elliptic
curves [23].

Given two reduced divisors with identical weights the formula two divisors D; =
(U1, V1, Z) and Dy = (Us, Va, Z) the formula computes D3 = Dy + Dy = (Us, V3, Zs).
A form, in projective coordinates, of Dy, (U7, V{, Z3) with weight Z3 is computed. %

is also computed by formula. The formula is presented in Table A.21 of page 102.
1. We set up the linear system and solve it in step 2 of Table A.21.

Qoo = U10 — U20, d10 = U1 — U21

Qo1 = V10 — V20, 11 = V11 — V21
qo = 20010, Wo = a1ouar, qo = Wy — agoZ
d = Qoo11 — Go110,d = dZ
mo_ r_
So = qol11 — q1Qp1,C = Qpod1 — Q1090

2. We perform some precomputation in step 3 of Table A.21.

D=dW,=syZ Wy =dW,Ws=c?W;=WaZ

3. We adjust V] in step 4 of Table A.21. V] is computed as the affine value of



V1/s1 multiplied by DZ;.
W5 = dc}, vy, = Wsvir, vig = Wivg
4. We compute U; with weight DZ; in step 5 of Table A.21.
ugy = 2Wo + a10D — Wy
uzo = 5o (W1 + 2dayg) — dd'qy + 2vy; + (uhy + u11)Ws
5. We compute Z3, Z; in step 6 of Table A.21.

Ws = DZy, Wy = W5 21, Zy = WeWr, Zy = W5 W

6. We adjust U; so as to be the same as U in step 7 of Table A.21.
UIH = Duu,u'w = DU10

7. We adjust V] to have a weight of 73 in step 8 of Table A.21.

P 7 r_ 0

8. We compute V3 with weight Z3 in Step 9 of Table A.21.

vgo = Wa(uso — uyg) + (uh; — us1)uso — vig

va = (ua1 — Wa)(uh; — us1) + We(uso — uyo) — vy

9. We adjust Us, U; so that they have weight Z3 in step 10 of Table A.21.

' ' ' ’
Uz = W7U31, Uzn = W7U30, Uy = ’LLHW-/, Uyg — u10W7

Precomputation for w-NAF scalar multiplication is performed as follows:
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1. Let D be the base point to be multiplied by scalar.
2. Compute 2D (Doubling operation cost).
3. Compute D with the weight as that of 2D (3M).

4. Perform special additions to compute 3D,5D, -+ , kD( one special addition per
point).

5. Invert Z coordinate of £D(1M).
6. Obtain inverse of Z coordinates of k — 2,k —4,--- ,3(1M per point).

7. Remove weights on 3D,5D,--- kD (4M per point).

The total cost is equal to Cost of Doubling of Point in Affine Coordinates+ 3 M+(2¥2—
1)x (Cost of Special Addition)+I+ (5M) x(2¥~2 —1). Table 6.1 compares the cost
of precomputation by our method with that of the existing method shown in [22].

6.5.1 Lange’s New Coordinates

In this section, we compare the cost of scalar multiplication using our formulae against
existing formulae for Lange’s new coordinates. Precomputation is performed on pro-
jective coordinates. The comparison of cost of fomulae is presented in Table 6.2.
We compare the cost of our traditional formulae against the results presented in [22].
Composite formulae are compared against the cost of naive methods of computing
composite operations using doubling and addition.

Table 6.3 shows the speed up obtained for the main phase of scalar multiplication
and the total cost (including precomputation).

Table 6.4 shows the total cost of scalar multiplication for a 256-bit scalar using
binary expansions of scalars. Table 6.5 shows the same for the multibase method. But
we compare the cost using multibase methods against our binary methods. We use
only (2,3)-wmbNAF methods with zero window on base 3. This is because tripling is
not efficient enough compared to the double-add operation. This is in contrast to the
case of genus one curves for which multibase methods are used to obtain significant

speed up. We observe the following principal features of improvements:
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Table 6.1: Costs of Precomputations on Projective Coordinates

Window | This Work | Previous
2 N N
3 [+61M+9SS | [+89M+6S
4 [+164M+13S | [+197M—+10S
Table 6.2: Costs of Formulae for Lange’s New Coordinates
Formulae This Work | Previous Work
Doubling 30M+7S 34M+TS
Mixed Addition | 34M-+4S 37TM+6S
Double-Add 61M+8S 71M+13S
Tripling 55M+10S T1IM+13S

1. We obtain up to 13.85% speed up for the main phase using binary expansions

of scalars.
2. Up to 13.11% improvement in the total cost using binary expansions of scalars.

3. Total cost is improved by up to 2.9% using multibase methods compared with

that of our binary expansion methods

4. Overall improvement due to multibase methods is up to 16% compared with

existing methods.

6.5.2 Projective Coordinates

Comparison costs of formulae are presented in Table 6.6. We compare traditional
formulae against results presented in [22]. Composite formulae are compared against
the naive method cost of computing composite operations using doubling and addi-

tion. Table 6.7 compares the cost of the main phase of scalar multiplication using

Table 6.3: Costs of Main Phase per Bit Scalar using binary methods for Lange’s New
coordinates

Window | Existing This work Reduction
2 (139M+27S)/3 | (121M+22S)/3 | 13.85%
3 (173M+34S) /4 | (151M+29S)/4 | 13.04%
4 (207TM+41S)/5 | (181436S)/5 12.50%
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Table 6.4: Costs for Scalar Multiplications on Lange’s New Coordinates Using Binary

Methods for

256-Bit Scalar

| Window | Existing | This work | Reduction
3 13373M | 11620M 13.11%
4 12934M | 11317M 12.5%

Table 6.5: Costs for Scalar Multiplications on Lange’s New Coordinates Using (2,3)-
wmbN AF,, methods for 256-Bit Scalar

Weight(w) | Binary (This Work) | This work(wmbNAF') | Reduction
2 12203M 11850M 2.9%
3 11620M 11456M 1.4%

our methods for Lange’s new coordinates and projective coordinates. Scalar multi-

plication on projective coordinates is slower by less than 3.3% compared with scalar

multiplication on Lange’s new coordinates. We conclude that projective coordinates

are as effective as scalar multiplication on Lange’s new coordinates. We conclude that

projective coordinates are almost as efficient as Lange’s new coordinates.

Table 6.6: Costs of Formulae for Projective Coordinates

Formulae This Work | Existing
Doubling 32M+5S 38M-+78S
Mixed Addition | 35M+2S 40M+4S
Tripling 57TM+9S 67M+-7S

Table 6.7: Costs per Bit Scalar for Projective Coordinates

Window | Projective coordinates | Lange’s New Coords. | Slower By
2 (131M+178)/3 (121M+228)/3 3.3%
3 (163M-+22S)/4 (151M+29S)/4 2.7%
4 (195M+27S)/5 (181M+36S)/5 2.3%




Chapter 7

Conclusions and Future Work

Scalar multiplication is the most important operation in hyperelliptic cryptosystems.
In this work, we mainly improved scalar multiplication by decreasing the computa-
tional time. This work focused primarily on the point arithmetic level. Improvements
were made on coordinates which use field inversion as well as for inversion-free co-
ordinates. Contribution was made on space requirements by obtaining formulae in
projective coordinates which need a single weight value per point; these are almost
as efficient as formulae on Lange’s new coordinates. Previously formulae in Lange’s
new coordinate were significantly faster than those of projective coordinates. We
introduced semi-afline coordinates. Formulae for semi-affine coordinates require field
inversions too but are significantly faster than that of existing affine coordinates. We
applied multibase representations with the tripling formulae to further speed up scalar
multiplication. We also improved precomputation cost by using efficient double-add

operations and special addition.

One future direction would be the application of techniques used in this thesis to
hyperelliptic curves of higher genera. Genus 3 hyperelliptic curves over prime fields
with 64-bit modulus provides the security of elliptic curves over 192-bit field. With
the widespread use of 64-bit architectures, significant improvement in point formulae
in genera 3 and 4 in conjunction with the use of machine instructions to perform
field operation may lead to more efficient cryptosystems. We note that when we
multiply two 64-bit numbers the number of bits in the result can be upto 128 bits.
But applying technique of Karatsuba multiplication and viewing a 64-bit integer as a
polynomial with coefficients of size 32-bit we can implement multiplication followed

by modular reduction using 64-bit machine instructions.
In order to construct practical cryptosystem based on hyperelliptic curves, atomic
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formulae which resist the attacks based on side channel information have to be de-
veloped. We have in this thesis specialized computation by using double-add and
triple formulae. As we specialize operations to save computation adversary will have
access to more side-channel information. Hence protection against side-channel at-
tacks become important. For elliptic curves with fewer operations it is not hard to
obtain efficient formulae in the form of atomic blocks which will have similar execu-
tion trace. But in the case of hyperelliptic curves with a significantly larger number
of field operations, efficient atomic formulae would only be possible using some kind
of automation of search for atomic blocks. The problem can be converted to coloured

graph traversal problems as follows:
1. We build a directed graph with dependency information for each formula.

2. Nodes are initial, final or intermediate variables will be coloured based on the

operation used to obtain them.

3. A directed edge (v, w) is in the edge set of graph iff v is used to obtain w. There

may be more than one possible graph for an operation.

4. A formulae in the form series of atomic blocks, will have a pre-order traversal

of a graph as subsequence of sequence of operations. Hence search space can be
bounded.

In genus two hyperelliptic curves over a prime field, computation K (mod U)
requires many operations for normalization. Our initial inspection shows that using
expression K = ((f(X) — (=SU’' — Vi + S'U)/U) when the previous operation is
doubling, D = 2D’ and S denotes the usual polynomial calculated for doubling, will
give some gain on Lange’s new coordinates.

In this thesis we demonstrated that computation can be saved by identifying
relationships between values in adjacent traditional operations. We observe that for

genus two hyperelliptic curves over binary fields:

1. There is no division by V in any of the doubling formulae. Further there is no

multiplication by V for doubling in the binary case.
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2. Squaring distributes over the polynomial addition for polynomials over binary
fields.

3. Some of the coefficients of V' can be recovered by the fact U|(f(X) + h(X)V +

V).

Based on these observations computation across point operations can be saved by
avoiding computing some coefficients of V' until addition. When addition needs to be

performed those coefficients can be recovered by the relation U|(f(X)+h(X)V +V?).



Appendix A

Table A.1: Doubling for Semi-Affine Coordinates

Input:Genus 2 HEC C:Y? = f(X)
f=X+ X+ HLX2+ AX + fo
212,212 = Z122, (U1,V1 = Z12V1)

where D; = (Uy, V) is a reduced divisor
Uy = X2+ un X + uio,Vi = 01X + Bio

Output:(Uy, Vo = ZasVa, Zog, 292)
where Dy = (Ua, V3) = 2D is a reduced divisor
Uy = X2 4+ up X + ugg,Va = 091X + g

1 | Compute V' = 2V] (mod U) -
’Ulll = 2’(_111, U/IO = 2’(_)10

2 | Precomputations 25
Wo = 6%17 Wi = u%l
3 | Compute K = (212f — V?)/U; (mod Uy) = k1 X + ko 3M

wy = f3+ Wi, ws = 2ug0, k1 = (2W1 + w3 — we) 210
ko = (u11(2ws — w3) + fo)z1z — Wo

4 | Compute coeflicients and determinant d the matrix : 4M
Qoo = U’w,am = —ko,,a1p = Uln,au = —k
d = ag@i; — Ao1a10

o = V1 U10, 1 = Vp3U21 — Vpg

if d = 0 then different case

5 | Compute S” = X + s5 = K/(2Vis1) (mod Uy)) and Zoa: [4+7M+18
1= d_l, C(: 1/Z1151) = (aoo% - alO(JO)i, Zog = Zysc
sg = (a1190 — a01q1)t, 220 = Z%

if ¢ = 0 then different case

6 | Precomputations V; = 9112 + U1 2M
U11 = D11c = v, V10 = V10C = VipLa2

7 | Compute Uy = (S(SUy +2V;) — K)/U; = X? + up X + ug | IM+1S
Uog = 582 + 2011 + 2u1 299
U1 = 288 — 222

8 | Compute V5 = ZyVa 3M
U1 = (ug1 — 8¢)(v11 — ux) + (ua0 — u10) — 13
Tap = Sp (U0 — U10) + (U171 — Us1) Uz — Tio

Total Cost I+20M+4S
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Table A.2: Mixed Addition for Semi-Affine Coordin

tes

Input:Genus 2 HEC C:Y? = f(X)
=X+ X+ X+ X + fo

Zy2, 212 = Z122, (Ul, ‘71 = levl)

where D; = (U, V1) is a reduced divisor
reduced divisor Dy = (Us, V3)

Up = X? 4+ upn X + u10,Vi = 1 X + o
Uy = X% + up1 X + ug0,Vi = vn X + vgg

Output: (Ug, VE), = Z32V3), Z32 and 230 = Z?%Q
where D3 = (U3, V3) = l_)l + D is a reduced Divisor
U3 = X2 + U31X + ’LL30,VEJ, = ’l_ngX + 1_}30

Compute Vo = Z15V, 2M
Toy = Z12U21,U20 = Z12V20

Compute S’ = (‘/2 - ‘/1)/(81[]1) (mod Ug) and Zgg [+11M+1S
000 = U1 — U20, Gp1 = V10 — V20

G10 = Y11 — U21, 011 = V11 — V2

d = agoi1 — ao1a10,if d = 0 then different case,i = d=!

Wo = uaiai0, go = u20a10, 1 = Wo — ago

56’ = (G11QO - aoﬂh)i, c= 1/(21281) = ((100(h - GmQO)i

L3y = clyg, 23 = Z§2

if ¢ = 0 then different case

Precomputations V) = 0112 + U1 2M
U1 = D11¢ = 011432, Up = U19C = V19432

Compute Uz = (S(L + 2V;) — K) /Uy = X* + u| X +uj: | 2M
Uzp = 83(86/ + 2a10) — q1 + 2011 + (u11 + u21)z32

Uz = 28q -+ @10 — 232

Compute V3 = Z32 V3 3M

Ug1 = (uz1 — 8g) (w11 — us1) + (uso — u10) — V11
T30 = Sg(usz0 — u10) + (u11 — u31)uso — T1o

Total Cost 1+20M+1S
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Table A.3: Double-Add with Two Inversions for Semi-Affine Coordinates-Part 1

Input:Genus 2 HEC C:Y? = f(X)
[=X0+ X2+ X2+ AX + fo

Zig, 212 = Z1227 (Ul,Vl - Z12V1)

where D; = (U, V}) is a reduced divisor
reduced divisor Dy = (Us, V3)

Up = X? + upn X + u10,V1 = 01X + 1o
Uz = X? 4+ up1 X + u20,Vi = va1 % + vog

Output: (Uy, Vy = Z4Vy), Zsp and 249 = Z3,
where Dy = (Uy, Vy) = 2D; + D, is a reduced Divisor
Uy = X? + upn X + uao, Va = 0 X + Tao

Compute Vo = Z13V5 2M
Uo1 = Z12V21,U20 = Z12V20

Compute S” = (Vo — V1) /(s1U1) (mod Us) and Zsp I+11M+1S
Qgo = U1p — Uz20, Go1 = V10 — V20

Q10 = Ul — U2y, @11 = V11 — Vo1

d= dood11 — a01a10,if d = 0 then different Case,i = d_l

Wo = ug1a10, 90 = U20a10, 1 = Wo — ago

sy = (a1190 — ao1q1)i, ¢ = 1/(Z1251) = (@ooq1 — @1090)?

if ¢ = 0 then different case

Lsp = clig, 230 = Z§2

Precomputations Vi = U112 + 19 2M
T11 = Un1c(= v11Z32), T10 = V10¢(= v10Z32)

Compute Uz = (S(L + 2V)) — K) /Uy = X* + ui X +uj: | 2M

Uz = 38/(36/ + 2a10) — g1 + 2011 + (U11 + uz) 232

!
Usr = 285 + aip — 232
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Table A.4: Double-Add with Two Inversions for Semi-Affine Coo

rdinates-Part 2

5 | Compute S” = (V3 — V})/(5,U;) (mod Us) and Zsy = 1/s; | [+12M+1S
Ggo = U10 — U3, Go1 = 2010, Jo = Uzo(Ut1 — U31)
a1o = u11 — g1, An = 201, Wo = uai(u11 — ua)
d' = Goo@11 — @o1810,G1 = Wo — w10 + uso
if ¢ = 0 then different case
tz.” = Go@11 — G1Go1,¢" = GooG1 — dr0do
d=d —'&i=d'¢=c"35 =ty —sic")i
if d =0 or & = 0 then different case
Zyg = L3C, 249 = Zfz
6 | Precomputations V) = U1z + U1 M
Uy = 0118(= v11Z42), V1o = T106(= V102420
7 | Compute Uy = (S(L +2V}) — K)/Us = X? + upn X + ugo: | 2M
Ugo = 8o (34 + 2a10) — G + 2011 + (w1 + ua1)Zzan
un = 28y + uig — Uz — 2
8 | Compute Vy = Z4,0V} 3M
Ugy = (g1 — 85)(u11 — ug) + (ugo — u10) — 11
Ugo = 5g(ugo — u10) + (u11 — uar)ugo — 1o
Total Cost 2I14+-36M+28S
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Table A.5: Double-Add with One Inversion for Semi-Affine Coordinates-Part 1

Input:Genus 2 HEC C:Y? = f(X)
=X+ X2+ X2+ X+ fo

Zi2, Z12 = Z122; (U1, Vi = Z12V1)

where Dy = (Uy, V1) is a reduced divisor
reduced divisor Dy = (Us, V3)

Uy = X2+ un X + wio, Vi = o X + bio
U2 = X? + Ug]X + U,QO"/I — U21X + Voo

Output: (U, Vi = ZgpVy), Zgy and 240 = ng
where Dy = (U, V) = 2D; + D, is a reduced Divisor
U4 = X2 + ’LL41X -+ U40, ‘/4 = 1_]41X + 1740

Expression Cost,
1 | Compute V5 = Z15V5 2M
Uo1 = Zi2va1, V2o = Z12V20
2 | Compute S" = d x (Vo — V1)/(51U1) (mod Us,) and Zj = d/s; 10M+1S
Ggp = U1g — Ug0, Qo1 = V10 — V20,810 = U11 — Ui, G11 = U11 — Va1
d = agpay1 — ap101p, if d = 0 then different case
Wy = Uzl(un - Uzl), qo = Uzo(un - U21), q =Wy + (U20 - Um)
50’ = a11qo — Go1q1, ¢ = dc = apoq1 — @100
dl = dCl7 Z32 = 0/212,232 = Z§2
if ¢ = 0 then different case
3 | Precomputations 2M
Ulll — ﬂnd/, Uio = l_llodl
4 | Compute Uy = d*U, = d? X2 + uby, X + uby 2M+1S
D= dz, UI21 = D’Ugl, UIQO = DUQO
5 | Compute Ui = D(Us — Uy) = ugy X + ufy: 3M+18

P2 ! o /
Uzp = So” + (—uy; + 2Wh) (U1 — ua1) — ugg + 2vy; + (ug1 + uai1) 232
_ / _ /
W1 = dSO,U31 = 2W1 — 11,21 — Z32
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Table A.6: Double-Add with One Inversion for Semi-Affine Coord

inates-Part 2

6 Computation of 8" = =2V{/U} (mod Uy) 8M
Qoo = U30a Jo = — 201y, W = —uroUty;
a0 = uy;, G = 2031,@1 = —uq1Uy;
Qgy = Wy, @11 = Wy + “30
to = qo@11 — 1001, tl = Qooq1 — (L10907d = Qood11 — Q01210
if & = 0 then different case

7 | Computation of S = ((V3 \/1)/U1 (mod U') I4+9M+1S
d=DE +d), i, =d 5 = (D) +dW; — ub))iy
if d = 0 then different case
ig = Zl(fll + CZ), c= —ildl, Wg = igugl
if & = 0 then different case
S0 = 3¢ + WQ, Zso = délsn, 249 = Z42

8 | Adjustments 1M
ugr = Wa + 11, uso = falfy + Ugo

9 | Precomputations Vi = U112 + Uy 2M
D11 (= D11 Z32) = via&, D10(= T10432) = V10€

10 Compute Uy=(S(L+2V) — K)/U3s = X? + un X + uge: | 3M
U40 = 30 (25 + 2(U31 — Ull)) + U31(U31 — ’U,11) + U3zp — U10+
2011 + (w11 + us1)Zaz
Ug = 258 + U — U3 — 242

11 | Compute V3 = Z4Vy 3M
Ug1 = (w41 — 8p)(u11 — war) + (ug0 — u1p) — 011
Tgo = §p(wao — U10) + (w11 — us1)Uao — D1
Total Cost I4+45M+48S
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Table A.7: Tripling with Two Inversions for Semi-Affine Coordinates-Part 1

Input: Genus 2 HEC C:Y? = f(X)
f=X+ X3+ X2+ X + fo
Zy9,212 = Z122, (Ul, Vi= Z12V1)

where Dy = (U, V1) is a reduced divisor
Ul = X2 + UuX + u107‘_/1 = Upx + V10

Output: (Us, Vo = Z23Va, Zoy, 222)
where Dy = (U, V) = 2D, is a reduced divisor
Us = X2 + un X + ug0,Va = U1z + Ugg

Compute V' = 2V (mod U,)

/o 75 Y 5 31
V11 — 2’()11, Vig = 2’1)10

Precomputations 2S

WO = @%1, W1 = U%l

Compute K' = (z12f — V?)/U; (mod U;) = k1 X + ki | 3M

ws = f3+ Wi, wy = 2uyg, ky = 2W; + ws — wq) 212

ko = (u11(2ws — w3) + f2)z12 — Wo

Compute coeflicients and determinant d of the matrix | 114+4M
agp = U/m,am = —ko,,a10 = Uh,an = —k

d = agpay1 — ag1a10,if d = 0 then different case

i =d g = v, 1 = VU — vy

Compute S” = K/(2V1s1) (mod Uy) and Zap TM+18
¢ = 1/Z1281 = (apoqy — 61090)t, Zaz = Z1ac

if ¢ = 0 then different case

86’ = (011% - a01Q1)i,222 = Z222

Precomputations V) = 9112 + 019 2M

U1 = Tuic(= v11222), V10 = D10¢(= v10422)

Compute Us = (S(SU; +2V1) — K) /Uy 1IM+18

17 _

Uz = 802 + 21111 + 2U1222
"

Uy = 28y — 292
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Table A.8: Tripling with Two Inversions for Semi-Affine Coordinates-Part 2

8 | Compute S” = (V3 — V1)/(5:U1) (mod Us) and Z3; = 1/s; [4+12M+1S
go = 1o — U, Go1 = 2V10, o = Uz0(u11 — Ua1) 3
(}_10 = Uy — Ug1, a1 = 2011, Wo = U21(U11 - U21),§1 = Wi —ag
d' = agoa11 — Go1d1o
ty = GoG11 — q1ao1, & = Good1 — G10Go
d=d —"¢&i=d 1= c",5 = ({0 — shc)i
if d =0 or é = 0 then different cases.
Zsg = I, 230 = L3
9 | Precomputations V; = 0112 4 019 2M
Oy = 0116(= v11Z32), D10 = V106(= v10Z32)
10 | Compute Us = (S(SU; + 2V;) — K)/U; 2M
ugy = 28" 4 Q10 — 232
usp = 54(80 + 2810) — G1 + 2011 + (w11 + U21) 232
11 | Compute V3 = V373, 3M

v30 = Sg(uso — u1o) + (w11 — us1)uzo — 1o
vs1 = (us1 — 85)(unn — us1) + (uso — wi0) — V11

Total Cost 2I4+36M+5S
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Table A.9: Tripling with One Inversion for Semi-Affine Coordinates-Part 1

Input: Genus 2 HEC C:Y? = f(X)
=X+ X2+ LbX2 + iX + fo
212,212 = Z%g, (Ul, ‘71 = Z12V1)

where Dy = (U1, V}) is a reduced divisor
Uy = X? + unn X + uio,Vi = 011 + Dio

Output: (U27 Vo = Z22V27Z227222)
where Dy = (Us, V) = 2D, is a reduced divisor
Uy = X% 4 up X + uso,Vo = U1 + 2o

Compute V' = 2V] (mod Uy)

! o5 /I 9n
V1 = 2’011, Vig = 2’1}10

— A2 . —
D—d,ulO—Dulo,uH—Duu

Precomputations 25

Wo = 03, Wi = uiy

Compute K = (z12f — V?)/U; (mod Uy) = k1 X + ko 3M

w3 = f3 + Wy, wy = 2ugg

ky = (W1 + ws — wy)z12

ko = (u11(2wys — ws) + fo)z12 — Wo

Compute coefficients and determinant d of the matrix : 4M

Qoo = Ulmaam = —ko,,a10 = Uil,au = —ki

d = agpaq1 — ag119,if d = 0 then different case

go = V1;U10, 1 = V1 U1 — Vg

Compute 5" = X + sg = (K/(2V1s1)) (mod Us) and Zoy = 1/51: | BM+1S
d = d/Z12S1 = apoq1 — 1040, Z22 = ¢ Z12

86" = a1190 — Qo141 222 = Z222

if ¢ = 0 then different case

Precomputations Vi = 012 + Dyg 3M

ws = dc’, U1 = Uy1Ws, V10 = D1oWs

Compute Uz = (S(SUl + 2‘/1) — K)/U1 = X2 -+ u21X + U9g 2M+1S
We = dsg', ugy = 2Ws — 222

Uy = 53/2 + 2011 + 2uq1 222

Adjust U, 2M+18
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Table A.10: Tripling with One Inversion for Semi-Affine Coordinates-Part 2

Compute 5" = (=S — 2V;/U,)/3, (mod U,) and 1/5,

C~l~00 = Ullo — Ugq, G1g = U/n — Uoy, Ggy = —Q1pU0

Wo = a1oUg1, d11 = 60012 —Wo,qo = —2010,q1 = =20
d' = (aoo@11 — Godor1), W1 = (GooG1 — d10G0)D — d',d = DW,
gg’~: (Go@r1 — G1Go1)D — d'Wo

if d = 0 different case

i =d '8 =3, =diy

if ¢ = 0 different case

L3y = dCZyy, 233 = Z§2

4+17M+18

10

AdjllSjJ U2
Z72 = Wlil

Ugp = T2U2q, U21 = T2lig1

3M

11

Adjust V;

U11 = V116, D10 = U10C

2M

12

Compute U = (S(SU; +2V;) — K)/Up = X? + uz1 X + ugg
u3y = 287 + U1 — Uz — 232

uso = (U10 — Ug0) + 2011 + (w11 + u21)2zs2+

592 + (u1g — 1) (237 — ugy)

2M+1S

13

Compute V3 = V3/Z30
v30 = 8 (uso — ui0) + (w11 — us1)uso — 1o
Uzl = (U31 - 56')(U11 - U31) + (U30 - Uw) — U1

3M

Total Cost I+46M+7S
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Table A.11: Doubling In Lange’s New Coordinates

Input: Genus 2 HEC C:Y? = f(X)

=X+ X2+ X2+ iX + fo

Dy = (U17V1,Z11,Z11 = Z121,Z12,Z12 = ng)

A reduced divisor in Lange’s new coordinates
Uy = 2uX? + upn X + u0,Vi = vn X + vyo

Output:Dy, = 2D,

Dy = (Uy, Va, Zor, 201 = 23y, Zaz, 202 = Z3,)

A reduced divisor in Lange’s new coordinates
U = 221 X% + upn X 4 ug0,Va = va1.X + vy

Compute V| =2V,
Uil = 21)11, ’U/w = 2v1g

Compute K (mod Uy) 5M+3S
Wy = ’U%puh = U%p Wy = Z%p W3 = w9211

wy = fsWo + wy, ws = 2W;3

ky = (2w1 + wy — ws)le, ko = (u11(2w5 - w4) + f2W2211)Z12 — Wo

Set-up the linear system and solve oM

ago = U'mZn,alo = ’Uh,am = —ko,a11 = —k1

qo = vy W3, 1 = v u11 — aoo

d = agoai1 — ag1a10, 56’” = o®11 — q1Q01, d = Qo041 — o010

Precomputations 4M~+28
We = C/Zm, W; = Z1uWe, W = dz11

Wg - WSZ, Ww = W72, W11 = WgSg”

Adjust V; 3M
Wia = dCI’U/u = Wiavii, Uio = Wiauyo

Compute U, 1M+2S
Ug1 — 2W11 — Wl(), Ugg = 56”2 -+ 2’(]/11 + 2U11W62

Adjust Uy 3M
Wiz = Wsd, u’n = Wisuqs, U'm = Wisuio

Compute weights -

Zyy = Wy, 291 = Wy, Zpy = Wq, 209 = Wy -
Compute V;, 5M

U1 = (Wu — g1 )(ug1 — uly) + 291 (U0 — w10 — U11)
V20 = Wn(uzo - U'lo) - (Un — U'u)uzo - 22117/10

Total Cost:30M+7S

92



Table A.12: Mixed Addition for Lange’s New Coordinates

Input: Genus 2 HEC C:Y? = f(X)

=X+ X3+ X2+ X + fo

D, = (Uz, Vo, Z11, 211 = Z121, 212,212 = Z122)

A reduced divisor in Lange’s new coordinates
Uy = 20 X? + un X + uio,Vi = vin X + vyp

D2 = (U27 ‘/2)

A reduced divisor in Affine coordinates

U2 = X2 + U21X + 'UJQO’VYQ = U21X -+ V9o

Output:D3 = D1 -+ D2

Dy = (Us, Va, Zs1, 231 = 231, Zs2, 230 = Z35)

A reduced divisor in Lange’s new coordinates
Us = 231.X% + us1 X + u30,V3 = v31. X + vso

1 | Precomputations 2M
Wi = Z11 212, Wy = 211 W

2 | Normalize V> with respect to V} 2M
vy = UpoWo, vy = vy Wy

3 | Normalize Uy with respect to U, 2M
Uy = U021, Uy = Ug1211

4 | Compute weighted monic form of S 8M
Qoo = U190 — Ulzo, a1p = U11 — u/21
ag1 = V10 — Uém @11 = V11 — Uél
qo = a1olz, W3 = ajoua1 — ago
d = agoair — ap1010, Sg” = 41011 — q14901, d = a1 — a1090
if d = 0 or ¢ = 0 then different cases

5 | Precomputations 5M+3S
D= d2, W4 = dCI, W5 = CIW1, WG = W5Zu
Wq = Wg?, Ws = WGQ, Wy = 88"211, Wi = dWy

6 | Adjust ¥} 2M
U'n = Wy, U'm = Wy

7 | Compute Uz 5M
ugy = 2Wig + a10D — Wy
Uz = Sgﬂ(Wg + ZGlod) — Dq1 + 2’()/11 -+ (Uu + u'21)W7

8 | Adjust U; 2M
U/n = DUH,UIIO = DU10

9 | Compute weights 1M+1S
Zy1 = dZi1, 231 = Z3217 Ly = Wy, 230 = Wy

10 | Compute V; 5M

var = (uzr — Who)(uiy — ua1) + 231 (uar — ujy — vyy)
v = Wiglusg — uig) + (ug; — usi)uso — 231019

Total Cost 34M—+4S
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Table A.13: Double-Add for Lange’s New Coordinates-Part 1

Input: Genus 2 HEC C:Y? = f(X)

f=X+ X2+ X2+ X+ fo

D, = (U2,V2>Z117211 = Z121,Z12,Z12 = 2122)

A reduced divisor in Lange’s new coordinates
Ul = 211X2 + UHX —+ U,l(),Vi = UHX + V10

Dy = (U, V2)

A reduced divisor in Affine coordinates

Us = X2 + un X + uz,Va = v91X + v20

Output:Dy = 2D + D,

Dy = (U47 Vi, Za1, 241 = pr Lo, 249 = ng)

A reduced divisor in Lange’s new coordinates
Us = 20 X? + unn X + ugo,Va = vau X + vao

Precomputations 2M
Wi = ZuZig, Wa = 21, W)

Normalize V5 with respect to V; 2M
U;O = ’UQOWQ, Uél = 7)21W2

Normalize U; with respect to U 2M

o [
Ugy = U20211, Ugy = U21211

Compute weighted monic form of § 8M
Qoo = U0 — Ulgo, Q10 = U1 — Ul21

g1 = V10 — Uéo, aiy = Vi — Uél

go = yoliag, W3 = ajoua,q1 = Wi — agg

d = agpai; — agraio, 53" = Goa11 — G101, € = goq1 — G100
if d =0 or ¢ = 0 then different cases

Precomputations 5M+353
D= d2, W4 = dCI, W5 = C/W1, W6 = W5Z11
We = Wg?, Wy = Waz, Wy = 56"/211, Wio = dWy

Adjust V; 2M
v = Wavir, vig = Wanne
Compute Us 5M

U3y = 2W10 + aloD - Wg
Ugzp = Sg”(Wg 4+ 2a10d) — Dql + 2’U/11 + (ull + UIQI)W7

Adjust Uy 2M
uil = Duu, Ullo = Dulo
Compute weights 1M+18

Z31 = dZy, 231 = Z§1




Table A.14: Double-Add for Lange’s New Coordinates-Part 2

10 | Compute weighted T' = —2V; /U; (mod Uy) 9M
ago = Ullo — U3g, 10 = U/u — Uz1
Go = —2v19, 1 = —20,
ag1 = —a10U30, 411 = —a10U31 + Qo231
g/l = agof1 — @10Go, ' = Ago@11 — G10001
to = Goa11 — Q1001

11 | Precomputation 9M+2S
5" = fozs1 — Wiod'
Wo = d' Zsg, Wi = WoZa1, Wa = dd’
d' =Tz —d,d=d 2y
W,y = 574 Wy = W2
Wy = d'd, Wy = &, Wy = W}

12 | Adjust V1 2M
v = ”11W2a Uy = U10W2

13 | Compute Uy 5M
gy = 2Ws — Wy + Wi
ugo = 50" (38" + 2a10d") + a11 Wi + 20, + (uay + )Wy

15 | Compute weights 1S
Zy =d,zg = pr Zyg = Wy, 240 =Wy

16 | Adjust U 2M
iy = U/11W5a Uy = “/10W5

17 | Compute Vj 5M

Vg1 = (y41 - W?s)(ﬂ'u ~ ua1) + 241 (g0 — Uy ~ 77)
vao = Wi(uag — o) + (@) — wa1)Uap — 24177

Total Cost 61M+8S
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Table A.15: Tripling for Lange’s New Coordinates-Part 1

Input: Genus 2 HEC C:Y? = f(X)

[=X0+ [0+ X2+ iX + fo

D, = (U1,V1,Zl17211 = Z%1,Z127212 = Z122)

A reduced divisor in Lange’s new coordinates
Up = 20 X%+ unX + ui0,Vi = vuX 4 vio

Output:D; = 3D,

D3 = (Us, Va3, Z31, 231 = Z§17Z32;232 = Z§2)

A reduced divisor in Lange’s new coordinates
Us = 251 X% + uz1 X + uso,Vs = v35:.X + vgo

Compute V{ = 2V]
Uil = 2’1)11, ’U’w = 2’[)10

Compute K (mod Uy) SM+3S
Wg — U%l, w1 = u%l, W2 - 2%1, W3 — U10°11

wy = fsWy + wi,ws = 2W3

k1 = 2wy + wg — ws) 212

ko = (u11(2ws — wy) + folWazi1)2zi2 — wy

Set-up the linear system and solve 9M

Qpp = U'10211,a10 = Uh, aor = —ko,a11 = —k1

qo = v, W3, 1 = vi3un — ago

d = agoai — ag1aio, 56’” = Qoa11 — q1801, ¢ = Gooq1 — Gol10

if d = 0 or ¢ = 0 then different cases

Precomputations 4M+2S
We = C'Z12, Wi = Z1uWes, We = dz11

Wy = WsZ, Wy = W72, Wi = WSSSI

Adjust V; 3M
Wiy = dd/, U'u = Wiovyy, Ullo = Wiavio

Compute Uy 1M+-2S
U9 = 2W11 — Wl(], Ugg = 88,/2 + 21)11 + 2U11W62

Adjust U 3M

— A 1
W13 = ng, U’ll = nguu,ulo = W13U10

Compute weight of U,
Z21 = Wg, 291 = Wg, Z22 = W7) 292 = WIO
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Table A.16: Tripling for Lange’s New Coordinates-Part 2

T i ! ~
V31 = “(’U/gl — Wg)u31 + 231(U30 — Ull)
! ’ ~1
Vg = W8u30 — U3 U30 — 231V

9 | Compute weighted T'= —2V{ /U (mod Uy) 10M
Qgp = Ugp — Ullo, a9 = Uz — U/n, agr = —2’0110,511 = —2vyy
Wo = Gooz21, Go = A10Uyg, J11 = fhoffln — Wy
Wi = agotin1 — o110, 1) = zaWi, 8 = audo — @01
d' = Gooq1 — G10do

10 | Compute weighted R = —2V{/U; (mod Uy) 1M
L= 8,7 = B + Wi(uas — ufy)

11 | Compute weighted S = (Vo — V1)/U; (mod Us) 2M
Wg = ’F,l - d~/, W4 = 221776, W5 = WHJI, 56” = -W5 + W4

12 | Compute weighted S — S-S -
5 = —2d, 5 = —2Ws + W,

13 | Compute U} (mod Ui) 3M
We = —1,5), uy = Solh + Weuy

14 | Compute Us 1IM+18
Wy = (W3)?
U3 = Ugo + W7U110

15 | Computation of Weights 2M+-28
Z3 = WSZ217 231 = Z§1
g =d Ly, 231 = Z??z

16 | Precomputation 2M
Wg = ngg/’ Wg = JIW3

17 | Adjust V; 2M
0y, = Wvly, 99 = Wag

18 | Compute ugz; 2M
ugy = 2Ws + (u}; — uo1)Wr — 232, uyy = uzy — uiyy We

19 | Compute V3 5M

Total Cost 55M+10S
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Table A.17: Doubling for Projective Coordinates

Input: Genus 2 HEC C:Y? = f(X)
=X+ [ X3+ X2+ X + fo

Dy = (Ui, V1, Z1)

A reduced divisor in projective coordinates
Ur = Z1X? + unn X + uio,Vi = vin X + vpp

Output:D, = 2D,

Dy = (Us, Va, Z5)

A reduced divisor in projective coordinates
Uy = Z3X?% + upn X + ugo, Vo = va1 X + vy

1 | Compute V| =2V} -
’Ulll = 27)11, UIIO = 2'()10
2 | Compute K (mod Uy) 3M+38
Wy = vfl,wl - U%l, W2 = Z%'U)g = f2W2
Wy = w10y, ws = fsWs + wy, ws = 2W,
k)l = 211.)1 + Wy — Weg, k‘o = U11(2'LU5 - 'LU4) + (UJ3 - ’lU())Zl
3 | Set-up the linear system and solve 9M
Wr = 1021, ago = 2W7, a10 = vi;, a10 = —ko, a1 = —ky
go = vu Wy, g1 = vj1u11 — aoo
d = ao@11 — Gp1810, 55 = Go11 — 1001, € = GgoG1 — Jol10
if d =0 or ¢ = 0 then different cases
4 | Precomputations 4M
Wg - ds{)”, Wg = C/Z17 Wm = C/wg, Wn = dIUQ
5 | Adjust \} 2M
vy = Wi, vyg = Wl
6 | Compute U, 1IM+1S
U1 = 2W8 — Wm, U20 = 86”2 + 2’()/11 + 2U11W10
7 | Compute Z; 2M+18
Wip = d* Wi = W Wa, Zo = WioWis
8 | Adjust U 2M
U/u = W12U11,U/10 = WioWy
9 | Compute V5 6M
var = Z1((uz1 — We)(uy — u21) + Wia(uao — uje — viy))
vgo = Wa(ugo — i) + uao(uy; — ua1) — Wipvig
10 | Adjust Us 3M

ugy = Ut Wi Z1, tgo = ugoWhn

Total Cost:32M+5S
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Table A.18: Mixed Addition for Projective Coordinates

Input: Genus 2 HEC C:Y? = f(X)
[=X0+ X2+ X2+ X+ fo

Dy = (U, i, Zy)

A reduced divisor in projective coordinates
Ur = Z1 X% + un X + wio, Vi = vin X + vio
D, = (U27 VYQ)

A reduced divisor in affine coordinates

Uy = X% + up X + uio0,Va = v1 X + vgg

Output:D3 = D1 -+ DQ

Dy = (Us, V3, Z3)

A reduced divisor in projective coordinates
U3 - Z3X2 + U31X + U30,Vv2 - 1)31X + V30

Normalize Dy w.r.t D, 4M
UIQ1 = U21Z1au/20 = U20Z1;U§1 = vy 2], Uéo = Uy 1

Set up the linear system and solve 8SM
oo = U1p — Ugg, G0 = Ut — Ugy

o1 = V10 — Uhg, @11 = V11 — Uy

Go = Ugoa10, Wo = aioua1, go = Wo — ago

d = agoay; — ag1a10, Sg” = qo011 — q1ao1, € = Goq1 — A10G0

if d =0 or ¢ = 0 then different cases

Precomputation 3M+2S
D= d2, W1 = Sg”Zh W2 - dWl, W3 = 0/2, W4 = W3Z1

Adjust V; 3M
W5 = ddc, vy, = Wsvir, vy = Wsvio

Compute Us 5M
Uz = 2W2 + aloD - W4

U3 = Sg”(Wl + 2da10) + D(a()() — Wo) + 21)’11 + (u/21 + Uu)Wg
Compute Z3 3M
We = DZy, Wy = W52y, Z3 = WelW5

Adjust U, 2M
uyy = Duqg,ulg = Dugg

Compute V3 5M
vso = Waluso — uyg) + (uy; — us1)use — Weuyg

Us1 = (uBl — W) (uy, — U31) + We(uso — u’m — U’ll)

Adjust Us 2M

uzr = Waugy, usp = Wrugo

Total Cost 35M+2S
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Table A.19: Tripling for Projective Coordinates-Part 1

Input: Genus 2 HEC C:Y? = f(X)
=X+ X3+ LX?*+ iX+ fo

Dy = (U, Vi, Z1)

A reduced divisor in projective coordinates
U1 = Z1X2 + U11X + ulO,‘/l — 1)11X + V10

Output:D; = 3D,

D3 = (U3> Vz’n Z3)

A reduced divisor in projective coordinates
Uy = Z3X2 + u31 X + u3g,Va = v3:. X + v30

Compute V| =2V,
'Uil = 21)11, 1)/10 = 21)10

Compute K (mod Uy) 3M+3S
wo = vi, wy = uiy, W = Z, w3 = foWa, Wy = w102y

ws = faWy 4+ wy, we = 2W,

k‘l == 211]1 + ws — We, ]C() = u11(2w6 - UJ5) + ('LU3 — wO)Z1

Set-up the linear system and solve 9M

Qop = U'10Z1, a1p = U'malo = —ko,a1; = —Fk;

do = U11W4,w7 = ’UI11U11, g1 = W7 — Ago

d = agoa11 — @110, 56’" = go11 — ¢1801, € = Qoq1 — Gol10

if d =0 or ¢ = 0 then different cases

Precomputations 5M+2S
Zoy = dZy, 2y = Z221

Wy = Za1sy”, we = ¢/ Z1, Wig = dwg

Wi = dwsg, Zoy = wy, 202 = Z3,

Adjust Vi 2M

Uil = W11U11,U'10 = Wiivpo

Compute U, 2M+18
Upy = 2Wy — 2o, Usg = Sy 2 + 204y + 2u Wi

Adjust Uy 2M

_ r !’
Wiy = dZy;, U = Wigl11, U = Wi2U10
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Table A.20: Tripling for Projective Coordinates-Part 2

Compute weighted 7' = —2V/ /U, (mod U,)

Goo = U0 — g, B10 = Ug1 — Uy, Aoy = —2Vg, G11 = —2vy3
wo = ago221, o = aloulo, qii = amuu — Wy

W1 = o011 — Ao, 1) = W, ty = a11do — o1

d = agod1 — 1040

10M

Compute weighted R = ~2V{/U; (mod Us)
= 15,7 = by + Wiun — ujy)

1M

10

Qompute weighted S = (V3 — V1)/U1 (mod U)
W3 = Fll - d/ W4 = 2217’0, W5 ng, ~W = —W5 + W4

2M

11

Compute Welghted S — S-S
S = T'l Qd, = —-2W5 -+ W4

12

Compute U3 (mod Ul)
W = —1,8), uby = 5oty + Wetg

3M

13

Compute Uz
Wy = (Ws)?
uso = ugy + Wruyg

IM+1S

14

Computation of Weights
Z3 = IiV3Z21,Z31 = Z321
L3y = dlzzz, 231 = Z??Q

2M+-25

15

Precomputation
Wg = nggl, Wg - d/W3

2M

16

Adjust V1
vy, = W9U11, Uy = W9U10

2M

17

Compute us;
— 9TA / T T T
ug = 2Ws + (ujy — uan)Wr — 230, ugy = ug —up, Wo

2M

18

Compute V3
1 i / ~
V31 — —(U31 - Wg)U31 + 231 (U30 — ’Uu)
— / / ~7
V3o — W8u30 — UzU30 — 231V

5M

19

Adjust Us and compute Z3
Wig = L3123, 43 1= z31W1o
Uzl = U31Wi0, Uz0 = U3oW10

4M

Total Cost 57M+9S
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Table A.21: Special Addition for Projective Coordinates

Input: Genus 2 HEC C:Y? = f(X)
=X+ X2+ LX2+ iX + fo

Dl = (Uh‘/lv Zl)

A reduced divisor in projective coordinates
Up = Z:1 X%+ unn X + uo,Vi = v X + vio
Dy = (Us, Vo, 21)

A reduced divisor in projective coordinates
Us = Z1 X? + un X + ugo,Vo = v21 X + 3

Output: D3 = Dy + D,

D3 = (Ug, V:f;, Zg)and Zé

A reduced divisor in projective coordinates

U3 = Z3X2 + U31X + U30,‘/2 = V31X + V3g, Z3 = leé

D, = (UL, V], Z)

A reduced divisor D; in projective coordinates with Z] = Z3
Ul = Z1X? +uhy X + o, V) = vy 3 + vl

1 | Normalize Dy w.r.t D, -

2 | Set up the linear system and solve 10M
Qoo = Urp — U20, G10 = U11 — U21, Gp1 = V10 — V20, @11 = V11 — V21
qo = U20a10, Wo = a1pliz1, g0 = Wo — ago 21
d' = agoa11 — anai,d = dZ;
56’" = GoG11 — 91001, ¢ = Ggoq1 — @10G0
if d =0 or ¢ =0 then different cases

3 | Precomputation 3M+25
D= d2, W1 = SSIIZ, W2 - dWl, W3 = Clz, W4 = W3Z

4 | Adjust V1 3M
W5 = dCll, ’U/H = W5U11, ”U/w = W51}10

5 | Compute Us 6M
ug = 2Wy + aoD — Wy
U39 = Sg”(Wl + 2da10) - dd'ql + 2’011 + (U/21 + Uu)Wg

6 | Compute Z3, Z; AM
We = DZy, Wy = W52y, Z3 = WeWr, Z; = DW,

7 | Adjust Uy 2M
U‘lll = DUH, Ullo = D’U,lo

8 | Adjust Vy 2M
viy = v We, vig = v1: We

9 | Compute V3 4M
vzo = Wa(uso — ujg) + (uj; — us1)uso — vig
var = (uz1 — Wa)(uyy — uar) + Wi(uao ~ uy) — viy

10 Ad]ust Ug, U1 4M

— P! [ |
Uz — W7U31, U309 = W7'U,30, Uy = UHW’z, Uiy = U10W7

Total Cost 38M+2S
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