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Abstract

In recent years, cloud-based systems have gained significant popularity for delivering re-
silient services across diverse domains, including the Internet of Things, data centers,
and e-commerce, where they must handle dynamic workloads and ensure seamless ser-
vice delivery. However, maintaining scalability and meeting performance objectives under

unpredictable conditions remains a persistent challenge.

This thesis addresses this challenge by focusing on verifying and optimizing the scala-
bility of cloud-based systems through stress testing methodologies and self-adaptive tech-
niques. First, a simulation framework is introduced to conduct stress testing by simulating
large numbers of devices communicating with cloud applications at high frequencies, while
reducing computational overhead through symbolic representations. This approach ana-

lyzes system behavior under extreme workloads and at the upper limits of its capacity.

When facing high workloads, the network connecting devices to the cloud applications
can become a bottleneck and frequently congested. In the second part of this thesis, to
mitigate network congestion, a generative self-adaptation framework leveraging genetic
programming is proposed to evolve data forwarding logic in real time, minimizing Service
Level Objective (SLO) violations and adaptation costs. Third, to ensure that cloud ap-
plications can scale to varying request loads, an auto-scaling framework is developed to
dynamically adjust microservice instances in a coordinated manner, ensuring SLO compli-

ance while optimizing resource usage.

By enhancing the scalability of cloud-based systems through these three methods, our

research ensures optimal performance, reliable service delivery, and effective resource uti-
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lization under varying and unpredictable workloads. The proposed solutions reduce oper-
ational costs and improve system autonomy, advancing the state of the art in designing

and managing scalable cloud-based systems.
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Chapter 1

Introduction

Cloud-based systems have become a popular approach for delivering modern applications,
offering flexibility and resilience through cloud computing technologies. As these systems
are increasingly adopted across diverse domains such as the Internet of Things (IoT), data
centers, e-commerce, and media streaming, they face growing demands that expose critical
scalability challenges. For example, fluctuating workloads, dynamic user demands, and
the need for high availability and low latency place significant pressure on the underlying
infrastructure to scale efficiently. These challenges highlight the necessity for advanced
research to develop effective mechanisms that ensure cloud-based systems can maintain

performance and reliability while scaling to meet varying demands.



Figure 1.1: A schematic overview of a cloud-based system.

1.1 Context

Cloud-based systems are systems that adopt cloud computing to build, deploy and run
applications by utilizing services and resources across cloud infrastructures [37]. These
systems enable flexible and on-demand access to computing resources, facilitating efficient

management and seamless delivery of services to a broad range of users.

Figure 1.1 illustrates a schematic view of a cloud-based system. At its core lies the cloud
infrastructure, which hosts essential components such as service interfaces, and various
platform services that together form the backbone of cloud applications. Cloud applications
are software programs or services that run on cloud platforms rather than on local servers

or individual devices. Deployed on the cloud infrastructure, cloud applications provide a



2 el O i @ User Layer
NI TN V) Network Layer

b4 > O Cloud Layer

Figure 1.2: Three layers of cloud-based systems.

wide range of services to users. Surrounding this core, users, including both humans and

devices, communicate with these services via the network.

Cloud-based systems can be divided into three layers, as shown in Figure 1.2: the user
layer, the network layer and the cloud layer. The user layer consists of end users and devices
that interact with cloud services. The network layer enables communication between users
and the cloud, ensuring the efficient transmission of data. The cloud layer encompasses the

cloud infrastructure and applications that host and deliver the services accessed by users.

The interactions among the three layers are fundamental to the operation of cloud-
based systems. As the number of users and devices grows, the user layer places increasing
demand on cloud services. Simultaneously, the network layer must handle higher volumes
of data traffic with low latency and high reliability. At the same time, the cloud layer must
dynamically allocate and manage computing resources to meet fluctuating workloads and
service-level expectations. These growing demands across all layers introduce significant

scalability challenges, including how to efficiently provision resources, maintain service



performance under varying loads, and ensure reliable communication.

Scalability is critical across all three layers of cloud-based systems, as it enables these
systems to handle fluctuating workloads by dynamically adjusting services to meet pre-
defined demands. These demands are typically defined through service level objectives
(SLOs), which specify measurable performance targets or goals. Common SLOs include
metrics such as system uptime, response time, throughput, and error rates. Each layer of
cloud-based systems may prioritize different SLOs depending on its performance require-

ments.

To meet these SLOs, service providers should ensure that their cloud-based systems
can scale effectively. Scalability in cloud-based systems is achieved through two main
approaches: vertical scaling and horizontal scaling. Vertical scaling enhances the capac-
ity of existing resources, such as CPU, memory, or bandwidth, while horizontal scaling
adds more instances or nodes to distribute the workload across multiple resources [154].
Achieving scalability requires designing systems capable of efficiently utilizing resources
and dynamically adapting to changing demands. In scenarios involving high-frequency,
large-volume requests, ensuring scalability also involves careful resource management to

avoid bottlenecks and maintain optimal performance.

To verify the scalability of a cloud-based system, testing is essential to determine
whether the system meets SLOs under varying workloads. Stress testing, in particular,
is required for analyzing how a system behaves under different workload, including ex-

treme conditions and at the upper limits of its capacity [11].

This thesis addresses the problem of testing and optimizing scalability of cloud-based



systems. It proposes a simulation framework for conducting stress testing that enables
evaluation of system performance under varying and extreme workload conditions. This
testing framework enables testing and verifying the scalability of cloud-based systems or
subsystems with limited computational resources, making it practical and efficient for eval-
uating different scalability approaches. Building on this foundation, the thesis presents
self-adaptive frameworks that continuously monitor system states, learn and update con-
trol logic, and dynamically scale systems to meet SLOs in real time aiming to minimize
manual intervention and improve the systems’ ability to autonomously respond to changing
environments. By enhancing the scalability of cloud-based systems through efficient stress
testing and self-adaption, this thesis aims to ensure optimal performance, reliable service
delivery, and effective resource utilization, even under intense and unpredictable work-
loads. The proposed solutions help reduce operational costs and improve user satisfaction

by maintaining consistent service quality without over-provisioning resources.

1.2 Challenges

Cloud-based systems experience different scalability challenges across the user, network,
and cloud layers. The primary goal of this thesis is to verify and enhance their scalability.
To achieve this, we examine the scalability-related challenges specific to each layer and

propose appropriate solutions.



1.2.1 User Layer

The scalability level of a cloud-based system refers to its ability to efficiently handle growth
in workloads, users, or data without significant performance degradation (i.e., SLO vio-
lations). Devices at the user layer are typically built with fixed hardware configurations,
meaning their CPU, memory, storage capacities are predetermined and non-expandable.
These devices are primarily engineered for performance optimization and user experience,
such as designing both hardware and software to ensure fast, efficient, and smooth opera-
tion. Unlike the cloud layer, which can dynamically allocate resources, user-layer devices
operate independently with limited computational capacity, making it difficult to optimize
their resource utilization. Given these limitations, scaling individual devices within their
existing hardware constraints is inefficient. Instead, when demand increases, a more effec-
tive approach is to introduce additional devices or offload computing tasks to the cloud
layer rather than enhancing the scalability of each device. This principle is widely ap-
plied in domains such as IoT systems and mobile applications. Enhancing scalability for

individual devices at the user layer is therefore outside the scope of this thesis.

As cloud-based systems are increasingly deployed across diverse domains, service providers
must ensure that their applications and systems can scale effectively to accommodate highly
variable and often unpredictable workloads. While individual devices in the user layer are
not designed with scalability as a primary goal, they play a critical role in evaluating the
scalability of the overall cloud-based system. Stress testing the cloud and network layers
requires large numbers of user-layer devices to generate varying and extreme workloads and

assess the ability of the system or its components under test to scale dynamically while



maintaining SLOs such as response time and throughput. However, evaluating scalability
in real-world environments is often cost-prohibitive and resource-intensive, making simula-
tion a practical and necessary alternative. Existing simulation-based approaches [180,196]
often focus on detailed modeling of user or device behaviors, including intercommunica-
tion and energy consumption. While such detailed simulations are valuable for research
goals such as optimizing device-level performance and evaluating communication protocol,
they require significant computational resources, making them impractical for stress testing
cloud-based systems, especially when simulating tens of thousands of devices communicat-
ing with cloud applications at high frequencies under limited resources. To overcome these
limitations, we consider symbolic representations of devices and offer various flexible set-
tings to reduce resource consumption, enabling the simulation of large numbers of devices

for stress testing cloud-based systems.

1.2.2 Network Layer

The scalability of the network layer in cloud-based systems refers to the ability of com-
munication between the user and cloud layers to sustain high workloads without violat-
ing SLOs such as network throughput and transit latency. Under high workloads, this
communication often suffers from network congestion, leading to delays and packet loss
that impact system performance. To maintain SLOs for network throughput and ensure
performance under fluctuating workloads, various approaches have been proposed in the
literature [9, 28,89, 136]. Among these solutions, self-adaptation has emerged as a promis-

ing approach to address congestion and satisfy SLOs. The goal of self-adaptation is to



enable systems to autonomously respond to dynamic conditions and anomalies during op-
eration, guided by engineers’ specifications of desired qualities (i.e., SLOs) and adaptation

strategies to achieve them [75].

Although network congestion is a well-studied problem, existing approaches [15, 100,

, 163] tend to treat each SLO violation as an isolated event, generating an adaptation
strategy and applying it to the running system whenever a violation occurs. However, as
SLOs remain unmet during the adaptation process, resulting in issues such as packet loss
and delay, these approaches can be both costly and ineffective. Therefore, a key challenge
in achieving efficient scalability in the network layer of cloud-based systems lies in resolving
network congestion in a way that minimizes not only the frequency and duration of SLO
violations, but also the need for repeated adaptations. To address this challenge, we
propose a generative self-adaptation framework that uses genetic programming to evolve
data forwarding logic in real time, effectively resolving network congestion while reducing

both SLO violations and the frequency of triggering adaptations.

1.2.3 Cloud Layer

The cloud layer of cloud-based systems encompasses both the cloud infrastructure and the
cloud applications responsible for delivering services to users. As cloud applications often
operate in dynamic and large-scale environments, they must be designed to handle fluctu-
ating workloads, ensure high availability, and enable rapid updates. Traditional monolithic
architectures, however, often struggle to meet these demands due to their tightly coupled

components and limited scalability. To overcome these challenges, cloud-based systems are



increasingly adopting cloud-native architectures, which are specifically designed to take full
advantage of cloud environments [204]. Cloud-native applications employ technologies such
as microservices, containers, and continuous deployment pipelines to enhance scalability,
flexibility, and resilience [159]. Unlike monolithic architectures, a cloud-native approach
decomposes cloud applications into independent microservices, allowing each service to be
deployed, updated, and scaled independently without disrupting the entire system. Fig-
ure 1.3 illustrates the key components of a cloud-native architecture. At its core, the figure
depicts pods, which encapsulate the execution units of cloud applications. Surrounding
the pods are four fundamental building blocks: containers, which provide lightweight and
portable runtime environments; infrastructure, which offers the underlying computing re-
sources; microservices, which break down applications into modular and independently de-
ployable units; and APIs, which facilitate communication and integration between services.
Together, these elements enable cloud applications to achieve adaptability and operational

efficiency, making them well-suited for complex and evolving cloud environments |112].

For cloud-native applications (i.e., cloud applications that follow cloud-native architec-
ture), existing scaling approaches typically adjust the number of microservice instances
based on CPU or memory usage [57, 150, 155]. However, the performance of some applica-
tions is not accurately reflected by these metrics. For example, applications that rely heav-
ily on GPUs for computation or require high I/O throughput may encounter performance
bottlenecks long before CPU or memory usage reaches critical thresholds. As a result, scal-
ing decisions driven solely by CPU or memory usage may be insufficient for applications
that are GPU-intensive, I/O intensive or other types of resource-intensive applications that

are not constrained by CPU or memory. Besides, existing approaches [155,173] often focus
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Figure 1.3: Key components of a cloud-native architecture.

on individual microservices without considering the inter-dependencies across the entire
application. To effectively meet SLOs and optimize resource utilization, it is crucial to
orchestrate the entire application and scale microservices in a coordinated manner. To ad-
dress this challenge, we propose an auto-scaling framework that combines random search
with self-adaptation to dynamically adjust microservice instances in a coordinated way,

ensuring SLO compliance while optimizing resource usage in cloud-native applications.

1.3 Research Methodology

To address the challenges discussed in the previous section, I adopt a methodology inspired
by the Design Science Research Methodology (DSRM), proposed by Peffers et al. [164],

which offers a well-grounded and structured approach for conducting research in infor-

10
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mation systems. The methodology include six core activities: (1) problem identification
and motivation, (2) definition of the objectives for a solution, (3) design and development,
(4) demonstration, (5) evaluation, and (6) communication. As illustrated in Figure 1.4, I

consolidate these six activities into four steps to better align with the goals and structure

The first step in my methodology is to analyze and define the problem in cloud-based

systems. This step aims to systematically identify the core challenges, constraints, and



requirements that must be addressed. A clear understanding of the problem space is
essential to ensure that the proposed solution effectively tackles real-world scalability issues

and aligns with practical needs.

The problems addressed in this thesis emerge from practical issues identified by our
research group and reported by our industrial partner, as well as insights gained from the
existing literature. The problem definition begins by examining the characteristics and
limitations of current cloud-based systems, including a review of typical system architec-
tures and state-of-the-art solutions, to identify existing gaps and challenges that remain
unresolved. Based on this analysis, I identify both functional requirements, such as dy-
namic resource provisioning, and non-functional requirements, including responsiveness,
cost-efficiency, and reliability. Finally, this step aims to identify the environmental and
operational constraints, such as fluctuating workload patterns and service-level objectives

(SLOs), which the adaptive system must adhere to.

This step aligns with Actiwity 1: Problem Identification and Motivation, which involves
defining the specific research problem and justifying the value of a solution. By carefully
analyzing the problem space, I ensure that the proposed solution captures the complexity of
real-world challenges. Besides, Activity 2: Definition Objectives of a Solution is addressed
by inferring the objectives of a solution from the identified problem and domain knowledge.
This step lays the foundation for the subsequent phases of conceptualization, automation,

and empirical evaluation.
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Figure 1.5: Overview of the conceptual models capturing key elements and their relation-
ships in the user, network, and cloud layers of cloud-based systems discussed in this thesis.
Detailed information can be found in the conceptual models presented in Chapter 3 and 4.

1.3.2 Conceptualization

The second step in my methodology is the creation of a conceptual model to provide a
structured representation of the problem scope, focusing on the system or subsystem tar-
geted for scalability and the necessary entities to address the problem. A conceptual model
offers a high-level perspective by representing concepts (i.e., entities) and the relationships
among them [130]. It serves as a basis for the subsequent development and implementation

of the solutions.

This step corresponds to the design phase of Activity 3: Design and Development, where
the objective is to design an artifact (i.e., any designed object in which a research contribu-
tion is embedded in the design) that can address the identified challenges. The conceptual
model serves as a foundational artifact that defines the system’s architecture and desired
functionality, ensuring that the model captures the essential components necessary for

addressing scalability challenges.
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The process begins with identifying all necessary entities within the system and the so-
lution. Careful consideration is given to each entity to ensure that all relevant components
are included, forming a view of the system’s structure. Once the entities are identified, they
are organized into layers or packages based on their functionality. Figure 1.5 shows a brief
conceptual model summarizing the scope of this thesis. For example, Chapter 4 focuses
on the Network Layer, which includes network infrastructure entities such as Nodes and
Links, along with Flows. It also covers the Data Forwarding Logic and the Self-adaptation
Control, which manages the Flow to enable auto-scaling. Next, the relationships between
these entities are established, defining how they interact and depend on one another. Fi-
nally, attributes and behaviors are assigned to each entity, specifying their key properties

and actions.

This step helps me organize the problem and solution space, ensuring that all related
entities and their relationships are defined. It also guides the automation and evaluation
processes by providing a structured blueprint that can be transformed into executable

models.

1.3.3 Automation

Building on the conceptual model, the third step in my methodology focuses on enabling
automation to translate the abstract design into an executable solution. This step corre-
sponds to the development phase of Activity 3: Design and Development, where the goal is
to create an artifact capable of addressing the identified challenges. The proposed solution

is integrated into the system to create a self-adaptive system that can dynamically ad-
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Figure 1.6: Overview of the MAPE-K based self-adaptation framework adopted in this
thesis.

just its behavior in response to changes in workload, resource availability, or performance

requirements, thereby improving scalability.

As shown in Chapter 4 and Chapter 5, I use the well-known Monitor-Analyze-Plan-
Execute over a Knowledge base (MAPE-K) adaptation control loop [105, 144] to drive the

self-adaptation process. This control loop, shown in Figure 1.6, consists of four steps:

1. Monitoring: Continuously observe the system and its environment to collect rele-

vant data, such as workload, resource usage, and system performance.

2. Analyzing: Analyze the collected data to determine whether adaptation is neces-
sary. This involves comparing the system’s current state, particularly metrics related
to service-level objectives (SLOs), against user-defined SLOs. If a violation is de-

tected, the planning phase is triggered.

3. Planning: Generate adaptation strategies to address detected SLO violations. Vari-
ous techniques, including random search, genetic programming, and machine learning

methods such as random forests, are employed to identify optimal adaptation deci-
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sions tailored to the system’s current state and requirements.

4. Executing: Apply the adaptation plan generated in the previous step to the running

system to resolve the SLO violation.

In addition to enabling self-adaptation, this phase also involves automatic code gen-
eration based on the conceptual model. As shown in Chapter 3, once system attributes
and behavioral parameters are defined in a user specification, executable code is automat-
ically generated to implement the solution. This approach ensures consistency between
the design and deployment phases while reducing manual effort and minimizing the risk of

implementation errors and the requirement of domain knowledge.

1.3.4 Empirical Evaluation

The final step in my methodology is the empirical evaluation of the proposed approaches.
This phase assesses the effectiveness of these approaches using a combination of simulated
and industrial cloud-based systems as case studies. These systems serve as practical exam-
ples to demonstrate how the proposed approaches can be applied in real-world scenarios

and to explore the impact of different attribute settings on system performance.

This step encompasses Activity 4: Demonstration, where the goal is to showcase the
use of the artifact to solve real-world instances of the problem. Demonstration involves
applying the proposed solutions in various environments, including experimentation, simu-
lation, and case studies, to assess their ability to dynamically respond to changing workload

conditions and meet service-level objectives (SLOs). For example, in Chapter 3, I perform
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stress testing on an IoT network monitoring system and an IoT connected-vehicle system.
In Chapter 4, I evaluate the proposed approach on one industrial network and 26 synthetic
networks. In Chapter 5, I assess the scalability achieved by the proposed method on an on-
line shopping cloud-native application and a Large Language Model (LLM)-based chatbot

application.

Following the demonstration, this phase involves Activity 5: FEvaluation, where I sys-
tematically observe and measure how well the proposed solution addresses the identified
problems. Evaluation is conducted by comparing the objectives defined in Activity 2: De-
fine Objectives of a Solution with actual observed results. This phase uses various metrics

to assess the artifact’s effectiveness, including:

e Quantitative Performance Metrics: Metrics such as response time, throughput,
and resource utilization are used to assess how well the system maintains SLOs under

varying workloads.

¢ Qualitative Assessment: Insights are gathered from simulated and real-world
applications, ensuring that the system effectively meets both functional and non-
functional requirements. Feedback collected in the context of practical scenarios and
actual usages of our proposed solutions is also incorporated to assess its applicability,

usability, and impact in operational environments.

The proposed approaches are also compared against baseline techniques, including
state-of-the-art methods from the literature and widely adopted industrial practices. This
comparative analysis provides us with an understanding of the advantages and limitations

of the proposed approaches.
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In addition, this phase addresses Activity 6: Communication, which involves effectively
communicating the problem, the proposed solution, and its utility and novelty to both
researchers and practitioners. The design of the proposed approach, its empirical effec-
tiveness, and its impact on enhancing scalability in cloud-based systems are emphasized to
ensure the findings reach relevant audiences and contribute to the advancement of knowl-

edge in the field.

The insights gained from this phase iteratively feed back into Step 2: Conceptualization,
ensuring that the methodology remains responsive to evolving system complexities and
practical needs. In particular, findings in this step prompt updates to the conceptual model
and are reflected in subsequent publications. This feedback loop refines the understanding
of system challenges and guides further refinements of both the problem scope and the

proposed solutions, enhancing the overall effectiveness of the methodology.

1.4 Contributions

This section presents the key contributions of this thesis, including the research questions

addressed and the research papers.

1.4.1 Research Questions

In this thesis, I address the challenges outlined in Section 1.2, which are related to the
scalability of several cloud-based systems, including network systems, Internet of Things

(IoT) systems, online shopping systems and Large Language Model (LLM)-based systems.
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Specifically, I investigate the following three high-level research questions:

RQ1: Can we effectively simulate large numbers of devices in the user layer

for stress testing other layers of cloud-based systems?

Within the scope of RQ1, I make the following contributions:

Conl.1 I propose a simulation framework which enables efficient simulation of large num-
bers of devices in the user layer that communicate with applications in the cloud layer
using limited resources (e.g., a laptop), specifically for stress testing cloud-based sys-

tems in IoT domain.

Conl.2 To facilitate simulation construction for practitioners, I develop a domain specific
language (DSL) based on Conl.1, to generate simulators from model-based specifi-

cations.

These contributions were published as a conference paper [120] at the 25th International
Conference on Model Driven Engineering Languages and Systems (MODELS 2022), then
extended into a journal article |1 17] in IEEE Transactions on Software Engineering (TSE),

and are presented in Chapter 3.

RQ2: How can network congestion be efficiently addressed while avoiding fu-

ture congestion?

I make the following contributions towards answering RQ2:

Con2.1 I propose a generative self-adaptation framework, named GenAdapt, that uses

genetic programming (GP) to adapt the control logic of the running system in such

19



a way that the system itself would learn how to steer clear of future SLO violations,

without triggering self-adaptation too frequently.

Con2.2 T apply GenAdapt to address network congestion of Software-Defined Networks
(SDNs). SDN is widely used in the network layer of cloud-based systems, particu-
larly in modern data centers and IoT systems, due to its centralized, programmable
control over distributed network resources [103]. My approach continuously learns
and updates SDN data-forwarding logic to address network congestion while reducing

the frequency of adaptation interventions over time.

These contributions were published as a conference paper [115] at the 17th International
Symposium on Software Engineering for Adaptive and Self-Managing Systems (SEAMS
2022), then extended into a journal article [119] in ACM Transactions on Autonomous and

Adaptive Systems (TAAS), and are presented in Chapter 4.

RQ3: How can cloud-native applications in the cloud layer be effectively scaled

to maintain SLOs under dynamic workload changes?

In this thesis, I make the following contribution related to RQ3:

Con3.1 I propose an auto-scaling framework for cloud-native applications in the cloud
layer of cloud-based systems. It uses random search to dynamically generate scaling
decisions based on the current environment and workload. This framework ensures
compliance with various SLOs, while optimizing computational resources usage by

adjusting the number of microservice instances in real time.

This contribution is presented in Chapter 5.
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1.4.2 Research Papers

The contributions of this thesis are derived from my prior publications and a draft research

paper, as outlined below.

e Jia Li, Behrad Moeini, Shiva Nejati, Mehrdad Sabetzadeh, and Michael McCallen.
A lean simulation framework for stress testing IoT cloud systems. IEEE Trans.

Software Eng., 50(7):1827-1851, 2024. [117]

e Jia Li, Shiva Nejati, and Mehrdad Sabetzadeh. Using genetic programming to build
self-adaptivity into software-defined networks. ACM Trans. Auton. Adapt. Syst.,
19(1):2:1-2:35, 2024. [119]

e Jia Li, Shiva Nejati, Mehrdad Sabetzadeh, and Michael McCallen. A domain-specific
language for simulation-based testing of IoT edge-to-cloud solutions. In Proceedings
of the 25th International Conference on Model Driven Engineering Languages and
Systems, MODELS 2022, Montreal, Quebec, Canada, October 23-28, 2022, pages
367-378, 2022. [120]

e Jia Li, Shiva Nejati, and Mehrdad Sabetzadeh. Learning self-adaptations for IoT
networks: A genetic programming approach. In SEAMS "22: IEEE/ACM 17th In-

ternational Symposium on Software Engineering for Adaptive and Self-Managing

Systems, Pittsburgh, PA, USA, May 21 - 29, 2022. [115]

e Jia Li, Shiva Nejati, and Mehrdad Sabetzadeh. Meeting SLOs with Efficiency: A
Self-Adaptive Auto-Scaling Approach for Cloud-Native Applications (draft research
paper).
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1.5 Thesis Structure

This thesis is divided into seven chapters and is organized as follows.

Chapter 1 motivates testing and scaling cloud-based systems, presents the research ques-

tions and outlines the contributions.

Chapter 2 provides the necessary background pertaining to cloud-based systems, testing,

scaling and optimization approaches.

The subsequent three chapters each focus on a different layer of cloud-based systems
and are based on one or two of my prior publications or draft research papers. Considering
that these chapters are based on multi-author publications, I include below a summary of
my own contributions to the corresponding publications where relevant. Unless otherwise

noted, I am the sole contributor to the thesis.

Chapter 3 presents our simulation framework for modeling large numbers of devices in
the user layer to stress testing cloud-based IoT applications. It also includes the DSL

developed based on this framework.

e This chapter is based on my publications [117,120]. My contributions include de-
signing the simulation framework and DSL. I also contributed with the evaluation
design and comparing it with existing simulation and stress testing tools. Co-authors
helped by providing initial research ideas, offering continuous and in-depth feedback
during the writing and review process. One co-author also assisted by running some

of the repetitive evaluation experiments.
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Chapter 4 introduces our self-adaptive framework and our automated approach for scaling

SDNs using GP.

e This chapter is based on my publications [118,119]. The technical implementation
and evaluation of the self-adaptive autoscaling approach are my contributions. The
framework design is a joint work involving all authors. Co-authors also contributed

with continuous, in-depth feedback during the writing and review process.

Chapter 5 describes my approach to auto-scale microservices in cloud-native applications,

focusing on meeting diverse SLOs.

e This chapter is based on my draft research paper. The technical implementation
and evaluation of the self-adaptive autoscaling approach are my contributions. The
framework design is a joint work involving all authors. Co-authors also contributed

with continuous, in-depth feedback during the writing and review process.

Chapter 6 elaborates on the related work pertaining to verifying and scaling cloud-based

systems.

Chapter 7 summarizes the thesis contributions and discusses avenues for future works.
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Chapter 2

Background

In this chapter, I overview the core concepts used throughout this thesis, including cloud
infrastructures, and self-adaptation. In Section 2.1, I present Software Defined Networking
(SDN), Kubernetes (K8S), and virtualization as a part of modern cloud resource man-
agement technologies. In Section 2.2, as I have already introduced the MAPE-K loop in
Section 1.3.3, I introduce few main concepts of autoscaling including the horizontal scaling
and vertical scaling, and the optimization techniques used in autoscaling, including random

search, and genetic programming. Section 2.3 summarizes this chapter.

2.1 Cloud Resource Management

Effective cloud resource management is critical to ensuring optimal performance, cost ef-

ficiency, and scalability in cloud-based systems. This section explores some of the key
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cloud resource management technologies relevant to this thesis, focusing on networking,

orchestration and virtualization.

2.1.1 Software Defined Network

Traditional network infrastructures rely on vendor-specific network devices, such as switches
and routers, with configurations tightly coupled to the manufacturers. Once deployed,
these infrastructures are difficult to adapt, making it challenging to introduce new proto-
cols or modify hardware components [131]. To address this limitation, Software-Defined

Networking (SDN) has emerged as a solution.

Software Defined Networking is a paradigm to network management that separates the
controlling responsibilities from network devices (e.g., routers and switches). [101] In SDN,
network devices focus solely on forwarding data, forming what is known as the data plane,
while the control plane and application plane handle the controlling tasks. We introduce

the three planes as follows:

(1) Data plane: This plane includes network devices such as routers and switches,
which handle packet forwarding based on rules defined and installed by the control plane,

as well as their network connections.

(2) Control plane: This plane defines the behavior of the data plane. It consists of a
central controller, known as the SDN controller, which acts as the “brain” of the network,
maintaining a global view of the network and providing it to the application plane. The
SDN controller manages and configures the network by installing routing rules on the

network devices in the data plane.
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Figure 2.1: Three planes of SDN.

(3) Application Plane: This plane defines and enforces management rules through
APIs provided by the control plane. It allows interaction and manipulation of network

devices’ behavior through the SDN controller. Applications in this plane can be used to

configure, control, and monitor SDN.

Unlike traditional networks, SDN decouples the control plane from the data plane,
enabling centralized management and dynamic configuration |[7]. With a centralized con-
troller acting as the “brain” of the network, SDN can optimize traffic flows, enhance security
policies, and improve overall network efficiency. In addition, its programmability supports

adaptive routing and automated resource allocation, making it valuable for modern cloud

environments.




2.1.2 Virtualization

Virtualization is a technology that combines or divides computing resources to present one
or many operating environments through methodologies such as hardware and software
partitioning or aggregation, machine simulation, emulation, time-sharing, and others [15].
As a foundation technology, virtualization plays a key role in enabling cloud computing by
providing a platform to run various services isolated on the cloud [170]. This technology

enhances resource utilization, isolation, and flexibility within cloud environments.

Virtualization techniques, including full virtualization, para-virtualization, and con-
tainerization, enable cloud platforms to dynamically allocate resources based on workload
demands, leading to better performance and cost savings. Full virtualization creates a
complete virtual machine (VM) that emulates an entire physical computer, enabling un-
modified operating systems and applications to run as if they were on real hardware. In
para-virtualization, the guest operating system is modified to communicate directly with
the hypervisor, the software layer that manages and allocates hardware resources to vir-
tual machines. This approach improves performance but requires Operating System(OS)
modifications. An example of para-virtualization is Xen [23]. Containerization, on the
other hand, virtualizes the OS rather than the hardware. Containers, such as Docker [01],
run isolated applications within the same OS kernel, enabling faster deployment, better

scalability, and more efficient resource usage compared to VMs [20].
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2.1.3 Kubernetes

Kubernetes (K8S) is an open-source container orchestration platform that automates the
deployment, scaling, and management of containerized applications across multiple hosts |

It provides essential features such as self-healing, load balancing, and automated rollouts,
making it a fundamental component in resource management of cloud-native architecture.
Kubernetes facilitates efficient resource allocation through mechanisms like namespaces,
resource quotas, and scheduling policies, ensuring that workloads are distributed effec-
tively and operate optimally within shared infrastructure environments. These capabilities

allow applications to maintain high availability and resilience.

In Kubernetes, Pods are the smallest deployable units that encapsulate one or more
containers, along with their storage and network configurations, and a specification for how
to run them. To ensure the desired number of Pods are running at any time, ReplicaSets
are used to manage and maintain a stable set of replica Pods. Building upon ReplicaSets,
Deployments provide declarative updates for Pods and ReplicaSets, supporting rolling up-
dates, rollbacks, and scaling operations seamlessly. Kubernetes also leverages Services to
expose Pods as network-accessible endpoints and manage communication between differ-
ent parts of an application. Other essential components include ConfigMaps and Secrets
for managing configuration data and sensitive information, and Ingress for controlling

external access to services within the cluster.

Kubernetes follows a “master-slave architecture”, where the master node manages and
coordinates the overall cluster, while worker nodes host and run containerized workloads.

This architecture enables Kubernetes to form a cluster that orchestrates containers at
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scale. By utilizing containerized virtualization, Kubernetes runs microservices as isolated
instances, supporting modular and scalable application designs. With the help of the pro-
vided API from Kubernetes, we can optimize the performance of applications by dynam-
ically managing resources and adapting deployments to changing demands. This makes
Kubernetes particularly useful for cloud-native applications, which demand flexibility, dy-

namic scaling, and robust fault tolerance in distributed environments.

2.2 Autoscaling

Scaling methods for cloud-based systems can generally be classified into horizontal scaling
and vertical scaling. In the following subsections, we first introduce these two fundamental

scaling approaches that enable systems to dynamically adapt to workload fluctuations.

Beyond these foundational methods, a wide range of technologies have been developed
to automate scaling decisions across different layers and domains of cloud-based systems.
Among them, random search and genetic programming are two prominent techniques for
optimizing system configurations. In this thesis, we adopt both of them to address autoscal-
ing challenges in cloud-based systems. This section introduces these two technologies in

detail.

2.2.1 Vertical Scaling

Vertical scaling is a technique used to increase the capacity of a single instance by adding

more resources, such as CPU, memory, or storage. Vertical scaling focuses on enhancing
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a single component to handle increased demands. A simple example of vertical scaling is

upgrading a server by adding more processors or memory [3].

In cloud-native architectures, vertical scaling becomes crucial when a single microser-
vice experiences fluctuating resource needs. Microservices can range from simple to highly
complex tasks, and their resource consumption can vary accordingly. For instance, a mi-
croservice performing machine learning tasks may sometimes handle lightweight requests
and at other times require significant computational resources. In such cases, vertically
scaling the instance allows it to dynamically adjust to the current demand [154]. Kuber-
netes offers a built-in mechanism called the Vertical Pod Autoscaler (VPA) which automat-
ically adjusts CPU and memory requests for Pods based on actual usage, enabling better

resource allocation and scheduling on available nodes.

2.2.2 Horizontal Scaling

Horizontal scaling is a fundamental technique in cloud-based systems for handling increas-
ing workloads by adding more instances of resources—such as virtual machines, containers,
or servers—rather than upgrading existing ones. In Kubernetes environments, this typ-
ically involves adjusting the number of replicas of a Pod, enabling applications to meet
demand by deploying identical Pods [150]. Similarly, in Docker-based environments with-
out orchestration tools, horizontal scaling refers to adding or removing containers of the

same service.

Unlike vertical scaling, which enhances the capacity of a single instance, horizontal

scaling distributes workloads across multiple instances, making it the dominant approach
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in production systems for ensuring performance and reliability [126]. Tools like Kubernetes’
Horizontal Pod Autoscaler (HPA) automate this process by dynamically scaling Pods based

on metrics such as CPU utilization, within user-defined minimum and maximum thresholds.

Horizontal scaling is particularly valuable for applications facing unpredictable or rapidly
growing traffic, as it allows seamless system expansion without significant downtime. This
is especially critical in IoT applications, where a sudden surge in device connections can
spike workloads. Without autoscaling, services risk overload, degraded performance, or
outages. Although overprovisioning could handle peak demand, it leads to substantial

resource waste and higher costs—especially in pay-as-you-go cloud environments [151].

By dynamically adjusting service replicas, horizontal autoscaling ensures efficient re-
source utilization while maintaining service quality. This adaptability makes horizontal
scaling essential for building cost-effective, resilient, and high-performing cloud-based sys-

tems that can respond to fluctuating user demands in real time.

2.2.3 Random Search

Random Search is one of the simplest yet effective optimization techniques used to explore
large and complex search spaces. Unlike systematic or gradient-based methods, Random
Search operates by randomly sampling solutions from the search space and evaluating their
quality according to a predefined fitness or objective function. This process is repeated
until a satisfactory solution is found or a stopping condition is met (e.g., time or number

of evaluations).
The key advantage of Random Search lies in its simplicity and generality—it makes no
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assumptions about the structure, differentiability, or continuity of the search space, making
it suitable for black-box optimization problems where little information is available about
the underlying system. Despite its simplicity, Random Search often performs well for
high-dimensional optimization tasks and is commonly used as a baseline to compare more

sophisticated optimization techniques.

However, since Random Search does not use any information from previously evaluated
solutions to guide future search directions, it may require a large number of evaluations
to find good solutions, especially in large or rugged search spaces. This lack of guid-
ance limits its efficiency compared to adaptive or population-based methods like Genetic
Programming or Evolutionary Algorithms. Nonetheless, Random Search remains a valu-
able tool in scenarios where other optimization techniques are infeasible or when a quick,

unbiased sampling of the solution space is needed.

2.2.4 Genetic Programming

Genetic Programming (GP) is a powerful evolutionary algorithm designed to automatically
generate computer programs that solve specific problems. Unlike traditional programming
paradigms, such as object-oriented programming or the use of object libraries, which of-
ten constrain programmers to predefined code structures, Genetic Programming aims to
free the user from manual coding. GP enables computers to evolve their own programs,
potentially producing innovative and highly effective solutions that might surpass human-

designed code [108].

Inspired by the principles of evolutionary biology, GP operates on a population of
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candidate programs that evolve over successive generations through a process of selection,
crossover, and mutation. The general workflow of Genetic Programming involves four main

steps:

(1) Initialization: Generate an initial population of random program trees composed of

functions and terminals relevant to the problem domain.

(2) Evaluation: Execute each program and evaluate its performance based on a fitness

function that measures how well it solves the target problem.

(3) Genetic Operators: Create a new generation of programs using reproduction (copy-
ing), crossover (recombining parts of two programs), and mutation (randomly altering a

program).

(4) Selection of the Best: Identify the best-performing program discovered during the

evolutionary process as the final solution.

To effectively apply Genetic Programming (GP), several key design choices must be
considered. GP offers highly flexible solution representations, typically using tree structures
to encode programs composed of boolean, arithmetic, logical operators, and conditional
branching (e.g., [F/THEN statements). This flexibility allows GP to evolve a wide range of
solutions, including complex and constrained programs. The evolutionary process is driven
by genetic operators such as crossover and mutation to generate new candidate programs.
Crossover recombines parts of existing solutions to exploit promising areas, while mutation
introduces variations to explore new regions of the search space. Balancing these operators
is essential to ensure both diversity and refinement of solutions over successive generations.

Another critical aspect of GP is its evaluation mechanism. A fitness function assesses how
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well each candidate program solves the target problem, guiding the evolutionary search
toward better solutions. By iteratively favoring higher-quality programs, GP progressively

improves performance.

The flexibility and adaptability of GP make it well-suited for addressing autoscal-
ing challenges in cloud-based systems. Autoscaling requires dynamic and often complex
decision-making to allocate resources efficiently under varying workloads. GP’s ability to
automatically generate and evolve adaptive control strategies enables it to discover effec-
tive autoscaling policies that balance performance and cost without manual intervention.
By evolving interpretable and robust solutions, GP provides a promising approach for

managing the scalability of cloud-based systems in real-time.

2.3 Summary

This chapter presents the necessary background to support the understanding of the core
concepts explored throughout this thesis. Section 2.1 introduces key cloud resource man-
agement technologies, including Software-Defined Networking, virtualization, and Kuber-
netes. Section 2.2 follows with an overview of fundamental autoscaling concepts, such as
horizontal and vertical scaling, along with optimization techniques commonly applied in
autoscaling, including random search and genetic programming. The content of this chap-
ter establishes a conceptual foundation for the verification and optimization approaches

proposed in this thesis.
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Chapter 3

A Lean Simulation Framework for

Stress Testing Cloud-Based Systems

3.1 Introduction

Motivation. To verify the scalability of cloud-based systems, stress testing is required,
where the system or part of the system is subjected to varying workloads to evaluate its
ability to scale up and down while maintaining Service Level Objectives (SLOs). As cloud-
based systems continue to be deployed in diverse domains such as emergency response,
smart cities, smart agriculture, and autonomous vehicles [96], cloud service providers must
address a critical challenge: how well their applications scale to accommodate fluctu-
ating demands from a vast number of interconnected devices. Answering this question

systematically necessitates stress testing, which assesses how a system performs under
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extreme workloads and at its operational limits [11]. However, constructing physical
testbeds for such evaluations is often cost-prohibitive, making simulation a practical alter-

native [118, 119, 190].

Cloud-based IoT systems, in particular, present unique scalability challenges. These
systems comprise sensors, actuators, and edge devices, often resulting in a complex user
layer with a high density of endpoints and frequent communication patterns. To demon-
strate our stress testing approach, this chapter focuses on IoT cloud systems and introduces

a simulation-based stress testing framework for cloud-based IoT systems.

[oT simulators may target one or several of these tiers, such as simulating IoT sensors
and actuators [ 1, 106, 125], ToT edge devices [104, 180, 196], and IoT networks [34, 107,
,158]. Among these simulators, those emulating the traffic load communicated between

edge and cloud systems, known as edge-to-cloud simulators [(5], are applicable for stress

testing IoT cloud systems.

Problem statement. There are a few IoT edge-to-cloud simulators in the literature [180),

|; however, these simulators capture extensive details about IoT and edge devices, such
as device locations, network protocols, battery capacities, and battery drainage rates. Due
to their feature-rich nature, these simulators demand significant computational resources
(CPU and memory) to simulate thousands of devices, making them unsuitable for stress
testing: Many IoT solutions providers, including our industry partner (discussed later),
rely on hosted services for simulation. The greater the resource demands of the simulator,
the more challenging and costly it becomes to set up and run for stress testing, limiting

the number of IoT and edge devices that can be simulated.
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The main problem that we address in this chapter is as follows: A simulator for stress

testing IoT cloud systems should support the simulation of large numbers of IoT and edge

devices while minimizing computational resource utilization.

Contributions. In this chapter, we develop a lean, purpose-built, edge-to-cloud sim-
ulation framework for stress testing IoT cloud systems. Our framework introduces the
following novel design features to address scalability challenges in stress-testing of IoT

cloud systems:

F1. IoT devices are represented symbolically. Existing [oT simulators capture IoT

devices as standalone processes or objects to model their detailed features [180], [106],
[165]. In contrast, our simulation framework represents IoT devices symbolically, focusing
exclusively on capturing key IoT device properties relevant to stress testing: device payload
and communication methods with edge devices. This design feature, denoted by F1, results

in more parsimonious and efficient simulators, helping address the run-time bloat observed

in existing edge-to-cloud simulators.

F2. Edge devices are augmented with configurable variables to account for the variability

in start times of edge-device execution and the intervals between data transmissions from

IoT devices. These variables minimize bursts in edge-to-cloud data transmission, improv-
ing the operational capacity of simulators and enhancing the realism of simulations. This
design feature, denoted by F2, leads to more consistent network bandwidth usage over

time, helping mitigate bursty communication.

F3. Edge devices are grouped into clusters using simulation nodes. These nodes enable

more scalable deployment of simulators. Our simulation framework supports the grouping
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of simulated edge devices into different clusters, referred to as simulation nodes, which can

be executed directly on the native host machine, in independent containers and/or virtual
machines, or in a combination of these environments. This design feature, denoted by F3,

helps address the problem of scaling under limited computational resources. Specifically,

F3 enables more efficient resource allocation, ensuring that each simulation node receives
the necessary resources based on its workload. This approach further ensures isolation and
stability; issues within one node are contained within its container, preventing system-wide
impacts. While some current IoT simulators employ containerization and virtualization,
our experiments in Sections 3.2 and 3.4 indicate that none match our method in supporting

a large number of [oT and edge devices under restricted CPU and memory resources.

Figure 3.1 provides an overview of the architecture of simulators in our framework,
illustrating the three features described above. In our design, edge devices are grouped
into simulation nodes. These nodes can run on a native operating system or use virtual
machines or Docker containers with designated resources (F3). Each edge device connects
to an array of IoT devices, which are represented by variables capturing the relevant
properties of the IoT devices (F1). Unlike IoT devices, each edge device functions as an
independent thread, communicating with the cloud. The method, data rate, and frequency
of edge-to-cloud communication depend on the number and properties of the [oT devices,

as well as the offset and speed variables (F2). Offset refers to the timing of edge-device

executions, while speed denotes the rate at which edge devices send [oT-device data to the

cloud.

To automate the creation of IoT edge-to-cloud simulators, our framework is supported

by a domain-specific language (DSL), IoTECS (IoT Edge-to-Cloud Simulation Language).
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Figure 3.1: Novel design features of our edge-to-cloud simulation framework.

Specifications (models) written in IoTECS are automatically translatable into Java-based
simulators. Note that while [oTECS specifications are not executable per se, the simu-
lator code is automatically and entirely derived from these specifications. The generated

simulators are then executed to produce simulation results.

Our simulation framework is the outcome of a collaborative research initiative with
Cheetah Networks ( ). Cheetah Networks is a Canadian
company specializing in providing solutions for monitoring and optimizing the performance
of IoT networks. Their platform employs machine learning to analyze data from IoT and
edge devices, assisting network operators, businesses, and organizations in improving the
reliability, efficiency, and security of their networks. The company’s services cater to various
industries, including mining, oil and gas, telecommunications, electric utilities, and smart

cities, with clients spanning North America, Europe, and the Middle East.
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To ensure that rollouts of new services are not affected by scalability issues when re-
leased to clients, Cheetah Networks performs extensive stress testing prior to releases.
Since building a testbed with thousands of actual IoT and edge devices is prohibitively
expensive, the company uses simulation to mimic real-world loads on their cloud-based
platform. Nevertheless, this approach has its own challenges: As we detail in Section 3.2,
existing IoT simulators are not suitable for stress testing. Cheetah Networks has therefore
relied on in-house testing tools to meet their stress testing needs. These in-house tools are
expensive to maintain, require significant manual effort from the company’s testing team
to configure for different cloud services, are difficult to scale, and are prone to configuration
errors. Moreover, these tools expose the testing team to intricate network programming,
thereby significantly increasing the learning curve for new staff. The primary goal of our
collaboration with Cheetah Networks has been to develop a simulation-based stress test-
ing framework that helps address these challenges. Since its development, our simulation
framework has been adopted by Cheetah Networks and, at the time of writing [117], has
been continuously applied for more than six months (without any involvement from the

researchers) to stress-test some of the company’s cloud-based services.

The contributions of this chapter support the thesis contributions as follows:

Conl.1 I propose a simulation framework which enables efficient simulation of large num-
bers of devices in the user layer that communicate with applications in the cloud layer
using limited resources (e.g., a laptop), specifically for stress testing cloud-based sys-

tems in IoT domain.

Conl.2 To facilitate simulation construction for practitioners, I develop a domain specific
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language (DSL) based on Conl.1, to generate simulators from model-based specifi-

cations.

Our toolset and empirical data are publicly available [183] to facilitate reproducibility

and so that others can build upon our work.

Structure. The rest of this chapter is organized as follows: Section 3.2 compares the design
of our simulation framework with that of two state-of-the-art edge-to-cloud simulators
both qualitatively and quantitatively. Section 3.3 presents our proposed DSL, IoTECS.
In Section 3.4, we evaluate the applicability and usefulness of simulators generated from
[IoTECS specifications for stress testing of two real-world IoT cloud systems. The evaluation
assesses different simulator configurations, and compares with baseline tools. Section 3.5

summarizes the chapter.

3.2 Challenges and Design Decisions

In this section, we evaluate the designs of two IoT simulators from the literature: EMU-
IoT [180] and Fogbed [55]. Similar to our work, these simulators focus on edge-to-cloud
simulation, making them the closest comparisons available. Below, we detail the design of
each of these two simulators and then evaluate the design against the three challenges that
respectively motivated the three features discussed in Section 3.1. For easier reference,
we denote the challenges as C1 (runtime bloat), C2 (bursty communications), and C3

(scaling under limited computational resources).
EMU-IoT. An overview of the design of EMU-IoT [180] is shown in Figure 3.2. In
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Figure 3.2: The design of EMU-IoT simulator [180].

EMU-IoT, IoT devices are hosted on virtual machines, known as Producer Hosts. Each
[oT device is encapsulated within a Docker container. The IoT devices transmit packets to
their corresponding edge devices, which in turn relay the packets to the cloud. The edge
devices also function within Docker containers. Gateway Hosts, which operate on virtual

machines, host edge devices and enable their connection to cloud systems.

Challenge C1 is not addressed by EMU-IoT, noting that IoT devices operate as stan-
dalone processes, and there is no mechanism to prevent excessive system resource con-
sumption when multiple IoT devices are instantiated. As for challenge C2, EMU-IoT
employs a load balancer to monitor network resources. Its load balancing policy aims to
fully utilize the capacity of hosts by ensuring that the first host is utilized before moving
to the next in sequence. This approach, however, does not optimize network usage. Hence,
communication bursts may happen, especially with a large number of simulated IoT and

edge devices.

Regarding challenge C3, EMU-IoT isolates each IoT and edge device in separate con-
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tainers, as opposed to our framework, which containerizes clusters of edge devices rather
than individual ones. The containerization mechanism of EMU-IoT requires significant

computational resources for execution, as we demonstrate below.

To further deepen our comparison, we use EMU-IoT to simulate 10,000 IoT devices
and 100 edge devices. To capture this system using EMU-IoT, we need to create 10,100
containers. As for the number of virtual machines (VM), we consider three alternative

configurations of EMU-IoT:

e CONFIG1: 50 Producer Hosts, each hosting 200 IoT devices and two Gateway Hosts,

each hosting 50 edge devices;

e CONFIG2: 25 Producer Hosts, each hosting 400 IoT devices and two Gateway Hosts,

each hosting 50 edge devices;

e CONFIG3: 10 Producer Hosts, each hosting 1000 IoT devices and two Gateway Hosts,

each hosting 50 edge devices.

CONFIG1, which is the configuration used to originally evaluate EMU-IoT [180], re-
quires 52 VMs, CONFIG2 requires 27 VMs, and CONFIG3 requires 12 VMs. We note that
hosting these many virtual machines and containers requires powerful server machines. We
have executed each configuration of EMU-IoT so that IoT devices send small size packets
(8bytes) to their corresponding edge devices, and edge devices forward these packets to the
cloud without doing any processing. Table 3.1 shows the number of packets received by
the cloud for each configuration. As shown in the table, zero or very few packets sent by

IoT devices are recieved by the cloud, making this tool unsuitable for cloud stress testing.
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Table 3.1: Simulating 10,000 IoT devices using the architecture of EMU-IoT.

Config ConriGl  CoNrFIG2  CONFIG3
# of packets received by the cloud 845 0 0
percentage of packet loss 97.9% 100% 100%

«containers
Cloud

«containers «containers
Fog Device Edge Device

Figure 3.3: The design of the Fogbed simulator [55].

Fogbed. The design of Fogbed [55] is shown in Figure 3.3. Fogbed introduces a fog
layer located between the edge and cloud layers. Like edge devices, fog devices are also used
for distributing computation, communication, control and storage closer to end users. This
fog layer consists of fog devices that receive data packets from edge devices, perform fog
computing, and transmit the processed results to the cloud. In Fogbed, every individual

edge device, fog device and cloud node is simulated as a Dockerized node.

Fogbed does not explicitly capture IoT devices. Unlike IoTECS and EMU-IoT, where
edge devices transmit data packets from IoT devices to the cloud, Fogbed’s edge devices
generate data packets as a result of edge computing. Since Fogbed does not deal with IoT

devices, the runtime bloat challenge, C1, is irrelevant to Fogbed.

While IoTECS includes design feature F2 (Figure 3.1) to optimize network-bandwidth

usage, Fogbed does not offer any built-in optimization methods for this purpose. Never-
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Table 3.2: Simulating 10,000 IoT devices using the architecture of Foghed.

Config CONFIG1 CoNFIG2  CONFIG3  CONFIG4
# of packets received by the cloud 1908.2 6386.4 11850 15959.4
percentage of packet loss 95.2% 84.0% 70.4% 60.1%

theless, since Fogbed explicitly captures the network layer, it can be enhanced by network
control algorithms that dynamically optimize network bandwidth usage, thus providing
low-level facilities to mitigate challenge C2. Fogbed employs containerization at the level
of edge devices, fog devices, and cloud nodes. However, it does not cluster edge or IoT

devices and lacks means for addressing challenge C3.

Similar to EMU-IoT, we assess Fogbed by simulating 10,000 IoT devices and 100 edge
devices. As mentioned earlier, Fogbed cannot directly capture IoT devices. To do so using
Fogbed, we extend it with Docker images of edge devices from our simulator. These images
symbolically execute the behaviour of [oT devices. Specifically, we use 100 edge device

Docker containers, each hosting 100 IoT devices. We consider four different configurations:

CONFIG1, where all edge devices communicate with one fog node;

CONFI1G2, where they communicate with two fog nodes;

CONFIG3, where they communicate with five fog nodes;

CONFIG4, where they communicate with ten fog nodes.

The fog nodes are configured to receive packets from edge devices and transmit them to

the cloud without any processing. Similar to the previous experiment, we execute Fogbed,
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where edge devices send 8-byte packets from each IoT device to their corresponding fog
nodes, which then forward these packets to the cloud. Table 3.2 shows the number of
packets received by the cloud for each configuration. The table indicates that packet loss
exceeds 60% for these configurations, demonstrating that less than half of the packets
reach the cloud. This suggests that Fogbed is ineffective for cloud stress testing. As we
will demonstrate in Section 3.4, simulators built using [oTECS, which leverage features
F1, F2, and F3 discussed in Section 3.1, can simulate up to 19,000 IoT devices without
packet loss, using setups similar to those in the experiments of this section in terms of

packet size and sending frequency.

Based on our analysis in this section, we conclude that existing IoT edge-to-cloud simu-
lators have not been developed with stress testing as one of their intended use cases. While
the existing simulators may suffice for small-scale testing involving tens or a few hundred
devices with updates happening in the order of minutes, they are inadequate for high-
throughput IoT systems that handle thousands of devices and require frequent updates
in the order of seconds or sub-seconds. For this reason, we empirically compare the per-
formance of simulators generated from IoTECS specifications with two widely used stress

testing tools, JMeter and Locust, rather than IoT edge-to-cloud simulators in Section 3.4.

3.3 Simulation Framework

In this section, we introduce our simulation framework. The framework is centred around
a domain-specific language (DSL) named IoTECS (IoT Edge-to-Cloud Simulation Lan-

guage). Specifications written in IoTECS are translatable into Java, resulting in fully
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Figure 3.4: IoTECS’s underlying conceptual model.

operational simulator code once compiled. This generated simulator can then be executed
to produce simulation results. IoTECS is built on top of the conceptual model shown
in Figure 3.4. This conceptual model aims to support a scalable and parameterizable
architecture for capturing communication between edge devices and cloud applications,
enabling simulation-based stress testing of edge-to-cloud solutions. We present our con-
ceptual model in Section 3.3.1, where we further elaborate on our decisions regarding the
behaviour of our simulation framework related to the model’s concepts. In Section 3.3.2,
we discuss IoTECS’s syntax and usage, and in Section 3.3.3 — the sanity checks we have

implemented in the language to ensure the consistency of IoTECS specifications.
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3.3.1 The IoTECS Conceptual Model

The concepts in the conceptual model of Figure 3.4 are arranged under two packages:
Edge Layer and Cloud Layer. These two layers communicate through a network in a real
[oT system. To ensure that the network does not act as a limiter for how far simulated
edge devices can stress the cloud systems, we assume that the edge and cloud layers are
connected via an ideal network with minimally low transmission time and no loss. In our
conceptual model, the topology of this network is abstracted away, and the network-related
information is limited to IPs and communication protocols. In addition, in the case of UDP
and TCP protocols, one needs to specify the port numbers, and in the case of MQTT —
the publish topics and the subscribe topics. This information is captured as necessary

within the edge and cloud concepts.

Cloud Layer. The Cloud concept shown in Figure 3.4 represents a cloud application
under test. In IoTECS, Cloud is specialized into MQTT Cloud and UDP/TCP Cloud. For
an edge-to-cloud simulator to be able to connect to the UDP/TCP cloud under test,
we need the IP address of the cloud’s host machine and the port at which the cloud
receives incoming data. For an MQTT cloud, we need the IP address of the MQTT
broker, the publish topic(s) and the subscribe topic(s) for sending packets to the cloud and
receiving packets from the cloud, respectively. The Record(dstIP) method is responsible
for collecting incoming and outgoing packets in the cloud. By default, dstIP is set to
the IP address of the cloud’s host machine when working with a UDP/TCP cloud, to
that of the broker when working with an MQTT cloud. The default dstIP value enables

the Record (dstIP) method to collect incoming and outgoing packets on the cloud’s host
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Figure 3.5: An example simulation run representing the execution of three IoT devices,
D1, D2, and D3, over a simulation duration of 10s with each step taking 1s. Each IoT
device regularly executes based on its period.

machine for UDP/TCP and on the broker for MQTT. For industrial systems, the cloud
may include several components, each deployed on a separate container [161]. In order
to assess the performance of a specific cloud component along the path leading to the
container of that component, we need to assign the IP address of that container to the
dstIP variable of the Record(dstIP) method. For example, MQTT clouds often include
a broker and several microservices deployed on separate containers [5,00]. Our industrial
case study is an example of such cloud architecture. We will discuss in Section 3.4.3 how
we set dstIP to ensure that we asses the performance of the desired cloud component
during stress testing. In IoTECS, we can test several cloud applications simultaneously by

instantiating Cloud multiple times.

Simulation Time Management. The top-level Simulator concept in Figure 3.4
captures the attributes required for managing time. We execute each simulation for a
given duration and divide this duration into equal time steps. We use the duration and
step attributes to refer to the total simulation duration and to the duration of individual

time steps, respectively.

Simulated Devices. The concepts here are IoT Device and Edge Device. IoT

49



devices encompass sensors (e.g., temperature sensors) and actuators (e.g., traffic lights).
[oT devices connect to and communicate periodically with edge devices by wired or wireless
links. For example, a temperature sensor may communicate temperature readings to an
edge device every bs. Edge devices can assume a variety of roles, but their primary function
is controlling the data flow at the boundary of a network. Edge devices may perform part
of the required processing close to the source (IoT devices) instead of relying on the cloud
to do all the processing, which is expensive and can further lead to latency [203]. Edge
devices nonetheless usually have limited processing and storage capabilities, and their view
on data is limited as well. Edge devices are thus not a substitute for the processing and

storage done by the cloud.

It is crucial that IoTECS should be able to simulate edge devices with high fidelity.
For this, we do not need to explicitly simulate IoT devices through individual processes
or threads. Neither do we need to distinguish between IoT sensors and actuators, noting
that both can have two-way communication with edge devices. Instead, as explained in
Section 3.1, we utilize design feature F1, i.e., the symbolic representation of IoT devices, to
address the challenge of run-time bloat. This approach, as we elaborate below, integrates
relevant properties of IoT devices into the execution of (simulated) edge devices. For
succinctness, where there is no ambiguity, we refer to a sensor or actuator simply as “device”.

In contrast, when we mean an edge device, we use the term “edge device”.

Each instance of IoT Device has a period attribute, indicating the time interval (in
terms of the number of simulation steps) between two successive executions of the IoT
device. For example, Figure 3.5 shows a simulation run where the duration is 10s (duration

= 10) and each step takes 1s (step = 1s), dividing the total duration into ten sequential

50



time slots. An [oT device with period = 1 executes its function every step and the one
with period = 2 executes every other step. IoT devices, whenever they execute, generate

a data packet whose size is specified by the payload attribute.

Each instance of Edge Device owns a group of IoT devices. At every time step, each
edge device collects the data packets generated by its associated IoT devices. As mentioned
earlier, in IoTECS, the IoT device concept does not induce executable entities. Instead,
each instance of an edge device, which is an executable entity in IoTECS, is responsible
for emulating the behaviour of the IoT devices associated with it. We provide a precise

characterization of the behaviour of edge devices later, when we discuss Algorithm 3.1.

Edge devices send the collected packets to the cloud following the communication proto-
col indicated by the protocol attribute in Edge Device. In parallel with sending packets,
the edge device performs two more operations: (a) receiving data from the cloud, and
(b) performing compute-intensive operations (i.e., edge computing). Edge devices use a
workload attribute to specify the time duration, measured in milliseconds, seconds or

minutes, spent on compute-intensive operations.

Even though edge devices operate at every time step, in real-world applications, they
do not all start their operation at the same instant, and may send data packets with some
time gaps within a time step [132]. For every edge device, we use two attributes offset
and speed to capture the randomness in start time and the time gap between the sending
of packets, respectively. For instance, if we set offset of an edge device to 10ms, at every
time step, the edge device waits for 10ms before it starts its operation. In this chapter,

we assign offset values drawn from a uniform distribution to simulate scenarios where edge
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devices executes with minor and random time delays relative to each other. The speed
attribute specifies how many packets an edge device sends to the cloud per simulation
time step. To illustrate, let the simulation time step be 1s. If we set speed to 100, the
edge device sends up to 100 packets over 1s. That is, the edge device waits for 10ms after
sending each packet to the cloud. In the above, we say “up to” because the edge device
may send fewer packets if its associated IoT devices produce less packets than what the
speed attribute allows to be transmitted. Similarly, if we set speed to 1000, the edge device
waits for 1ms after sending each packet. To indicate that an edge device can send packets
at maximum speed over the time step duration (i.e., without any waiting after sending a
packet), one can set speed to a designated value, MAX. When an edge device’s speed value
is set to “MAX”, the edge device consecutively sends all of its packets without any delays

between each transmission.

If a large number of (simulated) edge devices attempt to send all their packets to the
cloud without any time gap and any offsets, i.e., offsets set to zero, the simulator may
not be able to cope with all the send requests, or these requests may congest the network.
In both situations, one may experience packet loss or latency at the (simulated) edge or
within the network. In view of our goal, which is to stress test cloud systems, we need
to make sure that we do not incur packet loss or latency at the edge or in the network.
Using the speed attribute, we can pace the send requests in a way that would prevent
the simulator and the network from being overwhelmed. By offsetting the start time of
edge devices, we avoid situations where all edge devices within the same simulation node
send packets to the cloud simultaneously. Further, by staggering the start times of edge

devices, we reduce the utilization of I/O resources of the simulation node and the network.
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Algorithm 3.1 The behaviour of Edge Device e.
Input:
T: Simulation duration
q: Size of the simulation time step
n: Number of IoT devices associated to e
sleep(e.offset)
run in parallel:
Send Process:
for i =0to £ do
—— 4
startTime <+ getWallClockTime()
for every j € {1,...,n} do
if (i mod e.devices[j].period == 0) then
Send e.devices[j].payload to e.cloud using e.protocol
if e.speed '= MAX then

L Sleep( e.sgeed )

currentTime < getWallClockTime()
if (q < currentTime - startTime) then
L Break out of the loop (of line 6) > go to the next step

Receive Process:
L Receive packets from e.cloud

Compute Process:
L Perform CPU-intensive operations for duration e.workload > do edge computing

These two attributes, offset and speed, belong to design feature F2. As explained in
Section 3.1, this feature helps mitigate bursts in edge-to-cloud data transmission, allowing
us to rule out the simulator and the network as the root cause for packet loss and thus
localize packet-loss occurrences to the cloud. In our empirical evaluation of Section 3.4,

we demonstrate the impact of speed and offset on our results.

Algorithm 3.1 formally specifies the behaviour of edge devices in IoTECS. An edge
device, denoted by ‘e’ , waits for a duration determined by e’s offset parameter (line 1).
Then, the edge device performs three operations in parallel: sending packets, receiving

packets and performing (edge) computing. At every time step ¢ between 0 to % where T
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is the simulation duration and ¢ is the size of the step, the edge device e checks each of its
associated IoT devices (line 6). If the period of an IoT device indicates that it should be
executed at step ¢ (line 7), then e sends the associated payload to the cloud (line 8). After
sending the data, e may wait for some time gap whose size depends on the speed parameter
of e (lines 9-10). The loop for sending the IoT devices’ data to the cloud (lines 6-13) ends
as soon as the time step ¢ has elapsed (line 12-13). As a result, if the time step is too short
or too many IoT devices are associated to e, some may fail to send their data packets to

the cloud.

The receive method is used for receiving packets transmitted from the cloud to edge
device e (lines 14-15). To simulate edge computing in IoTECS, edge devices perform some
compute-intensive operation for the duration specified by the workload attribute (lines 16-
17). We note that, to properly simulate edge computing, one needs to explicitly perform
operations that keep the edge CPU busy so that the CPU is not allocated to other parallel
tasks. To this end, we perform a series of floating-point operations. Algorithm 3.1 stops

when the simulation duration 7" elapses.

Simulation Architecture Management. An important factor in edge-to-cloud sim-
ulation is the ability to simulate a large number of IoT and edge devices. As discussed
above, each edge device manages the sending of the packets related to its IoT devices se-
quentially and within the simulation time step ¢. This assumption matches practice, since
in the real-world, edge devices directly handle their related IoT devices. The edge devices
themselves, however, run in parallel and are independent from one another. The concepts
under Simulation Architecture Management (Figure 3.4) enable a more orderly handling

of concurrency, in turn allowing us to optimize the number of edge devices that can run in
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parallel.

To maximize the capacity of our simulator in terms of the number of parallel edge
devices under limited computational resources, we introduce an additional tier into our
simulator’s architecture to group the edge devices into clusters. This tier, corresponding
to design feature F3 in Section 3.1, is represented by the Simulation Node concept in the
model of Figure 3.4. The Simulation Node concept includes the offsetRange attribute
which limits the offset values of its associated edge devices. That is, the offsetRange value
indicates the maximum offset values that edge devices associated to the simulation node
can have. We specify offsetRange as a percentage of the simulation time step. To illustrate,
let the simulation time step be 1s. If we set offsetRange to 20%, the offset value for all

edge devices associated to this simulation node is a value between 0 to 0.2s, or 0 to 200ms.

Each simulation node is associated with a platform, represented by the Platform con-
cept. Edge devices that belong to a given simulation node all execute in parallel and
on the platform of the simulation node. The Platform concept has as attributes IP and
loginInfo to enable access to the platform host machine. In IoTECS, Platform is spe-
cialized into Native (i.e., running on a native operating system), Virtual Machine and
Docker. For a virtual machine (VM), we need to specify the CPU and memory attributes,
respectively indicating the CPU and memory allocated to the VM. Docker containers can
be unconstrained or constrained. For the latter (i.e., Constrained Docker), similar to a

VM, we need to specify the CPU and memory attributes.

The idea of clustering edge devices into simulation nodes in order to scale simulators

is inspired by the notion of “super indivduals” in massively multi-agent simulators [136].

95



LI I

Algorithm 3.2 The behaviour of Simulation Node sn.
Input:

m : Number of edge devices associated to sn

q : Size of the simulation time step

for every i € {1,...,m} do
initialize sn.edgeDeviceli]
select a random number ran in [0 .. sn.offsetRange - q|
sn.edgeDeviceli].offset < ran
In parallel, run all sn.edgeDeviceli] (i € {1,...,m}) > run Algorithm 3.1 for each sn.edge Agent][i]

In our context, such clustering provides a mechanism to reduce contention over CPU,
memory and ports. For example, instead of running 100 parallel edge devices on a single
computer, we create ten Dockers by dividing the single computer resources (CPU, memory
and ports) between the Dockers equally. We then use each Docker to host ten (simulated)
edge devices. As we will demonstrate in our evaluation of Section 3.4, the Docker option

considerably improves the scalability of our simulator, compared to the native option.

Another motivation for defining simulation nodes is enabling the restriction of simu-
lation resources. By setting limits on CPU and memory for virtual machines and (con-
strained) Dockers, users can more effectively manage simulation costs, especially when
utilizing third-party computation resources. We will revisit this topic in our conclusion

section (Section 3.5), where we discuss cost-awareness for simulation.

The behaviour of Simulation Node is specified in Algorithm 3.2. Each simulation
node, upon creation, initializes each of its associated edge devices (lines 1-2). To assign
the offset parameter for each edge device associated with the simulation node (line 3-4),
we generate a random number within the following range: [0..offsetRange - q], where ¢ is
the simulation time step. To ensure that all values within this range are equally likely to

be selected, we use a discrete uniform distribution for generating (integer) offset values.
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Subsequently, the edge devices are executed in parallel (line 5). That is, Algorithm 3.1 is

called for each edge device.

Algorithm 3.3 shows the overall behaviour of our simulator. The simulator starts by
initializing the platforms of the simulation nodes (line 3). It then transfers the simulation
code to the platforms (line 4). Next, the simulation nodes start to run in parallel on their
respective platforms (line 5). The nodes run until the simulation duration elapses (line 6),

at which point the nodes and their platforms are cleaned up (lines 7-9).

Our simulator can be configured to represent different numbers of IoT and edge devices.
As these numbers increase, the application(s) in the cloud layer are put under more stress.
In this way, our simulator makes it possible to determine how far the cloud application(s)
under test can be stretched without degradation in their quality of service. Upon the
termination of a simulation round, we collect certain metrics, defined in Section 3.4.4.
These metrics help determine (1) whether, given the computational resources available,
the simulator can mimic the desired numbers of IoT and edge devices without getting
overwhelmed, and (2) whether the cloud system(s) are able to process and respond in

reasonable time to all the messages received from the simulator.

3.3.2 The IoTECS DSL

[oTECS aims to support practitioners in creating simulators that are instances of the con-
ceptual model of Figure 3.4. We provide an implementation of IoTECS using Xtext [(4].
Specifically, we use Xtext’s grammar language to define IoTECS’s grammar. To generate

executable simulators from specifications written in IoTECS, we use Xtend [63]. More
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Algorithm 3.3 The bahviour of Simulator sim.

Input: [: Number of simulation nodes

for every i € {1,...,l} do
Let p denote sim.snli].platform
Initialize p
Transfer sim.sn[i] to p using p.IP and p.loginInfo
In parallel, run all sim.snli] (i € {1,...,1}) > run Algorithm 3.2 for each sim.snli]
sleep (sim.duration)
for every i € {1,...,1} do
Terminate sim.sn[i] if it is still running
L Clean up sim.snl[i].platform and sim.snli]

precisely, we use Xtend to retrieve all the objects defined in an IoTECS specification; these
objects in turn drive the instantiation of a number of a-priori-defined Xtend templates.
Our Xtend templates include: (1) Java-based implementations of the algorithms in Sec-
tion 3.3.1, (2) scripts for setting up / starting virtual machines and containers, (3) scripts
for uploading and running simulator code on remote platforms, (4) scripts for download-
ing simulation results from simulation nodes, and (5) scripts for analyzing and reporting

simulation results.

In the rest of this section, we provide the syntax of [oTECS using the Backus-Naur Form
(BNF) notation: non-terminal symbols are surrounded by angle brackets, while terminal
symbols are enclosed in single quotes; ::= means that the symbol on the left must be
replaced with the expression on the right; a vertical bar is used to separate alternatives;
a star stands for zero or more occurrences; a plus indicates one or more occurrences;
square brackets represent optional elements; parentheses are used for grouping; literals are
enclosed in . Below, we present and exemplify the syntax of [oTECS. Full details about

the design of IoTECS can be found in our artifacts [185].
Cloud. The syntax of Cloud is defined as follows:
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(Cloud) ::= ‘Cloud:’ (ID) ‘{’
‘IP:’ (IP)

(a1)
(a2)
(‘port:’ (integer) | (@3)
(a4)
(@5)

‘pubTopic:’ (string) [*, subTopic:’ (string)|) a4
[ ‘Methods: {’ ‘Record(’ (IP) ‘)" ‘}’ | ab
e
(ID) ::= (‘a’-‘z’ | ‘A-*2" | ‘0-‘9")+ (a6)
(IP) = (‘07-'9")+.7(‘07-'9")+".7(‘07-'9")+* .7 (‘0™-'9") + (a7)

The above syntax requires a unique ID to be assigned to each cloud instance (line al).
[oTECS supports two types of IoT cloud systems: one uses MQTT as the messaging
protocol and the other uses UDP or TCP. For the first type of cloud systems, IoTECS
requires the IP address of the MQTT broker, a topic for publishing messages to the broker
and a topic for subscribing responses from the broker (lines a2 - a4). The subscribe topic
is optional because some cloud systems may not send packets back to edge devices. For
the TCP or UDP cloud systems, the IP address and a port of the cloud’s host machine are
needed to enable communication between the edge devices and the cloud (lines a2 - a3).
The optional ‘Record((IP))’ method (line a5) initiates a network-traffic monitor for the
specified IP. This enables the recording of all incoming and outgoing packets associated
with IP. The recorded data can be used for evaluating stress testing metrics like packet

loss and delay.

Figure 3.6 shows a snippet of an IoTECS specification specifying two Cloud instances.

For cloud instance C1, the IP and port attributes respectively specify the IP address of the
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1 Cloud:C1 {

2 IP:192.168.0.2
3 port :1883

4}

5 Cloud:C2 {

6 IP:192.168.0.3
7 pubTopic:pub

8 subTopic:sub

9 %

Figure 3.6: Example cloud systems defined using [oTECS.

cloud’s host machine and the port at which incoming UDP or TCP packets are received.
Both IPv4 and IPv6 addresses are supported for the IP attribute. In contrast, C2 is an
instance of MQTT cloud. The pubTopic and subTopic attributes specify the publish topic
and the subscribe topic of the MQTT broker (within the cloud) respectively. We note that
the code for instances of Cloud is not meant to be generated by IoTECS. Rather, each

Cloud instance represents an existing cloud system that needs to be stress-tested.

Simulator. Each [oTECS specification has exactly one instance of the Simulator

concept. The syntax of Simulator is defined as follows:

(Simulator) ::= ‘Simulator:’ ‘{’ (81)
‘duration:’ (integer) (TimeUnit) (82)
‘step:’ (integer) (TimeUnit) (83)
‘simulationNodes:{'(ID)‘[’(integer)]’ (84)

(c , 7<[D>¢ [’(integer>‘] 7)* 4}7
4}7

(TimeUnit) ::= ‘ms’ | ‘s’ | ‘min’ | ‘b’ (85)
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1 Simulator: {

2 duration:10s

3 step:1ls

4 simulationNodes : {SN1[5],SN2[1]}
5

Figure 3.7: Example simulator defined using IoTECS.

In the above syntax, duration (line 52) is used to specify the total duration of sim-
ulation. On the other hand, step (line 33) is used to declare the simulation time step.
To illustrate, consider the snippet in Figure 3.7. Here, the simulator has its duration set
to 10s and its step to 1s; this results in dividing the simulation into 10 steps of equal
length with each step running for 1s. The time unit for duration and step can be in
milliseconds (ms), seconds (s), minutes (m) or hours (h) (line 85). A simulator needs
to declare its simulation nodes which are expressed as a comma-separated list after the
keyword ‘simulationNodes’ (line 4). Each item in the list is the ID of a simulation
node type followed by the number of node instances of this type in square brackets. (see
line 4 of Figure 3.7 for an example). On this line, we are stating that the simulator has
six simulation nodes: five nodes of type SN1 and one node of type SN2. We next illustrate
how to define the simulation node types (in this case, SN1 and SN2) and their associated

execution platforms.

Simulation nodes and platforms. As discussed in Section 3.3.1, IoTECS uses the
notion of simulation node for grouping simulated edge devices and to further specify the
platform on which a group of edge devices runs. The syntax of Simulation Node is defined

as follows:
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(StmulationNode) ::= ‘SimulationNode:’ (ID) ‘{’ (1)
‘platform:’ (ID) (72)
‘offsetRange:’ (integer)‘)’ (73)
‘EdgeDevices:{’(ID)‘['(integer)‘]’ (v4)

(“,(ID) [ (integer)1")* ‘¥’
ﬁ}?

Each instance of a simulation node must have a (unique) ID (line y1). The ID of
the platform on which the simulation node runs is indicated after the keyword ‘platform’
(line 42). The keyword ‘offsetRange’ specifies an upper bound for the offset values for
all the edge devices related to this simulation node (line 73). Recall from Section 3.3.1
that, by introducing offsets, one can circumvent bursts, i.e., situations where all edge
devices transmit at the same time. Using offsets increases the realism of simulations for
applications where bursts are unlikely to occur or are explicitly mitigated. In the snippet
of Figure 3.8, we define two simulation node types, SN1 and SN2, each having a platform,
an offsetRange and a set of edge devices. Similar to our convention for specifying the
simulation nodes contained in a simulator (see Figure 3.7), we define the edge devices
contained in a simulation node via an edge-device type and a number of instances (line
~v4). For example, in Figure 3.8, SN1 has ten edge devices: seven of type E1 and three
of type E2 (we will momentarily illustrate the specification of edge-device types). For
SN1, the offsetRange is set to 20% of the time step duration, i.e., 200ms, while for SN2,

offsetRange is set to 60% of the time step duration, i.e., 600ms. Hence, the offsets of
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1 SimulationNode: SN1 {
2 platform:P1

3 offsetRange :20%

4 EdgeDevices:{E1[7],E2[3]}
5 }

6 SimulationNode: SN2 {
7 platform:P2

8 offsetRange :60Y%

9 EdgeDevices :{E1[30]}
10 %

11

12 Platform: P1{

13 type: Docker

14 IP: 192.168.0.4
15 username: user?2
16 CPU: 4

17 memory: 2G

18 2

19

20 Platform: P2{

21 type: Docker

22 CPU: 2

23 memory: 2G

24 %}

Figure 3.8: Example simulation nodes and platforms defined using loTECS.
edge devices belonging to SN1 are selected from the range [0..200ms], while the offsets of
edge devices belonging to SN2 are selected from the range [0..600ms].

A platform represents either a physical or virtual host for a simulation node. The

syntax of Platform is defined as follows:

(Platform) ::= ‘Platform:’ (ID) ‘{’ (01)
‘type:’ (Type) (02)
[‘IP: * (IP) ‘userName:’ (string) | (03)
[‘CPU:’ (integer)  ‘memory:’ (integer) ‘G’ ] (04)
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(Type) == ‘Native’ | ‘Docker’ | ‘VM’ (05)

Each platform has a type (line §2) that assumes one of the following values: Native, VM
or Docker (line §5). To be able to run a simulation node when its platform is remote (i.e.,
not the local host), the simulation code and scripts need to be transferred to and set up on
the platform first. For this purpose, we need to specify an IP (line 63) and login credentials
(username and password) in instances of the Platform concept. As a security measure,
we elect to not capture passwords in [oTECS; this is to avoid storing sensitive information
in plain text. Instead, users are prompted directly for a password by any host involved in
the simulation process, as per the scripts generated from an [ocTECS specification. The
Platform concept is illustrated in the snippet of Figure 3.8. Here, P1, which is of type
Docker, is specified on lines 12-18. When a platform is hosted locally, one does not need IP
and loginInfo. This is illustrated by P2 — another platform of type Docker — on lines
20-24 of the snippet. For a Docker platform that is constrained and for any VM platform,
we specify the required attributes indicated in our conceptual model of Figure 3.4. For

example, platform P1 is a constrained Docker with 4 CPUs and 2G of memory.

Edge and IoT devices. The syntax for defining an Edge Device is as follows:

(EdgeDevice) ::= ‘EdgeDevice:’ (ID) ‘{’ (e1)
‘protocol:’ (Protocol) (€2)
‘speed:’ (integer) | ‘MAX’ (€3)
‘cloud:’ (ID) (e4)
‘devices: {’(ID)‘['(integer)‘]’ (€5)
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(( s 7<[D>( [’(Z?’Lteger)‘] 7)* (}7

‘workload:’ (integer)( Workload Time Unit) (€6)
3
(Protocol) ::= ‘UDP’ | ‘TCP’ | ‘MQTT’ (€7)
(WorkloadTimeUnit) ::= ‘ms’ | ‘s’ | ‘min’ (€8)

Each edge device has a set of IoT devices (line €5) associated to it. For example, in the
snippet of Figure 3.9, edge-device type E2 is associated with 10 IoT devices of type D1 and

20 IoT devices of type D2 (we will shortly exemplify IoT-device types).

Each edge device communicates with one cloud system which is indicated after the
keyword ‘cloud’ (line €4). For example, in Figure 3.9, E1 is specified as communicating
with cloud system C1. The protocol used by an edge device for communication with the
cloud is captured by the protocol attribute (line €2). Currently, [oTECS supports the
UDP, TCP and MQTT protocols. The speed attribute describes the number of packets sent
to the associated cloud system in one time step. If one does not want to constrain the
number of packets, the speed attribute should be set to the designated value of ‘MAX’.
For instance, in Figure 3.9, the speed is set to 100 for E1 and 1000 for E2. Since step has
been set to 1s (see Figure 3.7), E1 waits 10ms between sending two consecutive packets;
this wait time is 1ms for E2. The workload attribute (line €6) indicates the amount of edge
computing to be done by the edge device (lines 16-17 of Algorithm 3.1). The time unit for
workload can be milliseconds (ms), seconds (s) or minutes (m). Note that, in parallel with
sending packets and edge computing, an edge device also receives packets from the cloud

(lines 14-15 of Algorithm 3.1). The protocol for receiving data from the cloud is the same
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1 EdgeDevice: E1 {

2 protocol:TCP

3 speed :100

4 cloud:C1

5 devices:{D1[100]}
6 %

7 EdgeDevice: E2 {

8 protocol :MQTT

9 speed:1000

10 cloud:C2

11 devices:{D1[10],D2[20]}
12 workload :20ms

13 3}

Figure 3.9: Example edge devices defined using loTECS.

as that used for sending data to the cloud (i.e., is as specified by the protocol attribute).

IoT device is the lowest-level entity in [oTECS and its syntax is defined as follows:

(Device) ::= ‘Device:’ (ID) ‘{’ (C1)
‘period:’ (integer) (€2)
‘payload:’ ((integer) (PayloadUnit)) | (string) (¢3)
3

(PayloadUnity ::= ‘v’ | ‘kb’ | ‘mb’ (C4)

Each ToT device (type) has two attributes. The first one is period (line (2) which
determines the frequency of execution. For example, in the snippet shown in Figure 3.10,
device D1 generates a packet every second, while device D2 generates a packet every two
seconds. The second attribute is payload (line ¢3). This attribute specifies the actual
payload content, e.g., payload: "23C", or alternatively, the size of the packet that the

device sends every time the device executes. In the latter case, the payload unit can be
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1 Device: D1 {

2 period:1

3 payload:60Db
4}

5 Device: D2 {

6 period:2

7 payload:100b
8 1}

Figure 3.10: Example (IoT) devices defined using IoTECS.

bytes (b), kilo bytes (kb) or mega bytes (mb). When a size unit is indicated for the
payload, the content of the payload is generated randomly as per the requested size. This
option, illustrated in Figure 3.10, is convenient when the actual payload is unimportant

for simulation purposes (e.g., in a simple cloud storage application).

3.3.3 Sanity Checks

This section describes the syntactic and semantic sanity checks implemented in IoTECS’s
Eclipse-based text editor. Users get instant errors or warnings for any violations. There

are four groups of sanity checks as we explain below:

Declaration /usage checking. IoTECS requires explicit declarations for all entities in
a specification. For example, to define a Simulator instance, one must specify its simula-
tion node(s), which can be declared before or after the Simulator instance. Furthermore,
[oTECS ensures that every declaration is used at least once in the specification. This
prevents unused or redundant entities, which may indicate errors or oversights. Unused

declarations trigger warnings.
Type checking. IoTECS enforces type checking to ensure consistent and correct usage
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of entity types throughout a specification. For example, [ocTECS expects IDs of simulation
nodes to follow the keyword ‘simulationNodes’ when a Simulator instance is being defined.
If IoTECS detects IDs of other entity types (e.g., devices or platforms) instead, it reports

a type mismatch error.

Protocol checking. IoTECS verifies that the Protocol attribute of an edge device
matches the cloud instance type it communicates with. If an edge device has an MQTT
cloud instance as its cloud attribute, its communication protocol should be “MQTT”.
Likewise, if it has a UDP/TCP cloud instance as its cloud attribute, its communication
protocol should be either “UDP” or “TCP”, depending on the packet type used for cloud

communication.

Time-step checking. [IoTECS verifies that the simulation time step is a divisor of
the simulation duration. This ensures that one has a whole number of steps within the

simulation duration.

3.4 Evaluation

In this section, we evaluate the applicability and usefulness of simulators generated from
[oTECS specifications for stress testing IoT cloud systems. We use the term simulator to
refer to the executable code generated from instantiating the edge-layer concepts of the

model of Figure 3.4; we use the term cloud to refer to instances of the cloud concept in this

model. To evaluate the performance of simulators derived from IoTECS specifications, we

use two real-world IoT cloud systems as case studies. The first case study is a cloud-based
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IoT monitoring system developed by one of our industry partners; this cloud system oper-
ates based on both UDP and TCP protocols. For our first case study, due to confidentiality
concerns, we have built our own cloud system and made it publicly available instead of
using our partner’s system directly. The second case study involves an industrial, cloud-
native IoT connected vehicle system that monitors sensors located on connected vehicles
and operates based on the MQTT protocol. In this section, we refer to the first case study

system as the the UDP/TCP cloud system and the second one as the MQTT cloud system.

To enhance readability and conciseness in the remainder of this section, we will use the
terms “our simulator” or “the simulator” to denote a simulator that has been derived from

an IoTECS specification. The research questions (RQs) that we investigate are as follows:

RQ3.1. (Simulator Configuration) How can we configure our simulator so that it can,

with limited computational resources, simulate a large number of IoT and edge devices?

With RQ3.1, we examine which simulator platform option(s) — among Native, Docker and
Virtual Machine as envisaged by the conceptual model of Figure 3.4 — would allow one to
maximize the number of instantiated IoT and edge devices, thereby best supporting our
motivating use case in Section 3.2. In particular, we require the whole simulator to run
on a single machine (laptop). This requirement is in line with the needs of our partner;
they need the simulator machine to be portable so that it can be brought to different sites
and connected to different networks. In addition, we examine the impact of the speed
value for edge devices on the performance of the simulator. The simulator performance
is assessed by measuring (a) packet loss at the machine that hosts the simulator and (b)

packet transmission times. Since the focus of RQ3.1 is on the simulator, our analysis is
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agnostic to the choice of the cloud system. For RQ3.1, we elect to use the UDP/TCP
cloud system. This cloud has lower execution time compared to the MQTT cloud, in turn

allowing us to run more extensive experimentation.

RQ3.2. (Scalability) What is the impact of offset values on simulator scalability? In

many real-world scenarios, it is reasonable to assume that requests from edge devices are
distributed more evenly, unlike the worst-case scenario explored in RQ3.1 where all edge
devices initiate communication with the cloud simultaneously. To systematically examine
our simulator’s scalability under the assumption of more evenly distributed requests, RQ3.2
considers various ranges of offset values and assesses how widening the offset ranges affects
scalability. Indirectly, RQ3.2 further enables us to empirically demonstrate the benefit
of introducing offsets (in situations where engineers can control or have prior knowledge
about offset ranges) as a way to increase the cloud’s capacity to handle larger numbers of
[oT and edge devices. To answer RQ3.2, we use the best-performing platform identified in

RQ3.1 and the UDP/TCP cloud.

RQ3.3. (Comparison with Baselines) How effective is our simulator at stress testing

[oT cloud systems compared to state-of-the-art stress testing tools?” We benchmark our

simulator against two widely used, open-source baseline tools for stress testing: Apache
JMeter [16] and Locust [121]. Both tools are commonly used for stress testing |[18,91,91,

, 110, 116]. We recall our conclusion from Section 3.2, where we determined that existing
[oT edge-to-cloud simulators are inadequate for large-scale stress testing. In light of this
conclusion, we choose to compare with JMeter and Locust (rather than IoT simulators)

as our baselines, noting that JMeter and Locust are general-purpose, industry-strength

performance testing tools. In Section 3.4.2, we assess the ability of JMeter and Locust
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to tackle the three stress testing challenges, C1, C2, and C3, outlined in Section 3.2.
In this RQ, we assess whether and how our simulation architecture is advantageous over
JMeter and Locust in terms of the number of IoT and edge devices that can be successfully
simulated. For a fair comparison, we use the UDP/TCP cloud: JMeter offers direct support
for TCP, while Locust — originally designed solely for HT'TP — can be easily adapted
through existing libraries to work directly with UDP/TCP. Similar to RQ3.1 and RQ3.2,
our focus in RQ3.3 is on assessing the performance of the simulator. We thus measure
packet loss incurred at the host machine and transmission delay times when running our

simulator or the baselines tools.

RQ3.4. (Usefulness) Can our simulator be used effectively for stress testing real-world

IoT cloud systems? We use the best-performing simulator platform identified in RQ3.1

(among Native, Virtual Machine and Docker) to answer this research question. We assess
how well one can use our simulator to determine the service capacity of an IoT cloud system,
i.e., the maximum number of IoT and edge devices that a cloud system can effectively
handle. For RQ3.4, we use both of our case studies, i.e. both the UDP/TCP and MQTT
cloud systems. In contrast to the previous RQs which focused on studying and optimizing
the behaviour of our simulator, R(Q3.4 is concerned with in-the-field usage of the simulator,
i.e., determining the limits of an IoT cloud under test. For RQ3.4, we measure packet loss

at the destination machine hosting the cloud under test.
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3.4.1 Case Studies

In this section, we describe our case-study systems: The UDP/TCP cloud and the MQTT

cloud.

3.4.1.1 The UDP/TCP Cloud

Our UDP/TCP cloud, which is part of an industrial IoT network monitoring system,
implements a packet loopback that echoes any UDP or TCP packet it receives from the
edge layer back to the sender. This cloud system is used for measuring the quality of the

network connection between the edge devices and the cloud.

To develop a simulator for stress testing this case-study system, we create two instances
of the UDP/TCP cloud concept described in Section 3.3.1. One instance is configured to
receive and transmit UDP packets, while the other handles TCP packets. We configure
both instances by setting their IP attributes to match the cloud system’s IP address.
Further, we assign the port of the UDP cloud instance to correspond to the UDP socket’s
port, and the port of the other instance to match the port for the TCP socket. Since
the cloud’s host machine serves as the destination for all inbound packets, for the Record
method in our conceptual model, we use the default value of the dstIP parameter, which

corresponds to the IP address of the cloud’s host machine.

3.4.1.2 The MQTT Cloud

The IoT connected vehicle system monitors a large fleet of vehicles in real time by tracking

and storing their location, speed, odometer and fuel-tank temperature. Users can access

72



the latest information of the fleet through a web application that flags the vehicles that

exceed predefined thresholds for fuel-tank temperature or speed. This system operates

on a Kubernetes [113] cluster and follows a state-of-the-art big data processing approach,
Lambda architecture [135], which combines both real-time and offline processing capabili-
ties.

Figure 3.11 provides a conceptual representation of the architecture of the IoT con-
nected vehicle system. This system includes an MQTT broker that accepts packets from
vehicles. At each time step, each vehicle sends to the broker a packet consisting of the
vehicle’s GPS location, speed, odometer and fuel-tank temperature. The information in
these packets enables the cloud system to monitor and track the vehicles’ position, driving

direction, and speed as well as the temperature of the vehicles’ fuel tanks.

The broker forwards these packets to a stream processor that in turn sends the packets
to two different destinations: (1) an in-memory data grid which is a fast storage system for
online processing, and (2) a persistent storage system for offline processing. Applications
that need real-time data, such as real-time diagnostics and driver-behaviour analysis, query
the fast in-memory grid, while applications that do not need real-time data, such as profiling

drivers’ data based on machine learning, use the persistent database.

To develop a simulator for the IoT connected vehicle system based on our approach,
we create an edge device instance for each vehicle. Further, we create an instance of the
MQTT cloud concept, and set its IP attribute to the broker’s IP in Figure 3.11 and its
pubTopic parameter to the publish topic that the broker accepts. We consider the in-

memory data grid as the final destination for all packets and set the dstIP parameter of
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Figure 3.11: Overview of our IoT connected vehicle case study.

the Record method in our conceptual model to the IP address of the in-memory data grid
in Figure 3.11. Note that since the IoT connected vehicle system does not send any data
back to the vehicles, there is no need to set the subTopic parameter for our instance of

the MQTT cloud concept.

3.4.2 Baseline Tools for Stress Testing

We select Apache JMeter and Locust as baseline tools to compare the performance of
our simulator against. JMeter and Locust are both open-source tools for performance
testing web applications. JMeter is developed by the Apache Software Foundation and

written in Java. It supports various communication protocols including HTTP, FTP, TCP
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and SOAP/REST. Locust is built using Python and offers an easy-to-use web interface.

Locust comes with built-in support for only HTTP/HTTPS.

We use JMeter and Locust to stress test our UDP/TCP cloud system. JMeter already
supports TCP; hence, we need to adapt it only for UDP. As for Locust, an adaptation to
both UDP and TCP is required. To adapt JMeter, we use plugins for UDP support [166];
and to adapt Locust, we use Python’s socket module, which provides UDP and TCP

support.

We assess the performance of JMeter and Locust in tackling stress testing challenges
C1, C2, and C3 detailed in Section 3.2. Since JMeter and Locust are general-purpose
tools, they do not have predefined means for capturing [oT and edge devices. Consequently,
they offer no direct solution for simulating large arrays of IoT and edge devices without
causing runtime bloat, i.e., challenge C1. Furthermore, these tools lack built-in mecha-
nisms for addressing challenges C2 and C3. To compare simulators derived from IoTECS
specifications with JMeter and Locust, we adapted JMeter and Locust to symbolically rep-
resent IoT and edge devices using their parameters, as detailed in Section 3.4.3.3. Through
this adaptation, we effectively implemented design feature F1 (Section 3.1) into JMeter
and Locust. Incorporating design features F2 and F3 into these tools would nonetheless
necessitate a reconsideration of the tools’ designs and significant re-engineering and imple-
mentation effort and was therefore not attempted. Since JMeter and Locust lack support
for creating simulation nodes on virtual machines or Docker containers, when using JMeter

and Locust, we run all simulation nodes natively on the host machine.
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Simulator Switch Cloud

Figure 3.12: Physical setup for our evaluation.
3.4.3 Experiment Design

To answer our research questions, we use two computers as shown in Figure 3.12: one
for running our simulator or the baseline tools, and one for running our case studies, i.e.,
the UDP/TCP and MQTT cloud systems described in Section 3.4.1. As discussed in
Section 3.3.1, in our work, we assume that the simulated edge layer and the cloud layer
are connected via an ideal network with minimally low transmission time and no loss. We
create this ideal network using a single network switch (see Figure 3.12). This setup, while
simple, provides a high-fidelity testbed for stress testing of cloud systems, as it routes all
network traffic through a switch (ideal network) rather than a real-world network that may

not be as reliable or predictable.

To simulate requests from edge devices (left laptop in Figure 3.12), we use a machine
with a 2.5 GHz Intel Core i9 CPU and 64 GB of memory. For running the cloud (right
laptop), we use a machine with a 2.3 GHz Intel Core 19 CPU and 32 GB of memory. We
connect the two machines using an unmanaged NETGEAR GS308v3 Gigabit Ethernet

switch. Below, we describe the experimental setup for RQ3.1-RQ3.4.
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Table 3.3: Parameters for the RQ3.1 experiments.

duration 2s

time step 0.5s

# of IoT devices per edge device | 100

# of edge devices per sim node 10

(IoT) Device.period 1

(IoT) Device.payload 8B

Edge Device.workload 0

memory 2G

CpPU 4

Edge Device.speed Max, 500, 250, 167, 125
Platform Native & VM & CDC & UDC

3.4.3.1 Experimental Setup for RQ3.1

We conduct experiments to answer RQ3.1 using the configuration parameters shown in
Table 3.3. We choose a simulation duration of 2s and a time step of 0.5s (i.e., four steps in
each simulation). Our preliminary experiments showed that the simulation duration of 2s
with four steps are sufficient to observe the behaviour of the simulator and the differences
among different simulators’ configurations. For the device payload size, we follow the
recommendation of Cheetah Networks, and set it to 8B. We set the period of each IoT device
to 1 to maximize the number of messages sent in each time step. We assign four CPU cores
and 2G of memory to each virtual machine and constrained Docker hosting edge devices,
in accordance with the computational resources typical of low-cost edge devices [30]. We
vary the number of simulation nodes from 8 to 12, corresponding to simulating 8,000 to
12,000 IoT devices. This range, in addition to addressing RQ3.1, enables us to compare our

simulators’ performance with the results reported in Section 3.2. There, we employed two
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state-of-the-art edge-to-cloud simulation tools, EMU-IoT and Fogbed, to simulate 10,000

IoT devices.

For edge devices, we eliminate edge-computing time by setting edge .workload to zero,
noting that our goal is maximizing communication with the cloud. We set the number of
[oT devices per edge device to 100 and the number of edge devices per simulation node
to 10. That is, each simulation node captures the behaviour of 1000 IoT devices. For the
purpose of RQ3.1 experiments, we vary the number of simulation nodes to determine which
simulator platform enables capturing more IoT devices. Bundling 1000 IoT devices into
each simulation node allows us to increase the simulator load by 1000 as we increase the
number of simulation nodes. For the speed of edge devices, we insert a gap time of Oms,
1ms, 2ms, 3ms and 4ms between the consecutive messages sent, resulting in the edge device
speed to be set, respectively, to MAX, 500, 250, 167 and 125. Note that further decreasing
the speed (i.e., increasing the gap time) leads to inconsistency in our experimental setup
since each edge device needs to be able to send 100 messages in a single time step. If the
gap time is 5ms, then the total gap time for 100 messages is 0.5s. This is the same as the
time step, so there is no time left for sending messages. We execute each configuration

of our simulator for four platform options: Native, Virtual Machine (VM), Constrained

Docker (CDC) and Unconstrained Docker (UDC).

In total, to answer RQ3.1, we perform 100 experiments (# of platforms = 4) x (# of
speeds = 5) x (# of sim nodes = 5) . We repeat each experiment 10 times to account for

random variation.
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Table 3.4: Parameters for the RQ3.2 experiments.

Edge Device.speed ‘ MAX
sim node(SN).offsetRange ‘ 0, 20%, 40%, 60%, 80%

3.4.3.2 Experimental Setup for RQ3.2

To address RQ3.2, we examine how different values for the offsetRange parameter of
simulation nodes would impact the scalability of our simulator. We use the best-performing
platform from RQ3.1 alongside the UDP/TCP cloud for testing. Table 3.4 shows the
parameters specific to RQ3.2. For the parameters that are not listed in Table 3.4, we use
the same values as those in RQ3.1 (see Table 3.3). We vary the offsetRange attribute of
simulation nodes by using the following values: 0%, 20%, 40%, 60%, and 80%. We set the
value of the speed attribute to MAX. The impact of changing speed is addressed by the
RQ3.1 results. For the RQ3.2 experiments, we specifically study the impact of changing
the value of offsetRange on the performance of the simulator. To illustrate the impact of
offSetRange, we set the number of simulation nodes to range from 15 to 19. We increase
the number of simulation nodes compared to those for RQ3.2 to demonstrate how offset

variables enhance simulation capacity.

In total, to answer RQ3.2, we perform 50 experiments (# of platforms = 2) x (# of
offsetRange = 5) x (# of sim nodes = 5). We repeat each experiment 10 times to account

for random variation.
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3.4.3.3 Experimental Setup for RQ3.3

To answer RQ3.3, we employ JMeter and Locust as baseline tools for conducting stress
testing with the UDP/TCP cloud. For our simulator, we use the same setup as that used
for RQ3.1 (see Table 3.3). In line with RQ3.1, we execute each baseline tool for a duration
of 2 seconds. To achieve this, we set the duration parameter of JMeter and the run-time
parameter of Locust to 2. Neither of the tools explicitly support the concept of time step.
We implement a custom variable in the scripts running the tools to mimic the time step
and set that variable to 0.5s. For both tools, we represent each edge device as a single
thread. While we can organize the threads representing edge devices into groups, such
thread groups cannot act as simulation nodes because they cannot run independently on
virtual machines or Dockers. Thus, for both baselines, we can only run all the edge devices
(threads) as native on the host machine. For JMeter, we employ the loop count parameter
as a representation of the number of IoT devices associated with an edge device. We set
loop count to 100. For Locust, we initiate an instance of a created class inherited from
the original user class provided by Locust to represent an IoT device, and configure the
user count (i.e., the number of instantiations) to be 100. For both tools, we use the same
payload as that used for RQ3.1, i.e., 8B. We initially use the same range for simulation
nodes as in RQ3.1, i.e., 8 to 12. We then modify the number of simulation nodes to 4 for
JMeter and Locust, while increasing it to 15 for our simulator. This aims to determine the
maximum number of nodes that JMeter, Locust, and our simulator can handle without

packet drops on the simulator side.

In total, to answer RQ3.3, we perform 18 experiments (# of baselines = 2) x (# of
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Table 3.5: Parameters for the RQ3.4 experiments with the MQTT cloud.

duration 10m
time step 0.1s
(IoT) Device.period 1
(IoT)Device.payload 166B
Edge Device.workload 0
sim node (SN).offsetRange 0
memory 4G
CPU 4

sim nodes = 9) with the baseline tools, perform 2 experiments (# of platforms = 2) x (#
of sim nodes = 1) and reuse 2 experiments (# of platforms = 2) x (# of sim nodes = 1)

with our simulator. We repeat each experiment 10 times to account for random variation.

3.4.3.4 Experimental Setup for RQ3.4

To address RQ3.4, we use our simulator to determine the service capacity of both the
UDP/TCP cloud and the MQTT cloud systems. For the UDP/TCP cloud, we consider
the experimental setup used for RQ3.1 (see Table 3.3), except that we consider only the
platform option that, based on the results of RQ3.1, is capable of successfully executing

on a single machine and sending all messages to the UDP/TCP cloud.

Table 3.5 shows the parameters used in our experiments with the MQTT cloud for
RQ3.4. Recall from Section 3.4.1 that the MQTT cloud case study represents a connected
vehicle system where one edge device is installed on each vehicle. We set the simulation
duration to 10 minutes, which is close to the average transport time for vehicles (e.g.,

trucks) to travel per trip (from one location to another location by motor vehicles) [90].
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We set the time step to 0.1s for our simulation, which corresponds to a data transmission
rate of 10Hz. This decision aligns with existing research in connected vehicles [195], which
suggests that data transmission rate typically ranges from 1 to 10Hz, reflecting real-world
scenarios. That is, vehicles send one to ten messages per second to roadside infrastructures
or cloud systems. Specifically, a frequency of 10Hz is often used for safety messages and

location data exchanges within cooperative awareness services [195].

Each packet in this case study contains all the vehicle’s information, i.e., Vehicle 1D,
GPS location, speed, odometer, and fuel-tank temperature. The payload of each IoT
device is configured as a JSON string. The payload size is on average 166B and varies
slightly (standard deviation of ~4 bytes) depending on the specific values included in the
JSON string. In our setup, we set the period of IoT devices to 1, indicating that they
generate data at a frequency of one per simulation step; this is to maximize the number of
messages sent in each time step. We set the edge.workload parameter to 0 because edge
devices in this system do not perform edge computing tasks. To simulate the behaviour
of edge devices running on vehicles, we allocate 4 CPU cores and 4G of memory to the
platform with constraint computational resources. These settings align with the current
embedded hardware commonly used in vehicles. For the rest of the parameters not included

in Table 3.5, we use the same values as those in RQ3.1.

To determine the capacity of each of our case-study cloud systems, we vary the number
of simulation nodes from 29 to 34 and find the threshold at which packet loss is observed

on the cloud side.

For RQ3.4, we reuse 10 experiments (# of platforms = 2) x (# of sim nodes = 5)
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from RQ3.1 with the UDP/TCP cloud and perform 12 experiments (# of sim nodes = 6)
x (# of platforms = 2) with the MQTT cloud. Each experiment is repeated 10 times to

account for randomness.

3.4.4 Metrics

We measure two main metrics in our experiments: (1) the number of packets that are
dropped during the simulation, and (2) the packet transmission time, i.e., the amount of
time it takes for the packets to be transmitted from the simulator to the cloud and be
processed by the cloud. In the setup of Figure 3.12, packets can be dropped (1) on the
simulator side when the simulator fails to send all the messages it is expected to send,
(2) on the switch (network) side when the switch fails to handle the traffic that needs
to pass through it, e.g., due to congestion, or (3) on the cloud side, when the cloud fails
to receive all the packets that have reached its host computer, or fails to send responses
for the packets it has received. We separately measure packet drop at the three above

points and refer to them respectively as SimDrop, NetDrop and CloudDrop. Note that in

order to measure these values, we have to keep track of packet counts at the level of the
simulator, the cloud and also the network adapters on both host machines. To count the
number of packets sent from and received by the network adapters of the host machines
of the simulator and the cloud, we use the Wireshark tool [210] which is the world’s most
widely used network protocol analyzer. Using Wireshark, we have confirmed that, in our

experiments, the packet drop at the network adaptors is zero or negligible (less than five
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packets out of hundreds of thousands). In addition, due to our utilization of a switch with
a data transfer rate of up to 1 Gbps per port, capable of managing the transmission of
more than 8,000 simulation nodes per step without surpassing its capacity, to connect
the computers, the packet drop for the network is zero as well. Hence, we do not report
NetDrop as it is always zero for our experiments. The packet drop values measured at the

simulator (i.e., SimDrop) and at the cloud (i.e, CloudDrop) as well as packet transmission

time (as defined above) are thus the only measures that are of interest for capturing the

behaviour of the simulator and the cloud.

Among these measures, SimDrop determines if the simulator is able to scale and that it
does not fail under its own load. If there is packet drop by the simulator, it means that the
simulator is overwhelmed. The CloudDrop and the packet transmission time (TransTime,
for short) determine how well the cloud is able to handle the messages it receives from the

edge.

3.4.5 Results

3.4.5.1 RQ3.1. (Simulator Configuration)

Table 3.6 shows the average values for SimDrop, CloudDrop, and packet transmission time
obtained by running our simulator using the parameters in Table 3.3. We perform RQ3.1
experiments for 8 to 12 simulation nodes that correspond to simulating 8, 000 to 12,000

[oT devices. By considering a range of simulation nodes, we validate the consistency of
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our results, ensuring that the results remain robust for different numbers of simulated
IoT devices. As discussed in Section 3.4.3.1, for RQ3.1, we run our simulator using four
different platform options, i.e., Native, VM, CDC and UDC. In the Native option, we run
all the edge devices in parallel on the simulator host machine without grouping them into
separate simulation nodes. In contrast, when we use VM, CDC, UDC, we group every
ten edge devices into a simulation node and run each simulation node on a separate VM,
CDC or UDC. For each VM and each CDC, we use the CPU and memory sizes specified
in Table 3.3.

Table 3.6: Average packet drop and transmission time values obtained by ten runs of the
experiments of RQ3.1. The values highlighted grey in the table are the results used to
answer RQ3.4 for the UDP/TCP cloud system.

#SN  Speed MAX 500 250 167 125
CDC
SimDrop 0 0 0 0.2 0
CloudDrop 2314.5 0 0 0 0
TransTime(ms) | 6.61 0.49 0.74 0.52 0.29
UDC
SimDrop 0 0 0 0 0
CloudDrop 2805.5 0 0 0 0
TransTime(ms) | 7.05 0.48 0.61 0.46 0.31
12 VM
SimDrop 42.6 3254.4 2922.2 4383.9 6294.2
CloudDrop 28.1 0 0 0 0
TransTime(ms)  0.47 0.44 0.27 0.28 0.28
Native
SimDrop 25051.1  25563.8 25958.1 26089.8 26312.4
CloudDrop 0 0 0 0 0
TransTime(ms) 0.35 0.26 0.26 0.26 0.26

( To be continued)
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Table 3.6: Average packet drop and transmission time values obtained by ten runs of the
experiments of RQ3.1. The values highlighted grey in the table are the results used to
answer RQ3.4 for the UDP/TCP cloud system.

#SN  Speed MAX 500 250 167 125
CDC
SimDrop 0 0 0 0 0
CloudDrop 3246.1 70.5 0 0 0
TransTime(ms) = 10.57 4.31 1.32 0.33 0.28
UDC
SimDrop 0 0 0 0 0
CloudDrop 3741.2 0 0 0 0
TransTime(ms) | 8.11 1.30 0.87 0.37 0.30
11 VM
SimDrop 71 119.10 1272.9 2407.3 4410.3
CloudDrop 0 0 0 0 0
TransTime(ms) 0.38 0.28 0.28 0.28 0.28
Native
SimDrop 21022.4  21543.4  21980.3 22060.8 22599.6
CloudDrop 0 0 0 0 0
TransTime(ms) 0.26 0.26 0.28 0.33 0.30
CDC
SimDrop 0 0 0 0 0
CloudDrop 1517.2 0 0 0 0
TransTime(ms) | 9.01 1.74 0.70 0.29 0.27
UDC
SimDrop 0 0 0 0 0
CloudDrop 296.6 0 0 0 0
TransTime(ms) | 3.52 1.00 0.61 0.34 0.29
10 VM
SimDrop 69.1 423.7 178.3 710.1 2322.9
CloudDrop 0 0 0 0 0
TransTime(ms) 0.31 0.28 0.28 0.50 0.28

( To be continued)
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Table 3.6: Average packet drop and transmission time values obtained by ten runs of the
experiments of RQ3.1. The values highlighted grey in the table are the results used to
answer RQ3.4 for the UDP/TCP cloud system.

#SN  Speed MAX 500 250 167 125

Native

SimDrop 17252.6  17546.1 18103 18128.8 18537

CloudDrop 0 0 0 0 0

TransTime(ms) 0.26 0.26 0.29 0.32 0.26
CDC

SimDrop 0 0 0 0 0

CloudDrop 768 0 0 0 4.3

TransTime(ms) | 4.71 1.38 0.62 0.28 0.62
UDC

SimDrop 0 0 0 0 2.2

CloudDrop 0 0 0 0 0

TransTime(ms) | 0.62 0.61 0.51 0.30 0.28

’ VM

SimDrop 0 107.7 79.6 50.4 844.8

CloudDrop 0 0 0 0 0

TransTime(ms)  0.29 0.26 0.26 0.30 0.28
Native

SimDrop 13239.5 13834 13951.9 142094 14136.1

CloudDrop 0 0 0 0 0

TransTime(ms) 0.26 0.28 0.28 0.26 0.26
CDC

SimDrop 0 0 0 0 0

CloudDrop 0 0 0 0 0

TransTime(ms) | 0.99 0.98 0.35 0.28 0.26
UDC

SimDrop 0 0 0 0 0

CloudDrop 0 0 0 0 0

TransTime(ms) | 0.41 0.49 0.41 0.29 0.27

( To be continued)
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Table 3.6: Average packet drop and transmission time values obtained by ten runs of the
experiments of RQ3.1. The values highlighted grey in the table are the results used to
answer RQ3.4 for the UDP/TCP cloud system.

#SN  Speed MAX 500 250 167 125

VM

SimDrop 26.8 0.9 0 0 100.7

CloudDrop 0 0 0 0 0

TransTime(ms) 0.27 0.27 0.27 0.26 0.30
Native

SimDrop 9323.7 9858.3 9935.7 10176.4 10168

CloudDrop 0 0 0 0 0

TransTime(ms) 0.26 0.26 0.30 0.26 0.29

* VM: Virtual Machine
* CDC: Constrained Docker Container

* UDC: Unconstrained Docker Container

As shown in Table 3.6, there is substantial packet drop on the simulator side when
we use the Native option. This is because, although VM- and Docker-based solutions
require additional resources, the simulated edge devices running natively share the host’s
resources without isolation, leading to resource contention and scheduling delays. This
indicates that in this architecture where edge devices are not grouped into simulation
nodes, the simulator is simply unable to send all the packets it is supposed to send. This
highlights the importance of the hierarchical structure provided by the Simulation Node
concept in IoTECS. Similarly, the VM option, while generating SimDrop values lower than
those of the Native option, is unsuitable for stress testing as it still leads to non-negligible

packet drop on the side of the simulator.

For the simulation configurations executed on CDC and UDC, SimDrop values are zero

38



(or negligible). For these configurations, the cloud side drops packets, particularly when
edge devices send their packets at once and without having any gap time in between (i.e.,
when the edge device speed is MAX). By inserting a gap time on the side of edge devices
(i.e., lowering the speed), the cloud will receive the packets at a lower rate and can avoid

packet drop.

Note that transmission-time values for the Native and VM should be discarded. This
is because, for these options, there is a high packet drop at the simulator, and hence,
considerably fewer packets are transmitted from the simulator to the cloud and vice versa.
Therefore, the transmission times are computed for a smaller portion of packets, leading
to unrealistically small values. For the CDC and UDC options where the simulator is able
to complete its task without packet drop, the transmission time decreases as we reduce the
speed of the edge devices. This trend is expected, since by reducing the speed, we avoid

the cloud side from being overwhelmed, hence reducing the packet transmission time.

The answer to RQ3.1 is that our simulator can be tuned such that it can, on a conven-
tional laptop, simulate the sending of 24,000 packets per second without packet drop.
Further, our results show the importance of grouping edge devices into simulation nodes
to manage resource usage on the simulator’s host machine and thus enable the simulator
to scale as much as possible. In our experimental setup, containerization (through Dock-
ers) turned out to be the best option for scaling. Among the main benefits of [oTECS

are its support for simulation nodes and its ability to abstract from platform details so

that engineers can explore different platform options.
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Table 3.7: Average packet drop and transmission time values obtained by ten runs of the
experiments of RQ3.2.

#SN OffsetRange 80% 60% 40% 20% 0
CDC
SimDrop 0 0 0 0 307.8
CloudDrop 2971.5 3161.2 3363.3 3503.0 3697.1
19 TransTime(ms)  8.13 8.39 8.65 8.74 10.04
UDC
SimDrop 0 0 0 0 369.4
CloudDrop 2702.3 3076.7 3178.0 3590.3 3486.4
TransTime(ms)  8.49 8.75 9.02 9.17 10.54
CDC
SimDrop 0 0 0 0 263.5
CloudDrop 2642.1 2810.7 2990.2 3114.8 3308.9
18 TransTime(ms)  7.89 8.21 8.40 8.29 9.48
UDC
SimDrop 0 0 0 0 316.3
CloudDrop 3136.0 2904.2 3480.8 3236.9 3576.1
TransTime(ms)  8.41 8.16 8.68 8.70 9.94
CDC
SimDrop 0 0 0 0 206.3
CloudDrop 2793.4 2971.7 3161.4 3293.5 3471.1
17 TransTime(ms) 7.43 7.31 .77 7.84 8.91
UDC
SimDrop 0 0 0 0 247.6
CloudDrop 3024.0 2996.2 2908.5 3261.2 3362.6
TransTime(ms)  7.81 8.06 8.31 8.23 9.35
CDC
SimDrop 0 0 0 0 161.3
CloudDrop 2492.2 2651.3 2820.6 2938.2 3115.8
16 TransTime(ms)  6.98 7.11 7.31 7.39 8.35
UDC
SimDrop 0 0 0 0 193.6
CloudDrop 2923.8 2704.0 3125.9 3328.3 3458.2
TransTime(ms)  7.21 7.43 7.67 7.75 8.76
CDC
SimDrop 0 0 0 0 153.4
CloudDrop 2336.5 2485.7 2644.4 2754.6 2916.4
15 TransTime(ms)  6.66 6.79 7.02 6.93 7.81
UDC
SimDrop 0 0 0 0 184.1
CloudDrop 2182.5 2465.7 2528.0 2644.7 3524.9
TransTime(ms)  6.97 7.09 7.31 7.27 8.20
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3.4.5.2 RQ3.2. (Scalability)

We address RQ3.2 by analyzing how the offsetRange parameter affects our simulator’s
scalability. We note that higher values of offsetRange mean that the edge devices’ offsets
can vary within a larger range. Thus, the edge devices’ start times are more spread out
within a time step. This temporal distribution helps mitigate sudden spikes in outgoing
traffic that may otherwise overload the system. The experiments for RQ3.2 are performed
for 15 to 19 simulation nodes that correspond to simulating 15,000 to 19,000 [oT devices.
The results, presented in Table 3.7, show that by increasing the value of offsetRange, the
simulator is able to send more messages successfully. Specifically, as shown in the table,
SimDrop becomes zero when the offsetRange exceeds 20%. In other words, when we force
all edge devices to start at the beginning of the time step, i.e., all offset values are zero,
our simulator incurs some drop for all the simulation nodes shown in Table 3.7. However,
when the offset values can vary within a range, the simulator successfully simulates up to
19,000 IoT devices within half a second. This is approximately 1.3 times higher than the
number of IoT devices our simulator could handle in RQ3.1 when the start time of edge

devices is set to zero.

The answer to RQ3.2 is that by introducing randomness in the start time of edge devices,

our simulator can scale to at least 1.3 times more [oT devices compared to situations

where randomness is excluded.
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Table 3.8: Average packet drop and transmission time values obtained by ten runs of the
experiments of RQ3.3 (Baselines).

#SN Baselines JMeter Locust
SimDrop 11461.7 9985.5
12 CloudDrop 1.8 1.8
TransTime(ms)  0.67 0.42
SimDrop 4594.6 3984.4
11 CloudDrop 4.4 4.4
TransTime(ms)  0.46 0.30
SimDrop 2789.6 2421.2
10 CloudDrop 0 0
TransTime(ms)  0.40 0.36
SimDrop 687.6 594.9
9 CloudDrop 0 0
TransTime(ms)  0.33 0.36
SimDrop 559.4 484.1
8  CloudDrop 0 0
TransTime(ms) 0.35 0.33
SimDrop 213.2 189.7
5 CloudDrop 0 0
TransTime(ms)  0.31 0.29
SimDrop 0 0
4 CloudDrop 0 0
TransTime(ms)  0.28 0.26

3.4.5.3 RQ3.3. (Comparison with Baselines)

To answer RQ3.3, we apply our baseline tools Apache JMeter and Locust to the UDP /TCP
cloud using the settings discussed in Section 3.4.3.3. The average SimDrop, CloudDrop and
packet-transmission time results obtained from the baseline tools are shown in Table 3.8.
We compare the results obtained from the baselines, shown in Table 3.8, with the results

from our simulator, shown in Table 3.6. The results were obtained by running the baselines
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Table 3.9: Average packet drop and transmission time values obtained by ten runs of the
experiments of RQ3.3 (Our Simulator).

#SN  Our Simulator CDC UDC
SimDrop 1563.4 184.1

15 CloudDrop 2916.4 3524.9
TransTime(ms) 7.81 8.20
SimDrop 0 0

14 CloudDrop 2834.1 3116.4
TransTime(ms) 6.53 7.41

and our simulator under identical settings as detailed in Section 3.4.3.3. As Table 3.8 shows,
there is significant packet drop on the simulator side in all the experiments conducted with
JMeter and Locust. Compared to the results in Table 3.6, both JMeter and Locust exhibit
lower SimDrop values than those of the Native platform. Although the baselines perform
better than the Native platform, both perform significantly worse than the CDC, UCD,

and VM platforms.

To determine the number of simulation nodes our simulator can handle without packet
drops on the simulator side, we conduct extended experiments where we gradually increase
the number of simulation nodes until we observe non-zero SimDrop. Table 3.9 shows that
SimDrop occurs in our simulator when we have 15 or more simulation nodes. In other
words, our simulator can successfully simulate up to 14 simulation nodes in one time step
(i.e., 0.5s), which is equivalent to 28,000 IoT devices per second. For JMeter and Locust,
we decrease the number of simulation nodes until the value of SimDrop becomes zero or
negligible. The part below the row of “...” in Table 3.8 shows that both JMeter and
Locust lead to non-negligible SimDrop with 5 or more simulation nodes. This means that

JMeter and Locust can successfully simulate up to 4 simulation nodes in a single time step,
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corresponding to 8,000 [oT devices per second. Therefore, our simulator can simulate 3.5

times more IoT devices than JMeter and Locust.

We note that the transmission-time and CloudDrop values are not used for comparison.
These values are relatively low or negligible for the baselines. This is because, due to the
high SimDrop, the baselines can transmit only a small portion of their packets. This leads
to artificially lower transmission time and CloudDrop values when compared to the CDC
and UDC platforms, which can transmit all their packets. Hence, these values cannot be

used as a reliable basis for comparison.

The answer to RQ3.3 is that our simulator, when utilizing the CDC and UDC platforms,
outperforms the baseline tools, namely JMeter and Locust, by successfully simulating 3.5

times more [oT and edge devices compared to what can be achieved using the baseline

tools.

3.4.5.4 RQ3.4. (Usefulness)

We answer RQ3.4 using both the UDP/TCP cloud and the MQTT cloud systems. Regard-
ing the UDP/TCP cloud, we are interested in the the maximum number of IoT devices
that our UDP/TCP cloud can serve without significant CloudDrop. To find this number,
we recall the RQ3.1 results highlighted grey in Table 3.6. These results show that the
UDP/TCP cloud reaches its limit, i.e., starts dropping packets, when the number of simu-
lation nodes is 9 or higher for the CDC platform and 10 or higher for the UDC platform.
Therefore, the threshold for the service capacity of our UDP/TCP cloud is 8 simulation

nodes, since it is the highest number of simulations nodes that does not lead to significant
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Table 3.10: Average packet drop and packet transmission time values obtained by ten runs
of the experiments of RQ3.4 (stress testing MQTT system).

Metrics #Vehicles=340 # Vehicles=330 # Vehicles=320 # Vehicles=310 # Vehicles=300 # Vehicles=290
CDC
CloudDrop 17050.8 16431.4 0 0 1253.1 0
TransTime(ms) 6.37 6.49 5.94 5.78 5.63 5.66
UDC
CloudDrop 16538.1 16153.5 0 0 970.2 0
TransTime(ms) 6.51 6.33 5.87 5.61 5.27 5.11

CloudDrop for both platforms. This means that our UDP/TCP cloud can handle — with-
out packets being dropped by the cloud — 8,000 IoT devices sending messages every 0.5s

or 16,000 IoT devices sending packets every second.

Table 3.10 presents the CloudDrop and transmission-time values obtained by applying
our simulator to the MQTT cloud. Since the SimDrop values are consistently zero, these
values are not included in the table. The results shown in Table 3.10 are obtained when
the number of simulated vehicles is set to 290, 300, 310, 320, 330 and 340, respectively.
Recall from Section 3.4.3 that for the MQTT cloud, each vehicle acts as one edge device
with one associated [oT device, and further, each vehicle sends one packet with a payload
of 166B every 100ms. As shown in Table 3.10, CloudDrop is significant when the number
of vehicles is more than 320. Note that even for 300 vehicles, CloudDrop is non-zero,
ie., 1,253.1 and 970.2 when we used our simulator with the CDC and UDC platforms,
respectively. But this level of CloudDrop is 0.06% (negligible) considering that we send
a total number of 1,800,000 packets in the experiments with the MQTT cloud. Hence,
CloudDrop is considered 0 or negligible when the number of vehicles is less than or equal

to 320. The results in Table 3.10 show that the MQTT cloud can successfully handle
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messages coming from up to 320 vehicles at every 100ms or messages coming from up to
3,200 vehicles per second. We note that the packet payload for the MQTT case study is
20 times larger than the packet payload for our UDP/TCP case study. Due to the packet
size differences and other differences between these two systems, the number of IoT devices

that they can handle are different.

The answer to RQ3.4 is that our simulator successfully determines the service capacity
of our case studies — the UDP/TCP cloud and the MQTT cloud. Specifically, the
UDP/TCP cloud has the ability to accommodate a load of 16,000 IoT devices each
sending one message every second, while the MQTT cloud can serve 3,200 vehicles each

sending one message every second.

3.4.6 Limitations and Validity Considerations
3.4.6.1 Limitations

Below, we outline the limitations of our approach, organizing them into four aspects.

Network protocols. [oTECS currently supports three network communication pro-
tocols: MQTT, TCP and UDP. MQTT is widely recognized as the predominant communi-
cation protocol for 0T systems [19], while TCP and UDP are among the most extensively
employed transport layer protocols for networking, serving communication needs across the
Internet [111]. We anticipate that these protocols will adequately cover the vast majority
of communication scenarios between edge devices and cloud systems. If additional proto-

cols are required in the future, updates to [oTECS and further empirical evaluation would
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be necessary. The impact of incorporating new protocols on the language itself would be
minor, with only Rule €7 in Section 3.3.2 being affected. Nevertheless, it would also be
necessary to develop appropriate new Xtend rules for code generation and conduct further

experimentation with the new protocols.

Immutability. Currently, simulators derived from [IoTECS specifications are im-
mutable, meaning their configuration cannot be changed at runtime. To modify the sim-
ulator, one must alter the specification, then re-generate and re-execute the simulator.
Introducing support for changing a simulator’s parameters such as speed, offsetRange,

duration and time step would enhance the usability and applicability of our simulators.

Analysis. The output metrics, such as SimDrop, CloudDrop, NetDrop, and TransTime,
used in our evaluation of Section 3.4, are currently obtained only at the end of a simulation
run. This approach to gathering metrics does not support online monitoring, especially
during the typically long testing periods for IoT systems. Our work could be expanded to
enable the collection of metrics in real-time during simulator execution through additional

engineering effort, without affecting our overall approach.

Simulation. Currently, IoTECS specifications support the introduction of uniform
latencies in packets sent by simulated edge devices. Incorporating a feature that enables
custom latencies to be introduced in specific generated packets to further would increase
the flexibility of defining communication patterns between edge devices and IoT cloud

systems.

As evidenced from our industry partner, the above limitations have not impeded the

adoption of [oTECS in practice, and [oTECS remains in active use by our industry partner.
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That being said, prospective adopters of O TECS need to take note of the following practical

implications of the current limitations:

e Features: [oTECS currently only supports UDP, TCP, and MQTT. Extending sup-
port to other protocols necessitates language extensions. Similarly, enabling cus-
tomization of latency patterns on a per-packet or per-group basis, if required, involves

improvements to the language.

e Usability: The behaviour of a simulator remains fixed at runtime. As such, users
must re-generate the simulator whenever they wish to adjust simulation parameters.
Further, simulation results are generated only upon completion rather than being

streamed progressively as they become available.

3.4.6.2 Validity Considerations

Construct and external validity are the most relevant dimensions of validity for our evalu-

ation.

Construct Validity: The main concern for construct validity is the reliable measurement

of our evaluation metrics as defined in Section 3.4.4. These metrics are based on common
practices in network and performance engineering. To accurately measure our metrics of

interest, we use Wireshark [210] — a standard and widely used network protocol analyzer.

External Validity: We have used IoTECS to generate simulators for stress testing two

industrial case studies, i.e., the UDP/TCP and MQTT cloud systems outlined in Sec-

tion 3.4.1. The results obtained for both case studies indicate that IoTECS can effectively
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meet the stress testing needs of real-world IoT cloud systems. This provides confidence
about the broader applicability of [oTECS. That said, conducting further evaluations with

additional case studies would contribute to enhancing external validity.

3.5 Summary

Stress testing is a systematic way to verify the scalability of cloud-based systems. In this
chapter, we presented a lean simulation framework specifically designed for IoT cloud stress
testing. This framework enables efficient simulation of large arrays of devices on the user
layer interacting with the cloud layer. To simplify simulation construction for practitioners,
we proposed a domain-specific language, named [ocTECS, tailored for generating simulators
from high-level model-based specifications. The language has been implemented using

Xtext and Xtend and is publicly available [185].

[IoTECS is the result of a collaborative effort with an industry partner, Cheetah Net-
works. The language has been used independently by our partner in various testing and

demonstration campaigns.

Our empirical evaluation revolved around two industrial case studies: one related to
IoT connected vehicles and the other to the monitoring and generation of analytics for IoT
networks. We systematically examined different platforms for running IoTECS simulators,
and concluded that peak performance is achieved by containerizing groups of edge devices
with Dockers, rather than using virtual machines or running (simulated) edge devices

directly on host machines. Subsequently, we assessed the service capacity of our industrial
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case studies using IoTECS simulators, and demonstrated that IoTECS simulators can
handle 3.5 times more IoT and edge devices compared to two industrial stress-testing

baseline tools, JMeter and Locust.

3.6 Implementation and Availability

We have implemented IoTECS using Xtext version 2.25.0 [64] and Xtend version 2.25.0 [63].
The IoTECS grammar and our code generation tool are publicly available [185]. Our online
material include: (1) a complete description and implementation of IoTECS including an
example of IoTECS specification, (2) scripts for running baseline tools (i.e., JMeter and

Locust), and (3) the results of our experiments.
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Chapter 4

A Self-Adaptive Framework to Scale the

Network Layer

4.1 Introduction

Motivation. Enhancing the scalability of cloud-based systems to ensure they meet their
Service Level Objectives (SLOs) and maintain reliability under varying workloads is a ma-
jor challenge. Self-adaptation is a promising approach for addressing this challenge. The
idea behind self-adaptation is that engineers take an existing system, specify its expected
qualities and objectives as well as strategies to achieve these objectives, and build capa-
bilities into the system in a way that enables the system to adjust itself to changes during

operation [75].

When focusing on the scalability of the network layer in cloud-based systems, an adap-
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tive approach to network management is essential to prevent anomalies and ensure ef-
ficient data flow. Many software-intensive systems can benefit from self-adaptivity. A
particularly pertinent domain is software-defined networking (SDN) — a flexible network
architecture that is prevalent in modern data centres and Internet of Things applica-
tions 62, 178,190, 206]. A software-defined network provides centralized programmable
control over distributed network resources, thereby allowing network operators to better

manage network performance and to react in real time to events in the network.

Notably, many networks are prone to congestion when there is a burst in workload.
For instance, in an emergency management system, such bursts may occur when a disaster
situation, e.g., a flood, is unfolding. Taking advantage of the software programmability of
SDN controllers, our ultimate goal in this chapter is to develop a self-adaptive approach for
resolving network congestion, thereby enhancing network scalability to ensure that SLOs

are met under high workloads.

Problem statement. Self-adaptation has been studied for many years [15, , ,

, 181]. The existing self-adaptation approaches include model-based [58, 179], control-
based [68], requirements-based [10], and more recently, learning-based [77] solutions. At
the heart of all self-adaptation solutions, there is a planning step that generates or deter-
mines an adaptation strategy to adapt the running system once an anomaly (i.e., an SLO
violation) is detected [75]. Adaptation strategies may be composed of fixed and pre-defined
actions identified based on domain knowledge, or they may be new behaviours or entities
introduced at run-time [184]. Irrespective of the type of adaptation, the knowledge about
how to generate adaptation strategies is often concentrated in the planner: The running

system is merely modified by the planner to be able to handle an anomaly as seen in a
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specific time and context; the running system is not necessarily improved in a way that
it can better respond to future anomalies on its own. As we illustrate in our motivating
example of Section 4.2, having to repeatedly invoke the planner for each adaptation can
be both expensive and ineffective. The main problem that we address in this chapter is

as follows: The self-adaptation planner should attempt to improve the control logic of

the running system such that the system itself would learn how to steer clear of future

anomalies, without triggering self-adaptation too frequently. The need for self-adaptation

is never entirely eliminated, especially noting that the environment changes over time.
Nonetheless, a system augmented with such a self-adaptation planner is likely to be more
efficient, more robust to changes in the environment (e.g., varying network requests), and
less in need of adaptation intervention. Furthermore, existing self-adaptation research fo-
cuses on modifying a running system via producing individual and concrete elements, e.g.,
configuration values [97]. In contrast, we take a generative approach [(7], modifying the

logic of the running system which in turn generates the concrete elements.

Contributions. We propose a generative self-adaptation framework, named GenAdapt,

that uses genetic programming (GP) [109,169] to realize the above-described vision of self-

adaptation. GenAdapt builds on the well-known MAPE-K loop [105, 144] to incrementally
enhance the control logic of the running systems. The idea is that by incremental adapta-
tions (i.e., evolving a running system’s logic), the running system becomes more robust to
changes in the environment and requires less frequent adaptation. GenAdapt requires as
input a context-free grammar capturing the language in which the configurable (adaptive)
fragment of a system’s control logic has been expressed. It then employs genetic program-

ming to incrementally evolve the system’s control logic so that the system responds better
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to environment changes observed over time. To ensure the continuity of learning over time
and to evolve the control logic in a way that better fits the environment in which the system
is operating, at each round of self-adaptation, we maintain in the MAPE-K knowledge base
a set of best solutions (alternative control-logic implementations) computed by GP. These
solutions are used to partially bootstrap GP in the future rounds of self-adaptation, thereby
informing these future rounds about the candidate solutions that best fit the environment

uncertainty in the past.

In this chapter, we instantiate GenAdapt to address congestion control for SDNs. In an
SDN, network control is transferred from local fixed-behaviour controllers distributed over
a set of switches to a centralized and programmable software controller [35]. More specifi-
cally, we address the self-adaptation of SDN data-forwarding algorithms in order to resolve
network congestion in real time. We implement GenAdapt to enhance the programmable
controller of an SDN. Noting that GenAdapt relies on the MAPE-K loop, it performs the
following tasks periodically: (i) monitoring the SDN to check if it is congested and gener-
ating a model of the SDN to be used for congestion resolution; (ii) applying GP to evolve
the logic of the SDN data-forwarding algorithm such that congestion is resolved and, fur-
ther, the transmission delay and the changes introduced in the existing data-transmission
routes are minimized; and (iii) modifying existing transmission routes to resolve the current
congestion and updating the logic of SDN data forwarding to mitigate future congestion.
Exploiting the global network view provided by an SDN for modifying the controller and
resolving congestion in real time is not new. However, existing approaches adapt the net-
work management logic using pre-defined rules [7%]. In contrast, our approach uses GP to

modify the data-forwarding control constructs in an evolving manner and without reliance
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on fixed rules.

We have implemented GenAdapt into a tool, which we make publicly available [1].
As we describe in more detail in Section 4.5, the GenAdapt tool interacts with (i) the
(software-programmable) controller of an SDN, (ii) a network emulator that simulates the
network infrastructure, and (iii) a traffic generator that emulates different types of requests

from devices and network users.

We evaluate GenAdapt on 26 synthetic and one industrial IoT network. The industrial
network, which is the backbone of an IoT-based emergency management system [190],
is prone to congestion when the volume of demand increases during emergencies. We
compare our framework with two baselines: (1) a self-adaptive technique from the SEAMS
community that attempts to resolve congestion by generating individual adaptations (i.e.,
individual data-transmission routes) without optimizing the SDN routing algorithms [190];
and (2) a standard data-forwarding algorithm from the network community that uses pre-

defined rules (heuristics) to optimize SDN control at runtime and resolve congestion [19,51].

Our results indicate that GenAdapt successfully resolves congestion in all the 26 net-
works considered while the adaptive, but non-generative baseline fails to resolve congestion
in four of the networks with probabilities ranging from 10% to 66%. In addition, compared
to this baseline, GenAdapt reduces the average number of congestion occurrences, and
hence, the number of adaptation rounds necessary. Compared to the baseline from the
network community, GenAdapt is able to significantly reduce packet loss for the industrial

network.

In addition, we empirically assess the impact of transferring to larger networks the
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best control logic learned on smaller networks, when both the smaller and larger networks
have the same topology (e.g., both are full graphs). We observe that for a given topology,
bootstrapping GenAdapt with the best logic learned on a smaller network can significantly
improve performance on a larger network in terms of the number of adaptation invocations,
the amount of packet loss and overall duration the network remains congested. These
results suggest the transferability of the learned logic over networks that share the same
topology but have different numbers of nodes. Finally, we empirically demonstrate that
the execution time of GenAdapt is linear in network size and the amount of data traffic

over time, thus making it suitable for online adaptation.

The contributions of this chapter support the thesis contributions as follows:

Con2.1 T propose a generative self-adaptation framework, named GenAdapt, that uses
genetic programming (GP) to adapt the control logic of the running system in such
a way that the system itself would learn how to steer clear of future SLO violations,

without triggering self-adaptation too frequently.

Con2.2 T apply GenAdapt to address network congestion of Software-Defined Networks
(SDNs). SDN is widely utilized in cloud-based systems, particularly in modern
data centers and IoT systems, due to its centralized, programmable control over dis-
tributed network resources [103]. My approach continuously learns and updates SDN
data-forwarding logic to address network congestion while reducing the frequency of

adaptation interventions over time.

Structure. The rest of this chapter is organized as follows: Section 4.2 motivates the chap-

ter using an example. Section 4.3 provides an overview of our self-adaptation framework,
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GenAdapt. Section 4.4 presents an instantiation of GenAdapt in the context of SDN data
forwarding. Section 4.5 presents our tool support. Section 4.6 describes our evaluation.

Section 4.7 summarizes the chapter.

4.2 Motivating Example

We motivate our approach through an example. Network-traffic management is about
assigning flow paths to network requests such that the entire network is optimally uti-
lized [3,9,28,152]. A flow path is a directed path of network links. Many network systems
use a standard, lightweight data-forwarding algorithm, known as Open Shortest Path First
(OSPF) [19,51]. OSPF generates a flow path for a data-transmission request by computing

the shortest weighted path between the source and destination nodes of the request.

Figure 4.1(a) shows a network with five nodes (switches) and six links. Suppose that
there are six requests, r1, ..., rg from source node s; to destination node sy, and that
they arrive in sequence (first ry, then 7o, ...) with a few seconds in between. These
requests keep running after arrival. Further, all link weights are set to one. OSPF cre-
ates the flow path s; — sy for every request. Assume that each flow utilizes 30% of the
bandwidth of each link. Further, assume that we have a threshold of 80% for link uti-
lization, above which we consider a link to be congested. Each link in our example then
has enough bandwidth to transmit two flows before it is considered congested. Conse-
quently, link s; — sy will be congested after the arrival of r3; see Figure 4.1(b). This
leads to an invocation of the self-adaptation planning step to resolve the congestion. A

common approach for congestion resolution is through combinatorial optimization, where
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Figure 4.1: (a) A simple network alongside the description of network requests; (b) Output
of a baseline data-forwarding algorithm; and (c¢) Output of data-forwarding after adapta-
tion by our approach using genetic programming.

some flow paths are re-routed such that the data stream passing through each link re-
mains below the utilization threshold |71, 83, 123]. This optimization can be done us-
ing various methods, e.g., graph optimization [71]|, mixed-integer linear programming [3|,

local search [70,72], and genetic algorithms [190].

Optimization by re-routing flow paths has a major drawback. While optimizing at the
level of individual flow paths may solve the currently observed congestion, doing so does

not improve the logic of OSPF and thus does not contribute to congestion avoidance in the
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future. For instance, in Figure 4.1(b), the arrival of r3 will cause congestion. Re-routing r3
over s; — 83 — So will resolve this congestion. But, upon the arrival of r4, OSPF will yet
again select the flow path s; — s for 74 (since this is the shortest path between s; and s5)
just to find the s; — s9 link congested again. This in turn necessitates the self-adaptation
planning step to be invoked for 74, as well. In a similar vein, the arrival of r5 and rg will

cause congestion, prompting further calls to self-adaptation planning.

Our proposal is that, at each round of self-adaptation where a congestion is detected,
one should focus on optimizing the logic of OSPF instead of optimizing flow paths. In this
chapter, we optimize and update the link-weight formula that OSPF uses. The hypothesis
here is that an optimized link-weight formula not only can resolve the existing congestion,
but can simultaneously also make OSPF more intelligent towards congestion avoidance in
the future, thus reducing the number of times that the self-adaptation planning step has

to be invoked. Below, we illustrate our approach using the example of Figure 4.1.

We use genetic programming (GP) for self-adaptation planning, whereby we dynami-
cally learn link-weight functions that not only help resolve an existing congestion but also
help steer clear of future ones. Initially, and for requests r; and ry, our approach does
exactly as the standard OSPF would do, since there is no congestion. Upon the arrival of
r3 and the detection of congestion, i.e., the situation in Figure 4.1(b), our self-adaptation
approach kicks in and automatically computes a link-weight formula to reroute some of

the requests in order to resolve the congestion. For example, one possible formula that our

(1.5threshold)?
1.5threshold—util(e,t))?

approach could generate is : i . This formula would be stored in memory
as a parse tree and called to compute the weight for each link when a new request arrives.

In this formula, wutil(e,t) is the utilization percentage of link e at time ¢, and threshold
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is a constant parameter describing the utilization threshold above which the network is
considered to be congested. The weight values generated for the links are first taken as
absolute values and then rounded down to integers. This ensures that only positive integer
weights are assigned to the links. In our example, threshold = 0.8, and for each link,
util(e,t) is 0.3 if one flow passes through e, and is 0.6 if two flows pass through e. Given
that 1 and ry are already routed through s; — so, the weight of s; — s5 computed by
this formula becomes w = 4; see Figure 4.1(c) after r3’s arrival. As a result, OSPF selects
path s; — s3 — sy for r3 which successfully resolves the current congestion observed in
Figure 4.1(b). This, however, does not increase the weights for s; — s3 and s3 — s, since
these links are utilized at 30%, and their weights remain at 1. Once r4 arrives, OSPF
directs r4 to s; — s3 — Sy as it is the shortest weighted path between s; and s4. This
will not cause any congestion, but the weights for s; — s3 and s3 — sy increase to w = 4
since these links are now utilized at 60%. Finally, OSPF will direct the last two requests
r5 and rg to the longer path s; — s4 — s5 — s, since, now, this path is the shortest

weighted path between s; and ss.

As shown above, using our GP-learned link-weight formula, OSPF is now able to man-
age flow paths without causing any congestion and without having to re-invoke the self-

adaptation planning step beyond the single invocation after the arrival of rs.

We note that there are several techniques that modify network parameters at runtime to
resolve congestion in SDN (e.g., |78, 174]). These techniques, however, rely on pre-defined
rules. For example, to make OSPF — discussed above — adaptive, a typical approach is to
define a network-weight function [182]. This function can involve parameters that change

at runtime and based on the state of the network. However, the structure of the function
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is fixed. Consequently, the function may not be suitable for all networks with different

characteristics and inputs. To address this limitation, we use GP to learn and evolve the

function structure instead of relying on a fixed, manually crafted function. Our approach is

generative and seeks to identify a higher-order structure, specifically a link-weight formula,
that results in optimal adaptation solutions. The generated link-weight formula is used to
determine the flow paths for incoming requests. In Section 4.6, we compare our GP-based
approach with OSPF configured using an optimized weight function suggested by Cisco
standards [19,51]. As we show there, OSPF’s optimized weight function cannot address

the congestion caused by the network-request bursts in our industrial case study.

In this chapter, we focus on situations where congestion can be resolved by re-routing
— in other words, when the network topology is such that alternative flow paths can be
created for some requests. Given our focus, OSPF is a natural comparison baseline, noting
that, in OSPF, congestion is resolved by re-routing. When alternative flow paths do not
exist, congestion resolution can be addressed only via traffic shaping [75], i.e., via modifying
the network traffic. Our approach does not alter the network traffic. We therefore do not

compare against congestion-resolution baselines that use traffic shaping.

4.3 Framework Overview

Figure 4.2 shows an overview of GenAdapt — our generative self-adaptation framework.
The main goal of GenAdapt is to adapt a running system by dynamically improving its
control logic (e.g., a formula or a logical condition based on which the system makes a

decision). GenAdapt aims to improve the designated logic in response to environmental
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Figure 4.2: Overview of the GenAdapt Framework.

changes and find a trade-off between self-adaptation objectives. For example, in the context
of SDN data forwarding, the control logic that GenAdapt is improving is the link-weight
function used by the SDN’s data-forwarding algorithm, as illustrated in Section 4.2. At
each round of self-adaptation, GenAdapt evolves the link-weight function with the goal of
satisfying a trade-off between three objectives related to the network’s quality of service;

these objectives will be defined and formalized in Section 4.4.2.

GenAdapt leverages MAPE-K [105, 114] — the well-known self-adaptation control-loop.

As shown in Figure 4.2, MAPE-K has four main steps:

(1) Monitoring the system and its environment: At this step, GenAdapt periodically

receives the following information from the running system: (I) the state of the system

at the current time, and (II) certain metrics that enable GenAdapt to monitor for the
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occurrence of anomalies (i.e., violations of self-adaptation goals).

(2) Analyzing the information collected from the system and its environment and de-
ciding whether adaptation is needed. At this stage, GenAdapt uses the system state and
the metrics collected at the monitoring step to decide if some system goal has been violated,

in which case the planning step needs to be triggered.

(3) Planning to adapt the system to address any violations observed during the previ-
ous step. This step employs a genetic programming (GP) algorithm to evolve the control
logic of the running system such that when the system uses that evolved logic, the observed
violation is no longer present, or its severity has been reduced. The GP algorithm employed
in the planning step requires, in addition to the inputs received periodically from the run-
ning system, two further inputs: First, GP requires a context-free grammar specifying the
language (template) for the control logic that is subject to modification. For example, we
use a grammar defining valid mathematical formulas consisting of basic arithmetic opera-
tions and network parameters to specify a template for candidate link-weight functions in
SDN data forwarding. Second, GP requires a set of prioritized adaptation objectives. The
objectives should be defined so that optimizing them eliminates or reduces the violation
that triggered adaptation. The GP algorithm aims to satisfy the objectives based on their
order of priority. For objectives with the same priority, the planning step aims to find
a trade-off solution that equally satisfies them. The grammar and the prioritized set of

objectives should be provided at the outset and prior to launching GenAdapt.

(4) Executing the adaptation by applying it to the system. This step applies to the

running system the adaptation (i.e., the adapted control logic) computed by the planning
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step. The desired outcome here is that adaptation should not only address the current
observed anomaly but should further make the running system more robust so that the

system itself can steer clear of anomalous situations that may arise again.

Our main focus is to improve the planning step of self-adaptation through the applica-
tion of GP. In designing our GP algorithm for the planning step, we consider two important

factors:

First, for GP to assess the adaptation objectives for candidate solutions, the system
should be executed for each candidate. Since we cannot execute the system in the adap-
tation loop to compute objectives for every candidate generated during search, we use the
system state collected from the running system at the monitoring step to compute the
objectives. The underlying assumption here is that the main parameters of the system

remain unchanged for the duration of running the self-adaptation loop.

Second, GenAdapt uses a knowledge base to store the best control logic computed
at each round of the planning step. Best solutions generated by previous invocations of
GenAdapt are reused in the initial population of GP whenever the planning step is re-
invoked. Reusing as bootstrap some of the best solutions from the previous round ensures
continuity and incrementality in learning adaptation solutions across multiple rounds of
self-adaptation. Reusing the best solutions further aims to ensure that computed adap-
tations can effectively address uncertainties observed over a long period instead of being

focused or over-fitted to the uncertainties observed in a short period.

For example, the formula in Figure 4.1(c) is generated as one of the best solutions

at the adaptation round invoked upon the arrival of r3 and is stored in the knowledge

114



Managed System

....................... -
7 «hardware» ) P -~
| : 1 «testbed» :
= — i
] loT : OR ] SDN Controller loT- / Edge- H
: System O | : device Traffic ]
: @ : : Network Emulator Generator :
\ Environment } VNccccccccccccccccc == !
Soecacecacaacacaomomommmmmmmmmmoe

Figure 4.3: The managed system interacting with GenAdapt may be a real or a testbed
system.

base. In future rounds of self-adaptation, we will use this formula to bootstrap the initial
population of GP. Our conjecture is that this formula will likely solve future occurrences of
congestion with minor mutations. We test this conjecture in our empirical evaluation for
the SDN domain (see RQ4.1 and RQ4.2 in Section 4.6). We note that certain elements of
GenAdapt might have SDN-specific characteristics, and it is important to recognize that

our approach might not be applicable across all domains.

4.4 Self-Adaptation for SDN

We apply GenAdapt to make the data-forwarding logic of SDN controllers self-adaptive.
For this, we implement GenAdapt as an add-on to the programmable SDN control layer.
In an SDN, the control layer has a global view of the entire network and can dynamically
modify the network at runtime. The routing logic of an SDN is centralized, decoupled from
data and network hardware, and expressed using software code at the control layer. Given

the separation of control logic from data planes and forwarding hardware, changing link
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weights can be programmed at the control layer in a way that the changes do not affect the
existing network flows and instead are used only for routing new flows [17]. Dynamically

modifying link weights therefore does not jeopardize network stability.

Figure 4.3 shows a schematic view of an SDN (managed system) interacting with
GenAdapt. The managed system can be either a system involving actual hardware, or
a realistic testbed. In our work, GenAdapt interacts with a high-fidelity testbed that
includes an actual, carrier-grade SDN controller and a simulated network. Using a simu-
lated network rather than an actual network infrastructure is a common approach when
designing and evaluating self-adaptation techniques. This enables us to experiment with a

multitude of network systems rather than merely one fixed network setup [32,81,97,197].

As shown on the right side of Figure 4.3, our testbed combines three components:
An SDN controller capturing the software-defined controller of a network system [27]; a
network emulator that simulates the network infrastructure including links, nodes and
their properties [115]; and a traffic generator [33] that emulates different types of requests

generated by IoT devices and sensors.

To assess the fitness values, i.e., adaptation objectives, we cannot use the actual testbed
and its environment for each candidate solution, i.e., each candidate link-weight function,
since this system is real-time (wall-clock-time) and requires a few milliseconds to compute
the behaviour of a network for each candidate link-weight formula. Our GP algorithm,
when invoked, needs to explore a large number of candidate formulas. To do so efficiently,
we use surrogate computations that approximate the fitness values [137, , |. Specif-

ically, as we detail in Section 4.4.2, GenAdapt computes the fitness for each candidate
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solution using a snapshot of the system and its environment from the testbed, assuming
that the system does not change during a small time period. We set the maximum time
budget for adaptation to one second, the smallest monitoring interval permitted by our
SDN controller as we discuss in Section 4.5. With regard to the general applicability of this
assumption, we note that determining the time budget for self-adaptation requires careful
consideration of the particular characteristics of the application domain; one needs to strike
a balance where the allocated time is neither too short, impeding genetic improvement,

nor too long, resulting in an outdated system state during the monitoring step.

Figure 4.4 shows a domain model consisting of two packages: One package, discussed in
Section 4.4.1, captures the main elements of an SDN and its environment, and the other,
discussed in Section 4.4.2, specifies the structure of GenAdapt. As indicated in the figure,

the data-forwarding logic of SDN controllers is captured using link-weight functions.

4.4.1 Domain Model for Self-Adaptive SDN

The SDN and Environment package captures the static structure of a network as well as its
dynamic behaviour over time. The environment of an SDN is comprised of IoT and edge
devices which are connected to the network and which generate data-transmission requests

(requests, for short) that the network needs to fulfil.

Definition 4.4.1 (Data-transmission Request). A data-transmission request r specifies a
data stream sent by a network node s to a network node d. We denote the source node
of r by r.s and the destination node of r by r.d. Let [0..T] be a time interval. We denote

the (data) bandwidth of r at time ¢ € [0..7] by r.bd(t). The bandwidth is the amount of
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Figure 4.4: Domain model for self-adaptive SDN.

data transmitted from r.s to r.d over time. We measure bandwidth in megabits per second

(Mbps). The request bandwidth may vary over time (marked as “dynamic” in Figure 4.4).

In Figure 4.4, the network part of an SDN is delineated with a dashed rectangle labelled
Network and includes the Network Structure, Link, Node and Flow entities. Specifically, a
network is a tuple G = (V, E), where V is a set of nodes, and F C V x V is a set of

directed links between nodes. Note that each (undirected) link in Figure 4.1 represents

two directed links.

transmission delay assigned to them based on their physical features and types.

bandwidth of a link is the maximum capacity of the link for transmitting data per second,
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and the maximum delay specifies the maximum time it takes for data transmission over a

link.

Definition 4.4.2 (Static Properties of a Link). Let G = (V,E) be a network struc-
ture. Each link e € E has a bandwidth bw(e) and a nominal delay di(e). We denote by

StaticProp(e) the tuple (bw(e), dl(e)), indicating the static properties of e.

As discussed in Section 4.2, a network handles requests by identifying a directed path
(or a flow) in the network to transmit them. Upon the arrival of each request r, a network
flow (path) f is established to transmit the data stream of r from the requested source r.s
to the requested destination r.d. Each flow f is a directed path of links that connects r.s
to r.d. As shown in Figure 4.4, one flow is created per request. The bandwidth of each
flow is equal to that of its corresponding request. Since requests have dynamic bandwidths
(Definition 4.4.1), flows have dynamic bandwidths too. We define the throughput of link
e at time ¢, denoted by throughput(e,t), as the total of the bandwidths of the flows going

through e at time t.

Definition 4.4.3 (Dynamic Utilization of a Link). Let G = (V, E) be a network, and
let [0..7] be a time interval during which the network is being monitored. At each time
instance ¢t € [0..7], each network link e € E has a utilization util(e,t) computed as follows:

util(e, t) = throughput(e,t)/bw(e).

The software-defined control entities in Figure 4.4 include Weight Function and Data-
forwarding Algorithm. Data-forwarding algorithms are event-driven and handle requests

upon arrival. As discussed in Section 4.2, data forwarding typically generates flows based
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on shortest weighted paths between the source and the destination of a request. Thanks
to the SDN architecture, link weights are programmable and can be computed by a weight
function that accounts for both the dynamic and the static properties of networks. For
example, the GP-derived link-weight function in Figure 4.1 (c) uses the dynamic link

utilization util(e,t) and the static parameter threshold to compute link weights.

4.4.2 Generative Self-Adaptation

In this section, we describe GenAdapt, our self-adaptation control loop, and GenPlan,
the genetic algorithm used in the planning step of GenAdapt. As discussed earlier, self-
adaptation control has four main steps; these are specified as methods in the self-adaptation
control entity in Figure 4.4. GenAdapt, i.e., our self-adaptation loop, runs in parallel with
the data-forwarding algorithm. In contrast to the data-forwarding algorithm which is
event-driven, GenAdapt is executed periodically with a period J, indicated as an attribute
of GenAdapt in Figure 4.4. The self-adaptation loop periodically monitors the network for
congestion as the environment changes, e.g., due to the arrival of new requests. There is a
trade-off between the execution time of GenAdapt and the period §. In particular, § should
be small enough so that GenAdapt is executed frequently to detect and handle congestion
promptly. At the same time, 0 should be large enough so that frequent executions of

GenAdapt do not interfere with other SDN algorithms and applications [190].

GenAdapt, shown in Algorithm 4.1, executes at every time step -0 (i =0,1,...). The
monitor step (line 2) fetches the set F; of flows at time ¢ - ¢ and the utilization util(e,i - 0)

of every link e at ¢ - §. The analyze step (lines 3-4) determines whether the network
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Algorithm 4.1 Self-adaptation loop to resolve congestion by learning a new weight func-
tion for SDN data-forwarding — GenAdapt.
Input:
G: Network structure
Uee pStaticProp(e): Static properties of links
BestSol: Best Solutions from the previous round;
Output: F: Optimized flows
Output: W: Optimized weight function
for every time step i € {1,...,n} do
Fi, Uecputil(e, i - §) <— Monitor() > Dynamic data from SDN Sim
maxUtil = Maz{util(e,i - d)}ecr
if maxUtil > threshold then
F, W «+ GenPlan(G, U.cpgStaticProp(e), F;, BestSol)
L Apply F and W to the SDN data-forwarding algorithm

is congested, i.e., whether adaptation is needed. A network is congested if there is a
link e € E which is utilized above a certain threshold [0, 121]. To detect congestion, the

maximum utilization of all the links is compared with threshold, which is a fixed parameter

of the SDN.

If the network is congested, GenAdapt calls GenPlan (line 5). GenPlan, shown in
Algorithm 4.2, is our GP algorithm which we discuss momentarily. The output of GenPlan
is a new link-weight function as well as a modified set of flows where a minimal number of
flows have been re-routed. The new flows and the optimized link-weight function are then
applied to the SDN under analysis (line 6). Note that the only change that needs to be

done to the network is re-routing a typically small number of flows to eliminate congestion.

GenPlan (Algorithm 4.2) generates link-weight functions that optimize a fitness func-
tion characterizing the desired network-flow properties. The link-weight functions are spec-
ified in terms of static link properties (bw(e) and dl(e)), dynamic link utilization (util(e,t))

and utilization threshold. Note that GenPlan always reuses in its initial population half of
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the best solutions (candidate weight functions) generated by its previous invocation and
stored in a variable named BestSol. Reusing as bootstrap some of the best solutions from
the previous round ensures continuity and incrementality in learning the weight functions

across multiple rounds of self-adaptation.

Before we describe the GenPlan algorithm in detail, we define three sets, OldFlows,
BadFlows, and NewFlows, that are utilized by GenPlan. Specifically, OldFlows is the set
of all flows when a congestion is detected; BadFlows is a subset of OldFlows that should
be re-routed to resolve network congestion; and, NewFlows is the set of the new flows
computed after re-routing those from BadFlows as well as the original flows that did not
cause congestion (i.e., those in OldFlows \ BadFlows). OldFlows is an input to GenPlan,
and BadFlows and NewFlows are computed by GenPlan in order to resolve congestion, as

we describe below.

GenPlan starts by selecting a number of flows, BadFlows, from a congested set of flows,
OldFlows, using the FindFlowsCausingCongestion algorithm shown in Algorithm 4.3. Fol-
lowing the standard steps of GP, GenPlan creates an initial population Py (line 6) con-
taining a set of possible weight functions (individuals). For every individual w € Py, we
call ComputeSurrogate, shown in Algorithm 4.4, to re-route the flows in BadFlows when
w is used to compute weights of the network links (line 11 of GenPlan). Specifically, for
cach w, ComputeSurrogate generates the set NewFlows which includes (1) the flows cor-
responding to those in BadFlows, but re-routed based on w; and (2) the original flows
that did not cause congestion (i.e., OldFlows \ BadFlows). The set NewFlows is needed
to compute the fitness value for w (line 12). The fitness function aims to determine how

close an individual is to resolving congestion. Our fitness function combines three criteria
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as we elaborate momentarily. GenPlan evolves the population by breeding and generating
a new offspring population (line 9). The breeding and evaluation steps are repeated until a
stop condition is satisfied. Then, GenPlan returns the link-weight function with the lowest

fitness (BestW) and its corresponding flows (line 17).

The ComputeSurrogate algorithm (Algorithm 4.4), which is called by GenPlan, esti-
mates the flows for each candidate weight function w, assuming that the flow bandwidths
obtained at the monitoring step are constant over the duration of §. ComputeSurrogate
first updates the utilization and weight values for each link, assuming that BadFlows are
absent (lines 2-4). The new weights are then used to re-route each flow f in BadFlows by
identifying a flow f’ as the new shortest path (line 6). After creating each new flow [’
the utilization and weight values for each link on f’ are updated (lines 7-9). Note that,
because of the assumption that flow bandwidths remain fixed during d, the utilization-per-

link util(e) in ComputeSurrogate is not indexed by time.

Following standard practice for expressing meta-heuristic search problems [$7], we de-

fine the representation, the fitness function, and the genetic operators underlying GenPlan.

Representation of the Individuals. An individual represents some weight function

induced by the following grammar rule:

exp 1= exp +exp | exp —exp | exp*xexp | exp /exp | const | StaticProp |

DynamicVar | param

In the above, the symbol | separates alternatives, const is an ephemeral random con-

stant generator [205], StaticProp are static link properties (Definition 4.4.2), DynamicVar
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Algorithm 4.2 Generating a new link-weight function and a congestion-free set of flows

using Genetic Programming — GenPlan.

Input:
G: Network structure
Uee pStaticProp(e): Static properties of links
OldFlows: Current network flows
BestSol: Best Solutions from the previous round
Output: W: New weight function
Output: NewFlows: New network flows
t=0
BadFlows = FindFlowsCausingCongestion(OldFlows, G)
Flows = OldFlows \ BadFlows
while not(stop _condition) do
if t==0 then
L Py = InitialPopOfWeightFormulas() U BestSol

OffSprings = Py

else
| OffSprings = Breed(P;)

for w € OffSprings do
NewFlows = ComputeSurrogate(Flows, BadFlows, G, w)
w.Fit = Evaluate (G, NewFlows, OldFlows)

P;+1 = OffSprings

t=t+1

BestW = BestSolution(Py, ..., Py)

bestFlows = ComputeSurrogate(Flows, BadFlows, G, BestW)
return BestW, bestFlows

is the link utilization (Definition 4.4.3), and param is some network parameter. The formula
in Figure 4.1(c) can be generated by this grammar rule and is thus an example individual
in GenPlan. Note that the SDN data-forwarding algorithm assumes that link values are

integers.

Each individual is constructed and manipulated as a parse tree. For example, Figure

4.5 shows the parse tree corresponding to an example link-weight formula, ( where

th?
th—u)?’
u is a shorthand for wtil(e,t) and th is a shorthand for threshold. The initial population

of GenPlan is generated by randomly building parse trees using the grow method [169]
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Figure 4.5: A parse tree for an example link-weight formula.

Algorithm 4.3 Selecting a subset of flows whose removal will resolve congestion —
FindFlowsCausingCongestion.
Input:
G: Network structure
Flows: Current flows
Output: BadFlows: A subset of Flows causing congestion
BadFlows =
while G is congested do
Let e be the most congested link
Let f € Flows such that e € f > selected randomly
BadFlows = BadFlowsU{ f}
Flows = Flows\{f}

return BadFlows

(i.e., the root and inner nodes are labelled by the mathematical operations, and the leaves
are labelled by variables, constants or parameters specified in the grammar). As discussed
earlier when GenPlan is called for the first time, the initial population is generated ran-
domly. For subsequent calls to GenPlan, half of the initial population is generated and the
other half is reused from the best elements in the last population generated by the previous

invocation of GenPlan.

Fitness Function. We propose a fitness function for resolving network congestion in
SDNs. Our fitness function is hybrid and combines the following three metrics: (1) Maxi-
mum link utilization across all the network links (Fit1). For each individual weight function

w, GenPlan computes the set NewFlows of flows based on link weights generated by w. The
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Algorithm 4.4 Re-routing congested flows (BadFlows) by computing shortest paths based
on a candidate weight function (w) — ComputeSurrogate.
Input:
G: Network structure
Flows: Current congestion-free set of flows
BadFlows: Flows that have to be re-routed
w: Candidate weight function
Output: NewFlows: BadFlows re-routed using w
NewFlows = ()
for e € F do
util(e) < sum of the bandwidths of f € Flows s.t. e € f
Compute weight for e using w

for f € BadFlows do
f! + shortest weighted path from source to destination of f
for e € f/ do
util(e) = util(e) + bandwidth of f’
L update the weight of e using w

| NewFlows = NewFlowsU{ '}

return NewFlows U Flows

Fitl metric computes the utilization value of the most utilized network link, considering
the flows in NewFlows. If Fit1 is higher than the threshold, then the network is congested.
Hence, we are interested in individuals whose Fit! is less than the threshold. (2) The
cost of re-routing network flows measured as the number of link updates, i.e., insertions
and deletions, required to reconfigure the network flows (Fit2). In GenPlan, OldFlows is
the current set of congested flows, and as mentioned above, NewFlows is the set of flows
computed for each individual w. We compute Fit2 as the edit distance between each pair
of flows f € OldFlows and f’ € NewFlows such that f and f’ are both related to the
same request. Specifically, the distance between two flows f and f’ is measured as the
longest common subsequence (LCS) distance of two paths [53] by counting the number of
link insertions and link deletions required to transform f into f’. We note that this metric

has previously been used as a proxy for the reconfiguration cost of network flows [190].
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(3) The total data transmission delay generated by the new flows (Fit3). The Fit3 metric
is computed as the sum of all the delay values, i.e., di(e), of the links that are utilized
by the new flows (i.e., the NewFlow set). The larger this value, the higher the overall
transmission delay induced by NewFlows. The last metric allows us to penalize candidates

that generate longer flows compared to those that generate shorter ones.

The Fit1, Fit2 and Fit3 metrics have different units of measure and ranges. Thus,
before combining them, we normalize them using the well-known rational function z =
x/(xz+ 1) [19]. This function provides good guidance to the search for minimization prob-

lems compared to other alternatives.

Among the three metrics, lowering Fit! below the congestion threshold takes priority;
if a candidate solution is unable to resolve congestion, then we are not interested in the
other two metrics. Once Fitl is below the threshold, we do not want to lower Fitl any
further, since we want the network optimally utilized but not congested. Instead, we are

interested in lowering the cost and delay metrics. We denote the normalized forms of our

three metrics by Fitl, Fit2 and Fit3, respectively, and define the following overall fitness

function to combine the three:

Fit1 +2 (1) If Fit1 > threshold
Fit =

Fit2 + Fit3 (2) If Fitl < threshold
Given a candidate weight function w, evaluating Fit(w) always yields a value in [0..3]:
Fit(w) > 2 indicates that w is not able to resolve congestion; and Fit(w) < 2 indicates
that w can resolve congestion, and its fitness determines how well w is doing in reducing

cost and delay. Note that in our fitness function defined above, cost and delay are equally

127



important; we do not prioritize either one. If desired, one can modify the above function

by adding coefficients to Fit2 and Fit3 to prioritize cost over delay or vice versa.

Genetic Operators. We use one-point crossover [167]. It randomly selects two parent
individuals. It then randomly selects one sub-tree in each parent, and swaps the selected
sub-trees resulting in two children. For the mutation operator, we use one-point muta-
tion [168] that mutates a child individual by randomly selecting one sub-tree and replacing
it with a randomly generated tree, which is generated using the initialization procedure.

For the parent selection operator, we use tournament selection [127].

Symbolic Complexity of GenPlan. The most computationally expensive task when
computing our fitness function is finding the shortest weighted path from the source switch
to the destination switch for each candidate individual. The complexity of finding the
shortest weighted path is O((E + V)log V'), where E is the number of links and V' is the

number of switches in the network [53].

4.5 Tool Support

In this section, we describe the tool that we have developed to build self-adaptivity into
SDN data forwarding. Figure 4.6 shows the architecture of our tool support. The tool is
composed of four main modules: A traffic generation component (D-ITG) [33], a network
emulator (Mininet) [115], an SDN controller (ONOS) [27] and an implementation of our

self-adaptation framework (GenAdapt). Below, we discuss each of these modules.

We use Distributed Internet Traffic Generator (D-ITG) [33] — a network traffic gener-
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Figure 4.6: Tool architecture.

ator platform — to generate flows based on a specification provided by users (e.g., network
administrators). These flows are meant for simulating real-world traffic in real networks.
D-ITG can generate various flows with different protocols, bandwidth sizes, and temporal
features communicated between the nodes in a network. D-ITG keeps track of various
metrics related to the generated data flows. These metrics include, among others, packet

loss, delay and jitter.

Mininet [115] is a network emulator which is used for creating a realistic virtual net-
work consisting of virtual hosts, switches and links according to a user-provided network
topology. The switch type that we are interested in among the alternative choices available
in Mininet is the “Open virtual Switch (vSwitch)”. This switch type is Mininet’s default

and runs in OpenFlow mode. This makes it possible to control switches of this type using

129



an OpenFlow controller such as ONOS (discussed in the next paragraph). Flow tables are
installed on switches for packet forwarding and can be updated based on the instructions

sent by the OpenFlow controller which the switches are connected to.

Open Network Operating System (ONOS) [27] is a popular, carrier-grade SDN con-

trollers that can be used with either real or simulated networks. We use ONOS as the
OpenFlow controller for the virtual networks created by Mininet. Using the OpenFlow
protocol [139], ONOS communicates with the Open vSwitches in a Mininet network. This
enables ONOS (i) to obtain a global view of the network by collecting network information
and (ii) to manipulate the flow rules as needed in order to improve network performance.
ONOS provides a set of services including flow rule service, topology service, link service

and device service. All these services can be accessed and programmed via ONOS’s APIL.

Our adaptation framework, GenAdapt, is realized as an add-on for ONOS. As discussed

in Section 4.3, GenAdapt consists of four steps: monitor, analyze, plan and execute.

In the first step, our GenAdapt implementation uses ONOS’s device service to collect
network metrics from the switches. In the second step, which is triggered with a periodicity
of one second, GenAdapt uses ONOS’s link service alongside the metrics collected in the
previous step to compute the utilization of each network link and obtain the maximum
link utilization. As discussed in Section 4.4, the network is considered congested if the
maximum utilization is greater than a certain threshold. Once a congestion is detected,
GenAdapt enters the third step and calls GenPlan (Algorithm 4.2) to generate a new
link-weight function (best solution) as well as a set of new link weights calculated by the

best solution. In the fourth and final step, using the link weights calculated in the third
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step, ONOS'’s flow rule service computes new shortest weighted paths and updates the flow
rules for the switches according to these paths. This step resolves congestion by rerouting
some of the flows (specifically, BadFlows in algorithm shown in Algorithm 4.3) based on

the new flow rules.

The best solution derived by an invocation of GenPlan (step three) is retained and
applied for as long as it has not been replaced by a newer solution (by GenPlan) in response
to a future congestion occurrence. The candidate functions created in the last iteration of
GP in GenPlan are sorted by their fitness values. The top half of these candidate functions
are kept as patterns learned, to be reused by the next invocation of GenPlan. Upon its next
invocation, GenPlan creates its initial population as follows: 50% of the initial population
are the patterns learned from the previous invocation and the other 50% are randomly
generated candidate functions. As we argue in Section 4.3, reusing the patterns learned

helps ensure continuity across multiple rounds of self-adaptation.

4.6 Empirical Evaluation

In this section, we investigate the following research questions (RQs) using open-source
synthetic and industrial networks. To answer R(Q4.1, we use the industrial network and
eighteen synthetic networks. To answer RQ4.2, we use six synthetic networks from RQ4.1.
To answer RQ4.3, we use eight more synthetic networks alongside two of the synthetic
networks from RQ4.1. In total, our evaluation involves one industrial network and 26

synthetic ones.
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RQ4.1 (Effectiveness): How effective is GenAdapt in modifying the logic of the SDN

data-forwarding algorithm to avoid future congestions? The main novelty of GenAdapt is

in attempting to adapt the logic of SDN data forwarding (i.e., the link-weight functions)
instead of adapting its output (i.e., the individual flow paths). Through RQ4.1, we compare
GenAdapt with two baseline techniques: (i) an approach, named DICES [190], which,
similar to GenAdapt, uses MAPE-K self-adaptation, but optimizes individual flow paths;
and (ii) OSPF configured using a standard heuristic for setting optimized link weights [19,

|. By comparing GenAdapt with these baselines, we investigate whether GenAdapt,
when called to resolve an existing congestion, is able to reduce the number of occurrences

of congestion in the future, without incurring additional overhead.

RQ4.2 (Transferability): Can we improve GenAdapt’s performance for a larger

network by bootstrapping GenAdapt with best solutions computed on a smaller network

that has the same topology as the larger one? The GenAdapt algorithm (Algorithm 4.4)

requires computing shortest weighted paths between different nodes in a network. Hence,
the algorithm’s execution time increases with network size, i.e., the number of links and
nodes. Yet, link-weight functions do not contain information that is specific to the under-
lying network size. We therefore hypothesize that, for networks with similar topology but
different sizes, the link-weight functions are likely to be similar, thus making it possible to
enhance the performance of GenAdapt by transferring to larger networks the best control
logic learned on smaller networks. To validate this hypothesis, we consider a set of net-
works with the same topology but different sizes. Before applying GenAdapt on the larger
networks in this set, we initialize (part of) its population using the best control logic that

GenAdapt has learned on the smaller networks in this set. We then compare the results
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with those obtained when GenAdapt’s first population is initialized randomly.

RQ4.3 (Scalability): Can GenAdapt resolve congestion efficiently as the size of the

network and the number of requests increase? To assess scalability, we evaluate the exe-

cution time of GenAdapt as the size of the network and the number of requests increase.

Experimental Setup. All experiments were performed on a machine with a 2.5 GHz
Intel Core 19 CPU and 64 GB of memory. All our experimental material is available

online [1].

4.6.1 RQ4.1 — Effectiveness

Before answering RQ4.1, we present the baselines, the study subjects, the configuration of

GenAadapt and the setup of our experiments.

Baselines. Our first baseline, DICES, is from the SEAMS literature. Similar to
GenAadapt, DICES is self-adaptive, but unlike GenAadapt, it uses a genetic algorithm
to modify the individual flows generated by the SDN data-forwarding algorithm. The
second baseline is OSPF [19, 51| configured by setting the link weights to be inversely
proportional to the bandwidths of the links as suggested by Cisco [19]. The OSPF heuristic
link weights are meant to induce optimal flows that eliminate or minimize the likelihood
of congestion. OSPF is widely used in real-world systems [71] and as a baseline in the

literature [3,12,30,31,43, 171, 181].

Study Subjects. For RQ4.1, we use: (1) eighteen synthetic networks, and (2) an in-
dustrial SDN-based IoT network published in earlier work [190]. For the synthetic networks,

we consider two network topologies: (i) complete graphs, and (ii) multiple non-overlapping
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paths between node pairs. The network in Figure 4.1 is an example of the latter topology,
where s; and s, are connected by three non-overlapping paths. Since our approach works
by changing flow paths, we naturally focus our evaluation on topologies with multiple
paths from a source to a destination, thus excluding topologies where adaptation through
re-routing is not possible. The topologies that we experiment with, i.e., (i) and (ii) above,
are the two extreme ends of the spectrum in terms of path overlaps between node pairs: In
the first case, we have complete graphs, where there are as many overlapping paths as can
be between node pairs; and, in the second case, we have no overlapping paths at all. We
consider seven complete graphs — referred to as FULL hereafter — with five, six, seven,
ten, fifteen, twenty two and thirty two nodes, and consider four multiple-non-overlapping
path graphs — referred to as MNP hereafter — with five, eight, twelve and seventeen
nodes. More precisely, one MNP graph has five nodes connecting the designated source
and destination with three non-overlapping paths (Figure 4.1); others have eight, twelve
and seventeen nodes doing the same with four, five, and six (non-overlapping) paths. Fol-
lowing the suggested parameter values in the existing literature for such experiments [190],
we set the static properties of the links, namely bandwidth and delay, to 100Mbps and

25ms, respectively.

To instigate changes in the SDN environment, we generate data requests over time and
not at once. We space the requests 10s apart to ensure that all the requests are properly
generated and that the network has some time to stabilize, i.e., we send requests at Os, 10s,
20s, 30s, and so on. For each FULL network, we fix a source and a destination node, and
generate either three or four requests every 10s. For each MNP network, we generate every

10s two requests between the end-nodes connected by multiple paths. The reason why we
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generate fewer requests in the MNP networks is because there are fewer paths compared
to the FULL networks. For a given network (FULL or MNP), the generated requests have
the same bandwidth. The request bandwidth for each network is selected such that some
congestion is created starting from 10s. The request bandwidths are provided online [1].
We denote our synthetic networks by FULL(z, y) and MNP(z, y), where z is the number
of nodes and y is the number of requests generated every 10s. The eighteen synthetic
networks that we use in RQ4.1 are fourteen FULL networks, once with three requests and
once with four requests generated every 10s, and four MNP networks with two requests

generated every 10s.

Our industrial subject is an emergency management system (EMS) from the litera-
ture [190]. EMS represents a real-world application of SDN in a complex IoT system.
This subject contains seven switches and 30 links with different values for the links’ static
properties. The EMS subject includes a traffic profile characterizing anticipated traffic at
the time of a natural disaster (e.g., flood), leading to congestion in the network of the
monitoring system. In particular, the network is used for transmitting 28 requests captur-
ing different data stream types such as audio, video and sensor and map data. The static

properties of the network links and the data-request sizes are available online [1].}

Experiments and metrics. RQ4.1 has two goals: (G1) determine whether, by prop-
erly modifying the link-weight function, GenAdapt is able to reduce the number of times
congestion happens, and (G2) determine whether GenAdapt can respond quickly enough

so that prolonged periods of congestion can be avoided.

'Due to platform differences, we could not reproduce the congestion reported in [190]. So, we increased
the request bandwidths by 30% to reproduce congestion.

135



The synthetic subjects are best used for achieving G1, since the requests in these
subjects are generated with time gaps as opposed to all at once, which is the case in
EMS (industry subject). This characteristic of the synthetic subjects creates the potential
for congestion to occur multiple times, in turn allowing us to achieve G1. For G1, we
compare GenAdapt with DICES; comparison with the OSPF baseline does not apply,
since OSPF’s heuristic cannot avoid congestion for our synthetic subjects, and neither
can it resolve congestion. To compare GenAdapt with DICES, we keep track of how
many times congestion occurs during our simulation, the execution time of each technique
to resolve each congestion occurrence, and the total time during which the network is
in a congested state. In addition, we measure packet loss, which is a standard metric for
detecting congestion in network systems. Packet loss is measured as the number of dropped
packets divided by the total number of packets in transit across the entire network during
simulation. The simulation time for each synthetic subject was set to end 10s after the
generation of the last request. Recall that, in our synthetic subjects, the requests are sent
at intervals of 10s and as long as the number of paths in the underlying network is sufficient

to fulfill the incoming requests.

To achieve G2, we use EMS in order to compare GenAdapt with DICES and OSPF in
terms of handling the congestion caused by requests arriving at once. Since DICES and
GenAdapt are self-adaptive, they monitor EMS and attempt to resolve congestion when it
occurs. In the case of OSPF, however, the heuristic link weights are meant to reduce the
likelihood of congestion and packet loss. For this comparison, we report the total packet
loss recorded by each of the three technique over a fixed simulation interval of 5min, and

also whether, or not, GenAdapt and DICES were able to resolve the congestion in EMS
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Table 4.1: Parameters of GenAdapt.

Mutation rate 0.1 || Utilization threshold 80%
Crossover rate 0.7 || Minimum of the constant in the GP grammar 0
Maximum depth of GP tree 15 || Maximum of the constant in the GP grammar 100
Tournament size 7 Interval between invocations of GenAdapt (0) 1s
Population size 10

within the simulation time.

Configuring GenAdapt. Table 4.1 shows the configuration parameters used for

GenAdapt. For the mutation and crossover rates, the maximum tree depth and the tour-

nament size, we chose recommendations from either the GP literature [128,169] or ECJ’s
documentation [187]. We set § to 1s since this is the smallest monitoring period permitted
by our simulator. We use the utilization threshold given in the literature [6,121,190]. Since

the range for link-utilization values is [0% .. 100%)], we set the minimum and maximum of

the constants in GP individuals to 0 and 100, respectively.

To determine the population size and the number of generations for GP, we note
that, ideally, GenAdapt should not take longer than ¢ to execute. The execution time
of GenAdapt is likely shorter when it is called in the first rounds of request generation
than in the later rounds, since there are fewer flows in the early rounds of our synthetic
subjects. Hence, using the fixed time limit of 1s to stop GenAdapt is not optimal. In-
stead of using a time limit, we performed some preliminary experiments on our synthetic
subjects to configure population size and the number of generations for the two topologies
of FULL and MNP. For both topologies, we opt to use a small population size (i.e., 10).

As for the number of generations, for the FULL networks, we stop GenAdapt when the
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fitness function falls below two (i.e., when congestion is resolved but the solution is not
necessarily optimized for delay and cost) or when 200 generations is reached. This will
ensure that GenAdapt’s execution time does not exceed 1s for our FULL networks. The
MNP networks are, however, sparser and we are able to increase the number of generations
while keeping the execution time below 1s. Specifically, for MNP networks with five nodes,
we use 300 generations; and, for the ones with eight, twelve and seventeen nodes we use
500 generations. For EMS, the topology is more similar to a full graph, and as such, we

use the same configuration for EMS as that for FULL networks.

Formulas Generated by GenPlan. We characterize the structure and shape of the
formulas generated by GenPlan using the following metrics: (1) the number of operators,
which represents the number of “+7, “—" “x” and “/” symbols within a formula; (2) the
number of variables, which refers to the number of const, StaticProp, DynamicVar, and
param elements within a formula; and, (3) the depth of the parse tree corresponding to a
formula. As each formula is represented by a parse tree, the number of operators corre-
sponds to the number of non-leaf nodes, and the number of variables corresponds to the
number of leaf nodes in the tree. For example, the link-weight formula ﬁ , with its
corresponding parse tree illustrated in Figure 4.5, contains 5 operators, 6 variables and
has a parse-tree depth of 4. To prevent excessively large trees, GenPlan uses a maximum
tree depth limit (set 15 in this evaluation), and ECJ’s built-in simplification features help
reduce redundant or overly complex expressions. We randomly selected 20 best individuals
resulting from 20 runs of GenPlan. In these individuals, the number of operators ranges

from 0 to 28, with an average of 6.6 and a median of 4. The number of variables, which

also represents the number of leaves in the parse tree, ranges from 1 to 29, with an average
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of 7.6 and a median of 5. The depth of the parse trees varies from 1 to 15, with an average
depth of 4.3 and a median of 4. In GenPlan, individuals that result in a divide by zero are

dropped, since they are invalid.

Results. As an example, Figure 4.7 shows the network utilization over time when
GenAdapt and DICES are used to resolve congestion for the synthetic network MNP (8, 2).
Two simultaneous network requests are sent at Os, 10s, 20s and 30s, leading to congestion
at 10s, 20s, and 30s. The network is congested when the utilization value is above 0.8
(i.e., the utilization threshold). Out of 30 runs for DICES, 18 runs record three congestion
occurrences and 12 runs record four. In contrast, out of 30 runs for GenAdapt, six runs
record only one congestion occurrence, 16 runs record two, seven runs record three, and
only one run records four congestion occurrences. Note that three congestion occurrences at
10s, 20s, and 30s are visible in the figure. However, in the simulated environment, similar to
the physical world, there are some small time gaps between the arrivals of the two requests
generated each time, and in addition, there are small fluctuations in flow bandwidths over
time. Hence, the monitoring step of GenAdapt or DICES may detect congestion twice
(i.e., once per request arrival), instead of only once and after the arrival of both requests.
In total, for the example in Figure 4.7, the average number of congestion occurrences is
2.1 with GenAdapt and 3.4 with DICES. In addition, with DICES, the average of the total
time that the network remains congested is 7.6s, while with GenAdapt, this is reduced to

2.57s.

With the analysis for RQ4.1 intuitively explained over one subject, namely MNP(8, 2),
we now present the complete results for this RQ. Table 4.2 compares GenAdapt against

DICES for our eighteen synthetic subjects (i.e., seven FULL(n, 3), seven FULL (n, 4) and
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Figure 4.7: Comparing network utilization values over time obtained from 30 runs of DICES
and GenAdapt for resolving congestion in an example synthetic subject: MNP(8, 2).

four MNP (n, 2) where n is the number of network nodes) by reporting the average number
of congestion occurrences, the average total duration that the network is congested, the
average execution time, and the average packet-loss values obtained by 30 runs of DICES
and GenAdapt. For four subjects, some runs of DICES failed to resolve the last congestion
within the simulation time. Specifically, for FULL(6, 3), 12 runs; for FULL(6, 4), 10 runs;
for FULL(7, 3), 20 runs; and for FULL(10, 4), 3 runs of DICES failed to resolve congestion.
For these subjects, the reported average number of congestion occurrences and execution
times capture only the successful runs of DICES. In contrast, all runs of GenAdapt for all

the subjects successfully resolved congestion within the simulation time.

We compare the results of Table 4.2 through statistical testing. We use the non-
parametric pairwise Wilcoxon rank sum test [12] and the Vargha-Delaney’s Ay effect

size [202]. We first focus on the following three metrics: number of congestion occurrences,
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Table 4.2: Statistical-test results comparing the average number of congestion occurrences,
the duration of congestion, the execution-time and the packet-loss values obtained by 30
runs of GenAdapt versus DICES for our eighteen synthetic subjects.

FULL(5,3) FULL(5,4) FULL(6,3) - 40% of DICES runs failed
avg(G-D)* p-value A avg(G-D) p-value Ay, avg(G-D) p-value A
7 Congestion 31-32 0.08 05(N) 3844 0.193 0.59() 35145 0.003 0.74(L)
Congestion Duration (s) 6277 0.0919 0.62(S) 9.53 — 12 0.145 0.61(S) 793 - 12 1.69E-06 0.86(L)
Packet Loss (%) 32.1 - 32.33 0.001 0.75(L) 24.86 — 24.99 0.535 0.45(N) 24.94 - 31.73 7.96E-11 0.94(L)
Exec Time (ms) 140.86 — 392.96 <2.2E-16 0.98(L) 271.95 - 440.87 | <2.2E-16 0.87(L) 302.21 - 701.06 | <2.2E-16 0.9(L)
FULL(6,4) - 33.3% of DICES runs failed || FULL(7,3) - 66.6% of DICES runs failed FULL(7,4)
avg(G-D) p-value Ay avg(G-D) p-value A avg(G-D) p-value Ay
77 Congestion 38 54 5.39E-06 0.87(L) 116 9.70E-08 1) 2931 0.063 059(S)
Congestion Duration (s) 10.03 — 14.47 5.98E-05 0.8(L) 8.03 - 16.63 1.35E-11 1(L) 5-5.97 0.0157 0.68(M)
Packet Loss (%) 28.4 — 31.64 1.53E-05 0.83(L) 16.6 - 19.7 0.145 0.61(S) 10.13 - 19.31 8.08E-07 0.87(L)
Exec Time (ms) 956.47 - 802.48 | <22E-16 0.85(L) 295.94 - 949.2 | <2.2E-16 0.97(L) 226.40 - 576.05 | <2.2E-16 |  0.99(L)
FULL(10,3) FULL(10,d4) - 10% of DICES runs failed FULL(15,3)
avg(G-D) p-value A, avg(G-D) p-value A avg(G-D) p-value Ay,
# Congestion 3.7-4 0.464 0.58(S) 4-59 9.21E-11 0.96(L) 1.87-5 2.757¢-09 0.9 (L)
Congestion Duration (s) 7.5 - 847 0.029 0.65(S) 8.9 - 16.23 9.53E-11 0.98(L) 273577 | 1.OI7E-06 |  0.86 (L)
Packet Loss (%) 8.75 — 13.02 0.006 0.71(M) 30.17 - 3441 | 1.61E-10 0.98(L) 1416 -1529 | 3.077E-08 |  0.92 (L)
Exec Time (ms) 564.88 — 814.8 | 4.65E-16 0.81(L) 506.31 - 1365.28 | <2.2E-16 0.86(L) 732,92 — 1574.83 | < 22E-16 |  0.89(L)
FULL(15,4) FULL(22,3) FULL(22,4)
avg(G-D) p-value Ay avg(G-D) p-value Ay, avg(G-D) p-value Ay
# Congestion 253 -3 0.0002 0.73 (M) 21-5 1.681E-09 0.92(L) 23-3 3.94E-08 0.85(L)
Congestion Duration (s) 3.7 3.7 0.2308 0.59 (S) 3.73-5.5 0.0005 0.76 (L) 2.9 -3.43 0.0037 0.71(M)
Packet Loss (%) 0.03 - 25.38 2.065E-11 1 (L) 14.33 - 17.88 6.108E-10 0.97(L) 0.03 -~ 24.56 1.893e-11 1(L)
Exec Time (ms) 550.8 — 1006.84 | < 2.2E-16 0.88 (L) 1237.16 — 2927.74 | < 2.2E-16 0.93(L) 588.86 — 2594.24 | < 2.2E-16 1(L)
FULL(32,3) FULL(32,4) MNP (5,2)
avg(G-D) p-value Agp avg(G-D) p-value A, avg(G-D) p-value A
# Congestion 3.7-5 0.0065 0.68(M) 3-3.03 0.8456 0.51(N) 1.8-22 0.002 0.68(M)
Congestion Duration (s) 5-5.57 0.0647 0.64(S) 3.73 - 3.33 0.1643 0.40(S) 3.87-5.23 0.0029 0.71(M)
Packet Loss (%) 14.16 — 20.93 1.382E-06 0.86(L) 20.14 - 24.85 0.0160 0.68(M) 32.39 — 32.65 0.004 0.72(M)
Exec Time (ms) 2654.62 — 3230.97 | < 2.2E-16 0.80(L) 2756.13 — 2967.30 | 8.188E-12 0.79(L) 381.07 — 469.13 0.099 0.59(S)
MNP (8,2) MNP (12,2) MNP(17,2)
avg(G-D) p-value Agp avg(G-D) p-value A avg(G-D) p-value Agp
7 Congestion 21-34 1.556-08 0.9(L) 26 - 103 2085500 | 0.80(L) 24357 | 1LA9E-11 | 0.09(L)
Congestion Duration (s) 5.57 - 7.6 0.0002 0.77(L) 3.53-4.33 0.0090 0.68(M) 3.6 - 6.67 5.509E-07 0.87(L)
Packet Loss (%) 32.6 - 33.6 3.43E-06 0.85(L) 18.24 - 20.73 0.0029 0.72(M) 13.98 - 16.52 0.1153 0.62(S)
Exec Time (ms) 787.06 - 392.62 | <2.2E-16 0.08(L) 468.97 - 370.20 | 0.4623 0.53(N) 485.26 - 619.83 | 1.28E-12 |  0.79(L)

* The avg(G-D) column shows the average (avg) metrics for GenAdapt (G) versus those for DICES (D).

congestion duration, and packet loss. For nine subjects — MNP(12, 2), MNP(8, 2), MNP (5,
2), FULL(22, 4), FULL(22, 3), FULL(15, 3), FULL(10, 4), FULL(6, 4), and FULL(6, 3)
— the p-values for all the comparisons of the above three metrics are lower than 0.05 and
the A, statistics show large or medium effect sizes, indicating that GenAdapt significantly
improves over DICES with respect to the three metrics on the nine subjects. For the

seven other subjects — FULL(5, 3), FULL(7, 3), FULL(7, 4), FULL(10, 3), FULL(15,
4), FULL(32, 3) and MNP(17, 2) — GenAdapt significantly improves over DICES with
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large or medium effect sizes with respect to at least one of these three metrics. For all the
three metrics of the all the subjects except for the congestion duration metric of FULL(32,
4), the averages obtained by GenAdapt are better than those obtained by DICES. For
FULL(32, 4), we note that while the average congestion duration for GenAdapt is slightly
lower than that for DICES, the statistical test shows no difference between the congestion
duration values obtained from DICES and GenAdapt (i.e., the p-value is higher than 0.05).
We observe that, for FULL(32, 4), the packet loss and the execution time of GenAdapt

are significantly better than those of DICES.

Figure 4.8 shows the packet-loss values obtained by 30 runs of GenAdapt, DICES
and OSPF applied to the industry subject (EMS). All 30 runs of GenAdapt and DICES
could resolve the congestion in EMS within the simulation time. However, OSPF incurs
high packet loss (avg. 36.5%), since its heuristic link weights cannot prevent congestion
in EMS. Both GenAdapt and DICES start with high packet loss, but since they can
resolve the congestion, packet loss drops quickly, yielding low averages over the duration
of simulation. The differences between the packet-loss values of GenAdapt and DICES are
neither statistically significant (p-value = 0.44) nor practically significant — a packet-loss
difference of 0.4% is negligible in practice. The results of Figure 4.8 signify the need for
runtime adaptation in EMS. Further, the results in both Table 4.2 and Figure 4.8 show
that while GenAdapt can reduce congestion occurrences over time compared to DICES,
doing so does not come at the cost of being less effective in resolving a one-off congestion

in EMS caused by several requests arriving almost at once.
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Figure 4.8: Comparing packet-loss values obtained by 30 runs of DICES, GenAdapt and
OSPF.

The answer to RQ4.1 is that GenAdapt successfully resolves congestion in all the sub-
jects. Compared to DICES, GenAdapt reduces the average number of congestion for
thirteen subjects with a high statistical significance, while DICES never outperforms
GenAdapt in any of the congestion resolution metrics. Further, for our industry sub-

ject, GenAdapt significantly outperforms the standard SDN data-forwarding algorithm,

OSPF, in reducing packet loss.

4.6.2 RQ4.2 — Transferability

Recall that in its first invocation (i.e., the first time self-adaption is needed), GenAdapt
uses a randomly generated initial population, and only in its subsequent invocations, it
reuses in its initial population half of the best solutions computed previously. To answer
RQ4.2, we modify the GenAdapt configuration used in RQ4.1 as follows: For each of the
FULL and MNP graphs, we designate the smallest subject as BaseSubject. Specifically,
FULL(5, 3), FULL(5, 4) and MNP (5, 2) are BaseSubjects for the FULL(_, 3), FULL(_, 4)
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and MNP( | 2) categories, respectively. For each category, we use half of the best solutions
(ordered based on their fitness values) obtained from the BaseSubject of that category to
initialize the population of GenAdapt for the two largest graphs in that category. More
precisely, the best solutions obtained from FULL(5, 3) are reused to initialize the popu-
lations for FULL(22, 3) and FULL(32, 3), the best solutions obtained from FULL(5, 4)
are reused to initialize the populations for FULL(22, 4) and FULL(32, 4), and the best
solutions obtained from MNP(5, 2) are reused to initialize the populations for MNP (12, 2)

and MNP(17, 2).

Table 4.3 shows the results for the two largest networks in each subject category (i.e.,
FULL(22, 3), FULL(32, 3), FULL(22, 4), FULL(32, 4), MNP(12, 2) and MNP(17, 2))
obtained from the modified GenAdapt, as described above, against the results obtained
from the original GenAdapt configuration described in RQ4.1. We refer to the modi-
fied GenAdapt as GenAdapt Reuse and abbreviate it to GR in Table 4.3; the original

GenAdapt algorithm is abbreviated to G in the table.

We report in Table 4.3 the same four metrics as introduced in RQ4.1. Like in RQ4.1,
we first consider the following three metrics: number of congestion occurrences, congestion
duration, and packet loss. In all the comparisons in Table 4.3, the averages of these three
metrics obtained by GenAdapt Reuse are lower than those obtained by GenAdapt with the
exception of the packet loss for FULL(22,4), where the averages for GenAdapt Reuse and
GenAdapt are the same. For five out of six subjects - FULL(22, 3), FULL(32, 3), FULL(32,
4), MNP(12, 2) and MNP(17, 2) - the p-values for at least one of the above three metrics
are lower than 0.05 and the A;, statistics show large or medium effect sizes, indicating that

GenAdapt _Reuse significantly improves GenAdapt with respect to at least one of these
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three metrics on the five subjects. Notably, for the two MNP cases, GenAdapt Reuse
significantly outperforms GenAdapt for all three metrics with a large or medium effective
size.

Table 4.3: Statistical-test results comparing the average number of congestion occurrences,
the duration of congestion, the execution-time and the packet-loss values obtained by 30

runs of GenAdapt_Reuse (GR) versus GenAdapt (G).

FULL(22,3) FULL(22,4) FULL(32,3)
avg(GR-G) p-value A, avg(GR-G) | p-value A, avg(GR-G) p-value A,
# Congestion 1.43 2.1 0.0535 0.63(S) 2.16 - 2.3 0.3312 0.55(N) 24-3.7 0.0126 0.68(M)
Congestion Duration (s) 1.63 - 3.73 0.0001 0.78(L) 2.63 - 2.9 0.2251 0.58(S) 32-5 0.0480 0.65(S)
Packet Loss (%) 1209 1433 | 3.248E-07 | 0.88(L) |  0.03 - 0.03 0.8531 | 0.51(N) 12.09 - 14.16 0.6467 | 0.47(N)
Exec Time (ms) 1468.23 — 1237.16 0.0008 0.31(M) || 808.92 - 588.86 | 4.601E-13 | 0.14(L) | 2017.63.04 — 2654.62 0.0454 0.59(S)
FULL(32,4) MNP(12,2) MNP(17,2)
avg(GR-G) p-value A avg(GR-G) p-value A avg(GR-G) p-value A
# Congestion 26 -3 0.223 0.59(S) 1.1-26 1.819E-11 | 0.97(L) 1.43 - 243 4.941E-06 | 0.82(L)
Congestion Duration (s) | 3.57 — 3.73 0.844 | 0.52(N) 15353 | 7.106E-08 | 0.89(L) 187 3.6 3.096E-05 | 0.81(L)
Packet Loss (%) 3.69-2014 | 4.271E-06 | 0.85(L) || 16.15-18.24 | 0.0004 | 0.77(L) 12.56 — 13.98 0.0127 | 0.69(M)
Exec Time (ms) 1989.06 — 2756.13 |  0.0097 | 0.62(S) | 229.61 — 468.97 | 0.0004 | 0.7L(M) ||  498.05 — 485.26 0.0798 | 0.60(S)

* The avg(GR-G) column shows the average (avg) metrics for GR versus G.

In relation to execution time, we observe from Table 4.3 that the average execution time
of GenAdapt Reuse is sometimes higher than that of GenAdapt. This increase in execution
time is likely attributable to the fact that some of the link-weight functions ranked as best
solutions and reused in the initial population may have complex and redundant structures.
This causes an overhead in the execution time of GenAdapt Reuse. We note that the
execution time metric refers to the average execution time of a single invocation of a self-
adaptation technique. The number of times a self-adaptation technique is required to be
called to solve a congestion is not included in this metric, but is represented through the
number of congestion occurrences and the total congestion duration metrics. In all the
cases where the average of a single execution time of GenAdapt Reuse takes longer than
that of GenAdapt (i.e., FULL(22, 3), FULL(22, 4), MNP(17, 2)), GenAdapt Reuse still

outperforms GenAdapt with respect to the number of congestion occurrences and total
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congestion duration. This shows that GenAdapt Reuse is overall more effective than
GenAdapt in resolving congestion occurrences observed over a time period. In cases where
the transferred solutions are not well suited to the target topologies, such solutions are

gradually corrected or eliminated over successive generations in GP.

In addition, we compare in Table 4.4 the results from GenAdapt Reuse against DICES
and perform statistical tests for our four metrics. For five synthetic subjects - FULL(22,
3), FULL(22, 3), FULL(32, 3), MNP(12, 2) and MNP(17, 2)- GenAdapt_Reuse sig-
nificantly outperforms DICES with respect to all the four metrics. For FULL(32, 4),
GenAdapt _Reuse significantly improves over DICES for packet loss and execution time,
and for the two other metrics, i.e., number of congestion occurrences and congestion du-

ration, GenAdapt Reuse yields higher averages than DICES.

Table 4.4: Statistical-test results comparing the average number of congestion occurrences,
the duration of congestion, the execution-time and the packet-loss values obtained by 30
runs of GenAdapt_Reuse (GR) versus Dices (D).

FULL(22,3) FULL(22,4) FULL(32,3)
avg(GR-D) p-value A avg(GR-D) p-value A avg(GR-D) p-value A,
# Congestion 1.43 -5 2.57E-13 1(L) 216 -3 8.986E-11 | 0.92(L) 24 -5 2.054E-09 | 0.92(L)
Congestion Duration (s) 1.63 - 5.5 7.248E-11 | 0.97(L) 2.63 - 3.43 1.546E-05 | 0.81(L) 3.2 -5.57 8.265E-06 | 0.83(L)
Packet Loss (%) 12.00 - 17.88 | < 2.2E-16 | 1(L) 003 24.56 | 1.956E-11 | 1(L) 12.00 - 20.93 333611 | 1(L)
Exec Time (ms) 1468.23 — 2927.74 | < 2.2E-16 | 0.95(L) || 808.92 — 2594.24 | < 2.2E-16 1(L) 2017.63.04 — 3230.97 | < 2.2E-16 | 0.90(L)
FULL(32,4) MNP (12,2) MNP (17,2)
avg(GR-D) p-value A, avg(GR-D) p-value A avg(GR-D) p-value A
# Congestion 2.6 - 3.03 0.0650 0.61(S) 1.1-4.03 9.448E-14 1(L) 1.43 - 5.7 5.247E-12 1(L)
Congestion Duration (s) 3.57 - 3.33 0.2156 0.41(S) 1.5-4.33 1.404E-12 1(L) 1.87 - 6.67 1.311E-10 | 0.98(L)
Packet Loss (%) 3.69 — 24.85 1.362E-08 | 0.93(L) 16.15 — 20.73 4.19E-10 | 0.97(L) 12.56 — 16.52 0.0083 0.70(M)
Excc Time (ms) 1989.06 — 2967.30 | 7.102E-13 | 0.82(L) || 229.61 - 37020 | 7.76E-12 | 0.89(L) |  498.05 - 619.83 | 8.675E-11 | 0.82(L)

* The avg(GR-D) column shows the average (avg) metrics for GR versus D.
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The answer to RQ4.2 is that bootstrapping GenAdapt with the best solutions it com-
putes on a smaller network improves the algorithm’s effectiveness for larger networks
with the same topology. In particular, in all our study subjects, bootstrapping reduced
either the average number of congestion occurrences or packet loss (or both). For the
MNP topology, reductions in the average number of congestion occurrences and packet

loss are statically significant.

4.6.3 RQ4.3 — Scalability

To answer RQ4.3, we perform two sets of studies. In the first set, we increase the network
size and in the second set — the number of requests. Specifically, first, we create ten
synthetic networks with the FULL topology and having 5, 10, ..., 50 nodes; and, for
each network, we generate five requests with the same bandwidth at once to reach a total
bandwidth of 150Mbps. Second, we create a five-node network with the FULL topology and
execute ten different experiments by subsequently generating 5, 10, ..., 50 requests at once
such that for each experiment, the requests have the same bandwidth and the sum of the
requests’ bandwidths is 150Mbps. For both experimental sets, we record the execution time
of the configuration of GenAdapt used for the FULL topology as described in Section 4.6.1.
Our experimental setup in RQ4.3 follows that used by DICES for scalability analysis. We
focus on the FULL topology for scalability analysis because networks with this topology
have considerably more links and pose a bigger challenge for self-adaptation planning, as

evidenced by the failure of DICES over several networks with the FULL topology (see
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Figure 4.9: Execution times of GenAdapt versus (a) number of links and (b) number of
requests.

Table 4.2).

Figure 4.9 shows the execution time of GenAdapt versus the number of network links
(Figures 4.9(a)), and versus the number of requests (Figure 4.9(b)). For each network
size and for each number of requests, GenAdapt is executed 30 times. For each diagram
in Figures 4.9, we have fitted a linear regression line (time = —0.019 + 0.0036 X links in

Figure 4.9(a); and time = 0.087 + 0.0077 X requests in Figure 4.9(b)). In both cases, we
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obtain a p-value of < 2.2e — 16, indicating that the models fit the data well.

The answer to RQ4.3 is that the execution time of GenAdapt is linear in the number of

requests and in the size of the network.

4.6.4 Threats to Validity

Internal, construct and external validity are the validity aspects most pertinent to our

evaluation.

Internal validity. In our approach, we treat the threshold that determines network
congestion as a static and fixed parameter. A fixed threshold may not be suitable for all sit-
uations as it assumes that network congestion will always occur when a certain threshold is
exceeded. This may lead to false alarms or missed opportunities for adaptation as network
conditions can vary and different factors may contribute to congestion. A more flexible
approach, such as proactively predicting network congestion using machine learning, may
be more effective in certain situations. Changing the fixed threshold parameter of an SDN
to a dynamic parameter would not affect our approach in the planning step, which is our
main contribution. Specifically, the grammar of the link-weight functions would remain
unchanged, and the only difference would be the use of a dynamic threshold obtained from

the analyzing step instead of a static one.

Construct validity. Our experiments are based on a testbed; the extent to which the
measurements obtained through the testbed are reflective of the real world is therefore an
important factor to consider. We note that our testbed uses ONOS, an actual carrier-grade

SDN controller, which can be used with real networks as well [22,27,31,216]. The network
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emulator that our testbed builds on, i.e., Mininet, is widely considered to be a high-fidelity

network emulator.

External validity. The centralized architecture adopted in our work may face chal-
lenges if deployed in very large networks. We note three ways to mitigate potential scal-
ability issues: (1) Transferring to a larger network the best control logic learned on a
smaller network that has the same topology as the larger one. As demonstrated by RQ4.2,
GenAdapt’s performance improves for a larger network by bootstrapping GenAdapt with
best solutions computed on a smaller network with the same topology. (2) Localizing con-
gestion to a subset of the network and applying GenAdapt to that subset. In this case,
one would need to account for only the topology and traffic information of the subset, thus
improving scalability. (3) Deploying the adaptation component on a cluster, as commonly
done in service-oriented architectures [162]. By doing so, GenAdapt can leverage more
computational resources, which may be necessary when dealing with very large networks.
At the same time, we note that, based on the results of RQ4.3, our approach is scalable to
networks with up to 2500 links, which corresponds to a full network with 50 nodes. The
number, size and complexity of the networks in our experiments are comparable to those

in the literature, e.g., [3,22, 123,190, 216].

We scoped our experiments to two network topologies only. As discussed in Sec-
tion 4.6.1, the two topologies are the two extreme ends of the spectrum in terms of path
overlaps between node pairs — the main determinant of complexity for GenAdapt. We
expect that, for other topologies lending themselves to congestion resolution via re-routing,
our approach will behave within the same range as seen in our experiments. To ensure

adequate coverage, our evaluation examined 26 networks based on the two topologies con-
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sidered. In addition, our evaluation included a real industrial IoT network with its own
topology. The number, size and complexity of the networks in our experiments are com-
parable to those in the literature, e.g., [3,22,123,190,216]. To show the effectiveness of our
approach (i.e., RQ4.1), we present results from 18 synthetic subjects. In comparison, the
paper that introduces DICES [190] uses only one synthetic subject to show effectiveness,
and the earlier version of this work [1158] uses ten synthetic subjects. As an additional
external validity measure for effectiveness, we examine (through RQ4.2) the reuse of adap-
tation solutions across networks and demonstrate that such reuse improves effectiveness.
A different consideration related to external validity is the tuning of our approach. The
only parameter of our approach that requires tuning by the user is the number of genera-
tions of GenAdapt. As discussed in Section 4.6.1, tuning this parameter is straightforward
based on the easily measurable objective of keeping the execution time of GenAdapt less
than § (i.e., the time interval between consecutive invocations of GenAdapt). In practice,
engineers can use our simulator to tune this parameter for their specific network topology

and traffic profile.

4.7 Summary

In this chapter, we presented GenAdapt — a self-adaptive framework that uses genetic
programming for resolving network congestion in SDN-based network layers in cloud-based
systems. While existing self-adaptation research focuses on modifying a running system
via producing individual and concrete elements, GenAdapt is generative and modifies the

logic of the running system so that the system itself can generate the concrete elements
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without needing frequent adaptations. We used 18 synthetic and one industrial networks
to compare GenAdapt against two baseline techniques: DICES [190] and OSPF [19,51].
GenAdapt successfully resolved all congestion occurrences in our experimental networks,
while DICES failed to do so in four of them. Further, compared to DICES, GenAdapt
reduced the number of congestion occurrences and outperformed OSPF in reducing packet
loss. Finally, our results show the transferability of the logic learned over networks that
share the same topology but have different numbers of nodes. Specifically, we observe that
for a given topology, bootstrapping GenAdapt with the best logic learned on a smaller
network can significantly improve performance on a larger network in terms of the number
of adaptation invocations, the amount of packet loss and the duration the network remains

congested.

4.8 Implementation and Availability

We implemented GenAdapt based on the open-source version of DICES [190], a self-
adaptive packet forwarding application, which itself builds on ONOS’s default reactive

forwarding application (called org.onosproject.fwd). For the GenPlan component, we use

the genetic programming module provided by ECJ (version 27) [187]. GenAdapt is avail-

able online [1].
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Chapter 5

A Self-Adaptation Framework to Scale

the Cloud Layer

5.1 Introduction

Motivation. In the cloud layer of cloud-based systems, applications are deployed on
cloud infrastructure to provide services to users. Instead of relying on monolithic archi-
tectures and deploying applications directly onto operating systems, cloud-native architec-
tures adopt principles such as operation through automation platforms, softwarization of
infrastructure and networks, and support for migration and interoperability across diverse
cloud infrastructures and platforms. These characteristics enable applications to achieve

scalability, elasticity and resiliency [112].

As discussed in Chapter 1, cloud-native architectures decompose traditional monolith
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applications into multiple small, interdependent services known as microservices. These
microservices are deployed on physical or virtual machines in the cloud and collaborate to
accomplish specific tasks. Each microservice is encapsulated in lightweight virtualization
technologies, such as containers. Upon receiving requests from users, these requests are
processed by traversing through several or all of the microservices. The microservices then

generate responses which are subsequently sent back to the users through the network.

Given the numerous microservices in cloud-native applications, orchestration is chal-
lenging and essential for managing these containerized microservices [5]. Kubernetes
(K8S) [113] has emerged as the de-facto standard tool for container orchestration. As
shown in Figure 5.1, K8S employs a master-slave architecture. The microservice contain-
ers are deployed on a cluster of worker nodes managed by a master node. Fach node
represents a physical or virtual machine in the cloud. Users send requests to a front-end
microservice. These requests are then processed through multiple microservices to generate

responses.

By utilizing K8S for orchestration, applications in the cloud layer can efficiently manage
containerized microsevices through automated deployment, scaling, and operations. The
provided scaling methods focus primarily on CPU and memory consumption [57, 150, 155].
Operators are required to set thresholds for CPU or memory usage, and the number of
microservice instances increases or decreases based on the difference between the current
usage and the threshold. As a result, optimizing the threshold becomes critical: if the
threshold is set too low, the number of microservice instances may be over-provisioned,
resulting in unnecessary resource usage; conversely, if the threshold is set too high, the

number of microservice instances may be under-provisioned, with too few instances to
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Figure 5.1: A schematic overview of a cloud-native application deployed on K8S.

handle the incoming workload effectively.

However, users of cloud-based applications are typically uninterested in the applica-
tions’ CPU and memory consumption. Their primary concern lies with the service-level
objectives (SLOs) that define the quality of service they experience [59]. Notably, there
is no direct link between CPU or memory thresholds and the SLOs. Moreover, different
applications may define distinct types of SLOs that measure various metrics. The following

are two examples of SLOs used to verify the quality of cloud applications:

(1) 90% of the requests shall be responded to within 500ms.
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(2) The success rate of the requests shall be more than 95%.

In the first SLO example, we monitor the actual response times and calculate the 90th
percentile (P90), which represents the time within which 90% of the requests are responded
to. This P90 value is then compared against the SLO threshold of 500ms to determine
if a violation has occurred. In the second SLO example, we track the actual success rate
of incoming requests and compare it against the defined SLO threshold of 95%. An SLO
violation is detected if the observed success rate falls below this threshold. To satisfy
such SLOs, cloud applications must be capable of automatically scaling in response to
SLO violations. This requires continuously monitoring SLO-specific indicators, such as
the P90 response time and success rate, which directly reflect whether SLOs are being
met. Scaling decisions should be made based on these indicators as well as operational
metrics, which are quantifiable data that reflect the performance of an application and the
application’s resource consumption and availability during its operation. These operational
metrics include incoming query load (measured in queries per second, or QPS), CPU usage,

memory consumption, network traffic, etc.

Problem statement. Automatically scaling a cloud-native application to meet SLOs
is a complex challenge. As cloud-native applications usually have tens of different mi-
croservices, deciding the appropriate scaling strategy for each microservice under high
workload conditions is complex. Some existing approaches [155,173] focus on metrics for
a particular microservice, such as scaling based on the response time of that microservice.
However, these approaches cannot ensure that the entire application meets a given SLO
and do not account for the interconnections among different microservices. Also, certain

approaches |176] focus on specific types of SLOs, such as request latency, or address SLO
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violations without considering the detection and elimination of overprovisioning when the
SLOs are met. As many service providers (i.e., organizations offering consumer-facing
services like online banking, shopping, or entertainment) purchase resources, such as com-
puting power, storage, and specialized hardware like GPUs, from cloud service providers
(e.g., Amazon Web Services, Google Cloud, Microsoft Azure, OVHcloud) to deploy their
cloud applications, improper management of these resources can lead to significant financial

burden.

The main problem that we address in this chapter is as follows: A scaling approach for

cloud-native applications should dynamically adapt the number of microservice instances

to meet SLOs, while explicitly considering interdependencies among microservices. The

approach must handle two key situations: (1) when SLOs are violated due to insufficient

resource allocation, and (2) when SLOs are satisfied but with excessive resource usage that

could be reduced while still ensuring SLO compliance.

Contributions. We propose RanSLOScale, an auto-scaling framework designed for
cloud-native applications orchestrated by K8S. RanSLOScale dynamically scales microser-
vices by increasing or decreasing the number of microservice instances to meet SLOs in real
time, while optimizing computational resources. Our RanSLOScale architecture employs
random search with the well-known MAPE-K self-adaptation loop [100]. This approach is
evaluated on two case studies, a traditional cloud-native online shopping application and a
chatbot based on Large Language Models (LLM) [215]. The contributions of this chapter

support the thesis contributions as follows:

Con3.1 I propose an auto-scaling framework for cloud-native applications in the cloud
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Algorithm 5.1 RanSLOScale.
Input:
operationalMetrics: The quantifiable data that reflect the real-time behavior, resource consumption and
availability of a cloud-native application during operation.
SLOThreshold: The specific target defined in a SLO that an application must meet to be considered
compliant with its performance or reliability goals.
DetectingBottlenecks()
OfflineTraining()
In every period:

SLOValue=Monitor()

SLOStatus=Compare(SLOValue, SLOThreshold)

if SLOStatus==violated or SLOStatus==exceeded then

BestList = RanPlan(operationalMetrics)
L updatePodsNum(BestList)

layer of cloud-based systems. It uses random search to dynamically generate scal-
ing decisions based on the operational metrics. This framework ensures compliance
with various SLOs, while optimizing computational resources usage by adjusting the

number of microservice instances in real time.

Structure. The remainder of this chapter is structured as follows. Section 5.2 introduces
our approach. Section 5.3 provides evaluation results. Finally, Section 5.4 summarizes the

chapter.

5.2 Approach

RanSLOScale, shown in Algorithm 5.1, leverages the well-known MAPE-K loop to adapt
cloud-native application, ensuring that SLOs are met while minimizing computational re-
source usage. RanSLOScale takes two inputs: operationalMetrics and SLOThreshold.

The operationalMetrics input refers to quantifiable data that reflect the application’s
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real-time behavior, its resource consumption and the availability of resources during op-
eration, such as QPS, CPU usage and memory consumption. SLOThreshold specifies the
target defined in an SLO that the application must meet to be considered compliant with
its performance or reliability goals. For example, in the SLO “90% of the requests shall
be responded to within 500ms”, SLOThreshold is 500ms. This value is compared with
SLOValue which represents the actual measured performance of the application relative
to the defined SLO. In the same example, if 90% of requests are responded to within
480ms, then 480ms is the SLOValue. By comparing SLOValue with SLOThreshold (line 6
in Algorithm 5.1), RanSLOScale determines the current SLOStatus, which categorizes the
application’s SLO compliance into three states: met, exceeded, or violated. We define

these three states as follows:

(1) SLO is violated: The violated state indicates that the SLO is not met and the
application requires scaling up. Whether an SLO is violated depends on the nature of the
SLO: for latency-based SLOs, a violation occurs when SLOValue > SLOThreshold, whereas
for success-rate-based SLOs, a violation occurs when SLOValue < SLOThreshold. For
example, in the SLO “90% of requests shall be responded to within 500ms”, if the response
time for 90% of requests is greater than 500ms, then SLOValue exceeds SLOThreshold,
indicating an SLO violation. Similarly, in a success rate SLO of “99.9%”, if the actual
success rate drops below 99.9%, the SLO is also considered violated. In addition, when
out-of-memory (OOM) events are detected in the application, the application is classified in
the violated state, as theses events signify that the application has exhausted its allocated
memory resources, potentially leading to crashes or service disruptions that prevent it from

fulfilling its performance or reliability objectives.
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(2) SLO is exceeded: This state indicates that the application performs significantly better
than the target defined in the SLO, potentially implying inefficient resource usage (i.e.,

more resources are allocated than necessary). The state is determined by evaluating the

; : SLOValue SLOThreshold :
exceeding percentage, calculated as either g =€ or ==re22=€ depending on whether

a lower or higher value indicates better performance. If this ratio falls below a predefined
threshold (e.g., 80%), the SLO is considered exceeded. For example, in the SLO “90% of
requests shall be responded to within 500ms”, if the SLOValue is 300ms, then % = 0.6,
which is below 0.8, indicating the SLO is exceeded. We also treat ideal performance
as exceeded—for instance, in a success rate SLO of “above 95%”, if the actual rate is
100%, then 22 = 0.95, which exceeds 0.8, yet we still classify it as exceeded because the

100

application is clearly overperforming relative to its target.

(3) SLO is met: This state indicates that the application satisfies the SLO without ex-

ceeding it.

Both the met and exceeded states indicate that the SLO is satisfied. However, the ex-

ceeded state may signal opportunities for downscaling to reduce potential resource waste.

As shown in Algorithm 5.1, RanSLOScale comprises a bottleneck analysis step (line 1),

an offline training step (line 2), followed by a loop containing the four primary steps of the

MAPE-K loop visualized in Figure 5.2. We explain each step in the following:

Detecting bottlenecks: In cloud-native applications, certain microservices are more
prone to becoming overloaded under high workloads, degrading the overall application

performance. These microservices are referred to as bottleneck microservices. Scaling

non-bottleneck microservices has limited impact on mitigating SLO violations. Therefore,
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Figure 5.2: Self-adaptation control loop of RanSLOScale.
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focusing on autoscaling bottleneck microservices can reduce the search space and accelerate
the identification of the optimal scaling strategies [212], particularly in applications with a
large number of microservices. To identify bottlenecks, we adopt PBA [212], a bottleneck
analysis tool that detects performance degradation and resource wastage under varying
workloads. Once the bottleneck microservices are identified, we obtain a candidate list of

microservice for applying scaling strategies.

Offline Training: The most accurate way to evaluate a scaling strategy is to apply it
to the running application and observe the resulting SLO status. However, this is often
impractical due to the associated cost and risk. Instead, in this step, we collect operational
metrics, the number of instances for each microservice, and corresponding SLOValue to
form the training dataset. A machine learning regression model (i.e., ML Regressor) is

then trained using this data. The ML Regressor takes as input the operationalMetrics
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and the current number of instances for each microservice, and predicts the corresponding
SLOValue, such as response time or success rate. Several ML regressors are trained, and
the one with the highest R? score and lowest mean absolute error (MAE) is selected for

use in the subsequent MAPE-K loop.

Monitoring: In this step (line 4 in Algorithm 5.1), RanSLOScale periodically retrieves
SLOValue and operationalMetrics from the application via Prometheus [21], an open-
source monitoring toolkit designed for microservices. It pulls metrics from the application
and stores them as time-series data. For metrics not natively collected by Prometheus,
such as success rate, response time, and QPS, we employ Istio [20], an open source service
mesh that integrates transparently with existing applications. By deploying sidecar prox-
ies alongside application containers, Istio facilitates comprehensive metric collection and

enhances observability across the application.

Analyzing: In this step (line 5 in Algorithm 5.1), RanSLOScale evaluates the current
SLOStatus of the application, by comparing SLOValue collected during the most recent

monitoring period against the SLOThreshold.

To avoid triggering new adaptations before previous ones take effect, RanSLOScale first
checks the readiness state of all microservice instances using K8S readiness probes. The
analyzing step proceeds only if all microservice instances are in the “Ready” state (i.e.,
fully initialized and capable of processing requests). If any instance is not ready (e.g., still

initializing or recovering), RanSLOScale skips the planning step and continues monitoring.

If the application is in either the violated or exceeded state (line 6 in Algorithm 5.1),

the planning step is triggered. Otherwise, RanSLOScale continues monitoring without
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Algorithm 5.2 RanPlan.

Input: SLOStatus.

SLOThreshold

BN: Bottleneck microservices.

podNum max: Maximum allowable number of instances for a microservice.
podNum min: Minimum allowable number of instances for a microservice.
podNum current,d: Current number of instances for microservice d.

operationalMetrics.
Output: BestList
t=20
for not (stop_condition) do
if SLOStatus==exceeded then
‘ List, = [(random(pod N umimipn, podNumcyrrent,d — 1) for d € BN]
else if SLOStatus—=—violated then
L List, = [(random(pod Numcyrrent,a + 1, podNwmyyq,) for d € BN
SLOV aluepredict + MLRegressor(operationalMetrics, List,)
List,. fitness=Fitness(SLOThreshold, SLOV aluepredict)
t=t+1
BestList=BestSolution(Listy, ..., List) > Calculated by comparing the fitness values of the lists

making scaling adjustments.

Planning: In this step (line 7 in Algorithm 5.1), RanSLOScale uses the collected oper-
ationalMetrics from the monitoring step as input and invokes the RanPlan function to
generate a scaling decision for the application using random search. The output of this
step is BestList, which specifies the recommended number of instance adjustments for

each bottleneck microservice.

RanPlan, shown in Algorithm 5.2, begins by retrieving the operationalMetrics col-
lected during the monitoring step. Following standard random search procedures, RanPlan
explores different scaling configurations depending on the current SLOStatus: (1) If the
SLO is exceeded, the objective is to reduce the number of microservice instances for bot-
tleneck microservices to avoid over-provisioning. The candidate instance counts range from

podNum,,;, to one less than the current number of instances for each bottleneck service,
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where pod Num,,;, indicates the minimum allowable number of instances for a microser-
vice. We refer to the number of instances as “podNum” because, in K8S, a Pod typically
represents a single instance of a microservice. (2) If the SLO is violated, the goal is to
increase instance counts of bottleneck microservices to improve performance. In this case,
candidate values range from one more than the current number to pod Num,,.., where
podNum,,., denotes the maximum allowable number of instances for a microservice. For
each candidate configuration (i.e., List;), the pre-trained ML Regressor model is used to
predict the resulting SLOValue (i.e., SLOV alueyredict)(line 7). A fitness function (line 8) is
applied to evaluate how well the configuration satisfies the SLO while minimizing number
of microservice instances as more instances consume more computational resources (line
8). This fitness function combines two criteria, which we will elaborate momentarily. The
search process continues until a stopping condition is met. The stopping condition can be
defined either as reaching a maximum number of iterations ¢, or achieving a fitness score
that meets a predefined threshold. Finally, RanPlan returns the optimal configuration
(i.e., BestList) which specifies the recommended number of instances for each bottleneck

service (line 10).

Our fitness function is hybrid and combines two key metrics: (1) the first metric, de-

noted as F'itl, represents the percentage by which the SLOValue violates the SLOThresh-

. .1 |SLOThreshold—SLOV alue|
old: Fitl= SLOThreshold

. A lower F'itl indicates closer alignment with the target
SLO, with zero meaning the predicted value exactly meets the threshold. (2) the sec-
ond metric, denoted as F'it2, quantifies the total number of microservice instances among
all bottleneck services, representing the cost of computational resources. It is defined as:

Fit2:27jy:1 podNum,, where N is the number of bottleneck microservices, as only bottle-
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neck microservices are considered for scaling.

Among these two metrics, minimizing F'itl is the top priority. If a candidate solution
fails to satisfy the SLO, we focus solely on reducing Fitl without concern for F'it2, as
satisfying the SLO is the primary objective. Once the SLO is satisfied, further minimizing
Fit1 becomes unnecessary, and our focus shifts to reducing computational resource usage.
In this case, we aim to lower F'it2. To reflect this prioritization, we define the overall fitness

function as follows:

Fit1+1 (1) If SLO is violated
Fit2
PodNuM e X N

Fitness =

(2) If SLO is satisfied

Given a candidate list of instance modifications for bottleneck microservices, denoted as
w, the evaluation function Fit(w) always yields a value in the range [0..2]. If Fit(w) > 1, it
indicates that the candidate configuration fails to meet the SLO. Conversely, if Fiit(w) < 1,
the SLO is satisfied, and the fitness value reflects the efficiency of w in reducing the instance
numbers, thus minimizing computational resource usage. In scenarios where a pay-as-you-
go public cloud service is used, and the SLO is met, the fitness function can be replaced

with the actual cost, calculated based on the pricing models of cloud providers such as

Amazon EC2 or Google Cloud.

Regardless of whether an SLO violation occurs, the operationalMetics, SLOValue,
and podNum values for all microservices collected from the monitoring step are stored in
a database, as shown in Figure 5.2. To ensure the ML regressor remains accurate and

adapts to potential changes in workload patterns, it is periodically retrained and updated
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based on the accumulated data in the database. The list of bottleneck microservices is
also periodically updated by reapplying PBA to account for potential shifts in bottlenecks

caused by changing workload patterns.

Executing: In this step, RanSLOScale applies the autoscaling strategy (i.e., the list of
modifications to the podNum for each bottleneck microservices) generated in the planning
step to the application via the K8S API. Specifically, the number of instances for each
bottleneck microservice is adjusted by modifying the replica field in its Deployment,
which automatically manages the associated ReplicaSet to scale the instances (pods)

accordingly, as illustrated in Figure 5.2.

Considering the changing environment, the operationalMetrics observed during the
monitoring phase may differ from those at the time of execution. To ensure that the
scaling action does not lead to an SLO violation, RanSLOScale uses the ML Regressor to
re-evaluate the proposed scaling strategy based on the most recent metrics. If the model
predicts that the strategy will satisfy the SLO under current conditions, the changes are

applied to the application. Otherwise, the strategy is discarded and not executed.

5.3 Evaluation

In this section, we evaluate our RanSLOScale through two case studies: (1) a cloud-native
boutique shop and (2) an LLM-based chatbot application. Our case study applications
are deployed on a K8S cluster consisting of one master node and two server nodes. All

three machines run Ubuntu and collectively have a 2x Intel Xeon Gold 6338 CPU, 512GB
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of memory and one A40 GPU. Our analysis is guided by the following research questions
(RQs).

RQ5.1: (Effectiveness): How effective is RanSLOScale in scaling cloud applications to
meet SLOs while optimizing computational resource usage under dynamic workloads? To

evaluate RQ5.1, we compare RanSLOScale with HPA (Horizontal Pod Autoscaling, the

default K8S autoscaling method).

RQ5.2: (Usefulness): Can RanSLOScale effectively scale different types of cloud ap-
plications with varying SLOs? We access how well RanSLOScale scales the number of
microservice instances for a GPU-intensive application with a different SLO under chang-

ing workloads.

5.3.1 RQ5.1 - Effectiveness

Before answering RQ5.1, we present the baseline, the case study application, the configu-

ration of RanSLOScale and the experimental setup.

Baseline. Our baseline, HPA| is the default K8S autoscaling method and is widely used
in both real-world systems and as a baseline in the literature. It updates the number of

microservice instances, using the following formula [150]:

currentMetricValue]

desiredReplicas = ceil[current Replicas x G et

where the currentReplicas represents the current number of instances (pod Numzyprent) for a

particular microservice, and the metric value is either CPU usage or memory consumption
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per microservice instance (pod). Unlike our approach, which operates at the application
level and scales based on SLOs, HPA focuses on scaling individual microservices using

these metrics.

Case Study. For RQ5.1, we use Online Boutique, which is an open-source, traditional
cloud-native demo application developed by Google [32]|. This web-based e-commerce plat-
form consists of eleven microservices that collaborate to enable users to browse items, add

them to carts, and complete purchases.

To simulate the communication between users and the application on the cloud, the
traffic pattern alternates between high and normal workloads. During normal workload
periods, the requests frequency is low enough to satisfy the SLO. During high workload
periods, the requests frequency increases to a level where the SLO is violated but remains
below the threshold for OOM events or pods crashes, which require extra actions to be
taken. The high workload occurs at 10m-20m, 30m-40m and 50-60m, while the remaining
time runs at normal workload levels. After 10 minutes of normal workload, the workload
increases to a level where the SLO is violated, followed by a 10-minute period before
returning to the normal level. We develop our traffic generator based on the open source
version of IoTECS [117]. The experiment runs for a total of 70 minutes, resulting in three

workload increases and three corresponding decreases.

Experiments and metrics. RQ5.1 evaluates whether RanSLOScale effectively mitigate
SLO violations while minimizing computational resource usage. We measure resources
consumption by tracking the number of running pods in K8S, as more pods require more

computational resources.

168



For online shopping applications such as online boutique, response time is critical. In
our evaluation, we adopt an SLO defined as “90% of requests must have a response time
below 500ms” (i.e., SLOValue < SLOThreshold, SLOThreshold = 500ms). The SLOValue
is measured over a one-minute time window to reflect the response time within which 90%

of requests are responded to.

To compare RanSLOScale with HPA, we monitor the SLOValue and number of in-
stances every minute, tracking the frequency of SLO violations and the execution time of

RanSLOScale in resolving each violation.

For all microservices, we set the maximum number of instances to 10 (i.e., pod Numq, =
10) and the minimum to 1 (i.e., pod Numy,;, = 1). Each experiment begins with every mi-
croservice running a single instance. We configure the HPA with a CPU usage threshold of
80% and deploy one HPA per microservice, resulting in 11 HPAs for the 11 microservices
in online boutique. For RanSLOScale, the candidate pool size is set to 100, which serves

as the stopping condition.

In the bottleneck detecting step, we identify bottleneck services in Online Boutique:

frondend and productcatalogservice.

For offline training, we collect data over a 10-hour period by generating random traf-
fic and dynamically adjusting the number of instances for each bottleneck microservice.
During this period, the number of instances for each bottleneck service is updated every 5
minutes based on the following rule: if the SLO is met, the system increases the likelihood
of reducing the number of instances; if the SLO is violated, it is more likely to increase

them. We record the number of instances for bottleneck services, the metrics included in

169



Table 5.1: Performance comparison of MLL Regressor Models trained for Online Boutique
shop case study.

Model R? MAE

DecisionTreeRegressor 0.81 134.46
LinearRegression 0.35 571.84
KNeighborsRegressor 0.67 242.03
RandomForestRegressor 0.87 126.94
AdaBoostRegressor 0.63 370.30
GradientBoostingRegressor 0.85 170.57
BaggingRegressor 0.85 140.80
ExtraTreeRegressor 0.80 137.71

operationalMetrics, and the SLOValue every 5 seconds.

After collecting the training data, we train several machine learning regression models
and select the Random Forest Regressor (RFR) as the best-performing model, as it achieves
the highest R? score and the lowest mean absolute error (MAE), as shown in Table 5.1. To
account for the prediction error of RFR, we incorporate the MAE into the predicted SLO
value (SLOV aluepreqict) when comparing with SLOThreshold or computing fitness scores.
Specifically, we use SLOV aluey,eqict + M AE or SLOV aluey,egice — M AE depending on the
type of SLO. For latency-related SLOs, we use SLOV alueyyedice + M AE to avoid underes-
timating response time. For success-rate-based SLOs, we use SLOV alueyredicc — MAE to
avoid overestimating performance. This adjustment helps prevent misclassification of SLO

violations due to prediction errors.

Results: Figures 5.3 and 5.4 illustrate the SLOValue (P90 in this case study, representing
the time within which 90% of requests are served) and the number of instances monitored

under different scaling strategies: no scaling (Do Nothing), HPA, and RanSLOScale. In
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Figure 5.3: SLOValues over time for the Online Boutique shop case study.
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Figure 5.3, the Do Nothing shows SLO violations occurring at approximately 10m, 30m,

and 49m, with exceedances at 20m, 40m, and 60m. When using HPA, no violation is

observed throughout the experiment. With RanSLOScale, violations are detected during

high workload periods and resolved within 2 minutes each time by increasing the number

of instances for bottleneck microservices. When the workload drops from high to low,

the number of instances of bottleneck microservices decreases.

Figure 5.4 shows that

HPA results in a significantly higher number of pods compared to RanSLOScale. This is

confirmed by the statistical test results comparing the number of pods in Table 5.2.
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Table 5.2: Statistical-test results comparing the SLOValue, the average number of violation
occurrences, the duration of congestion and the number of pods obtained by 10 runs of
RanSLOScale versus baselines for the Online Boutique case study.

| | RanSLOScale vs DoNothing || RanSLOScale vs HPA |
H H avg p-value Aqs H avg p-value Aqq H

SLOValue 366.47 — 1076.46 | 0.37 | 0.51(N) || 366.47 — 91.62 | < 2.2¢-16 | 0.22(L)

4 of pods 12.35 - 11 < 2.2¢-16 | 0.29(M) || 12.35 — 25.05 | < 2.2¢-16 | 0.98(L)
# of Violation 3-3 NA 0.5(N) 3-0 1.594e-05 | 0O(L)
Violation Duration(m) 1.9 -10.3 3.25e-12 | 1(L) 19-0 3.121e-13 | O(L)

Although RanSLOScale results in a higher average SLOValue and number of violations
compared to HPA, it conserves computational resources by maintaining fewer pods during
low-workload periods while quickly resolving SLO violations once detected. This balance of
efficiency and responsiveness is crucial for applications with limited or costly computational

resources.

The answer to RQ5.1 is that RanSLOScale successfully resolves SLO violations and

exceedances in a traditional cloud-native application. Compared to HPA, RanSLOScale

significantly reduces computational resource usage by requiring fewer pods.

5.3.2 RQ5.2 - Usefulness

In this research question, we evaluate RanSLOScale on a GPU-intensive chatbot applica-

tion.

Case Study. The application under evaluation is a chatbot system based on large language
models (LLMs). This application is GPU-intensive, and GPU resources are both limited

and expensive. To successfully adjust the number of chatbot instances, we employ time
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slicing on a Nvidia A40 GPU and restrict the maximum GPU memory each pod can
request. Based on our preliminary experiments, our cluster can support a maximum of

three chatbot instances.

The traffic pattern follows a similar structure to that used in RQ5.1. Since response
time is significantly affected by chatbot’s answer length, we apply a simple query to the

chatbot requiring a short answer each time to eliminate this variable’s influence.

Experiments and metrics. RQ5.2 examines whether RanSLOScale can be applied to

different types of cloud-native applications with different SLOs.

For chatbot applications, while response time is important, our preliminary experiments
indicate that the 90th percentile response time (P90) remains stable under low workload
conditions, when the number of instances for each bottleneck microservice is fixed at one.
However, under high workload, P90 becomes unstable because the chatbot reaches its
service limit, leading to HTTP 500 errors instead of successful responses. This behavior,
shown in the second picture of Figure 5.5, suggests that defining SLOs similar to the first
SLO example in Section 5.1 is not appropriate for our chatbot application. Instead, it
may be more suitable to define alternative SLOs using different metrics or to consider the

variability range of P90 as the SLO metric.

To better reflect the health of the chatbot, we adopt success rate as the SLO metric.
As shown in the first picture of Figure 5.5, the success rate remains close to one under low
workload but drops significantly when the workload increases. For the chatbot application,
we define the SLO as “The success rate must be at least 95%.” The SLOValue is measured

over a one-minute time window.
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Figure 5.5: P90 and success rate under varying workloads for the Chatbot case study.

We monitor the SLOValue and the number of instances every minute, keeping track of
how many times SLO violations occur during operation, as well as the execution time of

RanPlan to resolve each SLO violation.

We set the maximum number of instances for microservices to 3 and the minimum
number to 1, starting each experiment when all microservices have only one instance. The
candidate pool size for RanPlan is also set to 100, which serves as the stopping condition.

Since the chatbot has only one primary microservice, it is designated as the bottleneck
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Table 5.3: Performance comparison of ML: Regressor Models trained for the Chatbot case
study.

Model R? MAE

DecisionTreeRegressor 0.89 0.0067
LinearRegression 0.27 0.0369
KNeighborsRegressor 0.84 0.0129
RandomForestRegressor 0.93 0.0084
AdaBoostRegressor 0.61 0.0298
GradientBoostingRegressor | 0.78 0.0196
BaggingRegressor 0.90 0.0094
ExtraTreeRegressor 0.86 0.0079

service.

In the offline training step, using only the number of instances and incoming QPS
results in poor model performance (R? < 0.72, MAE > 0.02). To improve accuracy, we
incorporate the CPU and memory usage per pod as operationalMetrics. The updated

R? scores and MAEs are reported in Table 5.3.

We select the RFR model as the best-performing model based on both R? and MAE.
Considering the MAE of the RFR, when comparing SLOV aluey,egicc Wwith the SLOThresh-
old to get the predicted SLOStatus or computing the fitness values, we incorporate the
MAE by using SLOV aluep,cqiq-MAE instead of SLOV aluepycgict to prevent misclassifica-

tions of SLO violations due to prediction errors.

Results. Figures 5.6 presents the performance of the chatbot under three conditions:
without any scaling method (Do Nothing), using HPA | and using RanSLOScale. As shown,
the chatbot encounters SLO violations during periods of high workload and exceeds the

SLO when the workload transitions from high to normal. Combined with the data in
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Figure 5.6: # of pods and SLOValues over time for the Chatbot case study.

Table 5.4, we observe that RanSLOScale effectively mitigates SLO violations and reduces
the number of instances for bottleneck microservices when the SLO is exceeded. Although
RanSLOScale cannot prevent SLO violations, it resolves them within a few minutes and

maintains a significantly lower number of instances compared to HPA.

Table 5.4: Statistical-test results comparing the average number of violation occurrences,
the duration of congestion, success rate and the number of pods values obtained by 10 runs
of RanSLOScale versus other methods for the Chatbot case study.

RanSLOScale vs DoNothing RanSLOScale vs HPA
avg p-value Aqs avg p-value Ao
SLOValue 98.86% — 96.26% | < 2.2e-16 | 0.37(S) || 98.86% — 99.76% | 1.738e-12 | 0.57(S)
# of pods 1.79 -1 < 2.2¢-16 | 0.24(L) 1.79 - 2.93 < 2.2e-16 | 0.85(L)
# of Violation 3-3 NA 0.5(N) 3-0 1.594e-05 | 0(L)
Violation Duration(m) 1.7 - 8.87 3.25e-12 1(L) 1.7-0 3.121e-13 | O(L)

The answer to RQ5.2 is that RanSLOScale successfully resolves SLO violations and

exceedances in a GPU-intensive LLM-based chatbot application, where the success rate

serves as the SLO value.
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5.3.3 Threats and Validity

Internal and external validity are the validity aspects most pertinent to our evaluation.

Internal validity: In our approach, we train machine learning models to predict
the SLOStatus. If the trained model is inaccurate, such as when the MAE is too large,
RanSLOScale may fail to identify a scaling decision that satisfies the SLO. In such cases,
even if a suitable scaling decision exists, the predicted SLOStatus may incorrectly indicate
a violation, causing potentially valid scaling strategies to be discarded. To mitigate this
issue, careful training of the ML models and periodic retraining based on collected data

are essential.

Another consideration related to internal validity is the bottleneck changes. RanSLOScale
currently does not account for bottleneck changes. If the bottleneck microservices shift,
or if the number of bottleneck microservices increases or decreases, the current version of
RanSLOScale is unable to adapt the scaling strategy accordingly. Addressing this limita-
tion requires future work. One potential solution is to invoke PBScaler’s [212] bottleneck
detecting method either when RanSLOScale fails to scale the application or periodically

updating bottlenecks.

External validity: We evaluated RanSLOScale using two cloud-native case studies:
the Online Boutique (CPU-intensive) and the chatbot (GPU-intensive) in Section 5.3. The
results demonstrate that RanSLOScale effectively mitigates SLO violations while optimiz-
ing resource utilization. Although these results build confidence in the broader applicability
of RanSLOScale, further evaluations with diverse case studies, including applications with

different workload characteristics, are necessary to further enhance external validity.
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5.4 Summary

In this chapter, we introduced RanSLOScale, an auto-scaling framework designed for cloud-
native applications orchestrated by Kubernetes (K8S). RanSLOScale dynamically scales
microservices to meet diverse SLOs in real time while optimizing resource utilization and
reducing the frequency of SLO violations. Unlike traditional scaling approaches that rely on
CPU and memory thresholds, RanSLOScale focuses on application-level SLOs, providing

more relevant and effective scaling decisions.

RanSLOScale leverages random search within the well-known MAPE-K self-adaptation
loop to generate and evaluate scaling strategies. By incorporating machine learning (ML)
models to verify scaling decisions in changing environments, RanSLOScale improves the

applications’ ability to handle fluctuating workloads and evolving operational conditions.

We evaluated RanSLOScale through two cloud-native case studies: (1) the Online Bou-
tique, a CPU-intensive microservices application, and (2) a chatbot based on Large Lan-
guage Models (LLM), which is GPU-intensive. The results demonstrate that RanSLOScale
effectively mitigates and prevents SLO violations while optimizing computational resources

in both scenarios.

5.5 Implementation and Availability

We implemented RanSLOScale based on the open-source version of PBScaler [212], a
bottleneck-aware autoscaling framework designed to prevent performance degradation in

cloud-native application. RanSLOScale is available online [2].
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Chapter 6

Related Work

Cloud-based systems play a critical role in modern computing. Ensuring their reliability
requires rigorous testing, while scalability techniques are essential for optimizing perfor-
mance, allowing applications to scale dynamically in response to changing workloads and
environments. Various methods have been proposed to verify system correctness and en-
hance scalability. In this chapter, we provide a comprehensive review of different methods
for verifying and scaling cloud-based systems. Section 6.1 presents an overview of existing
simulation and verification techniques, while Section 6.2 discusses approaches for scaling

cloud-based systems. We summarize the chapter in Section 6.3.

6.1 Simulation and Verification

We compare our simulation-based stress testing approach proposed in Chapter 3 with the

related work in the areas of simulation, testing, and domain-specific languages for cloud-
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based systems in the IoT domain.

6.1.1 Simulation and Testing of Cloud-Based IoT systems

To better position our work proposed in Chapter 3 within the literature on IoT simulation
and testing, we present in Table 6.1 a structured comparison with the research strands
and online tools most closely related to our work. We use the following criteria for the

comparison:

(1) Scope refers to the IoT layer(s) that an approach simulates or addresses in terms
of the particular testing challenges of the layer(s). Common IoT layers addressed by IoT

simulators include the following: device, edge, fog, network, and cloud. Each of these layers

possesses specific characteristics and details, and entails different analytical needs. Due to
the heterogeneity and intrinsic differences among these layers, IoT simulators and testbeds
usually focus on just one or two of these layers. Since fog and edge layers often serve
similar functions, they are sometimes used interchangeably in the IoT literature [16]. In our
classification of [oT simulators and testbeds, we consider the terms “fog” and “edge” to be
synonymous unless a clear distinction between fog and edge is made by the simulator or the
testbed. In addition, some methods are focused exclusively on the analysis and synthesis of
the data generated and transmitted between different layers, and do not explicitly capture

any IoT layer. In Table 6.1, the focus of these methods is denoted as “data”.

This classification of IoT layers aligns with the three-layer architecture of cloud-based

systems proposed in Chapter 1, which consists of the user, network, and cloud layers.

Specifically, the device, edge, and fog layers in IoT systems correspond to the user layer
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Table 6.1: Comparison of our approaches proposed in Chapter 3 with relevant work strands
in cloud-based IoT systems.

Approach(es) Scope Protocol(s) Virtualization | Scalability

MobloTSim [106] | IoT device MQTT X X

[165], AWS IoT De-

vice Simulator [11]

Nuvlot [125] ToT device REST, MQTT, | x X

AMQP, TCP, UDP

IoTSim-Edge [101] TIoT device, edge | MQTT, AMQP, | x X
device XMPP, CoAP

IoTCloudSamples IoT device, edge | MQTT, AMQP, | v X

[201] device REST, CoAP

EdgeCloudSim [196] | IoT device, edge | Unspecified v X
device, network,
cloud

OMNet++ [156], NS- | network MQTT, CoAP, TCP, | x v

3 [153], Castalia [34] UDP, ete.

COOJA [158], | network MQTT, CoAP, TCP, | x X

Mininet [141], Max- UDP, ete.

iNet [207]

PIoT [6Y] IoT device, net- | Unspecified X X
work

Kaala [50] TIoT device, mnet- | MQTT, CoAP, TCP, | v X
work, cloud UDP, etc.

I0TSim [214], | cloud Unspecified X X

GreenCloud  [107],

CloudSim [40], Net-

workCloudSim [73]

Moawad et al. [113] | data Unspecified X X

EMU-IoT [180] IoT device, edge | MQTT, HTTP v X
device, cloud

IOTier [151] ToT device, edge | 4G, Starlink, 802.11n, | v/ X
device, network DSL, etc

Fogify [199] edge device VXLAN v x*

UiTiOt v3 [129] IoT device 802.11a/b/g, ZigBee | v/ x*

Sendorek et al. [189] | IoT device, edge | MQTT, GPIO, I2C, | v X
device etc

iFogSim [31] TIoT device, edge | Unspecified v X
device

FogTorch [36] edge device Unspecified X X

FogNetSim-++ [175] | IoT device, edge | TCP, UDP, FTP,| x X
device, network HTTP, MQTT,

CoAP, AMPQ

Fogbed [55] edge device, fog | Unspecified v X
device, network,
cloud

EmuFog [138] fog device, network | Unspecified v X

Chapter 3 edge device, cloud | MQTT, TCP, UDP v v

* These approaches provide partial support for scalability but cannot go beyond limits of physical
computational resources.
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in cloud-based systems, as they represent data generation and initial processing before

transmission through the network.

(2) Protocol(s) indicate the network protocols that an approach supports. As indicated
in Table 6.1, IoT simulators that are focused on the network layer, e.g., [34,52,141,153,150],
may support several protocols. IoT simulators and testbeds, which are focused on evaluat-

ing edge / fog computing without specifying a network protocol, are denoted “Unspecified”

in Table 6.1.

(3) Virtualization indicates whether a simulation or testing approach uses any virtu-
alization techniques, such as virtual machines and containers, to enhance its effectiveness

and efficiency.

(4) Scalability denotes whether a simulation or testing approach has mechanisms to
expand its operational capacity when exceeding the computational resource limits. In other
words, this criterion determines if a simulator or a testbed offers configurable parameters
or other methods for scaling up its capacity. Depending on the focus, scaling up the
capacity may involve increasing the number of simulated IoT or edge devices, enlarging

the simulated network, or raising the number of pod instances in a cloud native system.

Having set the stage with Table 6.1, we now discuss the specific work strands listed in
the table. We begin with an overview of IoT simulations, followed by an outline of testbeds
and techniques designed for testing [oT systems. We then contrast our work with existing

[oT simulation and testing approaches.

IoT Simulation. Numerous simulators exist for different components of IoT systems,

e.g., IoT sensors and actuators [ 1,56, 106,125, 165], ToT edge devices [104,196,201], ToT
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networks [34, 111,153, 156,158,207], and IoT cloud infrastructures [10,73,107,211]. Among

these, the closest ones to our work are IoT edge simulators.

IoTCloudSamples [201] provides a simluation framework aimed at facilitating the devel-
opment and operation of edge software systems. ToTSim-Edge [104] is an ToT device-to-edge
simulator enabling the specification of various IoT-device characteristics, e.g., network con-
nectivity, mobility and energy consumption, and simulating the interactions of IoT devices
with edge devices. EdgeCloudSim [196] is an edge computing simulator providing features
such as network modelling, edge-server simulation, and packet generation for IoT devices.
iFogSim [%41] is an IoT device-to-edge simulator focusing on edge computing. It is used
to evaluate resource management and application scheduling policies across edge devices.
FogTorch [30] is a model designed for determining QoS-aware deployments of IoT appli-
cations in fog infrastructures. It accepts an infrastructure and an application as inputs
and employs a heuristic search approach to identify suitable deployments on edge devices.
FogNetSim++ [175] is a simulator designed for task execution in the fog or edge layer, fea-
turing a centralized broker that facilitates task scheduling and mobility-driven handover for
IoT devices. In addition to its system model, FogNetSim-+ offers an energy model and a
pricing model, enabling users to explore various request scheduling and resource handover
algorithms in fog computing environments. Fogbed [55] enhances Mininet |[111], a network
simulator, by adding support for Docker containers as virtual nodes within its edge and
fog layers. Combining Mininet’s functions with user-provided Docker images for edge, fog,
and cloud, FogBed enables the seamless integration of various computing elements, helping
users in designing and testing fog applications. Emufog [138] is an emulation framework

based on MaxiNet [207], a network simulator. This framework is designed for creating
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network topologies, placing fog nodes within these topologies, and executing applications
on the fog nodes. Emufog further provides a latency-based fog node placement policy,

facilitating the selection of simulated routers for ideal fog node deployment.

IoT Testing. Testing loT systems is a challenging task due to numerous factors, e.g.,
the sheer scale of IoT systems, the heterogeneity of IoT sensors and actuators, the diversity
of network protocols and network topologies in IoT systems, and the tight integration of

[oT systems with their environment [25].

Motivated by testing IoT systems, Moawad et al. [113] propose a conceptualization of
[oT data at run-time. They then use time-series compression and polynomial segmentation

algorithms to synthesize realistic sensor data based on their proposed conceptualization.

EMU-IoT [180] is an IoT testbed based on a microservice architecture. This testbed
can emulate IoT devices through containers running on virtual machines, create virtualized
gateways, and define orchestrators, monitors and load balancers. EMU-IoT has been ap-
plied for various testing purposes, e.g., testing the collection of information about resource
consumption across an IoT system. IOTier [151] is a testbed that enables using resource-
constrained containers as IoT components and grouping these components into a device
tier, gateway tier and cloud tier. Using IOTier, one can simulate dynamic changes in the
operating conditions of IoT systems and thereby test device capabilities, network perfor-
mance and load-balancing strategies. Fogify [199] is an edge testbed that focuses on emu-
lating edge topologies and deployment conditions using containerized descriptions. Fogify
further provides a mechanism to alter network quality and inject entity and infrastructure

downtime at run-time. UiTiOt (version 3) [129] provides a testbed for integrating real IoT
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devices with emulated devices that run as containers on virtual machines to support large-
scale experimentation. Sendorek et al. [189] propose the concept of a software-defined ToT
test environment. Their proposed testbed can define virtual environments, virtual sensors
and virtual communication devices as software, thereby allowing the combination of virtual

and real equipment for testing IoT applications and communication protocols.

Comparison. Most [oT simulators and testbeds in Table 6.1 are not edge-to-cloud
because they either concentrate mainly on the information flow between IoT devices and
the edge, or they exclusively target the network or cloud layers. Only two simulators,
Fogbed and EdgeCloudSim, along with one testbed, EMU-IoT, are edge-to-cloud. Among
these three, EdgeCloudSim [196] focuses on evaluating the performance of different edge
computing architectures, rather than assessing the performance of cloud systems as done
by our approach. In EdgeCloudSim, data packets are communicated primarily between
IoT devices and edge devices, with some packets from IoT devices directed to the cloud
when the architecture includes a cloud system. Due to the differences in focus and function
between EdgeCloudSim and our approach, we did not select EdgeCloudSim for a detailed
design comparison in Chapter 3. On the other hand, EMU-IoT and Fogbed are comparable
to our approach in terms of their function and are included in our detailed comparison in

Chapter 3.

Depending on specific application scenarios, IoT simulation and testing approaches
support different network communication protocols. Nevertheless, MQTT stands out as the
most popular choice for IoT systems. Our approach, IoTECS, which focuses on simulating
edge devices for stress testing cloud systems, supports MQTT, TCP, and UDP since these

protocols are widely used in IoT systems.
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Some existing loT simulators and testbeds (11 out of 29) use virtualization techniques
to improve the fidelity of the simulated devices or to efficiently manage simulated entities.
However, none of these simulators or testbeds support the objective that motivates our
work in Chapter 3, i.e., stress testing of cloud systems via a simulated edge layer. Further-
more, none of the approaches that use virtualization and containerization methods perform
systematic experiments that compare containers versus virtual machines and native hosts
for simulation. Hence, in addition to being novel in terms of the objective and focus, our
evaluation in Chapter 3 is novel in its empirically grounded examination of alternative

platforms for edge-device simulation.

The network simulators, OMNet-++, NS-3, and Castalia |34, 153, 156], support scal-
ability by providing mechanisms such as parallel and distributed simulation, along with
dynamic allocation and deallocation of resources during simulation. These simulators are,
however, only focused on the network layer. They neither tackle stress testing for IoT
cloud systems nor offer support for capturing the IoT edge and cloud layers as done in our
work. Some IoT simulation and testing techniques provide partial support for scalability
such as Fogify [199] and UiTiOt v3 [129]. Specifically, Fogify [199] allows for the addition
and removal of simulated nodes or entities, while UiTiOt v3 [129] can increase the number
of simulated IoT devices using virtual machines. However, such scalability supports are
not effective as the number of simulated devices and entities is restricted by the available
physical computational resources. In contrast, our approach offers the flexibility to specify
offset ranges and speed values. By increasing the offset range or decreasing the speed,
users can increase the number of simulated IoT and edge devices, thereby enhancing the

simulator’s scalability without requiring additional physical resources.
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6.1.2 Domain-Specific Languages (DSLs) for IoT

Model-driven engineering (MDE) is a well-established thrust in IoT [143, 147, 193]. DSLs
are particularly common as a way to abstract away from the complexity of IoT systems

and thereby simplify the construction and analysis of this type of systems.

Sneps-Sneppe and Namiot [192] propose a web-based DSL to simplify data access in IoT
web applications. This DSL supports both synchronous and asynchronous data updates as
well as communication between processes and sensors. Tichy et al. [200] present a DSL that
supports the declarative specification and execution of IoT system components for quality
assurance purposes. Gomes et al. [79] propose EL4IoT, a DSL that aims to simplify the
development of ToT-device applications by refactoring the network stack. Amrani et al. [14]
propose [oTDSL for specifying and assembling usage scenarios of IoT systems in a way
that would be understandable for end-users without programming expertise. Akesson et
al. [1] develop a DSL for IoT service composition. This DSL supports live programming,
drag-and-drop, and sequential, alternative and parallel events. Finally, Cacciagrano and
Culmone [39] propose a DSL, named IRON, for programming smart environments based
on Event-Condition-Action (ECA) rules [38]. The end goal here is to provide the ability

to intercept specific program anomalies and application-specific safety issues.

These existing DSLs have helped us better shape our approach proposed in Chapter 3;
nevertheless, none of these DSLs were designed to tackle our use case of interest, namely,
stress testing of cloud-based systems. Specifically, the flexibility we provide for using
different simulation platforms without requiring the users to have a deep understanding

of virtualization and containerization technologies, and the mechanisms our DSL offers for
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scaling up the number of edge devices are, to the best of our knowledge, novel.

6.2 Scaling and Self-Adaptation

We compare our approaches in Chapter 4 and Chapter 5 with related work on self-
adaptation frameworks, learning-based self-adaptation, network congestion control and

scaling methods for cloud-native applications.

6.2.1 Self-Adaptive Systems

To better position our approaches proposed in Chapter 4 and Chapter 5 within the soft-
ware engineering literature on self-adaptive systems, we present in Table 6.2 a structured
comparison with the research strands most closely related to our work. Our comparison

takes the following criteria into consideration:

(1) Adaptation paradigm refers to the method used to engineer self-adaptive sys-

tems [208]. In alignment with Weyns’ classifications of adaptation paradigms (or waves) [208],

we categorize related research as architecture-based, model-based, requirement-based,

control-based, or learning-based.

(2) Autonomic computing area is a classification introduced by IBM in the early

2000s [51], inspired by the human body’s autonomic system. It refers to the self-managing
characteristics of distributed computing resources, adapting to unpredictable changes while
hiding intrinsic complexity to operators and users. The main autonomic computing ar-

eas are: self-configuring, self-healing, self-optimizing and self-protecting. Briefly, self-
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Table 6.2: Comparison of our works in Chapter 4 and Chapter 5 with relevant work strands
in the literature on self-adaptive systems.

Adaptation | Area of Application Planning Strate
Approach(es) Parzf)digm Autonomic Dgﬁlain ’ *
Computing Online/Offline | Generative | Transferable
Kramer et al. [111] | Architecture- | General Generic Offline X X
based
Rainbow [74] | Architecture- | General Generic Unspecified X X
C2 [157] based
Inverardi et | Requirement-| General Generic Unspecified X X
al. [98] based
Morin et al. [145, | Model-based | General Generic Unspecified X X
|
Bhuiyan et al. [29] | Architecture- | Self- Network Offline X X
based optimizing
Stein et al. [198] | Model-based | Self- Network Offline X X
configuring
Anaya et al. [15] | Model-based | Self- Network Offline X X
configuring
DICES [190] Learning- Self-healing IoT Online X X
based
FUSION [66], Ro- | Learning- Self- Generic Online X X
drigues et al. [183] | based configuring
Camara et al. [11] | Learning- Self- [oT Online X X
based configuring
Weyns et al. [209], | Learning- Self- IoT Online x* X
Quin et al. [177] based configuring
Jamshidi et | Learning- Self- Robotics Online X X
al. [102] based configuring
Chapter 4 Learning- Self-healing IoT Online v v
based
Chapter 5 Learning- Self- Cloud- Online X X
based configuring native

* These approaches use Deep Learning (DL). DL can be used for generative tasks as well. However, in the
existing self-adaptation literature, DL has been used mainly for classification and regression use cases.
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configuring refers to the ability of the system to dynamically adapt to changes in the
environment; self-healing describes the capability to discover, diagnose and act to prevent
disruptions; self-optimizing entails the ability to optimize the system’s resource utilization;
and self-protecting involves anticipating, detecting, identifying and protecting against hos-
tile behaviours. While some approaches are specific to a particular area of adaptation, some
others propose architectures or models that can benefit several or all areas of autonomic

computing. These latter approaches are labeled “General” in Table 6.2.

(3) Application domain refers to the area or field where a given approach is applied. As

shown in Table 6.2, some approaches are “Generic” and not tied to any particular domain.
The more recent approaches, e.g., [15,29, 41,102, 177,190, 198,209, are typically targeted

at specific domains.

(4) Planning strategy relates to the planning step of the MAPE-K loop (Figure 1.6)

and characterizes the strategy used in this step according to three factors: (i) whether the
strategy is online or offline, (ii) whether the planning is generative, and (iii) whether the
results of planning are transferable. We distinguish between online and offline planning
as follows: Online planning strategies continuously learn and adapt while in operation,
adjusting to new system behaviour “on the fly”, while offline planning strategies lack the
ability to dynamically learn and apply at runtime new knowledge gained during system
execution. Offline strategies either employ pre-designed static policies or involve a distinct
pre-processing training phase that is not updated based on new data from the system in
operation. A generative planning approach is designed to update complex structures or
formulas used by a system, enabling the system to produce effective planning solutions

at runtime and reducing the need for the invocation of the planning step. A transferable
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approach generalizes solutions obtained over one system to other systems that share certain
common characteristics. Our contribution in Chapter 4 enhances the planning step of self-

adaptation by making it generative and transferable.

Having set the stage with Table 6.2, we now discuss the specific work strands listed in
the table. We begin with an overview of self-adaptation frameworks, followed by an outline

of more recent developments where learning is used for self-adaptation.

Self-adaptation frameworks. Engineering self-adaptive systems, including the prin-
ciples underlying the construction, maintenance and evolution of such systems, have been
studied from different angles and for different domains [15,29,45,50,75,198|. Kramer and
Magee [111]| propose a layered architecture model (component control, change management,
and goal management) as an abstraction mechanism for modelling and reasoning about
dynamic adaptations. Garlan et al. [71] develop the Rainbow framework — a reusable
architecture-based framework for self-adaptive systems. Rainbow uses a rule-based lan-
guage to implement self-adaptation rules, with the Rainbow architecture model monitoring

and detecting the need for adaptation in a managed system.

Inverardi and Mori [98] propose a feature-based self-adaptation framework to tackle
the evolution of requirements for high-variability systems. A feature is a dynamic unit
representing the smallest part of a service that the user can recognize. The proposed
framework handles the consistent evolution of component-based service-oriented systems
by adapting their features. Oreizy et al. [157]| propose the C2 architectural style to min-
imize inter-dependencies between components by communicating messages between them

through connectors. The proposed architecture is used as a basis for architecture-based
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runtime adaptation and evolution. Morin et al. [115, 116] propose a self-adaptation ap-
proach based on aspect-oriented modelling. This approach uses aspects as course-grained
adaptation units to avoid combinatorial explosion in the adaptation space. The approach
employs feature models to capture variability in the system and its context. The combina-

tion of aspects and feature models leads to a versatile platform for realizing self-adaption.

Bhuiyan et al. [29] propose an approach for autonomous adaptive sampling for network
systems. The adaptive rate sampling is implemented as an embedded algorithm and eval-
uated using simulators . Stein et al. [198] present a network topology adaptation model
and rule language, and demonstrate how the model and the adaptation rule language can
be employed in a self-adaptation monitoring loop. In this work, network links are up-
dated or removed in order to adapt to environmental changes. Anaya et al. [15] propose a
framework for proactive adaptation, relying on predictive models and historical informa-
tion about the environment. The predictive models are specifically used for improving the

decisions generated by the reasoning engine of the framework.

The above approaches aim to improve the engineering of self-adaptive systems by
proposing new architectures or by utilizing advancements in software modelling and re-
quirements engineering. In our works, in order to design a self-adaptive framework, we
use a centralized architecture, drawing inspiration from the MAPE-K loop. In that re-
spect, our works have been informed by the above approaches, since they too are largely
based on MAPE-K. Movahedi et al. [118] classify the proposed architectures for network
autonomy into centralized, distributed and hybrid architectures. While distributed and
hybrid architectures may offer better scalability, flexibility and fault tolerance compared

to centralized architectures [118], they also introduce additional overhead. In the case of
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distributed architectures, this overhead is due to the communication required for achieving
consensus among distributed adaptation managers. For hybrid architectures, the overhead
arises from the need for optimal allocation of responsibilities and management tasks be-
tween the central and distributed entities. Although we adopt a centralized architecture in
our works, our contributions are not strictly tied to this decision. Our main contribution
is in improving the planning step of self-adaptation, and this falls primarily under the
umbrella of dynamic adaptive search-based software engineering [33], which uses a blend
of artificial intelligence and optimization for adaptation. In this context, the closest work
to ours is DICES [190], which serves as our baseline in Chapter 4 and also employs a cen-
tralized architecture. We leave to future work the exploration of deploying our approaches
in decentralized and hybrid architectures. We anticipate that such architectures can be

supported if a comprehensive view of the targeted system is available.

Learning-based self-adaptation. There is a growing interest in using machine learn-
ing techniques in self-adaptive systems [185]. FUSION [66] uses a learning-based approach
where, instead of relying on static analytical models, a machine-learning technique, named
model trees learning (MTL), is used for configuring the adaptive behaviors of a system.
Like our approach, FUSION aims to mitigate environment uncertainty by gradually learn-
ing suitable adaptation solutions as the system operates in a new environment. FUSION
improves adaptation decisions using analytical models that predict the impact of such de-
cisions on quantifiable features, e.g., system response. Rodrigues et al. [183] use decision
trees to predict the time it takes to effect a change in the environment based on the current
state of the system, and utilize this information to configure adaptation policies. Camara

et al. [11] use reinforcement learning and quantitative verification to reduce the decision
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space in a self-adaptation framework for IoT systems. Jamshidi et al. [102] provide an
adaptation technique that, in an offline mode, learns a set of Pareto-optimal configura-
tions, and then uses these configurations in adaptation plans at runtime. To reduce the
adaptation space during the “Analyze” step of the MAPE-K loop, Quin et al. [177] propose
a machine-learning framework based on classification and regression. In a similar manner,
Weyns et al. [209] employ deep learning for adaptation-space reduction, supporting three

common classes of adaptation goals: threshold, optimization, and set-point goals.

Similar to the above approaches, we adopt a learning-based and online planning strat-
egy for self-adaptation in Chapter 4 and Chapter 5. Some of the above approaches use
techniques such as decision trees to predict configuration parameters |66, 183], while oth-
ers improve planning and decision making by narrowing the adaptation space at runtime
using classification / regression [11,102,177]. Recently, Weyns et al. [209] have used deep
learning (DL) to reduce the adaptation space at runtime. DL can eliminate the necessity
for domain engineers and further makes it possible to consider a combination of threshold,
minimzation and set-point adaptation goals. To date and in the context of self-adaptation,
learning models have been used in a discriminative way, where learned models are applied
to candidate adaptation options to identify a subset satisfying the desired adaptation goals.
In contrast, in Chapter 4, we adopt a generative approach: rather than using a predic-
tion model to determine which link-weight values satisty our adaptation goal, we use GP
to generate a formula that dynamically produces link-weight values meeting our goal. In
addition, we show that our planning strategy in Chapter 4 is transferable. That is, the
best formulas learned on smaller networks can be reused for larger networks, when both

the smaller and larger networks have the same topology.
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We note that DL models can be used in a generative way to produce adaptation solu-
tions, without applying the models to candidate solutions in the adaptation space. For the
case studies used by Weyns et al. [209], the size of the adaptation space is a few thousand
permutations, and hence, using DL models generatively was likely deemed unnecessary. In
our work presented in Chapter 4, however, the search space for link-weight values is much
larger. We thus opt to use a generative approach, specifically genetic programming (GP),
due to its flexibility in learning formulas that adhere to our specific grammar for link-
weight functions to optimize network routing. To our knowledge, we are the first to apply
GP for adapting SDNs, and reducing the need for frequent adaptations in this domain.
In our work presented in Chapter 5, the adaptation focuses solely on scaling the number
of instances of bottleneck microservices, which significantly reduces the search space. As
a result, we adopt a random search strategy, supported by machine learning models, to

generate the adaptation plan online, keeping the planning step lightweight.

6.2.2 Congestion Control in SDNs

Network congestion resolution has been studied extensively [9,28, 89, 136]. Some conges-
tion resolution approaches work by adjusting data transmission rates [28]. Several others
focus on traffic engineering to provide solutions for better traffic control, better traffic op-
eration, and better traffic management, e.g., by multi-path routing [30], creating a new
routing technique [133], and flow-based routing [13]. Chapter 4 is related to the research
that utilizes the additional flexibility offered by the programmable control in the SDN

architecture [3,35,17,76,78,92,95,190]. Within this line of research, congestion control
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is commonly cast as an optimization problem [17], to be solved using local search [76] or
linear programming [3]. Furthermore, there are techniques, e.g., [78], which use pre-defined
rules, and techniques, e.g., [217], which use machine learning (particularly deep learning)

to dynamically mitigate SDN congestion at runtime.

Building on the OPPBG (OpenFlow-based path-planning with bandwidth guarantee)
algorithm, Xiao et al. [211] propose an SDN traffic-routing approach which computes best
routing paths for new flows, taking into account both bandwidth requirements and the
number of link hops. Zuo et al. [217] use neural networks and build a sequence-to-sequence
model to generate ideal routing paths. This approach uses attention mechanisms [213]
to ensure reasonable order of the network nodes in a sequence and uses beam search to
move out of local optima. Chiang et al. [17] formulate multicast traffic routing in SDN as
an optimization problem and propose an algorithm for computing efficient routing paths,
considering bandwidth consumption, scalability and rerouting overhead. Gay et al. [70]
propose a minimal-time forwarding approach based on local search to lower link loads in
SDN and thereby improve network response time to unexpected events such as significant
traffic changes and network failures. Ghobadi et al. [78] propose OpenTCP — a rule-
based adaptation framework for resolving network congestion in SDN-based data centers.
In this approach, when a congestion is detected, the SDN controller generates (through
rules) a set of congestion-resolution actions, and distributes these actions to end hosts
for execution. Agarwal et al. [3| propose a graph-based algorithm for traffic engineering
in cases where there is only a partial deployment of SDN capabilities and where SDNs
co-exist with traditional networks. The authors show that network performance can be

significantly improved even with a few strategically deployed SDN switches.
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In contrast to our approach proposed in Chapter 4, none of the SDN congestion control
techniques that we are aware of evolve the routing rules in response to feedback from
SDN monitoring. Our approach is generative and its main purpose is, instead of directly
predicting suitable solutions for adaptation, to learn a higher-order structure, i.e., a link-
weight function, that generates optimal adaptations on demand. The generated link-weight
function evolves the flow rules in the flow table by updating the link weights for incoming
requests. While the routing algorithm itself is not changed, the flow rules are modified for
the incoming requests to avoid future congestion. In this way, our approach automatically
learns forwarding rules that reduce the likelihood of future congestion occurrences and

iteratively improves these rules when a congestion occurs.

6.2.3 Auto-Scaling in Cloud-Native Applications

As a fundamental capability in cloud-native applications, auto-scaling has been widely
studied, leading to various proposed approaches [57, , , 191]. Here, we review the

approaches that close to our work in Chapter 5.

Pozdniakova et al. [172] proposed a high-level architecture for enabling auto-scaling
in cloud native applications. Their work focuses on identifying the necessary layers and
components for auto-scaling but does not propose a specific method for addressing SLO
violations or exceedances. MS-RA [155] combines HPA and VPA, applying a rule-based
(threshold-based) scaling based on the current environment, including SLO status, CPU
usage and memory consumption. Pramesti et al. [173] proposed a rule-based (threshold-

based) horizontal autoscaling method based on respond time as the SLO. Their approach
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leverages a Support Vector Regression (SVR) model to predict response times, facilitating
autoscaling decisions. However, rather than considering the cloud-native application as a
whole and considering the interactions among the microservices, these approaches performs

scaling at the level of individual services.

Rather than making adaptations based on SLOs, Liu et al. [122] propose a method
that reallocates soft resources (e.g., server threads and database connections) to maximize
resource utilization after scaling. While their approach is SLO-aware in the sense that it
monitors SLOs, it does not directly use them as decision-making criteria for scaling. Cha-
multeon [24] is an auto-scaling method that integrates both reactive and proactive decision
logic, along with a conflict resolution mechanism. It is rule-based and primarily responds
to request arrivals but does not make scaling decisions based on SLOs. PEMA [93] focuses
on downscaling cloud-native applications to optimize CPU resource allocation. It initially
allocates abundant resources to keep response latency within the SLO, then iteratively
reduces resources based on feedback. While it preserves SLO compliance, the method ex-
clusively considers response time as the SLO and optimizes CPU resources through gradual
adjustments, requiring multiple iterations to find an optimal solution for a given workload

range.

HetSev [112] targets machine-learning inference-serving applications deployed on Ku-
bernetes with GPU support. It introduces an auto-scaling method that minimizes GPU
costs while maintaining latency SLOs as constrains. Based on multi-tenancy technology,
the approach employs a heuristic algorithm to decide when to scale and selects the cheapest
type among heterogeneous GPU instances. However, it lacks fine-grained mechanisms for

managing the scalability of microservices. PBScaler [212] is a bottleneck-aware autoscal-
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ing method that first detects bottleneck services using a random walk algorithm based on
topological potential theory. It then applies genetic algorithms (GA) to scale these bottle-
neck services. The GA component utilizes an offline SLO violation predictor to estimate
whether an SLO violation would occur for a given number of pod instances before applying

scaling decisions.

Similar to PBScaler [212], our approach in Chapter 5 adopts a bottleneck-aware strategy
for scaling cloud-native applications. In contrast to the methods mentioned above, our
approach in Chapter 5 uses a lightweight random search, with the help of machine learning
regressors, to select an optimal scaling strategy. This efficiency is enabled by bottleneck
detection, as we focus only on scaling bottleneck microservices based on metrics collected
from the live environment. The regressor model, initially trained offline, continuously
evolves using data collected during application operation, allowing it to adapt to changes
in the runtime environment. To the best of our knowledge, our approach is also the only one

evaluated on both a traditional cloud-native application and an LLM-based application.

6.3 Summary

In this chapter, we review existing approaches for verifying correctness and optimizing the
scalability of cloud-based systems, comparing them with the methods proposed in this the-
sis. Our verification approach, introduced in Chapter 3, uniquely integrates edge-to-cloud
simulation to enable efficient and flexible stress testing of cloud-based IoT applications
based on virtualization technology. For performance optimization, Chapters 4 and 5 focus

on the SDN and cloud-native domains, respectively, proposing scaling approaches based
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on GP and Random Search. These methods dynamically evolve adaptation strategies to

ensure that SLOs remain satisfied.

In the next chapter, we conclude this thesis by summarizing its key contributions and

discussing future research opportunities.
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Chapter 7

Conclusion

In this chapter, I summarize the contributions presented in this thesis and briefly discuss

potential directions for future research.

7.1 Thesis Contributions

Cloud-based systems have become an integral part of modern digital services, enabling
scalable, flexible, and on-demand access to computing resources across diverse domains such
as e-commerce, online gaming, IoT, and social media. As these systems grow in complexity
and scale, ensuring scalability across the user, network, and cloud layers becomes a critical
challenge. This thesis addresses these challenges by proposing simulation-based stress
testing and self-adaptive frameworks that optimize the scalability of cloud-based systems

while maintaining Service Level Objectives (SLOs) under fluctuating workloads.
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The contributions of this thesis are organized around three high-level research questions

that address scalability challenges in cloud-based systems.

First, to tackle the challenge of simulating large numbers of devices in the user layer
for stress testing (RQ1), I proposed an efficient model-based simulation framework that
employs symbolic representations to reduce resource consumption, as presented in Chap-
ter 3. This approach enables practitioners to conduct large-scale stress tests on cloud-based
systems with minimal resource requirements. In addition, I developed a domain-specific
language (DSL) to facilitate simulator construction and demonstrated that grouping sim-

ulated devices further enhances simulation scalability.

Second, to efficiently address network congestion while preventing future congestion oc-
currences (RQ2), I introduced a generative self-adaptation framework, GenAdapt, which
utilizes genetic programming to dynamically evolve the control logic of running systems,
as detailed in Chapter 4. GenAdapt continuously learns and updates system behavior to
mitigate SLO violations while reducing the need for frequent adaptation interventions. I ap-
plied GenAdapt to Software-Defined Networks (SDNs) in the network layer of cloud-based
systems, demonstrating its effectiveness in resolving network congestion and improving

overall system performance.

Third, to optimize the scalability of cloud-native applications (RQ3), I developed an
auto-scaling framework, RanSLOScale that integrates random search with self-adaptation
to dynamically manage the numbers of bottleneck microservice instances in a coordinated
manner, as discussed in Chapter 5. RanSLOScale continuously learns from the current

environment and generates scaling decisions, increasing the numbers of bottlenecked mi-
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croservices instances when SLOs are violated, and releasing resources by scaling down the
numbers of bottleneck microservices instances when SLOs are exceeded. This approach
goes beyond traditional scaling methods by considering the interdependencies between
microservices and addressing resource-intensive applications that are constrained by fac-
tors beyond CPU and memory usage. Simultaneously, it resolves various SLO violations,

ensuring SLO compliance while minimizing resource waste.

In summary, this thesis presents three approaches aimed at enhancing the scalability
of cloud-based systems across different layers. The first approach focuses on verifying
scalability in the user layer through efficient stress testing, while the other two address
autoscaling challenges in the network and cloud layers by resolving SLO violations, using

optimized computational resource.

By advancing the state of the art in stress testing, self-adaptive network management,
and auto-scaling for cloud-native applications, this research provides practical methodolo-
gies and tools that enable service providers to improve system scalability. In practice,
symbolic simulation and device grouping offer an efficient approach for large-scale stress
testing, while self-adaptive network control mechanisms like GenAdapt help resolve and
prevent network congestion. At the cloud layer, SLO-driven autoscaling enables more effec-
tive resource allocation and ensures responsive behaviour to workload fluctuations. These
approaches empower cloud-based systems to autonomously adapt to dynamic conditions
while maintaining service quality. By adopting these techniques and leveraging the pub-
licly available tools developed in this research, practitioners can build more efficient and

scalable cloud-based architectures.
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In addition to addressing various research questions related to scalability, this thesis
opens the door to a wide range of future research opportunities, which are outlined in the

following section.

7.2 Opportunities for Future Research

This section explores various technical and conceptual opportunities for future research

related to the contributions of this thesis.

Enhancing Stress Testing DSL for Cloud-Based Systems. While our current
verification approach (IoTECS) has been successfully adopted by our industry partner,
addressing existing limitations can further improve its usefulness and applicability. Key
advancements include introducing dynamic adjustments through high-level constructs for
more flexible configurations, providing real-time access to system metrics during stress
testing, and integration of SLOs to directly access stress impacts on service quality. An-
other promising direction is to make the DSL cost-aware. IoT solution providers often
rely on externally hosted resources for stress testing, incurring costs based on CPU and
memory usage for containers and virtual machines. Incorporating cost-awareness into the
DSL will enable optimization of simulation parameters to reduce expenses. Optimiza-
tion techniques, such as search algorithms, could be explored to strike an optimal balance
between the number of simulated IoT devices and the associated simulation costs. In addi-
tion, IoTECS could be expanded to support stress testing in other domains of cloud-based
systems, such as cloud-native applications, as demonstrated in Chapter 5. Although ex-

isting stress testing tools (e.g., JMeter) are available, our approach is distinguished by its
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user-friendly design, symbolic simulation of users, and ability to leverage virtualization.
Extending these capabilities to other domains will further expand IoTECS’s applicability

and impact.

Distributed Network Scaling. Another area for future work is transitioning
GenAdapt’s design from a centralized architecture to a distributed or hybrid one to enable
scalability in larger networks. Scaling GenAdapt to more complex and larger-scale environ-
ments requires designing distributed control mechanisms that can coordinate adaptation
decisions across multiple nodes while minimizing latency and communication overhead.
A distributed approach can also enhance fault tolerance by preventing a single point of
failure, ensuring that adaptation processes continue smoothly even if some nodes become
unresponsive. In addition, extending self-adaptive logic to the user layer of the cloud-
based systems presents an opportunity to improve traffic control. This approach allows
cloud-based systems to achieve faster response times, reduce congestion in high-volume
environments, and improve overall system efficiency by enabling localized decision-making

and adaptation closer to the data sources.

Combining Horizontal Scaling and Vertical Scaling. Our proposed cloud-native
autoscaling approach, RanSLOScale, has primarily focused on Horizontal Pod Autocaling
(HPA) due to its suitability for responding to sudden workload changes. Vertical Pod
Autoscaling (VPA) offers stable resource recommendations over longer periods, making it
complementary to HPA [173]. While VPA is not suitable for the evaluations conducted in
this thesis, future work aims to explore a hybrid scaling approach that combines HPA and
VPA. By integrating HPA and VPA, cloud-based systems can dynamically respond to both

short-term workload surges and long-term resource demands. This hybrid approach has
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the potential to optimize resource allocation by rapidly scaling out during sudden workload
changes while gradually refining resource configurations to maintain stability and reduce
overhead. Investigating adaptive policies to switch between HPA and VPA, depending
on workload characteristics, presents a promising avenue for enhancing performance and

efficiency of cloud-based systems.
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