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Abstract

With the development of quantum computers and quantum algorithms, many of
our classical public-key cryptographic systems will be compromised. To circumvent
this, one approach is to take our classical cryptographic systems and design them on
mathematically hard problems for which no known quantum algorithms can provide
a speedup. Our work revolves around one such cryptographic system, the anonymous
credential protocol.

In this thesis, we implement a post-quantum anonymous credential scheme, and
extend it to include additional features like the disclosure of properties of attributes.
We implement the protocol in Python, run a series of correctness tests, and then
compare our work with implementations from the literature. We also outline a more
complete picture of what adversarial models are needed for post-quantum security.
The motivation behind our work is to build more usable, feature-intensive anony-
mous credential systems that are resistant to adversaries with quantum computing
capabilities. We present our work as a step towards providing more easily accessible
software for a larger audience to extend.
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Chapter 1

Introduction

Anonymous credential systems are a privacy-enhancing cryptographic protocol that
consists of three main categories of parties: certificate authorities, provers, and ver-
ifiers. A certificate authority is a trusted third party that can issue anonymous cre-
dentials for provers. The provers can then use their anonymous credentials to disclose
attributes during transactions with the verifiers.

With the rise of quantum computing, attackers may one day have access to
full-scale quantum computers, compromising current public-key cryptographic sys-
tems. Quantum algorithms such as Grover’s algorithm and Shor’s algorithm provide
quadratic and exponential speed-up compared to the best-known classical algorithms.

Lattice-based cryptography is considered a potential candidate for post-quantum
cryptographic systems. Currently, there are no known polynomial-time quantum
algorithms that can solve lattice-based problems. The popularity of lattice-based
cryptography is also reflected in the candidate schemes for the US National Institute
of Standards and Technology (NIST) post-quantum cryptographic standardization
call for proposals. Two of the three finalized federal information processing standards
are based on the module lattice problem1.

In this thesis, we focus on the implementation, extension, and discussion of the
security of an anonymous credential scheme based on commit-transferable signatures.
The commit-transferable signature is a signature scheme that has two unique prop-
erties: it is able to compute a signature directly on a commitment, and its signature
can be transferred into a new signature where the underlying message in the commit-
ment is still the same. This lends itself very well to anonymous credentials that use
pseudonyms to preserve anonymity in interactions, since transferred signatures can
be thought of as pseudonyms.

Anonymous credentials have many real-life applications. They can be considered
as a digitized and privacy-enhancing equivalent of a driver’s license, passport, or

1NIST announcement on three approved Federal Information Processing Standards, two of which
are lattice-based.

1

https://www.federalregister.gov/documents/2024/08/14/2024-17956/announcing-issuance-of-federal-information-processing-standards-fips-fips-203-module-lattice-based
https://www.federalregister.gov/documents/2024/08/14/2024-17956/announcing-issuance-of-federal-information-processing-standards-fips-fips-203-module-lattice-based


1. INTRODUCTION 2

another identification document.
A prover, Alice, could obtain an anonymous credential issued for her personal at-

tributes by a trusted certificate authority such as a government agency. If Alice then
wanted to purchase a bottle of sherry at a liquor store, she could present her anony-
mous credentials and show the appropriate verifiers (i.e. the liquor store employee)
her birth date, without disclosing any other attributes.

There are extensions of anonymous credentials where provers can choose to dis-
close properties of their attributes well. An example scenario is if, continuing the
liquor store scenario above, the liquor store employee wants to check that Alice’s cre-
dential is not on a list of revoked licenses. This exact scenario would allow Alice to
engage in an interaction with the employee to disclose this property of her attribute,
without revealing the exact ID number of her credential. Another scenario is if Alice
is being considered for a delivery job position. Her potential employer may need to
verify whether she possesses a provisional driver’s license or a full unrestricted license.
Alternatively, perhaps Alice wants to prove that her province of residence is either
Ontario or Quebec. In another instance, for promotional deals at her local grocery
store, perhaps Alice may need to disclose that her age is below a certain threshold
(e.g., her age is between 0 and 31 years of age). There are a wide range of uses for
disclosing properties of attributes, and some of these examples will later be explored
in our implementation. We show examples visually in Figure 1.1. In the figure,
the credential has a list of attributes that have been committed beforehand. The
owner of the credential can engage with the verifiers to disclose information about
her attributes.

Anonymous credentials have been used in a diverse range of real-world appli-
cations, including products such as IBM’s Idemix and Microsoft’s UProve. More
broadly, there has been a growing number of governments interested in implementing
digital credential ecosystems. Although digital credentials and anonymous creden-
tials were once different technologies, nowadays they are often used to mean the same
protocol. In Canada, the federal government is in the planning stages of creating
an anonymous credential ecosystem2. In the European Union, a pilot project was
launched for their EU Digital Identity, an anonymous credential system for their
citizens and residents3.

Anonymous credentials are a cryptographic system that has a wide range of uses
and provides increased privacy for its users. There is also a growing audience of people
and governments around the world that are interested in adopting this technology.

2https://www.canada.ca/en/government/system/digital-government/digital-government-
innovations/digital-credentials.html

3https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-
age/european-digital-identity en
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Figure 1.1: An example of an anonymous credential that is equivalent to
a driver’s license. Some example scenarios of the disclosure of property of
attributes (NOT, OR, RANGE) and disclosure of attributes are shown. The
class attribute refers to the Ontario driver’s license class, where the G class
signifies a full unrestricted license.

1.1 Contributions

The main purpose behind our work is to provide an implementation result that will
further the development of more feature-complete post-quantum anonymous creden-
tials.

Thus, our main contribution is the implementation of a post-quantum lattice-
based anonymous credential scheme based on the work of [28]. We chose to use Python
because it is a high-level language that would potentially be more accessible to a larger
audience. The implementation can be found on our public GitHub repository:

https://github.com/wsherry/Post Quantum Anonymous Credential.

In addition to the base implementation, we have extended the protocol to be
able to disclose properties of attributes without revealing the attribute itself. These
extensions include proving that an attribute is NOT a value, that an attribute belongs
in a non-arbitrary RANGE of values, and that the attribute is either one value OR
another. We evaluated the efficiency of the base implementation (i.e. the issuing of
the credentials and the verification of the validity of the credentials) against existing
work in the literature.

We also ran completeness tests that simulated some real-life scenarios with the
disclosure of attribute properties functionality of our implementation. Some of these

https://github.com/wsherry/Post_Quantum_Anonymous_Credential


1. INTRODUCTION 4

real-life scenarios include disclosing information of a “driver license class” attribute,
checking the range of the age attribute, and more.

Furthermore, we discuss the security of the scheme against classical and quan-
tum adversaries. We do so by introducing a list of adversaries that post-quantum
anonymous schemes should take into consideration.

Our work is meant as a step towards a feature-comprehensive implementation.
Some of these additional properties and features are a next step toward furthering the
development of highly practical and efficient post-quantum anonymous credentials.
We have made our code public for the express purpose of encouraging other researchers
and developers to extend upon and adapt our work.

1.2 Outline

The thesis is organized as follows.
In Chapter 2, the relevant preliminaries and mathematical notations are intro-

duced. Some of the preliminary elements include abstract algebra basics and crypto-
graphic primitives.

In Chapter 3, post-quantum anonymous credentials are introduced. We provide
definitions, security notions, as well as a survey of relevant literature.

In Chapter 4, we discuss our implementation of the post-quantum anonymous
credential protocol. This section includes information on the design of the protocol,
additional features added, and specifications of the technologies used.

Next, in Chapter 5, we evaluate the implementation. Part of the evaluation in-
cludes discussion of adversarial security models and tests, the setup of the evaluation,
results, as well as comparisons of our implementation against other implementations
in the literature.

Finally, in Chapter 6, we discuss future work.
The thesis was written for a wide variety of readers, from those with extensive

backgrounds of the relevant material to those without much background. Here are a
few recommended ways of reading the thesis based on the reader’s interests:

• Readers interested in learning lattice-based cryptography can review the pre-
liminaries in Chapter 2.

• Readers with some basic lattice-based cryptography background, interested in
the anonymous credential scheme should review the Mathematical Notations in
Chapter 2.1 before skipping ahead to the start of Chapter 3.

• Readers interested in learning about post-quantum security can refer to Chap-
ter 5.
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• Readers interested in knowing how our anonymous credential scheme compares
to other works can refer to Chapter 3.2, and also to Chapter 5 for a comparison
with other implemented works.



Chapter 2

Preliminaries

In this chapter, we review the basic mathematical concepts and cryptographic back-
ground of the thesis. We first discuss the mathematical notations used throughout
the thesis, followed by relevant information about post-quantum cryptography, lat-
tices, gaussian distributions, zero-knowledge proofs, commitment schemes, and blind
signatures.

2.1 Mathematical Notations

Let Z represent the set of integers, R, the set of real numbers, and N, the set of
natural numbers. We denote a set of integers modulo q by Zq.

The two norms that are used in the thesis are as follows:

||x|| =
√∑

i

(xi)2 and ||x||∞ = maxi|xi|.

Our work heavily involves the use of cyclotomic rings. We represent them by:

R = Z[x]/(xN + 1) and Rq = Zq[x]/(x
N + 1), where N ∈ Z.

By default, the ring R is over degree N . For another degree d, we specify the ring to
be: Rd = Z[X]/(Xd + 1) and Rd,q = Zq[X]/(Xd + 1).

We represent a set of polynomials with an infinity norm of less than or equal to
β as:

Sβ = {a ∈ R | ||a||∞ ≤ β}, where β ∈ R and β > 0.

The convention we use throughout the thesis is a bold lower case letter (e.g., x) to
represent a column vector with elements in a cyclotomic ring and bold upper case
letter (e.g., A) to represent a matrix with elements in a cyclotomic ring. Non-bolded
lower case letters and upper case letters represent vectors and matrices in integer
rings, or as otherwise stated.

6
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2.2 Group Theory

Let us first discuss some basic elements of group theory.

Definition 2.2.1. Group [24]. A group G consists of a set of elements and an
operator * for combining two elements a,b ∈ G. The operator * must satisfy the
following four laws at minimum:

• Closure Law: For a, b ∈ G, a*b ∈ G

• Identity Law: There is an element e ∈ G such that e*a = a*e = a

• Inverse Law: For every a ∈ G, there is a unique inverse a−1 ∈ G satisfying
a ∗ a−1 = a−1 ∗ a = e

• Associative Law: a*(b*c) = (a*b)*c for all a,b,c ∈ G

As well, there can be the following law:

• Commutative Law: a*b = b*a for all a,b ∈ G. If this property is satisfied, the
group is also considered as a commutative or an abelian group.

The group operator * can be addition, multiplication, or another operation, and
the elements can be integers, functions, or polynomials, for example.

Definition 2.2.2. Ring [24]. A ring R is a set that has two operations, addition
and multiplication. Let us denote addition and multiplication by + and ·, respectively.
They satisfy the following properties:

• The + operation forms an abelian group.

• The · operation is closed under multiplication. In other words, multiplying any
two elements in R will give us another element in R.

• The · operation satisfies the associative law and the identity law with the mul-
tiplicative identity 1 ∈ R.

• Both operations satisfy the distributive law with respect to addition, e.g.,
a · (b+ c) = a · b+ a · c

• If the · operation also satisfies the commutative law, then R would be considered
a commutative ring.
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In lattice-based cryptography, polynomial rings are often used.
For a ring R, the polynomial ring can be denoted by:

R[x] = {a0 + a1x+ ...+ anx
n : n ≥ 0 and a0, a1, ..., an ∈ R}. (2.2.1)

The polynomial quotient ring is a class of rings of the form:

R[x]/f(x), (2.2.2)

where f(x) is some polynomial.
We are interested in a special kind of polynomial quotient ring, called the cyclo-

tomic polynomial ring, which we will discuss in the next section.

2.3 Cyclotomic Polynomials

Cyclotomic polynomials are a special kind of polynomial with primitive roots of unity.

Definition 2.3.1. Roots of Unity. For a positive integer n, the nth roots of unity
are complex solutions to equation xn = 1.

The set of all nth roots of unity is given by {ζkn = e2kπi/n|k = 0, ..., n− 1}.
Geometrically, the nth roots of unity can be interpreted as the points spread

evenly on the unit circle in the complex plane, where the x-axis represents the real
part of the complex number, and the y-axis represents the imaginary part. For
example, the 1st root of unity is 1, the second roots of unity are 1 and -1, and so
on [30]. A visualization of the roots of unity can be seen in Figure 2.1.

Now, let us consider what it means for a root of unity to be primitive.

Definition 2.3.2. Primitive Roots of Unity. The nth root of unity ζ is considered
primitive if there are no roots of unity for any integer d smaller than n, i.e. ζn = 1
and ζd ̸= 1 for d < n).

Putting all the pieces together, we have the following definition:

Definition 2.3.3. Cyclotomic Polynomial [30]. The nth cyclotomic polynomial
is a polynomial with nth primitive roots of unity, {ζkn = e2kπi/n|k = 0, ..., n−1}. They
take on the form:

Φn(x) =
∏

0≤k<n
gcd(k,n)=1

(
x− ζkn

)
. (2.3.1)

In special cases of the cyclotomic polynomial, when n is a power of 2, the nth
cyclotomic polynomial can be represented as Φn(x) = xm + 1, where m = 2k−1. We
consider this special case for the underlying ring in the Module Learning with Errors
(MLWE) problem which is discussed in Section 2.5.1.
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Figure 2.1: From left to right: the 1st, 3rd, and 6th roots of unity displayed
on a unit circle.

For lattice-based cryptography, and specifically the MLWE problem, the quotient
polynomial rings we are interested in look like the following, where N is a positive
integer:

R =
Z[x]

(xN + 1)
. (2.3.2)

Similarly, the ring of cyclotomic polynomials (modulo q) is:

Rq =
(Z/qZ)[x]
(xN + 1)

. (2.3.3)

Every element in R and Rq has the form of a0 + a1x + ... + aN−1x
N−1 with the

coefficients being in Z and Z/qZ, respectively. Every polynomial defined in R and
Rq is of degree less than N .

The advantage of using the MLWE problem over the Learning with Errors (LWE)
problem comes from the use of these cyclotomic polynomial rings. The cyclotomic
polynomials have unique algebraic properties that provide extra structure. The extra
structure is considered hard to exploit but improves the computational efficiency and
lowers the key size [30].

Since we will eventually be using a sub-ring, we show how an element of a ring can
be represented by its sub-ring. Let Rd = Z[X]/(Xd + 1) and RN = Z[X]/(XN + 1),
where N = dt for some integer t. We will show how one can map elements in Rt

d to
RN . We can represent polynomial a ∈ RN using b ∈ Rt

d:
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a =
t−1∑
i=0

bi(X
t) ⊗

RN

X i, (2.3.4)

where ⊗
RN

is the multiplication operator in RN [33].

2.4 Post-quantum Cryptography Primer

Cryptography was first considered an art before becoming a mathematical discipline
in the 1970s and 1980s [27]. In its earlier years, cryptography was primarily used by
the military; however, it has now been widely adopted for use by the public today [27].
Cryptography consists of algorithms and protocols. Algorithms define single tasks,
while protocols usually involve active participation between participants [1]. Some
examples of algorithms and protocols include the exchanging of secret keys, user au-
thentication, digital cash, and much more [27]. Post-quantum cryptography is an
extension of cryptography. It is similarly comprised of classical algorithms and pro-
tocols with the property of also being robust against quantum attackers. Let us first
explore some basics of cryptography before diving into post-quantum cryptography.

2.4.1 Goals of cryptography

This section closely follows [1].
The primary objective when designing cryptographic systems is to satisfy a set

of cryptographic properties that include confidentiality, integrity, and authenticity.
Confidentiality is about keeping information secret, so that only the intended

parties have access to the secret information. The secret information consists of the
secret message itself as well as its metadata. To ensure confidentiality in today’s
society, there are two classes of encryption and decryption algorithms that are used:
symmetric and asymmetric algorithms. Symmetric key systems (e.g., stream ciphers
and block ciphers) use the same key for both encryption and decryption. Some
common examples of symmetric key systems include the one-time pad and the widely
adopted Advanced Encryption Standard (AES). On the other hand, asymmetric key
systems, also known as public key systems (e.g., the RSA algorithm), use a key pair: a
public key for encryption and a private key for decryption.

Integrity defines who can make changes to the data. Changes to the data can
occur in both storage and in transit. However, only authorized parties should have
access. The general technique for ensuring integrity is to create a tag, sometimes
also known as a checksum or a fingerprint, along with the ciphertext. If the data is
changed in any way, the tag should reflect an alteration with high probability, and
the recipient would disregard the data.
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Finally, authenticity is about knowing who the parties are in a transaction, in
order to reduce impersonation attacks. Digital signatures are one such authentication
technique that is commonly used. We will explore the topic of blind digital signatures
in Section 2.9.

Ultimately, building and designing good cryptographic systems requires under-
standing and fulfilling these goals [1].

2.4.2 Cryptographic Strength

This section continues to follow [1].
It is also important to consider the strength of a cryptographic system. We

can achieve good cryptographic strength by selecting relevant adversaries and using
computational complexity theory, with respect to the cryptographic system and the
design goals in question.

When defining adversaries, we need to take into consideration what their capabil-
ities are as well as the resources that are available to them (i.e. time, computational
power, and storage capacities). The attack types and resources of an adversary help
to define an adversarial model. Adversaries are commonly classified as one of the
following types: passive, active, man-in-the-middle (MITM), honest-but-curious, fail-
stop, malicious, and byzantine [1]. The descriptions of each of these types can be
seen in Table 2.1.

To measure cryptographic strength, we need to consider the resources and com-
putational power that an adversary has access to. To do so, we use computational
complexity theory. Computational complexity theory is often used to estimate the
amount of effort needed to perform a task.

Big-O notation defines and categorizes resource usage into several classes, includ-
ing linear, polynomial, and exponential, which are represented by O(n), O(poly(n)),
and O(2poly(n)), respectively. These classes indicate the amount of resources used, in
terms of time and storage based on the input size (e.g., a polynomial function would
use a polynomial amount of resources in terms of the input size). Big-O notation pro-
vides an abstraction of measuring resources and computations, independent of actual
hardware and operating systems [1].

We now consider some approaches for selecting adversaries to achieve good cryp-
tographic strength.

One approach is to assume a computationally powerful adversary such as a
polynomial-bounded adversary with an impressively large but finite amount of re-
sources (i.e. lots of money, lots of employees, and state of the art supercomputers).
In this case, cryptographic protocols and tools are selected based on the belief and
assumption that an adversary cannot find the solution with their polynomial-bounded
resources. This is also known as computational security.
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Table 2.1: Adversary types and descriptions.

Adversary Type Description

Passive
Can read, copy, and analyze data.
The goal is to learn confidential information

Active Can read, modify, delete, and inject data.

Man-in-the-middle
(MITM)

Joins invisibly in a conversation between recipients.
Can be passive and actively modifying conversation.

Honest-but-curious
Performs protocol correctly and attempts to learn
confidential information.

Fail-stop Can halt protocol at any time.

Malicious Deviates from protocol entirely.

Byzantine Coordinated malicious agents in a distributed system.

The second approach is to assume that there are no computational limitations on
an adversary. This is also known as a computationally unbounded adversary, where
the adversary is assumed to have unlimited computing power, time, and memory.
This is also known as information-theoretic security. In this case, all possible solutions
to the underlying mathematical problem are equally likely, so the adversary cannot
determine which solution is the correct one. In other words, an adversary with infinite
resources will have no better strategy than guessing the answer randomly. Zero-
knowledge proof of knowledge (ZKPoK) protocols tend to use such a model [1]. On
the other hand, Pedersen’s commitment uses both models, and its hiding protocol is
information-theoretically secure, while its binding protocol is only computationally
secure. Both the ZKPoK and Pedersen’s commitment are important components of
our protocol.

While it is important to understand how to achieve cryptographic strength, it is
also important to convince others that a particular cryptographic protocol is indeed
strong.

For cryptographic protocols whose security is based on hard mathematical prob-
lems, security proofs can be used. A security proof is used to show that breaking the
algorithm is equivalent to solving its underlying mathematical problem. In a security
proof, we first select a theoretical model of the environment in which the protocol will
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operate. Common models include the standard model and the random oracle model
(ROM).

Definition 2.4.1. Standard model. The standard model is a model centered on
the adversary, where it is only limited by computational resources and time. Though
resource-bounded, adversaries still have more resources than honest parties.

The ROM model is an augmentation of the standard model.

Definition 2.4.2. Random Oracle Model [8]. The random oracle model uses a
black box that, given a unique input, provides as output, a random response chosen
uniformly. If a query is repeated, the same output is provided. All parties are given
access to the same random oracle.

Often, the standard model is more convincing and is more widely accepted.
The second step in a security proof is making any relevant assumptions relevant

to the cryptographic protocol and its underlying mathematical problem. Assumptions
are often made about the difficulty of performing certain mathematical computations,
when the difficulty is not rigorously proved or known. For this reason, one might hear
or read that a protocol is secure if the learning with errors (LWE) assumption is true.
These assumptions are not known to be true with absolute certainty, and it is an
active area of research to disprove or prove these assumptions.

Finally, the last step of the security proof involves showing a reduction from the
mathematical computation to the cryptographic algorithm. A reduction is defined
as an efficient transformation from one class of problems to another. The reduction
essentially says that breaking the cryptographic problem is synonymous with break-
ing the underlying mathematical computation. Some examples of reduction proofs
include showing that a given cipher is secure in the sense that it has indistinguishable
encryptions under chosen plaintext attacks (IND-CPA) [1].

As we have seen, achieving good cryptographic strength and then proving it are
important components of the overall security of a cryptographic scheme. To conclude
this section, we share some common definitions that are relevant and often used when
discussing security of a cryptographic protocol.

The security parameter denoted by λ, reflects the input size of the computational
problem. Conventionally, the security parameter is in the unary format, 1λ [30].

The negligible function is often used to describe the probability of success of
adversarial attacks.

Definition 2.4.3. Neglible Function [30]. A function, µ : N → R is considered
neglible if for every positive integer c, there exists an integer Nc such that for all
n > Nc, |µ(n)| < n−c .
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An encryption scheme is considered secure if any probabilistic polynomial-time
adversary (PPT) has a negligible probability of success in breaking the scheme. Prob-
abilistic refers to the attack being randomized, which often runs faster than deter-
ministic algorithms.

2.4.3 Post-Quantum Elements

Post-quantum cryptography (PQC) is a term coined for cryptographic systems that
are considered secure against attacks from quantum computers. Public-key crypto-
graphic systems are especially vulnerable to full-scale quantum computers, as current
classical cryptosystems based on integer factorization (e.g., RSA), discrete logarithm
(e.g., Diffie-Helman key exchange), elliptic curves (e.g., ECDH), and others will be
broken with full-scale quantum computers. Post-quantum cryptography is impor-
tant to consider now due to “store now, decrypt later” adversaries. These types of
adversaries store ciphertexts now, for decryption once full-scale quantum computers
are made available. This might be used by large intelligence agencies for example,
with some historical precedence of this kind of adversary in World War II and the
Cold War. During this time, the United States’ National Security Agency ran the
VENONA Project which led to the decryption of Soviet Union messages sent years
earlier [37]. It is also imperative that we make preparations for a future where quan-
tum computers are widely used. Additionally, the roll-out of post-quantum crypto-
graphic systems is likely to require a lot of time and latency. There are many steps
in turning a mathematical construct into a functional system.

To understand why access to full-scale quantum computers would break public-
key cryptographic systems, we turn our attention to a few quantum algorithms, one of
which is Grover’s search algorithm. Grover’s search algorithm can be used to attack
symmetric cryptographic systems [37]. It can find the unique input given a partic-
ular output value of a black box function and can do so in O(

√
n) evaluations [23].

This means that Grover’s algorithm could brute force a 256-bit key in approximately
2128 operations. It offers a quadratic speedup compared to some of the best known
classical algorithms. In practice, increasing the key length can help deter quantum
attacks. Thus, many modern applications require AES-256 so that they are better
protected against quantum computer attacks in the future [37]. However, for asym-
metric cryptosystems, the threat is much greater with Shor’s algorithm, which is able
to efficiently factorize large integers [40]. Discrete logarithm problems that many of
our current classical cryptosystems rely on would also be broken in polynomial time
using Shor’s algorithm [40].

IBM’s current best quantum computer, Heron, has 156 qubits. For context,
thousands to millions of fault-tolerant qubits would be necessary for running some of
these quantum algorithms [37].

Thus, for post-quantum algorithms, we turn to a class of mathematical problems
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that would not be affected by the exponential speed-up offered by quantum computers.
In other words, there are currently no known quantum algorithms that can solve these
mathematical problems more efficiently than classical algorithms.

The three most promising PQC algorithms in the NIST competition are lattice-
based, code-based, and hash-based. A table of the families of PQC algorithms is
shown in Table 2.2, which has been partially derived from [16, 37, 41].
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Table 2.2: Comparison of different post-quantum cryptography algorithms.

Post-quantum
cryptography
algorithms

Description [17] Pros and Cons
Supported
Services

NIST Candidate
cryptosystems
(3rd/4th round
submissions)

Lattice-based

A lattice of infinite
points is generated
from linear integer
combinations of a
basis. Messages are
represented by vectors,
and a public key in the
form of a matrix is made
available. The ciphertext
is a multiplication of the
message and the public
key, with some addition
of noise.

It has strong
security guarantees
with small key sizes
which makes it
suitable for a range
of applications.
However, there may
be implementation
challenges due to the
underlying complex
mathematical
constructs.

Key transport,
digital
signatures

KYBER,
FrodoKEM,
SABER,
DILITHIUM,
FALCON
NTRU Prime
NTRU

Hash-based

Based on the security
of hash functions.
Hash functions
convert a variable
length message into
a fixed-length block.
Signatures combine a
one-time signature
with a Merkle tree.
Hash functions are
used to compute the
nodes of the tree.

Hash functions
are foundational
in cryptography, and
have been carefully
evaluated. However,
it often requires
large key signatures
or increased
processing time. Also,
digital signatures
often are one-time
use.

Digital
signatures

SPHINCS+
PICNIC

Code-based

Algorithms are based
on error-correcting
codes. Often, the
messages are
randomized by adding
random errors.

It has well
understood security
assumptions. However,
its large key size
may cause bandwidth
and memory challenges.

Key transport
Classic McEliece,
HQC,
BIKE

Multivariate

These algorithms are
based on multivariable
polynomials over a
finite field.

It has small signature
sizes but is vulnerable
against attacks.

Digital
signatures

Rainbow,
GeMSS
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2.5 Lattices Primer

A lattice is a set of points in a m-dimensional space with periodic structure. Let
v1, . . . , vn ∈ Rm be a set of independent vectors. A lattice Λ is defined as a set of
linear integer combinations of v1, . . . , vn:

Λ = {a1v1 + a2v2 + · · ·+ anvn|a1, a2, . . . , an ∈ Z}. (2.5.1)

An example of a two-dimensional lattice can be seen in Figure 2.2. There are two
example bases in the figure, indicated by the straight and wavy arrows, respectively.
The wavy arrow basis is a considerably better basis for lattice computations than
the straight-line arrows. A better basis is determined by its vectors being closer
to orthogonal with one another, and also having minimal lengths. As we consider
high-dimensional lattices, this will become even more apparent.

Definition 2.5.1. Fundamental Domain. Let Λ be an n-dimensional lattice with
basis v1, ..., vn. The fundamental domain, also known as the fundamental parallelpiped
of Λ, is a region defined as:

F (v1, ..., vn) = {t1v1 + · · ·+ tnvn | ti ∈ [0, 1)}. (2.5.2)

The fundamental domain is the convex region surrounded by the given basis
vectors and nearby lattice points. An example of the fundamental domain can be
seen in Figure 2.2, which is represented by the shaded area.

An arbitrary vector t ∈ Rn in the span of a lattice Λ can be uniquely identified
by a lattice vector v and a translation of a vector w ∈ F , where F is the fundamental
domain of the lattice.

The coordinates of the basis vectors in a lattice are taken from an integer ring Zq,
where q is often a prime or a power of two and denotes the modulus [37].

Definition 2.5.2. Dual Lattice. Given a full-rank lattice L, its dual lattice Λ* is:

Λ∗ = {y ∈ span(Λ) | ∀x ∈ Λ, x · y ∈ Z}. (2.5.3)

The dual lattice is also a lattice, and they are used in a variety of places including
in the smoothing parameter for discrete Gaussian distributions, as we shall see in the
next subsection.
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Figure 2.2: A 2-dimensional lattice, where the vectors are the basis of the
lattice. The straight arrow pair is a basis, and the wavy arrow pair is another
basis. The shaded area represents the fundamental domain.

2.5.1 Hard Lattice Problems

There are a number of computationally hard problems that rely on lattices. Two
search problems include the Shortest Vector Problem (SVP) and the Closest Vector
Problem (CVP). Cryptosystems are often based on the decision versions or approxi-
mate variants of these problems [30].

Definition 2.5.3. Shortest Vector Problem (SVP). Given a lattice basis B, find
the shortest non-zero vector in the lattice Λ(B).

Definition 2.5.4. Closest Vector Problem (CVP) . Given a lattice basis B and
a target vector t that is not in the lattice Λ(B), find a vector in Λ(B) that is closest
to t.

The average-case hardness problem is known as the short integer solution (SIS)
problem.

Definition 2.5.5. Short Integer Solution (SIS). Let ai ∈ Zn
q be an n-dimensional

vector with entries that have been sampled uniformly from Zq. Let A = [a1, ..., am]
be a matrix and β be a positive integer. Find a non-zero vector x ∈ Zm such that
∥x∥ ≤ β and Ax = 0.
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A variant of the SIS problem that we are interested in is the module short integer
solution (MSIS). In MSIS, instead of working over integers, we work with modules.
Modules are a generalization of a vector space with a ring structure. The use of this
algebraic structure in MSIS helps to decrease key sizes and is considered more efficient
than the SIS problem.

Definition 2.5.6. Module Short Integer Solution Problem, M-SISq,ℓ,m,β [29].
Given a uniformly random matrix A ∈ Rℓ×m

q , output vector z ∈ Rm such that Az = 0
and 0 < ∥z∥ ≤ β.

The learning with errors (LWE) is another computationally difficult problem for
building lattice-based cryptosystems.

We first consider the starting point of such a problem. We take a set of basis
vectors v1, . . . , vn ∈ Zm

q and multiply them by secret integer coefficients s1, . . . , sn ∈ Z
to get a value t. The problem is to find what the values for s1, . . . , sn are, if t and
the basis vectors are given:

s1v1 + s2v2 + · · ·+ snvn = t. (2.5.4)

In the form of a matrix, this problem can be thought of as As = t, where A is the
matrix of all the basis vectors, and s denotes the secret set of integers s1, ..., sn. This
problem is easily solvable since it is a system of equations. The LWE problem makes a
slight modification to this problem, by introducing error terms. To do so, we assume
that t is not a point on the lattice but a point close to a lattice point. Essentially,
the LWE problem is trying to solve for s in the following equation:

As+ e = t′, (2.5.5)

where e is some error vector and t′ is a point close to a point on the lattice. Small
values of e are important for ensuring that intended recipients should still be able to
uniquely uncover the closest lattice point t from t′ [37].

The formal definition is as follows for LWE:

Definition 2.5.7. Learning with Errors (LWE). For a matrix A, a set of basis
vectors vi ∈ Zm

q , an unknown error vector of small integers e, some positive integer
q, and a point t ∈ Zm

q , determine the secret coefficient, s such that As+ e = t mod q.

Choosing sufficiently large rank and dimension, n andm, respectively, helps deter
and minimize the effectiveness of brute-force attacks.

We are interested in a variant of the LWE problem called the module learning
with errors problem defined below. A module is an algebraic structure that is a
generalization of rings and vector spaces. Module lattices are a generalization of
arbitrary lattices and ideal lattices.
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Definition 2.5.8. Decision module learning with error (MLWEq,ℓ,m,St) prob-
lem [29]: Let R be a ring, and St denote the set of all polynomials of infinity norm
less than t, i.e. St = {a ∈ R | ∥a∥∞ ≤ t}. Let ℓ ∈ Z. For R, s ← Sℓ

t , use Aq,s to
denote the distribution of (a, ⟨a, s⟩+ e) ∈ Rℓ

q ×Rq, where a← Rℓ
q and e← St. The

goal is to distinguish m samples from either Aq,s or U(Rℓ
q,Rq).

2.6 Gaussian Distribution

We source information from [30, 36, 42] for this section.
The discrete Gaussian distribution behaves similarly to the continuous Gaussian

distribution but provides discrete lattice support.
Gaussian functions are continuous functions defined in the following way:

f(x) = a · exp
(
−(x− c)2

2σ2

)
, (2.6.1)

where c denotes the mean, a defines the scaling factor, and σ defines the standard
deviation. Visually, the variables c, a, and σ represent where the peak of the function
is, the height of the function, and the width of the function, respectively. This can
be seen in Figure 2.3.

Figure 2.3: Continuous Gaussian function in R2.

Generalizing to a higher dimension, we can set a scale parameter s =
√
2πσ and

substitute it as σ to get an expression of the Gaussian measure:
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ρs,c(x) = exp

(
−−π∥x− c∥2

s2

)
. (2.6.2)

Normalizing the function with derivative ρ(x)dx = sn gives us an n-dimensional
Gaussian distribution [42].

The total measure, involves integrating the measure over Rn:∫
x∈Rn

ρs,c(x) dx = sn, (2.6.3)

The Gaussian probability density function can be represented as:

Ds,c(x) =
ρs,c(x)

sn
. (2.6.4)

Now, we can use the above equations to define the discrete Gaussian distribution
in a similar way. Since a lattice Λ is a countable set, we can consider the x to be a
non-continuous lattice vector [30]. The discrete Gaussian distribution over the lattice
Λ for all lattice vectors that belong to Λ is the following:

DΛ,s,c(x) =
ρs,c(x)

ρs,c(Λ)
. (2.6.5)

This assigns a value 0 to all x /∈ Λ and the values above for every x ∈ Λ [42].
The discrete Gaussian distribution is used as a noise model for LWE. The Gaus-

sian distribution is useful for smoothing a distribution over a space. Given a Gaussian
distribution, ρs,c(c) whose center is a lattice point, if random samples from this distri-
bution are modulo the lattice’s fundamental domain, the resulting samples will induce
a fundamental domain distribution. The larger the s is, the closer the distribution is
to uniform.

The usefulness of discrete Gaussian distributions is due to two of its key proper-
ties.

The first lemma proves that the discrete and continuous Gaussian distributions
share similar characteristics when the scale of the discrete Gaussian is sufficiently
large.

Lemma 2.6.1. Similar to Continuous Gaussian [36]. Let DΛ,s,c be a discrete
Gaussian distribution over an n-dimensional lattice Λ with arbitrary scale s ≥ 2ηε(Λ)
and center c ∈ Rn. For 0 < ε < 1, the following are satisfied:

∥Ex∼DΛ,s,c
[x− c] ∥2 ≤

(
ε

1− ε

)2

s2n,

Ex∼DΛ,s,c

[
∥x− c∥2

]
≤
(

1

2π
+

ε

1− ε

)2

s2n.
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The first inequality of the lemma tells us that on average, the random samples
of DΛ,s,c are close to the distribution center. The second inequality suggests that the
discrete Gaussian has almost the same variance as a continuous Gaussian which has
a variance of ns2

2π
.

Since a vector t ∈ Rn can be identified by a lattice vector v and a vector w in
its fundamental domain, we can reduce any arbitrary vector in Rn to a vector within
F by simply taking w = t mod F , giving rise to lemma 2.6.2 that one can sample
uniformly in the fundamental domain from a discrete Gaussian distribution.

Lemma 2.6.2. Near Uniformity [36]. Let Λ be an n-dimensional lattice and Ds,c

be a Gaussian distribution with arbitrary scale s ≥ ηε(Λ) and center c ∈ Rn. The
statistical distance between Ds,c mod F and a uniform distribution U(F ) over the
fundamental domain F is

∆(Ds,c mod F,U(F )) ≤ ε

2
.

This lemma motivates the definition of the smoothing parameter, which is the
minimum Gaussian noise magnitude such that it blurs the lattice to almost a uniform
distribution over Rn [30].

2.7 Zero-Knowledge Proofs

A zero-knowledge proof is a proof that reveals nothing other than its validity. This
primitive was first introduced by Goldwasser, Micali, and Rackoff in 1985. The main
motivation behind zero-knowledge proofs arose due to the question of how mutually
distrustful parties could reveal parts of their secrets to each other [22]. For example,
suppose that all users have their course grades available online in their password-
protected student accounts. If Alice wanted to disclose to Bob the grade she received
in her Cryptography 101 class, she could text or tell him her grade value. Bob,
however, cannot actually verify that Alice is telling the truth. One approach Alice
can take is to share her school account password with Bob so that he can verify that
she had indeed sent the correct grade value. This is undesirable for Alice because she
is also giving him access to view all of her grades and any accompanying sensitive
data. The point of zero-knowledge proofs is thus to allow Alice to convince Bob that
she has in fact revealed the correct information without having actually revealed more
information. In this scenario, Alice might consider taking a screenshot of her course
grade to send to Bob, with some relevant verifiable information (e.g., the domain
of the student portal URL, name of account, design of the website, date and course
title). We assume doctored screenshots are not permissible in this particular scenario.
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Firstly, in a zero-knowledge proof system, the two parties are often denoted by
a prover and a verifier. The prover provides a proof for a statement to convince the
verifier of its validity.

In a proof system, there are two main tasks, firstly a proof is produced, and
secondly, the proof is verified for its validity. These proof systems can be interactive
and non-interactive. In an interactive proof system, these tasks take place between
the verifier and the prover, and they communicate back and forth with messages. The
interaction between these two parties may be complex. The prover in this case may
want to prove to the verifier that some element belongs to a language L: x ∈ L. A
secure zero-knowledge proof should satisfy the properties: completeness, soundness,
and zero-knowledge. The soundness property ensures that the verifiers will not be
tricked into accepting false statements. The completeness property ensures that the
prover can convince the verifier of their true statements. The formal definitions are
given below.

Definition 2.7.1. Interactive Machine [22]. An interactive machine is a multi-
tape Turing machine with the following tapes :

• read-only input tape

• read-only random tape

• read-and-write tape

• write-only output tape

• a pair of communication tapes (one is read-only, the other is write-only)

• read-and-write switch tape

Each interactive machine has a single bit σ ∈ {0, 1} called its identity. The machine
is active if its identity is equal to the content of the switch tape. Otherwise, the
machine is idle. While in idle state, the machine cannot make any modifications to
its state or any of its tapes. When a machine is active and content is written on its
write-only communication tape, this is equivalent to having the message sent. The
read-only communication tape, on the other hand, is called the message received. The
movement of the pair of communication tapes is unidirectional.

Definition 2.7.2. Interactive Proof [22]. The generalized interactive proof is
defined as follows. An interactive pair (P ,V) is called an interactive proof system for
a language L, with completeness bound c(n) and soundness bound s(n) if:

• (Completeness): for every x ∈ L: Pr[(P ,V)(x) = 1] ≥ c(|x|)
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• (Soundness): for every x /∈ L and every interactive machine B:

Pr[(B,V)(x) = 1] ≤ s(|x|)

The property of zero-knowledge captures the idea that no additional knowledge
is revealed during the protocol. In other words, whatever the verifier computed after
interacting with the prover on input x ∈ L can also be efficiently computed from the
input x without interaction [22]. We now take a look at perfect zero-knowledge and
computational zero-knowledge.

Definition 2.7.3. Perfect Zero-Knowledge [22]. Let (P ,V) be an interactive
proof system for some language L. We say that (P ,V) is perfect zero-knowledge if for
every probabilistic polynomial-time interactive machine V∗ there exists a probabilistic
polynomial-time algorithm M∗ such that for every x ∈ L the following two conditions
hold:

1. Pr[M∗(x) =⊥] ≤ 1
2
, where ⊥ is just a special symbol,

2. Let m∗(x) be a random variable describing the distribution of M∗(x) conditioned
on M∗(x) ̸=⊥ (i.e. Pr[m∗(x) = α] = Pr[M∗(x) = α | M∗(x) ̸=⊥] for every
α ∈ {0, 1}∗). Then the following random variables are identically distributed:

• ⟨P ,V∗⟩(x), (i.e. the output of the interactive machine V∗ after interacting
with the interactive machine P on input x), and

• m∗(x) (i.e. the output of machine M∗ on input x, conditioned on not
being ⊥).

Machine M∗ is called a perfect simulator for the interaction of V∗ with P.

Often times, we can apply a relaxation and use the following definition instead.

Definition 2.7.4. Computational Zero-Knowledge [22]. Let (P ,V) be an in-
teractive proof system for some language L. We say that (P ,V) is computational
zero-knowledge (or just zero-knowledge) if for every probabilistic polynomial-time in-
teractive machine V∗ there exists a probabilistic polynomial-time algorithm M∗ such
that the following two are computationally indistinguishable:

• {⟨P ,V∗⟩}x∈L⟩ (i.e. the output of the interactive machine V∗ after it interacts
with the interactive machine P on input x), and

• {M∗(x)}x∈L (i.e. the output of machine M∗ on input x).

The machine M∗ is called a simulator for the interaction of V∗ with P.
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2.7.1 Rejection Sampling

Rejection sampling is a useful tool in lattice-based cryptography.
In lattice-based zero-knowledge proofs, the prover wants to output a vector whose

distribution is independent of a secret message vector. The reason behind this is so
that no additional information can be gleaned from the secret message. Oftentimes,
during an interaction with a prover and verifier, the prover will compute a vector
z = cr+y, where c is a challenge sent by the verifier, r is a secret random vector, and
y is a masking vector. To hide r in z, rejection sampling is used. A short y is chosen
from a narrow distribution D, so that the secret r is not leaked when y is added [20].

In other words, we need to ensure that z is ultimately within the distribution
D. Hence, in rejection sampling, we only accept samples that fall within the target
distribution D. If z is greater than the target distribution, it is rejected. Some
advantages of rejection sampling include flexibility and less memory usage. These are
attributed to the fact that the parameters of the discrete Gaussian distribution can
be changed and the memory used is often independent of the parameters chosen [19].

In particular, we are interested in the following rejection sampling lemma and
its corresponding algorithms, which can be seen in Table 2.3.

Lemma 2.7.5 (Lemma 2.14 from [32]). Let V ⊆ Rℓ be a set of polynomials with
norm at most T and ρ : V → [0, 1] be a probability distribution. Fix the standard
deviation s = γT . Then, the following statements hold.

1. Let M = exp(14/γ+1/(2γ2)). Now, sample v← ρ and y← Dℓ
s, set z = y+v,

and run b ← Rej1(z,v, s) as defined in Table 2.3. Then, the probability that
b = 0 is at least (1 − 2−128)/M and the distribution of (v, z), conditioned on
b = 0, is within statistical distance of 2−128 of the product distribution ρ×Dℓ

s.

2. Let M = exp(1/(2γ2)). Now, sample v ← ρ and y ← Dℓ
s, set z = y + v, and

run b← Rej2(z,v, s) as defined in Table 2.3. Then, the probability that b = 0 is
at least 1/(2M) and the distribution of (v, z), conditioned on b = 0, is identical
to the distribution F where F is defined as follows: sample v ← ρ, z ← Dℓ

s

conditioned on ⟨v, z⟩ ≥ 0 and output (v, z).

3. Let M = exp(1/(2γ2)). Now, sample v ← ρ, β ← {0, 1} and y ← Dℓ
s, set

z = y + (−1)βv, and run b ← Rej0(z,v, s) as defined in Table 2.3. Then, the
probability that b = 0 is at least 1/M and the distribution of (v, z), conditioned
on b = 0, is identical to the product distribution ρ×Dℓ

s.



2. PRELIMINARIES 26

Table 2.3: [Fig. 1 and Fig. 2 [32]] Three rejection sampling algorithms.

Rej1(z,v, s)

1 u← [0, 1)

2 If u >
1

M
· exp

(
−2⟨z,v⟩+ ∥v∥2

2s2

)
3 return 1 (i.e. reject)
4 Else
5 return 0 (i.e. accept)

Rej2(z,v, s)

1 If ⟨z,v⟩ < 0
2 return 1 (i.e. reject)
3 u← [0, 1)

4 If u >
1

M
· exp

(
−2⟨z,v⟩+ ∥v∥2

2s2

)
5 return 1 (i.e. reject)
6 Else
7 return 0 (i.e. accept)

Rej0(z⃗, v⃗, s)

1 u← [0, 1)

2 If u >
1

M · exp
(
−∥v∥2

2s2

)
· cosh

(
⟨z,v⟩
s2

)
3 return 1 (i.e. reject)
4 Else
5 return 0 (i.e. accept)
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2.8 Commitment Schemes

A commitment scheme allows one party to commit to a message while satisfying
the hiding and binding properties. The hiding property states that the commitment
should not reveal anything about the message. The binding property states that
the commitment cannot be later opened to reveal two different messages. In other
words, it can only reveal the original message that had been committed. Often, the
commitment scheme can be thought of as analogous to a sealed envelope containing
a letter. The contents of the envelope are safe from prying eyes until it is opened. In
addition, the letter is also binding since it has been placed in the sealed envelope and
cannot be changed [27].

The basic protocol consists of two algorithms:

• Gen(1λ): outputs the parameters of the protocol, params

• Com(params, m; r): outputs a commitment comm given a randomness r and a
message m

In Figure 2.4, the basic commitment scheme is shown with the algorithms dis-
cussed. The sender is able to make a commitment and send it to the receiver. To
allow an opening of the commitment, the sender can send m and r to the receiver.
Then, the receiver can verify that Com(params, m; r) equals the commitment comm
that was given to the receiver [27].

Although there are a number of different commitment schemes in the literature,
there are two of great importance to us: the BDLOP commitment and the ABDLOP
commitment. The ABDLOP commitment combines the Ajtai commitment with the
BDLOP commitment [32].

Ajtai’s commitment scheme commits to a message m using randomness r where
both ∥m∥ and ∥r∥ are small. Let A1 and A2 be public matrices, and t be the
commitment [2]:

A1 ·m+A2 · r = t mod q. (2.8.1)

The opening to Ajtai’s commitment is m and r. The opening essentially allows a
verifier to check if the commitment was made honestly or not. Creating a second valid
opening (m′, r′) is equivalent to solving the SIS problem over Rq. This commitment
scheme is also hiding because this commitment relies on the fact that the two matrices,
A2 and A2 · r are indistinguishable from uniform.

The BDLOP commitment scheme, on the other hand commits to a message n
using randomness s, where ∥s∥ is small. Matrices A and B are publicly known, and
the commitment is t [6]:[

A

B

]
· s +

[
0

n

]
=

[
tA

tB

]
= t mod q. (2.8.2)
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Figure 2.4: Basic commitment scheme with the sender on the top left and
the receiver on the bottom right. Let m represent the message, r represent
the randomness and params represent the parameters.

The s is the opening for the BDLOP scheme, since it can uniquely determine
what n is. Similarly to the Ajtai’s commitment scheme, the hiding property of this
commitment relies on the fact that the following two matrices are indistinguishable
from uniform: ([

A
B

]
,

[
A
B

]
· s
)
.

The relevant commitment scheme which our implementation uses, combines both
Ajtai’s commitment scheme and the BDLOP scheme to form the ABDLOP commit-
ment scheme: [

A1

0

]
·m +

[
A2

B

]
· r +

[
0

n

]
=

[
tA

tB

]
= t mod q , (2.8.3)

We do not require knowledge of both the randomness values r from Equation 2.8.1
and s from Equation 2.8.2 for the opening [32]. The hiding property follows from r
being chosen from a distribution such that the following matrices are indistinguishable
from uniform: ([

A2

B

]
,

[
A2

B

]
· r
)
. (2.8.4)
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2.9 Blind Signatures

Blind signatures were first introduced in 1983 by David Chaum [14]. In his work, he
outlined an untraceable payment system that uses a blind signature.

Blind signatures are a variation of digital signatures. They allow a signer to
blindly sign a recipient’s message without having seen what the message is. One of
the analogies given in Chaum’s work describes a ballot counting system in the form
of a carbon lined envelope. The idea is that the voter seals their vote in one of these
carbon-lined envelopes, places this envelope within another larger envelope, inscribes
her return address on it, and mails it off to the trusted signer. Upon receiving this
envelope, the trusted signer opens the larger envelope and signs the outside of the
carbon-lined envelope, without having seen the contents of the inner envelope. The
signer places the signed envelope within another envelope and mails it back to the
voter. The voter is now allowed to open both envelopes to access their vote. The
vote, now certified and signed, can be later sent to the polling station without a
return address, where the ballots are verified against the public key of the trusted
signer and the ballots are tallied.

The main properties of this protocol are that the trusted signer can sign a hidden
message without knowing what the message reads. In addition to this, this message
once signed, can be revealed in its raw form and is untraceable to the original owner
of the message.



Chapter 3

Post-Quantum Anonymous
Credentials

An anonymous credential system is a privacy-enhancing scheme with three main
parties: a certificate authority, a prover, and a verifier. There are also two main
algorithms as part of the scheme: the issuing and verification algorithms. The anony-
mous credential system can be seen in Figure 3.1. In an anonymous credential scheme,
provers initially meet with the certificate authority offline to prove ownership over the
attributes they would like to commit to their credential. In the real world, provers
can be thought of as customers that may require a credential to access services. Cer-
tificate authorities are trusted parties, often government agencies, that can issue an
anonymous credential to provers through the issuing protocol. Once the anonymous
credential is issued, provers can participate in a showing protocol with the verifiers.
The showing protocol enables provers to share the validity of their anonymous cre-
dentials as well as a subset of their credential attributes with verifiers. Verifiers can
then verify the validity of the credentials and any subset of attributes that were re-
vealed in the process. In particular, provers often will share a pseudonym with the
verifiers instead of their original credential. When these pseudonyms are generated
honestly, verifiers should be convinced of its validity with respect to the original cre-
dential, while still preserving the privacy of the prover. In some extensions of the
protocol, verifiers can also verify that the properties of certain attributes are valid
(i.e. if the age attribute falls within some range) without learning more information
during their interaction. Verifiers can be thought of as institutions, businesses, or
some other service-provider entity. They primarily validate and verify the correctness
of credentials in order to proceed with the services they are offering.

Anonymous credentials and digital credentials have had slightly different defini-
tions in the literature since their origin, but over the years, they have commonly been
referred to under the umbrella term, anonymous credential system. Credentials were
first introduced by Chaum in 1985 [15]. In 2000, Stefan Brands introduced the notion

30
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Figure 3.1: The parties and interactions involved in an honest anonymous
credential scheme.

of digital credentials, a primarily single-use extension of Chaum’s previous technology
which introduced the disclosure of attribute properties [11]. Around the same time,
Camenisch and Lysyanskaya built a scheme called anonymous credentials that was
multi-use because users could prove knowledge of a valid credential without having to
reveal it [12]. Since then, numerous adaptations have surfaced based on both types
of technologies.

More recently, some post-quantum anonymous credential work has surfaced. In
particular, various lattice-based frameworks have been proposed [4, 9, 10, 13, 28,
34, 35, 38]. Among these proposed post-quantum schemes, we have chosen to base
our main implementation on the work of [28]. Their scheme focuses on using what
is called a commit-transferrable signature. This scheme was chosen for its low key
sizes and more efficient computations, compared to some of the other schemes. More
information on the relevant works and why we chose [28] is given in Section 3.2.

3.1 Definitions

Anonymous credentials are multi-use. The multi-use comes from giving the provers
the ability to create pseudonyms of valid credentials and then using a different
pseudonym during different interactions with verifiers. We are interested in multi-use
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credential schemes.
Anonymous credentials often satisfy a subset of the properties: anonymity, un-

forgeability, and unlinkability. Informally, these properties are described as follows.
The anonymity property ensures that the prover stays anonymous during inter-

actions with the certificate authority and verifiers. Anonymity with the certificate
authorities ensures that the certificate authorities cannot distinguish between two
provers with two different inputs in the issuing stage. The anonymity with veri-
fiers property is satisfied when a prover interacts with a verifier, and no additional
information is revealed beyond whether the credential is valid or not.

The unforgeability property ensures that an adversary cannot prove that they
have a valid credential if they have never been issued a valid credential from the
certificate authority.

Unlinkability ensures that verifiers and certificate authorities cannot track the
actions of a specific prover. In other words, an adversary cannot distinguish if two
different pseudonyms belong to the same prover or not. If a prover discloses uniquely
identifying information during their interaction with the verifier, this property does
not hold.

These three properties are discussed more formally in Section 3.4 on security
notions.

3.2 Literature Review on Lattice-based Anonymous

Credentials

We will now discuss some post-quantum anonymous credential schemes from the
literature. We compare the works in the literature against each other, and we ulti-
mately decide on using the commit-transferrable signature-based scheme [28] which
we provide the reasoning for in Section 3.2.6.

3.2.1 Lattice Signature with Efficient Protocols, Application
to Anonymous Credentials

Jeudy, Roux-Langlois, and Sanders construct lattice-based anonymous credentials in
their work [26]. Their scheme is based on a lattice-based signature scheme which
efficiently allows commitments of messages to be signed. Additionally, their scheme
proves in zero-knowledge the possession of a message-signature pair. The main prop-
erties of this protocol are anonymity, unlinkability, and unforgeability. The underlying
hard problems of their system are M-LWE and M-ISIS, the inhomogeneous variation
of M-SIS. The soundness of the zero-knowledge argument of knowledge (ZKAoK)
used in their scheme comes from the EUF-CMA security.

The M-ISIS problem is defined as follows.
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Definition 3.2.1. M-ISISd,m,q,β. Let U denote the uniform distribution. Let d,m, q
be positive integers and β > 0. The Module Inhomogeneous Short Integer Solution
problem M-ISISd,m,q,β asks to find s ∈ Rm such that Ds = t mod qR and ∥s∥2 ≤ β,
given D sampled from the distribution U(Rd×m

q ) and t sampled from U(Rd
q).

Definition 3.2.2. EUF-CMA security model. This model is the Existential
Unforgeability against Chosen Message Attacks security model. This security model
captures the idea that attackers capable of obtaining signatures on messages of its
choosing are unable to forge a signature on a new message.

There have been some further extensions and developments on this scheme.
Chathurangi, Li, Foo, and Zhang extended the above scheme to include the prop-

erty of traceability [13]. The traceability property allows for the de-anonymization of
the credentials if misuse of a credential is suspected. In addition to a certificate au-
thority, prover, and verifier, there are two additional actors in their scheme—a tracer
and a judge. The tracer has the capability to generate deanonymization data when
credential misuse is suspected. The tracer then forwards this data to the judge who
can recover the identity associated to the credential.

In another paper, Argo, Güneysu, Jeudy, Land, Roux-Langlois, and Sanders
design and implement a similar anonymous credential scheme, using signature with
efficient protocols (SEP)[4]. They designed a SEP which comes with two main proto-
cols: an issuing protocol on committed messages and an efficient proof of knowledge
of a signature. The two properties of their anonymous credential implementation are
anonymity and unforgeability. In their work, they implemented a proof of concept
using the C language1.

3.2.2 A Framework for Practical Anonymous Credentials from
Lattices

Bootle, Lyubashevsky, Nguyen, and Sorniotti introduced a lattice-based anonymous
credential based on a new variant of the SIS problem, called the ISISf problem [10].

Definition 3.2.3. ISISf Problem. Let [N ] = {1, 2, . . . , N}. Given a matrix
A ∈ Zn×m

p , a function f : [N ] → Zn
p , and access to an oracle that chooses a

random input x ∈ [N ], we get as outputs, x together with a vector ∥s∥ ≤ β, satisfying
A · s = f(x). The game is won by coming up with a new tuple (x′, s′) ∈ [N ] × Zm

where ∥s′∥ ≤ β′ and As′ = f(x′). Note that x′ can be equal to one of the x, as long
as s′ ̸= s.

1Their code can be found here: https://github.com/Chair-for-Security-Engineering/
lattice-anonymous-credentials.

https://github.com/Chair-for-Security-Engineering/lattice-anonymous-credentials
https://github.com/Chair-for-Security-Engineering/lattice-anonymous-credentials
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The function f is chosen from a class of fairly simple functions such as linear or
slightly higher degree functions. This in turn gives efficient zero-knowledge proofs.

The properties of the protocol satisfy anonymity and unforgeability.
The hardness of the problem, ISISf , instantiated with linear functions or slightly

higher degree functions f still requires further investigation and remains an open
problem.

Their work has been the basis for two open-source implementations. Lyuba-
shevsky, Seiler, and Steuer provided an implementation of this anonymous credential
system using their library LaZer for zero-knowledge and succinct proofs [34]. The
LaZer library consists of C code underneath a Python interface, and they provided a
demonstration of an anonymous credential in the library based on the above scheme2.

Another implementation is from Margaria, Pino, Vesco, D’Alconzo, Di Scala,
Guglielmino, and Sanna [35]. They implemented the [10] scheme in C++ and C, and
have made their work open source3.

3.2.3 Lattice-based Commit-Transferrable Signatures and Ap-
plications to Anonymous Credentials

Lai, Chen, Liu, Lysyanskaya, and Wang developed an anonymous credential scheme
using a novel signature called commit-transferrable signatures (CTS) [28]. From a
high-level perspective, CTS can do two things. Firstly, one of its properties includes
allowing signatures to be computed on top of a commitment. Additionally, signatures
can be transformed into new signatures with respect to new commitments on the same
underlying secret attributes. The anonymous credential scheme takes CTS paired
with a NIZKPoK system to create the anonymous credential scheme. The properties
that the credential scheme meets are anonymity, unlinkability, and unforgeability.
The scheme relies on the hardness assumptions of M-SIS and M-LWE. We provide
an in-depth look at this construction in Section 3.3.

3.2.4 Post-Quantum Privacy Pass via Post-Quantum Anony-
mous Credentials

Policharla, Westerbaan, and Faz-Hernández constructed a post-quantum anonymous
credential based on zkDilithium [38]. The zkDilithium scheme is a STARK-friendly
variation on Dilithium2. A Scalable Transparent ARgument of Knowledge (STARK)
is a non-interactive argument of knowledge system, while Dilithium is a lattice-based
post-quantum digital signature scheme which has been selected for standardization
by NIST. Dilithium offers three different parameter sets, and Dilithium2 is one such

2Their library can be found here: https://github.com/lazer-crypto/lazer
3Their open-source code can be found here: https://github.com/Cybersecurity-LINKS/pqzk-blns

https://github.com/lazer-crypto/lazer
https://github.com/Cybersecurity-LINKS/pqzk-blns
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parameter set that has the smallest public key, secret key, and signature sizes. The
properties of their anonymous credential scheme: anonymity, unlinkability, and un-
forgeability follow from the use of Dilithium. Additionally, Dilithium is based on the
hard problems: M-LWE, M-SIS, and SelfTargetMSIS. The SelfTargetMSIS problem
is based on the hardness of both the M-SIS problem and hash function.

Definition 3.2.4. SelfTargetMSIS (Definition 3 [25]). Let τ,m, k, γ ∈ N and
H : {0, 1}∗ → Bτ , where Bτ ⊆ Rq is the set of polynomials with exactly τ coefficients
in {−1, 1} and all remaining coefficients zero. The advantage of an algorithm A for
solving SelfTargetMSISH,τ,m,k,γ is defined as:

AdvSelfTargetMSIS
H,τ,m,k,γ (A) := Pr

[
H([Im | A] · y ∥M) = ym+k ∧ ∥y∥∞ ≤ γ |
A← Rm×k

q , (y,M)← AH(A)
]
.

Note that the ∥ notation refers to a string concatenation and AH(A) denotes A with
quantum query access to H.

The main motivation in their paper was to construct a post-quantum anonymous
credential for the simpler problem of building a post-quantum privacy pass. In pri-
vacy passes, clients can interact with an attester and an issuer to obtain a token that
can later be redeemed to a website upon being challenged. Privacy passes are consid-
ered better for the end-user experience compared to the alternative of having users
repeatedly answer CAPTCHAs [18]. Their implementation is benchmarked against
some post-quantum blind-signature schemes and thus only a subset of its anony-
mous credential capabilities are actually demonstrated. The anonymous credential is
implemented in Rust4.

3.2.5 Efficient Implementation of a Post-Quantum Anony-
mous Credential Protocol

The last post-quantum credential protocol that we will discuss is the construction and
implementation of an anonymous credential system by Blazy et al. [9]. Their system is
constructed from a signature scheme, a verifiable encryption scheme, as well as a non-
interactive zero-knowledge proof [9]. The authors used a relaxed version of some of
these schemes. The properties captured by the anonymous credential are anonymity,
unforgeability, and traceability. The traceability property allows for signature trace-
backs in certain scenarios. If signatures have been computed by colluding provers and
verifiers, the signature can be traced back to a member of the forging coalition. The
main actors include a certificate authority, provers, and verifiers. In addition, they

4Their open-source code can be found here: https://github.com/guruvamsi-policharla/
zkdilithium

https://github.com/guruvamsi-policharla/zkdilithium
https://github.com/guruvamsi-policharla/zkdilithium
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also introduce a fourth entity named inspector, who is a trusted authority who can
deanonymize the presentation tokens (think of this as the credential) under special
circumstances. Finally, the scheme is based on the hardness of the M-SIS, M-LWE,
and NTRU problems. This paper offers a concrete implementation of their work in
the programming language C5.

Definition 3.2.5. NTRUq,r Problem. The NTRUq,r problem over an implicit ring
R is defined in the following way. The distribution A is defined by sampling ring

elements f, g
$← Dr and outputting h = f/g, if g is invertible in Rq. Otherwise, g is

resampled. The problem NTRUq,r is to distinguish h from a random element in Rq.

3.2.6 Paper Selection

The comparisons between the different works can be seen in Tables 3.1 and 3.2.

Table 3.1: The properties and hardness problems of the different anonymous
credential schemes from the literature.

[26] [4] [10] [28] [38] [9]

Anonymity ✓ ✓ ✓ ✓ ✓ ✓

Unforgeability ✓ ✓ ✓ ✓ ✓ ✓

Traceability extended by [13] ✓

Unlinkability ✓ ✓ ✓

Hardness
Problem

M-ISIS,
M-LWE

M-SIS,
M-LWE

ISISf
M-SIS
M-LWE

M-SIS,
M-LWE,
SelfTargetMSIS

M-SIS,
M-LWE,
NTRU

5We were unable to find access to their code online.
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Table 3.2: The sizes and bit-security of the anonymous credential protocols
from the literature.

[26] [4] [10] [28] [38] [9]

Public
Parameters Size

0.27MB - - 24.66 MB - -

Public Key Size 9.56 MB 49.78 KB - 440 KB - -

Secret Key Size 10.59 MB 10.25 KB - 15 KB - -

Pseudonym Size - - - 2.01 MB - 1.92 MB

Signature Size 317 KB 6.81 KB - 236.56 KB 112 KB 1.92 MB

Credential Size 724 KB 79.58 KB 122 KB 372.56 KB - -

Bit Security 128 128 128 128 115 -

Implementation No Yes
Yes

[34, 35]
Yes

(our contribution)
Yes Yes
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Ultimately, we chose the [28] protocol to implement and extend, due to its ef-
ficiency in terms of the smaller sizes of its various parameters compared to other
works. In addition, it relies on hardness problems that are fairly well studied com-
pared to ISISf or even SelfTargetMSIS. We also decided to choose a scheme that had
not already been implemented for further extension because we wanted to diversify
the anonymous credential schemes available.

We note that the authors of the works shown in Table 3.2 claim 128-bit security
despite their different key sizes. We do some additional bit-security testing for the
selected design [28] in Subsection 4.2.1.

To the best of our knowledge, there are five existing implementations of a post-
quantum anonymous credential protocol [4, 9, 34, 35, 38]. We will be using their
works as benchmarks in Section 5.3.

3.3 CTS-based Anonymous Credentials

We will now explore the selected work of [28] in more detail. Their anonymous cre-
dential scheme is built from three building blocks, the BDLOP commitment scheme,
a commit-transferrable signature, and finally a non-interactive zero-knowledge proof
of knowledge.

3.3.1 BDLOP Commitment Scheme

One of the building blocks used for the anonymous credential is the BDLOP commit-
ment scheme. The algorithms that define the BDLOP commitment scheme can be
seen in Table 3.3.
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Table 3.3: The BDLOP algorithms: CKeyGen, Commit, Open, Combine,

and Randomize as depicted in [28].

CKeyGen(1λ) — given security parameter λ as input, output the public parameters,
params.

1. Set the parameters n, k, ℓ, q1, q2 ∈ Z, and ring R = Z[x]/⟨xN + 1⟩ where N is
a power of 2.

2. Choose random matrices A′
1

$← Rn×(k−n)
q1 and A′

2
$← Rℓ×(k−n−ℓ)

q2 .

3. Output the public parameters: params := A0 =

A1

A2

 , with A1 := [In,A
′
1] ∈

Rn×k
q1

,A2 := [0ℓ×n, Iℓ,A
′
2] ∈ Rℓ×k

q2
.

Commit(params,m; r) — given public parameters params, message m ∈ Rℓ
q2

and

randomness r
$← Sk

β as inputs, output a commitment comm on message m.

1. Output: comm :=

t1
t2

 =

A1

A2

 r+

0
m

 .

Open(params, comm) — given the public parameters params and commitment
comm as inputs, provide a valid opening (r,m).

1. Outputs the exact valid opening of comm := (t⊤1 , t
⊤
2 )

⊤ ∈ Rn
q1
×Rℓ

q2
consisting

of a message m ∈ Rℓ
q2

and a short vector r = (r1, . . . , rk)
⊤ ∈ Rk, such that:t1

t2

 =

A1

A2

 r+

0
m

 , where for all i, ∥ri∥∞ ≤ β.

Combine(r, r′) — given randomness vectors r ∈ Sk
β and r′ ∈ Sk

β as inputs, output a
combined random value r̂.

1. Output r̂ = r+ r′ ∈ Sk
2β.

Randomize(params, comm , r′) — given the public parameters params, commitment
comm , and random vector r′ ∈ Sk

β as inputs, output a randomized commitment
comm ′.

1. Output: comm ′ = comm +A0 · r′.
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To prove the well-formedness of the BDLOP commitment, the proof framework
from [32] is used.

3.3.2 Commit-Transferable Signatures

Commit-transferable signatures (CTS) are a special type of signature with two key
properties. The first key property allows a signature to be computed directly on
a commitment, simplifying the process. The prover need only perform a ZKPoK
of the opening of the commitment. Once the signer verifies the proof, the signer
can then directly compute the signature on the commitment. The second property
is that the prover can compute new signatures from their old honestly-generated
signature. Provers do so by creating valid signatures on a new commitment to the
same underlying message committed to in the old honestly-generated signature. This
property lends itself very well to the idea of pseudonyms for anonymous credentials,
which we shall see shortly.

Commit-transferrable signatures use theBDLOP algorithms as well as a NIZKPoK
system we will denote as Π (1). The concrete language Lγ′,q2,C̄ for Π (1) is shown below:

Lγ′,q2,C̄ =
{
(Fcomm′ ,u) ∈ Rℓ×(ℓ·(2τ+1)+ℓ̂+k−n) ×Rℓ

N,q2
: ∃x ∈ Rℓ(2τ+1)+ℓ̂+k−n (3.3.1)

and f ∈ C̄ such that 0 < ∥x∥ ≤ γ′ and Fcomm′ · x = f · u
}
.

Note: C̄ is the set of differences C − C except 0,

where C = {c ∈ R : ∥c∥1 = κ ∧ ∥c∥∞ = 1} .

The algorithms used in the CTS protocol are described in Tables 3.4, 3.5, 3.6,
and 3.7, which define the algorithms Setup, Commit, Randomize, Combine, KeyGen,

Sign, Transfer, and Verify.
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Table 3.4: The CTS algorithms: Setup, Commit, and Randomize as de-
picted in [28].

Setup (1λ) — given security parameter λ as input, output the parameters params
of the commit-transferrable signature scheme. The message space is defined as:

M := {m(Xi) ∈ RN,q2 : m ∈ {0, 1}d,m ̸= 0d, and ∥m∥1 = w}.

1. Run BDLOP.CKeyGen to get A :=

[
In A1

0ℓ×n A2

]
where [In,A1] ∈ Rn×k

N,q1
and

[0ℓ×n,A2] ∈ Rℓ×k
N,q2

, with A1 ∈ Rn×(k−n)
N,q1

and A2 = (Iℓ,A
′
2) ∈ R

ℓ×(k−n)
N,q2

.

2. Sample a random matrix D
$← Rℓ×(ℓ+ℓ̂)

N,q2
.

3. Set parameters κ, γ, γ′, and a Gaussian parameter α.

4. Run Π(1).Setup(1λ) to get a common reference string crs.

5. Output params := (A,D, q1, q2, N, κ, γ, γ′, α,M,R, crs).

Commit (params, m; R) — given public parameters params, message m ∈ Rℓ
q2

and

randomness R ∈ S
k×(ℓ·τ)
1 as inputs, output a commitment comm on m.

1. Set G = Iℓ ⊗ g⊤, where ∈ Rℓ×(ℓ·τ)
N , where Iℓ ∈ Rℓ×ℓ

N is the identity matrix,

g⊤ = (1, δ, . . . , δτ−1), and δ = ⌊q1/τ2 ⌉.

2. Compute and output the commitment comm =BDLOP.Commit(A,m ·G;R),

i.e. comm := C =

[
A1

A2

]
·R+

[
0n×(ℓ·τ)

m ·G

]
∈ Rn×(ℓ·τ)

N,q1

∈ Rℓ×(ℓ·τ)
N,q2

.

Randomize (params, comm , R′) — given the public parameters params, commit-

ment comm , and random vector R′ ∈ Sk×(ℓ·τ)
1 as inputs, output randomized com-

mitment comm ′.
1. Computes comm ′ =BDLOP.Randomize(A, comm ,R′), i.e.

comm ′ := C′ =

[
A1

A2

]
·R+

[
0n×(ℓ·τ)

m ·G

]
+

[
A1

A2

]
·R′ ∈ R

n×(ℓ·τ)
N,q1

∈ Rℓ×(ℓ·τ)
N,q2

.
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Table 3.5: The CTS algorithms: Combine, KeyGen, and Sign as depicted
in [28].

Combine (R, R′) — given randomness matrices R,R′ ∈ Sk×(ℓ·τ)
1 as inputs, output

new randomness matrix R′′ ∈ Sk×(ℓ·τ)
2 .

1. Output R′′ := R+R′.

KeyGen (params) — given public parameters params, output secret key sk and
public key pk.

1. Sample T
$← S

(ℓ+ℓ̂)×(ℓ·τ)
1 and set A0 = D+T ·G ∈ Rℓ×(ℓ·τ)

N,q2
.

2. Sample B
$← Rℓ×(ℓ·τ)

N,q2
and a non-zero u

$← Rℓ
N,q2

.

3. Output pk := (A0,B,u), and sk := T.

Sign (params, pk, sk, comm) — given public parameters params, public key pk,
secret key sk and commitment comm as inputs, output a signature Sigcomm with
respect to comm .

1. Parse comm := C =

C1

C2

 ∈ Rn×(ℓ·τ)
N,q1

∈ Rℓ×(ℓ·τ)
N,q2

.

2. Set Fcomm =
[
[D |A0] |Bcomm |A2

]
=
[
[D |A0] | [B+C2] |A2

]
, and sample

Sigcomm ← SamplePre(Fcomm,T,u, α). Note that the algorithm SamplePre
is a pre-image sampling algorithm that finds a short pre-image Sigcomm satis-
fying Fcomm · Sigcomm = u, with the help of the trapdoor T, and a gaussian
parameter α.

3. Output Sigcomm :=


s1

s2

s3

 as the signature of comm , where s1 =

s1,1
s1,2

 , and

s1,1 ∈ Rℓ+ℓ̂
N , s1,2 ∈ Rℓ·τ

N , s2 ∈ Rℓ·τ
N , s3 ∈ Rk−n

N .
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Table 3.6: The CTS algorithm: Transfer as depicted in [28].

Transfer (params, pk, Sigcomm,m, (R,R′)) — given public parameters params,
public key pk, signature Sigcomm, message m, and randomness matrices R,R′ as
inputs, output a randomized signature Sig′comm.

1. Parse Sigcomm = [s1, s2, s3]
⊤where s1 ∈ R(1+τ)·ℓ+ℓ̂

N , s2 ∈ Rℓ·τ
N , and s3 ∈ Rk−n

N .

2. Run Commit(params,m,R) to obtain: comm := C =

C1

C2

 ∈ Rn×(ℓ·τ)
N,q1

∈ Rℓ×(ℓ·τ)
N,q2

.

3. Run Randomize(params, comm ,R′) to obtain:

comm ′ := C′ =

C′
1

C′
2

 ∈ Rn×(ℓ·τ)
N,q1

∈ Rℓ×(ℓ·τ)
N,q2

.

4. Compute a temporary signature Sig′comm as:

Sigcomm′ :=


s1

s2

s3 − R̃2 · s2

 =


s1,1

s1,2

s2

s3 − R̃2 · s2

 ∈ R
ℓ·(2τ+1)+ℓ̂+k−n,

where we denote R̃ := R + R′ =

R̃1

R̃2

 ∈ Rk×(ℓ·τ)
N , with R̃1 ∈ Rn×(ℓ·τ)

N and

R̃2 ∈ R(k−n)×(ℓ·τ)
N .

5. Compute Fcomm′ :=
[
[D |A0] |Bcomm′ |A2

]
=
[
[D |A0] | [B+C′

2] |A2

]
.

6. Run the prove algorithm and output

Sigcomm′ := π ← Π(1).Prove(crs, (Fcomm′ · u), Sigcomm′),

proving that Sig′comm is a short ℓ2 norm vector and satisfies
Fcomm′ · Sigcomm′ = u, through using the NIZKPoK system Π(1)

with the relaxed language Lγ′,q2,C̄ .
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Table 3.7: The CTS algorithm: Verify as depicted in [28]

Verify (params, pk, comm , Sigcomm) — given public parameters params, public
key pk, commitment comm as inputs, and signature Sigcomm as input, output
accept or reject.

1. Parse comm := C =

C1

C2

 ∈ Rn×(ℓ·τ)
N,q1

∈ Rℓ×(ℓ·τ)
N,q2

.

2. If Sigcomm is a non-zero short vector within ℓ2 norm γ, then:

(a) Set matrix Fcomm :=
[
[D |A0] | [B+C2] |A⊤

2

]
.

(b) Check whether Sigcomm satisfies

Fcomm ·


s1

s2

s3

 = u ∈ RN,q2 .

Otherwise, Sigcomm is a proof of the NIZKPoK system Π(1):

(a) Set matrix Fcomm :=
[
[D |A0] | [B+C2] |A⊤

2

]
.

(b) Run the verify algorithm (with respect to the language L′
γ′,q2,C̄

):

Π(1).VerifyProve(crs, (Fcomm,u), Sigcomm),

and output its result.
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Commit-transferable signatures are secure because they satisfy the following
properties: correctness, simulatability (which implies unlinkability) and unforgeabil-
ity. These properties are defined below. The definitions and proofs have been taken
from [28]. The details of the scheme’s security are here for completeness.

Informally, the correctness property generally states that if the algorithms in the
signature protocol are used honestly, the signatures and transferred signatures are
valid and should pass the verification check done by the verifier.

Definition 3.3.1. CTS Correctness (Definition 3.1 [28]).
Let Setup, Commit, Randomize, Combine, KeyGen, Sign, Verify, and Transfer

be efficient algorithms for the CTS.
These algorithms define a correct randomizable commitment scheme if for all

parameters output by Setup, all messages m ∈ M, random vectors r ∈ R and
r′ ∈ R′,

Randomize(Commit(params,m; r), r′) =

Commit(params,m; Combine(r, r′)).

Furthermore, the algorithms define a correct commit-transferrable signature scheme
if for all parameters output by Setup, all messages m ∈ M, random vectors r ∈ R
and r′ ∈ R′, the following accepts:

(sk, pk)← KeyGen(params),

Sigcomm ← Sign(params, pk, sk, Commit(params,m, r)),

Sigcomm′ ← Transfer(params, pk, σ,m, (r, r′)),

both Verify(params, pk, Commit(params,m, r), Sigcomm) and

Verify(params, pk, Commit(params,m, Combine(r, r′)), Sigcomm′)

Next, let us look at a lemma that uses the correctness definition. In our imple-
mentation, we choose appropriate parameters to uphold the correctness as stated in
the lemma.

Lemma 3.3.2 (Lemma B.1 from [28]). For the specific construction outlined
in [28], as can be seen in Tables 3.4, 3.5, 3.6, 3.7, the CTS scheme is considered
correct if it satisfies the correctness definition 3.3.1 with respect to the parameters:
N, q2, α, γ, and the NIZKPoK system Π(1) of the relaxed language Lγ′,q2,C̄, where

γ = α

√
2 ·
(
ℓ · (2τ + 1) + ℓ̂+ k − n

)
·N and

γ′ ≥ β =

((√
k − n+

√
ℓ · τ

)
·N · α

√
2 · ℓ · τ + α

√(
ℓ · (2τ + 1) + ℓ̂+ k − n

)
·N

)
.
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Let us now examine the security of CTS through the simulatability and unforge-
ability properties.

Informally, the simulatability property says that a transferred signature does not
leak information about its input or randomness. This property is shown through
the use of a simulator that simulates the creation of signatures. The distribution of
signatures output by the simulator needs to be statistically close to the signatures
output by the Transfer algorithm. Simulatability implies unlinkability, which says
that a transferred signature and its underlying commitment are unlinkable to the
original signature and commitment. Unlinkability is an important concept for security
when we discuss how the anonymous credential system is implemented.

Definition 3.3.3. Simulatability (Definition 3.2 [28]). The Transfer algo-
rithm is simulatable if there exists a PPT simulator S which can simulate Transfer

in an indistinguishable way. The two-stage simulation process is as follows:

• S generates parameters params and some trapdoor information Trap

• S is given params and Trap, and arbitrary public key pk and commitment

comm. S can generate a simulated transferred signature ˜Sigcomm′.

The simulatability requires that for t = poly(λ), {mi}i∈[t] ∈ M, randomness
{ri, r′i}i∈[t], no PPT distinguisher D can distinguish the following with better than
negligible advantage:

• (params, pk, {comm′
i}i∈[t], {Sigcomm′ .}i∈[t]), where params and pk are sampled

honestly, and
commi = Commit(params,mi; ri),
Sigcommi

← Sign(params, pk, sk, commi),
comm′

i = Randomize(params, commi, r
′
i, and

Sigcomm′ .← Transfer(params, pk, σi,mi, (ri, r
′
i))

• (params, pk, {comm′
i}i∈[t], { ˜Sigcomm′}i∈[t]), where params is generated by the

simulator, pk is sampled honestly, comm′
i is generated as above, and

˜Sigcomm′ . is generated by the simulator

Lemma 3.3.4 (Lemma 4.5 from [28]). Simulatability: Suppose Π(1) is a NIZKPoK
system, the algorithm Transfer is simulatable.

Additionally, CTS satisfies the unforgeability property.

Definition 3.3.5. Unforgeability (Definition 3.3 [28]). An unforgeable commit-
transferable signature is such that for all PPT adversaries A, the probability that A
wins the following game is negligible:
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• Input generation phase: On input 1λ, the challenger generates
params ← Setup(1λ), (sk, pk)← KeyGen(params).

• Query phase: Given (params, pk) as inputs, the adversary A can make
queries to an oracle in the form of (commi,mi, ri), and gets as responses
Sigcommi

= Sign(params, pk, commi) if commi = Commit(params,mi; ri), or
else, ⊥ .

• Challenge phase: The adversary A outputs (m∗, r, σ). Let

comm∗ = Commit(params,m∗; r),

and A wins the game if

Verify(params, pk, comm∗,Sigcomm)

accepts, and m∗ has never been queried in the query phase.

The scheme is selectively secure if the adversary needs to commit to the challenge
message m∗ before the input generation phase, and is adaptively secure if this
condition is not required.

For our implementation, we focus on the selectively secure version.
Before we go into the unforgeability of the specific construction and its specified

parameters, we first introduce another lemma which the unforgeability proof will rely
on.

Lemma 3.3.6 (Lemma A.7 from [28]). Let Rot be a map: R → ZN×N , where
Rot(a) is a rotation matrix. There exists an efficient algorithm that on input ring
vectors a1 ∈ Rℓ1

q , a2 ∈ Rℓ2
q such that Rot([a⊤

1 |a⊤
2 ]) ∈ ZN×N(ℓ1+ℓ2) is full-rank, elements

x, c ∈ R∗
q, u ∈ Rq with ∥c∥2 ≤ τ and matrices R1 ∈ Rℓ1×k

q , R2 ∈ Rℓ2×k
q , outputs a

random sample r ∈ Rℓ1+ℓ2+k
q from a distribution that is statistically close to

Dσ(Λ
u
q ([a

⊤
1 |a⊤

2 |R1+a⊤
2 R2+x ·g⊤

δ |a⊤
2 ])), where σ ≥ 2

√
δ2 + 1

(
s1

([
R1

R2

])
+ 1

)
.

We employ the use of Lemma 3.3.6 during the setup of our construction.

Lemma 3.3.7 (Lemma 4.6 from [28]). Suppose Π(1) is a rewinding-extractable
NIZKPoK system in the random oracle model, assume that M-SISq2,ℓ,ℓ(τ+1)+ℓ̂+k−n+1,ν

problem and M-SISq2,ℓ,ℓ(τ+1)+ℓ̂+k−n+1,ν′ problem are hard with

ν = α

√
2 ·
(
ℓ(τ + 1) + ℓ̂+ k − n

)
·N +

(√
ℓ+ ℓ̂+

√
k − n+ 2

√
ℓ · τ

)
· α ·N

√
2 · ℓ · τ + 1,
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ν ′ = α′
√

2 ·
(
ℓ(τ + 1) + ℓ̂+ k − n

)
·N+

(√
ℓ+ ℓ̂+

√
k − n+ 2

√
ℓ · τ

)
·α′·N

√
2 · ℓ · τ+2

√
κ,

where α′ = γ′/

√
2 ·
(
ℓ · (2τ + 1) + ℓ̂+ k − n

)
·N.

Then the lattice-based commitment-transferable signature construction as out-
lined in tables 3.4, 3.5, 3.6, and 3.7, is partially selectively unforgeable for the exact
commitment relation L̃q1,q2, i.e. the advantage of any PPT adversary A against the
partially selective unforgeability game of CTS is at most:

AdvunforgeA (λ) ≤ 2AdvM-LWE
A (λ) + Advunforge*A (λ).

where AdvM-LWE
A denotes the advantage A has under the M-LWE assumption and

Advunforge*A denotes the advantage A has in the selective unforgeability game for the

relation L̂q1,q2 (see Equation 3.3.2).

Lemma 3.3.8 (Lemma B.4 from [28]). Let A be a PPT adversary with advan-
tage ϵ in the selective unforgeability game for the exact commitment relation L̂q1,q2

(see Equation 3.3.2), i.e. Advunforge*A (λ) = ϵ.
Let h be a bound on the number of random oracle queries made by A. Let

ν = α

√
2 ·
(
ℓ(τ + 1) + ℓ̂+ k − n

)
·N +

(√
ℓ+ ℓ̂+

√
k − n+ 2

√
ℓ · τ

)
· α ·N

√
2 · ℓ · τ + 1,

ν ′ = α′
√

2 ·
(
ℓ(τ + 1) + ℓ̂+ k − n

)
·N+

(√
ℓ+ ℓ̂+

√
k − n+ 2

√
ℓ · τ

)
·α′·N

√
2 · ℓ · τ+2

√
κ,

where α′ = γ′/

√
2 ·
(
ℓ · (2τ + 1) + ℓ̂+ k − n

)
·N.

Then, there exists a reduction algorithm R for M-SISq2,ℓ,ℓ(τ+1)+ℓ̂+k−n+1,ν or
M-SISq2,ℓ,ℓ(τ+1)+ℓ̂+k−n+1,ν′ such that

AdvM-SIS
R (λ) ≥ ϵ

( ϵ
h
− 2−λ

)
.

3.3.3 Non-interactive Zero-Knowledge Proof of Knowledge

The third ingredient needed for the anonymous credential scheme is a multi-theorem
straight-line extractable NIZKPoK for proving the well-formedness of a commitment
comm output by CTS.Commit. The NIZKPoK is based on the work of [32] and is
an important part of the issuing protocol for the anonymous credential scheme we
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use [28]. The authors of [28] chose a multi-theorem straight-line extractable NIZKPoK
to avoid the security proof of the anonymous credential system incurring an exponen-
tial loss. Notably, the anonymous credential scheme of [28] uses an encrypt-and-prove
paradigm. The paradigm consists of the use of the Regev encryption scheme for en-
crypting a witness and then proving that the encrypted message under the ciphertext
satisfies the well-formedness of a commitment relation. Though we outsource this
component of our implementation to a package, we explain some of the basic con-
cepts behind the NIZKPoK used.

Multi-theorem means that multiple witnesses can be extracted from an adversary
that generates multiple valid proofs, and straight-line refers to the fact that the
extraction does not require rewinding. A formal definition is given below.

Definition 3.3.9. Multi-Theorem Extractability (Definition A.21 [28]). Let
R be a relation, and a non-interactive proof system for R is a tuple of PPT algo-
rithms: Setup, Prove, Verify, SimSetup. A NIZK system is multi-theorem straight-line
extractable, if there exists a PPT oracle simulator SimSetup and a PPT extractor Ext
with the following properties:

CRS indistinguishability. For any PPT adversary A, we have

Adv(A) := Pr[crs← Setup(1λ) : A(crs) = 1]

− Pr[(c̃rs, tk)← SimSetup(1λ) : A(c̃rs) = 1] ≤ negl(λ).

Straight-Line Extractability. Let QS represnt the number of signature queries.
There exists constants c, e1, e2 and polynomial p(λ) such that for any QH = poly(λ)
and PPT adversary A that makes at most QH random oracle queries with

Pr

[
(c̃rs, tk)← SimSetup(1λ), {(xi, πi)}i∈[Qs] ← A(c̃rs) :
∀i ∈ [Qs], Verify(c̃rs, xi, πi) = 1

]
≥ µ(λ),

we have

Pr

 (c̃rs, tk)← SimSetup(1λ), {(xi, πi)}i∈[Qs] ← A(c̃rs),
{wi ← Ext(1λ, QH , Qs, 1/µ, tk, xi, πi)}i∈[Qs] :

∀i ∈ [Qs], (xi, πi) ∈ R ∧ Verify(c̃rs, xi, πi) = 1

 ≥ 1

2
· µ(λ)− negl(λ).

Moreover, the running time of Ext is upper bounded by

Qe1
H ·Q

e2
s ·

1

µc
· p(λ).

The NIZKPoK system is shown in a series of figures in the work of [32]. For
completeness, we show Tables 3.8, 3.9, 3.10, and 3.11 which are copied over (with
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some modification) from Figures 10, 8, 7, and 6 in [32], respectively. Table 3.8
(Figure 10 from [32]) shows a general protocol to prove approximate range proofs
and quadratic functions. The NIZKPoK starts with 3.8 and continues in 3.9, 3.10,
and 3.11 (respectively, Figure 8, Figure 7, Figure 6 in [32]). We will discuss the
importance and use of each component.

The purpose of the PoK system is to prove that the commitment comm is well-
formed. The exact commitment relation that we would like to prove well-formedness
for is:

L̂q1,q2 := {comm : ∃(m, q1, q2,R), where m ∈M,R ∈ Sk×(ℓ·τ)
1 (3.3.2)

and comm =CTS.Commit (params, m ·G;R)},

where M := {m(Xi) ∈ RN,q2 : m ∈ {0, 1}d, m ̸= 0d, and ∥m∥1 = w} is the
message space.

This relation is equivalent to the following equations that we are trying to prove
well-formedness of:

comm := C =

[
C1

C2

]
=

[
A1

A2

]
·R+

[
0n×(ℓ·τ)

m ·G

]
∈ Rn×(l·τ)

N,q1

∈ Rℓ×(ℓ·τ)
N,q2

. (3.3.3)

The above equation can be transferred into the following two equations:

C1 = A1 ·R mod q1, C2 = A2 ·R+m ·G mod q2, (3.3.4)

where R ∈ Sk×(ℓ·τ)
1 and m ∈M.

Table 3.8 shows an interactive proof that validates and verifies a number of
important equations. The figure relies on a number of other proofs shown in some of
the other tables. Firstly, it relies on the interactive proof of knowledge (PoK) of a
single quadratic equation with automorphisms which can be seen in Table 3.11.

For completeness, we show the relevant equations defined in the NIZKPoK pro-
tocol in Table 3.8 below. First, we define a map T : Zkd × Zkd → Rd. The map

outputs: T (⃗a, b⃗) :=
∑k−1

i=0 σ−1

(∑d−1
j=0 aid+jX

j
)
·
(∑d−1

j=0 bid+jX
j
)
∈ Rd.

∀i ∈ {d, e}, g(i)(b(i)) = (b(i) − 1)(b(i) + 1) (3.3.5)

G(x′) = T (x′,x′ − 1(νe+kbin)d) (3.3.6)

∀j ∈ [256], H
(d)
j (s,y(d), b(d)) = z

(d)
j − T (b(d)r

(d)
j , e(d))− y

(d)
j (3.3.7)

∀j ∈ [256], H
(e)
j (x′, s,y(e), b(e)) = z

(e)
j − T (b(e) r

(e)
j , e(e))− y

(e)
j (3.3.8)

∀i ∈ [ve], Ii(s,x) = T (Eis− vi,Eis− vi) + T (−→pi ,−→xi )− (β
(e)
i )2 (3.3.9)

∀i ∈ {d, e}, 1 ≤ j ≤ d− 1, J
(i)
j (b(i)) = T (δj, b(i)) (3.3.10)
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Next, we look at the general statements to be proven in Table 3.8, which is the
knowledge of vector s = (s1, σ(s1),m, σ(m)) ∈ R2m1

d,q × R2ℓ
d,q such that the following

equations are satisfied:
∀1 ≤ i ≤ ρ, fi(s) = 0 (3.3.11)

∀1 ≤ i ≤ ρeval, F̃i(s) = 0 (3.3.12)

∀1 ≤ i ≤ vd, ∥Dis− vi∥∞ ≤ β
(d)
i (3.3.13)

∀1 ≤ i ≤ ve, ∥Eis− vi∥ ≤ β
(e)
i (3.3.14)

Ebins− vbin ∈ {0, 1}d·kbin (3.3.15)

In [32], the security properties are that this sub-protocol is sound, complete, and
commit-and-prove simulatable. The latter property states that a simulator without
access to private information s1,m is able to output a simulation of a commitment
with a non-aborting transcript of the protocol. For every algorithm A that has an
advantage ϵ in distinguishing the simulated commitment from the real commitment
whenever the prover does not abort, there exists an algorithm A′ with the same
running time that has an advantage ϵ/2 − 2−128 in distinguishing the Extended-
MLWEn+ℓ+1,m2−n−ℓ−1,Sv ,C,s2 .

The second sub-protocol is generalizing the previous single quadratic PoK to
many quadratic equations with automorphism PoK. In this sub-protocol, the N equa-
tions can be combined linearly into one quadratic equation. Then, the running of the
sub-protocol with the single quadratic PoK suffices. The resultant single quadratic
equation of committing to only one garbage polynomial is at the cost of reducing
the soundness error by a negligible additive factor. This combination of quadratic
equations can be seen in Table 3.10, and involves the verifier sending N challenges to
the prover for them to compose their single equation.

The third sub-protocol of interest is about polynomial evaluations with vanishing
constant coefficients. This PoK shown in Table 3.9 describes the proof of the N
quadratic relations and that the constant coefficient of the quadratic k(m1+ℓ)- variate

polynomials F1, ..., FM , (where Fj

(
(σi(s1))i∈[k] , (σ

i(m))i∈[k]

)
, j ∈ [M ]) is equal to 0.

Finally in Table 3.8, a general protocol is given to prove various quadratic rela-
tions on s = (s1,m, σ(s1), σ(m)), including quadratic equations over Rd,q, quadratic
relations over Zq, the approximate bound on the infinity norm, the exact bound on
the ℓ2 norm and that a vector is binary.
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Table 3.8: [Figure 10 [32]] General commit-and-prove protocol Π , for var-
ious quadratic relations on messages (s1,m) ∈ Rm1+ℓ

d,q in an ABDLOP com-
mitment.

Public information:

Commitment t ∈ Rn+ℓ
d,q ,A1 ∈ Rn×(m1+ve)

d,q ,A2 ∈ Rn×m2
d,q ,B ∈ Rℓ×m2

d,q such that

t =

[
A1

0

] [
s1
x

]
+

[
A2

B

]
s2 +

[
0
m

]
B(d) ∈ R(256/d)×m2

d,q ,B(e) ∈ R(256/d)×m2

d,q ,b(d) ∈ Rm2
d,q ,b

(e) ∈ Rm2
d,q

For i ∈ [ρ], quadratic functions fi : R2(m1+ℓ)
d,q → Rd,q

For i ∈ [ρeval], quadratic functions Fi : R2(m1+ℓ)
d,q → Rd,q

For i ∈ [vd], matrix (Di) ∈ Rki×(m1+ℓ)
d,q , vector ui ∈ Rki

d,q, bound β
(d)
i

For i ∈ [ve], matrix (Ei) ∈ Rpi×(m1+ℓ)
d,q , vector vi ∈ Rpi

d,q, bound β
(e)
i

Matrix Ebin ∈ Rkbin×2(m1+ℓ)
d,q

Bounds α(d), α(e) such that ∥e(d)∥ ≤ α(d), ∥e(e)∥ ≤ α(e)

Standard deviations s(d) = γ(d)
√
337α(d), s(e) = γ(e)

√
337α(e), acceptance coefficient t ∈ R

Challenge dimensions c(d) = d
∑ve

i=1 ki, c(e) = d(kbin +
∑ve

i=1(pi + 1))

Input vectors of Π
(2)
eval protocol: ϕ = (f1, . . . , fρ, g

(d), g(e)), and

Ψ =

(
(Fi)i∈ρeval , G,

(
H

(d)
j

)
j∈[256]

,
(
H

(e)
j

)
j∈[256]

, (Ii)i∈ve ,
(
J
(i)
j

)
i∈{d,e},j∈[d]

)
, where the matrices are

defined in Equations 3.3.5 - 3.3.10.
Private information:
Randomness s2 ← Sm2

v , message s = (s1,m) ∈ Rm1+t
d,q such that Equations 3.3.11 to 3.3.15 hold.

Binary decomposition xi ∈ Rd,q of (β
(e)
i )2 − ∥Eis− vi∥2.

Vectors e(d) = (D1s− u1|| · · · ||Dvds− uvd), e
(e) = (E1s− v1|| · · · ||Eves− vve||x).

Prover Verifier

b(d), b(e) ← {−1, 1} ⊂ Rd,q

y(d) ← D
256/d

s(d)
, y(e) ← D

256/d

s(e)

t(d) := B(d)s2 + y(d)

t(e) := B(e)s2 + y(e)

t(d) := (b(d))⊤s2 + b(d)

t(e) := (b(e))⊤s2 + b(e)
t(d),t(e),t(d),t(e)−−−−−−−−−−−→

R(d) ← Bin256×c(d)

1

R(e) ← Bin256×c(e)

1−→z (d) := b(d)R(d)−→e (d) +−→y (d)

−→z (e) := b(e)R(e)−→e (e) +−→y (e)

If Rej0(
−→z (d), b(d)R(d)−→e (d), s(d))

and Rej0(
−→z (e), b(e)R(e)−→e (e), s(e))

Then continue, Else abort
s∗ := (s2, (s1,x), (m,y(d),y(e), b(d), b(e)))

R(d),R(e)

←−−−−−−−−−−−

−→z (d),−→z (e)

−−−−−−−−−−→

Run Π
(2)
eval(s

∗, σ, ϕ,Ψ) (See Table 3.9)
Accept iff:
Π verifies
∥−→z (d)∥∞ ≤ 14s(d)

∥−→z (e)∥ ≤ t
√
256s(e)
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Table 3.9: [Figure 8 [32]] Commit-and-prove sub-protocol

Π
(2)
eval((s2, s1,m), σ, (f1, . . . , fN), (F1, . . . , FM)).

Private information:

(s1,m) ∈ Rm1+ℓ
d,q so that ∥s1∥ ≤ α, s2 ← Sm2

v

Public information:

A1 ∈ Rn×m1
d,q , A2 ∈ Rn×m2

d,q , B ∈ Rℓ×m2
d,q , Bg ∈ Rλ×m2

d,q , b ∈ Rm2
d,q[

tA
tB

]
=

[
A1

0

]
·s1 +

[
A2

B

]
· s2 +

[
0
m

]
,

f1, . . . , fN , F1, . . . , FM : Rk(m1+ℓ)
d,q → Rd,q, σ ∈ Aut(Rd,q)

Note that for an element h = h0 + h1X + · · · + hd−1X
d−1 ∈ Rd,q, we will write h̃ to represent the

constant coefficient h0.

Prover Verifier

s :=

[
(σi(s1))i∈[k]
(σi(m))i∈[k]

]
g := (g1, . . . , gλ)← {x : Rd,q : x̃ = 0}λ
tg := Bgs2 + g

tg−−−−−−−−−−−−−−→

Γ = (γi,j)← Zλ×M
q

For i ∈ [λ]:
hi := gi +

∑M
j=1 γi,jFj(s)

(γi,j)i∈[λ],j∈[M ]←−−−−−−−−−−−−−−

h1,...,hλ−−−−−−−−−−−−−−→
Define f1, . . . , fN+λ, where
for j ∈ [N ],
fj = fj((σ

i(s1))i∈[k], (σ
i(m))i∈[k]) and

for i ∈ [λ],
fN+i := gi +

∑M
j=1 γi,jFj

(
(σi(s1), (σ

i(m))i∈[k])
)
−

hi,
Run Π

(2)
many((s2, s1,m||g), σ, (fi)i∈[N+λ])

(See Table 3.10).

Accept iff:
Π

(2)
many verifies and

h̃1 = · · · = h̃λ = 0.
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Table 3.10: [Figure 7 [32]] Commit-and-prove sub-protocol

Π
(2)
many((s2, s1,m), σ, (f1, . . . , fN)).

Private information:

(s1,m) ∈ Rm1+ℓ
d,q so that ∥s1∥ ≤ α, s2 ← Sm2

v

Public information:

A1 ∈ Rn×m1
d,q , A2 ∈ Rn×m2

d,q , B ∈ Rℓ×m2
d,q , b ∈ Rm2

d,q ,[
tA
tB

]
=

[
A1

0

]
· s1 +

[
A2

B

]
· s2 +

[
0
m

]
,

f1, . . . , fN : Rk(m1+ℓ)
d,q → Rd,q, σ ∈ Aut(Rd,q)

Prover Verifier

µ1, . . . , µN ← Rd,q
f :=

∑N
j=1 µjfj

Run Π (2)((s2, s1,m), σ, f)
(See Table 3.11)

µ1,...,µN←−−−−−−−−−−−−−−−−−−−−−−
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Table 3.11: [Figure 6 [32]] Commit-and-prove sub-protocol
Π (2)((s2, s1,m), σ, f).

Private information:

(s1,m) ∈ Rm1+ℓ
d,q so that ∥s1∥ ≤ α, s2 ← Sm2

v

Public information:

A1 ∈ Rn×m1
d,q , A2 ∈ Rn×m2

d,q , B ∈ Rℓ×m2
d,q , b ∈ Rm2

d,q ,[
tA
tB

]
=

[
A1

0

]
· s1 +

[
A2

B

]
· s2 +

[
0
m

]
,

r0 ∈ Rd,q, r1 ∈ Rk(m1+ℓ)
d,q , R2 ∈ Rk(m1+ℓ)×k(m1+ℓ)

d,q , σ ∈ Aut(Rd,q),

s⊤R2s+ r⊤1 s+ r0 = 0

Prover Verifier

s :=

[
(σi(s1))i∈[k]
(σi(m))i∈[k]

]
y1 ← Dm1

s1

y2 ← Dm2
s2

w := A1y1 +A2y2

y :=

[
(σi(y1))i∈[k]
−(σi(By2))i∈[k]

]
g1 := s⊤R2y+ y⊤R2s+ r⊤1 y
t := b⊤s2 + g1
v := y⊤R2y+ b⊤y2

w,t,v−−−−−−−−−−−−−−−−−−−−→

c ∈ C

z1 := cs1 + y1

z2 := cs2 + y2

for i = 1, 2 :
if Reji(zi, csi, si) = 1
then z1, z2 :=⊥

c←−−−−−−−−−−−−−−−−−−−

z1,z2−−−−−−−−−−−−−−−−−−−−→
z :=

[
(σi(z1))i∈[k]

(σi(ctB −Bz2))i∈[k]]

]
f := ct− b⊤z2
Accept iff
∥z1∥ ≤ s1

√
2m1d and

∥z2∥ ≤ s2
√
2m2d

A1z1 +A2z2 = w+ ctAand
z⊤R2z+ cr⊤1 z+ c2r0 − f = v
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The Regev public key encryption scheme can be used to encrypt the witness (i.e.
the opening of the commitment). This scheme is comprised of three algorithms that
are shown in Table 3.12.

The zero-knowledge proof in [32] is used for proving the witness satisfying the
relation in Equation 3.3.4.

• We need to prove the knowledge of ri ∈ RN
∼= Rt

d with small norm where the ri
represent columns in the randomness matrix R (i.e. R = (r1, . . . , rℓ·τ ), t = N/d,
and m ∈ RN is a binary polynomial with a specified ℓ1-norm in equation 3.3.4.

• In addition, we also need to prove the well-formedness of cipher which is
the ciphertext generated by the Regev Encryption algorithm (defined in table
3.12). This is equivalent to proving the existence of a small rPKE ∈ RmPKE

d that
satisfies the Regev Encryption scheme for the message µ = (r1∥ . . . ∥rℓ·τ∥m)
with R = (r1, . . . , rℓ·τ ).

To do this concretely, we can first commit to the vector (rPKE∥r1∥ . . . ∥rτ ·ℓ∥m)
through using ABDLOP commitment in [32]. Then, we prove through several linear
relations including equation 3.3.4, Regev’s Encryption algorithm, that m is a binary
polynomial, as well as the following bounds:

(i) ∥rPKE∥2 ≤ 2
√

d ·mPKE; (ii) ∥ri∥2 ≤
√
kN ; (iii) ∥m∥1 = ω.

The NIZKPoK construction from [32] is considered correct and IND-CPA secure
from the M-LWEqPKE,nPKE,mPKE,Ŝ2

problem, where Ŝ2 = {a ∈ Rd | ∥a∥∞ ≤ 2}.
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Table 3.12: The ring-based Regev encryption scheme algorithms as depicted
in [28].

Let Rd,qPKE
= ZqPKE

[X]/(Xd + 1), Rd = Z[X]/(Xd + 1), and

Ŝ2 = {a ∈ Rd | ∥a∥∞ ≤ 2}.

KeyGen(λ) — given security parameter λ as input, output the secret key sk = S and
public key pk = (APKE,BPKE).

1. Set d, qPKE, nPKE,mPKE, kPKE ∈ Z, where d is a power-of-two and qPKE is a
prime.

2. Sample APKE
$←− RnPKE×mPKE

d,qPKE
, S← ŜkPKE×nPKE

2 , E← ŜkPKE×mPKE
2 .

3. Compute B
PKE

= S ·APKE + 3 · E ∈ RkPKE×mPKE
d,qPKE

.

4. Output pk := (APKE,BPKE), sk := S.

Encrypt(pk, µ) — given inputs public key pk and secret message µ ∈ RkPKE
d,qPKE

, output
a ciphertext cipher = (c0, c1).

1. Sample rPKE
$←− ŜmPKE

2 .

2. Compute c0 = APKE · rPKE ∈ RnPKE
d,qPKE

, c1 = BPKE · rPKE + µ ∈ RkPKE
d,qPKE

.

3. Output cipher = (c0, c1).

Decrypt(pk, sk, cipher) — given public key pk, secret key sk, and the ciphertext
cipher as inputs, output the message µ = µ′ (mod 3).

1. Compute µ′ = c1 − S · c0 ∈ RkPKE
d,qPKE

, where cipher= (c0, c1).

2. Output µ′ (mod 3).

3.3.4 Anonymous Credentials

The anonymous credential scheme of [28] is built from a secure commit-transferable
signature scheme with the algorithms CTS.Setup , CTS.Commit , CTS.Randomize ,
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CTS.KeyGen , CTS.Sign , CTS.Transfer , CTS.Verify , as well as an efficient mult-
theorem straight-line extractable NIZKPoK Π comprised of the algorithms, NIZK-
Setup, NIZKProve, NIZKVerify, and SimSetup. The CTS.Transfer function helps
to preserve anonymity, by creating pseudonyms of valid anonymous credentials.

The anonymous credential system’s functions can be seen in Tables 3.13 and 3.14.
In [28], an algorithm for revealing attributes is also presented in interactive form.

We show this in Table 3.15.

Table 3.13: The anonymous credential scheme algorithms, Setup and
Registration as depicted in [28].

LetMparams denote the message space, Rparams denote the ring used, and
R,R′,R′′ ∈ Rparams denote randomness matrices.

Setup(1λ) — given input λ, outputs public parameters params = ( CTS. params,
NIZK.params), and keys for the prover and certificate authority, usk and (pkO, skO),
respectively.

1. Run CTS.Setup to obtain CTS.params.

2. Run NIZKSetup(CTS.params) to obtain NIZK.params.

3. An honest prover generates their secret key usk by samplingMparams.

4. An honest certificate authority O generates its public and secret keys
(pkO, skO) ← CTS.KeyGen (CTS.params).

Registration(params ; usk) — given the public parameters params, and the secret
key usk as inputs, the prover generates a pseudonym nym and NIZK proof π and
sends it to the certificate authority.

1. Prover samples randomness R ← Rparams and generates a commitment
comm← CTS.Commit(params, usk,R).

2. Prover generates an NIZK proof π ←NIZKProve(params, comm , usk,R).

3. Prover sends nym = (comm , π) as the pseudonym to certificate authority O.

4. O runs NIZKVerify to check whether nym is well-formed.
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Table 3.14: The anonymous credential scheme algorithms: Issue, Prove and
Verify, as depicted in [28].

LetMparams denote the message space, Rparams denote the ring used, and
R,R′,R′′ ∈ Rparams denote randomness matrices.

Issue(comm, π, skO) — given the prover’s commitment comm and associated
proof π, and the certificate authority’s secret key skO as inputs, the certificate
authority issues a credential Sigcomm to a prover.

1. Prover is known to certificate authority O as nym = (comm , π).

2. O computes and gives Sigcomm ← CTS.Sign(params, skO, comm) to the
prover.

Prove(nym2, pkO; usk, nym1, Sigcomm) — the prover has a credential Sigcomm from
certificate authority O. The prover is known to the certificate authority as nym1

and to a verifier as nym2, and proves to the verifier that they have a valid Sigcomm′

issued by O.

1. Prover samples R′ and runs comm ′ ←CTS.Randomize (comm ,R,R′).

2. Prover computes signature:

Sigcomm′ = CTS.Transfer(params, pkO, usk,R,R′, Sigcomm).

3. Prover gives the verifier Sigcomm′ and nym′ = (comm′, π′), where π′ is an
NIZK proof that comm ′ is well-formed.

Verify(nym′, Sigcomm′) — the verifier verifies if the prover possesses
a credential Sigcomm′ from the certificate authority with respect to the prover’s
pseudonym nym′.

1. Verifier runs CTS.Verify (params, pkO, comm ′, Sigcomm′ and the NIZK veri-
fier of π′ on input (Sigcomm′ , nym′ = (comm′, π′)) to verify the prover’s cre-
dential on the pseudonym nym′.
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Table 3.15: [Table 17 [28]] The interactive version of ΠDisclosure. ΠDisclosure

discloses that certain attributes are in the committed message m.

Parameters:
Some of the matrices used are from the CTS construction seen in Section 3.3.2 (e.g.,
A1, a

⊤
2 , comm , r1,m,G). The rejection sampling algorithm, Rej1, can be found in Table 2.3.

Public parameters:

A1, a2, B = σ ·
√
2k ·N , B⊤ = (bi) ∈ Rk×k̂

q

Commitment: comm :=

[
t1,1
t2,1

]
=

[
A1

a⊤
2

]
· r1 +

[
0

m ·G

]
, with m =

∑
i∈[N ] miX

i−1 and

G = Iℓ ⊗ (1, δ, . . . , δτ−1).

Let I ⊆ [N ] denote the subset of attribute indices the prover wants to disclose.
Let mI = {mi}i∈I represent the attributes to be disclosed.
Set matt =

∑
i∈I miX

i−1 and m′ =
∑

i∈[N ]\I miX
i−1.

The prover discloses matt publicly to the verifier.

Prover Verifier

D = {f ∈ Rq2 : fi = 0 for i ∈ I}k̂

g := (g1, . . . , gk̂)
⊤ $← D

tg = (tg,i) = B · r1 + g tg−−−−−−−−−−→
(γi)i∈[k̂]←−−−−−−−−−− (γi)← Zk̂

q2

∀i ∈ [k̂], hi = gi + γi ·m′

y← Dk
ξ ,w = A1 · y

∀i ∈ [k̂], wi = (γi · a⊤
2 + b⊤

i ) · y
w, hi, wi−−−−−−−−−−→

z = y+ d · r1
Rej1(z, d · r1, σ)

d←−−−−−−−−−− d← C

z−−−−−−−−−−→
Checks:

1. ∥z∥
?

≤ B, A1 · z
?
= w+ d · t1,1

2. ∀i ∈ [k̂],
whether the coefficients with respect to I in hi

are zero, and

(γi ·a⊤
2 +b⊤

i ) ·z
?
= wi+d · (γi · (t2,1−matt)+ tg,i−hi).
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3.4 Security Notions

The security descriptions are taken from [7], which are the same security descriptions
used in the construction of the anonymous credential scheme from [28]. In particular,
anonymity, unlinkability, and unforgeability are properties the anonymous credential
scheme satisfies.

For anonymity, we consider privacy against verifiers and certificate authorities.
In the former case, the proof of a credential shown by the prover should not leak any
information other than its validity. In the latter case, certificate authorities cannot
distinguish between two different users with different private inputs in the registration
process.

Unlinkability says that adversaries cannot distinguish whether (nym1, π1) and
(nym2, π2) are from the same prover or not. Here, the proof of credentials for each
respective pseudonym nym1 and nym2 are π1 and π2.

Finally, unforgeability is the notion that adversaries cannot provide a valid proof
of credential Sigcomm∗ with respect to a pseudonym nym∗ of some secret key usk∗ if
the adversary has never received a valid credential from a certificate authority.

3.4.1 Secure Scheme

The following theorem from [28] states that the anonymous credential scheme based
on CTS is secure.

Theorem 3.4.1 (Theorem 6.2 from [28]). Assuming that CTS is secure for the
exact commitment relation L̂ (seen in Equation 3.3.2), and Π(2) is a secure multi-
theorem straight-line extractable NIZKPoK system for L̂, the anonymous credential
system depicted in Tables 3.13 and 3.14 is secure.

Proof: A proof sketch follows.
Anonymity: Anonymity against the organization follows from the security of

NIZKPoK and the hiding property of the commitment scheme. Anonymity against
the verifier follows from the simulatability of CTS since the transferred signature does
not leak information beyond its validity.
Unlinkability: The unlinkability follows from the hiding property of the re-randomized
commitments and the simulatability of the CTS, so that any verifier cannot link two
pairs of pseudonym-proofs.
Unforgeability: For proving unforgeability, the NIZPoK extractor of the commit-
ment relation is used as well as the unforgeability of the CTS. If there is an adversary
A that forges a valid proof of the anonymous credential, then we can construct a
reduction B that breaks CTS unforgeability:

• B simulates the NIZKPoK and extracts A’s private values: message m, and
randomness R in the commitment of the registration queries from the ZKPoK
proof provided.
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• When A makes an issue query, B makes a signing query to the CTS challenger,

• B extracts the witness from the commitment and makes a signing query,

• As long as A can forge a valid proof, B can break the CTS unforgeability.

It is easy to verify that as long as A can forge a valid proof, B can break the
CTS unforgeability.



Chapter 4

Implementation

To build the anonymous credentials scheme, we will need to build a commit-transferable
signature. As we saw in Chapter 3, the commit-transferable signature relies on the
BDLOP commitment scheme and a non-interactive proof of knowledge scheme. In
this chapter, we discuss the implementation process of these components. We build
and implement the functions outlined in Tables 3.13 and 3.14. We also discuss tech-
nologies used, modifications made to the scheme, features added, and parameter
selection.

We chose to use a high-level programming language, Python, to implement the
system, which is a departure from the low-level languages used in implementations of
existing work. The purpose of our work is to create an open source code base that
not only helps to diversify implementation approaches, but also to provide greater
accessibility and ease of implementation for users who may want to adapt the protocol
further. Due to our own familiarity with the language as well as its popularity within
the coding community, we chose to use Python. The disadvantage of using a language
like Python is that we could not truly optimize our code to run more efficiently com-
pared to a low-level language. Despite this, the benefits of accessibility and diverging
from previous implementation approaches seemed to outweigh the disadvantages.

The main contribution of our work, aside from a full implementation, is also the
extension of new features. These features are notably the disclosure of properties of
attributes, which include the NOT property, OR property, and RANGE property.

4.1 Design and Methodology

The main building blocks for the anonymous credential algorithm include the commit-
transferable signatures with an interactive zero-knowledge proof of knowledge (ZKPoK).
For our ease of implementation, we have kept the ZKPoK interactive [28]. The non-
interactive version requires the use of hash functions which adds a layer of difficulty
and complexity in the implementation process. We leave this as future work.

63
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Notably, we use the ZKPoK from [32] for both the commitment well-formedness
proof (Equation 3.3.2) and the credential validity proof (Equation 3.3.1). The cre-
dential validity proof system was not specified in [28]. However, the ZKPoK system
from [32] can easily accomodate the credential validity proof as well. We opted to
use the same proof system for code re-usability purposes.

The file structure and user-friendly description of all functions and how to use
the code are provided in the Appendix A.

We use the lattice-zk package by Florian Lugstein [31] for the interactive proof of
knowledge portion of our implementation1. Initially, we implemented an interactive
proof of knowledge using mainly the Python package, numpy. However, numpy does
not have built-in functions for dealing with multiplication between matrices over
polynomial rings. As the degrees of our polynomial rings were initially quite high,
the runtime of our code was also very high. Thus, we found and started using the
lattice-zk package based on the interactive proof of knowledge of [32]. The lattice-zk
package implemented by Lugstein is mostly dependent on SageMath functions, which
are equipped to handle multiplication between matrices over polynomial rings and
much more.

4.2 Modifications and Features

4.2.1 Modifications

Due to the long run-time of our code, we looked into minimizing the parameter values
for the scheme. When the protocol was initially run with the original parameters given
in [28], one of the biggest bottlenecks in runtime was matrix multiplication over high-
degree polynomial rings. Often times, running one iteration of the protocol would
take several hours, ultimately terminating due to insufficient memory. To combat this
problem, many of the parameters were recalculated to smaller values. The security
of the scheme with the adapted values is 128-bit security. We discuss bit-security
calculations later in this section.

Calculation of Parameters

The values were recalculated based on the information obtained in [28, 32]. Table 4.1
highlights the general parameters of the anonymous credential scheme. There are
two IZKPoK schemes in the protocol—the well-formedness of a commitment IZKPoK
(from Equation 3.3.2) can be initiated by the parameters in Table 4.2 and 4.3, while
the validity of the credential IZKPoK (from Equation 3.3.1) can be initiated with
the parameters from Table 4.4 and 4.5. We note that the ring degrees of these two
IZKPoKs are different. We set d = 128 for the commitment well-formedness proof

1The lattice-zk code can be found here: https://lattice-zk.isec.tugraz.at/

https://lattice-zk.isec.tugraz.at/
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and d = 512 for the credential validity proof. Finally, concrete sizes of the scheme
are shown in Table 4.6.

We chose to minimize the degrees of the anonymous credential ring by a factor
of 4, and thus set N = 512. In addition, we set τ = 2 and ω = 22. We used
these parameter values as input to calculate the other parameters of interest in the
anonymous credentials scheme. We calculated and chose values that would ultimately
give us 128-bit security of the scheme.

For the parameters related to the interactive proof of knowledge protocol associ-
ated with commitment well-formedness, we adapted and ran the provided code from
[32] to obtain the values q1, q2, qLNP,m2, and the Root Hermite factors2. We ran the
code from [32] with the ring degree we had chosen as input, and we obtained param-
eters that had been calculated to meet the security requirement (128-bit security).
The Root Hermite factor calculated from the code for the anonymous credentials
scheme in terms of the M-SIS problem is 1.003218. The Root Hermite factors for the
proof system in terms of M-SIS and M-LWE problems respectively are 1.004389 and
1.004434. We kept the number of factors that Xd+1 splits into qLNP as l = 2. These
factors represent prime factors of qLNP and are fitting for our scheme since our com-
mitment message uses two prime moduli for our CTS-based anonymous credential
which are q1 and q2. In other words, qLNP = q1 · q2.

We used some of the same values provided in [28] for the dimensions of matrices
used in the BDLOP commitment (i.e. n, ℓ, k) as those were already minimized.

The size of the message space was determined by |M| =
(
d
ω

)
=
(
128
22

)
≈ 281.

For the encryption parameters, the modulus, as well as the height and width of
the public matrices used were calculated as follows:

• Set nPKE = 1

• Set kPKE = ℓ · τ ·N/d · k + (N/d) = 36

• Set mPKE = 2 · nPKE + kPKE = 38

• Set a modulus qPKE > 2(12 · mPKE · d + 1). Thus, we chose the lowest prime
greater than 2(12 ·mPKE · d+ 1) = 58370, which is qPKE = 58373.

The challenge set used in the ZKPoK is denoted:

C = {c ∈ R : ||c||1 = κ∗, ||c||∞ = 1}.

The maximum coefficient of a challenge in C, κ∗ = 2 remained the same.
For the ABDLOP portion of the ZKPoK, we set the height (i.e. the number

of rows) of the matrices of A1 and A2 to n∗ = 1. The length of the message s1
is m1 = mPKE + (ℓ · τ · k) · N/d + 4 = 74. We kept the length of the message m

2https://github.com/khanhcrypto/LBZKP

https://github.com/khanhcrypto/LBZKP
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Table 4.1: [Adapted from Table 10 [28]] Parameter selection for the
CTS-based anonymous credentials.

Variable Description Parameter Value

q1 moduli for the BDLOP commitment
232 − 299

q2 226 − 27

n number of rows of A1 the BDLOP commitment 1

k number of columns of A1 the BDLOP commitment 4

ℓ number of rows of A2 in the BDLOP commitment 1

ℓ̂ number of columns of D in CTS scheme 2

τ dimension of g = (1, δ, . . . , δτ−1) with δ = q
1/τ
2 2

N dimension of ring for CTS 512

ω number of 1’s in the identity m ∈M 22

|M| size of the user space ≈ 281

η σ = η · T is the standard deviation for rejection sampling 7.6

α parameter used in SamplePre 1064960

abort time for rejection sampling 6

to ℓ∗ = 0 since the prover’s secret attributes will be committed in the s1 vector
instead. For the length of s2, we determined the value by running the code from [32]
as discussed earlier. To calculate the gaussian parameter used in SamplePre, we use

α = 2
√
δ2 + 1 ·

((√
2ℓ+

√
ℓ · τ

)√
N + 1

)
as in [28].

In terms of instantiating the other variables for the ZKPoK (such as the repetition
rates), we have taken to using the original variables from [32], as can be seen in
Table 4.3.

The second IZKPoK for proving the validity of a credential follows similarly in
terms of calculation as the first IZKPoK. We refer to the parameter instantiations
in Section 6.2 in [32] which detail the proof of knowledge of an M-LWE secret. This
application can be easily transferred to prove the M-SIS secret, which is relevant for
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Table 4.2: [Adapted from Table 11 [28]] Parameter selection for the
commitment well-formedness IZKPoK, where the root-hermite factor is
1.003687.

Variable Description Parameter Value

qLNP modulus for the proof system (i.e. qLNP = q1 · q2) ≈ 258

d ring dimension of proof system 128

qPKE encryption modulus 58373

nPKE height(# rows) of APKE 1

mPKE width (# columns) of APKE 38

kPKE height (# rows) of BPKE 36

l # factors Xd + 1 splits into mod qLNP 2

γ1 rejection sampling constant for cs1 17

γ2 rejection sampling constant for cs2 1.2

γ(e) rejection sampling constant exact ARP 25

γ(d) rejection sampling constant non-exact ARP 12

η∗ upper bound of 2k
√
||c2k|| for k = 32 59

κ∗ maximum coefficient of a challenge in C 2

n∗ height (number of rows) of matrices A1,A2 in ABDLOP 1

m1 length of the message s1 in the Ajtai commitment 74

ℓ∗ length of the message m in the BDLOP commitment 0

m2 length of the message s2 in ABDLOP 32

ν∗ randomness s2 is sampled from Sm2
ν∗ 1

γ∗ parameters to cut low-order bits from w 979498

D∗ number of low-order bits cut from tA 12

k̂ repetition times for attribute disclosure 2

repetition rate 7

γ′ ℓ2 norm bound on the credential 43543104798560.02
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the credential validity proof. To calculate the bound γ′ on the credential Sigcomm

(i.e. the relation represented by Equation 3.3.1), we use the following equation from
Theorem 4.3 in [32]:

γ′ = 2

√
2 · (ℓ · (2τ + 1) + ℓ̂+ k − n) ·N · η · κ∗· (4.2.1)(

(
√
k − n+

√
ℓ · τ) ·N · α

√
2 · ℓ · τ + α

√
2 · (ℓ · (2τ + 1) + ℓ̂+ k − n) ·N

)
.

Finally, we calculated the sizes for each IZKPoK in Table 4.6 according to the
equations given in [28]:

• |paraABDLOP| =
(
n∗ · (m1 +m2 + ve) + (ℓ∗ + 2) ·m2

)
· d · ⌈log(qLNP)⌉+ 512 ·m2 ·

⌈log(qLNP)⌉ bits

• |paraPKE| = (nPKE + kPKE) ·mPKE · d · ⌈log(qPKE)⌉ bits

• |paraDisclosure| = k · k̂ ·N · ⌈log q2⌉ bits
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Table 4.3: Instantiation of Table 3.8 for the commitment well-formedness
IZKPoK.

Variable Description Instantiation

t factor of d in N (i.e. N = t · d) 4

ρ # of equations to prove t0 = ℓ · τ · t · (n+ ℓ) = 16

ρeval # of evaluations with constant coefficient zero 1

ve # of exact norm proofs ℓ · τ + 1 = 3

vd # of non-exact norm proofs 1

kbin Length of the binary vector to prove 1

s1 Committed message in the Ajtai commitment (rPKE, r1, . . . , rℓ·τ ,m)

m Committed message in the BDLOP commitment ∅ (no message)

f1, . . . , ft0 Equations to prove

[
C1

C2

]
=

[
A1

A2

]
·R+

[
0n×(ℓ·τ)

m ·G

]
∈ Rt·n×(ℓ·τ)

d,q2

∈ Rt·ℓ×(ℓ·τ)
d,q2

F1 Evaluation to prove constant coefficient zero σ−1(
∑d−1

i=0 X
i) ·m− ω

x dimension for E matrix k · t = 16

E1 Public matrix for proving ∥E1s− v1∥ ≤ β
(e)
1 [ImPKE

0mPKE×x . . .0mPKE×x 0]

v1 Public vector for proving ∥E1s− v1∥ ≤ β
(e)
1 0

β
(e)
1 Upper bound on ∥E1s− v1∥ ≤ β

(e)
1 2

√
d ·mPKE = 185.2

Ei
Public matrix for proving ∥Eis− vi∥ ≤ β

(e)
i ,

where i ∈ [2, ..., ℓ · τ + 1]
[0x×mPKE 0x×(x·(i−2)) Ix 0x×(x·(ℓ·τ+1−i)) 0]

vi
Public vector for proving ∥Eis− vi∥ ≤ β

(e)
i

where i ∈ [2, ..., ℓ · τ + 1]
0

β
(e)
i

Upper bound on ∥Eis− vi∥ ≤ β
(e)
i

where i ∈ [2, ..., ℓ · τ + 1]

√
N · k = 45.25

D1 Public matrix for proving ∥D1s− u1∥ ≤ β
(d)
1 q−1

PKE ·
[

APKE,0
BPKE, IkPKE

]

u1 Public vector for proving ∥D1s− u1∥ ≤ β
(d)
1 q−1

PKE ·
[
t0
t1

]

β
(d)
1 Upper bound on ∥D1s− u1∥ ≤ β

(d)
1 (d ·mPKE + 1)

√
(nPKE + 1) · d = 137232

Ebin Matrix for proving binary [0 . . . 0 1]

vbin Vector for proving binary 0
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Table 4.4: [Adapted from Table 11 in [32]] Parameter selection for cre-
dential validity IZKPoK.

Variable Description Parameter Value

qLNP modulus for the proof system (i.e. qLNP = q1 · q2) ≈ 258

d ring dimension of proof system 512

l # factors Xd + 1 splits into mod qLNP 2

γ1 rejection sampling constant for cs1 19

γ2 rejection sampling constant for cs2 1

γ(e) rejection sampling constant exact ARP 6

η∗ upper bound of 2k
√
||c2k|| for k = 32 59

κ∗ maximum coefficient of a challenge in C 2

n∗ height (number of rows) of matrix Fcomm 1

m∗ width of matrix Fcomm 10

m1 length of the message s1 in the Ajtai commitment 10

ℓ∗ length of the message m in the BDLOP commitment 0

m2 length of the message s2 in ABDLOP 25

ν∗ randomness s2 is sampled from S∗
ν∗ 1

γ∗ parameters to cut low-order bits from w 131052

D∗ number of low-order bits cut from tA 9

k̂ repetition times for attribute disclosure 2

repetition rate 7
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Table 4.5: Instantiation of Table 3.8 for the credential validity IZKPoK.

Variable Description Instantiation

ρ # of equations to prove 0

ρeval # of evaluations with constant coefficient zero 0

ve # of exact norm proofs 1

vd # of non-exact norm proofs 0

kbin Length of the binary vector to prove 0

s1 Committed message in the Ajtai commitment Sigcomm

m Committed message in the BDLOP commitment ∅ (no message)

E1 Public matrix for proving ∥E1s− v1∥ ≤ β
(e)
1

[
Im∗

Fcomm

]

v1 Public vector for proving ∥E1s− v1∥ ≤ β
(e)
1

[
0
u

]

β
(e)
1 Upper bound on ∥E1s− v1∥ ≤ β

(e)
1 γ′ (from equation 4.2.1)
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Table 4.6: [Adapted from Table 11 [28]] Public and private parameter
sizes for the IZKPoKs.

Variable Description Size

Commitment Well-formedness IZKPoK

|paraABDLOP| public parameter size of ABDLOP commitment 2902.8 KB

|paraPKE| public parameter size of PKE encryption 9056.3 KB

|paraDisclosure| public parameter size of Disclosure encryption 106.5 KB

|cipherPKE| ciphertext size of PKE encryption 0.5 KB

Credential Validity IZKPoK

|paraABDLOP| public parameter size of ABDLOP commitment 3286.3 KB
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Pre-image Sampling

The pre-image sampling function is used to generate a short pre-image Sigcomm

given public matrices Fcomm and u in the ISSUE function shown in Table 3.14. Due
to difficulties in implementing the pre-image sampling function, we implemented a
workaround. The workaround involves generating the secret Sigcomm during the ini-
tialization of Fcomm, and then multiplying the two matrices to get u. This alternative
way of generating Sigcomm does not impact the underlying M-SIS assumption, as
finding a short Sigcomm is still a difficult feat for adversaries. Given that our focus in
this section of the thesis is to assess parameter sizes, we leave the proof of security to
future work.

The pre-image sampling algorithm over Zq is as follows [21]:

• Find a short basis for the dual lattice, using the trapdoor

• Find an arbitrary solution x0, to Fcomm · x0 = u mod q

• Use a variant of Babai’s “nearest-plane” [5] to sample a vector v from the dual
lattice shifted to −x0. Babai’s “nearest-plane” algorithm iteratively chooses a
plane at random by sampling from a discrete Gaussian

• Output the short pre-image t = x0 + v.

To use this algorithm, we first map our elements from Rq to Zq . A ring element
a ∈ R can be mapped to a matrix in ZN×N by Rot : R → ZN×N :

Rot(a) :=


Coeffs(a)⊤

Coeffs(xa mod (XN + 1))⊤

...
Coeffs(xN−1a mod (XN + 1)⊤

 ,

where an element a =
∑

i∈[N ] aix
i ∈ R, where [N ] = {0, 1, 2, . . . , N − 1} can be

represented by Coeffs(a) = (a0, . . . , aN−1).
The main difficulty arose when using sagemath’s DiscreteGaussianLatticeSam-

pler for the Babai “nearest-plane” variant algorithm. We mapped our matrices
Fcomm ∈ Rn×m

N,q into Zn·N×m·N
q , the dual lattice represented by F⊥

comm ∈ Rm×ℓ
N,q into

Zm·N×ℓ·N
q and u ∈ RN,q into ZN×N

q . Sampling from DiscreteGaussianLatticeSampler
produced vectors v̂ ∈ Zm·N that were not from the dual lattice. In our attempt to
resolve the issue, we partitioned the input parameters—the basis and center matrices
and later tried to reconstruct the matrix outputted by the function. We used this
approach since the Rot map introduced a lot of redundancy in the values. This tech-
nique allowed us to successfully sample singular vectors in the dual lattice, however,
the dimension required of v̂ remained mismatched. Attempting to reconstruct it into
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the proper dimensions v̂ ∈ Zm·N×N ended up being very challenging. We exhausted
the ways in trying different partitioning and reconstructing techniques, but to no
avail.

Bit-security of the scheme

We followed the work of [3] and used their provided script to calculate the bit-
security3.

For the bit-security calculation, we consider two main forms of attacks that
adversaries may use, primal attack and dual attack. Both attacks use the BKZ
algorithm, which is a lattice basis reduction algorithm [39]. We primarily look at
attacks that use the BKZ algorithm since it is commonly used in cryptanalysis of
lattice-based schemes. The primal attack constructs a unique-SVP instance from the
LWE problem and uses the BKZ algorithm. The dual attack, on the other hand,
consists of finding a short vector in the dual lattice.

We inputted the following parameters of our scheme into the script:

• q = q2 = 226 − 27

• n = N = 512

• σ = η · T ≈ 1041

From the results in Table 4.7, where the attacks costs (in log2) are given, we
can deduce that our scheme with the relevant parameters has (at least) a bit-security
of 128.

Table 4.7: The cost of primal and dual attacks on the CTS-based anonymous
credential scheme.

Attack
Number of
Used Samples

Block Dimension
of the BKZ algorithm

Classical cost
(in log2)

Quantum cost
(in log2)

Primal 1016 527 154 139

Dual 1020 525 153 139

3Their bit-security calculation script can be found here:
https://github.com/tpoeppelmann/newhope
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4.2.2 Features

The original protocol allows provers to disclose an attribute or a subset of attributes
to the verifier. An extension of attribute-based anonymous credentials that we have
designed and implemented is the disclosure of attributes’ properties. We note that
the anonymity property may not hold if the user decides to disclose an attribute or a
property of an attribute that has identifying information (e.g., their home address).
We do not consider these cases of revealing identifying information in our anonymity
property.

We have extended the anonymous credential scheme to include disclosure of
properties of attributes. This enables provers to disclose information about their
attributes without revealing the attributes themselves to the verifier. We have added
three algorithms to respectively allow provers to disclose that:

• an attribute is NOT a value (e.g., the age attribute is not 16),

• an attribute is one value OR another (e.g., the Canadian driver’s license class
is G1 or G2), and

• an attribute is within a non-arbitrary range (e.g., the age attribute is between
0 and 7). The main limitation with the range disclosure of the attribute is that
it can only provide range information from 0 ≤ attribute ≤ 2n − 1, where n
represents the number of bits in the attribute in binary form. A combination
of these algorithms can actually provide arbitrary ranges, although in a less
efficient way.

We have designed and implemented three property disclosure algorithms that can
be seen in Tables 4.8, 4.9, and 4.10. These figures are an extension of the disclosure
of attributes as seen in Table 3.15.

We note that for the OR property disclosure feature, we randomize the true
and false values each time the prover engages with the verifier to accommodate any
ordering of statements. For example, if Alice is 20, and wants to prove that her age
is 20 or 21, an ordering is randomly chosen before the interaction (i.e. either “Alice
is 20 OR 21” or “Alice is 21 OR 20”).
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Table 4.8: The interactive version of ΠDiscloses NOT. ΠDiscloses NOT discloses
that certain attributes are not in the committed message m.

Some of the matrices used are from the CTS construction seen in Section 3.3.2 (e.g.,
A1, a

⊤
2 , comm , r1,m,G). The rejection sampling algorithm, Rej1, can be found in Table 2.3.

Public parameters:

A1, a2, B = σ ·
√
2k ·N , B⊤ = (bi) ∈ Rk×k̂

q , and G = Iℓ ⊗ (1, δ, . . . , δτ−1).

Commitment: comm :=

[
t1,1
t2,1

]
=

[
A1

a⊤
2

]
· r1 +

[
0

m ·G

]
, with m =

∑
i∈[N ] miX

i−1.

Let I ⊂ [N ] denote the subset of attribute indices where the prover wants to apply the NOT property
on.
Let mI = {mi}i∈I denote a subset of attributes in which the NOT property will be applied.
Let mI = {mi}i∈I denote a subset of false attribute values.
Set matt =

∑
i∈I miX

i−1, and m′ =
∑

i∈I(mi −mi)X
i−1 +

∑
i∈[N ]\I miX

i−1.

The prover discloses matt publicly.

Prover Verifier

D = {f ∈ Rq2 : fi = fi ·(mi−mi) for i ∈ I}k̂

g := (g1, . . . , gk̂)
⊤ $← D

tg = (tg,i) = B · r1 + g tg−−−−−−−−−−→
(γi)i∈[k̂]←−−−−−−−−−− (γi)← Zk̂

q2

∀i ∈ [k̂], hi = gi + γi ·m′

y← Dk
ξ ,w = A1 · y

∀i ∈ [k̂], wi = (γi · a⊤
2 + b⊤

i ) · y
w, hi, wi−−−−−−−−−−→

z = y+ d · r1
if Rej1(z, d · r1, σ) = 1
then z :=⊥

d←−−−−−−−−−− d← C

z−−−−−−−−−−→

Checks:

1. ∥z∥
?

≤ B, A1 · z
?
= w+ d · t1,1

2. ∀i ∈ [k̂],
whether the coefficients with respect to I in hi

are nonzero, and

(γi ·a⊤
2 +b⊤

i )·z
?
= wi+d·(γi ·(t2,1−matt)+tg,i−hi).
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Table 4.9: The interactive version of ΠDiscloses OR. ΠDiscloses OR discloses that
certain coefficients are one value or another in the committed message m.

Some of the matrices used are from the CTS construction seen in Section 3.3.2 (e.g.,
A1, a

⊤
2 , comm , r1,m,G). The rejection sampling algorithm, Rej1, can be found in Table 2.3.

Public parameters:

A1, a2, B = σ ·
√
2k ·N , B⊤ = (bi) ∈ Rk×k̂

q , and G = Iℓ ⊗ (1, δ, . . . , δτ−1).

Commitment: comm :=

[
t1,1
t2,1

]
=

[
A1

a⊤
2

]
· r1 +

[
0

m ·G

]
, with m =

∑
i∈[N ] miX

i−1.

Let I ⊂ [N ] denote the subset of attribute indices the prover wants to apply the OR property on.
Let mI = {mi}i∈I represent a subset of attributes in which the OR property will be applied.
Let mI = {mi}i∈I denote a subset of false attribute values.
Set matt =

∑
i∈I miX

i−1, m′ =
∑

i∈[N ]\I miX
i−1.

Set matt =
∑

i∈I miX
i−1, m′ =

∑
i∈I(mi −mi)X

i−1 +
∑

i∈[N ]\I miX
i−1.

The prover discloses matt and matt publicly.

Prover Verifier

(γ′
i)← Zk̂

q2
,

D = {f ∈ Rq2 : fi = 0 for i ∈ I}k̂

D = {f ∈ Rq2 : fi = −γ′
i · (mi−mi) for i ∈ I}k̂

g := (g1, . . . , gk̂)
⊤ $← D

g := (g1, . . . , gk̂)
⊤ $← D

tg = (tg,i) = B · r1 + g

tg = (tg,i) = B · r1 + g tg,tg−−−−−−−−−−−−→
(γi)i∈[k̂]←−−−−−−−−−−−−

(γi)← Zk̂
q2

(γ′′)i∈[k̂] = (γ)i∈[k̂] − (γ′)i∈[k̂]
∀i ∈ [k̂], hi = gi + γ′′

i ·m′

∀i ∈ [k̂], hi = gi + γ′
i ·m′

y← Dk
ξ ,w = A1 · y

∀i ∈ [k̂], wi = (γ′′
i · a⊤

2 + b⊤
i ) · y

∀i ∈ [k̂], wi = (γ′
i · a⊤

2 + b⊤
i ) · y

w,(hi,wi,hi,wi)i∈[k̂]−−−−−−−−−−−→
d← C

z = y+ d · r1
if Rej1(z, d · r1, σ) = 1
then z :=⊥

d←−−−−−−−−−−−

z,(γ′′)i∈[k̂],(γ
′)i∈[k̂]−−−−−−−−−−−−→

Checks:

1. ∥z∥
?

≤ B, A1 · z
?
= w+ d · t1,1

2. ∀i ∈ [k̂],
whether the coefficients with respect to I in hi

are nonzero, and
γ′′
i + γ′

i = γi,

(γ′′
i ·a⊤

2 +b⊤
i )·z

?
= wi+d·(γ′′

i ·(t2,1−matt)+tg,i−hi),

(γ′
i ·a⊤

2 +b⊤
i )·z

?
= wi+d·(γ′

i ·(t2,1−matt)+tg,i−hi).
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Table 4.10: The interactive version of ΠDiscloses RANGE. ΠDiscloses RANGE dis-
closes that certain attributes in the committed message m belong in a range
(between and inclusive of 0 and 2n − 1 where n is the length of the binary
string of the attribute).

Some of the matrices used are from the CTS construction seen in Section 3.3.2 (e.g.,
A1, a

⊤
2 , comm , r1,m,G). The rejection sampling algorithm, Rej1, can be found in Table 2.3.

Public parameters:

A1, a2, B = σ ·
√
2k ·N , B⊤ = (bi) ∈ Rk×k̂

q , and G = Iℓ ⊗ (1, δ, . . . , δτ−1).

Commitment: comm :=

[
t1,1
t2,1

]
=

[
A⊤

1

a2

]
· r1 +

[
0

m · G

]
, with m =

∑
i∈[N ] miX

i−1.

Let I ⊂ [N ] denote the subset of attribute indices where the prover wants to apply the RANGE
property on.
Let mI = {mi}i∈I denote the subset of attributes on which the RANGE property will be performed.
Let mI = {mi}i∈I denote a subset of the complement attribute values (i.e. if mi is 0, then mi is 1
and vice versa).
Set matt =

∑
i∈I miX

i−1, m′ =
∑

i∈[N ]\I miX
i−1.

Set matt =
∑

i∈I miX
i−1, m′ =

∑
i∈I(mi −mi)X

i−1 +
∑

i∈[N ]\I miX
i−1.

Let moverflow att ⊂ matt represent the overflow bits for an attribute in binary (e.g., if age attribute is
represented by m2, . . . ,m10 and we want to check age ≤7, we need to check that each overflow bit
of the age attribute, m2, . . . ,m7, is NOT 1.)

Prover
Verifier

For each bit in matt, run ΠDiscloses OR

For each bit moverflow att, run ΠDiscloses NOT

to check they are NOT 1 Checks that ΠDiscloses OR passes for all the
bits in matt\moverflow att and ΠDiscloses NOT

passes for all the bits in moverflow att
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We first consider disclosing that an attribute is not a specified value. The de-
tails of how this ΠDiscloses NOT interaction takes place can be seen in Figure 4.8. We
provide a concrete scenario to help the reader better understand the inner workings
of ΠDiscloses NOT. First, consider that we may have a prover, Alice, who wants to dis-
close to a verifier, Bob, that she is not 20 years old. She begins an interactive proof
with Bob to disclose that her age attribute on her anonymous credential is not 20.
First, she starts by generating a masking vector g which she uses to hide her false
age. She achieves this by multiplying a random value with the age she claims she
is not, subtracted by her actual age (e.g., 21). Note that if Alice is lying and she
is indeed 20 years old, the constant coefficient of her masking vector will be 0 and
the final conditions that Bob will ultimately check will not pass. She then creates a
masked vector tg using the masking vector g which hides both her actual age and a
secret randomness value from her committed anonymous credential. Alice proceeds
to send tg to Bob. In turn, Bob sends some challenges to Alice. With the chal-
lenges, Alice computes and generates new vectors hi that hide all other attributes
of her anonymous credential scheme. She computes yet other vectors w and wi to
hide values from her commitment. The vectors Alice generates on this turn are also
hidden by randomness values she generates. Alice sends the vectors she creates to
Bob, and Bob proceeds to send an additional set of challenges her way. Alice uses
these newly received challenges to hide additional information she has in the form of
a vector z, which she checks passes a rejection sampling test. Alice sends z to Bob,
and he performs a series of checks on some conditions. Bob checks that the norm
of z is below a certain bound, B. He checks that the values Alice generated in her
interaction with him are consistent with part of Alice’s commitment being correct
(i.e. Alice’s t1,1 is consistent with the values he received). In the second half of his
checks, Bob verifies that the coefficient with respect to Alice’s age attribute in hi is
nonzero. Bob finally checks to see that all the secret and random values generated by
Alice match his information about the second part of her commitment (i.e. t2,1). By
the end of this protocol, Bob should be convinced, if all his checks pass, that Alice
indeed was truthful in that she is not 20 years old.

This disclosure of the NOT property can very easily be generalized to multiple
attributes.

The ΠDiscloses OR algorithm is very similar to the ΠDiscloses NOT algorithm. The
main distinction between these two algorithms is that the masking vector g sampled
from the set G varies for each algorithm. The ΠDiscloses RANGE is essentially composed
of a number of ΠDiscloses OR algorithms.

4.3 Technologies Used

The computations and the tests were run on Intel(R) Core(TM) i9-9820X CPU @
3.30GHz and NVIDIA GeForce RTX 2080 Ti (11 GB).
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To obtain completeness and the respective running time of each algorithm, we ran
a series of tests. The tests included running the issuing and verification algorithms.
We also tested the disclosure and disclosure of properties algorithms which can be
seen in Figure 4.1. These tests are described in Section 5.2, and the results of the
tests can be found in Section 5.3.

Tests

Disclosure

Disclose OR

Disclose
RANGE

Disclose NOT

Combination of Disclosure Algorithms

Issuing Protocol

Verification Protocol

False Attribute Disclosure

Multiple Attribute Disclosure

False NOT

Multiple NOTs

False OR

Multiple ORs

Multiple RANGE

Verify Credential

Verify Transferred Credentials

Issue Credential

Figure 4.1: A flowchart of all the test cases ran on the anonymous credential
algorithms. Descriptions of tests are shown in more detail in Section 5.2.



Chapter 5

Evaluation

In this chapter, we explore the security and efficiency of our implementation. We
discuss different security models in Section 5.1 and explore how we evaluated our
implementation in Section 5.2. All test results and how our scheme compares with
existing implementations can be seen in Section 5.3. We discuss runtime comparisons
in Section 5.4.

5.1 Adversarial Security Models and Tests

In this section, we outline some security models with classical and quantum adver-
saries in. Although we did not directly simulate all these security models in the
evaluation of our protocol, the models provided are here for completeness and as a
reference for future work. The consolidated list of models provides a starting point
for what post-quantum security means and what types of adversaries to be wary of
when designing and implementing post-quantum systems. Often times, we notice in
the literature that the security of the schemes relies on classical adversaries and diffi-
cult mathematical problems where there are no quantum algorithm speedups such as
in [38, 9]. For applied work, it is also important to consider a variety of adversaries
that might challenge the security of any post-quantum scheme.

We have three main actors in the anonymous credential system: the certificate
authority, the prover, and the verifier. For our security models, we introduce a fourth
actor: an eavesdropper.

The certificate authority can be honest and honest-but-curious. The prover and
verifier can be honest, honest-but-curious, and dishonest. Honest parties follow the
protocol step by step correctly. Honest-but-curious parties follow the protocol cor-
rectly and attempt to learn additional information from their input and output only.
Finally, dishonest parties can deviate from the protocol to achieve their own goals.

Eavesdroppers can be categorized into two main types: passive and active. Pas-
sive eavesdroppers will try to learn as much information as possible without interfer-

81
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Table 5.1: The possible types of adversaries for each actor in the anonymous
credential scheme. In total, there are 3×5×5×4 = 300 possible adversarial
models.

Type
Certificate
Authority

Prover Verifier Eavesdropper

Honest ✓ ✓ ✓

Classical Honest-but-curious ✓ ✓ ✓

Quantum Honest-but-curious ✓ ✓ ✓

Classical Malicious ✓ ✓

Quantum Malicious ✓ ✓

Classical Passive ✓

Quantum Passive ✓

Classical Active ✓

Quantum Active ✓

ing with the execution of the protocol. Active eavesdroppers will interfere with the
protocol to gain as much information as possible.

Every dishonest passive and active adversary can be considered both in the clas-
sical case, where they only have access to classical resources, and in the quantum case,
where they have access to quantum resources. We show in Table 5.1 all the adversary
types for each actor in the protocol. Since the certificate authority is considered and
assumed to be trustworthy, we did not consider them in the malicious case.

Therefore, there are 3× 5× 5× 4 = 300 possible adversarial models.
In the context of our scheme and its properties (notably unforgeability, unlink-

ability, and anonymity), we have outlined a snapshot of what we consider to be the
most relevant adversarial models. These adversarial cases can be seen in Table 5.2.
We chose the adversarial models that we thought best highlighted the security of
each property. The issuing protocol as listed in Table 5.2 refers to the issuance of
anonymous credentials between the certificate authority and a prover. The verifica-
tion protocol, on the other hand, is all the interactions that take place between a
prover and a verifier. This includes scenarios where the verifier verifies the validity of
the anonymous credentials provided as well as the validity of any disclosed attributes
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or disclosed properties of attributes.
In our evaluation, we test for the following security model where the following

adversaries are all classical:

• Unforgeability (Row 5) with a malicious prover and an honest verifier in the
verification protocol.

At a baseline level, our protocol works with three parties, one of which (we
assume the certificate authority) is considered a trusted, honest party. In this type
of environment, we thus direct our focus to the adversarial models that are likely to
occur in the verification protocol. We chose the model that was one of the most likely
scenarios to occur in our given real-life environment. If these attacks are successful,
this model also has some of the most adverse and dire consequences. We only chose
one model to test because it best highlights the properties of unforgeability during
the verification stage. In terms of the anonymity property, we rely on the security
theorem presented in [28], and thus do not directly test this property. We leave the
testing of the unlinkability property (i.e. Unlinkability (Row 12) with an honest
prover but malicious verifier in the verification protocol) for future work.

Theis additional test case help to further support that the implemented protocol
is secure.
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Table 5.2: Outline of classical and quantum adversarial models. Each row
represents a security model, and the adversaries can either have classical
resources and/or quantum resources.

# Property
Certificate
Authority

Prover Verifier Eavesdropper
Security
Scenario

1 Unforgeability Honest Honest - Passive Issuing

2 Honest Honest - Active Issuing

3 Honest
Honest-
but-curious

- - Issuing

4 Honest Malicious - - Issuing

5 - Malicious Honest - Verification

6 - Honest Honest Passive Verification

7 - Honest Honest Active Verification

8 Unlinkability
Honest-
but-curious

Honest - - Issuing

9 Honest Honest - Passive Issuing

10 Honest Honest - Active Issuing

11 - Honest
Honest-
but-curious

- Verification

12 - Honest Malicious - Verification

13 - Honest Honest Passive Verification

14 - Honest Honest Active Verification

15 Anonymity
Honest-
but-curious

Honest - - Issuing

16 - Honest
Honest-
but-curious

- Verification

17 - Honest Malicious - Verification
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5.2 Evaluation Setup

We evaluated all our algorithms by running different tests that check for correctness
and security in certain adversarial scenarios.

We measured and recorded the run times of the respective algorithms. We also
collected size information for our tests. The results can be seen shortly, in Section 5.3.

As was previewed in Figure 4.1, the tests are as follows:

1. Issuing Credentials: We test the issuing protocol. We start by generating
a random set of attributes to be committed in a credential. We then execute
the issuing protocol between a certificate authority and a prover. During the
protocol, the certificate authority verifies if the commitment of attributes is
well-formed. At the end of a successful run, we check if a valid anonymous
credential was issued to the prover or not. We record run time information.

2. Verification of Signed Credentials: We test whether our honestly generated
and signed anonymous credentials can be successfully verified by a verifier. We
record the run times.

3. Verification of Transferred Credentials (Pseudonyms): We test whether
all transferred anonymous credentials from an honestly generated and signed
credential, can be successfully verified by a verifier. We record the run times.

4. Disclosure: We test the disclosure algorithm which discloses a random subset
of attributes in a credential without revealing other attributes’ information.
We create dummy credentials initially for the disclosure procedure. We test
this algorithm on up to five attributes and record the run times.

The next set of tests are for algorithms that we designed and implemented.
Since they are correctness tests, we are looking for these tests to pass (i.e. the
algorithms work as intended).

5. Disclosure of OR Property: In the OR property algorithm, we consider
the case where a prover wants to show that an attribute is one of two values,
either a value m1 or m2 (e.g., if an anonymous credential attribute represents
driver license classes, we may want to reveal that this attribute is either an
intermediate provisional license or a full unrestricted license). We test the
correctness of this test for up to five attributes and collect their respective run
times.

6. Disclosure of NOT Property: The test was used to check the correctness of
a randomly selected attribute not being a specific value. For example, this test
can be thought of as simulating that a prover’s birthday month is not August.
Like the previous tests, we recorded run time information for disclosing the
NOT property on up to five randomly selected attributes.
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7. Disclosure of RANGE Property: This test was used to disclose that an
attribute mi is within a limited range: 0 ≤ mi ≤ 2n − 1 where i ∈ N and n
belongs to the set [1,2,3,4,5]. The upper bound of the range we set for this test
was arbitrarily 25 − 1 = 31. For this test, we randomly selected a range and
performed the interactive proof on this. We wanted to use this test to simulate
revealing whether the age of the prover is between a pair of values. Run times
were collected.

8. Combination of all Disclosure algorithms: We also evaluate run time per-
formance in the case where a combination of all of these disclosure and disclosure
of properties on a credential are being used in a verification interaction.

To further test for correctness and security, we set up tests with bad-acting, ma-
licious provers. These tests are for testing the unforgeability property. We sim-
ulated provers who wanted to disclose false information about their attributes.
We perform and gather data for all but the RANGE property algorithm, since
the RANGE property algorithm leaks information about the underlying at-
tribute value, penalizing them for being dishonest.

9. False Disclosure: We looked at disclosing a false value. A particular scenario
in real life might include for example, the prover wanting to disclose that they
are 22 years of age when in fact their age is 19 years of age. In our tests, these
scenarios should always fail (i.e. the verifier does not accept the credential and
the proof). Run times were collected.

10. False NOT Disclosure: Next, we tested the NOT property with a false value.
We consider the scenario in which the prover might claim in an interaction that
their attribute is not a value when, in fact, it is. For example, if the anonymous
credential represents an identification document of some kind with an expiry
date, we set the fake value to today’s value and try and prove that it is NOT
today’s value. These tests should always fail (i.e. the verifier does not accept
the credential and the proof). Run time information was collected.

11. False OR Disclosure: Finally, we tested the OR property with a false value.
In this case, we took two false values and ran the algorithm on these two values.
One can think of this as the scenario of disclosing that a prover lives in Ontario
or Quebec, when in fact they live in British Columbia. Run time information
was collected.

We compare the issuing credentials test and the verification of credentials test
with the results of the implementations of [4, 9, 34, 35, 38].
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5.3 Results

We ran 15 iterations of the issuing tests and 100 iterations of the verification tests
(Tests 1 to 3 in Section 5.2). We ran 100 iterations of the disclosure tests (Tests 4 to 11
in Section 5.2). For each of our tests, we recorded the average, median, minimum,
and maximum run times. For the disclosure algorithms tests, we not only recorded
the amount of time it takes for the specific disclosure algorithms to run, we also
recorded separately, the setup times associated with them. The setup included setting
up the credentials with mock attributes. Finally, we recorded the average, median,
minimum, and maximum sizes for the disclosure algorithms tests. We obtained the
sizes of vectors and matrices generated and needed on the prover and verifier sides
for the disclosure algorithms tests. We also recorded the sizes of messages sent back
and forth between prover and verifier in all their interactions.

In Table 5.4, our implementation of anonymous credentials is compared to the
implementations of [4, 9, 34, 35, 38], specifically the issuing and verification algo-
rithms. We have omitted CPU cycle information because this information is not
easily accessible for high-level type programming languages like Python. The imple-
mentations of [4, 9, 34, 35, 38] take different measurements. In [4, 9, 34, 35], tests
were run and a subset of minimum, median, average, and maximum run times was
extracted. In [38], the authors tested the issuing and verification protocol for three
different cases: better time, better size, and balanced. In each of the aforementioned
cases, the implementations were time-optimized, size-optimized, and finally, balanced
between time and size.

Our runtime results for the issuing and verification protocol can be seen in Ta-
ble 5.3. For the issue protocol, the success rate is fairly low, likely due to a bug in
the code. Despite extensive and detailed analysis, we need to leave the remainder of
this debugging to future work.

The long run times are in part due to the rejection sampling repetition rate as
initiated in Subsection 4.2.1. For the issuing and verification protocol, the repetition
rate was calculated to be 7 times (as seen in Tables 4.3 and 4.5 respectively). In
other words, the estimated success rate of these algorithms is 14.3%. We can see
that the values converge to roughly 14.3% for the verification protocol. Due to time
limitations, we ran a small number of iterations for the issuing protocol. However,
with more iterations, the success rate should also converge to 14.3%.

To make meaningful comparisons between our work and the other implemen-
tations, we first need to ensure that the metrics we are comparing are the same.
Thus, we opted to test our protocol and record the run times for the lowest, average,
and highest times. The better time, balanced, and better size metrics used in [38]
are somewhat analogous with the lowest, average, and highest run times, respec-
tively, in [4, 9, 34, 35].

The information we have gathered is the running time in seconds. We used the
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Table 5.3: Our issuing and verification protocol run times. The issuing and
verification protocol was run 15 and 100 times, respectively. The minimum
(Min), average (Avg), median (Med), and maximum (Max) run times were
extracted.

Time(s)

Min Avg Med Max
Success
Rate

Avg
Repetition
Rate

Issuing
Protocol

5574.9 15320.9 16773.0 39389.5 6/15 2.7

Verification
Protocol

44.2 318.5 225.8 1563.5 100/100 7.1

Pseudonym
Verification
Protocol

44.5 310.3 228.6 1463.4 100/100 7.0

function perf counter() from the time package to gather and time our tests.
Next, we evaluated our additional disclosure features. It is not possible to com-

pare our work with the literature because the other implementations do not have
these features. The results can be seen in Table 5.5 and 5.6.

We plot many of our results in box plots. We provide guidelines for reading the
box plots in Figure 5.1, and our actual data can be seen in Figures 5.2 through 5.10.

As can be seen in Figure 5.6, the run times for the disclosure of attributes and
the disclosure of the NOT property are fairly constant and do not depend on the
number of attributes. This is due to the fact that we do not require additional setup
or computations for these procedures since the attributes can all be disclosed (or have
the NOT property applied on them) simultaneously without information leakage. On
the other hand, the number of attributes does affect the run times of the disclosure
of the OR property and the RANGE property. To ensure that no information leaks
are taking place, we require additional setup for each attribute, and thus the overall
run time increases. Since the RANGE property uses the OR property, it naturally
follows that the runtime increases with the number of attributes as well.

All our tests passed successfully in convincing the verifier of the respective dis-
closures and disclosures of properties of attributes.
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Table 5.4: Our issuing and verification protocol run times compared with
other implementations. Each of our protocols were run 10 times. The row
headings, Min, Avg, Med, and Max represent minimum, average, median,
and maximum run times, respectively.

Implementation Time (s)

Ours [4] [9] [34] [35] [38]†

Issuing
Protocol

Min 5574.9 0.287 0.67297 - 1.185 Better Time 0.304

Avg 15320.9 0.383 1.84276 0.117 3.472 Balanced 0.660

Med 16773.0 0.328 1.28102 - 2.582 Med -

Max 39389.5 0.815 - - 18.935 Better Size 4.822

Verification
Protocol

Min 44.2 0.346 0.16554 - 0.896 Better Time 0.0314

Avg 318.5 0.504 0.17187 0.198 1.342 Balanced 0.0220

Med 225.8 0.430 0.17174 - 1.186 Med -

Max 1563.5 1.174 - - 0.896 Better Size 0.0198

† Policharla et al. combined both the issuing and verification protocols together for obtaining each
variant of their scheme (e.g., the better time variant is optimized over the sum of both the issuing
and verification protocol). This explains why in the verification protocol, upon initial inspection,

the time-optimized variant is slower than the size-optimized variant (0.0314s > 0.0198s).
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Figure 5.1: Box plot reading guidelines.
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Table 5.5: Correctness test run times of disclosure of attributes and disclosure
of properties of attributes. The average (Avg), median (Med), minimum
(Min), and maximum (Max) run times are shown for each algorithm. Each
algorithm was run a total of 100 iterations.

Number of
Attribute(s)

Our implementation
Time (s)

Our implementation
Time with Setup (s)

Avg Med Min Max Avg Med Min Max

Disclosing
Attribute(s)

1 1.649 1.352 0.590 5.433 1.767 1.474 0.709 5.559

2 1.974 1.367 0.631 8.494 2.092 1.487 0.741 8.613

3 1.901 1.386 0.650 6.772 2.021 1.506 0.759 6.896

4 2.022 1.375 0.610 7.941 2.136 1.496 0.729 8.057

5 1.719 1.374 0.668 5.521 1.838 1.494 0.791 5.640

Disclosing
NOT
Property

1 1.706 1.332 0.596 5.982 1.819 1.434 0.712 6.100

2 1.731 1.360 0.592 6.483 1.839 1.477 0.681 6.574

3 2.008 1.380 0.614 7.262 2.124 1.502 0.707 7.379

4 2.037 1.377 0.625 7.934 2.155 1.497 0.749 8.056

5 1.867 1.375 0.690 8.594 1.984 1.495 0.808 8.714

Disclosing
OR
Property

1 2.462 2.329 0.852 12.02 2.579 2.447 0.946 12.136

2 4.538 4.126 1.748 17.457 4.650 4.235 1.865 17.545

3 7.282 6.778 2.839 21.182 7.396 6.881 2.957 21.299

4 8.994 8.287 4.411 20.268 9.106 8.405 4.499 20.357

5 11.452 10.769 5.693 26.469 11.567 10.871 5.811 26.587

Disclosing
RANGE
Property

1 8.985 8.796 1.737 20.533 9.107 8.921 1.826 20.662

2 15.402 14.993 4.033 31.256 15.521 15.107 4.155 31.385

3 21.903 21.996 7.512 38.192 22.019 22.117 7.631 38.315

4 30.723 30.418 12.817 57.084 30.841 30.538 12.936 57.208

5 35.314 34.121 16.257 65.537 35.432 34.242 16.375 65.661

Combination - 8.955 8.619 3.430 21.090 11.251 10.234 4.055 23.785
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Table 5.6: Correctness test run times of disclosure of false attributes and
disclosure of false properties of attributes. Each algorithm was run a total of
100 iterations.

Our implementation
Time (s)

Our implementation
Time with Setup (s)

Avg Med Min Max
True

Negative
Rate

Avg Med Min Max
True

Negative
Rate

Disclosing
a Fake
Attribute

1.869 1.457 0.658 8.002 100% 1.989 1.578 0.771 8.125 100%

Disclosing
False NOT
Property

1.760 1.279 0.538 6.057 100% 1.880 1.401 0.664 6.182 100%

Disclosing
False OR
Property

2.233 1.712 0.874 7.551 100% 2.362 1.838 1.004 7.675 100%
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Figure 5.2: Run times of disclosure of attributes plotted on a box plot. Each
test was run 100 times. The run time with setup refers to the algorithms run
time including any relevant setup time.
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Figure 5.3: Run times of disclosure of NOT property on attributes plotted
on a box plot. Each test was run 100 times. The run time with setup refers
to the algorithms run time including any relevant setup time.
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Figure 5.4: Run times of disclosure of OR property on attributes plotted on
a box plot. Each test was run 100 times. The run time with setup refers to
the algorithms run time including any relevant setup time.
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Figure 5.5: Run times of disclosure of RANGE property on attributes plotted
on a box plot. Each test was run 100 times. The run time with setup refers
to the algorithms run time including any relevant setup time.
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Figure 5.6: The comparison of run times of multi-attribute disclosure and
multi-attribute disclosure of properties. Each test was run 100 times. The
run time with setup refers to the algorithms run time including any relevant
setup time.
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Figure 5.7: Run times of a combination of all disclosure and disclosure of
properties algorithms on attributes plotted on a box plot. Each test was
run 100 times. The run time with setup refers to the algorithms run time
including any relevant setup time.
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Figure 5.8: Run times of disclosure of a fake attribute plotted on a box plot.
Each test was run 100 times. The run time with setup refers to the algorithms
run time including any relevant setup time.
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Figure 5.9: Run times of disclosure of NOT property on a fake attribute
plotted on a box plot. Each test was run 100 times. The run time with setup
refers to the algorithms run time including any relevant setup time.
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Figure 5.10: Run times of disclosure of OR property on a fake attribute
plotted on a box plot. Each test was run 100 times. The run time with setup
refers to the algorithms run time including any relevant setup time.
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Finally, we look at the respective sizes for the disclosure algorithms. For the
disclosure of attributes and the disclosure of properties of attributes, we record the
sizes (in KB) for the prover and verifier sides of the interaction, as well as the overall
message size. In this case, the message refers to the underlying committed attributes
of the anonymous credentials. For the prover and the verifier, we sum up all the
required information sizes that will be exchanged. Our results can be seen in Table 5.7.
In addition, we have plotted the size results in box plots, which can be seen in
Figures 5.11 through 5.15.

Table 5.7: Size information of all prover information, verifier information,
and the message size. Each algorithm was run a total of 100 iterations.

Number
of

Attributes

Our Implementation Sizes

Prover Size (KB) Verifier Size (KB) Message
Size (B)

Avg Med Min Max Avg Med Min Max

Disclosing
Attribute(s)

1 258.6 180.2 90.1 1.3 MB 47.1 32.8 16.4 229.6 4096

2 275.7 180.2 90.1 1.4 MB 50.1 32.8 16.4 246.0 4096

3 266.7 180.2 90.1 991.2 48.5 32.8 16.4 180.4 4096

4 218.0 180.2 90.1 1.4 MB 39.7 32.8 16.4 262.4 4096

5 232.5 180.2 90.1 901.1 42.3 32.8 16.4 164.0 4096

Disclosing
NOT
Property

1 263.1 180.2 90.1 991.2 47.9 32.8 16.4 180.4 4096

2 240.6 180.2 90.1 811.0 43.8 32.8 16.4 147.6 4096

3 214.5 180.2 90.1 811.0 39.0 32.8 16.4 147.6 4096

4 208.2 180.2 90.1 901.1 37.9 32.8 16.4 164.0 4096

5 283.9 270.3 90.1 1.1 MB 51.7 49.2 16.4 196.8 4096

Disclosing
OR
Property

1 416.5 278.6 139.3 1.3 MB 49.0 32.8 16.4 147.6 4096

2 746.6 696.5 278.6 2.3 MB 87.9 82.0 32.8 262.4 4096

3 1.2 MB 1.1 MB 417.9 3.3 MB 138.9 131.2 49.2 393.6 4096

4 1.5 MB 1.4 MB 557.2 3.3 MB 174.5 164.0 65.6 393.6 4096

5 2.0MB 1.8 MB 835.8 3.8 MB 229.8 213.2 98.4 442.8 4096

Disclosing
RANGE
Property

1 1.4 MB 1.2 MB 229.4 5.9 MB 180.2 164.0 32.8 688.8 4096

2 2.7 MB 2.7 MB 458.8 5.7MB 332.6 344.4 65.6 672.4 4096

3 3.8 MB 3.8 MB 1.4 MB 7.0 MB 467.1 467.4 180.4 820.0 4096

4 4.9 MB 4.7 MB 2.1 MB 9.4 MB 595.6 574.0 262.4 1.1 MB 4096

5 6.2 MB 5.8 MB 2.5 MB 13.9 MB 740.5 705.2 311.6 1.6 MB 4096

Combination - 1.9 MB 1.7 MB 688.2 3.6 MB 262.7 254.2 98.4 524.8 4096
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Figure 5.11: Prover and verifier sizes of disclosure of attributes plotted on a
box plot. Each algorithm was run a total of 100 iterations.
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Figure 5.12: Prover and verifier sizes of disclosure of NOT property on at-
tributes plotted on a box plot. Each algorithm was run a total of 100 itera-
tions.
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Figure 5.13: Prover and verifier sizes of disclosure of OR property on at-
tributes plotted on a box plot. Each algorithm was run a total of 100 itera-
tions.
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Figure 5.14: Prover and verifier sizes of disclosure of RANGE property on
attributes plotted on a box plot. Each algorithm was run a total of 100
iterations.
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Figure 5.15: Prover and verifier sizes of combined disclosure of and disclosure
of properties (NOT, OR, RANGE) on attributes plotted on a box plot. Each
algorithm was run a total of 100 iterations.
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5.4 Discussion

Every implementation used different processing cores and hardware which we also
show in Table 5.8:

• Our protocol was run on an Intel i9-9820X CPU with a clockspeed of 3.3 GHz;

• The Argo et al. [4] implementation was run on a laptop featuring an Intel Core
i7-12800H CPU running at 4.6GHz;

• The Blazy et al. [9] implementation involved running their protocol on AMD
Ryzen 7 5800H CPU which has a clock speed of 3.2 GHz and 8 Cores;

• We did not find any information on hardware specifications for the Lyuba-
shevsky et al. [34] implementation;

• The Margaria et al. [35] implementation was run on a laptop with Intel Core
i7-1225U CPU, running at 1.70 GHz, 24 GB RAM, and on the Ubuntu 22.04
OS;

• Policharla et al. [38] ran their protocol on an Intel Core i9 CPU with a clock
speed of 2.4 GHz.

Table 5.8: Programming language and hardware information for existing
implementations.

Implementations

Ours [4] [9] [34] [35] [38]†

Language
Used

Python C C

C
(with
Python
interface)

C++ Rust

CPU
Intel
i9-9820X
at 3.3 GHz

Intel
i7-12800H
at 4.6GHz

AMD Ryzen
7 5800H
at 3.2 GHz

-
Intel
i7-1225U
at 1.70 GHz

Intel i9
at 2.4 GHz

RAM 32 GB - - - 24 GB 16 GB

The main difference in the results of Table 5.4 is due to the IZKPoK component
that we used. The lattice-zk package uses Sagemath for its three dimensional matrix
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multiplications, which uses the basic O(n3) multiplication algorithm. Due to the high
volume of large matrix multiplications the lattice-zk package uses, there is a significant
run time cost. The difference in programming languages and matrix multiplication
algorithms is also a factor.

Argo et al. [4] and Blazy et al. [9] implemented their code in C, Margaria et
al. [35] used C++, Lyubashevsky et al. [34] used C underneath a Python interface,
and Policharla et al. [38] wrote their code in Rust. The languages used by these differ-
ent implementations are generally more efficient than using an interpreted language
like Python. Additionally, one of the largest bottlenecks in our work is our matrix
multiplication computation. Our implementation relies on many such computations,
and thus substantially slows down our overall runtime. Our matrix multiplication
of polynomials was implemented naively and thus takes O(n3) time, while some of
the other implementations use much faster matrix multiplication such as the Number
Theoretic Transform (NTT) algorithm which has a time complexity of O(n log(n)).
Since the issuing protocol is a one-time procedure at the very beginning, the over-
all practicality of the anonymous credentials scheme is not hindered. As we can see
from our results, the verification procedures take much less time and would be very
acceptable for regular transactional use of the anonymous credentials.

For the disclosure of attributes, as was mentioned, the number of attributes does
not affect the overall run-time, hence taking one to two seconds to run. In terms
of our extension, the full transaction between prover and verifier takes one to two
seconds for the NOT property, and the rest of the algorithms take longer since the
run-time is dependent on the number of attributes. The RANGE property algorithm
uses both the OR property and NOT property algorithms, and is thus a summation of
the running of those two algorithms. The OR property algorithm takes a longer time
as well since every attribute is represented by a subset of bits (e.g., the age attribute
might be 25, and the binary value would be 00011001). Essentially, the number of
iterations of the algorithm is the number of binary bits in an attribute multiplied by
the total number of attributes to be disclosed. The low run-times for these algorithms
are very promising for regular daily interactions between prover and verifier.

To ensure that false attribute data would fail as intended in these algorithms, we
also ran a series of false attribute tests. For these tests, we ran the disclosure, NOT
property, and OR property algorithms on just one false attribute, and the run-times
are very reasonable, taking less than two seconds for the disclosure and NOT property
algorithms, and just over two seconds for the OR property algorithm.

In terms of the size data collected, for the disclosure of attributes and the dis-
closure of properties of attributes, the sizes obtained from the prover, verifier, and
message remained very consistent in a number of algorithms. These algorithms, the
disclosure, and the NOT property had constant sizes regardless of the number of
attributes. Our size data for the OR property and the RANGE property algorithms
predictably generally grows with the number of attributes. Since the prover has a lot
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of information to send to the verifier, the prover size is substantially larger than the
verifier size.

Our issuing protocol success rate is 6/15 which suggests that there is likely a
bug in the implementation. As mentioned in Section 5.3, we leave this debugging for
future work.

Overall, the results of our issuing protocol take substantially longer to run and
are incomparable with the results of the implementations in the literature. However,
the redeeming quality of this result is that the issuing protocol is a one-time procedure
with a potentially long lifespan of an anonymous credential. Thus, it would not have
a large effect on the main bulk of its use, that is, for the daily transactions between a
prover and a verifier. As we saw in the results, the disclosure of attributes as well as
our extended features is carried out in a matter of seconds. In terms of practicality,
we do not anticipate provers to reveal many attributes at any single time due to the
potential loss of privacy that may result. The risk associated with multiple-attribute
exposure is that verifiers may be able to identify the prover if the collectively revealed
attribute information can uniquely filter for the identity of the prover. Thus, our work
can be practical, although there is certainly room for improving efficiency, especially
in the issuing algorithm.



Chapter 6

Conclusion and Future Work

We have surveyed many post-quantum anonymous credential schemes in the literature
and have implemented and extended one anonymous credential scheme in particular,
that of the scheme in [28].

The [28] scheme uses their commit-transferrable signatures as a base for the
anonymous credential. We made some design choices in terms of making the proof of
knowledge parts interactive and reducing parameter sizes to increase the computation
speed of the overall protocol.

In addition to this, we extended the protocol to include the disclosure of proper-
ties of attributes. The disclosure of properties extension is based on the interaction
between a prover and a verifier. We include three of these properties, which include
the NOT property, the OR property, and the Range property. The NOT property
proves to the verifier that an attribute is NOT a particular value. The OR property
proves to a verifier that a prover’s attribute is one value or another. Finally, the
Range property proves to a verifier that a prover’s attribute is between some limited
range of values. These algorithms can also be used in combination with each other
to create more complicated statements about attributes. We implement the anony-
mous credential scheme and the extension using Python, SageMath, and lattice-zk by
Lugstein [31].

For the analysis of our anonymous credential scheme, we consider a number
of adversarial models. To ensure that a cryptographic scheme is post-quantum, we
present in Table 5.2 a list of adversaries that have quantum and classical resources.
We implemented a test out of the list and left the rest for future work. We also test
the correctness of our scheme. We recorded the run times of each test and the data
sizes of some tests.

After implementing the anonymous credential scheme and the various tests, we
next compare our results with the implementations of the anonymous schemes from
the literature, specifically the works of [4, 9, 34, 35, 38]. We compare our issuing and
verification protocols with theirs. Our run times are substantially slower. The main
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reason for such a discrepancy in results is primarily the IZKPoK component from
the lattice-zk package used. There are also some secondary factors which include
some hardware differences and language differences. Our implementation uses an
interpreted language, while theirs uses low-level languages which are more speed
optimized. Our results are substantially slower than theirs, however, we suggest that
our issuing protocol is a one-time procedure for a prover that would not impact the
overall practicality needed for regular use. The bulk of the use cases for anonymous
credentials are between the prover and verifier for disclosing attributes or properties
of attributes.

6.1 Future Work

Our implementation of a post-quantum anonymous scheme with disclosure of prop-
erties is a proof of concept but nonetheless a step towards building more usable,
feature-intensive anonymous credential systems. Our work is less efficient than some
of the other implementations in compiled languages due to a difference in matrix
multiplication algorithms and programming languages. Since this scheme is one of
the first implementations in an interpreted programming language, we hope that this
offers more accessibility and ease of use to a larger audience. We have outlined some
adversarial models that will also help create more dialogue around the security of our
classical cryptographic schemes in a post-quantum world.

In terms of future work, the pre-image sampling function still needs to be im-
plemented. An approach may be to custom implement a new Gaussian Sampling
function instead of using the SageMath function.

Due to time constraints, we also leave the debugging of the issuing protocol to
future work.

There are also opportunities to add more extensions to the anonymous credential
system. Some of these extensions include disclosing whether an attribute is a member
of a set or not and extending the range disclosure to accommodate arbitrary intervals.
The arbitrary range disclosure can be done in our protocol, albeit inefficiently by using
a combination of the properties of attribute proofs (i.e. the range disclosure combined
with a NOT disclosure proof).

There are also many areas for improving efficiency in our implementation. One
of the major bottlenecks we have seen in our work is related to matrix multiplication
over elements of a polynomial ring. Our code relies heavily on the use of matrix
multiplication. As a result, our code is severely affected. One way of improving the
efficiency of these computations is to offload these computations to GPUs. Adapting
the code in such a way that the code can be run on a GPU should provide a substantial
speed-up. Some parts of the code use SageMath, but to the best of our knowledge,
there are no Python packages that can directly speed up SageMath functions and data
types. A potential method is to convert SageMath data types to numpy arrays and
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then run Python GPU packages like Numba and Cuda on the code. In addition, there
is opportunity to explore using AVX2 (or AVX512) instructions to further optimize
and parallelize data calculations. The use of (Number Theoretic Transform) NTT
multiplications, which are more efficient for matrix multiplication over polynomials
should also be considered.

As we saw in Table 3.1, some anonymous credential systems also have a trace-
ability property, useful for tracking malicious actors in the system. A future step
could be to incorporate this property in the scheme.

Our work uses interactive zero-knowledge proofs for our verification procedures
in the protocol. Future work can consist of making these proofs non-interactive. The
use of non-interactive protocols would speed up the protocol and remove additional
communication between the prover and the verifier.

Furthermore, our scheme was based on 128-bit security, but work can be done
for increased bit-security such as for 256-bit security and higher.

Finally, while we discussed some security models for the system, proving some of
these security models would be the next step. This can be done by running additional
tests with simulated adversaries, as shown in Table 5.2. As the security models list is
quite long, we would approach the implementation by prioritizing certain tests such
as tests with malicious actors, tests with the presence of an eavesdropper, and tests
simulating honest-but-curious adversaries. The choice of the test implementation
order would also require consideration.
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Appendix A

Code Layout

In this appendix, we provide a guide on how to use our code. We show how to get
our code running, the file layout of our code on GitHub, descriptions of the functions
that were used, and tests that were run.

A.1 Quick Setup

To use our code:

1. Clone our GitHub repository:
https://github.com/wsherry/Post Quantum Anonymous Credential.git

2. Install the following required software to run our code:

• Python ≥ 3.10

• numpy ≥ 2.0.1

• SageMath ≥ 10.3

We ran and tested our code on Ubuntu 20.04.2 LTS through Windows Sub-
system for Linux. We have not tested our code with newer versions of the
dependencies above but assume functionality if newer versions are backward
compatible. Earlier versions have not been tested either and may work as well.

3. Run our ready-to-run test code (available in the tests/ folder), or modify and
extend our scheme.

A.2 File Layout

The file structure of our code can be seen as follows:
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AC_PROJECT/

|-- src

|-- ac.py

|-- latticezk_commitment.py

|-- latticezk_credential.py

|-- tests/

|-- helpers.py

|-- test_disclose_functions.py

|-- test_issue.py

|-- test_verify.py

|-- README.md

Most of the core functions related to the anonymous credential can be found in
ac.py. The latticezk commitment.py and latticezk credential.py files contains
the interactive proof of knowledge functions for the commitment well-formedness
and the credential validity, respectively. The original source code for the proof of
knowledge is available at: https://lattice-zk.isec.tugraz.at/. Finally, in the tests/

folder, we have all the tests that were run for the evaluation portion of the thesis. We
discuss all the relevant functions in the next part of the appendix.

A.3 Functions

First, let us define some of the functions that are used in ac.py.

A.3.1 Basic Functions

We represent our Rq and R matrices using primarily numpy arrays. Recall that
R = Z[x]/(xN + 1) and Rq = Zq[x]/(x

N + 1). In our descriptions of our functions,
we use R q and R to denote the rings Rq and R, respectively. In certain parts of our
code, we convert these numpy matrices to SageMath matrices. Since numpy does not
support polynomial matrix ring operations such as multiplication and addition, we
manually coded some of the operations.

# Apply modulus q on all elements in 2D matrix

# Inputs: x (array): matrix ,

# q (int): modulus

# Outputs: Matrix whose elements are in [-q//2 +1, q//2]

mod_2D(x, q)

# Apply modulus q on all elements in 3D matrix

# Inputs: rows (int): number of rows in matrix

https://lattice-zk.isec.tugraz.at/
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# x (array): matrix ,

# q (int): modulus

# Outputs: Matrix whose elements are in [-q//2 +1, q//2]

mod_3D(rows , x, q)

# Matrix multiplication of ring R_q matrices: A and B

# Inputs: A,B (arrays): matrices ,

# mod (int): modulus ,

# poly_mod (array): cyclotomic ring ,

# N (int): ring degree

# Outputs: Matrix C that is the product of A and B

poly_matmul(A, B, mod , poly_mod , N=512)

# Matrix multiplication of ring R matrices: A and B

# Inputs: A,B (arrays): matrices ,

# poly_mod (array): cyclotomic ring ,

# N (int): ring degree

# Outputs: Matrix C that is the product of A and B

poly_matmul_no_mod(A, B, poly_mod , N=512)

# Generate a ring R_q matrix

# Inputs: n (int): number of rows/height ,

# m (int): number of columns/width ,

# mod (int): modulus ,

# N (int): ring degree

# Outputs: A random ring matrix with elements in R_q

gen_matrix_ring(n, m, mod , N)

# Generate a message vector in R

# Inputs: n (int): number of rows/height ,

# m (int): number of columns/width ,

# w (int): number of 1s,

# N (int): ring degree

# Outputs: A message vector in R

gen_message(n, m, w, N)

# Generate a R_q matrix with values bounded by beta

# Inputs: n (int): number of rows/height ,

# m (int): number of columns/width ,

# N (int): ring degree ,

# beta (int): bound

# Outputs: A random matrix of size (n,m,N) whose elements are

bounded by beta

generate_random(n, m, N, beta)
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# Adding R matrices A and B together

# Inputs: A,B (arrays): matrices ,

# poly_mod (numpy array): cyclotomic ring ,

# N (int): ring degree

# Outputs: A summation of A and B, in the ring R

poly_add_3D_no_mod(A, B, poly_mod , N=512)

# Adding R_q matrices A and B together

# Inputs: A,B (arrays): matrices ,

# mod (int): modulus ,

# poly_mod (array): cyclotomic ring

# N (int): ring degree

# Outputs: A summation of A and B, in the ring R_q

poly_add_3D(A, B, mod , poly_mod , N=512)

# Converts a matrix in ring R to a matrix in subring S

# where S^(N/d) = R

# Inputs: R (array): matrix ,

# n (int): number of rows/height of A,

# m (int): number of columns/width of A,

# k (int): factor (i.e. N/d)

# N (int): ring degree ,

# Outputs: A matrix or vector in the S^k subring

convert_R_to_S_k(R, n, m, k, N)

# Maps a matrix in R_q^(nxm) to to its coefficient embedding (in

integer ring)

# Inputs: A (array): matrices ,

# n (int): number of rows/height of A,

# m (int): number of columns/width of A,

# N (int): ring degree ,

# poly_mod (list): cyclotomic ring

# Outputs: The coefficient embedding of A (i.e. a matrix in ZZ^(n*N

x m*N))

rot(A, n, m, N, poly_mod)

# Converts coefficient embedding of a matrix back to its form in R_q

# Inputs: A (array): matrices ,

# n (int): number of rows/height of A,

# m (int): number of columns/width of A,

# N (int): ring degree

# Outputs: a matrix in R_q

unrot(A, n, m, N)
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# Transposes a ring matrix

# Inputs: A (array): matrix

# Outputs: a transposed matrix

ring_transpose(A)

A.3.2 BDLOP Functions

# Key generation for BDLOP scheme

# Inputs: n (int):number of rows/height ,

# k (int):number of columns/width ,

# l (int):dimension of matrix ,

# q1, q2 (int): moduli ,

# N (int): ring degree

# Outputs: Public parameters (matrices) A, A1, A2

bdlop_ckeygen(n=1, k=4, l=1, q1=2^32 -299 , q2=2^26 -27 , N=512)

# Makes a BDLOP commitment

# Inputs: A0 (array): public matrix ,

# message (array): message comprised of attributes ,

# rand (array): secret random vector ,

# q1, q2 (int): modulus ,

# poly_mod (list): cyclotomic ring ,

# n1 (int): dimension of matrix ,

# N (int): ring degree

# Outputs: A commitment in BDLOP

bdlop_commit(A0 , message , rand , q1 , q2 , poly_mod , n1=1, N=512)

# Combines two random matrices

# Inputs: A, B (array): random matrices ,

# mod (int): modulus ,

# poly_mod (list): cyclotomic ring ,

# N (int): ring degree

# Outputs: A new random matrix that was a combintion of two random

matrices

bdlop_combine(A, B, mod , poly_mod , N=512)

# Ramdomizes a commitment

# Inputs: comm (array): commitment ,

# A0 (array): public matrix ,

# rand (array): secret random vector ,

# n1, n2, m (int): dimensions of matrix ,

# q1, q2 (int): moduli ,

# poly_mod (list): cyclotomic ring ,

# N (int): ring degree
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# Outputs: A randomized commitment comm

bdlop_randomize(comm , A0, rand , n1, n2, m, q1, q2, poly_mod , N)

A.3.3 CTS Functions

In this section, we look at some additional building blocks of our implemented scheme.

# Setup for the CTS scheme

# Inputs: n, k, l, l_prime (int): matrix dimensions ,

# q1, q2 (int): moduli ,

# N (int): ring degree

# Outputs: setup parameters

cts_setup(n, k, l, l_prime , q1 , q2, N)

# Generates a commitment on a message

# Inputs: A, G (array): public matrix ,

# message (array): message containing attributes

# rand (array): secret random vector ,

# N (int): ring degree ,

# poly_mod (list): cyclotomic ring ,

# q1, q2 (int): moduli ,

# n1 (int): matrix dimensions

# Outputs: A commitment on a message

cts_commit(A, G, message , rand , N, poly_mod , q1, q2, n1)

# Randomizes a commitment

# Inputs: comm (array): commitment ,

# A (array): public matrix ,

# rand (array): secret random vector ,

# n1 (int): matrix dimensions ,

# q1, q2 (int): moduli ,

# poly_mod (list): cyclotomic ring ,

# N (int): ring degree ,

# Outputs: A randomized commitment

cts_randomize(comm , A, rand , n1, q1, q2, poly_mod , N)

# Combines two randomness vectors

# Inputs: rand , rand_prime (arrays): randomness vectors

# Outputs: A new randomness vector

cts_combine(rand , rand_prime)

# Generates the public and secret keys for the CTS scheme

# Inputs: l, l_hat , tau (int): matrix dimensions ,

# D, G (arrays): matrices ,
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# N (int): ring degree ,

# q2 (int): modulus ,

# beta (int): norm

# Outputs: A public key and a secret key

cts_keygen(l, l_hat , tau , D, G, N, q2, beta =1)

# Provides a signature over a commitment

# Inputs: D, A0, B, A2, u (arrays): public matrices ,

# comm: commitment ,

# N (int): ring degree ,

# width , height (int): matrix dimensions ,

# q2 (int): modulus

# bound (int): norm

# poly_mod (list): cyclotomic ring ,

# Outputs: A signature

cts_sign(D, A0, B, A2, u, comm , N, width , height , q2, bound ,

poly_mod)

# Transfer a signed anonymous credential into another credential (

creating pseudonyms)

# Inputs: randomized_comm: randomized commitment ,

# D, A, A0, B, u (arrays): public matrices ,

# n, l, l_hat , tau (int): dimensions ,

# sig_comm (array): signature ,

# rand , rand_prime (arrays): random vectors ,

# N (int): ring degree ,

# poly_mod (array): cyclotomic ring ,

# q2 (int): modulus

# Outputs: A transferred signature on the same underlying committed

message

cts_transfer(randomized_comm , D, A, A0 , B, u, n, l, l_hat , tau ,

sig_comm , rand , rand_prime , N, poly_mod , q2)

# Verifies a signature ’s validity

# Inputs: u, A0, B, D (arrays): public matrices ,

# n, l (int): matrix dimensions ,

# comm (array): commitment ,

# sig (array): signature ,

# sig_type (str : "proof" or "verify "):signature type ,

# q2 (int): modulus ,

# poly_mod (array): cyclotomic ring ,

# N (int): ring degree ,

# Outputs: True or False depending on if signature is valid or not

cts_verify(u, A0, B, D, n, l, comm , sig , sig_type , q2, poly_mod , N)
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A.3.4 Regev Encryption Scheme Functions

The following are the functions for the Regev Encryption Scheme:

# Generates all relevant keys for the Regev Encryption Scheme

# Inputs: poly_mod (array): cyclotomic ring ,

# d (int): ring degree ,

# q (int): modulus ,

# n,m,k (int): dimensions

# Outputs: The public keys (A,B) and secret key (S)

regev_key_gen(poly_mod , d, q, n, m, k)

# Encryption of a message miu

# Inputs: A, B (array): public keys ,

# miu (array): message ,

# poly_mod (array): cyclotomic ring ,

# m (int): dimensions ,

# d (int): ring degree ,

# q (int): modulus

# Outputs: A ciphertext

regev_encrypt(A, B, miu , poly_mod , m, d, q)

# Decrypt a ciphertext to reveal the underlying message

# Inputs: S (array): private key ,

# c0, c1 (arrays): ciphertext ,

# q (int): modulus ,

# d (int): ring degree ,

# Outputs: Message miu (decrypts the ciphertext)

regev_decrypt(S, c0, c1, q, d)

A.3.5 Anonymous Credential Functions

The following functions are comprised of some of the previous functions, and is the
main part of our implementation.

# Setup Parameters for the Anonymous Credential Scheme

# Input: N (int): ring degree ,

# Outputs: Public parameters A, D, q1, q2, N, kappa , gamma ,

gamma_prime , alpha , opk_a0 , opk_B , opk_u , osk , usk

AC_setup(N=512)

# Registering for a credential (usually intiated by the prover)

# Inputs: n, m, n1 (int): random vector dimensions ,

# N (int): ring degree ,

# A, G (array): public matrix ,

# poly_mod (array): cyclotomic ring ,
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# q1, q2 (int): moduli ,

# usk (array): secret attributes ,

# beta (int): random vector norm

# Outputs: A commitment of attributes

AC_registration(n, m, n1, N, A, G, poly_mod , q1, q2, usk , beta)

# Credential issuance (usually initiated by the certificate

authority)

# Inputs: D, A2, A0, B, u (arrays): public parameters ,

# comm (array): commitment ,

# N (int): ring degree ,

# poly_mod (array): cyclotomic ring ,

# q2 (int): modulus ,

# bound (float): bound

# Outputs: A valid credential

AC_issue(D, A2, A0, B, u, comm , N, poly_mod , q2, bound)

# Proving validity of credential (initiated by prover side)

# Inputs: D, A, opk_a0 , opk_B , u (arrays): public parameters ,

# usk: secret matrix ,

# n, l, l_hat , tau , n1 (int): dimensions ,

# poly_mod (array): cyclotomic ring ,

# rand , rand_prime (arrays): random matrices ,

# N (int): ring degree ,

# q1, q2 (int): moduli

# comm (array): commitment ,

# credential (array): credential ,

# beta (int): bound

# Outputs: Proof after undergoing an interactive proof with verifier

for checking the validity of a credential

AC_prove(D, A, opk_a0 , opk_B , u, usk , n, l, l_hat , tau , n1, poly_mod

, rand , rand_prime , N, q1, q2, comm , credential , beta)

# Verifying the validity of an issued credential

# Inputs: u, A0, A, B, D (arrays): public parameters ,

# n, l (int): dimensions ,

# comm (array): commitment ,

# sig (array): signature ,

# sig_type (str : "proof" or "verify "):signature type ,

# q2 (int): modulus ,

# poly_mod (array): cyclotomic ring ,

# N (int): ring degree ,

# alpha (float): bound

# Outputs: Whether credential is valid or not

AC_verify(u, A0 , A, B, D, n, l, comm , sig , sig_type , q2, poly_mod , N

, alpha)
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A.4 lattice-zk Functions

We highlight the most relevant functions that we have used in our implementation
for the files: latticezk commitment.py and latticezk credential.py. For all
additional functions, we direct the reader to the lattice-zk framework documenta-
tion which can be found at https://lattice-zk.isec.tugraz.at/. This component of the
scheme uses SageMath heavily to represent ring matrices. The following rejection
algorithms are based on the algorithms in Table 2.3.

# rejection sampling algorithm 1

# Inputs: z,v (arrays): vectors ,

# std (float): standard deviation ,

# M (float): repetitition rate

# Outputs: True or False depending on the success of the rejection

sampling

rej1(z, v, std , M)

# rejection sampling algorithm 2

# Inputs: z,v (arrays): vectors ,

# std (float): standard deviation ,

# M (float): repetitition rate

# Outputs: True or False depending on the success of the rejection

sampling

rej2(z, v, std , M)

# rejection sampling algorithm 0

# Inputs: z,v (arrays): vectors ,

# std (float): standard deviation ,

# M (float): repetitition rate

# Outputs: True or False depending on the success of the rejection

sampling

rej_bimodal(z, v, std , M)

The next four functions are part of the interactive proof of knowledge algorithms
that we are interested in. We forgo the input and output descriptions of the follow-
ing functions due to the number of parameters in each function, which are explained in
Lugstein’s implementation. The functions abdlop toolbox, abdlop quadratic poly,

abdlop multiple quadratic, abdlop single quadratic, respectively, depict Ta-
bles 3.8, 3.9, 3.10, and 3.11, and are used for the commitment well-formedness
IZKPoK. Meanwhile, the abdlop mlwe function is used for credential validity IZPoK.

# Table 3.8

abdlop_toolbox(m1 , m2 , ell , n, k, N, M, n_bin , Z, n_is , n_p , lambd ,

is_opti , rej_u_1 , rej_u_2 , rej_u_3 , rej_u_4 , get_challenge_u ,

std1 , rep_M1 , std2 , rep_M2 , std3 , rep_M3 , std4 , rep_M4 , roh , s1 ,

s2, A1, A2, B_gamma , B_beta , B_ext , b_ext , theta , tA, tB, R2_is ,

https://lattice-zk.isec.tugraz.at/
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r1_is , r0_is ,R2_p_is , r1_p_is , r0_p_is ,P_s , f,E_s_is , v_is , B_is ,

D_s , u)

# Table 3.9

abdlop_quadratic_poly(m1, m2, ell , n, k, N, M, lambd , is_sigma_1 ,

is_opti , rej_u_1 , rej_u_2 , get_challenge_u , std1 , rep_M1 , std2 ,

rep_M2 , s1 , s2 , m, A1 , A2 , B, Bg , b, tA , tB , R2_is , r1_is , r0_is ,

R2_p_is , r1_p_is , r0_p_is)

# Table 3.10

abdlop_multiple_quadratic(m1 , m2 , ell , n, N, is_sigma_1 , rej_u_1 ,

rej_u_2 , get_challenge_u , std1 , rep_M1 , std2 , rep_M2 , s1 , s2 , m,

A1, A2, B, b, tA, tB, R2_is , r1_is , r0_is)

# Table. 3.11

abdlop_single_quadratic(m1 , m2 , ell , n, is_sigma_1 , rej_u_1 , rej_u_2

, get_challenge_u , std1 , rep_M1 , std2 , rep_M2 , s1, s2, m, A1, A2,

B, b, tA , tB , R2 , r1 , r0)

# Credential validity IZPoK

abdlop_mlwe(m1, m2, n, k, Z, n_is , lambd , is_opti , rej_u_1 , rej_u_2 ,

rej_u_3 , get_challenge_u , std1 , rep_M1 , std2 , rep_M2 , std3 ,

rep_M3 , roh , s1 , s2 , A1 , A2 , B_gamma , B_beta , B_ext , b_ext , theta

, tA, E_s_is , v_is , B_is)

A.5 Tests

In this section, we discuss the functions related to the disclosure of attributes and the
disclosure of properties of attributes. We also highlight the tests we performed for
the evaluation component of our thesis. This section discusses the code in the folder
tests/.

A.5.1 Helper Functions

We list the functions in helpers.py. These are common functions used by other test
files.

# Writes data to file

# Input: file_name (str): path of file ,

# field_names (list): data headers ,

# data (list of dictionaries): results ,

write_file(file_name , field_names , data)

The following three verifier check functions are used in the disclosure of attributes
and disclosure of properties of attributes. The conditions checked are shown at the
bottom of Tables 3.15, 4.8, 4.9, and 4.10. Notably, the functions: verifier checks 1,
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verifier checks 2, verifier checks 3 checks conditions 1,2,3 respectively in the
tables.

# Post -interactive zero -knowledge proof protocol where verifier

performs a series of checks (part 3)

# Inputs: k_hat (int): dimension ,

# gammas (list of ints): challenges

# A2, B (arrays): public matrices ,

# q2 (int): modulus ,

# poly_mod (array): cyclotomic ring ,

# N (int): ring degree ,

# z (array): vector ,

# challenge (array): challenge given by the verifier ,

# t21 (array): a portion of the commitment ,

# m_att (array): disclosed attributes ,

# h, w, t_g (array): vector

# Outputs: True if equations are equal , otherwise False

verifier_checks_3(k_hat , gammas , A2, B, q2, poly_mod , N, z,

challenge , t21 , m_att , h, w, t_g)

# Post -interactive zero -knowledge proof protocol where verifier

performs a series of checks (part 2)

# Checks coefficients of a vector h, and whether they are all

non_zero or they are all zeroes (depending on the check_non_zero

flag)

# Inputs: k_hat (int): dimension ,

# disclose_indices (array): disclosed attribute indices ,

# check_zero (boolean): determines which condition to check

# (i.e, coefficients are zero/non_zero),

# h (array): vector on which condition will be checked

# Outputs: True if conditions are met , otherwise False

verifier_checks_2(k_hat , disclose_indices , check_zero , h)

# Post -interactive zero -knowledge proof protocol where verifier

performs a series of checks (part 1)

# Inputs: z (array): vector ,

# bound (float): bound ,

# A1 (array): public matrix ,

# q1 (int): modulus ,

# poly_mod (array): cyclotomic ring ,

# N (int): ring degree ,

# w_bold (array): vector ,

# challenge (array): challenge given by the verifier ,

# t11 (array): a portion of the commitment

# Outputs: True if equations are equal , otherwise False

verifier_checks_1(z, bound , A1, q1, poly_mod , N, w_bold , challenge ,

t11)
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# Disclosing the OR property of an attribute

# Inputs: p_size (float): prover size ,

# v_size (float): verifier_size ,

# prover_sizes (array): all prover sizes ,

# verifier_sizes (array): all verifier sizes ,

# index (int): index (for tracking data entries purposes),

# random_index (int): index for which value is the actual

credential attribute ,

# message (array): message containing all the attributes ,

# m_prime (array): attributes that won’t be disclosed ,

# m_att (array): disclosed attributes ,

# val (int): an attribute value ,

# other_val (int): an attribute value ,

# A1, A2, G, B (arrays): public matrices ,

# q1, q2 (int): moduli ,

# N (int): ring degree ,

# k_hat (int): dimensions ,

# t11 , t21 (array): commitment ,

# disclose_indices (array): indices of attributes to be

disclosed ,

# r1 (array): random vector ,

# bound (float): bound

# setup_start (float): start time of protocol and prior

setup ,

# protocol_start (float): time the protocol began ,

# num_attributes (int): number of attributes disclosed ,

# poly_mod (array): cyclotomic ring ,

# Outputs: the validity of the OR property on an attribute

or_property_info(p_size , v_size , prover_sizes , verifier_sizes , index

, random_index , message , m_prime , m_att , val , other_val , A1, A2,

G, B, q1 , q2 , N, k_hat , t11 , t21 , disclose_indices , r1 , bound ,

setup_start , protocol_start , num_attributes , poly_mod)

A.5.2 Issue Tests

# Runs the issuing protocol

# Input: iterations (int): total number of tests to run

# Outputs: The data and run -times of the protocol (average , median ,

minimum , and maximum times)

issue_test(iterations)

A.5.3 Verify Tests

# Runs the verifying protocol (that the credential is valid)

# Input: iterations (int): total number of tests to run
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# Outputs: The data and run -times of the protocol (average , median ,

minimum , and maximum times)

verify_test(iterations)

# Runs the verifying protocol that transferred credentials (

pseudonyms) from a singular credential are valid

# Input: iterations (int): total number of tests to run

# Outputs: The data and run -times of the protocol (average , median ,

minimum , and maximum times)

pseudonym_verify_test(iterations)

A.5.4 Disclose Tests

The tests related to the disclosure of attributes and the disclosure of properties of
attributes can be found in all disclose tests.py. The relevant tests are shown
below:

# Test for disclosing the NOT property on attributes

# Inputs: num_attributes (int): number of attributes to run the NOT

# property on

# iterations (int): total number of tests to run

# Outputs: The data and run times (average , median , lowest , highest)

run_multi_NOT(num_attributes , iterations =100)

# Test for runs the NOT property with false attribute values (each

iteration of the test only applies the NOT property to one false

attribute)

# Inputs: iterations (int): total number of tests to run

# Outputs the data and run times (average , median , lowest , highest)

run_NOT_false(iterations =100)

# Test for disclosing the OR property

# Inputs: num_attributes (int): number of attributes to run the OR

# property on,

# iterations (int): total number of tests to run

# Outputs: The data and run times (average , median , lowest , highest)

run_multi_OR_random(num_attributes , iterations =100)

# Test for runs the OR property with false attribute values (each

iteration of the test only applies the OR property to two false

attribute values)

# Inputs: iterations (int): total number of tests to run

# Outputs: The data and run times (average , median , lowest , highest)

run_OR_false(iterations =100)
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# Test for disclosing attributes

# Inputs: num_attributes (int): number of attributes to disclose

# iterations (int): total number of tests to run

# Outputs: The data and run times (average , median , lowest , highest)

run_multi_disclose(num_attributes , iterations =100)

# Test for disclosing false attribute values (each iteration only

discloses one attribute)

# Inputs: iterations (int): total number of tests to run

# Outputs: The data and run times (average , median , lowest , highest)

disclose_false(iterations =100)

# Test for Disclosing the Range property

# Inputs: num_attributes (int): number of attributes to run

# the Range property on

# subset_choices (list): the subset of an attribute ’s bit

# length (<= max_bit_index)

# max_bit_index (int): the attribute ’s max bit length ,

# iterations (int): total number of tests to run

# Outputs: The data and run times (average , median , lowest , highest)

run_multi_range(num_attributes , subset_choices =[1,2,3,4,5],

max_bit_index =5, iterations =100)

# Test for running a combination of the disclosure of attributes and

disclosure of properties of attributes algorithms

# Inputs: iterations (int): total number of tests to run

# Outputs: The data and run times (average , median , lowest , highest)

run_combo(iterations =100)

A.6 Suggested Usage of the code base

We have provided some documentation of our code to ease the development process
for extensions or modifications of the code. We suggest developers look at our GitHub
repository for more complete documentation.

For developers interested in learning more about the overall implementation, we
suggest adapting and running the tests we have created in our work. The written
test code provides information on how provers, verifiers, and certificate authorities
interact to complete different functions of our scheme. New tests can be created to
check for additional security.

We direct developers to the basic functions of the protocol for further extensions
they might like to add.
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