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Abstract

The Internet of Things (IoT) technology is undergoing expansion into different aspects of
our life, changing the way businesses operate and bringing in efficiency and reliability of
digital controls on various levels. Processing large amount of data from connected sen-
sor networks becomes a challenging task. Specific part of it related to fleet management
requires processing of the data on boards of vehicles equipped with multiple electronic de-
vices and sensors for maintenance and operation of such vehicles. Herewith the efficiency
of various configurations of employing Kalman filter algorithm for on-the-fly pre-processing
of the sensory network originated data streams in IoT systems is investigated. Contextual
grouping of the data streams for pre-processing by specialized Kalman filter units is found
to be able to satisfy the logistics of IoT system operations. It is demonstrated that inter-
connection of the elementary Kalman filters into an organized network, the compositional
Kalman filter, allows to take advantage of the redundancy of data streams to accomplish
IoT pre-processing of the raw data. This includes intermittent data imputation, missing
data replacement, lost data recovery, as well as error events detection and correction. Ar-
chitectures are proposed and tested for the interaction of elementary Kalman filters in
detection of GPS outage events and their compensation via data replacement procedure,
as well as GPS offset occurrence detection and its compensation via data correction rou-
tine. Demonstrated is the efficiency of the suggested compositional designs of elementary
Kalman filter networks for the purpose of data pre-processing in IoT systems.
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Chapter 1

Introduction

1.1 Motivation

Data flow in the fleet management architecture of IoT is determined by the operational
conditions of the relevant sensors, as well as by the external network environment. There
is typically a significant need for data imputation in IoT scenarios. Among these scenar-
ios, the most significant is due to the need to equalize the measurement data frequency
within different groups of sensors, when simultaneous processing of the relevant data is
required by the algorithms involved (such as data fusion, clustering, etc.). In this sce-
nario, data imputation consists of supplementing actual measurements for some sensors
with intermediate data points consistent with the available data which, although not ac-
tual measurements, reflect with maximized likelihood the data values which should have
occurred at the specified time points. An alternative scenario requiring data imputation
is when measured points are lost in the transfer network. Here, lost data are substituted
with artificially generated data points, which are made statistically consistent with the
rest of the data. System outages are another example requiring data imputation. This in-
cludes GPS signal outages, which interrupt the data flow for a period of time. In this case
data imputation would serve as temporary replacement of the data until system recovery,
which would restore the data flow operation. Additionally, data errors such as erroneous
measurements, and anomalous data such as outliers, also require detection and correction,
of which imputation can be the preferred method of choice to ensure continuous data flow
in the system. Therefore, the motivation of the current research effort is in identifying the
most efficient ways of data imputation when dealing with scenarios of fleet management
in the IoT environment. In the next section a more detailed outline of the motivation is
presented.
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1.2 State of the Art

The data flow in the IoT fleet management architecture is generated by the sensor networks
installed on the vehicles. It serves as a ground for various undertakings, such as
(1) decision making on-the-fly, when critical events occur in real-time mode;
(2) data cleaning in the database to ensure consistency of the saved data for future pro-
cessing via various types of statistical analysis. An obvious example of type (1) is outage of
the GPS signal during the operation of systems, such as cars and other vehicles, equipped
with sensor networks and connected to the IoT infrastructure. Type (2) scenarios may
occur in off-line operations, such as data transfers, database cleaning, statistical analysis,
and, in particular, queries based on selected sets of the parameters with expectedly related
dependencies. Based on the last scenario, it would be essential to equalize the rates of the
data points flow for algorithmic search of hidden correlations. In this case, data imputation
becomes a tool for complementing intermediate points within the data flow of the lower
data rate to equalize it with another one of the higher data rate.

Offline data imputation procedures are well developed and accumulate significant prior
history of statistical algorithms and tools. Rubin (1987) [30] had introduced the procedure
of multiple imputations to address the problem of missing values. In essence, his approach
delivers a set of plausible values for imputation of missing values via consideration of
statistical uncertainty of imputed missing values. This allows compensating for missing
data in surveys. Extending multiple imputation procedures to combinations of surveys in
multivariate cases was developed by Raghunathan et al (2001) [27] via the employment
of a series of regression models and proved to be useful for multiple imputations of cross-
sectional data (Raghunathan (2006)) [26]. The effectiveness of the simultaneous use of
multiple imputation procedures for multivariate cases had been demonstrated by Reiter
(2004) [28], Reiter (2007) [29].

Missing data in the time series had been addressed by Hopke et al (2001) [16] for the
purpose of multiple imputations of data points. For this, the authors used the statisti-
cal model of integrated moving average, modified to reflect seasonal variations and thus
introducing structural features in the time series under processing. Generally speaking,
structural components in the definition of the time series aim to reflect the underlying
nature of the time series under investigation, which in turn can most comprehensively be
described in the state-space model of the time series. While state-space is hidden from
observation, the structural components are openly observable. However, they are directly
connected to the state-space variables thus revealing part of the hidden underlying nature
of the time series to the outside observer. While the state-space model of the time series
is not reachable for manipulation as being hidden, the structural model of the time series
may be freely changed to better reflect the observed behaviour of the time series. This con-
nection between the structural components of the time series and the state-space model
makes it attractive to present the time series in the structural form, as the state space
may contain similar structural components, such as trends, seasonality, and autoregressive
features (Sohae Oh (2015)) [23].
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Research efforts in analyzing time series with state-space model ( Durbin and Koopman
(2002) [8], West and Harrison (1997) [32], Kunsch (2001) [17], Migon et al (2005) [21] )
lead to the multiple imputation models for a time-series cross-section data by Honaker et
al (2010) [15]. In that case, the state-space model for time-series was used to reflect the
properties of the time-series. The multiple imputation models were constructed there to
incorporate unique features of time-series via state-space. As pointed out by West and
Harrison (1997) [32], the important advantage of the state-space modelling is its capacity
to accommodate multivariate time series, even in non-stationary case (such as random
walk and others). The issue of the reliability of the conclusions drawn from non-stationary
data is valid and does require special consideration on a case-to-case basis. West and
Harrison (1997) [32], considered a multivariate dynamic linear model (DLM) as a linear
and Gaussian case of the state-space model. There the state-space variables satisfy linear
equations and joint distribution of the state-space variables and observation variables are
multivariate Gaussian (i.e. normal).

Prado and West (2010) [25] introduced the exchangeable time series, which represent
sets of highly correlated multiple chains of time series, for which univariate dynamic linear
models are extendible into multivariate dynamic linear ones due to presumably same or
similar state evolution over time.

To accommodate non-Gaussian, non-linear class of state-space models, Carlin et al
(1992) [5] proposed engaging sequential state simulations state-by-state. Procedurally, this
meant drawing state variables one at a time on the time interval [1, T], i.e. when time t
starts from 1 and ends at T, and thus obtaining a latent state vector and covariance matrix
for the time t=T. The low convergence to the posterior distribution in Carlins approach
prompted Carter and Kohn (1994) [6] and Fruhwirth-Schnatter (1994) [9] to develop a
technique called Forward Filtering Backward Sampling (FFBS), which offers improved
convergence to the posterior distribution. The FFBS algorithm essentially contains two
sequential stages - the initial one, named forward filtering, is followed by another one,
called backward sampling. At the forward filtering stage the algorithm sequentially updates
variables of the evolution equations for the time sequence t= 1,2, 3, ,T, for which purpose
the Kalman filter is employed. After completing full time series, i.e. reaching time t=T,
the backward sampling stage of the technique begins, moving in reverse time order t = T,
T-1, , 2, 1, and producing sequence of state vectors with related covariance matrices.

State-space accepts the structural models as well as Auto-Regressive Integrated Moving
Average (ARIMA) models (Harvey (1989)) [13], Brockwell and Davis (1991) [3] and Hamil-
ton (1994) [12]. Moreover, quite a few structural models may be expressed via ARIMA
formalism. Additionally, one important procedure to estimate dynamic systems repre-
sented in state-space is the Kalman filter algorithm (Kalman (1960)) [20]. The Kalman
filter provides a solution to the problem of linear systems via recursive procedure in discrete
time space.
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1.3 Problem Formulation

The main goal of this research effort is implementation of pre-processing procedures of the
raw data streams relevant to the IoT systems.

So far, available literature favours the Kalman filter algorithm in the areas of data
pre-processing, where the combination of speed and accuracy is essential and relevant to
IoT scenarios. However, the existing information is not IoT-specific and therefore is not
sufficient in terms of targeting application-oriented development, which is in the focus of
current trends of IoT research efforts.

Therefore, the stated goal and the tool selection requires verification of the effective-
ness of Kalman filter data imputation for specific structural time series models relevant to
sensory data flow in IoT fleet management environment. More specifically, the IoT data
imputation scenarios need to be identified via comprehensive testing where the Kalman
filter algorithm allows materializing of its natural advantages. This also needs to be sup-
plemented with verification of the scenarios of on-the-fly data pre-processing essential for
IoT systems. The above arguments justify the objectives outlined in the next section.

1.4 Thesis Objectives

The objectives of this research effort include implementation of the following pre-processing
operations to the raw data streams in the IoT environment: (i) noise reduction;
(ii) intermittent data imputation;
(iii) missing data recovery;
(iv) error detection and correction, including outlier replacement.

The Kalman filter is selected as an implementation tool for achieving these objectives.
As in the IoT context — the fleet management is selected within the navigational paradigm
of the vehicle travelling via a pre-defined route of the constructed path way. The Kalman
filter is to be used to collect the data characterizing the vehicle’s navigation with the
best possible accuracy and with the desired degree of detailing its features, such as the
quantization level of its characteristic variables.

The contribution of this research into the IoT field is summarized in the next sec-
tion, 1.5.

1.5 Thesis Contributions

The contribution to knowledge of this thesis comprises the application of known Kalman
filter techniques in the new area of fleet management in the IoT field. The main concept
implemented in this thesis consists of the two major steps. First, the complicated task of
pre-processing multiple IoT data streams with the unified Kalman filter is decomposed to
a set of simpler tasks, namely, pre-processing small groups of inter-related data streams
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composed within specified contexts. This de-compositional step is widely used in the
Kalman filter techniques and originality here is in its application within the specific IoT
context of a fleet management. Secondly, the obtained elementary Kalman filters are
grouped on a contextual basis to serve the task of fleet management events detection. The
groups of two Kalman filters interfaced for specific events detection are implemented within
this research work to verify its operation in IoT applications. This verification has been
confined within known navigational paradigms of Kalman filter employment. However,
the originality here is in carrying it within the fleet management context, expandable
to cover other functionalities of the vehicles of the fleet, for instance those related to
the vehicle health, vehicle-driver interactions, and vehicle-to-vehicle information exchange.
To emphasize such potential expandability in application, the specialized compositional
Kalman filter is introduced in reference to each mini-group of interfaced Kalman filters.
In this way, we address the prospects of creating new compositions to meet other needs
of the fleet management. Such needs may include predictive maintenance tasks of fleet’s
vehicles, when the health of vehicles is constantly monitored in various real-life situations
to create the best possible conditions for early detection of potential technical problems,
thus enabling prevention in an optimal way.

The following compositional Kalman filter architectures are suggested to achieve ob-
jectives of this research work.
- Firstly, the Kalman filter employing GPS, orientation and speedometer sensors is archi-
tecturally interfaced with a GPS-free Kalman filter relying on orientation and speedometer
only. Here, the navigation is carried out in GPS-free mode, while compensating positional
error accumulation via GPS pins.
- Secondly, the above architecture is modified to handle GPS outage events.
- Thirdly, further modification of the initial architecture enables GPS offset detection and
correction.

The algorithmic procedures to implement the above architectures are developed and
embodied in a specialized software in MATLAB programming language. Simulations of
fleet management scenarios are conducted at various noise levels for the sensors involved
as well as various operational rates. The numerical data are gathered and verified to
confirm applicability of the compositional Kalman filter approach for fleet management
tasks, including specialized events detection and data flow corrections, thus achieving the
objectives set out herewith.

The verification of the usefulness of the Kalman filter approach in IoT scenarios is
pursued through modelling and simulation of the navigational circumstances, in which
the above mentioned abilities (i) through (iv) of the Kalman filter become useful. The
particulars of pursuing the objectives (i) through (iv) are as follows:

- The objective (i), i.e. noise reduction of IoT data streams, is achieved by Kalman
filtering of the raw data streams. It is then verified by comparing the navigational data
streams produced by the Kalman filter-based observer with its actual noisy original and
extracting the essential difference between the two.

- The objective (ii), i.e. imputation of the intermittent data in IoT, is achieved by engag-
ing the compositional Kalman filter for upgrading the GPS data stream rates. Specifically,
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initially low rate GPS data streams are converted to higher rate to match that of the data
stream from other sensors, such as speedometer.

- The objective (iii) of IoT’s missing data recovery is achieved by setting up the com-
positional Kalman filter to handle GPS outage events. This is when the filter recovers the
data lost due to the outage of GPS sources by processing the data from other sensors and
eventually replacing the missing data points with sufficient accuracy.

- The objective (iv) of error detection and correction in IoT data streams is achieved by
designing a compositional Kalman filter capable of counteracting the GPS offset occurrence
events. The specialized compositional Kalman filter has been demonstrated to possess
sensitivity sufficient to detect and flexibility to correct errors caused by the offset events,
which distorted data flow in the GPS sensors. The particular case of outlier detection and
correction here has been demonstrated as the easier case for very large sporadic offsets.

The above outline of this thesis’s objectives and scenarios applied to demonstrate their
achievement within specific IoT contexts is summarized in Table 3.3 on page 26.

1.6 Thesis Organization

This thesis is organized into five chapters, of which the original work is presented in the
final three chapters. Chapter 1, an introduction, describes the motivation of the undertaken
research, rooted in the imperfections of the data streams in IoT systems and the resulting
needs of such data pre-processing. It outlines existing methods for data processing in IoT
field, proposing the Kalman filter concept as potentially beneficial for processing multiple
data streams from noisy sensors. It also draws attention to the insufficiency of existing
literature for the straightforward, efficient applicability of the Kalman filter technique for
processing multiple noisy data streams without contextual organization of the data and
modification of the Kalman filter designs to meet IoT-specific requirements. The problem
formulation thus follows, and research objectives are set up. The contributions of this
thesis are then summarized.

Chapter 2 gives a general background review of existing literature on data stream
processing with emphasis on IoT specific tasks, such as data imputation, error correction,
and missing data recovery. The potential roles of existing techniques in IoT applications
is also considered. The competitive edge of the Kalman filter approach is identified in the
on-the-fly pre-processing domain.

In Chapter 3, the concept of the compositional Kalman filter is introduced, which
aims to achieve the declared objectives. Interfacing two elementary Kalman filters as
architectural solutions for compositional Kalman filter implementation is detailed. Three
major architectures are presented: the general one for GPS pinning, and two event-specific
architectures — namely, one for GPS outage handling and another for GPS offset detection
and correction. The algorithmic solutions for each architecture implementation is given
here and its logical constructs are described.

The results of the simulated implementation of the models for the suggested archi-
tectures are gathered in Chapter 4. The experimental data are analysed in view of the
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objectives put forth earlier. Conclusive arguments are then presented in support of achiev-
ing the objectives.

The main conclusions are gathered in Chapter 5, outlining the achieved objectives.
Based on that, prospects for possible future research are outlined on further expansion of
the concept of the compositional Kalman filter in the IoT domain.

References for used literature sources are provided at the end.
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Chapter 2

Related Work

In this chapter, we outline the current status of available approaches to operate with data
stream processing, including those with data imputation capabilities viewed as potentially
suitable to IoT field. Specific attention is drawn to the classification of the structural time
series as a basis for state representation of the data flow from the sensors monitoring state
of the IoT systems. This consideration will be extended to the principles of the employment
of the Kalman filter in IoT environments.

2.1 Time Series Data Streams

2.1.1 Univariate Time Series

When the state of a system is observed via set of sensors, the data flow generated by each
individual sensor is represented by time series values, for example yt, which in turn are
linked to the state variable values of st as shown in Figure 2.1 .

Definition of the model based on univariate time series can be expressed by the following
equation (see Jalles (2009) [18]):

yt = µt + ψt + νt + εt (2.1)

where µt is the trend (or level), ψt is the cycle, νt is the seasonal component and εt
is the irregular component of the contributing random changes, which represent sensor
measurement noise.

One of the simplest example of (2.1) is a time series whose observations move irregularly
around its average level µ0 which itself is constant over time:

yt = µ0 + εt (2.2)

for all t = 1, 2, ..., (T − 1), T , where εt is a Gaussian white noise process with variance
σ2. This is the case of a time series with a deterministic level of the mean component
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Figure 2.1: Hidden Markov chain representation of structural time series model

µ0 in the white noise environment. For the fleet management in IoT this may be a GPS-
based noisy measurement of the immobile vehicle location. Alternatively, the measured by
speedometer value of the vehicle’s speed in the cruise control mode on the straight part of
the highway (i.e. when motion is uniform and stationary, with no acceleration).

The next level of complexity in the time series given by equation (2.2) would require the
replacement of the deterministic portion of the level µ0 with the time dependent component
µt. Such a replacement relaxes the deterministic restriction on the level component, thus
allowing the level component to change through the time. Structuring of the time series
may impose a specific form of time dependence, which converts the time series to the
so-called local level model:

yt = µt + εt (2.3)

where
µt = µt−1 + εt (2.4)

with ηt ∼ NID(0, σ2
η) functioning as a Gaussian disturbance term, randomly contributing

around the underlying level, lending uncertainty to the measurement of the posterior level
µt−1 (with no particular bias). Equation (2.4) describes noisy random walk model . The
robotic vehicle scanning the area in a random search with no specific target in view, such
as in surveillance applications may be a specific practical IoT example of it.

Practical examples of univariate structural time series were reviewed by Moritz et al
(2015) [22] and are reproduced herewith in Figure 2.2. Three major components of interest
are seen there: (i) trend, (ii) seasonal and (iii) irregular components.
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Figure 2.2: Examples of various time series datasets (from Moritz et al (2015) [22]) with
the trend, seasonal and irregular components.

In the next subsection we will review a more common for IoT system case of time series
- the multivariate ones.

2.1.2 Multivariate Time Series Models

The univariate time series in IoT systems are best represented by independent variables,
which must be considered individually. For example, air temperature on the street of the
town. However, typically, the IoT sensors are subjected to the same influences simulta-
neously, which create ground for interdependencies between the generated data streams.
Such interdependencies manifest themselves as correlations between the variables. For
example, engine’s oil temperature may depend on the vehicle acceleration and speed. In
such cases the interdependence of the data streams may be better revealed by combining
such streams into joint multivariate time series. If the interdependence can be justified by
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known physical reasons, then unification of the interrelated time series would be justified
by the contextual basis available for those reasons. The Kalman filter algorithm is capable
of processing either type of time series as well as mixed varieties. This includes univariate
and multivariate time series, as well as independent or interdependent ones.

In each case, the design of the Kalman filter would reflect the type of time series involved
via selection of state variables as well as the structure of the state transition matrix,
which formally summarizes the inter-relations between the variables involved. In turn, the
correlations between the time series are reflected via non-zero non-diagonal elements of the
covariance matrix.

Essentially, due to this ability to reflect the existing inter-dependencies between the
time series, multivariate analysis presents a more sophisticated and accurate reflection of
IoT related systems. In a way, it overcomes the narrow limitations of individual data
streams to capture the dynamic nature of IoT systems.

Generalization of univariate time series to a multivariate time series version is achiev-
able via substitution of the variable yt as in equation 2.3 to a column vector of N observ-
able variables yt = (y1,t, . . . , yN,t)

T . Hidden Markov chain model still stands for multi-
variate time series case, for which the notations of Figure 2.1 include also state vector
st = (s1,t, . . . , sN,t)

T , and state transition matrix A as well as observation matrix C. In
univariate case A and C were just transform coefficients.

For the local level model the multivariate version of it becomes

yi,t = µi,t + εi,t (2.5)

with
µi,t = µi,t−1 + ηi,t (2.6)

for all i = 1, . . . , N and t = 1, . . . , T .

For the IoT environment multivariate models are particularly attractive due to their
ability to rely on versatile specifications for all related components, including trend, cyclical
and seasonal components. For example, the existence of common trend is suggestive of co-
integration of variables at a zero frequency. Similarly, the presence of common cyclical and
seasonal components in the time series is a result of co-integration of variables at higher
frequencies, suggesting the existence of a common source for cyclical and seasonal patterns
in the related time series. For the fleet management applications, cyclical component
may be illustrated as day/night sequential changes of vehicle operation. Seasonal patterns
of engine’s oil viscosity at spring, summer, autumn and winter temperature conditions
illustrate effect of the weather on related time series changes.
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2.2 Alternatives to Structural Time Series

The viable alternative to structural time series modelling is a technique called an autore-
gressive integrated moving average (ARIMA). There are two areas in which the ARIMA
approach and structural time series overlap: on one hand, ARIMA does allow state space
representation (examples are available from Harvey(1989) [13], and Brockwell and Davis
(1991) [3] ), while on the other hand, some structural time series do accept ARIMA spec-
ifications (see Hamilton (1994) [12] ).

In comparison to structural time series, the ARIMA procedure is less transparent, as it
applies differencing to initial time series in order to exclude trend and seasonal components
prior to the implementation of the analysis. Conversely, in structural time series all the
components, including trend, cyclic and seasonal, are expressed explicitly, thus offering
full transparency in terms of any changes that occur. As a result, this allows special
treatments to be employed in particular circumstances of potential importance. Thus, the
structural time series approach offers more flexibility and transparency for processing. This
may be advantageous when there is a need to verify whether predictions are in line with
expectations, based on available data. Additionally, ARIMA differencing, which excludes
trend and seasonal components upfront, may be preferred when the task requires that
conclusions are not affected by the long-term trend and periodic seasonal variations.

Moreover, having structural series at hand, as Moritz et al (2015) [22] assert, it is
possible to decompose this series and have explicit presentation of the components, as it
is shown in Figure 2.3. From this viewpoint, the reverse operation would allow us to
artificially generate time series of the predefined types, which forms the basis for synthetic
data generation with desirable properties.

On the preferrence issue between the alternatives, there is indication from Harvey and
Todd (1983) [14] favouring the structural time series approach over ARIMA in forecasting
procedures for practical tasks.

Advantages of the Kalman filter algorithm which naturally relies on state space rep-
resentation and operates recursively are emphasised by Brockwell and Davis (1991) [3]
in relation to the analysis of time series with missing observation data. This conclusion
is based on evaluations of the Gaussian likelihood function at the observed data points,
while maintaining minimum mean squared error for missing data points. A similar con-
clusion is reached by Jones (1993) [19] based on employment of the state space approach
to longitudinal data with serial correlation.

Processing data streams with missing data points is more time consuming with ARIMA
procedures as compared to that based on state space equations. Moreover, models based
on state space representation allow the direct conversion of univariate structural time series
into multivariate ones, which is not possible within ARIMA routines. Additionally, the
recursive nature of state space algorithms, such as the Kalman filter, ensures processing of
the multivariate time series with limited increase of computational complexity, which has
practical importance.

When some data are missing, the ARIMA method allows imputation of missing data
according to the statistical model of the available points in time series. In the recent
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Figure 2.3: Seasonal decomposition of airpass TS dataset (according to Moritz et al (2015)
[22])

research work, [10], the author, Garciarena (2016), has compared four basic imputation
methods of missing data: (1) interpolation, (2) Kalman-based, (3) multiple imputation us-
ing chained equations (MICE) and (4) regression. Examples of missing data (MD) in time
series (TS) used in [10] are shown in Figure 2.4. For multiple imputation using chained
equations (MICE) as a sub-method, this work used a boot-strap algorithm implemented
in the R package MICE [4]. An important conclusion of this work is that in terms of time
consumption, the biggest difference was found between Kalman filter model imputation
and MICE. MICE almost doubled the time growth rate of the Kalman filter. Overall, it
was determined that MICE based regression is the best imputation method out of all four
methods considered. If there is no need for fast imputation, its usage is absolutely recom-
mended. It should be noted here that for IoT systems this would more likely correspond to
conditions with the stored data, rather than real time data streams. However, in cases that
require a considerably fast imputation, such as real time data, Kalman-based regression
could be the superior choice, and could be considered the top imputation method. In sum,
according to Garciarena (2016), [10], using MICE as a basis for subsequently performing
regression produced better results than the Kalman filter algorithm in terms of imputation
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value accuracy. However, the Kalman filter offered much better results when computa-
tional time consumption was the main concern. From this we may deduce that for IoT
system in-situ data stream pre-processing, Kalman filter should be the algorithm of choice
to manage the initial data flows from the sensor networks of IoT systems.

Figure 2.4: Four examples of missing data (MD) introduction in TSs (from Garciarena
(2016) [10]).

2.2.1 Simulation of Missing Data

In the research area of missing data imputation there exists the issue of the data itself.
This dilemma has been addressed by Moritz et al (2015) [22] who formulated the grounds
for the simulation of missing data. The authors indicated that evaluating the performance
of imputation algorithms has one intrinsic difficulty, namely, that comparing the results of
truly missing data is not possible, since the actual values are in fact missing and therefore
inaccessible. Thus it will never emerge how much the imputed values differ from the real
values. A performance comparison can only be done for simulated missing data, i.e. when
a complete series is taken and data points are artificially removed. Once the imputation
algorithm is applied to the remaining data and datasets for imputation are produced, then
the imputed values and the previously removed real values can be compared to verify the
validity of the applied imputation procedure. This concept justifies the use of synthetic
data for the research work of this thesis in its imputation part.
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2.3 The Kalman Filter Operation

The Kalman filter algorithm represents an important procedure in estimating dynamically
changing systems in its state space format based on observable non-state parameters. In
this section, an introduction to the Kalman filter algorithm is outlined. The intent is to
demonstrate the connection between Kalman filter, state space and IoT parameters.

2.3.1 Recursions in the Kalman Filter Algorithm

Historically, the goal of minimizing statistical errors when fitting noisy data led to the
concept of least squares regression, which was initially introduced by Legendre (1805). This
theory was first published in 1805 and named by Legendre ”least squares”. Appreciation
of this theory was dated four years later, when Gauss (1809) developed the method as a
statistical routine for data processing and incorporated the least squares technique into the
procedure to estimate the error terms via a probabilistic approach (D.S.G. Pollock,(2003))
[24].

The Kalman filter delivers optimal solutions in terms of minimizing the mean of the
squared error, which is achieved via the recursive procedure of first estimating and then
updating the estimation of the system’s state in time t+ 1 based on available state estima-
tion at a previous time slot, t . Thus, the Kalman filter computes a linear, unbiased and
optimal estimation of the recursive solution according to the least squares approach. As
such, the Kalman filter algorithm consists of a set of equations governing the transition of
the system from the state at time t to the state at time t+ 1.

An essential step in enabling operation of the Kalman filter is proper selection of the
state variables. The set of selected state variables aims to reflect the condition of the
system in the most concise and relevant manner within the context of the performed task.
The number of the state variables should be minimized to reduce computational complexity
and improve convergence of the recursive iterations. However such reductions should not
exclude relations inside the system, which may prove to be essential at the end.

The operation of the filter assumes that the system is linear in a sense that its behaviour
is described by a set of linear stochastic difference equations, allowing estimation of the
state S of the system based on the state transition equation

S(k + 1) = A · S(k) + B · u(k) + η(k) (2.7)

and the measurements equation

Z(k + 1) = C · S(k + 1) + ε(k + 1), (2.8)

where S is a state vector comprised of a set of n state variables, A is a state transition
matrix governing transformation of the system’s state from discrete time moment number
k, i.e. tk, to the next discrete time moment number k+ 1, i.e. tk+1, with k = 0, 1, 2, 3, · · · .
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Having n state variables, the dimensionality of matrix A is n×n. The matrix A may also
be time-dependent, in which case the enumeration index would apply. However, within
the scope of this study we limit consideration by stationary case for matrix A, i.e. when
A does not change with time. Although a simplification, it nevertheless is valid for a large
number of cases and is regarded to be of practical importance. Vector Z is a set of m
observables, which are m parameters subjected to monitoring via sensor networks. The
n × m observation matrix C performs transformation from state space to sensors space,
connecting the state vector S with the observation vector Z.

The term B · u(k) in equation 2.7 relates to the optional control unit for the system,
where vector u holds l control variables, whose influence on the system’s state is determined
by n× l matrix B.

The vector terms ε and η are independent random noise components, which are Gaus-
sian distributed (1) process noise ε for the state variables and (2) measurement noise η for
the sensors:

p( ε ) ∼ N(0, Q) (2.9)

p( η ) ∼ N(0, R) (2.10)

Here Q is the n × n process covariance matrix, while R is the m × m measurement
covariance matrix, both of which are assumed to be known for their use in the Kalman
filter. Either of the covariance matrices, Q and/or R, may have time dependences, however
within this study we restrict it to stationary behaviour.

The iterative cycle of the Kalman filter consists of two stages - the stage projecting the
state of the system one step ahead in time based on the current state estimation and the
state transition equation 2.7, which is the ”(I) Predict stage”, followed by the ”(II) Update
stage”. The last one compares the prediction made in the first stage with the arriving new
set of noisy measurements to draw conclusions about the actual achieved state as follows.

I. Predict stage:

Step 1. Predict the state Ŝ one step ahead:

Ŝ(k + 1)← A · Ŝ(k) + B · u(k) (2.11)

Step 2. Predict the error covariance P one step ahead:

P(k + 1)← A ·P(k) ·AT + Q (2.12)

II. Update stage:
Step 1. Compute the Kalman gain G coefficient:

G(k + 1)← P(k + 1) ·CT/{C ·P(k + 1) ·CT + R} (2.13)
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Step 2. Update the state estimate Ŝ with the measurement Z

Ŝ(k + 1)← Ŝ(k + 1) + G(k + 1) · [ Z(k + 1)−C · Ŝ(k + 1) ] (2.14)

Step 3. Update the error covariance P

P(k + 1)← [ I−G(k + 1) ·C ] ·P(k + 1), (2.15)

where I is n × n identity matrix, P is n × n error covariance matrix, and G is n ×m
Kalman gain coefficient matrix. At the starting point of the Kalman filter algorithm the
initial condition apply at t = t0, reversing equation 2.8

S(0) = C−1 · Z(0) (2.16)

The solution is optimal provided the filter combines all observed information and previ-
ous knowledge about the system’s behaviour such that the state estimation minimizes the
statistical error. The recursive term means that the filter re-computes the solution each
time a new observation is incorporated into the system.

The Kalman filter is the main algorithm for estimating dynamic systems in state space
form. This representation of the system is described by a set of state variables. The state
contains all information relative to that system at a given point in time. This information
should allow the inference of past behaviour of the system, aiming to predict its future
behaviour. What makes the Kalman filter so interesting is its ability to predict the state
of a system, even when the precise nature of the modelled system is unknown. In practical
terms, the individual state variables of a dynamic system cannot be exactly determined
through a direct measurement. In this context, their measurement is done by means of
stochastic processes involving some degree of uncertainty.
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2.4 Pros and Cons of the Kalman Filter for IoT

2.4.1 Advantages

For the IoT field, a Kalman filter algorithm possesses a number of useful features, making
it an attractive option to pre-process of the raw data streams on-the-fly. These advantages
are outlined below.

1. Fast estimates. This feature comes from the fact that the Kalman filter is producing
its estimate in a single iteration step. It relies on the current state and makes predictions
via state equations, followed by estimation update on arrival of the measurements. This is
essential for on-the-fly pre-processing because of the time constraint imposed by the often
sufficiently high speed of the processes involved.

2. Adaptability to structural breaks. The unexpected changes in time series, such as
change of the mean or variance, which pose a challenge to regression techniques as a change
in the regression model, does not necessarily cause failure of the Kalman filter. Rather,
it results in additional re-training and adjustment of the Kalman filter to new conditions.
Thus, the Kalman filter recursively estimates the stochastic path of the coefficients in the
model, allowing changes to occur and compensating it via training to convergence in the
changed models. For IoT systems, this means that the Kalman filter offers flexibility in
adjusting to model changes.

3. Minimized error. The Kalman filter estimates the state vector by minimizing the
variances, as it relies on the least squares method to recursively derive its estimations. For
the IoT systems it brings in an optimized accuracy of the estimations made.

4. Wide range of models. The Kalman filter offers dynamic modelling of linear systems,
which covers many models from the IoT area, where individual “things”behave according to
such models. Linear transitions from one time moment to the next one are a very common
transformation of “things”in IoT systems. Therefore, such description by Kalman filters
is beneficial for the IoT field.

2.4.2 Disadvantages

There are, however, some shortcomings which require extra consideration when involv-
ing Kalman filters to describe systems in IoT. The following are features, which may be
considered as disadvantages when employing the Kalman filter algorithm.

1. The need to set up the initial conditions. To implement the Kalman filter, the
initial means and the variances of the state variables must be specified. Availability of the
training set of data, on which the Kalman filter converges, presents the solution to this
problem and thus limits its negative effect on the usability of the Kalman filter algorithm
in IoT.

2. Limitation to Gaussian distributions. The Kalman filter requires noise components
to have Gaussian distributions. This restriction still accommodates a wide range of prac-
tical cases from IoT field.
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3. Sensitivity to correctness of the state equations. The state equations empower the
Kalman filter when they correctly reflect the behaviour of the system, allowing the filter
to pick up the underlying trends and converge quickly. However, if the system’s actual
behaviour differs significantly from that described by the state equations, then convergence
of the filter suffers, and so does its usability in IoT. Therefore, the selection of the state
variables as well as state equations becomes crucial for the properties of the resulting
Kalman filter and its usefulness to IoT applications.

Overall, the advantages of the Kalman filter makes it a preferred tool for pre-processing
IoT data streams under strong time constraints, particularly when possible disadvantages
are efficiently addressed.
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2.5 Multi-step Prediction and the Kalman Filter

Terminologically, the term “prediction”, used towards Kalman filter output from the first
half of its cycle when the current state is converted to the next time slot state via application
of the state equations, is not strict. The same is true with regard to the repeated application
of this half-cycle under circumstances of missing measurements, which would result in
multi-step “prediction”. Despite the fact that state equations are formulated and applied
here by the Kalman filter, its output does not fit the definition of actual prediction as it is
outlined by prediction theory (see, for example, [1], [11], and particularly [31]).

The actual single- or multi-step prediction becomes an extension of control theory,
which uses difference or differential equations to create mathematical models of the de-
signed systems. The examples are missile guidance systems using single-step prediction
functions with the smallest relevant time constant δτ . The following classification of func-
tionalities are defined in the literature:
(i) smoothing — it includes functions operating at δτ < 0;
(ii) filtering — it includes functions operating at δτ = 0;
(iii) prediction — it includes functions operating at δτ > 0.
Within such classification criteria the single-step prediction cycle of the Kalman filter, [20],
qualifies as “filtering”, not as “prediction”. These terminological differences between “fil-
tering”(as estimation) and “prediction”have been rectified by Athens and Kendrick, [2],
according to whom the multi-step prediction at time slot of the future requires ability to
measure the accuracy of such prediction and this in turn implies the following:
(i) prediction must be defined in terms of a specifications of possible outcomes;
(ii) the probability that the prediction will occur must be given and supported by the
history of prior predictions;
(iii) the probability that the prediction will occur in the prediction statement must be
based on data that do not take part in producing the current prediction;
(iv) the probability that the prediction will occur must be accompanied by a confidence
level.

An example of a Prediction System is given in Figure 2.5 for predicting future outcomes
from the systems with observable outputs, see [7]. This design takes the observable factors
as inputs for the prediction system, thus making them a basis for prediction. On the other
hand, the unobservable factors are used statistically by an estimation subsystem, such as
Kalman filter, to form a basis for the future estimation or forecast.

Here a set of errors is formed, calculated as the difference between predictions and the
actual system outcomes within the available past history or a looking back horizon. This
set of errors is then used as a measure of the prediction accuracy. The data on the looking
back horizon must be statistically sufficient to deduce the confidence interval for the error
probability statement. If the last requirement is satisfied, then a qualified prediction can
be made with appropriate accuracy. Otherwise the produced outputs qualify as forecasts,
which is still sufficient for the Kalman filter applicability essential in IoT systems.
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Figure 2.5: Schematic of a Prediction System (reproduced from [7]).
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Chapter 3

Proposed Architectures

3.1 Defining the Compositional Kalman Filters

Sophisticated objects of IoT systems, such as smart vehicles, may rely on sufficiently large
number of sensors dedicated to monitor parameters of its various parts and modules, which,
in turn, characterize state of the related objects. As the number of the parts grows with the
complexity of the IoT objects, so does the number of state variables to fully characterize it.
A straightforward approach to build a Kalman filter to monitor state changes of such object
would be to design a single filter with a full set of state variables. In case of sufficiently
large number of state variables, the problems of computational complexity as well as filter
convergence would arise, rendering such solution to be impractical. The alternative to
the above straightforward approach would be to separate various data streams between
specialized filters with the minimal number of state variables each. This approach, however,
has its limitation imposed by relevant state equations. For instance, because the equation
of motion does include acceleration, excluding acceleration related state variables from
the definition of respective Kalman filter would be counter-productive due to reduction
of accuracy of such Kalman filter estimates and additionally jeopardizing its convergence.
Optimal solution in this case would be seen in grouping the available data streams on IoT’s
contextual basis and relating them to specialized Kalman filters. These specialized Kalman
filters, serving the mini-groups of IoT system’s data streams, we call elementary Kalman
filters of IoT object. Together, as a set, these elementary Kalman filters would play the role
of monitoring the state of the IoT object as a whole, thus being equivalent to the initially
discussed single filter with a full set of state variables but with reduced computational
complexity each and reduced problems with convergence. This would address the task of
monitoring state of the IoT object. The procedure of unifying the elementary Kalman
filters to represent state of the whole object may be called Kalman filter integration. The
designed architecture of the elementary Kalman filters for large system representation we
may call integrated Kalman filter.

However, among those elementary filters there will be some with overlapping sets of
state variables, which therefore will be estimating the same state variables from different
perspective. This, in turn, does create certain redundancy in the estimates of the state
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variables, as different estimates of the same variables become available from different ele-
mentary Kalman filters. For such occasions we have to derive the best estimate from the
set of estimates given by different filters for the same variable. This can be done by some
specific algorithm, which can be implemented via architectural interfacing of related ele-
mentary Kalman filters. Such architectural composition of the connected Kalman filters, in
which various versions of state variable estimates are algorithmically processed to produce
the best single estimate of that variable to be accepted for all relevant Kalman filters, we
call compositional Kalman filter. In this definition we have the following counterparts con-
stituting the compositional Kalman filter: 1) elementary Kalman filters with overlapping
sets of the output state variables; 2) the connecting interface, which unites all outputs to
algorithmically produce a single output for the related architecture.

As an example, let us consider Kalman filters related to the navigational section of
the smart car. The equation of motion includes such variables as position, velocity and
acceleration for each coordinate axis. Therefore in two-dimensional space there will be 6
state variables describing the motion, which we can choose to be a set [x, y, vx, vy, ax, ay].
The Kalman filters, which can contain this set of state variables include the following: GPS-
KF, V-KF, A-KF, GPS/V-KF, GPS/A-KF, GPS/V/A-KF. Here we adopt the following
notations: KF stands for Kalman filter; GPS-KF denotes Kalman filter relying on GPS
signal only; V-KF is KF relying on velocity components only, i.e. vx and vy; A-KF is
KF relying only on acceleration components, i.e. ax and ay; respectively mixed types of
sensory foundation of KF is denoted by listing all the sources via slash, such as GPS/V-KF
when both, GPS and V-components, support KF, GPS/A-KF for GPS and A-components
as the sources, and, finally, GPS/V/A-KF for KF with all the above sources used). These
are elementary Kalman filters with the set of state variables being [x, y, vx, vy, ax, ay] for
each filter. Because all of these filters rely on the same set of state variables, which is the
partial case of overlapping sets of state variable when the sets are identical, the various
pairs of such elementary Kalman filters may constitute the compositional units of Kalman
filters, as it is illustrated by Table 3.1, where listed are some of the possible pairs of the
elementary Kalman filters and given are the related input variables (more specifically, the
input variables converted to its state variables counterparts), as well as output variables
(these are represented by selected set of state variables). Table 3.1 may be extended further
to include more possible combinations.

Furthermore, Table 3.2 presents the logistic of building up compositional architectures
from some of the pairs taken from Table 3.1. It is worth noting, that the same pairs of
elementary Kalman filters may produce different compositional architecture due to vari-
ations in interconnecting interface, which specifies algorithmic processing of the outputs
from the constituents. For example, the pair GPS/V-KF and V-KF may be connected via
interfaces J1, J2 or J3, producing different compositional architecture: GPS pinning archi-
tecture in case of J1 interface, switching architecture to handle GPS outage in case of J2
interface, and GPS offset detection/compensation architecture when employing interface
J3 (see Table 3.2).

The scope of this thesis work is limited to the case of the very first line of the Table 3.1,
which was expanded to three different cases listed in the Table 3.2 (see first three lines
of the Table 3.2 ). Multiple other cases mentioned in the Table 3.1 and Table 3.2 are to
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illustrate the existing perspective and the scope of possible research in the future related
to the introduced notion of compositional Kalman filters. Next, we shall consider in more
details those selected cases from Table 3.1 and Table 3.2, that adduced the scope of the
present thesis.

� Kalman filter pairs Input variables (con-
verted to its state
counterparts)

Output state variables

(i) GPS/V-KF; V-KF; x, y, vx, vy; x, y, vx, vy, ax, ay;
(ii) GPS/A-KF; A-KF; x, y, ax, ay; x, y, vx, vy, ax, ay;
(iii) GPS-KF; V-KF; x, y, vx, vy; x, y, vx, vy, ax, ay;
(iv) GPS-KF; A-KF; x, y, ax, ay; x, y, vx, vy, ax, ay;
(v) V/A-KF; A-KF; vx, vy, ax, ay; x, y, vx, vy, ax, ay;
(vi) V-KF; A-KF; vx, vy, ax, ay; x, y, vx, vy, ax, ay;
(vii) GPS/A-KF; V-KF; x, y, vx, vy, ax, ay; x, y, vx, vy, ax, ay;
(viii) GPS-KF; A-KF; x, y, vx, vy, ax, ay; x, y, vx, vy, ax, ay;

Table 3.1: Combination examples of the pairs of elementary Kalman filters which may
serve to build compositional units via interconnecting them with interfaces.
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� Interface Compositional pairs Interface functionality
(i) J1 GPS/V-KF; V-KF; Eliminate integration constant of V-KF

via GPS pinning procedure
(ii) J2 GPS/V-KF; V-KF; Switch from GPS-based monitoring of

motion to GPS-free one, providing
smooth transition for handling GPS
outage event

(iii) J3 GPS/V-KF; V-KF; Detect the event of GPS offset occur-
rence and compensate it

(iv) J4 V-KF; A-KF; Detect the events of wheels slipping on
the roads surface

(v) J5 GPS/V-KF; A-KF; Detect the events of wheels slipping on
the roads surface and correct the dis-
tance measurement

(vi) J6 V-KF; A-KF; Detect the events of emergency break-
ing

(vii) J7 V-KF; A-KF; Detect the events of the car sliding to
spin around the axis, which is perpen-
dicular to the road’s surface

Table 3.2: Description of selected compositional Kalman filters

3.2 Outline of Proposed Architectures

In the following research, we propose the building of architectures which include combina-
tions of Kalman filters (KFs) to efficiently address data stream processing in IoT systems.
Such architectures are composed from elementary KFs as building blocks, connected via
interfaces to implement the logistics of the operations relevant to IoT systems. Such com-
positional designs aim to either improve the efficiency and performance of individual KFs
or go beyond the capabilities of individual KFs and offer extra functionalities, that are
only achievable by inter-linked groups of KFs. For that reason, we call these architectural
designs compositional Kalman filters.

The compositional architectures herewith aim to advance the performance of basic
operations over data streams in IoT environments, such as
( a ) imputation of intermittent data,
( b ) recovering of lost data and/or replacing missing data,
( c ) detecting, eliminating and/or correcting errors.

A specific resource that is targeted here is the redundancy in data streams. To take
advantage of this redundancy in terms of improved performance of known operations or
new functionalities not available otherwise, such as special events detection, we utilize the
interconnections between the KFs. To ensure interaction between the KFs we design inter-
faces between them, that compare their predictions and algorithmically resolve differences
when detecting logically interpretable relationships.
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To explore the subject, we have chosen the case of navigational data streams of the
travelling vehicle. This choice is motivated by the fact that the basics of the vehicle
navigation via KF are very well studied for the purposes of navigation itself, i.e. for control
purposes, but not so for the purpose of events detection in the IoT environment. Here, the
emphasis is on the observation of the data and establishing relations essential in detecting
navigation-related events. Specific usage of the detected events is not necessarily for control
purposes, but rather to achieve the above goals relevant to IoT systems, such as detecting
and eliminating errors, preventing data loss, and replacing missing data. Table 3.3 provides
an outline of case-specific scenarios that we have used here to address the subject from
various perspectives.

� TARGETED OPERATIONS IMPLEMENTATIONS
(i) removing Gaussian noise cleaning noise from the data
(ii) intermittent data imputation GPS data frequency upgrade (1

Hz to 10 Hz conversion)
(iii) missing data recovery GPS outage event
(iv) outliers/errors detection and cor-

rection
GPS offset: events of global and
local offset detection and correc-
tion

Table 3.3: List of IoT targeted operations and simulation scenarios for their implementa-
tions covered herewith.
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3.3 Data Streams in Proposed Architectures

The data streams in IoT systems originate from sensor networks, which monitor various
parameters of the constituent devices of such systems within the time flow. These initial
generated data are first stored at the local level, where they are pre-processed and prepared
for transfer to the cloud-based server. Such transfer occurs when the connection to the
cloud becomes available, and as a result the data undergo further processing and eventual
placement in the database in a structured format, allowing deeper analytical review. Re-
views of this nature may be conducted by way of analytical queries, which aim to establish
the presence or absence of certain correlations within the data. Thus, data streams of IoTs
are operating on at least the following three levels:
1) local data streams from sensors to local data storage systems;
2) data streams from local storage to the server;
3) data streams generated by a database to answer queries from users on the retrieval of
specific data sets.

These levels are sequentially connected in terms of converting the initial raw data from
the sensors into structurally organized data sets. However, the operation of each level is
organized according to its own logistics, as illustrated in Figure 3.1 through Figure 3.3.

Specifically, Figure 3.1 illustrates the local data flow level, where all data streams
from the sensors network undergo on-the-fly pre-processing prior to local storage, passing
through the set of KFs designed to accommodate specific groups of streams in order to
reduce noise, eliminate outliers, fill in lost or missing data, correct errors, and compensate
for potential data distortions. Because of its fast performance, the KF becomes a front
runner as the algorithm of choice for the on-the-fly data pre-processing. Moreover, in this
research we propose that the pre-processing unit is to be composed of sets of specialized
KFs, which are designed to account for redundancies in the existing data streams in order
to efficiently detect erroneous data, fix detected errors, as well as compensate for lost or
missing data. In this regard, data streams are to be grouped contextually to accommodate
the existing relations between data and take advantage of redundancies. We propose calling
such pre-processing units composed of specialized KFs a compositional KF to indicate that
its design reflects the existing interdependencies in data streams and aims to account for
those in the data pre-processing phase. The focus of this research effort is to demonstrate
principles related to the operation of compositional KF architectures as exemplified by
processing of the navigational data streams of vehicles.

An on-the-fly pre-processing unit allows for initial noise reduction in data streams as
well as the correction of some errors. It also compensates for missing data, after which
data are stored locally and thus become available for further processing. Stored data
accommodate a wider variety of processing algorithms compared to the real-time data
streams. This is shown in Figure 3.2 as exchange between the storage unit and the first pre-
processing unit. To exemplify those additional algorithms for the stored data, in Figure 3.2
in addition to the KF also shown are backward KF (abbreviated BKF) as well as other
statistical procedures unified under the abbreviation OT. These additional algorithms have
the potential to further improve the signal-to-noise ratio in the data as well as the accuracy
of error corrections and adjustments to statistical properties of imputed data . Final data
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Figure 3.1: Local data streams from sensors to local data storage systems.

verification as well as compression prior to cloud server transfer may be performed by the
optional second pre-processor shown in Figure 3.2, if necessary.

Finally, when on the cloud, the data will be placed in the database to allow retrieval
in various formats in response to analytical queries, as illustrated by Figure 3.3. Here the
user-initiated queries will be converted into data requests of specific formats. The retrieved
raw data may then undergo specialized KF processing (for example, equalizing the data
frequencies if they differ in the raw data streams) to form the data stream responses.
Such possibilities present implementation of the eventual data storage configuration of IoT
systems, which goes beyond the scope of this research. However, it should be noted as a
potential area for future expansion. This current work focuses on its first level, namely
on-the-fly pre-processing of raw data streams as illustrated in Figure 3.1.

3.3.1 Architectural Assumptions and Restrictions

There are a number of assumptions and restrictions which are explicitly and/or implicitly
used in the proposed architectures that limit their applicability.

Firstly, the architectures here are assumed to operate with two-dimensional navigational
data streams , in which the vehicle orientation angle θ is given as a road design parameter
and can thus be retrieved visually. For example, this can be done with camera sensors,
which verify how accurately the driver is following the road track, or alternatively with a
gyroscope for the same purpose. Note here that deriving θ from the GPS signal only as
θ = arctan((dx/dt)/(dy/dt)) would deprive the system of the θ values during GPS outage
events. Consequently, it is advantageous of having θ value source to be independent of the
GPS signal.
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Figure 3.2: Data streams from local storage to the server.

For our architectures there are two sources of noise which may affect the GPS signal
values, both of which must be accounted for in the implementation of the Kalman filter
algorithm as well as its simulation and performance analysis, presented herewith in Chap-
ter 4. The process noise is characterized by covariance matrix Q and within this study it
is chosen to be sufficiently small so as to have no practical effect on the outcome of the
experiments. Specifically, for the GPS signal, the diagonal elements of covariance matrix Q
contributing to values of x and y on the process level have been set to be Q11 = Q22 = 10−9

m2. The measurement noise is characterized by covariance matrix R, which is a square
matrix with its size defined by the number of sensors in the model, with its diagonal ele-
ments representing variances of the respective sensors. The maximum number of sensors
considered herewith is 6, including 2 GPS sensors for latitude x and longitude y, 2 sensors
for velocity components vx and vy (originating from speedometer and orientation meter
merged to produce vx and vy as in Figure 3.4), and 2 sensors for accelerometer components
ax and ay (built as merged accelerometer and orientation meter, similar to velocity com-
ponents). The largest size of the R matrix herewith is therefore 6-by-6, with R11 and R22

being variances of x and y, R33 and R44 - variances of vx and vy, R55 and R66 - variances
of ax and ay. We assume that there is no cross-correlation between the sensors, and there-
fore all non-diagonal elements of R are zeros, i.e. Rij = 0 for i 6= j. In addition to this
numerical indexing by position in the matrix (Rij with i for row number and j for column
number) we use indexing by variable name, so that the above R11 is also Rx, R22 is Ry,
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Figure 3.3: Data streams generated by database to answer the queries from users on
retrieval of specific sets of data.

R33 is Rvx , R44 is Rvy , R55 is Rax , and R66 is Ray . Two different indexing conventions are
used for the same values due to the fact that indexing by name of sensor variable does
not change with the model definition, while numerical indexing does. For example, for the
Kalman filter design with only 2 sensors, producing vx and vy, we would have R be a 2-by-2
matrix with diagonal elements as Rvx and Rvy , which is, however, different from the above
numerical indexing, namely R11 and R22. The non-diagonal elements of both matrices, Q
and R, are set to be zero: i.e. Qij = 0 and Rij = 0 for i 6= j. The measurement noise
determines the precision with which the related parameters are determined by the system.

In addition to the GPS and orientation sensors, we assume availability of the speedome-
ter as well as accelerometer on the vehicle. Either the speedometer or the accelerometer
provides values of the respective parameter along the vehicle orientation vector, thus pro-
ducing time series for vectors ~v(t) and ~a(t). In our architectural designs we choose the
set of state variables to be x, y, vx, vy, ax, ay, which differs from that of sensor variables
x, y, v, a, θ. To compensate for the difference, we merge the data streams of v and θ via
conversion circuits as it is shown in Figure 3.4,a to convert streams of v and θ into that of
vx and vy for further processing. This is done to reduce noise, remove and correct errors,
and fill in missing or lost data. Such conversion is equivalent to mathematical operations
vx = v · cos θ and vy = v · sin θ. After that, the processed streams of state variables
can be stored, while initial data streams of v and θ can be restored, if necessary, with
the help of the circuits shown in Figure 3.4,b, which implements mathematical operations
v =

√
v2x + v2y and θ = arctan(vy/vx). The same approach is applied to the stream of
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acceleration values a, which are merged with θ into that of ax = a · cos θ and ay = a · sin θ
for further processing and the possibility of restoration afterwards to a =

√
a2x + a2y and

θ = arctan(ay/ax). Thus, in our design we process data streams, which are streams of
state variables and are x, y, vx, vy, ax, ay.

Figure 3.4: Data streams conversion: (a) v and θ streams conversion into vx and vy streams;
and (b) reversal of vx and vy streams back into v and θ ones.

The two-dimensional equation of motion we rely upon in our designs can therefore be
written as {

x(t+ 1) = x(t) + vx(t) ·∆t+ ax(t) · (∆t)2/2
y(t+ 1) = y(t) + vy(t) ·∆t+ ay(t) · (∆t)2/2

(3.1)

where t is time and ∆t is a discrete time step.

The state vector S is
S =

[
x y vx vy ax ay

]T
(3.2)
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and the state transition matrix used is

A =


1 0 0.1 0 0.01/2 0
0 1 0 0.1 0 0.01/2
0 0 1 0 0.1 0
0 0 0 1 0 0.1
0 0 0 0 1 0
0 0 0 0 0 1

 (3.3)

When all sensors are operating, i.e. when we observe all 6 state variables x, y, vx, vy, ax
and ay, the sensors observation matrix C takes the following full form C(F):

C(F) =


1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 1 0 0
0 0 0 0 1 0
0 0 0 0 0 1

 (3.4)

which is actually a form of identity matrix and here it is reflective of the fact that we have
chosen all state variables to be observable.

When GPS is the only source of sensory information, so that we observe only latitude
x and longitude y, the sensors observation matrix C becomes the reduced form C(G):

C(G) =

[
1 0 0 0 0 0
0 1 0 0 0 0

]
(3.5)

and we call the respective KF operation ”GPS-mode” marking it with upper index ”(G)”
for the observation matrix. Similarly, when the GPS signal is out and we can only rely on
vx and vy sensory streams, the observation matrix C reads as the following C(V) form:

C(V) =

[
0 0 1 0 0 0
0 0 0 1 0 0

]
(3.6)

and we call the respective KF operation ”V-mode”, indicating that only velocity compo-
nents vx and vy are observable (the upper index ”(V)” for the observation matrix denotes
this). Similarly, when 4 streams are available, including that of the GPS for x and y, as
well as V-streams, which are vx and vy, then we call it ”GPS/V-mode” with observation

matrix C as C(GV) =
[

C(G) C(V)
]T

or explicitly:

C(GV) =


1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 1 0 0

 (3.7)

The architectures presented herewith are targeting cases and operations outlined in
Table 3.3 on page 26 and by design are relying mostly on the interaction between two
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versions of KF. The first one is operating in GPS/V-mode and thus employing the C(GV)

as its observation matrix defined by equation 3.7, and the second one is in V-mode with
C(V) observation matrix as defined by equation 3.6.

We call the first KF the GPS/V-KF and Algorithm 1 on page 34 presents the logistic
of its operation, which is a standard algorithm. Algorithm 1 requires vector Z(GV) =[
x y vx vy

]T
as an input, where components contain Gaussian noise determined by

matrices Q at process level and R at measurement level. The time constant 1/∆t(GV )

defines the rate of the input and it has been varied in experiments to assume the values
of 0.01, 0.1 or 1 second to provide the rates of 10, 1 and 0.1 Hz respectively. In our
simulations, we always assigned the GPS signal the lowest input rate, which was lower or
equal to that of the V-components. At the initialization stage the starting point has been
defined for P(GV) matrix as the unity matrix 1 (all-ones), and the initial state is initialized
to satisfy equation 2.16. The main algorithmic loop contains two stages of the Kalman filter
algorithm: the Update stage, followed by the Predict stage, as described in section 2.3.1.
Entry into the Update stage is conditioned by the arrival of the measurement vector Z(GV)

at a set time, which means that if the vector Z(GV) fails to be delivered in full at a due
time mark, then the Update stage is skipped and the predicted state vector Ŝ(GV) stays
for the next iteration without correction. Additionally, the error covariance matrix P(GV )

would skip its correction and typically it would result in error increase for the evaluated
by GPS/V-KF elements of state vector Ŝ(GV), which in accordance to equation 3.2 is

Ŝ(GV) =
[
x̂(GV ) ŷ(GV ) v̂

(GV )
x v̂

(GV )
y â

(GV )
x â

(GV )
y

]T
(3.8)

where the “hat”over the variable means “evaluated version”and the upper index “(GV)”indicates
that evaluation is done by GPS/V-KF.

Similarly, the second KF, which we call the V-KF and describe its functionality with
Algorithm 2 on page 35, is also a standard algorithm. It is distinguished from the Algorithm
1 by the variables used, rather than algorithmic steps, which also repeat the standard set
of equations 2.11 through 2.15 for the Kalman filter algorithm. Here the input vector

Z(V) =
[
vx vy

]T
is delivered at the rate 1/∆t(V ), which for this study has always been

kept at 10 Hz. The V-KF evaluates its own version of state vector Ŝ(V), which in line with
equation 3.2 is:

Ŝ(V) =
[
x̂(V ) ŷ(V ) v̂

(V )
x v̂

(V )
y â

(V )
x â

(V )
y

]T
(3.9)

where upper index “(V)”links the variable to the V-KF.

Individually, the two versions of the above KFs, the GPS/V KF as well as V-KF, are
quite capable of reducing the Gaussian noise of their data streams with a built-in func-
tionality of the KF algorithm suitable to address task (i) of Table 3.3. However, creating
algorithmic interaction between the two allows realization of additional functionalities, such
as events detections (ii) through (iv) mentioned in Table 3.3 on page 26. We attribute such
new functionalities to the created composition of the two KFs, which supports our declared
concept of the compositional KF. In the following sections, these functionalities, which in-
clude detection of external events such as error detection, in particular GPS outage as well
as GPS offset, are studied in more detail.
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Algorithm 1 GPS/V-KF standard algorithm implementation

Require: data in are Z(GV) =
[
x y vx vy

]T
at a synchronized rate of 1/∆t(GV )

Ensure: Estimation of a state vector S(GV) =
[
x y vx vy ax ay

]T
at the k-th time

step Ŝ(GV)(k)

% Initialization and initial conditions
k ← 0
P(GV) ← 1

Ŝ(GV)(k)← [C(GV)]−1 · Z(GV)(k)
% Main algorithmic loop

while true do
% GPS/V-KF Predict stage

Ŝ(GV)(k + 1)← A · Ŝ(GV)(k)
P(GV) ← A ·P(GV) ·AT + Q(GV)

% GPS/V-KF Update stage

if Z(GV)(k + 1) comes in then
G(GV) ← P(GV) · [C(GV)]T/{C(GV) ·P(GV) · [C(GV)]T + R(GV)}
Ŝ(GV)(k + 1)← Ŝ(GV)(k + 1) + G(GV) · [Z(GV)(k + 1)−C(GV) · Ŝ(GV)(k + 1)]
P(GV) ← [ I−G(GV) ·C(GV) ] ·P(GV)

end if
k ← k + 1

end while
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Algorithm 2 V-KF standard algorithm implementation

Require: data in are Z(V) =
[
vx vy

]T
at a synchronized rate of 1/∆t(V )

Ensure: Estimation of a state vector S(V) =
[
x y vx vy ax ay

]T
at the k-th time

step Ŝ(V)(k)

% Initialization and initial conditions
k ← 0
P(V) ← 1

Ŝ(V)(k)← [C(V)]−1 · Z(V)(k)
% Main algorithmic loop

while true do
% V-KF Predict stage

Ŝ(V)(k + 1)← A · Ŝ(V)(k)
P(V) ← A ·P(V) ·AT + Q(V)

% V-KF Update stage

if Z(V)(k + 1) comes in then
G(V) ← P(V) · [C(V)]T/{C(V) ·P(V) · [C(V)]T + R(V)}
Ŝ(V)(k + 1)← Ŝ(V)(k + 1) + G(V) · [Z(V)(k + 1)−C(V) · Ŝ(V)(k + 1)]
P(V) ← [ I−G(V) ·C(V) ] ·P(V)

end if
k ← k + 1

end while
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3.4 Architectures for Imputation of Intermittent Data

The need for intermittent data imputation occurs in the IoT system mostly due to the
differences in frequencies of various sensors, which are subjected to joint analysis or fusion
due to intrinsic connections or relations in the system. For navigational data, the customary
GPS signal rates are 1 Hz and 10 Hz. The rates for speedometers may be much higher,
such as 1 kHz in digital mode. For analog type circuits, the digitizing of the output can
be applied at practically any desired rate. Thus, even in the continuous presence of the
GPS signal, the GPS estimates of the location coordinates need to be supplemented by
some number of intermediate points in order to convert the initial low rate stream into
higher rate stream when such queries occur. For such conversion we explore the following
architectures:
1) the regular GPS/V-KF;
2) the regular V-KF;
3) the compositional architecture interactively interfacing the above two cases.

The simulation results conducted for all three designs in Chapter 4 will confirm that
there are realistic circumstances in which compositional architecture may offer advantages
over individual KF approaches. In brief, such circumstances occur when the GPS signal
is unstable, changing measurement noise level and at times causing performance deteri-
oration. In this case, the compositional architecture may limit the impact of the GPS’s
unstable noise by limiting usage of GPS information to only those windows with low GPS
noise, if any, to extract correcting integration constants for its V-KF part. Reliance in
generating the required data streams of location coordinates in this case will be mostly on
V-KF, but the negative property of the V-KF in accumulating integration phase shift may
be compensated by even rare appearance of low noise GPS windows.

3.4.1 Traditional Approach to Data Imputation with KFs

The Kalman filter algorithm has an intrinsic tolerance mechanism in coping with missing
measurement data, which has naturally been adopted by scientific community as a lost
data replacement procedure on-the-fly. Specifically, as the algorithm’s two consecutive
stages — Prediction stage and Update stage — are not connected via any dependence,
but rather relate via determination of the Kalman Gain coefficient, if the measurement is
missing, then it is simply replaced by the prediction value. So, rather than updating with
the value, which is a most trustful compromise between measurement and prediction, in
the case of missing measurement, the prediction goes unchallenged and takes the place of
the update value, thus filling in missing data. The same scenario is applied for lost data.
When the measurement is lost, the update stage is reinstating the predicted value as the
update value. Similarly, intermittent data are filled in with predicted values as reinstated
to become update values in the absence of incoming measurements. The algorithm in
this scenario is only able to evaluate the occurred error only at a time when the actual
measurement comes in, in which case the error serves as a measure of prediction correctness
to eventually adjust the Kalman Gain coefficient and thus train the filter.
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The obvious disadvantage of this approach is that it remains blind to actual changes,
which system encounters, such as changing conditions of operation, until the measurement
occurs. Until then, it acts as a linear extrapolation of the parameter (for linear systems)
and carries all related pros and cons, the pros being simplicity and speed, and the cons
being reduced reliability and accuracy.

3.4.2 Traditional V-Mode for Data Imputation

We define V-mode of the KF as its operation when the velocity vector data ~v(t) are
provided as input, either in the form of its components vx and vy, or alternatively as
amplitude v =

√
v2x + v2y and phase θ = arctan(vy/vx) of the ~v(t) vector, which are mutually

convertible options as shown in Figure 3.4,a,b.

Specifically, for x and y coordinates, the streams v−x, vy offer redundancy of derivation
by integration:

x =

∫ t

t0

vx(t)dt+ Cx0, (3.10)

y =

∫ t

t0

vy(t)dt+ Cy0, (3.11)

where Cx0 and Cy0 are constants defined by the initial condition, that for t = t0 the
equations 3.10 and 3.11 bring about the starting point, i.e. x(t0) = x0 and y(t0) = x0,
from which Cx0 = x0 and Cy0 = y0 and thus 3.10 with 3.11 yields

x = x0 +

∫ t

t0

vx(t)dt, (3.12)

y = y0 +

∫ t

t0

vy(t)dt. (3.13)

Supplementing 3.12 and 3.13 with derivation of ax and ay components by differentiation
of vx and vy, i.e.

ax =
dvx
dt

(3.14)

ay =
dvy
dt

(3.15)

we gather that vx and vy streams are sufficient to derive all missing components of the
motion equation to restore the trajectory. Therefore V-KF, i.e. the Kalman filter with
vector of velocity as input, should be capable of restoring all other relevant navigational
data streams, sufficient to follow the trajectory associated with the motion of the vehicle.

The KF operating in V-mode (the V-KF) in our design has sensors matrix C(V) defined
by equation 3.6 with 1s only in two positions, C13 and C24, meant to actualize vx and vy.

The rest of the elements are zeros indicating the absence of a GPS signal for x and
y (C11 and C22) and absence of accelerometer components ax and ay data (C15 and C26).

37



Therefore, the error in V-mode will only be perceived for the v-components of the state
vector as other components will zero out after multiplication with matrix C. Therefore, the
training of the V-KF will aim to minimize the error for predicting the v-components, no
matter how it affects coordinates x, y. So, all the errors in predicting the v-components vx
and vy at the initial stage will be accumulated at the integration stage for coordinates as
an overall shift in location, which we refer to as the phase shift for the vehicle’s trajectory.
After, and if the KF converges, the phase shift would stop accumulating, indicating that
optimal gain has been reached, which provides average error in vx and vy predictions close
to zero. This no longer contributes to accumulation of the phase shift in the coordinates
domain via integration. In this way, the phase shift accumulated thus far gets saturated
and the KF would preserve the shape of the trajectory.

The addition of the acquired phase shift values ∆x0,∆y0 to the actual values of the
coordinates xactual, yactual can be described as:{

xV = xactual + ∆x0
yV = yactual + ∆y0

(3.16)

with xV , yV being the values generated by V-KF at the update stage of the algorithm and
thus are perceived by V-KF trajectory coordinates yielded as part of the generated output
streams to the system. Due to its nature, the V-mode is indifferent to the existence of
the phase shift in the coordinate streams and therefore the detection of the acquired phase
shift is not possible within the V-mode only, but requires additional information from
external sensors (for example, GPS external sensors). However, the above consideration of
the phase shift acquired during the training cycles of V-mode and otherwise keeping the
accuracy for the after-training time frame implies the possibility of extending the improved
accuracy into coordinate domain by providing the additional sensory information to the
KF to compensate the shift acquired in the training phase in V-mode. This proposition
sets the ground for the concept of GPS-pins for V-KF, when such additional information
is obtained from the GPS related coordinate streams, which is considered in more detail
in the following subsection 3.4.3.

3.4.3 Architecture with GPS Pins for V-Mode

To extend the accuracy provided to v-components, vx and vy, by V-KF to coordinate
components, x and y, we propose that the absolute value of the coordinates is periodically
verified by the GPS signal, whose values x(GV ), y(GV ) are assumed to have no phase shift for
coordinate components. In this case, the GPS values for coordinates x(GV ), y(GV ), which
are free from the phase shift, are compared to those x(V ), y(V ) supplied by V-KF obtained
in V-mode and presumably having the acquired phase shift ∆x0,∆y0 parts contributing to
the values of the coordinates: {

x(V ) = x(GV ) + ∆x0
y(V ) = y(GV ) + ∆y0

(3.17)

The obtained equations thus allow us to estimate the phase shift values ∆x0,∆y0:
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{
∆x0 = x(V ) − x(GV )

∆y0 = y(V ) − y(GV ) (3.18)

and exclude them from the coordinate values of V-KF, placing the trajectory to the
GPS-defined position for the specific time moment rather than that calculated in V-mode
by the integration step. The concept of the algorithm here is to correct, when the GPS
signal allows it, the coordinate values in Ŝ, the estimate made by the KF for the state
vector of the vehicle:

Ŝ =
[
x̂ ŷ v̂x v̂y âx ây

]T
(3.19)

where the hat-symbol over the variable name indicates the estimated by KF value of that
variable (i.e. Ŝ is estimated value of S, x̂ is estimated value of x and so on for the rest of
variables). The relevant architectural design of the interaction between V-KF and GPS/V-
KF is shown in Figure 3.5, where it is seen that input streams are x, y, vx and vy variables,
observation and processing of which result in the output of the corrected version of the
state vector estimate Ŝ∗. This, in turn, is the result of merging two estimates — one from
the GPS/V-KF and another one from the V-KF.

It is important to note here that there are two modules of the KF, which are essentially
two separate KFs. In the hardware implementation of the compositional KF, this may
be represented by two separate units of two KFs running simultaneously with separate
intake. The first KF takes in all four incoming streams, but only at time moments when
all four incoming values are available, i.e. GPS-based x and y accompanied by the velocity
component streams vx and vy, hence our reason for calling it GPS/V-KF. The second KF
takes in only velocity components vx and vy from the available four streams, regardless
of whether the GPS signal is available or not and we call it V-KF. The ”if/else”-splitter
regulates supply of the streams to the GPS/V-KF, assuring that the streams are passing
through only if all four values of variables are available. The V-KF gets the feeding in of
its two intake streams of vx and vy continuously (i.e. each time the intake is scheduled to
take place, for each iteration of the V-KF). The GPS/V-KF is relying on C(GV) version
of observation matrix given by equation 3.7, while V-KF operates via C(GV) given by
equation 3.6. The state matrix A used is the same for both KFs and is given by equation 3.3,
which means that both KFs are relying on the same state transition laws. Each of these two
KF is running in parallel, i.e. occupying dedicated threads, and therefore by architectural
design each KF has its own set of matrices, such as error covariance matrix P and Kalman
gain G matrix. The GPS/V-KF is generating its estimate of the state vector Ŝ, namely

Ŝ(GV) given by equation 3.8, while V-KF is producing its version, which is the Ŝ(V) given
by equation 3.9.

The resulting estimate of the state vector Ŝ is obtained by merging Ŝ(GV) and Ŝ(V) in
a sense of replacing in the Ŝ(V) values of x̂(V ) and ŷ(V ) with respective values of x̂(GV ) and
ŷ(GV ) from Ŝ(GV) to construct Ŝ∗ as following:

Ŝ∗ =
[
x̂(GV ) ŷ(GV ) v̂

(V )
x v̂

(V )
y â

(V )
x â

(V )
y

]T
(3.20)
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It is at the merging unit in Figure 3.5 where corrections into the state vector estimate
are introduced. The essential point here is that the corrections take place only for the cycles
with GPS signals coming in, otherwise the V-KF version Ŝ(V) stands as is and proceeds
as the output. In either case, the output signal will be taken as the replacement of the
update state vector channel for V-KF, which is blocked in a regular sense of stand alone
V-KF (as the crossing out arrow on Figure 3.5 indicates).

Figure 3.5: Architecture with interaction between GPS/V-KF and V-KF to assist KF in V-
mode with GPS pins to compensate for the phase shift acquired in the V-KF training cycle.
The operational logistic of the software implementation of this architecture is presented as
Algorithm 3 on page 42.

When the value of Ŝ(GV) is generated in the GPS/V-KF unit, it is the result of the
regular KF-algorithmic update cycle with the four measured values of the variables, namely
x, y, vx and vy. This means that the coordinate values x̂(V ) and ŷ(V ) predicted by V-KF
for the time moments of comparisons with GPS-originated values are simply discarded and
replaced by the values of x̂(GV ) and ŷ(GV ) estimated by GPS/V-KF. In this procedure there
is no fusion of the data, but rather priority for a single moment of GPS signal arrival is
delegated to the GPS/V-KF to compensate for the phase shift, which is otherwise assumed
to be present due to the training cycle of the V-mode operation of the KF. We call this
approach “pinning coordinate with GPS”as the V-mode of the KF operation remains intact,
supplemented with the detection of the training cycle of V-mode and corrective action of
trajectory phase shift compensation.
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For the above consideration, Algorithm 3 on page 42 presents the operational logistic of
the software implementation of the architecture shown in Figure 3.5 on page 40. Operation
of this algorithm requires four data streams coming in, defined by the variables x, y, vx
and vy. From these four streams the input vectors for the KFs involved are formed, namely

Z(V) =
[
vx vy

]T
for V-KF and Z(GV) =

[
x y vx vy

]T
for GPS/V-KF. The rates of

Z(V) and Z(GV) differ, being 1/∆t(V ) versus 1/∆t(G) with the input rate for V-KF standing
as multiple of the input rate for GPS/V-KF:

1/∆t(V ) = M · 1/∆t(G) (3.21)

with M = 1, 2, 3, ..., where M = 1 represents the case of equal rate for all inputs, or in
practical terms, when all data are coming in at the same rate (in the examples of this
study the rate of 10 Hz for all data components has been considered). If M increases, the
relative rate of the GPS signal is reducing, so that, for example, by keeping the rate of
incoming measurements for v-components vx and vy as 10 Hz, the value M = 10 would
ensure modelling of GPS streaming of x and y components at 1 Hz. Other conditions being
equal, the modelling rate of 0.1 Hz for the GPS signal requires the value of M = 100. The
above values are used in Chapter 4 in verification experiments.

Algorithm 3 on page 42 aims to eliminate integration error from the estimates Ŝ(V)

made by V-KF. For that purpose, the variable pinF lag, which initially is set to Boolean
value false, acquires true value inside the conditional implementation of the GPS/V-KF
update cycle. Under true value of pinF lag the “pinning”procedure takes place, in which
V-KF overrides its own estimates of updated coordinates x̂(V ) and ŷ(V ) with the ones
supplied by GPS/V-KF, x̂(GV ) and ŷ(GV ). As a result, the V-KF accepts in for its update
cycle the modified version of the state vector with coordinates from GPS/V-KF version of
the update for the state vector. This modified version of the state vector is also used as
the overall output of the compositional architecture of joint KF, as depicted in Figure 3.5
(page 40).
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Algorithm 3 V-KF adjustment by GPS pin from GPS/V-KF

Require: input data are Z(V) =
[
vx vy

]T
at a rate of 1/∆t(V ) as well as Z(GV) =[

x y vx vy
]T

at a rate of 1/∆t(G), with 1/∆t(V ) = M ·1/∆t(G), where M = 1, 2, 3, ...
Ensure: Excludes accumulated integration error from estimation of a state vector S(k) =[

x y vx vy ax ay
]T

at the k-th time step Ŝ(k)
k, g ← 0
P(GV), P(V) ← 1

pinF lag ← false
Ŝ(GV)(k)← [C(GV)]−1 · Z(GV)(k)

Ŝ(V)(k)← [C(V)]−1 · Z(V)(k)
while true do

% V-KF Predict stage

Ŝ(V)(k + 1)← A · Ŝ(V)(k)
P(V) ← A ·P(V) ·AT + Q(V)

% GPS/V-KF Predict stage
if k is equal to M × g then

Ŝ(GV)(g + 1)← A · Ŝ(GV)(g)
P(GV) ← A ·P(GV) ·AT + Q(GV)

end if
% V-KF Update stage

if Z(V)(k + 1) comes in then
G(V) ← P(V) · [C(V)]T/{C(V) ·P(V) · [C(V)]T + R(V)}
Ŝ(V)(k + 1)← Ŝ(V)(k + 1) + G(V) · [Z(V)(k + 1)−C(V) · Ŝ(V)(k + 1)]
P(V) ← [ I−G(V) ·C(V) ] ·P(V)

end if
% GPS/V-KF Update stage

if Z(GV)(g + 1) comes in as GPS signal arrived then
G(GV) ← P(GV) · [C(GV)]T/{C(GV) ·P(GV) · [C(GV)]T + R(GV)}
Ŝ(GV)(g + 1)← Ŝ(GV)(g + 1) + G(GV) · [Z(GV)(g + 1)−C(GV) · Ŝ(GV)(g + 1)]
P(GV) ← [ I−G(GV) ·C(GV) ] ·P(GV)

pinF lag ← true
else {Z(GV)(g + 1) did not come in because GPS signal is lost}
g ← g + 1

end if
% V-KF accepts GPS pin from GPS/V-KF as correction

if {(k + 1) is equal to M × (g + 1) AND pinF lag is equal true} then

Ŝ(V)(k + 1)[0]← Ŝ(GV)(g + 1)[0]

Ŝ(V)(k + 1)[1]← S(GV)(g + 1)[1]
pinF lag ← false
g ← g + 1

end if
Ŝ(k + 1)← Ŝ(V)(k + 1)
k ← k + 1

end while
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3.5 Architectures for Missing Data Recovery

The missing data recovery task is somewhat similar to the above considered task of filling
in intermittent data. The difference, however, is in the practical situations in which it may
occur. A basic scenario for the data to become “missing”is when some malfunctioning
occurs in the infrastructure. Examples may include lost packets in the internet network,
sensor failure, or other infrastructural failures. For the navigational data streams, a case
of interest to consider is GPS outage, which may occur as a satellite signal blockade when
the vehicle enters a tunnel or the satellite is shadowed by a mountain. For IoT systems it
would be of importance to detect any event of missing data occurrence, and algorithmically
adapt to the interruption of the data stream.

3.5.1 Architecture for GPS Outage Handling

The challenge for the KF algorithm here is that there is a natural compensatory mechanism
already built-in. Skipping the update stage while replacing missed measurement (i.e. GPS
signal) with predicted values may work for only short period of time and — unless the
GPS signal returns — leads to the divergence of the filter when the GPS signal fails to
recover. In our compositional design, however, there is possibility for the immediate start
of the training cycle for the always available V-KF module with the prospect of completely
transferring control to V-KF when the GPS signal fails to recover and the GPS-based KF
diverges significantly enough. The usually acceptable quantitative criteria for divergence
are when the values of the operating parameter exceed beyond the margin of 3 standard
deviations. Hence, there are two distinct stages in the GPS outage scenario: when there
is GPS signal available and providing data streams of x and y of vehicle positioning, and
when there is no GPS signal and the KF must rely solely on vx and vy components to
monitor the state of the system and in particular, trajectory of the motion. Let us first
consider the scenario of unexpected GPS outage , such as a situation of circuits breakdown
with signal disappearance. More specifically, in this scenario initially the GPS and velocity
sensors are operating synchronously, and thus the GPS related x and y data streams and
velocity components vx and vy are providing data flow with 10 Hz frequency each. However,
at some point the GPS signal is cut off with no recovery and only vx and vy data continue
to flow in to the rest of the trip. Expectedly, to monitor the state of the system we may
rely on GPS/V-KF when the GPS is on but would need to switch to V-KF at the GPS cut
off point. To handle this scenario, let us modify the algorithmic structure in Figure 3.5
so that instead of merging two versions of the state vectors we would switch between the
two operating modes - the GPS/V-mode when GPS is on and its alternative, the V-mode
for GPS outage situations. This would bring us to the schematic of Figure 3.6 where the
output switch position is controlled by the status of the GPS signal at the overall input.
This switch connects to the output of GPS/V-KF, letting its updated version of the state

vector, Ŝ(GV), represent the overall estimate of the state vector, Ŝ, if GPS signal is on
(case 1). Alternatively, if the GPS signal is off (case of GPS outage, which is case 0 there),

the output switch reconnects to the output of V-KF making its estimate Ŝ(V) to represent
characterization of the state vector. It is worth noting that unlike in the schematic of
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Figure 3.5, the scheme of Figure 3.6 keeps all internal architectural connections intact and
thus there is no crossed out connections in Figure 3.6 as in Figure 3.5 for update-to-predict
channel.

Figure 3.6: Schematic of switching from GPS/V-mode to V-mode KF to handle the GPS
outage event. Algorithm 4 on page 46 and Algorithm 5 on page 47 present two viable
alternatives of coding logistic of the software implementation for this architecture.

Presented herewith and tested in Chapter 4 are two versions of algorithmic software
implementation of the architecture shown in Figure 3.6 on page 44 for handling GPS outage
events: (1) serial version, which is Algorithm 4 on page 46, and (2) parallel version, such
as Algorithm 5 on page 47. The difference between the two is in the way the GPS/V-KF
and the V-KF are operating prior to the occurrence of the GPS outage event. In the serial
version, the V-KF is idle prior to GPS outage occurrence, while only GPS/V-KF operates.
In the parallel version, the V-KF runs in parallel with the GPS/V-KF at all times, but its
output is discarded until the occurrence of the outage event.

More specifically, in Algorithm 4 on page 46 (the serial version) the operation starts
with the switch position of “1”, when the output generated by the GPS/V-KF is regarded
as an overall estimation of the state vector output. The V-KF at this stage keeps idle until
the very event of the GPS outage. At that point the switch changes position from “1”to
“0”and the operation of the V-KF begins from its initial state, i.e. undergoing training
first and then continuing further operation. In the parallel version, i.e. in Algorithm 5 on
page 47, the operation also starts with the switch position at “1”and the output generated
by the GPS/V-KF counts as an overall estimate. However, the V-KF here does not stay
idle, but rather operates in full capacity, passing through a training cycle and continuing
thereafter, even though its output is discarded until the detectable occurrence of the GPS
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outage. At the point of GPS outage, the switch changes position to “0”and then the output
from the V-KF starts counting as an overall estimate, while its counterpart (i.e. the output
from the GPS/V-KF) is discarded.

Coding of the serial version differs from that of the parallel version only in one aspect —
namely, the conditional protection of the V-KF operation by the value of integer variable
internalBias, which controls the position of the output switch in Figure 3.6 on page 44 and
takes the value “0”or “1”depending on its position mark. Specifically, such conditioning
is present in the serial version, allowing entry to execution of V-KF operations only when
internalBias = 0 is satisfied. In contrast, in the parallel version the execution of V-
KF operations is unconditional, and therefore is carried out regardless of the value of
internalBias. Otherwise, the remainder of the coding for both algorithmic versions is
identical, which is seen from the comparison of the coding lines of Algorithm 4 on page 46
and that of Algorithm 5 on page 47.

Both algorithms assume the same measurement rate for all variables, whose delivery
is guaranteed, so that the event when the GPS signal fails to arrive would be interpreted
as a definite outage. The initial position of the internalBias is “1”meaning that it starts
with the switch position at “1”and the GPS signal is present and therefore the output from
GPS/V-KF is regarded as an overall output at the beginning. In both code implementation
versions, the execution starts by entering the GPS/V-KF set of calculations, restricted by
the condition that internalBias is equal “1”. As internalBias is initiated at value “1”,
the condition is guaranteed to be fulfilled for the first run. This portion of the code results
in producing Ŝ(GV) vector as a GPS/V-KF’s estimate of the state vector. If the GPS signal
arrives on time, the follow up code execution is different for serial and parallel versions.
For the serial version, code execution proceeds to the stage of final selection of the state
estimate vector, while in parallel version this is preceded by mandatory execution of the
V-KF cycle.

At the final stage, the selection of the output state vector is made based on the criterion
of the internalBias value (i.e. the position of the switch) . At internalBias = 1 the Ŝ(GV)

goes to overall output as a state estimate vector, while alternatively, i.e. at internalBias =
0 the Ŝ(V) does. The time index k increment completes the main loop cycle, which returns
execution to the main loop’s start for the next cycle.

A GPS outage event is detected by the conditional clause, which is implemented via the
“else”link to the GPS/V-KF cycle. This clause is executed in case of GPS signal failure
and it irreversibly changes the value of internalBias to “0”, which simulates the shift of
the switch to position “0”. In this case, in the serial version the execution of the V-KF
cycle initiates and becomes mandatory from that point onwards, and as such it becomes
equivalent to the parallel version where it is always the case. From that moment, the
continuation of both versions, serial and parallel one, follow the same route, repeating the
main loop cycle through implementation of the V-KF calculations for the state estimate as
overall output. This, in turn, signifies the fact that observation control is fully transferred
to the V-KF due to the occurrence of a GPS outage event.
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Algorithm 4 Serial version for GPS outage event detection and compensation

Require: data Z(V) =
[
vx vy

]T
and Z(GV) =

[
x y vx vy

]T
arrive at the same rate

of 1/∆t, but unrecoverable GPS outage at a time step k = kout cancels Z(GV)

Ensure: Recovers convergence in estimation of a state vector S(k) =[
x y vx vy ax ay

]T
after GPS outage event, i.e. for k > kout).

% Initialization and initial conditions
k ← 0
P(GV), P(V) ← 1

internalBias← 1
Ŝ(GV)(k)← [C(GV)]−1 · Z(GV)(k)
while true do

if internalBias is equal 1 then
% GPS/V-KF Predict followed by Update stage

Ŝ(GV)(k + 1)← A · Ŝ(GV)(k)
P(GV) ← A ·P(GV) ·AT + Q(GV)

if Z(GV)(k + 1) comes in as GPS signal arrived then
G(GV) ← P(GV) · [C(GV)]T/{C(GV) ·P(GV) · [C(GV)]T + R(GV)}
Ŝ(GV)(k + 1)← Ŝ(GV)(k + 1) + G(GV) · [Z(GV)(k + 1)−C(GV) · Ŝ(GV)(k + 1)]
P(GV) ← [ I−G(GV) ·C(GV) ] ·P(GV)

else {Z(GV)(k + 1) did not come in because GPS signal is lost}
% V-KF accepts state vector from GPS/V-KF as a pin

Ŝ(V)(k)← Ŝ(GV)(k)
internalBias← 0

end if
end if
if internalBias is equal 0 then

% V-KF Predict followed by Update stage

Ŝ(V)(k + 1)← A · Ŝ(V)(k)
P(V) ← A ·P(V) ·AT + Q(V)

if Z(V)(k + 1) comes in then
G(V) ← P(V) · [C(V)]T/{C(V) ·P(V) · [C(V)]T + R(V)}
Ŝ(V)(k + 1)← Ŝ(V)(k + 1) + G(V) · [Z(V)(k + 1)−C(V) · Ŝ(V)(k + 1)]
P(V) ← [ I−G(V) ·C(V) ] ·P(V)

end if
end if

% Final selection of the output state vector
if internalBias is equal 1 then

Ŝ(k + 1)← Ŝ(GV)(k + 1)
else { internalBias is equal 0 }

Ŝ(k + 1)← Ŝ(V)(k + 1)
end if
k ← k + 1

end while
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Algorithm 5 Parallel version for GPS outage event detection and compensation

Require: data Z(V) =
[
vx vy

]T
and Z(GV) =

[
x y vx vy

]T
arrive at the same rate

of 1/∆t, but unrecoverable GPS outage at a time step k = kout cancels Z(GV)

Ensure: Recovers convergence in estimation of a state vector S(k) =[
x y vx vy ax ay

]T
after GPS outage event, i.e. for k > kout).

% Initialization and initial conditions
k ← 0
P(GV), P(V) ← 1

internalBias← 1
Ŝ(GV)(k)← [C(GV)]−1 · Z(GV)(k)
while true do

if internalBias is equal 1 then
% GPS/V-KF Predict followed by Update stage

Ŝ(GV)(k + 1)← A · Ŝ(GV)(k)
P(GV) ← A ·P(GV) ·AT + Q(GV)

if Z(GV)(k + 1) comes in as GPS signal arrived then
G(GV) ← P(GV) · [C(GV)]T/{C(GV) ·P(GV) · [C(GV)]T + R(GV)}
Ŝ(GV)(k + 1)← Ŝ(GV)(k + 1) + G(GV) · [Z(GV)(k + 1)−C(GV) · Ŝ(GV)(k + 1)]
P(GV) ← [ I−G(GV) ·C(GV) ] ·P(GV)

else {Z(GV)(k + 1) did not come in because GPS signal is lost}
% V-KF accepts state vector from GPS/V-KF as a pin

Ŝ(V)(k)← Ŝ(GV)(k)
internalBias← 0

end if
end if

% V-KF Predict followed by Update stage

Ŝ(V)(k + 1)← A · Ŝ(V)(k)
P(V) ← A ·P(V) ·AT + Q(V)

if Z(V)(k + 1) comes in then
G(V) ← P(V) · [C(V)]T/{C(V) ·P(V) · [C(V)]T + R(V)}
Ŝ(V)(k + 1)← Ŝ(V)(k + 1) + G(V) · [Z(V)(k + 1)−C(V) · Ŝ(V)(k + 1)]
P(V) ← [ I−G(V) ·C(V) ] ·P(V)

end if
% Final selection of the output state vector

if internalBias is equal 1 then
Ŝ(k + 1)← Ŝ(GV)(k + 1)

else { internalBias is equal 0 }
Ŝ(k + 1)← Ŝ(V)(k + 1)

end if
k ← k + 1

end while
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3.6 Architectures for Error Elimination

Since the KF relies on the state equations to estimate next state based on the previous one,
it does have criteria to detect sufficiently large deviations from the regular flow of events.
Specific quantitative parameters used in the KF algorithm to evaluate whether deviation
of the measured value of the variable is within expectation or exceeding it, is located
in the measurement covariance matrix R, where diagonal members are the measurement
variances. Deviation of any parameter within a three standard deviation range is regarded
as a trusted measurement noise. Exceeding this range is detectable and is to be regarded as
an unusual event with underlying reasons, such as possible changes to outside conditions,
and noise level, which require adjustment of the KF parameters. If the consistent and
repeatable change of the noise level is detected, then the R matrix needs to be updated
according to new operating conditions, which is essential for the convergence of the KF
algorithm. However, if the deviation of the variable value exceeds the expectation range
only once within a large number of sequential measurements, then such an event can qualify
as an outlier and simply be discarded. These are trivial occasions for the KF algorithm to
deal with. However, the event which at first is viewed as an outlier but continues to persist
consistently thereafter ceases to be an outlier and requires more sophisticated processing
to be adequately addressed and resolved. An example of such an event is the GPS offset
occurrence, the consideration of which we will now proceed to.

3.6.1 Architecture for GPS Offset Compensation

Above the GPS outage has been considered as the event which affects the operation of the
KF and compensatory mechanisms have been explored to prevent data loss or alteration.
From the same perspective, the occurrence of GPS offset is considered herewith. The GPS
offset differs from the outage in that the signal does not disappear but rather acquires a
sudden phase shift in the vehicle perceived location ∆r∗ and coordinate values as its com-
ponents ∆x∗ and ∆y∗, which exceeds the margin of 3 standard deviations to a somewhat
significant extent. This extent depends on the physical cause of the GPS offset, of which
the largest could be control segment mistakes due to computer or human error that can
cause errors from one meter to hundreds of kilo-metres. Additionally, the receiver errors
from software or hardware failures can cause blunder errors of any size.

To account for the impact of the GPS offset ∆r∗ we write the values containing the
offset components ∆x∗ and ∆y∗ as {

x∗ = x+ ∆x∗

y∗ = y + ∆y∗
(3.22)

where x and y are GPS-derived coordinates without offset while x∗ and y∗ are the same
but including the offset contributions. To eliminate the offset contribution, it needs to be
deducted from the incoming values. The issue here is how to make an estimate of the offset
and distinguish it from the outlier. The suggested solution here is based, on one hand,
on the fact that GPS offset does not affect V-KF at all, as the V-KF relies on the input
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of V-components, vx and vy, which are measured independently from the GPS. Therefore,
the offset contributions into GPS coordinate components x and y are not affecting vx and
vy, which in turn produce estimates of coordinates x̂(V ) and ŷ(V ). On the other hand, the
GPS/V-KF takes the values of the offset as the trusted values from the sensors. Thus, the
GPS/V-KF will reflect the contribution of the GPS offset into its estimates of coordinates
x̂(GV ) and ŷ(GV ). By comparing the two coordinate sets — one from GPS/V-KF and the
other from V-KF, — we can deduce the estimate of the GPS offset components δx̂∗ and
δŷ∗ as following: {

x̂(GV ) = x̂(V ) + δx̂∗

ŷ(GV ) = ŷ(V ) + δŷ∗
(3.23)

and thus {
δx̂∗ = x̂(GV ) − x̂(V )

δŷ∗ = ŷ(GV ) − ŷ(V ) (3.24)

The obtained estimates δx̂∗ and δŷ∗ of the GPS components need to be deducted from
the GPS input values in order to exclude the offset influence on the GPS/V-KF operation,
as shown in Figure 3.7. It is important to note here that the offset of the GPS does qualify
as being detected if and only if at least one of the two values, namely δx̂∗ or δŷ∗ exceeds
some pre-selected threshold values. We name those threshold values here as Γthx for the
δx̂∗ parameter and Γthy for the δŷ∗ parameter. In turn, the threshold values should be set
higher than at least three standard deviations of the respective variables, i.e. x for Γthx and
y for Γthy in our case.

The code structure of the architecture from Figure 3.7 on page 54 is shown as Algorithm
6 on page 52 supplemented with Algorithm 7 on page 53 as part of its offset detection test.
The algorithm allows operation of two constituent KFs at different rates, which in turn are
defined by the rates of incoming data: 1/∆t(G) for GPS data and 1/∆t(V ) for V-components
data. There is one restriction applied here: that 1/∆t(V ) is the exact multiple of 1/∆t(G)

as given by the equation 3.21 on page 41.

Threshold parameters Γthx and Γthy are used to estimate the offsets along x and y axis
respectively. The values of threshold parameters are chosen to exceed three standard
deviations of the respective measurements: Γthx > 3

√
R11 and Γthy > 3

√
R22, where R11 and

R22 are elements of the measurement matrix R.

The variables δx̂∗ and δŷ∗ are to accept the detected values of the offset components
and to account for its contribution in the phase shifts ∆x∗ or ∆y∗ as accumulated offset
of GPS values in line with equation 3.22 on page 48. Initially, all these parameters —
∆x∗, ∆y∗, δx̂∗ and δŷ∗ — are set at zero, and the Boolean variables offsetF lagX and
offsetF lagY that serve as indicators of occurrences unaccounted for by the GPS offset
contributions are set at false. Therefore, there is no offset at the starting point of the
simulation. The two KFs, the GPS/V-KF and the V-KF, are run in parallel to produce

estimates of the state vector Ŝ(GV) and Ŝ(V). After that the routine GPSoffsetDetection()
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is called to verify whether there is any detectable offset contributions δx̂∗ or δŷ∗ in the
GPS data, which need to be accounted for.

The routine GPSoffsetDetection() is described as Algorithm 7 on page 53. It is called
in from within the update cycle of the GPS/V-KF as a last instruction, protected by the
condition of completeness of the training for all Kalman filters involved, i.e. GPS/V-KF
as well as V-KF in our case. This algorithmic conditioning represents functionality of the
architectural switches on the feedback lines in Figure 3.7 on page 54, which are included
in order to be able to block out the undesirable influence of the GPS offset detection and
correction routines on the training of the Kalman filters. The reason for this is that the
training of the Kalman filters requires its exposure to the regular conditions of operation
under which the convergence needs to be achieved. The detection of special events, such as
GPS offset, conceptually is relying on the output from the Kalman filters, which are already
trained, and which provide the convergence for the given operational conditions. Here the
operational conditions include all aspects of the system operation, including features of
the evolution of the state variables as well as noise levels of the sensors and processes.
Therefore, it is assumed that any unusual influences are to be avoided during the training
cycle for the Kalman filters. This purpose is served by disconnecting the feedback lines in
Figure 3.7 on page 54, which is algorithmically represented by the conditional restriction
of the access to the GPSoffsetDetection() routine call. The routine is called only when the
training of both filters, the GPS/V-KF and the V-KF, is completed and therefore their
convergence for the regular operational conditions is achieved.

During the training of the Kalman filters, the routine GPSoffsetDetection() is not

accessible and as a result the output state vector Ŝ assumes either the value of Ŝ(GV) when
the GPS signal is coming in, or, alternatively, the value of Ŝ(V) between the GPS signal
arrivals. In other words, the output state vector Ŝ discards output of the V-KF whenever
there is output from the GPS/V-KF, otherwise it assumes the V-KF value.

The situation changes after the training of the Kalman filters is completed, in that
the routine GPSoffsetDetection() starts determining which value is assigned to the output

state vector Ŝ. Whenever the GPS offset is detected on any of the coordinates, x or y, the
output from GPS/V-KF, i.e. Ŝ(GV), is discarded and replaced by the output from the V-

KF, i.e. Ŝ(V), to represent the overall output value for the time stamps M · (g + 1) of GPS
signal arrivals. Alternatively, when there is no detectable GPS offset on either coordinate
in arrived GPS data, the GPS/V-KF output Ŝ(GV) takes priority in both representing the

overall output Ŝ as well as imposing the GPS pin onto the V-KF, as Algorithm 7 on page 53
asserts.

In order to detect the GPS offset, the GPSoffsetDetection() routine applies thresholds

Γthx and Γthy to the differences of the coordinate estimates from vector Ŝ(GV) and vector Ŝ(V)

and concludes on the detection of the offset component in case any of these thresholds are
broken. The detected offset component, which exceeded the designated threshold, Γthx or
Γthy , is then deducted from the input phase shift. This deduction ensures correction of the
offset by compensating and thus eliminating it from the input stream. This compensation
is a one-time operation, because as soon as the offset value contribution is accounted for
in the value of the phase shift, i.e. δx̂∗ in ∆x∗ as well as δŷ∗ in ∆y∗, it will automatically
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be applied to all subsequent incoming data for x and/or y.

Additionally, the routine GPSoffsetDetection() updates the record about GPS offset

events E
(G)
offset, which holds the relevant characteristics of the detected offset events. This

includes the time stamp for the event, the sign and the value of the detected offset.

The GPSoffsetDetection() routine ends with the code lines designed to reset the offset
detecting variables to their initial state of readiness for the next event detection. The
Boolean variables offsetF lagX and offsetF lagY to false, and the offset modification
variables δx̂∗ and δŷ∗ to zero. After that the algorithmic control of the software is returned
back to Algorithm 6 on page 52 to continue to the next time slot of arriving data in the
main algorithmic loop.

If thresholds for GPS offset detection are chosen correctly, then the offset detection
and compensation architecture shown in Figure 3.7 holds a promise to be operational
and its performance needs further verification in simulation and modelling experiments.
Particular concern is to be given to the training periods for the Kalman filters involved and
their interference with the application of the algorithmic routines (i.e. combined algorithm
presented herewith as two connected ones — Algorithm 6 on page 52 with Algorithm 7
on page 53). The two switches in the feedback lines of Figure 3.7 aim to allow training
periods to be free from interference with these algorithmic operations. The details of these
verifications are presented herewith in Chapter 4.
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Algorithm 6 GPS offset occurrence detection and compensation.

Require: data in are Z(V) =
[
vx vy

]T
at a rate of 1/∆t(V ) as well as Z(GV) =[

x y vx vy
]T

at a rate of 1/∆t(G), with 1/∆t(V ) = M ·1/∆t(G), where M = 1, 2, 3, ....
Thresholds Γthx > 3

√
R11 OR Γthy > 3

√
R22;

Ensure: Detects GPS offset events, accumulates the record of its occurrences E
(G)
offset , and

compensates the GPS offset values
k, g, ∆x∗, ∆y∗, δx̂∗, δŷ∗ ← 0
P(GV), P(V) ← 1

E
(G)
offset ← ∅

offsetF lagX, offsetF lagY ← false
Ŝ(GV)(k)← [C(GV)]−1 · Z(GV)(k)

Ŝ(V)(k)← [C(V)]−1 · Z(V)(k)
while true do

% V-KF Predict followed by Update stage

Ŝ(V)(k + 1)← A · Ŝ(V)(k)
P(V) ← A ·P(V) ·AT + Q(V)

if Z(V)(k + 1) comes in then
G(V) ← P(V) · [C(V)]T/{C(V) ·P(V) · [C(V)]T + R(V)}
Ŝ(V)(k + 1)← Ŝ(V)(k + 1) + G(V) · [Z(V)(k + 1)−C(V) · Ŝ(V)(k + 1)]
P(V) ← [ I−G(V) ·C(V) ] ·P(V)

end if
if {(k + 1) is equal to M · (g + 1) } then

% GPS/V-KF Predict stage

Ŝ(GV)(g + 1)← A · Ŝ(GV)(g)
P(GV) ← A ·P(GV) ·AT + Q(GV)

% GPS/V-KF Update stage with built-in GPS offset compensation

if Z(GV)(g + 1) comes in as GPS signal arrives then
x(GV)(g + 1)← x(GV)(g + 1)−∆x∗

y(GV)(g + 1)← y(GV)(g + 1)−∆y∗

G(GV) ← P(GV) · [C(GV)]T/{C(GV) ·P(GV) · [C(GV)]T + R(GV)}
Ŝ(GV)(g + 1)← Ŝ(GV)(g + 1) + G(GV) · [Z(GV)(g + 1)−C(GV) · Ŝ(GV)(g + 1)]
P(GV) ← [ I−G(GV) ·C(GV) ] ·P(GV)

Ŝ(M · g +M)← Ŝ(GV)(g + 1)
% built-in GPS offset detection and compensation

if training of Kalman filters is completed then
GPSoffsetDetection();

end if
end if
g ← g + 1

else
Ŝ(k + 1)← Ŝ(V)(k + 1)

end if
k ← k + 1

end while
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Algorithm 7 GPSoffsetDetection() routine: a GPS offset detection test called from Al-
gorithm 6 on page 52

Require: access to the data of Algorithm 6 on page 52 to perform GPS offset detection
test there within GPSoffsetDetection() routine call

Ensure: completion of GPSoffsetDetection() routine of the Algorithm 6 on page 52 to
verify whether the offset thresholds are broken to set up the offset compensating phase
shift values ∆x∗ and ∆y∗, as well as fill in the record about GPS offset event E

(G)
offset

% GPS offset event detection test as GPSoffsetDetection() call
GPSoffsetDetection(){

% Applying threshold to detect GPS offset event

if ‖x̂(GV ) − x̂(V )‖ >= Γthx then
δx̂∗ ← (x̂(GV ) − x̂(V ))
∆x∗ ← ∆x∗ + δx̂∗

x̂(GV ) ← x̂(V )

offsetF lagX ← true
end if
if ‖ŷ(GV ) − ŷ(V )‖ >= Γthy then

δŷ∗ ← (ŷ(GV ) − ŷ(V ))
∆y∗ ← ∆y∗ + δŷ∗

ŷ(GV ) ← ŷ(V )

offsetF lagY ← true
end if

% Updating record by newly detected GPS offset event
if offsetF lagX is equal true OR offsetF lagY is equal true then

E
(G)
offset(eventCounter + 1)←

[
eventCounter + 1 timeStamp δx̂∗ δŷ∗

]T
E

(G)
offset ← E

(G)
offset + E

(G)
offset(eventCounter + 1)

% Output selection under GPS rejection

Ŝ(M · g +M)← Ŝ(V)(M · g +M)
else

% Output selection under GPS acceptance

Ŝ(M · g +M)← Ŝ(GV)(g + 1)
% Implementing GPS pin

Ŝ(V)(M · g +M)← Ŝ(GV)(g + 1)
end if

% Resetting offset detector
eventCounter ← (eventCounter + 1)
offsetF lagX ← false
offsetF lagY ← false
δx̂∗ ← 0
δŷ∗ ← 0
}
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Figure 3.7: Architecture for GPS offset occurrence detection and compensation. The
respective code structure for implementation is presented as Algorithm 6 on page 52 sup-
plemented with Algorithm 7 on page 53. Introduction of switches allows to separate train-
ing cycle of the KFs from KFs’ operation under GPS offset compensation, thus achieving
beneficial reduction of interference with the KFs training cycle.
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Chapter 4

Simulations and Performance
Analysis

The simulation experiments herewith are designed to verify the efficiency of compositional
KFs in basic operations over data streams in IoT. These operations include (a) filling in
intermittent data,(b) recovering and/or replacing of the lost or missing data, (c) detect-
ing error events and errors elimination and/or correction. The architectures proposed in
Chapter 3 require verification, which is conducted herewith via simulation. The results are
presented below. As a quantitative parameter of accuracy for variables representation, a
root mean square error is used, abbreviated RMSE. The notation for RMSE also includes
the measured parameter in brackets, so that RMSE(x) denotes root mean square error for
coordinate x as a parameter. Similarly, RMSE(y), RMSE(vx), and RMSE(vy) are root
mean square errors for coordinate y, and V-components, vx and vy.
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4.1 Model Formulation

Let us define the model, suitable to test the effectiveness of our compositional KF approach
for the chosen scenarios in IoT. This model would allow us to generate data streams, that
are then contextually grouped and processed by specialized interacting KF units.

As it has already been mentioned in Chapter 3, here we choose the case of navigational
data streams for the moving vehicle. This is because, the relationships for such streams
are well understood, and these streams are essential part in the fleet management of IoT
systems. Hence, analysis of operational principles of compositional KF becomes more
clear. Moreover, the principles demonstrated for navigational data streams may further be
explored for application in other types of IoT systems.

For the vehicle to navigate, we have chosen the trajectory shown in Figure 4.1 (page
56). As seen there, the trajectory starts and ends at the same point. Also, the trajectory
is symmetrical with regard to its direction parallel to the ~x axis. The trajectory starts as a
segment of straight line followed by a sequence of round turns and straight line segments.
All the turns are smoothly rounded and there are no sharp corners on the trajectory,
which allows for the smooth passage of the vehicle through this pathway. This serves to
minimize the acceleration values acquired by the vehicle at points of changes in the driving
conditions, such as exiting from the straight line segment of the trajectory and entering
the turn, or vice versa.

Figure 4.1: Two-dimensional trajectory for the test of car navigation. (Coordinate x is
retrieved from GPS latitude signal, and coordinate y from GPS longitude signal).

The start point coordinate may be conveniently shifted away from the coordinate origin
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to keep operating values of (x, y) coordinates in a positive quadrant. This, however, is
not mandatory and has no effect on simulation results as all equations in the model allow
any shift of the coordinate origin. In the example illustrated in Figure 4.1, the start point
is (10, 26) (in meters) and the quantization step is 1 m long. The trajectory consists of
975 steps, thus being 975 m long, and is represented by N=976 points, with start and end
points to be considered separate, although overlapping in the ideal case. The coordinates x
and y are assumed to be retrievable from the values of latitude and longitude, supplied by
the GPS. The radius of curvature for the turns everywhere is r = (N−1)/(20π) = 15.52 m
and the turns are 29 m long (i.e. 29 steps in simulation) except for the turn-around circle,
where the biggest value x is reached in the middle of a turn, which is 15 m long. Straight
line segments are mostly 32 m long, except for the starting and ending segments, both of
which are 8 m long, and segments entering and exiting the most remotely from the start
point turn, both of which are 16 m long.

For convenience of description, let us assume that the coordinate system is aligned with
the mapping net, so that North (N) is on the top, South (S) is at the bottom, West (W)
is on the left hand side and East (E) is on the right. With this notation, the vehicle starts
moving to the NE at the angle π/3 to x-axis, proceeds forward and then turns SE with
angle 5π/3 to x-axis, again proceeds forward and turns back to NE, repeating the move
to make 8 turns in total before entering turn-around loop. Reverse trip symmetrically
mirrors the forward trip, returning the vehicle back to the initial trip origin. We consider
the vehicle to be moving at a constant speed of 10 m/sec, which is 36 km/hour, so that a
full trip takes 975 seconds, or 16.25 minutes.

4.1.1 Model’s Limitations

From the above model description, the following assumptions and simplifications adopted
within the model as well as limitations imposed by the model’s applicability become ap-
parent.

Specifically, for the movement trajectory, the GPS precision effect is shown in Figure 4.2
for various measurement noise levels. The precision reflects the consistency, or in other
words, the relative closeness, of the consecutive measurements to each other. For the GPS
signal this would mean the consistency of the perceived trajectory. A zoomed in view of
the trajectory for two different noise levels is seen in Figure 4.3.

For this model’s trajectory, the turns are chosen to be smooth and the quantization for
the turning curvature is set to be 4o per meter (i.e. per step). Thus, the sharp turns which
require a quantization under 4o per meter are excluded from consideration.

The starting speed of the vehicle is not zero, but rather the max value upfront, which
is 36 km/h (or 10 m/sec so that 1 step of 1 m takes 0.1 sec to complete). The acceleration
effect takes place at the turns when velocity components vx and vy experience changes.

Additionally, the simplification of the model is that the length of the vehicle is ne-
glected, which is regarded as reasonable approximation because we assign navigational
characteristics to the vehicle’s center of gravity.
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Figure 4.2: GPS view of 2D trajectory at various noise level: (a) R = 0, i.e. without
measurement noise; (b) Rii = 0.4 m2; (c) Rii = 4 m2, i = 1, 2.

Figure 4.3: Details of GPS view of 2D trajectory at various noise level: (a) Rii = 0.4 m2;
(b) Rii = 4 m2, i = 1, 2.
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Figure 4.4: vx evolution at various noise level: (a) R=0.0004 m2; (b) R=4 m2.

4.2 Imputation of Intermittent Data

In our model we adopt 10 Hz to be a maximum frequency for any sensor, but also allow
operation at lower frequencies, such as 1 Hz, which is widespread in practice for GPS
sensors. Therefore, if we monitor the GPS supplied coordinates at 1 Hz, but at the same
time have variables vx and vy at 10 Hz, then the task of upgrading rate of GPS data flow
to 10 Hz requires filling in the missing GPS data between sequentially coming at 1 Hz
points. This is becomes the motion equation includes both, the coordinates as well as
velocity components, hence both are needed at the highest rate to restore the trajectory
as navigational output of the KF’s observation.

When filling in the intermittent data, we shall keep in mind, for comparison purposes,
the situation when all the data are initially present and there is no need for filling in any
data. For our model, an example of this would be when all data streams operate at the
highest adopted frequency of 10 Hz. Such a situation is depicted in Figure 4.5, where
the cases for two noise levels are presented — lowest positive modelled measurement noise
level, at which R11 = R22 = 0.0004m2, and highest modelled measurement noise with
R11 = R22 = 4m2. The Kalman filter here combines data at 10 Hz rate from the GPS for
x and y coordinates, as well as the speedometer and the orientation meter merged to yield
vx and vy (also at 10 Hz rate).

4.2.1 Intermittent Data Imputation with Prediction Cycle

First, we test the efficiency of the intrinsic KF’s ability to fill in intermittent data in
predict-only mode, i.e. the mode when the KF’s predict cycle is used at a higher frequency
than the actual data are coming in.

The disadvantages of this approach can be seen in Figure 4.6, which presents the case
of the conversion of a 1 Hz GPS stream of y-coordinates into a 10 Hz stream of the same
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Figure 4.5: Performance of combined GPS/V KF (10 Hz) at various noise level: (a)
R=0.0004 m2; (b) R=4 m2.

via filling in of periodic intermittent data. Here the KF is placing 9 intermediate points
between initially given ones at 1 Hz rate, so that 1 point at each second is supplemented
with the additional 9 points to produce the stream of 10 points per second of y-coordinates,
thus yielding a 10 Hz data stream.

Overall the deficiency of this filling in approach is seen with regard to the accuracy
provided . Despite this deficiency in accuracy, it may still be considered as a plausible
approach under the absence of other alternatives. For the navigational streams, however,
there is possibility of taking advantage of the redundancy of the related sensors, which
brings in the conceptual possibility of filling in intermittent data from redundant sensory
sources. As an example of this, the next subsection presents the performance of the V-KF
module.

60



Figure 4.6: The y-stream: upgrading 1 Hz GPS y-data rate to 10 Hz by fillng in missing
data with KF in predict-only mode under very small noise condition (R=0.0004 m2), which
yields RMSE(y)=2.9. (The “ideal”line would be hidden under the “noisy”one and thus
not shown).

4.2.2 Intermittent Data in V-Mode

The practical implementation of employing the V-mode of the KF’s operation is presented
in Figure 4.9 (zooming into details in Figure 4.10). There, the V-KF (10 Hz), i.e. KF in
V-only mode with no GPS signal all the way along, even at a very high noise level of R33 =
R44 = 800m2/sec2 for vx and vy related components of covariance matrix R still manages
to maintain the overall trajectory shape at the cost of the phase shift acquired within
the training cycle, yielding RMSE(x)=31; RMSE(vx)=2.7; RMSE(y)=14; RMSE(vy)=7.1.
Note here that for matrix R of our model a noise level with R33 = R44 = 800m2/sec2 for
vx and vy components is equivalent to noise level with R11 = R22 = 4m in coordinates x
and y. The significantly lower values of the RMSE for velocity components as compared to
the coordinate ones is reflecting that the accuracy here is achieved in the velocity domain
at the expense of that in the coordinate domain, where the trajectory is perceived to be
shifted with regard to its actual position.

Figure 4.9 shows the addition of the acquired phase shift values ∆x0,∆y0 to the ac-
tual values of the coordinates xactual, yactual. This observation is in line with the relation
described by equation 3.16 on page 38, thus supporting validity of our conceptual descrip-
tion of the KF’s V-mode operation given in subsection 3.4.2 of Chapter 3. This justifies
further verification of the formulated earlier concept of GPS-pins for V-KF as well as im-
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Figure 4.7: The y-stream: upgrading 1 Hz GPS y-data rate to 10 Hz by fillng in missing
data with KF in predict-only mode under high noise condition (R=4 m2), which worsens ac-
curacy by yielding RMSE(y)=7.8. (The “ideal”line would be hidden under the “noisy”one
and is omitted herewith).

plementation of the architecture proposed for this purpose and shown in Figure 3.5 on
page 40. Therefore we proceed with more detailed consideration of the GPS pin-assisted
architecture and its operation in the next subsection 4.2.3.

4.2.3 GPS Pins for V-Mode

Now we attempt extending the accuracy provided to v-components, vx and vy, by V-KF
to coordinate components, x and y, via GPS pinning as described in subsection 3.4.3 of
Chapter 3. The example of GPS pins implementation for V-KF is presented in Figure 4.11
for moderate measurement noise level for V-domain with v-related diagonal components
of covariance matrix R being Rvx = Rvy =8 m2/sec2. This noise level is equivalent to
coordinates domain noise covariance components being 0.04 m2, which is rated herewith
as moderate noise level too. It is evident, that some phase shift is again acquired at the
initial stage of the travel, when the V-KF undergo V-mode training. However, after training
stage, at the very first pinning point the acquired so far phase shift gets compensated and
the desired trajectory is followed quite closely by the KF at V-mode and the remaining
pinning points are seen as practically redundant. This means that the V-KF with some rare
pinning points offers excellent filling in capability of intermittent GPS-based coordinates
data. Under such circumstances, it would be advantageous to keep V-KF as a separate
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Figure 4.8: Upgrading 1 Hz GPS data rate to 10 Hz by fillng in missing data for trajectory
with KF in predict-only mode at high noise level (R=4 m2), which yields RMSE(x)=2.8
and RMSE(y)=7.5. (The “ideal”line would be hidden under the “noisy”one and is omitted
herewith).

specialized unit in our compositional KF network for the task of intermittent data filling
in. It is, however, important to note here, that because at pin points the excessive trust is
exercised towards the pin source, the critical parameter for the quality of the pins becomes
its measurement noise variance. Figure 4.12 demonstrates that noise increase of the GPS
pin signal to the level of Rx = Ry = 4 m2 leads to random shifts of the trajectory at
pin-points. The shape of the trajectory becomes piece-wise regular. In this case, between
the pinning points the V-KF output trajectory is closely following the shape of the original,
but is phase shifted by the value of the noise component at the moment of the last pin. It
is therefore preferable that the noise level of the pins does not exceed that of the equivalent
noise level of the v-data streams, as is the case for Figure 4.11.

If the noise level for both V-KF and GPS pin sequence is high, but the condition
of the pin’s noise not to exceed that of the V-KF holds, then the trajectory piece-wise
inconsistency does not really actualize itself. In this case, the phase shift is compensated
overall and the trajectory is followed within the noise limits, transforming the trajectory of
Figure 4.9 into that of Figure 4.13 while keeping the trajectory coordinates error level low,
yielding RMSE(x)=2.5, RMSE(y)=2.6 and somewhat higher errors for velocity components
with RMSE(vx)=3.8 and RMSE(vy)=7.3.

This concludes consideration of intermittent data filling in with the help of the KF. As
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Figure 4.9: Phase shift for the V-KF (10 Hz) at high noise level (R=4 m2) with no GPS
signal, yielding RMSE(x)=31; RMSE(vx)=2.7; RMSE(y)=14; RMSE(vy)=7.1;

we have seen above, the redundancy of the data streams can be used to compensate for
insufficient data. In particular, it allows to fill in the intermittent data even in cases of
extended intervals. Further extension of this ability of the KF will be demonstrated in the
next section 4.3 in instances of correcting erroneous data as well as recovering lost data.
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Figure 4.10: Details of V-KF (10 Hz) handling high noise (equivalent to R=4 m2 in co-
ordinate domain) with no GPS assistance. The yield is RMSE(x)=31; RMSE(vx)=2.7;
RMSE(y)=14; RMSE(vy)=7.1.

4.3 Missing Data Recovery

As an example of missing data recovery the scenario of GPS signal outage is considered in
this section. Relevant architectures are gathered in section 3.5 of Chapter 3.

4.3.1 GPS Outage Handling

Testing of the architecture of Figure 3.6 operating according to Algorithm 4 on page 46 has
been implemented for the case when V-KF is turned off initially and is activated only when
GPS outage occurs. The result is shown in Figure 4.14, where at the starting point A, the
GPS/V-KF begins its training with incoming rate of 10 Hz of GPS and velocity components
streams. The GPS outage occurs at the step k=120 of the simulation, i.e. at the 12-th
second of the trip, marked as point B there. At this point the V-KF is activated and
the output switch reconnects to position 0, which allows us to observe V-KF state vector
estimates at the overall output of the scheme (case 0 in Figure 4.14). At that moment
the V-KF starts the training stage, which is in V-mode and therefore aims to minimize
the error in predicting the values of the velocity components vx and vy. The V-KF here
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Figure 4.11: GPS pins (at 0.1 Hz) assist KF in V-mode at moderate noise level of R=0.04
m2 for both GPS-KF as well as V-KF.

is completely blind to the errors in coordinates x and y and does allow accumulation of
the phase shift in the position ∆r1. Such accumulation of the phase shift saturates and
ends at about point C’ in Figure 4.14, at which point V-KF becomes able to correctly
follow the shape of the moving vehicle’s trajectory . It allows us to estimate the length
of the training period to be around 3 seconds long or within 30 meters of the travel at
a given speed. As a result of training, the V-KF converges and follows the shape of the
trajectory by holding the value of acquired phase shift ∆r1. The overall accuracy of the
trajectory approximation by the V-KF can be estimated via values of RSME(vx)=1.719,
RSME(vy)=2.961, both of which are reasonably small, and where the relation of RSME(vx)
< RSME(vy) reflects the fact that V-KF training caused a larger shift along the y-axis and
therefore errors were mostly made for vy estimates. The high error values for coordinates
RSME(x)=12.179 and RSME(y)=40.223 reflect the amplitude of the accumulated phase
shift —∆r1— and its direction (about 3:1 in favour of y-shift compared to x-shift).

Because the shape of the trajectory is mostly preserved by V-KF, the GPS outage causes
only partial loss of information. In the case where the phase shift ∆r1 can be recovered
afterwards (i.e. after completion of the trip and in the post-processing stage), for example
from positioning of the end point A’ and its known relation to the initial start point A as
shown in Figure 4.14, then most of the lost information becomes recoverable by reversing
the phase shift ∆r1. In this case, only the period of the V-KF retraining (from point B
to about point C’) contains most inaccuracies in the data. This is relatively small amount
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Figure 4.12: GPS pins (at 0.1 Hz) are noisy too at high noise of GPS-KF (R=4 m2) at
moderate noise level of V-KF (equivalent to R=0.04 m2 in coordinate domain).

of the data and it may be further reduced via post-processing routines (interpolations,
backward Kalman filtering, etc.). However, it would be desirable to have a real time
version of the solution to the accuracy lost at the GPS outage. Otherwise, some tasks fall
out of reach for the system, for example entering the tunnel on automatic control mode
with parameters as in Figure 4.14 would cause failure or accident after the B-point.

The solution to the problem can be found in the fact that we need to eliminate the
training phase for the V-KF after GPS outage. To solve this, we can move the training
cycle of the V-KF to the time period preceding the GPS outage event, i.e. to the part
A-to-B of the trajectory. In practice, we can use velocity components vx and vy streams
for idle pre-training of the V-KF at the beginning of the trip, i.e. from the point A in
Figure 4.14. This would require the modification of the code structure from Algorithm
4 on page 46 to the code of Algorithm 7 on page 47. Newly modified code would allow
more than sufficient time to train the V-KF in idle fashion, i.e. discarding its output Ŝ(V),
in order to benefit from immediate take over by Ŝ in transition from Ŝ(GV) to Ŝ(V) by
pre-trained V-KF when the output switch in Figure 3.6 shifts from position 1 to position
0 due to a detected GPS outage event.

Verification of this fact for the scenario in Figure 4.14 confirms that idle pre-training
does provide immediate and accurate control transfer from GPS/V-KF to V-KF, as Fig-
ure 4.15 on page 70 illustrates. Under such control transfer, entering the tunnel in auto-
matic regime becomes much safer (as safe as with GPS signal inside the tunnel).
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Figure 4.13: V-KF (10 Hz) with GPS-KF (1 Hz) at high noise level (equivalent to
R=4 m2 in coordinate domain) yielding RMSE(x)=2.5; RMSE(vx)=3.8; RMSE(y)=2.6;
RMSE(vy)=7.3.

4.4 Errors Elimination Tests

4.4.1 GPS Offset Occurrences

The simulated example of the occurrence of the GPS offset is shown in Figure 4.16 for the
case of GPS/V-KF and V-KF connected for GPS pinning as in Figure 3.5 with availability
of GPS signal at 1 Hz and velocity components at 10 Hz. It is seen that the GPS pinning
here is counter-productive in that it enforces GPS signal offset as a real signal. This is
not the intended behaviour and as a next step we will consider how to actually detect the
occurrence of the GPS offset as well as how to approach the task of its compensation.

4.4.2 GPS Offset Compensation

For the initial testing of the architecture shown in Figure 3.7 of page 54 and operating
via Algorithm 5 on page 52 supplemented with Algorithm 6 on page 53, a sufficiently
high threshold values have been chosen and its performance can be seen in Figure 4.17 on
page 72.

In this simulation, GPS offset occurred on step 120 of the time count (which is 120 me-
ters in the travel distance) and reversed on the step 420. In both cases, the offset event was
detected and the noisy input signal represented by the blue dotted line in Figure 4.17 has
been phase shifted accordingly to compensate the GPS-related offset. There is, however,
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Figure 4.14: GPS outage causes retraining of KF in V-only mode (at moderate noise
level, equivalent to R=0.04 m2 in coordinate domain). Overall RSME(x)=12.179,
RSME(y)=40.223, RSME(vx)=1.719, RSME(vy)=2.961. All sensors work at 10 Hz rate.

the issue of the initially acquired phase shift, which is seen in Figure 4.17 to be persistent
through the whole travel length. This phase shift initially occurred during the training
stage of the KFs. During the training period the parameters of the KF, such as Kalman
Gain, undergo tuning to converge by minimizing predictive error. Such convergence can
be detected as minimization of the state covariance matrix elements values. The relevant
example is shown in Figure 4.18 on page 73, from which the strong changes of the matrix
element P(GV)[1, 1] are seen until the 5-th second from the beginning of the trip (which is
division 50 on the time axis). After that, the changes acquire a repeatable pattern slightly
oscillating between upper and lower limits with the GPS signal incoming rate of 1 Hz.

As the variations of the predictive values are highest during the training period, it is
logical to assume that the threshold of the GPS offset detection has been exceeded by
variations of the KF parameters during the training and this event has been erroneously
interpreted and then treated as a small GPS offset. The compensatory procedures followed,
as enforced by the Algorithm 5 of page 52, thus resulting in the detection of false positives,
i.e. false events of GPS offset occurrences, which in turn created false compensation at
the input, and which persisted thereafter. Therefore, the task of the compensation of such
initial shifts arises.

Here, we suggest a solution, which lies in avoiding the interference of the offset-compensatory
mechanism with the training period of the KFs altogether. The training period in our
modelled scenario occurs at the beginning of the trip, when the parameters of the KF only
initialized and need to acquire the optimal value by means of, and as a result of, undergoing
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Figure 4.15: Pre-training of error covariance matrix P(V) in idle mode of V-KF operation
prior to event of GPS outage allows smooth transition of switching to V-mode at the occur-
rence of GPS outage. (Scenario of GPS outage event as in Figure 4.14 on page 69. Moder-
ate noise level, R=0.04 m2. Overall RSME(x)=1.581, RSME(y)=0.725, RSME(vx)=1.738,
RSME(vy)=2.963. All sensors work at 10 Hz rate.)

the training. The training is actual exposure of the initialized KF to the data flows with
representative characteristics and noise levels to ensure convergence of the KF by means of
tuning the KF parameters to its optimal values for the given operational conditions. For
this purpose, we suggest disconnecting the offset correcting mechanism for the duration
of the training period of the KF. Here, the training may also include re-training due to
significant changes in operating conditions. We therefore must introduce into suggested
architecture shown in Figure 3.7 of page 54 switches for turning off the offset correcting
mechanism by disconnecting the compensatory lines at the beginning of the trip for the
duration of time certainly exceeding the duration of the KFs training. The two switches
shown in the compensatory lines are turned off for initial 50 steps (see indication of k < 50
in Figure 3.7 on page 54) to allow training of the KFs to be completed. The length of
training has always been under 30 steps, so 50 steps is a reasonable guess in an attempt to
pass beyond the training completion point. When the compensatory lines are off, the KFs
become vulnerable to the accidental occurrence of the GPS offset, which is therefore not
allowed during the KFs training and which would need to be enforced as a precondition
for the system to operate accurately.

The respective alteration of the code structure to reflect the design alteration resulting
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Figure 4.16: GPS offset occurrence for the combination of 10Hz V-KF and 1 Hz GPS-KF
at moderate noise level of R=0.04 m2 equivalence in coordinate domain for both. (Point
A is at step 120 m with ∆r=26.57 m, ∆rx=9 m, ∆ry=25 m; point B is at step 420 m with
shift reversal of the same amplitude).

in the architecture of Figure 3.7 (page 54) consists of expanding the restrictive “if”condition
in accessing GPSoffsetDetection() routine call of Algorithm 5 on page 52 with the addition
of the clause “AND training phase is completed”in general case.

For our specific model, the general formulation of the restrictive additional clause “AND
training phase is completed”would become “AND k > 50”, meaning that GPS detection
lines become connected after the 50-th step in simulation, i.e. after 5-th second from the
moment of starting the trip. The result of testing the offset compensatory algorithm, with
excluded interference during the training cycle, i.e. with the expanded restrictive additional
clause “AND k > 50”, is shown in Figure 4.19. Certain reduction of the undesirable initial
phase shift as compared to that in Figure 4.17 can be seen, which indicates that our
interpretation of its origin is in line with the simulation experiment.
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Figure 4.17: Compensation of the GPS offset while allowing interference with the KF’s
training cycle. (The parameters of the KFs, noise and GPS offset are the same as in
Figure 4.16).
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Figure 4.18: State covariance matrix P(GV) elements evolution exemplified by its x-related
element P(GV)[1, 1] in GPS/V-KF predict cycle at 10 Hz with GPS update at 1 Hz in
implementation of Algorithm 5 on page 52 (The parameters of the KFs, noise and GPS
offset are the same as in Figure 4.16).
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Figure 4.19: Compensation of the GPS offset involving algorithmic reduction of interference
with the KFs training cycle. (The parameters of the KFs, noise and GPS offset are the
same as in Figure 4.16).
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Chapter 5

Conclusion and Future Work

To conclude, the presented thesis has explored the potential of the Kalman filter algo-
rithm to benefit IoT systems with efficient real time pre-processing of data streams from
the sensor networks. Pre-processing of the noisy navigational data streams of vehicles in
two-dimensional motion, with coordinates from the GPS as well as velocity and accel-
eration components, is shown to allow efficient monitoring of the state of vehicles. We
have demonstrated the ability of the Kalman filter algorithm to perform on-the-fly IoT-
related pre-processing of the data, achieving noise reduction, filling in the intermittent
data, lost or missing data recovery, error events detection and correction of detected er-
rors. For these purposes a specialized architectural solution capable of performing the
above tasks, called the compositional Kalman filter, is proposed. The functionalities of
specific architectural implementations of compositional Kalman filters are verified through
simulation experiments. Specific scenarios modelled by the simulations included equal-
ization of the frequency of data flow for coordinate and velocity components, as well as
GPS signal failures, such as GPS outage and GPS offset occurrences. The redundancy in
the data streams, such as the one existing between coordinates, velocity and acceleration
components has been employed to resolve the data processing problems in the above scenar-
ios. The compositional Kalman filter architectures allow us to gather the data streams in
IoT fleet management into mini-groups according to the contextual relevance of IoT and
analyse them with Kalman filters with a minimized number of state variables involved.
Demonstrated herewith are algorithmic solutions for interactions between different types
of Kalman filters, acting as elementary building blocks of larger compositional architec-
tures, capable of accomplishing the following IoT tasks:
1) data replacement and recovery for intermittent data imputation, which is demonstrated
via data flow frequency upgrade, such as GPS signal upgrade from 1 Hz to 10 Hz;
2) missing data recovery, which is shown via GPS signal outage event detection and com-
pensation;
3) outlier/error detection and correction, which is accomplished by GPS signal offset oc-
currence detection and compensation.
The conducted simulation experiments support the efficiency of the approach of building
the composition of elementary Kalman filters into interacting networks for data correction
and recovery, intermittent data imputation, missing or lost data recovery, and error events
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detection and correction. Such interconnected networks of Kalman filters, or compositional
Kalman filters, are proposed for further development as efficient pre-processing units for
data streams originating from IoT system sensors.

Future work can include extension of the proposed architectures to the state of complete
compatibility with real devices by removing currently imposed restrictions and assumptions
made. A three-dimensional version with an extended set of navigational sensors, including
gyroscope should be further explored. Non-linearity of the systems, excluded at this stage,
may benefit more advanced versions of the architectures in question. The navigational data
streams may be supplemented with data streams from the sensors observing the operation
of the crucial parts of vehicles, such as engine and transmission. There is also a potential
benefit in the optimization of conditions related to vehicles exploitation and maintenance,
resulting in the eventual extension of vehicles lifespan.
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