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Abstract

Prognostics and Health Management (PHM) ensures safety and reliability in railways by

monitoring assets like tracks, bogies, and wheels. Visual defects, such as cracks and cor-

rosion, are critical health indicators. Traditional PHM methods, relying on AI-driven

Digital Twin (DT) frameworks, face challenges like data scarcity, integration complexity,

and resource constraints. Large Language Models (LLMs) offer potential advantages with

minimal data requirements, adaptability to unseen samples, and data generation capabil-

ities. However, a well-defined approach to integrate LLM into DT ecosystems for railway

PHM remains unexplored. Therefore, we introduce DefectTwin, a comprehensive LLM-

based DT ecosystem designed to address the key challenges in PHM for railway defect

inspection. Our approach overcomes data scarcity by proposing a customized synthetic

data generation pipeline that enables the fine-tuning of a Multimodal and Multimodel

(M²) LLM component. The domain-adapted LLMs enhance the AI inference engine of

DefectTwin, ensuring high accuracy and reliable performance for railway defect inspection

applications. To further strengthen the ecosystem, we propose a pipeline that incorpo-

rates a core feature of the DT ecosystem: a Quality of Experience (QoE) feedback loop.

This mechanism is implemented to enhance the performance of LLMs (e.g., the quality of

generated outputs) based on user feedback. Moreover, the synthetic dataset generated by

our pipeline reduces the resource-intensive processes typically associated with traditional

PHM systems, such as extensive data processing and model training. We conducted set

of experiments to evaluate our proposed methods. The accuracy of the generated output

was evaluated using the Canadian Pacific Railway dataset and synthetic data from our

proposed pipeline. Testing on 600 image-based cases achieved a precision of 0.92, out-

performing GPT-4 at 0.68 and Gemini-Pro-Vision at 0.88, with an F1-score of 0.92. In

zero-shot scenarios, DefectTwin achieved a precision of 0.60 compared to GPT-4 at 0.40
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and Gemini-Pro-Vision at 0.48, with an F1-score of 0.62. For video data, zero-shot preci-

sion and F1-score reached 0.55. In text-to-text defect analysis, DefectTwin averaged 150

tokens per response with 1.5 seconds latency, surpassing GPT-4, which averaged 220 tokens

and 2.7 seconds, and Gemini-Pro-Vision, which averaged 180 tokens and 2.3 seconds. We

obtained comparatively decent answer relevance (0.79) and context relevance (0.97) in de-

fect detection tasks, outperforming GPT-4 (0.43, 0.52) and Gemini-Pro-Vision (0.41, 0.51),

highlighting its precision and contextual understanding in railway PHM. Usability tests of

a prototype based on DefectTwin ecosystem, confirmed practical applicability, with a good

SUS score at an acceptance range of 70%. DefectTwin stands as the first LLM-integrated

DT, specifically designed for visual defect inspection in railway PHM. This research paves

the way for broader integration of LLMs into DT ecosystems, offering researchers and

practitioners advanced approaches for tackling PHM challenges in railway maintenance

strategies.
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Chapter 1

Introduction

This chapter presents the background, research problem, application scenario, research

objective and statement, thesis contribution, organization, and scholarly outputs.

1.1 Background

Prognostics and Health Management (PHM) in railways is an engineering approach focused

on predicting the health and performance of railway assets, such as tracks, wheels, bogies,

and signaling systems [22]. It enables proactive maintenance [50] strategies by monitoring

infrastructure conditions [65], diagnosing faults, and forecasting potential failures [18]. The

common focus of PHM systems include- enhancing safety, operational reliability, and effi-

ciency in railway transportation systems [23]. The key application area includes predictive

maintenance, condition-based monitoring, and lifecycle management of assets [57]. Pre-

dictive maintenance leverages advanced analytics to forecast failures before they occur [1],

while condition-based monitoring provides real-time insights into asset performance and
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deterioration [21]. Both rely heavily on accurate detection of infrastructure issues, such

as cracks, corrosion, and wear, which are critical for preventing catastrophic failures [7].

These applications aim to achieve high predictive accuracy, reliable decision making, and

reduced operational disruptions to extend lifespan of assets for overall safety [37].

Digital Twin (DT) technology has emerged as a transformative tool in PHM, particu-

larly in railway systems [90]. A DT is a virtual representation of physical assets, providing

real-time data exchange and actionable insights to support predictive and condition-based

maintenance [37]. By enabling real-time fault detection and predictive insights, DTs facil-

itate more efficient maintenance planning and improved system reliability [12]. Further-

more, DTs encompass three critical states—observational (insight), predictive (foresight),

and actuation (oversight), that collectively address the needs of modern railway opera-

tions [33].

The integration of Artificial Intelligence (AI) into DT frameworks has further enhanced

their potential [28] into PHM systems. AI-powered DTs can analyze vast amounts of

data, such as images, text, and sensor readings, to identify and predict defects more ef-

fectively [38] [52]. However, traditional AI approaches, which often rely on machine learn-

ing algorithms [56], face limitations in handling the complexity and diversity of railway

systems [73] [20]. They struggle with incomplete datasets, lack scalability, and fail to

generalize to unseen defect types [4] [34].

Recent advancements in LLMs [84], such as ChatGPT [55] [62], present a promising

solution to these challenges. LLMs excel in processing multimodal data [80], enabling

them to handle the diverse inputs required for visual defect inspection. Their inherent

generalizability, adaptability, and ability to work with limited data make them well-suited

for addressing the shortcomings of traditional AI methods [47] [19]. By integrating LLMs

into DT ecosystems [26], PHM in railways can benefit from improved defect detection

2



accuracy, better generalization to unseen defect types, and more efficient maintenance

strategies .

More details of AI-integrated DT and its evolution for visual defect inspection in railway

PHM are elaborated in Chapter 2. In the next section, we discuss the research problems

identified in this thesis.

1.2 Research Problem

The integration of AI with Digital Twins promises comprehensive monitoring and pre-

dictive maintenance for PHM applications in railway [1]. However, these systems often

struggle to provide consistent accuracy and operational adaptability due to the complexity

of railway environments and the dynamic nature of railway operations. As noted in [24],

AI-enabled DT often encounters issues like data inconsistency and underutilization, which

hamper predictive maintenance efforts. Effective PHM requires seamless integration of het-

erogeneous data sources including real-time sensor data, operational logs, and maintenance

records [45]. Traditional AI models, such as those relying on standard machine learning

techniques such as Support Vector Machine (SVM), Recurrent Neural Network (RNN) [74],

or pretrained advanced deep learning models like You Only Look Once (YOLO) [44] often

fail to generalize to new conditions or adapt to unseen defects without extensive retraining.

Because, in railway systems, collecting such data is challenging due to the infrequency of

failures and unique operational conditions [71]. Due to lack of data samples these ML

models lead to inefficiencies in detecting and responding to emerging issues [86] [91].

The integration of LLMs into DT frameworks offers a scope to overcome the limitations

inherent in traditional AI models, particularly in the context of visual inspections. LLMs,

such as ChatGPT [79], LLaMA [58], and Gemini [80], have demonstrated the capability to
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learn patterns from minimal examples. This characteristics of LLM reduces the reliance

on extensive labeled datasets, which are often scarce in railway PHM applications. Recent

studies have explored the application of LLMs in PHM, highlighting their potential to

enhance predictive maintenance strategies and improve the overall efficiency of railway

systems [84] [62].

Motivated by the need to address data scarcity, enhance defect detection accuracy,

and manage the complexity of multimodal data integration in railway PHM, this thesis

investigates the following research questions:

1. What are the key gaps, challenge, and requirements in existing railway PHM re-

search? (Addressed in Chapter 2)

2. How can data scarcity be effectively addressed in the development of AI-driven DT

ecosystems for railway PHM applications? (Addressed in in Chapter 3)

3. How can data from diverse sources, including images, sensor data, and operational

records, be efficiently integrated into a unified DT ecosystem for accurate and com-

prehensive asset health assesment? (Addressed in Chapter 3)

4. How can accuracy be improved in railway PHM applications, especially for predicting

sudden and unpredictable changes in asset condition? (Addressed in Chapter 3)

5. How can AI-driven DT systems impact visual defect inspection and maintenance in

railway PHM? (Analyzed in Chapter 4)

6. How can resource constraints, particularly the high costs associated with develop-

ing and deploying DT-based PHM systems, be effectively addressed? (Discussed in

Chapter 4)
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1.3 Application Scenario

In this section, we discuss some application scenarios to understand the need for a DT

ecosytem for Railway PHM from an application point of view.

Imagine a railway operator responsible for maintaining the safety and efficiency of

train operations across an extensive network. Traditional methods of defect detection in

railway components, such as manual inspections, can be labor-intensive, costly, and prone

to human error. These methods often fail to detect early-stage defects like minute cracks

or subtle signs of wear, which can escalate into major issues if not addressed promptly.

In this context, the railway operator needs the DT system, which leverages the power

of LLMs and multimodal AI to enhance defect detection and maintenance.The system

continuously analyzes data from various sources, including high-resolution video streams

from surveillance cameras and real-time sensor data installed along the tracks. This en-

ables the early identification of potential defects, such as cracks, corrosion, or structural

deformations, which are then highlighted in detailed reports and visual representations.

The design of a DT ecosystem for railway defect inspection has the following need:

• The DT system needs access to a comprehensive and high-quality dataset that cap-

tures various aspects of railway components and their potential defects.

• The system should be able to identify potential defects in their early stages, such as

cracks, corrosion, or structural deformations.

• The DT system needs to be integrated with the existing railway infrastructure, in-

cluding surveillance cameras, sensors, and data management systems.
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• The system should have a user-friendly interface that allows railway operators to eas-

ily access information, monitor the health of railway components, and make informed

decisions regarding maintenance.

In Chapter 2, we identify the key gaps and associated challenges to address these gaps

in existing literature and to better understand the requirements that align with this need.

1.4 Research Objective and Statement

The primary objective of this thesis is to design and develop a DT ecosystem that leverages

LLMs and multimodal AI to enhance the visual defect inspection in railway PHM system.

Our research aims to achieve the following objectives:

1. To investigate the feasibility and effectiveness of using LLMs to address data scarcity

in railway PHM for visual defect inspection.

2. To address the data integration challenges in developing AI-driven DT systems for

railway PHM.

3. To develop and evaluate approaches for enhancing the accuracy of AI models used

in railway PHM for reliable detection of defects in railway assets.

4. To explore and evaluate strategies for addressing resource constraints in the devel-

opment and deployment of AI-driven DT systems for railway PHM.

5. To validate the performance and usability of the proposed LLM-integrated DT system

for assessing its impact on maintenance efficiency.
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Based on this objective we state our key research statement in this thesis as To what ex-

tent can long-standing challenges in traditional PHM solutions for railway defect inspection

be addressed?

1.5 Thesis Contribution

This research focuses on designing and evaluating the proposed methodologies for visual

defect inspection in railway systems using LLMs and multimodal AI. The contributions of

this thesis include:

1. Designing and developing a synthetic data generation pipeline to address data scarcity

in railway defect inspection, a key challenge in PHM systems that contributes to

issues such as poor accuracy and resource constraints.

2. Implementing a M² LLM component for AI inference to overcome data integration

challenges and improve accuracy in detecting previously unseen defects.

3. Creating a customized visual-instruct dataset focused on railway defects, enabling

LLM fine-tuning to generate relevant outputs while eliminating the need for manual,

costly, and time-consuming data collection and preprocessing.

4. Designing and developing an LLM-based instant user feedback mechanism that es-

tablishes a Quality of Experience (QoE) Feedback Loop, allowing the system to adapt

to user needs and continuously enhance performance.

5. Introducing DefectTwin, the first LLM-based Digital Twin ecosystem for visual defect

inspection in railway PHM.
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1.6 Thesis Organization

The thesis is organized as follows:

• In Chapter 2, we present an overview of railway PHM. This chapter outlines the focus,

application, technologies in the literature. We identify the key gaps , challenges to

address those gaps and finally the requirements for designing a solution to address

those gaps.

• In Chapter 3, we describe the proposed DefectTwin ecosystem as a solution the

addressed gaps. This chapter a detailed explanation of the proposed methods, algo-

rithms, and competitive advantages of our approach.

• In Chapter 4, we detail our evaluation process, including various experiments. This

chapter begins with different use cases for the proposed ecosystem, followed by a

comprehensive evaluation of the model’s performance, and concludes by comparing

our results with existing methods.

• In Chapter 5, we conclude with a discussion on the scope of future work. This chapter

addresses the issues tackled, the limitations of the study, and potential improvements

for future research.

1.7 Scholarly Output

The scholarly output published out of this thesis is given as followings.

1. Ferdousi, R., Yang, C., Hossain, M. A., Laamarti, F., Hossain, M. S., Saddik, A.

E. (2024). Generative Model-Driven Synthetic Training Image Generation: An Ap-

8



proach to Cognition in Rail Defect Detection. Cognitive Computation.

2. Ghaboura, S., Ferdousi, R., Laamarti, F., Yang, C., El Saddik, A. E. (2023). Digital

Twin for Railway: A Comprehensive Survey. IEEE Access.

3. Ferdousi, R., Laamarti, F., Yang, C., El Saddik, A. E. (2024). A Reusable AI-

Enabled Defect Detection System for Railway Using Ensembled CNN. Applied Intel-

ligence.

4. Ferdousi, R., Laamarti, F., Yang, C., El Saddik, A. E. (2022). RailTwin: A Digital

Twin Framework For Railway. In 2022 IEEE 18th International Conference on Au-

tomation Science and Engineering (CASE).

5. Yang, C., Ferdousi, R., El Saddik, A., Li, Y., Liu, Z., Liao, M. (2022). Lifetime

Learning-enabled Modelling Framework for Digital Twin. In 2022 IEEE 18th Inter-

national Conference on Automation Science and Engineering (CASE).

6. Ferdousi, R., Hossain, M. A., El Saddik, A. E. (2024). TextureMeDefect: LLM-

Based Synthetic Defect on Mobile Device. In IEEE 43rd Conference on Consumer

Electronics.

7. Ferdousi, R., Hossain, M. A., Yang, C., El Saddik, A. E. (2024). DefectTwin: When

LLM Meets Digital Twin for Defect Inspection. Under Review.
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Chapter 2

Literature Review

This chapter first defines the PHM in railway, followed by synthesis of existing research

from 2018-2024. After that, we summarize the trend of application, technology and gap

based on the existing work. Finally, we outline the requirements to address the key gaps

in current studies.

2.1 Definition of PHM in Railways

PHM is an engineering discipline focused on predicting the time at which a system or

component will no longer perform its intended function. This prediction, known as the

Remaining Useful Life (RUL), is crucial for decision-making in maintenance and operational

planning [59].

In industrial applications, PHM involves monitoring equipment conditions, diagnosing

faults [98], and forecasting failures [40] to enable condition-based maintenance strategies.

10



Figure 2.1: Basic Workflow of PHM Process [64]

This approach enhances reliability, reduces operational costs [11], and minimizes downtime

by addressing issues before they lead to system failures [72].

The basic process of a PHM, as depicted in the Fig, 2.1, begins with the acquisition of

data. This includes both generated data, which can be synthetic or simulated, and sensor

data collected in real-time from railway infrastructure. Once the data is acquired, it under-

goes a preprocessing stage where it is cleaned, normalized, and prepared for analysis. The

next step is to develop a detection or prediction model, which involves identifying condition

indicators that reflect the health of the system and training the model using this data to

detect or predict faults or failures. Finally, the trained model is deployed and integrated

into the operational system, where it continuously monitors the railway infrastructure.

The system analyzes incoming data in real-time and provides valuable insights or alerts

regarding the asset’s condition, allowing for proactive maintenance actions. This feedback

loop ensures that the PHM system continuously refines its predictions and contributes to

the efficient management of the railway’s health [41].

According to [22], PHM in the railway industry refers to the systematic process of mon-

itoring, diagnosing, and predicting the health and performance of railway assets. Within
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the railway industry, PHM is applied to monitor and managthe health of critical com-

ponents such as train bogies [88], tracks [75], and signaling systems [49]. By utilizing

advanced sensors and data analytics, PHM systems detect anomalies, diagnose issues, and

predict potential failures, facilitating timely maintenance interventions [51]. This proactive

maintenance strategy improves safety, ensures operational efficiency, and optimizes main-

tenance resources [70]. Based on the current information, we can define PHM for Railway

as followings.

PHM for railway is the systematic approach to monitoring, diagnosing, and predicting

the health and remaining useful life of railway assets using advanced sensing, data analytics,

and predictive models to enable proactive maintenance, enhance reliability, ensure safety,

and optimize resource utilization.

2.2 State-of-the-art of PHM in Railways

In this section, we explore and summarize the purpose, methodology, technology, applica-

tions and challenges from existing work since 2018-2024, to understand the current trend

of PHM research for railways.

Trend of railway PHM research in 2018

It can be observed from Table 2.1, that the trend in railway PHM research in 2018, is

decisively toward the DT or CPS technologies to enable predictive maintenance.

12



Table 2.1: 2018: Summary of Research on Prognostics and Health Management for Rail-
ways

Reference Focus Method Paradigm Application

Area

Limitations

[60] Industrial AI

for predictive

maintenance in

HSR

Signal pro-

cessing,

machine

learning

CPS, and AI Predictive

maintenance,

real-time moni-

toring

High mainte-

nance costs,

asset state snap-

shot collection

[61] Digital twins

for electric

drive trains

Model-based

simulation

DT Fault prediction,

operational opti-

mization

Handling un-

measurable

data

[82] Determining

the Equiva-

lent Conicity

for Railway

Wheelset

Maintenance

with Deep

Ensembles

Data Driven

Neural net-

work

AI Wheelset main-

tenance schedul-

ing

Instability pre-

diction

[9] A Case Study

on the Health

Assessment of

the Point Ma-

chines

Data-Driven

feature ex-

traction using

PCA

AI Health assess-

ment of point

machines

Fault detection

and diagnostics
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For example, Liu et al. (2018) [60], proposed a CPS-enabled PHM framework, which

utilizes advanced signal processing and machine learning to perform real-time performance

monitoring and fault prediction. As discussed by Ludwig et al. (2018) [61], DT provides a

model-based simulation approach that enhances operational support and fault prediction.

Trilla and Cabré (2018) [82], developed a data-driven approach to estimate the equivalent

conicity of railway wheelsets, which is indicative of dynamic instability. They employed

deep ensemble neural networks to process related physical measurements, enabling the

prediction of equivalent conicity values. Ardakani et al. (2012) [9], focused on the prog-

nostics and health management of electro-mechanical point machines. They applied feature

extraction techniques to time-stamped current and voltage data from point machines, fol-

lowed by PCA to assess machine health. This approach enabled the detection of machine

degradation and demonstrated the applicability of PHM techniques for fault diagnostics

and prognostics in railway systems. Despite the benefits discussed in the current studies

the integration of AI models into PHM system remained as a challenge due the hurdles

of railway data collection. Because, to build a data-driven model or a real-time model for

reliable prediction vast amount of data was needed.

Trend of railway PHM research in 2019

In 2019, the focus of research on PHM in the railway industry was heavily directed toward

utilizing AI methods as summarized in Table 2.2.

AI-driven methods in 2019, focused on practical, targeted applications for specific rail-

way components. For instance, an AI-based condition monitoring system for rail infras-

tructure employed a machine learning pipeline to detect anomalies in sensor data, which

helped identify early-stage rail defects [6]. Similarly, an experience-based health evaluation
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method was applied specifically to train wheels, using operational, and maintenance data

to assess their condition and categorize them into health status levels [70].

Table 2.2: 2019: Summary of Research on Prognostics and Health Management for Rail-
ways

Reference Focus Method Pardigm Application

Area

Limitations

[29] Role of DT

in vehicle

health

man-

agement

(IVHM)

Analysis of

DT appli-

cations and

enabling

technologies

DT CBM, real-time

health monitor-

ing

Challenges in

DT implementa-

tion for complex

systems

[36] Digital

Shadow for

optimized

mainte-

nance in

rail freight

Data-driven

operations

optimization,

prescriptive

maintenance

DT Operational

efficiency, pre-

dictive mainte-

nance for rail

vehicles

Limited imple-

mentations of

DTs, high costs

[70] Experience-

based

health

evaluation

for train

wheels

Health status

evaluation,

decision-

making for

wheel health

AI CBM for train

wheels

Limited data

and need for

broader evalua-

tion methods
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Reference Focus Method Paradigm Application

Area

Limitations

[6] AI-based

condition

monitoring

for rail

infrastruc-

ture

Machine

learning

pipeline,

anomaly

detection

AI Predictive main-

tenance for rail

infrastructure

Data challenges

in connecting

sensor data with

rail conditions

DT were explored as Digital Shadows [36], to enable real-time monitoring and pre-

dictive maintenance, particularly in complex systems like rail vehicles and infrastructure.

In [29], the authors emphasized DTs ability to simulate and monitor the health of a sys-

tem. However, the challenges of subsystem integration in DT remained as a challenge.

Therefore, DT implementation was limited at conceptual level for various case studies of

railway PHM.

Trend of Railway PHM Research in 2020

In 2020, research in PHM for the railway industry focused on applying traditional ma-

chine learning approaches to enhance predictive maintenance and operational efficiency.

In Table 2.3, we summarize the studies.
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Table 2.3: 2020: Summary of Research on Prognostics and Health Management for Rail-
ways

Reference Focus Method Paradigm Application

Area

Limitations

[49] Diagnosis

of rail cor-

rugation in

high-speed

railways

Time-

frequency

analysis

and feature

extraction

AI Defect detection

in rail infrastruc-

ture

Complexity

in modeling

dynamic inter-

actions

[86] Predictive

and proac-

tive main-

tenance

for railway

power

equipment

LSTM-RNN

for failure

prediction

AI Maintenance

optimization for

power equip-

ment

Data scarcity

and model

accuracy

[65] Handling

missing

data in

railway

asset man-

agement

Data imputa-

tion and ma-

chine learning

techniques

AI Condition-based

maintenance

Data quality and

completeness
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Reference Focus Method Paradigm Application

Area

Limitations

[66] Monitoring

health sta-

tus of train

infras-

tructure

assets

Positioning

systems and

data analysis

DT Asset health

monitoring

Accuracy and

reliability of

positioning data

[18] Fault di-

agnosis of

railway

switch

systems

EBTW and

neural net-

works

AI Fault detection

in switch sys-

tems

Feature extrac-

tion and model

training

[81] Maintenance

of railway

infrastruc-

ture using

CPS

Framework

for CPS

integration

CPS Predictive

maintenance

and real-time

monitoring for

railway infras-

tructure

Complexity in

integrating CPS

with existing

systems

For instance, Li and Shi (2020) [49], proposed a method for diagnosing rail corruga-

tion in high-speed railways by analyzing dynamic responses of the vehicle, utilizing time-

frequency analysis and feature extraction techniques. Wang et al. (2020) [86], introduced

a predictive and proactive maintenance approach for high-speed railway power equipment

using Long Short-Term Memory Recurrent Neural Networks (LSTM-RNN), aiming to pre-
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dict potential failures and optimize maintenance schedules .

The challenge of missing data in railway asset management was studied by McMahon et

al. (2020) [65]. The authors explored various approaches to handle incomplete condition

monitoring data, emphasizing the importance of data quality in implementing effective

condition-based maintenance strategies. Chen et al. (2020) [18] improved fault diagnosis

of railway switch systems by employing Energy-Based Thresholding Wavelets (EBTW)

and neural networks, enhancing the accuracy of fault detection and contributing to the

reliability of railway operations.

Few work focus on utilizing AI and sensing newtwork, as well as CPS to advance railway

PHM. For example, Moradi et al. [66] focused on positioning systems for monitoring the

health status of train infrastructure assets. Thaduri et al. (2020) [81] explored the use of

CPS for the maintenance of railway infrastructure. They proposed a framework for imple-

menting CPS in railway infrastructure and discussed its potential benefits, challenges, and

future prospects. Their study emphasized the integration of CPS with railway maintenance

systems to enable real-time monitoring, decision-making, and predictive maintenance.

Trends in Railway PHM research in 2021

The existing work in 2021 is summarized in Table 2.4. There was extensive application of

DT for various predictive maintance tasks for railway operation.
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Table 2.4: 2021: Summary of Research on Prognostics and Health Management for Rail-
ways

Reference Focus Method Paradigm Application

area

Limitations

[97] Fault di-

agnosis of

railway point

machines

Digital twin-

assisted AI al-

gorithms

DT, AI Fault de-

tection and

diagnosis

Data accu-

racy and

model valida-

tion

[46] Maintenance

technologies

for railway

assets

Analysis of

DT and AI

integration

DT, AI Predictive

maintenance

Development

of support-

ive business

models

[38] Intelligent

cyber-

physical

systems

development

Integration of

DT and AI

DT, AI Real-time

monitoring

and decision-

making

System com-

plexity and

data integra-

tion

[14] Autonomous

health mon-

itoring of

rails

FEA-ANN

based ap-

proach

FEA, ANN Defect detec-

tion in rails

Model accu-

racy and com-

putational re-

quirements

For example, Zhang et al. (2021) [98] introduced a DT-assisted fault diagnosis system

for railway point machines, where AI-driven algorithms utilized DT data to identify and di-

agnose faults in real-time. Similarly, Kumar and Galar (2021) [46] explored transformative
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maintenance technologies. The authors emphasized DT’s role in predictive maintenance

and proposing business solutions to integrate such systems into railway management work-

flows. The convergence of DT with AI was further expanded upon by Groshev et al.

(2021) [38], who developed a framework for intelligent cyber-physical system for future.

Their study highlighted the integration of real-time monitoring and decision-making ca-

pabilities, emphasizing scalability and adaptability for complex railway networks. Brown

et al. (2021) [14] focused on health monitoring by combining Finite Element Analysis

(FEA) with Artificial Neural Networks (ANN) to monitor rail integrity. The authors pro-

posed a more localized and defect-specific diagnostic approach, paving the way for smarter,

autonomous railway systems. However, implementing DT and AI systems in practice re-

mains a challenge. Integrating heterogeneous datasets, ensuring system interoperability,

and managing computational requirements are significant barriers. Moreover, the devel-

opment of an ecosystem to support these advanced technologies is crucial to facilitate

adoption.

Trends in Railway PHM research in 2022

In 2022, research in PHM for railway systems continued to advance, with a notable empha-

sis on integrating ML algorithms into DT frameworks [33] to offer intelligent prediction

of the status of railway assets [92]. As summarized in Table 2.5, technologies like IoT

sensing, LSTM and Hybrid ML models have been proposed for monitoring and predictive

applications.
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Table 2.5: 2022: Summary of Research on Prognostics and Health Management for Rail-
ways

Reference Focus Method Paradigm Application

Area

Limitations

[96] Health status

assessment of

station equip-

ment

G-LSTM neu-

ral network

DT, AI Predictive main-

tenance

Data complex-

ity, system

interoperability

[52] Cyber-

physical

intelligent

transport

system

Real-time

monitoring

and control

AI, CPS Transportation

monitoring

System integra-

tion, scalability

[59] Exploration

of digital twin

technology

in rail tran-

sit health

management

Analysis of

digital twin

technology’s

origin and

application

framework

DT Enhancing com-

plex equipment

operation

Integrating DT

into existing rail

systems

[83] AI and

predictive

analytics for

maintenance

Hybrid and

cognitive DTs

DT, AI Predictive main-

tenance

Data analytics,

implementation

cost
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Reference Focus Method Paradigm Application

Area

Limitations

[15] Diagnostic

system for

passenger

trains

Wireless

monitoring

system

IoT Condition-based

maintenance

Sensor deploy-

ment, data

reliability

[54] Lifecycle

management

of complex

equipment

Machine

learning

integration

DT, AI Predictive main-

tenance

Lifecycle data

management,

predictive accu-

racy

For example, Li et al. (2022) [53], explored machine-learning-driven DTs for lifecycle

management of complex equipment, highlighting the potential of DTs combined with AI

to predict equipment failures and optimize maintenance schedule. The authors in [52],

introduced a cyber-physical intelligent transport system based on DT technology aiming

for real-time monitoring.

Yao et al. (2022) [96], developed a health status assessment and prediction scheme

for railway station equipment using a Graph Long Short-Term Memory (G-LSTM) neural

network, demonstrating high accuracy in predicting equipment health. Additionally, Unal

et al. (2022) [83], discussed data-driven AI and predictive analytics for the maintenance

of industrial machinery. The authors emphasized on the role of hybrid and cognitive

DTs [35], in predictive maintenance strategies. Castejón et al. (2022) [15] focused on

developing a diagnostic system for condition-based maintenance of passenger trains. Their

work presented a wireless monitoring system designed to retrofit passenger vehicles with

cost-effective and easy-to-install instrumentation. Although the existing work shift focus
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towards integrating sensors and advanced AI algorithms for PHM system, the integration

of sensors, and smart devices to existing railway limits practical implementation of the

proposed approaches.

Trends in Railway PHM Research in 2023

Similar to the year 2022, a strong emphasis on integrating ML into DT to create com-

prehensive railway monitoring systems is observed in 2023. As summarized in Table 2.6,

the application focus has shifted from traditional diagnostic methods to predictive and

prescriptive maintenance strategies.

For instance, Wu et al. (2023) [89], proposed a DT-based framework for fault diagnosis

of high-speed train bogies, utilizing a multi-layer convolutional neural network to improve

diagnostic accuracy. Shimuz et al. (2023) [72], proposed a similar DT-based fault diagnosis

framework for high-speed train bogies, demonstrating the growing importance of DT for

component-level diagnostics. Additionally, Sresakoolchai and Kaewunruen [76], developed

a DT integrated with deep reinforcement learning to enhance maintenance efficiency by

analyzing track geometry and component defects. Marx et al. (2023) [63], conceptualized

a DT for railway bridges, exemplified by the New Filstal Bridges, to monitor structural

health and predict maintenance needs.

Chen et al. [17], highlighted the role of ML within DTs for predictive maintenance,

emphasizing the importance of data-driven approaches in forecasting equipment failures.

Ahmad et al. [5], proposed a DT-based approach for predicting rail surface damage in heavy

haul operations, leveraging AI models to anticipate wear and tear. Kaewunruen et al. [43],

applied AI technology to prognose and diagnose complex crack characteristics in railway

concrete sleepers, significantly enhancing maintenance planning and safety strategies.
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Furthermore, new methodologies involving ChatGPT-like large-scale foundation mod-

els were explored. Li et al. (2023) [55] provided a systematic review and roadmaps for

integrating such models into PHM, emphasizing their potential for fault prediction and

health management. Similarly, Wang et al. (2023) [85] investigated enhancing language

models like ChatGPT by integrating local knowledge bases to improve the relevance and

accuracy of maintenance recommendations in PHM applications.

Table 2.6: 2023: Summary of Research on Prognostics and Health Management for Rail-
ways

Reference Focus Method Paradigm Application

Area

Limitations

[89] DT-based

fault di-

agnosis of

high-speed

train bogies

Multi-layer

convolu-

tional neural

network

Digital Twin,

AI

Fault diagno-

sis in train

bogies

Real-time

data inte-

gration and

modeling

[76] Maintenance

efficiency

improvement

using DT and

reinforcement

learning

Deep rein-

forcement

learning inte-

grated with

DT

DT, AI Maintenance

of railway

track and

components

Track defect

analysis and

data variabil-

ity
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Reference Focus Method Paradigm Application

Area

Limitations

[63] Concept for

DT of railway

bridges for

monitoring

Structural

health moni-

toring frame-

work with

DTs

DT Maintenance

of railway

bridges

Structural

complexity

and data

reliability

[17] ML-enhanced

predictive

maintenance

with DTs

Integration of

ML with DTs

DT, AI Predictive

maintenance

Data fusion

and system

scalability

[72] Real-time

PHM without

run-to-failure

data for

railway assets

Predictive

algorithms

for real-time

PHM

AI Maintenance

of railway

assets

Data insuf-

ficiency and

scalability

challenges

[5] DT for

predicting

rail surface

damage in

heavy haul

operations

Integration of

DT with pre-

dictive mod-

els

DT, AI Rail surface

maintenance

Accurate

wear predic-

tion
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Reference Focus Method Paradigm Application

Area

Limitations

[43] AI-based

diagnosis of

cracks in rail-

way concrete

sleepers

Prognostic

AI models

for crack

detection

AI Maintenance

of concrete

sleepers

Complexity

of crack

patterns

[55] Foundation

models like

ChatGPT for

PHM

Roadmap

and surveys

of large-scale

AI models

AI Fault predic-

tion and con-

dition moni-

toring

Lack of con-

sensus and

systematic

reviews

[85] Enhancing

ChatGPT-

like models

for PHM

with local

knowledge

bases

Integration

of LLMs

with local

knowledge

bases

AI, Knowl-

edge Engi-

neering

Industrial

PHM appli-

cations

Domain-

specific

expertise and

scalability

The research in 2023 demonstrates the convergence of AI, ML, and DT technologies to

advance railway PHM. A notable trend is the application of large-scale foundation mod-

els like ChatGPT for PHM tasks [55]. Because, LLMs can process and interpret vast

amounts of maintenance data, facilitating accurate fault diagnosis and enabling predictive

maintenance strategies. By analyzing historical data, these models can identify patterns

indicative of potential failures, allowing for timely interventions. As discussed in [85],
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combining LLMs with domain-specific local knowledge bases (LKBs) enhances their ap-

plicability in PHM. This integration improves the accuracy and relevance of the model’s

outputs, making them more insightful for specific industrial applications.

Trends in Railway PHM Research in 2024

The year 2024 signifies a continued advancement in the integration of AI and DT technolo-

gies. Emphasis has been placed on the generation of synthetic data and the application

of ML algorithms across various PHM applications. As summarized in Table 2.7, the re-

search focus predominantly lies in structural health monitoring and diagnostic challenges,

including the detection of visible defects and fault diagnosis. Consequently, computer vi-

sion models have seen a significant increase in utilization in the PHM research conducted

in 2024.

Table 2.7: 2024: Summary of Research on Prognostics and Health Management for Rail-
ways

Reference Focus Method Paradigm Application

Area

Limitations

[44] Explores AI

to identify

and clas-

sify cracks

in railway

sleepers

YOLOv5OBB

model

AI Maintenance

and safety

optimization

for railway

sleepers

Limited by

the quality

and diversity

of training

data; poten-

tial challenges

in real-time

deployment
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Reference Focus Method Paradigm Application

Area

Limitations

[71] Proposes hy-

brid ML and

physics-based

solutions

for fault

diagnostics

and health

management

Hybrid ML

models

AI Fault diagno-

sis and pre-

dictive main-

tenance

High com-

putational

requirements;

integration

complexity

with existing

systems

[10] Develops a

digital twin-

based SHM

for railway

bridges

ML-based vi-

bration anal-

ysis

DT, ML Structural

health mon-

itoring of

railway

bridges

Dependence

on accurate

sensor data;

challenges

in model-

ing complex

bridge dy-

namics

[87] Presents a

digital twin

for lifecycle

management

of railway

infrastructure

Assessment

and main-

tenance

framework

DT Lifecycle

management

for railway

systems

Scalability

issues; in-

tegration

with diverse

infrastructure

components
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Reference Focus Method Paradigm Application

Area

Limitations

[8] Proposes

predictive-

cognitive

maintenance

using embed-

ded ML and

DTs

Embedded

ML and

cloud-based

digital twins

for edge

monitoring

DT, AI Predictive

maintenance

for rail tracks

Data privacy

concerns;

latency in

cloud-based

processing

[74] Introduces a

cloud-based

framework for

railway vehi-

cle dynamics

Cloud com-

puting for

DT-enabled

simulation

DT Predictive

maintenance

and vehicle

dynamics

Connectivity

issues in re-

mote areas;

potential

data security

risks

[39] Develops a

DT frame-

work for

condition

monitoring

Use of

physics-

based models

for synthetic

data genera-

tion

DT, AI Maintenance

planning and

monitoring

Accuracy

of synthetic

data; com-

putational

intensity of

physics-based

models
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Reference Focus Method Paradigm Application

Area

Limitations

[25] Utilizes AI

for predictive

maintenance

in railways

Advanced

ML models

like CNNs,

RNNs, and

SVMs

AI Railway

network mon-

itoring and

optimization

Requirement

for large

labeled

datasets; in-

terpretability

of complex

models

Kaewunruen et al. (2024) [44] utilized AI for identifying and classifying cracks in

railway sleepers using the YOLOv5OBB model. Their work advances maintenance and

safety strategies for railway infrastructure by providing early warnings of potential issues.

Shen et al. (2024) [71] proposed a hybrid approach combining ML and physics-based

models to enhance fault diagnostics and predictive maintenance. Revolutionizing Railways

(2024) [25] explored advanced ML techniques, including CNNs, RNNs, and SVMs, for

predictive maintenance and network optimization.

Armijo et al. (2024) [10] developed a DT-based structural health monitoring (SHM)

system for railway bridges, incorporating low-cost sensors and ML-based vibration analysis

to detect anomalies. Wilke et al. (2024) [87] focused on lifecycle management of railway

infrastructure by presenting a DT framework for real-time assessment and maintenance

prioritization. Arakistain et al. (2024) [8] introduced predictive-cognitive maintenance

techniques leveraging embedded ML and DTs for edge monitoring of rail tracks. Smith et

al. (2024) [74] developed a cloud-based framework for simulating railway vehicle dynamics,

enabling DT-supported predictive maintenance and system optimization. Gupta et al.
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(2024) [39] proposed a DT framework for condition monitoring and maintenance planning,

using physics-based models for synthetic data generation.

The utilization of generative AI in Prognostics and Health Management (PHM) has con-

tinued to progress in 2024. For example, the authors in [78] study the integration of LLMs

into PHM. They propose three progressive paradigms namely, PHM-LM 1.0, PHM-LM 2.0,

and PHM-LM 3.0 for incorporating LLMs into PHM, along with discussions on technical

approaches and challenges. They suggest improvements in data interpretation, reasoning,

decision-making, and autonomous management within PHM systems across industries such

as aerospace, manufacturing, maritime, rail, and energy. However, integrating LLMs into

DT systems requires careful consideration to understand the challenges of deploying such

PHM systems for industrial application

2.3 Application Trend of PHM in Railways

The timeline in Fig. 2.2, illustrates the key PHM applications in the railway sector, as

identified for each year from 2018 to 2024. Each year introduces unique applications or

builds upon earlier trends.

From 2018 to 2020, the focus was primarily on foundational applications like predic-

tive maintenance, real-time monitoring, and operational optimization. These years laid

the groundwork for advanced PHM systems by addressing core maintenance needs, detect-

ing faults, and optimizing operations. Data-driven methods like anomaly detection and

condition-based maintenance became prominent in this period.

Between 2021 and 2022, the focus shifted toward integration and scalability, with emerg-

ing technologies like DT and hybrid ML models playing a pivotal role. Applications evolved

32



Figure 2.2: Application Trend of PHM in Railways (2018–2024)

to include lifecycle management of complex equipment, real-time decision-making, and

infrastructure-level monitoring. By 2023 and 2024, PHM applications reached a phase of

specialization and infrastructure emphasis, with notable advancements in structural health

monitoring of railway bridges, predictive-cognitive maintenance for rail tracks, and fault

diagnosis using AI-DT integration.

The trends illustrated in the graph demonstrate a clear transition from basic monitoring

to advanced, AI-driven DT systems capable of and predictive diagnostics and condition

based monitoring.
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Figure 2.3: Technology Trend of PHM in Railways (2018–2024)

2.4 Technology Trend of PHM in Railways

The development of PHM technologies for railways from 2018 to 2024 in Fig. 2.3, showcases

a dynamic shift in approaches, moving from physics-based DT to AI-driven DT as well as

mathematical algorithm to LLM based PHM system.

.

The evolution of PHM technologies in the railway industry from 2018 to 2024 in Fig. 2.3,

illustrates a significant shift towards data-driven, and AI-integrated solutions. Initially, in

2018, PHM systems in railways focused on basic methods, such as signal processing and

CPS for fault detection and real-time monitoring. These early systems primarily used

DTs as a physical model based conceptual framework to simulate and monitor railway
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components, though they were limited in scalability and adaptability for large railway

networks.

In 2019, the development of technologies like digital shadows, data-driven optimization

systems, and experience-based evaluation systems enhanced condition-based monitoring.

These systems laid the foundation for more dynamic, data-driven approaches, but still

lacked the flexibility to handle large-scale integration. As such, they were effective in

localized monitoring but not yet ready for full railway system integration.

From 2020 onwards, there was a marked shift towards data fusion, advanced fault

detection, and real-time monitoring systems. Key advancements in positioning systems

and time-frequency analysis helped address data gaps, while energy-based thresholding

and wavelet-based methods contributed to more accurate fault detection in dynamic sys-

tems. This transition reflected a growing demand for more comprehensive and accurate

monitoring solutions.

By 2021, the integration of real-time data frameworks and AI-enhanced DTs allowed for

improved decision-making capabilities. As seen in Fig. 2.4, from 2021 onwards, intelligent

DTs began to take precedence over the traditional CPS-based DT.

The advancements in machine learning models and data-driven predictive analytics

provided better fault detection and maintenance planning. However, the challenge re-

mained to integrate modern technologies like IoT and DTs with existing, often outdated,

infrastructure.

The trend continued in 2022, with the introduction of graph-based modeling frame-

works, IoT-enabled wireless monitoring systems, and reinforcement learning models. These

technologies enabled specialized solutions for critical areas such as structural health mon-

itoring and crack detection. By 2023, LLMs emerged as a key tool for predictive main-
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Figure 2.4: Evolution of DT Framework [32]

tenance and diagnostics, offering targeted monitoring for complex assets such as bridges,

tracks, and switches. However, issues related to data quality, especially insufficient or

low-quality data samples, continued to challenge the consistency of predictive maintenance

applications.

Moving to 2023 and 2024, AI-driven DTs and predictive-cognitive systems became the

forefront of PHM technologies, capable of providing real-time, scalable monitoring across

vast railway networks. The integration of synthetic data generation frameworks which

use physics-based models or AI to generate realistic data helped mitigate issues of data

scarcity, enhancing model accuracy and robustness. Additionally, cloud-based management

systems became integral to handling the massive data flows required for large-scale PHM

applications, with LLMs offering powerful tools for dealing with a range of complex issues

in railway PHM systems.

In summary, from 2018 to 2024, PHM in the railway sector advanced from basic moni-
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toring systems to AI-powered solutions capable of handling complex, large-scale data and

providing predictive insights to optimize maintenance. Despite significant advancements,

challenges such as data quality, infrastructure integration, and real-time processing remain

key areas for continued research and development.

2.5 Gaps and Challenges

In this section, we aim to understand the key gaps and the challenges to address those gaps

based on the existing work during the period of 2018-2024. We illustrate the frequently

reported gaps in Fig. 2.5, and detail them as follows.

• Data Scarcity: Data Scarcity is one of the root problem of achieving predictive ac-

curacy to deploy reliable PHM system. The availability of comprehensive and high-

quality data is the foundation for building accurate and reliable predictive models.

Inaccurate data can lead to misinterpretations of asset health and unreliable pre-

dictions. Also the difficulty in benchmarking PHM models due to a lack of com-

prehensive dataset. The scarcity of data, particularly for specific failure modes and

rare events, can hinder the development and validation of comprehensive prediction

models.

Gathering sufficient and appropriate data to represent the health parameters of rail-

way components remains a critical challenge. Training robust AI models capable of

handling the complexity of railway operations requires access to extensive and diverse

datasets. Factors such as weather conditions, lighting, and the infrequent occurrence

of defects or faults make it extremely challenging to capture the necessary data

to extract the characteristics and patterns of an asset’s health problems, including
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Figure 2.5: Key Gaps Identified in PHM Research from 2018-2024

cracks, wear, and tears. Clear images of such conditions are crucial. Additionally,

integrating smart data-capturing devices into traditional railway infrastructure is

complicated due to the outdated design of the components.

• Data Integration Issue: Data integration, centers the issue of combining data

from diverse sources and formats within a PHM system. Ensuring the accuracy,

consistency, and completeness of data from various sources is crucial for building

reliable PHM systems. Both Existing work reported that the absence of labeled

datasets limited the development of accurate predictive models.

Addressing data integration becomes challenging due to the intricate nature of rail-
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way systems and the diverse sources of data that need to be combined for a holistic

understanding of asset health. Accurately interpreting and correlating the raw data

received from various sensors with the actual conditions of the rail infrastructure is

a complex task. This requires advanced data processing techniques to filter noise,

handle missing data, and translate sensor readings into meaningful insights about

rail health. Inconsistent data formats, missing values, and errors in data collection

can significantly impact the performance and reliability of PHM systems.

• Poor Accuracy: Poor accuracy stands as the mostly reported hurdle in PHM im-

plementation in existing work. This involves the development of models capable of

precisely forecasting the remaining of railway assets and anticipating potential failures

with a high degree of confidence. Inaccurate predictions can have several detrimental

consequences leading to wasted resources and increased operational costs. Poor ac-

curacy also may cause increased downtime affecting service reliability and customer

satisfaction. Ultimately it may risk safety of passengers and railway personnel.

Addressing high predictive accuracy remain a concern for several challenges. The

presence of unquantifiable factors affecting asset health poses a significant challenge

for predictive models. Additionally, predicting sudden and unpredictable changes in

asset condition accurately is not achieved when model is trained on limited samples.

Variations in asset’s conditions and operational parameters can significantly impact

prediction accuracy.

• Subsystem Integration Complexity: Subsystem integration complexity under-

scores the difficulties in integrating various components and systems within the com-

plex railway infrastructure. The integration of diverse technologies, including AI,

and sensor networks into a unified DT ecosystem demands coordination to ensure
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compatibility and interoperability.

Data generated by different subsystems are often stored in isolated silos, making

it challenging to access and integrate this information for comprehensive analysis.

In addition, railway systems comprise a network of interconnected components like

tracks, signaling systems, rolling stock, and power infrastructure. These subsystems

often operate independently, utilizing different technologies and data formats. This

inherent complexity poses a significant challenge when attempting to integrate them

into a DT ecosystem.

• Resource Constraints: Resource constraints encompass the financial and com-

putational limitations in developing and deploying PHM systems. This category

highlights the need for cost-effective solutions that can be implemented within the

budget constraints of railway operators. The existing high costs associated with tra-

ditional maintenance practices necessitate the development of PHM solutions that

offer a positive return on investment. Although this challenge is mention in sev-

eral research papers, there is hardly any direct discussion on the complexities and

practicality of addressing resource constraints.

In general, implementing advanced PHM systems, particularly those involving DT

and AI, often requires a significant upfront investment in sensor technology, data in-

frastructure, software development, and skilled personnel. The increasing complexity

of PHM models, particularly those utilizing data hungry ML models, demands sub-

stantial computational power for data processing, analysis, and model training. This

necessitates investment in high-performance computing infrastructure, which can be

expensive to acquire and maintain, especially for smaller railway operators.

• Deployment Issue: These deployment related issues present the practical aspects of
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integrating and sustaining these systems in real-world railway settings. Even though

cloud-based deployment is a viable solution to address resource constraints such

as high-performing computing infrastructure, ensuring cybersecurity, data privacy,

connectivity, and latency in cloud-based deployments of railway PHM applications

is extremely challenging due to several factors specific to the railway context.

For example, the delay in receiving and processing data from remote cloud servers to

the train’s control systems can impede the effectiveness of PHM applications, making

it difficult to address issues promptly. The sensitive nature of data in the railway in-

dustry adds another layer of complexity to the deployment of PHM systems. Public

perception and trust play a crucial role in the successful deployment of any tech-

nology, especially in critical infrastructure like railways. Data breaches or security

incidents involving sensitive information can erode public trust and create resistance

to the adoption of PHM systems, even if they offer significant safety and efficiency

benefits.

2.6 Requirements

In this section we present the identified requirements to address key gaps for Railway PHM

applications. The majority of the existing work focused on AI and DT paradigm in their

methodologies. In the light of our previous literature synthesis, we summarize the following

requirements and direction.

• Data Availability: Overcoming the logistical and technical challenges of gathering

vast amount of data from heterogeneous sources across the railway network is needed.

Data scarcity issue is required to be addrssed. Because, data scarcity is not merely a
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technical challenge; it’s a fundamental prerequisite for unlocking the transformative

potential of PHM in the railway industry. Without a clear understanding of asset be-

havior and degradation patterns, maintenance decisions may be suboptimal, leading

to increased costs and potential disruption.

Synthetic data generation using LLM based approach can aid this gap [2]. Because,

this approach has been gained attention in resolving data scarcity issues in various

domains including healthcare, and manufacturing. The generative models like stable

diffusion [42] can provide a way to generate rapid fault or defect images faster and

flexibly to omit the need for costly physical modeling or real-world occurrences.

• Data Integration: Effective data integration is essential for creating a unified and

comprehensive view of asset health, leading to improved prediction accuracy and

better-informed decision-making. Cost-efficient data pre-processing pipelines, and

advanced data fusion techniques are required to address inconsistencies. Handling

multiple format of data in various mode like images of defect, lifespan time, opera-

tional records, defect inspection guidelines, even the video stream of railway operation

and condition is crucial to address within the PHM system.

Multimodal LLMs like LLAVA, ChatGPT-4, Gemini-1.5-Pro offers understanding

image and text data without needing huge amount of samples or complex data stan-

dardization algorithm [80] [58] [69]. Application of multimodal LLMs may reduce

the complexity of integration within a AI-driven DT system for railway PHM.

• Predictive Accuracy: Accurate predictions are crucial for minimizing disruptions

to railway services. Inaccurate predictions can lead to unnecessary maintenance,

wasting resources and potentially introducing new issues.

Pre-trained models [19] that combine real-time and historical data effectively are
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needed. Incorporating domain-specific knowledge into AI models can enhance their

accuracy. The capability of few-shot and zero-shot learning of customized domain

specific LLMs [58] can be utilized to mitigate the predictive accuracy for newly

evolving health issues of railway assets.

• Integrated System: Seamless integration is paramount for efficient data flow, real-

time monitoring, and coordinated decision-making across the entire railway network.

Ensuring effective communication and data exchange between various subsystems

within the DT framework is crucial for accurate and comprehensive monitoring.

To address these challenges, it is essential to design a modular DT ecosystem and

that incorporate AI modules, and a QoE feedback loop [27] and [26]. Additionally,

employing domain-specific LLMs that are fine-tuned or instruction-tuned can enhance

their effectiveness. The multi-agent concept, which utilizes a single instance of an

LLM for various tasks with different roles and capabilities, can also be strategically

applied across various aspects of railway PHM.

• Resource Constraints: The existing work repeatedly emphasizes the crucial need

to address resource constraints within the railway industry. High costs associated

with developing, implementing, and maintaining advanced PHM technologies like

DT need attention.

Overcoming these constraints will require a multi-pronged approach, involving the

development of supportive business models, prioritizing cost-effective solutions, and

exploring emerging technologies like open-source Large Language Models (LLMs) and

transfer learning. Synthetic data, LLM-based preprocessing, Quality of Experience

(QoE)-based model adaptation, and faster, easier model customization may benefit

the resource extensive steps of a PHM process. However, at a large scale, resource
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optimization algorithms need to be explored, and the impact of synthetic data on

resource optimization must be assessed within a fully deployed PHM system.

• Deployment Issue: Addressing deployment issues is necessary for the long-term

viability and effectiveness of PHM systems, ensuring their seamless integration into

existing operational procedures. It requires careful planning, robust security mea-

sures, and the development of integration frameworks that facilitate seamless com-

munication between cloud-based PHM systems and existing railway infrastructure.

In ongoing research, technological advancements aim to overcome these obstacles,

paving the way for more effective and practical deployment of cloud-based PHM

solutions in the railway sector. Combining edge computing with cloud-based solu-

tions could mitigate the challenges associated with cloud deployment. By processing

data locally at the edge, latency can be reduced, and connectivity issues can be

minimized. Hybrid approaches that leverage both real-time and historical data. for

example, learning from near-realtime data (e.g., videoframes after certain intervals),

Visual LLMs (VLMs) can identify patterns and detect anomalies in real-time. This

enables immediate responses to potential issues without the need for extensive cloud

processing.

2.7 Summary

AI-driven DT offers promising benefits to railway PHM process by facilitating its core

steps including data acquisition, data processioning, model training and prediction within

a closed feedback loop. Therefore, it is highly required to design and develop an AI-

driven DT ecosystem for specific railway PHM application. Recent studies discusses the
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benefit of utilizing generative models and LLMs to resolve several persistent challenges in

PHM applications for railway [84]. Because, these models hold potential for enhancing

automation, decision-making, and intelligent maintenance strategies [93].

As the technology trend has been seen taking a leap towards using LLMs for railway

PHM applications, the scope of LLM integration into AI-driven DT ecosystem is need to

be designed. Also, the recent trends of applications focus on visual anomalies like crack

or defect on railway assets. Therefore, we pick defect inspection of railway assets as an

application area. In the following Chapter, we outline about the methodology to design

and develop AI-driven DT ecosystem for visual defect inspection of railway assets.
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Chapter 3

Methodology

This Chapter presents our proposed DT ecosystem (DefectTwin) for visual defect inspec-

tion in PHM for Railway. We detail the approach of incorporating LLM for the AI-

inferencing into the the proposed ecosystem. We also explain how the AI-inferencing

workflow works to maintain the QoE feedback loop in detail.

3.1 Overview of DefectTwin

We designed a DT ecosystem for railway defect inspection in light of the universal DT

ecosystem proposed in [27]. The ecosystem comprises three key interconnected modules,

as illustrated in Fig. 3.1. The user (system or human) collects defect data from various

data sources, which is then processed and preprocessed to identify and understand railway

defects through a multimodal interface. Users can also provide feedback based on their

experience via the same multimodal interface. This feedback creates a continuous loop,

ensuring improvements in the QoE of the railway defect inspection systems that follow
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Figure 3.1: DefectTwin: A DT Ecosystem for Visual Defect Inspection in Railway PHM

the proposed DT ecosystem. The overall process in this ecosystem is aligned with the

fundamental PHM process (See Fig. 2.1), except the training step. Instead of manual data

pre-processing and training , the proposed DT ecosystem relies on LLM-based AI inference.

More details of the DefectTwin ecosystem are outlined as follows.

3.1.1 Data Sources

The data sources, comprising various sensors and data acquisition systems, is responsible

for continuously and periodically monitoring the physical railway infrastructure for signs

of defects. This unit ensures comprehensive data collection, capturing essential parameters

that could indicate potential issues.
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Example

For instance, in a practical setting, surveillance cameras located at railway stations continu-

ously send video streams to the DefectTwin system. These cameras capture high-resolution

images and videos of the railway tracks, which are then analyzed for defects such as cracks

or deformations. Additionally, environmental data is collected through weather APIs, pro-

viding context such as temperature, humidity, and precipitation, which can affect railway

infrastructure.

3.1.2 AI Inferencing Engine

The AI-inferencing engine is the core of the DefectTwin ecosystem responsible for bringing

intelligence to automate the defect inspection task. To ensure the collected data is suitable

for AI analysis, it undergoes several preprocessing steps:

1. Data Generation: In cases where specific types of data are lacking, the system can

generate additional synthetic datasets to fill the gaps. For instance, if there is in-

sufficient data on a specific type of crack, synthetic images of this crack type can

be generated using LLM APIs and added to the dataset. This ensures that the AI

models are trained on a comprehensive and diverse dataset, improving their ability

to detect and analyze defects accurately. This Data generation is proposed in De-

fectTwin to address the most challenging issue in automating defect inspection due

to lack of data scarcity. We have detailed this step in Section 3.2.1.

2. Data Pre-processing: The raw video data is cleaned to remove any noise or irrelevant

information, such as background frames including crowds in the platform, which

do not pertain to the defects of railway tracks. The cleaned data is standardized to
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ensure uniformity in format and scale, making it compatible with the AI models used

in DefectTwin. For example, if we use a video-to-text generation model that captures

defect characteristics well if frames are passed as images, the Data standardization

unit aids that step. The standardized data is labeled with relevant tags, such as the

type and location of defects detected. To enhance the dataset, various orientations

of images and videos of defects are generated and added to the dataset to bring

variety and better capture defect characteristics. This augmentation helps improve

the accuracy of the AI models used for prediction and classification.

3. Data Processing: The pre-processed data is used to fine-tune a suitable LLM, cus-

tomized specifically to capture the fine-grained details of defects that are often over-

looked or hard to detect in real-life conditions. Traditional machine learning models

typically rely on a fixed set of examples, which limits their ability to generalize when

they encounter new or uncommon defects. By fine-tuning the LLM, we ensure that

the AI model is not only learning from the data but also adapting to capture subtle

details, even those that may not be present in the initial dataset.

4. Prediction: The AI inferencing engine is the central component of the DefectTwin

ecosystem. It integrates multiple advanced AI models to perform high-precision

defect detection and predictive maintenance. For instance, the types of defects and

levels of defect risk are predicted.

3.1.3 Multimodal Interaction

The Multimodal Interaction unit empowers both human users and automated systems

to engage with the AI inference engine’s outputs in an intuitive and interactive manner.

Using gesture-based controls within a user-friendly interface, users can seamlessly explore
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and analyze the AI-generated results. For enhanced visualization, the AI’s outputs can

be projected into immersive VR/AR environments, allowing users to explore and assess

defect impacts in a highly interactive and realistic setting.

Examples

For example, users can inquire about potential defects, including their classifications and

associated risk levels, derived from video streams. Furthermore, if users wish to visualize

the progression of rust on a steel freight body, they can interact with a 3D model in a

VR/AR environment. The multimodal processor integration (see Section 3.2.4) dynami-

cally maps the AI-generated textures, enabling users to experience the impact of defects

in a simulated, real-world context. This immersive approach enhances both understanding

and decision-making for defect analysis and maintenance planning.

3.1.4 QoE Feedback

The QoE feedback loop in DefectTwin is crucial for maintaining high user satisfaction and

system performance. It allows users to provide feedback on the quality of the generated

media (e.g., images, and videos) and interact with the system through multimodal inter-

faces. This feedback is used to refine the AI models, ensuring that DefectTwin delivers

the desired results. Specifically, users can interact with DefectTwin in the virtual space,

evaluate the outcomes of AI inferencing, and send feedback on their experience through

the multimodal interface. The AI inferencing unit accommodates this feedback, updates

necessary parameters, and sends updated feedback to the users. This process runs in a

loop to continuously enhance the QoE for DefectTwin users. By enabling continuous inter-

action and feedback from users, the system dynamically adjusts to meet user expectations
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and requirements.

Example

If a user wants to see rust on steel but the AI-inferencing engine outputs cracks instead, the

user can send feedback indicating the discrepancy. This situation is not uncommon due to

the involvement of generative models. In response, DefectTwin adjusts LLM parameters

such as temperature or system messages based on the user’s feedback. While many LLM

chatbots have this feature, leveraging it for DT in DefectTwin presents unique challenges.

In our case, addressing QoE is not straightforward because we lack established poli-

cies or feedback to train a reinforcement human/AI feedback model. Therefore, we have

handled it using our innovative solution. InstaUF ensures that user feedback is promptly

integrated, allowing the system to dynamically adjust and improve the accuracy and rele-

vance of the generated outputs.

In this section, we provided a high-level overview of the DefectTwin ecosystem. The

workflow of the key enabler- M2 LLM-based AI inferencing is described in the next section

in more detail.

3.2 M 2 LLM-based AI Inferencing Pipeline

The proposed M2 LLM-based AI Inferencing Pipeline aims to generate a high-fidelity

in-domain synthetic dataset for fine-tuning a base LLM to improve the performance of

multimodal decoders used for various purposes, such as text-to-image, video-to-text, and

image-to-text. The workflow components in the proposed AI inferencing pipeline are pre-

sented in Fig. 3.2.
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Figure 3.2: Workflow of the AI-Inferencing Engine Pipeline for Railway Defect Inspection
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3.2.1 Synthetic Data Generation

In our proposed synthetic defect generation pipeline shown in Fig. 3.3, we leverage an LLM

with visual captioning capabilities to create synthetic images with defects. The different

tasks in this step are as follows.

Figure 3.3: Synthetic Dataset Generation Pipeline

Template-based Caption Generation

We chose GPT-4, which has been utilized for creating prominent visual-instruction datasets

such as LLAVA, MIMIC IT, Objaverse, and Sceneverse [48]. Furthermore, from the liter-

ature, we found that LLM fine-tuned using rephrased samples achieved high accuracy. As

demonstrated in Fig. 3.3, the process starts by taking a raw image as input and passing

it through the LLM to generate a descriptive caption using a popular visual captioning
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technique known as the template-based caption generation approach. For our specific ap-

plication, we developed a prompt template in collaboration with domain experts to capture

essential visual defect characteristics, particularly those challenging to capture in real-life

scenarios.

Rephrasing Algorithm for Variety

The template-based caption serves as input for rephrasing, as given in Algorithm 3.1. This

technique transforms the prompt into new, intricate illustrations that accurately depict the

specified elements missing in the original caption. By utilizing this procedure, we produce

a significant number of synthetic examples, providing rich training examples for tuning the

custom LLM. The Defect LLM dataset (DLLMDS) Generation Pipeline aims to solve the

challenge of data scarcity in deploying LLM-based DT solutions.

The proposed algorithm for generating DLLMDS, aims to maximize the variety of the

samples (D) and minimize the reconstruction loss (L). This can be represented as:

maximize
D,L

D − λL (3.1)

where:

• D is the variety of the samples,

• L is the reconstruction loss,

• λ is a trade-off parameter that balances the two objectives.
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Algorithm 3.1 Rephrasing Algorithm for Variety

Input: A list of template-based captions from defect images: captions = [c1, c2, ..., cn]

Output: A dataset with multiple diverse and complex samples per caption, each ac-
companied by a system message.
Step-1: Create an empty list: DS = []
Step-2: For each caption (ci) in captions, create an empty set for unique samples:
Samples = {}
Step-3:
while the number of samples is less than K do
Generate a new sample (snew) using a language model for ci.
Add snew to Samples.

end while
Step-4: For each generated sample (snew) in Samples, formulate a system message.
Combine snew with the system message to form a structured data entry.
Step-5: Append all structured entries from Samples to DS. Ensure DS does not contain
duplicates. =0

Each sample must be unique and more complex than the previous ones. The total

number of samples must be less than or equal to K. These constraints can be represented

as:

snew ̸= sold, ∀sold ∈ Samples and |Samples| ≤ K (3.2)

The algorithm achieves this by generating unique and complex samples until it reaches

the maximum number of samples (K), while ensuring that the reconstruction loss is min-

imized.

The Algorithm 3.1, leverages template-based captions to generate a diverse and complex

dataset. Each caption is expanded into multiple detailed samples using a language model,

and each sample is paired with a system message to guide the fine-tuned DefectTwin LLM.

Let us consider the following example:
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Given a list of template-based captions: captions = “A crack on the rail”, “Corrosion

at the joint”, “A missing bolt”

The algorithm generates multiple unique and complex samples for each caption. For

example, for the caption “A crack on the rail”, the generated samples could be:

Samples = s1, s2, s3. where, s1 = “A crack 3 inches long on the rail surface, perpen-

dicular to the track direction.”; s2 = “A diagonal crack on the rail with a depth of 2mm,

located near the joint.”; s3 = “A longitudinal crack running along the rail track, extending

5 inches.”

Each sample is paired with a system message: System Message = “Given the defect

description provided, identify potential risks and recommend preventive measures.” The

variety and complexity of samples are ensured by iterating until the number of unique

samples, Snew, for each caption reaches a predefined limit K:

|Snew| < K (3.3)

Each new sample snew is generated using a language model prompt: “You are generating

data to train an LLM. Based on the initial description: ci, create a prompt/response pair

ensuring the response is more complex and diverse than previous ones.”

Unique and complex samples snew are added to the set Samples:

if (snew is unique and complex) ⇒ add snew to Samples (3.4)

The dataset DS is compiled by appending all structured entries from Samples, ensuring

no duplicates in DS:

DS = DS ∪ Samples (3.5)
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3.2.2 Fine-Tuning

Once the synthetic dataset is generated using the proposed algorithm, it consists of both

visual descriptions of defects and corresponding instructional data. We use this customer

dataset to fine-tune a base model. We selected GPT-3 as the base model due to its proven

ability to understand and generate human-like text, particularly when handling complex,

domain-specific information [79].

The fine-tuning process involves customizing the GPT-3 to the specific domain of rail-

way defect inspection. By training the model on the generated dataset, we enable the

detailed visual cues associated with defects. In addition, we provide relevant instructions

on how to address or analyze them to the model. Fine-tuning is performed iteratively,

with multiple passes over the dataset to ensure that the model adapts to the intricacies of

defect detection. Throughout this process, we continuously monitor performance metrics,

such as the model’s ability to generalize to unseen defects and its accuracy.

3.2.3 Prompt Tuning and Prompting the M 2 LLM

The initial input to the fine-tuned LLM for DefectTwin consists of three elements: system

messages (SM), user prompts, and Virtual Prompt injections (VPI). We describe each of

these elements in detail.

The fine-tuned LLM integrates these inputs to create a comprehensive multimodal

input. This is then passed to a Text-to-Image (TTI) model, generating a visual repre-

sentation of the defect. The diffusion model produces an image showing the steel wheel

with a visible radial crack, enhancing the realism and accuracy of the defect depiction

(Fig. 3.4). The final output is more informative and precise, aiding in better visualization

and understanding of the defect.
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Figure 3.4: The Fine-tuned Defect LLM Integrates System Messages and VPI to Generate
a Realistic Depiction of a Radial Crack on a Steel Wheel.

As illustrated in Fig. 3.4, the process begins with a user providing a simple trigger

scenario: “Steel wheel shows a radial crack.” This scenario is processed by the fine-tuned

LLM using system messages, user prompts, and the Visual Prompting Interface (VPI).

System messages, such as “You are an expert railway component defect instructor,” provide

context. The user prompt describes the defect scenario. VPI adds details like location,

size, and depth, e.g., “A radial crack, about two inches in length, is visible on the external

circumference of the steel wheel”.
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(a)

(b)

Figure 3.5: Use of Multimodal Processor in DefectTwin (a) Example I: Defect Analysis.
(b) Example II: Predictive Visualization of Defect Characteristics.
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3.2.4 Multimodal Processing

The tuned prompt is passed to multimodal diffusion models, such as text-to-image, image-

to-text, 2D image-to-3D, and video-to-text. These models generate images, videos, or 3D

models that accurately depict the defects based on the tuned prompt. The output of these

models is passed to the Multimodal Processor. The primary task of this unit is to take the

output from the M2 LLMs and transform it into a format that is consumable for the end-

user. This involves interpreting various types of inputs, processing and transforming the

generated data, and finally, outputting the results in a user-friendly manner. We discuss

the general workflow of the Multimodal Processor concerning the two examples illustrated

in Fig. 3.5 in the context of a DefectTwin system.

Example 1 - Twining defect analysis process

Let us consider an application to replicate the defect analysis of the railway defect. As illus-

trated in Fig. 3.5a, DefectTwin acts like an information twin by automating the decision-

making process by analyzing the video stream. In this example, the AI inferencing engine

receives multimodal inputs, including a video stream and a user prompt. Based on this

input M2 LLM in the DefectTwin framework make a decision. However, the decision might

not be in a format that’s easy for the user to understand. The Multimodal Processor con-

verts this decision into a talking avatar, effectively communicating complex information in

a user-friendly manner.

Example 2- Texture Mapping and Visualization

In this example, the M2 LLM generates a defect texture based on the user prompt. How-

ever, this raw texture might not be directly usable. This is where the Multimodal Processor
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comes into play. As you can observe in Fig. 3.5b uses a texture mapping algorithm to map

the generated texture onto a base 3D model. This allows for dynamic visualization of

defects in a simulated environment, enhancing the realism and usability of the data.

3.2.5 Feedback Looping

Users interact with the fine-tuned LLM through a multimodal interface and provide feed-

back on the system’s performance. This feedback can vary as follows. 1) Positive or

Negative Feedback. For example, positive feedback: “The LLM accurately identified the

cracks in the railway track image.” and negative feedback: “The LLM failed to identify the

rust on the railway bolts.” 2) Score-based Feedback. e.g., on a scale of 1 to 10: 6 is scored.

Because it was able to identify major defects but missed out on minor ones. 3) Open-

ended Feedback. e.g., Dissatisfaction: “You gave unrealistic defect”. Refinement Need:

“You should be able to differentiate between different types of defects such as cracks, rust,

and mechanical wear.” 4) Mixed Feedback - A score of 7 out of 10. “While it generally

identifies major defects, it struggles with minor defects and often misses rust and small

cracks”. The user-interaction mechanism within DefectTwin is broken down as follows.

Feedback Processing

The feedback is input into an InstaHF pipeline that incorporates an instruct-tuned LLM

designed to handle feedback. The instruct-tuned feedback LLM processes the feedback

instantly. Let ( F ) represent the feedback, where ( F ) can be a score or textual feedback.

Based on the feedback, the system updates the message of the employed M² LLM. Let

( SM ) represent the system message output by the LLM, and SMnew) represent the updated

message.

61



The update function can be represented as:

SMnew = Update(SM,F ) (3.6)

For example, if the LLM incorrectly identifies a crack in the railway track, the engineer

might provide feedback as: a score of -1 and a comment “Missed the small cracks” Based

on this feedback the system message might be instructed to pay more attention to the size

of the defect.

Fine-Tuning Cycle

The variety of fine-tined LLM capabilities is required when the M² LLM cannot handle a

specific type of defect, new samples are generated based on user feedback.

For example, if the LLM is fine-tuned on rust-based defects and incapable of handling

mechanical defects like cracks or breaks, analyzing the user feedback new synthetic dataset

is generated, and the current fine-tuned LLM is re-fine-tuned with new capability.

Each update builds on top of the previous model, retaining past improvements while

incorporating new refinements. Let t represent the periodic update interval.

LLM t+1 = update(LLM t, SMnew) (3.7)

InstaHF for Optimization

The InstaHF pipeline is broken into two main components: the main function (see Algo-

ritm 3.2) and the fine-tuning function (See Algorithm 3.3).
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The main function handles the main loop of the algorithm, which collects user feedback,

updates system parameters, and decides when to call the fine-tuning function. On the other

hand, the fine-tuning function generates synthetic data using the DLLMDS pipeline and

performs fine-tuning using the generated synthetic data to add more capabilities to the

current fine-tuned LLM.

We aim to maximize user satisfaction score S subject to the constraint that number of

fine tuning step FT is minimized. This can be formulated as:

maximize
S,FT

S

subject to FT ≤ T,

(3.8)

where T is the total number of iterations.

So, the main function can be represented by the following iterative equation:

St =

100 if t%α = 0 or St−1 < β

f(St−1, Ft) otherwise

(3.9)

where:

• St is the user satisfaction score at iteration t,

• Ft is the feedback at iteration t,

• f(St−1, Ft) is the feedback processing function,

• α = ft interval is the fine-tuning interval,

• β = satisfaction threshold is the satisfaction threshold.
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Algorithm 3.2 Algorithm InstaUF - Main Function

Input:

• Fine-Tuned LLM (LLMi), System Message (SM), Instruction (instruction)

• LLM settings parameters (LSP): Top-p (p), Top-k (k)

• Termination Criteria (tc), Fine-Tuning Interval (ft interval)

• User Satisfaction Threshold (satisfaction threshold)

Output:

• Fine-Tuned LLM (LLMi+1) (only if fine-tuning occurs)

• Updated System Message (SM), Updated Instruction (instruction), Updated LSP

Initialize feedback vector (feedbacks) as an empty list.
Initialize iteration counter (counter) to 0.
Initialize user satisfaction score (satisfaction) to 100%.
while true do
Collect user feedback (F).
Append F to feedback vector (feedbacks).
Process feedback using the Feedback Processing Function: (SM, instruction, p′, k′,
satisfaction) = Update(SM, F, instruction).
Update system parameters (SM, instruction, p′, k′).
if satisfaction ¡ satisfaction threshold or counter reaches ft interval then
Call Fine-Tune Function (LLM, Ds, p, k, feedbacks)
Reset feedback vector (feedbacks).
Reset satisfaction to 100% if it was below threshold.
Reset counter to 0 if interval was reached.

end if
Increment counter by 1.
if tc is met then
break

end if
end while
Return Updated LLM (only if fine-tuning occurred), SM, instruction, and LSP (p′, k′)
=0
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Algorithm 3.3 Algorithm InstaUF - Fine-Tuning Function

Input:

• LLM, Synthetic Dataset (Ds), Top-p (p), Top-k (k), Feedback Vector (feedbacks)

Output:

• Fine-Tuned LLM (LLMi+1)

Generate synthetic dataset (Ds) using DLLMDS pipeline.
Fine-tune the LLM using (Ds): FineTune(LLM, Ds, p, k).
Set LLMi+1 to the fine-tuned LLM.
Return (LLMi+1) =0

The fine-tuning function in Algorithm 3.3 can be represented by the following equation:

LLMi+1 = FineTune(LLMi, Ds, p, k) (3.10)

where:

• LLMi is the fine-tuned LLM at iteration i,

• Ds is the synthetic dataset,

• p and k are the top-p and top-k parameters,

• FineTune(LLMi, Ds, p, k) is the fine-tuning function.

Fine-tuning is a resource-exhaustive procedure. When pre-trained LLM is used on

cloud-platform there is a cost associated for the time spent for the fine-tuning. Also, with

local models high-computing environment is required. The algorithm balances maximizing

user satisfaction and minimizing fine-tuning, resetting satisfaction to 100% after fine-tuning

and maintaining it above a threshold. So that, it limits fine-tuning to necessary times and

regular intervals.
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Chapter 4

Experiment

In this chapter, we detail the data and experimental analysis as a proof-of-concept of the

proposed methodologies in this research. Additionally, the ablation study presented in this

chapter discusses the role of our proposed methodologies in addressing the target research

questions in light of the experimental results.

4.1 Data

In this research, we have employed both original 1 and synthetic data2 to evaluate the

performance and usefulness of DefectTwin. The details of the data used in this research

are described as follows.

1Please download the kaggle dataset from here
2Please download our open-source dataset from here
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4.1.1 Raw Data

In this research, we utilized two primary visual defect image datasets as a raw data source

for the AI inferencing pipeline.

• Canadian Pacific Railway (CPR) Defect Dataset The first dataset is the 1000-

defect Canadian Pacific Railway (CPR) defect dataset [34] [92]. This dataset includes

images of freight components with various defects along with their descriptive labels.

Specifically, it consists of 26 unique descriptive labels for the defect samples. This

dataset is based on real-world data. However, its limited sample diversity as well as

its highly-preprocessed format necessitate the inclusion of additional data for com-

prehensive evaluation.

• Expanded General Category Dataset We incorporated a more general category

of samples to address the scarcity of samples in the CPR dataset. This expanded

dataset includes images of various damaged railway components, such as freight com-

ponents, rail tracks, and railway surfaces. We collected open-source images using key-

words like- defect rail, defect damage, railway components, and freight components.

Cumulatively, we selected 150 samples to form this expanded dataset.

4.1.2 Synthetic Datasets for Fine-Tuning

To enhance our datasets, we implemented a synthetic data generation pipeline. The fol-

lowing datasets are generated using the DLLMDS pipeline.

• Defect visual-instruct dataset (D) We first created a dataset that includes visual

instructions and responses related to defects and maintenance.
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• Texture visual-instruct dataset (T) To accommodate the need for understanding

fine visual defect characteristics, our synthetic data generation pipeline generated

defect texture visual response data during a fine-tuning cycle when fine-tuned LLM

could not handle defect texture-specific responses.

The data description of the visual-instruct datasets are (T) is presented in Table 4.1

Table 4.1: Visual Instruct DS

Metric Value
Total Instructions 500 X2
Unique Instructions 430(D) - 480(T)
Unique Responses 425(D) - 490(T)
Average Instruction Length 50 characters
Average Response Length 60 characters

Total 1000 examples are used for fine-tuning to customize the LLM specifically on visual

description of the railway defect characteristics.

4.1.3 Test Data for Accuracy Evaluation

To evaluate the efficacy of our proposed defect twin framework, we required different types

of defect datasets. We assessed the accuracy of image-based defect detection using 100

images from the Canadian Pacific Railway defect dataset. In total 600 test cases were

used for evaluating the LLM’s accuracy for image data. 100 images from the open-source

expanded dataset. Each of the test image were paired with three different types of prompt

including: i) defect detection: “Is there any defect, what type of defect is this?” ii) risk

identification: “Is there any potential risk or incident?” iii) maintenance: “Is there any
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maintenance related issue?”. The examples of prompts used for defect inspection can be

found by clicking on this link. The maintenance related prompt examples are also available.

To evaluate the accuracy of defect identification and defect risk identification from video

inputs, we employed data from both the CPR defect dataset and open-source rail track

defect data. Additionally, we included 15 minutes of video content, split into segments of

10 to 30 seconds each. Similar to the images, 50 video clips were also paired with the three

different kind of prompts. In total we used 150 test cases for the video.

4.1.4 Obtaining the Ground Truth

As we required ground-truth data for evaluating the accuracy of our models, we utilized

samples for which labels were available. For the image dataset, we used the CPR dataset

and the rail defect dataset from Kaggle, both of which were labeled by domain experts. For

the video dataset, we obtained the ground-truth data for frames containing defect risks or

defects, as well as the types of defects, from the video captions. We followed a customized

systematic approach to ensure label reliability as described below:

• Ground Truth for Image-Based Evaluation: We used labeled datasets, includ-

ing the CPR dataset and the Kaggle rail defect dataset, both annotated by domain

experts. To ensure consistency, we wrote a script that cross-referenced predicted

labels with the dataset’s available labels. We selected a subset of defect categories

from the dataset’s label sheet and matched model predictions against these prede-

fined labels. For example, if a defect in an image was labeled as “Crack” by domain

experts, our script compared the output from the model to this label. If the model

predicted “Crack,” it was considered correct; otherwise, it was marked as an incorrect

classification.
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• Ground Truth for Video-Based Evaluation: Unlike static images, video frames

required additional processing to extract ground-truth labels. We derived the ground-

truth labels from the provided video captions, which described defects and defect risks

in the corresponding video frames. The output for each video segment was compared

to these ground-truth labels to assess accuracy. For example, a video caption might

state, “A visible crack is detected on the rail surface at 00:10 seconds.” Our script

then checked if the class prediction for that frame matched the defect type (e.g.,

“Crack”). If the prediction aligned with the ground-truth label from the caption, it

was considered correct; otherwise, it was incorrect.

Following the approach described above, we derived accuracy metrics by computing the

number of correctly matched labels against the total number of evaluated cases, similar to

traditional CNN-based models. However, ground truth in our study was derived from pre-

labeled datasets or video captions may not always precisely align with defect occurrences

in video frames. Even expert-labeled datasets can contain annotation inconsistencies or

errors, leading to misleading ground truth labels. Therefore, some defects may be difficult

to classify, causing variations in labeling across different experts. More details of the

accuracy metrics are described in the next section.

4.2 Evaluation Parameters

We utilized various evaluation metrics to assess the M2 LLM-based AI inferencing com-

ponents of DefectTwin. In this section, we detail the rationale behind selecting various

evaluation parameters in this study as well as their interpretation.
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4.2.1 Performance Metrics for Accuracy

For evaluating the defect detection accuracy, we used the following metrics.

• Precision = TP
TP+FP

:. A precision of 1 indicates perfect detection accuracy with no

false positives. Precision measures the proportion of true positive defect detections

among all positive detections made by the model. In our case, the precision metric

ensures that the detected defects are indeed true defects, minimizing false positives.

• Recall = TP
TP+FN

: The Recall metric is crucial for understanding how well the model

identifies all possible defects, minimizing false negatives. A recall of 1 signifies all

actual defects are detected with no false negatives.

• F1-score = 2 · Precision·Recall
Precision+Recall

:. A higher F1-score indicates effective defect detection

with a good balance between precision and recall. The F1-score ensures that both the

true defects are accurately identified and the number of false positives is minimized.

• AUC (Area Under the Curve): The AUC score measures the ability of the

model to distinguish between classes (defect vs. no defect) across various threshold

settings. A higher AUC value indicates better distinction capabilities. An AUC of 1

indicates perfect distinction between defect and non-defect classes, while 0.5 suggests

no distinction.

4.2.2 Performance Metrics for Quality of Generated Output

To evaluate the quality of the responses, we used several quantitative metrics on both text-

to-text and video-to-text generated responses. For text, we considered token latency, while
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for video-to-text, we assessed frame vs. latency. The following metrics were employed to

provide a comprehensive evaluation:

• Answer Relevance: Measures how relevant the generated response is to the query.

In our defect detection context, a higher score (closer to 1) indicates that the re-

sponses are more relevant to the specific defects being queried.

• Context Relevance: Evaluates how well the response fits within the broader con-

text of the conversation. For defect detection, this metric ensures that the responses

are not only relevant but also contextually appropriate, enhancing the overall useful-

ness of the information provided.

• ROUGE-L Score: Measures the longest common subsequence between the gen-

erated response and the reference text. In our context, a higher ROUGE-L score

indicates that the generated responses closely match the expected answers, reflecting

the model’s ability to generate accurate and precise defect descriptions and solutions.

• Count of Tokens Generated: Token is the atomic unit of text in LLM. This metric

evaluates the number of tokens generated in the responses. A higher count indicates

more detailed response. However, token generation has significant cost when used on

cloud-platform. Also, higher number of token may cause hallucination when out-of-

context information is produced. Therefore, limited number of token generation is

required in this case.

• Usefulness: We followed the LLM-as-a-judge evaluation approach from another

study [58], and adopted the following metrics to evaluate the model’s performance

on a scale of 1 to 10: helpfulness, relevance, accuracy, and level of detail. Helpfulness

checks how well the response answers the question. Relevance ensures the response is
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related to the question. Accuracy verifies that the information is correct. The level

of detail looks at how thorough and detailed the response is. A higher score indicates

better performance.

• Latency: The latency is a crucial metric for understanding the efficiency and scala-

bility of DefectTwin in the context of real-time applications. Lower latency indicates

faster response times. Also, the time taken to generate the response charge costs for

cloud-based LLM deployment. Therefore, lower latency is required for timely defect

detection and maintenance actions.

These metrics provide a comprehensive understanding of the LLM-based AI inferenc-

ing performance in generating relevant, contextually appropriate, accurate, and timely

responses, ensuring its usefulness in real-time and multimodal CE applications.

4.2.3 Candidate for Comparison

There are numerous LLM models currently available that perform a wide range of tasks,

both as single models and multimodal models. However, for our specific evaluation, we

selected instruction-following multimodal LLMs, such as Instruct-BLIP, GPT-4, LLAVA,

and Gemini-Pro-Vision. Table 4.2, outlines the models selected, the criteria for their selec-

tion, and the identified contexts and generalizability aspects considered in our evaluation.

To understand the relevance of the generated responses, we focused on in-domain con-

texts such as defect description, defect identification, and defect maintenance as the refer-

ence contexts. Test prompts were specifically crafted to align with these domains to ensure

accurate evaluation.
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Table 4.2: Model Selection Criteria and Contexts

Items Selection Criteria Identified

Models
Instruct Multimodal LLM / Mul-
tiagent LLM

Instruct-BLIP, GPT-4, LLAVA,
Gemini-Pro-Vision

Context Test prompts to domain
Defect description, case-based,
Maintenance

Generalizability In-domain Visuals, Zero-shot
Infrastructure (Bridge, Station),
Assets (Wheel, Gate, Surface),
Track

We considered railway infrastructures like bridges and stations as out-of-domain railway

components for defect analysis to evaluate zero-shot generalizability. Additionally, we

selected specific defect categories such as defects in freight bodies, including wheels, gates,

doors, rail surfaces, and tracks. By including in-domain visuals and zero-shot scenarios,

we aimed to comprehensively assess the models’ capabilities in familiar and novel contexts.

4.3 Ablation Study

We conducted several ablations to evaluate the impact of DefectTwin for railway defect in-

spection incorporating multimodal data. This section answers the target research questions

we set for this research as followings.

4.3.1 Does DefectTwin Achieve Variety in Synthetic Examples?

The proposed synthetic dataset generation approach for fine-tuning significantly enhances

the diversity in defect-specific characteristics compared to the basic visual captioning

method. This enhancement is achieved through a rephrasing algorithm that diversifies
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the template-based captions, leading to richer and more varied descriptions within the

dataset.

Figure 4.1: Sample Variety Achieved by Employing DLLMDS pipeline.

As illustrated in the comparative diagram Fig. 4.1, the DLLMDS pipeline effectively

captures a comprehensive range of defect characteristics in the synthetic dataset, which is

minimally covered by the base dataset generated through simple visual captioning.

The impact of fine-tuning with a diverse set of examples on texture generation for defect

visualization is demonstrated in the subsequent output. This ablation involves generating

the texture ’rust on the steel’ on a freight body in three distinct colors—Normal, Blue,

and Green—as shown in the accompanying Fig. 4.2.

Each model was tasked with the same objective—to generate realistic rust textures—but
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(a) (b)

Figure 4.2: Comparative Analysis of Rust Texture Simulation on Steel Freight Bodies
Across Different Generative Models. (a)Model Comparisons for Simulating Rust Textures
in Varied Colors (b)3D Visualization of Rust Impact on Steel Freight Body

the results varied significantly. Dalle-3 and Stable DiffusionXL outputs, while visually in-

teresting, tend to abstract or stylize the rust effect, which may detract from practical ap-

plications where precise defect portrayal is necessary. Fig. 4.2a, displays the outputs from

three different generative models: Dalle-3, Stable DiffusionXL, and DefectTwin. Defect-

Twin, on the other hand, produces outputs that closely resemble real-world rust patterns,

capturing the intricate details and variegated coloration characteristic of actual rust. The

fine-tuning process and advanced preprocessing functions have significantly enhanced the

quality and realism of the output textures. These textures exhibit a vivid representation

of rust, providing a granular and lifelike appearance that greatly aids in the realism of

defect visualization as illustrated in Fig. 4.2b. This improvement is particularly beneficial

for applications requiring high-fidelity visual simulations, such as in maintenance planning

and predictive diagnostics.
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Also depicted in Fig. 4.3, for three different scenarios, our proposed tool TextureMeDe-

fect captured the fine-grained details to address the user’s request more appropriately than

other models. For scenario-1, the base model SDXL generated texture on a small freight,

while DALLE-3 generated creative art on the texture. Because none of these models are

Figure 4.3: Comparison of Synthetic Textures Using Proposed Vs Existing Image Gener-
ation Tool
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customized specifically for defect texture details, which makes these generated textures

unrealistic to apply directly to a 3D model. A similar result is seen for the custom prompt-

based texture generation. Interestingly, for scenario-3, the instruct pix-2-pix base model

generated an image with a tear (in the context of crying) due to hallucination. Addition-

ally, for such advanced features to generate in-paint texture, DALLE-3 completely fails

to produce relevant output. This is where our proposed AI-inferencing Engine stands out

compared to the existing solutions in generating realistic textures.

4.3.2 Does DefectTwin Identify Unseen Data and Classes with

High precision and Consistency?

To specifically address the generalizability of the DefectTwin AI inferencing models based

on the zero-shot performance. This ablation study aims to understand the capability to

adapt and perform accurately when presented with new scenarios outside their training

scope.

• For image data: The Proposed Model exhibits a zero-shot precision of 0.60 and

an F1-score of 0.62, markedly higher than other models (See Table 4.3a). This

performance suggests necessary feature extraction and generalization capabilities that

are crucial for practical applications where unknown defect types may appear. In

contrast, other models like Instruct-BLIP and LLAVA-Instruct show significantly

lower precision and F1-scores (e.g., Instruct-BLIP at 0.35 precision and 0.37 F1-

score), indicating a struggle to generalize to new defect types and scenarios.

• For video data: Despite the inherently more challenging nature of video due to

its dynamic content, the Proposed Model still leads with a precision of 0.55 and
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Table 4.3: Performance Metrics of Models on Different Media

a. In-Domain (Track, Assets) Zero-Shot (Infrastructure)
Model Precision Recall F1-score AUC Precision Recall F1-score AUC
Instruct-BLIP 0.55 0.58 0.57 0.58 0.35 0.40 0.37 0.38
LLAVA-Instruct 0.85 0.86 0.85 0.86 0.45 0.45 0.47 0.48
GPT-4o 0.68 0.64 0.62 0.83 0.40 0.45 0.42 0.43
Gemini-Pro-Vision 0.88 0.88 0.88 0.89 0.48 0.50 0.49 0.50
Proposed 0.92 0.93 0.92 0.93 0.60 0.65 0.62 0.63

b. In-Domain (Track, Assets) Zero-Shot(Infrastructure)
Model Precision Recall F1-score AUC Precision Recall F1-score AUC
Instruct-BLIP 0.30 0.35 0.32 0.34 0.20 0.25 0.22 0.24
GPT-4o 0.65 0.68 0.65 0.67 0.52 0.52 0.51 0.53
LLAVA 0.35 0.40 0.37 0.39 0.25 0.30 0.27 0.29
Gemini-Pro-Vision 0.71 0.72 0.71 0.73 0.45 0.48 0.45 0.47
Proposed 0.76 0.74 0.77 0.77 0.55 0.58 0.55 0.57

an F1 score of 0.55 (See Table 4.3b). These figures, while lower than those for

image data, still outperform other models like GPT-4o and Gemini-Pro-Vision, which

demonstrate lesser abilities to handle unseen video data effectively.

The generalizability analysis based on zero-shot performance highlights the Proposed

Model’s capabilities and areas for enhancement.

4.3.3 Does DefectTwin Adapt Based on User Needs?

We conducted this ablation based on several examples in the context of railway defect

inspection. The outcomes of this study are presented below.

• Surface Defect Visualization: Initially, DefectTwin’s visualization of a railway

tunnel with surface defect lacked detail. After fine-tuning, it produced detailed and

realistic textures accurately depicting surface defects (Fig.4.5a). In contrast, Dalle-3

and SDXL-Light provided visually appealing but less accurate results (Fig. 4.5b).
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(a)

(b)

Figure 4.4: (a) Latency and Token Generation: Text-To-Text (b) Latency VS Number of
Video Frames Processing
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(a) (b)

(c) (d)

Figure 4.5: (a) Surface Defect Visualization by DefectTwin (b) Surface Defect Visualization
by Existing Model (c) Screw Removal Prompt (d) Crack Enhancement Prompt
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• Crack Enhancement Prompt: Before fine-tuning, DefectTwin’s output for adding

cracks was not detailed enough (Fig.4.5c). Post-fine-tuning, it accurately added pro-

nounced and detailed crack textures, significantly enhancing defect visibility. Com-

pared to this, other models struggled to achieve the same level of detail.

• Screw Removal Prompt: DefectTwin effectively removed screws while maintain-

ing the integrity of the underlying image (Fig.4.5d), demonstrating superior perfor-

mance. Dalle-3 provided an aesthetically pleasing but less accurate response, while

Instruct pix-2-pix offered more practical outputs but was not as precise as Defect-

Twin.

The study on the qualitative outputs clearly demonstrates DefectTwin’s ability to adapt

its responses based on specific user inputs, especially after undergoing fine-tuning focused

on visual texture descriptions. Such adaptability is required for applications requiring

high fidelity in defect depiction and ensures that the tool can be reliably used in diverse

operational settings. The improvement post-fine-tuning underscores the importance of

specialized training datasets in enhancing the model’s ability to interpret and respond to

complex defect-related prompts accurately.

4.3.4 Is DefectTwin Resource-efficient?

To address this question, we focus solely on token usage and latency resulting from the

involvement of multiple LLMs in our system. However, to fully assess resource efficiency,

a more comprehensive evaluation should be conducted in a practical setting, where the

system is deployed over a connected railway network. Here, we need to measure the latency

and token conciseness to evaluate the suitability of the proposed AI inferencing approach
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for integrating seamlessly into real-world DT applications. We outline our findings as

followings.

• Performance on Token Generation and Latency: The graph depicted in Fig. 4.4b,

illustrates the relationship between the average number of tokens generated by each

model and their corresponding latency. DefectTwin shows an optimal balance with

a moderate number of tokens and comparatively lower latency than GPT-4O, which

exhibits a peak in latency despite a decrease in token count. This suggests that

DefectTwin manages to maintain efficiency in processing, crucial for real-time appli-

cations, where delay can critically impact user experience.

DefectTwin exhibits a consistent but lower increase in latency with more frames

than Instruct-BLIP [13] and LLAVA (see Fig. 4.4a), demonstrating better scalability

for continuous data streams like video monitoring.DefectTwin’s efficient token man-

agement reduces computational load and minimizes irrelevant responses, crucial for

accurate and fast processing in systems with limited resources.

• Latency Across Multiple Frames: The second graph in Fig. 4.4a, extends this

analysis to video data, depicting latency trends as the number of frames increases.

Here, DefectTwin shows a consistent increase in latency with more frames but re-

mains on a lower trajectory compared to models like Instruct-BLIP and LLAVA,

which exhibit significantly higher latency spikes. This indicates that while Defect-

Twin’s latency increases with more complex inputs, it scales more gracefully than

other models, which is vital for applications involving continuous data streams, such

as video monitoring through surveillance cameras.

• Token Conciseness and System Efficiency: The concise handling of tokens by

DefectTwin is crucial, especially when integrated with systems like text-to-image
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models where verbose responses could mislead the decoders, leading to inaccurate

or out-of-context outputs. The efficient token management by DefectTwin ensures

that only necessary information is processed, reducing the computational load and

minimizing the risk of generating irrelevant responses. This efficiency is paramount

when system resources are often limited, and processing speed is critical.

• Estimated Cost Analysis: We estimate a cost analysis based on both token gener-

ation and processing time for each scenario using the fine-tuned model. As illustrated

in the graphs in Fig. 4.4a , the latency varies with increased number of frames. Also

form Fig. 4.4b, we can observe that the latency changes with the number of token

generation. Additionally Based on these factors the cost can be estimated using the

following formula:

C =
n∑

i=1

(Tokensi × Cost per Tokeni)

+
m∑
j=1

(
Processing Timej × Cost per Secondj

)
(4.1)

Where Tokensi is the number of tokens generated in the ith task; Cost per Tokeni is

the cost per token in the ith task; Processing Timej is the processing time in seconds

for the jth model; and Cost per Secondj is the processing cost per second in the jth

model.

Let us consider for processing a video clip of 15 s token generation is low upto 150

tokens) with a short processing time, resulting in the lowest overall cost, while for

a 30s clip, token generation increases to upto 260 tokens due to more raising the

overall cost, despite manageable processing times. This analysis indicates that while
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token generation is a key factor, processing time plays a critical role in overall cost,

particularly for scenarios involving more computationally demanding tasks.

4.3.5 Does DefectTwin Generate Useful and Relevant Responses?

Analyzing the performance across various models in text-only defect analysis, we observe

distinct patterns and levels of effectiveness in handling specific defect-related queries. A

detailed comparison and analysis based on the metrics of Answer Relevance, Context Rel-

evance, Helpfulness, Relevance, Accuracy, and Level of Detail is presented as follows.

• Relevance: Table 4.4, and Table 4.5 both demonstrate that comparatively Defect-

Twin performed better than related models in most of the tasks.

However, relevance decreased significantly for measurement or maintenance-related

tasks. Because the fine fine-tuning focused more on defect description rather than

monitoring. Benchmarks like GPT-4o and Gemini show moderate to low performance

in these metrics, which could be due to less effective training on domain-specific data

or limitations in their understanding of the context within technical settings.

By contrast, DefectTwin excels notably in both Answer Relevance and Context Rele-

vance across different categories (Defect Description, Case-Based, Maintenance, and

Measurement), indicating a robust understanding of the query context and deliver-

ing relevant responses. For instance, in defect description, DefectTwin achieves an

Answer Relevance of 0.88 and a Context Relevance of 0.97, substantially higher than

its counterparts.

• Usefulness: The Fig. 4.6, illustrates that DefectTwin outperformed existing models

in terms of helpfulness, relevance, accuracy, and level of detail scoring above 8 out of
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Table 4.4: Answer Relevance Across Different Task: Multimodal

(a) Defect Detection

Model Answer Relevance Context Relevance ROUGE-L Score
Instruct-BLIP 0.65 0.37 0.31
GPT-4o 0.43 0.52 0.54
LLAVA 0.45 0.58 0.36
Gemini-Pro-vision 0.41 0.51 0.21
Proposed 0.79 0.97 0.94

(b) Defect Risk Identification

Model Answer Relevance Context Relevance ROUGE-L Score
Instruct-BLIP 0.17 0.20 0.22
GPT-4o 0.36 0.49 0.32
LLAVA 0.59 0.52 0.21
Gemini-Pro-Vision 0.31 0.67 0.25
Proposed 0.78 0.95 0.92

(c) Maintenance Recommendation

Model Answer Relevance Context Relevance ROUGE-L Score
Instruct-BLIP 0.35 0.22 0.476
GPT-4o 0.51 0.35 0.62
LLAVA 0.27 0.43 0.33
Gemini-Pro-Vision 0.35 0.53 0.28
Proposed 0.46 0.86 0.84
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Table 4.5: Answer Relevance Across Different Task: Text

(a) Defect Description

Model Answer Relevance Context Relevance
GPT-4 0.65 0.87
GPT-4o 0.54 0.62
Gemini 0.41 0.51
Proposed 0.88 0.97

(b) Case-Based

Model Answer Relevance Context Relevance
GPT-4 0.62 0.89
GPT-4o 0.65 0.55
Gemini 0.88 0.63
Proposed 0.91 0.95

(c) Maintenance

Model Answer Relevance Context Relevance
GPT-4 0.61 0.44
GPT-4o 0.57 0.52
Gemini 0.39 0.54
Proposed 0.82 0.89

(d) Measurement

Model Answer Relevance Context Relevance
GPT-4 0.63 0.58
GPT-4o 0.52 0.48
Gemini 0.41 0.56
Proposed 0.64 0.59
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most of the criteria.

Figure 4.6: Response Utility for Rail Defect Inspection.

ChatGPT-4 and GPT-4o, while scoring reasonably in some categories, do not exhibit

the same level of performance as DefectTwin, especially in categories requiring deep

domain expertise like Maintenance and Measurement. The Gemini model, similarly,

lags in more nuanced categories, which highlights potential gaps in its training or

model architecture that may not fully capture the complexities of defect-related data.

The strong performance of DefectTwin, especially in providing contextually rele-

vant and detailed responses, suggests that its training on a diverse and comprehen-

sive defect dataset, possibly enhanced with domain-specific optimizations, signifi-

cantly impacts its effectiveness. However, to fully evaluate the utility of the response
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human(expert)-evaluation is crucial to be addressed in further improvements of De-

fectTwin.

While DefectTwin performs well overall, there is notable variability in its performance in

Measurement-related queries compared to other categories. Although still scoring relatively

high, this suggests that DefectTwin may benefit from further training or refinement to

enhance its understanding and response generation in highly technical or quantitatively

driven contexts.

4.3.6 Is a Deployed Tool on DefecTwin Ecosystem Usable?

To address this question we deployed a tool TextureMeDefect, based on the DefectTwin

ecosystem. This web-based tool allows users to create realistic defect textures interactively

on images of railway components taken with smartphones or tablets. We analyzed the

software usability score (SUS) across three scenarios as depicted in Fig. 4.7.

In Scenario-1 (Library-Based Selection), users select predefined materials and defects

from a library to generate textures using pre-trained models; in Scenario-2 (Creative

Prompt-based Generation), users write prompts to describe desired textures, which the

system refines and accordingly generates the texture; and in Scenario-3 (Image-Based

Generation), users upload images and specify defects to visualize them on specific material,

enabling a simulative understanding of defects on real-life components. Following we detail

the participants, procedure , and score interpretation for our evaluation.
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Figure 4.7: TextureMeDefect Tool for Defect Texture Generation on Mobile Devices [31]

Participants

A total of 15 voluntary participants took part in the testing with the following distribution:

46.67% Android users and 53.33% iOS (iPad) users. Among them, 87.10% of the users

are expert users who are familiar with generating image using AI-tools, while 12.90% are

non-expert users who have never performed AI-based image generation.

Procedure

The objective of this usability study is to evaluate how users interact with TextureMeDefect

through three scenarios stated earlier. Here are the modified 10 SUS questions to evalaute

the TextureMeDefect tool, focusing on the defect texture generation process:

• Q1: I found the process of generating defect textures using the input (dropdown/textbox/image
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upload button) options to be straightforward.

• Q2: I felt confident generating defect textures by using this user interface.

• Q3: The system’s instructions for generating textures through different modes (drop-

down, prompt, image upload) were clear and easy to understand.

• Q4: I believe that most users would learn to use this tool quickly.

• Q5: I felt that the time taken to generate defect textures was reasonable.

• Q6: I found the system unnecessarily complex when using custom prompts. (Reverse

scored)

• Q7: I would need technical assistance to use the tool for generating defect textures.

(Reverse scored)

• Q8: The tool was smooth and responsive when generating textures from images and

descriptions.

• Q9: I found the generated defect textures to be realistic and aligned with my input.

• Q10: I would use this tool again for defect texture generation in the future.

The SUS Scale provides a global view of subjective assessments of usability, scored on

a scale from 0 to 100. Questions 6 and 7 are reverse scored (i.e., a higher agreement is

negative for usability). Questions 1, 2, and 9 focus on specific modes (dropdown, prompt-

based, and image-based) in the tool.
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Figure 4.8: Average SUS Score per Question Across three Scenarios

Score interpretation

Scenario-1 demonstrates good usability across all questions, with an overall average close

to 70%, indicating the tool was easy to use, and participants found it relatively intuitive

and efficient. Ease of generating textures (Q1) and time taken (Q5) were rated the highest,

with a score of 4.9. Users reported high confidence (Q2) and were satisfied with the realism

of the textures (Q9).Overall, Scenario-1 reflects a usable tool with few issues that require

attention. Scenario-2 had a lower average SUS score of 55%, reflecting average usability

with several usability issues. Scenario 2 highlights the need for significant improvements,

particularly in instructions and tool complexity, as reflected in the clarity of instructions

(Q3) score of 3.5.Similar to Scenario 1, Scenario 3 also had an average SUS score of 70%,
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indicating good usability but with some room for improvement. Ease of use (Q1), time

taken (Q5), and confidence (Q2) were rated relatively high, around 4.9-4.7. Users found

the tool responsive (Q8) and appreciated the realism of the textures (Q9) generated in this

scenario. However, The complexity of the tool (Q6, reverse scored) and need for assistance

(Q7, reverse scored) were slightly lower compared to Scenario 1, reflecting some additional

complexity in using custom prompts or uploading images.

Based on the score interpretation, it could be concluded that DefectTwin can be useful

when deployed as a good tool. However, the complexity of interface may reduce the user

satisfaction, therefore the design of the multimodal interface need to be considered and

further heuristics can be designed for standard design of the interface of LLM-enabled

DefectTwin tools.
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Chapter 5

Conclusion and Future Work

This chapter concludes the research by summarizing the key findings, discussing the limi-

tations of the study, and proposing directions for future research. It underscores the con-

tributions made to the field of AI-driven DT systems for visual defect inspection in railway

PHM, while also reflecting on the broader implications and potential enhancements for this

work.

5.1 Summary of Contribution

This thesis aims to design and develop DefectTwin, an innovative LLM-based Digital

Twin ecosystem for visual defect inspection in Railway PHM. DefectTwin addresses the

limitations of traditional AI approaches by integrating LLMs to enhance data utilization

and improve the accuracy of defect detection. This research addressed critical challenges

in existing approaches, including data scarcity, multimodal data integration, predictive

accuracy, and operational efficiency, by leveraging the capabilities of generative models,
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multimodal AI, and QoE-driven adaptation mechanisms. The proposed system demon-

strated its effectiveness in tackling persistent problems in railway maintenance, achieving

high precision, adaptability, and usability.

At the heart of the research lies the synthetic data generation pipeline, which mitigates

the challenge of insufficient data by creating diverse, realistic defect datasets. This pipeline

enabled the fine-tuning of an M² LLM component, which seamlessly integrates multimodal

inputs such as text, images, and video to improve data fusion and prediction accuracy. The

incorporation of a QoE feedback loop further allowed continuous performance refinement

based on real-world user feedback, enhancing both the system’s adaptability and user

satisfaction.

Our experimental results demonstrate that DefectTwin outperforms existing models,

achieving high precision for both image and video data. Notably, DefectTwin exhibits

better zero-shot performance for unseen examples, highlighting its adaptability to new sce-

narios. Furthermore, the system demonstrates low latency for image and text generation,

crucial for real-world deployment. User evaluations confirm DefectTwin’s usability, with a

decent SUS score at acceptance range.

5.2 Limitations

Although this thesis address crucial gaps in advancing PHM railway by addressing persis-

tent challenges, there are few remaining challenges still to be addressed. We discuss the

following limitations and possible extensions of this research based on our findings.

1. Computational and infrastructural overhead: The integration of LLM compo-

nents significantly increases computational requirements. This should be taken into
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consideration for resource-constrained environments. For example, edge computing

devices or real-time systems, where maintaining efficiency while ensuring high pre-

diction accuracy can be challenging. Additionally, the dependence on cloud-based

processing introduces concerns related to operational costs, data privacy, and secu-

rity. Although the study analyzed token usage and latency, a complete evaluation of

resource efficiency requires deployment in a real-world setting over a connected rail-

way network. Analyzing computational load, communication overhead, and energy

consumption in a practical scenario is essential for optimizing resource utilization.

Beyond computational demands, infrastructural overhead also plays a critical role.

Many existing railway monitoring systems rely on outdated or legacy infrastructure

that lacks the necessary computational capacity to support LLM-driven inferencing.

These older systems often have limited processing power, insufficient memory, and

incompatible communication protocols, making integration with modern AI pipelines

inefficient.

2. Deployment related issue: In this study, we utilized static datasets, such as im-

ages and pre-recorded videos, to evaluate the performance and effectiveness of the

proposed DefectTwin ecosystem. While this approach allowed for controlled experi-

mentation and consistent validation of the system’s capabilities, it does not fully re-

flect the dynamic nature of real-world railway operations. Further research is needed

to explore the integration of real-time streaming data from diverse sources within

the DefectTwin ecosystem, addressing challenges related to data synchronization,

processing speed, and system latency.

3. Improving user satisfaction and reliability: The usability study of the deployed

tool-TextureMeDefect [31], revealed challenges related to interface complexity, par-
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ticularly in scenarios involving custom prompts and image uploads. Refining the

multimodal interface design and incorporating user-friendly features is essential to

enhance overall usability and user satisfaction. Additionally, the generated outputs

may not always be equally helpful for addressing maintenance-related queries, as

they require more contextually grounded responses based on the specific policies and

guidelines of defect inspection for various railway assets. These guidelines often differ

across countries, devices, and organizational standards. Furthermore, access to such

documents is frequently restricted, adding another layer of complexity to ensuring

the tool’s effectiveness in real-world applications.

4. Inherited issues of LLMs: While LLMs provide significant advancements in defect

detection and railway PHM, they inherit certain fundamental limitations. One of

them is domain-specific hallucination. LLMs fine-tuned on general defect datasets

may generate hallucinated outputs when applied to highly specialized domains like

railway defect analysis. This can lead to incorrect or overly confident predictions.

Another issue is that the field of LLMs is continuously evolving, with new versions

frequently improving on prior limitations. This introduces a challenge in maintaining

system consistency and adaptability over time.

5.3 Future Direction

In this section we present possible improvements to the remaining challenges. The following

improvements are recommended to be applied in further extension of this thesis. Also, we

illustrate the examples of few ongoing improvements from our future projects.
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5.3.1 Improvements to the Resource-efficiency

Deploying LLMs on hybrid platforms can effectively address resource constraints by opti-

mizing performance across diverse environments. For example Groq’s Language Processing

Unit (LPU) offers a compelling solution in this context [95]. LPU is designed for AI infer-

ence tasks to deliver exceptional compute speed and energy efficiency, achieving up to 10

times better performance per watt compared to traditional GPUs [68]. This setup allows

organizations to leverage Groq’s LPU technology on-site, providing enhanced AI inference

capabilities within their own facilities. Additionally, Groq offers the GroqCloud™ service,

enabling access to LPU technology via the cloud. This flexibility allows enterprises to

choose between cloud-based and on-premises deployments based on their specific needs

and preferences [3]. Developing lightweight variants of the Multimodal LLM components

can be adopted for edge computing devices [94].

Additionally, techniques like model pruning, quantization, and knowledge distillation

can reduce computational demands while maintaining prediction accuracy [77]. However,

deploying the DefectTwin system on a connected railway network to analyze real-world

computational loads, communication overhead, and energy consumption is required to

address the resource-constraint issue more comprehensively.

5.3.2 Improvements to the Deployment

Enabling data preprocessing at the edge to reduce latency and the volume of data trans-

mitted to central servers. This approach can improve system responsiveness in dynamic

railway environments. Pilot deployments can be conducted to evaluate the system’s ability

to handle live streaming data in diverse railway scenarios [16]. Improvement of deploy-

ment issues also required to consider data variability, incomplete streams, and hardware
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constraints to refine real-time capabilities. Combining edge computing for local data pre-

processing with cloud-based processing for complex inference tasks can be beneficial for

both resource constraints and deployment related issues. Therefore, we recommend a hy-

brid model which can balance computational load and reduce communication overhead

while addressing concerns about latency and energy consumption.

5.3.3 Improvements to the Reliability and Usability

To improve the reliability of the deployed tools require developing mechanisms to dynam-

ically integrate and reference country-specific and device-specific maintenance guidelines.

Figure 5.1: Response by Fine-Tuned LLM and Insta-RAG based Chatbot From Ongoing
Work
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We recommend incorporating Multi-modal-RAG [67] [30] along with the fine-tuned

LLMs to enables the system. This hybrid models can provide responses grounded in specific

policies and guidelines pertinent to various railway assets. From our ongoing work in this

regard, we illustrate an example in Fig. 5.1. It can be clearly observed from the output

that RAG-based approach offers relevant, explainable response. For example, the Insta

RAG response, clearly highlights specific terms and concepts like “transverse fissures,”

“longitudinal defects,” and “loading patterns.”

While the fine-tuned LLM provides a broad overview of key practices in rail track

management. Additionally, the explicit reference to the source (e.g., “Ref: Track Inspection

Manual U.S.”) enhances explainability, as users can directly access the original documents

for verification, thereby improving trust in the response.

Figure 5.2: Response by Multimodal RAG Tool From Ongoing Work

100



Also the output from our multimodal RAG-based tool in Fig. 5.2, showcases a query

about the visual features of a web defect for crack development, processed using a retrieval-

based method. The retrieved documents provide specific visual evidence (e.g., images of

split web defects and descriptions of rust-colored bleeding, heavy axle loading impacts,

and residual stresses) and a corresponding text-based explanation. By combining image

and text retrieval, the tool provides comprehensive responses, improving understanding for

defect inspection scenarios.

Maintenance personnel can query the system for both visual illustrations and textual

guidelines, aiding decision-making. In our future work, we aim to extend approach can

extend to various industries where multimodal information is vital (e.g., transportation,

manufacturing).

While accessing and integrating relevant documents, the system can deliver more ac-

curate and trustworthy information, collaboration with railway organizations to access

restricted documents is essential to enhance response relevance without compromising pri-

vacy.

5.3.4 Improvements to the LLM Posed Issues

The AI-inferencing engine of DefectTwin is designed to aggregate LLM components M2

LLM according to the user’s need. Therefore adapting newly evolved LLM for AI-inferencing

is seemless. However, to offer more dynamic control, customizable system instructions

can help steer model behavior according to domain-specific constraints. By dynamically

adjusting prompts, safety filters, or response structures, domain experts can guide the

model toward more relevant outputs while avoiding misleading or hallucinated informa-

tion. Additionally, instead of requiring manual reconfiguration for every new LLM version,
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a self-adaptive prompt engineering module can be developed. This module would ana-

lyze model behavior and dynamically adjust query structures to maintain consistent and

accurate outputs.

Synthetic data is on its way to addressing data scarcity and fueling precision toward

reliability in industrial applications.
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Toward intelligent cyber-physical systems: Digital twin meets artificial intelligence.

IEEE Communications Magazine, 59(8):14–20, 2021.

[39] Himanshu Gupta and Pradeep Kundu. Digital twin development for feed drive sys-

tems condition monitoring and maintenance planning. In Proceedings of the European

Conference of the PHM Society 2024 Doctoral Symposium, page 4, 2024.

[40] Saeed H-Nia, Jesper Flodin, Carlos Casanueva, Mathias Asplund, and Sebastian

Stichel. Predictive maintenance in railway systems: Mbs-based wheel and rail life

prediction exemplified for the swedish iron-ore line. Vehicle System Dynamics, pages

1–18, 2022.

108



[41] M. Hicham, J. Smith, and A. Doe. Toward an intelligent diagnosis and prognos-

tic health management system for autonomous electric vehicle powertrains: A novel

distributed intelligent digital twin-based architecture. IEEE Access, 12:12345–12356,

2024.

[42] Jiaxing Huang, Jingyi Zhang, Kai Jiang, Han Qiu, and Shijian Lu. Visual instruction

tuning towards general-purpose multimodal model: A survey. arXiv, 2023.

[43] Sakdirat Kaewunruen, Mohannad AbdelHadi, Manwika Kongpuang, Withit Pansuk,

and Alex M. Remennikov. Digital twins for managing railway bridge maintenance,

resilience, and climate change adaptation. Sensors, 23(1):252, 2023.

[44] Sakdirat Kaewunruen, Abdullah Abimbola Adesope, Junhui Huang, Ruilin You, and

Dan Li. Ai-based technology to prognose and diagnose complex crack characteristics

of railway concrete sleepers. Discover Applied Sciences, 6(5):1–16, 2024.

[45] Sakdirat Kaewunruen and Qiang Lian. Digital twin aided sustainability-based lifecycle

management for railway turnout systems. Journal of Cleaner Production, 228:1537–

1551, 2019.

[46] Uday Kumar and Diego Galar. Transformative maintenance technologies and business

solutions for the railway assets. In Handbook of Advanced Performability Engineering,

pages 565–595. Springer, 2021.

[47] Vimal Kumar, Priyam Srivastava, Ashay Dwivedi, Ishan Budhiraja, Debjani Ghosh,

Vikas Goyal, and Ruchika Arora. Large-language-models (llm)-based ai chatbots:

Architecture, in-depth analysis and their performance evaluation. In International

Conference on Recent Trends in Image Processing and Pattern Recognition, pages

237–249. Springer, 2023.

109



[48] Bo Li, Yuanhan Zhang, Liangyu Chen, Jinghao Wang, Fanyi Pu, Jingkang Yang,

Chunyuan Li, and Ziwei Liu. Mimic-it: Multi-modal in-context instruction tuning.

arXiv preprint arXiv:2306.05425, 2023.

[49] Jianbo Li and Hongmei Shi. Rail corrugation diagnosis of high-speed railway based

on dynamic responses of the vehicle. In 2020 Prognostics and Health Management
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