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Abstract

With the mumber of different networks in existence, networks need to
be interconnected via gateways to allow end users of one network to
communicate with end users of other networks. The gateways that
connect the networks must deal with heterogeneity in the protocols they
support. One approach is to implement a profocol converter on the
gateway to translate and synchronize the messages between different
protocols in such a way that the required service of the common upper
layer protocol is satisfied.

In this thesis we explore one of the main problems of heterogeneous
network interconnection at a gateway: the protocol conversion
problem. The protocol conversion problem deals with the rules for
message exchanges and the behavioral concerns that deal with the
reconciliation between different protocol message formats, their
orderings and the service they provide. This thesis provides a
formulation of the protocol conversion problem in a general
framework.

Formal methods have been proposed for the protocol conversion
problem based on a common specification model for protocols: the
Communicating Finite State Machine (CFSM) model. These formal
methods require that the conversion requirements be defined formally
as well. There are two types of conversion requirements: protocol-level
conversion requirements that specify the translation requirements and
the synchronization requirements of the protocol converter in terms of
peer protocol messages, and service-level conversion requirements that
specify the service requirements in terms of the service primitives of
the conversion system. Based on the presented formulation of the
protocol conversion problem, in this thesis an approach to synthesize
service-level conversion requirements is proposed. Furthermore, an
approach to synthesize the protocol-level conversion requirements that
capture the semantic relation between the two protocols as it is
specified by the service-level conversion requirements is proposed. It is
then shown that existing formal methods can be used to synthesize a
protocol comverter using the constructed protocol conversion

requirements.
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Chapter One
Introduction

Communication between two end users in a network relies on the ability of the
communicating entities to exchange information in an orderly fashion. Communication
protocols provide the set of rules that govern the orderly exchange of information. With
the number of different networks in existence, networks need to be interconnected via
gateways to allow end users of one network to communicate with end users of other
networks. This can complicate the communication since each constituent network may
bave its own communication protocols different from the other networks communication
protocols. This is called heterogeneous network interconnection. The gateways that
connect the networks must deal with this heterogeneity. One approach is to implement a
protocol converter on the gateway to translate and synchronize the messages between
different protocols in such a way that the required service of the upper layer protocols is
satisfied. The end users on the different networks will still use the same access protocols
to establish connection and transmit information; insertion of gateways and converters is
transparent.

Heterogeneous network interconnection at a gateway involves solving two main
problems: architectural problem and protocol conversion problem. The architectural
problem deals with matching the layered architectures in two networks to identify the
layers at which the interconnection will take place. The protocol conversion problem deals
with the rules for message exchanges and the behavioral concerns that deal with the
reconciliation between different protocol message formats, their orderings and the service

they provide.



Interconnection typically can occur at any layer as long as the protocols are consistent
in the endsystems above the interconnection layer. Two different approaches to protocol
conversion can be considered: conversion at the service level (via a service interface
adapter) or conversion at the protocol level (via a protocol converter).

The design of a communication protocol and, in particular, the design of a protocol
converter are challenging problems. To address these problems formal methods for
protocol design, and more recently, formal methods for synthesizing protocol converters,
have been developed. In a formal design or synthesis method, a protocol is represented by
a formal model. The communicating finite state machine (CFSM) model [BZ83] is a
formal model widely used to specify communication protocols.

In the CFSM model, a protocol specification is represented by a network of protocol
entities that communicate by exchanging messages. The behavior of each protocol entity is
modeled by a CFSM. The communication between the protocol entities can be modeled by
direct communication (synchronous or asynchronous over simplex channels) or indirect
communication (via a communication medium also modeled by a CFSM). In the case of
asynchronous communication, each channel is represented by an error free FIFO queue.

A formal method for protocol conversion requires that the conversion requirements be
defined formally as well. There are various forms of conversion requirements found in the
literature, however, they can be grouped by the type of conversion requirements they
specify. Protocol-level conversion requirements specify the translation requirements and
the synchronization requirements of the protocol converter in terms of the peer protocol
messages of the two different protocols. The service-level conversion requirements specify
the service requirements in terms of the service primitives of the conversion system. The
approaches proposed in the literature synthesize protocol converters that satisfy either
protocol-level conversion requirements or service-level conversion requirements, but not
both.

Service-level conversion requirements are typically specified in the form of a required
service specification of the cbnversion system, i.e., a CFSM that specifies the service that

must be provided by the conversion system protocol in terms of the service primitives. Of



the various forms of protocol-level conversion requirements proposed in the literature, the
conversion seed [Oku86][CL90d] is the most expressive in specifying the translation
requirements and synchronization requirements of the converter. The conversion seed is a
CFSM that declares the semantic relation between two dissimilar protocols in terms of
their peer protocol messages. [Oku86] and [CL90d] each propose a solution for an
instance of the protocol conversion problem that rely on protocol-level conversion
requirements specified as a conversion seed. Of the approaches based on protocol-level
conversion requirements, the conversion seed approaches [Oku86][CL90d] are the most
formal and precise protocol-level approaches to the protocol conversion problem. If
suitable conversion seed can be found they provide efficient, algorithmic solutions to
determine if a protocol converter exists and generate one if it does.

In the sequel, we provide a formulation of the protocol conversion problem in a general
framework. We have observed that there is a gap between the starting point of the
protocol conversion problem in our formulation and the starting point of each of the
approaches proposed in the literature. None of the approaches based on service-level
conversion requirements provides a mechanism to derive the required service of the
conversion system. Furthermore, none of the approaches based on protocol-level
conversion requirements, including the conversion seed approaches, provides a mechanism
to derive protocol-level conversion requirements that capture known service-level
requirements.

Based on our formulation of the protocol conversion problem, an approach to
synthesize the required service specification for the conversion system is proposed.
Furthermore, an approach to construct a conversion seed that captures the semantic
relation between the two protocols as it is specified in the required service specification is
proposed. Existing formal approaches can then be used to synthesize a protocol converter.

In Chapter 2, we discuss heterogeneous network interconnection. In Chapter 3, our
formulation of the protocol conversion problem is presented. We also provide the
necessary background to study the proposed approaches to protocol conversion found in

the literature. In Chapter 4, we provide a survey of formal methods to protocol



conversion. In Chapter 5, we propose an approach for deriving the service-level
requirements, and their equivalent protocol-level requirements, for protocol conversion.
Examples of the application of our approach for the synchronous case and the
asynchronous case are provided in Chapter 6 and Chapter 7, respectively. Chapter 8
concludes the thesis with a summary of contributions and directions for future research.
List of Contributions
e We provide a formulation of the protocol conversion problem, and a survey and
analysis of the current literature on protocol conversion, restricted to the CFSM model

for protocol specification.

e We provide a formal approach to synthesize the required service specification for the

conversion system: This approach allows for the maximum safe solution.

e We provide a formal approach to synthesize a conversion seed that captures the
service-level conversion requirements for safety as specified in a required service
specification for the conversion system. The approach can be applied to both the

synchronous model of communication and the asynchronous model of communication.

e We provide an improvement to our conversion seed synthesis approach. The
improvement is an efficient reduction technique that can reduce the number of states
and transitions in order to reduce the state space explosion that occurs when finding

the product of CFSMs.

e We provide a second improvement to our conversion seed synthesis approach. The
improvement uses the efficient protocol pruning technique [LNS95][KLNS93] to
remove those parts of the input CFSMs that do not contribute to the service to be

provided.

e Finally, when our synthesis approaches are used with an existing conversion seed
based approach, we have a new formal approach for constructing a protocol converter.
To our knowledge this is the first approach not based on the existence of an SI4, that

addresses the safety property for the asynchronous model of communication.



Chapter Two
Heterogeneous Network Interconnection

A general network architecture has been described by the OSI reference model. The

reference model has seven layers as shown in Figure 1 [Zim80].

Application « ¥ Application
Presentation '« "P Presentation
Session |« 9 Session
Transport |« $ Transport
Network |« % Network
Data Link $ Data Link
Physical 4———-—’ Physical

Figure 1: Network architecture based on the OSI reference model

The first layer, the physical layer, provides a virtual link for transmitting a sequence of
bits between any pair of nodes joined by a physical communication channel. The second
layer, the data link control layer, converts the unreliable bit pipe at the physical layer into a
higher level, virtual communication link for sending packets asynchronously but error-free
in both directions over the link. The third layer, the network layer, provides a virtual link
for end-to-end packets; routing, flow control and congestion control are implemented at
this layer. The fourth layer, the transport layer, provides a virtual link for end-to-end
messages; it provides multiplexing services, and handles important issues such as naming

and addressing, connection establishment and termination, error recovery, and



synchronization. The fifth layer, the session layer, provides a virtual session; it handles the
interactions between the two end-points in setting up a session. The presentation layer
provides a virtual network service to the final layer, the application layer. The main
functions of the presentation layer are data encryption, data compression, and code
conversion. The application layer does the work specific to the particular application to
provide services to the users of the network.

Although many existing protocol architectures do not follow exactly the layered
structure of the OSI reference model, the layered approach has become essentially

universal and has been widely adopted in many computer networks.

layer-(V+1) i (N+1) User : | (V+1) User |
. f Supplied Service: N-service f
—layer interface ‘ ‘
[ Protacol ! N-protocol . | Protocol |
layerN | ppgy (€7 *  Entity

Required Service: (N-1)-service *

: *
—1layer interface * L

layer-(V-1)

Figure 2: Layered network model

In any layered network model, the concepts of protocol and service are crucial (Figure
2). Each layer consists of a collection of protocol entities that are distributed over different
locations. The protocol entities that are in the same layer are called peer protocol entities.
The peer protocol entities of layer-N provide the communication service, called N-service,
to layer-(N+1) users. The N-service is accessed by the user entities through a layer
interface. Likewise, the protocol entities of layer-N access the communication service
called (NV-1)-service, provided by layer-(N-1) through another layer interface. The entities
of layer-N use the (N-1)-service for exchanging messages. The rules that govern the
exchange of these messages among the entities are collectively called an N-protocol.
Therefore, for each layer-N, there exist two levels of abstraction: N-service and N-
protocol. At the higher level of abstraction, the N-service defines the functionality to be



provided to the (V+1)-entities. At the lower level of abstraction, the N-protocol defines
the behaviour of the N-entities inside layer-NV.

In reality, no data or messages are transmitted horizontally from one entity to another
except in the lowest layer. Each layer passes data down to the layer immediately below it;
however, each entity is able to conceptually think of its communication as being
horizontal.

In [Sun90] network interconnection is defined to be “any technique which enables
systems on one network to communicate with or make use of services on another
network™. The interconnection is accomplished at a particular node, called a gateway,
connecting two or more networks to form an internetwork. Protocol conversion is
associated with network interconnection because of the need to interconnect networks of
different architectures (i.e., implementing different protocols). Protocol conversion, if
necessary, is usually realized in the gateway, although this is not necessarily always the
case. The distinction between the gateway function and the converter function was
addressed in [Flu88].

gateway function: a system that represents a particular point of data transit between a

number of physical or logical networks, whether they use the same protocols or not.

converter function: a system that realizes a mapping at a given layer between two
different communication protocols. It can be realized either within an endsystem or

within a gateway.

All three possible combinations of the two functions exist. A gateway where no
conversion is necessary because the protocols used in the interconnected networks are the
same; a converter that is implemented within an endsystem; or a converter that is
implemented within a gateway that interconnects two networks with different network
architectures. We will be considering heterogeneous network interconnection within a

gateway where conversion is necessary.



2.1 Heterogeneous Network Interconnection Architectures

Consider the interconnection of two networks at a gateway. The ideal solution to the
interoperability would be to use common protocols for all layers above the network layer
[Gro86]; however, this is not currently feasible. Since conversion is a reality, the optimum

solution would be to perform conversion at all layers within a gateway, which would make
full interoperation through a converter possible. However, the higher protocol layers (i.e.,
above the transport layer) are so diverse that an all-embracing protocol layer conversion
that retains the end-to-end significance of every layer is not feasible.

The particular node and the layer of interconnection are two of the major architectural
issues in internetworking. The nature of the application plus economic and system
structure considerations [Gre86] suggests the choice of the node and the choice of the
protocol layers at which the interconnection is to be made. Interconnection typically
occurs at the physicai iayer (repeaters), at the daia link layer (bridges) or at the netwoik
layer (routers, usually in wide area networks). There are cases, however, where
interconnection occurs at the transport layer or application layer.

Figures 3 and 4 show two heterogeneous interconnection architectures. The process
indicated by “====" in each figure represents where interconnection with conversion is
necessary.

In Figure 3, two subnets, U and ¥V, have to be interconnected to allow for
communication between endsystems S and D. The two subnets being interconnected form
an internet. In this example there are three different network architectures, 4, B and C.

The interconnection and conversion is implemented at layer-N of network 4 and layer-M

of network B by a gateway.
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Figure 3: Heterogeneous network interconnection, complete conversion

This example demonstrates complete conversion between architectures 4 and B, up to
layer N and M, respectively. The 4 header information and protocols are absent along the
path to the right of the point of the conversion, and, accordingly, the B header information
and protocols are absent along the path to the left of the conversion. Above the
interconnection layer, the protocols must be consistent in the endsystems. It is assumed
that the N-service of network architecture 4, and the Af-service of network architecture B
each satisfy the required service of layer-L of network architecture C.

In Figure 4, a “classical” protocol conversion situation is shown. The network
architecture of both endsystems are compatible, i.e., they both implement network

architecture A at all layers. However, the actual network connection is heterogeneous
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Figure 4: Heterogeneous network interconnection, partial conversion

because it passes through the segment in the center which obeys network architecture B.
The two gateways implement conversion between layer-V of network architecture 4 and
layer-M of network architecture B. In this case only layers 1 through A of network
architecture B are used.

This example demonstrates partial conversion between network architectures 4 and B,
so long as the conversion takes place at a lower layer than the application layer, i.e., there
are portions of the access path over which the headers of network architecture A are
encapsulated within those of B.
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2.2 Protocol Mismatches

Assume the node has been chosen for the interconnection that will be performed between
layer-N of architecture 4 and layer-M of architecture B.

The N-service of architecture A and the M-service of architecture B must be analyzed
to determine if there is a usable large common subset of functionality. This can be done by
decomposing the N-protocol of architecture 4 into a set of atomic protocol functions
[Gre86], or basic components [Bie89], that the layer performs during the steady-state
phase as a -service to layer-(V+1) of architecture A. (For example, segmenting,
concatenating, resequencing, error control, flow control, synchronous vs. asynchronous,
class of service, etc.) The M-protocol should be decomposed into its atomic protocol
functions as well. The degree of overlap between these sets indicates the extent to which a
conversion can be made.

- S . - wwsluven dvve

There are a number of poinis that musi dbe taken intd Consideraiion waeh ¢

)

ante ~F
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C

functions are analyzed to identify the common subset of functionality between N-service
and M-service. These are listed below:

I. Three sets of protocols must be considered: peer protocols, control protocols and
interface protocols.

An entity engages in a set of interface protocols with the next higher layer in the same
node, peer protocols with its peer in another node and executes control protocols with a
control entity within the same node. An interface protocol will not provide the correct
services if there are significant mismatches involving the other protocols.

The internal details of each layer entity will vary among implementations. What must
match are the externally visible properties of a protocol: syntax rules (commands,
responses and parameters) and semantics (allowed sequences of exchanges including time
dependencies). Each atomic protocol function in each of layer-N and layer-M should be
broken down into its peer, control and interface protocols, expressed in terms of their
syntax and semantics. There must be a reasonable match between all three protocols if the

conversion system will be able to support that atomic protocol function.

11



II. Both the transient and steady state aspects of a protocol must be considered.

The transient aspects of a protocol (i.e., connecting, disconnecting, test and recovery)
must be analyzed when studying a possible mismatch along with the steady-state (time
interval during which the access-path does useful work for the end users) aspects of a
protocol.

M. Long term effects must be considered.

It is insufficient to think of mapping single events at layer-N to single events at layer-M.
The mapping must take into account both the transient and steady state aspects as

sequences of events over a span of time.

Once the atomic protocol functions are determined for each of layer-¥ and layer-M,
and they are each decomposed into their peer, interface and control protocols, including
both transient and steady-state aspects, the common subset of functionality is analyzed to
determine if it is effective enough to satisfy the required service of the common upper
layer.

A protocol mismatch [Gre86] at the point of conversion is the set of diségreements that
exists within the common subset of atomic protocol functions. A hard mismatch is a
degree of mismatch that renders the system inoperable. For example, a hard mismatch
occurs if a required atomic protocol function is not included within the common subset of
functions. A hard mismatch also occurs if the mismatch between the protocols for the
same atomic protocol function is so severe that the requirements can not be met. A soft
mismatch is a degree of mismatch that is not severe enough to prevent the network from
being used for the particular application intended. Of course, it is possible that there is no
mismatch between the protocols for an atomic protocol function, i.e., the protocols have

the same syntax and semantics.

2.3  Approaches to Interconnection

Given the node where the interconnection will be implemented, and the layer of

architecture A, layer-N, and the layer of architecture B, layer-M, how can we interconnect
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the protocols at these layers so that the required service of the common upper layer is
satisfied?

There are a number of approaches to interconnection at a gateway. The selection of an
approach depends on the degree of mismatch between the protocols (none, soft or hard)
and the required service of the upper layer. If possible, we could modify the entities to
provide the required service to the upper layer and make the protocols compatible. This is
a very expensive choice because of the number of nodes that would have to be changed.
Approaches that are more practical include interconnection at the service level,
interconnection at the protocol level, and protocol complementation.

2.3.1  Service level interconnection
In [BMMO90] there is a good discussion on the interconnection of services at the service

level. It claims that most compatibility issues can be discussed in terms of the compatibility
actual protocol implementation. In this case, only
the interface protocols are considered to implement the mapping between layer-N and
layer-M since the interconnection is performed above these layers.

I. Service concatenation or service relay

Service concatenation (Figure 5) may be used when interconnecting identical services at a
gateway where an interaction of one interface can be mapped onto a corresponding
interaction of the other interface. Obviously, these protocols must have no protocol

mismatch. Note that not all protocols without a mismatch can simply be concatenated.

User of N- User of M-
service of service of
A B
Provider of N-service of 4 Provider pf M-service of B

Gateway

Figure 5: Service concatenation
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The N-service of 4 and the M-service of B can be concatenated if the following
conditions hold:

o Interactions initiated by the provider of the N-service of 4 (resp. M-service of B), can

be mapped onto interactions initiated by a user of the M-service of B (resp. N-service

of A); this should include a mapping of corresponding parameters of the mapped

interactions.

e Legal sequences of interactions initiated by the provider of the N-service of 4 (resp.
M-service of B) are consistent with the legal sequences of interactions that could be

initiated by a user of the M-service of B (resp. N-service of 4).

. Service Interface Adaptation

Service interface adaptation (Figure 6) may be used when interconnecting possibly
different services at a gateway that are abstractly equivalent, i.e., there is no semantic
mismatch. This implies that although they have different interfaces they provide the same

abstract service and a mapping between the two interfaces can be defined.

User of N- Service User of M-
service of Interface service of
A Adapter B

A A
Provider of N-servige of A Provider| of M-service of B
Gateway

Figure 6: Service interface adaptation

Semantically equivalent services can be interconnected through an interface adapter
module if the following conditions hold:
e abstract interactions can be “extracted” from the two interface specifications; and

e the conditions defined for service concatenation above hold for this set of abstract

interactions.
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III. Restricted Service Interface Adaptation

Service interface adaptation (Figure 7) may be used to provide interconnection at a
gateway over the common subset of functionality if the services to be concatenated are not
equivalent. This would require that both protocols be restricted to the functionality of this
common service subset. This solution is only realistic if this common service subset

satisfies the required service of the common upper layer, ie., a soft mismatch exists

between the protocols.
User of N- Service User of M-
service of Interface service of
1‘{ Adapter B
------------- ccmmonservicesub%et-------------
v
Provider of N-servige of 4 l ' Provider of M-service of B !
L I _
Gateway

Figure 7: Restricted service interface adaptation

The easiest approach to interconnection at a gateway is to use a common service
boundary since it is not concerned with the details of the peer protocols and the control
protocols. The conversion is done between layer-N of one network architecture, and layer-
M of the other, assuming that the protocols above those layers in the two networks are
compatible. The advantage is that existing protocol implementations can be used within
the gateway (Figure 8).

The service level interconnection at a gateway raises valid concerns about the end-to-
end significance of the original protocols, the concatenation of reliable and unreliable
services, etc., since not all the peer and control protocol’s functions will surface at the
. service level and this may be relevant tc; the required service. Clearly, the M-protocol and
N-protocol terminate at the gateway thus any end-to-end synchronization capability of the
existing services will be lost.
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Figure 8: Service level interconnection at a gateway

Sumnshine {Sunc)c} addresses this majgr isene of interconnection: step-vvise versus end-

to-end service. Bochmann et al. [BMM?90] also addresses it under the term concatenation
invariance. A global property of a communication service is concatenation invariant
[BMMO90] if it remains satisfied on an end-to-end basis over several concatenated
communication services and it is satisfied by each service individually. Most global
properties of communication services are concatenation invariant according to [BMMO90],
however, if certain required global properties are not concatenation invariant then service
level interconnection is not sufficient.

Consider the example of delivery confirmation. Local delivery confirmation is a
confirmation that is issued after the data is received by the network. Remote delivery
confirmation is a confirmation that is issued after the data is received by the end node and
sent to the receiving user. User-to-user delivery confirmation is a confirmation that is
issued after an explicit acknowledgment of receipt is issued by the receiving user. Local
and user-to-user delivery confirmation are concatenation invariant, however, remote
delivery confirmation is not concatenation invariant.

Note that quantitative (i.e. performance considerations) are not concatenation invariant.

Delay tends to be additive under concatenation and throughput follows the minimum limit.
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2.3.2 Protocol Ievel interconnection

A more complex but more efficient approach to interconnection at a gateway requires
replacing layer-N and layer-M in the gateway with a converter that maps the layer-N
protocol to the layer-M protocol and vice-versa. The converter maps between sequences
of events of one protocol into sequences of events of the other protocol. The converter
function is defined explicitly in terms of the peer protocol messages exchanged within the
two interconmected networks according to their respective protocols. Protocol level
conversion attempts to provide conversions for all the protocol level common
functionality. This can make the converter completely transparent in some cases (Figure
9).

- —————————————— —

M e——m——————_———— — — — —» N+l

N  |[«— — — - Protocol Converter [¢—— ——» M

N1 a———— N-1 M1 a—~———> M1
N-2, N-3, .. M-2, M-3, ...

Figure 9: Protocol level interconnection at a gateway

Maintenance of the end-to-end semantics with a peer protocol converter is essential, at
least within the common subset of functionality required by the application. Protocol level
interconnection overcomes some of the problems with service level interconnection
because it enables end-to-end synchronization at the conversion level. As an example one
can refer to [Bie89] which describes three approaches for the protocol level
interconnection of error control mechanisms:

e no interconnection of the mechanism:
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If the error control mechanism is not included in the common subset of functionality
that is required by the application then it is not necessary to interconnect the
mechanisms of the two protocols. For example, the converter generates an
acknowledgment as soon as it receives a message from an entity. Therefore, the error
control is between the entity and the converter only and the end-to-end significance is

lost.
partial interconnection of the mechanism:

If the error control mechanism is included in the common subset of functionality
required by the application and it has end-to-end significance, then it is essential that it
be preserved. With a partial interconnection of the mechanism, the converter performs
the error control according to the protocols and interconnects the control mechanism
for acknowledgments of messages and indications of non-recoverable errors. For
example, the converter does not acknowledge the receipt of a message before it
receives the acknowledgment from the other entity. This preserves the end-to-end

significance but increases the delay.
complete interconnection:

If the error control mechanism must be interconnected and the mechanisms of the
protocols have the same semantics then complete interconnection can be used. In this
case, the converter does not perform any error control. The converter simply passes
the protocol information onto the endsystem. Therefore, any end-to-end significance is

maintained assuming the two protocol mechanisms have no mismatch.

2.3.3  Protocol complementation

Where a hard mismatch occurs, the service level interconnection and the protocol level

interconnection cannot provide a service that meets the requirements of the application. A

method to handle this problem [Sun90] is to add a convergence sublayer protocol to the

system. Complementing is used to augment the N-service or the M-service or both, to

enlarge the common subset of atomic protocol functions of layer-N and layer-M. The
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disadvantage is the fact that the internal nodes may have to be changed that run the
uncomplemented protocols fine.

A complementation protocol can be built on top of the less powerful protocol to
upgrade the lower level service to the level of the other one. Thus, an entity would have to
reside on all systems within the less powerful network to realize this protocol. A
complementation protocol may also be introduced at the end nodes of the system, on top
of the minimal service subset, and may be used to provide services not provided by any of
the interconnected components. The endpoint approach guarantees a full service with
common attributes at both ends by requiring implementation of a common protocol in
both endpoint nodes. It makes use of simpler services on the individual networks along the
way and hence allows use of simpler gateways. Most errors along the path will be
corrected by the endpoint mechanisms. Finally, a complementation protocol can be

introduced throughout the entire system, i.e., at the gateway and end nodes.
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Chapter Three

Protocol Conversion

Heterogeneous network interconnection at a gateway involves solving two main problems:
architectural problem and protocol conversion problem. The architectural problem deals |
with matching the layered architectures in the two networks to identify the layers at which
the interconnection will take place. The protocol conversion problem deals with the rules
for message exchanges and the behavioural concerns that deal with the reconciliation
between different protocol message formats, their orderings and the service they provide.

The analysis of the protocol conversion problem that began with [Gre86] was reviewed
in Chapter 2. [Gre86] provided an overview of the protocol internetworking architectures
along with a discussion of the different circumstances under which conversion has to take
place between different protocols, and possible approaches to the protocol conversion
problem. [Gre86] also pointed out the lack of theoretical study of the protocol conversion
problem and need for the development of formal methods. Two different approaches to
protocol conversion can be considered: conversion at the service level (via a service
interface adapter) or conversion at the protocol level (via a protocol converter). We are
considering the problem of finding a protocol converter using a formal approach (although
finding the service interface adapter may be part of the solution).

A formal approach to synthesize a protocol converter must provide a mechamsm for
specifying the requirements of the conversion. It is likely, when considering the
interconnection of two different protocols, that there exists a required service (of the
upper layer protocol) that must be satisfied. Furthermore, it is also likely that one has

protocol-level requirements that must be satisfied (ie., with respect to delay, end-to-end
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significance, degree of mismatch) that would dictate whether complete, partial or no
interconnection of an atomic protocol function was desirable.

Furthermore, with each conversion requirement there must be rules about what it
means to satisfy that conversion requirement. In this chapter we provide a description of
the protocol conversion problem, some preliminary models and notation that is necessary
for the following discussion, and formalize the protocol conversion problem. In Chapter 4,

we provide a survey of formal methods to protocol conversion.
3.1 The Protocol Conversion Problem

Consider two entities, EO and E1 that communicate with each other by exchanging
messages. The communication between EO and E1 can be modeled in one of two ways:

direct communication or indirect communication.

{EQJL___.JquJi

Figure 10: Direct communication

We say that entities £0 and E£1 communicate directly if there is no explicit representation
of the communication medium in the model. Implicitly, their communication is via a pair of
perfect FIFO queues. The queues may be bounded by some integer value which represents
the maximum number of messages that may be in transit in each direction, or unbounded
(i.e., the maximum number of messages in transit is infinite). If the queues are unbounded
or the bound on the capacity of the queues is greater than zero then the communication is
asynchronous. In asynchronous communication, a message transmission corresponds to
the message being placed at the tail of a queue and a message reception corresponds to the
removal of a message from the head of a queue. If the bound on the capacity of both
queues is zero then this yields synchronous communication which implies that the
transmission of a message from one entity is directly coupled with the reception of that
message by the other entity.
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Figure 11: Indirect communication

We say that entities £0 and E1 communicate indirectly if there is an explicit
communication medium in the model. The transmission of a message from one entity is
directly coupled with the reception of that message by the communication medium. In
turn, the transmission of a message from the communication medium is directly coupled
with the reception of that message by the other entity. Thus, when the communication

between the entities is indirect, the communication between an entity and the

communication medium is synchronous. Note that the explicit communication medium

may or may not model an imperfect medium where messages may be lost, duplicated,
delayed or reordered.
The formulation of a protocol conversion problem between network X and network ¥
is based on the following assumptions:
1. Layer M protocol (called protocol P) of network X and layer N protocol (called
protocol Q) of network Y are two different protocols.

2. There is a common peer protocol U which is layer AMf+1 protocol of network X and
layer N+1 protocol of network Y. Thus, protocol U is common to both networks X
and Y.

3. The required service (RSy) for the common peer protocol Uis defined.

In this discussion, protocols involving two communicating peer protocol entities, £0 and
E1, will be considered for the protocol conversion problem. The peer protocol entities
either communicate indirectly through a communication medium providing the required
service for the protocol; or communicate directly. If they communicate indirectly then the

communication type between the entities and the communication medium is synchronous.
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If they communicate directly then the communication type between the entities may be
synchronous (i.e., the bound on the capacity of each FIFO queue is zero) or asynchronous
(i.e., the bound on the capacity of each FIFO queue is greater than zero).

The peer protocol entities also communicate with the upper layer of the network by
exchanging messages. The communication between each protocol entity and the upper

layer is modeled by direct synchronous communication.
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Figure 12: Layer Af of network X Figure 12: Layer Af of network ¥

In layer M of network X (Figure 12), EOp and Elp are two peer protocol entities that
communicate indirectly through the communication medium supplying the required service
(RSp) of protocol P to provide the supplied service (SSp) of protocol P. In layer M of
network X’ (Figure 13), EOp and FElp communicate directly (synchronously or
asynchronously) to provide SSp.

N A A A
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40, Al,
v v

SS, SSp

Figure 14: SSp # RSy in network X or X” Figure 15: SSp = RSy in network X or X’

If there is a gap between SSp and RSy, two interface adapters (40p and 41p) can be
used to supply the required service (RSy) for protocol U (Figure 14). Otherwise, SSp
provides RSy (Figure 15).
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Similarly in layer N of network Y (Figure 16), EOg and Elg are two peer protocol
entities that communicate indirectly through the communication medium supplying the
required service (RSp) of protocol Q to provide the supplied service (SSp) of protocol 0.
In layer N of network ¥ (Figure 17), EOg and Elg communicate directly (synchronously
or asynchronously) to provide SSo.
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Figure 18: SSp # RSy in network ¥ or ¥” Figure 19: SSp = RSy in network ¥ or Y’

If there is a gap between SSp and RSy, two interface adapters (A0g and A41lp) can be
used to supply the required service (RSy) for protocol U (Figure 18). Otherwise, SSg
provides RSy (Figure 19).
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Figure 20: Network Z

Network Z (Figure 20) shows the conversion system for network X (Figure 12) and
network Y (Figure 16). The entities EOp and C communicate indirectly through the
communication medium supplying RSp, and the entities C and Elg communicate indirectly
through the communication medium supplying RSp. The three entities £0p, C, and Elg,
together with the two communication media provide a new protocol whose service

specification is CS.
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Figure 21: Network Z*

Network Z’ (Figure 21) shows the conversion system for network X (Figure 13) and
network ¥ (Figure 17). The entities £Op and C communicate directly, and the entities C
and Elg communicate directly. The three entities EOp, C, and Elg together provide a new

protocol whose service specification is CS.
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Figure 22: Network Z”

Network Z” (Figure 22) shows the conversion system for network X (Figure 12) and
network Y’ (Figure 17). The entities £Op and C communicate indirectly through the
communication medium supplying RSp, and the entities C and Elg communicate directly.
The three entities EOp, C, and Elg, together with the communication medium provide a

new protocol whose service specification is CS.
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Figure 23: Network Z””

Of course the dual of Figure 22 is also possible. Network Z”” (Figure 23) shows the
conversion system for network X" (Figure 13) and network Y (Figure 16). The entities EOp
and C communicate directly, and the entities C and Elp communicate indirectly through
the communication medium supplying RSp. The three entities £Op, C, and Elg, together
with the communication medium provide a new protocol whose service specification is
CS.

Within a conversion system, the fact that EOp (Elp) is communicating with a converter
C, as opposed to the peer protocol entity Elp (EOp), should be transparent to EO0p (Elg).
Therefore the type of communication, synchronous, asynchronous or indirect, between
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entity EOp (Elg) and entity C is assumed to be the same as the type of communication
between EOp (Elg) and Elp (EOQ). This is apparent in Figure 20: Network Z, Figure 21:
Network Z“, Figure 22: Network Z’’ and Figure 23: Network Z””.

R T
| 40, A1, 40,

L

| CS Cs

Figure 24: SSp # RSy in network X or X, Figure 25: SSp # RSy in network X or X
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Figure 26: SSp = RSy in network X or X7 Figure 27: SSp = RSy in network X or X
SSg # RSy in network ¥ or Y’ SSo = RSy in network YorY’

In all four cases the new protocol with service specification CS together with the
existing adapters can supply the required service (RSy) for the common peer protocol U.
If there is a gap between SSp and RSy, then interface adapter AOp can be used to fill the
gap between CS and RSy (Figure 24, Figure 25). Accor ingly, if there is a gap between
SSp and RSy, then interface adapter Alg can be used to fill the gap between CS and RSy
(Figure 24, Figure 26). If both SSp and SSp provide RSy then CS provides RSy (Figure
27).
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3.2 Preliminaries

This section provides a brief description of the models used by the approaches proposed in
the literature for protocol specification and the terms that are commonly used when
considering the protocol conversion problem.

A specification of a protocol includes the specification of the peer protocol entities, and
in the case of indirect communication, the specification of the communication medium
through which the peer entities communicate. These will be collectively referred to as the
protocol entities.

In all specification models used by the approaches referenced in the sequel, a protocol
entity is specified as a communicating finite state machine. A communicating finite state
machine (CFSM) is defined by a finite set of states, including a designated initial state; a
finite set of actions; and a partial deterministic state transition function which specifies
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how the eniity changes staie through the execuiion of an act
models there is also a designated subset of the state set called the final state set, although
usually this is not the case since the behaviour of a protocol entity is expected to continue
forever.

The behaviour of a CFSM E is modeled by all possible sequences of state transitions
and their associated actions from the initial state. We can regard a CFSM as a directed
graph with nodes representing the states and directed edges representing the transitions.
The behaviour of a CFSM E corresponds to the paths in its directed graph starting from
the initial state. A sequence of actions is accepted by a CFSM E if and only if there is a
sequence of state transitions (or path) from the initial state with the same sequence of
associated actions. We denote the set of all sequences of actions accepted by a CFSM E as
L(E). The projection of a CFSM E over a subset of its action set A is denoted by Proj A(E)
[Chapter 5].

A protocol is a set of communicating finite state machines modeling its protocol
entities. A protocol also includes an indication of how the protocol entities communicate.

There are three different models of communication used in the literature.

28



I. synchronous symmetric communication

We have already introduced the concept of synchronous communication; i.e., the
transmission of a message from one entity is directly coupled with the reception of that
message by the other entity. If the communication model is synchronous symmetric then
the causality of the message exchange is not considered. Message transmissions and
message receptions are treated similarly. In fact, the directly coupled actions of two
protocol entities are recognized by common action names. The entities synchronize on the
directly coupled actions. There is no indication of which entity sends the message and
which entity receives the message.

. synchronous asymmetric communication

This model, like the previous one, assumes synchronous communication between the
protocol entities; i.e., the transmission of a message from one entity is directly couple&
with the reception of that message by the other entity. However, if the communication
model is synchronous asymmetric then the causality of the message exchange is
considered. The action set of an entity will contain messages prefixed with a ‘+’, indicating
a message reception action, and messages prefixed with a ‘- indicating a message
transmission action. In this case, the directly coupled actions of two protocol entities are
recognized by common message names with opposite signs, i.e., (+m, —m). The entities
synchronize on the directly coupled actions, however, it is explicit which entity sends the
message and which entity receives the message.

III. asynchronous communication

We have already introduced the concept of asynchromous communication, i.e., the
protocol entities communicate via a pair of charmels modeled by FIFO queues with length
greater than zero. In this case, the communication must be asymmetric. The action set of
an entity will contain messages prefixed with a ‘+’, indicating a message reception action,
and messages prefixed with a ‘—, indicating a message transmission action. A message
transmission corresponds to the message being placed at the tail of a queue and a message
reception corresponds to the removal of a message from the head of a queue. The content

of a channel is represented by a sequence of zero or more messages. There can be a bound
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on the content of a channel specified as a positive integer. If a bound is not specified then
we say that the channel is unbounded.

The synchronous model of communication is appropriate where the delay in the
communication between entities is negligible. The communication between protocol
entities and their upper layer is always modeled by synchronous communication. In
addition, in the case of direct communication, the communication between peer protocol
entities may be modeled by synchronous communication. In the case of indirect
communication, the communication between each peer protocol entity and the
communication medium is always modeled by synchronous communication.

Whether the synchronous communication is modeled symmetrically or asymmetrically
depends on whether the causality of a message exchange needs to be explicitly included in
the specification.

The asynchronous model of communication is appropriate where there is some delay in
a message being delivered. In the case of direct communication, the communication
between peer protocol entities may be modeled by asynchronous communication.

There are different types of actions for which a transition in a protocol entity can be
defined.

1. A protocol interaction is an action that corresponds to an interaction between the

entity and another protocol entity.

In the case of synchronous symmetric communication a protocol interaction is an
action denoted by a message identifier, say m. A transition labeled by a protocol
interaction semantically corresponds to the entity participating in a message exchange
with exactly one other entity. The other entity must have the action m defined in its

action set.
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In the case of synchronous asymmetric communication or asynchronous
communication, the protocol interactions can be further divided into two sets. A
message transmission is an action denoted by a message identifier, say m, prefixed
with a ‘-’ ie, —m. A transition labeled by a message transmission semantically
corresponds to the entity sending message m to exactly one other protocol entity, or
placing the message at the tail of a queue to exactly one other protocol entity. The
other entity must have the action +m defined in its action set. A message reception is
an action denoted by a message identifier, say m, prefixed with a “+, ie, +m. A
transition labeled by a message reception semantically corresponds to the enﬁty
receiving message m from exactly one other protocol entity, or removing the message
from the head of a queue from exactly one other protocol entity. The other entity must
have the action —m defined in its action set.

A service primitive is an action denoted by a service primitive identifier, say m, and, in

the asymmetric case, is also prefixed by a ‘+’ or =, i.e., +m or —m. However, an
action m (syminetric case) or +m or —m (asymmetric case) will not appear in the action
set of any other entity. A transition labeled with a service primitive action semantically
corresponds to a message exchange (transmission or reception) between the entity

specified as CFSM E and the environment.

An internal action is a designated action, T (symmetric case), or an action with no
sign, i.e., the action identifier is not prefixed by a ‘+’ or ‘- (asymmetric case). A
transition labeled by an internal action semantically corresponds to an action that the
entity specified as CFSM E can perform without any interaction with the environment
or other CFSMs.

Some of the models in the sequel restrict service primitive actions and internal actions

from the specification of the protocol entities.

The behaviour of a protocol can be modeled by a global state machine. A global state is

a tuple consisting of the local state of each protocol entity (and the contents of each

channel, if any exists). In the case of asynchronous communication, a transition in the
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global state machine could represent one of its component CFSMs sending to or receiving
from a channel. In the case of synchronous communication, a transition in the global state
machine could represent two of its component CFSMs executing a synchronous message
exchange. In both cases, a transition in the global state machine could represent one of its
component CFSMs executing an internal action or a service primitive action.

Let G and H be global states. Define G — H if and only if H can be obtained from G
by executing a single transition. Let —* denote the transitive and reflexive closure of —.
We say that H is reachable from G if and only if G —* H. H is a reachable global state if
and only if it is reachable from the initial global state.

A sequence of actions o accepted by a CFSM E is executable in a protocol P if there
exists a sequence of actions accepted by the global state machine of P such that its
subsequence restricted to actions defined in CFSM E'is c.

A reachable global state of a protocol is a deadlock state if and only if there are no
executable transitions defined at that state in the global state machine (and all channels are
empty).

A protocol is deadlock free if and only if no reachable global state of the protocol is a
deadlock state.

The following definitions relating to livelock applies to models in which the CFSM
definition includes a designated set of states called final states.

A reachable global state of a protocol is a livelock state if and only if the state is not a
deadlock state and no global final state is reachable from the state.

A protocol is livelock free if and only if no reachable global state of the protocol is a
livelock state.

The following definitions relating to unspecified receptions apply to the synchronous
asymmetric and asynchronous communication models.

A reachable global state of a protocol is an unspecified reception (strong definition)
state if and only if

a) (asynchronous communication) there exists a message at the head of a queue and

the corresponding message reception transition is not defined; or
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b) (synchronous communication) there exists a message transmission transition at the
corresponding local state of a protocol entity but the global transition
corresponding to the synchronous exchange of that message is not defined at the
global state of the protocol.

A reachable global state of a protocol is an unspecified reception (weak definition)
state if and only if it is an unspecified reception (strong definition) state with respect to the
reception of message m and all global states reachable from this state are also unspecified
reception (strong definition) states with respect to the reception of the same message m.

A protocol is unspecified reception free if and only if no reachable global state of the
protocol is an unspecified reception state.

The following definitions relating to channel overflow apply to the asynchronous
communication model only.

A reachable global state of a protocol is a channel overflow state if and only if the
content of a channel exceed the specified bound on the channel.

A protocol is channel overflow free if and only if no reachable global state of the
protocol is a channel overflow state.

The service specification of a protocol is specified by a communicating finite state
machine describing the service the protocol entities collectively provide to their
environment. Thus, the action set of the service specification consists of the service

primitive actions defined in its protocol entities.

3.3 Protocol Conversion Problem: Starting Point and Statement

This section formalizes the statement of the Protocol Conversion Problem. There are a
number of characteristics of the problem statement: the properties of the given protocols P
and Q, the specification of the conversion requirements, and the meaning of satisfying the

conversion requirements.

Protocol Conversion Problem: Given two distinct protocols, P and O, where the

communication model for both protocols is synchronous symmetric, synchronous
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asymmetric, or asynchronous; find a protocol converter C for the conversion system
PQ such that the conversion system satisfies the given conversion requirements.

3.3.1 Protecols Pand Q

We are given two distinct protocols, protocol P and protocol O, modeled by sets of
protocol entities, where each entity is specified by a CFSM:

case P1: P = {EOp, RSp, Elp} (Figure 12). The communication model among EOp and Elp
is indirect and the communication model among EOp (E1p) and RSp is direct: synchronous

symmetric or synchronous asymmetric. Protocol P provides the service specified by SSp.

case P2: P = {EOp, Elp} (Figure 13). The communication model among EOp and Elp is
direct: synchronous symmetric, synchronous asymmetric or asynchronous. Protocol P
provides the service specified by SSp.

case Q1: O = {EOg, RSp, Elg} (Figure 16). The communication model among EOg and
Elp is indirect and the communication model among EOg (Elg) and RSp is direct:
synchronous symmetric or synchronous asymmetric. Protocol QO provides the service
specified by SSo.

case Q2: Q = {EOp, Elg} (Figure 17). The communication model among £0g and Elg is
direct: synchronous symmetric, synchronous asymmetric or asynchronous. Protocol Q
provides the service specified by SSp.

To simplify the discussion we can consider the case of direct communication only. If
protocol P is given as in case P1, or protocol Q is given as in case Q1, where the protocol
entities communicate indirectly through a communication medium that provides the
required service for the protocol, the protocol can be transformed into a protocol
communicating directly as in case P2 or case Q2, respectively.

For two protocol entities, £; and E,, among which the communication model is
synchronous symmetric, we can build a CFSM E; x E, that corresponds to the joint
behaviour £ and E,, where x is the synchronous symmetric product [Chapter 5]. For two
protocol entities, £; and E>, among which the communication model is synchronous

asymmetric, we can build a CFSM E; ® E; that corresponds to the joint behaviour £, and
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FE,, where ® is the synchronous asymmetric product [Chapter 5]. Accordingly, if
P = {EOp, RSp, E1p} then P’ = {E0p Elp} where E0p = EOp x RSp (symmetric case) or
E0'» = EOp ® RSp (asymmetric case). If 0= {EO0g, RSp, Elg} then Q’ = {E0g, E17},
where E1’g = Elg x RSg (symmetric case) or E1p =Elg® RSp (asymmetric case).

y t y Y

l SS, l SS,, l
E0% | > Ele 2% Lo
. ED, i El,

- T
RS, MRSQ
Figure 28: Protocol P’ Figure 29: Protocol 0"

The protocol P’ = {E0p, E1p} (Figure 28) is still a protocol that provides the supplied
service (SSp) of protocol P. The protocol Q" = {£0g, El'gs (Figure 29) is stiii a protocoi
that provides the supplied service (SSo) of protocol Q.

Therefore, we will assume that the vprotocols P and Q are two entity protocols
communicating directly. Furthermore, the approaches proposed in the literature assume
that the specifications of protocol P and protocol O adhere to the same communication
model. Therefore, we have three cases for protocols P and o:

1. P={EOp, Elp} and Q= {EOg, Elg} where the communication model for both

protocols is synchronous symmetric.

2. P={EOp, Elp} and Q= {EOg, Elg} where the communication model for both
protocols is synchronous asymmetric.

3. P={EOp Elg} and Q= {EOg, Elg} where the communication model for both

protocols is asynchronous.

33.2 Specification of the conversion requirements
The goal is to find a protocol converter for the two incompatible protocols. There are two

important tasks that a converter must perform: it must provide the correct synchronization
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between the actions of each protocol, and it must provide the translation of the convertible
messages of one protocol to the converted messages of the other protocol. Furthermore,
the conversion system must provide the required service of the upper layer protocol.

The specifications of the original protocols alone are not sufficient to determine the
requirements of a protocol converter, i.e., what is meaningful communication between the
protocol entities. Therefore, it is also necessary to provide a specification of the
conversion requirements in a formal style. Ideally, the formal specification will include the
specification of the synchronization requirements: the requirements on the
synchronization between the actions of each protocol; the specification of the translation
requirements: the requirements on the translation of convertible messages of one
protocol to converted messages of the other protocol; and the specification of the service
requirements: the required service of the conversion system.

The approaches proposed in the literature define different formalisms for the
specification of conversion requirements. They can be grouped into two categories:
protocol-level conversion requirements and service-level conversion requirements.
Protocol-level conversion requirements

Protocol-level conversion requirements specify the synchronization and the translation
requirements in terms of the peer interactions in which the converter participates. They do
not specify the service requirements. Protocol-level conversion requirements are found by
analysing the protocol-level functionality of the original protocols. These requirements can
then be used to construct a converter for the given protocols.

Given two protocol specifications and the specification of protocol-level conversion
requirements there are various approaches [RMO91][PL92]J{Oku86][SD92][YCL90a]
[CL90d] to comstruct the formal specification of a converter. The resulting converter
would have to be validated against the service requirements of the conversion system.
Service-level conversion requirements

The service-level conversion requirements specify the service requirements in terms of
the service primitives of the conversion system or the original protocols. They do not

specify the protocol-level requirements. Service-level conversion requirements can be
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further split into two categories. Some formal approaches use the required service
specification of the conversion system as the conversion requirements for deriving a
converter. Given two protocol specifications and the required service specification of the
conversion system, there are various approaches [KH93][CL89a][CL8%b][TBD95]
[YL91] to construct the formal specification of a converter. Other approaches use a
specification of a service interface adapter as the conversion requirements. Given two
protocol specifications and a service interface adapter which defines how the
communication services of the two interconnected protocols are related to one another,
there are various approaches [Boc90][Oku90][YLS2]J[KLNS91][KLNS93] to construct
the formal specification of a converter. The required service specification can be used to
find the service interface adapter. The converter resulting from an approach based on
service-level conversion requirements will have to be reduced to satisfy the protocol-level
requirements in such a way that the service-level requirements are not violated.
3.3.3 Satisfying conversion requirements
It is not only necessary to specify the conversion requirements formally, but there must
also be a definition of what it means for a conversion system to satisfy the conversion
requirements. Each approach proposed in the literature has a set of properties that the
conversion system must satisfy in order to say that the conversion system satisfies the
conversion requirements. A superset of these properties is given in this section.

Given P = {EOp, E1p} and QO = {EOp, Elg} we want to find a protocol converter C for
the conversion system PQ = {EOp, C, Elg}. EOp and Elg will be collectively referred to as
the participating entities. E1p and EOp, the entities replaced by the converter, will be

collectively referred to as the involved entities.

The following three properties refer to the behaviour of the conversion system
PQ={EOp, C,Elg} at its upper layer interface with respect to the conversion
requirements specified by a required service specification for the conversion system CS:
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1. Safety Property: Safety deals with the possible behaviour of the conversion system.
PQ satisfies CS with respect to safety if a possible behaviour of PQ is a possible
behaviour of CS.

2. Conformity Property: This property is stronger than the safety property. PQ satisfies
CS with respect to conformity if a possible behaviour of PQ is a possible behaviour of
CS and a possible behaviour of CS is a possible behaviour of PQO.

3. Progress Property: Progress deals with the desired behaviour of the conversion
system and is only concerned with behaviour that is safe. PO satisfies CS with respect
to progress if PQ satisfies CS with respect to safety, and if CS can not deadlock with a

particular environment then PQ can not deadlock with the same environment.

The following property refers to the .behaviour of the conversion system

PQ = {£0p, C, Elg} with respect to the conversion requirenenis specified by a protocol

level specification for the conversion system:

1. Semantic equ.ivalence: The conversion system must satisfy the semantics described
by the protocol-level conversion requirements. This property varies with each
approach that uses protocol-level conversion requirements, and thus will be defined

when each approach is reviewed.

The following five properties refer to the internal behaviour of the conversion system

PQ = {E0p, C, Elg} with respect to the internal behaviour of the original protocols P and

0.

1. External equivalence: This property is important for the transparency of the
conversion system. PQ satisfies external equivalence if any message sequence between
EOp and C is accepted as if EOp was communicating with Elp and any message

sequence between Elp and C is accepted as if Elg was communicating with £0p.
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2. Freedom from unspecified receptions: Protocol PO must be free from unspecified
receptions, under the assumption that protocols P and Q are both free from

unspecified receptions.

3. Freedom from deadlock: Protocol PQ must be free from deadlock, under the

assumption that protocols P and Q are both free from deadlock.

4. Freedom from channel overflow: Protocol PQ must be free from channel overflow,
under the assumption that protocols P and Q are both free from channel overflow.

(applies to asynchronous model of communication only)

5. Freedom from livelock: Protocol PQ must be free from livelock, under the
assumption that protocols P and Q are both free from livelock. (applies to models that
specify a final state set in their CFSM definition).

T¢ is possible that there exists more than one protocol converter C such that
PQ = {EOp, C, Elg} satisfies the conversion requirements. It is desirable that a solution to
the protocol conversion problem finds the maximal converter for the two protocols with
respect to the conversion requirements. It is also possible that there does not exist a
protocol converter C such that PQ = {EOp, C, Elg} satisfies the conversion requirements.

A general solution to the protocol conversion problem should be able to produce a
protocol converter that is maximal, or provide an indication that no such converter exists.
It is important to note that the non-existence of a protocol converter for protocols P and
Q is relative to the given conversion requirements and the definition of what it means fora
conversion system to satisfy the conversion requirements. The notions of hard mismatch
and soft mismatch, introduced in Chapter 2, can be interpreted in this context. The
satisfaction of the conversion requirements should define the boundary between a hard and

soft mismatch.
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Chapter Four

Formal Methods for Protocol Conversion

Since Green [Gre86] suggested that the formal methods used in protocol engineering
[BS80][GTN93] might form the basis for a “deeper and more systematic calculus of
conversion”, several approaches to the synthesis of protocol converters based on formal
methods have been proposed in the literature. In this chapter we will review the subset of
the approaches that satisfy the following criteria:

e The formal model is based on the CFSM model [BZ83] for protocol specification;

e The approach is algorithmic;

e The approach proposes to solve the problem specified in Chapter 3 where the

architecture includes a single converter implemented in a gateway;

[Boc90][CL89a][CL89b][CLI0d][KHI3 JTKLNS91J[KLNS93][Oku86][Oku90][PLI2]
[RM91][SD92][TBD95][YCL90a][YLO1][YL92].

Other approaches not reviewed in this chapter include non-algorithmic or non-formal
approaches found in [Aue89][Aue90][CL88][Lam86][Lam88a][Lam88b][SD93]{SJRIS];
approaches to synthesize a protocol converter for an end node found in [Cal92][CL90a];
approaches to synthesize two process protocol converters for a half-gateway architecture
found in [HCLY94][JL95][SL89][SL90][SL91][YCL90b]; and approaches based on other
formal models found in [AM91][TG92]. A few formal approaches are proposed for other
interconnection problems including the protocol complementation problem
[CL90c][DD95][DGDS92]. Published surveys on protocol conversion can be found in
[CL90b] and [PL93].
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4.1 Protocol Converter Synthesis from Protocol-level Conversion
Requirements

The approaches discussed in this section [CL90d] [Oku86] [PL92] [RM91] [SD92]
[YCL90a] are based on protocol-level conversion requirements. Given protocols
P={EOp, Elp} and Q= {EOg, Elg} each approach comstructs the protocol converter
from the involved entities, E1p and EOp, and the protocol-level conversion requirements.
As stated in Chapter 3, protocol-level conversion requirements specify the synchronization
requirements of the converter and the translation requirements of the converter in terms of
the peer protocol messages of the involved entities.

These approaches benefit from the design flexibility the conversion requirements
provide with respect to the choice of end-to-end significance versus the local significance
of peer protocol' messages. Unfortunately, these approaches also suffer from the following

problems. The specification of the conversion requirements in terms of peer protocol

messages can be difficult to obtain, and difficult to validate. This is because the

requirements are based on an intuitive understanding of the protocols. Since the
approaches are very sensitive to the way the functionality is represented in the conversion
requirements, it is difficult to determine if a failure to find a converter was due to a hard
mismatch or due to the specification of the conversion requirements. Finally, if the
required service specification of the conversion system is known, there is no way to input
the service requirements into these approaches. Therefore, the resulting conversion system
constructed by one of these approaches would have to be verified against the service
specification after the converter is constructed.

In fact, the service provided by the original protocols and the final conversion system
are not considered at any stage of these approaches. In the specification models used by
the approaches reviewed in this section, a specification of a protocol entity does not
include transitions labeled by service primitives.

4.1.1 Converter construction from executable protocol traces
In [RM91] an approach to construct a protocol converter from executable protocol traces

is proposed. The communication model is asynchronous over unbounded channels. The
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specifications of the protocol entities are deterministic; i.e., they contain no internal action
transitions. _

The protocol-level conversion requirements used in [RM91] specify the transiation
requirements separately from the synchronization requirements. The translation
requirements are specified by a message relationship function that maps the peer reception
actions of Elpto the peer transmission actions of EOp, and vice versa. It is assumed that
semantically and syntactically different actions in a protocol are named uniquely, and that
the mapping is for actions under the same protocol phases of the two protocols.

The Message Relationship Function ¥ is defined as follows: given two peer
interactions +m; defined in E1p (EOp), and —m; defined in EO0p (E1p), function ¥ maps the
message +m to the message —my, if m; is convertible or partially convertible to m,. In
[RM91] a protocol analysis technique is briefly described that may simplify the otherwise
difficult task of determining the message relationship function.

A converter specification Mg for a protocol converter C in protocol {EOp, C, Elg}
consists of action sets R, S, and N. R consists of peer reception actions that are mapped by
¥ to the set S of peer transmission actions, i.e., y: R = §. R is called the convertible set
of receptions and S is called the converted set of transmissions. N, called the
nonconvertibles, consists of other peer reception and transmission actions. These sets
satisfy the following: RN S=T; NN S=G; RN N=0Q.

The synchronization requirements of the conversion requirements are specified by a
semantic specification Sk that specifies a sequence of protocol functions in the overall
protocol execution. The semantic specification determines whether functions of the
original protocols are partially interconnected or not interconnected. [RM91] does not
provide a formal mechanism for specifying the semantic specification. It is stated in a
natural language as a list of functions to be performed in the specified order by the
converter. Deriving the semantic specification for the conversion system is based on the
designers understanding of the protocols and the functions that must be performed by the

converter.
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Before we discuss what it means for the conversion system to satisfy the conversion

requirements, some concepts must be introduced.

The set of executable traces of a protocol entity in a protocol is defined to be the set of

all suffixes of all executable sequences of the protocol entity in the protocol.

A legal trace ¢ is defined as an executable trace of length > 1 of A in protocol {£0p, H,
Elg}, where H = Elpx EOp, provided it satisfies the following conditions:
1. The actions of # belong to sets R, S, or N, and are constrained by Mk and Sx.

2. For every trace action #({) € R there exists one and only one action #j) = w((7)),

where j > i. This means that action #7) cannot be repeated in the same trace.

3. For trace actions #(i1), £(i2) € R where i; > i1, there exists actions #{j1) = y( #(i1)) and
1(j1) = w( #(i2)), where j» >j;. This means that the conversion of messages is done

obeying the FIFO nature of the queues.
4. No prefix of a legal trace is a legal trace.

5. The first legal trace begins from the initial state. All legal traces may begin only from
the first state of a legal trace or from the last state of a legal trace.

A converter C satisfies semantic equivalence if the set of legal traces T¢ of C in protocol
{EOp, C, Elg} also satisfies Tc  Tg, where T is the set of legal traces of H in protocol
{EOp, H, Elg}, where H = Elpx EQqg.

A conversion system PQ = {EOp, C, Elp} satisfies the protocol-level conversion
requirements My and Sy if it satisfies external equivalence, semantic equivalence, freedom
from deadlock and freedom from unspecified receptions (weak).

Given protocols P and Q that are deadlock free and unspecified reception free, the
conversion algorithm proposed in [RM91] searches the state space of E1px EQp to obtain
the set of legal traces for Mg and Sk. All states or transitions not included in a legal trace

are removed from Elpx EOp to obtain the converter C. Note that C may contain
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executable traces that are not legal. For example, if a transition defined at the initial state
is never the first transition in a legal trace then any trace starting with that transition is not
a legal trace. However, if a legal trace includes the transition elsewhere then the transition
will not be removed from Elp x EOg.

[RMS1] provides the conditions under which the resulting conversion system is
deadlock free and unspecified reception free. Since the input protocols are free from these
errors, and since C was obtained from the involved entities, the detection of these errors is

_straightforward. If the resulting conversion system does not satisfy the protocol-level
requirements then a valid converter is not possible for the given conversion requirements.
Otherwise, the converter constructed provides the maximum possible conversion that
satisfies the conversion requirements.

The computational complexity of finding the set of legal traces in Elp x EQg is
O((lR|+| N ). The computational complexity of finding Elp x EOp, reducing it based
on the set of legal traces, and verifying whether it is free from errors is linear in the size of
Elp x EQg.

The application of this approach is limited by the specification of the conversion
requirements. The message mapping function maps a single convertible message to a
single converted message; and the definition of a legal trace imposes that a convertible
message of one protocol be translated immediately to the converted message of the other
protocol, without the possibility of reordering the converted messages. For many practical
protocols it is possible that the messages produced in one protocol need to be mapped into
a sequence of messages, or re-ordered afier they are converted. The immediate mapping
of one message from one protocol to another message from the other protocol indicates
full interconnection of function. Full interconnection requires that the semantics be the
same for both protocols.

4.1.2 Converter construction from valid closed paths
In [PL92] an approach to construct a protocol converter from valid closed paths is
proposed. The communication model is asynchronous over unbounded channels. The

specifications of the protocol entities are deterministic. Furthermore, this approach
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assumes that the protocols are designed to continue forever, executing cycles of
transitions through the initial state.

The protocol-level conversion requirements used in [PL92] specify the translation
requirements and the synchronization requirements together as a set of ordered mapping
sets. An ordered mapping set is similar to the message relationship function in [RM91],
except that it allows multi-message translations; i.e., a message reception action can be
mapped to a sequence of message transmission actions.

Given a protocol P = {EOp, Elp} and a protocol Q= {E0g, Elg} a set of ordered
mapping sets F={Fy, F, ..., Fy} formally specifies the protocol-level conversion
requirements where:

1. An ordered mapping set F; contains only convertible/converted messages of Elp and

EQop.

An ordered mapping set F; containg two or more convertible/converted messages of

Elpand E0g.

N

3. If an action +m is convertible to an action —m“then both +m and —m’are contained in

the same ordered mapping set F; with +m preceding —m “in Fj.

4. If an action +m is convertible to a sequence of actions —m)—nz...—my, then +m, —m;,
—ms,..., and —mj, are contained in the same ordered mapping set F; with +m preceding

—my, —my,..., and —p mF,

5. The order imposed on actions by Elp and EOg is obeyed by the actions in each
ordered mapping set F;.

6. Convertible messages with different functionality are assigned to different ordered

mapping sets.
7. An ordered mapping set is independent from another ordered mapping set.

Before we discuss what it means for the conversion system to satisfy the conversion

requirements, some concepts must be introduced.
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A closed path p in a CFSM E is a sequence of transitions from the initial state of £ to the
initial state of E such that:
1. the initial state does not appear elsewhere in the closed path, but any other state may

appear zero or more times,

2. a transition appears in the closed path at most once.

A closed path p is a valid closed path with respect to F'= {F1, F>, ..., Fn} if and only if
one of the following two conditions is satisfied:

1. p does not contain a transition labeled by an action in an ordered mapping set.

2. Every action in F; (i=1, ..., N) labels a transition in p and appears in p in the same

order as in F;.

Note that p can satisfy more than one F; and can satisfy the same F; more than once.

The converter C satisfies semantic equivalence if every closed path of C is a valid closed
path with respect to F, and every ordered mapping set in F is satisfied by at least one
closed pathin C.

The conversion system PQ = {EOp, C, Elg} satisfies the protocol-level conversion
requirements F if it satisfies external equivalence, semantic equivalence, freedom from
deadlock and freedom from unspecified receptions (strong).

Given protocols P and Q that are deadlock free and unspecified reception free, the
algorithm proposed in [PL92] searches the state space Elp x EQg for the set of valid
closed paths satisfying 7. The valid closed paths are then combined in such a way to form
a converter C that contains all the valid closed paths of Elp x EOg and no invalid closed
paths of Elp x EOg. This is accomplished by merging the initial state (and final state) of
each closed path to form a very large, non-deterministic, finite state machine. The resulting
finite state machine is minimized by merging equivalent states [PL92] to produce a CFSM
C. Note that this step has the potential to suffer from state space explosion if the number
of valid closed paths is large.
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C is reduced as necessary to ensure the resulting conversion system is deadlock free
and unspecified reception free. Finally, C is verified against the conversion requirements. If
C satisfies the conversion requirements then C is a protocol converter; otherwise, no
converter exists for the given conversion requirements.

This approach is algorithmic, although the algorithms are not provided in [PL92]. The
computational complexity depends on the number of valid closed paths. No further
discussion of the complexity is provided in [PL92].

The application of this approach is limited by the specification of the conversion
requirements. The nonconvertible messages are not included in the conversion
requirements. It is possible that nonconvertible messages are important to the specification
of the synchronization requirements.

4.1.3 Converter construction from a conversion seed: synchronous

Tn [OkuR6] an approach to construct a protocol converter from a conversion seed is
proposed. The communication model is synchronous asymmetric. The specifications of the
protocol entities are deterministic. Furthermore, the approach assumes that the protocols
provided are designed to continue forever, executing cycles of transitions through the
initial state.

The protocol-level conversion requirements used in [Oku86] specify the translation
requirements and the synchronization requirements together as a conversion seed. A
conversion seed is a CFSM that specifies how the convertible messages of one protocol
are to be mapped to the converted messages of the other protocol, and also the order in
which significant messages are to be sent and received by the converter. The significant
messages include the convertible messages, converted messages and any nonconvertible
message whose relative order may impact the desired behaviour of the conversion system
with respect to the interconnection of functions. Any convertible message, or sequence of
messages, which is received by the converter should appear before the converted message,
or sequence of messages, which is sent by the converter. The conversion seed must
contain all allowed orderings of the significant messages since the approach does not allow

any other orderings in the final converter.
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Before we discuss what it means for the conversion system to satisfy the conversion

requirements, some concepts must be introduced.

A sequence of state transitions defined in a CFSM E is a loop if the sequence of

transitions starts at the initial state of £ and ends at the initial state of £.

A loop defined in a CFSM E is a valid loop with respect to conversion seed X if and only
if the subsequence of its associated actions which contains only actions defined in X is

accepted by X.

The converter C satisfies semantic equivalence with respect to conversion seed X if and

only if all loops of C are valid loops.

A protocol enfity CFSM E is effective in a protocol P if every sequence of actions

. .
accepted by E is an executable sequence of Ein P,

For two CFSMs Ej and E,, E) is a reduced-CFSM of £, if
1. for every path in E) there is a corresponding path in E; that has the same sequence of

actions, and

2. if a path in E; that corresponds to some path in E; can be extended by a message
reception action, then the corresponding path E> can also be extended by the same

message reception action.

For two CFSMs E; and E,, E] is a sub-CFSM of E, if the state set of E] is a subset of
the state set of F,, the initial state of E] is the initial state of E;, the action set of £} is a
subset of the action set of E, and a state transition (s, G, 53) in E; is defined in £

whenever s1, s; and ¢ are defined in E;.

The conversion system PQ = {EOp, C, Elg} satisfies the protocol-level conversion
requirements X if it satisfies external equivalence, semantic equivalence, freedom from
deadlock and freedom from unspecified receptions (strong).
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[Oku86] shows that if Elpis unspecified reception free and effective in protocol P and
if EOg is unspecified free and effective in protocol O then a CFSM C is a converter for
{EOp, C, Elg} with respect to conversion seed Xif and only if
1. Cisa sub-CFSM of Elpx E0g x X.

This property is a necessary and sufficient condition for external equivalence and

semantic equivalence.
2. Cis areduced-CFSM of Elpx EOgp.

This property is a necessary and sufficient condition for C to be unspecified reception
free in {EOp, C, Elg}.

3. C has no states with no outgoing transitions defined.
This is necessary for {Elp, C, Elg} to be deadlock free.

Because there are a finite number of sub-CFSMs of Elpx EOg x X and because
conditions 2 and 3 are decidable, an algorithm exists that will find a converter and return
nil if one does not exist. The algorithm given in [Oku86] recursively removes from
Elpx EOp x X any state and its incoming and outgoing transitions that either has no
outgoing transitions defined or does not have sufficient reception transitions defined to
satisfy condition 2. If the state space is empty at the completion of the algorithm then a
converter for protocols P and O and conversion seed X does not exist.

The computational complexity of the algorithm is linear in the size of Elpx E0g x X.
[Oku86] proposes an efficient approach for the synthesis of the converter for protocols P
and O, provided a suitable conversion seed can be found. The conversion seed does not
suffer from the limitations of the previous approaches’ specification of conversion
requirements: in a conversion seed the specification of the synchronization requirements
and the translation requirements is very flexible. Therefore, translation can be specified
between single messages or sequences of messages, with or without reordering.

Furthermore, the synchronization requirements can be in terms of nonconvertible
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messages or convertible/converted messages. Unfortunately, this flexibility makes a

correct conversion seed very difficult to define.

4.1.4 Extensions to Okumura’s conversion seed approach

In [SD92] an extension to the conversion seed approach [Oku86] is proposed. The
extension attempts to reduce the possible state space explosion inherent when finding the
product of CFSMs, by reducing the involved entities of the input protocols before
applying the conversion seed approach [Oku86] to find a converter.

The idea of the reduction is to merge states that are connected only by insignificant
actions (i.e., actions not defined in the conversion seed X) into composite states and
- remove the insignificant transitions between them. A reduced converter is synthesized
from the reduced involved entities and the conversion seed X using Okumura’s conversion
seed algorithm [Oku86]. Finally, the reduced converter is expanded using three
decomposition rules [SD92] to obtain the complete converter C. The converter C obtained
by this approach is functionally equivalent to the converter obtained by Okumura’s
approach with the same input. This approach lowers the computational complexity and
contains the state space explosion to some extent in comparison to [Oku86].

Many. communication protocols go through different phases, performing distinct
functions in each phase. Based on that observation, [YCL90a] proposes a four-step
approach for finding a protocol converter, which applies Okumura’s conversion seed
approach [Oku86]. If the protocols P and Q can be decomposed into distinct functions
then the difficulty of determining one conversion seed for protocols P and O is reduced to
finding a less complex conversion seed for each pair of compatible functions of protocols
P and Q.

The first step is the decomposition of protocols P and Q into distinct functions. A
function F of a protocol can be represented by a set of entities {F1, F2}, where each
entity is specified by a CFSM. A function of a protocol performs a particular task for that
protocol. The final states of each entity are the exit points where other functions can be
entered. A dependency graph is used to define the order in which the distinct functions are
executed by the protocol. The decomposition of the protocol into distinct functions is not
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discussed in [YCL90a], however, the conditions for a protocol to be decomposable are
provided. Once the protocols are decomposed into their distinct fiunctions, the compatible
functions of the two protocols can then be recognized.

The second step is the construction of a converter for each pair of compatible functions
of the two protocols using the conversion seed approach [Oku86]. Therefore, a set of
conversion seeds is required as part of the protocol-level conversion requirements for this
step. One conversion seed is required for each pair of compatible functions.

The third step involves merging local functions (incompatible functions) of the two
protocols with the finctional converters to form a single converter. Therefore, a
dependency graph that defines the order in which the functions are executed by the
conversion system protocol is needed as part of the protocol-level conversion
requirements for this step. A merge algorithm is described in [YCL90a] that merges the
set of functional converters, and any local functions of the original protocols, according to
the dependency graph.

Finally, all states and transitions -that cause deadlock or unspecified receptions are
rémoved from the converter. If a local function or functional converter is removed from
the converter with this step, then a converter that satisfies the conversion requirements
does not exist.

4.1.5 Converter construction from a conversion seed: asynchronous

In [CL90d] an approach to construct a protocol converter from a conversion seed is
presented. The communication model is asynchronous over bounded channels. The
protocol-level conversion requirements are specified as a single CFSM conversion seed X'

as in [Oku86].

The conversion system PQ = {EOp, C, Elg} satisfies semantic equivalence with respect
to conversion seed X if and only if for every o, such that o is an executable path of C in
PQ, the subsequence of a that contains only actions defined in X is accepted by X.

The conversion system PQ = {EOp, C, Elg} satisfies the protocol-level conversion

requirements X if it satisfies external equivalence, semantic equivalence, freedom from
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deadlock, freedom from unspecified receptions (strong), and freedom from channel
overflow.

This approach transforms the problem of finding a protocol converter into a protocol
validation problem [CL90d]. The first step is to modify the involved entities £1p and EOg,
and the conversion seed X, to obtain three new entities E1p E0’g, and X" such that the
three new entities are considered to be communicating within a protocol {ETp X’ E0'g}.
The communication model for this protocol is also asynchronous over bounded channels.

[CL90d] shows that if both P and Q are deadlock free, unspecified reception free and
channel overflow free, and that if E1p and EOg have no states with both peer meséage
transmission and reception transitions defined, then there exists a converter with respect to
conversion seed X if and only if there is a subgraph SG of the global state graph of
protocol {E1p X, E0'p}, GSG, that satisfies the following conditions:

1. SG is not empty,

2. SG contains the initial state of GSG.
3. SG has no deadlock states, unspecified reception states or channel overflow states.

4. if a path in GSG that corresponds to some path in SG can be extended by a message
reception action, then the corresponding path SG can also be extended by the same

message reception action.

The global state graph of protocol {Elp X’ E0'g}, GSG, is ensured to be finite
because the channels are bounded. GSG can be found using many existing protocol
validation techniques [GY84][II83][KWN86][RW82][Sab88][Wes78][Wes86]. Because
there are a finite number of subgraphs of GSG, and because conditions 1 to 4 are
decidable, a terminating algorithm exists that will find SG if one exists. Once SG is found
it must be modified to reverse the modifications made to the original protocol entities. A

sketch of the algorithm is presented in [CL90d] where the complexity is not discussed.
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4.2 Protocol Converter Synthesis from the Required Service
Specification

The approaches discussed in this section are based on service-level conversion
requirements in the form of the required service specification of the conversion system CS.
Given protocols P= {EOp, Elp} and Q= {EOg, Elp} each approach constructs the
protocol converter from the participating entities, £0p and Elg, and CS. As stated in
Chapter 3, service-level conversion requirements in the form of the required service
specification specify the service requirements of the resulting conversion system in terms
of the service primitives of the participating entities.

The synchronization requirements and translation requirements of the converter are not
included in the specification of the conversion requirements. Therefore, the approaches
reviewed in this section will find a converter that satisfies the service requirements of the
conversion svstem with respect to safetv, and possibly progress, if one exists. The
converter will have to be reduced to satisfy the translation requirements and
synchronization requirements. The safety property will hold for a reduced converter
obtained by removing states and transitions from a converter satisfying the safety property;
however, the progress property will not necessarily hold for a reduced converter obtained
by removing states and transitions from a converter satisfying the progress property.
Therefore, if the converter is reduced by removing states and transitions, the progress
property will have to be reevaluated. Another limitation of the approaches reviewed in this
section is that the communication model is synchronous.

4.2.1 Synthesis of protocol converters using submodule construction

In [KHO3] an approach to conmstruct a protocol converter using extensions to the
submodule construction approach [MB83] is proposed. The submodule construction
problem is extended to the synchronous asymmetric communication model. The
specifications of the protocol entities are deterministic. In this approach, CS is also
deterministic. The progress criterion proposed in [KH93] is based on the notion of task
completion. The approach requires an additional specification as part of the conversion
requirements called the task-completing sublanguage of CS. The task completing
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sublanguage of CS, 7C, is a subset of L(CS) such that € ¢ 7C. TC specifies the set of
tasks in CS.
Before we discuss what it means for the conversion system to satisfy the conversion

requirements, some concepts must be introduced.

A task completing trace of PQ = {FOp, C, Elp} is a non-null executable path in PQ that
ends with an action defined in CS such that the subsequence of the executable path when

restricted to actions defined in CS is an element of 7C.

Progress is any behaviour of the conversion system that does not preclude it from

completing at least one task completing trace.

PQ is making infinite progress with respect to CS and 7C if and only if every executable
path in PQ is a proper prefix of a task completing trace.

A conversion system PQ={EOp, C,Elg} satisfies the service-level conversion
requirements CS and 7C if it satisfies the safety property, freedom from unspecified
receptions (strong) and infinite progress.

The first step of the approach proposed in [KHO93] is to find a CFSM C such that
PQ = {EOp, C, Elp} satisfies the safety property. This is accomplished with the specific
formulation of the submodule construction problem for the synchronous asymmetric
communication model [KH93]. The resulting C is maximal with respect to the safety
property.

In [KH93] an algorithm is provided that takes as input a CFSM C such that
{EOp, C, Elp} satisfies the safety property, and removes the minimal number of paths from
C to obtain a solution C’ such that {EOp, C’ Elp} satisfies the safety property and
ﬁeedém from unspecified receptions. The main idea of the algorithm is to obtain the
global state machine of {EOp, C, Elg}, identify the unspecified reception states in
{EOp, C, Elg}, and remove the minimal number of paths from C, i.e., the ones that are
responsible for unspecified receptions, to obtain C”.
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Another algorithm provided in [KFH93] takes as input a CFSM C such that
{EOp, C, Elg} satisfies the safety property, and removes the minimal number of paths from
C to obtain a solution C’such that {EOp, C’, Elg} satisfies the safety property and infinite
progress. The main idea of the algorithm is to find all the task completing traces of
{EOp, C, Elg}, identify the set of executable paths in {EOp, C, Elp} that are not proper
prefixes of a task completing trace, and remove the corresponding paths from C to obtain
C This step must be repeated interatively until C does not change.

The algorithm that removes unspecified receptions may result in a converter that
violates the progress condition. The algorithm that removes the infinite progress violations
may result in a converter with unspecified receptions. Therefore, to find a protocol
converter that satisfies the conversion requirements, the solution is to iteratively apply the
algorithms to the CFSM that satisfies the safety property until the outcome does not
change.

The computational complexity of the algorithm to find the safe solution is exponential
in the size of EOp x CS x Elg The computational complexity of the algorithm to remove
unspecified receptions is exponential in the size of the safe solution. There is no proof of
termination for the algorithm to remove progress violations.

4.2.2 The quotient approach

In [CL89a][CL89b] a solution to the quotient problem is proposed and then used to
construct a protocol converter. The communication model is synchronous symmetric. The
specification of the protocol entities may be non-deterministic, i.e., transitions labeled by
internal actions may be defined. The non-determinism in the specification of the protocol
entities is assumed to be fair: any transition that is repeatedly enabled will eventually
occur. CS may also be non-deterministic as long as it satisfies the normal form property
[CL89a][CL89b]. The non-determinism in the service specification is not assumed to be
fair.

A conversion system PQ={EOp, C, Elp} satisfies the service-level conversion

requirements CS if it satisfies the safety property and the progress property.
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Let 4 be a service specification and let B specify one component (entity) of an
implementation. B has two interfaces: one is external and is the same as the interface of 4,
and one is internal, comprising of a set of possible interactions with another component C.
The goal is to specify C, which interacts with B via its internal interface, so that the
behaviour observed at B’s external interface satisfies the service defined by 4. The
quotient problem is the problem of finding C such that {B, C} satisfies 4. {B, C} satisfies
A if the safety property is satisfied and the progress property is satisfied. {CL90a][CL90b]
presents an algorithm that produces a specification of C only if one exists.
[CL90a][CL90b] uses the algorithm to solve the protocol conversion problem where
A=CS,and B=EO0p ® Elg.

[CL90a][CL90b] proposes an algorithm that finds C such that {B, C} satisfies 4 with
respect to safety. The algorithm is essentially the same as the submodule construction
algorithm [MB83][HU96]. The CFSM specification of C is built inductively starting with
the initial state. The result is a specification of C with the largest trace set consistent with
the safety of {B, C}.

Another algorithm is proposed in [CL90a]{CL90b] that removes from the safe solution,
C, all states that are responsible for possible progress violations by {B, C}. The states that
are removed do not have sufficient outgoing transitions to prevent a possible progress
violation. If there are any reachable states left at the end of the process then C (a quotient)
is found such that {B, C} satisfies 4 with respect to safety and progress. Furthermore, it is
the maximal quotient in the sense that for any other quotient D, any executable path of D
in {B, D} is an executable path of C in {B, C}. If the initial state is removed by the
algorithm then no quotient exists.

The computational complexity of the safety algorithm is exponential in the size of
A x B; the computational complexity of the progress algorithm is polynomial in the size of
the safe solution output from the safety algorithm.

The constructed quotient has the largest possible trace set of any quotient, so it is likely
that it will contain extra states and extra transitions that do not contribute to system

progress. Furthermore, the constructed quotient will likely contain states and transitions
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that violate the synchronization requirements and translation requirements of the
converter.

4.2.3 Optimized converter

In [TBD95] an approach to find an optimized protocol converter from the participating
entities, the involved entities, and CS is presented. A protocol converter is optimized if it
does not contain any extra states and extra transitions that do not contribute to system
progress. The communication model is synchronous symmetric. The protocol entities may

be nondeterministic. CS may also be non-deterministic.

A conversion system PQ = {EOp, C,Elg} satisfies the service-level conversion
requirements CS if it satisfies the safety property, the progress property and external
equivalence.
[TBD95] claims that there is a deterministic converter C such that PQ = {EOp, C, Elg}
satisfies CS if and only if there exists a CFSM H with L(H) c L(EOp x Elg) such that
1. {H% satisfies CS with respect to safety and progress, where H” is H except all
transitions labeled by actions not defined in CS are replaced by internal transitions.

2. For any 6 € L(H), if 6.m € L(EOp x Elg), where m is a peer interaction or internal
action, then c.m € L(H).

3. For any o,0’ € L(H) such that the subsequence of o consisting of only peer
interactions is the same as the subsequence of ¢’ consisting of only peer interactions, if
c.m and ¢’.m € L(EOp x Elg) then either both 5.m and ¢’.m € L(A) or both c.m and
c'.m ¢ L(H).

In [TBD95] an algorithm is presented to find such a CFSM H. The algorithm reduces a
product machine constructed from EOp, Elg, and CS by eliminating all paths that violate
conditions 2 and 3 above. In addition, states and transitions that violate the safety property
or progress property are identified and removed while retaining conditions 2 and 3. If the
initial state is removed during this process then no converter exists. Otherwise the result is

the CFSM H.

57



The projection of H over its set of peer interactions results in a CFSM C’ such that
{EQp, C’, Elg} satisfies CS with respect to safety and progress. To find a C such that
{EOp, C, Elp} satisfies CS, the product of C” with involved entities Elp and EOQp, (with
their service primitives and internal actions removed by projection), is constructed. It is
shown in [TBD95] that the result is a protocol converter such that the conversion system
satisfies the conversion requirements. The complexity of the algorithm is exponential in
the size of EOp x CS x Elg.

This approach differs from the quotient approach [CL90a][CL90b] in that it allows the
service specification to be nondeterministic and not restricted to the normal form property
[CL90a][CL90b]. Furthermore, this approach provides one algorithm to find a converter
that satisfies safety and progress as opposed to providing an algorithm with two separate
phases. Finally, this approach goes further to find a converter such that the conversion
svstem satisfies external equivalence. If the involved entities of the original protocols do
not contain extra states and transitions then the resulting converter will also not contain
extra states and transitions. Therefore, the converter constructed by this approach is
optimal. Recall, however, that the converter constructed by this approach will likely
contain states and transitions that violate the synchronization requirements and translation

requirements of the converter.

4.2.4 Constructing a protocol converter with guaranteed service

In [YL91] an approach to construct a protocol converter that considers the conformity
property is proposed. The communication model is synchronous symmetric. The protocol
entities are deterministic and contain the specification of a designated subset of the state
set called final states. In this approach, CS is deterministic.

A conversion system PQ={EOp, C,Elg} satisfies the service-level conversion
requirements CS if it satisfies the conformity property, freedom from deadlock and
freedom from livelock.

The approach outlined in [YL91] first removes transitions and states from
G =EOp x CS x Elp until G is properly synchronized; and contains no livelock states or

58



deadlock states. If G = EOp x CS x Elg satisfies G = EOp x Proja(G) x Elg, where Ais
the set of peer interactions defined in G, then G is property synchronized.

The next step is to verify that CS = Proja(G), where A is the set of actions defined in
CS. If the verification passes then let C =Proja(G), where A is the set of peer interactions
defined in G. The complexity of the algorithm is exponential in the size of
E0p xCS x Elg.

There is no discussion [YL91] as to what it means if the reduction of G results in a nil
CFSM or what is means if the verification step fails. [YL91] does not discuss progress in
terms of the service provided, however, the liveness condition is a requirement for ﬁe
conversion system protocol PQ. This approach enforces that the conversion system to
satisfy the conformity property in order to satisfy the conversion requirements. Since CS is

deterministic this is sufficient property for the satisfaction the progress property.
4.3  Proiocoi Converier Synihesis from a Service interiace Adapier

Service-level interconnection is one approach to the interconnection of networks at a
gateway. This is accomplished with a service interface adapter within the gateway. The
approaches in this section consider the problem of finding a protocol converter, however,
in each case the significant first step is the construction of a service interface adapter
which is then used in the construction of a protocol converter. Recall from Chapter 3, a
service interface adapter provides the synchronization and translation of the service
primitives of the involved entities such that the conversion system provides the required
service. Therefore, the conversion requirements for the approaches reviewed in this
section are specified as the required service of the conversion system. As with the
approaches reviewed in the previous section; they do not consider the synchronization
requirements and translation requirements of the converter.

43.1 Bochmann’s observation

It was observed in [Boc90] that once the interconnection problem is solved at the service
level, a protocol converter for interconnection at the protocol level can be derived

automatically from the given protocol specifications and the service interface adapter.
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More specifically, the protocol converter is constructed by the composition of the entities
in the dotted box of Figure 30.

A comparison of Figures 30 and 31 shows that the subsystem composed of the layer-¥
entity, the layer-M entity, and the service interface adapter (SI4) within the gateway is a
protocol converter; although the protocol converter may have additional properties. This
observation leads to the automatic derivation of a specification for a protocol converter
from the 'given protocol specifications to be interconnected and the definition of a service
interface adapter (SI4). SIA defines how the communication services of the two

interconnected systems are related to one another.

- TS - &= —>
: SIA .
N d-—=» N M < M N |« —» Converter 4—V» M
Nol = N1 | Ml = M1 | | N1 =] N1 | Mol = M1
N-2, N-3, ... M2, M3, ... N-2, N-3, ... M2, M3, ...

Figure 30: Conversion at the service level Figure 31: Conversion at the protocol level

4.3.2 Okumura’s approach
Okumura [Oku90] uses the observation made in [Boc90] and presents a formal approach

to construct a service interface adapter and then a protocol converter. The communication
model is asynchronous or synchronous asymmetric. The specification of the entities may

be nondeterministic. The specification of CS may also be nondeterministic.

A conversion system PQ = {EOp, C, Elg} satisfies the service-level conversion
requirements CS if it satisfies the safety property.

The first step in the approach proposed in [Oku90] is to generate a service interface
adapter for the conversion system. That is, find a service interface adapter SI4 so that
{SSp, SI4, SSp} satisfies CS. This is an instance of the submodule construction problem
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[MB83][HU96]. Let Comp(B, A) represent the largest complement submodule found by
the submodule construction approach for module 4 and submodule B.

Assume that the required service specification of the conversion system is given, CS,
and the service specifications of protocols P and O are given, SSp and SSp, respectively.
[Oku90] shows that if service-level interconnection by a service interface adapter is
possible then there exists a non-null CFSM SI4 = Comp(SSp x SSp, CS) and any
execution of the service interface adapter is also a path of SI4. If
Comp(SSp x SSo, CS) =null then service-level interconnection by a service interface
adapter is not possible.

Once SI4 is known an equivalent converter can be automatically derived, as observed
by Bochmann [Boc90]: C = Elp ® SIA ® E0p. However, it is usua.lly‘the case that a more
compact converter is desired which will make the conversion system more efficient than
using a service interface adapter. [Oku90] also shows that C’c C is also a converter if
C' = null.

A conversion system using a converter constructed as described above will satisfy
freedom from channel overflow, however, there is no guarantee that the conversion system
will satisfy freedom from deadlocks or freedom from unspecified receptions. Okumura
[Oku90] provides the conditions that the states of the converter must satisfy for the
inheritance of these properties by the conversion system. In her discussion of the inherited
properties Okumura assumes asynchronous communication between the protocol entities
and furthermore that at most one message reception action is defined at each state in the
protocol entities.

If the converter obtained by C = Elp ® SI4 ® EOp does not satisfy the conditions for
freedom from deadlock and unspecified receptions then any state s that does not satisfy
the conditions can be removed and all preceding states that come to fail the conditions
after the removal of s can be recursively eliminated. If C = O at the completion of this step
then a C is a converter that satisfies the desirable properties.
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Okumura’s approach is completely algorithmic, however, the algorithms are not
provided in [Oku90]. The computational complexity of the approach is o2, where
N=[SSp| x |SSg| x |CS].

If a service interface adapter cannot be found, i.e., SI4 =, then a service interface
adapter does not exist. If] after removing states and transitions that violate the conditions
for freedom from deadlock and unspecified receptions, C = & then a converter cannot be
found using this approach that satisfies the desirable properties. This does not imply that a
converter that satisfies the desirable properties does not exist.

4.3.3 Yao and Liu’s approach: guaranteed service

In [YL92] a similar approach is presented to construct a protocol converter. The
communication model is synchronous symmetric. The specification of a protocol entity is
deterministic and contains the specification of a designated subset of the state set called

final states. In this approach, CS is deterministic.

A conversion system PQ={EOp, C,Elg} satisfies the service-level conversion
requirements CS if it satisfies the conformity property and freedom from deadlock and
livelock.

In the approach outlined in [YL.92], the first step is to generate a service interface
adapter and new service specifications for the original protocols for the conversion system.
That is, find a service interface adapter SI4, a new service specification for protocol P,
new-SSp, and a new service specification for protocol O, new-SSp, so that {new-
SSp, SIA, new-SSp} satisfies CS.

The CFSM G = SSp x CS x SSp is modified to make G well-formed by removing
transitions and/or inserting new auxiliary transitions into G. If G=5S5p x CS§ x SS¢
satisfies G= Proja,(G) x Proja,(G) x Projay(G), where A; is the set of service primitive
actions defined in EOp and Elp, A; is the set of service primitive actions defined in Elp and
EQg and Aj the set of service primitive actions defined in EOg and Elg, then G is well
formed.
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The next step is a verification step to ensure the well-formed G can satisfy the
conversion requirements, i.e., verify that CS =Proja(G), where A is the set of service
primitive actions defined in EOp and Elg. If the verification step passes then construct
new-SSp = Proja(G), where A is the set of service primitive actions of protocol P,
construct new-SSp = Proja(G), where A is the set of service primitive actions of protocol
O and construct SI4 = Proja(G), where A is the set of service primitive actions of Elpand
EQp. Note that these action sets include the new service primitive actions labeling the
transitions added to G to make it well-formed.

Since G is well-formed graph we know that new-SSp ® SI4 ® new-SSg = G. We also
know that {new-SSp, SI4, new-SSp} satisfies CS. Therefore we have a conversion system
that satisfies the required service specification, however, the original protocols’ service
specifications have been modified by the removal of some transitions and by the insertion
of new transitions with new service primitive actions as labels. Recall that the service
primitive actions that were added belong to the involved entities that will be replaced by
the converter. Therefore, the next step is to generate the new specifications for the
involved entities. i.e., find new-Elpsuch that {£0p, new-Elp} provides new-5Sp and new-
EOg such that {new-EOg, Elg} provides new-SSg. Under certain conditions outlined in
[YL92] this can be accomplished. If new involved entities can be constructed then, using
Bochmann’s observation, a protocol converter can be constructed automatically by
C =new-Elp x SI4 x new-EOg. The last step is to optimize C to some extent. Steps are
provided to remove deadlock and livelock states from C and transitions corresponding to
the service primitive actions of the composed entities.

There are verification steps in the approach in [YL92] without the accompanying
discussion about what it means if one of the verification steps fails. The .approach is
restricted to the synchronous model of communication only. One of the benefits of
converter construction via a service interface adapter, as mentioned for Okumura’s
approach, is the fact that the approach can be independent of the type of communication
between the entities. Unfortunately, because of the number of verification steps in Yao and



Liu’s approach which require the construction of a reachability graph, an extension of this
approach to the asynchronous model is not straightforward.

By modifying the involved entities of the original protocols Yao and Liu provide an
approach that may find a service interface adapter for protocols that Okumura’s approach
cannot. Also, by modifying the original involved entities they may be able to find a
conversion system them satisfies the conformity property for protocols that Okumura’s
approach cannot. Yao and Liu used auxiliary transitions to provide extra synchronization
ability such that the service interface adapter, if in existence, together with the new service
specifications is guaranteed to support the required service specification.

If their goal was to provide interconnection at the service level then this is not ideal
since the original protocol implementations of the involved entities would have to be
changed which removes one of the benefits of service-level interconnection. However, the
goal is to find a protocol converter that will replace the involved entities so this is not a
major concern.

4.3.4 Extension to converter construction via SIA : protocol pruning

In [KLLNS93] the observation is made that if a converter is constructed according to
Bochmann’s observation [Boc90], i.e., the converter is the composition of Elp SI4, and
EOQg, then it may contain extra states and transitions that are not needed by the largest
common service subset of the two protocols. [KLNS93] presents an efficient algorithm to
determine the largest common service subset and then remove the spurious states and
transitions from the converter.

The communication model is synchronous asymmetric. The protocol entities may be
nondeterministic. The approach assumes that a service interface adapter, SI4, that satisfies
the conversion requirements is known.

Each service primitive action defined in £lp will typically have a corresponding service
primitive action defined in EOp; and each service primitive action defined in EOp will
typically have a corresponding service primitive action defined in Elg. Let every service
primitive action defined in Elp or EOp that is not defined in SI4 be identified as an

unmatched service primitive action. Furthermore, for each unmatched service primitive
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action, its corresponding service primitive action in EOp or Elg is also identified as an
unmatched service primitive action.

We can now compute the largest common subset of services offered by the
interconnection of P and Q with SI4. Modify SSp and SSp to obtain SS7 and SSo
respectively by removing all transitions labeled by unmatched service primitives. The
largest common subset of servicesis W =S5p ® SIA ® $S§75.

Two algorithms are presented in [KLNS93] to find a pruned converter. The first
algorithm involves the composition of many CFSMs, which suffers from state space
explosion. To remedy this a second algorithm is presented which avoids the space
expensive composition operations and lowers the time complexity as well.

Consider the CFSMs W, EOp, Elp, SI4, EOp, Elg. The second algorithm proceeds by
removing all transitions with unmatched service primitive actions from each of the
CFSMs. For each CFSM, compute the strongly connected component that starts at its
initial state and discard the rest of the CFSM. As a result of this step there may now be
some unmatched message transmissions or unmatched message receptions in the CFSMs.
Remove all transitions with unmatched message receptions or unmatched message
transmissions from each of the CFSMs. For each CFSM that changes compute the
strongly connected component that starts at its initial state and discard the rest of the
CFSM. Repeat this process until there are no more transitions with unmatched actions to
obtain the set of CFSMs containing W, E0'p, Elp SIA, E0’g and Elp. The pruned
converter is C =Elp ® SI4 ® E0'p.

The algorithm presented is polynomial in the size of the total number of transitions
defined in all the CFSMs.

4.4 Observations

Of the various forms of protocol-level conversion requirements reviewed in this chapter,
the conversion seed [Oku86][CL90d] is the most expressive in specifying the translation
requirements and synchronization requirements of the converter. The benefit of the

conversion seed approaches [Oku86][CL90d] over the executable protocol trace approach
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[RMO1] is that we are not restricted to implementing a converter without memory. It is
not practical to convert all messages one-to-one from one protocol to another because of
various protocols mismatches. The valid closed path approach of [PL92] is also not
limited to a memoryless converter, however, it only specifies the mapping of convertible
messages and assumes that the different functions should proceed independent of one
another. The conversion seed approach allows nonconvertible messages to be significant
to the converter and thus restrictions on their ordering relative to other convertible or
unconvertible messages can be specified as desired.

Of the approaches based on protocol-level conversion requirements, the converéion
seed approaches [Oku86][CL90d] are the most formal and precise approaches to the
protocol conversion problem. If a suitable conversion seed can be found they provide
efficient, algorithmic solutions to determine if a protocol converter exists and generate one
if it does

Given the service-level requirements of the protocol conversion system in the form of
the required service specification, CS, there are two families of approaches for
constructing a converter. One family [CL89a][CL89b][TBD9S][YL91] constructs the
converter from the participating entities and CS. The other family [Boc90][Oku90][YL92]
finds a service interface adapter SI4 that when used in service-level conversion satisfies
CS and then constructs a converter from the involved entities and SI4.

The algorithms found in [CL89a][CL89b][TBD95][YL91] provide alternatives to the
submodule construction problem [MB83][HU96] for safety and in the case of [CL89a]
[CL89b][TBD95] for safety and progress. Of these approaches [TBD95] provides the
most general model, allowing both the protocol entities and required service specification
to be nondeterministic. [TBD95] also provides the conditions to determine if a converter
exists, and presents an algorithm to construct the converter. Furthermore, the approach in
[TBD95] considers external equivalence. The side effect of this property is that the
resulting converter of this approach will be optimal if the original protocols are optimal.

If a service interface adapter can be found such that when used in service-level

conversion the conversion system satisfies the required service specification then there
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exists a set of correct protocol converters that can be derived [Oku90][Boc90]. The
approach presented in [Oku90] depends on the existence of a service interface adapter,
and since a service interface adapter may not exist, the use of this approach is limited. The
non-existence of a service interface adapter does not imply the non-existence of a
converter. [YL92] proposes an approach that may find a service interface adapter that
[Oku90] cannot. Unfortunately, [YL92] is much less general in terms of the model and the
expectations of the input when compared to [Oku90]; and [YL92] is not as formal and
precise as [Oku90].

Table 1 characterizes selected approaches from the approaches based on the protocol-
level requirements, the approaches based on the required service specification, and the

approaches based on the existence of a service interface adapter.
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fOku86] [CL90d] [TBDY9S] [Oku90]
protocols P and Q | involved entities involved entities, involved entities,
(deterministic, no participating entities | supplied service
service primitives) (nondeterministic)
conversion conversion seed CS CS
requirements (nondeterministic) (nondeterministic)
communication asynchronous synchronous asynchronous
model bounded, or symmetric bounded,
synchronous asynchronous
asymmetric unbounded or
synchronous
asymmetric
assumptions on optimal, deadlock optimal optimal, channel
protocols P and Q | free, unspecified overflow free
reception free,
channel overflow
free
properties optimal, deadlock optimal optimal, channel
inherited by the |iree, unspeciiied overfiow free
conversion system | reception free,
channel overflow
free
correctness external equivalence, | safety, progress, safety, external
semantic external equivalence |equivalence
equivalence,
deadlock free,
unspecified reception
free, channel
overflow free
decidable (based | Yes Yes No
on correctness
definition)

Table 1: Characterization of Selected Approaches
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Chapter Five
Synthesis of Protocol Conversion Requirements

In Chapter 3, Section 3.1, we presented a formulation of the protocol conversion problem
between network X and network ¥ which is based on the following assumptions:
1. Layer M protocol (called protocol P) of network X and layer N protocol (called

protocol Q) of network Y are two different protocols.

2. There is a common peer protocol U which is layer Af+1 protocol of network X and
layer N+1 protocol of network Y. Thus, protocol U is common to both networks X
and Y.

3. The required service (RSy) for the common peer protocol U is defined.

If there is a gap between SSp and RSy, two interface adapters (40p and 4 1p) are used to
supply the required service (RSy) for protocol U. Otherwise, SSp provides RSy. In turn, if
there is a gap between SSg and RSy, two interface adapters (40g and 41g) can be used to
supply the required service (RSy) for protocol U. Otherwise, SSp provides RSy.

We have observed that there is a gap between our formulation of the problem described
above and the starting point of each of the approaches to the solution of this problem
proposed in the literature. In terms of service requirements, most approaches assume that
the required service speciﬁéation for the conversion system, CS, is known. It would be
nice to formally generate the required service of the conversion system, CS, and then apply
one of the approaches based on the required service specification to generate a converter
that satisfies the service requirements with respect to safety, and depending on the selected
approach, with respect to progress. Given that it is likely that protocol-level conversion

requirements exist in addition to the service requirements, it would be nice to specify the
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service-level conversion requirements in terms of the peer protocol messages of the
involved entities, for both the synchronous and the asynchronous model of
communication. Then we could apply approaches based on protocol-level requirements to
generate a converter that satisfies the service-level requirements and the protocol-level
conversion requirements, for either the asynchronous or the synchronous model of
communication.

As we saw in Chapter 4, Section 4.1, [Oku86] and [CL90d] each propose a solution
for an instance of the protocol conversion problem. Both solutions determine the existence
of a converter that satisfies the given conversion requirements for a particular class of
protocols. The two approaches are similar in that they both rely on protocol-level
conversion requirements specified as a conversion seed [Chapter 4]. In both approaches,
the conversion seed declares the semantic relation between two dissimilar protocols in
terms of their peer protocol messages. Neither approach considers a required service
specification for the conversion system. In fact, both approaches expect that the service
primitives are not included in the specification of the protocol entities. If a required service
specification for the conversion system is known, in both cases, there is currently no way
of inputting these global properties directly. Instead a conversion seed would have to be
manually created and then the resulting protocol would have to be checked against the
required service specification to ensure that it is satisfied.

In this chapter, an approach to synthesize the required service specification for the
conversion system is proposed. Furthermore, an approach to construct a conversion seed
that captures the semantic relation between the two protocols as it is specified in the
required service specification is proposed. Section 5.1 describes the problem statement.
Section 5.2 introduces the necessary formalisms for the material in the sequel. In Section
5.3, we propose an approach to synthesize the conversion system specification. In Section
5.4, we propose an approach to synthesize a conversion seed from the required service
specification of the conversion system. Extensions to the approach in Section 5.4 are

proposed in Sections 5.5 and 5.6.
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5.1 Statement of the Problem

Assume that the layers at which the conversion will take place between network X and
network Y are layer M and layer N, respectively. The specification of the layer A protocol
of network X is given by protocol P = {EO0p, E1p}, which provides the service specified by
SSp (Figure 13). The specification of the layer N protocol of network Y is given by
protocol Q = {EOg, Elg}, which provides the service specified by SSp (Figure 17). We
also assume that the required service for the common upper layer protocol, RSy, is given,
and that any interface adapters needed so that protocol P and protocol Q can provide RSy,
are given (Figures 14, 15, 18, 19). With this information, we can find the required service
specification for the conversion system, CS, and the conversion seed necessary to use
existing methods to find a converter. Depending on whether or not adapters are needed for
protocol P and protocol O to provide RSy, we have four general cases for the statement
of the probiem.

Case 1: If SSp provides RSy, as in Figure 15, and SSp provides RSy, as in Figure 19,
find CS and the conversion seed X so that existing methods can be employed to construct
C so that EOp, E1g and C provide CS, as in Figure 21, such that CS can provide RSy, as in
Figure 27.

Case 2: If SSp provides RSy, as in Figure 15, and SSp together with 40p and Algp
provides RSy, as in Figure 18, find CS and the conversion seed X so that existing methods
can be employed to construct C so that EOp, Elg and C provide CS, as in Figure 21, such
that CS together with 41¢ can provide RSy, as in Figure 26.

Case 3: If SSp together with 40p and Alp provides RSy, as in Figure 14, and SSp
provides RSy, as in Figure 19, find CS and the conversion seed X so that existing methods
can be employed to construct C so that E0p, Elg and C provide CS, as in Figure 21, such
that CS together with 40p can provide RSy, as in Figure 25.

Case 4: If SSp together with AOp and Alp provides RSy, as in Figure 14, and SSp
together with 40p and 41¢p provides RSy, as in Figure 18, find CS and the conversion
seed X so that existing methods can be employed to construct C so that £Op, Elg and C
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provide CS, as in Figure 21, such that CS together with A0p and 41p can provide RSy, as
in Figure 24.

5.2 Preliminaries

Communicating finite state machines (CFSMs) will be used to specify protocol entities,

service specifications, interface adapters and conversion seeds.

A CFSM E is a quadruple, £ = (S, Z, 6, s0), where:
S is the finite set of states,
T is the finite set of actions,
5: § x £ — S'is the partial transition function, and
s0 e §is the initial state.

The set of actions for which 8 is defined at a state s € S'is
2(s) = { o € £|8(s, o) is defined }.

A state at which there are no outgoing transitions defined is called a dead state,
i.e, astate s € Sis a dead state if and only if Z(s) = .

Consider states s, s’ S such that there is a transition ¢ defined from s to s, ie,
8(s, 6) = &, for an action 6 € Z. The state s is called the tail state of 7 and state §” is called

the head state of 7.

Consider state s € S. Let the number of outgoing transitions from s be the outdegree(s),
the number of incoming transitions to s be the indegree(s) and the

degree(s) = outdegree(s) + indegree(s).

To describe the behaviour of E on a sequence of actions, 6 is extended to a sequence of
actions, 8*: S x =¥ — S, where
8%(s, €) =s,

5%(s, 5.00) =8°(8(s, 0), o), foralla e Z* and 6 € Z.
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A sequence of actions o is said to be accepted by a CFSM E if and only if
8°(s0, o) is defined.

The language of a CFSM E is defined as L(Z) = { o € £ | o is accepted by E. }

The largest prefix closed subset of a language of a CFSM E is denoted Pre(L(£)).

It is sometimes useful to construct the complement of a CFSM. There must be one
non-accepting state in the specification of a CFSM E in order to find its complement.
Therefore a state designated as na can be added to a CFSM with the necessary transitions

to complete the transition function.

A CFSM E=(S, %, §, s0) can be modified to form a CFSM with a designated non-
accepting state, £'= (S X', §', s0'), as follows:
S’=S U {na}, where na is the only non-accepting state in the modified CFSM,

=z,

50’ =50,

& :§'xE"— S/ where

d'(s, o) = &(s, ©), if s € Sand c € Z(s5).

= na otherwise.

The complement of a CFSM with a designated non-accepting state E = (S, Z, §, s0),
denoted —FE = (S ¥', &', s0"), is defined as:
S’=S\ {na} u {a}, where a is the only accepting state in the complement CFSM,

=3,
50’ =50,
& :S'x X' — §7 where

0'(s, ©) =3(s, ©), if 8(s, ©) # na.
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=a if 8(s, ©) = na.

A sequence of actions o is said to be accepted by a CFSM with a designated non-
accepting state E if and only if §°(s0, a) is defined and 5°(s0, o) # na.

A sequence of actions « is said to be accepted by a complement CFSM E if and only if
5%(s0, a) is defined and 5°(s0, o) = a.

Given a sequence of actions o, the projection of a over V, |y: U” — V" with U, V two
sets of actions and V< U, for e € U”, 6 € U, is defined inductively as:

®ly ==
(c.a)ly =oc.(dr, ifoeV,
= (a)ly, ifoeV.

Given a set of sequences of actions L, L = U, the projeciion of L over ¥, with U, V7 iwo
sets of actions and ¥ c U, fora € U", B € V°, is defined as:
Projy(L)y={B|B=alranda e L }.

There are four types of actions for which a transition in a CFSM E can be defined.

They are distinguishable from each other by their labels in .

1. A peer message transmission is an action denoted by a message identifier, say m,
prefixed with a ‘-, i.e, —m. A transition labeled by a peer message transmission
semantically corresponds to the entity specified as CFSM E sending message m to
another entity in a set of CFSMs. If the entity to receive the message m is specified as
CFSM E’ then the action set of £/ must contain the action +m.

2. A peer message reception is an action denoted by a message identifier, say m, prefixed
with a ‘+, i.e., +m. A transition labeled by a peer message reception semantically
corresponds to the entity specified as CFSM E receiving message m which was sent
by another entity in a set of CFSMs. If the entity that sent the message m is specified
as CFSM E ’ then the action set of £/ must contain the action —m.
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3. A service primitive is an action denoted by a service primitive identifier, say m, and is
also prefixed by a “+* or ‘—* , i.e., +m or —m , however, an action +m or —m will not
appear in the action set of any other entity in a set of CFSMs. A transition labeled with
a service primitive action semantically corresponds to a message exchange
(transmission or reception) between the entity specified as CFSM E and the

environment.

4. An internal action is an action with no sign, i.e., the action identifier is not prefixed by
a “+’ or ‘“—. A transition labeled by an internal action semantically corresponds to an
action that the entity specified as CFSM E can perform without any interaction with

the environment or other CFSMs.

As discussed in Chapter 3, Section 3.1, direct communication between a pair of
communicating entities is modeled by a pair of FIFO queues. Each FIFO queue will be

called a channel.

A channel Cj is a FIFO queue from CFSM E; to CFSM Ej. The content of Cjj is a
sequence of zero or more messages represented by ¢;;. An empty channel is denoted by €.
There can be a limit on the contents of a channel called channel bound which, if specified,
is an integer represented by b;;. If b;j is not specified then there is no limit on the contents
of the channel. If the bound is zero then the communication is synchronous and there is no

need to consider the channels between the entities.

Let I={1,2, ..., n} be a finite index set, with »>2. Consider a set of CFSMs,
{E;|iel}, such that any two CFSMs E; and Ej i#j, i,j€l, communicate
synchronously, communicate indirectly through another CFSM, or do not communicate.
Let the Boolean function sync(E;, E;) identify the synchronous communication between
all pairs of CFSMs, Ej;, Ej, i #j,i,j € L.

ie., sync(E;, Ey) = true, if £; and E; communicate synchronously.

= false, otherwise.
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Let /={1,2,...,n} be a finite index set, with 7> 2. Consider a set of CFSMs,
{E;|iel}, such that any two CFSMs E; and Ej, i#j, I,je€l, communicate
asynchronously over FIFO channels, Cj; and Cj;, or do not communicate. Let the Boolean
function async(E;, E;) identify the asynchronous communication between all pairs of
CFSMs, E Eji#j, L, jel

ie, async(E;, Ej) = true, if E; and E; communicate asynchronously
= false, otherwise.

For a pair of CFSMs E;, Ej from a set of CFSMs { E; |/ € [ } with communication
relationship (a)sync, it is useful to define the message sets relating to their communication
with each other. Let the communication between E; and £; be dlrect and let Mj; represent
the set of messages sent by CFSM E; to be received by CFSM Ej: ie, M;j={m|-m € Z;
and +m € Z; and (@)symc(E;, Ej) = true }. Therefore, Mj; = QD if (@)sync(E;, Ej) = false.

For a CFSM E; from a set of CFSMs { E;|i € I'} it is useful to define the subsets of
the action set relating to the four types of actions.

1. Let Z] represent the set of peer transmission actions of Ej:

i={-meZij|tme v i}
Jjel, j=i
2. Let E}i' represent the set of peer reception actions of E;:
si={+meZi|-me v I}
Jjel , j=i
3. Let =V represent the set of service primitive actions of £;:
sU={-meZi|+me v Z}u{tmeZi|l-me v I}
jel j#i Jjel , j#i

4. Let I} represent the set of internal actions of E;:

2/={ceZloz-me LU Ll amdoztme Zf U T }.
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Given an action +m € Z+UEU, -meX” uZU, or n € 1 the inverse of the action is
defined as follows:

Grm)t =—m,

(-m)™t =+m,

n)l=n

Given a sequence actions the inverse of the sequence is defined inductively as follows:
&)1 =s

(c.)! =@ l(w,oceZ aecZt

Given a CFSM E = (S, Z, §, s0), the inverse of Eis E-1 = (§~1, £-1, 571, s0~!) where
s1=5,
5071 =50,
l={(c)llcel},
LS IxZ 18
§7(s, ©) =3, (o)D), (o) eZ(s),

= undefined otherwise.

Given a CFSM E = (S, =, §, s0), the reverse of E is ER = (SR, =R §R sOR) where
SR=S,
sOR = 50,
R=3,
SR. SR x SR 5 2SR
s’ e 8%(s, o) if8(s’, o) =s.

Given a CFSM E = (S, Z, 5, s0) and a set A < Z, for a state s € S, the A-closure of s is
Clsa(s) = { s € S|Ja € A*, 5°(s, ®) =5’ }. Note that s € Clsa(s) since s=35"(s,€) and

ge A’

Given a CFSM E = (5, Z, 6, s0) and I; < Z, the projection of E over Z; is defined by
Projg, (E) = (81, Z1, 61, p0), where
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Si={pe@\{@Y|Ix i, 5:;@0,0)=p},
PO =Clsa(s0), where A=Z\ X4,
01: 51 xZ1 =8,
81(p, o) = U Clsa(8(s, 0))-
s€p

Note that Clsa(5(s, 0)) = whenever (s, &) is undefined, and 8;(p, 6) = undefined

whenever U Clsa(0(s, 6))=O.
sEp

Given E1 = (51, Z1, 81, 501) and E; = (S5, 2, 82, s02), E; is a sub-CFSM of E} if and
only if S$> = 81, Z2 = £1, 50, =501, and 8x(s, o) = 81(s, ©) whenever s € S, ¢ € X, and
d1(s, ) € 5. ]

The symmetric product is the product of two CFSMs such that the transitions labeled
by actions in (1 Z;) are synchronized and the transitions labeled by actions in
((Z1\ Z2) U (B2 \ Z1)) are interleaved. This operation is used on two CFSMs to construct
a product CFSM when the two CFSMs are not considered to be in communication with
each other (or their communication is not being considered). The definition of the
symmetric product is intended to be general in that it does not consider the semantics of
each transition (i.e., service primitive, peer message transmission or reception, internal).
The set of actions whose transitions must be synchronized is simply determined by
(Z1 " Zy) and the set of actions whose transitions are interleaved is determined by
1\ 22) U G2\ ). Therefore, if +m € Z; and +m € X, then transitions labeled with
+m must be synchronized in the product. However, if +m € 21, —-m ¢ Z; and +m ¢ %,
—m € X, then the transitions labeled by +m and —m are interleaved since they are

considered different actions by this definition.

Given E; = (51, 21, 81, 501) and Ej = (52, Z3, 83, 505), the symmetric product of E; and
E; is a CFSM defined by E = E; x E; = (S, Z, 8, s0), where

S={(s1, ) €51 x| Ta € 7, 5°((s01, 502), @) = (51, 52) },

50 = (s01, 502),

=1 U,

3((s1, 52), ©) =(01(51, 0), 82(s2,0)), ifoeZini;
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and o € Z1(s1) and ¢ € Zy(s3),

= (81(51, 0), 52), ifo € 1\ Xz and o € Z1(s1),
= (51, 82(s2, ©)), ifo e 22\ 2 and 6 € Zi(s7),
= undefined otherwise.

A protocol P is a set of CFSMs, P={ E;|i €I}, with communication relationship
(a)syncp, such that
1. ACFSME; i € I, cannot send the same message to more than one CFSM:

e, MjnMp=0,j, kel j#kj=i, ki

2. A CFSM E;, i € I, cannot receive the same message from more than one CFSM:

e, MjinMu=09,j,kel,j#kj#i, k#i.

3. The internal actions must be distinct for every CFSM:
ie, ZfnEl=02,i,jeLi#]

4. The service primitive actions must be distinct for every CFSM:
ie, ZVnEV=0,ijeli=]

5. For any two indirectly communicating or non-communicating CFSMs, their action

sets must be distinct:
ie,ZiNZ=0,1jel i#jand (a)syncp(E;, Ej) = false.

The following two sections provide parallel definitions for properties of protocols. The
first section defines the properties relating to the synchronous model of communication.
Recall, in this case the bound on the channels is zero thus any two CFSMs in the protocol
communicate directly and synchronously, communicate indirectly through another CFSM
or do not communicate. The second section defines the same properties for the
asynchronous model of communication. In this case any two entities communicate directly

and asynchronously through channels or do not communicate.

79



5.2.1 Properties of protocols with synchronous communication

Synchronously communicating CFSMs synchronize on directly coupled actions (—m, +m),
where m represents the message that is being sent by one CFSM and received by the other
CFSM. Within a protocol each pair of CFSMs communicates synchronously, communicate
indirectly through another CFSM, or do not communicate. The Boolean function sync
identifies the synchronous communication between all pairs of CFSMs in a protocol. The
synchronous asymmetric product is the product of two CFSMs from a protocol with a
synchronous communication relationship. If the two CFSMs communicate directly
(synchronously) then the transitions labeled by the directly coupled actions ‘are
synchronized and the other transitions are interleaved. When the transitions labeled by
directly coupled actions (—m, +m) are synchronized the transition in the product CFSM is
labeled by the internal action identified by m, i.e., without the prefix “+” or ‘. If the two
CFSMs do not communicate directly then all transitions are interleaved in the product.
The definition of the synchronous asymmetric product is used on two CFSMs from the
same protocol to_construct a single CFSM that represents the joint behaviour of the two
CFSMs within the protocol.

Given two entities, E;=(S; Zi, 85, 0;) and E;j=(S;, Zj, §;, s07), from protocol
P={ Ep|k eI} with communication relationship syncp, the synchronous asymmetric
product of E; and E; is a CFSM defined by £ = E; ® E;j=(S, Z, 3, s0), where:
S=1{ (s;, s) € Si x Sj| Ja € =, 8°((s01, 507), &) = (s, 5) }
50 = (s0;, s0y),
=S \{{tm|meM;}u {-m|meM;}}
U\ {{+m|m e My} U {—m|m € My }}
v {m|meMjoM},
§:SxT >SS,
8((si» ), ) =(Bilsy, —m), sy, +m)), o=, if m & My, -m & Zi(s)
and +m € Zi(s;),

= (Bi(si, +m), 8i(sj, —-m)), o =m,ifm e Mj;, +m € Zi(s;)
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and ~m € Zi(sy),

= Bi(si, ©), 55)» ifoeZ\{{+tm|meM;}
u {-m|me M }} and 6 € Zi(s)),
= (si, 8;(sj, ©)), ifo e Z\{{+m|m e M }

v {-m|me M }} and 6 € Zd(sp),

= undefined otherwise.

A global state G of a protocol P={ E;|i € I'} is a list of states, G = <s; >i ¢ 1, Where
each s; is the local state of entity E;in G, for all i € I. In particular, the initial global
state of P is GO = <s0; >; ¢ 7, such that each s0; is the initial state of entity E;, for all

iel

A defined transition 5,(s;, 6) = s;” of E; is executable at global state G = <s; > e 7 if and

anlv ifthe cuirrant otate nf F: in (7 1¢ ¢ and
cnlythecurrent state of 2o, m (r 18 53,

pat-BL 04

1. o€l ,I : i.e., the transition is an internal action transition, or
2. o eV, e, the transition is a service primitive transition, or
3. o €X] such that 6 =-m, m € My, the current state of E; in G is 5, and 5(sy, +m)
is defined; or
+ = . fE; in G is s;, and &;(sj, —m)
4. o € such that o =+m, m € Mj;, the current state of £; m /5 (S,
is defined.

Let G =<s; > ¢ 1, and H = <s; >; ¢ 1, be global states and define G —> H if and only if
1. Jiel, such that H can be derived from G by executing a single transition

8i(si, 6) =s;” forsome c e Z{ UEY , or

2. 3i,jel i#j, such that H can be derived from G by executing the following
transitions synchronously: 8i(si, -m)=s;” and §i(sj, +m)=s;’, for some

m € Mj;.

All elements of G that are not affected by the transition(s) remain the same in f.
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Let —* denote the reflexive, transitive closure of —. H is reachable from G if and only

if G —* H. H is a reachable global state if and only if GO —»* H.

The language of a protocol P={Ej|liel} Is defined as
LP)={aec(( v .Mj)u(kz[(z{uzgf)))‘[ GO —* H through a sequence of

i,jel,j#
executable transitions whose sequence of labels is a }.

A protocol P satisfies a required service specification RSp with respect to safety if
Projspg L)) < L(RSp).

A reachable global state G = <s; >; ¢ ; of a protocol P={ E; | € ] } is a deadlock state
if and only if there are no executable transitions defined at G.

A protocol is deadlock free if and only if no reachable global state is a deadlock state.

A reachable global state G = <s; >; ¢ 1 of a protocol P = { E; | i €] } is an unspecified
reception state for entity E; if and only if there exists an entity E; such that §(s;, —m) is.
defined, m € Mj;, and 8,(s;, +m) is not defined.

An entity is unspecified reception free in a protocol if and only if no reachable global
state is an unspecified reception state for the entity.

A protocol is unspecified reception free if and only if no reachable global state is an
unspecified reception state for any entity in the protocol.

5.2.2 Properties of protocols with asynchronous communication

Asynchronously communicating CFSMs communicate over channels where channel bound
is greater than zero. Within a protocol each pair of CFSMs communicates asynchronously
or does not communicate. The Boolean function async identifies the asynchronous

communication between all pairs of CFSMs in a protocol.

A global state G of a protocol P = { E; | i €1 } is represented as a pair (S, C) where Sis a
list of states, S = <s; >; 7, where each s; is the state of entity E; in G, for alli € I, and C

is a list of channel contents, C = <cy;>; j eI, i =j, Where each cj; is the content of channel
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Cj in G, for all 4/ el In particular, the initial global state of Pis GO =
(<s0;>; e, <ci>ijel i=f) such that each sO; is the initial state of entity E;, for all

iel andcj=¢, foralijel,i#].

A defined tranmsition O8i(s;, 5)=s;’ of E; is executable at global state
G=(<si>iel,<Cj>i jel i=j)ifand only if the current state of E; in G is s;, and

1. ce€X ,I : i.e., the transition is an internal action transition, or
2. o eXV;ie, the transition is a service primitive transition, or
3. ce Zjie,the transition is a peer message transmission transition, or

4. C € Z?' such that o = +m, m € Mj;, and front(cj;) = m; i.e., the transition is a peer
message reception transition and the message to be received is at the front of the

appropriate channel.

Let G=(<s;>el,<Cj>ijelizj)and H=(<s/>e1,<cy>ijeli=;)beglobal
states and define G — H if and only if 3i € , such that H can be derived from G by
executing one of the following transitions:

1. Oi(s;, o) =s;” for some G GZ{UE,U, or
2. d(si, -m) =s;’and ¢/ = cj.m, for somem € Mij, or

3. 8i(s;, +m) =s;’and cj; = m.c;i, for some m € Mj;.
J Yj L

All elements of G that are not affected by the transition remain the same in A.
Let —* denote the reflexive, transitive closure of —. H is reachable from G if and only
if G —* H. H is a reachable global state if and only if GO —»* H.

The language of a  protocol P={E;liel} is defined as
LP)={ac (kkél $o)° | GO »* H through a sequence of executable transitions whose

sequence of labels is o }.



A protocol P satisfies a required service specification RSp with respect to safety if
Projz,-(L(P)) < L(RSp).

A reachable global state G=(<s;i>iel,<Cyj> ijeli# i) of a protocol
P={E;|iel} is a deadlock state if and only if there are no executable transitions

defined at Gand allcj;=¢,i,j € L i #J.
A protocol is deadlock free if and only if no reachable global state is a deadlock state.

A reachable global state G=(<s;>i eI, <Ciji> ijeli#j) of a protocol P = { E; |
i € I} is an unspecified reception state for entity E; if and only if there exists a channel
Cji such that front(c;;) = m, and 8;(s;, +m) is not defined.

An entity is unspecified reception free in a protocol if and only if no reachable global

state is an unspecified reception state for the entity.

A protocol is unspecified reception free if and only if no reachable global state is an

unspecified reception state for any entity in the protocol.

A reachable global state G=(<s;>ies,<Cj> i,jeli=j) of a protocol P = { E; |
i eI} is a channel overflow state if and only if there exists a channel Cj such that

length(cyj) > bjj.

A protocol is channel overflow free if and only if no reachable global state is a channel
overflow state.

52.3 Generalizing the model: direct communication only

To simplify the discussion that follows we will consider the case of direct communication
only. That is, we will consider protocols in the form P= {EOp, E1p} where
(a)syncp(EOp, Elp) = true (Figure 13), and O = {EOg, Elg} where (a)syncg(EQg, Elg) =
true (Figure 17). If a protocol P is given as in Figure 12, or a protocol O is given as in

Figure 16, where the protocol entities communicate indirectly through a communication
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medium that provides the required service for the protocol, the protocol can be
transformed into a protocol where the protocol entities communicate directly.

For example, if P={EOp, RSp, Elp}, where syncp(EOp, RSp) = true,
syncp(RSp, Elp) =true, and syncp(EQp, Elp) = false, then P’ ={FEQp Elp}, where
syncp-(EOR Elp =true and E0p=EO0p®RSp. If Q= {EOg, RSg, Elg}, where
synco(E0g, RSp) = true, syncg(RSp, Elg) =true, and synco(EOg, Elg) = false, then
Q’ = {E0g, E1'g}, where synco-(EOg, E1'g) = true and E1p= Elg® RSp.

t t 1 t

l sS, l l SS,
EO', ‘_-l—ﬂ El, EOQ ﬂ—l—' EY,
| B0, L El,

o i S

Figure 32: Protocol P’ Figure 33: Protocol O’

The protocol P’ = {E0's, Elp}(Figure 32) is still a protocol that provides the supplied
service (SSp) of protocol P. The protocol O’ = {EOg, E1'g} (Figure 33) is still a protocol
that provides the supplied service (SSp) of protocol O.

5.3 Finding the Required Service Specification

In the case where no protocol adapters are necessary for protocol P to provide RSy and
protocol Q to provide RSy, as in case 1 of the problem statement, the conversion system
specification is the required service of protocol U, i.e., CS = RSy.

If adapters are specified to provide the required service for protocol U, as in cases 2, 3
and 4 of the problem statement, then we must construct the required service specification
of the conversion system. This can be done using the submodule construction approach.

- 5.3.1 Applying the submodule construction approach
The submodule construciion problem (SCP) as stated in [MB83] is that given the
specification of a system (module) and that of its n-1 submodules, determine the
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specification of the nth submodule that together with the given » -1 submodules will
satisfy the given system specification. {[HU96] recasts the SCP in a formal setting and
presents an algorithm for the solution of SCP where submodules afe prefix-closed finite
state machines. The problem as stated in [MB83] [HU96] assumes that the communication
between entities is synchronous and the directly coupled actions are identified by common
action labels. The problem also assumes that the specification of the module includes the
definition of a final state set. Our model uses an asymmetric notation for communication
between entities and assumes that entities are prefixed closed, ie., all states are final
states, and thus the reformulation of the problem here is simply notational.

The submodule construction problem [HU96] can be formulated as follows: Given
the specification of a module £y = (So, Zo, 8o, s0p) and the specification of a submodule
E1=(51, £, 61, s01), find a submodule Er = (53, X3, 82, s02), where
S={c|oce\Z; }u{c|oleZ\Zg}, such that Projs,(L(E1) ® L(E2)) < L(Eo)-

Theorem 5.1 [H[j96]: Given the specification of a module (CFSM with designated non-
accepting state) Eo = (So, o, 80, 500), the specification of a submodule (CFSM)
E1=(S1, 21, 81,501), and Z;={c|c e Zp\Z1 } U {c|cle Z1\Zo }, then E;

that satisfies

L(E3) = Pre(Projs,(L((E'® E1)) \ Projs,(L((— £5'® E1y))),
also satisfies

Projs,(L(E1 ® E2)) < L(Eo),
and L(E,) is maximal with this property.

We are given the required service for protocol U: RSy = (Sgsy» ZRS;» ORSy» SORS)- We
also are given one or two interface adapters that will provide the translation between
protocol U and the conversion system: AOp=(S40p Z40p S40p SO40p) and/or
Alg= (SA1Q, EAIQ, 5A1Q, SOAIQ). We need to construct the required service specification of
the conversion system, CS, so that the CS and the interface adapter(s) provide RSy.

Our model presents a special case of the submodule construction problem in that all
states are accepting states in a CFSM. Therefore a final state set is not included in the
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definition of a CFSM. The submodule construction approach requires one non-accepting
state in the specification of the CFSM Eg in order to find the complement. Therefore a
state is added to RSy with the necessary transitions to complete the transition function to
form Ey. This new state will be the only non-accepting state, i.e., na, of Eo.
1. Define Eg = (So, Zo, do, s0g) where [cases 2, 3 or 4 of the problem statement]

So = Sgs, v~ {na }:

20 = ZRS;

50p = sOgs,,,

8¢ : So x Lo — So, where

So(s, ©) = Ogs, (s, ©), if s € Sgs,; and G € ZRs(s)-
=na otherwise.
Or go to step 5. [case 1 of the problem statement]
2. Define 1 =A4lg, [case 2 of problem statement]
or define £ = A0p, [case 3 of problem statement]
or define £] = A0p @ A1p. [case 4 of problem statement]

3. DefineSry={ocjoceZ\Z1}u{c|cleZ\Z}.
4. Find E> such that F; satisfies
L(E») = Pre(Projr,(L(( E5'® E1)™)) \ Projz,(L((- E5'® EN™))).
5. CS=RSy [case 1 of the problem statement]

orCS=E) [cases 2, 3 or 4 of the problem statement].

Corollary 5.1: The specification CS found according to the above steps satisfies

Projzps(I(CS)) < L(RSy) [case 1],
Projs,q, (I(CS ® 41g)) < L(RSy) [case 2],
Projzs (L(A0p ® CS)) < L(RSD) [case 3],
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Projepq (L(40p ® CS ® Alp)) = L(RSy) [case 4],

and furthermore, L(CS) is maximal with the property.
5.3.2 Algorithm for submodule construction
An algorithm to solve the submodule construction problem is given in [HU96]. The
algorithm has been modified in two ways for our model. First, the algorithm has been
modified to take into account the asymmetric notation of our model. This only impacts the
prefixes of the labels in the resulting CFSM of the algorithm. Second, the resuiting CFSM
does not contain a final state set. The modifications from the original algorithm are shown
in bold. As pointed out in [FIU96], when the input CFSM Ep contains only the one
designated non-accepting state and F) contains only accepting states, it can be easily
shown for this case that (= Eg® Ep)! =—((E5'® E1)?). Hence it is sufficient to only
form the CFSM E = (Ejl® Ey)L.

.

A state of E is 2 pair (s;, 5;), where s; is a state of Fgland s is a state of E;. Let

NA={(s1, s2) € Sg|si=na}. A statein E is a set of states of E. A statep of E; is
invalid if p " NA = &.

procedure SCP(E : CFSM; 2, Z; : ACTIONS; var £; : CFSM),

input: E = (Eg' ® E1)' = (S, Z, 8, s0), Zg, 21

output: E; = (S5, £z, 83, p0s) if exists, and “no solution” otherwise.

begin
T2={cloef\Z1}ufc|ocleZ\Zo};
A=z ’
P02 = Clsa(s0);
if p0 is invalid
then
begin
report “no solution”
end {then}
else
begin
new = J;
old = {p02};
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Sz = {p02};
while old = & do

begin
for p € old do

begin
forc € Zp do

begin
P = u Clsa(0(s, o));

s€Ep
if p’ # & and valid
then
begin
52(p, ©) =p';
ifp' e
then
begin
SHH=85u{p}:
new =new U {p'};
end; {then}
{endif}
end {then}
else
begin
d(p, ©) is undefined;
end {else}
{endif}
end; {for}
end; {for}
old = new;
new = J;
end; {while}
end; {else}
{endif}
end. {procedure SCP}
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Potentially, all subsets of the state set of the input CFSM could be generated, thus making

the algorithm exponential in time and space complexity. More specifically, in the worst

case, the time and space complexity is O(2"), where N = |( Eg' ® E1)l.

Theorem 5.2: Given CFSMs Ey and E;, the CFSM E;, constructed by the proposed

algorithm satisfies: Projz,(L(E1 ® E3)) < L(Ep). Moreover, L(E?) is maximal with
this property.

Proof: by proof in [HU96] and the following observations:

1.

5.4

Our model does not include a final state set because the implicit assumption is that all
states are final states. The original algorithm always returns a final state set equal -to
the state set of the resulting machine therefore this modification does not affect the
results in [HU96].

The input has changed from (Eg x E;), where £y and E; are specified in symmetric
notation, to (E(‘)l ® E1)l, where Eq and E) are specified in asymmetric notation. Note
that (Ep x E;) is equivalent to (E(,1® E1)’! with the exception of the “signs’ on the

transition labels.

The action set of £> changed from (2o \ Z1) v (‘331 \ Zp), where Eg and £ are specified
in symmetric notation, to { 6 [c € Zg\Z; } u { 6| o7l € 1\ Zg }, where Ey and E;
are specified in asymmetric notation. Note that (o \ Z1) U (Z1 \ Zp) is equivalent to
{c|loceZg\Z1}u{c|oleX;\Iy} with the exception of the °signs’ on the

transition labels.

The delta set of actions changed from (Zg U Z;) \ 2, where Ep and E; are specified in
symmetric notation, to !, where E is specified in asymmetric notation. Note that
o U Z1) \ Z, is equivalent to L. a

Finding a Conversion Seed: Approach_1

The following is based on the assumption that the service primitives that are referred to in
CS are those of EOp and Elg; i.e., Zcs =V uzU

EO0p EIQ )

920



The conversion seed problem: Given the specification of the conversion system
requirements, CS, and the specification of the protocols P = {EOp, EFlp} and
QO = {E0g, Flg}, find a conversion seed X, such that a conversion system protocol
{EO0p, C, Elg} that satisfies external equivalence and semantic equivalence with respect to
X also satisfies the safety property with respect to CS.

We propose a solution to the conversion seed problem for protocols that can be
specified by the CFSM model introduced in Section 5.2 for synchronous communication
and for a subset of the protocols that can be specified by the CFSM model introduced in
Section 5.2 for asynchronous communication. The subset of protocol specifications for the
asynchronous model are those in which the specification of the protocol entities satisfy the
following conditions:

C1 There is no state s defined such that the set of transitions defined at states in
Clsa(s) contain both peer protocol message transmission transitions and peer

protocol message reception transitions, where A = Z¢s.

C2 There is no state s defined such that there are both peer protocol message

transitions and service primitive transitions defined at s.

C3 There are no two sequences of actions a.c and B.p accepted by an entity, where

o and p are peer protocol message transitions, such that a.ofs.g # B.plz. and
a-0|Z\ZCg = Bplﬂzcgv

S5.4.1 Significant transitions and the significant action set

Consider the transitions of E0p and E1g where the communication between these entities
and the converter is asynchronous. In the conversion system, Figure 21, the peer protocol
message transmissions of EOp and Elg are observable by the converter and the peer
protocol message receptions of £Op and Elg are controllable by the converter. The service
primitive message transmissions and receptions of EOp and Elg are neither observable nor
controllable by the converter.

Now consider the transitions of E0p and' E1¢g where the communication between these

entities and the converter is synchronous. In the conversion system, Figure 21, the peer
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protocol message transmissions of EOp and Elg are observable and controllable by the
converter and the peer protocol message receptions of EOp and Elg are observable and
controllable by the converter. The service primitive message transmissions and receptions
of EOp and Elg are neither observable nor controllable by the converter.

The converter maps the messages of one protocol to the messages of the other
protocol. It also provides the synchronization between the two protocol entities. It can
only accomplish this task through the observable and controllable transitions. Our
specification of the conversion system is given in terms of the service primitives of £Op
and Elg. For a service primitive transition, #, in EOp or Elgp, we want to determine the set
of transitions that the converter can control such that once the converter participates in the
execution of one of those transitions, there is a sequence of zero or more transitions
uncontrollable by the converter which leads to the enabling of #. We also want to find the
set of transitions that the converter can observe such that when the converter participates
in the execution of one of the transitions, ¢ has been executed. These sets of transitions
contain the significant transitions of service primitive transition 7. The set of actions
labeling the significant transitions of all the service primitive transitions is the significant
action set.

Before the substeps are given to find the significant transitions and significant action
sets, some additional definitions are needed.

For any transition t=(s,c,s’) in CFSM E=(S, Z, §, s0), the set of predecessor
tramsitions, pre(?), is defined by pre(®) = { (r, p, s) [r € S,p € Z, 8(r, p) =5 }.

For any transition f=(s,c,s) in CFSM E=(S, Z, §, s0), the set of controllable

predecessor transitions, ¢_pre(f), can be constructed as follows:

o c pre(f)=O, if s € Clsa(s’), where A =Zcs \ {c}.

e 11 €c_pre(d), if #; € pre(?) and #; is controllable by the converter,

e 1 ec pre(®), if 5 € c_pre(t;) and #; € pre(?) and #; is not controllable by the
converter.
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For any transition £=(s,c,s) in CFSM E=(S, Z,8,s0), the set of significant
predecessor transitions, sig_pre(?), is defined by:
sig_pre() = { (r, p, ') | 7, p, ") € c_pre(!) and/3(g, p', ) € c_pre(®), ¢, 7, T’ €35,

p,p' e}

For any tramsition ¢=(s,0,s) in CFSM E=(§, %, §, s0), the set of successor
transitions, suc(?), is defined by: suc() = { (s, p. @) g€ S, p € Z,8(s,p)=¢q }.

For any transition ¢ = (s, 5, ') in CFSM E = (S, Z, 3, s0), the set of observable successor

transitions, o_suc(?), can be constructed as follows:

e o suc()=9, if s € Clsp(s"), where A = Z¢cs \ {G}.

e 1 € o_suc(d), if f; € suc(?) and 11 is observable by the converter,

e £ € o_suc(l), if , € o_suc(f]) and #; € suc(?) and f; is not observable by the
converter.

For any transition ¢ = (s, 5, ') in CFSM E =(§, Z, 6, s0), the ser of significant successor
transitions, sig_suc(?), is defined as follows:
sig_suc(®) = { (r, p, ¥) | (r, p, ') € o_suc(t) and A7, ¢, ) € o_suc(t), g, 1,7 €S,
p,p e}
Then, the following is performed to find the significant transitions and the significant
action set.
1. For every transition (5,0,5’) in EOp such that o€ Zcs, s, s € Zgop, find
sig_pre((s, o, 5’)) and sig_suc((s, c, 57)).
2. For every transition (s,0,s’) in FElp such that oceZcs s s € Zglg, find
sig_pre((s, o, s')) and sig_suc((s, c, 5')).
3. Let the significant action set SA = { ¢ | (s, 0, 5) € sig_suc(?) v sig_pre(?), Vi = (r, p,
r') in EOp and in Elg, p € Z¢s}.
The conversion seed found using the approach presented in the sequel is dependent on

the sets of significant transitions. If any of the sets of significant predecessor transitions is
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empty then a conversion seed cannot be found using this method. To find the most general
conversion seed, and in some cases to find a conversion seed at all, it is necessary that for
a service primitive transition #, sig_suc(f) = o_suc(?). It is possible to modify EOp or Elg
by adding states and transitions to make sig_suc(f) = o_suc(?). In the worst case the size
of the CFSM doubles.

For every state r” such that there exists a non-empty set of incoming transitions,
{(r, p, ) | (r, p, ) € o_suc(?) \ sig_suc(?), where ¢ is any service primitive transition in
EOp (Elg)} perform the following steps in order to ensure that sig_suc(?) = o_suc(¥):

1. Add a new state ra.
2. For every ¢ € 2(r’) do the following steps:
a) Define 8(ra,c) =0(r;c), ifd(r,oc)=r’
b) Deﬁne 8(ra,c) =ra, ifd(r,c)=r’
c) Ifc € Z¢s then define sig_pre((r 2, o, 8(r’; ©))) = & and define
sig_suc((ra, c, 8(r’ 0))) = sig_suc((r’ &, 3(r’ 5))).
d) If transition (r’ o, 8(r’ ©)) € sig_pre(f) where ¢ is a service primitive transition
then add transition (7 @, c, 8(r, ©)) to sig_pre(?).
3. For each transition (r,p,7’) in the set {(r,- p, )| (r, p, ) € o_suc(®) \ sig_suc(?),
where ¢ is any service primitive transition in £0p (Elg)} do the following steps:
a) Remove transition (7, p, 7).
b) Add transition (r, p, r'a).
¢) If transition (r, p, r’) € sig_suc((s, o, s")) where (s, c,s’) is a service primitive
transition then replace tramsition (r,p,7’) with transition (r,p,7a) in
sig_suc((s, ©, 5)).

d) If transition (7, p, r’) € sig_pre((s, &, s)) where (s, o, s’) is a service primitive
transition and r’# s then replace transition (7, p, ) with transition (r, p, r’a) in

sig_pre((s, o, 5')).
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e) If transition (r, p, 7) € sig_pre((s, o, s’)) where (s, ©,s’) is a service primitive

transition and r’= s then remove transition (7, p, 7’) from sig_pre((s, c, ).

f) If transition (r, p, r) € o_suc((s, o, s)) \ sig_suc((s, o, ), where (5,0,s) is a

service primitive transition then add transition (r, p, r’a) to sig_suc((s, &, 5')).

g) For every (ra,o,s) defined, o e€ZXcs, add transition (r,p,7a) to
sig_pre((r a, o, s)).
h) Add action p to S4.

Theorem 5.3: States and transitions added by the steps above ensure that
sig_suc(?) = o_suc(?), for all service primitive transitions #, and that the language
accepted by the CFSM does not change.

Proof: Let E’be the CFSM obtained by applying steps 1 to 3 above to CFSM E for a state
r’ in E such that there exists a non-empty set of incoming transitions, {(r,p,”")

| (r, p, ') € o_suc(f) \ sig_suc(?), where 7 is any service primitive transition in £}.

(1) Observe that the new state r @ with its outgoing transitions, added by steps 1 and 2 of
the procedure, is equivalent to the state r’already defined in the CFSM. Two states s; and
s; in a CFSM are equivalent if and only if for every a € Z°%, 8(s1, ) =8(s2, ).
Furthermore, in step 3 every incoming transition to ’removed is replaced by an incoming
transition to 7@ with the same tail state. Since r“and r & are equivalent the behaviour is the

same. Therefore, L(E) = L(E).

(2) Observe that the new transitions outgoing from the new state r @, added by steps 1 and
2 of the procedure, cannot be observable successor transitions (and therefore cannot be
significant successor transitions) of the original service primitive transitions. This is

because the only transitions defined to the new state ra in £’ are observable transitions
[step 3].
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(3) For every (r, p, r") € o_suc(f) \ sig_suc(f) in E, where z‘. is any service primitive
transition in E, if (r, p, r’) € o_suc(?) in E then (r, p, r'a) € o_suc(?) in £’ Furthermore, in
E’ (r, p, ra) ¢ sig_suc(f) = 3 (ra, 6, s) € o_suc(?) = there exists a path from the head
state of f to r @ that contains only unobservable transitions => there exists an unobservable
transition with head state r @, which leads to a contradiction. Therefore, the result of step
3 of the procedure is the replacement of (r, p, 7) with (, p, 7’a) in the sets of observable
successors, since the transition (r, p, 7’) is replaced with (7, p, ’a) in E; and the addition

of (r, p, ' a) to the corresponding sets of significant successor transitions.

(4) Any new service primitive transition added with tail state 7@ will have the same set of
observable successor transitions and the same set of significant successor transitions as the
corresponding original service primitive transition will tail state 7 since r@ and r” are
equivalent.

From (2), (3) and (4), we can say that in £E; the set {{r, p,#)
| (r, p, ') € o_suc(?) \ sig_suc(f), where £ is any service primitive transition in EOp (Elg), r
is any state} is empty and the set {(r, p, 7a) | (r, p, ) € o_suc(?) \ sig_suc(#), where 7 is
any service primitive transition in EOp (Elp), r is any state} is empty. This implies that if
we apply the steps of the procedure to every state in the original £ then in the resulting
CFSM o_suc(?) = sig_suc(?), for every service primitive transition Z. O

5.4.2 Constructing the conversion seed
Given the specification of the conversion system requirements, CS, and the specification of

the protocols P = {EOp, Elp} and Q= {EOg, Elp}, along with the significant action set
SA, and the sets of significant transitions, the following steps are taken to find a
conversion seed X, such that a conversion system protocol {EOp, C, Elg} that satisfies
external equivalence and semantic equivalence with respect to X also satisfies the safety
property with respect to CS.

1. Construct (EOp x Elg x CS)~red as follows:

1) Extend CS by adding a dead state, d, and the following transitions:
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Vs e Scs, s #d, Yo € Zcs, if 8(s, o) is undefined then define 6(s, 6) =d.
Vs e Scs, s#d, Vo € ((Egopv EEIQ) \ Z¢s ), define 8(s, o) =s.
Vo € Ecs v Zpop\v Zglg), 5(d, o) is undefined.

iy Construct ¥ = (EO0px Elg) x CS = (Sy, Zy, 8y, s0r).

i) Reduce Y in the following manner to obtain (EOp x Elg x CS)~red as the result of

the reduction:
A) Repeat for every dead state (s1, $2, s3)in Y-
i) Repeat for every incoming transition ((r1, 72, 73), G, (51, 52, §3)):
a) 8y((r1, r2, r3), ©) = undefined
b) ifc € Zcs then
¢ find SP= {{{q1, %2> F3)» P» @1. P2, P30y | (g1, 92, 43)» P> @1, P2, P5)) 18
the last transition preceding (71,7, 73) in a path ending at state
(r1, 2, 3) satisfying (G € Zgo, and (q1, p, p1) € sig_pre((r1, S, 1)) or
(6 € Zr1, and (42, P, p2) € sig_pre((r2, S, )}
* Y((q1, 2. 93). P, (1, P2, P3)) € SP, 81((q1, 92, 93), P) = na.

i)y Sy =S8y\{(s1, s2, s3)}

B) Repeat for every service primitive transition ((r1, 72, r3), G, (51, 52, 53)),

CcEXcs:

) find SS={((q1. 92. 93): P» @1, P2, P3)) | (41, 92, 93). P, 1, P2, p3)) is the
first transition following (si, 52, s3) in a path starting at state (s, 52, S3)
satisfying (c € Zgo, and (g1, p, P1) € sig_suc((r1, o, 51))) or (o € Zg1, and
(92, p, P2) € sig_suc((r2, G, 52)).

i) Y((q1. g2, 93). P, (P1, P2, P3)) € SS,
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a) find SP= {((vi, v2, v3), 8, (W1, w2, w3)) | ((v1, v2, v3), O, (1, w2, w3)) is
the first transition in a path from (s, s2, s3) to (g1, g2, ¢3) such that
((ce ZEQ and (v9, 0, wa) € sig_pre(f), for some t=(r,p’,7) in Elg
p'eZcs)or(c e Zglg and (vy, 8, w}) e sig_pre(?), for some = (r, p’, r’)
in EOp, p’ € Z¢s).

b) V((v1, v2, v3), 8, (W1, w2, w3)) € SP, S{((v1, V2, v3), B) = na.
2. Find W such that
L(#) = Pre(L(Projsa(E0p x Elg x CS)~red)) \ L(Projsa(~(E0p x Elg x CS)~red))))
3. X =W-1lis the conversion seed.

The possible behaviour of a conversion system with participating entities EOp and Elg
is the interleaving of the language of EOp with the language of Elgp We constructed the
intermediate CFSMs (ECp x Elyx CSy~red [step 1] and W [stcp 2] in such 2 way that
given a possible interleaving of a sequence of actions accepted by EOp with a sequence of
actions accepted by FElg if the sequence of actions is not accepted by
(EOp x Elg x CS)~red then the projection of the sequence over the significant action set is
not accepted by W. Furthermore, if a possible interleaving projected over the significant
action set is accepted by W then the possible interleaving is accepted by
((EOp x Elg x CS)~red) and the possible interleaving projected over service primitive
actions is accepted by CS. In other words, the behaviour can be part of a safe solution.

This is formally stated below as Propositions 5.1 and 5.2.

Proposition 5.1: Vo € L(E0p x Elg), a ¢ L((EOp x Elg x CS)~red) =
alss € L(Projs4((E0p x Elg x CS)~red)) \ L(Projsa(—(E0p x Elg x CS)~red)).

Proof: by the construction of ((EOp x Elg x CS)~red) and W. a

Propesition 5.2: Vo € L(EOp x Elg),

als4 € L(Projsa(E0p x Elg x CS)~red)) \ L(Projsa(—(E0p x Elg x CS)~red))) =
a € L((E0p x Elg x CS)~red) = a5 € L(CS)
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Proof: o € L(EOp x Elg) and oz € L(CS)

= a ¢ L(EOp x Elg x CS)

= a ¢ L((E0p x Elg x CS)~red) [by construction of ((EOp x Elg x CS)~red)]

= afsq & L(Projsa((EO0p x Elg x CS)y~red)) \ L(Projsa(—(E0p x Elg x CS)~red))
[by Proposition 5.1]. o

The possible behaviour of a conversion system with participating entities EOp and Elg
and involved entities Elp and EOp, that satisfies external equivalence, is the language
accepted by the protocol {£0p, Elpx EOg, Elg}, where EOp and Elpx EOp communicate
directly, E1px E0g and Elg communicate directly, and EOp and Elg do not communicate.
It is useful to characterize the part the involved entities, Elp x EQp, play in this behaviour,
or the part the participating entities, EOp and Elg, play in this behaviour. Given a sequence
of actions, &, accepied by ihie protoco! {E0fp, Elpx EQg, Elg}, the narticipating nart of
a, o,, is the sequence of actions that represents the part the participating entities play in
the behaviour c, and the involved part of ., ay, is the sequence of actions that represents

the part the involved entity plays in the behaviour a.

Let a € L({EOp, Elpx EOp, Elp}), where sync(EOp, Elp x EOp) = true,
sync(Elpx EOg, Elg) = true and sync(EOp, Elg) = false.

Define the participating part of o, oo, inductively as follows:

o =g, fa=¢,

(c.0)p =100 if o € ME1,,E0, OTC € MEQQ,E‘[Q
=-0.0 if 6 € MEop,E1, OTC eMmQ,EoQ
= G.0o, ifo € Zcs.

Define the involved part of a, oz, inductively as follows:

ay =g, fa= g,
(c.o)y =-c.0q ifo e MEIP’EOP orc € ME()Q,ElQ
=40G.07 if 6 € MEop,E1, 0T C € MmQ,EoQ
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= qy, ifc € Zcs.

Let a € L({EOp, Elpx EOg, Elg}), where async(EOp, E1px EOp) = true,
async(E1p x EQp, Elg) = true and async(EOp, Elg) = false.

Define the participating part of o, dp = Ao U Egyp-

Define the involved part of o, a7 = &Uszp U Zpyg-

In the case where the protocols P and O communicate using the synchronous model of
communication, if we are given a sequence of actions, c, that is a possible behaviour of
" the conversion system that satisfies external equivalence, we can show that the involved
part of o projected over the alphabet of the conversion seed is accepted by the conversion
seed if and only if the inverse of the participating part of a projected over the significant

action set is accepted by the conversion seed. This is formalized as follows:
Proposition 5.3: Vo e L({EOp, E1px EOg, Elg}), where sync(EOp, £1px E0g) = true,
sync(Elp x EOg, Elg) = true and sync(EOp, Elp) = false,

s, € LX) < (aolsa)? € LX).
Proof: a € L({EOp, Elpx EOg, Elg}) with communication relationship sync

= a7 = (Qlola)!, where A = (Zgop  ZE1p) \ ZCs-

= s, = (Cola) Mz

= oz, = ((Gola)lsa)™!

= oz = (Colsa)™

= oz, € LX) < (dolsa)? € LX) g

Proposition 5.3 demonstrates the relationship between the conversion seed and the
participating part of a sequence of actions that is a possible behaviour of a conversion
system that satisfies external equivalence in the case of synchronous communication. We
must also consider the case of asynchronous communication. In asynchronous

communication, the fact that the transmission of a message and the corresponding
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reception of that message are two separate events that can be separated by the occurrence
of certain other events involving the same or different entities, complicates the relationship

between the conversion seed and the participating part of the behaviour.

Consider the protocol {EOp, Elpx EQOp, Elg}, where async(E0p, Elpx EQg) = true,
async(Elpx EOg, Elg) = true and async(EOp, Elg) = false. Given the involved part for an
unknown behaviour o € L({EOp, Elpx EOg, Elp}), o, a possible participating part
consistent with ay, is any sequence y € EOp x Elg that satisfies all of the following
conditions:

oo 1 (xla).o =(cu) s, where A= S}, and o’ € (2£o,)"

o 2 xla=(ap)lac’, where A= 25, and o’ € (Z 5o, )

003  (n)o =(a)a where A= 2, and o’ € (2, )

— 14

dod  xia={aptjadt, where A= ZEi, and & € {ZF,)
a, 5  if the action +m precedes the action —» in oy then the corresponding action —m

precedes the corresponding action +# in X.

The conditions ap_1, 0p_2, dp 3 and op_4 are due to the channels with bounds
greater than zero between the entities. Condition at,_5 is due to the observation that if the
message m is received by Elp x EOg before it sends message n then the message m must be

sent by EOp or Elg before EOp or Elgreceives the message .

Given oy for an unknown o € L({EOp, Elpx EOp, Elg}), we can construct the set of

possible participating parts consistent with oy, Ao(cz), as follows:

1. Find B, such that B is the longest sequence in L(EOp x Elg) that satisfies oy = (Bla)™,
where A= (Zgop v ZE1y) \Zcs, and add B to Ao(ay). B is the root sequence of
Ao(ag).

2. For B’ € Ao(oy) modify B’ by one of the following steps and add the modified

sequence to Ap(cy), until no more unique sequences are added.
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) swap adjacent reception actions, “+m+n”" — “+ntm

if (+m € Zgop, tn € ZEIQ) or (+n € Zggp, tm € ZEIQ).

ity swap adjacent transmission actions, “—m-n" — “—n—-m”,

if (-m € Zpop, N € ZBQ) or (-n € Lgop, —M € ZEIQ).

ity swap a reception action with the following transmission action,

“tm-n" — “—ntm”, if (+m € Zgo,, —n € Zglg) or (—n € Zggp, tm € Zglg)_

Iv) swap a service primitive action with an adjacent action, “c102” —> “0201 7,

if (o1 € Zcsoros € Zes) and ((o1 € 2E0p, O2 € 2519) or (o2 € Zgop, O1 € 251Q)).
v) remove the last action of B’, ¢, ifc=+m, tm € ZEop Y EElg or o € Ics.

viyadd an action to the end of B', o, f c=-m, -m € Zpop Y ZmQ or 6 € X¢s, and
B’.c € L(EOp x Elgp).

Recall that this approach is applicable to a subset of the protocols that can be specified
by the CFSM model for asynchronous communication introduced in Section 5.2. Given
protocols P and Q in that subset, we can show that a sequence of actions that is an
interleaving of the behaviour of the participating entities FOp and Elg is a possible
participating part consistent with a given involved part if and only if the sequence of
actions is in Ap(cey). This is formalized as follows:

Proposition 5.4: Consider the protocol {EOp, Elpx EOg, Elp}, where
async(EOp, Elpx EOg) = true, async(Elpx EOg, Elg) =true and async(EOp, Elg)
= false. If given EOp, Elp, EOg, and Elg that satisfy conditions C1, C2 and C3
given in  Section 5.4 and given oy for an  unknown
a € L({EOp, Elpx E0g, Elg}), then
B e L(EOpx Elg)and B € Ap(a) <> Pisa possible a, consistent with oy.

Proof:

(= part) Observe the following:
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(1) The root sequence of Ao(cy), B, satisfies conditions op_1, oto_2, o 3,00 _4and o 5
given earlier. Therefore 8 L(EOp x Elg) = B is a possible o, consistent with ay.

(2) The sequence obtained by performing any one of the six modifications in the definition
of Ao(oy) to a possible o, consistent with o will also satisfy conditions a_1, ¢o_2,
oto_3, 0o_4 and ap_5 given earlier. Therefore, the sequence obtained by performing any of
the six modifications in the definition of Ao(c) is also a possible o, consistent with a;.

Thus, B € L(E0p x Elg) and B € Ao(a) = B is a possible o, consistent with a. [by (1)
and (2)]

(<= part) B is a possible a, consistent with ay = B € L(E0p x Elg) [by definition of a

possible o, consistent with o]
Now we must show that B is a possible a, consistent with oy => B € Ao(ou).

Assume inere is a sequence B € L{ECp x Elg) which is a possible o, consistent with o
and B ¢ Ao(ay). Let x € Ao(ay), % € L(EOp x Elg), be the shortest sequence that has the
longest prefix in common with a prefix of B and let $; be the longest common prefix of 3

and x; i.e., X = B1-x2, B =B1.B2.
V) B2=g;02=¢;

= B=x

= B e Ao(ay), which leads to a contradiction.
(2Q)B2=g;12=0x2,c=+morc € Zcs

x is the shortest sequence that has the longest prefix in common with a prefix of B.
Therefore x’» must contain some peer protocol message transmission actions that were

not added by step VI and therefore were in the root sequence of Ao(au).

= B does not contain some peer protocol message transmission actions that were in

the root sequence of Ap(ay).

= Blaz)lac,
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(A=ZF¢, anda’ € (Sgo,)) or (A=ZE;, and &’ € (2F1,))
= B isnot a possible o, consistent with oy , which leads to a contradiction.

B)B2=gx2=—mx"2
x is the shortest sequence that has the longest prefix in common with a prefix of B.
Therefore the peer protocol message transmission action —m was not added by step VI

and therefore was in the root sequence of Ap(ay).

= P does not contain a peer protocol message transmission action that was in the
root sequence of Ap(ay).

= Blaz (@) ac,
(A=Zgo, and o’ € (2g0,)") or (A=Zg1, and &’ € (251,)")

= B is not a possible o, consistent with oy , which leads to a contradiction.

(4) B2=+m P2y, x2 =8, tm eLf,,
B is a possible o, consistent with oy and therefore +m is in the root sequence of
Ao(oy).
= During the transformation steps from the root sequence to y, the action +m was

removed by step V.

= 3y e Ao(a), x' € L(EOp x Elg), such that x’ satisfies x" = B1.6.+m, where
de (EEIQUZ%IQ)’.

Note that § cannot contain peer protocol message transmission actions since

B1 =17 € Ao(oy) and there is no step in the definition of Ap(ay) that removes peer

protocol message transmission actions. Furthermore, 0 cannot contain peer protocol

message receptions from entity £Op since f is a possible o, consistent with o. Finally,

S cannot contain service primitives from entity EOp since EOp satisfies condition C2

given in Section 5.4.

= Iy € Ao(ay) such that " satisfies " = B1.+m.0 [by steps I, IV]
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= 3y e Ao(oy) such that """ satisfies " = B1.+m [by step V]
= 3y e Ao(ay) such that the common prefix of X"’ and B is . +m = Bi.+m.

= 1y e Aolay) is not the shortest sequence that has the longest prefix in common
with a prefix of B, which leads to a contradiction.

The same argument holds for By = +m.B2; X2 =¢€; tm € LE; o
(5)B2=0.P'312=8,6=-morc € Ics

= .0 € Ao(oy) [by step VI]

= 3y’ e Ao(ay) such that the common prefix of x' and isx.c =8;.0.

= g € Ap(oy) is not the shortest sequence that has the longest prefix in common
with a prefix of B, which leads to a contradiction.

a- — Q’ - - Lt 4 - o v - e n
&) P2=3i.p oz € Igopy of (C1 € a1

B VL Ay /oo S
2, X2=32.1 2, \\C1 € =&0p> T2 © <E0p oy € LE1).

L‘:LQ’ s
x is the shortest sequence that has the longest prefix in common with a prefix of B.
Therefore o, has not been added by step VI and therefore exists in the root sequence

of Ap(ay).

= Bla= (e Mao,
(A=2F0, and & € (ZF0,)") or (A=ZF1, and o’ & (2E1,)"),
if both o] and o are peer protocol message receptions;
or (Bla)-o’ # (@) s
(A=%},, and o’ € (TFy, Y)or (A =%, and o’ € (ZE, ™),
if both o] and o, are peer protocol message transmissions.

= P is not a possible o, consistent with o7, which leads to a contradiction.
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Note that the case where o is a peer protoco! message transmission and o is a peer
protocol message reception (or vice versa) cannot occur because the original protocols
satisfy condition C1 given in Section 5.4. Also, the case where o is a peer protocol
message and o3 is a service primitive (or vice versa) cannot occur because the original
protocols satisfy C2 given in Section 5.4. Finally, the case where o) is a service
primitive and 5, is a service primitive cannot occur because the original protocols

satisfy condition C3 given in Section 5.4.

(7) B2 =+m.B'2; X2 =—n.X'2; *m € Zpop, —n € ZE1,

B is a possible o, consistent with the given o7 and therefore +m is in the root sequence

of Ao(ay).

= Iy € Ao(an), X € L(EOp x Elg), such that ' satisfies " = B1.—n.8.+m.5", where
de 2219 .

Note that § cannot contain peer protocol message receptions from entity £Op since B is
a possible o, consistent with o. Furthermore, & cannot contain service primitives or
peer protocol message transmissions from entity £0p since EOp satisfies conditions CI

and C2 given in Section 5.4.
= 3y’" € Ag(ay) such that x” satisfies x"* = B1.—n.+m. 5.8 [by steps L, I1I, IV]

= 3y’ e Ao(oy) such that y'* satisfies "' = B1.+m.-n.8.8’ , if +m preceded —n in
the root sequencefby step III]; or B is not a possible a, consistent with oy, if +m

did not precede —# in the root sequence.
= 3y’ € Ao(oy) such that the common prefix of " and B is B1.+m
or B is not a possible o, consistent with a;.

= x € Ag(ay) is not the shortest sequence that has the longest prefix in common
with a prefix of B, which leads to a contradiction, or 8 is not a possible a,

consistent with oy , which also leads to a contradiction.

The same argument holds for By =+m.B'2; 2 =—n.y'2; tm e EmQ, -n € Zgop
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(8) B2 =+m.B"2; X2 =0.X"2; +m € Zgop, © € g1, O=+N0OI G € Xcs

B is a possible o, consistent with the given oy and therefore +m is in the root sequence
of Ao(ap).

= 3y’ € Ao(ap), ¥’ € L(EOp x Elp), such that %’ satisfies x' = B1.0.0.+m.5’, where

o GZZ’]Q.

Note that 5 cannot contain peer protocol message receptions from entity £Op since f is
a possible o, consistent with o;. Furthermore, 8 cannot contain service primitives or
peer protocol message transmissions from entity EOp since EOp satisfies conditions C1

and C2 given in Section 5 .4.

= 3yx’* € Ao(oy) such that '’ satisfies "' = B.0.+m. 5.8" [by steps I, III, IV]
= 3Ix'"" € Ao(oy) such that ' satisfies ¥’ = B1.+m.c.0.8" [by rules I, IV]
= Jx'" e Ap(ay) such that the common prefix of ¥’ and B is B1.+m.

= x € Ao(oy) is not the shortest sequence that has the Jongest prefix in common
with a prefix of B, which leads to a contradiction.

The same argument holds for By =+m.B'2; x2 =0.x'2; +m € Zg1,, © € Zgop;, C=+nor
x2 Q D3

C EXcs
(9) B2=01.B"2, X2 =02.X2; O1 € Zpop, G2 € ZE1y, O1 =—M OT G] € ZCS
a) o is in the root sequence of Ap(ap)

= 3x’ € Ao(ay), x' € L(EOp x Elg), such that x’ satisfies " = B1.52.6.51.8’, where

de 2219.

Note than 8 cannot contain actions from entity E£Op since P is a possible o, consistent
with o and since entity EOp satisfies conditions C1 and C2 given in Section 5.4.

= 3% € Ap(oy) such that "’ satisfies ¥’ = B1.02.01. 8.8 [by steps IT, III, IV]
= Ix'"" e Ag(ay) such that " satisfies ¥"” = B1.61.052.8.0’ [by steps I, III, IV]

= Ix'"" e Ag(oy) such that the common prefix of %'’ and 8 is B1.63.
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= y € Ao(oy) is not the shortest sequence that has the longest prefix in common
with a prefix of B, which leads to a contradiction.

b) o is not in the root sequence of Ap(cy)

= 3y’ € Ao(oy), ¥ € L(EOp x Elg), such that x' satisfies ' = B1.02.6, where
de ZEIQ .

Note that & cannot contain actions from entity EOp since B is a possible o, consistent

with o7 and since entity EOp satisfies condition C1 and C2 given in Section 5.4.

= 3y e Ao(ay) such that x" satisfies x'' = B1.62.0.01 [by step VI]

= 3y’ € Ao(oy) such that ' satisfies x"" = B1.52.01.0 [by steps II, III, IV]

= 3y’ e Ao(ay) such that " satisfies x"'"' = B1.61.62.0 [by steps II, III, IV]

= Iy’ e Ao(o) such that the common prefix of """ and B is B1.61.

=

x € Ao(ay) is not the shortest sequence that has the longest prefix in common
with a préfix of B8, which leads to a contradiction. a

Given a sequence of actions that is accepted by the intermediate CFSM
(EOp x Elg x CS)~red, if we modify the sequence of actions by applying one of the six
construction steps of the definition of Ap(cty), we show in the following three lemmas that
the resulting sequence of actions is also accepted by the intermediate CFSM
(E0p x Elgx CS)~red. It then follows that if the root sequence for the set of possible
participating parts consistent with o is accepted by (EOp x Elgx CS)~red then all
sequences of .actions in the set of possible participating parts consistent with oy are
accepted by (EOp x Elg x CS)~red. This is formalized by the following three lemmas.

Lemma 5.1: If B € L((EOp x Elg x CS)~red) and B’ is the result of applying step L, II, III
or IV of the definition of Ap(ay) to 8 then B’ € L((E0p x Elg x CS)~red).

Proof: Let B =B1.61.02.82, where o1 and 2 are the adjacent actions swapped to form
'=B1.62.01.52. Observe the following:

(1) B € L((EOp x Elg x CS)~red)
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= B eL(E0pxElgxC(S)

= B eLE0pxEly

= Bl € LUCS)
(2) (o1 € ZEop 2 € ZE1,) OF (02 € ZE0p O1 € ZE1Y)) [by defn of steps L, IT, ITI, IV]
(3) B’ € L(EOp x Elg) [by (1) and (2)]
(4) if none, or one, of 61 and 62 is in Z¢s then B'lz = Blzg and B’ € L(EOp x Elg x CS)
[by ()]

(5) if both of 51 and &2 are in Z¢s then
Bl.02.01.82 ¢ L(EOp x Elpx CS)
= Bl.o2.c1 ¢ L(EOp x Elg x CS)
= Bl.62 ¢ L((E0p x Elg x CS)~red)
= B1 ¢ L((E0p x Elg x CS)~red)
= B ¢ L((E0p x Elg x CS)~red), which leads to a contradiction.
= B’ € L(E0p x Elg x CS)
(6) The following states and transitions are defined in EOp x Elg x CS: [by (4) and (5)]
if (o2 € ZEop, O1 € Zglg):
the initial state (0, 40), (p0, g0)—B1->(@, 9), (¢, 9)—o1->, 7).
@, )02, 7). @, ) —02->F', 9. ¢', 9 —o1->F". 7).
if (o1 € Zgop, 02 € Zglg):
the initial state (0, 90), (p0, g0)—B1->@, 9), 2, 9}—o1->(". 9),
@', 9—02-@', ), (. 9)—02-@, 7). . §) —o1->0'. 7).
(7) if (o2 € ZEop, O1 € ZE1y):

if (g, o1, ¢") is a significant transition in Elg and the state, transition sequence
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(PO, g0)y—B1>@, 9—o1(p, ¢)—02>{', ¢') is defined in
(EOp x Elg x CS)~red then the transition (p, q') —cl—(p’, q) is also defined in

(E0p x Elgx CS)~red.

8)if (52 € Lo, O1 € Zp_-lg):
if (p, 62, p') is a significant transition in E0p and the state, transition sequence
@0, g0)—B1>(@, §)—o1—>(p, ¢)—02->@’, ') is defined in
(EOp x Elg x CS)~red then the transition (p, g) —c2—>(p’, q) is also defined in
(EOp x Elg x CS)~ted.

(9) if (02 € ZEop O1 € ZE1p):
if (¢, o1, q') is not a significant transition in E1p and (p,o2,p)isnota
significant transition in EO0p then (p, ¢") —c1—(p’, ¢') and (@, q) —oa2-(@', q)
are defined in (EOp x Elg x CS)~red.

(10) if (o1 € ZEop- O2 € Zglg):
if (p, o1, p') is a significant transition in EOp and the state transitions sequence
(PO, g0)y—B1>(p, g—oc1—=>(’, 9—02->¢', 4) is defined in
(E0p x Elg x CS)~red then the transition (p, ') —o1->(@’, ¢') is also defined in
(EOp x Elg x CS)~red.

(11) if (o1 € ZE0p- 02 € ZE1Y):
if (g, 62, ¢') is a significant transition in Elg and the state transitions sequence
@0, g0y —B1>(@, 9/—c1>(’, 9—02>(’, ¢) is defined in
(EOp x Elg x CS)~red then the transition (p, g)—02—>(p, q’) is also defined in
(EOp x Elg x CS)~red.

(12) if (o1 € ZEop, O2 € EEIQ):
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if (p, o1, p") is not a significant transition in EO0pand (g, 62, ¢) isnot a
significant transition in Elp then (p, ') —c1—=(p’, ') and (p, 9) —02—>(p’, q)
are defined in (EOp x Elg x CS)~red.

Thus, B’ € L((EOp x Elg x CS)~red) [from (1) to (12)] g
Lemma 5.2: If B € L((EO0p x Elg x CS)~red) and B’ is the result of applying step V to B
then B’ € L((EOp x Elg x CS)~red).
Proof: Let § = B’.c, where o is the action removed to form B’
B e L((E0p x Elg x CS)~red)
= B'.c € L((EOp x Elg x CS)~red)
= B' e L.((EOp x Elg x CS)~red). o
Lemma 5.3: If B € L((EOp x Elg x CS)~red) and B’ is the result of applying step VI to B
then B’ € L((EOp x Elg x CS)~red).
Proof: Let B’ = B.c, where o is the action added to form B’. Observe the following:
(1) B € L((EOp x Elg x CS)~red)
= B e L(E0pxElgxCS)
= B eL(E0pxEly
=  Blzes € LICS)
(2)o=-m,—m € Zpo, v 251Q or G € Zcs, and B’ € L(EOp x Elg) [by step VI]
(3) if o & Zcs then Blg s = Blsg and B’ € L(EOp x Elg x CS) [from (2)]
(4) if o € s then
B.c ¢ L(EO0p x Elgx CS)
= B & L((EOp x Elg x CS)~red), which leads to a contradiction.

= B’ € L(EO0p x Elgx CS)
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(5) The foilowing states and transitions are defined in EOp x Elg x CS: [by (3) and (4)]
ifo € Zpgp:
the initial state (p0, g0), (0, g0 —B—>(®, 9). @, 9—o—> @’ 9)-
if(ce Zglg):
the initial state (p0, g0), (P0, g0y —B— (@, 9), (b, 9)—c— @, 9).
(6) if o € ZEo,:
if o is a peer protocol message transmission or service primitive from £0p and the
state transition sequence (p0, g0)}—B— (p, q) is defined in
(EOp x Elg x CS)y~red then (p, ) —c—>(P’ 9) is also defined in
(EOp x Elg x CSy~red.
MNifc e EElg:
if o is a peer protocol message transmission or service primitive from E1g and the
state transition sequence (p0, g0)—B— (p, q) is defined in
(EOp x Elg x CS)~red then (p, ) —c—>(, ) is also defined in
(EOp x Elg x CS)~red.
Thus, B’ € L((EOp x Elg x CS)~red) [from (1) to (7)]. O
Corollary 5.2: If the root sequence of Ap(cty) is B and B € L((E0p x Elg x CS)~red) then
B" € Ap(o) = B’ € L((EOp x Elg x CS)~red).
Proof: follows from Lemmas 5.1, 5.2, and 5.3. a

For a sequence of actions that is a possible behaviour of a conversion system that
satisfies external equivalence, the sequence projected over the service primitives is
accepted by CS if and only if the participating part of the sequence projected over the
service primitives is accepted by CS. This is formalized as follows:
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Proposition 5.5: Va € L({EOp, Elpx EOp, Elg}), dols.s € L(CS) < a5 € L(CS)
Proof: The proof follows by noting that service primitives only defined in EOp and Elp. O

For a sequence of actions that is a possible behaviour of a conversion system that
satisfies external equivalence, if the involved part of the sequence projected over the
alphabet of the conversion seed is accepted by the conversion seed then the sequence
projected over the service primitives is accepted by CS. i.e., the behaviour can be part of a
safe solution. This is formalized as follows:

Proposition 5.6: Va € L({EOp, Elpx EOg, Elg}), ajs, € L(X) = azs € L(CS)
Proof (synchronous case): o € L({EOp, Elpx EOg, Elg}) and o, € LX)
= (ctols)! € LX) [by Proposition 5.3]

= lolsa € L(Projs4(EOp x Elg x CS)~red)) \ L(Projs4(—(EO0p x Elg x CS)~red)))
[by construction of X]

= Oolscs € L(CS) [by Proposition 5.2]

= alss € L(CS) [by Proposition 5.5] a
Proof (asynchronous case): o € L({EOp, Elpx EOg, Elg}) and aylz, € LX)

= oo € Ao(oy) and ayjz, € L(X)

= oo € Ao(ay) and the root sequence of 4p(ay) is 8, where B is the longest
sequence in L(EOp x Elp) that satisfies oy = (B[a) !, where A =
@EOP v ZEIQ) \ Zcs, and aIiZX € L(X)

o € Ao(ey) and oz, = (Bla) s, and als, € LX).
oo € Ao(ey) and azls, = (Bladlsa)™ and o, € LEX).
o € Ao(ey) and oy, = (Blsa)! and aufs, € LCX).

oo € Ao(ey) and (Blsa)™ € LEX).

y 4 40 4

oo € Ao(oy) and
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Bls4 € L(Projsa(EOp x Elg x CS)~red)) \ L(Projs4(—(EO0p x Elg x CS)~red)))

= oo € Ao(oy) and B € L((EOp x Elg x CS)~red) [by Proposition 5.2]

= oy € L((EOp x Elg x CS)~ted) [by Corollary 5.2]

= Aols~g € L(CS) [by Proposition 5.2]

= als.s € L(CS)  [by Proposition 5.5] O

Theorem 5.4: Given CS, P and Q, if {EOp, C, Elg} satisfies external equivalence and
semantic equivalence with respect to a conversion seed X generated by

Approach_1 then {EOp, C, Elg} satisfies the safety property with respect to CS.
Proof: {EOp, C, Elg} satisfies external equivalence and semantic equivalence
= Va € L({EOp, C, Elg}), oc € L(Elpx EOp) and aclsy € L(X) [by definitions of
external equivalence and semantic equivaience]

Va € L({EOp, C, Elg}), alss € L(CS) [by Proposition 5.6]

Y

= Projs(I({EOp, C, Elg})) = L(CS)

= {EOp, C, Elg} satisfies the safety property with respect to CS. O

5.4.3  Algorithm to find the significant transitions and the significant action set
procedure Find_Significant_Transitions_and_Significant_Actions( E : CFSM,;
Tcs : ACTIONS; var 78T : TABLE; var S4 : ACTIONS),
input: E=(§, Z, 9, s0), Z¢cs
output: TST, a table containing one entry for each service primitive transition ¢ in E; each
entry in TST consists of (¢, sig_pre(?), sig_suc(?f), o_suc(?)); S4, the set of
significant actions; or “failed” if this approach cannot be used.

function Find OC(E : CFSM; s : STATE; A : ACTIONS ) : TRANSITIONS;
input: E=(S,2,08,50),seS5, AcE
output: Find OC, a set of transitions.

begin
for Vp e Sdo

begin
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mark{p] = false;
end; {for} '
Tail = {s" € S|8(s,oc)=s,0 € Zcs }
Find OC =,
Clsp = {s};
mark{s] = true;
forg € Cispdo
begin
for Vg’ € S, Yo' € Z, such that 8(q, ") =g ’do
begin
ifq e Tail
then
begin
Find OC =G;
exit;
end; {then}
{endif}
if o’ € A and not mark[q’]
then
begin
Clspy =CIspa v {q%;
mark{q’] = true;
end {then}
else
begin
Find OC =Find OC v {(q,5", q)};
end; {else}
{endif}
end; {for}
end; {for}
end; { function Find OC }

begin { main }
INITIALIZE(ZST);
if sync
then
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begin
Ap=2U;
As =2Y;
end {then}
else { async }
begin
Ap=3UUZ;
As =ZU U T
end {else};
{endif}
SA =;
for Vs e § do
begin
if35(s, 0) € S, 0 € Z¢s
then
hegin
Rev_Ctrl_Pre = Find OC(ER, s, Ap);
if Rev Ctrl Pre=O
then
begin
report ‘failed’;
exit;
end; {then}
{endif}
Ctrl Pre ={ (p,0,p)| (p,o,p") € Rev_Ctrl Pre};
Sig Pre = { (r,p,r) | (r,p,r) € Ctrl_Pre and
/H'(q, p,r)eCwl Pre,q,r,r €S,p,p € };
S4 =S40 {c|(s,0,s5) e Sig Pre };
for V8(s, 0) =s’e §, 0 € Z¢s do
begin
INSERT(7ST, (s, ©, §'), Sig_Pre, , _);
end; {for}
end; {then}
{endif}
if38(s, c)=s,s5’€ S,0 € Z¢cs
then
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begin
Obs _Suc = Find OC (E, s, Ag);
if Obs_Suc =0
then
begin
report “failed’;
exit;
end; {then}
{endif}
Sig Suc = {(r,p,r)|(r, p, ) € Obs_Suc and
A(r; o', q) € Obs Suc,q,r,r €S,p,p €L };
SA =84 U {c|(s, o,s) e Sig Suc};
for V8(s’, 6)=s,s5’€ S, c € Ecsdo

begin
INSERT(7ST, (s’ o, 5), _, Sig_Suc, Obs_Suc),
end; {for}
end; {then}
{endif}
end; {for}

end. { procedure Find_Significant Transitions_and_Significant_Actions }

The complexity of function Find OC is O(|E]), where |E}=|S|+ [7]. The main
procedure Find _Significant_Transitions_and_Significant_Actions calls Find_OC at most
twice for a state in E; therefore the upper bound on this procedure is O(S|*|E]), which is
polynomial in the size of the input CFSM E.

5.4.4 Algorithm to maximize the significant successor transitions

procedure Maximize_Sig_Suc(var E : CFSM; var TST: TABLE; var 54 : ACTIONS);

mput. E=(S,Z, 30, s0), IS8T, S4

output: E=(S, Z, 5, s0), TST, a table containing one entry for each service primitive
transition # in E; each entry in TST consists of (¢, sig_pre(?), sig_suc(?), o_suc(?));
SA, the set of significant actions. E, IST and SA are modified such that for all
entries in the table 757 sig_suc(¢) = o_suc(?).

begin
for V(z, sig_pre(?), sig_suc(f), o_suc(f)) € TST do

begin
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for V(r, o, s) € o_suc(?) \ sig_suc(?) do

begin
ifsag S
then
begin
S =Susaq;
for Vp € Z(s) do
begin
ifd(s,p)=s
then
begin
3(sa, p) = &(s, p);
end {then}
else
begin
8(sa. p) == sa.
end {else}
{endif}
ifp e Zcs
then
begin
INSERT(ZST, (sa, p, 8(sa, p)), &,
sig_suc((s, p, 8(s, p)), o_suc((s, p, 3(s, P)));
end {then}
{endif}
for V(¢/, sig_pre(t?), sig_suc(t), o_suc(t)) € IST, do
begin
if (s, p, 8(s, p)) € sig_pre(?)
then
begin
sig_pre(t) =
sig_pre(?)) v {(sa, p, 5(sa, p))};
end {then}
{endif}
end {for}
end {for}
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end {then}
{endif}
o(r, o) =saq;
for V(¢ sig_pre(?), sig_suc(t’), o_suc(t)) € IST, do
begin
if (r, o, s) € sig_suc(t’)
then
begin
sig_suc(t) =sig_suc(t)\ {(r, o, s)}u {({, c, sa)};
end {then}
{endif}
if (r, ©, s) € sig_pre(t)
then
begin
sig_pre(t) == sig_pre(t)\ {¢, 5, 5)};

ifthe head of f/is not ¢

then
begin
sig_pre(t) =sig_pre(t) v {(r, o, sa)};
end {then}
{endif}
end {then}
{endif}
if the head of t“is s, i.e., £ =(s,p,5), s €S,0e€ X
then
begin
sig_pre((sa, p, 5')) = sig_pre((sa, p, 5')) w {(r, 5, sa)};
end; {then}
{endif}
end {for}
S4 =84 U {c};
end {for}
sig_suc(?) = o_suc(?);
end {for}
end. {procedure Maximize Sig Suc}
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The complexity of procedure Maximize_Sig_Suc is O(|TSTI*|E]), where |E] = [S] + [T]
and |TS7] is the number of entries in 757, which is the number of service primitive
transitions in E. Therefore the upper bound on this procedure is polynomial in the size of

the input CFSM E.

5.4.5 Algorithm to construct (EOp x Elg x CS)~red

procedure Constructl(var Y : CFSM; ISTgo, : TABLE; IS7; Elg: TABLE);
input. Y =(EOpx Elg) x CS= (S, Z, 5, sU), ISTgop, ISTE1y

output: Y =(EOp x Elg x CS)y~red = (S, Z, 5, s0).

procedure Rmv_Sig Pre Frm_Paths To State((rl, r2, r3), c, (51, s2, s3));
comment:. The service primitive transition passed as input corresponds with a service
primitive transition in EOp or Elg. This procedure removes transitions from the
CFSM Y that correspond with the significant predecessor tramsitions of the
service primitive transition in EOp or Elg. The removal is done by explicitly
redefining the head state to be the non-accepting state na.
begin
for V(pl, p2, p3) € Sdo
begin
mark{(pl, p2, p3)] = false;
end; {for}
Pre = {(r1, r2, r3)};
mark(((rl, r2, r3)) =true;
for (q1, 92, q3) € Pre do
begin
for V(pl, p2, p3) € S, Vp € Z, such that 3((p1, p2, p3), p) = (q1, 92, ¢3)
and not mark((p1, p2, p3)) do
begin
if(c e ZEo, and (p1, p, q1) € sig_pre((rl, G, s1)))
or (¢ € g1, and (p2, p, q2) € sig_pre((r2, G, 52)))
then
begin
8((¢1. 92, 43), p) =na
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end {then}

else
begin
Pre =Pre U {(p1, p2, p3)};
mark(((pl, p2, p3)) = true;
end {else}
{endif}
end {for}

end {for}
end;
procedure Rmv_Sig Pre from_Paths_To_Sig Suc((rl, r2, r3), c, (sl, 52, 53)):

comment. The service primitive transition passed as input corresponds with a service
primitive transition in EOp or Elg. This procedure removes transitions from the
CFSM Y that correspond with the significant predecessor transitions of other
service primitive transitions in EOp or Elp if they occur in a path from
(s1, 52, s3) before the transition corresponding to the significant successor. The
removal is done by explicitly redefining the head state to be the non-accepting

state na.
begin
for V(p1, p2, p3) € Sdo
begin
mark{(pl, p2, p3)] = false;
end; {for}
Suc = {(s1, s2, s3)};
mark((sl, s2, s3)) = true;
for (q1, 42, g3) € Suc do
begin
for V(pl, p2, p3) € S, Vp € Z, such that 6((q1, g2, ¢3), p) = (pl, p2, p3)
and not mark((pl, p2, p3)) do
begin
if (c € Zfo, and (q1, p, p1) ¢ Sig_Suc((rl, G, s1)))
or(c € Zglg and (q2, p, p2) ¢ Sig_Suc((r2, o, s2))
then
begin
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if (o € Zgo, and (42, p, p2) € sig_pre(?),
for some t = (r, p’, r)in Elg, p’ € Z¢s) or
(c € Zg1, and (41, p, p1) € sig_pre(2),
for some £ =(r, p’, ) in EOp, p’ € Z¢s)
then
begin
d((q1, 92, 43), p) =na
end {then}
else
begin
Suc = Suc U {(p1, p2, p3)};
mark(((p1, p2, p3)) = true;
end; {else}
{endif}
end {then}
{endif}
end {for}
end {for}
end.

begin {main }
for V(s1, s2, s3) € S, such that (s1, 52, s3) is a dead state, do
begin
for V&((r1, r2, r3), 6) = (s1, 52, 53), (r1,r2,r3) € S,c € 2 do
begin
ifo € Zcs
then
begin
Rmv Sig Pre Frm_Paths_To_State((rl, r2, r3), c, (s1, s2, s3));
end; {then}
{endif}
8((r1, r2, r3), c) = undefined
end {for}
S =S5\ {(s1, s2, s3)}
end {for}
for 8((r1,r2,r3),0)=(s1,52,53) € S, (#1,r2,r3) € §S,06 € Zcs do
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begi
gierlnv__Sig_Pre__Frm_Paths_To_Sig_Suc((r1, r2, r3), o, (sl, s2, s3));
end; {for}
end. {procedure Constructl}

The complexity of both procedures to remove the significant transitions is O(|£]). The
main procedure Constructl calls procedure Rmv_Sig Pre_Frm_Paths_To_State once for
every dead state in E and calls procedure Rmv_Sig_Pre _from_Paths_To_Sig_Suc once for
every service primitive transition in E; therefore the complexity is O(EP?), which is

polynomial in the size of the input CFSM E.

5.4.6 Algorithm to construct the conversion seed from (E0p x Elg x CS)~red
procedure Construct2(E : CFSM; S4 : ACTIONS; var X : CFSM);
input: E = (EOp x Elg x CS)y~red = (S, Z, 8, 50), S4
output. X = (Sx, Zx, Ox, pOx) if exists, and “no solution” otherwise.
begin
A= Z\84;
Ix = (SA™;
pOx = Clsa(s0);
ifna € pOx
then
begin
report “no solution”
end {then}
else
begin
new = J;
old = {pOx};
Sx = {pOx};
while old # & do
begin
forp € old do
begin
forc € SA do

begin
P’ = w Clsa(8(s, o));

sep
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ifp#Dandnagp’

then
begin
dx(p, o) =p’;
ifp’ ¢ Sy
then
begin
Sx=Sxyv{pr'};
new =new U {p'};
end; {then}
{endif}
end {then}
else
begin
dx(p, 1) is undefined;
end {else}
{endif}
end; {for}
end; {for}
old = new;
new =,
end; {while}
end; {else}
{endif}

end. {procedure Construct2}
Potentially, all subsets of the state set of the input CFSM could be generated, thus making
the algorithm exponential in time and space complexity. More specifically, in the worst
case, the time and space complexity is O(2"), where N = | (EOp x Elg x CS)~red |.
5.4.7 The algorithmic solution
To summarize our approach we give below the order of applying the algorithms presented
earlier. '
Find_Significant_Transitions_and_Significant_Actions(EOp, Zcs, TSTgop, SAFop)

{ returns TSTgo, and SAgo,, or ‘“failed’; cost: O(ISE0pI*|EOP]) }
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Maximize_Sig_Suc(EOp, TSTgop, SAEo,)
{ returns EOp, TSTgo, and SAgqp; cost: O(TSTko, [*|EOP]) }
Find_Significant_Transitions_and_Significant_Actions(Elg, Zcs, TSTg15,S4E1,)
{ returns IST; Elg and SAEIQ or “failed’; cost: O(ISElQI*LEIQ{) }
Maximize_Sig_Suc(Elg, ISTE1,, SA4E1,)
{ returns Elg, TSTmQ and SABQ; cost: O(ITSTmQ [*IE1d) }
Y =(F0px Elg x CS
ConstructI(Y, TSTgop, ISTE1,)
{ returns ¥ = (EOp x Elg x CS)~red; cost: O(|(EOpx Elg) x CS?) }
Construct2(Y, SAgop,  SAE1 5, X)
{ returns X or no solution; cost: O(2"), where N =| (EOp x Elg x CS)~red | }

5.5  Finding a Conversion Seed with Reduced Input CFSMs

Once the significant action set is known, it can be used to reduce the size of the input
CFSMs, EOp and Elg, thus reducing the potential state space explosion that can occur
when finding the product of CFSMs. The idea behind this reduction is based on the
observation that certain state pairs can be merged while retaining the language of the
CFSM projected over the significant action set and the service primitive actions. At the
same time, we do not want to merge state pairs that have significant transitions between
them to maintain the significant transitions.

5.5.1 Reducing the size of CFSMs

Given a CFSM Ej = (51, Z, 81, 501), Ac Z, and a set of significant transitions S7, a
reduced CFSM, E>=(5,,Z,8,,500)) can be constructed such that
Proja(L(E1)) = Proja(L(E2)), IS2| < |$1] and 73| < |71, where |Sj is the number of states in
the state set of the CFSM E;, and |Tj| is the number of transitions defined in the CFSM E;,
1 <i <2, by the following steps:

1. LetE;=E;.
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2. Find a pair of adjacent states, 51, s € S», such that there exists a transition from s; to

s labeled by an action G ¢ A, i.e., & (s1, ) = 52, and there does not exist a transition

r

from s; to 53, £, such that ¢ € ST and there does not exist a transition from s, to s1, £

such that ¢’ € ST.
3. If one of the following merge conditions is true

M1 /ﬁs €Sy, s#s;, ¢ € such that 8(s,c’)=s; and ,écs’ € A such that
82(s1, o) =52 and V&’ € Zx(s1) M Z2(52), 82(s1, 0”) = 82(s2, ©’) and s, is not the
initial state of £5.

M2 /ﬁs €S, s#sy, 6 € such that 82(s;,0’)=s and ﬁc’ e A such that
da(s1, ') = 52.

M3 3 o' gA such that 8x(s3,0)=s1 and Vo e Zx(s1) N Za(s2),
dy(s1. ") = x(s2. ©').

then the states can be merged as follows
a) S =S8 v {{s1, $2}}.
b) Vo € Zx(s1), define 8({s1, 52}, ©) = 82(51, ©) and 82(s1, ©) = undefined.
c) Vo € Zx(s2), define 53({s1, 52}, ©) = 82(52, ©) and S2(s2, ) = undefined.
dVseS;, VoeX such that &x(s,0)=si0or (s, 0)=s, define
82(s, ©) = {51, 52}
e) S2 =5\ {s1, s2}.
f) Vo e T\ A such that 8;({s1, s2}, 6) = {51, 52}, B2({51, 52}, 0) = undefined.
4. Repeat steps 2 and 3 until no more states can be merged.

The cost of finding and merging all |S] states of a CFSM is between O(|S] + |1]) and
O(lS] + log(ISD*|T1), where |S] is the number of states in the CFSM and |7] is the number
of transitions in the CFSM, depending on the strategy chosen to find the next state pair to

merge.
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Theorem 5.5: Given a CFSM E; =(S1, Z, 861,501), AcZX and a set of significant
transitions S7, the above steps constructs a CFSM E; = (82, Z, 82, 502) such that
Proja(L(E1)) = Proja(L(E2)), 1S2| < |S1| and |T3] < |71, where |S;| is the number of
states in the state set of the CFSM E;, and |7j] is the number of transitions defined
inthe CFSME;, 1<i<2.

Proof:

(1) If no two states of E; can be merged then clearly E;=FE, which implies that
Proja(L(E1)) = Proja(L(E2)), |S2] = [S1] and |T3] = Ti|.

(2) Let E; =(S3, Z, 82, 503) be the reduced CFSM of E; = (81, Z, 81, s01) after merging
two states 51, s, € S; into state {si, 52}, by steps a) to f) above, where A C Z. By the

merge procedure we have:
S =(S1 v {{s1, 91N\ {s1. K}

82: S5 x T =8,

62(s, o) =38i(s, o), if s # {s1, 52} and 81(s, ©) & {51, 52}
= 81(s1, ©), if s = {51, 2}, 81(51, ©) & {51, 52} and & € Z1(s1).
=31(s2, ©), if s = {51, 52}, 81(52, ©) € {51, $2} and & € Z1(s2).
= {s1, 2}, if s = {51, 52}, 31(s, 0) € {51, %2}
= {51, 52}, ifs= {51, 52} andc € A and

(81(s1, ©) € {51, 52} or 82(s1, ©) € {51, $2}).
undefined otherwise.
= |52| <|$1/, and
a transition defined in £} whose head or tail is not s} or s, is defined in 5, and

a transition defined in E; whose tail is s; and whose head is not s; or s is defined

in Ez with tail {Sl, SZ}, and
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a transition defined in £} whose tail is s; and whose head is not s1 or 5, is defined

in F» with tail {s1, 52}, and

a transition defined in E; whose head is s; or s, and whose tail is not s; or s is
defined in £> with head {si, s»}, and
a transition labeled by an action in A defined in E; whose head is s; or s, and

whose tail is s} or s, is defined in £, with head {si, s2} and tail {51, 52}, and

a transition labeled by an action not in A defined in E; whose head is 51 or s, and
whose tail is s; or s is undefined in E», (there must be at least one such transition

between s; and s, according to step 2 of the reduction procedure) and

an undefined transition in E7 is undefined in 5.

= [$2| <|81l, and | T3] <|73]-

have shown that |S3|<|Si| and || <|Ti, now we must show that

o € Proja(L(E1)) <> a € Proja(L(£2)).

(= part) a € Proja(L(£1))

-

=

3B € L(£7) such that a = Ba.

There is a sequence of state transitions starting from the initial state of £} such

that the corresponding sequence of actions is § and o = B[a.
case 1: the states s; and s, do not appear in the sequence of state transitions:

= There is a sequence of state transitions starting from the initial state of
E;, such that the corresponding sequence of actions is B, where B’ = 3, and
o= B|a. [By construction: the sequence of state transitions in Ej is the

same as the sequence of state transitions in £7.]

case 2: the states s or s; appear in the sequence of state transitions:
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=

=

= There is a sequence of state transitions from the initial state of £, such
that the corresponding sequence of actions is ', where B’ =8 minus zero
or more actions not in A, and o = B|s. [By construction: the sequence of
state transitions in F, differs from the sequence of state transitions in £ in

only the following ways:
e each occurrence of 51 or s; is replaced by {si, s2}.

e each state transition ({51, s2}, ©, {51, s2}) where 6 ¢ A, is replaced by
{s1, s2}.]
3B’ € L(E>) such that a = f'|a.

o € Proja(L(E2)).

(< part) o & Proja(L(E1)), € A®

=

for all B € Z* such that a0 = Bja, B & L(EY).
Assume for all B € £* such that o = B|a, B & L(E}) and there is a ¢ € £* such that
o =7%|a, X € L(E»), and furthermore, y = ¢ 1.c, where 1 € L(E}).
case 1: The sequence of state transitions from the initial state of E] with the

corresponding action sequence 1, ends at state s € Sy, s € {51, 52}-

= The sequence of state transitions from the initial state of E; with the
corresponding action sequence %1, ends at state s € S3, ¢ & Z;(s), and

o € Xy(s), which leads to a contradiction.

This is impossible since the merge procedure does not add, remove or

change transitions defined at states that are not sj or s5.

case 2: The sequence of state transitions from the initial state of E; with the

corresponding action sequence 1, ends at state s; € Si.

=> The sequence of state transitions from the initial state of £, with the
corresponding action sequence y1, ends at state {si, s2} €953,

G ¢ Zi(s1), and o € Z({s1, $2})-
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=0 ¢ 2(s1), and ¢ € Z1(s2)-

Recall that to merge s; and s, there exists a transition from s; to s

labeled by an action p ¢ A, i.e., 82 (51, p) =52.

=> There is a sequence x1.p.c € L(E]) such that (x1.p.0)| o =a, which

leads to a contradiction.

This is a contradiction of the assumption that for all B € £” such that
o =Bla, B & L(ED)

case 3: The sequence of state transitions from the initial state of £} with the

corresponding action sequence 1, ends at state s; € 5.

=> The sequence of state transitions from the initial state of E; with the
corresponding action sequence X1, ends at state {s1, s} €3S,
c & Z1(s2), and © € Za({s1, 52})-

= o ¢ 21(s2), and & € Z1(s1)-

Recall that to merge s; and s, that satisfy condition M1 given earlier
there exists one or more transitions from s; to s; labeled by an action
p & A, ie., 81(s1, p) =s2; and these are the only incoming transitions to

52, and 5 is not the initial state.

Recall that to merge 51 and s that satisfy condition M2 given earlier
there exists one or more transitions from s; to s> labeled by an action
p & A, ie., 81(s;, p) =s2; and these are the only outgoing transitions
from sj.

Recall that to merge s; and s, that satisfy condition M3 given earlier
there exists one or more transitions from s; to s; labeled by an action
p & A, ie, 8 (51, p) = s2; and there exists one or more transitions from

s> to s1 labeled by an action p ¢ A, i.e., 81(s2, p) = 51.
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= If s; and s, satisfy condition M1 given earlier, then there exists
x1’.c € L(E;), where x1 =x1'.p, such that (x1’.c)[s = o, which leads to
a contradiction. If s; and s; satisfy condition M2 then ¢ ¢ A which
implies that x1e L(£}), and (x1)|a =, which leads to a contradiction.
If s1 and s, satisfy condition M3 given earlier, then there exists
xl.p.c € L(E}), such that (xl.p.c)] a=a, which leads to a

contradiction.

This is a contradiction of the assumption that for all B € £* such that
o= Pla B & L(E1)

= for all B € =¥ such that o = Bla, B 2 L(Ey).

=

o ¢ Proja(L(E3)).

5.5.2 Finding a conversion seed: Approach_2

Approach 2 is based on the same assumptions as Approach_1 [Secticn 5.4], solves the
same problem as Approach 1 [Section 5.4] for the same sets of protocols as Approach 1
[Section 5.4]. Approach_2 extends Approach_1 by making use of the reduction technique
introduced in Section 5.5.1. Once the significant transitions and the significant action set
are known, they can be used to reduce the size of the input CFSMs, EOp and Elg, thus
reducing the potential state space explosion that can occur when finding the product of
CFSMs.

1. Find the significant transitions and the significant action set and maximize the

significant successor transitions. (Section 5.4.1).
2. LetA=84 U Zgs.

3. LetST={t|te (sig_suc(t)usig_pre(t)), Vi'=(r,p,r)inE0p and in Elg
p € Zcs}-
4. Find R-EOp = reduction of EOp based on A and ST using the approach in Section 5.5.1.
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5. Find R-Elp=rreduction of Elpbased on A and ST using the approach in Section 5.5.1.

6. Update the significant transition information to account for the merged states. No
service primitives or significant transitions were removed, however, the head states or

tail states may have been changed.
7. Find the conversion seed (Section 5.4.2) replacing EOp with R-EOp and replacing Elg
with R-Elg.

Let B be a possible interleaving of a sequence of actions accepted by EQp with a
sequence of actions accepted by Elg and let o be the projection of 8 over the subset of
actions including the significant action set and the service primitives of CS. The following
proposition shows that o is accepted by the product CFSM (E0p x Elg x CS) projected
over the same subset of actions if and only if @ is accepted by the CFSM which is the
product of the product CFSM (EOp x Elg), projected over the same subset of actions,
with CS.

Proposition 5.7: VB € L(EOp x Elg), ot = Bls4 U 5¢s
a € L(Projsa u 5(E0p x Elg x CS)) <> a € L(Projs4 o £-4(EO0P x Elg) x CS)

Proof: o € L(Projsy  z~{(EOp x Elg x CS))
= o’ € L(EOp x Elg x CS) such that o'|sy L zog =
= 3o’ e L(EOp x Elg) such that o'[z¢ € L(CS) and &[4 ugeg =
[observe that ot'[s.¢ = ([s4 U Zclzes = Mzes |
=3 3o’ € L(EOp x Elg) such that oy € L(CS) and ot'[gg L geg =
= a € LProjs4 u z-(E0p x Elg)) and oz € L(CS)
< a € L(Projs4 u 5-(EOp x Elg) x CS) O

Let B be a possible interleaving of a sequence of actions accepted by EOp with a
sequence of actions accepted by Elp and let a be the projection of 8 over the subset of
actions including the significant action set and the service primitives of CS. The following
proposition shows that o is accepted by the product CFSM (EOp x Elg) projected over
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the same subset of actions if and only if o is accepted by the CFSM which is the product
of the CFSM EOp, projected over the same subset of actions, with Elg, projected over the

same subset of actions.

Proposition 5.8: VB € L(E0p x Elg), o =Blsa U 5o
a € L(Projs4 u 5-(EO0p x Elg)) <> o € L(Projs4 u x-(EOP) x Projs u z(E10))

Proof: Zgo, N ZEIQ =0 O

Let B be a possible interleaving of a sequence of actions accepted by EOp with a
sequence of actions accepted by Elg and let o be the projection of § over the subset of
actions including the significant action set.

In Approach_1 [Section 5.4] the intermediate CFSM found in step one of finding the
conversion seed [Section 5.4.2] is (EOp x Elg x CS)~red. If we replace EOp with the
projection of EOp over the subset of actions including the significant action set and the
service primitive actions, and we replace Elg with the projection of Elg over the same
subset of actions, then the intermediate CFSM found in step one is
((Projsa u £(E0p) x Projs4 u z(Elg) x CS)~red). The following proposition shows that
a is accepted by ((Projsa u z-{(EO0p) x Projsy L r(Elg) x CS)~red) projected over the
significant action set and NOT accepted by the complement of
((Projsq u 5c(£0p) x Projss L g(E1lg) x CS)~red) projected over the significant action
set if and only if a is accepted by (EOp x Elg x CS)~red projected over the significant
action set and NOT accepted by the complement of (EO0p x Elg x CS)~red projected over
the significant action set.

Proposition 5.9: V3 € L(EOp x Elg), a = Blsq,
a € L(Projsa((Projsa u £5(EOp) x Projsa u s(Elg) x CS)~red)))
\ L(Projsa(—(Projsy U £-5(E0p) x Projs4 u ss(Elg) x CS)~red)))
& o € L(Projs4((E0p x Elg x CS)~red))) \ L{Projs4(—~(E0p x Elg x CS)~red)))

Proof: We prove by showing that
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(1) o € LProjsa((Projsa u z-(E0p) x Projsa u z(Elg) x CS)~1ed)))
< a € L(Projs4((E0p x Elg x CS)~red))), and

(2) & € L(Projsa(—(Projsa o £-{(E0p) x Projsa u s(Elg) x CS)~1ed)))
&> a € L(Projsa(—(E0p x Elg x CSy~red)))

(1) a € L(Projsa((Projsa u z-(E0p) x Projs4 u sc(E1g) x CS)~red)))
2= a € L(Projsa(((Projs4 u =s(EO0p x Elg)) x CS)~red))) [by Proposition 5.8]
=S Ja’ € L((Projs4 u 5(E0p x Elg) x CS)~red) such that o'|sg = o

= Jo’ € L(Projsa u 5-(EO0p x Elg) x CS) such that a'lgyy=o and o does not

violate any reduction rules.

& 3o € L(ProjsauzE0p x Elgx CS)) such that olsy=c and o does not
violate any reduction rules. [by Proposition 5.7]

= 3B’ € L(EOp x Elg x CS) such that B'lsausg=0', &|sg=0a and o does not

violate any reduction rules.

= 3B’ € L(EOp x Elg x CS) such that B’[s4 = c and B’ does not violate any
reduction rules.

= 3B’ € L((EOp x Elg x CS)~ted) such that B’|s4 = .

S a € L(Projs4((EO0p x Elg x CS)~red)))

(2) a € L(Projsa(—(Projsa  £-5(E0p) x Projsa u s((Elg) x CS)~red)))

< o € L(Projsa(—((Projs4 u £(E0p x Elg)) x CS)~red))) [by Proposition 5.8]

= Ja’ € L(—~(Projsa u £-(E0p x Elg) x CS)~red) such that a'lsy = o

= Jo’ € L(Projsa o z(EOp x Elg) x CS) such that o’|s4 = o and o’ violates a
reduction rule.

< Jo’ € L(Projsa o 5(EOp x Elgx CS)) such that o'lsy=a and o violates a
reduction rule. [by Proposition 5.7]
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=S 3B’ € L(EOp x Elg x CS) such that Blsqureg=0, o|s4 = and o’ violates a
reduction rule.

= 3B’ e L(EOp x Elg x CS) such that B’|s4 = o and B’ violates a reduction rule.

= 3B’ € L(—(EOp x Elg x CS)~ted) such that f'|sg = .

<> a € L(Projs4(—~(EO0p x Elg x CS)~red))). O

Theorem 5.6: The conversion seed generated by Approach 2 is equivalent to the
conversion seed generated by Approach_1.

Proof:

L(Projsa((R-E0p x R-Elg x CS)~red))) \ L(Projsa(—~((R-E0p x R-Elg x CS)~red)))

= L(Projsa((Projs4 u £-(R-E0p) x Projsa u z-(R-Elg) X CS)~red)))

\ L\IPFCJSA\ (PAVJM ZCS(‘D‘ EQP) ¥ Dfi\lc :-C.S’(R—Elo\ b4 ('Wred\\\
[by Proposition 5.9]

= L(Projsa((Projs4 u s(FOP) x Projsa u zc((Elg) x CS)~red)))
\ L(Projsa(—(Projsa u £(FOP) x Projss u s{(Elg) x CS)~red)))

[by Theorem 5.5]
= L(Projsa((EOp x Elg x CS)~red))) \ L(Projs4(—~(EOp x Elg x CS)~red)))

[by Proposition 5.9] O
Corollary 5.3: Given CS, P and O, if {EOp, C, Elg} satisfies external equivalence and

semantic equivalence with respect to a conversion seed X generated by the above

steps then {EOp, C, Elg} satisfies the safety property with respect to CS.

Proof: by Theorem 5.4 and Theorem 5.6. 0
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5.6 Finding a Conversion Seed with Pruned Input CFSMs

Both approaches in Section 5.4 and Section 5.5 are based on the assumption that
Zcs =Eg0 uzglo . If this is not the case then protocol pruning is an efficient approach
P (Y

to reduce the size of the input CFSMs and to ensure that the above assumption is met.
5.6.1 Pruning the input protocols

Protocol pruning [LNS95] is a method that computes those parts of the protocol machine
that are necessary to provide the required service of the protocol where the supplied
service is a superset of the required service. An algorithm that prunes protocols in

polynomial time and space is given in [LNS95].

Given a protocol {Eo, E1}, with (a)sync(Eg, E1) =true, and a set of unmatched service
primitives USP < £¥ U =V, prune(Eo, E1, USP) finds the pruned Ep and the pruned Ey
by the foliowing sieps.

1. Remove all transitions with unmatched service primitives as labels from Ep and £].

2. For each CFSM, compute the strongly connected component that starts at the initial
state, discarding the rest of the machine.

3. Remove any resulting transitions with unmatched service primitive or peer protocol

messages as labels from the CFSMs.

4. For any CFSM that changes recompute the strongly connected component that starts
at the initial state, discarding the rest of the machine.

5. Continue iteratively until all transitions are matched and each machine is a strongly

connected component. The resulting CFSMs are the pruned Eq and the pruned E.

This method has complexity O(dg, x |Tg,| + d&, X |TE,|), where dgis the number of
transitions deleted from CFSM E and |T| is the number of transitions in the CFSM E.

5.6.2 Finding a conversion seed: Approach_3

The following approach is based on the assumption that Zcs gzgop ) Zglg .
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If entity EOp contains transitions labeled by service primitive actions that are not in Xcs

then we want to construct the pruned EOp. Each service primitive in £EOp typically has a

corresponding service primitive in £1p. The unmatched service primitives of protocol P are

those service primitive actions labeling transitions in EOp that are not in Xcs, and their

corresponding service primitives in Elp

If entity Elp contains transitions labeled by service primitive actions that are not in Z¢s

then we want to construct the pruned Elg. Each service primitive in Elg typically has a

corresponding service primitive in £0p. The unmatched service primitives of protocol O

are those service primitive actions labeling transitions in Elg that are not in Z¢s, and their

corresponding service primitives in EQg.

1.

USP = all service primitive actions in ¥ 0U \ Zcs and their corresponding service

U
Elp -

primitive actions in X
Let P-EOp be the result of prune(EOp, Elp USP).
USP = all service primitive actions in zglg \Scs and their corresponding service

U
E0g

primitive actions in £
Let P-Elg be the result of prune(EQg, Elg, USP).

Find the significant transitions and the significant action set and maximize the
significant successor transitions (Section 5.4.1) replacing EOp with P-EOp and
replacing Elg with P-Elg..

Let A=S4 U Zcs.

Let ST={t|t e (sig_suc(t) Usig pre(t)), Vt’=(r,p,”)inEOp and in Elg
p € Zcs}-

Find RP-EOp = reduction of P-EQp based on A and ST (Section 5.5.1).

Find RP-Elg = reduction of P-Elgbased on A and S7 (Section 5.5.1).
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10. Update the significant transition information to account for the merged states. No
service primitives or significant transitions were removed, however, the head states or

tail states may have been changed.
11. Find the conversion seed (Section 5.4.2) replacing EOp with RP-EOp and replacing Elg
with RP-Elg.

Corollary 5.4: Given CS, P and Q, if {EOp, C, Elg} satisfies external equivalence and
semantic equivalence with respect to a conversion seed X generated by the above

steps then {EOp, C, Elg} satisfies the safety property with respect to CS.

Proof: The proof follows from the correctness of the pruning algorithm [LNS95],
Theorem 5.4 and Corollary 5.3. O
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Chapter Six
Application to Conversion Seed Approach: Synchronous

6.1 More on Okumura’s Conversion Seed Approach

In [Oku86] an approach to construct a protocol converter from a conversion seed is
proposed for a particular class of protocols. The class of protocols are those that can be
specified using the CFSM model for synchronous communication described in Chapter 5,
Section 5.2. As we saw in Chapter 4, Section 4.1.3, given two distinct protocols
P = {EOp, Elp} and Q = {E0g, Elg} where the communication modei for both protocois is
synchronous, Okumura proposes a solution to find a protocol converter C for the
conversion system PQ = {EOp, C, Elg} such that the conversion system satisfies [Section
4.1.3] a given conversion seed X. If the original protocols P and Q are effective and
unspecified reception free then the failure of the approach to find a protocol converter
indicates that a protocol converter that satisfies the given conversion seed X does not exist
for the given protocols P and Q. The failure to generate a converter does not imply that a
converter does not exist for a different conversion seed.

The results of Okumura’s paper are the following theorems and an algorithm for the

construction of a converter.

Theorem 6.1: Let X be a conversion seed. If there exists a converter C for two protocols
P and O with respect to X, then there exists a converter D which is a sub-CFSM of
Elpx EOg x X. [Oku86]
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Theorem 6.2: Assume that Elp is unspecified reception free and effective in protocol
P = {EOp, E1p} and EQg is unspecified reception free and effective in protocol
O = {E0q, Elg}. Then there exists an algorithm which decides whether a converter
for given protocols P and Q with conversion seed X exists. [Oku86]

In [Oku86] Okumura shows that if Elp is unspecified reception free and effective in
protocol P and if EQg is unspecified reception free and effective in protocol Q then a
CFSM C is a converter for {EOp, C, Elp} that satisfies conversion seed X if and only if
1. Cisasub-CFSMof Elpx EQg x X.

This property is necessary and sufficient condition for external equivalence and
semantic equivalence. [Oku86]

2. Cis areduced-CFSM of E1p x EOg.

ressary and sufficient condition for C to be unspecified reception

free in {E0p, C, Elp}.[Oku86]
3. C has no states with no outgoing transitions defined.
This is necessary for {EOp, C, Elg} to be deadlock free. [Oku86]

Because there are a finite number of sub-CFSMs of Elpx EOg x X and because
conditions 2 and 3 are decidable, an algorithm exists that will find a converter and return
nil if one does not exist. The algorithm given in [Oku86] recursively removes from
Z=FElpx EOg x X any state and its incoming and outgoing transitions that either has no
outgoing transitions defined or does not have sufficient reception transitions defined to
satisfy condition 2. If the state space is empty at the completion of the algorithm then
there does not exist a converter for the protocols and conversion seed X.

Assumptions for Okumura’s algorithm for the construction of the converter are listed
below:

1. Elpis given and furthermore:

e Elpis unspecified reception free in protocol P.
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e The internal action transitions and service primitive transitions have been

removed from Elp This can be achieved by projection of £1p over the subset
of gy, that includes peer protocol messages only. i.e., let A= Zpg;, U XF1,

and replace £1p by Proja(E1p).
2. EOQg is given and furthermore:
e EOg is unspecified reception free in protocol Q.

e The internal action transitions and service primitive transitions have been

removed from EOg. This can be achieved by projection of E0¢g over the subset
. of Zgo,, that includes peer protocol messages only. ie, let A= ZFo,Uify 0

and replace EQp by Proja(£0g).
3. A conversion seed X is given and furthermore:
e Xis extended by adding a dead state, d, and the foiiowing transitions:
a) Vs € Sy, s #d, Vo € Zy, if (s, o) is undefined then define &(s, 6) =4.
b) Vs € Sy, s#d, Vo € (Cgpv ZEOQ) \ Zx), define &(s, c) =s.
c)Vo e Bx v Zgp v ZEoQ), 8(d, o) is undefined.
4. The action sets of EOp and Elg are distinct: Lo, M EElg =J.

algorithm for finding a converter
input: Z=FElpx EOg x X= (Sz, £z, 8z, s0z) : CFSM
output: C = (Sc, Zc, 8¢, s0¢c) : CFSM or nil if no converter was found.

method: find a sub-CFSM of the input CFSM Z such that all states have outgoing
transitions and it is a reduced-CFSM of Elpx EQp, if such a CFSM exists.

algorithm for removing a state and its transitions

input: s : state; A = (S, T4, 04, s04) : CFSM

output: A : CFSM (reduced)

method: remove all outgoing and incoming transitions of s; if another state loses an
outgoing reception transition or becomes a dead state then remove that state as well with
the same procedure.

141



procedure CONVERTER ( Z : CFSM; var C : CFSM );

procedure REMOVE( s : state; var 4 : CFSM );
begin
(* remove outgoing transitions ¥)
forall 6 € £4 such that §4(s,6) =1 € Spdo
d4(s, o) = undefined;

(* remove incoming transitions *)
forall r € S4, c € 4 such that 34(r, ) =sdo
begin
64(r, o) = undefined;

(* Also remove the tail state of the incoming transition it ~ *)
(* 1) the transition represenis a message reception, or *3
(* 2) the tail state is a dead state. *)
if (c=+m)or (Vo' € 4, 84(s, o’) =undefined )
then
REMOVE(r, 4);
end; (* for *)

(* remove the state from the state set *)
Sqa =84\ {s};
end; (* procedure REMOVE ¥)
BEGIN
C=2z

(* remove all dead states *)
fors € Scdo
begin
if Vo € Xz, 6z(s, ) = undefined
then
REMOVEC(s, C);
end; (* for *)
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if C has a non-empty loop from initial state to initial state

then
MINIMIZE(C)
else
C =nil,

END. (* procedure CONVERTER *)

The space complexity of the algorithm is O(/Z]), i.e., the size of the input CFSM Z. C is
a sub-CFSM of Z. In the worst case no states (and thus no transitions) are removed from
Z

The worst case scenario when considering computational complexity occurs when
every state and transition is removed. The procedure CONVERTER visits each state at
most once to determine if it is a dead state and whether it should be removed. Assume
state s is identified for removal. In procedure REMOVE, each outgoing transition from s
is removed; and each incoming transition to s is removed and its label is tested for a
reception action label. Furthermore, the tail state of each incoming transition is tested to
determine if it has become a dead state. Finally, the state is removed. Therefore the
procedure REMOVE has time complexity O(degree(s)), where s is the state to be
removed. With the observation that each transition is only checked and removed once and
each state can only be removed once, the time to remove all states and transitions is
O(| Z|), where | Z| =| Sz | (number of states) + | 7z | (number of transitions).

The loop in procedure CONVERTER finds all the dead states of Z that need to be
removed in O(| Sz[) time. Any other states that need to be removed as a result of the
removal of an adjacent state are identified within the procedure REMOVE and therefore
identifying them takes no additional time.

Thus the time to find all states that need to be removed and remove them along with
their incoming and outgoing transitions, in the worst case, is O(| Z ).



6.2 Example 1

In this section, we provide an example for constructing the required service for the
conversion system, CS, using the approach in Section 5.3, for constructing a conversion
seed according to Approach 1 and then for applying Okumura’s approach to construct a
protocol converter.

This example demonstrates the following procedures for the synchronous model of
communication:

e generalizing the protocol model to direct communication (cf. Section 5.2.3);
e construction of CS using submodule construction;

e modification of the input CFSMs to ensure that sig_suc(f) = o_suc(?), for every service
primitive transition f;

e application of Okumura’s approach using the constructed conversion seed.

6.2.1 The given protocols and adapters
Assume that the layers at which the protocol conversion will take place are known: layer

M protocol of network X (called protocol P) and layer N protocol of network Y (called
protocol Q). The required service for the common upper layer peer protocol U is RSy.
Protocol U'is layer M+1 protocol of network X and layer A+1 protocol of network Y. The
specification of RSy, is given as a CFSM in Figure 34.

[ +Dreq
—DindE
Figure 34: RSy

The layer M prdtocdi of network X (Figure 35) is protocol P. The peer protocol entities
communicgtg indirectly through a communication medium providing the required service
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for the protocol where the communication type between the entities and the
communication medium is synchronous. The specification of the protocol entities of
protocol P={EOp, RSp, Elp} are given in Figures 37, 38 and 39, where
syncp(EOp, RSp) = true, syncp(RSp, Elp) =true, and syncp(EOp, E1p) = false. Protocol P
provides the service specified by SSp (Figure 40). Protocol P is an Alternating Bit
Protocol which performs error recovery. The two protocol entities, EOp and Elp, are based
on an unreliable medium, RSp. In entity £Op we use an internal transition labeled by tm to
represent a timeout waiting for an acknowledgment. In RSp, we use internal transitions
labeled by d-Is and a-Is to represent the loss of a data message and acknowledgment
message, respectively. Protocol P is deadlock free and unspecified reception free. In
network X there is a gap between SSp and RSy, therefore two interface adapters (40p and
A1p) can be used to supply the required service (RSy) for protocol U (Figure 36). The
specifications of the interface adapters for network X are given in Figures 41 and 42.

A A A f
SS, RS,
v P v 4 v v
E0, {€----- » El, A0, Al
RS, SSp
Figure 35: Layer M of network X Figure 36: SSp # RSy in network X'
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Figure 38: Elp
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+d0,+d1,

ﬂO,ﬁlQ
-al,

—di1, +d0,+d1,
d-ls a-ls +a0,+al
@ +d1 +d07®
+d0,+d1,
+a0,+al +a0 d-ls
a-ls
@do +d1,
+a0,+al
Figure 39: RSp

O ()——»O wou
—Ackmd \( "ﬁ ’ ./®

+Ack

+Ackin -In —Ack ~Dind
@w’(b ‘&Y
Figure 40: SSp Figure 41: AOp Figure 42: Alp

The layer N protocol of network ¥ (Figure 43) is protocol Q. The peer protocol entities
communicate directly providing the required service for the protocol where the
communication type between the entities is synchronous. The specification of the protocol
entities of protocol Q= {EOg, Elg} are given in Figures 45 and 46, where
synco(E0g, Elg) = true. Protocol Q provides the service specified by SSg (Figure 47).
Protocol Q is a simple data transfer protocol with an empty medium. No error recovery is
performed in this protocol. Protocol O is deadlock free and unspecified reception free. In
network ¥ there is a gap between SSg and RSy, therefore two interface adapters (40¢ and
Alg) can be used to supply the required service (RSy) for protocol U (Figure 44). The
specifications of the interface adapters of network ¥ are given in Figures 48 and 49.
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S8y
Figure 43: Layer N of network ¥ Figure 44: 8Sp = RSy in network ¥
! ~RepInd ! ; ;
+Rep
oo oo
Figure 45: EOg Figure 46: Elg

o o +Dreqn 1 +Del
—Replnd
L 4R +R
= P +Replnd —Rec Rep  -Dind
d} -De"@ \GY ‘&Y

Figure 47: 85S¢ Figure 48: A0¢g Figure 49: 41p

We will find CS, and then C, such that the three entities £Op, C, and Elg, together with the
communication medium provide a new protocol that is externally equivalent to Protocol P
and Protocol O, deadlock free and unspecified reception free, and whose service

specification satisfies CS (Figure 50). Furthermore, the new protocol whose service
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specification satisfies CS together with the existing adapters will satisfy the required
service (RSy) for the common peer protocol U (Figure 51).

A ? A ‘ A
cs l RS,
h 4 \ 4 4
EO, H4----- » C - EIQ A0, AIQ
RS, CS
Figure 50: Network Z Figure 51: SSp # RSy in network
X, 8S¢ # RSy in network ¥

6.2.2 Direct communication only

Approach_1 assumes the input protocols communicate directly [Chapter 5, Section 5.2.3].
Therefore, we must transform protocol P into protocol P’ = {E0'p, Elp} where
syncp(E0'p, Elp) =true and E0p=FEO0p @ RSp. In Figure 52 the specification of
Proja(EQ’p) is shown, where A = {+In, —AckInd, —d0, —d1, +a0, +al}. To simplify the
CFSM for this presentation we replaced £0’p with Proja(E07), i.e., the internal transitions
of E0'p=EO0p ® RSp, {d0, a0, dl, al, tm, d-Is, a-Is}, were removed by projecting over A.
Note: In the remainder of this example, EOp will refer to Proja(£0’?) unless otherwise
stated.
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—do \—-Ackmd
- \
do~;

—do, +al +a0—T +a0,4al \

—Ackind —Ackind

Figure 52: Proja(EOp ® RSp), A = {+In, —AcklInd, —d0, —d1, +a0, +al}

6.2.3 Finding the required service specification for the conversion system
Since for both protocols P and O, adapters are specified to provide the required service

for protocol U, this example satisfies case 4 of the problem statement given in the
beginning of Section 5.1. We must construct the required service specification of the
conversion system using the submodule construction approach [Chapter 5, Section 5.3.1].
Step 1: Define £y (= RSy extended)

:+Dreq: j
—Dmd +Dreq

104

Figure 53: Eq (= RSy extended)
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Step 2: Define E] =40p ® Alp.

(@) (oo g
[ +AckInd -

+Del +Del +Del
| ]
+Dreq—»{ 11 ~In—»{ 21 01
l l +AckInd ..
-Dind ~Dind -Dind
|
(1) o
+AckInd
-Rep —Rep —Rep
700 10 20

S . - S

Figure 54: E1 =A0p ® 4lg

Step 3: Define S ={c|ceZ\Z1}u{c|ocleZi\%}
¥, = { +In, —AckInd, —Del, +Rep }.
Step 4: Find E; such that E, satisfies
L(E») = Pre(Proje,(L((EG® E1y) \ Projs,L((— Eg' ® E1y)).

As pointed out in Chapter 5, Section 5.3.2, it is sufficient to only form the CFSM
E= (E51® E1)"! (Figure 55). The projection of E over X is shown in Figure 56. The
shaded states are invalid and will be removed to form E; (Figure 57).
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£001,10na}

{000,101} {201}
O +In’Q— —Acﬂnd»%

—Del —Del
- |
é;)}:gllzlg} 211,220} ‘ {011,11n2,020,121}
’ -—Ackmd%
|
+Rep
{220} .---.. {000, 101}
—AckIndp»
—Del

(210,22na} %

Figure 56: Projs,(( E51® E1)!) where Z5 = { +In, —Acklnd, —Del, +Rep },
the shaded states are “invalid”.

@

—AckInd —Del

s

Figure 57: CS=E, (relabeled)

Step5: CS=E;

6.2.4 Pruning the input CFSMs

Protocol pruning is not necessary for this example since Zcs =Zgo v Zng .
P

6.2.5 Significant transitions and the significant action set

At this stage we find the sets of significant transitions for each service priraitive transition

in EOp and Elg, and construct the significant action set according to Chapter 5, Section

5.4.1. The CFSM EOp contains a number of observable successor transitions that are not
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significant for their respective service primitive transition. Therefore, EOp, the sets of
significant transitions and the significant action set were modified according to the steps in
Chapter 5, Section 5.4.1, to ensure that the every observable successor transition for a
service primitive transition is also a significant successor transition for that service
primitive transition. The state transition table defining the new EQp is given in Table 2. The
significant action set for the new EOp is S4 = {+al, +a0, —d0, —d1, +dt, —r}. The
significant transitions of the new EOp are given in Table 3. Table 4 provides the significant
transitions of Elg.
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state +In | —-Ackind |—-dO0 |+a0 |-—dl |-+al
0 2 1 Oa
Oa 2 1 Oa
1 3 la la
la 3 la la
2 2a |3 2a
2a 2a |3 2a
3 5 2 3a 4
3a 5 2 3a 4
4 6 2 4 4
7 S5a 6
Sa 7 Sa 6
6 8 6a 6a
6a 8 6a 6a
7 Ta |7a |8
Ta Ta Ta |8
8 0 9 7 8a
8a 0 9 7 8a
9 1 9 7 9

Table 2: New EOp (with sig_suc(f) = obs_suc(t))
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transition ¢ sig_pre(?) sig_suc(?)

(0,+In,2) (3,+al,4)(3a,+al,4)(5,+al,6) (2,—d0,2q) (2,+a0,3) (2,+al,2a)
(5a,+al,6)(7,+al,8)(7a,+al,8)

(0a,+In,2) (0,+al,0a) same as above

(1,+In,3) (0,+a0,1) (0a,+a0,1) (8,+a0,9) | (7,+a0,7a)(7,—d1,7a)7,+al,8)(5,+a0,5a)
(84a,+a0,9) (5,%al,6)(3,-d0,2)(3,+a0,3a)(3,*al 4)

(la,+In,3) (1,+a0,1a) (1,+al,la) same as above

(3,—AckInd,5) | (0,+a0,1) (0a,+a0,1) (8,+a0,9) | (7,4+a0,7a) (7,—d1,7a) (7,+al,8)
(8a,+a0,9)(2,+a0,3) (2a,+a0,3) | (5,+a0,5a) (5,+al,6)

(3a,—Acklnd,5) || (3,+a0,3a) same as above
(4,~AckInd,6) | (3,+al,4) (3a,+al,4) (2,-d0,2a) (2,+a0,3) (2,+al,2a) (0,+a0,1)
(0,+al,0a) (8,+a0,9) (8,—d1,7) (8,+al,8a)
(6,+20,6a) (6,+a1,5a)
(5,+In,7) (0,+a0,1) (0a,+a0,1) (8,+a0,9) | (7,+a0,7a) (7,—d1,7a) (7,+al,8)
(8a,+a0,9)(2,+a0,3) (2a,+a0,3)
(5a,+In,7) (5,+a0,5a) same as above
(6,+In,8) (3,+al,4) (3a,+al,4) (5,%al,6) | (2,—d0,2a) (2,+a0,3) (2,+al,2a) (0,+a0,1)
(5a,+al,6) (0,+al,0qa) (8,+a0,9) (8,—d1,7) (8,+al,8a)
(6a,+In,8) (6,+a0,6a) (6,tal,6a) same as above
(8,~AckInd,0) [ (3,+al,4) (3a,+al,4) (5,+al,6) | (2,-d0,2a) (2,+a0,3) (2,+al,2a) (0,+a0,1)
(5a,+al,6)(7,+al,8) (7a,+al,8) | (0,+al,0a)
(8a,—AckInd,0) § (8, +al, 8a) same as above
(9,~AckInd,1) { (8,+a0,9) (8a,+a0,9) (7,+a0,7a)(7,—d1,7a) (7,+al,8) (5,+a0,5a)

(5,+al,6) (3,~d0,2) (3,+a0,3a) (3,+al,4)
(1,+20,1a) (1,+al,1a)

Table 3: Significant Transitions of New EOp

Note: In the remainder of this example, EOp will refer to the new EOp constructed in this

step unless otherwise stated.
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transition Z sig_pre(?) sig_suc(f)

(1,-DeL2) (0,+dt,1) (3,—11,0)

(2,+Rep,3) (0,+dt.1) (3,-m0)

Table 4: Significant Transitions of Elg

6.2.6 Reducing the input CFSMs

Given the significant transitions and the significant action set, the entities E0p and E1g may
be reduced by merging states according to the steps in Chapter 5, Section 5.5.1. In this
case, neither E0p nor Elg have states that can be merged. |
6.2.7 Constructing the conversion seed

Given CS, EOp, Elg, the significant transitions and the significant action set S4, construct
the conversion seed according to the steps in Chapter 5, Section 5.4.2.

Step 1: Construct (EOp x Elg x CS)~red

First, extend CS to include a dead state and the appropriate transitions (Figure 58). Next,
the CFSM (EOpxElgxCS) is constructed and then reduced to obtain
(EOp x Elg x CS)~red (Figure 59).

+al, +a0, —do, +al, +a0, —do,
—d1, +dt, —rr —d1, +dt, —rr

+In

—AckInd —De

+al, +a0, —do, +a;, +ag, —do,
—_ —dl1, +dt, —rr
—d1l, +dt, —rr +Rep

—Del, +Rep,  +In, -Del, -Ackind,  'Rep; *In,
—AckInd +Rep +In, —Del —Ackind

Figure 58: CS (extended)
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+dt, +al —Del
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1, +a0
733 +al

Figure 59: (EOp x Elg x CS)~red
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Step 2 : Find # such that

L(W) = Pre(L(Projs4(EOp x Elg x CS)~red)) \ L(Projsa(—~(E0p x Elgx CS)y~red))))
Step 3 : X = W1 is the conversion seed.

—a

1@
\ +d0,—al

—dt
; >/ : +d0,—al
+d1, —a0

+T +r
i dO —al

S
Pt

+d1, —-al

Figure 60: Conversion Seed X = /7! (relabeled and minimized)

6.2.8 Constructing a converter: Okumura’s approach
The conversion seed X (Figure 60) can now be used as input to Okumura’s approach

along with involved entities Elp (Figure 38) and EO0p (Figure 45). First, they must be
modified to satisfy the assumptions [Section 6.1] for the construction of a converter using
Okumura’s algorithm. Specifically, the entities Elp and FOp may not contain service
primitive transitions and the conversion seed X must be extended. The new Elp the new

EOg and the new X are shown in Figures 61, 62 and 63, respectively.
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 +d1
-al
@%)@ -
OO
—dt

+d0
|
O ez
+d0
+d0
Figure 61: new Elp (service primitive Figure 62: new EOg (service primitive
transitions removed) transitions removed)

Figure 63: new X (extended)
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Note: In the remainder of this example, £1p will refer to the new Elp constructed in this
step unless otherwise stated, EOp will refer to the new EQ¢ constructed in this step unless
otherwise stated, and X will refer to the new X constructed in this step unless otherwise

stated.
The input to Okumura’s algorithm is the CFSM Z = Elpx E0g x X.
+d0
x5
—dt —dt
+d0
on(z1g)
do i d
+ +d1
+d0
N3 @— 13308 —al@
—a0 l
—dt —dt —dt
j +d1

Figure 64: Z=Elpx EO0p x X

Okumura’s algorithm finds a sub-CFSM of Z (Figure 64) such that all the states have
outgoing transitions and it is a reduced-CFSM of Elp x EOg (Figure 65), if such a CFSM
exists. The resulting sub-CFSM (Figure 66) is the converter. Figure 67 shows the
converter with the states relabeled.
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Figure 66: Z (reduced)
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Figure 67: The converter, C (relabeled)

The original protocol entities £EOp (Figure 37), RSp (Figure 39) and Elg (Figure 46), and
the converter C (Figure 67), together form a new protocol {EOp, RSp, C, Elg} that
satisfies external equivalence with respect to the protocols P and Q, semantic equivalence
with respect to the conversion seed X, and freedom from deadlock and unspecified
receptions. Furthermore, the service provided by the new protocol satisfies CS with
respect to safety; which, in turn, satisfies K357 with respect io safety.

6.3 Example 2

In this section, we provide an example for first constructing a conversion seed according

to Approach_3 and then applying Okumura’s approach to construct a protocol converter.
This example demonstrates the following procedures for the synchronous model of

communication:

e pruning the input protocols;

¢ reducing the input protocols;

¢ the reduction steps while constructing the conversion seed; and

o the reduction steps of Okumura’s algorithm while applying Okumura’s approach using
the constructed conversion seed.

6.3.1 The given protocols and adapters
Assume that the layers at which the protocol conversion will take place are known: layer

M protocol of network X (called protocol P) and layer N protocol of network ¥ (called
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protocol Q). The required service for the common upper layer peer protocol U is RSy
Protocol U is layer M+1 protocol of network X and layer N+1 protocol of network Y. The
specification of RSy is given as a CFSM in Figure 68.

+D1ls
Q.0
Figure 68: RSy

The layer M protocol of network X (Figure 69) is protocol P. The peer protocol entities

communicate directly where the communication type is synchronous. The specification of

the protocol entities of protocol P = {EOp, Elp} are given in Figures 71 and 72, where

syncp(E0p, Elp) = true. Protocol P provides the service specified by SSp (Figure 73).

Protocol P operates in the following manner: on receiving the data D1s, the sender of

protocol P (£0p) sends it as a data unit ¢ to the receiver (E£ip), followed by a message

indicating the end of data, e. On receiving the data unit d and the end of data message e

the receiver (E1p) sends the data Dir to the user and sends an acknowledgment message,

ack, to the sender (EOp). Protocol P is deadlock free and unspecified reception free. In

network X there is no gap between SSp and RSy (Figure 70), therefore interface adapters
are not needed.

t t 1 t

l sS, l RS,

F0, le——> El,

SS,

Figure 69: Layer M of network X Figure 70: SSp = RSy in network X
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+ack —ack +e
@H‘%f) ()
Figure 71: EOp (sender) Figure 72: Elp(receiver) Figure 73: SSp

The layer N protocol of network ¥ (Figure 74) is protocol O. The peer protocol entities
communicate directly providing the required service for the protocol where the
communication type between the entities is synchronous. The specification of the protocol
entities of protocol Q= {EOg, Elp} are given in Figures 76 and 77, where
synco(E0g, Elp) =true. Protocol QO provides the service specified by SSp (Figure 78).
Protocol O functions as follows: on receiving the data Dls, the sender (£0p) sends it as a
data umit x to the receiver (Elg). On receiving the data D2s, the sender (EOp) sends it as a

data unit y to the receiver (E£lg). On receiving a data unit, x or y, the receiver (Elg) sends
either an acknowledgment (z) or a negative acknowledgment (nz) to the sender (£0p). In
the case of a negative acknowledgment, the sender resends the data unit and the receiver
waits for the retransmission of the data unit. After a positive acknowledgment the receiver
transmits the data, D1r or D2r, to the user. Note that the sender always waits for a poll
signal from the receiver before sending either data unit x or data unit y to the receiver.
Protocol O is deadlock free and unspecified reception free. In network Y there is no gap
between SSg and RSy (Figure 75), therefore interface adapters are not needed.

1 1 1 1
S8, RS,
EQ, El,
v v
SS,
Figure 74: Layer N of network ¥ Figure 75: SS¢ = RSy in network ¥
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Figure 76: EOg Figure 77: Elg

PO

-Dir +D2s
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Figure 78: S5¢

We will find CS, and then C, such that the three entities EOp, C, and Elg, provide a new
protocol that is externally equivalent to Protocol P and Protocol O, deadlock free and
unspecified reception free, and whose service specification satisfies CS (Figure 79).
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Furthermore, the new protocol whose service specification satisfies CS will satisfy the
required service (RSy) for the common peer protocol U (Figure 80).

y t 1 t
G 2

E0, «—» C |&—— El,

cS

Figure 79: Network Z Figure 80: SSp=RSyin
network X, §Sp = RSy in
network ¥

6.3.2 Direct communication only
Approach_3 assumes the input protocols communicate directly [Chapter 5, Section 5.2.3].

The given protocols satisfy this assumption; therefore no transformation is necessary.
6.3.3 Finding the required service specification for the conversion system
Since no adapters are specified to provide the required service for protocol U, this
example satisfies case 1 of the problem statement given in the beginning of Section 5.1.
According to Chapter 5, Section 5.3.1, the specification for the conversion system CS is
RSy.

+D1s

Q.0

Figure 81: CS = RSy

6.3.4 Pruning the input CFSMs
Protocol pruning is necessary for this example since Zcs ngo v Zglo . The protocols
P ¢

are pruned according to the steps in Chapter 5, Section 5.6.1. For Protocol P, the set of

167



unmatched service primitives, USPp, isthe set of all service primitive actions in

U

El, - Therefore,

ZgoP \Zcs and their corresponding service primitive actions in X

USPp = & which implies that protocol P can not be pruned. For Protocol O, the set of

unmatched service primitives, USPp, isthe set of all service primitive actions in
Zglo \Zcs and their corresponding service primitive actions in Zgoa . Therefore,

= =

USPg = {D2s, D2r} which implies that Protocol O can be pruned to remove the parts of

the protocol entities that only contribute to that service.

Step 1: Remove all transitions with unmatched service primitives as labels from EOgp and
Elg. Currently, the unmatched service primitives are {D2s, D2r}. The resulting CFSMs
are shown in Figures 82 and 83, respectively.

/H(X)\—x
@+P@m(@ @. .z(x)@

+D ls +D 1 S _D 1r -nz (X) +x
| -nz(y) +y
-y
C—(o X, (s - %5
+nz(y) ©)
+z(y)
Figure 82: Step 1 EQg Figure 83: Step 1 Elp

Step 2: For each CFSM, compute the strongly connected component that starts at the
initial state, discarding the rest of the CFSM. The resulting CFSMs are shown in Figures
84 and 85, respectively.
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+2(x) @1 -—z(x)-—Q

-Dir
; +nz(x) @ —Po@j
+Dls +Dls
—nz(y) +y
+P
Figure 84: Step 2 E0g Figure 85: Step 2 Elgp

Step 3: Remove any resulting transitions with unmatched service primitive or peer
protocol messages as labels from £Og and Elg. Currently, there are no unmatched service
primitives. With the removal of all transitions labeled by “~y” and “+nz(y)” from EQp at
Step 1, the current set of unmatched peer protocol messages are {+y, —nz(y)}. The
transitions related to these messages are removed from Elg. The resulting CFSMs are
shown in Figures 86 and 87, respectively. Note that £Og did not change.

+2(x) @- —z(x)@

. = -Dir -nz(x) +x
+P
+nz(x) -P
+Dls +Dls
()
Figure 86: Step 3 EOp (no change) Figure 87: Step 3 Elg

Step 4: For the CFSM that changed (Figure 87), compute the strongly connected
component that starts at the initial state, discarding the rest of the CFSM. The resulting
CFSM is the same as Figure 87.
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Step S: All transitions in £O0p and Elp are matched and each CFSM is a strongly

connected component. Therefore, the resulting CFSMs are the pruned EQg (Figure 88)
and the pruned E1gp (Figure 89).

+2(x)

—X
+P 4
+nz(x)

+D1ls

+Dls

s

Figure 88: Pruned EQg (relabeled)

O

-DI1r —n_z(x) tx

Figure 89: Pruned Elg (relabeled)

Note: In the remainder of this example, £Op will refer to the pruned £0g constructed in
this step unless otherwise stated and Elp will refer to the pruned Elg constructed in this

step unless otherwise stated.

6.3.5 Significant transitions and the significant action set
At this stage we find the sets of significant transitions for each service primitive transition

in £0p and Elg; and construct the significant action set according to Chapter 5, Section
5.4.1. The significant action set is S4 = {+ack, —z(x), —d, —P}. The significant transitions
of EQp are given in Table 5. Table 6 provides the significant transitions of Elp.

transition 7 sig_pre(?) sig_suc(?)
(0, +Dls, 1) {(3, +ack, 0)} {(1, -d, 2)}
Table 5: Significant Transitions of EOp
transition ¢ sig_pre(?) sig_suc(?)
(4, -Dir, 0) {2, —z(x), 4)} {(0, P, 1)}

Table 6: Significant Transitions of Elg
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6.3.6 Reducing the input CFSMs

Given the significant transitions and the significant action set, the entities EOp and £1g may
be reduced by merging states according to the steps in Chapter 5, Section 5.5.1. In this
case, both EOp and Ellg have states that can be merged.

A = {+ack, —z(x), —d, —P, +D1s, -Dlr}.

ST = {(3, +ack, 0), (1, —d, 2), (2, —z(x), 4, (0, B, 1)}

Step 1 (EOp): Reduced EOp = EQp

o

|
+ack -d

D+

Figure 90: Step 1 EOp

Step 2 (EOp): Find a pair of adjacent states such that there exists a transition between

them labeled by 4n action not in A and there does not exist a transition between them in

ST. Such a pair of states is (2, 3).
Step 3 (EOp): M1 and M2 are true for (2, 3) so they can be merged.

o
®

Figure 91: Step 3 EOp (merge #1)

Step 4 (EOp): There is no pair of adjacent states such that there exists a transition between
them labeled by an action not in A and there does not exist a transition between them in
ST. The resulting CFSM is the reduced EOp in Figure 92.
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Figure 92: Reduced EOp (relabeled)

Step 5 (E0p): Update the table of significant transitions to reflect the relabeled states of
Reduced EOp.

transition ¢ sig_pre(?) sig_suc(?)

(0, +Dl1s, 1) {2, tack, 0)} {(1,—d, 2)}

Table 7: Significant Transitions of Reduced EO0p
Step 1 (Elg): Reduced Elp=Elg
@4 —z(x)@
-DIr  _nz(x) X
—P
Figure 93: Step 1 Elp

Step 2 (Elg): Find a pair of adjacent states such that there exists a transition between
them labeled by an action not in A and there does not exist a transition between them in

ST. Such a pair of states is (1, 2).
Step 3 (Elg): M3 is true for (1, 2) so they can be merged.

i —z(X)

—Dir

5

Figure 94: Step 3 Elg (merge #1)
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Step 4 (Elg): There is no pair of adjacent states such that there exists a transition between
them labeled by an action not in A and there does not exist a transition between them in
ST. The resulting CFSM is the reduced Elg shown in Figure 95.

ON

pir ®
O
Figure 95: Reduced Elg (relabeled)

Step S (E1gp): Update the table of significant transitions to reflect the relabeled states of
Reduced Elg.

transition ¢ sig_pre(?) sig_suc(?)

(2, -Dlr, 0) {(1, —z(x), 2)} {0, -P, 1)}

Table 8: Significant Transitions of Reduced Elg

Note: In the remainder of this example, £O0p will refer to the reduced EOp constructed in
this step unless otherwise stated and Elp will refer to the reduced Elg constructed in this
step unless otherwise stated.

6.3.7 Constructing the conversion seed

Given CS, EOp, Elg, the significant transitions and the significant action set S4, construct
the conversion seed according to the steps in Chapter 5, Section 5.4.2.

Step 1: Construct (EOp x Elg x CS)~red

First, extend CS to include a dead state and the appropriate transitions.
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-P, —z(%), -P, —z(x),

—d, +ack — —d, +ack
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\ -Dl1r

-Dir +Dls

104

Figure 96: CS (extended)

Next, the construct the CFSM Y = (EOp x Elg) x CS.
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Figure 97: Y= (E0p x Elg) x CS

The CFSM Y is reduced by explicitly removing transitions that correspond to significant
predecessor transitions in EOp or Elp The transitions are “removed” explicitly by
redefining the head state to be the non-accepting state na. The CFSM in Figure 98 is the
result of removing all the significant predecessor transitions of service primitive transitions
whose head states are dead states. This CFSM is further reduced by removing all the

significant predecessor transitions of service primitive transitions that occur in a path from
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a different service primitive transition before the significant successor transition occurs, to
obtain (EOp x Elgx CS)~red (Figure 99). The transitions that have been removed
explicitly are shown in bold in Figures 98 and 99. States that are unreachable after each
step are not shown.

¢+"ls@—"@ -

—z(x) —2(x) —2(x)
d@ e
@ d @ +ack> 900
-p -p
(10)—t-»(a10)- a0
~2(x) ~2(x)

Figure 98: Reduction #1 (reachable states only)
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Figure 99: (EOp x Elg x CS)~red (reachable states only)

Step 2 : Find # such that
L(W) = Pre(L(Projs4(EOp x Elg x CS)~red)) \ L(Projs4(—=(E0p x Elg x CS)~red))))

Figure 100 shows the CFSM Projs4((EOp x Elg x CS)~red). By removing the shaded state
and all incoming transitions to the shaded state we obtain /.
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{211

{010, 111}
! +ack na}
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—z(x)
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{210}

Figure 100: Projs4((EOp x Elp x CS)~red)

Step 3 : X = W-l is the conversion seed.

O+
B

—ack +z(x)

Bor s

Figure 101: Conversion Seed X = ! (relabeled and minimized)

6.3.8 Constructing a converter: Okumura’s approach

The conversion seed X (Figure 101) can now be used as input to Okumura’s approach
along with the involved entities E'lp (Figure 72) and EOg (Figure 76). First, they must be
modified to satisfy the assumptions [Section 6.1] for the construction of a converter using
Okumura’s algorithm. Specifically, the entities Elp and £EOp may not contain service
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primitive transitions and the conversion seed X must be extended. The new Elp the new

E0g and the new X are shown in Figures 102, 103 and 104, respectively

—ack +z(x) = -i-nz(x)
\@ N

Figure 102: new Elp Figure 103: new EOg

+e, —X, +nz(x) +e, =%, +nz(x)

| |
+P +P \
+e,

) +e,

+nz(x) —x,
—ack +e, —x, +2Ax) |
+nz(x) +e, —X, /

Figure 104: new X (extended)
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Note: In the remainder of this example, E1p will refer to the new E1p constructed in this
step unless otherwise stated, EOg will refer to the new EQp constructed in this step unless
otherwise stated, and X will refer to the new X constructed in this step unless otherwise
stated.

The input to Okumura’s algorithm is the CFSM Z = Elp x EOg x X_

o

—x +nz(x) —x “+nz(x) -x +nz((x)
022 }— +d—»{ 123 }—+e—»{ 223 - —ack 02d

+z(x) +z(x) "'Z(X)

+z(x) -+z(x)

@ @

Figure 105: Z=FElpx E0g x X
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- Okumura’s algorithm finds a sub-CFSM of Z (Figure 105) such that all the states have
outgoing transitions and it is a reduced-CFSM of Elp x EOg (Figure 106), if such a CFSM

+d+ —ack»:f:- 00
+P +P +P

|

@- +d~»@—+ﬁ—>@> —ack! 01

—x +nz(x) —x +nz(x) -x +nz(x)

exists.

+z(x) +Z(X) +z(x)
oo 10 20

Figure 106: Elpx EOg

Okumura’s algorithm works in such a way, for every dead state in Z = Elp x E0g x X
(Figure 105), all incoming transitions to the state and the state itself are removed. This
applies to any state that becomes a dead state as well. Furthermore, if a transition is
removed that corresponds to a peer message reception transition of Elp or EOp, then its
tail state is removed along with all incoming and outgoing transitions. Figure 107 shows
Z=Elp x E0g x X with the states to be removed by Okumura’s algorithm shaded. The
resulting sub-CFSM (Figure 108) is the converter. Figure 109 shows the converter with
the states relabeled.
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Figure 107: Z with states to be removed shaded
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Figure 108: Z reduced
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Figure 109: The converter, C (relabeled)

The original protocol entities £Op (Figure 71), and Elg (Figure 77), and the converter C
(Figure 109), together form a new protocol {EOp, C, Elp} that satisfies external
equivalence with respect to the protocols P and O, semantic equivalence with respect to
the conversion seed X, and freedom from deadlock and unspecified receptions.
Furthermore, the service provided by the new protocol satisfies CS with respect to safety;
which, in turn, satisfies RSy with respect to safety.
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Chapter Seven
Application to Conversion Seed Approach: Asynchronous

7.1 More on Chang and Liu’s Conversion Seed Approach

In [CL90d] an approach to construct a protocol converter from a conversion seed is
presented for a particular class of protocols. The class of protocols are those that can be
specified using the CFSM model for asynchronous communication over bounded channels
introduced in Chapter 5, Section 5.2. As we saw in Chapter 4, Section 4.1.5, given two
distinct protocols P = {EOp, Elp} and O = {EOp, Elp} where the communication model
for both protocols is asynchronous over bounded channels, Chang and Liu proposes a
solution to find -a protocol converter C for the conversion system PQ = {EOp, C, Elg}
such that the conversion system satisfies [Section 4.1.5] the conversion seed X. If the
protocol entities of protocol P and protocol O do not contain states with both peer
protocol message transmission and peer protocol message reception transitions defined
then the failure of the approach to find a protocol converter indicates that a protocol
converter that satisfies the conversion seed does not exist for the given protocols. The
failure to generate a protocol converter does not imply that a converter does not exist for
a different conversion seed.

This approach transforms the problem of finding a protocol converter into a protocol
validation problem. The first step is to modify the involved entities £1p and EOg, and the
conversion seed X, to obtain three new entities Elp-trans, EQp-trans, and X-trans.

Transformation of involved entities: The entity E1p-trans is the same as E1p except that
any transition labeled by +m, where +m € Zy;, is replaced by a sequence of two transitions,
the first labeled by +m, and the second labeled by —m connected by a new state; and any
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transition labeled by —m, where -m € Zy, is replaced by a sequence of two transitions, the
first labeled by +m’, and the second labeled by —m, connected by a new state. The entity
EQg-trans is constructed from EOp in the same manner.

The new states introduced in E1p-trans and EQp-trans are called internal states, and the
sequence of transitions labeled by +m and -m’ (or +m’ and —m), are called coupled

transitions.

Transformation of the Conversion Seed: The entity X-trans is the same as the
conversion seed X except that every transition labeled +m is relabeled +m? and every
transition labeled —m is relabeled —m”

The three new entities are now viewed as asynchronously communicating entities
within a protocol {Elp-trans, X-trans, EOg-trans}, where async(E1p-trans, X-trans) = true,
async(FQg-trang, X-tranc) = true and async(Elptrans, EOp-trans) = false. The bounds on

the channels are derived from the bounds on the channels in the original protocols:
BE1ptrans Xtrans = bEOpElp:  BX-trans Elptrans = DE15E0p;  DEOg-trans X-trans = DE19.F0p,  and
meEon = ong Elg- The original actions of Elp and EQg are treated as the service
primitives of the new protocol.
The next step is to build a CFSM G from the global states and transitions of the
protocol {Elptrans, X-trans, EOg-trans}:
e The initial state of G is the initial global state of the protocol {£1p-trans, X-trans, EOg-
trans}.
e If G contains the tail state of a global transition labeled by +m € Ly, then G contains
the transition labeled by +m, its head state; and one and only one outgoing transition
defined at its head state which is labeled by —m’ and its head state as well.

e If G contains the tail state of a global transition labeled by +m’, —~m € Zyx, then G
contains the transition labeled by +m’, its head state, and one and only one outgoing
transition defined at its head state which is labeled by —m and its head state as well.
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e If G contains the tail state of a global transition labeled by an insignificant message
c € (Crpv ZEOQ) \ Zy), and the state does not contain an internal state of £1p-trans
or EQp-trans, then G contains the transition and its head state.

e [If G contains the tail state of a global transition labeled by 6 € Zy.trans then G contains
the transition and its head state.

The results of [CL90d] are the following theorems and a sketch of an algorithm:

Theorem 7.1: Given that there is a sub-CFSM SG of G that satisfies the following

conditions:
1. SG is not empty,
2. SG contains the initial state of G,

3. SG contains no deadlock states, channel overflow states, or unspecified
reception states of the protocol {£1p-trans, X-trans, EOp-trans}.

4. If SG contains the tail state of a transition labeled by a message reception
action +m € (21 Zgoy) that is defined in G then SG also contains the
transition and its head state.

If original protocols P and Q have no states containing both peer protocol message
transmission and peer protocol message reception transitions as its outgoing edges,
then there must exist a converter for them with respect to conversion seed X.
[CL90d]

Theorem 7.2: Given that there is a protocol converter for protocols P and O with respect
to conversion seed X, there exists a sub-CFSM SG of G satisfying the four
conditions of Theorem 7.1. [CL90d]

In [CL90d] Chang and Liu show that the sub-CFSM SG’is a protocol converter for the
given protocols P and Q such that {EOp, SG Elg} satisfy the conversion seed X, where
the transitions labeled by the new messages added during the transformation of Elp X, and
EQg are treated as internal transitions of the entity SG
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The CFSM SG’can be constructed from SG as follows:
1. For every transformation state transition sequence in SG, (s1, +m, 53, —m’, 53, +m’, s3),
remove all incoming transitions to state s3 except the transition labeled by —m’; and
remove all outgoing transitions from state s3 except the transition labeled by +m’.

2. For every fransformation state transition sequence in SG, (sy, —m’, s2, +m’, s3, —m, s4),
remove all incoming transitions to state s, except the transition labeled by —m'; and
remove all outgoing transitions from state s, except the transition labeled by +m'.

The definitions of G and, in turn SG, are sufficient to prove that semantic equivalence
and external equivalence are satisfied by {£0p, SG’, Elg} and that {EOp, SG, Elg} will
preserve freedom from deadlock and unspecified receptions. The definitions of G, SG and
SG' are sufficient to prove that {EOp, SG’ Elg} will preserve freedom from channel
overflow. Finally, the definition of G, the assumption that protocols P and O have no
states containing both peer protocol message transmission and peer protocol message
reception transitions as its outgoing edges, and the fact that {£Op, SG’ Elp} preserves
freedom from unspecified receptions and satisfies external equivalence, are sufficient to
prove that {£0p, SG, Elg} will preserve freedom from deadlock.

SG’is a converter that contains internal transitions. In their sketch of an algorithm,
Chang and Liu remove the internal transitions to obtain a smaller converter by replacing
each transformation sequence (s1, tm, s, —mt’, 53, tm’, s4), or
(51, —m’, s, +tm’, 53, —n, s54), by the simple transition, +m or —m, respectively.

Assumptions for Chang and Liu’s sketch of an algorithm for the construction of the
converter are listed below:

1. Protocol P = {EOp, E1p} is given and furthermore:

e Protocol P is deadlock free, unspecified reception free and channel overflow
free.

e Elpcontains no states with both peer protocol message transmission and peer
protocol message reception transitions defined.
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e The internal action transitions and service primitive transitions have been
removed from Elp This can be achieved by projection of Elp over the subset
of Zgy, that includes peer protocol messages only. ie., let A= X, U 2§y,

and replace Elp by Proja(£1p).
2. Protocol Q = {EOg, Elg} is given and furthermore:

e Protocol O is deadlock free, unspecified reception free and channel overflow
free.

e [EQpcontains no states with both peer protocol message transmission and peer
protocol message reception transitions defined.

e The internal action transitions and service primitive transitions have been

removed from EQp. This can be achieved by projection of EOg over the subset
of ZEOQ that includes peer protocol messages only. i.e., let A= ZEOQUEEO,,

and replace EQp by Proja(£0gp).
3. A conversion seed X is given.

4. The action sets of £0p and Elg are distinct: Zgg, M ZmQ =J.

Sketch of an Algorithm
input: G: CFSM constructed from the global states and transitions of protocol

{ Elptrans, X-trans, FOp-trans}

output: C : CFSM or nil if no converter was found
begin

(* construct SG from G *)

Recursively traverse the states of G and remove a state and its incoming and outgoing

transitions if it satisfies one of the following conditions, resulting in SG:

. itis a deadlock state,
. it is a channel overflow state,
. it is an unspecified reception state,
. it had an outgoing transition removed which was labeled by +m € (Zg1, v ZEOQ ),
. it is unreachable from the initial global state. '

W W N -
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(* construct SG’from SG *)

For every state s in SG that satisfies one of the following conditions:
1. sis the exit state of any coupled transitions +m and —m’,
2. sis the entry state of any coupled transitions +m’and —m,

Do the following to construct SG*
Remove all outgoing transitions from s not labeled by +nr’.
Remove all incoming transitions to s not labeled by -m "

(* construct C from SG’*)

For every transformation sequence (s1, +m, s», —m’, 53, +nt’, s4) in SG*
Replace it with a simple transition (51, +m, s4). .

For every transformation sequence (s;, —m’, sz, +m’, s3, —m, s4) in SG*
Replace it with a simple transition (s, -, Sg).

If C contains some significant messages then

return C as the converter;

otherwise
return nil;
end.

The complexity of this approach is not discussed in {CL90d]. From the sketch of the
algorithm it can be seen that the space and time complexity is O(|G)), i.e., the size of the
input global CFSM G. States and transitions are not added to the input so no additional
space is required by the algorithm. A recursive algorithm similar to Okumura’s algorithm
could be implemented to find the sub-CFSM SG of G. As with Okumura’s algorithm the
time complexity would be in the order of the size of the input CFSM, i.e., O(G}). To
construct SG’ from SG, and finally C from SG’, would be in the order of the size of the
input CFSM, i.e., O(SGY).

7.2 Example 3

In this section, we provide an example for first constructing a conversion seed according
to Approach 2 and then applying Chang and Liu’s approach to construct a protocol

converter.
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This example demonstrates the following procedures for the asynchronous model of
communication:

e reducing the input protocols;
e the reduction steps while constructing the conversion seed; and

e the steps of Chang and Liu’s approach using the constructed conversion seed.

7.2.1  The given protocols and adapters
Assume that the layers at which the protocol conversion will take place are known: layer

M protocol of network X (called protocol P) and layer N protocol of network ¥ (called
protocol 0). The required service for the common upper layer peer protocol U is RSy.
Protocol U'is layer M+1 protocol of network X and layer N+1 protocol of network Y. The
specification of RSy is given as a CFSM in Figure 110.

_—+Dls

O

Figure 110: RSy

The layer M protocol of network X (Figure 111) is protocol P. The peer protocol entities
communicate directly where the communication type is asynchronous. The specification of
the protocol entities of protocol P = {EQp, Elp} are given in Figures 113 and 114, where
asyncp(EOp, Elp) = true, bpopE1, =2, and bg1,E0, = 1. Protocol P provides the service
specified by SSp (Figure 115). Protocol P operates in the following manner: on receiving
the data D1s, the sender of protocol P (EOp) sends it as a data unit d to the receiver (E1p),
followed by a message indicating the end of data, e. On receiving the data unit d and the
end of data message e the receiver (Elp) sends the data DIr to the user and sends an
acknowledgment message, ack, to the sender (EOp). Protocol P is deadlock free,
unspecified reception free and channel overflow free. In network X there is no gap
between SSp and RSy (Figure 112), therefore interface adapters are not needed.
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The layer N protocol of network ¥ (Figure 116) is protocol Q. The peer protocol entities
communicate directly providing the required service for the protocol where the
communication type between the entities is asynchronous. The specification of the
protocol entities of protocol Q = {EOg, Elp} are given in Figures 118 and 119, where
asynco(EQg, Elg) = true, onQ, Elp=1, and bE1Q,EoQ = 2. Protocol QO provides the service
specified by SSp (Figure 120). Protocol Q functions as follows: on receiving the data D1s,
the sender (£Op) sends it as a data unit x to the receiver (£1lg). On receiving a data unit, x,
the receiver (Elg) sends either an acknowledgment (2) or a negative acknowledgment (nz)
to the sender (EOp). In the case of a negative acknowledgment, the sender resends the
data unit and the receiver waits for the retransmission of the data unit. After a positive
acknowledgment the receiver transmits the data, Dlr, to the user. Note that the sender
always waits for a poll signal from the receiver before sending data unit x to the receiver.
Protocol Q is deadlock free, unspecified reception free and channel overflow free. In
network ¥ there is no gap between SSp and RSy (Figure 117), therefore interface adapters
are not needed.
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We will find CS, and then C, such that the three entities £0p, C, and Elg, provide a new
protocol that is externally equivalent to Protocol P and Protocol Q, deadlock free,
unspecified reception free, and channel overflow free; and whose service specification
satisfies CS (Figure 121). Furthermore, the new protocol whose service specification
satisfies CS will satisfy the required service (RSy) for the common peer protocol U (Figure
122).

t 4 b4
R 2
E0, &—> C | El,
v v
CS
Figure 121: Network Z Figure 122: §Sp = RSy in network

X, S50 = RSy in network ¥
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7.2.2 Direct communication only
Approach_2 assumes the input protocols communicate directly [Chapter 5, Section 5.2.3].

The given protocols satisfy this assumption.

7.2.3 Finding the required service specification for the conversion system

Since no adapters are specified to provide the required service for protocol U, this
example satisfies case 1 of the problem statement given in the beginning of Section 5.1.
According to Chapter 5, Section 5.3.1, the specification for the conversion system CS is

o me@

—Dir

Figure 123: CS = RSy

7.2.4 Pruning the input CFSMs
Protocol pruning is not necessary for this example since Zcs =Z(b{0 v Zglo .
) p 0

7.2.5 Significant transitions and the significant action set
At this stage we find the sets of significant transitions for each service primitive transition

in EOp and Elg; and construct the significant action set according to Chapter 5, Section
5.4.1. The significant action set is S4 = {+ack, +x, —d, —P}. The significant transitions of
EQp are given in Table 9. Table 10 provides the significant transitions of Elg.

transition ¢ sig_pre(?) sig_suc(?)

(0, +D1s, 1) {(3, +ack, 0)} {(1, d, 2)}
Table 9: Significant Transitions of EOp

transition ¢ sig_pre(?) sig__éuc(t)

(3, D1, 0) {1, +x, 2)} {(0, -P, 1)}

Table 10: Significant Transitions of Elg
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7.2.6 Reducing the input CFSMs
Given the significant transitions and the significant action set, the entities £0p and 1o may

be reduced by merging states according to the steps in Chapter 5, Section 5.5.1. In this
case, both £0p and Elp have states that can be merged.

A = {+ack, +x, —d, -P, +Dls, -Dir}.

ST={(3, tack, 0), (1, -, 2), (1, +x, 2), (0, -P, 1)}

Step 1 (EOp): Reduced EOp = EOp

@mls@
+ack —-d
Figure 124: Step 1 EOp

Step 2 (EOp): Find a pair of adjacent states such that there exists a transition between
them labeled by an action not in A and there does not exist a transition between them in

ST. Such a pair of states is (2, 3).
Step 3 (EOp): M1 and M2 are true for (2, 3) so they can be merged.

Q—i—D 1 s»@
+ack -di

Figure 125: Step 3 EOp (merge #1)

Step 4 (EOp): There is no pair of adjacent states such that there exists a transition between
them labeled by an action not in A and there does not exist a transition between them in

ST. The resulting CFSM is the reduced EOp in Figure 126.
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+ack —dl

Figure 126: Reduced EOp (relabeled)

Step S (E0p): Update the table of significant transitions to reflect the relabeled states of
Reduced £0p.
transition ¢ sig_pre(?) sig_suc(?)
0, +D1s, 1) {(2, +ack, 0)} {1, d, 2)}
Table 11: Significant Transitions of Reduced £EOp
Step 1 (Elg): Reduced Elg=FElg

O

-Dir +x -nz

o

Figure 127: Step 1 Elg

Step 2 (Elp): Find a pair of adjacent states such that there exists a transition between
them labeled by an action not in A and there does not exist a transition between them in

ST. Such a pair of states is (2, 3).
Step 3 (Elg): M1 is true for (2, 3) so they can be merged.

o

—_p1r X Nz

N

Figure 128: Step 3 Elg (merge #1)
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Step 4 (Elg): There is no pair of adjacent states such that there exists a transition between
them labeled by an action not in A and there does not exist a transition between them in

ST. The resulting CFSM is the reduced Elg shown in Figure 129.

o

—Dir % -1z

O

Figure 129: Reduced Elg (relabeled)

Step 5 (Elg): Update the table of significant transitions to reflect the relabeled states of

Reduced Elg.
transition ¢ sig_pre(?) sig_suc(?)
(2, -D!Ir, 0) {1, +% 255 ({0, B, 1)}

Table 12: Significant Transitions of Reduced Elg

Note: In the remainder of this example, EOp will refer to the reduced EOp constructed in
this step unless otherwise stated and Elg will refer to the reduced Elp constructed in this
step unless otherwise stated.

72.7 Constructing the conversion seed

Given CS, EOp, Elg the significant transitions and the significant action set S4, construct
the conversion seed according to the steps in Chapter 5, Section 5.4.2.

Step 1: Construct (EOp x Elgx CS)~red

First, extend CS to include a dead state and the appropriate transitions.
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P, —nz, +x, ~P, -nz, +x,

+ack —d, +ack
- +Dls

—Dir

—Dir +Dls

104

Figure 130: CS (extended)

Next, the construct the CFSM ¥ = (EOp x Elg) x CS.
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Figure 131: Y= (EOp x Elg) x CS

The CFSM Y is reduced by explicitly removing transitions that correspond to significant
predecessor transitions in EOp or Elp. The transitions that are “removed” explicitly by
redefining the head state to be the non-accepting state na. The CFSM in Figure 132 is the
result of removing all the significant predecessor transitions of service primitive transitions
whose head states are dead states. This CFSM is further reduced by removing all the
significant predecessor transitions of service primitive transitions that occur in a path from
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a different service primitive transition before the significant successor transition occurs, to
obtain (EOp x Elgx CS)y~red (Figure 133). The transitions that have been removed
explicitly are shown in bold in Figures 132 and 133. States that are unreachable after each

S

step are not shown.

+x -nz
—l)ll‘ —Dlr

@ +ack>:":000."'§

@@

Figure 132: Reduction #1 (reachable states only)
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D@

+acke((a )

()«

Figure 133: (EOp x Elg x CS)~red (reachable states only)
Step 2: Find W such that
L(W) = Pre(L(Projsa(EOp x Elg x CSy~ted)) \ L(Projs4(—(E0p x Elg x CS)~red))))

Figure 134 shows the CFSM Projs4((EOp x Elg x CS)~red). By removing the shaded state
and all incoming transitions to the shaded state we obtain .
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+ack naj}

+x +X
{221, 200, v +ack
211}
X +X
-P

+ack
{210}

Figure 134: Projs4((EOp x Elg x CS)~red)

Step 3: X = W1 is the conversion seed.

7Y

—ack —X

Ben

Figure 135: Conversion Seed X = W-! (relabeled and minimized)

7.2.8 Constructing a converter: Chang and Liu’s approach

The conversion seed X (Figure 135) can now be used as input to Chang and Lm’s
approach along with the involved entities Elp (Figure 114) and EOg (Figure 118). First,
they must be modified to satisfy the assumptions [Section 7.1] for the construction of a
converter using Chang and Liu’s approach. Specifically, the entities E1p and £0p may not
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contain service primitive transitions. The new Elp and the new EQg are shown in Figures

136 and 137, respectively.

T I s
i

Figure 136: new Elp Figure 137: new EOp

Note: In the remainder of this example, E1p will refer to the new Elp constructed in this
step unless otherwise stated and EOg will refer to the new EOg constructed in this step

unless otherwise stated. -

The first step in Chang and Liu’s approach is to modify the involved entities £1p and EOp,
and the conversion seed X, to obtain three new entities Elp-trans (Figure 138), EOp-trans
(Figure 139) and X-trans (Figure 140). The transformation steps are given in Section 7.1.

L
NG @

ORNO=sO
e{ &

Figure 139: EOg-trans
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+P' +P

X {
—ack’

Ore- (Y

Figure 140: X-trans .

The three new entities are now viewed as communicating entities within a protocol
{Elptrans, X-trans, EOgp-trans}, where async(E1p-trans, X-trans) = true, async(EOp-trans,
X-trans) = true and async(Elptrans, EOp-trans) = false; and bg1p-trans ¥-trans = bE0p,E1p;
bx-1rans E1 p-trans = BE1p, E0p; B0y trans, X-trans = BE14,E0p, and Bx-trans E0g-trans = DE0g,E15- The
original actions of Elpand E0g are treated as the service primitives of the new protocol.

The next step is to build a CFSM G from the global states and transitions of the
protocol {Elptrans, X-trans, EOg-trans}. CFSM G is input to Chang and Liu’s algorithm.
In the sketch of their algorithm, the states of G are recursively traversed and a state and its
incoming and outgoing transitions are removed if the state (1) is a deadlock state of {E1p-
trans, X-trans, EOg-trans}, or (2) is a channel overflow state of {Elp-trans, X-trans, EOQ-.
trans}, or (3) is an unspecified reception state of {Elp-trans, X-trans, EQg-trans}, or (4)
had an outgoing transiion removed by this step which was labeled by
+m e (Zg1, Y ZEy), or (5) is an unreachable state from the initial state. The result of this
reduction is a CFSM SG (Figure 141).

The CFSM SG is reduced by removing all transitions that potentially break a sequence
of transitions that together form a transformation sequence. The reduced SG is shown in
Figure 142.
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Figure 141: SG
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Finally, the converter C is constructed from the reduced SG by replacing the
transformation sequences with a simple transition (Figure 143).

TS
(Do)

—ack

Figure 143: The converter, C (relabeled)

The original protocol entities EOp (Figure 113), and Elg (Figure 119), and the converter
C (Figure 143), together form a new protocol {EOp, C, Elg} that satisfies external
equivalence with respect to the protocols P and O, semantic equivalence with respect to
the conversion seed X, and freedom from deadlock, unspecified receptions and channel
overflow. Furthermore, the service provided by the new protocol satisfies CS with respect
to safety; which, in turn, satisfies RSy with respect to safety.
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Chapter Eight

Conclusions

8.1 Final Observations

Heterogeneous network interconnection at a gateway involves solving the protocol
conversion problem. Two different approaches to protocol conversion can be considered:
conversion at the service level (via a service interface adapter) or conversion at the
protocol level (via a protocol converter).

The easiest approach to heterogeneous network interconnection at a gateway is to
interconnect the common service boundary with a service interface adapter (S14) since it
is not concerned with the details of the original protocols. The advantage is that existing
protocol implementations can be used within the gateway. However, the service level
interconnection at a gateway raises valid concerns about the end-to-end significance of the
original protocols, the concatenation of reliable and unreliable services, etc., since not all
the protocol functions will surface at the service level and this may be relevant to the
required service. Each protocol will terminate at the gateway thus any end-to-end
synchronization capability of the existing services will be lost.

A more complex but more efficient approach to interconnection at a gateway requires
replacing the conversion layers in the gateway with a converter that maps one protocol to
the other protocol and vice-versa. The converter function is defined explicitly in terms of
the peer protocol messages exchanged within the two interconnected networks according
to their respective protocols. Protocol level conversion attempts to provide conversions
for all the protocol level common functionality. This can make the converter completely

transparent in some cases. Maintenance of the end-to-end semantics with a peer protocol
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converter is essential, at least within the common subset of functionality required by the
common upper layer protocol. Protocol level interconnection overcomes some of the
problems with service level interconnection because it enables end-to-end synchronization
at the conversion level.

We have examined the family of formal methods for protocol converter synthesis based
on the CFSM model [BZ83] that is widely used to specify communication protocols. From
our examination we were able to formulate the protocol conversion problem in a more
general framework that considers both direct communication (synchronous or
asynchronous over simplex channels) and indirect communication (via a communication
medium also modeled by a CFSM).

A formal method for protocol conversion requires that the conversion requirements be
defined formally as well. Protocol-level conversion requirements specify the translation
requirements and the synchronization requirements of the protocol converter in terms of -
the peer protocol messages of the two different protocols. The service-level conversion
requirements specify the service requirements in terms of the service primitives of the
conversion system. The approaches proposed in the literature synthesize protocol
converters that satisfy either protocol-level conversion reqﬁfements or service-level
conversion requirements, but not both.

Service-level conversion requirements are typically specified in the form of a required
service specification of the conversion system. Approaches that are based on the required
service specification of the conversion system synthesize a protocol converter C such that
the resulting conversion system satisfies the required service specification with respect to
safety, and in some cases, progress. Based on our formulation of the protocol conversion
problem, we can synthesize a required service specification CS using the submodule
construction approach. The submodule construction approach will find CS such that CS,
along with the existing adapters, satisfies the required service of the common upper layer
protocol, RSy, with respect to safety. Furthermore, L(CS) is maximal with this property.
Therefore, CS captures the safety requirements. Progress requirements are specified using

non-determinism in a required service specification. CS is always deterministic and does
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not capture the progress requirements. If CS is input as the conversion requirements for
approaches which include safety and progress [CL89a][CL89b][KHO3][TBD95] in their
correctness definition, then only the safety phase of the approach should be applied.
Failure to satisfy the progress phase indicates failure to satisfy the conformity property,
which may not be desired. Other service-level approaches which use CS to derive a service
interface adapter [Boc90][Oku90][YL92] and then go on to find a protocol converter are
only concerned with the safety property and thus can use CS as the conversion
" requirements.

Of the various forms of protocol-level conversion requirements proposed in the
literature, the conversion seed [Oku86][CL90d] is the most expressive in specifying the
translation requirements and synchronization requirements of the converter. Approaches
based on protocol-level requirements are ideal because they ensure that the good
properties of the original protocols such as freedom from deadlock, freedom from
unspecified receptions and freedom from channel overflow are inherited by the conversion
system as a side effect of the synthesis approach. Furthermore, if protocol-level
requirements exist with respect to the interconnection of functions then there is a means to
provide them as input to the synthesis approach. Unfortunately, where service-level
requirements are known, it is difficult to specify them in terms of the peer protocol
messages of the protocol-level requirements. We have proven that given CS and the
original protocols, if the conversion system satisfies external equivalence with respect to
the original protocols and semantic equivalence with respect to the conversion seed
generated using our approach from CS and the participating entities, then the conversion
system also satisfies CS with respect to safety.

As part of this work, we have presented the protocol conversion problem in a more
general framework. This provided a more realistic starting point for the protocol
conversion problem. Instead of needing specific conversion requirements in addition to the
specifications of entities in the given protocol stacks, the approach we took in this thesis
only requires the specification of the required service for the common upper layer protocol
in addition to the given protocols and any existing adapters. That is, our approach consists
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of the synthesis of CS, the synthesis of X, and finally using an existing conversion seed
based approach, the synthesis of the protocol converter C. Because our approach is based
on the existing conversion seed approaches, it also provides the advantage of being
applicable to the synchronous asymmetric model of communication and the asynchronous
model of communication. Furthermore, the conversion system found by our approach
inherits all the desired protocol properties from the original protocols: freedom from
deadlock, freedom from unspecified receptions, freedom from channel overflow and
optimality. Moreover, if successful, our approach finds a protocol converter that satisfies
safety (RSy), external equivalence (original protocols), and inherits freedom from
deadlock, freedom from unspecified receptions, freedom from channel overflow and
optimality. Therefore, the service level requirements are satisfied along with the desired
protocol properties.

The success of our approach depends on the existence of a conversion seed. We did not
explore the implication of the failure to construct a conversion seed on the existence of a
protocol converter. As with the SIA in [Oku90], the failure to find a conversion seed may

not imply the non-existence of a protocol converter.
8.2 Summary of Contributions

Below we list the major contributions of this thesis:

= In Chapters 2, 3 and 4 we have provided our formulation of the protocol conversion
problem, and a survey and analysis of the current literature on protocol conversion,
restricted to the CFSM model for protocol specification.

= In Chapter S, Section 5.3, a formal approach to synthesize the required service
specification for the conversion system is presented which makes use of the submodule
construction approach. This approach allows for the maximum safe solution. The
required service specification can then be used as the service-level requirements for
safety in many of the formal methods for protocol conversion.

211



s In Chapter 5, Section 5.4, a formal approach to synthesize a conversion seed which
captures the service-level conversion requirements for safety as specified in a required
service specification for the conversion system is presented. The approach can be
applied to both the synchronous model of communication and the asynchronous model
of communication. We prove that given CS and the original protocols, if the
conversion system satisfies external equivalence with respect to the original protocols
and semantic equivalence with respect to the conversion seed generated using our

approach, then the conversion system also satisfies CS with respect to safety.

» In Chapter 5, Section 5.5 we provide an improvement to the formal approach
presented in Section 5.4 to synthesize a conversion seed. The improvement is an
efficient reduction technique that can reduce the number of states and transitions in
order to reduce the state space explosion that occurs when finding the product of
CFSMs. We prove that the conversion seed found when this exiension is appiied is the
same as the conversion seed found without using this extension.

= In Chapter 5, Section 5.6, we provide a second improvement to the formal approach
presented in Section 5.4 to synthesize a conversion seed. The improvement uses the
efficient protocol pruning technique [LNS95][KLNS93] to remove those parts of the
input CFSMs that do not contribute to the service to be provided.

= Finally, when we consider the synthesis of CS, the synthesis of X, and using an existing
conversion seed based approach, the synthesis of C, we have a formal approach for
constructing a protocol converter. To our knowledge this is the first approach not
based on the existence of an SI4, that addresses the safety property for the

asynchronous model of communication.

83 Directions for Future Research

It would be interesting to see this work improved and/or extended in the following
directions:
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If successful, our approach finds a protocol converter C such that the conversion
system satisfies safety (RSy), external equivalence (original protocols), and inherits
freedom from deadlock, freedom from unspecified receptions, freedom from channel
overflow and optimality. Is L(C) maximal with this property?

Our approach may be unsuccessfil in finding a conversion seed for the given protocols
P and Q, and the derived service specification CS. As well, our approach may be
unsuccessful in finding a converter for the derived conversion seed X. Does the failure
of our approach to synthesize a correct converter C imply that there is no such

converter?

This work can be used as the starting point for the development of a hybrid approach
to synthesizing protocol requirements. By combining the derived protocol-level
requirements (generated from the service specification) with known protocol-level
requirements (in some form) that take into account the protocol level considerations,
one could synthesize a conversion seed that captures both. Then existing methods
could be useci to synthesize a converter that satisfies both the service specification and
the protocol-level requirements. Alternatively, one could determine that both the

protocol-level requirements and service-level requirements cannot be satisfied.

The approach to synthesize a conversion seed can be applied to a subset of the
protocols specified using the asynchronous model of communication. The restrictions
imposed on asynchronously communicating protocols are stated in terms of the states
and transitions of the protocol entities themselves. It would be interesting to determine
how these restrictions can be specified in terms of service that is provided by the
protocols, or additionally, if the restrictions could be relaxed in any way.
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