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ABSTRACT

This thesis is primarily concerned with the design of a Quality-of-Service
(QoS) management framework to enhance the stability and support reliability in
the cluster-based mobile ad hoc networks (MANETS). This framework is based
on providing a secondary clusterhead (SCH) for each clusterhead, which we call
here primary clusterhead (PCH). This SCH, which is a regular member node, is
identified and assigned by its PCH to be the future leader of the cluster. The
SCH will be triggered to be the PCH when the former PCH can no longer be a
clusterhead.

To enhance the cluster stability, this framework introduces a new protocol to
reform the cluster, namely the Smooth and Efficient Re-Clustering (SERC) proto-
col. In SERC, since the future clusterhead is known by the cluster members, the
cluster leadership will be transferred smoothly and the cluster will be reformed im-
mediately with no need to invoke the clustering algorithm. Also, since the member
nodes are associated to the cluster with its subsequent clusterheads, the cluster
looks stable to the other clusters. Hence, the smooth clusterhead transfer from a
node to another aims at increasing the cluster residence time, which will sustain
the stability of the network, decrease the clustering communication overhead, and
minimize the time spent by each node to join or to reform a cluster.

To support the route reliability, this framework provides a new multipath
routing protocol, which is named a Localized Cluster-based Rerouting and Re-

source Reservation Protocol (LC3R). In LC3R, the main route can be established

v



through the PCH chains, while the backup route can be established through the
SCH chains. This protocol intends to improve the performance of MANETSs by
increasing the route lifetime to enhance the network stability and by developing a
reliable cluster-based routing protocol to support the QoS requirements.

In this study, we describe the general strategies and structures of SERC and
LC3R and demonstrate their effectiveness via analysis and simulation. This study
includes a comprehensive set of performance evaluations of a MANET environment.
The results show how these approaches can achieve a high packet delivery rate and
a low packet delivery time with no more rerouting and reclustering communication
overhead. To the best of our knowledge, this is the first work that proposes two

clusterheads for each cluster, which is the main contribution of this work.
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Chapter 1

INTRODUCTION
1.1 Background

Since the Internet was introduced to the general public at the beginning of the
1990s, its traffic has been rapidly increasing with an explosive growth of its users.
As we already know, the current Internet was implemented to offer what is called
"Best Effort” service, in which all data are treated equally without any reservations
or priority levels. With the growth of the Internet and its emergence with the
multimedia applications, it has become necessary to change this approach. Since
real time applications are delay-sensitive and need more bandwidth, they should be
treated in a different fashion. Increasing the network resources is not the solution;
the solution is to use it in a more efficient manner. Unfortunately, most of the
present Internet services are still unable to provide the required communication
quality. Therefore, the next item on the Internet’s agenda is to add the features
and characteristics that were missing from its original design such as the provision
of the Quality of Service (QoS) [ARM00, WANO1].

In the last ten years, wireless ’technology, as a new trend in the communication
industry, has reached most locations on the face of the earth. This convergence
between the wireless networks and the Internet makes new challenges for the Inter-
net evolution, as well as the wireless networks. As it is already known, the wireless

network is not able to achieve performance similar to that of the wired network



because of the bandwidth, quality, and power limitations, which face that technol-
ogy. QoS parameters for typical applications are bandwidth, packet delay, packet
loss rate, and jitter. Bandwidth is the most obvious difference between the wired
and the wireless domains, the wireless being much slower than the wired one. The
wireless network typically experiences longer delays than the wired. The wireless
link is easily affected by fading and interference; so it is considered to be poor and
unreliable, and its quality is changing with time. Wireless communication is also
affected by the fact that the mobile units run on batteries. Therefore, delivering
hard QoS guarantees in the wireless networks is very difficult [EVA02, WIS02].
In a region where there is no fixed network infrastructure. or where the network
infrastructure is costly and time consuming to build up, mobile ad-hoc networks
(MANETS) can provide network connectivity [TOHO1, LLY02]. MANETS consist
of a collection of mobile wireless nodes that dynamically create a network among
themselves without using infrastructure or administrative support. The necessary
control and administration functions on such networks are only accomplished by
the interactions among their constituent nodes. Due to these features, MANETSs
are often described using other expressions like wireless multihop networks, self-
organizing networks and mesh networks. In such networks, mobile terminals could
develop the role of an end terminal that is the source or destination of data traffic
flows and a mobile router that provides traffic relaying functionalities. The routing
provision in MANETS can be difficult due to the error-prone nature of the wireless
links, the unpredictability of the network topology, and the limited power auton-
omy of each node. Therefore, due to wireless link characteristics, user mobility, and
battery power limitations in the MANET, end-to end connections are frequently
interrupted and they need to be rerouted in the network while preserving their
QoS requirements. Route discoveries due to frequent link changes increase the

amount of control messages throughout the network. Route interruptions cause



slow route reconfigurations and packet loss retransmissions. This is very inefficient
in an environment where resources such as radio bandwidth and battery power are
limited. Therefore. the main challenges facing the MANET are the route failures
and topology changes.

Therefore, among the many challenges for MANET designers, finding and
maintaining stable routes are critical issues. Almost all the routing approaches in
literatures can be classified into: Proactive routing and Reactive routing. Proac-
tive routing is table-driven based and requires an overhead for maintaining and
exchanging information about the state of the network to build and update those
tables. On the contrary, since reactive routing tries to find paths on-demand. it
causes more delay to do so. Therefore, both proactive and reactive approaches are
not scalable. Clearly, some sort of a compromise needs to be achieved between
those strategies. Clustering strategies tend to do just that. Most of the cluster-
based routing algorithms tend to use proactive approaches within the cluster and
reactive approaches for inter-cluster routing.

The concept of dividing the geographical region into small zones has been pre-
sented as clustering in the literature. The idea of clustering in ad hoc networks is
not new. Clustering basically transforms a physical network into a virtual network
of interconnected clusters or groups of nodes. Those clusters are dominated by
clusterheads and connected by gateways or border mobile terminals. Any node
can be a clusterhead if it has the necessary functionality, such as processing and
transmission power. The nodes that register with the nearest clusterhead become
members of that cluster. Clustering in MANET has been used in order to fa-
cilitate management, to improve routing efficiency, to support QoS, and to save
power consumption. The main goal is to find the clusterhead nodes and partition
the network into clusters. These nodes take on a special role in managing routing

information. Therefore, stability starts from partitioning the network into clusters.



Once the clusters are established, the route stability between a source-destination
pair is based on the clusterheads involved in that route. However, the frequent
changes of the clusterheads affect the performance of all the other scheduling, rout-
ing, and signaling protocols. Due to the dynamic nature of the mobile nodes, their
association and disassociation to and from clusters perturb the stability of the net-
work and the problem becomes worse if these nodes are clusterheads. Eventually,

the clustering stability in MANET would be significantly affected.

1.2 Motivation and Objectives

This work is motivated by the lack of cluster stability and route reliability in
multihop cluster-based mobile ad hoc networks. Our objectives are to keep the
cluster residence time as long as possible in order to sustain the network stability,
and to keep the routes as long as possible in order to support the network reliability.
In most clustering algorithms, a clusterhead is elected based on an agreed upon
rule. Most of these algorithms are interested in how the clusterhead is elected and
which weighting factors are used. The cluster residence time for such a node in
such a cluster has not been taken into account. We believe this metric can give
an indication to how stable and efficient the clustering algorithm is. The cluster
stability will reduce the clustering overhead as well as the routing overhead caused
by frequent full routing updates.

The traditional design of MANET QoS routing mechanisms has focused on
providing a single feasible path to route data between a source-destination pair.
A feasible path is a path that has the required resources and can satisfy the QoS
constrains. This can be accepted when the network, wired or wireless, is stable and
can provide acceptable performance. However, it cannot be expected to perform

effectively in a dynamic environment where route failures occur frequently.



In cluster-based infrastructure protocols. the network reliability may also be
affected due to single points of failure in these clusterhead critical nodes. There-
fore, loosing packets. increasing delay, and increasing overhead caused by route
failures and rerouting must be explicitly considered when designing routing pro-
tocols for MANETs. Hence, in MANETS, it is required to maintain redundant
route information and establish an alternate route promptly in the failure of the
initial route. The path redundancy scheme, which establishes multiple routes for
the same connection and each packet is sent over each route based on its priority, is
suggested to increase the probability of successfully delivering the data packets as
well as to solve the problems occurred by those frequent interruptions. However,
this scheme wastes the resources of the already resource-scarce wireless environ-
ment. In addition to route redundancy, it is important to localize the effect of the

failure to reduce the control traffic overhead and the route reconfiguration time.

1.3 Thesis Contributions

The objectives above have been addressed throughout the thesis. Our primary

contributions and accomplishments include the following:

e A new clustering algorithm for MANETS, namely the Smooth and Efficient
Re-Clustering (SERC) protocol, has been introduced to support the clus-
ter stability and to reduce the clustering overhead. The basic idea of this
protocol is the election of a primary clusterhead (PCH) and a secondary
clusterhead (SCH) for each cluster. The SCH works as a backup for the
PCH and the future leader for the cluster. In SERC, the cluster member
that was supervised by the PCH and was being heard by the SCH will stay
associated with the cluster. This member will be associated with the SCH
immediately when its PCH can no longer be a clusterhead. Once the SCH

is triggered to be a PCH, a new SCH is assigned by the new PCH. The



clusterhead smooth transfer from the PCH to the SCH, when needed. will
give the cluster more lifetime and will save the re-clustering communication
overhead. The SCH will reform the cluster very fast to save the overhead
caused by the re-computation of the clusterheads and the frequent messages

that are exchanged between the participating nodes.

e A Localized Cluster-based Rerouting and Resource Reservation (LC3R) pro-
tocol has been proposed to enhance the reliability of the network with no
waste of bandwidth and in a reasonable time. LC3R utilizes the SERC in-
frastructure protocol with packet redundancy over its PCH and SCH chains.
The SCH works as a backup for the PCH and is the future leader for the
cluster. The main route can be established through the PCHs, while the
pack-up route can be established through the SCHs. The route and its re-
source reservations would be recovered locally by the SCH once it becomes
a PCH. By using this scheme, the route will be maintained locally and the
resources will be reserved locally within the affected cluster, and there is no
packet loss during the route failure. Hence, localization routing and local-

ization resource reservation is expected to improve the performance.

e The performance of the SERC and LC3R protocols has been evaluated via

mathematical analysis and computer simulations.

In the network with large population, the performance evaluation results show
that the SERC protocol improves the cluster residence time for each node. This
metric is so important because it has a direct correlation with the cluster stabil-
ity as well as the algorithm scalability. Also, the average-cluster-merge-operation
latency and the number of messages needed to reform the cluster are reduced.
Therefore, the saved time will be spent in sending or forwarding packets instead

of just building or joining clusters. This reduction comes as a result of deploying



SCH for each PCH and using the Hello messages to transfer the leadership from
PCH to SCH with no need for more clustering communication overhead.

In this study., we show how the LC3R approach can increase the route life
time, reduce the routing overhead, decrease the packet delivery time. and achieve
a high packet delivery rate with no extra overheads. The delay caused by the
rerouting and the resource reservations will be reduced in the presence of route
failures because the route life time is increased. Using a virtual secondary path will
increase the packet delivery ratio and decrease the packet loss ratio. Consequently,
it will improve the network reliability with no waste of bandwidth.

The infrastructure formation in the SERC/LC3R framework demonstrates
quick response to topological changes in MANETSs. Quick route reconfiguration
and packet redundancy can improve performance measures such as packet deliv-
ery fraction and average end-to-end packet delay. Additionally, the framework
is scalable to networks with large populations of mobile nodes. It outperforms
current infrastructure creation protocols in stability and reliability. The Warning
Energy Aware Clusterhead (WEAC) infrastructure creation protocol [SHE03] and
the Virtual Base Station On-demand (VBS-O) protocol [SHE02a] are used as a
background of this framework. These protocols have been chosen because of their
features in regard to the load balancing and the energy saving. SERC/LC3R adopt
the basic concept of WEAC, but several modifications are made to take advantage

of the secondary clusterhead, which is the main contribution of this work.

1.4 Thesis Outline

The rest of this dissertation is organized as follows. In the next chapter, we
present a review of the significant work done in relation to these research problems.
In Chapter 3, we describe in details the SERC and LC3R protocols and discuss

their features and how they work. The network model, the mathematical analysis,



and the protocol properties are derived in Chapter 4. The simulation and the
models description, along with results demonstrating the effectiveness of these
new approaches, are shown in Chapter 5. Finally, in Chapter 6. we close this
study with the conclusions reached in this work and the suggestions we propose

for future research.



Chapter 2

PREVIOUS WORK ON RELIABLE QOS IN
MANETS

2.1 Imtroduction

This chapter presents a brief coverage of a wide range of concepts and systems
that are related to this research problem. An overview of the MANETS routing
protocols will be presented and discussed in Section 2.1. In Section 2.2, we discuss
why the IP QoS Models cannot be applied directly on MANETs. Therefore, the
QoS support in MANETSs will be presented in Section 2.3, highlighting the mod-
els, the signalling models and the QoS routing protocols. Finally, a summary is

presented in Section 2.4.

2.2 MANETSs Routing Protocols

QoS communications in MANETSs is highly dependent on routing protocols
and medium access control (MAC) protocols. In addition, complying with QoS
guarantees imposes the use of a MAC method, which in its turn guarantees the
successful transmission of packets under high mobility and/or heavy load circum-
stances, and hence meets the QoS constraints dictated by the communications
application. Thus, routing protocols are responsible for maintaining and recon-
structing the routes in a timely manner, as well as establishing the durable routes.

Due to the mobility and the dynamic status of the wireless links, the routers must



implement adaptive algorithms that are responsive to the changes in the network
topology, without over-utilizing the network resources. Thus, routing control pack-
ets must be utilized efficiently to deliver data packets and should be generated only
when necessary. Reducing the control overhead can make the routing protocol ef-
ficient in bandwidth and energy consumption. The routing protocols that have
been designed for MANETSs can be classified in four categories according to the

way routes are created and maintained:
e Table-driven Routing Protocols
e On-demand Routing Protocols
e Cluster-based Routing Protocols

e Constraint Routing Protocols
2.2.1 Table-Driven Routing Protocols

Table-driven routing protocols are characterized by their attempt to maintain
a current picture of the network topology autonomously. They lack distinct multi-
ple modes of operation such as discover phases and teardown phases. They are con-
tinually in a maintenance mode of operation and require memory proportional to
hold all destinations of interests. They are proactive protocols which try to match
the conventional routing algorithm (the link state and distance vector) ideas to the
wireless environment by taking the above limitations into account and trying to
reduce or eliminate them. Protocols of this type include the Wireless Routing Pro-
tocol (WRP) [MURY6], the Destination Sequence Distance Vector (DSDV) routing
protocol [PER94], the Least Resistance Routing (LRR) [PUR93]. and the protocol
by Lin and Liu [LIN99]. Some protocols that are based on link state algorithms
[MCQ80, MOY98] such as Global State Routing (GSR) [CHE98], Fisheye State
Routing (FSR) [PEI00a], Adaptive Link-State Protocol (ALP) [PEI0OOa], Source
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Tree Adaptive Routing (STAR) [ACE99], Optimized Link State Routing (OLSR)
protocol [CLA00], and Landmark Ad Hoc Routing (LANMAR) [PEIOOb] fall into
this category.

In table-driven protocols, there are two disadvantages. First, topology update
is taken place even it is not needed, which is considered overhead. Second, topol-
ogy changes are propagated throughout the network, thus affecting the network
globally. However, optimizations and tradeoffs are available to minimize these
shortcomings. For example, updates that are triggered due to some changes can
be moderated so that in effect the node will "listen, before speaking". This will
let the node filter the updates it hears so that only the best updates are propa-
gated. Also advertising only routes that are used can help to alleviate the routing
overhead. It is plausible that not every destination will need to receive traffic.
Routes that are needed and unknown can be discovered through some sort of a
query process. Requiring all routes to be discovered on demand is the basis of the

second category of ad-hoc routing protocols.
2.2.2 On-Demand Routing Protocols

On-demand routing protocols or reactive routing protocols create routes only
when desired by the source node so it is called ”On-demand”. This type of rout-
ing discovers paths on needed basis. They are characterized by a route discovery
process and usually also have a route error detection and a route maintenance
process. This style of routing can incur large initial delays, and minimize route
changes to a local scope. This approach requires some sort of explicit commu-
nicational handshaking between the application and the routing algorithm. The
application layer needs to communicate to the routing layer about finding destina-
tions, and the routing algorithm needs to return error or confirmation messages.
The network layer may also have to provide buffering while routes are found and

some flow control is performed to prevent the buffers from overflowing.
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This type of routing has two major components: route discovery and route
maintenance. The route discovery function requires a source to use some form
of flooding. The transit nodes, upon receiving a query, "learn” the path to the
source and enter the route in their forwarding tables. The destination node re-
sponds to the source using the path traversed by the query. A route can then
be established between source and destination. Route maintenance 1s respon-
sible for reacting to topological changes in the network and its implementation
differs from one algorithm to the other. On-demand routing protocols [MAL99]
have been proposed only for ad hoc networks. Numerous protocols of this type
have been proposed. Lightweight Mobile Routing (LMR) [COR95], Dynamic
Source Routing (DSR) [JOH96, DAS00, ROY99a], Ad-Hoc On Demand Distance
Vector (AODV) routing [PER99, PER00a, ROY99a, ROY99b]. Temporarily Or-
dered Routing Algorithm (TORA) [PARO1, PAR97}, Associatively-Based Routing
(ABR) [TOHO1], Signal Stability-Based Adaptive (SSA) routing [DUB97], Rout-
ing On-demand Acyclic Multipath (ROAM) algorithm [RAJ99], Multipath Dy-
namic Source Routing (MDSR) [NASO1], Relative Distance Micro-discovery Ad
Hoc Routing (RD-MAR) protocol [NAS01], and Route-Lifetime Assessment Based
Routing (RABR) protocol [NASO1] are typical on-demand routing protocols. A
good review, description, and comparison between the existing table-driven and
on-demand Ad Hoc routing protocols is presented in [ROY99a] which it is recom-

mended if more information is needed.
2.2.3 Cluster-Based Routing Protocols

With the increase in size of the networks, flat routing schemes do not scale well
in terms of performance. Aggregated routing information is the key to Internet
scalability. In multihop mobile wireless networks, clustering is the method, that

aggregates nodes into groups (clusters) to provide a suitable framework for the
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development of important features (i.e. routing bandwidth allocation, mobility.
security and topology management), in order to reduce routing messaging over-
head. The concept of dividing the geographical region into small zones has been
presented as clustering in the literature. Clustering basically transforms a physical
network into a virtual network of interconnected clusters or groups of nodes. Any
node can be a clusterhead if it has the necessary functionality, such as processing
and transmission power. Nodes register with the nearest clusterhead and become
members of that cluster. Clustering in MANET has been used in the past in or-
der to facilitate management, to improve routing efficiency, to support QoS and to
save power consumption [CHI97, HASO1, JTA99, SAF01al]. Recently there has been
interest in hierarchical architectures for MANET. In hierarchical MANET archi-
tectures, conventional cellular architectures are mapped into MANETS to form the
strong ground for solving the various communication problems. One such problem
is routing.

Most clustering algorithms are heuristic in nature and their aim is to gener-
ate the minimum number of clusters. In [GER95], two clustering algorithms were
proposed: the Highest-Degree which takes into consideration the degree of a node,
and the Lowest-ID which assigns a unique ID to each node and chooses the node
with the minimum ID as an CH. In the Linked Cluster Algorithm (LCA) [BARS81],
a node becomes the CH if it has the highest identity among all nodes. To generate
a smaller number of clusters, LCA was improved by LCA2 algorithm. However,
generating a minimum number of clusters might not ensure minimum energy us-
age. The Maz-Min D-hop clustering strategy proposed in [AMIO0] generates fewer
clusters than the LCA and LCA2 algorithms.

The Distributed Clustering Algorithm (DCA) uses weights associated with
nodes to elect CHs [BAS99]. These weights are generic and can be defined based

on the application. The Weighted Clustering Algorithm [CHA02] (WCA) tries to
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capitalize on the advantages of the other algorithms. It uses the degree of a node,
its transmission power, its mobility and its battery power to calculate the combined
weight. The algorithm aims at computing the minimum number of CHs in order
to maximize the resource allocation. Since its election procedure is very expensive,
it is invoked as rarely as possible. It can be noted that the existing heuristics are
all special cases of WCA.,

McDonald and Znati [MCD99] designed a (o,t)-clustering algorithm that
adaptively changes its clustering criteria based on the current node mobility. This
algorithm determines cluster membership according to a cluster’s internal path
availability between all cluster members over time. Another clustering algorithm
based on a mobility metric is proposed in [BASO1]. The distributed clustering
approach, named (p, t, d)-clustering [SIV04], is based on intelligent mobility pre-
diction that enables each mobile terminal to anticipate the availability of its neigh-
bors. This approach presents a scalable way to predict the mobility, and thus the
availability, of mobile terminals, achieved with the introduction of geographically-
oriented virtual clusters. This approach of stability improvement depends on the
accuracy of its mobility prediction.

The authors in [PALO4] proposed a framework for mobility-aware pro-active
low energy (MAPLE) clustering in ad hoc mobile wireless networks. The MAPLE
approach addresses the problem of clustering in a medium-access control framework
and enables pro-active and energy-efficient clustering exploiting the node mobility
information. In particular, for pro-active clustering, a method to exploit the link
level information to estimate the mobility pattern of the wireless nodes and the cost
of using a wireless link in terms of required transmission power has been introduced.
A channel reservation technique is used to reduce the number of contentions among
the nodes while accessing the channel during cluster formation. Simulation results

show that the proposed framework results in superior clustering performance in
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terms of control overhead. average number of link failures and load distribution
compared to other clustering approaches proposed in the literature such as the
LCC-LID (Least Cluster Change - Lowest ID)-based clustering.

Most of those algorithms are interested on how the CH is elected and which
weighting factors are used. The communication overhead for the formation and
maintenance of the cluster has not been taken into account. There has been little
published work that assesses analytically the communication overhead incurred
in hierarchical routing. The authors in [YOUO04] showed how this cost can be
minimized by electing the CH randomly with no exchanging messages. However,
the nodes still need to send messages to join the CH. In [SUC02]. a study provides
a theoretical upper bound on the communication overhead incurred by a particular
clustering algorithm (the ALCA) for hierarchical routing. It is demonstrated that
the average clustering overhead generated per node per second is polylogarithmic in
the node count. Hence, the clustering overhead is proportionally increased with the
number of nodes. Therefore, the aim of this work is to reduce this communication
overhead that caused by cluster formation and maintenance.

The aggregation of nodes into clusters under clusterhead control provides a
convenient framework for the development of efficient protocols both at the MAC
layer (e.g., code separation among clusters channel access), bandwidth alloca-
tion, and at the network layer (e.g., hierarchical routing [GER95]). Clustering
provides an effective way to allocate wireless channels among different clusters.

Some examples of the cluster-based routing protocols in the literature are CGSR

[ROY99a, CHI97], and VBS [HASO1].
2.2.4 Constraint Routing Protocols

In wireless mobile ad hoc networks, the infrastructure function is very impor-

tant. It lays the ground for any routing protocol to maximize its throughput. In
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the cluster-based routing protocols, the clusterhead is used as a base station as in
cellular network. It is used for routing as well as for network management and for
resource allocation among nodes in its cluster. In most of the published clustering
based approaches, the selection of a clusterhead is on based different factors like
cluster ID or degree of connectivity. If traditional clustering approaches like low-
est /highest ID or highest connectivity are applied, the same node will be elected as
a clusterhead every time, resulting in this node to drain its power very fast. Asit is
already known, battery power is a strategic resource for mobile devices. Therefore.
conservation of power and power-aware routing must be taken into consideration
in order to realize a dynamic and adaptive networking concept for future wire-
less communication systems. Hence, rotation of the role of the clusterhead ambng
other members in the cluster based on the battery power is suggested to balance
the load and then to save the power and increase the network lifetime.

The Warning Energy Aware Clusterhead (WEAC) [SHE03] and the Power
Aware Virtual Base Station (PA-VBS) [SAFO01b] are two novel infrastructure-
creation protocols for MANETs which use power constraint at the clusterhead
election. WEAC and PA-VBS do not drain all the battery power of the cluster-
heads since clusterheads are allowed to become saturated, and hence do not accept
any more merge requests, on the contrary to the other clustering protocols. WEAC
and PA-VBS use the concept of battery power level but with different mechanisms.
However, unlike PA-VBS, clusterheads in WEAC use a warning threshold, which
gives their mobile terminals (MTs) an indication to look for another clusterheads.

In this work, we have adapted the Warning Energy Aware Clusterhead (WAEC)
infrastructure creation protocol [SHE03] and the Virtual Base Station On-demand
(VBS-0) [SHE02a] routing protocol. The justification of the use of the WEAC
protocol in this study are provided in Section 3.2.1. In Appendix A, description of

the WEAC infrastructure protocol and the VBS-O routing protocol are presented.
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2.3 QoS Models in IP Networks

Quality of Service (QoS) [ARMO00, WANO1, EVA02, WIS02]. with respect to
computer networks, is a set of service requirements provided to a certain traffic by
the network to meet the satisfaction of the traffic user. QoS requires a capability
in the network to be able to treat some selected traffic with better or different
service than what other traffic receives. Any QoS mechanism does not create
an additional bandwidth for the selected network; instead, it uses the available
bandwidth in a way that the network can provide the maximum requested QoS
with the maximum bandwidth available for that traffic during the session. The
network traffic is selected based on classification of packets so that some packet
flows can be treated better than the others.

In the Internet networks, the only service model traditionally provided was the
best-effort service. This was acceptable when the connectivity and data delivery
were the main targets. With the continuous growth of Internet services, including
the convergence of real time application like voice over IP (VoIP) and multime-
dia, QoS is required to guarantee their operation. To meet these demands, the
network must be enhanced with new technologies that can offer the capabilities
to provide or control its quality of services. The IETF has defined different IP
QoS mechanisms or architectures [ARMO00]. The most prominent among them are
the integrated services (IntServ) [BRA94] and the differentiated services (DiffServ)
[BLA99]. These services differ in their QoS strictness which describes how tightly
the service can be bound by specific bandwidth, delay, jitter and loss character-
istics. This section briefly examines these mechanisms with focus on the wireless

and the mobile applications.
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2.3.1 Integrated Services

The philosophy behind IntServ [ARMO00, BRA94] is that routers must be able
to reserve resources for individual flows to provide QoS guarantees to end-users.
The IntServ QoS control framework supports two additional classes of services be-
sides ”best effort”: Guaranteed Service and Controlled Load Service. Both services
must ensure that adequate bandwidth and packet processing resources are available
to satisfy the level of service requested. This must be accomplished through active
admission control. In the IntServ, the most needed component is the signaling
protocol that is used to set up and tear down reservations. Resource ReSerVa-
tion Protocol (RSVP) [BRA97] is used by the IntServ as a signaling protocol. To
achieve its goals, IntServ requires per-flow state to be maintained throughout the
network. Unfortunately, the biggest known problem with the per-flow approach
is its poor scalability because it incurs huge storage and processing overhead at
routers in the presence of thousands of flows. Also, it is well known that reserva-
tions need to be regularly refreshed, thus consuming valuable resources, especially
in bandwidth scarce environments such as the wireless. Other problems include
the fact that the call admission procedures and the routing scheduling schemes are

complex and rely heavily on the per-flow state.
2.3.2 Differentiated Services

DiffServ [ARMO00, BLA99], on the other hand, aggregate multiple flows with
similar traffic characteristics and performance requirements into a few classes. This
approach pushes complex decision making to the edge routers or Ingress routers,
resulting in less processing load on core routers and thus faster operation. Ac-
cording to this mechanism, QoS information is carried in-band within the packet
in the Type of Service (TOS) field in IPv4 header or Differentiated Service (DS)

field in IPv6. Classification, rate shaping, and policing are done at the edge routers
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and packets are mapped onto service levels through static service level agreements.
Per-hop queuing and scheduling behaviors, or simply per-hop behaviors (PHBs),
are defined through that number of edge-to-edge services that might be built.
Two service models have been proposed: Assured Service and Premium Service
[ARMOO, BLA99].

DiffServ appears to be a good solution to a part of the QoS problem as it
removes the per-flow state and scheduling that lead to scalability problems in the
IntServ architecture. Therefore, Diff Serv is simpler than the IntServ and does not
require end-to-end signaling. However. it provides only static QoS configuration,
typically through service level agreements, as there is no signaling of the negotiation

of QoS. Also, it cannot guarantee the end-to-end QoS.
2.3.3 IntServ Over DiffServ

It would be very interesting to study this framework for IntServ operation
in the future over DiffServ networks [BER00]. This solution tries to conjugate
benefits of both the IntServ and the DiffServ approaches to QoS provisioning. In
fact, it achieves scalability due to the DiffServ aggregation in the core network,
while keeping the advantages of end-to-end signaling by employing the IntServ
reservation at the edges of the network. The reference architecture includes Diff-
Serv region in the middle of two IntServ regions. The advantage of this solution
is that it allows hop-by-hop call admission and per-flow reservation at the edge of
the network where low densities make this the most practical way to achieve good-
quality guarantees. In the core of the network, the scalable solution of DiffServ
scheduling can be used where hard guarantees in QoS can be made on the basis of
more probabilistic judgments. This approach has been proposed by the Integrated
Services over Specific Link Layer (ISSLL) Working group at the IETF. The basic
philosophy of the architecture is to remove as many computation intensive func-

tions as possible from the backbone routers and push these functions towards the
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edge routers. That way. the core routers would be free to do high-speed forwarding

of the packets and they would remain simple to manage.
2.3.4 MPLS

In the conventional IP routing, the packets are forwarded independently in
each router. Its forwarding algorithm is quite slow because of the processing time
of the IP header. Also its route selection is based on the shortest path algorithm,
and this restricts the capabilities to manage the resources of the network.

Multi-Protocol Label Switching (MPLS) [ROS01] as a new technology tries to
overcome the problems of traditional TP routing. MPLS was originally presented
as a way of improving the forwarding speed of routers, but it has capabilities that
enable an operator to provide service differentiation. MPLS is a combination of
switching and routing. It combines some of the features of ATM with IP. The basic
idea is that routers perform flow classification, tunneling and QoS marking at the
edge of the domain, while switches do high-speed forwarding in the core. MPLS
introduces the concept of connection-oriented into the Internet. The MPLS nodes
will route based on topology not traffic and they will set up flows on an end-to-end
basis rather than hop-by-hop, which is done by the IP protocol. The key idea is that
the control plan is separated from the forwarding plane and forwarding is based
on label swapping, which replaces the incoming label with a new outgoing label on
each packet. MPLS is inherently more scalable than VC-based technologies and
because label swapping is so general, forwarding can take place over circuits, LANs
and non-broadcast multiple access networks like ATM. Indeed, MPLS is becoming
widely used as a network management or traffic engineering mechanism.

In an MPLS domain, a label is assigned to each packet at the ingress node
of the domain. Then the packet is forwarded according to the label until it is

received at the egress node of the domain. That means, the full IP header analysis
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is done only once at the ingress node, which simplifies and accelerates the routing
process. Each label can be associated with a Forwarding Equivalence Class (FEC),
which means a group of packets that can be treated in the same manner. The
binding between a label and an FEC is distributed by Label Distribution Protocol
(LPD) [ANDO1]. IETF defines three Label Distribution Protocols, LDP, CR-LDP
[JAMO2], and RSVP-TE [AWDO01]. MPLS supports two types of route selection:
hop-by-hop and explicit routing. The strength of MPLS is in provisioning Traffic
Engineering [AWD02, AWD99]. The use of explicit routes as an example, gives

the ability to manage the network resources and support new services.

2.4 QoS Support in MANETSs

The major challenge facing the QoS support in MANETS is the fact that the
quality of the networks varies with time. Therefore, providing the traditional QoS
models, IntServ and DiffServ, is insufficient. They require accurate link state and
topology information, which is so difficult to maintain in this time varying and low
capacity resource environments. However, QoS of MANET should benefit from the
concepts and features of the existing models in order to come up with a model that
can satisfy such networks. In this section, we review the current research on QoS
support in MANETSs. This includes QoS models, resource reservations signaling,

QoS routing and some other related works.
2.4.1 QoS Models in MANETSs

A Flexible QoS Model for MANET (FQMM) [XIA00] is the first QoS model
designed especially for MANET. It takes the characteristics of MANETS into ac-
count and combines the advantages of both the IntServ and DiffServ. FQMM de-
fines three types of nodes: an ingress node which sends data; an egress node which
is a destination; and an interior node which forwards data to other nodes. Obvi-

ously, each node may have multiple roles. The provisioning in FQMM to allocate
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and determine the resources at the mobile nodes, is a hybrid IntServ (per-flow)
and DiffServ (per-class) scheme. Therefore, the traffic of the highest priority is
given per-flow treatment, while other traffic is given per-class differentiation. The
traffic conditioner, to mark, discard. and shape the packets based on the traffic
profile, is placed on the ingress node. FQMM assumes that the smaller proportion
of the traffic belongs to the highest priority class. Therefore, the scalability prob-
lem of IntServ is not an issue in FQMM. However, the DiffServ problem still exists

because making a dynamically negotiated traffic profile is very difficult.
2.4.2 QoS Signaling

QoS signaling is used to set up, tear down, and renegotiate flows and reserve
and release resources in the networks [WIS02]. Tt is useful for coordinating traffic
handling techniques like shaping, policing, and marking. Signaling is important to
configure uniform successful end-to-end QoS service handling across the network.
True end-to-end QoS requires that all the network elements like switches, routers,
and firewalls appropriately support QoS. The coordination of these components
is done by QoS signaling. Therefore, QoS signaling information must be carried,
interpreted, and processed by all the networks elements. Using the scarce resources
in an efficient way while maintaining strong service guarantees, assumes that some
reservation signaling will be required for real-time applications.

The signaling can be classified into two categories [WIS02]: in-band signaling,
when it is carried with the data, and out-band signaling, when it is separated
from the data in explicit control packets. The in-band signaling ensures that the
information is always carried to each router that the data may visit; thus is useful
when routes change frequently, as in mobile networks. However, the important
point here is the fact that it requires an overhead which in some applications may

reach 10%. Out-band signaling, as used in the telephone networks, is more easily
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transported to devices not directly involved in data transmission, as in admission
control servers.

The signaling may be soft in which case the reservation needs to be refreshed
frequently. This makes it resilient to node failures. Conversely, a hard-state pro-
tocol can minimize the amount of signaling. However, care needs to be taken to

remove the reservation that is no longer required.
2.4.2.1 RSVP

The Resource ReSerVation Protocol (RSVP) [ARMO00, WIS02, BRAY7] is a
mechanism for signaling QoS across the network. It is a key element of both
IntServ and ISSLL approaches which were described above. RSVP is an out-band
signaling system operated in a soft-state mode. Also, it is possible to operate
in a near-hard-state mode across any section of a network. Two types of mes-
sages, PATH and RESV, are used in RSVP to set up resource reservation states
on the nodes along the path between the sender and the receiver. The PATH
messages are generated by the sender and propagated through the network to the
receiver, gathering information about the network. Each node that processes the
message records the flow identifier and the address of the previous RSVP-enabled
IP router. Once this message reaches the intended receiver, the receiver responds
with a RESV message, which actually chooses the required QoS and establishes
the reservation. Therefore, RSVP is known as a receiver-initiated resource reserva-
tion. This message is propagated back along the path that is stored in the selected
PATH message. If the sufficient resources are available, a soft Reservation State is
established in the router. Otherwise, an Error message is generated and sent back
to the receiver.

In RSVP, maintaining a reservation when the MN moves between regions is

a challenge. A scheme is needed to define how smooth this transition should be
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since it affects the QoS reservation. The disruption of service significantly impacts
the QoS. In the presence of micro-mobility, the situation will get worse. Efforts are
underway to enhance the RSVP protocol in the mobile networks for transporting
real-time applications. According to the original RSVP signaling protocol, it can
not be applied directly in the MANETS because it is not aware of mobility. When
the MN moves and then the topology changes, the prior reservations are no longer
available. The impact of the mobility in the last-hop mobile IP networks have
been investigated and resolved by RSVP Tunnel [TER99], MRSVP [BADO1] and
Hierarchical MRSVP [TSE01]. However, these techniques are not suitable for the

MANETS due to different concepts.

2.4.2.2 INSIGNIA

The first signaling protocol designed especially to deliver real-time application
in the MANETSs is INSGNIA [LEE00Oa, AHN99]. 1t is a lightweight protocol in term
of bandwidth consumption because it is in-band signaling, which supports fast flow
reservation and restoration. The signaling control information is carried in the IP
option of every packet, which is called the INSIGNIA option. Since it is a per-flow
based protocol, like RSVP, each flow state is managed over an end-to-end session
in response to the topology and end-to-end QoS condition and in the soft-state
method. The wireless flow management model at the mobile node includes a packet
forwarding module, a routing module, an INSIGNIA module, an admission control
module, a packet scheduling module and a medium access controller module (as
shown in Figure 2.1). In this figure the position and the function of INSIGNIA in
this model is illustrated as well. Coordinating with the admission control module,
INSIGNIA allocates bandwidth to the flow if the resource requirements can be
satisfied. Otherwise, if the required resources are not available, the flow will be

degraded to the best-effort service. To achieve a fast responding to the topology
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Figure 2.1: Flow Management Model in the INSIGNIA Protocol

changes and the end-to-end QoS conditions, INSIGNIA uses QoS reports to inform
the sources node of the status of the real-time flows. The destination node actively
monitors the received flows and calculates QoS statistical results such as loss rate,
delay and throughput. The reports are sent to the source node periodically. By
using this kind of feedback information, the source node can take corresponding
actions to adapt the flows to observed network conditions.

Coordinating with other network components, INSIGNIA is an effective sig-
naling protocol and can efficiently deliver real-time applications in MANETs. How-
ever, since the flow state information should be kept in the mobile nodes, the scal-
ability problem may hinder its deployment in the future, similar to RSVP. Also,
it is hard in some cases, to implement some functionality with in-band signaling.
For example, when the established data flow is unidirectional from the source to
the destination, sending the feedback control messages back to the source with

in-band signalling with the session of the flow is impossible.
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2.4.3 Multipath Routing Protocols in MANETSs

The MANETS routing protocols usually employ single path routing. Multi-
path routing protocols employ a set of paths from the source to the destination
so that the total volume of traffic may be divided and communicated via selected
multiple paths. Therefore, there are mainly two approaches to use the multiple
paths in MANETSs. In the first approach, the data packets are transmitted along
one path while the others are reserved as backup paths in case the used one is
broken. When all possible paths are broken. a new multipath discovery procedure
is initiated again. In the second approach, in order to balance the network load,
the multipaths are used simultaneously as in dispersity routing [MAX93}, which
disperses the data traffic along different paths in order to achieve smaller average
delay and delay variance. The dispersity routing protocols are classified as redun-
dant and non-redundant routing protocols. In redundant dispersity routing, only
one part of the multiple paths are used to transfer data and the remaining paths -
are used to transfer redundant information such as error correcting codes. In con-
trast, in non-redundant dispersity routing, all multiple paths are used to transmit
data simultaneously.

Packet replication along predetermined multiple paths to the destination is
used to seek communication reliability. Alternatively, data traffic is distributed
along disjoint or meshed multiple paths - called selective forwarding. In [DEO03],
the authors studied the resource usage in two schemes: packet replication and
selective forwarding. They have shown that packet-by-packet throughput with
packet replication is higher than the throughput in selective forwarding. This is
because sending a packet along multiple error-prone paths, rather than along a
chosen route, surely increases the chance of successful arrival of at least a copy
of the packet. However, to successfully route a message, packet replication has

substantially high network resource requirements such as channel bandwidth and
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battery power. Therefore, they observed that meshed multiple path routing with
selective forwarding has an overall superior performance.

The MANET on-demand routing protocols, DSR [BOR98] and TORA [BOR98},
have built-in capability to compute multiple paths. But either of them suffers from
a different set of performance problems. DSR uses source routing, which can de-
tect loops easily and can gather a lot of routing information per route discovery.
However, the aggressive use of route caching and the lack of route expiration policy
cause problems such as stale caches and reply storms. Hence, extending DSR to
support multiple routes without addressing the caching problem may also multi-
ply the problem, which limits the performance benefits of caching multiple paths
and hurt performance in many cases [HU00, MARO1]. TORA, on the other hand,
builds and maintains multiple loop free paths without the use of source routing.
Also, it can detect network partitions. TORA uses an idea based on link reversals
to recover from link failures. One major drawback of TORA is the maintenance
overhead because of the requirement of reliable in-order delivery of routing control
messages [BORIS].

AQODV is a popular routing protocol that creates distance vector routing tables
on-demand and requires a lower overhead as compared to DSR. The authors in
[LEEOOb] proposed an extension to AODV, called AODV-BR (AODV with back-
up routes). AODV-BR establishes the mesh and multipaths without transmitting
any extra control message. The technique behind AODV-BR is to allow AODV to
maintain backup routes at the neighboring nodes of a primary route. This can be
done with no additional overheads. The idea is to avoid dropping packets on flight
when the primary route fails. However, every node still has at most one route per
destination just as in AODV. Also, the scheme does not perform well under heavy

traffic networks.
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A framework for reliable routing in MANETs and an AODV-multipath (AODVM)
protocol have been proposed in [YE03]. The AODV has been modified to enable
the discovery of multiple node-disjoint paths from a source to a destination. In-
stead of discarding the duplicate RREQ packets, intermediate nodes are required
to record the information contained in these packets in a table which we refer
to as the RREQ table. This reliable framework is based on reliable nodes that
are physically more sophisticated in terms of being capable of combating fading,
possessing better batteries and being physically more secure. These reliable nodes
could then be allowed to participate in routing along multiple routes between the
same source-destination pair. The revised objective is then to construct a sequence
of reliable segments between the source and the destination. Nodes that join two
segments have to be reliable nodes. A concatenation of reliable segments is called
a reliable path. In this study, based on the randomized min-cut algorithm. the
authors proposed a deployment strategy that determined the positions and the
trajectories of these reliable nodes.

Split Multipath Routing (SMR) [LEEO1] is an on-demand routing protocol
that constructs maximally disjoint routes. SMR is based on DSR. but it intro-
duces a different packet forwarding approach. While DSR drops duplicate Route
Request packets, SMR allows intermediate nodes to forward the duplicate RREQs
in order to find more disjoint routes. The destination node selects multiple disjoint
routes and sends Route Reply packets back to the source via the chosen routes.
Data traffic is split into multiple routes that are found during the route setup
procedure. The SMR approach provides robust packet delivery and is beneficial
in network load sharing, but causes out-of-order-delivery and considerable route
setup overhead.

In [NAS99], the authors proposed an on-demand routing protocol that pro-

vides multiple redundant routes on the primary route which is taken by the first
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query reaching the destination. Each intermediate node in the primary route can
have a disjoint route to the destination. To accomplish this, a reply to the route
request is targeted not to the source, but to the intermediate node. In the failure
of the primary route, the upstream intermediate node nearest to the failed link
forwards in-transit data packets on the alternate route if it has one. The protocol
acts as a DSR if the primary route does not have any alternate route. This proto-
col can reduce the frequency of floods and route reconfiguration time by providing
redundant routes. However, exploring redundant routes is confined to the primary
route and this may limit the provision of enough redundancy and lead to excessive

delay due to long alternate routes.
2.4.4 MANETs QoS Routing Protocols

As mentioned above, many authors have addressed the routing issues in MANETS
from the best-effort service point of view. Although these protocols attempt to min-
imize the control and database maintenance overhead, they do not meet real-time
QoS requirements. We believe that the routing protocols have to be adopted to
tackle the delay and bandwidth constraints of real-time applications in MANET.
At the same time the buffer and the signaling overhead should be managed in a
proper way to optimize the resource utilization. In general, the notion of QoS
has been proposed to capture the qualitatively or quantitatively defined perfor-
mance contract between the service provider and the user applications. The QoS
requirement of a connection is given as a set of constraints. The basic function
of QoS routing is to find a network path which satisfies the given constraints
[GRA98, MIR00]. In addition, most QoS routing algorithms consider the opti-
mization of resource utilization. The problem of QoS routing is difficult because
multiple constraints often make the routing problem intractable and the dynamic

of the network state makes it difficult to gather up-to-date information in a large
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network. Moreover, the QoS routing protocols should work together with resource
management to establish paths that meet end-to-end QoS requirements through
the network. Therefore, QoS routing is an essential part of the QoS architecture.
Before any connection is established or any resources are reserved, a feasible path
between a source-destination pair should be discovered. QoS routing is a routing
mechanism under which paths for flows are determined on the basis of some knowl-
edge of resources availability in the network, as well as the QoS requirements of
the flows themselves. QoS routing is difficult in MANETSs because of the following
reasons [PER02, CHA99]:

e Because the QoS routing overhead is too high, in this already limited band-
width environment, the MN should have a mechanism to store and update
the link state information. Therefore, balancing the benefit of QoS routing

against the bandwidth consumption is needed.

e Maintaining the precise link state information is very difficult because of the

dynamic nature of the MANETSs.

e Establishing a feasible path does not mean the required QoS should be en-
sured. The reserved resources may not be guaranteed because of the mobility
induced route disconnection and power reduction of the MN. Therefore, QoS

routing should rapidly find a feasible new route to recover the service.

Although, QoS routing in MANETS is relatively scarce due to the above rea-
sons, some promising works have been done and shown a good performance. Below
we introduce CEDAR, ticket-based probing, QoS over AODV, bandwidth routing
and trigger-based distributed routing as examples to illustrate how to deal with

the above difficulties.
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2.4.4.1 CEDAR

The Core-Extracted Distributed Ad hoc Routing (CEDAR) [SIN99] protocol
has been proposed as a QoS routing protocol for networks consisting of tens to
hundreds of nodes. CEDAR dynamically establishes a core of the network, and
then incrementally propagates link states of stable high bandwidth links to the
nodes of the core. Route computation is on-demand and is performed by core
hosts using local state only. CEDAR does not compute optimal routes because of
the minimalist approach to state management, but the trade-off of robustness and
adaptation for optimality is believed to be well justified in ad-hoc networks. The

following is a brief description of the three key components of CEDAR:

e Core Extraction: A set of hosts is distributedly and dynamically elected to
form the core of the network by approximating a minimum dominating set
of the ad hoc network using only local computation and local state. Each
core host maintains the local topology of the hosts in its domain, and also

performs route computation on behalf of these hosts.

e Link State Propagation: While it is possible to execute ad-hoc routing algo-
rithms using only local topology information at the core nodes. QoS routing
in CEDAR is achieved by propagating the bandwidth availability informa-
tion of stable links in the core. The basic idea is that the information about
stable high-bandwidth links can be made known to nodes far away in the net-
work, while information about dynamic links or low bandwidth links should
remain local. The propagation of link-state is achieved through slow-moving
"increase" waves (which indicate increase of bandwidth) and fast-moving
"decrease" waves (which indicate decrease of bandwidth). The key questions
to answer in link state propagation are: When should an increase/decrease
wave be initiated? How far should a wave propagate? How fast should a

wave propagate?
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e Route Computation: Route computation first establishes a core path from
the domain of the source to the domain of the destination. This initial phase
involves probing on the core and the resultant core path is cached for future
use. The core path provides the directionality of the route from the source to
the destination. Using this directional information, CEDAR iteratively tries
to find a partial route from the source to the domain of the furthest possible
node in the core path (which then becomes the source for the next iteration)
which can satisfy the requested bandwidth, using only local information.
Effectively, the computed route is a concatenation of the shortest-widest
paths found locally using the core path as the guideline; otherwise, a failure

is reported.
2.4.4.2 Ticket-Based Probing

The authors in [CHE99] developed a generic distributed QoS routing frame-
work based on selective probing. Using this framework, they proposed a distributed
multi-path QoS routing scheme for MANET, called ticket-based probing, which is
designed to work with imprecise state information. It allows the dynamic trade-off
between routing performance and overhead. For ad-hoc networks, they devised
a source-initiated routing algorithm and a destination-initiated routing algorithm
for the bandwidth-constrained routing problem. These algorithms do not require
global state or topology information and use only the local state maintained at
every node. Imprecise state information can be tolerated and multiple paths are
searched simultaneously to find the most feasible and the best path.

The basic idea of this scheme is that the tickets are utilized to limit the number
of the candidate paths during the route discovery. A ticket is the permission to
search for a single path. When a source needs a path to reach the destination, it

first issues a routing message. called a probe, to the destination. A probe is required
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to carry at least one ticket, but it may consist of more. Therefore, the maximum
number of the searched paths is bounded by the tickets issued by the source. At
the intermediate node, a probe with more than one ticket is allowed to split into
multiple tickets. Then, based on its available state information, it decides whether
the received probe should split and to which neighbours the probe(s) should be
forwarded. Once the destination node receives the probe message, a possible path
is found.

In the ticket-based probing scheme, a three-level path redundancy is utilized
in case of route failures. The path redundancy scheme establishes multiple routes
for the same connection. For the highest level of redundancy, resources are reserved
along multiple paths and every packet is routed along each path. In the second
level, resources are reserved along multiple paths. However, only one is used as
the primary path while the rest serve as backup. In the third level, resources are

only reserved on the primary path even multiple paths are selected.

2.4.4.3 QoS Over AODV

The Ad hoc On-demand Distance Vector (AODV) [PER00a] routing protocol
has been introduced for best-effort routing in MANET. AODYV builds routes using
a route request / route reply query cycle. When the source needs to find a path
to reach a new destination, it broadcasts a RREQ packet across the network.
Nodes receiving this packet update their information for the source node and set
up backward-pointers to the source node in the route tables. In addition to the
source node’s IP address, current sequence number and broadcast ID, the RREQ
contains the most recent sequence number for the destination of which the source
node is aware. A node receiving the RREQ may send a route reply (RREP) if it is
either the destination or if it has a route to the destination with the corresponding

sequence number greater than or equal to that contained in the RREQ. If this
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is the case, it sends a RREP back to the source. Otherwise, it rebroadcasts the
RREQ. Nodes keep track of the RREQ’s source 1P address and broadcast ID. If
they receive a RREQ that they have already processed, they discard the RREQ
and do not forward it.

As the RREP propagates back to the source, nodes set up forward pointers to
the destination. Once the source node receives the RREP, it may begin to forward
data packets to the destination. If the source later receives a RREP containing
a greater sequence number or contains the same sequence number with a smaller
hop-count, it may update its routing information for that destination and begin
using the better route.

To provide QoS support, a minimal set of QoS extensions has been specified
for the RREQ and RREP messages [CHE99]. Specifically, a mobile node may
specify one of two services: a maximum delay and minimum bandwidth. Before
broadcasting RREQ or unicasting RREP, a node must be capable to meet the QoS
constraints. When a node detects that the required QoS is no longer available, it
must send an ICMP QoS-LOST message back to the source. This protocol, which
is called E-AODV, addresses the bandwidth and delay guarantee requirements.
However, its reactive nature does not help minimize the service disruptions due to

nodal mobility.
2.4.4.4 Bandwidth Protocol

In [PEROOb], the authors proposed an algorithm for bandwidth calculation
and reservation based on the destination sequenced distance vector (DSDV) routing
algorithm for multimedia support in multihop wireless networks. The proposed
bandwidth routing scheme depends on the use of a CDMA over TMDA medium
access scheme. The transmission scale is organized in frames, each containing a

fixed number of time slots, and a global clock or time synchronized mechanism is
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used. The path bandwidth between a source and a destination is defined as the
number of free time slots between them. Bandwidth calculation needs information
about the available bandwidth on each link along the path as well as resolving
the scheduling of free slots. Since this problem is an NP-problem, a heuristic
approach is needed, as detailed in [LIN99]. The purpose of the proposed QoS
routing protocol is to derive a route to satisfy the bandwidth requirement for
the QoS constraint. At a source node, the bandwidth information can be used
to decide whether to accept a new call or to delay it. In addition, the authors
introduced the "standby" routing method to support fast rerouting when a path
is broken. When the primary path fails, the secondary route becomes the primary

and another secondary is discovered.
2.4.4.5 Trigger-Based Distributed Routing

In [DE02], the authors presented an on-demand and yet proactive routing
algorithm called trigger-based distributed routing (TDR) to deal with the link
failures due to nodal mobility in MANETSs. They try to provide real-time QoS
support while keeping the network overhead low. Thus, the flow state for each
session is maintained in a distribution fashion at active nodes. In case of imminent
link failure in the active route, an alternate route searching overhead is kept limited
by localizing the reroute queries within certain neighbors of the node along the
source-destination active route. For cost efficiency, rerouting is attempted from
the location of an imminent link failure which is referred to as an intermediate
node initiated rerouting (INIR). If INIR fails to keep the flow state disruption to a
minimum, rerouting is attempted from the source node, in which case it is referred
to as source initiated rerouting (SIRR). The TDR scheme keeps the size of the
nodal database small by maintaining only the local neighboring information. In
addition, it makes use of selective forwarding of routing requests based on GPS

informadtion.
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From the network point of view. the TDR scheme is an on-demand algorithm,
as the rerouting routine is triggered as an active node based on the level and trend
of variation of its receive power from the downstream active node. Hence, it 1s
called "trigger-based" routing. On the other hand, from the user application point
of view, it is a proactive algorithm as, ideally, the traffic experiences no break in the
logical route during the session, thus making it suitable for dealing with real-time
traffic. TDR also is "distributed” in the sense that any active node participating

in a session can make its own routing decision.

2.5 Summary

In this chapter. we have presented a brief coverage of a wide range of con-
cepts and systems that are related to this research problem. We believe that all
of these topics will have some degree of influence on the outcome of the research
that will be presented in this dissertation. We have provided a classification of the
MANETS routing protocols according to the routing strategy, i.e., table-driven,
on-demand, cluster-based, and constrains routing protocols. We have presented
descriptions and comparisons of several routing schemes, highlighting their char-
acteristics, features, and drawbacks. Also, we have reviewed the current research
on QoS support in MANETs. This includes QoS models, resource reservations
signaling. QoS routing protocols, and some other related works. Additional details
on any of theses topics is available in the references listed in the endnotes of this

thesis.
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Chapter 3

A FRAMEWORK FOR PROVIDING
RELIABLE QOS IN MANETS

3.1 Introduction

In the mobile ad-hoc network (MANET), two nodes can communicate if the
distance between them is less than the minimum of their two broadcast ranges.
Each node can function as a host, when it is a source or a destination, or a router,
when it is an intermediate node between the source and the destination providing
store-and-forward services to neighboring nodes. Due to the limited transmission
range of wireless interfaces, multiple hops may be needed to exchange data between
nodes in the network, so sometimes the term multi-hop is used to describe the ad-
hoc network and the multi-hop routing mechanism is used to maintain the network
connectivity. Those networks provide mobile users with ubiquitous communication
capability and information access regardless of location. However, in the MANETS,
not only the wireless link characteristics cause the disruption of the QoS, the host
mobility and the battery power consumption may do so as well. The main problem
that faces MANETS is the lack of stability in the network topology and reliability
of the routes that carry the data between the source-destination pair. Therefore,
supporting the stability and the reliability of the data route is the aim of the
SERC/LC3R framework. This will help extend the QoS techniques to the mobile

ad hoc networks and support its requirements.



The SERC/LC3R framework has three main goals that work toward achieving
network stability and reliability. These goals fall into three main areas: clustering,
routing, and QoS. Obviously, each of these areas will affect the other areas. Re-
forming the cluster quickly will improve the routing process, which will increase
the route lifetime and provide more QoS support, which in turn will make the
network more reliable which is the main aim of this work. In this chapter, we
describe the SERC infrastructure protocol and the LC3R protocol in details with

some illustrated examples.

3.2 The SERC Protocol Description

The SERC protocol aims to achieve the stability and reliability in the cluster-
based MANETs. These objectives can be achieved by utilizing two clusterheads
for each cluster. The basic idea here is the election of a primary clusterhead
(PCH) and a secondary clusterhead (SCH) for each cluster and both of them can
gather the reservation signaling messages and the data packets that are sent by
the downstream nodes. The SCH is elected and assigned by its PCH which deals
with it at the same time as a member node. Also, the SCH stores the forwarding
packets based on an expiry timer. Based on its battery power level, if the PCH
can no longer be a clusterhead, it will inform its SCH to be the PCH and it will
change its status to be a regular member node. On the other hand, by using
the location/mobility prediction [SUO1], the PCH can be predicted if it is about
to move out of the transmission range of its members. Thus, the SCH could be
triggered to be involved as a PCH before the cluster actually collapses. Since the
new CH is already assigned and is just triggered to be involved in the route, the
clusterhead computation and the communication overhead, due to the frequent
information exchange among the participating nodes, will be reduced. Moreover,

the cluster residence time for the member node will be extended because the node
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is associated with the cluster not to the clusterhead. Therefore. the SCH works as
a backup for the PCH and the route going through it works as a backup route for
the main one that is going through the PCH. Hence, a smooth clusterhead transfer
from the PCH to the SCH will give the cluster more lifetime and stability and give
the route that is going through it more lifetime and reliability. The flowchart
shown in Figure 3.1 gives the whole picture of the SERC protocol.

The WEAC infrastructure creation protocol and the virtual base station on-
demand (VBS-0) protocol [SHE03] are taken as a background for this approach.
These protocols have been chosen because of their positive features regarding load
balancing and energy saving. To accommodate our approach by WEAC, several
modifications are made to adopt and take advantage of the secondary clusterhead,
which is the main contribution of this work. Although we modified the WEAC
protocol to accommodate our protocol, we believe that it can be applied with any

other clustering algorithm.
3.2.1 WEAC Protocol Qualifications

We have chosen the WEAC protocol for our SERC protocol modifications,
comparisons and investigations. This is because in a series of comparative studies
[AMI00, HASO01, SHE02b, SHEO3, SAF01b] with different clustering algorithms
and protocols such as Min-Max [AMI100], CGSR [ROY99a, CHI97], VBS [HAS01],
PA-VBS [SAF01b] in different aspects such as stability and load balancing, the
WEAC protocol has proved to be a good candidate for this study. The simulation
results in [SHEO03] showed that VBS-O on top of the WEAC protocol outper-
forms both PA-VBS and VBS in load balancing, power saving, packet delivery
time, duration of clusterheads, and the life time of the network. Also, the results
in [SHE02b, SAF01b] showed that PA-VBS protocol outperforms both VBS and

CGSR in power saving and packet delivery time. Moreover, in [HASO01], VBS
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surpasses max-min in terms of the average VBS duration, and the zone MT’s
membership duration. This indicates that VBS is more stable than the Max-
Min algorithm. In [AMIO0], the simulation experiments demonstrate that the
Max-Min heuristic is better than the two earlier heuristics, namely the LCA and
LCA?2 solutions. Consequently, since Max-Min outperforms LCA and LCA2. VBS
outperforms Max-Min, PA-VBS outperforms VBS and CGSR, and WEAC out-
performs VBS and PA-VBS, then the WEAC protocol outperforms all the LCA,
LCA2, Max-Min, CGSR, VBS, and PS-VBS protocols. Let us now summarize
these comparative studies.

Max-Min compared to LCA and LCA2: Compared to the LCA heuristic, the
Max-Min heuristic produces fewer clusterheads, much larger clusters, and longer
clusterhead duration on the average. While the degree based heuristic does have
slightly larger cluster sizes than the Max-Min, it suffers greatly in other categories
such as clusterhead duration, and cluster member duration. The LCA2 heuris-
tic produces clusterheads that are comparable in number to those of Max-Min.
However, Max-Min has clusterhead durations that are approximately 100% larger
than that of LCA2 for dense networks. Furthermore, the Max-Min clusterhead
duration continues to increase with increased network density, while the LCA2
heuristic clusterhead duration decreases with increased network density. Based
on the simulation results in [AMI00], the Max-Min heuristic provides the best all
around clusterhead leader election characteristics as compared to LCA and LCAZ2.

VBS Compared to Max-Min: The average clusterhead duration is an impor-
tant measure of the stability of any clusterhead-formation protocol. The results in
[HASO1] clearly show that VBS outperforms max-min in terms of stability. The
clusterhead duration in the case of Max-Min is less than VBS. This is a direct
result of the fact that Max-Min forms d-hop clusters. Since the set of all mobile

stations that are within d hops from a clusterhead is more than or equal to the
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number of mobile stations that are a single-hop away, it is more likely that a d-
hop cluster-formation protocol, such as Max-Min, will undergo disorder, unlike a
single-hop infrastructure-creation protocol, such as VBS. Therefore, the larger the
number of MTs a clusterhead is in charge of, the more often the protocol must be
rerun to maintain a valid infrastructure. This implies that using VBS makes it less
likely to interrupt ongoing communications due to VBS handovers. Moreover, the
results in [HHASO1] show that the zone MTs” membership duration in the case of
VBS is much larger than Max-Min. This is due to the fact that the average cluster-
head duration for Max-Min is less than the average clusterhead duration for VBS.
Since Max-Min suffers from frequent handovers, the cluster members will switch
from one clusterhead to another more often, thus resulting in a small zone-MT
membership duration. As a result, VBS provides more stability than Max-Min.
PA-VBS Compared to VBS and CGSR: PA-VBS surpasses VBS in balancing
the load amongst the nodes of the wireless mobile ad hoc network. Unlike other
clustering protocols, PA-VBS allows the mobile nodes to use their valuable battery
power fairly. Contrary to VBS, PA-VBS does not drain all the battery capacity
of the clusterheads since clusterheads do not accept anymore merge requests when
the energy left is below a certain threshold. Moreover, PA-VBS introduces the
concept of service denial. In [SAFO01b], the simulation results showed that PA-
VBS always elects 100% of the wireless nodes as clusterheads; hence, it attains
fair clustering. All the nodes will serve as clusterheads, at least once, during their
lifetime. Most importantly, PA-VBS keeps the total consumed energy by the MTs
almost constant. This guarantees fair energy consumption amongst the wireless
mobile nodes. PA-VBS balances the load amongst the wireless nodes regardless
of the carried routing load. Consequently, PA-VBS can be utilized as a basis for
routing in ad hoc networks. Moreover, PA-VBS can form the cornerstone for the

wise distribution of the network load amongst all the viable paths between a source
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and destination pair. A comparative study of the PA-VBS and CGSR in [SHE02D]
shows that PA-VBS outperforms CGSR in terms of stability. This is because the
PA-VBS allows clusterheads to be within the transmission range of each other;
however, CGSR does not allow that. This point led to a significant difference in
the average lifetime of both the clusterheads and the terminals.

WEAC Compared to VBS and PA-VBS: The simulation results in [SHEO03]
show that WEAC and PA-VBS protocols produce almost the same number of
clusterheads. The VBS protocol produces the smallest number of clusterheads.
This is because WEAC and PA-VBS distribute the load amongst the MTs under
certain power level constraints; however, the VBS protocol, which uses the smallest
ID algorithm, elects the nodes with small IDs all the time. In this study, the
average duration of clusterheads of the VBS protocol has the longer duration.
However, this implies that clusterheads consume more power than other MTs and
their batteries drain faster than other MTs. Therefore, the VBS protocol is most
likely to experience a reduction in connectivity. In the case of WEAC, the average
duration of clusterhead is more than that of PA-VBS, and the network in the case
of WEAC is more stable than PA-VBS. However, as mentioned above, we should
look for the next metric before we jump to any conclusion. The number of election
in the case of the VBS protocol is much higher than that of WEAC and PA-
VBS. Therefore, even though the duration is much longer, the system is not stable
because re-elections are taking place very often. WEAC has a smaller number of
elections than PA-VBS. Hence, we can conclude that WEAC is more stable than
VBS and PA-VBS protocols. WEAC and PA-VBS attain load balancing between
MTs in the network. Every MT is elected as a clusterhead in the simulation
experiments. One the other hand, the VBS protocol elects a small number of
MTs (smallest ID) as clusterheads, which means that the VBS protocol does not

assure fairness between MTs as with the case of WEAC and PA-VBS. The study
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in [SHE03] shows that WEAC is the fairest scheme in balancing the load amongst
MTs. The VBS protocol has the worst performance in this metric. Also, this
study shows that VBS-O/WEAC outperforms the PA-VBS and the VBS protocols
in successfully transmitted packets and in packet delivery time. This is because

WEAC guarantees more robust routes than the case of both PA-VBS and VBS.
3.2.2 Clustering Process

The concept of dividing the geographical region into small zones has been
presented as clustering in the literature. The idea of clustering in ad hoc networks
is not new. Clustering basically transforms a physical network into a virtual net-
work of interconnected clusters or groups of nodes. Those clusters are dominated
by clusterheads and are connected by gateways or border mobile terminals. Any
node can be a clusterhead if it has the necessary functionality, such as processing
and transmission power. The nodes registered with the nearest clusterhead be-
come members of that cluster. Clustering in MANET has been used in order to
facilitate management, to improve routing efficiency, to support QoS and to save
power consumption. The main goal is to find the clusterhead nodes and parti-
tion the network into clusters. These nodes take on a special role in managing
routing information. Therefore, stability starts from partitioning the network into
clusters. Once the clusters are established, the route stability between a source-
destination pair is based on the clusterheads involved in that route. However, due
to the dynamic nature of the mobile nodes, their association and dissociation to
and from clusters perturb the stability of the network and the problem becomes
worse if these nodes are clusterheads. The frequent changes of the clusterheads
affects the performance of other protocols such as scheduling, routing and signaling
that rely on it. Also, re-computations of clusterheads and cluster memberships,

and frequent information exchange among the participating nodes will cause more
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overhead. Cluster maintenance overhead has been seen as a serious disadvantage
for the most clustering protocols. Therefore, in the SERC protocol. since the clus-
terhead tries to identify and assign one node as the future leader of the cluster
and it is known by the cluster members, the communication overhead to reform
the cluster will be reduced. The leadership of the cluster will be handled smoothly
from node to another with no need to invoke the re-clustering messages (merge
request/accept/disjoint messages). To accommodate our approach by WEAC, we
add to the Hello message a new flag called WholsMySCH flag. This flag is used
to inform the SCH about its new responsibility and to inform the cluster members
about their future leader. The details of this scheme in the clustering phase are as

follows:

e The PCH is elected based on the WEAC protocol.

e The PCH assigns periodically its SCH based on the distance-power algorithm
shown in Algorithm 6 (see Section 3.5.2), and then sets its WholsMySCH flag
to the ID of the SCH.

o Setting of the warning flag or the iAmNoLongerYourCH flag by the PCH
can be used by the SCH once it receives its Hello message to trigger itself to

be the PCH and to assign a new SCH.

e By using location/mobility prediction [SUO1], if the PCH can no longer be a
clusterhead for its members, the SCH will be triggered to be the PCH and a

new SCH will be assigned.

e If the Hello packets of the PCH are lost at the SCH, the SCH will check
its topology information (GPS is used) and then if it is not moved away, it
will trigger itself to be the PCH and will assign a new SCH. However, if it is

moved away, it will change its status to be a free node.
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Figure 3.2: PCH & SCH First Election

e If the Hello packets of the SCH are lost at the PCH. based on its topology
information, PCH will make its decision. If PCH is not moved away, it will
assign a new SCH. However, if it is moved away, it will change its status to

be a free node.

e Once the PCH can no longer be a CH, and the cluster member node has
realized that, the node, based on WholsMySCH flag, will set its myCH value
to the ID of the SCH if its neighbors list contains it (if they are in the
transmission range of each other); if not, it will set its status to be a free

node.
3.2.3 Illustrated Example

In this section, an illustrated example will be provided to explain how our
protocol works. In Figure 3.2 MT 1 is elected in the beginning to be the PCH by
using WEAC protocol. MTs 2, 3, and 4 are its members. MT 2 is assigned to be
the SCH based on power and location qualifications. Now, the cloud of MTs 1,
2. 3, and 4 forms the first cluster. In Figure 3.3, when MT 1 can no longer be a

clusterhead, MT 2 which is the SCH will be triggered to be the PCH. Therefore,
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Figure 3.3: First Successful Cluster Leadership Transfer

@ rcH SCH (O MT

Figure 3.4: Second Successful Cluster Leadership Transter
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the cluster that was formed in Figure 3.2 is still surviving and its clusterhead is
the only change that has been done. MT 2 in its turn will assign its SCH which
will be MT 3. The cluster leadership will be transferred from MT 2 when it can
no longer be a CH to MT 3 (Figure 3.4) and MT 4 will then be assigned to be the
SCH. These processes will be repeated until there is no qualified node to be SCH.
Since the cluster is still surviving and its head is smoothly transferred, the cluster
looks stable in front of the other clusterheads. Also, cluster residence time for all
MTs 1, 2, 3, and 4 will be longer, which is desired. The overhead for replacing
of the PCH by the SCH is very low as compared with the clustering reformation

overhead.

3.3 The LC3R Protocol Description

The LC3R protocol aims to achieve the routing reliability in the cluster-based
MANETSs. This objective can be achieved by utilizing the SERC protocol described
above. The basic idea of SERC is the election of a primary clusterhead (PCH) and
a secondary clusterhead (SCH) for each cluster. The SCH will be elected and
assigned by its PCH which deals with it at the same time as a member node. In
LC3R, the SCH as well as its PCH could gather the reservation signaling messages
and the data packets that are sent by the downstream nodes. The SCH will store
the forwarding packets based on an expiry timer. Based on its battery power level,
if the PCH can no longer be a clusterhead, it will inform its SCH to be the PCH and
it will change its status to be a regular member node. In a mobile environment,
by using location/mobility prediction [SU01], the PCH can be predicted if it is
about to move out of the transmission range of its members. Thus, the SCH
could be triggered to be involved as a PCH before the cluster actually collapses.
Moreover, the non-expired packets at the SCH will be forwarded by the SCH once

it is triggered as a PCH. Therefore, the SCH works as a backup for the PCH and
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the route going through it works as a backup route for the main one that is going
through the PCH. Hence, a smooth clusterhead transfer from the PCH to the SCH
will give the cluster more lifetime and stability, and give the route that is going
through it more lifetime and reliability. To the best of our knowledge, this is the
first work that proposes virtual multipath routing and locally rerouting in presence

of two clusterheads for each cluster.
3.3.1 Routing Process

Maintaining and minimizing the route interruptions are two ways of keeping
the stability of the network. We argue that the lifetime of a route in a MANET
is crucial because of the delay involved in any route discovery protocol. We claim
that the lifetime of a particular route is dependent on the movements and the
battery power level of all the nodes involved in the route. By maintaining the
route lifetime, we most likely keep the network in stable condition as long as
possible. The localized cluster-based re-routing is designed to increase the route
lifetime. Also, it is designed to save routing time and reduce routing overhead
that is caused by failure of the PCH in the route recovery process or in the routing
update tables. Moreover, since the new PCH has the knowledge of the route
and has the recently sent packets when it was SCH, the clusterhead changing will
not cause service interruption. The new SCH will gather the route information
and the sent packets, and then play the old SCH role to keep the clusterhead re-
election running smoothly. Notice that the power of the SCH will not be consumed
to forward any packets; it just receives and stores them temporarily until it is
triggered to be PCH and then forwards them. The routing process details of the

LC3R protocol are as follows:

e The PCH is elected and the SCH is assigned periodically for each cluster by

using the SERC protocol.
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e Based on its power level or by using location/mobility prediction [SU01}, if
the PCH can no longer be a clusterhead for its members, the SCH will be

triggered to be the PCH and a new SCH will be assigned.

e The new PCH sends an explicit routing failure notification (ERFN) to each

downstream clusterhead of each current flow that it has.

e Once the ERFN has been received by the downstream PCHs and SCHs, they

will update their routing tables.
3.3.2 QoS Support

Packets may be dropped in the middle, if the lifetime of a route between nodes
is shorter than the time required to transmit them as a result of its failure. The
unreliable end-to-end connections make it so difficult to provide QoS requirements.
The route recovery/maintenance process in most routing protocols is suggested to
ensure the successful packets transmission after a route interruption. However,
the routes need to be recovered in a timely and efficient manner such that the
packet delays and losses are minimized. In our protocol, because the dropped
packets at the PCH are stored at the SCH and they will be sent immediately once
the SCH involved in the route as a PCH, the packet delay/jitter and packet loss
ratio will be improved. Therefore, the protocol increases the level of reliability of
packet transmissions as requested by the connection. In order to limit the impact
of the mechanism on the battery power consumption, the SCH is not involved in
any packet transmission. It just receives the transmitted packets to its primary
clusterhead. Since the mobile node transceiver is constantly listening to the channel
for the detection of incoming packets, power consumed in the listen state is close
to the receive power. Therefore, the power consumption is very low compared with

the other multipath protocols.
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Besides improving the packet delay/jitter and the packet loss ratio, the pres-
ence of the QoS or the resource allocation parameters at the SCH will help to
provide more reliability to support the QoS requirements. The details of LC3R

protocol to support the route QoS requirements are as follows:

e For each conmnection. the PCH’s chain works as the main route, while the

SCH’s chain works as the back-up route.
e The resources should be reserved at the PCH as well as at the SCH.

e The received packets at the PCH should be received as well at the SCH

through the downstream node.

e The PCH is the only one that forwards the packets, and the packets at the

SCH are just stored temporarily to be forwarded when it is triggered to be

a PCH.

e Those packets will be dropped based on timeout expiration if there is no

change to the SCH status.

e RSVP refresh messages, if they are used, can do the reservation at the new

SCH.

By doing this, the resources can be reserved locally within the affected cluster,
and no packet losses during the route failure because of the ongoing sent packets

are buffered at the SCH.
3.3.3 Ilustrated Example

In this section, an illustrated example will be provided to explain how the
LC3R protocol works. When the sender has data packet to send to the destination,

the main route can be established through the PCHs chain (Fig. 3.5), while the
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Figure 3.5: Primary Route is established from the sender to the destination.

@ Primary Clusterhead QO Secondary Clusterhead [ Border Mobile Terminal

Figure 3.6: The PCH is leaving its cluster and SCH is being triggered to be a new
PCH.
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Figure 3.7: New Secondary is electing

back-up route can be established through the SCHs chain. Once the PCH moves
away or can no longer be a clusterhead due to its power consumption, the SCH
can be triggered to be the PCH (Fig. 3.6) and a new SCH would be assigned
(Fig. 3.7). Now, the new PCH has the QoS information, which can be used
immediately without re-reservation. Furthermore, because the ongoing sent data
packets are stored at the new PCH, they will be forwarded immediately to their
next hop destinations. By using this scheme, the route can be maintained locally
within the affected cluster, the resources have been reserved locally as well, and
no packets are lost during the route failure. Moreover, since the new PCH was
already assigned and it is just triggered to be involved in the route, the clusterhead
computation and the communication overhead, due to the frequent information
exchange among the participating nodes, will be reduced. Also, no transmissions
are needed over the secondary route because the SCHs can hear the transmissions
over the primary routes and then gather and store, temporarily based on a timeout
timer, the ongoing sent packets that are being forwarded by the downstream nodes.

When the SCH is triggered to be the PCH, the non-expired stored packets will be
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forwarded to avoid packet losses. Therefore, the bandwidth of the network is not

wasted by the redundant transmissions.

3.4 SERC/LC3R Framework Overview

As in all cluster-based protocols, in our framework, some of the MTs, based on
their current battery power level, are elected to be in charge of all the MTs within
their transmission range. or a subset of them. This can be achieved by electing one
to be the primary clusterhead (PCH) and another to be the secondary clusterhead
(SCH). Every MT acknowledges its location and its battery power level (BPL) via
what is called Hello packets, sometimes called beacon packets, for a period of time.

MTs, in our protocol, are classified as follows:

e Primary Clusterhead (PCH): is the leader of the cluster.
e Secondary Clusterhead (SCH): is the future leader of the cluster.
e ZoneMT: is an MT supervised by a PCH.

e FreeMT: is an MT that is neither a CH nor zoneMT, (i.e., it is not associated

with a cluster).

e Border Mobile Terminal (BMT): is an MT that lies between more than one

CH or FreeMT:; it can be a CH or a zoneMT or a FreeMT.

Every MT has a myCH variable which is used to store the /D number of the
PCH in charge of that MT. An MT sets its myCH variable to the ID number of
its PCH; however, if that MT itself is a PCH, then the myCH variable will be
set to 0, otherwise it will be set to -1, indicating that it is a PCH of itself or a
free node. Once the PCH has been elected in such cluster, it will assign its SCH

based on distance-power-level algorithm, which will be described later. If there is
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an eligible ZoneMT that can be a SCH. the PCH will set its wholsMySCH flag to
the ID of this MT. The value of this flag is NULL if this PCH has no eligible SCH.
This flag is used to inform the SCH about its new responsibility and to inform the
ZoneMTs of their future leader. Therefore, based on their PCH wholsMySCH flag.
all the ZoneMTs will set their flags as well. A PCH collects complete information
about all other PCHs and their lists of MTs. and broadcasts this information in its
periodic hello messages. This information can be collected also by the SCH, and it
can be used when the SCH is triggered to be a PCH. When the SCH is triggered
to be a PCH, the ZoneMTs of the former PCH will switch to their new PCH and
set their myCH variable to their wholsMySCH variable. To announce that the
cluster leadership has been transferred successfully and the cluster has only one
PCH, the new PCH will set its iAmYourPCH flag to true. Also, the new PCH
in its turn will assign a new SCH and send an explicit routing failure notification
(ERFN) message to the neighbor PCHs to update their routing tables.

When the ZoneMTs find the iAmYourPCH flag to be true, they will start
sending their packets to their new PCH. ZoneMTs accumulate information about
the network from their neighbors between Hello messages, and they broadcast
their neighbor list to their neighbors in their Hello packets. Each MT announces
its 1D number, location and BPL with its periodic hello message. The method of
electing the PCH from a set of nominees is based on its BPL. Therefore, an MT
sends a merge-request message to another MT, if the latter has a higher BPL and it
should be more than or equal to THRESHOLD;. The receiver of the merge-request
message responds with accept-merge message, and sets its myCH variable to zero.
When an MT receives the accept-merge message, it sets its myCH variable to the
1D number of its PCH. The BPL of each and every MT is categorized under one

of the following four categories (Fig. 3.8):
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Figure 3.8: Four power levels of each MT

e MT BPL > THRESHOLD,: An MT is eligible to be a PCH and willing to
accept other MTs to be under its supervision if these MTs have a lower BPL.
If the MTs with the same BPL, which it is almost impossible, then the one
with more number of neighbors wins. Then, the PCH will assign its SCH if

it has a qualified node and will set its wholsMySCH variable.

e THRESHOLD, > MT BPL > THRESHOLD,: An MT will ignore any merge
request messages that are sent to it by other MTs. If the MT is serving as
a clusterhead, it will remain a clusterhead, but it will add no more nodes

under its supervision.

e THRESHOLDy > MT BPL > THRESHOLDj: If an MT is serving as a PCH
(its myCH=0), and it has a qualified SCH, it will set iAmNoLonger YourCH
flag to true to trigger the SCH to be the new PCH. Then, setting this flag to
true will inform all the MTs that were under the former PCH supervision to
set their myCH variable to its wholsMySCH variable with no need to invoke
the clustering messages. However, if it does not have a qualified SCH and

the wholsMySCH variable is NULL, as in the WEAC protocol, it will set
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its warningThreshold flag to true informing its ZoneMT to look for another
PCH. nevertheless, they can remain with it until its BPL drains down to

THRESHOLD:;.

e MT BPL < THRESHOLD3: An MT will ignore any merge request messages
and will set iAmNoLonger YourCH flag to true to inform all the nodes under
its supervision, if it was serving other nodes, that it can no longer be a
PCH. This flag will trigger the SCH, if there is one, to be a PCH. Then,
as in the last point, setting this flag to true will inform all the MTs that
were under the former PCH supervision to set their myCH variable to its
wholsMySCH variable. However, if there is no SCH and the wholsMySCH
variable is NULL, the regular WEAC protocol will be invoked to build a new

cluster.

In all the above cases, if myCH > 0, no merge request will be sent by MTs.
However, if myCH = -1, then it will send a merge request to an MT whose BPL
is greater than or equal to THRESHOLD;.

3.5 Detailed Description of the SERC/LC3R Framework

This section contains the pseudo code for the algorithms executed by the
MTs running the SERC/LC3R framework. The hello routine, see Algorithm 1,
is called by an MT periodically when it needs to send its hello message. Fach
MT broadcasts its ID, sequence number, myCH variable , neighbors list, BPL and
location (GPS information is used) as part of its hello message. The hello message
contains other useful pieces of information, such as the Border Mobile Terminal
(BMT) flag, wholsMySCH flag, iAmYourPCH flag, warningThreshold flag, and
the iAmNoLonger YourCH flag. If the BMT flag is set to true, then it means that
this node is a gateway, which is the only node eligible to acquire full knowledge of

the network. Other flags will be shown in details in this section.
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Algorithm 1: Hello Routine

1 Send: my ID,

my Sequence Number,

myCH,

my Location X and Y,

my List of Neighbors,

my BPL,

my BMT flag,

my wholsMySCH flag,

my AmYourPCH flag,

my warning Threshold flag,

my iAmNoLongerYourCH flag
2 if myCH > 0 then
3 Delete AllListsEcxeptMyCH sLists;
4 end

3.5.1 Merge Request, Accept and Disjoint Algorithms

After receiving a hello message, an MT sends a merge request message to
the issuer of the hello message, if at least one of the following two conditions is

satisfied:

i. The MT is a FreeMT, with the following constraints:

(a) Its BPL is less than the BPL of the issuer of the hello message.

(b) The BPL of the sender is above THRESHOLD,.

ii. The MT is under the supervision of PCH and its wholsMySCH variable is

NULL, with the following constraints:

(a) The warningthreshold of its PCH is true.
(b) Its BPL is less than the BPL of the hello message issuer.

(c) The BPL of the sender is above THRESHOLD:.
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Algorithm 2: Merge Request Decision Process

1 if wholsMySCH i1s NULL then

2 if ((recieved BPL > Threshold;)

3 369 (recieved BPL > myBPL))

4 6 ((myCH = -1)

5 |((myCH = 0)

6 &€ (my warningThreshold = true))) then
7

8

9

SendMergRequest ToHelloSender;
end
end

Algorithm 2 shows how the decision is made by an MT to determine whether
to send a merge request to the issuer of the hello message, after receiving a hello
message.

Upon receiving a merge request message, an MT starts the merge accept
process (Algorithm 3) if it is not supervised by a PCH and its BPL is above
THRESHOLD;. If these conditions are satisfied, the receiver of the merge request
sets its myCH variable to 0 if it is not yet a PCH, increments its list of MTs by
1, starts a timer for the sender (in order to activate the initiation of a timeout
period), and sends a merge accept message to the sender. Sometimes the BPL of
the receiver of the merge request, upon receiving it, is below THRESHOLD, or it
might go out of the communication range of the sender before it receives the merge
request. From the sender side, it assumes that its merge request was rejected if it
does not receive a feedback within a certain time.

As soon as an MT receives a merge accept message, it executes the steps shown
in Algorithm 4 if and only if it is neither PCH nor an MT served by a PCH. It sets
myCH variable to the ID of the sender of the merge accept message, and starts a
timer for its new clusterhead.

The disjoin message is sent by an MT when its current PCH sets its warn-
ingThreshold flag to true, i.e., the current clusterhead BPL is below THERSH-

OLD,. Algorithm 5 shows the series of actions taken by a PCH after receiving
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Algorithm 3: The Merge Request Receipt Routine
1 if my BPL > Threshold; then

2 if myCH < 0 then

3 myCH = 0;

4 ListOfMyMTs++;

5 StartMTTimer();

6 SendMergeAccept(MergeRequestSender);
7 end

s end

Algorithm 4: The Merge Accept Receipt Routine
1 if (myCH = -1 || (myCH > 0 & my warningThreshold = true)) then
if myCH > 0 then
CancelMyCHTimer();
SendDisjointMessage(myCH);

2
3
4
5 end
6
7
8

myCH = MergeAcceptSenderlD;
StartMyCHTimer();

end

a disjoint message. First, it decrements its list of MTs by one, then cancels the
timer of the sender of the disjoint message. Once the list of MTs becomes empty,

the PCH sets its myCH to -1.

Algorithm 5: The Disjoint Receipt Routine
1 if myCH = 0 then
2 ListOfMyMTs— —;

3 ResetMTTimer(DisjointSenderID);

4 if ListOfMyMTs = 0 then

5

6

7

myCH = -1;
end

All merge-request, merge-accept, and disjoint messages are only invoked in the
beginning to build the cluster or when there is no qualified SCH. Therefore, the
presence of the SCH will reduce the clustering communication overhead in addition

to its advantages in routing and QoS support.
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3.5.2 SCH Selection Algorithm

Once the PCH has been elected in such cluster, the SCH will be assigned by its
PCH. Having been assigned as SCH, a node should be within accepted range from
the PCH and should have the highest BPL of the eligible nodes. The SCH should
be near its PCH to have the same range to its cluster members and border nodes.
The SCH is selected by using the distance-power-level-based algorithm (Algorithm
6) which is taking advantage of GPS. This algorithm uses two parameters; the
node distance D from the PCH and its battery power level PBL. Therefore, each
node, within the distance D from the PCH and its power level is BPL, is assigned
a pair DBPL = (D,BPL). The BPL of the eligible SCH should be equal to or
greater than THRESHOLD,. Let NODE; has DBPL, = (Dy,BPL,) and NODE,
has DBPLy=(Dy,BPLy). Then DBPL, > DBPL,, if D1 < Dy and BPLy & BPL; >
THRESHOLD;. That is, NODE, has priority over other eligible SCHs if it is the
nearest zoneMT to the PCH. This algorithm is running by the PCH and is used
to set its wholsMySCH flag to the ID of the eligible MT to be a SCH. Missing of
the hello message from the assigned SCH, will lead to re-run this algorithm again.
When the targeted MT acknowledges to be SCH, it will prepare itself to be SCH.

In the case of using the power saving by the SCH and switching back and
forth to and from the sleeping mode, the SCH may stay in its power saving mode

until at least one of the two following conditions is satisfied:

e The BPL of the PCH becomes less than THRESHOLD,.

e The distance between the SCH and its PCH becomes greater than half of

the transmission range if the SCH is moving.

61



Algorithm 6: Distance-Power Based Algorithm
1 if (myCH = 0) then

2 for (i = 0 : i < allMyClusterMembers; i++) do
3 if (BPL; > Threshold;) then

4 EligibleSCHList++;

5 Add to The Eligible List;

6 end

7 end

8 D = Tx:

o for (i = 0 ;i< EligibleSCHList; i++) do
10 if (D; < D) then

11 D =Dy

12 wholsMySCH = i;

13 end

14 end

15 Clear The Eligible List;

16 end

3.5.3 The wholsMySCH and the iAmYourPCH Flags

The wholsMySCH flag is used by the PCH to inform the assigned SCH that
it has been elected to be SCH based on the above distance-power-level algorithm
(Algorithm 6). Also, it is used to inform the zoneMTs about its SCH as a future
leader in case of the PCH absence. At receiving a hello message, an MT matches
its ID with the wholsMySCH variable (Algorithm 7). If it is the assigned one, it
will prepare itself to be the SCH. This flag gives an authorization to the SCH to
receive and store any message addressed to its PCH. Therefore, once the assigned
SCH has been acknowledged, it will get the ability to gather any message sending
to its PCH to be stored until the proper time. Also, it will collect the routing
information from its PCH. Each stored packet will be given a timeout timer. When
this timer expired before the SCH triggering, it will be deleted. However, once the
SCH becomes PCH, those packets will be forwarded to the right path instead of
forwarding its original at its former PCH. Based on missing the hello message

from the PCH or finding the iAmNoLonger YourCH flag is true, the SCH becomes
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PCH and then sets its iAm YourPCH flag to true. The new PCH in its turn will
then assign its SCH based on the above distance-power-level algorithm too. When
an MT receives this flag. it will set its myCH variable to the /D of the sender

(Algorithm 8).

Algorithm 7: Using wholsMySCH and iAmYourPCH Flages by SCH

1 if myCH > 0 & myCH = SenderlD then
2 if mylD = wholsMySCH then

3 if iAmNoLongerYourCH = true then
4 CancelMyCHTimer();

5 myCH =0 ;

6 iAmYourPCH = true;

7 StartMyCHTimer();

8 SendERFNToUpdateRouting();
9 end

10 else

1 SetMySelfToBeSCH();

12 StartMyCHTimer();

13 end

14 end

15 end

Algorithm 8: Using iAm YourPCH Flag by MTs

1 if myCH > 0 & iAmYourPCH = true then
2 CancelMyCHTimer();

3 myCH = senderlD;

4 StartMyCHTimer();

5 end

6 else

7 StartMyCHTimer();

8 end

3.5.4 The WarningThreshold Flag

The warning Threshold flag is used by an PCH to notify its SCH and its

ZoneMTs, whether they can look for another PCH or not (Algorithm 9). If it is
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set to false, its list of MTs know that they are not allowed to look for another
PCH for at least one hello period. However, if the flag is set to true, its list of
MTs can stay with their PCH, but they should look for another PCH or elect a
new PCH (Algorithm 10). Notice. as we mentioned earlier, if wholsMySCH > 0,
instead of setting this flag, iAmNoLongerYourCH flag will be set to true to move
the responsibility to the SCH and to trigger it to be the new PCH (Algorithm 11).
Then, all zoneMTs that are within the transmission range of this new PCH will

set their myCH variable to wholsMySCH variable

Algorithm 9: Using warning Threshold & wholsMySCH Flags by PCH
1 if myCH = 0 then

2 if my BPL < Thresholdy, & my BPL > Thresholds; then
3 if wholsMySCH > 0 then

4 ListOfMyMTs = 0;

5 iAmNoLongerYourCH = true;
6 myCH = wolsMySCH :

7 end

8 else

9 warning Threshold = true;

10 end

11 end

12 if my BPL > Threshold; then

13 warning Threshold = false;

14 end

15 end

3.5.5 The IAmNoLongerYourCH Flag

The iAmNoLongerYourCH flag is used by the PCH to tell its SCH and its
ZoneMT, whether it can support them for another hello period or not. Algorithm
11 and Algorithm 13 show how this flag is used by the PCH and the ZoneMT.

If iAmNoLongerYourCH flag is set to false, its ZoneMTs learn that they will
stay with their current PCH for at least one hello period. However, if it is set to

true for any reason, the SCH will be triggered to be the new PCH (Algorithm 12).
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Algorithm 10: Using warningThreshold Flag by MT

1 if myCH > 0 & myCH = snederID then

2 if warningThreshold = true then

3 for AliMyNeighborList do

4 if neighborBPL > (Threshold; € my BPL) then
5 SendMergeRequest({NeighborID);

6 if Merge Accpet Recieved then

7 SendDisjointMessage(myCH):

8
9

CancelMyCHTimer();
myCH = NeighborlD:;
10 StartMyCHTimer()
11 end
12 end
13 else
14 Elect ANEWCH() or StayWithmyCH();
15 RestartMyCHTimer();
16 KeepSearchingForANewCH;
17 end
18 end
19 end
20 end
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The ZoneMTs would have to look for its SCH or to elect a new clusterhead by
exchanging the merge-request and merge-accept messages according to the mecha-
nisms described in the above. Each node maintains a neighborList, which contains
its neighbors, and broadcasts it in its hello message, in order to be used in routing

decisions.

Algorithm 11: Using iAmNoLongerYourCH Flag by PCH
1 if myCH = 0 then

2 if myBPL < Threshold; then

3 ListOfMyMTs = 0;

4 iAmNoLongerYourCH = true;
5 myCH = -1;

6 end

7 else

8 iAmNoLongerYourCH = false;
9 end

10 end

Algorithm 12: Using iAmNoLongerYourCH Flag by SCH

1 if myCH = senderlD & mylD = wholsMySCH then
2 if iAMNoLongerYourCH = true then

3 CancelMyCHTimer();

4 iAmYourPCH = true;

5 myCH = 0;
6
7
8
9

SendERFNToUpdateRouting();
end
else
Start MyCHTimer()
10 end
11 end

3.6 Summary

In the SERC/LC3R framework, we provide new approaches in the reclustering
as well as in the multipath routing protocol. We make modifications to the cluster-

based routing protocol to provide for each cluster two clusterheads (PCH and
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Algorithm 13: Using iAmNoLonger YourCH by ZoneMT

1 if myCH = senderID then

2 if iAmNoLongerYourCH = true then
3 if wholsMySCH > 0 then
4 deleteMyCHTimer ;

5 myCH = wholsMySCH;;
6 end

7 else

8 deleteMyCHTimer ;

9 myCH = -1;

10 end

11 else

12 start MyCHTimer;

13 end

SCH). The SCH works as a backup for the PCH and is the future leader for
the cluster. In the SERC protocol, the cluster member that was supervised by
the PCH and was being heard by the SCH will stay associated to the cluster.
This member will be associated with the SCH immediately when its PCH can no
longer be a clusterhead. Once the SCH is triggered to be a PCH, a new SCH is
assigned by the new PCH. The smooth clusterhead transfer, when needed, from the
PCH to the SCH will give the cluster more lifetime and will save the re-clustering
communication overhead.

Moreover, the smooth transfer of the cluster leadership from the PCH to the
SCH will localize the effect of the PCH failure. In the LC3R, since the SCH
might fall into the transmission range of the upstream and downstream nodes of
the routes that are going through its PCH, it can provide a new approach to the
multipath routing protocol with no waste of bandwidth. The SCH could gather
the reservation signaling messages and the data packets that were sent to its PCH.
Simply, the main route can be established through the primary clusterheads, while

the pack-up route can be established through the secondary clusterheads. In this
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chapter we describe the SERC and the LC3R protocols and how they can provide

solutions in clustering, routing and QoS areas in the MANETSs.
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Chapter 4

THE FRAMEWORK MODELLING

4.1 Introduction

In Chapter 3, we have provided the description of the SERC/LC3R Framework
in details. We have seen that the basic idea of this framework is the existence and
the clusterhead transfer from the PCH to the SCH. In this chapter. we will provide
a simple network model that can help to define the conditions to select the SCH,
and to analysis the clustering communication overhead and the cluster residence
time to validate the framework features. Also, in this chapter, we will provide a
model that can represent the PCH to the SCH transition. This model will help
understand how the framework is working in the cluster level and how/when it can

provide a better communication performance.

4.2 Network Model

We represent a mobile ad hoc network as a dynamic undirected graph. It can
be modelled as a graph G=(V,E), where V is the set of N nodes in the network
and E= {(u,v):u,v € V} is the edge set of G.

Assume there is a cluster Gpcopy such that node PCH is the present primary
clusterhead of this cluster, and nodes in the set X= {z1,z9, ....2m | z; € V(G),1 <
i< m} are the set of node members of the cluster. Now we have (z;,PCH) € E(G),

based on the definition of cluster. Let D;(z;, PCH) be the line of sight distance



between the pair (z;, PCH) and R be the maximum transmission range of each
node. Then, D;(z;,PCH) < R.
The conditions that are used by PCH to select a secondary clusterhead, de-

noted by SCH, among nodes in X are as follows:

e Dscn(SCH PCH) = min { Di(x;, PCH), Vzie X}, and

e SCH meets the energy requirement of being selected as a clusterhead. That

means the battery power level of SCH should be greater than THRESHOLD;.

Therefore, having been assigned as a SCH, a node should be the nearest
member node to the PCH and should meet the energy requirement of being selected
as a clusterhead. The SCH should be close to its PCH to have the same range to
its cluster members and border nodes. The SCH is selected by using the distance-
power-level-based algorithm which takes advantage of GPS. This algorithm uses
two parameters: the node distance D from the PCH and its battery power level
PBL. Therefore, each node, within the distance D from the PCH and its power
level is BPL, is assigned a pair DBPL = (D,BPL). The BPL of the eligible SCH
should be equal to or greater than the THRESHOLD,. Let z; has DBPL, =
(Dy,BPL,) and x5 has DBPLy=(D4,BPLy). Then DBPL; > DBPLy, if D1 < Dy
and BPL, & BPL, > THRESHOLD,. That is, z, has a priority over the other of
the eligible SCHs if it is the nearest zoneMT to the PCH. This algorithm is run by
the PCH and is used to set its wholsMySCH flag to the ID of the eligible M'T to
be a SCH. Missing of the Hello message from the assigned SCH will lead to re-run
this algorithm again. When the targeted MT acknowledges to be an SCH, it will

prepare itself to be an SCH.
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4.2.1 Clustering Overhead Analysis

Our goal in this section is to develop an analytical model that can be used
as a tool in the provisioning and evaluation of clustering overhead in the WEAC
and the SERC clustering algorithms. Mainly, we consider the clustering overhead
(CO)that occurred in the setup phase to build the cluster and in the maintenance
phase to maintain the cluster. Also, we consider the re-clustering overhead (RCO)
that occurred when the PCH can no longer be a clusterhead. We assume that
the cluster is only affected by two main reasons: mobility and PCH battery power
consumption. In general, the clustering overhead CO is caused by the cluster
setup and the cluster maintenance messages. The setup messages are the first
exchange messages to build the cluster by sending merge request message and
receiving merge accept message. The maintenance messages, which we consider as
re-clustering overhead RCO, are used to maintain the cluster.

By using the WEAC protocol to maintain the cluster, the cluster member, due
to its mobility or its CH mobility, should start negotiation by sending merge request
message and receiving merge accept message to join or build a new cluster. Besides
those messages, when the CH can no longer be a clusterhead due to its battery
power reaching a certain threshold, the member needs to send disjoint message to
its CH before starting another setup phase for a new cluster. Therefore, in WEAC,
to maintain a cluster Gpcy with m members, the re-clustering overhead can be

calculated by

2m  due to mobility only

WEAC RCO = { m  due to battery failure only (4.2-1)

Now, to find out the total clustering overhead CO. we first assume the prob-
ability that the CH will leave its cluster due to its power reaching THRESHOLD,
is P,. Second, during the cluster lifetime, in presence of mobility, we assume that

some of the cluster members or the clusterhead itself will leave or move out the
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cluster. Therefore, we assume the probability of changes in the cluster due to
mobility is P,,. If the CH moves out the cluster, F,, will be equal to one. This is
because all the members will start clustering negotiation. Then the total C'O due

to setup and maintenance messages will be
WEAC CO =2m + mP, +2mP,, where 0< Py, P, <1

If there is no mobility, P, will be equal to zero, and its value will increase with
the increase of the mobility rate which can be measured by the mobility speed.
On the other hand, when there is no mobility, reaching the BPL of the PCH to
THRESHOLD, is the only reason behind the cluster failure. Then F, is equal to
1 when P, is equal to 0. Therefore, if the cluster does not collapse by the CH or
the members movements, it will collapse by the CH battery power failure. Then

the P, is the complement of P, and P, =1 - Fy.
WEAC CO = 2m +m(1 — Py,) +2mP,
=m(3+ P,) where 0< P, <1 (4.2-2)

The total WEAC CO that is generated in the network during the whole net-
work run time is equal to the above quantity in (4.2-2) multiplied by the total

number of generated clusters during the lifetime of the network, Ny.. Therefore

the Total WEAC CO is
Total WEAC CO = Ny.(m(3+ Pp)) (4.2-3)

Where m is the average node density per cluster. The WEAC CO per node
will be

Noe
WEAC CO = ]5 m(3+ Pp) (4.2-4)
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Where N is the total number of nodes in the network. As a main WEAC
protocol characteristic [SHE03], each node will take its turn to be a clusterhead at
least once. However, in the presence of mobility the node might be elected more

than once to be a clusterhead. Therefore Ny, > N, and then the N]f,“ is equal to or

greater than one.

In SERC, the Hello message has an ability to reform the cluster in the presence
of the SCH which saves most of the clustering exchange messages. Suppose that
the assigned SCH can be heard by the members denoted by the set Z= {z1,2o,
-..zn | 2 € X),1 < i< n}. Therefore, the re-clustering overhead (RCO) due to

mobility is given by

2m if mn=0, no qualified SCH
SERC RCO,, =< 2(m—n) if 1<n<m (4.2-5)
0 if n=m

On the other hand, when the cluster failure occurs due to its PCH battery

failure and a disjoint message has taken place, the RCO is given by

m if n=0, no qualified SCH
SERC RCO,=q¢ m—n if 1<n<m, (4.2-6)
0 if n=m

We assume that P, is the average of the probability that the SCH can cover
the members that are covered by its PCH, then n = m - P, and the (4.2-5) and

(4.2-6) will be
SERC RCO,, = 2(m —mP;)
—2m(1—P,)  where 0< P, <1 (4.2-7)
SERC RCO, = m — mP;

=m(l — P) where 0 < P, <1 (4.2-8)
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As shown above, the SERC protocol can save all the RCO to reform the cluster
if its members can be reached and heard by its SCH.

When the SCH is triggered to be a PCH. the cluster will be entered a new
setup phase. However, the cluster members that were reached by the SCH will
not exchange the regular setup messages. Therefore, the average cluster setup
messages will be reduced too by the factor (1 - Ps). Now the average clustering

overhead CO per node of the SERC protocol can be given by

_ ]\]’ngm(;a +P)(1— P, (4.2:9)

In this equation, the CO of the SERC protocol increases as the members that
can be reached by the SCH decrease. In the worst case, when there is no qualified

SCH, the CO of the SERC protocol is equal to the CO of the WEAC protocol.
4.2.2 Cluster Residence Time Analysis

Cluster Residence Time is defined as the time a node remains associated with
a given cluster. This is measured as the duration from the execution time of the
merge-accept message until the execution time of the disjoint message for such a
node. This metric will be used to assess the stability of the cluster topology. In
this section we will explain how this time can be estimated.

Suppose that 7 is the average clusterhead duration time. The average cluster
residence time for each member node is at most equal to 7, not only in the WEAC
protocol, but also in all the other clustering algorithms. However, the SERC
protocol can provide more cluster stability by extending, in some cases, the cluster
residence time of each member. In its first round of creating a cluster, if there is
no mobility, the cluster residence time for each member node is 7. In the second

round, when the SCH clusterhead is used, the cluster residence time of the nodes
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(n) that are supervised by the SCH will be 27 while the cluster residence time of
the rest nodes (m-n) is equal to 7. Then, the average cluster residence time (CRT)

for each member node is given by

(m—n)T + 2n7

CRT =
m
crT = """, (4.2-10)
m
Therefore,
T if n=20,
CRT = ﬂ;ﬂT if 1<n<m, (4.2-11)

2T if n=m

Since n = m -Pg, then

T if Ps=0.
CRT =< =mbr if 0< P <1,
2T if Ps=1
T if Ps=0,
CRT={ (1+P,)7 if 0<P. <1, (4.2-12)
2T if Ps=1

As stated in the above equations, the CRT might be doubled for the cluster
members that can be heard by its SCH. This is in the second round of cluster
leadership transfer from the PCH to its SCH. In the third and the subsequent

rounds, the average CRT is expected to increase.

Theorem 4.2.1 In a cluster with m members, if the initial PCH has a distance to
each member at most equal to % and there is no mobility, then the cluster residence

time for each member node is equal to mr.

Proof: Since all the cluster members are within % to its first PCH, the distance
from edge to edge of the cluster is equal to R as shown in Fig. 4.1. Therefore, all

the cluster members are within transmission range of each other and once anyone of

5



@PrcH QO SCH (Q M

Figure 4.1: Proof of Theorem 4.2.1

them becomes a clusterhead. it will be heard by all the other m members. As shown
in Fig. 4.1, the SCH transmission range can cover all the cluster members. Hence,
the cluster residence time for each member will last for m rounds and extended
to be mr. This is completely right in the absence of mobility. However, in the
presence of mobility, some cluster members may move away from their clusterhead
during its round. Therefore, the average cluster residence time will be affected and

will be less than mr.
4.2.3 Protocol Properties

This section contains a description of the main properties of this protocol.

The proof of each of these properties is also provided.

Lemma 4.2.1 If (z, SCH) € E(G), ¥V z € X, to reform the cluster in case of the
PCH failure, the RCO is equal to zero.

Proof: When there is a link between the SCH and each member of its PCH, its
Hello message would be heard by each member. Therefore, based on the 1Am Your-
PCH flag, the cluster will be reformed. its SCH will be the PCH and its members

will be the former PCH’s members. Each member will set its myCH flag to the
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value of wholsMySCH value. Hence. no need for negotiation messages to be gen-
erated by each node to reform the cluster or to join another cluster. Theretore,

the re-clustering overhead in this case will be equal to zero.

Lemma 4.2.2 If (z, SCH) € E(G),V z € X and there is no mobility, the cluster

residence time for all the cluster member will be doubled.

Proof: When the leadership of the cluster has been transferred successfully from
the PCH to the SCH, the cluster member that was supervised by the PCH and was
being heard by the SCH will stay associated with the cluster. Hence, its cluster
residence time will be extended. This time might be doubled if there is no mobility

and the power consumption is the only reason behind the cluster collapse.

Lemma 4.2.3 If (z, SCH) € E(G), ¥V z € X, to update the routing table in case
of a PCH failure, instead of full dump update. an incremental update is used and

its number of entry is equal to one.

Proof: From Lemma 4.2.1 the cluster will be reformed completely and there is no
change in its members list. The only change is that the SCH will become a PCH.
Therefore, this change is the only update to be entered in the incremental update

packet.

Lemma 4.2.4 If (z, SCH) € B(G), ¥ x € X, all the routes that are going through
the PCH will be recovered by the SCH with no need to invoke the route recovery

PTOCESS.

Proof: The routes that are going through the PCH are coming from Border Mobile
Terminals (BMTs) which are regular member nodes. Once those terminals are
covered by the SCH and they are within its transmission range, the routes that
are coming from them will be rerouted by the SCH. Therefore, no need to invoke

the regular route recovery process of the applied routing protocol.
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Lemma 4.2.5 The cluster reformation time in case of a successful transfer from

the PCH to the SCH will be within one Hello period.

Proof: Since the hello message is the only message that is used by the SCH to
reform the cluster, then any node within the transmission range of the SCH will
hear it and set its myCH variable to the wholsMySCH value immediately. This
indicates that the SERC protocol has a very low convergence time. Therefore,

each and every node will know its PCH within one Hello period.
4.2.4 Simulation Results

A simulation model is developed by using discrete event computer simulation
to evaluate the clustering overhead of WEAC and our proposed protocols. This
simulator is written using the Java programming language. We assume that every
mobile node is aware of its location which can be obtained from GPS or some other
location service systems. We also assume that all mobile nodes have the same
transmission range. The simulated environment is 1000x1000 unit rectangular flat
area. Initially, each mobile node is assigned a unique node ID, a random x-y
position, a random mobility speed, and a random power level greater than 90%
of its maximum battery power. The mobility model, the traffic model, and the
power consumption model that are used in this simulation are described in details
in Chapter 5. The node moves based on the random mobility model with random
speed uniformly distributed between 10 and 20 units/second. The Hello messages
are broadcasted every 1 second. Each simulation scenario is run for enough time
to reach and collect the desired data at the steady state. Several runs of each
simulation scenario are conducted (each run representing a set of random initial
parameters) to obtain statistically confident averages.

These experiments are developed to evaluate the clustering overhead of the

SERC and the WEAC protocols, and to provide simulation and analytical results of
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Figure 4.2: Average Clustering Overhead vs. Average Node Density in the Cluster

both of them in different mobility scenarios. The analytical results are obtained by
incorporating (4.2-4) and (4.2-9) in the simulator, while the simulation results are
taken directly without using them. In these experiments, the number of nodes in
the network is set to 50 nodes. We set different node densities by fixing the topology
size and varying the transmission range with the same constant number of nodes.
The simulation experiments are conducted for different wireless transmission range
varying from 150 to 350 units to have different node densities.

Before providing simulation results, we need to provide the following observa-

tions:

e The average node density m in a cluster is controlled by the transmission

range. The longer the transmission range is the higher node density.

e P, is affected by the transmission range for the same reason above. Therefore,

by setting the transmission range, we will get different values for m and F.

e P, is controlled by the average mobility speed of nodes. Also, it is affected

by the node density. This is because the less the transmission range is the
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more quickly the nodes would go out of their PCH covering area. When

there is no mobility, P, is equal to zero.

e N, is increased by the increase of the mobility speed and the decrease of
the node transmission range. This is because the increase of the mobility
speed and the decrease of the node transmission range would increase the
probability that the cluster may collapse while its clusterhead still has enough
battery power. Therefore, the clusterhead might be re-elected again. When
there is no mobility, N,. is expected to be equal to the number of nodes N

and then NTQ is expected to be equal to one.

In Fig. 4.2, in the WEAC protocol, the average number of cluster formation
and maintenance messages generated by each node is proportionally increased with
the increase of the node density of the cluster. This is obviously right because
increasing the node density of the cluster will increase the power consumption of
its PCH and then decrease the PCH duration time, as mentioned above. Therefore.
the node will join more clusters during its lifetime, and then it needs to exchange
more messages to do so. On the other hand, since the SERC protocol is mainly
dependent on the Hello messages to reform the cluster, the average number of
cluster formation and maintenance messages generated by each node is reduced.
The improvement in saving this clustering overhead increases with increasing the
nodes density. This is because the higher nodes density increases the probability
that the candidate SCH is more close to its PCH location and then its transmission
range can cover most of the cluster member nodes. Therefore, with higher density,
it is very rare for the cluster member to invoke the re-clustering mechanism that
is used by the WEAC protocol to build or join a new cluster. In the presence of
mobility, it is obvious that the node might move out of its PCH transmission range.

and then it will need to negotiate joining or building a new cluster. Therefore, the
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Figure 4.3: Average Clustering Overhead vs. Average Node Density in the Cluster
with No Mobility

clustering overhead in the presence of mobility is more than the overhead if there is
no mobility. However, the SERC clustering algorithm still outperforms the WEAC
protocol.

Figs. 4.3 and 4.4 provide a comparison between the simulation and the ana-
lytical results with and without mobility for both protocols: SERC and WEAC.
These results show how our analytical model is accurate and how the clustering
overhead with different node densities can be estimated. Fig. 4.5 shows the effect
of the value of P, on the clustering overhead. To show the P, effect only, we use
different fixed values for the cluster node density, m, and we assume there is no
mobility, which means P, is set to zero. Also, Fig. 4.5 shows that with increasing
P, the clustering overhead is proportionally decreased. This result is obtained by

using (4.2-4) and (4.2-9).

4.3 PCH to SCH Transition Modelling
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4.3.1 Markov Chain Model

Several of the most powerful analytic techniques for evaluating computer sys-
tem performance (and many other systems) are based on the theory of Markov
chains [GRI94, ISA95]. A Markov chain is a special case of a Markov process,
which itself is a special case of a random or stochastic process. The Markov analy-
sis is a method of analyzing repairable systems with constant failure and repair
rates. Systems are described by state transition diagrams and may be used to
model systems that exhibit strong dependencies. Markov states represent all pos-
sible "conditions" that the system can exist in. The system can only ever be in
one state at a time. A single state must be set up as the initial starting state.
Transition rates represent the rate at which the Markov diagram moves from one
state to another. For example, the transition rate from a working state to a failed
state is represented by the failure rate whereas the transition from a failed state
to a working state is represented by the repair rate.

The Markov model is analyzed in order to determine such measures as the
probability of being in a given state at a given point in time, the amount of time
a system is expected to spend in a given state, as well as the expected number
of transitions between states, for instance representing the number of failures and
repairs.

Graphically, a Markov model is usually represented in the form of nodes and
arrows, where the nodes represent the states that the system can be in, and the
arrows represent the transitions between the states. The numerical parameters of
the model, \;;, where i and j are used to denote the source and destination of the
transitions, is referred to the transition rate, or transition speed, going from state

i to state 7.
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4.3.2 Analysis of Markov Models

A Markov chain is a discrete-state random process in which the evolution
of the state of the process beginning at a time t (continuous-time chain) or n
(discrete-time chain) depends only on the current state X; or X, , and not how
the chain has reached its current state or how long it has been in that state. To
be more precise, let’s begin with a random sequence {X;t=0,1,2, ...}, if for

every time t and all possible states of the X,
P[Xt+1 = ]‘XO = a,,Xl = b, ..../Xt = Z] = P[Xt+1 = ]IXt = Z] (43—13)

This is referred to as the Markov property. This Markovian property means
that the probability of any future state given the entire past and present states,
is independent of the past events and depends only on the present state of the
process. The conditional probabilities P [X¢11 =] — X = i] are called transition
probabilities and are denoted by Aij(t).

We can write a simple recursion equation for the state probabilities of a
Markov chain. Suppose the probability that X, takes on state j is P;(t+1).
Now at time ¢ the system may be in any state ¢ with probability P(t),i=1, 2,
..., N. For each state i, there is a transition probability A;;(¢) that the system will

make the transition from this state to state j. Hence
N
Pyt 1) = 3 Bi(t) - ht) (4.3-14)
i=1
or in matrix and vector representation
P(t+1)=P(t) A(t) (4.3-15)

where P(t) is an N-dimensional row vector with elements P;(t), 5 =1, 2,
..., N,and A is an N z N matrix with elements Ai;(t) and is called Markov chain

probability matrix at time . if all \i;(t) are independent of ¢, we have

Pt+1)=P(#)-A (4.3-16)
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From this equation, we have

P(t) = P(0) - A(0)A(1)A(2)...At — 1) (4.3-17)
if the process is nonstationary, and

P(t) = P(0) - A (4.3-18)

if the process is stationary. The later equation shows that the state probabil-
ities of a Markovain chain are completely determined for all ¢ > 0, if we know the
transition probability matrix A and the initial state probability vector P(0).

Tt is clear from the definition of conditional probabilities that the elements of

the transition matrix A must satisfy the following properties,

Aij >0 for all 1,7 and t=20,1,2. (4.3-19)
and

N

ZAU =1 for all i and t=0,1,2. (4.3-20)

j=1

Matrices satisfying those two conditions are called stochastic. Any stochastic

matrix may serve as a transition probability matrix.
4.3.3 Problem Formulation

In the SERC protocol, the main idea is the existence and the smooth clus-
terhead transfer between the PCH and the SCH. It is designed to let these nodes
communicate to each other by using the Hello message to take the decisions to do
the transfer in the right place at the right time. These decisions take place based
on the mobility and the battery power levels of these nodes, and they are executed
by setting certain flags in their Hello messages. However, these Hello messages

might be corrupted due to collisions as example, or they might not be executed
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Transfer

Figure 4.6: A transition diagram shows the three states and the probabilities of
going from one state to another

in the right time. Therefore, these assumptions result in a simple model behavior
for a cluster, such that we can apply a three state Markov chain describing the
possible states for that cluster.

In this section, we formulate the problem and then derive the approximate
mathematical model that can represent the SERC protocol. This model is based
on Markov chain illustrated in Figure 4.6. The significance of the states of this

Markov chain is the following:

e Normal State: This is the initial state when the cluster has elected its PCH

and assigned its SCH.

e Transfer State: The state when the cluster leadership has been successfully
transferred from the PCH to the SCH based on an agreement stated in the

Hello messages such as iAmNoLonger YourCH and iAmYourPCH flags.

e Fail state: The state when the protocol fails to do the right clusterhead

transfer from the PCH to the SCH. This state might exist in two possible
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ways. The first way. from the normal state, if the Hello messages that are
sent by the PCH get corrupted. Therefore, the SCH misses its PCH Hello
message and triggers itsell to be the PCH in presence of its PCH. That
means the cluster might be partitioned into two clusters or the clusterhead
transfers to the SCH while the PCH still has the ability to complete its
job. The second way, from the transfer state, when the decision has taken
to do the transfer but the SCH becomes not suitable to be a clusterhead.
Therefore, the transfer comes in bad time and the SCH selection has not be

updated.

Let the steady state probability of being in states Normal, Transfer, and Fail
states represented by my, 7mp, and 7, respectively. We suppose that the Normal
state is considered as an initial state (¢ = 0), so the initial matrix is stated as 1
0 0]. The analysis of a Markov model generally involves in the computation of
the steady state probability that the system will be in a given state as a function
of time. For instance, assuming that at ¢ = 0 the system is in Normal state,
computations are performed to determine the probabilities that the system will be
in Normal, Transfer and Fail states at any given time ¢. At each point in time,
the sum of probabilities of the states must add up to 1: if the probability that
the system is in one state decreases by a certain amount z, that same amount x
must be distributed over the other states in the system. Therefore, Fig. 4.6 can be
represented in a mathematical way, and based on equation 4.3-18, by the following
equation:

Pyny Pyt Pyr
7y 70 7p]l=[1 0 0] Prn  Prr Prp |(4.3-21)
Ppy  Ppr  Prpr
The steady state probability of each state can be calculated based on the

transition probabilities by using the Markov chain model stated above. However,
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before calculating the transition probabilities between the above states, we will

discuss some factors that might have some impact on those states.
4.3.3.1 Impact of Beacon Interval Length

The length of beacon intervals or arrival Hello messaging rate (An) has an
impact on the hosts sensitivity to environmental changes and power consumptions.
Increasing this rate will increase the topology update speed which reduces the time
spent in the Transfer state and then the reclustering will be converged very fast.
However, this will lead to more power consumption. Although a larger interval will
only contribute to a little more saving in power consumption [TSE03], tradeoff
between the sensitivity to the environmental changes and the saving of power

consumptions can be obtained by increasing the Ap of the node only when it is

either PCH or SCH.
4.3.3.2 Impact of Mobility

In general when the mobility rate, which is based on the mobile terminals
average speed, is high. the probability that the mobile node moves out of its cluster
within a period is increased. Therefore, the mobility rate has a major impact on
the leaving of the PCH away from its cluster and on the moving of the SCH out
of its PCH transmission range. The leaving of the PCH from its cluster leads
to transfer the cluster leadership to the SCH which takes, in the Markov model
above, the cluster from the Normal state to the Transfer state. While the moving
of the SCH out of its PCH leads to assigning a new SCH. If the SCH election is
not updated and the cluster is in the Transfer state, the cluster leadership transfer
will fail and then the Fail state takes a place. Thus, the transition probabilities
Pyr, Pry and Prp are affected by the mobility rate.

The probability that the PCH leaves its cluster can be calculated under the

following assumptions:
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@ rcH SCH

Figure 4.7: Calculation of the probability that the PCH moves into the shaded
area, within a time interval {

e For a short period of length ¢, each node moves independently toward a ran-
dom direction in [0,27] with a constant speed v that is uniformly distributed

in [0,Umaz]-
e The maximum transmission range of a node is d.
e All nodes are randomly distributed within an area So.

As shown in Figure 4.7, suppose the SCH is located in position A with its
member PCH in position B. The maximum range of the SCH is AC=d, and the
distance between the PCH and the SCH is z (< d). Let BC=r=uvpq,.t. The
probability that the PCH leaves the cluster out of the maximum transmission
range of the SCH within ¢ is the probability that the PCH moves into the shaded

area in Figure 4.7 in time ¢ and it is denoted by Pr. We consider three cases [LI03]:

e Case L 0< r< d

d
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—r SO 71'7'2

d
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where

Sy =(m— CYQ)TQ — (aqd* — dxsin ay ),

22+ d? —r?
2xd '

oy = LOAB = arccos

2 2 _ P
ay = LCBA = arccos L
2xr

o Casell: d <r < 2d

P, — /“d 2mx m(r? — dz)dx N 4 orx S
0

—d
S() wr2 r—d S() 772 *
4 onr 7(r? — d?) ¢ 225,
= d d
/0 So 2 T /T_d Sor? *
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e case III: r > 2d.

d 2 _ 2
2mx w(r? — d?%)
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Py is used to determine the transition probability Pyr.
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4.3.3.3 Impact of the Traffic Load

No doubt, a higher traffic load incurs higher power consumption. which is
reasonable since hosts have less chance to sleep. A higher traffic load makes multi-
ple packets may be transmitted in one beacon interval, which increases the power
consumption rate. The increase of power consumption due to increase of traffic
load will lead to the increase in the probability that the BPL of the PCH will be
less than THRESHOLD,, and then the probability of transferring from the PCH
to the SCH. Therefore, the major impact that the power consumption rate. Pp,
has is on the transition probability Pyt because it represents the transition from
the PCH to its SCH. On the other hand, if the SCH selection is not updated, its
power might be dropped to be less than THRESHOLD, and then it cannot be
suitable to be a clusterhead. Therefore, it also has an impact on the transition

probabilities Prp as well as Pry.
4.3.3.4 Impact of the SCH Selection Update

When the SCH has been elected and assigned by its PCH, the PCH should
regularly monitor its SCH to check its suitability or its qualification to be a clus-
terhead in the near future. Therefore, the SCH selection should be updated. This
update can happen on each Hello message interval. However, since the SCH has
to conduct many functions and is involved in buffering the sent messages to its
PCH, the update interval needs to be larger than the Hello message interval. In
this section, we determine the maximum SCH selection update interval that can
give the PCH an ability to overcome the changes that happened in the cluster
and at the same time can give the SCH an ability to store the recent packets to
its PCH. The failure of the clusterhead transfer, when it is needed by the cluster,
happens when the probability of the update of the SCH selection is less than the
probability of the SCH changes.
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Figure 4.8: Calculation of the probability that the SCH moves into the shaded
area, within a time interval ¢

To calculate the update interval, we need first to calculate the probability of
the SCH changes. The probability that the SCH can no longer be qualified to be

the future clusterhead can be calculated under the following assumptions:
e The probability that the BPL of the SCH may drop down THRESHOLD; is
Pp_scH-

e For a short period of length #, each node moves independently toward a ran-
dom direction in [0,27] with a constant speed v that is uniformly distributed

in [0,Vmaz)-
e The maximum transmission range of a node is d.

e All nodes are randomly distributed within an area Sy and the average cluster

members is m.

As shown in Figure 4.8, suppose the PCH is located in position A with its
member SCH in position B. The maximum range of the PCH is AC=d, and the
distance between the PCH and the SCH is z (< d). Let BC=r=v4,.t. The

probability that the SCH moves out of the maximum transmission range of the
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PCH within ¢ is the probability that the SCH moves into the shaded area in Figure

4.8 in time t and it is denoted by Pp;. We consider three cases:

e Case: 0 < r< d

where
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The probability that the SCH does not move out of its PCH transmission
range is (1 - Py;) and the probability that the BPL of the SCH does not drop
below the THRESHOLD, is (1 - Pp_scu). Thus, the probability of the SCH

changes in a cluster with m members is
Pchange =1- (1 - PJW)m(l - PP—SCH)m (43'22>

The probability of the SCH changes has a major impact on the transition
probabilities Pry and Prp. This is because the SCH changes can give information
whether the SCH is still qualified. as it is selected, to be a clusterhead in the
near future or its qualification has been changed and it becomes not suitable to
be a clusterhead. Therefore, the transition probabilities Pry and Prp depend on
the probability that the SCH selection is updated, Pypdare- Hence, by estimating
P hange, We can estimate the maximum update interval of the SCH selection.

Given a predetermined update probability Pypgate, We can determine the SCH
selection update interval ¢ such that Peponge < Pupdate-

To demonstrate how the period of SCH selection is affected by the maximum
speed Umar and the update probability Pupdare, we consider a scenario in which
50 nodes are randomly distributed inside 1000x1000 unit rectangular flat area.
Assuming that the average of cluster members is 5 and the traffic load is CBR
with a rate of one packet per second per node. The maximum transmission range
is d,ar = 250 unit. Figure 4.9 shows the curve of the SCH selection update period
versus the maximum speed with respect to different values of Pypgqse. For example,
to ensure the probability of cluster changes is below 0.2, the SCH selection update
period decreases from 50 sec to 5 sec when the maximum nodal speed increases

from 2 unit/sec to 20 unit/sec.
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Figure 4.9: The SCH Update Interval vs. the Maximum Speed with Respect to
Different Values of Pypqate
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4.3.3.5 Impact of the Wireless Channel Characteristics

It is well known that the wireless network is not able to achieve the fixed net-
work performance because wireless communications experience higher error rates
than wired communications. The wireless channel is considered as a lossy and
unreliable link because its quality is changing with time. It is easily affected by
attenuation, interference, and multipath fading. Moreover, MANET! in particular,
might be affected by the hidden terminal phenomenon. It is challenging for wireless
network protocol developers to consider the large number of factors that affect the
error performance of wireless channels. Since this is out of the scope of this work,
the reader is referred to [KON03, BAI03] to know more about the wireless channel
error models. In the above Markov Model, the cluster enters the Fail state when

it initiates an unsuccessful clusterhead transfer due to wireless channel errors.
4.3.4 Model Analysis

Now, we proceed to calculate the transition probabilities of the Markov chain.
Pyt depends on the probability of changes, in the PCH due to mobility (leaving its
cluster) or power consumption (its BPL becomes less than THRESHOLD,). This
probability in its turn depends on the probability that the PCH leaves its cluster
(moves out of its SCH transmission range), P, and depends on the probability that
the BPL of the PCH drops below THRESHOLD,, Pp_pcy. Then, the probability
that the PCH does not move out of its SCH transmission range is (1 - P7) and
the probability that the BPL of the PCH does not drop below THRESHOLD; is
(1- Pp_pcr). Thus the probability of the clusterhead changes and the transition

probability from the Normal State to the Transtfer is
Pyr=1—(1-P.)(1 — Pp_pcH) (4.3-23)

The transition probabilities Pry and Prp, as stated earlier, depend on the

probability that the SCH selection is updated, Pypgare. Therefore, if the probability
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of the changes in the SCH behavior, Perange is less than Pypgee. the SCH selection

is updated and the transfer will be done successfully. Then

= 1 if PCh‘mge S Pupdate:
Py = { 0 o Fehange > Pipdate (4.3—24)
and
_ 0 Zf Pch.ange S Pupdate7
PTF a { 1 Zf Pchange > Pupda,te (43~25)

The transition from the Normal state to the Fuail state, Pyp, depends on the
wireless channel characteristics and the network MAC protocol. We assume that
the IEEE 802.11 standard is used. The node enters the Fail state when it initiates
an unsuccessful clusterhead transfer due to collision, fading, interference, or hidden
terminal phenomenon. This is then represented by the wireless channel probability

of error, Pepror-

PNF - Pe'r'ror (43-26)

The transition probability from the Fail state to the Normal state, Pry, is
one as we assume that the cluster will be partitioned or recovered and then it will
return to the Normal state. Finally, from Figure 4.6 we can obtain the probability
that the cluster remains in the Normal state, Pyy. Since the probability that the
PCH does not move out of its cluster or its SCH transmission range is (1 - Pr),
the probability that the BPL of the PCH does not drop below the THRESHOLD;
is (1 - Pp_pcn), and the probability that there is no error in the wireless channel

is (1 - Perror), then Pyy is given by

Pyy = (1= Pp)(1 — Pp_pcr)(1 = Perror) (4.3-27)
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Now we can calculate the steady state probabilities of the Normal, Transfer,
Fail states which are denoted as mn. 77 and 7p, respectively. From Figure 4.6, we

have

anPyy + 7 Pry + 7p = iy (4.3-28)

if Pch,a,nge S Pupdatea then

’/TNPNN-F’]TT-FWF:TTN. (43—29)

From the Markov properties

7y + e+ aE =1, (4.3-30)
then
! (4.3-31)
7'(' =  —————— PLY g
N 9 _ PNN7
and
Prr
=Pyt = ———. 4.3-32
T = TNLNT 2 Pux ( )
On the other hand, if Pepange > Pupdate, then
anPyy +7TF = TN, (4.3—33)
and
nnPnF+ T = Tp. (4.3—34)
From the Markov properties
T = 1 — N — Tp, (43—35)
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from (4.3-34) and (4.3-35)
2np = 1+ anPyr — 7N; (4.3-36)

from (4.3-33) and (4.3-36)

1
7TN—3—2PNN—PNF

(4.3-37)

and

P
mr =Pyt = 555 ]]VVT T (4.3-38)
— 2NN — I'n

Hence, the stationary probabilities for the Normal state and the Transfer

state can be rewritten as

1 .
Ty = { QT]TNl Zf Pchange < Pupdate (43_39)
3-2PvN—Pnp if  Pehange > Pupdate
and
P -
Ty = 2_}@;19] Zf Pchange < Pupdate (43_40)
5_2% Zf Pchange > Pupdate
~2PNN—FPNF

The stationary probability for the Fail state can simply be obtained by using

the normalizing probability condition, so

7TF:1—7TN—7TT (43-41)

Based on the above discussions, to have a successful clusterhead transfer, an
updated SCH is needed. The maximum update SCH selection interval is shown in
Section 4.3.3.4. Once the SCH is still qualified, the clusterhead transfer becomes
smooth. Also, since the successful transfer is done in one Hello message and the
SCH is known by its cluster members, the cluster is still considered stable. On

the contrary, when there is no qualified SCH, like the other clustering protocols,
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the cluster takes longer time to be reformed. Therefore. the time spent in the
re-clustering in the presence of the SCH is less than that when there is no SCH.

The time spent in the Transfer and the Fail states, Tr and T'r, depends on
the length of the beacon interval 7 or arrival Hello messaging rate (A). Ay has an
impact on the hosts sensitivity to environmental changes and power consumptions.
Increasing this rate will increase the update speed which reduces the transition time
of the clusterhead in the Transfer state and reduces the re-clustering time in the
Fail state.

On the contrary, the time spent in the Normal state, Tn, depends on the
mobility and the power consumption rates of the PCH. No doubt, with no mo-
bility and with small power consumption rate, the PCH has longer time to be a
clusterhead.

The goals then are to improve the steady state of the Normal state and reduce
the time spent in the Transfer state. In the SERC protocol, these two goals

enhance the communication efficiency and the packet delivery time.
4.3.5 Numerical Analysis

The cluster model stated above is mainly driven by two main probabilities,
Pyt and Pypgare. Pyt represents the need to have a new clusterhead, while Pypdate
represents if the new clusterhead is already assigned and available. To demonstrate
their impacts on the 7y, 77 and g, Table 4.1 and Table 4.2 are provided. Pyt is
calculated by (4.3-23) based on different Py, and Pp_pcy gotten by different nodal
speed and traffic load handled by the PCH. Having different traffic loads at the
PCH can be either by varying the traffic generated by each node or by varying the
number of nodes in the network. We assume that the channel probability of error,
P.rror, is 1072,

From the results shown in Table 4.1 and Table 4.2, the stationary probability

for the Fail state, which is the undesired state, is reduced by 3 to 23 times in the
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Pyr | Pyn | 7N T TF
02 1.9702 | 9711 | .0194 | .0095
08 | 9108 | .9181 | .0734 | .0084
.14 | .8514 | .8706 | .1219 | .0075
2 792 | .828 | .1656 | .0066

Table 4.1: The steady state probabilities with respect to different values of Pyt
when there is updated SCH

Py | Prn N T mF
.02 |.9702 | .9527 | .0191 | .0282
08 | .9108 | .8559 | .0684 | .0757
14 | .8514 | .7769 | .1088 | .1143
2 792 | 707 | .141 | .152

Table 4.2: The steady state probabilities with respect to different values of Pyr
when there is no updated SCH

presence of the SCH with different values of Pyr. This reduction enhances the
stationary probability of the Normal state. This is an important result because
it indicates that the cluster members with known future clusterhead are spending
more time in sending or receiving packets instead of just building or reforming
clusters. The stationary probability for the Transfer state is almost similar in
both the presence and the absence of the SCH. However, the time spent in this
case is less when the SCH is available. Also, this saved time is spent in sending or
receiving packets. The results of Table 4.1 and Table 4.2 are shown in Figure 4.10.
These results will be reflected on the communication efficiency and the average
packet delivery time, which are provided by the computer simulation in the next
chapter. As stated earlier, having different values of Pyr can be obtained by

varying the nodal speed as well as varying the number of nodes in the network.
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The Stationary Probabilities
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Figure 4.10: The stationary probabilities for Normal, Transfer, and Fail states
with and without SCH vs. different values of Py

4.4 Summary

In this chapter, we have provided the network model of the SERC protocol
and the conditions of the SCH to be elected among the cluster members. We have
also provided an analysis for the clustering overhead of both the SERC protocol
and the WEAC protocol. We have shown the parameters that have major impact
on those protocols and we have discussed how they are affected by those parame-
ters. It is important to emphasize that when the SCH is closer to its PCH, the
probability that the transmission range of the SCH covers most of the cluster mem-
bers and then the re-clustering overhead is improved. Moreover, in this report, the
cluster residence time which is an important stability metric has been discussed
and analyzed. A list of the SERC protocol properties has been illustrated and
proved.

Since the main contribution of the SERC protocol is the transfer of the clus-
terhead from a primary to a secondary status, we have provided a clusterhead

transfer modeling by using the Markov Chain Model. The states that the cluster
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might be in at a certain time, the parameters that have impact on the transition
from a state to another, and the conditions to have a successful transfer have been
shown and discussed. The topology update speed, A,. and the SCH selection up-
date interval (Pypdate) have been found to be the major important parameters to
have a successful clusterhead transfer in the SERC protocol.

In the case when the SERC protocol has no SCH at all. that means it is similar
to the other clustering protocols. The presence of the SCH enhances the cluster
stability represented by the Normal state and reduces the re-clustering overhead
that is needed in the Transfer state. Therefore, SERC with its SCH outperforms

the others in the communication efficiency and the packet delivery time.
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Chapter 5

SIMULATION AND PERFORMANCE
EVALUATION

5.1 Introduction

In this chapter, we will present the performance evaluation of the SERC and
the LC3R protocols. We carry out a comparison between our protocols and the
WEAC protocol. The WEAC protocol has been chosen because of its positive
features regarding load balancing, energy saving, maximizing throughput, and re-
ducing delay as compared to some well recognized protocols like AODV, CGSR,
VBS, and PA-VBS [SHEO03]. In Section 5.2, the simulation models are described
and the simulation parameters and the performance metrics are given. Section 5.3
includes the results of the conducted simulation experiments. The simulation re-
sults show that the SERC and the LC3R protocols outperform the WEAC protocol

in overall performance.

5.2 Simulation Description

A simulation model is developed using discrete event simulation to evaluate the
inherent stability, reliability, and efficiency of the SERC and the LC3R protocols.
This simulator is written in Java programming language. The simulation results
and the comparisons provided in this chapter are based on simulation models and

parameters described in the following sections.



5.2.1 Mobility Model

The mobility models used in simulations can be roughly divided into two cat-
egories: independent and group-based. In the independent models, the movement
of each mobile terminal is modelled independently of any other terminals in the
simulation. In the group mobility models, there is some relationship among the
nodes and their movements throughout the cells or the field. In this work, we as-
sume that each mobile terminal moves in a way independent of any other terminals
in the network.

The simplest independent mobility model used is known as the Random Walk.
The Random Walk Mobility Model was first described mathematically by Einstein
in 1926 [SANO1]. Since many entities in nature move in extremely unpredictable
ways, the Random Walk Mobility Model was developed to mimic this unexpected
movement. In this mobility model, a mobile terminal moves from its current
location to a new location by randomly choosing a direction and speed in which to
travel. The new speed and direction are both chosen uniformly from pre-defined
ranges [Umin, Umaz) and [0, 27], respectively. Each movement in the Random Walk
Mobility Model occurs in either a constant time interval ¢ or a constant distance
travelled d, at the end of which a new direction and speed are calculated. If a mobile
terminal which moves according to this model reaches a simulation boundary,
it bounces off the simulation border with an angle determined by the incoming

direction. The mobile terminal then continues along this new path.
5.2.2 Traffic Model

Data communication among the mobile terminals is modelled as simultaneous
network sessions. Constant Bit Rate (CBR) data sessions with randomly selected
sources and destinations are used in our simulation. Each of the network mobile

terminals send a CBR flow to another node chosen randomly, and each source
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transmits data packets at a rate of 4 packets/sec. The size of each packet is 1024
bytes and the bit rate is 2.0 Mbps. In this study, we assume ideally shared channel
media access. Thus. a session is blocked at the session initiation time if either the
source or the destination node has no available battery energy, or if there is no route
between the source-destination pair. After a session has begun, it is maintained as
long as there is a route between the source and the destination. Since the number
of data sessions is equal to the number of terminals in the network, we vary the
traffic load by changing the number of mobile terminals to examine its effect on

the packet delivery time and the communication efficiency.
5.2.3 Power Consumption Model

Since the proposed protocols in this study depend on the mobile terminals
remaining energy level, we need to construct a model for ad hoc node energy con-
sumption. Typically, the various tasks performed by a MAC protocol correspond to
different radio modes, which exhibit different power requirements. In the particular
case of the IEEE 802.11 DCF, two power management mechanisms are supported:
active and power-saving. The active mechanism, a mobile terminal may be in one
of three different radio modes, namely, transmit, receive, and idle modes. While
it is active, the network radio transceiver consumes an average power of Py yye,
based on the proportion of the time that it spends in one of the three active modes.
In the transmit mode, a mobile terminal is transmitting data at power Fiansmit-
Likewise, in the receive mode, the mobile terminal, while receiving a data packet,
consumes power Preeeive. Finally, in the idle mode, the receiver consumes power
P4, while sensing the channel for the arrival of new data. In order to conserve
power, the transceiver may transition into sleep mode, consuming reduced power
level of Pieep.

We assume that each terminal is equipped with an IEEE 802.11 based Wave-
LAN Network Interface Card (NIC) with a bandwidth of 2 Mbps and and a nominal
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State Power
Piransmic | 1.3272 J/sec
Precieve | 0.96696 J/sec

Pidie 0.84372 J/sec

Peep | 0.06636 J/sec

Table 5.1: Power Consumption in Various States

transmission range of 250m. Our energy consumption model is based on Feeney
and Nilssons measurements of an IEEE 802.11b Lucent WaveLAN wireless net-
work interface operating in an ad hoc networking environment [FEEO1]. Their
measurements are summarized in Table 5.1, where other measurements in the lit-
erature evaluating other 802.11b vendor equipments show the similar costs. When
a mobile terminal sends or receives a packet. its available energy is decremented
according to the specific NIC characteristics, the size of the packets, and the used
bandwidth. The following equations represent the energy used (in Joules) when a

packet is transmitted (Epransmic) or received (Ereceive); Packet size is represented in

bits:
Piransmir ¥ PacketSize
Etransmit = tra t2 N 106 (52_1)
Preceive ¥ PacketSize
Ereceive = eoonte 2 % 106 (52—2)

As stated in Table 5.1, a mobile terminal consumes energy not only when
sending and receiving but also while listening and sleeping. In the idle and the
sleep states, the consumed energy is based on the time spent in each state which

is given by t;g and tgeep, respectively. Then
Eige = Figie * tidie (5.2-3)
and

Esleep = Lgleep * tsleep (52—4)

107



Based on the results stated in Table 5.1, we can make some valuable obser-
vations about the power consumption in each mode. As one might expect, the
transceiver consumes more power while receiving. However, receiving does not
consume considerably more power than listening or sensing the channel. Measure-
ments from a WaveLAN PC card demonstrate that the transceivers idle power
consumption is only slightly less than the power consumption while receiving.
This is an important result because it indicates that the SCH will not consume

more power while receiving the packets that are sent to its PCH.
5.2.4 Simulation Parameters

The simulation experiments are conducted for the following parameters. The
simulated environment is 1000m x1000m rectangular flat area. We assume that
every mobile node is aware of its location which can be obtained from GPS or some
other location service systems. We also assume that all mobile nodes have the
same transmission range. The wireless transmission range of MTs is set to 250m.
Initially, each mobile node is assigned a unique node ID, a random x-y position, a
random mobility speed, and a random power level greater than 90% of its maximum
battery power. We have set the values of THRESHOLD,, THRESHOLD, and
THRESHOLD; to 75%, 50% and 25% of the maximum battery power respectively.
The node moves based on the random walk mobility model described above with
random speed uniformly distributed between 10 and 20 m/sec. The Hello messages
are broadcasted every 1 second. Each simulation scenario is run for enough time
to reach and collect the desired data at the steady state. Each simulation scenario
was run at least six times and the 95% confidence interval was found to be so
small (in order of 0.001) to be shown on the different performance charts. The
simulation experiments are conducted for MANET with 50, 75, 100, 125 and 150

mobile nodes. The simulation parameters are summarized in Table 5.2.
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Parameters Values
Mobility Model Random Walk
Traffic Model CBR
MAC Layer IEEE 802.11b
Area Size 1000m x 1000m
Node Placement Random
Network Size 50, 75, 100, 125, and 150 nodes
Packet size 1024 bytes
Packet Rate 4 packets/sec
Bandwidth 2 Mbps
Max. speed 20 m/sec
Min. Speed 10 m/sec
Transmission Range 250m

Table 5.2: Simulation Parameters
5.2.5 Performance Metrics

the following are the metrics we used to evaluate the performance of our
protocols. In our results, we represent each metric as a value averaged over the

number of nodes involved and over the number of simulation runs conducted.

e Average Cluster Residence Time: The time a node remains associated
with a given cluster. This is measured as the duration from the merge time
until the disjoint time for such a node. This metric will be used to assess the

stability of the cluster topology.

¢ Average Cluster Merge Operations Latency: This metric measures
the average time spent by a node to join its clusters. This time is the total

between the merge-request issuing time and the merge-accept receiving time.

e Clustering Overhead: This metric measures the average number of clus-

ter formation and maintenance messages (Merge request, Merge accept, and
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Disjoint messages) that generated by each node to join or build a cluster.
This is an important metric because it shows how efficient the scheme is in

reducing the clustering communication overhead.

e Normalized Routing Overhead: The ratio of the amount, in bytes, of up-
date packets of routing and cluster member tables transmitted to the amount,
in bytes, of data packets received. The byte is used because of the fluctua-
tion in size of those update packets. This metric is very important because it
measures the efficiency of the protocol in consuming network resources (e.g.,

bandwidth and battery power).

e Average Route Lifetime: The route lifetime is measured as the time
duration from route establishment between a pair of end nodes until the

route breaks and the route recovery is invoked.

e Average Packet Delivery Time: This metric is measured from the mo-
ment when the packet is injected into the network until it is delivered to its

destination.

e Communication Efficiency: This metric is measured by the packet de-
livery fraction. The packet delivery fraction is defined as the ratio of the
number of data packets received correctly by the destination to the number
of data packets initiated by the source. This metric is important because it

affects the throughput which the network can support.
5.2.6 Factors

In our study, we considered the following factors:

e No. of Nodes: We evaluated our protocol for different number of nodes in
the network. Doing this allowed us to assess the scalability of the protocol

in larger networks.
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Figure 5.1: Average Cluster Residence Time vs. Number of Nodes

e Cluster Density:We evaluated our protocol for different cluster densities,
i.e., average number of nodes per cluster. We achieved this by keeping the
simulation area constant and varying the transmission range of the node for

the same number of nodes in the network.

5.3 Simulation Results

In this section, the simulation results will be provided. First, the SERC
protocol will be evaluated to show its features in the clustering process. Then, the
LC3R protocol integrated with the SERC protocol will be evaluated to present

how it can improve the overall performance.
5.3.1 SERC Performance Evaluation

Fig. 5.1 shows that the average cluster residence time in case of the SERC
protocol is larger than the average time in the case of the WEAC protocol. There-
fore, we can conclude that the cluster topology in the SERC protocol is more

stable. This is because the cluster in the WEAC protocol is associated only with
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Figure 5.2: Average Cluster Residence Time vs. Average Node Density in the
Cluster

the clusterhead. Therefore, in the absence of the clusterhead for any reason, the
cluster will collapse and a new cluster would be reformed. However, in the SERC
protocol, the SCH will take‘the clusterhead responsibility when the PCH can no
longer be a clusterhead. The cluster leadership will be transferred, at that time,
from the PCH to the SCH. The cluster members that were being heard by their
SCH will continue their cluster residency with the SCH when it becomes a PCH.
Hence the cluster will still survive and then the cluster residence time of the mem-
ber will be extended. Fig. 5.1 shows also that with the increase of the number of
nodes from 50 to 150, this improvement is increased gradually from three to four
times respectively. This is because, in the network with a large population, the
node density of the cluster is increased. Therefore, the large network has more
stability using the SERC protocol than using the WEAC protocol. This result
shows that the SERC protocol attains better scalability in addition to its features.

As a result of the analysis in Section 4.2.2 above, the increase of the node

density increases the cluster residence time of the nodes with the SERC protocol.
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Figure 5.3: Average Cluster Merging Latency vs. Number of Nodes

This result is shown by the simulation in Fig. 5.2. It is obtained by having the
same number of nodes and varying the transmission range to have different cluster
densities. Increasing the node density increases the number of qualified SCH which
increases first the cluster life time and then the cluster residence time.

Figs. 5.3 and 5.4 show the average time that the node spent to complete the
merge operations with another node or with a clusterhead with a different number
of nodes and different node densities, respectively. These results show that the
node with the SERC protocol spends less time than the node with the WEAC
protocol. The cluster residence time has a major impact on this metric because
longer residence time means shorter time is needed to merge with another cluster.
The node only spends this time when there is no qualified SCH to accommodate
it. Therefore, with a large number of nodes or node density, the average cluster
merging latency is reduced . Hence, with the SERC protocol, the node will spend
its time in sending or forwarding packets instead of just building or joining clusters.

In Fig. 5.5, in the case of the WEAC protocol, the average number of cluster

formation and maintenance messages generated by each node is proportionally
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increased with the increase of the number of nodes. This is obviously right because
increasing the number of nodes will increase the number of created clusters and
decrease the CH duration which are considered as a feature to balance the load
(see [SHE03]). Therefore, the node will join more clusters during its lifetime, and
then it needs to exchange more massages to do so. On the other hand, since the
SERC protocol is mainly dependent on the Hello messages to reform the cluster,
the average number of cluster formation and maintenance messages generated by
each node is reduced. The clustering overhead in the case of the SERC protocol
will drop by 180% to 240% as a result of increasing the number of nodes. This is
because the higher node density increases the probability that the candidate SCH
is closer to its PCH location and then its transmission range can cover most of
the cluster member nodes. The impact of node density with a constant number
of nodes is shown in Fig 5.6. As a result of the analysis above in Section 4.2.1,
with the SERC protocol, the increase of the node density decreases the clustering
communication overhead that is needed by each node to build or join another
cluster. As we stated earlier, increasing node density increases the number of
qualified SCH that use the Hello message to reform the cluster with no need to
exchange the clustering messages. Therefore, with higher density, it is very rare
for the cluster member to invoke the re-clustering mechanism that is used by the
WEAC protocol to build or join a new cluster.

In Fig. 5.7, it is shown that each node can be elected as a clusterhead during
the network lifetime. This is an important feature because it proves that the load
is still balanced among all the nodes as it is proved by the WEAC protocol. Also,
it is shown that increasing the number of nodes from 50 to 150, the ratio of the
assigned SCHs that are triggered to be PCHs to the total elected PCHs is increased
gradually from 64% to 77%, respectively. This also represents an increase in node

density.
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5.3.2 LC3R Performance Evaluation

A desirable routing protocol should offer a small routing overhead, long route
lifetime, small average delivery time, and large packet delivery fraction.

Clustering in general is a well-known design technique that could reduce rout-
ing overhead by reducing the size of the routing tables. Each clusterhead peri-
odically broadcasts its local topology changes to other clusterheads. Upon re-
ceiving an updated message from another clusterhead, a clusterhead updates the
global topology. The process of detecting, collecting and distributing the topol-
ogy changes produces a routing overhead. The role of the SCH in reducing the
reclustering overhead has been provided in the SERC performance evaluation. In
this section we will show how the SCH reduces the routing overhead, defined as
the bit rate needed to maintain the global topology, which includes the overhead
of distributing local topologies among the clusterheads.

In both of LC3R and WEAC protocols, each node broadcasts its cluster mem-
ber table periodically using the well known Destination-Sequenced Distance-Vector
(DSDV) algorithm. Also, their routing table updates are similar to those that are
used by the DSDV protocol and can be sent in two ways: a "full dump" or an in-
cremental update. A full dump sends the full routing table whereas an incremental
update sends only those entries, from the routing table, that have a metric change
since the last update. By design, the full dump will most likely need multiple net-
work protocol data units (NPDUs), even for relatively small populations of mobile
nodes. The incremental routing update should fit in one (NPDU). If there is space
in the incremental update packet, then those entries whose sequence number has
changed may be included. Periodically or immediately when the network topology
changes are detected, clusterheads broadcast a routing table update packet. When
the network is relatively stable, incremental updates are sent to avoid extra traffic

and full dump are relatively infrequent. In a fast-changing network, incremental
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packets can grow big so full dumps will be more frequent. Therefore, when the size
of the incremental update approaches the size of the NPDU, the full dump can be
scheduled so that the next incremental will be smaller.

Although the routing table is smaller in the WEAC protocol, the overhead
of periodic broadcasting (full or incremental updates) for maintaining the routing
table and the cluster member table is as heavy as in DSDV. However, in the LC3R
protocol, when the cluster leadership transformation has been done successfully
between the PCH and the SCH, an incremental update is used instead of a full
update which is used by the WEAC protocol to update the routing table and the
cluster member table. We argue that a reduction in the frequency of full update
messages will reduce the protocol routing overhead. Therefore, the LC3R protocol
usually uses full update less frequently than the WEAC Protocol. We considered

more frequent full updates as a routing overhead for two reasons:

e If the network is flooded by the full routing table, this large packet will be
fragmented into several NPDU, thus resulting in more MAC control packets

and low network utilization.

e More routing computation time is needed by the node to build the full routing
table, so reducing this time is necessary when it is possible. This can be done

by using incremental update.

Thus, the LC3R protocol largely reduces the routing and cluster update traf-
fic overhead. Therefore, the routing overhead in LC3R outperforms the overhead
in WEAC as shown in Fig. 5.8. Also, this figure shows how the LC3R protocol
improves routing scalability to large mobile ad hoc networks. With a large popu-
lation of nodes in such networks, the routing overhead in general will be increased
because of the increase in the size of the routing tables. Also, the characteristics of

both the WEAC and LC3R protocols indicate that with a large number of nodes,
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Figure 5.10: Average Route Life Time vs. Number of Nodes

the number of clusters is increasing and the clusterhead duration is decreasing.
Therefore, the frequent clusterhead changes will be increased and consequently
the routing overhead will be increased. However, in the case of LC3R, increasing
the number of nodes increases the number of the candidate SCH, thus increasing
the number of successful clusterhead transfers. As shown in Fig. 5.9, this is also
applicable with the increase of the node density. Thus, in LC3R, the number of
full updates is decreased and consequently the routing overhead has significantly
improved.

The routing overhead will be reduced too if our algorithm is used over an
on-demand cluster-based routing. The presence of SCH will reduce the number of
route discoveries and the route reconfiguration time at route failure in the absence
of any PCH. As it is already known, protocols that send less amounts of routing
overhead decrease the probability of packet collisions, and data packets may have
shorter delay in the network interface queues.

Sometimes, a node forwards its data packets to a route that is no more valid.

This provides packet loss and then needs packet retransmissions once the node
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finds a valid route. Therefore, the long route lifetime means the less route inter-
ruptions which leads to a lower packet loss and a lower packet retransmission. In
cluster-based routing protocols, the average route lifetime decreases with increas-
ing the number of nodes (Fig. 5.10). This is obvious because the duration of the
clusterhead is decreased by increasing the number of nodes [SHE03]. However,
since the LC3R protocol can recover the route locally in the absence of the PCH,
the average route lifetime is improved gradually with the increase of the number
of nodes. This is because the higher the node density is the higher the probability
that the candidate SCH is closer to its PCH location. Then the SCH transmission
range can cover most of its PCH’s range and recover more routes that are going
through it. Therefore, in Fig. 5.10, with increasing the nodes from 50 to 150,
the average route lifetime has been improved from 40% to 100%. This result is so
important because it can help improve the communication efficiency and reduce
the packet delay.

Figure 5.11 shows the effect of the node density in the cluster on the route

lifetime. In this experiment, we set different node densities by varying the trans-
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Figure 5.12: Average Packet Delivery Time

mission range and fixing the topology size with a constant number of nodes. In
LO3R, with 50 nodes, when the average node density is increased from 3 to 11 in
cluster, the route lifetime is improved from 20% to 60%, respectively.

Now the above illustrated features of the SERC/LC3R framework in stabil-
ity and in saving of the communication overhead will be reflected on the main
performance parameters: packet delivery time and communication efficiency. Fig.
5.12 shows that the LC3R protocol delivers the packets faster than the WEAC
protocol. This is because the LC3R protocol has more reliable routes and more
stable clusters. The route reliability provides less route interruptions which cause
packet loss and then packet retransmissions. Also, the cluster stability will lead
the node to be involved in packet transmissions instead of the clustering process
and the cluster formation.

Moreover, Fig. 5.13 shows that LC3R performs better than the WEAC proto-
col in terms of the communication efficiency. Although the performance generally
decreases with a greater number of nodes in the network, LC3R still outperforms

the WEAC protocol. This is because the LC3R protocol has more reliable routes

122



Communication Efficiency

Packet Delivery
Fraction (%)

40 60 80 100 120 140 160
No. of Nodes

Figure 5.13: Packet Delivery Fraction

and more stable clusters. Route reliability provides less route interruptions that
cause packet loss and then packet retransmissions. Also, cluster stability will lead
the node to be involved in packet transmissions instead of the clustering process
and cluster formation. It is necessary to keep in mind that more control packets
and packet retransmissions increase the competition for network resources (e.g.

bandwidth, medium access ete.) for all (control and data) transmissions.

5.4 Summary

This work is motivated by the lack of reliability and stability in multihop
mobile ad hoc networks. The traditional schemes to provide reliability are based
on the multipath forwarding that are based on packet level redundancy. However,
these schemes waste the bandwidth of the already bandwidth-scarce environments.
Therefore, the SERC/LC3R. framework has been proposed to improve the stability
and to enhance the reliability of the network with no waste of bandwidth and in

reasonable time. This work has proposed algorithms and protocols to provide
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solutions in three main areas: clustering, routing, and QoS. It is expected to

improve their performance in the following ways:

e Low Overhead in the Clustering Process: Once the primary cluster-
head (PCH) can no longer be a clusterhead, the secondary clusterhead (SCH)
will reform the cluster very fast to save the overhead that is caused by the
re-computation of the clusterheads and the frequent information that is ex-

changed between the participating nodes.

e Very Fast Routing Process: The delay caused by the rerouting and the
resource reservations will be reduced in the presence of route failures because

the route life time is increased.

e More Reliable: Using a virtual secondary path will increase the packet de-
livery ratio, and decrease the packet loss ratio. Consequently it will improve
the communication efficiency and the network reliability with no waste of

bandwidth.

Moreover, since the power consumption is an important issue in such resource
scarce environments, the SERC/LC3R framework aims to reduce the power that
might be consumed by: the re-clustering overhead, routing recovery overhead, and

retransmitting of the lost packets.
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Chapter 6

CONCLUSION AND FUTURE RESEARCH

6.1 Concluding Remarks

Since the cluster stability in MANETS affects the performance of other pro-
tocols such as scheduling, routing, and signaling, this dissertation has introduced
a clustering algorithm for stable MANETS, namely the Smooth and Efficient Re-
Clustering (SERC) protocol. The basic idea of this protocol is the election of a
primary clusterhead (PCH) and a secondary clusterhead (SCH) for each cluster.
The SCH works as a backup for the PCH and the future leader for the cluster. In
SERC., the cluster member that was supervised by the PCH and was being heard
by the SCH will stay associated with the cluster. This member will be associated
with the SCH immediately when its PCH can no longer be a clusterhead. Once
the SCH is triggered to be a PCH, a new SCH is assigned by the new PCH. The
smooth clusterhead transfer, when needed, from the PCH to the SCH will give the
cluster more lifetime and will save the re-clustering communication overhead.

In the SERC protocol, the SCH will reform the cluster very fast to save the
overhead caused by the re-computation of the clusterheads and the frequent mes-
sages that are exchanged between the participating nodes. The simulation results
show that, in the network with large population, the cluster residence time for
each node is improved. This metric is so important because it has a direct cor-

relation with the cluster stability as well as the algorithm scalability. Also the



average cluster merge operation latency and the number of messages needed to
reform the cluster are reduced. Therefore, the saved time will be spent in sending
or forwarding packets instead of just building or joining clusters. This reduction
comes by deploying SCH for each PCH and using the Hello messages to transfer
the leadership from PCH to SCH with no need for more clustering communication
overhead. Moreover, in this study, analytical results show that deploying the SCH
can provide significant gains relative to the clustering communication overhead
and the cluster residence time.

Multipath routing is one way to improve the reliability of the transmitted
information. Therefore, in this thesis, we introduce a new approach to multi-
path cluster-based routing protocol, which is named a Localized Cluster-based
Rerouting and Resource Reservation Protocol (LC3R). LC3R utilizes the SERC
infrastructure protocol with packet redundancy over its primary and secondary
clusterhead (PCH and SCH) chains. The SCH works as a backup for the PCH
and is the future leader for the cluster. The smooth transfer of the cluster leader-
ship from the PCH to the SCH will localize the effect of the PCH failure. Since
the SCH might fall into the transmission range of the upstream and downstream
nodes of the routes that are going through its PCH, it can provide a new approach
to the multipath routing protocol with no waste of bandwidth. The SCH could
gather the reservation signaling messages and the data packets that were sent to
its PCH. Simply, the main route can be established through the PCHs chain, while
the pack-up route can be established through the SCHs chain. The route and its
resource reservations would be recovered locally by the SCH once it becomes a
PCH.

It is clear that the SERC/LC3R framework aims at reducing the control pack-

ets in the clustering process, as well as the routing and the resource reservation
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process. These reductions have several positive impacts: decreased channel con-
tention at the MAC layer, decreased reclustering and rerouting setup delay, and
decreased timeouts and retransmissions at the MAC layer. In this study, we show
how this approach can increase the route life time, reduce the routing overhead,
decrease the packet delivery time, and achieve a high packet delivery rate with no
more overhead. The delay caused by the rerouting and the resource reservations
will be reduced in the presence of route failures because the route life time is in-
creased. Using a virtual secondary path will increase the packet delivery ratio, and
decrease the packet loss ratio. Consequently, it will improve the network reliability
with no waste of bandwidth.

We present SERC/LC3R as a framework that runs on top of existing protocols,
instead of replacing them. This framework is proposed to have efficient and effec-
tive utilization of any clustering algorithm and any cluster-based routing protocol
running with it. Briefly, SERC/LC3R has two main features. First, it responds
very fast to the failure of the PCH and then recovers rapidly the cluster as well as
the data routes that are going through it. Second, the presence of the SCH reduces
the communication overheads caused by the cluster reformations and the routing
updates. These features allow this framework to outperform the other protocols in
term of the communication efficiency and the packet delivery time. In this thesis,
SERC/LC3R framework is described based on WEAC/VBS-O, but it can work
on top of any existing ad hoc cluster-based routing protocols. SERC/LC3R adopt
the basic concept of WEAC, but several modifications are made to take advantage
of the secondary clusterhead. To the best of our knowledge, this is the first work
that proposes two clusterheads for each cluster which is the main contribution of
this work.

Analytical and simulation results show that the SERC/LC3R framework can

provide significant gains relative to the clustering stability, routing reliability, and
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QoS support. SERC/LC3R is a promising QoS management framework for mobile
ad hoc networks. However, it is observed that its performance gains are limited
by the cost that should be paid to elect and assign the SCH. First, the SCH
election is based on the information availability of the location and the power
level of each cluster member. Tracking this information may be considered as
an overhead eventhough it is widely used in most of the clustering algorithms.
Second, eventhough we allowed the SCH to go back and forth to and from the
sleeping mode, with high mobility and high traffic, the SCH will be awake most
of the time. Despite these limitations, we believe that SERC/LC3R is a good

candidate framework to support QoS management in MANETSs.

6.2 Future Research
Our research in the future falls into the following:

e Interaction with other layer protocols: The analysis provided in this
dissertation was based on a simplified model of the network layer and the
interaction with the other layers such as medium access control and transport
layers was not taken deeply into account. Since the presence of the SCH
might have some impacts on these layers in a way or another, the objective
of our future work will be the development of a detailed analytical model

which encompasses this interaction.

e SCH in the wireless sensor networks: Wireless Sensor Networks (WSNs)
have recently emerged as an important computing platform. Sensor nodes
are typically less mobile and more densely deployed than mobile ad-hoc net-
works (MANETS). Asin MANETS, clustering in the wireless sensor networks
is also a useful and important technique for extending the network lifetime.

Applications requiring efficient data aggregation are natural candidates for
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clustering. Routing protocols can also employ clustering. The clusiterhead in
the WSNs plays the same role in the MANETSs. Since the WSNs have differ-
ent physical characteristics, resource limitations, and clustering strategies,
investigating the impact of deploying the secondary clusterhead should be
done. Therefore, in our future work, we will also discuss how the deploying
of the SCH in the WSNs is applicable and how the WSNs benefit from these

new approaches presented in this thesis.

The integration of MANETSs with the cellular networks: Despite all
the successes so far and the promising future of adhoc networks, Internet
connectivity will still be very important and could quite likely be supported
by cellular networks like GSM/GPRS or UMTS. Another possibility is to
use ad-hoc networks as an extension of the cellular air-interface, leading to
improvements in cellular capacity and coverage. In a cellular communication
system, terminals that are far away from the base station need to use an
overproportionally large amount of transmission power. Therefore, using an
intermediate mobile in between, the transmission power for the cellular link
can be reduced. Since the integration of MANETS with the cellular networks
in an efficient manner is still an open issue, in the future we will study this

interesting scenario to have seamless integration.
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Appendix A

MANETS ROUTING PROTOCOLS

In MANETS, an intelligent routing strategy is required to efficiently use the
limited resources while at the same time being adaptable to the changing network
conditions. Prior to the increased interests in wireless networking, in wired net-
works two main algorithms were used. These algorithms are commonly referred
to as the link-state and distance vector algorithms. The traditional link-state and
distance-vector algorithm do not scale in large MANETSs. This is because periodic
or frequent route updates in large networks may consume significant part of the
available bandwidth, increase channel contention and may require each node to
frequently recharge their power supply. To overcome the problems associated with
the link-state and distance-vector algorithms, a number of routing protocols have
been proposed for MANETs. In Chapter 2, we have provided a review for the
routing protocols of the MANETs. These protocols have been classified in four
categories according to the way the routes are created and maintained. Based on
this classification, in this Appendix, we will provide the most prominent protocols

for each class.

A.1 Table-Driven Routing Protocols

The most prominent protocols in the proactive class are the DSDV [PER94]
and the Wireless Routing Protocol {(WRP) [MUR96]. The areas in which they dif-

fer are the number of necessary routing related tables and the methods by which



changes in network topology are broadcast. All the proactive protocols try to keep
the shortest path routers and routes are maintained to all potential destinations
(possibly all nodes in the network) all the time, whether or not such routes are
actually used. Route maintenance is obtained by route update traffic, and this
can be a lot of overhead, especially for large networks. The proactive strategy
autonomously distributes routing information and it is independent of the appli-
cation. The application should experience no initial delay since the routes have

already been established.
A.1.1 DSDV

The Destination-Sequenced Distance-Vector (DSDV) [PER94] Routing Algo-
rithm is based on the idea of the classical Bellman-Ford Routing Algorithm with
certain improvements. Each node maintains a list of all destinations and number
of hops to each destination. Each entry is marked with a sequence number. The
nodes periodically transmit their routing tables to their immediate neighbors. A
node also transmits its routing table if a significant change has occurred in its table
from the last update sent. So, the update is both time-driven and event-driven.
It uses full dump or incremental packets to reduce network traffic generated by
route updates. A full dump sends the full routing table to the neighbors whereas
in an incremental update only those entries from the routing table that has a met-
ric change since the last update are sent. When the network is relatively stable,
incremental updates are sent to avoid extra traffic and full dump are relatively
infrequent. In a fast-changing network, incremental packets can grow big so full
dumps will be more frequent. The broadcast of route update is delayed by settling
time to eliminate those updates that would occur if a better route were found very
soon. The only improvement made here is avoidance of routing loops in a mobile
network of routers. With this improvement, routing information can always be

readily available, regardless of whether the source node requires route or not.
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Unfortunately, the DSDV has some drawbacks. DSDV is ineflicient because
of the requirement of periodic update transmissions, regardless of network traffic.
These update packets are broadcast throughout the network so every node in
the network knows how to reach every other node. As the number of nodes in
the network grows, the size of the routing tables and the bandwidth required to
update them also grows. This overhead is DSDV’s main weakness. Also, it requires
carefully selection of the following parameters: periodic update interval, maximum
value of the 7settling time” for a destination and the number of update intervals
which may transpire before a route is considered stale. These parameters will likely
represent a tradeoff between the latency of valid routing information and excessive

communication overhead.
A.1.2 WRP

The Wireless Routing Protocol (WRP) [MUR96] is a table-based distance-
vector routing protocol. It belongs to the class of path-finding algorithm with the
exception of avoiding the count-to-infinity problem by forcing each node to perform
consistency checks of predecessor information reported by all its neighbors. Each
node in the network maintains a Distance table, a Routing table, a Link-Cost
table and a Message Retransmission list. Node exchange routing tables with their
neighbors using update messages periodically as well as on link changes. If there
is no change in routing table since last update, the node is required to send an idle
Hello message to ensure connectivity. Hello messages are periodically exchanged
between neighbors. On receiving an update message, the node modifies its distance
table and looks for better paths using new information. The node also updates its
routing table if the new path is better than the existing path. A unique feature
of this algorithm is that it checks the consistency of all its neighbors every time it

detects a change in link of any of its neighbors. Consistency check in this manner
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helps eliminate looping situations in a better way and also has fast convergence.
Therefore, this protocol avoids count-to-infinity problem by forcing each node to
check predecessor information reported by all its neighbors.

Routing Protocols
A.2 On-Demand Routing Protocols
A.2.1 DSR

The Dynamic Source Routing Protocol (DSR) [JOH96. DAS00, ROY99a] is
based on the concept of source routing. For this protocol, mobile nodes are re-
quired to maintain route caches that contain the source routes of which the mobile
is aware. Entries in the route cache are continually updated as new routes are
learned. There are two major phases of the protocol - route discovery and route
maintenance. Route discovery uses route request and route reply packets. Route
maintenance uses route error packets and acknowledgements. When the source
node wants to send a packet to a destination, it looks up its route cache to de-
termine if it already contains a route to the destination. If it finds an unexpired
route to the destination, then it uses this route to send the packet. However if the
node does not have such a route, then it initiates the route discovery process by
broadcasting a route request packet. The route request packet contains the address
of the source, the address of the destination, and a unique identification number.
Each intermediate node checks whether it knows a route to the destination. If it
does not, it appends its address to the route record of the packet and forwards the
packet to its neighbors. To limit the number of route requests propagated, a node
processes the route request packet only if it has not already seen the packet and
it’s address is not present in the route record of the packet.

An advantage of DSR over the other on-demand protocols is that DSR does

not make use of periodic routing advertisements, thereby saving bandwidth and
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reducing power consumption. Hence the protocol does not cause control overhead
when there are no topology changes. However, DSR suffers from a scalability
problem due to the nature of source routing. As the network becomes larger, the
control packets and message packets also become larger. This gives a negative
impact due to limited bandwidth. Furthermore, the need to place the entire route

in both route replies and data packets causes more control overhead.

A.2.2 AODV

Ad hoc On-demand Distance Vector (AODV) [PER99, PER00Oa, ROY99a,
ROY99b)] routing algorithm builds on the DSDV algorithm described above. AODV
minimizes the number of required broadcasts by creating routes on an on-demand
basis, as opposed to maintaining a complete list of routes as in DSDV algorithm. A
path discovery is initiated when a route to a destination does not exist. Broadcast
is used for route request.

When a node has a packet and wants to send it to a destination for which it
does not already have a valid route, it broadcasts a route request (RREQ) packet
across the network. The RREQ packet contains the source address, a broadcast
ID, the destination address, the destination sequence number, and a hop count.
The pair, the source address and the broadcast ID, uniquely identifies a RREQ. As
the RREQ packet travels from a source to various destinations, the reverse path
from all the nodes back to the source is set up. To set up a reverse path, a node
records the address of the neighbor from which it received the first copy of the
RREQ. These reverse route entries are maintained for a sufficient time period to
allow the RREQ to traverse the network. Nodes receiving this packet update their
information for the source node and set up backwards pointers to the source node
in the route tables.

A node receiving the RREQ packet may send a route reply (RREP) if it is

either the destination or if it has a route to the destination with a corresponding
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sequence number greater than or equal to that contained in the RREQ. If this is the
case, it sends a RREP back to the source. Otherwise, it rebroadcasts the RREQ.
A RREP packet is unicasted to the node from which the RREQ was received, and
the node sets a forward pointer to the issuer of the RREP. Every mobile node
forwards the RREP packet to the neighbor to which it previously set a reverse
path. By the time the RREP reaches the source, a route is set up from the source
to the destination. The source node may now begin to forward data packets to the
destination.

In AODV, routes are maintained as follows. If the source moves then it can
reinitiate route discovery to the destination. If one of the intermediate nodes move
then the moved nodes neighbor realizes the link failure and sends a link failure
notification to its upstream neighbors and so on till it reaches the source upon
which the source can reinitiate route discovery if needed.

The most notable here is that the overhead of AODV is potentially smaller
than that of DSR since each DSR packet must carry full routing information as
we stated above, whereas in AODV packets just need to contain the destination
address. On the other hand, AODV requires symmetric links between nodes, and
hence cannot utilize routes with assymetric links when symmetric links are not

available.
A.2.3 TORA

The Temporally Ordered Routing Algorithm (TORA) [PARO1, PAR97] is a
highly adaptive, efficient and scalable distributed routing algorithm based on the
concept of link reversal. TORA is proposed for highly dynamic mobile, multihop
wireless networks. It is a source-initiated on-demand routing protocol. It finds
multiple routes from a source node to a destination node. The main feature of

TORA is that the control messages are localized to a very small set of nodes near
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the occurrence of a topological change. To achieve this, the nodes maintain routing
information about adjacent nodes. The protocol has three basic functions: Route
creation, Route maintenance, and Route erasure

TORA Protocol provides loop free paths at all instants. It also provides mul-
tiple routes so that if one path is not available, other is readily available. It estab-
lishes routes quickly so that they may be used before the topology changes. It min-
imize algorithmic reactions/communication overhead and thus conserves available
bandwidth and increases adaptability. It is also able to detect network partitions
very quickly. However, since it uses internodal co-ordination, it exhibits insta-
bility behavior similar to ”count-to-infinity” problem in distance vector routing
protocols. Although such oscillations are temporary and route convergence will ul-
timately occur. In TORA, there is a potential for oscillations to occur, especially
when multiple sets of coordinating nodes are concurrently detecting partitions,

erasing routes, and building new routes based on each other.

A.3 Cluster-Based Routing Protocols

In Cluster-based routing protocols, an ad hoc network is represented as a set
of clusters. Contrary to on-demand protocols, clustering protocols take advantage
of their cluster structure, which limits the scope of route query flooding. Because
clusterheads and gateways (nodes that lie within the transmission range of more
than one clusterhead) are only nodes flooded with query packets, the bandwidth
required by the route discovery mechanism is reduced. The clusterheads will be
responsible for routing messages between nodes, while the gateways are used to
maintain communication between two or more clusterheads. Clusterheads and
gateways form the virtual backbone of the network.

The objective of a clustering algorithm is to produce and maintain a connected

cluster. Connectivity is defined as the probability that a node is reachable from
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any other node. A clustering algorithm consists of two phases: the set up and the
maintenance. Algorithms differ on the criterion for the selection of the clusterheads
(CHs) in the cluster set up phase. Choosing the CHs optimally is an NP-hard
problem. Any node can become an CH if it has the necessary functionality, such

as processing and transmission power.

A.3.1 CGSR

The Clusterhead Gateway Switch Routing (CGSR) [ROY99a, CHI97] proto-
col, instead of a flat network, is a clustered multihop mobile wireless network.
It uses DSDV [PER94] as underlying routing protocol. However, DSDV has been
modified by using a hierarchical cluster head-to-gateway routing approach to route
traffic from source to destination. Gateway nodes are nodes that are within com-
munication range of two or more clusterheads. Each node maintains two tables: a
cluster member table, which maps the destination node address to its clusterhead
address, and a routing table, which shows the next hop to reach the destination
cluster. Both tables contain sequence numbers to eliminate stale routes and pre-
vent looping. These tables are broadcasted by each node periodically using DSDV
algorithm.

When a source node has a packet to sent, it is first routed to its clusterhead.
Then the packet is routed from the clusterhead to a gateway to another clusterhead,
and so on until the clusterhead of the destination is reached. The packet is then
transmitted to the destination. On receiving a packet, a node will check its cluster
member table and its routing table to determine the nearest clusterhead along the
route to the destination. Next the node will check its routing table to determine
the node in order to reach the selected cluster head. It then transmits the packet
to this node.

In CGSR, because routing performance is dependent on the status of spe-

cific nodes (clusterhead and gateway), time complexity of a link failure associated
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with a clusterhead is higher than DSDV, Also, additional time is needed to per-
form clusterhead reselection. Since each node declares it is a gateway node to its
neighbors if it responding to multiple radio codes. Therefore, there is no specific
gateway selection algorithm. If a gateway moves out of range, the routing protocol

is responsible for routing the packet to another gateway.
A.3.2 VBS

In Virtual Base Station (VBS) [HAS01] routing protocol, each VBS is in charge
of a set of MTs. Only certain nodes are eligible to acquire knowledge of the full
network topology (VBS and BMT). Route requests are not flooded to the rest
of the ad hoc network. If an MT wishes to send a packet to another MT in the
network, first, it sends the packet to its VBS, which forwards the packet to the VBS
in charge and then to the destination or the correct BMT. The sent packet contains
the address of the destination. When the VBS receives the message, it searches
the destination address in its table. If the destination is found, the VBS of the
source MT will forward the packet to the VBS in charge of the destination. This is
done by consulting the BMT field of that VBS. The message is then forwarded to
the MT (or VBS) whose ID number is stored in the BMT field. The BMT, after
receiving the message, forwards it to its own VBS. This process is repeated until
the message reaches the destination. It is obvious that MTs are neither responsible
for discovering new routes, nor maintaining existing ones. As a result this routing
scheme eliminates the initial search latency. which degrades the performance of
interactive and multimedia applications.

Although, VBS outperforms CGSR in more stressful situations with a widen-
ing performance gap, all the nodes require the aid of their VBS(s) all the time,
this results in a very high MAC contention on the VBSs. Also, the periodic hello

message updates are not efficiently utilized by MTs (other than VBSs and BMTs).
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Therefore, VBS-O, which will be described in the next section, is suggested to illu-
minate the VBS’s drawbacks and then improve the performance. Since the VBS-O
has been proven to be very efficient, as it maximizes the throughput and reduces

the packet delivery time, we adapt it in this work.
A.4 Constraint Routing Protocols
A.4.1 WEAC Infrastructure Protocol

As in all cluster-based protocols, in this scheme, some of the MTs, based on
an agreed-upon policy, are elected to be in charge of all the MTs within their
transmission ranges, or a subset of them. This can be achieved by electing one to
be a clusterhead. Every MT acknowledges its location via hello packets, sometimes
called beacon packets. The method of electing a clusterhead from a set of nominees
is based on its battery power level (BPL). Another issue to be addressed is the
handing of responsibilities of a clusterhead over from one clusterhead to another.

MTs are classified as follows:

Clusterhead: as it is named, the leader of the cluster.

ZoneMT: an MT supervised by a CH.

FreeMT: an MT that is neither a CH nor zoneMT, (i.e. it is not associated

with a cluster).

Gateway or Border Mobile Terminal: MT that lies between more than one

CH or FreeMT, it can be a CH or a zoneMT or a FreeMT.

Each MT has a myCH variable. An MTs myCH variable is set to the ID
number of its CH; however, if that MT itself is a CH, then the myC H variable will
be set to zero, otherwise it will be set to -1, indicating that it is a CH of itself or a

free node. A CH collects complete information about all other CHs and their lists
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Figure A.1: Four power levels of each MT

of MTs and broadcasts this information in its periodic hello messages. Zone-MTs
accumulate information about the network from their neighbours between hello
messages, and they broadcast their neighbour-list to their neighbours in their hello
packets. MTs announce their ID number with their periodic hello message. An
MT sends a merge-request message to another MT if the latter has a higher BPL
and it should be more than or equal to THRESHOLD;, (it will be explained later).
The receiver of the merge-request message responds with accept-merge message and
sets its myC H variable to zero. When an MT receives the accept-merge message
it will set its myC H variable to the ID number of its CH. The BPL of each and

every MT is characterized into one of the following four categories, 1:

e MT BPL > THRESHOLD;: An MT is eligible to be a CH and willing to
accept other MTs to be under its supervision if these MTs have a lower BPL.
If the MTs with the same BPL, which is almost impossible, then the one with

more number of neighbours wins.

e THRESHOLD, > MT BPL> THRESHOLD,: An MT will ignore any merge
request messages that are sent to it by other MTs. If the M1 is serving as a

CH, it will remain a CH, but it will add no more nodes under its supervision.
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e THRESHOLD, > MT BPL > THRESHOLDj: If an MT is serving as a
CH. it sets a warning flag to inform all MTs under its supervision to look
for another CH, nonetheless, they can remain with it till its BPL drains to

THRESHOLD:;.

e MT BPL < THRESHOLDs: 1f it was serving other nodes, an MT will ig-
nore any merge request messages and will set iAmNoLongerY ourCH flag

to inform all the nodes under its supervision.

In all cases above, if the myCH > 0, no merge request will be sent by MTs.
However, if myCH = -1, then it will send a merge request to an M'T whose BPL is

greater than or equal to THRESHOLD;.
A.4.2 VBS-0O Routing Protocol

In this section we introduce the Virtual Base Station On-demand routing
protocol [SHE02a]. This protocol can be run on top of any infrastructure protocol.
As it is named, there are some on-demand features added to the VBS-O routing
protocol. Each Virtual Base Station (VBS) or clusterhead is in charge of a set of
nodes of its neighbor. Only VBSs and freeMTs are eligible to acquire knowledge
of the full network topology. Therefore, VBSs, BMTs and freeMTs construct the
virtual backbone of the network. In the VBS-O routing protocol, hello messages
are periodically broadcasted by each MT in the network.

Since neighboring nodes, which are one hop away from each other, can hear
each other, neighboring nodes are suggested to communicate with each other with-
out the aid of their clusterheads. This is as opposed to the VBS routing protocol
case [HASO1]. Additionally, the new technique of broadcasting the neighbor list,
used by the WEAC protocol, speeds up even more packet delivery (especially be-

tween neighboring nodes) and improves significantly the throughput.
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If an MT wishes to send a packet, it executes the Packet Decision Forwarding
algorithm [SHE02a]. The process of this algorithm is as follows: first it looks into
its neighbor list, if the destination is not found. it looks into the neighbor lists of
its neighbors (i.e. if the destination is the neighbor or the neighbor’s neighbor)
and then it sends the packet to that particular neighbor. If it has more than one
access to the destination, it checks their ELs, then it shortlists the ones with EL
more than THRESHOLD, and sends the packet to the one with the least number
of neighbors. If none of the MTs ELs are more than THRESHOLD; it sends the
packet to the one with the highest EL.

However, if an MT wishes to send a packet to another MT that is more than
two hops away, the behavior differs from one class of MTs to another. If the MT is
zoneMT, first, it sends the packet to its VBS. The VBS looks up its routing table
and forwards the packet to the correct neighbor or BMT or the destination. At
any time, if the destination is the neighbor or neighbor’s neighbor, the packet will
be forwarded to that neighbor . The sent packet contains the destination address
and the source node.

If the BMT is a zoneMT, it first performs the Packet Decision Forwarding
algorithm, if the destination is more than two hops away, it broadcasts the desti-
nation to all VBSs and freeMTs in its transmission range. If one of them has an
access to the destination, which is most probably the case, it replies to the issuer
of the request. The issuer of the request waits for some time then sends the packet
to its VBS.

The main properties of the VBS-O protocol are:

e Reduces the MAC contention especially on clusterheads and balances the

load: Since MTs are free to contact the neighboring nodes and even the
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neighbor’s neighbor, the MAC contention will be distributed among the net-
work. In this case clusterheads will not carry out packet delivery all the time.

As a result the load will be balanced and MAC contention will be reduced.

Minimizes the energy consumption and expends the lifetime of the network:
The selection of gateways and clusterheads is based on their EL (and / or
number of neighbors in the case of gateways), as a result, the consumed
energy will be distributed among all MTs and the network will be highly

unlikely to suffer any lack of communication in its lifetime.

Reduces the delay time of packet delivery, especially between the neighboring
nodes and the neighbor’s neighbors nodes in the network: VBS-O takes ad-
vantage of using the WEAC protocol. Since all MTs broadcast their neighbor
list, then any MT can access any other MT within two hops. This speeds up

packet delivery and minimizes the energy consumed in packet delivery.
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