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ABSTRACT
Mobile edge computing (MEC) has recently been introduced as a key technology,
emerging in response to the increased focus on the emergence of new heterogeneous computing
applications, resource-constrained mobile devices, and the long delay of traditional cloud data
centers. Although many researchers have studied how the heterogeneous latency-critical
application requirements can interact with the MEC system, very few have addressed how to
deploy a flexible and scalable MEC infrastructure at the mobile operator for the expected

heterogeneous mobile traffic.

The proposed system model in this research project relies on the Network Function
Virtualization (NFV) concept to virtualize the MEC infrastructure and provide scalable and
flexible infrastructure regardless of the underlying physical hardware. In NFV-enabled networks,
the received mobile workload is often deployed as Service Function Chains (SFCs), responsible
for accomplishing users’ service requests by steering traffic through different VNF types and
virtual links. Thus, efficient VNF placement and orchestration mechanisms are required to
address the challenges of the heterogenous users’ requests, various Quality of Service (QoS)

requirements, and network traffic dynamicity.

This research project addresses the scalable design and dimensioning of an agile NFV-
enabled MEC infrastructure problem from a dual perspective. First, a neural network model (i.e.,
a subset of machine learning) helps proactively auto-scale the various virtual service instances by
predicting the number of SFCs required for a time-varying mobile traffic load. Second,
the Mixed-Integer Linear Program (MILP) is used to createa physical MEC system
infrastructure by mapping the predicted virtual SFC networks to the MEC nodes while
minimizing deployment costs. Numerical results show that the machine learning (ML) model
achieves a high prediction accuracy of 95.6%, which demonstrates the added value of using the
ML technique at the edge network in reducing deployment costs while ensuring delay
requirements for different latency-critical applications with high acceptance rates. Due to the
exponential nature of this MILP formulation, we also propose a scalable bender decomposition

approach with near-optimal results at a significantly reduced design and dimensioning cost.




Numerical results show the viability of the bender decomposition approach in its proximity to the

optimal dimensioning cost and in its reasonable solution time.




SOMMAIRE

L'informatique mobile de pointe (MEC) a récemment été introduite en tant qu’une
technologie clé, en réponse a l'attention accrue portée a 1'émergence de nouvelles applications
informatiques hétérogénes. Elle a été développée pour résoudre les problémes liés aux appareils
mobiles a ressources limitées et aux temps de traitement plus long des centres de données cloud
traditionnels. Bien que de nombreux chercheurs aient étudié comment les exigences hétérogenes
des applications critiques pour la latence peuvent interagir avec le systtme IMP, trés peu ont
abordé la manicre de déployer une infrastructure MEC flexible et évolutive chez un opérateur

mobile pour un trafic mobile hétérogene attendu.

Le modele de systéme proposé dans ce projet de recherche repose sur le concept de
virtualisation des fonctions réseau (NFV) pour virtualiser les ressources physiques du systéme
MEC et fournir une infrastructure évolutive et flexible quel que soit le matériel physique sous-
jacent. Dans les réseaux compatibles NFV, la charge de travail mobile recue est souvent
déployée sous forme de chaines de fonctions de service (SFC), chargées de répondre aux
demandes de service des utilisateurs en dirigeant le trafic via différents types de VNF et liens
virtuels. Ainsi, des mécanismes efficaces de placement et d'orchestration de VNF sont
nécessaires pour relever les défis des demandes hétérogénes des utilisateurs, des diverses

exigences de qualité de service (QoS) et de la variation du volume de trafic réseau.

Ce projet de recherche aborde la conception évolutive et le dimensionnement d'un
probléme d'infrastructure MEC agile compatible NFV dans une double perspective. Tout
d'abord, un modele de réseau neuronal (c'est-a-dire un sous-ensemble d'apprentissage
automatique) aide a mettre a 1'échelle automatiquement et de maniere proactive les différentes
instances de service virtuel en prédisant le nombre de SFC nécessaires pour une charge de trafic
mobile variable dans le temps. Deuxieémement, un programme linéaire a nombres entiers mixtes
(MILP) est utilisé pour créer une infrastructure de systéme MEC physique en affectant les
réseaux SFC virtuels prédits aux nceuds MEC tout en minimisant les colits de déploiement. Les
résultats numériques montrent que le modele d’apprentissage automatique (ML) atteint une
précision de prédiction élevée de 95.6 %, ce qui démontre ’efficacité¢ de l'utilisation de la

technique ML au niveau du réseau périphérique pour réduire les colits de déploiement tout en




garantissant les exigences de délais de propagation pour différentes applications critiques a
latence é¢levée et a forts taux d'acceptation. En raison de la nature exponentielle de cette
formulation MILP, nous proposons également une approche de décomposition évolutive avec
des résultats quasi optimaux a un colit de conception et de dimensionnement considérablement
réduit. Les résultats numériques montrent la viabilit¢ de l'approche de décomposition Binder
dans sa proximité avec le colt de dimensionnement optimal et dans son temps de résolution

raisonnable.




ACKNOWLEDGMENTS
Words cannot express my gratitude to my supervisor (Prof. Mustapha Yagoub) and my
co-supervisor (Dr. Abdallah Jarray) for their invaluable patience and feedback. They generously
provided knowledge and expertise and this endeavor would not have been possible without their
great support. Additionally, I would like to thank Ismael Martinez (Ph.D. Candidate) for his help

in the decomposition approach modeling, implementation, and coding.

Lastly, I would be remiss in not mentioning my family, especially my parents and
siblings. Their belief in me has kept my spirits and motivation high during this process. I would
also like to thank my little kid Ryan for his patience in staying away from him for long hours
working on my thesis and for all the entertainment and emotional support I got from this little

cutie.

Vi



DEDICATION
First, I dedicate my dissertation work to my little kid, Ryan, who adds more color and joy

to my life.

I also dedicate this dissertation to my family and many friends. Special gratitude to my
loving parents for their encouragement and push for tenacity rang in my ears. I will always

appreciate all they have done.

Vii



TABLE OF CONTENTS

F N 11 2T AT O PSP P PSP ii
SOMIMAITE ...ttt st b e et e b e e sar e e bt e e ab e e sbe e s b e e nbeeeaseenseesareenneeenneennnes iv
ACKNOWICAZMENLS.....c..eutiiiiiieieite ettt sttt s r et b e e b saeesaeenne vi
DIEAICATION ...ttt ettt s e et e st e e sb e e et e e he e e bt e s he e e b e e e nn e e b e e nnnenreennneean vii
TabLe OF CONLENLS .....eeieiiiieeie ettt e b e et esseesaneesneeenneesneenaneens viii
LSt OF FIGUIS ..ottt sttt ettt st st b et s bt e sbe e s eanes Xii
LSt OF TADIES ..ottt st e be e et be e b e e nne e an e nees Xiv
INOMENCIATUTE ...ttt ettt ettt e e bt e st e e bt e s abe e s bt e sabe e bt e sabeesaeeenbeeees Y
Chapter 1 INtroduction..............cccooiiiiiiiiiii e 1
| Y 0] 5 077 1 10 s OO USRS 1
1.2 Novelty and COntriDULIONS ........cccueiiiieriieiiieiieeie ettt ettt et saee b e 3
| I 1 11 0 o] ot 5 A RS 5
1.4 ThesiS OULINE. .....eiiiiiiiiiieieeee ettt ettt st e e 6
1.5 Related PUDIICAtIONS .....coiuiiiiiiiiiiiiieieee ettt s 7
Chapter 2 Mobile Edge COmMPUEING .........c.ccooiiiiiiiiiiiiieeeeeeeeeee e s 8
2.1 MEC OVETVIEW ...ttt ettt ettt ettt et e st e et e st e et e e sateeabeesstesaseessaeenseassseenseennseenne 8
2.2 MEC USE CaSES ...eeiuiiiiiieiiiiiieeteeeite ettt ettt ettt ettt ettt ettt sne et esaeeeaneesaee e 9

2.2.1 Consumer-OTiented SETVICES ......cccueeruieriieriieiieetieeteerttesteeteesteesteeseeeseesseeebeesseeeseens 10

2.2.2 OPCIALOT SETVICES.....eeiuvietieeitietiesteentteseeenteesteeteessteeseessseeseessseenseessseenseesssesseesssesnseens 10

2.2.3 Network Performance SEIVICES ........ccceriiriiiiriinieiieniesieeieete sttt 11
2.3 MEC SOIULIONS ...ttt ettt ettt e be e et e e bt e st e sateenbeenaeas 11

2.3.1 OVErview Of MEC CONCEPLS......uviiriiieeiieeeiieeiieeerieeesiteeerireeeaeeesaeeeeseeessseeennseessseesnnes 11




24 MEC ATCRITECTUIE ..eevvvveeeeeeeeeeeeeeeeeeeeee et eeeeeeeseeeeeeeeeseeeseeeeesesenesenenenennnnnnnnnns 17

2.5 MEC BENETILS ...ttt ettt sttt et ettt ettt sa et st 19
2.6 MEC Potential Challenges ...........ccceeeiiieiieiiiieiieiiieiieeie ettt saeeenbe e 21
2.7 CONCIUSION ...ttt ettt ettt et e e se et e st e e bt e s bt e st sate bt et e ente bt entesaeenee 23
Chapter 3 MEC Implementation Process OVerview ............ccccoocviiiiriiiieiiiiiieeeniiieeessiieee e 24
3.1 INEEOAUCTION ...ttt et et et be e et e bt e sabe e bt e snbeesbeeenteans 24
3.2 MEC Design and Dimensioning- Literature ReVIEW .........cccceceviivieiinienieniienienieeieeeene 25
3.2.1 Cloudlets Placement APProaches .........cceeccveeriieiiieiiieeiiieiie ettt esee e eveesene e 26
3.2.2 Resource-based Dimensioning APProaches ...........cceecveereeeiieenieeniienieeireeneeeieesveeneens 27
3.2.3 Latency-based Dimensioning Approaches ...........cccueecvierieeiiienieeiienie e eseee e 29
3.2.4 Mobility-based Dimensioning APProaches ..........cccceeecveerieiiieenieeriienieeieeseeeieesneeveens 30
3.2.5 Reliability-based Dimensioning APProaches ..........ccccceevveevieenieenieenieeireeneeeieesveeveens 30
3.2.6 Issues in the Existing Dimensioning Approaches ..........cccoeceerieeciienieeiieenieeieesve e 31
3.2.7 Conclusion: Our Proposed SOIUtION ........cccuieiiiiiiiiiiiiiiieie et 31
3.3 Service Placement in MEC- OVEIVIEW.........cccuiiiiiiiiieniieeieeniieeiiesiie ettt sieeeieeseee s 32
3.3.1 VNF Placement POLICIES .......ceeuieiuiiiiieiieciieeie sttt 33
3.3.2 VINF SEIVICES ....utiiiiiaiiiiieetie ettt ette et ettt et e st e et e st e eteesabeesteeabeesseesaseensseenseesneeenseens 35
3.3.3 CONCIUSION ..ttt ettt ettt et e st e et e et e et e sabeesbeeenbeesseeenteenstesnseesseesnseans 38
3.4 MEC Auto-scaling APProaches.........ccccecuirieriiieniiniiiieieeeetese ettt 39
3.4.1 Reactive Autoscaling APProach ........cccueeeuieeiiiiiiniieeeieeeee e e 40
3.4.2 Proactive Autoscaling APProach .........ccoeecveeeiiiieiiiiceeee e 40
3.4.3 Forecasting Techniques for Time-series Traffic..........ccoeeviieeiiiiniieicie e, 42
3.4.4 CONCIUSION ..ttt ettt ettt et e st e bt e et e e bt e sabeenbeeesbeenbeesabeens 45
3.5 MEC Optimization APProaches .........ccccuiieiiiieiiiieiiieeieece et seae e 46




3.0 CONCIUSION ..ot 47

Chapter 4 NFV-Based MEC Agile Framework for Heterogeneous Computing Applications .49

4.1 TNEPOAUCTION L.ttt ettt et et e ettt e et e bt e et e e sbee st e e naeeenbeeeeas 49
4.2 Agile MEC-NFV Architecture Framework...........ccccuieriiieiiiieiieceeeeee e 51
4.3 Assumptions and SysStem MOdEl ...........coeeriiiiiiiiiiiiie et 52
4.4 Problem Statement.........ccccuiiiiiiiiiiiieie ettt 57
4.5 SFC Autoscaling Sub-probIlem .........ccceerieriiieriieniieiieeie ettt ere e eebeenenes 58
4.5.1 Approach 1: Deep Neural NetWOork .......c.ccccveeiieriiiiiieiiieiieeieeeie e sne e 63
4.5.2 Approach 2: Long Short-Term Memory Neural Network...........ccccevviieiieniiienienieennnn, 64
4.5.3 ML Model IMplementation...........c.cccveeiieriienieeniieeieeieeseeesiee e esieesveereeseseesseessneenseens 65
4.6 Design and Dimensioning SUb-problem ............ccceerieeiienieeiiienieeieecie e 66
4.6.1 Design and Dimensioning Approach: MILP Model...........cccccoeviieviieniiiinieniieieecieeieens 69
4.7 Drawbacks of MEC-SFC-MILP FOormulation ..........c.ccecceviereriienienieieneneeieeeseeee e 75
4.8 Benders Decomposition APProOaCh .........c.eeviieiiiiiiiiriieiieeie e e 76
4.8.1 Auxiliary Problem (Sub Problem) .........cccooieiiiiiiiiiieiieecee e 82
4.8.2 MaASEr PrODICIM.....c.uiiiiiiiiieiie ettt ettt sttt e 83
4.8.3 Solving the MEC-SFC-BD MoOdel........cccccooiiiiiiiiniiiiiiinieietceceeeceeeee e 84
4.9 BeNCRMATKS .....ooiiiiiiiiiiieie ettt et ettt e et ateenbeeneas 84
410 CONCIUSION ....utititieiie ettt ettt et et e b ee et e e bt e et e e sseesnbeesbeeenseenseesaseenaeeenseenseas 87
Chapter 5 Numerical Evaluation and Discussion ...............ccoceeiiiiiiniiinniiineec e 88
5.1 INEEOAUCTION ..ttt ettt ettt e st e et e sae e et e e bee et eenaeeenee 88
5.2 SFC Autoscaling Sub-problem Accuracy Evaluation ............ccccoeeveeiciieniiieniie e 88
5.3 Design and Dimensioning MILP Approach Evaluation...........ccccccevviiiiiiniienienieeiiee 91
5.3.1 MILP Approach Evaluation ReSultS...........ccccoeriiiiiiniiiiiiiieiiee e 96




5.4 Benders Decomposition Approach Evaluation ...........c.cccceeeienieiiiiinieeiiienie e, 102

5.5 CONCIUSION ....cuiiiiiiiiiiiiterteetee ettt sttt ettt sbe s 106
Chapter 6 Conclusion and Future Research ..................ccccoooiiiiiniiee, 108
0.1 CONCIUSION ...ttt ettt et et s e et e sab e e bt e s st e e bt e saeeenbeesaeeenbeenneas 108
6.2 FULUIE WOTK....ooiiiiiii ettt et et e 109
RETEIEIICES ...ttt st e e et b e st e b e e s e ne e s r e e ne e 111

Xi



LIST OF FIGURES

Figure 2.1 Different MEC USE CaSES .....cccuuieriuireiiieeiiieeeieeesieeesireeesereessseesseeesseeesssesssssessssseesnnes 9
Figure 2.2 Centralized SCM .........ooiiiiiiiiieieeienee ettt st e 12
Figure 2.3 Distributed Hierarchical SCM .........ccoiiiiiiiiiiiiniiiieneeeeeeseee e 13
Figure 2.4 MMOC ATCRITECTUTIE .....cuveieiiieeiiee ettt ettt e ste e e tae e e tee e et eesaaeesaseeesaseeesseessseeens 14
Figure 2.5 MobiScud ATCRItECIUIE ........eeiiuiieiiiieciie ettt e e e e e eeaeesnaeeens 15
Figure 2.6 FMC ATCRItECTUIE. .......oouiiiiiiiiieieeiesieee ettt sttt ettt s 16
Figure 2.7 CONCERT [23].....ooiiiiiniiinieeteeeetetes ettt sttt sttt 17
Figure 2.8 An illustration of the main MEC components.............cccceeeeieneenenienennenieneeieneenn 19
Figure 2.9 General MEC ATCRItECTUIE........coouiiiiiiiiiiiiiieiceerceeeeee e 20
Figure 4.1 ETSI MEC-NFV Reference Architecture [31].....ccccooviieiiierieiiiienieeieenie e 52
Figure 4.2 Proposed MEC-NFV Architectural Framework.............coccoeoenieninieniinciencceene 53
Figure 4.3 High-level MEC-NFV System Model..........cccooiiiiniiniiiiniiiccccccceceee 54
Figure 4.4 Mapping of SFC Request virtual network Gf= (Vf, Kf) to MEC physical infrastructure
G (M, B ettt bbbttt ettt b e 56
Figure 4.5 SFC Mapping in an NFV-enabled MEC network ..........cccccocevieiiniininiinicnicncnne 68
Figure 4.6 BD FIOWCRATT ......coouiiiiiiiiiie et 78
Figure 5.1 LSTM Model Prediction ACCUTACY ......cccceriiiniiiriiiiiieiieeieeieeiee et 90
Figure 5.2 Actual vs. Predicted SFCs at edge nodes using LSTM model for different BS.......... 92
Figure 5.3 Mobile Network Architecture of Candidate MEC Nodes .........ccccocveveeienicneenennene 95
Figure 5.4 NFV-enabled MEC Model .........cccoooiiriiiiiiiiiiiieceeeeee e 96

Figure 5.5 MILP vs. Cloud-only Approach Comparison: Acceptance ratio and Dimensioning

Cost 96

Figure 5.6 E2E Latency of MILP Model for different SFC Types........ccccevervenervenieneenennne. 97
Figure 5.7 Dimensioning Cost: Comparison of Proactive MEC-NFV vs. No-Scaling Approach
dUuring the WHole DAy .........oooeiiiiiie ettt eee et e e e e ae e et eeesaaeeenseeenseeens 98
Figure 5.8 Dimensioning Cost: Comparison of MILP vs. No v-Instance Sharing Approach at
different SFC requests NUMDET ........cc.iiiiiiiiiiiiieiie ettt ettt e e seaeebeens 99
Figure 5.9 Proposed network topology used in ABSA Comparison[129].........ccccevvevvirienennns 100

Xii



Figure 5.10 The Average Gain of Optimal Solution and ABSA .........cccooiiiinininiieeee 101

Figure 5.11 The Average Acceptance Ratio of Optimal Solution and ABSA..........cccceviereenen. 102
Figure 5.12 Dimensioning cost comparison of MEC-SFC-MILP, MEC-SFC-BD, and MEC-SFC-
LT T | RS SR 104

Figure 5.14 Solution time of MEC-SFC-BD by number of SFC Requests and MEC Edge
CaANAIAALES ...ttt et ettt e b e h e bt e at e bt e e ateenbeesheeenbeenneas 106

Xiii



LIST OF TABLES

Table 3.1 Different Performance Optimization ApProaches ............ecceevveevueerieeieenieesieenneenens 47
Table 4.1 ML FEAtUIES SET....c.ceriiriiiiiieriieieeieeitee ettt sttt sttt et be et e e 60
Table 4.2 Sample for Processed Training Dataset...........ccceevieeeiiieiniiieeeiie e 61
Table 4.3 MEC Physical Infrastructure G= (M, E) ....c.oooiiiiiiiie e 70
Table 4.4 Virtual Network Gf= (Vf, Kf) for SFC Request F .........ccoveeiiiiiieiiiiicececeeee 71
Table 5.1 Performance Comparison for LSTM and DNN Models..........cccceevviieviieincieeiniieeiene 90
30 Table 5.2 Confusion MatIiX ........coveeriirienieiiriesieee ettt sttt 91
Table 5.3 Service Chainl TYPES ...cccuveriieiieiieeiieiie ettt ettt et esteeesteesaeeesbeessaeeseesssessseesssesnsaens 93
Table 5.4 Conversion to Computation Resource CPU ...........cccccoiiiiiiiiiiiiiiniieceeeeeiee 94
Table 5.5 Conversion to Memory Resource GB...........cocooiiiiiiiiiiiiniiiiicccececceee 94
Table 5.6 The Setting of the SFCs Used for Comparison with ABSA........c.cccoeviiiiieniieinennen. 101
Table 5.7 The Setting of the VNFs Used for Comparison with ABSA ..........cccoeviieiieniieneennen. 101
Table 5.8: Cost Comparison in percentage between MEC-SFC-MILP and MEC-SFC-BD...... 103

Xiv



Greek Symbols

b

- S T T

S

04 N N 3 v oI T

[P~

NOMENCLATURE

Virtual Link Bandwidth

Computational Resource Cost

Physical Link Delay

Substrate Link

Predicted Service Function Chains

Directed Graph of NFV-Enabled MEC Physical Infrastructure
Virtual Network for SFC Request

Virtual Instances

Virtual Links between VNFs in an SFC Request

MEC Nodes

SFC Request Types

Computational Resource

Computational Resource Capacity

VNF Types

VNFs in an SFC Request

Substrate Link Bandwidth Capacity

Physical Paths in NFV-Enabled MEC Physical Infrastructure
Processing Rate for MEC Node

E2E Delay Threshold for SFC

Traffic Arrival Rate

XV



Al

APs

AR

ARIMA

BD

BSs

CAPEX

CFS

CN

DCs

DNN

E2E

eNB

EPC

ETSI

FMC

FMCC

FN

FP

FW

GPS

GPU

HetNet

ABBREVIATIONS

Artificial Intelligence
Access Points
Augmented Reality
Autoregressive Integrated Moving Average
Benders Decomposition
Base Stations

Capital Expenses
Customer Facility Service
Core Network

Data Centers

Deep Neural Network
End-to-End delay
E-UTRAN Node B

Evolved Packet Core

European Telecommunications Standards Institute

Follow-me cloud
Follow-me cloud Controller
False Negative

False Positive

Firewall

Global Positioning System
Graphical Processing Unit

Heterogeneous Network

XVi



HSS Home Subscriber Server

IDPS Intrusion Detection and Prevention System
IoT Internet of Things

IP Integer Programming

ISG Internet Specification Group
LSTM Long Short-Term Memory
LCM Lifecycle Management

MC MobiScud Control

MEC Mobile Edge Computing

MILP Mixed Integer Linear Program
ML Machine Learning

MNOs Mobile Network Operators
MMC Mobile Micro Cloud

MME Mobility Management Entity
MPC Model Predictive Control

NAT Network Address Translator
NFV Network Function Virtualization
NFVO Network Function Virtualization Orchestrator
OPEX Operational Expenses

oS Operating System

OSS Operation Support System

PaaS Platform-as-a-Service

P-GW Packet Gateway

PoC Proof of Concept

XVii



QoE Quality-of-Experience

QoS Quality of Service

RAN Radio Access Network

RAT Radio Access Technology

RB Resource Block

RIE Radio Interface Equipment
RNN Recurrent Neural Network
SCC Small Cell Cloud

SCeNB Small Cell E-UTRAN Node B
SCM Small Cell Manager

SDN Software-Defined Network
S-GW Serving Gateway

SFC Service Function Chain

SL Supervised Learning

TCP Transmission Control Protocol
TN True Negative

TP True Positive

TS Traffic Shaper

UE User Equipment

URLLC Ultra-Reliable Low Latency Communication
VIM Virtual Infrastructure Manager
VM Virtual Machines

VN Virtual Network

VNF Virtual Network Function

XViii



VNFM Virtual Network Function Manager

VOC Video Optimization Controller

VoIP Voice Over IP

VR Virtual Reality

VS Virtualized Services

WMAN Wireless Metropolitan Area Network
WwOC WAN Optimization Co

XiX



Chapter 1: Introduction

Chapter 1

INTRODUCTION

1.1 Motivation

The 5G era has witnessed tremendous growth in cellular subscriptions and mobile data
traffic. Based on Ericsson's latest forecast for 2020-2026, global mobile subscriptions are
expected to grow from 7.9 billion to 8.8 billion, and international mobile data traffic is expected
to double [1]. Increasing mobile network coverage drives this significant increase in mobile data
traffic, the massive deployment of Internet of Things (IoT) devices, and mobile broadband
subscriptions. Therefore, the demand for traditional cloud-based services and real-time
computing applications in mobile networks increases dramatically, e.g., video streaming, social
networking, and online retail services. In addition, there is a high demand for new cloud services,
such as mobile cloud games, remote control services for aircraft and ground vehicles, and

services that handle manufacturing processes [2].

To meet the increasing demand for user requests in cellular networks, conventional cloud
computing platforms (e.g., based on data centers) continuously expand their server capacities and
thus improve the QoS they provide. However, for various reasons, new computing platforms and
architectures are needed to scale better with the explosion in mobile service demands. For mobile
users to access traditional cloud services, mobile traffic must pass through multiple stages,
including mobile backhaul and possibly the mobile core operator, resulting in additional
communication latency that can exceed the latency requirements of critical services. In addition,
conventional cloud computing platforms require intensive computing and communication
resources investments to improve the quality of the services provided in cellular networks, which
further increases the cost of access to cellular networks [3]. Finally, network knowledge and user
context information can help provide localized services to end users and enhance their Quality-

of-Experience (QoE).
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Mobile Edge Computing (MEC) is emerging as a promising technology to address these
needs[4], where it can provide cloud computing capabilities by placing computing infrastructures
close to mobile users at the network edge (i.e., Radio Access Network RAN). Leveraging the
proximity of mobile end-users, MEC enables mobile devices to offload and run heterogeneous
computing application requirements on various virtual machines deployed on physical mobile
edge servers, meeting different QoS requirements [5]. Unlike centralized clouds, edge servers

can coexist with cellular base stations (BSs) deployed at the edge servers [6].

To build a flexible MEC infrastructure, the concept of network function virtualization
(NFV) is one possible approach that could be used to decouple network functions (NFs) from the
underlying physical substrate network and transform them into software units known as virtual
network functions (VNFs) [7]. The decoupling mechanism used in NFV brings the opportunity
for Mobile Network Operators (MNOs) to efficiently upgrade their existing physical network to
guarantee QoS for a wide range of mobile traffic with heterogeneous requirements. That clearly
minimized the Capital Expenses (CAPEX) and the Operational Expenses (OPEX) for the MEC
infrastructure deployment. The virtualization technique enables mobile providers to respond to
the dynamics of function services while supporting new use cases such as heterogeneous loT
environments and intelligent transport. The received mobile workload is often deployed as a
service function chain (SFC) in such an NFV-enabled network. It processes user requests by
routing traffic through various VNF types and virtual circuits. Therefore, effective VNF
placement and orchestration mechanisms are required to support heterogeneous user

requirements, different QoS requirements, and network traffic dynamics [8].

The unpredictability of cellular traffic is another issue to consider when deploying a
flexible MEC infrastructure [9]. Unlike traditional clouds, where mobile workloads are easily
predictable, distributed MEC systems encounter workload variations based on time-varying
traffic distribution and mobility patterns, leading to uneven workload distribution within the
mobile network. As a result, the number of SFCs required to process the workload at any given
time changes continuously to meet QoS requirements. To that end, a proactive auto-scaling
mechanism can be proposed as a necessary step to quantify the required number of physical
resources (i.e., compute and network resources) to be installed on the edge nodes at a given time
and to deliver the promised cost reductions in deploying the MEC Systems. Furthermore, in

order to accommodate the varying demands of users and handle the disparate requests received,

2
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it is essential to tackle the issue of efficient SFC mapping and optimal VNF placement within the

NFV-enabled MEC infrastructure [6].

A proper process of implementing a comprehensive MEC infrastructure is required to
meet the requirements mentioned above. To achieve this goal, one must (i) maximize the
utilization of computing resources at each edge node, (ii) provide mobile users with cost-
effective heterogeneous real-time services, and (iii) ensure the quality of the experience for
mobile users. Most of the research focuses on MEC resource management to support
heterogeneous computing applications and to meet the requirements described above, assuming

an existing MEC infrastructure [1].

1.2 Novelty and Contributions

The objective of this research endeavor is to develop a proactive, scalable, and cost-
effective approach for the design and dimensioning of an NFV-enabled MEC infrastructure. The
aim is to create a blueprint that can be easily implemented and deployed to support dynamic

mobile data traffic and heterogeneous user requirements, while keeping the costs low.

To achieve this, we examine a radio access network of a mobile operator that does not
have an existing MEC infrastructure at any of its base station locations. Our study defines a
comprehensive MEC infrastructure design as the proactive selection of MEC node locations in
the edge network and specifies the dimensioning of each MEC node, including computation
resources such as storage, CPU, and memory, to be installed at a given time. The outcome of the
dimensioning and design phase is a comprehensive plan for constructing a scalable MEC
infrastructure that considers multiple attributes simultaneously, including cost, auto scaling, and

optimal placement.

Our approach leverages advanced algorithms and machine learning techniques to enable
efficient resource allocation and utilization, while also ensuring low-latency communication and
seamless scalability to support heterogeneous latency-critical applications. We have conducted
extensive simulations and experiments to validate the effectiveness of our proposed design and

dimensioning approach in meeting the diverse needs of modern communication networks.

To the best of our knowledge, most of the existing literature on MEC dimensioning and

design assumes either single-user equipment or workloads with homogeneous quality of service
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(QoS) requirements (refer to section 3.1). Some works do consider the heterogeneity of mobile
application traffic but fail to address traffic dynamics and MEC dimensioning. They assume an
infrastructure in which the edge nodes are already deployed and receive a fixed amount of traffic
over time. Therefore, the original contribution of this thesis is to present the first comprehensive
study on a scalable, machine-driven, and cost-effective design and dimensioning scheme for an
NFV-enabled MEC infrastructure. Our approach is based on predicted mobile traffic and intends
to design a MEC infrastructure capable of processing upcoming heterogeneous requests from
mobile users at various locations. Additionally, our method is scalable and allows for the optimal
addition of new MEC nodes to the current infrastructure in response to a continuous increase in

mobile users’ requests over a specific period.

In this research project, we focus on an infrastructure consisting of MEC nodes that use
NFV concept and are physically co-located with the base stations of mobile operators at various
locations. We aim to optimize the design, dimensioning, and workload allocation to the MEC
infrastructure. To accomplish this, we address and solve the problem of cost-efficient, machine-
driven, scalable design and dimensioning of a comprehensive MEC-NFV infrastructure that can

support heterogeneous SFCs while meeting different application latency requirements.

The primary contributions of this thesis can be summarized as follows:

e Designing an agile and flexible NFV-based MEC framework that supports the dynamic
and heterogeneous nature of mobile traffic generated by diverse users, particularly in
terms of computational resources and latency requirements. In this thesis, we propose a
machine-driven system model that aims to reduce the deployment costs of a mobile
operator while delivering an efficient and scalable comprehensive MEC infrastructure
that caters to the requirements of various predicted computing applications. We validate
the accuracy of our ML classifiers using various performance metrics, and our simulation
results demonstrate the advantages of using ML methods as an initial step in
dimensioning the MEC system in terms of cost and traffic acceptance ratio. This research
emphasizes the importance of agility in designing an adaptable MEC infrastructure that
can keep up with the dynamic mobile traffic while simultaneously providing efficient and
cost-effective solutions to the mobile operator.

o Finding an efficient virtual instance mapping method is a significant challenge. To do so,

we focus on the dynamic and flexible SFC mapping problem in this thesis. The service
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chain is decomposed into a set of virtual nodes (i.e., virtual network functions or VNFs)
interconnected by virtual connections in a specific order. This issue works in conjunction
with a proactive auto-scaling mechanism that leverages scaling decisions to suggest an
optimal VNF placement at any given time to minimize end-to-end delay. Our research
highlights the importance of an efficient and dynamic VNF mapping technique in
designing and scaling MEC systems while meeting the diverse requirements of different
applications.

Effective utilization of physical resources at edge servers is a critical consideration that
should not be overlooked. To address this issue, we consider the shareability of virtual
instances and resource overheads in the SFC mapping algorithm that calculates the
resources required to process SFC requests while meeting latency requirements. Our
simulations demonstrate the advantages of sharing virtual instances by different edge
nodes in terms of dimensioning costs. We emphasize the importance of effective physical
resource utilization at edge servers to reduce costs and enhance the performance of MEC
systems.

To address the computational complexity of the one-shot MILP problem in MEC system
design, we propose a bender decomposition approach. This approach has been
implemented and evaluated against standard benchmarks such as the Greedy Algorithm
model, and our numerical results demonstrate its efficiency in reducing computation
time. We show that our proposed approach can provide a practical and effective solution

for optimizing MEC system design and dimensioning.

1.3 Thesis Objectives

The objective of this research project is to design and dimension a comprehensive NFV-

enabled MEC infrastructure that can efficiently support a variety of latency-critical applications

with varying requirements. To achieve this goal, several research objectives have been identified,

including:

Identifying the infrastructure requirements for a scalable and cost-effective MEC
deployment, including the optimal placement and dimensioning of MEC nodes in the
edge network.

Leveraging machine learning techniques to predict mobile traffic patterns and computing

5
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application demands, which can be used to optimize the MEC infrastructure design and
dimensioning scheme.

o Developing an efficient and scalable virtual instance mapping method to minimize end-
to-end latency and maximize resource utilization.

e Addressing the challenges of sharing virtual instances and minimizing resource
overheads in the SFC mapping algorithm to further optimize the MEC infrastructure's
performance.

e Proposing a bender decomposition approach to overcome the computation complexity of

the MILP problem and reduce the computational overhead of the optimization process.

By achieving these research objectives, the proposed MEC infrastructure can be designed
and dimensioned to provide a flexible and agile platform for supporting heterogeneous latency-

critical applications with varying requirements.

1.4 Thesis Outline

In this research work, we outline the structure of six chapters. Following this
introduction, Chapter 2 provides a comprehensive overview of the MEC architecture's key
components and their interplay to achieve the MEC system's benefits, such as supporting low-
latency real-time applications, reducing energy consumption, service cost, and facilitating user
mobility.

Chapter 3 delves into the current research on MEC infrastructure design and
dimensioning, highlighting the significance of deploying MEC systems on NFV infrastructure to
maximize efficiency and obtain benefits. It discusses the current state of MEC dimensioning and
design, identifies the shortcomings in current MEC dimensioning works, and reviews various
auto-scaling approaches, including static and dynamic approaches, as well as service placement
algorithms based on resource and service types for end-users. Finally, the chapter concludes by

discussing MEC optimization methods that aim to achieve high performance.

In Chapter 4 of this thesis, we introduce our proposed comprehensive, agile and scalable
MEC system model enabled by NFV. We define the design and dimensioning MILP problem
statement, along with the parameters, constraints, and main objective of our model. We also

address the scalability issue that arises in high-scale MEC systems by proposing the Bender
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decomposition approach as an alternative to the one-shot MILP approach. Furthermore, we

present the benchmarks used to validate the effectiveness of our novel dimensioning approach.

Chapter 5 of this thesis provides a detailed description of the MEC simulation setup,
numerical evaluation, and results discussion. We use this chapter to validate the benefits and

added value of our agile approach in improving the efficiency and scalability of MEC systems.

Finally, Chapter 6 provides a summary of the key findings of this research project and
presents our future work in this area, including exploring the use of other optimization

techniques, such as machine learning, to enhance the agility and scalability of MEC systems.
1.5 Related Publications
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e L.A. Haibeh, M.C.E. Yagoub, A. Jarray, “A Survey on mobile edge computing
infrastructure: design, resource management, and optimization approaches,” [EEE

Access, Vol. 10, N° 2, pp. 27591-27610, February 2022.

e L.A. Haibeh, M.C.E. Yagoub, A. Jarray, “Machine-driven design and dimensioning of
NFV-enabled MEC infrastructure to support heterogeneous latency-critical applications,”

submitted to Journal of Cloud Computing, under review.

Conferences
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Chapter 2

MOBILE EDGE COMPUTING

2.1 MEC Overview

Mobile Edge Computing is an innovative cloud service delivery paradigm that brings
cloud computing capabilities closer to mobile users, leveraging computing and storage resources
at the edge of the mobile network. [10]. According to the European Telecommunications
Standards Institute (ETSI), the MEC is characterized by low-end latency, local computing and
storage resources, network awareness, and enhanced service quality provided by mobile
operators. MEC requires seamless integration of both MNOs and the service providers in terms
of architectural design and resource management [11]. The increasing demand for high-
performance, computation-intensive applications and the need for MNOs to reduce time-to-
market for new applications are the driving forces behind MEC's development. Therefore, the
involvement of various stakeholders, including network service providers, MNOs, and mobile

end-users, is necessary for the successful deployment of MEC.

Referring to ETSI white paper [12], MEC is differentiated by the following:

e On-premises: MEC can be deployed and run in an isolated environment where it has
access only to its local computing resources and is completely separated from the rest
of the network.

e Proximity: MEC servers are typically placed in proximity to mobile users. The close
distance would make it possible for mobile operators to collect and store real-time
information from mobile users and process it for different purposes, such as big data
analytics and support location-aware services.

e Low latency: MEC systems can reduce propagation and communication latencies and

avoid network congestion on front and backhaul network links. Thus, this will make it
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possible for MEC to be a key enabler for latency-critical 5G applications while

enhancing the content and service responsiveness time.

In this chapter, the MEC architecture is examined in terms of flexible resource
management, different MEC solutions, popular MEC use cases, advantages, and disadvantages

of MEC, as well as possible challenges that may arise.

2.2 MEC Use Cases

MEC is advantageous to all parties involved, such as mobile operators, service providers,
and users. Based on [13], MEC can be classified into three main categories of use cases that
generate profit for different stakeholders, as illustrated in Figure 2.1. The ensuing sections
provide a comprehensive analysis of each use case category and emphasize critical service

scenarios and applications.
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2.2.1 Consumer-Oriented Services

The initial MEC use case category is focused on consumers and aims to provide direct
benefits to end-users. The main advantage for users is the ability to offload computation, which
enables the operation of new and emerging applications on user equipment (UE). An example of
an application that benefits from cloud computing is an accelerated web browser, where the
MEC system controls most of the browsing functions, including web content evaluation and

optimized transmission [14].

In addition, computation offloading to MEC can be beneficial for augmented reality (AR)
applications that require a significant amount of computing resources to evaluate the user's
surroundings and respond rapidly. The user device may not have sufficient resources to support
such applications. The feasibility of MEC for AR applications was demonstrated in a real-world
testbed by the authors in [15] . Their findings showed that MEC reduced latency by up to 88%
and saved energy. Computation offloading to MEC can utilize up to 93% of the UE.

Furthermore, the proximity of MEC to the user can benefit low-latency applications such
as online gaming or video streaming. A new instance of a specific application can be launched at
a suitable mobile edge host to reduce the application's latency and resource requirements on the

user's mobile device.
2.2.2 Operator Services

The second use case category involves services that provide benefits to MNOs and third
parties. One example is collecting large amounts of data from users or sensors, which are pre-
processed and analyzed in MEC before being sent to conventional central servers for further
assessment. This can be useful for applications such as safety and security, such as monitoring a

specific area.

Another application of the MEC is for IoT (Internet of Things) purposes [16]. 1oT
devices rely on various radio technologies and communication protocols that require a delay-
sensitive aggregation point to manage multiple protocols, message distribution, and computation.
The MEC serves as an loT gateway that can aggregate and provide IoT services to highly

distributed base stations, enabling real-time application responses.

10
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2.2.3 Network Performance Services

The third use case of MEC involves optimizing the performance of MNOs and enhancing
the overall user experience. An important application in this category involves the coordination
of radio and backbone networks. Currently, when one part of the network experiences a
degradation in capacity, it affects the entire network, leading to a suboptimal performance. By
leveraging MEC, real-time analytics applications can provide valuable insights into the network's
traffic requirements. The optimization application can then adjust the traffic flow per application

or reroute it as needed, thus improving the network's performance and user experience.

Another strategy to enhance network performance involves local content caching at the
mobile edge, which can reduce congestion on backhaul links. MEC applications can store the
most popular content in the region, allowing users to access it without transferring it over the

backbone network [17].

The MEC can contribute to improving radio network performance and mitigating
backhaul network issues. By gathering and analyzing relevant data from users' devices at the
MEC server, the scheduling process can become more effective. Moreover, MEC can enhance
mobile video delivery by using Transmission Control Protocol (TCP) throughput guidance. TCP
faces difficulty adapting to quickly changing radio channel conditions, which results in
inefficient resource utilization. Therefore, the MEC analytic application can transmit an estimate
of real-time throughput to the backend video server to align the application-level coding with the

approximate throughput, as suggested in[18].

2.3 MEC Solutions

In this section, a range of concepts are discussed pertaining to computation at the edge of
mobile networks. The initial focus is on different MEC solutions that allow for computation to be

performed in closer proximity to the users’ equipment.
2.3.1 Overview of MEC Concepts

This subsection outlines various MEC concepts that could facilitate the seamless
integration of cloud capabilities into mobile network architecture. The fundamental principles of

small cell cloud (SCC), mobile micro cloud (MMC), fast-moving personal cloud (FMC), and

11
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CONCERT are briefly introduced, along with the necessary network architecture enhancements

and modifications required for the implementation of each MEC concept.

2.3.1.1 Small Cell Cloud (SCC)

In 2012, the TROPIC project proposed a concept called small cell cloud (SCC), which
aims to enhance small cells (SCeNBs) like femtocells, microcells, and picocells with extra
computing and storage resources [19]. The SCC employs the network function virtualization
(NFV) approach to create a cloud-enhanced pool of SCeNBs that can supply adequate computing
power for user devices, particularly for latency-sensitive services. Given the anticipated
widespread deployment of SCeNBs in future mobile networks, SCC can effectively cater to

users' computation needs.
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Figure 2.2 Centralized SCM

To effectively integrate the SCC concept into mobile network architecture, a new entity
known as the small cell manager (SCM) is introduced to control the SCC [19]. The SCM
manages the computing and storage resources made available by the SCeNBs in a dynamic and
elastic manner, given that SCeNBs can be turned on and off at any time. To improve service
delivery, the SCM is aware of the main cluster context and decides when and where to deploy a

new edge node or relocate a continuing computation. Virtual Machines (VMs) hosted on

12
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SCeNBs are used to virtualize computing resources. The deployment of the SCM is a crucial
aspect of the SCC's architecture, as shown in Figure 2.2. The SCM can be implemented centrally
within the RAN as a standalone SCM, near a group of SCeNBs, or as an extension to an MME.
Additionally, the SCM can be deployed in a hierarchical manner, with a local SCM (L-SCM) or
a virtual L-SCM (VL-SCM) managing the storage and computing resources of nearby SCeNB
clusters, while a remote SCM (R-SCM) located in the CN has access to the resources from all

SCeNBs connected to the CN (as illustrated in Figure 2.3).
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Figure 2.3 Distributed Hierarchical SCM

2.3.1.2 Mobile Micro Clouds (MMC)

The concept of the mobile micro cloud (MMC) was introduced in [20], aiming to provide
users with instant access to cloud services with minimum latency. Unlike the SCC that utilizes
interworking clusters of small cells to provide computation resources, the MMC enables user
devices to access the computation resources of a single cloud instance, which is usually directly
connected to a base station, as shown in Figure 2.4 [20]. The MMC does not require any control
entities within the network, and the control is fully distributed, similar to the VL-SCM solution
for the SCC. To ensure seamless VM migration among the MMCs and network reliability, the

MMCs are directly or indirectly linked via broadband services.

13
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2.3.1.3 Fast Moving Personal Cloud (MobiScud)

The MobiScud architecture, as introduced in [21], integrates cloud services with mobile
operators using software-defined networking (SDN) and network function virtualization (NFV)
technologies, while maintaining compatibility with existing mobile networks. Unlike the SCC
and MMC approaches, the MobiScud does not place cloud resources directly at the SCeNB or
eNB access nodes. Instead, it places cloud resources in operator clouds located within or near the

RAN, as depicted in Figure 2.5.
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Despite the differing placement of cloud resources within the mobile network, the
MobiScud, like the SCC and MMC, is designed to be extensively distributed, enabling users in

the vicinity to access cloud services.

Similar to the SCC and MMC, the MobiScud also introduces a novel control unit, the
MobiScud control (MC), which interfaces with the MNO, SDN switches, and cloud servers. The
MC has two main functions: (i) tracking control plane signaling messages exchanged between
MNO elements to detect user activity; and (i1)) managing and monitoring data traffic flows within
SDN-enabled transport networks to facilitate application offloading and VM migration as the

user moves through the mobile network [21].
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2.3.14 Follow Me Cloud (FMC)

The concept of FMC, as introduced in [22], involves distributing cloud services across
data centers (DCs) that follow the roaming of user equipment (UEs) throughout the network,
much like the MobiScud. However, in contrast to prior Mobile Edge Computing (MEC)
concepts, the FMC places computing power in the operator's central network rather than at the
user level. The FMC leverages the decentralization of mobile operators' networks necessitated by
growing user demands, instead of assuming a more centralized network deployment. This entails
replacing the centralized CN of current network deployments with a decentralized one, as
depicted in Figure 2.6 [22], with the data center situated alongside the distributed S/P-GWs for

the operator's convenience.
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The FMC introduces new network units, including a DC/GW mapping unit and an FMC
controller (FMCC). These units can be operational units that coexist with current network nodes
or software that runs on any data center. The DC/GW mapping unit statically or dynamically
connects distributed S/P-GWs to DCs based on various metrics such as position or number of

hops between the data center and distributed edge networks. The FMCC handles the computation
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resources of data centers and cloud services hosted on them, and it decides which data center
should be associated with the user device via the cloud services. For better management [22], the
FMCC can be implemented centrally, as shown in Figure 2.6, or in a hierarchical structure with a
global FMCC (G-FMCC) and local FMCC (L-FMCC). Notably, the FMC can be decentralized
by ignoring the FMCC, in which case the data centers coordinate themselves using a self-

organizing approach.
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Figure 2.6 FMC Architecture

23.1.5 CONCERT

The concept of CONCERT proposed in [23] aims to combine cloud and cellular systems
by utilizing NFV principles and SDN technology. Virtual resources are employed to represent
the computing and storage resources used by traditional mobile communication and cloud
computing services. The control plane is managed by a conductor that oversees the computing
and communication cloud resources of the CONCERT architecture, and this conductor can be
deployed centrally or hierarchically for scalability, similar to the SCC or FMC. The data plane
consists of radio interface devices (RIEs) that physically represent the eNB, SDN switches, and
computing resources, as shown in Figure 2.7. Unlike the earlier MEC concepts where the

computation resources were distributed, the CONCERT suggests a hierarchical placement of
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network resources for flexible and elastic network and cloud service management. Local nodes
with low processing power are physically placed at the base station, and regional or central

servers are employed when local resources are inadequate.
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Figure 2.7 CONCERT [23]

2.4 MEC Architecture

Mobile Edge Computing (MEC) refers to the provision of computing and storage
resources as mobile end-user services. MEC resources are typically deployed in close proximity
to end-users and can be utilized at indoor and outdoor base stations, access points, and radio
access networks that connect user equipment to the core network of the Mobile Network
Operator (MNO) [11]. The specific deployment of MEC resources is influenced by various
factors, including physical constraints, performance requirements, and the preferences of
network operators. To illustrate the different deployment options for MEC, Figure 2.8
categorizes MEC components based on their functions and interactions in achieving MEC
system objectives [24-29] . The first category is the MEC end-users, including mobile users,
connected cars, and IoT devices. The second category is computing components that are used to
handle end-user applications. Finally, the end-user and computing components are connected by

communication components, the third category of MEC components.
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1) Communication units include wireless or wired communication networks.

a) Wireless networks are considered the primary way to provide connectivity for end-
users in the MEC. End-users can be either connected to an unlicensed radio spectrum (i.e., WiFi)
or directly connected to base stations and mobile access points that operate on a licensed radio
spectrum [25]. For example, 5G networks should provide enhanced support for bandwidth-
intensive applications in MEC [26]. Additionally, 5G networks support Ultra-Reliable Low
Latency Communication (URLLC), which is expected to achieve 1-millisecond latency and
support applications that require strict latency requirements (e.g., process control and control
services for drones) [27]. In addition to connecting end-users, wireless is considered an
alternative to a wired backhaul, so wireless can also be used to communicate with MEC

resources [28].

b) As for wired networks, the mobile backhaul network interconnects the various RAN
components and the mobile core, establishes communication between the MEC components and
the base stations or access points, and, finally, the end-users. The physical infrastructure consists
of cables (i.e., fiber) and various forwarding and routing devices. Because transmission time is
relatively short in wired environments, packet processing time on routers and switches

constitutes a significant part of the delay [28].

In communication networks, network functions allow monitoring and managing
communication resources. Typical networking functions include resource provisioning,

orchestration, performance analysis, error detection, and load balancing.

Network Functions Virtualization 1is becoming increasingly popular in the
telecommunications industry as it facilitates network management agility by virtualizing
heterogeneous network functions provided by dedicated hardware [29]. Moreover, MEC-related
network functions can also be virtualized [30].

2) Computing units

Computing units are another MEC component category that provides computing and

storage resources to serve MEC end users. These components include the MEC nodes and

orchestrator:

a) MEC nodes may be heterogeneous depending on the performance requirements and

deployment conditions. These nodes can have out-of-the-box commercial servers, small form
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factor servers, and purpose-built servers (for example, built-in artificial intelligence capability
and high-volume storage capacity). MEC node consists of three components: Virtualized
Services (VS) corresponding to the user application, a runtime environment that provides
software support for running VS, and built-in hardware components. Due to the tight integration
of MEC and mobile networks, MNOs can be owners and operators of MEC nodes. However,
third-party service providers, such as property facility owners and cellphone tower owners, may

have MEC nodes for their benefit, depending on the cost and complexity of deployment [31].
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Figure 2.8 An illustration of the main MEC components

b) Resource orchestrators oversee MEC nodes to use their computing resources and
provide the expected QoS efficiently. The main resource orchestrator functions include resource
allocation, virtual network service placement, task scheduling, and software updates.
Additionally, resource orchestrators may be responsible for detecting failures in the MEC and

enabling failed schemes [32].

2.5 MEC Benefits

In MEC systems, the computing resources are not centralized at the conventional cloud
servers. They are distributed at the mobile network edges near the end-users. MEC infrastructure
may include tens of large data centers and thousands of small ones collocated with cell towers

and separated by less than 10 miles [33], as shown in Figure 2.9.
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Figure 2.9 General MEC Architecture

This scalable and flexible architecture allows MEC to offer the benefits below:

Highly distributed and heterogeneous resources: Edge Data Centers (DCs) in MEC are
allocated in different geographical locations, and they vary in scale and type in terms of
computing resources such as processing resources, storage resources, and network
resources.

Support real-time applications with low latency: MEC is an excellent choice for services
requiring guaranteed QoS or low-latency communication, receiving high traffic from
end-user devices, or needing extensive data analysis.

Less mobile energy consumption: In MEC, compute-intensive applications can be
offloaded from mobile devices to edge servers. Computation offloading will significantly
reduce their energy consumption and prolong battery life.

Mobility support: MEC can support mobile end users, including smartphones, IoT
devices, and sensors, and provide seamless access to the network by changing their
attachment points to the network as they move.

Improving Security: The distributed deployment and the small-scale nature of the edge
servers in MEC make them less vulnerable to security attacks. Moreover, MEC prevents
uploading critical data to remote data centers. The IT administrator is responsible for
maintaining the enterprise's authorization and access control rules and categorizing
various service requests without needing an external unit.

Interoperability with the traditional centralized cloud: In some cases, getting resources
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from distant centralized clouds with much greater computing and storage capabilities is
cheaper than MECs. So MECs should exploit resource allocation techniques to allocate
end-users with computing resources with less latency, cost, energy consumption, and

improved performance.

2.6 MEC Potential Challenges

In MEC systems, despite the various opportunities that MEC can offer, several potential

challenges are needed to be investigated to allow network players such as mobile end-users,

infrastructure providers, and MNOs to get an advantage from the edge services:

Distributed resource allocation management: A multi-criteria resource management
technique is required to handle the dynamic behaviors of the MEC system due to device
mobility and the regular change in the computing application requirements [34].
Implementing a multi-objective resource management technique requires multi-criteria
schedulers to be combined. This could be challenging due to the variable application
types, heterogeneous MEC servers, various user requirements, and the different QoS
requirements of the communication channels. Furthermore, the wireless channel would
become congested with the massive increase in mobile devices, and users would compete
fiercely for limited computing resources. This issue could be resolved using the
centralized approach, but it has one drawback: high computing complexity and high
reporting overhead. As a result, the centralized process is not convenient for distributed
MEC systems [35]. Based on that, reliable and distributed MEC resource allocation
schemes needed to be investigated.

System interoperability and application portability: Depending on the users’ locations and
the technical requirements, physical nodes can be deployed at different locations within
the MEC infrastructure. As a result, a new crucial challenge is MEC’s transparent
integration into the underlying existing infrastructure and interfaces without affecting the
standard specifications of the core network and end device. According to [36], the ability
of the MEC system to communicate with other system elements in the 5G network to
manage users’ workloads and get appropriate control information is a critical component
of MEC integration. Furthermore, the application migration points to a requirement

known as application portability to eliminate the need for software designers to create
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multiple instances for various MEC frameworks.

e Reliability and mobility: Managing mobility and ensuring reliability in a dense
environment is extremely difficult. First, when multiple small servers are used, user
mobility can lead to frequent handovers, service outages, and overall poor network
performance [37]. Second, mobile users can change their positions during the
computation offloading time (e.g., vehicles, mobile devices). In such a case, mobile users
may be unable to access the computation outcome after processing their request as they
left the service area of the home serving node. As a result, reliable computational
offloading methods are required for the task computation’s success taking into account
the dynamic changes in the number of offloading users [38]. Third, considering the
dynamicity of wireless connections and user mobility, providing efficient edge
computing services in mobile environments is extremely difficult. For example, real-time
applications like Augmented Reality (AR) necessitate real-time response and reliable
connectivity between the edge nodes and end-users. Furthermore, these requirements
would not be fully met due to dynamic channel quality and intermittent connectivity.

e The synchronicity of decentralized MEC and centralized cloud: The conventional
centralized cloud data centers, with massive computational and communication
resources, can process big-data applications in real time and serve many users. However,
the decentralized MEC infrastructure is highly desirable because it meets QoS user
requirements and reduces latencies caused by traffic congestion and transmission
delay[39]. It is advantageous to implement MEC hierarchically, consisting of three main
layers: mobile user, edge-computing, and cloud-computing layers, like the Heterogenous
Network (HetNet) architecture. The MEC provider also adds computational resources to
the smaller E-UTRAN Node B (eNB), enabling HetNets to diversify radio transmissions
and spread computing demands. It is observed that decentralized MEC may not have
enough computing resources to process all user requests, raising concerns about
providing latency-critical services. As a result, it makes sense to distribute the latency-
critical computing applications to decentralized MEC servers while moving compute-
intensive and delay-tolerant applications to the conventional remote cloud [40].

e Security and privacy: MEC system has security and privacy difficulties. First, MEC can

coexist with various network equipment, so using traditional privacy and security

22



Chapter 2: Mobile Edge Computing

mechanisms used earlier in conventional cloud systems is inappropriate for MEC
systems. Second, malicious leakers can perform overhead computation tasks. Thus, task
offloading over wireless channels can be unsafe. The encryption on the user side and
decryption on the destination server side should be used to secure the transfer of
computing applications. This, however, can increase the propagation and execution

delays and reduce application performance [41].

Despite all these challenges, there is a potential need for a Mobile Edge Computing
system in many critical real-life applications scenarios. Chapter 3 highlights the main works in

MEC design and dimensioning.

2.7 Conclusion

This chapter delves into the concept of Mobile Edge Computing (MEC) as a solution to
address issues with centralized cloud computing. MEC involves deploying IT infrastructure at
edge nodes to support mobile users' requests. The components of MEC architecture are
discussed, highlighting their interaction and contribution to the benefits of the MEC system, such
as distributed and heterogeneous resources, low-latency real-time applications, reduced mobile
energy consumption, improved security, integration with centralized cloud, and support for
mobility. However, the distributed and heterogeneous resources feature also poses potential
challenges that have been explored in various works to enable different network players to
benefit from MEC, including mobile end-users, infrastructure providers, and MNOs. The
subsequent chapter examines works in the MEC framework, such as MEC virtualization

techniques, MEC design and dimensioning, and service placement in MEC.
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Chapter 3

MEC IMPLEMENTATION PROCESS OVERVIEW

3.1 Introduction

In edge computing, where and how to place the edge server is a vital issue. An
appropriate MEC infrastructure implementation process is then required. To this aim, one needs
to (1) maximize the used computation resources at each edge node, (ii) provide efficient real-time

services to the mobile users, and (iii) guarantee the quality of experience for the mobile users.

To do so, we identified three stages to implement MEC infrastructure.

Initially, if there is no existing MEC infrastructure near the Base Station (BS) of the
mobile network operator, the first stage of MEC infrastructure implementation is building a
MEC infrastructure based on the workload predictions for the mobile traffic received from end-
users such as mobile users, IoT devices, and connected vehicles at each BS location. For
instance, the high mobile traffic received in specific BS locations can increase network
congestion on the cloud and degrade network performance. Therefore, deploying localized MEC
infrastructure in areas with high traffic can benefit conventional cloud providers, mobile core
operators, and internet service providers.

The second stage involves the interaction between the MEC infrastructure and mobile
end-users and the allocation of computational resources to meet their requirements. MEC
resource management is a multi-objective process that involves deciding the location, type, and
amount of computing resources to be assigned to each request, taking into account the network's
dynamic properties and user mobility behavior. The resource management process is heavily
reliant on other hardware or software architectures integrated into the MEC infrastructure, such
as the MEC resource orchestrator, to ensure efficient node selection for edge computing.

In the third stage, the MEC infrastructure is optimized to meet the performance

requirements of mission-critical applications. This involves identifying the Quality of Service
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(QoS) parameters to optimize for each component of the MEC environment, including the
service provider, infrastructure provider, and mobile end-user. The process must efficiently
utilize computational resources and infrastructure to ensure optimal performance.
These three stages involve four major phases and are critical to the successful
implementation of MEC infrastructure in mobile operator environments:
¢ Phase I: Estimate the volume of mobile traffic that is received from mobile end-users at
a particular BS location. Based on this estimate, a new MEC infrastructure can be

designed and sized appropriately to cater to the traffic demand.

7
L X4

Phase 2: Determine Virtualized Network Service (VNF) auto-scaling and placement

mechanisms used in MEC-NFV infrastructure.

% Phase 3: Deploy the MEC framework with supplementary hardware and software
components dedicated to MEC resource management and VNF scaling decision-making.

% Phase 4: Optimize the MEC infrastructure to achieve adequate QoS for end-user

requests.

This chapter provides a comprehensive survey of the literature related to the key issue
addressed in this thesis, namely, the design and dimensioning of MEC. It then examines the
current state of research concerning the various mechanisms and methodologies that can be

employed in the implementation of MEC.

3.2 MEC Design and Dimensioning- Literature Review

The present research delves into the concept of deploying a comprehensive, scalable, and
agile MEC infrastructure, with a particular focus on dimensioning the infrastructure to support
mobility and latency-sensitive computing applications for users. Numerous studies have been
conducted to explore the utilization of existing edge infrastructures to achieve this goal. This
section presents the various MEC dimensioning approaches that have been proposed, including
those based on the Cloudlets Placement Approach, computational and communication resource
requirements, network latency requirements, user mobility, and reliability. This work aims to
contribute to the body of knowledge surrounding the deployment of scalable and agile MEC
infrastructure by exploring the most effective dimensioning approaches to support latency-

sensitive computing applications.

25



Chapter 3: MEC Implementation Process Overview

3.2.1 Cloudlets Placement Approaches

Several studies have proposed various approaches to address the issue of cloudlet
placement in edge clouds, however, there exist some limitations and shortcomings in these

approaches.

Jia et al. [42] have introduced a novel cloudlet placement algorithm that takes into
account the allocation of mobile users in a wireless area network. Their approach involves two
heuristic algorithms, namely a simple heavy-AP first algorithm and a density-based clustering
algorithm. However, the simple heavy-AP first algorithm has a disadvantage of placing cloudlets
solely at the access points with the highest user number, which can result in overburdening
certain regions with cloudlets. On the other hand, the density-based clustering algorithm aims to
alleviate the shortcomings of the simple heavy-AP first algorithm but cannot ensure an optimal
solution. The proposed algorithm offers an innovative solution to the placement of cloudlets in a
wireless area network. However, this method has a drawback of potentially causing congestion
in certain areas with high user density. In contrast, the density-based clustering algorithm aims to
mitigate this issue by clustering access points with similar user density and distributing cloudlets
evenly among them. However, this method may not guarantee an optimal solution, as it

prioritizes load balancing over response time.

Xu et al [43] proposed a capacitated cloudlet placement algorithm in a wireless
metropolitan area network (WMAN). The algorithm selects the strategic locations in the network
to place K cloudlets based on the resource demands received by all user requests at a specific
location. Although the algorithm aims to minimize the communication latency between mobile

users and cloudlets, it is based on heuristics and does not provide an optimal solution.

Xiang et al. [44] presented a novel GPS-assisted adaptive cloudlet placement method for
mobile applications. Their approach involves identifying cloudlet locations based on the
gathering areas of mobile devices, aiming to enhance cloud service quality for dynamic context-
aware mobile applications. While this method considers the mobility of users and dynamically
adjusts cloudlet locations to improve service quality, it is heavily reliant on the availability and

accuracy of GPS data, which may not always be reliable.

However, these approaches in this subsection did not consider the dynamicity and

heterogeneity of the workload when dimensioning edge clouds. Hence, there is a need for new
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approaches that can address the limitations of the existing methods and consider the dynamic and

heterogeneous nature of the workload in dimensioning MEC infrastructure.
3.2.2 Resource-based Dimensioning Approaches

Previous studies have extensively explored the dimensioning of MEC systems, aiming to
identify the computational and communication resources required at each edge node to handle
the workload efficiently. However, these studies have some limitations that our work addresses.
For instance, some studies, such as [24, 50], only consider the number of MEC nodes required at
each base station location, without accounting for the heterogeneity in requests and user
mobility. On the other hand, studies like [52, 53] consider workload-based resource
dimensioning but fail to incorporate the latency requirements of critical services or the

deployment costs.

In their research, Takeda et al. [24] addressed the placement of a predetermined number
of edge nodes in mobile networks, each linked to a set of BSs to offload computational tasks.
They identified four sub-problems related to resource sizing, each with different trade-off targets
for various performance metrics, such as maximum load of a single network link, the overall
workload of a single MEC node, and the maximum network traffic. However, their study did not
consider the heterogeneity of requests and user mobility, which are critical factors in MEC
dimensioning. In contrast, our research proposes a novel approach that accounts for these factors

to address the MEC dimensioning problem, potentially enhancing MEC system performance.

Wang et al. [45] formulated a resource sizing problem to optimize the placement of edge
nodes that can balance the workload and end-user communication latency. Their research
focused on constraining MEC node locations to base station locations and used an optimization
solver to resolve the NP-hard problem. However, the study did not take into account the specific
needs of latency-critical services, which is a significant factor in MEC dimensioning. In contrast,
our work proposes an innovative approach that accounts for the specific requirements of latency-
critical services in MEC dimensioning. This approach enables more effective and efficient MEC
placement decisions, ultimately improving the performance of mobile networks for latency-

sensitive applications.

Li et al. [46]proposed a top-down methodology for resource sizing in which each BS

collects workloads from its users, regardless of the type of computational resource involved.
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They formulated the resource sizing problem for placing MEC nodes to minimize energy
consumption, which can be attributed to two sources: (1) energy consumption that occurs even
when the server is idle, and (2) energy consumption caused by the hosting user application. As a
result, they suggested an algorithm to optimize resource usage and reduce energy consumption at
MEC nodes without considering the requirements of latency- critical services. However, our

study considers these requirements in MEC resource sizing.

Zeng et al. in [47] presented a system usage model that considered traffic from both base
stations and user requests. The authors made an assumption that the computational effort at each
base station is proportional to its network traffic, which can be determined from historical data.
They aimed to minimize the number of MEC nodes deployed, while ensuring the communication
latency and the number of base stations that a MEC node can serve is within acceptable limits.
However, the deployment cost, which is a crucial factor in MEC dimensioning, was not
considered in their study. In our research, we aim to address this limitation by proposing a novel
approach that minimizes the deployment cost as the main objective of a Mixed Integer Linear
Programming (MILP) problem, while still satisfying the communication latency and workload

requirements.

Zhao et al. in [48] presents a novel approach for jointly dimensioning and placing
virtualized services in MECs. The authors propose a mathematical model that considers the
dependability requirements of the services and the available resources in the MECs. They also
propose a heuristic algorithm that aims to find an optimal placement and dimensioning of the
services while satisfying their dependability requirements. One limitation of this approach is that
it only considers a single objective function, which is the minimization of the overall cost of the
services. This may not always be the most appropriate objective, as other factors such as service
latency and scalability may also be important. Additionally, the proposed algorithm may not
scale well to large-scale MECs, as it relies on exhaustive search and may become
computationally expensive, while our approach addresses some of these limitations. We propose
a comprehensive machine-driven and scalable approach to find an optimal placement and
dimensioning of VNFs in an NFV-enabled MEC infrastructure. Our approach considers multiple
objectives, including latency and cost. We also propose a scalable solution that can handle large-

scale MEC:s efficiently.

X. Ma et al. in [49] presents a state-of-the-art approach for resource provisioning in MEC
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environments. The authors propose a cost-efficient resource allocation scheme for dynamic
requests in cloud assisted MEC scenarios. Their approach considers both the delay-sensitive user
requirements and the resource availability of edge servers. The proposed approach utilizes a
heuristic algorithm for provisioning and scheduling the resources in the MEC infrastructure. The
authors evaluate their approach using simulations and demonstrate its effectiveness in reducing
the overall cost of resource allocation while meeting the QoS requirements of users. Overall, this
publication provides an important contribution to the field of MEC resource management,
specifically in dynamic resource provisioning. However, like any other research work in this
section, it does consider an existing MEC infrastructure and focuses on managing computing

resources only.
3.2.3 Latency-based Dimensioning Approaches

Authors in [50, 51] considered network delay constraints when taking the MEC sizing
decision. For instance, Ta et al. [50] proposed a technique for server placement in MEC
environments considering the network latency requirements. They developed two heuristic
solutions for placing the edge. This approach considers the user density and does not take into
account other important factors such as network traffic and the available computational

resources.

Kasi ef al. in [51] also focused on MEC dimensioning by minimizing the latency between
MEC nodes and BSs. They proposed three genetic and local search heuristics algorithms to solve
the dimensioning problem. However, their approach does not consider the scalability and

mobility of users, which is an important factor in MEC environments.

Gao et al. in [52] presents a solution to address challenges in large-scale mixed
cooperative-competitive MEC environments to support low service latency for mobile users.
Specifically, it proposes a decentralized computation offloading solution that addresses the on-
demand requirements of heterogeneous tasks and improves task completion rates while reducing
average service latency. The publication provides a novel solution that improves upon existing
methods that focus more on static resource allocation, ignoring the on-demand requirements of
heterogeneous tasks. While our approach involves optimization and allocation of resources,
considering the dynamic and on-demand requirements of heterogeneous tasks, thereby

improving the overall performance of the MEC infrastructure.
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Cao et al. [53] proposes a scheme for minimizing response time in mobile edge-cloud
computing by exploring the placement of heterogeneous edge servers. The authors use a heuristic
algorithm to optimize the placement of edge servers based on the workload and communication
characteristics of mobile devices. The scheme is evaluated using simulations, and the results
show that the proposed approach can effectively reduce the response time and achieve load
balancing. This work focuses on minimizing response time and improving performance in edge-
cloud environments. However, the challenge of efficiently managing resources and workload
balancing in a dynamic and heterogeneous environment remains a critical issue. One way to
address this challenge is to use machine learning techniques to optimize resource allocation and
workload management. Our approach of a scalable, machine-driven, and cost-effective design
and dimensioning scheme for an NFV-enabled MEC infrastructure can address this challenge by
leveraging machine learning techniques to optimize resource allocation and workload

management while ensuring scalability and cost-effectiveness.
3.2.4 Mobility-based Dimensioning Approaches

The investigation conducted in [54] postulated a presumption of user mobility as a crucial
factor responsible for the migration of workload between multiple MEC nodes. The researchers
computed the feasible number of virtual machines that can be moved from a given edge node to
another, while also accounting for the adequate computing resources to satisfy the resource
requisites for service migration. Regrettably, the authors overlooked the implications of
fluctuating user demands and network traffic on the MEC network, a parameter that holds

considerable relevance in the context of dynamic network environments.
3.2.5 Reliability-based Dimensioning Approaches

In their inquiry presented in [30], the researchers directed their attention towards the
reliability dimension of the MEC dimensioning problem, specifically examining the issue of
apportioning a predetermined number of MEC nodes to cater to users within a given locality. To
determine the number of MEC nodes that can be assigned to each user, the authors suggested the
adoption of the reset power metric. The resource allocation conundrum was cast as a
multipurpose integer programming (IP) problem, a computationally complex task classified as

NP-hard. To mitigate this challenge, the authors devised an approximation algorithm to resolve
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the issue at hand. However, a shortcoming of this method is its tacit assumption of a fixed
number of MEC nodes allocated to serve users, which may not be the most favorable solution for
dynamically changing user demand. Additionally, the reset power metric employed may
inadequately capture the actual resource needs of users, resulting in suboptimal resource

allocation.

Selvi et al. [55] proposes a dynamic resource allocation scheme for a 5G network that
incorporates both Software-Defined Networking (SDN) and Edge Computing. The authors aim
to improve the reliability of the system by reducing network congestion and packet loss. The
proposed scheme allocates resources dynamically by considering the workload and available
resources in real-time. The authors used simulations to evaluate the performance of the proposed
scheme and compared it with other resource allocation schemes. The results show that the
proposed scheme improves system reliability and reduces packet loss. However, the study did
not consider the impact of mobility on resource allocation and did not evaluate the scheme in a

real-world deployment.
3.2.6 Issues in the Existing Dimensioning Approaches

The current MEC design and dimensioning methods lack a proactive and auto-scaled
approach in determining the necessary MEC nodes and resource allocation for each node to
handle user requests. These approaches assume that the workload of the MEC system remains
fixed, which is not an accurate representation of a real-world environment. The use of static
dimensioning methods may lead to ineffective resource utilization over time and a higher rate of

blocked requests when resources are insufficient to process user requests at specific times.

3.2.7 Conclusion: Our Proposed Solution

This research work introduces a novel and comprehensive methodology for the design
and dimensioning of MEC systems aimed at edge deployment in scenarios where no MEC
infrastructure currently exists within the mobile operator's network. The proposed approach
emphasizes the importance of service placement and the optimization of communication and
computational resources necessary to dynamically process user requests. Unlike existing
approaches that rely on a finite set of fixed resource dimensions for edge servers, this

methodology recommends defining each edge server's dimensions as a continuous variable,
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subject to resource capacity constraints. To accomplish this, NFV technology is employed to
virtualize the MEC infrastructure, allowing for the seamless deployment and execution of VNFs
on a virtualized platform, such as a virtual machine or container.

The proposed approach outlined in this thesis offers a novel solution to the challenges of VNF
placement and resource allocation in MEC systems. By incorporating traffic prediction and
threshold-based methods, this proactive auto-scaling approach enables the efficient placement of
VNFs and the automatic allocation and release of resources to meet time-varying traffic and
service latency requirements. An important benefit of this approach is its flexibility in resource
allocation, which enables the system to dynamically allocate resources based on real-time needs,
improving overall performance while reducing resource wastage. Moreover, this approach offers
a comprehensive solution to the management of MEC systems by considering the entire system
and the actual amount of computational and communicational resources required for user
requests. The proposed approach leverages ML models for the prediction of SFCs and supports
proactive auto-scaling of VNFs, which is essential for efficient MEC system management. While
the impact of this approach on ML tasks may vary, the continuous definition of edge server
dimensions provided by this approach could enable more efficient resource allocation for ML

tasks and potentially reduce the overall cost and time required for ML training and inference.

In this chapter, we present a summary of various works on VNF auto-scaling and
placement mechanisms that can be utilized in the design and dimensioning of MEC systems. Our
objective is to identify the most appropriate approach for our research by thoroughly examining

and reviewing the existing literature.

3.3 Service Placement in MEC- Overview

Service placement in the MEC system refers to the allocation of virtualized services on
available MEC nodes. Each VNF represents a service instance that processes the end user's
request. The service placement process considers the available computational and
communication resources, depending on the service type and use case. VNF placement
algorithms can categorize services into three types: (1) latency-sensitive services, (2) services for
mobile users, and (3) service chains. The optimization of the VNF placement problem aims to
reduce operation costs, resource utilization, service latency, and energy consumption. This

section presents the policies of the used placement algorithms and the services available for
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VNFs, which can be used in the MEC dimensioning process.
3.3.1 VNF Placement Policies

Several research proposals have been presented to address the issue of VNF placement in
the MEC system. Some of these proposals primarily focus on fulfilling the computational
resource requirements for placing VNFs [57-62], while others emphasize allocating
communication resources, either in the wireless [56] or wired networks [57], to offer high data

rate services in the MEC system.

3.3.1.1 VNF Placement Based on Computational Resources

In [58], the authors formulated a service placement problem to maximize the rewards for
the service to the users. The authors showed that the proposed service placement problem is NP-
hard and then presented an approximation algorithm using the set cover problem. In [59], the
service placement problem was investigated to reduce the total cost of computing and
communication resources. The authors proposed a heuristic based on a genetic algorithm. Since
MECs are closely linked to cellular networks, it is interesting to investigate whether the
combined consideration of service placement and RAN design can facilitate the integration of
cellular networks and MEC systems. This problem was examined in [60] to compute a Pareto-
optimal solution for network cost and service delay. The problem in question is NP-hard, and the
authors proposed an algorithm based on Bender's decomposition to calculate approximate
solutions. The algorithm breaks down the general problem into a master problem for computing
service placement and a sub-problem for computing RAN configuration. The solutions for the
master problem and the sub-problem have a lower and upper bound of the resulting solution, and
the algorithm stops when the upper and lower bounds match. The results showed that the general

approach could significantly reduce the overall cost compared to a non-optimized cloud RAN.

The authors of [61] suggested a decentralized service placement approach in which
location decisions are made jointly by end-users and MEC service providers. MEC service
placement is done in two stages. In the first stage, each user is assigned an algorithm to
determine whether to perform tasks on a local server or MEC nodes, while in the second stage,
the MEC nodes required to process the user service are computed. Then, based on the calculated

workload and costs, the login algorithm determines the order of services for the service provider.
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Joslio et al. in [62] proposed a decentralized workload of the algorithm with a bounded
approximate relationship. They assumed that the end-users share communications and computing
resources in the MEC system. In this approach, each user decides which MEC node will load
their work to reduce the weighted amount of their power consumption and response time. In
[63], the authors considered the same MEC system with users generating functions periodically.
They proposed a decentralized algorithm to gradually allow new users to make task-loading and

assignment decisions.

3.3.1.2 VNF Placement Based on Communication Resources

Within this context, we shall delve into the allocation of communication resources in both
wireless and wired networks. The allocation of communication resources in wireless networks
ensures that end-users receive achievable data rates tailored to their specific requirements. For
example, the authors in [62] considered the possibility of hosting a group of services in the MEC
to meet the mobile users’ requirements, considering MEC nodes' computational and
communication capabilities to reduce traffic congestion. In particular, the throughput of the MEC
node is viewed as the number of available resource blocks (RBs) which meet the individual data
rate requirements. Two sources are required to host a particular service: the first part is the power

consumption of the main activities of the service.

In contrast, the latter aspect is directly correlated with the quantity of mobile users
served. The scholarly article introduced a greedy algorithm for a solitary MEC node, in which
each node chooses the services to be hosted based on the optimization of resource efficiency and
utilization. Furthermore, it presented a decentralized strategy that relies on mapping and mutual
preference between MEC nodes and services. The findings indicated that a cooperative approach
to service and radio resource deployment can alleviate traffic congestion and substantially

enhance computing resource efficiency.

Authors in [56] investigated the allocation of wireless communication resources for the
offloading requests in MEC. They modeled the interaction between BS and end-users as a
Stackelberg game. They proposed decentralized approximation algorithms concerning different

operator resource allocation policies to minimize the completion time of task offloading.

When allocating resources in wired networks like mobile backhaul, joint consideration of

service placement and communication resource allocation was proposed [57]. This approach
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facilitates meeting end-user demand and places VNF in MEC. The authors formulated a multi-
criteria problem to reduce the implementation cost and balance the workload on network links,
subject to the latency requirement of individual services and available computing resources. The

authors expressed the resulting problem as a MILP and proposed an effective heuristic algorithm.

In this section, we provide an overview of various VNF service placement approaches
based on the computation and communication capabilities of edge servers. It is important to note
that the studies discussed in this section presuppose the existence of the edge network
infrastructure and the limitations of edge node capabilities when it comes to VNF placement.
The following section describes the VNF placement methods for different services, such as those

related to latency-critical services, mobility services, and service chains.
3.3.2 VNF Services

In the context of the MEC system, VNF placement can be leveraged to facilitate the
provisioning of services that are sensitive to latency or user mobility, or that require the
processing of a service chain involving multiple VNFs. Such placement strategies are pivotal in
ensuring that the MEC system can meet the diverse service requirements demanded by end-

users. as follows:

3.3.2.1 Latency-Critical Services

In MEC, service delay is impacted by the end-users’ locations and the MEC nodes
hosting each service. Many studies [64 - 66] have been conducted to solve the VNF placement
problem with a target to minimize the latency for critical services. The approach in [64] solved
the VNF placement problem to support latency-critical services by prioritizing the overall delay
performance measurements, which minimizes delays as the primary goal of the VNF placement.
In this approach, the service latency can be expressed as the summation of MEC nodes'
communication and processing latency. For example, the authors in [65] intended to place
multiple VNF instances to serve a set of users, considering the MEC node capacity. Authors in
[66] modeled a MEC system with access to central clouds. The authors suggest allocating users'

requests that need intensive resources on the cloud DC instead of the MEC system is better.

The E2E delay should include significant cloud delays in such a case. The authors

formulated the NP-hard placement problem to reduce the average latency of service. The authors
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proposed a brute-force algorithm that lists all possible placements to calculate the optimal
solution. In these two approaches, the latency performance of the user services may not be
guaranteed as their main objective is to minimize the overall latency of the edge computing
system only without any threshold. This issue could be solved by taking the latency threshold of
the user service as a constraint to solve the VNF placement problem. For instance, authors in
[67] followed this approach to increase the number of hosted services in the edge computing
system. The authors first proposed an algorithm to calculate the best solution without limiting the
capacity of MEC nodes. In the case of qualified MEC nodes, the authors proved that the problem
is NP-hard and followed the approximation approach to solve it. In [68], the authors observed the
same approach while considering deploying a service to balance the workload between MEC
nodes, subject to MEC node capacity limitations. The problem is proven to be NP-hard. The
authors have suggested a solution using the tabu search, starting with the earliest possible
solution and gradually improving the proposed solution by changing service events. The

algorithm ends when the maximum number of rounds is reached.

3.3.2.2 Mobility Services

Due to the mobility of MEC users, adjusting VNF placements based on users' real-time
locations can enhance the user experience [68]. Different studies [69-71] have used a common
approach to solve the VNF placement problem for mobile users. This approach divides the time
into successive time slots and assumes that the connection between mobile users and BS within
each slot is stable and the user moves within BS coverage. Therefore, service placements for
each location slot can be calculated, and services can be switched between different time slots to
follow the user. In [69], the authors formulated the service placement problem with user mobility
to minimize the average response time of the system. The resulting problem is an integer
nonlinear programming problem, and the authors proved that the problem is NP-hard. The first
step uses a genetic algorithm to determine whether service migration is necessary based on
system delays and latency caused by service transfers. If the service is decided to be migrated,
then a sub-problem, NP-hard, is used to calculate the new placement and is solved by
optimization solvers. However, this work is unsuitable for latency-critical services, as it does not
consider the user request’s latency requirements. In [70], the authors considered hosting virtual

reality (VR) games for dynamic user groups to reduce communication and computing costs and
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communication latency between users within each group. They considered the general pattern of
user mobility in a time slot and proposed the predictive control (MPC) method to estimate the
number and locations of users for each time slot and then place the services according to the
prediction, which is proven to be NP-hard. This placement problem could be solved using an
efficient algorithm that defines an approximation limit for the service placement for each time

slot.

Another method of capturing user mobility is to model the cost-of-service migration to
track user movement. Migration costs are proportional to the amount of network traffic and
computational resources. This method was used in the time slot system [71], where the authors
assumed the general idea that migration costs are proportional to the user's workload and
inversely proportional to the distance between users and MEC nodes. The authors formulated a
joint problem to enhance QoE while reducing service migration costs. Other approaches
considered a system with infinite time intervals, such as in [53], where an online approach was
suggested to solve the service placement problem to meet the demand for end-user by reducing
the weight of computational latency, communication delays, and transfer delays. The authors
first developed a dynamic service placement problem as a contextual multi-armed bandit
problem. They then suggested using Thompson sampling to estimate users' expected
performance for various location decisions. The authors considered communication delays as

system parameters in this model and did not include bandwidth allocation.

3.3.2.3 Service Chain

A service chain in MEC means that the end-user request must be processed by multiple
services that depend on each other. Inter-service dependency adds a new dimension to managing
service chain placement. For instance, the end-to-end latency of a user request in the service
chain should include communication latency between the dependent services and traffic flow.
Some constraints can be relaxed to make it easier to develop solutions to address the
complexities of service chain placement. For example, authors in [72] investigated service chain
placement problems regardless of the MEC node capability constraint. They proposed a heuristic
based on a local search and Hungarian algorithm to reduce the cost of computing and

communication resources.

Additionally, the authors in [73] worked on the service chain placement in MEC to
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balance the workload of nodes. The authors modeled each service chain as a graph, where each
vertex and edge in this graph corresponds to the service or communication path. The resulting
deployment problem is NP-hard, and the work suggested two solutions. The first solution
focused on the best placement of a single service chain, and then the second solution took an

online approach to place multiple service chains, each of which is a tree in the diagram.

Service chain placement can also be performed under the capability of MEC nodes,
including available CPU cycles, memory size, and hard drive space. Works in [74, 75] modeled
the capacity of MEC nodes in the service placement problem. For example, the authors in [74]
proposed service chain placement to increase resource utilization efficiency. They suggested a
polynomial solution based on graphs and the Hungarian algorithm. Furthermore, the authors of
[75] studied the problem of placing a service chain to reduce deployment costs. They proposed a
heuristic solution based on the genetic algorithm and suggested two strategies for applying it.
One is to calculate the assignment of the service chain sequentially, and the other is to calculate
the allocation of the service chain together. Simulation results showed that the latter strategy

reduces the total cost and requires more execution time.

Other works solved the service chain placement for user requests with high traffic
demand, where network traffic transfer paths should be calculated under network capacity, traffic
load, and dependence between services limitations. This problem was studied in [76], where the
authors considered the combined problem of service chain placement and flow distribution to
optimize proper flow and energy consumption jointly. The resulting problem was expressed as
an NP-hard model and solved using an approximate algorithm based on linear relaxation and
estimation techniques. The proposed solution first calculates the placement of services and then
calculates the optimal flow distribution. Statistical results showed that a combined computing
and communication resources allocation is necessary to optimize efficiency for systems and

services.
3.3.3 Conclusion

In this section, we present various VNF placement techniques based on the placement
policy or service type. Our research employs the service chain placement approach to deploy
SFC requests received from mobile users on edge servers, as it is the most convenient way to

represent such requests. The placement of service chains involves mapping virtual functions and
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links to the physical embedded network. It is a crucial step in MEC system dimensioning, as it
determines the appropriate level of resources to be allocated to individual VNFs and links in the
SFC request, taking into account the limitations of edge node capacity, bandwidth requirements,
service latency requirements, and time-varying traffic. In the subsequent section, we provide an
overview of various auto-scaling methods that could serve as a vital step in designing an efficient

MEC system.

3.4 MEC Auto-scaling Approaches

In the previous section, we discussed the complexity that VNF placement and
orchestration mechanisms pose for the operator. Mobile traffic variation, which is influenced by
user distributions and mobility models, could cause uneven traffic distribution within the MEC
system, leading to a frequent fluctuation in the number of required VNF instances placed at the
edge server. To tackle these challenges, operators must adopt a proactive auto-scaling approach
in a distributed MEC-enabled NFV infrastructure. This approach dynamically places a set of
VNFs and automatically allocates/release resources to a VNF and adds/removes one or more
VNF instances. The proactive auto-scaling approach combines traffic prediction and threshold-

based methods to produce scaling decisions ahead of time.

The three-tier edge architecture presented in Figure 2.8 has exhibited MEC's advantages,
including local and global service reliability and availability. Nevertheless, the MEC framework
faces three significant trends, such as the rapid growth of end-user data, latency-critical needs
arising from modern computing applications like augmented reality applications [36], and
dynamic traffic patterns in 5G mobile networks. To address these challenges, numerous studies
have been conducted to discover an intelligent edge between mobile devices and centralized
cloud architecture by leveraging the NFV technique to virtualize the underlying MEC
infrastructure. In the MEC-NFV architecture framework, MEC network functions are separated
from their underlying hardware, deployed as virtual network functions, and run on VMs or
containers within the MEC edge server. To support the varying workload dynamics, while
considering the edge node capacity limitations and service latency-critical requirements, mobile
network operators should deploy and manage a VNF auto-scaling mechanism at their edge
nodes. Prior research on VNF auto-scaling can be classified into two groups: proactive and

reactive approaches. The subsequent subsections describe each approach and present its current
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research.

3.4.1 Reactive Autoscaling Approach

In the reactive auto-scaling approach, the threshold levels are statically pre-defined and
are easily implemented. The thresholds are hard to choose to handle the dynamic traffic in 5G
networks. In [77-79], the authors proposed VNF auto-scaling mechanisms based on static
thresholds (lower and upper scale thresholds). Auto-scaling is triggered if the traffic load falls
below or exceeds these thresholds. For example, the proposed VNF auto-scaling technique in
[77] aims to efficiently utilize cloud resources and improve QoE cloud services. Carella et al. in
[78] presented an Autoscaling Engine (AE) mechanism that dynamically adapts the network
services provided by Telecom operators and increases the reliability, stability, and resource
utilization of these services. Authors in [79] proposed threshold-based auto-scaling for VMs to

dynamically scale the virtual instances based on the application's computing resources.

Similarly, in [80], Hung et al. introduced an auto-scaling algorithm to enable the
automated provisioning and balancing of VM resources depending on the active session of the
end-user application. The techniques mentioned above could lead to an oscillation in the scaling
decision and, thus, unstable behavior that may affect overall system performance. Alternatively,
[81] and [82] introduced queueing theory and reinforcement learning mechanisms into threshold-
based auto-scaling techniques to improve the system's performance. Still, it stays reactive

approaches with the same weaknesses.

In this subsection, we enumerate several auto-scaling studies that utilize the reactive
approach. The use of pre-determined and fixed thresholds in the reactive approach makes it less
suitable for the MEC dimensioning process, given the dynamic nature of traffic and the non-
uniform distribution of mobile requests. In the subsequent subsection, we elaborate on works
concerning the proactive auto-scaling approach, which is characterized by greater dynamism and

agility.
3.4.2 Proactive Autoscaling Approach

In proactive scaling approaches, predictive methods enable systems to automatically
learn and anticipate future demands to make auto-scaling decisions. Machine learning is one of

the most widely used predictive techniques for workload forecasting in auto-scaling. By
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introducing intelligent network operations into mobile edge architectures, ML enables the
network system to achieve its goals automatically without human intervention. The system can
respond and adapt to environmental changes and gain knowledge from its operational history
based on the collected statistical data. The integration of ML intelligence minimizes costs and

errors, enhances system efficiency, and simplifies resource management in scalable networks.

ML is a cutting-edge prediction technique that can enable MEC to surpass its current
capabilities by building more sophisticated systems. By incorporating ML, MEC can offer more
extensive computing resources and enhance its ability to provide high-quality service. The
application of ML in MEC can lead to a wide range of benefits such as facilitating the use of
mobile and satellite servers, fostering better cooperation between servers in disparate networks,
and enabling network status prediction. Additionally, [83] has identified various ML-based
solutions that can effectively address the computation and communication challenges that arise

in MEC environments.

Machine Learning plays a dual role in the context of edge computing which was

presented in [84]:

ML introduces new capabilities to optimize MEC infrastructure: Distributed control and
system orchestration, predictive network infrastructure maintenance, initiation of MEC
resources, and proactive application offloading decision depending on the workload on each

MEC node or end-user mobility across the MEC system.

Training ML: distributed edge platforms promptly provide massive amounts of local data
to ML models. ML gets input from the underlying edge platform to enhance operational
efficiency. This topic opens novel research directions to explore ML optimization approaches
based on the workload information received from the edge system, including predicting the
changes in the workload at the edge nodes to orchestrate the computational resources and task
offloading in runtime. The most effective ML-based optimization approaches for MEC

infrastructure are listed below.

In the context of proactive VNF auto-scaling in a distributed NFV-based edge
infrastructure, authors in [82] proposed a dynamic mechanism like reinforcement learning to
enhance NFV scaling policies based on dynamic thresholds. As it outperforms static approaches,

it is still a reactive solution with the same flaws. For instance, Arteaga et al. [85] proposed an
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adaptive scaling mechanism for NFV based on Q-Learning and Gaussian Processes. An agent
uses it to manage performance variations better and implement an effective scaling policy
strategy. This mechanism was validated through simulations in a virtualized Evolved Packet

Core (EPC) case study, proving that it is more accurate than approximations.

On the other hand, [86] proposed a time series model to predict resource usage based on a
historical dataset. Other authors, including Mijumbi et al. [87] and Mestres et al. [88], used ML
models to handle the fluctuation in managing the amount of the virtualized resources assigned to
specific VNF instances by anticipating resource requirements and thus improving the resource
allocation algorithm efficiency. For example, a neural network-based model is used to predict the
future resource requirements for each VNF instance based on the VNF forwarding graph
topology information (VNFC) proposed in [87]. Each VNFC's topology information is derived
by combining its previous resource utilization and the modeled effect on its neighborhood. The
proposed approach was evaluated for real VolP traffic traces, and the results showed a reduction

in the dropped calls rate and an improvement in the call setup latency.

This section provides an enumeration of the scholarly works related to the agile
autoscaling approach utilizing the ML algorithm. The ML-based autoscaling approach is well-
suited to handle the heterogeneity and dynamicity in the mobile traffic in MEC networks,
providing accurate auto-scaling decisions with low latency and high acceptance rates. Therefore,
the proactive autoscaling approach using the ML algorithm is an essential component of our
research work in the MEC dimensioning process. The ensuing section offers a synopsis of the

forecasting techniques that could be applied to predict the time-series traffic.
3.4.3 Forecasting Techniques for Time-series Traffic

Nowadays, it is imperative to develop an intelligent planning tool for re-dimensioning
mobile network capacities to mitigate blocking of user requests and degradation of quality of
service, particularly in the face of rapid traffic growth and heterogeneous service demands. To
ensure user satisfaction, mobile operators need to predict future mobile traffic demand and

variations accurately and upgrade their network capacities and configurations accordingly.

Traffic forecasting in telecom networks is a time-series forecasting analysis problem that
involves estimating how the observations in regularly observed time-series (e.g., hourly, daily,

monthly, or annually) will continue over time. Selecting the most appropriate forecasting
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methodology is crucial for minimizing the time, effort, and costs involved in the planning and re-

dimensioning process.

Time-series forecasting techniques in the telecom domain can be classified into

traditional and ML forecasting:

Traditional forecasting techniques perform well in cases where the traffic data have a
finite and countable number of predictive variables. The conventional algorithms use predefined
techniques and statistical models such as linear regression and Autoregressive Integrated Moving
Average (ARIMA). The goal of traditional forecasting methods is mainly descriptive, aiming to
analyze a univariate or multivariate dataset with finite, countable, and explainable predictors.
ARIMA technique is used in many works to predict circuit-switched traffic with short-range
dependencies for telecom operators at different time intervals (i.e., minutes, hourly, monthly)
[95-97]. As the telecom networks evolved, the main traffic switches at operators were changed to
use the packet switching technique instead. In packet switching, the mobile traffic becomes more
dynamic and impacted by many abnormal events and network configuration changes than
circuit-switched traffic. The ML approach predicts dynamic packet-switching traffic data with

many variants as an alternative.

ML forecasting techniques use more complex features and predictive methods such as
Supervised Learning (SL) to improve the accuracy of forecasts while minimizing the loss
function for cases where we have a massive amount of data. Figure 3.1 shows the ML

forecasting process followed by many research works.

Short- and long-term forecasting is needed for planning and dimensioning purposes in
mobile operators. Short-term forecasting is essential to develop a proactive self-tuning resource
management technique. Several works [89 - 90] proposed the ML model to forecast time-series
data in the short term (seconds, minutes) using deep learning to solve the limitations of time-
series analysis approaches to capture rapid fluctuations. The temporal variations in the traffic can

be captured using recurrent neural networks based on Long Short-Term Memory (LSTM) units.

A neural network is a network of neurons that are organized in layers. The predictors (or
inputs) form the bottom layer, and the forecasts (or outputs) include the top layer. There may
also be intermediate layers containing “hidden neurons.” Figure 3.2 shows the neural network

architecture known as a multilayer feed-forward network, where each layer of nodes receives
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inputs from the previous layers.

The outputs of the nodes in one layer are inputs to the next layer. The inputs to each node
are combined using a weighted linear combination. A nonlinear function then modifies the result
before being output. The network is trained several times using different random starting points,
and the results are averaged. For instance, in [90], the time-varying traffic data is divided into a
regular grid, and a convolutional neural network is used to model spatial traffic dependencies
among grid points in the short-term (i.e., minutes or hours). Other works use deep learning
schemes to coarser time resolutions (i.e., an hour) to extend the forecasting horizon to several

days [91].
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various ML models weighted

Figure 3.1 ML Forecasting Process

Long-term forecasting in the planning process is also required to predict the re-
dimensioning actions, like deploying a new tower or server at a specific location. Thus, mobile
traffic must be expected with much longer time horizons (i.e., months or annually). For this
purpose, we should consider only the busy-hour measurements monthly to limit the number of
historical data samples used for prediction. It has been proved in many studies that the short-time

series used in long-term traffic forecasting are different from those that are used in short-term
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traffic forecasting. In the long-term prediction, the impact of past measurements quickly
diminishes after a few days or weeks due to the change in users’ requirements and locations.
However, it has been proven that supervised ML models, including LSTM, still outperform the
traditional time series approach with these constraints [92] for long-term forecasting. We used
the ML approach to forecast the traffic and predict the required number of SFCs deployed in this

work.
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Input #1
Input #2 —
Output
Input #3
Input #4

Figure 3.2 Neural Network Architecture

3.4.4 Conclusion

This section, we present a comprehensive review of the MEC auto-scaling approach,
coupled with various forecasting techniques employed to predict time-series data. Our research
employs a proactive auto-scaling approach using ML algorithm as a crucial component in the
MEC design process. This approach is geared towards overcoming issues such as non-uniform
user distribution, dynamicity, and heterogeneity in received SFC requests. The primary objective
of utilizing ML in this context is to achieve long-term forecasting of MEC infrastructure design
and dimensioning in mobile operators. The subsequent section delves into different optimization
approaches that can be implemented to establish a highly efficient MEC framework with optimal

performance.
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3.5 MEC Optimization Approaches

ETSI's classification of MEC use cases comprises consumer-oriented, operator-oriented,
and network performance-oriented services. These use cases need to be supported by MEC
systems to facilitate a diverse range of new computing applications and services at edge nodes.
The classification of MEC use cases is primarily dependent on the entities that can reap the
benefits of the application advantages. For instance, the consumer-oriented services use case
aims to directly provide benefits to end-users by enabling the execution of computation-intensive
and latency-critical applications at edge nodes through computation offloading techniques, which
allow mobile devices to leverage vast computational resources at edge nodes. The operator-
oriented services use case provides benefits to mobile operators and third-party vendors by
enabling them to allocate their applications and services utilizing the computational and storage
resources at edge nodes, including extensive data analysis, active device location tracking,
security, safety, and data analytics. Finally, the network performance-oriented services use case
focuses on enhancing network operations, improving network performance, and QoE through

local content caching at edge servers, such as optimizing video delivery for TCP.

MEC framework aims to provide high QoS to its users, particularly for latency-sensitive
applications. Efficient utilization of resources and infrastructure is crucial to achieve the targeted
performance requirements. Hence, various QoS parameters should be taken into consideration
while designing optimization approaches. The selection of QoS parameters to be optimized
depends on the stakeholder, whether it is the service provider, infrastructure provider, or end-
user. Therefore, in this section, we will analyze current optimization approaches in the MEC

system based on these perspectives and the QoS parameters being optimized.

QoS parameters examined in this section are Latency, Computing Resources (including
processing, memory, and Bandwidth), Energy, and Combined Resources. Most of the works in
this section used the VNF placement algorithm to formulate the optimization problem and then
solve it to meet the required QoS. Table 3.1 shows a summary of the MEC framework

optimization approaches.

The MILP approach was retained in this research work to find the optimal dimensioning
cost to implement an agile NFV-enabled MEC system to support heterogenous SFC requests

with different QoS requirements with high acceptance rates. More details about our MILP
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approach are presented in Chapter 4.

3.6 Conclusion

The present chapter provides a comprehensive account of the entire implementation

process for MEC, with the assumption of no pre-existing infrastructure. This process

encompasses a critical examination and comparative analysis of extant works on MEC

infrastructure design and dimensioning approaches, along with a delineation of the pertinent

issues associated with them. Additionally, the chapter provides an overview of the latest works in

VNF placement and autoscaling techniques and underscores the value they add as crucial stages

in the MEC dimensioning process, in offering an efficient and agile solution to the main

dimensioning challenge at hand. Ultimately, the chapter delves into the optimization of MEC

infrastructure and resources, with an emphasis on performance capabilities.

Table 3.1 Different Performance Optimization Approaches

Ref.

Target Component

Optimization Objective

(93]

[94]

[95]

[96]

[97]

(98]

(8]

[99]

[100]

Infrastructure Provider

Infrastructure Provider

Infrastructure Provider

Infrastructure Provider

Infrastructure Provider

Infrastructure Provider

Infrastructure Provider

Service Provider

Service Provider

Minimize MEC environment power consumption
Minimize overall system energy consumption

Use Q-learning mechanism to reduce MEC system energy

consumption
Reduce communication delay in MEC clusters

Minimize energy consumption and task execution time on MEC

nodes

Enhance computing, storage, and bandwidth resources at the

edge nodes

Minimize hardware deployment costs while maintaining the

required communication delay
Reduce services’ latency and increase their availability

Minimize end-to-end communication delay and reduce service

deployment cost
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[101]

[102]

[103]

[104]

[105]

[106]

[107]

(6]

[108]

[40]

[109]

[110]

(9]

Service Provider

Service Provider

Service Provider

Service Provider

Service-Provider

End-user

End-user

End-user

End-user

End-user

End-user

End-user

End-user

Reduce end-to-end service time in a MEC network

Minimize service operating costs and provide high-availability

services
Minimize service energy consumption

Reduce the cost of service migration and provide high-

availability services
Use ML to utilize computing resources efficiently

Minimize latency and support real-time and critical-latency

applications

Achieve service delay required by users in a MEC-based 5G

network while minimizing inter-MEC handover costs
Provide high-availability services to the end-users

Provide low-cost services to the end-users in a multi-tenancy

architecture

Minimize energy consumption on the end device and reduce the

task computing execution times
Improve energy efficiency and QoS for edge end-users

Support heavy computation tasks received from end-users while

minimizing the energy

Provide tasks with low latency to the end-users
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Chapter 4
NFV-BASED MEC AGILE FRAMEWORK FOR HETEROGENEOUS COMPUTING

APPLICATIONS

4.1 Introduction

In this chapter, we present a detailed implementation process that is necessary for
deploying a comprehensive, agile, and scalable NFV-based MEC infrastructure at a mobile
operator. This process aims to ensure that the service provider can effectively handle and process
the diverse requests from mobile users with high acceptance rates, real-time response, guaranteed
quality of service, and minimal costs. To achieve this objective, we have identified three distinct

stages for implementing an NFV-enabled MEC infrastructure.

First, assuming the absence of pre-existing MEC infrastructure adjacent to the BS at the
MNO, the construction of an MEC infrastructure is reliant on maximum workload predictions for
mobile traffic during a specific period, as received from end-users, such as mobile users,
connected vehicles, or IoT devices, at each BS location. In this study, we use the maximum
predicted values over a six-month period. The influx of mobile traffic in specific BS locations
can lead to network congestion on the cloud, which can have an adverse impact on network
performance. The deployment of localized MEC infrastructure in high-traffic BS areas can
provide benefits to conventional cloud providers, mobile core operators, and Internet service
providers. However, MNOs face significant obstacles when it comes to the cost of deploying
edge servers, given the widespread and substantial number of mobile devices expected to be

served with low latency [111].

Second, the MEC infrastructure serves as the intermediary between mobile end-users and
computational resources, necessitating its efficient resource management. Virtualizing the MEC
infrastructure, or NFV, presents a more viable option for operators to achieve this objective. In

the NFV environment, MEC network functions are implemented as virtualized functions, and
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user requests are deployed as SFCs that comprise a sequence of VNFs hosted on the edge servers
and interconnected in a particular order. Predicting the number of SFCs, the number of VNF
instances required to be hosted, and the computing resources necessary for an SFC to support

time-varying traffic can be arduous, and it directly impacts the achieved response time [65].

Third, MEC infrastructure should be optimized to cater the performance requirements of
mission critical MEC applications. The infrastructure must be utilized efficiently to
accommodate numerous mobile devices that simultaneously rely on the computational
capabilities of edge servers. Consequently, an optimized, efficient, and dynamic workload

allocation to hosted VNF instances is essential.

This research aims to tackle the intricacies associated with MEC-NFV Infrastructure
design and dimensioning, which is no easy feat. Specifically, we strive to provide an effective,
cost-efficient, and scalable solution for the heterogeneous SFCs main problem, which can be
broken down into three sub-problems.

1) The MEC dimensioning sub-problem decides the number and placement of MEC edge
Servers.

2) The SFC autoscaling sub-problem aims to proactively determine the number of SFCs
required to be deployed on the edge servers within the MEC infrastructure to process
different users' request types at a specific time. The number of the predicted SFCs
represents the output of the ML model at a specific time.

3) The SFC mapping sub-problem aims to map received SFC requests into a set of VNFs
and virtual links within the MEC system to satisfy different latency requests’

requirements with a high acceptance rate.

In this study, we present a formulation of the three sub-problems as a one-shot Mixed
Integer Linear Program (MILP) aiming to minimize the overall cost of MEC server deployment
while ensuring that the latency and acceptance rates are within guaranteed service provider
thresholds. By testing the MILP formulation under different parameters, we demonstrate that the
proposed approach is efficient, scalable, and yields comparable results to other existing

benchmarks.

It 1s worth nothing that the number and distribution of edge nodes in the network are

considered, as well as their processing capabilities and resource availability when deploying
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MEC infrastructure. In our simulation experiments, we have varied the number of edge nodes to
evaluate the performance of our proposed design and dimensioning scheme under different

network densities.

Furthermore, we have also considered the impact of varying the density of user devices in
the network, as this can have a significant effect on the workload and resource requirements of
the MEC infrastructure. Our simulation experiments have included scenarios with varying
numbers of user requests to evaluate the scalability and adaptability of our proposed approach
under different levels of network density. Overall, we have taken a comprehensive approach to
considering the density of the MEC network in our simulation tests and have ensured that our
proposed approach is effective and efficient under a wide range of network densities and user

scenarios.

4.2 Agile MEC-NFV Architecture Framework

This section lists the main components required to deploy an agile comprehensive MEC-
NFV infrastructure at the operator site. We rely on the ETSI MEC reference architecture in an
NFV environment model Figure 4.1 to design the MEC-NFV architectural framework. In this
model, ETSI proposed the following changes in the MEC architecture [31]: (i) MEC applications
are deployed as VNFs and are managed and orchestrated by the NFV components( i.e., Virtual
Infrastructure Manager “VIM,” Virtual Network Function Manager “VNFM,” and Network
Function Virtualization Orchestrator “NFVO”); (i1)) VNFs are managed using VNFM on the
MEC platform; (ii1) the VIM manages the virtualized computing and communication resources
of MEC infrastructure; (iv) MEC platform manager is responsible for assigning the VNFs
lifecycle to the VNFM; (v) MEC application Orchestrator is linked to the NFVO for resources

and services orchestration.

In our proposed framework, we have streamlined the ETSI MEC-NFV reference
architecture presented in Figure 4.2 by identifying and selecting the essential blocks and
reference points necessary for deploying a proactive system capable of handling dynamic,
heterogeneous, and heavy computational traffic generated by mobile end-users in various
locations. The system must support real-time, low-latency applications and services with assured

QoS at a minimal cost.
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Figure 4.1 ETSI MEC-NFV Reference Architecture [31]

This framework assumes a mobile operator network without pre-existing MEC
infrastructure and anticipates a surge in mobile traffic. We further posit that the MEC nodes are
located within the radio access network of the base station. The MEC-NFV Management and
Orchestration block plays a critical role in scaling the VNFs in unison with the varying network
traffic dynamics and the projected SFCs. The VNFs are dynamically placed on the MEC nodes
situated in various locations to provide low latency and high-quality services based on auto-

scaling decisions.

4.3 Assumptions and System Model

The present study targeted a system model similar to the scenario illustrated in Figure 4.3,
where a mobile network operator receives a variable amount of mobile traffic from diverse
Internet-connected mobile devices that generate heterogeneous requests with various QoS

requirements, including web services, video streaming, and online gaming. We assumed that the
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MEC infrastructure deployed at the operator's site is virtualized using the concept of NFV. In an
NFV-enabled MEC environment, MEC network functions utilized to process users' requests are
deployed as service chains called SFCs and mapped into a collection of virtual nodes and links.
These virtual nodes can run on a virtualized platform (i.e., VM or container) and can be
effortlessly placed at the hosted edge nodes and proximate to the end-user to process their
requests. Carefully managing the placement of VNFs on the deployed instances at the proper
edge nodes and assigning them the appropriate amount of computing resources should be done
by the operator, considering the edge node capacity limitations, service latency necessities,

operational and setup costs, and time-varying traffic.
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Figure 4.2 Proposed MEC-NFV Architectural Framework

We further assume the existence of a geographically distributed network of mobile
devices that generate diverse computational workloads. Each workload is characterized by
specific computational requirements, such as CPU, memory, and storage, and is managed
through a service chain deployment on the edge infrastructure. However, the deployment of these
service chains poses significant challenges, particularly in ensuring that real-time requirements,
such as those for online gaming, are satisfied. To minimize latency and bandwidth consumption,

we adopt a strategy that involves mapping an SFC request to a single server that can guarantee its
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QoS requirements, while also reducing the need for data transfer through physical links.
Nevertheless, this approach may result in excessive resource overhead, leading to increased
resource consumption. Thus, we propose an efficient placement algorithm that can mitigate this

overhead while optimizing resource utilization.
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Figure 4.3 High-level MEC-NFV System Model

In the context of our proposed NFV-enabled MEC framework, the deployment of virtual
instances to host VNFs introduces resource overheads that can negatively impact system
performance. Specifically, each virtual instance requires independent operating system (OS),
hypervisor, and related libraries, which incurs additional resource overheads. Moreover, VNFs
that share the same virtualized instance on an edge node also share the resource overheads
associated with that instance. To mitigate this issue, combining VNFs that require the same type
of virtual instance can reduce the number of instances, as well as the associated resource
overheads and resource consumption on the edge node. However, deploying fewer virtual
instances can increase the number of flow paths for SFCs, leading to increased delay and
bandwidth consumption. Consequently, a trade-off between delay constraints, instances’ resource

overheads, and bandwidth consumption is necessary.

The proposed system model considers that various edge servers can host different VNF

instance types and should be accessible by mobile devices from different locations via the mobile
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backhaul infrastructure. The underlying substrate network is abstracted as a direct graph G= (M
U E) containing a set of possible M network node locations, and E physical links interconnect the
network nodes. Each mobile device connects to the closest BS and can offload the processing of
the computing request to the MEC edge server located within the radio access network at the
base station. Each m € M has a set R of computational resource types, including CPU, memory,
and storage (i.e., R = {CPU, MEM,STR} ) with a maximum capacity S;, for each computational
resource type r € R . The physical link e, € E that interconnects two physical nodes
(m,m’) € M has a maximum bandwidth capacity Bemm-) > 0, propagation delay dj,,, and

transmission delay dg, s -

Let F denote the predicted SFC requests with different types p € P received at a
specific time. F metric represents the auto-scaling decision generated proactively by the ML
classifier model based on the mobile traffic statistics received from the mobile user and the
bandwidth requirement of a single VNF. Each SFC request f € F is divisible into a set of
interdependent virtual functions modeled as a weighted directed virtual network graph and
represented by a VNF Dependency Graph Gg= (Vr, K¢, dr ), Vr denotes the set of VNFs in the
SFC request, K; denotes the set of directed virtual networking links between VNFs, dr

indicates the maximum tolerable delay of the received SFC request. For an SFC request f € F
each VNF v € V; has a set of computing requirements: (a) CPU capacity SEPU | (b) Memory

capacity SI"¢™ (b) Storage capacity Sy! *and (d) Transmission bandwidth requirement b,,.

Considering the heterogeneity of the received requests and virtual instances overheads,
let T represent the available VNF types that users can request. In case of requesting a VNF type
in an SFC request, the mobile operator activates an instance of the VNF type by running the
image of the VNF on a VM and installing the required licenses. Let i € I, represents all available
instances of type t € T that can be activated on demand. The resource overheads upon activating
instances type t € T can be expressed as CPU, storage, and memory resources consumptions.
Taking shareable VNF instances into account, VNFs with the same type could be assigned the
same VNF instance they require, even if these VNFs are from different SFC requests. In this
way, we need fewer VNF instances to process heterogenous users’ requests at a given time,

leading to fewer resource overheads.

Figure 4.4 shows the SFC mapping Gf to the NFV-based MEC infrastructure, G. A
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feasible mapping of all VNF to the MEC physical nodes must adhere to the resources and
bandwidth capacities of the MEC infrastructure. The mapping of each SFC request f € F can be
divided into hosting and network mapping. Each VNF hosting node v € V; belongs to SFC
request f € F and is deployed on the instance I; of type t € T, is mapped to a distinguished MEC
node m € M. Moreover, we define the set of all possible paths between two physical nodes

(m,m’) € M as l'[(m,m,). Each virtual link between two VNFs k (v,v'),k € Ky belong to SFC

request f € F is mapped to a physical path 7 € l'l(m‘mr).

| MEC Physical Infrastructure G= (M, E)

e 4 . . \ . n 4 ———  —— o —n — J

Figure 4.4 Mapping of SFC Request virtual network G;= (V¢, Kf) to MEC physical

infrastructure G= (M, E)

This research study considers the average E2E delay for SFC requests as the QoS metric.
The average E2E delay is a useful metric for measuring the overall performance of SFCs, it may
not accurately reflect the performance of individual SFCs in latency-critical applications. To

address this issue, we propose thresholds for maximum tolerable delay E2E delay of SFC f €
F. (i. e., afmax) and continuously monitor the performance of individual SFCs in real-time. The

latency of every request can be decomposed into two primary components. Firstly, network
delays encompassing transmission, propagation, and queueing delays that are a function of the

link utilization. Secondly, queueing and processing delays that are incurred by the hypervisors
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and VNF instances while processing the SFC requests at the edge nodes. These delays can cause
additional overhead, which can negatively impact the overall system's performance. Thus, it is
essential to minimize the overall latency of SFC requests by effectively managing the network

and processing resources.

Our proposed model is aimed at minimizing the cost of deploying the MEC-NFV
infrastructure while ensuring that the acceptance ratio for predicted SFCs from users at a specific
time is above a certain threshold, and the average SFC latency is below another threshold. To
achieve this, mobile operators must consider various costs, such as license fees for activating
VNF instances, computing resource allocation costs, and bandwidth allocation costs for physical
links. One approach to reducing the overall cost of implementing the MEC infrastructure is to
share enabled VNF instances among multiple SFC requests, depending on the traffic processing
capacity of the instance[112]. However, this introduces a tradeoff between cost and the QoS
requirements of the SFCs. By setting thresholds for acceptance ratio and SFC latency, we can
ensure that the tradeoff is balanced, and the model's objective function is to minimize the cost of

deployment while meeting these constraints.

4.4 Problem Statement

Providing a comprehensive, efficient and scalable mapping of SFC requests requires
upgrading the existing mobile operator infrastructure to an NFV-enabled MEC infrastructure.
Based on the system model proposed in the previous section and given the stringent latency and
varying QoS requirements of the predicted mobile workloads, we investigate and examine three
nested challenges inherent in a successful, cost-effective, and machine-driven NFV-capable
MEC infrastructure deployment in the cellular network. Therefore, we exploit the following
subproblems:

1) SFC Autoscaling sub-problem: It aims to predict the number of SFC requests that will be
received at any given time and to proactively determine the number and type of VNFs
that need to be provisioned to process these requests. The decision is coupled with the
requested time-varying traffic and VNF bandwidth requirement to handle specific
services with varying latency requirements. The autoscaling method employs a machine
learning (ML) model to proactively handle the workload dynamics and quantifies the

VNFs required to process different requests at specific times while ensuring that QoS
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requirement is not violated, and operational costs are minimized.

2) SFC Mapping sub-problem: It involves the allocation of resources to map SFC requests

onto a set of interconnected VNFs, in a specific order. Multiple instances of VNFs of
varying types can be flexibly assigned to different edge nodes within the mobile operator.
To meet the predicted SFC requirements, a decision must be made on whether to choose
the already allocated virtual instances or place new virtual instances to process incoming
requests on the same or different edge node. The different placement options for VNFs
can impact the utilization of resources on the physical links and edge servers. This sub-
problem seeks to determine the optimal deployment of virtual instances for SFC requests,

while minimizing overall resource consumption and ensuring SFC request latency.

3) MEC dimensioning sub-problem: It pertains to determining the optimal number and

placement of MEC edge nodes, considering the varying SFC requests from different sites
and their corresponding response times. The computing resource capacities of the MEC
servers to be deployed at different locations also play a role in this decision, which is
influenced by the number of predicted SFC requests. As MEC servers with different
computing resource capacities may be available for deployment, selecting an appropriate
amount of computing capacity for specific locations becomes crucial. The decision on
computing capacity allocation directly affects the setup and deployment costs, which

increase with the required computing resources of the edge nodes.

Based on the interdependencies between the above sub-problems, we define a common

problem titled “An Agile and Scalable Design and Dimensioning of NEV-enabled MEC

Infrastructure for Heterogeneous Latency-critical Applications” problem. The formulation of this

approach is discussed in the following sections of this thesis.

4.5 SFC Autoscaling sub-problem

Auto-scaling in edge computing networks is a challenging task due to the dynamic and

unpredictable nature of workload demand. Traditional methods like ARIMA have been widely

used to forecast and predict the future workload in order to scale up or down the resources

accordingly. However, these traditional methods are limited in their ability to handle complex

and non-linear patterns of workload fluctuations, and they assume that the future workload

behavior will be the same as the past behavior [113].
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Machine learning, on the other hand, can provide a more accurate and flexible solution
for auto-scaling in cloud computing systems. ML algorithms can learn from the historical
workload data and identify the complex and non-linear patterns of workload behavior. Moreover,
ML algorithms can adapt to the changing workload behavior and adjust the auto-scaling policies

accordingly.

Several comparative studies have been conducted to compare the performance of
traditional methods like ARIMA with ML-based methods in auto-scaling cloud computing
systems. These studies have shown that ML-based methods, such as neural networks and
decision trees, outperform traditional methods in terms of accuracy and efficiency. For instance,
[113] compared the performance of ARIMA, neural networks, and decision trees in predicting
the workload demand for a cloud computing system. The results showed that neural networks

and decision trees outperformed ARIMA in terms of accuracy and efficiency.

In our study, the ML model predicts the number of SFC requests at a given time based on
various factors such as the required resources (CPU, memory, storage) for each VNF in the SFC
request and the required transmission bandwidth between two VNFs at any given time. The ML
prediction model is part of the VNF orchestration and management engine implemented in the
NFV-enabled MEC infrastructure. This ML model determines the required number of VNFs, and
instance types deployed on edge servers without violating QoS requirements and avoiding

network congestion.

The proposed ML classifier is identified with a set of features (inputs) associated with a
proactive scaling decision (class). This study uses a real base station dataset from Shanghai
Telecoms [114] for six months. The workload load measurements received at a given base station
from different users for processing SFC request f € F of type p € P are denoted as A; and
represented with the characteristics listed in Table 4.1. We considered 10 features containing
momentary information on measured traffic loads and changes in such data from recent times.
Features 1-3 capture the temporal properties of the data; the rest capture the measured traffic load
and changes in traffic load over time. Using features 4-10, we can determine the expected
compute resources required at each edge server site to process incoming SFC requests at any
given time knowing BW requirement for different SFC request types (see Table 5.4 and Table

5.5 as an example for BW conversion).
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Table 4.1 ML Features Set

ML Model Features

Year

Month

Day

Base station ID

Application type p

Timestamp of the decision 7

Number of new requests received for application p at time zbe A¢(?) V f €

F

8. Number of new requests received for application p at time z-/ be A¢(z-1)
VfE€EF

9. Request difference between A¢(7) and A¢(z=1) V f € F

10. Number of running requests for application p at time z that start running

before A¢(z-1), and it is still running

ARGl

Next, the output of the ML classifier is defined. It represents the number of SFC
requests f € F that should be deployed to handle different user requests of type p at any given
time. In our study, the class represents the number of SFC requests to process different users'
requests which is an integer between fih,, and fP. . These limits are specified based on the
bandwidth required to process each VNF and the maximum throughput capacity for each
physical edge server. To generate a labeled training set (instances with known class labels), the
scaling decision taken at time t at this point allocates enough resources to process the incoming

traffic until the next step 7+1.

To get the optimal class value f € F without violating the QoS, qos(.) function is
proposed to take the workload Af(7) at time 7 as an input and output, the number of SFCs
required to process measured load without violating QoS requirements by avoiding network
congestion and assigning enough resources to deploy VNFs responsible for serving SFC

requests.

The gos(.) function generates the class value at time 7 as:
qos(Ap(v)) =min {f, frul} f €F (4.1)
fP . is the maximum SFC request accepted to handle various user requests of type p
without violating QoS requirements. The maximum limit depends on the VNF-BW requirement
and the capacity of the physical connection at the edge server. It is worth noting that the gos(.)

function is a useful tool for predicting the number of SFCs required to process measured load

without violating QoS requirements, it cannot accurately predict the optimal class value without
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the use of an ML model. The ML model can learn complex relationships between input features
and the optimal class value and adapt to changing conditions over time, providing more accurate

predictions.

This study assumes that the historic traffic load measurement data H(f7) is
accessible at the edge nodes where the auto-scaling decision is made. Table 4.2 illustrates a
sample of the training instances after preprocessing, which are employed for scaling
decisions at time T at base station BS1 to forecast future outcomes. The table considers the
bandwidth requirement for VNF processing as 1 Gbps, maximum physical link capacity as

100 Gbps, and each SFC request is mapped to 5 VNFs.

Table 4.2 Sample for Processed Training Dataset

ID Day Month Year BS App Time New_req Old_req Total_req QoS(.)
ID Type Stamp
32469 18 6 2014 4 1 00:10:26 1 1 2 2
735000 16 7 2014 5 3 00:01:52 4 3 7 5
878362 2 8 2014 0 4 00:07:43 1 1 2 2
1007818 8 9 2014 13 4 00:09:40 1 1 2 2
1773725 15 10 2014 6 2 00:07:37 2 6 8 5
1773724 10 10 2014 4 1 00:10:29 2 1 3 3
2260986 6 10 2014 9 2 00:18:10 1 1 2 2
3386052 16 10 2014 0 4 00:07:20 1 3 4 4
5304811 5 11 2014 2 3 00:30:53 2 3 5 5
6680206 5 11 2014 2 3 00:32:01 2 2 4 4

Choosing the proper ML algorithm is the next task for training the classifier. Two ML
models are used in this work to formulate a prediction problem for SFC requirements: Deep
Neural Network (DNN), a supervised classification model, and Long Short-Term Memory
(LSTM), an artificial recurrent neural network architecture widely used in the deep learning
performance of the trained classifier. These ML models are likely chosen due to their prominence
and efficacy in modeling sequential data and time series analysis. LSTM networks are
particularly adept at handling sequential data by capturing long-term dependencies. DNNs, on
the other hand, are a versatile class of neural networks that can be applied to a broad range of
problems. It is plausible that other topologies were not selected for comparison owing to their

limited applicability to the specific problem at hand or a dearth of prior research substantiating
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their effectiveness in modeling the data [115]. Moreover, the investigation may have focused on
comparing the specific characteristics of LSTM and DNN architectures, rather than comparing a
broader spectrum of network topologies. Ultimately, the selection of neural network architectures

for comparison should be guided by the research question and the data characteristics.

We followed a systematic approach to choose the parameters of the DNN and LSTM
models. Specifically, we used a combination of manual tuning and grid search to select the
optimal hyperparameters for the models. In the manual tuning phase, we used our domain
knowledge and expertise to select a range of values for the hyperparameters based on the
characteristics of the dataset and the models. This involved adjusting the number of layers, the

number of neurons per layer, the activation functions, and other model-specific hyperparameters.

Dataset in [114] was split into training and validation sets. The training set was used to
train the machine learning model, the validation set was used to fine-tune the hyperparameters
and avoid overfitting, and the testing set was used to evaluate the model's performance on unseen
data. To ensure that the validation data was never used before, we used a technique called k-fold
cross-validation. This involves randomly dividing the data into k subsets, using k-1 subsets for
training, and the remaining subset for validation. This process is repeated k times, with each
subset being used for validation exactly once. This ensures that each data point is used for
validation exactly once, and that the model's performance is evaluated on a diverse set of

validation data.

Given a trained classifier and a test set, the test output includes four main performance

metrics:

True Positive (TP) and True Negative (TN) are when the model makes correct predictions
for positive and negative actual samples, respectively. In contrast, False Positive (FP) and False
Negative (FN) are when the model incorrectly predicts respective negative and positive actual
samples. Thus, both ML models (DNN and LSTM) can be evaluated using performance metrics,
with D the number of classes in the ML model:

1) Accuracy: is the most insightful performance metric when evaluating a given ML model.

It gives the ratio of accurate predictions to total observed predictions:
1D TP;+TN;

Accuracy = =)i4
D“J=LTPj+TN;+FPj+FN;

(4.2)

2) Precision: is the ratio of actual predicted observations to predicted positive observations.
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1 @p TP]'
D“J=LTP+FP;

Precision = (4.3)

If the false positive indicator is high in the case of auto-scaling SFC requests, there will
be over-provisioning of SFCs with an increase in operational costs and a reduction in the
utilization of computing resources.

3) Recall: it indicates the actual positive observations captured in the model. So, if FN is
high in the case of SFC autoscaling, it means there will be an under-provision of

computing resources and degradation of QoS. The recall metric can be calculated as:

TPJ'

— 1lyp
Recall = > =1 TPITEN, (4.4)
4) Fmeasure: is the weighted average of precision and recall:
Precision . Recall
Frneasure = (4.5)

"Precision + Recall

4.5.1 Approach 1: Deep Neural Network

A deep neural network (DNN) is a type of artificial neural network that is composed of
multiple layers of interconnected nodes or neurons. DNNs are designed to automatically learn
representations of data through a hierarchical approach, where each layer extracts increasingly
complex features from the input data. This makes them particularly useful in complex
applications such as image and speech recognition, natural language processing, and autonomous
vehicles. DNNs have achieved remarkable performance in many fields, thanks to their ability to
capture and represent high-level abstractions of complex patterns and relationships in large
datasets [92]. In this work, the DNN model extracts diverse characteristics pertaining to a
particular timestamp, as exemplified in Table 4.1, while also taking into account alterations in
traffic patterns from preceding intervals. In this study, DNN model composed of numerous
densely connected layers is utilized. The input layer, with an optimal input dimension, contains
12 neurons and acts as the input for the model. The output layer comprises six neurons, one for
each class, and employs the softmax activation function, appropriate for multi-class classification

tasks [92].

A hidden layer is sandwiched between the input and output layers, and an activation
function is used to produce the output of this layer. This hidden layer has ten neurons, utilizing

the ReLU activation function that assigns a probability range of feature vectors for the work. The
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DNN model is trained with 1000 epochs, each batch containing 64 samples. The modified dataset
comprises 55,311 traffic data sets, with 80% of the input dataset allocated for training and the

remaining 20% reserved for testing.
4.5.2 Approach 2: Long Short-Term Memory Neural Network

Long Short-Term Memory Neural Network (LSTM) has been utilized as a distinctive
variant of Recurrent Neural Network (RNN) for learning long-term dependencies [116]. LSTM
has been employed to forecast the number of SFCs that are required to be deployed at any
particular time [113]. A univariate time series dataset has been considered, where each record
contains only the necessary number of SFCs for each timestamp. Compared to vanilla RNNs,
LSTM provides several benefits in forecasting SFCs, including overcoming the vanishing
gradient issue, modeling both short-term and long-term dependencies in the input data, and

learning more intricate representations of the input-output relationship.

LSTM architecture used in this study includes a five-neuron input layer and a six-neuron
output layer, employing the softmax activation function. The hidden layer has eight neurons with
a relu activation function, and the model is trained for 1000 epochs with 64 samples per batch.
The dataset is split into training and test sets, with 80% of the data used for training and 20% for
testing. The data is transformed into a supervised learning dataset, where the (7 -n) data serves as
input and the current time step t as output. During training, 20% of the training data is reserved
for validation. The evaluation section (Section 5.2) in the following chapter of this thesis assesses
accuracy and loss for training and validation datasets for each training step, and also presents a
performance comparison with the DNN model. It is demonstrated that the LSTM model performs
better than the DNN model, showing the potential of the LSTM architecture to identify traffic

patterns for both periodic and non-periodic time-series data [117].

The superiority of LSTM models over DNNs in predicting SFC requests in the mobile
operator context is attributed to their ability to handle sequential data, capture both short-term
and long-term dependencies, adapt to variable-length input sequences, and overcome the
limitations of traditional RNNs. These characteristics can be supported by both theoretical and

empirical evaluations of the models.
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4.5.3 ML Model Implementation

Keras is an open-source python neural network library that runs on Theano [118] or
TensorFlow[119]. It has a clean, unified, and streamlined high-level API that enables users to

define quickly, train, and evaluate neural network models [120].

In Keras, a high-level neural network API, allows modular definition of the neural
network model structure as a sequence of self-contained and fully configurable modules that can
be flexibly interconnected. It offers an array of predefined neural layers, including dense,
recurring, and convolutional layers, that can be easily customized to cater to the specific

requirements of the problem at hand.

To implement DNN and LSTM models in Keras, a sequential model was constructed
using the aforementioned predefined layers along with the corresponding activation functions.
The model training process was configured by selecting an optimizer, such as the Adam
optimizer's loss function, and evaluated by reporting a list of metrics, which are discussed in
section 4.5. The training of the model was carried out using Google Collab, which provides a
built-in graphics processing unit (GPU) to speed up the training process and enable efficient

model evaluation.

It is worth noting that ML can be a powerful tool for optimization, but it has some
limitations when used in isolation. One key limitation is that ML models are typically trained on
historical data and may not be able to adapt to changing conditions or unforeseen scenarios. In
contrast, optimization algorithms such as linear programming can explicitly model the
constraints and objectives of a problem and can be designed to incorporate domain knowledge
and heuristics. This can make them more robust and adaptable to changing conditions, as well as

more interpretable and transparent.

Therefore, while ML can be a useful component of an optimization system, it is unlikely
to be a complete replacement for traditional optimization techniques. Rather, ML and
optimization can be used together in a complementary way, with ML used for prediction and
optimization used for decision-making and resource allocation. This approach can leverage the
strengths of both techniques and lead to more effective and efficient MEC network design and
dimensioning. For this purpose, next section presents the MILP modeling for the design and

dimensioning MEC sub problem.
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4.6 Design and Dimensioning Sub-problem

Design and dimensioning are crucial factors in managing NFV-enabled MEC systems and
are directly related to cost and heterogeneous QoS requirements. Effective design and
dimensioning schemes have a positive impact on the profitability of mobile operators. The
allocation of resources to predicted SFC requests will vary depending on the network topology

and mobile traffic considered, to ensure a real-time response to the offered SFC requests.

An essential aspect of designing and dimensioning NFV-enabled MEC systems is the
consideration of the bin packing concept when mapping SFC requests. The efficiency of bin
packing requests can vary depending on whether homogeneous or heterogeneous bin packing is
used. Homogeneous bin packing assumes that all requests have the same resource requirements,
while heterogeneous bin packing considers requests with varying resource requirements. In terms
of time processing, homogeneous bin packing is generally more efficient because it requires less
computational overhead to assign requests to available resources. However, heterogeneous bin

packing can provide better resource utilization and QoS guarantees for diverse workloads.

To manage the extra time needed for dynamically managing traffic in heterogeneous bin
packing, various techniques can be used. For example, machine learning algorithms can be used
to predict future workload patterns and optimize resource allocation accordingly. Additionally,
load balancing algorithms can be used to distribute the workload among available resources
based on their capacities and QoS requirements. The best trade-off between homogeneous and
heterogeneous bin packing depends on the specific requirements of the MEC application and the
available resources. In the short term, homogeneous bin packing may be more efficient due to its
lower computational overhead. However, in the long term, heterogeneous bin packing may

provide better resource utilization and QoS guarantees for diverse workloads.

The design and dimensioning problem of an NFV- MEC system in this study entails two
main tasks: (i) identifying the optimal location and size of edge nodes, and (i) minimizing the
cost of resources, while simultaneously adhering to the desired QoS requirements for SFC
requests. Such requirements encompass various aspects, such as latency (the duration taken to
execute an SFC request and obtain a response), the amount of computational resources necessary
to handle VNFs in the SFC request (where VNFs of the same type may share a virtual instance),

the memory and storage capacity demanded by each VNF, and the processing sequence of the
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constituent VNFs in the SFC request.

As discussed in Figure 4.4, the predicted SFC requests are mapped into a set of specific

VNF types interconnected by virtual links in a particular order. A virtual link, k € Kris defined
by the pair k (v,v") such that (v,v') €V, f € F where v’ immediately follows v when
processing f € F. Each virtual link, k € K has a transmission bandwidth capacity b, between a
pair of VNFs (v,v") € V;. 0 indicates the maximum tolerable delay of received SFC request

f € F that is mapped to a set of virtual functions V; interconnected by a set of virtual links K.

It is worth noting that the SFC auto-scaler module plays a pivotal role in predicting the
number of SFC requests at a particular time 7, as well as determining the resources required for
the VNFs and links within the chain. Subsequently, the auto-scaler's output serves as an input to
the dimensioning and SFC mapping optimization problem. As such, the mobile operator must
decide whether to accept or reject any anticipated SFCs based mainly on the QoS requirements of
predicted SFC requests, the availability of MEC physical resources, and the economic cost of
accepting such requests. Therefore, an efficient SFC mapping mechanism that hinges on the
shareable VNF instances is essential to increase the acceptance ratio of anticipated SFC requests,
minimize the operational cost required to deploy the necessary VNF types, and optimize the

substrate resource utilization.

Prior to delving into the problem formulation, it is worth examining a standard example
of an SFC mapping problem and its impact on resource utilization, bandwidth consumption,
operational cost, and QoS requirements. Consider, for instance, an NFV-enabled MEC network
comprising four edge servers and network nodes (e.g., switches, routers, or access points) in

between, as depicted in Figure 4.5.
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Figure 4.5 SFC Mapping in an NFV-enabled MEC network

In this scenario, we utilize multiple virtual instances, denoted as I, and various types of
VNFs. The predicted SFCs 1 and 2 transmit data through the mobile backhaul, which comprises
switches, routers, or access points. The purple and orange arrows depict the traffic flow of SFC 1
and SFC 2, respectively. The original mapping plan is as follows: VNF A, VNF B from SFC 1,
and VNF B from SFC 2 are allocated to edge node 4; VNF G from SFC 1 is allocated to edge
node 2; VNF G, VNF D from SFC 2 are allocated to edge node 3; VNF E, VNF C from SFC 1,
and VNF C from SFC 2 are allocated to server 1. In light of the adoption of shareable VNF
instances, the VNF placement scheme entails allocating two instances of type A and B to edge
node 4, one instance of type G to edge node 2, two instances of type G and D to edge node 3, and

two instances of type E and C to edge node 1.

Consequently, the traffic path of SFC 1i1s4 — 2 — 1 — 2 — 4. The resource overhead
on a server depends on the number of VNF instances installed on the edge server. The more VNF
instances on a server, the higher the resources overheads on that edge server. Therefore, a
feasible alternative is to map VNF G from SFC 1 on edge node 3 instead; VNF G from SFC 1
and SFC2 share the same instance type G on edge node 3. So, we no longer need to place an
instance of type G on edge node 2, which reduces the resources overheads on edge node 2 and
minimizes the operational cost as there is no need to pay activation licenses for VNF instances.

However, this scheme changes the traffic path of SFCI1to 4 — 3 — 1 — 3 — 4, where the traffic
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of SFC 1 has to pass through 2 more hops of link, resulting in more bandwidth consumption. The
processing delay of an SFC relies on the resource utilization of the related edge servers where it
is hosted. The higher the resource utilization of a server, the higher the processing delay of the
relevant SFCs deployed on the server. Since there are more VNFs mapped edge node 3, the
resource utilization increases, leading to a higher processing delay of SFC 1 and 2, affecting their
SLA performance. This simple case demonstrates the tradeoff between server resource
consumption, cost, bandwidth consumption, and delay requirements, and we need to achieve a
balance among them. The following sections present the formulation for SFC mapping and the

MEC dimensioning problem.
4.6.1 Design and Dimensioning Approach: MILP Model

4.6.1.1 Parameters

This subsection provides an abridged account of the input parameters that have been
employed in this section to depict the physical MEC infrastructure and the virtual network of

SFC requests. The relevant details are presented in Tables 4.3 and 4.4.
4.6.1.2 Decision Variables

1) Design and Dimensioning Variables: We recall that r is the type of MEC computing
resource that takes values in the set R = {CPU; MEM; STR}.

We define a float decision variable x}, to measure the amount of computing resources of
type r € R required to be set up in MEC node m € M. An upper bound S7,, will be set up to limit
the available MEC computing resources of type r € R that can be set up in MEC node m € M.
We define a binary decision variable yj, that denotes whether MEC node m € M requires

resources r € R to be setup
yo = {1, if xXm .> 0
0, otherwise (4.6)
2) SFC Mapping & VNF resource Allocation Variables: To decide on the acceptance of an
SFC request f € F, we need the following decision variables for mapping VNF for the
request:

0. — {1, if SFCrequest f € Fisaccepted by the MEC system
F = 10, otherwise (4.7)
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1,if VNF v in SFC request f is mapped to instance i;

zY, = { thatis running on edge node m
0, otherwise (4.8)
i _ (1,ifinstancei of type tis presented atnode m € M
Ym = {0, otherwise (4.9)
Sk = { 1,if virtual link k € K is mapped to the physical path mell
™ |0, otherwise (4.10)
Table 4.3 MEC Physical Infrastructure G= (M, E)
Parameter Description
G=(M,E) Directed graph of the physical infrastructure composed of network nodes
M locations and E links connecting them with latency requirement.
M Set of potential MEC nodes' locations co-located with the base stations.
E Set of physical links within the network between edge nodes co-located
with base stations.
R Type of computational resource that can be CPU, memory, or storage.
Yinax Maximum network node locations that deploy resource r € R.
S The maximum capacity of computational resource r € R at node m € M.
Be The bandwidth capacity of the physical link e € E.
Ce Bandwidth unit cost for using physical link e € E.
d Propagation delay for physical link e € E.
df Transmission delay for the physical link e € E.
Ch Cost unit for using resource type r € R at node m € M.
U, Cost unit for setting up resource r € R at MEC node m € M.
Dy, The capital cost of setting up resource r € R at MEC node m € M.
I Set of all possible physical paths in MEC-NFV infrastructure.
M Set of possible paths between network nodes m and m .
Um Processing rate for MEC node m € M.
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Table 4.4 Virtual Network G = (V, Ky) for SFC Request F

Parameter Description
F Set of the predicted SFCs.
Gr= (Vr, Ky) Virtual network representing SFC request f € F.
P Set of SFC application request types.
Ve Set of all VNFs in an SFC request f € F from all types.
K, Set of virtual links between network functions in an SFC request f € F.
T A set of all VNF types can be used in the received SFC requests.
I Set of all available instances of type t € T.
R Type of computational resource that can be CPU, memory, or storage.
Sy The required capacity of resource of type r € R for VNF v € V of type t €
T at specific BW requirements.
b, Required transmission bandwidth between one VNF v and the next ordered
VNF.
¢ The E2E delay threshold for completion SFC request f € F of type p € P.
Ut Traffic capacity of VNF with type t € T.
Ci License cost to activate VNF instance i € I,.
At The arrival rate of VNF v € V¢ of type t € T for SFC request f,, € F.
sy Resource of type r € R overhead when placing an instance i € I, of type t €
T.

4.6.1.3 Objective Function

The primary goal of this optimization problem is to minimize the overall cost of
deploying the MEC-NFV infrastructure at the mobile operator while guaranteeing that the SFC
acceptance ratio and the latency requirements adhere to the predefined thresholds. This can be
achieved by formulating an objective function that considers three essential factors. Firstly, the
installation cost of physical resources allocated to each MEC server, represented as m € M.
Secondly, there is the cost of allocating virtual resources, r € R, to support the deployment of
SFCs, denoted as f € F. This involves mapping various Virtual Network Functions (VNFs),
represented as v € V¢ to network nodes m € M while considering the cost of activation licenses
for shareable instances, which includes the overhead cost of resources. Finally, the cost of

mapping the path m € Iy to a virtual link k(v,v') €EKg, f €F is determined by the
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bandwidth cost, while ensuring that the total end-to-end (E2E) latency of all SFC requests from

mobile users located in different areas is below the guaranteed QoS threshold..

The objective function is represented in eq (4.11) as follows:

COST = z Z(D:n.y,m ur X))

meMr e R
DIDWIDILECEPIPREL
MEMTERfEFVEVF meM i€l

£ > ) Db, (4.11)

EFkEK, mell, ne€Em
ferkery mellom)

nn

Zynp = Maximize z ax0 —COST (4.12)
fEF
a is an essential parameter that denotes the value function corresponding to the
acceptance of an SFC request f € F, and it is associated with the potential revenue that the
mobile operator can generate. The gain objective function presented in (4.12) is used to compare

the performance of our MILP model to the ABSA benchmark presented in section 4.9.
4.6.14 Model Constraints

1) Mapping VNFs in the SFCs to the edge nodes and allocating resources for them:

Constraint 1 expresses the acceptance of SFC request f € F by the proposed NFV-
enabled MEC design:
6 < Z & Vv ey (4.13)

meM
Constraint 2 expresses the selection of the physical nodes m € M to process VNF v €

Ve

Binary variable z;, is defined as indicating whether VNF v € V of SFC request f € F is
mapped to instance i € I; oftype t € T running on physical nodes m € M or not. If the virtual
instances have the same types as the VNFs, this variable is obtained by the multiplication of the
scalar u? with the binary variable y;, :

Zn<ulx yh Vv eV, feFiel,meM (414)

The scalar binary variable u is employed to indicate the mandatory instance type ¢ that is
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needed for the processing of the virtual network function VNF v € V¢. Based on Equation
(4.14), the selection of physical node m € M for VNF v € Vymapping is influenced by two
crucial factors: Firstly, when an SFC is accepted, all VNFs must be allocated to the same type of
instance. Secondly, it is imperative to establish whether the instance of type ¢ ought to be

allocated to physical node m € M, given that at least one VNF is linked to i € I.

Constraint 3 equation ensures that only one valid physical path is assigned for each

virtual link between two VNFs v, v’ € \/ of service chain f € F

zy .Z:n’, = Z zk v (m, m\) €M, k(v,v') € K¢ (4.15)
TL'EH(m'mI)

Constraint 4 ensures that the BW and the capacities of the resources (CPU, Memory, and
Storage) assigned to deploy VNF with different types should not exceed the allowed limit on the
physical edge node m € M

Z b,.z5 < B, Ve € E (4.16)

fEFk(wv)eKs (mm)eMm e’

(mm)

Hfm m) represents the set of paths from m to m’ that contains the link e.

Z Z z2 .sh+ z yh.sT < xh, Vr € Rm €M (4.17)

fEFVEV, i €lpy

Eq (4.17) shows that the physical resources required to be deployed on the edge node
m € Mdepend on the virtual resources needed to process VNF v € Vr and the resource

overheads introduced by the virtual instance i € I.

Constraint 5 The concept of QoS requirements is being referred to in the following
formulation presented in (4.18). The formulation considers the propagation delay, transmission
delay, and queuing delay on the link to ensure that mapping SFC requests onto VNF chains does
not violate end-to-end latency requirements. It also considers processing delays on the server. It
is noteworthy that the approach used by the authors in [121] and [122] to calculate network delay
is similar. To guarantee the delay requirements of each received SFC request of type p €P, the
total delay experienced by the SFC request is constrained to a specified E2E delay threshold in
equation (4.18).

d! + 2d] < o, Vf €F (4.18)
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where d{ represents the total network delays of the bidirectional links forwarding the

traffic of the SFC f € F, request among edge nodes and is given by:

d{ - Z Z Z Z7’T€ ) ( dgrop + dg‘ans + d;ftrans ) (419)

k(wv')eKs (mm)eMTE H(n'n,)

v
ﬁe_bv

by

ﬁe_bv

physical link e € E for the requested service chain f € F.

represents the percentage of the traffic of the virtual link x € K that is mapped to the

df represents the server delay (including the processing and queuing delays) experienced

at the edge server when processing the received SFC requests of type p.

Our study takes into account the server delay, which comprises the processing and
queuing delays, as the primary parameters of interest. In each edge node, the hypervisor that
hosts the virtual functions and the virtual instances v € V¢ running on the hypervisor induce
these delays. Once an SFC request is received and accepted by the MEC network, it is queued in
the hypervisor and processed by it, and a set of VNFs is assigned to it. Then, each VNF instance

delivers the required service.

So d;c can be determined by eq (4.20), i.e., the sum of the delay induced by the

hypervisor and the instance:

dl =al _+df

hyper instance

Vf EF (4.20)

where both delays can be modeled as M/M/1 systems:

A} yper = Z < ! ) VfEF (4.21)

meM Um — ZfEFpZVEVern-Av(t)

Eq (4.21) can be linearized by declaring a new decision variable:

1
f
¢ 2( ) Vf EF,m eM (4.22)
m Um — ZteTZieltherZverZ#l'Avt f

So, equation 4.21 could be re-written as below.

g,’:l,um— z z g,{l.z;’n./lv(t) >1 Vf EFFmeM (4.23)

fEF, VEVE
and then declaring a new decision variable yrflv

Yo = ez, (4.24)
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Hence, Eq (4.21) can be replaced by these equations:

H is an integer with a large value

Cr{z“m_ ZfEFpZUEVfYT]rCLv'AUt =1 VieF meM (4.25)
vy < H VfEF, meMuv eV (426)
viv < o VfEFmeM,v €V, (427)
v =0 VfEF,meM,v €V, (4.28)

Regarding the delay induced by instance, it could be modeled using M/M/1 system model
as below:

1
af =Zzu’g< : ) Vf EF (429)
instance b = By er, Sorew, 0 Ao

v EVf i€l

and it is linearized in the same way as we linearized the hypervisor delay.

2) MEC Design and Dimensioning Constraints:
Constraint 6 ensure that there are no resources r € R can be setup in a given mobile edge
node m € M if it is not selected as an optimal location to setup an edge node, and must not

exceed the maximum resource amount for that edge server location denoted by S;,, m € M

xh, < Sh.yh VreER,mEM (4.30)

Constraint 7 determines the maximum number of network node locations Yy, that can

receive aresource v € R .

D < Via (431)

meM

4.7 Drawbacks of MEC-SFC-MILP Formulation

The previously discussed one-shot formulation of Mixed-Integer Linear Programming
(MILP) permits the simultaneous mapping of both nodes and links, but it is subject to scalability
issues. Due to the fact that the MILP formulation is built on an integer linear programming
model, the scalability bottleneck emerges when handling a considerable quantity of SFC requests
and a high-scale network of mobile operators. The mathematical model's management of

numerous variables and constraints can pose a significant challenge for optimal solution
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attainment within a reasonable computation time. The scalability challenge can be expressed as

follows:

a. For a given predicted SFC request G;=(Vy,Ky) at a given time, a virtual link k € Ky can
be mapped to up to: [M| x [M| x |I1| possible physical paths.

b. Hence, for K| = rfng;( | K¢| being the maximal size of the virtual links, [K]| virtual links

number over [F| SFC requests can be mapped to up to: (|E|x |M|x [M|x |IT])IF! possible physical
paths.

In summary, node and link embedding is widely recognized as an NP-hard problem,
which is tantamount to a multi-way separator problem [123]. To mitigate this complexity, we
introduce a decomposition strategy based on the Benders Decomposition (BD) approach [124].
The BD technique utilizes a relaxation strategy for the feasibility and optimality cuts, leading to a
Master Problem (MP) and a subproblem that are solved iteratively to direct the search process
and create the violated cuts. We present a detailed explanation of the BD approach formulation in

the following section.

4.8 Benders Decomposition Approach

As described in the preceding section, mathematical optimization methods are frequently
utilized to optimize a particular criterion under specific system constraints. As the size of the
network grows, so does the number of decision variables and constraints, and the computational
complexity of the decision-making algorithm becomes a major bottleneck. Leveraging any
mathematical structure in the problem formulation is crucial to implementing practical
algorithms for large-scale problems. Decomposition methods provide a rational solution in such
situations. In these cases, the variables and constraints are partitioned into subsets, with the
constraints in one subset depending heavily on the variables in the other. Decomposition methods
operate by temporarily fixing the linking variables or dropping the complex constraints,
effectively decoupling the blocks and breaking down the problem into multiple smaller sub-

problems.

Benders Decomposition (BD) is a widely used decomposition model [124] that leverages
the problem's structure to distribute the computational complexity. The fundamental concept

behind BD is to divide the problem to be solved into two simpler problems: the master problem
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(MP) and the auxiliary problem (AP) (or sub-problem). The MP is a simplified version of the
original problem that contains only a subset of the original integer variables and constraints.
Solving the MP yields a lower bound on the problem's objective function. The auxiliary problem
is equivalent to the original problem, but with the dual variables derived from the MP fixed. Its
solution generates an upper bound on the problem's objective function, which is used to create
cuts for the MP. The MP and AP are iteratively solved until the upper and lower bounds
converge to an acceptable level. Figure 4.6 provides an overview of the BD variants and their

workflow.

Let us consider an optimization problem defined as follows ([125]):
minc’ x + dTy
Xy
Ayx, + E;y > b, (4.32)

The preceding model comprises variable y, a complex variable that hinders the
partitioning of the model into sub-problems. However, we can divide this problem into two sub-

problems by setting this variable to a constant value (y is a fixed value for y):

minc’ x;
X1
A1x1 = b1 - El}_] (4’33)
minc” x,
X2
Azxz 2 bz - Ez}_l (4‘34‘)

In accordance with the BD methodology presented in Figure 4.6, the master problem
represents a relaxed version of the initial problem and includes sets of integer variables (referred
to as complicated variables) and their associated constraints. The sub-problems represent dual
versions of the original problem, with the integer variables temporarily fixed to their values from
the master problem. This results in an LP model for the sub-problems instead of the original
MILP problem. The BD algorithm solves the master problem iteratively, followed by the
corresponding sub-problems. During each iteration, a new valid inequality (known as a Benders
cut) derived from the sub-problems is included in the master program. If such inequality exists,

the algorithm converges to an optimal solution for the initial mixed-integer program.
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Now, we explain the above procedure in a MILP model defined as follows:

minc” x + fTy
Xy

Subject to:
Ay > b
Bx+ Dy > d
y ezZ"
x=0 ,y=>0 (4.35)
If y is fixed to a feasible integer configuration, the resulting model to solve is:
minc” x
X
subject to:
Bx > d — Dy
x=0 (4.36)
Therefore, the complete minimization problem can be written as:
meig[ny + min{c"x| Bx > d — Dy}] (4.37)
y

Solve relaxed Bender
master problem

I

| Solve sub-problemi(s) |<:

4

~ Solution is feasible?

Mo

S v
Generate feasibility Generate optimality

cut cut

Add cut to current MP
problem

!

Cuts T Yes

vioclated? )
- Stop o
Figure 4.6 BD Flowchart
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The dual of the inner LP problem is:
a() = max(d - DY) u + f75
subject to:
BTu< ¢
u=0 (4.38)

where the constraints of the dual LP sub-problem do not contain any y value. Hence, the
feasibility of the MILP model could be analyzed without considering the binary variable.
According to [125], we can formulate the dual LP problem in terms of extreme points for vector

u as uP and extreme rays for vector u as u”. Suppose that we enumerate all the extreme points

w= YW+ ) A (4.39)
i j
D=1
i

A, A, u=0

and rays for vector u, then:

Then the dual LP sub-problem can be expressed after substitute the value of vector u as:

q(y) = max (d - DY) xTi A uf + (d— DYN"x LA w + fTy

subject to:

Za’f u? =1 (4.40)

If we choose a value for y such that just one term (d — D¥)" u] becomes positive, then
the LP sub problem is unbounded because there are no limits on the 4. To get an unbounded
dual g(y) function corresponding to not getting an infeasible q(y) we have to ensure that this
does not happen for any extreme ray.

If an optimal solution exists (i.e., the generated cut is not un-bounded or infeasible), it
means at least one optimal solution to the dual g(y) function is a corner point uf. Hence the
dual g(y) function should have the value of the maximal point denoted as @ to ensure the
feasibility of the solution. So, let’s add the value of the maximal point:

minw (4.41)
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subject to:
(d—Dy).ul <0 Vj
(d-Dy)u’'<w Vi
y eEY
w ez

The above problem becomes the bender master problem:

minw + fTy (4.42)

subject to:
(d-Dy).u <0 Vj
d-Dy)u’ <w Vi
y €eY
w ez
By solving the bender LP sub problem in equation (4.38). we can find the extreme points

E. These we use to generate the optimality cuts. While, to generate the feasibility cuts, we need
to be able to find extreme rays when the LP sub problem is un-bounded as we are trying to solve
it.

The present study concerns the MILP one-shot formulation for the design and
dimensioning of NFV-enabled MEC. To address this issue, we put forward a novel approach,
MEC-SFC-BD, utilizing Bender decomposition. In this approach, the MILP decision variables
and constraints are relaxed to construct a simplified master problem and subproblem. The
relaxation process ensures that the problem can be decomposed into simpler subproblems.
Specifically, the subproblem is a relaxed version of the original MILP problem where certain
constraints are relaxed and variables are fixed based on the master problem's solutions. The
proposed method's success is dependent on the quality of the relaxation applied to the MILP
model, and the effectiveness of the decomposition in guiding the algorithm to a high-quality

solution. These relaxations are:

Relaxation 1: To simplify the QoS constraint (eq 4.18) in the MILP problem, we assume

that the total SFC request delay (dy) is divided equally between the hypervisor delay (d,{yp or)
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and the networking delay (d{ )- Then we bound the denominator in the hypervisor delay by (L/df
f

) where L is a fixed value. The impact of the virtual instance delay (d;, ., ce

) is ignored here
because the MILP one-shot results show that instance delay has a low impact compared to the
hypervisor delay on the total delay of the SFC. Applying these assumptions to the total delay

constraints, we get the following from MILP QoS constraint:

dl + 2d] < o, Vf €EF (4.43)
f_of _ 1 Y
ds dhyper ZmEM <um_ZfEFpZV€VfZ7]’)n'A‘D(t)> 2 (444)

Assume that:
L
Um — ZfEFp 2 VEVy Z;Jn- Av(t) < a;nin (4-45)

where a}"i" is the worst case or most strict request delay threshold considered instead of
thresholding each MF delay and processing time for each edge node.

Similarly, for the network delay (d{ ):
2d] < Vf €F (4.46)

Relaxation 2: To simplify physical resources constraints in the MILP approach (eq 4.17),
we assume function i(v) as the type i for VNF v where each VNF has a type of i:

So, when z;, = 1 then zf,?’) =yl =1. We can rewrite the constraint in (4.17) as below:

SrcrSver, Zi-So+ Tvev, Zm ) Sl < Xip VT € Rm €M (4.47)

Relaxation 3: To simplify mapping virtual links into physical links constraint (eq 4.15),

we can get rid of multiplication and replace is it with an addition operation:
2+ 2 —1= Srenm 2V (mm) €M, k(v,v) € K; (4.44)

i !
Relaxation 4: Assume the following decision variables are continuous: zj, , y,L,EU), Z};l,,

By means of the relaxations mentioned earlier, we can decompose the original MILP
problem into a master problem and a sub-problem utilizing the Benders Decomposition

technique, resulting in two distinct objectives:
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1) Master Problem: the problem of determining the best subset of previously generated

bender cuts to minimize dimensioning costs.

2) Sub Problem: the problem of adding a new feasible bender cut to the Master Problem.

4.8.1 Auxiliary Problem (Sub Problem)
1) Objective Function:

The objective function for the dual inner minimization sub-problem is:

COST = Z Z(u,rn.xrrn)+ Z Z Z Z ShZm Cm Z Zci(v) Z:'TEv)

MmEMreE R MmeM f EFv €EVgr €R meMv eV
YYS S Saan
fEFkEKmeMnEH(n_n,)eEn

Here, (uj,, ¢im, Ci(ry)) are the same unit resources costs as in section 4.6.1.

2) SFC mapping and VNF resource allocation constraints:

g < Z zy ¢ Of is fixed (a?) (4.49)
meM

2+ 2l —1— Srenpm 26 <0 (=99 (450)

ZfEFZk(U,U’)EKf Z(m,m‘) EM 27‘[ Eﬂfmm‘) b,.zz < B, (_ﬁe) (4.51)
Soev, Z0-Sh + Sver, Zmn” Sy — X < 0 (—np)  (452)
d
f f
2dj < — (—¢}) (4.53)
1_ Lo . )
d__f =3¢ d = I};ﬂélrrl[af L = 2}] (sf) (4.54)

Equation (4.49) grants the acceptance of the maximum number of SFC requests by the
optimized MEC design. Equation (4.50) validates that only one physical path is assigned for each
virtual link between two VNFs v, v’ € V; of service chain f € F. Equation (4.51) expresses the
bandwidth capacity of networking link e € E. Equation (4.52) expresses the available capacity
of resource r € R in MEC node m € M. Equation (4.53) expresses the network latency threshold
that must be satisfied for each SFC request. Equation (4.54) expresses the server latency

threshold that must be satisfied for each SFC request, and it is bounded by a fixed value L.
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3) MEC Design and Dimensioning constraint:

Xm < ShVm ¢ Y is fixed (=6) (4.55)
Equation (4.55) ensures that the resource r € R that is deployed in a given mobile edge

node m € M does not exceed the maximum resource amount for that edge server location
denoted by S}, m € M when the integer decision variable ¥}, is fixed.

Given the constraints above, then the possible cuts value for vector u can be as:

— k l
u=la”,=0% =Be, —Mm, =€, &, —6m]
And the lower boundaries can be represented as:
=~ af L —
d—Dy=][ 6 ,—Be,O,O,—7 5 =S - Vm]

Therefore,
d-Dy)u" = T,a’. 8 + LB B+ Xsef .= (4.56)

a _
+ Xref T X X S - Sh - I

4.8.2 Master Problem
1) Objective Function:
As mentioned previously, the sub-problem is a dual LP problem, and the master problem

is a pure IP problem (no continuous variables are involved). The master problem, denoted by

MEC-SFC-BD-M, is defined as follows:

Minimize Z Z Dn .y + @ (4.57)

meMre R

Here y,, and 6y are integer binary values.

2) Constraints:

Subject to:
0 = a.|F| (4.58)
®w > uj, (d — Dy) (4.59)
0 > uf (d — Dy) (4.60)
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where ug; and ul values present the benders cuts generated from the subproblem and added to the
master problem. ul represents the extreme ray vectors, and uzT, represents the extreme point

vector. While @ represents the maximal point based on equation (4.42).
4.8.3 Solving the MEC-SFC-BD Model

The steps below are followed in solving the MEC-SFC-BD model formulated in this
section to support high-scale system demand:

1) Reformulating the problem into two nested minimization problems, where the outer
minimization (i.e., the master problem) is over discrete variables (6, yy, ), while the
inner minimization (i.e., the sub-problem) is only over continuous variables (z%, , Vi,
Z:’n’,, z5).

2) Assign initial bounds UB=+00, LB=—c and € = a small number.

3) Assign initial random dummy values for y.

4) Set in the fixedy into the Benders sub-problem and solve the problem to get the extreme

point E and objective function value for the sub-problem.

5) Find the upper-bound for the objective function value of the sub-problem

6) Add new feasible cut Zi(di - Y. DL .yk) i, < w to the constraints of the master
problem.

7) Solve the Benders master-problem to get new y value.

8) Calculate the lower-bound for the objective function of the master problem.

9) Terminate if UB—-— LB <e¢

10) Otherwise, go to step 4 with the new value for y.

4.9 Benchmarks

To conduct a comprehensive evaluation of the efficiency of the dynamic design and
dimensioning methodology, we have employed a rigorous benchmarking process. Specifically,
five distinct benchmarks have been selected to gauge the model's performance and assess its
efficacy. These benchmarks have been carefully chosen to represent a range of different

scenarios and challenges that may arise in practical applications of the methodology. The
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resulting assessment provides a thorough and multifaceted evaluation of the methodology's
effectiveness and robustness in a variety of contexts:

1) Cloud-only scenario which entails deploying an NFV-enabled MEC system within a
remote cloud data center that shares the same simulation infrastructure as the edge nodes.
Such an approach involves a centralized architecture that offers a range of benefits, such
as scalability and ease of management, while eliminating the need for distributed
resources. Nonetheless, the latency introduced by long-haul data transmissions between
the centralized cloud infrastructure and mobile devices poses significant challenges in
meeting the stringent QoS requirements of modern mobile applications. Furthermore, the
limited bandwidth capacity and unpredictable network connectivity of mobile devices can
result in a poor user experience and degraded network performance [126].

2) No-scaling scenario, where we are not introducing the ML model at the first stage to
predict the incoming SFC requests and take the autoscaling decision. ML allows to
allocate the resources needed, resulting in lower blocking rates for incoming requests and
better resource utilization [127].

3) No v-instance sharing scenario, In the absence of v-instance sharing in the system
model, the edge nodes' v-instances types are installed and activated without any sharing.
This scenario assumes that each candidate edge node has all types of virtual instances
installed and is available for immediate use without any resource constraints [128]. This
approach is considered suboptimal in terms of resource allocation and utilization, and it
may lead to under-utilization of resources, thereby leading to higher costs and lower
performance levels.

4) ABSA approach in [129] is an affinity-based simulated annealing heuristic approach that
optimizes the cost and delay associated with VNF placement. This approach is based on a
set of greedy algorithms and is the most like to our work. However, there are several
differences between our work and ABSA. Firstly, [129] does not consider v-instance
sharing, assuming that all v-instances types should be installed on the edge nodes.
Secondly, the model in [129] assumes constant delay for nodes and links and does not
consider queueing and processing delays, which are considered in our work.

5) MEC-SFC-Greedy

For a set of ordered virtual functions {v; ....v, } from a request f € F, we wish to
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allocate task resources to MEC nodes by greedily choosing the node m € M with available
resources S;, and with minimal server and network latency [130]. Once a servicing MEC node is
chosen, we find a path with the minimal routing cost between m and m' that satisfies the
bandwidth constraints per link. This benchmark assumes that all virtual instance types are
installed on each physical node. Aside from reducing design and dimensioning costs, our main
objective is to satisfy the latency requirements of tasks with a high acceptance rate. For this

reason, our greedy metric is, first and foremost latency.

MEC-SFC-Greedy Algorithm: Greedy algorithm by MEC node latency.

Result: Greedy Fog-DC Design and Dimensioning.
Enumerate SFC requests such that F={1, 2 ... [F[}.
For request f € F, enumerate virtual functions {v; ....v,}
Initialize Sy, ysep = 0, Pe,ysep = 0
for /=110 |F| do
forv=1¢t |V]| do
M € M;
// For VNF v, select a node m € M with minimal server and network latency.
while 7rue do
if v =/ then
Aty € minf(d! + 2d])| v = v}
my € arg minf(d] + 2d/)|v=vy,m €M }
end
else
At, € min{(d] + 2d])| v =v,}
m, € arg min{(d/ + Zd{)l v=v,m €M }
end
if sy < S5, — Shusep then
Smusep € Sy + Smusep
// Greedily route backward to m,,_
while j > 7 do

Cﬂ,' é mlnﬂ: (S n(mml) Ze €EE bv Ce

né argmingen . Yecrby o
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if b, < Be — Peuysep then

Beusep € by + Beusep

break;

end
else

H(m,m') < H(m,m') \Tl.';

end
end
end
else
M €M \m,
end
end
end
end
4.10 Conclusion

In this chapter, we have put forth an agile design and dimensioning strategy that allows
for the deployment of a comprehensive NFV-based MEC that can cater to a diverse set of SFC
requests with varying requirements, assuming no pre-existing infrastructure. To begin with, we
laid out the underlying assumptions and provided a detailed system model for an agile NFV-
enabled MEC system. Subsequently, we highlighted the core problem and presented an
illustrative example. We then proposed a solution named the Cost-Efficient Auto-Scalable
Design and Dimensioning of MEC-NFV Infrastructure for Heterogeneous SFCs problem. We
discussed the optimal design and dimensioning approach using MILP to reduce dimensioning
cost. To tackle scalability issues while keeping cost-effectiveness in mind, we presented a near-
optimal Bender decomposition formulation. In the following chapter, we will leverage simulation
to substantiate that the BD approach is an effective means to arrive at optimal dimensions for

high-scale systems.
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Chapter 5

NUMERICAL EVALUATION AND DISCUSSION

5.1 Introduction

This chapter presents an analytical study that was conducted to evaluate the performance
of two subproblems in the agile design and dimensioning approach, namely the Proactive SFC
Autoscaling sub-problem and the Design and Dimensioning sub-problem. The study also
investigates the efficiency of the approach with respect to varying parameters, such as the
accuracy of the ML model used in the autoscaling mechanism, dimensioning cost, and
acceptance ratio in comparison to benchmarks presented in section 4.9. Furthermore, we carried
out a time and cost analysis between the MILP model and the Benders decomposition approach,
and found that the latter yields near-optimal outcomes at a significantly lower design and
dimensioning cost. This chapter provides a detailed account of the performance simulation we

performed, including its settings and the results we obtained.

5.2 SFC Autoscaling Sub-problem Accuracy Evaluation

The present study involves an evaluation and comparison of the performance of DNN
and LSTM algorithms using a real dataset [114]. The aim of the proposed system is to predict the
number of SFC requests at any given time, and accordingly allocate the resources required to
process these requests on different edge servers. The dataset used in the experiment was obtained
from Shanghai Telecom [114] and comprises Internet access logs of users along with their base
station locations. The dataset contains records of 3233 base stations, and a subset of these base
stations were randomly selected for the training and validation of the ML model. It is assumed
that each user request corresponds to an SFC request, which is mapped to a set of VNFs
deployed on various edge nodes co-located with the base station. Furthermore, it is assumed that

the received SFC request types can be categorized into four major types. The maximum number
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of SFCs that can be served for each request type f},.on each edge server depends on the
bandwidth requirement for each VNF within the chain request and the processing capacity for
each server. For example, if we assume that the BW requirement for each VNF is 1 Gbps, the
processing capacity for each server is 100 Gbps, and each SFC request is mapped into 5 VNFs.

Then,

fhax = 100Gbps = 5SFCs (5.1)

1Gbps*5VNFs*4 sfc types

The number of new SFC requests and running SFC requests at a specific time t were
determined using start and end times. At time zero, we assumed that we had a set of A£(0)
requests waiting to be processed. At the beginning of each new period, which was based on an

hourly basis, the SFC requests were updated as follows:
As() = A(r—1) —drop (7) + add(7) (5.2)
with:
e add(t) : SFC requests are received between period 7-1 and period t (i.e., its starting time
is between 7-1 and 7).
e drop (1) : SFC requests that are finished at period .
e As(r —1) —drop (7): represents the SFC requests still running in the system at time t

and their start time is less than or equal to time 7-1.

The dataset contains the operational status of all base stations in Shanghai for a period of
six months. Each user ID in the dataset is associated with a particular SFC request type. The
machine learning models used in the research were trained on a computer system with an i7
Intel(R) Core 2.5 GHz CPU and 16 GB RAM, running on the Windows 10 Professional
operating system. The experiments and model training were conducted using online libraries

available on Google Collab.

Figure 5.1 shows the performance of the LSTM model using validation and training
datasets for each training epoch in terms of accuracy and loss. In these graphs, the models were
generated with one hidden layer and two activation units for the whole model. Table 5.1 shows a
performance comparison between DNN and LSTM models implemented in Keras. For the
purpose of model training and validation, we used a dataset comprising 55,311 traffic data

points. The results show that the LSTM model outperforms DNN in all measurements, with
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95.6% accuracy, 95.0 % precision, 95.6% recall, and 95.6% f-measure.
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Figure 5.1 LSTM Model Prediction Accuracy

Table 5.1 Performance Comparison for LSTM and DNN Models

Performance Metric DNN LSTM
Accuracy 93.7% 95.6%
Recall 93.7% 95.6%
Precision 92.9 % 95%
F-measure 93.7% 95.6%

Table 5.2 shows the confusion matrix for the LSTM classifier model for the test data
samples. For example, it can be seen that Class 2 has 8 and 9 misclassifications as Class 1 and

Class 4, respectively.
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Table 5.2 Confusion Matrix

Class 1 2 3 4 5
1 1245 1 0 0 0
2 8 728 0 9 0
3 0 2 481 0 0
4 0 0 5 961 0
5 0 0 0 4 989

The graphs presented in Figure 5.2 illustrate the performance of the LSTM classifier
model in predicting SFC autoscaling for five different base stations (a-e) over the course of a
day. The actual output generated from the dataset is depicted in blue, while the predicted SFC

scaling determination is represented by the red line.

The zig-zag shape observed in the predicted output is a reflection of the real-world traffic
patterns, which are often characterized by periodic fluctuations in demand. The model is able to
capture these fluctuations and make accurate predictions based on the available historical traffic
data. The robust predictive capability of the LSTM classifier model is evident in its ability to
closely follow the actual traffic patterns, as shown by the high degree of overlap between the

predicted and actual output lines.

It is worth noting that the predicted SFCs generated by the LSTM model are used as input
to evaluate the SFC mapping and MEC server dimensioning subproblems presented in the

subsequent sections of this thesis.

5.3 Design and Dimensioning MILP Approach Evaluation

To assess the effectiveness of the proposed design and dimensioning approach, an
empirical study was undertaken to investigate its performance under varying parameters and
analyze the trade-off between the deployment cost of mobile edge servers and the percentage of
workloads that can be accommodated. The numerical evaluation was conducted using IBM
ILOG CPLEX Solver on a computer equipped with an 17 Intel(R) Core 2.5 GHz CPU and 16GB
of RAM. The model was assessed based on the predicted SFCs generated from the ML model,

and the outcomes were compared in terms of cost and accepted load when deploying the same
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infrastructure at the cloud center.
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Figure 5.2 Actual vs. Predicted SFCs at edge nodes using LSTM model for different BS

Efficient allocation of resources is paramount to process diverse SFC requests received
from mobile users at varying locations. In this regard, we have developed a LSTM model that

predicts the number of SFC requests, considering different bandwidth requirements, for seven
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base stations in the mobile operator network. The mobile network operator allocates necessary
resources at edge servers to process the VNFs within the SFC requests. Our proposed approach

aims to optimize resource utilization while maintaining service quality for end-users.

To address this problem, we considered four types of SFCs: Web Services (Search, etc.),
Voice over IP (VoIP) (audio), Video Streaming, and Online Gaming, and six types of VNFs:
Network Address Translator (NAT), Firewall (FW), Traffic Shaper (TS), WAN Optimization
Controller (WOC), Intrusion Detection and Prevention System (IDPS), and Video Optimization
Controller (VOC). The SFCs with VNF chaining and their latency requirements "d" [122] are
listed in Table 5.3. For instance, processing video streaming services require deploying the
following VNFs on the MEC servers, in this order: NAT, FW, TS, VOC, and IDPS. The
transmission bandwidth requirement between two consecutive VNFs b,, is 100 Mbps. We set
the license activation cost for all VNF instance types c; is the same. For scalability, we assumed

the arrival rate of the SFC requests ranges between 1 and 250 requests/sec for all types p € P.

Over the VNF resource requirements, we used tables (5.4 & 5.5) to convert from the
network bandwidth requirement to compute (CPU) and memory resources requirement that
should be assigned to VNFs when deployed on the edge servers without QoS degradation. These
values were generated by extrapolating information from prior studies [131] and industry data.

The storage resource requirement for different VNF types was selected from a uniform
distribution with low and high values of S; % =2 GB and SsfR . = 64 GB, respectively. The
mobile devices were assumed to be scattered at different locations within the considered

network. Each mobile device was connected to BS available at its location and send one type of

the SFC requests listed in table 5.3.

Table 5.3 Service Chain Types

Service Chain Type VNF Chain (T) Latency
P) Requirement

Web Service NAT-FW-TS-WOC-IDPS <100 ms

VOIP NAT-FW-TS-FW-NAT <20 ms

Video Streaming NAT-FW-TS-VOC-IDPS <100 ms

Online Gaming NAT-FW-VOC-WOC-IDPS <100 ms
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Table 5.4 Conversion to Computation Resource CPU

BW requirement (Mbps)
VNF Type
100 200 500 1000
NAT 0.1 0.1 0.1 0.2
FW 0.1 0.1 0.4 1.6
TS 0.1 0.2 0.8 1.6
WwOC 0.1 0.1 0.2 0.4
DPS 0.1 0.1 0.4 1.6
vVOoC 0.2 0.2 0.8 1.6

Table 5.5 Conversion to Memory Resource GB

BW requirement (Mbps)
VNF Type
100 200 500 1000
NAT 0.1 0.1 0.1 0.2
FwW 0.2 0.2 0.8 3.2
TS 0.1 0.2 0.8 1.6
WwOC 0.1 0.1 0.2 0.4
DPS 0.2 0.2 0.8 3.2
vVOC 0.4 0.4 1.6 6.4

We designed a MEC-NFV infrastructure with (7) candidate locations, as shown in Figure

CPU

5.3. Each edge node has an upper and lower limit for its physical computing resources: Sy nin =

0 and SYay =30 GHz; SMEM =0 and SYEM, . =125 GB; and Sy &, = 0 and S5/ ;.. =1000
GB. Each MEC has a processing rate p,,range of 200 Mbps and can host a limited number of
VNFs without degrading the QoS depending on the BW requirement for VNFs. ETSI MEC
recommends deploying edge nodes to existing base stations since it is cost-efficient and vendor-
agnostic. The maximum predicted SFCs number over the six months for different BW
requirements is selected to dimension the physical network. The maximum capacity for each

candidate edge node is 200 Gbps. All substrate links have the same transmission delay of 1 ms

and a propagation delay of 1usec.
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Figure 5.3 Mobile Network Architecture of Candidate MEC Nodes

We assume that edge nodes in proximity to base stations have the capability to host
VNFs of various SFC requests on their NFV infrastructure. This deployment model is analogous
to containerized applications in data center environments. The maximum bandwidth capacity of
each edge node is set to 200 Gbps, and each VNF is assumed to handle a maximum of 1 Gbps
traffic without compromising quality of service (QoS). We address the potential scalability
issues with respect to embedded paths by providing a matrix that enumerates the feasible
physical paths between edge nodes. The MILP problem formulated in our study is solved using
IBM ILOG CPLEX Solver, and the resulting solution is compared with other relevant

benchmarks.

The results of the NFV-enabled MEC MILP model are presented in Figure 5.4,
demonstrating the optimal design and dimensioning solutions. The model illustrates the
dimensioned nodes that should be deployed, the resource utilization, and the shared virtual
instances installed on the deployed MEC nodes. The main goal of this model is to provide
services to mobile devices while ensuring that delay requirements for different SFC requests are
met with a 100% acceptance ratio. It is worth noting that the predicted SFC requests at different
base stations represent the maximum request number over a period of six months, based on the
dataset utilized. The MILP approach proposed in this study serves long-term planning purposes

for the mobile operator.
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Figure 5.4 NFV-enabled MEC Model

5.3.1 MILP Approach Evaluation Results

The present section entails a comparative performance analysis of the one-shot MILP

approach with various benchmarks enlisted in Section 4.9. Figure 5.5 displays the comparative

assessment of the MILP model versus the cloud-only benchmark approach in two variants. The

first variant pertains to measuring the acceptance rate while keeping the same resource limits,

whereas the second variant entails measuring the dimensioning costs while ensuring a 100%

acceptance rate and increasing the resource limits. The findings of this evaluation serve as a

yardstick to gauge the effectiveness and efficiency of the proposed approach and its superiority

over existing benchmarks.
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The figure on the left shows that when small edge nodes are deployed in the cloud data
center, the acceptance rate cannot exceed 31.25% due to the extended network delay incurred in
the processing request time hampers the ability to meet the desired QoS standards. To boost the
acceptance rate, it is necessary to enhance the physical link bandwidth and deploy high-end
servers in the cloud data center to ensure that real-time response requests are fulfilled within the
stipulated delay threshold, thereby maintaining high QoS levels. In the scenario illustrated in the
right panel of the figure, an increase in dimensioning costs is observed when deploying edge

nodes in the cloud with high specifications and bandwidth capacity.

Figure 5.6 demonstrates the benefits of hosting SFCs at the mobile edge nodes instead of
the remote clouds in terms of end-to-end latency. In the cloud-only scenario, all the SFCs are
assigned to the cloud data center, while in the machine-driven NFV-enabled MEC scenario,
SFCs are assigned to the edge nodes. Using the same network topology proposed in Figure 5.4,
we measured the E2E latency for different SFC types received by the system at different time
slots for both scenarios. We used the ML model output to predict the number of SFCs received at
a given time. The cloud-only scenario results in an average latency of 20 ms per VNF and 100
ms per SFC, assuming each SFC has 5 VNFs (20 ms * 5 = 100 ms). From the graph, we could
see the reduction in E2E latency generated by the optimal placement of SFCs on the edge

network for different service chains while guaranteeing the latency threshold.
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Figure 5.6 E2E Latency of MILP Model for different SFC Types

Figure 5.7 portrays the advantageous impact of implementing the auto-scaling
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mechanism into the dimensioning process. The graph illustrates the augmentation in the
dimensioning of the deployed NFV-enabled MEC system for the no-scale benchmark scenario.
This is attributed to the fact that virtual instances remain installed on the edge server, even when
idle, causing an increase in cost. By contrast, the auto-scaling approach dynamically manages

resource allocation and virtual instances, leading to a more efficient and cost-effective solution.

F00 - B

TO0 1

GO0 i

500 -

Dimensioning Cost

400 - -

300 - l::?xc-ac’!i\\'e MEC-NFW Scenario) -

Mo-zcaling Scenario

Q 5 10 15 20 25

Hour

Figure 5.7 Dimensioning Cost: Comparison of Proactive MEC-NFV vs. No-Scaling Approach
during the Whole Day

An evaluation of the performance comparison between the proposed MILP model and the
no v-instance sharing benchmark approach in terms of dimensioning cost is also conducted. The
dimensioning cost is measured for both approaches under different network topologies with
different configurations, including the number of edge nodes and possible embedding path
matrices. The evaluation also examines the impact of changing the number of predicted SFCs on
the dimensioning cost for three candidate edge node numbers (M=2, M=4, and M=7), while

guaranteeing a 100% acceptance rate for different scenarios.

Figure 5.8 demonstrates the performance of the MILP model and the no v-instance
sharing benchmark approach in terms of dimensioning cost. The results show that the
dimensioning cost is significantly lower for the proposed MILP model than for the no v-instance
sharing benchmark approach, indicating the benefit of introducing the auto-scaling mechanism
into the dimensioning process. The graphs in Figure 5.8 further illustrate how the dimensioning
cost changes for different edge node numbers and predicted SFCs. Notably, the dimensioning

cost increases for the no v-instance sharing scenario as both the virtual instance activation license
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and the virtual instances overheads increase. It is worth mentioning that the virtual instances are

installed on all edge nodes that process SFC requests, with all instances i € I; types considered.
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Figure 5.8 Dimensioning Cost: Comparison of MILP vs. No v-Instance Sharing Approach at

different SFC requests number

Next, the Affinity-based simulated annealing (ABSA) heuristic approach [129] is
compared to our MILP one-shot approach. To our knowledge, the problem investigated in [129]
is the most similar to this work. However, there are some differences in the proposed model and
solution between both works: (1) the objective function of paper [129] does not take into
account the setup and installation cost for the physical resources while our work does ;(2) their
model does not consider v-instance sharing and assumes that all v-instances types should be
installed on the edge nodes; (3) in [129], the authors considered a constant delay for the nodes
and links and did not take into account the queueing delay. In [129], the authors used a heuristic
approach for cost-optimized delay-aware placement of VNFs along with a set of greedy

approaches. The small network topology shown in Figure 5.9 was then used for the simulation
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experiment to compare the proposed solution performance against the ABSA approach. In this
topology, all network links' bandwidth equals 1000 MB. The CPU capacity of all the nodes is
randomly chosen in [220, 260] cores. The storage capacity of all nodes is equal to 4000 GB, and
the memory capacity is 1000 GB.

M

Figure 5.9 Proposed network topology used in ABSA Comparison[129]

Tables 5.6 and 5.7 show the details of input SFCs and VNF types used in the topology
shown in Figure 5.9. In these simulations, in addition to the gain, which is the main objective of
our problem, we also evaluated the results in terms of acceptance rate. Figure 5.10 and Figure
5.11 show the average gain and acceptance of MILP one-shot and ABSA approaches with
respect to the number of predicted SFCs. Although the acceptance rate of our proposed solution
is a bit lower than ABSA at the beginning, it perfectly accepts a subset demands of SFCs that
make more gain, which is justified by the considerable gap between our approach and ABSA in

Figure 5.10.

As the number of the predicted SFCs increases, the average gain of both algorithms
increases as well but at different rates. As the number of SFCs increases, the required virtual
instances capacity increases, leading to more instances sharing possibilities. In the MILP one-
shot approach, the instance cost breaks down among multiple chains by exploiting this
possibility. Consequently, the average cost of each SFC decreases, and as a result, the average

gain increases. On the other hand, ABSA does not share the instances that lead to a high cost and
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a lower gain.

Table 5.6 The Setting of the SFCs Used for Comparison with ABSA

Parameter Value
VNF Types Randomly in [1, 2, 3, 4]
VNF Number per SFC 3 VNFs
Virtual Link BW 100 MB
E2E delay threshold /SFC 3us

Table 5.7 The Setting of the VNFs Used for Comparison with ABSA

Value per Type
Parameter
1 2 3 4
CPU (cores) 4 7 6 5
Storage (GB) 90 90 120 100
Memory (GB) 16 24 32 24
Arrival Rate 150 175 125 150
v-Instance Activation fee 500 600 700 500
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Figure 5.10 The Average Gain of Optimal Solution and ABSA
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Figure 5.11 The Average Acceptance Ratio of Optimal Solution and ABSA

5.4 Benders Decomposition Approach Evaluation

In this section, we conducted a time and cost comparison between the NFV-based MEC
MILP model (MEC-SFC-MILP) and the benders decomposition model (MEC-SFC-BD). Both
models were solved using IBM CPLEX CONCRETE Solver on a machine with 17 Intel(R) Core
2.5 GHz CPU and 16GB of RAM. Moreover, we compared the results with the heuristics MEC-

SFC-Greedy approach discussed in section 4.9 using the same network configuration.

We designed a MEC network infrastructure with 15 candidate edge node locations to
check the system scalability as the number of predicted SFC requests changes. Our network
topology has the same edge nodes computation capacities and virtual functions requirements as
mentioned in the previous section (section 5.3). The only difference is that we added the virtual
path complexity factor where a virtual link k € K¢ can be mapped to up to: M| x M| x [II|
possible physical paths and apply relaxations listed in section 4.8.1 when solving both the MILP
and BD problems.

First, we are most interested in whether MEC-SFC-BD can approximate the optimal
MILP model in cost with a substantial decrease in time. Table 5.8 shows that MEC-SFC-BD
attains a near-optimal design and dimensioning cost of the MEC Infrastructure, with a cost

difference below 1% for up to 100 SFC requests.
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Table 5.8: Cost Comparison in percentage between MEC-SFC-MILP and MEC-SFC-BD

Number of MEC-SFC- MEC-SFC-BD

SFC MILP Cost Cost Gap% Gap
requests
10 1818.211 1833.977 0.87% 15.766
20 3466.456 3482.961 0.48% 16.505
30 5029.476 5047.857 0.37% 18.381
40 6677.601 6697.260 0.29% 19.659
50 8240.603 8263.641 0.28% 23.038
60 0888.841 9912.430 0.24% 23.589
70 11451.812 11476.69 0.22% 24.878
80 13100.163 13125.002 0.19% 24.839
90 14663.095 14689.768 0.18% 26.673
100 16311.209 16339.655 0.17% 28.446

The absolute difference varies between 15.766 and 28.446, and it does not increase
monotonically with increasing the predicted SFC requests, leading us to hypothesize that the

percentage difference gradually decreases with the increasing number of requests.

Figure 5.12 shows the significantly reduced cost of MEC-SFC-BD compared to the
heuristics MEC-SFC-Greedy. And it provides a near-optimal solution when compared with the
MILP one-shot approach. We can notice in this figure that the MILP approach cannot be used to
find the dimensioning cost for the highly intensive systems that receive a large number of
requests, as it turns into an infeasible solution when trying to find the optimal solution due to the
NP-hard problem scalability issues. Benders decomposition approach is suitable for finding the

near-optimal solution for highly intensive systems.

The graphs in Figure 5.13 shows another performance comparison related to the solution
time among the three approaches: MEC-SFC-MILP, MEC-SFC-BD, and MEC-SFC-Greedy.
The benders decomposition approach calculates a dimensioning solution in a significantly
reduced time compared to the MILP solution. In Figure 5.13, we executed MEC-SFC-MILP for
at most 160 requests as a higher number of SFC requests proved computationally infeasible. We
managed MEC-SFC-BD for up to 500 SFC requests within a practical and scalable amount of
time with a near-linear time growth. Though MEC-SFC-Greedy is extremely fast, Figure 5.12

shows that the greedy approach is the worst performing in terms of dimensioning cost.
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Greedy

Figure 5.14a is identical to Figure 5.14b, with the x-axis restricted to [0; 160]. This
allows us to see the similar time performances between MEC-SFC-BD and MEC-SFC-Greedy
for small-scale systems with a low number of requests. We also know the point at which the
three models begin to deviate from each other in performance. In both cases, MEC-SFC-MILP

has been growing at an alarming rate.
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To better present the performance evaluation of the proposed MEC-SFC-BD approach, a
simulation study was conducted on independent MEC system topologies with varying numbers
of MEC candidate nodes and SFC requests, ranging from 10 to 100 and 10 to 50, respectively,
with 5 VNFs per request. We assumed that each candidate node has a physical path for all other
edge nodes in a specific topology and is co-located with the base station. The solution time for
each MEC topology was recorded and presented in Figures 5.14a and 5.14b, with the number of
SFC requests or MEC candidates on the x-axis and the other metric as a color map. The results
showed that the number of MEC candidates had a significant impact on the solution time, as
demonstrated in Figure 5.14b. However, Figure 5.14a revealed that the number of SFC requests
had little influence on the solution time, up to a maximum of 50 requests. These findings provide
useful insights into the performance efficiency of the MEC-SFC-BD approach and highlight the
scalability benefits it offers.
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Figure 5.14 Solution time of MEC-SFC-BD by number of SFC Requests and MEC Edge
Candidates

5.5 Conclusion

This chapter presents the simulation setup and numerical evaluation results of the

proposed agile design and dimensioning approach for NFV-based MEC systems. The
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performance of the Proactive SFC Autoscaling sub-problem and the Design and Dimensioning
sub-problem is assessed, and a comparison is made between the optimal, benders decomposition,
and the greedy benchmark. In the evaluation of the proactive autoscaling sub-problem, the
positive impact of using the ML model for predicting SFC requests is demonstrated. The
evaluation of the MILP approach highlights its efficiency in deploying a cost-effective and high-
acceptance rate NFV-enabled MEC system. The evaluation of the bender decomposition
approach shows its performance efficiency for high-scale and high-intensive systems with
different MEC topologies. The last chapter concludes the thesis and outlines potential areas for

future research.
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Chapter 6

CONCLUSION AND FUTURE RESEARCH

6.1 Conclusion

Mobile Edge Computing has emerged as a viable alternative to traditional Cloud
processing for mobile applications due to its low latency and improved users’ experience. With
the increasing demand for critical-mission and computation-intensive applications, it has become
necessary to implement MEC infrastructure. In this work, we propose an agile approach for
deploying comprehensive MEC infrastructure and suggest high-level steps to deploy a combined
MEC-NFV infrastructure for dynamic mobile traffic support. Our approach, called Cost-Efficient
Agile Design and Dimensioning of Comprehensive MEC-NFV Infrastructure for Heterogeneous
SFCs, aims to minimize dimensioning costs, support heterogeneous compute applications, and
ensure that the delay constraints of SFC requests are met. We have considered the virtual
resources consumption cost and shareable virtual instances to enhance network resource
utilization. To overcome scalability issues in large-scale and compute-intensive networks while
maintaining cost-effectiveness, we propose a near-optimal Bender decomposition approach. The
simulation results indicate that using machine learning models to predict SFC requests from
users and map them into VNFs at a specific time minimizes deployment costs while adhering to

the response times for different application types.

Moreover, the evaluation results of our near-optimal Bender decomposition approach
demonstrated that the MEC design and dimensioning solutions are within 1% of the optimal
solution with significantly reduced computation time for high-scale systems. Furthermore, the
Bender Decomposition approach was shown to be more cost-effective than the Greedy heuristics
algorithm. The simulation and analysis of various NFV-enabled MEC system topologies
revealed that the computation time is strongly correlated with the number of MEC node
candidates and moderately correlated with the number of SFC requests. These findings provide

insights into the scalability and efficiency of our proposed and comprehensive approach for
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MEC infrastructure design and dimensioning.

6.2 Future Work

In our future work, we propose a reinforcement learning (RL) based approach for joint
SFC autoscaling and placement to achieve short-term MEC designing purposes. ML and RL are
two distinct approaches to building intelligent systems. ML is typically used for prediction tasks,
where the goal is to learn a mapping from input data to output labels. RL is used for decision-
making tasks, where the goal is to learn a policy that maximizes a reward signal. While both
approaches have their strengths and weaknesses, they are not interchangeable. ML is well-suited
for tasks where the goal is to predict an outcome based on historical data, such as traffic
prediction or workload forecasting in MEC networks. RL, on the other hand, is better suited for
tasks where the agent needs to interact with its environment to learn the optimal decision-making

policy, such as resource allocation and placement in MEC networks.

Our current work mainly focused on long-term planning and dimensioning for MEC
systems by considering the maximum received SFCs at various base station locations over six
months when solving the dimensioning problem. The proposed RL approach aims to predict the
SFC computation requirements at a specific time, determine the optimal solution for SFC
placement, and place/release VNF instances at the edge node according to a threshold-based
policy related to physical resource utilization and power consumption at the edge nodes. The

performance of the RL module can be evaluated on a real-world mobile network topology.

In summary, the RL approach for MEC designing and planning could be considered by
mobile operators to achieve various goals, including:

1) Enhancing the overall system performance and quality of experience (QoE) for end-users
by optimizing the placement of SFCs and minimizing the processing delay.

2) Efficient resource utilization and cost reduction by dynamically allocating resources to
match the varying workload demand.

3) Improving the system's scalability and flexibility to adapt to changes in network
conditions and traffic patterns.

4) Providing better energy efficiency by managing the power consumption of edge nodes

based on the workload demand and resource availability.
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5) Enhancing network security and reliability by ensuring the availability of resources and
avoiding resource depletion.

6) Forecasting the workload on the mobile network elements and entire subnetworks in the
short and long term.

7) Meeting the communication networks requirements with ultra-low delays, where a
concise identification of traffic in the mobile network without introducing additional
delays in the flow is achieved.

8) Efficient allocation of the radio coverage at the mobile operator based on cell load

prediction.

In summary, by utilizing RL, we aim to optimize resource allocation and placement
decisions in MEC environments, which could lead to more efficient and effective scaling of
SFCs. This approach is unique and has the potential to address a practical problem faced by
MEC networks (i.e., the need for short-term design goals). By leveraging RL for SFC scaling
and placement decisions, the proposed approach could enable MEC networks to adapt to
changing demands in real-time, which is essential for meeting short-term goals. Moreover, the
proposed approach has the potential to scale to larger and more complex MEC networks. It can
adapt to different network configurations and enable more sophisticated decision-making in

MEC environments.
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