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Abstract

The growth in mobile devices and applications has leveraged the emergence of mobile
cloud computing, which allows the access to services at any place and extends mobile
computing. Usually, the current mobile network consists of a restricting factor in support-
ing such access because, from a global perspective, cloud servers are distant from most
mobile users, which introduces significant latency and results in considerably delays on
applications in mobile devices. On the other hand, Cloudlet are usually on the edge of
Mobile Networks and can serve content to mobile users with high availability and high
performance. This thesis reviews both the traditional mobile cloud computing and the
Cloudlet architecture. A taxonomy on the Cloudlet architecture is introduced and three
related technologies are discussed. Based on the user needs in this environment, personal
model which is used to predict individual behaviour and group model which considers
caching popular data for several users are proposed. Making use of these two models and
the Cloudlet architecture, two data access schemes are designed based on model distribu-
tion and data pre-distribution. We have conducted experiments and analysis for both the
models and data access schemes. For the models, model efficiency and comparisons among
different technologies are analysed. Simulation results for the data access schemes show
that the proposed schemes outperform the existing method from both battery consumption

and performance aspects.
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Chapter 1

Introduction

Mobile Cloud Computing (MCC) has introduced a new computing model generated from
the combination of mobile computing, mobile networks, and cloud computing [54] [18] [77].
MCC provides services for mobile devices at any time and anywhere from several per-
spectives, allowing to access data-rich applications through the network. This perception
originates from the fact that MCC has directly evolved from Cloud Computing and Mo-
bile Computing; consequently, this new paradigm has permitted to move the burden of
data processing and storage from restricted mobile devices to cloud servers [58]. This new
method fundamentally changed the operating mode and lowered requirements for both
performance and storage of mobile devices. As a result, the processing ability of devices
can be notably leveraged, arising from the resources, services and powerful processing ca-
pability of the cloud. At the same time, the flexible environment of MCC presents high
heterogeneity, which is vividly present by the use of a series of different mobile devices,
such as tablets and smart phones, with a diversity of capabilities and applications with a

variety of requirements.

1.1 Motivation

Even though MCC enables enhancement on mobile devices, it massively relies on the mobile
network for retrieving data from cloud servers. Besides being restricted by coverage and
access, this substantial dependency imposes a considerable burden on the network through
constant communication. In the MCC, the cloud is formed by countless data centres
which include servers with comprehensive computing and storage capabilities [51]. When
mobile terminals connect to the server, the amount of data transmission between servers

and mobile terminals, as well as servers and servers, is significantly large, which leads



to network latency due to the limited bandwidth of wireless networks. Network latency
is a fundamental problem in MCC because it causes delays on applications and disrupts

services.

In order to mitigate network delays in MCC architecture, Cloudlet [97] is introduced
as a middleware between mobile devices and cloud servers that combines the Cloudlet into
a traditional MCC architecture. The Cloudlet can be viewed as a data center in a box
whose goal is to bring the Cloud closer so that mobile users can request service from the
Cloudlet rather than a remote cloud server. This is very helpful for reducing the latency if
the required data can be accessed directly from the Cloudlet or the computation on mobile
devices can be offloaded to the server. Thus, some applications that need to interact with
the user in real time [35] can get a performance boost. Another reason of using Cloudlets
consists of that mobile terminals use WAN to connect with remote cloud while they use
LAN to connect with a Cloudlet; this leverages the communication constraints because the
bandwidth of wireless LAN is typically two orders of magnitude higher than the wireless
Internet bandwidth available to mobile devices [97]. As a consequence, using Cloudlet can

make an effective reduction of the latency between users and servers.

Using different frameworks can significantly improve efficiency from several aspects,
but the Cloudlet-based MCC architecture also brings an issue. That is, what type of
computation should be offloaded from the mobile device to the Cloudlet server or what
kind of data items should be cached on the server to reduce the number of requests sent
to the remote cloud servers. Because this thesis mainly deals with the problem of data
storage and management on the Cloudlet server, we only discuss the latter problem related
to cached data types in terms of motivation. The first data type we consider is individual
user-related data. Given a scenario which often occurs in our lives: a user uses the news
application to see the news of the day on everyday morning, but it takes a while to load
the news of the day when he opens the application everyday. This situation motivated
us to think that if we can use this user’s previous behaviour to predict the data items he
would like to access to in the future. Then when this predicted data exists in the network,
it can be transmitted to the user’s mobile phone cache or a nearer Cloudlet server. In this

way, this user no longer has to spend time waiting for information to load.

The second data type is based on multiple users which is mainly to find the data items
that a group of users are interested in. Take a scenario as an example: every work in
a museum has a corresponding commentary which only written in one language. Then
a group of people comes to the museum and they could not understand the language
used to describe the works. At this time, they would search on the website and find
out the corresponding translations to understand the works. In a normal situation with

traditional MCC environment, all users will separately request the distant cloud server to



obtain the corresponding information. However, our idea is that under the Cloudlet-based
MCC framework, if the information can be cached in the Cloudlet after the first person
requested the information, then other users can obtain the needed information in a nearer
server. Apart from this, accessing data items from Cloudlet can also reduce additional data
transmission over WAN which alleviates the burden on the WAN. Therefore, motivated by
these two data types, our research dedicates to data distribution and management in the
Cloudlet-based MCC architecture in order to achieve a better user experience and access

efficiency.

1.2 Objective and Contributions

The objective of our research is to study the architecture of Cloudlet and propose efficient
data access schemes for this framework. Based on the discussed motivations, firstly, two
methods should be proposed to generate the corresponding data types. Then these methods
are needed to be applied to the appropriate component in the architecture and distributing
the generated datasets in the entire system. Finally, data management is also needed to

be considered among all the components. Thus, our major contributions are as follows:

A Cloudlet taxonomy based on architecture is introduced.

e A personal model is proposed to generate individual-related datasets. In the personal
model, data pre-fetching technology is applied to speculate on what kind of data the
user may obtain in the future according to the behaviour of individual users and
different usage patterns. To achieve this, we use association rules to find datasets with
a high possibility to be accessed by users in the future and detect the relationships

among different data items.

e Group model is introduced to generate popular data items among a group of users.
Data caching technology is applied to the group model to cache the data items that
accessed by users before and have the possibility to be requested again. In this
model, we also adopted an efficient data replacement policy to replace unimportant

data items to decrease the cache utilization.

e Model and dataset distribution in the Cloudlet-based MCC architecture is suggested.
2 models and the generated datasets are distributed to mobile devices, cloud server
and Cloudlet server respectively which considers both the capability of servers and

the importance of data items.



e Experiments and analysis on the proposed models and data access schemes are con-
ducted. User access traces used to conduct the experiments are mapped from real
datasets. Both the proposed models and access schemes are implemented in the

simulator and analysed from both energy consumption and efficiency.

1.3 Outline

This thesis is organized as follows. Chapter 2 gives a literature review on the Cloudlet-based
MCC architecture and compares Cloudlet with traditional cloud framework. A classifica-
tion on the Cloudlet is also introduced. In Chapter 3, personal model and group model are
proposed respectively which include basic technologies and experimental results. 2 data
access schemes are discussed in Chapter 4 which shows the model and datasets distribution
in the 3-tier Cloudlet-based MCC architecture. The performances of the proposed schemes
are also evaluated in this chapter by implementing the whole system in a simulator. Chap-

ter 5 summarizes the conclusions and future work.



Chapter 2
Literature Review

This chapter gives a literature review on Cloudlet architecture and data offloading tech-
nologies in Cloudlet-based Mobile Cloud Computing framework. Section 2.1 gives the
background and explains some fundamental concepts of Mobile Cloud Computing area. By
introducing different features of traditional Mobile Cloud Computing and Cloudlet archi-
tecture, a comparison between these two models is shown. In section 2.2, a comprehensive
review and classification on the Cloudlet architecture is presented. Section 2.3 reviews

data offloading on Cloudlet including data caching and data pre-fetching technologies.

2.1 Background

This section briefly gives a summary of Mobile Cloud Computing architecture including
definition, application, advantages and then draws on some of these background concepts
and motivates the need for Cloudlet. From the perspective of Cloudlet, we summarize some
general characteristics and benefits which can make up for the weakness of the traditional

framework applied in the mobile environment.

2.1.1 Mobile Cloud Computing

According to the Mobile Cloud Computing(MCC) forum, MCC is defined as:

‘Mobile cloud computing at its simplest, refers to an infrastructure where both the data
storage and data processing happen outside of the mobile device. Mobile cloud applications
move the computing power and data storage away from mobile phones and into the cloud,
bringing applications and mobile computing to not just smart-phone users but a much

broader range of mobile subscribers’.



MCC takes advantage of cloud computing to make up for the disadvantages of mobile
computing. Cloud computing allows users to access information and services at anytime,
anywhere and any devices without backup or copy documents themselves. From the per-
spective of deployment model, cloud computing can be classified into private cloud, public
cloud and hybrid cloud. And from service model side, cloud provides Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) [71, 77].
Many companies have already offered cloud services such as Amazon EC2, a public cloud
provider, allows users to purchase and allocate their own Virtual Machines(VM) which fol-
lows TaaS on the cloud; DropBox provides users with data storage services which is SaaS.
Therefore, after the combination of cloud computing and mobile networks, mobile devices

can also use these cloud services and resources.

User experience is satisfied by the improvement of data processing efficiency, extended
battery life and larger storage space on their mobile devices. With cloud’s offloading
technologies, mobile devices transmit energy-consumed applications to the cloud so that
power consumption is reduced[73]. Operating efficiency of mobile devices is enhanced
with the help of much more powerful cloud processors which executes applications with
the computation offloading. Paper [123] also proves storage capacity of mobile devices is
expanded by using SaaS services provided by cloud so that large files and documents can
be stored online. With data stored on the cloud server, reliability is also improved so that

malfunctions or virus no longer has the same big effect on data loss as before [95].

However, given MCC architecture applies traditional mobile networks which can be
depicted as mobile devices use cellular data(2G/3G/4G) to access network and cloud ser-
vices. In this environment, issues like constrained bandwidth, latency, unreliable, time
synchronization [30], and fault identification [50] are resulted from the cellular network.
So although cloud can provide such rich resources, mobile devices can’t maximize uti-
lization. Some applications demanding on latency requirements like applications needing
real-time data processing and transmission can’t benefit from MCC. Furthermore, in real
life, the disadvantages of accessing cloud services over wireless radio networks have actu-
ally overshadowed the benefits brought by cloud services themselves. Thus, it is an evident
opinion and best way in MCC that mobile devices should optimally utilize cloud services

with the least amount of network traffic [0].

2.1.2 Cloudlets

Although centralized cloud computing exhibits abundant resources for computation-intensive

tasks, the unpredictable and unstable communication latency between the mobile users and
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Figure 2.1: The general concept of a Cloudlet as described in [95]

the cloud makes it challenging to handle latency-sensitive mobile computing tasks. To ad-
dress this issue, cloudlet [97] recently was proposed by pushing the cloud computing to the

network edge closer to the users.

Cloudlet is first introduced in [97] as a trusted, resource-rich computer or cluster of
machines that is well-connected to the Internet and available for use by nearby mobile
devices. Later in 2014, paper [I] depicts Cloudlet as a proximate fixed cloud consists of
one or several resource-rich, multi-core, Gigabit Ethernet connected computers aiming to
augment neighbouring mobile devices while minimizing security risks, offloading distance

(one-hop migration from mobile to Cloudlet), and communication latency.

Figure 2.1 gives the general concept and provides some promising architectures of
Cloudlet. Because this is a relatively new research area, there is no unified definition
and framework about Cloudlet. After researching some related papers, we summarized

some basic features of Cloudlet as follows.

e Different from the remote cloud server, Cloudlet has a very close distance from the
mobile terminals. Usually a Cloudlet is located at one wireless hop away from the

mobile device such as a cellular base station or a Wi-Fi Access Point(AP) [30].

e A Cloudlet coverage refers to the area that formed by all the mobile devices connect-

ing with a same Cloudlet server.



e No matter in what kind of classification, Cloudlet-based MCC architecture is consis-

tent with the same 3-tier hierarchy with mobile devices, Cloudlet and cloud server.

e Cloudlet uses high speed Wireless Local Area Network(WLAN) links to connect with

mobile devices and has a high speed access to the distant cloud server [109].

In contrast to the cloud-based MCC paradigm, Cloudlet uses a faster network to connect
with users. Thus, Cloudlet is closer to mobile devices and it also has a high-speed network
connection with real cloud servers. Additional to these, it has own storage and computation
capabilities which can be provided to users. The following outlines some advantages of
Cloudlet.

WAN latency. In traditional MCC, mobile devices rely on distant cloud to augment
capability which brings Wide Area Network(WAN) latency. WAN latency, unlikely to
improve in foreseeable future, has more impact on deeply immersive tasks like augmented
reality than loosely coupled tasks [97]. With Cloudlets, those applications with strict
latency requirements can be benefited by connecting with a nearby, resource-rich server
and offloading computation. Since the one-hop away distant and fast WLAN link, the
need for real-time interactive response will be satisfied. WAN latency which really hurts
the efficiency in traditional MCC can have its improvement in the new paradigm and this

is the strongest advantage a Cloudlet has over a Cloud [109].

WAN utilization. Every mobile device needs to consume WAN when accessing in-
ternet in traditional MCC which increase the load on WAN. In the Cloudlet-based MCC
architecture, mobile devices use WLAN link to connect with Cloudlet which then connects
to the cloud server. In this way, some mobile devices can be served on the Cloudlet without
consuming WAN; the load on the WAN is alleviated, consequently enabling more Cloudlet
to access the WAN to retrieve services and serve more mobile devices. Another perspective
is that when mobile devices in the same Cloudlet coverage requests same data, this request
will be just sent once by Cloudlet while in traditional MCC, the request will be sent by
different mobile devices. In this situation, the latter one will waste WAN by sending the

same request and transmitting same data for many times.

Cloud load. Cloudlet helps to alleviate the load on cloud by serving mobile devices
itself. Once a Cloudlet can satisfy requirements sending by mobile devices such as pro-
cessing complicate applications, the computation won’t be offloaded to the cloud server.
Therefore, the cloud doesn’t need to deal with as many requests as before which means

the load on cloud server will be reduced.

Higher bandwidth. The connection between mobile devices and offloaded server is

WLAN in Cloudlet-based MCC while WAN in traditional MCC. The bandwidth of WLAN



is typically two orders of magnitude higher than the WAN bandwidth available to a mobile
device, for example, the nominal bandwidths of currently WLAN (802.11n) and wireless
Internet High-Speed Downlink Packet Access(HSDPA) technologies are 400 Mbps and 2
Mbps, respectively [97].

Data access efficiency. By caching data items on Cloudlet server, mobile devices can
retrieve information from Cloudlet directly. In this way, data access latency is decreased.
Some applications such as video streaming in wireless networks [24, 93, 19] which suffers
high latency can be benefited. In the traditional Cloud model, a mobile device sends a
request to the Cloud to request information; the serving time corresponds to sending a
package via WAN plus processing time plus receiving a package via WAN. Under the same
circumstance, the 3-tier Cloudlet model can reduce service time with lower transmission
time via WLAN.

Cost effectiveness [9%]. Different from cloud server which includes both hard state
and soft state, a Cloudlet only includes soft state such as cache copies of data or code [97].
These data or code are available on other platforms such as mobile devices or the cloud.
The cloudlet caches this information just for better serving mobile users. So as a result, it
is not fatal if one cloudlet is lost or destructed. The cache data can be transmitted from

the devices or cloud that the cloudlet copes from.

Offline availability. In MCC environment, mobile users may not be able to connect
to the cloud to obtain a service due to traffic congestion, network failures, and the out-
of-signal [18]. On the other hand, Cloudlet are deployed on a Local Area Network(LAN),
some services such as computation offloading provided by Cloudlet does not depend on
the availability of an active Internet connection. As a result, mobile devices can use the

Cloudlet service at any time without accessing the Internet.

Management. From paper [97], a Cloudlet is self-managed and need little to no
professional attention while a cloud server is a 24/7 operator that needs professional ad-
ministered. This results in that a Cloudlet can be deployed in a local business location
such a book store or a coffee shop while the granularity of cloud servers make only big

companies can operate them. Thus, to manage and operate a Cloudlet is easier.

2.2 Cloudlet Taxonomy Based on Architecture

The concept of Cloudlet is of a resource-rich device proximate to the mobile devices and
connected via low latency local area networks, capable of lending resources to the mobile

device to perform resource-intensive tasks [98]. Although the concept is proposed, the



Cloudlet architecture and deployment hasn’t been unified. Unlike cloud in the MCC which
is now a mature technology, different cloud architectures have been built according to PaaS,
SaaS and IaaS. The Cloudlet is a technology just put forward, so its architecture is not
well unified and deployed. Derived from the concept, researchers built different Cloudlet
architectures in order to satisfy different services. Depending on the deployment approach
of a Cloudlet, we categorize the Cloudlet architecture into static Cloudlet which relies on
existing infrastructure to place the Cloudlet and dynamic Cloudlet in which a group of

devices can form a Cloudlet.

2.2.1 Static Cloudlet

Static Cloudlet architecture adds a server to the existing network infrastructure at a or some
points to increase efficiency which relies on the network operator to deploy the Cloudlet.
One typical feature of static Cloudlet is that any mobile device entering into a LAN area
will get services from the same Cloudlet. Cellular base station or AP is the most common
placement for static Cloudlet which is the which is just one-hop away from mobile de-
vices. Many research papers have adopted the static Cloudlet-based approach in different

scenarios which relies on the existing network structure to deploy the Cloud server.

Cloudlet in Access Point

Paper [06] merged the MCC concepts with the proposed Cloudlet framework by deploying
the Cloudlet in Wi-Fi AP. In a traditional MCC model, mobile devices use 3G/LTE to
access Internet which results in high network latency and huge transmission power con-
sumption. The model proposed in this work integrates the Cloudlet and AP into one
entity so that mobile devices can access AP while making use of services provided by the
Cloudlet. The MCC Cloudlet-based model includes set of distributed and well-connected
Cloudlet within the place where there is a high possibility for mobile users to use cloud
services. Those Cloudlet also have connections with the Enterprise cloud which benefited

from the connections between AP and cloud servers.

Paper [66] only pointed out that a Cloudlet server can be integrated with AP, but
did not specify the existence form and placement problem of the server. Paper [(9] and
paper [119] firstly restrict Cloudlet to a cluster of computers that is colocated with an AP
and then the research directions of both papers are focusing on the Cloudlet placements in
a Wireless Metropolitan Area Network(WMAN). For WMANSs, especially large WMANSs
including hundreds and thousands of APS, the location of Cloudlet is essential for mobile

users when they request cloud services. Poor Cloudlet placement will result in access delays

10
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Figure 2.2: Cloudlet in access point decribed in [69] and [119]

and reduced resource utilization. Furthermore, the uneven resource utilization among
Cloudlets will be caused by the uneven density situation. When the density of population
in a certain place is high, mobile users’ data access will focus on several Cloudlets which
will cause server overload in this place while in another place with low density, resources of
Cloudlets in this place may be wasted. The WMAN which consists of many wireless APs
is often owned and operated by local governments as public infrastructures [10]. Thus,
paper [09] assumes a pre-placement of Cloudlet servers that all the Cloudlet servers are
set up in advance at a fixed location in the WMAN and all of them are connected with
each other via the network connection as the left figure in 2.2 shows. User application on
mobile devices can be partitioned into several discrete tasks which then can be offloaded
to and processed by every Cloudlet in the WMAN. When a Cloudlet receives a task from
a user, it can decide whether processing the task by itself or redirect the task to another

Cloudlet.

However, paper [119], different from paper [69], doesn’t have that Cloudlet pre-placement
assumption. Authors focus on the Cloudlet placement problem that how to deploy k
Cloudlets at m APS in the WMAN so that the average Cloudlet access delay in the whole
network can be minimized. The right figure in 2.2 shows an example Cloudlet placement
in a WMAN with three servers and six APs. Given the difference between deployment in
traditional networks, capacity constraint and identical amounts of resource demands for
every user. This paper considers that Cloudlets are configured with different computing
capacity which can better satisfy real applications [0, ]. In addition to this, different
user requests have different amounts of resource demands are also taken into consideration.
The paper proposes an Integer Linear Programming (ILP) solution and two approxima-
tion algorithms to deal with the placement problem. After the placement of all Cloudlet
in WMAN, an on-line algorithm is designed to assign user requests to different Cloudlet

dynamically.

11



In a traditional setting when a Cloudlet sever is built in an AP, the server which mobile
devices choose to connect with is always the nearest one. In this way the transmission
time will be reduces when offloading applications to the Cloudlet. However, this approach
causes the uneven resource utilization on Cloudlet [69]. Getting services from the nearest
Cloudlet leads to the problem that part of Cloudlets are overloaded while others may be
very lightly loaded. The quality of services provided by these overloaded Cloudlet is poor.
When a Cloudlet is overloaded which means that many people are using the service at the
same time. Therefore, user experience for these people will be very bad. In paper [33],
researchers find if the Cloudlet servers are connected with each other, the tasks ofloaded

by mobile devices can be processed in a cooperative method among Cloudlet.

For the connections among Cloudlets, the architetcure proposed in paper [11], every
Cloudlet are connected with each other using the Adhoc On Demand Distance Vector
(AODV) routing protocol. Thus, even if the mobile device is moving from one network
to another, the Cloudlet can still provide services to the mobile device as required by it.
Every Cloudlet provides services for surrounding mobile devices and are connected to the
enterprise cloud. When a mobile device leaves a Cloudlet coverage and enters another

coverage, the routing information will be swapped by making the use of AODV.

Cloudlet in Software Defined Network(SDN)

In the infrastructure-based Cloudlet architecture, in addition to the Cloudlet which built
in an AP or connected to an AP, the architecture described in paper [33] connects Cloudlet
with each other through Software Defined Network(SDN) switches to improve the compu-
tational resource utilization. Due to the connections, overloaded Cloudlet can transmit
the offloaded task to another idle Cloudlet. In this model, there is a central Cloudlet
manager which is used to coordinate the tasks among the Cloudlet servers and the man-
ager is located at the SDN network core. According to the traffic load evaluated by every
Cloudlet periodically, the central manager calculates the overloaded Cloudlet and the idle
ones. Task assignment algorithm is conducted by central Cloudlet manager in order to

minimize total network wide latency.

Paper [74] also considers SDN and proposes a SDN based Cloudlet architecture in
order to mitigate the integration issues generated from deploying cloudlets over current
Evolved Packet Core(EPC) network. The SDN is an OpenFlow based network which
includes OpenFlow switches/routers and an OpenFlow controller. The Cloudlet is placed
in local SDN-based Mobile Telephone Switching Office(MTSO). In MTSO, Cloudlet is
connected with the existing EPC components through the OpenFlow switches/routers

and the controller is used to supervise all the switches/routers within the local network.
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Thus, the existing EPC elements and routing paths won’t be modified. Applications in
this architecture is split into an application front end which is in remote cloud and an
application server engine(Cloudlet) which is placed in local MTSO. Requests from mobile
devices are firstly uploaded to the front end and then transmitted to the local Cloudlet. The
upload path is same as the path in original EPC network while the download path takes
Cloudlet into consideration. This results in a download path with front end to Packet
Data Network Gateway(P-GW) to Cloudlets to Serving Gateway (S-GW) to enhanced
NodeB(eNB) to user while the path in original EPC network is front end to P-GW to
S-GW to eNB to user(P-GW and S-GW is in the EPC system). In this step, an enhanced
OpenFlow 1.3 protocol is proposed in this paper to redirect packets from P-GW to Cloudlet
and from Cloudlet to S-GW. In general, this architecture enables a computation offloading
in local Cloudlet without without any functionality and routing modification in the existing
EPC network.

Cloudlet in Content Delivery Network(CDN)

In addition to having the Cloudlet coexist with an AP and SDN, Cloudlet Aided Coopera-
tive Terminals Service Environment [91](CACTSE) connects a Service Manager(SM) with
the Content Delivery Network(CDN) end. In the CACTSE system, SM is a Cloudlet like
module which is responsible for local network coordination. By connecting with the CDN
end, contents are pushed more close to users while the existing CDN will not be disturbed.
Users in CACTSE system uses cellular network to access Internet and all mobile devices
within a SM’s service region are registered on the SM through WLAN. After registered,
contents are uploaded under users’ admission to SM. For the reason that users within a
specific domain often share the same interests, contents uploaded by user A may be con-
tributed to data request by userB. This paper also considers different status of SM, such
as when a SM fails to access Internet and when it confirms a missing content in the local
domain, it will coordinate the terminals which have Internet access to split the original
request and then collect the downloaded contents; When the whole system is down, means
that no devices can access Internet, the SM can be viewed as a content sharing system in

local area.

Cloudlet in Vehicular Ad-Hoc NETwork(VANET)

Cloudlet can also be applied in Vehicular Ad-Hoc NETwork(VANET) [3] by attaching local
cloud servers(Cloudlets) to RoadSide Units(RSUs) [121, 67, 55]. In traditional VANET,

communication types fall into vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
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which are used for vehicles to communicate with each other [51, 43]. When combin-
ing VANET with Cloud Computing(CC), showed in figure 2.3, V2I communication uses
Rroad-Side-Units (RSU) to deliver packets from vehicles to cloud server. Paper [121] first
introduced a comprehensive cloud-based VANET architecture which includes Vehicular
cloud, Roadside cloud(RSC) and Central cloud. From figure 2.3, the main difference be-
tween this new architecture and the traditional one is the RSC part which deploys Cloudlet
servers in RSU. Cloudlet in RSC provide cloud services such as storage and computing to
vehicles in its coverage. A vehicle can select a nearby RSC and use Cloudlet to customize
a transient cloud(a VM like module) which will be deleted from the RSC after a vehicle

leaves the RSC coverage.
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Figure 2.3: Cloudlet in vehicular ad-hoc network described in [67]

Compared with getting services from remote Cloud, using RSC reduces access delay
and transmission time resulted from the geographical proximity of RSC and vehicles. The
Cloudlet in RSC is the VM-based Cloudlet(a classification in [98]) which consists of the
VM-base and the VM-overlay. When a vehicle requests a cloud service from RSC, a specific
VM-overlay for this service is transmitted to the Cloudlet. The Cloudlet then combines the
VM-base which is a basic template already in Cloudlet with the VM-overlay to generate a
dedicated VM used to provide specific service for a vehicle. To guarantee the continuous
cloud service for moving vehicles, the VM migration technology [66] is applied to transfer

the VM to the corresponding RSC which the vehicle is reconnecting with.
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Figure 2.4: Two-tier Cloudlet in SDN and base station described in [52]

Cloudlet in Multiple Infrastructures

In the Green Cloudlet Network(GCN) architecture [104], Cloudlet is deployed in close
proximity to Evolved Node B(eNB) with the connection of a wired data link so that the
delay between the eNB and the cloudlet is negligible. From the perspective of ‘Green’ in
GCN, Cloudlet is powered by both on-grid energy and green energy to reduce operational
costs. Avatar, as introduced in this article, is a software clone(a VM like module) of the
User Equipment(UE). Different from the VM we have mentioned, avatar is running on the
same operation system as its UE which means every UE has its own specific avatar while the
previous VM is in connection with applications. Avatar provides powerful computational
units and communication caches as well as large storage disks for corresponding UE. GNC
architecture is reliable in that Cloudlet is connected with a public data center and a storage
area network. Therefore, in case of limited resources in Cloudlet in which no more avatars
can be hold, avatars can be migrated to the public data center. Meanwhile, the virtual

disk copy can be transmitted to the storage in the network to prevent data loss.

In GCN, eNB supports the communications among UE, Cloudlet and Internet which
indicates if a UE doesn’t need the services provided by Cloudlet, it can send request to
Internet directly without passing a Cloudlet. In other words, the added Cloudlet doesn’t
change the original network which simplifies the deployment and management. GCN also
considers the density of UEs: in rural areas where UEs are sparsely distributed, several
eNBs connect with a same Cloudlet to provide services; on the other hand, smaller-size
Cloudlet are connected in picocells and femtocells which GNC applies to increase the

network capacity with a higher UE density.

The above articles are all following Cloudlet in one infrustructure that means the
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Cloudlet is deployed in the same kind infrustructure like AP and RSU. However, in some
papers, Cloudlets are deployed in different infrastructures at the same time. The 2-tier
Cloudlet network architecture proposed in paper [52] is showed in figure 2.4. Same as the
architecture in [74] which adopts the SDN, this hierarchical architecture has a SDN based
cellular core that connects Base Stations(BS) with the Internet cloud. Tier-1 Cloudlet are
connected with BS and tier-2 Cloudlet servers are placed at openflow switches in the SDN
cellular core. The advantage of tier-1 Cloudlet is lower network delay due to the close
distance to UEs while this kind Cloudlet have limited resource so that it is possible to
be overloaded if UEs become more. On the other hand, the tier-2 Cloudlet have much
more computation resources than the tier-1 Cloudlet which gains lower computing delay.
Tier-1 Cloudlet and BSs also have access to the SDN cellular core. For UEs, BS is the
direct request receiver and UEs can connect with different tier Cloudlet to get services by
connecting with BS. For each BS, there is a tier-1 Cloudlet while the tier-2 Cloudlet can
be shared among some switches. In this architecture, UEs can offload their workload to a
nearby tier-1 Cloudlet and if this Cloudlet is overloaded, the workload can also be offloaded

to its corresponding tier-2 cloudlet.

2.2.2 Dynamic Cloudlet

Dynamic Cloudlet is referred as a device or a group of devices which can be seen in wireless
sensor networks [20]. The most distinctive feature of the dynamic Cloudlet is that it doesn’t
have dependency on the infrastructure. In other words, dynamic Cloudlet doesn’t need
to be deployed by a service provider like the static Cloudlet. Dynamic Cloudlet can be
a cooperation among different devices within an area such as mobile phones in a house
can cluster together to form a Cloudlet. Mobile devices in a home trust each other, so
they can connect with each other easily. For other scenarios, for example in a classroom,
users can firstly negotiate and then those agreed the rules can form a Cloudlet. There
are 2 offloading forms in dynamic Cloudlet: the first one is doing offloading within the
Cloudlet coverage meaning that resource-poor devices can make use of other devices to
process an application; the second one is that a dynamic Cloudlet is formed to provide
services for other mobile devices. The difference between these 2 forms is whether the
requesting mobile device is a node in the dynamic Cloudlet. For the former type, mobile
device offloads applications to other nodes within the Cloudlet via the high-bandwidth
LAN [32]. But for the latter one, the formed Cloudlet needs to register on-line and decide

the resources that they want to provide so that other mobile devices can use it.

Both centralized and decentralized management are applied to the dynamic Cloudlet [95].

From the perspective of a centralized Cloudlet, a master node is selected to perform all man-
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agement operations within the Cloudlet coverage which is referred as leader selection [15].
Some standards such as reputation computation [25] can be used to select a master. This
node coordinates and allocates resources over the mobile devices in the Cloudlet since it
has a global view of the resources. Similarly, management can also be distributed to each
node within the Cloudlet. In this situation, each node tracks its own resources and peri-
odically informs all other nodes in the Cloudlet about its available resources as well as the
current state of the job being performed. Since there is no master node to perform the task
of select a suitable node and distribute a task, the assignment in this case is performed by
the mobile device itself based on the information such as the remaining resources received

from other nodes.

Static Cloudlet we have introduced have heavy dependency on network operator which
means the deploy location of a Cloudlet is decided by operators like AP or eNB. Different
from that, dynamic Cloudlet alleviate that dependency by forming a Cloudlet by mobile
devices themselves. In the static Cloudlet, the application are often processed completely
by the VM on a Cloudlet. But applications in dynamic Cloudlet are consisted of different
components and each of them can be offloaded to a Cloudlet node referring to a mobile
device makes up the Cloudlet. In this way, components can be distributed among various
Cloudlet nodes according to application requirements, thereby achieving a more flexible
resource allocation. That is, the latency sensitive component can be handled on the own

device, while the non-critical part can be offloaded to other Cloudlet nodes.

Paper [109, | proposed a dynamic Cloudlet concept that any device in the same
LAN network with available resources can form as a Cloudlet. Therefore, Cloudlets do
not have to be fixed infrastructure close to the wireless access point which alleviates the
dependency on service providers. Cooperation has shown its importance among mobile
networks citeabumansoor2012secure,boukerche2009cross. Thus, in this dynamic frame-
work, mobile devices can cooperate and share resources with each other to handle tasks.
Since there is a cooperation in the Cloudlet, applications on mobile devices are partitioning
into components which can gain a better performance [33] comparing with the traditional
VM-based Cloudlet which offloads whole application. Component offloading is a more flex-
ible way for resource offloading for that latency-critical can be offloaded to devices in the

Cloudlet while other parts can be executed on the remote Cloud server.

The inside of this dynamic Cloudlet architecture can be seen in figure 2.5 which is
consisted of 3 devices and each of them is defined as a node. All the nodes in a Cloudlet
host a Node Agent(NA) and the node with the most resources within a Cloudlet will
be selected to host a Cloudlet Agent(CA). CA has a global view in the Cloudlet which
means CA monitors the resource usage of each NA to achieve the flexible component

allocation. In this way, complex decisions are handled by more powerful node which reduces
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Figure 2.5: Dynamic Cloudlet architecture described in [109]

battery consumption and computing resources on other weaker nodes. Apart from this,
this structure assumes that CA can communicate with each other so as to get a more
convenient and easier component migration from one Cloudlet to another one. A node
is composed of NA, Operating System(OS), Execution Environment(EE) and component
which is part of an application. Similar with a CA, NA is responsible for observing and
checking the resource usage of the whole node. Components on a node are managed by
an EE which has the right to stop or start a component. One or multiple EEs run on
the top of an OS which runs on virtual or real hardware. In case of violations, EE can
stop a running component and if EE detects resource exhaustion, it can notify the NA
which will communicate with the CA to do a migration. So, this hierarchical architecture
can be interpreted as CA manages NA which manages EEs which manages components.
Comparing with the way to let all EEs and nodes make decisions themselves, this solution

is more scalable.

This paper also mentioned the CA selection problem. At the beginning of the formation
of Cloudlet, all nodes host both NA and CA. When they connect with each other in the
same LAN Internet, CA started to discover other CAs using the Service Location Protocol
(SLP). After detected another CA with more powerful capability, the CA on weaker node
stops and the NA registers to the stronger one. In this way, a Cloudlet with a CA which is
the strongest node in the area can be formed. When nodes move in or out of the Cloudlet
area, the CA will recalculate resource allocation and deployment. From the perspective of
communications among CAs among different Cloudlet, all CAs are registered by their IP

address to the public Internet after they sent the first uplink.

A more common architecture is to consider all mobile devices connecting to a same
AP, the AP here doesn’t have a server inside, as a Cloudlet [37]. In this way, the AP
can be directly used as a controller or manager. Similarly, this deployment method can
also be applied in VANET. Apart from deploying a Cloudlet server in the RSU which
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Figure 2.6: Two-tier vehicular cloud architecture [57]

we introduced as static Cloudlet in VANET. Dynamic Cloudlet among vehicles which is
known as Vehicular Cloudlet(VC) [32] is also a concept that is gradually forming. The
most direct idea is to form a Cloudlet between moving vehicles through V2V communi-
cation as figure 2.6 illustrated. The connection among vehicles is not fixed, it could be a
tree structure [55] or mesh structure [121]. Paper [121] introduces 2 forms of VC, one is
centralized and another is decentralized. In a centralized VC, there is a controller which
is responsible for the creation, maintenance, and deletion of a vehicular cloud. All vehi-
cles will virtualize their physical resources and register the virtual resources in the cloud
controller. While in a decentralized VC, a vehicle will specify some vehicles as candidate
cloud sites, and directly apply for resources from these vehicles. This paper doesn’t specify
how to select a controller or to definite it. Paper [120] gives a generally deployment of a
controller: RSU plays role of cloudlet manager. However, a tree VC structure is always a
centralized one, as defined in the article [55], the root vehicle of the tree is introduced in

the VC as a vehicular cloud controller denoted Tree Controller.

While these papers are interested in moving vehicle Cloudlet, some other papers focused
on one the parked vehicles. Paper [70] tries to integrate parked vehicles into traditional
vehicular network. The parked cars are introduced as static nodes in the network compared
to the moving cars. By combining both moving and stationary into same network, not only
the resources capacity can be increased, the network connectivity can also be improved.
ParkCast in [75] which is proposed by the same person uses parked cars on the roadside to
distribute contents in urban VANETSs. Figure 2.6 gives a complete VC architecture which

combines Cloudlet in moving vehicles and Cloudlet in static vehicles.

Beehive framework which uses an inherent Cloudlet storage to replace the function of

traditional cloud storage in Peer-to-Peer(P2P) system is proposed in paper [ 16]. As shown
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storage while Beehive maintains an inherent cloudlet storage [116].

in figure 2.7,the Cloudlet storage nodes in Beehive come from the original P2P community.
This framework considers that many user nodes actually have abundant bandwidth /storage
resources in the community and organizers these resources to build an inherent Cloudlet
storage. Beehive also assumes each user in the original P2P system should contributes a
certain amount of disk to serve as a Cloudlet peer in the storage pool. In Beehive, seeders
upload files to the Cloudlet-based storage pool so that users can be notified and download
the file. Comparing with getting files from the remoter cloud server in traditional system,
getting files from this storage pool not only reduces the time spent but also reduces the
cost of subscribing to the third-party cloud services. Since the number of seeders may
be greater than 1, a management server is introduced to be responsible for the overall

coordination.

From the perspective of the organization for the Cloudlet-based storage pool, Beehive
implements a hierarchical architecture between cloud servers and Cloudlet peers. Each
cloud server monitors and manages a cluster of Cloudlet peers which also has a backup node
in case of malfunction in master server. All cloud servers are organized into a Distributed
Hash Table(DHT) to assign devices to cloud server in a more dynamic way. As a result, the
cloud server has a global view of peers distributed in the Cloudlet, requests routing will be
easier. Routing is important [23] so that methods are designed in such as wireless sensor
networks [1 14, 17, 112, 110] or underwater sensor networks [11]. DHT is also used in every
Cloudlet peer to organize all the files. Each file is encoded into multiple different data
blocks and then each of them is hold in the DHT by one peer in the storage pool. Master
maintains pointers to all peers that store the encoded data blocks so that it can group an
entire file by checking and notifying all related Cloudlet peers. The backup node will also
periodically synchronize all the metadata for the master server. In case of a master server

failure, DHT routing will automatically direct requests to the backup node.
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The dynamic Cloudlet in the above articles are all formed by a group of devices, but
the dynamic Cloudlet can also be a single device which provides extra resources for use
by others [11, 2]. MObile Cloud Hybrid Architecture(MOCHA) illustrated in paper [102]
is a 3-tier framework: mobile-Cloudlet-cloud. At first glance, this is the same structure
as the Static Cloudlet. However, the Cloudlet in static Cloudlet is always embedded in
the existing infrastructure like access point, the Cloudlet in MOCHA can be a laptop
in [102] or a tank in [103]. MOCHA is dedicated to face recognition applications which
increase the efficiency face detection and recognition from the respect of response time. In
MOCHA, mobile devices send raw image to Cloudlet directly which is responsible for the
computation partition. This paper assumes one job is consisted of different tasks which
can be conducted by both Cloudlet and Cloud. So Cloudlet just need to determine how to
distribute these tasks to optimize the overall Quality of Service(QoS). All the task run in
parallel after the distribution.

In paper [103], MOCHA architecture is used in military operations. The mobile layer in
MOCHA corresponds to the soldier’s night-vision goggles which is used to acquire images.
Images then will be sent to the Cloudlet which is located in a nearby tank or helicopter.
Cloudlet and remote cloud servers are connected through a high-latency satellite link.
MOCHA is benefited in decreasing the latency compared to sending images to remote
cloud servers by mobile devices. However, MOCHA still lacks some considerations. This
framework firstly doesn’t take the processing capability of mobile devices into account and
secondly, it doesn’t consider the Cloudlet failure problem which can block the execution [91]

since if part of the task is hampered, the whole result won’t be incorporated.

2.3 Data Offloading in Cloudlet-based MCC

From the description about Cloudlet in section 2.1.2, the offloading types on Cloudlet
are mainly divided into two types, computation offloading and data offloading. Since this
thesis focuses on the studies regarding data, this section just lists the works in this area.
Cloudlet is between mobile devices and cloud servers which brings low latency and high
bandwidth for users benefited from the one-hop network distance. From this point of view,
an efficient data access can be achieved if the data needed by mobile devices can be cached
in a Cloudlet it connected with in advance. Thus, the data access time will be greatly
reduced by getting data from the one-hop away server. This implementation relies on data

caching technology which mainly focuses on three issues.

e Data prediction. Data pre-fetching is primarily used to collect data related to a single

individual. The probability for mobile users to submit the same request shortly
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is more than 70% [72]. Also, data requested by users present inter-relations and
connections. Thus, there is a high possibility to fetch data that users may request in
the near future in advance by analysing past individual behaviours. In this way, Qos
can be improved and this is very important in wireless networks [16]. Pre-fetching
improves cache hit rate and reduces data access time by identifying data with a high

possibility to be accessed, fetching it, and then caching.

e Data replacement. In order to make use of the large amount of data that mobile
devices download within the coverage of a Cloudlet, data caching technique is applied
on the Cloudlet to collect the passing data. In a Cloudlet-based architecture, mobile
devices request data from a service and download it via the Cloudlet. In this way, all
communication passes through the Cloudlet. Caching of such data can be beneficial;
however, just storing it in the Cloudlet brings a problem: storage waste. First, some
data that have been downloaded by users are not likely to be requested by users again,
but a Cloudlet still caches them. Second, a Cloudlet presents space limitations, which
restricts the amount of information it can store, not allowing it to store all data that
passes through it. Thus, an efficient data replacement needed to be applied to the

cached data items.

e Data management on Cloudlet. This refers to the relations between data items and
mobile devices which means which device holds the data item. The requirement for
data management on the Cloudlet is firstly, updating and predicting the location of
moving devices and secondly, finding the nearest object. In this way, when a data
item is not in the Cloudlet cache storage while the data item is held by several mobile
devices under the coverage. The Cloudlet can decide to send a request to the nearest

mobile device according to the locations from the mapping relations.

In summary, in this section, we review some research works from these three areas:
data prediction, data replacement and data management. Because Cloudlet is a relatively
new concept and computation offloading is more popular than data offloading on Cloudlet,
there aren’t many papers involved in data offloading on Cloudlet. As a result, this section
mainly introduces some technologies that can be applied to the Cloudlet-based architec-
ture. For example, in data prediction part, the generated dataset can be transmitted to
Cloudlet server which brings several advantages comparing with data prediction in tradi-

tional architectures.
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2.3.1 Data Pre-fetching

In the original mobile cloud computing, mobile device-cloud architecture, predicted dataset
is downloaded from the cloud to the mobile phone side in advanced [72]. For the reason
that data prediction requires a lot of resources which is not suitable for processing on
the computation and battery limited mobile devices. Even the mobile device is powerful
enough, requesting those needed information from cloud servers to store them locally after
prediction is still required. Since the emergence of Cloudlet, studies began to change the

direction to transfer data from the cloud to Cloudlet rather than mobile devices.

We know that no prediction technology will always be correct which means some pre-
dicted data items won’t be accessed by users. Therefore, when we use mobile devices to
download all the predicted information, some of that information will not be accessed, but
that information will also occupy the phone’s memory and when mobile phone requests
some information, every record will be going through including that useless information.
This results in storage waste and energy consumption. However, when we use the Cloudlet
to store all the predicted data, storage waste and energy consumption are no longer a
problem given that only those data mobile phone wants to access to will be downloaded

to the phone side.

In Cloudlet-based mobile computing, Cloudlet requires two kinds of information to
complete the prediction; one is the mobility pattern that can predict when the user is
more likely to access the network; another is user access path prediction, which is used
to predict the context content that user may access in the future. The prediction in our
work mainly focuses on user’s access path prediction. With access knowledge in advance, a
cloudlet is able to pre-fetch data from the cloud and cache the data in its storage. Following
paragraphs introduces some prediction technologies such as using Markov chain as well as

Cloudlet-based data pre-fetching frameworks.

Paper [106] uses Markov chain to do a prediction on the user access model and then
fetches the data objects for mobile multimedia applications. Highlights in this paper are
that the author proposes access-after relations to decide which page should be cached when
doing a web browsing and considers compounds rather than just single items in a web page.
In this paper, the proposed scheme takes the HTML as a compound rather than a single
element. In the prediction part, the access model is based on compound requests since
an HTML file contains many elements such as links, buttons, contexts, images, etc. And
then a first-order Markov chain model is used on the access model in order to find what
files should be fetched in advance whose idea is quite same with previous works whereas a
highlight in this paper is that the author ignores go-backs and uses accessed-after relations

between nodes (web pages) instead of accessed-from semantics.
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Apart from Markov chain model, association rules are also a method to predict in-
dividual related information. Association rules are used to discover useful and invalu-
able information between variables in databases. The proposed Cache-miss initiated pre-
fetch(CMIP) scheme in [101] analyses users’ access traces and generates frequent itemsets
as well as two kinds association rules. By applying the association rules, the method con-
structs two user-related datasets. The first one dataset refers to the information that user
always access during past days. Another dataset maps the relationships between one item
and a group data items in which when a data item is accessed, the group of data items

have a high possibility to be accessed too.

Interest degree can also show users’ preference. In [19], user interest degree on different
web pages for each user is calculated by analysing their web access logs. If the user interest
degree of one web page is high, the user is more interested in the web page. According
to mobile user interest degree, a web pre-fetching algorithm is proposed to generate a web
pre-fetching sequence. The input of this algorithm includes a set threshold; if user interest
degree on one content is higher than the value, the data will be put into this sequence.
The final sequence includes all the data that users are interested in which can be fetched

by Cloudlet if the mobile device is under its coverage.

And in [85], user’s access patterns are clustered so that different users’ access patterns
will lead to totally different clusters. According to this scheme, a proxy would fetch all
objects in one cluster if the user requests one of the objects in this cluster. Traces of proxy
will also be recorded by a web navigational graph. By calculating each arc’s support and
confidence, some of them will be cut from the graph. Using Breadth-First-Search(BFS)
algorithm can partition the navigational graph so that new clusters will be produced. Using
the clusters, the changes in the web users’ patterns can be tracked since the proposed

scheme can compute the clusters periodically.

State abstraction and reinforcement learning can also be used to analyze logs to obtain
user’s behaviour. In [I 18], a Prediction-base pre-fetching (PREP) scheme is proposed to
support VCR-like operations in a P2P Video-On-Demand(VOD) system. In this scheme,
the user viewing logs on the tracker are firstly collected to generate user interactive be-
haviour which is then used to produce a prediction-based model. Using the model, the
probability to be requested of different segments of the video will be presented. Thus the
content with the highest probability can be fetched in advance. A highlight in this paper
is that the model can be updated with the changes of user logs.

Using other people’s behaviour to predict user’s future access trace is also applied in
some research studies. The purpose of paper [(3] is to use pre-fetching technology to

predict users’ behaviour in the VOD environment. The proposed scheme uses statistics

24



from other people who have watched the same video and then do a gossip-based statistics
aggregation. After collecting all information, the access probability of any segment in
the video can be estimated. According to the probability, this paper designs an optimal
pre-fetching scheme to fetch the corresponding data. Guidance, a parameter for every
specific user, decides which part of the video should be pre-fetched. And according to
user’s guidance, predictions can be done individually that means each user can seek to the

positions that they are interested in.

2.3.2 Data Caching

On the other hand, there are multiple phones within the cloudlet coverage, so if some
hotspot information is accessed by users for multiple times, the cloudlet only needs to
store that information when it is accessed for the first time. When other users want to
access the same data, they don’t need to download from the cloud but directly from the
cloudlet to obtain data. This speeds up the user’s access to the data and improves the user
experience. The technology reflected from this situation involves data caching which is
mainly reflected in several parts: cache architecture, data replacement algorithm in cache

and data placement in cache [101].

In our scheme, the Cloudlet server is used to cache the data passing it. Due to the limit
cache space of Cloudlet server, our work focuses on the data replacement algorithm to find
popular data items and remove unpopular data items. Concerning data replacement algo-
rithm, the studies so far are mostly summarized in the following aspects: cost-based data
replacement algorithm, locality-based data replacement algorithm, semantic-based data
replacement algorithm and utility-based data replacement algorithm [39]. In data replace-
ment algorithm, the most important point is to determine a standard to decide whether a
data item should be removed from cache. In this section, we reviewed some classic data
replacement algorithms as well as some frameworks applying caching technology which are

summarized as follows.

Data Replacement Algorithms

Cost-based data replacement algorithm makes use of data replacement to improve system
performance. A feature of this kind method is using evaluation function to get the replace-
ment weight of data and then quantify these weights as a basis for replacing data. Usually,
this kind algorithm replaces data item from the highest cost consumption until the cache
space is sufficient to accommodate new data items. The most classic one cost-based algo-

rithm is Stretch Access rate Inverse frequency(SAIU) which is proposed in [117] to replace
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data blocks with low usage and high update rate. A gain function shown in formula 2.1 is

defined for each data item to decide the replaced data.

Si*Ui

gain(i) = (2.1)
This equation calculates the gain for data item i, where L; represents data retrieval
delay, A; represents the access rate, U; represents the update frequency of the data item

and s; represents the size of the data item.

Huaping shen et al. [99] designs a Greedy Dual Least Utility(GD-LU) caching mech-
anism which includes a cache replacement as well as a passive pre-fetching algorithm. In
each replacement process, the paper aims to reduce the energy consumption of mobile
devices by selecting the data item with the smallest energy consumption to be replaced.
The energy consumption calculation method adopted in this paper comes from paper [53],
as shown in formula 2.2. Where s is the size of data item, and m denotes the energy

consumption per unit data item, and h is the energy cost for the communication load.

e(s)=mx*xs+h (2.2)

Due to the limited computing power and storage capacity of nodes in Mobile Ad hoc
NETworks(MANET), using a small number of parameters to quantify the replacement
weight of data item has been widely used. A calculation method applied in paper [21] only
considers the access frequency of data items and sorts the access frequency from small to
large. The measurement method is shown in formula 2.3 in which d; represents data item
i and order(d;) shows the access frequency of d;. S denotes the size of data item ¢. In this
data replacement policy, data with large size and the most frequently accessed data will

be preferentially replaced from the cache.

Value(d;) = S; x order(d;) (2.3)

The main feature of locality-based cache replacement algorithm is that the data left
in the cache is the data that may be accessed again by the user in the near future. We
reviewed three classic locality-based cache replacement algorithms including Least Recently
Used(LRU), Least Frequently Used(LFU) and Most Recently Used(MRU).

Least Recently Used(LRU) is one of the most widely used cache replacement algorithms
which sorts the data items in the cache in ascending order according to the accessed time.
When the cache space is insufficient, the last data item in the sequence is deleted and then

insert the newly requested data into the first item of the sequence. The disadvantage of
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this algorithm is that it only considers the access time of the data, and doesn’t take the

access frequency and other factors into consideration.

Least Frequently Used(LFU) sorts data items in ascending order according to the fre-
quency of each data access. When the cache space is insufficient, the algorithm deletes
the first item in the sequence, that is, the data with the lowest frequency of access. Then
places the newly requested data in the first item of the series. The main drawback of this
algorithm is that when a certain data has frequently been accessed in the past, but in the
case that the user has no longer accessed recently. This data won’t be replaced for a long
time because it has a high frequency of access. Thus, this data still occupies the buffer

space which will lead to a drop in hit rate.

Most Recently Used(MRU) [31] is optimized for defects in the LRU algorithm. The
main idea is that the data items that has just been accessed may not be immediately
accessed, while the data item that hasn’t been accessed for a long time may be accessed.
MRU sorts the data items in the same way as the LRU. The difference is that when the
buffer space is insufficient, MRU removes the first item in the sequence while LRU replaces
the last item. Paper [15] proved that MRU has more hits than LRU due to its tendency
to retain older data.

Data Caching based Frameworks

Due to its direct importance to communication performance, data caching technology has
been extensively explored in a number of works. In the mobile networks, cooperative
caching scheme(COCA scheme) is a popular caching method in which mobile devices can
communicate with each other and share information. This scheme has been studied in
wired network [11, 92] as well as MANET [61, 95, 62]. Based on COCA scheme, pa-
per [35] proposes a COCA with the data replication scheme in which mobile devices are
divided into Low Activity Mobile(LAM) and High Activity Mobile(HAM) host according
to the frequency of sending requests in this framework. Based on this, the Mobile Support
Station(MSS) connecting with all devices which acts as a coordinator can copy some ap-
propriate data to the LAM so that HAM can take advantages of the LAM replicas in this
architecture. Classifying mobile devices can more reasonably allocate system resources.

Thus the overall system performance can be significantly improved.

Also based on the COCA strategy, paper [306] proposes a GROup-based COoperative
CAching scheme(GroCoca) in which mobile hosts with similar mobility pattern and data
affinity form a group so that information can be shared within a group. In addition to this,

the idea of grouping improves the similarity of requests sent by mobile devices in the same
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group which also improves data hit ratio. If the COCA scheme is applied in a group with
a low degree of similarity, the access times of a data time won’t be very high. Without
introducing a MSS as proposed in [35], Dimokas et al. [17] presents a Node Importance-
based Cooperative Caching (NICoCa) scheme to measure the importance of the nodes
in the network. Therefore, some important nodes can be selected to be "mediators” to
coordinate caching decisions and provide information about accessing the requested data

or even as caching points.

Applying data caching technologies to a Cloudlet framework, these mentioned caching
schemes can also be used. For example, the grouped mobile devices in [30] can form as a
dynamic Cloudlet which we introduced in section 2.2.2 and the GroCoca scheme can be
applied to this Cloudlet. In NICoCa [17], the node with highest importance can be viewed
as a Cloudlet. Work in [91] uses an idea similar to this to present a content distribution
system called Cactse for mobile devices. In Cactse, a service manager(SM) enable mobile
terminals to connect with each other directly and a Cloudlet refers to the SM together
with the connecting devices. Different from COCA scheme, SM in Cactse doesn’t have
its cache space while just an index of files is maintained so that it knows in which mobile
device the file is stored. Mobile devices in a Cloudlet request information via SM. Thus,
an SM can determine if a requested file is a local one which means the index of this file
can be found or the file can just be accessed online. However, Cactse doesn’t consider the
node mobility that is the dynamic updates of indexes on the SM don’t exist when mobile
devices leave or enter which can bring very high overhead in the real-life mobile network

with high node mobility.

2.3.3 Data Management

In this section, we focus on the mobile data management method. As mentioned above,
high overhead in Cactse [91] will be caused due to node mobility. Those data with temporal
and spatial information change at a high frequency so that it is hard to update the data
about mobile devices via common databases. In paper [21], a data distribution management
method is designed for distributed systems. Spatio-temporal access method is designed
to store and update data of moving objects [78, |. The main idea of this method
is using parametric rectangles to index the original time-space and the most classic one
is Rectangle-tree(R-tree) [59]. Figure 2.8 shows a simple example of an R-tree for 2D
rectangles. Calculating a bounding rectangle in different time is important so that the
enclosed mobile device can be surrounded by the same rectangle. All rectangles which
show objects’ positions can be recorded to form an index structure. In the figure, the

indexing structure formed corresponding to the rectangles on the left is shown on the
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Figure 2.8: A simple example of an R-tree for 2D rectangles

right. Following reviews some research studied derived from R-tree.

Paper [90] presents a method called Time Parametrized R-tree (TPR-tree) that can
index the positions of continuously moving objects in one-, two-, and three-dimensional
space. The TPR-tree employs the idea of parametric bounding rectangles in the R-tree and
extends the technique of R*-tree [13]. The TPR-tree uses so-called conservative bounding
rectangles to enclose the moving objects and these rectangles also bound other rectangles.
The TPR-tree considers the velocity of each moving object so that it can predict the future
position of the moving objects. In the conservative bounding rectangles, the lower bound
is set to move with the minimum speed of the enclosed points, while the upper bound is
set to move with the maximum speed of the enclosed points. And when splitting the nodes
in the tree, both the current positions and the velocities of the objects will be considered.
But the TPR-tree only can compute the objects that move in a straight line which doesn’t

conform to real life.

As shown in [31], the PR-tree(Parametric R-Tree) is introduced for parametric rectan-
gles. The algorithms described in this paper are mainly based on R-tree and is similar to
the TPR-tree. But in PR-tree, each parametric rectangle has a time interval that repre-
sents the start time and the end time of its movement while in TPR-tree, there isn’t such
a time interval so that objects are considered to move forever. In this case, a polygon in
PR-tree is used to represent a moving object. Given the movement end times, the bound-
ing rectangles of a set of moving objects(represented as polygons) can be computed as the

convex hull of the moving objects.

The paper [90] proposes Spatio-temporal Self Adjusting R-tree(STAR-tree) in order to
improve the efficiency of different queries related to the moving points. In this structure,

the indexes are not necessary to be reconstructed periodically and updated frequently. In
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addition to that, the STAR-tree is self-adjustment in the sense that it re-organizes itself
locally whenever its query performance deteriorates because the index always maintains
certain auxiliary information. Besides that, the structure can both balance trade-offs
between the storage used and the performance [7] along with the time spent in updating

the index and answering queries.

A spatio-temporal access method called TPR*-tree based on TPR-tree is presented
in [105]. In order to solve some disadvantages in TPR-tree that obtains from analysing the
performance of TPR-tree, TPR*-tree is proposed. The significant changes in TPR*-tree
are the improvements in insertion and deletion algorithms where TPR-tree just uses the
same functions of the R*-tree. TPR*-tree improves in deletion algorithm by tightening
its MBR (Minimum Bounding Rectangle) without any additional cost. Experiments show
that TPR*-tree is nearly-optimal and significantly outperforms the TPR-tree under all

conditions.
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Chapter 3

System Model

Our work focuses on efficient data access with a Cloudlet-based approach in the mobile
cloud computing paradigm. Although a nearer Cloudlet server enables computation and
data offloading for mobile devices under its coverage, it still can’t make a big difference in
the data access area. Given a scenario in a class, the professor uploads the slides needed
for the course to the cloud server so that all students can download and use them. In
the case of using a Cloudlet server, the data access pattern is that every student sends a
request to the Cloudlet. After receiving the request, Cloudlet forwards the request to the
cloud server and then downloads the required content and finally sends it to each student.
There is no essential difference between this mode and the access mode in the traditional
MCC architecture. The cloud server needs to process every requests sent by students and

the files need to be transmitted over and over again which causes waste in WAN usage.

In the traditional MCC structure, the requests sent by students are directly sent to
the cloud server. But in the Cloudlet-based structure, these requests are needed to be
forwarded by Cloudlet so that they can be received by the cloud. Therefore, the requests
can be preprocessed in the Cloudlet. It can be found through observation that these
requests sent by students are same, and the downloaded documents are also same. There
are two ways to improve data access efficiency in this situation: one is checking every
request, another is caching passing documents. Checking request means if the Cloudlet
finds same requests, then it will combine them and only send one request to the cloud
server. When the result of the first request is downloaded, the Cloudlet server forwards
the result to all devices requesting it. But this solution can only work in a certain time
like during the period after the first request was sent and before the result was received.
Since after the results are sent out by Cloudlet server, even if the server receives a same
request, it has no result to return, so it needs to request data from the cloud again. The

second method can alleviate this problem by caching passing documents which means when
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a Cloudlet server downloads the files, besides sending them to the mobile terminal, the
server also cache them to its storage. So that when other devices request for the same

document, the server returns it directly by searching its cache.

While the second method reduces the number of requests sent and doesn’t have effect
time limit, it still has its disadvantages such as balancing the limited cache on Cloudlet
and the massive of files needed to cache. Although the cache space of Cloudlet is more
than mobile devices, it still cannot compare with the storage space of the cloud server.
Some considerations and management need to be taken in the choice of data that needs to
be stored given the limited storage space. Our scheme starts with the following two points
to improve data access efficiency: data generation and data distribution. Data generation
mainly solves which type of data is more likely to be accessed by the user for multiple
times. Data distribution discusses some schemes to distribute the generated datasets to
the 3-tier Cloudlet-based MCC architecture to achieve a higher system efficiency. This
chapter gives discussions on the data generation part, and next chapter will introduce the

data distribution.

Therefore, from the point of data generation, two forms of data are considered to be
generated in our system: individual-related and group-related data. On the individual-
related data side, we consider that if we can analyse each user’s behaviour to get the
information that is possible requested by the user in the future and then cache them in
a nearer server, the request time will be decreased. For example, given the behaviour of
user A that he has used news software to read the news in the past seven days and the
future behaviour can be extracted as ‘user A will use this application to read the news in
the next day.” Thus, the next day’s news data will be obtained in advance and transmitted
to the mobile phone or the cloudlet. This operation eliminates the need to send a request
to the remote cloud server when the user opens the software to read the news. For a
user, this reduction is small. But in fact the number of mobile phone users is hundreds
of millions, this reduction in bandwidth utilization is enormous, and the cloud server can

also be released to provide more additional services.

On the group-related data side, users within the same area tend to have some common
interests [107] such as visitors in the same museum are interested in requesting information
about this museum and collections, students in a classroom need to download same slides.
Instead of downloading files for every single user, downloading once and then store them
in a shared cache space that every user can visit reduces the number of requests sent to

the remote cloud server.

In this chapter, two kinds data generation model are depicted, and we denote them

personal model and group model respectively. The first section illustrates personal model

32



which is used to generate individual-related data. The personal model applies data pre-
fetching technology to predict users’ future access traces from users’ history logs. The
second section shows the group model using data caching technology to extract popular
data items among a group of mobile users showing the common interests among them. In
the last part of this chapter, efficiency analysis on both models is given by comparing hit

ratio among different caching and pre-fetching algorithms.

3.1 Personal Model: Data Pre-fetching Policy

Personal model mainly utilizes data pre-fetching technology to predict data items according
to users’ history access trace. The data items denote the information that users may access
in the future. Paper [100] shows that 93% of human behaviour is predictable. Thus, if this
kind of data can be predicted correctly and fetched to a nearer server such as Cloudlet in
advance, the efficiency of data access will be significantly improved in the reason that the

time to find data is saved.

From the research papers, many algorithms enable prediction such as dependency graph,
association rules, and Markov chains. In the personal model, we make use of association
rules to predict since they allow to identify the correlations between data items from the
massive data sets, which suits better with the context of our work. Figure 3.5 demonstrates
the personal model which shows the process to generate individual-related data items. The
input of this model is the user’s history access record which can be divided into different
sessions after session definition. Frequent itemsets which are used to generate association
rules are calculated from sessions and minsup, a concept in association rules. According
to association rules, two types of pre-fetch datasets containing the needed data items are

constructed.

We can conclude that personal model is mainly composed of 3 parts: session definition
which is used to formalize and classify users’ access trace to the pattern that can be dealt
with; Association rules generation algorithm introduces the method to generate frequent
itemsets as well as the association rules; Prefetch datasets generation algorithm is applied
to generate the final individual-related data items. In this section, we will give a detailed

introduction to these three parts respectively.

3.1.1 Session Definition

The session definition is related to the dataset process which will be detailed discussed

in the experimental part in section 3.3.1. But here we give a simple mention of this part
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Figure 3.1: Data generation in the personal model

because the results of session definition are needed to be considered in the other two parts
of the personal model. In the session definition process, user’s access trace is divided into
two types. One is application level sessions which refers to the user’s total application
browsing history for each day and does not include the record of the application’s internal
information. The other is inside-application sessions which integrates the user’s daily

browsing history inside an application.

3.1.2 Association Rules Generation Algorithm

Association rules are used to discover useful and invaluable information between variables
in databases[5, 4, 10]. These rules have been applied in many research areas, such the work
in [79, 29] which uses an association rule-based method to do a web personalization; from
medical area, the work in [34] uses rules to improve heart disease prediction; and the work
in [70] employs association rules, mining methods to extract knowledge on operations and
information management. In this section, some basic concepts about association rules as

well as the algorithm used to generate needed rules are presented.

Based on our scheme and inspired from paper [101], we make a corresponding transla-
tion with the concepts of association rule [1]. User’s everyday access trace T' can be divided
into different parts according to different applications A, and every application includes
a set of consecutive sessions S. One session consists of some data items I. The support
of an data item I, in an application A which contains sessions S, support(I,), is defined

as the proportion of the sessions in S that include data item [,. For an example, given
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m sessions in an application and within them, n sessions contain data item [,,. In this
situation support(I,) = n/m. An itemset denotes a set of data items I and the number of
items in an itemset is called the size of the itemset. Thus, a k-itemset totally contains k
data items where k can also be 1. The support of an itemset is defined as the percentage

of the sessions that have all data items in this itemset.

An association rule is defined as an implication of the form X = Y in which both X
and Y represent an itemset and the data items in this itemset are all accessed by user.
Formulas 3.1 gives the calculation method of the support for an association rule R, X = Y,
in which X UY shows the data items in both itemset X and Y. The confidence of an
association rule R is calculated by the support of the rule divided by the support of X
which is shown in formula 3.2.

Support(R) = support(X UY) (3.1)

(support(X UY))
(support(X))

In the personal model, we need to find all the association rules in user’s access trace

Confidence(R) =

(3.2)

T that have a higher support and con fidence value than minimum support minsup and
minimum confidence minconf. According to paper [!], this problem can be divided into
two subproblems: firstly, find all frequent itemset which denote the itemset that has a
greater support than minsup; secondly, using minconf and frequent itemset to generate

association rules.

Cache Model

On the basis of the association rules generation algorithm proposed in paper [101] and
considerations about the limited cache in mobile devices. A cache model is proposed to
decide the minsup and mincon f according to different cases instead of using user-specified

minsup and minconf.

In the environment of MCC, the limited cache size of mobile devices must be considered
when we try to distribute the generated data items to mobile devices. Thus, we make the
available cache size of mobile devices to determine the minsup and minconf. In the
personal model, the size of the generated dataset is determined by the size of association
rules which is actually decided by minsup and minconf. When the values are small,
the generated dataset is large, and larger values will result to dataset with smaller size.
Meanwhile, those data items with a higher calculated value represent that they have been

accessed by users with a high frequency. When the value of minsup and minconf are big,

35



the size of generated dataset is small but important. Thus, we use the available size of
mobile device’s cache to set the minsup and mincon f value since the generated data items

are needed to be cached into mobile device in our scheme.

.
0.4 cache <0.2

minsup (cache) =< 0.6 0.2 < cache < 0.4 (3.3)
0.8 0.4 < cache

\

)
0.6 cache <0.2

minconf(cache) = < 0.8 0.2 < cache < 0.4 (3.4)
0.9 0.4 < cache

\

Formulas 3.3 and 3.4 show the relationships between minsup, minconf with cache
percentage of a whole cache size of mobile devices. When the cache percentage of a mobile
device is low, we set both parameters at a higher value in order to generate a relatively
smaller but important dataset. In this way, the mobile device can use smaller cache to
satisfy most requests since those data items it cached have a higher possibility to be
requested in the future than other data items. Although in this way, important data items
can be generated, the dataset may also be larger than the cache size. When this occurs,

the mobile device just caches the top of the dataset that as same large as its cache size.

Association Rules Generation

In this part, we need to find all itemset that has a greater support than minsup. Algo-
rithm 1 gives steps to generate frequent itemset {Fj, F5...Fi} and each of them is the
set of all k-itemset. For example, F, denotes the set of all the itemset whose size is 2.
The input of this algorithm is sessions and minsup. Firstly, frequent l-itemset(F}) is
generated from sessions which are defined by users’ access trace. By calculating support of
every data item in sessions and comparing the value with the minsup got from the cache
model, if the calculated value is bigger than minsup, the item will be inserted into F} as
an itemset. In this way, we get Fy with the form of {{i1}, {i2}...{imn}}. Table 3.1 shows

the notation used in the following algorithms.
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Table 3.1: Notations for association rule generation algorithm

Ey The set of frequent k-itemsets

F The set of all frequent itemset

li,l; Any of the frequent (k-1) itemsets within Fj_
) Itemset within Fj

l;[itemy] The kth item in itemset ;

R The set of association rules
1 The set of items that could be the antecedent of a rule
S The maximum subset of an itemset

ALGORITHM 1: Frequent itemsets generation algorithm

Input: sessions, minsup
Output: frequent itemsets F
1 =10
2 for every data item d in sessions do
3 if support(d) > minsup then
4 Fi=FUd
5 end
6 end
7 F=F
8 for (k=2;F,_1#0;k++) do
9 Fy, = generateFy(F)_1)

10 for every itemset | in Fy do

11 for every (k-1)-subset s in [ do
12 if s ¢ Fy_ then

13 remove [ from I},

14 end

15 end

16 if (support(l) < minsup) then
17 remove [ from Fj

18 end

19 end

20 F=FUFy

21 end
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The second step shows the initialization of F' which is denoted with Fj. Next step
is to generate frequent k-itemset(F}) from Fy_; when the size of Fy_; is bigger than 1.
First of all, using algorithm 2 to generate a candidate Fj by comparing any two itemset
in Fj_1. The specific operation is getting two itemset from Fj_; and then comparing each
data item of them. If the first k-2 data items are equal and just the last one data item
is not equal, a new k-itemset is generated by combining these two itemset. A candidate
frequent k-itemset F), consists of all the k-itemset generated from Fj_;. But this step
will result in a large size Fy. Thus, a pruning strategy is applied in order to delete some
useless data items: given each itemset in Fj, if the (k-1) subset of this itemset is not
in the F_q, the itemset will be deleted. For example, give two 3-itemset: {iy,is,i3} and
{i1,12,14}, the generated 4-itemset should be {iy, 19,13, 14}. But if {is, 73,44} is not included
in F3, this 4-itemset will be deleted from the candidate Fy. After this step, the support of
every itemset in the F} will also be calculated and if the value is smaller than minsup, the
itemset will be removed. The last step is to add the suitable frequent k-itemset(F}) into

F and then the iteration will start with a larger k£ value to generate next frequent itemset.

ALGORITHM 2: Candidate frequent k-itemset generation
Input: Fj_,, minsup

Output: Fj
1 B, =10
2 for each itemset l; in Fj,_; do
3 for each itemset l; in Fj,_; do
4 if L1 =LA ALR =GR2IA ALk —=2] =ik —2] N[k — 1] # [k — 1]
then
5 l=LUl
6 F,=F, Ul
7 end
8 end
9 return Fj,
10 end

The last problem in this section we need to consider is association rules generation.
They are generated from the frequent itemset as figure 3.5 shows and there are totally 2

kinds rules will be generated:

1. Generate the first kind of association rule with frequent l-itemset. For every data

item in the 1-itemset of Fy, if support(l;[1]) > minconf, then output rule “= [;[1]”.
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2. From the largest frequent itemset Fj, using maximum true subset to generate second
kind of rule, if %% > minconf, then outputting an association rule: “/;[j] =
{l-L[51}".

ALGORITHM 3: Association rules generation algorithm
Input: frequent itemsets F'

Output: association rules R
1 R=0;I1=0

2 //generate first kind rule

3 for every itemset l; in F; do

4 I =T1Ul[1]

5 if support(l;[1]) > minconf then

6 R=RU{= 1]}

7 end

s end

9 //generate second kind rule

10k =|F|

11 while Fj, # () and I # () do

12 for each itemset l; in F}, do

13 for each dataitem l;[j] in itemset I; do
14 if l;[j] € I and %% > minconf then
15 R=RU "li[j] = {li = L[]}

16 I =1-1lj]

17 end

18 end

19 end

20 k——

21 end

22 return R

Algorithm 3 illustrates the method of how to generate these two kinds of association
rules. The algorithm uses frequent itemset F' generated by algorithm 1 and minconf
got from cache model as inputs. The first kind rules are generated from F; with the
form “= [;[1]” in which the support of [;[1] is larger than minconf. Since minconf is
always bigger than minsup, the size of generated first kind association rule will be smaller
than F;. Dataset I is denoted to all data items in F; that have possibility to be deduced

second association rule. For the F}, each k-itemset in it can mostly generate k second
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association rules. For example, if there is a 3-itemset{iy, 5,43}, the candidate rules will
be ‘i; = {ia, 13}, ‘1o = {01,143} and ‘i3 = {i1,i2}". In order to decrease the size of second
association rules and just find the most possible data items that will be accessed after
request one item. The con fidence of each rule will be calculated according to formula 3.4

and comparing with the minconf.

One problem is that same data item may generate more than one rules, like in a 4-
itemset and 3-itemset, rule for iy can be ‘i; = {is, 13,44}  and ‘iy = {iq, i3} respectively.
In order to solve this problem, we start the process from Fj so that we can first generate
a larger itemset. We also make use of the itemset I, a data item will be removed from
I after generating its second kind association rule. Thus, when another rule needs to be
generated from a smaller itemset, the algorithm will firstly check whether there is another

rule has been already generated by finding if the data item is still in dataset I.

3.1.3 Pre-fetch Datasets Generation Algorithm

Personal model constructs two pre-fetch datasets as figure 3.5 shows, always-pre fetch set
and miss-prefetch set, according to users’ access trace. The association rules generated
from algorithm 3 have two kinds: “= [;[1]” and “/;[j] = {l;-l;[j]}”. The first kind asso-
ciation rule is used to generate candidate prefetch set, such as given a rule like “= i;”,

Y

‘49" will be added into prefetch set. The possibility for user to access data items in the
prefetch set is high because these kind of data items were accessed by users with a high
frequency in their history record. The miss-prefetch set generated from the second kind
association rule is different for each data item. For example, given two second kind associ-
ation rules: ‘i3 = {is,13,14{" and i5 = {4, 46, i7}, the miss-prefetch set for iy is ‘{iy, 13,14}
while for i5 is ‘{iy, 46,7} .

Different from the generation method in paper [101] in which denotes the candidate
prefetch set generated directly from the first kind association rules. In the personal model,
as depicted in section 3.1.1, user’s access trace is divided into two types which are applica-
tion level sessions and inside-application sessions. In our scheme, just the first kind asso-
ciation rules are generated for application level sessions so that no miss-prefetch set will
be generated. The prefetch set for this type session indicates user’s favourite application.
For the inside-application sessions, both kinds association rules will be generated. Thus,
there are two kinds prefetch set and one type miss-prefetch set. The miss-prefetch set
for personal model denotes with the miss-prefetch set generated from inside-application
sessions. While for always-prefetch set, the application-related data items in the candi-
date prefetch set for application level sessions will be selected. Then for each application,

finding the prefetch set for inside-application sessions. The set of all prefetch set meeting

40



this standard will be pushed to a candidate always-prefetch set. For all data items in
this candidate set, using support(application) x support(data;tem) to rank them so that
both the importance of application and data items are considered. For example, appl gets
importance of 0.9 which is higher than 0.75 of app2, data; in appl gets 0.6 and datas in
app?2 gets 0.8, after calculation, data, finally gets 0.54 and datas gets 0.6. In this way, the

always-pre fetch set and miss-prefetch set in the personal model are generated.

3.2 Group Model: Data Caching Policy

Group model uses data caching technology to store data items that may be requested
by users again in the future. This model is functioned among several users to generate
common data items. The most significant difference between group model and personal
model is that group model is a passive caching strategy whereas personal model uses active
caching strategy. In other words, group model caches data locally after user accessed it
which doesn’t include prediction and a personal model is to predict and fetch data items

in advance so that when a user first accesses a predicted data item, it is in the cache.

Using caching technology to store data items increases data access efficiency, but just
caching accessed data items also brings some problems: firstly, storage waste, if a certain
cached data item won’t be requested by users again in the future, it still occupies some
cache space; secondly, low efficiency, according to the caching strategy, as the time passes,
when user accesses more and more data, the size of cached data will become larger, so that
finding a data item becomes slower. The most extreme situation is that if a requested data
is not in the cache and all cached data still need to be traversed which is a great waste of
time and increases request latency; thirdly, cache limit, just caching all data items is very
likely to cause cache overflow. Even the cache capacity of mobile devices or Cloudlet server
has grown very fast in recent years; it still can not compare with the amount of data, it is

impossible to hold all the data items.

41



Yes

l

@ No —| Fetch data CIF Rank Ranked Data

Popular Data

Cache
Replacement

II Meta Data
Requests
9 No

A

Figure 3.2: Data generation in the group model

Therefore, group model is not only used to cache data that users have accessed to, it can
also reduce the use of cache by filtering some important data. Figure 3.2 shows a general
process steps of a group model which relies on caching data that has been accessed in the
past to satisfy users’ future data access. By ranking all data items in cache according to
their Cache Importance Factor(CIF), a ranked data set can be generated. Then a proposed
data replacement policy is applied to reduce the footprint of the cache that generates two
forms of data, popular data and meta data, and each form constitutes a dataset. These
two datasets eventually form the output of the group model. In this way, this section will
firstly introduce the generation of ranked dataset and then the proposed data replacement

policy.

3.2.1 Data Generation

At the initiation, the cache space of group model is empty with none data items. At the
beginning, because there is no data in the cache, when the model receives a request, it
can only forward it to Internet to obtain data. When the result is received, in addition to
meeting current requirements, this data is also stored in own cache. This situation is called
cache miss. With the accumulation of time, there are more and more requests and more
and more data items are saved in the cache. At this time, it is possible that data items in
the cache can serve new request which is called a cache hit. After caching some data items,
they need to be ranked from the most important data item to the least important one.
Important data item in group model means it is likely to be accessed by users recently. In

this way, the most important data item will be put front so that it can be found in the
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least amount of time. It is an efficient way to spend the least time searching for the most

visited data item.

After explaining the reason to sort all data items in cache, the following issue is the
criteria. There are some classic standards like frequency and time. Frequency means data
items are sorted according to the times they are accessed and time refers to they are ranked
by the time of visit. Two representative algorithms are Least Frequent Used(LFU) and
Least Recently Used(LRU): LFU sorts the data in the cache in ascending order according
to frequency of data access; LRU uses the time each data item was accessed as the ranking
criteria. So, LF'U is frequency-related and LRU is freshness-related.

CIF+1 hit data item
CIF =< CIF x e none hit data items (3.5)

1 new data item

The criteria used in our group model is Cache Importance Factor(CIF) which takes
both frequency and freshness into consideration. CIF is used to measure the importance
of a data in the cache and the methods to calculate CIF are shown in formula 3.5. CIF
takes frequency as a main standard which can be seen in the first case in formula 3.5
that is designed for the hit data item in the cache. For hit data, the operation of add 1
frequency to its original value which comes from LFU. The second case in formula 3.5 is
designed for other data items which enables an exponentially decrease ranking score. For
none hit items, their CIF will be multiplied with e in which the parameter w is used to
control the rate of decline in ranking scores. This also take the freshness of data items into
consideration. For example, according to the formulas, if data item A is hit 100 times one
month ago, and data item B is hit 100 times a week ago, the CIF of B is higher.

Therefore, when a cache hit occurs, the corresponding CIF will be calculated. Apart
from this, there is another case which is cache miss. So when a cache miss occurs, group
model will sends a request to the distant cloud server and fetch a new data item. At
this time, an initial CIF value which is 1 will be assigned to this data item. Therefore,
according to each data item’s CIF, they can be sorted from the most important item to

the least one. In this way, a ranked data set is generated.

3.2.2 Data Replacement Policy

After data generation step, we got a ranked data set which is a shared data set among a

group of users. As mentioned, the cache space is limited so that it is impossible to hold
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all accessed data items. Thus, data replacement policy can be used to remove some data
items from cache to prevent cache overflow. For LFU and LRU, after calculated their
own specific criteria, for LFU the value is the frequency and for LRU is the time, the
least important data item will be removed from cache space. However, in our scheme, this
solution which just removing unimportant data items is not so efficient for that those data
items still have their value. Considering the scenario in which one data item has been
deleted from the cache of Cloudlet(group model will be deployed in a Cloudlet which will
be illustrated in next chapter) and then one user requests this data from the Cloudlet.
Because the data item has been deleted, Cloudlet needs to request from cloud to retrieve
the data item. However, the data item may exist in the cache of a mobile device under the
coverage. It is faster to request the data from the mobile device rather than Cloud. Thus,

we introduce another data type, meta-data, to store these should-be deleted data items.

In this way, it is easy to divide the ranked data set into two types after data replacement:
data items stayed in cache and those should be deleted. Instead of directly removing those
items as traditional data replacement policies did, group model puts them into a meta-data
set. For those stayed items, popular data set is used to store them. Thus, the ranked data
set is divided into popular-data set and meta-data set. In our scheme, a given threshold
which is decided by cache size is used to determine whether to remove a data item to
meta-data set. If the cache size is large, the threshold will be low which allows more data
items to be stored and vice versa. So if cache overflow occurs, those data items with low
CIF will be removed. Figure 3.3 shows the data distribution after a replacement policy of

group model.

Group Data
popular-data set meta-data set
Data# | CIF Data# |location —
Data28| 67 Datal M3 Spatial
Data36| 5, Data2 M1 M5 indexing
Datal5| 36 Data3 | M4 structure
Data57| 21 Datad4 | M2 -
. I N .
- decrease

Figure 3.3: Group data distribution

Therefore, our replacement policy firstly uses CIF to filter as well as store the most
popular data items into a popular-data set and secondly, those data items haven’t been

accessed for a long time will be transfer to the meta-data form and move to another
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dataset. Data items in popular-data set are maintained in a table where all items are
sorted according to the value of CIF as figure 3.3 shows. The item with the highest CIF
will be ranked in the first places for that this data item is the one users are likely to access
to. And putting it at first saves time to search. Data items in popular-data set are all

actual data which means they can be returned directly to serve a request.

Meta-data just stores some specific information of an actual so that it won’t occupy
too much cache space. As figure 3.3 shows, data items in meta-data set are maintained
in a table which maps the relationship between a meta-data and the location where the
corresponding actual data is. Since the group model will be deployed in a Cloudlet server
which is used to collect common interests among users under the Cloudlet coverage. If an
actual data item is stored in the coverage, it will be in one of the mobile devices. Thus,
in the meta-data set, each data item points to the mobile device which stores the actual
data. For example, meta-datal points to M3 which means the actual datal is now in the

mobile device 3.

However, using this mapping relationship to request corresponding actual data item,
the locations of mobile devices need to be managed well. Our mechanism uses a spatial
indexing structure to store the information of the mobile devices considering from two
perspectives, firstly, the movement of mobile devices under is spatial which needs the
storage method capable update locations quickly and efficiently; secondly, if several mobile
devices contain the same meta-data, the more suitable device should be selected. Thus,
given the advantages of spatial indexing structure, such as it can update and predict the
location of the moving objects quickly, which can be used to find the nearest mobile device
to speed up the data access. Spatial indexing structure makes use of the structure of
a tree to store multi-dimension data to improve the efficiency of searching and updating.
Consequently, if a mobile device enters into or leaves the coverage, the structure can update
quickly. Moreover, the structure enables the scheme to find the newest neighbour of the
target location. This situation indicates that if the Cloudlet finds several mobile devices

holding the same data, it can find the nearest one to communicate.

3.3 Experimental Analysis

Based on the two models we have illustrated, a serious of experiments are implemented.
In this section, we firstly have a detailed description and processing of the database we
use. Then we have conducted a performance analysis over the dataset to evaluate cache

hit ratio for both personal model and group model.
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3.3.1 Dataset Process

There are two places in the experiment that need to use the dataset. The first one is the
user’s access trace in the experiment, and another one is the input of the personal model
to obtain the prefetch dataset. A total of two different types of datasets are used in the
experiment: a fictitious dataset and a mapping dataset from the real dataset. Experi-
menting with these two kinds datasets can help us get more convincing results. From the
perspective of a fictitious dataset, according to [60], users’ access trace is in line with 80/20
principle that is 80% of the requests hit 20% of the data, and this situation is consistent
with the Zipf distribution. Thus, each users’ access trace can be generated according to
Zipf distribution. The real dataset we use in the experiment is from Boston University
which is a real client-side web trace [39]. This dataset helps to better understand user
behaviour and also gives researchers a real data source. The database records up to half
a million client requests for WWW documents on the Internet for up to 5 months. The
types of requests also consist of a variety of types including pictures, texts, videos, and so
on. The contents requested in this client-web model is very similar in mobile environments
where we often browse images or exchange texts on our mobile devices, so we used this

database in our experiment.

For the fictional dataset, the process is simple because the generated dataset can be
directly used. For every user, data items are generated as sessions in random time interval
according to the Zipf distribution. Thus, this dataset can be used not only as inputs for
simulation experiments but also as inputs for the personal model. But for real datasets,
because the original data doesn’t meet the needs of the experiment, two steps are required
to deal with these traces. The first step is to map the trace of the original dataset to the
simulation experiment so that they can be used as the input of simulation. The second
step is session definition which is mentioned in the personal model. In this way, data items

can be classified into sessions that can be processed by the personal model.

An example trace from the dataset of Boston University is ‘cs17 786146567 716362 http :
//www.bu.edu/lib/pics/bulogo.gif 1935 0.647182. Each parameter denotes with ‘machine
name’, ‘linux time stamp’, ‘user id’, ‘URL’, ‘document size’ and ‘access time’ respectively.
To better fit with our simulation, following steps are applied to transform the traces: firstly,
users in this dataset are mapped to the mobile users in our simulation. Secondly, different
URLs are mapped to different data items requested by mobile users. Thirdly, ‘linux time
stamp’ and ‘document size’ are mapped to the time sent the request and the size of data
item respectively. Finally, the access time of data items is mapped to a time delay on the

server which means the interval between user sends a request and receive the data item.

Therefore, this dataset can be used as input in our simulations after the trace mapping
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step. However, using a URL directly to perform a session definition is more complicated.
Thus, the first step is to simplify the URL of each trace. Every URL corresponds to a
data item in our scheme, and we want to use a simple number or string to represent the
URL. But the relationships between different URL should be kept. For example, for those
requested data items which come from the same web page and in the process of conversion,
this relationship must be preserved. As a result, these data can be seen as coming from
the same application for mobile devices. Thus, one URL with the form of ‘http : //cs —
www.bu.edu/lib/pics/bu — logo.gif' can be divided into root address and content address.
If corresponding this to the mobile phone side, it can be an application and contents of the
application. In order to do the simplification, all URL in traces are traversed and we use
numbers to replace them. For example, ‘http : //cs —www.bu.edu/lib/pics/bu—logo.gif’ is
mapped to ‘04415 with ‘http : //cs — www.bu.edu/’ to ‘0441" and ‘lib/pics/bu — logo.gi f'
to ‘5’. Because in the process of summing up, there are more than 1000 different root
addresses. We use the first four digits to represent an application and the remaining digits
represent the content accessed in the application. Thus, ‘0441’ represents an application
and ‘5’ refers to a data item in an application. Other examples like ‘044217’ represents the
content ‘17" in application ‘0442’.

Table 3.2: Sample application level sessions for user2

Day 1 2 3 4 5 6 7

0441

0441
0441 0441 0443

0441 0441 0442
0442 0442 0444

0441 | 0442 0442 0443
0443 0443 0445

0442 | 0444 0443 0444
0444 0444 04411

App Access 0443 | 0445 0445 04413
0445 0445 0447

0444 | 0449 04410 04414
0446 04411 04412

0445 | 0447 04413 04415
0447 04412 04413

04410 04414 04416
0448 04410 04414

04413
04415

Before applying the personal model, we first need to divide traces into sessions so
that it can be processed. There are two kinds sessions in our scheme: application level
sessions and inside-application sessions. Grouping traces into application level sessions

after URL simplification is easy. For each user, traces with same number prefix can be
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grouped into same applications and every day’s access log is a session. Table 3.2 shows
a sample 7-day access log for user2. So for example, on the second day, user2 accessed
‘0441 0442 0443 0444 0445 in order. Every day’s trace can be extracted to an application
level session. Since the input of a personal model needs several sessions, we use seven
sessions which is a week as the input sessions. That is, when it is necessary to generate an
app-level pre-fetched dataset for a day via the personal model, the input is the previous
7-day application level access traces. So for the sample sessions in table 3.2 and with
minsup = 0.6, we get ‘0441, 0442,0443,0444,0445" is the prefetch set for user2 from

application level.

The second type session definition, inside-application sessions, needs to separate the
access traces inside each application to generate inside-application prefetch set. For each
URL, the root address referring to an application in a mobile device is regarded as a start
of one session. By using this method, access trace inside an application will be divided
into different sessions. Table 3.3 shows example sessions of one application for user2.
After calculating the support of each data item and comparing with minsup, we can get
the 1-itemset. With these sample sessions and with the minsup = 0.6, the 1-itemset
is ‘04411,04412,04413,04414,04415" with support of 0.8 and ‘04417" with 0.6. With the
minconf = 0.8, we get the frequent itemset ‘04411, 04412, 04413,04414, 04415 which is
the prefetch set for application 0441.

Table 3.3: Sample inside-application level sessions for user2 App0441

Session Requested Data Items

1 04411, 04412, 04413, 04414, 04415, 04416, 04417, 04418

2 04411, 04412, 04413, 04414, 04415

3 04411, 04412, 04413, 04414, 04415, 04419, 04417, 044110
04411, 04412, 04413, 04414, 04415, 044111, 04417, 044112,

4 044113, 044114, 044115, 044116, 044117, 044118, 044113,

044114, 044115,044116, 044111, 04417, 044112
o | 0441104412, 04413, 04414, 04415, 044113, 044114, 044115,
044116, 044113, 044114, 044115, 044116

3.3.2 Results and Analysis

In this section, we first compared the hit ratio with different cache replacement strategies

with the parameter of hitratio. This comparison experiment uses the fictitious dataset
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which is consistent with Zipf distribution. With each user, 400 data items are generated in
a random time interval. The results are shown in Figure 3.4, where four cache replacement
algorithms are compared. They are FIFO, LRU, LFU and our cache replacement policy in
the group model. The method in this experiment firstly generates access traces according
to Zipf distribution and then gives an empty cache space with size from 1 to 40. This cache
space applies different cache replacement strategies and the generated requests are used to
continuously access the cache space. If there is requested data item in the cache space, the
number of hits increases by one. For different caching strategies and different cache sizes,
the access traces are randomly generated. Finally, this graph shows the lines that present

relationship between cache size with the hit ration for the cache replacement policies.

The results of all cache replacement strategies show that the hit rate increases as the
cache size increases. This is because more data items are cached, which increases the
possibility of future access hitting the cache. When the cache size is 1, the cache hit
rate is very low given that in this case, only two identical data items are accessed in
succession results to a hit. The algorithm used in our architecture shows the highest hit
ratio. Actually, with a random data sequence, the algorithm does not show this high
efficiency. But for that the data accessed by users is in line with 80/20 principle, the
algorithm we used can cache the 20% important data items first to provide a high hit

ratio.
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Figure 3.4: Efficiency of cache replacement policies

In addition to comparing various caching strategies, we also conducted separate experi-

ments to research and analysis on the performance of the two models. In both experiments,
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we use the real dataset. Figure 3.5 and figure 3.6 are the results of the performance of
the personal model and the group model, respectively. The number of users is set to 10,
20, and 50, then experiments are conducted by giving different cache sizes. The method
of calculating hit numbers adopted in these experiments is same as the previous one. One
difference is that the time for each user to send a request is converted from the original
‘linux time stamp’ of access traces in the database. For the experiment for personal models,
the cache size refers to the cache that each user owns. But for the group model, the cache

is shared by all users, so the cache size represents a space that all users can access.

In the experiment for the personal model, some of the user’s access traces are selected
in advance and then divided these traces into different sessions according to the session
definition. Then, through the personal model, prefetched datasets are generated for dif-
ferent types of sessions. Since the data items in the dataset has been sorted according to
the probability of the user’s future access which can also be referred as the importance.
According to the size of the cache, part of the data items are selected to be stored in the
cache. Every user has different data in the cache space. After initialized every user’s cache
space, an one-day access trace of the corresponding user is used to test the cached data
items. This day is the day after the selected access traces that are used to generate the
prefetched dataset. In this experiment, the cache hit ratio is calculated for each user and

then averaged the hit ratio for all users to get the final result which is shown in figure 3.5.
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Figure 3.5: Personal model efficiency

There are 3 sets of experimental results in the figure with user size equals to 10, 20

50



and 50. From the perspective of all the results, one trend is that as the size of the cache
increases, the cache hit rate first increases at a very fast rate and then this increase speed
becomes slow and finally it approaches a stable value. This is because in the personal
model, all data items are sorted. When the cache size is small, the cached data items
are very important meaning that these cached items will bring many hits. But with the
increase in the size of the cache, the importance of data has also decreased, so the cache hit
ratio grows slowly. In the end, all experimental results are close to a certain stable value
for that the size of the dataset generated by the personal model is not infinite. Therefore,
when the user’s cache size exceeds the size of this dataset, the number of cached data items
will not change which results in the same hit ratio. A comparison among the 3 groups of
different experiments shows that with the larger user size, a higher hit ratio can be got.
When the number reaches 50 and the cache size for every user is 40, the hit ratio can reach
0.9. While in the same situation, the hit rate finally stabilized at about 0.8 with a user

size equals to 10.
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Figure 3.6: Group model efficiency

Figure 3.6 gives the result of conducting experiments for group model. First, we can
see from the figure that the cache size in this experiment is much larger than the cache
size in the figure 3.5. This is because in this experiment, the cache is shared by all users
and each user doesn’t have his own cache space. Therefore, in order to be able to compare
the results with the personal model, the cache size set by this experiment is very large.

When the user is 50, if the given cache size is 500, the cache size for each user is 100. This
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is comparable to the cache size set in the personal model. We don’t set a larger cache
size for that with this set cache size, the hit ratio has reached a stable value. Therefore,
it is not necessary to set a larger cache size. The 3 lines in the figure correspond to the
relationship between the cache hit ratio and the shared cache size when the number of
users is 10, 20, and 50 respectively. The results for group model is not the same as those
for personal model which shows a better performance with larger user size. In this set of
experiments, the results are fluctuating. For example, with a cache size of 100, 10 people
use group model receives the highest hit ratio, followed by 20 users, and the lowest hit rate
corresponds to when the number of users is 50; but when the cache size reaches 300, the
order is reversed with user size equals to 50, 20 and 10 respectively. When the number
of users is small, fewer requests are issued. So compare two situations: 50 users with 100
cache space and 10 users with a same cache space. Based on the number of users, the

latter case has more cache space which will have better performance.
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Chapter 4

Data Access Schemes

In the chapter 3, personal model and group model are proposed which are based on the
individual and group behaviour respectively. In this chapter, we will introduce the distri-
bution of these two models in the Cloudlet-based MCC framework and its corresponding
data access patterns. The first two parts in this section illustrate model distribution and
dataset distribution. The latter two sections give two types data access schemes, and
within each of them, data access algorithm, dataset update in each component as well as

experimental results are shown.

Our scheme adopts the static Cloudlet paradigm which has been introduced in Chap-
ter 2 and all the Cloudlet servers in this framework are restricted to be separate and
unrelated. Thus, the entire system can be viewed as the combination of a number of sepa-
rate 3-tier models, each of which is ultimately connected to the cloud server. Each part has
no connection with other models which is like a tree structure. Mobile devices connecting
with a Cloudlet server can be seen as leaf nodes. Relative to the distant cloud servers, the

Cloudlet as well as all devices in its coverage is local area.

Based on the static Cloudlet architecture, this section is organized in 3 parts: model
distribution, dataset distribution and two proposed data access schemes. Model distri-
bution explains the deployment of personal model as well as group model in the 3-tier
architecture. If a model is applied to a component, the generated dataset will also be
stored directly in that component. In the dataset distribution part, we introduces the
method to distribute datasets in advance to different components. The generated dataset
are transferred among different components rather than just be stored on the component
the corresponding model is applied to. Based on the data distribution, the architecture is

implemented and some experiments are conducted to show the system efficiency.
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4.1 Model Distribution

Figure 4.1 shows a single 3-tier architecture of the whole system in which the models and
datasets are also distributed to different components. This simple framework is composed
of three parts: a group of mobile devices are connected with a Cloudlet server which can
communicate with the remote cloud via high speed network. Personal model is placed
in the cloud server and group model is in the Cloudlet server. This distribution method
considers the characteristics of these two models respectively as well as the advantages and

disadvantages of cloud servers and Cloudlet.

Firstly, from the perspective of personal model, this distribution considers from follow-

ing several points:

e The algorithms in the personal model such as association rule generation are quite
complicated which need rich resources to be conducted. From the processing power
of Cloudlet and cloud, cloud server is powerful and can handle information in a more

efficient way.

e In this single Cloudlet framework, all mobile devices are connected to the cloud server
while the Cloudlet servers they communicate with are different. Using Cloudlet to
process personal model results in resource waste because of the mobility of mobile de-
vices. Every time when a mobile device enters into a Cloudlet coverage, the Cloudlet
needs to get history behaviour of this device and run personal model to get cor-
responding data items. When this mobile device leaves the coverage, the Cloudlet
this mobile device will enters into needs to process the personal model again given
there is no connection between Cloudlet servers. However, using cloud to process
personal model for each users can solve this problem since when a mobile device
leaves a Cloudlet coverage and enters to another one, the personal dataset can be
fetched from cloud server directly by the latter Cloudlet since this Cloudlet server

also connects with the cloud server.

e Relative to Cloudlet, cloud servers can fetch the data sets from Internet directly
which won’t occupy bandwidth. While for Cloudlet server, if personal model is
applied locally, Cloudlet needs to request the generated datasets from Internet so

that the bandwidth will be occupied to some extent.

e Given the convenience provided by cloud server that each mobile device has its cor-
responding Virtual Image (VI) [65]. VI in the cloud handles the processing require-
ments for its physical mobile device so that the personal model can be processed by

every VI. In this way, every VI stores information for a user which brings security for
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individual data. However, Cloudlet doesn’t have this mechanism given the mobile
devices under its coverage are always changes. For cloud server, because every mobile
devices are connected to it finally, the VI can be created for each device no matter

which Cloudlet coverage it moves to.
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Figure 4.1: Cloudlet-based MCC architecture with models and datasets distributed in

different components

Secondly, distributing group model on the Cloudlet server is motivated from following
considerations. As mentioned, group model is used to cache popular data items among
a group of users. So if this model is conducted on a cloud server, those data items will
be calculated among all users who requests data from that cloud server. Usually a cloud
server needs to serve a large number of users which results in a large popular dataset.
Apart from this, given a wide range of places where a cloud server can provide services,
users requesting information from same server don’t have a high degree of similarity. Thus,
the cached data items won’t have a high possibility to be accessed by other users. However,
a Cloudlet server gains natural advantage for that it has a service area such as within a
coffee shop where all users in this coverage are connecting with this server. Thus, the
number of mobile devices will be controllable and the calculation won’t be very complex

which can be handled by Cloudlet. Meanwhile, paper [72] shows people in the same area
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have a tendency to share some common interests, one example is that students in the same
class need to download same slides. For the Cloudlet scenario, mobile devices connecting
with the same Cloudlet server are in the area which is in line with this option. And every
mobile device under its coverage sends requests through the Cloudlet so that it is easy for

the Cloudlet to collect and analyse data among users.

4.2 Data Distribution

After deploying the models to a suitable server, personal model in cloud server and group
model in Cloudlet, we need to consider how to distribute the datasets generated by the
model which plays a key role in improving data access efficiency [18, , 28]. In this 3-tier
framework, our scheme considers three cache spaces which are in mobile devices, Cloudlet
and corresponding VI in cloud respectively. The size of corresponding cache space and
the distance from a mobile device are two points needed to be considered when placing
the datasets. The cache space in the mobile device itself gains fast access speed given if
a requested data item is cached locally, the request time can be ignored while its cache
size is the smallest among the 3 cache spaces so that just a small size of data items can be
caches on mobile devices. For the cache space on the VI of cloud, it has the largest storage
space while the far distance leads to high latency. Cloudlet server is in a medium position
in both points. Therefore, our scheme distributes a small-size but important data items in
a nearer server so that access efficiency can be increased. Because important items show a
relative high possibility to be accessed by users and if they are cached in a nearer server,
the access time will be reduced. Even if a requested data item is not cached locally, the

total access time will not be long because this data won’t be accessed at a high frequency.

First of all, group model is deployed on the Cloudlet, so the generated dataset is
cached on the Cloudlet directly. This dataset is a shared dataset among all users under
the Cloudlet coverage and each user can access it to acquire data they need. In this way,
both the popular-data set and the meta-data set are in the cache of Cloudlet. However,
for individual model, it is processed for every user respectively in the corresponding VI. If
all the generated data items are stored in the VI directly, users still need to send requests
via the low-speed WAN. Therefore, it is necessary to distribute the generated datasets
to mobile devices and Cloudlet to improve data access efficiency. Before explaining the
distribution of datasets, we first review the datasets generated by the individual model and

their importance.

The input sessions of personal model are divided into two types by session definition,

application level sessions and inside-application sessions. The way to define these sessions
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is detailed described in the section 3.1.1. For application level sessions, just the frequent 1-
itemset will be generated which represents users’ favourite applications. For inside applica-
tion sessions, two kinds association rules as well as the corresponding prefetch set will be
generated. Each application owns different inside application sessions and with the sessions
of every application, prefetch set and miss-prefetch set are constructed according to the
association rules. In conclusion, prefetch set is generated for both application level and
inside-application sessions and miss-pre fetch set is only constructed for inside application
sessions which is shown in figure 4.2. These datasets are generated in each corresponding
VI on the cloud so that the cloud server stores all the data items. But for mobile devices
and Cloudlet, given the cache limit, data distribution plays an important role for system

efficiency [12].

Application level prefetch set
Appl App2 App3 App5

T,

Inside-application prefetch set Miss-prefetch set
level Data 1 Data 4 Data5,Data6,Data8
Data 2

Data 7 Data9,Datall,Datal2
Data 3

Figure 4.2: Generated datasets in personal model based on two types sessions

Firstly, the distribution of datasets on mobile phone is determined by the importance
of the data items. As explained, the most important data items should be placed in the
phone’s cache. If the data is directly obtained from the cache of the mobile phone, the
access time can be ignored [72]. So the mobile phone’s cache should store the data that
is most likely to be accessed by user. In section 3.1.3, always-prefetch set includes the
data items in prefetch set for inside application sessions and these selected applications
are in the prefetch set of application level sessions. From figure 4.2, app4 is not in-
cluded in the prefetch set of the application level sessions so that the data items in the
prefetch set of this application won’t be added into always-prefetch set. But app4 still
has its prefetch set and miss-prefetch set. Thus, always-prefetch set actually represents
data items that have a high possibility to be requested by users. In section 3.1.2, a cache
model is used to decide the value of minsup and minconf which determine the generated
data set size so that a smaller but important dataset will be got. Based on this cache

model, the ranked always-prefetch set is helpful when the size of the generated dataset
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is larger than the cache size of mobile device. In this situation, the most important data
items will be transmitted to mobile devices first. Thus, distribution of generated data

items from the personal model on mobile devices is clearly stated.

However, the distribution of these datasets on Cloudlet is different. Given a larger
cache space on Cloudlet, more data items can be stored. The cache space on the Cloudlet
is divided into two parts, personal dataset and group dataset, shown in figure 4.1. In the
Cloudlet-based MCC architecture, Cloudlet connects with several mobile devices under its
coverage. So it can cache the personal dataset for each mobile device and the personal
dataset in our scheme is divided according to the number of mobile devices. Each single
storage space holds data items for corresponding devices. We know that even if the size of
each dataset generated from individual model is not very large, when the number of mobile
devices become more, the total size will increase fast. In this situation, Cloudlet is not
possible to store all datasets for all mobile devices under its coverage especially when the
number of users become more. Rather than applying a same policy as distributing dataset
in mobile devices that ranking data items and fetching important items. Considering a
relative large cache space on Cloudlet, a more balanced approach is applied which considers
data items in all applications. Thus, in our scheme, when a mobile device enters into
a Cloudlet coverage and connects to the server. The Cloudlet sends a request to get
corresponding dataset. The dataset refers to the data items in the prefetch set of inside
application which also belongs to the application level prefetch set which is shown in
figure 4.2. Our scheme first filters some less accessed applications by only finding the
applications in the application level prefetch set and then in these applications, just the
always-pre fetch set will be fetched by Cloudlet. These datasets will be transmitted and

used to initialize a cache space for a mobile device on Cloudlet server.

personal dataset | group dataset

popular data meta data
DS1(M1) Data# |CIF Data# |location —
| DSZ(MZ)‘ Data28| 67 Datal | M3 Spatial
DS3(M3) Data36| 52 Data2 M1 indexing
Datal5| 36 Data3 | M4 structure

Data57| 21 Data4 | M2 I
: . . _ BN BN BN

- decrease

Figure 4.3: Data distribution on Cloudlet server

In summary, the whole data distribution is shown in figure 4.3. The cache space is
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divided for personal dataset and group dataset respectively and the allocation proportion
will be introduced in different data access schemes. For individual dataset, every mobile
device under the Cloudlet coverage has its own single space and they are completely sep-
arate. While for a group model, the cache space is a shared one among all users in the

coverage.

4.3 Caching and Pre-fetching Scheme

In order to reduce data access time, the proposed CAching and pre-FEtching (CAFE)
scheme defines two types of requests according to the data type of our architecture: personal
request and group request. Adding a property to distinguish requests improves access
efficiency in that if a request is a personal one, then the Cloudlet will directly find the
requested data item in the corresponding individual cache space without searching in a
group dataset. Therefore, if a cache miss occurs in the individual dataset, the request will
be sent to distant cloud server directly. This part introduces data access patterns using
CAFE scheme and data update in different components. Experiments and comparisons
between different access schemes are conducted by implementing the 3-tier architecture in
the OMNET++ simulator. This work has been published in [(].

4.3.1 Data Access

Corresponding to these two request types, two different data access methods are introduced
in our architecture. Upon the arrival of a request for personal data, the search follows a
bottom-up approach, mobile device to the Cloud, as described in Algorithm 4. The mobile
device first checks if the requested data is in its memory. If there is no information,
the mobile device sends the request to the Cloudlet. The Cloudlet then searches the
information in its corresponding specific data set. If there is no information, the Cloudlet
then sends the request to the Cloud directly rather than finding the information in the
general data set. After getting the information, the Cloudlet returns the information to

the mobile device. Table 4.1 shows the notation used in the following access algorithms.
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Table 4.1: Notations for data access algorithms

T€Gpersonal Personal request
cacheémobile device The cache of mobile device
data, Requested data item
individual cachegoudiet The individual cache space on Cloudlet
Teqgroup Group request
mobile device; The mobile device stored the requested data item
Request A general request

ALGORITHM 4: Personal data access

10

11

12

InpU-t: T"€lpersonal
Output: data,

if T€qpersonal € CaChemobile device then
return data,

else
send reqpersonal to Cloudlet

end

if reqpersonar € tndividual cachecioudier then
return data,

else
send Teqpersonal to cloud
recetve data,
return data,

end

From Algorithm 5, we can see given a group request, the mobile device sends the

request to the Cloudlet directly since it just caches part of specific data. In our scheme, we

assume that there is no no duplication between personal data items and group data items.

Thus, when the Cloudlet receives the request, it starts the search directly from the group

dataset. It first finds the information in the popular dataset. If there is no information in

this set, the Cloudlet then finds the information in the meta dataset. If the information

can be found in the metadata, the Cloudlet gets the nearest mobile device mobile device;

by searching mobile device;. ; holding the needed data from the spatial indexing structure.

After finding the mobile device, the two mobile devices are connecting with each other

via a point-to-point link to share the needed information. If there is no information in
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the metadata set, the Cloudlet sends the group request to the cloud. After getting the

information, the Cloudlet returns the information to the mobile device.

ALGORITHM 5: Group data access
Input: reggroup
Output: data,

1 send reqgroup to Cloudlet

2 if reqgroup € dataset,opuiar then

3 return data,

4 else

5 if reqgroup € dataset e, then

6 mobile device; < search(mobile device;._;, spatial indexing structure)
7 connect(mobile device;, mobile device)
8 return data,

9 else

10 send reqgroup to cloud

11 recetve data,

12 return data,

13 end

14 end

4.3.2 Dataset Update

The dataset update is mainly occurs on the Cloudlet which can be divided into 2 types:
one is when a mobile device enters into and leaves a Cloudlet area and another one is
when a cache miss occurs on the Cloudlet. When a mobile device enters into a Cloudlet
coverage, the server will initialize a individual cache space in personal dataset for the
user by fetching corresponding dataset from VI on the distant cloud server. And other
individual cache spaces’ size will be decreased given the total allocated personal cache
space is unchanged and it needs to be divided into more parts. Thus, if the size of cache
data items is larger than the allocated cache space, the extra data items will be deleted.
Since the data items have been ranked by importance, the most important data items will
be deleted last.

The Cloudlet sends messages to all users under the coverage at regular intervals to
confirm if the mobile device is still in the area. When a mobile device leaves the coverage,

the link will become broken. If this happens, for group data, only the meta data pointing
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to this mobile device in the spatial indexing structure is deleted. The popular dataset
which stores real information doesn’t change under this situation. The data items in this
dataset can be continuously accessed by other mobile device even if the phone originally
requesting this data left the area. Whereas for meta data, even the data still has the
possibility to be accessed, the corresponding actual data item can’t be accessed since the
mobile device is not under the coverage. In this way, these data items are deleted directly
after the connection between a mobile device and Cloudlet is broken. For personal dataset,
since this cache space stores information completely related to a single user, the dataset

related to the mobile device which leaves the Cloudlet coverage will be deleted directly.

When a cache miss occurs, it can be a personal dataset cache miss or a group dataset
cache miss. For a group dataset, the update on data items is easy according to the data

replacement policy which has been introduced in personal model section.

However, for personal dataset on the Cloudlet, the update can be analysed from 2
datasets when a cache miss occurs. In our scheme, when a request cannot be processed
by the Cloudlet, the request is sent to the cloud. The dataset update on Cloudlet occurs
when a dataset is transmitted from cloud to Cloudlet server. The transmitted dataset is
considered from 2 aspects: always-prefetch set and miss-prefetch set. A new always-
prefetch set is fetched by Cloudlet when a cache miss occurs on the application level and

a miss-prefetch set is transmitted when a cache miss occurs on the data item level.

An always-prefetch set is transmitted when the requested data item belongs to a new
application and the Cloudlet server couldn’t get any information about this application
in its cache. If this data item belongs to a new application and there is corresponding
always-pre fetch set but without requested data item. This cache miss is summarized in
the situation where cache miss occurs on the data item level. So when the requested data
item belongs to a new application, a new always-prefetch set will be constructed for this
application according to personal model. Cloudlet fetches this new always-prefetch set
as well as the requested data item and updated always-prefetch set in the mobile device’s

individual cache space.

On the other hand, when the requested data item still belongs to the previous appli-
cation, the cloud first searches all data items in the miss-pre fetch set of the application
and if this data item can be found, the corresponding dataset as well as the requested data
item will be transmitted to Cloudlet. In this situation, just the personal dataset on the
Cloudlet will be updated. Another situation is that when the cloud server can’t find the
requested data item in the miss-prefetch set. At this moment, cloud generates relevant
association rules and uses them to get new miss-prefetch set. This dataset will also be
transmitted to the Cloudlet. In this situation, both the personal dataset on Cloudlet and
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cloud will be updated.

So far, we have explained data update in different situations on the Cloudlet. But from
the perspective of personal model, as users are sending new requests, access traces are also
changed. If personal model continuous generates new datasets with updated access traces,
the consumption includes power and time will be great. Thus, for always-prefetch set,
data items in it are firstly ranked by the percentage of sessions that includes the data
item of all the sessions and then ranked by the frequency of the data item accessed by
user in the access trace. The data items with a higher support value are stored into the
always-prefetch set. Thus, data items in always-prefetch set represent that these data
items are accessed by users with a high frequency everyday. In the work [72], these data
are called static data, showing that the static data for each user are not changing at a high
frequency. As a consequence, for all the always-prefetch set whether in the Cloud or the
mobile devices or the Cloudlet, the dataset just updates once a day when the mobile device
connects to WI-Fi and is charged. In this way, the access trace is uploaded and there is no
need to consider the battery of mobile devices. For miss-prefetch set, the update is more
frequent given that firstly, when new access trace is uploaded, the miss-pre fetch set will be
updated. And secondly, when a cache miss occurs on cloud server, the miss-prefetch set

will also be constructed and updated.

4.3.3 Experimental Analysis

For our simulations, we use the OMNET++ simulator to model the simulations scenarios;
we have implemented the proposed architecture and a basic model in it. With the sup-
port of INET framework, we have configured the network in experiments as Ideal Wireless
pattern: the simplest and optimal mode to avoid the interference of the network. UDP
packages are used to transmit data between a Cloudlet and mobile devices. The objective
of this analysis consists of showing that our architecture can reduce the latency and im-
prove the efficiency of data access; consequently, the experiments observed the time taken
to request needed data from a Cloudlet, as well as the amount of received data in the
same time interval. The dataset we used is provided by Boston University which we have
mentioned in chapter 3. The simulator is OMNET++ and the simulation parameters are
shown in table 4.2. Figure 4.4 shows the hit ratio on Cloudlet and local mobile devices.
Figure 4.5 gives a comparison between performances of personal dataset and group dataset

on Cloudlet with 3 different allocation policies.
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Table 4.2: Simulation parameters

Number of Mobile Users 1-50
Number of Requests 10414 items
Number of Log files 872 files

Mobile device Cache Size 0-20 data items

Cloudlet Size 0-300 data items

mobility Type ConstSpeed Mobility

mobility speed Smps
Request send Interval exponential(100ms)

Figure 4.4 compares the cache hit ration on Cloudlet and mobile devices with cache size
100 and 10 respectively. With the perspective of the cache on mobile devices, just the most
important 10 data items are cached according to the data distribution policy. Cloudlet’s
cache space is assigned to personal dataset and group dataset with 3 proportion policies.
The 4 lines in figure 4.4 show the cache hit ratio on the Cloudlet and mobile devices. The
3 closer lines refer to performance of 3 different allocation policies on Cloudlet. Because
no matter what strategy is adopted on the Cloudlet server, the cache space of the mobile
phone is fixed in this scenario. Only the yellow line shows performance of the mobile
phone cache. Since each person’s mobile cache’s hit ratio is independently irrelevant, the
calculation we take is to first get the number of cache hits for each person and then add
them up. Finally, we divide this obtained number by the sum of all user requests from
which we can get our result. In this way, the performance for mobile devices is fluctuating
from the resulting graph. Because for some users, the total number of requests is small,
10 data caches may result in a relatively high hit rate. While some users have more visits,
the data set obtained from the personal model is very large. For a large number of visits,
10 cache spaces appear to be few. Even with some hits, the result will be very small by
dividing the hits by a large number. Thus, this situation will form a more fluctuating

performance line as figure 4.4 shows.
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Figure 4.4: Performance on Cloudlet with different cache distribution

The overall trend of the 3 closer lines in figure 4.4 is that as the number of people
increases, the performance deteriorates. When the number of users is in a relatively small
size, an increase in the number of people will bring about a great change in performance.
This is because at this time, cache hits are mainly due to hits on personal dataset. When
the user size is small, a little increase in the number of people will bring a large decrease
to the cache capacity of the personal dataset. This leads to a rapid drop in cache hits for
personal data sets, which is reflected in the overall performance. As the number of users
increases to a relatively large size, the overall performance gradually approaches a stable
value. When the number of users increases, there is less and less personal cache space
allocated to each individual. Such as, the total cache allocated to personal dataset is 50
and when user size increases to 25, the individual cache is 2 which won’t bring too much
for overall performance. At this time, cache hits on group datasets become a major part
of performance. From the results of group model, the performance will not change much
when the cache size is fixed. Thus, all 3 lines in figure 4.4 show a stable hit ratio when

personal dataset plays a minor role.

Figure 4.4 also gives a comparison between the three different strategies on cache space
allocation on Cloudlet with 70%/30%, 50%/50% and 30%/70% respectively. The first
number is the ratio of the cache space allocated to the personal dataset and the second
number is for the group dataset. The 3 distribution methods do not show a large gap

in overall performance. When the number of users is relatively small, the strategy that
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allocates a larger cache space to personal dataset gains more advantages. When the user
size is large, a larger group dataset space becomes more dominant. Thus, the proportion
of 70%/30% shows highest hit ratio at beginning while the 30%/70% distribution policy

performs better at last.

The details of the performance of personal dataset and group dataset of these 3 poli-
cies can be seen in figure 4.5 respectively. All these experiments are conducted under a
fixed cache size of Cloudlet which is 100 data items. The three black lines represent the
performance of personal dataset under different strategies. From top to bottom, the total
cache size of personal dataset is reduced resulting to the deteriorating performance. Take
the cache hit rate at 0.2 as an example, when the dataset size is 70 and the number of
users reaches 15, the hit rate is 0.2. When the size is reduced to 50, the corresponding
number of users is 11. While the personal dataset accounts for 30% of the total cache,
the hit rate drops to 0.2 when the number of users increases to 7. As the number of users
increases, the hit rate approaches a value. For a total personal dataset size of 70 items,
this number is 0.1. For 50 items and 30 items cache size, this number is less than 0.1.

When the percentage is 30%, the hit ratio is closer to zero.

The performance of the group datasets represented by the three red lines shown in 3
different figures is more stable with respect to the performance of the personal datasets.
When the number of users is small and as the number increases, the hit ratio of the group
dataset increases which is very different from the performance of the personal dataset.
The reason is that when the number of users is relatively small, the overlap rate among
users’ requests will not be very high. For example, when the user size is 1, the hit rate
on group dataset will increase only if this user accesses the data he has accessed before.
When the number of users is 2, if one of the users access a data that any two users have
ever visited, the hit rate increases. As a result, if the number of users reaches 10, and one
of the users accesses the data that this user or the other 9 users have visited, the hit rate
will increase. This is different when the number of users is 1, only by accessing the data
that the user himself has visited will increase the hit rate. The final approaching values
of the three lines are 0.2, 0.25 and 0.3 respectively. The larger the cache size of the data
set, a better performance will be got. Because given some unimportant data items which
will still be accessed in the near future. When the data set size is large, these data items
will be retained while they will be deleted when the data set size is relatively small. Thus,

when there is access to this data, large data sets can increase the hit rate.

Figure 4.6 shows the percentage of reduced uplink requests using CAFE scheme which is
defined as the ratio of the number of saved uplink requests to the total number of requests.
The upload link will only be calculated if a cache miss occurs locally, which refers the

situation that when a Cloudlet server sends a request to the cloud. Measurements of
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Figure 4.5: Performance of 2 datasets on Cloudlets with 70%/30%, 50%/50%, 30%/70%
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Figure 4.6: The percentage of reduced uplink requests using CAFE scheme

the reduced uplinks can be used to derive the energy consumption of local servers include
mobile devices and Cloudlet. We want to show the overall consumption of local equipments,
so we didn’t measure the energy consumption of any single device individually. In the
experiment, the number of users connected with a cloudlet reaches 50. It will be very
troublesome to measure the energy consumption of each device. Thus, we just calculate
the percentage of reduced uplink requests to analyse the energy consumption of the local

system.

In this simulation, we set the cache size of Cloudlet from 10 to 300 and conduct the
experiments when user size is 1, 20 and 50 respectively. The cache allocation policy on
Cloudlet is 50%/50% for 2 datasets respectively. All mobile devices have a 10 data items
cache size to store their own personal dataset. The results show that when cache size
is small, the percentage of reduced uplink requests is low and when cache size becomes
large, the percentage increases. From the perspective of user size, a larger user size with
corresponding cache size can reduce more uplinks. The black line represents the proportion
of reduced uplink requests as the cache size increases when one user uses CAFE scheme.
It can be seen from figure 4.6 that when total cache size reaches 100, the percentage is the
largest. Later, as the size of the cache increases, the value remains the same number. This
can be explained as when there is only one user, the maximum cache size that satisfies
this user’s requirement doesn’t exceed 100. That is, the CAFE scheme won’t occupy more
than 100 cache sizes during the period when user sent all requests. This figure also shows
that when the Cloudlet cache size is 10, 50 users use the CAFE scheme performs better
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than 20 users using the CAFE scheme. This is because when the Cloudlet cache size is
10, the cache allocated to each user is almost zero and no data items can be stored. At
this time, the reduced uplink mainly comes from user device’s local cache hit. Each user
is independent and has no contact with each other. Their local hit rate is not the same

which results in such a situation.

4.4 Adaptive CAFE Scheme

In the data distribution part, as mentioned in section 4.2, both personal dataset and group
dataset are cached on the Cloudlet. When a mobile device sends a request to the server,
it must has a scheme to process the request. One method is letting the request processed
by the different dataset one by one until finding the data item. This method brings low
efficiency from time perspective since in a worse situation, both data set need to be checked.
For this reason, we separate the requests from personal one and group one in the previous
CAFE scheme. In this way, for personal requests, the server doesn’t need to check the
group dataset and for group requests, personal dataset is not checked. The time waste
problem is solved efficiently by using this method. However, when the number of users
under the coverage becomes more and more, the efficiency decreases quickly since the large
space personal dataset needs. Additional to this, requests by users are divided into 2 types
which is not very realistic and well-implemented in real life because requests are not so

easy to be categorized into one of the types.

As we know, both the processing capacity and cache ability of Cloudlet is less powerful
than the cloud. If both the personal data and group data are stored on the Cloudlet as
in CAFE scheme, the burden of it becomes heavy. For group dataset, taking all users
as a whole leads to a smaller space possession but with a lower hit ratio. For personal
dataset, it gains a higher efficiency resulting from its feature of customization. However,
from the analysis of the two data types, we can easily find that when the number of users
is not very large. The size of personal dataset is not very large while gaining a high
efficiency. When the number of users are large, using personal cache set may cause a
burden to the Cloudlet, processing also slows down. Even with a higher hit ration, the
latency increases. In addition to this, given the limit space on Cloudlet, when users’ size
becomes larger, the allocated space for every user also decreased. And the decline rate is
fast for example, there is just one user and the cache space is 100, when the size of user
becomes 2, the corresponding cache space decreases to 50 which reduces by half. Thus, the
number of cached data items decreases so that many requests can’t be served. However,

the individual dataset still occupies large cache space in this situation, for example, even
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the single allocated space for each user is 5, when the size is 20, the whole personal dataset
still occupies 100. Actually, 5 cache space for personal data can’t serve many requests

which means the 100 cache space is not so useful.

In summary, when the cache space is limit and the number of users gradually increases,
the individual cache space size decreases quickly resulting in a sharp drop in hit rate whereas
the hit ratio for group dataset won’t change a lot for that this dataset always stores items
that all users in the group are interested in. In order to reach a balance between personal
and group dataset, we use an adaptive scheme based on the number of users. Given that
when the user size is small, individual dataset can show a better efficiency and when the
size becomes large, personal model performs better. And individual dataset is not so useful
when cache space becomes small so that if this space can be allocated to group dataset
which gives a great boost to the efficiency of group model. Thus in our adaptive CAFE
scheme, the data set can be changed from the personal one to the group one when the
number of devices is large. The data set also changes from the group one to the personal
one when the number of devices becomes small. In this way, the access algorithm can be
unified which is simpler than the previous one by using two access algorithms for different
request types.

4.4.1 Data Access

Given that in this adaptive scheme, data accesses are unified so that just one access al-
gorithm is shown in Algorithm 6. First of all, all requests are needed to be processed in
the local cache of mobile device itself. This is different from the data access algorithm in
CAFE scheme in which it is not necessary to check a request locally when it is a group one.
After checking the local cache, if the data item can be found in locally, it will be returned
directly. If not, the request will be sent to the Cloudlet for processing. Given that in
this adaptive scheme, there is no difference among all requests. The Cloudlet must has a
unified scheme to process the requests. When the Cloudlet receives a request from a mobile
device, it will directly look in the current cache space for this request data. That is, if the
current cache space is the personal dataset, the server will search directly at the individual
dataset allocated to corresponding device. If the current cache space is the group dataset,

the server will perform the same algorithm as the group request access algorithm 5 in the
CAFE scheme.
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ALGORITHM 6: Data access in adaptive CAFE scheme

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Input: Request

Output: data,

if Data,., € Cachemobite device then
return data,

else
send Request to Clloudlet

end

if Cachecioudier == Datasetpersona then

if data, € Cachecioudier then
return data,
end
else
send Request to cloud
end
if Cachecioudgier == Dataset g0,y then
if data, € Datasetpopuiar then
return data,
else
if data, € Dataset,,c, then

mobile device; <— search(mobile device;. _;, spatial indexing structure)

connect(mobile device;, mobile device)

return data,
end
end
else
send Request to cloud

end
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4.4.2 Dataset Update

In terms of dataset updates, this adaptive scheme is similar to the previous CAFE scheme.
There will be a slight difference in some places, where we will make descriptions according
to the previous dataset updates types. First, when a mobile device moves in or out of
a Cloudlet coverage, the dataset update is related to which dataset the server is used at
this time. When the device enters a server’s coverage, if the server is using a personal
dataset, the server needs to create a separate new storage space for the device like the
CAFE scheme. But if it is using a group dataset, the server doesn’t need to create this.
Then, when a mobile device moves out of the server’s coverage area, it also needs to be
divided into two situations for discussion. If the server is currently in personal dataset, all
personal data items associated with the removed device in this dataset must be deleted.
Similarly, if the group dataset is used at this time, the information related to this device

in the meta dataset and indexing spatial structure will also be deleted.

Second, the biggest update difference comes from the difference between these 2 schemes
that is the dataset changes in the adaptive scheme. In order to increase the cache utilization
in the server and the overall data access efficiency, the server can switch back and forth
between the group dataset and the personal dataset which causes the dataset update
problem. A straightforward idea to solve this issue is to delete the previously used dataset
directly when switching to another dataset. However, this operation will reduce efficiency.
For example, the accumulated information after using the group dataset for a period of
time represents data item that all users under the coverage are interested to access. If this
dataset is deleted, it will be time-consuming to re-accumulate such information. Therefore,
in the adaptive scheme, when the Cloudlet changes from group dataset to the personal
dataset, just the meta dataset and information stored in spatial indexing structure are
deleted, and the popular data still remains. Because in our scheme, we have used a cache
replacement policy in order to reduce the size of the group dataset, the actual data won'’t
occupy too much cache. If this dataset is large enough that when the server switches
to the personal dataset, it can’t provide a high cache hit rate. In this case, the scheme
will use importance of data items in the group dataset to trade off so that the personal
dataset can occupy more than 70% of the total cache. When the server switches from
the personal dataset to the group dataset, all data in the personal dataset will be deleted.
This is because the personal dataset on the Cloudlet is obtained directly from the cloud
which doesn’t need to be generated by Cloudlet itself. Thus, the personal dataset has no
data items when switching from group dataset to personal dataset. At this time, when
the Cloudlet receives the first request from mobile device, it creates an individual dataset

for the mobile device and fetches corresponding dataset from cloud to initiate the personal
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dataset.

4.4.3 Experiments and Analysis

The data sets used in this experiment are the same as those in the CAFE scheme which
are from Boston University. To evaluate the performance of the proposed adaptive scheme,
we firstly conducted a performance analysis over 2 different datasets, personal dataset and
group dataset, to determine the threshold for the Cloudlet to switch datasets in different
situations. Secondly, for this scheme itself, performance analysis is also carried out by
implementing the entire framework as well as data access algorithm in the OMNET++
simulator. Finally, we also compared the performance efficiency and energy consumption

of this adaptive scheme with the previous CAFE scheme.

First of all, in the adaptive scheme, a threshold is needed to determine when the server
needs to change from one data set to another. That is which dataset the Cloudlet should be
used to provide service for mobile devices. Thus, we pre-set the cache size of the Cloudlet,
and then run the program just with one data set, personal dataset or group dataset, with
different number of users from 1 to 50. The cache size we chose is 100, 150 and 200
respectively and the hit ratio of each dataset in every situation are recorded. The results
are presented in Figure 4.7. The intersection of every 2 same color lines is the point when
the hit ratio is same between 2 datasets with same cache size. Overall, in the three groups
of experiments, the hit ratio of personal dataset is higher while after the point, the group
dataset gains a higher performance. The intersection of the 2 lines can be explained as
follows. When the user size increases and since the cache size is determined, the individual
cache set for each user becomes smaller so that less data items can be cached which leads to
the decreasing hit ratio. For the group dataset, the hit ratio at the beginning is high since
the data set is served for smaller size users. As the number of users increases, there is a
larger diversity on the requests, so the hit ratio decreases. However, the hit ratio becomes
stable when user size increases in the reason that the common data items among users
become more consistent. In general, the hit ratio for personal dataset is high at beginning
and decreases fast and finally approaches to 0 while that for group dataset is relatively

stable which gives the intersection between these 2 lines.

From the figure, the three curves of the personal dataset intersect at one point when
user size is 1 for that the dataset need to be fetched in advance is smaller than 100 so
in these 3 situations, all the personal data items has been fetched to Cloudlet when user
size is 1. In another way, the data items fetched in these 3 situations are same and with
same requests, the result will be same too. For personal dataset, as the number of people

increases, everyone’s cacheable space continues to decline. So the results show that the
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cache hit rate is always decreasing as the number of user increases. For the group dataset,
the cache hit rate is increased at the beginning. Because when the number of users is
small, the number of requests sent is also small and there is no need to cache too much
data so that the cache space isn’t used up. Therefore, when the number of mobile devices
gradually increases, the usage rate of the cache space will also increase. Until all the cache
space is occupied, the hit rate will decrease. Therefore, all the 3 lines of group dataset
show that the hit rate rises first and then decreases. As the number of people continues to
increase, the cache hit rate is related to the similarity of the data acquired between users

which results in the fluctuating hit rate.
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Figure 4.7: Performance of the 2 models with different cache size

In this figure, two lines of the same color have a point of intersection. By analysing
these intersections, a larger cache space has a larger value of the x-axis corresponding to
the intersection point. When the size of 2 datasets is 200, the user size corresponding to
the intersection is 15; 150 corresponds to 11 and 100 corresponds to 8 users. From these
lines, when the number is smaller than this number, the personal dataset is more efficient
than the group dataset so that in this situation, the Cloudlet should use a personal dataset
to get a higher efficiency. When the number is greater than this number, the group dataset
performs better. From these numbers, it can be concluded that the larger a cache space
is, a better performance can be got by using the personal dataset than using the group
dataset with more users. Therefore, one extreme situation is that the server’s cache space
is large enough to support the the storage of all users’ personal data. At this point, the

server does not need to switch from the personal data set to the group data set.
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Figure 4.8 gives the cache hit ratio on Cloudlet using the adaptive CAFE scheme. In
this scheme, when the server first starts to provide services which is also the first time
that a mobile device enters Cloudlet coverage and connects with the server. At this point,
the cache used by Cloudlet is the personal dataset, and the cache hit ratio equals with
the hit ratio of this dataset. When the number of users gradually increases until the
cache switches to the group dataset, all data items in the personal dataset will be deleted.
Thus, the cache hit rate is the hit rate of the group data set. When the cache switches
from the group dataset to the personal dataset as the number of devices decreases lower
than the threshold. At this time, the popular data in the group dataset won’t be deleted.
Therefore, the performance of the server is the sum of the hit ratio of the actual dataset

and the personal dataset.

cacheSize =100
cacheSize = 150
cacheSize =200

Hit Ratio

10 20 30 40 50
User Size

Figure 4.8: Hit ratio on Cloudlet using adaptive CAFE scheme

In this experiment, we select 3 cache sizes of Cloudlet to show the overall hit ratio of the
model which uses the adaptive CAFE scheme. From Figure 4.8, 3 curves represent the hit
ration of the system when the cache size of the Cloudlet is 100, 150, and 200, respectively.
When the number of users increases from 1 to 50, all the 3 curves show a downward trend
because the cache space on the Cloudlet for each mobile device becomes less when the user
size becomes large so that less data items can be cached which results in a low efficiency.
Apart from this, when the number of users increases from 1 to 10, these lines show a sharp
drop such as the hit ratio of the black line dropped from 0.7 to 0.45. However, when
the user size becomes larger, the trend is stable because in this situation, the dataset has

been changed from personal to group, which cached some popular data items for all the
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Figure 4.9: Performance comparison between adaptive CAFE scheme and CAFE scheme

users under the Cloudlet coverage. Thus, regardless the changes of individual requests, the

popular data does not change for everyone at a high frequency.

In addition to the experimental analysis of the adaptive scheme, we also compared
the two proposed schemes from effectiveness and energy consumption. Figure 4.9 shows
the performance comparison between adaptive CAFE scheme and CAFE scheme. The
performance refers to local hit ratio of this system which is the sum of hit ratio of cache
on the Cloudlet and mobile devices. In this experiment, we choose 100 as cache size of
the Cloudlet. The two lines in the figure represent the performance of the adaptive CAFE
scheme and the previous CAFE scheme, respectively. In the CAFE scheme, we choose the
50%/50% cache allocation for personal dataset and group dataset. The reason is that in
the results obtained in the experiments of CAFE scheme, this allocation gets a relatively
balanced performance. The 70%/30% allocation pattern performs best when the number
is small while when user size is large, it performs least. And the other distribution ratio,
30%/70%. gets the opposite result. Therefore, the result of 50%/50% distribution ratio in
CAFE scheme is chose to compare with the adaptive CAFE scheme.

The results in this figure show that the adaptive scheme performs better regardless of
the number of users. With the increase in the number of users, the gap between the local
cache hit rates of these two kinds of schemes is also increasing. When the number of people
is small, a part of the cache is assigned to the group dataset at the beginning because the
CAFE scheme performs the allocation of the cache in advance. But in the adaptive scheme,

the cache is not allocated in advance. When the number of mobile devices is small, personal
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dataset can make use of all the cache space on the server. So the personal dataset can get
the maximum hit ratio. When the number of users gradually increases under the coverage,
this gap still exists. For example, when the number increases to 50, the personal dataset
still occupies part of cache space according to the CAFE scheme and the space available to
each person is only one data size which can not improve the hit ratio. However, according
to the adaptive scheme, all the cache space is allocated to the group dataset at this time

after the server switches dataset, so more cache hits are obtained in this scheme than in
the CAFE scheme.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

The data access efficiency in the mobile cloud computing can directly affect quality of
service, so fast data access renders better user experience. In this thesis, we employed
the 3-tier Cloudlet architecture that closes the distance between mobile users and cloud.
Compared to adopting the traditional mobile cloud computing framework, Cloudlet im-
proves the efficiency of data access in mobile networks by computation and data offloading.
We addressed data offloading problem in the Cloudlet architecture in this thesis. In other
words, suitable datasets are selected to be cached so that mobile users are able to get infor-
mation directly from the one-hop away server. After selecting the appropriate framework,
two data types that meet the user’s needs are considered according to different situations.
Therefore, in our scheme, data are classified into personal data and group data which rep-
resents the individual user behaviour and common interests of several users. At the same
time, caching technology and pre-fetching techniques are used to generate corresponding
datasets according to the characteristics of the data types. Based on the techniques, we
propose 2 corresponding models: personal model and group model. Considering the re-
quired resources of these 2 types data generation algorithm and the capabilities of different
servers, cloud and Cloudlet server, in the framework, the two models are assigned to suit-
able servers to run for better efficiency. Then, we propose two different data access schemes,
CAFE scheme and adaptive CAFE scheme, after the models and generated datasets are
distributed and in each scheme, the relevant data access algorithm and datasets update
are described in detail. Experiments and simulations are implemented in the OMNET 4+
simulator with both fictitious dataset and real dataset in which performance of both data
access schemes are evaluated and discussed from battery consumption and cache hit ratio

perspectives.
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5.2 Future Work

In this thesis, we focused on the data distribution and management under the Cloudlet-
based mobile cloud computing architecture. There are many research interests that can be

further studied and they are summarized as follows.

e Mobility prediction of a mobile device. This thesis mainly researches on access pat-
tern prediction of individual users in order to fetch suitable datasets to Cloudlet
in advance. Mobility prediction[s, 0] is another kind of important prediction in
Cloudlet-based mobile cloud computing environment which and when mobile device
has a possibility to connect with a Cloudlet[30, ]. Information such as using
GPS [27] to get location can be used to do the prediction in mobile wireless net-
works. Mobility prediction can be combined with access prediction to make the
system more effective by first predicting possible datasets and then fetching them
to a Cloudlet according to mobility prediction. Mobility prediction helps locate the
future location of the device and the importance of localization can be found in pa-
pers [22] [16] [26] [¢3]. In this way, the Cloudlet can fetch datasets for mobile devices

in advance if a mobile device shows a possibility to enter into its coverage.

e Data access in group Cloudlet architecture. Besides single Cloudlet architecture,
group Cloudlet is also a research direction. In the group Cloudlet, there is a con-
nection between different Cloudlets so that datasets can be transmitted from one
Cloudlet to another Cloudlet which can be referred as data propogation [9]. Thus,
based on our datasets distribution, some related datasets such as personal dataset
don’t need to be deleted when a mobile device leaves a Cloudlet coverage. These

datasets can be sent to the new Cloudlet by mobility prediction.

e Computation offloading to a Cloudlet. Data offloading and computation offloading
are 2 main research areas in Cloudlet-based mobile cloud computing. There are some
issues in computation offloading including offloading objective which usually refers
to performance and energy [12] [37] [50]; offloading decision which indicates whether
and when an application should be offloaded; partition granularity[36] that means
the smallest size of the offloaded unit which can be divided into coarse-grained and

fine-grained [12].
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